aws
BEANOBITAWS THO2 K

AWS BREHAZ > A

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS REFHAH A BEANOBITAWS TAT U~

AWS REHAZ 2 A BEANDBITAWS THO U K

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon DEERB LT NL—R RL AlFAmazon UADEBE KR —ERICFERITEZERFETESE
A, T, BERICEREZEAD TN BB HEXNT, £lE Amazon DEAZBLES KX THE
A93LETEEHA, Amazon FFIEL TVWAEVWEFOMO TN TOEEFE Amazon & DIRIE,
BE, XEBROBEICADIPDST, ThoREHATHIHMEEDEETT,




AWS REFHAH A BEANOBITAWS TAT U~

Table of Contents

B B ettt ettt ettt et e e e e e 1
R B ettt ettt e et e et e et en et n e 2
B B ettt e e ettt e ettt e e et e et et n e 3
UGN T AT RT =FTITF VDB oo 3
B R 78 7 L N T w0 e et e, 5
AWS Well-ArchiteCted 7 L T =0 e 5

D 0 T T R B AN S et 5
LD B T & T7 7 B A T oo rees 6
A 7 R T T D oottt 6
A S i sk TSR U TR 7

D T A T N B B T B e 8
A S i sk TSR U TR 8
Iz Sy =y 1 -~ NS 9
IRAR T T T A A e e et 10

I L T BT B oottt 10
IR T T T A A e et 11

X N T I s R T B B T B oo 12
TR D T 1 T s N T B T D oot 12

T VPCEREZNARZIA X T D AWS CONIOl TOWET ..ot 13
A= T D B B B T D oot 15
TORAFTET TEADEIR .ottt ettt e, 16
T ZT )T XD EBIEIE ..ot 16
FFATEZ Y N DIVERR oo et e et 17
R T T T B R AT Y D oottt e, 17
T I e TSROSO 18

AR B BRI D R T 2 Y D oottt 20

T OBAFTDIETLDVERL oo et 21
TBANDT T EAFFRT D BIE ..ottt ettt et e, 24
R N D T et 26
VP D) B oot e e e e e e e e e e e e e e e ae e e aaraaaas 26
DA R A A Dk -3 - PR 26
A N s A B TR R RS U PR 27
T L RAD =TT e ettt ettt 27
BEERNZTAVIZRRBEITDILEODDRARNT TIT AR e, 29




AWS REFHAH A BEANOBITAWS TAT U~

AT L ADDBUY oottt ettt enns 30

e o B B ol G G i O 7SSOSR UR USRS 33
AMAzZON GUANADULY .......ooiiiiiee e e e e e e e e e e e e e e e e e e e e e e e eaaraa———————— 33
RART T DT A A ettt 34

F N = o] 1Y/ =T T RPN 34
RART T DT A A ettt 34

AWS SeCUNLY HUD ...t e e e e e e e e e e e e e e e eeeeeeens 35
RART T DT A A ettt 35

FA s A A OO 37
0 NNk X i OSSOSO 38
R & OO 39
AWS APPCONTIG ..ottt ettt e e e e e e e e e e e e e e et e e e ————————————————— 40
AWS Certificate IMANAGET .........ouveeiiiece ettt e e e e e e e e e e e e aaaeaaaeeeeeeeeeesssrannnes 40
AMAZON CIOUAFTONT ... s e e e e e e e e e e e e e e e e e e e e e e e ee e e s a b es 40
AWS COAEATTIFACE ... e e e e e e e e e e e e e e e e e e e e e e aas 40
AMazon DYNamoDB ... e 41
AMAZON EBS ... e ——————————————— 41
AMAZON EC2 ...ttt e et oo e e e e et — e aaaaaaaaaaeaaeeeaeeera—————— 41
AMAZON ECR .ottt aaaaaaaaaans 42
AMAZON EFS oottt a e e e e e aaaaaaaaaaaeeaer—————— 42
Amazon ElastiCache (ReAiS OSS) .....ouuuuuiiiiiiiiii e e e e e e e e e e e e e e e eaanaees 42
AWS Elastic BEANSIAIK .........oeeeiiiieeii e ———— 42
= Lo | N 5 42
AWS Lambaa ...t a e e e e aaaaaaaeaaaeeaea—————_ 42
AMAZON LIGESAIl ..o e e e e e e e e e e e e aa e aaaae 43

F N = o] T NN (=T o) (U = TSP 43
AMAazon OPENSEArCh SEIVICE .....cccooiii ittt 43
AMAZON RDS ..ottt e e e e e e e ————————————aaaaaaaaaaaaes 44
AMAzZON REASNIfl ..o e e —————— 44
AMAZON ROULE 53 ...ttt et e e e e e e et et e e e e e e ee et e e e e e eeessaaaeeeeeeennanns 44
AMIAZON S ...t e e e e e e e e e e e e ——————————————— e eeeaaeeaaaaaaaeeeeeeeere——————————— 44
AMAZON SAGEMAKET Al ...t e e e e e e e e e e e —————————— 45
AWV S WV A ettt oottt ettt eee e e e e e e e e e nn et e aa et e e teeeaeaaeeeeeaaaannnnnnnrateeeaeaaeas 45
BRI BE T BB B EEIE ..ottt re s 46
RO 47
B BB oottt s e a A a bRttt A AR R AR s s s sttt bttt 48




AWS REFHAH A BEAOBITAWS THT2 K

) o A bR R bttt r bbbt 49
AWS FRETFT A B2/ A ottt b ettt 49
AWS 7 I BRER oottt 49
AWS TR A N R ettt s ettt ettt ettt n ettt neene e 49
AWS D= R T oottt b et n e 49

REFTXZRIBEE .ottt 50

25 =SSOSR 52
PO PO TP PR OPPRPTPPRRRPPPIN 52
PP PP PPPPRRT 53
TSP PP 56
OO TP PP PP PP PRPPI 58
D PSP PP 61
PSP P PP OPPPRPRPP 65
B e e e e e e e e e e e e e e e e s e n e e e e e s e e e e e e e naeas 67
GO P PP U PR PPRPPPPPPN 68
o PSP PP 70
L e e e e e e e e e e e e e e e e e e e e e e e e e e e s e e e e e e e e s e nnes 71
PO PSP PTT PR PPTTPRIN 73
PO PP P PR PPN 74
O TP TP PP U PP PPRPPPPRP 78
P e e r e e e e e e e e e e e e e e aeas 81
PO TP PP PP PPRPPPPPPN 84
R e e e e e oo e e e e e e e e e e e e e e e e e e e e e e e e e e e e e s e 84
S PSP P PSP PPRPTN 87
PO PP OPPPUPRRPT 91
U e e e e e e e e e e e e e e e e e e e e e e e e e e e e e r e e e e e 92
Y PO PP PSPPI 93
L PP PSPPI 93
AP PP ROPPPUPRRPT 94

........................................................................................................................................................... Xcv




AWS REHA XA BEAOBITAWS THT2 K

BEO NOBITAWS THU K

Amazon Web Services (Ef#& )

2024 F 11 A (RFIX NERE )

< OH#¥(E,. Amazon Web Services (AWS) 7HI Y R & 1 DEAL TS Y ——_—%ZHBOFET, &
ENORBOO—INTCOTHI U hZ2FRALTEEZEELTVET, T2 FRFRIA—RZHER
L. BRREPTANRERICT7TO4L, xBRENZEFEZFRSELET, 7OV MNNR—T v —
BFTF—RYV—AZI0TVLT, £#BICHEHIZIAREZNELEFT, EETF—LE, ILLVEEZFET
B, ABEBEASTEEEMLCVES, BEF—LE. AWSBiling > Y—ILASI5™
RExHZEZRUILTVET,

ChSOEBOO—IAINT1 2EFERAIZEEAWS PTHI b, BINEBEDT VL AFAZE
AT2&VWStEFIVTAORANTZIT A AZERITDORBHL VEEFHVET, D&V,
DT ERTIDEDIBERFIROTIVEAFATNHERELET. AR—KTYTREN R
LTWKBEDRET, #ALN "IV T2ENEFBRRICT IV EATILEN HB0OH?, &L
SERZIZRCELBNET, BARBFEALEDHRE "TVWLWAL TN, 2<0XREF, EDXRAZ
EosE3enx<, BEOVINTADMNRBEEINWFTATV NRRICTEDHEDCETRA
TVET,

COHARIZE, VTN THIRREDASIILFTHI Y NREAOBITICRILORANTSY
TAANE>TVET, PTHOMNOBT, 1I—Y—B8, XY ND—D, vX2UFT14, T—F7T
JF v ICHAUTRHEZRREICODVTHBALET, ESZXAXHAEEEOA VXA LEF/PRICHZ
h, E2EKKRETERVRIDILERFENTVET, COHARTR, B—0 BEHNSITILFT
NOVRREBIZBITIBDEBRBAWS 7HI UM, UTOMEICEILZYHTTVET,
« IDEBEET U EAEIE
s PORAFRNET IV ANDERE
« XY ND—DEL
e LXFIVFTAAITU NS
« NVOTVT

THONOBIT
o« )Y —ABIT
« BRICBEETHEREE



https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege

AWS REHA XA BEANOBITAWS TAT U~

BEEDFMICOVWTIK, "TOUZTREEAWS, 25RLTSEEL,

COHARE, AWS TAZ—KT7YT7HEFI1VTAR—AT4> (AWS SSB), . "Organizing
Your AWS Environment Using Multiple Accountsy 87 4 kAR—/Y—, AWS TSecurity Reference
Architecture (AWS SRA), . " Establishing Your Cloud Foundation on AWS 7R 4 kAR—/N— &
E,. COREYIICHETZIRTFOVY —ARLEELTVET, COHS RICEHOKL, &V EHK
WAL ZAICDODVWTE, BlIEHRECIASOVY—REFALTILEEL,

X RE

COHARE, BEOAWS THIY MOBITZED, FLERBITIILENHZEXICHKET
FTo AZ—KNTYTREDHE, COZ—AREE, HBRhHEICEEL, EEHEETV, 1277
ANZOF v, FARER (DevOps), EXF1UTABERBDIIVSZTIV I 3B TAZERALEA
HLEEEICRELRT,

U COBITEZITOIEBIBE>TVWELSTE, COHAMREZSEIILT, BITRICXEZREICD
WTHEBRL, BRBZHOHDZENTERT,

NERE 2


https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html

AWS REFHAH A BEAOBITAWS THT2 K

RWFTAIRT—FTIOFYANOBITORR

RIVFTADURT—FTIOFYAOBITR., BE, LTOXVUY AOHFAS 1 DBREOX DY K
EROBEDSRAZ—AN BB ETBDODIET,

s ES>ZXAOEWNFELEMBEEICESVLED—20—-ROJIL—T1L
s RBCEDOEBEFIVFT O NO-ILDOER

« BET—ZANOT I AFIR

« A /R=2IAVERBHEORE

- BESRICIDZEHEEROFIR

- BROITERAETILOYR—K

« OOANERE

« V#—RE APIAWS OH—ERX UV ITANL—NFIBRDOER

RVFTFHAIORT—FTIO0F+%2EATEZZLORIOFEMDOVWTIE, "Organizing Your AWS
Environment Using Multiple Accounts (AWS 7R A4 hAR—=/N—) 1 BRT "HARZA 2, 25 EL
T, BYICEAEShEREZEY RT7YTLTLEEV ( RFI X2 KN) . AWS Control Tower

SUINTAIDURNT—FTIOF ¥ OHI

AR—RRELT, AZ—KNTPYTRERPMELETE 1 DOAWS V=232 ZRAL

T VPCET VI TERUVLERETSAR—RNITIR(VPC) Z 2 DEDONf —RINTT, &

VPC (C (&, Amazon Elastic Compute Cloud (Amazon EC2) 4 AR AR END I ELI—FT 1

TVIV—AFEENTVET, IVDZTFUVTF—LAR. BEAVPC TEEI—RZHARLE

T, BmF—LNFEEZLEI—-L, IV ZTUVIF—LNEENRZAREREA VPC IZF

BTEKESEET, MBEF—LR ICTFTIEATED AWS 7AHD N =8, AWS Billing and Cost
Management 1> Y — L ZHFRBTEE T,

SVINTAIYRNT—FFTI0F v Dl 3


https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/benefits-of-using-multiple-aws-accounts.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html#guidelines-for-multi-account-setup
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html#guidelines-for-multi-account-setup
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-peering.html

AWS REFHAH A

BEANOBITAWS TAT U~

AWS Cloud

0
LR

Region
AWS account
9 Q_\. Production VPC Development VPC ‘B
= =
Customers ﬁ ﬁ 1
; Peering . AWS cost
EC2 instance EC2 instance
8 % 1i management
8 \ conneeten / services
Sales team
Engineering Product
team team

CORBTEENBERIDTREMOHIFEICRFRDOIIBEDHN BV ET,

s IVDZTH. BRAT—EXR—ALTI7EALTVD LRV,

TLEL I

s AEEFTOANCTFEALELCKHEBAAN DI ET, REFENFEEZ T,
s BRI—-ROO—RTAMRIC, XEHZBA VPC OREHNMETL, AOY N JICETSRT

T—AVvE—IHFERE NI,

c BIBRF-LNEFBRELHARRBRREOIANZXBITERL,
« CEOA', HLICERAULEABDORZNEDNHRIC, XEBRBAH VPCHASEET—RICTIEATD

ABVWBEZBEL TV,

Finance
team

RO TAEFEERBRAT -2 ZHIRL

c BBEF—LR. SEAWS OH—ERABIANNRETEDAREMOHZIBED N\OFT I AZFH

AIFDER@FTEREA,

RILVFTHOY hNERERAT e, N—T14>arenlk 2EALTO—J0—-RETIERA

AWS THOUN Z25BETAHET, CHSODINTORBICHUTEEXT,

SVINTAIYRNT—FFTI0F v Dl



AWS REFHAH A BEAOBITAWS THT2 K

RVFTFRAORNT—FTIOF Y ICRBITIDLODELTHNE
JL—LD—0tF1VT1DERE

COHA RICEBEENTVEIBERERARNTZI9TA AR, 1 V7 FANTZIOFvEEFIVTAIC
B892 AWS NDEEENHBEFLZBTIDLONDENTT, E—DAWS THIU N HSEHD (I

BITTBDEERFEAWS THIN, ILWILFFTHOY NT—FFT0F ¥ A AWS Well-Architected
7L —A"J—% & Cloud Foundation DRRIE —HBL TVWBR CEEBRIDCENEETT, ChiZ
&V, ANFUAOBHE AWS RARNTZO9FT 1 AILRWVEN S, EFa1VF14, NTF3—X >

A, BEHEEEBL TR EhE-REZBEL GEATEET,

AWS Well-Architected 7L —LD—72

AWS Well-Architected 7 L—ALD =2k, 77V T5—23>&0—o0—ROEHOEZETEM
BE, TEZSM., DENBAVTFARNRSIVFYEBEITDIOICKRIEET, COHAMREFE, 207
L—LAD—V0ORICHZDEALOESFE, X174, EEHEICR2EENTT, chicky, B
EOAWS HBEHICHS LT, EDSXABHERIEREBLIENTEXRT,

AWS 772> N T AWS Well-Architected Tool Z £ L T, Well-Architected DRXRAKNTZIFT 1 A
NDEMZFFMIZDEANTEEXT,

nY 77 REE AWS

(RDARR=N=)TDIZIREBOET AWSIE, ESZXAZ—XICADE T AWS RIEZFE
TADICKRIADHAZ L AZRELET, AWS BER—RAOT77O0—F2FERATHE, D—o0O—
k7704, ER. EBIDLOOREZERTEET, £, BEHNIEHRL, I9FTRIZD—7
O—RZEMNMTTF7O149T2EEIC, MeEZ LU TRBZILRI D EETEET, TEERSND
30 DHEEDFFMIC DOV TIE AWS, TH#EE, 28RBLTKEETV, ZOHA RICE, ERLUEIEFT

NBAREEZRETDLEODRARNTZ 7T 1 ANRBEENATVET,

BRAEBRTCHANFTCAOZ—XICIEUT, BEZEALTEEITDIENTEET, ESXAEH
FRALES, BERXR—AOT77O0—F&, V5V RRENFVD—IVO—RZHR—NL, BEIZISU
TAT = TREBI TETCVRCELEERIETDEODDAN_ALELTHERATRIENTEEXT,
COFT7O—FICKY), EIF—EEDZADESOD VT RREEZBEEZR >TEBETEET,

AWS Well-Architected 7L —AD—% 5


https://aws.amazon.com/architecture/well-architected
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/welcome.html
https://docs.aws.amazon.com/wellarchitected/latest/userguide/intro.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/capabilities.html

AWS REFHAH A BEAOBITAWS THT2 K

RVFTHAOURT—FTIOFYARBITIZ OO ID BE
&ET Ut A

RIVFTAODURT—FTIOFYICBITIPRICHEADICITSNORK, BEATHLVWTHIO MNMEEZ
RETDCETT, TORIC, I—H—ZEML., THAI R NOTIVEAZRELEXRT, COED
>3a2TR, BROAWS PTHIY MDOT IV EAZERTDHEICOVTHALEXY,

CcOEIIAVTRUTOZRAVZRY) LITET,
- HBERETD

« FUTAITIV—VEERTS

- EBENZEEMNT D

« Y1 —Y—%ZEMTD

s XUN=THOhZEETS

B ZERET

BEO FH358FEAWSTHIU N, OEBEBLUTENSOT AT N EZRENICEETESR
9 AWS Organizationse ® 772~k AWS Organizations I&, AWS UV —AE AWS THI K,
TNSOVY—-ALTIVEATEZ ID Z2CHRETT, ARk, ZHALT1 201y &L T
EBAWSTHIKN TERLSICTRIVTATA4TY,

THOV N Z2ERL THBZERTRE, TOTATY MNEBOERT AT N (RHLWETHD
YhEREKIL— h/ﬁ@/ht% WET)IZBYWET, BB 2CEDNTEREETHV NG
12IEWTY, BIC ZEBMIDAWS TAIUN &, XUN=TAHIVRNIBYNET,

(® Note

BICH., L—R1—Y—EHENDE—QIDAWS FAIU N £EBUET, THIV KD
FERICEALEX—LT RLAENAT—REFALT, L—RI—H—ELTHLI (>
TEET, L, BENARRIICE, TANSBEERRAITHOTEH, LI—RN1—H¥—
EEALAVC LR BBHLET, FM-OVTR, TAWSFAHIV K OL—KhI—
H— EBBLTLEE L,

7=, x/A—;wvzhwn N7 o tAE—TLL. BERAODXYN—FHIV A5

L—R1—Y—RIBERELBRTDCEEBBDLET,

BB ERETS 6


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-enable-root-access.html

AWS REFHAH A BEAOBITAWS THT2 K

THOVNE, BBIIL—K, HBEN (OU), XON=THIVKDNSHBIBEEY ) —BEICEE
ENET, IL—KEF, BBOIXRTOTAI U MBRESCAER I TTOETT, HBE
f(OU) £, L—hAESHBTZHIYROAYTFFOIETT, OU D OU P X2 /N—7F
NIOUKREEDHDDENTEET, OUR, BZE1DETHFE O DCENTE, E7HIRNE1O0
OUICOKBTBDENTEXRT, FFMICOVTRE., "THAEELHEE (AWS Organizations RF 1 X
M)t ZSRLTLEZL,

H—EADNO—J)RIZ—(SCP) &k, I—HY—EcO—IINFEATEDRH—ERET IS
VEEELET., SCPslE, 7V EAFAZMELBVKZRV T, AWS Identity and Access
Management (IAM) 7 V2 AFFAIR) S —ICUTVET, TORDY EL T, SCP T IV AHFH
NDRABEZERLET. RUZ—ZBERNO/ —ROEWDICTEYFIRE, TORII—E,
J—RADIXNTOOU ETFHIVNIERAEIhET, flAE,. RUS—ZIIL—KNIEBAL LS
B, TORVD—RBFHEBROINTOOU ET7HITVNIBRAENET, FLRUZ—% OU I0#E
ALEBE., TORVI—FE, Z—TYROUDOU ETHINIOHKEBRENET,

)Y =AY hO—IAR)Z— (RCP) &, BADOYY—ALCHL TEATRRZEART VAT
E—TWICHIELE T, RCPsiE, PHOYNAODY—AXFEBOT V€A MO—-IILHA RS
AVOHEERRICRETDELSICTEIDICRIEXRT,

AWS Organizations >V —/)LZERAL T, HABRAOIXTOTHIV N2—aNICREB LVE
BTEEXT, BBZANAIZFIN 1 2@, EBTHIVNEXDN=THIVNIHEETDIN
TORENRBEHENE—FEREREZZITMBI_ENTEDZETT, FMICOVTIE, "T—FEER
(AWS Organizations RFI1 X2~ ) 1 ZZRLTSEZL,

RANTZO0T74A

- BiFO Eﬁﬁbf%ﬁ%ﬁkAWS THOUN ZERLBEVWTSEZW, ILWFHI NEERLF
T chIEBOEET NI NCBYEY, BEARL -3V EBOEETNI MNATR
ITE, SCPsé:RCPs B ﬂ?/hthti@%éhﬁﬁ/u TDEO, EBTHIVHNIEEA
B2V RVY—REF—REF, EBTNHIVRNTERTIMLEN GBI EDEFICFHIRTZIHELN
HV)ERT,

« BEBTAIVRNAOT V7 EARZ, #HiLVW 2703 Z>T AWSTHOU K L, HBiZzEET
BPHENHZDBADOKICHIRLET,

- SCPZFALT, JL—b, #HBEN, XN=TFTHIORNIT I EAHTORABEZERL &
¥, SCPZEETAVNIEHBERAIZCLERETEREA,

* RCPs ZHEAL T, XUN=TFAHIRDIVY—ADERT IV LAFAZEREL T, RCPsZE
B7AONIEEBRAIZELERETEREA

RANTZIF4RA 7


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#root
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#organizationalunit
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html#account
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_rcps.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html

AWS REHA XA BEAOBITAWS THT2 K

s ODRANTZ U7 14 A AWS Organizations (AWS Organizations RF I X K [CE>TLKEE
Wo

SUFATI—VEERTD

SOFAITV=, D—V0O0—RETFFVT—2a20%2F7O/4 92 EOOHRRERD, B
CRETENERILFTHIONAWS RETT, NAFT7HIOURT—FFTO0F ¥, IDETIEA
NEE, HNFUA, F—REF1UFT4, XY ND—UEF. OJVRRZHABRIZDLHOR—A
A4l ET, AWS Control Tower &, BEIftEhizH—RL—IZRHITBI T, YIF
THIOVRREORFEANT D RAEERILTDIH—ERATT, BE. 7THIVMAWS OH—EXR
ADOMBO Z2A—TARNL—232F2 LT, all AWS J—=r 3>, AWS Control Tower works £4&
TIREZEEITSHHE—O AWS Control Tower > 74 IV —2%27O0E2a -0 LET, il
C2WTR, "SUF1420V—"2rwy NTYT735EESKESDH (AWS Control Tower RF 1 X
Uh)1 ZZRBLTLKEZY,

TOIUTFAVTI—2%RET D EEE AWS Control Tower, BEFTHT N, D'7'7—7J'f7'7
HOVKN, BETHIONDOID2ORBTHV N ZBRILET, FHICOVWTEK, "HET7HD
~ k& F (AWS Control Tower RFIXV KN ) 5 ZZRLTKEE W, EET 73'7/I\0)i§é J—
VO0—RZRAMLTVEBVBRFEOT AV NZERALTSOFA IV —2E2EY NTY T T4
ENHYET, QU T —HATTHIORNEEBETHONTR, BEOTHV U NZBRATZH
AWS PHD > N, B2 THER AWS Control Tower 2D ZBIRTEE T,

AWS Control Tower Z>F 4 V-2 ZFRETDFEICOVTR, "EHBEAE (AWS Control
Tower REFIXUKN) 3 ZZRLTLSEZL,

RANTZO9T4A
» ILVFTAVY NEBOREFA (AWS KT RR—/1N—) DRANTZ T 1 A2 T EE

W

- EXEHMEF O AWS Control Tower XA K7 Z 97 4 A (AWS Control Tower RF 1 X2 N) (ZHE
TLEEL,

s D—J0—ROKMBHZRANAWS V=232 B I 0TF4 20TV ERLET,

SUFAUII—EERT D 8


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_best-practices.html
https://docs.aws.amazon.com/controltower/latest/userguide/what-is-control-tower.html
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#how-it-works-setup
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#what-shared
https://docs.aws.amazon.com/controltower/latest/userguide/how-control-tower-works.html#what-shared
https://docs.aws.amazon.com/controltower/latest/userguide/getting-started-with-control-tower.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/design-principles-for-your-multi-account-strategy.html
https://docs.aws.amazon.com/controltower/latest/userguide/best-practices.html

AWS REFHAH A BEAOBITAWS THT2 K

/A Important
FOTFAVIV—EFTOAALERBICCO) -3 2EZETHEEEF. OHR—KY
PDETHY AWS HR—K, ZUFAVITV—2ERLETIHREN HYVET, COFZER
HEREThFEEA,

- BEEIB)—TJ3UERETDEEZE AWS Control Tower, 79—V 0—RZ2I<SICFTO4T S
CENFREND)—23a>0HEBRLET, COV—TJa RPFRTERERLFEMTSD L
NFTEET, H1)—3 > AWS Control Tower 2 BB T35S, REAT—RL—ILIE &LTED
)—=23a Il 7#7’ 04 & hETAWS Config JL—)L,

- BEEIB)—3FEREL S AWS Control Tower , EBHRADINTOI =3 ADT
DEAREBLET, ChilkY), D—J0—REHARBEARENEZAWS V=232 ULAER
TEBRVWKRSIZBYET, ChFEBROY—ERXI MNO—J)LARUS— (SCP) £ LTEEE
F9, FMAICOVWTRE, A WS DU =232 THERIY MO—JLOFEE (AWS Control Tower R¥F 1
XURN)1 ZZRBLTLKEEL,

s TIOIUTFAVITI—2%BRETHEZFE AWS Control Tower, XD OUs&ETHI NOBRI%2E
EIdLz2B#MHOLET,

« EF11)F 4 OU % Security Prod IZEETHEZHHHLET, <O OU FEEXRBAL
FL1VTABEEAWS PTHINIFERAEhD EEZRTEHTT,

« AWS Control Tower BiN® OU Z4ERL ., Y RIRYIANSD—IOO0—RIZBHZZEETS
CEEILHATHCEEZSEBOLET, XOEIS3a VTR, 7—20—KR 0OU AZFICEM®D
OU ZEKL., chZ AWS T7HONOBEBIZCERALET,

- £ OJ OAEBI%Z Log Archive AWS 7 HJ2 N H' S log-archive-prod ICEET A EEZHEY
LET,

EETHIRDOBHEIE, BEEND S security-tooling-prod ICEE TR EHEHLET,

« FEEPASESHIC, &, AWS Control Tower T F 4 V=2 ICBMT S HEIIC, EREE

AWS THIOUKNDHDAWS ZREELET, FABRBRAWS THTO N OBZVHLVY ZEAH
LTWBHEE., ILWZAHTYNT, AWS ERRIA#IZ %4 L Amazon Elastic Compute Cloud
(Amazon EC2) 1 VARV AZRETEEXR T, 1 VARV AZBDERITLTIHASKTLET,

HEBBEZIEMNT S

NILVFTHORNREZRETHICEK., B SHEABBEZRILIITDIENEETT, Y—EARTDY
RO—JLARUS— (SCP) ZFEALTOUEOURDTAHIYNCHLTT VLRSI ORAREE

EEBENZEEMT S 9


https://docs.aws.amazon.com/config/latest/developerguide/evaluate-config.html
https://docs.aws.amazon.com/controltower/latest/userguide/region-deny.html

AWS REFHAH A BEAOBITAWS THT2 K

£IHLYH, BEE, #R, BERTOEIN SHBBEIRENTETNER Y XEA, BBEN
(OUs " A& £ 8= (AWS Organizations RFIX M) 4 ZZRL TS EE L,

COEVZIAVTR, FERECHFABREBEOREDOEI XD MLEBELICERIULDRANE
hizOU ZHERL T, ZUTFA2ITV—2EANARNAALET, ChSDOHBRARNTZIT 4
AR, ZUFATV-2EPEL THABRECHEABEREOVY —RAZ5BL, 1V TFARNTY
FyYyED—UVO0-RASTHIBD_EZBENELTVET,

OUs "#A#@E I DEE (AWS Organizations RF LXK ) 5 ZSBLTLEE L,

RANTZO9T14 A
« FUTFAITV—=%FERTD ICERLED—0—ROU AL, KOZXARNE N OU Z/ERK
LET,

* Prod —Z®OU i, BBETF—REEUCAERBAT—XFEREL, TIILTIVERATS AWS
THoOUNICERALET,

* NonProd —Z® OU &, ARRE, AT—22VJRE, TANREZREOABZZRFBAUAD
F—REREFEITDAWS THIOUBNICERALET,

&)L — B~ O TIC Infrastructure_Prod OU ZERLET., <D OU Z2FERAL T, —wibkEahi=xy ~
D—OF NI RNERANLET,

Y1 —Y—%ZENT S

A—H4—ICAWS PHIURNTFT OV EAZFATRICE. 2 20FEN BN KT,

« IAMID (21—%—., Z)—7". O—Jl)
- OERKEICELD ID 7ITFL—2 3> AWS IAM Identity Center

NERBREERSVIINTHIORMRETE, ILWANFAMLEEEZICEREN IAM 1—HY—%
ERTRON—MNTT, IAMIA—HF—ICHERGFSNETIEAF—E2—IL Y MF—0DFE:

BERE, BRHEARA ZWES, REBFIIMEREFEENETT, LEL, HEEN IS OFREHREZR
ELEBEES. TOI1I—F—RICHLLE if*%ﬁ%iﬁk?%%%b‘&%t&b EXFIVFAORANY
FOTAARELTHRERENATVERA, ILT7I7EATDES1208%E. IAMO—/LZFERATS
& AWS 7HIV KN TY, AWS Security Token Service (AWS STS) ZfAL T, FREL LEED
BBT3EEVWHRI VNS EHFEAERZ—RFNICVIIANTBDEETEEXRT,

RANTZIF4RA 10


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_ous.html
https://aws.amazon.com/blogs/startups/how-setting-up-iam-users-and-iam-roles-can-help-keep-your-startup-secure/
https://docs.aws.amazon.com/STS/latest/APIReference/welcome.html

AWS REFHAH A BEAOBITAWS THT2 K

IAMIdentltyCenterAWS THOVN 2FALT, \OI1—H¥—0O7F 7'&70&"‘@'(%?3'0 =]

BYHEZEC@BBIOI—F—THO MEERLEY., EEBO/NAT— RPZERFR (MFA)
‘J'JJ—DE‘/EMIEL/#U TIN—THLTTIVEAZERBLEYTEET, MFARRETH L
EF, REAT77VT5—232BEQVYTNIITRN=O % FERTEH. YubiKey /N1 ABED
/\—I\"?I N—O2ZBERTEEY,

IAM 7AF>F 4T 41> 2—(F, Okta, JumpCloud, Ping ID & EDOHER ID 7'0/Y 4 &' — (IdP)
PESOT7IFL—23aVEHFR-—NLTVWET, FMIZDOWTIE, Supported identity providers i
IAMTPATFUoTATAEEZ—ORFIXN) ZSRBLTLKEE VY, AP ETTFL—2 3
VFBET, TTIUT—23 k0l —RAZEEL. IAIMTAFTAT1428—%
FRALTHBEDAWS PTHIRMOT UV AZRATELT,

RANTZO0T74A

c A—HY—THOEAOBRERE. TEFIVFAORARNTTIF A1 (IAM RF 1 X N) ZJEFL
=7,

TAODYRT IO EAZBZ2 O - —TRBELSITIN—TZEIERBLET, AMTA T2 T4
TAER—IZ, BREDRAMBEEZRRIDHLVWIL-—TZ2ERXLET, flE T>DZTV
U, B BER HREEOTIL-TBRETT,

« Z<DHE. IXNTOAWSTAHAIVNET VR (ZLRBHRAIBVEATIER) TILEDDH
21—, 12OAWS THIVKMDOT VLA EZXEETRD DY —E2ntdEeT, 7
WN—T2FRLET, JI—TICHEFTSNIZAWS THIU N BLT T O EAFAZHEIC
BATEDLSIC, JI—TICRROBERNEZEAIZEZHEBHLET,

<prefix>-<account name>-<permission set>

. 1’5]7?.(95' AWS-A-dev-nonprod-DeveloperAccess )L —7M{FE, AWS-AH 1D
THIOURNNOTIOEVAZRTITL 714 Y UOATY, dev-nonprod A" 7HI KA
T. DeveloperAccess T I—7ICBVHE TSN FTEY N T9, AWS-0-BillingAccess
FN—TDBE. AWS-0 FEBLEADT I EAERTTL 74 Y2 AT, BillingAccess #F
TIN—T0FTLY hERLTVET, COFITE, JIL—TRFEBREEICTIOLATESR LD,
IIN—TBICETHIVRBFEENRTVEEA,

o HED SAML X—A® |dP T IAM 7 ’fT/T’fT’f“Z/? ZFEALTVWT, MFANRERIE
Bld, BER—ZAOT A% (ABAC) ZEAL T, BIAHZEE P AS IAM T A F2F 4
TAEVRA—ICETCENTEEFT, BHEE SAML 7H—2a > ZBU TEABEThET, M

DWTIEk, TEnable and configure attributes for access controly (IAM 7 A F> T4 71422 Z—
DRFIXN) ZZRLTLEZV,

RANTZO9T14 A 11


https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/supported-idps.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac.html

AWS REHA XA BEAOBITAWS THT2 K

Microsoft Azure Active Directory X> Okta ZENDZ O IdP &, SAML 7H—> 3> ATRA L=
)7 7L>A (amr) VL—LZFEALT, 1—H—0O MFAAT—RAZIAMT7AF>TA4 T4
EOR—CETENTEERT,. MFART—RAOTH—KNIEAETINDZIL—LEZTOERE
IdP ICK D TEBYWE T, FHIZODVTR, PO RFIXRNZSRLTLSEZL,

IAM Identity Center Tlk, AWS UV —RICTVEATED 1—HY—&ERETDITILAFTLY
KRRV —ZERTEET, ABACZEMILTEHZEETSE, AMTAFoTA4T141
2—RFEAEE NI —0OEMEZ IAMICEL., RUS—FETHEATEDIRSICLET, &
M DOWTIE, TCreate permission policies for ABACy IAM TP A F T4 T4 Z—DRF* 1
XN ZSBBLTLKEEV, ROBICRIRSIC, aws:PrincipalTag &H4F—%ZFERHL T
MFA QOTF Ot AHIHIL—ILZERLET,

"Condition": {
"StringlLike": { "aws:PrincipalTag/amr": "mfa" }
}

XIN=TFHOU R ZEETS

COEUa>TR, BEOT7HD N 2EBICBEFL. BEBRICHFLVWIZHIO NEERLET,
CO7T7OCATEERREFE. ILLWZAHDOUNETOEEDS I Z T T2HENHDHLESHOYHE
HEEERTDETT,

COEOVIAVTERUATORARAYZERY) EITET,

c BEOTHO N EBEFTS

« TVPCEREZNDAZAIA AT S AWS Control Tower

« AO—EVINEEEZFEETS

BEOTHOY N &2HBETS

M Tld AWS Organizations, 2EDOBRFEOT HU 2 haFHL WVEBICHBEFTEET, HOT 73"7/I\
RBISTEDOR., HBROEBT NI NETTT, BEESNLETHOY NEEBEN AR
E.FOTHORNEISICHEBICMD Y, HBOBETHIO R, ILLXDN=T 73'7/|\
TRETRZDINTOREZEHIDEICBYERT, FHAICOVTR., THEBNDODAWS THIU B

DRF BRT THEBL S OBEOEFELIFIESL (AWS Organizations RF LX) 258U T
<EZL,

XVIN=THIVKZEETS 12


https://docs.aws.amazon.com/singlesignon/latest/userguide/configure-abac-policies.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_invites.html#orgs_manage_accounts_accept-decline-invite

AWS REFHAH A BEAOBITAWS THT2 K

(@ Note
THONZHEBIZHBETEDZORE. TOTHI MNNFBREROBEBICAEL TOWEWEES
DHTT, PHOYNNFBREOHBOXN—TH2HEE. 7 ﬁ?)h’é%@%ﬁﬁb“s‘ﬁ]
RIDUVENDVET, THIV M B>THERENEROEBOERT IV N THD5
B, TOHEBEHIBRTIMBEN HVET,

/A Important
BEOTHAIVRASTANKEREARROBRBERICT IV EATIHENf HB5E
l&. AWS Cost and Usage Report ZfEH L T¥ D 1E#HZ Amazon Simple Storage Service
(Amazon S NT Y MICITVAR—KRTEXRT, HBNOMAZERITDEIC, ChZEiT™
TLEEV, PHIOMFEBICEMEND E, COTHINODBETF—RICETIOEA
TERLSBYET, FMIZDOWLWTIE, FSetting up an Amazon S3 bucket for Cost and Usage
Reports1 (AWS Cost and Usage Report RFI1 X2 KN) ZZRL TS EE W,

RANTZO9T14 A

« XEDV—JO—RZZFATVLZARMIGEVERFEOTHIO NE, HBENZEMNTS THERL
127—20—R >Prod DEBEMICEMIZD_EZHEBHLET,

s F7AINTR, HBOBEBTHIONIE, HBICHBEENEXN—THO NIRRT EIER
TOEARENH)ERA, EBTHIVNCEBEIHESEZESE. XON—THI NI

OrganizationAccountAccessRole @ IAM O—J)LZEK L T, TOO—ILZ5|EZTHT VA
AZEBTHONIRETRIXENf BYVET, FHEICODVTR, "HBEEhEXN=THDO>
N T ® OrganizationAccountAccessRole MYER (AWS Organizations RF¥FI1 XK~ )1 Z5HBLT
<EZL,

c HEBICHBEFELLEBRTFEOTAHDNIOWTE, XON=THIRNORANTZ 0T 14 A (AWS
Organizations RF¥FI XV N) ZBREL. PHIU M ChSOHBEBEICHK > TVD L E2RER
LET,

T VPCEREZNAZIA XT3 AWS Control Tower

T Account Factory AWS 7HDO N ZFERALTHLVW 27O 3 0928 2H58HLE
¥ AWS Control Tower, Account Factory ZfH 3% &, Amazon EventBridge &£ DS ZFEAL T

T VPC REZNAZY A XT3 AWS Control Tower 13


https://docs.aws.amazon.com/cur/latest/userguide/cur-s3.html
https://docs.aws.amazon.com/cur/latest/userguide/cur-s3.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_create-cross-account-role
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_accounts_access.html#orgs_manage_accounts_create-cross-account-role
https://docs.aws.amazon.com/organizations/latest/userguide/best-practices_member-acct.html
https://docs.aws.amazon.com/controltower/latest/userguide/account-factory.html

AWS REHA XA BEAOBITAWS THT2 K

AWS Control Tower ., A MRFERENAWS FHI UK 2EFSICFHLV ICUY—RE7O
E>a”—>J0TEEY,

FLW ZRETDEAWS THIU N, T7 4 )L KD Virtual Private Cloud (VPC) A BEI#IIC T’
AOvsazZ>Jd&h£EzdT, L. AccountFactory ASHILWTFHIUKNERY NTY T T2

&. AWS Control Tower TEM®O VPC AFEBNVIC7OEZ a2 JEhET, FHICOVT

l&. " AWS Control Tower & VPC MO #iZE VPCs (AWS Control Tower RF 1 XK~ ) 1 ZZRL T
<EEW, DFY, F7# )L MTIE AWS Control Tower AXFHLWT AT RZEIC2D20F7#)
NVPCEZ7OEZ>a_Z_>JULET,

CENFTHIVRNADVPC ZL VAN KHHL RS ETEIOREISHBETT, 2<D |,
AWS CloudFormation Hashicorp Terraform X° Pulumi % EDftt) H—EXA%ZFEHAL T VPCs, AWS
Control TowerlC & V) 7O 3“2 J&EhBEMOD VPC AMEKE s WK SIZ, Account Factory
NEBREZNAZIIAAXTRIUEN HYET, FIBICOVWTIE, "Amazon VPC FZE DR (AWS
Control Tower RFI1IXU K ), ZZRBL T, XOFREZBEALET,

1. AVE—Y NTORAAREBY TRV NOFT2 3V 2B HIILET,
2. 7TAR—NYTRY hOBRRHBIE, 0 ZBIRLET,
B.VPCHERDI—23 > TR, IXTON—I3220UFLEY,

4. FTRAZEVT AV =21, 3ZBRLET,

RANTZO9T14 A

s FLWFZAD R EICBBNIC7OED I Z>JEn3dF74)L 8 VPC ZHIRLET, <h
&V, I—H¥—READ VPC ZARMICERLETIE, PHIOYRNTNTUY I EC2A4>
ARV AZBEBTERSBEYET, FMICIOVTE, "F7AILNFTZYRNEFT ALK VPC
DHIER 1 (Amazon Virtual Private Cloud RF 1 X ~) 228 L T<Z& W, AWS Control Tower
Account Factory for Terraform (AFT) Z88EL T, $IL<ERE N =T HIO> NOFTT7 #)L N VPC
ZEHBNICHIRT A EETEET,

 dev-nonprod AWS 7HD > K~ EVWSHFH LW Z70—20— K > NonProd A E M IC77OEE> a3
VOLET, COTHIMNERRREICEAL TS EEV, FIEICODWTE. T (AWS Control
Tower RF 1 X N) ZEHL T Account Factory 7 HD > K& 7O 3 —> 4 AWS Service
Catalog¥ %1 ZZRLTLKEEV,

T VPC REZNAZY A XT3 AWS Control Tower 14


https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html
https://docs.aws.amazon.com/controltower/latest/userguide/vpc-concepts.html
https://docs.aws.amazon.com/controltower/latest/userguide/configuring-account-factory-with-VPC-settings.html
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html#deleting-default-vpc
https://docs.aws.amazon.com/vpc/latest/userguide/default-vpc.html#deleting-default-vpc
https://docs.aws.amazon.com/controltower/latest/userguide/aft-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/aft-overview.html
https://docs.aws.amazon.com/controltower/latest/userguide/provision-as-end-user.html
https://docs.aws.amazon.com/controltower/latest/userguide/provision-as-end-user.html

AWS REFHAH A BEAOBITAWS THT2 K

AA—EVIOEEZERTS

FLWZZ7OEDS I VT 3RNESHERETDEER., @UENFERITIEEZRBIRTILEN
HYVEFTAWS THIV N, ESZARAIZY RZEIZTHINE7OED3IZ T332 28E, &
ﬁ TAN, QABEDREBICEDWITAVNE7OED I - J9BEETEERT, IXT

TEIZK, ThEhORBEICODVTHEOEHRAWS THIKNFHYET, BFE. THOVHN
@ﬁ&%&m?é@L RO DODEXREFFMLET,

s NZVAY—ERIVF R -HB—ERTF—2EF, AWSOH—EXAROEDIY—RA, TV
>3arv, BRCEBOBABTIT AWS THIV b ZBOT—JO—RABLUTAVY N EHE
LTWVWT, 1207 —J0—RAFY—ERIF—ROREAEFTLLRINTEZHELTVWRIESE,
BU7ADROBIOT—V0—RICEZEZRIFTARMI BN ET, TOBERE. TOLIKE
D—UV0—REMBOTHIVNCDFRIBENFH2HAELNERA, FHICOVWTEF, TAWS O
H—EXA V93—, (AWS £DUT 7LV R) ZZRLTSEE L,

« JARNLAR=KN-D—=J0—RZ@ERIOTHINCHBTDZET, JAMEFEARROLR—

RTOARZTAIYRNLRILTHERTEXRT, BLT7HI N Z2EBBOD—JO0—-RICERATS
e, BTV —AOEBRLANCFERATZENTEERT, FTM/TOFMIOVWTE, T
AWS VY —ADZRTHT ()1 25RULTLKEETVAWS £ DU T 7L A,
TOEAFE - D—OO0—RFTHAIU RN eBIZHE. - HFEEEOZEVDI—I0—RIC
TORBATERBVRSIL, THATDVRNIVY—AANDOT IV EAZHRTD IAMARIS—Z2EDLS
CRETINERATILEN SV KT, BIOFEEL TR, BEOTAHAI IR IAM T AT
TATAEZ—THALY h2FEALT, BXOT7HAIRMDODT IO LAZERTDENTE
x9,

RANTZO9T14 A

« AWSAWS Control Tower Z 74 0V —=2DIINFTHIT REEORANTZOFT 14 AU
f£2 T EE L (AWS Control Tower RFI X N),

« AWS VY —ADEBIEBRBICKRIDOVENBRIFITEBZRLILET, T ZFEAL. VY —
AZBEW, BRIZY b, REGEQREFICHETERT, FHAILCHOVTE., "2IFFOXRA
NTZO0TAAAWS 2OV TT7LUVA RFIXUN) L ZSRBLTLKEEZL,

« J—VO0O—RAZSIEBRTHIRNIATEZLNATITELRVRSICLET, 7—JO0—ROFESN
H—ERAVA—8ZBADE, NTA—XAOBBENf RETDARENI HYVET, HETHDT—
JO0—RZEBD CHEAWS THIUNTBEE, U—ERIVA—RO5|ELFEZVIT
ARNTBRIEETEET, V4A—RB|ELTFOVIITANOFMIDOVTIE, Service Quotas K
F 1 X2 ~M® "Requesting a quota increase; SR L TS EE L,

AOA-EVIOEEEEETS 15


https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_service_limits.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/controltower/latest/userguide/aws-multi-account-landing-zone.html
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html#tag-best-practices
https://docs.aws.amazon.com/general/latest/gr/aws_tagging.html#tag-best-practices
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-quota-increase.html

AWS REFHAH A BEAOBITAWS THT2 K

RVFTFHOURNT—FTIOFYOTIOELAFAATETIEA
NEH

COtEIIAVTRUATORNEY VZEY) EFERT,
« IVSZT VI XLDEREE

- SFAtY NDER

« TOEAFFADRADIEK

s EANDT VEAFAINOERE

IVSZTFVIXLDEREE

AWS Well-Architected 7L —ALD—2V 0RO 1 DR ERALOEFHETT., F—LREAETILE.
ESZXARREEKIZLTORENORIZEREL TLVILENHYET, REOEFZERELTL
T, FiAEZF D CENTE, BERREDHFEZA>TLIE, F-ARHBOBEEDEKICEFRT
XY,

BRENBVIHBREOLETRE, F—LAOLENfEHORIZRLZLET, I—F—HFAWS THY
VREEICHUTHEICHENBT IV LAEEZFE >TVB LB BLLLHYEFEA. DENERETS
IC2NhT, RMBFEORAICKY)., I—Y—HFHEEEETIDOICHELZEROAZENFETDEN
KL< HYET, BEADFIPRICIE. AWS Identity and Access Management Access Analyzer Z L
TCA—H¥—FERE IAMO—IIARBICEALTWR T IO LAERZERL., BESERZHIBRTE
7,

HAOHIZ IAMO—ZERTDEREFLEIHN EHHTDIOREL VEENFHYET, IAM
O—)LOERGBEE, ERZFIKESEDIFHRTYT, ERFRER, 1—F—HFEB20ERPT7IEA
HEZILKRKITDEEDETT, BIARE., ERAFRE LI —AHL LV IAM O—)ILZEKT
E2BEE,. TOI1—Y—(F, AdministratorAccess BERUI —HFBRAEAEHFLL IAM O—
LNEZERLTEIERTRDET, ERZERE BRI ENTEET,

HEIZKI>TE, AMO—-IO7AED3aZ>J%, EETEDIAAZEDLF—LALICRELTV
TF9, COT77O0-FORRE., FEAETXKTICIAMO—-IILDER AWS O —E A FNRETH
2, COF—ALNITICRNILRY DICBBUEMENI B LTI, BloAEELT, 7oA
FHNERZFBRALT, 97VRAVITZFARNTZIVFrOBRR, 7AN, B8, EBZITS>1—H—
DHIZIAM T IV ERZERETRHENBYVET. RUZ—0OFIICOVWTIEE. TExample Permission
Boundaries (GitHub) 2B L TS &L\,
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/operating-model.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/what-is-access-analyzer.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://github.com/aws-samples/example-permissions-boundary
https://github.com/aws-samples/example-permissions-boundary

AWS REFHAH A BEAOBITAWS THT2 K

T72YRNTA—LF—LEETHIFNZERKER (DevOps) F—ATR., Z<DHE, BHOLHNEFK
F—LOEILT7H—EABREETTVT— 3V EROREMEDNT L AZMBBEN BV ET,
BECHT28EMH, BE. BNZERIZIOC>ZT7IINEZBTBLIET, F—LOEFR—
2AVEMLEERBIENTEXRT, IVZTR, HOAICERI A<, BEMIYULTHEZT
B2EZEATVETY, DevOps FT—ANEILT7H—EAVIV1-3 2 ZRETEIE, UEEFE
FTEIRICMLDT— LA DevOps F—AICHDIBEBERBEENET,

Aty NOER

DT I AFTEY NEFEALTAWS PHIY N PO LRAEBETE £9 AWS IAM Identity
Center, FFAI Y M., IBMARUS—% 1 D2BE, BEOAWS PHONCF7O4TB LN
TEDTU7TL—bMDZETT, HFAELYRNEAWS THIUNCEWHETRE, IAMTATFTA
TAEE—FIAMO—-)ILZEKL. IAMARI—ZZFOO-)ICTRYFLET, FHICOVWT
(&. TCreate and manage permission setsy (IAM 7 A Fo T4 T4 2 Z—ORFIXN) 25
BLTLSEZL,

AWS TlF, EDPZXANDEXREXBARIVFIINVETIRTIOEAFTRY hEERTHD &
ZHEBOHLET,

BIZE., ROFAEY NEHERTEET,

« BRICHFTRIFAEY b

- AREFTEY b

- AEBRBRFTEY b

ROT IO AFAtY ME, AWS CloudFormation 7> 7L —KMASDAZRY RTT, <O I—
RERABKELTHEAL, ESXRAILEDETHARAEII A AL TLEE W, CloudFormation 77
L—RNOFMIZDOVTIE, TLearn template basics, (CloudFormation RF¥ 1 X KN) #5HBL TL

ZEW,

ARICHTRFFAEY b

B #F — L& BillingAccessPermissionSet ZEA L T, £7 A2 h® AWS Biling IV =LA v
< 17R— R & AWS Cost Explorer # R RLE T,

BillingAccessPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to Billing and Cost Explorer
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https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/gettingstarted.templatebasics.html
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InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/job-function/Billing"
Name: BillingAccess
SessionDuration: PT8H
RelayStateType: https://console.aws.amazon.com/billing/home

HEREFITEY b

I>ZTF7)>2TF—LAIE. DeveloperAccessPermissionSet Z A L THEARBHEBR 7 HT > NC
TORATEET,

DeveloperAccessPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to provision resources through CloudFormation
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"iam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",

"Action": [
"cloudformation:ContinueUpdateRollback",
"cloudformation:CreateChangeSet",
"cloudformation:CreateStack",
"cloudformation:DeleteStack",
"cloudformation:RollbackStack",
"cloudformation:UpdateStack"

1,

"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",

"Condition": {

MREFTLY b 18



AWS REHA XA BEAOBITAWS THT2 K

"ArnLike": {
"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"
I
"Null": {
"cloudformation:ImportResourceTypes": true

}
}I

{
"Effect": "Allow",

"Action": [
"cloudformation:CancelUpdateStack",
"cloudformation:DeleteChangeSet",
"cloudformation:DetectStackDrift",
"cloudformation:DetectStackResourceDrift",
"cloudformation:ExecuteChangeSet",
"cloudformation:TagResource",
"cloudformation:UntagResource",
"cloudformation:UpdateTerminationProtection"

1,

"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"

},

{
"Effect": "Allow",

"Action": [
"cloudformation:CreateUploadBucket",
"cloudformation:ValidateTemplate",
"cloudformation:EstimateTemplateCost"

1,

"Resource": "*"

}
InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
ManagedPolicies:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSServiceCatalogEndUserFullAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSProtonDeveloperAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"
- !Sub "arn:${AWS::Partition}:iam::aws:policy/ReadOnlyAccess"
Name: DeveloperAccess
SessionDuration: PT8H

MREFTLY b 19



AWS REFHAH A BEAOBITAWS THT2 K

AEBRBAFITEY b

I ZTF U9 F—Alk. ProductionPermissionSet ZFAL T, XEHFBRT7HONIT oL
ATEXRT, COFAEY MZEFIRF BHY), BEOHROTIVEAELLIHY)FHA,

ProductionPermissionSet:
Type: "AWS::SSO::PermissionSet"
Properties:
Description: Access to production accounts
InlinePolicy: !Sub |-
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "arn:${AWS::Partition}:iam::*:role/CloudFormationRole",
"Condition": {
"StringEquals": {
"aws:ResourceAccount": "${!aws:PrincipalAccount}",
"jam:PassedToService": "cloudformation.${AWS: :URLSuffix}"

"Effect": "Allow",
"Action": "cloudformation:ContinueUpdateRollback",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*",
"Condition": {
"ArnLike": {
"cloudformation:RoleArn": "arn:${AWS::Partition}:iam::${!
aws:PrincipalAccount}:role/CloudFormationRole"

}
}
},
{
"Effect": "Allow",
"Action": "cloudformation:CancelUpdateStack",
"Resource": "arn:${AWS::Partition}:cloudformation:*:*:stack/app-*"

}

InstanceArn: !Sub "arn:${AWS::Partition}:sso:::instance/ssoins-instanceId"
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ManagedPolicies:

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSBillingReadOnlyAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/AWSSupportAccess"

- !Sub "arn:${AWS::Partition}:iam::aws:policy/job-function/ViewOnlyAccess"
Name: ProductionAccess
SessionDuration: PT2H

T IR AFAI DR DIEK

AAEYRNZFTO/MLES, PUVRAHFADEREZRELET, COTIVEAFANERER, ¥
TZORAVIZARNZUVF v 2RE. TAN BB, EELTVWRI—HY-0OHKICIAMTIER%E
ZEITRIANZALDOZETT, chsOI—H—iF, RUS—ETIEAFADERERATHAEAT
WBT023a>Dh%eERITTERT,

AWS CloudFormation 7> 7L — R TT7 V2 AHFANDHERZEEL . CloudFormation StackSets
EERALTT7TL—RNEEBOTHIONIF7OAMTEET, cnlckY), 1 BORETHE
BEEICEENMETNLERIS —ZRIUL THIFTEERT, FMICOVWTIEE, "Working with AWS
CloudFormation StackSets (CloudFormation RF 1 X M) ZZRBL TS EE L,

X @ CloudFormation 7> 7'L—hKi&k, IAIMO—=)LZ7’OE>3aZ>J0L, FOEAHFATOEREL
THEET D IAM AR —ZERLET, AZXVIEY NEFERATRE, COT7L—MNEHEBR
DIXRTOXN=T A NZF7TOA4TEERT,

CloudFormationRole:
Type: "AWS::IAM::Role"
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
Effect: Allow
Principal:
Service: !Sub "cloudformation.${AWS: :URLSuffix}"
Action: "sts:AssumeRole"
Condition:
StringEquals:
"aws:SourceAccount": !Ref "AWS::AccountId"
Description: !Sub "DO NOT DELETE - Used by CloudFormation. Created by
CloudFormation ${AWS::StackId}"
ManagedPolicyArns:
- !Sub "arn:${AWS::Partition}:iam::aws:policy/AdministratorAccess"
PermissionsBoundary: !Ref DeveloperBoundary
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/what-is-cfnstacksets.html
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RoleName:

CloudFormationRole

DeveloperBoundary:
Type: "AWS::IAM::ManagedPolicy"

Properties:

Description: Permission boundary for developers
ManagedPolicyName: PermissionsBoundary

PolicyDocument:
Version:

Resource:

"2012-10-17"
Statement:
- Sid: AllowModifyIamRolesWithBoundary
Effect: Allow
Action:

na
na
"iam
na

iam:
iam:
:DeleteRolePolicy"
iam:
iam:
iam:

AttachRolePolicy"
CreateRole"

DetachRolePolicy"
PutRolePermissionsBoundary"
PutRolePolicy"

1Sub "arn:${AWS::Partition}

Condition:
ArnEquals:
PermissionsBoundary": !Sub "arn:${AWS::Partition}:iam::
${AWS: :AccountId}:policy/PermissionsBoundary"
- Sid: AllowModifyIamRoles
Effect: Allow
Action:

Resource:

"iam:

lam

lam:
lam:
lam:
lam:

DeleteRole"

TagRole"

UntagRole"
UpdateAssumeRolePolicy"

:UpdateRole"
iam:

UpdateRoleDescription”
1Sub "arn:${AWS::Partition}

- Sid: OverlyPermissiveAllowedServices

Effect: Allow

Action:
"lambda:*"
"apigateway:*"
"events:*"
"s3:*"
"logs:*"

Resource:

"

tiam: : ${AWS

tiam: : ${AWS

::AccountId}:role/app/*"

::AccountId}:role/app/*"
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CloudFormationRole O0—JL, PermissionsBoundary 7R ') > —, DeveloperAccess &F Atz Y N A" EHE
LTROERZNAFELET,

J1—4H—&, ReadOnlyAccess AWS BRI —ZBLTAWS DH—ER, BEAED \NDFR
VW ERT UV EAERFTEBEERT,

J1—4H%—I&. AWSSupportAccess AWS EER) S —ZBUTHR—KNT—RAZHAENTESE
ED

1—4%—I&. AWSBIllingReadOnlyAccess AWS BRI —ZBLU T, AWSBIling >V —JL
AV AR—RADHEIMEAT IV EAEZRFEET,

J1—4%—I&. AWSProtonDeveloperAccess AWS BEIER!)S —%EL T AWS Proton, ASHL WV
REZOE>a - JTEEXT,

J1—4%—I&. AWSServiceCatalogEndUserFullAccess AWS BRI —%BU T, Service
Catalog A S®mZ7OEDa -2 JTEFT,

1254 2KR)—IC& 2T, CloudFormation 7 7L —RNDIARNEZENTERIEL TRES
BLENTEET,

CloudFormationRole IAM O—)LZ A 3d2 & T, I—H—Ik, app/ THFE S CloudFormation
ARy D=ER., B, HIRTZEET,

CloudFormation ZEAL T, 1—H—(F app/ THES IAM O—I)LZER. EHF. HIBRTEX
¥, PermissionsBoundary IAM ARV —&, 1—H—FHERZFKRTDIEEZHEET,

J—%—(& AWS Lambda, CloudFormation ZfERL TMHd. . Amazon EventBridge. Amazon
CloudWatch, Amazon Simple Storage Service (Amazon S3), & & T' Amazon API Gateway 'J
V—A%=7OE>3a-—>JTEEY,

ROEGEF, ARESEDERZF DI -, COHA RTHAZNTLWRFHFTEY b, 1AM
O—J)., TO€CAFAORERZFEALTXN=TADNCHLWIAMO-)LZEXT D HE%E
RLTVWET,

1.

A—¥—RBIAMTATT4 741X —TFFALZ1T\\. DeveloperAccess IAM O— )L Z5|&
FE7,

. d1—H%—A" cloudformation:CreateStack 72> 3> %3%E17L. CloudFormationRole ®IAM

O—L%Z5lEXFEXT,

. d—%—7%"iam:CreateRole 727> 32 %#3X1TL. CloudFormation ZfEAL THL W IAM O—

WZERLET,

. PermissionsBoundary ®IAM /R > —A L VW IAM O—=J)LICEBAEhET,
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] AWS Cloud
DS Management account Member account
v v
v v
*x x
DeveloperAccess AdministratorAccess
permission set managed policy
(1 l oi 3
oy (R A = A
User DeveloperAccess CloudFormationRole New 1AM role
1AM IAM role IAM role CloudFormation
Identity Center T
— O
v
PermissionsBoundary
|AM policy

CloudFormationRole ® O —)LIC l&AdministratorAccess BRI —ATFTRY FEan TV

£ 9/, PermissionsBoundary IAM 7R') > —I(Z &k ) CloudFormationRole @ O— )L DB 7%

FF AT l& PermissionsBoundary R > — &R UIC%Y) £, PermissionsBoundary 7R 1) > —

(&, iam:CreateRole 7V 32 OFHUKICBEFORIS —2ZBLET, ChiCkY, PFUVER
FHOERFERAEATVREZEICOAO—I)LZERNTEET,

BANDOT VL AFADER

oty N, TOLRAZFTNDIER, CloudFormationRole DIAM O— )L FEHTZ T, B4 D7
DO NIICEEZ) HTEDBENHBZITIOLAHFTOEZFHRTEEXET, ChiCklY), 2HOERE
IEDEBTTIOEAZEBEL, B/ MEEENETH I EVSEFIVFAIORANT ST 1 A% ER
TE&EET,

H—EBERICUOEhEO—IZEATRIEETEXRT, chik, I—H—ICRb>TIUY—R
27023 ”"203%#RZE AWS Y—ERIZNHFETHEOTT, IAMZTUINL (A—H—,
A—H—J)IL—7, O-II) TV EAERERETEIRDYIC, Y—EALCT IV EAERERNST
EF T, HlAEE. AWS Proton, AWS Service Catalog DH—ERIZD > I&Eni-O—IL Tk, IAM
TOOINIWCT O AREREZENHETAH B, MEBOT7L—N VY—R, REZ70OL
DAZVITEET, FMICOVWTR., TIAM EEETEIAWS O —E A KV TH—ER) >
JO0—IOFERA (IAM REFIXV N ZSRLTLSEE L,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html#jf_administrator
https://docs.aws.amazon.com/proton/latest/userguide/Welcome.html
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/introduction.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_aws-services-that-work-with-iam.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html
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BORARNTZ 0T 14 Ak, BAD AWS Management Console N7 V2 ATEZEZFIRT
BCETT, AVV—IANDT I EAZHR TS & T, AWS CloudFormation, HashiCorp
Terraform, Pulumi & & @ Infrastructure as Code (laC) #ffiz#EAL TV Y —A&27’OE>a - Y
FTRDEOBAILERT B ENTEET, aCICKDA U TTFANTIOFYOEETIE., BREOZB
ICHESUY—ADZ{LEEBHL, GitHUb D7 NIV ITARNBENEEZRARITDIAN_ALZEA
TE&ZEXT,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://www.terraform.io/
https://www.terraform.io/
https://www.pulumi.com/

AWS REFHAH A BEAOBITAWS THT2 K

RWFTAIRT—FTIOFYORY NIT—D 8K

VPC Mkt

%< O%E T, Amazon Virtual Private Cloud (Amazon VPC) @ VPC EF7 U U #ERAL T, AR
B VPC EAEBBAH VPC ICEFHELTVWET, VPCETV IR EFERTRE, 77TM4R—b
IP7RLAZFEALT2DOOVPCREATKRS 74V IZINL—TFTA2ITEEYT, BEREVPCs &, &
BBAAWS THIUN EERBD ICEBETEXRTAWS V=23, FHHICOVWTRE, TVPC E7#
BEE ) (Amazon VPCRF 1 XY R) #BBL T EE W, REAREL. VPC DBAEZ 5102
NT, IXNTOVPCRADET IV VEFGZRFTIBDCENA D TFOAOERHICARD ZEN B E
T, VPC HEVWDVPCET )V TEHDBRABRIZE > THRIHIEEEHYET, FMICOVT
&, "VPCETD J#EZEI#—2 1 (Amazon VPC RFIX KN Z2ZRBLTLKEEL,

BEOICEKEN>DTHEEAETF—FERANTDEBRORRRE, TAMNRE, ATV 0REN
HBBEFEAWS THIVK, ThSODIXNTD VPCsHEN S, ABHEBREANOT VLA EELT
BENTEET, AWS Transit Gateway ZFERAL TEEO T AT NMIELH % VPC ZEEIESR
TEFET, L—FhT—TIINEDBHTHET, EFBI)—FX—ELTHETEIRNT DY RS —K
JIA%ENLUTHER VPCHEREBRER VPC LEBEITIDEMSENTEET, FMAICOVT
&, TEFE)—2—, (Transit Gateway RF I X N) ZZRBL T EEL,

Transit Gateway &. AWS PHIU K ¥ AWS U—J I VHFEBZENDEEH, OS>V N
TF—RIOITAEOET I TEHR—MLTWVWET Transit Gateway F 7 )X Z—2 REQOAHAMED
SVWH—ERATHD D, V=232l ell7OED a0 RBEBENHBNT DY N —h
TR DEWTS,

HMERY RND)—OT—FFOFYOEMCIOVWTRE., "TAT—FTITELELBETILF VPC AWS
FYRND=DA VT ZARZOFYDEE, (AWSKITA MR=N—)ZSBLTLIEEL,

T7U5—>3a> 0k

BURE (RABRREE) AORBD AWS THIV N OF 77U T—2 3V BTREZRILTIHE
FH3HEE. ROVWThAOFT IV EERATEET,

« VPC ET )T X AWS Transit Gateway l&, B8O IP 7 RLARKR—NIBLEKTI7EATS
BEIC, RYPMNID—ILRITELZRETEET,

« AWS PrivateLink &, VPC D7 ZAR—R B TZY NCIV RRAV MNEERL, ChsOIY
R7RA > N l& Amazon Route 53 Resolver CDNS T RUJELTEFREENET, DNS 2#FEFHTS
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https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-peering
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/tgw/transit-gateway-centralized-router.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/vpc/latest/privatelink/what-is-privatelink.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html
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cEllkY), FFUT—=23 2k, VPCIZNATH—RNIDIARA 2V R—XY NS =KD I A &N
BLETIC, IVRRAUVNEBRUTEREEZAOT—ERICELETEET,

« Amazon VPC Lattice l&, BEOTHI 2 NEVPCICEKEN DTV —2argENY—ER
ZEEMNT, Y—EARYRND—DICFKEHFTET, Y— |:7\7J|\'7 JICHAERITSshiz VPC
RADIZATRE, BUTADRNCIBLTVSRAESHICBERELELS, H—EAXRY ~ND—2
ICBETRMOINTOH—ERICVIITANZEFETEET, VPC Lattice I AWS Resource
Access Manager ( AWS RAM) EEEENTWVBE®H, o FHOREHRBLEY, ZALT
)Y —R&EHBL V) TEEF AWS Organizations, VPC Ik, 1 DOHY—EAZXY KD —2I1CD
HQBEEMNITADENTEERT, CcOVYJI1—23 2T VPC ET T % AWS Transit Gateway
ZEEALTT OO NEOBEETSBEN BYEEA,

XY ND—=DEBORANTZI0T14 A

EFBXYRND—TJAWS THIONIZERATSE Z2ERLET, COTFHT> M network-prod
EWS BRI Z AT, AWS Transit Gateway & Amazon VPC IP Address Manager (IPAM) (ZfEf L
£9, COFTHTU> N% Infrastructure_Prod DR EMICEML E T,

« AWS Resource Access Manager (AWS RAM) 2L T, NP Y RTF—KhUI A, VPC
Lattice Y —EAZY D=7, IPAM 77— )L ZEBOMOX T N—EHBLET, ChiZ&V,
BAWS THOVN ADIXNTO AFCNSOH—ERAERYERYTEDLSICBYET,

« IPAM 7'=)LZFERALTIPV4 & IPv6 DT RLAEYETE—EEBITSD LT, TV RI1I—Y—
A" AWS Service Catalog ZFEAL TVPC ZBAT/7OEDIZ U TEDLSICBYET, Ch
IZ&V, VPC DA XZBEYICEREL, PT7RLAZBOEREHS ZENTEET,

s AVB—XYRNANDORNTTAYVIICERIJILAO—RLT77O—FEFEHAL, 1 2F—FXY RIS
RIBICABD RN 7AVIICRAVILAODEILT7O0—F2EALET, FMICOVTRE, ITJ
LAD—TALERTA 2 ITLADGBILZZRL TS EEL,

IJLAD—mit

TIHLAO—FfbE ., A1V 2—FY NCAASTRTORY RT—TRS57 49 FICHBRER
AV RNEADBERTHEVSERAOCETT., CORBRAYANTE, BEORXAVADKRS

JAYIDRELETTBLE, HELER—NP7ORNILERETBNS 7Y I0O&ESTT
BIEETEET, £, IFLAE—TTBET, AV Z—%Y NCEETBEHICE VPC
ENAT A — R I &2F 7O/ THREN B< BB, JANIBICERIEET, chick

W, ILIIFOIAIYRFPYRIAYRO—=IL (C&C) AV 7SARSHF v, ABAST I+
ATMEEBEOHD Y —ANOBENHREND LD, EF1UT A OBEASEAUY NFSHY
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https://docs.aws.amazon.com/vpc-lattice/latest/ug/what-is-vpc-service-network.html
https://docs.aws.amazon.com/vpc/latest/ipam/what-it-is-ipam.html
https://docs.aws.amazon.com/ram/latest/userguide/what-is.html
https://aws.amazon.com/servicecatalog/

AWS REFHAH A BEAOBITAWS THT2 K

£, —THNEHIOHEE T —FFTIF v 47232 IEd20TR, (A2 2—%Y hMAD— W%
HHL (AWS KD 4 hR—/N—) BBRL T EE L,

AT—R7ILTYZ—= REORY ND—=DT77ATOx=)LTH'), BABHAEHLEOY—ER
T®H 3 AWS Network Firewall Z, IEERTZ 71V IO —btENIERERAINELTHERATER
To COTF7ATIA—=IE, EENT 714V VERD VPC TEREL £9, Network Firewall &,
A=Y RNTILAZRBEDRXAVICHRIDOICERATEDAT—N7ILIIL—ILEHR—K
LTWET, FMICOWTIE, Network Firewall RF 1 X KN® TDomain filteringy 228 L T K
=L,

Amazon Route 53 Resolver DNS 77 A 70 #—)LZERAL T, BED RXAVHENDEFERNT
714V 0%FRIBDEETEET, TBANRE, FT—2OFEREZH<SIETT, DNST7 A
TOA—=IIL—=ITERXAD)ARN (Route 53 RFIXVN) ZEAL TEELERXSAADT
VL AZHAUELRIERIZDCENTEET, EEOHBDTITAIETAIRTOMHOBENLER
ICBIEMNFIFSNTVBA RXAMVBEZEL AWS YZ— RRXAAMVUARNZFERATSDCEE, BA
BRLARXAV)ARNEBERTRDCEETEET, DNS 77 AT IFx—=)LI—=ILTIN—TZERL T
VPCICEBALET, PTORNTRDNSUIITARNFVPCOUYIN—ZRBHALTRXS/ B
fBRL, DNS 77470 #4—=)LIE VPC ICEAENIEL—ILITIL—TICETVTVIIARNET 1)L
BRI ULET, VIIN—ICESNDIERHNEDNS UOIARNI, RSUDYRNTF—RNIIAE
Network Firewall /NAZZHL £ A, Route 53 Resolver E DNS 77 A4 7O #—)LIE VPC A5 D
MYLULEITLANAERBIMBENHVYET,

ROREF, TTLAO—RLZERTH TN T—FTI0F Y TT, XY ND—VBENfHEBRENZHE
[Z. DNS U2 T A KA Route 53 Resolver ICEfEE N, DNS 77 A 7o =)L BEICERAE IS
IP7RLADEBREHFAERLBFESBTLET, 1 VEX—FXYNIANMDIRNT T4V IF, —ikEh
ERYRND=DFHAIORORZ DY RN —RNDIAUIN—FT1TENhET, NTFODY NTF—
RIIAIF, REDEDHICNT 7 1Y Y% Network Firewall ICEEEALET, 77 AT I+ —)LRY
—TEBRNTZTAYVIONFFAENTVBIEE, NZFTAVYIRENAT S —RIIA, 4122 —FY
RTF—RIDIAZEHLT, 12—V MNIEFEENET, AL T AWS Firewall Manager .
INFTAIURNAVTZARNT I F ¥ £4KT DNS Firewall JL—JLY' )L—7" & Network Firewall 7R
) —%—nEBTEET,

ITJLAO—TiE 28


https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-egress-to-internet.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-egress-to-internet.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-domain-lists.html

AWS BREH A H > A BEANOBITAWS TAT U~

E AWS Cloud
Production account

Production VPC
i:E @ Egress VPC
EC2 instance DNS Firewall
® o o
NAT gateway

Bl Networking account

— . ) t Internet Internet
evelopment accoun Transit Gateway Network Firewall gateway

i

Development VPC

L O .

EC2instance  DNS Firewall f @?

Test VPC Firewall
Manager

L B

EC2 instance DNS Firewall <

EERNSTAVIERREBETDLEODORANTZIO9T14A

s OJRHFHEATET—R (Route 53 RFIAIXN) THBRLET, EHBRNT T4V INEEZZTE
WoezmRBLES, 7JOYI9FE—RICEELET,

« AWS Firewall Manager XY RO =97 A NA=)LJAMORD S —F &k ZFEAL T,
A2 =Y MODNS RZ74vU%70OY 2 LET AWS Network Firewall, §XT® DNS
2 T ) IF Route 53 Resolver ZEH TR LENHVET., 2Tk, Amazon GuardDuty TEZ X
)L (B#ICE>2TWSHE ). Route 53 Resolver DNS Firewall T7 A LRI TEEXT
(BMCHE2TVWREES ), FMICOVTE, TVPCEXRY RD—TJDOEICEITADNS VT ®D
3R, (Route 53 KF 1 XY R) £BBLT & L,

« DNS 7747 #—)L& Network Firewall ® AWS YZ—2 RRX A2 1) A~ (Route 53 K¥F 1
XN ZFERALEY,

. .info, top, xyz B E, URINFEL, HBEVEDNBVRKNY TLARILRXAX, —HOEI—
RRXSAETOVITREERFTLTLIEETL,

« R— B 1389, 4444, 3333, 445, 135, 139, 53 &, URIHFEL., HEYEDLDIABEWVWAR—K
270V VTR EZBRFILTLEEY,

BERSTAVIEREIDILODORARNT S VT4 29


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-rule-actions.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms-network-acl.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-overview-DSN-queries-to-vpc.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-overview-DSN-queries-to-vpc.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall-managed-domain-lists.html

AWS REFHAH A BEANOBITAWS TAT U~

- FHBRELT, AWSYZR—IRIL—INZECHEBVANEZFEATEETT, TOE, HEOKRBL
EEICHTIARNEFILOREICRYBED CENTEERT, fIAE, FATVANCELMEHRX A
VEDBEBRI)ANDAEEDDIDTIEEL, *example.comBENDTA I RA—RZFEHL TH
BLET, FRENIRLENRXSMDOAEHFAL, HOIXNTORXAZTOVITEILEE
TEET, RIZ, REAOBRBEEEIL, ChsERYIAKZET,

- Route 53 Profiles (Route 53 RF 1 X ~) ZFEAL T, DNS B8E® Route 53 FREZZ< D
VPCst 27%% ICEALETAWS THIU K,

« CRESORANTZITAADBINZRETDTOLAZEREL KT,

AT LADOZEAL

AVITLADGBILER., A VR—RYRNASORNTTAYVIONFTHINOT—U0O—RIZEET
hEZE, BXOTHIVRLARILTERIDRAUADCETT, NIVFTFHAIRNT—FTIOF I
BVWT, 1 VTLAGBILORLD 1 2k, EFT7HIO T —O0—RIZEREBZRAVTLAY—
EAFREIEE Y —A (Application Load Balancer, Amazon API Gateway, Network Load Balancer 7
EYZEFERATEDZLETT,

AVITLANF DB ENATVWD E, BTHV N ZRABMICERTIHEN HVYEXTH. AWS Firewall
Manager S Z —THICERE, HIFTBH &N TEET, Firewall Manager l&. AWS WAF

X Amazon VPC F¥ 1) 74 ) —TBEDHREEHR—KNLTVWET, Application Load
Balancer, Amazon CloudFront, APl Gateway, &7zld AWS WAF ICBIE[R TR EANTEEXRT
AWS AppSynce TJLAVPC ERNTUDZY NTF—RDVIA(ZFEALTVBIEE., TJLAO—T
bt THETNTVWDELSIZ, BRAR—=V VPCIZRNT VY IHTRY NETTAR—NYT XY
NAEENET, ZEL. RSTAVIRRYRDT—IFTAIRNODIYJLAVPC 2 BHT D1
. NATH—RDIAZF7O01F2DBEBERED)EE A,

RORE, 41282—FY NCT IV EATEZRT—IO0—REECE-DOVPCAWS THOU N 25
D2EADFERLTVET, /1 VEX—XYRMDPSORT T4V IR, AVR—FXYKNTF—RNIIA%
BALTVPCIZTOEAL, NTUYOHTZRY RTRARENTVWRERIET—EAEEF2
JFAH—ERICBEZELET, (WNTVYIHTZYNCIR, 1 VZ—FXY KNS —KRTIA\DTF
T7AILRNIL—RABYVES) O—RNSOH—BNT VY OB T XY NCFZ7O4 L. AWS WAF
TOEAOARO—=ILUJAKN(ACLS) 27 XY FLT, VAAYA RAIIVTTFAIBENDEED
HBERNTTAVIHLSKRELET, P7VT—230%2KANTZID—VO0—RETSAR— GT
ZYNIF7TOSMLET, T7TAR—IGTRXY NG, 1 VF—FXY NEEBEETIERTEHERT
EEBA.

A>T LAOGEIL 30


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/profiles.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://docs.aws.amazon.com/waf/latest/developerguide/waf-chapter.html
https://docs.aws.amazon.com/vpc/latest/userguide/VPC_SecurityGroups.html

AWS REFH 15> A BEAOBITAWS THT2 K

E AWS Cloud
AWS account

&) VPC

i i -
Public subnet Private subnet

A
=0

&5 :
g I(
Application Load  Network Load

: @ Balancer Balancer Amazon EC2  Amazon E

Internet Internet T4
gateway { @ }
/\-....,..J\

Data

AWS WAF AWS Lambda stores

HBBICVPC I ZEHDEEE. EBEAOAWS THIRNERHRBOTHIVNIAVR—TIARA
VPCIVRRAUDN, FLEBTFAR—FNRANY—2ZERTBHET, —RWE AWS O —
EREZHETEERT, FAICOVTR, AV E—TIAAVPCIVRRAVNAWS OH—EA
ZERALTICTV12ATS (AWS PrivateLink RFIXKN ) 3 BRY "TTAXR=—FFRARNY—2
DfEAL (Route 53 RF I XU N) ZZRBL TS EEL,

ROEIE, HBEETHETED VY —AAMS THIVN ZRARNTS OFHlERLTVE

¥, VPCIVRAKRSAUNK, EFHVPC THERIZDEEHRDTHINTHETEEY, VPCIYV
RRA NEBERTDBES, 7732 T, TVRKRARODNS I MU %Z AWS ICEEEES
CENTEEFES, TVRRAVNEREITDICK, cOFT>a>aA7ICL, B0 Route 53 7°

FAR—KNKRKARNY—2 (PHZ) ICDNS T MU EBERLET, TNDHE, PHZ ZHBRAOITXNTO
VPC ICBEEF D&, VPCIVRKRA RO —TTH5 DNS SERZITS CENTEEXRT, £, b
FUDYRNF=RIIADII—RT=TIIZ, HEVPC AS5H#D VPCADII—KNFEENRTVD
CLEHRIDMVEN HYET, HHICOVTE., "1 EZ—TIAAVPCIT U RKRARNDE
FET7OEA, (AWSHKIDA MR—=/N—) ZSRBLTIEE,

A>T LAOGEIL 31


https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-access-to-vpc-private-endpoints.html#interface-vpc-endpoints
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/centralized-access-to-vpc-private-endpoints.html#interface-vpc-endpoints

AWS BREH A H > A BEANOBITAWS TAT U~

E AWS Cloud

misll  Shared account

O iE8Y Shared VPC

Amazon Route 53

private hosted

£0Nes

@ VPC@@ON&

AWS Service

Catalog @

—
— AWS Client VPN

Private subnet

—

AWS Proton

HEAWS PHD N IE, AWS Service Catalog R— K7 # U A ZFRARNT 2 DICE KBRS
T3, R—R7AUFE, FT7OASAICHETZ ITH—EAOIL V3> THY) AWS, R—h
TA)FILFE TSSO —ERAOREBHRNIEENTVET, RET7HI U RNTR—RNT7FUF%E
BL, HBERETEET, TOR, FXN—THINFR—KNT7xUFEBEO) -3
Service Catalog 1 VARV AICAVR—BNLET, FMICDOWTE., "TAWS Organizations& O
1 (Service Catalog RF 1 X K) ZZRL T EE L\,

BEIC. Tl AWS Proton, #E7 AWV N ZFEALTRET V7L —NEY—ERTTL—K
Z—nEBEL, BEBXN—TAIURNEDTHVY NERERETEERT, FHICOVTR., R
BT HD 2 NEE (AWS Proton RF XN ) 4 BBRBLTLSEE L,

A>T LAOGEIL 32


https://docs.aws.amazon.com/servicecatalog/latest/adminguide/catalogs_portfolios_sharing_how-to-share.html#portfolio-sharing-organizations
https://docs.aws.amazon.com/servicecatalog/latest/adminguide/catalogs_portfolios_sharing_how-to-share.html#portfolio-sharing-organizations
https://docs.aws.amazon.com/proton/latest/userguide/ag-env-account-connections.html
https://docs.aws.amazon.com/proton/latest/userguide/ag-env-account-connections.html

AWS REFHAH A BEAOBITAWS THT2 K

NIWNWFTPHAORNT—FTO0Fr+OEFIVTAA22TY
I 5 s

BEHOICBITIDEZEFEAWS THIV N, HHBATRETDAEMEOHDEFI VT 1 ARY
NOAREZHIETEIENEETT, IDEBET A T, AWS Control Tower % &
LTS F4200Y—2%BvYRNTYTLELE, TOERY NTYZ77OAHIC, EEF2V
T4 AWS THIU N OFEHIZ AWS Control Tower 2l EELEL A, EF1VTF 1 H—EANDER
(&. security-tooling-prod 7 A7 MCEETBHENBYVET, COTHINZEZFERALTEF2
)F14H—EAZ—REEBLET,

COHARTE, AWSTHIU N LiBBERBEIDLHICUTZEATSE AWS O —ER 7&
ICOVWTHALET,

» Amazon GuardDuty

* Amazon Macie

» AWS Security Hub

Amazon GuardDuty

Amazon GuardDuty &, AWS CloudTrail {1 X NOTBEDTF—RY —RA &2 #HENEE
FIVFTAEFZRVITH—EATT, YR—RENTVBETF—RY—-AOVAKMIO2VWTR, &
BF—ZY—RA1 (GuardDuty RFIX2UKN) ZZRLUTLKEEZY, EEOHDIPTRLARXRXA
COVARNBEDBRBATIDIVAT7 1 —RELTEBEBZEERAL T, AWSIRERNTOFH
LBV, BRUOEBENICKFAITEZOHS 79T 1ET1Z2EBALET,

T GuardDuty %Z 9 %154 AWS Organizations, #EBROEERT AU NE, HBROEED
THD> N%Z GuardDuty DEFEBEICIEETEE T, ZEThEEEENf TOU—2320
GuardDuty EEBET HJ > NIV ETF, GuardDuty l&. T : TEHEIWICERICZJAWS U —
Tary, EEEBETAORNIGE. TOU—2a AOEBARAOIXNTOT AT MIRLT
GuardDuty ZEM LB LVOCEB TR OO T IV EAHFAN B ET, FMICODVTE, TAWS
OrganizationsZ £ A L /= GuardDuty 7 AU b OEE ) (GuardDuty RFI1 X2V N) ZZRBLTLKE
L,

GuardDuty =232 LRILOY—EATY, D&V, ERISK—232 T, GuardDuty &
BMCTRUEN HYET,

Amazon GuardDuty 33


https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_data-sources.html#guardduty_vpc
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_data-sources.html#guardduty_vpc
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html

AWS REFHAH A BEAOBITAWS THT2 K

RANTZO0T74A

« HR—KRENTVWBTXTO T GuardDuty ZBRIICLET AWS U—> 32>, GuardDuty (758
BHICEAEATVAVWD =232 TE, FTEhTVWEVWTIOTAETAREERTIOTAE
TAICETIREERZEERTEET, GuardDuty D&, ZHLEARY NOEIZED
TVWET, 7—70—RZEALTVWAVIETE, GuardDuty ZBXICLTHELSE, BEEDDH
BPTIUOTAETADOUREMEN BDENZESTIZVRHAOTIANIEOSVKREY —IILICEYE
9, GuardDuty ARATES ) —23a I 2V T, "Amazon GuardDuty Y —E AT RARA
R (AWS £BOUTFLYR) EBBLTL &L,

« INTNO—23 2T, security-tooling-prod 7 AV MMZAEMBE O GuardDuty EEZZFEL F T,
HMICDOVWTIE, TGuardDuty DEFE N -EEENIEFE, (GuardDuty RF1 X K) #SHBL
TLEEL,

 BECEMNMEREHLL Z2BEBNICERTDKSICAWS 7H T N GuardDuty Z5REL £ T,
MOV T, GuardDuty RF 2 X R TAWS OrganizationsZ AL =7 HDO > NOEE
CHD TATYT3-THIOURNEXAN—ELTHBICEMTS,, 25BLTLSEETL,

Amazon Macie

Amazon Macie l&, 7IXZ—Y REOF—REF1 VT 1 BRETF—RTTAN—H—ERT
T, MBFEZENR—2IYF I &AL T, Amazon Simple Storage Service (Amazon S3) A ®
BZmF—2zkt, EZXVDT. RETHOICKZIBEE T, Amazon Relational Database Service
(Amazon RDS) & Amazon DynamoDB (S3 /N7 Y N A5 F—X%Z TV AR— KL, Macie ZEAL
TF—REAFVYUTEET,

T Macie Zf£A 9 3% & AWS Organizations, #EBAOEBETHU > NG, HBROEEOT HY
v h%Z Macie EBET NIV RNELTEETEXRT, BEBETNHINE, HBBOXN—=THD
> N® Macie ZB#ICLTEEL LY, AmazonS3 A AR NUF—=RIZTOVEALEY TR
ENTEES, THOVNOBET—ZREDITEZRTIDEETEETET, FHAICOVTE.
"Managing accounts with AWS Organizations (Macie RF 1 X2 K) ZZRL T EEV,

Macie ) —2 3V RIY—EATY, 2FY, ERITE K —2 32 T Macie ZEMNICTIHEN
H'), Macie EBETHIRNEREAU—=23>RHAOXN=THOONDHZEEELET,

RARNTZU9T4A

« T'Considerations and recommendations for using Macie with AWS Organizations (Macie K¥ 1
XN ZIESFLTLSEEL,

RANTZIF4RA 34


https://docs.aws.amazon.com/general/latest/gr/guardduty.html#guardduty_region
https://docs.aws.amazon.com/general/latest/gr/guardduty.html#guardduty_region
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html#delegated-admin-designate
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html#delegated-admin-designate
https://docs.aws.amazon.com/macie/latest/user/what-is-macie.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-notes.html

AWS REFHAH A BEAOBITAWS THT2 K

« IXNTMD)—23 2T, security-tooling-prod 7 17> NMZAEB D Macie EBEZZEFELE T,
BEO TMacie THIO RN Z2—RnEBEBIAICIEFAWS V=232 BBT7HO NE, B8
R Macie Z2FFALTW3, ¥LREFEATAEU—2aicOd4 L, Thso&)—2 3
>~ T Macie EBET WV N ZEETDIHLEN HYET, RIC Macie EBEETHINE, %
NSOV —2aATHBERETEE T, FMHICODVWTIE, TMintegrating and configuring an
organizationy (Macie RF 1 X h) ZZRBL T IZEV,

« Macie |Cl&, WZEF—2BREZ 370 AEERFARNFHY) ET, Amazon S3 IZHEZET—X N R
BEnTLV 3NN H25EE. BAOEBRARO—EE L T Macie ZFEALTS3INT Y K
ZOMULTLKEEY, BERAAREZEADE, THUO O NOBBETF—IBREBENFNr RELET,

AWS Security Hub

AWS Security Hub Tld, OEF 21V T REZIEWICETETEET AWS, EF1UT1EROD
BEERANTZI9TAAICBSLTHBEVOREZF I Y U TEEXRT, Security Hub I&, INXT
M . Y—E X (GuardDuty & Macie 288 ) AWS 7AHTK~, BXRTFHR—REThTWBH—R
N—=—TFT14—=N—rF—&HmArstFx1VT1F—R2PRELET, Security Hub I&, EF21UFT1D
ERZzsHL., BICBEEOSVWEF IV T BEZREITDOICKILEE T, Security Hub (ZlF
FEEBEFLIVTABENfARENTHEY, FEAWSTAHAVRNTAVTZAT UV AFIVIZR
TTEEY,

T Security Hub % 3 254 AWS Organizations, #BEBROEBRT HDU > MNE, BERNOEED
T K% Security Hub EBETHI U RNELTIETEE T, TN, Security Hub BEEET
AoV, BBOMOXN—THI N Z2BMILTEETEET, FHEICOVTE. TAWS
Organizations ZFEALTTHV > hZ2EE TS, (Security Hub RFIXUN) ZZRBLTLKEE
(AN

Security Hub ) —> 3> Bl —EATT, D&V, 7 IF5K!—23 2 T Security Hub ZH %D
L, V-3 0EEEEEZERE AWS Organizations T2 LEN H Y ET,

RANTZOT14 A

o THIRZFMEHIREIE ) (Security Hub RFIXN) ZIESFLTLSEE L,

« INTO—23 2T, security-tooling-prod 7 AV MO Security Hub EEZREL £
T, FHMAICDOWVWTE. MSecurity Hub EEETH U NDIEE . (Security Hub RF I X N) &S
BLTLSEZL,

« LW AEBICEMAWS THOU N Ehd EHEMNICERE NS &K SIC Security Hub Z5&E L
79,

AWS Security Hub 35


https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/accounts-mgmt-ao-integrate.html
https://docs.aws.amazon.com/macie/latest/user/account-mgmt-costs-calculations.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-orgs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-prereq-orgs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-setup-prereqs.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html

AWS REHA XA BEANOBITAWS TAT U~

« AWS Foundational Security Best Practices 2% (Security Hub RF 1 X N Z#BAMICLT, U
V—ANEFIVFAORARNTSIOTAANSEBMLTVRDEEEREBLET,

- JORU— 3 EH (Security Hub KF 1 X M) EBMICLET, ChickY, 1 20— 3
> H5 Security Hub DIRHEBERZINTRTIBRVEETERT,

RANTZIF4RA 36


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards-fsbp.html
https://docs.aws.amazon.com/securityhub/latest/userguide/finding-aggregation.html

AWS HEHA A A BEAOBITAWS THOUV N
RVFFHIVRT—FF9F v ONY 9T Y THE

SEWNBENY ITYTEEE, EF1VTAARVNIR > TERITDAEEOHDHSWBFE(IC
MA, EEL, EEZBHEITHLEHIC. BEOTF—XRBFEICE>TRHIEHEVEDTT, NV D
TY7TRID—E HEBAOTHIRNLET, VIY—RAONYIT Y TEREFRENLL, EEKTD
DIC®’ILBERT, VIY—AONYIOTYTT7ZOOREET7O4K, NV IOTYTRIZ—THITS
CENTEERT, FHICOVWTE., "NYOTF7 v 7R — (AWS Organizations RF I X2 K~ )

ESBLTLSEEV, FMICOVWTIE, Top 10 security best practices for secure backups in AWS
(AWS Prescriptive Guidance)s 228 L TS &\,

37


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_backup.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html

AWS BREH A H > A

BEANOBITAWS TAT U~

RVFTFTHAIORNT—FTIOFYICRBITIBDEOT OO B

OF:-25)

BFEOTAIhZHBETS2 T, BFEOTHV RN ET—J0—R >Prod BEMICSMIT B LS

BELELLE, COTHIURE, BBO—HELTEEREELET,

£z, 7—20—R >NonProd @ EM(CHFH L W dev-nonprod 7HD > h&27OES3a_Z>JLE
Lo chT, F—ALAXUN—F ZBUTHEUBTHIVRNITIEATEDLSICKEYETT AWS

IAM Identity Center, AWS Identity and Access Management (IAM) TE%X O 1—H—FHO >V N%&

HIBRL £,

CODHA ROHEREBICH > EHE, HBERAOLISBBEICEYET,

Organizational root

Management account

Root

AWS AWS Control AWS Resource |AM Identity
Organizations Tower Access Manager  Center

o
=
=]
™ r_‘
[=
g
= Infrastructure_Prod
23
]
Prod

network-prod O A
o - @)
% o~ Preexisting
8 Q account
& ® ;i (invited into the
_“.é organization)
§ AWS Transit ~ AWS Firewall

Gateway Manager

BEOT7HDIDNATETHFOD—IO0—RFIHDBEEEFE. AA—EVIJOEEZTEETS T
LERECIRS2T, Chs0D—I0—REBILETHIVNIBITLET, IEXBZEFBRHOD—
20— RZ#H LV dev-nonprod B EMICBITL, RFBIREADOD—Y0O— R%Z network-prod 7 1
JURMIBITLET, —BAKXAWS UY—AOBITOFMBICOVTR., COHAMROXROEIS 3
> T ZBSRBLULTLKEETVWD Y —AR1T,

Workloads

NonProd

l

Security_Prod

A
Uo

dev-nonprod

security-tooling-prod log-archive-prod

il o

Amazon AWS Security AWS Config AWS
Macie Hub CloudTrail

11—

ax k&



AWS REHA XA BEAOBITAWS THT2 K

AWS 7HORNBTOUY —ANEREEFEET

B—TAIOVKRNT—FTIOFYASAWS THIVKNINFTADRT—FTIF v ICBITLIL
®iE, 2BV —VO—REFFBD-VO—RIBEOTHIY NTRITENBDEN —RINTT,
CNSOVY—RAZERAOERERATHIY NEFRBRTHI N, REFBEBREALICBITTIDL
T, CheDT—JO0—RANDTIVEAERY ND—DVZEEBLPI<KBYET, —#RHIK AWS U
V—RZRIO)Y—ACBITIRDEOOFTI AV EUTICRUET AWS PHI T K,

cOtEV2aAVTRER., AWSTHI NEATTF— X ZERIIHERICERZITET, 7THUMNE
TAVELI—TFTA2T)YV—RAZ2BHITDIBVENfBVKRSIC, D—VO0—RBETEDETFTAT—KL
ACBBDRSICEHRIUENHYET, £, REZFNOAWS THOUNIBZOED 3 Z2JT
Z 3B K S5IC. Infrastructure as Code (1aC) SV Y —AZEBITH_EEHRTT,

cOtEY2a>TR, ATOF—2VY—RAEBTITRLOOFATIVICOVTHALET,
+ AWS AppConfig 5 E & IRiE

+ AWS Certificate Manager 5FEf &

* Amazon CloudFront 1 ANUE1—->3 2
« AWS CodeArtifact RXA > E DRI K

« Amazon DynamoDB T—7'JL

« Amazon EBS R1) 1 —A

* Amazon EC2 1 > ARV AR F AMI

« AmazonECR L2 AR

* Amazon EFS 77 A I AT L

» Amazon ElastiCache (Redis OSS) 7 5 A X —
« AWS Elastic Beanstalk 3R3%

 ElasticlP 7 RL A

« AWS Lambda L 1 ¥ —

» Amazon Lightsail 1 > AX > A

» Amazon Neptune 7 A X —

« Amazon OpenSearch Service R XA >/

« AmazonRDS A+ v 723 vk~

« Amazon Redshift 7 5 A& —

« Amazon Route 53 D RXA 2 ERARY —2

39



AWS $H8H 1 5 > R EHADBIT AWS THI> h
« Amazon S3 /N7 VY ~

« Amazon SageMaker Al €7)L

» AWS WAF 7 I 7 ACLs

AWS AppConfig %€ & IRIE

AWS AppConfig Tlk, BREZRD ICEEIE—FTBERTERTREAAWS THIU U, KL,
REZRANAWS 7HOU K LTWD &EBIIC AWS AppConfig BRELIREBEZEETDDHNRA
NS0T 4ATYE, FHMIZDOVWTIE, TCross-account configuration with AWS AppConfig (AWS
blog post)s ZZHRL TS &\,

AWS Certificate Manager B &

AAEOTTAR—RMNF—DOES{LIZERAE 1D AWS Certificate Manager () F¥—I& AWS 1) —
AV BROETAIVRIEILZL—ETHD D, $BBDTHIRDSBIOT AV MM AWS Key
Management Service (ACM AWS KMS) SEBREZ BTV AR—NTB LR TEXRR A, L.
BEOTHORNE)=232ICH5EU RXAZ0ERBOMAEZRARICTOES 3 Z Y
TEET, ACM it DNS (%) £ E X— LIk RX A U EEORIEHK— N LTOE
¥, DNSHRIAZFEAL THLUVIIAZEZERTHE, ACM RIAHEOITXNTORXAVICEED
CNAME LO—RZ4EKLET, CNAME LO—RET7HI NI EICRLD 12O, FAIAEZEYIC
KREET B 72 BFRBIBAAIC Amazon Route 53 RA R Y —2F/2ld DNS 7’O/NA Z— I BT % 24
ENHYET,

Amazon CloudFront 41 ANUE1—>3 2

Amazon CloudFront i&, % A SEIO AWS 7HI N AOFA1ANIELI—23 > 0BITZEY
R—BRLULTWERBAAWS THIU K, L, RKBERXAL2F (CNAME) ZT1 ARNJUE1—2 3
ASEIDFAANIELI =23 UABITTSH L CloudFront THR—KNLTVWE T, FHMICO
WTIk., CloudFront 714 AN E 1—2 32 (Knowledge Center) ® CNAME T4 ) 7 A%&XET S
& Z 12 CNAMEAIreadyExists TZ—Z R T2 HE1 28RBLTLKEEV, AWS

AWS CodeArtifact RXA > &EURI RN

1 DDEBHEBORXA 2 ZFEATEIEETERIN, KFAENET—TAT77IREINTE
C120FBFRXAVEFATRICEZHEBOLET., chilkl), ARTF—LEBLHETNY

AWS AppConfig 40


https://aws.amazon.com/blogs/mt/cross-account-configuration-with-aws-appconfig/
https://repost.aws/knowledge-center/resolve-cnamealreadyexists-error
https://repost.aws/knowledge-center/resolve-cnamealreadyexists-error

AWS REHA XA BEAOBITAWS THT2 K

T—2R OO0 THETEET, RXMVEMBAWS THIN 5 . RXASVICBEERITS
NEURDRNVZMBTRTHINEREBRDFZENHYET, NvT—2RURDSNUBTI
E—TZEIHN. ABURXSMVICBELTVWAHAEN BV ET, FHHMICOVTIE, Copy packages
between repositories s (CodeArtifact RF 1 X M) ZZRBL TS EEL,

Amazon DynamoDB 7—7'JL

Amazon DynamoDB 7—7 )L ZBIDO AWS 7HO U MNIBITTRICE. ROY—EROVWThh %
FRATEET,

+ AWS Backup

« Amazon S3 A® DynamoDB 4 7/ R— K &I T AKR—K

* Amazon S3 & AWS Glue

« AWS Data Pipeline

+ Amazon EMR

SHEMICOWVWTIE. "Amazon DynamoDB T—7 ) AWS Z7AHDU U N ZRIOT—7IIICBITT B 5%
AWS FL YTt R—) ) EBBLTILEEL,

Amazon EBS 7R 1) 1 — /A

BE7F ® Amazon Elastic Block Store (Amazon EBS) R 1 —LADAF Y 7> a3y h&ZEEL., TOX
FTYTIIAYRER—TYRNTHIVRNEHRBLT, =Y RNTAHADRTR)I—-LOOE—%
ERTEET, ChiZkY, RUI—LZHDTHIVRASEOTHIY NMIHRAICBITLUE
T, HMICOVWTEE., "BS{tEhi AmazonEBS A+ v 7’23y hEEFARUI—LZROD (F
LYt 2 —)eHRBITDHFEAWS THO M) ZSZRLUTLSEEZV, AWS

Amazon EC2 4 2V AR AFXfzld& AMI

BE#F M Amazon Elastic Compute Cloud (Amazon EC2) 4 > AR > AX Amazon N> A4 X—
(AMI) ZBID AWS PHO U NMIBEEETDCERFRTEREA, RDYIZ, YV—ATHIKNTH
AZLAMI ZERL, O AMIZX—TY RTHORNEHBLT, =T YRNTHONOHE
AMI D SHILWEC2 A VAR AZREL., HEAMI OFREZMBRTEET,

Amazon DynamoDB 41


https://docs.aws.amazon.com/codeartifact/latest/ug/copy-package.html
https://docs.aws.amazon.com/codeartifact/latest/ug/copy-package.html
https://repost.aws/knowledge-center/dynamodb-cross-account-migration
https://repost.aws/knowledge-center/share-ebs-volume
https://repost.aws/knowledge-center/share-ebs-volume

AWS REHA XA BEAOBITAWS THT2 K

Amazon ECR L AR

Amazon Elastic Container Registry (Amazon ECR) l&. JORAT7HI 2 NLT7 V=232 & o0A
)—2a> L 7UTr—>3>olazedR—MLTVWET, YV—ALZANUTLTUTS—232 %
BELT, 3= YRLZANIUTLZANVDOT VAT R)S—ZFRELET, FHMHICOVT
. "20AT7AHIBRLTVT—232V08EL BRT "TYV—ATHI RO —RI—H—ICTF
NTOURDNIDL T )T—23 %5500 9% 1 (Amazon ECR RFIX KN ZSBL T EE

(A

Amazon EFS 77 A4 I AT A

Amazon Elastic File System (Amazon EFS) &, VOAT7HO ML 7V T—23>&o0RA 1) —
2avL7VT—232 &Y R— LTVWET, V—AT77AINZATATLTIT—23 D ZERE
TEET, FHIEODVTR., "77AILNZATLOLTUT—232 4 (Amazon EFS REF I X KN)
ZZRLTLEZL,

Amazon ElastiCache (Redis OSS) 7 5 A X —

Amazon ElastiCache (Redis OSS) *— X XR—RAVZAX—ONY OT Y 72 EALT, BOFTHD
UMNICBITTEET, FHMIC OV T, ElastiCache (Redis OSS) V5 AR —&BITTHLEHDONRA
NS0T 4 AR TTAH (AWS Knowledge Center)s ZZBL TS EE L\,

AWS Elastic Beanstalk I:RiE

Tl AWS Elastic Beanstalk, RF&E N /=5%7E (Elastic Beanstalk R¥ 1 X N) AL T, REZ
RO ICBITTEET AWS PHIU N, FHMICOWVWTIE, TElastic Beanstalk 3% AWS 7T ~
EBITIDHEAWS THO R, (AWSFLYDEZ—)ZSRBLTLKEE,

ElasticIP 7 RL A

ElasticIP 7 RLAAWS 7HVU N &, BU ICHD BTEHEETEXRT AWS U—23 2, FEICO
WTIEk, TElasticlP 7 RLAZBE TS, (Amazon VPC RFIXU N ZSBL TS EE L,

AWS Lambda L 1 V¥ —

F72)RNTE, #ERL A AWS Lambda LAY —& ICRHLTTSAR—=RNTTAWS THIU K,
EEL, REBEICHEUTCLAVY—%20 EEXBAWS T7HO N LEY), ABLEYTEERT, L

Amazon ECR 42


https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-settings-examples.html#registry-settings-examples-crossaccount
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions-examples.html#registry-permissions-examples-all
https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions-examples.html#registry-permissions-examples-all
https://docs.aws.amazon.com/efs/latest/ug/efs-replication.html
https://repost.aws/knowledge-center/elasticache-redis-migrate-best-practices
https://repost.aws/knowledge-center/elasticache-redis-migrate-best-practices
https://docs.aws.amazon.com/elasticbeanstalk/latest/dg/environment-configuration-savedconfig.html
https://repost.aws/knowledge-center/elastic-beanstalk-migration-accounts
https://repost.aws/knowledge-center/elastic-beanstalk-migration-accounts
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-eips.html#transfer-EIPs-intro

AWS REHA XA BEAOBITAWS THT2 K

AY—%2E—F3ICE, Blo TE7OED3IZ>FJLETAWS THI U b, SFEICOVWTIE,
LAV —#ERDEZEL (Lambda RFIXN) ZSHBLTLSEEL,

Amazon Lightsail 1 > A X > A

Amazon Lightsail f VAR ADAFY 7> a3y NEEKL, TOAFTY TS 3 Y N% Amazon Y
A X—=2 (AMI) & Amazon EBS AR 1 —AQBES{bENiERAF Y 7> ay NIV AR—K
TEFET, FHMICOWTIEE. TAmazon Lightsail A7 Y 7' 3 v K% Amazon EC2 [ T U AR— K
9%, (Lightsail RFIXYRN) ZZRLTLKEEW, F7AIILRTRE, ATy 723y NE AWS
Key Management Service () TERE iz AWS Y ZX—2 RF—THESILENETAWS KMS, =1
L. ZOZRALATDOKMS F—REHEETEEFEAAWS T7HI VN, KDY, Z—=9YRNTHI>
RASERATEZHAIN—BEF—Z2FALTAMIOOE—2FHTHESLLLET, FMEICOV
T, "MOTAHAIROI—H—IC KMS F—DFERZHFT TS (AWSKMS RFIXUKN), %
ZRLTIKEEZVY, 20&, AE—LEAMI ZX—T Y NEHBAWS 7HO N L, OAE—L I
AMI Lightsailh 5 AOFLWVWEC2 A VARV AZBETEERT, FMICOVWTIEE, "THILLAVA
BUOAREVAY—REFERALTA VAR AZEEH TS (Amazon EC2 RFI1 XU N) ZSHRL
TLEEL,

Amazon Neptune 7 7 A X —

Amazon Neptune *—ZXR—AVTFARX—QOBEBAFT Y723y NZR0O AWS PHU > MZIOE—
TEET, sFMICOVWTIE, MCopying a database (DB) cluster snapshots (Neptune RF 1 X2/ K)
ZSRLTLSEEZL,

FERAFTYTIAYRNIRRK20 DAWS THIOUN EXBLT, TOAFY 723y hNH S DB
DSAR—ZBEERXTTDHEETEFRT, FMIZOVTIE, "Sharing a DB Cluster Snapshot
(Neptune RF XU N) ZSRBLTLEEL,

Amazon OpenSearch Service R XA >/

Amazon OpenSearch Service RX A VB TTF—R2Z2IE—95IZlF. Amazon S3 ZFEALTY—RA
RXAZVORFTY T3y NehBL, TORFTY TSIV REROAWS THIY ROR—TY K~
RXLSICERTTEERT, FMICOVTIE., "How do | restore data from an Amazon OpenSearch
Service domain in another AWS 7 /177> b (AWS Knowledge Center); ZZ8BL TS E&E ),

BICXY NDO—DEGENHBBEE AWS 7H D2 M, OpenSearch Service DU ZAX—EL 7"V
r—=, 3 (OpenSearch Service RF 1 X2/ ~N) OpenSearch #EEZFERTH_EETEEXT,

Amazon Lightsail 43


https://docs.aws.amazon.com/lambda/latest/dg/configuration-layers.html#configuration-layers-permissions
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-exporting-snapshots-to-amazon-ec2
https://lightsail.aws.amazon.com/ls/docs/en_us/articles/amazon-lightsail-exporting-snapshots-to-amazon-ec2
https://docs.aws.amazon.com/kms/latest/developerguide/key-policy-modifying-external-accounts.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/ec2-launch-instance-wizard.html#liw-quickly-launch-instance
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-copy-snapshot.html
https://docs.aws.amazon.com/neptune/latest/userguide/backup-restore-share-snapshot.html
https://repost.aws/knowledge-center/opensearch-restore-data
https://repost.aws/knowledge-center/opensearch-restore-data
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/replication.html
https://docs.aws.amazon.com/opensearch-service/latest/developerguide/replication.html

AWS REHA XA BEAOBITAWS THT2 K

Amazon RDS AF v 7> 3av N

Amazon Relational Database Service (Amazon RDS) Tlk, DB A VARV AE LR ITAZ—DF
BRAFTYTIIVRNERK20 DAWS THO O NEHRBTEERT, HEAFY 73y H S DB
AVABVAEEF DB IUVTAZ—%ZERTEXRT, FMICOVWTIEF. "How do | share manual
Amazon RDS DB snapshots or Aurora DB cluster snapshots with another (Knowledge Center) AWS
THO b1 ZBRBLTLEE L, AWS

AWS Database Migration Service (AWSDMS) ZAL T, B2 T WV KRDTF—ER—ARA[L
AR ABOMGERNEL TV T—>3 0 2RETHEETERT, EEL, chiZlFVPCETD
VIRRNZUDYRNT—RNIITABE, THONEORY ND—VEGHIBETT,

Amazon Redshift 7 5 A& —

Amazon Redshift 7 5 AZ—%BIN I T ARZ—ICBITTRICEAWS THOU N, Y=ATHDY
RTOZAZ—OFEAFTY 723V hEHERL, AFTYTIIVvRNER—TYRERHBLTLS
AWS PHIOUKN, RAFYVT2IAVIRDEIVTAR—ZBRALET, FMICOLVTE, "Amazon
Redshit C7OED I =9 h k9T AE—ZFOITAE—(FLY DL EZ)ICOE—TD
FEAWS PHO by Z2Z2RLUTLKEEW, AWS

Amazon Route 53 D RX A 2 ERANY —2

Amazon Route 53 O RX AV IF AWS FHO NETRBETEE T, FFHlICOVTR., "E42
AWS FHIURADRAADEE | (Route 53 RFIXKN) ZSBLTLKEEW,

Route 53 RARY =2 ZBIDRARNY =2V IZBITTBDEELETEERTAWS THIV h, S
RENDBEPXERFZEOFMIODVTR., "AIOAWS THUUKNIHRARNY—2ZBETS .,
(Route 53 RF IXU N ZZRBLTLKEET VY, RANV—VERBITITREHEE, 3—7 Y RO AWS
THIVRMIKRARNY =2 E2BERLET, FIEICOWTE., "BIO AWS T7HTY RADKRARS
V—2M#471 (Route 53 RFIXUN) ZZRL T EE L,

Amazon S3 /N VY b

Amazon Simple Storage Service (Amazon S3) DRI—J—2 3> L7V r—2a> & ERALT, AU
AWS =232 IZH% S3NTY NATAT7 DV h2OE—TEET, FHICODVWTR., F7
JIONOLT)T—>232 5 (Amazon S3 RFIAXDN) ZZRLUTLKEETLV, ROKIEFELT
<z

Amazon RDS 44


https://repost.aws/knowledge-center/rds-snapshots-share-account
https://repost.aws/knowledge-center/rds-snapshots-share-account
https://repost.aws/knowledge-center/rds-snapshots-share-account
https://repost.aws/knowledge-center/account-transfer-redshift
https://repost.aws/knowledge-center/account-transfer-redshift
https://repost.aws/knowledge-center/account-transfer-redshift
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/domain-transfer-between-aws-accounts.html#domain-transfer-between-aws-accounts-hosted-zone
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-migrating.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-migrating.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html

AWS REHA XA BEAOBITAWS THT2 K

s LZ7UNOmEEZ, LT7VT—MNENTYRNZEFRBEAWS THIUN TS ICEELET., FlE
KoWTi, TL7UAMEEDEE, (Amazon S3 KF 1 X k) EBBL T LT L,

« NTY NFIBERUHZEHLT, Z—TYMNNTYRDAWS THIKNID ZRERUET, il
WC2VWTE, "NTY RFrBERMHICED/NT Y NFIEZE O (Amazon S3 RF I X kD)
ZESRBLTLSEEL,

« 2023 F 4 ARE, HILERENLNTY NTRNTY NFIEERBIBRENBMCHZ>TVWS -
., Ny RNT7OEAOAMNA=ILVJANACL) EATZ IV N ACL FEMICHE>TVET, 5
AICOVWTIE, Amazon S3 EF 1V T A OEENESVWTVS, (AWS 7OJRE) 28HBL T
<fEEEL,

« SSNYFTU—232 (Amazon S3 RFIAXUN) ZFERALTL7UT—2a & EEhd
AHICFELTVEAFT DI ONELTUS—RTEET,

Amazon SageMaker Al )L

SageMaker Al EFI)LiE, RL—Z2JFHIZ Amazon S3NT Y NIZRBEENET, 3—TYNTH
IORDSESINTY NADTUVEAEHFATHET, YV—ATHIVKNIREENATVWREFIL
ER—TYRNTHINIF7TO4TEXRT, FMICOVWTIEE. Amazon SageMaker Al E7°)L % I
D(FLYDEZ)ICTFTOA4TDHEANWS FTHIO UK, 28BRBLTLKEEVL, AWS

AWS WAF 717 ACLs

AWSWAF DI 7 F7U+€A> ~O—=)LJAKN (U IT7 ACLs) l&. Amazon CloudFront 74 A k
JE1—2,3 2, Application Load Balancer, Amazon AP| Gateway REST APIs, AWS AppSync
GraphQL APIs %3 &, BB HFSNTVWA VY —RERUTZAINIBEETDHENf HYET,
% H L T AWS Firewall Manager . fA##< & AWS Organizations ® AWS WAF - T 7 ACLs!)—
TAVET—RERBTEET, HMAICOVWTIEE., TAWS Firewall ManagerAWS WAF 7R 1) > — 0 F
7% (Firewall Manager RFIX2KN) ZZRL TS EZ L,

Amazon SageMaker Al 45


https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication-change-owner.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/bucket-owner-condition.html
https://aws.amazon.com/blogs/aws/heads-up-amazon-s3-security-changes-are-coming-in-april-of-2023/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/s3-batch-replication-batch.html
https://repost.aws/knowledge-center/sagemaker-cross-account-model
https://repost.aws/knowledge-center/sagemaker-cross-account-model
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html
https://docs.aws.amazon.com/waf/latest/developerguide/getting-started-fms.html

AWS REFHAH A BEAOBITAWS THT2 K

RVFTFHAOURNT—FTIOFFICBITIRDREOFERICET
DERSR

BEHO ND#IT AWS Organizations |IZ ZFEATHEEEF AWS PHVU 2 b, —EFERHEEE (AWS
Organizations RFIX N ZFERATEELET, COBETRR., EROTHIVNIHEZEEETR
THE-OBFBRENFBEEENET,

LTE, BHOTHAIRNCBITIBLEODBERONANTZ VT4 ALHREERTT,

s BEDBERTF—RITIVLATRILEN HB5EE. BB NOBEFEZZTANDHIC, JANEE
AR L R— B (AWS Cost and Usage Report RF 1 X N) ZERL T, PHO MDBEDEE
3k 7*— A& % Amazon Simple Storage Service (Amazon S3) N Y NIV AR—KNLE T, S
NDBFZEEARFITDE, THIVNOBRERT—ZIZT IV EATERLIBZYNET,

C ABRERBE. 2 OEBERKADEBREN HHBAR. AWSYUI—2315475
1))y DT 572 NEHfi AWS OrganizationsZ AL T, FHEBD) Y —AR—ADR Z— %z
L. ThS &G EIRICEENSREZRETEET,

46


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/consolidated-billing.html
https://docs.aws.amazon.com/cur/latest/userguide/cur-consolidated-billing.html
https://docs.aws.amazon.com/cur/latest/userguide/cur-consolidated-billing.html
https://aws.amazon.com/solutions/implementations/account-assessment-for-aws-organizations/

AWS REFHAH A BEANOBITAWS TAT U~

e

B—DTNIVRDES AWS TAIY N BBOT AT MAOBITE., EAHBLSZVERIGE
BNCERBDZEN B ET, JIVFTAIVMNEBZEATSZET, 0TI AWS THIU NZE
EAITZIEENEALTVIRDISIBZSDREICHLITDZEANTERT,

- AEBBAT 2 EBRAT—RIROED -BRBITIVEAHFITET IV EAHFTZRETSIC
k. BEBRBT7UEAFTEY M AWS IAM Identity Center TABBKRE A & FEAREHE A OMBBEAL
EHEALET., ABBBRET—ER—AILTIEATEDZOREROEVI—F—D&kEL, 7V
T AGHERET, " 2EEZZTHAHEN GYET,

s AEBRARBEANOTTOMMMEOEDZABRICEEZRIEFT —BHOTHIOD N EBRORE
ZHERAIRZET, AT VRINE—Z5BITDENTEXRT, IR EELBERBAT LV N
NICEADE—ILATEREZERL T, FEFfMMTOATLVBEVWEECLTTOME V) —RAZFHE
TEET,

s RDV—VO—RETARNTDEZEDARFEI)—IVO—RONTA—X2ADOEKT -FAWS THYD
VR, ET—ERZEBIRIMULEY—ERIVA—ZN’BVET, BROTHU NafE
AY2ET 1 DOREBENHIORREICEADFEOHBZFIRTEET,

- AEBRBAIANEHERIAANZXA TS —HBO—FEBER AV ITF—T1Y REVU D) T
k. IXTOIARM AWS THIUKNLRILTEEDSND S, BBEF—LARF, BARRE.
FTARNRE, FETRELEOIABREBLLUEL T, AFBEBAIAMNMENRLSSVH ERRTS
CENTEET, RTERTRIRIVD—ZFEHALT, PHONAOIDARNZD TR EEHTE
£7,

« MBRTF—IAOT I tA%ZHIRTS —IAM Identity Center Tld, BHEDTHUU MNCEETS
A—H4—IN—TIC@BRIOT VAR —2BETEET,

e JANEE —NINNFT7HIRT—FFTO0FvyTH—ERXDMNO—=I)RJZ— (SCP) ZERT
BCET, HBIEESTHEVIAMRETIARMEOHIBED AWS DH—ERAANDT It
AEBIETDENTEET, SCPRE, BEDH—EAANDOIXNTOT IV EARERTLEY, #
X A 8E%% Amazon Elastic Compute Cloud (Amazon EC2) 1 VARV AN R A T2 &IRT B L,
H—EAOFEAZHENDRATICHRLEYTDENTEET,

47



AWS REFHAH A BEANOBITAWS TAT U~

ThRAE

ARFIXVNOFRERRDESYTT,

« Justin Plock, Principal Solutions Architect, AWS (Principal Author)

« Emily Arnautovic, ZU > NILT7—FTO 8, AWS

« Jason DiDomenico, ¥ZF7YJ1—>3>F—F7T7b, AWS

« XATI: LAT4, EF2AVFTAARIYUAK YD1 —=232 T—FTUb, AWS
« Jesse Lepich, >Z7tEF1 VT A1 AR YDVARNY D 1—-232T7—F7TI 8, AWS

* Rodney Lester, Principal Solutions Architect, AWS

* Israel Lopez Moriano, Y 1—>3>7—F*7U K, AWS

- 3= Ol >ZF7IYV21-2320F—FTT b, AWS

« AlexTorres, ¥ZF7VYV1—->3>F7—F7TJ bk, AWS

» Dave Walker, Principal Solutions Architect, AWS

48



AWS BREH A H > A BEANOBITAWS TAT U~

)J—A

AWS REHA T A

« AWS AR—KT7 Y 7HF1UF 1A R—AF5 4> (AWS SSB)
c AWS EF1UFAUTFPLUAT—FFYF v (AWS SRA)
« TNYITYTERETDEDDEFIVFAORARNTSITFAADNY 7 10 AWS

AWS 7 O7 %%

* How Setting Up IAM Users and IAM Roles Can Help Keep Your Startup Secure

* How to let builders create IAM resources while improving security and agility for your organization

AWS R A4 hR—/)N—

s BEOTHO N EFEALTAWS RIEZEETS
s TMHYUTIREBOHEN AWS
o AT —S TN TLELBIINFVPCAWS XY RD—OA 2V TSARNSIOF ¥ DIEE

AWS J—RH$>7)L

* Automate the setup of security services with AWS Control Tower (GitHub)

AWS BREHA XV A 49


https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-startup-security-baseline/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-best-practices/welcome.html
https://aws.amazon.com/blogs/startups/how-setting-up-iam-users-and-iam-roles-can-help-keep-your-startup-secure/
https://aws.amazon.com/blogs/security/how-to-let-builders-create-iam-resources-while-improving-security-and-agility-for-your-organization/
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html
https://docs.aws.amazon.com/whitepapers/latest/establishing-your-cloud-foundation-on-aws/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/building-scalable-secure-multi-vpc-network-infrastructure/welcome.html
https://github.com/aws-samples/aws-control-tower-org-setup-sample

AWS REFHAH A

BEANOBITAWS TAT U~

RE¥EIX NERE

UTORE, ZHA ROBERZELAICOVTHALEENDTT, SEOEHICEITIEAEZ(TEH
358, RSS 71 —R BZBHTRAIUSATTEET,

ZE

)Y —AJd> bO—J)LKY
:/_

—THBEHEIORANT ST
TAA

HBORARNTZ9T14 A

ERICEIZDEESEE

VV—ADBIT, T7V7—

< 3> OEH. Amazon VPC

Lattice

TAHI2 NEEEE ABAC

S

)Y —A> ~AO—=J)LARV
>—ICETAEHRE THED
LY N7V T O3 VIC
BMUEL L,

HOARNT 7140 RRETS
EFODORANTZOT 1A%
EFLEL L,

AWS Organizations T O 48 #& 1

BRICHTBIRANTZOT4
AEEHMLEL L,

FEERICEAT2EEREE, &
o>arvaEEMULEL

F /. TResource migration
L& TTFTVT—=2320
B, oo avEEML
Fllk, £k, HLL AWS
DY —EATHS Amazon
Virtual Private Cloud (Amazon
VPC) Lattice ICB8 9 2 1EHRE
EmMULEL L,

SOFATI— 0
Ba o3> aHETL. #
LWAWS 7HIV N OfF
AEREBRBLTIZTF1
TJIU—=VICEBIMTED RS
ICFBHFEICODVTOERE

B

2024 £11 A 20 H

2024 £ 5 A6 H

2023 12 A48

2023 9 A 20 H

2023 4 A 27 H

20231 H6H

50


https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/transitioning-to-multiple-aws-accounts.rss
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html#organization-best-practices
https://docs.aws.amazon.com/en_us/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/set-up-organization.html#organization-best-practices
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/billing-considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/resource-migration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/resource-migration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/network-connectivity.html#connecting-applications
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/network-connectivity.html#connecting-applications
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/create-landing-zone.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/create-landing-zone.html

AWS REFHAH A

BEANOBITAWS TAT U~

TIOLARNZ 74V I0%Y K

27—

IJLARNT 74950t
*1F 4

TOCAFADER

HRET

EML FL = AWS Control
Tower ., £/, TAdd initial
users; O3 &HETL,
BUER—ADT Utz AHIH
(ABAC) AL T, ALD
SAML X—A D |dP »*5 AWS
IAM Identity Center|Z Z2RIE S5 &
EETHEICOVTOERZ
EBMUEL &,

Amazon Route 53 Resolver 2022 £10 A 13 H
DNS Firewall ZfEH L TIEE
RZT74Y0ZBBEDRXA
CRICHR TR EHREEMNT

DO, "ERRXEE
923VEHBFTLEL

MBest practices for securing 2022 F£10 A 6 H

egress traffic; ZE&MULEL
oo

TOLAFAIDEADEERZ 2022 9 A 22 H
HwEL, "TUY—ARL &5

>avICZohEY VICET

DFMEBEROV >V ZEML

FL I,

— 2022 9 A6 H

51


https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/add-initial-users.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/add-initial-users.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/centralized-egress.html#best-practices-egress
https://docs.aws.amazon.com/prescriptive-guidance/latest/transitioning-to-multiple-aws-accounts/creating-a-permissions-boundary.html

AWS REFHAH A BEANOBITAWS TAT U~

AWS BREHA X > ADAZBE

UTE., AWSBREHA XV ALK > TREENDHEE, HA R, NEZ—2T—MRNICEAEThDA
BCT. IVNVZRRIDICE, AREOBRO T A —RNYVORBIVZFEALRT,

e

7 Rs

T7VT—23a> 528050 RIBITIZEHD 7 DO—BRNEBTHE. ChsOHERE, H—

RF—HA 2011 FICEBELESRs ICESVTHEEE N, UTFTTEBRENATVET,

c UT7TORIVVIIT—FRTUOFYOBREI — VT VRZRATATRBERRRISEAL T,
BEME, NT7A—X2VA, AT—JEUTFaZ@tLtEy, 77U5—>a> 288, 7—
FTOFYEEELET, chillk, BE, AIRL—F A VIJATLETF—EIR—ADEE
FEENET, Bl: 727 L X AD Oracle —XX—RA%& Amazon Aurora PostgreSQL B i#: T
FA42AVICBITLETD,

c VTSI RNTA—L(JVITRNTURIUSIAN—TFVr—23>z20F 7 RICEBITL, ¥
TUORBEZTETATAILOORBLARILEBEALET, fl: THTL AN Oracle *—X
~R—A % Oracle A Amazon Relational Database Service (Amazon RDS) ICB1TLE T AWS U
ZIR,

- BEA(ROY 772U R2AVY)—BE, #ROZA VAN S SaaS EFILICBITL
T, ORRBIZTIVEZET, fl: hAZRIY—UL—2322 v 7EE (CRM) AT AR
Salesforce.com ICBITLE T,

c UIRAN (V7 RT2URITN)— OO RBEZETRAIDLOOEEEZMATIC, 77VT—
2AVEIVTIRIEBITLUET, Bl A7 L ZAD Oracle T—RX—A%Z O EC2 41 AR
Y ALE®D Oracle IZBITLET AWS VTV R,

« BERE (NAN=—NAHF—=LRILOVTRTRITN-FLWOWN=RIIFTZBALLY,
T7Vr—>2a>a&EMmakY), BEOERAZEELEY TR ERL, 1 VTTANTD
FYEIVTIRICBAITERT, AT LIARATSYRNTA—LASRALTIY RN T F—LD
V5D RY—ERIZH—=N—%BITLET, Hl: Microsoft Hyper-VFZ U r—a> % ([CB1T
LET AWS,

s RE BT IVEA)—T7U5—23 288K 0Y —ARETHRELET, chllilF, FEX
D7 F7ORVTRMBBETRDT7ITI—2320%, BEENf TOEEEZZBETEHL LV
T7)5—23>), BRETNSZBITIZDEHOEDIKALOELMA BTV, BEEN
RETBDLAS—T7VT5—2a>ENHYNET,

# 52



AWS REHA XA BEAOBITAWS THT2 K

- FRAFL —BEEOY—ARKRTCRELB D LTIV ITI—23 2FLEEEEHIRLET,

A

ABAC

"BUAR—AQT7 7 AOY ~O—), ZZRBLTLKEZL,
mMRLE NI —ERX

PYFX—IRY—ER, Z25RLTEE,
ACID

PRy oM, ., TB&8M%, ., "28, . "MAM, 25BLTSEEV
TOTAT -TOT1T7%17

REELT VT =23 Y= e EEBEARBEEERALT) Y—AF—ZR—A L Z—
By RF—BR—AEFBWE €, BARCALOF—ER—AFEET7UT—32H50 K
SUHYLAVERBTEF—IR—ABT LR, COBETR. 1EARYOHY RA—/N—0
BEABL, BBENLMEEENY FTBITCEET., KUERRTIHN. TOTATINYST
BIIEYES DEEFBETT,

TOoT47 -Nv2T8T

V—ATF—BR—RAER—TY N F—ER—RzZzRBPE NS, F—EFNFX—T Y TF—X
R=ACLZIVT—=RENTVWBHE, BELTWVWBRT77UTr—>3arprsoNso¥o02arxs
V—ATF—ER—ANIKTUEBITETFT—IR—ABITOEE, BITH., 2—TY NTF—ER—-A
FEhZoHOavaZ2RFHEREA,

SR

TOIN—TTEEL., JIL—T0E-DORVEZFETS SQL B, £HRHOFELT
E. SUMX ZEA D) TITMAX,

Al

"ATHEE: Z2RLTSEZL,
AlOps

"TATHgEARL =32 28RLUTEEL,




AWS REFHAH A BEAOBITAWS THT2 K

ER1L

TF—2tY NADBABHREZZLICHRIZ7OER, EBRBCEBEADT S AN —REBEICRL
5&F. BRLENLET—RE, CRPEATF—FERREENIEA,

ToFNE—2
BYBRLECSEBICHL THEICAVSNBHBARET, TOBRENEMRTH 1Y), MR
BFRA212Y, RERXRLVEMRNFBEALEVTZED,

T7Ur—>3a>drs0O-0
RLVIDITHASSATLAZREIDLEOIC, BREENLTTVT—320RhEEATED LD
L33 EF2VFT14T770—F,

T7Ur—23a2R—=K720F
T7VTr—>3a>oORBREHFBIHNAZIAN, BrTZTOEDXAMMEZST. BEBHNFEAT
PRET7VT—232 ICETHMFROERY, COBRE. R—b7FVADKREESHT

OtA OFEERTHY, BT, TEXFAX, BBUIZTTVIT—3avzBEL., BRIRL
ZRTRIDOICRIUEET,

AT HIEE (Al)

AE1—F420F70 /00 —%EAL, 8, BEOER, NX2—20ORBELE, BER
ABICBEED TS nARAMEOERTICR/HULAEAOVEI— YA IV A0S EH., HFHMICIOVWT
k. TAIHEE A) &@FEATIA? ZZRLTEEL,

Al XL —< 32 (AlOps)

MBS BEEFEEAL CERLOMEERAL. ERLOAVIF U READAAERS L,
Y—EAREEALEEB7OER, AWS BITHEETO Al0ps DEAAEICOVTE, I
L—> a3 iatiqk 88RLTIEZ,

SEXIFREE 5L

BSILAONT VY VF—BTAOTTAR—KNF—HSKD 1 HOF—ZEAL L. BSL
OFNIVXL. NTVY OF—RBESCEERENBVEHHBELTEBED ) EEAYN. 7
FAR—RNF—DOFAGELLFIRIZHBENHYVET,

RFHE, —E%. 784, WA (ACID)

I5—. B8 TOROMEFRELLBATE, F—ER—AOF—SEHLLEALOEE
MZRIAITZ—EOVY I NIIFT7ONT 1,



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html

AWS REFHAH A BEANOBITAWS TAT U~

BHEAR—ADOT 7t A% (ABAC)

HE, ®E., F—LABRE, I—¥—0BMICESTVWTIT IV EAHAZ2EHMI<KKRETSH
ko FMIC DOV TIE, AWS Identity and Access Management (IAM) RF I X2 R® T ® ABAC
AWS) ZZBRLT<EEV,

EETEDZT—RY—-A

RUEEMOHIBTHREENDT—ROTTAIV-—N—23a2RETDEM. ER/IL. &
£ REBUEBE, T—REVNEBREEEEISENT, BETEDT—RY—AL SHDBARIC
T—REIAE—FBENTEXRT,

TRAZEDFTA—=V—=2

HOTRAZEUT1—=V—20OEEHNS AWS V=23 REtch, @ALY—23aRomon
TFRAZGEUT A=V —=2AQOBEIANTRLATVOO—OXY ND—VEGZRETS ADOF
DFET.

AWS 2579 REBA7L—LT—% (AWS CAF)

DHARTFAVERARNTZIOTAADTL—LD—=DF., BN I9FTVRICKIITDEHD
RN THMRNAFTEEZILTAWS 2DICKIEET, AWSCAF IF, EDXA, AM, ANF>
A, T7ZYRNTx—A, EF2VT4, BEREVS 6 DNERDPHICHAZI O AEEBELED,
EDXA, AM, HNFUAOBATR, EP>ZXAAFIETOLAICESEZEEZ, 75V N
T7x—AL, EF1)T4, ARL—23VOBRK[RBEMNERAFILETOCLAICEREZHTTL
F9, HIAE, AMOBR TR, AE (HR), AMKERE., BRTAMEBRERS AT—UK
LA —ZRRELTVWET, COBRAS., AWSCAFIE, V95T REAZRITES-HDME
BOEMBCRIDAMBER., SL—Z27, A1 5—23VICBIRHAIFAZRBHELE
T, FHMIZOVWTIE, AWSCAF VI 7H A K~ & AWS CAF DRV A hAR—/N\— ZSBLTLE
=L\,

AWS 7—4 00— RBET7 L —LT—% (AWS WQF)

T—ER—ABTV—IV0O—REZFHMEL., BITHBEHERL, FXREEVYEZRMHITZI Y-,

AWS WQF & AWS Schema Conversion Tool (AWS SCT) ICEFEIhTVET, F—EXR—AR
F—XED—RATZION, P7UTr—>320—R, KEFER. 8RENT -T2 A% M
ZoMmL., FMELR—MNERHELET,



https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS REFHAH A BEANOBITAWS TAT U~

B

RIEZRY b

BAFEFEBICEEEZSX2CEZHNELERY K,
BCP

TEXMEATE, ZZRLTSEE,
BEITZ7

DY—ADBEEA VRS0V ERRNICRLE, —TTWBRA VRS0 T147

E' 21—, Amazon Detective DEMET Z 7 2EATH &, KRLZOTF> DOFEIT. TFE AP
FOEL., TOMBEOT I3 EFANDEN TEXRT, FHMIZ DOV TIE, Detective RF 1
X > NMData in a behavior graphZ S B L T &V,

EYIIVFAT AT A

REUNA NERACBNTEI AT L, TOTATUHESRLTSEZ L,

—EDE

NAFTVRERQOOHEZRIVZANDSEN12D) ZFATEHTOLA, fIAE,. BEEZOEEE
BETFTLT TCOEX—ILNBGEANLTTA, THEELANLTREOYFREAL I BEDEEZTF
AMIDBENFGHIDPELNERA. T TCORREELETTS, ETIH L BEDREZTF
BIDBENHINPELNETRA,

TIN—LT714)E2—

ERZNFEYROXUN—THZINESHZETANIZLEDICEAZTND, BENTXEIDROD
BULTF—2\iE,

TN—=170=>F704

2ONEBZIE-—DOREBEZERIZTTOMEM, REOTT7VIT—>3 2 N-232%1200
RIB(F) TERITL. ILLWFPTUT—23 2 N—-23 2V Z2R0ORE (&) TEITLET. COHEK
. RPROFLETARICO-INY VFTBDICRIEERT,

Ry ~

A22—%Y MEHTHBRAVZRTL, ABOT7IOTAETAPRYRYZI21L—bT
BDIYTNIDITFTTFTIT—232, AV2—ZY NLOBBROA DV TFY IV REERTZITTY
O—2—%&&, —#HORY NGERXELZARTT.,. BEARY NEFENZMEORY NORIC
k. BACHEBZRILCEEY, BEEZEALYITRZ L ZERLEEDEHYET,



https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS REFHAH A BEAOBITAWS THT2 K

RY hRY b

NIWDITICRBRFEL, RY NN —FLRRY NARL—F—ELTHSNBDE—BREOE
BTRICHDRYNDORYRNT—T, RYKNE, RYNEZTORKEBEAT—ILIBDEODHRELL
MENhTVWBEXNZALTT,

7507

O—RURDRNVICEEIDEE, VRS NICRACERTDTIZOFR. X412 T52FE

VWOWET, BEOTSOFASHLOLWI SO FZEERL. TOHMLLWI SO FTHREZRREL I

W, NTZBELEVYTEET, BEZEBRTILHICERTED T ZOFR. BE. B/

FEFENET, BeE2 )V —RATREBHITELS, BET SV FEXA2TZOFICHREL

T, FHICOVTR., "7 FOBE, (GitHub RFIXU M) ZZRLTEE L,
TL—=O0TJZAT7OtA

PIAMNBERA TR, ABEALTOLAZBUT, Y- AWSTHIU N BET7 VAR
HZEHLEEV ICTERLKTIRERATEDLSICAYET, FMIZCDOVWTIE, Well-Architected J
AZVAD "TL—UTZAFIEDEE, AT —2 AWS 2SR TEE L,

72027 14—)L RE#

REOBBEAVIZARNSOF Y, DATLT—FTIO0FYILTZIIO0 71—l REREEAT
258, BEOATLEAVTIZARNZVFYORNICEIVTT—FTOF v Z2EFTLE
T, BEOATSARNTOF v ZILRLTVWBHER., 750071 —)LREBEET ) —>
71— REMEZRMET DI ZELEETEERT,

NYT77Fvyv>a

TOERABENF&REGVT—XAREFET LD X T HEEH,

B> X A8
MEZEXAHITLEDICEDRANTS L (BR. NARI—Y—ER, X\—TFT120K%E),
RAVOY—EADT—FTIOFYERREORER, EPRARANICL > THETERT, Fi

C2WTR, RIOABMR=N—AWSTOIVTHHENENAVOY—EADERT O EZ XA
ez P OICHEBIL O3 2SR LTSEEL,

B X Ak ERTE (BCP)

RBEBTRE, PHZFI AR M ERICEAZEENSFEICTAL, EDRAZRIRIC
BRETEDLDICTBFE,

B 57


https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS REHA XA BEAOBITAWS THT2 K

C

CAF

AWS TOZTJREANTL—LD—D, ZZRLTLEZV,
Canary 7°'04

IVRI—HF—AON—2320AO-YIJ—REFHV)—R, BENFFTE. HLLN-—
>arveF7040L, REON—2a22KhZEBERRAET,

CCoE

TCloud Center of Excellence; #ZBL T &L\,
CDC

"F—8F+T7FrvOEE, 2BRLUTEEL,
EETF—2Fv7F ¥ (CDC)

T—RY—RA(T—ER—AT—TIIBE) DEEZEHL. TOXEEILLEITIXAZT—RZRR
¥T2570EA. CDC Kk, B—T YR ATLATOEEZEEFTILIL7UT—NLUTEBZM#E
TRRE, SRTXRBZEMNICEATERT,

AFARIZZTIYT
FEEPHRENEAR N ZERNICEALT, JATLDOMEEEZTANLET, AWS Fault

Injection Service (AWSFIS) ZfAL T, AWS D—J0O—RICANLARZEZ, TOKE%E
T 2REBERITTEERT,

Cl/ICD

M A T IL—>a 2 EENTIN)—Z2ZRBLTEE W,
Pk

FRZERIZDOILKRIDVETOELA, 7 EFEOCHEMEBETTILIE, BBEZTALEI.
BEER. BLEWCKBEhET, fIAE. ETFILFAAXA-—DRICENBZIHLESH ZHET
PRENHIHFENHIET,

74T MIOESIL

=TV RFTF—RAWS DY —ERX Z2REITZIHOO0-ALTOTF—RXDOESI,

C 58


https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html

AWS REFHAH A BEAOBITAWS THT2 K

Cloud Center of Excellence (CCoE)

DZITRORANTZIOT1ADER. VV—AOBE, BITORXRALTA OEIL, KEFEEZL
FEEBLUTHBEZ) —RITDEE, HEBSEO IS REANORY) EAEHET D FEBRNEF—
Lo BHHICOVTE., AWSOTTIRIVE—TSA4AAXEE 7O D CCoE ¥fmESHBLTLKE
L AN

UZoRAVEI—TFTA4Y

JE—RTF—RARNL—=2J& 0T FNAAREBICBEFEAECND VTV RTO /00—, 757
RIAVEI—FT42JF, - ®ROECIV2OVELI—FTA2JF70 /00— CEH{EhTLE
ERD

V277 RERETINL

ITHEBIZSWVWT, 1 2BUEOVTIRIREEZBE, R, REBLIDLEHICERAETNZIERATT
o FFMICOVWTEE, "OTORERTETFTIDEE, Z2SBLTLSEEL,

BADISIRAF—

BB CRBTTREECBERITIZ4DOTI—XAWS VTR :
- 7O02IO0N —BESRAEFBFEZENEL T, V7V RBEENTOPIIRNEVK DD RIT
EE

- BEEY —BEZRODITIROEBEAZLATZIEOOEBHNERE (SUTF1 IV -0
K. CCoE DEZ. ERAETIOMHEIULLL)

s BT —HE2OT7TIVT—>23> 08T
- BREH —RBReHY—EAOREL, V95T RTOA /R—>3
ChSOAT—2k, AWSOUSORIVE—TSAREEIOJ07OJ8E "V97TR
TJ7—AMANDTY—"—, & "EADAT—, T Stephen Orban ICK 2> TERENEL 1=,
AWS BITHREE OBREEMICOVWTIR., "BITEEHA R, 283RBLTSEETL,

CMDB

(REEBF—SAR—R, BBRLTLE,
J—RUKD KU

V—RAD—RXFOMODEE (RFIXN, YOI, RVVTRBE) FREEh, N—2 =
VEEBETOLAZBUTEHRENDEHH. —MBUEITZTRUARINUIZE, GitHubE & E 2
E&F hFEIBitbucket Cloude I—RODBN—2 3V RBTSOFERENET, XA/ 7O —EX
OBETR., BURSRNUE 1 DOMEZTRTT, 1 DO CIICDNA T4 TEBDIRD K
JEFHATEET,



https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS REFHAH A BEANOBITAWS TAT U~

J-kFrya

ZETHD, Tk, HBYZEENHD, ELLE, FLVF—EPEBRRET—XIFEEATVS
NYT77F¥v22, F=ER—AADVAZVARBAA DV XFBIRERT A AT D SHHED &
ENHY, NVTTFFYVIANSTEABBR)EREANIDADIO, N7 X AICEZEL
£9,

A=) RF—2Z
O2CT 7 EREhY, BERBENDTF—2TY, CcOBEOT—2Z27IVIZHE. BE

FEEZVIVTEEEDNERA, COT—F2BNT7 A —~NXATRMBEANL—DBER
EROVZACBEITAE, JANZRIBIBDCENTERT,

OvE1-2ET 3 (CV)
BMREBEEALTFIRIIAA—IREFABREOES 1 TILHRS SBREDHS LOH

92 A ODFH, flRE,. Amazon SageMaker Al l& CV A EGLET )L IV XLZRML F
EE

BERDUTZ B
D—O0—ROBE, REFEEREASEHLET, ChiCkVY, D—I0— RAFFEERIZKE
UM HY), BEGEENA DERNTEHY FEA.

BREEF—2~X—XA (CMDB)
T—BER—AEEFDQITRE(N\N—RIVITFEVINIITOEANDIAVR—XNEFTDOREE

BU)ICETRREHERTE. EEITDURIKNI, BE, CMDBOF—X&E, BITOR—KNT #
ADKRBEDWOERBETERALET,

A7 #—=X2ANY Y

AT SATAFIVOEEFIVFAFIVIRNAZIIAARATDEDIZTETITE

% AWS Config L—IL&EBET V> a>nodL 923>, YAMLT>7'L—h&EFERALT, OV
TA—RANYODZAMWS 7HIOUNBLRY V=23 08— I T4 T74&LTF7O9
TRHLE, HBE2ARICFTTO/TDEETERT, FMICOVTIEE, AWS Config RF 2 X
VRO TOAVT AR ANY D BBRBELTLEETL,

MENA>TIL—>3 T U /N) — (CI/ICD)

V7KRDIF7VI—RA7OADY—A, EILIR, TAN, AT=IVT, KBEORAT—D%
BEtT270tR, CICD ER—MHICNAT AV EFENET, J7OEAOEEL, £EMS
NEL, J-RREOCELE, BEOMELZATEICLERT., FMICOVTE, "#ENTIN



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html

AWS EH A A2 EEA QBT AWS THDY K
J—DRR, Z2Z2RBLTLEE VY, CD M T 7 O4 (Continuous Deployment) D BEEE TE
HY)ET, FHHAILCOVTRE "THENTUND—EMENET 7041 28BLTLEEV,

CVv

vE1—2E232, 2Z2RLTSEEWY,

D

REPOT—X

ANL—2RICHDTF—E2EBE, BLBHORY ND—JRICHDT—Z,

T—R 0%
ZYRNDI—OAHANT—2EZEEFECHBMHICEIVTHEI, 2832 70A, F—XICEL
RESICREFOO NO—IILZHKITEIRICKRILIDLEDH, H50Z3HA/N—EF2)FT10DV)
AVEBHRBRIISVTIEERERTY, F—F22HlF. AWS Well-Architected 7L —LD—T®
EFIVFTAOREOIDVR—FNTT, FHICOVTR, F—20HESRBLTSEEL,

F—R2RUT K

EBEBT—FEMLETFIONL—ZVTERAENET—REOBICAEEREZERNELULY,
ADTF—ENBEAORBERICARICENMLEYTEZZETT, T—EXRUTNE. MLEFI
FROEENEmE, BE, 2FHZETSEIARESBYET,

REFROT—&

ZYRD—=OR (XY RD—=DVY—RABERE) ZEFZRICBHITEHDT—Z,
F—2ZAva
—nEBBEINT VAR BALSBBEOSH T — XM BEEREBEIDZDT7T—FTI9F v 7L —A
7_70
F—2 &Mt
BRICHERT—RIOKZINEL, MEBTZEVSERE, TTF—XR/MLEEERAWS 75T R
ITBET, T7TA4N—DRAY, AN, 9 OH—RT7TYRNTIVNEHIBTEET,
F—RIFER
AWS RIBRO—ENDTFBHH—RL—I., EEEIh=IDO&N, HFENDIIRYND—IOHLSE

BENEVY AT IOEATEDLSICLET, HMBICOVWTR., " TOTF—XFERADIEE
AWS Z2ZRLTLSEE L,

D 61


https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS REFHAH A BEANOBITAWS TAT U~

T— X DHEME

raw F— X ZHEEHROBBEEETII CTHECEMTEDIRANCERTD L, F—2DETLE
. BEDOINELFITZHIBRL T, RELTVWS, FELTLWD, FLREETZEICTHLT
BEEZBERLET,

5 — 2
F—BOER, RE. REOIERE, F—2054 794 VL4 EEELTF— KO HFLE
BEBHTS7OEZ,

> — 2 4%

F—REINE, MEBLTVWSEA.

F—=RITFTNIA
PFBEDESRAAVTUS IV AEYR— NI BT —RERBI AT L. T—EIITNIA
ICIE., BE. REODBETF—ENEETNTHBY ., JIVXOWICERAEThET,

TF—ER—AEESE (DDL)
F—BER—ARNOT—TINRAT IO RNOBEEZERETEREETHLEONDAT—RMXAURNE
EEIOYUR,

T—RIR—RARESEE (DML)

T—ER—ANOFEHREZEE (FA, B, HR) §2LHONAT—MXYRELEITUR,
DDL

(F—AR—AEHSE EBRLTILEE,
FA—TTIHUTI

FROLEHICEBRDOREZEETINEBIEDED, FA—TTUHU TN EEALT, KW
BETRZREBLEY., FTRAOTERMEZHEELLYTERT,

TA—=TZ-_27
ATIZ1—JILRYRND—VDOEREEZFEAL T, ADT—RERROEZ—T Y NEBROBED
RYEVTZRBTI2EMEBY T 7 1—IL R,

Z Bk

—EOtEFIVTAXAZALEDAY MO ZOAVELI—2FY NT—02FKICBRICER
T RXYRNT—VETORABICHZT—2OBFME, BEM, TRAKZREI2FHEF1)




AWS REFHAH A BEAOBITAWS THT2 K

TADFE, COHBZHRATSEEF AWS, AWS Organizations BEDEBZDL 1 VT —IZ8

BOdNO—-)ZEMLT, VY—AOREMZRRLET, Leald, ZEHET770—F

Tk, ZERDIA, XYRND—0EIXVT—232, BELEEAEDERIENTEET,
EREERE

'C‘Li AWS Organizations, Bt DOH D —E AN AWS X N—THO > M ZZEFL THB
THIOVRNZEBL, TOH—EAOT IV LAHFTEZEETEEXRT, COTHIVRNE,
%GD‘U' EANZEFEBELFTET, Flll. BLVOCERHEOHZIH—EAND—EF. AWS
Organizations KF 1 X2 NMAWS Organizations THEATED Y —EAZSRL T EE L,

F7°'04

7Vr—=>3r, i, J-ROBEZZ—TY NORRTHATESRLSICTS7 0
7\0 TF7AOA TR, - RR-AICEEZRBLER, T7UT—2320RETTOI—RR—
AZBELTEFTLET,
FRRRR

227 TR, EBBLTEE L,
BRHE®E

AR NFRELEEEIC, BE, OJRR. BEZITS5LSCEAEenzE+21 U742 b
A—J), Chs0d2 N NO—/)LBEIXNEBREFETHY . RITPFOFHHIA MO—-IILZTY)
BROltex1)T7144 R 21— —ICBELET, FHIC DOV T, Implementing security
controls on AWS® Detective controlsZ SR L TS & LY,

MAENJI-—ARN)—AXYYE>T (DVSM)

V7RDITRREZATHAVIOAE—RERBICERXEZREITFNEZREL ., BEIEMNLZ
2 S CFEAENDTOEA, DVSMIF, £&8EU—UNZATF7OFYIT T30
TAADEHICHERFFENENVI—-ARN)—ALANYYEYY J7OCAZLRLEEDOTY, V7
RYITHERETOLAZBU TMEZAEL., BN TEDICBEZRARAT Y TET—ALAILEREY
TTLWET,

FIENYAY
BY), I35, EEMEE £ESA/OBE, BEHROATAZRENICRBLEENDTT, T
TSEILYA R, FHREE VE—RNEZRUY, £ESBELEYR—NLET,
FAXarsF—7I)
ABZ—AF—I T, 779 T—T7IIAOENTF—RI_BITZ2TF—2BHEZELNERT—7
Lo FAXIAVT—TIERHRBE, TFARNTA—ILREFLEFTFANOELSICEETS



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS REHA XA BEANOBITAWS TAT U~

BHBETYT, chsOBEMEK, 7TVOHKN, 71420, #REY NOSRILFHFIC—
BEBICEAENET,

TAHFAR

D—J0—RFLEBFZATLY, EAThTVRIEERZEMTOESRABEDEREH TS A
R Ko ChEDARYMNE, BREE, BRITHNES, RELEERULEVREIA®PIILIIT
REZEDABOTEHNERTHZIBEN HYET,

TAPFAZ)A/N) (DR)

KELRDA IV BALETF—RBREFIRICHNADEHICEATIHETOER, FMl
D2UVWTIE., AWS Well-Architected 7L —AD—0®0O " TODO—OO0—ROF A4 HFARU AN
AWS: 95 RTOUANY) ; #BSRBLTLSEETL,

DML

TToANR—ARESTE EZRLTLET W,
RX A2 BERENEERF

ZFAVR—F M RBHLTVEIZEEHZETD RXAMY, FERITESXRABEICIDVR—%
VhEERLT, BESRYIRNIITOATAZRRTD770—F. CcOB=EFE. TUY Y-
T 7> ANEE. Domain-Driven Design: Tackling Complexity in the Heart of Software ( K X
AVBBERFFVIIRNIITORLICE TREMEAOERYIEKL) THEBNEATVET (RAK:
Addison-Wesley Professional, 2003). strangler fig /N2 —> TR XA U EBBRZFEZFERATDIH
EOBEMICOVTIE, O FF & Amazon API Gateway Z B L T, #£3R® Microsoft ASP.NET
(ASMX) VI 7 H—EAZBENICEATA A Z2SBLTSEEV,

DR

"TTAHAZVAN) L BZRUTLSEET W,
RU7 Mg

R—=ATAVERENSOREZEBHFLET, HlZE. AWS CloudFormation ZFEAL T AT A
)Y —ZAORY 7 haEBEHUEY ., Z£HL T AWS Control Tower . H/NF2 AEHFADEEH
“EITDITTATI—NEEERRHLULEY TEEXT,

DVSM

"AREARN)—LIVEVT, ZZRLTLSEZ W,

D 64


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS REFHAH A BEAOBITAWS THT2 K

E

EDA

"RENT —25H1 ZZRLTLEET W,
EDI

rEFTF—2XHE, 22BLTLEETL,
Iv>oaAvE1I—F1429

T XY RD)—ODIVIILHBDAI—RMTFNAADGEREDZEHZ TV /00—, V5T R
dob1—FT420eBT2E, Tv2>AE1I—TFT4 T RBELAT—2EHKL., IS
ZERHEZEMTEEXT,

EFF—2XX# (EDI)

EBEOESXARFIX NOEBRM, FHICOVWTRK, "EFF—axMied, 228U
TLEEV,

E51t

ABAFEHDY TEETL—VFFANF—REBBXCERTSIVEI—F > I 701
Ao

§E{LF—
ESUTLIUXLNERLE, SYALMLENEE Y NASBBREXTI. F—DEEER
FOTHST. EF—BFUTERNESLC, —BLEEBESCREFETATUET,

IVFATY
AVEI—RXEVL/A MBERENBIEF. EYIIVFATUIATATE, BLM/4
NBAICHEMENE T, URNLIVFA PO YRTATE, BTH/N 1 M BICHRE hE
T

IV RERAZ K
H—EAIVRARA b ZBRLTLSEEW,
IV RERARF—ER

REETZAR—RNITIR(VPC) ATHRARNLT, O I—H—EHETEDH—ER, &F
BAULTI>YRRA NG —ERAZERL AWS PrivateLink , ftt® AWS 7HD > N £k AWS
Identity and Access Management (IAM) 77U NILICT VAT EFETEER T, cns



https://aws.amazon.com/what-is/electronic-data-interchange/

AWS EH A A2 EEA QBT AWS THDY K
DTHIVRERLREGTIIONLE, A VBZ—TIALAAVPCIY RRA NEER TR L
T, IVRRAVNF—EBERLCTZAR—NIERTEXT, FMAICOVTE. Amazon Virtual
Private Cloud (Amazon VPC) RFAXU KD TTU RKRA VMY —EREERTD 1 B#SBLT
<fEEEV,

IB—TZA4AXVYIV—ATZ>=2% (ERP)

I3 —TSA4AXOEEREDIXATOLA (&FF. MES, 7O IV NEBA L) ZEELE X
VEBITED AT Lo

IRO-7THESE
E5it¥—%Z, BOBES{tF—2FALTESLTZ7O0EA, FMICOVWTEE., AWSKey
Management Service (AWSKMS) RF 21X hO "TTORO—T7HESL, 28R TEE
(A

RIE

EIFOTTIT—23 DAV ARV AR 92O RAVELI—FT 4TI H T2 —RNEIRE

DEFEFILLTOESY)TT,

c ARRE —T7)T5—23 00X T ARBYETRZ AT F—LOANFERTE S, E17
FOT77)5—23> 040 AR A, ARRERG., LNOREBICEKSEZIZEEEZTANT
LEICHFERALET. COZATDRERG, TARNREBEFENZ EEHYET,

s TRIE —#WHEII RPTANCHEHAETSNZIBELE, 77U5—>23> 03 XTORRE
B,

« KEBERE T RI—Y—-HITIOEATES, 2FFOT77VIT—23 014 ARY
Ao CICDNA 724> Tld, ABRENGEOTTOAMREICKYET,

« FURE — O7BEETF—LBAOI—H—DTIOCLATEZIXNTORE, ChiZlF, &xF
RE, ABIRE, 1Y —&RTANREBRENEENET,

IEY S

FOYAILFEERT, BEEOEXOEBEEXIBMMSFICKI>EENTI), IEV DT
F., BEHEREZATOBEBICOVWTNALARILAHBAEZRELET, HIZIE. AWSCAF +
FAVFAIEYOIZERE, DETIVEAOER, g O—IIL, 1 VT7FARNTIF v
F1UT4, F—2RE, AVIFUVINRBHAEENTT., AWS BITHEOTIE Y JOFMIC
D2WT, Z7O00FALEESNAR ZZRBLTLSEEL,

ERP

TR —TZA4AX)Y—A5E, 25RLTLKEEL,



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS REFHAH A BEAOBITAWS THT2 K

RENT— X224 (EDA)

T—2tEY hEegHLTEOEREHZERITZT7TOLRA. BFERE., F—XEZREXREERH
LTAS, N2—2 0k, REORE, SrUHRFHOTFIVIOIZOOYBHAEEZRTL
x9, EDA . MADOBEZAEL ., T—XOARNMEERT D EICI>TRITENET,

F
77O0RT—7)

EAF—XNXOHRRT—T ), BEXEECHIZIENT—XERTFLET. B, 77077
L, XDy —2B8BHNEFA XAV T—TIIANOARF—Z2ETHD 2 20RA1T D5
FEENET,

JIAINT77AbB

RRZATHA VN ZRBIDLEHICHETRENETANEZERATZER, ChBT72vvI
T7O0-FOEERHSTT,

EEDBDRR
TRERAWS VT TR, TRAZEUTA—=V—=2AWS U—=23>, O NO-LTL—2,
T—RTL—2BENERT, BEOXEZHRL, 7—J0-ROMESHZALEEZ DI
RUAUEXRT, FMAICOVTIRE, AWS "TEEDEHER ) 2FRLTSEE L,

W7 ST

72071 #BRLTLEEL,

BEENFFRAICERAIZANT—R, HlIAE, REIDVTFAMTR, BHERREZ AP S
EHNICF Y TFYEBAAX—DOFREEEHY)ET,

KRHEEEE

EFLOFRAICHITEIEHHENOEEMN, ChFBEE. Shapley Additive Deskonations (SHAP) X
BOoARBE, EXRTXZFETHETEAIREAIDTTRENET, FHRICODVTE., " Z2E
AULEERFEETIINOBRRAEN AWS, Z22RBL T<EEL,

HREZ i

EBMOY—RACLDTF—EOIIY T, EORT—V2T, BE—OF—8274—)LRAS®D
BHOBREY NORERE, BHFBETOELAOT—2Z2RE N IDE, ChiZKY), B



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS REFHAH A BEAOBITAWS THT2 K

2REFIGTF—EOEREEZ (TR ENTEEXT, HIAE., 72021-05-27 00:15:37, O HG%

2021 %, ., "5 A1, "TKRiy., "5, Co@ETHE, FETIIAVALN EETEETF—2T]

VIR—ZXNIBEETARWPICERDINEZ— 2FBITHDDICKRILIEET,
Havh7O>7 b

BAEOZATDRITERODFIC, FRAVELEZHAZRTOBOHZ LLM ICRHLET,

OFEE, TOVT NCEHRAENLES (S3Y N ASEFAF$BIZIAVTFARNAEED

F7Ur—3>Ts, PBIAVRNTOVTRNE, BEDT A -V b, ##, ELERXA

COHBENEETBRRAVICHENTT., EOYIYRTOVT by 63BLTEEL,
FGAC

TEOMA BT OEAODY NO—)L) 22RLTLSEEL,
EHMA BT U AFIMH (FGAC)

BROXMEFERALTT IV ERAEREFIELEGFIERTTD L,
7Y 1h8Y NBIT
BRENAT7O0—F2EATIRDYIC, BEEF—IXF Y IFrICKBDBENET—XL T

T—2arEEALT, TR ERBTT—RZBITI2T—EIR—ABITHE. BHNES
V34 LERNRICHADZETT,

FM

FTEBRTFI), 22BLTLIEEL,

EBETFI (FM)
— AT —RESARIIFFENRTVEBEVF—2OARBELZTF—2EY NRTRL—Z2F&hTV
DAEEZRERBFE_1—-SIZYRNT—D, FMs l&, EEZENEME, TFANEEBBOER. B

AETOLAFRY, CEXER—JOERRVERTTEET, FMICOV TR, EBEF)
Ll EBRLTLEEL,

G
R Al
KRENDF—RTRL—ZF&h, YUTUBTFFANTOVTNEERLTA X—2, BE,

THFAN, A—FAFBEOHLVIDTOYRT—TATF7IRNEERTES Al EFILOST
'Y b FMICOVWTE., "ERA EEF) ZZRLTSEEL,

G 68


https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS REFHAH A BEAOBITAWS THT2 K

SHA7av*>Y

WENEIRZESBEL TS EETL,

HWIBWEIR (A7OYF2Y)
BEODEOI—H—DNIATOVEREICTIVEATERZVWKSICTSEHD, Amazon
CloudFront DA 7> 3>, PORA%ZHAITH2EHEELETHEIEFE, FAVAMNELFEFELEVAN

EES>TEELE T, FHMICOVWTIEE, CloudFront RF A X NOIOVTUY OHEBRHT 4 A
E1—23 2 0FRESRLTSEZ L,

Gitflow 7—2 70—

THREBEE EMNREN, V—AO—RURDZRNUTENETNELDTSOF2ERTRA
Eo Gitflow 7—2 70—RLA—ERBEh, hTUVIR—AOT—V70—RBFEA > THE
é*’-6770|:|_%-6‘3-0

A—LF2 A X—

TOIATLAERERVYIRNIITOHFLWA VARV AZTFTO/4T2100T7L—hEL
TEATNDIATLAFEERYTIRNIITORFTY T3y h, flald, HETK, J-IF
VAX—DEFERALTEBROTNAARICY 7 O F7270ED3 2000, FINAAREFNR
L—>3>0REE, AT7-EVT 1, £EMZA LTI LN TERT,

TJV—=27 4 =)L REiR

HULWREBICBRRFEOAVIZARZITFYHIBEELBEVCE, YATLAT—FTIO0FVICT)—
V71— REBEEATRIHEE, BEOAVTIZANTIFY BIET S0 74—ILR)ED
BRI EZTRd <, H502HLVWTI /O —%2RBRTEXT. BEFEOA2TF
ARSOFv#IRLTVWBRISERE, 750071 —)LREBET V-7 14— )L REBZRS
TEBREETEXRT,

A—RL—L

HABEMN OU) 2ROV Y—RA, RUD—, AVT AT AZEBR TS DOICKXI OB
L=l FHA—RL—ILEGE. AVT AT ABREC-HBITEILSICRI—ZEZELET,
chnslF, Y—ERODNO=ILRIV—E IAMT7 IV EAFTOEREZFAL TEEENET,
BREA—RL—LE. RUP—EBRXAVTFATALOBEZREL, BEOLOOTZ—
NZERELET, <hslk AWS Config., . Amazon GuardDuty AWS Security Hub, . AWS
Trusted Advisor Amazon Inspector, KT N AR L AWS Lambda FI VY VZFERAL TEEZh
£7,

G 69


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS REFHAH A BEAOBITAWS THT2 K

H

HA

TSR AN ZZRULTSEZW,

BEEERBET —ZIR—ADBIT
AOF—BER—AI VSV EFERTZR—TY NTF—ER—ANBEEROHAT—EZR—ANE
17 (BIZIE. Oracle A5 Amazon Aurora), EBEBITEEE. 7T—FT7I0F v DBEERFHEED—

HTHY), AF—NOEBRBIEMBZZAVICBZZABMEI HYET, AWS F, AF—X DL
(& D AWS SCTZRMLF T,

NATRAZEDT 14 (HA)

RBEPKENRELLBEIC, NABLICTD—70—RZHENICEATED L, HAY AT
Ak, BEWNIC7TAIILA—N—L, " ELTEREDODNT A RAZRHL, NTA—< >
ANDEEZRPRICHABN ST ET T T AFTPEZTZNETEIRSICHRIATIATVET,

EARNUTYOEAFAE— 3>
REEN - —X L& K<BRBEDIC, FRL—232FH /OY— (OT) VAT LEELF

AAL, PY7IL—RIBDEHOT77O0—F. EANVT R, IBAOSETIEZRY—AND
5F—R%ZPNELTREITZDEDICEAETNZTF—EIR—ANOD—ETT,

R=ILRT7IRT—2Z
BRFEETINIONL-—ZVIERAEIhZT—2EY MY SREET NS, FNILFEOERE

T—2D—& EFINTFRER-ILRTFTINT-RELBRTIBDET, R—ILRT7INTF—2%
FEALTETFIONT AR AZFETEE T,

RET—ZRX—ADBIT
BEROHAT—ER—RA%Z, AUF—ER—ALIVZVEHEITDR—TY RF—ER—A
(Microsoft SQL Server A5 Amazon RDS for SQL Server & &) ICB1T9 2, BEEBITE. B

B, VRARNEEGVTSY R T A—LLODEEO—ZBTT, XATATF—ER—AI—FT4
DF4ZFEALT, AF—NEBITTEEXT,

RY hF—2

DTPNLEALT—ZRRAEOBRT -2, BRELILTIEAETIZT—%, BE, COTF—2X
CREEEIVIVREZREITIEUEZAN L —DBEBRLGEITANVETT,



https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS REHA XA BEAOBITAWS THT2 K

RYNTAVTR
FEREOVEACEEZBETZILOICESTRAETLZTOTZ L, ZEMFrEVED, BE

® DevOps DU —RAD—U70-HISBEANLETREENET,
NAN—=T T 5

AY RA—N—EBER, BITLET7VT—232B8TF—LNIVZORTER, ERL THE

ICxng 2 HE. BF. COPER1~4B8TY, \AN—TT7HEFrKRTIDE, TTIT—
SAVIERTRIEREE—MRVICBITTF—LASIVTIRARL =23V F-LILBYET,

I
laC

Mnfrastructure as Codes ZZHBL T EE L,
ID R—ADR) > —

AWS V5O RIREBRNODT7 IV EAHFAEEZTD 1 DUEOIAM TV NIILICTRY FEni
7.RU:/_0

TA RIVREOTF T U Tr—>3>
90 ABMO T8 % CPU B LT XEUBARN 5~20% OF7UTr— 3>, BE7OI TN

T, CNSOFTIUT—YaVERLETBA . AV TLIRACRBTEON —BHUTT.
lloT

"EXRT /DA —ZY ) BSBLTLKEEL,
AZA—BTNAVTSANTOF ¥

BEOAIZANZVFyZ2EH, NVFEA, FLEEETIRDYIZ, EFEREDT—7

O—RABAICHFLVAVISARNSIFYyEFTOAATEIETN AZ1—3TINA2VTFARNS

DF v, RENICZ1—RTIWNAVTZARNTZOFY&YE—BEMH, FEE. FAMNE<K

WET, HEMIZOWVWTIE. AWS T Well-Architected 7L—ALAD =2, O "4 21 —87 )4

TJT2ARNZOF v 2 ERALETTOA41 ORANTSI9T1RAEZSBLTLSEEW,
4>\ R (ZE)VPC

AWSXIWNFTHIRT—FFTIOF YT, F7UT5—23a>00BL5FY NDO—DER%E
ZiTANh, BEL, L—F14>T9F3 VPC, AWS Security Reference Architecture Tlk, 771

71


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS REFHAH A BEAOBITAWS THT2 K

T—=23A R LEEBAEZ—FY NEONRBFRDA > RXA—T I AZREBETHDEHIC, 1
INDUR, FTORNNDIDUR, AVARDIDIAVOZEVPC 2FRALTERY ND—O9TFHhO K%
RETD_EZHRBLTVWET,

BoBIT

T7075r—23a>Z1BTIRNTHY M F—N—F2OTREL, MEVERIIHDTTBITITS
Ay hFA—N—Hkg, FIAE. FNFPBOIA VOV —EAREEI-—F—DHEHFRLLZA
TLAIBITITRRENHYVET. INTHERICHETIEZRIETELS, BYOX(4o0
H—EAPI-—H-—ZBRENICBITL., LAY —SATLAZRIETEDLSICLET., COEK
ICkt), RBEZBITCHESVAIVNBRENAET,

AHEARN)—4.0

2016 F|Z Klaus Schwab IC& 2 TEAETNERAZET, B, UT7ILRALT—R, F—KMX—
ar, 7. AIML DESFIZKBDEDSZRATOCLAOERA FA(E—3a > &2ELET,

AT ZANZIOF ¥

T70T5r—23a>0RBIEEFEFNDINTOUY—RETEY K,

Infrastructure as Code (1aC)

T7Vr—23> 0427 3ARNTZOFYZ2—EORE7 7/ eEALT7OEZ 32T
L., BEI270LA, 1aC &, HMLVREZHFERAERTEEAUIE<, " EXDOHZIEDICT
IS, AVTZARNZOFvE2—aNICEEL, VY—REFREHL, AT—I)LZRREICITR
BEIICHFTENTVERT,

EESTFICH TS loT (lloT)

HE, ITRILF—, BBE, ANLATT., FA4A7HAI VA, BEBREOEEBMACSTH 1>
2=V NIEREN L T—PTFNAADOEA, FHICDOWTEE, TBuilding an industrial
Internet of Things (IloT) digital transformation strategy s 2B L TS &L\,

A2ARD> a2 VPC

AWS IINFTHIVRT—FTIOF+Tlk, VPC(A—FERELZDAWS V=232 ), 412
B—RYKN, AVTLIARY NT—VEORY RT—OKRT T4V IDKREZEET D — it
& Mz VPCs, AWS Security Reference Architecture Tld, 77V —>a> &k L&EEA >
B—Y NEORFEDA 2 EZ—TIAARZREITDLEHIC, 1NTR, TIONNIUR,
AVARIZIAVOEVPCEZFEALTRY RD)—IOFT WOV RN ERETDEEZHRBLTVE
CB

72


https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS REFHAH A BEAOBITAWS THT2 K

loT
A=Y NEERO—DILBERXRY NT—0ZN L THOFNA AR ATLEEBETS.
O —FERTORY SN EAIAENEEGERZAMBATSIVONORY ND—T, SFHHlICO
WTk, TloT &lFy ZSRBLTLSEEL,

FRIR AT BE M
BBZEETTIOBHET, TETFILOFANr TOADICEDLISICHKEFETEIN ZABN BB TES

EEVERLET, FHAICOVTR, " ZEALEERFEET L OBRAEENE AWS, 22 R
LTLSEEL,

loT

T/ DAEZ—ZY N ZSBLTLSESL,
ITHEHRZ47Z1 (ITIL)

ITH—ERAZRBHEL, ChoNHY—ERAZEDZXABHICEDEDLEODO—EORANTTY
FA4R, ITILIEITSM OEZEZEHLUET,

IT H—ERAEE (ITSM)
BEBOITH—EADERST. 22X, BB, BLRUOYR—NCEETZEE, 77T RAXRL—3
EITSMY —=ILOKEEICOVWTIE, ARL =23 VEEHA R 28BLTLSEEL,

ITIL

"THEHZAT V1 22RLUTLKEEL,
ITSM

MTH—EAEE, 25RLTSEEL,

L

FRIWAR=AT 7t AH|H (LBAC)

BTV LRSI (MAC) DRET, I—H—EF—KEBLTRTREFIUT 1 SRILENH
RUICEYETSNET, I—H—EFIUFASRLETF—REFIVTASRIHRETS
WAk 2T, I—HF—ICRRENBTEFFREYET .

SUFAVTI—
SUFAVIV—Vik, AT =57 TRER, BEICRHETAEILFTATY N AWS B
TF. Chid, BB EF1IVFABEEA D TSARNSIF Y RECAGER>TI—o0—



https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

AWS BEH A 5> A HEBA DB AWS FHD N
REFTVTF—2322RRICEBLTTF7O/TEDEHRRATY, F0TF1 200V -2 OFM
C2WTR, Z2TAT—Z7WNBILNFTHO N AWS REOEY N7 YT Z2RBLTLE
&L\,

RRESEZETIL (LLM)

REOF—RIIRMULTEMML—Z2TENEREFE A EFI), LLM E, ERANOEZE, R
FAIXKNDEHN, TFAMNDMBOSEANOER, XOXETHE, EBRORAVZERITTESE
T, FHEMICDOVWTIEE, LLMsy ZSRBLTLSEEL,

RBEZBT
300 B LD —NDBIT,
LBAC

TONINR=—ADOTIAOAY  O—)L) 25RLTLEE,
R/NFHE

BAVDETICRMBEREROEREFNETDIEVS, EFIVTIAORANTZIT 1R, 7
MICOVWTRE, IAM RFIXNOENEBET VL AFHFAZERATSIZSRL TEET L,

V78T RTIT7H

"7TRs, ZZRLTLKEE L,
DNLVIZFAT AT A

BRTUNA R ZRDICKRIMNT D AT L, TOTATMESRLTIEEL,
LLM

TRBESEET I 2ZRBLTEE L,
TRE

"R, ZZRLTLSEZ WL,

M

HW=E (ML)

NE—URBRBEFBITIIVALEFRZHEAIDATHEN—E, ML, E/ D12 R—
ZY N (IoT) F—RABEDRBEE N T2 ZoHLTEBL, NE—VICESKHHETILZ
ERLERT, FEICOVTR., "#EZFE, 22RLTEEL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS REFHAH A BEAOBITAWS THT2 K

XAVTSUF

T722F1 #8RLTSEEL,

NILoTTF
AEI—20tEF1VTAFTLERTSANS —ZREITDLSCHRFAENLEYTINDIT X
WOoIT7E, AVEI -2 AT LAOHRY, BREBFHROFR, FTET7 IV EALCOBL D AEEMEN

HYERT NLDVITOHELTRE, TMINA, D—4L, ZUHLTIT, NOADOKRE, AN
A7IT7, F-OH-BEFHYVET,

Ix—T RH—ER
AWS DY —ER BV TSARSIF ¥ LAV —, ARL—FA VIS RFL, 75V
R74—LAWS £EAL. IV RAAY NCTFIEALTTF— R ERES LFMEL S

9, Amazon Simple Storage Service (Amazon S3) & Amazon DynamoDB (&, ¥YX—2 R —E
ADBITYT, chsEFHMRILEhEY—ERAEEFRENET,

REBERTZ AT L (MES)
SETOERAZER, EZRUT, XEL, TR OOV T NIITIATLT, R
ZISORRERCERLET,

MAP

"BIOTRETOJTZ L) ZZRLTLSEET W,
XNZK L

V= )LZERL., V=IOEAZHIEL, FEZTSEHICERZRET T2 E7O0EA,
XAZAXALE, BERICENBERZELLTHETEIHAIILTT, FMICOVTEK, AWS
T Well-Architected 7L —AD =2, O "XHZALDEE, #5BLTLIEEL,

XOIN=TFAHI> K

HBO—HBTHHIEBTHIN AWS PHI 2 N B DTN T AWS Organizationse 7>
NRAHEBOXN—IZBBDENTEDODRF, —EBIZ1D2O&KTT,

MES
FEEET AT AL BSBLTLSEETL,
XVtE—F 21— TFLXRNI KNS AR—K (MQTT)

JY—RIZHHADSH B 1oT FINAARD, NTVY 2 14T AVTZATNE—VICED<KRE
machine-to-machine (M2M) BE 7’0~ )L,



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html

AWS REFHAH A BEAOBITAWS THT2 K

RA4A7O0¥—ER

AEICEZENEZAPIZNALTEEL. BERIABLZBECEEEOF—LNMETS. N

BTHIILEY—EARATTY, AR, REATAICE, BRERXN—TT12IBEDED XA
BEE, EEEBE, B3R, 9B EOY T RXAVICIVYEVTTEIIA VO —EANEEN
DEHEENBYVET, NAVOY—EADFRICIE, BEME, REBERAT—U2T, B5%770
1, BRARELEI—R, BEIBENf HYET, FHMICOVTEK, AWS "H—/N\—L AH—
EREFERALEXA O —ERAOHE S 2SBLTLEEV,

YA UOY—ERT—FFIF

BF70T5—>3>70tAEXA 7O —ERELTRITIDMUL OV R—F N EER
LTTF7VT—232 % @BRI2T770—F. chsONA IO —ERRG, BE APl ZAL
T, BRICERENIEAVE—TIAAZNLTEBRELET., CcOT7—FTI9F+OEIA70
B—ERAR, P7UT—230REOHEICHIZIEEEZBLIISICER. 704, &
CART—U2ITEERT, FHICOLVTR, "TONAIOY—EADEE AWS, 23RL T
<EEL,

Migration Acceleration Program (MAP)

EBHN O ORICBITIZDEHOBIBZERAEREZBEL., BITOWHPIANZHERTZIDICE
MOAVYIT AT R—KN, NL—=2Z27, Y—EAZRHTS AWS 7075 L, MAP
. BN ESFETCLAY —BTEERTIZLHOBITAERE. —BHNEBITFUAEZEE
CBELVEERLTEZD—EDY—IINEENRTVET,

KRBT

F7UT—3aVR— R T A UFOABAERLICISIRICBHEL, BIT—TTEYZLD
TS —a BRI BHE S TOER, COBRBTE. UAOBREASZALERARNT
SHFAREHINEFALT, BEIFIRI—F—L, V=)L, 7OEAOSE, F—hX—
SAVETIRANTFUNY—C&>TI—o0— ROBHEAENLLET., Chid. AWS B
THE OE3BETT.,

BETFIRNU—

BEftchERBEMEOHZT77O0—FICKY, 7—OV0—ROBITZEEILT 2 EPEMN &
F—Lho BIT77 OV RNU—F—LICEK, BE, EA. ED>XATFTVANBLVUFEE. BIT
IV2Z7, FROYN—, BRCARATUNTHEETSD DevOps 7O7 IV IFIHNEE
NET, IVER—TFAAXTTVT—232R— 7 2)FD20~50% &, 77O K)—0OF
ZT7O—FILE > THREILTEDIRENEZ—2VTERENTVET, FHlICOVWTE, cod>T
OVEY NOBITT7 7O K)—IZBT B & Cloud Migration Factory 14 RESBL T EE
Wo



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html

AWS REFHAH A BEAOBITAWS THT2 K

BITXRT—&

BITEXTIRDEHICBERTTIVT—230BLTH—N—ICETRER. BITNZ—>2C
E, BB —EOBITART—ANYBETT, BITAZT—20OHEL TR, 2—TY R TT
FYN, EFIUTATILN=T. AWSTAHIZURNBENBYNET,

BIINZ—>

BITHE., BTk, BRCFERTIBIT7VIT—23 FER3Y—EAZFRTS, RETHE
BBITRAY., Hl: AWS Application Migration Service %Z £/ L T Amazon EC2 ND¥T% UK
ARLET,

Migration Portfolio Assessment (MPA)

ICBITIRLEHDEDRAT—AZRKRIATZ-OOEHREREITZFZA42Y—I)L AWS &
777 Re MPA &, FMBR—K7 # UAFME (Y—/N—0BUNEH 42T, MERFE. TCO
&, BITAARNDN) SLOBITTZ2 (F7VT—2320F—205HeT—2 &, 77
7r—23>000—71t. BITOBRIBUNST. $LVVI—TT7S227) ZRMHLE
T MPAY =)L (ATAVHABE)F. IXTOAWS OV HILEZY NE APNN—KF—O2%
LR R ERTRATEXRT,

BATERRRFHE (MRA)
AWS CAF ZERL T, MBI 7T REBRRICETZD AU A N ZEIEL, RITECEMZ4H

EL, BEENEF YV T ZEBORILEODOTIIIAVT IV BEIZTOEA, FHICOVT
F. BITERBRATAR Z2ZRLTEEZVL, MRA X, AWS BITEHHEOE-—RETT,

BITH

D—O0—RE ICBITIDEOHDICERATZT77O0—FAWS V5T R, FHICOVWTE, COA
FBED "TRsIVN), & THHEBZEHEL TABEEBRBITZNETS ) 2SBLTLSEETL,

ML

277 TEWFE, #BRLTIEE,
EXFA4E—3>

FW(LAY—FLERGE/IVDY)TTIT—232VEFDATZANTOFYEITIR
RNORBTHEIMDOHZEARAESATAICERL T, JANZHIBL, MRZEDH, 1 /R—
avEFALET, HFHEOVTR., "0 " F7UT—>3VzESFTAXT R0 DEE
AWS V7T R, 25RLTLKEEL,



https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/

AWS REHA XA BEAOBITAWS THT2 K

TR FAE—2 3 2 EBIRR T

BEBOT7IVTr—>3a>0FAFA4E—>3 0 0EBERRZHIL. RS, VARAD, KkEFERE
BEL, BBNChsOT7ITr—23 2 0FROREZEDEEENICHR—NTEZ L Z
RETZBOICKL DA, FFEOKRELT, B—TFYRT—FTIOFvOTINL—TUN,
EXFAE—2a T O0LAOHRBRBENAINAN—2ZFRLIZO—RY YT, BEEH
XYY TIRRIREHOTI>a>TIUNFBESNET, FMICOVWVTRE, b 0 "7V
T—2a2OESFAE— 3 VERRTOFEAWS 77T R, 282RBLTSEEWL,

T/ VY OTTIT—232 (E/VUR)

BRI EENLETOERZE X E—OY—ERELTETENDZTIVTr—>3>, £/
VOTTVT—23 VIRV DADRRAIBYNET 1 DOTTIT— a2 #ET VAR
VIVADRENREITRIHEER. T—FTI9F V286 ZAT—VUITRLBENHYNET, £
VDY OFTTVT—23 > 0RBBEEMELRRETS S CLF, O—RR—ANFKELED L
BHCIBEYVET, ChoDOBBEICHATRICR., NAOVOY—ERAT7—FT7I0F v ZFEATEE
T FMICOVTR, E/UARZNAVOY—ERICHHETE Z2ZBLTLKEZV,

MPA

"BIOAR—K 7 )AFME, ZBRLTSEE W,
MQTT

"Message Queuing Telemetry Transporty 28R L TS E&E L\,
LOTADE

BROVZAOFRAZERTH7OELA 2 2UELEOHERD 1 2ZFRALET), fIXE, #HF
BEFILYN., TCORRIER. BHE, EFOLVTITIAN?, . "ZOBEKRICES
THREBELOHZPERONTIVRBENTIN?, EA<ALPELIEHA,

21-8TNAVTZARNZOF ¥

KEID—OO—ROBEDAVISANSIF Y 2EFSERIVOEETDEF ). Well-Architected
AWS 7L—AD—o Tk, —Et., EEYE. FATWEEEZRDLEEZLEHIC, 1 Z1—527)
AT AN IOFYOERERARNTS9T 1A AELTHELTVET,

O

OAC

U]

"FAVDOTOEAODANO—)L) 28RBLTLEEL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS REHA XA BEAOBITAWS THT2 K

OAl

"FAVDOTORATAT T AT A1 ZZRLUTLKEZV,
OCM

EEEEEE, 2ZRLTSEETY,
F754 8T

BAZ7ORARICY—RT—Y0— REELE B BBAHE, COBEEH I A LFRE
B, BRGEETERVMEBRED—IO— KICEAENET,
Ol

TARL—=>320ffa) ZBRLTLILEEV,
OLA

TEALANILDZN, 2ZRLTLSEE W,
FTA BT

V—AD—VO0—REATSAVICETICE—TY NATFALILOE—TB8THEE. 7—7
O—RICEHESNATVWBR T 7V —232 @, BITHEEMELETSR ENTEERT, COHE
FEEADRALFEONSHEIBRTEOC LS, BEFEESAEREREOD—IJO—RIZHEH
ENET,

OPC-UA

"Open Process Communications - Unified Architecture; 2B L TS EE L,
F—7VTOERBE - HAT—FF79F ¥ (OPC-UA)

E¥M % — ~h X—3 3 > F Omachine-to-machine (M2M) BE 70 kL. OPC-UA i&. F—%&
OEEE{L, B, RTAF—LEHAHEEAEEEERELET,

ARL—=23FILARILTFTIT)—=X2 K~ (OLA)
H—EALARILTIV—=XU N (SLA) ZHR—KNTBEHIC, EOEENIT IIL—THFEVIC
RHEITDEEZNRTIHN ZHEICT SN,

ERERRRL E1— (ORR)
AVIFURNPHEENCEEOER, TME. P, FEEHEBAORNRIO>EBETHICEE

FTEIRANTZOTAADFIYII)AN, FMICOVTIE, AWS Well-Architected 7 L — A
7 —4% M "Operational Readiness Reviews (ORR); ZZBL TS &L\,



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS REFHAH A BEAOBITAWS THT2 K

ERTY /02— (0T)

EEIARL—32, B8, 1 V7 FARNSIOF v Z2HHTH-HICYBIRBEL EETS/\—R
DITBEREVTINIITIAT L, RHETE, OT EFHEAM (IT) AT LOHKEEAH . Industry
40 BROEBERTT,

ARL—232HE (Ol)

DTSIRTARL—=IAVEEFZFFARXRTH7O0CAICIEK.,. EEHFTE, A— N X—>23>2 ., HE
NEENET, HFMHICOVWTE, ARL—23aVEEHAR ’E*EEL/‘C<7L?‘5\,\
4B 45 o FIE R

HBAWS THIUN ADOITXNTO OINTHDA R N AWS CloudTrail 2OV ICERE TS, (C
& 2 THERE NI=EEH AWS Organizations., FE#FlE, MABICEETNTVWEIEAWS THU UK I
EREh, ETHIONOTIOTAETAZEBHLET, FMIC DV TEE, CloudTrail RF 1 X
YMNOHBEBOHDIERNZSRL TS EEL,

BT ESE (OCM)

AM, b, V=R =29 T0BERN S, FELBBIENGESXALEEZEETDILEOOT L —
LAD—2D, OCM IEk, ZLOBAZIEL., BITEECTAL, MEXEBOELZHIET S C
ET, HBNFLVSATALALEBOEREBITIDOZZELET., AWS BITHEE TR, &
SOREBATODIVRNIMBEBEBREZAODAE—RDES, COTL—LAD—DFAMTOEZ
L—23a> eERRENET, FMICOVTIE, OCM H4 R #283BL TV,

AV Fo+EATY NO—JL (OAC)

Amazon Simple Storage Service (Amazon S3) A>T Y ZRE TS = D, CloudFront ®F
Dt AFIBROEICATS a2, OACIEFAWS V=23, §XTO S3I/NT Y b, AWS KMS
(SSE-KMS) IZ& 2 H—/N\—fAIOBESt, S3/NT Y NADOEW PUT 8KV DELETEU VT A KM%
HR—MLET,

FVDSOTFIORATATT 47T 4 (OAl)

CloudFront @, Amazon S3 ATV % REITRDLEOOT IV LAFIRA TS 3>, OAl ZH
g% &, CloudFront 2", Amazon S3 (CRREEATEER 7D NI ZHERLET, REEEn i7"V
ONLE, SSNTY RO TV, BE® CloudFront 4 AU E1I—>3 2 ZNL
TOHRTIEATEET, OACEHETSRLTSIEE L, OAC TR, &KV FlZ, @k h
7Ot AD NO—IINFAIETT,

ORR

AZERRALELI— 22RBULTSEZ L,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS REHA XA BEAOBITAWS THT2 K

oT

TERTO/O— ZZRULTLSEEL,
T RND2 R (EfE) VPC

AWS IIWNFTAHIRNT—FTO0FvTR., PTVT—3> R SHKBRENIEZRY KO-

EHnEunE 33 VPC, AWS Security Reference Architecture Tlk, 77U r—> 3> &k V) LE
BAVR—XY NEORFEDA 2V R—TIA AZRETDLEOHIC, 1 NT R, PIRNND
VR, AVARIIAVOEVPC BEFERALTRY RD—OTF AT N ERETDEEZHEL

TVWERT,

P
TOEAFADERER

A—H—FLBRO-LINERATERT IV LAHAOLRERETS. IAMT U NILIZTRY
FEhd IAMEERD D —, FHICOVTE, IABM RFIXVNOT I EAFADERZSRL
TLEE L,

BAZBETESDER (PI)

EEREL LSS, FLRMEOBEET—FEBIEDEBLEBEIC. BAOETZEENICHAT
PEHICEATESHER. P OFICIK, BB, F/. EREBEREENFHYNET,

Pl

BAZSETEDEHRESRLTSEEL,
TLATVv Y

DZORTOATANRL =2 3 V#EOREAE, BITICEEITZEXEZRN)IAL, EFERS
NE—EORTY T, T7LATY OB, AVUTN, BEZVTY Y, FEREEEROES 4
AENEREZEATDILOICHELTOLARFIROEN B EOHRZED N TEEXRT,

PLC

7O AREZOY VA NO—F— Z5RLTSEEL,
PLM

"BEmT7A7 A4 O0ILER, 22RLTEEL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS REFHAH A BEAOBITAWS THT2 K

RIS —

TOCAFNEER (TFATVTATAR—ADR) S —%SR ), PUOEAZHGZEE (VY —

AIR—ANKR) S —%SR ), L OEBRNOIXNTOTHINCRITEIHERT IV EAHFT

% EZ AWS Organizations ( Y—E A NO—)LAR) S —%SB) TEDATDIT TN,
LZERBOKEM

T—RTIOEANEZ—URFOMOBHICEIVWT, N IO —ERADTF—RANL—DFY
/AP —Z@RISERLEY, XA VOY—EANFRUTF—RANL—IF 0 /00 —%FEAL
TWaEE, ERLOBENRELLEY, NTA—NXVAFBETIDAEENBYNET, X147
OY—ERAR, BEHCKREBEELET—FARNT2ERATRE, LUBRICRETE, NT74—
RVAERAT—ZEUT4AELELET, FMICODVWTR, XAIJOY—EATOT— XKk
DAL ZZRLTEZ L,

Rk 7 # U A

BITEFE IR O, FTTIVT—232KR—K7#VF0OKRE. 2. BEBUNSTEITST
OER, FHICOVWTR, "BITERREAA R, 22RBLTSEEZ L,

R EE

true ¥k 2RI VIVEHE, — M ICfalseld WHEREAICH V) £T
RESv 21T

BERIICOTIVADT—RE27AINEITI2T—EIR—AVIVREILFE. chilkl),
IL—=23FNTF—ER—-ADPSHEBLTLRETIXEN HB2T—FOENBLPIL. JTUON
T7A—=RVAABMELET,

TR MO-)

AR NOREZB<SLDICEFEAEEF2IUFT4OMO-), 203> MO—-ILIE,
XY RD—IOANDRET IV EARHFERLLKBVEEZH<HRBBROBHETT, FHHEICOWVWT
l&. Implementing security controls on AWS ® Preventative controlsZZ 8B L TS & LY\,

70N

TOYaVERITLUAWS . UDY—RETIEATED OIVFAT 4. COIVTFATAR

BE. . IAMAWS PADY KO-, £ I—H—0)L—N1—H—TF, FMOVT

E. IAM RFIXYROO—LCET2ABRLBSRNCHDZTUVINLESBL T EE L,
TSANY—INAFHA >

RR7OELA2BZBUTIT AN —Z2ERIDVATALAIVZTIIT7O-F,

P 82


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts

AWS REFHAH A BEAOBITAWS THT2 K

TZAR—RNEKARNY =2

1 D2BLEDVPCHDRXAZEZFDHT RXALAADDNS 2T JIZx L. Amazon Route 53 A
EDLDICKETHIHNICETHEHRERIFITHIATT. HFHICOVWTIE, Route53 RF 1 X
KD TT7SAR=—KNKANY—=2OFERL Z22BLTLSEETV,

7Or7 o747 ~O-)

FEEHM)Y —AOTF7OM4 ZH< LS ICEFFENEEF2UT4+ O NO—), chsOdV b~
O—J)Ek, O3 Z I8 )Y —AZAF vy LET, VY—AN I MO—JLICERL
TVWEWEE, 7OEDaZ JEhErtA, FHHICDOVTIEE. AWS Control Tower RF 1 X
R " OARO—=IIUT7LAAA R B "TEF2 VT4 RO—-ILOEE, ©

OF7 0747 00—, 28BLTLEEV, AWS

HWMZA4 7414 OIERE (PLM)

RET. BN, RENSRREABET, HROF—2ETORADTA THA VN EHIEDLES

B,

RERE

"R, ZSRL TS EEV,

Z7OYSATMREAROY Y 40> RO—5— (PLC)
HETEK, YOU02FEZXRVJL, BE7OLAZ8HtT2. EEEOESVERTREZIY
EJ—'}"—C“@'O

7O 7 NOEH
1 '30)M7°I:I>7°I\G)tHjJE}ﬂGDTEI‘/TI\G)AjJtL/'C{EFFJ LT, &WEBWVWLARAZHE
BRLET, COFEIFE, BHBERIRAIVEYTRATIZDEILEY, BRILAR AZZEY)IRLK

EXLRIGRLAEYIDEHICEATET, ChiZKY, EFILOLAR AOBEEBEEM
AELEL., SUFHTN-VF A RENEHBERIBSNET,

R&1L
T—2tY NAOEARR FZ7 L —ARIA—EBILEEMAZTOERA, RELCEEADTZ
AN —REIERAIEEXT, REMETNET—FE, KRAELTEAT-REHABETNET,
INT VY2118 T AU Z 47 (publsub)

RAOOY—EABOERPBEEZAEICTEINEG—2, AT—ZEUT1eRpEMZOLEE
£Y, LeaAld, NA4OOF—EAXR—AN MES TR, N/ 70 —EARRMBOIA o709 —



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS REHA XA BEAOBITAWS THT2 K

EANGTRAITATTERFYRILCARYMAYE—DZRITTEET., DATLR. 2F
B—ERAZZERTICHLOWNAIOY—ERAZENTERT,

Q
IIVTSY

SQLUL—23FINF—ER—ASATLADTF—RICT IV EAT R EHIEAThDFIEZED
—EOATY T,

PITVTSo0VTILy>a>
TF—BR—AY—EAOFATT A I A=, F—ER—-AREBILBEEODEEN MASNBHEIIC
BIRENWET VRN ERBEEORVS SO RBIRTD L, nlk, HEF. FIREE, RER
B, DJIUNTGA=BONA2TA2VTNEE, BLRUEF—EIR—ATIVSVOEHBENRRA
THHAEMENF BV ET,

R

RACIR NUY TR

EiE, FAEME, HHK, BH (RACH) 2ZRBL TS IEE L,
RAG

TEVBILRER . Z5RBL TS EEV,
SOYLIIT

REFRTTHETAVE I - RV AT ARLRF—AAOTF I EAETOY U T3 & 5085
Ehi, BEEOH3YTRIIT,
RASCIN KUY DR

B, SAEE, HK BH(RACH) ZZRLTSEZ W,
RCAC

MTEIOTOEATDY RO—)L) Z2BLTSEZL,
J—RLTUA

ARV EBERICERAENZTF—EIR—ANOIE—, 29IV EU—RLZUALZIL—FT12T0L
T. 74XV F—ER—ANDAEFEEHTEXT,




AWS REFHAH A BEAOBITAWS THT2 K

BERGET

"7Rsy ZZRBLTLEZ,

BiEZEEIRER (RPO)
BEOT—RIVANIRA 2V NDSORAFEEBETT, chickl), REORERINSH—
EANGHEhDETOBICHRTEDTF—RXBLROBEN REVET,

BEEIHRE (RTO)

H—EAOHKA SEIBRTORAFRELERE,
V770520270

'7Rsy ZSBRLTLSEETL,
V=3
WEHNTV RO AWS VY —AN0IL Y>3, EAWS U—23a &, MEEMH., ZEM,

MEEEERETH LD, B0 LEBILTOET, BEICOVTE, AWS U—3Y 77
HIUNTEATES 2IEETE, RBRLTILEE,

%%

BEZTFATAIHMETF £, IR, "CORBENRKSVOERTENDTLLS0?,) &
WOBEZRIDLEHIC, MEFBETTILE., REABETFILZEAL T, CORICETIE
HOBE(EHE71—MBE)CETVTRORGMMEEZFRHTEERT,

JRA B

"7TRs) ZZRLTLKEZ L,
)1J)—=2A

F7OA470LAT, EEEZABREICERESESD &,
BEE

'7Rsy ZZ2BLTLSEETL,
TS5YRNTH—LEE

"7Rsy 2ZRLTLSEEL,
BEA

"7Rsy Z2ZRLTLKEEL,



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS REFHAH A BEAOBITAWS THT2 K

B8 1%

B ERE RGBT AT T U —2 3 Ol BUAKET A FRRUNNUER, TEAE
MESETHEO—RNEEEEETT AWS 759 K, BMICOWTE. AWS 759K L
SYIVA, #BBLTEE L,

)Y —AR—=ADKRI > —

Amazon S3NNT Y R, IV RKRAU KM, BEAF—BEDIVY—-RICTRYFEniRII—,
CODRATDOR)—E, FOERBANEFAEATVWRD TV NI, YR—KREhTWVWB T
ay, TOMOBEINEZEEEELET,

RITEMEE. HREFEE. HELX. |REL (RAC) ICEIKIKNIUY IR

BITEBHEVZOREACEDDIINTOBEREORIEEFEZERL YNNIV IR, XK
DY OADZRIE, NMNUYIVRATERETNTVWHEFTOERE, 35HE5EF (R). SASEHE
(A), WHEC). BHREMR () ICHRLET, HR—KN Q) ZAT7TREAT>a>Td, HR—K%E
EHBE, TOIRNIYIRAFERASCIRRNUY OREFEN, HR—KNEBRIATSDE RACIY
NRUYORAERENET,

LRAR>>7I> 8O-

BEERXEFIVFTFAR—ATAUDPSORBRICOVT, BEZRIRSICERFTEhizt+1
7432 MNO—)L, F#MIC DWW T, Implementing security controls on AWS®Responsive
controlsZZ B L TS E&E L\,

REF

"7TRs, ZZRLTLEE L,
B

'7Rsy ZSBRLTLSEEL,
EVSHEERAE X (RAG)

LLM AL AR RAZERTRDEICNL—Z2 0 F—RV—AOABICHZBERTEDTF—XY —
AZZRIDERA TV /00—, EFEARF, RAGEFIIE, BOFLYSISR—AEEEFD
ABLTF—BOEIVTAY IVRRERTIDEEN HYVET, FHICOVTEE., "RAG &,
ZSRBRLTLSEETL,

A—F5—>3>

WEENRIBRICT IV ELATRDEEZRYREICTHEHIC, >—JL Y NEEHNICERT
3704,

R 86


https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS REHA XA BEAOBITAWS THT2 K

TESIOT U A% (RCAC)

TOERAN—LAFERE N, EXNTERHKE SQL REDOEM. RCAC F1THEREFINAIT
BREhTVWET,

RPO

"TEREIHER) ZZRLTSEE,
RTO

BiZEHEEESRBRLTSEETL,
STV

BEODRAVEEFTITHEHICHXELFHELFEHLENE—ENOFIE, CchsR@EEE. T
S—ZOEVREREXPEIEZASBILITDEHICEEETATVET,

S

SAML 2.0

Z<OID7ONAA— (IdP) FEALTVWBA—T VAR A —R, COMEEZFERTS &,

J7IFL—TFTA4YRIVIINGFA A2 (SSO) FEMICED ., I—HH—RFHABROIXNTO

I—H%—% IAM THERLBELTE, AWS Management Console (ICO%7 4 > L f=+) AWS API 7

RL—=23VERTHEITENTEET, SAML20R—AND T IFL—3a 2 0FMICOVT

. IAM RFIXDRMDOSAML2.0RXR—AND 7 IFL—23a IOV TESRBLTLKEEV,
SCADA

TERIRO—-LET—Z2EE, Z2ZRLTSEEL,
SCP

—EZAORO—I)LR)— ) ZS5RBLTLSEETL,
=LYk

EE{tE NEFEX THRET S AWS Secrets Manager/VAD — R 1 —H —FRiHEHE £ O BHRE
BELEHRGEER, >— LY NMEEFDODXRTF—ITERENET, >—TL Y MEE.
NAF VI, 1 D2OXFEY, FERFEEBROXFEIICTDENTEET, FHMICOVWTIE, Secrets
Manager RF 1 X2 h® "Secrets Manager >—2L Y NORABL Z25BLTLKEEL,

LB EFIUT A

RRZ7OEALABTEFIVT A ZERBIRIATLAIVZZTIUJT70-F,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS REFHAH A BEANOBITAWS TAT U~

X2V F4220O-)

BRT7UVZ—I&LDEFIUTARBUEOERAZL, BE, BRIZLO0, EMEEFLEEE
BEFOA—RL—=IN,. EF2UFTF«>O-IICE. FBHH., B#EW., KW, 707974
TDADODDEBRRATHHBYNET,

¥ 117 181t

TRYODH—TIAZKROTHEANOMUEZEHZ7O0EA, COTAOEAILCEK, FEICHES L
)Y —ADHIER, BNMHEERNETDEFIVTAORARNTZITAADRE, RET77 M)
RNOFREBBEOEML, EV2LETOIIVHFEENATVET,

Security Information and Event Management (SIEM) > A7 A

EtFIVTABEREE (SIM) EEFIUTF A ARV NERE (SEM) DY ATLEZBRZEDE Y —
LEeEH—ER, SIEM AT AR, Y—N—, XY RNT—=D, FNA1 A, TOMHY—AHLS5T—
REPRE, EZRVT, LT, BRERXEF1UT1ERZREL. PT7—FERELE
£

EFIVTALARYAOBEEL

EFIVFAARVNCEBNIIRBZERLRIBEITDLSICEFTE L, BERERET L7707
ShEanizT7o>3a>, chsOEBER, EF1VTAORARNTSIVTAAZRETDIOIC
B ORIHME SR AWS £F1UF 402 RO—JLE LTHELET, HBBET Y
2arofle LT, VPCEF 1T ATJIL—TNDEE, AmazonEC2 1 VARV AND/NY F
HA., RABEBROEFHEEN BYET,

H—N—AlOES1

EEXT,. ThAWS OHY—ER Z2Z(TES ICRDTF—RXOEE{t.
H—E R hO—JLK > — (SCP)

AWS OrganizationsD#EBEAD, IXTOT AV NOT IV EAFTZ—TWICEE TSR

2—, SCP &, BEBEN I—H—FLEO-INICEETHDTO>avIC, i—RL—IZzE&L

2V, To2avoFRZFRELIEZYLULET, SCPIF. FHUARNELRFERTVANELT, &

ARLEFELETDIH—ERARTIAVZEETIRICEATEERT, FMEICOVLWTE. AWS

Organizations RFIXhO "H—ERXAORO—I)ARD>—, ZZRLTLEZ,
H—EAI>Y RRSV K

DIVKRURAZ MO URLAWS DY —ER, 2—7Y NY—ERICTOJZLTERTSIC
k. I>RRAPZEALET, FHICOVTE, AWSE2ROUTZF7LAD TAWS O —
EATIVRRA b ZZRLTLSEE W,

S 88


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS REHA XA BEANOBITAWS TAT U~

B—EALRILTITU—X2 K (SLA)

B—EROTYTRALRNTA—IVABE, ITF—LFBERCERYETIENRLELDE
BRLEAEE,

H—ERALARLA ST —& (SLI)
IS5—%, TAM. AL—TY R EE, H—ERONT +—3 > AMEORE.

H—E AL AJLOBEE (SLO)

B—EALRILDA VDT —RICL2>THEE WD, Y—EADREZRTZ—T Y RNXKNUY
Ao
BEEHBAETIN

DZ20ROEFIVTAEAVTTATUAAWS ILDOVT EH/BITRERZHBITZET ),
AWS BT RODEFIVTAZEBHLETYN, BFRREIZIVROEFIVT A ZEBIHLEK
Fo FMICOVTR, EEAEETILESRLTSLEEZ L,

SIEM

TFIN)TABREANRRNEBATLZSRBLTLSESL,
¥ —EEQ (SPOF)

SATLETH TR AREMEOHZTITVT—>3 201 DOEELIOR—FX NORE,
SLA

TH—EALRILDOZN, 2ZRBLTEEW,
SLI

"H—EALRILADT—5, 2BRLTSEEL,
SLO

TH—EALARILOBEE, #8BLTLEEV,
Z7UY KNPV RY—REF)L

EAFAE—32T7OAVIIRNORT VT EMEDI=HDNE—2, FilgecRRY ) —
ANERENDE, AT F—LRBREATHLVERT—LZERLET. chiZk, &
BEROEBOREDET—EADILER, FROYN—OEEMHO@MLE, AREA /R—2320H
R—RCRIBEERT, FMBICOVWTR, "o @ " TTVT—232%FEFTAXTRH1-HDERE
M770—F AWS 75T R, Z25RLTLKEEL,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS REHA XA BEAOBITAWS THT2 K

SPOF

BE-RELKZZRLTISEZL,

AR —AF—X
1 D2OREBRTT7IONT—TILEZERALTRNS YO a3 F—RFEEAET—2E2REL
DREQNEBTFAX AT 2ERALTITF—XABHERETDT— QN—ZMHE
B, cOBER. T—FVIT/N\NVAFRERESZRAATIDIAOBNTHEATEXRSIC
BEFEhTWET,

strangler fig /N\&X—2>/

LAY —2ATALNRLEENDET, DATLMEZERBENICEENATEEMADZLICK
W, BE/VDYIDATLAZERSFTAXTBT7O0-F. CONEZ—2 R, BEOEKAHISIEZE
BRREE, BRNICZTOBEZERIAA, BEILEH 2 TRDZAFZIDOI2E2HZTVET,
TONE—2, BE/VIYVIIRTLREERADEED IRV EEET S 54 LT Martin
Fowler IC&V)REBENELLE, CONZR—2OBRAFZOHIICOVWTIK, O F7F & Amazon
AP| Gateway Z L T, #£3X® Microsoft ASP.NET (ASMX) VI 7 H—E A ZERENICER T
AXEBBLTLEEV,

BTy KN

VPCH®D IP7 RLADOERE, Y7V ME. 1 DOTRAFZEVTA—V—VILFETIHE
FHYNET,
BRI MO-I)LET—RURE (SCADA)

HETE., \N—RIOITFEVINIITZFERALTYETEY NeEABERBZE-XVTT3
AT b

XFREE S 1L

—RDOESEBESICRALUF—2FATHIHESHLOTILI) XA,

’éﬁk?ll\
A—H—e0®YRY)Z>I21L— MU TEENSBEZRELEY, N7 XV AZEZX
DO ULIEYTBIFETIATLAZTANLULET, Amazon CloudWatch Synthetics Z{ERA L T
ChSDTANEZERTEET,

SATFTLAZTOVT

LLM 2OV THFAN, BR, FLEEAMN RSV Z2RHELTBHEEETRTZFE. 2ATAL7O
7 RE, AVTEFARNZEREL, I—H—EORYBRYDIL—ILEZBITEIDICRIEET,



https://martinfowler.com/bliki/StranglerFigApplication.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html

AWS REFHAH A BEANOBITAWS TAT U~

T

tags

AWS VY —RAZBEIRIODARTF—RELTHETEIF—EEORT, 2T, VY—R
DEME, &l BE, BRE, 71N RVTICRIEET, FMAICOVTE, TAWS DY —R
DEITHT 2ZRLTLSEE W,

2—7Y NEW

EESNEMBEBTAERNTALLSELTVAE, Chid, RETH OCEEELET.
BlziE, WERETE. 25y NEBARRORRTHS THEN B ET,

2AT AN
STV ODEMRREBHTHESLERENDY )L, RRAVUANCR, ST Y o0

BELRTIDHBEDHD —MBABCRATIDVAREBEATVET, BF—RHUBEZATICE, #
EFERE, EE, EPRANIEETATVLERT,

TANRER

"RIE, BSBLTLKEEV,
NL—Z=24

BEROBHZEETINCEEIZT—RZRHETZ L, NL-Z2VIJF—RICBEELVWER
AEENTLVRRBENHVET, FRTILIVALBRANT—EEHER—TY N (BEENF
ALEVWER) ICNYEYTIRDRNL—Z2TF—RONE—2ZELET, ChsoNE—
VEFVYTTFYIDEBEBRETINEHALET, TLT, SERIEBRFEBET N EZEAL

T Z=TYRFDASBVWHLVWTF—ZTE—T Y N ETRTEXRY,

NSOV NTF—RNDIA
VPC EAVTLIAZRY ND— VR MBEEKRITHLEOICEATES, XY NT—O0OFH#/N\T,

FMICOVTIE, AWS Transit Gateway RFIX KD "RV RNT—RDVIAER, 25
BLTLSEZL,

NZ2OR=-ADT—070—

FROY N~ 7 5> FTREEO—NILEEL RLTTFARNL, TOEBEEX(2T 5>
FIR—ITBTTO—F. XMVT U FRTO%, WRBE, FABNRE. FERBECAD
t TIERBEE hET,

T 91


https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html

AWS REFHAH A BEAOBITAWS THT2 K

I—H—IZ4X1 2 T AWS Organizations B K EFZFNDT AT NTHBRA TR AV ERTITR 1=
HIEELEY—ERICT VAT EZNFELEFT, FHEY—ERR., Y—ERICV>Y
ENEO-NEBEBREEZCET AV NIHERL, I—F—CRDOTEBRAIVZRITLE
Fo FFMICOVWTR, RFI1 X2 KD "Using AWS Organizations with other AWS services AWS
Organizations J ZZBL T &L\,

Fa1-—=-49

BRFBTTIIOBEZOLEEZ O, 8FERONL—Z2VIJ70CAOAEZZEET S,
BIZE., BEBRAIEHMEBETILENL—Z200331CR1. IRILAFTFEY hZERL, TR
ZEMLET, ChSsOATY 7, EBRDRETEHRERYERLT, EFILERELLET,

Y—EHF—L

2HMOEHYTES CENTEDBLSSWNERE DevOps F—Lho Y—EHFF—LADOHRETE, V7
ROITHRRICSEFZIATRL—23aVICREBESEANBRENET,

U
TREEM

FARMEEETI)IOCEMZBESARMUN HD, TER, T, LRI RAOEREZET
B, THREMICE, RD2 2024 THFHYET., RERNTEREMERE, Ronk, T2k
T—RILEI2TEIERIETh, ARMNTEREM ., T—R2CEAO /A XEFUHLEICLST
BlERBCENET, FHICOVWTR, REFEATLALETATHEMDEEN H(A RESR
LTL<EZW,

RKAMBEERARD

—)7TF4T0EEREN, T7U5—23> 0EREERICEMESD, T RI-—H—
CEENGZMEZELSESBA LY, RELOBUEZELESLEY LBEWVEETT ., K21k
BRAAIOBEL T, FAE. XTFAR, FYNITATSUOZUTRBRENHYYET,

LVERE

222 TR, EBRLTEE L,

u 92


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS REFHAH A BEANOBITAWS TAT U~

Vv

N*¥1—327

ARNL—CEBRBLTNIA—Y U AEMLEERBEDIC, EATHBICIU—2TYTERT
5F—BAR—AD XY TF > ARk,
N—a>arho-)

VRS KNUADOY—AODA—RAOEERE, ZEEZEHITZ7OEAEY -,
VPCET VY

T7Z2AR—=NIPT7RLAZFEALTCNS 74V 0% —TFT1420TES, 2 D20 VPC BENDIE
fro FEMIICOWVWTIE, Amazon VPC RFIX RO TVPCETH#EEL X, 2B LTLKEE
Wo

fle 551

SATLOEFIVTAZBAIVINIITEREF/N—RITTORME,

W
DA—LFrYYv1

BMBEILT IV EAETNBEHOBETF—RZS8C/NYT77Fvyv> 1, F—ER—AA VARV A
BNYT7HF+v+v221h8, XAVAEFEVREZTARAIASL)ERVEBTHRMKE 2175
CENTERY,

DF—LT—23R
TOEARBEODEWT—2, COBEOTF—2%20ITUT35E,. BEFEEICEVWIIVUTE
BEHYEFEA.

4> RO
BEODLI—RICEETZITOITIL—7ICRLTHEEZETTS SQL B, V1> RUBEHK

. BBHFHOHEY, REQOTOMEMNUEICEIKTOEADTIELABEDRZ AT DLEIC
RIABET,

7—270—R

ESRAMEZELESTIVY—AREO—R @EEAFT7VTr—>32» Ny I R7OEA
B E) DHEEFR,

\ 93


https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS REFHAH A BEAOBITAWS THT2 K

D—D0ARNI—A

BENDZAVEY NeBETRIBIT7OSIIONNOBEIIL—T . ED—VANI—LRMY
LTVERIAN, 7O I MNAOMBOT—T AN —LZHR—RLTVET, L&A, R—
N72VFAT—=DVANI—LR, P7VT—232 0BEIBNMNS T, VI—T5HE, $LUBT
XBF—ZOREEBVHLEXT, R—RT7AUFD—IVARN)—LR., ChESORBEBITT—
DANJ—=LTRRAL, Y—N—&TF7VT—232BITLET,

WORM

TWrite Onces . "Read Many, 2B L T E&EW,
WQF

AWS "J—J0O—RFBEZL—LT—01 25RLTLEEL,

write once, read many (WORM)

TR 1AEERAK, T—ROHIBRPEEZH<SANL—JETI, AREhLI1-—H—&,
BERBRBIETT—REZRIMBDCENTEXRIHN, EEIDI LR TEXREA, COT—RA
NL—2AVT7ZARZIVFYRAZTI—BRTIVERBENET,

Z

tOF4IVA70OA4 b

EOFMESEHEZFAITIRE, BERFIILIIT,
EtO7 1M

KRB ATALETBDRERORMELEIEEM. BRT IR, COLSXHEHELEZFA
LTSATLZREIZARMIBNET, ARER, F<HBOBRTHRBEICKNERT,

tO>avy h7O27 K
LLMICRAVZRTIBFIREZRBELEIAH . RRIOHA RERIDH (23 v b)) BHY R
BA. LLMBE, BRIRNL—Z2VTFAOARBEZEALTRAVZREBEIDILENHYET., EO
2avy hN7TOY7ThOBEMER., FRAVOEREETOVTNOREICEI>TEBYET, &
AV hTOYT R EBRLTLEE L,

VETTIr—>3aY

T CPU B RV XEVEARN 5% REOT 7V r—>3>, BEI7O02T7KTR,. Chs
DTF7TIVTr—23a2ZRLETEION—BRHNTT,

z 94



AWS REFHAH A BEAOBITAWS THT2 K

BREEBBRICL)RETATVER T, BREETAECBRANBERFROBTHEE, T —RELEF
BErX®256a. RERIFIBELET.

XCV



	AWS 規範ガイダンス
	Table of Contents
	複数の への移行 AWS アカウント
	対象者

	マルチアカウントアーキテクチャへの移行の目的
	シングルアカウントアーキテクチャの例

	マルチアカウントアーキテクチャに移行するための基本的なフレームワークとセキュリティの責任
	AWS Well-Architected フレームワーク
	のクラウド基盤 AWS

	マルチアカウントアーキテクチャへ移行するための ID 管理とアクセス制御
	組織を設定する
	ベストプラクティス

	ランディングゾーンを作成する
	ベストプラクティス

	組織単位を追加する
	ベストプラクティス

	初期ユーザーを追加する
	ベストプラクティス

	メンバーアカウントを管理する
	既存のアカウントを招待する
	で VPC 設定をカスタマイズする AWS Control Tower
	スコーピングの基準を定義する


	マルチアカウントアーキテクチャのアクセス許可とアクセスの管理
	エンジニアリング文化の考慮事項
	許可セットの作成
	請求に対する許可セット
	開発者許可セット
	本番稼働用許可セット

	アクセス許可の境界の作成
	個人へのアクセス許可の管理

	マルチアカウントアーキテクチャのネットワーク接続
	VPC の接続
	アプリケーションの接続
	ネットワーク接続のベストプラクティス
	エグレスの一元化
	送信トラフィックを保護するためのベストプラクティス

	イングレスの分散化

	マルチアカウントアーキテクチャのセキュリティインシデント対応
	Amazon GuardDuty
	ベストプラクティス

	Amazon Macie
	ベストプラクティス

	AWS Security Hub
	ベストプラクティス


	マルチアカウントアーキテクチャのバックアップ設定
	マルチアカウントアーキテクチャに移行する際のアカウントの移行
	AWS アカウント間でのリソースの複製または移行
	AWS AppConfig 設定と環境
	AWS Certificate Manager 証明書
	Amazon CloudFront ディストリビューション
	AWS CodeArtifact ドメインとリポジトリ
	Amazon DynamoDB テーブル
	Amazon EBS ボリューム
	Amazon EC2 インスタンスまたは AMI
	Amazon ECR レジストリ
	Amazon EFS ファイルシステム
	Amazon ElastiCache (Redis OSS) クラスター
	AWS Elastic Beanstalk 環境
	Elastic IP アドレス
	AWS Lambda レイヤー
	Amazon Lightsail インスタンス
	Amazon Neptune クラスター
	Amazon OpenSearch Service ドメイン
	Amazon RDS スナップショット
	Amazon Redshift クラスター
	Amazon Route 53 のドメインとホストゾーン
	Amazon S3 バケット
	Amazon SageMaker AI モデル
	AWS WAF ウェブ ACLs

	マルチアカウントアーキテクチャに移行する際の請求に関する考慮事項
	結論
	寄稿者
	リソース
	AWS 規範ガイダンス
	AWS ブログ投稿
	AWS ホワイトペーパー
	AWS コードサンプル

	ドキュメント履歴
	AWS 規範ガイダンスの用語集
	数字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

