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Terraform AWS ZVONA FZ —%2FEH T2 E=HDRARNTZ
9714 R

RATIN- E¥>, PRIV 717 ¥—ER, 27 DevOps - AHILZ K (AWS)

2024 F5 B (RFIXVNER)

T Terraform Z{# M L T infrastructure as code (1aC ) 2B 32 &, —EM, E¥a2UF 1, BEH
NDEEBEENDEELRNT AWS BN ET, =L, Terraform DRENDH A A EME A KEL
BBRICOINT, BELNRZBEFILEOICRANTTFIOTAAILRDS CENEEICKYFT,

COHARTE, HS Terraform AWS ZJONA A —ZFERATRLEHODOERRANTZIT 14 AICD
WTEBA L £ HashiCorp, < ZTlk, T Terraform 2&i#EL T2 O OB H/N—23 22T,
X174 8O-, VE=RMNNYOIVR, O—RR—=2ZA%E, A1 ”-7470N/45—
COVTHBALET AWS, £330 Tl BTFORARNT TSI T 4 ADEA QM DLW TH
BLEI,

« EF¥a1UT4

« NYOTIUR

« J—ROEFRBE L HE

- AWS Z7ONA 8 —DO N2 EE
« AX1=ZF74F21-)

B

COHA REE, Terraform AWS 7ONA A —ICBHT R ERLOHMBZ RO, EFXF1UT 1, FHE
M, AVTSAT AR, AREOEEMICETS 1aC DRARNTSIVT A AILRKS CETERTE
PUTOEDZABEICHLTZDICKRIULBEET,

« Terraform 7O TV R TA 2V T7ZARNTIOF ¥ I—ROmBEE—BEMfZ@OLEEET,

s AREBOAVR—FTA4TZMEL, 1V 7FANTZIOF ¥ A—RICZEMTEDKSICLET,
s AVTTZARNTUVFYORRLEZEFEICKY, ESZXANKRBHEZEHET,

s AVITARNTZUFYTOERICEETD IS —EZIRALZHRBLUET,

c 1aC DRARNT ST A AR APTA VT ZANTZOF Y IANZREILLET,

« RANTZUV9T 1A ADREZBLUTCL£ENEEF1I )T 1 hHZRILLET,
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https://registry.terraform.io/providers/hashicorp/aws/latest/docs
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—7. DevOps T 7T, YU1—23a>F—FFTU K, Terraform ZFEALTAWS 17T A
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B

Terraform 7°’0/N 4 X —I&. Terraform /& £& £ 7% APls, Terraform AWS 7'00/N 1 & —

(&, Terraform T AWS infrastructure as code (laC) 2B 32 b D LR TSI A4 T

T, Terraform 3% AWS APl J—J)LICE#®L T, AWS DY —R&ER, TixELY), FH., HIER
LE9,

AWS 7’ONA A —I&, FREE. Terraform #3X M AWS APl J1—)ILADOZEHR, LT TOUY—AD
7O a”-> J % uB L ET AWS, Terraform provider1—R7OY Y& B L T, Terraform
AAWS APl EDOXR VRV ICERTZ7ONA A —T 5042 2R ELE T, EHO AWS 7°0O0/N(
A—7OYVEBRELT, BBDAWS THIVKN BRPV—23 20 VY—AZEETEET,

LT, TAUFTATERO AWS 7ONAF—7 Oy V=2 FERALT, BloV—>3>eETFhor
NZL 7’ A %&# D Amazon Relational Database Service (Amazon RDS) F—2X—AZEET
% Terraform FREDHITT, 724XV 7ANA X —EHFVT7ANA T =&, BB S AWS
Identity and Access Management (IAM) O—JLZ5|ZZ 17X 7,

# Configure the primary AWS Provider
provider "aws" {

region = "us-west-1"

alias = "primary"

}

# Configure a secondary AWS Provider for the replica Region and account
provider "aws" {

region = "us-east-1"

alias = "replica"

assume_role {
role_arn = "arn:aws:iam: :<replica-account-id>:role/<role-name>"
session_name = "terraform-session"

}
}

# Primary Amazon RDS database
resource "aws_db_instance" "primary" {
provider = aws.primary

# ... RDS instance configuration

}

# Read replica in a different Region and account
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resource "aws_db_instance" "read_replica" {
provider = aws.replica

# ... RDS read replica configuration
replicate_source_db = aws_db_instance.primary.id

}

COPITE. UATORSIZBE>TVET,

- &¥lDprovider70OY V&, us-west-1U—23>07Z54XY) AWS 7ONAZ—%T (")
T A THRELFEIprimary,

- 2&H Mprovider7OY V&, us-east-1U—23>otA A ) AWS 7ONA X —%T A
TP A TERELEIreplicao cOZ7ONAE -, B0V =232 ETHIOUNITFA4X
)F—BZR—AD)—RLT7VDEERTDEHDICEAETNET, assume_role 7OV VI,
LZ7VAFTHDROIAMO—L%35|EZF3LOICEAEAET, &, BlEZF3 IAM O—
JL® Amazon )Y —A%X—LA (ARN) role_arnZEEL, Terraform vy > a> o —EnHE 5
Fsession_name T,

« aws_db_instance.primary UV —Rlk, U= 3> Oprimary7ANA X —2FEALTTS
4 ~') Amazon RDS F—ZRX—A &R L EJus-west-1,

« aws_db_instance.read_replica UY—AFk., replicaZ’ONAX—%&FERHL
T. us-east-1U)—23VICTTFARXVTF—EIR—AD—RL T HZERL T
¥, replicate_source_db BHEprimaryF—2X—AN ID #5BL£T,
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Terraform AWS 7ONA X —%=Z£IZFERATDICE, RBEE. 72RO MNO=), EF¥21UFT4
ZHEUICEETDCENEETT, COEIV23I VTR, UTICHETIRANTZI9T1 AOEEZ
MBALET,

s RAPBETIVEAO IAMO—=I)LET VEARHFHA

c AWSZHIVKREVY—AANDFET IV AZM< O OREBFHRORE

s BERF—RORBICKRIUDVE—MREOES{L

c AVITZARTZUFYEV—AO—RODAF YT UVICKRDBEZIADKEE

« UJE—RNAT—NARNL—20OT7 2R3> O

« HNFTUVAH—RL—IILZRETR OO FRILARDS—DER

CNSORARNTTIOFT14AICRES ZET, Terraform ZFEALTAWS AV 7SARNTIOF v %28
BIZBOEF1)T1h&l 28t TEET,

H/MHEQRBICHRES

ORI, I—Y—, T7OtA, FLERZATLANEBERLUEBEZRTIDEOCHLEERIR
DT IV EAFANHKENETEZ e Z2EIELTNZEFIVTARATY, ChiF, 7OEAOU K
O—-)OFBENEHETHY, FETIVEARPEENE T —XEELCAITEZFHETT,

BPMEFEORAE, Terraform A2 SO R7ONA A —ICRH U TCRIALTTF Va0 2RTITDHE
ICEEFRTD LD, COEI>a>TcRrREHEEBEAETNET AWS,

Terraform ZHALTAWS UY -2 7O a - 98 LU0EEBTZES. APIO-ILETS
EODOEYBT IV LAFAEMBEETDITAT74 (A——FEO-) ICRD>TEHELF
T, PBELCEDBEVWE, ERBEXFIUFTAVAINELUET,

« Terraform ICRHEBRT IV AFNE2EADE, BERUABVREIRAICK > TEERLLLBVEEXH|
BRAITHONDAREMN B V) E T,

- BEICERBTOVEAHMIE., Terraform RET7 7 A I F - ERABBRF BET N I-HEEOELEE
HaELFET,

s BIBIEICHS LR, BIROTIVEAZHATHEHOOEFIVTFAORARNTZIVT1AE
BEI O 7T SAT O ABEHICIEERLET .
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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
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IAM O— )LD ER

Terraform AWS Z7ANA X —TEF1 )T 1 2@ T B LHIC, TEELKRY IAM I—HF—DKb V)
CIAMO=)ILZFEALET, AMO—)LIE, BBNICO—F7T—232 935 —BWNEEF2I VT4
AEHRZRM TR0, RENET IV EAF—Z2EEIDILENBL<BEYET, O—ILEF. IAM R
) —ZBUTERETIVEAOMNO—-ILERHLFT,

IAMARD S —ZERLTRNMNEET IV ERAZNFETS

AM KDY —2EECHELT, O—Le1—F—FI—o0— RCABEZRPMROT 7L AHT
DEY NOIZERIESICLET. ZORUS—ASHBL. HTEhEY—ERETIY V2R
JRUBMLET, ChEFSICR, RTOFEEEALET,

 IAM Access Analyzer ZBMICL TR —ZFHEL ., HIBRTEDRFERAOT VAT Zz@FHA%
~LULET,

« RUD—ZFHTHRIAELT, O—I)IL0BEBHNOEFICTF IR MEEZ TN THIBRLE T,

c IAMAR S —ZBHERTREALT, PTOELAFTOERZHRILLET,

BEYICBEENLARID -G, D7—VO0—-ROBRAZEKIZLEHICTIBT I EAEZNEL, T
NUEDOT O EARHFALERA. ARL =23 VLRI TTIZaVZERL, BENDJUY—AT
HEZ APIs N\OFOFHL DA ZFATLET,

CORARTZIVTAAIRS LT, HEEAN BRI, BEOSBERZNMNETIEALEVS
EXNBEFIVTARRANERAENET, YBLRHUT, -7V ZHRBLTERTT IV AZHIR
TRINOTREL, BBADA—T VBT I EAZBRYICHBLET,

O—NREEAD IAMO—)LZ25|EX T3

Terraform ZO0—AHI TERITTHEEF, BT IV ELAF—ZRELBEVTLSEEZ VL, KDV)
. IAMO—=)LZEFRAL T, RENARAEREZNHIDICEAL, BETIOEAZ —RHICH
5U%7,

9., BDELBFPROTIVEAFAZHE D IAMO—-)ILZEKL., I—F—THIORNEERT Ii‘"
L—>3> DA IAMO—IZ5|ZR TR EZHATHEHEBRZEMLET. chiZ&kY),
LWO—KHNEERANFATEIhET,

EEERR)S—0F :

IAM O—=)L0EHA 6


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-generation.html#access-analyzer-policy-generation-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_variables.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use.html
https://aws.amazon.com/blogs/security/how-to-use-trust-policies-with-iam-roles/
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/terraform-execution"
},
"Action": "sts:AssumeRole"
}
]
}

XIZ, aws sts assume-role AWS CLI N> RZETL T, O—/LOEFEHEIHEOE VRIHERZHE
LET, chsORIERIIEE 1 REBEMTY,

AWS CLI Y > ROl :

aws sts assume-role --role-arn arn:aws:iam::111122223333:role/terraform-execution --
role-session-name terraform-session-example

ONY ROBEAICE, ROFBIAECEATEDZ T IV EAF—, —IL Y RF—, H&TEY I
N=O2UHFBENTVWET AWS,

{
"AssumedRoleUser": {
"AssumedRoleId": "AROA3XFRBF535PLBIFPI4:terraform-session-example",
"Arn": "arn:aws:sts::111122223333:assumed-role/terraform-execution/terraform-
session-example"
},
"Credentials": {
"SecretAccessKey": " wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"SessionToken": " AQOEXAMPLEH4ao0AH@OgNCAPyJxz4BlCFFXWNELOPTgk5TthT

+FvwgnKwRcOIfrRh3c/LTo6UDdyIwOOVEVPVLXCrrrUtdnniCEXAMPLE/
IvU1dYUg2RVAIBanLiHb4IgRmpRV3zrkuW]0gQs8IZZalIv2BXIa2R401gkBNObkUDNCIiBeb/
AX1zBBko7b15fjrBs2+cTQtpZ3CYWFXG8C5zqx37wnOE49mR1/+0tkIKGO7fAE",
"Expiration": "2024-03-15T00:05:07Z",
"AccessKeyId": "ASIAIOSFODNN7EXAMPLE"

AWS 7ONA S —Fk, O—-IL D5 ZZT2EBNICLAEBTEEETEET,

O—A)LFAEAD IAMO—)LZ5|EZ T3 7


https://registry.terraform.io/providers/hashicorp/aws/latest/docs#assuming-an-iam-role
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IAMO—)LZ5| 22 F270ON/X—FREDH :

provider "aws" {
assume_role {

role_arn "arn:aws:iam::111122223333:role/terraform-execution"”

session_name

}
}

"terraform-session-example"

ChiZkY), Terraform Y2 3> OHBICKH L TOKARIEES MI-ERS TEEhET, —FF—
., Y2 a>oRXEHEEICEBNICEHRINICED =S, V—OTEEEA,

CORARNTZUVT41AOERZBFRICKEK., ERHABAORVTZ IV EAF—EcBLEEFIUT10OME
E, BMFEOO-IINICHTZDEDMALBLT VLA NO—)L, IZI—)L(DJ 7'|Z7\nq:—.fE FELT
TOELAZEEICEV) BEIREBZREN BYET, IAIMO—IILZFEATRE, >—ILYRZERADY
ThEEETFARAVICEZERFIDIMLEELLLLBD LD, F— L\F'?I'CTerraform"“""‘EztéL_,\ﬁ'C

EFT,

Amazon EC2 SREEIC IAM O—)LZ2EH T3

Amazon Elastic Compute Cloud (Amazon EC2) 4 > AR > AN S Terraform ZR1T T 2B & .
EHﬁE’JKE BEEHRZO—NDILICRFLBEVTSEEZV, KDYIZ, IMO—I)LEA AR A7 O
774 ZERALT, RMEFEOT IV EAHFTZEEBNICHFELET,

£, BPROTIELAFTEZR D IAMO—ILZERL. ZOO—-LEAVARA7O774)

CEETES AVARATATTANICEKY EC2AVARYARGO—ITERENLET D

TAFAZWHETERT, R, TOAMAZRVATAT7TAIINZEELTA AR AZERELE
o AIVAZVAR, TRYFENEEO-ILZBLU TRALENE T,

Terraform ZRL —> 322 ETFHC, O—IDFA VAR AXART—RICFEETD & 2 ER
RIEBMA EEICHRE N EEZERELET,

TOKEN=$(curl -s -X PUT "http://169.254.169.254/1atest/api/token" -H "X-aws-ec2-
metadata-token-ttl-seconds: 21600")

curl -H "X-aws-ec2-metadata-token: $TOKEN" -s http://169.254.169.254/latest/meta-data/
iam/security-credentials/

COT7TO—FICKY), KEMNBEAWS F—Z2RATUT KR A AR AKD Terraform FRE W /\—
RO—F AT TRIHENBLLBYET, —BRERBHRE., 1 A2 A0O0-)LeE7O774
JLZELU T Terraform A" EBHICFIETESD LS ICEVYET,

Amazon EC2 S83EIC IAM O—)LZ2 RT3 8


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_use_switch-role-ec2_instance-profiles.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/instancedata-data-retrieval.html
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CORANTZOTAADOELRZFACE, RENGRIEERICEITZD X2 )71 0@E, BEEE
BEBOF—/N—AY ROHRE., BR. TAN, ABREBO—EMHEENFHYET, IAMO—)L
SRR, BBSET O RAZBRLABN S, EC2AVAZ AN S5® Terraform 2T 2 EHELLE
9,

HCP Terraform 7 — 9 AR —AICEINEELIESHREER T

HCP Terraform |& HashiCorp ARt 5 Y X —2 RHY—E AT, F—AAH Terraform ZFEHAL THE

BOTAS IV RNPREICDIEDTAVIZANZIVFv27OEDIZ VB LVEETED LS
ICUE 9, HCP Terraform T Terraform 21792 & & (&, BWREIEHREFEAL TAWS R £/
FZILL, RELET, Terraform i&, IAMO—)LZ5|EF (15 &<, KT &I —BHNERIE
MEEBHICKIBLET,

MRCEFE, =LYy hoO—FT—2320fFRIL, T—VAR-ABORABTHRN —TEE, &)
BHEOT7EAFT., N—RIO—RENEF—OHFREEFBVET, NV 21EhEIT7IXTI
FoILEKETRIE, FRBBORVZ IV EAF—CHBRLTEFIUTAAEMLELET,

T IAM O—)LZ /AT % AWS CodeBuild

T AWS CodeBuild, CodeBuild 7O T I KNICEIWHETSshZ IAMO—)LZEAL TEI RERT
LEXT. ChiCkY), BEI R, REF—ZERATZIADYIC, O—IH 5 —BHNEEEEIERZ B
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RKIBEBF—LXEET Terraform DFEANMEMTSICONT, BYIZI—RXR—ABECEHB &
NEETT, BUYICERFTENAEAOD—RR—AICKY), KBEEZOSRKRL—3a A F8EICKEY) ., RS
HAEmELET,

Do 3T, REE—EMEYR—KNTS Terraform OEZ 1 —)L1t, HEFH., RF 1 X
U, O—FA U EEICBIOIHRESEEERELET,

HAXDAILE, REPIVAR—RNIECBAATEZED 1-IILICBRZDEITS. 7L
TAVIAREH T4V ORAZHERAL TR BRUEHUITS, EDP1-)I2XELL TAHDZRBREILC
HBATD, BEMENERZAIINTF IV OZEALT—BLET A=Y NI ZEBERAITREEN
BENET,

TOHDORARNTZIT 1AL, EZ1-IIEVY—ARZBELENI-RECHRENICEETSC
E. RFAXVRNTNTIVYOEDA-NWNETFAR—RNEDZ 1) 2H2OTLTRE, BLT
EVI-IIAOAEZRROFMEZMRILL THEAZBRNLTDCENBENRET,

EDa—)LEE, RFIXUN, 2%, RENSEAZKICEITZ I —RR—ABEDOHA RTA2FE
TBHET, HBSHICHEREN 2T B IZ DN T Terraform Z#ETEDRSICLEN S, F—A
BOLEZRISRL—>3 &2 YR—NTEEXT, RACEZEERZBRIDET, 779X MLE
NEJd—RR—ANEMETZEBTEEXT,
RARNTZO9T14R:
« BEYRISNUBEDRERE
e EDA—-I)LHDOLEHDEE
« MBRAICHES
TEAYFXRN)Y—A%&FEHTS
s F7FINKNDODRTEFERTS
o Terraform LA RNV EHXZEET
s REhDED1—-I)IYV—RAEFHTS

c D—FAUTBRCRES
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Y, 23 S =l |
ERYRS NUBEDER

RDVRSRNILATINERETRDLZBHOLET, TED1—-I)LBEAThSOEESHETSY
TARZEENTDHET, R TREM, EEM, BE, EEMN N @LEL. Z2< O Terraform §8E T
BINATEDELDICHKYET,

e L—=KREZI1-LFLERETFALIN) : ZhiE Terraform L—hED 21— )L EBRIAATELTE
SA1-LOBEEDTZFARIVIVRNIRAVRNTHY), —ETHRIENRHFEhET, &VEM
BY—FTO0FvZEALTVREERE,. RARNETEED1-I)Z2HEALTEESHRILEERK
TEET, chitky), YEATDIIONIBELT, BETREKT—FTIFTOEINS A
TJ72ARNSOF v RERTEET,

e README: L—RED1—ILERARNENEED 1—I)LICIE README 77 A IIABETT,
D77AINDOEFIE THRILENHVEIREADME.mdo ChIZlE, EZ1—I)LOFRBAEFERAE
MAEENTVRREN HYNET, CcOTEZ1—-)L2MO VY —ATHEATIHE2EHD5HE
(&, examples FALIOKNUICERELET, TEZ1—I)IFERTHAREDOHDATTARNT
DFv )Y —AEFTOHERERTIREEHD L ERFLTLKEEV, terraform-docs Z A L
T, ®E21-)IlOAESZEEBNICERLET,

* mainth CNEREEBEZIVRURABRTT, OTUNBEDI-IINDOBEE. COT7AIILNICRET
NTOVY—ATERE B BENHBVET, BT 1-IL0FE. VY —ADERREHRD
T77ANCDRENDBENBYVETH, RANEHEED 1 -I)ILOFCFHLE main. tf 774
LACFETIHBENHYET,

o variables.tf 8§ KV outputs.t: CNSNDT77AIICE. BREEHIODESTHFEENTVERT, TN
TOEREHDICE, TOEWNZHBPTEZI—NFLRFEXOFHPAHIf DETT, chsOHBARK R
FAIXVNIFEATAET, FHEIEOVWTR, ZHEEELE HHEEEOD HashiCorp RF 1 XV N%&
SRLTLSEETLY,

s IXNTDERICEEREZADRATHIMBETT,

c ZREEICE. F7AILNOEIBZEDDEETEET, ESICT7AILNDOEIBHNEENT
WBEHEE, BREATa ERBEh, ED21—)LEFTHL V) Terraform Z2ETLEY T
BPLEEICEZRELBEVES, F7AILNENEAENET. 74 NOSIBICEDTZILE
HUET, READMOATZIVRNESBIDERFTETFLA, EHEMLEICTDIICEK, B
MESODT 7 A NEEBEL, REnullable = falseABIZAB>TVWBAESHEEZEL
E S

. BIEICHKEL A ME (B Edisk_size) EEOTHICIE. F7 4 MERIEELET,

- RIREBOE (X Eproject_id) ZHOZBHDFER. T7 A/ MNMEZEELBVWTSLEE
Vo CHIFER. FUHLROED I -IILBEEROHZPEZRIEIZIXEN B ET,
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https://developer.hashicorp.com/terraform/language/files#the-root-module
https://developer.hashicorp.com/terraform/language/modules/develop
https://github.com/terraform-docs/terraform-docs
https://developer.hashicorp.com/terraform/language/values/variables
https://developer.hashicorp.com/terraform/language/values/outputs
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s ZONFIRVARNZEDERICE, BEHZZORRICTH LN, BEIZBED APIs F'EELE
WENBRETHIBEICOAK, ZOTF7#I)INEFEALET,

« ZROFEAICREEICIT2>TKEE Y, B, VARV AFRLERRECEICEEIIZLEND
BBEILDHINTA—BULET, BERELRTINESHERETDEER, TOEHRELEE
TREODEMNBEI-—AT—ANHD e 2BFEL TS EETV, BRI BEICZDAEMELAD
FHALABWESRE., RELBEVTIEEZL,

« TF7FINNEZEDEREZEMTDE, THEBRMANBY T,

- ZROHIBRICE TLEBREN B EE A

« UFZLNEBOSFHRTEBINATIZBEE. BERELTRARETICO—NILEZERTIL
BENfHYEY,

s ANEBZENLTHIZEEESZVTSEEZY, 592 &, kFERI 7 CHDAEYIC
EBMENES<BZNET, BRNSREBEENMERE D KRSICTRICE,. HANX VY—-ANS
NEMZSRLTVAREZRRELTLKEEV, 1 2ARVADASERZEESRITDINADY)
o, BEZELERY,

« localst: ZCOT77ANICRKRICEFZE) YTR2O—AIIENFEERTVD LS, REKVIRTR
DYILED1-)IATEREZFEFERATEET, O—HI)LERE. BHRO—EBEHNEO—HILEHD
ESBENDTT, O—NINEORFVTFIILERICBEEhELA, T, VY—AEHE. Toft
OO—AHIERZE, EZ1—-I)AOMDOEZSZRL THAEDLEREETEET,

« providers.t: ZD 7 7 A )L, Terraform JOY 2 E7OANASZ—T7OY U FEENTVET,
provider7OY Yk, ®21—-)I0A20>1—X—HKFI—KREZ1—-I)ITOXAESTIHEN
HVET,

HCP Terraform ZFHAL TVW2HBAKk, Z00ZTR7OY Y £EBMUET, cloud 7O0Y Y
&, CICDNA 75400 —ZBE LT, RELZHERELHROFNEHREZFEAL TELICRETS
PBENFHYET,

. versions.tf: ZM 7 7 4 JLIZ & required_providers 7OY IAEENTVET, §XT D Terraform
ED 1=, Terraform A ChsO7ONA A —%2 A AN —=)LLTHERATZHICHEETO
NAAX—%EETIHLENHYET,

o« datatf EELERETEK, T—FV—AZSRBIBDVY—RAOBICT—RFYV—AZBHEL XTI, #l
AZE, A VARAORBICEATEIAA—2CZMBITRHEEE. BEOT77AIILICTF—21)Y —
AZPETEIOTREL, A VARV AE—RBIIBBELET, T—RYV—ADENZTEDFE
&, EAdata.tf7 74 IILICBETAH CEZRFLTSEZL,

e tvars 77 AN )—RED 21— TR, .tfvars 774N EFERAL T, #BEEO VTR IS

ETEET, BEMEROIED. THT7A4ILICEFE EVWSEHIEFITET terraform. tfvars.
DRSS KNUDI—NCHBOEZBEBL. envs/7AINAHICREBRENEZRELET,
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https://learn.hashicorp.com/terraform/getting-started/dependencies.html
https://www.terraform.io/language/settings
https://developer.hashicorp.com/terraform/language/providers/configuration#provider-configuration-1
https://developer.hashicorp.com/terraform/cli/cloud/settings#the-cloud-block
https://developer.hashicorp.com/terraform/cli/cloud/settings#environment-variables
https://developer.hashicorp.com/terraform/cli/config/config-file#environment-variable-credentials
https://developer.hashicorp.com/terraform/language/providers/requirements#requiring-providers
https://developer.hashicorp.com/terraform/language/data-sources
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« XARENEED 1) XANENETED 2—)LIE., modules/ H7FALIUKNVICEETS
PBEAFHVNET, ZFEORXANENEED 1 —)LIEREADME .md, ABI—H—HNFERATEZ LR
BENET, README.md A FEELABEVEGE, TE21—-I)ILEABERAOKERBZEIhET, XAD
ENEED1-I)ZFERALT, BsEEEZ I —HFEEIERL GERTESIEHRONELE
T1=)ICHBETRIRENHYET,

L=—KREDI=NICRARENEEDI-IAOFVHLIAIEENTVWEEES., ChSsOFUHL
(&, Terraform A Th S Z@BICE TV O—RTZD2OTEEL, BUVRSNUEREINYT—D
ND—EPE BB T . /modules/sample-modulek SIZ, BEDHBVNAZERATIHEN HY)E
¥,

DR NYERFFNYT—DICFARNENETD 1 —I)ILFAEHREENTVSIES,. HEICEERY
HUTEDZ1I—-I)ILORVIRARENEY ) —ZERKTEIDOTREELS, FUHEULRTIBHKTEZION
BAEWNTY,

- Bl BRBTESES 1 -LEEAT AR, URINUDL—hO examples/ $7F 1LYk
UOTICEETBREN &Y ET. £HIICDLT, README ZEBML T, FI0BBEFERALEE
HETHCENTEET, FTEVI—LOBIE. —hexamples/FA LI NI ERET S
BEFBVET,

Z<NBE. DAEIAZXQEHIZHRMBOURD NIUIZOE—E 30, E21-)L70Y Y
DY —ARk, ERNATRELS, ABREENEATEITRLALCKRETZIZEN BV,

s Y—ERABFET77A4I): - -k, BEOT7AITH—EARZ EIC Terraform UY —A%Z %
BMLEVWBENFHYET, COFZEFTEDLEFERET, main. tfDYIC TUY—-—RAZER
FTRIVENHYVET, L, UY—=AOIAL V> a> (IAMO—=)L®RII—EE) H 150 7%
BAZBEE. BEOWMBDT77AIINICPEITEIONECENTTiam. tfo ThUADEZEE, ¢
XTOVY—AO— Rz TERITHDZLEN HV) EImain. tf,

« NARLAIVT N : RAOVTNEIBEBBEICOKMEALET, Terraform i, AT VT KNI
EOTHERENEVY —AOREZEZEERLFEELERE A, Terraform DY —AN B OBEZ
HR—KRLTVBEVWESICOH&, DARLARAVVTNZFERLET, Terraform ICk 2 THOPHE
NIEAARARLAD )T NEscripts/TFA4LIRNJICRBELET,

s AN=AZ VTN :helpers/ 74 L2 KT Terraform IZ& 2 TRFHE WA WAIILN—RD
D7 RNEBEBLET, 771ILAOAIN—RIV VT NEFHBEEFETHUBIREADME.md& £ (2
XENLET AUN—ARTUTIDE|EHZZITANDFEE, 5IBOFIVYIE--helpEi i %
BELEY,
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« BT 7 4) : Terraform SR ITINRITLEVEN T 74 (EC2A VARV AIZO—REN
BPERBARAVVSNEE)F,. files/ TFALIRNVICEBEBIIMENHYET, HCL &IERIIC,
AB77ANCRVRFIXNEBRELE T, file() B TSRLUET,

« 77 L—N :Terraform templatefile BEBAFTRAMRIAL 7 7 AILICR., 77 AINIERF 2FEALE
9 .tftple 7L —hKi& templates/ FAL IO NVICBETDHENHYET,

I—RNED1—-)LE&E

Terraform EEICE—DII—RNED21—I)LOOVTFHFARNTEITENET, T2X Terraform RE
F. L—REZ1-LEFEZI-ILOYVI)—(IL—FEZI1-I)IICL>THVEENDED 1—
I, ThSDED1I—=)NICK > THPHEENDED 1—-IIBEEED) TERERENET,

Terraform L—REZ1—=I)LL AT N OERH -

### data.tf
### envs
### dev
# ### terraform.tfvars
### prod
# ### terraform.tfvars
### test
### terraform.tfvars
### locals.tf
### main.tf
### outputs.tf
### providers.tf
### README.md
### terraform.tfvars
### variables.tf
### versions.tf

HOH F O B O

BRNAFREED 1—-IIEBE

BAAAREEED 1)L, L-hEZ21-IIEEAUBRCRVEXT, EV1-LZ2ERTDICE.
L=RED1-IIZERIZDOEEAKIC, TOHLLWFALIMNIZERL, TOHRIC.tF774)
ZEBEL XY, Terraform &, O—AILENNALLGFUE—RNIURZNUASED1—-)LZO—R
TEET, E21-IINFE<ORETEIRAENZ CENFEESIDFEE, HBEON—T3VE

BURDPRNICBMELET, ED1-I)Z2ETXETEXBEAEDETHEIALPI<K TR LHIC,

A=)V EBNTSICROZEHNEETY,

IL—RhED1-)LEE 24


https://www.terraform.io/language/functions/file
https://www.terraform.io/docs/configuration/functions/templatefile.html
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Terraform BRIAAEERTEDS 1 —ILL AT I NOERH -

### data.tf

### examples

### multi-az-new-vpc

### data.tf

### locals.tf

### main.tf

### outputs.tf

### providers.tf

### README.md

### terraform.tfvars
### variables.tf

### versions.tf

### vpc.tf

### single-az-existing-vpc
### data.tf

### locals.tf

### main.tf

### outputs.tf

### providers.tf

### README.md

### terraform.tfvars
### variables.tf

### versions.tf

### iam.tf

### locals.tf

### main.tf

### outputs.tf

### README.md

### variables.tf

### versions.tf

H OH O O OH O O B OB

HOoH OHF OHF OH OH OHF O OH OHF O OH OH O OH R OH O H R R

HOH OHF O OB O O O R

ED1-I)IMEOLEODEE

FAELT, FEQOVY—ARZTOMOOAV AR IR EZED1I-I)ICHEETEETTHN., XTAREHh
FBANATREZES 1-I)ILE2BREICERATDE, Terraform BRELHEOER ERTFHREEC 32 T8E
MHAHDEH, ChsDED1—-I)ILE2EFL—>3>TEALET,

BIABOTWBBER. UY—REZATHSBESNLT—FTIF O L VBAERETS
ET. MRILOLARLEGH B BRATESES 1-LICBRESBLET,
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A7 AN OF+ ZBRRAARECERICED 1—/L{LTBEER. B0V KR—F2 ~NPIBE
CHEMEOL V3> TRERELS, WEBENBVY—-AEY NZBELET,

B—QUY—R&EZY 77L&V

HOBE—)Y—2ZATOBBIES YTy N—0ET1—LEERLBEVTIEE W, ET1—LRA
DXAYUY—ARATOEHERRBEZEI I-LOEHER DTS NEVEA, TV 1 —LEH
LOWHRILEERL TWBVAREN S ST, FEREREAELTVET. RDYIC, FFHL
ADES1-LT UY—REATEEBEALET,

WHENBZEERZAT LTS

FYRND—OEE F—2F., E¥21VF7«3 8O-, T7IVT—232B5EOEE)Y—AD
TIL—=7tY b BRRAAEZED 1-ILE, BEZAVDCIDELOICEETDATFTARNTD
FYyBR AT I TIRENFHYNET,

Mk & IR (R D

FD21-ILEHTFALIRNVICRARNTRHEAE, 1 2FEE 2 2UEDOLARILEZRSLEVWTL
FEV, R RANEN ARG, REENS TN a2a—FT10 0284 LET, E221-)L
&, MOEZ1—-)LLICBEITIVENHYVET, TEZ21—)LZNLTR O RILEBELEVTLE
= U\,

P—%F0F v NE—VERTREVY—AIN—TLES 1L EERE BT, F—ARE
BEEOBVWA Y 7SARNSIF v EBE2TER<RETEET, BRI ITFUVIPBRMEL
BLTHRILONS Y AERY 7,

HAORDD)T7F7LAVY—A

BANAAREEES I-ITEREATVWBI DY —AZEIL, VDY—AE2SRBIHHDELBELEE1
DEHLET, BEHEHDEFEATIE, ED21-I)ILEDY—-ABOKEHEEEHATEET, HHH
TWE, I—H—(F Terraform BREICEEL TED 1 -2 BPICEXTEEE A,

REO—EM, BNEEROITI—T, TJARAR—RENEVY—-AVT 7L AZEHTS,
BiEbE TS 21-)LICKY), #BEBLEO Terraform A5 R L —2 3> 2 KREICEBEATEET,
F—ATBRATEEEBREZENSA VI TARNTIF Y RBEARIUTDENTEEXT,

B—QUY—R%EZY7TLAEV 26
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Z7ONA X —&ZELEL

HEFD1—)@GEED 21— ) EROCHETEASTOANAME—R YA LETH., T 2—)LEF7ON
AR —BEHAGBERELBVTLSEET Y, EP1-I)T7ONAA—F[E7Ov 9 &2EELBEVTL
EFEV, CORER. JO0-NILIC1BEEGSETA3MENHYET,

REZRTONAT—ZEFTITS

T7ONA A —RBERFEZ1—-IIEATHEETIAET TN, HETD1—-/LEmBEO7ONAM I —EHZE
STRIHVEEHYET, COHEICKY), Terraform I&, RERDITXTOED 21— EERMEDD
27ON4 B —OBE-N—2arhyssdez®REZL, 7ON4F—070—-/N)L (E2 1 —)LICHK
FLAEW)BBFELTHETDY—RAT RLAZBETEET, £EL, E21-J)LBE07ON
AF—BHTRE, 7ONAMF =D BE, EOUE—RNRIVRRAVRNITIOECATEILERET S
BREREREEEhEEAAWS V-3,

N—2aEBEH/HAZEEL, \—RO—REhETONAA—BEZBWIDET, EDo1-)LikH
BE7ONARX—%FERAL T Terraform SRESHETREM BN AMEZREBELE T,

REED 21— 0FAE. O required providers 7O Y U TRIERVERTANA X —N—T 3>
ZE&HL ETJversions.tfo

EDI1-)NICHEEON—23 20 AWS 7ONA A —DNDBETHDEZETTHICE,
required_providers7OY AT terraform7OY V&2 FERALE T,

terraform {
required_version = ">= 1.0.0"

required_providers {

aws = {
source = "hashicorp/aws"
version = ">= 4.0.0"
}
}

}

HEEZI1-IINFBEON—2320 AWS Z7ONAMFA—DHEHR—NLTVWRHER. BHENG
WEET (~>) ZBALET, chilkY), ARON—JIVAVKR—FXD NOINEBIEIET,

terraform {
required_version = ">= 1.0.0"
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https://developer.hashicorp.com/terraform/language/providers/requirements
https://developer.hashicorp.com/terraform/language/modules/develop/providers#provider-version-constraints-in-modules
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required_providers {
aws = {
source = "hashicorp/aws"
version = "~> 4.Q"
}
}

}

COPITE, E4.57.1&E DAVARN=I~> 4.0Z2FALET4L.67.00, DAAN—)LIEFFA
LELBAS5.0.0, FHHICOVTIE, HashiCorp RFIX MO "N—2 3 U &IEN #5RLT
<EEL,

mERAICHES

HHLYPFTLVDLAYRTVERZNTZZET, EZ1-/ILHOVY—AEREEDENE DERE
BEICEBTETERT,. ARMIIHAARTAVEDREEHRICKRY, EZ1-)LI1—H—ERFEOWEA
DRI FTEHNBELEXT,

VY—ADWEICEITDHARTAUICRD
« Terraform AZ A I OFEEIC—HTBDKLSIC, IXTOUY—AEIC snake_case ("NXFRT >
A—AAT7TCRYSNES) ZHEALET, COBFEICKY, VDIY—REAT, F—RY—AZA

7. BT OMHOBHERENEOGERUVE O —ERNRIAEEINET, CORAUFEFEIH
ICRRERAEhERA,

s TORATOHE—D)Y—R(ED1—I2HKOE—OO—RNFUH—BE)\NODSRBREGRL
THEHIC, VY—AICmainEklF EVWSBRithisZE{HITE T,

e DY—AQBWNEDAVTHFANZRRL., BHROVY—A BIAE., XM F—EK—
AprimaryNH{EETF—EAR—AN')—RL ) Hread_replica®iFd) 2XB T2 NDIC&IL
2hAYRTVEFEFEALET,

- BHRETREBE<E-—DOENZEFEALET.
s DY—RABTIVY—AREZATZRI)BLBEVTEEL,

THOMBICETEDHA RTAVICHRD
« FARIYA AR RAM B A ABEOHEZRT AN, O—HIILEHK, HO0BEICENZEML

T BIAE., RAM YA XHFFHNA NEfIram_size_gbDFEE ). CHFZEICKY), REXY
TFHF—ICH U THEE D ADBENMNHEICEZYET,
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https://developer.hashicorp.com/terraform/language/expressions/version-constraints#version-constraint-syntax
https://www.terraform.io/docs/glossary#argument
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« ANL=HAXICIEMBXGBEEONAFVEMNEFERAL, EOX KNI AIZIE MB X GB
BREOD10ERNNEZFERALET,

s BEDT—IINEHICEDRH ZFFTE Tenable_external_access,

TRYFARNI)Y—ARZERTS

—HOUY—AICIE, BHEELTELUVY —ANBHAENRTVERT, TJELGERE. ChsnE®
AHKRVY—ABHEOFERZRIT, KRDVIC—ZFZOVY—RAZFRALTZEOEUVY—RETRYFT
BPRENFHYET, chsOUY—ABRICKY, DY—AZ EIZEB D cause-and-effect BIEA F
HTHARENFHYET,

EHAGBHEOER (CONZ—VEBITIEE L)

resource "aws_security_group" "allow_tls" {

ingress {
description = "TLS from VPC"
from_port = 443
to_port = 443
protocol = "tcp"

cidr_blocks
ipv6_cidr_blocks

[aws_vpc.main.cidr_block]
[aws_vpc.main.ipv6_cidr_block]

}

egress {
from_port =0
to_port =0
protocol = "-1"
cidr_blocks = ["0.0.0.0/0"]
ipv6_cidr_blocks = ["::/0"]

}

}

TRYFARNIY—AOFER (HR):
resource "aws_security_group" "allow_tls" {

}

resource "aws_security_group_rule" "example" {
type = "ingress"

TEYFAYRNIVY—RA=FERTS 29
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description = "TLS from VPC"
from_port = 443

to_port = 443

protocol = "tcp"

cidr_blocks
ipv6_cidr_blocks
security_group_id = aws_security_group.allow_tls.id

[aws_vpc.main.cidr_block]
[aws_vpc.main.ipv6_cidr_block]

T7ANNDRT2ERTS

RTZZHFTANDCENTEDRINTODY—ARICRTZE) HTERT, Terraform AWS 7' 0O0/N A
A—ZlE, L= ED21—-I)ATHERATHIHEN HS aws_default_ tags F—RY—ANBHYWET,

Terraform EZ 1 —)LICK 2 THERE NI XNTO VY —AICMKEZR R T ZEMI D L Z2RFILT

<EEVW, PRYFTERDRRTDIVARNEZRIZRLET,

« BELASHEDHDIVY—RE

« Appld: VY —RAZERATDT7Vr—>3>0 1D

« AppRole: VY —ADEiEE, HlA L. "webservers X Mdatabases &,

« AppPurpose: YUY —ADEZZABM, HlAE, "7O0MI> Ruiy ¥ "W TO1Y Y,
&,

- RE HR. TAM, HRBEDYTNIITRER

- 7O02TO0K:VY—REFEATZTODIIN

« CostCenter: VY —AERAENDFERE

Terraform L AN BHEFBLET

FD21-)LURD KD & Terraform LZARNUVIZABATRICE, TE22—IILURS NUNFLTOTAN
THOEHFEFHRELTVWBHRENHIET,

BBBICED1I-ILZLP2ARNIICRRATZTFENBVEETE, Cho0EHICHTR >TSS
Ve ChIZKY, URDPNUDREEBEZZEBELLELSTE, BTEZ1—-)LZLIANJIZRAIT
EFXT,

e YURDKNVZ:EFD21-I)LIRDRNIIZIE, 3D2OF0HLS5B2EH 2FRALET,
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HMICOWTIE, Terraform RFIX D TED2—)LURD N O#EfF, 2BLTLSEETL,
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O—REEDORYVBRLZEBRINTZDCLEZTRAEAMETHIRIECEETZ ED21-)LICEO—HILN
AEFEAL., BERORETCHAEIZCENERENTVWBRED 1 —)LIZIEERA T 14 7 Terraform £
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LAR

Terraform L AN

module "lambda" {

source = "github.com/terraform-aws-modules/terraform-aws-lambda.git?
ref=e78cdf1f82944897cabe30d6489f43cf24539374" #--> v4.18.0

OXYRMN\YD1ZBEETRET, Y74 FI—REBICHLTREENTIUYILIZARNI Y
SORV7RNZRBTEXRT,

HCP Terraform:

module "eks_karpenter" {

source = "app.terraform.io/my-org/eks/aws"
version = "1.1.0"

enable_karpenter = true

}

Terraform Enterprise:

module "eks_karpenter" {

source = "terraform.mydomain.com/my-org/eks/aws"
version = "1.1.0"

enable_karpenter = true

}
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GitHub (HTTPS):

module "eks_karpenter" {
source = "github.com/my-org/terraform-aws-eks.git?ref=v1.1.0"

enable_karpenter = true

}
A Git YRS KU (HTTPS):

module "eks_karpenter" {
source = "git::https://example.com/terraform-aws-eks.git?ref=v1.1.0"

enable_karpenter = true

}

AR Git UZRZ MU (SSH):

/A Warning
TZAR—RNURZNIICT I ERATBICE,

oH
EII_I‘

BHRERETIHLEN BYET,

module "eks_karpenter" {

source = "git::ssh://usernameeexample.com/terraform-aws-eks.git?ref=v1.1.0"

enable_karpenter = true

}
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NS0T AATAR, . BRE "AZAINFHA R #BSBLTLIEEL,

41


https://developer.hashicorp.com/terraform/language
https://developer.hashicorp.com/terraform/cloud-docs/recommended-practices
https://developer.hashicorp.com/terraform/cloud-docs/recommended-practices
https://developer.hashicorp.com/terraform/language/style

AWS REHA A A Terraform AWS Z7ONA X —ZFERATBEODORARNTZIT 14 A

)Y—A

D77L>A

UTOU>7&, Terraform AWS Z7ONA X —FAOEMOERE, TO Terraform for laC D EHA =
RALTVWERT AWS,

+ Terraform AWS 7°'0/\V4 & — (HashiCorp RF 1 X KN)

AWS H—E A D Terraform £ 1 —)l (Terraform Registry)
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