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EEEODHZERE. FLWOWNTY NEEKRTE A, EEOTOBREFEONTY N EBIRLET,

« IAMO=)LOBEF. FILLVO—IILZEKTEDH. BRELHRV—2EO>BEEFEOO—-) &EIRL
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s DBAVARVAQEEOVAREFTIICE., REZBMICTSEEIRL, REHE (&K 35H
E) 28 8ELE T,
e A7 a TN —TEEHBEELIZEEEFED Amazon RDS for SQL ServerDB 4 > AR AICEA L
x99,
c FILLUWDBA VAR ADBZEWR, A VAR AZREIDEEICAT>a TN —T2EBAHL
x99,
c BEODBAVAZVADNZEE, AVAZRVAZZEEL, A7>3a>IdI—"T2#TFE2YFLE
9,

EEDEK

H—N—EEZERTIICE. RORVIVTRNEZFERALET,. CORIVTNE, BELETZ77A)
NAZEET77AILNZERLET, B, 518, HICDOWTIEE, Microsoft SQL Server ® RF 1 X
rEZBLTLKEZV, IZ—ZB@ISICIE,. Amazon RDS RF I XV NIRHEZ A TVWSHIR
D)ANEBRELTLSEE,

--Creating the server audit

use master

GO

CREATE SERVER AUDIT [Audit-<<servername>>]

TO FILE ( FILEPATH = N'D:\rdsdbdata\SQLAudit', MAXSIZE = 2 MB, RESERVE_DISK_SPACE =
OFF)

WITH ( QUEUE_DELAY = 1000, ON_FAILURE = CONTINUE)

GO

-- Enabling the server audit

ALTER SERVER AUDIT [Audit-<<servername>>] WITH (STATE = ON) ;
GO

EELROEK

H—N—EBEEZERLLES, XOO—REFALTH-—N—EEGdEEZERTZET, H—/\N—
LRILDARY NZRBRTEET, cOLKE, T—N—EEBEPFIFIVIThDIHNBZRELE
9o B3, 5B, HIICDOVWTIE, Microsoft SQL Server D RFAIX R ESBL TS EETV, Xoi
BiE, XBLEOTJA>TFo2a>vaEEL, Y—N—F7 TV MNOEK. BE., HIRZEBHLF
To F22aA2OUARNMIDWTIE, Microsoft SQL Server D RFIX T R ESBL TS EEV,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.DBInstance.Modifying.html
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-transact-sql?view=sql-server-ver16
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-transact-sql?view=sql-server-ver16
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.CreateAuditsAndSpecifications
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.Audit.html#Appendix.SQLServer.Options.Audit.CreateAuditsAndSpecifications
https://learn.microsoft.com/en-us/sql/t-sql/statements/create-server-audit-specification-transact-sql
https://learn.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions
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--Creating server audit specification

USE [master]

GO

CREATE SERVER AUDIT SPECIFICATION [Audit-Spec-<<servername>>]
FOR SERVER AUDIT [Audit-<<servername>>]

ADD (FAILED_LOGIN_GROUP), ADD (SERVER_OBJECT_CHANGE_GROUP)
GO

--Enables the audit

ALTER SERVER AUDIT [Audit-<<servername>>]

WITH (STATE = ON);

GO

ROOD—RZFEAL T, F—EIR—ALARILODAR N ERBRITDT—IR—AEELIEZE
RTEET, cOHITIEE, INSERTZ7V> a2 a2EELET, B, 51 ToMaoflIcOWVWT
. Microsoft SQL Server D RF I X R ESBLTLSEZV,

--Creating database audit specification
USE [<<DBName>>]
GO

CREATE DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification-<<DBName>>]
FOR SERVER AUDIT [Audit-<<ServerName>>]

ADD (INSERT ON DATABASE: :[<<DBName>>] BY [dbo])

WITH (STATE = ON)

GO

EEOJORTR

EEOJZRRIZICE. XTI VEFEALET. EEOJIF. Amazon S3IZ7 Y 7 0O—R
ENDETCDBA VAR AR EFENET, SQLSERVER AUDIT A 7> a > nRiEEEN
ICgdE, AmazonRDS X 7 74N E2®REF7 2 IILF ICBEL £ID:\rdsdbdata\SQLAudit

\transmitted,

TAINEZ—% ICEETRET, RE7AIIAAOEEL I—REZERRITDEETEEID:
\rdsdbdata\SQLAudit\transmitted\*.sqlaudit,

--Viewing audit logs
SELECT *
FROM msdb.dbo.rds_fn_get_audit_file
('D:\rdsdbdata\SQLAudit\*.sqlaudit"

EEOJORT


https://learn.microsoft.com/en-us/sql/t-sql/statements/create-database-audit-specification-transact-sql
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.Options.html
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