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SELECT * FROM "<vpc_flow_logs_table_name>"

WHERE interface_id = 'eni-1234567890000000' AND srcaddr LIKE '10.100.0.10' AND dstport
< 1024

LIMIT 200;

apakt]
# 1
version 2
account_id <account-id>
interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443
protocol 6
packets 25
bytes 5445
start 1659310200
end 1659310225
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Fovay ACCEPT
log_status OK
date 2022-07-16
@ XTE

CONZ—="DOZES5OHIRFHBALEINLEEDTHR D, BEVDATLERR
TOREAFNEBRBIHFENFHYVET,

REDOKRZ 74V IRBEDVPCHSZELTVAIAETIP 7 RLAZIRT Athena 7L O Hl

XD Athena VIV E, R¥OFTIRNNIVRRNZT74v 9%, CIDR70OY 74 710.321 THE
B2VPCHASEFELTVS, ABOIP 7 RLAER—RNERLET,

SELECT dstport, dstaddr,

count(*) AS count

FROM "<vpc_flow_logs_table_name>"

WHERE dstaddr not like '10.32%' AND interface_id = 'eni-1234567890000000'
GROUP BY dstport, dstaddr

ORDER BY count desc

LIMIT 200;

H 61
# dstport Dstaddr count
1 443 52.x.X.x 1442
2 443 63.X.X.X 1201
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3 443 102.x.X.X 887

BEDVPC HSIEBENETIRNNIRNS T 4Y 0 %IRT Athena 2T Ol

XD Athena 7Tk, CIDR70OY U4H 710.321 THES VPC A SIEFENETIRNNDRE
7714V 0%RLET,

SELECT *
FROM "<vpc_flow_logs_table_name>"

WHERE srcaddr like '10.32%' AND action LIKE 'REJECT'

pakt]
# 1
version 2
account_id <account-id>
interface_id eni-123456789000000
srcaddr 10.32.0.10
dstaddr 11.22.33.44
srcport 36952
dstport 443
protocol 6
packets 25
bytes 5445
start 1659310200
end 1659310225
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Torary REJECT
log_status OK
date 2022-07-16
@ XTE

CONZ—="DOZES5OHIRFHBALEINLEEDTHR D, BEVDATLERR
TOREAFNEBRBIHFENFHYVET,

Athena DYV TURROBIROFEICDOWVWTIE., "Amazon VPC 1—H—HA R, ® "T70—-0O45L
O—R, Z#28BLTLSEETL,

CloudWatch Logs Insights ® %2 ') ® 4l

BEDXRYRND)—DAVE—TIAANSTINNIROEENT 7 1Y U%1BT CloudWatch
Logs Insights 2 ') 0l

XD CloudWatch Logs Insights 7T &, IP 7 RL AN 10.100.0.10 THB XY RID)—D 42 X —
TIAANS, TORNNDROEENT 714V 00, YD 200 DFERZERELET,

fields @timestamp, @message
| filter interfaceld = 'eni-1234567890000000'
| filter srcAddr = '10.100.0.10'

| filter dstPort < 1024

| limit 200

neppakt]]
J4—=)LR &
@ingestionTime 1659310250813
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@log
@logStream

@message

@timestamp
accountld
action
bytes
dstAddr
dstPort
end
interfaceld
logStatus
packets
protocol
srcAddr
srcPort

B A

version

<account-id>:/aws/vpc/flowlogs
eni-123456789000000-all

2 <account-id> eni-123456789000000
10.100.0.10 11.22.33.44 36952 443 6 25 5445
1659310200 1659310225 ACCEPT OK

1659310200000
<account-id>
ACCEPT

5445
11.22.33.44
443
1659310225
eni-123456789000000
OK

25

6

10.100.0.10
36952
1659310200

2

REDODKRZ T4V IEBEDVPCHASEZEFELTVWAHAIIP 7 KL A%ZIRT CloudWatch Logs

Insights 2 ') 0l
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X @ CloudWatch Logs Insights 7T Uk, KR¥OFIORNTRNZ T4y 9%, CIDR7OY Y
' 710.320 THED VPCHASZELTWVWS, AFBOIP FRLAER—KNERLET,

filter @logstream = 'eni-1234567890000000'

| stats count(*) as count by dstAddr, dstPort

| filter dstAddr not like '10.32'

| order by count desc

| limit 200
ekt
# dstAddr dstPort count
1 52 .x.x.X 443 439
2 51.79.x.x 63.X.X.X 25

BEDVPC A SERENLETIONNIRNZ 74 Y U %3IRT CloudWatch Logs 7 L) O 4l

X ® CloudWatch Logs 7 Tk, CIDR 7OY VA 710.32, THES VPC A SEEFE N, T
KRNI RRS 749 ORBLET,

filter @logstream = 'eni-0123456789000000'

| fields etimestamp, @message

| filter action='REJECT'

ekt
714—=J)LR &
@ingestionTime 1666991000899
@log <account-id>:/aws/vpc/flowlogs

VPC 7O0—OJOERAKICVPC DT IRNTY RIS TAY I ERMITDBORANT ST 4R 10



AWS HREHA AR

AWS 9 ZIRTVPC DT IRNIVRRYNT—ORNZ T4V T%
REISD

@logStream

@message

@timestamp
accountld
action
bytes
dstAddr
dstPort
end
interfaceld
logStatus
packets
protocol
srcAddr
srcPort

B A

version

eni-0123456789000000-all

2 <account-id> 'eni-0123456789000000"
185.x.x.x 10.10.2.222 55116 11211 17 1 43
1666990939 1666990966 REJECT OK

1666990939000

<account-id>

REJECT

43

10.10.2.222

11211

1666990966

'eni-0123456789000000'

OK

1

17

185.x.X.X

55116

1666990939

2
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Amazon Elastic Compute Cloud (Amazon EC2)
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W=7 —#ICHERE N E T, Amazon Elastic Compute Cloud (Amazon EC2) 4 > A& AT,
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Amazon EC2 A VARV AT, F7# RO EFIVFTATII—THERETEAEhD
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Amazon Relational Database Service (Amazon RDS)

AmazonRDSDB A VARV ADTIRNNT REFIVFATIN=TI=)IE. F—EZER—AHKD
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Amazon ElastiCache

Amazon ElastiCache (Redis OSS) /4 > A& > A & Amazon ElastiCache (Memcached) 1 > AX > A
DIXNTOTINNDREFIVTATIN=TIN=INE&E, A ARANFITAT > ML TH#EE
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« ElastiCache & Amazon VPCs |Z 2\ T (Amazon ElastiCache (Memcached) 1—H%'—7# 1 R)
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TANRVTTBICE, PP RLATEBELS DNS RARNBEBEATEIONIRARNTSIOT1RE
BYWET, BIZE, 77V — 3> T Application Load Balancer ZEA L TW2EEK., TDO7
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To COERSBRADBE., TORNNIURRYKND—=OKNZ T4V 02T 4INR)TTBICIE.
BWIP7RLATEEZELS DNSKRANBEZFERALEANZELTT,

AWS Network Firewall 2@ 3 hiEX, VPCOTIRNI RAE—FY NTOtA%, HTTPS
NS 7 4 Y 2 ® Server Name Indication (SNI) A SIREENE—ENDKRARNBICHIRTEET,

Network Firewall 7R > —)L—)LOFEFMEFIC OV T, TAWS Network Firewall RO Y /N —
4 Ry ® "Domain filterings 2B LTS EETV, HFLVFIEICODVWTIKX, AWS REHA A >

A (APG) m/NZ—=>, TUse Network Firewall to capture the DNS domain names from the Server
Name Indication (SNI) for outbound traffic; ZZBL T &V,

@ XE

SNl &, RZT74v U 70-—THES{LENZEWTLS OILERBETT 7F74 T R
HTTPS BEHTT7 VAL KSEL TV, BHEEDKRARNEZRLET,
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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/Overview.RDSSecurityGroups.html#Overview.RDSSecurityGroups.VPCSec
https://docs.aws.amazon.com/AmazonElastiCache/latest/red-ug/SecurityGroups.html
https://docs.aws.amazon.com/AmazonElastiCache/latest/mem-ug/VPCs.EC.html
https://aws.amazon.com/network-firewall/
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/suricata-examples.html#suricata-example-domain-filtering
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/use-network-firewall-to-capture-the-dns-domain-names-from-the-server-name-indication-sni-for-outbound-traffic.html
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XAV 7OV IENTVEVWCEEZRIELET,
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Internet gateway route table

Destination Target
10.0.0.016 Local
10.24.34 128127 Network Firewall endpoint AZ-A
10.24.34.160/27 Network Firewall endpoint AZ-B

Internet gateway

7 L
Bl Aws Cloud
o BN\
B 035 o
— S ~g N
ailability _‘;cner‘\ d ! Availability Zone B
| Network Load |
Balancer |

4 | VPCCDR |
| . Public subnet : 1024 34024 | . Public subnet

| 10.24 3412827 10.24 34 16027

e
)

/\ | | Public subnet route table
AWS Network Firewall o 1-%-) | Network Firevall | 0-%-) Destination Target
: / v endpaints v 102434024 Local
0.0.0.0/0 Internet qateway

Public subnet route table H
Destination Target H j Enapoint AZ-A

! Endpomt AZ-B
1024340124 Local H |
Stateless 0.0.0.0/0 Internet qateway ! | o
| i \
H 1024345427 |B2434 96/27

Protected subnet route table Protected subnet route table

Destination Target : ; : : : Destination Target
10.24.34.0/24 Local ] ] : ] ] 10.24.34.024 Local
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