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Silo model

(separate PostgreSQL instances or clusters
for each tenant)

2 A

Tenant 1 Tenant 2

PostgreSQL

£

HAOETFILEBEDT —ATHEILBEDFEN HBYVETH., ZLOXINHYET, BHOD
PostgreSQL 4/ VAR ABTIY —AHEZEBITHDIEEMICEI 8NNl BB, Z2< D5
. YMOEFILEZERANMROEVSETHERATRI_EEREETT, 51, COEFILTRT—
BAR—AD—V0—RHFTEEIhTVWD LS, TFONOTITAET1Z2—HNICEETR L
PHULBYET, MIUIL GEATNDD—IJO0—RZZHEBITH LT, EALBLUVEELD
F—=N—AY RAFEBMLET, £k, Y/OFFILTR, TFRNEEOUY—RE7OEES a3 -
TSR3 ENHDESD, TTFORNOFR—FTAITNE)EMRTRHEBIDAYET, 5I1C. TF
>~ NEBE® PostgreSQL 1 VAR AOBNBABICONT, BEICKYZS<NOEARBBENIYEICKE
5%, SaaS VAT ALAEHEDAT =)V IN B LK BHUEMENI HYET, REDEZEREEED 1 D
&, P70 T5—23> F @ F—2T7O9ALAY—HFTF> MNEBENSITS N PostgreSQL 1
AR AEDRIRVED TR IDIMEN HBETT, cnCKY, COTEFIOERENF EMICKE
WET,
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INSERT, UPDATE, &' DELETE ANV RICK > THEEZ(T21T24IRLET. 7—ILEFIL
&, IXTOTFRNF—R%Z 1 D0 PostgreSQL AF—XIZ—mb T B8, JARNIRN KIE
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Pool model
(shared tables in a single schema)

PostgreSQL
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B38-3920 097212021 14:15

B49-7651 0923/2021 0300

CE6-8765 097272021 10:00

\ \
A A

Tenant 1 Tenant 2
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-- Create a table for our tenants with indexes on the primary key and the tenant’s name
CREATE TABLE tenant (

tenant_id UUID DEFAULT uuid_generate_v4() PRIMARY KEY,

name VARCHAR(255) UNIQUE,

status VARCHAR(64) CHECK (status IN ('active', 'suspended',6 'disabled')),

tier VARCHAR(64) CHECK (tier IN ('gold', 'silver', 'bronze'))
);

-- Create a table for users of a tenant
CREATE TABLE tenant_user (
user_id UUID DEFAULT uuid_generate_v4() PRIMARY KEY,
tenant_id UUID NOT NULL REFERENCES tenant (tenant_id) ON DELETE RESTRICT,
email VARCHAR(255) NOT NULL UNIQUE,
given_name VARCHAR(255) NOT NULL CHECK (given_name <> ''),
family_name VARCHAR(255) NOT NULL CHECK (family_name <> '')
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);

-- Turn on RLS
ALTER TABLE tenant ENABLE ROW LEVEL SECURITY;

-- Restrict read and write actions so tenants can only see their rows
-- Cast the UUID value in tenant_id to match the type current_setting
-- This policy implies a WITH CHECK that matches the USING clause
CREATE POLICY tenant_isolation_policy ON tenant

USING (tenant_id = current_setting('app.current_tenant')::UUID);

-- And do the same for the tenant users
ALTER TABLE tenant_user ENABLE ROW LEVEL SECURITY;

CREATE POLICY tenant_user_isolation_policy ON tenant_user
USING (tenant_id = current_setting('app.current_tenant')::UUID);

M- OVTIE, 7OJ5EPostgreSQL ITLARILNEF I VT AICKRBDINFTF N TF—2 08,
ZSBLTLEE, £ AWS SaaS Factory F—AICIE, RLS DREZXE TV DA OHIA
GitHub [CH YV ET,
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