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AWSSDK.SecretsManager.Caching
Program.cs 774 T, XOEEZTVET,

» Amazon.SecretsManager ZAIZM™E (1) ZEBMLE T,

using Amazon.SecretsManager;

- YR (2 BERLET,

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

-using Amazon;
using Amazon.Extensions.NETCore.Setup;
| using Amazon.SecretsManager;|

var builder = WebApplication.CreateBuilder(args);
// Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at https://aka.ms/aspnetcore/swashbuckle
builder.Services.AddEndpointsApiExplorer();

builder.Services.AddSwaggerGen();

builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunLevel(Loglevel.Debug);

- builder.Configuration. AddSystemsManager("/dev/myapp/", new AWSOptions

{
Region = RegionEndpoint.EUWest2

};

builder.Services.AddScoped<IAmazonSecretsManager>(x => e
new ﬂnazonSecre:bHandqerCliePL(RegionEndpoint.EUWeStZJ

PH

builder.Services.AddHealthChecks();

B
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3. Secrets Manager #5>—2JL Y hZBEBITHICK, INO—F—9FART774) (KE)IC
ROZEEZINZ EFValuesController.cs,

« AVARZ IR (1) ZEMULET,

private readonly IAmazonSecretsManager _secretsManager;

public SecretsController(IAmazonSecretsManager secretsManager)

{

_secretsManager = secretsManager;

* GetSecret XYY R (2 ZEELET,

string secretName = "arn:aws:secretsmanager:eu-west-2:111122223333:secret:dev/
myapp/tenant-gSjéqd";

GetSecretValueRequest request = new GetSecretValueRequest();

request.SecretId = secretName;

request.VersionStage = "AWSCURRENT";

Task<GetSecretValueResponse> response =
_secretsManager.GetSecretValueAsync(request);

return Ok(new { Secret = response.Result.SecretString });

CC T, 111122223333 X 7HO> N ID Z8ELE T,

[Route("api/[controller]")]
[ApiController]

public class SecretsController : ControllerBase

{
private readonly IAmazonSecretsManager _secretsManager;
public SecretsController(IAmazonSecretsManager secretsManager) o
{
_secretsManager = secretsManager;
}
[HttpGet]
public IActionResult GetSecret() 9
{
string secretName = "arn:aws:secretsmanager:eu-west-2:[ll :secret :dev/myapp/tenant-gSjéqd";
GetSecretValueRequest request = new GetSecret\u'alueﬂequest();
request.SecretId = secretName;
request.VersionStage = "AWSCURRENT";
Task<GetSecretValueResponse> response = _secretsManager.GetSecretValueAsync(request);
return Ok(new { Secret = response.Result.SecretString });
]
}
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RIETE. COfEZ/N—RIO—RLAVTLEZV,

INTX—=Z2ARNT DERE

Parameter Store & O —#8£T 9 AWS Systems Managero BET—3EEEREEEOLONEL
2RBEEEANL—DZRHELET. NAD—R, F—EZXR—AXFFH|, Amazon N> A X—=2
(AM) ID, A4 AO—RBEEDT—RE/INT X — 5‘@&: LTHRETEEXT,

NET Framework 7 7' 4 —=<,3 > T Parameter Store Z{EH T2 =& OBl
RB&MY

« POFTATIEAWS THI N
Microsoft Visual Studio, € > A M—J)Li&H&

« AWS Command Line Interface (AWSCLI)/N\—>32 2, IC7VEALTA VAR =ILBELVEE
E(AWS 7HIU N FlEZSR)

AWS Toolkit for Visual Studioz%E&Z &k (FIEZSR )

Secrets Manager AV —)LE G ZFA L TERE h - Systems Manager /N7 X—& AWS
CLI

4l
ASP.NET Core DI 7774 —< 3> % API T Parameter Store »* SEZEE T3 ICIF

1. ASP.NET Core DI 7 API IC)X®D NuGet Nvor—>#EBMLULET,

Amazon.Extensions.Configuration.SystemsManager

2. Program.cs 774A4LT, ROEEZTVET,

c using AT—KRXU KN (1) ZEBMULET,
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https://visualstudio.microsoft.com/downloads/
https://docs.aws.amazon.com/cli/latest/userguide/getting-started-install.html
https://docs.aws.amazon.com/toolkit-for-visual-studio/latest/user-guide/setup.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/parameter-create-console.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/param-create-cli.html
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using Amazon;
using Amazon.Extensions.NETCore.Setup;

« AWS Systems Manager %€ (2) ZEEML £ T,

builder.Configuration.AddSystemsManager("/dev/myapp", new AWSOptions

Region = RegionEndpoint.EUWest2
3);
using Amazon;
using Amazon.Extensions.NETCore.Setup; o

using Amazon.SecretsManager;
var builder = WebApplication.CreateBuilder(args);
/{ Add services to the container.

builder.Services.AddControllers();

// Learn more about configuring Swagger/OpenAPI at
builder.Services.AddEndpointsApiExplorer();
builder.Services.AddSwaggerGen();
builder.Logging.AddAWSProvider();

// When you need logging below set the minimum level. Otherwise the logging framework will
builder.Logging.SetMinimunlLevel(LoglLevel.Debug);

- builder.Configuration.AddSystemsManager("/dev/myapp/", new AWSOptions
: 2)
Region = RegionEndpoint.EUWest2
1;

builder.Services.AddScoped<IAmazonSecretsManager>(x =>
new AmazonSecretsManagerClient(RegionEndpoint.EUWest2)

);

builder.Services.AddHealthChecks();

(® Note
/myapp/dev & KT RegionEndPoint/N\Z X —& &, BRICHETET A, REZEH ()
ASHUEHITHENSH ') FFRegion = RegionEndpoint.GetBySystemName("eu-
west-2"), AFRETE., ChsDfEZ/\—RIO—RLBVTLEEL,

3. MILWIOSAT77A4)EEHRL., WS EEIZFTETParameterOptions.cse 77 M) %&
FE, AKOJ—RZEMLET,

public class ParameterOptions

{

public const string ParameterName = "Tenant";
public string keyl { get; set; } = string.Empty;
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public string key2 { get; set; } = string.Empty;

4. Parameter Store A SEZWMBITICE,. A NO—F—9FRA774) (&
EValuesController.cs) WWXNDEEZMAET,

« AVARZ IR (1) ZEBMLET,

private readonly IConfiguration _configuration;
public ParametersController(IConfiguration configuration)
{

_configuration = configuration;

s NTX=BARNT 2) HS5EZBBLET,

var parameterOptions = new ParameterOptions();
_configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions.key2

};

[Route("api/[controller]")]
[ApiController]

public class ParametersController : ControllerBase o

private readonly IConfiguration _configuration;

public ParametersController(IConfiguration configuration)

{
—configuration = configuration;
}
// GET: api/<ParametersController>
[HttpGet])
public IEnumerable<string> Get() 9
{

var parameterOptions = new ParameterOptions();
—configuration.GetSection(ParameterOptions.ParameterName).Bind(parameterOptions);

return new string[] {
parameterOptions.keyl,
parameterOptions.key2

b
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« AWS Secrets Manager 0—7—= 3 > Lambda B (GitHub VR K1) )

+ AWS Systems Manager @ .NET Configuration Extension, %> 7°)L 7 # LA (GitHub U R ~
)

« .NET T Secrets Manager 7247 hMlOoF vy v 12 FERT2HEAWS EF1 U7 1470
7)

Y—2A 15


https://github.com/aws-samples/aws-secrets-manager-rotation-lambdas
https://github.com/aws/aws-dotnet-extensions-configuration/tree/master/samples/Samples
https://aws.amazon.com/blogs/security/how-to-use-aws-secrets-manager-client-side-caching-in-dotnet/
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ZEHERATHEZHEBAOLET, A)LAFITY U, Amazon CloudWatch B EDEZ_X ) > T4 —
E A%, Amazon Elastic Container Service (Amazon ECS) NIV TFA—T ANL —Z—THE
AT&ZEY, CloudWatch ZFERALIEALAFIVIOEZR U T OFMIC OWTIEE. Amazon
Route 53 M RF I XV R ESBL T KEE W, ASP.NET Core TOAJJLAF I Y U DREDFEMIC
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-health-checks.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-health-checks.html
https://docs.microsoft.com/en-us/aspnet/core/host-and-deploy/health-checks?view=aspnetcore-5.0
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/Welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/managedservices/latest/userguide/code-suite.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-net-applications-security/modernization-net-applications-security.rss
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D REEEZETERATALHORKEILLARILEZEALET, fl: 72 7L AN Oracle F—XRXK—
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ZIR,

- BEA(ROY 772U R2AVY)—BE, #ROZA VAN S SaaS EFILICBITL
T, ORRBIZTIVEZET, fl: hAZRIY—UL—2322 v 7EE (CRM) AT AR
Salesforce.com ICBITLE T,

c UIRAN (V7 RT2URITN)— OO RBEZETRAIDLOOEEEZMATIC, 77VT—
2AVEIVTIRIEBITLUET, Bl A7 L ZAD Oracle T—RX—A%Z O EC2 41 AR
Y ALE®D Oracle IZBITLET AWS VTV R,

« BERE (NAN=—NAHF—=LRILOVTRTRITN-FLWOWN=RIIFTZBALLY,
T7Vr—>2a>a&EMmakY), BEOERAZEELEY TR ERL, 1 VTTANTD
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https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf
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https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
https://docs.aws.amazon.com/whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

CAF

AWS TOZTJREANTL—LD—D, ZZRLTLEZV,
Canary 7°'04

IVRI—HF—AON—2320AO-YIJ—REFHV)—R, BENFFTE. HLLN-—
>arveF7040L, REON—2a22KhZEBERRAET,

CCoE

TCloud Center of Excellence; #ZBL T &L\,
CDC

"F—8F+T7FrvOEE, 2BRLUTEEL,
EETF—2Fv7F ¥ (CDC)

T—RY—RA(T—ER—AT—TIIBE) DEEZEHL. TOXEEILLEITIXAZT—RZRR
¥T2570EA. CDC Kk, B—T YR ATLATOEEZEEFTILIL7UT—NLUTEBZM#E
TRRE, SRTXRBZEMNICEATERT,

AFARIZZTIYT
FEEPHRENEAR N ZERNICEALT, JATLDOMEEEZTANLET, AWS Fault

Injection Service (AWSFIS) ZfAL T, AWS D—J0O—RICANLARZEZ, TOKE%E
T 2REBERITTEERT,

Cl/ICD

M A T IL—>a 2 EENTIN)—Z2ZRBLTEE W,
Pk

FRZERIZDOILKRIDVETOELA, 7 EFEOCHEMEBETTILIE, BBEZTALEI.
BEER. BLEWCKBEhET, fIAE. ETFILFAAXA-—DRICENBZIHLESH ZHET
PRENHIHFENHIET,

74T MIDOESL

=TV RFTF—RAWS DY —ERX Z2REITZIHOO0-ALTOTF—RXDOESI,

C 25


https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

Cloud Center of Excellence (CCoE)

DZITRORANTZIOT1ADER. VV—AOBE, BITORXRALTA OEIL, KEFEEZL
FEEBLUTHBEZ) —RITDEE, HEBSEO IS REANORY) EAEHET D FEBRNEF—
Lo BHHICOVTE., AWSOTTIRIVE—TSA4AAXEE 7O D CCoE ¥fmESHBLTLKE
L AN

UZoRAVEI—TFTA4Y

JE—RTF—RARNL—=2J& 0T FNAAREBICBEFEAECND VTV RTO /00—, 757
RIAVEI—FT42JF, - ®ROECIV2OVELI—FTA2JF70 /00— CEH{EhTLE
ERD

V277 RERETINL

ITHEBIZSWVWT, 1 2BUEOVTIRIREEZBE, R, REBLIDLEHICERAETNZIERATT
o FFMICOVWTEE, "OTORERTETFTIDEE, Z2SBLTLSEEL,

BADISIRAF—

BB CRBTTREECBERITIZ4DOTI—XAWS VTR :
- 7O02IO0N —BESRAEFBFEZENEL T, V7V RBEENTOPIIRNEVK DD RIT
EE

- BEEY —BEZRODITIROEBEAZLATZIEOOEBHNERE (SUTF1 IV -0
K. CCoE DEZ. ERAETIOMHEIULLL)

s BT —l<XOT7VT—23208B17

- BRA —HEBELEY—ERAOKREL, V97TVRTOA/R—=>3

CNSOAT—2, AWSUTORIVE—TS4XEKR7IOJ/n7OJ78% 'VFUKR
TJ7—AMANDTY—"—, & "EADAT—, T Stephen Orban ICK 2> TERENEL 1=,
BITHEEOBEEEICOVTR, AWS "B1TEEHA Ry 2SRBLTSEEL,

CMDB

(REEBF—SAR—R, BBRLTLE,
J—RUKD KU

V—RAD—RXFOMODEE (RFIXN, YOI, RVVTRBE) FREEh, N—2 =
VEEBETOLAZBUTEHRENDEHH. —MBUEITZTRUARINUIZE, GitHubE & E 2
E&F hFEIBitbucket Cloude I—RODBN—2 3V RBTSOFERENET, XA/ 7O —EX
OBETR., BURSRNUE 1 DOMEZTRTT, 1 DO CIICDNA T4 TEBDIRD K
JEFHATEET,



https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
T4 DORANTZOT 14 A AWS

J—kFrya

ZETHD, Tk, HBYZEENHD, ELLE, FLVF—EPEBRRET—XIFEEATVS
NYT77F¥v22, F=ER—AADVAZVARBAA DV XFBIRERT A AT D SHHED &
ENHY, NVTTFFYVIANSTEABBR)EREANIDADIO, N7 X AICEZEL
£9,

A=) RF—2Z
O2CT 7 EREhY, BERBENDTF—2TY, CcOBEOT—2Z27IVIZHE. BE

FEEZVIVTEEEDNERA, COT—F2BNT7 A —~NXATRMBEANL—DBER
EROVZACBEITAE, JANZRIBIBDCENTERT,

OvE1-2ET 3 (CV)
BMREBEEALTFIRIIAA—IREFABREOES 1 TILHRS SBREDHS LOH

92 A ODFH, flRE,. Amazon SageMaker Al l& CV A EGLET )L IV XLZRML F
EE

BERDUTZ B
D—O0—ROBE, RENMEERENSEHLET, ChiCkY), D—I0— RAFFEERIZKE
UM HY), BEGEENA DERNTEHY FEA.

BREEF—2~X—XA (CMDB)
T—BER—AEEFDQITRE(N\N—RIVITFEVINIITOEANDIAVR—XNEFTDOREE

BU)ICETRREHERTE. EEITDURIKNI, BE, CMDBOF—X&E, BITOR—KNT #
ADKRBEDWOERBETERALET,

A7 #—=X2ANY Y

AT SATAFIVOEEFIVFAFIVIRNAZIIAARATDEDIZTETITE

% AWS Config L—IL&EBET V> a>nodL 923>, YAMLT>7'L—h&EFERALT, OV
TA—RANYODZAMWS 7HIOUNBLRY V=23 08— I T4 T74&LTF7O9
IHEE, HBEARICTFTOCMTEIEETERT, FMICOLVTIE, AWS Config R¥F 1 X
VRO TOAVT AR ANY D BBRBELTLEETL,

MENA>TIL—>3 T U /N) — (CI/ICD)

V7KRDIF7VI—RA7OADY—A, EILIR, TAN, AT=IVT, KBEORAT—D%
BEtT270tR, CICD ER—MHICNAT AV EFENET, J7OEAOEEL, £EMS
NEL, J-RREOCELE, BEOMELZATEICLERT., FMICOVTE, "#ENTIN



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

J—DRR, Z2Z2RBLTLEE VY, CD M T 7 O4 (Continuous Deployment) D BEEE TE
HY)ET, FHHAILCOVTRE "THENTUND—EMENET 7041 28BLTLEEV,

CcVv

vE1—2E232, 2Z2RLTSEEWY,

D

REPOT—X

ARNL—=—2RICHZDTF—ER2EBE, BILBHORY RND—ORICHEDT—2Z,
T—2 05

ZYRND—OHNDT—RA2BEEEL#BEHICEIVTER., 28I370ER, F—RICEL

RESLCREFEOID NO-ILZHMTIBRICKRIULOLED, H59WDFA/N—EF21UF10L

AVEBHERICSEVTEELRERTT, 7—X0HlE. AWS Well-Architected 7L —AT—T ®
TFIVFAOROIIVR—FRNTT, SFHFMICOVTRE, F—E20EZSRBLTSEETL,

F—BRYT K

EBEBT—FEMLETFIONL—ZVTERAENET—REOBICAEEREZERNELULY,
ADTF—ENBEAORBERICARICENMLEYTEZZETT, T—EXRUTNE. MLEFI
FROEENEmE, BE, 2FHZETSEIARESBYET,

BEFOT—X

ZYRD—=OR (XY RD—=DVY—RABERE) ZEFZRICBHITEHDT—Z,
F—2ZAva
—EBEINT VAR BA LB BEOSHE T —XFMEEEREBEIDT7T—FTI0F v 7L —A
7_70
F—2 &Mt
BRICHERT—RIOKZINEL, MEBTZEVSERE, TTF—XR/MLEEERAWS 75T R
ITBET, T7TA4N—DRAY, AN, 9 OH—RT7TYRNTIVNEHIBTEET,
F—RIFER
AWS IRENOD—EDFHHH—RL—I), EEHTEDID D&Y, FRAETIhDIZXYRND—IHL51E

HTEDVY—ALTIEATEDLSICLET, HMBICOVWTR., " TOTF—XFEADIEE
AWS Z2ZRLTLSEE L,



https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS REH 1S A T NET Framework 7707 —3 2 EES S A XS BB Ok 1
JF 4 DRARTSOF A AR

T— X DHEME

raw F— X ZHEEHROBBEEETII CTHECEMTEDIRANCERTD L, F—2DETLE
. BEDOINELFITZHIBRL T, RELTVWS, FELTLWD, FLREETZEICTHLT
BEEZBERLET,

7 — X AR
T—BDER., EE. REOFERE, F—RDTAT7H A V2K Z2BUTT—XDOHAMEE
ZEHFTH7TOEAR,
T — 2B

F—R2ENE, RELTLVSEA,

T—RIITTNIA
PHBEDEDRAA VTV IVAZYR—NTBDTF—REEBI AT L, T—RIIT/NVRA
ICRBE, KEOBERTF—XNFEENTHY, BERERIIVRIMICEATIET,
—BAINR—AEESH (DDL)

F—BER—ARNOT—TINRAT IO RNOBEEZERETEREETHLEONDAT—RMXAURNE
EEIOYUR,
T—RIR—RARESEE (DML)

—ER—AADEHREZEE (BA. BH. HIFR) $2LHOAT M XY MKRLEFITY R,
DDL

—EIN—AERSHI ESFRLTILEEL,
FA=TToH2TI

FRAOEOICERORBRZEETNEEAEDED, FA—TT7oH 27N 2FERLT. KWIE
BMETRZRELLY, TROFTHEEMZHEL LY TERT,

TA—TZ==T
AIZ1—JILRYRND—VOEHEEFEALT. ADTF—RERROZ—Y'Y NEBOBO
RYyEVT%2BRIT2HHMEBEY T 71— R,

Z M

—EOtEFIVTAXAZALEDAY MO ZOAVELI—2FY NT—02FKICBRICER
T RXYRNT—VETORABICHZT—2OBFME, BEM, TRAKZREI2FHEF1)

D 29



AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
T4 DORANTZOT 14 A AWS

TADFE, COHBZHRATSEEF AWS, AWS Organizations BEDEBZDL 1 VT —IZ8

BOdNO—-)ZEMLT, VY—AOREMZRRLET, Leald, ZEHET770—F

Tk, ZERDIA, XYRND—0EIXVT—232, BELEEAEDERIENTEET,
EREERE

Tl AWS Organizations, EMNH D —E AN AWS XU N—=THO > N&E&&HL THE
DTHIVRNEEEBL, TOY—EAOT IV EAHFAZERTEEXRT,. COTHIV NE,

ZTOH—EANERERELHVTET, #Fll, SLTCEHEOHIY—EAD—ERKX., AWS
Organizations KF 1 X2 NMAWS Organizations THEATED Y —EAZSRL T EE L,

F7°'04

T7VUr—>3a, i, J—ROBEZZ—7Y NORRTHNATESRLSICTZ7O0E
Ro F7OA4TR, - RR—RAIZEEZKEL R, T7VT—>320RETEOI— RR—
AZBELTEFTLET,

FRRRR

"RIE, ZZBLTLSEEL,
BrHEE

ARRIAIRELLEEIL, B, OJRKR. BEZITSLSCHFFEhcEF2a )TN
A—J), Chs0d2 N NO—/)LBEIXNEBREFETHY . RITPFOFHHIA MO—-IILZTY)
BROltex1)T7144 R 21— —ICBELET, FHIC DOV T, Implementing security
controls on AWS® Detective controlsZ SR L TS & LY,

MAENJI-—ARN)—AXYYE>T (DVSM)

V7RDITRREZATHAVIOAE—RERBICERXEZREITFNEZREL ., BEIEMNLZ
IR OICERAETNZTOEA, DVSM K, £&&&U—UXZATF7O0FYIT T30
TAADESICHRFAENLZNVI—-AN)—LYYED Y T7OAZLRLIZEDTT, V7
RYITHERETOLAZBU TMEZAEL., BN TEDICBEZRARAT Y TET—ALAILEREY
TTLWET,

TOENIA

BY), I35, EEMEE. £ESA/0LE, BEHROIATLAZRENICKRBLEEDTY, 7

TSEILYA R, FHREE VE—RNEZRUY, £ESBELEYR—NLET,
FAXarsF—7I)

ABZ—AF—I T, 779 T—T7IIAOENTF—RI_BITZ2TF—2BHEZELNERT—7

Lo FAXIAVT—TIERHRBE, TFARNTA—ILREFLEFTFANOELSICEETS



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS REAA A A T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

BHBETYT, chsOBEMEK, 7TVOHKN, 71420, #REY NOSRILFHFIC—
BEBICEAENET,

TAHFAR

D—J0—RFLEBFZATLY, EAThTVRIEERZEMTOESRABEDEREH TS A
R Ko ChEDARYMNE, BREE, BRITHNES, RELEERULEVREIA®PIILIIT
REZEDABOTEHNERTHZIBEN HYET,

TAPFAZ)A/N) (DR)

KELRDA IV BALETF—RBREFIRICHNADEHICEATIHETOER, FMl
D2UVWTIE., AWS Well-Architected 7L —AD—0®0O " TODO—OO0—ROF A4 HFARU AN
AWS: 95 RTOUANY) ; #BSRBLTLSEETL,

DML

TToANR—ARESTE EZRLTLET W,
RX A2 BERENEERF

ZFAVR—F M RBHLTVEIZEEHZETD RXAMY, FERITESXRABEICIDVR—%
VhEERLT, BESRYIRNIITOATAZRRTD770—F. CcOB=EFE. TUY Y-
T 7> ANEE. Domain-Driven Design: Tackling Complexity in the Heart of Software ( K X
AVBBERFFVIIRNIITORLICE TREMEAOERYIEKL) THEBNEATVET (RAK:
Addison-Wesley Professional, 2003). strangler fig /N2 —> TR XA U EBBRZFEZFERATDIH
EOBEMICOVTIE, O FF & Amazon API Gateway Z B L T, #£3R® Microsoft ASP.NET
(ASMX) VI 7 H—EAZBENICEATA A Z2SBLTSEEV,

DR

"TTAHAZVAN) L BZRUTLSEET W,
RU7 Mg

R—ASAVERENSDREEZEBHFLET, =& ZIE. AWS CloudFormation ZFEAL T AT
LD)Y—=ZAOR) 7 amBLEY), Z#FEHL TAWS Control Tower . H/NF2 AEHADE
ICHEBITEZZT T 0EERBELEY TEET,

DVSM

"AREARN)—LIVEVT, ZZRLTLSEZ W,

D 31


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

E

EDA
"RENT—2 541 2ZRL TSV,

EDI

rEFTF—2XHE, 22BLTLEETL,
Iv>oaAvE1I—F1429

T XY RD)—ODIVIILHBDAI—RMTFNAADGEREDZEHZ TV /00—, V5T R
dob1—FT420eBT2E, Tv2>AE1I—TFT4 T RBELAT—2EHKL., IS
ZERHEZEMTEEXT,

EFF—2XX# (EDI)

EBEOESXARFIX NOEBRM, FHICOVWTRK, "EFF—axMied, 228U
TLEEV,

E51t

ABAFEHDY TEETL—VFFANF—REBBXCERTSIVEI—F > I 701
Ao

§E{LF—
ESUTLIUXLNERLE, SYALMLENEE Y NASBBREXTI. F—DEEER
FOTHST. EF—BFUTERNESLC, —BLEEBESCREFETATUET,

IVFATY
AVEI—RXEVL/A MBERENBIEF. EYIIVFATUIATATE, BLM/4
NBAICHEMENE T, URNLIVFA PO YRTATE, BTH/N 1 M BICHRE hE
T

TYRERADR
BRIV KRS by EBRLTIEE W,

IV RELY RY—ER

REETZAR—RNITIR(VPC) ATHRARNLT, O I—H—EHETEDH—ER, &F
BAULTI>YRRA NG —ERAZERL AWS PrivateLink , ftt® AWS 7HD > N £k AWS
Identity and Access Management (IAM) 77U NILICT VAT EFETEER T, cns



https://aws.amazon.com/what-is/electronic-data-interchange/

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
T4 DORANTZOT 14 A AWS

DT NIVRNEREETIIONILE, A B3—TIAAVPC LI RRAVNEERTD L
T, IVRRAVNF—EBERLCTZAR—NIERTEXT, FMAICOVTE. Amazon Virtual
Private Cloud (Amazon VPC) RFAXU KD TTU RKRA VMY —EREERTD 1 B#SBLT
<fEEEV,

IB—TZA4AXVYIV—ATZ>=2% (ERP)

I3 —TSA4AXOEEREDIXATOLA (&FF. MES, 7O IV NEBA L) ZEELE X
VEBITED AT Lo

IRO-7THESE
E5it¥—%Z, BOBES{tF—2FALTESLTZ7O0EA, FMICOVWTEE., AWSKey
Management Service (AWSKMS) RF 21XV h0O TITOXRO—T7HESL, 28R TEE
(A

RIE

EIFOTTIT—23 DAV ARV AR 92O RAVELI—FT 4TI H T2 —RNEIRE

DEFEFILLTOESY)TT,

c ARRE —T7)T5—23 00X T ARBYETRZ AT F—LOANFERTE S, E17
FOT77)5—23> 040 AR A, ARRERG., LNOREBICEKSEZIZEEEZTANT
LEICHFERALET. COZATDRERG, TARNREBEFENZ EEHYET,

s TRIE —#WHEII RPTANCHEHAETSNZIBELE, 77U5—>23> 03 XTORRE
B,

« KEBERE T RI—Y—-HITIOEATES, 2FFOT77VIT—23 014 ARY
Ao CICDNA 724> Tld, ABRENGEOTTOAMREICKYET,

« FURE — O7BEETF—LBAOI—H—DTIOCLATEZIXNTORE, ChiZlF, &xF
RE, ABIRE, 1Y —&RTANREBRENEENET,

IEY S

FOYAILFEERT, BEEOEXOEBEEXIBMMSFICKI>EENTI), IEV DT
F., BEHEREZATOBEBICOVWTNALARILAHBAEZRELET, HIZIE. AWSCAF +
FAVFAIEYOIZERE, DETIVEAOER, g O—IIL, 1 VT7FARNTIF v
F1UT4, F—2RE, AVIFUVINRBHAEENTT., AWS BITHEOTIE Y JOFMIC
D2WT, Z7O00FALEESNAR ZZRBLTLSEEL,

ERP

TR —TZA4AX)Y—A5E, 25RLTLKEEL,



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

RENT— X224 (EDA)

T—2tEY hEegHLTEOEREHZERITZT7TOLRA. BFERE., F—XEZREXREERH
LTAS, N2—2 0k, REORE, SrUHRFHOTFIVIOIZOOYBHAEEZRTL
x9, EDA . MADOBEZAEL ., T—XOARNMEERT D EICI>TRITENET,

F
J77OT—=7)L

EAF—XNXOHRRT—T ), BEXEECHIZIENT—XERTFLET. B, 77077
L, XDy —2B8BHNEFA XAV T—TIIANOARF—Z2ETHD 2 20RA1T D5
FEENET,

7IA4)LT77AbB

RRZATHA VN ZRBIDLEHICHETRENETANEZERATZER, ChBT72vvI
T7O0-FOEERHSTT,

EEDBDRR
TREAWS VTR, BEOXEZHRL., V—J0—-ROMEZFLZEHDOICRILDTARA
ZEUTA—=V—=2AWS U—=23a>, O MO-LTL—2, F—=E2TL—2BEDEKER, &
MICOVTE, AWS "TEEEDEIRR ) 2ZRLTEET L,

W7 ST

72071 #BRLTLEEL,
HHE

BEENFFRAICERAIZANT—R, HlIAE, REIDVTFAMTR, BHERREZ AP S
EHNICF Y TFYEBAAX—DOFREEEHY)ET,

KRHEEEE

EFLOFRAICHITEIEHHENOEEMN, ChFBEE. Shapley Additive Deskonations (SHAP) X
BOoARBE, EXRTXZFETHETEAIREAIDTTRENET, FHRICODVTE., " Z2E
AULEERFEETIINOBRRAEN AWS, Z22RBL T<EEL,

HREZ i

EBMOY—RACLDTF—EOIIY T, EORT—V2T, BE—OF—8274—)LRAS®D
BHOBREY NORERE, BHFBETOELAOT—2Z2RE N IDE, ChiZKY), B



https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

2REFIGTF—EOEREEZ (TR ENTEEXT, HIAE., 72021-05-27 00:15:37, O HG%

2021 %, ., "5 A1, "TKRiy., "5, Co@ETHE, FETIIAVALN EETEETF—2T]

VIR—ZXNIBEETARWPICERDINEZ— 2FBITHDDICKRILIEET,
Havh7O>7 b

BAEOZATDRITERODFIC, FRAVELEZHAZRTOBOHZ LLM ICRHLET,

OFEE, TOVT NCEHRAENLES (S3Y N ASEFAF$BIZIAVTFARNAEED

F7Ur—3>Ts, PBIAVRNTOVTRNE, BEDT A -V b, ##, ELERXA

COHBENEETBRRAVICHENTT., EOYIYRTOVT by 63BLTEEL,
FGAC

TEOMA BT OEAODY NO—)L) 22RLTLSEEL,
EHMA BT U AFIMH (FGAC)

BROXMEFERALTT IV ERAEREFIELEGFIERTTD L,
7Y 1h8Y NBIT
BRENAT7O0—F2EATIRDYIC, BEEF—IXF Y IFrICKBDBENET—XL T

T—2arEEALT, TR ERBTT—RZBITI2T—EIR—ABITHE. BHNES
V34 LERNRICHADZETT,

FM

TEBTTI, 2ZRLTSEET W,
EBTETFI (FM)

— BB LTSRLFFENRTVEVF—ZDAREEF—2EY RTRL—ZVFEh TV
AEEEREBEE-1-S)%Y RT—%5, FMs F. SEOEMR. TFANCEROLER. BA
EENAFERY, CECEB—ROBAAVERTTEET, BACO LT, EBEFILL
B, BBRLTEEL,

G
AR Al

REOF—RTHRL—Z2J&h, V7N BTFARNTOVT R EFALTAX—2, BE,
THFAN, A—FAABEOHLVIADTOIYRT—TAT TN EEHTED Al ETFILOYT
'Y b FMICOVWTE., "ERA EEF) ZZRLTSEEL,



https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/

AWS HREHA AR T NET Framework 7 7’7 —> 3> 2T A A5 b0+

DFADRANTZ 0T 14 A AWS
sH7OvEoy

WENEIRZESBEL TS EETL,

HWIBWEIR (A7OYF2Y)
BEODEOI—H—DNIATOVEREICTIVEATERZVWKSICTSEHD, Amazon
CloudFront DA 7> 3>, PORA%ZHAITH2EHEELETHEIEFE, FAVAMNELFEFELEVAN

EES>TEELE T, FHMICOVWTIEE, CloudFront RF A X NOIOVTUY OHEBRHT 4 A
E1—23 2 0FRESRLTSEZ L,

Gitflow 7—2 70—

THREBEE EMNREN, V—AO—RURDZRNUTENETNELDTSOF2ERTRA
Eo Gitflow 7—2 70—RLA—ERBEh, hTUVIR—AOT—V70—RBFEA > THE
é*’-6770|:|_?-6‘3-0

A—LF2 A X—

TOIATLAERERVYIRNIITOHFLWA VARV AZTFTO/4T2100T7L—hEL
TEATNDIATLAFEERYTIRNIITORFTY T3y h, flald, HETK, J-IF
VAX—DEFERALTEBROTNAARICY 7 O F7270ED3 2000, FINAAREFNR
L—>3>0REE, AT7-EVT 1, £EMZA LTI LN TERT,

TJV—=27 4 =)L REiR

HULWREBICBRRFEOAVIZARZITFYHIBEELBEVCE, YATLAT—FTIO0FVICT)—
V71— REBEEATRIHEE, BEOAVTIZANTIFY BIET S0 74—ILR)ED
BRI EZTRd <, H502HLVWTI /O —%2RBRTEXT. BEFEOA2TF
ARSOFv#IRLTVWBRISERE, 750071 —)LREBET V-7 14— )L REBZRS
TEBREETEXRT,

A—RL—L

HABEMN OU) 2ROV Y—RA, RUD—, AVT AT AZEBR TS DOICKXI OB
L=l FHA—RL—ILEGE. AVT AT ABREC-HBITEILSICRI—ZEZELET,
chnslF, Y—ERODNO=ILRIV—E IAMT7 IV EAFTOEREZFAL TEEENET,
BREA—RL—LE. RUP—EBRXAVTFATALOBEZREL, BEOLOOTZ—
NZERELET, <hslk AWS Config., . Amazon GuardDuty AWS Security Hub, . AWS
Trusted Advisor Amazon Inspector, KT N AR L AWS Lambda FI VY VZFERAL TEEZh
£7,

G 36


https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS HREHA AR T .NET Framework 7 7 U4 —> 3> #E4 7’4 LHnt+a
T4 ORA BN 7‘7‘ A AWS
HA

"SR AN, ZSRBRLTLSEETY,

BEEERBET —ZIR—ADBIT
BOT—ER—AIVIOVEFERATEIR—T Y RTF—ER—ANBEROHAT —IR—ADE
17 (BIZIE. Oracle A5 Amazon Aurora), EBEBITEEE. 7T—FT7I0F v DBEERFHEED—

HTHY), AF—NOEBRBIEMBZZAVICBZZABMEI HYET, AWS F, AF—X DL
(& D AWS SCTZRMLF T,

NATRAZEDT 14 (HA)

RBEPKENRELLBEIC, NABLICTD—70—RZHENICEATED L, HAY AT
Ak, BEWNIC7TAIILA—N—L, " ELTEREDODNT A RAZRHL, NTA—< >
ANDEEZRPRICHABN ST ET T T AFTPEZTZNETEIRSICHRIATIATVET,

EARNUTYOEAFAE— 3>
REEN - —X L& K<BRBEDIC, FRL—232FH /OY— (OT) VAT LEELF

AAL, PY7IL—RIBDEHOT77O0—F. EANVT R, IBAOSETIEZRY—AND
5F—R%ZPNELTREITZDEDICEAETNZTF—EIR—ANOD—ETT,

R=ILRT7IRT—2Z
BRFEETINIONL-—ZVIERAEIhZT—2EY MY SREET NS, FNILFEOERE

T—2D—& EFINTFRER-ILRTFTINT-RELBRTIBDET, R—ILRT7INTF—2%
FEALTETFIONT AR AZFETEE T,

RET—ZRX—ADBIT
BEROHAT—EIR—R%Z, AUTF—BER—RAIVISVEHBFITDIEZ—TY NF—ER—2A
(Microsoft SQL Server A5 Amazon RDS for SQL Server & &) ICB1T9 2, BEEBITE. B

B, VRARNEEGVTSY R T A—LLODEEO—ZBTT, XATATF—ER—AI—FT4
DF4ZFEALT, AF—NEBITTEEXT,

RY hF—2

DTPNLEALT—ZRRAEOBRT -2, BRELILTIEAETIZT—%, BE, COTF—2X
CREEEIVIVREZREITIEUEZAN L —DBEBRLGEITANVETT,



https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

RYNTAVTR
FEREOVEACEEZBETZILOICESTRAETLZTOTZ L, ZEMFrEVED, BE

® DevOps DU —RAD—U70-HISBEANLETREENET,
NAN—=T T 5

AY RA—N—EBER, BITLET7VT—232B8TF—LNIVZORTER, ERL THE

ICxng 2 HE. BF. COPER1~4B8TY, \AN—TT7HEFrKRTIDE, TTIT—
SAVIERTRIEREE—MRVICBITTF—LASIVTIRARL =23V F-LILBYET,

I
laC

Mnfrastructure as Codes ZZHBL T EE L,
ID R—ADR) > —

AWS V5O RIREBRNODT7 IV EAHFAEEZTD 1 DUEOIAM TV NIILICTRY FEni
7.RU:/_0

TA RIVREOTF T U Tr—>3>
90 ABMO T8 % CPU B LT XEUBARN 5~20% OF7UTr— 3>, BE7OI TN

T, CNSOFTIUT—YaVERLETBA . AV TLIRACRBTEON —BHUTT.
lloT

"EXRT /DA —ZY ) BSBLTLKEEL,
AZA—BTNAVTSANTOF ¥

BEOAIZANZVFyZ2EH, NVFEA, FLEEETIRDYIZ, EFEREDT—7

O—RABAICHFLVAVISARNSIFYyEFTOAATEIETN AZ1—3TINA2VTFARNS

DF v, RENICZ1—RTIWNAVTZARNTZOFY&YE—BEMH, FEE. FAMNE<K

WET, HEMIZOWVWTIE. AWS T Well-Architected 7L—ALAD =2, O "4 21 —87 )4

TJT2ARNZOF v 2 ERALETTOA41 ORANTSI9T1RAEZSBLTLSEEW,
4>\ R (ZE)VPC

AWSXIWNFTHIRT—FFTIOF YT, F7UT5—23a>00BL5FY NDO—DER%E
ZiTANh, BEL, L—F14>T9F3 VPC, AWS Security Reference Architecture Tlk, 771

38


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

T—=23A R LEEBAEZ—FY NEONRBFRDA > RXA—T I AZREBETHDEHIC, 1
INDUR, FTORNNDIDUR, AVARDIDIAVOZEVPC 2FRALTERY ND—O9TFHhO K%
RETD_EZHRBLTVWET,

BoBIT

T7075r—23a>Z1BTIRNTHY M F—N—F2OTREL, MEVERIIHDTTBITITS
Ay hFA—N—Hkg, FIAE. FNFPBOIA VOV —EAREEI-—F—DHEHFRLLZA
TLAIBITITRRENHYVET. INTHERICHETIEZRIETELS, BYOX(4o0
H—EAPI-—H-—ZBRENICBITL., LAY —SATLAZRIETEDLSICLET., COEK
ICkt), RBEZBITCHESVAIVNBRENAET,

AHEARN)—4.0

2016 F|Z Klaus Schwab IC& 2 TEAETNERAZET, B, UT7ILRALT—R, F—KMX—
ar, 7. AIML DESFIZKBDEDSZRATOCLAOERA FA(E—3a > &2ELET,

AT ZANZIOF ¥

T70T5r—23a>0RBIEEFEFNDINTOUY—RETEY K,

Infrastructure as Code (1aC)

T7Vr—23> 0427 3ARNTZOFYZ2—EORE7 7/ eEALT7OEZ 32T
L., BEI270LA, 1aC &, HMLVREZHFERAERTEEAUIE<, " EXDOHZIEDICT
IS, AVTZARNZOFvE2—aNICEEL, VY—REFREHL, AT—I)LZRREICITR
BEIICHFTENTVERT,

EESTFICH TS loT (lloT)

HE, ITRILF—, BBE, ANLATT., FA4A7HAI VA, BEBREOEEBMACSTH 1>
2=V NIEREN L T—PTFNAADOEA, FHICDOWTEE, TBuilding an industrial
Internet of Things (IloT) digital transformation strategy s 2B L TS &L\,

A2ARD> a2 VPC

AWS IINFTHIVRT—FTIOF+Tlk, VPC(A—FERELZDAWS V=232 ), 412
B—RYKN, AVTLIARY NT—VEORY RT—OKRT T4V IDKREZEET D — it
& Mz VPCs, AWS Security Reference Architecture Tld, 77V —>a> &k L&EEA >
B—Y NEORFEDA 2 EZ—TIAARZREITDLEHIC, 1NTR, TIONNIUR,
AVARIZIAVOEVPCEZFEALTRY RD)—IOFT WOV RN ERETDEEZHRBLTVE
CB

39


https://www.weforum.org/about/klaus-schwab/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

loT
A=Y NEERO—DILBERXRY NT—0ZN L THOFNA AR ATLEEBETS.
O —FERTORY SN EAIAENEEGERZAMBATSIVONORY ND—T, SFHHlICO
WTk, TloT &lFy ZSRBLTLSEEL,

FRIR AT BE M
BBZEETTIOBHET, TETFILOFANr TOADICEDLISICHKEFETEIN ZABN BB TES

EEVERLET, FHAICOVTR, " ZEALEERFEET L OBRAEENE AWS, 22 R
LTLSEEL,

loT

"E/DAVE—FY b ZBBRLTILKEE WV,
ITHE&EZ 177 (ITIL)

ITH—ERAZRBHEL, ChoNHY—ERAZEDZXABHICEDEDLEODO—EORANTTY
FA4R, ITILIEITSM OEZEZEHLUET,

IT H—ERAEE (ITSM)
BEBOITH—EADERST. 22X, BB, BLRUOYR—NCEETZEE, 77T RAXRL—3
EITSMY —=ILOKEEICOVWTIE, ARL =23 VEEHA R 28BLTLSEEL,

ITIL

"THEHZAT V1 22RLUTLKEEL,
ITSM

MTH—EAEE, 25RLTSEEL,

L

FRIWAR=AT 7t AH|H (LBAC)

W70 L AHIME (MAC) DRET, 1—H—tF—RAKICTNTREFIUT A SRIENH
RECEWSTSNET, I—F—tF1UTFASRLEF—REFLUF A SRIFRETS
WAL T, I—HF—CRREBTEHNREYET,

SUFAVIV—Y
SUFAVIV—VE, AT —STATREE, BYLBHEAEILFTATY N AWS FiE
TY. Chid, BB EF1UTABLEAVTSARS I FvRECAEER>TI—v0—



https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html

AWS REAA A A T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

RETFTVT—2a22R0RICEBLTTF7OMTEDIHRERTY, Z0T1 IV -2 OFM
C2VWTR, Z2TAT—Z7WNBIINFTHAI S AWSREOLEY 7Y 7T Z5RLTLKE
=L,

RBRESFETIL (LLM)

REOF—RIIRMULTEMML—Z2TENEREFE A EFI), LLM E, ERANOEZE, R
FAIXKNDEHN, TFAMNDMBOSEANOER, XOXETHE, EBRORAVZERITTESE
T, FHEMICDOVWTIEE, LLMsy ZSRBLTLSEEL,

RBEZBT
300 B LD —NDBIT,
LBAC

TONINR=—ADOTIAOAY  O—)L) 25RLTLEE,
R/NFHE

BAVDETICRMBEREROEREFNETDIEVS, EFIVTIAORANTZIT 1R, 7
MICOVWTRE, IAM RFIXNOENEBET VL AFHFAZERATSIZSRL TEET L,

V78T RTIT7H

"7TRs, ZZRLTLKEE L,
DNLVIZFAT AT A

BRTUNA R ZRDICKRIMNT D AT L, TOTATMESRLTIEEL,
LLM

TRBESEET I 2ZRBLTEE L,
TRE

"R, ZZRLTLSEZ WL,

M

HW=E (ML)

NE—URBRBEFBITIIVALEFRZHEAIDATHEN—E, ML, E/ D12 R—
ZY N (IoT) F—RABEDRBEE N T2 ZoHLTEBL, NE—VICESKHHETILZ
ERLERT, FEICOVTR., "#EZFE, 22RLTEEL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

XAVTSUF
T722F1 #8RLTSEEL,

NILoTTF
AEI—20tEF1VTAFTLERTSANS —ZREITDLSCHRFAENLEYTINDIT X
WOoIT7E, AVEI -2 AT LAOHRY, BREBFHROFR, FTET7 IV EALCOBL D AEEMEN

HYERT NLDVITOHELTRE, TMINA, D—4L, ZUHLTIT, NOADOKRE, AN
A7IT7, F-OH-BEFHYVET,

Ix—T RH—ER
AWS DY —ER BV TSARSIF ¥ LAV —, ARL—FA VIS RFL, 75V
R74—LAWS £EAL. IV RAAY NCTFIEALTTF— R ERES LFMEL S

9, Amazon Simple Storage Service (Amazon S3) & Amazon DynamoDB (&, ¥YX—2 R —E
ADBITYT, chsEFHMRILEhEY—ERAEEFRENET,

REBERTZ AT L (MES)
SETOERAZER, EZRUT, XEL, TR OOV T NIITIATLT, R
ZISORRERCERLET,

MAP

"BIOTRETOJTZ L) ZZRLTLSEET W,
XNZK L

V= )LZERL., V=IOEAZHIEL, FEZTSEHICERZRET T2 E7O0EA,
XAZAXALE, BERICENBERZELLTHETEIHAIILTT, FMICOVTEK, AWS
T Well-Architected 7L —AD =2, O "XHZALDEE, #5BLTLIEEL,

XOIN=TFAHI> K

HBO—HBTHHIEBTHIN AWS PHI 2 N B DTN T AWS Organizationse 7>
NRAHEBOXN—IZBBDENTEDODRF, —EBIZ1D2O&KTT,

MES
FEEET AT AL BSBLTLSEETL,
XVtE—F 21— TFLXRNI KNS AR—K (MQTT)

JY—RIZHHADSH B 1oT FINAARD, NTVY 2 14T AVTZATNE—VICED<KRE
machine-to-machine (M2M) BE 7’0~ )L,



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

RA4A7O0¥—ER

AEICEZENEZAPIZNALTEEL. BERIABLZBECEEEOF—LNMETS. N

BTHIILEY—EARATTY, AR, REATAICE, BRERXN—TT12IBEDED XA
BEE, EEEBE, B3R, 9B EOY T RXAVICIVYEVTTEIIA VO —EANEEN
DEHEENBYVET, NAVOY—EADFRICIE, BEME, REBERAT—U2T, B5%770
1, BRARELEI—R, BEIBENf HYET, FHMICOVTEK, AWS "H—/N\—L AH—
EREFERALEXA O —ERAOHE S 2SBLTLEEV,

YA UOY—ERT—FFIF

BF70T5—>3>70tAEXA 7O —ERELTRITIDMUL OV R—F N EER
LTTF7VT—232 % @BRI2T770—F. chsONA IO —ERRG, BE APl ZAL
T, BRICERENIEAVE—TIAAZNLTEBRELET., CcOT7—FTI9F+OEIA70
B—ERAR, P7UT—230REOHEICHIZIEEEZBLIISICER. 704, &
CART—U2ITEERT, FHICOLVTR, "TONAIOY—EADEE AWS, 23RL T
<EEL,

Migration Acceleration Program (MAP)

EBHN O ORICBITIZDEHOBIBZERAEREZBEL., BITOWHPIANZHERTZIDICE
MOAVYIT AT R—KN, NL—=2Z27, Y—EAZRHTS AWS 7075 L, MAP
. BN ESFETCLAY —BTEERTIZLHOBITAERE. —BHNEBITFUAEZEE
CBELVEERLTEZD—EDY—IINEENRTVET,

KRBT

F7UT—3aVR— R T A UFOABAERLICISIRICBHEL, BIT—TTEYZLD
TS —a BRI BHE S TOER, COBRBTE. UAOBREASZALERARNT
SHFAREHINEFALT, BEIFIRI—F—L, V=)L, 7OEAOSE, F—hX—
SAVETIRANTFUNY—C&>TI—o0— ROBHEAENLLET., Chid. AWS B
THE OE3BETT.,

BETFIRNU—

BEftchERBEMEOHZT77O0—FICKY, 7—OV0—ROBITZEEILT 2 EPEMN &
F—Lho BIT77 OV RNU—F—LICEK, BE, EA. ED>XATFTVANBLVUFEE. BIT
IV2Z7, FROYN—, BRCARATUNTHEETSD DevOps 7O7 IV IFIHNEE
NET, IVER—TFAAXTTVT—232R— 7 2)FD20~50% &, 77O K)—0OF
ZT7O—FILE > THREILTEDIRENEZ—2VTERENTVET, FHlICOVWTE, cod>T
OVEY NOBITT7 7O K)—IZBT B & Cloud Migration Factory 14 RESBL T EE
Wo



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

BITXRT—&

BITEXTIRDEHICBERTTIVT—230BLTH—N—ICETRER. BITNZ—>2C
E, BB —EOBITART—ANYBETT, BITAZT—20OHEL TR, 2—TY R TT
FYN, EFIUTATILN=T. AWSTAHIZURNBENBYNET,

BIINZ—>

BITHE., BTk, BRCFERTIBIT7VIT—23 FER3Y—EAZFRTS, RETHE
BBITRAY., Hl: AWS Application Migration Service %Z £/ L T Amazon EC2 ND¥T% UK
ARLET,

Migration Portfolio Assessment (MPA)

ICBITIRLEHDEDRAT—AZRKRIATZ-OOEHREREITZFZA42Y—I)L AWS &
777 Re MPA &, FMBR—K7 # UAFME (Y—/N—0BUNEH 42T, MERFE. TCO
&, BITAARNDN) SLOBITTZ2 (F7VT—2320F—205HeT—2 &, 77
7r—23>000—71t. BITOBRIBUNST. $LVVI—TT7S227) ZRMHLE
T MPAY =)L (ATAVHABE)F. IXTOAWS OV HILEZY NE APNN—KF—O2%
LR R ERTRATEXRT,

BATERRRFHE (MRA)
AWS CAF ZERL T, MBI 7T REBRRICETZD AU A N ZEIEL, RITECEMZ4H

EL, BEENEF YV T ZEBORILEODOTIIIAVT IV BEIZTOEA, FHICOVT
F. BITERBRATAR Z2ZRLTEEZVL, MRA X, AWS BITEHHEOE-—RETT,

BITH

D—O0—RE ICBITIDEOHDICERATZT77O0—FAWS V5T R, FHICOVWTE, COA
FBED "TRsIVN), & THHEBZEHEL TABEEBRBITZNETS ) 2SBLTLSEETL,

ML

277 TEWFE, #BRLTIEE,
EXFA4E—3>

FW(LAY—FLERGE/IVDY)TTIT—232VEFDATZANTOFYEITIR
RNORBTHEIMDOHZEARAESATAICERL T, JANZHIBL, MRZEDH, 1 /R—
avEFALET, HFHEOVTR., "0 " F7UT—>3VzESFTAXT R0 DEE
AWS V7T R, 25RLTLKEEL,



https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/

AWS HREHA AR T NET Framework 7 7’7 —> 3> 2T A A5 b0+

DFADRANTZOT 14 A AWS
EAFAE— 3 E R

BEBOT7IVTr—>3a>0FAFA4E—>3 0 0EBERRZHIL. RS, VARAD, KkEFERE
BEL, BBNChsOT7ITr—23 2 0FROREZEDEEENICHR—NTEZ L Z
RETZBOICKL DA, FFEOKRELT, B—TFYRT—FTIOFvOTINL—TUN,
EXFAE—2a T O0LAOHRBRBENAINAN—2ZFRLIZO—RY YT, BEEH
XYY TIRRIREHOTI>a>TIUNFBESNET, FMICOVWVTRE, b 0 "7V
T—2a2OESFAE— 3 VERRTOFEAWS 77T R, 282RBLTSEEWL,

T/ VY OTTIT—232 (E/VUR)

BRCEEENETOLRAZH D E—DOY—ERELTRTENDTIVTr—>3>, /U
SV OTTIT—=23VICRVLKIDPDRIABYVET 1 DOTTVT— 3 HBET T AN
VIVAOEENRBIZEHEER. T—FTIV9F V242 RT-VIJIBBENBYVET, £
VDY OT7)Tr—2a>0RBEENRLFRETDIZLF, I-RR—ANFKRELBRE
BHIEVET, ChSOBBEICHLIZICEK, XA VO —ERAT7—FTIF v Z2HATER
T, FHMICOVTR, E/VAZNAVOY—EAICH#ETS 2ZRL TS EE L,

MPA

"BIOAR—K 7 )AFME, ZBRLTSEE W,
MQTT

"Message Queuing Telemetry Transporty 28R L TS E&E L\,
LOTADE

BROVZAOFRAZERTH7OELA 2 2UELEOHERD 1 2ZFRALET), fIXE, #HF
BEFILYN., TCORRIER. BHE, EFOLVTITIAN?, . "ZOBEKRICES
THREBELOHZPERONTIVRBENTIN?, EA<ALPELIEHA,

21-8TNAVTZARNZOF ¥

KEID—OO—ROBEDAVISANSIF Y 2EFSERIVOEETDEF ). Well-Architected
AWS 7L—AD—o Tk, —Et., EEYE. FATWEEEZRDLEEZLEHIC, 1 Z1—527)
AT AN IOFYOERERARNTS9T 1A AELTHELTVET,

O

OAC

U]

"FAVDOTOEAODANO—)L) 28RBLTLEEL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

OAl

"FIDSVTOEATATTAT 11 25RLTLKEE,
OCM

EEEEEE, 2ZRLTSEETY,
F754 8T

BAZ7ORARICY—RT—Y0— REELE B BBAHE, COBEEH I A LFRE
B, BRGEETERVMEBRED—IO— KICEAENET,
Ol

TARL—=>320ffa) ZBRLTLILEEV,
OLA

TEALANILDZN, 2ZRLTLSEE W,
FTA BT

V—AD—VO0—REATSAVICETICE—TY NATFALILOE—TB8THEE. 7—7
O—RICEHESNATVWBR T 7V —232 @, BITHEEMELETSR ENTEERT, COHE
BRI RA LN EOLSHEPRTECLED, BEFEELABRFREOD—IO—RIZER
ENET,

OPC-UA

"Open Process Communications - Unified Architecture; 2B L TS EE L,
F—7VTOERBE - HAT—FF79F ¥ (OPC-UA)

E¥M % — ~h X—3 3 > F Omachine-to-machine (M2M) BE 70 kL. OPC-UA i&. F—%&
OEEE{L, B, RTAF—LEHAHEEAEEEERELET,

ARL—=23FILARILTFTIT)—=X2 K~ (OLA)
H—EALARILTIV—=XU N (SLA) ZHR—KNTBEHIC, EOEENIT IIL—THFEVIC
RHEITDEEZNRTIHN ZHEICT SN,

ERERRRL E1— (ORR)
AT RNREBENSEEOER, M. ik, FLEEEAOMBNMNCKZILIODEBE TNICEE

FTEIRANTZOTAADFIYII)AN, FMICOVTIE, AWS Well-Architected 7 L — A
7 —4% M "Operational Readiness Reviews (ORR); ZZBL TS &L\,



https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS HREHA AR T .NET Framework 7 7 U4 —> 3> #E4 7’4 LHnt+a
T4 ORA BN 7‘7‘ A AWS

ERTY /02— (0T)

EEIARL—32, B8, 1 V7 FARNSIOF v Z2HHTH-HICYBIRBEL EETS/\—R
DITBEREVTINIITIAT L, RHETE, OT EFHEAM (IT) AT LOHKEEAH . Industry
40 BROEBERTT,

ARL—=23a&K4E (O
DTSIRTARL—=IAVEEFZFFARXRTH7O0CAICIEK.,. EEHFTE, A— N X—>23>2 ., HE
NEENET, HFMHICOVWTE, ARL—23aVEEHAR ’E*EEL/‘C<7L?‘5\,\

4B 45 o FIE R

HBAWS THIUN ADOITXNTO OINTHDA R N AWS CloudTrail 2OV ICERE TS, (C
& 2 THERE NI=EEH AWS Organizations., FE#FlE, MABICEETNTVWEIEAWS THU UK I
EREh, ETHIONOTIOTAETAZEBHLET, FMIC DV TEE, CloudTrail RF 1 X
YMNOHBEBOHDIERNZSRL TS EEL,

BT ESE (OCM)

AM, b, V=R =29 T0BERN S, FELBBIENGESXALEEZEETDILEOOT L —
LAD—2D, OCM IEk, ZLOBAZIEL., BITEECTAL, MEXEBOELZHIET S C
ET, HBNFLVSATALALEBOEREBITIDOZZELET., AWS BITHEE TR, &
SOREBATODIVRNIMBEBEBREZADAE—RICKY, COTL—ALAD—=DFAMTOtZ
L—23a> eERRENET, FMICOVTIE, OCM H4 R #283BL TV,

AV Fo+EATY NO—JL (OAC)

Amazon Simple Storage Service (Amazon S3) A>T Y ZRE TS = D, CloudFront ®F
Dt AFIBROEICATS a2, OACIEFAWS V=23, §XTO S3I/NT Y b, AWS KMS
(SSE-KMS) IZ& 2 H—/N\—fAIOBESt, S3/NT Y NADOEW PUT 8KV DELETEU VT A KM%
HR—MLET,

FVDSOTFIORATATT 47T 4 (OAl)

CloudFront @, Amazon S3 ATV % REITRDLEOOT IV LAFIRA TS 3>, OAl ZH
g% &, CloudFront 2", Amazon S3 (CRREEATEER 7D NI ZHERLET, REEEn i7"V
ONLE, SSNTY RO TV, BE® CloudFront 4 AU E1I—>3 2 ZNL
TOHRTIEATEET, OACEHETSRLTSIEE L, OAC TR, &KV FlZ, @k h
7Ot AD NO—IINFAIETT,

ORR

AZERRALELI— 22RBULTSEZ L,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

oT

TERTO/O— ZZRULTLSEEL,
T RND2 R (EfE) VPC

AWS IIWNFTAHIRNT—FTO0FvTR., PTVT—3> R SHKBRENIEZRY KO-

EHnEunE 33 VPC, AWS Security Reference Architecture Tlk, 77U r—> 3> &k V) LE
BAVR—XY NEORFEDA 2V R—TIA AZRETDLEOHIC, 1 NT R, PIRNND
VR, AVARIIAVOEVPC BEFERALTRY RD—OTF AT N ERETDEEZHEL

TVWERT,

P
TOEAFADERER

A—H—FLBRO-LINERATERT IV LAHAOLRERETS. IAMT U NILIZTRY
FEhd IAMEERD D —, FHICOVTE, IABM RFIXVNOT I EAFADERZSRL
TLEE L,

BAZBETESDER (PI)

EEREL LSS, FLRMEOBEET—FEBIEDEBLEBEIC. BAOETZEENICHAT
PEHICEATESHER. P OFICIK, BB, F/. EREBEREENFHYNET,

Pl

BAZSETEDEHRESRLTSEEL,
TLATVv Y

DZORTOATANRL =2 3 V#EOREAE, BITICEEITZEXEZRN)IAL, EFERS
NE—EORTY T, T7LATY OB, AVUTN, BEZVTY Y, FEREEEROES 4
AENEREZEATDILOICHELTOLARFIROEN B EOHRZED N TEEXRT,

PLC

7O AREZOY VA NO—F— Z5RLTSEEL,
PLM

"BEmT7A7 A4 O0ILER, 22RLTEEL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

RIS —

TOCAFNEER (TFATVTATAR—ADR) S —%SR ), PUOEAZHGZEE (VY —

AIR—ANKR) S —%SR ), L OEBRNOIXNTOTHINCRITEIHERT IV EAHFT

% EZ AWS Organizations ( Y—E A NO—)LAR) S —%SB) TEDATDIT TN,
LZERBOKEM

T—RTIOEANEZ—URFOMOBHICEIVWT, N IO —ERADTF—RANL—DFY
/AP —Z@RISERLEY, XA VOY—EANFRUTF—RANL—IF 0 /00 —%FEAL
TWaEE, ERLOBENRELLEY, NTA—NXVAFBETIDAEENBYNET, X147
OY—ERAR, BEHCKREBEELET—FARNT2ERATRE, LUBRICRETE, NT74—
RVAERAT—ZEUT4AELELET, FMICODVWTR, XAIJOY—EATOT— XKk
DAL ZZRLTEZ L,

Rk 7 # U A

BITEFE IR O, FTTIVT—232KR—K7#VF0OKRE. 2. BEBUNSTEITST
OER, FHICOVWTR, "BITERREAA R, 22RBLTSEEZ L,

R EE

true ¥k 2RI VIVEHE, — M ICfalseld WHEREAICH V) £T
RESv 21T

BERIICOTIVADT—RE27AINEITI2T—EIR—AVIVREILFE. chilkl),
IL—=23FNTF—ER—-ADPSHEBLTLRETIXEN HB2T—FOENBLPIL. JTUON
T7A—=RVAABMELET,

TR MO-)

AR NOREZB<SLDICEFEAEEF2IUFT4OMO-), 203> MO—-ILIE,
XY RD—IOANDRET IV EARHFERLLKBVEEZH<HRBBROBHETT, FHHEICOWVWT
l&. Implementing security controls on AWS ® Preventative controlsZZ 8B L TS & LY\,

70N

TOYaVERITLUAWS . UDY—RETIEATED OIVFAT 4. COIVTFATAR

BE. . IAMAWS PADY KO-, £ I—H—0)L—N1—H—TF, FMOVT

E. IAM RFIXYROO—LCET2ABRLBSRNCHDZTUVINLESBL T EE L,
TSANY—INAFHA >

RR7OELA2BZBUTIT AN —Z2ERIDVATALAIVZTIIT7O-F,

P 49


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-data-persistence/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

TZAR—RNEKARNY =2

1 D2BLEDVPCHDRXAZEZFDHT RXALAADDNS 2T JIZx L. Amazon Route 53 A
EDLDICKETHIHNICETHEHRERIFITHIATT. HFHICOVWTIE, Route53 RF 1 X
KD TT7SAR=—KNKANY—=2OFERL Z22BLTLSEETV,

7Or7 o747 ~O-)

FEEHM)Y —AOTF7OM4 ZH< LS ICEFFENEEF2UT4+ O NO—), chsOdV b~
O—J)Ek, O3 Z I8 )Y —AZAF vy LET, VY—AN I MO—JLICERL
TVWEWEE, 7OEDaZ JEhErtA, FHHICDOVTIEE. AWS Control Tower RF 1 X
R " OARO—=IIUT7LAAA R B "TEF2 VT4 RO—-ILOEE, ©

OF7 0747 00—, 28BLTLEEV, AWS

HWMZA4 7414 OIERE (PLM)

RET. BN, RENSRREABET, HROF—2ETORADTA THA VN EHIEDLES

B,

RERE

"R, ZSRL TS EEV,

Z7OYSATMREAROY Y 40> RO—5— (PLC)
HETEK, YOU02FEZXRVJL, BE7OLAZ8HtT2. EEEOESVERTREZIY
EJ—'}"—C“@'O

7O 7 NOEH
1 '30)M7°I:I>7°I\G)tHjJE}ﬂGDTEI‘/TI\G)AjJtL/'C{EFFJ LT, &WEBWVWLARAZHE
BRLET, COFEIFE, BHBERIRAIVEYTRATIZDEILEY, BRILAR AZZEY)IRLK

EXLRIGRLAEYIDEHICEATET, ChiZKY, EFILOLAR AOBEEBEEM
AELEL., SUFHTN-VF A RENEHBERIBSNET,

R&1L
T—2tY NAOEARR FZ7 L —ARIA—EBILEEMAZTOERA, RELCEEADTZ
AN —REIERAIEEXT, REMETNET—FE, KRAELTEAT-REHABETNET,
INT VY2118 T AU Z 47 (publsub)

RAOOY—EABOERPBEEZAEICTEINEG—2, AT—ZEUT1eRpEMZOLEE
£Y, LeaAld, NA4OOF—EAXR—AN MES TR, N/ 70 —EARRMBOIA o709 —



https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS HREHA AR T NET Framework 77U —> 3 #E8F A X2 b0+
DTFAORANTZOT 4 A AWS

EANGTRAITATTERFYRILCARYMAYE—DZRITTEET., DATLR. 2F
B—ERAZZERTICHLOWNAIOY—ERAZENTERT,

Q
IIVTSY

SQLUL—23FINF—ER—ASATLADTF—RICT IV EAT R EHIEAThDFIEZED
—EOATY T,

PITVTSo0VTILy>a>
TF—BR—AY—EAOFATT A I A=, F—ER—-AREBILBEEODEEN MASNBHEIIC
BIRENWET VRN ERBEEORVS SO RBIRTD L, nlk, HEF. FIREE, RER
B, DJIUNTGA=BONA2TA2VTNEE, BLRUEF—EIR—ATIVSVOEHBENRRA
THHAEMENF BV ET,

R

RACIR NUY TR

EiE, FAEME, HHK, BH (RACH) 2ZRBL TS IEE L,
RAG

TEVSHLERER . 2B L TLSEETL,
SOYLIIT

RENFTTITRETCAVELI—RIATLARERT—ENOTIOEAZTOY UV TBL5IIRHE
Tnl, BEEOHBVYTNIIT

RASCIN KUY DA

B, SAEE, HK BH(RACH) ZZRLTSEZ W,
RCAC

MTEIOTOEATDY RO—)L) Z2BLTSEZL,
J—RLTUA

ARV EBERICERAENZTF—EIR—ANOIE—, 29IV EU—RLZUALZIL—FT12T0L
T. 74XV F—ER—ANDAEFEEHTEXT,




AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS
Bt

"7Rsy ZZRBLTLEZ,

BiEZEEIRER (RPO)
BEOT—RIVANIRA 2V NDSORAFEEBETT, chickl), REORERINSH—
EANGHEhDETOBICHRTEDTF—RXBLROBEN REVET,

BEEIHRE (RTO)

H—ERAOHMASEIRETOEAFTELERRE,
D7 70R)29
'7Rsy ZSBRLTLSEETL,
y—>3>
WENTUTZHRHOAWS VDY —A0ILY>3>, EAWS U—23a (&, MEEMH., ZEM.

MEEEERETH LD, B0 LEBILTOET, BEICOVTE, AWS U—3Y 77
HIUNTEATES 2IEETE, RBRLTILEE,

%%

BEZTFATAIHMETF £, IR, "CORBENRKSVOERTENDTLLS0?,) &
WOBEZRIDLEHIC, MEFBETTILE., REABETFILZEAL T, CORICETIE
HOBE(EHE71—MBE)CETVTRORGMMEEZFRHTEERT,

JRA B

"7TRs) ZZRLTLKEZ L,
)1J)—=2A

F7OA470LAT, EEEZABREICERESESD &,
BEE

'7Rsy ZZ2BLTLSEETL,
TS5YRNTH—LEE

"7Rsy 2ZRLTLSEEL,
BEA

"7Rsy Z2ZRLTLKEEL,



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS
B84

B ERE RGBT AT T U —2 3 Ol BUAKET A FRRUNNUER, TEAE
MESETHEO—RNEEEEETT AWS 759 K, BMICOWTE. AWS 759K L
SYIVA, #BBLTEE L,

)Y —AR—=ADKRI > —

Amazon S3NNT Y R, IV RKRAU KM, BEAF—BEDIVY—-RICTRYFEniRII—,
CODRATDOR)—E, FOERBANEFAEATVWRD TV NI, YR—KREhTWVWB T
ay, TOMOBEINEZEEEELET,

RITEMEE. HREFEE. HELX. |REL (RAC) ICEIKIKNIUY IR

BITEBHEVZOREACEDDIINTOBEREORIEEFEZERL YNNIV IR, XK
DY OADZRIE, NMNUYIVRATERETNTVWHEFTOERE, 35HE5EF (R). SASEHE
(A), WHEC). BHREMR () ICHRLET, HR—KN Q) ZAT7TREAT>a>Td, HR—K%E
EHBE, TOIRNIYIRAFERASCIRRNUY OREFEN, HR—KNEBRIATSDE RACIY
NRUYORAERENET,

LRAR>>7I> 8O-

BEERXEFIVFTFAR—ATAUDPSORBRICOVT, BEZRIRSICERFTEhizt+1
7432 MNO—)L, F#MIC DWW T, Implementing security controls on AWS®Responsive
controlsZZ B L TS E&E L\,

REF

"7TRs, ZZRLTLEE L,
B

'7Rsy ZSBRLTLSEEL,
EVSHEERAE X (RAG)

LLM AL AR RAZERTRDEICNL—Z2 0 F—RV—AOABICHZBERTEDTF—XY —
AZZRIDERA TV /00—, EFEARF, RAGEFIIE, BOFLYSISR—AEEEFD
ABLTF—BOEIVTAY IVRRERTIDEEN HYVET, FHICOVTEE., "RAG &,
ZSRBRLTLSEETL,

A—F5—>3>

WEENRIBRICT IV ELATRDEEZRYREICTHEHIC, >—JL Y NEEHNICERT
3704,

R 53


https://aws.amazon.com/resilience/
https://aws.amazon.com/resilience/
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

TESIOT U A% (RCAC)

TOERAN—LAFERE N, EXNTERHKE SQL REDOEM. RCAC F1THEREFINAIT
BREhTVWET,

RPO

"TEREIHER) ZZRLTSEE,
RTO

BiZEHEEESRBRLTSEETL,
STV

BEODRAVEEFTITHEHICHXELFHELFEHLENE—ENOFIE, CchsR@EEE. T
S—ZOEVREREXPEIEZASBILITDEHICEEETATVET,

S

SAML 2.0

Z<OID7ONAA— (IdP) FEALTVWBA—T VAR A —R, COMEEZFERTS &,

7IFL—FTA4YRIVIINGAFT (SSO) FEMICHESD S, 1I—H—RBEABROINTO

I—H%—% IAM THERLBELTE, AWS Management Console (ICO%7 4 > L f=+) AWS API 7

RL—=23a2VEFRTHITENTEET, SAML20R—ANDTIFL—>3a 2 0FEMAICOVT

&, IAM RFIXROSAML2.0AR—AN T IFL—3VICDOVTESBLTLSEE,
SCADA

TERIRO—-LET—Z2EE, Z2ZRLTSEEL,
SCP

—EZAORO—I)LR)— ) ZS5RBLTLSEETL,
=LYk

EE{tE NEFEX THRET S AWS Secrets Manager/VAD — R 1 —H —FRiHEHE £ O BHRE
BELEHRGEER, >— LY NMEEFDODXRTF—ITERENET, >—TL Y MEE.
NAF VI, 1 D2OXFEY, FERFEEBROXFEIICTDENTEET, FHMICOVWTIE, Secrets
Manager RF 1 X2 h® "Secrets Manager >—2L Y NORABL Z25BLTLKEEL,

LB EFIUT A

RRZ7OEALABTEFIVT A ZERBIRIATLAIVZZTIUJT70-F,



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS HREHA AR T .NET Framework 7 7 U4 —> 3> #E4 7’4 LHnt+a
T4 ORA BN 7‘7‘ A AWS

X2V F4220O-)

BRT7IVZ—I&LDEF1IUTRBUYEOERAEZL, B, BRIZLO0, HMLEELEE
BFOoA—RL=I)I., EF2VF«0bO-)LICE. FHH. BEO., BN, 7079574
TDADODDEBRRATHHBYNET,

¥ 117 181t

TRYODH—TIAZKROTHEANOMUEZEHZ7O0EA, COTAOEAILCEK, FEICHES L
)Y —ADHIER, BNMHEERNETDEFIVTAORARNTZITAADRE, RET77 M)
RNOFREBBEOEML, EV2LETOIIVHFEENATVET,

Security Information and Event Management (SIEM) > A7 A

EtFIVTABEREE (SIM) EEFIUTF A ARV NERE (SEM) DY ATLEZBRZEDE Y —
LEeEH—ER, SIEM AT AR, Y—N—, XY RNT—=D, FNA1 A, TOMHY—AHLS5T—
RENE, EZRIVVY, LT, BEXEF1VT1EREBREL, T5—MNERELF

£

EFIVTALARYAOBEEL

EFIVFAARVNCEBNIIRBZERLRIBEITDLSICEFTE L, BERERET L7707

FLhENETO3, ChsOBBLE. EF1VTAORARNTZIVT A AZERTEDIC

BADBRHENELREENZAWS X1 UF 4O MO—-)LELTHELE T, BBRET Y

2aropleLTE, VPCEF1UTATIL—TDEE, AmazonEC2 1 VARV AND/NY F
WALEBOEFBEN B ET,

H—N—EAlOES{t

EEXT,. ThAWS OHY—ER Z2Z(TES ICRDTF—RXOEE{t.
H—E R hO—JLK > — (SCP)

AWS OrganizationsDEBRD, INTOTHINOT UV EAFATZ2—TWICEET SR
2—, SCP &, BEBEN I—H—FLEO-INICEETHDTO>avIC, i—RL—IZzE&L
2V, To2avoFRZFRELIEZYLULET, SCPIF. FHUARNELRFERTVANELT, &
ARLEFELETDIH—ERARTIAVZEETIRICEATEERT, FMEICOVLWTE. AWS
Organizations RFIX2~O "H—EZAOVNO—IKRVZ—, ZBRBLTEETV,

HB—EAIY RKRAV B

DIVKRURAZ MO URLAWS DY —ER, 2—7Y NY—ERICTOJZLTERTSIC
k. IVRRAPNZFEALET, FHRAICOVTE, AWS2ROUTF7LAD TAWS O —
EATIVRRA b ZZRLTLSEE W,

S 55


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS REAA A A T NET Framework 77U —> 3 #E8F A X2 b0+

DFADORANTZIFT 14 A AWS

H—ERALARILTTU—X> K (SLA)
B—EROTYTRALRNTA—IVABE, ITF—LFBERCERYETIENRLELDE
BRLEAEE,

H—ERALARLA ST —& (SLI)
IS5—%, TAM. AL—TY R EE, H—ERONT +—3 > AMEORE.

H—E AL AJLOBEE (SLO)

B—EALRILDA VDT —RICL2>THEE WD, Y—EADREZRTZ—T Y RNXKNUY
Ao
BEEHBAETIN

DZ20ROEFIVTAEAVTTATUAAWS ILDOVT EH/BITRERZHBITZET ),
AWS BT RODEFIVTAZEBHLETYN, BFRREIZIVROEFIVT A ZEBIHLEK
Fo FMICOVTR, EEAEETILESRLTSLEEZ L,

SIEM

TFIN)TABREANRRNEBATLZSRBLTLSESL,
¥ —EEQ (SPOF)

SATLETH TR AREMEOHZTITVT—>3 201 DOEELIOR—FX NORE,
SLA

TH—EALRILDOZN, 2ZRBLTEEW,
SLI

"H—EALRILADT—5, 2BRLTSEEL,
SLO

TH—EALARILOBEE, #8BLTLEEV,
Z7UY KNPV RY—REF)L

EAFAE—32T7OAVIIRNORT VT EMEDI=HDNE—2, FilgecRRY ) —
ANERENDE, AT F—LRBREATHLVERT—LZERLET. chiZk, &
BEROEBOREDET—EADILER, FROYN—OEEMHO@MLE, AREA /R—2320H
R—RCRIBEERT, FMBICOVWTR, "o @ " TTVT—232%FEFTAXTRH1-HDERE
M770—F AWS 75T R, Z25RLTLKEEL,



https://aws.amazon.com/compliance/shared-responsibility-model/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html

AWS HREHA AR T .NET Framework 7 7 U4 —> 3> #E4 T’f LHnt+a
DF4DORAN '7-? A AWS

SPOF

BE-RELKZZRLTISEZL,

AR —AF—X
1 D2OREBRTT7IONT—TILEZERALTRNS YO a3 F—RFEEAET—2E2REL
DREQNEBTFAX AT 2ERALTITF—XABHERETDT— QN—ZMHE
B, cOBER. T—FVIT/N\NVAFRERESZRAATIDIAOBNTHEATEXRSIC
BEFEhTWET,

strangler fig /N\&X—2>/

LAY —2ATALNRLEENDET, DATLMEZERBENICEENATEEMADZLICK
W, BE/VDYIDATLAZERSFTAXTBT7O0-F. CONEZ—2 R, BEOEKAHISIEZE
BRREE, BRNICZTOBEZERIAA, BEILEH 2 TRDZAFZIDOI2E2HZTVET,
TONE—2, BE/VIYVIIRTLREERADEED IRV EEET S 54 LT Martin
Fowler IC&V)REBENELLE, CONZR—2OBRAFZOHIICOVWTIK, O F7F & Amazon
AP| Gateway Z L T, #£3X® Microsoft ASP.NET (ASMX) VI 7 H—E A ZERENICER T
AXEBBLTLEEV,

BTy KN

VPCAHA®D IP 7 RLADEE, Y7ZXY M, 1 DOTFRATFEVF A=V —VICEETIHE
FHYEY,

BRI bO—-IILEF—RUE (SCADA)
HETE., \N—RIOITFEVINIITZFERALTYETEY NeEABERBZE-XVTT3
AT b

XFREE S 1L

—RDOESEBESICRALUF—2FATHIHESHLOTILI) XA,

’éﬁk?ll\
A—H—e0®YRY)Z>I21L— MU TEENSBEZRELEY, N7 XV AZEZX
DO ULIEYTBIFETIATLAZTANLULET, Amazon CloudWatch Synthetics Z{ERA L T
ChSDTANEZERTEET,

SATFTLAZTOVT

LLM 2OV THFAN, BR, FLEEAMN RSV Z2RHELTBHEEETRTZFE. 2ATAL7O
7 RE, AVTEFARNZEREL, I—H—EORYBRYDIL—ILEZBITEIDICRIEET,



https://martinfowler.com/bliki/StranglerFigApplication.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
T4 DORANTZOT 14 A AWS

tags

AWS VY —RAZBEIRIODARTF—RELTHETEIF—EEORT, 2T, VY—R
DEME, &l BE, BRE, 71N RVTICRIEET, FMAICOVTE, TAWS DY —R
DEITHT 2ZRLTLSEE W,

2—7Y NEW

EESNEMBEBTAERNTALLSELTVAE, Chid, RETH OCEEELET.
BlziE, WERETE. 25y NEBARRORRTHS THEN B ET,

2AT AN
STV ODEMRREBHTHESLERENDY )L, RRAVUANCR, ST Y o0

BELRTIDHBEDHD —MBABCRATIDVAREBEATVET, BF—RHUBEZATICE, #
EFERE, EE, EPRANIEETATVLERT,

TANRER

"RIE, BSBLTLKEEV,
NL—Z=24

BEROBHZEETINCEEIZT—RZRHETZ L, NL-Z2VIJF—RICBEELVWER
AEENTLVRRBENHVET, FRTILIVALBRANT—EEHER—TY N (BEENF
ALEVWER) ICNYEYTIRDRNL—Z2TF—RONE—2ZELET, ChsoNE—
VEFVYTTFYIDEBEBRETINEHALET, TLT, SERIEBRFEBET N EZEAL

T Z=TYRFDASBVWHLVWTF—ZTE—T Y N ETRTEXRY,

NSOV NTF—RNDIA
VPC EAVTLIAZRY ND— VR MBEEKRITHLEOICEATES, XY NT—O0OFH#/N\T,

FMICOVTIE, AWS Transit Gateway RFIX KD "RV RNT—RDVIAER, 25
BLTLSEZL,

NZ2OR=-ADT—070—

FROY N~ 7 5> FTREEO—NILEEL RLTTFARNL, TOEBEEX(2T 5>
FIR—ITBTTO—F. XMVT U FRTO%, WRBE, FABNRE. FERBECAD
t TIERBEE hET,

T 58


https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html

AWS HREHA AR T .NET Framework 7 7 U4 —> 3> #E4 T’f t¥1

74 ORAK 7? 2 AWS

I—H—IZ4X1 2 T AWS Organizations B K EFZFNDT AT NTHBRA TR AV ERTITR 1=
HIEELEY—ERICT VAT EZNFELEFT, FHEY—ERR., Y—ERICV>Y
ENEO-NEBEBREEZCET AV NIHERL, I—F—CRDOTEBRAIVZRITLE
Fo FFMICOVWTR, RFI1 X2 KD "Using AWS Organizations with other AWS services AWS
Organizations J ZZBL T &L\,

Fai——_2

BRFBTTIIOBEZOLEEZ O, 8FERONL—Z2VIJ70CAOAEZZEET S,
BIZE., BEBRAIEHMEBETILENL—Z200331CR1. IRILAFTFEY hZERL, TR
ZEMLET, ChSsOATY 7, EBRDRETEHRERYERLT, EFILERELLET,

Y—EHF—L

2HMOEHYTES CENTEDBLSSWNERE DevOps F—Lho Y—EHFF—LADOHRETE, V7
ROITHRRICSEFZIATRL—23aVICREBESEANBRENET,

U
TREEM

FARMEEETI)IOCEMZBESARMUN HD, TER, T, LRI RAOEREZET
B, THREMICE, RD2 2024 THFHYET., RERNTEREMERE, Ronk, T2k
T—RILEI2TEIERIETh, ARMNTEREM ., T—R2CEAO /A XEFUHLEICLST
BlERBCENET, FHICOVWTR, REFEATLALETATHEMDEEN H(A RESR
LTL<EZW,

RKAMBEERARD

—)7TF4T0EEREN, T7U5—23> 0EREERICEMESD, T RI-—H—
CEENGZMEZELSESBA LY, RELOBUEZELESLEY LBEWVEETT ., K21k
BRAAIOBEL T, FAE. XTFAR, FYNITATSUOZUTRBRENHYYET,

LVERE

222 TR, EBRLTEE L,

u 59


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-quantifying-uncertainty/concepts.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
T4 DORANTZOT 14 A AWS

N*¥1—327

ARNL—CEBRBLTNIA—Y U AEMLEERBEDIC, EATHBICIU—2TYTERT
5F—BAR—AD XY TF > ARk,
N—a>arho-)

VRS KNUADOY—AODA—RAOEERE, ZEEZEHITZ7OEAEY -,
VPCET VY

T7Z2AR—=NIPT7RLAZFEALTCNS 74V 0% —TFT1420TES, 2 D20 VPC BENDIE
fro FEMIICOWVWTIE, Amazon VPC RFIX RO TVPCETH#EEL X, 2B LTLKEE
Wo

fle 551

SATLOEFIVTAZBAIVINIITEREF/N—RITTORME,

W
DA—LFrYYv1

BMBEILT IV EAETNBEHOBETF—RZS8C/NYT77Fvyv> 1, F—ER—AA VARV A
BNYT7HF+v+v221h8, XAVAEFEVREZTARAIASL)ERVEBTHRMKE 2175
CENTERY,

DF—LT—23R
TOEARBEODEWT—2, COBEOTF—2%20ITUT35E,. BEFEEICEVWIIVUTE
BEHYEFEA.

4> RO
BEODLI—RICEETZITOITIL—7ICRLTHEEZETTS SQL B, V1> RUBEHK

. BBHFHOHEY, REQOTOMEMNUEICEIKTOEADTIELABEDRZ AT DLEIC
RIABET,

7—270—R

ESRAMEZELESTIVY—AREO—R @EEAFT7VTr—>32» Ny I R7OEA
B E) DHEEFR,

\ 60


https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS HREHA AR T .NET Framework 7 7’V —2 3V 2 EX T A XF2 o0+ 1
DTFADORANTZ0T 14 A AWS

D—D0ARNI—A

BENDZAVEY NeBETRIBIT7OSIIONNOBEIIL—T . ED—VANI—LRMY
LTVERIAN, 7O I MNAOMBOT—T AN —LZHR—RLTVET, L&A, R—
N72VFAT—=DVANI—LR, P7VT—232 0BEIBNMNS T, VI—T5HE, $LUBT
XBF—ZOREEBVHLEXT, R—RT7AUFD—IVARN)—LR., ChESORBEBITT—
DANJ—=LTRRAL, Y—N—&TF7VT—232BITLET,

WORM

TWrite Onces . "Read Many, 2B L T E&EW,
WQF

AWS "J—J0O—RFBEZL—LT—01 25RLTLEEL,

write once, read many (WORM)

TR 1AEERAK, T—ROHIBRPEEZH<SANL—JETI, AREhLI1-—H—&,
BERBRBIETT—REZRIMBDCENTEXRIHN, EEIDI LR TEXREA, COT—RA
NL—2AVT7ZARZIVFYRAZTI—BRTIVERBENET,

Z

tOF4IVA70OA4 b

EOFMESEHEZFAITIRE, BERFIILIIT,
EtO7 1M

KRB ATALETBDRERORMELEIEEM. BRT IR, COLSXHEHELEZFA
LTSATLZREIZARMIBNET, ARER, F<HBOBRTHRBEICKNERT,

tO>avy h7O27 K
LLMICRAVZRTIBFIREZRBELEIAH . RRIOHA RERIDH (23 v b)) BHY R
BA. LLMBE, BRIRNL—Z2VTFAOARBEZEALTRAVZREBEIDILENHYET., EO
2avy hN7TOY7ThOBEMER., FRAVOEREETOVTNOREICEI>TEBYET, &
AV hTOYT R EBRLTLEE L,

VETTIr—>3aY

T CPU B RV XEVEARN 5% REOT 7V r—>3>, BEI7O02T7KTR,. Chs
DTF7TIVTr—23a2ZRLETEION—BRHNTT,

4 61



AWS REAA A A T NET Framework 77U —> 3 #E8F A X2 b0+

DFADORANTZIFT 14 A AWS

BREEBBRICL)RETATVER T, BREETAECBRANBERFROBTHEE, T —RELEF
BErX®256a. RERIFIBELET.

Ixii



	AWS 規範ガイダンス
	Table of Contents
	で .NET Framework アプリケーションをモダナイズするためのセキュリティのベストプラクティス AWS
	CAF AWS について

	認証と認可
	開発環境での IAM の使用
	ユーザー認証情報を管理するためのベストプラクティス
	開発環境で IAM を使用するための前提条件
	を使用した認証情報の設定 AWS CLI
	開発環境へのアクセス

	本番環境での IAM の使用
	ユースケースの例
	リソース

	Amazon Cognito を使用する
	ユースケースの例
	リソース


	アプリケーションログ
	リソース

	シークレットの管理
	の設定 AWS Secrets Manager
	.NET Framework アプリケーションで Secrets Manager を使用するための前提条件
	例

	パラメータストアの設定
	.NET Framework アプリケーションで Parameter Store を使用するための前提条件
	例
	リソース


	アプリケーションレベルのヘルスチェック
	次のステップ
	ドキュメント履歴
	AWS 規範ガイダンスの用語集
	数字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

