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https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
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https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/install-cloudwatch-systems-manager.html#set-up-systems-manager-distributor
https://docs.aws.amazon.com/prescriptive-guidance/latest/implementing-logging-monitoring-cloudwatch/install-cloudwatch-systems-manager.html#set-up-systems-manager-distributor
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
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IEI 1123456

"collect_list™: [

{

"file_path™: "/var/log/messages”,

"log_group_name”: "system”,

"log_stream_name”: "{instance_id}" T s Clond

}l —

{

"file path": “/var/log/secure-*", Region

"log_group_name": "security”,

"log_stream_name”: "{instance_id}" CloudWatch Service

I} [T :

]’ ! CloudWatch Logs Group: system
123456

Narllog/messages CloudWatch Logs Group: security
i CloudWatch agent ! 123456
LOG : :

Narflog/secure-20201001

Narflog/secure-20201002

OJJL—7i’. ThSICEENDOTAN—LOREHB., 27, £F21UF714, XKUTRA
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OJA K <EC2 instance ID>
) — AR

EC2AVARVADOTF v 7 F v DRE 18



AWS HREHA AR Amazon CloudWatch ZERALEOF > JETZR ) I DKL %
Ix

EC2AVARVADINTOOT 774N 2RALATIIN—=TICTN—THTRDEETEET,
chll&kY), B—DEC2AVAZRVAILDVWT—EOOV 7 7ML ERRB LD TR ENR
ZILBYNET, ., BEAEDEC2A VAR AN 1 DOTF7 7 r—>a>r EkE7—o0—
RZEMEBL, BFEC2CAVARVANBEOHNERLEIBEICERNTT., RORIC, CcOFEEY
R—=KNTBESICOFTIN-TEQTAN)—LDBEHETA—X Y NTBDHFEERLET,

OJJIL—74 /<Business unit>/<Project or
application name>/<Environment>/
<EC2 instance ID>

AJARNU—LFE <Log file name>

EC2AVARVADXRND) OAXF Y T FrvDERE

FT7FA)INTR, EC2AVARVATEEREZRZRIVINFERICKRY), BEXRN) ALY ~
(CPU, XY RND—9, ARL—CBEDXARNIIABE) E, 575 & ICBERIC CloudWatch (2
EEENE T, CloudWatch XRU T AR, 41 VARV ATT7I)—IZK>TEBDEENHY)
T, X, N—ANTA—RVAAAZVARGCPUILDYRDXARND AN BYE

¥, Amazon EC2 BEX KNV VAR, 1 VARV AREICEENETT, EC2A VARV AT FH#llE
2T #BMICTRE, 1 PERTT—REZEFETEET, HBOEEAD CloudWatch ® QA
NCEETDEH, EC2AVAZVADINTELEF—EBOAXCHMATE_R) 2 INBEHESH
ZEMEL T EEV, fIZREF. EBEV—IJO0—ROFHAT -2V JZ2BMICL, FBEAD—Y
AO—RIZGEEEREZRV T Z2FEATEERT,

F7LIZAH—/N—IZ& CloudWatch DF 7 A )L KRDOX RN DANFEERTLVAEVESH AWS
CLI, CloudWatch T— T K, . £ AWSSDK ZEALTXRNU VAR Y T F ¥ §HHE
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https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/burstable-performance-instances.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/using-cloudwatch-new.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/working_with_metrics.html
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https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html#ec2-cloudwatch-dimensions
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/instance-types.html
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Instanceld, InstanceType

mem_used_percent (i-123456, t2.micro)

mem_used_percent (i-123456, t2.small)

_used_percent (i-456789, t2.small)

Aggregated by InstanceType

mem_used_percen it (2 micro)
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html

AWS HREHA AR Amazon CloudWatch ZERALEOF > JETZR ) I DKL %
Ix

EEF1UTAOTEZEDRIBENHYVET, OSHERTZOT774I)IEFE,. OSON—23 (1
FOTERBIEENBYET,

CloudWatch T—2 T K&, AR NOJEZEEL T Windows IR NOATJOEZR U T %
HR—KNLET, TEZZU T TS Windows 1 R hOY (Bl E, System, Application, &
fzlkSecurity) ZBIRTEET,

Linux AT AN AT A, F7Vr—>3a>y, 8&0tF2UF407k, 8% /var/log 74
LORNVIZRFENET, ROKREB., TEZRUITITRIXENf D —BNWETF7AIILNATT774)
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Fedora 71 ARUE1—>32 /var/log/boot.log* — 7—KT7v 7O
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(Amazon Linux, CentOS, Red Hat Enterprise

Linux DFE) /var/log/dmesqg — A—X/)LOY

/var/log/secure —-tF1) 571 &R

/var/log/messages — —MBI AT A
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Debian /var/log/syslog — 7—K7v 705
(Ubuntu) /var/log/cloud-init-output.log —
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BBEEHVET, cNhSOI—CJIVNKERTTIVTI—232V L& 2>TERENZOT774
LWEFHEL TREL, 774 OEMEREL TBRICEHIBENHYET, fIRIE. Systems

Manager & CloudWatch T— T NOAJEREICEDDHLENH Y ET, XDOXKIZ., Windows &

KT LinuxDhsDI—2x2 N NOJOBRERLET,

Windows CloudWatch T—> 1T N

Systems Manager Agent

Linux CloudWatch T—> 1T >

Systems Manager Agent

$Env:ProgramData\A
mazon\AmazonCloudW
atchAgent\Logs\ama
zon-cloudwatch-age
nt.log

%PROGRAMDATA%\Amaz

on\SSM\Logs\amazon-

ssm-agent.log

%PROGRAMDATA%\Amazon
\SSM\Logs\errors.log

%PROGRAMDATA%\Amaz
on\SSM\Logs\audits
\amazon-ssm-agent-
audit-YYYY-MM-DD

/opt/aws/amazon-cl
oudwatch-agent/log
s/amazon-cloudwatc
h-agent.log

/var/log/amazon/ssm/
amazon-ssm-agent.log

/var/log/amazon/ssm/

errors.log

/var/log/amazon/ssm/

audits/amazon-ssm-
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DD

CloudWatch (&, OF 7 7 4L CloudWatch T—2 I RERETEZREN TV TER DA S K
WEE, A7 7ML ZE BRLET, chlk, FAANIEI—2a>ZEICBROBK T

<, Linux BOE—OOVBREZHFITZEEIERNTT, . T2 MNEERYTIRNIIT
T7T—2a>0RITIRBENBZDETCOT 77N FELEVEESICERILIBEETD,

SATLALRILDARNI DAZRET S
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THRETIHENHVET, CloudWatch T— IV REEEV A H—RE ZRIESZESNIEXRNJU IR
T CloudWatch BREZERK L. BEBICISU T, XNV IV AZEMELGFBIRTD N TEXRT, B
BIICERBENEXRNUORAEY NZHRL T, YELZEYELARILEZREL TSEEL,

TV RI—H¥—D—V0—RMEEZERG, Y —N—FERFEC2AV AR ADEBENDEHFICED
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}
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BERICEERON—a3a 08BV, RITEZN—23 2 %BIRTEET, Lambda BEROFTH
LogxXToOJik, RLAOJIIL—TICREENET, BEIRFEETET, /aws/lambda/
<YourLambdaFunctionName> DX TEREL £J, Lambda BEO A AR A EIZ, OY
TIL—7ARICEBOOTARN) =IO TN ERENETT, Lambda ICl&, OF AN —LDZELE
N RAANFBHY) . YYYY/MM/DD/[<FunctionVersion>]<Instanceld> OFERTHEL £
9, Instanceld (&, Lambda BEA 2 AX > AZHBE AWS THHIC ICK>2>TERENET,

CloudWatch Logs Insights TR WBEEIZOV T TED £, O XY £—2% JSONFEXTT #—
NYRNTBEZHBAOLET, T, KUBBICTAINZVIRIIVAR—RNEITSENT
EET, OF VIS4 75V=EATRE, COTOERZFERALLEY, MBOOTREBEKER
MRUEYTEET, OFXYE—POER DB SOTSA TSV EAFERATZICLEZHEHL
F£9, HlXE. Lambda B8EA Python TEHANTWVWBBE S, Python OJEZ21—-)LZOUY UL
T, XvE—220O07IC8R L., HAEREHBITSD N TEEXRT, Lambda & Python TRk
ffz Lambda B#® Python OJRRSA TV ERA T4 7JIZERALTH Y. Lambda BHEAOO
H—ERBLTHAZIAAXTEET, AWS Labs I& AWS Lambda Powertools for Python BA3#&
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YV=I)LF¥Y NEERLTVWB LD, I-I)ILRAZ— zEOF—F—R2EFALTOIAYE—D%
HEICBIETEERT, Y—ILF Y N&, Python, Java, Typescript, &KX NET THEATEET,

R, OTHALRILZEHRTHREL ., BREPEHICISUTRHAEIBZEERANTZ V9T 1 AD—
DTY, Lambda BHEOI—RiF, FAEThZS47SVICMAT,. OTJHAILARILICIEUTKRKED
OJF—2ZHNIB2AEMEADBYET, chix, OJOIARNPNT A VALLKEEZEX3T
BMEABYET,

Lambda Tk, J—REZEFHFITH AL, Lambda BN T 2 A LABREBEORELEHEZRET S
CENTEET, HlalE, O—RASEEBTEZOJHILARIZEETS LAMBDA_LOG_LEVEL
REZHEERTDICENTEEXT, XOHITIE LAMBDA_LOG_LEVEL IRIBZEHZHEL. TNDE
ZEALTOJEIZEBELEISELTVET, REZBIRETATVEVESE, F74IILKT
INFO LRIV ET,

import logging
from os import getenv

logger = logging.getlLogger()

log_level = getenv("LAMBDA_LOG_LEVEL", "INFO")
level = logging.getlLevelName(log_level)
logger.setlLevel(level)
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H7RA0U72arT74)Z—&EHL T, fNOEE% (Amazon OpenSearch Service X Lambda
E#HE L) ICOJ&IEETEE T, Amazon OpenSearch Service ZEA L & WiEE &, Lambda BI%k
ZEALTOJZHNEL, AWSSDKs ZFHL TEED AWS H—ERIZEETEE T,

F£ /2. Lambda B8ED AWS 25T RAOOTEFELIC SDKs ZEAL T, BRULEFEICOT A
T—RMNXVRNEEEBEEITDICEETERT, COATIIAVEBERIDES. L4702 —, B
NDMEBERE, I5—8XVUU NS/l BEFAODY V0O Lambda BBEANOFEEBENDFEEZEZE
ITR_EEZHEOLET,

Lambda BEDO X M VA

Lambda Z2EATRE, Y—N—ZEBLEVAT VU TR EBLKO—REZRTTED LD,
SATALRIINOEEEDHOEEN BEZ<SBZVET, £1ZL, Lambda BHED AT ALARILT
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NT7#—XAEHVOPHEULXRNIOAZEBRIBDEREETT., chlk, VY—ABEZRE
L. O—RONT7F—XAZMALEEEDIDICRIEERT, N7 AN AZNRNICERB IV
BMETRET, A—H—TITIVARVIVAZMHEEE, Lambda BHZBYICH AT Fd L
TOAARNZTHRHIENTEET, —MAIIC. Lambda B E L TRITENDD—IV0O—RICE, B
B, BROGHHIBERBTTVT—23VLARILOANITAEHY)ET, Lambda &, 77U T —
>3»LARI)LD CloudWatch X RV ANDEEBEZRFZICTD O, BHIAKX NI VAR ZEE
BR—KLET,

SATLLRILDOX NI DA

Lambda (& CloudWatch X N AE BBWICHEE 1 Lambda BBHOEEN B XNV IA OV
NZRHULET, £/ Lambdalk, chsSODXRNJIAZFERAL T Lambda BIZZ & ICERIOEZ
R IRAY D AR—RERBLET, TEZRVVITITBMEBNBDIEEBRXANI VAR, I5—¢&
HOHLIZ—N22TY, FOHLIS—EMOIS—2A7DEVZEMR TS Lk, Lambda
F7O0/4OEMETR—RNIRIEET,

FUOHLIZ— & Lambda BBDERTZHERT, ChSNDIT—FE, O—RARTEIDIAENCH
£33, -RATIZ—REBZRRLTERIZENTERRA, KDYIZ, ChsnI
Z—Z#BRHL, ARL—232ET—V0—-ROMBEICEHNT S Lambda BHD T T —L%ZRE
FRIBEANHNET, ChoNDIT—, Z<NHE. REXPEROIZ—ICEELTHY), REX®
EROZENFREATRETZCENBYET, FOHLIZ—E. BHOBKREOFRTHL 25| &2
CIVNTAZRBIDAREEN B KT,

Lambda BeBiZ EEICEEL 256, BRALSHANF AO—EnZBETE HTTP 200 L AR AN
BRENET, Lambda BEE, TZ—/\RUTZEEL, fIAZEREESE, Errors XKUT R
A Lambda BEB D KB L =T EHIR LB TAELSICTEIHRENH V) ET, Lambda BEH DY
HUAS, RITHFEEICKBL LA, BAWICKERL LA, L EA ZHMTHOOEHREED
TA—=X Y RNENELARAZRIBENF HYET,

CloudWatch Tl&, 8% ® Lambda B IZX L THEM{LTE S CloudWatch Lambda 1 > H 4 ~ %&
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Lambda 4 >H 4 N, BHRAKZX KNI Y OEXZFEAL T, Lambda BHEOBRIICEI VW AE=OY
ANV=Z2TZ07L74Y 9 A%ED /aws/lambda-insights/ O J I —7C/N7 #—<X
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JEBUTEEDICHMEEFHEZYBITIDICRIEET, £, F—AILKZOF T EEZRY
VIONEFESBEXEITRIAVAR—FRM—ADTL—LTD—UEREHFALET,

CloudWatch 77U —> 3> A4 > %A Ni&k, Resource Groups ZERAL T, 77U —>3aelL
TEEDTEZRVIITBDRENHD )Y —AZHELFTT, Resource Groups IDHFR—K&E
nTWBdUY—RF, CloudWatch 77T —23a> A A NOT 75— 3> 0@ERICERSE
NEAVR—F2 MNIBVYET, CloudWatch 77V —>3a> A oA NOT77U5—23a> 0%
OVAR—Z2 NI, MEBOAY, XKUTAR, PE2—LNFHYET,

OJE2VWTk, JAVR—F> h& CloudWatch 77U Tr—>3>AH A NOTFT 7 r—23>
MTEATAIOINE—2EY NZEERLET, OJNX—2tYy NE, ERKRBRICETVTREK
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DOAICDVWTR, Y —EABEBRTYR—KRENTWVWB XNV IADIJARNDS, AV KR—
ZVNIDOWTEZRUVITFTBIXRNDOAZEIRLET, 77—ADHFE, CloudWatch 77°1)
T=23asA A NE, EZRIVIRKROXRNIDADAZR A —RELEFEERBET S —A
ZEHEMNICERL., BRELET, CloudWatch 77U —>a> A% 4 M&., TCloudWatch @ R
FIAX Ky OCloudWatch 77V =23 A A RTHAESKTVWD T /OD—OXKNID
ALO7F+7FvOBHREN BV ET, XORIE, CloudWatch 77U —>3a> A3 A4 ~D
dAVAR—ZF2MNEZTOOF DV IBRCEZRVTORELDEBRERLET, EIR—F2 N
l&. CloudWatch LogsE XNV O AZFRALTEZZV I TRMEOOTEXRN)VVRAEZERZLT
WET,
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CloudWatch 77U —> 3> A H A NCKI2TEZRI I TEND EC2A ARV AL
l&. Systems Manager & CloudWatch T—J I RETF IV AFANMBETT, FMICOVTRE,
CCloudWatch W RF 1 X~ ICH D TCloudWatch 77U —>a A YA NaERLET S

Ja—=3a>OERE

DHESZHE, #8BLTLKEET VW, CloudWatch 77U —>arA %A N

Tl&, CloudWatch I— I REA VAN =B RVCEHF IS =HIZ, Systems Manager %
LET, CloudWatch 77U —>3a> A2 B A RTREEThEX NI REOT &, CloudWatch
TSI RBET7ALNZERL, DT 7ML, & CloudWatch 77U —>3a>A %4~
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DAV R—F>2 M® AmazonCloudWatch-ApplicationInsights-SSMParameter 7’L 714 v 4
AZ[TT, Systems Manager®/NTZ X—RIZHKIMENET, chlZ&kV), BIO CloudWatch T—
SIVNERETTAINEC2A4 AR AD CloudWatch T— TV RERETA LI NUICEME
NFE T, Systems Manager ANV RZERITLT, EC2AVARVADT I T AT REBEICCDERE
ZEBMULET, CloudWatch 77U —>a>vAoH A4 hEEALTE, BEFD CloudWatch T—
SIVANOREICEEELEFREA, MBODRATABLTT 7 Ur—>3 2 LAXILO CloudWatch
I—JT2REEICMAT, CloudWatch 77U —23a> A H A NEERATEEY, L, &
ENEELBVELSICTEIHENHYET,

CloudWatch Logs 1 > Y4 R ZFEAL 07 2 DEIT

CloudWatch Logs 1 >/ hZERATHE, B IOTUSEZ2FALTERHOOTIIL—T%
BREICBRRTEET, 77U5—3a> 07N JSON X THEELE hTWB54. CloudWatch
Logs 1 > H 4 M, EHoOOTJJIIN—7TCATJANI—Z2 T 240 JSON 7 1 —)L RE BB
(CHHELUET, CloudWatch Logs 1 > H A/ hZFEAL T, 77UT—23VBLVOYATLOT %
DPHTEET, ChlCKkY), FROFEAICHBATIIINFREESNET, CloudWatch Logs 1 >
ARNDOVTVBXIE, FTVT—=23 0 NTA—IXVADHORNS TN 1—FT 420 JI21&%IAID
sum (). avg (). count (), min (), max () ZEDERMICLDEFBEDHEZYTR—NLTVET,

HHRAKRX NI I AFEREEAL T CloudWatch X NV AZERTRHE, HR—RhEhTVWBRE
ST ZEFEAL T, BOAKZXARNIVIAEKXOOTZIOT )L T1IERYDOX N D AZERTE
FT, ChIZ&Y, DAZLAXRNVODRELTTITFATILFYTF Yy IT20OTREEL, HEICHL
THEEDANIIAZERTIEHICHERT—RRA U NEF ¥ TF ¥ 952 & T, CloudWatch
EZRAVIODAARNEZHIBTEE T, Chik, EBENFEVTFAX22aVTEROX KNI IANH
£ I25EICEBICMRENTT, CloudWatch A FFHAUHA RNEZOT7O—F =&V, N
T3—RATF—RZXvTFYLEITH, COF—20OHT Y KN®D CloudWatch X K1 T A D
BERLET,

EARE, ROBHRAKXRNITAI M), HHARAKX NI TARRAT—MXY NTEYT
FrYENLXRNIDOATF—2D S5 CloudWatch XK UV ADREEhiztY NOAZERLET,

{
"AutoScalingGroupName": "eks-e@bab7f4-fa6c-64ba-dbd9-094aeebcfIba",

"CloudwWatchMetrics": [

{

"Metrics": [

{

"Unit": "Count",

"Name": "pod_number_of_container_restarts"

CloudWatch Logs 4 > # 4 NZ2FERAL AT 2 DET 65



AWS HREHA AR

Amazon CloudWatch ZFA L -OF VT EEZX ) T DL %
Ix

}

1,

"Dimensions": [

[

"PodName",

"Namespace",

"ClusterName"

]

1,

"Namespace": "ContainerInsights"

}

1,

"ClusterName": "eksdemo",
"InstanceId": "i-03b2lal6b854aa4ca",
"InstanceType": "t3.medium",
"Namespace": "amazon-cloudwatch",
"NodeName": "ip-172-31-10-211.ec2.internal",
"PodName": "cloudwatch-agent",

"Sources": [

"cadvisor",

"pod",

"calculated"

1,

"Timestamp": "1605111338968",

"Type": "Pod",

"Version": "Q",

"pod_cpu_limit": 200,

"pod_cpu_request": 200,
"pod_cpu_reserved_capacity": 10,
"pod_cpu_usage_system": 3.268605094109382,
"pod_cpu_usage_total": 8.899539221131045,
"pod_cpu_usage_user": 4.160042847048305,
"pod_cpu_utilization": 0.44497696105655227,
"pod_cpu_utilization_over_pod_limit": 4.4497696105655224,
"pod_memory_cache": 4096,
"pod_memory_failcnt": 0,
"pod_memory_hierarchical_pgfault": 0,
"pod_memory_hierarchical_pgmajfault": 0,
"pod_memory_limit": 209715200,
"pod_memory_mapped_file": 0,
"pod_memory_max_usage": 43024384,
"pod_memory_pgfault": 0,
"pod_memory_pgmajfault": 0,
"pod_memory_request": 209715200,
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"pod_memory_reserved_capacity": 5.148439982463127,
"pod_memory_rss": 38481920,

"pod_memory_swap": 0,

"pod_memory_usage": 42803200,
"pod_memory_utilization": 0.6172094650851303,
"pod_memory_utilization_over_pod_limit": 11.98828125,
"pod_memory_working_set": 25141248,
"pod_network_rx_bytes": 3566.4174629544723,
"pod_network_rx_dropped": 0,
"pod_network_rx_errors": 0,
"pod_network_rx_packets": 3.3495665260575094,
"pod_network_total_bytes": 4283.442421354973,
"pod_network_tx_bytes": 717.0249584005006,
"pod_network_tx_dropped": 0,
"pod_network_tx_errors": O,
"pod_network_tx_packets": 2.6964010534762948,
"pod_number_of_container_restarts": 0,
"pod_number_of_containers": 1,
"pod_number_of_running_containers": 1,
"pod_status": "Running"

EEL, FYT7FYLEXRNIORZITIILT, ESBBAIHYARNEBIENTEXRT, iz
E, RDIVITVZERFTLT, XEIR-DEEOHDIHHD 20 RY RERRTEXRT,

fields @timestamp, @message

| filter (pod_memory_pgfault > Q)
| sort @timestamp desc

| 1imit 20
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https://docs.docker.com/config/containers/logging/
https://docs.docker.com/config/containers/logging/
https://docs.aws.amazon.com/health/latest/ug/getting-started-health-dashboard.html
https://github.com/aws/aws-health-tools
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/cloudwatch.html#CloudWatch.Client.put_metric_data
https://docs.aws.amazon.com//cli/latest/reference/cloudwatch/put-metric-data.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/APIReference/API_PutMetricData.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-create-rule-schedule.html
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https://aws.amazon.com/architecture/well-architected/
https://github.com/aws-samples/logging-monitoring-apg-guide-examples
https://docs.aws.amazon.com//whitepapers/latest/aws-overview/six-advantages-of-cloud-computing.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_getting-started_concepts.html
https://docs.aws.amazon.com//systems-manager/latest/userguide/systems-manager-quick-setup.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/cloudwatch-config-s3-bucket.yaml
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html
https://aws.amazon.com//blogs/enterprise-strategy/enterprise-devops-why-you-should-run-what-you-build/
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/S3Export.html
https://docs.aws.amazon.com//opensearch-service/latest/developerguide/fgac.html
https://docs.aws.amazon.com//lambda/latest/dg/gettingstarted-limits.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-Configuration-File-Details.html#CloudWatch-Agent-Configuration-File-Agentsection
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Subscriptions.html
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html#ec2-cloudwatch-dimensions
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https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/burstable-performance-instances.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/create-cloudwatch-agent-configuration-file-wizard.html#cloudwatch-agent-preset-metrics
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-procstat-process-metrics.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-procstat-process-metrics.html#CloudWatch-Agent-procstat-configuration
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/manage-detailed-monitoring.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/logs/Working-with-log-groups-and-streams.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/viewing_metrics_with_cloudwatch.html
https://docs.aws.amazon.com//AmazonCloudWatchLogs/latest/APIReference/API_PutLogEvents.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-custom-metrics-collectd.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch-Agent-custom-metrics-statsd.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/hybrid-multicloud-service-role.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/hybrid-multicloud-service-role.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/hybrid-activation-managed-nodes.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/create-iam-roles-for-cloudwatch-agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/download-cloudwatch-agent-commandline.html
https://repost.aws/knowledge-center/cloudwatch-on-premises-temp-credentials
https://repost.aws/knowledge-center/cloudwatch-on-premises-temp-credentials
https://docs.aws.amazon.com//AWSCloudFormation/latest/UserGuide/stacksets-prereqs.html
https://docs.aws.amazon.com//AWSEC2/latest/UserGuide/using-spot-instances.html
https://github.com/aws/amazon-cloudwatch-logs-for-fluent-bit
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/cloudwatch-metrics.html
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https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Container-Insights-metrics-ECS.html
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/ecs-agent-versions.html
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/launch_types.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/cwagent-ecs-instance-metric-cfn.yaml
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/cwagent-ecs-instance-metric-cfn.yaml
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/ecs_cluster_with_cloudwatch_linux.yaml
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/ecs/ecs_cw_emf_example
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/ecs/ecs_firelense_emf_example
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/ecs/ecs-task-nginx-firelense.json
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/retrieve-ecs-optimized_AMI.html
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/using_awslogs.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://docs.aws.amazon.com//eks/latest/userguide/control-plane-logs.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon_eks_managed_node_group_launch_config.yaml
https://docs.aws.amazon.com//eks/latest/userguide/eks-compute.html
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/blob/main/examples/eks/amazon-eks-nodegroup.yaml
https://aws.amazon.com//eks/sla/
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus.html
https://docs.aws.amazon.com//eks/latest/userguide/prometheus.html
https://docs.aws.amazon.com//eks/latest/userguide/fargate-logging.html
https://aws.amazon.com//blogs/containers/fluent-bit-for-amazon-eks-on-aws-fargate-is-here/
https://aws.amazon.com//blogs/containers/how-to-capture-application-logs-when-using-amazon-eks-on-aws-fargate/
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup.html#ContainerInsights-Prometheus-Setup-install-agent
https://docs.aws.amazon.com//eks/latest/userguide/metrics-server.html
https://github.com/kubernetes/dashboard
https://kubernetes.io/docs/tasks/run-application/horizontal-pod-autoscale/
https://kubernetes.io/docs/concepts/overview/components/#control-plane-components
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https://kubernetes.io/docs/concepts/workloads/pods/
https://docs.aws.amazon.com//eks/latest/userguide/launch-templates.html
https://docs.aws.amazon.com//eks/latest/userguide/managed-node-groups.html
https://docs.aws.amazon.com//eks/latest/userguide/managed-node-update-behavior.html
https://github.com/kubernetes-sigs/metrics-server
https://aws.amazon.com//blogs/containers/monitoring-amazon-eks-on-aws-fargate-using-prometheus-and-grafana/
https://github.com/aws-samples/logging-monitoring-apg-guide-examples/tree/main/examples/eks/prometheus_jmx
https://github.com/prometheus/jmx_exporter
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure.html
https://docs.aws.amazon.com//eks/latest/userguide/worker.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Container-Insights-EKS-logs.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/Container-Insights-setup-logs.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Sample-Workloads-javajmx.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure.html#ContainerInsights-Prometheus-Setup-new-exporters
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/ContainerInsights-Prometheus-Setup-configure.html#ContainerInsights-Prometheus-Setup-new-exporters
https://docs.aws.amazon.com//eks/latest/userguide/vertical-pod-autoscaler.html
https://docs.aws.amazon.com/lambda/latest/api/API_Invoke.html
https://docs.python.org/3/library/logging.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/CloudWatch_Embedded_Metric_Format_Libraries.html
https://docs.aws.amazon.com//lambda/latest/dg/monitoring-metrics.html
https://www.elastic.co/beats/
https://www.elastic.co/logstash
https://www.elastic.co/elastic-stack?ultron=B-Stack-Trials-AMER-US-W-Exact&gambit=Elasticsearch-ELK&blade=adwords-s&hulk=cpc&Device=c&thor=elk%20elasticsearch%20logstash%20kibana&gclid=EAIaIQobChMI3raE5vWK8AIVTT6tBh2idgBbEAAYASAAEgKsoPD_BwE
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/CWL_OpenSearch_Stream.html
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https://github.com/aws-samples/amazon-cloudwatch-auto-alarms
https://docs.aws.amazon.com/smc/latest/ag/integrations-jsmcloud.html
https://docs.aws.amazon.com/smc/latest/ag/integrations-jiraservicedesk.html
https://docs.aws.amazon.com/smc/latest/ag/sn-what-is.html
https://docs.aws.amazon.com//Route53/latest/DeveloperGuide/dns-failover-configuring.html
https://docs.aws.amazon.com//AmazonECS/latest/developerguide/task-networking.html
https://docs.aws.amazon.com//xray/latest/devguide/xray-console-sampling.html?icmpid=docs_xray_console
https://docs.aws.amazon.com//systems-manager/latest/userguide/walkthrough-powershell.html#walkthrough-powershell-run-script
https://docs.aws.amazon.com//xray/latest/devguide/xray-daemon-ec2.html
https://docs.aws.amazon.com//xray/latest/devguide/xray-api-sendingdata.html
https://docs.aws.amazon.com//xray/latest/devguide/xray-concepts.html#xray-concepts-servicegraph
https://aws.amazon.com//blogs/mt/amazon-cloudwatch-metric-math-simplifies-near-real-time-monitoring-of-your-amazon-efs-file-systems-and-more/
https://aws.amazon.com//blogs/mt/amazon-cloudwatch-metric-math-simplifies-near-real-time-monitoring-of-your-amazon-efs-file-systems-and-more/
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/deploy-container-insights.html
https://docs.aws.amazon.com//AmazonCloudWatch/latest/monitoring/using-metric-math.html
https://docs.aws.amazon.com//awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-service-event-cloudtrail.html
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https://docs.aws.amazon.com//awscloudtrail/latest/userguide/monitor-cloudtrail-log-files-with-cloudwatch-logs.html
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_LogAccess.Procedural.UploadtoCloudWatch.html
https://docs.aws.amazon.com//vpc/latest/userguide/flow-logs-cwl.html
https://docs.aws.amazon.com//organizations/latest/userguide/orgs_best-practices_mgmt-acct.html
https://docs.aws.amazon.com//grafana/latest/userguide/AMG-data-sources-builtin.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/create_xaxr_dashboard.html
https://grafana.com/grafana/plugins/
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