adws

VMware Cloudon ® ID E7 9 ANEE AWS

AWS BREHAZ > A

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

AWS REHA X > A: VMware Cloudon ® ID ET7 IV ANOEE AWS

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon DEERB LT NL—R RL AlFAmazon UADEBE KR —ERICFERITEZERFETESE
A, T, BERICEREZEAD TN BB HEXNT, £lE Amazon DEAZBLES KX THE
A93LETEEHA, Amazon FFIEL TVWAEVWEFOMO TN TOEEFE Amazon & DIRIE,
BE, XEBROBEICADIPDST, ThoREHATHIHMEEDEETT,




AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

Table of Contents

BE B ettt a ettt sttt a ettt A et b At et b Attt n et b et et sens st s s 1
B BRFE .ottt bttt h et a et et a oAttt s et et s sttt ettt ettt ne s e 2
B=TY REB O TEE D R AR oo 2

IO =Nk A TSROSO 3
ID 7 I T L= T 278 SSO et 4

—IEBVIEAR AR T T T A R ettt 5

VMware A T T A T A BB Y —E R et 7
VMware Cloud SEervice€S CONSOIE ......uuuuuuiiiiiiii e e e e e e e e e e e e e e e e e e e e e e e eeeeeesssannaes 7

ID E T TR AD R .ottt e, 7
AWS L X T 2 A2 ettt 8
VMWAIrE VOENIET SEIVEN ....euiiiii ettt e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e eeeas 9
ID E T TR AD R .ottt e, 9
AWS LI X T 2 A2 ettt 11

BEIE T D VIMWAre T A oottt 12

VMWware Cloud 0N AWS ... e ettt e e e e e e e e e e aaaaaaaaeeeeees 12
1D s A N ()X = RS 13
AWS LI X T 2 A2 ettt 14

VIMWAIE NS X ..ttt e e oo e e e e e e e e e et e ettt et ee e e e et e a s e s e eeeeeeeaaaaaaeaeeeeeeeeesssnnsssannns 14
1D e A N ()X = RS 15
AWS LI X T 2 A2 ettt 16

VMware Aria Operations fOr LOGS ......coooiiiiiiiiiiiicee e a e e 17
1D e A N ()X = RS 17
AWS LI X T 2 A2 ettt 18

VMware Aria Operations for NEIWOIKS ........cccooiiiiiiiiii e 18
1D e A N ()X = RS 19
AWS L X T 2 A2 ettt 19

VMware Aria OPEIratiONS ...........oooviiiiiiiiiiiiiii e e e e e et e e e e e e e e e e e ettt e e e e e e e e e eaaaaaaaaaeeeeeeeenesnnaes 19
1D e A N ()X = RS 20
AWS LI X T 2 A2 ettt 21

VMware Live CyDEr RECOVEIY ......uuueeiiiiii ettt e e e e e e e e e e e e e e e 21
1D s A N () X = RSSO 21
AWS L X T 2 A2 ettt et 22

VIMWATE HOCX ettt e e e e e e e e e e e e e e e e e e et e e e e e e eese s s b e e e e e aeeaaaaaaaaeeees 22
1D s A N () X = OSSR 23




AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

AWS L X T 2 A2 ettt 23
VMWare Live Sit€ RECOVEIY ......coooeeiiiiiiiee ettt ettt e e e e e e e e e e e e e e e aeeeeeees 24
ID E T TR ADERR .ottt ann 24
AWS L X T 2 A2 ettt 25

H T ILT =T ED Il e, 26
D/ 0 S AR 30
L o R e e e e ——e e e ——e e e e ———eeat——eeeabeeeeat—eeeaaa—eeeaaaaeaeanaaneeeareean 31
BHIE AWS 1) Y =2 ettt ettt et et e e ete s 31
VMWEAre R I X2/ e et te et e e 31
VMWare Cloud 0N AWS ...ttt e e e e e e e e e e e st eeeaaaaaeeeeeeeaa e nnnnnnneees 31
VMware vCenter Server & vCenter Single Sign-On .........cccooueiiiiiiiiiiiee e, 31

RV T2 LT N IS S EEEEEURPP 32

RV V7= TS o [0SR 32
VMware Aria & VREaliZe A A — I .o, 32
VMWare Live Sit€ RECOVEIY ......coooiiieieiiie ettt e e e e e e e e e e e e e e e e e e eeeees 32
VMware Live CyDEr RECOVETY .......ouvueeiiiciiii e e e e e e e e e e e e e e e e e e e eeeaaaaaes 32

N e B N = OSSR PR USROS 33
2 =SOSR 34
B ettt e eeeeee e e e aeeeeeeeeea—eeeeeeeeaa—teeeeeeaaaseteeeeeaaanteeeeeeeaantteeeeeeeaanrreteeeeaannnreeeeeeeannns 34

A et —eeeee e e ————eeeeeaah——eeeeeeaaa—t—eeeeeaaaateeeeeeaaateeeeeeeaantreeeeeeeannrreeeeeeaanrnraaeeeaans 35
PSSP 38

ettt e e—eeeeeeeeae—eeeeeeaa———eeeeeeaaat—e—eeeeeaaateteeeeaaannteeeeeeaantreeaeeeaantreeeeeeaanraraeeeaans 40

D RSSO ERRO 43
R RSPPPPR 47

ettt ettt e et e e e —ee e e e e ————eeee e e —te—eeeeeaa———eeeeeaaateeeeeeeaanneeeeeeeaannreeeeeaaannareaeeaannnraneenn 49
PSSR 50

o SO PERRO 52

| ettt e e e e e e e ————eee e e e a_———eeeeeaatteeeeeeaaateeeeeeeaantteeeeeaaannteeeaeeeaannrataeeeeanrreeeeeeaannns 53

L oottt e e e e e e e e ———eeeeeeaa———eeeee e e a——eeeeeeaasnteteeeeeaantteeeaeeeaannneeeeeeaannnnneeeeeaannnreeeaeeans 55

VL ettt e e e e e et ————eeeeea———teeeeeaaa———eeeeeaasateeeeeeeaantreaeeeeeaannneeeeeeaaanneeeeeeeaannrneeaeeans 56

O PSSR 60

P e e e e e ——e e e e e ———eeeeeaah——eeeeeeaa—teeeeeeeeahtaeeeeeeaannneeeeeeaananaeeeeeaannreeeens 63

O PSSR S 66

R ettt ettt ettt e e e e eee e e e e ———eeeeeaaa———eeeeeeaataeeeeeeaahtaeeeeeeaaanteeeeeeaannteeeeeaaannraeeeeeeannrees 66

S TSRS 69
LS EPRSPTPRPR 73




AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

U oo ettt ettt oo e e e e e oo oot eeeeeeeeee———————————eeeeeeeeeeeeeeeeeeeeeettteteea——————————————————— e aaaaaaaaaaees 74
N e ettt oo oot eeeeeeeeeea—————..eeeeeeeeeeeeeeeeeeeteetteeetteettt—————————__aaaeaeeeeeeaeaeeeeeeererrrrrrrrrntes 75
N ettt ettt eeeeeeeeeeeeeeeeeeeeeeteeetee—————————————aaaeaeeeeeeaeaeeeeeeerererrrrrnrnta, 75
Z e eeeeeeeeeeeeeeeeeeeeeeeeeteeee————————————————aaaeeeeeeeeeeeaaeeeeeeeeeeerrrrrrrrr———_ 76

[xxvii




AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

VMware Cloudon ® ID £ET7 V2 ANEE AWS

Richard Milner-Watts, Abdenour Kansab, & &7 Chris Porter, Amazon Web Services
Vern Bolinius (VMware)

2024 £ 9 A (KX 1 XY NERE )

@ =

2024 £ 4 A 30 H¥R1E. VMware Cloud on AWS [ AWS £ FEF0F ¥y XRIL/N—KF—I(C
EO2THRENEBLSBZYWELE, COY—E AR, Broadcom ZBU T EHREFATES
T, FHMICOVTE., AWSHYEICHSEVWELELSEZTL,

DBLVTIVERAERE, SATLANDOTIERAZ, FAENLA—F—ET7TITr—2320H

ICHIRIBDEWVWSRAITT, g_h(“.(.i BEBRYRND—=DVIV—AQOKIIT IV EAZFIRTEI &

B’%ﬁhﬁ@'o '73'7I<igiﬁ'ﬂi BEBETOLAERBRIEE, 1—%—, 1—Y9—-JIL—7.
ZVr—=23a>o#E5, ik, w.,—IL.Eﬁ'd'%WJ")/ EH—EATEBAETNTLRT,

VMware Cloud on l&. T VMware vSphere XR—ANT—20— KR AWS ZHR—KMLET AWS &
SIOR, COUVTIRAVTIZFARNSUVF Y RRE, BB, NVIOTVT, BER, 27 ITBHIC,
%< MO VMware Y —EABRVY =)L &2 FEHTEET, IDETIVEAOERICFHERH T2 M & HH
&, Y—EABTERBYET, CORFIXNTE., XO VMware H—EAD ID ET7 IV EA%ZE
BEDIEOORANTZI9T4RELOAXF—=2a 2 ICOVWTHBALET,

* VMware Aria Operations

» VMware Aria Operations for Logs

« VMware Aria Operations for Networks
* VMware Cloud on AWS

* VMware Cloud Services Console

* VMware HCX

* VMware NSX

* VMware Live Cyber Recovery

* VMware Live Site Recovery

 VMware vCenter Server




AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

CDHA RTIE, VMware Cloud on # &V E§E 3 % VMware VMware Y —EADT A T2 T4 T 4
ETVEABEOBE AWS ERARNTTITARICODVTHALE T, FH—EAOEELZFHA
E.ZTOY—EAODT7I7EALERICHATZIERBERICOVTEHALET., £z, VMware
Cloudon D —H &L TH—ERAZRETD-ODOHRBHEERML T AWS,

/A Important

COHA RTHETSD VMware H—ERADZL &, DI FT R A TL A VMware
V1= 320TEFRHENTVET, COHA RICEBETIHBEBERANTTIT A
Alk, VMware Cloud on AWSERATY, chSOHREEIE, MORBETEEAENEVE
EFHYET,

X RE

COHA RIE, VMware Cloudon 2975 RIBIEF /N4 T7 VY RBEICEEITZIETZED
T—FTORNEEFIVTATIVODZTERREL AWS TUVET,

2—TY NEROIEEDRARR
COHA KEATETSBIIRISET,

1. VMware Cloud on 8 KTBIE TS VMware H—EANET TSI ETZ IDAWS BV T7 IV AERET]
hO-II 28BS

2. VMware Cloudon ZZ £ ICBERATREODOHEBRANT ST 1 AICEET S AWS
S.AWID 7AONAE =KD T7IFL—>a FTATHATED AT %2BETS

NRE 2



AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

ID EEOHE

® EE
2024 £ 4 A 30 HEE. VMware Cloud on AWS & AWS £ EFEZOF ¥ RIL/N—KhF—IC

K O2TERENABELSZEYELE, COY—E A, Broadcom ZBL TE|EHEFATEE
T, FHMAICOVTE., AWSHYEICHSELVEHLELSEZTL,

. RANOEBIC, AOEREZEEOIETNE D OEEEFERAL TVE

oy
152

VMware Tl&. ID,
9,

e I—H—tlFk, ASHOKRITRHREOREICTIEATRZBAOZETY, O—AHILNI1—H—%1%k
BLEY, 7TFL—23>a2EALTASBID 7ONA X —0 11— —%2REL Y TEET,
HEMICOVWTRE., TID7TFL—>3 > & SSO, #8BLTLEEL,

c JIN—T&, 1——0EEZREBNICTIN—TNHUTEIXNZALEZRHLET., chlZkY),
ThSsDI1—HY—IL—BHOHBTI/ AT TERHETE, EBEF—/N—AY RZBRTEET,
A—LE, I—¥—FEEIILN—T TV AHFTZ2FETHLHOICEATIhET T, FHEICOVT
(&. TRoles and Permissions in the SDDCy (VMware RF I X KN ZZRB L TS EE L,

« VMware 757 ROEBIE, 1 DFELFEERDO VMware H—EZAANOT7 VA Z2HHBLET, 1—
H—eTdI—T&. HBRAOY—ERICLTIERATRICEVITNAOEBICEL TVWAIXENHY)
£, Identity Governance and Administration D##gEZEMICT R E, 7IFL—TFTYRIDEE
L7 —EAT VMware BN OIMAZ VIO ITANTEET, FMAICOVTIE., "VMware Cloud
Services Console; ZZBL T EE L,

TOEAFAILRYBEDATSIIONITIRLATERLSICRYET, FLETIVEAFTE.

BATOIORNDSHMEATHEELARETT, 1 ADI—H—FERE 1 20— ICEETHEHK
DT 7 EAFANENHTSNTVRIHEE, REFROEVEONFBEREAE T, FHFHAICOVTE.
MHierarchical Inheritance of Permissionsy; ZZ8B L T<E&E ) (VMware RF 1 X2 K),

ChENBENEXZZFEATRIET, RMFHEORVD—ZFKAL, I—Y—0E#HLCEIVTA
VI7ZARTZOFYAICRENET VEARAEZRET DN TEXRT, HRPEHER, 19—
EF7VT—232i, BRAVZERTIREOOBERPROT IV ELAOAZFHTTHRANDET
o FETIVEAFRELIZBER., COERORARNTSIT1AIRS T, BEZEALY
BET—BCEALY)IDREBEEOREDZNFITEERT, K. CORAUCHS LT, HEFREHD
A—Y—TH2TETIVEARAINETRVWT—RIZET VAT EBVLSICTRENTEXRT,



https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-operations/GUID-7458E592-FC6E-43A8-B0BE-505B1435D12D.html
https://docs.vmware.com/en/VMware-Cloud-services/services/Using-VMware-Cloud-Services/GUID-E6661280-A88A-4E26-9008-4C1620641FA1.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.security.doc/GUID-03B36057-B38C-479C-BD78-341CD83A0584.html

AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

BBV —ABUNET IO EATERVLSICTHhIE, £EKE@MLEL, NZTILZ1—-FT12TD
BR—MDXEMERS T ENTERT,

VMware Cloud on 2T 2EE AWS, D ET VLA EERBITREHD 2 DOEELAY—ER L
Y — )L T&H 3 VMware Cloud Services Console& A& ') & 9VMware vCenter Server, 84 —E
AQFMIIOVTIEE, BAA ROBRETIEHBRALET,

ID 7IFL—>32& SSO

ZLOLEN, AFO D 7ONAFX—(dP) EN T IFL—23VERELEVEEZEZATVET,
RETDE, I— Y=o TINWHA2F2 (SSO) DI VARV IV AZRMTEET, VMware
Cloud & vCenter Server &, HICT>Z—7S4 X7 I1FL—>avaYR—RMLTVET,

« VMware Cloud I&. Security Assertion Markup Language (SAML) 2.0 X—A® IdPs ZHR— K

L. Lightweight Directory Access Protocol (LDAP) ZH7/R—KL TWVWET, FMIZ OV TR,
"What is enterprise federation and how does it work with VMware Cloud Servicess (VMware R
FIAIXRN) ZZRLUTSEZL,

« VMware Cloud on T vCenter Server Zi&ET D5 E AWS, 7 EZB IdP Z £ L /= vCenter Server
ANT7IFL—23aVR@3REYR—RNEATVERA, FATEDDREHKIAKD IAP DA T
T, 55k LDAP &/ L %= Microsoft Active Directory DfERZHR—KNLTVET, FHMICD
Wk, Tldentity Sources for vCenter Server with vCenter Single Sign-Ony (VMware R¥ 1 X2/
N ZZRBLTLSEZL,

AKAA RTHY EFTVS, TOMOEET S VMware H—EADOHICIE, P ASOAAL U K
7IFL—232EHR—RNLTVBREONFBYET, £EL, IXTOY—EATTIFL—
2AVERETIE, I H—0OBEBRAMNBA, BENHELLABYET, KHVIZ, VMware
Cloud Services Console D7 )L—7 £ O— ) Z2FERATnIF, HBEO IDV—ARZFEALLY, LD
VMware Cloud Y —EADT7 VAR 2 EL 1=V) TEF T, F/. Hybrid Linked Mode % & 7E
L. 7L ZA® vCenter Server 1 VARV AERU ID Z2FEATHEETEEFT, chllk
., 7IFL—32E ID OBERAY R 2 DOH—ERAETRY ET. Hybrid Linked Mode
DEMIZ DOV T, TConfiguring Hybrid Linked Modes (VMware R¥F1 X KN) 2B LT K&
Wo

ID7IFL—>32& SSO 4


https://docs.vmware.com/en/VMware-Cloud-services/services/Using-VMware-Cloud-Services/GUID-358D70A6-DB33-4673-B2D6-43C73A1051FD.html
https://docs.vmware.com/en/VMware-vSphere/7.0/com.vmware.vsphere.authentication.doc/GUID-1F0106C9-0524-4583-9AC5-A748FD1DC4C5.html
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vsphere.vmc-aws-manage-data-center-vms.doc/GUID-91C57891-4D61-4F4C-B580-74F3000B831D.html#:~:text=Hybrid%20Linked%20Mode%20allows%20you,Single%20Sign%2DOn%20for%20details.

AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

—RNBRANTZSIOT14 A

® EE
2024 &£ 4 A 30 H¥E1E. VMware Cloud on AWS I AWS £ FEZOF ¥ ZXI)IL/N—KhF—IZ
L O2TEBRENEBELSZEYELE, COY—E R, Broadcom ZBL TE|EHEFATEE
T FEMAICOVTIE., AWSHEYEEZICSBEVWEDLELSEZL,

/A Important
CDHA RTEHBETS VMware H—EANZL IE, O I T RX A TL I AD VMware
V)1—>23TEFATSNATVET, COHA RICERTHIHRBEBEBERANTZI9T4
AlE. VMware Cloud on AWSEATT, ChSOHREEEE, HOBETHREARAES VG
ENFHYNET,

VMware 727 RAV T ZARZIFYADOID ET IV EAZERTRICIE. XD AWS #REIFZ
ZRLTLSEZ W,

BNEEORIS—ZEBRALET, O—IIR—AOT7YV+EAIMNO—J)L (RBAC) > T, 1—
H—HNBESOREZRETEDHICHELERDS, BR/PROTIVELAFITS IO TV EAERZNFEL
x99,

s PORAEHIK, TEAEHEASOI—Y—TREE<LSIIL-TICHAELET,

s O—ANI1—HY—EREITDCERRBITET, AXOT7IFL—23a> D7ONAFT—ICHLT
j. -U- #d-:wt.\nIEl/ia-o

s IXNTOI—H—ICZEREFAZRELET,

e NAD—RARU—ICEFE, NAD—ROBEEO—FT—2aVICHITIEHZEHET,

« VMware QB EBEEY —ERAZEEBEE L TELICHBE TS -8 D Break Glass DF)EZE X E1L
LEYT, BreakGlassy &, . HTZAZH > TAKEBHRB[ESIKEVSEKRN SKDIBHT, Hi

ANBRRTE, HGE /§&&$Uﬁ*§/§&®¥ll[ﬂﬁﬁﬁf BEEEOT VL AERZEZTER<SFA
TEDLDICTRHEZERLET,

« FVTLIZIADTF—R2EU R —FLIFERD vCenter Server 1 VARV AEFERAL TWBRES
(&. Hybrid Linked Mode Z B L T2 > R® vCenter Server f VARV A%Z AV TLIZAD




AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

vCenter Single Sign-On RX A 2 IZEHELET. <hT, vSphereClient DE—NDA X —T 14
ADSTTZIREFAVTLIAMADI Y —REEEBTEET,

- vCenter Server, HCX Cloud Manager, NSX Manager B ENDEEIT Y RRA 2 NE, TEDE
. NTVYIALB—Y MDA STRESKATBORY RT—IHLSOIKTIEATEDLSICE
ELET,

« BEIZIE, cloudadmin 7HDT Y RDESBO—HDIORIABEREIEALEEA, COXRSETH
7> Nk, Break Glass FIEQOBRICHERATESDLS5>BRLTHEFET.,. EBAOO—-NILI—H—
THIVREFESD>TRERTENLETIVVAVEIBEORBACRE TS CENTERVLESD, Chso
THIUKNE, HAEEEADLTICEEZRIBAELEICEALET,

s =R I1—H—EBI—HY—HBEOA—AILTHINONAT—REBELEIZEEL, TOR
AERFEEZZTAD/NAD—RANTFICREIIRELET. CSLENRT—RADT VA%
FHTEIERTOERAERELET,

- O—AILOFERERAB BHAULEE) RETZHEE. RiAEHREO—T—327%
Z7OtAZR/ELET (VWMware HCX ZFEAL TERY RO =V &R T B HEEEE),

ChsO#ESEIEIE, VMware Cloud on DX TOH VMware H—EAREICERAETET AWS, &
H—EFACHTH2TOMBEREEICOVTIE., XA RTREFERFILET,




AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

VMware 7A 7T T 14T 1 EBH—E X

® IE
2024 £ 4 A 30 H¥R1E. VMware Cloud on AWS [ AWS £ FEF0F vy X)L /N—KF—IC

K O2TEBRENEBELSEZEYELE, COY—E R, Broadcom ZBL TE|EHEFATEE
T, FHMICOVTE., AWSHYEICHSEVLWEDLELSEZTL,

VMware Cloudon Z#F T35S AWS, D ET IV ERAEZEBIZEHD 2 DOEXERY—ERL
Y — )L TdH 3 VMware Cloud Services Console& A& V) & 9 VMware vCenter Server,

VMware Cloud Services Console

VMware Cloud Services Console (VMware R¥F 1 X2 N) &, VMware Cloud on Z& % VMware
Cloud Services R— R 72 U ADERBIZKILBEET AWS, CcOY—EATRROZENTAET,

s 1—HY—XIN—TBEDIT1T1DER

« VMware Live Cyber Recovery X VMware Aria Suite ZE DD IV Z I RF—EANDT VA%
FH T EBEEETS

c DY—AXH—EZAANOO—-ILOEIV)EHT

« HBICTOVEATES OAUth 77U —> 3> 0OxRR

- ABOIE—TSAXTIFL—2 3 ORE

« VMware Aria X> VMware Cloud on & £ ® VMware Cloud Y —EXAZEMIZLTF7OM4 T2
AWS

« BREYTROVT a nER
« VMware H7R— ~ 0O FI A

DETIVEADERE

VMware Cloud Services Console TI1—4%—, JI)I—7", O—J)l, B EBEYICRETDEICL
BNSEOTOVEARIS —"RETEET,

VMware Cloud Services Console NDTF7 VAR REITD LR IIEREICEETT, COY—EANDE
BI]—H%—(F, VMware 75V RORELEARTT IV ELAFAZZEEL V), BFREHRE EOBRZEIR

VMware Cloud Services Console 7


https://docs.vmware.com/en/VMware-Cloud-services/services/Using-VMware-Cloud-Services/GUID-20D62AFF-024B-4901-976D-69BFD71BECC8.html

AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

T OEALEY TRAREMNI HBLEHTT, IXTOIODY—ILHEEE BERXIR—KELE) (I
Pt ATBIZE, I—H%—%& VMware Customer Connect 7’7 7 4 )L (ERX B #IE MyVMware) L
2 OFBRENFHYNET,

VMware Cloud Services Console Tl&, 1—H—&JIN—T TV EAHA2HETHIRICADODESE
oO—)laERALET,

- ##0O—)L — VMware Cloud O#E#%ICE#EBIHR TS O—I)L T, VMware Cloud Services Console
NTTIVEAFTZFELET, ERXOO—-LRBGERDO 2 D5TT, ABA—F—0O—)LIF. H&E
ZEBIRLOOTIEAFAZINTE > TVET, HEBX>/N—O—)LIE. VMware Cloud
Services Console IZFEHEY) T O ANTAE T, FMIC DOV T, "What organization roles
are available in VMware Cloud Servicess (VMware RF 1 X N ZZRBL T EE,

C P RAO—)L — BEOH—EREEATH OO, FILARTOE ST EHTTH0—
ILTT, BIZIE, DREEBY—EAO—IILEZEODIVF4T4 &k, ERY—ERIY—ILT
VMware Live Cyber Recovery ZEETE XY, HBATRAARELEY—EAEINT, 1 28E
DY —EAO-LFEERTSNTVET, FIAAREST—EAO-ILOFHMBICOVTE, Z0
H—EAD VMware RFIX NZZRLTLSEE,

VMware Cloud Services Console & &RFER) > —&HR—NLTVWET, CORIUZ—TR, I1—
H—GFOJABIC2 DBORIAN = ZADLETAEESEV, DFEV) ZERRR(MFA) A
VETHDERETDENTABETT,

COY—ERACETZIDETIVEAOERICET HFME. "ldentity and Access Management
(VMware RF 1 XV N) ZZRBLTKEEV,

AWS LOX>F—23 >

AWS Tlx. VMware Cloud on AWSIa T2 VMware Cloud Services Console 32 E T D BRI — %Y
BRARNTZO9TAACMATUTOCE#HERBLTVET,

- HEBEEKT D EE . VMware Customer Connect 7O 7 7 1)L

& . vmwarecloudroot@example.com & &, ARATEAZWV, @HADEFX—ILT RLAZEAR
LET, COTHIVRNEH—ERHDVREIL—BNTHOMELTERYEKVET, £, FAR
MEEEL, L_G)X WTHIRMANOT IV ARGHRIZHENF HVET, 240 ID 77O/N1
A—(dP) EOTFHIRNTIFL—23a 0 &2I<ICREL, I—HY—HN0T7HINEFEAL
73<'C-'E-,%E,%ﬁk} DEATEDRELSICLET, COTAHIURNE, 7IFL—232 1dP TRE
LI-BBEICX0T S, Break Glass DFIETHEATALHICHRLTHEET,

AWS LOX>F—23a> 8


https://docs.vmware.com/en/VMware-Cloud-services/services/Using-VMware-Cloud-Services/GUID-C11D3AAC-267C-4F16-A0E3-3EDF286EBE53.html
https://docs.vmware.com/en/VMware-Cloud-services/services/Using-VMware-Cloud-Services/GUID-C11D3AAC-267C-4F16-A0E3-3EDF286EBE53.html
https://docs.vmware.com/en/VMware-Cloud-services/services/Using-VMware-Cloud-Services/GUID-D8316607-FE94-4DBA-9712-5CAD4DE885B5.html

AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

- HBOT7IFL—7T14Y RID ZEHL T, VMware Live Cyber Recovery B E NN I R
T—EANDOT IV EAZHFALET, BHOY—EATEALTVWAI1I—F—T7I1FL—>3>
&, ERICEEELEEA, ChICKY), I—HF—0OAtKH2 VEFERELLEIC, BHoY—E
ANOT IEAEBANBREICBYET,

c HBA—F—0O—-I)EF. TRHICEIVHTBEVWRSIZLET, cOO-LZHE > I TAT4
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« IR >, VMware ESXi /R A KN, VMware vSAN ARL— O EE,
- vCenter Single Sign-On NERXEH LV EE,

ATLIAOTF—RE22—2FEAL TVSHEE. Hybrid Linked Mode ZFEAL T, 757K
@ vCenter Server 4 > AR A% A7 L ZA®D vCenter Single Sign-On RX A 2V IZERTEE
9, vCenter Single Sign-On R X 4 /{2, Enhanced Linked Mode Z £/ L T#E#c&E hu 7z vCenter
Server 1 VARV ANBHEENTVRHEERE. TNhSDA VARV ARINTYI T RO SDDC
V) OENhET, COTE—RZFEATDE, FVTLIAREIVSTVROTF—EE2—%2E—
@ vSphere Client f 2 —7 I A ATHRR, BETE, AVTLIZAOTF—RERX—EVTIR
O SDDC METI—YVO—REBITITDENTEEXRT, FMICOVWTI, TConfiguring Hybrid
Linked Modes (VMware RF I XU RN ZSBL TS EE L,
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AWS. vCenter Server MERFEIE A7 LA SDDC EUTVET, EHEWEK, VMware
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F9, cOY—EAO—ILOFEMICDOWVWTIE, CloudAdmin Privileges 4 (VMware @ RF 1 X2 N)
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EEALET,
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s DAZRLO=IN —2AFTALAO-NEY D FINO—INTREET VL AHBEFERTE VS
4. vSphere Client THARALAO—IILZERKTEET, BEOO—IILZERLTEETDILET
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- vCenter Single Sign-On THAEB ID VYV —AZ&RET S & . cloudadmin O 1—F—TFHD
VhEFERATS, ABIDYV—ANLS., EEENTHERATZLHOOBEYAI-—F—ZEWET
T. cloudadmin 1—%—0O#EAIEFAIEL £F, vCenter Single Sign-On NEREICBEATEIRARNT
ST 4 AZD2VWTIE, Tinformation Security and Access for vCenter Servery (VMware K¥F 1
XN Z2ZRBLTLEEV,
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L. ThszZ2llRELET, COZEEIE., VMware Cloud Services Console IZ I RBtE hE B
Ao BlZF. Cloud Services Console CRRALIIEHRZRRITDEEFHMADEN RRENET,
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L2 THEREShABELSAZYELE, COY—E AWK, Broadcom ZBLU CH|EHERNATEE
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CNDETIE., VMware Cloudon ICEBETZEUTO VMware H—EAD ID ET VA EEBT -8
DRARNT ST 1 REHBEERICOVWTHALEFT AWS,

« VMware Cloud Services Console TEEEZ h3H—E X

VMware Cloud on AWS
VMware NSX

VMware Aria Operations for Logs

VMware Aria Operations for Networks

VMware Aria Operations

VMware Live Cyber Recovery

« VMware vCenter Server TEEBE haH—E A

VMware HCX

VMware Live Site Recovery

COHARTE, EY—ERAICODVTHEIZFHHAL, TOHY—EAOIDT7IVEAEEEI NO—
JLIZDOWTERBEL, Z0OHY—E A% VMware Cloudon D —Zf& L TERET R -H D AWS HEEIF
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2024 & 4 B 30 H¥E 1. VMware Cloudon AWS I AWS £ ZOF vy X)IL/N—KhF—IZ
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VMware Cloud on AWS 12



AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

VMware Cloud on AWS (VMware RF 1 X N) &, F2 7L 2 AM VMware vSphere X—ADIRE
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COY—EAANOT OV AZHATHEMBICBEL TWBHEIE. VMware Cloud Services Console
AWS A5 VMware Cloudon IC7 V7t ATEE T, VMware Cloud on Tlk AWS, RO ENTEE
9,

- SDDC DER & HIER,

- SDDC I —7TDEE,

- SDDC NEE, XY RNT—IRIVTAZ—DNTAXA—BR%ZEHET,

« VMware vCenter Server ® cloudadmin 1—HY—RiEEHRAND T VR, CcOI1—HF—OFEFMICD
WTIE., AH4 R®O "VMware vCenter Servery 2B L T E&E L\,

« VMware NSX @ cloud_admin 1—%—ffHEHRANDT VA, COI—F—OFMIC DOV TR,
EHA RO "VMware NSXy; ZSBL T EEV,

« VMware Live Site Recovery X* VMware HCX B EDT RFA > H—EAZ B L T SDDCs AIC
F704LFT,
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s BEEE _-Z0OO—)LIE VMware Cloudon N7\ T7 o tA&EFEEET AWS,

- BEE FIRSEHIBR) - ZnO—)Lik, SDDC HIBRAXRL —2 3> %#BRE AWS, VMware Cloud
oNNDIINTIOEAEFEEXT,

 NSX Cloud Admin
* NSX Cloud Auditor

® Note

NSX Cloud Admin & NSX Cloud Auditor (&, VMware NSX OERICBEL £9 ., EMHICD
WTlk. TVMware NSXy; ZZBL T EE L,

DETIVEADERE 13


https://docs.vmware.com/en/VMware-Cloud-on-AWS/index.html

AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

Cloud Services Portal I® SDDC I 7 7t AT S IZIE, 2 D0 Administrator D—J)ILDOS55M 1 D
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Services Portal @ SDDC ® [Networking and Security] 2 7 IC &7V 2ATE T, NSX DEEER
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AWS Tl. VMware Cloud on AWS%ESRE T BBIC — BN ARTSIF A A LMATUTOC
EEERLTVLERT,

- BEEEICTIVEAERZFE5T S & EE Administrator (Delete Restricted) A— )LD & ZFEHA T
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9,

e NSXO—J)LIE, RYRNRD—IOR T AT IFA—IDOREITI7LATHDHEOKRVNI—HF—I(CF
FELHEV, HHEICODVWTE, ZOHA RO "VMware NSXy Z#SBL TS ES L,

« cloudadmin ®O—ANI1—HF—=THIRONAT—RIF, BESZEICEZEEL. TORILER
. BEEZZTA/NAT—RARNTFIZEZEZICRE TS, CD/VAT—RIE, vSphere Web V5 A
7> NEERL T VMware vCenter Server TEETAENTEET,

VMware NSX

@ EE
2024 £ 4 A 30 HEE. VMware Cloud on AWS [ AWS £ EFEZ0F vy XIL/N—K~F—IC

RO TEBRENBLSZYKRLE, COY—EAR, Broadcom ZBL T5|EHEFATER
To FMICOVTR, AWSHIEEICHELWEHLESEZL,

VMware NSX (VMware RFIX VN ELAV—2AS8LAV—7 ETORKES AT LBEERE
fr (OS) EFNZBRLERY ND—VREBIKLLAY—TC, RAVYFI. W—TFT142T, 774
TOF—)IBEDHEEN HY)ET, NSXIZE 2 2ON—23odfsyET, AU FILN—23>
(NSX-V) Tl&. vCenter Server £EF 7O TRMBENHVET, #FH/N—> 32 (NSX-T) [& vCenter
Server h SHIWBEENTWVWB D, NATVY RFT—FFTIOFvEHYR—NTEET, VMware
Cloud on [& NSX-TAWS Z#ERAL £,

NSX l&, vSphere 8 &K vSAN & & &2, VMware Cloudon @7 1VR—F> NTT
AWS, NSX [& SDDC ADIXTDHZRY RO —U e RHL., F—N—LAXYRND—-D XY
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RDO—=OT B8 —LA%2FERTDAWNS XA T A7 AVR—ZFXNEDA U ZS02a BB LE
T, NSX &, NSXAPI ZHUVHLTUY —AZEE TS vCenter Server X* VMware HCX %% &, b
NDH—EALBRICEELTVET,

NSX Tk, L TFDZENTAEXRT,

c RAVFUITEN—TFT12VTDEE,

« T7ATIA—=)IOEER, VM., FLEXYRNDI—=DENTVYILR—%FY NEODA 54
VREDOLEOD, BBV TAT IO EFERALLELEBZEEAET,

« RETZARXR—KZY ND—7 (VPN) DEHE,

« Dynamic Host Configuration Protocol (DHCP) & RX A > X —A> A7 s (DNS) DFRE,

NSX (Zl&., VMware Cloud Services Console A, EFA® NSX Manager VI 7 1—H#—A X —
TJTIAAUNASTIELARATDENTEET, NSX Manager 7 I 7 Ul Tk, VMware Cloud
Services Console TRERAATEZVEBMBEZ VWS DARATEERT, FMICOLV T, "SDDC
Network Administration with NSX Managers (VMware RF I X M) ZZBRL T<EE V),

VMware Cloud on AWST NSX IC7 VAT D EZEEF, RORICEELET,

« VMware Cloud Services Console 7' S5 NSX IC7 VA9 % I(CIE. VMware Cloud on AWS
Administrator O— )L ZEIV) HTBXENFH V) ET, NSX IZiE, SDDC O Networking and Security
BRTINSTOELATEET, COO—ILOFMIZOVWTIE, &KAHA RO "VMware Cloud on
AWS) ZZRBLTEEV,

« NSX Manager @ T 7 Ul #BI< (Clk., SDDC ? [Settings] 2 7 T U %iBIRT S A, SDDC

MD[Summary] RK—= T [Open NSX Manager] ZiZRU £9, FFMIC DLV TIE, "Open NSX
Managers (VMware RF I X2 KN) ZZRL T EZ L,

« SDDC #" Payment Card Industry Data Security Standard (PCI DSS) E— R® 154, VMware Cloud
Services Console @ [Networking and Security] 2 7 A S NSX ICF VA THEETEEE
Ao NSXManager VI 7 Ul ZERATHIHEN HVYET,
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VMware NSX @ ID £E 772 ANOEEIZIE VMware Cloud Services Console ZERA L £9., VMware
Cloud on ® NSX Tl AWS, XY —FEAO—)ZFERATEET,

« NSX Cloud Admin — c®OO—J)L &> & . VMware Cloud on AWST VMware NSX O #8E % &1
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DETIVEADERE 15


https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-networking-security/GUID-E967284B-AAC9-471A-B5C4-4C71BA6D61F6.html#workflow-navigation-1
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-networking-security/GUID-E967284B-AAC9-471A-B5C4-4C71BA6D61F6.html#workflow-navigation-1
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-networking-security/GUID-0C83B9F0-304C-4A24-843C-E7EFCDA886CE.html
https://docs.vmware.com/en/VMware-Cloud-on-AWS/services/com.vmware.vmc-aws-networking-security/GUID-0C83B9F0-304C-4A24-843C-E7EFCDA886CE.html

AWS HEHA A A VMware Cloudon ® ID £ 7 V2 ANDEE AWS

« NSX Cloud Auditor — COO—J)LZES &, NSX H—EADHREE AR NZFETEETTH
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® Note

ZHRIZIE NSXCloud EH VY ETAH,. ChsnO—)Lik VMware NSX Cloud DH—E AR & 1F
&bV EEA,

RDIA—HF—ENSXICT IV EATEXRT,

e cloud_admin A=A I1—H—, Z<OBFENF FTEEThLBAHKIAKOO—HI)L NSX 1—H— 'C“
9o, NSX Cloud Admin OO—)LZ&F21—%—@F. COI—F—THT72 NOFREFERICT
ATBDCENTEEXRT, RHRFLLTVET A, cloud_admin 1—H—& cIoudadmln@vmc.IocaI
vCenter Single Sign-On O—AI)I1—%—CBFEBVVET,

« VMware Cloud Services Console T NSX Cloud Admin Y—E AO—J)L £ /=& NSX Cloud Auditor
H—EAO—-ILOVWThhrZE Y YETohTWBRI1I—Y—, ZOI1—HY—(F. VMware Cloud
Services Console D 1—H—T%, AHLOT7 T FL—>3>1—H—TEHLFVEB A

+ IDY—AAN S NSXADOT 7t A#R%E LDAP £ L TEENEE hi-1—H—,
AWS L X2 F7F—>3 >

AWS Tl&. VMware Cloud on AWS[E (TIZ NSX ZERETDBRIC — MW BRARNTZ 074 A 12
ATUTOCEEZHBELTVET,

« HRWIC, XY RND—DETT7ATIA—I)OERIFELHETSHH SDDC DEEIFHEHL &
WI—H—HAVWBHEE, Chs0I1—H¥—ICENSXO-ILoVWFhh 1 2EFELET
A, Administrator O—J)LIEfTELEFE A, ChS5OI1—H—IK, NSX IZlE NSX Manager ®™J T
TUIDASTIOERTRIUENHYNET,

« cloud_admin DO—ANI1—H—THINONAT—REIBEZEICEEL., TORAEREE.
EEZZHFAINAT—RANTFICZLEICRELET, CONAD—RZZEETDHEEZ(E, VMware
HIR—NCERTDIUEN BV ET,

« NSXAAT, ABI—HY—ICT IO ELAERZEEZENFETEZILERFLEEA, KDVYIZ, VMware
Cloud Services Console TLT VA —7' A X7 IFL—>3ar%u%EL, O—-ILETI—T7=ER
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VMware Aria Operations for Logs

2024 &£ 4 A 30 H¥ 1. VMware Cloud on AWS I AWS £ FEZOF ¥ XI)L/N—KF—IZ
L O2TEBRENEBELSZEYELE, COY—E A, Broadcom ZBL TE|EHEFATEE
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VMware Aria Operations for Logs (VMware R¥F 1 X2/ ) (IH VMware vRealize Log Insight Cloud)
l&. VMware SDDC TERE N O F—RORENETITIICHKZILD, AT ARNL—2 04
Y —)LT9, VMware Aria Operations for Logs Tl&, XD ENfTAET,
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s NOUTHERENEHSWHBEOOTTF—XOREE D,
s PTO—NERETS

« ftt®d VMware H—EAD, OJDEZRV 2T 54

cO—mibEnEOJEBY—ERIZE 2 2ON—=23 2 H V) £9, VMware vRealize Log
Insight EF > 7 LZADO/N—23>2 T, SDDCHTT T TZA TV AELTEITITRENT

€ ¥ 9, VMware Aria Operations for Logs [&. Software as a Service (SaaS) ®/\—>3 > T

T VMware Cloudon AWS &, 9V RN=2araF74) o078 Y—ERELTFERAL
F9, ChRIEETEFLA, VT LIAON—DarzERATREER, OV EIVTTIRAVA
BRUOANSHA VT LZAA VARV AILEET D HEN HYET,

VMware Aria Operations for Logs (& VMware Cloud on ICEFENTVET AWS, lHIAEN /N —

23T, RYIAKXDBREEREHBICHRI BN ET. ChsOFIREGE. BEICISUTTL

STLAYTROVT2a Ty TIL—RIDETERPTENTEERT, HMAICOVTIE,
MSubscriptions and Billings (VMware RF 1 X2 N 2B L TS EE L,

DETVEADERE
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ZEAL X T, VMware Aria Operations for Logs Tld, 7IFL—>3> DX JIN—T%28
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PN, DAZLO—IILEZFRELET FHMICOVWTIE., "Service Rolesy (VMware RFI1 X2 N) %
ZRLTLSEEY,

VMware vRealize Log Insight IZI& 77 # )L b OO—I)LA 2 2H V) £FF, Administrator A—)LIC 7

W7 O0EAED NO—IILOERNF BV ET, User O—ILICIEFRAEVY #ERF HY, Fv S 1KR—

REEKTEET, NARXLO-INZFEATRE, FEDTF—REY NOKIT IV LAZHATESR
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TOEAOERICEL TENOHEREHREEH ) T A,

VMware Aria Operations for Networks

@ EE
2024 £ 4 A 30 HEE. VMware Cloud on AWS [ AWS £ Z0F vy XIL/N—K~F—IC

KO TEBRENBLSZYRLE, COY—EAR, Broadcom ZBL T5|EHEFATER
T FHICOVTR, AWSHIEEICHBELWEDLELSEZL,

VMware Aria Operations for Networks (IH VMware vRealize Network Insight Cloud) [&. vRealize
Network Insight @ SaaS /N\—> 3> T3, VMware vRealize Network Insight 1 (VMware R 1 X
M. D—=V0-RONZ 74V OO0 ZELETIDIIRIUEET., COY—EREZFERATH
@, XY RND—VORBBEEZHHLEY, D—O0—ROEIXMULIZERILDTT7ATIA—)LIL—
ILEEFIALL I2V) TEE T, VMware Aria Operations for Networks Tld, RO ENTAE T,

s NAT7 )Y RBREBEIILFUVZT RREOERR.
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