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https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/USER_UpgradeDBInstance.Maintenance.html
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https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/break-glass-access.html
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https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
https://docs.aws.amazon.com/AmazonECR/latest/userguide/what-is-ecr.html
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https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_dev_integ_build_mgmt_sys.html
https://docs.aws.amazon.com/wellarchitected/latest/framework/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/manage-shared-resources.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-container-pipeline.html
https://aws.amazon.com/blogs/devops/build-a-continuous-delivery-pipeline-for-your-container-images-with-amazon-ecr-as-source/
https://aws.amazon.com/blogs/devops/build-a-continuous-delivery-pipeline-for-your-container-images-with-amazon-ecr-as-source/
https://aws.amazon.com/blogs/containers/amazon-ecr-in-multi-account-and-multi-region-architectures/
https://aws.amazon.com/blogs/containers/amazon-ecr-in-multi-account-and-multi-region-architectures/
https://aws.amazon.com/blogs/mt/create-immutable-servers-using-ec2-image-builder-aws-codepipeline/
https://docs.aws.amazon.com/cfn-guard/latest/ug/what-is-guard.html
https://github.com/stelligent/cfn_nag
https://github.com/cdklabs/cdk-nag
https://aws.amazon.com/blogs/devops/building-end-to-end-aws-devsecops-ci-cd-pipeline-with-open-source-sca-sast-and-dast-tools/
https://aws.amazon.com/blogs/security/validate-iam-policies-in-cloudformation-templates-using-iam-access-analyzer/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#:~:text=IAM%20policies%20define%20permissions%20for,CLI%2C%20or%20the%20AWS%20API.
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://github.com/aws-samples/ec2-imagebuilder-ami-lifecycle
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
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https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
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https://docs.aws.amazon.com/systems-manager/latest/userguide/patch-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/setup-instance-permissions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
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 EC2_MANAGEDINSTANCE_PATCH_COMPLIANCE_STATUS_CHECK
* EC2_INSTANCE_MANAGED_BY_SSM

« EC2_MANAGEDINSTANCE_APPLICATIONS_REQUIRED - SELinux/fapolicyd/OpenSCAP,
CW Agent

« EC2_MANAGEDINSTANCE_APPLICATIONS_BLACKLISTED - any unsupported apps
e TAM_ROLE_MANAGED_POLICY_CHECK - CW Logs, SSM

« EC2_MANAGEDINSTANCE_ASSOCIATION_COMPLIANCE_STATUS_CHECK

* REQUIRED_TAGS

 RESTRICTED_INCOMING_TRAFFIC - 22, 3389
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_unique.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_secrets.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_groups_attributes.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_emergency_process.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_continuous_reduction.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define_guardrails.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_lifecycle.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_analyze_cross_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_share_securely.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/organizations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://aws.amazon.com/blogs/apn/top-recommendations-for-working-with-iam-from-our-aws-heroes-part-3-permissions-boundaries-and-conditions/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://aws.amazon.com/blogs/security/how-to-centralize-findings-and-automate-deletion-for-unused-iam-roles/
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/automatically-rotate-iam-user-access-keys-at-scale-with-aws-organizations-and-aws-secrets-manager.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-securityhub-integration.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-eventbridge.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_getting-report.html
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* ACCESS_KEYS_ROTATED

« TAM_ROOT_ACCESS_KEY_CHECK

« TAM_USER_MFA_ENABLED

« TAM_USER_UNUSED_CREDENTIALS_CHECK
« TAM_PASSWORD_POLICY

* ROOT_ACCOUNT_HARDWARE_MFA_ENABLED
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://aws.amazon.com/blogs/security/establishing-a-data-perimeter-on-aws/
https://aws.amazon.com/blogs/security/establishing-a-data-perimeter-on-aws/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_define_guardrails.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_data_classification_define_protection.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#policies_resource-based
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
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 SERVICE_VPC_ENDPOINT_ENABLED
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https://www.allthingsdistributed.com/2016/03/10-lessons-from-10-years-of-aws.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/whatisbackup.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/disaster-recovery-resiliency.html
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RDS_IN_BACKUP_PLAN
RDS_LAST_BACKUP_RECOVERY_POINT_CREATED
RDS_RESOURCES_PROTECTED_BY_BACKUP_PLAN
REDSHIFT_BACKUP_ENABLED
AURORA_LAST_BACKUP_RECOVERY_POINT_CREATED
AURORA_RESOURCES_PROTECTED_BY_BACKUP_PLAN

AWS Well-Architected 7L —AD—V DEEITIRANTZIT 1A
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_transit_key_cert_mgmt.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_transit_encrypt.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_transit_authentication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://aws.amazon.com/blogs/storage/automate-centralized-backup-at-scale-across-aws-services-using-aws-backup/
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
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BACKUP_PLAN_MIN_FREQUENCY_AND_MIN_RETENTION_CHECK
BACKUP_RECOVERY_POINT_ENCRYPTED
BACKUP_RECOVERY_POINT_MANUAL_DELETION_DISABLED
BACKUP_RECOVERY_POINT_MINIMUM_RETENTION_CHECK
DB_INSTANCE_BACKUP_ENABLED
DYNAMODB_IN_BACKUP_PLAN
DYNAMODB_LAST_BACKUP_RECOVERY_POINT_CREATED
DYNAMODB_RESOURCES_PROTECTED_BY_BACKUP_PLAN
EBS_IN_BACKUP_PLAN
EBS_LAST_BACKUP_RECOVERY_POINT_CREATED
EBS_RESOURCES_PROTECTED_BY_BACKUP_PLAN
EC2_LAST_BACKUP_RECOVERY_POINT_CREATED
S3_LAST_BACKUP_RECOVERY_POINT_CREATED
S3_RESOURCES_PROTECTED_BY_BACKUP_PLAN
STORAGEGATEWAY_LAST_BACKUP_RECOVERY_POINT_CREATED
STORAGEGATEWAY_RESOURCES_PROTECTED_BY_BACKUP_PLAN
VIRTUALMACHINE_LAST_BACKUP_RECOVERY_POINT_CREATED
VIRTUALMACHINE_RESOURCES_PROTECTED_BY_BACKUP_PLAN

XD AWS Config L —I)L #R%ET S

28



AWS REHA X A T Essential Eight RFE IZET % AWS

F—X 7 OYBRBLFEZRU VT O—5ll,

(@ Essential Eight BB 0 X R
F7Vr—2avEl, T70T5—>3rAoNy FiER. EEEROFIR, 2EHTE

AWS [ZIE, RETANMRIDTVRIHL ZHBIETEDRSICTRIY - EHBEIAZEATVET
AWS , EAEWNIZEXDEHY TT,

« AWS CloudTrail &, . SDK, XY RZA 2V —)LZBLU TITH NIz AWS API J—)L75 & AWS
RNEXIXARNAVY=II, FHADV RO API - OBEEIHZERKTSH T, AWS 704
ZEZRVTTBOICRIUEET, AWS SDKs CloudTrail [ZXSL ey —E AT, ¥—EX
O APl ZHOCHLED—Y—BLETHIU N, BROUEHLTO IP 7 RLA, HFOHL ORERZ
ERETEFRT,

« Amazon CloudWatch &, AWS UY —R & TEITITDTF7TUIT—2a>OXNI O R%E AWS 1)
TFINEZALTEZR)ITTBDDICKRIEET,

« Amazon CloudWatch Logs &, §XTOI AT L, P7VTr—23>2, AWSOH—EZX AS5D
OJ%—TtTBDICKIEET, —iticky), O EERLTEZLICT—HATTEET,

- Amazon GuardDuty l&, #&ENBEEFIVTFA TRV I9—EATHY . ChZzFHATS
E. OV MBRTREL, AWSREILSTRFHLBEWTFITAET A%, FEDTHE
NHBEZTITAETAZHBETEEXT, GuardDuty Ik, BEISEX, HYEADBEHNETAD L
5. Amazon EventBridge ESEEET N TWVWE T,

« AWS Security Hub CSPM &, OtF1U 7 REOITENBE 1 —ZRMLET AWS, £,
EFIVFTAERBEEERANTZ 9T A1 AICBS LT AWSREZHREITDDICERILEET,

CHOLEY—II R, TREZED, RECEXENIrHIAIICABCHATESRSHRFENT
WET, chiZ&lY, 7ZTRCHTREBOEF1 VT EHlZRILL, REOVARI7O77 4
LS TENTEXRT,

AWS Well-Architected 7L —LTJ—2V OBEETIRANTT D
T1A

« SEC04-BP01 Y —ERETFZUT—a>OOJ7RRERETD

BETRIRARNTZSIT 1A 29


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/WhatIsCloudWatch.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html

AWS BEHA XA T Essential Eight RFE IZET % AWS

« SEC04-BP02 BT NIBTOY, BRHEER, XNV IRZFYTFYID

CDF—T DR
OJR&0BRE

e CloudWatch T—=2J I hZFEAL T, ZATALLAXRILOOY % CloudWatch Logs ICH1TT 2
« GuardDuty ICLPRHEBRICTZ—hZRETS
+ CloudTrail THBORZIERT D

OJREDRARNTZIT A AERETD

e CloudTrail E¥ 21 UT 1 ORARNTZFIOT1 AZERETD

« SCPs ZFAL T, I—H—AEFI1VFTAH—ERZENICTERVLSICTS (AWS 7OV
)

« ZFRAL T CloudWatch Logs O OJ 7F— X Z 51t 3% AWS Key Management Service

AOJ%—nxEEITS

s BBOT7HIHS CloudTrail OJ 2 ZET %

s QT —HATT7HO O ZZEETS

s BEBEEDHDI=®HIZ CloudWatch Logs 27 AT N T—nEEB T2 (AWS 7OV RE)
+ Amazon Inspector DEE & — it I3

s THEB2EOT I VS —2%EERT S AWS Config (AWS 7 OJRRE)

+ Security Hub CSPM N EE & — it 93

« GuardDuty DEEZ—{Ld2

« Amazon Security Lake DE R #5192

COF—IOEZZULY
TEZRVVOHEAZRETS

c OJCRPBRHER 2RI D MHEHXERILTD

CDT—NDOEE 30


https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#setup-sns
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html

AWS REHA X A T Essential Eight RFE IZET % AWS

- Security Hub CSPM DR EERZHER T DI AN AL ZHITS
« GuardDuty IC&BDHREFKERICHSTHEEAZRILT S

XD AWS Config L—IL ZE&E TS

 CLOUDTRAIL_SECURITY_TRAIL_ENABLED
* GUARDDUTY_ENABLED_CENTRALIZED
 SECURITYHUB_ENABLED

* ACCOUNT_PART_OF_ORGANIZATIONS

XD AWS Config L —I)L #R%ET S 31



AWS REHA X A T Essential Eight RFE IZET % AWS

TN 8 FETOLAOHHEINDEE

(@ Essential Eight & 0 53 K
F7VTr—>az@, 770Tr—>3>A0/NY FiER

Amazon Tld, EVERFHEL EFCA, XND_ALGFBELFET (AWS JOVRE ). EELLV
ERERBIDLEHICHERDRF, HRENDEHTREEL, BBt h, REWRET, RT—F7 )%
T7OAREY=ILBEDOTT,

RORICTRTESIC, HEAEREENETOLATHY, ChICE>2T, Y=ILZHEKL, A
ZRELET, TOR, BRZREL, ThIIHULABETVET, CcOTBHKEE, ERALENS
ThEAZRBILLBEBELTVSKH A IILTEBYET, COYA I TR, HIHTEZADZZITE
V), ThZEBMENEEHDICERTDET, RYBLRETHIEDSZAREICHLLET, FHMICO
WTIlk, AWS T Well-Architected 7L—ALT—21 ® "XAZAXALDEE, 28RBLTEETV,

Inputs —> Tool —> Outputs

r//\ Adoption
.

Inspection

AWS Well-Architected 7L —ALD— O OBEETEIRANTS Y
TAA

e OPS02-BPO1 UY—ARICHBEOMEEZEN FRET

« OPS02-BP02 7Ot AL FIEICEHENDHEEN FETD

e OPS02-BPO3 /N7 #— X AICEFRZEH OAmMBEN ERT7I9T1ETAICFERETS

e OPS02-BP04 EXLFIEIERBCIEIDIEODDODAN_ALNFEETS

« OPS03-BPO1 I €T A4 TARI G-y T HEM—TS

e OPS03-BPO3 TAAL—23aUhF#HRBEETATLVS

BEITIRANTZIT 4R 32


https://aws.amazon.com/blogs/enterprise-strategy/strategy-is-a-winding-road-mechanisms-keep-you-on-track/
https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_resource_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_proc_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_activity_owners.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_ops_model_def_responsibilities_ownership.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_executive_sponsor.html
https://docs.aws.amazon.com/wellarchitected/latest/operational-excellence-pillar/ops_org_culture_team_enc_escalation.html

AWS REHA X A T Essential Eight RFE IZET % AWS

CDF—T DR

AT AT AL REZRBL NV T2 HEAEHRILT S
EFIVTARIS—EFOLEAEEILITS

HR—MHRAOT 7V r—> 32 ZHIBRL, AWS Config L—ILOEBJANIZEMT S
ZEALTTIVEARY S —%#ET 3 AWS Identity and Access Management Access Analyzer
Amazon Inspector ZBRICL T, EMHERZ BN ICHKITREICHKRD
T7U—2a>HAo)l—)ty NedbBlLEBERRETS

FH7OLAOEEEZER TS HIC, AWS Config L—ILEWS =BHELOREEZRH TS

VIRDITRIVD—ICRBEBRYTRNIVITHIBREBLTVWD A AR AZAR{LCTED D
. AWS Systems Manager Inventory D Z K59 2

COF—IDEZRUVY

c ITEOTATARVY—OEBGHFERIULL T, AV TSA T AOHER, TROKRE, THEHK

Dl 7% EZ2TV, BEERDEBRRZERL KT,



https://docs.aws.amazon.com/config/latest/developerguide/remediation.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-inventory.html

AWS REHA X A T Essential Eight RFE IZET % AWS

T Essential Eight BlRE ZEK TS H D RRNET—A
ART 4 AWS

CDETIF. AWST Essential Eight DFZAERZEZ BIETBRABEO RN EEASHICOVT
BALET,

-

COEOEIII:

c DFUFABRVT—FTIOFrTOHE

« J—=00—ROH: Y —N—LAF—ZL A7

- J—V0—ROF: AVTHEEhEDITH—ER

« D—20—R®DOHl: Amazon EC2 THE T2 COTSY I RIIT

SFIVABKRET—FTI0F ¥ OHE
COBAFHBEE, AWS VZTURT3I 20D —YO—REZEALTVET,
« ANL—=2 &, ., O—R (ETL) #RL—2 3> AWS Lambda (= Amazon Simple Storage

Service (Amazon S3) Z AT A Y —/\—LATF—ZL 147

« T FHb&E iz T 7% —E A: Amazon Elastic Container Service (Amazon ECS) TH @<
H. Amazon Relational Database Service (Amazon RDS) D F—ZX—AZFEAL TW5

« Commercial Off-The-Shelf (COTS) V7 b I 7: Amazon EC2 THEEEE TV

DIV RF—LR, HBO—RAENLETIYRT7A—LEZRMHL., AWSREOIT7H—ERER
TLET, V2T RF—LR., AWSHRIRICOTH—ERAZRMHLET., FT7—U0O—RE, ML
EP70T5—=2320F—A (RBRF—LFEETUNI—F—LEEREIND) FABELTVET,

AT T7—FTIF~
OSIRF—LTE, AWS U577 KTHUTOBEEBERLTT,

« ID Microsoft 7 TF7L —=> 3 >(&. Entra ID (BLBI® Azure Active Directory) 1 > AR > A AWS
IAM 7AF2oT4T742282—CV2OLET, 7T FL—>3>2 TR, MFA, 1—%—7Hh7
Y NOBEBEMHR. & KT AWS Identity and Access Management (IAM) O— )L &/ U =830
BOEVRIIFROCEANERAEINET,

B 34



AWS REHA X A T Essential Eight RFE IZET % AWS

« —xibtE ., EC2Image Builder 2 A 32 AMINA 754> T, OSEATTFT7Ir—3aic
Ny FzERALTVET,

« Amazon Inspector ZFIAL T, MHUEEZBFELTHY, EF1 VT BEOREFBREIINT
Amazon GuardDuty ICEfEL. —TEELTVWET,

s F7UT—=23a ElIL—ILOEH, HAN—EFI1 VT AR NAORIS, AVTSATURA
FORBEBEZITOIAEAANBIULEATVET,

« AWS CloudTrail GOJRFEEETZR ) TJICERAENET,

s BXAIVFAARYNU—RI—F—0OQT A BE)VFRELEES, PRI BITENE
CB

« SCPBELUTVPCIVRARAVRNRI)—ICLY), AWSIREODTF—RXEBEREBILTVET,

« SCPIC&KV), PV —>a>F—AN CloudTrail ¥ AWS ConfigENEF 1) T 4B KVO
JRBY—ERAEBMLTEBRVRSICLTVET,

« AWS Config BHERIE AWS BB £EA S 120 ICEKEh, EF21UF 1 AWSTHIU N
FERRENET,

« AWS Config ACSC Essential 8 17 #—~X2ANY V&, ABROTXTO AWS FTHIV K
TEMEEITUET,

D—o0—ROH: F—N—LAF—XL ALY

COI—70—RE, T—XULUNZF—IRY—EAQEH OHZRITENTT,

F—RZL ATk, ANL—2I2 Amazon S3 ZfEA L., ETL AWS Lambda (- Amazon S3 Z#AL &
¥, chsml)Y—2AIE AWS Cloud Development Kit (AWS CDK) 7 7' TEZEhE T, AT A
ADZEERF, ZBLUTF7 OA4ENET AWS CodePipelinec CONA T4 OEREE, 77V
T—=2a> F—ALICHBREATWE T, CcOF—ATIA—RURSRKVICTILVIOIANZITSHE
. 2 AFINERENET,

CcOI—o0—RIEHL, FFTUT—2 32 F— Ak, Essential Eight BB IS TED LS, UT
NDFO3a>vaEERITLET,

T7Vr—>3a> &

« GuardDuty ® Lambda Protection & Amazon Inspector @ Lambda AF ¥ ZBMICLF T,
« Amazon Inspector DR HEREZRES LV EETHHEXHERELET,

T7Vr—>3ar Aoy FEA

HY—N—LAF—ZLAY 35


https://docs.aws.amazon.com/config/latest/developerguide/operational-best-practices-for-acsc_essential_8.html
https://docs.aws.amazon.com/wellarchitected/latest/analytics-lens/best-practice-5.2---implement-least-privilege-policies-for-source-and-downstream-systems..html
https://docs.aws.amazon.com/guardduty/latest/ug/lambda-protection.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-lambda.html
https://docs.aws.amazon.com/inspector/latest/user/findings-managing-automating-responses.html#findings-managing-eventbridge-tutorial

AWS REHA X A T Essential Eight RFE IZET % AWS

« Amazon Inspector @ Lambda AF ¥ > ZBMICL, FHERSA TS URHRIEESATZVICT
S—NZERELET,

« P7VT—23>F—Alk, AWSConfig "7ty NEHD AWS VY —RZBIFTED&LSICL
£7,

EEEEROHIR

FAT7T7—FFT0F v, €923 THBELELSIZ, FTUT—>3a>F—ATER., F70O04N
ATSADOERBIL—INICE>2T, XBEREICTF7O/MT2EBOTI7AZBRICHRLTVWET,
e EEIC—TtENEZID 7IFL—arsRrO8FY V1= ("ATT—FT0
Fri V>3V ESR) EFALET,
« 77— 3> F—AIKEE AWS CloudTrail Bf& Amazon CloudWatch 7 1 L2 —%4ER L &£
9,

77— a>F—Alk, CodePipeline 7' 04 & AWS CloudFormation A& v 2 HIBR®D

SN

Amazon Simple Notification Service (Amazon SNS) 72— &2 EL E T,

FRL—=TFT AT ATLAND/NY FER

« Amazon Inspector ® Lambda AF ¥ ZEMICL, RS A TS URHRBESATZVICT
Z—hERELET,

ZERRR

s —itENLEID 7IFL—2aVYV1—=23a>("TAT7T7—F70F v, O3> aESR) &
FALET, cOYUI—232IC&2T, MFAOBEAXXRIEOOT K& ZITV., &HL LW MFA
AR RELVLEBRRE, PT7—RhZ2ERKTHIHLTNSICEBHNICHRDLET,

EENYOT YT

REZENDI—R%Z

?4":-

s P77V —>3a> F—Alk, AWSCDK 77'U4 —<, 3% Lambda 8%k,
OA—RURDKNIICRELET,

« N—23 2% & Amazon S3 Object Lock ZBMICL T, A7 TV NDHIBRXEEZHE R
9,

« F—Rty NEEERIO AWS U—T 32 ICEBEE T, Amazon S3 FEX BMAMEEALE
¥,

HY—N—LAF—ZLAY 36


https://aws.amazon.com/blogs/devops/how-to-migrate-your-aws-codecommit-repository-to-another-git-provider/
https://aws.amazon.com/blogs/devops/how-to-migrate-your-aws-codecommit-repository-to-another-git-provider/

AWS REHA X A T Essential Eight RFE IZET % AWS

s F7U—=23 F—Alk, F—REHAWS V=232 BEHEFBLIRHO TO—20—R0O]
E—%%2TL% 9. Amazon DynamoDB JO—/N)IL7—7J)L& AmazonS3 VOAU—23 2L
T —2a aEALT, 734U =23aropsteho R —23avicF—228HMIC
L7UT5—KLET,

D—o0—ROF:AVTHENEDITH—ER

COD—0O0—RE, T—XR 2. LZEBNATSANCRD, AS1—BRTWNBAVTTANTY
FrNDEE OHlERTIENDTT,

NI ITH—EAIE Amazon ECS ETHEL. Amazon RDS O F—ZR—ANFEAET N TVE
¥, 77— 3>F—Al CloudFormation, 7 7L—KRThsn)Y—RAZE&XLET,
1> 77k EC2 Image Builder TH#2£ L. Amazon ECRICREFELET, 77UTr—>3a > F—A

&, ZBUTOATALILZEEZT7O4 LET AWS CodePipelinee cONA 754> DOEREE,
T7)T—2a3a> F—ALILFHRENRTVET, COF—ATI—RURSRNIIZCTILVIOITANET
SH/ER. 2 AFHFrEAEIET,

cOD—o0O0—RIEHL, PFUT—2 32 F—Alk, Essential Eight BB IS TED KRS, UT
NT70>avaERITLET,

T7Vr—>3a>&Ef

« Amazon Inspector T Amazon ECR AT FAX =T DAF ¥ ZBAMICLET,

s J7ANT OtvAR) > —F—F2 (fapolicyd) £F 1 1) 7«4V —)L%& EC2 Image Builder /N1
TOAVICBELET, FHICOWTIE, ACSC VI 7H A ~h® Timplementing Application
Controly £BBL T &L,

- OJ oW HA Amazon CloudWatch Logs ICEEEREND K SIZ, Amazon ECS R AV ERZEFREL
£9,

« Amazon Inspector DIREFEREZRES LV EBEITHHEXKERELET,

T7Vr—>3arA0Ny FEA

« Amazon Inspector T Amazon ECR IV TFHFA X—=PDAF Y+ 2EGMICL, FEHBS 4TSI
MEEZSATIVICTS—h2RELET,

« Amazon Inspector DBRHFERANOXISZBEILLET. FILWAXR MBREE D E, Amazon
EventBridge " N UH—& &Y, 2=y NOF7OA4NATZ4>, DFV), CodePipeline 7B
BEhET,

AVFFH LD T TH—ER 37


https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#crr-scenario
https://docs.aws.amazon.com/AmazonS3/latest/userguide/replication.html#crr-scenario
https://docs.aws.amazon.com/wellarchitected/latest/analytics-lens/best-practice-5.2---implement-least-privilege-policies-for-source-and-downstream-systems..html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-application-control
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-application-control

AWS REHA X A T Essential Eight RFE IZET % AWS

s P7VT—232F—LR. AWS Config "7ty MMEHDO AWS VY —RAZEBHFTEDLSICL
£

EEEEROFIR
s F7VT—232F—ATR, F7OANATIFAVOERIL—INICE 2T, AERECT7OA
TEBROT IV ERAZBRICHRLTWVWET,

C —RAELLE. UFIKF—LOID 7IFL—Y 3 EEALT, REBBOO—FT—> 3> &
RAWBEOTRRETVET,

« CloudTrail SE¥F& CloudWatch 7 1 L X —ZEKLE T,

« CodePipeline IZ& 27 7' 4 & CloudFormation A& ¥ 7 HIBRIZ Amazon SNS 75— K%
9,

)Iallll
Fit
C

ARL—=TFT AT ATLAND/NY FER

« Amazon Inspector T Amazon ECR AV TFA X—=JDAF v Z2BMIZL., OS O/NY FEHIC
To7—RhNZERELET,

« Amazon Inspector DIREFERNONISZBEILLET. HILLVAXRY M BREE NS
&, EventBridge "NV H—&BY, =Y NOF7AA4ANATS 4>, DF), CodePipeline
PHEBRENET,

e Amazon RDS /R NBHZEYTRAUS47 LT, EFEBIBHEND&LSICL, Z5LEE

MEFETERAITSN., Amazon RDS TEHERAITZIHNICOVT, ESXAFEZEEHIZ, VA
DICEODKHMETLET,

C XVTFVAARVNOEBEERTDHIC, AmazonRDS 1 VAR A IINFTRATE
VTA4—V—=2IFAZ—ELTRELET,

2 EHRI

s —nitENEIDT7IFL—32V)1—23Y (TOT77—F70F v, 023> %5R) %
SEALET, cOVYD1I—232IC&K>2T, MFAOEAXFEIAOOTRZEZTV, EDL L MFA
ARV NARELVIEBRE, PTZ2—RNEERTEIHNTNSICABNICHISLET,

TNV OT YT

dFF LY 7H—ER 38



AWS REHA X A T Essential Eight RFE IZET % AWS

s P77V —=23>F—Alk., AmazonRDS V5 ARX—OTF—X20O/)NY VT v 7% BE{L AWS
Backup $2 K5I ZERELET,

« CloudFormation 7> 7L —hZ1—RUKRDSKNIJICRELE T,

s PV —=2a F—Al, BlO)—230¢O—O0—ROOE—%#ERKL., BETANZEREIT
TEIEHENATSAEHEFELET (AWS JOJRE ). CONATSA4 T, BBTAND
RITE, ARVIEHBELES, CONAMTSA40%2 1P AIC1EEHNICEITL, EIBFIED
EWHZRIILE T,

J—20— R®DOH|: Amazon EC2 THETS COTSY I NDIIT

CcNI—o0—REE, T—X 3 BHUILEDZZI1—BRTINBAVTSARNSIF T OER OflzER
TENDTT,

Amazon EC2 THE T2 —V0O—RiF, AWSYZRI XNV - E2ERALTFETESEL -
ENDTT, AREWE., EC2AARAZAICOTALTY T NIDITEEHTHET, AT A
EFETEHLTVET,

ZOT—Y0—RICHL, 959 RF—LETT U — a0 F—Alk, Essential Eight B8 (255
TEDEDS, UWTOTF7O23a 2 zERTLET,

T7Vr—>3a> &

e DT IJRF—ALIE, I—2 T (SSMAWS Systems Manager T—> I > b )., CloudWatch
IT—2x2h, SELinux 24 AR—)ILULTERETDRSIC, —RlbtEhEAMINA T4 %
RELET, £, ERLEAMI Z2, HBROIXNTOT AT RTHELRT,

« VT RF—LAIFAWS Config L—ILZERAL T, RITFOIXTDEC2 A VARV AN
Systems Manager lc k> TEEEh, SSMIT— T N, CloudWatch T—> T2 ~, SELinux
NAVAR=ILENTVBDCEZBRBLET,

« V77 RF—LAlF. Amazon CloudWatch Logs ® 1% . Amazon OpenSearch Service £ TH# &
FTRD—ENEtEFIVTFABREXFARNEE (SIEM) V)1 -3V ICEELET,

« 77V —23>F—Alk, . GuardDuty AWS Config, Amazon Inspector 5 DR ERERZRE
BRUOBBIDLEODANZALZRELET, VFTRF—LR., FTUT—232F—LHNR
BUEREEREZRETDHMEOHEAAZRELET, BREUHERT7OJTTLAZERL TREZR
ICXMTBDFEICODVT, FHBEANA A AZERELIEVEERE. TAWSTORT—F 7 )3k
BEMEETOJTLADEE, 22RLTSEEL,

T7Vr—>3ar Aoy FEA

COTS Y7 hDIT 39


https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://aws.amazon.com/blogs/architecture/disaster-recovery-dr-architecture-on-aws-part-iii-pilot-light-and-warm-standby/
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-instance-managed-by-systems-manager.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-applications-required.html
https://docs.aws.amazon.com/config/latest/developerguide/ec2-managedinstance-applications-required.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/security-group-rules.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_implement_services_features.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_implement_services_features.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_implement_services_features.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_implement_services_features.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#setup-sns
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#setup-sns
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_settingup.html#setup-sns
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/getting-started/hands-on/protect-data-on-amazon-s3/
https://aws.amazon.com/getting-started/hands-on/protect-data-on-amazon-s3/
https://aws.amazon.com/getting-started/hands-on/protect-data-on-amazon-s3/
https://aws.amazon.com/getting-started/hands-on/protect-data-on-amazon-s3/
https://aws.amazon.com/getting-started/hands-on/protect-data-on-amazon-s3/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/best-practices-security.html
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://aws.amazon.com/blogs/industries/best-practices-for-aws-organizations-service-control-policies-in-a-multi-account-environment/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/encrypt-log-data-kms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_audit.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/root-user-best-practices.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patterns/dynamically-generate-an-iam-policy-with-iam-access-analyzer-by-using-step-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/organizations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/organizations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/organizations.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_aws_account.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_permissions_least_privileges.html
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https://aws.amazon.com/blogs/apn/top-recommendations-for-working-with-iam-from-our-aws-heroes-part-3-permissions-boundaries-and-conditions/
https://aws.amazon.com/blogs/apn/top-recommendations-for-working-with-iam-from-our-aws-heroes-part-3-permissions-boundaries-and-conditions/
https://aws.amazon.com/blogs/apn/top-recommendations-for-working-with-iam-from-our-aws-heroes-part-3-permissions-boundaries-and-conditions/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_last-accessed.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/permissionsetsconcept.html
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_vpc.html#example_vpc_2
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https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
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https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/session-manager.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/run-command.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
https://www.cyber.gov.au/resources-business-and-government/essential-cyber-security/small-business-cyber-security/small-business-cloud-security-guide/technical-example-restrict-administrative-privileges
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/Install-CloudWatch-Agent.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
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https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_reduce_manual_management.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
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https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/patch-management-hybrid-cloud/design-standard.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_auto_protection.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/designating-admin.html
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/inspector/latest/user/scanning-ecr.html#configure-ecr
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/prescriptive-guidance/latest/vulnerability-management/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/start-build-image-pipeline.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/manually-install-ssm-agent-linux.html
https://github.com/SELinuxProject
https://github.com/SELinuxProject
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://github.com/linux-application-whitelisting/fapolicyd/blob/main/README.md
https://www.open-scap.org/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/install-CloudWatch-Agent-on-EC2-Instance.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/share-amis-with-organizations-and-OUs.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/walkthrough-custom-resources-lambda-lookup-amiids.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-patch-management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_securely_operate_reduce_management_scope.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_vulnerability_management.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_compute_hardened_images.html

AWS REFHAH A

T Essential Eight RFE IZET % AWS

%ga~ﬂ'b‘n

Essential Eight 1>/ k

A=

HEgHrv14>o2—%v
NRTARBELTWVWSDY

—EATHEBI Y

—ZRAL TR HEEE
. ZEXRFEAZEA
L/'C W&E7,

H—RN=F 1=
123 —FY NTRQ
RLTHY., HBO
BRTF—2DOME,
RiF. BEZTSY
—EATHEBI Y
—ZRALTBEE
. ZERRIZEA
bfvi?o

REOHAH A

F—< 4: 1D OEH:
ID7xFL—>3>
NDEE

F—< 4:1D OEE;
MFA @ 35& %l

FImplementing Multi-
Factor Authentic

ationy (ACSC V17

Ba4h) 23R TL
2EV,

AWS UY —2X AWS Well-Architected
HAZRA

ABOI1I—HY—IC. SEC02-BP04 — tit

— B 5 BREE B 3 Ehi-ID 7’ O/Na

AWS ZFERAL TICT

ik Vi )

JtAIB_ELEID
ZONAE—LEH
SR

AWS IRIEA O —FH
BEKTIOEA%ZE
x93

I—RI1—H—I(C
MFA 23R & %

ZBUTMFA ZER

9% AWS IAM 714 7

SFATFAER—

H—EAEBD API

To>3IC MFA =

BRI DLz

3%

ZEL7EW

SEC02-BP01 5& 1 %
A AANZRX
LZFERTS

ZHLEL



https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-multi-factor-authentication
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-multi-factor-authentication
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-multi-factor-authentication

AWS REFHAH A

T Essential Eight RFE IZET % AWS

Essential Eight 1> b RHREOHAX VA

Aa—=Jb

F—RN=F 1 =5
A1 —FY NTR
RLTHY, HEO
FHET—R DN
. R7FE. BEZITS
H—EATHEBI—
H—2ZREATHEE
. ZERFEZHE
ALTVWET (FAT
BERIZE).

B A 2—FY
RTRBEALTVWDY
—EATHEBAND
d1—H%—%RAT >
BEE. ZERRR
277 A KNTHRY
ICLTVWERT (22
L., I—%—&7F
7 RTONEBRRT

BE)o

SATLOEEIL—
Y—%RAT 256
k. ZERFAZE
ALTWET,

F—~ 4: 1D OEHE:

D7IFL—>32
DRE

AWS UJY —2RA AWS Well-Architected

HAH A

ABOI—H—IC,
— B 5 FREE S 3R
AWS Z2FALTICT
Dt ATd_&%Z ID
Z7ONA A —ELEE
83

SEC02-BP04 — it
Ehi- IDZ7ONA
X—%ZFATD

AWS IRIEA O — B
BERTOEAZE
I3

74


https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/manage-your-identity-source.html
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://aws.amazon.com/blogs/security/managing-temporary-elevated-access-to-your-aws-environment/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_identity_provider.html

AWS REFHAH A

T Essential Eight RFE IZET % AWS

Essential Eight 12>/ k

Aa—=Jb

BEERF—RURD
NUIKTFIERTS
1——%RETD
BAE, SEXRT
EEALTVET,

soatflle LT DY)
FTRL ZlB<HAEHK
ELTSERFNGNZ
BV AN, ROWTY
hAZERALTVE
¥ A—Y—HmAE
LTVWRERBKV
HoTVWBREXR, &
LS, I—%-—54"
OY U Z@BRTES
EX BIHoBE®mE
kB2 H S D%5HE)

REOHAH A

T—~X 4:I1D DEE:
MFA @ 35& il

F—< 4:I1D OEHE:
MFA D&%

"Implementing Multi-

Factor Authentic
ationy (ACSC V7
A48 ZSRLTL
ZE W,

AWS VY —2A

N—hRhI—H—-I(C
MFA Z5R % %

IAM ldentity Center &

BUTMFAZEXT
)

H—EAEED API
FOY3AVIEMFA %
ERID L ERE
3%

H—EZAEED AP

AWS Well-Architected

HAH A

SEC02-BP01 s A%

BAAAXAHAZAX
LZEFERATS

SEC02-BP01 5 1 %%

Fo>3avIc MFA &

BAAXAHRZX

ERIBLEBRE  LEFEATR
32
ZHLEL ZHLEY

75


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/how-to-configure-mfa-device-enforcement.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps_examples_general.html#example-scp-mfa
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_identities_enforce_mechanisms.html
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-multi-factor-authentication
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-multi-factor-authentication
https://www.cyber.gov.au/resources-business-and-government/maintaining-devices-and-systems/system-hardening-and-administration/system-hardening/implementing-multi-factor-authentication

AWS REFHAH A

T Essential Eight RFE IZET % AWS

Essential Eight 12>/ k
a-—Jl

RIL 2 ERFRE
ERBMULEZEERR
itz —xeicaAvic
EZ&EL., ThsnO
HEFEEZERYI
BRASRELTVLE
T, T, REDK
BAFBZWAZEZR
Doogu, $4N—
EFIVTAARY
NA'REEhiz6%
nslCxmLUEY,

REOHAH A

T—X 7. O7R&#S

AWS VY —2A

EELTHDLES

FOEZRVTD
—nit: OJR&NE
1L

T—X 7. O7R&#S
FUOCEZZVTD

— it A7 —nE
#9353

IS FAHOKIE
CloudWatch Logs %

AWS Well-Architected
HAEA

SEC04-BP01 H—E
ALTF7UTr—<3
v DOJRHRZRE

— it d D (AWS 7
AJi%)

Amazon Inspector @

3%

SECO04-BP02 Z %4l
ShizBFrcay,

EEZ—tyd

Security Hub CSPM
NEBZ—TILITS

AWS Config CHligi4

EOTIVT—2%
ER TS (AWS 70
JReE)

GuardDuty D EE %
)

Security Lake O f#
ZRNID

BEROTHIRND
5 CloudTrail OY %
Z1ETD

OYF—NATTH
VY NCOTERE
3%

BEER, XKUD
AEFVYTFYIT3

76


https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://aws.amazon.com/blogs/architecture/stream-amazon-cloudwatch-logs-to-a-centralized-account-for-audit-and-analysis/
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/inspector/latest/user/managing-multiple-accounts.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/securityhub/latest/userguide/designate-orgs-admin-account.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/guardduty/latest/ug/guardduty_organizations.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/security-ou-and-accounts.html#log-archive-account
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html

AWS REFHAH A

EBNY OTYT

T Essential Eight RFE IZET % AWS

Essential Eight 1>/ k

A=

BEELZT—X, V7
ROIT., BRERE
DINY DT Y T,
ED X AMBGEHEOE
HIZRE- T, BEH
BRABBELDUIY
ABRZITVERTS
KTREFELTVET

o

TAYFARIAH/IND
EEO-IRELT,
BN AEZET
eET, NXvOTVY
THhE5NDT AT A,
JV7KhOIT, BEE
BTF—3OERET
AMLTVWET,

BEQDBRVWT HO
NEHETHO B
NYOTYTEERE
ZBR<) TR, NV D
TYTICTFTOEAT

REOHAH A

T—~NX6:/NYIOTFY

AWS VY —RA

ETF—ZNYIOTFY

AWS Well-Architected

HAEVA

REL09-BPO1 /\ ¥

TOBEE: F—2D
NYOTYTERY
BBz E88LTS

T—XG6:NNVYIOTVY

T EETD AWS

ABEEETFT—ZNY
OTF Y7 OEEI
(AWS 7O E)

Automate data

J7OBEt: TF—2D

NYITYTHELRY
BBz B881LTS

T—XG6:NNVYIOTVY

recovery validation
with AWS Backup
(AWS 7OV %)

AWS Backup Audit

7 O BE1L: AWS

Backup M K R¥ £ 4
WCHNF > RAERE
B

F—X6. /YT

Manager ZfEHA L T
RUS—0AV 75
AT AZEETD
AWS Backup

TNYOT Y T&R

DT Y THRERT
XNTOT—REBE
L. N\vOTFYTd
5, FLEEFEYV—AND
5TF—X%HBHITD

REL09-BP02 /\¥ U
Fyv7%RrEL, B
S{tds

REL09-BP03 &¥—#&
NYOTY7T%BH
MICXTIS

REL09-BP04 T —
SNEHNEEIRZ
T2TNYOTFTYT
NDEEMETOER
ZHRTD

SEC08-BP04 7V 1=

7 O BE1L: AWS

Backup #ER£M&ICH
NFAZRETS

=92 HntFa

A hO-)ZE

JF 1A DORANTS

GRS

9TF4AADKY 7 10
AWS (AWS 7O
=)

EENYOT YT

77


https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/backup-recovery/welcome.html
https://aws.amazon.com/blogs/storage/automate-centralized-backup-at-scale-across-aws-services-using-aws-backup/
https://aws.amazon.com/blogs/storage/automate-centralized-backup-at-scale-across-aws-services-using-aws-backup/
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_identified_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_identified_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_identified_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_identified_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_identified_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_identified_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_secured_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_secured_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_secured_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_automated_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_automated_backups_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_automated_backups_data.html
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://aws.amazon.com/blogs/storage/automate-data-recovery-validation-with-aws-backup/
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_periodic_recovery_testing_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_periodic_recovery_testing_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_periodic_recovery_testing_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_periodic_recovery_testing_data.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_backing_up_data_periodic_recovery_testing_data.html
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://aws.amazon.com/blogs/security/top-10-security-best-practices-for-securing-backups-in-aws/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_rest_access_control.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_rest_access_control.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_protect_data_rest_access_control.html

AWS REFHAH A

T Essential Eight RFE IZET % AWS

Essential Eight 1> b RHREOHAX VA

Aa—=Jb
ERVLSICLTWL
F9,

BEOBWNTHIY
NERETHO B
NYOTYTTL—
DOSATHIVE
ZBRL) Tk, Nv D
TYTOEEXRER
HIBRZETZA VKD
CLTWVWET,

AWS VY —2A

AWS Backup R—)L
hOYVZFERALT
INYOT Y TR=)L
hotEF1UT1%
mEEEed

AWS Backup Audit
Manager ZfEHAL T

RUS—0OA TS
AT AZREETD
AWS Backup

AWS Well-Architected
HAEA

EENYOT YT

78


https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/vault-lock.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html
https://docs.aws.amazon.com/aws-backup/latest/devguide/aws-backup-audit-manager.html

AWS REHA X A T Essential Eight RFE IZET % AWS

\\n
T =

BEERE, FELCERBEThTV2EHRZHBICTMEIZETZESENOELET, KxER. (a) B
REOKZBMEL, (b)AWS ORITERRBREEBTICOVTHALTHY, ChsEFEALICEE
ENBEN DY, ) AWS BRTEFOEESE, Y754 V—, FLEESAEOH—HDS5DOEN
LOBBPRAZEELSTENTREOYY EEA, AWS DRBPH—E AR, BRELFERTIEBD
9. —VIORIE, RBE, FHBELIC TRROFFE) BHEhEFT, BEKICHTTS AWS 0EFE
AWS ZHIZE > THREENE T, KRNERF, AWS EBERLEDRBATHEEND VA BDEZHO—EB
TELBL, TORNBREBETZENTEHY T A,

© 2023 Amazon Web Services, Inc. or its affiliates. All rights reserved.

79



AWS REHA X A T Essential Eight RFE IZET % AWS

RF¥I1 X NER

LTORE., XAOA ROEERZERICOVTHBALEENDTT, SENEMICHAITZIEANZZ(TEH
3BEk,. RSS 74— R B#2HTRIUSATTEEXT,

zE Bk A1

RARNTZOT 1 ADEH AWS Well-Architected 7 L — 2024 £ 11 A6 H
LATD—O0OEF1)T140H
CBFA2RFORANTZ

TAAZRMTDEHIZ,
DHA REZEFHFLEL 1=,

ARHET — 2023 F£10 A 20 H

80


https://docs.aws.amazon.com/prescriptive-guidance/latest/essential-eight-maturity/essential-eight-maturity.rss

AWS REHA X A T Essential Eight RFE IZET % AWS

AWS REHA A ADORHESE

UTE, AWSBREHA XV ALK > TREENDHEE, HA R, NEZ—2T—MRNICEAEhDA
BCY. IVNVZRETZICE, AREORRD T A —RNY VORI VZEALET,

7 Rs

T7VTr—23a> %05 0RICBITRLEOD 7 DO—BRNEBITHKE, Chs OMEERE, H—

RF—A" 2011 FEICHBELESRS ICETVWTEESh, LT TEBRENTVET,

c DIFPORIVIIT—FTOFYOBRT — VTV RRATA7RHBERARIEAL T,
BB, NT7A—XA, A—JEVUTFq&MOLEESE, P7U5—23 288, 7—
FTOFYEZEBELET, ChiZlEk, BE. ARL—FT A VI IATLETF—EIR—ADBIE
FEENET, Hl: 7> 7L 2 AD Oracle T— X X— A% Amazon Aurora PostgreSQL Bt T
FA42AVIIBITIT S,

c VTSI RNTA—L(JVTRNTURIUSIAN—TFFTVr—>23>20F 7 RICEBITL, ¥
TUORBEZTATAILOORBENLARILEZBEALET, fl: BEZKOF> 7L ZAD Oracle
TF—RZNRK—RA%Z AWS 7777 R® Oracle AA® Amazon Relational Database Service (Amazon
RDS) [CB1TT %,

- BEBA(RAYTZTURZAVT)—BE, #KOTA VAN S SaaS EFIILICBITLT, 5l
NDHRBIZTYYEZAET, f: BEEBEEREEE (CRM) > AT A% Salesforce.com 8179 %,

c UIRAN (VD7 RT72URITN— VT RBEZETRAIDLOOEEZMATIC, 77VT—
2AVEIVTIRICBITLET, . BEHZOF>TL ZAD Oracle T—XX—RA% AWS ¥
ZORDEC2A2VAZRAL®D Oracle #1795,

- BERE (NN—NAF—=LRILOVIRTFTURITRN-FLOWN—RIDITZBALLY,
T7Vr—2a>z8EHmarky), BFEOEBRAZZELLEYTRCEBL, AV TFANSY
FrYE2UVTIRIIBITITEERT, VT LIRTIYRNTIA—LASAUTIYRTA—LD
D IDRY—ERICH—N—%ZBTLET, #l: Microsoft Hyper-V7Z 7 r—> 3>z (I8
TUET AWS,

s REBTIER)—T7IT—232 28 FROV-—ARETRELE T, ChiZR, TEX
V7708V TBBETRTTVTI—>232®, BEENFTOEXEEERBETEHAL LV
T70Tr—23>2, BRPENSEZBITIDLOOESIALOELEUN BTWVWLESH, SEEY
REITDLAS—TTIVT—>32BENBVET,




AWS REHA X A T Essential Eight RFE IZET % AWS

c Bl —BEROYV-ARETCAREILB2ET 7V T—2 322 EFELEERHEIBRLET,

A
A2A (Agent-to-Agent)

RAY DEFEREETEEZE HR— N Dagent-to-agent IZRL—23aVBEOAT—R7)L70O
N3,

ABAC

TEMR—ADT I EAHMH, 2B EEW,
MRILEhIZT—ER

(Y=Y RI—¥—, #TEIEE,
ACID

FEFM, —8M., 284, WA (ACID)) 2B EZV,
TOTATITOT 4787

RERBLZVT—2a3a Y= )FERF_EEZAABREZFEAL T VY—ATF—EIR—RAEEZ—
JFY RTF—ER—-AZEHEHE, BITRICALFOTF—EIR—ANERT 7)T5r—3a 50 b
SOOI AVEMBIDT—EIR—ARITHEE, COFETR., 1ERVYOAHY hA—N—0O
PBEHNBL, EBENEPMEEBNYFTRITTERS, PIOT1ATINYV I TBITRERERE
FETTHN, SIS DEENS BREERVYET,

TOT4TINY TR

Y—AF—=ER—REZ—=TY NF—ER—-—AZRABPE L BHNS, F—EFEZ—TYRNT—2X
R=ALZTVT—=RENTVBDE, BHELTVWBRT77UTr—>3a>rprsoRso¥03ar%
V—ATF—BER—ANIKTUEFTETF—IR—ABITHE. BITH, Z—T Y NTF—ER—-AR
NZoHo2aeg2HdHEEA.

[T—> T2 K]

BEZERTHEHOY—I)IZ2FRAL T, BENICHR., 5TH, 7U9>3 22T TED AR
T I,

I—>IRMARL—>3Y
AIT—CIV N E2ARBRETCABEEREICEBE, 7AN, 7704, ETIR2LEO0ERTS 0T/
Ao

A 82



AWS REHA X A T Essential Eight RFE IZET % AWS

 H

BEATICREZTV, JIL—T24Z20RICE-—ORVEZFET S SQL B, SFHEHOH
ELTIEE, SUMP MAX BENBYET,

Al

PAIHEE) ZZBLLIEEL,
AlOps

FALANRL =232, 2lBLEZWL,
E&{

TF—2tY NADEABHRZZLICHRIZ7OLAR, ERBLEEADTZ AN —REBEICRIL
5&F. BREULETINET—RE, CRPEAT—FERFRREENIEA,

ToFNE—2
BYBRLECSEEICK L THEICAVSNBIBRET, TOBRRNEMRTH 12V, MR
ARA212Y, RERLVEMRFBALVITZED,

T7Ir—2 a1
RIVIDITHSSATLZRBIDEDIC, BRENLETTVT—320qEHEATED LS
323 EF2V)FT14770—F,

F7VTr—>32R—KNT72UF
T7VTr—>3a>oRBREHFBEHNAZIAN, BrEZTOEDXAMMEZST. BEBHNEAT
BDRET7VT—232 ICETRHMBBOERY, COBRE. R—b7FVADKREESHT

OtA QOEEBERTHY, BT, T T4 X, RELIZDTTVT—a2Z/EL. BRIR
NENTDDICHKILEET,

ATLHEE (Al

OAE1—F742070/00—2FAL, 28, AEOHR, NZ—20FRBB L, BEE
ABICEEI TS h3RAMEORTICHLLEOVEI YA IO A0S H, FHHEICOWT
. TAIFEE A) EBFATIA?) 2lBLEZL,

Al XL —<, 32 (AlOps)

ML BENEERL GERLOMBEERAL, BALOACIFU READNAZRS L,
Y—bEAREERLEEB7OER, AWS BITHETO AlOps OEAFEIC D2V TR, 2
L—>aviatifi R 28RLTKEEL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/application-portfolio-assessment-guide/introduction.html
https://aws.amazon.com/what-is/artificial-intelligence/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/aiops.html

AWS REHA X A T Essential Eight RFE IZET % AWS

SEXIFREE 5L

BESILAONT VY VF—BTAOTZAR—RNF—HSKD 1 HOF—EZEAL . BS
OT7NIVXLe NTVYOF—RBESCREASABVEOHBELTEBED I EEBAYN. 7
FAR—NF—DOFAGELLFIRIZDHBENHYET,

R, —Et, oEE. WA (ACID)

IZ—. £, TOHOBEN RELIZBETE, T—EXR—ADTF—XBMHEEALOER
MEZRAEITZD—EOVY 7RI TF77ONT 1,

BHER—ANOT 712454 (ABAC)

HE, ®E., F—LABRE, I——0BMICESVWTIT IV EAHAZ2EHMI<KKRETSH
ko FMIC DOV TIE, AWS Identity and Access Management (IAM) RF I X2 R® T ® ABAC
AWS) ZZBRLT<EEV,

EETEDZT—RY—-A

RUEEMOHIBTHREENDT—ROTTAIV-—N—23a 2V 2RETDEM. ERIL. @&
£ REBUEBE, T—REVNEREEEEISENT, FBETEDT—RY—AL SHDBARIC
T—REIE—FBENTEXRT,

TFRASEUTF1—V— (A2)

HOTRAZEUTA—=V—"20OEEHNS AWS V=23 REteh, @ALY—23aRomon
TFRAZGEUT A=V —=2AOBEIANTRLATOO—OXY ND—VEGZRETS ADF
DFET.

AWS 2579 REBA7L—LT—% (AWS CAF)

BB VS IVRADOBITERNESEREOONENTHRNKFTEEZILTAWS 21200, OF
ARSAVERANTZIOTAADTL—LD—UTF, AWSCAF &, EZXA, A#, AN
FUOR, TTSYRT A=A, EF21VT 1, BREVS 6 DNERDHICHAEI O AEZEELT
WET, EDRRA, A, HANFTUAOBRTR, EPZXRAAFINETOCAICEREZEE, 7
SYRNTFd—AL, EXFIVTA4, ARL—23 2V OBRAREMNBAFILETOLAICEREY
TTVET, BlRIE. AMOBATIE., AE (HR), AMIREBHLE, BLVUVAMNEEERS AT—
DRILE—ZHRELTVET, COBRINS., AWSCAF I, VT REAZRIIESES -
HOBEBOERBICKIIODAMER., NL—227, A1 °5—23>0H( XA ERHELE
T, FHMIZOVWTIE, AWSCAF VI 7 H A4 & AWS CAF DRV A hR—/N\— ZSBLTLE
=L\,



https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/introduction_attribute-based-access-control.html
https://aws.amazon.com/cloud-adoption-framework/
https://d1.awsstatic.com/whitepapers/aws_cloud_adoption_framework.pdf

AWS REHA X A T Essential Eight RFE IZET % AWS

AWS 7—4 00— RBET7L—LT—% (AWS WQF)

T—ER—ABTV—IV0O—REZFHAEL., BITHBEHERL, FXREEVYEZRMHITZ Y-,
AWS WQF (& AWS Schema Conversion Tool (AWS SCT) ICEENTVET ., T—IXR—A A
F—XED—RATZION, P7UTr—>32>0—R, KEFER. 8RENT -T2 A% M
ZoMmL., FMELR—hNERHELET,

B

REBKY K

BAPHEBICORILPREZEAD L ZANELERY b,
BCP

TE< X AMEEETE (BCP)) Z#ELSEE L,
BEITZ 7
DY —AQOBEEA RT3V ERBENICRLE, —TWBRA RS 09T147
E 11—, Amazon Detective DEIMET S 7 ZERT R &, KMLOTF 2 ORT. TFS API

HOHL., TOMEEOT IS 3> afARDZENTEEXTT, FHMIC DWVWTIE, Detective RF 2
XD TEETZT70T7T—32 2S5BLTLSESL,

EYIIVFAT AT A

REUNA N ZRDICRMNTEIZ AT L, "ITOTAT7M §Z8BILEEL,
—p |

NAFTVRERQOOHEZRIVZANDSEN12D) ZFATEHTOLA, fIAE,. BEEZOEEE
BETFLT TCOEX—INGEANLTTA, THEELANLTREOYEEAL ) BEDEEZTF
AMIDBENFGHIDPELNERA. T TCORREELETTS, ETIH L BEDREZTF
BIDBENHINPELNETRA,

TIN—LT71IILE—
EZNEYRNDODXN—THIHLESIHEZTANTRZEHICHEAETND, BERHTXEVMRD
EL\?_QEEO

JIN—1JV—=F704
TNTENAWMULTVBY, B—OREZ 2 2ERT2T7O/MERE, REOT7VIr—>3>

N=23>%120KRE (F)—) TEITL, HILLWFTUTr—23 > N—23 > z2R0RE (V
)—2) TRITLET, COHKE, BIROFETRRICO-INY IVTEIDICRILEET,

B 85


https://docs.aws.amazon.com/detective/latest/userguide/behavior-graph-data-about.html

AWS REHA X A T Essential Eight RFE IZET % AWS

RY K

A3 —%Y NEHATEEBRRAVZRETL, ABOT7ITAETARXRYRYZEZ1L—MT
BYTIRNIITFFIVT—>232, A1 2Z—XY NLEOBROAVTYIREERTDVITY
O—5—%x&, —ZORY NFEREFLRFERTT.,. BEELHARY FeHENZMBORY NOFIC
k. BAXEBERILEELY, BEEZEA LTI EEZERLEENDEHLYET,

RY hxY B

RILVDITIERFELTHY, RY MN—EF—FLERERY NARL—Z—EeHENZE—DHEE
LR 2> THBEATVRIRY hORYRNT—T, RY RZYKNE, RYNEZTORELEHLKT
HEAELT, FRICI<SHSIATVERT,

720F

OA—RURDSRNVICEENDEE. VRDNVICERAICERTEDTZ0FR. X420 TZ0F&

WWET, BEOTSOFASHLVWI SO FZERL., TOHLWIT SO FTHREZBRRL I

W, NTEBELIZYTEERT, BEEZERITDLOICERTITZOFR. BE. #eET >

FERFIET, Waez ) —RAITBEBITELS, BRETSVFEXAVTIOFILHKEL

Y, FHICOVTR., "7 FOBE, (GitHub RFIXU M) ZZRL T EE W,
TL=V0ZAT7 oA

BIABIRRTE, AR E7OLAZEBELT, =D AWSTHOUNBET VLA

AZFELEEVICTERLSTIEATEDELSICLET, FMICOLTIE. AWS Well-Architected

HAZDAD " L—O0FAFIENDRE , AT —RESBLTLSEEV,
7597 14—) RER

REOBRTFAVIZANZIF ¥ YATAT—FTI0F YT 502071 — )L REKEEAT
B8, BEDSATALAEA VT ZARZOFYORNICEIVTT—FTIF v ZRFLE
T BEOA VT SARNTVF v ZIIRLTVRHER, 750271 —)LREBET ) -2
JA-I REBEMETERLETERT,

NYT77F+¥v>1

TORABENFGEBVT—RAREFEND XTHEE,
2R ABE

1

e

MEZEHRBILEHICEDZRANTS L (BEF. DAYV —ER, XI—TT120B&E),
RAVAY—EADT—FTIOF Y EREDRER, EZRABRANICL > THETERT, Fil
C2VWTE, AWSTOIOAYTHILENIEXAVOY—EADETRITA MR=)N\—0 TEDZZA
Beez O ICHEBIL) 023 28R LTSEEZL,

B 86


https://docs.github.com/en/pull-requests/collaborating-with-pull-requests/proposing-changes-to-your-work-with-pull-requests/about-branches
https://docs.aws.amazon.com/wellarchitected/latest/devops-guidance/ag.sad.5-implement-break-glass-procedures.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html
https://docs.aws.amazon.com//whitepapers/latest/running-containerized-microservices/organized-around-business-capabilities.html

AWS REHA X A T Essential Eight RFE IZET % AWS

B X Ak ERTE (BCP)

RBEBITRE, PHMZFES AR N EAICEASZBENERZEICH AL, EDZRAZREIC
HETEDLDICTS5FE,

C

CAF

TAWS 97O RBATL—LD—71 2ZRLTSEEL
AFVTF7OA

IV RI—HY—AON—=2a ) )—R%&, BEZL T TERENICITS L, BENfETESH
BN—23arz7F70400T, BEON—2a>2kzBEMAETT,
CCoE

FCloud Center of Excellence) ZZBL T EE L,
CDC

"ZET—RFv7F v, ZSRLTLKEE L,
TEF—XF+v7F ¥ (CDC)

F—BY =R (TF—ER—AT—TIIBE)DEEZEHL., TOEEILEITIXRT—2ZRRK
T2570ER, CDC ., B—T'Y NI ATLATOEEZEEXRLRL 7V T—NLTERZ#E
TRIRE, TRTEZEANIHEATEXT,

NAARIDZTIYT
EEPHENBZARNZERNIZEALT, PATLAOTHEEMHZTANTD &, AWS
Fault Injection Service (AWS FIS) ZfFAL T, AWS D—J0O—RICAKNLAZEX, TOKE
ZMTHRBRERTTEEXT,

Cl/CD

TGN A>T L —>a > eEmNTINI— Z25RLTSEEL,
k|

FRZERIZDOILKRIDPETOLA, 2EHMEOCEMEEETTI)ILIE. BBEZTFALET,
BEERE. BECEWCRBEIhERT, fIZE,. ETINMX—JRICENHDHESH ZFMET
PHRENBHDBENHYERT,



https://docs.aws.amazon.com/fis/latest/userguide/what-is.html
https://docs.aws.amazon.com/fis/latest/userguide/what-is.html

AWS REHA X A T Essential Eight RFE IZET % AWS

SFAXFROYIN—

EFMNBEREMAFILZZF VW / —O—R/O-—R7TSYRNTA—LZFERALTAI T
T—aAVEERTBEIRAI—Y—,
9S54 T > NMIDORESL

=TV RFTF—RAWS OH—ERX Z2ZEFEITRIHOO0—-ALTOTF—RDOESIL,
Cloud Center of Excellence (CCoE)

DTITRORARNT ST 1 ADER. VV—AOBE, BITORALTA OEIL, KBERZE
ERBELTHBZ)—RIZIEE, HEBSEOOT O REAOHYEAZHET D FENETF—
Lo FHHICOVTIEE, AWSOTSIRIVER—TS4AXEE 7O M CCoE ¥feESHBLTLKE
=L\

2ZoRIAVEI—TFTAVY
DE—RF—FRARNL—2& lIoT FNA ABRBICBEERAEC D OZORTO /00—, 957
RIVELI—FT427&, — NI, TV2OEI-—TAVJCEEEATVET,

277 RERETIN

ITHEBIZSEWVWT, 1 2UEOVTIRIREZBE, RFE.,. KBTI LEHICERAENIERATT
Lo M OVWTIE, TOZORERATEFIODEE, 25RBLTSEETL,

BADYI TSI RATF—T

BB, AWS 5T RADBITHICEERITTS 4 DDKMK

- 7O02IO0N —BERAEFBFEZENEL T, VUV RBEENTOPIIRNEVKS DL RIT
EES

- EREEO —BERODIZIROBAZLKRIZDLEHOOERNERE (TFF12 V-2 0FE
B{. CCoE MEXH. ERETI OHIUZ L)

s BIT—B2OT77VTr—>23>087
- BRA —HEBELEY—ERAOKREL, V97TVRTOA/R—=>3
CNSOAT—2, AWSUTORIVE—TSA4AXEKRIOJ/07OJ8F 'VFUKR
TJ7—AMANDTDvY—"—, & "EADAT—>, T Stephen Orban ICK 2> TEREhEL 1=,
BITHEEOBEEEICOVWTIRK, AWS "B1TEEHA Ry 2SRBLTLSEEL,

CMDB

FMEREET—ZN—A (CMDB)) Z28BL TS,



https://aws.amazon.com/blogs/enterprise-strategy/tag/ccoe/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-cloud-operating-model/introduction.html
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://aws.amazon.com/blogs/enterprise-strategy/the-journey-toward-cloud-first-the-stages-of-adoption/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/

AWS REHA X A T Essential Eight RFE IZET % AWS

J—RUKD KU

V—AO—RPZOMHOEE (RFIXV N, 2T, RATVTREE) FREEN, N—
JavEBRTOLAZBUTERENDEM. — MO TIFTTRURI NUICE, GitHub X
Bitbucket Cloud A"®H V) &EF. A— ROEN—23a2RBTSOFEHENET, N4 V7O —ER
DBETE, FURINIE 1 DOBEZFEATT, 1 2O CIICDNATZ4 2 TEREDURD b
VEFERATEXT,

d—)LkFrvya
BTHB. Tk, ABYREN BB, BL<E, HLF—XPEEEETF— N EEATVS
NYTPHERYYS 1, F=BR—ZAA VARV AGXA Y XEUELRT A AV H SHHDD 2
BABY. NY77FY YT INSHAMBEUEHAA AN DS, N7+ —T D RACHEL
7,

O—)L kF—5
YOELTURAENT, BERBEOF—8TT. COBMENT—REVIUTHHA. BE

FEEZIVIVTEERESERA, COTF—FEZBNTF—~NXATRMEBEANL—HBER
ERIVZACBETAE, JANZRIRIBDCENTEERT,

aAvE1—2E>3 2 (CV)
BBEBZFEALTTIRILAX=2REFFEV 22, ED2TILEROBRZE DTS KT

H9% A OFE., HlIZIE. Amazon SageMaker Al Tld, CV AQEZLET LI XLz FIA
TZEET,

BERUTZB
D—o0—RIZBVT, BENMBELERENSENRNTEIE, chIZk>2T, D—00O—RN
FERICEDAEMEN DY ETH. CORER., ReICELU, ERNEBEOTREHYELEA,
BREET—2~X—2A (CMDB)
TF—ER—AEFQITRE (N—RIJITFEVIRNIITOAEOIVR—RNETDOREER

E0)ICETRBHERE. EEITDIRIKNY, BE, CMDB OF—XE, BITOR—KNT %
DADOBBEDOBRRTEALET,

A7 #—=X2ANY D
AT AT VAF IV IO ERFIVTAFIVIRBAARAEIIART B EHDIZTETILTE

% AWS Config L—I)L BTV a>naLv>3>, YAML T 7 L—hEFERALT, OV
T72—XVANY OB AWS THIUN BR300 —OIVT4T714LTF7OA




AWS REHA X A T Essential Eight RFE IZET % AWS

TRHIELE, HB2AICTFTOMTREETEERT, FMICOVTIEE, AWS Config RF 1 X
ho TOAVTARVANY V) #ZRLTLSEEL,

M > TIL—2 a2 T /N — (CIICD)

V7RDIF7V)—A7OCADY—A, EILR, TAN, AT—227, XEOZEARAT—%
BEMLI270O0tR. CICD F—MHNICNA T4 eRERET, 7OCRAOEBL. £EHY
NOEt, O-RpEO@L, BEEOMELZAEICLET, FMICOVWTE., T#ENTUN
J—DRs, Z2Z2RBLTLEE VY, CD M T 7 O4 (Continuous Deployment) D BEEE TE
HYET, FHRICOVTE "T#HENTUND —lENET704 1 2Z5RBLTIEEL,

CcVv

o a1—2E>3> ) #22BLTLSESL,

D

REHDF— &

ARL—2RHICHBDTF—E2EE, BILBHOZXYRND)—IRICHZTF—Z,

F—R 0¥
ZYRND—OROTF—2EEEELHEMICESVTER., 2E8T370€A, F—XICHEL
REBSLVOCREFOONO—IILZHHITIERICKRILIDEYD, HS5PD2HA/N—EF21UFT1D)
AVEBHEICEVTEELRERTY, T—X2HEIE. AWS Well-Architected 7L —AT—2
DEFIVTAOREOIVR—FNTT, FHICOVTR., "F—229%E, 2BLTLKES
Wo

T—=2RUT K
EBEBT—FEMLETFIONL—ZVTJERAENET—REOBICAEEREZERNELULY,

ADTF—ENBEAOEBERICARICENMLEYTEZZETT, T—EXRUTMNE. MLEFTI
FROEENEME, BE, 2FHZETESEI2ARMEIBUET,

ERER DT~
ZYRD—UR (XY D=0V —AM@BE) EERCBBTDF— X,
T—EXY1

F—TNTHREOT—EMEEZEFE 2 EEEIC. —TNBEEBLTHNT LV AZITAD T —
FTOFYIL—LD—=7,



https://docs.aws.amazon.com/config/latest/developerguide/conformance-packs.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://docs.aws.amazon.com/whitepapers/latest/practicing-continuous-integration-continuous-delivery/benefits-of-continuous-delivery.html
https://aws.amazon.com/devops/continuous-delivery/
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/data-classification.html

AWS REHA X A T Essential Eight RFE IZET % AWS

T—2 &MY

BECHLEZRT—ROHZIREL, LEBTZEVSFEA, THF—XB/MLERERERAWS VT TR
FBHET, T7ZANY—=VRAY, DAAN, GFOA—RYTYRTVY NZHIBTEXRT,

F—RER
AWS BERO—EOFHH— KL —JL, EETES ID D&, BEENBZY RI—IHS(E

FTEBRVY—ALTIVEATERDXRSICLET, FMAICOVTE, " TOF-—FIERDEE
AWS, ZZBRLTLSEZ W,

T— X DHEME

raw F— R ZHEEHROEBEEETII THECEMTEIRACERTD L, F—2DETLE
. BEDINELFITZHIBRL T, RELTVWS, FELTVWD, FLREETIEICHLT
BEEZBERLET,

5 — 2
F—ROER, RE. REOIERE, F—2054 794 VL2 EEELTF—XOHFLE
BEBHTH7OEZ,

> — S5

T—2ERE, RELTVREA.
T—=RIOITNITA
DMBEDEDRAA T IS IVAZYR—NIBDT—REBI AT L, T—RIITNIRA

ICEE, —BRNIC, REDBETF—ENEELATHEY ., Z<DOHE. ThSRITURSMICHEA
EThET,

F—ER—AEEEE (DDL)
F—=BER—=ARNOT—TINRA TSI ORNOBEEZERET LI EETDILEONDAT—RXAURE
EEIN R,

F—BR—ABREETE (DML)

T—ER—ANOEHREEE (FA, B, B §2LONDAT KA RELEIY R,
DDL



https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/building-a-data-perimeter-on-aws/building-a-data-perimeter-on-aws.html

AWS REHA X A T Essential Eight RFE IZET % AWS

FA—TTIHITN

FRAOLEOICERORBFEETNEBAEDRET, F1—TT7oH TN EFERALT, &V
EREFRZIMELEY., TROFEEMEZHEELLYTERT,

REFE

AIZ1—JIRYRND—VDOEHREEZEAL T, ANT—RERROEZ—T Y NEBROBED
RYEVTZRBTIEBEBY T 71— KR,

ZEMH

—EOEFIVFAXAZAXLEDMNO—=ILZOVEI—3FY NITJ—02E&ICBRICER
T RYKND—DEZONMIEHBTF—XOHEM, BEM, TAHEZRETSHEHREF1V
TADFE, COHBZHEATSEEF AWS, AWS Organizations BEDEBZDL 1 VT —IZ8
BOdNO—-)ZEMLT, VY—AOREMZRRLET, Leald, ZEHEAT770—F
Tk, ZERDIA, XYRND—0EIXVT—232, BELEEAEDERIENTEET,

ZEEESE

Tl AWS Organizations, BN H D H—E AN AWS X N—=THO > N&2Z&L THE
DTHIVKREEEBL, TOT—EADT IV LEAHFTZEETEEXRT, COTHI U NE,
ZTOY—EANEFERELNTERT. FlHll. BLVOCERMEOHZIH—EAD—EEF. AWS
Organizations KF 1 X M® TAWS OrganizationsTHERTESH—E A, 25RBLTLKEE
Wo

NZTNDa1—F427T

FFUT—Y 3y, Filte, I-KOBEER—7Y NORBETHATE 245K T37 0t
2o F7O4TE, I—KRR—ALZEEBLER, TT7UT—2 a2 ORETETOD— KR—
AEMELTRITLET,

BRI

B, EBRLTEEL,
BiHEE

ARRARELLECEIL, BRE, OJRR, BEEZTSLSCRFEnLEF2IUFT4OT B
A=l 2hsOdY MO-ILRBEIRNEHEHEFRTSHY) ., ETHFOFHHI NO-ILZTY)
RIEFIVTAARNZI—H—ICBELET, FMICOVWTE, "TAWSTOEF1
TAAMA-IIORE, © "THRENIVRO-) ) Z2ZRBLTEE L,



https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services_list.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/detective-controls.html

AWS REHA X A T Essential Eight RFE IZET % AWS

B%/NU1—ARNU—LT YE>Y (DVSM)

V7RDITRRBZATHAVIODAE-—RERBICERFEZREITFNZREL, BEIENZ
RF2OICFERENZTOEA, DVSM K, £ U—UXRZATF7OFYIT T30
TAADEOIZHFFENLENVI-ARNI—LIYYEY Y T7OAZHWKRLIZEDOTT, V7
ROI7HRRETOLAZBUTMEZREL., BN TEOCHXEBZRATYTEF—LAILEREY
TTVWET,

FIORINIA

BY, T, EEME £ES/ ALY, BEHROIATAZFEHNCRALLEOTT, 7
SERLYATE, FEARE, UTE—REZRULY, £ERELEYR—NLET,

FAAYYAYTF=T)
AZ—2F—XEBVT, 779 RT—TLORRTF—SLHT BT ABEFEXNEhEL
Tl FAAYYIAVF-TLOBKR. BE. FFANT LK, EERTFANOL

5(&?&261@5']0)?&@'@?\31’1??0 ChSDEMER, —REIC, JTUDHK, 74022
J. BEEYMOINILFFEEREIET,

TAHPAR

D—O0—RFLEGEZATLY, BATHTVRIEELEMTCOEDS I ABEDERZH TS A
R Ko ChE5DARYNE, BREE, BRMHNES, RELEERULEVREIA®PIILIIT
REZEDABOTHORRTHZIEEN BN XTI,

TAFAR) AN (DR)

TFTAYARILKRDE IV RALET—ZEBERER/NIRICHNZAZ -HOHEE 7O A, Ml
D2V TIE., AWS Well-Architected 7L —AD—00O " TODO—OO0—ROF A4 HF AR AN
AWS: 95 RTOUANY) ) #BSRBLTLSEETL,

DML

T—ANR—ARESFE 2ZRLTEET L,
RX A2 ERENEERF

BAVKR—ZMHFBRELTVEIZZHITD RXAMY, FEEITEDSZXABEZIZOVR—
XN EERLT, BBV I NVITIORATLAZBRIZT770—F, COBEE, TUY
- I 7‘/7\0)%22\ Domain-Driven Design: Tackling Complexity in the Heart of Software ( K
XAVEBRFTYV RNV ITORLICE TREMEESANORYEA) THNAENTLVET (KA K
~: Addison- Wesley Professional, 2003). strangler fig /N2 —> TR XAV ERBRFRFZFERAT

D 93


https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html
https://docs.aws.amazon.com/whitepapers/latest/disaster-recovery-workloads-on-aws/disaster-recovery-workloads-on-aws.html

AWS REHA X A T Essential Eight RFE IZET % AWS
BDHFEOEMIOVTI, "I 7TF & Amazon APl Gateway Z R L T, #ER® Microsoft
ASP.NET (ASMX) VI JH—ERAZBRENICEAFTA X1 Z8RBLTLEEV,

DR

rj—_“,r-ljl‘xgljjj/\'UJ E%};\I'\E\l/-c<réé\1\o
RU7T MR

R=ATAVBREDPSODREZEHLET, &XIE. AWS CloudFormation ZFEAL T AT
LY —=ZAORU 7 EBRBELEY ., Z#FRAL T AWS Control Tower . H/NF > ABHADE
RICRHESTDS O TA TV —DEEZRELEYTEET,

DVSM

MERNJI—-ARNU—ALAIYEYT ) 2Z5RLTLKEE,

E
EDA

TRENT — 2541 Z2ZRL TSV,
EDI

FrEFF—2XH, #2BLTLIEEV,
Iv>oaAvE1I—F1429

T XY RD—=DODIVIILHBDZAI—RMTFNAADGEREDZEDZ TV /00—, VFIR
o1 —FT4 0BT E, Tv>A I —TFTa4 T RBELATI—2EHKEL., IS
EREZRETEE,

EFF—Z2 X (EDI)

EBETITS, ESXRARFIXMNOBABRM, FHICOVWTR, "EFT7 3L, Z
ZRLTLSEE,

51

ABN AR AR L —TFANTF— R 2B EXIERITZ A1 —FT 1 T0E,
E={bF—

ESCTILIAVAXLFER LIz, ZURALLENIZEY MDY SBIBEXFS., F—OREFR
Fo2UHST, EF—RBFRATEBVELSIEC, —BIEBDILSCEFENTVET,

E 94


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/considerations.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/using-cfn-stack-drift.html
https://docs.aws.amazon.com/controltower/latest/userguide/drift.html
https://aws.amazon.com/what-is/electronic-data-interchange/

AWS REHA X A T Essential Eight RFE IZET % AWS

I>7F47>

OAVEI—ZXFVENA M RIMENDIEF, EVITIVTFATUATATR, REMNM/NA
RARIICHENENE T, UNLIZFATUIATALATR, BMu/NA MHABRAICHBINE L E
ED

IV RERAZ KN
TH—EAIVRARA by ZBRBLTLSEEY,
IVRRAZRF—ER

RETZAR—NITIR(VPC) NTHRANLT, I —H—EHBETEDIH—E R, &fF
BAULTI>YRRA NG —ERAZERKL AWS PrivateLink , ftt® AWS 7HD > N £k AWS
Identity and Access Management (IAM) 77U > NILICT VAT Z25TEERT, <ns
DTHIVRERLEGTIIONILE, A VF—TIAAVPCIY RRA NEERTBD &
T, IVRRAVRNY—EBERICTFAR—NIERTEXT, FHMAIZ OV T, Amazon Virtual
Private Cloud (Amazon VPC) RF2AXU KD TTO RRA VMY —EREER TS B#SBLT
<EZL,

IVE8—TZ4XVI—ARTZ>_-2% (ERP)

IYR—T7S5AADEEBRETZRATOLR (&5, MES. 7OV I Y NBEBAE) £ HBLE &
OEBITD AT L,

IoRO-7EES
ES{t¥—%., BOBS{F—2FAL TESLTZ70O02R, FMAICDOVTEE., AWSKey
Management Service AWS KMS) RF A X R TIUARO—7HBES{L, 2SBL T EE L,

8

RITHROTTVT—232 DA VARV R, V2O RIAVEI—FTA2VTILETED —BRNBTRR

DEBRFUTOEHYTT,

s ARBE —T7UT—23 00X T AZBEHIDATF—LOKNERATES, RT
FOTTVT—2320A2 ARV A, ARRRGE,. LUOREICEK/ESEIEEEZTANT
DEEILFEALET, CORAMTORERF, TANRREFENDICEEHYET,

« TURE —HEL R TANCERAENBIRERE, P7UT—23 203 XTORRR
5.

« FXERE —IVRI-—Y—HFTIOEATED, RITFOTTIVT—232042 AR
Ao CICDNA T Z A>Tk, ABERRIBEOTTOMRRICBEYET,



https://docs.aws.amazon.com/vpc/latest/privatelink/create-endpoint-service.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#enveloping

AWS REHA X A T Essential Eight RFE IZET % AWS

 FURE — OT7BEETF—LBAOI—H—DTIOECATEZIXNTORE, ChillF, &xF
R, AFBRE, 1—9Y—&RTANREBRENEENET,

IEY S

TOYAILFERT, BEROEXOBBEBEIBUMSFICRULO>BEENT IV, IEYIT
k. BEHEREZRATVOBEIC DV TNSMLARIILEHAZRELE T, fIZE. AWSCAF
FAVFTATIEYDICE, DETIVEAQCERE, O MO—-L, 1 2T7ZARNZIF¥E
F1UT1, F—R2RE, ATV INREHEENETT. AWS BITHEOIE Y 7 0FMIC
DVWTR, ZOJFLEENA RZZRL TS EE L,

ERP

"T8—T7Z54 XY —AftH) ZZRLTEZL,
REWNT— 294 (EDA)

T—2 LY NEeFgMLTETOELRHUHEERITZTOLER, KR, F—XE2REELFERF
LThs,. NE2—2otkl, REORE, SrPIREZGOT IV /OO OYBHRAEZRTL
£¥9, EDAR. HAOBEZFAEL., T XOARNKZERT DI EILI>TRITENET,

F
77ORT—=T)

AZ—AF—XOHPRIIHZDT—T o EZRAARL -3 VICHTIEENT XN REE
hET, —BIIC, 7798771, 2BEOITEBHREAET, 1 DFREEIEEILD
l, €851 2BF A X2 3VT—TIANOARF—HFEENBITT,

JIANTT7AB

BRSATHA O 2EHBITHE-HIC., BEHN ODEENICTANETS>ERZTHY)., TovA4I)
F7O0—F T, COEZFNFEHDHTEETT,

EEDRESR
TREAWS 9T TR, PRAZEUT A=Y=, AV MNO—-LTL—2AWS V=232,

T—RTL—2BEDERT, BREOKEZHRL., V7—J0—-ROMEEHZEALEED DI
BRAUEBERT, FMAICOVTRE, TAWSEEDBHER ) 2FRLTSEEL,

T ST

72271 #8RLTLSEEL,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-program-implementation/
https://docs.aws.amazon.com/whitepapers/latest/aws-fault-isolation-boundaries/abstract-and-introduction.html

AWS REHA X A T Essential Eight RFE IZET % AWS

EEzE:

i

BEBENTFRACERITDIANT—R, flalF, REDTFANTR, BHERIREZ 1215
EHNICF Y TFYENRAA—DOTEREHY)ET,

BHEEEE
EFLOFAICHTEIRHBENOEEMN, ChIEBEE. Shapley Additive Deskonations (SHAP) X

BAABEBZE, TERTXBFETHETEIHEAITTRENE T, FMEICOVTR, "z
AULEEBZEET ) OMBIRAEN AWS, Z2ZRLTEZ L,

HREZT iR

BNOY—ALLDTF—EOIVIY T, BEORAT—U2T, BE—OF—RT1—)LRHSD
BHOBHEY NORMERE, #EZBETOEAOTF—2ERE LTI, Thickl), B
FRETIET—RORREZ G N TERT, HIREF, 2021-05-27 00:15:37, DA %Z
202141, T5AL. TAL. 5y KAMTBE, FBTLIUXANEEEERT—2]
DR—F Y NCBEETAHPICRED/NE—VEXBIDOLRISET,

®avh7OV7bN
LLMIZ, ZRATVELRLVWH D ZRIf2DPBRFLERIC, BLUOZAVERITERESR &,
COFXEF, 7OV NCEBRENLEFH (aY N ASEFIIINZEETS "4 TFARNE
B, O—ETY, HBZavy h7OV7 N, BEDT7 -V b, R, EFABIBEERA
JERMRNTT, "EO3Yy 7O 7 b1 ESRLTSEEL,

FGAC

FEOMA BTV EAGIH, 2ZZRLTEET W,
EHMA BT U AFIH (FGAC)

BROFZHZEALTT IV EAERZHTRLFEETTD &,
72v21AHY MNBAT
EET—ZOFTTTFVICRDBENET—XIEREZFAL T, BENET77O0-FTREL,

ARELRRY ERETT—XZ2BT IR T —IR—ABITHZE. BRREAT 24 LZR/DRICH
ABDIETT,

FM

TEBTTIN. 2ZRLTLEET W,



https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/overview.html

AWS REHA X A T Essential Eight RFE IZET % AWS

EBEFTI (FM)

RBEBERBFE_1—-JILRYRNT—0THY, - REBIEIRILFFEATVEVT—X
NEBBRBET—ZEYRTRL—Z2T7ENTVET, FMIZ&KVY), SEERE. TFARS
FOHEBER, BARASETORFEEV 21z, —RUBEBTBERAVERITTERT., FMHICOVT
k., TEBETFTNELFATIA?) ZZRLTSEZ WL,

FM 7' —ho x4

EBFTIANOT IV EAZHBEIOCERILT D —itEehizfiE, LLMT—KhI IS EEH
EhET,

G
AR Al

AIEFILOHTEY he REDF—RXTRL—Z2TJENTHY ., 227 ETFFANTOVTS

NEFEAL T, BH], BE, 7F¥FAN, F—FAFABEOFHFLVWITOYRT—FT14T 708

ZHERTEER T, FHIEOVTR., "TEFRA ERFATTAN? ZZRLUTSEZ L,
sHA7avFoy

"B FIR, 25RBLTIEEL,

HWIBWEIR (A7OYF2Y)
BEODEOI—H—NIATOVEREICTIVELATERZVWLSICTS=HD,. Amazon
CloudFront OF7°'> 3>, PO A%ZHFUITHIEEEILEITIEEE, FAVANELFEZLEDAN

BESTEELE T, FHAICOVWTWE., CloudFront RFa2 XD TOAVTFUYOHMEBHT 1 A
NJE21—>3a 2 0FIR) 28BLTLSEETL,

Gitflow 7—2 70—

THREE EUREN, V—AO—RURDZNUTENETNELDZ TS FEeEATRH
Eo Gitflow 7=V 7O—RBEVERBEATVWERFETHY ., hZVIXR-ANT—0 70—
ERENTVWAHLWEETT,

d=ILTFoAX=2

JATALARIERVYIRNIITORFTYTSavRNTHY ., DATLARERY T NI I T OHFHBRA
VARV ARTTOAATRTUOTL—RELTHEAZIAE T, HEOHITERAF, J-ILTFA
XA=CZBATIE, BROTNAALY I NDIF7E7OED3Z2TJ0L T, TN AREF
RL=232V0ORE, AT—ZEUT 1, KEMHZRQLEERIENTEET,

G 98


https://aws.amazon.com/what-is/foundation-models/
https://aws.amazon.com/what-is/generative-ai/
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html
https://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/georestrictions.html

AWS REHA X A T Essential Eight RFE IZET % AWS

TJV—=27 4 =)L REiR

HULWREBICBRAFEOAVIZARZITF VI BEELBEVCE, YATLAT—FTIO0FVICT)—
71— REREEATRIHEE, BEOAVTIZANTIFY BIET S0 74—ILR)ED
BRI EZTRd <, H502HLVWTI /O —%2RRTEXT. BFEOA2TF
ARSOFv#IRLTVWBRISERE, 750071 —)LREBET V-7 14— )L REBZRS
TEBREETEXRT,

A—RL—L

HABEMN OU) 2ROV Y—R, RUD—, AVT AT AZER TS DOICKI OB
L=l FHA—RL—ILE. AVT AT ABREC-HBITBDLSICRI—ZEmL E
T, chslk, Y—EADARO—LRUVZ—EIAMT O AFAOERZFEAL TREE
NEJT, REA—RL-IILE, RUP—ERPAVTFATALOBEZKREL, BEOL
HBOTZ—RERELET, <hsld AWS Config. . Amazon GuardDuty AWS Security Hub
CSPM, . AWS Trusted Advisor Amazon Inspector, & RV HAX L AWS Lambda FI VYV U %
FRALTEEEINET,

H—RL—=I (A

T—2IhDAANEHDZTANRIT, Bl #NTDREXHNZALR, EEHDIRE
ZAOBEZRRIDDICKRILEET.

HA

ﬂ}

S M) 2SRBRLTLSEETV,
EEERET—ER—ADOEIT

HOT—ER—AIV IV EFATIEZ—TY RTF—ER—ANEEROHAT —EIR—ADE
17 (BIZE. Oracle A*5 Amazon Aurora), EEBBITREE. 7—FT7I0F v OBRGHEXRD—
BThY), AF—XOEREEMBRAVICEDAEMEIHYET, AWS [F, AF—Y 0L

(&3 D AWS SCTZRMLET,

=A% (HA)

RBEPHKENRELLBEIC, NABLICD—70—RZHENICEATED L, HAY AT
Ak, BEWNIC7TAIILA—N—L, " ELTEREDODNT A RAZRHL, NTx—-< >
ANDEEZRPRICHABN ST FTT T EFAPEZTZNETEIRSICHRIATIATVET,



https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html
https://docs.aws.amazon.com/SchemaConversionTool/latest/userguide/CHAP_Welcome.html

AWS REHA X A T Essential Eight RFE IZET % AWS

EANUTVOEZFAE—-23>

BEEN - — A& L<BEBEDIC, ARL—23VFH /OY— (OT) VAT LEELF
1AL, PYTIL—RIBEHOT7O0—F, EANITVE, IBROEETELZY—AND
5F—3Z2PRELTREITDLHICEAT D T—EIR—AOD—ETT,
R=ILRTINTF—5&
BREEETFIONL—ZVTRAT—2tEY MY SKREBEND, SRIVFEBET—20O—I,
R=ILRT7IORNTF—2ZEATIE. EFLFRAZRA—IRTIORNTF—RELBRLT, EFILOD
NT ARV AZFETEET,
E 1 —human-in-the-loop (HitL)
TSI RORTHNEEBRERATABICEDLEI—ELEROLEDIC—BFELETEZT—Y
7I:I_/\°9_\/o
RET—ZR—AOBIT
BEROEBT—IR—A%Z, GUTF—EIR—ATIVOVEHETEIX—TY N TF—ER—-A
(Microsoft SQL Server /' 5 Amazon RDS for SQL Server % &) ICB1T9 %, REMBITE. &
B, VRARNKEGVTSY RT3 —LILOEEO—EBTT, XA T4 T F—EIR—A1—FT1
74 ZEFEALT, AF—NZEBITTEET,
RrY NTF—2XZ
DTNEALT—ERPHEOERT—2BE, BELTIELAThDTF—X, BE. COF—X
ICEEREVIUNEZRETIEMHEBZANL—DRBEERLGF VAN VETT,
RYRNTAYVIR
AEREODEABBEZBETDLOICBESTEAETINDTOT S L, BN GVEH, BE
M DevOps DV J—AD—070—-hSEANLEETERENET,
NAN—=T T B[S
WYy NA—N—B&, BOLETZUT—23 28T F—LNFIVZORTER, ERL THE
g 2EE, BE., COBMBERE1~4B8TY, \AN—TTHENFr 732, T7UT—
JAVICHTRIERRE—BHNICBITTF—LDLSTTIRARL—IDF—LICBYET,

laC

Fnfrastructure as Codes B L T EE L,

| 100



AWS REHA X A T Essential Eight RFE IZET % AWS

ID R—ADRYZ—
AWS V5T RBRERDOT UV EAFFAIZERTD 1 DBELED IAM TV NILICTRY FE i
7.R I) :/_o

A RIVREOT 7V T—>3>
90 A0 FHHIE CPU B LT XEVRARAN 5~20% OTF 7V Tr—>3>, BIT7O02T UK
Tk, ChB8OT7TIT—232ZRIETDN, AVTLIALCRETION —BRHTY,

lloT

PAOAZARN)T ) loTy ZSBLTLSEETL,
AZ1A—BTNAVTSANTOF ¥

BEAT7ZANZOFrOEH. NYFEA, BEBEZTOLTIC, F2EREDV—IO0—RI
ERTRIHRAVTIZARNTIVFv2TF7TO4T2ETIN. ZENIC, 121—3T)NA2T7F
ARNZOFv, Z2—B3TNAVTZARNZVFvRYE—EM, FEE. FRAKCEALTL
FT, FMICOVTIE., AWS Well-Architected 7L —AD—DICHD "41Z1—3TI)INA4>T7F
ANZOF¥2FEALTTF7O049%1 ORARNTZI9T1RA2SRLTLKEE,

12N> R (Z15) VPC

AWS IINFTAHIVRT—FTO0FvTR., PT7VT—>3 2 0ABLrSRY NO—UEGR%
ZTAN, BEL, L—FT 12595 VPC, AWS Security Reference Architecture Tlk, 771
T—=23VERYEEBRAVR—Y NEOREBADA >V R—T I A AZRETDIEHIC, 41~
NDVR, FORNNDUR, AVARDZAVOEVPC Z2FRALTRYND—OFTHO U NE
BRETDCEZHRLTVET,

EBHBIT

T70r5r—23a>Z1BTIRNTHY M F—N—F2OTREL, MEVERIHTTBITTS
Ay hA—N—Hkg, FIAE, FRNFPBOIA VOV —EAREEI-—F—DHEHFRLVLZA
TALALBITIITRBENHVET.,. INTHERICHETDICEZRIETELS, BYOIY(470
H—EAPI-—H—ZBRENICBITL, LAY —SATLAZRLETEDLSICLET, COEK
Ik, RBEZBITCHES VAN BEBRENET,

AHEARN)—4.0

2016 F(C Klaus Schwab KARIEBLEHTET., &K, VT7INEAMLT—ZR, A=K X—=232,
2. AIML OESIZED, ESZXATOLANDERXFA AXAZEKRLET,

12T ZANTIOF ¥

T7OTr—23>0RRBIEEFENDINTOUY—RETEY K,

| 101


https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/wellarchitected/latest/reliability-pillar/rel_tracking_change_management_immutable_infrastructure.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://www.weforum.org/about/klaus-schwab/

AWS REHA X A T Essential Eight RFE IZET % AWS

Infrastructure as Code (1aC)

T7Vr—23> 0427 3ARNTZOFYZ2—EORE7 7/ eEALT7OEZ 32T
L., BEI270LA, 1aC &, HMLVREZHFERAERTEEAUIE<, " EXDOHZIEDICT
BleH, AVTZARNTIVF v E—nNICEEL, VDY-RZHEENLL, AT—-/)LZ2RAEICTX
BEIICHFTENTVERT,

AZARNUTIL 10T (lloT)
®WiE, IXLE—, BEE, ALATT., SATHAIVAR, BEREQELITMHICS T

=Y NCEREALEEY—PTFNA AOER, HFHICOVTR, "A2HZARNITIL IoT
(IoT) FIBIWRTZ VAT A= A= 3 VEBOBE, 2ZRL TS EEL,

12ARDT > 32 VPC

AWS IINFTHIURT—FTIOF v+ Tlk, VPC(A—FERELED RAWS U—232), A
VE—YN, AVTLIAZRYND—VBORY NT—U KT T4V IODOREEZEETS— T
{t= 1= VPCs, AWS Security Reference Architecture Tld, 77U r—>3a> & &V L&A
VER—FY NEORFEDA 2V R—T IA AZRETBD DI, 1 VNITR, PINNDIY
R, 12ARD23aVODEEVPC ZHERALTRYND—OTF I RNERETDCEEHELT
WET,

loT

A2 =Y NEERO-—DILEBERY ND—JZN L THOTNA AR ATLEBRETS.
O —FERTOEY YFMEIRENEERZGMBEA TSI IRNORY ND—0, FICO
WTEE, TloT £lFs ZZRLTSEE L,

FRIR TREME
BHFZFETTIOBET, EFILOTFRANFZOANCEDRS ICEKETIL ZABHIERTES

EEVWERLET, FEICOVTR., " ZEALEEHZFEET /I OBERAEME AWS, 23R
LTLEEL,

loT

(loTy ZBBL T EEL,
ITHHRZA4 7> (ITIL)

ITH—ERZREL, ChoDY—ERZEDXAEHICEDERLHO—EORARNTZ Y
T4 R ITILIFITSM DEBZRMHLET,

| 102


https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-iiot-transformation/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://aws.amazon.com/what-is/iot/
https://docs.aws.amazon.com/prescriptive-guidance/latest/ml-model-interpretability/

AWS REHA X A T Essential Eight RFE IZET % AWS

IT 4—E REE (ITSM)

BEOITH—EADRE., EE, BE, LY R—NIHETZER, 75T RFRL—>3
ZEITSMY =IILOREEICO2VTR, ARL =3 VHBENA RZZRL TS EE L,

ITIL

"THEHZATZ)1 22RLUTLKEEL,
ITSM

TH—ERAEBE,, 28BLTLEETL,

L
SRILR—AT 9+ A %4 (LBAC)

WHT UL ABIM (MAC) DRET, I—Y—EF—RBKICTNTNEFIUT 4 FARILENS
FHCENETSNET, I —EF1UT A SRLEF—REFIUT A SRLHRET S
HHCE>T, I-F—LRRENBFEIFRENET,

SUFAVII—
SYFAVII—V, AT TN TRERE, BRCRIENLILFTHVY N AWS Rif
TY, Chid, BB EFIVFABLOTAVTFANTOF Y RBCAEER>TI—00—
KREFTUT—2 2V RBCRBLTF7OM TEBDHRATT. TVF 12T V—2 ORM
KOWTR, TRETAT—STNBINFFAVY N AWNS BEOEY b7 Y7 BELT
<EEW,

RBESFETIL (LLM)

REDTF—ZTEARL-—ZTJENREFE A EF )L, LLM TR, EENOEE, R¥21
XVHRDEHN, EFANOTFANBR, XNETEREEIBE, SREXBRAVERITTER
T FMICOVTE, "TABRESETETIL (LLM) EFATIA?, Z2ZRLTSEZ W,

RBBEBBAT

300 B LD H—NDBIT,
LBAC

PIRINR—AT LA, 2ZRLTEE W,

L 103


https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/tools-integration.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-aws-environment/welcome.html
https://aws.amazon.com/what-is/large-language-model/

AWS REHA X A T Essential Eight RFE IZET % AWS

R/MFHE

BAVDRITICRVEREROERZNETHIEVS, EFIVTA1ORARNTTIT 1R, 7
MICOVTEE, IAM RFIXDND "THRPMEFET VLA ZEATS ) 2ZRLUTIEZ L,

D7 RT2RTT7 N

"7Rsy Z2ZRLTLSEEL,
DNLVIVFAT AT A

B FIUNA N ZRDCBMTEIATL, " ITOTFATMH £ZBEEL,
LLM

FRIRIE
TIERE

]]IIII

mETI ZZRLUTSEEL,

"RiE, ZZRLTLSEZ L,

M
HH=EE (ML)

NE—URBRBEFBITILIVALEFRZEAIDATHEN—E, ML, E/ D12 2—
ZFY K (10T) T—2BEDRRE N T2 ML TEBL. NE—2VICEIKH/HETILZ
ERLET. FMEICOVTE, "EHZE, 22RBLTSEE,

XAVTSUF

72271 #8RLTLSEEL,
XILoxTTF

OAVEI1—Z20EF1VTAXRTTAN—2RBETBELDOICHKFENEVYINIIT, X
JITR, AVEI—XATLAORE, BBEEHRORHR, FET7 IV EAZBLS BN HY) E
Fo NIUIDITOHICE. DAILA, D—AL, FOHLIIT, NAMADOKRE, ANADIT
F—ON—BENHYET,

Y-V RY—EZR

AWS DH—ER FAYTTARNTIFYLAY—, ARL—FAVIIRFA, TTY K
7A—L% AWS BAL, 1—H—#IY KRIY MNCT I AL TF— R ERES LR

M 104


https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html#grant-least-privilege
https://aws.amazon.com/what-is/machine-learning/

AWS REHA X A T Essential Eight RFE IZET % AWS

BLET, YNX— RY—EADOHIE L T, Amazon Simple Storage Service (Amazon S3) &
Amazon DynamoDB H#IFfsh&E T, cOHY—E ARG, BIRtEnicH—EREEHENTT,

FERT AT A (MES)

EJ7OCAZER, TEZX2U>>T, XEX, $ITEDVTIRNIITIATALATHY), ITHT
&, ChiZ&>2T, EMBRHLASEHREETRESEET,
MAP

MMigration Acceleration Programy 28R L TS & LY,
MCP

"EFIINIAVTFANZORINL, ZZRLTSEZW,
EF)NATFFARZ7 ORI (MCP)

IT—2I2hEY-I)EOBENLESOAT—RNLAZ ORI,
MCP #—/N—

Model Context Protocol ZL T 1 2UEDOY —)L&E AT H 2 H—E A,
XAZX A

Y=L ZERLTTOEAZHEL., EABREANTHAERZTSLH0SENBTOER, X
HZAXLER, ERAFICTNERZRILLEETZ TSV EZERLET, FHICOVTE,
AWS T Well-Architected 7L—LD—0 1 O "XAZXLDOEE, 22RLTEE L,

XOIN=TFAHI> bk

HBO—BTHBDEERTHINAWS PHDU 2 N B O F X T AWS Organizationse 7 HJ >
RO HBOXN—ICBRDENTEDDEF, —EIZ1D20AKTT,

MES

TRERITAT L) 2ZRBLTLKEEV,
Message Queuing Telemetry Transport (MQTT)

RITIVTAOZATONEZR—VICETIL, BEONI Y- (M2M) BEZ7ORIILTSH
W, DY=RIZRY DSBS loT FNARAICERENET,
X409 —ERA

PRICESS it APl AL TBEL, BERIMARSASRRBOF—LNFETS. M
BTRILEF—ERTT, AR, RBIATALE, BEPV—TT1 I BEDETIRR
Whe, FEEBE, BR 9NBEEOTTRXAVICIVEYITHIAIOY—ERFEEN

M 105


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/building-mechanisms.html

AWS REHA X A T Essential Eight RFE IZET % AWS
BPHEENBYVET, NAVOY—EADORKUIEF, BBYE, REBAT—-UVT, 85%770
4. BRIATEAOD—R, BEIBEFBYERT, FHICOVWTE, AWS "TH—/N—LAH—
EAZFEALENA O —EADHKE) 25RLTLEEV,

YA UOY—ERT—FF9F

ETF7Vr5—>3>70REXA VO —ERELTRITIDMAUL OV R—F2 NEEA
LTXT77IT—232&8EI3T770—F. chsOXA 70 —ERRGK, BE API ZFAL
T, ARBICERENLEAVE—TIA RAEZNLTEELEY, COT—FTI9FYORENA00O
B—ERAGE, P7UT—2 32 0REOKEBICHIZIEEEZRLIISICEHR. 704, &
CART—V2ITTEXRT, FAICOVWTRE, "TTONAIOY—EANDEE AWS, 25RL T
<EZW,

Migration Acceleration Program (MAP)

BB OZIORICBITIZCOOBOBTERERZBEL, BITOMBAIARNZHERTZIDICK
MOOAYHLT A THR—~, BL—Z27, ¥—ERZRHTSD AWS TOTZ L. MAP (C
. HBNBFETLAY —BITERITIB-OOBITHEERE., —BROEBITFUAZED
LELVERNLTE—EOY—IIFEENATVET,

RBEEBT

F7US—2aVR— R 72U FOARBAERLICISIRICBHEL, BIT—TTEYZLD
F7UT—Y 3V EBRCBBE DT OERA. COBBTE, UNOBREASZARRANT
SHFAREHIEFBRALT, BEI7IRU—F—L, V=), 7OELAOSE, F—hKX—
SAVETIRANFUNI—ICE>TTI—IO— ROBITERELLET. Chid. AWS B
THE® 0% 3BRETT.,

BE7FONU—

BEMbEhAREMEOHZT7O0—FICKY, D—70— ROBITZESELT S IBFIEBTIN &
F—Lbo BIT77UVRMN)—F—LICE, BE, ER,. ED>XATFTIVANBRUHMEE. BT
IVOZ7, FRAYN—, BRTARATV U NTEETS DevOps 7O7 TV I FIHNEE
NET, IVR—TZAATTVT—232R—872)FD20~50% &, 77O K)—OF
T7O—FICEL>TRENTEDIRENZ—2TEBREATVET, FHEICOVWTIE, o327
Yty NOBITT7 7O K —IZBIT B #F & Cloud Migration Factory 714 RESBL TS EE
(A

BIXRTF—2

BITERTIAEOICHMELRT I USN—23a L0 —N—ICETZER, BIT/INE—>C
EZ, BRD—EODBIAZT—ENVETT, BIXAEZTF—20OHELTE, =Y YT
ZYN, BFX2IUFTATI)—T, AWSTHIVKRBENFHYET,

M 106


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-integrating-microservices/welcome.html
https://docs.aws.amazon.com//whitepapers/latest/microservices-on-aws/microservices-on-aws.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/migrations-phase.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-factory-cloudendure/welcome.html

AWS REHA X A T Essential Eight RFE IZET % AWS

BIINZ—>

BITHE, BT, BLUOFERTIBITTIVI—23a FrkY—ERAZHRTS,. RETEE
BBITRAY ., f5l: AWS Application Migration Service Z £/ L T Amazon EC2 NNOET& UK
ANLULET,

Migration Portfolio Assessment (MPA)

A4V =)o ChIZE2T, AWS VTV RIEBITIDEDRAT —ADKILICHERE
HE/BOSNET, MPA R, FHHABR—KNT7 2V AFTE (F—N—0@BENEHAD2 T, ERR
E. TCOLE, BITAARDM) 8LVBTTZ2 (F7VTr—2320F—200HETF—2UI
£, 77V Tr—>3> 00 )0=71t, BTOBEIRUNST. $LFVI-TTS22T) ER
HULEXRT, MPAY - (ATA 2 HFRE) E. INTOAWS O HIILEZ2 h& APN /N—KhF—
AVHIILE M ERTRATEXRT,

BITERRNFTME (MRA)
AWS CAF ZERAL T, B0V T REFRRICETED IV NZ2BBL., RMEEFMZR

EL, RETNLEF YV T2BORILEODOTIIIAVTZUVBEIZTOEA, FHICOVT
&, BITERRAAA RZSRLTEEZ V. MRA &, AWS BITHROE—RETT.

BITH

J—H0O—K%EAWS 959 RICBHATH O ICEATHT7O—F. HHECOVWTE. COB
EEO7RsIVNUE, TEBEHEL TABEABIEMETS, 88BLTLI LT,

ML

"m=3, 2RBLTSEETL,

EXFA4E—3>
TW(LAY—FERTE/ VDY TTIT—2320EFDAVTZANTOFYEISIR
AORBTEIMEOHZ2SUAMS ATAICERLT, JANZHFEL, $XZ25H, 1 /R—
2avaEFRALET, FMICOVWTE., TAWS OTTORTOT7UTr—23a> 0S4 A,
By #SRLTEEL,

ELF A £ —3 3 RERAE

BBOT7VTr—>3a>0FERFAE—2 a2 0EFERRZHL. AR, VRD, KkEBRE
BEL., BB ChSOT 7V T—23 2 0FROREZENDEEBENICHR—NTER L%
RETZDOICKIL DA, FHEOBRELT, B—TFYRT—FFTIOF+OTIL-TV N,
EAFTAE—2a2T7OCAOHRBRBEN ML AN—2EFRLEO—RIY YT, BEE I

M 107


https://mpa.accelerate.amazonaws.com/
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-migration/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/strategy-modernizing-applications/

AWS REHA X A T Essential Eight RFE IZET % AWS
FyYYTIIHRTBLOOTOIAVTIUNEBSNET, FHICOVTR., TAWS IFTUR
TOTTVT—2300FFFAE—23 0 0E ERAETMITSH ) BSBLTLSEEZL,

T/ VY OFTTI =232 (E/UR)

BRILEECINETOELARAZE X BE—OY—ERELTEAESNZD TS U5—>3>, /Y
VOFTTIVT—=23 VK IODDOR[INBYET 1 DOTTVT—23a eI U AR
DIVADEEBNZEITDZIEERRE. T—FTI9F v 242 ATV IJTBHBENf HYVET, £
JVVOFTIVTr—23a>0RBEENELERETD LK, I—RR—ANKELBZD L
BMIIBEYVET, cChsOBBAICHRATRICEKE, N4 VA —EAT7—FFTIOFvZFATESE
T, FMICOVTR, "E/VARAENAVOY—FEAICH#ETD, 2SRLTLSEETLY,

MPA

MMigration Portfolio Assessment; ZZBRL T EE V),
MQTT

"Message Queuing Telemetry Transporty 28R L TS E&E L\,
BOTADE

BROVZAOFRHAZERTH7T7OELA 2 2ULEOHERD 1 2ZFRLET), fIXE, #HF

BEFILY., "CoHRIERZ. BBE, BFOLVTITIAN?, ., "ZOBEKRICES

THEEELOHZEROATIAVRENTIA?, EESAELIEEA,
21-RTNBAVTZARNZOF ¥

AED—OVO—RIZEAIIREOAN VT SARNSTIVF Y EEHFBLUOCEETDLEHOET
JLo Well-Architected AWS 7L —AD—0 Tk, —EM., G4, FATEMEZ@LZES1H
oy AZS1—BTINAVT AR OFYTDERERANT ST A AELTHELTVET,

O

OAC

AV TOEAGE, 2ZZRLTEE W,
OAl

"FVDIDOTORATAT T AT A1 ZZRLUTLKEZV,
OCM

MEBMZTEEE, 25RLTSEEL,

0] 108


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-assessing-applications/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-decomposing-monoliths/welcome.html

AWS REHA X A T Essential Eight RFE IZET % AWS

F774 BT

BATOEARICY —RAT—I0— REBLEEBBT LR COFERLTIV A LRSS
B, BEREETRAVMIEAD—IO— RICERAENET,
Ol

FTARL—23aviEe) 25RBLTLSESL,
Ola

PANL =23 FNLRIVTITI)—X by 25RLTLKEEL,
FTA BT

V=ATD—=O0—REFTZAVICEFICE—TY N ATLIZOE—T2BTHE. 7—7
O—RICEHKEATVWRTTVIT—232@, BTHEBHELETR LN TERT, COFE
FEIEALFEOLSBIRTECLY, BEREERAEFEEREHREOT—IO— RICHEMS
ThET,

OPC-UA

"Open Process Communications - Unified Architecture; ZZBL T EE L,

Open Process Communications - Unified Architecture (OPC-UA)
EEA—RNAXA—23aVHOTIY—IT 2 (M2M) BEZ7 ORI, OPC-UA IZKY), HEE
RAOBRIC, F—2E5{t, R, FADRAF—LZEETEET,

ARL—=23FILARILTFTIT =X K~ (OLA)

H—EALRILTIT V=XV N (SLA) ZHR—RNTBLHIC. EOBBENIT TIL—THFEVIC
RHITDCEZWNRIZ L ZHBICTIEN,

ERERRRL E 1— (ORR)

EREHEETIRANTZIOTAADFIVIVAR, AVFURPRIVEIEEZER,

A, PRiEL =Y, TOEEZMENILLY TIBRICKRIEET, FMAIICOVTEE, AWS Well-
Architected 7 L —A —%2 @ "Operational Readiness Reviews (ORR); ZZ B L T &L\,

EAS Y /O09— (OT)

EEARL—>32, BB, A7 TANTZIOF 250 T2-HICYBRIBEL E#ESETS/\—
ROITHEITVTINIITIAT L. BEFTH T, Industry 40 NDEEZHEHS LT, OT
EEBEIT (IT) AT LADREBICERNFETSNTVET,

0] 109


https://docs.aws.amazon.com/wellarchitected/latest/operational-readiness-reviews/wa-operational-readiness-reviews.html

AWS REHA X A T Essential Eight RFE IZET % AWS

FRL—3az#HE (Ol

DZIRTHARL =23V EEZFTAXTD7OLAICE, EFEEFTE, A—MX—>32, KE
HFEENET, FHICOVTR, IRL—23VHEEaHA RZEZSRLTEEL,

HEL#8 O RIE B

HBAWS 7HINAOIANTO ODITNTDOA R N AWS CloudTrail 207 ICERET S (I
& 2 THER E NiZFEHF AWS Organizations, FEFFlE. #HBICEFEFNTVWEIEAWS THIU N IC
EREN, ETHIORNOTIOTAETAZBIHFLET, FMIC DOV TR, CloudTrail RF 1 X
hoO THEBOISFOER ) ZSRLUTLEZ,

BBTESE (OCM)

AR, X, V=H =29 TOBR/L S, TEBHRNBEDS R AZLZEZEE IR HNOTL—
LD—7T, OCM &, Z{LOBAZMEL, BITEAECKLL, MLXEBORLZHETS
ET, HBAFULVWSATALHBOERBEBITIZDNZXELET, AWS BITHEE TR, ¥
ZOREATOPIINCHBREBREILOAE—RIZKY, COTL—LT—JBAMT IS
L—>3a2ERENET, FHICOVTE, OCM A4 RZSRL TS EE L,

F1S VT 5t A% (OAC)

Amazon Simple Storage Service (Amazon S3) A7V 2 RET S -6 D, CloudFront ®7F
D AFIROEILAT> 32, OACIE AWS V=232, XTHS3/NTY M, AWS KMS
(SSE-KMS) IC & B H—N—fllORESFIL, S3/NTY MADOEK PUT B KR DELETEV VT AKN%Z
HR—NLET,

FUDVFORATATYT A7 1 (OAl)
CloudFront @, Amazon S3 ATV 2 RETDLEOOT IV EAKRATS a3, OAl #EH
9% &, CloudFront A", Amazon S3 ([CEREERAIRER U I NI ZER L F T, R hi=7"1)
IONILE, SSNTY NAOOYTVIC, BED CloudFront ¥1 ANUE1—>3>%54L

TOHRTIEATEERT, OACEHETSRLTLKEE LV, OAC T, KVEFMZ, BLEh
27O EAHEN AT,

ORR

"EAERRALEI—) ZZRLTEETW,
oT

"EATO /02—, 22RLTLSEEW,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-operations-integration/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/creating-trail-organization.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-ocm/

AWS REHA X A T Essential Eight RFE IZET % AWS

T RND2 R (EfE) VPC

AWSIXIWNFTHIRT—FFTIOF¥TR, F7U5—2a>RAhsHEAEhERY ND—D
EiEnE$ 3 VPC, AWS Security Reference Architecture Tld, 77— 3> & &k V) LE
BAVE—Y NEBORBFEADA 2 BE—TIAAZRETDLEHIC, 1 2INT R, PTIORNND
VR AVARDSAVOEZEVPC ZFERALTRYND—IOFTHIO U NERETD L ZEZHEL
TVWET,

P
FOEAFADRR

A—Y—KREBO-LUNERATERT IV EAFTOLRZRETS, IWM TV NILIZTRY
FEhd IAMEERIS—, FHIEODVTE, IMM RFIXVNOT I EAHADRRESRL
TLEE L,

BAEBETE 3158 (Pl)

EEMELLESE. TLEEMOEET—XEEAEADLELEBEIC. BAOETZESENICHAT
DIEHICHERATESHEH. PIOBICIE, KB, F77. EREBBREEN BV ET,
PII

"MEAZIFETEDEHR ZSRBLTLSEETL,
TLATv o

DZIORTOATANRL =2 3V #EOREALE, BITCEEITZIEXEZI) AL, BRIERS

NE—EORTY T, T7LATYOR, AVUTK, BEBZVTY Y, FEEEEEROES 4

ARENEREZEATDILOICHELTOLARFIROENBEOHKRZ LD LN TEEXRT,
PLC

70727002y 90 O-F—1 ZBRLTSEZTV,
PLM

TRESATHAONEE, EBRLTIEE W,
RS —

ROBERTEICTDIATSIIONTIOELAHFTEERT S (IDR—ADRI—%SR), 7
DEAZHZIEBETSD (VY —AXR—ANR) > —%SH), AWS Organizations D #E#IZH (75
ETHIRNITORAFAOLRZERTS (W—EAODNO—ILRD S —2SE),



https://docs.aws.amazon.com/prescriptive-guidance/latest/security-reference-architecture/network.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html

AWS REHA X A T Essential Eight RFE IZET % AWS

=0 Kkt

F—EFIEANA— R TOMOBRCETNT, XA IOY—EROF—ZANL—TF %
JOV—%@HCERLET, XA IOF—ERFAUF—RANL -7 /OV—&HEAL
TUBBE, RELOMBESRELLY, N7 —IDAFETIBTEENSYET. X1
OY—ERE, BACRLEALLF—RANTEEATHE, LUMBLRETE, N7 74—
RURERT—FSEUF A FBELET,

K— 74 A THE

BITEFE IR O, FTTIVT—232KR—KN7#VFORKRE. 2. BREBUNSTEITST
AtEA, nﬁ'slﬂt‘_?\,\'da"\ "BITOERRADTHE, 22U TEE L,

B

puis

true £k false ZIRIT SOOI T &M, —MHIIC, WHERE GICREREnE T,
RESv 130

T—ER—AVIVZHREKTEDFE ChiZ&L>T, BEEFHIICIIVAOTF—RET1IILZR
V2T LET, COFEZMDE, VL—23FINTF—ER—-ALSHELLETIZENDHD
T—R2DENEDITRIEH, VTVONT#—XANFMLELET,

FEHHI MO

AR MOREZBR<S LS ICRGFTENEEFIUT O MO—Le 2O MO, XY
RD—=OANDRET IV EARHELLKBVEEZH<HRBROBETT, FAICOVTE,
AWSTOEF21UFT4OMO—IIORE, O "FHHIO—)) ZZRLTSEZ WL,

70N

To23a>vaEITLAWS, VDIY—RICTIEATEDZ DIVTATA4. COIVTAT 1
BE. . IAMAWS 7AhHo> O-), §EF 11— —0O)—1—Y—7T9, FHICOVT
. IAM RFIXRD TO—)LICETAHAEZEEHMS, CHBDTIINILESBLTLKESE
(AT

TSANT—=NAFHA>

FAR7VOEALAZBLTTZAN—HFERBENTVWRZATLAIVZTI I 0O770—
Fo

TSAR—RKRANY =2
1 D2UEDVPCHDORASEZFDH T RAALADDNS T UIZX L. Amazon Route 53 A

EDRSICHETHIHNICETHEHRERITITA2ITF. FMICOVWTIE, Route 53 RF 1 X
RD TT7ZAR—KNKANY—=2OFERL 28BLTLSEETV,



https://docs.aws.amazon.com/prescriptive-guidance/latest/migration-readiness/welcome.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/preventative-controls.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html#id_roles_terms-and-concepts
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/hosted-zones-private.html

AWS REHA X A T Essential Eight RFE IZET % AWS

707 o747 ~O-)

EEHYY —AOTF7O/ Lz BNELEEFIUT O O, OO MO—JLICK
V., Z7O0E2aZ2J8IC)Y—RAZ2AF Y LET, I MO—-LICERLTVAEVYY—R
k., 7OEZ3aZ>>JEchEtA, FMICOWVWTE., AWS Control Tower RF 21X ko T
YRO=WIIFZFPLYAAA R SR T X2 VF«OMO-LOEE, © 707074
ZarkO-)by ZBRLTLKEEL, AWS

HmZ4 794 VINEE (PLM)

MmO, AR, LS, AR, BREA. RE, BRRILED, EROZA17HA1 V)4 %ZE
LTF—RET7O0ERAZEETR &,

RERE

TRiE, EBBLTILKEEL,

7OJ>x7)0>y 21> s O—>— (PLC)
HEPHFTHEATIS, EREHCBERDEICENEZIELI—2THY, ChiZk2T, X%
EZRUITRELEIC, BETOLRAZBEBHELLET,

a7~ NFA4Z2T
120 LLM 7O 7 MIKBDHAZXOZT7OV T RNOADIZERALT, KYRWLAR AZE
BRUET. COFEEaFERATDIE, BEBRRAIVEYTRAVICPEILEY, BEILAR A%

BRYBLHEBRELRILERLIEZY TEET, ChIZEK2T, EFILOLAR ADOBE & BEMD
AEL, HEOEWN—VYFZA XEhiEREBSNET,

RE1L

T—2EY NADEABEFETL—ARILT —EILEERAZTOEA, RECFBEADTS
AN —FREBELRIUEET, REBEMCTNET -, MAELTEAT—REHABENET,

RITIH T AU 4 7 (pub/sub)

RAOVOY—EABOFRBBEZARERICTEINE—2. ChIZKY, AT—FEVT 1 ERBE
MemtEzE8Erd, fIRE. XA VOF—EAR—AND MES OFE, N4 7O —ERR. ftt
OXAVAY—ERN YT RIVTATHEBTF Y RILICARNAYE—DBRITTEERT, <
DY ATLTR, BITH—EAOEEZLIC, IRNA VO —EAZEMTEERT,



https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/controltower/latest/controlreference/controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/proactive-controls.html

AWS REHA X A T Essential Eight RFE IZET % AWS

Q

9TVTSY

FIEHEED—EDATYTTHY, SQLUL =23 FILF—EIR—ASATLAODT—RIZT It
ATRDEHICERAETIhET,

oIV oVTLYy>ay
T—ER—AY—EADFTTAIAF—H, F—ER—ARKIZBFENDZEENFN MAShBHEIIC
BRENLETSVRVERBEVRV TS RBIRTB L, Chid, HEt. HIREHE, RER
B, DZIVNFX=BONATFAVITDOEE, BLOTF—ER—ALVDVOEHEENRRA
THADUEENFHVET,

R

RACIX NUY A

FRITEEE, SPEEEE, HELE, WEFL RAC) ZZRLTEET L,
RAG

"eRIRER ) Z5RBLTLSEETL,

SO LIIT
REN T TTRETCAE LI — B ATALAEERF—EANOTORAZTOY VT3 LDICEE
Ehiz, EEOHDVINDIT,

RASCIN KUY O A

"RITERE. HPESEE. HEFL. WEEL (RACH, ZZRLTEE L,
RCAC

LTI EAFE, 22U TSEZL,
J—RLZTUA

B ERACERAE NS T—EX—A0AE—, JITUZY—RLTVALCIL—TFT1>TL
T, T7TARIVTF—ER—ANDOERERFHTEET,
VT7—FT7UhK

'7Rsy Z2ZRLTLKEEL,




AWS REHA X A T Essential Eight RFE IZET % AWS

BiEE IR A (RPO)

BREOT—RIVANIVRAV MDA SORAFEREATY, chilkl), RBROBERIDL ST —
EANFHENDETCOBICHRTEDTFT—XBLROEBENMREVET,
BEEIHE™E (RTO)
H—EAOHEH, SEIBETORAFRELERRE,
VT77oR)2Y
"7Rsy 28RL T &L,
)—>3ar
WEHNTVTHROAWS DY —ANIL o932, EAWS U—232 &, MESMH. TEM.

MMEEMHZREITZLEHE, O EFMUILTVWET, FHMIEODVWTE, "7HAORNEAT
EDAWS V-3 ZEETS1 2ZRLTSEEZ L,

IgLy>ay

BIEZTFATHIHEBEETF L. fIAE, "CORBENKSVOERTENDTLEOA?, &
WOSRBEEZBRIZDLHIC, HEETETILE. REABETILZEALT. CORICETIE
HOER(FH7 14— M3 E)CETVTRORGMEEZFATEET,

UIRA R
7Rsy BBBLTLEEL,
UU—2
F7O/4701AT, EEEABBBCAIBEED L,
BEE

"7Rs1 ZZRLTLLEE L,
V7Y RT7x—LA

"7TRs) ZZRL TS EZ L,

BEA
'7Rsy ZSBRLTLSEEL,
ElEH

FRTICIKRME L EFASEETZI T VT—>3a 2 OMEE, AWS V5O RTOEENZET
BY3BRICIE, —BHIC, aTAMET A HARUANINFERBENET, FMICOVTIE,
TAWS V5D R OMMESEMH, Z28BLTLSEEL,



https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://docs.aws.amazon.com/accounts/latest/reference/manage-acct-regions.html
https://aws.amazon.com/resilience/

AWS REHA X A T Essential Eight RFE IZET % AWS

)Y —=AR—ADKR) > —

Amazon S3NNTY M, IV RRAV N, BEEF—BREQDVY—-RALCTERYFENLRI>—,
CDRATORI—E, PORBANFAEATVRTUZINL, HR—KREhTWET S
>ar, TOROBLEINERLEZEELRT,

RITEEE. HPAEEE. HHEL. BEEL (RAC) ICEIKIKNIY IR

BITEBE VT REACEDDIINTOBERBEOREEEFEZERLIENNIY I A, XK
Y OADEZHIE, YNV YVATEBETNTVIEEOEE,. §8H5EE (R). SHASEHE
(A), & C). BHREHR ) ICHRLET, YR—KNS) ZA7RBAT723a>Td, YR—KH
BENBEEE RASCINNUY VRAEH Fh, EEnABVESE RACINKNUY JREHEA
£7,

LAR>Z 72> O

BEERXEFIVFTFAR—ATAUASORBEICOVT, BEZRIESICEFTFTEniEEF2
U742 O—), FMRIZOVWTE., TAWSTOEF1UFONO-ILOERE, O "L
AR TAMO—=)) 23BLTLSEETL,

R¥F

"7TRs) ZZRLTLKEZ L,
BELE

7Rs) #BBLTEE,
BREILIRER (RAG)

LA QAT ChICKY, LLM TR, LARZAOEREIIZ, NL—Z2TF—2Y—AD
AEBICHBDEETERT—RY—ANSBEIET, fIAE, RAGETFTIICKL 2T, EHBOT
LYIR—ARERAARLAT—BEOEIVTAY VREZRTTERZR/NIHYET, MICO
WTEE., "RAG (BFILRER) ERFATTA?, ZZRBLTSEZL,

az

\ll

H—7—
EHNIC—ILY MEBZEHL T, REENTABRICT IV ERAT20Z2L)REICTHT
DtZo

TEIIOT U A% (RCAC)

TOEAL—INFERENZ, EXNTEREAZ SQL RIROEA. RCAC KITHERESINADIT
BRENATVERT,

116


https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/aws-security-controls/responsive-controls.html
https://aws.amazon.com/what-is/retrieval-augmented-generation/

AWS REHA X A T Essential Eight RFE IZET % AWS

RPO

"EREIHER) 2ZRLTSEE,
RTO

FEEZEEIHRER) 22BLTSEETL,
STV

REDRAVZRTIZ OV EZFHELEARLEhE—EDOFIE. ChSEEE. I
T—ROFVRERERPFIEZEENIDLOICEBEETIATVET,

S

SAML 2.0

%Z<OID Z7ANAE— (IdP) AEALTVWB A —T VARV A— R, COMEEEERTD &,
TIFL—F4Y RIVINY AT A (SSO) AEMC BB D, 1I—H—FEBRNOTRTD
I—H—% IAM THERLELTE, COFC42 AWS TRI XY ROV Y—)L L) AWS .
APl ARL—2 3V BT ENTEET, SAML20R—AD 7 IFL—3 3> OHMIC
2UTlE, IAM RFIXY RO TSAML20R—AN 7 IFL— 322207, #BBLTL
REEW,

SCADA

FTERFIHE T—2EE, 22RLTSEEL,
SCP

T—EZRO—I)LR)— ) ZSRLTLSEEV,
>—2JLvY bk

EE{tE N THRET S AWS Secrets Manager/V AT — R 1 —H—5REHE#H S £ DHZR
BRELEHRNERER, >— VLY MEETOXERTF—ZTEBRENET, >—UL Y MEIC
F. NAMFU, 1 20XFH, BRONFIEZEETEET., FMICDVWTIE. Secrets Manager
RF 21X NO TSecrets Manager >—2J L Y NOBE,; 2SBL T EE L,

EFIUFANATFHAY

ARZ7OEALBZBEL TEFIVTAHNERBENTVBR I ATAIVZZTUJOT 70—
Fo



https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_providers_saml.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/whats-in-a-secret.html

AWS REHA X A T Essential Eight RFE IZET % AWS

X2V F4220O-)

BRT7IVZ—I&BDEF1UTARBUEOERAZL, BY, BRIZLO0, HMTLEELE
BEFOH—RL—II, EF2VF O NO-LICE., EC4D20BENFHYVET, 4 D&
. FBh. BE., LARST, 707905747 TT,

¥ 117 181t

TRYIVG—TIAZROTHEBEANOMMEZTOZ7OLR, COTORALR. FEICHE2IZ
)Y —ADHIER, BNMHEERNETDEFIVTAORARNTZITAADRE, RET77 M)
NOFESZBEOEML, EV2LETI2aVHFEENATVET,

Security Information and Event Management (SIEM) > A7 A

EtFIVTABEREE (SIM) EEFIUTF A ARV NERE (SEM) DY ATLEZBRZEDE Y —
LEeEH—ER, SIEM AT AR, Y—N—, XY RNT—=D, FNA1 A, TOMHY—AHLS5T—
REPRE, EZRVT, LT, BRERXEF1UT1ERZREL. PT7—FERELE
£

EFIVTALARYAOBEEL

EFIVFTAARMNOBELARCAFTEFEEBEEZENEL T, BEREES IOV
ShEanizT7o>3a>, chsOEBER, EF1VTAORARNTSIVTAAZRETDIOIC
B ORIME SR AWS EF1UF 4O RO—LE LTHELET, HEL AR
AT7023a>oflE. VPCEF1UTATI—TDEE, AmazonEC2 1 VAR AND/\Y
FHER., RAEBBROEHFEEN BYET,

H—N—AlOES1

EEXT,. ThAWS OHY—ER Z2Z(TES ICRDTF—RXOEE{t.
H—E R hO—JLK > — (SCP)

AWS OrganizationsD#EBEAD, IXTOT AV NOT IV EAFTZ—TWICEE TSR

2—, SCP &, BEBEN I—H—FLEO-INICEETHDTO>avIC, i—RL—IZzE&L

2V, To2avoFRZFRELIEZYLULET, SCPIF. FHUARNELRFERTVANELT, &

ARLEFELETDIH—ERARTIAVZEETIRICEATEERT, FMEICOVLWTE. AWS

Organizations RFIXhO "H—ERXAORO—I)ARD>—, ZZRLTLEZ,
H—EAI>Y RRSV K

DIVKRURAZ MO URLAWS DY —ER, 2—7Y NY—ERICTOJZLTERTSIC
k. IVRRA PN EFEALET, FHRAICOVTE, TAWS 2OUT 7LV AL O TAWS O
Y—EAIVRRA by Z2ZRBLTEEL,

S 118


https://docs.aws.amazon.com/organizations/latest/userguide/orgs_manage_policies_scps.html
https://docs.aws.amazon.com/general/latest/gr/rande.html
https://docs.aws.amazon.com/general/latest/gr/rande.html

AWS REHA X A T Essential Eight RFE IZET % AWS

B—EALRILTITU—X2 K (SLA)

HB—ERADT YT RZALRNT A= VABE, ITF—ALANBERCREIDENRLEEDE
BARLEEEE,

H—ERALARIA ST —& (SLI)
IS—%&, FAM. AL—TYREW2 1, H—ER/NT #—X 2 AADIEE,
H—E AL AJL B (SLO)
HB—ERALARLA ST —RICE> THEE N, Y—ERAOREERTZ—7Y RXKNUI R,
EAREEFI

DZ27ROEFIVTAEAVTTATAAWS ILDOVT EH/HBITRERZFHAITZIET ),
AWS BUZTRDEFIVTAZELHLITH, $SFRBEITIVROEFIVT 1 Z2BHLR
T FMICO2VTR, "EEHEETIL 2ZRLTSEEL,

2% R Al

BRNOEENRT r L ONBTEEE ~REATMBRTEATOEVAI T 7 U —3 3
Vo
SIEM

F'Security Information and Event Management > A7 A1 ZZR LT EE L,
B —EE R (SPOF)

BEQT7VT—>232ZBRIT2E—0EERIVR—IXVNTREL, DATLABRBICXE
ZELIUREOHZIES.
SLA

TH—EALRILTIT) X2 b, ZZRLUTSEZ WV,
SLI

TH—EALRILADT—5, 2BRLTSEEL,
SLO

TH—EALRILDERE ZZRLTLEET W,
ATUY RTURI—REFI

EAFAE—232T7OAVIIRNORT VT EMED=HDNE—2, FilgEERRY ) —
ANERENDE, A7 TF—LRBBREATHELVRBF—LZERLET. chiZLY), &



https://aws.amazon.com/compliance/shared-responsibility-model/

AWS REHA X A T Essential Eight RFE IZET % AWS

EROHEBOEHEY—EADIGR, FROYN—OEEMOEmLE, AELES /R—23 20
R—NICRIABET, FMHICOVWTEK., TAWS OTTRTOT U7 AVEEFELFARXT
DIEOOERBENT77O—F1 28BLTLSEEL,

SPOF

—EERL ZZRLTEETW,

AR—=AF—X

5“'—9/\'—7\0)%&1‘%)‘%7&%"*[/ 12OKREVT7IORNT—=TINICRNZ OO arF—2F

FAET— ﬂﬁﬁﬁéh 12 EDNEVWF A X2 arT—TIICTF—2BEN REES O
?jouWELu —BRIVITINDVAREDSRAA VTV IV AZRABRET D RS ICEFTE
nNTLVET,

strangler fig /& —>/

LAY —2ATALANRBLEENDET, DATLMEZERBENICEENATEEMAD LK

W, E/IVSOYISRTALARERTARTDT77O0—F. CcONZ—2@, BEOEALSKE
BRREE, BRNICZTOBEZERIAA, BEILEH 2 TRDZAFISIDO3ZHZTVET,
ZONR—VE, T/UVYYIVATLARBERRADEED YRV EBETHAEE LT Martin
Fowler IC& W IRIBEhELL, CONZ—2OHEABZEOHFICOVWTE., "I2FT7F & Amazon
AP| Gateway Z L T, #£3X® Microsoft ASP.NET (ASMX) VI 7 H—E A ZERENICER T
A X1 ZBBRLTLEEL,

B7ExY N

VPCH®D IP 7 RLADEH, Y7XY KNE, 1 DOTFRASEVT A=V =2V ICFEETIHE
FHYET,

ES1R M & 7 — X BN (SCADA)
HEIFICSWVWT, \—RIIT7EVINIITEFEALTYET Y NeEAFERZETEZ-XY
/73-%/ZTAO

XSS

TSI ESCRALUF—2FATIBESILOTILIVX A,
BRT AN
A—Y—cnPYRWZ>I21L—MLT, BZYE BEZRELEY, NTA—XVAZE

ZRB)ILENTBET, DATALAZTAMNLULET, Amazon CloudWatch Synthetics %Z f&£
A&, COUVLETAMNZERTEERT,

S 120


https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-phased-approach/step3.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://martinfowler.com/bliki/StranglerFigApplication.html
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/prescriptive-guidance/latest/modernization-aspnet-web-services/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/CloudWatch_Synthetics_Canaries.html

AWS REHA X A T Essential Eight RFE IZET % AWS

SATLATOYT S

OV FFAR, R, HARSAUBERBRLT, LLM CBH#EEIERT TR, YAFATO
7RG, OVTFEARNERELT, I—H—ERWRYTBL—LERITBOICEATT,

T
27

AWS VY —RAZBEIRILODART—RELTHETEIF—EEORT, 2T, VY—XR
DE®E, &l BE, BRE, 71N RVTICRIEET, FMAICOVTE, TAWS DY —R
DEITHT 2ZRLTLSEE W,

2—7v NEW

EBCNBHZFETEERN FRALISELTVRE, chid, BREBOCEEELET,
PIZIE, HERETE, 2—T7Y NEBANRMORMTHDAREN B XTI,
RAVIJAN

STV OORTRAEZEHRTHLEHICERAENDY -, FRAVVANCIE, ZVT7Y V0%
BLRTIDHBEDHZD —MBABCRATIDVAREBEATVET, BF—RHUBEZATICE, #
EFFERRE. IEE. EHFRANISETNATLERT,

TANRER

"RIE, BSBLTLKEEV,
NL—Z=24

BEROBHZEETINCEEIZT—RZRHETZ L, NL-Z2IJF—RICBRELVWER
AEENTLVRLBENHVET, FRTILIVALRANT—EEHER—TY N (BEESF
ALEVWER) ICNYEYTIRDRNL—Z2TF—RONE—2ZELET, ChsoNE—
VEFVYTTFYIDEBEBRETINEHALET, TLT, SERIEREBETIINEZEAL

T Z=TYRFDASBVWHLVWTF—ZTE—T Y N ETRTEXRY,

tool

TSIV M ABYATFATARL—Y IV ERTI DO CHEET N TEBEKREL
& API,

121


https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html
https://docs.aws.amazon.com/tag-editor/latest/userguide/tagging.html

AWS REHA X A T Essential Eight RFE IZET % AWS

NPV RNTF—hDIA

VPC EFAVTLIZIARY ND—VZMEERITDLEHICHERATES, XY NID—DUOHH#/NT,
FMICOVTIE, AWS Transit Gateway RFIX KD "RV KT —KDUIA LR, 25
BLTLSEZL,

NZ2OR=-ADDT—070—

FROYN—HFBET S FTHREZO-NDILICELRULTTARNL, TOEEEXA2TI
FIERX—2FBTTO—F. XMV TI0FRFEOH, ARRK, 2BHRE, *EREICED
BTIERBEENET,

BFEENETIOEA

I1—H—IZ81 2 T AWS Organizations 8L TFZDT AT NTHBATR AV ZXRTITS -
HICEELEY—ERIT7I7EAFAZ2RELET, SEENEY—ERE., Y —ERICU2D
TNEO-NEZRBEREECETHAINIEHRL, I—F—CROD>TEBRXRAVZERITLE
o FHMIICOVTRE, RFIXDRD T & AWS OH—E A AWS Organizations TR T
% AWS Organizations ; Z2ZRL T EE L\,

Fai—_2J

BRFBTTIIOBEZOLEEZ O, BFEONL—Z2IJ70CAOAEZZEET S,
BIZE., BERAIEHMEBETILENL—Z200331C1. IRILAFTFEY hZERL, TR
ZEMLET, ChSDATY T %, BBRDIRETEHERYEL T, EFLZ&EILLET,

Y—EHF— L
2BOEHES FBXBENTEDL 5WIE 7 DevOps F— Lo V—EFF—LDRKT
. V7 RIITHRCSTHISRL—2 3V CRESBANBRRE hET,

U

N
FAMBFBETF L OEEMERES THEN 55, FER, Fxe. FLERAOHERERT
B2, TREMCE. RO220817FHET. BEROTREMRE, Roni, Fxex

T—RIZLOTEIERBIEN, ABRNTHEERE L, T—FEBO /A AXET VAL EICELST
BlERIETNFT,

u 122


https://docs.aws.amazon.com/vpc/latest/tgw/what-is-transit-gateway.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html
https://docs.aws.amazon.com/organizations/latest/userguide/orgs_integrate_services.html

AWS REHA X A T Essential Eight RFE IZET % AWS

RO RAY

ANE=DUT7T142 08 EN, P7UT—23 0 0BEEBRICESELEN, IV RI1I—H—

CEENSMEZE-SEAL 212V, BELOBUMZELSLEEY LABWEETT, KoL

BREAIOHEL TR, BE XDTFVA FYNITATSO0IBEFHYET,
HVRR

"R, 25RUTLSEEL,

V
N¥1—324
ANL—2ZBRALTN I A—X A ZMOLEEEZ O, BOBEHFRICOU—2T Y T %217

ST—ER—ADAXTTF 2 ARk,
N—=>3>a>bs0O-)

DR NIADOY —AD—RAORERE, EEZEFITH7OEAEY -,
VPCETUY
TSAR—KNIP7RLAZFEALTRNS 714V OEIN—FT4TTESD, 220 VPC BN

fto FFMAICOUVTIX, Amazon VPC RFIX MO TVPCETH#eEL ) Z5RBLTLKESE
(AT

fle 551

SATLOEFIVTAZBAIVINIITEREF/N—RIITOXRM,

W
DA —LFTYVIa

BMBLT IV EAETNZEHOBET—R 28NV I77Fvv> 1, F—ER—-ASVAEVA
BNYT7Fv Y2205, XAVXEVREETFAARAINSLNEEVKETHRAIMY) 2175
CENTERY,

DA —LT—23

TOERABEOERWVWT—%, COBEOTF—2Z2I0IT)IR5E. BEREEISEVIIUTE
BEHY) XA

\% 123


https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html

AWS REHA X A T Essential Eight RFE IZET % AWS

T4 ROBER

REOLI—RICMSADOETEEL TVRITOYVIL—TICHEZRITTS SQLEAK. V1>
ROBHIE. BBFHZHELLY, REOTOMEIMLEICESIVWTHOTOEICTIEATS
EVDERAVDRBICKRIUEET,

7—70—R
ESXAMEZELSTIVY—ALOD—R @EEAFT7TITr—>32NY I R7OEA
3E) DHFR,

D—D0ANI—A
BENDZAVEY NeBHTRIBIT7OSIIONNOBETIL—T . 8ED—TJARNI—LRMYT
LTVWETH, JOPT7MAOMBOT—TARNI)—LZYR—KLTVET, LEREF, R—
R72VAD—=DAN)—LR, P7VT—23 2 0BEIEMMA ., VI —T5E. SLUBT
XBTF—2OREEBHLET, R—RT7AUFD—TJARN)—LR. ChEsOREEBITT—
DANJ—=LTRRAL, Y—N—&TF7VT—232BITLET,

WORM

TWrite-Once-Read-Manyy ZZ8B L T & L\,
WQF

FAWS D—J0—REBRIL—LD—0, ZZRLTEZL
Write-Once-Read-Many (WORM)

T—RZ 1EOKAEERAEIET, TF—2DHIRPEEZH<SANL—JEF I, FEFBFKI—
H—F, BEZORLETT—REHAMBICENTERIN, EEITH LR TEXREA. D
F—RANL—PAVTTARNTIOF v, AS1—RTIERBENET,

Z

EOF4Io2AR704 b8

FOFMfEHEEZERALLRE (—BRHNICILIVITICED).
EO7 1S

KRB ATALE T RERORMELEIEE M. BRT7 IR, COLSEHEHEEZFA
LTSATLZREIZARMIBNET, ARER, F<HBOBERTHRIBEICKNERT,

4 124



AWS REHA X A T Essential Eight RFE IZET % AWS

¥O>avy ~N7OV7 b

LLM ICZAVRTOFIERFRRTZHN, RITOHA RELTRIUDHI (>3 Y b)) BRRLELV
FE. LM, BRINL—Z2 T XA DAHAEEAL TERAVZLEBITIMENH)ET, O
a3y NTOV7 hOBMMHE., RAVOEMEETOCTMNOREICL>TEREYET, TH
>avy h7OY7 b 8BRLTLSEEL,

VoETZTVT—>3y

FHEH CPU B RV XEVEARN 5% REOT7Vr—>3>, BE7O2TI7KTR, Chs
DTTVT—23a2ZRETDON—RHTT,

125



AWS REHA X A T Essential Eight RFE IZET % AWS

BREEBBRICL)RETATVER T, BREETAECBRANBERFROBTHEE, T —RELEF
BErX®256a. RERIFIBELET.

CXXVi



	AWS 規範ガイダンス
	Table of Contents
	Essential Eight 成熟度に達する AWS: オーストラリア組織のセキュリティとコンプライアンス
	オーストラリア組織のセキュリティおよびコンプライアンス
	Information Security Registered Assessors Program
	ホスティング認定フレームワーク
	AWS 責任共有モデル
	AWS Well-Architected フレームワーク

	クラウドを考慮した、Essential Eight 戦略の再解釈
	テーマの使用
	クラウドを考慮した、Essential Eight 戦略の再解釈
	どのようなサービスを利用していますか?
	どのようなデプロイモデルを使用していますか?


	テーマ 1: マネージドサービスの使用
	AWS Well-Architected フレームワークの関連するベストプラクティス
	このテーマの実装
	パッチ適用の有効化
	脆弱性のスキャン

	このテーマのモニタリング
	ガバナンスチェックの実装
	Amazon Inspector のモニタリング
	次の AWS Config ルールを実装する


	テーマ 2: 安全なパイプラインによる、イミュータブルなインフラストラクチャの管理
	AWS Well-Architected フレームワークの関連するベストプラクティス
	このテーマの実装
	AMI およびコンテナビルドパイプラインの実装
	安全なアプリケーションビルドパイプラインの実装
	脆弱性スキャンの実装

	このテーマのモニタリング
	IAM とログの継続的なモニタリング
	次の AWS Config ルールを実装する


	テーマ 3: 自動化によるミュータブルなインフラストラクチャの管理
	AWS Well-Architected フレームワークの関連するベストプラクティス
	このテーマの実装
	パッチ適用を自動化する
	手動ではなく、自動プロセスを使用する
	自動化によって EC2 インスタンスに以下をインストールする
	リリース前にピアレビューを行い、変更がベストプラクティスに準拠していることを確認します。
	ID レベルの制御を使用する
	脆弱性スキャンの実装

	このテーマのモニタリング
	パッチ適用上のコンプライアンスを継続的にモニタリングする
	IAM とログの継続的なモニタリング
	次の AWS Config ルールを実装する


	テーマ 4: ID の管理
	AWS Well-Architected フレームワークの関連するベストプラクティス
	このテーマの実装
	ID フェデレーションの実装
	最小特権アクセス許可を適用する
	認証情報のローテーション
	MFA の強制

	このテーマのモニタリング
	最小特権アクセスのモニタリング
	次の AWS Config ルールを実装する


	テーマ 5: データ境界を確立する
	AWS Well-Architected フレームワークの関連するベストプラクティス
	このテーマの実装
	ID コントロールを実装する
	リソースコントロールを実装する
	ネットワークコントロールを実装する

	このテーマのモニタリング
	ポリシーをモニタリング
	次の AWS Config ルールを実装する


	テーマ 6: バックアップの自動化
	AWS Well-Architected フレームワークの関連するベストプラクティス
	このテーマの実装
	データのバックアップおよび復旧を自動化する
	AWS Backup 成果全体にガバナンスを実装する

	このテーマのモニタリング
	次の AWS Config ルールを実装する


	テーマ 7: ログ記録およびモニタリングの一元化
	AWS Well-Architected フレームワークの関連するベストプラクティス
	このテーマの実装
	ログ記録の有効化
	ログ記録のベストプラクティスを実装する
	ログを一元管理する

	このテーマのモニタリング
	モニタリングの仕組みを実装する
	次の AWS Config ルールを実装する


	テーマ 8: 手動プロセスの仕組みの実装
	AWS Well-Architected フレームワークの関連するベストプラクティス
	このテーマの実装
	このテーマのモニタリング

	で Essential Eight 成熟度を達成するための示唆的なケーススタディ AWS
	シナリオおよびアーキテクチャの概要
	コアアーキテクチャ

	ワークロードの例: サーバーレスデータレイク
	ワークロードの例: コンテナ化されたウェブサービス
	ワークロードの例: Amazon EC2 で稼働する COTS ソフトウェア

	リソース
	AWS ドキュメント
	その他の AWS リソース
	Australian Cyber Security Centre のリソース

	寄稿者
	付録: Essential Eight コントロールのマトリックス
	アプリケーション制御
	アプリケーションへのパッチ適用
	Microsoft Office マクロ設定の構成
	ユーザーアプリケーションの強化
	管理者権限の制限
	オペレーティングシステムへのパッチ適用
	多要素認証
	定期バックアップ

	注意
	ドキュメント履歴
	AWS 規範ガイダンスの用語集
	数字
	A
	B
	C
	D
	E
	F
	G
	H
	I
	L
	M
	O
	P
	Q
	R
	S
	T
	U
	V
	W
	Z

	

