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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/step-functions/latest/dg/welcome.html
https://docs.aws.amazon.com/lambda/latest/dg/welcome.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
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External CTI data Lambda function EventBridge

AWS Cloud
vPC
%?:I AWS Step Functions workflow

~©=

GuardDuty

AWS Step Functions workflow

o—E]— o

P
&

B

AWS Network Firewall

% AWS Step Functions workflow

[[—©—

O
: &0\ {08
Route 53 Resolver
DynamoDB table Lambda function DNS Firewall

COREF, ROT—U70—2RLTVEXT,

1.

EventBridge 1 X NGFEHHICHBENE T, DA X2 ME AWS Lambda B§ZizRIEL &
CB

. Lambda B#E, AFEEH T 1 —RAHS CTI TF—RZBBLET,
. Lambda B8%kik, EUEL = CTI —242 % Amazon DynamoDB T— 7 JLICEEIAHKE T,
. DynamoDB 7 —7LICF—XZE&IAT L, Lambda BB ZHBIZIEETF—XF v 7F v AN

)—LARY NFHABENET,
TENHKEL BE. Lambda B8#(E EventBridge THL WA AR N ERHBLET, TENTD
nNEpA2EBEe, D=V 70—-RETLET,

CTIANIPF7RLALIO—RICEET SHES. EventBridge & Amazon GuardDuty D &R A N &
BEMICEH TS Step Functions D—UV 7O0—ZRBLET. &FHICOVTR, cotva>
M Amazon GuardDuty; ZZBRL T<EE V),

CTINFIPTRLAFREFERXA2LO—-RIZEET 23S, EventBridge GIL—ILTI—T7%H

BHIZCEFH T 5 Step Functions 7—2 70— L £ 9 AWS Network Firewall, FfIC DWW T
. 2OtEo>3> o TAWS Network Firewall; Z28BL T EE W\,

tFXFa1UF«4> N NO-ILOBEHL 10
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8. CTINRXA L I—RICBEET HHE. EventBridge & DNS Firewall Amazon Route 53
Resolver TRXA A NZBEEMWIZEFH TS Step Functions D—0 7O0—%=HBLET,
MIZCOVWTIE, CDtEY> 3> Amazon Route 53 Resolver ® "DNS Firewall; 228 L K&
Wo

Amazon GuardDuty

Amazon GuardDuty &, AWS 7HI N 8L D—IJO0—ROFRELBTIT1ET 1 ZHEHIC
EZRVIL, ARG EBEDLEHOFMEEXF IV T REFRZREMIZPIERREY—ERT
o CTI 74— RN, S GuardDuty BRI AN ZBBNICEHR TS LT, D7—IV0—RICTIVEA
LTVRHARMOHDERICEITDAI A NZEDENTEET, GuardDuty (& i HI N H#EEE
Z@EEHERT,

® Tip
GuardDuty & £ 4T 14 7 LA E E FTAWS Security Hub CSPM, Security Hub CSPM
. OEF1VTFT REZETEMNICEEAWS L, EF1 VT 1 EREEERANTS
IDTAACBSLTREZEFIVIITDDICKRILSEE T, GuardDuty & Security Hub
CSPM &#& 9 % &, GuardDuty DR H#ER & Security Hub CSPM IC BB ICIEEE h
£9, Security Hb CSPM &, X1V T 1 EHOSHMICChsDREBREZEEHD &
FTEERT, FMICOVTE., GuardDuty RF¥F1 XD T & D#FEE AWS Security Hub
CSPM, 2B L T &V, Security Hub CSPM Tld, HEMLEMEA L THREBEEE ISR
HOSVEFIVTA O NO—IIBEZRETEET,

IROBRF. Step Functions 7—0 70— EB7 41— RO CTI ZEA L T GuardDuty DER ') A
ZEEHITBHEZRLTVWET, Lambda A CTI O JSON ERXANOE#REZZETITHE, T—7
70—%BA 9 5 EventBridge 1 R RA' RN H—EhET,
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https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
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AWS Step Functions workflow
G)—0~ (Y ) (D)@~ ()
I I

Lambda function Lambda function Lambda function
Get threat list Update threat list Get details and update
T I I

Amazon 53 bucket GuardDuty

RRICTIHNBRIUATORATYTTY,

1.CTIAIP 7RLALI—RIZEEET B154. EventBridge (& Step Functions 7—% 7 O—% B4
LET,

2. Lambda BB ERE ') A KN ZHEB L. Amazon Simple Storage Service (Amazon S3) /N7 Y N FH
TOIORELTREESNET,

3. Lambda B8%iE. BRVARNZCTIOIP7RLADEETEHLET, Cchlcky), ERVARN
A7ED Amazon S3NT Y NZATZ T O ROHLWN—2a 2 ELTREENET, 77219
RBERFEEEThEEA,

4. Lambda B%E APl J— L& AL T GuardDuty 1 79 2— D LEEBA VTV IV A®Y
NIDZEBLET, ChsDIDs ZFEAL T GuardDuty ZF#H L., BEJARNDOFHL WV/N—
>aveEzRBLEY,

(@ Note

BED GuardDuty 1 792 —& IPT7RLAVANZEIE L TEBE NS -9, BE
TEERBA, LEN 2T, Z—TYNIRBE1DDHAZBORELZHEHLET AWS
THAIV e ThUEDFRREF., COT—I 70— 0OFED Lambda BHRTELWF—&
AFREHENTVWA CEZHBIZDILENHYUET,

5. Step Functions 7—2 70— TLET,

Amazon GuardDuty 12
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Amazon Route 53 Resolver DNS 7 7 A 7O #—)L

Amazon Route 53 Resolver DNS Firewall l&, Virtual Private Cloud (VPC) ® 7 ~/XJ > KR DNS k
ST74V08T7AINZ)ITBLRVCRFTEHINDICKILEET, DNS Firewall Tlk, CTI 7 1 —RIZ
KO2TEANEND RXATFTRLAZTOY ORI —INTI—T"ERKL EF, Step Functions
D—070—%FELT. COIL=ILTI—THSRXAMZEHNICEMS XRVHIBRLET,

ROE &, Step Functions 7—2 7O—HNER 7 1 — RO CTI Z£H L T DNS Firewall Amazon
Route 53 Resolver O RXA VD) ANZEFH IS HEZRLTVWET, Lambda BEA" CTI ® JSON
ERXANOZEHRZZETISDE, D—U 70— MBI % EventBridge 1 R KR RNUH—EhET,

AWS Step Functions workflow
O—QY () —@— ()

Lambda function Lambda function
Get firewall data Update domain list
T™ I

S

Route 53 Resolver
DNS Firewall

RRICRIHNBRIUATORATYTTY,

1. CTIANRXA > LO—RICEET SH4E. EventBridge (& Step Functions 7—2 7 O0—%ZFKBL
£7,

2. Lambda B%UE., 77 AT IA=ILDORXAVIARNTF—REREBELET, D
Lambda BB OERDOEFFMIC DWW TIE, AWS SDK for Python (Boto3) RF 1 X K
M "get firewall_domain_list; ZZBL T &V,

3. Lambda BA%dk., CTI EBBBENETF—RZFEALTRXSAMUARNZEFHFLET, O Lambda
BEHOERDOEFMIC DOVWTIE, Boto3 RF 1 X D update_firewall_domains 258 L TS &
W, Lambda B#ld. RXA > ZEM, HIBR, FLEEEMADENTEXRT,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver-dns-firewall.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/route53resolver/client/get_firewall_domain_list.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/route53resolver/client/update_firewall_domains.html
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4. Step Functions 7—27 70—RBF#&TLET,

HERENBRANTZI9T A RAZUTICRLET:

+ Route 53 Resolver DNS Firewall & QA ZFEATD & ZHEH L FF AWS Network
Firewall, DNS Firewall (E DNS RS 714 v 9% 74 )LZ1) > L. Network Firewall [&ftt®d 3 X T
DS T4 908BTAINRIVIULET,

« DNS Firewall DOV RRZEBMICTRD L zHBOLET, OJF—REZT_XFZUJL, #HIR
ENERXA DN T7PATOA=IBHTRT 714V IO RZEELIOETHEESETHAHRETIY
RO—ILZERTEET, FMIC DOV T, Amazon CloudWatch % £ L 7= Route 53 Resolver
DNS Firewall L=)LTIN—7OEZZ) T, #BBLTLEE L,

AWS Network Firewall

AWS Network Firewall &, @ VPCs ADAT— K7L TYXZR—D REORY ND—DT7AT
VA= BLRPBRARADBLOHLET—EATT AWS VJTT R, VPCOIERATRS 71V D%
JAINLRIVIL, BRETJOVITHIDOICKRIEET, BRAATIVPIVAT71—REFALT
Network Firewall L= TN —7ZBBNICEFHF IS L, ABOOZVRD—IVO—REF—RZE
BEOHDREENSRETEERT,

IROBRF, Step Functions 7—0 70— &B7 41— RO CTI ZfEA L T Network Firewall ® 1 2
LEOIL=NITIN—T2EFHITHHEERLTVET, Lambda BIEA CTI ® JSON XA D ZEi
EETTDE, D—U70—%BHA T3 EventBridge 1 R MRA' RN H—EhET,
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https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-resolver-dns-firewall-with-cloudwatch.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/monitoring-resolver-dns-firewall-with-cloudwatch.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/what-is-aws-network-firewall.html
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AWS Step Functions workflow

Lambda function Lambda function
Get rule group data Update rule group
. |

&

AWS Network Firewall

RRICRINBRIUATORATYTTY,

1.

CTIAIPF7RLAFLEGFRXALO—RIZBEET S3HFE. EventBridge [&. Network Firewall ®
IL=ILTIN—T2BBHNICEH TS Step Functions 7—2 7O—&FHBRLET,

. Lambda B8¥k(&. Network Firewall 8 J)L—I TN —FF—2&2WEBLET,
. Lambda B8%E CTI ZFERAL TIN—INIIN—T2FHLET, IP 7 RLAFXEIF RXA > ZEMN

RIEBFHIBRLET,

. Step Functions 7—27 70—RBF&TLET,

HERENDRANTZI9T 1A RAZUTICRLET:

Network Firewall (&, BEOIL—INITIN—TZ2EHBDENTEET, RXAEIPT7RLA
BIZEBOIL—ILIIN—T%2ERLET,

Network Firewall DOJSEFZ=EB/MICTH L a2B@MHLET, OIF—2ETFZXRI>VT L,
FHRENERXAVEREFIPZRLAN T77ATIx—=)ILBHTRS 71y 0%EELELDE
THREEEITIREDNO—LNEERTEERT, FHICOVWTEE, "THSOZXYRNT—TKT
74 v OO 58 AWS Network Firewalls 2B L TS E&E L,

Route 53 Resolver DNS Firewall & Ol FZFERTH & Z2H#H L £F AWS Network
Firewall, DNS Firewall (E DNS RS 74 v 9% 74 )LZR1) > L. Network Firewall [&ftED 3 X T
DRSS T4V oBTANRIILET,
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https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html

AWS BREHA A A TOHAN—BRATIVZIADOHEEF AWS
FTH—NEUF A XD ZXALICLZAHEEOEE

RELEEFIVTAARY N ERTTDHEERG, B EF1VF4O2NO—ILZRITDD
ERAUKSVWEETY, AWS Well-Architected 7L —ALAT—00EF 1T 1 OETRE., wEOX
ANTZ95F 14 A& LT, Configure service and application logging and Capture logs, findings, and
metrics in standardized locations &V ET, CcNESDRARNTTIT A RAERETDICK, 1R
REREBIL., TOEHZABNEETRESER, BENICE—THBRSHAICLAET D DICKRILDER
ZRRBRITDILENBYET,

ZDHA RTIE., Amazon Simple Storage Service (Amazon S3) ZFRAL TOJF—X%2—itd
.z HENHLET, Amazon S3 (&, AWS Network Firewall & DNS Firewall Amazon Route 53
Resolver DA OOTARNL—2ZHR—MLTVET, RIC. AWS Security Hub CSPM&
Amazon Security Lake ZfH L T. Amazon GuardDuty DR HERPZ OO EF 1T 1 DR
BRZE1DOBMIC—TILLET,

ZYRND—H KNS T4y HoOO52%

COHARD "FHHSLOCBENEEFIVTA O NO-ILOEHH, EV23 TR, &
Amazon Route 53 Resolver DNS Firewall Z £ L T AWS Network Firewall %/ /N—8R& 1 > T
SIVACTHANOXRBSZBELTSDHEICOVTHALET, chsOY—ERAOEAEOOT R
ERETD_LEBEOLET, AOVTF—REZE_RU UL, $FIRENLERXSVELEFIPTR
LA 7 7PATO#—)IBHATRZ 71V IR BLLSETHEESETAHREO NO—ILZER
TEEY,

chsn)Y—RZRETHEER, AcOOJBREMHZZEEL TSEEV, HlZEF,. Network
Firewall DOJR&E. AT—KNR7ZILIIL—=—INIZVIEETEIRT T4V IICRUTOKMERATE
£9, EORFAREFILNILRWYD, IXTORSTAVIZRAT—RN7IIIN=—ILIODUICEETS
CEEBEOHLET, EEL., JAMNZHIRTREEE. HBNFEEIDINT T4V VZERINTER
£

Network Firewall & DNS Firewall & & 55 % Amazon SSANOJREEZHYR—RNLTVWET, Ch
SOY—EAOOJVREROFBREDCHMIZIOVWTE., "THAS5O0FYND—OKRZ 714V O0OT K
AWS Network Firewally & &' "DNS Firewall DAY B NEEL 2SR L TLKEE VY, £550
H—EATE, ZFEALTAMazon SN Y NRMADOOYRERERETEETT AWS IEZI XN
V=)o
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https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_app_service_logging.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/wellarchitected/latest/security-pillar/sec_detect_investigate_events_logs.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/Welcome.html
https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/network-firewall/latest/developerguide/firewall-logging.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/firewall-resolver-query-logs-configuring.html
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TOEFIV)T A RUEHBERD—TIL AWS

AWS Security Hub CSPM i&, OtF 1) 71 REZIFEWICHEEBAWS L, EF 1) 71 E£REE
ERARNTZO9T1AICBS LT AWS REZFIMIT A DICEKILBEEF T, Security Hub CSPM &,

tF1VF4OMNO-LICBHEERTSNIEREBRZEKTEER T, £/, Amazon GuardDuty

AWS DY —EABEDMD MSHERZZITRD EETEXT, Security Hub CSPM ZERA L

T, 2, BREHYR—RNEATWVWBRH—RN—F1—HRHASOERAWS THU2 N AWS O

H—ERAEF—RE—TILTEET, HEDOFHMZDOWVWTIE, Security Hub CSPM RF I X KD
"Security Hub CSPM OEBICOWVWT, ZSBLTLKEEV,

Security Hub CSPM (Zl&, ¥ 21U T 1 BEBEOBEIEMNS T EBEICKIDBELBEEEEENT
WET, LexlE, BELIL—IILEZFEFALT, EFIVTAFIVINRBLUEBSEICEESRERE
REBHBWICEHR TEE T, Amazon EventBridge L DIFEEEFERAL T, BENRERERANOEHEG
BERWBIDEETEET, FHFMIC DOV T, Security Hub CSPM R¥F 1 X k@ "Security Hub
CSPM NixHERZBEHNICEEL TAETE, ZSRLTLEEL,

Amazon GuardDuty ZEA T 35BS k. REFERZ Security Hub CSPM ICEFET DR SIC
GuardDuty ZFRETD EZHEH L E T, Security Hub CSPM i&, EF 21U FT 1 EHEIODHTIC Z
NSORBREBERZEHDENTEET, FMICOVTIEE, GuardDuty RFIAX KD T EDHE
AWS Security Hub CSPM, ZZBL T EE V),

Network Firewall & Route 53 Resolver DNS Firewall D5 T, OJREFEITZI XY RNT—I KT
TAVIDSHARLBREERZERTEE T, Amazon Athena Ik, =% SQL Z#H L T Amazon
S3TCTF—REEBEINMIZDDICRIODOHEFEO VIV —EATT, Amazon S3 DOT &ZAF +
VL, BETZTF—R2EHMHETH I % Athena TERTEE T, FIBEICDVWTIE, Athena R
FAXMO "EBAE) EZRLTKEE W, RIC. AWS Lambda BA%zFEAL TEET SO
7 — &% AWS Security Finding 23 (ASFF) ICZ#: L, %R % Security Hub CSPM ICIAfETE &
T, Network Firewall #* 5 Security Hub CSPM OB EZERICOT F7F— X ZZ# 3 % Lambda BH D
BlZERIZRLUET,

Import { SecurityHubClient, BatchImportFindingsCommand, GetFindingsCommand } from
"@aws-sdk/client-securityhub";

Export const handler = async(event) => {
const date = new Date().toISOString();

const config = {
Region: REGION
i
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https://docs.aws.amazon.com/securityhub/latest/userguide/what-is-securityhub.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-providers.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
https://docs.aws.amazon.com/securityhub/latest/userguide/automations.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/guardduty/latest/ug/securityhub-integration.html
https://docs.aws.amazon.com/athena/latest/ug/what-is.html
https://docs.aws.amazon.com/athena/latest/ug/getting-started.html
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-findings-format.html
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const input = {
Findings: [
{
SchemaVersion: '2018-10-08',
Id: ALERTLOGS3BUCKETID,
ProductArn: FIREWALLMANAGERARN,
GeneratorId: 'alertlogs-to-findings',
AwsAccountId: ACCOUNTID,
Types: 'Unusual Behaviours/Network Flow/Alert',
CreatedAt: date,
UpdatedAt: date,
Severity: {
Normalized: 80,
Product: 8
.
Confidence: 100,
Title: 'Alert Log to Findings',

Description: 'Network Firewall Alert Log into Finding - add

top level dynamic detail',
Resources: [

{
/*these are custom resources. Contain deeper details of your event
here*/
firewallName: 'Example Name',
event: 'Example details here'
}
]
}
]
};

const client = new SecurityHubClient(config);

const command = new BatchImportFindingsCommand(input);
const response = await client.send(command);

return { statusCode: 200, response };

i

Security Hub CSPM ICHE#HZMBL TEEITZ2EHONEZ—2 ., B4OESZAZ—XICL2T
BRVET, EHNBATD 1-I)ITF—RZ%EITIHENf HBHFEE. EventBridge ZHEAL T
Z7OtAZHBRTEER T, FHROEBMFICTZ— M Z2ZETSHHESEIE. Amazon Simple Notification
Service (Amazon SNS) ZFHATE X T, cOT7—FTIFVILEZLDAEEN BB H, EDXR

TRAER/ETRSICENICHBEIADCENEETT,
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https://docs.aws.amazon.com/sns/latest/dg/welcome.html
https://docs.aws.amazon.com/sns/latest/dg/welcome.html
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AWS EF1VUFAF—BREMOI O R—T 54 AXF—R2DEKEE

Amazon Security Lake &, i&@Ehiz LY —RN—FT 1 —OHF—ERLSOEFI1 VT (BE
nOY AWS O —E R t'f/\“/l\v_'“ 9@”2%&@5”[3'(‘?—3?33 . REELTVIT—>3
VOBREZENAZRIAATED LD —BZDTATHAVIINEBICERIBEET, Security Lake
(. BVIAATET—R%& Apache Parquetﬁ/ité:OCSF (OCSF) E HIFhBBEDOF—T VY —ARA
F—VNICEBLET, OCSF HR—KIZ&KV), Security Lake l& OEF 1) F 1 F—REBEVWIY
B—TFAAXEFIVFATF—RYV—AZEHRILAWS L, #HAEDLEET, LD AWS OH—E R
XRH—RN—FT 1 O —E AN Security Lake ICRTFENTVRTF—REYTRAISA4TLT, 41~
STFVRRBREFIVTATF—EOMETIENTEERT,

Security Hub CSPM A SR 2 2595 K5 (C Security Lake ZFRETE X T, cOHKEET I T/
TTBICE, A —ERAZEBRICL, Security Lake @Y —2A & L T Security Hub CSPM %
EMT32BENHYET. ChSsOFIEEET I5 &, Security Hub CSPM [F X TOREZER %
Security Lake ICIAfE L ® £ 9, Security Lake (&, Security Hub CSPM O HERZ HBMICE
BILL., OCSF ICZH# L £, Security Lake Tlk. Security Hub CSPM OB EFEREZFERA T YT
ARVTAN—% 1 ALLEBMTEET, FHMICDOVWTIE, Security Lake RFIX KD T E DS
AWS Security Hub CSPMJ 2B L T EE V),

RO EYE AWS re:Inforce 2024 - Cyber Threat Intelligence Sharing on AWS Tk, Security Hub
CSPM & Security Lake DS ZEAL T CTI ZHETIHZEICODVWTHBALET,

CTIZEEIZI1-"FT1HBETS

HAN—BRAVTFISIVACT)EEETZAII-F(REE, CTI2ZHTWAIAI1 =54
ERUTY, EEL, HEEZEXIEETEFRT, flAF, BOYA/N—tF1UF1E 52—
RIFEREESIMTEZ— (ISACs) B E, EHTEDIBNT-ERFIMMEEALBTITD L zBIRTE

£9, BER, BEROBBHISOBERET—I TR LT, CTIZRARICEHBLTEEITSZ LT

T BRAVTIDSIVATZYRNTA—LE, BEOT71—REHXBTE1-0HD API EEZ2EE

LET,

BEIZIZTAAOCTIOEERK., FHHAMNO—ILERENT NO—ILORELREFICTT
bhEd, O Z2EALT, EF1VFAARIRNZRBIILET, R, IRVNEREFERZ—
kLT, OEF1VF1HFHOBEZ ITEXC<KBETEDISICLETAWS THI K, D
B, YAN—TFIVANBZEDEF IV T4 F—LN, MEOHZIBERZHFETEETT, ICTTICH
RN BH S =8 AWS Security Hub CSPM, Ch s DBREZER%Z JSON X STIX BEDERT 1 —
RTHEAENDERICERTEET, KIS, CTIZ7A—R7Z7ONAA—IZREELET, BRI
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https://docs.aws.amazon.com/security-lake/latest/userguide/what-is-security-lake.html
https://docs.aws.amazon.com/security-lake/latest/userguide/aws-integrations.html#securityhub-integration
https://docs.aws.amazon.com/security-lake/latest/userguide/aws-integrations.html#securityhub-integration
https://www.youtube.com/watch?v=ufNNHBPPjQU
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TOSIVATZY N7 =L, BELECTI ZEVYiAH, BERILL, BRAELET, TOHE, CTI
BRWEBEIZIIZTAEHBEIET,

RORIE, AWS O —ERX ZFEALTCTI ZEKL, Y4 /N—tF1 )T 1 #EXZTOMOT
SAZTFAXN—ZECERIZIIZT 1 EH-HBETRHEERLTVET,

AWS Cloud
Security tooling account orkluad account
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