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e. [RE]ZEBRLZET.
6. ¥(TFITATAVARVAT—TLT, 41 VAZVAORER ERTENE

5 ) Ready for activation
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- BEEERY) 4 AJAEA Amazon One N1 ADAVAR—=)L
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TOERAODAY MO—-LRERFBEE, AODVR—FKV NTHEBREINET,

siapeay

Badge Scanner
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ZEATZFEOFMIOVWTRE, IMI—HY—HA RO IAMTORI>—ET I LAFHA 25
BLTSEZW,

c IAMARUS —TRHBEFEALTT IV LAZESICHIRTS -RUS—IZE&HZEMLT, 7o 3
RV —=AANDT I EARAEZHBRTEET, LexE, RUS—FH{ETELT, IXTOUII
AR%ZESSLEZFALTEETIRDICEETEET, HEEFEAL T, Y—ERTIZ3aUN &
ENBED #BLUTHEAZTNATVREEICAWS OH—E R, Y—ERATI>3a > AOT7ItA
ZFATBHE&ETEET CloudFormation, IOV TR, IAM 1—%—% 4 K @ IAM JSON
R —BRZH ZSRBLTLSEEV,

c IAMT7OEAT A4 — ZFEALTIAMAR) > —&ZRKRIIL, R THRENSIERZHERTS -
IAM 7 OB ATF+Z4H— &, FREIOCBEFORI—ZRIAL T, RUZ—HN IAM KR —
S (JSON) BELU IAM DRARNTZIOT A AICERTDELSICLET, IAMTIOEART 54
H—F 100 ZBABDRI—F IV IO ELEANGHEREEZRMHL, T2 THRENERUD —0
ERZEYR—RNLET, FHMICOVTE, IAM I—%—HA R @ IAM Access Analyzer TR 1)
T—%ZAT D ESRLTLEEY,

« ZEZRFRF (MFA) Z2ERTD -TIAM1—Y—FLRII— N1 —2ZRXEBETRFTIVIND
PBERFAWS THIUN, MFAZAICLTEFIVT 1 258{LLET, APl ARL—> 3D
FHEOPEHENDEZICMFA ZRXEICTDICE, RUZ—IC MFAZGZEMLET, FHAICOV
T, IAMIA—5—HA R OMFA ZERLEZEBAPI 7O A ZSRL TS EZL,

IAM TORARNT ST 41 ADFEMIZOVWTR., AMIA—F—HAROIAMTOEFIUT 1 OX
ARNTZO0T 1A ZZRBLTLSIEZL,

Amazon One Enterprise 1>V — L O fEH

Amazon One Enterprise A2V —)LICT VA TBICE. ZRPBROTIVEAFITOLEY NHAIBRET
To CNSOTIEAHFFIZKY), O Amazon One Enterprise JY — ANl E —BERRTB LUK
RCEXRTAWS THI UK, RIBYBELBHFTRY EFHRIELVWT AT TATAR=—ADKR
S—BERTDE, TORV—EFEOIIVTFA4T4 (A—¥—FkEO-)ICHLTa>VY-=I
FERLEERYICHELEEA,

AWS CLI £7zl& AWS APl 04 ZHUOHTI—H—ICk, SFPAROOAVY LTIV EAFAZNE
TRIBEBERFHELEA, KDYIZ, EITLESELTVBR APIARL =23 VII—HIBDT70>3
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I—H%—&0O—)LA" 5| Z#Z Amazon One Enterprise 1V —IILZFERATEDLSICTBICEK, T
>~ T 47 4 |Z Amazon One Enterprise ConsoleAccessE izl ReadOnly AWS Y x— RiR S —
ETRYFLET, I OVWTEE, "ITAMI—Y—HA R, O "1—H—AOTF7 I EAFANIE
ny 22RLTEEL,

B OH#ROXRTZEZI—F—ICFHATS

COBITE, A—HF—TFTATFUTATACTRYFENIEAVTAVELTIZR—I RRUZ—DFk
REIAM A—H—CHATRIRI—OERGEERLET, cORUZ—CF, IVVY—IT,
T AWSCLI £zl AWSAPI ZEALT7TOJZATIOT VAV EETTRT UV EAFHA
FEEFIhTLET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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CreateDevicelnstance

GetDevicelnstance

UpdateDevicelnstance

DeleteDevicelnstance

CreateDeviceActivationQrCod

e

DeleteAssociatedDevice

RebootDevice

CreateDevicelnstanceConfigu
ration

VY—2A
TFNAARA ARV A

arn:aws:one:region:accountID
nstance/deviceInstanceld

TNARA AR A

arn:aws:one:region:accountID
nstance/deviceInstanceld

TNAAA ARV A

arn:aws:one:region:accountID
nstance/deviceInstanceld

TNAARA VARV A

arn:aws:one:region:accountID
nstance/deviceInstanceld

TFNARA VARV A

arn:aws:one:region:accountID
nstance/deviceInstanceld

TNAAA ARV A

arn:aws:one:region:accountID
nstance/deviceInstancelId

TNAARA VARV A

arn:aws:one:region:accountID
nstance/devicelInstanceld

TINAARA 2 AR ADRTE

:device-i

:device-i

:device-i

:device-i

:device-i

:device-i

:device-i
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APIT7o>3> VY—2A

arn:aws:one:region:accountID :device-i
nstance/deviceInstancelId /configuration/version

GetDevicelnstanceConfigurat ~ /N1 A4 VAR ADERE

o arn:aws:one:region:accountID :device-i

nstance/deviceInstancelId /configuration/version
CreateSite 4k

arn:aws:one:region:accountID :site/siteId
DeleteSite Y4k

arn:aws:one:region:accountID :site/siteId
GetSiteAddress T4k

arn:aws:one:region:accountID :site/siteId
UpdateSite VA

arn:aws:one:region:accountID :site/siteId
UpdateSiteAddress H4 b

arn:aws:one:region:accountID :site/siteId

CreateDeviceConfigurationTe ~ F*/NA ARRET 7L —h

mplate
arn:aws:one:region:accountID :device-configuration-templ

ate/templateld

DeleteDeviceConfigurationTe ~ 7*/NA1 ARRET 7L —h

mplate
arn:aws:one:region:accountID :device-configuration-templ

ate/templateld
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ate/templateld
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arn:aws:one:region:accountID :device-configuration-templ

ate/templateld
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2ELET,
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IR

AM 1—%—, JI—7, RU>— FOEAHFAOEROFHFMZDVWTR., "IAMI—H—7A
Ry O "SI0 IAMI—Y—EBETIN—TOEHR $R T 7O AEE, 22RBLTEE
W,
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AWS BEEERD)S —F, L2 THERBIVOPEEETNZAZRT7OVKRIS—TT AWS, AWS
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BEOT VAT AZNAELBVEEN HHEICEBELTKEZY, I—AT—ARICEEOHAZ
N—EER)—ZERLT, TVEAFAZRVIAC L ZHEBOLET,

AWS BRI S —TEBENTVWRI TV EAHAREETEREA NNAWS YR—TJ RRUS —
TERBENETIVEAHFATAWS ZEFHTHE, RUZ—HFTRYFERATVWRINTOTIUIN
LIDA—Y—, -7, O-L) CREBLEXT, AWSF, HILLW AFEBBEZhDH. #FHL W API
ARL—232 AWS DY —ERAABREFEOY—EATEATED RS ICHE2ILEEICL, AWS Y XR—
SRRV —ZEHMIDARMIE<ENET,

FHECOVTE, TIAMI—"Y—HA R, O TAWS NZR—I RAKRUZ— ;) 2ZRLTSEEL,

AmazonOneEnterpriseFullAccess

DR —IE, TNXTO Amazon One Enterprise VY —AEFARL =23 AT I EAZHT
ITHRIERT IV EAHFTEZNAFELET,

one:* Amazon One Enterprise DI X TNDFT I AV ERTTEET,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "FullAccessStatementID",
"Effect": "Allow",
"Action": [
"one:*"
]I
"Resource": "*"
}
]
}
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AmazonOneEnterpriseReadOnlyAccess

DRI —I&, TNXTOH Amazon One Enterprise VY —RAEARL =2 a2V ICHRAIBRYWVERT Y
EAFAZRELET,

one:Get* Amazon One Enterprise Y —AZHWEBLET,

one:List* Amazon One Enterprise VY —A%Z—EBXRLET,

JSON

{
"Version":"2012-10-17",

"Statement": [

{
"Sid": "ReadOnlyAccessStatementID",
"Effect": "Allow",
"Action": [
"one:Get*",
"one:List*"

1,

"Resource": "*"

}
1
}

AmazonOneEnterpriselnstallerAccess

ORI =G, REENETFNAARA VARV ADT 7T 4R—>32 QRI—RZERL THE
BEOHARNTTFNARET VT ATHTEBDLSICTS, FIRFEORAMBRVEEAKT I
AFAZENELRT,

one:CreateDeviceActivationQrCode QR d— RZER L TFNA AETIOT1 T TEE
9,

one:GetDeviceInstance Amazon One /N4 AA VARV AICE T3 EHEMBTEET,
one:GetSite Amazon One Enterprise 4 NCBIT 2 1BHEMBTEE T,
one:GetSiteAddress Amazon One Enterprise 4 NOYEBT RL AZEEBTEET,

one:ListDeviceInstances Amazon One F/NA AA VARV A —EXRRTEEXT,
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one:ListSites Amazon One Enterprise Y4 R Z —EBRRTEET,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "InstallerAccessStatementID",

"Effect": "Allow",

"Action": [
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"Unsuccessful Enrollment",

"Unsuccessful Un-enrollment",
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"version": "Q",

"id": "51e022b4-7ce6-34e0-264b-370948fc1123",
"detail-type": "Some Alert(s) Cleared",
"source": "aws.one",

"account": "123456789012",

"time": "2025-07-17T19:32:427Z",

"region": "us-east-1",
"resources":
[
"arn:aws:one:us-east-1:123456789012:devicelnstance/F5JRte5Jz21Tgx"
1,
"detail":
{
"version": "1.0.0",
"data":
{
"clearedAlerts":
[
{
"statusCode": "USBDisconnected",
"reportedAt": "Thu Jul 17 19:32:42 UTC 2025"
}
1,
"currentAlerts":
1,

"currentAlertsCount": 0,

"assetTagId": "0Q000123456",

"deviceInstanceName": "device_name",

"siteName": "site_name",

"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
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"version": "Q",

"id": "@7af4893-ef9f-965a-d245-3f0c8bd3c123",
"detail-type": "New Alert(s) Detected",
"source": "aws.one",

"account": "123456789012",

"time": "2025-07-17T19:26:58Z",

"region": "us-east-1",
"resources":
[
"arn:aws:one:us-east-1:123456789012:deviceInstance/12345678901234"
1,
"detail":
{
"version": "1.0.0",
"data":
{
"newAlerts":
[
{
"statusCode": "USBDisconnected",
"reportedAt": "Thu Jul 17 19:26:58 UTC 2025"
}
1,
"currentAlerts":
[
{
"statusCode": "USBDisconnected",
"reportedAt": "Thu Jul 17 19:26:58 UTC 2025"
}
1,

"currentAlertsCount": 1,
"assetTagId": "0Q000123456",
"deviceInstanceName": "device_name",
"siteName": "site_name",
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"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
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"version": "Q",

"id": "ebecea28-dd60-5061-29f8-dfbc902f4123",
"detail-type": "Some Alert(s) Cleared",
"source": "aws.one",

"account": "123456789012",

"time": "2025-07-17T18:28:237",

"region": "us-east-1",
"resources":
[
"arn:aws:one:us-east-1:123456789012:deviceInstance/12345678901234"
1,
"detail":
{
"version": "1.0.0",
"data":
{
"clearedAlerts":
[
{
"statusCode": "NetworkDisconnected",
"reportedAt": "Thu Jul 17 18:28:23 UTC 2025"
}
1,
"currentAlerts":
1,
"currentAlertsCount": 0,
"assetTagId": "0Q000123456",
"deviceInstanceName": "device_name",
"siteName": "site_name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
}
}
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"version": "0Q",

Ilidll:

"ebecea28-dd60-5061-29f8-dfbc902f4123",

"detail-type": "New Alert(s) Detected",

"aws.one",
"123456789012",

"source":
"account":
"time":
"region": "us-east-1",
"resources":

L

"2025-07-17T18:28:2372",

"arn:aws:one:us-east-1:123456789012:devicelnstance/12345678901234"

1,
"detail":
{

"version": "1.0.0",
"data":

{

"newAlerts":

L

"statusCode":
"reportedAt":

]I

"currentAlerts":

L

"statusCode":
"reportedAt":

1,

"currentAlertsCount":

"NetworkDisconnected",
"Thu Jul 17 18:28:23 UTC 2025"

"NetworkDisconnected",
"Thu Jul 17 18:28:23 UTC 2025"

1,

"assetTagId": "0000123456",

"deviceInstanceName":
"siteName":
"siteArn":

"device_name",

"site_name",
"arn:aws:one:us-east-1:123456789012:site/12345678901234"
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M DOVWTIE, TCloudTrail userldentity TL Xk ZSBLTLSEEV,
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FRLAIL &, BBELE Amazon S3NT Y MCARY N EZOT77A4IIELTEIETD LD IZER
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAKDBGOAT6C2EXAMPLE:J_DOE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/J_DOE",
"accountId": "123456789012",
"accessKeyId": "AKIALAVPULGA71EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDAKDBGOAT6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
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"userName": "Admin"
I
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-10-11T06:28:04Z2",
"mfaAuthenticated": "false"
}
}
},
"eventTime": "2023-10-11T07:19:09Z2",
"eventSource": "one.amazonaws.com",
"eventName": "CreateSite",
"awsRegion": "us-east-1",
"sourceIPAddress'": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",
"requestParameters": {
"name'": "**xx",
"description'": "***",
"address": {
"addressLinel": "***",
"addressLine2": "#x*",
"addressLine3": "*x*",
"city": "EXAMPLE_CITY",
"postalCode": "12345",
"countryCode": "EXAMPLE_COUNTRY",
"stateOrRegion": "EXAMPLE_STATE"
},
"clientToken": "abcl2d34-567e-8910-1112-12fghi@jk131"
},
"responseElements": {
"stateOrRegion": "EXAMPLE_STATE",
"createdAtInMillis": 1697008749263,
"city": "EXAMPLE_CITY",
"countryCode": "EXAMPLE_COUNTRY",
"deviceInstanceCount": 0,
"postalCode": "12345",
"name'": "**xx",
"description'": "***",
"siteId": " abCdefGl2hijkL",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/abCdefGl2hijkL",
"tags': "F**V
I
"requestID": "labcd23e-f4gh-567j-k1lm8-9np01q2341r56",
"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": '"Management"
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one:GetWidget 7V A A ZE > TV HBVESICRETZIENTT,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
one:GetWidget on resource: my-example-widget

CDIF/E. one:GetWidget 7O A EAL Tmy-example-widget VY —ANDT I tA%
FATBDRSIC, mateojackson I—HF—DRV —ZEHIBIXLENf BV ET,
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Amazon One < (@ Device Instance PentesterDI6-SUSPECTED_DEVICE_MOVEMENT_FROM_ACTIVATION_SITE_TEST is locked due to extended Inactivity
Enterprise Device exceeded maximum offline time. Confirm or update device location to remediate.
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