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el
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RIS —ICBETBIRANTSI9F14 A

ID R—ADRI I —F, I—HF—OFTHD> NTHNDAH Amazon One Enterprise UV — A& ERK,
TOtEA, FERBHIBRTEDESHZERELET, chEDT IV ERTITDE, AWSTAHY
VRNCHRENRETDAEMNBYET, PTATUTATAR—AR) I —ZERLYREL 2V)
TRRICKEK, UATOHA RTAEHBEFICH > T EEL:
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TRIBERFHYELEA, KDYIZ, EITLELSELTVBR APIFARL =23 VII—HIBDT70>3
VDHINDT IV EANFAECNET,

JI—H¥—&O—)LAEl & £Z Amazon One Enterprise 1YV — )L &2 EATESZXSICTBHICEE,. T
>~ T 47 4|2 Amazon One Enterprise ConsoleAccessE izl ReadOnly AWS Y Zx— RR S —
ETRYFLET, FHICOVWTRE, "TAMI—HY—HA R, O "I —-ANOT7 I EAFANIE
ny 22RLTEEL,
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FIZE AWS CLI £zl AWS API ZFEALT7OTJZATIOT V232 2RTIBT IV EAHTA

FEEIATLET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"one:Get*",
"one:List*"

1,

"Resource": "*"
}
]
}

CDRIVD—AT—RXV KD Effect BET, 723N FUENhBIHIEEEhIHL %
BELET, Action BEICEF, I—H—ICkDETEFAITIRENDTV>a>aEELE

9, Resource BEXEICKE, ThonT7o>2ara1—H—NRTITI2HROD AWS VY —AZEEL
F£ 9, Amazon One Enterprise 7 723 ADT VA Zz#HIT BRI —DFE. ResourceE
FZREICICREEAET, chlE* "TIXTOVY—RA, 2ERTDVAILRA—RTT,

Action BEENEFR, Y—EARNYR—RNTSAPIHIZHBELTWET, 7o 32k, Amazon One
Enterprise 792232 SBL TV & ZE R Tconfig: I FEBICHFTShET, KROHFIC
RIKRSIC, * DM RA—RXF%Z Action BERTHEATEET,

« "Action": ["one:*DevicelInstanceConfiguration"]

chiZ k), Devicelnstance, (GetDevicelInstanceConfiguration, ) TEHLDINTO
Amazon One Enterprise 7 7> 3 FeFaJE E 9 CreateDevicelnstanceConfiguration,

« "Action": ["one:*"]
—hiZ k'), Amazon One Enterprise DI XTOT I IV HFFATENETTH, LD AWS H—E
ADT O aAVEEFTEhER A,

° ||Actionl|: [ll*“]

chilCkY), IXNTOAWS 7o a>rHFFaEnET, COTIEAFARE, FTHOMD
AWS EEEZEEL L TEETZA I —ICEHLTVWET,

A HVYBEAKRD S —E, CreateDevicelInstance, . UpdateDeviceInstanceZ&ENT Y
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B L TL & WAmazon One Enterprise D793, DY—A, BLUEHF—,

Amazon One Enterprise N\O 7 )L T UVt A

RDFIE. Amazon One Enterprise N\D 7 )T VA ZHFATHRI—ZERLTVET, Chilk
V). INT® Amazon One Enterprise 7 7> 3V ZRTITB TV EAFAN 1—H—ICF5EhE
CB

/A Important
CORYS—CE2T, BEBT I LAFFTENES., JLT7 I ERENETRHICET
BNROT 7 EASTASEBEL, BBECSUTEMO T I EARTENETD L 2R
LTLKEZV, COFER, BRETIVEAHANSHHBELT, BTTINZEZRLSTB LY
£ELZL2TY,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"one:*"
1,
"Resource": "*"
1,
]
}
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JY—=ALRILOT O 2AFAZHR—MLET, DFV . HBED Amazon One Enterprise JL—JL
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API7OY3aVERLTVET, FF I3V THR—RENBUY—REZTOARN LDVTER
BLTWET, ARN OEER, EREUY—XIDZEETEARL (LEKEV)BEABLL, SR
IC* DA RA—REZFERATEXRT,

/A Important

Amazon One Enterprise L—JL API 79> 3> ZOT—7IIICVARERTVWEVEE,
DY—=ALRILOT UV AFTEHR—MEhEE A, Amazon One Enterprise JL—ILT7 &
2AVHFVY=ALRILOT OEAFTZHR—NLTVWEBEVEGR, 7OV 32 &EAT
P77 ELAFAZI—H—ICRETEEITYN., RUZ—AT—MXVRNOUY—RERIC*

ZHEETIHENHET,

APl 73>

CreateDevicelnstance

GetDevicelnstance

UpdateDevicelnstance

DeleteDevicelnstance

CreateDeviceActivationQrCod
e

VY—2A
TFNAARA ARV A

arn:aws:one:region:accountID
nstance/deviceInstanceld

TNARA VARV A

arn:aws:one:region:accountID
nstance/deviceInstanceld

TNAARA ARV A

arn:aws:one:region:accountID
nstance/deviceInstanceld

TNAARA ARV A

arn:aws:one:region:accountID
nstance/deviceInstanceld

TFNARA ARV A

:device-i

:device-i

:device-i

:device-i
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APl 73>

DeleteAssociatedDevice

RebootDevice

CreateDevicelnstanceConfigu
ration

GetDevicelnstanceConfigurat
ion

CreateSite

DeleteSite

GetSiteAddress

UpdateSite

VY—2A

arn:aws:one:region:accountID :device-i
nstance/deviceInstanceld

TFNARA ARV A

arn:aws:one:region:accountID :device-i
nstance/deviceInstanceld

TNAARA ARV A

arn:aws:one:region:accountID :device-i
nstance/deviceInstanceId

TINAARA AR ADKRE

arn:aws:one:region:accountID :device-i
nstance/deviceInstancelId /configuration/version

TNAARA AR ADHRE

arn:aws:one:region:accountID :device-i
nstance/deviceInstanceld /configuration/version

Y4 b
arn:aws:one:region:accountID :site/siteId
A
arn:aws:one:region:accountID :site/siteld
H4~
arn:aws:one:region:accountID :site/siteId
PR

arn:aws:one:region:accountID :site/siteId
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APl 73>

UpdateSiteAddress

CreateDeviceConfigurationTe
mplate

DeleteDeviceConfigurationTe
mplate

GetDeviceConfigurationTempl
ate

UpdateDeviceConfigurationTe
mplate

)YJ—=A

4k
arn:aws:one:region:accountID
TINAARET>7L—b

arn:aws:one:region:accountID
ate/templateld

FINA RRETVTL—h

arn:aws:one:region:accountID
ate/templateld

FINA ARET VT L—h

arn:aws:one:region:accountID
ate/templateld

FIN A ABEF 7L —h

arn:aws:one:region:accountID
ate/templateld

site/siteld

:device-configuration-templ

:device-configuration-templ

:device-configuration-templ

:device-configuration-templ

PIZE, BEDIL—ITHREDI-—H—ICHIM) T IOEAZHALT, EEAKXT IV EAZERT

BELET,

RAIOR) S —Tlk, $EEL Iz AWS Config JL—)LGetSiteT B EDFHEARMY) 7 o> a2 z)—)

CEFALERT,

"Version":
"Statement": [
{
"Sid":
"Effect":

"2012-10-17",

"VisualEditor@",
"Allow",
"Action": [

"one:GetSite",

"one:GetSiteAddress
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iF
"Resource": [
"arn:aws:one:region:accountID:site/siteId"

]

2FB ORI —T, BEDI—ILIZXT S Amazon One Enterprise L —ILDEZEAK TV 3
vEEBLET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "VisualEditorQ",

"Effect": "Deny",

"Action": [
"one:DeleteSite",
"one:UpdateSiteAddress"

]I

"Resource": "arn:aws:one:region:accountID:site/siteId"

}

JY—=ZALRILOT O AF 2 EHTSE. Amazon One Enterprise JL—JL API 702 3 > ICxt
LTREDTIVIIAVERTIBDEODOHMMMY T IV EAZHAL, EERAAT IV LAZERTESR
CB

S EWIINE

IAM 1—%—, JI—7", RUI—, POLAFATOEROFMCOVWTEK, TIAM I—H—F4
R, O THIO IAM I—HY—EBEBEITI—TDERL BXRT "7OLAERE, #5RBLTLKESE
Wo
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Amazon One I—%—HA KR
AWS BERD D —F, KL >2>TERBIVEBENDAZ RTOYRIZ—TF AWS, AWS
BEERI—E, Z<O—BOBI—AT—AIZT IV EAHFTZRETERSICHRFFETVWS -
B, I—H—. JL—7. O—LET I LAFTOE Y TEBBRTEXT.

AWS EERUZ —F, IXTOAWS BERNERATEZ O, HEDI—AT—ALHL THRND
fl‘%H‘Ed)} VEAHAZRELBVBEENHBDEICEBRLTILKEEY, I-AT—ALCEEOHAZ
EER)—ZERLT, PTOCAFAZRIAC L Z2H8OLET,

AWS BERUS —TEZEENTWA PV AR TELEECE LA, /' AWS BERUS —TES
ENETOEASETAWS 2FHTBE, RUS—HFTFRYFENTLBFTRTOTUI/NLID
(1—H—. FL—7. O—) CHBLET, AWS . FLL AWS DH—E R FREEhiE
. EFBBEEOY—ERATHLLAPI ARL— 3 VA FIATEEIC B> e IC, AWS BERL
S—AEHTDTEMNBEEEYET,

FHIOVTE NAM A —H—HA Ry O TAWS XZR—J RERD—; ZZRLTSEZ,

AmazonOneEnterpriseFullAccess

DRI —IE, TXTDH Amazon One Enterprise VY —AEFRL =23 ADT VA%
ITHIERT VAT ZNAFELET,

one:* ¥ANXT®M Amazon One Enterprise 77> 3 2 R{TTEEXT,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "FullAccessStatementID",
"Effect": "Allow",
"Action": [
"one:*"
1,
"Resource": "*"
}
]
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}

AmazonOneEnterpriseReadOnlyAccess

ORI —I&, TNXTOH Amazon One Enterprise )Y —AEFARL =23 AOFHEHIEERT
VEAFAZRELET,

one:Get* Amazon One Enterprise VY —AZHEBLET,

one:List* Amazon One Enterprise VY —A%Z—8XRLET,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "ReadOnlyAccessStatementID",
"Effect": "Allow",
"Action": [
"one:Get*",
"one:List*"

1,

"Resource": "*"

]
}

AmazonOneEnterpriselnstallerAccess

CORID—F, BEENLETFNARA AR AOTIT4R—>232 QRO—RZEKL THE
BOYARTTFNARETOTA7UTES, HIRFZEORID) B ROCEZRAKT IV EAFA =M
ELFEY,

one:CreateDeviceActivationQrCode FNA RET VT 17t 32HND QR I—REERT
EETI,

one:GetDeviceInstance Amazon One F/NA AA VAR AICE TR EHREMBTEET,
one:GetSite Amazon One Enterprise 4 NCEE T 218 HEMBTEE T,
one:GetSiteAddress Amazon One Enterprise 4 NDEFZEEBETE X,

one:ListDeviceInstances Amazon One F/NA AA VARV A —ERRTEEXT,
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one:ListSites Amazon One Enterprise Y4 R Z —EBRRTEET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "InstallerAccessStatementID",

"Effect": "Allow",

"Action": [
"one:CreateDeviceActivationQrCode",
"one:GetDeviceInstance",

"one:GetSite",
"one:GetSiteAddress",
"one:ListDevicelnstances",

1)
"Resource": "*"
}
]
}

one:ListSites"

AWS Y Z—2 RR1) 2 —(CXF %S Amazon One Enterprise O E
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. Amazon One Enterprise (&
CloudWatch & BIZEE AWS/
AmazonOne T CloudWatc
h:PutMetricData ZR{TT& £
£
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Device arn:aws:one: region:accountID :device-i aws:ResourceTag/${
Instance nstance/ devicelInstanceld TagKey}

Device arn:aws:one: region:accountID :device-

Instance instance/ devicelInstanceId /configur

Configuration ation/ version

Site arn:aws:one: region:ac aws:ResourceTag/${
countID :site/siteld TagKey}

Device arn:aws:one: region:accountID :device-c aws:ResourceTag/${

Configuration onfiguration-template/ templateId TagKey}
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AWS DY —ER FRBENIAVTFATVATOATSLOEERNICHZD N ESH 2BEBTSIC
&, TdAV7SA4T72AAWS OH—ER JOJZALILRDRKEERRNI T ZAT VAL 25
BLU, BOOHBDAVTZATATOAVSLZERLET, —BWEERICOVTE, AWS
" Compliance ProgramsAssurance; 2B L T EE V),

ZEALT, Y—RN—FT 1 —OEELKR—rZEHT2O— RTEEXT AWS Artifact, FHMICDOWVT
l&. "Downloading AWS Artifact reports ; ZZBL T &L,
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FFUOFYLOZREBICOVTHBEL, EF1VFA LAV TSA T AOKEETTO(TS
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« HPAAXISH —EADUT77 LV A -HPAARBY—EAOQ—BEFfrRHEhTVET., INTO
AWS OH—E R A" HIPAA ICHIELTWB DT TRRH Y EFEB A,
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L&Ed., AWS Config
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source": ["aws.one"],

"detail-type": ["New Successful Enrollment",
"New Successful Un-enrollment",
"Unsuccessful Enrollment",

"Unsuccessful Un-enrollment",

"Successful Recognition",

"Unsuccessful Recognition"]
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« AR NI devicelnstance A1 22— Y NMZEHRE ATV EATIIEhEAZRLET,
- EETZ %{E: CONNECTED, DISCONNECTED

currentHealthStatus
« devicelnstance " TXNTOAINAF IV IICERLELESHERLET,
« IEETE B{E: HEALTHY. Critical

previousHealthStatus

« devicelnstance A" BEICF IV IENLEEZICTRNTOAILNARTFIVIICERLENESHE
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requestSource
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createdTimestamp
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c COMER. KBMUEARYNMIRRENET, ChiZE, ARV RBUEBAFf2ENE
ER
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Nev o

s FTNAADANAART—EANERCEEEThELL

s FNAADANNAART—BRANIVTAANICEEERELE
s FTNAREEN A FAVICEEEhELL

s PNAAREENFAT7F7AVIEEEEThFELL

TINAADANNAARAT —RANFERICEEEhEILLE

TFNAARITXTOANALZERL, FNAAAVAZ Y ADANILART —RARERANILAAT—
BAN S HEALTHY ICEEEh&EL I,

"version": "Q",

"id": "11232345564-96a4-ef3f-b739-b6aa5b1l93afb",
"detail-type": "Device Health Status Changed To Healthy",
"source": "aws.one",

"account": "123456789012",

"time": "2022-10-22T18:43:487",

"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
},
"data": {

"currentHealthStatus": "HEALTHY",
"previousHealthStatus": "CRITICAL",
"assetTagId": "0000195169",
"deviceInstanceName": "Device name"
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}

FINAADANILART =B ANV VT AANICEEEhELE

TINA AN N DEEDANLAFITY VICKEL, FNARA VARV ADANINART =R AN
HEALTHY #*S CRITICAL ICEEEh&EL I,

{
"version": "Q",
"id": "11232345564-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "Device Health Status Changed To Critical",
"source": "aws.one",
"account": "123456789012",
"time": "2022-10-22T18:43:487Z",
"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
},
"data": {
"currentHealthStatus": "CRITICAL",
"previousHealthStatus": "HEALTHY",
"assetTagId": "0Q000195169",
"deviceInstanceName": "Device name"
}
}
}

TINA AN A ZAVICEEENIRLE

TINAAFA2BZ—FY NZERENh, FNA AL AR AOEGEAT—X ALY
DISCONNECTED »*5 CONNECTED ICZEEEhFRL 1=,

"version": "Q",

"id": "11232345564-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "Device Connectivity Changed To Online",
"source": "aws.one",
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"account": "123456789012",
"time": "2022-10-22T18:43:487",
"region": "us-east-1",

"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],

"detail": {

"version": "1.0.0",

"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"

.

"data": {
"currentConnectivity": "CONNECTED",
"previousConnectivity": "DISCONNECTED",
"assetTagId": "0000195169",
"deviceInstanceName": "Device name"

TINARBEEAN T T ZAICEEENIRLE

TFINAADN AV Z—2Y NCEREATHEST,. FNAARA VARV ADEGAT—2 AN

CONNECTED #' 5 DISCONNECTED ICEEEh&EL Iz,

"version": "Q",

"id": "11232345564-96a4-ef3f-b739-b6aa5b193afb",
"detail-type": "Device Connectivity Changed To 0ffline",
"source": "aws.one",

"account": "123456789012",

"time": "2022-10-22T18:43:487Z",

"region": "us-east-1",
"resources": ["arn:aws:one:us-east-1:123456789012:device-instance/12345678901234"],
"detail": {
"version": "1.0.0",
"metadata": {
"siteName": "Site name",
"siteArn": "arn:aws:one:us-east-1:123456789012:site/12345678901234"
},
"data": {

"currentConnectivity": "DISCONNECTED",
"previousConnectivity": "CONNECTED",
"assetTagId": "0000195169",
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"deviceInstanceName": "Device name"
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDAKDBGOAT6C2EXAMPLE:J_DOE",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/J_DOE",
"accountId": "123456789012",
"accessKeyId": "AKIALAVPULGA71EXAMPLE",
"sessionContext": {
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"sessionIssuer": {
Iltypell: IIROleIl’

"principalId": "AIDAKDBGOAT6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",

"accountId": "123456789012",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {

"creationDate": "2023-10-11T06:28:04Z",

"mfaAuthenticated": "false"

}
}
I
"eventTime": "2023-10-11T07:19:09Z7",
"eventSource": "one.amazonaws.com",
"eventName": "CreateSite",
"awsRegion": "us-east-1",
"sourceIPAddress": "XXX.XXX.XXX.XXX",
"userAgent": "userAgent",
"requestParameters": {
"name': "***!",
"description": "***",
"address": {
"addressLinel": "#***",
"addressLine2": "*x*",
"addressLine3": "#*x*",
"city": "EXAMPLE_CITY",
"postalCode": "12345",
"countryCode": "EXAMPLE_COUNTRY",
"stateOrRegion": "EXAMPLE_STATE"
I
"clientToken": "abcl2d34-567e-8910-1112-12fghi®jk131"
I

"responseElements": {
"stateOrRegion": "EXAMPLE_STATE",
"createdAtInMillis": 1697008749263,
"city": "EXAMPLE_CITY",
"countryCode": "EXAMPLE_COUNTRY",
"deviceInstanceCount": 0,
"postalCode": "12345",
"name': "***!",
"description": "***",
"siteId": " abCdefGl2hijkL",
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"siteArn": "arn:aws:one:us-east-1:123456789012:site/abCdefG12hijkL",
"tags'": ""*xxM

},

"requestID": "labcd23e-f4gh-567j-klm8-9np0lq234156",

"eventID": "1234a56b-c78d-9e0f-glh2-34jk56m7n890",

"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "123456789012",

"eventCategory": "Management"
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