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GuardDuty i, EF IV T A LOBREHERZER TR ET., AWSIHRIBEOAT—RAZBALE
T chsSOBRBERIE, GuardDuty 1Y —I)LE k= l& Amazon CloudWatch Events THERTE &
ED

Amazon SNS REY VB KRV I RIRA NDOERE
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AWS ¥ Z— RAR1) S —: AmazonNimbleStudio-LaunchProfileWorker

AmazonNimbleStudio-LaunchProfileWorker R —& IAM 7 AT T AT AT RAYFT
EE,

Nimble Studio Builder TR E = EC2 A VARV AILZ ORI —2 T XY FL T, Nimble
Studio BB Z7’O77ANT—H—HBEETRIVY—ANOT IV EAFATZNAELET,

T ARFA O
CORIVD—IZE, ATOT IV EAHFANEENTVET,

« ds - LaunchProfile 7—A—#", LaunchProfile (ZB8E (Y (+ 5 h TS AWS Managed Microsoft AD
ICET2EEFERZRETEDLSICLET,

« ec2 - LaunchProfile 7—A—7A", LaunchProfile (2 T2 -0 tF1)F1TI)—T&HT
XY NEHREBRHTEDLSICLET,

« fsx - LaunchProfile 7—7—7#", LaunchProfile ([ZB8E(F TSN TWS Amazon FSx 7R 1) 1 —AAN
DIELIEREZRETESDLSICLET,

{
"Statement": [
{

"Effect": "Allow",

"Action": [
"ec2:DescribeNetworkInterfaces",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems",
"ds:DescribeDirectories"”

]I

"Resource": [

"y

1,
"Condition": {
"StringEquals": {
"aws:CalledVialast": "nimble.amazonaws.com"
}
},
"Sid": "GetLaunchProfileInitializationDependencies"
}
1,
"Version": "2012-10-17"

AWS Y Z—T RARUZ — 42


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AmazonNimbleStudio-LaunchProfileWorker$jsonEditor

Amazon Nimble Studio FEESHAR

}

AWS ¥ Z—< RAR1 S —: AmazonNimbleStudio-StudioAdmin

AmazonNimbleStudio-StudioAdmin RS —Z IAM TP A F T ATAICTRYFTEET,

COR)S—%, ARTAICEERITONEBEEBEO-IILTRYFLT, AXDHAEBREICEEN
(75 L /= Amazon Nimble Studio Y —AB R Z MO Y —EADBEETZ AR A )Y —ZAAD
TOEAHFANZNFELET,

T AR O
CORIVD—IZE, ATOT IV EAFANEENTVET,

« nimble - StudioAdmins (2 & 2 TEEE 1= Nimble ') Y — A Studio I—H—OTF7 OVt A%Z5FHA
LET,

© $S0- AR AA—H—IZ, AZTZHAAOHDI—Y—FORREZFALET,

« identitystore - AR A 1—F—IZ, AXZFRNOMBOI—HF—BORRZFITLET,

« ds - Nimble Studio A" A& < 7 AWS Managed Microsoft AD ([CBEFFsn ik ([CRED—I AT —
2aAVEEMTEDXRSICLETD,

* ec2 - Nimble Studio T, REE Nz VPC ANDREDT—VAT—>3>2OF7RY F2FHFALET,

- fsx - Nimble Studio T, BEE 1/ Amazon FSx R 1 —AANDREBDV—IVAT—> 32 OEk%E
FHLET,

« cloudwatch - Nimble Studio T, CloudWatch XK ZAOWEBZHFTLET,

{
"Statement": [

{

"Sid": "StudioAdminFullAccess",

"Effect": "Allow",

"Action": [
"nimble:CreateStreamingSession",
"nimble:GetStreamingSession",
"nimble:StartStreamingSession",
"nimble:StopStreamingSession",
"nimble:CreateStreamingSessionStream",
"nimble:GetStreamingSessionStream",
"nimble:DeleteStreamingSession",
"nimble:ListStreamingSessionBackups",
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iy
{

iy
{

"nimble:GetStreamingSessionBackup",
"nimble:ListEulas",
"nimble:ListEulaAcceptances",
"nimble:GetEula",
"nimble:AcceptEulas",
"nimble:ListStudioMembers",
"nimble:GetStudioMember",
"nimble:ListStreamingSessions",
"nimble:GetStreamingImage",
"nimble:ListStreamingImages",
"nimble:GetLaunchProfileInitialization",
"nimble:GetLaunchProfileDetails",
"nimble:GetFeatureMap",
"nimble:PutStudiolLogEvents",
"nimble:ListLaunchProfiles",
"nimble:GetLaunchProfile",
"nimble:GetLaunchProfileMember",
"nimble:ListLaunchProfileMembers",
"nimble:PutLaunchProfileMembers",
"nimble:UpdatelLaunchProfileMember",
"nimble:DeletelLaunchProfileMember"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:SearchUsers",
"identitystore:DescribeUser",
"identitystore:ListUsers"

1,

"Resource": [

i n

]

"Effect": "Allow",

"Action": [
"ds:CreateComputer",
"ds:DescribeDirectories",
"ec2:DescribeSubnets",
"ec2:CreateNetworkInterface",
"ec2:DescribeNetworkInterfaces",
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"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems"

1,

"Resource": [

i n

iF
"Condition": {
"StringEquals": {

"aws:CalledVialast": "nimble.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": "cloudwatch:GetMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/NimbleStudio"
}
}
}
1,
"Version": "2012-10-17"

AWS ¥ Z— RAR1) S —: AmazonNimbleStudio-StudioUser

AmazonNimbleStudio-StudioUser RUS —& IMAM T AF T ATAICTRYFTEET,

CORD—AZDAHICHAEN TSN EI—Y—O—-IILICTERYFLT, ARXAI—H—ICHE
{3+ 5 i = Amazon Nimble Studio VY —AB RV ZDOMO T —EADEETZ AR A Y —AAN
DT VEAFAZFELERT,

T AR O
CORDVD—IZE, LTOT IV EAFANFEENATVET,

« nimble - StudioAdmins IZ& 2 TZEEE /= Nimble U Y —AIC Studio 1—Y—0DT7 VA%
L%,
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© 880 - AZTDAIA—H—IZ, ARZAAOMHO I —HF—BORRZFILET,
* identitystore - AR A —H—IC, AR FAAOMBOI—F—BORREFALET,

« ds - Nimble Studio /¥ A& < 7 AWS Managed Microsoft AD ([ZBE R TS i IR —9V AT —
23 ZEMNMTEDRSICLET,

+ ec2 - Nimble Studio T, FREE N VPCANDREDT—ORAFT—>23a > 0T RYFEFILET,

« fsx - Nimble Studio T, REE /= Amazon FSx R 1 —ALAANDRED—UAT—> 3> OELE%
HFALET,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"ds:CreateComputer",
"ec2:DescribeSubnets",
"ec2:CreateNetworkInterfacePermission",
"ec2:DescribeNetworkInterfaces",
"ec2:DeleteNetworkInterfacePermission",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterface",
"ec2:DescribeSecurityGroups",
"fsx:DescribeFileSystems",
"ds:DescribeDirectories"”
1,
"Resource": [
nn
1,
"Condition": {
"StringEquals": {
"aws:CalledVialast": "nimble.amazonaws.com"
}
}
.
{

"Effect": "Allow",

"Action": [
"sso-directory:DescribeUsers",
"sso-directory:SearchUsers",
"identitystore:DescribeUser",
"identitystore:ListUsers"
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]I

"Resource": [

"

"Effect": "Allow",

"Action": [
"nimble:ListLaunchProfiles"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"nimble:requesterPrincipalId": "${nimble:principalId}"

"Effect": "Allow",

"Action": [
"nimble:ListStudioMembers",
"nimble:GetStudioMember",
"nimble:ListEulas",
"nimble:ListEulaAcceptances"”,
"nimble:GetFeatureMap",
"nimble:PutStudiolLogEvents"

1,

"Resource": "*"

"Effect": "Allow",

"Action": [
"nimble:StartStreamingSession",
"nimble:StopStreamingSession",
"nimble:DeleteStreamingSession",
"nimble:GetStreamingSession",
"nimble:CreateStreamingSessionStream",
"nimble:GetStreamingSessionStream",
"nimble:ListStreamingSessions"
"nimble:ListStreamingSessionBackups",
"nimble:GetStreamingSessionBackup"

1,

"Resource": "*",

"Condition": {
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"StringEquals": {

"nimble:ownedBy": "${nimble:requesterPrincipalId}"

}
}
}
1,

"Version": "2012-10-17"
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-StudioUser - Updated
policy
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: AmazonNimbleStudio
-StudioUser - Updated
policy

AWS Y Z— RR1) S —:
AmazonNimbleStudio-
StudioAdmin - Updated

policy

AWS Y Z—2 RR1) S —

: AmazonNimbleStudio
-StudioUser - Updated
policy

AWS Y Z—T RR) S —:
AmazonNimbleStudio-
StudioUser -H# L UWRU
:/_

SHICI

B

Amazon Nimble Studio &, A
2T FAEEBEND CloudWatch
XRNJORAZRBTEDLD
ICARV—ZEHLEL I,

Amazon Nimble Studio &,
AZSAA—Y—HI—U R
T—2aVERBELCEFL
TEDELSICRV—ZEH
LEL L,

Amazon Nimble Studio &, A
BROFEBEN DD AT —

AV ERBELVEFILETE

BEOICKRIS—ZEHLE

L7z,

Amazon Nimble Studio

(&. nimble:createdBy ®
H V) (Z nimble:ownedBy
CEJSVWT, ANU—ZY
TJEv2a>VJY—ANDT
T AeZRHEMNETHATS
KSRV —ZEFHLEL
/2

Amazon Nimble Studio (&, A
2O FA1—F—ICBEERTS
nIY—RE, o —E
ADBEETRIARD A Y —
ANDT I EAZFFATS
MLWARDS—ZEMLEL
/oS

B+
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EICBESFTFSshEZVDY—A
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B

2021 4 A28 H

ShEVY—ANDTItA
ZHATHIMLLVRIS —%
EMULERL I,

Amazon Nimble Studio 2021 £ 4 A 28 H
(&. Nimble Studio #2870
J7AND—H—NHNFBEET
BDVIV—ANODT I EAZF

ATRHLVWKRU S —ZEM

LEL L,

AWS Y Zx—2 RR1) S —:
AmazonNimbleStudio-

LaunchProfileWorker -
FLWARUS —

Amazon Nimble Studio »" 2021 £ 4 A 28 H
AWS Y ZR—2 RARVS—DZE

ENEFZERHLERL I,

Amazon Nimble Studio A"Z &
DB %= B A

H—EABDEILL ZAREDRLE

BALUVEREEBRER, 27023V 2RTIBHAZRELBVICTAT4H, &V)EZOHEE
BEODIVTATAKLT I3 NRTZEBHTEDZETELDEFIUT A LOBETT., TR
AWS, H—EABOZV) FERLICKY, BEALUEREBESr RETDAEMI BV ET, T—EX
BTOBZRYIRLEF, 1 20U —EX (WTELETY—ERX) A, BOY—ERX (RTHLIRY—E
A)ZHPHIEECRETDAREMNI BN ET. FEELAY—EANREEHh, ThEADOT D
tAFAZELT, HOBEDC)Y—ACHLTERT VEAFANFNEENBINETREVETE
ERXTNITONBCENBYVET. ChEeh<E®d, AWS TR, THIZKRDUY—ANDT I+
AENREENEZY—ERATV I NLT, IXTOY—EADTF—2ZRE TSI LEHICKRIODY—
LERHELTVERT,

)Y — AR>S —® aws:SourceArn 8 & aws:SourceAccount D O—NIINEGEI TF
ARNF—%FEHL T, Identity and Access Management (IAM) A" Amazon Nimble Studio 21345
T2, DY—AANOT7 IV AHFT24IREITd & z2H8HLET, mApOJO-NILEHEO T
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FANF—ZRURV—AT—RMNX NTHERATSES. aws:SourceAccount B, B8RV
aws:SourceArn fEQORDTHINT, AUT7HTVNID ZFEATHIREN HYET,

aws :SourceArn fEIE AZ T F M ARN, aws:SourceAccount E7HTINID THRIYEND
WET. AR FE Nimble Studio LR > TERE N D12, REDFANERENDETE., AX
SAXADHNATHEIHIPZHNBDCERTERREA, AZDFZER LS, RIKWNBARXDFID %

aws:SourceArn ELTEREL ., BERVS—ZEHMTEET,

BILLUVEREBELNSREBEIDLOOREMRNEFEGE. VY—ADEL%E ARN ZIEEL
T aws:SourceArn JO—NILFHFEIAVTHFARNF—ZFERATHETT, UY—AD ARN
2HEFTHOEBE., FLEEEBOVY —AZEETHHEEICE. ARN ORAFAICTAILR

H—R ) AFVE aws:SourceArn JO—NIL AV TFANEEF— 2FEALET, Hlx

(&, arn:aws:nimble::123456789012:* £EELF T,

I RI—Y—IF, Nimble Studio R—ZIAOY A A VBICAZSFAOO—-)L25|EZHE
To AZDHREKTDE, FO—) AWS ZFREL., RUS—&ZFFHELET. &k, 1—H—
A" Nimble Studio R—ZIIICOT A > F2 LIRS — AWS ZFHMAEL £F, AR AEREFIC
aws:SourceArn ZZE IR LR TEXRREA. AZDFDERNTT LIS, aws:SourceArn
® StudioArn ZEFATEET,

RoO—I)LRD)S—B|EZTOHIE. aws:SourceArn B KT aws:SourceAccount NS O—/V)L
ZHI>TF ARNF—% Nimble Studio TEAL T, BALLEREBEZHLET S HEZERLTVE
ER

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "identity.nimble.amazonaws.com"
.
"Action": [
"sts:AssumeRole",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"aws:SourceAccount": "123456789012"

1,
"StringlLike": {
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"aws:SourceArn": "arn:aws:nimble:us-west-2:123456789012:studio/*"

Amazon Nimble Studio D7 A FoTATAETIEVADRNT T 21—
TAY

X D1ERIE, Nimble Studio & IAM OFERRICKETHAREMLEOH D, — BN EBEEOZHPBEIC
‘’RIAIBET,

NEY D

« Nimble Studio TF U a2 ZRITTRHERN L,

« iam:PassRole ZE1T9 2 #ERH L\,

s PTUOEBAFXF—ZRRIDES

- EEE L L T Nimble Studio N\OF I ERAEMO I —H—ICHFTL L,

B2 0 UHADOT—H—I(Z Nimble Studio VY—AAWS PHI N ATV EAZFALZV,

Nimble Studio T7 2> 3> &E{TTHHERN L,

TO2AVERTIBDERIBVEVSIZ—ARRENIEZBEERE., TOTIIIVERITTED K
SRV —2BEHIDHBENHVET,

ROIZ—PlEk, mateojackson IAM 1—H =NV —)IZEAL T, 5 my-example-
widget VYV —AICETHFMBERZRTLEIOELECEZEELT, TORICHKE
Znimble:GetWidget 77 L AFFAZHE > TLWAVWEEICRETZENDTY,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
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 ACTION 1: CreateStudio
 ACTION_2: GetStudio
* ACTION_3: DeleteStudio

{
"eventVersion": "Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipallID:EXAMPLE-Session",
"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UserName/EXAMPLE -
Session",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "EXAMPLE-PrincipalID",
"arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",
"accountId": "111122223333",
"userName": "EXAMPLE-UserName"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:25:49Z"

}

iy
"eventTime": "2021-03-08T23:25:497",
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"eventSource": "nimble.amazonaws.com",
"eventName": "CreateStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {
"displayName": "Studio Name",
"studioName": "EXAMPLE-studioName",
"userRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-User",
"adminRoleArn": "arn:aws:iam::111122223333:r0le/EXAMPLE-ServiceRole-Admin"
},
"responseElements": {3},
"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

"eventVersion": "Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipallID:EXAMPLE-Session",
"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UserName/EXAMPLE-
Session",
"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLE-PrincipalID",
"arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",
"accountId": "111122223333",
"userName": "EXAMPLE-UserName"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:44:25Z"

iy
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"eventTime": "2021-03-08T23:44:257",

"eventSource": "nimble.amazonaws.com",
"eventName": "GetStudio",
"awsRegion": "us-west-2",

"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {

"studioId": "us-west-2-EXAMPLE-studioId"
},
"responseElements": null,
"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": true,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

I
{
"eventVersion": "Q",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLE-PrincipallID:EXAMPLE-Session",
"arn": "arn:aws:sts::111122223333:assumed-role/EXAMPLE-UserName/EXAMPLE-
Session",

"accountId": "111122223333",
"accessKeyId": "EXAMPLE-accessKeyId",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principallId": "EXAMPLE-PrincipalID",

"arn": "arn:aws:iam::111122223333:role/EXAMPLE-UserName",

"accountId": "111122223333",
"userName": "EXAMPLE-UserName"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-03-08T23:45:14Z"

}
}
I
"eventTime": "2021-03-08T23:44:147",
"eventSource": "nimble.amazonaws.com",
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"eventName": "DeleteStudio",
"awsRegion": "us-west-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "EXAMPLE-userAgent",
"requestParameters": {
"studioId": "us-west-2-EXAMPLE-studioId"
},
"responseElements": {
"studio": {
"adminRoleArn": "arn:aws:iam::111122223333:r0le/EXAMPLE-ServiceRole-Admin",
"displayName": "My New Studio Name",
"homeRegion": "us-west-2",
"ssoClientId": "EXAMPLE-ssoClientId",
"state": "DELETING",
"statusCode": "DELETING_STUDIO",
"statusMessage": "Deleting studio",
"studioEncryptionConfiguration": {
"keyType": "AWS_OWNED_CMK"
},
"studioId": "us-west-2-EXAMPLE-studioId",
"studioName": "EXAMPLE-studioName",
"studioUrl": "https://ss0111122223333.us-
west-2.portal.nimble.amazonaws.com",
"tags": {},
"userRoleArn": "arn:aws:iam::111122223333:role/EXAMPLE-ServiceRole-User"

1,

"requestID": "EXAMPLE-requestID",
"eventID": "EXAMPLE-eventID",
"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"
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