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1. Amazon EBS &, TLS Y < 3> AWSKMS #NM LT Z#N L TKMS F—TES{LE hi-R
D1—AF—ZEEBL, R)I1I-—LXRF—REEEICESILENEF—ERELET,

2. Amazon EBS 7R 1 —ANNTI hEhd &, BELEniEAR) 1 —LAF—HFREBENET,

3. TLSAWS KMS Z5tL1- OFFOHLIE, BEE R 1 —AF—2Z2ESITRLEHICTHOIE
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L ZERITTEET AWS KMS,

// Instantiate the SDK

final AwsCrypto crypto = new AwsCrypto();

// Set up the KmsMasterKeyProvider backed by the default credentials
final KmsMasterKeyProvider prov = new KmsMasterKeyProvider(keyId);
// Do the encryption

final byte[] ciphertext = crypto.encryptData(prov, message);

OSATYRTTUT—2 3V, ROFETRATEET,

1.HLLWF—RF—OUVIITARMN KMS F—DOTTIThNET, BELEhlktTF—XF—&, F—
RE—QOTL—FTFAMNN=DIaUNFRENETT,
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XV tE—I BB TERY,

final AwsCrypto crypto = new AwsCrypto();
final KmsMasterKeyProvider prov = new KmsMasterKeyProvider(keyId);
// Decrypt the data
final CryptoResult<byte[], KmsMasterKey> res = crypto.decryptData(prov, ciphertext);
// We need to check the KMS key to ensure that the
// assumed key was used
if (!res.getMasterKeyIds().get(0).equals(keyId)) {
throw new IllegalStateException("Wrong key id!");

}
byte[] plaintext = res.getResult();
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"Description": "string",
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"KeyUsage": "string",
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REICEIZDZNSOF—0OMYBRVEROMAKICKEICEETD L E2HEBHLET, F—~X T
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IN—7H 4 R® Timporting key material; 2B L T EE WV,

ImportKeyMaterial FEO'H L

ImportKeyMaterial U I ANT, HBK ICHAEBEBESLITITIN A4 R—K
ThET, BSUENTUTILE 256 EY REABRF—THBDBENHYVET.,. ChiF.
BIED GetParametersForImport UOITARNTRENENT VY OF—%FEHL
T. WrappingAlgorithm TEEE LTIV AXLZERA L THES{LTIHXENF HVET,

ImportKeyMaterial U TANRRDOS|IHZE ET,
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"EncryptedKeyMaterial": blob,

"ExpirationModel": "string",
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"KeyId": "string",
"PendingWindowInDays": number
}
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» GenerateDataKeyPair

» GenerateDataKeyPairWithoutPlaintext

RICRT DI, GenerateDataKey VI ITARNEXTT,

“EncryptionContext”: {“string” : “string”},
“GrantTokens”: [“string”],

“KeyId”: “string”,

“NumberOfBytes”: “number”
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