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loT Core A" CloudWatch & &
BELTXRNVORETS—L4A
ZERRT B HEDOFMIC DOV
Tk, CloudWatch ZfEH L
TAWS IoT 72 —LE XK
DARAEREZRV VY% %5
BLTLSEZL,

NZTNZa1—F42T

COtEU>3a> T, FleetHub DEBEE L TRHBEEZBRTZOICKRIDNT TN 1—FT 12T
BHE, ZEABIHWAREZRLTVET,

R Jyii—->3ar

DITTFTVT—2320V2 0N BELERE T7UT—232z2ERLTHAS Y2 UH #iE
Ao TRETICE. BREEANDEENBYET,

NSTNa—F42Y 9


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
https://docs.aws.amazon.com/iot/latest/developerguide/monitoring-cloudwatch.html
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AR

NIJFFUS—avicOd 4 TEEE
Ao

DITJTTIVT—3a B ERTELRE A,

BEENDNARLT A —I)LRARTRENEE
Ao

y)i—>3>

T70r—23a>ild<et 1 AOI—H—
ZEMLTWR L Z2HBRBLET,

A—-LICRDLS BB ZERERNIHD L
EZHWRELET,

JSON

{"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexrvice": "iotfleet
hub.amazonaws.com"
}I
"Action":
}
]

}

"sts:AssumeRole"

IAM OEREBERZwmET S HEDFMIC OV
Tk, TEditing the trust relationship for an
existing role; ZZBL TS EE Y,

DITTTVT—2aOEFHROHIRICEL
TWEWI L Z2#FELEY,

V=R FY DAEBRAELSREENT
WBZeziRBLTEE L,

TZ)—=RA2FY DAEROFMICOVTIE,
F7U—h ATV ORAEBRY—ER, 28R
LTLEZEWL,

NSTNZa—Fa42Y


https://docs.aws.amazon.com/directoryservice/latest/admin-guide/edit_trust.html
https://docs.aws.amazon.com/directoryservice/latest/admin-guide/edit_trust.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html

Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device Management 7 4 K

Fleet Hub for AWS loT Device Management (1 —%'—@] (¥)

Ot 3aIZE, Fleet Hub for AWS loT Device Management DT 7 77U —> 3> nl1—
H—mTOBEBIEENTWVWET, FleetHub 77V T —2 3V OERBRTET7UT—23 A0
I—H—0BMOFMICOWVWTI, EEERM T O Fleet Hub for AWS IoT Device Management &%
BLTSEEL,

REY D

- RBREE

c JINETAI)NER—

« Fleet Hub for AWS loT Device Management TO<37&<aJF 7 L—N0ER
s TZ2—A

s NN a—F127

BRIR S A

Ot 3> Tk, Fleet Hub for AWS loT Device Management DT 7 77— 3> OMEED
FREZRBRITDHEICOVTHALED,

NeY D

s ROV TVEERTD

s RUOTF—LZERTS
s PNAADFHMBERT

SOV ITIZHERTS

COREYOTIE, 27 )L% Fleet Hub for AWS loT Device Management 2 ') Z4ER ¥ % FIE
ZHALET, VIVBBRRIIVI VRV OAZFERALTEEENATVET,

Bl R SR 4F

s FNARA(E/)ZETL AWS loT Core 7HD > MIBEM TS iz FleetHub 77U —< 3
~o
* FleetHub 77U —> a2 ERT2#ERZF EBROTHI N,
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E#DFleetHub 7TV Z{EHR T B

BE#DFleetHub 2 T #EHK T 3

1. FleetHub 77U —>3a BB LET,
F7AILMOAYAR—REI—-IZIF., EENROBEENDAZLBEEZELIXNTOTF/NA
ADUARNNRRENET, BETL 71V IORZECEMRE. DAZLEMTT,

2. R—DOLEBBICHBDXZ1—7T, [Allfields] (TXTDT7 1—J)LR) A S [Connected] (EHtE) Z
BRLULET.,. ROVTEIAZI—OBEICHBDTFARNKRY VAL false EABLET,

test app Dashboard US East (N. Virginia) ¥
Dashboard
B Summary = Device list | C | | Create alarm |
Total devices Total connected devices Total alarms monitored Total in alarm
4 Alarm widgets in the dashboard Alarm widgets in the dashboard
don't support filtering. don't support filtering

3. BMEERTITDICIE. [Search] (18FK) ZiBIRL FF, AWS IoT Core ICEHENTVWAEVTANT
DTFNAAD) AN RRENETT,

HTUBXEITUOHORBI VTR, FIUBYL, . TE/OITUOH, . BT TE/
OIN=TDITIDH S ZBBLTIEE L,

RADT 7 —LZEKTS

O REY VT, 227 )L% Fleet Hub for AWS loT Device Management 7 5 —AZEK TS F
JEZZHBAL ET,
HIRRSRMH

s FINAA(E/) ZET AWS loT Core 7HJ > MCBER TSNz Fleet Hub 7 77U —> 3
Vo

* FleetHub 77U —> 3> aERI2EREZFEDEBROTHI N,

BUDOTZ—LEERTS 12


https://docs.aws.amazon.com/iot/latest/developerguide/query-syntax.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-queries.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-thinggroup-queries.html
https://docs.aws.amazon.com/iot/latest/developerguide/example-thinggroup-queries.html
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BT Z—LDIERK

RO FleetHub 75 —LZEKT S

1.
2.

FleetHub 77U —2 3 ICBHLE T,

BEODTFNAADEY N 22— Y NZTDHEE. 9TVEERLET, 0 7INEOTY)
BERTDFIEICDOVWTIE., Tthe section called “FPIN I T #/EH TS, #2ZRBLTLIEE
We 2TVZRERLEBEWVEES, F2—ALAR7U—RFNAOIXTOTFNA RICBATAES,

F7AILRNDA Y 1 R—RR—=T T, [Create alarm] (F T —LNDERK) ZiBIRL E T,

[Build aggregation metric] (5f5t X N O ADBEE) R—2 T, Y I H [Target query] (Z—7T Y
ROID)DOTICRRENTVS & ZHFEL X T, [Configure fleet metric aggregation] (7
)—RNXRKNUORAEEZERTE) £U> 3> 0 [Choose field] (7 1 —J)L KRZEIR) X _Z1—T,
[Connected] (It E M) ZIBIRLET, COAWS BB T 1 —J)L Rk, F/N1AH AWS loT
Core ICEFEENTWVWAIAESHZRLET, [Choose field] (7 1 —J)L RZEIR) XZ1—I(C

k. AWSEBT7 1 —)LR&, BEEN AWSIoT 7U—RA2FY D RAERYT—ERATERL
FERNABRLT A=) RAIEENTVET,

[Choose aggregation type] (8512 4 7 Z&R) T, ROF 7> a>oVTFhhrZEIRLET,

« Maximum (R K) — &AL Z WMEZRELE T,

Count (A KR)— LEWMELELTHENDHI N ERELET,
- Sum (Eft) —GFtZLEVEE L TRELET,

e Minimum (&) — & DPLEVEEZRERELE T,

Average (F19) — FHLEVEZBRELF T,

[Choose period] (BABDIER) T, P75—ALAZRNJA—TBOX_1—TEEE hIREOH
BZERLET,

[Configure fleet metric aggregation] (7 J— KX MU ALK ZERE) OEREFIFROKXSICHEY)
9,

BUDOTZ—LEERTS 13
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Configure fleet metric aggregation

Choose field
Choose a searchable field from your device's data.
Connected v
This field is a Boolean field. True will be converted to 1, and false to 0, to help aggregate data
statistically.

Choose aggregation type
Choose how would you like your field to be aggregated. Different field types may trigger different
aggregation options.

Count v
Choose period
Choose the frequency on which this alarm will be based.

1 minute v

[Next] ZZR L £,

7. [Setthreshold] (L & WME % E&TE) R—Z O [Trigger the alarm whenever..] (XDBEIE WO TE
To2—LERN)H—.)ED23>2T, ROFT7a>oVThhrzBRLET,

« Greater (KW REW) - KA RNV IARERATHEEEEBALEE LTI —LZRLE

C

« Greater/Equal (&Y REWELV) - EKH ANV IRERATHFIBEBULIZESBEICT
E_Ai%bia-o

« Lower (KW /NEW) - FFHARNVIRAERA TN EERBETELEEICT I —LZRLE
E

 Lower/Equal (KW /PNEWELWV) - FFA RNV IRERATHEEEUATICE2LEEILT
3_13\;4-:%[/*3-0

8. [Than] (KWE)TEFARNRY VAL, P5—LOLEWMELELTHEATREZEELET,

[Set threshold] (L & WMEZEXTE) DERXEFIF XD LS ICBEVYET,

Trigger the alarm whenever...

Metric is
Define alarm conditions

Greater © Greater/Equal
= threshold == threshold
Lower/Equal Lower

<= threshold < threshold

Than

Enter a threshold value.

BUOTZ—LEZERTS 14
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[Next] ZZ#IRL £ T,

9. [Notify user] (1—%—IZB4%1) R—Z O [Notify -- optional] (Bl -- #7°>3a>) o> 3> T,
To—LNTIOTA7REEICBANEZZEITDHABAN I —2EL XU T IVANDEH
ZANLET, EX—ILTRLAOAVIEGVIARNZAALT, COUANZERLET,

10. [Alarm details] (F 27— LADFHM) 0> 32T, P2—LOBwZANL, BELCKUTTI—
LDHRBEZANDLET, [Next] ZBRLET,

11. [Review] (FEER) R—I T, BIOR—J TABD UL EERZHERLE T, [Submit] (X)) 20 UvY Y
LEFT, F72ILRNOA YD IR—RIZRVET,

12. F7ALRORY I AR—RTR, FI—LV4ZTYRNIR., ERLEIXNTOTS—LDE
BARTENET,

Total alarms monitored Total in alarm

3 1

Alarms 1

MyDisconnectAlarm violationCountAlarm
11
A In alarm @ nsufficient data

disconnectAlarm
0
@ ok

ERULETZ—LOFHBERTITBICE, EAOFETST—2 32 /NRIL T, [Fleet Hub alarms]
(FleetHub 75 —A) ZiBRL E 7,

Fleet Hub alarms

(P Show triggered alarms 1
Alarm name Status Latest update
MyDisconnectAlarm A_:“'-_.[:]‘n‘l_ November 17, 2021 18:20 (UTC)
disconnectAlarm @OK November 17, 2021 06:15 (UTC)
violationCountAlarm @ Insufficient data November 17, 2021 06:12 (UTC)

TINA ADFMZE R

COREYITR, FNARTN—TELRETFNAAICETRFHMERTIDFIEEHBALET,

TINA ADFE R 15
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B RERA
« TFINA X (E/) & AWS loT Core 7H D> NMCEEER TSNz Fleet Hub 777 7 —= 3
Vo
* FleetHub 777U —> a2 2R EREZF DHBRNOTHI N,

TINAARTIN—T

FleetHub VX7 777U —2aicQy4 9% &, EROFES—2 32 /)VRILIC [Device
groups] (/N1 AT —7") FRR"ENFE T, [Device groups] (/N1 AT I —7") R—Z 21k, Fleet
Hub DI 777 5—2a>A0IXRTOFNARTN—THF—BRREINET, NI AT I)—
TOFMZERTTBICIE, [Group name] (I —TR) IITHEDTFNA ATIN—TZ&RLET,

test-0119 test-0119 Device groups US East (N. Virginia) ¥

Dashboards q
Device groups
Device groups L &
Job: Group name Parent group Group type Query Group description Created at
obs
LightBulbs - _S__t_qg_c__g._rgga - - March 11, 2022 18:59 (UTC)
Fleet Hub alarms
MyDynamic ThingGroup1 - Dynamic group attributes.wattage:75 - October 17, 2021 22:15 (UTC)
MysStaticThingGroup - Static group - - March 11, 2022 18:49 (UTC)
MysStaticThingGroup2 LightBulbs Static group - - March 11, 2022 19:01 (UTC)

English (US)

Logout

TINA AT I —T O

[Device group details] (T/N1 AT I —7 D) R—2IC&k, BRUEFNARTIL—TICETZE
BAESENTVET, FNAMADFMERTTBICIE, [Devices in XXX] XXX DF/INA R) U< =3
> @ [Device name] (/N1 AR) SIA SHEDT/NA AZERLET,

TINA ADFE R 16
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test-0119 Device groups MyDynamicThingGroup1

MyDynam|CTh|ngGroup1 View on dashboard H Run jobs

Group details

Name Group type
MyDynamicThingGroup1 Dynamic group
Created on Query terms
October 17, 2021 22:15 (UTC) attributes.wattage:75

Devices in MyDynamicThingGroup1 (2)

Q 1 ©
Device name

MyLightBulb1

MyLightBulb

Groups in MyDynamicThingGroup1

Group name

T INA A D FEAH
[Device details] (7*/V1 ADFM) R—TIZE, BRULETFNSARACETRERISEATVET,

® Note

DT AT > RA AWS loT N$EH T D BEIC Thing Name LR EBXZ VT4 T NID #FERAL
TWBBAE. T/ OBBAT—RABTU—ROAYTY I RERICEI TSIV FY Y
AftEehErtA,

B2

[Details] () E0> a2 ICEk, FNAALCETRIUTOBRRIEENET,

TINA ADFE R 17
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s FNARABE —FNAARZRTE/DOVY—ADOEH, FHICOWTE, "L2ARNUZEFEALILE
T/ DEERE ZZRUTLEE L,

c EIDBRAT —FRAACEERFSNTVBE/ ORAT . T/ ORALTEERTBE, FL
T/ ORATERODIRNTOE/CEBIRERERBETEET, FMIOLTR., "TE/DRA
7. BBRLTILKEELD,

s BREEORALAZRY T — FNA AN REIC AWS 0T ICEHKELEEEDRALARZY T,

- HEMEEBETFT/INA AV —BRU 27/V14 AD [Device details] (/N1 AD M) R— %15
¥, HEAREEUV D,

« HIEOELHEAT—FA —AWS 0T NOTFNA ADEHRAT —F AR, TNA AN EHFEELTVSSE
&, ElF true, BHEichTVWEWIES., EIE false,

- UIMOER — 7/N4 AQERLTME hi-EH,

HEENT—X

[Reported data] (FrEEni=TF—R) o2 avIiclkk, FNAADLZARNIF—R, FNA AP ¥
RIOF—R, E/OTIL—TICHITZIBERNIEFENTVET,

s FNAARAT7A4—=ILR—AWSIoT 7U—KDAVFYIDRERICETEDTINAADA TV U AT
E714—=)LR, EHMICOWTIE, Managing fleetindexing, 2B L T &V,

s FNARD YR —FNAACBEEFMITSNATVWSES Y R, FINA A Y RIIZIE, BEiD
BWIOSIY O YROERRBINES Y RUODEFZEDDIENTEET, FMICOVTIRE,
CTAWS loT FNA A ¥ RO, #SBLTLSEETL,

s FNARTN—T —FNARCHERTSATVWEITFNARTIIN—T ' FNARTIN—=T R,
T/ OBNIIN-—TEBNIIN—TORFEEHDENTEET, FHICODVTR., "E/0E
MIIN—T71 &L TE/OBNTIN—7 1 2ZRLTSEZ L,

TINA ADFE R 18


https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-registry.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-types.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-types.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-fleet-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-device-shadows.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
https://docs.aws.amazon.com/iot/latest/developerguide/thing-groups.html
https://docs.aws.amazon.com/iot/latest/developerguide/dynamic-thing-groups.html
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>aj

[Jobs] (Z37)Eo>a ik, FNAATERTENATVZIXRNTODITHFRREIhET, 23
T, =T Y RBLRUOSURALEREE, DP3aTICEITIMEBRNS RIS NBIFHHAR—DH
HV)ET, FHMICDOWVWTIE. TFleet Hub for AWS loT Device Management T3 & aJF>
7L—RhOFEAL . BLY T237, 28BLTLKEEL,

Defender X N1 U A

[Defender metrics] (Defender X MU R) 023k, REBRENTVWATFNAAICEETS
AWS loT Device Defender X R VAN RRENE T, RRENEXNIVIRAF—R2EZFERAL T,
BRUEEBBROFNAAOARL -3 ZREILTEEXT, FleetHUb 77U —>3 A s
Defender X R AN TF—R%EXRRTDICIE. £, Fleet Hub EEE AN, BIRL £F7/V 1 RAICEE
9% AWS IoT Device Defender X NV AZBETDLENf HVET., T/V14 AD AWS loT Device
Defender X MU O ADEREREFEZDFMICOVWTIR, "THARAZLAXNIO A, . "F)NA4 A4
DARVIRA; , BLE TIOZTRAODARNI A ZZRLUTLEZW,

oT Fleet Hub > Devices > MylightBulb1
MyLightBulb1 [ runjobs |

Shareable device link

‘‘‘‘‘‘

nnnnnnnnnnnnnnnnnn

Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar29 Mar29 Mar 29 Mar 29 Mar 29 Mar29 Mar 29 Mar 29 Mar 29 Mar 29 Mar29  marzs

[Behavior violations] (B1fFiER) £0> 32k, BEBREWTVWERTFNAAICHETRI ATV
2 A{F& AWS loT Device Defender DR HER T—RXZRTRENET, BEERT—XICE, 1B
RE#, RKREREE, BLROBRKRERXNJIAEZEDDENTEEXT, FleetHub 77°V)

TINA ADFE R 19


https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-technician-job-templates.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-jobs.html
https://docs.aws.amazon.com/iot/latest/developerguide/dd-detect-custom-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-device-side-metrics.html
https://docs.aws.amazon.com/iot/latest/developerguide/detect-cloud-side-metrics.html
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T—=2a hSEEERT—RX%ERTITDICE, FleetHub EBEN X2 UFT47O774)LIC
AWS loT Device Defender DB EiER Z:REL., 7U—bDA 7Y U AERHIZ AWS loT Device
Defender MIER ZRET D HLEN H V) FF, AWS loT Device Defender DtF 17470774
ITEEERZRETDHEDOFHMI-DOVWTIE., TAWS IoT Device Defender #& 1 #5BL T
& L\, AWS loT Device Defender MER DFREHEZDFMMIC OV T, FleetHub 77U —=3
DT )= DA VTV IDAERNERE ) BROF "TE/ DA TFTY VAERNOERE ) 25RBLTLKE
=L,

gTVETAI)NZ—

Fleet Hub for AWS loT Device Management 7 T ZERAL T, FNA A7V—KAOE/DUAS
ZERBITRTRTEET, A VTV IAFETF—RY—ADTXTO AWS EERMRT 1 —JL K,
DAZLT 1= R, BRTEHEK, JIVT7AIILEZ—ELTHEATEET, AWSIloT 7U—KA
TV OAEREFERLUTHARLT 1 —)L RZHERL ., the section called “7Z—L" DEHNEENM
tITBCEETEET, JU—NOFTFYIRAEROFMIIOVWTE., "T7U—rA2FTY T AER
H—EAL ZZRLTLEET,

(N =Ry
e AV AR—RERRTD
e 74N —%EHALTOIVEERTS

AV 1R—RERTTD

Fleet Hub for AWS loT Device Management DI 777U —>aicOQv4>0$%&, Fv>a
R—RHFRREN, FU—RMAOTFNAAIZBEITEDTF—RXO2 DOEI—HNRRENET,

[BLE]

BEE1—CE. 7U—RADTRTOFNAACETBF— 20O LTy TEI—FETREhE
T ATOBHBERELET,
. FINA ZADHE
« AXUTY RFNAAOK
¢ FINA RBYME W EEEO YRR
TU—NALEBLEE/ ORATERRATDTNA ADH
c TU—RALERLEE/ OTL—TERT L—TADT/NA ZADK
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https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/device-defender-detect.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/fleethubuserguide/aws-iot-monitor-admin-fleet-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/managing-index.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html
https://docs.aws.amazon.com/iot/latest/developerguide/iot-indexing.html

Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device Management 7 4 K

Dashboard

‘ B Summary | i= Device list | @] || Create alarm |

Total devices Total connected devices Total alarms monitored Total in alarm

40 - 2 —-l

Disconnect reasons Alarms 1
There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for test-alarming-alarm test-ok-alarm
help. 40 40

A Inalarm ® oK
Device types Device groups
There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for There's something wrong with data loading. Contact your AWS loT Fleet Hub admin for
help. help.

TINAAJVAN

FNAAVARNELI=IZE, ZU—RNADOTFNARAZE—BRTRIDT—TIHNERREhET, 2D
T—7NLICE, VARDEFNARAIZETDROBEERIRTENET,

s TNAARA

s FNAADOERAT—RA

s FNAADRBOEEDRALARYT

s BREATVEVWTFNASAADBE, IEhi-EH

s FTNAADE/DEAT

s FNAADE/DTIN—T

ZV=R ATV DRAERY—EATERLIENDAZLT 1 =)L R
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| B Summary | iZ Device list ‘ Create alarm

Devices (40) Export current page | ‘ Run jobs ‘

Name Thing type

waterSensor17 model-1

waterSensor11 model-1

waterSensar16 model-1 ground-sensors ® false

R=DIRTENTVBIFNARZEUC CSV 774N XTI O0—-RTBICE, FNAAVART
REOR—DETIVAR—BN ZERLET, VARIR=DFEEThTVWREHEE. BEOR—IT
RRENTVWRTF—ROANATO—REh, BEOR—ITRAIVVO-—REABZVEILEER
LTLEEL,

DINVETANEZ—%FRALT, BIOEI—THMETF—X2 4R L. FNAAVARNIRREND
FNAADOBZERY) AL ENTEXRT, 7VU—MNROTFNA RAICE TSI LY EHENBIERZERET
BEOOOTVETAINEZ—OFERAOFEMIC DOV TIE, the section called “7 ') DER” #SBL T
<EEV,

7ANEZ—ZFERALTIVI) ZEKTS

O KEY U TIE, Fleet Hub for AWS loT Device Management 7 TUAED &S IZKEET DA & FH
BBL, 71 2—ZFEALTIOIVZERTRDEHICHEZFIRICOVTHALET,

JIVZFERALT, FY2AR—ROBELIVAREI-CRRENDTNAAOREEFZHET
EET. AWSEEBRRT A —IR, HAZLT7A—=)ILR, LT AWSIoT 7U—KA2FY TR

DL SAUTYVARTENET—2Y —AOEHZERAL T, JIVZT7AIILEIVILET,
ZV=RM TV DRAEROFBIIOVWTR, "T7U—RMAOFTYIRAER Y —ERAL ZFRLTL
ZEW,

JIVICF—D—RZEMIDEETERT, F—TJ— R, IXNTORRARZT 1 —J)LRIZE
AEhET, chslk, 12OV ITUTHERTEDIDDT7AIIUNER—DOFRICZAT RENET,

UTFOEo2avTlk, —BOEITUOERICHSESFIBICOVTHALET,
T O

LTOFIETE, — BB ITVZERTEIHECODVTHALET,

74N E—ZERALTIIVZERTS 22
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Example

XD CloudTrail D I MUk, CreateApplication 7o 3a v ICBIT3EHRERLET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "principal-id",
"arn": "arn:aws:sts::123456789012:assumed-role/Admin/test-user-name",
"accountId": "123456789012",
"accessKeyId": "access-key",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "principal-id",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
"userName": "Admin"

},

"webIdFederationData": {3},

"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-04T19:59:53z"

}
iy
"eventTime": "2020-12-04T20:02:38Z7",

Fleet Hub for AWS loT Device Management A 7 7 A IOI MJIZDOWVWT 33



Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device Management 7 4 K

"eventSource": "iotfleethub.amazonaws.com",
"eventName": "CreateApplication",
"awsRegion": "us-east-1",
"sourceIPAddress": "72.22.186.61",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"applicationDescription": "Test application description",
"applicationName": "Test application name",
"clientToken": "c9bc7f45-3737-4ee9-9b0f-5delaabl69b2"
I
"responseElements": {
"applicationUrl": "https://application-id.app.iotfleethub.aws",
"applicationArn": "arn:aws:iotfleethub:us-
east-1:123456789012:application/application-id",
"applicationId": "application-id"
I
"requestID": "5456304e-31c5-4336-9bbe-a375e3728eee",
"eventID": "9ffb5d72-9267-4f4e-88e6-d26051133c8c",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"
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"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
I
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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FYWERT IV EAZRELET, Y —EANfFlEEZRERITD E, FHFLLIARL—32&)
V—ANGAEWERT7 O EAHFTAWS ZEBMLET, D3 THEEDRIS —O—EBEH RCFEMIC
20T, TIAMI—H%—HA R, O TAWS O 3 JHEODTYZ— RIRUS— ) #28BLTLE
= U\,

AWS ¥ XZx—< R7R1J S —: AWSIloTFleetHubFederationAccess

AWSIoTFleetHubFederationAccess RUS —%Z IAM T AT T 14T TRAYFTEET,

Z MR > —I&, Fleet Hub for AWS loT Device Management 7 T 7L —F7 4 v RI—H—I(CZ,
AWS [oT 8 &V FleetHub DI 777U —>23a oA 500 AWS H—ERATT U3 &2ERTYT
PIEHICMERT IV EAFAZRELET,

FleetHub DI 777 —>3 > A01—H—0BMOFMMIZOVWTE, 22?2 Z28BL T EE
W

CORVZ—%# AWS OV —I)LTRRLET,

T AR O
CORDVI—IZE, LTOT IV EAFANFr@8ENATVET,

« iot-AWS loT FNA ATF—XZWMBL., ZU—BNLRILOTO>3a>E2ERITLET,
« iotfleethub-FleetHub 77U —2 3> D XZF—2NDEE,

« cloudwatch - CloudWatch 75 —AEX NV I AF—ZDOEE, £/, FleetHub 75 —ANDE
HRICHBDT IO OEREHIBRZEFALET,

» sns-fERL, FAEY, BIRR, YT RIZSAT. YTRIZATOREOARL —2 32 OET,
ChSOARL—> a2 OEREIE, FleetHub SNS REY JICREENE T,

JSON

"Version": "2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"jot:DescribeIndex",
"iot:DescribeThingGroup",
"iot:GetBucketsAggregation",
"iot:GetCardinality",
"iot:GetIndexingConfiguration",
"iot:GetPercentiles",
"jot:GetStatistics",
"iot:SearchIndex",
"jot:CreateFleetMetric",
"jot:ListFleetMetrics",
"jot:DeleteFleetMetric",
"jot:DescribeFleetMetric",
"iot:UpdateFleetMetric",
"iot:DescribeCustomMetric",
"jot:ListCustomMetrics",
"iot:ListDimensions",
"jot:ListMetricValues",
"iot:ListThingGroups",
"iot:ListThingsInThingGroup",
"iot:ListJobTemplates",
"iot:DescribeJobTemplate",
"iot:ListJobs",
"jot:Createlob",
"iot:Cancellob",
"iot:Describelob",
"jot:ListJobExecutionsFoxJob",
"iot:ListJobExecutionsFoxrThing",
"iot:DescribeJobExecution",
"iot:ListSecurityProfiles",
"iot:DescribeSecurityProfile",
"jot:ListActiveViolations",
"iot:GetThingShadow",
"iot:ListNamedShadowsFoxThing",
"iot:CancellobExecution"”,
"iot:DescribeEndpoint",
"iotfleethub:DescribeApplication"”,
"cloudwatch:DescribeAlarms",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"sns:ListTopics"

1,

"Resource": "*"

AWSIloTFleetHubFederationAccess
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},
{
"Effect": "Allow",
"Action": [
"sns:CreateTopic",
"sns:DeleteTopic",
"sns:ListSubscriptionsByTopic",
"sns:Subscribe",
"sns:Unsubscxribe"
]I
"Resource": "arn:aws:sns:*:*:iotfleethub*"
}I
{

"Effect": "Allow",

"Action": [
"cloudwatch:PutMetricAlarm",
"cloudwatch:DeleteAlarms",
"cloudwatch:DescribeAlarmHistory"

1,

"Resource": "arn:aws:cloudwatch:*:*:iotfleethub*"

}
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T, VOIARNIBTIOEAF—ID E, IAMZTUINILICEERITSATVWES—OL Y RNT
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NOT VEAHFANNFEENLEY—ERAT I NILTIRNTOY—EADT—RZ2REITDHIC
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)Y —ARUS—R T aws:SourceArn &Y aws:SourceAccount AT O—/NILE&B#EI T
FANF—ZFERAL T, FleetHub ABIOH—EAICRETSE, VDY—AANOT I LAHFTEHRT
L EzBEBHOLET. MAOITO—NILEZHOADTFAMNF—ZRILURIVS—AT—MX NTHE
A9%5%4k. aws:SourceAccount fEE, aws:SourceArn fBICEEND FHOU MY, EALT
AOUKNIDERLTVRDBENHYET,

Aol REBAEOBE, SREITADLOOREMRN BT EGE. VY —ADZEL%A Amazon )
V—AZX—AL (ARN) ZEEEL&AN S, JO-NILEHITFANF— aws:SourceArn ZFAT
5 &ETTY, FleetHub MFBAE ., aws:SourceArn l& arn:aws:iot:region:account-id:* &\
SERICHSIBENHVY)ET, region N FleetHub V— 3> & —B UL, account-id F"&EFEH
DAARAERI—THIVKNID E—HITBDIEZBABLTISEZL,

RDFITIE, FleetHub O—JLDOEFER > —T aws:SourceArn 8 & U aws:SourceAccount
JO-NLEZEOADTFAMF—ZFERALT, "TBAULERE, BEZH<SHEEZERLTVE
9, Fleet Hub O—J)L ARN Z#ET3ICIE. AWSIloT OV —IL® FleetHub £ 3 IZEE
L. FleetHub 77U —2a>&&RLTT 7T —2 3> OFHAR—DERRLET,

JSON

{
"Version": "2012-10-17",

"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "iotfleethub.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": "123456789012"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:iot:us-east-1:123456789012:*"
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1) — K /\7 end-of-life FAQs

Fleet Hub (WD (27 V) ¥F end-of-lifeH* ?

ZOHIC FleetHub 777U —2 3> & end-of-lifeESBYETH ?

BEUBEOELE LD AWS UV —REF end-of-lifeESBYETH ?

B & V) BIIC end-of-life Fleet Hub 7 7’7 —> 3> BRI B 5%
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1.

2024 £10 A 17 B. AWS (& Fleet Hub NOFHRBEEDF > R—F1 >0 & EFELLET, 2024
F£10 A 17 BH&WEHIIZ FleetHub 77U —>3a>#8EHE5THRVIEER. 3L L Fleet Hub ®
NDARI—ELTEBENFET, ThUNDFEEK., BEED Fleet Hub HAXN—& L TREBIE
h&Ed,

. BE1FZ D Fleet Hub M D AR —IE, 2025 FE 10 B 17 BE T FleetHub 7 7’ —> 3> % 5| & 4

EEATEERT, 2024 F10 A 17 BA S 2025 £ 10 A 17 HOM. Fleet Hub (C X FH#RED EH
<, BEEBNTBENYR—REh AWS 7,

. 2025 % 10 A 18 H. AWS & Fleet Hub for AWS loT Device Management ® H7R— K Z &1L L

£9., <DOH, Fleet Hub & end-of-lifelCE3ZL ., FleetHub ZFEATHELBFTEEXEE A, Fleet
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ZEV,
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ERENTVT, 20 AWS H—ERIZEAL TVWAWEER. OV —ILRO IAM Identity Center
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EEL,
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&

EOL B &V RIIC Fleet Hub 77U Tr—> 32 ZHIBRI2ICIE, AWSloT I Y —IIL&E LR --
delete-application AWS CLI AN REFEALE T,
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AWS loT A2V —)LZEAL T FleetHub 77U —2 a2 ZHIBRT 2 ICE. ROFIEICRWVE
ER

1. AWSIloT AV V—I)LIEBEL, EROFET—> 32 H S Fleet Hub Z#RL, 77U T—
>aEBBRLET,

2. [77U—23v|R=T, HIBRTS FleetHub 77U —>a> & BIRULET, [HIBR]
ZEBRLET, T7UT—2 3 0 HIRZBEISD7OTRNIVA4 2 RIOFRTENET,
Mdeletes & AN L THIBRZREEEL . [delete] ZiBIRLF T,

ZfEAL T FleetHub 777U —> 3> ZHIBRT S ICIE AWS CLI, ROFIEICHRVET,

1. ZfEALTFleetHub 777U —> 3> ZHIRTSICE AWSCLI, 77U —>3> D 24

DRENFHET, BHIC --list-applications CLI XY RZEITL T, TXTD Fleet

Hub 777U —23>&x0F77)T5r—>3> 2—E8RRLETIDs,
FleetHub 77U —> 32 % T—EXRRIBICEIDs, ROONY RZRTLET,

aws iotfleethub --list-applications --region us-west-2

ANV ROEARKATORSICBEY) ET,

{
"applicationSummaries": [
{
"applicationId": "68d0603a-66c9-43bf-b93f-a90e7ee5cf76",
"applicationName": "test_appl",
"applicationUrl": "https://12ad0603a-66c9-43bf-b93f-
a90e7ee5cf76.app.iotfleethub.aws",
"applicationCreationDate": 1698174116,
"applicationLastUpdateDate": 1698174117,
"applicationState": "ACTIVE"
b
{
"applicationId": "b6198497-cd5b-400c-9b82-1c82b69chbb6C",
"applicationName": "test_app2",
"applicationUrl": "https://c6198490-
cd5a-400c-9b82-1c82b69cb66¢c.app.iotfleethub.aws",
"applicationCreationDate": 1684355213,
"applicationLastUpdateDate": 1684355214,
"applicationState": "ACTIVE"
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}
]
}
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Fleet Hub 7o —AZBIRTAICIEESTNIELVNTTH ?

Fleet Hub 7 Z— A&k, FleetHub 7 7’ —> 3> ATEEHIBRTEE T, chicky), 7ZU—K
XRNUO A, CloudWatch 75 —A, Amazon SNShEY V&, BBEBZZIXNTOIAVR—FK>
N BB ICHIBRENET, FleetHub 77U —2 32T, [FleetHub 75 —A] X7 ICBEL.
HIfRT 277 —LZERL., [HIRR] ZBIRLET, FkiE. ZFEAL T FleetHub 75— AZHIBRT
5 &ETEET AWS Management Console, AWS U—a v BETEROT 7V r—> a3 %&H|
BRIBDICIE. KODATYTICRSEEBHOLET,

Fleet Hub 77U —< 3> A S Fleet Hub 75— AZHIBRT 3 ICIE

1. FleetHub 77V —< 3> T, [FleetHub 75 —AL] 27 ICBEBLET,

2. HIRTDTZ7—LZEBIRLT, [HIRR] ZBRLET. CcOT7I>aVICLY), BEBEBZDTNT
DAV R—FZ MHBIRENET,

AWS 10T VY =LAS7U—hX MU O ZERIBTBICE

1. AWSIoT AV Y—AASEMDTEF =32 h 5 BB CBBLET. [TXTOF/NAZ]
A5, [7U—RXKUYR] ZBRUET,

2. FHIC Tiotfleethubs EWSTL7 4 Y YAARVETU—RXRUIRETRTERLET,

3. MK EBRLET,

CloudWatch Y —J)LA 5 CloudWatch 75— AZBIBRT 3 ICE

1. CloudWatch AV —=ILAOITXKTOTS—LZTIZBEBLET,
2. RAHIC Tiotfleethuby EWSTL 74 Y VAN VWEITNTOXRN) IV AERBIRLET,
3. [7o2av]icBEL, [HIRR] Z&#IRLET,

Fleet Hub 72— ALZHIBRT B ICRESThIFLVWTT A ? 69



Fleet Hub for AWS loT Device Management Fleet Hub for AWS loT Device Management 7j 1 K
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Fleet Hub 7 7’V —>3a>0OZ5 A4 714 V) EBEAPISICEEETS [F3XT, 2025 F 10 A 18 HIC
BlENET, APls 25 & Fleet Hub ICD &K BEEF TS N, D AWS loT Device Management
BECEFEELAVZEITERLTLKEEZV, BEFD Fleet Hub O &S EEIE. 2025 F 10 A 17 APIs
HETCChSZS|EHREFEATEET,

» CreateApplication

« DeleteApplication

» DescribeApplication

« ListApplication

» ListTagsForResource

« TagResource

« UntagResource

» UpdateApplication
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