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improve customer experience.
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R=—DRSRLTLSEE L,

Incident Manager & E#k(Z. OpsCenter & Amazon CloudWatch & & T Amazon EventBridge & #t
BENTVWET, DFEV, CloudWatch 75— AN ALARMIRREIZ & 2 =& &, F/z(F EventBridge
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OpsCenter (Z#1T 9 % step-by-steplc DV TEHBAL £ 9,

OpsCenter #EENDBEE & Incident Manager & OpsCenter DEEWICDOW Tk, M1 Z28BLTLKESE
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FhET,
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HEIE 1AM FFHE]

— ® CloudFormation 7> 7'L—KZF 704 9 %ICl&. CloudFormation AR Y 9 AXRL—> 3

> (cloudformation:CreateStack. cloudformation:DescribeStacks), IAM O— /L&
(iam:CreateRole. iam:PutRolePolicy. iam:PassRole)iam:AttachRolePolicy. Amazon
SINTY NOEK EFRE (s3:CreateBucket, s3:PutBucket*), &KX T' Amazon SNS bk

EY OFRL—2 32 (sns:CreateTopic, sns:Subscribe, ) ® IAM 7 O AFANBET
Isns:SetTopicAttributes.,

7 2t A CloudFormation FRI D FFMIC DWW Tk, ' CloudFormation 1—H¥—HA K, ©O T 7o+
ACloudFormation 3fAI) 77 LA, #ZBLTLSEEL,

Y —)L%{EAL T CloudFormation 7> 7 L—NE2F7O433ICIF

1. AWS-IncidentManager-MigrationResources.yaml 7> 7L —KZ&E AWS-
IncidentManager-MigrationResources.zip 7 7 A )L ZXA D O—RLTHELE T,

https://console.aws.amazon.com/cloudformation T CloudFormation 1Y —I)LZFEE& &9,
[AZY UDOEK] ZBIRLTEEL,

[T>7L—RhOEE />3 >T, [TV7L—KI7A4NOTY7O—-R] ZBRLET,

774 DiERZIEIRL ., AWS-IncidentManager-MigrationResources.yaml”7 7 1 )L &%
RUET,

DRAN] 2 ZBRLE T,

7. ARY VDOFMEEER—TI T, ROKSICADLET,

« ARV VL -BHZEANLET (Bl: im-migration-infrastructure)

- ApprovalEmail - ZRBHZZETS EX—ILT RLAZ AN L FT (RequireManualApproval
FUTVIONTA—=E N true ICREENTVWRHEICOXMEAETNET ),

« IsPrimaryMigrationRegion - AZY V& F7OAA4 T2 T HI NAOKRIND) — 3 U trueD i
&l ZBRL, ThUANDEBEE 2 8IRLET, false

8. [AN] ZBIRLE T,
9.[RRYIFATZIVORE]|R—I T, [RN] ZERL KT,

1OLELI—AR—=T, TICA20-)ILL, IHDARXRLZBTIAMUY —R&ERTD
CloudFormation AJEEMEN HBD & ZEERLE T,

11[Submit] ZERL T EE L,
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CloudFormation (CCREATE_IN_PROGRESSAT—RANKRRENET, AXYVIDNERITT TS
&E. AT—AR AL CREATE_COMPLETE IZZEDH W E T,

(® Note

BEHD')—2 322 CloudWatch 75 —AF 2k EventBridge L—ILAH2HEE. BiTZE
RITITHE)—3 222D CloudFormation AR Y &2 F7O4LFT,

AWS Organizations BICYILFT7 AT M F7O4 Z1T58BE. XD 220
CloudFormation StackSets Z#EH L £ 9,

« 7’ZA4X") StackSet- 7HI NI &I 1 D20 —2 32T IsPrimaryMigrationRegion %
true ICERELET

« A A) StackSet - IO FTXT D) —= 3> T IsPrimaryMigrationRegion % false (C&%
ELET

FIEIZDWTIE., T CloudFormation 1—%—74 RJ ®CloudFormation StackSets @ {&#
B EBBELTIEE W,

Z{EA L T CloudFormation 7> 7'L—h%Z77'04 9521k AWS CLI

THAORORAIO)—23>2 TR, ROIX REFEALET,

aws cloudformation create-stack \
--stack-name im-migration-infrastructure \
--template-body file://AWS-IncidentManager-MigrationResources.yaml \
--parameters ParameterKey=ApprovalEmail,ParameterValue=your-email@example.com \
ParameterKey=IsPrimaryMigrationRegion,ParameterValue=true \
--capabilities CAPABILITY_NAMED_IAM \
--region us-east-1

BU7AHDNAOEMO)—232ICD2WTIE, IsPrimaryMigrationRegionZ ICEREL &
g false,

aws cloudformation create-stack \
--stack-name im-migration-infrastructure \
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--template-body file://AWS-IncidentManager-MigrationResources.yaml \
--parameters ParameterKey=ApprovalEmail,ParameterValue=your-email@example.com \
ParameterKey=IsPrimaryMigrationRegion,ParameterValue=false \

--capabilities CAPABILITY_NAMED_IAM \

--region us-west-2

ABYVDAT—RAZHRET B I

aws cloudformation describe-stacks \
--stack-name im-migration-infrastructure \
--query 'Stacks[@].StackStatus' \
--output text

N> RNIRDE T2 TCREATE_COMPLETEA S, RODATY TICEXRET,
AT Y 7 2: CloudWatch 75— /A & EventBridge JL— )L Z#17T

Systems Manager Automation > 7 v 2%/ L T, CloudWatch 72— /A & EventBridge JL—JL
% Incident Manager #* S OpsCenter ICB1TLE T,

BTV

« AWS-MigratelncidentManagerCloudWatchAlarms

» AWS-MigratelncidentManagerEventBridgeRules

HEBATYTOHBA, AHMNTXA—2, HARE, ChsOS> 7Y IQOEEDFMIZOWVWTIE,
SUTVIORFIXRNESBLTLSEETL,

Z27 Y OOt EHK
EE50BITIVTYIERALID—I70-ICRVET,

- BREE/NY FHE - Incident Manager MISFTEIT 7> 32 THREE Nz TXTO CloudWatch 7
Z—LFEF EventBridge L—)LZz#&H L. BRETREE/NY FICEELET,

s FEAER (A7 3)-FT7FIIRNTRE, BITICEHDANIIC 24 BEOR A AT D NTHREEER
AN URETT, Amazon SNS BEHE. CloudFormation F7 O4 FIZIEEENEZEX—IT7RLA
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ICEBENET, IXNTOREWR Amazon S3ICNY IT v TEh, BITITBDVY—ADTELRE
ARMNEFELEI—OEDIZREEIAET, CORATY 7 IE. RequireManualApproval % false (-
BMETDCETAF YT TEERT,

s NYOTYTERIT - FEHEAREN true ICRESTNTVBEE., BEARZF > THSEREE
Amazon S3ICNNXY OT Y7L, BITZERITLET, false ICRRETD L., FEENYITYT L
BITICERAET,

AINTX—4

EE5OFVTYIVICERDNTA—ENBETT,

™

AutomationAssumeRole (#478)

CloudFormation A& Y V|Z&k 2 TIM-Migration-Automation-RolefEf & iz @ ARN,
ApproverArn (£478)

BITZHEREL UERTES IAMO—-)LEEI1—H%—0 ARN,
S3BucketName (44 78)

CloudFormation AR Y JIZ&k 2 TERE iz Amazon S3 /N7 Y KD R #i,
SNSTopicArn (24 %8)

CloudFormation A& Y JIZ&k 2 THERE I fz Amazon SNS REY 70 ARN,
MaxNumberOfAlarmsToMigrate = 7= I& MaxNumberOfRulesToMigrate (F7°> 3 2)

1ENRITTRBITID Y —ADRAE. BWEIE:

1, 5, 10, 50, 100, 500, 5000, 10000, 25000, 50000, 77 #JL b : 10000
BatchSize (7> 3 >)

ENYFTLETDVY—AOE, BRE:

25. 50. 100, 200. 250. 300. 350. 400, 450. 500, F7 #J) ~:100, ST v UK. £1T
Z & ZH\&AK 100 x BatchSize UY —A%ZHR—KNLET,

RequireManualApproval (F7°< 3 >)
BITOICFERARBIVELESH ZEHHTET —ILE, true (F7AILRN) ICERETDE, UY—

AUJABN®D Amazon S3 DFFTE, &R, R, FEEF vy EITH2EHELETIAV—IA
DU ONREE Nz Amazon SNS BAIX =)L EEENET, Amazon S3 false IZFRET S
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E.TUTVIORRBREBENYOTYTORIIEBNICLAEBENET, BXMEIE: true, false, T
7 # )L N trueo

OA2Y— L z2ERLTRBITIDICE

1.

https://console.aws.amazon.com/ Systems Manager T Systems Manager 1>V — /)L ZB& &
9o

L TETF—=23URAVT[A—MX=23V] ZBRLET,

. T 7Y 9% (AWS-MigrateIncidentManagerCloudWatchAlarms % 7=k AWS-
MigrateIncidentManagerEventBridgeRules) Z#®EL T,

. [Execute automation (BE{L M E1T)] ZIBIRL T EE VY,

. CloudFormation A& Y JHIDNZX—REZADLET,

(FT230) FRHERRBATY T EAFY I falseT D5 E k., RequireManualApproval & IZ5%E
LET,

[ET] ZBBRLTLEEY,

. RequireManualApproval A" true (7 Z# )L M) ICEREET N TWBEE, RITHFFEHLE1—%
FOEEX—IBHANEEFENET, EX=IICE, BELETIAYV—IR=DAOER) >
INFEENTVET, Amazon SINTY ROV Y—AVANZRERL, EX=IV>OFEE]
IV=IR=THS 24 BRELURICER, ER, EEEF Y EILLET, BITEERRICO KL
TENET, false ICERETHE, NV ITYTRICBINFBBNICHRITEAET,

RTAT—RANBMCEDRETHEEERT,

EEALTEITITSICIE AWS CLI

CloudWatch 75— AN K E:

aws ssm start-automation-execution \
--document-name "AWS-MigrateIncidentManagerCloudWatchAlarms" \
--parameters '({
"AutomationAssumeRole": ["arn:aws:iam::123456789012:role/IM-Migration-
Automation-Role"],
"ApproverArn": ["arn:aws:iam::123456789012:role/Admin"],
"S3BucketName": ["im-migration-logs-123456789012-us-east-1"],
"SNSTopicArn": ["arn:aws:sns:us-east-1:123456789012:Automation-IM-Migration-
Approvals"],
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"RequireManualApproval": ["false"]
'\

--region us-east-1

EventBridge JL— )L DB 4

aws ssm start-automation-execution \
--document-name "AWS-MigrateIncidentManagerEventBridgeRules" \
--parameters '({
"AutomationAssumeRole": ["arn:aws:iam::123456789012:role/IM-Migration-
Automation-Role"],
"ApproverArn": ["arn:aws:iam::123456789012:role/Admin"],
"S3BucketName": ["im-migration-logs-123456789012-us-east-1"],
"SNSTopicArn": ["arn:aws:sns:us-east-1:123456789012:Automation-IM-Migration-
Approvals"],
"RequireManualApproval": ["false"]
'\

--region us-east-1

Amazon S3 TV Y —RJANEERT S (CIE:

# For CloudWatch alarms
aws s3 cp s3://im-migration-logs-123456789012-us-east-1/review/CloudWatch/
review_CW_alarms_to_migrate_123456789012_us-east-1.json ./

# For EventBridge rules

aws s3 cp s3://im-migration-logs-123456789012-us-east-1/review/EventBridge/
review_EB_rules_to_migrate_123456789012_us-east-1.json ./

RequireManualApproval A" true ICEREE N TV HEEEK., VY—AVARNZERL, EX—=I)LB&
HOEZE )OIV ITRN, A—MX—2320RTAVY—IIR—DHSBITEEARLE
T, false ICRETDE, NV IOTYTRICEBNICBITIRITENET,

ATV 3 BITZRILT S

BIIARTLES, UY—ANELKHEELTVR L ZHEFELET,
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s TARTZ—LETEGFARNERNIFH—TF% -8BITL Iz CloudWatch 75— LXKzl
EventBridge L—ILOWVETNAZT IOT 1 TILLTTANBHEZEERLE T,

« Opsltem DEREHEERTD - T IT—LAFTLERFARY M NI H—Ehiz&ZI(Z OpsCenter T
Opsltem A BEMNICEREND & ZMELET, OpsCenter

- BEEEXVYEL T ERIT S - TD Incident Manager ;RENDEEE L AXJLA" Opsltem ICIEL <R
BEnTVWb L aBRELET, (CloudWatch 75 —AICOKBERAENET ),

AT Y 7 4:Incident Manager VY —AZ 0 U—2T Y7 $3

CloudWatch 7 2 —/A & EventBridge L—I)LZEEIZBITL S, F7°2 32 T Incident Manager ')
V—RZD =Ty 7LT, H—EANSERICATR—RTEFRT,

L7V —>arey b, JBETE, Bk, 507 Y9, TOMO Incident Manager )Y — A%
HIBR T DA FIEICOVWTIE. "1 288U T & Wthe section called “Incident Manager 'J
V—=AQI)—=2T V77

CloudFormation A& Y J QOHIR (F 7> 32)
CloudFormation AZ Y U ZHIBRL T, BITHICERE N’z IAMO—J)L, AmazonSNS REY O, &
& Amazon S3 /N7 Y NZHIBRTZ £,

/A Important
BIOIENEIXNTOVY—AONY OFT YT ZEL AmazonS3/NT Y RNk, AZY D
ZHIBRTBHICEICTHIHBENHYYET, #7IT U RN%2E8 Amazon S3 /N7 Y K
CloudFormation IFHIBRTZE E B A,

CloudFormation AR Y U ZHIERT % (&

aws cloudformation delete-stack --stack-name <your-stack-name>

EZRVTERNT TN A—FT42T
CloudWatch Logs - 1T 7 77 4 E7 4 & CloudWatch Logs ICEE&ENET,

* CloudWatch 72 —A: /aws/ssm/incidentmanager/cwmigration
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« EventBridge JL—JL: /aws/ssm/incidentmanager/ebmigration

Amazon S3/NNY O T Y 7HEE - BITHIICTXNTOEREN Amazon S ICNNY O T Y TEhET,

migration-logs-{AccountId}-{Region}/
### backups/

### CloudWatch/

# ### {AccountId}/

# ### {Region}/

# ### {AlarmName}_backup.json

### EventBridge/
### {AccountId}/
### {Region}/

#
#
#
#
#
#
#
# ### {RuleName}_backup.json

### review/
### CloudWatch/
#  ### review_CW_alarms_to_migrate_{AccountId}_{Region}.json
### EventBridge/
### review_EB_rules_to_migrate_{AccountId}_{Region}.json

— XA 75 R RE:

« Amazon SNS BHIAN ZE & /s (RequireManualApproval=true MiFH) - Amazon SNS REY &
7ROV 72a>vamRELET,

aws sns list-subscriptions-by-topic --topic-arn <sns-topic-arn>

o EOMBBITOKXY - CloudWatch Logs THllIBE TS — XYy £—2J&#8REL, Ny FHA4 X&)
sLTEBttZBRITLES,

O—J)L/NY 2 F]E:

BTEO-INY OV ITR2RXEN HD5HE:

« AmazonS3I A SNV OTY T EMEBLET,
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aws s3 sync s3://im-migration-logs-123456789012-us-east-1/backups/ ./backups/

« UY—ADER:

# For CloudWatch alarms
aws cloudwatch put-metric-alarm --cli-input-json file://backups/
CloudWatch/123456789012/us-east-1/MyAlarm_backup.json

# For EventBridge rules
aws events put-targets --rule MyRule --targets file://backups/
EventBridge/123456789012/us-east-1/MyRule_backup. json

KL< HDEM

QARPICHA—NMN=23 N BZALTINLEBZBEESRBRYETH?
A EREZTEHSHEVEES, BELIE 24 BEARBICRALTINLET, ABUNTXA—X2%&EEH
LTHA—RMNX—23aZBREETEET,

QU—23a> T )Y —RAERBITTEERTHL?
AVWWZ, =232k, V=23 BEAEOAFA—RMX—23a 2 T72ERAL TREBIICEBITTS
PVENFHYNET,

QBITILREENSSVOBEADLY)ETH?

A BITRBREVY—AOBICL>TELRYET,
« ~100 7Z—L/IL—I):5~10 9
« ~1000 7Z—AL/)L—)L:30~60 &
« ~10,000 75 —L/)L—)L: 2~ 4 BE
Q: EEE(F OpsCenter \OBITRERFTENEITH?
A: [V, Incident Manager RIGETEIORFEL R THREET N EEEE FREFE . CloudWatch

TZ—LDBITHICHEHY L OpsCenter EBEELARILICEBNICYNYEJEhExFdT, hiFk
EventBridge L—I)LICIEBEAEhEFE A,
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QFA—RMX=23VFVTVIORTICRLTREETIETTH?

A:VOWZ, BITEELS 7Y VICRETHEEMAVEBA, EEL, BITHE®D OpsCenter
DERAICERENIRKELFT T, FMIC OV T, Systems Manager DE € RFI1IX NESHBL
TLEEL,

BEEUY—XA

- the section called “AWS Systems Manager OpsCenter \ D) #17”
AWS Systems Manager OpsCenter 1—%'—4 4 R

Systems Manager ® B 81t

« the section called “Incident Manager *—2 DT U AR— K"

« the section called “Incident Manager )Y —AD 0 )—=>2F 9 7

Jira Service Management N D ¥ 17T

Jira Service Management (JSM) &, F—ANE X—=)L, F¥Y M, ANTEIR—, TDa4DTV

R EDBBOFrRIILZBU ITREESIVBEOVIVIANZRZE. B, BB, RITD0D
IC&ZIADITH—ERER (ITSM) YD) 1—2320TY, Jra7 Y N7 —ALALICEBES h - Jira
Service Management &, BRDL S IT, ABET, HBLEOF LAV IIANEZZITERY., 7
F—=RRAIFURNIHBL, BEZF7O40, 7Y NZEBHFL, AEERD, 7—0 70—
ZBELTEDKSICLEFT, Jira Service Management (Zl&k, DevOps D—2 7O—HRAICE&EFTE h
EAVOA=NATZ21—-D2T0, Po—h, EEBAVIFUNEE, ZEEE, EF0BVERY
7 (PIR) EER EDA V2T NEBBEENFrEFENTEY ., BBFOCICD N1 754 EBEIb%E
SERALTFBEXEZHIRBLET,

Jira Service Management (& Amazon CloudWatch & & OF Amazon EventBridge EfiaEchTWB 1=
&. CloudWatch 7 — AN ALARMIREEIZ & 2 o & &, F -l EventBridge A" 1 X N & HIT AWS
NH—ERTB HS5ARNENET B EE(Z, Jira Service Management 75— N Z BEI#Y ICE

R T&ET, Jira Service Management 72—~ Z BB ICER T &SI CloudWatch 75— A&
EventBridge 1 X REZRET D E, BE—DTSYRNTF—LHNS AWS UY—ANREBEETIER<
ZHL TIBIETE T, Jira Service Management (74 A/NY Fr¥—& L THgEL., A 1—ILRA
TO1=NETAAL—23 2 RVD—ICETVT, BHOF v XL (E X—)L, SMS, EFFE. EN
ANTY21)ZBUTEYEI-—HF—ICBHLET,

BE1F? CloudWatch 75— /A& EventBridge JL—ILA EHEEE N TWB B EFE AWS Systems
Manager Incident Manager, X1 V) (Z Jira Service Management 232 XS ICchsnfHiEE %
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https://aws.amazon.com/systems-manager/pricing/
https://docs.aws.amazon.com/systems-manager/latest/userguide/OpsCenter.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation.html
https://www.atlassian.com/software/jira/service-management/features/itsm#incident-management
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BT z2H8MHLET, Atlassian DA RF 1 X NI, Jira Service Management &
CloudWatch M#& & Jira Service Management & EventBridge O# & BT 2 M FIEN LHE
NTVERT,

Jira Service Management &, BB 7> —MMERICHA T, A OA—ILATZ21—-U>2T, ITAND

L—>32RUo—, BEMLIL—IBE, AT RNEBEZRBILTRLONETETET XML
RELET. CHSOBEDREDFMIC DOV TR, XD Atlassian RFI XY N ESRL TS IEE
Wo

s Po—bhE&FOA-I)OKE

« ZVA-NARTZ 1) %ERTS

« TAHL—>3RUS—0ER

s FoLBRUVAMZELY NT YT TS

- ALVEDLELZORE

« BHIL—IIDRE

- SMS B LU EFBHERET S

- BEMLIL—IDOERE

s AVIVTFURAT—UORILE—DRELER

BR—BNOFMIOWVWTR, TOZANLNTATY MIR—2 ¥ —Kz(F Atlassian JRFSHEHEICHE
WEDELSEEL,

ServiceNow N\ D 1T

ServiceNow Incident Management &, EZZXRAANOEEZH/RICHNA AN S, FHLEVHETE
ICBEOY—ERAARL -3 Z2BRTDRSICERFAETALOTITSM ED 2 —)LTT, Incident
Manager & R#kIZ. ServiceNow Incident Management (&, BEIBEIEM T FPHEAAKTADL —
2AVTOLABEOKEZFEALT, ITAVOFUMNERTR. AR, BRTIEHOBELE L
EEBtENLEDATLAZRBELET,

AT RNEBEARY NEBE®A - ServiceNow Y —EAARL—>3a>vED1—-)LIE
Amazon CloudWatch EFEEE N TWB o, CloudWatch 75— AN ALARMREEICE 2 & & (C
ServiceNow A1 R NTS—RNEeA VI F U NEBBNICERTEET, JI7 7Y UH S AlOps
AR NEEBAD ServiceNow 1 > F 2 N2 BEIIZER T3 &SI CloudWatch 75— AZERE
T2E, B—OTTYRTA—LNASAWS UY—ANBEZTIEPS<BHL TEBETEERT,
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https://support.atlassian.com/jira-service-management-cloud/docs/integrate-with-amazon-cloudwatch/
https://support.atlassian.com/jira-service-management-cloud/docs/integrate-with-amazon-cloudwatch/
https://support.atlassian.com/jira-service-management-cloud/docs/integrate-with-amazon-eventbridge/
https://support.atlassian.com/jira-service-management-cloud/docs/discover-alerting-and-on-call/
https://support.atlassian.com/jira-service-management-cloud/docs/create-an-on-call-schedule/
https://support.atlassian.com/jira-service-management-cloud/docs/create-edit-delete-an-escalation-policy/
https://support.atlassian.com/platform-experiences/docs/start-an-atlassian-team/
https://support.atlassian.com/jira-service-management-cloud/docs/add-contact-methods/
https://support.atlassian.com/jira-service-management-cloud/docs/add-notification-rules/
https://support.atlassian.com/jira-service-management-cloud/docs/set-up-sms-and-voice-notifications/
https://www.atlassian.com/software/jira/service-management/product-guide/tips-and-tricks/automation#overview
https://support.atlassian.com/jira-service-management-cloud/docs/how-can-i-add-and-manage-internal-stakeholders/
https://www.atlassian.com/enterprise/contact
https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/product/incident-management/concept/c_IncidentManagement.html
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BE7F D CloudWatch 7 5 — AN £HEEhTWSEHEEIE AWS Systems Manager Incident
Manager. b V) (Z ServiceNow Incident Management & AlIOps A X ATV T AT S Y
R7A—LZFRTRIRSICCNSODREZEFHITAHEZHEMHBLET, ServiceNow DARK K
F 1 XM, ServiceNow Z Amazon CloudWatch EfEE T2 O OFMAEFIENTREE LT
£9,

ServiceNow Incident Management i&, BEA 272 MERICMA T, /12 F 2 NIZ1 29—
JAVER, AVI-NATT1—-)2T, TAAL—232RDD—BE, A VOFNERZ
WETHIETCETETBBEZRBLET. ChSOBEDREREDFMIZ OV T, RO ServiceNow K
FAXRNZSZRLUTLKEZ,

s AVIVTFUREERFIXUD
H—EADEEMER

s AVIVFURNIZIIZTT A VOEBEERL
FA—ILATZ1-)
ITARAAL—>3>70tA

HBAR—RNOFMICOVWTE, TOVZAHAILTHOY NI Z—2 ¥ —F zlF ServiceNow BRFEHEHEICH
BUWEhbE<EETL,

PagerDuty N D& 1T

PagerDuty (&, 8N 1> FT2 M EKRE, XB, TSLERBLETEIDOICRUDA STV NERT
ZY N7 #—ALTT, Incident Manager &E#RIC, PagerDuty EERF—LA AWS UY —AIZEEE
TREEREXECIRVBEC—THNEEMERML, BENOXEZBERLET,

PagerDuty & Amazon CloudWatch & & ' Amazon EventBridge EffaEhTW3 1=

&. CloudWatch 75— AN ALARMIRREIZ&x 2 o & &, F il EventBridge A1 X2 N & HIT AWS
NDH—EXTDHSARNZNETDEE(C, PagerDuty 1 > F 2 N2 BEINICERTE E
¥, PagerDuty 1 > F > NZ BEBIMIC/ER T 2 & 5 I CloudWatch 75— /A& EventBridge 41 X2
NRERRETRDET, BE—OT7FZYRNTA—LHSVY—ADEEZTIFR<PZHL THEE AWS T
2FT,.

BE1F M CloudWatch 75— /A& EventBridge JL—I)LA" LHEEET N TV 2 HE A IE AWS Systems
Manager Incident Manager, Xt V) [Z PagerDuty 2 T2 K3 ICC NS DREEEZEFHITH L
ZHEOLET, PagerDuty DA RF 1 X2 MIIF, PagerDuty & CloudWatch DEEH LTV
PagerDuty & EventBridge D& ICE T2 MAFIENf BHEE N TVET,
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https://www.servicenow.com/products/incident-management.html
https://www.servicenow.com/products/event-management.html
https://www.servicenow.com/docs/bundle/zurich-integrate-applications/page/administer/integrationhub-store-spokes/concept/amazon-cloudwatch.html
https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/product/incident-management/concept/c_IncidentManagement.html
https://www.servicenow.com/docs/bundle/zurich-it-operations-management/page/product/service-reliability/reference/sr-landing-page.html
https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/product/incident-alert-management/concept/c_IncidentAlertContact.html
https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/administer/on-call-scheduling/concept/c_OnCallScheduling.html
https://www.servicenow.com/docs/bundle/zurich-it-service-management/page/administer/on-call-scheduling/concept/designing-escalation-process-oncall.html
https://www.servicenow.com/be/contact-us/sales.html
https://support.pagerduty.com/main/docs/introduction
https://support.pagerduty.com/main/docs/amazon-cloudwatch-integration-guide
https://support.pagerduty.com/main/docs/amazon-eventbridge-integration-guide
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PagerDuty l&. BEIA > F Y MERICIA T, A2 A—ILAT21—-)>9, TIAAL—23VR
1) —, 700 ZBZ Bout-of-box7' T Y N7 #—LREBE, A VFVNEBERETHEHRETE
BHEZRBELET, L. BHIIL—IILOHAZIAX, F¥Y NF—T7 T ADOKE. PagerDuty 7
SYRTA—LADOA EFA—RNX—232VZFALT, 1 VOFONOBRZSFRILTDEET
EEY,

c A—Y—%EEIS

- F—LDERK

- BLWEDLEBHFZEDERE

- BAIL-ILORE

e A A=)LO—F7T—>320tY TV
« TIRAL—23 VRIS —OER

« Slack REZRET D

- BEMLT V320V RNTYT

BR—NOFMIOWVWTR, TOZALTAIY MIR—D ¥ —FIzld AWS-IM-
help@pagerduty.com ICBEVEDE LS EE LY,

Incident Manager *—X DI U AR— b

CcOREY ITE, Python ROV NZFERLTA VT RMLO—REAVIFUNEO DT Z
TITOAR—KNTBHEICDOVTEHBL ET AWS Systems Manager Incident Manager, — WA 1)
TR, ESBDOMELRT—HAIT7OBENT, BENMKENEZISONTZANICTF—RETIIVA
ﬂ_:_hb*j—o

IVAR—KRTERZRAR

AVVTRNEROTF—REIVAR—RNLET,
c LTZ28CA22FMNLO—RERTLET,
« ZALTAVARY S
- BEEIRE
« IVTF=I XU
- BEIMLORT
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s EFI1UFsOREFER
- BY

- Systems Manager # 5D A > F U MESPMRFIXD N

Bl RR SR A

FRIRTBEIC, ATOEBAES>TVREZBIELET,

« Python 3.7 AN A1 AR—ILEhTV3B
« AWS CLI BEYI B FRRHEHR TREE N TV S
« RD Python NV T =N A2V AR=ILENTVET,

pip install boto3 python-dateutil

MBI IAM FF A

COARAIVVTRNEFERTRICE. KOTOVEAFAN HBDE®2ERLTIEEL,

Systems Manager Incidents O 7 7 = AFF 1]

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

"ssm-incidents:
"ssm-incidents:
"ssm-incidents:
"ssm-incidents:

"ssm-incidents

"ssm-incidents

"ssm-incidents:

1,

"Resource'": "*"

ListIncidentRecords",
GetIncidentRecord",
ListTimelineEvents",
GetTimelineEvent",

:ListRelatedItems",
"ssm-incidents:

ListEngagements",

:GetEngagement",
"ssm-incidents:

BatchGetIncidentFindings",
ListTagsForResource"

29
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Q—H—H1 K

}

Systems Manager O 7 7 & A5

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ssm:ListDocuments",
"ssm:GetDocument",
"ssm:GetAutomationExecution"
1,
"Resource": "*"
}
]
}

I OAR—KNBE
AOUT KNG, TOAR—RENEF—ROROT 4 LU N UBEEERLET,

incident_manager_export_YYYYMMDD_HHMMSS/
### incident_records/
# ### 20250309_102129_TAD_Service_A_Lambda_High_Latency.json
#  ### 20250314_114820_SecurityFinding_SecurityHubFindings.json
# ##t ...
### post_incident_analyses/
### 20250310_143022_Root_Cause_Analysis_Service_A.json
### 20250315_091545_Security_Incident_Review. json
#H#4 ...

IOAR=RNATUTNDET
BEAXNBZERE

Incident Manager *—RX LUV AR—KRNAV VT MNE TREEhEThere, AVUTNEX D> O—

RU, ROFIEZFEALTAIVTRNERITLTLSEZ L,

T7A)LRNRETARAIVT N Z2RITIBICE:

IOAR—NBE

30
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python3 export-incident-manager-data.py

FMARgEEAT>ay

IVAR=KNGE, ROOAXV R4 AT a2 ZEALTHAEIAXTELRT,

F7>ar

--region

--profile
--verbose , -v
--limit
--timeline-events-
limit

--timeline-details-
limit

--related-items-1i
mit

--engagements-limit

--analysis-docs-1i
mit

B

B

AWS V=232

AWS 707 7 A )L&
HMOJEREZEMCTS

IO AR—
N D& KE

N R-R (

I

AT RBENDRA A
TFAANRY NDERREK

A2TFORBEYDEA A
TAARY N DOBRKRFM

AT RBI2Y) OEEIER
B O&RAHK

AVIFURBEY ORAT
DS P AN

IVAR—RNTBDHMRF
XY NDRREK

T7 AN
us-east-1
F7ANKT7TO774)0
FALSE

IR

100

100

50

20

50

AAZLTZTO77ALNEZERALTREND) -3 VAT IVAR—RNLET,

python3 export-incident-manager-data.py --region us-east-1 --profile my-aws-profile

HlEOTRERETANOHREZERALTIVAR-—NLET,

IVAR—RARIUT NOET
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python3 export-incident-manager-data.py --verbose --limit 5 --timeline-events-limit 10
RBERT—2EY NORTFHEBFIRTIVAR—NTS:

python3 export-incident-manager-data.py --timeline-events-limit 50 --timeline-details-
limit 25

HOT774I)iEE

>2F ML O— RO JSON Bi&

A
BAVIFURLO—RTZ7AILICR. ROBEFEERTLET,

{
"incident_record": {
// Complete incident record from get-incident-record
.
"incident_summary": {
// Incident summary from list-incident-records
},
"incident_source_details": {
"from_incident_record": {},
"from_incident_summary": {3},
"enhanced_details": {
"created_by": "arn:aws:sts::...",
"source": "aws.ssm-incidents.custom",
"source_analysis": {
"source_type": "manual",
"creation_method": "human_via_console",
"automation_involved": false,
"human_created": true
}
}
},
"timeline_events": {
"detailed_events": [
{
"summary": {3}, // From list-timeline-events
"details": {3} // From get-timeline-event
}
1,
"summary_only_events": [],
HAOT77AIEE
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"metadata": {
"total_events_found": 45,
"events_with_details": 25,
"limits_applied": {3}

.
"related_items": {
"items": [],
"metadata": {}
.
"engagements": {
"engagements": [],
"metadata": {3}
.
"automation_executions": [],
"findings": [],
"tags": [],
"post_incident_analysis": {
"analysis_reference": {3},
"metadata": {3}
},
"export_metadata": {
"exported_at": "2025-09-18T...",
"region": "us-east-*",
"incident_arn": "arn:aws:ssm-incidents::..."

[a

A

YT MNEZH O JSON Bk

R

DMRFIXRTTFANICREUATHFEENET,

{

"document_metadata": {
// Document metadata from list-documents

.

"document_details": {
"Name": "037fc5dd-cd86-49bb-9c3d-15720e78798e",
"Content": "...", // Full JSON content
"DocumentType": "ProblemAnalysis",
"CreatedDate": 1234567890,
"ReviewStatus": "APPROVED",
"AttachmentsContent": [],
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// ... other fields from get-document
1,

"export_metadata": {
"exported_at": "2025-09-18T...",
"region": "us-east-*",
"document_name": "

Incident Manager VY —ANQO)—=2TF Y7

ZEAL KL 52 25E 1k AWS Systems Manager Incident Manager, %) @ Incident Manager J
V—RZD =TV 73R z2BBOLET, ChiCkY, YU—ERAPSELICATR—RE
n, MEMSEENFrRELELSARYET, FMICOVWTIE, AWS Systems Manager Rl&XR—T %5
BLTLSEZL,

L7Vr—>3a>ty NOHIR

L7V —23a>+vy M., Incident Manager DEELZIVR—NTHY), EHO AWS 1) —
DAVICEENBDAUITFUORNTF=ROLTVT—23 2B 5ICLUET, Incident Manager A" T E
BB, L7VT—23 21y NZHIRTBIBENF HYET,

LZ7Ur—>3a>ty NzHIRT 3 ICE:

1. AWS Systems Manager 1Y — )L Z B <

2. TES'—2 32 RA T, Incident Manager ZiZRL £7,

3. "L7Ur—>3>&vy by T, HIRTRDLTVT—23>E2Yy NEROTFET,

4. L7)T7r—>23> ey NEg2 OV Y VL THBR—ZZHREET,

5. L7V —=23arty NOFHER—IT, THIBR, REZ20VYOLET,

6. BRAAT7OTT, BHREWEL., "L7VIT—23>&Yy NOHIR) 27U Y UL THIRE#K
TLET,

(® Note
L7V —>3a>+y N2HIBRT S &, Incident Manager ICREENTVWBRITXNTOA >
TUORTF—ENFELICHIRENET, HIRZHKTIBDEIC, BEDAS T NEHRADT
DEANTREBICE 2L 2BRABLET,
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L7V —>a>rey MR T, NISFHE, Bi&E, S>7v0KE, 0 Incident Manager B3
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Incident Manager ## 5 E£IZA 7 R—RITBDEZRFNTEERT,

Incident Manager BiE®D )Y — A ZHIBRT B (C (&

1. AWS Systems Manager 1>V —JL &<

2. TES =232 R4 2T, Incident Manager Zi#IRL £ 7,

. WYY IY (THISEEL . TEMEEL . TTUTVOLRE)ICBEL., HIKRTRVY—
Az2zRBDO20FY,

4. )YV —RAzZBERL., THIBR, REZDOUYOLTDY—RAZHIBRLET,
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ARL—23aV0EBERBICERT ST I NT AWS Systems Manager Incident Manager Z&&E T
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ED
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YA TYTEDAWS THIV B
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BE. REBEQSTEFTEBZFAETIY—RZZETEET, FMICOVTE. Tincident
Manager TOUY —ADRT[HT, 2#ZBRBLTLEE L,

6. (A723V)G—EATIVEAIVUTT, REERBEZEVCTRICE. COTHIYNTHK
HEROY—ERAO—IILZERTEIFIVIRY VREFICLET,
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1. TAAL—23FEOEREZERLET,
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« Y—RN—F 1 K&
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AWS Chatbot
Enable teams to use chat Multi-stage plans to define Create blueprints for
to monitor and respond. when people get engaged. incident mitigation.
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Escalation plans + Contacts
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Runbooks

Amazon CloudWatch
Use monitoring to start an incident
the moment they are triggered.
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Response plans
Be prepared by defining templates
that engage responders and activate
a runbook at the time of detection.
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Incident + Analysis
Collect information to diagnose,
remediate, and learn from incidents.
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(® Note
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2. ERLIEREY O%BIRL, FEY 2O Amazon Y —AZ—LA (ARN) % arn:aws:sns:us-
east-2:111122223333:My_SNS_topic BENDFERTAETEAIE—LFT,
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"Sid": "IncidentManagerSNSPublishingPermissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
.
"Action": "SNS:Publish",
"Resource": "sns-topic-arn",
"Condition": {
"StringEqualsIfExists": {

BRAD 1 F¥Y NF¥ RO Amazon SNS NEY UV EERELIEEFH T2 73


https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html
https://docs.aws.amazon.com/sns/latest/dg/sns-create-topic.html

Incident Manager d1—H¥—HA R

"AWS :SourceAccount": "account-id"

#HAAHHAHAHE LT O RS ICEEMRA KT,
* sns-topic-arnld, COV—=J3ACERLEZRNEY 0 Amazon Y —AZR— LA
(ARN) T, X[ arn:aws:sns:us-east-2:111122223333:My_SNS_topic T9,
« account-id lF, BE, EEAWS 7HIU KN LTWS O ID TI111122223333,
5. [Save changes] (EEORE)ZIJYILET,
6. L7VT—>32 Y MIBENDZRE)—2JI3ATIOLREBZRIRLET,

RRAD 2: F¥Y NF7T )4 —<,3> T Amazon Q Developer ICF ¥ ¥ K
Fr¥XINZEKT S

Fv v NF¥XIIE. Slack, Microsoft Teams, F7=Ilk Amazon Chime THERTZEET., MISFTHE
CELMERFYYRNFYRILEFE 1 DEFTT,

FrYRFYRILICOVTR, RDBFEOTIINILCHRS CLZEBHOLET (RRAVERT
ITREHICHBULEOT VAT T2 1 —Y—ICEZBW), £, FYYRNT7TUIT—>3>0
F ¥ Y NF ¥ X)L T Amazon Q Developer DX /)N\—> v T2 EHHNICER T DIHLEN HYET,
LE1—F, BUBEEEBLITMORT—IFRILET—DOEFFYY RFYIRIICTIOLATESDC
EEBRITDDICIRIEET,

Fv¥ v NF U4 —2,3>T Amazon Q Developer TER & N #=SlackF ¥ &)L & & U Microsoft
TeamsF ¥ X Tk, 1272 MWISEIE SlackE 7= I& Microsoft Teams7 7’ U —>3a A SE
EZHO Incident Manager CLI AN > RERITTEE T, FMICOVTR, "FyryhFrXI%E
BULENGE) Z2RLTLSEZ L,

/A Important
FyYYRFYRICEMIZD I -, TRAAL—> 3 VFHEFEFEENSFTEICEHEE h
TLVREREERLUTHIBENHBVET, T, AT VRIS —BELFAVFUNA

TH—N—BEQDI—H—2F+rYNFrIRILICEMTZEELETEET,

RAYD 2:F ¥ Y NFTUr—>3> T Amazon Q Developer ICF ¥ Y NF ¥ I EERT S 74



Incident Manager d1—H¥—HA R

Fvyv NT7U4—2,3> O Amazon Q Developer ICB8 3 % — R EHBEHRIC OV TIE, "Amazon
Q Developer in chat applications Administrator Guides @ "What is Amazon Q Developer in chat
applications; ZZRL T<EE W,

FYZRILNEERTEDTTVT—2a 2 THASERLTLSEETL,
Slack

COFIEDATY Tk, IXTOF ¥ XJLI—H—4" Incident Manager TF ¥ ¥ NIY > R
ZFERATEDELDICTHEDHIC, HBENB T IV LAFAREZRLET, HR—KhEhTW?
Fryy NIAN REFRHATDE, 12T M ERSlackF ¥ Y R F Y RILASEEA DT
VRNEEHUTRETERT, FHICOVTR., "FrYy b FrXILZBULNE) 288BLT
<fEEEV,

TF+v+Y NFY¥RILEERTDICIE Slack

"Amazon Q Developer in chat applications EEEZHA R, O "Fa1—-—KNUTI. OFEAZH
a9 BSlacky DATY 7RV, BREICUTZEDET,

« ATV 7100 [O—ILBRE] T[FrXIO—I] ZBRLET,
« ATY710d O [RUZ—FT>7L—K] T, [Incident Manager O 7 ¥ £ AFFAI] Z&ERL
X7,
c ATV MO [Fr¥RILA—RL—=ILORIZ—=]10, [[RUZ—FK] T
[AWSIncidentManagerResolverAccess] ZiBIRL £ ¥,
« ATY7 12M[SNS REY I 923> T, UTOREZITVLET,
e =321 AWS U—23> TR, L7VT—>23> Yy NMIBEND ZBIRLE
9,
- [NEY TN T, TOV—23TERLESNS REY U EZBIRL, Fyry NFy XL
ANDAVITRNBROEEICERALET,
c LZ7VT—>3arey hAOU—2 32 2EMTA LT, BIOU—2 32 ZEMN 2
BRL, V=23 BKTSNS REYVZEMLEFT,

Microsoft Teams

COFEDATY Tk, IXTOF ¥ XJLI—H—4H Incident Manager TF ¥ ¥ RIX > R
ZHERATEDELDICTREDHIC, HBENB T IV LAFIAREZRLET, HR—KEhTW3
Fyy NIOXVRZFEATRE. 122 F 2 MxibE FEMicrosoft TeamsF ¥ Y R F ¥ XILHSE

RAYD 2:F ¥ Y NFTUr—>3> T Amazon Q Developer ICF ¥ Y NF ¥ I EERT S 75


https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/what-is.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/slack-setup.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIncidentManagerResolverAccess$jsonEditor

Incident Manager d1—H¥—HA R

BAYYFUNEEHLTRIETEET, FMICOVTE. TF1 Y hFrvRLEBEU LR,
ESRLTEE W,

TF v Y NF v XIZERT S ICIE Microsoft Teams

"Amazon Q Developer in chat applications EEEZHA R, O "Fa1—-—~NUTI. OFEAZH
%89 & Microsoft Teamsy AT Y 7RV, BEICUATZEDHET,

« ATY 7100 [O—IBRE] T[FrXILO—I] ZBRLET,
« ATY710d O [RVZ—FT>7L—K] T, [Incident Manager O 7 ¥ £ AFFAI] Z&ERL
7,
c ATV MO [Fr¥RILA—RL=ILORIZ—10, [RUZ—FK] T
[AWSIncidentManagerResolverAccess] ZiBIRL £ ¥,
« ATY712M[SNS REY I 923> T, UTOREZITVLET,
e =321 AWS U—23> TR, L7VT—>3> Yy NMIEBEND ZBIRLE
9,
- [NEY O T, TOV—23TERLESNS REY U EZBIRL, Fry NFy XL
ANDAVITF RNBROEEICERALET,
« LZ7VT—>3arey hAOU -2 32 2EMTA LTI, BIOU—23 2 ZEMN 2
BRL, V=23 BKTSNS REY IV ZEMLEFT,

Amazon Chime
Amazon Chime TF ¥ Y N F ¥ XILEERT S I

"Amazon Q Developer in chat applications BB & H A Ky ® "Fa1— K17 )L: Amazon
Chime OEAZBHBT D) OATY IRV, REICUTZEDFT,

« ATV 1M1 O [R)VZ—FT>7L—K] T, [Incident Manager ® 7 U AFFAI] &Zi#IRL
-
« ATY T 12D [SNS REY 119> 32T, Amazon Chime DI 7 7Y VICEBHA%ZRE
F5SNS REYYEBIRLET,
e =231 AWS U—23> TRk, LTVT—>3> vy MNCEEND ZBIRLE
E
c [NEY D1 T, TOU—232THERLESNS REY O &EIRL, FY¥Y M F Y XL
ANDA VT NBHIOEEICERALET,

RAY 2:Fv¥ Y NP7 V)r—= 32T Amazon Q Developer ICF ¥ Y NF ¥ I EEKT S 76


https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/teams-setup.html
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSIncidentManagerResolverAccess$jsonEditor
https://docs.aws.amazon.com/chatbot/latest/adminguide/chime-setup.html
https://docs.aws.amazon.com/chatbot/latest/adminguide/chime-setup.html

Incident Manager d1—H¥—HA R

s L7VT—=>3rEey hAOU—2a 2EBMIBR LTI, BlOoU—3 2 ZEN 2
BIRL, V=232 BRSNS hEY VZEMLET,

® Note

AT NEED SlackB KU F ¥ Y NF v XL THHEH TZE % Microsoft Teams
Fvv NOY > RiE. Amazon Chime TRYR—RENhTLVEEA,

2 A7 3:Incident Manager X SETEIICTF ¥ Y R F YR ZEMT D

MNISFTEZERKLRIEFRIZLEIC, DEENEBZEY) ., BHBEREZITMBIOOF ¥ Y N
FYRILZEEMTERT,

TSETBOER ) OFIBICHS &R, €023 1(FT723aNAVIFURRMIST Y AT v
FIDEEL T, COXMBHBEICEETDA T NIERTEIFYRILZERLTSEZWL,

Fv Yy NFvRILEBU AT

Slack & KT OF v X)L DFEMicrosoft Teams, Incident Manager &, X®ssm-incidentsd~Y
VREFERALT, REENFNFYYRFIRILDSEEAITFORNERYRTEDRSICLET,

» start-incident

* list-response-plan

» get-response-plan

* create-timeline-event

» delete-timeline-event

 get-incident-record

 get-timeline-event

* list-incident-records

* list-timeline-events

* list-related-items

* update-related-items

update-incident-record
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» update-timeline-event

TOTATBAVOFUROFYY RFYRILTIR Y RZRTIBICE. ATOEXZEALE
¥, cli-optionsld, ANV RIZEHBD AT IVICBEEMATILEE L,

@aws ssm-incidents cli-options

Bl -

@aws ssm-incidents start-incident --response-plan-arn arn:aws:ssm-
incidents::111122223333:response-plan/test-response-plan-chat --region us-east-2

@aws ssm-incidents create-timeline-event --event-data "\"example timeline event"\" --
event-time 2023-03-31 T20:30:00.000 --event-type Custom Event --incident-record-arn

arn:aws:ssm-incidents::111122223333:incident-record/MyResponsePlanChat/98c397e6-7c10-
2al0-9b86-f199aEXAMPLE

@aws ssm-incidents list-incident-records
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s WIBEEIICTZ T Y OZEBMTDHEICOVWTIE. Tincident Manager T QX ISEHE O YER & 5%
Tl ZSRLTSEEL,

« ZUTVOICOVTEHLLIE, TAWS Systems Manager 1—H%—74 4 R, ® TAWS Systems
Manager Automationy & &T' "TAWS Systems Manager Automation runbook reference; 28R L
TLEEL,

« SUTVIOOERBREICOVTIE, TSystems Manager DElE, 2SBLTLIEEV,

« Amazon CloudWatch 7 5 —AF iz l& Amazon EventBridge 1 R MM K2 TA 2 F 2 MHMER
ENAEEEICEBNICS 7Y VZRTEITAZEICOWTIEE, Tutorial: Using Systems Manager
Automation runbooks with Incident Manager; Z2ZBL T E&E L\,

REY D

« STV OI—0 70— DHKRERTICHER IAM T I AFA
« SUTVINTX—RDER

« SUTVIOEEERTD

* Incident Manager 2> 7Y 977 L—hk

STV O —07O0—0ORKBEERTICHER IAM T I EAHH

Incident Manager ICl&, 1> F U MRBO—BRELTS VT Y IERITIBDT IV EAHFAN KE
T9. cNSOTVEAFTZ[FETSHICIE. AWS Identity and Access Management (IAM) 01—
JL. Runbook H—EAO—)L, &K Automation AssumeRoleZfERL £,

07V O —EAO—-)ILESEOH—EAO—ILTY., <OO—JLIk, Incident Manager IZ% L
T, 079 000—070—-ICF7 VAL THABTR EOICBERT IV EAFTEZRELET,
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® Note

AssumeRole NMIEEE N TWAWEE., Systems Manager Automation (&% ® Y > RIC
07y o —EAO-)ILZ2ERALELSELET, AssumeRole ZIELEVEEEK., T
TV OH—EAO—NICHAEBERT IV LAFAZEMTIHLEN HYET, BMLAEVWE, T
VTV IORENSOIONY ROETICKBMLUET,

EEL, EFIVTAORARNTSI9T14ARELT, BIO AssumeRole DEAZHEND L
F9, B0 AssumeRole ZFEATR E, FEO-NLICEMLEFNEESBEVSRERT I+
AFFAZFIRTEET,

F—KRX—232 AssumeRole ICDWTFHL <K, TAWS Systems Manager 1—H'—7H 41 K,
D "FA—rA=—23209—EAO—I) (O—)ILZ5ZZH2) TV LADHRE) 2ZRLTKEE
(A

EE50RA4A700—LEIAM VY=L TFHTERTEE T, ILFTEEZERELEEFH TS
B4, IncidentManager ICESE55 A DO—I)LEERESED EETEET,

Z27YOH—EAO—LOT I EAFHA
STV OH—ERAO—LAT IV EAFTR., ATOIS BRIV —IC&>TREFEEIFET,

RIADAT—KR X MIZ&KV), Incident Manager & Systems Manager
StartAutomationExecution ARL —> 32 ZRABTEEXR T, cOAXRL—>32EF, 320
Amazon Y —AZ—LA (ARN) EXTREND VY —ALTERITETIET,

2EHDAT—RXURNICKRY, SUTVIONEEBEZSGETHIRNTEITENDEEIC, T
Ty o —ERAO-LAFBOTHO NOO—I)LESEZ TR ENTEERT, FMICOVTEK, T
AWS Systems Manager 1—%—H 4 Ry O "EBHO AWS V=232 LV THIRTHA—b
X—=23272RT9%1 2ZRBLTLEEL,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "ssm:StartAutomationExecution",
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"Resource": [
"arn:aws:ssm:*:111122223333:document/{{DocumentName}}",
"arn:aws:ssm:*:111122223333:automation-execution/*"

]
},
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-

AutomationExecutionRole",
"Condition": {
"StringEquals": {
"aws:CalledVialast": "ssm.amazonaws.com"

}

ZF— K X—33> AssumeRole 77 AFFA

SISETEZERELIFEEF TS L& E (., Incident Manager N"ERX % AssumeRole IC 7 XY F§ 3
BEHOAWS BEEBRV—HSBIRTEET, ChS5DRUS—IE, Incident Manager 5> 7Y 9>
FTUATHERAEThDEETTETLE—ROBARL =23 2RTI2T7I7EAFTZ2FELET, ch
S5OYZ—TY RAKRVT—% 1 DL EBIRL T, AssumeRole RV —IC 7V AF AT EFETESE
o UTOXRTIE., Incident Manager 1Y —JLA S AssumeRole ZERTH EEICBIRTE DR
) —ICDOVWTEBALET,

AWS X Z—2 RARD S —F RIS —DOFBHA
AmazonSSMAutomationRole Systems Manager Automation —E AIZZ >

TYIOTERZBENTVWBRTITAET A LT
TRLEHOTIVEAFTEZFELET., COR
) —lFk, BBEBIVPEEEEND—1—
H—ICBWHETET,

AWSIncidentManagerResolverAccess A—Y¥—ICA2>F U MNERKB. kR, ENT
BPT7UOLEAFAZFELET, ThszERAL
T AVITFUREY D AR—RTEREDRA
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AWS Y Z— RIRUS—F RS —nERA
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CNSONR—TI RRDVI—ZFRALT, Z<O—BHBAFURNRBIFTIFICT IVAFH
EAETEXRT, EEL, YEBBEODRRAVICKHEBEOT IV ELAHARELBRDZIHEEN HYVET, 0D
K S5BFEE., AssumeRole IZEMDR) S —T IV EAFAZRETIHENf HVET, FMICO
WTIk., TAWS Systems Manager Automation runbook reference; ZZ8B L T & LY,

STV INTA—RDOER

5% 72> 1Z Runbook 21BN 3B 4. Runbook NM"ERITRICHERATEI/NTX—2EETEET,
BETSUTR., BNBECBNBEORAZZE DN X—2EHR—NLET, BNBEDERS.
WETSUTNTA—REERTDEEIEBEANLET, BNEBEOGE. DATLARSAOTFY
RASHERZWRETDCEILE>TELVWNTX—REZRELE T, Incident Manager i&. XDE
RENTXA—=RZHR—FLTVET,

Incident ARN

Incident Manager #"1 > F > N EERTD E, DATALARRIETRDAFRNLO—RD
Amazon VY —AX—LAL (ARN) ZF ¥ 7F ¥ L. TN%E Runbook IZHBDZD/NTX—RIZAS
LErT,

(@ Note

COMEE. BT String DINSA—RIZOAKE ST LN TEET, HORAT
DINTXA—=RICEIV) HTSsNEBE. Runbook FETICEKBMLUET,

Involved resources

Incident Manager #"1 > > 7 NEERTDE, DATALARAVOFUNIEETEIIY—AD
ARNZF ¥ SFYLET, TNER, chsn!)Y—AARN &, Runbook DZND/NT X —RIZE|
WHETsNhET,
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Incident Manager I&. CloudWatch 75 —/A., EventBridge 1 X N, BLOFETHERE N1

SFURNTEEENEAWS UY—AD ARNs 25TV INTXA—REBIZCAATEET, cOED
23> Tk, Incident Manager K CONTXA—RIZF—REANTBEEICARN ZF ¥ IF v TE

BEXRETFEBERATOIY—AILODVWTHHALET,

CloudWatch 72— A

CloudWatch 72 —ALT 2> 3ah 5427 MERE ©d &, Incident Manager (& BIE T % X
RDODADPSUTORATOVY—AZEBHNICHELET. TR, BIRULLENZX—XRIZUTO

BEVY—-ARAZANLET,

AWS T —EA
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BI%K

N
T—=BIR—=—AA VARV A

NTY b

ST VINTX—2DOER

83



Incident Manager d1—H¥—HA R

2 AT LH EventBridge 1 R MAS AV F 2 NEERT S £, Incident Manager (FZEIR L
ENTFX—=BZIZAXR>2 MO Resources Z7ANT A ZADLET, FHMIC OV T, "TAmazon
EventBridge 1—H—7i4 R, ® "Amazon EventBridge 1 X~ ZZRBL TS EE,

FETERENIZAZFTUN

Startincident API 7 223> &2ERALTA 2> F 2 M EEK TS £, Incident Manager (& API J—
LOBEHRZEFEAL GBRUENTA—RICF—RZADLET, BEFMICE, relatedItems /NS
X—ZRTEENSDZ A7 INVOLVED_RESOURCE NIEHBZFEAL TNFX—RICF—RZAHLE
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(® Note

INVOLVED_RESOURCES fEl&, &4 7’ StringlList DNTX—RIZOAKE) HTBD &
TEET, ORATONTX—RIZE|) H TSN HEE. Runbook IFERITICAKLET,

ZUTVIVRERT D

ZUTVORERTIRICE., CCTHEITBIARATY SIS A, Systems Manager 1—H—7
4 R1 @ "Working with runbooks) £ 3V ICBEENTVD KBS RICHE>TLKEE
Woe YUFTADUR, ILFV—=2320F5207 v 0 RERTDEEE. "Systems Manager 1—
H—HAR, O "BEOAWS =23 BLRETHIRTOA—RX—=23NDET, 258
LTLEZL,

ZUTVIVEERTS

1. Systems Manager 1> Y —)L (https://console.aws.amazon.com/systems-manager/) ZFE & &
EE

FTET—232RAUT, [RFIXDBM ZERLET,

[Create automation (A— K X—> 3 > &4ER)] Z&IRL F£ 7,

—ETRATREAETS TV IEEAILET,

STV IODOHBEAALET,

A—RMX=232 RFIXVKNHNEEZHFD IAMO—-I)LZEELET. chiZ&kY, 2TV
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70— ICH—EAO-INDOT IV EAZRETH 1 2ZRLTILEEL,

2

SUTVIRERTD 84


https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-events.html
https://docs.aws.amazon.com/incident-manager/latest/APIReference/API_StartIncident.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-documents.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation-multiple-accounts-and-regions.html
https://docs.aws.amazon.com/systems-manager/latest/userguide/systems-manager-automation-multiple-accounts-and-regions.html
https://console.aws.amazon.com/systems-manager/
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-setup.html#automation-setup-configure-role
https://docs.aws.amazon.com/systems-manager/latest/userguide/automation-setup.html#automation-setup-configure-role

Incident Manager I—%—HA R
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INFRBENDAITFUNOEEFERALET, BW/NTX—RBEELLEEERALET,

8. (A7>aU)R—ITvyYNZRALATEEMLET,

9. (FA7>ar)xrJTzEMLET,

10. STV IONRTHBILTOIATYTERALET. FRATYSICRUATHABETT,
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« ATY7OHEKPDFHHA,
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Ik EVWSTO2arva47T#EALET,
« (ATTar)yAXRT7ONT 1,
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DOARATHIY MNEEEEBMCTDICE, AV FURNRICT VT VO RFERATZIINTOT S
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1. Systems Manager 11>V —JL (https://console.aws.amazon.com/systems-manager/) Z B & &
C

2. FTETF—=23URALADT, [RFIXPNZERLET,

3. RFIXVNUVARNRTHEITDRFIXMEZBIRL, [FllzkT ZEBRLET,

[Permissions] R 7 CEHON RFAIXNOBEETHDEZBRALET, RFIXUMNOFR
BEOKAN RFIXNEHRBETEET,

4. [Edif] 2 BRLET,

5. OXRVRENTVYOICHETSICIE, [Public] Zi#IRL ., [Save] ZBIRLET, IV R%E
TTAR—RNTHETZICRE. 754R—K 2BRL, AWSTHIKNIDEAZL, 7Vt
AFAOEM #BIRL, REF 2BRLET,

Incident Manager 2> 7Y 97> 7L —hk

Incident Manager (Z ik, F—A7A" Systems Manager 7A— M X—> 3> TS0 7Y O DERZRET
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Incident Manager 5> 7Y 97> 7 L—KNEBRERTS

1. Systems Manager 11>V —JL (https://console.aws.amazon.com/systems-manager/) ZRB & &
EE

2. FTETF—23aURAUT, [RFIXVN ZEBRLULET,
3. [RFIXUNFEEHTHRET 1 —)L RIC AWSIncidents- Z AHh TS &, Incident Manager
IRTDTZ VTV INRRENET,

® Tip
[RFAIXIRNBOTLTAVIR] 7ANE—FAT>3a>zERITIOTIEEL, 7
IJ—FF A NT AWSIncidents- ZAHNL T EE Y,

T7L—hOEA
1. Systems Manager 1>V —JL (https://console.aws.amazon.com/systems-manager/) ZB & &
ER
FTET—232RAUT, [RFIXDBN ZERLET,
RFEFIXVRNVARDPSE#HMIBZDTTL—FZERLET,
A7V 27 Z28RL, RF2XMOOFYZEIAE—LET,
FTET—=232RA2T, [RFIAXVBN ZERLET,
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—BETHEANTEEEHNZEADLET,
[IF1 R 2T EBIRLET,
fmEE] 2 BRLE T,
CIRFAIXDNIFAREFBICOE— U EFHEZREY ST P ALLET,
11. [Create automation (FF— K X—2 32 Z4EK)] ZERL ET,
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-
o

AWSIncidents-CriticalIncidentRunbookTemplate

AWSIncidents-CriticalIncidentRunbookTemplate (&, Incident Manager 1 > F> KT A
THAONEFHATY T TRETDTOTL—RTT. ChSDORTYTR, BEAEDTTV
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TUTL—RNELTHETIENT, IVT7—T928BHE, AIRVANOFREIhIERE, BB
PEBT TV, EZRUITRARNIIAICETHIERNIEENET,

RANTZI9T14A

BHIICAVFURNOMEZUTTIHE, F—ANDA VI TFUNOEEEZBRTEELET, F—»A
. WISHEZERTEIBEICUTORARNTZ 9T 1 AZERIZDBENHBYVET,

s I —=AVRNOEBIL-A12VFUNIREBLEF—ALAZBELET, IF—20&EHHEN
JRTERY), BE2EF—ALIVTF—Ic8iYdde, RELZBE, 10TV MRERICIS
EZEEOHBZERICID UM BVET,

s MEBTIAAL—>32 —FHIEFEICERYECEEE., BERERPAI-ILATD1—-)TRE
K, IVF=—IAVNTEEBRTZDCEZHEBOLET,. TUTF—I XV NTHEICE, 1227
URANREBICIVIS—OIREYOEBEKAEELGAI-IATD1—) (BHORXRELELEEZE
C)ZEETIHENHYVET. T XAV MHHEICIEEES N TVWSRISERICEZN BNALZY
CENBRDIED, TOEDIBIFVAZAN—TFTBDLEOICHISHBEIICNY VT Y TIHEEERET
PRENFHYVET,. NVITYTOEREZIEETDE, TEERALBERENTELE 212V,
ANLYZICEOMOFEAOF Y Y THFELEY LEFBETE, Incident Manager &4 > > 57>
NEOVWTEBEICBALET,

 SVT VY RUBLTETDAUPTVRT Y TERETHSUT Y VEFALT, AV 27>
NRICHEENBRIDANLAZERBLET,

e dZRL—232 -Fy¥yYRNFyRIILZFRALT, 12 FMNOIZ125—23 2881
LET, FYYRFr IR, REENZRFOBEREZEHIZTIDOICKRILIEET, BEEE NSO
FrRILZBELUTHOREELERERETDEETEET,

Xt G R E D AER
AT OFIECH > TRSHEEERL, 10372 MSEABLLET,
SISEHBEERT 3 0|

1. Incident Manager IV —J)LZRE,. EOFES—>aRADT, [RRTFV] ZBRLE
¥,

2. XSFTEOERZRRLET,
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3. [BENIC, MWFTEO Amazon JY —AZ—LA (ARN) ICEAT S, —ETRERBI UL NISETE
BZABDLET,

4, (A7) [RERBIC, AVOF UM EERTREEICHRDFTEZERNTHOICEILD, DA
WX TVERIZANLET,

5. BT, AVFURLO-—ROTF7 ) MMEZEELE T,

*RNFT7AINMEDIEE

\,I
~||

TURERYMRNICEBTRLEHIC, F7AIINMEZIEETE XY, Incident Manager &,

A
1>
NS DEENSHEICEETZINTOS T NIEALET,

AT ROTTAINMEZEETSICE

—

[Z4 ML, Incident Manager DIR—AR—D TRERBITBDDICKRIDEDIC, COATFY
ROZRARNILEABLET,

2. [T, CORBETEDISERENDA T NOBENGEEZTIIZELARI (EX]
X R 5 &) £BIRL ET, Incident Manager TOEEFFMOFMICDWVWTIEK, "ThUT7—2
BSBLTLSEETL,

3. (A7 TIAV)BEIIC. COMSFEASERENIA VT RNOEATOEFREBEZ AL
LEY,

4. (A7 32) [BEEHRXFI) . EEHFRXFHIZALLET, Incident Manager &, DX
ZHEFEAL T, BUBRARERABRLT7 AT NMCEBOA VO F U N EERLBEVKRSICLE
£

BEEHRXFIG. SATLNFAMVOFUONOEBEZFIVIOIREHICERITZIABTLEY
L—XT9, EEHRXFEIZEETS L. Incident Manager &1 T NEERTDEZ(IC
dedupeString 71 =)L RIZEAUXZFIHNFEENDRBROA TN ERELET, EE
FHrEE 3 &, Incident Manager EFL WA F U RN EBREDOA T NMCEEHRLE
¥,

® Note

77 #J)L N TWE, Incident Manager &@LU Amazon CloudWatch 72 —A X IF
Amazon EventBridge 1 X MK 2 THERENEBBOA 2T NZ2EBHNICER
HRLET, ChSOUY—RARXATOEBZRTH1-HIC, MBOEEHRXFIZ
ANTRIHVERFRHYNEBA,
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5. (A7 23aN[MAIFURETIOTIE, CORMBIEAD SERE NI4T RNIBINHT
2RTEF—CEZEMLET,

KISFTBERNICA T RERITZRETDICE, 100 FRMLO—RUY—-RICKTS
TagResource 7V AF AN BETT,

6. VT, BREESULAAMVIOFURNIODVTRYRY TR LEODAT I 0Fv¥Y NFvx
ILZEEELERT,

(A7) AT RRBTFYY MTFYRILDEE

MSFHEICTFYY RFYRILZBODE, BREERIIOFYRILZBLUTA VT NOBFHERE
RURYET, BEERF., FYYRIVIRZEALT, FYYRNFYRIPSEESA T URE
BETEXRY,
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Amazon Chime OF ¥ X)L ZERL T, MOFTET Z2FATEXRT, FYyy N7V T5r—>3a>on
Amazon Q Developer TF v Y R F¥ XL ZERTRDHFEICODVWTRK, "Fryry v 77U Tr—>3>
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/A Important

Incident Manager (Zl&, F+ ¥ hF ¥ )LD Amazon Simple Notification Service (Amazon
SNS) NEY VICLHATREODFANYETT, <O SNS NEY VICARTHFFAHN &L
BE., MSFEICEMTEZEETEERE AL Incident Manager &, SNS REY VIZF A
BHMZERITLT, FAZRILELET,
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BEemes E2RLUTLSEZ W,

AT FYY N TFYRILZEETSICE
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® Tip
Amazon Q Developer TF ¥ Y R 7UT—>2a > THLWVWF Y Y R F Y RILZERT
B2k, "#HLW Chatbot V547 NERETD ) ZIBRLET,

2. [FYYRFYRILDSNS REY I T, A2 FMRICARTIEMD SNS hEY %12
RUET, BEHO ICSNS hEY IZEMTDE, AV FURRERICU—23oAFFo2L
EBEORREAWS U—232 AELELERT,

3. HLWT, AVFURNRERIIIVTF—292ERE, AN ATZ1—-)L, TAHL—
A VEEZERLEXY,

(A7 23ANAVIOFUORRRBIEIVTF—2FB )Y —ADER

AVITFURNRELEEEL, REBUBAREEEREITDENEETT, RANTZIT1R
ELT, UTZRITIBELZ2HBHOLET,

1. TAAL =23 VFBEOIAAL -3 FyRIILELT, BREEAVI-INATD1-)L%
EmMLETD,

(® Note
RE. BIOTAD R SHEENEHAVEDEZMSFEICEMNT 2 #EEGE Y R— K&
nTLWEREA,

2. MISTHBEOI> T —I X hELT, TAAL— 32 FEZERLET,

BRAETIAAL—2 3 VFBEOFMIC OV T, Tincident Manager TOEWVED B DERR & 5%
E1 & Mncident Manager TOL ARV A -T2V =X NDIAAL = 3 VEHEOKR 25
BLTSEZV,

AFVRNRBICIVTF =292 )Y A2 BRTDICE

1. [IT =XV N TR, TRAAL— 32 5B, 72—V AT221-)L, ERl0ERFTE WV
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(A723NAVITFURNEBROLEODT T Y VDEE

DY —ILTHS AWS Systems Manager Automation D> 7 v U % EH L T AWS Systems
Manager., AWS V5 R REAOD—BNBET TV T—>23a B8RPA 2V TSARNTIOFYRAY
ZEELTEET,

STV OTR, STV IOI—UT70—%E&LET, STV IUI—UT70O—ICl&. Systems
Manager A’ NZx— R/ —REFLFMDO AWS VY —ARA T TERIITBDTOAVNEENT
¥, Incident Manager Tl&, S>> 7Y O RAVIFURNRBEA VT NOBRICKRIEET,

MISFBETOZ 7Y VOEROFMICOVTR., T4 F 2 MEE®DHIZ Systems Manager
Automation Z > 7 ¥ U % Incident Manager |[C#& 321 2SRBL TS EE L,

AVIFUORNEBROLEODDS T Y UV RIEETSDICIE:
1. [ZV7TYv9]1T,. LTOVThAZERITLET,
c [TUTL—=RMASETUT v oRER] ZBIRL, 7 2L KO Incident Manager 57 v &
NDIAE—%ZERLET, [BEIIC. FILLSOTYI0bAYXTVWEEZEANLET,

C BEOTYT Y UEER] EBRUET. FEE]. (507 YY) BATR [N—Ya%
BRUET,

® Tip
STV OE—DSERTRICE., FLVWIOTY IU%ERE] ZBIRLET,
STV IODERDFHEMCOWVWTE, T4 7 MEED-®IZ Systems Manager
Automation Z > 7 ¥ U % Incident Manager I[C#& 321 2SRBL TS &L,
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Manager ICANE BB EETEET,
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3. (#7232 )[AutomationAssumeRole] (2, £ 9 % AWS Identity and Access Management
(IAM) O—=J)LZEELET. cOO-ILICR. SVTYIRICEEENTLVREZOIN RO
RITICHBEBT IV LAFANr LETT,

® Note

AssumeRole NMIEEE N TWAWIEE, Incident Manager &5 > 7Y 94 —EZAO—)L
EEALT, V7Y IRTEECATVRELYCOIAN REERITLELDELET,

LTASBEBRLERT,
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UTHASEBRLET,
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EOICRERMSERTIVEAFNEZECS /v O —ERAO—-IILZBBNICERLET,
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1. [—RN—FT 1G] ZRBEL., [PagerDuty REZEBMIC TR FIVIRYIREFVICLE
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2. [—=9LY NZEEIR T, PagerDuty 7HO U NMIT VAT B -OORIABERZERETS
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"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"ssm-incidents:StartIncident”,
"ssm-incidents:GetResponsePlan”,
"ssm-incidents:ListResponsePlans",
"ssm-incidents:TagResouxce",
"ssm-incidents:GetIncidentRecord",
"ssm-incidents:ListIncidentRecoxds",
"ssm-incidents:UpdateIncidentRecord"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [

""'ssm-contacts:StartEngagement"
]I
"Resource": "*",
"Condition": {

"StringEquals": {

"aws:CalledViaFirst": "ssm-incidents.amazonaws

}

"Effect": "Allow",

.com"
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Incident 1 ‘ C | Refresh interval: 30 seconds ¥ ‘ ‘ Edit properties Resolve incident highli
incident
s Impact Chat channel [ Duration
o ... 2m
November 8, 2023 at 12:31:50 (UTC-5:00)
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1 waiting for input runbook is in progress.
November 8, 2023 at 12:30:38 (UTC-5:00)
Overview Diagnosis Timeline () Runbooks () Engagements Related items Properties On-call has been notified and impact is being
assessed.
summry [
n
No summary
The incident has no summary.
Add summar y
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ZOVFLET, F7FIRTR, IXTOEIZIVAHABIRENATVET,

[FIR ZBERTBDE, FNAAOO—AILMRI> NO—ILFBEEEXRT,

7. HRIEFERLEEORERZBIRLET. O—ANTVEEEREZYRND—0T U2 %1BIRTS
N, 2% PDF ICRETEEXT, VEICISUTEY OMRIATSa>=2ZEL, [FIR] i8R
LE9,

o b w0 Dd =

o

(® Note
O—ALERI>  O—-ILERF, Web 75V BLEFNA AN RET DI —H—1>
9_7I4XE1:ELJ353-0
MREE ., FNAARBICEREEN, TFNAADST I EATEREEFERTTY,
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Incident Manager 21— KU )L

—h s ® AWS Systems Manager Incident Manager F 21— KU 7K, KYBRERZALIFURNE
BOATLAZBETDOICRIUEET, chSsOFI—KNUTLTR, 1 2FVRNELEEYR—K
AT MRABHICRETD—MBRNBETITAETACDOVTHALET,
(N =R

s F1— 7 )L: Incident Manager T® Systems Manager Automation Z>>7 ¥ U O

« F1—K1D7F)L:Incident Manager TOEF 1V FA AT NDOER

F1— K1 TF )L Incident Manager T® Systems Manager
Automation 5> 7 Y U O fEH

Automation AWS Systems ManagerZ > 7 v V& ERTHE, AWS H—ERO—BWBXTF>
A, T704, BERRVEBRNTEEXRT, COF1—KNJFIL TR, Incident Manager D1 >
FURNRSEERLTDEODHARARLAT VT Y IVEERLET, COFI—KNUTILOFIAT
&, Amazon EC2 X KU AIZE|v) H TS M- Amazon CloudWatch 75 —AZFERALET, 1>
ABANTZ—LZRN)H—TBREICESD &, Incident Manager AT DR AT & BEIICET
LET,

1. Incident Manager T4 <72 REERLE T,
2. FEDOBEEZRA25 TV O ERKBLET,
3. 507 YU DFER% Incident Manager DA > F 2 REFEHAIR—JICRITLET,

COF1I—KNUTITHATS 7O A, Amazon EventBridge 1 R MR ZFDMDZ A T D
AWS VDY —ATEFERATEET, 77—LABKLKVTAR MOBENSZBELTDET, 17
DFURNEBE LT EOVY —AICEADEEZBRBTEED,

COF1—KJTILTE. Incident Manager XfISETEIAIC Amazon EC2 41 AR AICEIV HTS
flz CloudWatch 72— AZRBET B HEICODVWTHALET, 75—AL, 1 VARVA, X
ISETEAREE N TV EWESR., BB ITDHICTNSOUY —AZRETDI_LEEZHEOLET,
HMECOVTR, UTOZREY VZSRLTLSEZ L,

« Amazon CloudWatch 1—%¥—7 4 R® TAmazon CloudWatch 72 —A®O{E A 4
« Amazon EC2 1—H¥—74 R, ® "Amazon EC2 4 > A& > AAmazon EC2
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« Amazon EC2 1—H¥—7H4 R, ® "Amazon EC2 4 > A& > AAmazon EC2
« Incident Manager T O XJ 55T D YERK & 5] 7E

/A Important

AWS DY —A%ZERL., V7Y V0B ATY %2 FERATZHET, AR EEL
£, FMICOVTIE., TAWS BER, Z28RBLTLSEZL,

NEY D

« BRAV 1. Z207 v 0 %ERTS

« ZBAY 2: 1AM O—)L OERK

« BRYU 3TV U ERRBEHEICELRETS

o BA7 4:CloudWatch 7 Z—ALAZXISFTEICEI) HTS
BAY 5 #ER ORREE

BRAV 12TV IERTS

Systems Manager AV —=ILTZ 7Y U RERTBICIE, UTOFIEZFERL X, Incident
Manager DA > F > MY SHRUHEND E, ST Y UI1E AmazonEC2 1 VAR A BEE
L. V7Y IDORTICEATIBERTAUITFUORNEEFHRLUET, BBITDEIC. V0TV IEER
FTRITIVLAFIN D ZMRBELET, FMICOVTIE, TAWS Systems Manager 11— —7j
AR D TA=—RA—=23200FE, Z2ZRLTLEEL,

/A Important
COFI—RNITILOZUTYIOERICETZUTOEESFMBERERIAL TS
Lo

« ZMZ>7 YUk, CloudWatch 75 —AY—ANSHERENIZA T hERREL
TVWET, COTUTVIRMBORATDAITFUN (FHTERLESA DT URE
EVICERTRE, SVTVIDRIDATY TDRALTA VAR NFRONST,
JATLANSTIT—HNBREIhET,

« 527 v 9T, CloudWatch 75 —AIZ Instanceld EWSFA X a>aEHd
BENFBHYNET, AMazonEC2 A VARV AX NV D ADOT Z—ALAICREKZOT1 X223
INBYNVET, cOTUTYVIERMDANI DR (F1IF EventBridge K EDfID 1 >
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TFUORNY—=R) EATEIERR., >FTIVATF Y TFyEaniTF—RE—HTEHLSIC
JsonDecode2 AT Y S 2ZTEITRIHENHVYET,

« 57 YUk AmazonEC2 A VARV AEBRHITZICET, Po—LENIH—-LERH
BEOBEZRAET, EBEOAVITFUORNTR., /1A AZBREEBL E<BEVFEEY
HYVET, DATALAILETTEEVEANBEET V3> TV IEEHRLTLE
=L,

7V ODOERICETBEMIE. "TAWS Systems Manager 1—H'—73 4 K1 @ "Working with
runbooksy ZZRL T &V,

TV IORERTBICKE

1. https://console.aws.amazon.com/systems-manager/ © AWS Systems Manager 12V — )L Z &
2FT,.

2. FTETF—23RALUT, [RFIXN ZERLET,

3. [FA—KX=23]ZBIRLET,

4. [BEIIC, ZU7TYvI0bH X T VWEE (IncidentResponseRunbook %5 &) Z AN L &
9,

5. [Editor (L7« )] X7 &58R L., RIC [Edit (fRE)] £BRLET,
6. ITFA4XIC, ATORBRZBYFITET,

description: This runbook attempts to restart an Amazon EC2 instance that caused an
incident.
schemaVersion: '0.3'
parameters:
IncidentRecordArn:
type: String
description: The incident
mainSteps:
- name: ListTimelineEvents
action: 'aws:executeAwsApi'
outputs:
- Selector: '$.eventSummaries[0].eventId'
Name: eventId
Type: String
inputs:
Service: ssm-incidents
Api: ListTimelineEvents
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incidentRecordArn: '{{IncidentRecordArn}}"’
filters:
- key: eventType
condition:
equals:
stringValues:
- SSM Incident Trigger
description: This step retrieves the ID of the first timeline event with the
CloudWatch alarm details.
- name: GetTimelineEvent
action: 'aws:executeAwsApi'
inputs:
Service: ssm-incidents
Api: GetTimelineEvent
incidentRecordArn: '{{IncidentRecordArn}}"'
eventId: '{{ListTimelineEvents.eventId}}'
outputs:
- Name: eventData
Selector: $.event.eventData
Type: String
description: This step retrieves the timeline event itself.
- name: JsonDecode
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
Script: |-
import json

def script_handler(events, context):
data = json.loads(events["eventData"])
return data
InputPayload:
eventData: '{{GetTimelineEvent.eventData}}"'
outputs:
- Name: rawData
Selector: $.Payload.rawData
Type: String
description: This step parses the timeline event data.
- name: JsonDecode2
action: 'aws:executeScript'
inputs:
Runtime: python3.8
Handler: script_handler
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Script: |-
import json

def script_handler(events, context):
data = json.loads(events["rawData"])
return data
InputPayload:
rawData: '{{JsonDecode.rawData}}"
outputs:
- Name: Instanceld
Selector:
'$.Payload.detail.configuration.metrics[@].metricStat.metric.dimensions.InstanceId'’
Type: String
description: This step parses the CloudwWatch event data.
- name: RestartInstance
action: 'aws:executeAutomation'
inputs:
DocumentName: AWS-RestartEC2Instance
DocumentVersion: $DEFAULT
RuntimeParameters:
InstancelId: '{{JsonDecode2.InstanceId}}'
description: This step restarts the Amazon EC2 instance

7. [Create automation (F— bk X—> 3 ZERK)] ZBIRL T,

2T 2: 1AM O—)LDOERK

RKOF1—RUTILEFERALT, REFETEEEN LSV I ERBIZDTIOERFTE
Incident Manager 213459 % AWS Identity and Access Management (IAM) O—)LZ#ERL £,
NDFI—KNUTILDZ>T YUk, AmazonEC2 A VAR AZBREELET. <O IAMO—-)LIk
BRORAVT, STV VNS BEICERTDEEICEELET,

MISFHEL ST 7Y VERKBTS IAMO—LZ2ERT S

1. 1AM 12V —)L (https://console.aws.amazon.com/iam/) ZB& £ T,

2. FEF—arRq4rTcO-)l 2BRLTAHAS, O—-ILZEKTS ZFRLET,

3. [BEENEICTATARAT]|T, [AWS H—ER]FBIREIAhTVER L ZHERLET,
4

[A—AT—A] D [TOMD AWS H—EADI—AT—RA] 7 4 —JL RIC Incident Manager
ZEABLET,

5. [Incident Manager] Zi#IRL . [XN\] ZEIRL £ T,
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6. [TURAHTOBM R—I T, (KU —0FRK] 2BRUET, TIORAFTIF 1 25 HL
WIS RIERRETTHEET,

7. IF14327T, [JSON]Z7#BIRLET,

8. UTOF7IEAHFAARII—&2IE—L T, JSON I F 1 RIZBEV)FTET, account_ID %&
HOOAWS 7HOKNIDICBEHRZET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Resource": [
"arn:aws:ssm:*:111122223333:document/
IncidentResponseRunbook",
"arn:aws:ssm:*: :document/AWS-RestartEC2Instance",
"arn:aws:ssm:*:111122223333:automation-execution/*"

1,
"Action": "ssm:StartAutomationExecution"
},
{
"Effect": "Allow",
"Resource'": "arn:aws:ssm:*:*:automation-execution/*",
"Action": "ssm:GetAutomationExecution"
}I
{
"Effect": "Allow",
"Resource": "arn:aws:ssm-incidents:*:*:*",
"Action": "ssm-incidents:*"
},
{

"Effect": "Allow",
"Resource": "arn:aws:iam::*:role/AWS-SystemsManager-
AutomationExecutionRole",
"Action": "sts:AssumeRole"
},
{
"Effect": "Allow",
"Resource": "*",
"Action": [
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"ec2:StopInstances",
"ec2:DescribelInstanceStatus"”,
"ec2:StartInstances"

}

9. [Next: Tags] (XN\: &J) #BIRLEF T,
10. (A7 23 BEICHLUT, 2TZRD—ICEMLET,
M. PRIN: LE1—] &BRLET,

12. [BEI] 74 —J)LRIC, COO—LFFI-—RNUTILTHEAETNDEDTHDELZRBFNTIDIC
RADBFZEADLET,

13. (A7 >3 V)[BBE] 71— RICHEZADLET,
14. [Create policy] (R > —DERK) ZBIRLET,

15. ERLTWAO-INDOT SO D4 RIEERFETICRYES, [PV EAFAOEM R—
NFRRENET,

16. EFIARRY ((RU—OER]) REZOEICHY ET) ZIiBIRL, ERLET IO EAFTR
—DBPETAIINEZ—RY TRAICAHBLET,

17. ERUIET O AHFARI S —ZBIRL, RN ZEBRLKXT,

18. [BHl. LE2I—, 8LTERIR—J0 [O—LEB]IC, 2oO—-IAF1—-—KITITERAEH
PENTHBD L ZBBTAIOICRIDETMZANLET,

19. (F7232) BB 71— RICHAZAHDLET,
20. O—JLOFFMAZHEEL., BEICUTRITZEML, [A—ILOEK] ZERLET,

RRAD 3 STV O RNSEHBEICELSTS

2> 7 Y V% Incident Manager O SETEICER T D T, —EMNHY ., RETET, X1 A
) —BEMNTOCLAZRRTEXRT, COTTY IRk, UIIN—DNRO—EBEOT I3V ERE
ITRLOOHRIRELTERIBET,

Zo7 Vv oISEHEICE) HTRICE

1. Incident Manager AV —J)LZFHE £ Y,
2. [ESEFHE] ZERUET,

RAY 357y o ERISEHEIICERT S 126


https://console.aws.amazon.com/systems-manager/incidents/home

Incident Manager d1—H¥—HA R

3.

[SEHE] Tk, BBFOMGETEZRIRL ., [R®E] ZBRLET. BFEOXNSHEAN SEVES
(&, [RUSFHEOEK] Z2FBIRL THLU VWVHRFTEZERL KT,

UTO71—)LRICIEZADLET,

a. [Z7v01tw0>2a>rTBEOS T Y ORRR ZBBRULET,

b. [FAIEE]IC BB FBRENATVWSR L ZBRALET,

c. [ZY7VIITR. BARV1:Z27 V0 %ERTS TERLEZ>T Y O ZERLET,
d. [N—=232] TR, [RTHOF7 AN ZBRLET,

e. [AHA]EY> 320 [IncidentRecordArn] NTZX—R T, [1 > F > N ARN] ZiBIRL £
ED

f. [RIT7IVELAFA|£I>32T, 2AY 2. 1AM O—)LOER THEKL Iz IAM O—)L &

RULFET,
TERRZRTFLET,

XA 4: CloudWatch 7 2 —AZX ST EICE|IV) H TS

LTOFEZFEHAL T, Amazon EC2 41 2 AZ > AM CloudWatch 72— A% SETEIICE|VY) 4T
x99,

CloudWatch 7 5 —AZ X SETEICEIV) HTBICE

1.

2
3.
4

© © N o O

CloudWatch Y — )L ® https://console.aws.amazon.com/cloudwatch/ ZRE VW T & L,
FTETF—23URAVD[TZ7—L]T, [TIXTOTT—L])ZERLET,
X ISETEIC T S AmazonEC2 1 VARV ANDT S —LZBIRLET,

(7023 zFBRL, wmE)] ZBRLET, XKJTAIWK Instanceld EVSTFa X3
UNBHBEEERELET,

DRA] ZBRLE T,

[F792a>DRET 1 —R] T, [Systems Manager 7 V23> =B Z#RLET,
(M2 F NOER] ZBRLET,

BAD 3 ZT VO ENBBEICERTS TERLENSFTEZERLET.,

[Update alarm] (7 2 — LD EH) ZBIRL FI,

R A% 4: CloudWatch 7 7 —AZ K SETEICEIY) KT 127
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XA 5 FERORAE

CloudWatch 7 2 —LN A2 27T NEERL . RSB TEEENES VTV I ELBTR L%
BEETRICE, T2—LZERNIA—TFRRBENHYET, TZ2—LZERNIA-LTZU TV IDOLE
AERTULES, UTOFIEZFEALTS V7Y OORRERRETEELET, 77—LebVH—T%5H

FEIZCDOWVWTIWEE., TAWS CLI Command Reference s @ Tset-alarm-statey ZZB L TSV,

1. Incident Manager AV —)LZHE XTI,

2. CloudWatch 7o —AIC &K 2> THERE N4>
3. [TV I]1ZTEBRLET,
4, AmazonEC2 /1 VARV ATETENET U3

M CEXRT,

T REBRLEXT,

YR [ZUVTVIOARTY TS| O 3T TH

RORF, COFI—RIUTILTHERLES T Y OTETENLATY AV Y—IITED

KSICLR—REhBPERLTVET, BATY TR ERALARRVTHELVAT—RAXY
E—JEHIC-BRFETNFT,

Runbook steps

00:00:00 (UTC+11:00)

15:01:44 [#] ListTimelineEvents
15:01:44 [#] GetTimelineEvent
15:01:45 [#] JsonDecode
15:01:49 [¥] JsonDecode2
15:01:53 [#] RestartInstance

23:59:59

® Success

® Success

® Success

® Success

® Success

CloudWatch 72 —ANDTXTDFM%ERRTSIIE, [JsonDecode2] AT Y 7 ZEBL., KIC

[HA] ZBFALET,

BAY 5 fFEROIRAL
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/A Important
COFI—RNUTILTERELEVY—-AQOEENSE, BREBRVWEDQRINTIU—2
TYTITRRENHYNVET, ChiZR, VI—AFTESRA 2T MR ED Incident
Manager )V —AANDZEE, CloudWatch 75 —ANEE, COF1—~UTIIRAICHERL
EIAMO—-I)ILOEENEENET,

F1—KUTFI: Incident Manager TOtEF1UF1 A4 F N
S

AWS Security Hub CSPM, Amazon EventBridge. Incident Manager &2 —#ICEAL T, AWS /K
ARNT7ZVT5—23>0eF1)T440F RN EREBLRVERTEERT, COF1—K
7 )L Tk, Security Hub CSPM A"BEBIMICIEE L EREFBRICESVWTA VI F U NEERT S
EventBridge L— )L ZRET B HEICOVWTHALE T,

® Note

cDF1—KJTFI T, EventBridge Security Hub CSPM 2L £3, chsnt—E
ADFEAICKY JARNNFRETDHZEEN BV ET,

EIE=2es

- Security Hub CSPM £+ Y R 7Y 7L E T, FHMIC DWW TIEAWS Security Hub CSPM "0+ ¥ K
TvY7, #BSRLTLSEEY,

« Security Hub CSPM THRHEBERZERETLRFEMLE T, FMIC DV T, AWS Security Hub
CSPMORAERERESRLTSEEL,

* Incident Manager X1V F 1AV F U NEBERTDEEIL, TOTL—RELTHEATEH
ISETEZRELE T, FHMICOWTIEE, Tincident Manager TO A 27> M D #EfF, 2S5 BL
TLSEEL,

CcOFI1—KNUTI, TlE, EBEXNOD/NX—>2%FEHAL T EventBridge L—ILZHEKLET. HA
BLNZ—2ZFEALTIL—ILEZERTSICIE. " AWS Security Hub CSPM 1—H—7H4 K1 ©
"THABLNEZ—2FEALTUL—ILEERTE BSRBLTLIEEL,
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EventBridge L— )L Z{ERR L E T

1.

2
3.
4

® N o o

10.
11.
12.
13.

14.
15.
16.
17.
18.

19.
20.

Amazon EventBridge 1> Y —JL (https://console.aws.amazon.com/events/) ZB & £,
FTETF—23sRAVTN—L] ZBRLET,

L=l OEK] ZZBIRLET,

JL—IL® [Name (& #1)] & [Description (EBB)] ICABDLET,

L=LICERLV—232ABRCEUARY MNALDOBIOIIL—IILEBUERZNFITD &
TEEEA

[MARYRNRIELT, [F72LN ZBRLET,
IL—LBAT] Tl [ARYRNR—2EEDL—)L] BERLET,
DRA] ERRLET,

[A R RNY—RA] T, [AWS A1 R NE & EventBridge /N\— R F—A RV N ZBIRLTL K
=L\,

[ARRNE=1T, [AIRINE=2TA—L] ZERLET,
[ARYRNE=2T7A—L] TR, AWS[H—ER] ZERLET,

AWS H—E ZAMNFE k. Security Hub CSPM ZiZIRL £ 9,

AR NRAT T, Security Hub CSPM OFER - 1 VA R— KN EBRLE T,

77 #A)LNT, EventBridge &7 1 LR —EBBRLTARIMNNEZ—2ZRELET, BFEHT
. WIThhrO #7230 BRENETT, chsOD71IILEX—2FHL T, REICKE
EEEBEZD X 1VTARELERICEIVTAUIOFUONEERLET,

RN\ 20y OLET,

[R—T'Y NZA T Tk, [AWS H—E R] Z&IRL £,

[2—45"Y N®&IR] Tk, [Incident Manager XISETE] ZiBIRL £,

SISETETR., ERLEAOFOROTO7L—MEULTHERTIRNFTEZERLET,

EventBridge &, JL—ILORITICHAER IAM O—I)LZEKXTEET,

- BENCIAMO-LZERTRICR. [BREOUY—RAICHLTHLLWO-IILZEKT D] &
BRLULETD,

« THADVHNCBRICEFEIZ IAMO-ILZEATRICE, "BEIFOO0-ILOERA) Z2:#RLK
ER

(A7 2a N IL=NIC12BLLORTZAILET,
DRA] Z38IRL E T,
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21. =)L oFBE#EL. L—IL0ER 2BRLET,

— @ EventBridge L—)LZER L I, ERELEBMHEIC—HIZ2 X1V T AEFERICEK
T. Incident Manager TA > 72 RHIERENET, chsSODAVITFURDS, 4102 FUNE
PHMENIT—, BB, TEZRUVT, ERTEETD,
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Incident Manager TOJ) Y —ADO X T+

I, L7VT—23a>tEy NTAWS D=2 32 EEE iz @ Incident Manager )Y — A IZE|
WVETBENTERATIDDOART—RTY, JFTHE, 12 F2 NLO—R, BEEICX
TJREN)ETBENTEET, AVA—ILAT D 1-)IBL0O—FT—23VICRTZEBMTSE
EETEXRT, T, LTVT—23> Yy NEBBRICRTEZEMTSDCEETEXRT, 2T ZFERT
L, EERETFRBAETIIASOVY—RESEL, TUOLAZHBETEERT, XTRFENRTEN, 1
DOF—EAT2A2ND1 DNETHREETNTEY, EES5EBEFKANEEZL FI, & Incident
Manager VY —ARA T O _—AZFLT—BEBENRITF—RERIZD_LZ2HEHLET, —EH
NHZD—EORTF—RFERAITZIET, NSOV Y—ADBEEBBEITVNY—ANODTIELADE
BARBICBYET, ZTICETVTUY—AZREE R T INRIITEERT, XTEFERAL
TIIY—=AANOT VA EHBITBEEOFMCOVTRK, TIAM A—H—HA R, 0 "2I%F
ALIEEAWS VDY —AANDOT It ADFIH, ZZRBLTEEV,

MNISHEZERTDEEIL, (MO TFUROTFT7AIIN IV TRIZEETERY, Ch5
DRI, JISHEZERALTAVITFURERENDEELCAIFTMLIO-RICERAEZR
EE

® Note
STICRERBHEERNS DY ECA. FTREBDZNFIEL THRRENET,

Incident Manager AV —)LZEAL T, T ZEMELFHIBRTEEXT, XOAIU—23v bk
&, DAV —IIR=DORTERE, FTF—ELEZEMTZLEONDT 1 —IILR, B8RO ZTZEM
BLTHIBRTDEODREERLTVET,

v Tags - optional

Key Value - optional

Q, Environment X Q, Linux X ‘ Remove

‘ Add new tag ‘

You can add up to 49 more tags.

MMWM
RT&2T7OAVSLATRIETSICEK,. LTOAPITO>a>aERALET,

« TagResource
» UntagResource
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Q—H—H1 K

72y FLET, FMICOVWTE, "IAMIA—Y—HA R, O T I—HF—ANOT7 I EAFANE

M, EBRLTLEEL,

IncidentManagerResolverAccess

BoDEROKRRZI—Y—ICFHFATS

COBTRE, A= —TATFoTATACTEYVFENLADTAVERONZR—I RRUD—DOF
REIAM A—H—CHAITRIRIS—OERGEERLET, cORUZ—CF, IVY—IT,
F/F AWSCLI £zl AWSAPI ZEALT7TOJZATIOT VAV EETITDT UV AFHA

FEEIATLET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}
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]
}
BEFEADT VA

—OBITIE, Amazon Web Services 7> KD IAM 1—H—I(Z., Incident Manager O X IS&TIE D
1 D2THB "exampleplany N\OF7 VAEZNFELET, £k, I—F—FHNRFTEZEMN E
. BRVHIBRTERDLSICLET,

MR —I&, ssm-incidents:ListResponsePlans, ssm-
incidents:GetResponsePlan, ssm-incidents:UpdateResponsePlan, ssm-
incident:ListResponsePlan 7V AT Z2z1—H—ICHELET,

JSON

{
"Version'":"2012-10-17",
"Statement": [

{
"Sid":"ListResponsePlans",
"Effect":"Allow",
"Action":[

"ssm-incidents:ListResponsePlans"

]I
"Resource":"arn:aws:ssm-incidents:::*"

}I

{
"Sid":"ViewSpecificResponsePlanInfo",
"Effect":"Allow",
"Action":[

"ssm-incidents:GetResponsePlan"
]I
"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/
exampleplan"
},
{

"Sid":"ManageResponsePlan",

"Effect":"Allow",

"Action":[
"ssm-incidents:UpdateResponsePlan"

1,
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"Resource":"arn:aws:ssm-incidents:*:111122223333:response-plan/
exampleplan/*"
}
]

DY —AR—ANORKRI > —0OH AWS Systems Manager Incident
Manager

AWS Systems Manager Incident Manager (&. Incident Manager ® X io&HE &EEED ) Y —AR—
ADTOEAHFAR) S —ZHR—KNLTVET,

Incident Manager l&, ZFEALTRBEENEVY—AANOT VA ZEBRTEI VY —AR—ADKR
) —%&HR—KLTLVEEA AWS RAM,

XHSFTE R = IE BB EZERT D HFEICOVTIEE. Mincident Manager T O XIS ETE D ER & 5% 7E 4
& Tincident Manager TORBVEDEDERERES BSRBLTLKESL,

BB D Incident Manager DX ISETEI T 7 2 A D HIBR

XOBITIE, ## ID: o-abcl23defs5 OBABADO I —H—(C, XISETE myplanTHERE N1 >
SFUNIHRETRIHAZNAFELTVET,

Condition 7O ¥ ¥k, StringEquals %# &, AWS Organizations $E
MDaws:PrincipalOrgIDRHFF—TH 3 &HF—Z2FALETT. ChSOFHFF—OFMICOV
Tk, "TRUS—TOFRHDIEEL Z2ZSRBLTLEEZV,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "OrganizationAccess",
"Effect": "Allow",
"Principal": "*",
"Condition": {
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"StringEquals": {
"aws:PrincipalOxgID": "o-abcl23def45"

}I

"Action": [
"ssm-incidents:GetResponsePlan",
"ssm-incidents:StartIncident",
"ssm-incidents:UpdateIncidentRecoxd",
"ssm-incidents:GetIncidentRecoxd",
"ssm-incidents:CreateTimelineEvent",
"ssm-incidents:UpdateTimelineEvent",
"ssm-incidents:GetTimelineEvent",
"ssm-incidents:ListTimelineEvents",
"ssm-incidents:UpdateRelatedItems",
"ssm-incidents:ListRelatedItems"

]I

"Resource": [
"arn:aws:ssm-incidents:*:111122223333:response-plan/myplan"”,
"arn:aws:ssm-incidents:*:111122223333:incident-record/myplan/*"

Incident Manager QBB EICT VI NIANOT O AZRMTS

ROBITIE, ARN arn:aws:iam: :999988887777 :root &IF 2T U N)LIZ, EiE%k
mycontactiC{IBD IV T—I X MOEREZFTFALTVET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "PrincipalAccess",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::999988887777:root"
},

"Action": [
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"ssm-contacts:GetContact"”,
"ssm-contacts:StartEngagement",
"ssm-contacts:DescribeEngagement"”,
"ssm-contacts:ListPagesByContact"

1,

"Resource": [
"arn:aws:ssm-contacts:*:111122223333:contact/mycontact”,
"arn:aws:ssm-contacts:*:111122223333:engagement/mycontact/*"

Incident Manager IC& F2H—EABOREILL EREORLE

ToRIBRBLEBEBBECF, 70232 Z2RTIBEROBVIVTAT 148, #EROHZDI T4
TALTO2AVERTIBDELDICHUHL 292 TRETAR/HEFIVT A LOBET
T CHICKY, BEOHDTIVR—HNEARTHNERITIRLEZ T IV EAOERN ZVWIN RZER
TLIEY, DY—RZEETDENARICBENET,

Tl AWS, y—EABOBZVWITERLE, BEALEREBES FUFCOBADAEMS S ET, V0
AY—EATORYITRLER, 3 —EA(HTCHLAOHY—EX) FRloY—EX (FOHL
ENLAOY—ER) ZHRTHTCETT, BEREOHZITIVEF—RGF. RUHLROY—ERZEAL
T, BEF>TVHVHAZEALT, BIOY—EADVY -AZLETEEXT,

AWS &, 7HIVRDDY—AANDIYZ— RT7IVEREY—ERATV I NILICEH#LU,
DY—ADtEF1)TF1Z2RELET, VY—ARUI—ICF. aws:SourceArn $ LT
aws:SourceAccount DTV O—NILEHBHIVTFANF—ZFEATI L EZHEOHLET, <h s
DF—F, MEOVY—AICHIOH—E A AWS Systems Manager Incident Manager {5927
VEAFTZ2HRLET. MAOTA—NILEGHIATFAMNF—ZBLRIV—AT—M XV RNT
FHT 35BS, aws:SourceAccount fEE aws:SourceArn ETSRBE N3 T7HDU U NE, EUT
NOUKNIDEZFERITIBENHYERT,

aws:SourceArn fElk, HEZZ T34 F ML I1—ROARN THRIMBENHVET, VY —
ANDFTLI ARN D ASBVGER, BHROVY—AZEELTVSHEE. ARN OKRHES
Z* DA RA—RT aws:SourceArn JO—NILAVTFANZHEF—ZFRHLET, &R
&, aws:SourceArn Z arn:aws:ssm-incidents::111122223333:*|CRRETEE T,
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LTOEEAR)S—0OFITIE, aws:SourceArn &#F¥—%2FEAL T, 1> F ML I—R®D
ARN ICETDVTH—ERAO—IADOT7IEREZHBRLTVWET, COO-IILEZFEATZEZDE.
JSETE myresponseplan A SERENEA S F O RNLO—ROKTT,

JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": { "Service": "ssm-incidents.amazonaws.com" },
"Action": "sts:AssumeRole",
"Condition": {
"ArnLike": {
"aws:SourceArn": "arn:aws:ssm-incidents:*:111122223333:incident-record/
myresponseplan/*"
}
}
}
}

Incident Manager D H—E AU > oO—)ILOER

AWS Systems Manager Incident Manager I& AWS Identity and Access Management (IAM) Y —E A

U oEnz0=—)Z2FEALET. Y—EAU>IO—/LIE. Incident Manager ICE#E) > U&h
E—EDRA7DIAMO—-ILTY, H—ERICU V& nizO—J)LIE Incident Manager IC&k 2 TE

AERENTHEY, Y—ERAN I—HF—ICKRD>THO AWS H—ERAZFVPETLHICHELZ TN
TOT IV EAHFANEENTVET,

H—EAVOO0-2FERATHET, BDEBTIVLAERZFETEMNTIXEN BLLD L
&. Incident Manager OFRENBEEIZ4 V) £9, Incident Manager &, Y—EXAU>20—-ILOTF Y
LAFAZEEZLET, BICERENTVWBHEEZRE ., Incident Manager D& A" ENO—)L%5|&E
BUHBENTEERT, ERBTNDHFARGHERI —EHFARID—ICEENTHY, TOFIR
) —BZBMOIAM I TATAITREYFITR_ERFTEREA,

H—EZAV 00— ZHIBRTBICE, RAICEEDY —AZEIRTIVBENFNHYVET, Chick
V., DY—RIZHITBT IV EAFANER> THIBREND &A%<V, Incident Manager ®1) Y —
ARRRBEENET,
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B—EAVZIO0-)LZYR—NITRZOMHOT—ERIZDOVTE, TIAM &EEHETEHAWS —FE
A1 ZZRBL, Y—EAVZ7O0-)L AN BV IZB>TVWAH—ERXZRLTKEE VW, Y—ER
LV OENREICEIBDRFIXRNEY—EATRRIDICE[FEV] VY IZBRLTKEE
W

Incident Manager TOH—ERIZU > OEnizO—ILOT VA

Incident Manager &, AWSServiceRoleforincidentManager &€ WS BRIO T —EAICU > o&Eni
O—J)zEALET, cOO—JLIZ&KV), Incident Manager l& 1 —%—I(Z4X1 2 T Incident Manager
AFRMLOA—REEEVY —AZEBETEEXT,

AWSServiceRoleforincidentManager Y —E AU > o0— )Lk, UTOHY—ERAZFELTO-I)%
SlEZHET,

* ssm-incidents.amazonaws.com

O—I)LOF I tAHFARI) > — AWSIncidentManagerServiceRolePolicy &, EEL AU Y —
ACHUTUTOFT I3 &5ET $5 &% Incident Manager ICEFATIL £ 9,

« FOIA:TOIAVICEETEIINTOIY—ALEDssm-
incidents:ListIncidentRecords,

« U3 TOIIAVICEETEZINTNDI)Y—ALEDssm-
incidents:CreateTimelineEvent,

« T3V TOIIAVICEETEZIINTNDIIY—ALEDssm:CreateOpsItem,

« 7O 32:ssm:AssociateOpsItemRelatedItem, &R Y —A:all resources
related to the action.

« FUATOIAVICHAETRZINTNDY—ALEDssm-contacts:StartEngagement,

« 72> 3~:cloudwatch:PutMetricData AWS/IncidentManager® &k T AWS/Usagefi B %2
A ® CloudWatch X K2 &

H—EAV70-)IL0OERK. mE. BIBRZE IAMI>T474 (A—H%—, JI—7", O—-IILBE)
ICFFAIIRICR TV EARAZRETDLEN HERT, FMAICOVTE, TIAMI—H—H4
Ry TH—ERAU IO DAL 2FRLTEEL,
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Incident Manager Y —E X1 > o 0O—)L DERK

H—ERAVIO0—-LE2FETHERITIVLEEHEEA, AWSIYEXIZ X ROV Y—I, .
AWS CLIEzld AWSAPI TL7Ur—> 3>ty Na{ERT % &, Incident Manager IC &k 2 TH—
ERICUOEnEO—-IAAERENET,

CcOY—ERAVVO-LZHIRLUEETBEERNTDIBENr EUEBERERAUFETT AT N
O—I)LZBERTEEXRT, L7VTr—>3a>twy NZEHEKT S L, Incident Manager A —E R >
J0-)ZzBEKLET,

Incident Manager DY —EAICU > OO—-ILZHmET S

Incident Manager &, H—EXU>20-)IL0
[AWSServiceRoleForAWSLicenseManagerMasterAccountRole] Z#mETE T A, T—EAU D
O—)LZEKTRE, Z<KOIVTATAICE2TO—IINSRENZD UM’ BB 0, O—ILA
EEEITDERTEERREA, LEL, IAMZEALEO-LEEOREETEER T, FHALCOL
T, "AMIA—%—HA R O "TH—EAV 70— OmEL 28RBLTEEV,

Incident Manager ®H—E X > 2 0—)L O HIBR

B—EAVVIVO- N EZHBEETHIHEPH —EANTEILEZ 2 £HER. O—-ILZRKRID L%
BEOLET, T5FHET, FALTWEVWIYTFATANTITATILEZRV D TERLRBX
VTFTUARENBENBLBYET, £EL, FBTHERIZHIC. Y—EAVU>20-)L0Y
V—R&O)—2TYTIRRBENHYET,

H—ERAV OO &ZHRTZICEK, RAODICLTVIT—>3>twy NEHIBRTZDHBENHVYET,

L7V —>3a>ty h2EIBRT 2 &, [RFTE., Ei{x, TAHAL—>327525E, Incident
Manager TERE RTRFENTVDRIXNTOTF—XNEIRENE T, £, UEICHERL A

TFURETRNTEDODNE T, HIRE WD FTEZIEL TW3DT7 5 —A& EventBridge JL— LI,

TI3—ALAFEGIL—LO—HTAUIFUNEERLEBLBEYET, L7UT—>3> 1y NZHIR
T2, EYMAOIRTON =23 2HIRTIBEN HYET,

(® Note
)Y —AZHIBT BB, Incident Manager DH—EATZEOO—INEREATWVNSH
B, HIREEAKBTDEN B ET, kABMLUESERBDF > THsBEEZBHEITLTILKE
L,
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AWSServiceRoleforincidentManager THEAE 2L 77U T5—>3a> vy NAOU =2 3> ZHIRT
Y

1. Incident Manager 1>V —)L ZB&, EOFES—2a>h s [RE] ZEIRLE T,
2. [LZ7VTr—>arteEy N 0oU—>23a> % BRUET,

3. [HIRR] ZBIRL KT,

4. V=23 OHIRERIETDICE. V—23a>H5ZAHNL T [HIR] ZERLET,

5

L7075 —23a>ty NAOIXRTOU—J 3V ZHKRTZET, COFEZHVERLET, &
#BoOV—T3a EHKRITRIE, OAVVY-ILR, T3 eesllL7TUTr—>3a>+wy b
ZHIBRT D ZBALET,

H—EAV>70—)% IAM TFHHIBRT S ICE

IAM 3>V —)L., AWSCLI, E£7& AWS APl ZfEH L T. AWSServiceRoleforincidentManager
H—EBERACVVEnzO0-)LZHKRLET, FHEICODVTE, "TIAMI—HY—FHA R, O "H—
EAV 20— 0OHIKR) 228 L TEEL,

Incident Manager Y—ERAU > o0—- ) ZHR—rTB)—23>

Incident Manager Tl&, OB —EAANFATEZINTO)—>3>T, Y—EARAICU V& hi
O—I)OFERAZHR—RNLTVET, HHICOVWTE, TAWS =23 ETVRRAV N &S
BLTLSEEL,

AWS 0 EER 1) — AWS Systems Manager Incident Manager

AWS BEERD D —F, KCE2>TERBIVEEENDAZY RTOVRI)Z—TF AWS, AWS
BRI —E, Z<O—BOBI—AT—AZT IV EAHFTZRETEIS LR TVWB -
O, I—%—, JIL=7. O—-LICT IV AFTOH ) HTZ2RKBTEXT,

AWS BER)I —F, IXTHOAWS BEZENERATED LSO, FEOI—AT—AILHL THRD
ﬁ%@)thﬁTEﬁﬁbtu%A#&é:ttﬁ§b1<ﬁéuo1—17—1E@E®ﬁ19
EEAR)—ZERLT, PVERAFUZR) AL EEZHEOLET,

AWS EEBRV S —TERENTVWA TV LAFTAREETEER A, NAWS Y R—TJ RRDSD —
TERENETIVEAHATAWS ZEFHTHE, RUZ—HATERYFERATVWRINTOTUIN
LIDA—Y—, JIL=7, O—)CEELET. AWS . FILL FEEIZhDAH. HL W API
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ARL—232 AWS O —ERANMBFEOY—EATHEATERLSICE2LEEIC, AWS VXR—
PRRVD—ZEMITDARMIES<ZIET,

FECOVTE, TIAMI—H%—HA R, O TAWS NZR—I RARUZ—; 2ZRLTSEEL,

AWS Y x— R7R1J < —: AWSIncidentManagerincidentAccessServiceRolePolicy

IAM T>5 47 4 [ AWSIncidentManagerIncidentAccessServiceRolePolicy 27 XY F
T& £ 9, Incident Manager (&, 1 —H%—IZf81 2 T Incident Manager #7933 &2R{T33C
EZFFAI 9 % Incident Manager O—JLICE DRI —ETFTRYFLET,

Z MR —E, Incident Manager FEDHFED VY —AZH A >TAWS DH—ERX, ThsS
DH—EADAVI TV NIEETIREERZERANTEDLSICTIHRAMVERAT VL AFFAZ
~FELEY,

T AFFA O

CORVI—IZE, LTOT IV EAFANFE8ENATVET,

« cloudformation - 7"J > /N)LA CloudFormation AR Y V2 RRTERLSICLET, Ch
l&. Incident Manager A"/ > 7> NIZB8E 9 % CloudFormation 1 R RB R Y —A =& Bl
jé f:b‘:%g—éj—o

« codedeploy — 7" /N)LIZ AWS CodeDeploy 7' 04 DAY 2T LET, Ch
(&. Incident Manager 2"/ > 27> NZBSiE $ % CodeDeploy 7’ A4 B KT X—5Y N &R B
TRILEHICHETT,

« autoscaling - 7" < /N)LH Amazon Elastic Compute Cloud (EC2) 4 > AR > AA" Auto
Scaling FIN—T7D—HTHBHLESH ZHMTEDRSIZLET, Zhid. Incident Manager A
Auto Scaling FIL—7" D —HTHBDEC2 AV ARV ADKRERERZRBTEDRSICTREHIC
PETY,

AWS Incident Manager ® Y X—2 RR1 S — 160


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies

Incident Manager I—H—H4a4K

RIS —OFME (JSONRUS—RFIXNOBRFHFN—23a2z2ED) %

BEBIBICE. "TAWSIYXZ—DRRUZ—DOUTFLYAAARI O
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H—EAV70-ILOFERA) 28RBLTSEEL,
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. Opsltems \DBEET A TLDEE[N T, T =X MNOBKR, BRTA U FU NIBEE
9% CloudWatch X NU O ADORITZEITSODOT IV EAFA Z Incident Manager ICfF5L T,
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&, 1>F2 MOBRKEICH Opsltem ZHERT D EHICHETT,

« ssm-contacts —ZUVINIDN TS —I X N EBRTESDELSICLET, Ch
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 cloudwatch — CloudWatch X R ZAORITZ 7V NILICHFTLET, <nldk, Incident
Manager 1 > F U RS RTFERARRX NV IAICEETEIX NI OAZRITITDLOHICHKE
T9,

RIS —OFM (USONRUS—RFIXNOBEMN—232ZE80) ZRFEISHICEF. TAWS Y
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<EEV,
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AWS EIE/R!) > —: AWSIncidentManagerResolverAccess

AWSIncidentManagerResolverAccess Z IAM I T AT AT RYFITBHET, IAMITY
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RS —OFM (USONRUS—RFIAIXDKNOEHN—2302E80) ZHIBITHICE. TAWS Y
Z—IRRV—OVTF7LUAHA R ® "TAWSIncidentManagerResolverAccess) S B L T<L
EEV,

AWS EER S —IZx 9 B Incident Manager D E

COH—EANChSOEENEFHZFHBL TH SO Incident Manager ® AWS Y x— R7R1)
S—DEFICHIIFMERTLET, COR—TJOEEEZBHBEHNT SI21F. Incident Manager K
FIAXYNEBER—TJ DRSS 74 —RICBFRLTSEEL,
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V. ARL—=2320BK, VITIANNIA—EBECEITZERESHET, CloudTrail OY
7740, NTUY O API O—LOEFFFSNERARY O NL—ATREVWEZS, IRV KNG
BEDIEFTRRENEE A

LT oHlE, StartIncident 79> 3> %/R9 CloudTrail O T N) T,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalId": "1234567890abcdef",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef01234567890",
"accessKeyId": "©21345abcdef6789",
"userName": "nikki_wolf"
},
"eventTime": "2024-04-22T23:20:10Z",
"eventSource": "ssm-incidents.amazonaws.com",
"eventName": "StartIncident",
"awsRegion": "us-east-2",
"sourceIPAddress": "192.0.2.0",
"userAgent": "aws-cli/2.0.58 Python/3.7.4 Darwin/19.6.0 exe/x86_64 command/
ssmincidents.start-incident",
"requestParameters": {
"responsePlanArn": "arn:aws:ssm-incidents::555555555555:: response-plan/security-
test-response-plan-non-dedupe-v1l",
"clientToken": "12345678-1111-2222-3333-abcdefghijkl"

},
"responseElements": {
"incidentRecordArn": "arn:aws:ssm-incidents: :444455556666:incident-record/
security-test-response-plan-non-dedupe-vl/abcdefgh-abcd-1234-1234-1234567890"
},

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",
"eventID": "12345678-1234-1234-abcd-abcdef1234567",
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"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,

"eventCategory": "Management",
"recipientAccountId": "12345678901234567"

LT oOHIE, DeleteContactChannel 79> 3> %79 CloudTral O I NJTY,

"eventVersion": "1.08",
"userIdentity": {
"type": "IAMUser",
"principalld": "1234567890abcdef@",
"arn": "arn:aws:iam::246873129580111122223333:user/nikki_wolf",
"accountId": "abcdef@1234567890",
"accessKeyId": "©21345abcdef6789",

"userName": "nikki_wolf"
I
"eventTime": "2024-04-08T02:27:217",
"eventSource": '"ssm-contacts.amazonaws.com",
"eventName": "DeleteContactChannel",
"awsRegion": "us-east-2",

"sourceIPAddress": "192.0.2.0",

"userAgent": "Apache-HttpClient/UNAVAILABLE (Java/1.8.0_282)",

"requestParameters": {

"contactChannelId": "arn:aws:ssm-contacts:us-west-2:555555555555:device/

bnuomysohc/abcdefgh-abcd-1234-1234-1234567890"

I

"responseElements": null,

"requestID": "abcdefgh-1234-abcd-1234-1234567abcdef",

"eventID": "12345678-1234-1234-abcd-abcdef1234567",

"readOnly": true,

"eventType": "AwsApiCall",

"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "12345678901234567"

CloudTrail LO—RORBICDOWVWTIE. TAWS CloudTrail T—%¥—74 4 K3 ® "CloudTrail record
contentsy ZSBL TS EEL,
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ZF—TIRE—, COBSILE—REYR—FEhTVEEA,

NAARI—RZ—TI RF—QBROEHZHIZLTVWIHLENHY KT,

« [F—DRAT] [NH] ZBRLET,

« [F—OFERZE] [ESILE RV ESL] ZERLET,

« V=232 WNRFEEEBO CL7TVT—RT25R8FAWS U—23 2 BFIIILFU—
TarvF—wBRULTEEL,

KD —

MISFTBEZRETDI—H—IZE, F—OVY—AR—ADORIZ—0
kms:GenerateDataKey & & kms:Decrypt IR T2 T IV ELAHF TN BETT, ssm-
incidents.amazonaws.com H—ERXATV I NILIZE., F—OUY—AR—ARIZ—0
kms:GenerateDatakKey 8 KU kms:Decrypt ICRT BT VL AHFANHETT,

RORIS—IF, ChesOT7IEAFAZRLTVWET, EaupppesiantntttsZEOBRICE
EPRAET,

JSON

"Version":"2012-10-17",
"Id": "key-consolepolicy-3",
"Statement": [

{
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"Sid": "Enable IAM user permissions",
"Effect": "Allow",
"Principal": {

"AWS": "arn:aws:iam::111122223333:root"
},
"Action": "kms:*",
"Resource": "*"

"Sid": "Allow creator of response plan to use the key",
"Effect": "Allow",
"Principal": {

"AWS": "IAM_ARN_of _principal_creating_response_plan"
}I
"Action": [

"kms :Decrypt",

"kms : GenerateDataKey*"

1,

"Resource": "*"

"Sid": "Allow Incident Manager to use the key",
"Effect": "Allow",
"Principal": {

"Sexvice": "ssm-incidents.amazonaws.com"

}I
"Action": [
"kms :Decrypt",
"kms : GenerateDataKey*"

1,

"Resource": "*"

FLLOWARRIY—IYZ—T REF—DERDEFMICOVTIE, TAWS Key Management Service 7
ROY/N—HA R1 @ "Creating symmetric encryption KMS keysy ZZ8B L T< &L\, AWS
KMS F—0DFFMICOWTIE, "TAWSKMS Otz Z2BLTSEETL,

BEOHAARI—~NZ—IRF—NLEOEHFZIXNTHLLTVEHEEE, RU—ZHEEL
TCNSOT IV EAHAZEMTEER Y, HAZN—NZRX—IRF—ORIZ—OEFHICOVT
l&. TAWS Key Management Service RXOAY/N—HA R, O "F—FR U —OEE, #SHBL
TLEEV,
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® Tip
KUF—ZEBELTTIVEAZESSICHIRTEERT, HIREF., RORUZ—TR, KER
B (F/)\A F) ') —2 3> (us-east-2) TDd Secrets Manager A SDF IV EAZFALF

9,
{
"Sid": "Enable IM Permissions",
"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
.
"Action": ["kms:Decrypt", "kms:GenerateDataKey*"],
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "secretsmanager.us-east-2.amazonaws.com"
}
}
}

GetSecretValue 7Vt A

MISFBEZERTD IAMTATFoT474 (A—Y—, O=J). FLEIIL=7)ICEIAM T
t AT secretsmanager:GetSecretValue " %ETT,
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%1 DATY 7 3aDFIEIZHVET,

2. ATYT 3D [F—ELEORT] T, ROBEZITVET,
s [FL=UTFANRTEZBRRLET,
e RYDADTT7FINOABELLTO JSON BEICEEBRAET,

"pagerDutyToken": "pagerduty-token",
"pagerDutyServiceRegion": "pagerduty-region",
"pagerDutyFromEmail": "pagerduty-email"
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« pagerduty-token: PagerDuty 7HhO 2 NORAT7 VA RESTAPI F—FE@FE1—
H—KN—2> REST APl ¥—0O1E,

BEEEHRIC DWW Tk, PagerDuty Knowledge Bases @ TAPI Access Keysy &SR L
TLEEL,

 pagerduty-region: PagerDuty 7 RXA 2 ZFRANTS PagerDuty *—X > X—
0)"5'—12“7\')—9 3 yo

BEERIC DWW TIE, TPagerDuty Knowledge Base, @ "Service Regionsy Z#5 B L T
<EEL,

 pagerduty-email: PagerDuty Y7 RXA VICETB21—H—DBEMEX—=ILT RL
Ao

BEEEHRIC DWW Tk, TPagerDuty Knowledge Bases @ "Manage Users, #28BL T
<fEEEV,

ROGIE, HBE PagerDuty SRilEHRZSUTELHE JSON—IL Y N ERLTVET,

{
"pagerDutyToken": "y_NbAkKc66xyYEXAMPLE",
"pagerDutyServiceRegion": "US",
"pagerDutyFromEmail": "JohnDoe@example.com"
}

3. ATY7 3c 0 [BELF—] T, WO THRRHE £YYIVERBENTVAIEFERLT,
ERLEHRAEI—XZ—T KF—ZBRUET,
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[7 7 AFFAOMmRE] Z28RLET,
RIS—RY DADT7AI)INORABTZULTO JSON BEICEEMART,

"Effect": "Allow",
"Principal": {
"Service": "ssm-incidents.amazonaws.com"
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iy
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"

}
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« T7—Xv+t—2: ValidationException — We were unable to validate the AWS Secrets Manager
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- TOMOBMEORT TN 2 —FT 12T

IT5—XY+t—7:ValidationException - We were
unable to validate the AWS Secrets Manager secret
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HET,

{
"Effect": "Allow",
"Principal": {
"Service": ["ssm-incidents.amazonaws.com"]
b
"Action": "secretsmanager:GetSecretValue",
"Resource": "*"
}
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