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Ao VY—ANEBMELREEHRFENEZEEZICFHIRZO77AIUNBEENTOVEVEES, UY—A
FEAXFHIRR4 AF—VICHRHLTO&BIAETNET,

FHIR Y — 7\75‘&19\3'67|:|7 A&, ICEBYVIAEINDEIICUY—AICEEFNET
HealthLake, (&. IEEENEFHIRZ'O7 7 4 )L % HealthLake T—ZX AR T ICEBML EEEI(IZ
HealthLake *ﬁnl_l:l/ﬁ?o

FHRZ7O77AINEEEHA RTEEENTVET, . XOEREHA RTERENTLVSFHIR
7°'07 7 4 )l HealthLake Z#FEL £,

THR—RNENTWBFHIRZ'O7 7 1)L HealthLake

=1 Versi RERHA R B

KEAT 3.1.1 http://hl7.org/fhir/us/core/STU3.1.1/  F7#I b

KEAT 4.0.0 https://hI7.org/fhir/us/core/STU4/ HR—b
index.html

CARIN EWRER > 1.1.0 http://hl7.org/fhir/us/carin-bb/ F7#x)Ib
STU1.1/

CARIN EWARAZ>  1.0.0 https://hl7.org/fhir/us/carin-bb/STU1/  HR— K

Da Vinci Payer 1.0.0 https://hl7.org/fhir/us/davinci-pdex/ T7A)ILb
Data Exchange



https://hl7.org/fhir/R4/
http://hl7.org/fhir/us/core/STU3.1.1/
https://hl7.org/fhir/us/core/STU4/index.html
https://hl7.org/fhir/us/core/STU4/index.html
http://hl7.org/fhir/us/carin-bb/STU1.1/
http://hl7.org/fhir/us/carin-bb/STU1.1/
https://hl7.org/fhir/us/carin-bb/STU1/
https://hl7.org/fhir/us/davinci-pdex/
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ZHl Versi REHA R HEE

Da Vinci Health 0.2.0 https://hl7.org/fhir/us/davinci-hrex/ T7xI) b
Record Exchange 2020Sep/

(HRex )

DaVinci PDEX 5B  1.1.0 https://hl7.org/fhir/us/davinci-pdex- F7AI) K~
XY B plan-net/STU1.1/

DaVinci PDEX 5B  1.0.0 https://hl7.org/fhir/us/davinci-pdex- HR—hK

XY b plan-net/STU1/

DaVinci Payer Data  1.1.0 https://hl7.org/fhir/us/davinci-drug- FT7A)ILb
Exchange (PDex) formulary/STU1.1/

KEEYL T

DaVinci Payer Data  1.0.1 https://hl7.org/fhir/us/davinci-drug- HR—b
Exchange (PDex) formulary/STU1.0.1/

KEZEYL T

National Health 2.0 https://www.nrces.in/ndhm/fhir/r4/ T7A)ILb
Authority @ index.html

Ayushman Bharat

Digital Mission

(ABDM )

)Y —ATEEESNLEFHIRZ A7 7 14 )L OREE

FHRZO77AIINERIETDICIE, EEHA RTURLEEShAE7O77/4I)2EFERALT, BHZD
)Y =AM profileBXRICTO77AINZEMLET,

FHRZ’O77A4I)LE, F—R2ARNTICHLVWIY—RZEMTREEICRIEENET, FTLWU
V—A%EEBMMT S, StartFHIRImportY 3 JAPIARL — 3> & ERAT2H, HLLWUY—R
ZEMTBPOSTUIVITANZITSA., BEOVY—AZEHITSH PUT UUVTARNZEITVWET,

Example - VY —ATSHBENTWVWAFHIRZO7 7/ I 2HERITDIZ1E

7’7 7 A4 J)LURLIE, "meta" : "profile"F—EEOART D profileBRICEMENET,
DVY—ARFDHAYR T IR LEHICTVETShEL =,

Y —RATEEENEFHIRZO7 7 1)L ORRIE 5


https://hl7.org/fhir/us/davinci-hrex/2020Sep/
https://hl7.org/fhir/us/davinci-hrex/2020Sep/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1.1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1.1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1/
https://hl7.org/fhir/us/davinci-pdex-plan-net/STU1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.0.1/
https://hl7.org/fhir/us/davinci-drug-formulary/STU1.0.1/
https://www.nrces.in/ndhm/fhir/r4/index.html
https://www.nrces.in/ndhm/fhir/r4/index.html
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{
"resourceType": "Patient",
"id": "abcdl234efgh5678hijk9012",
"meta": {
"lastUpdated": "2023-05-30T00:48:07.8443764-07:00",
"profile": [
"http://hl7.0rg/fhir/us/core/StructureDefinition/us-core-patient"
]
}
}

Example - F7 # )L NEAADHR—RNEhTWBFHIRZO7 7 AN 2SRRI 2 5%

HR—RENTVWBF7AIINAAOZ7O7 74 (Bl : CarinBB 1.0.0) - /N\—2 3> (T TXAD
B)URLOZO7 7 A& meta.profileERXURLOAR—AZO7 7SI 2BMLET, COH>
TIDY—RAGEHHA R ILL TR EHICTIBTShEL L,

{

"resourceType": "ExplanationOfBenefit",

"id": "sample-EOB",

"meta": {
"lastUpdated": "2024-02-02T05:56:09.4+00:00",
"profile": [

"http://hl7.0rg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy|1.0.0",

"http://hl7.0rg/fhir/us/carin-bb/StructureDefinition/C4BB-
ExplanationOfBenefit-Pharmacy”
]
}
}

Y —ATEEENEFHIRZO7 7 A )L OBREE
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7UO—KEhiEF—RE

HealthLake &, 7’UAO— RENizF—FBSYNTHEALE L TOHPFR—KLET, Synthea &, E
TFICE > TERENEBEOERBREZETIIALTZIEREES IXL—X—TT, Zhik,
HealthLake A" FHIR R4-compliant® )Y — AN RILZERKTEDFA—T Y —AD Git YR KN
T, chlckl), - —RBFEBOBETF—XEFALTICETILETARNTEERT,

EHO—RENETF—RARNT TR, ROVY—ARAT2FEATEET,

HR—KRENTWS Synthea VY —ARA T

AllergylIntolerance SR

CarePlan MedicationAdministration
CareTeam MedicationRequest
Claim ERER

S EIzR

TINA A £2E

DiagnosticReport 7207423t —
I2HO 32— PractitionerRole
ExplanationofBenefit FIE

ImagingStudy Z7ORFU A

1X1F4E—->3>



https://synthetichealth.github.io/synthea/
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DEAZHEKBTIZDLEOOT IV EAFADKE AWS
HealthLake

CHOETIE, Z2FALT, OFEAZHBE AWS HealthLake UL TTF—RARNTEER T I EHICHE
BT Ut AFFA AWS Management Console ZEXELE T T—RXRANTZERT BT IV AFHT
ERETDICE, FT—ERLAVEBESLVEBRETHS IAM1—HY—FLEO-ILZERLET
HealthLake « < ®1—%—% AWS Lake Formation D 7F—XL A4 VEBEICLET, T—XL 17D
EEEF. Amazon Athena ZEAL TTF—RXRARNTFTZIVTVITBLEHICHEBRIY—-ANOT I+
A#E% Lake Formation ICffEL & T

TTF—RANTZERL 125 HealthLake, T—XAKT TANEAVR—NLEYIYVAR—
I\L/T‘U@'%T‘lba) JEAFAZRETEEXT, 77’()L7’é’f/71' RTBDEHOTIEAFTD
BREICOVWTEK, T #28BLTIKECVWAVR—KNDIaTOT IO EAHFATDHRE. 774N 2TY
AR—RNTBDTIVEABFAOREICOVTR, T ZZBLIKEECVWIIAR—KIaToT7 o+
AFFAI D EZTE o

Nev o

c WCHAVTYTIBAWS THI b

- EBTORAREFE DI —Y—%ZERTD

c BERATDIERSIC IAM I—HY—F I FEO—)LZ5&E TS HealthLake (IAM EEE )

« Lake Formation T Data Lake EEEHEE L TI—H—FLFO-ILZEMTS (IAM EEE )

CHA2TFTYTEDAWS THI N

NFEVWBEEAWS THIUN, KOATY T E2EITLUTHERLET.
CHATYTTBICEAWS THOU N

1. https://portal.aws.amazon.com/billing/ A4 > 7 v 7 %#BEE T,
2. FUFAVOFIBIZHVET,

BAOTYTFIEO-RELT, BEFOCHLZZTIY, EFF—/\Y RTHRIEI—RZAN
FTRDRDSICRHSNET,

CHATYTIREAWSTAHIVN, AWSTHIYROIIL—KI1—H— HFMERENET,
LN=RI—H—CRE, FHAIRODIXTOAWS DY —ER EVY—ANDT I EAENH

CHAVTYTEDAWS THIV M 12


https://portal.aws.amazon.com/billing/signup
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WET, EF1IUVTAORARNTZITARELT, A —CEBT IV EAZEHT, IL—
RNI—H—DhZEERALTL—FI—HF T IELANBEZRZAVZRITLTILEZWV,

AWS HA VT Y 7T7ORANETTRE, HPSWEREX—INFEFEENET, hitps:/
aws.amazon.com/ ICBEBL TNAT7HI O NEBIRTDE, WOTEREDTHIONTIOT1E
TAEBRRL, PTHOURNEBEETEXT,

EETORAZE>I—H—%ERTS

WCHATYTULES AWS THI UM, BENBRZAVICIL—RNI—HY—ZFALBEVLSIC
AWS PHOV MDOII—RI1—H—, ZREL AWS IAM Identity Center, ZEHMICL TEEI—
"f—ﬁ'ﬂfﬁf.bij'o

ERETDANS PHIY ROL—RI—H—

1. JL—KRI1—H—ZBRL, A WSTHIURNREX—ITRLAZAALT, PHOVNRE
#FAWS Management ConsoleE LT ICH A A2 LET, ROR—IDT/NAT—RZABDLE
CP

LW=—RI1—H—ZFRALTHA A2 FTRIHFECODVTR, AWSHA (4> A—HY—%A
ROIN—KRI—H—-LTHA A1 FT2ZZRLTLEEL,

2. L—PFI1—Y—0OZEZRFE (MFA) ZBMICLET,

FIECZOWTR, "A—HY—HAR, ODAWSTHI N T)L—hI—F—D{REMFAT/NA
AZAMCTR (AV-I)) 1 Z5RLUTLKEZ L, 1AM

EBTOLAEEFE DI —HY—%ERTS

1. IAM Identity Center Z B®IICLE T,

FIEIZDOWVWTIE., TAWS IAM Identity Center 1—H'—7# 4 K3 ® TAWS IAM Identity Center®
B, 22RLTSEEL,

2. |AM Identity Center T, 1—H—ICEBTF7 IV AEZFELET,

ZEDY—AIAMTATFoTATAER—FT4LIKN) ELTERTRZHFEOFI—KNUT
JLIZDOWTIE, T AWS IAM Identity Center 1—H'—HA R, @ "F7#)LhZFHL TI1—
H—FOtERAERETDIAMTAFEUTATFAEEZ—FT14LIKN) | EBRLTLIEEV,

EBTVEAZHOA—HY—2hHKTS 13


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
https://docs.aws.amazon.com/signin/latest/userguide/console-sign-in-tutorials.html#introduction-to-root-user-sign-in-tutorial
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
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ERTVEAEEZFE DI Y- LTHI212TF2B

IAM Identity Center 1—H'—TH A4 > 4 >332Ik, IAMIdentity Center 1—H'—DEREIC E
X=)LT7 RLAICURLEEEh YA A 2FERALET,

IAM Identity Center 1—H'—ZFEALTH A A2 FBDFECODVTR., TAWS HA 21>
A—H—HARL DAWS " TIOERLAR—ZIICHA A2 TB, 28BLTKEEV,

EBMOI—Y—ICT7OoEAEZE)HTS

1. 1AM Identity Center T, J/MFEQOT VL AFAZERTAIRARNTZIOT A ARSI T IOEA
FatYy NEERKLET,

FIEIZDOWVW T, TAWS IAM Identity Center 1—H'—74 R, @ THERBREZERT D1 25
BLTLSEZL,

2. JIN=TIC1—Y—%ENVET, TOIN=TIC2TNBA AT OAEEZE)HTE
CB

FIEIZCOWTIE, TAWS IAM Identity Center 1—H'—HA R, ® "TJIIL—T0EE, 2SBL
TLEEL,

ZERAIBDEISICIAMI—HY—FLREO—-I)ILZERETS
HealthLake ( IAM BIE# )

® NRILYF: IAM EEE
1—H—EeO—LEERTE, F—RLAVBERELBNTE BIAMI—H—,

COREYIDZINSOARATY 7, IAMBEBENF RTIDIHLENHYVET,

HealthLake *—2 A N7 %& Athena ICIEHRTBICE., T—2L A4 VBEEEH &KV HealthLake BE
ETHDIAMI1—HY—FLREO-ILZERTISLENf HYVET, COFLVWI—HF—FLEFO—
JLIE. AWS Lake Formation Z/ U TCF—RARFPTROD 2 EVY—AANDOT VA ZFAL.,
AmazonHealthLakeFullAccess AWS BRI —z21—H—FEFO—-JICEMLET,

ZEATHRSICIAM I—H—F 1 FEO— )L Z5RE T % HealthLake ( IAM EEE ) 14


https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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/A Important

F—RLAVEBETHD IAMI1—HY—F-kO-)LE. FLLWF—E2L A UEEERE
BTCEEXEBA. T—ELAVEBEZEBMTSICIE. AdninistratorAccess7 V7 AED
FfEENEIAMI—Y—FEEO-I)ILE2ERATILEN HYET,

EEEZERTIICE

1. #EonI1—1—=F#=E0O—)LIZ AmazonHealthlakeFullAccessIAM AWS EIER!) > —% &
mLEd,

IAM 1—H—OERICEA TV EWEERE. TIAMI—Y—H4 R, OIAM " I—H—01
B BRT TRV —OBE, 25RBLT<EEL, AWS IAM

2. IAM 1—H¥—F£E0O—)LIC AWS Lake Formation NOF7 7 AEZFEL X T,

 HBROI—Y—FEEO—ILIZXROIAM AWS EERD S —ZBMLET,
AWSLakeFormationDataAdmin

(® Note

— MAWSLakeFormationDataAdmin/R < —&, TN TD AWS Lake Formation )
Y—ANDT I EAZFALET, BILXERPROT IV EAFIZFERALTERAY
ZEERLTLSEESY, FHAICOVWTE, TIAMI—Y—741 R, OIAM "RZAKTS
DT14A1 22RLTLKEEL,

3. A—¥—FLRO-NCROAZA42RI—ZBMLET, FHBICOVWTE, TIAMI—
B—HARI O " A2VFA4VR)D—, ZZRLTLSEEW,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket/*",

EEATBESICIAM I—H—F = FEO— )L Z5&ET % HealthLake ( IAM BIEE ) 15


https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_SettingUpUser.html#Using_CreateUser_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/Using_SettingUpUser.html#Using_CreateUser_console
https://docs.aws.amazon.com/IAM/latest/UserGuide/PoliciesOverview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#inline-policies
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arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"

"Effect": "Allow",
"Action": [
"ram:GetResourceShareInvitations",
ram:AcceptResourceShareInvitation",
"glue:CreateDatabase",

"glue:DeleteDatabase"

]I

"Resource": "*"

AwWSLakeFormationDataAdmin 7R > —@OFFMIC DWW TIE, [Lake Formation RO Y /N\—H A
R, @ TLake Formation RILYFEIAMT V2 AFaO) 77 LA 25BLTLSEEL, AWS

Lake Formation T Data Lake BB EZ ¢ LCI1—Y—F~F0O-)L
ZEBINT3 (IAM EEE)

K2, IAMBEBEZEEATY 71 TERL E1—HY—FE0O—)L % Lake Formation D F—ZXL 12
EEHEELTEBMTBIHENHYET,

IAM1—H—FKBEO-LZ2TF—2LAVEBELELTEMTSICE

1. AWS Lake Formation >V —J)LZRH& £¥9, https://console.aws.amazon.com/lakeformation/

(® Note

Lake Formation Z#]% TEHREI T 258k, Lake Formation EEEZEHZITHLOKH S
MLake Formation N& S CF 4 ZATFTOTRY VAN RRENET,

Lake Formation T Data Lake EEE E L TI—H—FzEO—ILZEMNT S (IAM BEE ) 16


https://docs.aws.amazon.com/
https://docs.aws.amazon.com/
https://console.aws.amazon.com/lakeformation/
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Welcome to Lake Formation x

The first step in creating your data lake in Lake Formation is defining ene or more
administrators. Administrators have full access to the Lake Formation console, and
control the initial data configuration and access permissions.

Choose the initial administrative users and roles
You may add yourself and/for other principals.

Add myself
AWS account 728347309221

Add other AWS users or roles
Select additional LAM users and roles to be data lake administrators.

Choose up to a maximum of 10 data lake administrators.

Cancel

2. AWS Lake Formation —X L A VBB EICHEZDHLV I —FLEO-LZE)ETET,
« 723> 1 TLake Formaton ANKSDZFJ XA TOATRY VAN RRENEES,

1. O 1—H— AWS £LFO—-)L0EM ZBRLE T,

2. TR (v) 2BRLET,

3. Lake Formation HealthLake EXEEIC T D EEEZBEIRLET,

4. [FABITB]) ZBIRLET,
 FT7VavaFES—TaIRAV (=) BERALET,

1. FEF—=>23arrRq4 (=) 2ERLET,

2. TOEAFAT, EEO-IINERRAVERBRLET,

3. F—RLAUEEELYI AT, BEEOBRR 2BRLET,

4. F—RLAVEBENERA(TOAIRY YRT, TRA(v) BBRLET,
5

JXIZ. Lake Formation HealthLake BB EICT A EBEI——FLEO—-IILZERE LG
BZELET,

[Save] ZEIRL £,
3. Lake Formation A BB 323 F 7 AL MNDEF 1T 1 BEEZLELET, HealthLake F—XR A
R7UY—AE, T Lake Formation IC& 2 TEBE D MBEN HY ETIAM, EF TSI

l&. AWS TlLake Formation ROAY/N—HA R, O "FT7A)NNOT O AHFAETFTINZEZET
B, EBBLTLEEL,

o

Lake Formation T Data Lake EEE E L TI—H—FzEO—ILZEMNT S (IAM BEE ) 17


https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#setup-change-cat-settings
https://docs.aws.amazon.com/lake-formation/latest/dg/getting-started-setup.html#setup-change-cat-settings
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TOT—RANT OYEK AWS HealthLake

ARTIBDEDFERZRKRIDEODOT VAT OFEE AWS HealthLake, T*—XANT ZERT
BZEBHFEVET, Tk AWS HealthLake, F—R AR T ZER L T HL7 FHIR (R4) KR TF—4&
BERELET, COEODRNEYITR, T—RANTEERTDIHZEICOVTHBALET,

PHHFEMBETF—RARNTZERL, Athena TF—ZRARNTAOT I LAZHFTTRICE. 1AM
d—%—., JI—7", £&EO—)LIC AWSLakeFormationDataAdminBERU S —%EBML £
9o —DAWSLakeFormationDataAdminRU> —Tlk, F—RL A VEBEZ/ERKL. Athena ®
F—RANTADOT IV EAZHFITEET, PIVLRLAFAOREICOVTE., T, 28BLTLKKEE
VWOERZEKRTDEHDOT I AFTNORE AWS HealthLake,

HealthLake & & EHEEENTWET AWS CloudTrail, CloudTrail Z#FAL T, 1—%—, O—

I, FLEEFEAWS OH—FE ALK > TERITFENET IS I ORRERMTE £ HealthLake,

. OIXNTOAPIRCHLEO Y =T O3> & AR HealthLake & L T CloudTrail ¥
TF¥ULET, FHMAICOVTIE. TAWS CloudTrailZ £/ L = AWS HealthLake APIJ—)LOOJ 5
# EBRLTILKEEV,

THR—RENBZEEANATTHEERME))Y—A (FHIR) VDY —RAZA 7 OFMIZDOV
Tl HealthLake, ") Z28BL LK EEVTHR—KRENhTWBFHIRUY—A% 47 AWS
HealthLake,

A Amazon Athena @ B ittt

HealthLake 2022 &£ 11 B 14 BKR W ATICHERE iz BFARNT &, Athena ZEA L TSQL
DIVZRTTEFERA. BIFEOTF—FRARNT T Athena REMEEZFEHTSICEF., £T
T—REHULVTF—RARNTICBITLET, BEOTF—RARNTOBITOFMAICOVWTE,
M1 Z22RLU T<E&EVWAmazon Athena ZER T2 O DERFOT—FARNT OBIT,

F—RARNTEERL =S, API_DescribeFHIRDatastore & /= l& API_ListFHIRDatastores.html API
FARL =23 #FEALT, AT—RAZE0C7ONTAZHETEET, £k, F—RXRARNTD
AT—RZARFTOMOFEMIE. HealthLake A Y —IOF—RARNTFR—THRETEET,

HealthLake =2 AR T DAT—RARFXDEH T,

« EEHF - TF—RARNTEZEKFTT,



https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRDatastores.html
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_’77_'47'—5'" RARNTHTIOTATTE, TCAST—REAVR—RNBRTFIIAR—hK
TEET. T—RARNTIERFLEFHIRD Y —AZEBB L TRRIDEETEERT,

« HIBRHP - F—RARNTREHIBRFTY,
* HIBREH - T—RARNTRBEIRENEL I,

« F—RAKNT DR (AWS Management Console )

T—RANT OER (AWS CLI § LT AWS SDKs )

— XA NT OER (AWS Management Console )

/A HealthLake >V — )L MiE

HealthLake >V —)LIi&. FHIREXA&TF—2 A NF7SMARTTO OERZHR—KL TL
FHA, FHREMET—ZARNT7SMARTT ZERT B ICIE, AWS CLI £k AWS #
R—KRENTVE OVThHAZFERITIHLEN BV FISDKS, FMICDOWVWTIE, TSMART
FHIR & M#EE AWS HealthLake; Z28BL T EEVW, £k, B OTF—XANT OFHH#
R—T % KRR HealthLake LTE, THR—RENhTVWR 2BEOTF—RARNTEIY —
ITXBlEhELA,

HealthLake *—X AN T ZEK T B ICIE

o a0 kA W N~

https://console.aws.amazon.com//healthlake/ >/ Y — )L & 78— /s HealthLake TRE £ 9,
FTET—23URA2 (=) ZHEET,

RIZ, FT—RARNTZ2BRRLET,

RIZ, T—RANTOEREERLET,

T—RARNTREERI232T, F—R2ANTRICBAZEELEY,

(FA72a)F—RANTRERERV>3>T, YOI F—227)O0—RTBIC
k. Synthea F—ZR%Z7UO—RIBDFIVIRYIREFVICLET,

 Synthea F—RB7UO—RENLEHITILTF—2EY RTT, FRICOVTR., T7U0O—
REhlTF—28, 28RBL TSV,

T—RARNTOBES{EEIS 32T, AWSHEF—2FEATD (T7F)N ) LD

AWSKMSF—ZEIRT 2 (7 RNVAK ) ZBRLEY,

F—RARNT OERK (AWS Management Console ) 19
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8. BYU-A7>3artv>arTR, FT—RARNTILRJTZEMTEET,

« TF=RARNTORTHFOFHMIODVTR., "1 ZBBLTIKETVWT—ZARTADERID
buo

9. R, F—RANTOEREBRLET, F—HARTORT—RAR, F—ZARTR—IT
EEWI};‘T% ij-o

T—RANT DIERK (AWS CLI 8 KT AWS SDKs )

ROD— RHI%ZERHL T HealthLake F—RX AN T ZERTEE T,

AWS CLI

RDOHBIE, AWS CLIT CreateFHIRDatastore ARL —2 3 &2 FEATH A EERLTVE
T, COPIERTTBICE. AWSCLIZAVAR—LTBIRBENHYVET, T—RANTEHERK
ITHE, BILEENFBVRY, RERKOBS{LET 7 2 )L MT AWSFIEKMSF—ICY) £,
TORES{EOFMIC DOWTIE, REST HealthLake "1 228U T<Z& Wor RESTTOESL
AWS HealthLake,

fliE. Unix. Linux, 8 &V macOS AIC7#—IY hEhTWVWET, Windows DEEIE. BT
DRBICHDNYVAZYZ 1 (\)UNXEBREXFZFYLYN () ICBEBRAETA,

aws healthlake create-fhir-datastore \
--datastore-type-version R4 \
--preload-data-config PreloadDataType="SYNTHEA" \
--datastore-name "your-data-store-name"

R TDE, RDISONL AR AN BRENET, T—RARNTHFTF—REWV) A ERBHF TE
. AT—RARF IZZDHV) EFFTACTIVE, HealthLake T—RXARTADTF—2NOA > R—K
DFMMCOVTER., T, #8RBLTLEE VW HealthLake F—ZARTAD T T7AINDA 2 7R—
No

"DatastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"DatastoreArn": "arn:aws:healthlake:us-west-2:111122223333:datastore/fhir/
eeb8005725ae22b35b4edbdc68cf2dfd",
"DatastoreStatus": "CREATING",
"DatastoreEndpoint": "https://healthlake.us-west-2.amazonaws.com/datastore/
eeb8005725ae22b35b4edbdc68cf2dfd/x4/"

T—RANT OYER (AWS CLI # & T' AWS SDKs ) 20
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}

FTRXTDTF—RARNTTF—RARNTOVARNZRRTDICIE, ListFHIRDataStoreA XL —
AV BEFERATEET, HealthLake AV —=ITTFITATF—RARNTDIARNERRTD
CEETEET,

Python (boto3)

ROPBIE, create_fhir_datastorezdARL—>3 > %ZEMAL T HealthLake —XANT %

ERTBDEEZRLTVET. REFOT—XARNTHESLZERTZEE. FICEENRVE
V), 7)) 8T AWSFIE AWSKMS F—ICA& VW ET, TORESLOFMI- OV T, REST

HealthLake " Z#S 8L TL & LW or RESTTOREE L AWS HealthLake,

import boto3

import logging #built in logging library

from botocore.exceptions import ClientError, ValidationError #specific exception
ClientError from the boto3 library

def create_healthlake_datastore(DatastoreName=None):
:param DatastoreName: the name of the data store, string
:param:
:return: True if the data store is created, else False

# Create an Amazon Healthlake data store
# Should we say something about region setting?
# Should this example have some handling KMS keys

try:
if DatastoreName is None:
healthlake_client = boto3.client('healthlake')
healthlake_client.create_fhir_datastore(DatastoreTypeVersion='R4"')

else:
healthlake_client = boto3.client('healthlake')
healthlake_client.create_fhir_datastore(DatastoreTypeVersion='R4"',
DatastoreName=DatastoreName)
except (ClientError, ValidationError) as e:
logging.error(e)
return False

return True

TF—RARNT OERK (AWS CLI & KTV AWS SDKs ) 21
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# Run the function above

create_healthlake_datastore(DatastoreName='test-datastore-delete-me-2"')

T—R2ARNTR, 4 DDAT—RAOVThAZHEOIENTER
¥, list_fhir_datastores AT —X AIZEHZ < HealthLake T—RX AR T DU AN ZERTR

TBRICE., ZEALET, COBITRH. T—RARNTOART—RAICEITVWTTAIILERIVTY
2HEZRLET,

import boto3

healthlake_client = boto3.client('healthlake')

data_store_list = healthlake_client.list_fhir_datastores(Filter={'DatastoreStatus':
'"ACTIVE'})

print(data_store_list)

FHMICOWTIE, Boto3 RF 1 X RMlist fhir datastore® Ty #ZBL TS EETL,
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HealthLake F— XA RTADT7AINLDA 7 R— b

ERETITRDETOHDT—RANT DYER AWS HealthLake, Amazon Simple Storage Service (Amazon
SHYNTY RDEF—BARNTIZTTAINEAVR—RNTEET, 774N ZAR—FTBICE.
HealthLake 1>V —J)LE =& StartFHIRImportJobAPIAARL —2a > &AL TA 2V R—K
SaJERBRLET,

AVR—=RNDITHERTDEE., Amazon S3 DAITF—EDOEFERT, HHOT 7740
Amazon S3 /N7 Y NDFBFT, /N7 Y N HealthLake AND T VA% T3 2 IAMO—)L, BKLVE
BB E & AWS FTE AWS Key Management Service ¥F— % EL £9, & D+ — HealthLake
ZEALTY—ADFROT—XZBES{LL. B5{LL TA 2 R— K HealthLake TEBLSICL &
To AVR—RDATOFT IV ELAFTOREICOVWTR., M1 Z2SBLTIKEEVWAAR—KD 3
TOT VEAFUDEE. AWS KMS F—DEREFEADOFMIC DOV TIE., " Key Management
Service https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.htmlIFARO Y /N—H A
Ry @O "F—0OEK 25BLTEEL, AWS

HealthLake (&, S4TX 40V JSON (.ndjson) ERDAN T 7ML ZZHFANET . BITRENE
FHIRUY —ATHERENE T, APl AL —> 3> DescribeFHIRImportJob& & T AL
TListFHIRImportJobs, ¥THNA VR—KNZ AT E2RBRB R —BERRTEET,

AVR—K23a7ZEll, (Fmanifest.json 7 7 A )L HealthLake ZER L £ 7, c_(DI:Iﬁ(,._
. 1 VR=—RNDaTORBEXBOBAEN RENET, &, 1 VR—KNZAaTOERFICEE
7= Amazon S3 /N7 Y MC 7 7 4 )L %Z HealthLake H O L E T, FHICDOWVWTE. r7:7IXI\
JSONT7 74 )Ly ZBRLTEEL,

AVR—KRDATELERFIIVAR—RKRDITEFI—ICANBENTEET, cNSOIEEHA >
R—KNZATEEFRIVAR—RNZ 3T, FIFO(EANEHL) AR TREBEENET, 1 KR—K
SATJEREFIVAR—RND I TOHEITHRIC, FHIRUY —AZER., &), FH. - EHEIR
TE&ZEXY,

F—RARNTICEBO—RENETF—Z2ZADTIHL., T—REAKR—BNL S, Amazon
Athena SQLT Z2FEAL TF—RXARNTOIOIT) BB TEE T, FMICODVTIE., TAmazon
Athena SQLT Z AL T AWS HealthLake —X ARNT7Z 0T )32, 2SBLTSESL,

RNEY D

c AVIR—KDATOT UV EAHFTDRE

« TAVR—K2 a7 &BHT D HealthLake
—7IANISONZ 7 A
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e fBl: ZEFERALTCAVR—RNDATERBEELRCTEZR) T T3 AWS CLI

AR—RDITOT IO EAHFANDEE

T—RARNTIZT7AINEAR—NTBHEIZ, Amazon S3DAEINT Y NICT VAT S 1

7 2t A HealthLake F A 2t 532 HBENf H V) ET., HealthLake 7V EAZFFA TS ICIE
IAMO Y —E AO—)LZ4ERK L HealthLake, O—J)LICEERJ > —ZEB ML T HealthLake O—JL
METOEAHFTESFEL, Amazon S3/NNT Y RADT VLA EHFNTH T IV AFAIRI S —%
O—J)LICT7RYFLET,

AVR=—KNDIATHRERTDEZERE, OZOO—)L® Amazon VY —AZ—LA (ARN) ZHEL F
JDataAccessRoleArn, IAM O—J)LEEFEEARI D —OFEFEMICOVWTIEE, IAM " O—)L, 258U
TLEEEL,

TORAHFTEZRELES, AVR—RDaT2EALTTF—RARNTPILT7AINEAVR—NT S
ERHIBVET, FMICO L\‘Cti‘ T4 R— K237 %#BIBT % HealthLakey 2B L TL
=L

A2R—FHFAZRETDICIE

1. FEERLTWAWESE., 107774 ILOEFE Amazon S3 /N7 Y NZ2ERKL &
9o Amazon S3 /N7 Y NE H—ERERBU AWS U—=2 3 IlHhY), IXTOAT3>T
TOvIONTVYOTOERAEBMITIHENHYET, FMIC DOV T, Amazon S30/N
TV OFTORATOYIODOER, #838BLTLKEE VW, Amazon FTIE X L IXEFFE ODKMS
F—EREBMICERATIXLEN BV ET, KMS F—OFEAOFHEMAICOVWTIE, "Amazon Key
Management Servicey ZZBL TS EE L\,

2. AOF—RTOEAY—EAO—)| HealthLake Z/ERK L. XDEBR)>—TB|EZ DT
+ AFF A & HealthLake H—E AICAAELE T, & h HealthLake Z A L TH 2 Amazon S3
NTY RNZEZIAKZET,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {
"Service": ["healthlake.amazonaws.com"]
1,
"Action": "sts:AssumeRole",
"Condition": {

AVR— T3 TOT I EAFTDRE 24
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"StringEquals": {

"aws:SourceAccount": "your-account-id"
},
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-west-2:account:datastore/
fhir/data store ID"

}

]

3. F=R2TF7O0vAO—NICTOEAFAR)—2EML T, Amazon S3INTY MADOT O A
BHFALET, Z2NT Y NOEHIamzn-s3-demo-bucketIiCBEHZ X T,

"Version": "2012-10-17",
"Statement": [{
"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"

1,
"Effect": "Allow"
.
{
"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-logging-bucket/*"
1,
"Effect": "Allow"
},
{

"Action": [
"kms:DescribeKey",
"kms:GenerateDataKey*"

1,

"Resource": [

AVR— T3 TOT I EAFTDRE 25
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"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56c-4216-a250-
f4c43ef46e83"

1,
"Effect": "Allow"

]

TA2R—K2 37 %2R T % HealthLake

T—RARNTZERL, 1VR—K 23T AR TOT I LAFADERE) DT I AT
AZRELES, /A VR—KNDaTE2EALTIZ7AILDOA 2V R—NEBRBRTEET, 1 KR—b
a7k, AWS HealthLake 1>V — )L E i1k AWS HealthLake / >>7R— I API, start-fhir-import-
job APIZERAL THRIRTEE T,

KeY D
« API ARL =23 #FRALET77A4ILDA4 2 R—K
c AVR—KDIATORKBAY—=I)

APl ARL =3 #ZFERALET77A4ILOA 2 R—K
EIEE o

ARL—2 a2 % FERT 35 E1E AWS HealthLake API, E9 AWS Identity and Access
Management ( IAM) 7/RU> —Z4ERL, IAMO—I)LICTRY FIRIHENHYET, IAMO—)L
EFEBERV—OFMBIZIOVWTE, IAM T RUS—ETOEAFHTL 28RBLTLKEETV, R,
BEEILICKMSF—Z2FERTA2HENHYET, KMSF—OFERAOFMAIC OV TR, "Amazon Key
Management Services ZZRBL T E&E L,

774 (AP)) 24 2 R—RTBICF. RORTY T &#FEALET,

1. Amazon S3/N\NT Y NCF—Z2%EZT7Y7O—RLZET,

2. start-fhir-import-job API API ARL—>3 % FERALET, D37 2RHBITHEE
&, ABT774)Z2EL Amazon S3 /NI Y NOEFI, BS{LICERTBIKMSE—, BRUEHD
T—RAREEEELET,

3. FHIRAVR—=RZa7oOFEMIZDOVTIE, describe-fhir-import-jobARL—>3a > #EHAL
T, 2370ID, . BHARN, BHEZ. RTHEZ, BROCBEOAT—RXRAZHEBLET,
%A L Tlist-fhir-import-job, $XTOA VR—R D ITETOAT—RARAERRLET,

TAVR—K2 37 ZHHET D HealthLake 26
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AWS HealthLake BREHAR
AR—Koa7oRB 3aA>V-—I)

AV —=ILTIFPANEAVR—RNTBICE, T—F% Amazon S3NT Y MCTY7O—RL&E
ERD

TJ77ANEAVR—RNTRDIE, RORTYTE2RTLET,

Amazon S3/NNT Y MMZF—2ZTY7O—RLET,
https://console.aws.amazon.com//healthlake/ >/ Y — )| & 75— s HealthLake TRIE £ 9,
T—BARNTOTF—RARNT OFER—DICBEL, 1 VR—MZBRLET,

Amazon S3 /N7 Y R EEEL., FRATAIAMO—)LEKMSF—ZERELEFEBILET,
[TF—Z&A2VR—N Z2BRLET,

o kb w0 bd =

NZ7ITANISONT7 74

A4 R—K23 7, (F manifest.json file HealthLake Z4RKLE£T. 1 KR—KZITD
EREFIZIEE L 7= Amazon S3 /N7 Y NI 7 7 4 )LA HealthLake B & hE T,

manifest.json 77 M)k, /1 VR—KDa7oRBekrBomprERRLET, OV 7714
k. SUCCESSE EWSBHIN2 2N 7 AI)NFICEEDSNTVWETFAILURE, HA7 7 A I)LICIE
BRBERNIESENTVIAEEN HD D, 1 VR—KNDaT2ERTDEEF. B Amazon S3
NTY NEBSILAD AWSKMS F—0DEEZIEETDIHENHYET,

H manifest.json7 7 AN OFIZERICRLET. KBLEAVR—K~TZaT &2 T TI)L> 21—
TAVITRRVIVDATYTELT, COT7AINEFERTHEEZHEHAOLET. 7 71IL0D;
e, 1VR—RNDATHFKRBUERRICOVTHALET,

=111}
HE

{
"inputDataConfig": {
"s3Uri": "s3://amzn-s3-demo-source-bucket/healthlake-input/invalidInput/"
I
"outputDataConfig": {
"s3Uri": "s3://amzn-s3-demo-logging-bucket/32839038a2f47f17c2fe@f53f0c3abba-
FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/",
"encryptionKeyID": "arn:aws:kms:us-west-2:123456789012:key/fbbbfee3-20b3-42a5-a99d-
c48c655ed545"
I

"successOutput": {

A R—R a3 70OBE (a>Y—)) 27
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"successOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
SUCCESS/"

I
"failureOutput": {

"failureOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
FAILURE/"

},

"numberO0fScannedFiles": 1,
"numberOfFilesImported": 1,
"sizeOfScannedFilesInMB": 0.023627,
"sizeOfDataImportedSuccessfullyInMB": 0.011232,
"numberOfResourcesScanned": 9,
"numberOfResourcesImportedSuccessfully": 4,
"numberOfResourcesWithCustomerError": 5,
"numberOfResourcesWithServerError": 0

Bl: #EALTAVR—RNDIaTZ2RBERTCEZRITTS
AWS CLI

RoBlE, #FEALTA R—K2 37 AWS Command Line Interface ZBRBH LKVCEZXY Y
I5HEZRLUTVET, £k, start-fhir-import-job AP| Z A T2 ETEET

aws healthlake start-fhir-import-job \

--input-data-config S3Uri=s3://amzn-s3-demo-source-bucket/inputFolder/ \
--datastore-id (Datastore ID) \

--data-access-role-arn "arn:aws:iam::012345678910:role/DataAccessRole" \
--job-output-data-config '{"S3Configuration": {"S3Uri":"s3://amzn-s3-demo-logging-
bucket/healthlake-output", "KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-
b56c-4216-a250-f4c43ef46e83"}1} ' \

--region us-east-1

AVR—RNZIATHFBRBREND E, ROBBNFRRENET,
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"JobId": "8a4077553e9a485ad889c1a89c7541f0",

"JobStatus": "SUBMITTED",

"DatastoreId": "32839038a2f47f17c2fe@f53f@c3a®ba"
}

AVR=KNDIATOAT—RRAEEZRUIJLEY, TORETONT A ZZBLEY TSI,
ROBICRTKSIC,  describe-fhir-import-jobAPIE =l AWS CLI N> RZFEAL F T,

aws healthlake describe-fhir-import-job \
--datastore-id (Datastore ID) \

--job-id c145fbb27b192af392f8cebe7838e34f \
--region us-east-1

LAR AL, ROBBARRENRET,

{
"ImportJobProperties": {
"InputDataConfig": {
"S3Uri": "s3://amzn-s3-demo-source-bucket/(Prefix Name)/"
},
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "COMPLETED",
"JobId": "cl45fbb27b192af392f8ce6e7838e34f",
"SubmitTime": 1606272542.161,
"EndTime": 1606272609.497,
"DatastoreId": "(Datastore ID)"
}
}

ITRXTDAVR—=RDIATODVARNERTITBICE, ROBICRTKSIZ, list-fhir-import-jobsAPI
FLEAWSCLION Y RZFEALET, BRZFIRIZDLEDHIC1 DUEDT AN EX—ZEMTEE
CB

aws healthlake list-fhir-import-jobs\

--datastore-id (Datastore ID) \

--submitted-before (DATE like 2024-10-13T19:00:00Z)\
--submitted-after (DATE like 2020-10-13T19:00:00Z )\
--job-name "FHIR-IMPORT" \

Bl: 2 EALTAVR—RND I TERBBRTEZXU T $5 AWS CLI 29
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--job-status SUBMITTED \
--max-results (Integer between 1 and 500)

LARY AL, ROBBARTRENRET,

"ImportJobProperties": {
"OutputDataConfig": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"S3Configuration": {
"S3Uri": "s3://(Bucket Name)/(Prefix Name)/",
"KmsKeyId" : "(KmsKey Id)"
.
},
"DataAccessRoleArn": "arn:aws:iam::(AWS Account ID):role/(Role Name)",
"JobStatus": "COMPLETED",
"JobId": "cl145fbb27b192at392f8ce6e7838e34f",
"JobName" "FHIR-IMPORT",
"SubmitTime": 1606272542.161,
"EndTime": 1606272609.497,
"DatastoreId": "(Datastore ID)"
}

}
"NextToken": String

Bl: 2 EALTAVR—RND I TERBBRTEZXU T $5 AWS CLI 30
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HealthLake — 32 ARTHASODT7AINDITI AR—hK

TF—RARNTEERLTTF—REAR—BNLERB (FEEZTVO—RENEY O TIINTF—2%2EH
ITBHHEE). T—2R%Z Amazon S3INNT Y MIZTI O AR—KNTE X T, HealthLake T—ZXAKNTH
5F—RBTVAR—RNTBICE, ROARL—>23 2 FEALET,

s BRY ZFEHAL T, StartFHIRExportJobAPIARL —2 3 #FERALTIVAR—RNIIIA
N % 1T\ E 9 AWS SDKs HealthLake,

c COARL—=>3VR@, DATLEERODIVAR—RNIIIANDHEHYR—KMLET,

- ZEAL T export@BXZ#EH L T HealthLake FHIRZL AR—KNU T AR ZTVWET
RESTAPI,

c COARL—=23VR, YATLRE, BE, SLPITIL-—TOITVAR—RNITITANDER
ZHYR—BKLET. NTX—2ZBERAL T, TVAR—KNUIITANAOT—RZESICT 1)
BITFBIEETEERT,

/A Important

HealthLake SDK StartFHIRExportJobAPIAARL —> 3>z EALEZUIOIANDIY
AR—KN & StartFHIRExportJobWithPostAPIARL — 3> &#ERALEVIIAND
FHIRRESTAPIZ Y A7 R—KNIZE, BRIOIAMT 9> a> sy ES, ZFERALAESDKIV A
7R— NStartFHIRExportJob& Z# AL ZFHIRRESTAPIZ Y AR— KD FIAMT V< =
>~ TlEStartFHIRExportJobWithPost, FFAIAERD T IV A A Z B ICAETE
¥, SDK & DA DFHIRRESTAPIZV A R— K ZHIRTBBERK. FIAMTI>3>07
VEAFHESTERLTSEEL,

CNSOARL =23 EBE5EAMazon SANT Y RADTZ7AIDIT I AR—KN D&% HR—
RNULET, FT—RARTDFTNXTO HealthLake 7 7 1 )LIFRITTX YIS 17z JSON (.ndjson) 7 7
AINELTIVARAR—REN, BTREREMBEFHIRD Y —ATERENET,

chsOARL—>3avICkk, Y—EAO—INFYBETT, Tlk. HealthLake ZH—ERA7°)
DINNLNELTERTIHRENHYVET, £, 774N ZEILT U AKR—KTF S O Amazon Simple
Storage Service (S3) N7 Y NEEEXTIMHENHYWET, HMICOVWTE, "TIRFR—rT37
DTV LAFADEES 2ZRBLTLEEL,

31
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AVR—=RNDIATELERIVAR—RND AT EFI—ICANDENTEERT, chsSOFERBAL>
R—=KDITEERIVAR—RTZ 3T, FIFO(EAN%EHL) ARTREEhET, 1 R—b
SATELERIVAR—RD 3T OETHRIC, FHRUY—RAZER. FAEY) ., BHFH. EGHEIR
TEEXT,

HealthLake F*—RARTHS T 7AINEITIVAR—RNTBICE, UTOEIZ 32 EZSRBLUTLKE
=L,

« TOAR—KRDIaTOTOEAHFADRE
« HealthLake OV —=)LFEE@FE ZEALET—RXARNTASODT7AIN DIV AFR—K AWS SDKs

« FHIRREST APl AXL—> 32 &EAL 2 HealthLake F*—RXARKTASDTF—ZND IV AKR—
b

TIOAR—RDITOT IV EAFADEE

T 5‘7\|\ IS8T 7PAIN BTV AR—RNTBEIIZ, Amazon S ODHANT Y NCTOEAT S 1
7 7t A HealthLake 5fAI 2t 532X EN HV) FTF., HealthLake 7V AZFFA TSI,
IAMG)‘U‘ EAO—)LZ4EK L HealthLake, O—)LIZEER) > —ZIEML T HealthLake A—)L
AT OEAFTZHFEL, Amazon S3NNT Y RADT VL AZHFRA TR T OEAFARI S —%
A—ILICTFRYFLES,

HealthLake T OO—J)LZBEICHERL TVWBBERFAAR—rI 3 TOT VL AFADEE. TO
O—)ZBFALT, COREYTIZUARNENTWVWS Amazon S3/NTY ROI TV AR—KIZED
DT I EAFAZNETETRT, IAIMO—ILEGERVS—OFMBICOVWTR, IAM " RU>—&
TORAFHL 25RLUTSEEL,

/A Important

HealthLake SDK StartFHIRExportJobAPIARL —> 3> &2 EALLEVOIANOIY
AR— KN & StartFHIRExportJobWithPostAPIAARL —> 3> aERALEUOIIARN
NDFHIRRESTAPIZ A R—KNIZIEk, BEIOIAMT 2> 3> FsvET, ZFEHL ZSDKIT
9 A7R— K~StartFHIRExportJob& ZfEMA L =FHIRRESTAPIZ U A/R— NDFIAMT &
23> TlEStartFHIRExportJobWithPost, FFAIAER DT VA A 2 @RI ICAET
ZET, SDK & OEHFDOFHIRRESTAPIZ YV A R— KN ZHIRTBIZERE. KFIAMT U3
VOTVEAFAZLTHERLTIKEEV, I—HY—ICANQOTIILNT IV LAZHFTTEE
HealthLake, IANMA—H—F7 9 AHFANEZEFIHEH ) EH A,

TOAR—NTITOT I EAFANRE 32


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html

AWS HealthLake BREHAR
TOEAFAZBRETAI—F—FEO-ILICR. O—LOEKR, RUZ—0OEKR. O—ILADR
)—DTRYFEIITIVEAHFANVETT, ROIAMARD S —E, ChsOT IV EAFATZ N
5L%EY,

{
"Version": "2012-10-17",
"Statement": [{
"Action": ["iam:CreateRole", "iam:CreatePolicy", "iam:AttachRolePolicy"],
"Effect": "Allow",
"Resource": "*"
Yo 4
"Action": "iam:PassRole"
"Effect": "Allow",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:PassedToService": "healthlake.amazonaws.com"
}
}
1]
}

TOAR—RFAZRETSICIE

1. FEERLTWEWVEERE., F—R2ARNTASITIVAR—NTBDTF—XNEE 5L Amazon S3
NTY NZERLUET, Amazon S3NTY MEH—ERERUAWSU =232 (ZHY), TX
TOAT2a>rTc7AvINTVYIOTFTIOEREZEBMICTRIHLENHYET, FMICOVT
&, Amazon SSONT VY OFOLARTOYIDOERL #3BL T EE W, Amazon FIEE
ERBEEMEOKMSF—EBES{LICERATAILENHYVET. KMS F—OFEADFMAICOVT
l&. "Amazon Key Management Service; ZZBL T EE V),

2. FEERLTVWAWSERK, OF—F2T7IVAH—EAO—/)LZERKL. XROEER)S—T
5|Z 32 (137 U AR & HealthLake Y —E A IZ HealthLake 5L £ F, & HealthLake
ZEFEALTHI Amazon S3NT Y NEEZIAXRET., TEREADBEREAR—KT3T0
TOBAFATDOERE, BFRALT, XOATY T T AmazonS3 /N7 Y NOT UV AFTE2[{HE
TZEET,

"Version": "2012-10-17",
"Statement": [{
"Effect": "Allow",

TOAR—NTITOT I EAFANRE 33


https://docs.aws.amazon.com/AmazonS3/latest/dev/access-control-block-public-access.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
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"Principal": {
"Service": ["healthlake.amazonaws.com"]
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
I
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:us-west-2:account:datastore/

fhir/data store ID"

3]

}

3. HAAmMazon S3NT Y NADT IV EAZHFATB TV LAFARI) S —&2F—RT IO AO—
JLICEMLUET., ZNT Y NOKHIamzn-s3-demo-bucketiZBZEHZ E T,

"Version": "2012-10-17",
"Statement": [{

"Action": [
"s3:ListBucket",
"s3:GetBucketPublicAccessBlock",
"s3:GetEncryptionConfiguration"

1,

"Resource": [
"arn:aws:s3:::amzn-s3-demo-source-bucket"

1,

"Effect": "Allow"

"Action": [
"s3:PutObject"
1,
"Resource": [
"arn:aws:s3:::amzn-s3-demo-1logging-bucket/*"
P
"Effect": "Allow"

"Action": [

IVAR—KDITOT I EAFADRE

34
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"kms:DescribeKey",
"kms:GenerateDataKey*"

]I

"Resource": [
"arn:aws:kms:us-east-1:012345678910:key/d330e7fc-b56c-4216-a250-

f4c43ef46e83"

1,
"Effect": "Allow"

]

HealthLake AV =&k ZHFEALEF—RXARNTHASDT 7
AINDIUAR—BF AWS SDKs

ERTITDETIVAR—RNIITOFT IV LAFADFRE, TF—RXARNTHS Amazon Simple
Storage Service (Amazon S3) NT Y NMZT7PANZEITIVAR—KNTEERT, T—RARNTHST7
ANETIOVAR—FTDICE, TIVAR—KNTZaTZFHBALET HealthLake, TV AR—K> 3
Tk, F—RARNTHST 74N E2HRTXEY) JSON (.ndjson) ERTIVAR—KNLET, 1T
FERMEFHIRUY —ATEBRENET, TVRAR—NDaT2BBIIEEEF. BESILADO AWS
KMS ¥—%ZIEETHHLEN HVET, KMS F—DEROFHMIC OWTIE. ' Key Management
Service https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.htmlFARO Y /N—H A
Ry @ "F—0OEK 25BLTEEL, AWS

LTOREY 2 Tlk., AWS HealthLake O Y —ILTI YV AR—KT 3T %#BAL., start-thir-
export-jobAPIAARL —2 3> T BB TS AWS SDKsHEICDWTEHBALF T,

REY D
+ F—BARTASDIFANDIIAR—K (A>Y—=)L)
« T—RBARNTASODT7AINDOIYAKR—K (AWS SDKs )

T—RARNTASDT77ANDIVAR—KN (V=)L)
7740 (AYY—L) ETIAR—RTBIE. RORTYTEEALET,

1. BLY—23>ICHAS3INT Y M&EERL £ HealthLake,

2. HILLWIVAR—RZIaT2BRHETZICE. B Amazon S3 /Ny NEERBIL., FAT3IAM
O—)LZEREEEEBILET, AMO—)LEEEARAUS—OFMICODVWTIE, TIAMO—

HealthLake AV =& kiFk #FERLEF—X DI Y AR— KN AWS SDKs 35


https://docs.aws.amazon.com/kms/latest/developerguide/create-keys.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRExportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRExportJob.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html

AWS HealthLake MREHAR
1 ZZRLTLKEEV, KMS F—BES{LEFEALET. KMS F—OFEADOFHMICOVT
l&. "Amazon Key Management Service; 2B L T &L\,

3. ITVARAR—KRDIATOAT—ZAZHERTSICIE. ListFHIRExportJobsAPIARL —> 3>
ZFEALET,

F—RARNTHESDT7AILDOIY AR—K (AWS SDKs )

EERALVLTTF—ZARNTHAST7A4IN 2L O AR—KMTBICIE AWS SDKs, start-fhir-export-job 7
RL—>a> zEEALET, XOII—RIE, SDKfor Python (Boto3d) ZEA LTIV AR—KT 37
ZHBIBDHAEZRLTVET,

import boto3
client = boto3.client('healthlake')

response = client.start_fhir_export_job(
JobName="'job name',
OutputDataConfig={
'S3Configuration': {
'S3Uri': 's3://amzn-s3-demo-bucket/output-folder’,
'KmsKeyId': 'arn:aws:kms:us-west-2:account-number:key/AWS KMS key ID'
}
},
Datastoreld='data store ID',
DataAccessRoleArn="'role ARN',

)
print(response['JobStatus'])

FHRIZAR—KZ 370D, ARN, B&l, BHRKZ., KTEHZ, SLVREOAT—RA%Z
B95ICk. ZAA L EJdescribe-fhir-export-job. %A L Tlist-fhir-export-jobs, $XTOHI UV A
R—KR2AaTEFORT—RAE—EBRRLET,

RO I— Rk, SDK for Python (Boto3) ZFAL THENDIIVAR—NZaTO7ONT 1 ZHET
25ZERLTVET,

import boto3
client = boto3.client('healthlake')

describe_response = client.describe_fhir_export_job(

F—RARNTHSDT 7 AINDOIY AR~ (AWS SDKs ) 36


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRExportJobs.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_StartFHIRexportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRexportJob.html
https://docs.aws.amazon.com/healthlake/latest/APIReference/API_ListFHIRexportJobs.html
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Datastoreld=datastoreld,
JobId=jobId
)

print(describe_response['ExportJobProperties'])

FHIR REST APl AR L —> 3> %&{EHL /= HealthLake *—4&X A
N7ASODTF—FNOITIAR—B

ERTITDETIIVAR—NIITOFT IV LAFITNEE. FHIRRESTAPIARL—2 a2 EFERALT
HealthLake *—R ARNTHASTF—REILIVAR—NTEET, ZFEALTIVAR—RNJIIAK
%175 IZIEFHIRRESTAPI, BTV EAHFAZFE JIIAMI—H—, JI—7', OIS
V), POSTUO I A KRS$exportO—ZPEL T ZEEL, VITANDEXIZVIIARNNTXA—2%
EHBIMBENHVET, FHIRAERICH 2T, FHRY—N—RE GETUI I AR EHR—RNTIHRE
FHYWET, £, FPOSTUIIAREZYR—RNTEET, BMONTX—2Z2HR—KNTBIC
., TVRAR—RNEZRABITDDICEAXNVETT, LEN 2T, EPOSTU U T AN HealthLake %
HR—KNLET,

/A Important

HealthLake 2023 £6 B 1 B WBIICERE N F—RAKNT K, SATLAEHEOI VA
R— NI T BFHIRRESTAPIZV AR—KZaTVITANDAEYR—KNLET,
HealthLake 2023 £6 A 1 BXWHIICERE it F—RAKNT Ik, F—XAKNFTOI> RR
AN IBGETU I IARNZFEALEIVAR—NOAT—RAORBZEYR—KLT
WEHA,

EEALTITS>INTOI I AR—KNIU P ITARNFHIRRESTAPIE ndjsonfExX TiR&E i, Amazon
SANTYRNICIVAR—RENET, FS3IATZITIRNIE,. 1 DOFHIRUY—AZA T DO &N
EENET,

AWS PHIVKRIA—RICHE>TIIVAR—RNIUIIARNEFI—ICANDENTEET, (C
BE A (5 T WS Service Quotas D EEMAIZ DLV T HealthLake, Ty ZSHL T E&E LVAWS
HealthLake T R KA NED F+—43,

HealthLake Tlk, XD IBEO—RHIVAR—RNIV RRAZKNIITIARFYR—FEhTVLE
ED

FHIRREST APl AR L —2 3> &AL ETF—XOIT I AKR—K 37
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Type EL): B

AT H—N—PHIES5ITXTOTF— POST https://healthlake. your-regi
LT BRZEIVAR—KLET on .amazonaws.com/datastore/ your-data
A7R—  HealthLake FHIR, store-id /r4/$export

N

INT BEVY—ARXATICEER  POST https://healthlake. your-regi
NEE UshkUY—AXALT%E on .amazonaws.com/datastore/ your-data
T, IXNTOEEICEETS  store-id /r4/Patient/$export
IRXTOTF—RZELI AR—
RLET,

wBRO  JI—7ID TEEEThEE POST https://healthlake. your-regi
IIN— BEOTIL—TICEETSIN  on .amazonaws.com/datastore/ your-data

7 TOF—R2ZITVAR—KL  store-id /r4/Group/ ID/$export
7.
(AR T B Al lC]

for 2fEALTIVAR—RNIOIARNZITSICE., ROEH%ZHBEFHIRRESTAPILE T
HealthLake,

s TVDARAR—KNVIOVIANETSEOIMBEBRTOEAFAZE>I—Y—, JI—7, £kiEO—
ILERELTHBLKYBEN HYYERT, FHAICOVTEE., Texport VIVTARDAEFE ) #5RL TL
ZEWy,

« F—R%EITYAKR—KNTS Amazon S3 /N7 Y N HealthLake N\D T VA ZHA T2 H—
EAO—ILZERL TBLKBENf HVET, Y—EAO—-ILTE., ZH—ERTUVINIL
HealthLake £ U TIEE TR HENHYVET, 7V ELAFTOREDOFHMIZIOVWTR., "1 258
LTLKEEWIVAR—RNDITOT7 VL AFADRHRE

export U O T AN DAEER

ZERAULTCIVAR—NIIVIARNZERICRITTBICEAPL IAM F/zi& FHIR REST OAuth2.0
EEALTI—Y—, JI—7, LBO-LZERLET. Y—EAO-ILEHLETT,

ZHEALEZV O ITANDOEFE IAM

(R I 28] 38
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$export UV T ARNZITSE&E, I—H—, JI—7, FEO-ILICE. RU>—
[ StartFHIRExportJobWithPost, DescribeFHIRExportJobWithGet, # & T
CancelFHIRExportJobWithDeletelAM7 V2 a3 NFEEFNTVAIHXEN HYWET,

/A Important

HealthLake SDK StartFHIRExportJobAPIFAARL —>3a> & ERLEVIIANDIY
AR— N & StartFHIRExportJobWithPostAPIAARL—2 3> ZFERALEVIIARND
FHIRRESTAPIZV AR—KIZEE, BRIDIAMT7 2> 3> ey ET, ZFEHALEZSDKII A
7R— NStartFHIRExportJob& Z#EA L ZZFHIRRESTAPIZ Y AR— KD ZFIAMT V< =

>~ TldStartFHIRExportJobWithPost, FFRIAEBRDT VL AF A ZEEIICMETE E
¥, SDK & OESE DFHIRRESTAPIZV A R— K ZHIRTBHZERE. FIAMFTI>3> 0T
VEAFAZLTERLTLKEEV,

( 2FHIR.0) SMARTTOAuth Z AL TV I AN ZHEFET S

FHIR B%h7% HealthLake *—X AN T7SMARTT %Z$export UV TANT D & EE, EYBAD—
TREN)ETBDVENHYNET, YR—RENTVWBRRAO—70OFMICOVWTIEE, T, 28RLTL
12 & WHealthLake —&R AR FPFHIRUY —ZABEEOAI—7,

export VO T ANMDREIT

cDtU>3a>Tk, FHIRREST ZFEALTIVAR—RNVITIARNZTS L ECHAERFIEICD
WTEBEBAL ETAPIL,

AWS PHOVRTEIDTHRETNBVELSIZ, exportBXZIEERTIC VIIANERITL
TPOSTUOVIARNZETANTB L ZHEBOLET,

VOTARZTSICRE, AT ZRITIDLENHY KT,

1. HR—RENTWVWBIY RERAL2 NURLODexportPOSTUYVITANT ZHELET,
2. REBAYA—-NTXA—R%EZIBELET,
3. MEBNTGA—REERITDVIIAMNART 1 2EELET,

export U T ANDRET 39
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ATY T 1 HR—RENTVBIY RKRA2 MURLOPOST) U T A hexportT %
EET%

HealthLake (&, SBEO—EIVAR—RNIVRRA I NIITITANZYR—NLTVWET, —1F
TOAR=KUVIITARNZTSICEKE, HR—KREATVWBE 3 D2OIY RRANOVTNAICHL

TPOSTR—ADUIVITARNZITOSBEN HYVET, XROBIE, VIILTAD exportT ZEETDH
ZEZRUTVWETURL,

* POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/$export

 POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/Patient/$export

* POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/Group/ID/$export

ZTOPOSTUOVIARNFITRE, UTOHR—KREhTLVIRENTX—2ZHEATEET,
BR—REAhTLEIRE/NTX—Z

HealthLake TlE, —EIVAR—KNIVITIANTROBRRBHAFA T R—KREhTVXT,

chsoBICE, VITIANEZEEITRRICIVI—RIDBENHIBAXFFIEENTVET,

B8l RAZE? BTz £l

_outputFormat ARy DOTAREN
E—R{T—2%77
AINZERT D

N. EATESE

(&. applicati
on/fhir+n

djson ., applicati
on/ndjson ., T
9 ndjson,

_type WAV IO9ARR—K2a7 &_type=Me
CEHBDHUNEXY] dicationS
VOFHIRYDY Y —A X

export UV TANNDRET 40
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B8l WAZA? B Bl

17DOXF5, TN tatement,
TOVY—AR&IY Observation
AR—KTBEIAR
NAHA D B_typed]

BEEMN BB, %
EHBRLEBHED

LEY,

_since WIAY-4 BERRALART & since=2
LRgRICEEE D 024-05-09
V—AREAT, VY TO0%3A00%3A00Z
—AZATICRKE
BRI B WSS,
LARVAICEFN
£9,

ATY T 2 MBBBAYVIA—NTAXA—ZEEBETS

ZERALTIVAR—RNUIITARNZITSICEAPI, XD 2FHIRREST DAY A —NTX—2 %
BEITILENHYVET,

« Content-Type : application/fhir+json

- 8% respond-async

R, VDOTIARNRTFAUIREBRERZEETDIHLEN HVET,

ATY 7T 3 TREBNFA—REERTDIIVIAMNENEZEELET,

ITOAR—RNUIVIANIE, ISONEXOAXEBETT, AXICKE., RONTX—2ZEHB
ENTEXT,

*— WAIE? SRER (]
DataAccessRoleArn (= A HealthLake —E A arn:aws:i

O—JLARN®D ., #H am:: 444455556

export UV TANNDRET 41
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RREHA R

*— WAZE? Bk &
IHH—EAO—-) 666 :role/your-
&, ¥y—ERXTU> healthlake-se
< /Nl HealthLake & rvice-role
LT Z2EETHIHE
AHVYET,

JobName WYAY-4 IOAR—KNUST your-export-
ANDOAH, job-name

S3Uri & W OutputDataConfig s3://D0C-
F—n0—%. TIVA EXAMPLE-D
R—hEhikF—2 ESTINATION-
FAIO—REh BUCKET/ EXPORT-
BEEX/NTY NURI J0B /
@M S3,

KmsKeyld (& Ly OutputDataConfig arn:aws:k

F—n—%B, Amazon
S3I/\T Y NDOIRE
ICERAE NS AWS

ms: region-of-
bucket:123456789
012 :key/1234abcd-

KMS #F—ARN® . 12ab-34cd
Amazon S3 -56ef-123
4567890ab

Example - ZFAL TITO NIV AR—KM )T ITANDOARX FHIR REST API

ZEALTIVAR—RNUIIANZITSICEFHIRRESTAPI, RICRT RS AN EZIEETIHE
FHIET,

{

"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",
"JobName": "your-expoxrt-job",
"OutputDataConfig": {
"S3Configuration": {
"S3Uri": "s3://DOC-EXAMPLE-DESTINATION-BUCKET/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket: 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab"

export UV TANNDRET 42
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}
}
}

DOTARNNRINTHDE, ROLARAEZITEY) ET,
LARYAAY A —

content-location: https://healthlake.your-region.amazonaws.com/datastore/youx-
datastore-id/r4/export/your-export-request-job-id

L ARV AAEX

{

"datastoreId": "your-data-store-id",
"jobStatus": "SUBMITTED",
"jobId": "your-export-request-job-id"

}

IVAR—KNIVITANDER

IHZR—NUOTIARIRILES, exportEEALTRENI I ZAK—RUIIANDAT—
SABTEL. exportEEALTRENIVAR—NUIIARNEF T ELTHIET, TOU
SIANEEETERT,

ZEALTIVAR—NIIIANEF Y2 TBHERESTAPI, F¥2EJUITANEEEL
ERRETILIVAR—PENLET—ZO—MICHL TOHKBFEREIET,

UToOREYITRER, BEOIJVAR—KNIIVIANDAT—ZAZRBRLEF Y EILT25%E
COVWTHALET,

IOAR—KNVIOIANDFY LI

TOAR—KNUOTARNEXFY> ) TBICE. DELETEV VI ARNEZERL, VOIAKN T¥a7J
ID ##EL £IURL,

DELETE https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
export/your-export-request-job-id

VOTARFRHTBE, ROBHRARTENETT,

IVAR—RNUITIANOER 43
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RREHA R

{
"exportJobProperties": {
"jobId": "your-original-export-request-job-id",
"jobStatus": "CANCEL_SUBMITTED",
"datastoreId": "your-data-store-id"
}
}

DOTARARILBA D I2HERE. ROBBARRENET,

{
"resourceType": "OperationOQOutcome",
"issue": [
{
"severity": "error",
"code": "not-supported",
"diagnostics": "Interaction not supported."
}
]
}

IVAR—KNUIITANDEHA

TIVAR=RNIIDIANDAT—BAZEBITSICE. exporte ZHEALTGETU VI ANZTV

F Fexport-request-job-id.

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/

export/your-export-request-id

JSON L AR AIZ I ExportJobProperties A7 IO RN EENET, ChillE, XoF—¢&

EORTHEENDBENHYET,

A8 AIB? i BA
DataAccessRoleArn (AYAY-4 HealthLake H—E A

O—JLARN® ., fiEF
IH5H—EZRO—I
&, Y—ERATU>
< /)L HealthLake &

&

arn:aws:1i

am: : 444455556
666 :role/your-
healthlake-se
rvice-role

IVAR—RNUITIANOER
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RREHA R

=L

SubmitTime

EndTime

JobName

JobStatus

S3Uri

KmsKeyld

WA

WLz

WLz

WLz

WLz

=4

=4

S
LT EIEETBLE
AHYWET,

TOAR—K2a7
MFEEE BN

IVAR—hkTa7
AET LR,

IVAR—KNUIT
ANDEH,

OutputDataConfig 7
7‘9 I 7 |\ 0) _%Bo
TOAR—RENTE
F—RHNFREI0O—
REhaL7VT—
N&EINT Y NURID
Amazon S3,

OutputDataConfig 7
721 O0M0—E

o Amazon S3 /N7 vV
NORBICFEAE O
% AWS KMS F—
ARN® , Amazon S3

Apr 21, 2023
5:58:02

Apr 21, 2023
6:00:08 PM

your-export-
job-name

BRREGROES
WTT,

SUBMITTED |
IN_PROGRESS
| COMPLETED
_WITH_ERRORS |
COMPLETED |
FAILED

s3://D0OC-
EXAMPLE-D
ESTINATION-
BUCKET/ EXPORT-
JoB /

arn:aws:k

ms: region-of-
bucket:123456789
012 :key/1234abcd-
12ab-34cd
-56ef-123
4567890ab

IVAR—RNUITIANOER
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RREHA R

Example : Zff L T{TH 1z describe TV AR— KU U T A MDA FHIR REST API

BT dE, RODISONL AR AN RRENET,

{
"exportJobProperties": {
"jobId": "your-export-request-id",
"JobName": "your-expoxrt-job",
"jobStatus": "SUBMITTED",
"submitTime": "Apr 21, 2023 5:58:02 PM",
"endTime": "Apr 21, 2023 6:00:08 PM",
"datastoreId": "your-data-store-id",
"outputDataConfig": {
"s3Configuration": {
"S3Uri": "s3://DOC-EXAMPLE-DESTINATION-BUCKET/EXPORT-JOB",
"KmsKeyId": "arn:aws:kms:region-of-
bucket: 444455556666 :key/1234abcd-12ab-34cd-56ef-1234567890ab" "
}
},
"DataAccessRoleArn": "arn:aws:iam: :444455556666:r0le/your-healthlake-service-role",
}
}

IVAR—RNUITIANOER
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THT—ZANT DOHIER HealthLake

F—RANTOHIBREEFEBARL =232 TY, BRI DE., AT—F AW Delete ICED VY F
T, T—R2ANTE, BRFARNTOIXNTOFHIRTF—RE, REBREBERDATTANTD
FYEHIBRENDET, HIBROARAT—RAZHIBFLET,

F—EBLOATTA I\???‘\’?ﬁ‘"‘ﬁJﬁ?éhét\ HealthLake *— X AR T D AT—2 ARG H|
BREBEACED)ET, HIRE, T—RXARNTICETHFME. DescribeFHIRDataStore $ & T
ListFHIRDataStorele'/\L/—/El/7& 7 HEFERATRCEICE>TOXFIATEERT, 7 HE.
HIRE N ETF—RARNTRBERICRREhEL A,

F—RARNTEZERBICHIBRTSICE, VIOITANZTS>I—Y—, JI—7", £EO-)LIZ IAM
702 a>HFIAMR) 2 —glue:DeleteDatabasell BMENTVRIBENHYET, CDIAMT D
avigk, BEBRUS—AWS O—ZE L TEENFE B AAmazonHealthLakeFullAccess,

T — AR A N7 & AWS Management Console, . AWS SDKs, &£zl AL THIBRTE X T AWS
CLlI,

N =X
—2ANTOHIKRAYV—IL)
— R ARNT QOHIER (AWS SDKs 8 & U AWS CLI )

—XARNTOHIER A>YV-I)

AV —=ILTTF—RARNTZHIRIZICE. T—FARTR=ITTF—RARNTZERL. HIRZE
RLFET,

HealthLake —X AN T7 ZHIBR T 3 IC &

https://console.aws.amazon.com//healthlake/_1>/ ) — )| %& 7k — /s HealthLake TRE £,
FTETF—23RA2 (=) EREXT,

RIZ, T—RARNTZ2BRLET,

T—RARTR=IT, HIRTBDTF—RANTOHICHZD AT a3V E2BRLET,
RIZ, HIBRZBEIRLE T,

RATOTRY DA T, EANdeletelL T, BIRLETF—RXARNTRHIBRT 2 C & 2HER
x£9,

2 o
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https://console.aws.amazon.com/healthlake/home

AWS HealthLake MEEHAR

7. TOE,(HRZIVYILET, TOR, T—RARNTOART—RANFTIT 17 HSHIKRIC
EHYERT,

F—BRANT DHIB (AWS SDKs # & TF AWS CLI )

RTOO—RH>TIINZFERAL T, HealthLake F—RX AR T ZHIBRTEE T,

AWS CLI

LT OPllE. T DeleteFHIRDatastoreAARL—>3a>#FEATHAHEZRLTVET AWS
CLl, COHEETTAICIE, AWSCLIZAARN—IITRDHUENFHYWET,

aws healthlake delete-fhir-datastore --datastore-id
'eeb8005725ae22b35b4edbdc68cf2dfd!

B3 dE, RODISONL AR AN BENET,

"DatastoreProperties": {
"DatastoreId": "eeb8005725ae22b35b4edbdc68cf2dfd",
"DatastoreArn": "arn:aws:healthlake:us-west-2:728347309221:datastore/fhir/",
"DatastoreName": "delete-me",
"DatastoreStatus": "ACTIVE",
"CreatedAt": "2022-10-03T10:53:45.020000-07:00",
"DatastoreTypeVersion": "R&4",
"DatastoreEndpoint": "https://healthlake.us-west-2.amazonaws.com/
datastore/5b6e4cd798289a4ab8dad6cl1002dd731/x4/",
"SseConfiguration": {
"KmsEncryptionConfig": {
"CmkType": "AWS_OWNED_KMS_KEY"

1,
"PreloadDataConfig": {
"PreloadDataType": "SYNTHEA"

F—RARNT OB (AWS SDKs & & U AWS CLI ) 48
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Python (boto3)

for AWS SDKPython &, BE—®D/NT X—& ZEVIAL describe_fhir_datastoreX¥Y v KR
Z#HR—KNLTVWEIDatastoreld,

import boto3

#Create a Healthlake client
healthlake_client = boto3.client('healthlake')

#Call the describe_fhir_datastore method
data_store_details =
healthlake_client.describe_fhir_datastore(DatastoreId='cdf8f1557e57c543bdc627fb8f12b7fd"')

print(data_store_details)

K3 E, Python T4 U3 FUARENET,

{'DatastoreProperties': {'Datastoreld': 'cdf8f1557e57c543bdc627fb8f12b7fd",
'DatastoreArn’': 'arn:aws:healthlake:us-west-2:728347309221:datastore/fhir/
cdf8f1557e57c543bdc627fb8f12b7fd', 'DatastoreName': '08-24-2022-test-data-
store', 'DatastoreStatus': 'ACTIVE', 'CreatedAt': datetime.datetime(2022,
8, 23, 22, 12, 14, 359000, tzinfo=tzlocal()), 'DatastoreTypeVersion': 'R4',
'DatastoreEndpoint': 'https://healthlake.us-west-2.amazonaws.com/datastore/
cdf8f1557e57c543bdc627fb8f12b7fd/xr4/', 'SseConfiguration': {'KmsEncryptionConfig':
{'CmkType': 'AWS_OWNED_KMS_KEY'}}, 'PreloadDataConfig': {'PreloadDataType':
'SYNTHEA'}}, 'ResponseMetadata': {'RequestId': 'aef4b268-ad4b-4b57-
bc97-2da956356835"', 'HTTPStatusCode': 200, 'HTTPHeaders': {'date': 'Wed, @5 Oct
2022 01:21:44 GMT', 'content-type': 'application/x-amz-json-1.0', 'content-
length': '547', 'connection': 'keep-alive', 'x-amzn-requestid': 'aef4b268-ad4b-4b57-
bc97-2da956356835'}, 'RetryAttempts': 0}}

—EBILEBHBOTF—2ARNTICEITSHEMERTICE. Z2FEHALET, ListFHIRDatastore

RDOB AWS CLIHICRT KD, ZFEMAL T DeleteFHIRDataStore N REFAL &

9, delete-fhir-datastore APl £k IV —IILEFERALTTF—RARNTZHIRTZDEETESE
To T—RANTRHEIBRTDE, T—RANTERBBEBDIAVTZARNTIFYICEENDITANT
DFHIRUY—=AN—=2 a2V FHIBRENET, BIRE N ETF—XRARNTICEETHO7E. HIPAAH
ARSAVICH>TH—ERTHIY NRICRBEIET,

aws healthlake delete-fhir-datastore
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https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DeleteFHIRDataStore.html

AWS HealthLake MERENAR

--datastore-id (Data Store ID)

RXDISONL ARV ADBIZRT RS, AT—RAKDELETING ", ICEDY), F—RARNTEFE
DAVTFUYNHIBRENhTVWB L ZBELET,

"DatastoreEndpoint": "https://healthlake.us-east-1.amazonaws.com/
datastore/eeb8005725ae22b35b4edbdc68cf2dfd/t4/",
"DatastoreArn": "arn:aws:healthlake:us-east-1:(AWS Account ID):datastore/(Datastore
ID)",
"DatastoreStatus": "DELETING",
"DatastoreId": "(Datastore ID)"

F—2ARNT OHIE (AWS SDKs & & TF AWS CLI ) 50
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HealthLake 7*— X A N 7FHIRRESTAPI&E M X V) EX V) O &

Tl& AWS HealthLake, SEAIL AT FPHEERM!) Y —X (FHIR)RESTAPI/ > X592 3%
FALT., F—2ARNTHDFHIRYY —A%2BEHIVOBRELET, FHIRRESTAPI A &5
Ak, F=RANTAHAODY—AICKL TER, FEHE), EFH. HIBR (CRUD) 1 >&2Z 9
AVERTIBZDEHICERAETNET, E FHRAYR—RNTIBREARL—30H T2y %
HR— NTF B - HealthLake, GETE Ik POSTHTTPU VI AN EFERA L TEMEREFEI%#E
REBDEETEET,

BEDESHIZ, FHIRY Y —A% A 7°l& HL7 FHIR R4 StructureDefinition' ) Y — AICf# 2> TRIEE h
£, 7T 1775 HealthLake F—RX AR T O FHIRESEDOHAEE R DITBICIE. XDLSIZ URL
T metadataNftEEEENTVD ZGETU YV IARNLET,

GET https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/metadata

K93 &, HealthLake F—R AR T D200HTTPL AR AD— REMERAT—I X N Z2Z (T
BYET, FMICOVWTIE, HL7FHIRR4 RF 1 X2 MCapabilityStatement® "y ZZBRL T
<EEV,

RDEREF, THR—RNENTWBFHIRI > X593 0O—ETT AWS HealthLake.

FHIR THR—RENhTWB A2 RT T 3> AWS HealthLake

FHIRA> 22203 HH

~

S
SATLEEDOXV)ELY)
capabilities SATLDOBEAT—NXNZEETS
batch/tra 1EIORET—EODY—RAZEH. EH. FLRFHEHIBRLET,
nsaction
BATLRILDA RSO3
create B—N—ICH)HETSNIZIDZEALTHLWIY —RAZERT S
search —HOTALNE—FHIZETVWTVY—R R TE2RERTS

history BEODVY—AZATOEEBREZINETS
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https://hl7.org/fhir/R4/structuredefinition.html
http://hl7.org/fhir/R4/capabilitystatement.html
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AWS HealthLake MERENAR

EHI:I

FHRA>2Z0< 3 B

~

S

AVAZVALRINDA 2S00

read )Y —ADOREDREDTEHE)
history BEDVY—ANDEEREZFHED
vread DY —ZAOBEON—2 32 OREEFRHED
update D TUY—RAZEH TS (FLREFHLVBEEER)
delete UY—2EHIBRT D

Ny

s THR—RETHTWVWBFHIRYY —AZX A7 AWS HealthLake

+ HealthLake *—ZR AR T TOERK, FexERY) . EF. HIBR (CRUD) AXRL—2 3 NET
« FHIRRESTAPI A#XRL —> 3 ZFHL Iz HealthLake *— R AN T DR E

« FHR VY —2ABBE Q&)

« $# S$everything FHIRRESTAPIAARL —> 3> # AL - 2EF — X ORE

« $export ZfE A L /2 HealthLake T—RX AR TPHASDTF—RXDOI I AR—b

THR—RENTWVWBFHIRY Y —A X1 7" AWS HealthLake

RORIZ, THR—RMENTVWS FHIRR4 VY —AR A7 %RLET AWS HealthLake, FEfHICD

WTE, HL7FHIRR4 RFAX RO "UY ATV DAL ZZRLTSEE L,

FHIR THR—R&EhTLW3B R4 JY—ARA 7 HealthLake

VAN Detectedlssue Invoice 7207423 F—
ActivityDefinition FINA A [Library] (4 7 Z1)) PractitionerRole
AdverseEvent DeviceDefinition )9 FIE
AllergyIntolerance DeviceMetric AN MK

HR—RENTWBUY—REZAT
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https://hl7.org/fhir/R4/http.html#read
https://hl7.org/fhir/R4/http.html#history
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https://hl7.org/fhir/R4/http.html#update
https://hl7.org/fhir/R4/http.html#delete
https://hl7.org/fhir/R4/resourcelist.html

AWS HealthLake

RREHA R

FH

AppointmentRespons
e

AuditEvent- X E% %
i}

NAF
BodyStructure

N RIL-EZSR

CapabilityStatement

CarePlan

CareTeam
Chargeltem
ChargeltemDefinition
Claim
ClaimResponse
d=a2Z=75—>3>

CommunicationReque
st

aArR>>3a>y
ConceptMap

eSS0

DeviceUseStatement

DeviceRequest

DiagnosticReport

DocumentManifest
DocumentReference

EffectEvidenceSynt
hesis

I2HhO2 32—

IV RERAZ KN

EpisodeOfCare
EnrolimentRequest
EnrollmentResponse
ExplanationOfBenefit
FamilyMemberHistory
727

BE

IIN—7
GuidanceResponse

HealthcareService

MeasureReport

XTAT
A

MedicationAdminist
ration

MedicationDispense

MedicationKnowledge

MedicationRequest
MedicationStatement
MessageHeader
MolecularSequence
NutritionOrder
EfRER

OperationOutcome

EIER
OrganizationAffiliation

NFX—=&

TTr—h

QuestionnaireRespo
nse

RelatedPerson

RequestGroup
ResearchStudy

ResearchSubject

RiskAssessment

RiskEvidenceSynthe
sis
AT721-=)

ServiceRequest
AOvY b

=
StructureDefinition
StructureMap

Substance

SupplyDelivery
SupplyRequest

RARY

HR—RENTWBUY—REZAT
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Eib=y ImagingStudy B2E ValueSet

Contract AX1Fr4€E—->3 PaymentNotice VisionPrescription
>

ANL YD ImmunizationEvalua PaymentReconciliat VerificationResult
tion ion

CoverageEligibilit ImmunizationRecomm  fEA

yRequest endation

CoveragekEligibilit InsurancePlan PlanDefinition

yResponse

A FHIR ¥k & HealthLake
s NAF VU, NRIL, NFX=BRDOVY—ARATZFERALTGETE LI
OperationOutcomePOSTU VT AR ZTS LG TEXRH A,

« AuditEvent — AuditEvent VY —ARERE =G HIBRTEE TS, EFME-RBHIBRTZR &
FTEXEA,

« NV RIL—HNYRILYIITAD HealthLake 2 EE T2 H LG EHH Y £7, FMICO
WTE. Bundle ZFAL LBHROFHIRUY —ANEEZSRL TEEV,

« VerificationResult — Z MDY —AX A 7°l&, 2023 F 12 A 9 BURICERE T —&
ARTTOHRPR—RNENET,

HealthLake *—ZX A N7 TOER., FehELY) . EFH. HIER
(CRUD) AXRL—> 3> ME1T

TF—RARTOER, F—E2DAVR—KN, F—=ROIIVAR—NIERATAT AWS 7o 3>
ZEALETH. 4 DOEBFHIRHTTPAARL —> 3> & FEHAL T HealthLake ., —XARNTHAD
FHIRU Y —ADER (POST ) . FcHEY) (GET ). E# (PUT ). HIBR (DELETE) ZTWVWE T, LT D
NEY 2 Tld., FHIRRESTAPIHY—E X% AL T HealthLake F—R A N7 THERK., FHHVY) ., E
. HIBR (CRUD) ARL —2 32 &RITITDHFEICODVWTHALET, HTTP VS A T RZENL T
REEEND VT ANESR HealthLake APIT 3 (CIE, BEN—C3 4 0EZ7O0A%XEAT

CRUD #AXRL—> 3> 54
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BDYBENBYET, FHHIEOVTR, Ta 0 "EEN—23240FE70EA 22RBLUTLKE

TVAWS 280U T 7L A,

N =R

« ZERALLEUY—ADERK POST

« ZHEALEUY—-ADFEAKEY) GET

- ZERALEUY—ADER PUT

- ZHEALEUY—ADHIE DELETE

« Bundle ZEA L EEBHBDOFHIRD Y —ANDEE

Z#EAL L)Y —ADER POST

POST VI ANZMEAL T HealthLake T— X ARNTICFHLWD Y —A&ZEKRLET, POSTU Y
TARNTI, idEEZEZEETH HRERFHY)EETA. VDY—ANERICERES NS L., HealthLake

B —N—F 201 BHHTTPAT—RAO—RZEL T,

® Note

DocumentReference VY —RAX A FICHLUTPOSTUV T AR EITS &, BRFEDILER
BEFZEENTFLA, fDYIC., EBFEOIREEZSOHL VILREEEZT—2 A
N7 AWS HealthLake ([CIBM UL £9, HDocumentReference )Y —AZ A 7 TEHARSE
FALEE (NLP) HealthLake 2 L TEELEERT— X ZHE T3 HEDOFMICOVT
F. ") ZBBLTLKESVOUY—AZA7OBRSELE (NLP) CEJ<BHFHIR
DocumentReference ')V — AR O EH AWS HealthLake,

Example POST UV T AN ZFEAL zPatient!) VYV —ADERK,

HealthLake *—X AR FPOSTU VT AR ZHERTBICEE., T—RARNTOIY RKRAV NEE
FAUTISONU VT AR RF 1 ZEBELET, T—RANTOIVRRAVNERDFBICE.
HealthLake A2V =)0 F—RANTZS8 T3 H. AWS HealthLake API') 7 7L 2 AD
DescribeFHIRDatastore AR L —>3a> #FEAL X7,

POST Request

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient

POSTUYVIARNTAT IV TREETD/NIA—2TT,
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AWS HealthLake MEEHAR

JSON Request Body

{
"resourceType": "Patient",
"identifier": [ { "system": "urn:oid:1.2.36.146.595.217.0.1", "value":
"12345" } ],
"name": [ {
"family": "Silva",
"given": ["Ana", "Carolina"]
} 1,
"gender": "female",
"birthDate": "1992-02-10"
}

JSON J&&

BEVY—ADERZRIETSICE. 201EBBEAHTTPAT—R AO— RERDISONL ARV A
ZZTHYET,

"resourceType": "Patient",
"identifier": [
{
"system": "urn:0id:1.2.36.146.595.217.0.1",
"value": "12345"
}
1,
"name": [
{
"family": "Silva",
"given": [
"Ana",
"Carolina"

}
1,
"gender": "female",
"birthDate": "1992-02-10",
"id": "274b408a-1201-4e9f-a621-1df937fla26d",
"meta": {
"lastUpdated": "2022-06-13T23:31:24.4277"

POSTUYTARNTAT a2V TEETZNIX—-2TY, 56
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}

ZEALEVY—ADOFHKEY) GET
cOBITE, GETUVITANZFEAL TEEBEFHIRDY —AZH D HEEZRLET,
Example GET U T AN ZFEAL THEDPatient) VY —AZFZEHAED,

HealthLake —RX ARNFGETU VT AR ZERTBDICIE,. T—R2ARNTOI RRA 2 NZFEAL
£F9, T—RANTOIRRA M EREDITBICIE. HealthLake AV =IO F—2ARNT %25
BB9%h. AWS HealthLake APIJ 7 7 L 22 A® DescribeFHIRDatastore 7R L —<3a> & FERAL F

EE

T, VDY—RAZATPatientE BULEEBA T 25D HLENH V) F£92de04858-
ba65-44cl-8afl-f2fe69a977d9,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/2de04858-ba65-44c1-8afl-f2fe69a977d9

JSON J&&

K3 E, 200HTTPAT—RAT— RERDISONL AR AZZ T E T,

{
"resourceType": "Patient",
"active": true,
"name": [
{
"use": "official",
"family": "Doe",
"given": [
"Jane"
]
},
{
"use": "usual",
"given": [
"Jane"
]
}
1,
"gender": "female",

GETUZIANTAT S 3 TRETB/NTA—HTT, =


https://docs.aws.amazon.com/healthlake/latest/APIReference/API_DescribeFHIRDatastore.html

AWS HealthLake MEEHAR

"birthDate": "1966-09-01",
"meta": {
"lastUpdated": "2020-11-23T06:24:13.202Z"
I
"id": "2de@4858-ba65-44c1-8afl-f2fe69a977d9"

ZEALLEVY—ADEF PUT

ROBIE, PUTZEAL T, BEFHIRUY —AZA 7T OEEICBIZHMEEHRIBFEETRLT
WET, 812, FEEHEATLWEVIY—RICHULTPUTUIIANEZTS &, I IN—23 Y
FERENET,

JOTARNE, VDY—ANBEFENEEESE200HTTPRAT—XRXAI—REZRLET, HTLLWUY —
ANERE NEBEIFE20IHTTPAT—2AO—RZRLE T,

@ Note

DocumentReference VY —AZA FICHUTPUTU VI ARNEITS &, BRFDILREEEE
ZEEhFEEA. KDV, FREFEOLREEZESTHL VILREEZT—2ARNT AWS
HealthLake (B L £9, A'DocumentReferencel) VY —AR A 7 TEHREELRIE (NLP)
HealthLake ZFA L TEELERT— X ZHEITB FZEOFMIC OV TR, T, 28RL T
SEEVWOVY—RAZATODBEARSEMNIE (NLP) (ZE D < BFFHIR DocumentReference ')
V—AEROEHR AWS HealthLakes

Example PUT U TAKNZMAL /=Patient VYV —A XA T OEH

PUTUJTIARNEZITSEER, T—RARTOIVRRAUN, BHFIZDVY—ARATOHEH.
#ElF. UOIANISONRT A A BETT,

PUT ZEAL THLWIUY—AZERTZHE, BEST N FZEALTHLWIY —A%ZE
BLET,

PUT Request

BRBEPUTY O T ANDOBIES :

PUT https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/2de04858-ba65-44cl-8afl-f2fe69a977d9

PUTUOIARNTAT IV TIETD/INTAXA—RTT, 58
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RREREHA R

JSON Request Body

BEESNCBEVY—AZEFIZ-OICERAE N BISONEX DA,

"id": "2de@4858-bab5-44cl1-8afl-f2fe69a977d9",
"resourceType": "Patient",
"active": true,
"name": [
{
"use": "official",
"family": "Doe",
"given": [
"Jane"
]
1,
{
"use": "usual",
"given": [
"Jane"

}
1,

"gender": "female",
"birthDate": "1985-12-31"

JSONL ARV A

EEZHFEITDNEISONEL T, ROABAIRRENET,

{
"id": "2de@4858-bab65-44cl-8afl-f2fe69a977d9",
"resourceType": "Patient",
"active": true,
"name": [{
"use": "official",
"family": "Doe",
"given": [
"Jane"
]
},

PUTUOIARNTAT IV TIETD/INTAXA—RTT,
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{

"use": "usual",
"given": [
"Jane"
]
}
1,

"gender": "female",
"birthDate": "1985-12-31",
"meta": {
"lastUpdated": "2020-11-23T06:43:45.133Z"
}

}

AT E EH

FUNEEH TR, WEID TREL, —BORMIRRFZFICESVIREOVY —RZEHTER
T U—N—RBOEHFZLEIZEEIL, COUIVIAMD 1 DOREID ZBRIBL-HIC, U
V—ARATOBREREMEZFEAL TREEZETLET,

ES

179270232, ROD2E—HBOBIICKL>TERREYET,

—HBL, VITIARMRFALIDABEEEATVREBA: H—N—RBVY—-RAZEHRLTT,

—HAEL., BtehiID, VDY—ANDICEEFELBEV. Y —N—RGA 250923 %
MCreate interactiony U TE#HEL TRKVET,

—®zL., IDAEESH, BIICEE: Y—/N—F409 ConflictTZ—TE#HZEBL XTI,

c 1 20—, VY—ADHFEEENATVWEVOR(VY—AIDHFEEEHh, ROP2£VUVY—RA

E—HTD ) H—N—RBLEEOKLSIZ, " HITBIIVY-AIRLTEHFZRITLET. VY—R
FE#H-EhdE, ¥—/N—F SHALLZIRL £3200 OKo

c 120, VDY—AIDAFEEENRLEY., VIY-RE-HLIRA: Y—N—-E. U7

AT7>NID DAY TENE OBETHDEZRTL09 Conflict TS —%&RLET,
OperationOutcome

BRO—F Y—N—&., 74T NOEEN THHICEREATVEVWZ L ZRT412
Precondition FailedILZ—%&JRL ¥9, OperationOutcome

PUTUOIARNTAT IV TIETD/INTAXA—RTT, 60
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Example - BRIARE—, £EHHEA 2000 F 1 51 B, BESBS 1234567890 THHBEUY —
AZEHLET,

PUT https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?name=peter&birthdate=2000-01-01&phone=1234567890

Z#EALLEDYY —ADHIK DELETE

HealthLake —X AR TAND DY —AZHIBRT S (ZIk, DELETEHTTPU VI ARNETSHENH )
£7,

Example DELETE U T AN ZFEAL THEDPatient )V —AZ 1 T ZHIKRT S,

DELETE VO IARNZERTRICK, F—RXRANTOIVRRAMNEFEALET, T—RART
NDIVRERANEZRETSIZIE., HealthLake V=IO F—RAKNT T 2S8B32H,, T
77 L>2A1 IZHB DescribeFHIRDatastore XL —> 3> AL E£T., AWS HealthLake API

R, VI—ARRATEANBRBIFEEHIHBENFHIET,

DELETE https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/2de04858-ba65-44cl1-8afl-f2fe69a977d9

HTTPL ARV A

BT DE, UY—ANF—RARNTICHBL B2 & &2BRTB204HTTPAT—2 A —RES
TEY)ET, BIBRUIIARNNKkBTDE, DELETEUO T AN RBLUEBHZRT 400> —X
OHTTPAT—XAI—RZZ(THRY XY,

Bundle ZEH L =EHOFHIRY Y —ANDEE

HL7 FHIR R4 4Tk, N RILGEZZ VY —-ANOIL Y232 TY, . FHIRRESTAPI
JOTARNT®OBundle DY—ARATOERE, N RILNZOHFOAVEERLE1EO
FHIRRESTAPIU 2 TA N TEBDCRUDANRL —2 3> MEIT HealthLake ZHR— KL TVE

T, NRIKNZHO2 32Tk, FHIRRESTAPIU VT A RbatchTNY RILZAT7& £LTHE
ETDLENHYNET,

FTXTONRILVDVIOIABNE K2 TEETFEESNET AWS CloudTrail, CloudTrail TO OERD
M DWTIE HealthLake, ") Z#ZBL TL & WAWS CloudTrailZ £ L 7= AWS HealthLake
APIJ—)L o O &%,

DELETEUJIARNTAT LIV THEETE/NTIX—RTT, 51
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HL7 FHIRR4 VY —X (&8 )

« BEBMARKICOVWTE, FHRRFIXVRATFYIAD "DV —AZAT: NV R, 258
LTL<EZL,

« BERALENYTFA2ERZ023a2OFMBICODVTEAPI, FHRRFIX NSV FYTAD
FHIRREST " ZEALIENYFA2 250232, 28BLT<IEEV, FHIRRESTAPI

LToE223>TE, LW Bundle VY —AZEKTZH., N RILNZ WO a2 % 6ER
LTUY—RAZ@ERICAETS1-IC, FHIRRESTAPIVJTANZBETIHFEICODVTHALE
ER

A HealthLake >V —JL, . AWS CLI®EW AWS SDKs

HealthLake Y =)Lk, YOI AN TBundle UY—AXAZ A THFEEENTLS Bundle
BATDOARL—>3>20OH%EHR—BNLEITFHIRRESTAPIURL,

FHIR/ X RILZERL LEHOCRUDARL —> 32 DERT

JDOTAN TUY—ARATHFEEENTVEVESURL, FHIRRESTAPIU YV TANKEZ OF—
RART RS oH 0232 e LTHBTENET, JSON AKX TREE D ECRUDARL —> 3N
i h, BEOHTTPAT—RAA—RNFBRENET, F/V> RILZA 7 HealthLake ZHR— b
L ¥ dbatchs

1 DOFHIRRESTAPIV JTANTEBDCRUDFANRL =232 2RTITBICE. XAOFIEZETL
x9,

ROVARNE, NRILDIVIANTHEAENBFHIRRESTAPIV T ARNKRT A OHVETS A
HPrERLTVWET, VITAMEXEEIIODVW TR, "EBHOCRUDARL -3 Z8C/\UR
WIOTARDER, ZZRL T EE L,

1.POSTUOIARTUY—RABATZEBELBEVTEZL,

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

2. DOITARNKRFA4T, NORILRAT%# ELTEELET, "type": "batch"

3. VIUITARNRFT 4T, resource¥F—THEBZCRUDSI > EZUa>o Y —ABEOTF—
REEELET,
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4. FCRUDANRL —> 32, ROKXSICVIIARNRTF 1requestT ELTEEENET,

{ ...
"request" : {
"method" : "HTTP-VERB",
"url" : "FHIR-RESOURCE-TYPE-URL"
}
}

JSON LARVATE, VITARNTEEENLEECRUDARL - IVHTTPOAT—RAO—R
ZHBLET,

HealthLake /N> RILRNZ W02 a2 O FIR

« /N2 R)L HealthLake O #EIROFEFMICOWVWTIEE, T4 2B L T EE WAWS HealthLake T2 R
7]':’1“/ |\(‘:77.'|'_90

LT, BBOARL—2 32 %&ET Bundle CRUDARL—23a>npITY,
Example - BB OCRUDANRL —2 3> & & Bundle VU TANDEK,

BHOCRUDANRL —> 3> %#ETTBFHIRRESTAPIV T ARNEZTSICK., F—RARNTFIVR
KA PRNEFEHALUTPOSTUOITARNEZITLY, JSSONUOTARN AKX ZIEETHIHEN HVYET,

F—RARNTDOI> RIRA > NE, HealthLake AV =IO F—RANT THEIATEZET, £i-
[&. AWS HealthLake API'J 7 7 L > A® DescribeFHIRDatastore AR L —<3a> & FRALE T,

POST Request

TF—RARNTOIY RRA NEFERALTPOSTUVIARNETVE T, KOXTISON TUUT
ARNEI, 2FEALT, VIIANEAXOUBEEREZHBLET,

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/

JSON Request Body

JOTARNKRT AT, ROF—EEORT%Z, @< DCRUDYITIANIETZMOFHIRY
V—ABBEDT—RELEIBETIHEN HVET. BYIOHIE, YEZERZBRFAL 20V
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BTSNIEISONU VT ARENZRLTVWERT, 2FB DA, JSONU T TARNKXL &K% R

LTWET,
{
"resourceType": "Bundle",
"id": "bundle-batch-operation",
"meta": {
"lastUpdated": "2014-08-18T0Q1:43:30Z2"
1,
"type": "batch", ## Required
"entry": [
{
## CRUD Transaction - 1
"resource": {
"resourceType": "Patient",
1,
"request": { ## Required
"method": "POST",
"url": "Patient"
}
.
{
## CRUD Transaction - 2
"resource": {
"resourceType": "Medication",
.
"request": { ## Required
"method": "POST",
"url": "Medication"
}
}
]
}

#FL LV PatientB &KV Medication VY —AZA T DR ZE RTELBHERICRLET,

{
"resourceType": "Bundle",
"id": "bundle-transaction",
"meta": {

"lastUpdated": "2014-08-18TQ1:43:30Z"

N2 RILDVIIAN
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},
"type": "batch",
"entry": [

{

"resource": {
"resourceType": "Patient",
"meta": {

"lastUpdated": "2022-06-03T17:53:36.724Z"
},
"text": {
"status": '"generated",
"div": "Some narrative"
},
"active": true,
"name": [

{

use": "official",
"family": "Jackson",
"given": [

"Mateo",

"James"

}
1,
"gender": "male",
"birthDate": "1974-12-25"
},
"request": {
"method": "POST",
"url": "Patient"
}
I
{
"resource": {
"resourceType": "Medication",
"id": "med@310",
"contained": [
{
"resourceType": "Substance",
"id": "sub@3",
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
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"code": "55452001",

"display": "Oxycodone (substance)"
}
]
}
}
1,
"code": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "430127000",
"display": "Oral Form Oxycodone (product)"
}
]
I
"form": {
"coding": [
{
"system": "http://snomed.info/sct",
"code": "385055001",
"display": "Tablet dose form (qualifier value)"
}
]
},
"ingredient": [
{
"itemReference": {
"reference": "#sub@3"
I

"strength": {
"numerator": {
"value": 5,

"system": "http://unitsofmeasure.org",
"code": "mg"

.

"denominator": {
"value": 1,

"system": "http://terminology.hl7.org/CodeSystem/v3-

orderableDrugForm",
"code": "TAB"
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]

.

"request": {
"method": "POST",
"url": "Medication"

JSON &

BTN RILRZOH I AV TREEEALEVY —AOERZERETSICE. BENBCRUDF
RL—=232ZEZ201MEBEHHTTPAT—RAI—RZEELET. CRUD FRL—> 32 H%k
BydEe, B2V IITANRBULERZRY 400 2 ) —AHTTPOARAT—R ALK ET,

{
"resourceType": "Bundle",
"type": "batch-response",
"timestamp": "2022-06-15T01:31:34.300+00:00",
"entry": [
{
"response": {
"status": "201",
"location": "Patient/fd68ce38-ba30-4459-9eeb-476ad9f4f4ca”,
"lastModified": "2022-06-15T01:31:34.180+00:00"
}
},
{
"response": {
"status": "201",
"location": "Medication/5bf3b8cc-4076-4219-abal-e2c53d7916f4",
"lastModified": "2022-06-15T01:31:34.180+00:00"
}
}
]
}

NZRILVDY=ABLTELTOUY—ADTIL—T1t

#F L\ Bundle VY —ARA 7 ZER TSI, FHIRRESTAPIJ Y TAKNBundleT ZEEL., 7
LW=T71T2 V) —AZECENBISONAN ZIEET I HEN BV ET,
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) TAKN TBundle Z8E 9% &URL, JSONU VT ARAEKXDRHAEIEFDEFE HealthLake T —
BARNTILREENET, LEN 2T, ALOUY—RARXATIZR LU TCRUDARL -3 %R
TIDEWRTEERBA, COERATONRILICKE, B—0FLWIUY—XIDAEY)HTsNE
T, VYV—ARZTOEFEFREEND LS, Bundle VY —RZATICREEATVABHELZOD)Y—R
ICXLUTGETE LW POSTUVIARZITS CEETERE A,

(® Note

HL7 FHIRR4 T8 Tk, JI—7", J KR>3, VAR EFEALEVY—ADOT ) —
THEHR—RENTVET, ChsOUY—RRATE2ERTDEHE, XY —AR
BEESFEFNFHA, KDY IZ, ReferenceEXZFEALTEXDOVY—RAERAKNLE
To LEN2T, SOV Y—ARATZFERTRIE, ThSICEEFNBIELDOVY—A
BZXETEERT,

Bundle VY —AZA 7 ZEKTSICIE, POSTUVIAKRTHEEL, BHBUY—RZIETS
JSON ZEETAIHBENHET,

Example - POSTU T AN ZEMA L /= Bundle UV —ADERK
bundle UY —AZERTBICIE., XROFIEEZETLET,
1. FHIRRESTAPI DT ARZROKRDICT#—~NY RNLET,

POST https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/Bundle

2. TN—T1HT2VY—RAZEETHISONEKX ZHEEL LT, COHFITE, 2 20EEIY—R%
TIL—=TILET,

{
"resourceType": "Bundle",
"id": "bundle-transaction",
"meta": {
"lastUpdated": "2018-03-11T11:22:16Z"
},
"type": "document",
"entry": [
{

"resource": {
"resourceType": "Patient",
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"name": [
{
"family": "Smith",
"given": [
"Jane"

}
1,
"gender": "female",
"address": [

{
"line": [
"123 Main St."
1,
"city": "Anycity",
"state": "Any State",
"postalCode": "12345"
}
]
}
},
{

"resource": {
"resourceType": "Patient",
"name": [

{
"family": "Jackson",
"given": [
"Mateo"
]
}
1,
"gender": "male",
"address": [
{
"line": [
"1234 Main St."
1,
"city": "Anycity",
"state": "Any State",
"postalCode": "12345"
}
]
}

N2 RILDVIIAN
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}
]
}

FHIR REST APl AR L —< 3> &AL &= HealthLake *—2X A
AL A

HealthLake Tlt, FHIREEE D —Zp& L TREHEET NBRESTAPIARL —> 3> 2 FEALTF—2 AN
TEBRETEEXT, CcOtEU>a>TR, BEROERDIVY—AZALTTGETB R POSTUYVIA
REITSHEDHZRLET,

(® Note

BAZBETZZEER PI) FLERESROEEER (PH) 2887 U Tk, POSTU Y
TARNEFEATREEBEOHLET, POSTUYVITARNTIE, PIEXALEEPHIEFVIIAN
RF1O—ZPELTEMEI, BEPICESILENET,

COFHIREZEBEBROBRENTGA—ZRATZ2HR—RNLTVWETH., 7Y N0k HealthLake
BHR—RNLTVET, FHICODVWTE, YR—RETAhTVWEIBRRENTA—ZZATBE RO THR—
RENTVBEERZRE/NT X —A HealthLakeZS B L T FE L\,

FHIRRESTAPI AXRL =23 %2 FEHALETF—R2ARNTORE,
e HIR—RKRENTVWRIRENSXA—ZRA4T
e THR—RENTLVI2EERZKRE/VT X—2 HealthLake

* _include

* revinclude
e _summary
*+ elements

* total

+ _sort
+ _count
» Chaining and Reverse Chaining(_has)
« HR—KREhTLVIBRREHTF
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« HR—bFEThTVWBHBREI/NL—Z

¢ THR—RENTWELVWIKRZEK/NT X—& HealthLake

- POST fITHRETS

- GET fITHETS

BR—RENATVIRENTX—ZRAT

RDERIE, THR—NEIATVIRENTA—ZFZAT %KL TVWET HealthLake,

BR—RENRTVWBIRRENTX—EZAT

BRENTA—& B

_id )Y —ZXID (E£% TRE&WURL)

_lastUpdated BRIREFA, Y —N—RERBEICHEN BV
£9,

29 JY—RBITTRELET,

70774 Z7O77A4LTRIFHERLZIRNTOY Y —
AERBELRT,

t¥F1)74 COVY—ACERAEATWAEFI1UT145
RILVERELET,

V=R JY—ADY —AZRELET,

THFAN Y —ADOHAZRELET,

createdAt NAZR LHRGRBEEE - THREL £ 9 createdAt.

(® Note

RDBRBENT XA —RE, 2023 F 12 B9 BURBRICERE N ETF—FZART TOAYR—KE
h&ET: _security, _source, _text, createdAt,

HR—RENTVWBRENTA—ZRAT 7



AWS HealthLake BIREHA K

RORE, BEOVY—AZATOEEENETF—RBIIETVTIVIUXFINEEET S HEDH
ZRLTVET., bAURTIKTBZLEHIC, FBORBKEXFRFII>I-—REATVWEEA, VIV

FEICEFTITDICE., 7IUXFINFrBYICIOA—RENATVBREZERELET,

BRENSX—2Z214T EEZ 4| il

e BEEhEDY—-AROEKE [parameter]=100
ZRRLET, EELHFN
BEEnET, [parameter]=1e2

BRHEIE. %EO 0 £ Lparameter]=1t100
BRRNSX—RET CEET

9,
LB TL 7 4 v O AT
nNTVERT,
H{$/DateTime BEOBANFELEEZZR [parameter]=eq2013
RLET, BET DN -01-14
& yyyy-mm-ddThh:mm:s
s[Z|(+|-)hh:mm] T [parameter]=gt2013
7. RBBBANBYET,  01-14T10:00

. date, dateTime, instant [parameter]=ne2013

LV OF—2BEZFAnE ~01-14
9Timing, REThS5 DT
—XBZEFERATIFHMCOV

Tk, FHIRRFIX NS
TYOAD "TEN, #SRL
T<EEL,

LBRTL 714y O RAGEHFATE
hTVWERT,

X753 AXFEPNFERXFILT—

EOYTERELET, [base]/Patient?giv
en=eve

HumanName & O
FAddressD R A 7 %Y

HR—RENTVIRENTX—2RA(T
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BRENGA—=—2Z247T

B3

R—BMULET, FHAICOV
Tk, FHIRRFIXD NS
7Y 9 AOHumanName
FF—RFBT RN
&Address " F—XBT b
), ZZ2RBLTLEEL,

BELSRER textiBti¥t %
FRLTHR—RMENTVE
9,

%< MIB\E, close-to-exact
EE 11— REORT ELRL
T, XFEHIZRT2—B %=k
HELFT,

AXFEPMXFORXEIE, T
T)OERBICERYTSI—
RATFLICDUDENE

¥, H7Z7—230R—-2A
NDUVIVE., KXFENPIK

FOXBICBHET 2 EEZR
59TDICKIEETET, DHY)
ILFTRLEDHIC, |EIY
d—REnhTVWEE A,

Bl

[base]/Patient?giv
en:contains=eve

[parameter]=[syste
m]|[code] :ZCT

&, A—F1 2T AT
L[system]ZZBL., 0D
BEDATLATRE 2N
E1—Rf[code]Z2SBL &
9,

[parameter]=[code] :cC
T, AAROD—RFLE>
ATLOVTFNAIC—BLE
9,

[parameter]=|[code]
CCTAHARO—RE—H
L. AFTLZ7ANT1ICE&
BEIFABYEEA,

HR—RENTVIRENTX—2RA(T
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RREHA R

BRENGA—=—2Z247T
BE

3
Gl

D77L2A

B3

Biffrie , ARL—>32%
FALT. 120V Y—AX

1 7HOEBDODINTAXA—2%

BRELEXT,

HR7L7 4y JARFFAE
nTLET,

BiE, >ATLA, O—R%ZfE
ELTRRLET., BESREL
ATIHN, DATLETI—R
kF723>T9., BET—
SBECEIEERT, FMICO
WTE., FHIR" RFI1 XK
AVTFYVIOAL DO "HE, =
ZRLTLSEEL,

ROBEBXZFEALET,
[parameter]=[prefix]
[number] | [system] |
[code]

DY —ANDSRERE
LET,

Bl

/Patient?language=
FR,NL&language=EN

Observation?compon
ent-code-value-qua
ntity=http://loinc
.0rg|8480-6%1t60

[base]/Group?chara
cteristic-value=ge
nder$mixed

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=5.
4|http://unitsofme
asure.org|mg

[base]/Observation
?value-quantity=le
5.4|http://unitsof
measure.org|mg

[base]/Observation?
subject=Patient/23

test

HR—RENTVIRENTX—2RA(T
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BRENT X

URI

AR Y )

—8247 B3

BED Y —A%ZHREICER

TRINFHERRLET,

MEE NI ERNLPHLREE

CEITVTRRELET,

Bl

[base]/ValueSet?ur
l=http://acme.oxrg/
fhir/ValueSet/123

THR—RENTVBEERBE/VS X—A HealthLake

HealthLake Tlk, XOEEBRBRE/NFX—ZHNFHR—KREhTVWET,

_Trevinc.
de

_summar

Sk

BRREVIIANTEMD)
V—AHNBENBLSICUY
TARNTREHICERAELE
T X—=TYRNVY—RAA>
ARVAILEL>TEBREND
DY—RA&ZRLET,

BREYIVIANTEMDY
Y—ANBRENBDRSICUD
TAMTREHICEAEIE
o T7TARVIVY—RA>
ABVAZSRIBDIVY—RA
NMBRENETT,

BEE, VY—-AOTF TtV
hEDITARTDLHICHE
ATEXRY,

Bl

Encounter
?_include
=Encounte
r:subject

Patient?_
id= patient-
identifier

& revincl
ude=Encou
nter:patient

Patient?_
summary=text

ROBENT XA—ZHHR—
RENTVERT: _summary=
true
false
text

. _summary=
. _summary=
. _summary=data o

THR—RENTVIEFELRKRE/NT X—2A HealthLake
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=L

_elemen

_total

_sort

_count

chainin

%I:I

B

BREEROVY—AD—E
ELTRENDBHENEERED
tYRZEVIIARNLET,

BRENFXA—RIC—HTDV
U—ADHERLET,

AIEXGY) VAN ZEH

LT, BENIREBERD

V—KhEZRLET. - 7L
AV TR, BNXEKLY
JARNADEEDY —HNIL—
WCERALT, BIEZRYT C
ENTEET,

BREND RILOR=DZ &I
BEND )Y —ADEEHIH
LET,

SRENBDVY—ANERZ
BRRLET, &, EHKRR
Z, ZRENBDVY—-ARAD
ER.ICEFBLET,

Bl

Patient?_
elements=
identifie
r,active,
link

Patient?_
total=acc
urate

Observati
on?_sort=

status, -date

Patient?_
count=100

Diagnosti
cReport?s
ubject:Pa
tient.nam
e=peter

_total=accurate . %

HR—KNULUET_total=no

ne o

BRALT DT 1—=)LRIC
&BY—KZEHR—KL

& I Number, String,
Quantity, Token, URI,
Reference ., IC&kDY—
NDateld., 2023 12 A9 H
URRICERENETF—R AR
TTOAYR—RENET,
BRK520YV—KNI—IZH
R—KLZET,

RAR—IH A4 XE 100 T
9o

THR—RENTVIEFELRKRE/NT X—2A HealthLake

76



AWS HealthLake MEEHAR

=L

%I:I

2 Bl HaE

reverse UY—RZZRIHIY—R Patient?_
chaininc EZRICETVTVY—R% has:Obser

(_has) ®ELZFET, vation:pa
tient:cod
e=1234-5

_include

BZEIVTI') _includeT ZEATDE., BESNEEBMOFHIRY Y —RAERENET, ZFEAL
T_include, BIHIIC) 0 NTVWBUY—RA%ZEHET,

Example — _includeZ AL T, BEHRERNI HZDBEFT LR EZEOTI—TE2RETSHICE

)Y —ACondition® A 7 ZKREL, TOZMWisubject® £IRF_includek SICHEEL F
¥, Condition UY—AZRAT TR, BEVY—ARATELEREIN—TVIV—-AZA4T7OVTHh
HsubjectZELET,

HDAYRI<FTRLEHIE, COFORKXFEII-—REATVWEREA, VIVZERICETITS
CE, JTUNFIABYICII-RENTVD & Z2HIELET,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Condition?code=49727002&_include=Condition:subject

_revinclude

BMEII _revincludeT ZFEATHE, BEESNELEMOFHIRUY —AE8RENET, Z2FEH
L T_revinclude, BHICUOEhEEVY—RAEEHET,

Example - 2D £%&_revincludell ) > V& 1 /-B8E T S Encounter & & U Observation 'J Y —
ARAT%EHDEHIC 2EHATDICE

COBRRZTOICE., FT_IdRENTA—XTHE FZEEPatient LTEAZERL
£9, RIC., WEEncounter:patientt ZFHAL TEMOFHIRY Y —AZEELF
JO0bservation:patient,

HHYRPI<KTREDHIC, COPIOFHRXFRERIVI-—REATVERRBA, JIVZEREICRTIS
Lk, JIVXFIFENCID-—REATVR L ZHIELET,

THR—RENTVIEFELRKRE/NT X—2A HealthLake 7
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GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_id=patient-
identifier&_revinclude=Encounter:patient&_revinclude=0Observation:patient

_summary

BEYVI_summaryT 2EHTRE, I——RGFFHRUY—AOHY Tty NE2UIUIARNTEE
To XOVWTNHADEZEEDHDENTEEXT: true, text, data, false., TODMDEIFEN
ELTHEDIhET, BENJY—AlF metatag 'SUBSETTED' T &N —U&h, UY—ANFTE
£THhdEERLET,

e true: VDY—ANEEXEERT "BE, ELTI—T7ENTVWBRHR—RENTVRIXNTOEER®
BUET (EHT ),

o text: Ttexty . Tidy . "meta) BEEDA, BLRUOBRLNVOMKBEEEZNOHEIRLET,
« data: Ttexty EEEZRSINTOHLZRLET,
« false: JY—ADIXNTOHPZRLET (EHT )

B—ORRIVIVIANTIE, % _includeFlF _revinclude BRENTA—REHIEEDYE
%_summary=text_ & ETEEE A,

Example - T*—RARTAHAOEEIVY—AD "7F AN, ERZEELET,

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_summary=text

_elements

BEVTI') _elementsT 2FEATEE, BEDFHIRUY —RAEEZZJIIARNTEEXT, BEh
=)V —RAlk metattag 'SUBSETTED' T &X—V&h, VY—ANFTELTHBD&%ZRLET,

_elements NTX—=ZE, VDIY—ADI—RNLARINTERENLEEERE, EXEEZZOAHNEKX
PYYIARTEHRENET, JARENTVWRERDANIRENET, _elements NTX—Z{EIC
ENREENBEETNTVIESG. Y—/N\—RBFThozEHL, XEAEZCLAWBREEAERLET,

_elements &, EENTVWRUY—ARBREE—RH ORENEDY—Rinclude) ICIFBEAE
FH A,

B—RRVIIARNTRE., ZBRE_summary/\SX—REBHEDE S _elementsC & TEF
tA,

THR—RENTVIEFELRKRE/NT X—2A HealthLake 78



AWS HealthLake MEEHAR

Example — HealthLake *—R2 A RN T7HOEBEVY—A® "#ElF. . "7oF471., "D,
EXZRBLET,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_elements=identifier,active,link

_total

MEII) _totalT ZFEATIE, VITARENERENTX—ZIZ—HTD VY —-AOENIR
ENET, HealthLake &, BEL AR ABundle.total® T—HLEVY—RA (BREE—RHN T
HBRENL) Y —Amatch) DHRBZRLFT,

_total . accurate., none/NSX—ZREZHR—KLTVET, _total=estimateldHiR—
RENTVEHBA, TOMDOERFREMELTERDNET, _totalldk, EFhdVY—RA BREE—
RA" DIRE N1V —RAinclude) ICIFBAEhEH A,

Example - TF—RARNTAHADOEE)Y —ADBRKZERELET,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_total=accurate

_sort

BREIVIY sortT 2RI L, BENMREDIEFTHEEINE T, BHREF. YV—HKIL—-IOAH
IREGYVANCESTVTEERBUAFHSNET, V—RIL—LEENERENTXA—2THD
BEABVET, TOHDEFEDEL TROIAET,

1 2OBEBEVIIART, BRE2OV—MRENTXA—RZFEATEET, #7232 7T, -7L
71V ORERALTRIEZEETEXRT. 72N DTRE, Y —N—RBFIETY—-hFrEhET,

HR—RENTVWBY—-RNBRRE/NTX—ZXAT7 &, TINumber, String, Date, Quantity,
Token, URI, Reference, RE/NTFX—ZNZXARNENEEZEZSBLTVWIHEE., COBRXKR
NFA=BEFEY—RTRYR—RENhTVELRA, IR, VDY—RAZAT7D "1, Z2BRETS
#£#F (& HumanName F—X B0 Patient.name ERZZRL ., RARNEhLZERBENET, L
2T, BBEVY—R%Z "HFHL TY—KRFTBERTR—RENTVEREA,

Example - F—XAKNT7TEEVY—AZBEL. £EFABTHELCY—-NLET,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_sort=birthdate
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_count

INTZA—=%_countlF, 1 R—=JTERENDVY—ADOHICETEIH—/N—\DODERELTERE
£9,

RAR—IH AL XE 100 TF, 100 &V KEWMEFENTT., _count=0@FHR—rEhTLEHE
Ao

Example - 2&EVY —AZ®REL, RER—DOHY A X%Z 25 ITRELET,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_count=25

Chaining and Reverse Chaining(_has)

TOEHEFEEHFHIRICKY, MEERTNET—FZREIZLHOOLI)HMRNTI NI M
FEAMREEND O, BROEROITIAFFELCEY, FROYN=PI1-—HF—-CE2TF—X
DEEH &) ERICEY) ERT,

WTFINDADLARILOBIRHA 100 2B A 2ERZIRL 12354 . HealthLake & 4xx ZIRL, F—&X A
THBERICKY, BEROR—DDEINRETDIOEHEET,

Example - #EH - BEBNIREX—TH % E£E%Z SR DiagnosticReport T2 FXTH ZWMBLET,

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
DiagnosticReport?subject:Patient.name=peter

Example — UN—AFI—Z27J -BEVY-AZRELET, CCZT, BEVY-ARLPELL
E1O20FAEICKI>TSRE N, BAMEICIK 1234 0O— KRBV, BAERBEERZENTA—X
RNOBEVY—AZELET,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient?_has:0Observation:patient:code=1234

BR—BbEhTLWERRIEH T

BREEBHFRIXFZIR—ADT A —I)LRTHERENET, OITXRTORKXEHFE., 7—ILR—AD
02 Y 9 HealthLake ZFEALE T, LEXE, KEBNFI 71— )L REZBREFERICEDHILHIC
NEBRXZEIEEDDEDICcontainsiEETEE T,
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BR—NEh TV REREH T

NS Type

K& ZBRS INXNTH/NZ X—2 Composite
:exact X753

:contains X753

&L =02

‘text N—=D2

: wBl F V77L>RA

BR—REhTLWBRREID/NL—&

BEINL—2ZFEALT. REO—HFOUHEZHHETEET, FE. B, BET7 1 —I)LRZ®
RIHEEICIANL—ZFEFERATEET, RORIC, THR—RIMETTLVWBIBRERIV/NL—XE
TNEZH%Z T L ET HealthLake,

HR—REATWRHKREIDV/NL—&

BERIV/NL—2 i8R

eq DY—AD NTFAXA—ZDER. EEESNIE
EELLLBYET,

ne DY—AD NTFAXA—ZDEN. EEEESNIE
EELLHYELBA,

gt DY—AD NFXA—ZDOEN. BEEThIE
EBATVWET,

It DY—AD NFAXA—ZDOEN., EEEThIE
KBTI,

G DY—AD NFAXA—ZDEF. EEETIE
LETY,
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BREIONL—Z EAL]

le DY —ADO NFX—ZDOEN., BESNEE
UTT9d,

sa JY—A0O NFX—Z2DER, EEENIE
DEICHBENETT,

EBS DY —=AD NFX—ZDER., BESNEE
KVBICHKRTULET,

THR—RMEhTLVEWERE/NT X —X HealthLake

BR—BRENTLVEIRENTAXA—ZOZTLBVANIDOVTE, FHIR "&ERENFX—ZL A

), ZZBLTLEE VW, HealthLake &, RICEBHENTVWRIENDZRS INTORE/NTX—X
ZHR—RNLTLET,

BR—PEAhTLBEVWRE/NTX—4

N> RIVEER i< DGR
N> RIVERIF Consent-source-reference
N RILXY 22— ZiEE
N RILEAT DY—=AAVFTY
N RIVEALARERYT JY—ATIV
POST fITKRET S

POST UV ITAKR%ZITS & T HealthLake F—RARNTZ2REBTEXRT, JTUNTX—REF,

URIEERGUIIANRT A THETEE TN, BHE 1 DOV IANTEATI LR TESY
Ao

COREYODOHBITIE., CORARNRTSOTF1RAICHVET,

THR—RENTLVEVRER/NT X—2& HealthLake 82


https://hl7.org/fhir/R4/searchparameter-registry.html
https://hl7.org/fhir/R4/searchparameter-registry.html

AWS HealthLake MERENAR

® Note

BAZBETZSZREHR PI) FLEABINROEREEFR (PH) 220D Tk, POSTU Y
TANEZFERATREZ2H#OLET, POSTUIVITARNTE, PIFEELEEFEPHIFEVIIARN
RFAO—FHELTEMEN, BEFICESILEIET,

POSTUVIARNAENIZ NTGA—REZIBELTIVIIANETSHEE. NY X —Content-
Type: application/x-www-form-urlencoded®—#B& LT ZFEALET,

COREYITR, ROVY—ARRATZHEAL T POSTTREREIDHEDHZRLET,

- Age:Age l&d TEBENLEVY—AZATTRHYVELBAFHIR, KbV IZ, BiBEEEEE)Y—
ABZATO—HELTF Y TFyEanExd, BEOERFTLEEREHRICESIVWVTEZOIIL—T
ZREITBICE. ZFEALEFTthe section called “YR—hEnTWVWBBREI/NL—&", Sl
D2VWTIEE, FHIRRFIXINADVFYIAD "DV —ARAT . B2E ) BSBBLTLEEV,

c ZCOVY—RRATE, B, RN, BKRE, BELE, BEOLARIIWIZERLLER
KESICEBETRHMZERIFELET, HFMICOVWTE, "TFHIRRFIXINAOTFY IR,

D ")I=AZAT ZH, BBRLULTLKEETV, F, CHBIRFIAXNMIESVTHLLE
# HealthLake Z4ERX L &9 DocumentReference, NS MMk, POSTUVIARNZTS L&
CTF7FILRTRAETIhET, Chox2ESHBICIEF. RRETREVY-RAICEMERBFEEET
BPRENBYVET,

« DocumentReference: cDJ Y —AZ A 7l THR—RMENTWET HealthLake, D)

V—=RBRATE, FEORATORFIXINOSBEYR—NLULET, FHICOVWTRE,
"FHIRRFAX D NAVFTFY IR O ")V —ARA7 . DocumentReference; ZZ R L
TLKEEV, F., CHDRFIXAMNOKEEERSFELE (NLP) HealthLake EREHELET
DocumentReference, FMICOWVW Tk, "TOVYV—RAZAT7OEASHELE (NLP) CES<LEHH
FHIR DocumentReference )V —RA%E K DA AWS HealthLake; ZZBL TS EE V),

« BT COVY—ARATIZE, SNBSS (BEOEEXHEALL TCERIZERAE BB &
ERICEECNEEAOBFOBMANFrEENET T, FMICOVTR, FHIRRFIXD NS FY
DAD ")V —=ABA T 5, #SRBLTLIEZ,

« BB BE, FINAA, FLERETOMOY TSI VONIBEITRAELEHELTH -3,

F., VDY—RATREIA2ERFIXNIETVTH L VEE DocumentReference 1) Y —
A HealthLake Z#ER L £F. AEFL WY —XA HealthLake Z/ERRX T B FEDFEMIC DL
T, "1 ZBRBLTIKEEVOUY—AZATOBEREENE NLP) ICE D<K EBEFFHIR
DocumentReference )Y —A4E RO EH AWS HealthLake, 5 DiBHIE, POSTUVIARN%E
A2EEILTT7AILRTHRAECNET, ChoZ2EHDICEF. RETEBD Y —A0EMEREEF
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EHEETILENHYVET. FHICOVTE., FHRRFIAXZIKNAFYIAD TVY—-AZA
78R, 25RLTSEEL,

BERTIZE, BEENLEVY—ARATTRRETDFEDHNRRENET, chiZlF, VIIAL
AKX TUIVIANEZEETRDHEDFANEENTVET,

Age

LUTZEEAL T, Patient UV —AZATIZWL T POSTR—ADBRED VT ARNEERL E
T, COBRRTWE, eqgRINL—X2ZFEAL T, 1997 FEFEFNDBEAZRELET,

JOIANURLEVIVIANEANZERETILENHYVET, VITAKN OFZRICRLET
URL,

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/_search

BRET 1997 FEZEETDICRK., VITARNRTFAILROERZEMLEY,

birthdate=eql1997

JSON J5&

BIhd2E. 200HTTPL AR AO— REBHEDISONL AR ANBRENET,
Condition

UTZEFEAL T, ConditionVY—ARAZAL7ICHLTPOSTUYIANEZTVWET, COKRET
. EE]—R &8 HealthLake F—X AN T7HOEBEMEHREL £972892002,

JOIANURLEVIVIANEANZRETILENHYVET, VITAKN OFZRICRLET
URL,

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Condition/_search

BREITIEEI—REZEETDICE. COIJSONEEZZUIITARNKZIZEMLET,
code=72892002

JSON J5&
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K3 E, 200HTTPL AR AO—RFBENET, BDLYPI<TRILEHIC, XDISONL

AR ARBPWETSRTVERT,

{
"resourceType": "Bundle",
"type": "searchset",
"entry": [{
"resource": {
"resourceType": "Condition",
"id": "@063326c-6b42-4d13-af2f-1lefe@ab5f016",
"meta": {
"lastUpdated": "2022-08-23T00:22:49.681Z"
.
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"

]
iy

"verificationStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-ver-status",
"code": "confirmed"
}]
.
"code": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"

1,

"text": "Normal pregnancy"
1,

"subject": {

"reference": "Patient/5fc0070a-696a-4855-94a9-175f1c641a33"
3,

"encounter": {

"reference": "Encounter/44078ab9-7ac7-4731-9ac8-4b3ff21a7bdb"
.

"onsetDateTime": "2019-08-15T01:19:17-07:00",
"abatementDateTime": "2020-03-26T01:19:17-07:00",
"recordedDate": "2019-08-15T01:19:17-07:00"

iy
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"search": {
"mode": "match"
}
.
{

"resource": {
"resourceType": "Condition",
"id": "d@oafdb2-1d2c-44fe-9f3b-033c0fe751a3",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z2"
},
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"
1]
},
"verificationStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-ver-status",
"code": "confirmed"
1]
},
"code": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"
1,
"text": "Normal pregnancy"
},
"subject": {
"reference": "Patient/d0@a5cdle-8da7-41bd-9b2f-41leef45246e5"
.
"encounter": {
"reference": "Encounter/73758e67-4aaf-4e80-982b-8821f0befdfb"
},
"onsetDateTime": "2019-06-13T20:37:40-07:00",
"abatementDateTime": "2020-01-23T19:37:40-08:00",
"recordedDate": "2019-06-13T20:37:40-07:00"
},
"search": {
"mode": "match"

}
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}
]
}

DocumentReference

DocumentReference UY—AR A 7 TPOSTU VT AN%ZITD & &I HealthLake, DFEESER
SEME (NLP) ORERERRTBICE. ROESICUITARETA—T Y RLET,

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
DocumentReference/_search

289 % DocumentReference EEZIEETAICIE. T Z3RBLTLKEFEVWBRENT A —4%,
JOTARNKRF140O %2 ELTEEL £ITISON,

_lastUpdated=1e2021-12-19&infer-icdl@cm-entity-text-concept-score;=streptococcal]
0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

COUVITVXFIE, BERORENTA—ZEZFEAL T, MESNIEENLPEROLERKICERA
& 115 Amazon Comprehend Medical APIAR L —2 3> Z&ELET,

Location

Location DY —AZA T IZKHLTPOSTU VI ARNEZTSICE. UTZ2FEALET., COREKET
&, FAO—ZFPELTRARN I EVWSEBTH R EZED HealthLake T—RXARNTHADOGZFIEREL
x99,

JOTARURLEV VTIARNAKNZHEETDIHBENHYERT, VITADN OFZRICRLET
URL.

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Location/_search

BRETRANZEBETSICE, VDIIARNRFAIROERZEMLET,
address=Boston

JSON &

B3 E, 200HTTPL AR AT— RAFBENET, AP T TR LHIC, JSONL AR
AR ETShEL L,
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{
"resourceType": "Bundle",
"type": "searchset",
"entry": [{
"resource": {
"resourceType": "Location",
"id": "@a6903c7-25c5-4ae4-8354-be88f9c5f2ee",
"meta": {
"lastUpdated": "2022-08-23T0Q0:24:24.570Z"
},
"status": "active",
"name": "BRIGHAM AND WOMEN'S HOSPITAL",
"telecom": [{
"system": "phone",
"value": "6177325500"
1,
"address": {
"line": [
"75 FRANCIS STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02115",
"country": "US"
.
"position": {
"longitude": -71.020173,
"latitude": 42.33196
.

"managingOrganization": {

"reference": "Organization/27379046-608b-32f0-9df7-8c833cf5d11d",

"display": "BRIGHAM AND WOMEN'S HOSPITAL"
}
},
"search": {
"mode": "match"
}
},

{
"resource": {
"resourceType": "Location",
"id": "ca5e7f65-4eb5-4bff-9a6f-07bc80act8do"
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"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z"
iy
"status": "active",

"name": "BETH ISRAEL DEACONESS MEDICAL CENTER",
"telecom": [{

"system": "phone",
"value": "6176677000"
1,
"address": {
"line": [
"330 BROOKLINE AVENUE"
1,

"city": "BOSTON",

"state": "MA",

"postalCode": "02215",

"country": "US"
.
"position": {

"longitude": -71.020173,

"latitude": 42.33196
.
"managingOrganization": {

"reference": "Organization/cb6a50e@-af76-3758-99ad-3200ede@3fff",
"display": "BETH ISRAEL DEACONESS MEDICAL CENTER"

}
},
"search": {
"mode": "match"
}
}
]
}
Observation

LLT&EEHAL T, Observation VY —AZA 7 ICKL T POSTR—ANDKRERI VT ANELT
WET, COBRETE. value-conceptRE/NTX—F 2FALTEREI—R ZRELE
9266919005, —c DAT—R AW Z/RLUFINever smoker,

JOIARNURLEUIVIARNENZEETIHBENHYVET. VITAN OFZRICZRLET
URL,
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POST https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Observation/_search

AT—RAZEETSICIE. Never smoker MZAXvalue-concept=266919005(C ZFEL
FFJISON,

value-concept=266919005

JSON &

I3 E, 200HTTPL AR A= RFBENET, BDHLYPILTRILEHIC, XDISONL
AR ARPUETShTVERT,

{

"resourceType": "Bundle",

"type": "searchset",

"link": [{

"relation": "next",

"url": "https://healthlake.us-west-2.amazonaws.com/
datastore/3651c6d3cle81e785adba®6b710b52a9/xr4/0bservation?value-
concept=266919005&=AAMA-
EFRSURBSGlpcGIyN250ZGOWRXVnTTFOdmtxQk9Bb3YQYjhVcVdUMGV0@eVozNmdjQUINRjRNUUtscjhCZ1NMUG84VGNgN

1,
"entry": [{
"resource": {
"resourceType": "Observation",
"id": "Q00038e0-71c6-4cc@-9c6c-50c8b1c53309",
"meta": {
"lastUpdated": "2022-11-03T01:02:38.981z2"
},
"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
1]
1,
"code": {
"coding": [{

"system": "http://loinc.ozxg",
"code": "72166-2",
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"display": "Tobacco smoking status NHIS"

11,

"text": "Tobacco smoking status NHIS"
.

"subject": {

"reference": "Patient/598c9d7a-0494-448e-a8le-d50e3606e8db"
iy

"encounter": {

"reference": "Encounter/86bdee4a-2aa9-474a-b43f-6237cd68e512"
.
"effectiveDateTime": "2019-12-11T19:44:57-08:00",
"issued": "2019-12-11T19:44:57.438-08:00",
"valueCodeableConcept": {

"coding": [{

"system": "http://snomed.info/sct",

"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Observation",
"id": "Q@c2f6260-e671-4cfd-ac3d-e75f073fa3cd",
"meta": {
"lastUpdated": "2022-11-03T01:05:21.488Z"
},
"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
1]
1,
"code": {
"coding": [{

"system": "http://loinc.oxg",
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"code": "72166-2",
"display": "Tobacco smoking status NHIS"

1,

"text": "Tobacco smoking status NHIS"
},

"subject": {

"reference": "Patient/89d9a9b7-9720-4881-a2ab-d7907544b26f"
.
"encounter": {

"reference": "Encounter/8ebba7b0-fdfc-4ecl-a9aa-907cccf60925"
},
"effectiveDateTime": "2018-11-17T03:59:36-08:00",
"issued": "2018-11-17T03:59:36.550-08:00",
"valueCodeableConcept": {

"coding": [{

"system": "http://snomed.info/sct",

"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"
}
.
"search": {
"mode": "match"
}
}
]
}
GET I THRET S

F—A& HealthLake AN 7 ZRETDIZIE. GETUOVIARNEZETLET, . VIITAMNEXXD
—¥ELTTRE<SURI, O—EpE L T HealthLake D& I TN A—2 2B HELF T,

(@ Note

BAZBEETEDRR (PI) FLEREIROERER (PH) 28C I ITJ TR, POSTUY
TANZFEATR L ZHEOLET, POSTUIVIANTR, PIEEEFE PHIEUII AN
RF40—FHeLTEMEN, BEFICESLENET,
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COREYITEE, THR—RENTVWBRVY—AZATGETZFEAL T TRETDHZEDHZ R
L & 9 HealthLake,

« Age:Age I& TEZENEVY—ARATTRBYEHAFHIR, KDV IC, BiBFEIEEE)Y —
AZATO—HBELTF VY TFYENETT, FENDEFEMELEFEREHRICESVTEENT )L —
TERETDICE. EEAITIHLEN HY) £ Fthe section called “HR—hEhTWBBREI /N
L—%2" HMICOVWTWE, FHIRRFIXDRNADFYIAD "DV —ABAT . £2&, 25 RL
TLEEL,

s K COVY—ARA T, W, WK, BKRRRE, BELE, BEOLARILICERL 2K
RELZICBEETHHMEREFELET, FHFMICOVWTIE., "TFHIRRFIXIRNAOTFTY IR,
D "I=AZAT ZH, BSRBLTLKEETV, F, CHDIRFIAXNCESVTHLLE
¥ HealthLake Z 1R L &9 DocumentReference, — NS MEBMIE, POSTUVITARNZEFTS EE
CTF7 AL RNTHRAEChET, ChoZEHBICIE. RETERHBVY—AICEWRERANFEIEET
BPRENFHYVET,

« DocumentReference: MDY —A XA 7'l& THR—KNENTVET HealthLake, D)
V=ABATE, FEDRATORFIXINOSBEYR—NLET, FMAICOVTIRE,
FFHIRRFAX D RNAVFTY IR O ")V —ARA7 . DocumentReference; ZZBRL
TLKEEV, F., CHEDRFIXMNOHEEBERSELE (NLP) HealthLake £E1EHLET
DocumentReference, FfHICDOWVTIEE., "TOUYV—RARAT7OBEASELE (NLP) ICES<BHE)
FHIR DocumentReference UV —RAEK D EA AWS HealthLakes ZZRL TS EE W,

« B COVY—ARRATIZE, NENSST (BROEEREALEL TERICEAE NDHH)
&, ERICEEENLEEAOEMOMANEERE T, FHIC OV T, "TFHIRRFIXD A
DTFVOARI D T)YV—AZAT B, #BRLTSEEL,

- BE. 2E, FNAA, FERTOMOY TSI ONIEITIHELEELRTH—> 32,
., VDY—RATEIA2ERFIXNIETVTHL VEE DocumentReference 1) Y —
A HealthLake ZER L £9, THL WY —XR HealthLake Z/ERK T 5 5 EDFEMIZ DL
Tk, "1 Z2RBLTIKEETVOVY AR/ TOEASENE (NLP) ICE D < HEFHIR
DocumentReference )Y — AR D EH AWS HealthLake, 5 DiBHIE, POSTUVIARN%E
TO5EEILLTT7FINTHRACNET, ChosEEHBICEF. RETEHRD Y —A0OBWNREBF
EEETILENHYET, FHMAICOVTE, FHRRFIXIKNAVFYIAD ")Y—AZA
780, 22RBLTEEV,

FEETICE, BEENEVY —RARATTRETDFEOFNFRTENET, ChillE., TUITL
ANEEETDHEDOHEURI, EETBISONL ARV AANEEATVET,
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AWS HealthLake

BRESNAK
Age

LLT##FERAL T, Patient VY —AZATIZRL T GETR—ADBREV IV T AN EERLET,
COBRETIE., eqgEIV/NL—Z2ZFEALT, 1997 FEFhOBEAZRELET,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4//
Patient?birthdate=eql1997

JSON J&&

BKIhd2E, 200HTTPL AR AO—RABRENET,
Condition

Condition UY—ARAZATIZRLTGETUVIARNETSIZE, UTZ2FERALET., COBRET
&, EE]—R &8 HealthLake F—X AN THOEBEMZHREL £972892002,

JOTARURLEV VTIARNEKNZHEETDIHBENHYERT, VITADN OFZRICRLET
URL.

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Condition?code=72892002

JSON J&&

I3 E, 200HTTPL AR AO— RFBENET, BDLYPITLTRHLEHIC, XDISONL
ARVARTNETSNATVET,

{

"resourceType": "Bundle",
"type": "searchset",
"entry": [{

"resource": {

"resourceType": "Condition",

"id": "@063326c-6b42-4d13-af2f-1efe@ab5f016",
"meta": {

"lastUpdated":
iy
"clinicalStatus": {

"coding": [{

"2022-08-23T00:22:49.681Z2"

"system": "http://terminology.hl7.o0rg/CodeSystem/condition-clinical",
"code": "resolved"

]

GET BITHRET S

94



AWS HealthLake MERENAR

},
"verificationStatus": {
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/condition-ver-status",
"code": "confirmed"
1]
},
"code": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"
1,
"text": "Normal pregnancy"
},
"subject": {
"reference": "Patient/5fc0070a-696a-4855-9439-175f1c641a33"
I

"encounter": {

"reference": "Encounter/44078ab9-7ac7-4731-9ac8-4b3ff21a7bdb"
},
"onsetDateTime": "2019-08-15T01:19:17-07:00",
"abatementDateTime": "2020-03-26T01:19:17-07:00",
"recordedDate": "2019-08-15T01:19:17-07:00"

},
"search": {
"mode": "match"
}
},
{
"resource": {
"resourceType": "Condition",
"id": "d@@afdb2-1d2c-44fe-9f3b-033cOfe751a3",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z"
.
"clinicalStatus": {
"coding": [{
"system": "http://terminology.hl7.org/CodeSystem/condition-clinical",
"code": "resolved"
1]
.
"verificationStatus": {
"coding": [{
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"system": "http://terminology.hl7.org/CodeSystem/condition-ver-status",

"code": "confirmed"
1]
.
"code": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "72892002",
"display": "Normal pregnancy"
1,
"text": "Normal pregnancy"
.
"subject": {
"reference": "Patient/d@a5cdle-8da7-41bd-9b2f-41leef45246e5"
},

"encounter": {
"reference": "Encounter/73758e67-4aaf-4e80-982b-8821f0b6fdfb"
.
"onsetDateTime": "2019-06-13T20:37:40-07:00",
"abatementDateTime": "2020-01-23T19:37:40-08:00",
"recordedDate": "2019-06-13T20:37:40-07:00"
.
"search": {
"mode": "match"
}
}
]
}

DocumentationReference

COPlE., LUYHKROZKZEZT, PEFSTF77LySareumEniEE

MDocumentReference )V —AZRA T THRREIVIVIANEZERTDHEZRLTVET,

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/

DocumentReference?_lastUpdated=1e2021-12-19&infer-icd1@cm-entity-text-concept-

score;=streptococcal |0.6&infer-rxnorm-entity-text-concept-score=Amoxicillin|@.8

B3 dE, RODISONL AR AN BENET,

"resourceType": "Bundle",
"type": "searchset",
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"entry": [
{
"resource": {
"resourceType": "DocumentReference",
"id": "985c3e94-4219-4c79-97a1-c94694525e24",
"meta": {
"lastUpdated": "2020-11-23T06:09:10.719Z"
.
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/",
"extension": [
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/raw-

response",

"valueString": "{Entities: [{Id: @,Text: otitis media,Category:
MEDICAL_CONDITION, Type: DX_NAME,Score: 0.9815994,BeginOffset: 151,EndOffset:
163,Attributes: [],Traits: [{Name: DIAGNOSIS,Score: 0.950424253}],ICD1@CMConcepts:
[{Description: Otitis media, unspecified, unspecified ear,Code: H66.90,Score:
0.7176407}, {Description: Otitis media, unspecified,Code: H66.9,Score:
0.6930445}, {Description: Otitis media, unspecified, left ear,Code: H66.92,Score:
0.688161}, {Description: Otitis media, unspecified, bilateral,Code: H66.93,Score:
0.6748094}, {Description: Otitis media, unspecified, right ear,Code:
H66.91,Score: 0.6645618}]1}, {Id: 1,Text: streptococcal sore throat,Category:
MEDICAL_CONDITION, Type: DX_NAME,Score: 0.92208487,BeginOffset: 461,EndOffset:
486,Attributes: [],Traits: [],ICD10CMConcepts: [{Description: Streptococcal
pharyngitis,Code: J02.0,Score: 0.55638546}, {Description: Acute streptococcal
tonsillitis, unspecified,Code: J03.00,Score: ©.53159785}, {Description:
Streptococcal sepsis, unspecified,Code: A40.9,Score: 0.51865804}, {Description:
Acute pharyngitis, unspecified,Code: J02.9,Score: 0.45085955}, {Description:
Streptococcal infection, unspecified site,Code: A49.1,Score: 0.41550553}1},

{Id: 3,Text: disorder,Category: MEDICAL_CONDITION, Type: DX_NAME,Score:
0.9191257,BeginOffset: 488,EndOffset: 496,Attributes: [],Traits: [{Name:
DIAGNOSIS,Score: ©.93372077}],1ICD10CMConcepts: [{Description: Parkinson's
disease,Code: G20@,Score: 0.6959145}, {Description: Illness, unspecified,Code:
R69,Score: 0.68428487}, {Description: Disorder of bone, unspecified,Code:
M89.9,Score: 0.6542605}, {Description: Unspecified mental disorder due to known
physiological condition,Code: FQ9,Score: 0.6240179}, {Description: Mental disorder,
not otherwise specified,Code: F99,Score: 0.61046}]}],ModelVersion: 0.1.03}"

},

{
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model-version",

cm-icdl1@-entity",

aws-cm-icd1@-entity-

aws-cm-icd10-entity-

aws-cm-icd1@-entity-

aws-cm-icd10-entity-

aws-cm-icd1@-entity-

aws-cm-icd1@-entity-

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/

"valueString": "0.1.0"

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-

"extension": [

{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
id",
"valueInteger": 0
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
text",
"valueString": "otitis media"
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
begin-offset",
"valuelInteger": 151
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
end-offset",
"valueInteger": 163
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
score",
"valueDecimal": ©0.9815994
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/
ConceptList",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-

icdl@/aws-cm-icd1@-entity-Concept",

"extension": [

{

"url": "http://healthlake.amazonaws.com/aws-cm/
infer-icd10@/aws-cm-icdl@-entity-Concept-Code",
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infer-icdl10/aws-cm-

unspecified ear"

infer-icdl10/aws-cm-

icd10/aws-cm-icdl10-

infer-icd1@/aws-cm-

infer-icdl10/aws-cm-

infer-icd1@/aws-cm-

icdl@/aws-cm-icdl10-

infer-icdl10/aws-cm-

"valueString": "H66.90"

1,
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Description”,
"valueString": "Otitis media, unspecified,

I
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Score",
"valueDecimal": 0.7176407

]
}I
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-
entity-Concept",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Code",
"valueString": "H66.9"
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Description”,
"valueString": "Otitis media, unspecified"
},
{

"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Score",
"valueDecimal": 0.6930445

]
I
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-
entity-Concept",
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/
icdl@-entity-Concept-Code",
"valueString": "H66.92"
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Location

Location VY —ARXRAFICHUTGETU VI AN ETSICE,. ATEFEALET, COBEKT
&, FFFO—ZFPELTRARN I EVWSEB TR ZE D HealthLake T—R2ARNTADOF/HZEBREL
x99,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4//
Location?address=boston

JSON J5&

K3 &, 200HTTPL AR A= RAFBENET, AP T TR LHIC, JSONL AR
AT ETShELE,

{
"resourceType": "Bundle",
"type": "searchset",
"entry": [
{
"resource": {
"resourceType": "Location",
"id": "@a6903c7-25c5-4ae4-8354-be88f9c5f2ee",
"meta": {
"lastUpdated": "2022-08-23TQ0:24:24.570Z"
I
"status": "active",

"name": "BRIGHAM AND WOMEN'S HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177325500"
}
1,
"address": {
"line": [
"75 FRANCIS STREET"
1,

"city": "BOSTON",
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"state": "MA",
"postalCode": "02115",
"country": "US"

I

"position": {
"longitude": -71.020173,
"latitude": 42.33196

I

"managingOrganization": {
"reference":

"Organization/27379046-608b-32f0-9df7-8c833cf5d11d",

"display": "BRIGHAM AND WOMEN'S HOSPITAL"

iy
"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "3cc3ad99-e0ff-48b4-b277-052abfc41058",
"meta": {
"lastUpdated": "2022-08-23T00:19:37.029Z"
},
"status": "active",
"name": "NEW ENGLAND BAPTIST HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177545800"
}
1,
"address": {
"line": [
"125 PARKER HILL AVENUE"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02120",
"country": "US"
I

"position": {
"longitude": -71.020173,
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"latitude": 42.33196
1,
"managingOrganization": {
"reference": "Organization/9a7149fa-49fc-3c87-b935-
d29c55808717",
"display": "NEW ENGLAND BAPTIST HOSPITAL"

}
I
"search": {
"mode": "match"
}
I
{
"resource": {
"resourceType": "Location",
"id": "3f956715-3890-4235-85be-3fba5e3488ee",
"meta": {

"lastUpdated": "2022-08-23T00:23:38.98172"
+

"status": "active",
"name": "MASSACHUSETTS GENERAL HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177262000"
}
1,
"address": {
"line": [
"55 FRUIT STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02114",
"country": "US"
1,

"position": {
"longitude": -71.020173,
"latitude": 42.33196
1,
"managingOrganization": {
"reference": "Organization/d78e84ec-30aa-3bba-a33a-
f29a3a454662",
"display": "MASSACHUSETTS GENERAL HOSPITAL"
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iy

"search": {
"mode": "match"

"resource": {
"resourceType": "Location",

"id": "6cc@7b51-7287-443c-b772-c864f7831el13",

"meta": {

"lastUpdated": "2022-08-23T00:21:11.045Z2"

iy

"status": "active",

"name": "TUFTS MEDICAL CENTER",
"telecom": [

{
"system": "phone",
"value": "6176365000"
}
1,
"address": {
"line": [
"800 WASHINGTON STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02111",
"country": "US"
1,

"position": {
"longitude": -71.020173,
"latitude": 42.33196

iy

"managingOrganization": {

"reference": "Organization/b7175ab4-

bde5-3848-891b-579bccb77c7c",

"display": "TUFTS MEDICAL CENTER"

iy

"search": {
"mode": "match"

iy
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{

"resource": {
"resourceType": "Location",
"id": "8101300f-f685-49e7-b428-43b7855¢c39¢ee",
"meta": {

"lastUpdated": "2022-08-23T00:22:06.474Z"

},
"status": "active",

"name": "BOSTON CHILDREN'S HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177356000"
}
1,
"address": {
"line": [
"300 LONGWOOD AVENUE"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02115",
"country": "US"
I

"position": {
"longitude": -71.020173,
"latitude": 42.33196
I
"managingOrganization": {
"reference": "Organization/d7b11827-25f2-350b-
bcd8-939fc59851b0",
"display": "BOSTON CHILDREN'S HOSPITAL"

}
.
"search": {
"mode": "match"
}
.
{
"resource": {
"resourceType": "Location",
"id": "8b7641d3-6997-48bb-bd60-23e35dfaaed9d",
"meta": {

"lastUpdated": "2022-08-23T00:20:47.0992"
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}I

"status": "active",
"name": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6179837000"
}
1,
"address": {
"line": [
"1153 CENTRE STREET"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02130",
"country": "US"
I

"position": {
"longitude": -71.020173,
"latitude": 42.33196
1,
"managingOrganization": {
"reference": "Organization/d733d4a9-080d-3593-
b910-2366e652b7ea",
"display": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL"

iy

"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "998ef80b-7b58-4dc3-99ac-c440ec9e282d",
"meta": {
"lastUpdated": "2022-08-23T00:21:11.046Z"
},
"status": "active",
"name": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL",
"telecom": [
{

"system": "phone",
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"value": "6179837000"

}

1,

"address": {
"line": [

"1153 CENTRE STREET"

1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02130",
"country": "US"

I

"position": {
"longitude": -71.020173,
"latitude": 42.33196
1,
"managingOrganization": {
"reference": "Organization/d733d4a9-080d-3593-
b910-2366e652b7ea",
"display": "BRIGHAM AND WOMEN'S FAULKNER HOSPITAL"

iy

"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "c454bed3-7013-4376-81cf-4T49342T1402",
"meta": {
"lastUpdated": "2022-08-23T0Q0:24:24.573Z2"
},
"status": "active",
"name": "MASSACHUSETTS GENERAL HOSPITAL",
"telecom": [

{
"system": "phone",
"value": "6177262000"
}
1,
"address": {
"line": [

"55 FRUIT STREET"
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1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02114",
"country": "US"

I

"position": {
"longitude": -71.020173,
"latitude": 42.33196

I

"managingOrganization": {

"reference": "Organization/d78e84ec-30aa-3bba-a33a-

f29a3a454662",
"display": "MASSACHUSETTS GENERAL HOSPITAL"

iy

"search": {
"mode": "match"

"resource": {
"resourceType": "Location",
"id": "cabe7f65-4eb5-4bff-9a6f-07bc80acf8d0o",
"meta": {
"lastUpdated": "2022-08-23T00:20:47.100Z"
},
"status": "active",
"name": "BETH ISRAEL DEACONESS MEDICAL CENTER",
"telecom": [

{
"system": "phone",
"value": "6176677000"
}
1,
"address": {
"line": [
"330 BROOKLINE AVENUE"
1,
"city": "BOSTON",
"state": "MA",
"postalCode": "02215",
"country": "US"
},
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"position": {
"longitude": -71.020173,
"latitude": 42.33196
.
"managingOrganization": {
"reference": "Organization/cb6a50e0-
af76-3758-99ad-3200ede@3fff",
"display": "BETH ISRAEL DEACONESS MEDICAL CENTER"
}
.
"search": {
"mode": "match"

Observation

LLTREAL T, Observation DV —RAZXA7ICRL T GETR—ANDKBEI VT ANEER
LET. COBRETE. value-conceptBRENTX—XR 2FALTEERI— R 2K&ERL &
9266919005, CcDAT—RAF Z2~L EXINever smoker,

VOTANURLEVIVXFIZEETDLENHYET. VIITAN OPHIZRICRLET
URL,

POST https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Observation?value-concept=266919005

AT—RAZEETSICIE. ZUI ) XF%value-concept=266919005& L TNever
smokers¥EL £ T,

JSON &

B3 E, 200HTTPL AR A= RFBENET, BDLYPI<TRILEHIC, XDISONL
AR ARPWETSATVERT,

{

"resourceType": "Bundle",
"type": "searchset",
"link": [{

"relation": "next",
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"url": "https://healthlake.us-west-2.amazonaws.com/
datastore/3651c6d3cle8le785adba®6b710b52a9/r4/0bservation?value-
concept=266919005&=AAMA-
EFRSURBSGlpcGIyN250ZGOWRXVnTTFOdmtxQk9Bb3YQYjhVcVdUMGVOeVozNmdjQUINRjRNUUtscjhCZ1INMUG84VGNQgN

1,
"entry": [{
"resource": {
"resourceType": "Observation",
"id": "000038e0@-71c6-4cc@-9c6c-50c8b1c53309",
"meta": {
"lastUpdated": "2022-11-03T01:02:38.981Z"
.
"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
]
1,
"code": {
"coding": [{
"system": "http://loinc.org",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"
1,
"text": "Tobacco smoking status NHIS"
.
"subject": {
"reference": "Patient/598c9d7a-0494-448e-a8le-d50e3606e8db"
},
"encounter": {
"reference": "Encounter/86bdee4a-2aa9-474a-b43f-6237cd68e512"
.
"effectiveDateTime": "2019-12-11T19:44:57-08:00",
"issued": "2019-12-11T19:44:57.438-08:00",
"valueCodeableConcept": {
"coding": [{
"system": "http://snomed.info/sct",
"code": "266919005",

"display": "Never smoker"
11,
"text": "Never smoker"

}

GET fITHRET S 109



AWS HealthLake

RREREHA R

}

{

I
"search": {
"mode": "match"

}

’

"resource": {

"resourceType": "Observation",
"id": "@c2f6260-e671-4cfd-ac3d-e75f073fa3cd",
"meta": {
"lastUpdated": "2022-11-03T01:05:21.4882"
},
"status": "final",
"category": [{
"coding": [{
"system": "http://terminology.hl7.o0rg/CodeSystem/observation-category",
"code": "survey",
"display": "survey"
1]
1,
"code": {
"coding": [{

"system": "http://loinc.ozxg",
"code": "72166-2",
"display": "Tobacco smoking status NHIS"

1,

"text": "Tobacco smoking status NHIS"
},

"subject": {

"reference": "Patient/89d9a9b7-9720-4881-a2ab-d7907544b26f"
I

"encounter": {

"reference": "Encounter/8ebba7b0-fdfc-4ecl-a9aa-907cccf60925"
},
"effectiveDateTime": "2018-11-17T03:59:36-08:00",
"issued": "2018-11-17T03:59:36.550-08:00",
"valueCodeableConcept": {

"coding": [{

"system": "http://snomed.info/sct",

"code": "266919005",

"display": "Never smoker"
1,
"text": "Never smoker"

GET BITHRET S
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}

.

"search": {
"mode": "match"

}

}
]
}

FHIR VY —ABEDFAE)

FHIR history 41 23592 32 Id. HealthLake F—R2 AN T7HROBFEDFHIR) Y —ANEE%
BBLET, cOAMRF092a>a26FEALT, FHRUY—=XAOIADTUYNFFEOZBE EEIC
EDLSICENMLEDZHMTEERT, Tio, BEEOJELEELT, ZENEZOVY —ADREZTE
WITBDICE/RIBEFT,

(® Note

FHIR VY —2Rhistoryld. 10/25/2024 LAREIZHER E Nz T X T M HealthLake F—X A b
FICRUTTF 72 NTEMCE>TVET, T—RANTHACOANSRYBIICERE L
BEE, YR—KNFT Y NEREEL TFHIRhistoryA V25923 #FMCTEET,
ZERALTT—AZERL £FAWS Support Center Console, 7 —AZERTBICIE, (C
A4 AWS THOKN L, T—ADEREZEIRLET,

history 1 259> a2 @E HTTP GET ANV REFAL TETENET, FHIRA XS5 Y
232 create, update, XL &F, REENBD VY —AOEE/N—2 3 deletellBY ET,
(&, FHIRhistory/ > &35 0> 3> IC® L TROKBE/INT X—2Z HealthLake ZHR— KL E T,

HealthLake A" 7R— N ¥ BFHIRhistoxy1 > X502 3> OBRRENT X —Z
BRENTA—Z it BA

_count : integer R=DEOBREZERORAE. —N—&k, U
DIARENIERFTEFTF—RARNTTTFT7 %
LENTHAEhBDREBEROFZTABEOVT hh
BKWEZERLET,

Y —ABROFHEY) 111


https://console.aws.amazon.com/support/home#/
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BENTA—A B

_since : instant BEORAURICERENEDY—A/N—D 3
CDHhEEHET,

_at : date(Time) HRMETEES N -HEAOHIBATHRHT

HOEVY—AN—23>0OihEEDET, ¥
I DOWTIE., HL7FHIRRESTfUlAPIRF 1 X
> Ndate® T, #8BLTLSEETL,

XOBITIE. OFHIRPatient DV —AND I R—THEY 100 50BRBREREREZRLET
HealthLake, URL /NA£ %2 RRTZICIF., OE—REZ>ZAVO0—-I)LLET, URL DERIEXD
EHBYTT,

GET https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history?_count=100

BEA>2Z0232>ORY ATV RFHIRUY —R IZ8&NBundle, 247 ICERES
nE¥Thistory, chiClk, BEShEN—DaVEENEFEI, RRICREHZWN—23 2T
V—hEh, BIRENEVY—ANEENET, history 1 2Z 0232 OFMIDOVTE,
HL7FHIRRESTfUlAPIRF 1 X~ M ®Dhistory Ty ZZRL TSEE L,

(® Note

BENDFHIRYU Y —ARA ThistorylCHLT 2ATRNTFIRTEES, ATRNTINTS
ICik, ZFERALTT—AZERL £FAWS Support Center Console, T—AZ/ERKT S IZ
F. COJA4>>AWS T7HIURN L, T—ADERZBRLET,

N—232EBOFHIR) Y —ABEDO A ELY

FHIRvread 1 259> 3 >IFk, HealthLake T—ZARNT7AOUY —AON—2 3 EBED:
WM ZEEITLET, COAMRF023a % FEATRHE, FHRUY—AODABEZBENDHEENER
ERILKDICKRRTEET,

HealthLake l&, Y R—KRENTWBZEVY—ADO TON—=23 >
4 CapabilityStatement.rest.resource.versioning®HR—KZEFLET, INXTO

N—3a 2 EEDOFHIRY Y —ABREOSM&ELY) "


https://www.hl7.org/fhir/R4/search.html#date
https://www.hl7.org/fhir/r4/bundle.html
https://www.hl7.org/fhir/R4/http.html#history
https://console.aws.amazon.com/support/home#/
https://hl7.org/fhir/R4/capabilitystatement-definitions.html#CapabilityStatement.rest.resource.versioning
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HealthLake T*—R AR T IZE. §XTOHJ Y —RAIZ Resource.meta.versionld (vid) A"&Fh
x7.

FHIR history 4285493 3 AEMICE > TVDES (10/252024 EICERE hi=F— R AR
TOH/ERFT7AILNT, dVWF—RXARNTOBFEEVIITANIK2T), BundleL ARV AIC
& vidO—EE LT AEENETlocation, RDFITRE, FEHES ELTVIidRRENETL, &

SBPIERRTBICE. TNV RN RILL AR A0 (JSON) 1 #BRLTEE L,

"response" : {
"status" : "201 Created",
"location" : "Patient/12423/_history/1",
..}

vread 1 B2 Z 9232 F HTTP GET ON Y RZFEAL TETENET, KODvreadd > XT D
arvik, TEEENIEFHIRPatient DY —AXZF—ZON—232IC2V\WT, UY—-ARICEE
ENEAVTOVEEC 1 DDA VAR AZRLET vido ROBIOURLNAEEERTTSIC
&, AE—RA>Z2A20—-)LLET, URLIE XTI,

GET https://healthlake.region.amazonaws.com/datastore/datastore-id/r4/Patient/id/
_history/vid

® Note

FHIR VY —RA%5&HBDvreade ZIZ B L Thistory/ 259> a2 EHT254,
HealthLake G EIZV Y —ADX X F—RXOHEH/N—23 2 &2BLET,

vread 125923 OEMIC DOV T, HL7FHIRRestful APIRF 1 X Nvread® T, #38R
LTLEEL,

£ $everything FHIRRESTAPIAARL —> a3 & ERALEEE
T— X NOEE

#£# Severything ARL—>3 2 IF, FHIREZEVUYV—RA&E, TOEECHEETIMOVY—RZED
TUVSRLEHICEAENET, COARL—>32EF, BHEICHLUTLIO—REBNOT I A ZEF
ALY, BEICHETZ —EF—RFVO0-—RETONAA—DNRTLEYN TR EHICERTE
£9, k. BEDEE ID ICKL TFANT $ HealthLake ZHR—KNLF T,

#3# $everything FHIRAPIAARL —2 3> 113
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® Note

B, 8% Severything AL — 3, 2024 2 A 27 AUBICERENEF—ZAN
TTHR—RENATVET,

BEICEETDIINTOUY—RZEHBTS
2% Severything l&, AT OHFIICTRTLSICHOPE T EN TEBRESTAPIARL—23 2T,

GET Request

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything

(® Note
LARADOVY =R, VDI—AZATEDVY—RAIDTY—RENFET,
L AR A IEEZ Bundle.total XA EhET,

£ & $everything /N T X —4&

HealthLake &, ROV ITVNTX—2ZHFKR—KNLET,

NZX—% il

start BEENIEHBABUBICINTOEETFT—XFXZMEBLET,
end BEETNERTHEYBIICIRNTOEETF—XEHBLET,
since BESNEBNURBICEFRECNEINTOEET—XFZHELET,

_BA7 BEDVY—AZATDEET—REZWMBLET,

AoV BETF-REREBL. R—IHAAXZEELET,

BEICEEITDZINTOVY—RAEZHMBITS 114
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Example - EEE NERBAURIZCINTOEET—XENETS

#£# Severything ldstart, 71 ILX—ZFAL T, BEOANKINEBDTF—XDOXAZEVITI)TESRE
C

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?start=2024-03-15T00:00:00.000Z
Example - EEET IR THRYBICIXNTOEETF—XZWMETS

2 Severything ldend. 71 LZ—EFALT. BEDANLWAOF—2DAEITUTES
¥,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?end=2024-03-15T00:00:00.000Z

Example - BEE N BIURBICEHFENLELIXNTOEETF—XZWMETS

£4& Severything l&since, 714 EZ—ZFALT. BEOAFNURICEHFE N ETF—XDAZ I T
UTEET,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?since=2024-03-15T00:00:00.000Z
Example - 5ENDJY—RARATDEBETF—RZHWBTS

£4& Severything l&_type7 1 ILRX—ZFEAL T, LARVAICEDDBEBEND VY —ARATRIEE
TEET, BROVY—ARARATZHARIXPYI)ANTIEETEEXT,

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/patient-id/$everything?_type=0bservation,Condition

Example - BETF—XZHBL. R—ZHAS X EEETS

EESINTIF _count Z2FRAL TIR—DH A X ERETEEXT,

83 $everything /N T X—4& 115
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RREHA R

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/

Patient/patient-id/$everything?_count=15

£ & Severything start& end B

HealthLake &, BRI IUNTXA—RERTIOTINTA—RIZRLTROVY —AEHZFKR—

RLET,

VY—2A
TAHAI2 b

AdverseEv
ent

AllergyIn
tolerance

FH

Appointme
ntRespons
e

AuditEvent

Basic (X—
>y )

BodyStruc
ture

CarePlan
CareTeam

Chargelte
m

DY—AIL XM
Account.servicePeriod.start

AdverseEvent.date

AllergyIntolerance.recordedDate

F#9.BA%4

AppointmentResponse.start

AuditEvent.period.start

Basic.created

NO_DATE

CarePlan.period.start

CareTeam.period.start

Chargeltem.occurrenceDateTime , Chargeltem.occurrencePeriod.start, Chargelte

m.occurrenceTiming.event

£ Severything start& end B
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RREHA R

JYy—X
Claim

ClaimResp
onse

Clinicall
mpression

=31z
r—ay

Communica
tionReque

ANL YD

CoverageE
ligibilit
yRequest
CoverageE
ligibilit
yResponse

Detected|
ssue

DeviceReq
uest

DY—=—ATL XN
Claim.billablePeriod.start

ClaimResponse.created

Clinicallmpression.date

Communication.sent

CommunicationRequest.occurrenceDateTime , CommunicationRequest.occurr

encePeriod.start

Composition.date

%M, recordedDate
E&E, dateTime
Coverage.period.start

CoveragekEligibilityRequest.created

CoveragekEligibilityResponse.created

DetectedlIssue.identified

DeviceRequest.authoredOn

£ Severything start& end B
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RREHA R

VY—2A

DeviceUse
Statement

Diagnosti
cReport

DocumentM
anifest

DocumentR
eference

I>HD>
2—

Enrollmen
tRequest

EpisodeOf
Care

Explanati
onOfBenef
it

FamilyMem
berHistory

777
BE
TIN=7

ImagingSt
udy

DY—=AIL X2 b

DeviceUseStatement.recordedOn

DiagnosticReport.effective

DocumentManifest.created

DocumentReference.context.period.start

Encounter.period.start

EnrollmentRequest.created

EpisodeOfCare.period.start

ExplanationOfBenéefit.billablePeriod.start

NO_DATE

Flag.period.start
B, statusDate
NO_DATE

ImagingStudy.started

£ Severything start& end B
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RREHA R

VY—2A

{2154
t—3 3>

Immunizat
ionEvalua
tion

Immunizat
ionRecomm
endation

Invoice
JAB

MeasureRe
port

XTAT

Medicatio
nAdminist
ration

Medicatio
nDispense

Medicatio
nRequest

Medicatio
nStatement

Molecular
Sequence

Nutrition
Order

DY—=AIL X2 b

Immunization.recorded

ImmunizationEvaluation.date

ImmunizationRecommendation.date

FRE BN
VAN B

MeasureReport.period.start

Media.issued

MedicationAdministration.effective

MedicationDispense.whenPrepared

MedicationRequest.authoredOn

MedicationStatement.dateAsserted

NO_DATE

NutritionOrder.dateTime

£ Severything start& end B
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RREHA R

Y—=A
ERER
BE
BA
FIE
MR

Questionn
aireRespo
nse

RelatedPe
rson

RequestGr
oup

ResearchS
ubject

RiskAsses
sment

ATT1—
Y%

ServiceRe
quest

£

SupplyDel
ivery

DY—AIL X b

HEMR

NO_DATE

NO_DATE

Procedure.performed

Provenance.occurredPeriod.start, Provenance, occurredDateTime

QuestionnaireResponse.authored

NO_DATE

RequestGroup.authoredOn

ResearchSubject.period

RiskAssessment.occurrenceDateTime , RiskAssessment.occurrencePeriod.start

AT> 1—)L, planningHorizon

ServiceRequest.authoredOn

&F. receivedTime

SupplyDelivery.occurrenceDateTime , SupplyDelivery.occurrencePeriod.start,
SupplyDelivery.occurrenceTiming.event

24 Severything start& end B 120
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VY—2A DY—=AIL X2 b

SupplyReq  SupplyRequest.authoredOn
uest

VisionPre VisionPrescription.dateWritten
scription

$export Z{FEA L /= HealthLake F*—ZR ARNTHSOF—ZNDIY
AR— K

1) TARS$export®—f& LT FHIRREST APl &AL TI Y AK—KPOSTU ST AN
ZITW, UIOIARDAEAZICVIOTIARNNTA—REZEDDICIE, FHIR HEKIZHKE > T, FHIRY —
N—E GETUIVIARNZEYR—RNTEIHUENHYVET, T, EPOSTUVIARNEYR—KNTE
F9, BIMONTAXA—REHYR—KTDICEFE, TVAR—RNEZHARITDIDICAKINVETHD o,
l#POSTI 2 T AN HealthLake ZHK— KL E T,

/A Important

HealthLake 2023 £ 6 A 1 B&X Y HIICERE it T—RARNT Ik, SATASEOI I A
R— KNI T BFHIRRESTAPIZT AR—KRZ ATV IOTARNDIKEYR—NLET,
HealthLake 2023 £ 6 A 1 B&X Y HIICERE i F—RARNT Ik, T—RARNTFOI> KRR
AV NIHTBGETUIIARNEZFEALEIIAR—RMNOARAT—RAOEBEHR—KNLT
WEE A,

ZEALTITSINTOILI AR—KJ) YT AKRNFHIRRESTAPIRE ndjsonfEx TiRE i, Amazon
SANTYRNZIVAR—RENET, HESIATZITIRCIE, 1 DOFHIRUY—RAXA T DHAH
EENET,

AWS PHIUKRZEIL—EBIC1DODOIVAR—RNIIDIARZTSENTEET, ICEHEMFITS
N TW3 Service Quotas DM DWW Tl HealthLake, "4 ZZB L TL & VWAWS HealthLake
IRRANEDF—2,

ZEALTZVIIARNTDIVAR—NOEROFMICDOVWTIEAPI, FHIRREST ", Z228RL T
<EZVFHIRREST APl AXRL —2 3 & #FEA L /- HealthLake T*—RX AR TASDT—Z DI
Xjﬁ_l\o

I AR—KFHIRAPIFARL—> 3> 121
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Amazon Athena SQLT Z{#EH L T AWS HealthLake 7—2&
ANT7=ZOIVVTS

HealthLake *— R AR T ZERT B &, BEICKANE NIEFHIRT — X #i&EAH" Amazon Athena (C
stiAin TOIT)TEER Iceberg T—7 L ICBBMICEBRENEITSQL, COFLVWIY—R

TOEADOFHF &, AWS Lake Formation AL TEBENE T, FFHIRUY—AZA 7
Li\ Athena DEZ DT—7ILELTRENET,

/A Important

2022 F 11 A 14 BRYBICERENETF—RARNTOHEERE., BFOTF—XANTEHL
WTF—ZARNTICBITLT, Z2FALTIVIVERTIZDHBENHVY)ETSQL, ALTIZD
WTIk., TAmazon Athena 2R T2 O DBREEFEOT—RXARNTOBT, 28RBLTLKEE
(AT

(® Note

2023 £ 2 A 20 HLARE, HealthLake *—RARNTREF7 2 ) NTRAFSEARSHELE
(NLP) 2R LEHA, T—RARNTTOMEEZEMICTZIHEREK, NZTIL>1—FT4
> DE HealthLakefieE N - BEASELEBEREZEVNICIDICFESThIFELIVTT
P20 T, EBRBLTLKEEV,

HealthLake F— X AN T Z4ERK TS ICE. HealthLake EEETHAIAMI—H—FEO—-)LIC
IAMAR) S —EeH—EAO—I)ZEBMTISEN HVET, POLAFTOREDFM-OVTIE,
M, Z8BLTILKEETVOEAZRBITZEOOT UV AHFADOERE AWS HealthLake,

HealthLake T—2X A N 7 & Iceberg T—7 )L & L T Athena ICHUWIAENFE T, Athena T Iceberg
T—7 I OKEEDFEMI-DOVTIE, TAthena I—H—HA Ry @ Tlceberg T—7 I DOER) 25
BLTLSEZL,

HealthLake &, Athena HealthLake D TF—ZR AR T DF—R A RN T DREADAXRL —> 3> Z#HR—
RLET, ARL—230ZFEAL LEK. FmHELY . EF. HIE (CRUD) FHIRRESTAPIZ AR L —
SAVOEMIIOVTIE., T, #3HBL T, CRUDARL—3 A Athena DF—ZICED KRS I
EE T DD HealthLake T—2 AN TPFHIRRESTAPIE DX V) ELV) DEAZFBERL T EE LV,

122


https://docs.aws.amazon.com/athena/latest/ug/querying-iceberg.html
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COEDKNEY U T, HealthLake *—X ANT %Z Athena ICER TS HE. ZFALTTF—2A
NPESIUTHEESAL. BREMD AWS H—ERCEBL TE SICSHT 25DV THSA
LET,

EPA

« F—ARAKNTF % Amazon Athena |[Z3E# T 3

o 1—Y%—, JI—7, FEEFO—)IZ HealthLake T—RARTADT VL RAZHA TS (AWS
Lake Formation 122V —)L )

« Athena OB FH*
« Z{FEMAL T HealthLake T—2X A KT &0 TI') 9% SQL
s BMEBE 74RO TRMERALESQLY I A

F—AR A NTF %& Amazon Athena ([C¥E4: 9 5

/A Important

2022 £ 11 A 14 BUBB., NOT Ut AIAMEH HealthLake A EEEhFEL Lk, F—&
ARNTEERL, Athena TTF—RARNTADOT IV LAZFATSICE, IAMI—Y—, J
=7, £EEO—)LIZ AWSLakeFormationDataAdminBER) S —ZBIMNT 2 HEAH
H')FEF, AWSLakeFormationDataAdmin RUS —ZFHL TTF—RL A IVEBEEER
L. Athena DF—ZARTADT I AZHFRATEXT,

COREYUTRE, Athena 1—H—, JII—7, &LBEO—JZEXL. HealthLake T—FA K
FICHBFHIRUY—ANDT VL AEEZNEI 2 O CLAEZCFIEOHEZHAL T,

« 1—Y—, J)I—7", £EEFEO—)LIZ HealthLake T—RARTADT IV A%ZHFT TS (AWS
Lake Formation 122V —)L )

« Athena 7HhO KDY NTYT

T—RANTZERTS 123
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dA—4—, JI—7", £LEEO—J)IC HealthLake F—RARTADOT It
A& TS (AWS Lake Formation 1>V —JL)

® NIV F : HealthLake BEH

HealthLake B & ALY F & AWS Lake Formation D F—X L 4 VEEETT, Lake
Formation HealthLake D F—X AN TFADT IV AZHALF T,

ERENET—RARNTZEIZ, AWS Lake Formation IV —JLIZ2 DOIY MU RRE O
FI. 1 20T RNVRBRVY—RAVOTT, DY—RAVV VBB EICRETRRENET., &
DY—=RAV2 Dk, VDOENEHBIVY—ADBREMBELEEICRRENET, INTD
HealthLake *—X A KT T, £BH VY —AFAEEN HealthLake T—EATHIRTT, £€5 1
D2OI MU, HealthLake U —EAT7 T2 D HealthLake F*—XAKNT T, COFIEDOA
TYTTR, VDY—AVIOTHBDT—RANTEZFEALET,

Y =AU ODOFMIZ DOVWTIE, Lake Formation RO Y /N—H 4 R® TLake Formation T®H 1
V=AU DOMH4EAKAWS § ZSBL TS EEV,

A—Y%—, JI—7", £EO—=I)H Athena TF—RZ 0T UTEBDELDIZTDICEK. UY—A
F—BR—AIZX TS Describe 7O L AHFAZ2NETHIHENF HVET, RIC. T—T LT Select
& Describe ZRET23HENf HYET,

STEP 1: HealthLake *—ZR AR T VY =RV IV F—EZR—AICK T BDESCRIBEZ 7 A &
592 ICE

1. AWS Lake Formation 2V —)LZBE& £ J., htips://console.aws.amazon.com/lakeformation/
2. TISARVFES—23a s N—T, F—EIR—RAEBIRLFT,

3. TF—AR—AR—=I T, fMETRRENTVBRTF—RARNTORBBDBICHDZIFTIOFRR &R
RUET,

4. FToar(v) BEBEBRLET,

5. [Grant] ({¥5) 2 BRL E T,

6. F—RFHONFER=OT7IUINILT, IAMA—Y—FEO—-)LZRBRLET,

7. IAM1—H—%r@O—-ILT. FTEA(v) 2EETHA. Athena TUITUERFTTEDES I

TRIAMI—H—, O—J)., £LEIIN-—TZ2RELET,
8. LFRIFRLEBRAHROATVY—AN—RT, EHFNET—EHEOT )Y —AFTS 32 2ER
LEXY,

TOEAEORE 124


https://docs.aws.amazon.com/lake-formation/latest/dg/resource-links-about.html
https://docs.aws.amazon.com/lake-formation/latest/dg/resource-links-about.html
https://console.aws.amazon.com/lakeformation
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9. TF—EK—RAT, TRH (v) Z2EAL T, 7Ot AZHE TS HealthLake T—RAKNT 7—
BAR—AZEBRLET,

10. DY—AV2IOOTFTOEAFAN—RT, DIY—AV2IOT UV LAFAT, SiHZERLE
CB

RIAIAKI T2 L, FAZNETRIRBNT—ARRENET, ERENELETIVEAFAZRTR
TR, FRLAVOTOEAFAEERLET, T—7IITI1—H—, JI—7,. O—-/L%ZR
DHERT, PVRAFAFDOTIC, BAN —BERREINKT,

RIS, B—TYRNTISURNEFERALT, F—ER—AHFADODFTXNTNOT—7 )L T Select & Describe
ENEITHIHENHYET,

STEP 2: HealthLake F—R AR T UY—ZAV 2 IORDIXRTOT—TINAOT IO EA%#EFEATS

1.  AWS Lake Formation YV —JLZRM& £9, https://console.aws.amazon.com/lakeformation/

2. 7ZARVFET—>23UN-T, F—ER—-AZERL %Y,

3. T—ER—ZAR=IT, MEOTF—RARTOEHDOEIIHZTIFAREVZBIRLET,

4. FTo>a (v) #BRLZET,

5. 2= Y NORNEZBRRLEXT,

6. T—RHAADMNER—JOTIINILT, IAMI—H—FLBEO-ILZERLET,

7. IAMIA—%¥—KEEO-INT, TR (v) Z2EATEH, Athena TOVTUZERTTEDLDIC

FBRIAMA—H—, I -7, LBAO-LZHRELET,

8. LFAJXLEBRHEOJVY—AN—RT, ERFEF—RAEZOT VY —AAFTS 32 Z2ER
LET,

9. F—RAR—AT, TRH(v) Z2EAL T, 7V A% T T HealthLake TF—RA KT T—
INR—AZERLET,

10. T=7LT, INTOT—TILEERL T, IXTOT—7)L% HealthLake 1—H—&HHL
£

M. T—7TINOFT O EAFAH—RT, T—7INOFT O LAFAT, HPALBREZBIRLET,
12. [Grant] ((¥5) ZE#RL E T,

grant Zi23iR 9% &, Grant permissions success /N FT—HAKRRENET, EEEShi1—H—
[&. Athena HealthLake D F—RX AR FICKHLTI IV ZRITTEDRRDICBYEL I,

TOEAEORE 125


https://console.aws.amazon.com/lakeformation
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Athena O BB G E

® HealthLake 1 —%'—

HealthLake 1 —%'—(& Athena J>0YV —)L, £7=(& AWS SDKs ZfEH L T AWS CLI,
HealthLake BIE & &k 2 THAEE h /- HealthLake T— X ARNT7EZIVITILET,

Athena ZFERALTTF—RARNTZIIVTBICE. RO3IODOBREEZTOILEN BYVET,
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® Note
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ENTY KBV, TORENVSATNEEELEEZETZID—OIIN—T2FERTIHENFHY)
£9, BHH774I)IE. EFENBDIXNTOIIVICKH L TBEBBNICREEINET,

Athena IV —=)ILTOOIVEROBOEEDEMICDOVTIE., TAmazon Athena 1—H'—7j
AR, ® "Athena IV —=)LEFERALEOTVEROGFOIEE, 2B LTS EE LV, Amazon
Athena

Athena T HealthLake —R AR FE VTV THHEOHICOVTE, "1 25BLTIKEELVE
f£H L T HealthLake *—X A7 &V T 1) 3% SQL,

Z@EAL T HealthLake T—XARNF7%Z2 0TI 9% SQL

(® Note

2023 £ 2 A 20 HLARE, HealthLake *—RARTREF7 2 ) NTRAHSEARSELE
(NLP) 2R LFEHA, T—RARNTTCOMEEZEMICTZIHEAEK, NZTIL>1—FT4
VYT DOE HealthLakefi 8 E N BREBLEBEREZENICIDICRFES ThIFEXRVTT
A2 T EBRBLTLEEV,

COREYIDINTOHITIE, Synthea ZHEAL THERE N ERZOTF—2Z2FALE
¥, Synthea F—RT7UO—RENLETF—FZANTOEROFHMBICOVWTR., ", 23R
LTLEETVTOT—RANT OER AWS HealthLake,

HealthLake *—X A N7 %& Athena IC4/ >/ R— RN T3 &, HealthLake F—RXAKRTOED Y —AX
ATHT—TINICEBRENES, ChsOT—7I)LE. BRICOIVUTREE, SQALR—ANDY

TUEFERALTIIN—TELTIOIVTBEETEERT, T—RFARNTORBED LS, F—2EE
BOEBRDT—RBELT Athena ICA VAR—hEhET, chsOF—RBIZTIVEATESDSAL
DTV DEROEM-IDOVWTIE, "Amazon Athena I—H'—HA R, O "TEMEREZARNENE

BEZEODEIOITI) ) Z2RBLT<KEE L, Amazon Athena
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JY—ARBATORERIZDOVT, FHRERBEA—F A FUT 1 Z2ERLET. EROEBRICK
T, COEBERZRTFCEIEAHRDTRELBRAERETNET, SQALVIVZBEIDELER, Ch
ZERBIIVLENBVET, PlIARE, VY—RAZAT 2FE OVWKI2PDERZRTHAEL &5,

« EE: Name FHIREHREH—F 1 F )T 1% ICERELET0. .*,

BEZRFEINELTEFYTIFyEahxd,

[{

id = null,
extension = null,
use = official,
_use = null,

text = null,
_text = null,
family = Wolf938,
_family = null,
given = [Noel608],
_given = null,
prefix = null,
_prefix = null,
suffix = null,
_suffix = null,
period = null

]

Athena TlE, VY —ARATHEDKSICMYIATFN A EZRRITDICEK., 7—7I)ILeE1—T
JY—ABRATZBREALET, COBRIDEBERICTILATSICE, RY NKREZFEHTESE
¥, given & DEICT VLRI HEELFZRICRLET Ffamily,

SELECT
name[1].given as FirstName,
name[1].family as LastName
FROM Patient

« E% . MaritalStatus FHIRE#EH—F 1 F U T 1% [CBRELFT0. .1,

COERRF ELTHFYTFrYEhETISON,

{
id = null,
extension = null,
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coding = [

{

id = null,

extension = null,

system = http: //terminology.hl7.org/CodeSystem/v3-MaritalStatus,
_system = null,

version = null,

_version = null,

code = S,

_code = null,

display = Never Married,
_display = null,
userSelected = null,
_userSelected = null

}
iF
text = Never Married,
_text = null
}

Athena Tld, VY —ARATHEDKSIZMYIAFTFN A EZRRITDICEK., 7—7I)ILeE1—T
VDY—RABRATZRELET, OF—EEORTICTIEATBICIEISON, RY NKREEZFEAT
BEYT, MITREAEVEY, MIAMTFYIRABYEHYEEA, DEICTIVLATEHEHELHZ
RICRU EFtexto

SELECT
maritalstatus.text as MaritalStatus
FROM Patient

ANDT IV EAERBEDOFMIZDOVTIEFISON, TAthena I—H—HA R, ® "JTISON, 258
LTL<EZL,

Athena 7*—RIZETFE DML) VTURAT—HM X2 N Trino ICESVWTWE T, Athena I& Trino O
ITRXTOBBEZTR—FLTVWE DT TRELS, REZEVNHYET, FHICOVWTIE., Amazon
Athena 1—H'—74 R, DML "O T, B, EEF, 283RLTEEL,

52, Athenalk, T—RARNTOOIVZERTRDEZICRETDAEMOHH2EHD
HealthLake F— X B Z#HR— KN L TWET, Athena DF—XBOFFEMIC DL TIE. Amazon
Athenay @ "Amazon Athena D 7F—A2H | 5B L T &\, Amazon Athena
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Athena TOSQLYZ TV OEEDEFEMIC DLW Tk, SQLAmMazon Athenay ® "Amazon Athena @)
J7LAL1 #8RBLTLEE V., Amazon Athena

FA2TIZIE, Athena ZFERAL THEETENLEVY —AZA T LEETIEERZRETDIHFEOHINF K
REhFET,

Element: Extension
BERE, FT—RANTICHARLT 1 =)L REEKRT BextensioncHICFEHAETNET,

COPITIE, PatientUV—ARATIZH D extensionBEEZDEEEIC T IV EARATRAEETRL
£,

HealthLake —RX A KNT7 A Athena ICA 7 R—hEehd &, VDIY—RAZATOEZORFTEER
VET, OiEelementEAIETHDESH, AF—NVTRELICEETDICERFTEXRLHA, O
TEMELEBETDEHIC, BINNDEZREIXZINE L TEETNET,

DTF—7 I OHBICIEPatient, EextensionBREhTWD BEENRRENET, 0F
VJarray<string>, 1 FY I RAEZFERALTERIIOERIZTIVEATEET, LEL, XF
NOERICTIVEATRICE., Z2FATIXENHY) £ json_extract,

UTE. BEF—T7IICH B extensionBEEHLISDOD1D2OINJUTT,

[{
"valueString": "Kerryl75 Cummeratal6l",
"url": "http://hl7.0rg/fhir/StructureDefinition/patient-mothersMaidenName"
1,
{
"valueAddress": {
"country": "DE",
"city": "Hamburg",
"state": "Hamburg"
1,
"url": "http://hl7.org/fhir/StructureDefinition/patient-birthPlace"
1,
{
"valueDecimal": 0.0,
"url": "http://synthetichealth.github.io/synthea/disability-adjusted-life-years"
1,
{
"valueDecimal": 5.0,
"url": "http://synthetichealth.github.io/synthea/quality-adjusted-life-years"
}
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]

ChixERE TITAHISON, Athena FTnZEXFHEL THRVET,

CNOSQLY T UL, EZEpatient-mothersMaidenName& patient-birthPlaceEE%E
CT—T7 N E2ERTEDHEEERLTVET, ChSNERILTIERTZICE. BH2EINA>
Fv AL json_extract.

SELECT
extension[1],

json_extract(extension[1], '$.valueString') AS MothersMaidenName,
extension[2],

json_extract(extension[2], '$.valueAddress.city') AS birthPlace
FROM patient

CEBETROTYOFM-CDOWVWTIFISON, "Amazon Athena 1—H—HA R, O T HA50OF—
FOMHISON, 2SHBL TS EE L, Amazon Athena

Element: birthDate (Age)

Age l&, DBEVY—RARATNDEZETREHY FBAFHIR, BBREICETVT71)LE2UY
TI2BRED 2 ODOPZRICRLET,

age WEETEABEVAES, SQLY I UbirthDatellld ZFALET, EEN ICEDKSICHLY
RENLEN EBRTBICEFHIR, T—7LNEEI—TT—7ILEERRLET. XFIETHD
_ENDHAYET,

Pl 1 FieDEOFE

COHYTISQLY T T, #HAIAKSQLY —I)LTH S current_date& ZFHAL T, Ch
SOOAVR—FT byearZHHLET, K, ChoZRELT, EEORBOFEREZ WS
&L TRL T ages

SELECT

(year(current_date) - year(date(birthdate))) as age
FROM patient

Bl 2: ABIICEEN, 2019-01-01THHDEED 7 1)LZV) > T male,

COSQLYTU TR, CASTEEZZMEML TbirthDateERZRXA7 LLTHFYANTBTE
EDATE., WHEREAID 2 DDHRHFICETVWT I 1IN RI VI FEERLET, BERRGFT 7+
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INTEXFHELTERYVIAENDCASTAES, HEULTRYABSLEN HY) FIDATE, TD
%, <EEFEMFEALT, OB ELBRTEET2019-01-01, ZFEH TS EAND, WHEREA
C2EBBOXHEZEBIMTEEXT,

SELECT birthdate

FROM patient

-- we convert birthdate (varchar) to date > cast that as date too

WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male'

Resource type: Location

COBITIE, BHEN Attle™ TH S Location VY —RARALTHDBFFERELET,

SELECT *

FROM Location

WHERE address.city='ATTLEBORO'
LIMIT 10;

Element: Age

SELECT birthdate

FROM patient

-- we convert birthdate (varchar) to date > cast that as date too

WHERE CAST(birthdate AS DATE) < CAST('2019-01-01' AS DATE) AND gender = 'male'

Resource type: Condition

)Y —RBAT&HFE, BILARILICETELC-BECEBETZZHT—22RELET,
HealthLake DK EE N -EEBRSELE (NLP) (Condition, UY—AZA T TROA 2 &
SHMICESWTH L LV DocumentReference JY —AZERLET, HILLWUY—ANERESTH
% &, HealthLake I& 9 % metaEZESYSTEM_GENERATEDICEBIMULE T, CoH>7ILSQLY
TR, BT EREL, ERIHIBRE Ni=SYSTEM_GENERATEDBAICHER %R T A%
ZRLTVWET,

HealthLake DA B ASELE (NLP) OEEICO VT, T 28BLTIKEELOUY—2
A7 DEARSEMNIE (NLP) (ZE D < BFFHIR DocumentReference ') Y — AR D FEH AWS
HealthLake,

SELECT *
FROM condition
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WHERE meta.tag[1l] is NULL

BEETNEXFINBEZEANTRRELT, JIVEESSICTAINRIITITBDEETESR

9, modifierextension ERICEFE. —EORHFOEKICEAE hizDocumentReferencel)
V—AICHEITRHMNIEENE T, < TH, json_extractZFEAL T, XFHELT
Athena ICEIVIAEND XA RENIZISONERIZT IV ELARATIHEN HVY)FT,

COHTISQLYVI VIR, BED ICE TV TConditionERENLEINRNTND 2BRERTDH
E% KLU TWETDocumentReference, CAST ZfEAL T JSONEEEZ X FHE L TEEL,
LIKEZ AL THRTED&LSICLET,

SELECT
meta.tag[l].display as SystemGenerated,
json_extract(modifierextension[4], '$.valueReference.reference') as
DocumentReference
FROM condition
WHERE meta.tag[l].display = 'SYSTEM_GENERATED'

AND CAST(json_extract(modifierextension[4], '$.valueReference.reference') as
VARCHAR) LIKE 'SDocumentReference/67aa0278-8111-40d0-8adc-43055eb9d18d%"'

Resource type: Observation

JY—=ABRATTHIDATHER—=23a vk, 8F, FNAA, FEREFOMOYTZOION
CETPRAEBEEERTH—>a 0 2REFELET, HealthLakeDFEE BRSELE (NLP)
(&, Observation VY —ATEREOA > EFMICEIVTHL LDocumentReferenceJ VY —2A&
EERLET, cOYFILSQLY TUIZIEWHERE meta.tag[1] is NULL, X RFT K
TN NEENET, DFV) ., SYSTEM_GENERATEDE RN EENET,

SELECT valueCodeableConcept.coding[1].code

FROM Observation

WHERE valueCodeableConcept.coding[1l].code = '266919005'
-- WHERE meta.tag[1] is NULL

COHIF ELTAVR—MENEL IEstruct, LEN 2T, RYRNKREZFEALTZTOHROE
BICTIORATEET,

Resource type: MedicationStatement

MedicationStatement (&, BENFEAL =, FALTVS, FLESEFEATD I FTEOEA ICEH
TRHMERETDEDICEATESBFHIRUY —AZ AT TF, HealthLakeDHEEEEBRS
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I (NLP) l&. MedicationStatement )Y — AR A 7 TCROA 2 RFIXNCETVTH
L U DocumentReference )YV —RAZEHRLET. HILVWDY—ANERE D &, HealthLake
& 2T % metaZEHESYSTEM_GENERATEDICEML ET, COHTISQLITVIF. &HBIF%
FEALTE-—QBREICEIVTT IR JL, HealthLakeDEE IC&>TEME N
V—AZREITD VIV ZERTDHFEZRL TWEINLP,

SELECT *

FROM medicationstatement

WHERE meta.tag[l].display = 'SYSTEM_GENERATED' AND subject.reference =
'Patient/0679b7b7-937d-488a-b48d-6315b8e7003b " ;

DHEERE OFMIC OVTIENLP, HealthLake "1 Z28BLTIKEEVWOU Y —AZA4 T
D BARSEMIE (NLP) IZE D < BFFHIR DocumentReference ') Y — AR D FEH AWS
HealthLake,

BME714)IL2) > T%2FERLESQLY I 4l

(® Note
2023 £ 2 A 20 HUARZ, HealthLake *—R ARTRETF7 7). NTRHESEARSELE
(NLP) 2L EtHA, T—RARNTTOMEZEMNICTZIHEEAK, NZTIL>1—FT4«
> DE HealthLakefieE N BASELBEREZENCTDICFESThELVTT
P20 T #BBLTLIEE,

COREYODOHIZIE, BMET4IINR) T EERTS Athena & HealthLakeDHESICE T3
SQLZ TN EENTVWET,

Example AO#ETF—RICE T 71 R ITREDER

BEIR—RNEERTZIEZER., ELVEEBHERETDIENEETT, cOYVTIIOTV
&, Trino K'Y K3REE & json_extract ZfEA L T HealthLake *—X AN TAOTF—XR%Z 7 1)L
R)TFBHFEZERLTVET,

SELECT
id
, CONCAT(name[l].family, ' ', name[l].given[1]) as name
, (year(current_date) - year(date(birthdate))) as age
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’

’

gender as gender

json_extract(extension[1], '$.valueString') as MothersMaidenName
json_extract(extension[2], '$.valueAddress.city') as birthPlace
maritalstatus.coding[1l].display as maritalstatus

address[1].1line[1] as addressline

address[1].city as city

address[1].district as district

address[1].state as state

address[1].postalcode as postalcode

address[1].country as country

json_extract(address[1].extension[1], '$.extension[0@].valueDecimal') as latitude
json_extract(address[1].extension[1], '$.extension[1].valueDecimal') as longitude
telecom[1].value as telNumber

deceasedboolean as deceasedIndicator

deceaseddatetime

FROM database.patient;

Athena IV —)2FEATRE, EREESICY—NLTHEDO—-RTEFET,

Example 2EEE T OBEERGD T 1 )L Z—DER

COYTINUITVIE. HealthLake F—RARTTRON 2 EBEEOITXNTOBEERHZREL T
U—RT2HEZRLTVETY,

SELECT

patient.id as patientId

’

4

’

4

’

condition.id as conditionId

CONCAT(name[1].family, ' ', name[l].given[1l]) as name
condition.meta.tag[1l].display
json_extract(condition.modifierextension[1], '$.valueDecimal') AS confidenceScore
category[1l].coding[1].code as categoryCode
category[1l].coding[1l].display as categoryDescription
code.coding[1].code as diagnosisCode
code.coding[1l].display as diagnosisDescription
onsetdatetime

severity.coding[1l].code as severityCode
severity.coding[1l].display as severityDescription
verificationstatus.coding[1l].display as verificationStatus
clinicalstatus.coding[1].display as clinicalStatus
encounter.reference as encounterId

encounter.type as encountertype

FROM database.patient, condition
WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
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ORDER BY name;

Athena IV —)ZFAL T, ChSOFERZESICY—NLEY, DOV O—-RLTESIZHH
LW TEERT,

Example B TOEETIHRBERND T 1 IILX—DEK

COYUTINIIVE. HealthLake T—RARTFTTRON 2 1ZEEDBEETZ IXNTOHAUEZR
RLUTY—RTBHEZRLTVET,

SELECT
patient.id as patientId
, Observation.id as observationId
, CONCAT(name[1l].family, ' ', name[l].given[1]) as name
, meta.tag[1l].display
, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
, status
, category[l].coding[1].code as categoryCode
, category[1].coding[1].display as categoryDescription
, code.coding[1l].code as observationCode
, code.coding[1l].display as observationDescription
, effectivedatetime
, CASE
WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)
WHEN valueCodeableConcept.coding [ 1 ].code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)
WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)
WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)
WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)
WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))
WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))
WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)
WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)
WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)
WHEN valuePeriod IS NOT NULL THEN valuePeriod.start
WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/', CAST(component[1l].valuequantity.value AS VARCHAR),'
' ,CAST(component[1].valuequantity.unit AS VARCHAR))
END AS observationvalue
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, encounter.reference as encounterId
, encounter.type as encountertype
FROM database.patient, observation
WHERE CONCAT('Patient/', patient.id) = observation.subject.reference
ORDER BY name;

Example 2BEND 7 1 )LR ) IZR 4 ETOEEFIEDERR

NEZZBEICELTACERF, EEOEELZAMETT, COSQLYVI VI, EFBELLEDUY—AR
A7 & ERALT Athena TChETS SHEEZERLTVET, COSQLY I UK, HealthLake F—2&
ARTZICHDINTOEBLETOHEEFIEZRLET,

SELECT
patient.id as patientId
, PROCEDURE.id as procedureld
, CONCAT(name[1].family, ' ', name[l1].given[1]) as name
, Status
, category.coding[1].code as categoryCode
, category.coding[1l].display as categoryDescription
, code.coding[1l].code as procedureCode
, code.coding[1l].display as procedureDescription
, performeddatetime
, performer[1]
, encounter.reference as encounterId
, encounter.type as encountertype
FROM database.patient, procedure
WHERE CONCAT('Patient/', patient.id) = procedure.subject.reference
ORDER BY name;

CNT, Athena 2V —=I)I&Z2FERALT, EREFAUO0—-RLTESICoMLEY), EREKY &K
<EBBRIDEHICY—BNLEYTEEY,

Example EEEZTDOEETRIAFDT 1 IILE ) TFRMEOERK

BENFAEFEALTVRIRFIOVARNEZHRERIBDCERFEETT, Athena ZFEAT S &,
HealthLake *— X AN T ICH D EE X A 7 & MedicationRequest UV —AZ A 7 OEE%EFERATS
SQLY IV =RRTEET,

ZMOSQLY I, Athena ICA4 > R—Rh&Ehi-E&E L MedicationRequest T—7 )L Z2FEA L E T,
T, RYMREZFEALT, LAZBE<OINJICEELET,

SELECT
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patient.id as patientId
, medicationrequest.id as medicationrequestid
, CONCAT(name[1l].family, ' ', name[1].given[1]) as name
, status
, statusreason.coding[1l].code as categoryCode
, statusreason.coding[1l].display as categoryDescription
, category[1].coding[1].code as categoryCode
, category[l].coding[1].display as categoryDescription
, priority
, donotperform
, encounter.reference as encounterId
, encounter.type as encountertype
, medicationcodeableconcept.coding[1].code as medicationCode
, medicationcodeableconcept.coding[l].display as medicationDescription
, dosageinstruction[1l].text as dosage
FROM database.patient, medicationrequest
WHERE CONCAT('Patient/', patient.id ) = medicationrequest.subject.reference
ORDER BY name

Athena 2V — ) ZEAL THEREZY—HMLEVY, FOVO-RUTHERBBIMEITS CENTE
x9,

Example MedicationStatement Y — AR A4 7’ TR DA 2 EF O XK

cOOITIPIE, ZFEMAL T Athena IZJSONA VAR—RNENERARNE I 2BEBITSDHEZE TR
LTWETSQL, IV, metaBEEZMFEAL T, EFN OHEBEARSELIE () HealthLakelZ
2TV OEBEMEhEAZRLEFINLP, HealthLake& Amazon Comprehend Medical M ifEE D
FHMCOVTR, Ty ZZRBLTIKETVWOUY AR/ TOEASERE NLP) CEJ<EF
FHIR DocumentReference ') Y — A% K DA AWS HealthLake, £/, json_extractZfEMAL
TISONXFHDEINDT—RZ2RELET,

SELECT

medicationcodeableconcept.coding[1l].code as medicationCode

, medicationcodeableconcept.coding[1].display as medicationDescription

, meta.tag[l].display

, json_extract(modifierextension[1], '$.valueDecimal') AS confidenceScore
FROM medicationstatement;

Athena OV —)LZFEALT. Chs0BEREXVO—RLEY, Y—KNLIEWUTEET,
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Example BEDKERXATOT7 1 ILEI>T

CDBITE, 18 ~ 75T, RELAA>TVRBEDIIN—TZ2ROHBDFEERLET,

SELECT patient.id as patientId,
condition.id as conditionId,

CONCAT(name [ 1 ].family, ' ', name [ 1 J.given [ 1 ]) as name,
(year(current_date) - year(date(birthdate))) AS age,
CASE

WHEN condition.encounter.reference IS NOT NULL THEN condition.encounter.reference
WHEN observation.encounter.reference IS NOT NULL THEN observation.encounter.reference
END as encounterId,
CASE
WHEN condition.encounter.type IS NOT NULL THEN observation.encounter.type
WHEN observation.encounter.type IS NOT NULL THEN observation.encounter.type
END AS encountertype,
condition.code.coding [ 1 ].code as diagnosisCode,
condition.code.coding [ 1 ].display as diagnosisDescription,
observation.category [ 1 J.coding [ 1 ].code as categoryCode,
observation.category [ 1 ]J.coding [ 1 ].display as categoryDescription,
observation.code.coding [ 1 ].code as observationCode,
observation.code.coding [ 1 ].display as observationDescription,
effectivedatetime AS observationDateTime,
CASE

WHEN valuequantity.value IS NOT NULL THEN CONCAT(CAST(valuequantity.value AS
VARCHAR), ' ',valuequantity.unit)

WHEN valueCodeableConcept.coding [ 1 ].code IS NOT NULL THEN
CAST(valueCodeableConcept.coding [ 1 ].code AS VARCHAR)

WHEN valuestring IS NOT NULL THEN CAST(valuestring AS VARCHAR)

WHEN valueboolean IS NOT NULL THEN CAST(valueboolean AS VARCHAR)

WHEN valueinteger IS NOT NULL THEN CAST(valueinteger AS VARCHAR)

WHEN valueratio IS NOT NULL THEN CONCAT(CAST(valueratio.numerator.value AS
VARCHAR), '/',CAST(valueratio.denominator.value AS VARCHAR))

WHEN valuerange IS NOT NULL THEN CONCAT(CAST(valuerange.low.value AS
VARCHAR), '-',CAST(valuerange.high.value AS VARCHAR))

WHEN valueSampledData IS NOT NULL THEN CAST(valueSampledData.data AS VARCHAR)

WHEN valueTime IS NOT NULL THEN CAST(valueTime AS VARCHAR)

WHEN valueDateTime IS NOT NULL THEN CAST(valueDateTime AS VARCHAR)

WHEN valuePeriod IS NOT NULL THEN valuePeriod.start

WHEN component[1] IS NOT NULL THEN CONCAT(CAST(component[2].valuequantity.value
AS VARCHAR),' ',CAST(component[2].valuequantity.unit AS VARCHAR),
'/', CAST(component[1l].valuequantity.value AS VARCHAR),'
' ,CAST(component[1].valuequantity.unit AS VARCHAR))

END AS observationvalue,
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CASE
WHEN condition.meta.tag [ 1 ].display = 'SYSTEM GENERATED' THEN 'YES'
WHEN condition.meta.tag [ 1 J].display IS NULL THEN 'NO'
WHEN observation.meta.tag [ 1 ]J.display = 'SYSTEM GENERATED' THEN 'YES'
WHEN observation.meta.tag [ 1 J.display IS NULL THEN 'NO'
END AS IsSystemGenerated,
CAST(
json_extract(
condition.modifierextension [ 1 ],
'$.valueDecimal'’
) AS int
) AS confidenceScore
FROM database.patient,
database.condition,
database.observation
WHERE CONCAT('Patient/', patient.id) = condition.subject.reference
AND CONCAT('Patient/', patient.id) = observation.subject.reference
AND (year(current_date) - year(date(birthdate))) >= 18
AND (year(current_date) - year(date(birthdate))) <= 75
AND condition.code.coding [ 1 ].display like ('%diabetes%');

ZhT, Athena A2V — I ZERALTHEREZY—MLEY, F02O0-RLTESICHHLIEYT

XY,

SQLEMET7 1IN RIV T ZERLEITIY
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AWS HealthLake 8 F V1 X —T T4 AVPCILY RiRA >
N (AWS PrivateLink )

AR —T7ITAAVPCI RiRA4 > NZER AWS HealthLake $25 & T, VPCE ORBIZT 54
R—NERZBIAITEXRT, /I VFZ—T7IAAVPCIV RRA RN, 410 3—FY NTF—KDI
4 AWS PrivateLink, NAT7 /N4 A, VPN##t. F7IlE AWS Direct Connect ##t HealthLakeAPIs’x
LT, 7AR—KNT7IVLAICFERATEZ T /O05—TH ZFHALTVET, O/ AZVA
I HealthLake, /N7 U Y U IP 7 RLAVPCH LK TE EBETEETAPIs, VPC & ODED KRS
7 4 Y 2 HealthLake, & Amazon XY RO —VZBihEH A,

BAVEZ—TI—ATVRRALAU MK, Y7 ZFY NA®D 1 DELE® Elastic Network Interface (& 2
TRENET,

FHMICOWTE, "TAmazon VPCA—H—HA R, O "1 22— T A AVPCLY RKRA >~ (AWS
PrivateLink ) 1 ZZRL T<EZ L,

T RRA 2 MZBIT S HealthLake VPCE R EIE

NDAVEZ—TIAAVPCIY RRA > N2ERET S HIIC HealthLake, "Amazon VPCI1—H'—HA
Ri®DTABZ—TIA AT RKRAMOT7ONT 14 EHIR) ZFERLTLSEETL,

HealthLake &, SOOI XTOAPIZ7O>a>ORBUOHELEYR—KNULEITVPC,

NDA>R—TITAAVPCI RRA > NDOYERK HealthLake

Amazon VPC> YV —)LFE zl& AWS Command Line Interface () Zf# A L T, HealthLakety—E &
AOVPCLY RKRAV NEERKTEEXRTAWS CLI, FMICOWVWTIE. "TAmazon VPC 1—H—7A
Ry D "AB—TIARAL RRASOERK ZBSBLTIEEL,

RDOY—EAZZMEAL T HealthLake, OVPCIY RRA Y NZEERLET,
* com.amazonaws.region.healthlake
IV RKRANDNSOTSANR—RNEBEMICTDE, V=23 20F 7 #)LNDNSEEfE

AL T I[CAPI HealthLake D V9 T AN ZTS S CENTEET, HAE. healthlake.us-
east-1.amazonaws.com EEELET,
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https://aws.amazon.com/privatelink
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#vpce-interface-limitations
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#create-interface-endpoint

AWS HealthLake MERENAR

HMICOVWTIEE., TAmazon VPCA—H—HA R, O "4( 2 Z—TIA AT RIRA 2 RhENL I
H—EANOT IOt A) #S5BLTLSEETL,

DVPCI> RARA > NR S —DO{ER HealthLake

ADTIEAEHBTBI RRAY MRUS—BEVPCIY KRSV MNCTRY FTEET
HealthLake, CMRUS—Tlk, UTOEHEEEL £,

« TUOIAVERERTTED TV NI,
- RITUERT V>3,
« TOIIVERITTED VYA,

HMICOWTIEE., TAmazon VPCA—H'—HA R, OVPC "IV RRA hNaFERLE H—EAA
DT O ADOHEME, #25BLTLSEETL,

f5l: HealthLake 72> 3> OVPCI> RIRA > RKRUS —

LT, O RERAY MRS —OHITT HealthLake, c DRI —IiEk, T
VRRANIZTRYFENDE, IXNTOVY—ZAQDITXNTOTI NI
HealthLakeCreateFHIRDatastore 7 7> a > ANT I A%ZHFALE T,

{
"Statement": [
{
"Principal":"*",
"Effect":"Allow",
"Action":[
"healthlake:create-fhir-datastore"
1,
"Resource":"*"
}
]
}
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https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpce-interface.html#access-service-though-endpoint
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/userguide/vpc-endpoints-access.html
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TODDY—ADRT ST AWS HealthLake

AWS DY —RAILABRTF—RZ R EXTEN)HETRZENTEET, FFITE, I —EFE&D
F—LETEBRENDINILTT, 2T, VY—AOERE, @Al BE &R, 71KV TLC
RIAUBEXT,

COREYITR, " BEHOHIMRENEZITRFTHEERREITZENTEASFEAETATVEZIHF
FATFIVEEBICOVWTHALET,. UTOEI 3> Tk, AWSUY—R, 2T, #ll%
555K, AWSldentity and Access Management () ICB8 92 EARN BB ZRRE L TVETIAM,

& RITBF2 OO THERENETT:

« 2% — (BRE CostCenter, ZOZ IV RBE ), BITF—Tlk, ANFEPMXENXBIENE
CB

« XJ{E (111122223333 ¥ Production 5 & ) , 2T F—E@AKIC, FTETRAXFENIXFHNKX
BlEnET,

XTEFEAL, VDY—AZBEW., FIEE. REZRLEOEERICOETEET, FHAICOVTIE.
FAWSZ J{F [TEiRE y ZSBRL TS EEL,

2IEFE, EVYV—A0H—EAOY—=I)L, Y—ER ., ELEEAWS A5, —EIlC120UY—R
ZEN., TEAPI, £i-3HIBRTEEICLIL

2T T ZBEMCITSICE. TagResources A"EFBEENTVA L ZRELET, XOBIOKRS &
IAMZR1) 2 —%& F XY F TagResources $25 & T, ZRRBTEET,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "healthlake:CreateFHIRDatastore",
"Resource": "*"

},

{
"Effect": "Allow",
"Action": "healthlake:TagResource",
"Resource": "*"

}
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https://d1.awsstatic.com/whitepapers/aws-tagging-best-practices.pdf
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}

EEBLEER

AWS HealthLake &, BEFAWSHEETFIRIV S —ICESVWVTEET—XZRELET, DF,
TRXTCOERET—REBITHEREFOAMATHESILENET, LEL, F—RXRANTERLEEFD 3
TR=ADARL =2 AV ICEBENADLEIRNTOBRHIBELE D DITTRHY EEA, BA
ERETEIBEBXPRENROERBREZSOHEVTIEE VY, FMIC OV T, AWS HealthLake
T2X1)741 OEZSRLTLSEEL,

RANTZO0F14 A
AWS UY—ADRYRHTEBEERTDEER, RORARTSIT A ACH> T EEL,

c BAZBETEDRHRPI) ., BAREEHRPHI ), FLRETOMOERERZXTICRELE
WTLEZL,

« BTICE, BELENE, KXFEPXFOXBNFHBDERZERAL, IXTOVY—RAZALTIC
—EBLTHEHALET,

e DY=AT7OEAANAOA-IIOEE, JANEH, A—rX—>32 BEBLRE, BBOBWIC
WL IERTHARTAZERBLET,

- BEY-ILZFEALTDY—ARTZ2EEBLET, AWSResource Groups & Resource Groups
Tagging APl &, 2T O7OT7ZALICLDHHERAREICL, RTEVY—AZBBHNICER, B
R, 7ANRIITTEDELSICLET,

e BT[RTE., KB DET2FERATRIEEICEYMRNTT,

c BTRIA—HF—OZ—ACWUTRETELREETERIN, PORAOANAOA-LRITZEHT
BICIFk, ThonR T 2sRIBDRI—ZEHLTIVY—ANOT IV A EHBTIHEN HY)
7,

2T TES
BT, ROBENHYET,

« F—OHIIC aws: TR X TEEEA,
s F—R@FRITEYRZEIL—ETHDENMETT,
s F—ICHEATEDINFEHIF 1~128 XFETT,
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https://docs.aws.amazon.com/ARG/latest/userguide/welcome.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/overview.html
https://docs.aws.amazon.com/resourcegroupstagging/latest/APIReference/overview.html
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c BEICHERATEDNFHIE 0~256 XFTT,

c ik, BTEYRIEIL—BICTRIRERHY)ERA,

- F—EEICFEATEDXF, Unicode XF, F. ZZH, BLV _.:/=+-@ DEFTT,

s F—ELERANFENMNFNIXBIENET,

TF—RARNTADZRT DB

TF—RARNTFICRTZEMTRDE, AWSUY—RAZHABIL TEEL, VDY—ANOT IV EAZERE
FTRDICHRIBEET, £F. F—RARNTIC12BLEDORY (F—ELEORT) ZEBMLET, 1—
H—CEIRBAROBORTZFERATERT, F—T71—I)LREBET71—IILRTHERATEDINFICE
HIRA BV ET,

2TEMBLES, ChSDORTICEITVWTITF—RARNTPADOT IO AZEBTBIAMARY S —%=4E
MTEXT, HealthLake A2V —II&EizFE ZEALTAWSCLI, F—RARTFICRTZEMTE
£¥9, URDZKNVICRITZEMTRDE, BMULEURD NV ICEENIEUREE/IBYVET, T—X
ARNTICRT2zEMTDRIC, 2T Z2FEALTTF—RARNTBREDIY—ANODT I EA%ZHHIT S
AREMEDOHBIAMAR ) S —Z B FTRIEL TEE L,

Z#{EHAL T HealthLake *— 2 ARNTICXY AWS CLI ZEBINTAICE. XOFIBEICRHRVET., T—
RANTOERBICRTZEBMTDICE. T 23BLTIKESTVTOT—XANT OER AWS
HealthLake,

—ZFIINERLFEIN RS AT, tagresource AN REETL, RTZEMTDT—RARNT
M Amazon JY—AZ—LAL (ARN) &, EMTBDRTOF—ELEZEELET, T—FARNTICEE
BORTZEBMTEET, F—T7 1 —J)LREETA—IIRTHEATEDINFILEHBRIBYET R
TREGEH, EEAE, ERPETF—FARNTICETZ2EMTSICE,. TROON REFALE
9 AWS CLl, F—RARNT OB Test_Data_Store T, F—TEME N2 DOXTF keyl &
key2 T, Th¥h valuel & value2 EL TEZRFESEET,

aws healthlake create-fhir-datastore --datastore-type-version R4 --preload-data-config
PreloadDataType="SYNTHEA" --datastore-name "Test_Data_Store" --tags '[{"Key": "keyl",
"Value": "valuel"}, {"Key": "key2", "Value": "value2"}]' --region us-east-1

BEOTF—Z2ARNTICRTZ2EMTDICE, KOO REIZRITLET,
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aws healthlake tag-resource --resource-arn "arn:aws:healthlake:us-
east-1:691207106566:datastore/fhir/0725c83f4307f263e16fd56b6d8ebdbe" --tags '[{"Key":
"keyl", "Value": "valuel"}]' --region us-east-1

KU IZHEE, COONY RELARVAZRLER A

TF—RANTORITO—ERR

ZMEA L T HealthLake T—RX AR T ODAWSZ T D) AN AWSCLI ZRRTDICIE, ROFIEICH

WET, ZTFMEBMENRTVWEWES, BEhDVANIZIZBEYET,

—IXFILFLRANRZA2T, ROBICRTRSIZ AN RZETLUET list-tags-for-
resource.

aws healthlake-test list-tags-for-resource --resource-arn "arn:aws:healthlake:us-
east-1:674914422125:datastore/fThir/0725c83f4307f263el16fd56b6d8ebdbe" --region us-
east-1

"tags": {
"key": "value",
"keyl": "valuel"

T—RARNTHSDRT OHIER

T—RARNTICHENITSNIE1 DREDRTZHIRTERT, FTZHIBRLTE, TORTICH
BERFSNLMD AWS VY —AN SR TZHIKRTDCEICEBRY R A,

—ZFIILFEREZEFEIOAY RT AT, untag-resource IN > RERTL, 2T EHIRIZDTF—XR
h7® Amazon V) —A%—LAL (ARN) &, HIRTDRTDRTF——EELET,

aws healthlake untag-resource --resource-arn "arn:aws:healthlake:us-
east-1:674914422125:datastore/fhir/b91723d65c6fdebld26543a49d2ed1fa" --tag-keys
"["keyl"]' --region us-east-1

T—RANT ORI D—BRTR
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MWL EHE, COONY RELARIAZRLERA, T—RXRARNTICBEERITShTWVWE 2T %
WRTAICE. ON¥ REEITLET list-tags-for-resource,
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T = 421)> % HealthLake

FEZRUTE., BELTFOMD HealthLake AWSY U 21— 3> OEEM, ATAM, N7+—YX
VAEWMEBID L TEERE D TT, AWSIZIE, B HealthLake, BBERERORE., BLUTME
ICISUTEB 7923 2ETIREHOOUTOEZRIVIY—=ILNAAEENATVET,

« Amazon CloudWatch l&, AWS DY —R &, TRITLTWVWBRT7UT—>3>Z AWS DT LA
ALATEZRIILET XKNUTAOWRELEBH, DAZRIAARENEAY S 1R—RDOE
B, BELEXRNVODANBEOLEWME IELLEEEICBALEY T O3 Z2RT0LEYT
BPTo—LDEREZTOICENTEXT, HlAK., TAmazon EC24 AR AOCPUERAIRR
REOMDX KN DX CloudWatch ZEBHL, BEBIZSUTHLVWA AR AZEENICEET
EET, FMIZOVWTIE., "Amazon CloudWatch I1—%'—HA4 R #SBLTLEEV,

. AWS CloudTrail . PHIY NIk T, £ERTHIY MNCRD > THDREAPIFTEL &
KVBEARYRNEFTTFvLET AWS . RIC, HEEL L Amazon S3/NT ¥ NZOY 7 7
ANFEENET, FEEHLEI—F—EFHIYNAWS, ThSOHGHLORETIP 7
KLR, B&EVWIREL LA ZRBETEET., FMIC OV TR, AWS CloudTrail T—H—#4
KEZBEIEEW,

=X
« Amazon HealthLake IZ &2 EZ=& ) >4 CloudWatch

Amazon HealthLake IZ& D F A1) >4 CloudWatch

HealthLake 2L T Z2FE_X 1> J 9% & T CloudWatch, raw F—XZUXEL ., FHEL) T

BEBEFEEVTILRALDXRNIDRAIZMITEERT, ChSOFEETE 15 P ABREBEE D). T
NERBEHREZRNALT, DI7TF77VT—2a3a F kb —ERAOBEZLYPEICIEBETEET,
T, BEOLEWVMEZERTSZ TS —LZHREL, ChsOLEWVEICELECZICBHZEFL
EYTO2a aERTUEYTEET, FMICOVTIE., "Amazon CloudWatch 1 —H—7H 4 K

ZSRBRLTLSEETY,

X N1 Al HealthLake APIs, A TZELINXNTD ICDODWTLAR—KNEIhET,

« F—RARNTEE APIs —
CreateFHIRDatastore, DeleteFHIRDatastore. DescribeFHIRDatastore, ListFHIRDatastores

ICKBDEZZR!)>% CloudWatch 148


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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« 4R—KNEIYAR—KN APIs — S tartFHIRImport> 3 7, L istFHIRImport> =
7. D escribeFHIRImport> 2 7, S tartFHIRExport> 27, ListFHIRExportZ 37, D
escribeFHIRExport> 3 7/

« HTTPREST 224 7> & UV —ANOEE APIs — CreateResource, DeleteResource,
GetCapabilities ReadResource, SearchAll SearchWithGet, SearchWithPost,
UpdateResource,

« XJ {4+ APIs — ListTagsForResource , TagResource , UntagResource

LLTFOERIE., HealthLake DX KU REFA X2 3a>NO—ETY,

LTOXRNIOANFBEEIhE T, &, I-F—HFEELET-—XEEOBENV MELTE
RENXT,

XNDUDTA

%I:I

XNUORA B

d=)AH2> b ANOHOHLOEHAPIs, chiET7HIRE
EREELETF—RARTIEODVWTHETER
EE

B Ao
B &HET: Sum. Count

TAXT3AV: ARL—=232 F—BAb
T ID. F—RAKNTEAT

BILIEDOITAN I L ZAPIV O T A N DG
B AOUN
B i3 4%EET: Sum, Average

FAXA ARL—>3, F—FABN
7. T—R2ANTRAT

1—4¥-TI5— A—4Y—TIZ7—HNRETKHRLEVIIAND
o
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RREHA R

XNUORA

Y—N—I5—

AOY RILUOITAB

C

A

NI

\,I
I

RDTARXZAVHAREENET,

i
B ATV
B MHET: Sum, Average

TAXT3AV ARL—=232 F—BAb
T ID. F—RAKNTEAT

H—N—IT—DLEHIZKBMLIEVIIARND
o

B Ao
B i3 4%EET: Sum, Average

FAXA ARL—3, F—FABN
7 ID, F—RARNTERZAS

AOY RN TENEZVIIANDE, DX
NIVJARK, I—¥—FKEEY—-—N-0DIF—
BIZEEIhELRA,

B ADUS
B ET: Sum, Average

TAX3A ARL—=232 F—BAb
T ID. F—RAKNTEAT

A—4Y—UITANORBIIA N 212 URE
DA,

B IUR
BB AKET: Minimum, Maximum, Average

TAX3: ARL—>32 F—2AK
T ID. F—RAKNTEAT

ICKBDEZZR!)>% CloudWatch
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TAX>3Y

TAX>aYy e

1BR4E FERENEAPIARL—>3 Y

DataStorelD APIU T ANZIEENDT—RARNT
DataStoreType T—RARNT DA77 (BREE FHIRRE O &

PR—RENTUVET )

DXARNJOARF, AWSYERI X ROV =)L, . AWS CLIE /zlF HealthLake ZfEA L TEET
& £7 CloudWatch API, l&. Amazon AWS Software Development Kit (SDKs) & /=& CloudWatch
APIY—)ILOWTFnH A SERTEET CloudWatch APl, HealthLake 1Y —JLICIE. O raw
T—RIZEISITZT7HRTENET CloudWatch AP,

HealthLake TEZZ U >J 93 (Z&. BH)% CloudWatch 7 7 AHFAI A HET T CloudWatch,
HMICOVWTIEE., "TAmazon I—H¥—H A Ry ® "Amazon OFREET VA ~O—)L
CloudWatch ; #2BL T< &V, CloudWatch

HealthLake X K1) O A D KRR
XNV OAZRRTBICIE (CloudWatch >V —JL)

1. AWSXZRI XY RIAVY—=IIZH A2 42U, CloudWatch 12V — )L ZBREXT,

2. ARV RZERL, INTOXRNI I RAZERL., AWS/HealthLake ZZIRL KT,

3. TAXDIIVEEBERULTIXNIIVADEBRMZRALS, JZ7ICEM 28RLET,

4. BNEBHEOCEZERLET, BRULBNEROXRN)IANID M TZTIERRENKT,

ZERAL 7T —LNOYERK CloudWatch

CloudWatch 75— Ak, BEESNHBICHDE>TE—OX NIV IAZERL, 1 2UELEDT
223> EEITLET, Amazon Simple Notification Service (Amazon SNS) NE'Y £ =& Auto
Scaling RV —ICBHEZEETDTIVAVTY, 7UO2aAVEk, BELEEBROHBBICS 1545
EOLEZEWMEICHTDIARNIIADEICETVWTWET, CloudWatch Ik, 75 —ANDIREANZED -
FEEIZ AMazon SNS XY E—J BREETDCEETEET,
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/auth-and-access-control-cw.html
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CloudWatch 72— Ak, REANZEDY), BEL LHERBEQLZEECOKAT Va2 E2HOHL
£

XN O RAZKRRTBICIE (CloudWatch 1>V =)L)

AWS XXX ROV —=)ICH 4> 4> L, CloudWatch AV —)LZBHEE T,
[Alarms], [Create Alarm] D JEIZEIRL £,

AWS/HealthLake Z#EIRL ., XNU I AZEBERLET,

[Time Range] (BFEOEHE) T, TZXU T THHBEREIRL., [Next] (XRN) ZEBRLET,
[Name] (& 8i) & [Description] (3£BA) Z AN L £,

BlC>=Z8RL, FXEZAHDLET,

To—LREIELEEEICE X—)L&IE(E CloudWatch $258k., "7o>a>, &9
2320 "COTT—ALNRETDECIIRED J Z1#IRU FITALARM, BRIOIEETE.
X=D2TVARNEEBRTSH, HLLOWUARNZBRLULTHLOX—D 2TV ARNZERL &
ED

8. [Alarm Preview] (7 2 —ALNOMER) 023> T¢F5—ALA%Z7LE1I—-LET, 75— AICHE
AT hiF, [Create Alarm] (7 T —LDERK) ZiBIRL £,
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https://console.aws.amazon.com/cloudwatch/home
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SMART FHIR & DO #& AWS HealthLake

FHIR E%17%& HealthLake T*—2 AN T ORBERT 7V T—> 3> EBRRAAEST I /O —
(SMART)FHIR 235 &, FEWT 77— 32 SMARTIE HealthLake F—R A KN T ICRTEFE
NTVWBTF—RIZTIVEATEEXRT, HealthLake F—RIZT IV EAFTBICE, Y—RN—F1—D
WA —N—ZFEALTUIVIANZREABLTERL, TEMODY—AZFZELET AWS,

HealthLake *—2 A N 7FHIRT SMARTT Zf# A9 % (Cl&. CreateFHIRDatastore API') 2 TA K
TLUTZIEETAHENHYET,

« % AuthorizationStrategy 5 E L & 9 SMART_ON_FHIR_V1,

« BAY—N—TKrN—0>FI—REZEETSLEHIC AWS Lambda ERX L 7= ARND
&ldpLambdaAmn FL W ZERELE T,

s MAIH—N—TEETNEAZT—ZBEZETFTHZLET, ChSOXAXF—REXE[F, BHER
FIAXKRNTERENE T, FMAICOVWTIE. TFHIR %7 HealthLake F—X2 AR T7 O H R
FIXNSMARTD OES) Z5BLTLSEEL,

« 723 BAIY—/N—T& M AH XFRTA & X EFineGrainedAuthorizationEnabledL TW % 546
. ZBMCLET,

FHIR B35 F—2 A NFPSMARTT Z4ERK T 3ICIE. AWS Command Line Interface ( AWS CLI)
ZERATEHN. AWSHR—KRENTLD OVThAZEAL EFITSDKse BMFHIRIZE>TWS
HealthLake —2 A KN 7SMARTT® DERKIE. HealthLake >V —IITREYR—KhEhTOWEE
Ao FHICOVTRE., "THHFHIRICBE2TWAF—RAKRTSMARTT ZKT 21 23R T
ZEV,

JOTARTINSONTA—RZIBETSICE. 2D AWS H—E X (AWS Secrets Manager &
& AWS Lambda) TUY—R%E+Y RFY 7L, $ILWAMY—ERAO—/LZERL, ERL £
#RAY—/N\—SMARTT FHIR ZRRET I HENf HVET, 023y "REZUY—-ADEY b
Tv7, #FEALT, FHIRELF—RXARNTSMARTIC ZFEL., HERUY—ADREDFHME
SMART. on FHIR Application T® M V) EXV) DB E Z #FZ L £ 9 HealthLake,

2FY), BATI—Y-RIABHREEEITSIADYIC, ERL LFTH—/N—SMARTT FHIR ZfE
AL TEE AWS Identity and Access Management L &9,

HealthLake (& 1.0 FHIRSMARTT ZHR—KNLTVWET, COTL—AD—TVOFM-OWVT
l&. SMART "Application Launch Framework E&H A4 R 1) —2 1.0, Z5RBL T EEV,
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AWS HealthLake MERENAR

SMART T ZFALTTF—ZRANTOUIOIT AN ERAUBIVORBIAETSICIEEFHIR, EATOER
HealthLake Z2H7R—KNL £ 9,

« OpenID (AuthN) & DO 1—H—FKLERIFA T RTTIT—23a V¥ (FLRMA) THS
EXRTIHNERIATHEOICHEAETNET,

« OAuth 2.0 (AuthZ) Si&: REEE NV VTARN F—RZFHRHKEE TE B HealthLake *—X A~
THOFHIRVY —AZARITREHIZEALET. chik, BRI —N—THREECNELAT—7
L2 TERENET,

EP/N
« SMART T® OFRIEH FHIR
« FHIR E%7%% HealthLake T—X A N7SMARTT 2R TR OICHKHELRATY—/N—EE

« FHIR B%1% HealthLake *—X A K7 T FHIRREST APISMARTU VT AR ERT TR L HIC
BB L—A

¢ THHR—NE NhBDSMARTFHIROAuUth A J—7" HealthLake
« ARV RT7OVEEBAO—S
+ HealthLake ¥—&2 A KNFPFHIRDUY —ABEHOAI—7

- ARFHIRICA 2 TW3 HealthLake F*— 2 A R PSMARTT® T®O h—% > #&iE AWS Lambda ®
=Hn oFEA

« AWS Lambda BE¥DYEEK
« Lambda BAHOERTO-IILDEE
s OFD—RICHEAZT D AWS Lambda BB THHEMA 9 % HealthLake Y —EAO— )L DR JWT
« HLWIAMAR Y > — DR
. OH—EZAO—)L DR HealthLake (IAM >V —)L)
+ Lambda £170—)L
« Lambda B8 ® k1) J—% HealthLake ([CFFAI T %
« Lambda O RKEITOZ7OEZ =Y
s BMFHIRIZZ 2 TW % HealthLake —X A N 7SMARTT®O DERK
« ZFERAL TFHIREMIZZ 2 TV HealthLake *—2X A N F7SMARTT AWS CLI Z/EFX 9 %
« FHIR B#{t & h 7z HealthLake T—ZR AN F7SMARTT®D THE HHAA KR A DEH
* FHIR %% HealthLake F—Z A K7 D& RF 1 X RSMART®D DO EUE
+ SMART BE%1% HealthLake T*— X A N7 TOFHIRRESTAPI) V TA N NDE1T
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« FHREHNDT—RARTSMARTIC ZEEITDLHICHKER )Y —ADRE

« DZATRT7)T—232HF SMARTTTF—RZREL, PST—2ZJIJITARLT
HealthLake T*— 2 AN PFHIRZBMICT B FHE

SMART T® DOFIEEEH FHIR

FHIR HealthLake *—2 AN 7SMARTLE® OFHIRVD Y —RARICT VAT BICE, 9TFATNT

7T —2 328 OAuth 2.0 ZRORRAIH—/N—IZ & 2 TEREAE N, FHIRRESTAPIVU T ARND—
HBELTOAUMWNRT S—h—UV ZRRITBDUENF HYVET, BAT—N—0DIVRRAIVZER
D3 IZIE. HealthLake SMARTWell-Known Uniform Resource Identifier & 5t L T FHIR Discovery
Document ® ZFEALET, COZTOLAICOVTI, "FHIR %% HealthLake T—ZR A KT D
R RFIXRSMARTD OGS ZZRLTLEZV,

FHIR HealthLake 7—2 A N 7SMARTT Z{EK 9% & Z k. C reateFHIRDatastore J 7 TA M ®
metadataBHZTRAY—N—DOIVRRSANEN—=D VIV RRAVNEERTIDHLEN HY)
£9, metadata EROEROFMAICOVTR., "1 ZZRBLULTIKETVEHMFHRIEZS>TWS
HealthLake T—2 A N 7SMARTT®H NDEMK .

WA —N—IVRRANEFEALT, 9TATRNTTIVT—23 2B AY—EATI—HY—
EBRALET., ARBLVRIAEE D E, JSSONVIT h—02 (JWT) AFRBAHF—ERICL > TERK
TN, VAT RTTIT—23 2B ENET, COR—TVICR&, 94T RNTT7)T—
JAVHEATEBDFHRU Y —AAROD—THEENTHY ., A—F—HTIOEATERZF—EHFl
REhET, #7232 T, BBAD-THFEECIATVRER. LARVACRZNSOFMENS
FNhET, THR—FENTVWBFHIRAO—7SMARTD OFFHIC DWW T HealthLake, "1 2%
BLTLKEETVWTHR—ME NBDSMARTFHIROAuth A J—7" HealthLake.

WA —N—ICK2TIWTHHEE N ZEALT, 94T NT7VT—2 32 EFHIREM S
HealthLake —2 A N 7SMARTT ZFHIRRESTAPIFO'EL £ d, ZRIAL TFI—RITBICIF
JWT, Lambda B ZER T B HLEN HY FT, k. FHIRRESTAPIVV I AR ZZELEEEIC,
I—H%—IC81H 2 TZ ® Lambda B% % HealthLake FU'H L £ 9. AX—X— Lambda BE o Hi(C
D2VWTR., T, #23BLTLKETVERMFHIRIZZE 2 T HealthLake —2 AN F7SMARTT®O T
D ~—72 %5 AWS Lambda ® =D OfEMA,

FHIR %17 HealthLake *—ZX AN 7SMARTT Z/ERT B = ICHEX
Ay —N—EX

C reateFHIRDatastore ') 2 T A N Tl&, IdentityProviderConfiguration #7219
R®D metadataZBED—FELTRAILY RRAVNER =TIV RRAVNEEETS
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PBENFBHYET, BALVRRARNERN—=DIVRRANOBAEIVETT, ch%EC
reateFHIRDatastore YV TARNTIETZ HZEDHICOVWTIEE., T Z25BLTLKESTVEMFHIR
(272> TLW5 HealthLake —2 AN T7SMARTT®O DERK.

FHIR B%h7% HealthLake 7*— % A N7 T FHIR REST API SMARTU VT X
NETTTREDICHEBZIL—LA

FHIR %1% HealthLake 7*— X A N 7SMART®D THXMAFHIRRESTAPIU VT ANERDICIE,
AWS Lambda BABICXD I L —LFEENTVRIREN BV ET,

 nbf: (Not Before) Claim — "nbf. (not Before) 7 L —AJWTMUSTNOTIE, AREBOEHICF (T
ANSINBZETORBFZHRINLET. "nbfy JL—LDOKEICEE, nbfy UL —Alldate/time
MUST be after or equal to the not-before date/time ) ARE N TVWRRED A"HBETT, Btz h
TWBH 2 7)l Lambda B%kE, H—/N—L AR Riath 5 ICEHL E£Inbf,

« exp: (BMHR) 7L —L4- "TBMBR, BEWHR) VL —LRK., ZLREBICZTANIWTEZZ L
ATEBRVEMBRZZBIIL XY,

« isAuthorized: 7—JL{E%& ([CEREL £ I True. BAIY—N—TU O I ARNNERBEhI- L%
~LET,

«aud: (HRE)IL—L— THEF, (RRE) VL—LIWTR, IFRARELIZEEZHRBILE
¥, chiE, FHIREMICAE > TW3 HealthLake *—R AR T I RRA4 2 RSMARTD T&H % &4
BENfHYERY,

« scope: chlF, 2BLKEEL 1 DOFHIRYY —ABREQOAD—TTHIBENF HYVET, DA
=7 BAIH—NN—TERENET, TEHFANSNBFHIRY Y —ABEEOAI—7 0O
DWW Tk HealthLake, 1 #ZBR L TL £ & WHealthLake F—2 A KN FFHIRDU Y —AEB D A
j_7°o

THR—NE NBSMARTFHIROAuth A 1—7" HealthLake

HealthLake FERAI7’OKRJ)L &L T OAuth2.0 2 AL E T, BAY—/N—TCco7ORJ)L&ME
B2, 94T RNTTIT—=23a> 0 nkEET IV EAZFE D EN TE S HealthLake T—
BANTAHOFHIRDY —ABZERXRTEET,

on SMARTFHIR7 L —AD—2 &, BAHY—N—HISVIOTARNTEZ—EORAID—T%2E&HLF
9, FHR 7L —ATJ—2USMART®D TAI—7EREZXRRITDICE., "THL7FHIRU Y —AHA R,
DOSMARTFHIR " A0—7", #8BL TS EE L\,
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https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.5
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1.4
https://datatracker.ietf.org/doc/html/rfc7519#section-4.1
https://hl7.org/fhir/smart-app-launch/1.0.0/scopes-and-launch-context/index.html
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BIZE, BEICLDTAMNERORTPEREDHFHORTOAZEFTITAD RS ICRRFTE i
DATRNT7TIr—>32@, readAD—70OV O ILT AN (FHIRRESTU YV TANEH) O
AEFATRIUENHYET, ChesZRAO—TELTERTSICEF. ROXSBNXFHZIE
EL Fdpatient/Observation.reads chiZ&kV), 9SA T RNTTUIT—>3a ik,
ObservationJV—AZA 7 THA&BVVERSRT Patient DY —RARATANOFT IO AZI D
TANTEEXRT,

AR RF7OVEBAO—T

HealthLake G AZ > R7OVEEBE—RORAI—7 ZHR—KLTWEFlaunch/patient,

AZRT7OAVEBE—RTRE, I—Y—EBENIVZATORNTTIVT—23 2 CRBBEATVE
Witedh, 94T RNTTIT—2a2BEEOBRBKT—E\NOT7IOEAZVIIANLET, LE
2T, VAT RT7TIT—2320ORAVIIARNTR, BERAO-THFREhDEZHATR
BICERLERT, RBACHKIISDE, BBAY—/N— (.?."'J'?IXI\?_“#’LT;#_EJJ%%XZI TEBCT Y
TAN—DO2RTLET, BELBEIVTFANE, BAY—N—OLARVATTIEAN—
TDEEBIIRHBENITT,

HR—NENTVBRBE—RKATI—7
A3—7 Sl

launch/patient HBALARATEET—EINBRENDESICERT S OAuth 2.0 53
DOTARNDINTX—24,

HealthLake &—X AN 7FHIRUY —ABEEOAI—7
HealthLake & 3 DDLALORAI—TE#EHL £ T,

« BEEAOAD-TR. 1 AOBEICHIZDREDT—EZ\NOTIELAZHALET, BBHIVT
FANTHEEEhIZEE,

s A—HY—LARILOAOD—T &, I—HF—HFTIELATEZIREDT—ENOT I EAZHALE
EE

« DATALLRILOAOD—T &, HealthLake F—R AR FIZH B FTXTOFHIRY Y — AN DFedk E
VIBERAKRT VEAZFALET,

RKDFEF., THR—RNREATWBFHIRUY —ABEEQOAD—TZ2BRITZ-OOBXERLTVE
9 HealthLake, —ﬂﬁﬂ’ﬂfg%ﬁ@7ﬂ0)ta‘3")_@?o
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( 'patient' | 'user' | 'system' ) '/' ( fhir-resource | '*' ) '.' ( 'read' | 'write' |

1k )

HealthLake *—R AR TP THR—RE N TWBRTARAI—7

AO—7#8X AO—7 045l ‘R
patient/(fhir-resource | '*'). patient/A DSATRNT TV
('read' | 'write' | '*') llergyInt r—avick, Bae
olerance.* ICXTBFAMY)/BE
AKRT VEREN B
7,
user/(fhir-resource | '*').('re user/Obse DSATFT > RNT T
ad' | 'write' | '*') rvation.read T—>avik, RS
NI XTOHBEA
DFRHE) T O AHE
ZEBEBEFT,
system/('read' | 'write' | *) system/* . * DFAT 2 RNTTV

F—2avi, IR
DT —ZNDFEHELY)/
BEALT UL AKE
K57,

EZIFHIRIZ &% TW % HealthLake F— 2 A N 7SMARTT® TH
N—% > &EF AWS Lambda O =% 0 O{EH

FHIR B%b% HealthLake —X AN F7SMARTT ZER TS & &k, CreateFHIRDatastore

1) TAKNT AWS Lambda BEXARN®D ZIEETHHLEN H V) FT, Lambda BE D ARNIE,
IdpLambdaArn/AZ X—& Z AL T IdentityProviderConfiguration #7< TV N THEE
TshFET,

FHIR BH%b% HealthLake —X AN 7SMARTT Z/ER T S HIIZ., Lambda B ZER T Z2HEN H
WET, T—RANTZERTSHE, Lambda ZEEARNT B CERFTEXREBA, T—RARNTDE
BEFIZARNIEZE L /= Lambda 2R R~9 5 ICIk. DescribeFHIRDatastoreAPIAARL —> 3> %#fE
ALET,
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FHIR %)% HealthLake 7—X A N7 T SMARTOFHIRRESTU VT A NN I T B I, Lambda
BN UTZRITIDLEN BT,

« Lambda B8#E. HealthLake F—Z2ART IV RARA N1 BERBOL AR AZBRTHED
HVET,

C BSATYRNTTUT—2 a2 IC& > TREEE MERESTAPIU 2 TR R ORAA Y A —TiRftE
N3dT7O0tAMN—D2%ZTFI1—RLET,

* FHIRRESTAPI UV I AN ZERTIT2DICT DB T IV EAFAZED IAMY—EAO—-/LZ&)
HTERT,

« FHIRRESTAPI UJTARERTIRICE. ROUVL—LABETT, SHBICOVTE, "2E
BOL—L, Z2ZRLTLEEV,

* nbf
* exp
* isAuthorized
* aud

* scope

Lambda Z A9 5 H & k. Lambda BEICHA TRITO—ILEV Y —AR—ADKR) O —%ERT
PRENFHVYET, Lambda BHOETO—ILIEF, BITHICHKAERZ AWS H—EABITUY—ARIC
TOELATDEOOT IO LAHFTZEBR-FETS IAMO—ILTY, BETDIY—AXR—ANDR

)2 —Tl&. HealthLake " 1—H—ICRKD > THEBZHVOEHILZ ICHFTTIHLENf HVET,

CORNEYOIDOEI>aVTR, 9247 RKNTFTVT5—2a3a 2080 0TARNIETFI—REN
IELARY A, AWS Lambda BIBDERICHEB AT YT, SRV #'5|& 2} HealthLake B Z &
NTEDVY—AR—ADR) S —OEREZEICODWTHBALET,

« /Y\—K 1: Lambda BE8ED/ER

« /N\—K 2: AWS Lambda BE#k THEHAE 15 HealthLake B —E A0 — )L O4ERK

« /N\—hk 3: Lambda BN ERTO—)L O EH

« /N\—HK 4: Lambda B8EAD Y —RAR < —DIEHN

« /N\—N 5:Lambda O ERETOZ7OE>a -9
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AWS Lambda BEZh DR

CORNEY OTHERE - Lambda BB#E. AFHIRE X% HealthLake ¥ —2 A N 7SMARTT A
D' ITAN HealthLake 2ZELEEEICNVH—ETNET, 9SATFTRNTTUIT—>a3 b5
DUOTANIZIE., RESTAPIRUHLE, FUVEARN—9 B ECRAAVE—NEENTLVE
9,

GET https://healthlake.youxr-region.amazonaws.com/datastore/your-datastore-id/r4/
Authorization: Bearer i8hweunweunweofiwweoijewiwe

:(D NEY 2 M Lambda BB DO 51Tk AWS Secrets Manager ., ZFRAL TR —/N—IZBEET
WALEHRZR L 9, Lambda BHTRAY—N—0OJ 1/ OFMZzEEEEL AV & &2M<
&E)ﬁbbﬁ@'o

Example BAXRT Z—~—9 > ZETFHIRRESTY 7 T A ~ O#REE

Lambda B8 D Hlld. FHIRE*17% HealthLake —2X A N 7SMART T (Zi#E{fEE v/ FHIR REST U
DIANZRIETDHZEZRLTVET, <D Lambda step-by-stepsBEENDEERFEICDOVWTIE,
M Z28BLTLKEEVWEMEAL = Lambda B8N 4ER AWS Management Consoles

FHIRRESTAPI UV T ARNICEMBETF—RARNTIVRRA N, TOEAN—=U2, RESTANR
L—232 A 8ENTVWEWES, Lambda BABIE XML & T, BELRAY—N—EXOFMICD
WT., T Z2RLULTILKETVWRELGIL—L,

import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)

## Uses Secrets manager to gain access to the access key ID and secret access key for
the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")

response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']
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unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {baseb64.b64encode(unencoded_auth.encode()).decode()}',
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn os.environ['iam-role-arn'] # The IAM role client application will use

to complete the HTTP request on the datastore

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']

operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)

logger.info('Auth response: [{}]'.format(auth_response))

auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## access the server
def auth_with_provider(token):
data = {'token': token, 'token_type_hint': 'access_token'}
req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)
with request.urlopen(req) as resp:
return resp.read().decode()
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Z{EA L Iz Lambda BEZ D 1EEX AWS Management Console

CDFETIE., FHIREXM’ HealthLake *—X A N7 T OFHIRRESTAPIV T A N ZMEBT R L &E
CBIEZ D H—EAO-INBEICERET N TWS CZ & HealthLake Z&IIESMARTE L TVWE T,
H—EAO—)LZERLTOVEVWEATE, Lambda BB ZEHERTE LT, Lambda BAAN #EET B
B, Y—EAO—JLARN®D ZEMTRHBENF HVET, Y—EAO—ILOERKE Lambda BT
DEEDFHMCOVWTE., "1 Z5BLTLKEEV, OFI—RICFERAE NS AWS Lambda B8 T
£ 9% HealthLake H—E AO— )L ODER JWT

Lambda B% & ERR 9 % IZ & (AWS Management Console )

1. Lambda A2V =)0 [E#ER—J] ZHEXT,

2. [Create function (B8ZD¥ERK)] Z#IRL £,

3. [EOrS5kER)Z&IRLET,

4. BARER (CBEABBEANDLET, Runtime T, Python R—ANDT XA L&ZBIRLET,
5

[Execution role] (21T0—)JL) T [Create a new role with basic Lambda permissions] (EZ<# 7%
Lambda 7 7 A#ERTHL VO—I)LZ/ER) ZiBIRLE T,

Lambda [&. Amazon IO %27 Y 7O—R$B T O EAF A Z2BERICNETIETO—I)I %
fERX L £ 9 CloudWatch, Lambda B8%kid, BEENUOH T EEICETO—ILEEIEZ (T, £1T
O—)lZzEAL T ORIEHRZERL £ AWS SDK,

6. d—RAET#BIRL, Y27 )L®O Lambda B ZEML £,

Lambda B8 AT A H—ERAO—ILZEXEERLTVEVESK. > 7 )L Lambda
BB A BEET DHIICER TIMEN HVY) E T, Lambda BHOH—EAO— /L OERDFH
C2WTR, "1 Z22RLTIKEETVOTFI—RICEAE S AWS Lambda A TER T2
HealthLake H—E AO—)L DYER JWT,

import baseb4

import boto3

import logging

import json

import os

from urllib import request, parse

logger = logging.getlLogger()
logger.setlLevel(logging.INFO)
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https://console.aws.amazon.com/lambda/home/functions
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## Uses Secrets manager to gain access to the access key ID and secret access key
for the authorization server

client = boto3.client('secretsmanager', region_name="region-of-datastore")
response = client.get_secret_value(SecretId='name-specified-by-customer-in-
secretsmanager')

secret = json.loads(response['SecretString'])

client_id = secret['client_id']

client_secret = secret['client_secret']

unencoded_auth = f'{client_id}:{client_secret}'

headers = {
'Authorization': f'Basic {baseb64.b64encode(unencoded_auth.encode()).decode()}"',
'Content-Type': 'application/x-www-form-urlencoded'

auth_endpoint = os.environ['auth-server-base-url'] # Base URL of the Authorization
server

user_role_arn = os.environ['iam-role-arn'] # The IAM role client application will
use to complete the HTTP request on the datastore

def lambda_handler(event, context):
if 'datastoreEndpoint' not in event or 'operationName' not in event or
'bearerToken' not in event:
return {}

datastore_endpoint = event['datastoreEndpoint']

operation_name = event['operationName']

bearer_token = event['bearerToken']

logger.info('Datastore Endpoint [{}], Operation Name:
[{}]'.format(datastore_endpoint, operation_name))

## To validate the token

auth_response = auth_with_provider(bearer_token)

logger.info('Auth response: [{}]'.format(auth_response))

auth_payload = json.loads(auth_response)

## Required parameters needed to be sent to the datastore endpoint for the HTTP
request to go through

auth_payload["isAuthorized"] = bool(auth_payload["active"])

auth_payload["nbf"] = auth_payload["iat"]

return {"authPayload": auth_payload, "iamRoleARN": user_role_arn}

## Access the server
def auth_with_provider(token):
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data = {'token': token, 'token_type_hint': 'access_token'}

req = request.Request(url=auth_endpoint + '/vl/introspect',
data=parse.urlencode(data).encode(), headers=headers)

with request.urlopen(req) as resp:

return resp.read().decode()

Lambda BB O ERTO—IILDOEE

Lambda BIZk&EER L 7= 5. Secrets Manager 2RO T D ICHEBERT I LAHFATZEHD LS IC
RTO-IIZEHIDLENHV) ET, Secrets Manager Tlk, IERXTIEI—IL Y N HFHY)
FTARN, H/MERZHEATSICE. £TA—ILH Lambda BHOERTICHEBR VY —AICOKT
DEATEDHLENHYVET,

Lambda O ETO— /)L AZZETZICE. IAMOY =)L THETSAH, Lambda IV —Jl
THREZBIRLET, Lambda BHOETO—IILOEEOFEMICOVWTER., T, 2B LTLKES
Wlambda E1T70—),

Example NDTF7 7t A& A § 5 Lambda B8% 1T —)L GetSecretValue

ToaraETO—)IAMGetSecretValuell BT 3 &, Y27 )LD Lambda A #EET S
EOICBERT IV ELAFAN T EEhET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "secretsmanager:GetSecretValue",
"Resource": "arn:aws:secretsmanager:your-region:your-aws-account-
id:secret:secret-name-DKodTA"
}
]
}

CDIEFER T, FHIRE®% HealthLake —2X AN 7SMARTT I[CIEEE NAFHIRRESTU VT A K
—HBELTREEINZTIVELAN—V ZBRIATEILHICFEHATE S Lambda BB ZEERLEL
o
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OF1—RICHEHET NS AWS Lambda B THHEH 95 HealthLake H—E
AO—I)LOER JWT

@ RILYVF:IAM BEEE
IAM RS> —ZBMELEHIBRL, LV IDIAM ZEKTED 1—H—,

H—EAO—-J

B—EAO—-) e, Y—ERAFI—H—CRHD2TT7I2a2Z2RTIBEHICEIER
7% IAMO—)L T9, IAM EEERGF, IAMALSH—EAO—-)LZEK. ZE., HIRT
EEXT, FALCOVTE, TIAMA—Y—HA R, O T CT7OEAFAIZZEEIZO0—
LWZERTSD AWS D —ER, ZZRLTLKEZL,

JSONJI7h—02 (UWT) AFFI—R&Ehd &, 887 Lambda & IAMO—)L £ RITHENHV F
FARN, cOO—JLICE. RESTAPIUV I AN ZRTITRDLEHICHEBERT IV LAFANf HVETT,
ES5LBVE, PORATAN T TS THRIEHICKELET,

BFEALTHARLRIS —%2BRETIIAMBER., YEZRIPIROTIVELAFIZ2FETDI L
EHEFOLET, FHICOVWTE., TIAMI—HY—HAR, O "ENEBEOT OV LAFAZERT
21 #BRLTLEEL,

5810 Lambda B THIEE T % HealthLake b —EAO—I)LZERTBICIE. 2 DOATY THMBET
CB

« T, IAMARV D —ZERTBIXENf HYVET, RUD—E, BAY—N—TAO—7=ZEEL L
FHIRUY —AANDT VL AZIEETIHLENF HYET,

« RIZ, Y—EAO—IILZERTBIHSEN HVET. O—-ILZERTHEER., EEBRZIEE
L. AZY 7T 1 THERULERVS —2TRYFLET, FEBREGE. ZY—ERXATUINIL
HealthLake £ U THELET. CDATY 7 Tlk, HealthLake *—X AN FARNE AWS 7 H™
KNIDZIEETRIHEN HYET,

#FLUWAMAR L = —D4ERK

WA —N—TERITDAO—TIC& 2T, BAEhizI—H—7H HealthLake *—RXARTHD E
DFHIRVY —RAILT7 I EATERD N AREYNET,

ERLUZIAMARD S —F, EBLEAOD-TICEhBTHRETEET,
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RREHA R

IAMAR) S —ZAT—K XV RO ActionBET, XOT VAV EERTEET, 7—7
JLActionADF ICRL T, ZERTE FJTResource types, F—2XANT HealthLake Tk,
T OEAIAMBFARI S —AT—KR X N0 ResourceBERTERTEDIHE—DHR—KREhTLS

UY—RBATTY,

B2 OFHIRYY =R, IAM7 7 EAFARIS—DERELTERTED VY —ATREHYEE

Ao

TEREN37F U 3> HealthLake

93 5L

\" N

CreateRes JY—ADERKICT It
ource AFuzEfHE

DeleteRes YY) —2REYIKBT BT
ource B

ReadResou Y —A%&ZHmHAEDT U
rce T AFAZNFELET

SearchWit GET XYY RTDUY—XA
hGet EREITHHU NS

= 22U NRFIN

O Ok D S Ok Di

VY—REAT (BAH)

F*—2 A M7 ARN: arn:aws:healthlake:your -
region :111122223333 :datastore/
fhir’'your-datastore-id

T*—2 A M7 ARN: arn:aws:healthlake:your -
region :111122223333 :datastore/
fhir’'your-datastore-id

T*—2 A M7 ARN: arn:aws:healthlake:your -
region :111122223333 :datastore/
fhir’'your-datastore-id

F— AR A NF ARN: arn:aws:healthlake:your -
region :111122223333 :datastore/
fhir’'your-datastore-id
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To>= . BA 7 JY—ARAT (HE)
> 9

+

A

L

-

)|
SearchWit POST XV vy RTUY— e F— AR A NF ARN: arn:aws:healthlake:your -
hPost AZREITBHUENE & region :111122223333 :datastore/

EY fhir’'your-datastore-id

V)
StartFHIR  TFHIRILZAKR—kT3a & 7 —AR A N7 ARN: arn:aws:healthlake:your -
ExportJob 7 ZBRITAFAE[RFE & region :111122223333 :datastore/
WithPost GET 1A fhir’your-datastore-id

b
UpdateRes DYV —AZEMIBFHFA & 7*— AR A M7 ARN: arn:aws:healthlake:your -
ource N E =3 region : 111122223333 :datastore/

A fhir’your-datastore-id

b

MBI DICIk. Z#FEHTEETAmazonHealthLakeFullAccess, CDRU I —F, F—
RARNTTROD2LEITXNTOFHIRDY —ADFGEAEY), EEAAL, BER, TVAKR—K%Z
FALET, FT—RARNTIERNT2HAIMNVERAT IV EAFTZNAFETSDICE., ZFALE
F AmazonHealthLakeReadOnlyAccess,

AWS Management Console, . £k ZFEALTHARZR AR —ZERT D FEOFHMCOWVWT
& AWS CLI, T IAMI1—H%—H 4 RIAMSDKs, ® "T/RUZ—DEKIAMY ZZRBL T EE L,

DY —EAO—)L DERK HealthLake ( IAM IV —)L)

COFEZEALT, Y—EAO-ILZERLET. Y—ERAZERTIEER. IAMRU>—%
BEETIHLENHYERT,
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DH—EAO—)LZ#ERKT S IZIE HealthLake (IAM >V —)L)

1. ¥ 424> AWS Management Console L. T IAMO2 Y — )L & & & T htips:/
console.aws.amazon.com/iam/.

IAM 2V =)OFET—23a2R42T [O—)] Z2BRLEXT,
FVWT, [A—L0EK] 28RLET,
FEEIVTATAOERR—DT, HARLBEER)—ZBRLET,

o M @b

RIZ. NAZLEERIS—T, ROKSICHITINRI—ZEHLET, 27 HINE

Hyour-account-idICBEM|R, ( VR—KNEFERIVAR—KNDITTEATEITF—RXAN

TARNOD ZEMLET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Principal": {
"Service": "healthlake.amazonaws.com"
b
"Condition": {
"StringEquals": {

"aws:SourceAccount": "your-account-id"
1,
"ArnEquals": {
"aws:SourceArn": "arn:aws:healthlake:your-region:your-account-
id:datastore/fhir/your-datastore-id"

}
}
}
]
}

6. [RAN]ZEBRLZEY,

7. TOLRAHADEBMR—IT, HealthLake Y —E AN B ER TR RV —ZERLE T,
—ERRTBIICE., TUOEAFARIS—THRELET,

8. W, R—OTRYF&EERLET,
9. R, BHI, LE21—, EROR—T, O—)LBICEBHZEADLET,
10. (A723a)HAE O T, O—ILOFEEHBPEZEBIMLET,
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1. JEERBEE. COO—IINENEBITADOICEKIDO—LBZFTFLEO-ILBEY 71V IA%
ABLET, O—IILBRE AT—ETHIVENfHVETAWS THIV e AXFEPIXFR
XBlehEt A, HlZE. PRODROLE & prodrole EWSO—IBEWMAERT DX TE
FtA, Z<OIVTATAICRYA-IUNSBEND LD, EFRRICO-IINBZEETS L
FTEFREA,

12. O—)LOFMz#EEL., O—I)OEKZERLEXT,

%> 7°)l Lambda BEEHARNTO—I)LZEETSH HZEICDOVWTIEK., ") #Z83BL TS EEVWAWS
Lambda BEEDERK -

Lambda E1T70—)L

Lambda BEBORTO—IIE., AWS H—EREVY—-RAILTIVEAIZODT UV AFFAI 2B
CAET% IAMO—)ITY, COR—I Tk, Lambda BEHORITO—IL 24K, TR, HLVEE
TRHELCODVTHALET,

T7AIBRTR, ZEALTHL LV Lambda B#Z#ERK TS &, Lambda F&R/NROT U AFFA
TRITO—)LZER L £F AWS Management Console, RITO—ILTREENET IV LAHFTZE
BYBICE. TLambda FAROY/N—HA KR, OIAM "2V —=)LTOETO—ILOER L SR L
TLEZL,

COREY VTRME DY 7 )L Lambda B8%kik, Secrets Manager ZFEA L TRAY—/N\—0
RIMEHRERLET,

ERR L ZIAMO—)LERKIC, RDBEODRARNTSIVTAAILRS CENEETT, ARIL—X
FIC, REBULEOT7 VAT TEZRFETEZCENBYNET RANTTIT1REL TR, RERE
CBIZ LT HHEIC, RUD—ZRABL THEBLET IV LAFTOXKRZEEHDRSICLET, #FHMlC
D2VTR., TIAMI—H¥—HA R, O "SDBFEOERH ZSRLTSEZL,

Lambda B8Z® N 1) 7J—% HealthLake IZFFRI 9%

F D% HealthLake . FI1—H—ICRH > T Lambda BHZFRVOHETENTEZ LD, UT %
RITTHIHBENHYET,

« CreateFHIRDatastore ') I A N T HealthLake MO 9 Lambda B8ZRARN®
EIdpLambdaArnE LK BRET I LEN BV ET,

o NFFA1—H—ICK1 > T Lambda BB¥ZE O H 9 HealthLake C&EZFFRAITD )Y —AXR—ANDR!)
—HNMBETT,
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(&. FHIRE 2% HealthLake 7*— & A M 7SMART T (ZXt 9 2 FHIRRESTAPIJ 2 TA b HealthLake
2RI E, I —ICRD>TF—RARNTOERBICEEE iz Lambda B Z RO HT T
TEAHANYBETT, HealthLake 7O ERAZHFATRICEF, VY—AR—ADRY > —ZFEH
L% 9. Lambda BEED U Y —AR—ADRI > —OEROFHFMIOWVWTIE,. " AWS Lambda T*X
AYN—HA4 R, O "TAWS H—E AL D Lambda BEHOFTHL ZFFAT5, 2ZRL TS EE
W

Lambda IO EIBEETO7OE> 3 -9

/A Important
HealthLake Tl&, Lambda B O H{ZAEITREA 1 8 (1000 S UH) KRG THIVLENH )
9,

Lambda BEHARTKEOHRZEZ S &, TimeOutflAF HEL T,

COPIANRELBVWRSIC, JOEDIZVJEhARRTERETDEEHEOLET,
FOHLOEMAIC7OED I ZJEnEARETRZRVHTRIELELY, IXTOUITI
AR, BOWLATUS—T, MIBLENIEA VARV ALEL > TAEBENDLSICTEERT, 7’0
EDaZVIJENEARERTORENFMCIOVTE, MLambda ROV /N—H4A4 R, 0 "70E
JAZVIENERAKBETORE EZRLTEET W,

Lambda B0 FHRITEB 2T S IC1E. Lambda 1Y —J)L® Lambda BEHBOE=-_X >
IR—DFERALET, TF7FI)BMTRE, Lambda 2V —JLIZIK, BEBHBI—RFAFAIXR NOREIC
BX I ¥, &b RAKRBEZRIPBIZ7HFIRTENET, Lambda BEBEOEZ X > J OF#
ICDWT I, Lambda #AROY/N—HA R® "Lambda AV —)LTOBEBOE_X) T, 258
LTLKEEL,

Lambda BEBOEIRETZ 7O I Z 0 FA T, ThET XU I T2H48E,. TLambda 7
RXOY/N—HA R, O "AFETOEZR2) T #sBLTLIEETY,

BIFHIRIZZ 2 TW % HealthLake —2 A NT7SMARTT®O D1E
X,
TFHIR7 L —A7DJ—2SMART® Z# M9 % I_l& HealthLake, C reateFHIRDatastore 'V V2 T ANT

JBEE I IdentityProviderConfiguration/N\S X—2%Z#MA L T HealthLake —X A K7
ZERLET, IdentityProviderConfiguration /N X—X T, XOEHREEELE T,
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« % AuthorizationStrategy & E L & 9 SMART_ON_FHIR_V1,

« BAY—N—TKr—9>FI1—REEEITDLHIC AWS Lambda fERX L 7= ARND
&ldpLambdaAm&EL W ZFRELE T,

e A —N—TEEENEAZT—REZAJSONTOVIELTERZBLET, CNOSDARXT—
REZXF, RERFIAXARNTREIET,

« A7 3> BHRIC LU E I FineGrainedAuthorizationEnabled, AT 2 E HHA R A True®
FRITBICE. ZEELET, HealthLake

FHIR BE%1%F—2 A NT7SMARTT Z4ERK T 3ICIEk. AWS Command Line Interface ( AWS CLI)
BEATDIH, AWSHAR—KREhTVWD OVWThAZEEAL FISDKs, BEMFHIRICZ>TWS
HealthLake —2X A N 7SMARTT® MOERKIE, HealthLake >V —IITREYR—KREhTVWEE
Ao

ZEAL TFHIRBRIC & 2 TW% HealthLake — X A N 7SMARTT
AWS CLI Z/EEX T %

ROI—RBIZFEAL T, ZFEAL TFHIRE%1% HealthLake *— X A N 7SMARTIC ZEKTE
£9 AWS CLI, BEMFHIRIZ’ 2 TW% HealthLake —X AN T7SMARTT ZEK TR L Z &,
identity-provider-configuration/ N X—XZiEETRIHLEN B ET,

identity-provider-configuration NS X—& Tk, #7>3>T %
[CFineGrainedAuthorizationEnabledE UL <BRETH & T, EHHMALRAZEBMICT
EEXITrue., EHMHBEAOFMICOVTR, "1 ZZRULTKEETVFHR b his
HealthLake T— 2 AR 7SMARTT® THEHMA ERADEA, UTOFICE., HIT\ERTHEEK
XZF, FEERIAT—7TXZFELTHFEENTVET, ChiEHbAr XTI ITILEHTT,

aws healthlake create-fhir-datastore \
--region us-east-1 \
--datastore-name "your-data-store-name" \
--datastore-type-version R4 \
--preload-data-config PreloadDataType="SYNTHEA" \
--sse-configuration '{ "KmsEncryptionConfig": { \
"CmkType": "customer-managed-kms-keyl",
"KmsKeyId": "arn:aws:kms:us-east-1l:your-account-id:key/your-key-id" } }' \
--identity-provider-configuration \
"{"AuthorizationStrategy": "SMART_ON_FHIR_V1", \
"FineGrainedAuthorizationEnabled": boolean-false-by-default, \
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"IdpLambdaArn": "arn:aws:lambda:your-region:your-account-id:function:your-lambda-
name" \

"Metadata": "{\"issuer\":\"https://ehr.example.com\",\"jwks_uri\":\"https://
ehr.example.com/.well-known/jwks.json\",\"authorization_endpoint\":\"https://
ehr.example.com/auth/authorize\",\"token_endpoint\":\"https://ehr.token.com/auth/
token\",\"token_endpoint_auth_methods_supported\":[\"client_secret_basic\",\"foo\"],
\"grant_types_supported\":[\"client_credential\",\"foo\"],\"registration_endpoint\":
\"https://ehr.example.com/auth/register\",\"scopes_supported\":[\"openId\",\"profile\",
\"launch\"],\"response_types_supported\":[\"code\"],\"management_endpoint\":\"https://
ehr.example.com/user/manage\",\"introspection_endpoint\":\"https://ehr.example.com/
user/introspect\",\"revocation_endpoint\":\"https://ehr.example.com/user/revoke\",
\'"code_challenge_methods_supported\":[\"S256\"],\"capabilities\":[\"launch-ehr\",\"sso-
openid-connect\",\"client-public\"]}"}"

K FdE, RDISONL AR AN RRENETT,

{
"DatastoreArn": "arn:aws:healthlake:your-region:111122223333:datastore/fhir/your-

datastore-id",

"DatastoreEndpoint": "https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/",

"DatastorelId": "your-data-store-id",

"DatastoreStatus'": "data-store-creation-status"

FHIR %1t & 1 /= HealthLake —X AN 7SMARTT®D TNZE &
A BRI OER

AOA=TEUTR, VDIIAZHFTF—RANTHAOEDT—RIZTIOEATRIE%E
FAENTVRLICOVT, REBEAUNIBOoNERA, EHHHIERITZFERT

% &, FHIRE®M% HealthLake *—R AN FPSMARTT ANDT IV EAZFATD L E

2. KUBVLARILOBEENFATREICAYVET, EHHEIBREAZEATSICE. C
reateFHIRDatastore 'J 7 T A K ® IdentityProviderConfiguration/\J X—&TrueT %
[CFineGrainedAuthorizationEnabled&E UL <EREL E T,

ZHMABRAZEMICLESEES, BUY—N—RBT7IEARN—U2id_token& &£IC
TfhirUser AO—7ZRULET, chiZky), I—HY—ICBITIBEHRRNFI VAT NT T IT—
DAVICKI>TEBENES, VFATNTFFIT—232F, fhirUserVL—AZBRED1—
H—ZRIFHIRUY—AURID ELTWSBENHVET, hik, Patient, Practitioner,
F /=& RelatedPerson T, RBAY—N—0OLARVAICK, I—H—HFTIOLATEDT—2X
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BEEEITDuser/AI—T7TE\EEENTVET, Chik, FHRUYV—ABEOAID—7ICEETS A
OdA—JICERET B EFERALET,

user/(fhir-resource | '*').('read' | 'write' | '*')

LT, 0L BRAZEALTT—ET IV EABEEDFHIRY Y —ARA T ZESICEETDH
EDBITT,

« fhirUser " MiFAPractitioner, EHMABRAICK 2T, I—HY—HNTIOEATEDEE
OOALOV>aUFRENET, NOFTUVEAfhirUserld. BEN fhirUser—fiRKIEHBEL T &
SBLTVWBREEBICHLTOAFAETNET,

Patient.generalPractitioner : [{Reference(Practitioner)}]

« fhirUser #" PatientX i I& RelatedPersonT, UOTANTSHRENDIEEN LERX D5
&fhirUser, EHMABRBAIICKI 2T, UDITARENEEED fhirUser NOT I AN R
FWVET, VDIIARMESnPatient )V —ATHENfBES N TVBRBE, 77 AN FAE
hEd,

Patient.link.other : {Reference(Patient|RelatedPerson)}

FHIR B%7% HealthLake T— 2 AR 7 O H RF 1 X2 RSMART
n OEE

DZATRNT7TIT—2 32 AFHIRRESTU VI ARNZEREICETTSICIE, HealthLake 7 — X
ARTTERENTVADRARHZRETILEN BN ET. COUTIARN KT B IZOICFETA
RT7Z—Rh=U2)BHZEHNERA,

ChETSICE, GETUVIARZTV, F—RARNTOIY RKRA2 /. well-known/smart-
configurationlZ ZE&ML £,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/.well-
known/smart-configuration

chiZ&kV), HealthLake F—R AR 7 OE RF 1 X2 MA"BLOBJSON &L TRE N
£9, T—2X HealthLake ANTIZEZEE N TV B tHauthorization_endpoint & #
gEtoken_endpoint& &EIC, E BV ET,
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{
"authorization_endpoint": "https://oidc.example.com/authorize",
"token_endpoint": "https://oidc.example.com/oauth/token",
"capabilities": [
"launch-ehr",
"client-public"
]
}

URLSs VAT RNT7UT—2 a2 ZEEICEBTRIEHIC AIYE

s WALV RRAUN DTATORNT7TIT—232F R 1—Y—2FAURLT S O ICHE
%o

s N=O2IVRRAVNDFZATNT T — FrBEICERTIRETY—/N—DI R
RA Ko

SMART %7 HealthLake —2X A N7 TOFHIRRESTAPIU O T
ANDELT

FHIRA" E%17% HealthLake ¥ —2 A N 7 T SMARTICXf L TFHIRRESTAPIU O T A K ETS 2 & A

TEFET, ROBFK, BAAYA—IWTIC BECIVSATFONTTIT—23arohs0 )OI AR

& . Lambda /J“‘L/;UJ'/Z’ETZI—I\?%w?,fﬁmb‘tkﬂi?o DSATNTTVr—>3zn)

DIANEREN, RiafEenizs —Ib‘—/\‘—b‘S/\“’i—I\—Oyféﬂwﬁﬂéng‘“&b)i

¥, FHIRN"E%)7% HealthLake 7 — axlw T ICFHIRRESTAPIV VT AN EREETIEEE, B
ANY R —SMARTORTZ—h—0 > &ERALET,

GET https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/r4/
Patient/[ID]
Authorization: Bearer auth-server-provided-bearer-token

RT7S—=N=ONFBAAY I —THiEch, ID B hiEh 27 AWS IAMEZ®, FHIRER
([C7%% 2 TV % HealthLake *—2X AN P7SMARTD HFERE n iz &£ EICIEEE iz Lambda B
HealthLake FO'tHENE T, h—U 2 H Lambda BEICE > TEEICTFI—REhiZE&E, HI(IC
EEULEL AR ADHIZIRIZTR UL E T HealthLake,

{
"authPayload": {
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"iss": "https://authorization-server-endpoint/oauth2/token", # The issuer
identifier of the authorization server
"aud": "https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/

r4/", # Required, data store endpoint
"iat": 1677115637, # Identifies the time at which the token was issued
"nbf": 1677115637, # Required, the earliest time the IWT would be valid
"exp": 1997877061, # Required, the time at which the IWT is no longer valid
"isAuthorized": "true", # Required, boolean indicating the request has been
authorized
"uid": "100101", # Unique identifier returned by the auth server
"scope": "system/*.*" # Required, the scope of the request

iy

"iamRoleARN": "iam-role-arn" #Required, IAM role to complete the request

FHIR ¥l F— X ANT7SMARTIZ Z2EETHEHICHER)
V—ADKRE

CORNEYITEE., OABTAWS PHIORNTTOEED I Z_VI92MBENF $21)Y—A
HealthLake, FHIRE®7 HealthLake *—2 A NF7SMARTT Z/ERK TS 5%, H KUPSMARTFHIR
DSATRNT7VTr—23> 0 FRBAHY—/V—& HealthLake F—RX AR T EXRVWELY) T2 HEIC
DVTHBBALET,

COI—U70—DATY 7T, SMARTFHRUJVIANOARESEE, VIITANERHEED
EOIIBERB)Y—-AOEEANBATY TZ2ERLET,

SMART Z#FHIRU I AR Z7O€ATRE., 320TF77UTr—2a>FrEELET,

e IV RI—H— —BMIZ, BEFLEBEREEFHIR, 77U —23>SMARTEOH— R/N—
TA—2FEALTTF—RXARNTHAD HealthLake F—XRICTF VAL E T,

« SMARTFHIR 77U —23> 0 (VZAT 2 RNFT7UTr—>3 > EBENS ) : HealthLake 7—
BRARNTTCROD 2 EF—RICTIVRALEVWT 7UTSr—23 2,

e WAIY—N—1—H5—%=FREL. PTIOEARN—U 2 ZFKITTZ % OpenlD Connect ZEHLH—

IN—o

HealthLake —2X AN 7:Lambda B2 AL TRT7S—~hN—0 > & RH I SFHIRRESTU VT

ANIZISZET S, FHIRE#% HealthLake T—2 A N 7SMARTL® ,

CheOT7VT—>2a>FERETRICR. ROVY—RZERTIVENFHYET,
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WAIY—N—ZEYNTY7TL, BEBRAD-TZ2EEL. N—0O2DANOARI > IV RLE
9% AWS Lambda BB ER L =5, FHIRB%I% HealthLake *—2X AN 7SMARTT ZEK T 3
CEEBEOHLET,

1L RAF—N—IY KRAY RO Y NP YT — BAH—/1—

FHIR7I/—A'7—'78MART‘C“ ZERAITRICE. T—FARNTTITONIZFHIRRESTU VI AN %
KRIALTEDY—RN—FT 1 —OFAY—/N\—%3 E@“%M\Eb‘&”ﬁjo FEMETRFAY—N—I
Y RRAY I\O)"“""'O)#%‘HL_’DL\'C@ HealthLake, "1 ZZBRL T<EZWSMART TO NOFRELE
# FHIR,

2. BAY—/N—LEOFT—23X HealthLake ANT7RADTF—RICT IV EATER 1Y —%24HTZHA
OA—7%2E&HT — RBay—/N\—

on SMARTFHIR7 L—AD—2 Tk, OAuthRA—7%#FEAL T, BIAETNEVIIARNTY
TRATEBFHRUY —ALZTNEEZRELET, AD—TDER., BRNEEEZRFTIDH
%ET9, FHR 7L—AT—2SMARTD TEZE N, THR—KRENTVBRIRAI—7OFMIC
DWTIE, HealthLake "1 2B L <K EE VW THHR—KENDSMARTFHIROAUthA_1—7°
HealthLake,

.= A NAARRDS I HEFTTESD AWS Lambda BHOEY N 7Y T —AWS 7 HDO >
N

SMART FHIR BB F— R AR T TISA TV NT7TUT—2 32 H 5%EE W FHIRRESTU &
TARNCE, JSONYIT h—4> () FEENETIWT, FO— RS KVKRIEAAER Lambda BI%K
DREOHM-IOVTIE., TOFI—RIWT, 2BBLTLKEE,

4. BRFHIRIZ % 2 TL % HealthLake *—2X AN F7SMARTT ZEK T2 —AWS 7AHU > b

FHIR HealthLake *—X AN 7SMARTT Z/ER T ICIE. ZEETHIHEN HY F

9 IdentityProviderConfiguration, C reateFHIRDatastore J VT A NICHE
ZIdentityProviderConfiguration/NZ X—ZOFMIC DWW TE. FHIR "EXICH>TWS
HealthLake *— X AR T TO OEKSMART, 2B L T EE V),

DSAT N7 )5—>3a> ) SMARTTTF—2 2 REL., A5 TF—4&
Z1) 2 ITAKNL T HealthLake —X ANFPFHIRZEBEMICT B FE

Ot IaAVTR, 9S54AFRTF7IT— 3 ASMARTAFHIRO TFANT ZEAL
T#E L. HealthLake F—RXAKNF CEEICFHIRRESTUY I ARNTER AEICODVWTHBALE

bsiMART'CT RERHL, HS5T7T—X%1)IITAKNL T HealthLake 176
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1. 954 T N7 )45—<3 > A Well-Known Uniform Resource Identifier (CGET!) 7 T A N %&4T
o)

SMART BB UOZA T NTF 7 r—2 32k, HealthLake F—R AR T ORAILY RAKRA >V~
ZRERTBDGETVIIANEZTOXEN HVYET, <hild. Well-Known Uniform Resource Identifier
(UR) U TARNEALTIDRET, MOV T, FHIR TEIZ% > TV HealthLake 5 —
2 A KT @ Discovery Document SMARTT ZH89 2, ZSBL TS EE L,

2. FORAEAROD-7TDOUIIAN

DSATRNT7)T—=23a ) @FRBaY—N—0ORBA IV RRA4A NEFEAL T, I—% =20
TJATEDEDICLET, cOTORARFRI—H—%2RALEST, A OA—TF. 9547k
T7Vr5—23a> K7 O12ATES HealthLake T—RXARKRFAHADFHIRD Y —AZEZT DD
CEAThET, AO—7OEROFMCOVTE., T, Z2BLTIKEETVWTHR—rEND
SMARTFHIROAuth A 1—7° HealthLake.

B.TFIVEARN=D>

A—H—NRRAENEDOT, VAT RNT 75— 3 ERBAY—N—DSIWTT7 IR N—
DOZHWMYVEST, CON—=D2&, 94T RNT 75— 32 HNFHIRRESTU O T A NZIE
95 EICRMENET HealthLake, Lambda B¥ZFEAL T ZIWTFI— R T B HEOFMAIC
2UVTER, ") Z8RBLTKETVN—T U BRIEDETT,

4. FHIR H% 7% HealthLake —X A N 7SMARTT ZFHIRRESTU VI AKNT S

T, 9TZATRNTTIT—=2 32 BRBAY—N—CL > TREE DT IO AN -T2 FEA
L T. HealthLake F—RARNFT I RKRA 2V NIFHIRRESTUVIARZEFTEDLSICRYE
LZoe FHIRREST UJTIARDHIZOWVWTE, "1 Z2ZRL T IEE VWSMART E#7%& HealthLake
T—RANT TOFHIRRESTAPIU VT A M DE1T,

5 WT 7UVtEAN—D> OELE

FHIRREST VI ARNTEEENET VAN =Y 2T SICIE. Lambda B ZEFEHRAL £
To N—=D2OFMPMEERITTE D Lambda BB ZEERTHHEICOVTE., 1 #83RBLTL
72 & LWAWS Lambda B8 D /ERK o

T7Ur—3av K %MART‘C-‘-?—Q’EEEU L. #57—8%J)JITAKML T HealthLake 177
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NDIYV—ARAT7OBARSHBELE (NLP) ICED<K HEFHIR
DocumentReference 'J YV —AXE KO EFH AWS HealthLake

(@ Note

2023 £ 2 A 20 BABE, HealthLake F—RA KT R T7 2 ) N TRFESEASELE

(NLP) 2L FEtHA, T—RARNTTOMEZEMNICITZIHEEARK, NZTIL>1—FT4
VY DE HealthLakefi& T N L BEASBLEBEREZEVNICIDICEESThRELVTT

A0 T EBBLTLEEL,

Amazon Comprehend Medical D& ZBMICL TWBHENLP, DocumentReference!)
V—RAZERFELRGEHIRE, AWSTHO U RTRENRELEF T, FMAICOVTE,
T HAWS HealthLake & #5BL T EE V),

Amazon Comprehend Medical l&. Z7ZFN> 74V 9 (AVINA) TEIATEELA, 7

STINDT 499 (LAVINA) )= 32 THERE Lz HealthLake — X AR T Ik, e

N-BASRELE () ZYR—BMLTOLWEEANLP,

HealthLake l&. DocumentReference)V—ARXA FICRFEENTVWBRF—XDFEENLT—
5038 (2 Amazon Comprehend Medical ZfEA L T, MEE N -BEASHELE (NLP) ZB &
WICIRMLET, chEITSICIEK,. & Amazon Comprehend Medical @ DetectEntities-

V2, InferICD10-CM, B &KV InferRxNormAPIAARL — 3> % HealthLake RO L &

T ERIF. HRMEBEE L TDhocumentReference )V —AICEBMICEME ET, Amazon
Comprehend Medical APIZFRL —> 3> H SIGN, SYMPTOM, B8& VU TH2 e HETS
EDIAGNOSIS. Linkage DV —RARAT7HFEBHNICERENET. HFLULLVRGEBLVCHRADY—R
(&, SIGN, . SYMPTOMEZId OBMHTHEHIET D LT 17 1 » SERE NDIAGNOSIS, D)
OVV—AZFEALTY—ARFIXNIVIENET,

BAENE CE>TERENEYY—ADEANLP. GETUSTARNEFTSCENTEETH. =
NSOHLWIY—ZAOBRRRYR—RERTLER A,

HealthLake& Athena DHEEZFERAL TN S OHREEEZRET D HEOFEMIC DV T, T, #
SRLTLEETVEMFEAL T HealthLake F—XARN7&Z 2T )33 SQL,

BIR
« Amazon Comprehend Medical & D#& 5 % HealthLake
« FHIRRESTAPI AXRL—2 32 L D#HEE
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« Amazon Comprehend Medical APIAAR L —< 3> & (iS5 5 7ED 6| HealthLake
« RRNTAXA—2

Amazon Comprehend Medical & D #E& J5 7% HealthLake

HealthLake [&. Amazon Comprehend Medical Z £ L TDocumentReferencel) YV —AX

AT TROD21T7F—XEH#BL FT, Amazon Comprehend Medical APIAXRL —2 3>
DetectEntities-V2, InferICD10-CM, FHIRZ4%MHE L TinferRxNotmEHLET, AR
L—>3>ZEllBBR2M YA RFBOSNET,

[

Y AR— b

Amazon Comprehend Medical APIO ARL —> 3> Tld, BEOTFANTERI T/
FAOXABREETNET,

A

« DetectEntities-V2: BIRTF*F AN TCE XS ELERI VT4 71 ZREL, IToT174H7
), BT, BEAIDTERE, TholCBIT2HEENEHRZIERLET,

* InferlICD10-CM: 2EL J—RHAOFERZI>TIAT1EELTHREL, ThSOITAT1%,
HRREKEES () ORTE2Z T TVWS CDCOEMFRBHKFTEZZ—D ICD-10-CM FL Y IR—2Z
DIERLE N IZBESRBFICU > I LERITWHO,

« InferRxNorm: | Z BEFLRICVARNENTVWA I T4 T1EELTHREL, BIEZRERD
5 RxNorm F—ZR—ARNO ERLENLBSEBIFICVILET,

BZBAPIARL =23 THR—RFEThTVS4%E. SIGN, SYMPTOM, & T TIDIAGNOSIS, 4

MAFREHEND &, HealthLake T—RX AR TRDE REXZIFATIC FHIREH OHLRBEE L TE
mEhxg,

HLARBEA B INE N B 5P,

« DocumentReference: Amazon Comprehend Medical APIZAARL —2 3> O#ERIE,
DocumentReference )Y —A XA 7HDE RF 1 X hextensionlc ELTEMENET,
IREEEDHERIE 2 20T I —TICpElehET, chskk, ICETVTHERTHERTESR
JURL,

* http://healthlake.amazonaws.com/system-generated-resources/
c B, ICK>TERFLRFEMENLZ)Y —RARXA 7T HealthLake,
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 http://healthlake.amazonaws.com/aws-cm/

« Amazon Comprehend Medical APIZARL —< 3> ® raw {1 HealthLake F—X AN T I
EBinE h3IFE,

e Linkage: COUY—RARA T, FEaEchli ORRELTEMTRLEFERENEINLP, FE
DIZHTBDGETUIVIANE, DroEniz )V —AD) AMLinkageZiB L £F, Linkage A"
IC&2>TEMENELESH R T D (CIE HealthLake, BMME ni="tag": [{"display":
"SYSTEM_GENERATED"}]F¥— & EORT ZHL £, Linkage DFHIRTEE D FFMIC DLV TR,
FHIRRFIXKNAVFTYIAD ")V —AZ A7 Linkages Z5BL T EE L\,

« FHIR Amazon Comprehend Medical APIZRL —2 3> OFERELTERENE VY —RARA
7
« Observation: A" SIGNE fzl& M\ S, Amazon Comprehend Medical operationsAPI
DetectEntities-V2 & InferlICD10-CM DR A B INIE NE FSYMPTOM,

« Condition: A" ®FE. Amazon Comprehend Medical APIZF AR L —3 3 2 DetectEntities-
V2 & InferICD10-CM DO#&ERAEME NhE IFDIAGNOSIS,

« MedicationStatement: Amazon Comprehend Medical APIZARL —2 3> OfFER
InferRxNorm A EME hEL 1=,

FHIR REST APl AR L —> 3> &EDkE

77 # )L N T, Amazon Comprehend Medical APIZARL —> 3 ICk > TREE -5
k. GETUOJIARDRITRKICEREhEHE A,

CNESDIY—AZATOBEENLPARL =23 OERERTTDICE., BBHO 2IEETHIHE
FHYEITID,

* Linkage

* Observation

* Condition

* MedicationStatement

DocumentReference )Y — AR A T7UADKEENLPARL =2 a2V 0FERIE., BEENE 2
Amazon Comprehend Medical APIZRL —2 3V OBERFEFATVWBR ZENIDDA 2TV
BGETUOITIANTOIKRFERATEET,

FHIR REST APl AR L—> 3> & DOFKEE 180
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Amazon Comprehend Medical APIARL —> 3> % ICHKRET B HEDHI
HealthLake

f5l 1: HealthLake *— X AN T ICEVY AT N E-EEL I—R

BEOEEEMAREOEHSVICEI<S<BREZROHZRICRLET,

A BRT—2
COBDTFARNIERIAYTYTHY ., BAORERH () EFEFNTLEREAPHL

1991-08-31

# Chief Complaint

- Headache

- Sinus Pain

- Nasal Congestion

- Sore Throat

- Pain with Bright Lights
- Nasal Discharge

- Cough

# History of Present Illness
Jerdénimo599
is a 4 month-old non-hispanic white male.
# Social History
Patient has never smoked.
Patient comes from a middle socioeconomic background.

Patient currently has Aetna.

# Allergies
No Known Allergies.

# Medications
No Active Medications.
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# Assessment and Plan

Patient is presenting with bee venom (substance), mold (organism), house dust

mite (organism), animal dander (substance), grass pollen (substance), tree pollen
(substance), lisinopril, sulfamethoxazole / trimethoprim, fish (substance).

## Plan

The patient was prescribed the following medications:
- astemizole 10 mg oral tablet

- nda020800 0.3 ml epinephrine 1 mg/ml auto-injector
The patient was placed on a careplan:

- self-care interventions (procedure)

CD1EMIE. DocumentReference ')V —AT basebd XX TI1—RENET, CORFIXY
NA (CHLVY) JAE N HealthLake . Amazon Comprehend Medical APIZARL —2 3 N7 &,
HRERRTDICIE. DocumentReference VY —ARA 7D GETUIVIARNDYSHBTEET,

GET https://https://healthlake.your-region.amazonaws.com/datastore/your-datastore-id/
r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference

Amazon Comprehend Medical APIAZRL —2 3 A KL 125, L Fextensionlc U o&Eh TV
DATIhSOF—EEBORTZIRLET, "url": "http://healthlake.amazonaws.com/

aws-cm/"

"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "SUCCESS"

iy
{

"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "The Amazon HealthlLake integrated medical NLP operation was

successful."

}

RDETE, VDI—AZATICETVWT, BIYIAE N =EERLRED HealthLake F—R AR TICED
KOICHEST DL ERLTVET,

DocumentReference

B —@DocumentReference VY —ARA T ORBREXRTTDICE. HEDOYY—RidD #1E
EENhTWD ZGETU VI ARLET,
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GET https://https://healthlake.your-region.amazonaws.com/datastore/your-datastore-
id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/0e938f03-da7f-4178-acd8-
eead9586¢c46ed

BINTDE, 200HTTPL AR AOQ— RERDISONL AR A (BAWR T TR =HICHV)
BTSnTLRI)ANRENET,

UTFICEFDhttp://healthlake.amazonaws.com/system-generated-resources/&8%
ZRULET, LW Linkage/e366d291-2c22-4c19-866e-09603937935a NBINE N iz
CEEBEBTEET, F£/o, HealthLake N ERR—ADKREFERZHFED ObservationB &
U'ConditionV VY —ARA 7 IZEBML EBFRERRTEET,

ChESDOVY—AZATHEDRSICBEE L ZRERTZICE. BETH 2T 2BRLE
ED

"extension": [
{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
1,
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd@-d@2d7da@9@c5"
}
1,
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "Condition/0854el1f3-894d-448e-a8d9-3af5b990@2baf"
}
}
1,
"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}
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Linkage

B—@Linkage DV —ARATOHRZXRTTBICEK., BEDOVY—RIDD NMEEEE TV
ZGETUOIARNLZFET,

GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4sedbdc68cf2dfd/r4/
Linkage/e366d29f-2c22-4c19-866e-09603937935a

I3 E, 200HTTPL AR AT—RE, ROYWYEBTSNIZJSONL AR AHRENE
ED

LARVAICE itemBREAEENTVET, F—ELEORTIE. OEEICFEAEN, "type":
"alternate"¥—Condition& EMAR T DT IZ0bservations ) ARENTVIHE
MDocumentReferenceL > MU "type": "source"ZRULET,

T, metaBEFRE "tag": [{"display": "SYSTEM_GENERATED"}]. Chs5 MY —AHN
ICR>2>TERENEZEZTTRMNTEF—EEORT £RIRE NET HealthLake,

"resourceType": "Linkage",
"id": "e366d29f-2c22-4c19-866e-09603937935a",
"active": true,
"item":
[
{
"type": "alternate",
"resource": {
"reference": "Observation/c6e@a3ff-7al7-4d8b-bfd0-d02d7da®@90c5",
"type": "Observation"
}
},
{
"type": "alternate",
"resource": {
"reference": "Condition/9d5clef6-f822-4faf-b55f-7c70f2a4aa8d",
"type": "Condition"
}
.
{
"type": "source",
"resource": {
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"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed",
"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-21T19:38:31.3272",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
}

Resource type: Observation

B —@Observation DY —RAZA T DFERERTTDICE. BENDIUY—AIDND HFEEENT
WBGETUVIARNEERITLET,

GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
Observation/e366d29f-2c22-4c19-866e-09603937935a

Amazon Comprehend Medical APIZRL —> 3 > OfEREcode, . meta. DBERICEEET L
FImodifierExtension,

code

X4 T HDEHECodeableConcept, FHMICDOVWTIE, FHIRRFIXKNAVFTY D
ACodeableConcept® ", ZZBL T EEV,

HealthLake [, XD 3 DOF—EEORTZEBMLET,

« "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/": CC
T. F4HED Amazon Comprehend Medical APIAZARL —2 3 URLEBLET, <NDif
4. InferlCD10CM,

« "code": "A52.06": ZZ T, A52.06lk. Centers for Cypress Control 3L v IX—AIC
HdW=Zz#B95 ICD-10-CM J— R T,

« "display": "Other syphilitic heart involvement": 2T, "Other
syphilitic heart involvement"lEZ> ~hOZ—A® ICD-10-CM d— ROKVEHHAT
Jo
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RDEYP)ETESNISONL ARV AL, codeBERXDANBENE T,

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "A52.06",

"display": "Other syphilitic heart involvement"
}

1,

"text": "Other syphilitic heart involvement"

}

)Y TSN ICD-10-CM O—RAELVWEVSEFINOECEEEZEHEITDICIE.
modifierExtensionEEZ%ZFEAL £,

meta

meta EXIZIE. Amazon Comprehend Medical APIAARL —> 3 2 IC &k 2> TEBME h -5l
NcodeBRICBEFNTVRIDESHERIART—ENEENTVET,

RDEYP)ETESNISONL ARV AL, metaBZBRDOANBENET,

"meta": {
"lastUpdated": "2022-10-21T19:38:30.879Z",
"tag": [{
"display": "SYSTEM_GENERATED"
}]
}

modifierExtension

modifierExtension BERIC(E, codeBEXZTROA2ELEWHTSNEIO—ROGEEEICET
BEMIEENTVET, £, HROLERKIC DocumentReference AT Ni=TD & K BEE
95 Linkage JY—RZATAND) V% REBTIF—EEORTEHYET,

EBiEhdcodingBEEI L IZ, entity-score& A" entity-Concept-ScorelllBiiE

F 9 modifierExtension, F—EEOARTNEEWC, AATHFRRENET, DFSentity-
score, —®M A7 I& Amazon Comprehend Medical "BRHDBEICKHL TEHE-L>TVBEEET
T, DiFHentity-Concept-Score, cMDAATIE. I>7T 474 A ERIC ICD-10-CM L=
LU TWVWBDE WS Amazon Comprehend Medical DISEETY,

Amazon Comprehend Medical APIARL —2 3> % ([ZEET 2 5EDHI HealthLake 186



AWS HealthLake MERENAR

KO BTENZISONL AR AIZIE, modifierExtensionEEZND AN EENET,

"modifierExtension": [{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl1l@-entity-
score",
"valueDecimal": 0.45005733
},

{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©.1111792
.
{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"

}

.

{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"

}
}
]
7JLIJSONL ARV A
{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
.
"resourceType": "Observation",
"status": "unknown",
"code": {
"coding": [{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "A52.06",
"display": "Other syphilitic heart involvement"
1,
"text": "Other syphilitic heart involvement"
.
"meta": {
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"lastUpdated": "2022-10-21T19:38:30.8792",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
},
"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.45005733
.
{

"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©.1111792

},
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
},
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
"id": "7e88c7c5-21a5-4dd7-8fc2-a02474fba583"
}
Condition

E—0Condition )V —ARA T DHERERRIDICE. BEDVY—RIDD AEEEE LTV
% ZGETUOJIABNLZET,

GET https://https://healthlake.your-region.amazonaws.com/datastore/your-
datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/Condition/b06d343d-
ddb8-4f36-82cb-853fcd434dfd

Amazon Comprehend Medical APIZRL —> 3 > OfEREcode, . meta. DFERICEEET L
FImodifierExtension,
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code

24 7 DEHECodeableConcept, FMIZ DOV T, FHIRRFIXINAOFYV D
ACodeableConcept® "), Z28BL T EEV,

HealthLake &, XD 3 DOF—EEORTEEMULET,

"nm. — =—

« "system": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/": CC
T. X4 E®D Amazon Comprehend Medical APIAZARL —3 3 URLZ]LET., C D5
& InferiCD10CM,

« "code": "I70.0": ZCT. A52.06lk. Centers for Cypress Control DL Y IX—AICH
58=Z#EA TS ICD-10-CM I—RTT,

« "display": "Atherosclerosis of aorta": ZZT. "Other syphilitic heart
involvement"l&#> MOZ—® ICD-10-CM J— ROKRWVEHE T,

RDEYP)ETESNZISONL ARV AL, codeBERXDANBENE T,

"code": {
"coding":
[
{

"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "I70.0",

"display": "Atherosclerosis of aorta"
}

1,

"text": "Atherosclerosis of aorta"

}

2 YH TSN ICD-10-CM O—RAELVEVWSEFILOEEEEZEHET S ICIE,
modifierExtensionEEZ%ZFEAL £,

meta

meta EXIZIE. Amazon Comprehend Medical APIAARL —> 3 2 IC & 2 TEBME h =50
NcodeBEICBEFNTVRILESHERIART—EANEENTVET,

RDEP)ETESNIISONL ARV AL, metaBZROANEENET,

"meta": {
"lastUpdated": "2022-10-21T19:38:30.8772",
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Iltagll: [{
"display": "SYSTEM_GENERATED"
1]
}
modifierExtension

modifierExtension ERIC(F, codeBERXTROA2ELEVWHTSNEO—ROGEEICET
BN EETNTVET, £, FROLERKIC DocumentReference fEAE M-t D & &K BEE
9% Linkage VY —RARXATAND) VIV ERBITEIF—EEORTEHNET,

EBiMEhdcodingBEEZ &I, entity-score& A" entity-Concept-ScorelliBil&E h

F 9 modifierExtensione F—EBOARTNEZ EWC, AATHFRRENET, DFSentity-
score, <M A7 IE Amazon Comprehend Medical Y BRHEDBEICHL THEL>TVBREEET
T, DiFHentity-Concept-Score, cMDAATIE. I>7T 474 HNEFRIC ICD-10-CM 8=
> o&EnTWSE LS Amazon Comprehend Medical DS 8EE T,

ROEPV)EBTENEISONL AR AIZIE, modifierExtensionBEEDANEENE T,

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
.
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": ©.8458298
1,
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
1,
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
]
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7JLISONL AR A

{
"subject": {
"reference": "Patient/0679b7b7-937d-488a-b48d-6315b8e7003b"
},
"resourceType": "Condition",
"code": {
"coding": [{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-icdl10/",
"code": "I70.0",
"display": "Atherosclerosis of aorta"
1,
"text": "Atherosclerosis of aorta"
I
"meta": {
"lastUpdated": "2022-10-21T19:38:30.877Z",
"tag": [{
"display": "SYSTEM_GENERATED"
]
I

"modifierExtension": [{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
score",
"valueDecimal": 0.94417894
},
{
"url": "http://healthlake.amazonaws.com/aws-cm/infer-icd10/aws-cm-icdl@-entity-
Concept-Score",
"valueDecimal": 0.8458298
I
{
"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/e366d29f-2c22-4c19-866e-09603937935a"
}
I
{
"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/0e938f03-da7f-4178-acd8-eea9586c46ed"
}
}
1,
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"id": "b@6d343d-ddb8-4f36-82cb-853fcd434dfd"
}

5] 2: MedicationStatement ') ¥ — A X 1 7'DocumentReferenceZ &

BEOEERFMREOHELWVWICEI<KBREZOHFZRICRLET,

A EHRT—Z
COPIOTEANFIERIAVTOVYTHY), BAORERRK () FEFNTVWEEAPHI

Tom is not prescribed Advil

RORTE, VDY—ARATICEIVWT, BV IAEh=EEILEN HealthLake F—RZARNTICED
EOICHEETIhDILERLTVET,

DocumentReference

B —0DocumentReference) VY —ARA 7 DERERTITBICF. HED) Y —AIDO A
EENhTWD ZGETUVITARLERT,

GET https://https://healthlake.your-region.amazonaws.com/datastore/your-datastore-
id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/DocumentReference/c549125d-a218-421f-
b8bf-23614c5e796¢

K3 E, 200HTTPL AR AT— RERDYIWETS NIZJSONL AR AHBRENET,

F—EEOART [F"url": "http://healthlake.amazonaws.com/system-generated-
resources/", COHFNJY—ARA FTextensionH Amazon Comprehend Medical API
ARL—=23VICE>TEMENLECEZRLET, HiLWinkage DV —A R4 T L EH
MDMedicationStatement VY —RAEZRRTEET,

"extension": [{
"extension": [{
"url": "http://healthlake.amazonaws.com/linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"
}
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RREHA R

},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/cbf6afl1@-b0b9-451c-bdde-99611e3498a8"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/9a89b@d3-6681-45ca-9926-27951edce5c7"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/4a@l1f6c8-5f3a-4122-80ab-405312f96aa2"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c@-d6fe3c@1656b"
}
},
{
"url": "http://healthlake.amazonaws.com/nlp-entity",
"valueReference": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d0ab@27f5e0b"
}
}
1,
"url": "http://healthlake.amazonaws.com/system-generated-resources/"

}

Linkage

B—@Linkage DV —ARATOHRZXRTTBICE., BEDOVY—RIDD NMEEEE TV

ZGETU VI ARNLZET,

GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4sedbdc68cf2dfd/r4/
Linkage/394bb244-177b-4409-8657-26b20ed56dd7
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I3 E, 200HTTPL AR AO— RERDISONL AR AN BENEKT,

LARAIZKE itemBRANAEENET, F—EEOARTIF. MedicationStatement!) VY —2A
AT OEBIZFEAE NDHEENDDocumentReference L K "type": "source"ZR L&
9,

£, metaEFEzE&"tag": [{"display": "SYSTEM_GENERATED"}]. chs5DOUY—AN
ICE 2 THERENECEZRTHNOTEDF—EEORT EHFRETE £ HealthLake,

"resourceType": "Linkage",
"id": "394bb244-177b-4409-8657-26b20ed56dd7",
"active": true,
"item": [{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/cbf6afl1@-b@b9-451c-bdde-99611e3498a8",
"type": "MedicationStatement"
}
.
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7",
"type": "MedicationStatement"
}
},
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/4a@l1f6c8-5f3a-4122-80ab-405312f96aa2",
"type": "MedicationStatement"
}
.
{
"type": "alternate",
"resource": {
"reference": "MedicationStatement/fbfb77d8-70cf-4579-b4c@-d6fe3c@1656b",
"type": "MedicationStatement"
}
},
{

"type": "alternate",
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"resource": {
"reference": "MedicationStatement/1340c9ce-9c48-4bf9-9b2f-d0ab027f5e0b",
"type": "MedicationStatement"
}
},
{
"type": "source",
"resource": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c",
"type": "DocumentReference"
}
}
1,
"meta": {
"lastUpdated": "2022-10-24T20:05:03.5012",
"tag": [{
"display": "SYSTEM_GENERATED"
1]
}
}

MedicationStatement

B —(@MedicationStatement YV —AZXA T DEREZXRRTDICIE. BED)Y—AIDD H
EBEENhTWD Z#GETUYIANLET,

GET https://https://healthlake.your-region.amazonaws.com/
datastore/your-datastore-id/r4/eeb8005725ae22b35b4edbdc68cf2dfd/r4/
MedicationStatement/9a89b0d3-6681-45ca-9926-27951edce5c7

MedicationStatement ') Y — A& 1 7’l&. Amazon Comprehend Medical InferRxNorm API
RL=2IVOBRAIROASIZBATT .. HRIE. . medicationCodeableConcept,
metaDBERICHIEETNhEImodifierExtension,

medicationCodeableConcept

24 7 DEHECodeableConcept, FMIZ DOV T, FHIRRFIXINAUFYV D
ACodeableConcept® ", ZZBL T EE L\,

HealthLake &, XD 3 DOF—EEORTEEMLET,
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« "system": ""http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/: C C
T. F4¥ED Amazon Comprehend Medical APIAXRL —< 3 URLEZELET., CDEFES.
InferRxNorm,

« "code": "731533": 2T, 731533k Rx £ EFEN B RxNorm #i:= ID T3 CUI,

« "display": "ibuprofen 200 MG Oral Capsule [Advil]":ibuprofen 200 MG
Oral Capsule [Advil]lk RxNorm #t2NDFHHE T,

RDYPYBETESNEISONL AR AZ &, MedicationStatementEEZNDHHFEENET,

"medicationCodeableConcept": {
"coding": [
{
"system": "http://healthlake.amazonaws.com/aws-cm/infer-rxnorm/",
"code": "731533",
"display": "ibuprofen 200 MG Oral Capsule [Advil]"
}
]
}

meta

meta EXEIZIX. Amazon Comprehend Medical APIAARL —> 3 2 IC & 2> TEBME h -5l
NcodeBEICBEFNTVRLESHERIART—ENEENTVET,

RDFPIEBETENEISONL AR AIZIE, metaBEDHNEENET,

"meta": {
"lastUpdated": "2022-10-24T20:05:02.800Z",
"tag": [
{
"display": "SYSTEM_GENERATED"
}
]
}
modifierExtension

modifierExtension BEEICIE. #HR DL IC DocumentReference EAE =T & KV BEE
9% Linkage JY—RARATAND) 2V ERBEITEIF—ELEORTHFEENTVET,

Amazon Comprehend Medical APIARL —2 3> % ([ZEET 2 5EDHI HealthLake 196



AWS HealthLake MEEHAR

"modifierExtension": [

{

"url": "http://healthlake.amazonaws.com/system-generated-linkage",
"valueReference": {
"reference": "Linkage/394bb244-177b-4409-8657-26b20ed56dd7"

}

.

{

"url": "http://healthlake.amazonaws.com/source-document-reference",
"valueReference": {
"reference": "DocumentReference/c549125d-a218-421f-b8bf-23614c5e796c"
}
}
]

BRBENTAX—2

RORIZ, MEER ORETEZEMEZRL EINLP,

BENTAXA—Z
BENTA—2Z D—HZEBRRLET,
detectEntites-L>F 4714 HF3 V) AWS CM #:5R#EAE R ) DetectEntities H 7 iR #AE
NOI>T4T4hF3Y
detectEntites T T 4 T 1 TF AN AWS CM #L5R#EBER O DetectEntities 1 7 iR AE
AOI>TAT14TFAN
detectEntites-T> T 1T 1 X247 AWS CM #i:5R#EBE KR ) DetectEntities H 7 R AE
NOITATARAT
detectEntities-L>F 1 74 AT AWS CM #L5R#EABEN O DetectEntities 7 iR AE
ADI>TFA4T4AAT
infer-icd10cm-entity-text ICD1CM FL5R#EBEA O InferOCM H 7 HLRERER O T
OTATATFABN AWS
infer-icd10cm-entity-score ICD1CM FL5R#EEBEA D InferOCM H 7 HLRERER O T

T AT AA7 AWS

BENTXA—2R 197
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RREHA R

BRRENTA—Z

infer-icd10cm-entity-concept-code

infer-icd10cm-entity-concept-description

infer-icd10cm-entity-concept-score

infer-rxnorm-entity-score

infer-rxnorm-entity-text

infer-rxnorm-entity-concept_1— R

infer-rxnorm-entity-concept- &t 83

infer-rxnorm-entity-concept A 17

D—HERRLET,

CM HEERHEAEAR @ InferlCD10CM H 7 HLER#BERN O T
T4 T4 20— R AWS

CM #L3R#EEER O InferlCD10CM H 7 HLiR#MAEN O T
VT AT A2 DA AWS

CM ILERH#EER O InferlCD10CM H 7 HLR#EEERN O T
UFATAEAIT AWS

AWS CM #L3R¥EBER O InferRxNorm 4 7 LR RE N
NDIVTFAT14AAT

AWS CM #L3R¥EBER O InferRxNorm 7 HL iR AL
NDIVTFATATFEAR

AWS CM HLeR¥EBER O InferRxNorm H 7 HisR#EER
NDIVFA4TF4lE5I—R

AWS CM HLeR¥EBER O InferRxNorm H 7 3L sE#eaE
NDIVT1AT 1S DA

AWS CM ¥L5RHEAEAR @ InferRxNorm H 7 LR EER
NDIVTATAMEAIT

EntityText & ARAUI>FT 471 O—EEntityCategory THAKHIC—HTHIRSIC, 5
A’z % HealthLake ZRHELET, ROKEE, THR—RENTLVIHABRENTAXA—FZRL

TWE 9 HealthLake,
BRENTA—A
BENTAXA—A

detectEntities-entity-text-category

BREhi—H

DetectEntities H 7 #L3R#EBE(C. entityText & D@
C—BIRIT1T14HN2BLEE1D2HDEE
entityCategory.

BRENTZX—%
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BRRENTA—Z

detectEntities-entity-type-score

detectEntities-entity-text-score

detectEntities-entity-text-type

detectEntities-entity-category-score

infer-icd10cm-entity-text-concept-code

infer-icd10cm-entity-text-concept-score

infer-icd10cm-entity-concept-description-
concept-score

infer-rxnorm-entity-text-#f 21— R

BEhi-—%

DetectEntities ¥ 7 #L5RBEEEIC, entityType & DA
C—HITBDI T ATANDBELLEE1O2HD5E
entityScore,

DetectEntities ¥ 7 #L5RBEBEIC, entityText & DA
C—BTR2ITFATANDBLEE1 DHDEE
entityScore,

DetectEntities t 7 #L5R#EEEIC, entityText & OEA
IC—BTRITATANPBELLEEL1D2HBDEE
entityType.

entityCategory & DA IC—HITBD I T4 T4 K
P &E 1 2B BFEentityScore,

InferiCD10CM H 7Hi3RIC IC— T DI T 1T 4
FHB<EE 1 D2HY) entityText, TOIL T4

T 1 conceptCode " I—RIC—KITB I T4 T4
FOoBE<EE12HD5HE,

InferiCD10CM * 7HLaR#EEIC, (C—BHTBD I
TATANDELLEE 1 DHY) entityText, TDTI
>T 417 4 conceptScore Y AATIC—HITBH I
TATANDELEE 1 D2HBIHE,

InferlCD10CM H 7HRD I > T4 T4 NIC, BE=
DFHPE IC—HIBIMENDELLEE1D2HBDEHE
conceptScore,

InferRxNorm H 7#L5RIC IC—BT2DI>T1 T4
A1 2BEHY) entityText, TOILF AT 4
conceptCode A" 1— RIC—BHTHDI T AT 1H 1
2LUEHBFEE,

BRENTZX—%
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BRRENTA—Z

infer-rxnorm-entity-text-concept-score

infer-rxnorm-entity-concept-description-
concept-score

BEhi-—%

InferRxNorm 4 7 ILsRMeElC., (C—HITBD I T4
TANDBELEE 1 DBV entityText ., TOIL>

T 41 T 4 conceptScore Y AATIC—HITBDIT 1
TANDBLEE 1 2HBDBE,

InferRxNorm H 7 LR MeEN T > 74 T 1 NIC,
SOBAE T—HTBIBENDEBLLEEL12H5
& conceptScore,

BRENTZX—%
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Ot 11)5F 14 AWS HealthLake

TOUVZOREFIVFTANRZREXAEFEANS T, AWSOBEEKIEF., EF1VT1Z2KREERT
HEBOERFERBLETELOICBREENETF—REVEZ—ERIRYNDT—IOT—FFIOFvHAESXUY N
ZBE5sNET,

EFIVTAE, AWS EHERDOBTOERRABTI. EEREETILTRE, ChZel TV R0t
FAVTABRPIVZTRAOEFI YT A EHALTLET,

c DZTROEFIVT A AWS &, AWS VT T RTAWS H—ERZRITIBDA T ZARNTY
FreREIDEEZEVET., AWS . TR, Z2CEATESDI Y —EAELRHLTLE
o AWS VT ZATFVAZATZ LAV T ZATATAIZLO-REL T, Y—RN—
TA—OEEEFIEHNCEFIVT A OB ZT AN IORE, FERAECIZITZA4T
DAT7OTZ LAOFEMIZDWVWTIE HealthLake, "V 75472 A7 OU 5 LAAWSIC & 2 K RE
RO —EROAVTZATATOTZ L1 Z5RLTSEEL,

c DZTRAGEFIVT A —BEEOERR. FHITS AWSH—ERAILL2TREWEXT, &
Iz, BFRR., T-ROHREME, 2HOEH, BAShZEEPRFZLE, TOMOERICOVWT
EEEZAEVET,

CORFIXVNZ, ZHEAITIBICEEREETINEERAIZLHEZERBIDDICKRIEE
¥ HealthLakeo ATOREY I TR, EF1VFTA BRIV T AT AOBNZERT S
HealthLake &S ZFRET D HEICODVWTHHALE T, £, HealthLake VY —ADEZXR >
TRREICRIU MO AWSH—ERADFERAEICODVWTEHRALET,

REY D

« TOT—ZRE AWS HealthLake

+ for RESTT D51t AWS HealthLake

s QEEF OISt AWS HealthLake

» () Identity and Access Management AWS HealthLake

« AWS CloudTrailZ £ L = AWS HealthLake APIJ—)L @O O J 528

« OOV T Z AT > AKEE AWS HealthLake

- OMPEZM AWS HealthLake

* AWS HealthLake DA 7 ZARNZIOF Yy EFI1UT 4

« AWS HealthLake TOEF IVT A1 ORARNTZIOT 1R
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TOT— 2R AWS HealthLake

EFAWS HEETFI., TOF—XREICEAENET AWS HealthLake, CDEFILTHEET T
WBELSIC, AWSEINXNTD 2RTIBDTO—NINAVTFARNZOF v 2 REIDEENHY)
FTAWS VTTR, BEKREF. COAMVTTARNZIFYTRARENTVWR AT UOVICHTS
EREHMEBIA2EEN BYET, £, FHATS "TAWSOHY—ERX , OEF1 VT RELERE
RAVEI—Y—OEREBYET, T—R2TFAN—OFMIOVWTRK, "F—E2T 54\ —
FAQ) Z22BLTLKEETV, BMICH T2 TF—XERBOFHMCOVWTRE., AWS X2 U770
MO AWS EEHEETIEGDPRFATREESHBL T EEL,

T—RREOBWT, FEALEHRZHREL AWS THU K, AWS IAM Identity Center & 1z l& AWS
Identity and Access Management () ZFEAL TEX O 1—H—ZRETDEEZHHOLETIAM,
COFZEICLEY, ThEADD I TEZRTIDLEHICHAEBEROAN G I —ICHEEhET,
Flh, ROFETT—RZRBEIDEELHEDHLET:

« BT NI NTHERGE (MFA) ZERALE T,
« SSLITLS ZHEALTAWS DY —REBELET, 1TLS2AHAMUET, 1.3TLS ZHEOHL ET,

« APl E1—H—TFOF4ETFOOJRERZLEY N7 Y7 LET AWS CloudTrail, CloudTrail i
HEaFEALTAWS 7O9TFAETAZF Y TFY¥IBHEICOVTIE., " AWS CloudTrail 1—
H—FHA Ry O CloudTrail "SEHFDOEH ) 2SBLTLSEETL,

« AWS BBtV 1—>3>eE, ZOHOIXNTOF7AI)LMOEFIUT4O MO ZEA
LEXT AWS o —E A,

« Amazon Macie BENFERBZBNZ— REF1UF 4 H—ERZFEALET, chsik., Amazon
SBICRBETNTVEIERT—2ORHEREBEEIELET,

c ARVRZAVAVE—TIAARAFILE AWS ZNT LT ICT7 VAT S EEZ FIPS 140-3 BEDE
AOESILEDS 1 — I BEBIFEEFAPI, FIPSTY RRA N EFEALET. FATEEKFIPS
IV RERAY NOFEMIOVTIK, TEFBFRLERE (FIPS) 140-31 2ZRL TEE L,

BEODEX—ITRLABEOBBRBERX LT 1 7RBRIE. 2IX B 71— RBEEDE
HERO 71 —I)LRICBEELAEVCEZE<<BEOHLET, cnld, J>VY—J)L, . HealthLake
Fhld 2FEALT R MBO AWS O —E X 2EETHHBSEREKTITAPI AWS CLI AWS
SDKs, BHICHEAITZIEHKBRERDTFARN 7 A —IILRRATICAILETF—ZRIE, FXeHO7
ICEAENZEEN HYET, URL ZABH—N—ICBEITZIESE., TOH—/N—ANDUJIITR
NZRIIURLT 2 -0 ICEREIEHRE LSO BV L EBS<BBHLET,
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for REST T O RE St AWS HealthLake

HealthLake l&., B —E AFFE O AWS Key Management Service (AWS KMS) ¥—%Z B L T, &
EPOEEORET — X Z2REIDLOOBESLET7AILNTRHELET, HARIY—TX—D
RKMSF—&£HR—KhEnTHY, F—RARNTHLASODT7AINDAVR—RNELITAR—MD
WHICHETT, DAZN—NZR—2 RKMSF—0OFMIC DLW TR, "Amazon Key Management
Services ZZRLTLKEE LV, BFKE. T—2XANT OEREIZ. AWSFIEKMSF*—F 1=
FEHARIN—NZ—T RKMSF—ZBIRTEEFET, T—FANTOERBICESLREEZEE
TR TEXRRBA, T—RARNTH AWSFIEOKMSF—ZFEAL TVWBEERF. &EXRR
AWS_OWNED_KMS_KEY ch, REROESILICEAEhDIBFENF—RFRREhFH A,

AWS FRrEKMSF—

HealthLake (&, F7 Z) R ThsnF—ZFRAL T, REPOBAZIIETE ST —2ZX Private
Health Information(PHI) *— 2 & £ DHZEHRZ BHWICESILLET, AWSHTE T BHKMSF—
FT7HONIRFEhFEA, CchslE, BROAWST AU NTHERATZHIC FAWSFIES
RVEETBHKMSF—DIAL V23> 0O—ETT, AWSH—ERIF. AWSFIEKMSF—ZFERAL
CTF—RZHREIDENTEET, AWS FiBEKMSF—Z KRR, BB, FALLY., TOFEAZE
BELEYIRLEERFTEFERA, EEL, T—R2E2ESLIZF—2REIDLHOEXEPXTIOTS
LZBELEYZEELLEYIZDHERFHYEFEA,

AWS FREKMSF¥ —Z A3 2568, AEREPEARNESRIBERE KA, . THIV KO
AWSKMSY # —RICENT hEhER A, FHICOVWTR, TAWSFEF—, ZFRLTLKEZ
Lo

NAZN—NZR—2 R KMS F¥—

HealthLake &, 1B, FIE. BB TAXNMAARIN—NYR—2 RKMSF—DFEAZHYR—KL., B
FOAWSFIERSLIC 2 EEORESILLAVY—2Z2EBNLET. COBSHKERI—Y—HFTE(CH
HTEDLEDH, ADEIBRAVERITTERT,

s F—RUI— IAMRRUZ —, T52 N O &R
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« F—HIBROART S 1—)LERE

CloudTrail Z AL T. A" AWS KMS 1—H—I(Z{84 2 T HealthLake ICEETHVIITANEZIEB
HITDEETEET, AWSKMS EMNRIEN BRAEAET, FHICOVWTRK., " HAXRNY—FE
F— ZSRBLTLSEETL,

NAZI—XZ—D RF—ZEKTD

WMAAZI—XZ—I RF—F, AWSYERI X NIV =)L, &2k ZEAL TEKTEET
AWS KMS APls,

AWS T Key Management Service FROAY/N—HA Ky O "SHHEDAZIN—NF—T R¥F—01E
A1 ODFEICHVET,

F—RUS—l, DRARI—IZ—T KE—AOTILAEHBLET, TNTONRARI—TR—
FRF-LZEF, F—ARV—DNM1D2EGHBETT, CORVI—ICR, TOF—Z2FATED 11—

H—CETOFEALLEERETDIAT IR BENRTVET, DARNY—NZR—I RF—%

RITBIBRIC, F—RUVI—ZEEITRDENTEET, FHHAICODVWTE., TAWS Key Management
Service FROY/N—HA R, O "HAEY—XZF—TIRF—AQTIVEAZEETD, 2SRL T
<fEEL,

HealthLake VY —ATHAZN—NZX—I RF¥F—ZFEHTSI(C1F. kms:CreateGrant F—7R1)
D—TARL—IVEFAITRIHENHBYVET, ChiZkY, BEEhEF—ANOT I EAZH
HWIDHARI—XZ—T RKMSF—ICFFAIAEMEh, 1—%—F kms:grant AL —23 >
HealthLake ICAEB T IV AFAZNAEEhET, FHICODVTR., "FFAI0FEA 22RBLTL
e\,

HealthLake VY —ATHARN—NZ—Y RKMSF—%2FEHT3ICIE. F—RUZ—TROAPIF
RL—=232%ZHUTHIHENHYET,

« kms: HFEDHARIY—XZ—T RKMSF—IZJ 52 NCreateGrant ZEBML, 52 NFARL —
2AVANDOT IO AZBFALET,

o kms: F—DREEICHBHREHAAZN—NZ— R¥F—0DiF#lDescribeKey ZIRMLET, ChiE T
NTOARL =23V ICRHETT,

c kms: TXNTDEERAAARL -3V TREDPOVY —RAZBSITBRLEOOT IR
GenerateDataKey Z1=# L £,

« kms:Decrypt I&. BEELENLZVY —AOFZmAEY) TLERRBARL —23IAOT I A ZRM
LET,
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TR, I—Y—""F0OF—THESIt AWS HealthLake T hi=F—XARNT7ZERL TRIETES
EDICTBIRV—AT—MXNOHITT,

"Statement": [
{
"Sid": "Allow access to create data stores and do CRUD/search in AWS
HealthLake",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:HealthLakeFullAccessRole"
},
"Action": [
"kms:DescribeKey",
"kms:CreateGrant",
"kms:GenerateDataKey",
"kms:Decrypt"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "healthlake.amazonaws.com",
"kms:CallerAccount": "111122223333"

NHAZI—NZ—T RKMSF—2Z2 AT D LD ICHERIAMT U AFFHA

HAZRI—ITZ—2 RKMSF—%FEAL TAWSKMS EE{LEZBM_LTF—RXARNT E2ERKT S
BE. ¥F—R1 > —¢& HealthLake T—RX AR T ZER TR 1 —H—F £ EFEO—ILDIAMKR ) —D
MAICKHERTIOECAFANFr HVET,

kms:ViaService condition ¥F—Z AL T, KMSF—0NEA%Z., ZETOVIIANOIKICHIRTE
E 9 HealthLake,

F—RII—OFMICOVWTIE., AWS T Key Management Service RO Y /N\—H 41 R
DIAM "R —nFEs 2ZRBLTEZ W,
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DR NI ZERTBHIAMI—H—, IAMO—)L, FELEAWSTHT> NMIE,
kms:CreateGrant, kms:GenerateDataKey, & &kT' 7 U2 A kms:DescribeKey FF 0] & HE 7%
HealthLake 7 ¥ Z AFFAIN B ETT,

A" TFFH HealthLake Z A9 % 5 7E AWS KMS

HealthLake 2k, NAZI—NZR—I RKMS*F—ZHEATRDLHDFANMBETT, HARXI—X
Z2—2 RKMSF—THRS{tENLEF—RARNTZERTS L. & (ZCreateGrant!) Y TA N ZE(E
LT, I—H—ICf1 > TFFH HealthLake Z4EX L & TAWSKMS, DFFATAWSKMSIE, BEET 7
7> NDKMSF— HealthLake N\DT7 VA ZHFATHLOICFERENET,

A I1—H—IZfK1 2 T HealthLake ERX T2 FF Ak, ERVUSHEL =V, BIELEY LBEVWTLSEE L,
THI> NODAWSKMSF—%FEHA T 27 VA HealthLake Al 2532 2B EL LV FE
IELEYTREE, COF—RICTItAHealthLake L=V, F—RARNTICT Y a&Ehi-#HL
WFHIRDUY —RAZBESILLEY), FTIBICESLEY IR ERFTERLA, OFTEZWMVYBELE
Tk FELIET B & HealthLake, ZER I <ICITTPNE T, PO EAERZERVYIETICIE, #ERZHY)
HIDTREL, T—RANTRHIBRTIMBEN HYET, T—RFANTHHIBREhDE, FI1—
H—(ZH 2> TEHA & HealthLake ELLL E T,

HealthLake OES{LF—OEZX1) T

CloudTrail DAZN—XZX—2 RKMSF—Z2FEATD &I, Z2FAL T " AWSKMS 1—H—
[ZfXP > T HealthLake ICEETBD VIV ITARNZEBHFTEER T, OJ® CloudTrail AF T MU I,
userAgent 7 4 —JL KT healthlake.amazonaws.com Z&k KL, IC&K2TITbhEZUIIANZHRE
[ X Bl L &£ 9 HealthLake,

RDFIE CreateGrant, HARXY—XZR—I RF—ICL>THSENLETF—RIIT I
A HealthLake $2=®HIC IC&K > THVPHENS AWSKMS ARL—>3a>zE_XU2T
DescribeKey 9 % 7z % M GenerateDataKey. . . Decrypt, & & T @ CloudTrail 1 X2 N T,

AR, CreateGrant Z £ L T HealthLake N"EFREOKMSF—ICT I EATEDLSICL,
AEFDKMS*— HealthLake ZFAL TREFTDINTOBET—F 2B TEDLDICTDHE
Z#RLTVET,

I—Y%—F, MEO grant ZERTILEGEHV) T A, &, (C CreateGrant VUV TANEEET
2&T, I—%—ICfH 2 T grant AWS HealthLake Z#ERK L £ FKMS, DFFAT AWS KMS (&,
BETHINDO AWS KMS ¥ — HealthLake NOT7 VA ZHFATHEHICHEAETIhET,

{
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEROLE:Sampleuser@l",
"arn
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",

"arn
"accountId": "111122223333",
"userName": "Sampleuser@l"

iy
"webIdFederationData": {3},
"attributes": {

"creationDate": "2021-06-30T19:33:37Z",

"mfaAuthenticated": "false"

}

},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-06-30T20:31:15Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"operations": [

"CreateGrant",
"Decrypt",
"DescribeKey",
"Encrypt",
"GenerateDataKey",
"GenerateDataKeyWithoutPlaintext",
"ReEncryptFrom",
"ReEncryptTo",

"RetireGrant"
1,
"granteePrincipal": "healthlake.us-east-1.amazonaws.com",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN",
"retiringPrincipal": "healthlake.us-east-1.amazonaws.com"

": "arn:aws:sts::111122223333:assumed-role/Sampleuser0l,

": "arn:aws:iam::111122223333:ro0le/Sampleuser@l",
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1,
"responseElements": {
"grantId": "EXAMPLE_ID_01"

.

"requestID": "EXAMPLE_ID_02",
"eventID": "EXAMPLE_ID_@3",
"readOnly": false,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

RDOPBIE, GenerateDataKey ZFERAL T, 1—H—HFREFITDEICT—FZBESILTDLEHICHE
BPOEAHAEEZE > TVBR L EMATHAEERLTVET,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:role/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
},
"webIdFederationData": {3},
"attributes": {
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"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

}

.

"invokedBy": "healthlake.amazonaws.com"
.
"eventTime": "2021-06-30T21:17:37Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
.
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

XOPlE, A Decrypt AR L —= 3> % HealthLake B H L T, REENLEESLEhiETFT—2
F—2FEALTESILENET—RICTIERATIAEERLTVET,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "EXAMPLEUSER",
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arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-06-30T21:17:06Z",
"mfaAuthenticated": "false"

}

},

"invokedBy": "healthlake.amazonaws.com"
},
"eventTime": "2021-06-30T21:21:597",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",
"userAgent": "healthlake.amazonaws.com",

"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",

"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"

},

"responseElements": null,
"requestID": "EXAMPLE_ID_01",
"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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}

R DFE, DescribeKey AL —3 3> HealthLake ZAL T, AWS KMS HAZ Y —FfHE AWS
KMS F—#"EATREZRETHZIANESHZREL ., #ELTVEVWEEOI—HY—DKrZT)
JA—TFTAVTEXETRHEZERLTVET,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalld": "EXAMPLEUSER",
"arn": "arn:aws:sts::111122223333:assumed-role/Sampleuser@l”,
"accountId": "111122223333",
"accessKeyId": "EXAMPLEKEYID",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "EXAMPLEROLE",
"arn": "arn:aws:iam::111122223333:r0le/Sampleuser@l",
"accountId": "111122223333",
"userName": "Sampleuser@l"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2021-07-01T18:36:14Z7",
"mfaAuthenticated": "false"

}

.

"invokedBy": "healthlake.amazonaws.com"
.
"eventTime": "2021-07-01T18:36:36Z7",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-east-1",
"sourceIPAddress": "healthlake.amazonaws.com",

"userAgent": "healthlake.amazonaws.com",
"requestParameters": {
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
},
"responseElements": null,
"requestID": "EXAMPLE_ID_01",
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"eventID": "EXAMPLE_ID_02",
"readOnly": true,
"resources": [

{

"accountId": "111122223333",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLE_KEY_ARN"
}

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": '"Management"

20
UTOUY—RR, REKOTF—20OES{LICET2HMERERBRLET,

AWS Key Management Service DEZRBSOFFMIC OV TIE, AWSKMS RF1XUNZESHBLT
<EZEV,

AWSKMS RFIAXRNDEFIVFAORARNTZOT 1A ADFHMICOWVWTIEE., T, 25BLTL
zEEW,
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#2aE, Google E/z(F Facebook FREEE#HIE. 7IFL—FT 1Y RIDOHITT, 7IFL—TY RT
ATFoT4T714 ELTHAM20TB5E. EBERFUAICIAMO—-)LZEALTID 7T 7L —
aAVERELTVET, 7IFL—3 2 AWS 2#2FRALTICTIEATR &, BEHNICO—-I
ZE|EZFBHEICBYET,

I—H¥—0XRA4 712U T, AWS Management Console £l AWS PO AR—ZIICH A4
VTCEET, ADHA A VOFMIOVTIFAWS, TAWS HA A I—H—HA R, O "I
YA AV TBDHEANWS THI by ZZRLUTLKEZ L,

AWS Z7OJZATICT 7 EATREHER., BY 7RIV ITFREFEY N (SDK) EOX RTA2A
YB—7IARX(CLI)AWS ZRH#L ., BiAFEHR2FEALTVIIANCESTERALET. AWS
Y- ZERALBEVWEERE, VIITANIADTERIZHLENHYET, HREhIHEEEAL
TUIVIARNCERIBZDFEOFHEMICOVWTE, "TIAMI—H—H4 R, DAWSAPI "TUJT A
NEEN—32 4, Z5RLTSEEL,

FERITIRAAFEZEDLT. EMEF21VT 1 BROBH-EVIIARNENZIBEEEHYET, HlX
E. Tk, PHOOROEF1)FT 1 Z258LTHHICSERFE (MFA) ZFAT5 AWS &%
BEOHLET, FHFMICOWVWTIEE. T AWSIAM Identity Center 1—H'—H A R, @ "ZEZEFFE, &
KU T I1—H—HA Ry OAWS " TOZEZFEIAMIAM, 2R TS EE W,

AWS A N )I—RI1—H—

ZHERTDEERFEAWS THIVRN, PADZRNAOINTO SRV Y—AAND AWS OHF—ER
SEBTIVRAEZE D1 DOV A AV TATFUOTATANSHOET, cOIDIFEAWS THY
hMIL—FI1—HY—EHEN, FTHONOERICEALEE X=ILTRLAENAD—RTHA
JAVETBETTIERATEERY, BENABRAVIZE., I—NI1—H¥—%2FALEVZ & ZE<
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I2EHDOT I EAFTDRE AWS HealthLakey ZZBL TS EE W

A—Y—BEOT7VEAFAZRRID 21— —ICFHFATS

COPITE, = —IDICTFRYFENEATAVBLOERBRI—OXRRE IAM 1 —H—
CHFATH RIS —BERTHEEZERLET, CORI—CEF., OVY—=IT, £ilE AWS
CLLELER 2ALTTOJSALTIOT VAV RETIBDT IV ELAHFANFrEENTVET AWS
API,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
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"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

AWS O Y Zx— R7R1J S — AWS HealthLake

AWS BEEERDS —F, ICK > THERBIVOPEEETNDAZRT7ORUS—TF AWS, AWS
BERIS—F, S<O—BUBI—AT—AICT IO EAFTE2RNETEELSICHRTFETTVS 1=
O, A—H%—, JI—7. O—=IICT7 IV EAFTOE) Y TZRAKTEET,

AWS EERDU S —F, INXNTOAWS BERIEATED LS, BEDI—AT—ALCHL THD
BEOT VAR AZNAELBAVEENf B ECEBRLTLKEEY, A—AT—ARBIICHAEN—
NZE—IRRVI—ZERBLT, NX—IRRUD—ZRVIATCEZHEHHLET,

AWS EERV S —TERENTVWR TV LAFAREETEREA. NNAWS EERVS —TESR
ENLETIOERAHATAWS ZEFH TR E, RUZ—ATEYFEATVWRZIXRNTOTIZZNILID
(A—Y—. =7, O-I) FEHFENET, AWSF, HILWAWS O —ERX 2B hi-&
&, FLEEERFOY—EATHUVAPIARL =23 VARATRICA > &L, AWS EERY
S—EEMID UM BREGSBEYNET,

FHECOVTE, "TIAMI—Y—HA R, O TAWS EERU > — ) ZZRBLTLKEEL,

AWS EIER 1)< — : AmazonHealthLakeFullAccess

Z MAmazonHealthLakeFullAccess/RUZ—lk, NOT7IINT7 U EA&ZREMFL £9 HealthLake,
CORYD—%1—Y—FEREO-IIICTRYFITDE, I—H—I& HealthLake ZFERAL T OF—
BANDTIOEA, 2ITV), 4A2VR—K~, TVOAR—NETD ZENTEET HealthLake, TZL D
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—RNBET 03> &BETTSICE HealthLake, 1—H—F - EO—-)LICKRUS —ZBINTHHE
FHYVET, FBICO2VWTIRE., OFEAZEBTHEOOT I EAFTDETE AWS HealthLake T3 &
& T HealthLake AR L —> 3 T OEAHFT ) #5BLTLEE,

AmazonHealthLakeFullAccess RS —Z IAMID ICT7 XY FTEET,

CORDD—F, I—Y—cO=-INTOI), BE, 1K=, TVAR—NERTTED L
SIZ9Dadministrative and contributor7 Vv AFAZF5LET, i HealthLake, <
hSsOT7O0AFA2F O I —HY—O—)LIZAKH > T H HealthLake 77> 3 BRI TED LD
CLET,

AT A OO &FAE

CORIVD—IZE, RDAT—KRAVRIBENET,

{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"healthlake:*",
"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:GetBucketLocation",
"iam:ListRoles"

1,
"Resource": "*",
"Effect": "Allow"
}I
{
"Effect": "Allow",
"Action": "iam:PassRole",
"Resource": "*",

"Condition": {
"StringEquals": {
"iam:PassedToService": "healthlake.amazonaws.com"
}
}
}
]
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}

AWS EIE/R!) S — : AmazonHealthLakeReadOnlyAccess

AmazonHealthLakeReadOnlyAccess RS —&, D AWS H—ERAD S RVBEEI Y —AA
DFHHEV)ERT VA HealthLake E 7 7 AFFAZFELET. CORUZ —IF, HealthLake
T—RARNT 2T BLORTTDERZNGETD IS —ICEALETH. F—RANTZER
FLEREETRHEREAFAELEEA,

AmazonHealthLakeReadOnlyAccess R —Z IAMID IC7 R Y FTEET,

CORDD—@F, A—Y—EO—-J)ICTT) 2T Sread-only7 7 EAFAZNELET
HealthLakeo

S IOES

CORDD—IZEF, ROAT—RXVRFEEIAET,

"Version": "2012-10-17",
"Statement": [
{

"Action": [
"healthlake:ListFHIRDatastores",
"healthlake:DescribeFHIRDatastore",
"healthlake:DescribeFHIRImportJob",
"healthlake:DescribeFHIRExportJob",
"healthlake:GetCapabilities",
"healthlake:ReadResource",
"healthlake:SearchWithGet",
"healthlake:SearchwWithPost",
"healthlake:SearchEverything"

1,

"Effect": "Allow",

"Resource": "*"
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HealthLake AR L —> 3> ETF IV AFH

RORIC, O—MEHEARL— 3> HealthLake &, TN EZEZTTREHICHERZRT AT
Z2RLULET,

HealthLake AL —2/3 2> HRERT Vv AHT
TTF—RANT Z4EKT B HealthLake AmazonHealthLakeFullAccess (C

&2 TEEE NS AmazonlLakeFormatio
nDataAdmin . . 412 TA4A KR —,
AWS Lake Formation B E#EPR AWS Lake
Formation

TTF—ZANT ZHIBR T % HealthLake AmazonHealthLakeFullAccess |Z&™
TEE&h? . AmazonLakeFormatio
nDataAdmin . A2 T4 KR —,
AWS Lake Formation B &#PR AWS Lake
Formation

NDT—RARNTE—EXRR, BRE, £FII AmazonHealthLakeReadOnlyAccess
1) 9% HealthLake

EERAULTTF—R2ARNT%Z9I1) 93 Amazon AmazonAthenaFullAccess (C&2TE

Athena BehadT—7)IIC®TS . AmazonS3F
ullAccess . AWS Lake Formation
Select& XV 7 Ut ADescribefF ] AWS
Lake Formation

h5F—R%&A>R—NTF S HealthLake A R—KNDITOT IO AHFADRE, =
SHBLTLSEEV,
A5DF—RXDI U AR— N HealthLake rF—RARNTHASOT7Z7AINDII AR—K

(AWS SDKs ) 4 Z8BL T EE ),
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HealthLake AWS BERU S —OEH

COH—EANCNhSOZTENEHZIEL A HealthLake A 5® O AWS X Z— RR 1)
S—NEHFHICEHITAHMERRLET, COR—DNEEICEHIZDBEETZ—NZDODVWTIE,
HealthLake RF 1 X RBEXR—JORSST7 1 —RIZHTRISATLTLEEL,

zE Bk A1
AmazonHealthLakeFullAccess AmazonHealthLakeFu 2022 F 11 A 14 H

11Access NOI7IINTOtA
BHFATHLEHICHELR R
<~ — HealthLake,

AmazonHealthLakeRe AmazonHealthLakeRe 2022 £ 11 A 14 H
adOnlyAccess adOnlyAccess ADFHE
WERT7 IV EAICKER R
< — HealthLake,

HealthLake A" Z % 0 & ¥ & B HealthLake A" AWS Y x—> 2022 £ 11 B 14 B
BLELE RRVS—DEEDEH %R
ﬂﬁb?bf:o

AWS HealthLake ID E 79 tEADO KRS TN 1—F14245

ROE®IE, & OEARICRETDAEMEDNH S KRN ZEEDOZM HealthLake EEIEICRILS
FJIAM,

Kew o
s TT V>3 &RETITHDHERN L AWS HealthLake

e iam XTI HHERNF H') EFE A, PassRole
« AWS 7H N DI —H—IZ AWS HealthLake YUY —AADT Ot AZFHFAL =V

TT 023> &ETITHERN LV AWS HealthLake

NET U3 ERTTHHERN KL E AWS Management Console BHIE h 88k, BEEICE
HBUTHR—RNZKEIDILEN HDYVET, BHOBEBEEISEZROI—H—RE/NADT—RERT
LEZATTY,
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ROBIOILTZ—IF, mateojacksonlAMA—H =AYV —)LZEAL TERZEDOmy-example-
widget DV —ADFMZRTLELSELTWVWSN, FZEDhealthlake:GetWidgetT 7 AFFH
FEVWBESICRELET,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
healthlake:GetWidget on resource: my-example-widget

—M/E. Mateo l&, healthlake:GetWidget 7O 3 ERAL T my-example-widget ')
U—ANDT VEANFHFAENDLSIC, BEEEFIRIS—DEHZKBELET,

iam ZER1TTDERIH V) FHB A, PassRole

iam:PassRole 7923 aRT IR ERIBVEVS IS —HNFRRENEGZEE. RU—%F
#TL T HealthLake ICO— )L Z BT ENTEREIDICTRIHUEN HYET,

—%D AWS ODH—E R Tk, HILLWH—EAO—-ILFLEEFHY—ERICU IO 24K
FTHIRDYIC, BEOO-INZZTOH—FRICETCENTEET, TOLEHICEK., Y—ERIZO—
N ZETHERIrBETT,

LTOBOIZ—E, marymajor £WS IAM I—H—A12 Y —)LZEMAL T HealthLake TF7 2
DAVERITLELSTRIEEICRELET, £LEL, COTO23aVEY—EANfRITITDICE,
Y—EAO—ILASHEEhEERIBETT, XTU—ICRE, O—LZY—ERIETHAN &)
Tt A

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDBE, Mary DRV —ZEH L TAT ) —IZ iam:PassRole 7O 3 NRTEHFIA T D4
ENFHYET,

HR— M BEZFERE. AWS BEEEZICHSBVELESLEE VL, Y121 UFRIEHRERAL 128
UENEBETT,

AWS 7 HD 2 KOO 1 —H—IC AWS HealthLake VY —AANDT UV A&FAL =
(A

DT HI NOI—F—PEBADOAY, VI-ALTIELAIZLEHICEATEDO-ILZERK
TEXRY, O-LDEIEZFFZEERXIZD I —ZEETEXRT, VY—AR—ADRIZ—FKER
TOEAOMO—J)LJAN (ACLs) ZHR—KFB2H—EATR, ThoORVZ—Z2FEAL T,
A—H4—CVY—ANDT IV ERA%ZFHATEXT,
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A OVTR, LTZZRLTSEZ L,

o NS NDHEE HealthLake ZHR— KL TVRAESHAEERTZICEK. T 283RBLTLKEE
L& AWS HealthLake OE# 3% IAM,

c FIEAWS 7HIOUN T2 2OV —AANOT O AZRETZIHECOVTE., TIAMI—
H—HA R, O "TEANWS T7HIUN 2580 OIAMI1I——AOT7 0t A%2RBHTZ, 25
BLTLSEEL,

« VDY—=ZAANDT IV tEARZY—RN—FT 1 —ICRHEITDHFZEICOVWTIFEFAWS 7HOU N, TIAM
A—HY—HAR, O "H—RN—F 1 —AWS THINDIFETEZ NOT IV AZERHTS
ESRBLTLSEZTV,

s D7IFL—230&BNLTT7IOEREZRHEIZHFZEICOVTRE., TIAMI—Y—HA KR, O
FPAE TR NI —H—(ID 7T FL—23)AOT7IEANHT) #SRLTLSEEL,

« JOAARATHIRNTOEATOO-NEDY —AR—ADRIS—OFEADEWVICOVWTIE, T
IAMA—H—HA R, O T TOOOATHIRI)Y—ATIOEAIAM) BB L TS EEL,

AWS CloudTrailZ fE LU 7= AWS HealthLake API—)L® O 528

AWS HealthLake l&. 1—%— AWS CloudTrail, O—J)L., &&l& O —ERIZ&K>TERTENLET
023 BB IDAWS H—ERATHD £HEEENTUVWET HealthLake, &, DT XTOHOAPIF
L&A AR KN HealthLake £ U T CloudTrail ¥ ¥ 7’F ¥ LE T, ¥ 7 FrEchiEHOHLIC
&, HealthLake IV —ILASOFVHL &, HealthLake APIZARL—>3 > AO]— RFEVHL
FEENET, AR EZERTDEEE. IRV ERE, Amazon S3/NT Y RAD AR N DR
X BL{E CloudTrailZ BXIIC T2 Z &N T& F 9 HealthLake, SEFFZEFREL B WHBETE, CloudTrail
AVYV=ILOAR NEETHEHFIDAR N ZRTRITEXRT, I >TPREEhEEHRZFEALT
CloudTrail, X921 TITAKN HealthLake, VIV ITARNTDOIP 7PRLA, UOTANE, UUI
ANBEZEDFMZRIRTEXT,

S DWW TIE CloudTrail, ™ AWS CloudTrail 1—H'—H4 Ry 28BL T EE L,

AWS HealthLake CloudTrail & 0 1&#k

CloudTrail AWS 7 NZHERT D E, A THIRNTERCBYES, TTITAIETAHER
49 % & HealthLake, TDTF I T 4 ET 4 & CloudTrail 1 X NBEO LD AWS H—E A/ R>
REEEICARYNIRBENET, AWSTHIVRTHRIEDAR NERR, BRE, ¥V 0O—
RTEXRT, FMICOVWTR., "AIXRVNEEZEAL L CloudTrail AN hDERR) Z2FRLT
<EELV,
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DARYRNBE, AWSTHIVMDARY ND#ERZFEEERIZ DWW T HealthLake, FE#FZ4E
MLUET, SEFFICKY) CloudTrail, FOT 77 A% Amazon S3/NNT Y NCEBETEET, T
7AIRTR, OV TIAHZERN TR E, TXTOAWS U= 3V ICABAERAEIhET,
AFE, AWSN—FT 14232 AOINTO)—2arhrs04/RhNEOJICREEL, EEL L
Amazon S3/NNT Y NMZOJ 774N ZBELET. 512, CloudTrail O TPREE AR~
T—REXRVFEMBICOHTL, ThICETWTITEITAELSIC, 1D AWS H—ERAEZRETEERT,
FHEICOVWTIEE, RESBRLTLEEL

- AEFDERDIZH DE

» CloudTrail Y R—hZhTWBH—EREHKE

« @ Amazon SNS BEH D EZE CloudTrail

- BHEOU—=232A50 CloudTrail A 77 AL OZEEEBROT AV AS0OOT 774
N %45 CloudTrail

FANXTO HealthLake 77> 3>k Ik > TOYICEEER CloudTrail € v, T HealthLake APIJ 7 7

L>A3 & TCoOFROY/N—HA RJ IZFHIRREST., ZHAL TETE D 70> a U FiEaEs

NTVWETAPlL, X, XOTo>araROHTE, CloudTral O 774 IMNICI MUK E
RENnET,

* DescribeFHIRImportJob
* DescribeFHIRExportJob
* StartFHIRImportJob
 ListFHIRImportJobs
 StartFHIRExportJob

* ListFHIRExportJobs
 CreateFHIRDatastore
 ListFHIRDatastores

* DeleteFHIRDatastore

* DescribeFHIRDatastore
* UpdateResource

* CreateResource

* DeleteResource

* ReadResource
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* GetCapabilities
 SearchWithGet
e SearchWithPost

BARVNFEROTIVRNVICE, #FVIIARNZERLEAEVWSBHBAISENE T, 74T
TATARERIE. AT Z2HETH2DICRILERT:

« DO ITRARNN root £ IE AWS Identity and Access Management ( IAM) 11— —5R3HE#Ek % £ H
LTIThbnizhESH,
DOTARNNO—LELER7TFL—232>1—Y—0O720RZVEEF1 )T 1RAEHRZFEH
LTITbhlhESH,

c UOTARNBIDO AWS H—ERIZL 2 TIThhEAEDS D,

M DV TIE, CloudTrail userldentity " &, 28 B L TS &L,

AWS HealthLake A7 77 A4 )L I R JICDWT

A, BELE Amazon S3NT Y NICAR N EOT77AIIELTEETEDXRDICTIRE
T9, CloudTral O 7 7A4)NICE, 1 2BEOOJIRNUAEENET, IXRVNEEEDY —
ADSDE—QUIOTARNERL, UOITANEhETO 3>, 702320, UOITARN
SA—RBEICETHIBERIEENET, CloudTrail AT 7 7 A4 IILIE/NT U Y JAPIO—IL O JEF 1+
FoNERZY I RL—ATRAEVED, BEDIEFTERRENELEA,

XDOFIE, CreateFHIRDatastoreZ72> 3> %KY CloudTral QI RMNJZRLTVET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROA2B3ZHOADD20J4AHJX:git
full_access_iam_ro0le580074395690222150",
"arn": "arn:aws:sts::691207106566:assumed-role/
colossusfrontend_full_access_iam_role/_iam_role580074395690222150",
"accountId": "AccountID",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
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"principalId": "AROA2B3ZHOADD20J4AHJIX",

"arn": "arn:aws:iam::691207106566:role/full_access_iam_role",
"accountId": "AccountID",
"userName": "full_access_iam_role"

I
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-11-20T00:08:15Z7"

}
}
I
"eventTime": "2020-11-20T00:08:16Z7",
"eventSource": "healthlake.amazonaws.com",
"eventName": "CreateFHIRDatastore",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.213.247.1",
"userAgent": "Coral/Nettys4",
"requestParameters": {

"datastoreName":
"testCreateFHIRDatastore_GBYAZFCLLBLSUTOYYFQZRLBLQINFOYQVRPZBOJAITUAHICAEAGIWLNVQEYAMSXVWMBLXC
"datastoreTypeVersion": "R4",

"clientToken": "d737ffe0-14dd-44cc-9f@a-fdf59b26c66b"
1,

"responseElements": {
"datastoreId": "datastoreID",
"datastoreArn": "arn:aws:healthlake:us-
east-1:691207106566:datastore/55576c487ff4975262b10d1d65eb4509",
"datastoreStatus": "CREATING",
"datastoreEndpoint": "datastore_endpoint/"
},
"requestID": "68e62bdd-d2d4-44cl-af69-e6f055a69f99",
"eventID": "7ef483dc-5dca-469e-823a-7d9%9e3a7fe924",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "691207106566"
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N7 Z 4T > A&l AWS HealthLake

H—RN—F1—OEEEF. B0 A 75A4T7 A7 075 A AWS HealthLake D —38 & L
TOEFIVFAEAWS AT SAT U AZTHAL £, CNIZIE HealthLake 'EFENET
HIPAA,

AWS DH—ERAANBENCDIVTSAT U AT7AVSLAOEBERNICHZIHESH ZERIT DI, O
DTSATUAAWS OY—E A TOFSAICRDERANAVTSA T A%RSRBL, BOOH 3]
DT TSATOATOATSLEBRLET, —MOBBRICOVTIE, AWS TV TSA4F7A70O
TS L BBBRBLTLSEZV,

ZERALT, Y—RN—F 1 —OEELR—-—NZHAI>O— RTEET AWS Artifact, FHICDOWT
l&. "Downloading AWS Artifact Reports 4 ZZ8B L T &L\,

EEATH ROBEEOATSATUoABFANS DH—ER E, BEBEOTF—20MEMY, &
HOOAVTSA T ABW., BREhDEESLIOCREICE>TREYES, F. O TSA4TF
ARIDUTOUY—ZA AWS ZRELF T,

s FXFAVFTADQIAVTFAT VAEANT VA -V )1—23 > REHA RTRE, 7—
FTFOFYLEOZEBEEREICOVWTHBAL, EF1VFTA OV TSATAOMEEZTTO/4TS
FIEZRLET,

« PRIV DI Y—ERAHIPAAQEF 1T A LAV T ATV ADEODT—FTIF v - C
DERITA MR=NN—TlE, EHN AWS Z2FAL T HIPAARRTZ U —2a > #ERT D 5%
ICDOVWTHBALET,

(® Note

FTANXTDAWS O —ER FHIPAARREB DD ITTRHEYEEA., FHICOWVWT
&, HIPAA TREH—EAVT7 7L A1 ZRBRLTEZL,

c AWS VT ZATVAVI—A-COIT—=0TYOEHARODOAL VIV, EEEROERY
WIHICEAEhDBENHYYET,

c AWS WARXY—AVTFZATVAHAR-AVTSAT O ADBRL) SEEREETTINZEML
F9o cOHAREFE, HAFAZREL AWS O —ER, BEROT7L—LD—0 CKEEMLE
EF WA (NIST ) . Payment Card Industry Security Standards Council (PCI ) . ERRZEEE{L#
B(SO) 228) DEFIUTF AV RO—LIEIVYEVITBEOORANTSIFARAETE
HLEEDTT,

AT 4T > ARiEE 240


https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://aws.amazon.com/solutions/security/security-compliance-governance/
https://docs.aws.amazon.com/whitepapers/latest/architecting-hipaa-security-and-compliance-on-aws/architecting-hipaa-security-and-compliance-on-aws.html
https://aws.amazon.com/compliance/hipaa-eligible-services-reference/
https://aws.amazon.com/compliance/resources/
https://d1.awsstatic.com/whitepapers/compliance/AWS_Customer_Compliance_Guides.pdf

AWS HealthLake MEEHAR

FFROYN=HARL O T IIL=IIZEBD VY —ADOFHAL — Z® AWS Config H—E X IE, 1
V—ABRENF AT ZI9T 1A, ERHARTA2, BRTABICENREENL TVS A Z5TE
L¥3., AWS Config
« AWS Security Hub — cCk V) AWS OH—E A, EF 1V F 1 REZBENICIEBETEET
AWS, Security Hub Tl&, 21 UFJ> M NO—)LZFERALTAWS VY —AZFEL, &
FALVTAXERBEERANTZI9TAACHRIDAVT AT VARAEFIVILET, FR—b
TNTVWBRH—EREDMNO=ILOVANIDVWTIE, TSecurityHub 1> kO—)LUT7 7L
VA1 BBRLTLSEE,

« Amazon GuardDuty - cRUICK Y AWS THOV N, REBTIVTAETAREEOHDTITA
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HealthLake ([Cl&. Z7HIO RBHEY 100 BOTF—RARNT OO —2NHYET, VF7—2FDE|E L
TEVODIARNTZDHFEIZOVWTIE., AWSHR—KhEZ2—2SBLTLSEETL,

DA ZEK ¥ % 5 & FHIR RESTful APls

1—H—i, BEN—V3IL40BETOLRAEFEALT, HTTPYSA T RENLTHEEE LS
U4 TARK HealthLake APIREEZ BT B BB BV ET, FEICOVWTR, (EEN—T3
4 OBETOEAL EBRLTIEEL,

AWS SDK for Python ZfEA L T sigv4 BAIZERTBICE. ROBFOLSBAIVT NEEHRL F
9,

import boto3

import requests

import json

from requests_auth_aws_sigv4 import AWSSigV4

# Set the input arguments

data_store_endpoint = 'https://healthlake.us-east-1.amazonaws.com/datastore/<datastore
id>/r4//!'

resource_path = "Patient"

requestBody = {"resourceType": "Patient", "active": True, "name": [{"use":
"official","family": "Dow", "given": ["Jen"]}, {"use": "usual", "given":
["Jen"]}],"gendexr": "female","birthDate": "1966-09-01"}

region = 'us-east-1'

#Frame the resource endpoint
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resource_endpoint = data_store_endpoint+resource_path
session = boto3.session.Session(region_name=region)
client = session.client("healthlake")

# Frame authorization
auth = AWSSigV4("healthlake", session=session)

# Calling data store FHIR endpoint using SigV4 auth

r = requests.post(resource_endpoint, json=requestBody, auth=auth, )
print(zr.json())

AWS SDK for Python Z £ U 7= sigv4 FZEAIOEAICEE T 2 EMERIE. Boto3 FRALIEH. hEY
VDESBLTLSEZL,

F—ARIEFHIRRA EXTREHYFBA, ZE|EHREFEHATEET
HealthLake?h' ?
F—=RARNTICA 2 R—NTE DD FHIR R4 X D HealthLake F—RX DA TS, 1—H—4H

F—RELTBRTEDLS ICHBERHEIDZI/N—NFT—DIANZDOWVWTI, AWS HealthLake "
N—KhF—i1 ZSBLTLEEY,

HAZRY —NZ—2 RKMSF—THESItEhETF—2ANT
FHIRRESTfulAPIsIC Z#H 9% & AccessDenied . TS5 —A"R4E
THORBEETITN,?

1—H—FERO—INFTF—RARNTICTIERATRICE, DAXIY—NZX—J RF—EIAMKR
S—OWMAICRTRIT IV ELAHFANVETT, I—H =2k, DAZN—XZ—IRF—EFEHATS
EOICHBERIAMT VAR AN BETT, I—HF—HFHAIN—XFZ—I RKMSF—ZFEATH7T
Ut AF A Z 5 HealthLake L 127 5> R EEVSEL 2 A, BEIEL 12384, HealthLake @ T —%
IR U &9 AccessDeniedo

HealthLake IC&, BET—XICT7I7EAL, F—FARNTIEAVR—RENLEFHFLUVFHIRU Y —A
ZHES{ELL., VIOTIARENLEEILLFHIRUY —AZES IR LEHOT IV EAFANHBETT,

FHBCOVWTR, "F—TIOEAOKRNT TN a1 —FT 12T, BBRLTLEZL,
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AVR=—RMHFRBLEORBEETTAH, ?

4 R—=K2I3THRINT S & output inputFileName.ndjson 77 A ILEZEEL T #ILAX
FERENETH, BcOLI—REAVR—NIEXBRTDAEMEN BYVET. CDIF
B, AVR—NIKBULAELO—-ROYZT7IARNZET 2 EBOFAILUREY # LA
NERENEST, NZTJIARNTZ7AIINICTIOERTZEHOD I THABFE TT
JobPropertiesJobOutputDataConfig, S3Configuration.S3Uri.

COXZTIARNT7ANIERE, IXTOEBLIEL AR ADSEH
(successOutput.successOutputS3Uri), TXTDRBL 2L AR ADEFT
(failureOutput.failureOutputS3Uri), BN AT ANV O AKE, D2a7HHICEITHHMIEEN
TWET, NZ7IARNTZ7AINOAVT OV TATSATHENFITEES, XOYFIX_TT
ARNTZ7ANICE, AHBBI Amazon SSNTY RE, AF Y oEanE VY —RAOBREEREICA 2 KR—
RENEVY—AOBKICETZIERN —EBERTENET,

{

"inputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-source-bucket/healthlake-input/invalidInput/"

1,

"outputDataConfig": {

"s3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/",

"encryptionKeyID": "arn:aws:kms:us-west-2:123456789012:key/
fbbbfee3-20b3-42a5-399d-c48c655ed545"

1,

"successOutput": {

"successOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f0c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
SUCCESS/"

.

"failureOutput": {

"failureOutputS3Uri": "s3://amzn-s3-demo-logging-
bucket/32839038a2f47f17c2fe@f53f@c3a@ba-FHIR_IMPORT-19dd7bb7bcc8eel2a@9bf6d322744a3d/
FAILURE/"

},

"numberO0fScannedFiles": 1,

"numberOfFilesImported": 1,

"sizeOfScannedFilesInMB": 0.023627,

"sizeOfDataImportedSuccessfullyInMB": 0.011232,

"numberOfResourcesScanned": 9,
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"numberOfResourcesImportedSuccessfully": 4,
"numberOfResourcesWithCustomerError": 5,
"numberOfResourcesWithServerError": @

}

AVR—=RDITHFRBMUEEBREZEDHTTSIZIE. D escribeFHIRImportY 2 7APIZERL T 2%
# L E T JobProperties, ATAHREENET,

« AT—Z AN FAILEDT, XY t—IHFHETRHE. KBIEEADT—2Y 14 X% HealthLake
DA —BEBABDANTTANEBEDDITNFA—RICHELTVET,

AVR—=RNZIATDODARATF—RAH COMPLETED WITH_ M3BEIEERRORS, Y7 IARNT7 74
JL Manifestjson T, EEICAVR—RENBL2ET77AMIIICETZEHREERIELET,

AVR=RNDITDAT—RAN FAILEDT, XY E—TIAHAFELHEVEER. 37 0H G
ICBBLTNZ7ITAKNT 74l Manifest.json ICT7 VAL ET,

ANT77ANZEl, AVR—BNCRBLEVY—AOAD T 7FANBEFEODRBREND T 7ML H
WET, LARVAILERE, ABDTF—RXOBFRAICHBTSITES (ineld) ., FHIRLARAAT DT
2 b (UpdateResourceResponse ) . S XRTL AR AN AT—RA]— K (statusCode) A"EFENE
C

BOTIWHEAT77AIILERDOERS LR ET,

{"lineId":3, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOutcome", "issue":
[{"severity":"error", "code":"processing", "dlagnostics":"l validation error detected:
Value 'Patientl23' at 'resourceType' failed to satisfy constraint: Member must satisfy
reqgular expression pattern: [A-Za-z]{1,256}"}1}, "statusCode":400}
{"lineId":5, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOQutcome", "issue":
[{"severity":
simple value, not a com. google gson.JsonArray","location":["/EffectEvidenceSynthesis/
name"]}, {"severity":" ,'""code":"processing", "diagnostics":"Unrecognised
property 'etelecom'", "locatlon"'["/EffectEv1denceSynthesis"]},
et :"processing", "diagnostics":"Unrecognised
property @gender'" "locatlon"'["/EffectEvidenceSynthesis"]},
et :"processing", "diagnostics":"Unrecognised
property @blrthDate'" "locatlon"'["/EffectEvidenceSynthesis"]},
et :"processing", "diagnostics":"Unrecognised

error code":"processing", "d1agnostics":"This property must be an

error

{"severity error code

{"severity error code

{"severity error code

AVR— A RBLEOBBETTA ? 256



AWS HealthLake MEEHAR

property '@address'","location":["/EffectEvidenceSynthesis"]},

{"severity":"error", "code

property @marltalStatus'" "location":["/EffectEvidenceSynthesis"]},

:"processing", "diagnostics":"Unrecognised

{"severity":"error", "code

property @multlpleBlrthBoolean'" "location":["/EffectEvidenceSynthesis"]},

:"processing", "diagnostics":"Unrecognised

{"severity":"error", "code
property @communlcatlon'" "location":["/EffectEvidenceSynthesis"]},
{"severity":"warning", "code":"processing", "diagnostics":"Name should be usable as an
identifier for the module by machine processing applications such as code generation
[name.matches('[A-Z]([A-Za-z0-9_]){0@,254}"')]","location":["EffectEvidenceSynthesis"]},
{"severity":" :"processing", "diagnostics":"Profile http://hl7.o0xrg/fhir/
StructureDeflnltlon/EffectEv1denceSynthesis, Element 'EffectEvidenceSynthesis.status':

minimum required = 1, but only found 0","location":["EffectEvidenceSynthesis"]},

:"processing", "diagnostics":"Unrecognised

error code

{"severity":"error","code":"processing", "diagnostics":"Profile
http://hl7.0rg/fhir/StructureDefinition/EffectEvidenceSynthesis,
Element 'EffectEvidenceSynthesis.population': minimum required
= 1, but only found 0","location":["EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Profile
http://hl7.0rg/fhir/StructureDefinition/EffectEvidenceSynthesis,

Element 'EffectEvidenceSynthesis.exposure': minimum required =
1, but only found @","location":["EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Profile http://

hl7.org/fhir/StructureDefinition/EffectEvidenceSynthesis, Element
'EffectEvidenceSynthesis.exposureAlternative': minimum required
= 1, but only found 0","location":["EffectEvidenceSynthesis"]},

{"severity":"error","code":"processing", "diagnostics":"Profile http://hl7.o0xrg/fhixz/

StructureDefinition/EffectEvidenceSynthesis, Element 'EffectEvidenceSynthesis.outcome’:
minimum required = 1, but only found 0","location":["EffectEvidenceSynthesis"]},

{"severity":" :"processing", "diagnostics":"Unknown
extension http.//synthetlchealth.glthub.1o/synthea/disability—adjusted—

life-years","location":["EffectEvidenceSynthesis.extension[3]"]},

{"severity":"information", "code":"processing", "diagnostics":"Unknown extension
http://synthetichealth.github.io/synthea/quality-adjusted-life-years","location":
["EffectEvidenceSynthesis.extension[4]"]}1}, "statusCode":400}

{"1lineId":7, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOQutcome", "issue":

[{"severity": :"processing", "d1agnostics":"2 validation errors detected:
Value at resourceId falled to satisfy constraint: Member must satisfy regular
expression pattern: [A-Za-z0-9-.]{1,64}; Value at 'resourceIld' failed to satisfy
constraint: Member must have length greater than or equal to 1"}]}, "statusCode":400}

{"1lineId":9, UpdateResourceResponse:{"jsonBlob":

{"resourceType":"OperationOutcome", "issue":

[{"severity": :"processing", "d1agnostics":"Missing required id field in
resource json"}1}, "statusCode".A@@}

information code

error code

error code
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{"lineId":15, UpdateResourceResponse:{"jsonBlob":
{"resourceType":"OperationOutcome", "issue":

[{"severity":"error", "code
file"}]1}, "statusCode".A@@}

:"processing","diagnostics":"Invalid JSON found in input

COBITIR, ABTF7ANDSRBITBANTO3, 4, 7, 9, 15T TRENMNRKELLECEZTRLT
VWET, ChSDOBTOHRBARROESY T,

« 3TETR, ABT7 74D 31THT resourceType IRItENi- NEMNTHDIEHN L ARIAT
FPAETNTVET,

« 51TEICR. ABT77AILDOS5TEICFHIRRIEIIZ—AHBDEN L ARV ATHATATVE
EE

« TITEBDODL AR ATIE. A& L Tresourceld BtE i ICRIEOBEEN BB N FHBEET N
TVWERTY,

c 9TTEDLARYATR. ABT77ANICEBNBZIY—AIDHFEBEEATVIZENHD LN
e TVERT,

* 715 T, ABTZTFAILDLAR AR, 77AIUABHBISONERTREBZEVCETT,

MIBTERA DY —RA% R D3 DocumentReferencelZ & &
SThELVNTTH?

DocumentReference 1)V — A BT VEE., HealthLake FEEE W EENLPEH OO
KOYICHRIELIS— &2 RIIGREEZRBALET, NLPLEBRICKRIETIS—ORRE K2 -
DocumentReference UV —AZ R 2F% =8 IC. EFE(F HealthLaket& % ¥+ —cm-decoration-
status & R 3R 1E VALIDATION_ERROR T DX RBEHZEATEET T, CORETR., RAIZ—0
RE &2 29 XTO DocumentReference VY —A&, T7—OMUEZHRAITDI IS —Xv£&—2
NF—EBRRENET, RIETIS—1"HS DocumentReference VY —ADHEERT 1 — )L ROEilE,
ROBDESICEYET,

"extension": [
{
"extension": [
{
"url": "http://healthlake.amazonaws.com/aws-cm/status/",
"valueString": "VALIDATION_ERROR"
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},
{
"url": "http://healthlake.amazonaws.com/aws-cm/message/",
"valueString": "Resource led to too many nested objects after NLP
operation processed the document. 10937 nested objects exceeds the limit of 10000."
}
1,
"url": "http://healthlake.amazonaws.com/aws-cm/"

FNLPOL—232IC& 2T 10,000 HZBAZRARNENLEAT DI MERENIBEIC
€. VALIDATION_ERROR A"RAE T B AREMAH W XT, COBHE. KLEIBDHICRFIX N EZ
PEBRFIXNCGETILENHY)ET,

Amazon Athena ZFER T2 - NDBEEOTF—2ARNT OBIT

2022 F 11 B14 B&VWHIICERETSNE T—RXARNTRIHEELETHN. Z6EHL T Athena TV L
)DL TEEEASQL, Athena TBEFEDTF—RARNTZIIT)TBIZE., ETFHLLWF—XR
ARNTZICBITITHIHEN HVYET,

F—2EHFLLWF—2ARNTICBATDICE

1. MILLWF—RARNTZERLET,
2. BE1FEDO HS Amazon S3/NNT Y NCF—REZ I 9 AR—KNLET,
3. AmazonS3INT Y MASFHLWF—RARNTILTF—REA2R—NLET,

Amazon S3 /NI Y NZF—RETIVAR—NTDE, EMBENrRELET, EMBESEE. TIVRX
R—NFTBDTF—ZOHA XICK>TERYET,

Athena DRRZFHERZ MO AWS H—E RICELHT S

Athena DIRBFERZMD AWS H—EAEHBIZBRICEABEN RET D AU H) EXT,

SQLHB®FEI I json_extract[1]0—BEL T 2FEATDE, BN/ RETHUREEN HY F
9,

COREEBRRIDIZE., Z ICEFHITIHENHV) FITCATVAR,

Amazon Athena 2R T2 O DEBEEDTF—XARNT OBIT 259
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RIFFER, T (BH )., FLEE1— (BN) ZERLELSETRE, COBBNRET D AR
HABYET,

FLOWF—RARNTICTF—R%ZA2R—BMNL &, Athena J
V—=ILAEEL &L

HLOWF—RARTILF—REAVR—RTBE, TOF—RBI<ICEATERLBDBANBY
£7F, Chid, F—2H lceberg FT—7 LMY IAENDBHERRTDLHIIMHETT, BTES
—EHLTEE,

FLWTF—XL 4 VEEEZEMT % PutDataLakeSettings & & (C
Lake Formation FF I T —ARRENDORFBEETIH ?

IAM 1—%'—F = 0O—J)LIC AWSLakeFormationDataAdmin AWS BIER) S —AEENTVS
BE. HLLWF—E LA/ VEBEZBIMTACERTEERA, ROITS—NHNRRENET,

User arn:aws:sts::111122223333:assumed-role/lakeformation-admin-user is not authorized
to perform: lakeformation:PutDatalakeSettings on resource: arn:aws:lakeformation:us-

east-2:111122223333:catalog:111122223333 with an explicit deny in an identity-based
policy

AWS BEIE7R!) S —AdministratorAccessld. AWS Lake Formation ¥—XL A4 &
BELLULTIAMII—Y—FLREO-IILZEMTZLEHICHETT, IAMI—HF—FkF
O—JLICE A"EFENTLVBAWSLakeFormationDataAdminBa., 77> 3V FKkBLFE

9. AWSLakeFormationDataAdmin AWS BER! < —IZlk. AWS Lake Formation APIZARL —
>ary OERNBESHFEENTVE FPutDatalakeSettings

AdministratorAccess AWS BIE/RU S —AWSEFER TR OO 7IINT IO EARIEZRZE ODEEET
&> TE. AWSLakeFormationDataAdminRU > —IC k> THIRTE X T,

HealthLakefi & E N - BASBUEBBEZEINICTRICEES T
NEEXVNTITH?

2023 £ 2 A 20 HIRTE. HealthLake F*—RXARNTOF7 7))L NOEBENfZEEE N TVET,

BENDT—RANT: BIED HealthLake T—RARNTFIF TN T, base64 TLI1—R&h
J=DocumentReference )V —ATHOEASELIE (NLP) DFEAZFELLET., DEY, L

FLOWF—RARNTIZTF—2%A4 R—KNL &, Athena I V=LA EELEL 260
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UWDocumentReference VY —Alk ZFEAL TOHENFNLP, VDY—ARATOTFANCED
WTHL WDocumentReference DY —ARRERENEH A, BEFEDDocumentReferencel) YV —
ANBE, TERENETF—REVY—AENLPERY EIAH, 2023 F 2 A 20 HUBREEFHFELE
TA,

FLVWF—RANT:2023 2 A 20 BUARIZER E /= HealthLake F—S AN T (&, base64 TT
~ 11— R&hfzDocumentReference )V —ATHARSHELE (NLP) ZR{TLELB A,

COBEZEMCTSICEK., ZERALTT—RAEERTIHLEN H V) FIAWS Support Center
Console,c T —AZERTSDICIE, ICOJAULAWS THIU N, T—AOEREBIRLET,
T—AET—ABEBEOEROEMCOVWTRK, THR—NI—HF—FHA R, O "HR—KT—AL
T—ABEOERK ZZRLTLEEL,

F—RARTORF—ZRH TERF,) HSEEENTUEL

#FTL LV HealthLake F—RX AR T ZERL IS ELLEEEIL, F—RARNTORAT—ZAN Tk
B ASEEETNTVWEWVEESR., ZFHAITSDRSIC Athena ZEH T B MLEN HY)ET AWS
Glue Data Catalog.

FEMICOVWTIE, "TAmazon Athena 1—H'—HA4 R, ® AWS T Glue *—XAXAT QT Y 7Y
L — K step-by-steps ZS8BL T &\, Amazon Athena

EEEICTY 7Y L—RLU K% AWS Glue Data Catalog, T—RXARNTEZERTEDLSICHEYFE
Lk,

FWF—RARNTEHIBRTDICIE, ZFHALTT—AZERL EFAWS Support Center Console,
T—AZERTRICE, COTALAWS THIU M, T—AOERZZBRLE T, FMICDOL
T, "THR—KNI—HF—HARL O "BR—NT—AET—AEBDER ZSRLTLEE
Lo

SDK F—RARNT DEKRAT —RANBIAREEAIRABZ AT —X
AZIRT

VARNTF—=BRARNTREZGT—RARNTAPIRCEH U BIAREETFBRET—RARNTAT—2 A%
BRIBEE. ZHEH/N—3 SDKICEFHL T LEE L,

TF—BARNTDAT—ZAN TERF, PSEEEATLEWV 261
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AD 10MB RF 1 X2 NOFHIRPOSTAPIAXRL —> 3>

T. 413Request Entity Too Large T 7 — HealthLake A"34E L &
9,

AWS HealthLake Tk, LA T —ERA LTI NOBMZRTD 12O, EHOMEREEHAPI
D FIRIE 5MB TT,

—FEAR—KN Z#FERAL T, /17 ResourceType ZFEAL THRA 164MB D RKEAZA RF I XY
NRZERVIAL ZENFTEXRTAPL

AD 10MB RF 1 X N DFHIRPOSTAPIAARL —2 32T, 413Request Entity Too Large T5— 262
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AWS HealthLake RXOY/N—HA RO RF I X NEFFE

XDOFEIE, AWS HealthLake VD —AD RFIXNDEEREFTEHEENDTT,

« APIN—=232 : &#

« RFIXDVNORKREFRB : 10/25/2024

rE

HealthLake A
FHIRhistory& Mvreadd
vBRZ0>avEHYR—hb

HealthLake [&. # L WFHIR
BRENZX—&, HRF. U
V—ABATZHYR—KTD
KOICHEYYEL I,

HealthLake A" FHIR7 L — A
D —2SMARTT ZH/R—hK
TR&LSEBUELL
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WELE
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LDV EL I export
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KRIICEY KL,

HealthLake (&, FHIRB X%
HealthLake 7*— X A N 7SMA
RTTO OERZYR—KTS
KOICBEYEL
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HR—hZEBDHSD

AWS HealthLake A" —fi% %\ B8

ThELE

BR—KNTBDRSICHEYEL
Jzexport,

AWS HealthLake "7 < 7 /N
2740 (LVINA))—
DA THATEICEYEL
7‘-0

HealthLake l&. 2023 & 2 A
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