aWws
I—H—H4 K
AWS Health

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.



AWS Health I—Y¥—H4a4 K

AWS Health: 1—%—7#4 R

Copyright © 2025 Amazon Web Services, Inc. and/or its affiliates. All rights reserved.

Amazon DEERB LT NL—R RL AlFAmazon UADEBE KR —ERICFERITEZERFETESE
A, T, BERICEREZEAD TN BB HEXNT, £lE Amazon DEAZBLES KX THE
A93LETEEHA, Amazon FFIEL TVWAEVWEFOMO TN TOEEFE Amazon & DIRIE,
BE, XEBROBEICADIPDST, ThoREHATHIHMEEDEETT,




AWS Health I—Y¥—H4a4 K

Table of Contents

Ll = S N AV AT 1Yo PRSP 1
DBEE AWS HEAIN ... ettt e e e e e e e ee e e 2
F N S =Y 1o T (N0 T 2
W2 R Y = KR £ 7 SR 3
INT V) T T A RN e e e, 3
AWS Health B Y S/ I 7R R oo et ee et e e ee e, 3
AWS Health Y2 27R— R - B —E ZRDIREE ..o, 4
A 5= 2 > T L TR 4
AR N B A T D T T T e e e 4
A NS ke 3 N 6
7 Xy R R el SRRSO 6
AWS Health Amazon EventBridge M A R/ B e 6
F N A ST o L= Y= 1L 2 . U 7
BB . L ettt ettt et n et en e 7
AWS USser NOLfICAtIONS ... e e e as 7
N R 8
5= RO 8
ICH AT YT TBD AWS T T e 9
= A R = e T Ry Bk =) A 1~ N 9
AWS Health Dashboard TP H T R ARV RZERITIT D ooiiiceceeeeeeeeee e 11
RIBRDBEIREEBRITDREIRE ..ot e et e et ee e eaeeeaeeeeeeenee e 11
BRI (0 k= RSO OR 12
a2k (LB R 13
1K 2 N 5 L OO PSRRI 13
A 2 X2k | OO 14
AR N B A T ettt 16

p D el i R 16
-7l y R N el N el OO 17
e R e &= 19
BRI D AN A e e 19
AWS Health 4 AR RN DT T I e e eae e e 20
AmMazon EVENtBridge ZERTE T D ...cceceieeeeeeeee ettt et e et neane et e e neeee e enennans 20
TEHZEEE T D AWS User NOIfICAtONS .......c.cceeeeieecee et 21
AWS Health 1 X2 h® AWS YZ—T RBHIY T ATV T 2 IAVERETS v, 22




AWS Health I—Y¥—H4a4 K

AWS Y RZ—2 RIBANCBI T D R < D B B e, 23
AWS HeEalth B S/ 7R R oottt et e et e e et e e e 25
DFTEENTZETATHADTILANRYE AWS HEAIN ..o 28

FHEII T A 7 A DI A RN I 2 e e 28
HEZA 7S IILARNOBAEZZ TR 215, AZFHIXNETTD? o, 29
L) I AR D IO DB D IET T e et 32
FEENESA THADILARIIADT TER et 32
AWS Health APl ZERA L DS AT AE DIRE e 33
AWS HeEalth AP 1) 7 T A R D B R oot 33
AWS Health API DT ARDIY RIRA U NDIBIR oo 34
TFEBE7HEAOARYNTF—REZTOTTATEBTD e, 36
FE: Java ZFEAL TEE 7 BEO AWS Health f1 R R F—RZEBTS oo, 36
F*FE: Python ZA L TiB% 7 BE® AWS Health AR R F—RZEBTD oo 39
Fa1—KDTFTI: AWS Health APl & Java OERG] ..o 42

AT Y 7 1 B B R E R I T B e, 42

ATY 7 2: AWS Health APl 95 AT REFHET D oo, 43

AT Y 7 3: AWS Health APl ARL —> 3> AL TAR MERERB TS o 43
e i R e ST 47

T R R R oo e e e e 48

T R B Tl e 49

T A T T AT AT T R B e 49
R R BB ettt ettt ettt ettt 50
T AT T AT A U Jo Rl oo 50
RS =B T T R DB oo 53
B IAM & AWS Health B T B 5 0 o oot e et e et e e e 56
TATTATAR=ADIR) D = DB oo 62
N | e e e G AR 75
H—E A T DIE R e et 78
AWS O T Z— RIRI S = AWS HEAIN ..o, 79
TOOTEBERET IR T AWS HEAIN ..ottt ee e 85
A T T AT ARREL oo ettt 85
T BB T B .ottt ettt ettt e ettt e e e e e e et et e et en e 87
PAFN 37k aia i A i R o GRS 87
B T E BT 0D 0 AT oo et ettt 88
TR IVT AT BIRART T I T AR e, 88

Jd—4%—IC AWS Health J/NMRO T VAT ZRAET D e 88




AWS Health I—Y¥—H4a4 K

ZIRINT D AWS Health DAShDOAIA ........coooviieie et 88
Amazon Chime F£ (& Slack AWS Health EDIRE .oooo oo 88
AWS Health 4 /R N DT R T e 88
AWS Health A AR/ N D B oottt 90
B R R ottt s st b ettt sttt 90
A i R (O F = o T TR 91
ISR i e = NN -~ RO 95
A i R (O -3 T TSRO 100
A = i R = b - NSO 101
REEEET N R BB T B et 101
EEBEETATUREHIBRT B s 102
EventBridge ZfEA L 7z Health A X2 RDEZ R T e 103
AWS =232 A/NL Y 2D EventBridge JL—JLDAYERR ..ocvoeeeeeieeeeeeeeeeeeeeeeeee e, 104
AWS Health® 7 A0 REBARY NENT VY VARV RNEEZRIT TS i, 105
AWS Incident Detection and Response ZERA T2 O ICH—EARAICU > VEchi-O0—-)lZ4
D N L - -~ T 107
B B B R ...t e e e 107
EventBridge T® AWS Health 1 X ROR—=JBEICNIEVARDRR oo, 107
HBE 1 —CREEBETVEAZFERA L AWS Health 1R RDEWH oo 108
AWS Health f1 R NOEZZU VT L BH%Z JIRA 8 &V ServiceNow EFEET D .............. 108
EventBridge L —ILZREL TANRY NMIETRIBHZIEET TS oo 109
BEOT—EABRTEATIVICTT DI —ILDMERL oo 113
ARNIBETRIBEBHZEFEITRDRSICF Y N7 71U r—=2 32T Amazon Q Developer %
B T T B oot 115
B R R e e 115
ARVPMIWBELULTEC2CA VARV ATARL =3IV ZEBNICEITTS e, 117
B R R e e 118
EventBridge MDIL—JLZAER T B ..o e 122
)77 L2 A: AWS Health 41 X2~ Amazon EventBridge AF—N ...ccoovviiiiiiiieceee e 125
AWS Health A AR/ N A w0 et e e et e e e e e e 125
DEANILAARY M-Amazon EC2 DB EDREIRE ..o 138
THho> NEB®D AWS Health £ X2 N - Elastic Load Balancing APl O .................... 139
TAHIY MZEE® AWS Health 1 X N -Amazon EC2 1 Y ARV AARNT RS 47D
YA e A | v N 140
BRIV AWS HEAIN ..o e e e e e e e e eeee e 141
ZERA L 7= AWS Health API J1—)LOOJ 58 AWS CloudTrail ....coveeveeeeeeeeeeeeececeeeee e 141




AWS Health

I—H—HA K
AWS Health CloudTrail OB ......cooieeieeeee et 142

Bl: AWS Health 1T 7 7 AILI N U e 143

R DX RTBEE oo ettt ettt 145
LTI X:ZE i AR TUTT U TR TR ORTOP R PRR PR 153
........................................................................................................................................................... cliv

Vi



AWS Health I—Y¥—H4a4 K

& (& AWS Health

AWS Health I&, UY—AONT7F#—XAE, AWS DH—E A BRT THUY MO A4 % f#
BRIC TR LET, IRV RNZEFEALTAWS Health, H—ERAX DY —ADZEEN TERTEh
TVWBRT7VT—23 ICEDRSICHEBITEINEZETERT AWS, F. ETFOARIKNEE
BIOICRIDEERFHRE XA L' —IZ AWS Health 2t L E T, AWS Health £/, &, 5tE
ENLETOTAET1Z2REBL., EEITDDICEK’ILUEETRT, CcOH—EARK, AWSUY—RADIEE
MOENIZER > TRNIH—ENB TSN EBAZEETZ D, FERBICARNETRLL,
RTINS 1—FT 402 RAERNTRDEODHAEZ R EBBZENTEXT,

ITRNTOHERKEE. AWS Health APl Z# & L = AWS Health Dashboard ZEHATEET, XV
DAR—REFEYRNTYTZHBEBEET, Filehi- AWS I—H—(CEATEZRETT., TOM
DH—EANATAMNZDOVWTIE, AWS Health "2 v < 27R—ROFEHNR— ) 2SBLTLKESE
(AN

AWS Health &, $XTOHEEIC AWS Health Dashboard E HiFn2 Y —)LE2EHLET,
AV AR—REZEYRNTYTIT2EHOT—ROEBRXTI3IVOETREFRETT,

H—EAOFERAPICHET S AWS Health E AEOERICDOVTIE, AWSHealth T, #288BL T<L
EEVWoOB S AWS Health,

® XE

« AWS Health &Y 2 217R— RlF, §XTH AWS SEHZENEBIMREE L TRHATEET,

« INTO O AWS BE#IE. Amazon EventBridge Z& LU TEMPE4 L T AWS Health
AR NEZETEERT,

- Business. Enterprise On-Ramp, & 7zld Enterprise Support 75> Z2&HBE50EE .
AWS Health APl ZEAL THRB LY —RN—FT 1 —DZATLERETEXRT, &
MIZOVWTE, TAPIUTZ 7L > AAWS Healthy Z2BRL TS EE L,

- FATEEE AWS HR—KN 7S 0FMICOVTIEE, T Z283BL TS EEVWAWS
R—h,



https://health.aws.amazon.com/health/home
https://aws.amazon.com/premiumsupport/technology/personal-health-dashboard/
https://docs.aws.amazon.com/health/latest/APIReference/
https://aws.amazon.com/premiumsupport/
https://aws.amazon.com/premiumsupport/

AWS Health I—Y¥—H4 kK

D #= AWS Health

® AWS Health BE2IC 2 WTEBBAL, Y—ERZEALTOF77UTr—>3>, ¥—ERX, VY-
ANDEEMEZHIFTIZDHECZERLET AWS THI U K,

[N =Xy
« AWS Health 1 X2~

« AWS Health &' v > 17R—R
« AIRYKEATOIO—R

c ARYRNEATOATIY
« AIRYRNAT—ZRA

- FBEBUBIVTATA

« AWS Health Amazon EventBridge ® 14 X2 ~

 AWS Health API
o A 1—
* AWS User Notifications

AWS Health 41 X2/ k

AWS Health 1 X M, ALAAMARY NEEFEFN, MO AWS H—E RAICKH > T AWS
Health XfE T2 BHITT. cNSDARVNZFEALT, PTHIOVNCEETHAEEDOHS
SEODEEXRFECNEZEEICODVTHZCENTEEXT, HlZIE. AWS Identity and Access
Management (IAM) A BRI —ZRLETDIFEDHE. FLREIZR—T RIL—IILZFEL AWS
Config ¥2FENBE. FA R NEXEE AWS Health TEET, &, TH—EAOTAMEOEE
FRELIZIBE AWS Health IZEARV RN ZEFLETAWS V=232, ARV NOFHBAZER
T, BEZEHRL, FEEZZTDVY—RAEZRBELT, HEBEThDI TV a2 ERTTEET,

Health 1 R NICE 2 2O RATHFHY)ET,
Bix

« PHORKBEBDODARY KN

« NTVYDAR N

AWS Health 4 X2 2



AWS Health I—Y¥—H4a4 K

FAIVRNEBEDANRY N

THOREBBEOARY NE, AWS AU N izl AWSHHEBROT7HIOY hoVWThAICO—
DT, FlZE, fEATS!)— 3> T Amazon Elastic Compute Cloud (Amazon EC2) 1 > A&
DABATICEABEN HBHE. BARINEHFEEZZTD)Y—ADOERICET B 1EH AWS Health
ZRMLET,

THOOREEBEDOAXR MK, AWS Health Dashboard, AWS Health API, & =l Amazon
EventBridge XAWS I —H'— @A ZEAL TRAZZ TR &N TEEXT,

INT VY OARY N

NTVY AR NE, PTHONEBETRHEV, LR—REhEY—ERARVKNTT, HlZE,
KERIZ (F/\1M #F) ')J—= 3> T Amazon Simple Storage Service (Amazon S3) O H—E AICRIE
NFH35HE, AWSHealth Ik, TOH—ERAZFERAL TVWELTE, FLEFOV—232ICS3N
TYRDFH2TE, AIRVNIBITRDEHRERBLE T, ThSICR/LTT I3 EETITHH
o NTV Y OBHERREITD L E2BEBOLET,

INT VY OA4RY NE, AWS Health & ¥ 2 1 7R— R & AWS Health Dashboard — H—E A DIREH
SHRETEET,

THOOREHEESENDBEIE. TAWSHealth Y > 1R— ROBEBAZE) Z2Z8RBLTLSEEL,

THOORNESESESTHERVIESIFE., TAWSHealthA v 1R—R, 28RBLTLSEEL,

AWS Health &Y 2 2 7R— R

NHBDHEAWS THIV K, AWSHealth XY 2 1 R—RICENT VY VAR NETHIV NE
BOARY NOEBARRIENKT,

AWS Health &Y > 1 R—RZFEAL T, V=320 —EADSEOXD T AORBER
E, BN BERBEREITDIANRVKNIODVTHREIZCLZHEHHLET, AWSHealthH v 1
R—REZEALT, THADVRNORLEEHEDY —ABE, - - CEEFEIDIWREMEOHD A
RYBMIOVWTHRETREETERT,

(EH 4 > 4> AWS Management Console U T, https://health.aws.amazon.com/health/home T
AWS Health Dashboard &k R TEE T,

M DOWTIE., TAWSHealth &Y< 1R—ROBRAKBAEE 2SBLTLSEEL,

TATYNEEODA R K 3


https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://health.aws.amazon.com/health/home

AWS Health I—Y¥—H4a4 K

AWS Health &Y < 1;R— R - H—E A D IREE

THO NESFEBETHEVFEW. hitps://health.aws.amazon.com/health/status ® AWS Health
Dashboard — Service Health 2L TNT VY VAR N ERRTEET,. NTUYIAMRV N
&, Y —EAOTAKICEITZRHREBZI_ENTES, AWSICDVWTLAR—KhENBDH—EAR
BTT, COTITHARNTR, EOTAIRTERAEBTREBEWNT VY AR NOIENRRE
NET, cOR—TDZHMEIDLEDIC. BXN—THIORNIHA AV TB2HXEBERFHYEFEA,

FHMICOWVWTE, TAWS Health &Y > 1R— Ry Z25RBLTSEEL,

ARV NEZA7OO—R

Health 1 X NCRREND AR NRATNDI—RICIE, REEZTHDH—EAEAMRNDA
ATHFEENATVWET, HlXIE., AWS_EC2_SYSTEM_MAINTENANCE_EVENT A/ R N RA 7D I—
RZEED Health IR N EZITE D EBE, FEZREITTEMEOH DX TFRAARY RN
H—EATFETNTVWAEEZEKRLET, COBEREFEAL T, BHICHBZLTEY, 7HY
JRIHULTT O3 aRTLEYTRENTEERT,

AR RNEATOATIY

FTNTD Health 1R NI, BEITZAARINEZATOATIVNHYET, —SPOANX
URTR, AIRYNERATOATIINARRNEZATOI—RICKRRENDBENBYET
(AWS_RDS_MAINTENANCE_SCHEDULED Jd— R#%& &), Z0HITIE, A7V scheduled TF,
NDEREFEAL T, IRVNOATIVEKRENICHERTEET,

FTRTCDARYNBATOATIAVEEZRVITDONRANTSOTAATE, FH7IV
. BBBZATOARY MWL TERRENET, DescribeEventTypes APl AXRL—2 32 & fE
ALT, AIRYRNERATOATIVERRITDEETEET,

TADY NBEA

CHEDARY NG, FTADVREY—EAOERR LR EFIVTACEITIBHMERMULE
T cNSDARYNIFREEOADBEEH I, RRORENVEICBZDBEEEHY)
T CNSDRATDARYNIEBRZI, HREhDT I IV ZINTHRIDLE
BAOLET,

TAOYRBHADODARYNZALTOO—ROBIZRICRELET,

AWS Health &Y < 217 R— R - H—E ADIREE 4


https://health.aws.amazon.com/health/status
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventTypes.html

AWS Health I—Y¥—H4a4 K

« AWS_S3_OPEN_ACCESS_BUCKET_NOTIFICATION — /N7 U Y O F O AZHTT BN
H»3 Amazon S3/NTY NHFBHYET,
« AWS_BILLING_SUSPENSION_NOTICE — 7HAV Y NIERLVORENF BV, —BEFELETH
TWBD, PTHIVRDETOT 1 7{bENEL I,
« AWS_WORKSPACES_OPERATIONAL_NOTIFICATION — Amazon WorkSpaces =% —E AIZB8
THREENFHYVET,
&

ChsDARYBNE, AWS H—ERFLERGVY—RAICEETDHIFHLBEVWAARNTT, O
ATFAVO—BABARNZEK, H—EADODEKTZ5ERLTVEIARL—>3 L0

B, ¥R I1—Y—0RBACO—HTAAXENEUVY—ALRIIOBEICEITIEENf N
£¥9,

RIZ, BEICETDZARINERATOI—ROFIZRLET,

« AWS_EC2_OPERATIONAL_ISSUE — H—EAFEARKOEBELRE, Y—EAOARL—>3 Y
FoRRE,

« AWS_EC2_API_ISSUE —API AXRL—>3a>OLAFTY
ARL—>32 EORBRE,

« AWS_EBS_VOLUME_ATTACHMENT_ISSUE — Amazon Elastic Block Store (Amazon EBS) @ 1)
V—AICKEBZREFEITIEENI D, O—HFAMAXEnEzUY—ALXRILOEE,

« AWS_ABUSE_PII_CONTENT_REMOVAL_REPORT — COA RV KN, 7o 3 #RTULAEW
hE, THO M ELEEND O8Nl B ZEKRLET,

FEEShIEEE

1)

S—DEMBE, Y—EAD API ®

ChSDARYKNE, H—EABELTVY —AANDSEOTEICHTIBERERHELET. Ch
S5NARYNIK, YR—MNETEARPELZZIN—23a 0887 Y 7JL—REE, STEH
BISATHAOINARRINFEENET, U—EAOHMERITHEHICT Va2 EETITS
CEEHEBIDANRNESONE, I—F—BOT702a>BLTEAHNICRETEIARNE
HYVET, FECIEEETIVTAETAOBE, VDY—AN—RHICRATERV L HYF
T COATAVDARYNEIXNT, FHOVNEBEDARVKNTT,

RIC, FEENLEEICEHITDANRINEATOA—ROBIZRLET,

« AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED — Amazon EC2 4 > A X > A THEEN &
ETY,

« AWS_SAGEMAKER_SCHEDULED_MAINTENANCE - SageMaker Al ICl&, H—EADBEEDEIE
BEDAXDTFTFIVAARY N BETT,

ARYNZATOATIY 5



AWS Health I—Y¥—H4a4 K

« AWS_RDS_PLANNED LIFECYCLE_EVENT— Amazon RDS l&, 8 ZHE O BAREL, $H3
N=232OPR—NERTARNEE, FTENBESATHAIOINARINEZRTD1—-)LL
TVWET,

® Tip
AWS Health API & 7= lI& AWS Command Line Interface ( AWS CLI) ZfEAL TAX
Y hNOFMZEIRTIHZES, Event 772 T NIk ACCOUNT_SPECIFIC fEZ & T
eventScopeCode”7 1 — )L RAEENE T, FMICOVTE. TAPIUTZ 7L 2 AAWS
Healthy ZZBL T<EEV,

ARNAT—ZRA

AR NAT—RAWR, Heath A R " F—7">, V0—X, FERFEROVITNTH DAL Z R
LET, AWS Health &Y S 17R— RE 2l AWS Health APl TALAAXR N EZHAK 90 BERR
TEET,

HEBEZTBRITAT 4

EEEZIRTITAT4E, ARVNIKR>TEEZZ TR UEEOHS AWS UY—ATT, i
AE, THOURTHERALTVWBRHBEDA VAR AZATIZDOVWT Amazon EC2 X FF 2 AD
FEENEANRNEZELESES, Health IR NEFEAL T, FEEZZ TS24 AXADID
ZHRTEET, COBREFALT, VY —ADERPIEHRRELZE, BENEY—EROBEICK
MLUET,

AWS Health Amazon EventBridge ® 4 X2/ ~

T 772> ~NZ Amazon EventBridge L—I)LZEXEL T, 7HJ 2 A" EY)E AWS Health 1 X2 &
ZELEBOTIV AV EBEELTEET, chillFE, FEENTVRZRIXNTOZAT7HAIILA4R
VRAYVE—DEFYYRNAUBR—TIARIZEETITRBE, " BWNBETOIVOBEEEHYE
T, T, ITH—EREBY I TO—070—%2EBHITIHE, BEOTIIV0HEEEHY)
£9,

M OWTIE, TAmazon EventBridge AWS Health ZERA L 7= TOARVKNDEZRD T, %
SRLTLSEEL,

ARV RNAT—RA 6


https://docs.aws.amazon.com/health/latest/APIReference/
https://docs.aws.amazon.com/health/latest/APIReference/

AWS Health I—Y¥—H4a4 K

AWS Health API

AWS Health APl ZfEF L T, XD &S 7% AWS Health Dashboard ICRRENBDBERICTOTZ AT
TOEBATEERTY,

s AWS H—EAR VY -AILKEZEXZTRMEDHIAINRVNCEITZHHRENETS
- AWS BB OEBIE 1 —#EEZBNETLEEMICTS

c BEOH—ER, AIRYRNEZATOATFA), ARREALTODA—RTARIRNETAINEZIY
g3

FHECOVWTER, "TAPIUZ7 7L 2 AAWS Healthy 228 L T EZE L,

(® Note

AWS Health API AWS B R— K Z2FEHAT2ICIE. APSEDRAR, TUVE—TSA4XF>
07, FERIVE—TSAAYR—NTS N YUETT, Business., Enterprise On-
Ramp. F 7|k Enterprise Support 772 A B WVWT AT MH'S AWS Health APl 2 H
&. SubscriptionRequiredException LS —A"HELET,

e 1—

COMEEEFEALT, ODAWS THIVRDITRNTOAI AL R ~%E AWS Health Dashboard @
1 DME 1— AWS Organizations ICEHNTEEXT, TNDE, HBOBEBRTHO N4 (420TF
%5, AWSHealth APl ZFRAL T, EFETEBTHIVRNEVY—RICHEEZEZXDWEENH S
FTRXTDARYNERRTEET, COBEEK., AWSHealth IV —I)LE -k API A SBEMICT
EET, FHICOVWTE., "7HT2ME®O AWS Health A X NDEHN ) Z2SBLTLSEETL,

AWS User Notifications

AWS Health [& &#EAWS User NotificationsE i TWB i, BLT O —ERICEETS
ARVNCBHATRBEHNZEBEICZEAWS THIN BLUVFHETEERT, &, F72IKNT
AWS Health 41 X MDY Zx—= REBA User Notifications #28ELET, CchsOHYT RO U
SaAVERELT, BEAXR—ADENICRZ XY E—C0ZEHEE, BH%Z(THS AWS Health
ARNOEE, BHAOBREGEEZFHMHTEETET, KBTI SICIE. User Notifications T ZBHE £
9 AWS Management Console, F#IC DWW Tk, TT AWS Health BH%Z EE 95 AWS User
Notifications; ZZBL TS E&E )

AWS Health API 7


https://health.aws.amazon.com/health/home
https://docs.aws.amazon.com/health/latest/APIReference/Welcome.html
https://aws.amazon.com/premiumsupport/
https://docs.aws.amazon.com/notifications/latest/userguide/managed-notifications.html
https://console.aws.amazon.com/notifications

AWS Health I—Y¥—H4 kK

AWS Health &Y > 17 R— ROBEBFZE

AWS Health &Y 2 1R— RZFEAL T AWS Health f1 X MCDWTEBTEET, chsDIAAX
YhE. AWS DY —ERA REBFAWS THIUY NCHBE2EXZARBUENBYN XTI, THIV B
YA A42FDE, AWSHealth &Y 2 1 R—RIZUTOBEBIRRENET,

c [TADVBRARY R —ZOR=DICE, THATDNCBEBDANRY MARRENETT, KRR
NEE, RENEE, FTETNTVWIEEZRRITEXRT, BEI0 HEADIXNTOARY NER
TRAEARNOATZRRIDIEETERT,

c ABOANRY ] — ZOR—=TIZIE,. AWS OrganizationsDEBEE DA X M RRENE
T, ABORBROEE, RIENDEE, BLRTEFFEENTVIEFEERRTEET, BALFTR
BEI HEDIXNTOEBARYNERTARNAVZRTTBDEELTEET,

® Note

FEVEEEFEAWS THUU N, AL TR —EZXAOTHMEAWS Health & ¥
2 1R— RZEBRBTEERT,
THI RN EHFEEDHBAIE. AWS Health Dashboard ICH 4 >4 > LT, H—EAXL
V—AICEHEZBEZABZUEMEOH D AR NPSEDEEICETARYRVARZES C
ZHEOLET,

(N =R/
c AWST7HIORNDEYNTYS

« AWS Health Dashboard TPV RAXR KRERRT D
« Amazon EventBridge ZiXE T 3

« T AWS Health BHZE¥E 95 AWS User Notifications

AWS 7HIORNODEY NTYS

ZEMICTBHEIIC AWS Health, ABETTAWS THIUU Ko AWS PHUY RABWEERF. K
DFIEZRITLTTAHIY NEERLET,

e
it



AWS Health I—Y¥—H4a4 K

ATV T IBAWS THIU N

NEWBEIEAWS 7HIOUN, XAOFIEZEITLUTHERLET,
ATy TIBICEAWS TAHIU R

1. https://portal.aws.amazon.com/billing/signup ZFR & £ 7,
2. AVSAVOFIRICRHWVWET,

BAVTYTFIEO-—RELT, BRFRLEBTFAMNXXY E—DZFHEY), BFEF—/NNYRT
RIALO—RZADLET,

CHATYTIREAWSTAHIVN, AWSTHIYROIIL—KNI—H— HFMERENET,
LN—=RI—H—CRE, FHAIROIXTOAWS DY —ER EVY—ANDT IV EAENH
WET, EF1UTARARNTZITARELT, A—Y—CEBT7 IV AEZE) ST, IL—
NI—Y—TFT IO AN BEZZAVDRGTICEIL—P I —DALZEERATEILSICLTLSES
W,

AWS HA VT Y 7T7ORANETTRE, HPSWEREX—INFEFEENET, hitps:/
aws.amazon.com/ D [NATFTHIV RN ZD2IYOLT, WOTETHIRNODBREOTIVT1E
TAERRL, THOVNEZBEBITDENTEERT,

BBTOEAZE>I—Y—%ERT S

WCHATYTULES AWSTHI M, BENBZAVICL—RNI—HY—ZFEALBZVLSIC
AWS PHO MDOII—RI1—H—, Z{REL AWS IAM Identity Center, ZBMICL TEEI—
H—ZERLET,

ZREIDAWS THI MO —KRI—H—

1. L—KRI1I——ZBRL, A WSTHIRNREX—ITRLAZAALT, PHOVNE
#AWS Management Console&E LT IZHA A2 LET, KOR—JTNATD—RZAHDLE
T,

LW—RI1—H—ZERALTHA A 2FTRIHECOVTE, AWSH A2 (2 A—H—FA
ROIN—KRI—H—-ELTHA A2 FT2ESRLTILEEL,

2. L—PhI1—Y—DOZEZXRFEL (MFA) Z2BMICLET,
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https://portal.aws.amazon.com/billing/signup
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_root-user.html#root-user-tasks
https://aws.amazon.com/
https://aws.amazon.com/
https://console.aws.amazon.com/
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FIEIIZOVWTR, IAMI—Y—HAROAWS THON ")—hI1—%— (V=)L) DR
MFATFNARAZEBEMITS, 25BLTLEEL,

BT Ot AZHE > 1—H—2Z2EKTS
1. AMPAFTATAEZ—ZBMILET,

FIEICOWTIE, TAWS IAM Identity Center 1—H'—7i4 K3 ® "TAWS IAM Identity Center®
b, 22RLUTLEEL,

2. AMTATFUTATAER—T, - —-ICEBT7 IV ERZNELET,

ZEDYV—ARAIAMTATFoTATAEER—FT4LIKN) ELTHERTRHFEDFI—KNUT
JLICOWTIE, T AWS IAM Identity Center 1—H'—HA R, @ "F7# ) Z2FEAL TI1—
HW—TOVAZRETDIAMTAToTATAEZ—F1LIOK) ZZRLTLIEEL,

ERTIVEAEZFE DI Y- LTHI212TF2B

IAM7ATFTATAEZ—DI— - LTHA 242 FBICR,. IAMTA T2 T4T4
O E—01—Y—0OERBICEX—IT7RLACEFEENEY A1 /42 URL ZEALET,

IAM Identity Center 1—H—ZFRAL THA AT HFEICODVWTE. AWSHA 1>
F1—Y—HA R, DAWS T POELAR—ZINICHA A2 FB, 25RLTIEEL,

EBMOI1—Y—ICT7OoAEZE)HTS

1. AIMPATFUTATAEYE—T, BPFEOT IV EAHAZEATZIEVWSIRANT ST
TARRE =T O EAHAEY NEERLET,

FIEIZDOWVW T, TAWS IAM Identity Center 1—H'—74 R, @ THERBREZERT D1 25
BLTLSEZL,

2. W=D —%BVET, TOIN—TLCDINBAV AT IO AEZE)ETE
ERD

FIEIZCDOWTIE, TAWS IAM Identity Center 1—H'—HA R, ® "TJIIL—T0EE, 2SBL
TLEEL,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-set-up-for-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/quick-start-default-idc.html
https://docs.aws.amazon.com/signin/latest/userguide/iam-id-center-sign-in-tutorial.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/get-started-create-a-permission-set.html
https://docs.aws.amazon.com/singlesignon/latest/userguide/addgroups.html
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AWS Health Dashboard T7 O MR NERRT S

THAIVRNCH AT A2 TBE, K=Y FSARENEARY NOBBOBRESHRB LA TE
£7.

AWS Health &Y > 17 R— RTTFHIV AR N ERTTBICE

1. AWS Health & ¥ & 17R— R % https://health.aws.amazon.com/health/home TBIE £,
2. FTESF—2aAURALAVO[THINORE T, ROFTSa> 72 BIRTEERT,

a. [RERORBESEDHEE] —BERVEANRINERTUEARNERRLET,

b. [FEETATVARZEE] —H—EARPVY-ALLKEITIAEMENHS, SBFESNTL
BPANRYNERRLET,

c. [TRMOBHN—TAHIVNIKEIZURMEOHD, BE7 HEDTOMOBRACEST
RFOARNZINTRRILET,

d [AXHAOJT]—BEOBHBEOIXNTODARY NZERRLET,

REFERDEE L FILOEE

[RBAOEELRENOREZE] 27T, BE7 BEICETROTHVNIEEITHUREMEOHD T
NTODARY N 2BFETEERT,

Y AR—RTARYRNZEBERIDE, FH]RAVICARPNEEZEEZZTDRIY—-ADUADL
DEWIRTENET, FHAICOVWTE, "TAXV DM 22ZRLTEE W,

RRENIZARY NG, 2T Z@HT. J4INRVARDYS ATV EEBRLTTANEZIVYT
TEXRY, LA, TRATFEVTA—=V—=2, V=232, ARYMTEZ, REREHKZ
AWS OH —EABETHRREZBRIACZENTERT,

YL 1R— RIZRRENDBENARY MEFTHEL, TRNTOARY NERTTBICE, [1A
> ROY] 27 EBRUET,

® Note
BIRFEATIE., AWSHeath XY 1 R—RICRRENDAARNOBHNZHIRTDEWEGFT
EFEXHA, FIRVNE AWNS O —ER BRTDE, AV AR—REI—HDSBEHNHI
BREenEd,
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https://health.aws.amazon.com/health/
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Example : Amazon Elastic Compute Cloud (Amazon EC2) D ARBEA X ~
LTFOEEE. AmazonEC2 4 VARV ANDBB IS —EHRRABEOANRMZERLTVET,
Your account health

Stay informed of important events affecting your AWS resources.

Configure EventBridge

Get notifications for events that might affect
your services and resources.

Go to EventBridge [4

Last update: February 20, 2022 at 11:16:34 PM
UTC-8
us-gast-2

Account specific

Open and recent issues (16) Scheduled changes (0) Notifications (3) Event log
Open and recent issues (16) Operational issue - EC2 (Ohio) Back to list view (]
View events that might affect your AWS )
infrastructure. 35 issues were resolved in the Details Affected resources
past 24 hours.
Q
Event data
‘ Service: Elastic Compute Cloud X
Clear filter Service Start time
EC2 February 20, 2022 at 11:16:24 PM UTC-8
1
Status End time
Open -
Event summary
Region / Availability Zone Category
Operational issue - EC2 (Ohio)
us-east-1 Issue

Affected resources

Operational issue - EC2 (Ohio) No 1
Last update: February 17, 2022 at 11:56:09 PM

UTC-8

us-east-2 Description

Operational issue - EC2 (N. Virginia)
Last update: February 16, 2022 at 1:36:29 AM UTC-8

us-east-1 [04:35 AM PST] We are investigating increased EC2 launch failures and networking connectivity

issues for some instances in a single Availability Zone (USE1-AZ4) in the US-EAST-1 Region. Other
Availability Zones within the US-EAST-1 Region are not affected by this issue.

FEENLEEE

[FEENEZERTEEALT. PHAYVNCHEBTATHEROHDSERDARY NZDVWTHAD
CENTEET, ChESDARY NI, Y—EROEHAYTF Y AT ITAET 4%, BRI
BERFEHBET A THAINARY NEEFEENET, COLETIFAETAEHBELY T
<TBED, FEENELEEARNLUA—ICRYEL I TEB ALY Z—E1—FABEEATL
£F, 7ANE—FHATETT, STEENESA THA LA NOFMICOVTE, TAWS
Health®EtEiE NieS A TH A ILARY b, BBBRLTLEEL,

FEENEEE 12
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T DD IEA

[BH] 27T, THOVNCHBZREITTRMEOHS, BE7 BEOZTOMOBHPETHO A
RYNE2INTHETEXRT, chillE, REAEOO—T—>32, FREH., EFI1VT 1 DM
MBEDARY NI BENDBEENHYVET,

AR NOY

AR NOTRTRZEALT, IXTOHO AWS Health IR N ERRLUET,. OFF—7I)LICEEM
DHNBY), [AT—RAE[BHBREBET7AIILEVITTEXRT,

[ARNOTIT—TILTARYNZBRTDE, [FHIRAVICARVNEREBEZFRVY—RA
DIANDERF RENTT, FMAICOVTRR, "TAXTVNOFM) 25RLTSEE L,

RELRERVACICE, ROTAINE—FT2 3> &#ERATEET,
s TRAZEUTA—=VU—=2
« RTKE

« ARVHN

« /X2 KNARN

« ARV RNAFTY

- RREMBRK

e =232

« 1)Y—2R ID/ARN

- H—ER

- RBRKE

« AT—ZRA

Example : 1 X kOY

ROBEGE, RKERE (N—2ZT748) SRCKREREB (ANAA) V-3 0BKIEDA R N
RULTVWET,

ZOMHOBA 13



AWS Health d—H¥—HAR
Q IAM-user ¥ Global Support ¥
-~
Last refreshed less than 1 minago| C
Event log
Q 1
Region: US East N. Virginia (us-east-1), US East Ohio (us-east-2) X | | Clear filter
Event Region / R Last update Affected
Event v Status Start time v R
category ¥ Zone Info time v resources
Lambda operational QOctober 9, 2020 at October 9, 2020 at
) Closed Issue us-east-1 -
issue 2:03:48 AM UTC-7 3:11:09 AM UTC-7
EC2 operational October 9, 2020 at October 9, 2020 at
. Closed Issue us-east-1 11:54:16 AM -
issue 1:48:51 AM UTC-7
uTC-7
SNS operational September 30, September 30,
issue peratior Closed Issue us-east-1 2020 at 8:28:18 2020 at 11:42:54 -
AM UTC-7 AM UTC-7
. September 16, September 16,
EC2 t 1
iss eopera fona Closed Issue us-east-1 2020 at 7:30:41 2020 at 7:45:03 -
==t AM UTC-7 AM UTC-7
Storagegatewa September 13, September 13,
I v
J, 9 ) v Closed Issue us-east-1 2020 at 12:46:47 2020 at 6:32:24 -
operational issue
PM UTC-7 PM UTC-7
Deepracer August 31, 2020 at August 31, 2020 at
. . Closed Issue us-gast-1 -
operational issue 6:32:39 PM UTC-7 9:10:12 PM UTC-7

AR NDOFFEM

ARVKRZEBRTBDE, TOARVYNIETE 2 DORTHFRRENET, [FHHl]Z 7 EUTOER

ZRRLET,

« B—EX

« AT—RA

s =23V /TRAZEUTA—=V—=2

s ARVYRNEFTAODNEBOEDODHESH

- FRIFE KT R

- ATV

s HEBEZTD)V—ADE

s ARVNIBEIRIHAERTBRORALT A

AR N OFHHE
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FEEZTRVY—RAZTICE, ARVRNIL>TEEEZ TS AWS VY —RICET2ROERN
RRENFTT,

« JY—AID (#il: vol-alb2c34f 7 £ D Amazon EBS /R1) 1 — /A ID) £7zl& Amazon UV —A
— L (ARN) (B2 FZEE Liﬁi—"’lﬂ'é%’%)o

c FTEENIEZATHAONARENDBE, COFBERITZVY-AVANIGE, VY—-ADEK
HMDAT—ZA (REHR, TH, BRELR) EEENET, COVANIEE 24 BEIC 1 IEHE
hEITHN, BEOARAT—FAZRMRIZDETICERART2E-BL LD BEENHBYVET,

JY—ARTRENDEREZERVABENTEELRT, VY—AID £izl& ARN TRRZRY AT
CENTEERT,

Example @ : AWS Health event AWS Lambda

RDADY)—>>3 v NE, Lambda ICRHTRDAARRNDFIZERLTVWET,

Event log Lambda operational issue Back to list view [5]

Q

Details Affected resources

Region: US East N. Virginia (us-east-1), US East X
Ohio (us-east-2)

Clear filter Event data

1

Event Start time

Lambda operational issue October 9, 2020 at 2:03:48 AM UTC-7
Event summary

Status End time
Lambda operational issue Closed October 9, 2020 at 3:11:08 AM UTC-7
Last update: October 9, 2020 at 3:11:09 AM UTC-7
us-east-1

- - Region / Availability Zone Affected resources

EC2 operational issue
Last update: October 9, 2020 at 11:54:16 AM UTC-7 us-east-1 -
us-east-1
SNS operational issue Category
Last update: September 30, 2020 at 11:42:54 AM UTC-7
us-east-1 Issue
EC2 operational issue Description
Last update: September 16, 2020 at 7:45:03 AM UTC-7
us-east-1

. . [RESOLVED] Increased Invoke Error Rate
Storagegateway operational issue

Last update: September 13, 2020 at 6:32:24 PM UTC-7
us-east-1 [02:03 AM PDT] We have identified an increase in invoke error rates in the US-

Deepracer operational issue EAST-1 Region and are working towards resolution.

Last update: August 31, 2020 at 9:10:12 PM UTC-7

us-east-1 [03:11 AM PDT] Between October 8 10:35 PM and October 9 2:25 AM PDT we
Sagemaker operational issue experienced increased Lambda invoke error rates in the US-EAST-1 Region. The
Last upd‘late: August 31, 2020 at 9:04:39 PM UTC-7 issue has been resolved and the service is operating normally.

us-east-

Batrh nngratinngl jccig

AR N OFHHE 15
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ARYRNEZRAT

AWS Health f1 X NZIE 2 2O RATHBHY)ET,

c WTVYDARKNEGE, FTHOOREBETRBEWH—ERAAARRNTT, HlZIE. T Amazon
EC2 ICRAEN B BZEAWS U—23>, FEO)—23a > TH—ERFERFVY—-AZFERAL
TUVWEWHEETE, ARV NCETS1EIHR AWS Health Z8REHL £,

« PTHOORNEEDARKNE, PHOORNEEREZBROTHIONCEAETY, HEZE,
AWS U—23 > ERHT2 ® AmazonEC2 A VAR AN B35S, AR NEFER
Z(T% AmazonEC2 41 VARV AN ) ANIZBI T %153k AWS Health Z1HEL £,

ROAT2AVEEALT, ARYRNINT VY ORTHAHO NEBH EBBITEET,

« AWS Health # Y 1 R—RT, /IRVNOEEEZTDZVY—ARTEBRLET., VY—AN
HBDARKNE, FHIOURNCEAETT, VDIY—ADBWVWARNENT VY OTHY, THDOY
RNEBEDODEDTRE®HYEBA, FHICOVTIEE., TAWSHealth ZvY 2 1R— ROBEKSEEL 25
BLTLSEEL,

« AWS Health API ZffH L T eventScopeCode/N\TX—Z&ZRLET, 1R NICE
PUBLIC, ACCOUNT_SPECIFIC, £/ |X NONE DEZIEETEE T, FMICODVWTIE., AWS
Health APl ') 7 7 L > A® DescribeEventDetails AL —> 3> #5BL TL<EFE L,

HLoA—E1—

ALVA—E1—R, ATV1—)ENEEXTTHEATE, AWSHealth A X hZBHADAL
VE—IC7OPIORTEEY, COE1I—TRE, BEIHLARETESER 1 FOFEEATVS
EEZ®IETERT,

AWS Health 1 X NF AFBICRRENET, BFZEIRTSDE, AWS Health 1 R NOFMZ
EUHA RNZRINRRENETS, [SEREET NI FTLE[ETF)ODARNEIELKRREIE
T [ERTULE]AIRNEIIRBTERRENET, 1 DOEBFNICI DUREDAARY N HBHEE. B
ETL—DARYNOBETHFRTIENET, BFZERTD &, Y4 R/NAXRILIC AWS Health 41X
DRODVARNRRENET, YA RNRILTARNERBIRTDE, TOANRNCETDEHRE
RRTEET, YA RNZRILICEUBIOE I —ICBHITHLEOONKFUARNBYET,

ARYNEAT 16


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
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Scheduled changes Table

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled
maintenance activities.

QL Add filter Any event ¥
4 February 2024 >
Sunday Maonday Tuesday Wednesday Thursday Friday
28 29 30 31 1 2
2 Upcoming 2 Upcoming

1 Completed

=

30 January 2024 & X

Scheduled events starting on 30 January 2024 (Showing 3 of 3) View all on the table view
EKS planned lifecycle event (us-west-2)
Event status: Upcoming

EKS planned lifecycle event (us-east-1)
Event status: Upcoming

EKS planned lifecycle event (eu-west-1)
Event status: Completed

HEEXTB )Y —AE1—

AWS Health 1 X NE, FEZ2Z T2 ERBEVY—AZEETIEENIGVET. $EEZZTS
)Y —Alk, AWSHealth fIRV KD [HEEZITDVY—R]|RTICRRENET, AT—RXAR%E
RRTBICE., AWSHealth IRV N ZBRULET, AT—RARY A RNRILOFEZZ (151
V—RAZTILRRENE T, fTHEENESATHAIILARY MOBE. AWS Health 1 X2 &
FEEZIDVY—ADAT—RAEZBHEHLET,

THOYKRLARILO AWS Health 1 R NTlk, FEEZZTDVY—ARXTOLEHIC, FEEZTS
VY —ADAT—RAOBENRTENET, FEEZITDVY—-RAO—EN, IHITDAT—X
ALEEILT—TNICRRENET, STESA TV AIILARINE, [VY—ARRT—RRA]7 14—
IRZEFEATEIDARINRATO—HITE, FTEEhESATHA VAR NOFHICOWVWT

&, AWS Health@FtEIE N2 A 7 H A TILANR RN ZEZSRLUTLSEZL,

EBE1I—ICT7OEATDE, AWSHealth 1R KNI, BENTVWRIXRNTOTHI Y NOFE
EZFZ2IXNTOVY—ADAT—RAOBEN RRENET, BIEORICIE, FEEZTHTHY

FEEeZFBdVY—-AE1— 17
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PROVANE, TOTAHAIYNORBFDOVY —AQBARRENETT, PTHIY ME SRR
BHhOVY—-AOHEZERTDE, THORELI—OBENFRREAET, THONE1—O#
BIZR, HEBEZUDTHIRNOEBIANIRDEOONIKFTURARHYNET, FEEZZT
B2VY—AARAT—2AOHER, BEINRILOEBICRFEINET,

FEEZIZDZIVIY—ADOV AN, [HEEZTHVY—A]RTTCSV E£kF JSONFERTEIY
O—RTEFRT, HABE1I—TRE, AV O—REhET7AILICE. VARENRTVWERTHDY
RADIXNTOVY—ANEENET, HBEI—TT7HIRRILICBEL, Fo>O0—-RLE
T7ANCEDOTHIRNDIY—ADOAZEDET, XV O—RLET7Z7AIIHNOEFEZZTS
FVY—RICIE, AWS F7HI> KN ID, eventARN, T 71 71 A&, entityARN, AT7—X A, 1
V—ANBRRENBFANEENET, 71IINER—DTIOT74785FE, XOO0—REhET7M4)L
W7 ARV TEhERROKZNEENET,

—BILAIVO—-RTERDT7AINEN2ETTT,. 77M4ILRBEBNICTZUFOTFT74ILN0
AOO0—-R7ANFIZEDO—-REN, . AIRVYREARNILAWS U= 32, AR NREER
B, ¥02O0-RACEIKTVEY N7 7AILENF TS hET,

Open and recent issues (0) Scheduled changes (1) Other notifications (0) Event log

Scheduled changes (1) Calendar |

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities. View scheduled changes that occurred

mare than 7 days ago.

Q, Add filter 1

Event v Status Region / Zone Info Start time v End time ¥ Affected resources v
Lambda planned lifecycle event 8 X
B 4 Pending 100%
4 My resduare SSton
0 Unk 0%
Affected resources = K _n -TIDWI'I
Mot able to weily status
Resource data is typically refreshed evary B 0 Resolved 0%

Mo actions required

Affected resources (4) Download ¥

Q, Add filver 1
Resource ID / ARN Iy Resource status Last update time
arn:aws:lambda:us-east-1:95958660861 1:function:SpringClean-XUG3HHSR-AutoUpdateLambda-atNXDvDLUGP [4 @) Pending 2 months ago
arn:aws:lambdazus-east-1:95958660861 1:-function:SpringClean-XUGZHHS5R-FeatureCheckarFunction-cwZke PWUELAGY ] @ Pending 3 months ago

FEEeZFBdVY—-AE1— 18
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ALY —2ERE

AR KNE, O—HINEZA LYV —20O AWS Health Dashboard £/ l& UTC TRRTZEEXT, AWS
Health ¥ Y2 1 R—RORA LYV —2EBETDE, FVIIR—ROITNTORAILARZRVT L
NTVYDARKNGE, BELEZRALY—VICEFHFENET,

ALV -—VREZEFHITDICE

1. AWS Health & ¥ & 17R— R % https://health.aws.amazon.com/health/nome TBIE £ T,
R=TJDOTHT, [VYF—OEFRE] 2BRLET,

BWeeO v £—(CF [FfH] ZBRLE T, RIC[(BFFEDORE] 2BRLET.

AWS Health &Y 2 1 R— ROFESF—23aRA2UT, BALV—VFREEZBRLET,

AWS Health &Y > 1R— Rty 23> 0RA LV -2V ZBRUET, RIC, EEOREFZER
LET,

o & 0N

HBOANIIL A

AWS Health & &#%& AWS Organizations € TW3 o, HBO—HBTHZ2IXTOTAHIV N
DARYRNERRTEERT, chiZkY, HBICKRTEND AR NO—mlbehizE1—FiE#
NET, ChSDARYRNEFRALT, VY—RAR, ¥—ER, BLROT7VT—>320EEZER
TEZET,

FHICOWTE, "T7HTVYNEO AWS Health 1R hOEWN) 22RBLTSEEV,

Enable organizational view
Key benefits
== ;
Organization-wide visibility APl access Chat integration
Aggregate your Health events from all member AWS accounts in your AWS If you have a Business or Enterprise Support plan, you can integrate with the  Using the AWS Health API, you can ingest events into your Amazon Chime or
organization. This provides a centralized view for all events, such as AWS Health API to programmatically use organizational view and look up Slack channel to get notified when an event occurs. Filter events to get the
operational issues, scheduled maintenance, and account notifications. details for events that occur in your organization. Learn more ones that matter most to your organization. Learn more
Get started
1. Set up AWS Organizations 2. Enable organizational view for AWS Health
You must have an AWS organization with all features enabled. After you set up AWS Organizations and sign in to the management account, you can enable AWS Health to
@ success aggregate all events. These events appear in the Personal Health Dashboard.
En. nizational vi View d tati
Manage AWS Organizations [£ | | View documentation ailaovapntzationatiview 1w documentation

BALY—2F

e
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AWS Health 1 X MNDODT S5 —HN

AWS Health A Y 2 17 R— ROV —=)IFES—>a o N—=Il&, PZ—MXZ1—FZ2OXRILT
AN BYVET, COMER, FHATIVORX Y 1R—RICRTENDRED AWS Health 1 X
hOBERRLUET, COXRILF A2k, Amazon EC2, Amazon Relational Database Service
(Amazon RDS), AWS Identity and Access Management (IAM), X EDEEH® AWS 1>V —JLIC
RRENFT AWS Trusted Advisor,

RINWTAARBIRLT, FHI D BREDARNDSFEEEZZ(TTVAHI EERELET, TO
%, AR N%EEIRL T AWS Health Dashboard [CBEL ., HiEEETEET,

Example : REFFRD A X ~

UTOE®GE, THINORBROARY NEBHRIANRY M ERLTVERT,

Open issues

Scheduled changes

Other notifications

servic

Event log

Amazon EventBridge Z5&XE 9 %

EventBridge Z# AL T. AWS Health 1 X hODEEZREL THRELET, THUV U NTRET
BDHED AWS Health IRV RZEZRUTL, ARV NNFEEE & &I AWS Health A @A
TN, PUOYAVEETIBDESICIN—IINERETEET,

T EventBridge Z £/ 9 % AWS Health
1. AWS Health & ¥ = 17R— R % https://health.aws.amazon.com/health/home TBIE £,

2. EventBridge IV —JLICBBL TIL—LZERTRICE. UTOVThAOREZITVET,

FTEZ =3RS0 [Health 1 > 7 J L —= 3 21h 5[Amazon EventBridge] 2 #EIR L &
£

AWS Health 1 X RDT Z— b 20


https://health.aws.amazon.com/health/
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[EventBridge Mi&E]T. [EventBridge ICEEZBIRL £,

3. ZOFEICH>T, L=LZERLARNZERLET, "Amazon EventBridge AWS
Health Z2FEALE TOAXRYKNDEZZD T, 28BLTLSEE L,

T AWS Health BAZ E¥E 9 % AWS User Notifications

AWS O Y Zx—= RIE4H AWS User Notifications 2 T2 &, BLP Y —ERAICEETIIRY
NCBETP2EHEZEZEAWNS THI N BRUVEBTEEXRT, CAWSNYEX—T RBHZFEHATS
& AWS User Notifications, Z{£9 % AWS Health /1 R ATV EEEL Y, EX—)LDE
BE1—ZRELEY, BROBLEX—I)ILORDYICHKEBHZEREBLEYTEERS, cOY—
EAEZBMICTDHEEICOVTIEE., " AWS Health ® AWS Y Z—< RBHIO AR E i FEX1L
AWS User Notificationsy ZZBL T &V,

LTFoEMF v XL ZIBIRL T, AWS Health 1 R N2 Z{ETE FJ AWS User Notifications,

« EX—=)L
* Chat
« ANV 13EH AWS Console Mobile Application

NS DBEHIFERE AWS Health Y —)LIE EEMTIE B EFEBAN, BEPEEZFNEREREICEA
TEIMRNBHEEZRHELET,

(® Note
HFEBERTBHVY—AIDs, REOART—RA(F—72FGEo0O0-X), VY—ART—
RABZE, AWS Health 1 R NOFHBZBENICARILTSICE., ROLWThHhD AWS
Health Y — )L ZERATHEEZ2HEOHLET,
* AWS Health API
« Amazon EventBridge ® aws.health ¥ — A

« AWS Health Dashboard " © &

chsnY—=)iE, 7—O0—RICKEBEEAZAREOHDIETFOANRY MNPEEICH
ITRIREFMTITILZALDERERHEL KT,
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AWS Health f X RO AWS Y Z—2 RBHEIY 7 AU 3 &ERET
P

AWS X Z—2 RBHIYTROVT7 a2V ERETRICEK. ROFIEERTLET,

1. User Notifications T &R & & 9 AWS Management Console,

2. FTES—=23aURAT, AWSIYXZ— RBHY TRV a w2 BRLET,

3. AWS Health BHEIDIX{E AWS User Notifications EE L T ZBMICL TV EWVWEESIE. AWS
Health BHIZEMICT D EBIRLET, ChlCkl), S5O E X—)LAERIZEY) AWS
Health, A5 ®M E X—)LAE#IZ4 V) £9 User Notifications, FEMIC DUV T, " AWS

Health ® AWS Y Zx—2 RBHIO BRI E 2 EEX{L AWS User Notifications; S 8BL T
= U\,

4. AWS Health 1 R NEBHRIEATIAVBIICERBTEEX T, SFMICOVTEK, " THO AWS YZR—
TREBHOT AT NELEOIEDE HIBR AWS User Notifications, ZZ2BL TS E&E W,

® Note

AWS Health I, AWS DX Z—> RIBHIC E X—)LBEZBITL TLVET AWS User
Notificationse ATk, EEZBHNAO—FTT,

« 20259 A 14 BET AWSNZR—Y RBAIZHEATRHOFT N HIfE,

« 20259 A 15 B: AWS Y X—Y RBHANRFBEFEOINTO CRHLTHEMCBE>TVWET
AWS THIU K, FILW DIFEAWS PHIY b, XFXF—TY RBAIET 74 NTHER
ICB2TVWET, NR—J RBHEF, 2025 F 12 A 15 BETEVDELBFEMICTESR
EE

« 2025F 12 A 15 H: AWS Y ZX—2 RBEHFEIXNTOTHINTEMCHE>THY, &
MZTBDERFTEEE A,

AWS Health 1 R NDBHZ5|EHREREITILEDICTIAVIBEHY)FHEA, AWS
NEZ—D RBHIZAMCTSDE, W O2HDEFEELHEER{ENI BV ET, FMAICDOVTRE,
Ty OAWS "YZX—J RBHIZEMICLEBEOEER, 28R L T EETVAWSAWS
I—H—BHICETIE<HDE[MND YZx— REA,
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AWSAWS 1 —H—BHICETAH LK< HDEBD YR—2 REA

AWS Y R—Y RBHIZEMIZTRE, EOLSBEENHYETH?

TF72)RNTRE, XX—2 RBAICETDEX—ILIE, BFEOTHIY MOEEL (JL—K, AR
L—2>3>, @R, EF1UTA EX—)ITRLRA)CEFENET, AWSYZR—J RBHNSF
§9% E X—J)LI&. healtheaws.com DDV IC »SEFEE hno-reply-aws@amazon.com, E
X=IOERNBEEENET, EEBIDICEKDEX—ILDOIL—FTAVIREX=IOAVTOVYD
AOLAEYTRE, AWS Health BHID E X—)LIL—)LZUEICREL 2HBERE., LV E X—
IMNERE—BITRDRSICCOREZEHIAMEN HYVET, 7Y 1BHACRZEHLFI VELRS
&k, YX— RBHAOKDY)IC Amazon EventBridge &L TEEE iz AWS Health 1 X K%
FEITECEEHEOLET,

EX—LOENRIEDLSICHEL., COREZRBMICIZOTIN?

AWS Y Zx— REZIE., BL AWS Organizations fABROEBRO T HO > NCEEEZEX % AWS
Health A1 X2 hZ 1 DOEHBHICENLET, EftEch BB, EBTHI NOBAEY
A—TRRCEET, NZX—I RBAR., EHNEThCEBNZEBTHI MNOEKEICE X—IIT
BEELET, EEITDIEX—IIZRESTLEHIC, AWS BEXNRBAIE., 7HUY NOEBENE
THIOUREXN=THO R NEATHREETNDEZEIC1 DOBHNZEFELET,

ERNEZBEMCTBRICE,. EETHT> ME AWS User Notifications H—E ABOEREENET oA
AWS Organizations Z:XEL TRETR2HENF HYET,

HMICOVWTIE, TAWS TOYZ— REHDEL AWS User Notificationsy Z2ZRBL T &
(AN

AWS Y X— RBHN SENE Tz E X—)LZZ{ET S AWS User Notifications (Zl&, T AWS
Organizations EEENLT IV LAZEMITIHREN BV EITH ?

(&L AWS User Notifications 7' 5 M NDOEFEE h /=7 U A AWS Organizations A’ HETT,

AWS Health & AWS Organizations ZFEAL T TEEET N LTIV LAZEMICTHESDEV KM
T H AWS User Notifications ?

HABOCHLEETHIZEEEREERIE,. Y—EARAICL>TEYNETSh, BEICILEREENLT
DEAFAICHTEIH—RL—ILELTHELET, OFERESIhET7 V1A AWS Health [C&K V)
AWS Health Dashboard, Amazon EventBridge ZJT L TIAfEE % . AWS Health ¥ —E X,

H RV AWS Health 1 R NOMBBE I —ATEICHEYET, OFEESnLZT VA AWS User
Notifications [C & V), ROEH % EH AWS User Notifications L T AWS Health BHITE £9, 558
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TNETIVEREARRBZhBVEYS, ERChELEBEORERFR Y —EAZEICAEBICEMNT 2 HE
FHYNET,

NEX—Y RBHREZTHEMITEEZRIAL?

HEXYZR—T REAZBMICLET AWS Management Console, FF#IZ DV Tk, " AWS Health
N AWS Y Z—2 RBAIOEMLF = 1F FExh{E AWS User Notificationsy 2B L T &V,

RENDI—AT—ATTL—2TFARNDEX—LZRFITDHEIHNETH?

WWE, BITAETTSE, REODTL—2TF AN AWSHealthE X—)LIFEMICKVYET, E
X=)LIL—ILEZFERLTEERETERLED—IU 70— 2RTTHEEEF. KDV IZ Amazon EventBridge
ENLUTEEENE AWS Health AR N E2FHET R L 2HEHLET,
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AWS Health & v 3 17R—R

AWS Health Dashboard — Service Health ZERA L T, IXTOAIARAZRI-TEETT AWS O —
ERe COR—=DIZE, AWS D=2 32 IChd—ERIIODVWTHREEN LT —ERAIRY Y
RTRENET, AWSHealthH Y2 1 R— R -HF—EADALAR=DIZTIEATSICE AWS 7
AoV, A4 01N, ZFOTVWBRRERHYYEEA,

® Tip
COIVITHANIE, CEAETEBEVWNTUY ISR NOZNRRENET AWS 75
D Ne PTHOURNNFITTICHDBEWE., Y4242 LT AWS Health Dashboard % &R R~
L. PHOUREY—EBERAICEEZEZZTHREOHDIARMIOVTEICIEBEL THL
CEEBBOLET, FMICOVWTEE, TAWSHealthA Y 1R— ROBEBEE, 258
LTLEEL,

AWS Health &Y > 17R— REZRTRTBICIF - F—EADIREE

1. hitps://health.aws.amazon.com/health/status R—Z ICBEBL £ T,

® Note

AWS THIY MR=DICBRICH A2 A4 LTVWBHERF. AWS Health &Y 2 17R— R
—THIVRODANAR=DIZVEAL I RNENET,

2. [Y—EAANILA] T [REFBROBBEREDEE] 2RBRIDE, FRIEHREETNELARY MARTR
TNET AIRVKNIEITIUTOBEREZRDZEANTEXRT,

c AIRVRNBEEEEZZTH M, FIXIE. [ERLOBRE — Amazon Elastic Compute Cloud
(IN—=2 ZF746ER)]

- H—ERH

s HEFRLFETHREDARNDEEE

s AIRVKNDERHEFDODRALTA Y

s COARVRNDEZEZITAWS DH—ERXA TVWS OUAKN
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® Note

AR NEOA—ANERA LY =2 FFE UTC TRRTEERT, FMICOVTR, &2
ALV—DRE ZZRLTLEEL,

3. (ATTAV)AMRIPNDOBEICHSZ[RSS] ZiBIRTDE, TOANRRNDRSS 74— REHT
ARI9TATTEEXT, BEEThE T, COBEOH—FERAICETZ2ENZZ(TEV) £9 AWS
y—>32,

4. [—ERBE] Z2BRIZD L, [T—ERBE| T—7ILHFRRENET, COXRGE, BE12H
AEOIXTD AWS O —E R AlfZRLTWET,

® Tip
[H—EX]. [AWS V=23 2], BITT7A4INRIITTEET,

5. BETHROY—EAAMNRKNOBILHDAT—RATAY
(®
ZRERIDE, TOANRYNCEITIFHMREBRARTENET,
6. (A7>3V)hZBBARMDIUARNELTRTTBICE, AIRXRVYRNOUARNREZY ZER

LET, AIRVRIDARYNEZBRTDE, TOREDAARY MBI 2FHMITHRIARY 7
TY 734 RNRILCRTRENET,

Service history List of services

The following table is a running log of AWS service interruptions for the past 12 months. Choose a status icon to see
status updates for that service. All dates and times are reported in Pacific Standard Time (PST). To update your time
zone, see Time zone settings.

Q. Add filter
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® Note

2023 F 9 BURBONT VY VAR NEBIRTDE, TSTIHDOURLICED/NT DY
2 AWS Health F R RAD YO ADENET, COU O EBIRLEE, TOA
RYRNRKRYTTFYTTARRNDYARNELI—ICBEILE T,

7. (FA7232V)RSS 71 —REYTRUSA4T35ICIE, [RSS] ZBIRLET, COBENH—
ERCETZEHAN, BEELEAWS V-3V Il@gEET,

8. (HA72a)A—HAINERALY—2EUTC ZYUYEBRATARINERDZEETEXRT, il
C2WTE, TRALY—VERE) #BBLTLSEEL,

9. (A72AU)YTHIVRNEBESEOHEE. [THYVY MNOREZBE] ZERLTH1I 120
TLEESV, Y4242 TFE, THORNIBEBOAR NERRTEERT, FMICOVT
ik, TAWS Health &Y< 1R—ROBEAZEL 23BLTLSEEV,
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AWS Health®stiEENE=ZA 7 A OILAXR B

DFBEENLETATHAIILARY NMIOVWTEHBAL £9 AWS Health,

NeEY

s FTENZA7HATINARBER?

c HEZAT7HANARNOBHZZTER 2125, AZFHINETIA?
DVIVAHMBOLOOEESHEETI

c HEENEZATHAONARIANDT IR

RTBENZ A 7 AIINARNER?

AWS Health &, 777U —2 3> OaAMICHEEZE5EASMREEOH I EELEELZGFELET,
BEFEAWS HEEFI TR, AWSE, VDY—REHR—KNITZEBELD/N—RIITEAVTS
ARNSOF VY ERBHD ORLEICROEOBOT VAV ERFTLET, EEL, —HBOZETRK, 77
Dy—2a 2 A0 B IT5EHIC, BEROISRHABNAMBEICEKYET, AWS Health [FXD
LOBEELBLEEZSAMICEHNLET,

« F=TVV=AVIRIITOHR—KNET - —EO FA—T>V—AN—=23 20V TR
7 AWS DY —ER ZXR{TLES, A—7VV—ROAZ2ZF4HFVTRNDITFTN=>23>0H
R—RERTITDE, F. PYTITL—RXRTIIVT—2a3a A0OEEZRBITDILEHDOT Y
JAVERTIIMEN HDHEE AWS ICBHLET,

« Amazon RDS for MySQL T N—2 3 QY R—KNET
« Amazon EKS Kubernetes N\—2 3 > OHR—KET

c PUODAVEMNELITRDURMOHD AWSHIEUY —AICEETIEE,
« Amazon RDS FRALBAHAENEMHRE T .

(® Note

COEEC-—HIZDINTOBAG., FTEENLEZZA4T7H A4 X2 N AWS Health
ELT ZBLUTHREETNET,

« BNV Y—AON—2H T EXRTF—ROHE: AWS Health 1 R hDFGHBE 2B L TEA
ZRIMLLEBRILS, FEEZZTDVY AR, BEDIVTATAAT—RAZEO>HEER
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FAI>FT145714ELTAWS Health 1 XY NCBEENNTSNET, HEEZZHFDUY—RAE., &%
LIBHEEICFEARN EXTEEECINET, FEZZ TRV Y —ANBRICIDELEHLELTS
BEe, TOVY—AE "REBHP, AT —FAT—ERRENET, PEEZFTDIVY—-RAICHELR
MHHFRITENLDS, VY—ANHIRENEBES, AT—XAR "THREA ICEHFEhET,

(® Note

c DY—AREOEFIERBPA DEHHNICRITEh, FNICFAR72EEEND LN
HV)ERT,

s BIMABEHNIEBEEAZVHNATIE., VY —AICIE., TPENDING, F£iE&E
TRESOLVED; AT—ZAD Y —ARFHBL, AT—RAGE ) HTshEEA,

e VY—RAAT—RAOEFHIE., AWS GovCloud (US) BRTHFE— 3> TlEHR—
REhTLVEREA,

FTRZAT7HAONARNOBAZZTE 25, AZFHTAN
ETIN?

STEENLETA 7 A4 UI)L4 K2 M AWS Health O#ERIGF . F—ALNSEOTA THAVIILEEILD
WTED, PO VORTZEHFRTBDOICKRILEET,

BATATA): FEEhTVWREE

AR N&A 71— R: AWS_{SERVICE} _PLANNED_LIFECYCLE_EVENT

AR NEBER: A X2 MNRBEREE, VYA EEOFEZZTA2REEVANTY,

AR NETRZ : ARYMETRZE, IXTOAWS VY —ATEENM MR TLEANTT, ¥
THEARSTLEEETNADDITEEVIEICERELTKEEZY, ARHEZEERE LTRSS
EHNEETY,

@ Note
HEE, FEEZFDZVY AN EETD MBI EICTIIL—TIEHRD, FTHEENLESAT
BAOILARIRZEWIZLTIDDARNARN Z2Z2 TRA 2 FHTEET, L,
BCZBOFEEZITDAWS THIVN FEREVY AN HBHE, O ARNs 23 (7
AN HY) ET,
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ATEENLEZATHA VAR N 2RBAICARIL FTEBENES A TH A TIIARD MNE, ATRER
RV, X+ —N—232/BETE 180 B, NAF—N—232/BEETEIOBEVWSHRNMI—R
BALZHITDLDICHKFAENTVET,

BNV —AON—2H T EXBTF—RONE | AWS Health 1 X2 hOFHRHABZEL TEAZ
BB LERRAS, RBEZZTRVY-AR, BEDIVTATAAT—RAZFEOXEZZ
BIVTAT4ELTAWS Health A XY MNCEENITSIhE T, FEZZFDIVY AR, ZET
GG ARN EXTEEEIhE T, FEZZTD VY- ANBELIDMRNESDEETIHS.
ZTOVY—AR "REFP ) AT—RAT—ERFEIET, FEZZTD VY —ALCBEZRISH R
TENLD. VY—ANHIRENIZBE, AT—2AR "HBREHR CEHEINET,

@® Note
« AWS Health @&, AWS GovCloud (US) 8L OHED — 3> #KRE, AEERBAE
BRENICAT—RAOEHFZRMHMLET,

« DY—AREOEHIIFRBA DOEHNICRITE A, FNICEXRT2KEHEND XD
WERY,
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Other notifications

Event log

Open and recent issues Scheduled changes
Scheduled changes
Q  Add filter
Event Status

(o] EKS planned lifecycle event Upcoming
O DMS planned lifecycle event Upcoming
©) DMS planned lifecycle event Upcoming
O EKS planned lifecycle event Completed

EKS planned lifecycle event

Resource data is typically refreshed every . 0 Resolved

24 hours.

No actions required

Region / Zone Info
us-west-2
us-east-1

eu-west-1

eu-west-1

0%

Affected resources in account 745485236264 (5)

Start time v

January 30, 2024 at 6:00:00 PM UTC-8

January 29, 2024 at 6:00:00 PM UTC-8

January 29, 2024 at 6:00:00 PM UTC-8

January 30, 2024 at 6:00:00 PM UTC-8

Q. Add filter

Resource ID / ARN

arn:aws:eks:us-west-2:745485236264:cluster/prod-ops-cluster
arn:aws:eks:us-west-2:745485236264:cluster/nonprod-devs

arn:aws:eks:us-west-2:745485236264:cluster/n-preprd-eks

arn:aws:eks:us-west-2:745485236264:cluster/argoworkflows-refactor51

arn:aws:eks:us-west-1:745485236264:cluster/prod-refactor

FEENTVRAXRY NOBRABESE

1. ZYTREE, U—ERARARNORBBEUERICVWDOTE, BEZEOUY—RICLEOEESR

EIdENHYNET,
2. W R—METHKIYBICINTOUY —RZEERTDE, AWS Health 1 X NFAT—R A (Z

ZhH')EFCloseds

3.XEFEHUBRICKERD)Y —ANBRENEZVIEHEES., AWS Health 1 X NEAXR> NOBRA
HELFETELS4EBM (WITIHAEVS)BEVEERICAYET, COBEIrRBITD L,

AWS Health 41 X2 NS HIBRE NET,

v Resource status
@ Pending
@ Pending
@ Pending
@ Pending

@ Pending

End time

View upcoming events and ongoing events from the past seven days that might affect your AWS infrastructure, such as scheduled maintenance activities.

v Affected resources

9 pending
1 pending
10 pending

Last update time
15 days ago
15 days ago
15 days ago
15 days ago

15 days ago

FEZAT7HAINARYNOBHEZZITE 225, AZFHINETITAH?
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LOVIAMBFOLOOEESEBEFTI

EFIVFAEAVTIAT VAR, AWS CEEOBTHET D ERETT, EATSIH—E AL
2T, COREEFIINGERNDERALOEBEZERIAIDICKRIEET, k. AWS AR
ANARL—=F A VI RATLERBILATVT—HS, U—EANBEITIRBROVWENEEFI)
TAERT, AVR—F h2ER, BB, FlHITZ-HTT, BEKRR., "RBHIZDEFa1UFT41
IIN=TTF7ATIF=)IDEREICMAT, TYARARL—F A VI ATALA(BH7OQ7 T L1
FAVFANYVFEZEL) BT ZTOMOBEETZI TS UT—23a VYT RNIITOEFLEEEES]
EZTET AWS, FHICOVWTR, EEREETFTILZSRLTLEZL,

CONTINUOUS TESTING OF CRITICAL INFRASTRUCTURE

CUSTOMER
WORKLOAD ARCHITECTURE
RESPONSIBILITY FOR

RESILIENCE ‘IN’ THE CHANGE MANAGEMENT AND OBSERVABILITY AND FAILURE
CLOUD OPERATIONAL RESILIENCE MANAGEMENT

NETWORKING, QUOTAS, AND CONSTRAINTS

FTBENLEZATHAIVINARANDOTIOEA

FEENLEZATHAVILARY NI, BROTFYRLEZERALTT IV EABRVCERTERT,

« Amazon EventBridge O£

s AWSHealth &Y > 1R—REZFEHTS
« ALVE—EI1—
s HEEZIBR)V—AE1—

+ AWS Health API ZfEF 9 %
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AWS Health APl Z{EHA L 7= AWS Health B> AT LED

we

AWS Health &, RSV AR—RELTHTTPS ZEAL, XvE—202UTIILERELT
JSON 2 9% RESTul VI 7H—ERATY, 77UT—>3>—RASEHE. AWS Health
APIIZV DT ARNZITSCENTEE T, CORESTAPI ZEEFERATREERF. VIIANDES
ERADTHDI—RZESHBENHVET, AWSHealth ARL =232 ENTX—XDOFMIZD
WTIE., AWSHealthAPI V7 7L AZZRLTSIEEL,

(® Note

AWS Health API AWS 7 R—hZ2FEAT3ICEF. PSEDRA, IVE—TS3A4XF>Z>
7 FERIVEA—TSAAYR—RNT SN VHETT, Business. Enterprise On-Ramp.
F /=& Enterprise Support 77Z A%\ AWS 7HD > MH'S AWS Health APl Z UM H T
&. SubscriptionRequiredExceptionLZ—A"FHELFT,

AWS SDKs ZfEf L T REST APIAWS Health A—J)LZZ Y7 T&E%i®h, F7UTr—>3a B
EHENTEERT, AWSRRIBERELRETDE., ChSDTATSUNRIAEVIVIANDER%E
WMEBLERT,

AWS Health ICl&, 1R R EEEZIBDTIOTATAERTBRPRETDZHIC AWS
Management Console £ T& % M AWS Health Dashboard £ E&EhTWE T, TAWS Health
Y 1R—ROBBEE ZRLTLEEL,

NEY D

« AWS Health API U TANDER

« AWS Health API U TARDIY RARA 2 ShDIER

« FE:BE7 BE®D AWS Health f R NF—2%Z27OJ 5 LTHETS
« F1—K1UT)L: AWS Health API & Java 0§

AWS Health API UV T AN DESE

AWS SDKs % 7z l& AWS Command Line Interfface (AWSCLI) ZEALTICU I ARNZTS E
AWS, ChsDY—ILRY—ILOBRERFICEELET IVEAF—Z2FEALTEBNICUIITARNC
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BEZLET, HlAE., siOEAMKIY RARA4> NFE AWS SDK for Java T ZFRAT 28B4, U
JIANCEDTERIDRERFHY)EHA,

Java J— R4l

T AWS Health APl ZFEARA T2 HEOFOMOHIC DV TIE AWS SDK for Java, c D> 7 )L 11—
KESBLTLIEEL,

UOIANETSBER. \OEHHAFTIEAL AWS L—RFPHYY NOBIBHREEHLE
WS EZBM< BEIHLET AWS Healtho IAM I—F—ORBIEBHERD Y CERATEET, FMAIC

SUTH. TAMI—Y—H1 K, D AWS TFPAIVRDIL—RI—Y—FHoEAF—%0OY 9T
%, BBRLTILEEL,

AWS SDKs £/ 1F #FEALBZVIEESE AWSCLI, VUTANEBHDP TEZITZIHENHYET,
AWS BEN—23a 4 2EHATHEZ2BEBMOLET, FHICOVWTIEE, o OAWS TAPI U S
TARNDER,, 2B ULTLKETVAWS €8OV T 7L A,

AWS Health API U T ARDIY RIRNA > hDiER

AWS Health APl i&, YILFV—=23a>F 75— a>F—FF70FvICR/V., FOTA4TINY

STREIC2200)=23a IV RERAVRDHYVES, POTATINYZTDNS 7T AN FH—

N—ZHR—KTBDEHIC. AWSHealth FE—DJO—NILIRRANEZRBELET, JO—
NILIVRERALARNTDNS WY OTYTHBEFTLT, PITATRBRIVRRAVNERIETIER
AWS ) =23 ¥ TEER T, CchiZkY, J—RTERAITDZI I RRSA DLV, &FE
& HE TE F I AWS Health,

JO-—NILIVRRAVKNIVIOIARNZETOSEER, F—TYRETHR -3 T RKRAU B
AWS ANDOT OV ARABERZREEL, V—2a > 0BRZREITIHENf HGYVET, ThUADE

AN KB TDENBYET, FMICOVTIE, TAWSHealthAPI VI TANDER, #&
%ﬁbr<ﬁévo

IPv6-only) VTARNDFZERE, JO—NILIVRRLARNTDNS WY IFT Y TEZRTLITIOTA
Tix 2L AWS V=232 | FOU—J3 T IPBAYR—RNTBFITIARY VT RAR
AV RNERVEIEZ2HBOLET,

RORE, F7FILBNOREZRLTVET,
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e E)—>3ar IVRERAB Z’Ar3al
ToT47 us-east-1 health.us-east-1.a HTTPS

mazonaws.com (IPv4
DH)
health.us-east-1.a
pi.aws (IPv4 8 KT
IPv6 #HR—K)
N7 us-east-2 health.us-east-2.a HTTPS
mazonaws.com (IPv4
DH)
health.us-east-2.a
pi.aws (IPv4 & KT
IPv6 ZHR—K )
J0-/N)L us-east-1 global.health.amaz HTTPS
onaws.com
(® Note

chix, BE

NDTFIT47

BIY RKRA

VRDER

)—>3>7T

ERS

IVRRAVNETOTATBRIVRRA KD ESHZHMTBICE,. JO-NILIY RKRA2 B
CNAME TDNS LY OTFT Y7 Z#RETL., BRENLFAAS AWS V-2 a2 Z/HLET,

Example : JO—NIL I RRA 2 NTODNS LY OF VS

RMDIAN > Ri&, global.health.amazonaws.com T RRA > N TOHODNS LY VTV T EETLE
o RIZ, cOOANY Rl us-east-1 V=3IV RRAVRNEZRLULET, cOEDE, EOTY

RRA2 NEERTBHZRLET AWS Health,
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dig global.health.amazonaws.com | grep CNAME
global.health.amazonaws.com. 10 IN CNAME health.us-east-1.amazonaws.com

® Tip
TFOTATIVRRARNENYST I RRA NOEAD AWS Health F—Z 2R L F
T L., BFDO AWS Health F—R &, POTATBIVRERA I RNHSOAKER—REH
F9, NVITBIVRRAVRDESDT—RIFE, REWICTOTATRIVRRANE
—BLET, POTATBIVRRAMNBEEEhESZERE, D—070—2BEHTS
CcEZBEBHLET,

FE:@BE7 BE®O AWS Health 1 X N F—2%Z2 7095 LA TH
893

ROD—REITE., ETO—NILIRRANIRTS DNSILY O2F Y 7 AWS Health Z £
LT, POTA47RB)—2a> IV RKRAVNEBZEY—2a>EZRELET, 2 OBEHR AWS

Health 2L T, BE 7 BEDA R N F—ZOLR—KNEBMEBELET., 7OVT 17TV RAR
AV hNFEEEThDE, J-RED—IV70-2BRALET,

NEY D
e FE:JavaZFEHALTIBX7 HE®O AWS Health IR R TF—REHE T3
« TF:Python ZFEAL TIBE 7 HE® AWS Health AR KR TF—XEZWEB TS

FE:Java ZFEHAL TBE 7 BE® AWS Health A1 R N F—XEWET
)

BIREMY
Gradle ZA4 2 AN—I)LTBDLENHYVET,
Java DHIZFERATBDICIE

1. GitHub * 5AWS Health SATAM T RARA > ROTFEZX I O—RLET,
2. FEFOPIY MO high-availability-endpoint/java 4L I NVICBEBLET,
3. OANVRZA2VIVAVRIJTROOARI > RZEADLET,
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gradle build

4. AWS FRABEWMZEEITAICE. ROOANRZAHDLET,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

5. ROAXV RZAHDLTTFEZRITLET,

gradle run

Example : AWS Health event H 51

CcOI—RAITEE, AWST7HOVMNADIBE 7 BEOKIED AWS Health 1 X N ZIRL K
T XDOBITIEE., BHIC AWS Config H—E AMD AWS Health 1 X2 RHFEENE T,

> Task :run

[main] INFO aws.health.high.availability.endpoint.demo.HighAvailabilityV2Workflow
- EventDetails(Event=Event(Arn=arn:aws:health:global::event/CONFIG/

AWS_CONFIG_OPERATIONAL_NOTIFICATION/AWS_CONFIG_OPERATIONAL_NOTIFICATION_88a43e8a-

e419-4ca7-9baa-56bcde4dba3,

Service=CONFIG, EventTypeCode=AWS_CONFIG_OPERATIONAL_NOTIFICATION,
EventTypeCategory=accountNotification, Region=global,
StartTime=2020-09-11T02:55:49.899Z, LastUpdatedTime=2020-09-11T03:46:31.764Z,

StatusCode=open, EventScopeCode=ACCOUNT_SPECIFIC),
EventDescription=EventDescription(LatestDescription=As part of our ongoing efforts
to optimize costs associated with recording changes related to certain ephemeral
workloads,

AWS Config is scheduled to release an update to relationships modeled within
ConfigurationItems (CI) for 7 EC2 resource types on August 1, 2021.

Examples of ephemeral workloads include changes to Amazon Elastic Compute Cloud
(Amazon EC2) Spot Instances, Amazon Elastic MapReduce jobs, and Amazon EC2
Autoscaling.

This update will optimize CI models for EC2 Instance, SecurityGroup, Network
Interface, Subnet, VPC, VPN Gateway, and Customer Gateway resource types to record
direct relationships and deprecate indirect relationships.

A direct relationship is defined as a one-way relationship (A->B) between a
resource (A) and another resource (B), and is typically derived from the Describe
API response of resource (A).
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An indirect relationship, on the other hand, is a relationship that AWS Config
infers (B->A), in order to create a bidirectional relationship.

For example, EC2 instance -> Security Group is a direct relationship, since
security groups are returned as part of the describe API response for an EC2
instance.

But Security Group -> EC2 instance is an indirect relationship, since EC2 instances
are not returned when describing an EC2 Security group.

Until now, AWS Config has recorded both direct and indirect relationships. With
the launch of Advanced queries in March 2019, indirect relationships can easily be
answered by running Structured Query Language (SQL) queries such as:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'sg-234213'

By deprecating indirect relationships, we can optimize the information contained
within a

Configuration Item while reducing AWS Config costs related to relationship
changes.

This is especially useful in case of ephemeral workloads where there is a high
volume of configuration changes for EC2 resource types.

Which resource relationships are being removed?

Resource Type: Related Resource Type

1 AWS::EC2::CustomerGateway: AWS::VPN::Connection

2 AWS::EC2::Instance: AWS::EC2::EIP, AWS::EC2::RouteTable

3 AWS::EC2::NetworkInterface: AWS::EC2::EIP, AWS::EC2::RouteTable

4 AWS::EC2::SecurityGroup: AWS::EC2::Instance, AWS::EC2::NetworkInterface
5 AWS::EC2::Subnet: AWS::EC2::Instance, AWS::EC2::NetworkACL,
AWS::EC2::NetworkInterface, AWS::EC2::RouteTable

6 AWS::EC2::VPC: AWS::EC2::Instance, AWS::EC2::InternetGateway,
AWS::EC2::NetworkACL, AWS::EC2::NetworkInterface, AWS::EC2::RouteTable,
AWS::EC2::Subnet, AWS::EC2::VPNGateway, AWS::EC2::SecurityGroup

7 AWS::EC2::VPNGateway: AWS::EC2::RouteTable, AWS::EC2::VPNConnection

Alternate mechanism to retrieve this relationship information:
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The SelectResourceConfig API accepts a SQL SELECT command, performs the
corresponding search, and returns resource configurations matching the properties.
You can use this API to retrieve the same relationship information.

For example, to retrieve the list of all EC2 Instances related to a particular VPC
vpc-1234abc, you can use the following query:

SELECT
resourceld,
resourceType
WHERE
resourceType ="'AWS::EC2::Instance’
AND
relationships.resourceld = 'vpc-1234abc'

If you have any questions regarding this deprecation plan, please contact AWS ###
# [1]. Additional sample queries to retrieve the relationship information for the
resources listed above is provided in [2].

[1] https://aws.amazon.com/support

[2] https://docs.aws.amazon.com/config/latest/developerguide/
examplerelationshipqueries.html),

EventMetadata={})

Java VYV —A
o BFMHIZ DWW TIE. AWS SDK for Java APl 1) 7 7 L > A® Interface HealthClient 8 KUY — A 1—
KESBLTEEL,

* DNSILYIOTFY7OCOFETCHEALTVEZA47Z ) OFEMIZDOVWTIE, GitHub T dnsjava %
SBLTLSEETV,

7*E: Python ZEAL TiBX 7 AE®O AWS Health 1 X N TF—X Z2E5
ER:

HBIR&H
Python3 24 2 ARN—ILFTRDLEN HVEXT,
Python O #lZ RT3 ICIE

1. GitHub A* SAWS Health SATAMIY RRA >V hOTFEEZFVO—RLET,
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https://github.com/dnsjava/dnsjava
https://www.python.org/downloads/
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2. FEZ7OPIYVKNDhigh-availability-endpoint/python 4L NJIZBEBLET,
3. OXNVRZAVTAVRITRODAN RZADLET,

pip3 install virtualenv
virtualenv -p python3 v-aws-health-env

(@ Note

Python 3.3 AR T(d. virtualenv Z4 2V AR—=)LTB2RDYIC, #HKZAKD venv £
Ti1—)EFEAL TREBREZERNTEET, FMICODVTE, Python®dU I 7H A K~
T venv - Creation of virtual environments 2B L T EE L\,

python3 -m venv v-aws-health-env

4. KONV READLTREREEZET VT 1 7{LLET,
source v-aws-health-env/bin/activate

5. ROONY RZADLTHEFERFZEZA AR —ILET,

pip install -r requirements.txt

6. AWS SREMEHZIEETAICE. "OOAIXREAHNLET,

export AWS_ACCESS_KEY_ID="AKIAIOSFODNN7EXAMPLE"
export AWS_SECRET_ACCESS_KEY="wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY"
export AWS_SESSION_TOKEN="your-aws-token"

7. ROOXVRZAALTTFEZRITLET,

python3 main.py

Example : AWS Health event 1

COO—REITE. AWSTHI RADOBE7 BEDOHIED AWS Health 1 X2 M Z2IRL &
T, AOEAE., AWS £+ 21U F 1 BHD AWS Health A1 X R ZRL KT,

INFO:botocore.credentials:Found credentials in environment variables.
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INFO:root:Details: {'arn': 'arn:aws:health:global::event/SECURITY/
AWS_SECURITY_NOTIFICATION/AWS_SECURITY_NOTIFICATION_Qe35e47e-2247-47ch-
a9a5-876544042721 ",

'service': 'SECURITY', 'eventTypeCode': 'AWS_SECURITY_NOTIFICATION',
'eventTypeCategory': 'accountNotification', 'region': 'global', 'startTime':
datetime.datetime(2020, 8, 19, 23, 30, 42, 476000,

tzinfo=tzlocal()), 'lastUpdatedTime': datetime.datetime(2020, 8, 20, 20, 44, 9,
547000, tzinfo=tzlocal()), 'statusCode': 'open', 'eventScopeCode': 'PUBLIC'},
description:

{'latestDescription': 'This is the second notice regarding TLS requirements on FIPS
endpoints.\n\nWe

are in the process of updating all AWS Federal Information Processing Standard
(FIPS) endpoints across all AWS regions

to Transport Layer Security (TLS) version 1.2 by March 31, 2021 . In order to avoid
an interruption in service, we encourage you to act now, by ensuring that you
connect to AWS FIPS endpoints at a TLS version of 1.2.

If your client applications fail to support TLS 1.2 it will result in connection
failures when TLS versions below 1.2 are no longer supported.\n\nBetween now and
March 31, 2021 AWS will remove TLS 1.0 and TLS 1.1 support from each FIPS endpoint
where no connections below TLS 1.2 are detected over a 30-day period.

After March 31, 2021 we may deploy this change to all AWS FIPS endpoints, even if
there continue

to be customer connections detected at TLS versions below 1.2. \n\nWe will provide
additional updates and reminders on the AWS Security Blog, with a ‘TLS’ tag [1].
If you need further guidance or assistance, please contact AWS #### [2] or your
Technical Account Manager (TAM).

Additional information is below.\n\nHow can I identify clients that are connecting
with TLS

1.0/1.1?\nFor customers using S3 [3], Cloudfront [4] or Application Load Balancer
[5] you can use

your access logs to view the TLS connection information for these services, and
identify client

connections that are not at TLS 1.2. If you are using the AWS Developer Tools on
your clients,

you can find information on how to properly configure your client’s TLS versions
by visiting Tools to Build on AWS [7] or our associated AWS Security Blog has a
link for each unique code language [7].\n\nWhat is Transport Layer Security (TLS)?

\nTransport Layer Security (TLS Protocols) are cryptographic protocols designed to
provide secure communication across a computer network

[6].\n\nWhat are AWS FIPS endpoints? \nAll AWS services offer Transport Layer
Security (TLS) 1.2 encrypted endpoints that can be used for all API calls. Some
AWS services also offer FIPS 140-2 endpoints [9] for customers that require use
of FIPS validated cryptographic libraries. \n\n[1l] https://aws.amazon.com/blogs/

security/tag/tls/\n[2] https://aws.amazon.com/support\n[3]
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https://docs.aws.amazon.com/AmazonS3/latest/dev/LogFormat.html\n[4] https://
docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/AccessLogs.html\n[5]
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-
access-logs.html\n[6] https://aws.amazon.com/tools\n[7] https://aws.amazon.com/
blogs/security/tls-1-2-to-become-the-minimum-for-all-aws-fips-endpoints\n[8]
https://en.wikipedia.org/wiki/Transport_Layer_Security\n[9] https://aws.amazon.com/
compliance/fips'}

8. mILES, ROOANY RZADLTRENZ VZEMIILET,

deactivate

Python UV —A
« Health. Client MFHHIZ DWW TIE., AWS SDK for Python (Boto3) API ') 7 7 L A% SHBL T
<EEL,

« DNSILYOTFY7OCOFETHEALTVWED /47 Z ) OFMIZ OV TIEE. GitHub T dnspython
V=ILFYRNEY—AD—RESRBLTLIEEL,

F1— RN TF)L: AWS Health APl & Java @ {& A5l

XD Java J— Rk, AWS Health 254 7> NaefB{btL, ARVRNETIVTFATAIZETRIE
WMEMBIDHEZRLTVET,

ATV 7 1: FALEHRZ LT 2

AWS Health APl EBET 2. B BERRIBEHRIBDETT, AWSTHIUY MNIEERSITSIT
WBEED IAM1—H—DOF—RT7E2FEHATEET,

AWSCredentials €1 > AR > A%ZERL THHEILL £ T,

AWSCredentials credentials = null;
try {
credentials = new ProfileCredentialsProvider("default").getCredentials();

} catch (Exception e) {
throw new AmazonClientException(

"Cannot load the credentials from the credential profiles file. "

+ "Please make sure that your credentials file is at the correct "

+ "location (/home/username/.aws/credentials), and is in valid format.", e);
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https://github.com/rthalley/dnspython/
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/auth/AWSCredentials.html

AWS Health I—Y¥—H4a4 K

}

AT Y7 2: AWS Health API V247> N a#l8{tT %

BIDATY 7T BB/ A TV N EEAL T, AWSHealth 7547 M EERL E
9,

import com.amazonaws.services.health.AWSHealthClient;

AWSHealth awsHealthClient

new AWSHealthClient(credentials);

AT Y7 3: AWS Health API AR L —> 32 ZEAL TA XY MEERZEE
595

DescribeEvents

import com.amazonaws.services.health.model.DescribeEventsRequest;
import com.amazonaws.services.health.model.DescribeEventsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventsRequest request = new DescribeEventsRequest();

EventFilter filter = new EventFilter();

// Filter on any field from the supported AWS Health EventFilter model.
// Here is an example for Region us-east-1 events from the EC2 service.
filter.setServices(singletonList("EC2"));
filter.setRegions(singletonList("us-east-1"));
request.setFilter(filter);

DescribeEventsResult response = awsHealthClient.describeEvents(request);
List<Event> resultEvents = response.getEvents();

Event currentEvent = null;

for (Event event : resultEvents) {
// Display result event data; here is a subset.
System.out.println(event.getArn());
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
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System.out.println(event.getEndTime());

DescribeEventAggregates

import com.amazonaws.services.health.model.DescribeEventAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEventAggregatesResult;
import com.amazonaws.services.health.model.EventAggregate;

import com.amazonaws.services.health.model.EventFilter;

DescribeEventAggregatesRequest request = new DescribeEventAggregatesRequest();
// set the aggregation field
request.setAggregateField("eventTypeCategory");

// filter more on result if needed
EventFilter filter = new EventFilter();
filter.setRegions(singleton("us-east-1"));
request.setFilter(filter);

DescribeEventAggregatesResult response =
awsHealthClient.describeEventAggregates(request);

// print event count for each eventTypeCategory

for (EventAggregate aggregate: response.getEventAggregates()) {
System.out.println("Event Category:" + aggregate.getAggregateValue());
System.out.println("Event Count:" + aggregate.getCount());

DescribeEventDetails

import com.amazonaws.services.health.model.DescribeEventDetailsRequest;
import com.amazonaws.services.health.model.DescribeEventDetailsResult;
import com.amazonaws.services.health.model.Event;

import com.amazonaws.services.health.model.EventDetails;

DescribeEventDetailsRequest describeEventDetailsRequest = new
DescribeEventDetailsRequest();
// set event ARN and local value

describeEventDetailsRequest.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));
describeEventDetailsRequest.setlLocale("en-US");
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filter.setEventArns

DescribeEventDetailsResult describeEventDetailsResult =
awsHealthClient.describeEventDetails(request);

EventDetails eventDetail = describeEventDetailsResult.getSuccessfulSet().get(0);

// check event-related fields

Event event = eventDetail.getEvent();
System.out.println(event.getService());
System.out.println(event.getRegion());
System.out.println(event.getAvailabilityZone());
System.out.println(event.getStartTime());
System.out.println(event.getEndTime());

// print out event description
System.out.println(eventDetail.getEventDescription().getLatestDescription());

DescribeAffectedEntities

import com.amazonaws.services.health.model.AffectedEntity;

import com.amazonaws.services.health.model.DateTimeRange;

import com.amazonaws.services.health.model.DescribeAffectedEntitiesRequest;

import
com.amdescribeEventDetailsRequestazonaws.services.health.model.DescribeAffectedEntitiesResult;

DescribeAffectedEntitiesRequest request = new DescribeAffectedEntitiesRequest();
EntityFilter filter = new EntityFilter();

filter.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeAffectedEntitiesResult response =
awsHealthClient.describeAffectedEntities(request);

for (AffectedEntity affectedEntity: response.getEntities()) {
System.out.println(affectedEntity.getEntityValue());
System.out.println(affectedEntity.getAwsAccountId());
System.out.println(affectedEntity.getEntityArn());

DescribeEntityAggregates

import com.amazonaws.services.health.model.DescribeEntityAggregatesRequest;
import com.amazonaws.services.health.model.DescribeEntityAggregatesResult;
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import com.amazonaws.services.health.model.EntityAggregate;

DescribeEntityAggregatesRequest request = new DescribeEntityAggregatesRequest();

request.setEventArns(singletonList("arn:aws:health:us-
east-1::event/service/eventTypeCode/eventId"));

DescribeEntityAggregatesResult response =
awsHealthClient.describeEntityAggregates(request);

for (EntityAggregate entityAggregate : response.getEntityAggregates()) {
System.out.println(entityAggregate.getEventArn());
System.out.println(entityAggregate.getCount());
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Dt+1')7T 14 AWS Health

DIVZIREFIVFTANEBESHEAWS TY, BFKRFAWS, EF1UT 1 Z2HELER TS
BOERHZERLEILOCBREENET R EVR—ERYND— IO T —FTIOF Y EERTEXRT,

EFIUTAE, AWS EHEROBOERERETI. EEREETILTRE, ChZel TV R0t
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T O T —X{RE AWS Health

EFAWS HEEFI., TOF—XREICEAENET AWS Healthe COETFILTHRHAT ATV
&5, AWSREINXRTOD 2#2RTID 90— NINA2VTFANSZIVF Y+ R2REIDEEIN HYVET
AWS V5 R, I—H—lk, COAVTTZARNTIFYTHRAMNEND AT OVICKHTZEER
WHIEITH2EENf HYVET, T, FHITD2 TAWSOH—FER |, OEFIVFTAREEEEBIARY
E1—H—OFEFERBYNET, F—RTFANI—OFMIOVTRE, F—E2TFAN—ICEBTS
FL<HIEFMESBLTIKEE Y, BRNTOF—XREOFMIZIOVTEF, AWSEF21UF 070
JICEBENE AWS BEERETEFTIS LV GDPR D7/ OJBEESRBLTLKEEL,

T—RREOBWT, FEALEHRZHREL AWS THU K, AWS IAM Identity Center & 1z l& AWS
Identity and Access Management (IAM) ZFEAL TELX D 1—H—ZHRETRD L ZHEHLET,
COFZEICLEY, ThEADD I TEZRTIDLEHICHAEBEROAN G I —ICHEEhET,
Flh, ROFETT—RZRBEIDEELHEDHLET:

« BT NIV NTSERFEL (MFA) Z2FERALE T,
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(JSON) BRIAM ORARNTZI0T 41 AICERTBLSICLET, IWMTIOEARTFZA4H—&
100 ZBABRV—FIVIOERANGHRERERZRML, T2 THRENBRYS —OEREY
R—KRLET, FMAICOVWTE, TIAM 1—H—HA Ky ® TIAM Access Analyzer TR > —%&
BRIETD, ZSRLTEEL,

FTATFYTATAR=ADRI S —Df v


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_job-functions.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
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« ZEZRFRF (MFA) Z2ERTD -TIAM1—Y—FLRGII— NI —2ZHXEBETRFTIVIND
BERFAWSTHIURN, MFAZFZAICLTEF IV T 1 28{LLET, APl ARL—>3 D
FREOPEENDEEZICMFA ZRXEICTDICE, RU—IC MFAZGZEMLET, FHAICOV
T, "IAM1—HY—FA R, O "MFAZERLELZEBRAPI T OEA L ZSZRLUTLEZV,

IAM TORAKRT ST 1 AOFMICO2VTR, TIAM I—H—HA K, ® TIAM TOEF 1Y
TADRARTSOF 1A, 2BRLTLKEE W,

AWS Health a2V =)L 2 RT3

AWS Health AV —=)LIZT7 VAT BICE, RPBROTIVEAFTOEY RFBETT, chs50D
TORAHFTIZKY), AWS PHT> R®MD AWS Health Y —ADFillZ —EBERTIBLRVORRTEE
T, RPBRYEBHIRNEBULSBRENETATFUOTATAR—ARI—ZERKTDE, TD
RUVS—ZRILEIVT 474 (AM1—H—FE@EO—-)) IC/LTOAVV—INFERLEES
VICKBELEH A

DI T AT 14HE|EHE AWS Health OV =)L Z2FERATEDLSICTHICIE. XD AWS
BRI — #FT XY FLETAWSHealthFullAccess,

AWSHealthFullAccess RUZ—Tk, I>TATARRXDEDADTIT VAN FTEEhE
9,

« AWS Health fBBR DI XTOT AU RO AWS BB E 1 —HEEBENELEEMICTS
« AWS Health 122Y —JL AWS Health Dashboard @

« AWS Health APl AR L —2 3 > L BA

AWS {HBD—HTHBTHI U NIBETHBEHRERTTS

BETNHI NOEBEN (OU) DRT

Example : AWSHealthFullAccess

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

]I
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://console.aws.amazon.com/iam/home?#/policies/arn:aws:iam::aws:policy/AWSHealthFullAccess
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"Resource": "*",
"Condition": {
"StringEquals": {

"organizations:ServicePrincipal": "health.amazonaws.com"
}
}
},
{
"Effect": "Allow",
"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
1,
"Resource": "*"
.
{
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": "health.amazonaws.com"
}
}
}
]
}
® Note

Health_OrganizationsServiceRolePolicy AWS YZ— RARUS—FEAL T, A
HBAOHDT AT RDARY NERR AWS Health TEBKSICTBDEETEERT,
FHMICOWTE, TAWS Health®H—ERICD I niO0-I)LOFEA 25RL T
(AP

AWS CLI £7zl& AWS APl 0 A ZROHII—H—ICk, |FPROOAVYV—-ILT O EAFAZNE
TRIBEBEREHELEA, KDYIZ, ETLELSELTVBR APIARL =23 VII—HIBDT70>3
VDHINDT IV EANFAECNET,

FTATFYTATAR=ADRI S —Df v
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FHCOVWTER, TIAMA—H—HA R, O "I —AOT7 7 AFIADEM 2ZRBLTE
=L,

BODEROEXRRZEI—HY—ICHFATS

COBITRE, A—HF—TATFoTATALCTEYVFENLADTAVERONR—I RRUD—DOF
REIAM A—H—CHAITRIRIS—OERGEERLET, CcORUZ—CF, IVY—-IT,
F/lF AWSCLI £zl AWS API ZFHEALT7TOVZATIOT VAV EERTITDT UV AFHA
FEENATLVET,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

1,
{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}
]
}
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
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AWS Health Dashboard & AWS Health API ANDT7 7t A

AWS Health Dashboard 3 XTHD AWS PHU Y NTERTEE T, AWS Health API &, EZ X
2. IVR—TSAXAYSVT . EhGIVE—TSAZGR—RTSVOFTNIY N TOHER

TERY, FMICOVTRE, "™HR—-b, ZZRLTSEZL,

IAMZFERALTCI>T474 (A—Y—, JIL—7, £L£EEO-)L) Z2ERL. ThsoI>T4
F 4 |Z AWS Health Dashboard & &' AWS Health APIAD T VO AHFA 2N ETEEXT,

F7#A) NTIE, IAM 11— —IF AWS Health Dashboard F 7= l& AWS Health APl IC7 Ot ATZE
FtA. IAMARVD—%BE—Q1—%— I1—HY—0JI—7, FLEO-LICTERYFIR_L
T, 1= —IZTHI> KD AWS Health EBADT VLA EHTLE T, FMICOVW T, D
(A—Y—, JIL—7. O—J))s & TIAMARD > —DOHE | #28BLTEEV,

IAM 1—H—%#ERLES, ChsOI1—Y—ICBAMONAD—REFETEET, TOR, 77H
DORNBEOHYA U AIR=EERALT, THOMNCHYA 42 L, AWS Health 13 %& &R
EET, HHEICOVTE, TI—HY—HFTHIOORNIHYAA420F2H%5 B5BLTLSEEL,

(® Note

RTHERZIFD IAM 1—H—(F AWS Health Dashboard ., 7H7D > N EDTXTH AWS
H—EATALABRICEAMIVEBERATT IV ELATEET, <hillk, AmazonEC2 41 A
RXAIDs, EC2AVARVAIPPTRLA, — MABEFIVUFT1BHZED AWS Y —
AIDSHEENETH, ChsICREEhFELA,

ez, IAM 7R > —A" AWS Health Dashboard & & ' AWS Health APl IZD& T I+ A
ZHAUTREE. RUS—HNHEAThD 1Y —FLEO-)LE, O IAMKRUS—H"FD
TOERAZFALTVWAEWEETE, AWS H—ERXABITEEDVY—AICEL TEREE L
EIXRTOBRICTIEATEERT,

APl D 2 DDJI)—7"%ERHTE FT APIs AWS Health,

« 2 DOTFHD> N - DescribeEvents X DescribeEventDetails B EDANRL —> 3> #FEAL T,
ThHI>2 RO AWS Health IR NI T2 1E8MEMEBETEE T,

T.‘

« 8T 0>~ - DescribeEventsForOrganization & & U DescribeEventDetailsForOrganization 7
EOFARL—2a vz FEALT, BBO—BTHBTHU MO AWS Health 1 R MNCET 318

HEPMSTEXRY,

FAFUTATAR—ADOR) S — 04
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EATIEEE APl ZRL =23 OFMIC OV T, AWS HealthAPI U7 7 L AZZBLTLSEE
W

BcoF7oar

IAM 7R —® Action TL X2 N%& health:Describe* ICERETEET., ChlZkl), AWS
Health Dashboard 8 KO AN T I AN A& FE T AWS Health, &, eventTypeCodeBS KT
H—EBERACEITVWTARMOT ORI MO—)L AWS Health ZHR—K L E T,

TOEADHA

CORI—AT—R X2 N&E, AWS Health Dashboard # & TEE D Describe* AWS Health
APl ZARL =23 ADOT7 IV EAZHFALET, EEAE, CORVD—%HFD IAM 1—H—
(&. AWS Health Dashboard @ I[C7 2+t AL T DescribeEvents APl AR L —> 3> %& AWS
Management Console AWS Health FO' T ENTEEXRT,

Example : 7 7 £ ADFHA

{
"Version": "2012-10-17",

"Statement": [

{
"Effect": "Allow",

"Action": [
"health:Describe*"

]I

"Resource'": "*"
1]
}

TOEAZERTS

CORI—AT—BM X ME. AWS Health Dashboard & & T AWS Health API AD T VA%
ERLET, cORU—%FD IAM 11— —IF. AWS Health Dashboard T &R R TZF AWS
Management Console . AWS Health APl AR L —> 3> &2 HEITEETEEREA,

Example : 77 AZERTS

{
"Version": "2012-10-17",

"Statement": [

FTATFYTATAR=ADRI S —Df v


https://docs.aws.amazon.com/health/latest/APIReference/
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{
"Effect": "Deny",
"Action": [
"health:*"
1,
"Resource": "*"

]

e 1—

NEBE 1 —=2BMIC T BFEE AWS Health, AWS Health 3 & ¥ AWS Organizations 7233~
NDTVEAZFATRIHLEN HYET,

IAM RS —0 Action BERICEF. AOT IV EAFAZEHRIBENF HYET,

* iam:CreateServicelinkedRole

* organizations:EnableAWSServiceAccess

* organizations:DescribeAccount

* organizations:DisableAWSServiceAccess

* organizations:ListAccounts

* organizations:ListDelegatedAdministrators

* organizations:ListParents

& APIs, IAM 1—H%—74 4 ROAWS Health APIs TERE 2TV 3V EBH) Z22RBUTLKE
=L,

(@ Note

APIICTOEATBICIK., HBOBEBTHI NORIEREFERAIZDIHLEN BV ET AWS
Health APIs AWS Organizations. S DWTE, "TF7HT > KB O AWS Health 41 X ~
NEH, BBRLTEE,

AWS Health 8 1 —ANOTF7 7t AT

CORIVD—AT—R AU N, BBE 1 —#eEICXERTFTNTO AWS Health & KT AWS
Organizations 7 723> AQOTF IV AZFITLET,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/list_awshealthapisandnotifications.html#awshealthapisandnotifications-actions-as-permissions

AWS Health I—Y¥—H4a4 K

Example : AWS Health 81 —\OT7 VA ZHFTTS

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws.com/
AWSServiceRoleForHealth*"

}

AWS Health fAfiE 1 —\NOT7 V2 AEER

CORI—AFT—R X N&E, AWS Organizations 792> 3 ADT IV EAZEBLETH,
B2OF7HDO RO AWSHealth 7223 AOT O EAZFAILET,
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Example : AWS Health #AfiE 1 —\NOT7 V2 AZEERTS

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"health:*"

1,

"Resource": "*"

"Effect": "Deny",
"Action": [
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Effect": "Deny",

"Action": [
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"

1,

"Resource": "*"

"Effect": "Deny",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/health.amazonaws

AWSServiceRoleForHealth*"

}

.com/
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® Note

TOEAFANENETDZI—HY—FEREITIL—TICBRICIAMARI S —NHDBEEE. TOR
1)< —(Z AWS HealthEEDR S —AT—KX NZBIMTEEXT,

UY—RAB KBTI IV ICETRY

AWS Health &, DescribeAffectedEntities & & O DescribeEventDetails API ZX L —> 3> 0 |IAM
SUHEYR—RNLET. VY—ABLTTIZIVR—ADEEEFEAL T, AWS Health APl A
A—%—, TI—7, FLEAO-LNCERFITRIAIRY N EFHRTEXRT,

CNhETSICE. IBIMRUS—® Condition 7OY V%2 EHT2H. Resource BEEXZFRELF
T, XEHEGZFEAL T, ¥ED AWSHealth AR N7 14— )LRICEDVTTZ UV A%R4|IRTE
x99,

RS —T AWS Health ARV N ZEEETDEER, ADT 1 —)LRZFEATEXT,

+ eventTypeCode

* service

@ XE

« DescribeAffectedEntities & & T DescribeEventDetails API AR L —3a >k, UY—AL
RIVOT O EAHAZYR—BNLTVWET, fIAEFE., HED AWS Health 4 X2 N ZFFA[
FLERFEEIDRI—ZERTEET,

+ DescribeAffectedEntitiesForOrganization & & T DescribeEventDetailsForOrganization API
ARL—=232EF, VDY—ALRILOTIVEAFAZHR—NLTVEEA,

o FHMICOVWTIE., TH—EARRTUTZ7LAL OAWS Health APIs EBHOT V2 =
., DY—A, BLUOERHEF—, BSRBLTLSEETL,

Example : 7 V2 3 U R—AD %4

CORD—AT—KM X M&E., AWS Health Dashboard & & TF AWS Health Describe* APl AR
L—>3> A0TF7otEAEHFTLETH. Amazon EC2 IZBSET S AWS Health 1 R RADT Y
T AZEBLET,

TAFITATAR—AORI S —04f "


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_String
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntitiesForOrganization.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetailsForOrganization.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awshealthapisandnotifications.html
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

},
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities",
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"health:service": "EC2"
}
}
}
]
}

Example : )Y —AXR—AD&H

RDOR)S —TEHERIIELTITAH, Resource EEZRDYICEALTVET,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"health:Describe*"

1,
"Resource": "*"

.

{

"Effect": "Deny",

"Action": [
"health:DescribeEventDetails",
"health:DescribeAffectedEntities"

FTATFYTATAR=ADRI S —Df h
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1,
"Resource": "arn:aws:health:*::event/EC2/*/*"
1]
}

Example : eventTypeCode @ %44

CORD—ATFT—RM X M&E., AWS Health Dashboard & & T¥ AWS Health Describe* APl AR
L=—>3a> A7 0tARAZFALERTH, IC—HTD 2D AWS Health I R RADT IV EA%
#EFReventTypeCode L EFAWS_EC2_*,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "health:Describe*",

"Resource": "*"

I
{

"Effect": "Deny",

"Action": [
"health:DescribeAffectedEntities"”,
"health:DescribeEventDetails"

1,

"Resource": "*",

"Condition": {

"StringlLike": {
"health:eventTypeCode": "AWS_EC2_*"
}
}
}
]
}
/A Important

DescribeAffectedEntities & & Uf DescribeEventDetails AR L —< 3> Z#HOHL T, AWS
Health 1 X2 RADT V2 AFFAIN B WEES. AccessDeniedException T —ARRE
nET, FMEICOVWTE, "TAWSHealthlD E7 9 EADKNTZ TN 21—F1429 ) #8R
LTLEEL,

TAFITATAR—AORI S —04f "


https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeAffectedEntities.html
https://docs.aws.amazon.com/health/latest/APIReference/API_DescribeEventDetails.html
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AWS HealthID E 79t AO KNS TN 1—FT4200

ROEREFEAL T, BRTIAM OFEARFICHKET D AREMN H D — RN ZREEE 2 AWS
Health U THIEL 9,

N =R

« TTVAVEERTIDHERN H V) FHE A AWS Health

* iam: PassRole Z#E1T 9 2R A &L

« PUOERAF—ZERRLEL

s EBELELT, OI1—H—ICT7 UV AZFFA L 2LV AWS Health

« BN AWS PAHI NUADI—H—ICBZD D AWS Health )V —AANQOFT IV AZFFIL 20

TF O3> aEBITITDERNI HY) FHB A AWS Health

ICT7 023> aRTTHHERN %V E AWS Management Console BHIE ni-BA Ik, EEEICERK
LTHR—RNERBIZDBENHYNET, BEHOBBEEIBSFEO I —FENRAD—RERTL
IZATT,

ZMAccessDeniedExceptionTZ—IF., 1—%—A" AWS Health Dashboard & 7z l& AWS Health
API ARL—> 3> &ERTART I/ AT ZHE > TOWEVEEICRTENET,

COF/E. A—F—0EBERIRI—ZEHMLT, A—F—TIOERAZHATILENHYVET,

AWS Health APl IZl&, OED XA, IVR—TSAXAVF07, EFLEEIVE—TF4XYR—
NTSUNBETTAWS HRh—h, ESRR, IVR—TSARXAUZVT, FEEIVE—TF
A AYR=RTSoDBEVTHI NHS AWS Health APl ZRUH T E, XAODIT—I1—RHFRE
NFE T, SubscriptionRequiredException

iam: PassRole # E1T79 2R L)

iam:PassRole 7923 #RT I3 ERIBVEVS IS —HNFRRENEGZEE. RU—%F
LT AWS HealthitO— )L ZE T ENTEDLDICTHIHRENHVYET,

—E0 AWS DY —E A Tk, ILWH—ERAO—-IILEFLEZEH—ERICU 00— ZERK
FTHIRDYIZ, TOH—FERIBEOO-IINZETENTEET, TOLEHICKEK., Y—ERIZO—
L ZETHERNIVBETT,

UFOBOIS—, marymajor €W IAM 1—H—# 1> Y —IJLEEHAL T AWS HealthTF &
TaVERFLESTREACRELES, LEL, COTIVIVES—ERFRTTEICR,

NSTNa—F42Y 75
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H—EAO—IASHEETNLERIBETT, XTU—CR, O-JIZY—ERACEIHALNFH V)
Ft A

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDFE, Mary DRV —ZEFH L TAT ) —IZ iam:PassRole 7O IV NR{TEHFIU T B4
ENFoVEY,

BR—MNBEBZFERE. AWSBEEEFICHSBAVELESEEZVL, Y1 1 ERBRERMAL 28
HENEEETT,

TOEAF—ERRLEV

IAMA—H—T O EAF*—2ERLERE. WOTETIELAF—IDERRTEERY, LEL,
S—UOLYRNTIVEAF—ZBRRIDERFTEREA, - UL YRNTIVEAF—ZHRL 235
Bk, FILWTF O ERAF—RTZERTIBENFHVET,

TOtEAF—&, 7Ot AF— D (fl: AKIAIOSFODNN7EXAMPLE) £ —2 L vy N7 Ot AF— (i
wJalrXUtnFEMI/K7MDENG/bPXRfiCYEXAMPLEKEY) ® 2 D CHERENTVET, I—H—RK /N
AD—RERAKIC, VDIOTANZRETD DI, TIERAF—IDEI—ILYRNTIEAF—D
MEZERTIVEN HGYVET, I—H—BENAT—REFRIC, TIOEAF—REZLICEELT
<fEEEV,

/A Important

EROI—Y— D ZHABITDLHTH2TE, TI/EAF—ZF=ZFHIRHLBZVTE
TV, ChIERY), NOKGNBET IV EAEZI - —ICHETEXRITAWS THI K,

TORAF—RTVEZERTRHE. TOEAF—IDEI—ILY NI EAF—ZRL2BEMICR
BIRDLSCRHZTAVTMHIRRENET, COZ—ILYRNTIOEAF—R, ERFICOHE
ATEET, >—IJLYRTIEARAF—ZHRLIEEBE. IAMI—Y—CHRT I EAF—ZEM
FTRIRBENBYNET, PTVELAF—RBERR2DETHOZENTEEXRT, BRI 2 2H2H5EF. #
RME—ARTEZEXTDHEIC, WVTNDZHIBRTZIHENF HYET, FIEZXRTITSICE, IAM 11—
Y—HARD "T7OELAF—DEE, 2ZRLTEZ,
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EEZELT, I —Y—ICT7 0 EAEHFAL =L AWS Health
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{
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.

"Action": [
"events:DeleteRule",
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"Resource": "*",

"Effect": "Allow"

},
{

"Action": [
"events:ListTargetsByRule",
"events:DescribeRule"
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"Resource": "*",

"Effect": "Allow"

}
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"Version": "2012-10-17",
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{
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"Version":
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"Statement": [

{

"Sid": "OrganizationWriteAccess",
"Effect": "Allow",
"Action": [

"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal": "health.amazonaws.com"

"Sid": "HealthFullAccess",

"Effect": "Allow",

"Action": [
"health:*",
"organizations:DescribeAccount",
"organizations:ListAccounts",
"organizations:ListDelegatedAdministrators",
"organizations:ListParents"
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"Resource": "*"

"Sid": "ServicelLinkAccess",

"Effect": "Allow",

"Action": "iam:CreateServicelinkedRole",
"Resource": "*",

"Condition": {
"StringEquals": {
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A)o FHIZOVWTE, IAMA—Y—HA RO AWS "T7HO O —RI—H—T IO EAF—
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s HBE1—%"RRTD
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c HBOZEFEEELE 1 —ZEETD

HEE 1 —0BXE
AWS Health >V —)LZFERAL T, AWSHBARADAILARAAAR NZE—THICKRRTEXRT,

BERE 1, IXTOAWS HR—KN 7S TEMAEEKL T AWS Health IV —J)LTRIAT
XTI,
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EEBTHIRNTCOBEADTOEAZ 11— —(CEFA T 221k, AWSHealthFullAccess
RS —BEOTIVELAFANVETT, FMHICOVWTIEK., TAWS Health 74 T T 4
TAR—ANDR) S —0Hl #SBLTLIEZL,

Enabling organizational view (Console)

AWS Health > Y =)L SHEBE 1 —ZBMICTEERT, AWSHBOEET AT MNIHA
JAVIRIRENFBHYIET,

HBO AWSHealth Y 1 R—REXRRTBICIE

1. AWS Health & ¥ = 17/R— R % https://health.aws.amazon.com/health/home TBIE £,
2. FTEF—23URADO HEBORRE] T [HEBK] ZERLET,
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3. [Enable organizational view] (i 1 — D H%h{t) KR—> T, [Enable organizational view]
MEBE1—0BFML) 2FRLET,

4. (A7 32)AWS BB RN (OUs) DERAE., HBICEEZMASEEE. OEE AWS
OrganizationsZ &R L £ 7,

FHMICOWTEE, TAWS Organizations 1—%—74 R4 @ "TAWS Organizations ® {52 57
1 ZSRBLTSEEV,
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« AWS Health A 1 —Z2BMICTB &, KRIOTAHV NO—RZ7ORANINY 0T
SOV RTETEN, BETERTILBINNBZIEENHYET, JOLANRTITEHN%E
FOBENBWIEH, AWSHealth OV —)LZFHAUTETRDCENTEXT., BE
ANILAARY N (COBEEZBRICTBRICERE NEAARY N FEBE 1 —ICKRR
TNBETICRAR 24 KREL D BDBENFHYVET,

« ED>RAYR—KNTZ, IT2EZ—FF4 X On-Ramp HR—h
T2, FERIVEA—TZARAYR—NTZ 0 2ERATREE
l&. DescribeHealthServiceStatusForOrganization APl AR L —> 3> & HUHL T,
T7OEADAT—RAZHETEET,

s COMREEAMICTBDE, Health_OrganizationsServiceRolePolicy AWS &
BRI —&EFEDAWSServiceRoleForHealth_OrganizationsH—ERICD > S
ENLEO-LFEBRNOEETHIVMIERAEKET, FMICOVTE, TAWS
Health®H—E RAIZU > OchiEO—I)OFER) 22RBLTLEEL,

Enabling organizational view (CLI)

##E 1 —I&. EnableHealthServiceAccessForOrganization APl AR L —> 3 #FHAL TO &
BMCTEET,

AWS Command Line Interface (AWS CLI) £ EMEOI—RZFALT, cOFAXRL—23 >
ERVOHTENTEET,
@ Note

« AWS Health APl ZFFOF i 9 (IC 1. Business. Enterprise On-Ramp. & 7=ld Enterprise
Support 7SN BETT,
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Example

ST V=3 VOIVRRA N EFERATIBENBYET,

RO AWS CLI ANV RIF, AWSTAHIV KA SCOBEZEMILET, COOANV RE. B
BPAOVRDS, RERBERTVEAHAZEOO-INZS|EZFRENTEDTHIY
NASERTERT,

aws health enable-health-service-access-for-organization --region us-east-1

RO D— RHITIE, EnableHealthServiceAccessForOrganization APl AR L —> 3> #FHL

£9,

Python

import boto3

client = boto3.client('health')

response = client.enable_health_service_access_for_organization()

print(response)

Java

ROBITIE, AWS SDK for /N\—> 3> Java2.0 2fERTEE T,

import software.amazon.awssdk.services.health

import software.amazon.awssdk.services.health.

import software.amazon.awssdk.services.health.

import

software.amazon.

import

software.amazon.

import

software.amazon.

import

software.amazon.

awssdk.services.health.

awssdk.services.health.

awssdk.services.health.

awssdk.services.health.

model.

model

model.

model.

.HealthClient;
HealthClientBuilder;

model.ConcurrentModificationException;

EnableHealthServiceAccessForOrganizationReques

.EnableHealthServiceAccessForOrganizationRespon

DescribeHealthServiceStatusForOrganizationRequ

DescribeHealthServiceStatusForOrganizationResf

import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
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import software.amazon.awssdk.regions.Region;

public class EnableHealthServiceAccessDemo {
public static void main(String[] args) {
HealthClient client = HealthClient.builder()
.region(Region.US_EAST_1)
.credentialsProvider(
DefaultCredentialsProvider.buildexr().build()

)
.build();

try {
DescribeHealthServiceStatusForOrganizationResponse statusResponse =

client.describeHealthServiceStatusForOrganization(
DescribeHealthServiceStatusForOrganizationRequest.builder().build()

);

String status =
statusResponse.healthServiceAccessStatusForOrganization();
if ("ENABLED".equals(status)) {
System.out.println("EnableHealthServiceAccessForOrganization already

enabled!");
retuzrn;

client.enableHealthServiceAccessForOrganization(
EnableHealthServiceAccessForOrganizationRequest.builder().build()

);

System.out.println("EnableHealthServiceAccessForOrganization is in

progress");
} catch (ConcurrentModificationException cme) {
System.out.println("EnableHealthServiceAccessForOrganization is already

in progress. Wait for the action to complete before trying again.");

} catch (Exception e) {
System.out.println("EnableHealthServiceAccessForOrganization FAILED: " +

e);

MBI DWW TR, AWS SDK for Java 2.0 IR EHA RESBLTLSEEL,
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HBE1—B"RRTD
AWS Health AV —)LZFERAL T, AWSHBROAILAAAXR N E—TWICRIRTEET,

EBE1—&. IXTOAWS HR—K 752 TEMBEZ L T AWS Health 2V —)LTHRIAT
XY,

(® Note
EEBTHIRNTCOBEADTOEAZ 11— —(CEFA T 221k, AWSHealthFullAccess
RS —BEOTIEAFANVETT, FMHICOVWTIEK., TAWS Health 74T T 4
TAR—ANDR) S —0H, #SBLTLIEZL,

Viewing organizational view events (Console)

HBE1—Z2BMICTRE, BEBROINTOTHIY MOANILAAXRT N AWS Health Z2 &
RUET,

THAOY NIFBEBIISMTRDE, ETHT2 N AWS Health Z BB ICHEBE 1 —(CEML £
T PHOURNIFEBL SBEND E, TOTAIURASOFHLVARY MAEBE 1 —(CR&
ENBLSZYET, LEL, BFEOARYNEFEY, 90 BEOFRETEDOIIVZERTTER
EE

AWS &, EBETHI NOREOENBAALS 90 BE, THIOY NORIUS —F—RZREFL
£9, 0 BABOKRTRIC, BT7AVRODINTORIS —F—R AWS ZELICHIBRLE T,

- BRE IO HEBATRETBICEF, RUS—&FT—HA47LET, EventBridge L—ILEHV
THARLTO>3a>zZERALT, BRZSSNTYNIRETDEETEFRT,
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Viewing affected accounts and resources (Console)

FEHBORE]T, IXRVNOEEZZTTVRHEBRAOTHIV MBS RVEETE Y —AZEXK
TTCEEY, HlZIE., Amazon Elastic Compute Cloud (Amazon EC2) 1 > ARV ADX T+
VAEVSSEDARY M HBBE, AmazonEC2 A VARV AEFDHBRAOT HI U K&
[l 2 7 ICRRTEET, EFNEVY—RZHEL, THIVNAEBICEETD LN T
EET,

HEERTBATHAIREDVY—-ARZRTTDICE

1. hitps://health.aws.amazon.com/health/home T AWS Health Dashboard ZFH& £7,
2. FTETF—23rRA20O [BBORE OXTD1DEERLET,
3. [REEZUBRTHIURNIENHDANRNEZBRLTSEZV,
4. [Affected accounts] (N E%2ZF2THI VM) X7 EERLET,
5

[Show account details] (7 V> MFHORT) ZBIRL, 7HUVNIETRIROERER
R~LULET,

« PHO2KID
THOVRNA
« 7SAXRVE X—=)
- HEBEN (OU)
6. 7HOhZRBBELT, EEEZZTDVYV—RAEZRTLET,

7. UY—AN 10 2B X258k, [View all resources] (TXTNHIY—RA%EFKR) ZiBIRL T
ZRLET,

8. ZOBEDANRYNETADIRIDTI7ALNRITIZICE, ROFIEZRTLET,

a. [Affected accounts] (N E2Z T2 T7HT>N) X7 T, [Addfilter] (7 1 L Z DB &R
RU. [AccountID] (FHIVRNID)ZAHNLET, —BILADTESZFTHINID IR
2EFTT,

b. [Apply] (BA) ZBRLET. ABLETHIY M —EBEILRRENET,

EEE1—-%ERTID 98


https://health.aws.amazon.com/health/

AWS Health I—Y¥—H4a4 K

Viewing organizational view events (CLI)

COMBEREBMICTRE, FEBHRNOT OO NIEETDHANR MO AWS Health % B
BLULET, THORNFEBICSINTSE., AWSHealth &, BENICEOT AU NEES
tl_(ru bubi?o

(® Note
AWS Health &, #BE 1 —Z2BMCITIHICEBTRELEAR N EBHELEE A,

THAOY NHEBA SENDE, TOTAHIRASOFHLVARY MAEBE 1 —-ICREFEESh
BLIEYET, 2EEL, BBFEOARY MNEFEY, 90 BEOHRETZEOII ) ZRITTEEXT,

AWS . BEETFTHYIY hwﬁﬁiﬁw%;bab‘ 5 90 B, 737‘/ RORUS—F—2E2REFL
£9, 00 HEANKTEIZ, B7HIVROIRTORII—F—2 AWS 2L ICHIBRLET,

- ERE W BHEZEBATRETSICEF, RUS—EFT—HA47LET, EventBridge L—ILEHV
THARARLT Va3 aFEALT, BRESSNTYNIRETEIEETEET,

« ARV —F—Z AWS ZREFTDRY ., BREHE LT ﬂ?/h%ﬁﬁ?%t ﬁ)ﬂ?/h
ZY—EAEEEELLTAWS BEYHTL, THIVMOY—EARRUD—F—2ZHEIHL
x5

c FHICOWTR., "TT7HTVROEN ) ZZRLTLSEE W,

/A Important
AWS GovCloud (US) U—2 3> 0B EHKEIT :

-)ﬁ?)h%%ﬁ?%ﬁt TAOYRII—=RENYOTYT7LTHS, HIRLE
TAOY NZREL ERIE., HET DI MOT I EAEZRVET,

AWS Health API AR L —> a2 &AL T, HBE1I—NHDSARNERTCENTEEXT,
Example : #8121 — 14 X2 N OFHEA

XD AWS CLI AN RiE, #HBRO AWS THIY ROAILAARY NERLET,

aws health describe-events-for-organization --region us-east-1
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HEE 1 —nESL

HBOAR NEEHWLBEWVEER., COBEEZEETHI MY SEMICTS
. DisableHealthServiceAccessForOrganization APl ZR L —> 3> &R L THEE 1 —% &%)
ICTBDENTEET,

Disabling organizational view events (Console)

AWS Health &, #AEEBROMEOIXTOTHI U RODAR NOESZFEIELET, BEBO L
DARNIE, BIRENDETEEHEERTTEET,

EBE 1 —Z2EMICITBICE

1. https://health.aws.amazon.com/health/home T AWS Health Dashboard ZB & £ 7,
2. FTETF—23URADO HEBOIRE] T [BK] ZERLET,

3. [Enable organizational view] ({8 1 — DB ML) R— T, [Disable organizational view]
(e 1 —n&EML) ZBIRLET,

COBEBEZFTICTDE, BEBISOARY NEEHN AWS Health LB ET, 8
L., Y —EARICUO&hizO—)LIE,. AWS Identity and Access Management (IAM) 20V —
JL. IAM API, F7 Ik AWS Command Line Interface () 2R L THIBRT D ETEETHI N
3%V FFTAWS CLI, sEMICOVW TR, IAMIA—HY—HA RO "H—ERIZD U hizO—
I DEIER, 2Z3RBL T EE L,

Disabling organizational view events (CLI)

Example
RO AWSCLIOX Y REEF, THIV MDA S COMEZEMILET,

aws health disable-health-service-access-for-organization --region us-east-1

(® Note

F /=, Organizations @ DisableAWSServiceAccess APl ARL —> 3> & FEAL T,
HEBMEEZBUMIC TR CEETERT, CcOARL—avzHTETE, FEBRN
DDITXTDT AV ROARY NOEKFZ AWS Health 2IELE T, #HBE1I—D
AWS Health APl AR L —> 3>z 09 &, & error. AWS Health continues &2 AWS
Health IBL. AWS PHI ROAILNAA R M Z2EHLET,
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COMBEZEBMICTRE, FEBLSOAXRY MNEEHN AWS Health U< B ET, 7
L., H—ERICU&hzO—)LIE. AWS Identity and Access Management (IAM) 122V —
. IAMAPI, £z ZERAL THIRTDETERTHI MIEY ET AWS CLL, FMICD
WTlk, TIAM 1—H¥—HA KR, O "H—ERAIC) OEnizO—)LOHIBR) 25RBLTLKEE
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EBMOEEERELE 1 —2EBEITD

ZFEATDE AWS Health, OEFEEEMEZTAL T, EBT DI RNUAOTHOU RN
AWS Health Dashboard T&#J AWS Health 1 X Kh&EFRRL =V, AWS Health APl 2/ L TZ7°0
TS ALTANRY N&2RR AWS Organizations L7V TEET, EEEEEMEEZFERATDE, & F
TELBF—LNMEBE2EDOANAANNRY NERRICRTELVERTEERT, EF2VFT 1D AWS
RANTZO0F14RELT, AEBEERERT AV MICEFZEZEELET,

EPA
- HBEI - CEEEREEZERID
- HBE1I N SEEEEREZHERTS

EEE 1 - ICEEEBEEZERT D

ABOEBE 1 —Z2BMCTRE, HBAORKS DOXN=THI 2 NE2EEFEBELL
TEHBTEET, ChZEI1TSICIE. RegisterDelegatedAdministrator APl R L —< 3> &
CHUET XAON=THIOREBRITDE, THI O NEEFENEEBTHOMNIE

V). AWS Health Dashboard #*'S5 AWS Health i 1 —IC 7 9 EATEET, 7HUMIC
Business. Enterprise On-Ramp., F7z(d Enterprise Support 77> &% %56, ZEEEEEF AWS
Health APl Z A L T AWS Health 81 —(C 7 VA TEET,

FEEEChI-EBEZHALTHICE. HBOBEETHU M SIRO AWS Command Line Interface
(AWSCL) ONY REFTHELET, cOIOXU RIF, BBTHIRDS, FEFMSESR AWS
Identity and Access Management 7 V£ A AI 2 DO— L %Z5|EZTHENTERTHDIY
KRASERATEERT, ROV RFITEE, ACCOUNT_ID Z AWS Health ¥—E X7V >N
Thealth.amazonaws.coms EEEICBERTAIXN—THIONIDICEEBRAET,

aws organizations register-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://aws.amazon.com/premiumsupport/technology/aws-health-dashboard
https://docs.aws.amazon.com/health/latest/ug/health-api.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_RegisterDelegatedAdministrator.html
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https://aws.amazon.com/premiumsupport/plans/enterprise-onramp
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ZHEBEEZERIDE, HBEEOTHI U NIEEEZEZXDITNTO AWS Health 1 R N &7
WTEDELSICBVYET, BX90 HE., FLRERE 1 —KBENRANICEHMICE>THASOVWT N
PHLVEROBERANXR NERRTEET, ZAEEEHREOEM LI FFDHLETHY, ETT
DETICHRKRK1 MDD RICFELTLSEZL,

EBE 1 - DS EREEEEZHIKRTS

FEENLEEBEOT VEAZHIBRT BICIE, DeregisterDelegatedAdministrator APl AL —2 =
CENUCHELETD,

HBOEEBTHIRASKXO AWSCLI ONY REFUVHL T, EXREEEELTXYN-THD
RNEBIBRLET, AOOT REITIE, ACCOUNT. ID #HIBRTAXN—THIOKNIDICEZ
BxES,

aws organizations deregister-delegated-administrator --account-id ACCOUNT_ID --service-
principal health.amazonaws.com
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Amazon EventBridge AWS Health ZERAL = TOAXR> K~
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Amazon EventBridge ZfA L T, AWS Health 1 X hZ#HEHL THISTEET, 595 &, F
RENLIL—IICESVT, AIRVYRIFIIL=ITEEEIATVSEIC—HT S EEIC, EventBridge
12, FEREBOZ—TYRTIIIAVERVTHELET, AIXRVRNORATIZIEUT, 41RY
NEBOEE. BMAXRY NORK, BHAOEE. REEREOER, E-EZoo7o> a3z
KTITBENTEET, XK. Amazon Elastic Compute Cloud (Amazon EC2) 4 > AR > A&
E,. BHNFrFEENTVWD AWS UY—RAAWS 7HIOV KN N ICHBFHE. AWS Health ZFERA L
TEX—I)IBRZZETEET,

® XE

« AWS Health &, RARIT7 A —R"R—ATARY N ERBELET, 1RV RIEIC
EventBridge I[CEEE D LR EH A,

« fERL L = EventBridge L—ILI&, DBHNDXZZETEET AWS THI K, ADHD
THI NOHEBA R NEZETSICIE AWS Organizations, "#iE 1 —EZEFER
BTV A%ZERAL 2 AWS Health 1 X NDENL 28RBLTLSEEL,

AWS Health 7—2 70—®0—&& L T, EventBridge DEHD Z—45'Y REAATHSBIRTEE
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« AWS Lambda Ba%

« Amazon Kinesis Data Streams

« Amazon Simple Queue Service Amazon SQS F 1 —

« #HHZIAKRX—4SY N (CloudWatch 7S5 —AT 0> aigl)

« Amazon Simple Notification Service (Amazon SNS)D KEY &

FlzIE, AWS Health 1 R M OFERIC, Lambda BBz FERAL TEH % Slack F ¥ RIILICET
ENTEET, £lE. Lambda & EventBridge ZfFAL T, AWS Health /1 R MAREL L E
IZ Amazon SNS THAZLTFARNEIE SMS BHZXAETRHELEETEET,

AWS Health 1 XY MZIUTHERTE D BEILENARI A RENLETI—MOH2TILIEOWVWT
(. GitHub ® AWS Health YV —)LZZBL T<EZ W,
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AWS Health I—H%—Ha4 K
N

« AWS )—23 > A/VL ¥ 2 M EventBridge )L — )L DIER
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« AWS Incident Detection and Response ZEA T2 HICH—ERICD 9 hicO—-I)ILZ4 A
N—=ILT%
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s DARVKNICWUTECCAV ARV ATARL—> 3 ZBBNICEITT S AWS Health
« U7 7L 2A: AWS Health 4 X2 b Amazon EventBridge AF¥—<

AWS U—= 3> A/NL ¥ 2 ® EventBridge JL—I)L D ¥R

AWS Health 1 X N Z2ZETB)—3 > &I EventBridge L—ILEER T D HEN BV ET,
L=LZERLEFAE, IXRVNEZEEhTELA, fIxE, KEBIF (ALIA)V—23 08
SARVRNEZETDICE, CcOU—2a3>0L— I ZERTIHLEN BV KT,

NYOTYT)=2a Il BMOIL—ILERETDE, TTAXVIL—IIETHROAR NOF

EEZTEBEICHEAT, 97— 70— 0OWUENESICETYET, ONTUYIAR N AWS

Health I, &2Z (15 )—23a>eENVOTy7T)—2a>0MmAICRABICEFENET T Fil

C2WTIE., TAWS Health OABEANR MZDOWT, Z5BLTLKEEV, EEAWS /N\—FT 4«

23a>OIRTOI)—=32IC20WT, NvOTFYTELTKRERES (FALI) ICIL—ILZ2HREL

'C ToARV) =23 ETHFOREOFEZZ T TVEIBEATEAMNRNOZEEMRETESE
o KEBI(ALIA)ONYOFTY )= a3V @FERERE (N—2 ZF4E8) T35

BIZE, BN (Z7Z207IMRN) V=230 TARNEEZZUJLTVWT, FOU—=2a 2N
—BHICRATEREVES, AWSHealth FZOAAXRY NEXERBZI (AL I)V—2avICEB
BLET, RIC, NYOT Y7 EventBridge L—JLIk, BELEZR—5Y NIARNEEELE
To NYIOTYTIN—=IEERTBICE, DARKNCETHEHZIEXET S LS IC EventBridge
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WTHEBENB AR EENET, JO-NILAIRVRNZZFETBICR. KERB (N—>Z7
&) V—>a3rzarTa4IV—)=23 e, RKEBB (FLIAV) BNV IOTY T I—23 1
FTRIN—INZERTEIXENF HVNET,

TOO—NILARY N EZETSICIE AWS GovCloud (US), AWS GovCloud CKEFEEE) 1V —= 3
DTL—IZERTRIUENf HYET,

AWS Health® 7 HO Y REBARINENT VY OARNETE
“RUTEB

ARNEEZZR) 2T T % EventBridge JL— )L Z4ER T B & AWS Health, L—ILE@ETHV > ~NE
BOARYNENT VY OAR NOBEBEEELET,

« PHOVKRBEEBARYBNE, AMazonEC2 A VAR AMMNEEH., FLETOMOFEENE
BEFARRNEZBHNTDANRRNBEICKRY, FTHIORNEDY—RAICEEZRIFLET,

o NBA AR MNEAWS Health Dashboard — H—E AN AICRRENET, NIRRT ME AWS
THIOONICEABTEEL, il TH—EANFNETEZI O LRABEHRZERRLET,

/A Important

MEDARRNEZATZZETDICIE. )L—I)LT"source": [ "aws.health"1E% fEH
TEIVENBHVYET, "source": [ "aws.health*"]BENDTAIRA—RIE, EDA
RYNEERTINZ—EEE—HBLEEA,

HENTVYIARYNEEZRIITDHBEEAWS V=232 NvOT Y TIL—IL&ER
THRLEBEBOLET, ONTUYIARY N AWS Health &, HEEZ T2 U)—a> e /Ny
OFv7)—=2a>0mBAICABICEEENET, eventARN & communicationld & L T AWS
Health f X NDEEEZBRIZDCEEBHOLET, CNSODARVKNFE, NVIOTYT1)—
TAVICEEE NS AWS Health XY E— T—BUENRENDEHTT,

eventScopeCode /NTX—X—&FEHA T B &ICKV) EventBridge TARY RN RRABOATHD Y
NEEBZOHA ZERBATEET, 41X NIZIE PUBLIC £/& ACCOUNT_SPECIFIC ®/NTX—& "
HYNVET, CONTA—BZ—TIL—INZET7ANEZVITTBDEELTEEXT,

AWS Health® 7 H I RBEEARYNENTUY OARYNEEZRI TS 105
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Amazon Elastic Compute Cloud D24 X N0 Hi

WOANRY NEKERE (N—TZF46E) 1) — 3> T Amazon EC2 DER L OEEERL TV
£7,

"version": "Q",

"id": "fd9d4512-1eb0-50f6-0491-d016ae56aef0",

"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-02-15T10:07:10Z",

"region": "us-east-1",

"resources": [],

"detail": {
"eventArn": "arn:aws:health:us-east-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE",
"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "PUBLIC",
"communicationId": "©01b0993207d81a09dcd552ebdle633e36cf1f09a-1",
"startTime": "Wed, 15 Feb 2023 22:07:07 GMT",
"lastUpdatedTime": "Wed, 15 Feb 2023 22:07:07 GMT",

"statusCode": "open",
"eventRegion": "us-east-1",
"eventDescription": [{
"latestDescription": "We are investigating increased API Error rates and

Latencies for Amazon Elastic Compute Cloud in the US-EAST-1 Region.",
"language": "en_US"
1,
"page": "1",
"totalPages": "1",
"affectedAccount": "123456789012"
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TLEEL,

SMC ZfE A L = JIRA Management Cloud D& OFEFMIC OV TR, TJIRA WOAWS Healthy %
SBLTLIEEL,

DARYBNIBETEHEMNEIEET S KD EventBridge JL—)L % 5%
E 9 5 AWS Health

EventBridge L—I)LZ#ERL T, 7FHDI MO AWS Health f1 R NDBHNEZ(TEB ENTESE
To DARYNIL=I)LEERTSHIIZ AWS Health, XOBREZTVET,

-« EventBridge DA R K, =)L, =T Y FMCREBLTHLVTLSLEEZVY, FHlIEOVT
l&. "Amazon EventBridge 1—H—74 K, ® "Amazon EventBridge &l KT "L L
EventBridge —AWS UY —ZANQOZEEZEHL TWETS 1 ZSRLTLKEE L, EventBridge

s ARVRNDIL—ITERATDZ—TY N eFKT S,

® EventBridge JL— )L Z4ERX T % (C & AWS Health

1. Amazon EventBridge J12/Y — )L @ https://console.aws.amazon.com/events/ ZR VT £ &
Wo

2. ZEEIBRIZEAWS -3 R—DOELBICHDV—23a>ELIVZ—ZFEALET,

AWS Health 1 X N ZBHFFH -3 ZBRLET,

FTET—=23URAT -] ZBIRLET,

[Create rule] (JL—I)L Z#ERK) ZiBIRLET,

[Define rule detail] (JL—I)LDEFMZEE) R—2 T, L—ILOBEEHAZAIDLET,

[Event bus] (4 X K/YA) & [Rule type] IL—=ILRAT7)DF 7 )L MEZ#IFL T, [Next] 0K
A\) ZEBRLET,

7. ARVIMNR—DZEBER—TJOD ARYNY—A T, AWS 4/ X NEzIF EventBridge /N —
RF—aARVHN ZBRUET,

o o~ oW

EventBridge L =L ZREL TA R NCB TR BEHNZXETS 109


https://docs.aws.amazon.com/smc/latest/ag/sn-aws-health.html
https://docs.aws.amazon.com/smc/latest/ag/cloud-sys-health.html
https://docs.aws.amazon.com/eventbridge/latest/userguide/eb-what-is.html
https://aws.amazon.com/blogs/aws/new-cloudwatch-events-track-and-respond-to-changes-to-your-aws-resources/
https://aws.amazon.com/blogs/aws/new-cloudwatch-events-track-and-respond-to-changes-to-your-aws-resources/
https://console.aws.amazon.com/events/

AWS Health I—Y¥—H4a4 K

8. [MIRVYKNER—=U]T, [MRVYKRY—A]IC[AWS OB —ERX] ZZBRLET,
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FEBEZIHUY—ALHLT, AFOLWFhAOATS IV EBRLET,

IXTOUY—RAICHEHRAET NS )L —ILZEKT S IZIE, [Any resource] ((FEDJ Y —R) &
EBIRLET,

[Specific resource(s)] BFED )Y —R) ZFRL, 1 2LLEOVY—ADIDZAHLLET,
BlZ &, i-EXAMPLEalb2c3de4 I8 E M Amazon EC2 1 ARV A ID ZIEL T, M
JDY—ADKICHEEZRETANR NZERTEET,

L=ILOtYy NTYT7TZRELT, AIRVINEZRUVIJERZR/ELLTVD L EZMAELE
ERD

[Next GRN\)] ZiBIRL E T,

[Select target(s)] (Z—%'Y NZEBIR) R—T T, COI—IAICERLEZ—TY NRAT &R
RLTHS, TORATICHERZREBMOAT 3> R ELET, HlAEF. 41X N%E Amazon
SQS ¥ 1—F Ik Amazon SNS REY JICREETEEXT,

RNZEDUYITLET,

(7 7°< 3 >) [Configure tags] (RT DERE) R—T T, WFhHADRITZEBML., [Next] OXA)
ZBIRLET,

- JE:ARJIEHIE. EventBridge M aws.health Y —AN SEEEhEL A,

[Review and create] (BB L EK) R—2 T, L—ILOBREZEZEL, /RN EZZDY
TJEHZRFBRELTVBRCEZHERLTSEEZL,

L= oERZBRLET,

Example : $NXT® Amazon EC2 /1 RV MCHTBDIL—)

LToflk, AIRNRATOATI), ARYRNI—R, BKTUY—AKE, EventBridge H' 9
XTOH AMazon EC2 AR RN &2BBITZEHDOIIN—ILZERLET,
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Event pattern info [@ Event pattern form @ Custom patterns (JSON editor)
AWS service Event pattern
The name of the AWS service as the event source Event pattern, or filter to match the events
Health v 11
2 "Source ["aws .health"],
"detail-type"”: ["AWS Health Event"],
Event type 4  "detail": {
The type of events as the source of the matching 5 "zer " ["EC2™]
pattern 5 H
. 71
Specific Health events v
(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.
Any service
© Specific service(s) Copy [% Edit pattern
EC2 v

(o] Any event type category
Specific event type category(s)

© Any resource

Specific resourcel(s)

Example : 3 E® Amazon EC2 /R M T D IL—)

BT oOHE, EventBridge "NA T ZERTDIL—IILZERLET,

 Amazon EC2 H—E A
+ scheduledChange 1 X NZA 7 OAFI

* AWS_EC2_INSTANCE_TERMINATION_SCHEDULED & & T
AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED A R KRR A7 HO]—R

¢ i-EXAMPLEalb2c3de4 EWVWS ID ZH D24V AZ VA
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AWS service

The name of the AWS service as the event source
Health v
Event type

The type of events as the source of the matching
pattern

Specific Health events v

(@) This builder helps to build an event
pattern to get events from AWS
Health regarding health status of
other AWS services.

Any service

© Specific service(s)

EC2 v

Any event type category
© Specific event type category(s)

scheduledChange v

Any event type code
© Specific event type code(s)

HEDULED

AWS_EC2_INSTANCE_TERMINATION_SC X ‘

AWS_EC2_INSTANCE_RETIREMENT_SCH X
EDULED

Any resource

(o] Specific resource(s)

-EXAMPLEa1b2c3ded

BEOG—EABIOCATIVIENTBIL—ILOERK

HOFIEOHIE, BE—DY—EABSLFA R NEZATOATIVICRHLTIL—ILEZERTDHE
ERLTVET, BROY—EARARYNEZATOATIVIERHLTIIL—LEERTDEETE
£, 2FY, EZRVVIIRH—ERARATIVIELBRIOIL - ZEKTIZEEGHEE
Ao TDEDICE, AIXRYINE—2ZHEEL., BEZFHTANIZIZLENHYNET,
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RDAT72a>01 2ZEATEET,

BEOIL—IILICH—EREATIVZEMNTSICE

1. EventBridge J>V—JL® [Rules] JL—IL) R—=Z TI—ILBZERLET,

2. BLROMRE] 2ZBRLET,

3. [Next] (XA) ZZBIRLE T,

4. [Event pattern] (4 X2 N/NZ—2/) T [Edit pattern] (/N2 —> Z#wmE) 20y OLTHS, BE
NBZTEFARNTA—ILRIZADLET,

[Review and update] (EFREEH) R—IARTENDET [Next] (X)) 2 BIRLET,

6. [Updaterule] (JL—I)LZzE%5) 2 BIRLTEEZRELET,

o

FLLWIL—ILICH—EREATIOVZEMTSICE

1. TOARVKNICETRBEHNEIEET DL DIC EventBridge )L— )L ZFRET D AWS Healthy OF
JEZATY 79 EFETERITLETD,

2. VARDYSE—OH—ERFLEHTIVZERTZKDY)IC, [Event pattern] (4 X MY
X —>/) T [Edit pattern] (/NZ—> Z#RE&E) i8R L £ 7,

3. TFARNT7A—ILRIZEEZADLET, MEOARY MNNE—2ZERTBDLEOOETFTILEL
T AToH U TINEZ—2"B5RBLTLSEE L,

4, ARVRINEZ—2EBRBLTLS, "OARVNIBEITZEMNZEET S LS IZ EventBridge
=)L Z5EET S AWS Health, OV OFIEZETL TIL—ILZERLET,

APl E/zl& AWS Command Line Interface (AWS CLI) ZEA 9%

FREFLEBEFEOIL—ILDOBE, PutRule APl XL —> 32 &l aws events put-rule Y
YREEALT, ARINNE—2ZEHLET, AWSCLIOXY Y ROBICHOWVWTE, TaAVY>
RAWSCLIV77L>A1 @ rgut-ruIeJ ZEZRBRLTLSEEL,

Example ffl: EBOH—EREARNERATOATIV

RDARY NINZ—2 &, Amazon EC2issue, Amazon EC2 Auto
ScalingaccountNotification, AmazonVPC ® 3 DM AWS H—EA®D ., . 8K
scheduledChange A/ R REZATOATIAVDAR NEEZRIV T TBIN—ILZERLET,
Amazon EC2

{
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"detail": {

"eventTypeCategory": [
"issue",
"accountNotification",
"scheduledChange"

1,

"service": [
"AUTOSCALING",
"VPC",

"EC2"

]

.

"detail-type": [
"AWS Health Event"
iF

"source": [
"aws.health"

]
}

DARNCBEITDBHANZEEITDEIOICFYYRNTFTITUT—23
> Amazon Q Developer 252 E 9 % AWS Health

Slack X¥* Amazon Chime ZEDF ¥ Y N US4 F > N T AWS Health 1 R N ZBEEZE
TEET, CcOARYNZEFERALT, P7VT—23 (V7 FANTOFYICEERE
ADAEMOHIHEND AWS U —EADREEZIFIETEETT AWS, TNDHE, AWS Health
Dashboard ICH A4 LT, EFMICETHFHMBERERIETEE T, flAE, AWSTHUU B
DAWS_EC2_INSTANCE_STOP_SCHEDULEDAAR>Y RRA T HZEZR)>IJLTVWBHEE. AWS
Health 1 X2 N& Slack F ¥ RIILICEERTENDIGZEN BV FT,

Bl FR SR

FRIHT B, ATOEDHABETT,

« F¥Y NF7T )4 —2 3> T Amazon Q Developer THREENEF Y Y NIT 4T > Mo Amazon
Chime & Slack ZERETE X T, #FMIC DLW T, "Amazon Q Developer in chat applications
Administrator Guide s @ "Getting started with Amazon Q Developer in chat applicationss %38
LTLKEEL,
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« ERLE, BREHTRAYUT 47 L= Amazon SNS REY U, SNS REY INBEEICH B EE. B
FORNEY VZFERATEERT, FMICDOWTE. [Amazon Simple BHIY—EAFROY /N—H 4
K] @ [Amazon SNS O EAREK] Z2ZRBL T EE L,

Fv v NF 71—, 32T Amazon Q Developer T AWS Health 1 X K2 ZE TS ICIE

1. TOARVKNICETRDBEHNEIEET D LD IC EventBridge )L— )L ZFRET D AWS Healthy OF
JEZATY 713 £FTEITLET,

a. ATYT I3 TARYRINE—2VOFRENRTTLES, NE—2OREBEOTICH X ZEN
L. ROTZEML TR—JHE AWS Health 1 R MDA SFERZRF Y Y MXYE—T ZH|
BRL £ 9., TEventBridge TM AWS Health 1 R ROR—JHEEnim ) ARDRR, %&
ZRLTLSEEL,

"detail.page": ["1"]

b. ATY 714 TR—=TYNEBIRTDEEZEIL, SNSREYIZBRLET, cOEL SNS
NEY DR, FYY NT7U—23202Y—)L® Amazon Q Developer TR L &
E

c. BYDFIEZZTLT, L—ILZEKLET,
2. FYYRNF7T)r—23>212Y—)L T Amazon Q Developer ICBELET,
3. Slack FY¥RILBHRE, FyrYNITAT NZERL, [Edit] (#RE) ZBIRLE T,

4. [Notifications - optional] (B&l - #7°>3a>) o> 3> o [Topics] (REY V) T, ATY T 1T
BELEEODERU SNS REY U &BIRLE T,

5. [Save] ZEIRL £,

MIL—ILIZ—FTF B 1 X % EventBridge AWS Health [CEE T2 &, AWS Health 1 X2 b
FF¥YYRNIZATURNIRTENET,

6. AIRVNBEZBIRTBHE, AWSHealth &Y > 1R— RICEHEHBRIRTENET,
Example :Slack ([ZEfE & iz AWS Health 4 X2 ~

AR, Slack F ¥ RILICKRTRENDKERE (N—ZF 486 J—=3 > ® Amazon EC2 &
Amazon Simple Storage Service (Amazon S3) ® 2 DM AWS Health 1 X2 MO HIT T,
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AWS APP 11:46 aM
ﬁr’ AWS Health Event | us-east-1 | Account: 123456782012 | open
Event type code: AWS_ECZ_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED

ECZ has detected degradation of the underlying hardware hosting your Amazon EC2
instance associated with this event in the us-east-1 region. Due to this degradation
your instance could already be unreachable. We will stop your instance after
2021-03-19 18:36:40 PST. Please take appropriate action before this time.\\n\\nYou
can find more information about retirement events scheduled for your EC2 instances in
the AWS Management Console https:/console.aws.amazon.com/ec2/v2
/home?region=us-east-1#Events\\n\\n" What will happen to my instance?\\\nYour
instance will be stopped after the specified retirement date. You can start it agai...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

AWS APP 17:08 PM
! AWS Health Event | us-east-1 | Account: 123456789012 | open
Event type code: AWS_53_OPEN_ACCESS_BUCKET_NOTIFICATION

We are writing to notify you that you may have exposed your 53 bucket/s to a larger
audience than you intended. AWS recommends that you review your bucket
permissions and ACLs to determine whether the access is appropriate. 53 bucket
permissions should never contain \\\"Principal\\\":\\\"*\\\" unless you intend to grant
public access to your data. Additionally, 53 bucket ACLs should be appropriately
scoped to prevent unintended access to \\\"Authenticated Users\\\" or
WA"Everyone\\\" unless your use case requires it.\\n\\nThe list of buckets with this
configuration is associated with this event.\\n\\nThe following links provide an overv...
Show more

Start time: Sat, 20 Mar 2021 01:35:40 GMT

End time: Sat, 20 Mar 2021 01:34:40 GMT

DARNZWUTEC2 AV AR ATARL—>3a > 2#H8H
Z29179 % AWS Health

Amazon EC2 1 VARV ALK U TAT D 1—ILENARNIR/BTRI T I IVZEHELT

BENTEEXRT, FAWS THIY MCA AR M AWS Health Z3%f§9 % & . EventBridge JL—JL
l& AWS Systems Manager BEIfL R¥F A X R EDX—S Y NERUHLT, I1—H—ICKRb>

TF7o7>a>vzE88LTEEXRY,

ARYNIBBELUTEC2A VARV ATARL—2 a2V zABNICKRTTS 117
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BIZE. Amazon EC2 1 AR AD ) B A F A4 X2 NI Amazon Elastic Block Store

(Amazon EBS)-backed EC2 f Y ARV AICAT D 1—)LENhTWVWBEA, AWS Health
[&AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULEDA R K& A 7% AWS Health
Dashboard ICEBELET. L—ILTZODARIRNEZATHIREEND E, 1 VAR ADELEH
BREBBLTEET, COFETR. ChSsOTI> AV EFETRITIDHLERHYELA,

@ Note

Amazon EC2 A VAR VALK DT U3 zB8LTSICE. TOA AR AN
Systems Manager ICK 2 TEEBENTVWRRENHYET,

FMICOVWTE, "TAmazon EC2 1—H—74 R, @ TEventBridge T Amazon EC2 & HEI{L T
B, EBBLTLEE,

Bl FR SR

IL—ILEEK T BHEIIC, AWS Identity and Access Management (IAM) /R > —Z4ER L, IAM O—
LzERL, O—LOEERV—E2FHITIHLENF HVET,

IAM RS —%EHRT S

O—ILADOHAERY—EBRID—ZERKTDICE. ROFRCHVET, CcORVZ—EF, I1—
H—CRD2>TT U232 2ERTI2LOOO-LT I EAFAZRELET., COFIETE. IAM
OA2Y—=ILDISONRIUS—TIF1 RZ2FEALET,

IAM RS> —ZHERTBICE

1. &Y 424> AWS Management Console L, https://console.aws.amazon.com/iam/ T IAM
V=N ZEREXT,

FTETF—=23RA2T, RUD— ZEBRLTKEZL,

RS —DER] BBRLET,

[JSON] 2 7 &EIRL £ 7,

RO JSON 2AE—L, TFA4ZTTF7AI RO ISON ZEEMAET,

o ~ @b

{
"Version": "2012-10-17",
"Statement": [
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"Effect": "Allow",

"Action": [
"ec2:StartInstances",
"ec2:StopInstances",
"ec2:DescribeInstanceStatus"

1,

"Resource": [

T
]
.
{

"Effect": "Allow",

"Action": [
"ssm:*"

1,

"Resource": [

" n
]
},
{

"Effect": "Allow",

"Action": [
"sns:Publish"

1,

"Resource": [
"arn:aws:sns:*:*:Automation*"

]

.
{
"Effect": "Allow",
"Action": [
"iam:PassRole"
1,
"Resource": "arn:aws:iam::123456789012:role/AutomationEVRole"
}
]
}
a. Resource /NZX—RT, Amazon )Y —AZ—LAL (ARN) ICAWS 7HOKNIDZAAL
79,
b. O—IBZEBEEHAD_ELE, FIVAINNEFEATHEETEFTT, Dl

AutomationEVRole Z{ERL X T,

BIRSRAF
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6. [Next: Tags] (XN\: &) #ZBRLE T,

7. (723N F—NV1—RTFTELTORTZFERALT, XEF—RZ2RVI—IZEMTBD L
NFTEXT,

8. [N:LE1—]ZERLET,

9. [Review policy] (R > —O#HEFR) R—I T, AutomationEVRolePolicy 7% &E @ [Name] (& Hl)
&, A7> a2 o [Description] (i8H) Z AL E T,

10. [Summary] (BIE) R—2 T, RUI—HFHBITHHTEZERBLET, RU—HNEUTHh
(&, [Create policy] (R > —DERK) ZBIRLE T,

CORUI—IC&L2T, COO-INRTTERTIZAVHFERBENET, FMICOVTE. 1AM
A—H%—HA RODIAM R S —QER (AU —)) ZZRL T EE W,

IAM O—J)LZEKT S

CORDS—ZERL LS, IAMO—IIZEXL, TOO-INWICKRIS—ZTRYFIILENS
WERY,

AWS H—EZA0O—-I)ZERT S ICIE

1. %4242 AWS Management Console L, https://console.aws.amazon.com/iam/ T |IAM 1
V=N ZEREXT,

2. FE#—232ARA42T[Roles] (A—JL) Z&IRL TH S, [Create role] (O—ILZEKT D) &
BRLET,

BETERIVTATAOEEDER T, AWSH—ER ZERLET,
COO—-)ZB|EZ TR ZFATHI T —EAIC [EC2] ZBIRLEFT,
[Next: Permissions] (XN\: 7O A A) 2 BIRLE T,

ER L 1=K 1) > —F (AutomationEVRolePolicy R E) ZBAALTHA S, TORI I —D#IC
HIFIVIRYIREFVIZLET,

DRAN: 2T &BBRLE T,

8. (A72aV)F—ELEORTELTERIZFEAL, XEZF—XRZO—JLICEMTEEXT,

9. RN:LE1—]1ZBIRLET,

10. [Role name] (A—JLA) ICI& AutomationEVRole ZANLET, CORBEIE., EXL = IAM
RV —0O ARN ILRRENDBHERUEDICTHIHXEN HYET,

11. (F7°> 32 ) [Role description] (O—/LM&A) I, O—IILDFHEBAZAHDLET,
12. O—I)LEH=zmEL, O—IILDEKX 2BIRLET,

I

~
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MBI OWVWTRE. TIAMII—%—HA R, O TAWS H—EZOO—)LOER. 25RBLTLKEE
Wo

FEER)—OEH

BRI, EFRLEO-LOEERV—E2FEHTEET, COFIEZZT L T, EventBridge 1>
V=ITZOO—)IZRBIRTEBZLSICTRILENHYET,

O—)ILOERRV—ZEHITBICE

1. (294 >4 > AWS Management Console L, https://console.aws.amazon.com/iam/ T IAM 1
V=L EREXRT,

2. FTESY—23UARA2TRoles (O—JL) ZBIRLFT,

3. AWS7AHO>bhoO—ILDOYUANT, AutomationEVRole &, ERRL EO—I)LDOEBai%&E
RLET,

4. [Trust relationships] 2 7 Zi&R L, #: )T [Edit trust relationship] ZiBIR L £9,

5. [Policy Document] ((RUZ—RFIXUKN)IZIE, ATOJISON 2IE—L., 7 FI)LKRD
—&HIBRL T, TORDYIZIE—L 7= JSON ZBEY S FERT,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {

"Service": [
"'ssm.amazonaws.com",
"events.amazonaws.com"

]

},
"Action": "sts:AssumeRole"
}
]
}

6. FEARV—OEH ZBRLET,

FHRCOVWTR, IAMI—Y—HA ROO-IIOEERI—OLEE (OAVY—)) ZZRBLTLKE
=V,
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create_for-service.html#roles-creatingrole-service-console
https://console.aws.amazon.com/iam/
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EventBridge ®J)L—ILZEK T B

EventBridge AV —/LTZOFIEZETLTI—ILZERL, FREENM AT 1—-)LchTWVS
EC2AVARVADEFELEREZBEHLTEDLSICLET,

Systems Manager BE17 2> 3> D= ® EventBridge DIL—ILZEKT S

1.
2.
3.

10.

11.

Amazon EventBridge 12 Y — )L (https://console.aws.amazon.com/events/) ZB & £ 7,
FTEF—=23aoRAOD AR T, L= ZERLET,

[Create rule] JL—ILDERK) R— T, JL—IL® [Name] (B 8I) & [Description] (Fi8H) Z AL
£9,

[Define pattern] (/A2 —> M EF) T, [Event pattern] (A X R/NZ—2) Z8IRL TH S, [Pre-
defined pattern by service] (F—EAZ EICEHIERE NENE—2) ZBIRLE T,

[Service provider (W—EAXZ7’'O/NA A —)] T, TAWS, ZEIRLE T,
[Service name] (M —E A R) ICIF [Health] ZiBIRL £,

[Event type] (4 R N & A7) IZI& [Specific Health events] (4 E ® Health 1 X2 N) ZiBIRL F
T,

[Specific service(s)] (FENH—ER) Z&EIRL ., [EC2] ZZEIRLF T,
[Specific event type category(s)] BFEN ARV REA7OAFTI)) &R
L. [scheduledChange] Zi&RL £,

[Specific event types code(s)] BFEN AR M XA 7O I—R) ZBIRL, IRV KNZATD
O—RZzZEBRLET,

5l Z (&, Amazon EC2 EBS-backed 1 > AR AN

4. AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED %i&
IRUET, Amazon EC2 14 2> AR > AM store-backed 1 2~ AR ADH
4. AWS_EC2_INSTANCE_RETIREMENT_SCHEDULED %ZRL £7,

(EEDODY—A] ZERLET,
[Event pattern] (A X "RNZ—=2) BUTOBHOLSIZEY)ET,

Example

{

"source": [
"aws.health"

]I
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"detail-type": [
"AWS Health Event"

1,
"detail": {
"service": [
"EC2"
1,
"eventTypeCategory": [
"scheduledChange"
1,
"eventTypeCode": [
"AWS_EC2_PERSISTENT_INSTANCE_RETIREMENT_SCHEDULED"
]
}
}

12. Systems Manager 77— M X—2 32 RFIXREZ—5Y NZEMUL £T, [Select targets]
(Z2—45"Y N&IER) O [Target] (X—%Y N) T [SSM Automation] (SSM F—KX—>32) &i&
RUET,

13. [RF T X N] T, [AWS-RestartEC2Instance] Z&RL £,

14. [Configure automation parameters(s)] (F— R X—2 32 NFX—XOEK) ZEMAL. [Input
Transformer] ( A WRTS VA7 #—Y—) ZiBRLE T,

15. [Input Path] (AA/NYRA) 7 1 —JLRIZ. {"Instances":"$.resources"} ZANLET,
16. 2FEBH D7 1 —)LRIZ, {"Instanceld": <Instances>} ZAHLLET,

17. [Use existing role] (BEF0O—)LZ &) ZERLTH S, ERLEZ IAMO—)L
(AutomationEVRole %3.&) ZBIRL £,

=Y NEUTOBDORSIZEYET,

EventBridge M )L—I)LZERT S 123
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Select target(s) to invoke when an event matches your event pattern or when schedule is triggered (limit of 5 targets per

rule).

55M Automation v
Document

AWS-RestartEC2Instance v

» Configure document version

¥ Configure automation parameter(s)

Constant

© Input Transformer

{"Instances""%.resources"}

{"Instanceld”: <Instances=>}

EventBridge needs permission to call S5M Start Automation Execution with your supplied Automation document and
parameters. By continuing, you are allowing us to do so.
Create a new role for this specific resource

O Use existing role

AutomationEVRole v

(@ Note

WEx EC2 & Systems Manager D 7 VL AFH &, FEHE UL -3 v 7%
BO0BED IAMO—IAF5WEES, O—)ILEVANIRRENELTA, FHICOVT
&, TEIREZMH, Z22RLTLSEETLY,

18. [Create] ({EFX) ZEIRL £ 7,

EventBridge M )L—I)LZERT S 124



AWS Health I—Y¥—H4a4 K

L= —BTBARYRATAHIY RNATRET DL, EventBridge A EEE N Z—4Y K
ARy NERELET,

)7 7 L2 A: AWS Health 1 X2, b Amazon EventBridge A+ —
2

BRE. AWS Health A1 X RDAF—NTT, detail NZX—FORBLEDOVTE. 2FEBOT—
TINESRBLTKEEW, YOTIRAMO—REF, RAF—XT—TILORICEBHEEhTVET,

AWS Health 1 X2 N AF—X

AWS Health 1 X2 N AF—X

%I:I

INTA—2 BH WA
version EventBrid »hV)
ge /N\—> =
>, BER

rOJ o

id EventBridge »H')
AR ND—
EO#HE5F,

detail-type detail ® X &)
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Fdetaily /N AXA—ROAR EAL] A
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HOKNID T,

chlE, COANILARARY
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NEAANILAA X M-Amazon EC2 OER DO RERE

"version": "Q",

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2023-01-27T09:01:227",

"region": "af-south-1",
"resources": [],
"detail": {

"eventArn": "arn:aws:health:af-south-1::event/EC2/AWS_EC2_OPERATIONAL_ISSUE/
AWS_EC2_OPERATIONAL_ISSUE_7f35c8ae-aflf-54e6-a526-d0179ed6d68f",

"service": "EC2",
"eventTypeCode": "AWS_EC2_OPERATIONAL_ISSUE",
"eventTypeCategory": "issue",

"eventScopeCode": "PUBLIC",
"communicationId": "@1b0993207d81a0@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 27 Jan 2023 06:02:51 GMT",
"endTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"lastUpdatedTime": "Fri, 27 Jan 2023 09:01:22 GMT",
"statusCode": "open",
"eventRegion": "af-south-1",
"eventDescription": [{
"language": "en_US",
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"latestDescription": "Current severity level: Operating normally\n
\Nn[RESOLVED] \n\n [03:15 PM PST] We continue see recovery \n\nThe following AWS
services were previously impacted but are now operating normally: APPSYNC, BACKUP,
EVENTS."

31,
"affectedEntities": [],
Ilpagell: II1II’

"totalPages": "1",
"affectedAccount": "123456789012"

Tho2 NEBD AWS Health 4 X2 ~ - Elastic Load Balancing API 0 [&]
25

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",
"detail-type": "AWS Health Event",

"source": "aws.health",

"account": "123456789012",

"time": "2022-06-10T06:27:577",

"region": "ap-southeast-2",
"resources": [],
"detail": {
"eventArn": "arn:aws:health:ap-southeast-2::event/

AWS_ELASTICLOADBALANCING_API_ISSUE_90353408594353980",
"service": "ELASTICLOADBALANCING",
"eventTypeCode": "AWS_ELASTICLOADBALANCING_API_ISSUE",
"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",
"communicationId": "01b0993207d81a09dcd552ebdle633e36¢cf1f09a-1",
"startTime": "Fri, 10 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 1@ Jun 2022 05:30:57 GMT",
"statusCode": "open",
"eventRegion": "ap-southeast-2",
"eventDescription": [{
"language": "en_US",
"latestDescription": "A description of the event will be provided here"
1,
"page": "1",
"totalPages": "1",
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"affectedAccount": "123456789012"
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AWS_

"version": "Q",

"id": "121345678-1234-1234-1234-123456789012",

"detail-type": "AWS Health Event",
"source": "aws.health",
"account": "123456789012",
"time": "2022-06-03T06:27:577",
"region": "us-west-2",
"resources": [

"i-abcd1111"

1,
"detail": {

"eventArn": "arn:aws:health:us-west-2::event/
EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED_90353408594353980",

"service": "EC2",

"eventTypeCode": "AWS_EC2_INSTANCE_STORE_DRIVE_PERFORMANCE_DEGRADED",

"eventTypeCategory": "issue",
"eventScopeCode": "ACCOUNT_SPECIFIC",

"communicationId": "@1b0993207d81a®@9dcd552ebdle633e36cf1f@9a-1",
"startTime": "Fri, 3 Jun 2022 05:01:10 GMT",
"endTime": "Fri, 3 Jun 2022 05:30:57 GMT",

"statusCode": "open",

"eventRegion": "us-west-2",

"eventDescription": [{
"language": "en_US",

"latestDescription": "A description of the event will be provided here"

Il
"affectedEntities": [{

"entityValue": "i-abcdl111"
1,
"page'": "1",
"totalPages": "1",
"affectedAccount": "123456789012"
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{

"Records": [

{

"eventVersion": "1.05",

"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:user/JaneDoe",
"accountId": "123456789012",
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"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "JaneDoe",

"sessionContext": {"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2016-11-21T07:06:15Z"

1},
"invokedBy": "AWS Internal"

.

"eventTime": "2016-11-21T07:06:28Z7",
"eventSource": "health.amazonaws.com",
"eventName": "DescribeEntityAggregates",

"awsRegion": "us-east-1",

"sourceIPAddress": "203.0.113.0",

"userAgent": "AWS Internal",

"requestParameters": {"eventArns": ["arn:aws:health:us-east-1::event/EBS/
EBS_LOST_VOLUME/EBS_LOST_VOLUME_123"1]},

"responsekElements": null,

"requestID": "@5b299bc-afb9-11e6-8ef4-c34387f40bds",

"eventID": "e4deb9dc-dbc2-4bdb-8515-73e8abcbc29b",

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

}

1,
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