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O—LOEBERYS—EEHTHEEOHMICOVTE, IAM I—H—F( KO NAMO—LOE
B, 28RLTIEEL,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount'": '"999999999999"
}I
"ArnLike": {
"aws:SourceArn'": "arn:aws:groundstation:us-
east-1:999999999999: config/s3-recording/your-config-id"
}
}
}
]
}

« IZMO=JLICZIE, N7 Y NEDT s3:GetBucketLocation 7o a>eENTY NOAT2 T Y
NLET® s3:PutObject DEFTZFT TS IAM AR —HFUETT, Amazon S3 /N7 Y M/
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JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
]I
"Resource": [
"arn:aws:s3:::your-bucket-name"
]
}I

{
"Effect": "Allow",

"Action": [
"s3:PutObject"

1,

"Resource": [
"arn:aws:s3:::your-bucket-name/*"

]

}
]
}
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« AWS::GroundStation::Config S3RecordingConfig CloudFormation property

« Config AWS CLI ') 77 L > A (s3RecordingConfig -> (structure) ", 933> %5HR)

« S3RecordingConfig API ) 7 7L 2 A
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O—-LOEERUS—E2EFTBHEEOHMDVTE. IAM I—H—H4 RO TAM O—)LOE
B, #8RLTIEEL,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"

iy

"Action": "sts:AssumeRole"

« IAMO—=)LIZE, A—ILHFARNI—AT
kinesis:DescribeStream, . kinesis:PutRecord® & T kinesis:PutRecords7 ¥ 3
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O—LKRUZ—nHl

O—LRVS—ZEFHELERTEYFIRDHFEOHMCOVTE., IAMI—H—HA RO "IAM R
)>—%ZEEITH, 2ZRLUTEE L,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"kinesis:DescribeStream",
"kinesis:PutRecord",
"kinesis:PutRecords"
1,
"Resource": "arn:aws:kinesis:us-east-2:999999999999:stream/your-stream-name"
}
]
}
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« AWS::GroundStation::Config TelemetrySinkConfig CloudFormation 7’0 /\7 1

« Config AWS CLI ') 77 L A (telemetrySinkConfig -> (structure) ", 9> 3> %%
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 TelemetrySinkConfig API U7 7 L 2 A
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DataflowEndpointGroup T RRA >
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EESORATODIVRRAVRNTE, F—RT7O—IVRRAVNITLN—TZEXKTBEIIC. Y
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/A Important
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SecurityDetails ICEATOBRERNF HVET,

« roleArn - VPC (C Elastic Network Interface (ENIs) Z4ER 9 % 7= & ([ AWS Ground Station A 5| &
ZF35O—)L®D Amazon VY —AZX—AL (ARN)e Cch SO ENIK, ARV BMFRICANI—Z2
TJENBTF—ROAEARA 2 NEBYET,
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O—LOEERUS—E2EHFTBHEEOHMIDOVTE. IAM I—H—H4 RO TAM O—)LOE
B, #8RLTEEL,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.amazonaws.com"
}I
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws :SourceAccount": '999999999999"
}I
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:us-
east-1:999999999999:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}
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JSON

{
"Version":"2012-10-17",
"Statement": [
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{
"Effect": "Allow",

"Action": [
"ec2:CreateNetworkInterface",
"ec2:DeleteNetworkInterface",
"ec2:CreateNetworkInterfacePermission",
"ec2:DeleteNetworkIntexrfacePermission",
"ec2:DescribeSubnets",
"ec2:DescribeVpcs",
"ec2:DescribeSecurityGroups"

1,

"Resource": "*"
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Dataflow Endpoint Application ZfEAL TTF—2Z2ZEL TLVW3FEE. Kb V) IZ AWS Ground
Station T—J IV RN EFEATRIRSICBITITRIMEN HYVET., X212 DI AWS Ground
Staton T—2 T2 R Z2BICEALTWABERE, PYTUICERAUI-I VNV ARVA
ZEEATEERT. BMOI—2I RNV ARVARBESHY EE A,

DataflowEndpointGroupV2 ([ZB1T9 % (Z (3

1. DataflowEndpoint »* 5179 %% &k, AWS Ground Station " T—2 > KAWS Ground
Station I—H—HA R, CH> T I MNERBRELET,

2. F—270—0OFAEHEL., BYBKIYRRANRAT
(UplinkAwsGroundStationAgentEndpoint & %= (& DownlinkAwsGroundStationAgentEndpoint) % &
BLET,

3. 2NS5NDI RRA > N%ESHBT S DataflowEndpointGroupV2 Z4ER T 2

4. L L\ DataflowEndpointGroupV2 ZE I TZRIBHLVWF—FJO—I 2 RRA 2 NEBEEZE
X ¥ % DataflowEndpointGroupV2

5.7' 270-IVRRAVINEEZTF—R70-Iv2ELTERIB HMLLWIVSI 3> 7O
TAINEERT D

6. HILWE Y2 a> 7O7 74N E2EALTOVR I NEATD1—-)T%
7. XBREBICT 7O/ TBHICEREZTANTS

D—270—OFMIC DOV TIE. AWS Ground Station A7 AVR—Z > NE2EB#@ETS T, &V
N Z22RUL T EZTVEEDER,

AWS Ground Station T—Y I N EFEHT3

AWS Ground Station T—> T M2 EH 9% &, AWS Ground Station ® 129 NFRICERL®
BRI FEERE DigIF) 7—270—%2ZEFE F IV 0)TEET,

148 &
F—ABEICE 2 20ATI IV ERBRTERT,

1. EC2CAVABRVANDTF—REE-FIETD EC2A VARV ANDT—2EME. AWS Ground
Staton T—2 I hZEBEBLET, cOFTIVE, Li(i') WEALDT—Z0EBNBE
BHZEEIRETY, EC2 F—RBEOFMIIOVTIR, F—270—0FEAH ") £9>3a>z
ZRLTEEL,
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2. SINTYRMADOTF—REBE-AWSS3I/NTY NMADOTF—REBERF. CX>2>TELICEEENE
3 AWS Ground Station, S3 F—ZEEDOFHMIC OV T, TELUHICHSA R #283BLTL
e L\,

EE50T—ZBEE—RTE, —EDAWS VDY —RAZERTIHLEN BV ET, CloudFormation
ZEALTAWS DY —RAZERTI L EBL<BHOLET, 55N, EHEME, BRFYR—ME
ERRLET, EAVEFIVRNEEC2ELRE SSOVTNAICOAT—REBRETE, MAICEEI

BETRH_EEFETEEREAS

RORIE, Software-Defined Radio (SDR) E Ik E# D ) AF—%#H L T AWS Ground
Staton, 7T FV—2U3DSEC2AVARAAND DiglIF #—270—2Z2RLTVWET,

RF Custamer Receiver
Signa , . Customer Receiver
Public
AWS KMS <¢'yi <ryoted 1] Dedicated Agent CPU Space Egress Address
Forward-Error-Co UDP Socket
[FEC] AWS G5 Agent Dlaie e
Dataflow . : DE-.: ;’\w<G ndStationAgentEndpoint
% UDP 1
)IHJ t b ———— | Listener (e.g. SDR) Dataflow

2 Ingress
; Port
Range .
— fopt/aws/groundstationsetes
aws-gs-agent-config. json

BtER

SMIC OWTIE, AWS Ground Station " T— T2 RI1—H—HA R, Z8RBLTLEEL,
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L &I

BB ITSHIIC., DEABMSEZEHRL THSHBENH V) FIAWS Ground Station, FEHHIC DV T,
T® AWS Ground Station T4 &, 2B L T EE L\,

CHATYTTBAWNS THIU K

DERZHRBTBICIFAWS, HNBETIAWS P7HOY b, OEROFMICOWTIFAWS 7HT>
N TAWS THOKREBUTFZLUAAARL O " ORKAEEAWS THO U by 25RLTL
ZE W,

AWST HD > NZT7 21 AAWS Ground StationEfal ZE T 3

&P ] —H— % HEEAWS Ground StationE 3 IC ZEATRICIE. FLWRUS—ZERL TAWS
THOORNITRYFIIUENHYET,

1. EHA2A2AWS IR X ROV =)L, IAMO2 Y - ZRAEET,
2. BRI —ZERLET, ATORTYTZEALET,

a. TET—>3URA2T, [Policies (R —)] Zi&IRL . JXIZ [Create Policy (R —D
ER) 2 BIRLE T,

b. [JSON] 27 T. ROVWThADEEFERAL T JSON ERELET, 77UTr—Y 3V IR
H7% JSON 2R L E T,

« Ground Station B ZE#ER DB EE. XOKSIZ [F 3 3] % [groundstation:*] ([ZERE
LET,
JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"groundstation:*"
1,

"Resource": [

myn
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« AW ERAEROBE, RICRIKRSIE, [TUaV] %

oundstation:Get*, groundstation:List*, # & U groundstation:Describe* ICEREL £,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"
]I

"Resource": [

Mg

 SEEFAMEFEALEEFIUTAOBNTRE, RICRIESIC, [7
4 3] %& groundstation:* IZE&E L. [Condition/Bool (54/7 —JL)]
% aws:MultiFactorAuthPresent:true ICEREL £ 9,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {

AWST HJ7> NZT 2t AAWS Ground StationzFa] & NT %
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"Bool": {
"aws:MultiFactorAuthPresent": true

}

3. IAMO>VY—=LT, ERLERV—Z2BHWNOI—HY—ICTE2YFLET,

IAM A—H—DERERIV—OT XY FOFMMIOVWTR, IAMIA—H—FHA4 RESBL T
=L,

FERH

ANDFHEDO A R—FT 1424 AWS Ground Station &, F—ZIN&E., BRI, ARIRNILSA Y
A, BEETANZEOERATY7O7OLATY, EMAREN (NDAs) ELETT,

BEOAR—FT1 2770 AOBE

HBEAAR—FT1>7F,. AWS Ground Station AV —=IR—2OFEE DY —A €093 VIEH
FH7O0BATY, RiZ, ZOEAEEICOVWTHBELET,

1. AWS Ground Stationds —> 3> €923 #HREL T, FENMMMENS KOEERRIEHE
ZHRELTVBALAES L ERERBLET,

2. HEOAVR—FT 1T %ZHHBETSICIE AWS Ground Station, AWS Ground Station 1>V —
IR=DOHEEVV ARV VTHEFDR—TFAITOT— N EeEFLTILKEE
W, 2. VERZEE, FENfVOEBEIDHA, WORBBEThDH, HEOHERA T,
EEATRAFENHBIHLESIHRE, SVIaAVEFEN_—ANEHELHMELESO TS EE
WAWS Ground StationTT ZIY 4 et &2 RIS,

3. VDOTARNLEI—BRTEFEENDE, AWS Ground Station (FFEH T2 FEDFEDISHFT
THRESA O AZBRBELET. CORATYTOHBEE., SFAEBEFEORFICI>TEAYE
CI

4. CDEAREMBIZDE, FHENFEATESDLDICHKYET, AWS Ground Station [, EEICE
e EEBALET,
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(A7>3aY)FEOBENW

FoR—FT120T%, FELOI—RICEFZEMLT, &YBREICRETEEXRT. AWS Ground
Station AV =) Tld, BRER—DSEZFERAITIRIC, HEDI1—HY—EHL L Norad ID ZXRRT
ZET, HFEDRAZRTIDE, ATFVI1I—I)BREBFICELVWVEHEZBRLP®IKBEYET, TO
EHICR, AT EBRTEET.,

AWS Ground Station 2N X J 3 F1&, AWS CLI £ WFhhH D AWS SDKs ZFEH L T tag-
resource APl ZN LTS ZENTEERT, <DHA RTIE., AWS Ground Station CLI ZfEH L
T ONTDYHU7TO—RF+ANEFE Aqua (Norad ID 27424) 12T =G TBFEICOVWTHAL
EFus-west-2,

AWS Ground Station CLI

AWS CLI [&, &EXVELY) T2EHICERATE ET AWS Ground Station, ZFEH L THE AWS CLI
2T &S TBDEC. RO AWS CLI HIfRREZ /T HREN DY ET,

s AWSCLINM VAR =IENhTVWBEZERELET, 1 AN —ILOFFHEIC DOV TIE AWS
CLI, "TAWSCLIN=23 22042 A=), 2ZRBLTLSEE,

« AWSCLINERESTNTVWARA L EERLET, REDFHEM-CODOVWTIE AWSCLI, "TAWS CLI
N—232 2NFREL ZSRBLTLSESL,

c HEICHNATCh2BARESLVORIERZ 77 MI)LICREL TAWSCLICK 2 TRFTEE
. T AWS Ground Station B X ZE FHNERVCEETSICE. ChSsDREELETIABHRIMKE
T3 AWSCLl, SFREELRIABHROREVDREFENHM-OVTIE, "RBRELHFIABEHR77A4ILDE
£ EBBLTIEE W,

ZERELTHERATESIRE AWS CLI (%2 25, AWS Ground Station CLI X RUT7 7L
AR—DZHRAL T, EATELION REZEHBLET, COY—EREZFEATIEEE AWS
CLI, O RB®EICHEWV, OV ROTL 74V U A% ([CfFFgroundstation, RT3 H—E
AELT ZEELET AWS Ground Station o AWS CLI N> REBEDFMICDOVWTIE, AWS CLI
R=DQ " IXVRIEE) 22BLTILKEEY, OV REBEOHIZUTICRLET,

aws groundstation <command> <subcommand> [options and parameters]

BECEMZENTS

£, TN TITZHED ARN ZEIBITHHLENHYET, <hlk, AWS CLI ® list-satellites
APl Z#fEH L TETTEET,
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aws groundstation list-satellites --region us-west-2

LFREOCLION RZRITTRDE, ADRSIBHADLSIBHINBRENET,

"satellites": [

{
"groundStations": [
"Ohio 1",
"Oregon 1"

1,
"noradSatellitelID": 27424,

"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",
"satelliteId": "11111111-2222-3333-4444-555555555555"

}

BTRTIBFEEZRL T, satelliteArn 2B EBHET. FTNFTICEIZEELIERD 1

2k, BTVY—AAPLIZIE) =232 ARNABETHY), list-satellites IZ& > TIRE N ARN

FIJO-—NILTHBETT, ADATYT TR, BVERFTBD V-3 (BES<KATI1—
ILFBU—232)IC ARN ZHIRT B LB HYW KT, COPITIE, us-west-2 ZEALKRT, C
DEEICKRVY, ARNRAUTOLSICEEENET., EE

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555

TE%.:

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

AVY—=LVEHTZA RNBERTIBDICE, F—&BD “Name" F'HB2 R ITNEHEIIHLETT,
ESIC., ZEALTVS1-O AWSCLL BIAMBNY VAT YZAITIAT—TI2BENHYE
T BT, KDRSICRTENET,

{\"Name\" :\"AQUA\"}
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R, BTVY—A APl ZHUOHULTHEICRVZRTET, Chld. AWSCLIRDLSBFE
TRITTEXRT,

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~-tags
"{"Name" :"AQUA"}'

ChEIT5>5E, HEICEHREL =KBA AWS Ground Station A Y —J)LICKRRENET,
HEOBEEETS

HEORNEZEETREEE. AU Name”*—T, XJHNORIDEZFEAL T, HE ARN ZFH
L T tag-resource ZBEFVPHTEN TEEFT, chIlKYBRFEORINEHREL, V-
ICHLOWEBRIARRENET, COFTHLOFIE, ROKSICKYET:

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tags
"{"Name" :"NewName"}"'

BEOBRZHIRY S

HEOBA Y M, untag-resource APl ZEAL THIBRTEE T, CD API TR, RIHNFE
ITH)—2a> OEEARN EXTF—QUARNNBEICKZYET, BREIOBE, 2T0F—E&
“Name” T9, AWSCLI ZFERL DO APIFUHEL OFlE, KOXSICHYET,

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tag-keys Name

N7UYyO7O—RF+ ARNFE

WMBEOEHEDA > R—FT A TICMAT, NTUYOICTORATEEA D) OBENAER

HIBHR—RENTVWBINT VY ITO-—RFYANFEOAVR—F 14T R IVIVIANTE

£9, hickV), AWS Ground Station ZFRAL T hSDEELNSTF—REA I DOTESE
9,
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® Note

CNSOERICT YTV VTR ERTEE A, NTVYOICT O RATERALI
VOBBNAODHEFERTERY,

AWS Ground Station l&, BE7O—RFYARNTF—REZX IV IFTBEOOROEEOA
R=F AT =2HR—NLTVET,

* Aqua

. SNPP

 JPSS-1/NOAA-20

 Terra

FUOR—FTAVINETTDE, CNSOFEFEICISICTIVEALTEATEEXT, ., Y—FE
ANFEHAZEEICHBTEDLSIC, BRIREET NEZEO CloudFormation 7> 7L — K~ AWS
Ground Station Z#FLE T, OFERAFZEOHFAIY IV TOTTAINFREQHICOVTIE, AWS
Ground Station " ZZRBL T EE L,

CNSOEESLTREEETNDF—R 2 7TOFEM-DOVWTHE. Aqua. JPSS-1/NOAA-20 & & T
SNPP, B&T Terra 2B L T EE W,

TR 7O—BENAZFTET S

FEORBE/NAT, AHRBEELHFEAHBEZERTERY, FELI-AT ALK 2TRE, 12
REBEWADRATHBEICBRDZBENHYUET, BHBENALLY, FO-NYRBEXTDTA R
NROETVIDOBREEGTELS, BEVTILERALOT Y TV VRENFTRICEYET. 3F
BHBENAK, FO-NYREKTDA RNV ROFATD IV OARL =320 ETR—KL
x5

IR T — R ELAE

Amazon S3\NDF—RBETIE., ZHI2MAD Amazon S3/NNT Y MOV R I KN F—X D EE
HICEEGENE T, IRV NTF—RE, AR IONT—R%2Y 7 NJITEERELFE (SDR) ICHE
£F2, TEFREBEENELTINTY RFYTF ¥ (pcap) 774D ESRAO—RF—2 %
HMETREHICpcap 77 AMINELTEEENE T, pcap 77 ANk, AVEBIRNF—EATUT
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FTN=—RIITFICEK>TEEETNDE, 30T &I Amazon S3/NT Y MCEEEh, BEICIKSU

TCAVEROINRIZOAVEIORNTF—REZNEBTEET, TELLES, MEORQUEBY 7NV ITZER
LTF—ZzMnEL V). Amazon SageMaker Al X> Amazon Rekognition 7% £ DD AWS O H —

ERAZFERALEYNTEEXT, Amazon S3NOT—XEEFR. BEASOTF—ROEI ) IIC0D

HEATEET. Amazon SBHSHEILT—RETYT I ITBERTEREA,

EME) AWS Cloud

Satellite AWS Ground Station 53 Bucket

5

CONAZRATZICE. O Amazon S3 /N7 Y MEER L TF—X % AWS Ground Station B 1S
TRIURENHYVET. ROATY T TlE. ROAT Y 7T S3 Recording Config £EK T B HEN &
WET, NTY NOTRICETSFHBRE, 77AMINICEREhZIHTERVEIEEITSHEICOVT
l&. Amazon S3 FREFRE "1 ZZRLTLEE L,

R#T—2EE

Amazon EC2 ANDTF—ARBETE., IV F I MF—2RE AmazonEC2 1 AR AICKH UL TA S
)—320&cNET, AmazonEC2 1 VARV ATTF—R&Z2UTIRALTRETDZ X, B
BOLEOICT—REEEATDENTEETD,

BHNAZFATSICE. ZFEALTAMazonEC2 1 VAR AZEY RTYTBLUREL, 1
D LAk ® Dataflow Endpoint Groups ZER L E T AmazonEC2 /1 VAR AZRETHICEF, %=
SHBUTLKEEVAMazon EC2 Ot Y N7 Y 7 EFRE, Dataflow T RARA > NTIN—TZHEKT
BICk, ZSBLTLEEVWAWS Ground Station Dataflow T RIRA > NI\ —T%#FERT 3,
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AWS Ground Station
Antenna Region ! Customer VPC
i E Customer Receiver

Slgnal 3 > — » Dataflow
[F | ' endpoint
| application

Satellite AWS Ground Station | Elastic Network Interface

v

*End to end data connection is established and maintained enly during the scheduled
contact duration.

AWS Ground Station T—2 T2 REEZFEAL TVWREEOBE/NAZRICRLET,
.:’I on Customer Destination Region
N o [P e
! ’ %ﬁv AWS KMS Key E Crwted Pl:llii ’ Dedicated Agent CPU Space Egress Address

Forerard-Error- . UDP Socket
(FEC] . AWS G5 Agent Biaie OcKE
Transmit (T) l Dataflow i B Dlgm AwsGroundStationAgentEndpoint
5| BIIE bty | o s 7 : ¥ 1 Listener (e.q. SDR) Dataflow
] ata W e . LIPS - ||".g|' T ‘
» Port
Range € .
A g i T— Jfopt/aws/groundstation/ete/
) aws-gs-agent-config. json

TLXRNUZFTETS

AWS Ground Station 7L X NUE, EO> X O MNRICT > FTFH 5 AWS Ground Station AWS
TFHIOURNIARNVORZARNY =20 F2F7a #eETT, Cchicky), 280N
T7A—XAZFEVTILEZALTEZRITIL, DAZLEZRI)TGY)1—-23a % BET
TET,

AWS Ground Station 7L X KNUZfEH TS &, AWS Ground Station 7> TFHASDX KNI O AN

THIOVRNIEEBEARN)—IVJEhET, TLANITF—RE, BLELEORBRICAN)—X
U zBAKBL, BLELEHIEZEL TitENET, TLXNUTF—RE, PoTF/N\—RDIT
NeBo7ITEhhd i, BEVTZILRAALATTHIMNIBEENE T, ZTELES, MED
BB 7N IT2FERALTTF—XZAE L 1zV), Amazon Data Firehose X & E DD AWS O
H—ERAZFEAL £V TEFXET AWS Lambda,
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Sl Customer Destination Region

! Customer VPC
Eel AWS Antenna Region
Customer Receiver
Dataflow
Data_—— | <> Endpoint
\_/ Application
Elastic Metwprk Interface

5 B

Satellite AWS Ground Station

i) Customer Scheduling Region

Telemeat

Kinesis Data Streams

/A(D7\T‘y7_cti\ Ev2avyO77ANICHERRELZERLET. TLANUZERICT S5
BHREET—27O0-[BELCMITTFLANIS VOBRERERLET, FlxtEY N T Y
7¥Mtovru\FJE§%b1<Lévax#U®&EO

TelemetrySinkConfig ®FMIC DOV TR, "1 ZZRBLTIKEEVTLXANU U OREE

A TE D YEEK

COATY T T, BREIZISUTHE., BE/VA. IAM, Amazon EC2, Amazon S3 UY —A %4
ELELE, CORTYT TR, ThENRONTA—ZZRETIEREEZERL E£9 AWS Ground
Station .

— X BERE

ERTIRVDRERF, T—R2OBREBERMEEEFECEAELTVERT, BIOATY 7OEHREZEA
LT, UATORERATOEZ< ZBELET,

e Amazon S3 $REFEE - Amazon S3 /NI Y MNCTF—RZEELE T,
e F—ARJO—TRKRARNEE-AmMazonEC2 1 VARV ALLTF—2&2BELET,
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TLARNURE (F723Y)

AR IMRIZEEVTILRALDOTLARNI ZZETSHEEE. TelemetrySinkConfig Z{EK TE
£9, CORERFAT>3a>THY)., AWS Ground Station X T LXANUF—RE2BET D5 &E

ELET,

s TLARNISVOBRE-TLANIF—=RETAIYMCBELERT,

HMEtEY NTYTFRICODVWTR, T 25RLUTKEEVTLXRN DFRE,

FERE

FERE. AWS Ground Station A FELBEITDHEICEELTVET, TRELLBEHRESH
LEITEELEH,

« BFERE - AV E 7 MNFICERZYNENICERIZHFEOTVIFLUAZRELET, ChiF,

2v2avI7O77MILOBEICXETT,
c FUTFEIVIVIEE - TORIMMLE M- BREARERT — 2 €BELET,
7

THRAOD D OERTI—REE - BRS R FA—RENEEBRARBT —XZEEL &

\ll

c FUTFTTYTIVIBRE -BELT—RE2TYTVILET,
7 FTTY7IOTIO—RE-FY 7TV I0EET—2OI1—2BELET,

v arv7JO7 74N EERTS

BIDATY 7THERLULERETR. GEZENITZHE HELCERFEIZHE BLEHLEBORTH
CEEVTILRALDTLANIZEMICIZFEERELE LI, COARTYT TR, 128ELD
2v2arv7O77ANEERLET, Y23V TO77M4)E,. ATREEHREE FEENDEEIC
EHL, ThZEAT21—-)LLTEARALET,

BHONTA—RIZDO2LV T, AWS::GroundStation::MissionProfile CloudFormation 'J Y — A& A
TESBLTLEE W,

1. 2v23a>707 74 VCEBEZRTET, Chilkl), DATLARNTOERARRZTE
LEBETEEXRT, HIAE, BEARL—23VAORNOFO-NRFYDTHFHBDEE
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D EVWSTLTAYIOAN TS NEREI SV RAT—2a 2 0EEEIE—TY, HlAEF,
"FORNIAANAT A&, "THANAF 1, 7AR O3V T TV RAT—IAVOEREE
OAE—TH2TFORINIA VTSI RAT—23 T,

ERAT7>TT

EROLNRAETATVRH EROBFICMA T, TEHEEEFT > TFAWS Ground StationZ 244 L T L
£ 9, Dedicated Antenna &, 1—H—ICRH > TAWSEZEBITIHARXRLBEOT VT ART
LT9, Dedicated Antenna (&, BEfZMAWS Ground Stationitt EFDBFFICREE 1T, T, TH
HEATWR L3I, NTUY O EROMEEZ B X THEETE FIAWS Ground Station H 1 S
B, BETUTFOSFEMEEABEATOEEA,

ERT7OTTOFMICOVTI, T, 25BL T EEVWAWS Ground Station ER7 > 77, 4l
ZHRLEY, EET7 VT TOERZHBITAICE. AWSHAR—KNZEBLU T ICHBBALVEDELLEE
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B ERAT—23a>0BMICE. 1 2R EQT7 > TFAHY) ET, ListAntennas APl ZFERAL T, it
FRTT7OTFHZRTRTEERT, COAPIE, ET7 T T0ORBZED. BESh I ERFOT >
FHEERELET,

T > FF1E#IE. ListGroundStationReservations APl E# AEHE T, W EREOBTEL AN ZIEE
THIBEICERNTT, FHORTOFM-IOVTIE, T Z25BLTIKETVWH EFOFHNERTRT
D,

ZRHOHTICEListAntennas, M ERICHEN A R—-—REATVSRL, BERICHTIHNUS
EI7IXVAFANBETYT, FMICOVTR, "TUSEIVIXVAT-2%2RHT2, 25
BLTSEZL,

Pl EROTTFE—ERTTS

RO OHITIE, AWS SDK for Python (Boto3) ZFEAL T ERDIXNTOT > TF+HZ —EBXRRLE
ED

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The ground station ID to list antennas for.
# Use the ListGroundStations API to find available ground station IDs.
ground_station_id = "Ohio 1"

# List all antennas at a ground station.

# This is useful for understanding the capacity of a ground station

# and for planning multi-antenna operations.

print(f"Listing antennas for ground station '{ground_station_id}'...")

paginator = ground_station_client.get_paginator("list_antennas")
page_iterator = paginator.paginate(
groundStationId=ground_station_id,
PaginationConfig={
"MaxItems": 100,
"PageSize": 20,
},
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for page in page_iterator:
for antenna in page["antennalist"]:
print(f" Antenna: {antenna['antennaName']}")

print(f" Ground Station: {antenna['groundStationName']}")
print(f" Region: {antenna['region']}")
print()

i EROTFHNERTT S

ListGroundStationReservations APl Z#RAL T, #t E/BOT7 T FE2HKOFHNERTITEXRT, T
X, AT221=)EhiEd 29N EECTOTFTFORALT7OYI%2KRLET, DAWS Ground
Station ERAT7 VT FTHERICEXA D TFU A4V RIDERTENET,

COBEREE. AVEIVNATD1- )2 BI2BROT7TTOARMZEBEL, HEROT T
TAARCPTVEIDOAZARILTIZDDICKRIEERT,

FTHO—EBERTR

FHZ—EBERTIDICE, EEHEBBFERFEER%Z#EAL T ListGroundStationReservations % Ff
OCHLET, APIIF, BEENEBERRNICH EAT—23a 203N TOT7 o TTFOFHEIRLE
9,

RRENDFHEE., TIEBALRIICK>TERENET,

» —#% AWS Ground Station ND&EE#H — BDDBVEDE FHOHKERRITEERT, XUTFUA
VAV RIEMDTAIY N FBETIEBEEEENEEA,

« AWS Ground Station Dedicated Antennas DHEFKR — DT H IV MK 2> TATZ1—)L&E
NEXTFRADT 42 ROXREKGLBZE, Dedicated Antennas DIXNTDFHNERRTEE
¥, BLEDLERBBFE. AIELTLWAEVEDEICOKEENET, FMICOVWTIE., TAWS
Ground Station EA7 771 ZZRLTLKEEV,

FHRAT
EFHCER, PYTTREFACEREATVINERTRATHBUET,

« AVEOBN -2 7T, FEBERICFHNENET O THHEZRLET. FHORA
R ERTRZCE, BENATAY RIVEFTELS, NARBRENABRBEADEZECT VT F
NEEAFRRENEKT,
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c AVTF VA —AXVTFAFHE, XOTFAQESICT O TFHFAERATERVEHEZRL
FF. AVTFTFUAFHICE, X>FTF > AmaintenanceType N StEiE A ES A ERT I
BENET,

— R4

RO DHITIEE, FHREATICEDT IR T RESDH, AWS SDK for Python (Boto3) Z R L
T, SE7THEOBEREOFNZ—ERXRTLET,

import boto3
from datetime import datetime, timezone, timedelta

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The ground station ID to list reservations for
ground_station_id = "Ohio 1"

# Define the time range to query. Reservations include both your

# scheduled contacts and maintenance windows at the ground station.
start_time = datetime.now(timezone.utc)

end_time = start_time + timedelta(days=7)

# List all reservations at a ground station for the next 7 days.

# You can filter by reservation type to see only contacts or

# only maintenance windows.

print(f"Listing reservations for ground station '{ground_station_id}'...")
print(f"Time range: {start_time} to {end_time}")

paginator = ground_station_client.get_paginator("list_ground_station_reservations")
page_iterator = paginator.paginate(
groundStationId=ground_station_id,
startTime=start_time,
endTime=end_time,
PaginationConfig={
"MaxItems": 100,
"PageSize": 20,
},

for page in page_iterator:
for reservation in page["reservationList"]:
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# For Dedicated Antenna customers, you can also filter to show only maintenance windows

reservation_type = reservation["reservationType"]
antenna_name = reservation["antennaName"]
res_start = reservation["startTime"]

res_end = reservation["endTime"]

print(f" Type: {reservation_typel}")

print(f" Antenna: {antenna_namel}")
print(f" Start: {res_startl}")
print(f" End: {res_end}")

details = reservation["reservationDetails"]

if "contact" in details:
contact_id = details["contact"].get("contactId", "N/A")
print(f" Contact ID: {contact_id}")

elif "maintenance" in details:
maintenance_type = details["maintenance"]["maintenanceType"]
print(f" Maintenance Type: {maintenance_typel}")

print()

print("Listing only maintenance reservations...")

page_iterator = paginator.paginate(
groundStationId=ground_station_id,
startTime=start_time,
endTime=end_time,
reservationTypes=["MAINTENANCE"],
PaginationConfig={

for

iy

"MaxItems": 100,
"PageSize": 20,

page in page_iterator:
for reservation in page["reservationList"]:

maintenance_type = reservation["reservationDetails"]J["maintenance"][

"maintenanceType"

]

print(
f" {maintenance_type} maintenance on {reservation['antennaName']}:
f"{reservation['startTime']} to {reservation['endTime']}"

)
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TEXR (TLE), BRVTANBSEERXOIT7 T X1) AF—XRAWS Ground StationZHR—KNLET,
EeNBELRERBEKEERICOVTE, OEMERXTI7IXVAF—RZ2REHLET (",
ZZBOEM T7 I XDATF—RZRHETD),

AWS Ground Stationld T7 I XV AF—RZFEAL T, Bt AEI 7 I XVRICETVWTIOV R
IRFWVWORIATEEICED A ZHETL. AWS Ground Station® Y NDO—J RO T TF&EIELL
OXVRULET, F7FILNTRE. HEICNORAD ID A&l XTS5 TWBEHEA. AWS Ground
StationlC T7 I XV AZRETE T IO avBEMBEHYELA,

AABRLI7IXVAZTY7O—REBE, BIHFOREAN ™M LEL, Space-Track T7 T X AN F
ATEBVEREARL —> 3 20 UAWS Ground Station, ##EZERTEEXT,

T, FANUNESHEIXAWS Ground StationZHR—KLTW2 1, HEHEEREZEMHEEIIC
TUTTORAEZEREETEERT, ChiF, HFERERBITERI-ZETATHSI1-H, EEL
ToTFTRADRIIBEBDF)FICRIEET,

ReEY D

« FT7ALRDITIXVAT—R

s NABLITIXVATF—2%2RMHMTS

c AABRLITZ7IXVATIAVERINZFHNTD

c ENIT7IXVANFERAEATVRIHLZERTS

- FEOREDIZIXVAZERBITS
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T7FILNDITIXVAT—Z

77 2 )L NTIE, & Space-Track #* 5 A& hTWBFT—KRAWS Ground StationZfERAL. ch s
NDF7AIRDODIT7 T X AZEEEAWS Ground StationT 2 =HDT I3V RBEHXEHYEEA.

CNSOI7IXURG, HENDNORADID CEERIShE2T0EZELY N (TLEs) TF. ¢

XNTOFT7ALROITIXVAOBEERF TT0, TORAER, BMHRATIATVEVIDRARAL
JIXDARK, T7IXUAAPIZNLTT7ZY7O—Reh, BICIULOBAEZE DXEND

WET,

NORAD ID O WVWEEW, DAZXALATITIXVATF—RZ ICTY7TO—RITIHBENF HVYETAWS
Ground Station, =& ZF, EBEL EEH, VY OFEEXERMIC Space-Track AZOTH SEBRINE NI
HEIZIE NORAD ID AW, DARARALAIT7IXVAREZTYTO—RIIVBENFHYVET, HA
ALATTIX)ATF—RORBOFEMIIOVTIEE, "HAZRLATITIXI)AF—R20ORME, 258U
TLEEL,

NAZLTT7IXVATF—R%ZRHETS

/A Important
I7IXVAAPIRRETLEI—RETT,

T7IXVURAAPINDODT VARG, BDEBBEICOAKMBEHRENET, DARZRLATITIX)RATF—
8ETYTO- KT BBENHBBEE. EBUTAWS HK—RF4 v REBUTL & WAWS
Support Center Console, HHDF—ANBEZRELEHBHIL T, BEEROBFENEHICEDLE T DM
EEEEMICLET,

B=

Ephemeris APl Tld. #E£AWS Ground StatonTHERATA @ NARXALAIT7IXDRAZ IZT7Y70O—R
TEET, ChSOI7 T XURKE, Space-Track S DT 7A)RNDITIXYARAZLEEELET
(T ZSBTT7AINNDITIAIAT—R)e TTIXVATF—REOZEGF, A—EYRIT7 I X
JAXY =2 (OEM), 2 {TEXE (TLE), B R ANEFERATHR—REhTVET,

AWS Ground Stationld T7 T XD AZEBOFEARIT—RELTRWVWET, CcOFT> 3 > #eE
EFERAITZHE. AWSRITVIXURF—REZFRALTINT TN 1—F 14003 R—MERHEL
x£9,
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AABRLI7IXVAZTY7O—REBE, BIHFOREAN M LEL, Space-Track T7 T X AN F
ATERVWARL—> 3> Z0E UAWS Ground Station, BREZZERTEET,

BUBITITIXVAORNS I 2—F 142091220 TE., UTZSBLTLSEFEVN, EMET
TJIXVDADORNZ TN 1—F42T

fBl: BEHFBEHEOT 7 T X)) A% THEHTSAWS Ground Station

THRERHEOITVIXVAZERAT S HEOFHMIC DOV TIEAWS Ground Station, " TERFRRH

NDIT7 T X)) AZEHTSAWS Ground Stationy KT TEESS TS hiz GitHub URZ MU aws-
samples/aws-groundstation-cpe; ZZHBL TS E&E ),

TLEI7IXVATF—2%RHETS

/A Important
I7IXVAAPIRRETLEIRETT,

T7IXVAAPINOT VAR, BEBBEICOKMBEHRENET, DARLTITIX)ATF—
8ETY7O-KTHBENH2BEE. EBUTAWS HK—hF7 v REBUTL & VAWS
Support Center Console, HHENDF—ANBEZRELEHBHIL T, BEEROBFENEHICELE T I D
BEEEMICLET,

=

21TER (TLE) Y NE, BEDEZRLERT D -HDEENLENEFRTT., Ephemeris APl Tl&,

B EAWS Ground StationTERATS TLEL 7 I XUAZ ICPY7O—RTEXET, chsnI7x
X1V Ak, Space-Track A SDTF7#)IBMDITIXVAZLEEBELET (T, Z22RTF74IILED
I7IXDAT—R),

AWS Ground Stationld T7 T XU RAZEROFERARAT—R2ELTRWVWET, COFTZ a3 #eE
EFERATZHE, AWSRITVIXUAF—RZFRALTNT TN 1—FT 142009 R—NEREHL
x99,

HABLTLELI7IXURZTY7O—RTBE, BHFEOREANMLEL, Space-Track T7 T X
DAFRMATEBZVRRARL —> 3> #4E LAWS Ground Station, R#EZEBTEET, LK
L., TLE DBEREBETFTIICI>THIREN, TRY VA SBIATHEEOZBELEICETLE
T, RURVHIBICODLEZBRENGVI7IXVAF—RIZDOVWTE, OEM EROFEAZREL
TLEEVW (T, ZBRBOEM T 7 I X ) ATF—2Z21RETS),

Bl: BEERREH-OIT7 T X1) A% THEMATSAWS Ground Station 59


https://www.space-track.org/
https://aws.amazon.com/blogs/publicsector/using-customer-provided-ephemerides-with-aws-ground-station/
https://aws.amazon.com/blogs/publicsector/using-customer-provided-ephemerides-with-aws-ground-station/
https://github.com/aws-samples/aws-groundstation-cpe
https://github.com/aws-samples/aws-groundstation-cpe
https://console.aws.amazon.com/support
https://console.aws.amazon.com/support
https://www.space-track.org/
https://aws.amazon.com/service-terms
https://www.space-track.org/

AWS Ground Station I1—H—HA K

@® Note
FHELCLHEHZOTESHE Y TSNDEICHARLATI 7 IX) A%EHITZES
. TLE MO00000EEHXZOTE S 71— J)LRE TLE DERIEEF 71—/ RO000REFH

SED (2024 FICEBE N IZBEWlK L) 24000A1C Z2FERTEEXRT,
TLEs, ZZBRL T<E &V, https://en.wikipedia.org/wiki/Two-line_element_set

TLEs @ Alpha-5 IEHWZO7 &=

2TTNEHELY N (TLEs) FEEREREZFEALET. CcOEXTR., HEHXOVES71—I)LR
(1TEE21TED 3 ~ 75) E 5 MICHIRE ., &RAMER 99,999 TT, COFHIRZBEADFHENX
OJ&SZXRITEHIC, KEFHEWR Alpha-5 T A—RAF—LZBAFKLEL =, Alpha-5 &, &
ENROTES 71 —ILROBRIOMETILTIZRY NXF (BF1EOEDERZB TS, |
EOZRK A~2Z)ICBEMAET, ChiZLY, BIFEOEER TLE XX T, REASEEFHEHZO
JESOEFAN 100,000 A5 339,999 I[CHLRENET,

Alpha-5 &, #fIC TLE TFARNERORRII—RTY, BEILLB32FHEOREOHZOTES

FEFEENFEHA. APl ®AWS Ground StationnoradSatelliteID7 4 — )L RIFEHBDEE T,

ListSatellites® B E®M API L AR AlE, Alpha-5 TI1—REhEERTERAL, BEF
ENHROVE S ZGetSatellites|EHZIRLET, Alpha-5 T 1—F1 0Tk, TLETF A

NTEHERNTOAKBEELET,

AWS Ground Stationld, Alpha-5 TL 11— RENEFHEFESZSUTLEI 7 I XU AEYR—K
LTW&ET, CreateEphemeris 7223 ZEALTTLEZT7 Y 7O—R¥S &, & Alpha-5 T
T 1—REhEHEHFESAWS Ground StationZIEL < L., RNEWICH ST I2EREEH RO
JESICEHBRLUET, Alpha-5 £ (100,000 ~339,999) OFHEHROJTETZFE OHERFETEICY
R—REhTVERT,

UT @, BEHZOYESH 100,000 DEED TLE £Y hOFITT . Apha-56 T>I—F 1 >4
. & TLET0FI 3~7 A0000TZh%E ELTRLET,

{
"tleLinel": "1 AQQQQU 26001A  26120.50000000 .00000072 00000-0 24500-4 0
9991",
"tleLine2": "2 AQQQO® 97.4500 85.2300 0012345 45.6789 314.5678 15.20000000
10013",

"validTimeRange": {
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"startTime": 1777680000,
"endTime": 1778284800

]

Alpha-5 T> 11— RAF—LDOFMIZ DV TIE, Space-Track Alpha-5 RFIX KN ESHBLTLE
=L,

TLEI 7 T X ADER

TLE 7 T XA, API ® CreateEphemeris 7 < 3 > AWS Ground StationZ fEf L TER TZ
TF9. cOT02IAVICEI2T, VIVIARNEKXFLEREEEALSINTY NOF—REFEALT
TIT7IXVANFTYZ7O—RENET,

I7IXVANTYZ7O—RENDE, T7 T XJAAN VALIDATING ICRREE N TERO— 7
O—AFABENDEICFELTLKESVY, COT—2970—7TF, T7IXUAZRKRIEL., TOD

I7IXVRAZEICEBENZIVRINEZERLET, T7IXVAR, cOD—o70—%FK0L
T ENABLED ICZ& > THISH T, AR U NIERAENET, DescribeEphemeris ZR—1) I LTI
TIXVAARAT—RAZMHERT DD, CloudWatch IRV N ZFEALTIT7IXVADAT—RAD
T EEHITIHLENHYET,

BHOBLTIXVAORZ TN 1—FT 4271220 TR, UTZSRLTKEEV, B&YET
J7IXVAORNZ TN 1—F12T

Bl APl ZFEALT2TEX(TLE) EY NI 7 I XU REERT S

AWS SDKs & CLI ZfH L T, CreateEphemeris FETFH LAWS Ground StationZ "L T 2 TE#
(TLE) EY ROIT7IXVRER ICTYTO—RTEET, cOIT7IXVAR, HEDFT7 2K
NDITIXJAF—ZORDYIZEREIAET ("1 ZZRBT7AIILNOITIXIATF—5) D
5l Tk, AWS SDK for Python (Boto3) ZFRAL T hZETSFZEZERLET,

TLE+EY NE JSONFEROA TSI HIRT, 1 2UEDO TLE £ 2B EAb B TEZEL - EEEBE
LET, TLEEYNAD TLE &, BEOERIZEATEDIERLLEY NEEKTS (DFEY., TLE
Y NAO TLE BICEENEF Y 75V BEBAHYET, TLEEY hOBIZLATICRLUE

T,

{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
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"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12345,
"endTime": 12346

"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

}
}
]
(® Note
TLE Y NA® TLE OBEEEIE. B TERNSRMEICEDEOICEERIC—HTIHE
FHYET,

TLE =Y ME. DK SIZ boto3 AWS Ground Station7 S A 7> R EZHNLTTFY7O—RTEE
9,

import boto3
from datetime import datetime, timedelta, timezone

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create TLE ephemeris

tle_ephemeris = ground_station_client.create_ephemeris(
name="Example Ephemeris",
satelliteId="2e925701-9485-4644-b0@31-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={
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"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

}I

print(f"Created TLE ephemeris with ID: {tle_ephemeris['ephemerisId']}")

COMUOHLIE, SBTIT7IXVRAESRBIDEHICHERATE S ephemerisld ZIRLUET, £E&X
&, LRROFTHL L SEMHEE - ephemerisld ZFEAL T, T7IXJADAT—RA%ZKR—)
VUTEET,

import boto3
from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create a TLE ephemeris
print("Creating TLE ephemeris...")

tle_ephemeris = ground_station_client.create_ephemeris(

name="Example TLE Ephemeris for Description",
satelliteIld="2e925701-9485-4644-b031-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3),
priority=2,
ephemeris={

"tle": {

"tleData": [
{
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"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),

iy

.
ephemeris_id = tle_ephemeris["ephemerisId"]
print(f"Created TLE ephemeris with ID: {ephemeris_id}")

# Describe the ephemeris immediately to check initial status
print("Describing ephemeris...")

response = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)
print(f"Ephemeris ID: {response['ephemerisId']}")

print(f"Name: {response['name']}")
print(f"Status: {response['status']}")

DescribeEphemeris 7922 a2 S5O L AR ADFELLTICRLET,

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde4l049-14f7-413e-bd7b-EXAMPLEQL",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {

"tle": {

"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2\": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 1620859512000}}]1"
}
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}

DescribeEphemeris L—RNZR—1) > T 943 H, CloudWatch f1 R NEFERALTFY 7O—RE
NETIT7IXVADAT—RAZEHITDLE2B#MOLET, PYTO—REhEITIXURA
i, (CEREENABLEDE h, BVAEDEBOAT D 1—J)LERTICFEATERD LS ICHZEICERL®
AD—0T7O0—ZRDBENFNHYET,

EFED25994H|TlE, TLEs Y RADMFTNT®O TLE ® NORAD ID &, #E£4" Space-Track T— &
R—ATEN)HTS5NTWS NORAD ID £ —HTBBENHBDEITEFELTLSEZ L,

Bl:SSNTYRDASTLEI7IXVAF—RETY7O—RT

NTYRNEATOIORNF—RIBIZET, SSNTYRDYSEETLEITIXVARTIZAINLETY
T7O—RIBEETEET, AWS Ground Stationld I—H—ICRb>TAT T O RNERBLE

T, DREFOTFT—XOBESLOFEMIZ DV TIFAWS Ground Station, "1 Z2ZRBL T LD

REHOT—REES{L AWS Ground Station,

UTE. SSNTYRASTLEI7IXURTZ7ANZETY 70— RTBHTT,

import boto3
from datetime import datetime, timedelta, timezone
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"
object_key = "test_data.tle"

# Create sample TLE set data
# Note: For actual satellites, use real TLE data from sources like Space-Track
tle_set_data = [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=3),
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+
iy
{
"tleLinel": "1 25994U 99068A  20321.54719794 .00000075 00000-0 26688-4 0
9998",

"tleLine2": "2 25994 98.2007 33.6589 0001234 89.2782 18.9934
14.57114995112342",
"validTimeRange": {
"startTime": datetime.now(timezone.utc) + timedelta(days=3),
"endTime": datetime.now(timezone.utc) + timedelta(days=7),
},
I

# Convert to JSON string for upload
tle_json = json.dumps(tle_set_data, indent=2)

# Upload sample TLE data to S3
print(f"Uploading TLE set data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=tle_json, ContentType="application/json"
)
print("TLE set data uploaded successfully to S3")
print(f"Uploaded {len(tle_set_data)} TLE entries covering 7 days")

# Create TLE ephemeris from S3
print("Creating TLE ephemeris from S3...")

s3_tle_ephemeris = ground_station_client.create_ephemeris(
name="2022-11-05 S3 TLE Upload",
satelliteld="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"tle": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created TLE ephemeris with ID: {s3_tle_ephemeris['ephemerisId']}")
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OEMI7VIXVAF—RZRHTS

/A Important
I7IXVAAPIRRETLEIRETT,

T7IXVRAAPINOTIVEAG, BDEBBESICOKMEEHEEINETT, NARXRLAITIX)AF—
27TV 7TO—RIBBENHZHERE. ZBUTAWS HR—KF7 Yy hZ2BV T EE VAWS
Support Center Console, HHEDF—ANBEEREH AL T, BEEOBRENEHRHICEDE T DK
BEEAMCLET,

=

BEI7IXUAXYE—2 (OEM) &, FEEOBET— R EZRTLOOEENENLEZEXT

9, Ephemeris APl 235 &, OEM I 7 I XU A% IZ7 Y 70— RAWS Ground StationL T
HETHEATEET, CNSOI 7 I XJRAWR, Space-Track #5DTF7#)ILNOIT7IX)R%ZE L
EEZLFEIT ("1 Z2RT7ZIBNOIT I XIAT—R),

AWS Ground Stationld T7 T XU RAZFEROFERARRIET—RELTHRWVWET, COF7S 3> #at
EERATZEHEE,. AWSKIZ7IXUARF—E2EFEALTINS TN 1 —F 10 R—NEREL
x£9,

DAZLOEMI7IXVARAZTY7TO—RTDE, BHFOMEBEN M EL, Space-Track T7 T X
ANFATERVREARL — 3> #0E LAWS Ground Station, BEEXEZRBTEET,

@ Note
FECHEHDROTESHE)HTSNBHIICHARZRLATIT7IX) AZRHETSIHEE. OEM
M satelliteId OBJECT_ID o\ Z#FEHATZET,
OEMs ", #8B L TKEEVWOEM T 7 T X1 AFR,

OEMI7 I XURER

AWS Ground Stationld, CCSDS B#(C{#2 T OEM HAXRN—RBEHO I 7 I XU A EMEBLEXT
A, BMO&IRAHYET. OEM 77AIINIE KN ERTHBIHBENF HVET, XDOXRIE. OEM D
TERETERZXT1—)LRE, & CCSDS ZAAWS Ground StationDZEVOBEZRL TVWET,
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« REF_FRAME_EPOCH l& TlEHR— KT hTUVWEHE AAWS Ground Station,
« CENTER_NAME & THILENH') £JEarth.
o« TIME_SYSTEM & THD HENH'Y) FIUTC,

« INTERPOLATION & INTERPOLATION_DEGREEk 55 %, AWS Ground Station® F A RAL
LEI7IXVACHETT,

« AWS Ground Stationld, IEEEh iz THEZETIBZDDICTIBITIXVAT—ZRL
O—REEFEFEVOEM F—R7AOY U EHFATHET, CCSDS5.24.7 M SRRBEL F
Y INTERPOLATION_DEGREE, CMI3FE. W, EEE NIz LT THBAEARY SV HEEAWS
Ground StationZ 8 L % 3 INTERPOLATION_DEGREE,

KVN FERX® OEM T 7 T X 1) ADHl

LT, JPSS-1NTVYOTO—RFYAZ—FEODKINERXOD OEM I 7 I XU ANV BT
shizflTd,

CCSDS_OEM_VERS = 2.0
COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE

2024-07-22T05:20:59

ORIGINATOR = Raytheon-3JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00
2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00

OEMI7IXVARTF—2%=RHTD 71



AWS Ground Station I1—H—HA K

2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

OEM I 7 T XU AMER

OEM I7 x XAk, API ® CreateEphemeris 779 < 3> AWS Ground StationZ £ L THEKX T
BET, COTI23VIERI2T, UVIAMERNFELEREEECNESINTY NOF—2ZFEAL
TCIT7IXVANFTY7TO0—RENET,

TI7IXVANTYZ7O—RENDE, T7 T XJAN VALIDATING ICRREE N TERET—
JO—N"BBRENDCEITEELTILKEEVY, COD—Y70—Tk, T7IXVURERIEL, Z0D
TI7IXVAZEICEENGEIVERIMNEERLET, T7IXVAR, COD—U70—%FKEL
T ENABLED I[CZ& > THISH T, DRIV NIERAENET, DescribeEphemeris 2 R—1) > LTI
TIXVART—RAZHRBTEH, CloudWatch F R R EFALTIT7IXVUADARAT—R2AD
T EEHITEIHRENFHYET,

EBWETITIXJAORNS TN 21—FT14 2091220 TR., UTZSBLTLKEEV, EMET
TJIXVAORNZ TN 1—F14>2T

Bl:SINTY RASOEMIT7IXURAF—REZTYITO—RTS

NTYREATDIORNF—REBIET, SSNTYRDPSEZEOEMITIXVARAT7AI)%
TY7O—RIBEETEET, AWS Ground StationlE I—H—IZRb>2TAT TV N EHIE
LET. ODREFOTF—XOESLOFFMIC DWW TIFAWS Ground Station, ", Z8BL T
WOREH DT —XEESIL AWS Ground Station,

LTE, SSNTYRPSOEMIT7IXURT77ANETY7O—RTBHTT,

import boto3
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from datetime import datetime, timedelta, timezone

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "ephemeris-bucket"

object_key = "test_data.oem"

# Create sample OEM data in KVN format
oem_data = """CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE 2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02 -1.860082793999999%¢e+03
-6.944807075000000e+03 -5.784245796000000e+00  4.347501391999999e+00
-1.657256863000000e+00

2024-07-22T00:01:00.000000  2.425572045154201e+02 -1.595860765983339e+03
-7.030938457373539e+03 -5.810660250794190e+00  4.457103652219009e+00
-1.212889340333023e+00

2024-07-22T00:02:00.000000 -1.063224256538050e+02 -1.325569732497146e+03
-7.090262617183503e+03 -5.814973972202444e+00  4.549739160042560e+00
-7.639633689161465e-01

2024-07-22T00:03:00.000000 -4.547973959231161e+02 -1.050238305712201e+03
-7.122556683227951e+03 -5.797176562437553e+00  4.625064829516728e+00
-3.121687831090774e-01
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2024-07-22T00:04:00.000000 -8.015427368657785e+02 -7.709137891269565e+02
-7.127699477194810e+03 -5.757338007808417e+00  4.682800822515077e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03 -4.886583601179489e+02
-7.105671911254255e+03 -5.695608435738609e+00  4.722731329786999e+00
5.932259682105052e-01
2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

# Upload sample OEM data to S3
print(f"Uploading OEM data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name, Key=object_key, Body=oem_data, ContentType="text/plain"

print("OEM data uploaded successfully to S3")

# Create OEM ephemeris from S3
print("Creating OEM ephemeris from S3...")

s3_oem_ephemeris = ground_station_client.create_ephemeris(
name="2024-07-22 S3 OEM Upload",
satelliteld="fde41049-14f7-413e-bd7b-EXAMPLEQ1",
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=5),
priority=2,
ephemeris={"oem": {"s30bject": {"bucket": bucket_name, "key": object_key}}},

print(f"Created OEM ephemeris with ID: {s3_oem_ephemeris['ephemerisId']}")

UTRE, siod—REO7OYITFTY7O—RENLEOEM I 7 I XU ALK L THOEHE D
DescribeEphemeris 7 72 a2 A S5RENETF—2DOHITT,

"creationTime": 1620254718.765,

"enabled": true,

"name": "Example Ephemeris",

"ephemerisId": "fde41@49-14f7-413e-bd7b-EXAMPLEQ2",
"priority": 2,
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"status": "VALIDATING",
"suppliedData": {

"oem": {
"sourceS30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"
}
}
}
}

FUBELI7 IXVAT—2%RHTS
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® Note

FUBEI7IXVAZEATZEE. BEARNBEVEDEFHUIIARNY SERKT
EEXT, HEARN ZEBLBVEETE, AVEIRT—2O—HELTEELETAN,
FUBEITZ7IXVAR, I7IX)AOBEERRERTIDOTREELS, TUTFRA
YRCERAEhET, FUEEI7IXVARK, BEQHERICEERTSH, TOEMRD
TroTrERRRAZERLET.

FUBELI7 T XVATF—2ERX

FUBEI7IXVATF—2E, KEXRISFTFEhAUEE, EIXVNIBEZN-SEETE
HENET, FEEIADNIRG, BEOKBHEEZNAN -T2 - E0LHUBLETAENEEIE
ER

FUGEI7IXVATF—ROERZRIAVR—KXNFIROEHVTT,

« Ground Station: cOFNESEI7IXVAZFERATIHBENW LR,

« Angle Unit: & 0 BIE R4 (DEGREE_ANGLE & /=& RADIAN),

s BUAVRN . ANALESAED 1 DU EOBBSIRAEIL VI,

c BALRTNHERE  BEITBDRANLAZ T 2H A OANELESE.

BEIXNIRUATHAHSETT,

« U7T7LYAIRY UV (BT X2 NOEAREKRH)
- BMBEEER (XA NORBEZEKRTER)
e PBEESOOEFEARIFHENLEEN/EEORT

F RS O HI#:

- H{uE:-180°~360°

« ZOTUTORNE: -m~2m

« EHTOSEET:-90°~90°

s SUTUTOLA: -2H5 /2

- RBERSEEIXNNTHIETHILENHYET
s EUXNERENICEBLTRWVWHERA
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FHIC DWW Tk, CreateEphemeris APl RF 1 X M & TimeAzEl F—RBEZSRBL TS EE L,

FUBEIT7 T X ADERK

FNUBSEI7 T XA, EU CreateEphemeris API 79> 3> #FERAL THERENET
A, azEII7IXVARA T &2 ERALET, TLEC OEM I 7 I XV ADEZEVFRIOESY T
9,

« groundStation NFX—RZEETRIHLENHYET
« satelliteId NZX—ZRRBUIVITANDYSERTIHEN HYET
- BEEREREAENEFRA (BANSEI7IX) AR ERICEETY)

« 4 )% Lagrange #EZHYR—RTBICEF. SEIXRNIDBELLEE S5 DOANM/LEERSA 2 NNE
FNTVWRIHRENHYET
- BMOFIREEHOFMIC OV T, CreateEphemeris APl RFIX NESBLTLSEEL,

I7IXVANFTY7O—REhadE, T7IXJAHN VALIDATING ICRREE N TRV —U 7
O—AFABRENBDEICFELTLKESVY, COT—2970—7TEF, T7IXVAZKIEL. TOD
I7IXVAZEICEENEIV RN EERLET, T7IXVARR, COD—270—-ICE8%
L., TORAT—ZAN LB 2EZOBVAEDEICO&KFERAE E FTENABLED, DescribeEphemeris
ZBR—DVIUTITIX)ART—RAZHEZETS A, CloudWatch 1 X N ZFERALTI7 I X
JADAT—RANELEBHTEISEN HYET,

BB ITITIXVAORNS I 2a—F 142091220 T., UTZSRBLTLSEFE VN, EMET
TJIXVADORNSZ TN 1—F42T

Bl: APl ZEALTHNEBEI7 I XURAZEKT S

RO, AWS SDK for Python (Boto3) ZA L THNEEL7 I X RAEERTEHEZETRLT
WET,

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Create azimuth elevation ephemeris

azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Ohio Ground Station",
ephemeris={
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"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

1,
iy

iy
)

print(f"Created ephemeris with ID: {azimuth_elevation_ephemeris['ephemerisId']}")

COPITE. UATORSIZB>TVERT :

s FUNEET—XE "FANA A1, th ERBICEHAEF TSN TVET
AEGERTEELET

EIXVRNE 15 7EZEZRRELET,

dt BERZSRIRY IASOFTRIVIVFATEY RTT

6 DDHFNU/BERTHFABRENATVWET (R 5)

Pl: S3 A S HFNUBERT—F2=2TY7O—RISB

ARBEBTF—2EY NDIFE. SSNTY MY SHFUBRET—2ETY7O—RTEET,
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import boto3
import json

# Create AWS clients
s3_client = boto3.client("s3")
ground_station_client = boto3.client("groundstation")

# Define S3 bucket and key
bucket_name = "azimuth-elevation-bucket"
object_key = "singapore-azimuth-elevation.json"

# Create sample azimuth elevation data

azimuth_elevation_data = {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z2",
"endTime": "2024-03-15T10:15:00Z",
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.03},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
1,
{

"referenceEpoch": "2024-03-15T10:15:00Z",

"validTimeRange": {
"startTime": "2024-03-15T10:15:00Z2",
"endTime": "2024-03-15T10:30:00Z",

1,

"azElList": [
{"dt": 0.0, "az": 70.0, "el": 35.0},
{"dt": 180.0, "az": 75.0, "el": 40.0},
{"dt": 360.0, "az": 80.0, "el": 45.0},
{"dt": 540.0, "az": 85.0, "el": 50.0},
{"dt": 720.0, "az": 90.0, "el": 55.0},
{"dt": 900.0, "az": 95.0, "el": 50.0},
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]I

iy
]I

# Upload sample data to S3
print(f"Uploading azimuth elevation data to s3://{bucket_name}/{object_key}")

s3_client.put_object(
Bucket=bucket_name,
Key=object_key,
Body=json.dumps(azimuth_elevation_data, indent=2),
ContentType="application/json",

)
print("Sample data uploaded successfully to S3")

# Create azimuth elevation ephemeris from S3
print("Creating azimuth elevation ephemeris from S3...")

s3_azimuth_elevation_ephemeris = ground_station_client.create_ephemeris(
name="Large Azimuth Elevation Dataset",
ephemeris={
"azgl": {
"groundStation": "Singapore 1",
"data": {"s30bject": {"bucket": bucket_name, "key": object_key}},

}I

print(f"Created ephemeris with ID: {s3_azimuth_elevation_ephemeris['ephemerisId']}")

S3ATTIUNIR, BEETYTO-ROHICRIOERUEADHUEET—2ZET JSON 18
EAEENRATVWARENHYET,

FNUSEI7IXVAILLIDIRT MDOFH

FUNEEI7IXVAZFEALTIOV AN EFHNTRE5E,. 7JOCLARK TLESB KT OEMI 7 T
XDVAERRERBZVYFRT,

1. CreateEphemeris ZFEAL TAHANSELI7 I XU A ZEKT S
2. T7 T X1 AN ENABLED AT —ZRAILBBETHESEERT,
3. ReserveContact EBHFA—N—F 4 REFERALTEAVEHLEEFHNTS
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FUBEIZ7IXVAENOI 27 NEFHNT B0

import boto3
from datetime import datetime
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# First, create an azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")

create_ephemeris_response = ground_station_client.create_ephemeris(
name="Azimuth Elevation for Contact Reservation",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

1,

iy

iy

ephemeris_id = create_ephemeris_response["ephemerisId"]
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print(f"Created ephemeris with ID: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")

while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Reserve contact with azimuth elevation ephemeris
print("Reserving contact...")

contact = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-mission-profile",
groundStation="0hio 1",
startTime=datetime(2024, 3, 15, 10, 0, 0),
endTime=datetime(2024, 3, 15, 10, 15, 0),
trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact with ID: {contact['contactId']}")

(® Note

FNATIT7IXV)AZE DAV RINZEFNTDIEEZIF, satelliteArn/N\TX—XZ &l
TEEXT, P77k, BhCEETAEFNVALESAEICRHVET,

MR AR ERZED —BERR

FUNBEI7IAXAVURAZFERATSHBE. ListContacts API ICIFEEDNTX—ZNFBETT,
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« satelliteArn NFX—ZREFVIOTARNDSERTEET

s FATAI7IXVAZEETSICE. AUSEI7 I XJRXID Z# D ephemeris/NZ X—%&

EEETILENHYUERT

- FATELIDYEIRNTA RV, BEEWEFVALESAEN, VIOIAREnHER

DHABRIYAVZLEE>TVREEICRRENETT,
« groundStation & ZIEETAIHLEN B ETF, missionProfileArn

FHUBEI7IXVAZERL., ThTHRAARZERK S —BERTTDH:

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Step 1: Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Stockholm AzEl Ephemeris",
ephemeris={

"azl": {
"groundStation": "Stockholm 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
"referenceEpoch": "2024-04-01T12:00:00Z",
"validTimeRange": {
"startTime": "2024-04-01T12:00:00Z",
"endTime": "2024-04-01T12:30:00Z",
},
"azElList": [
{"dt": 0.0, "az": 30.0, "el": 15.0},
{"dt": 360.0, "az": 45.0, "el": 30.0},
{"dt": 720.0, "az": 60.0, "el": 45.0},
{"dt": 1080.0, "az": 75.0, "el": 35.0},
{"dt": 1440.0, "az": 90.0, "el": 20.0},
{"dt": 1800.0, "az": 105.0, "el": 10.0},
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1,
iy

iy

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Step 2: Wait for ephemeris to become ENABLED
print("Waiting for ephemeris to become ENABLED...")
while True:
describe_response = ground_station_client.describe_ephemeris(
ephemerisId=ephemeris_id
)

status = describe_response["status"]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break
elif status in ["INVALID", "ERROR"]:
# Check for validation errors
if "invalidReason" in describe_response:
print(f"Ephemeris validation failed: {describe_response['invalidReason']}")
raise RuntimeError(f"Ephemeris failed with status: {status}")

print(f"Current status: {status}, waiting...")
time.sleep(5)

# Step 3: List available contacts using the azimuth elevation ephemeris
print("Listing available contacts with azimuth elevation ephemeris...")

# Convert epoch timestamps to datetime objects
start_time = datetime.fromtimestamp(1760710513, tz=timezone.utc)
end_time = datetime.fromtimestamp(1760883313, tz=timezone.utc)

contacts_response = ground_station_client.list_contacts(
startTime=start_time,
endTime=end_time,
groundStation="Stockholm 1",
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},
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# satelliteArn is optional

satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",

missionProfileArn="arn:aws:groundstation:eu-north-1:111122223333:mission-
profile/966b72f6-6d82-4e7e-b072-f8240EXAMPLE",

)

# Process the results

if contacts_response["contactlList"]:
print(f"Found {len(contacts_response['contactList'])} available contacts:")
for contact in contacts_response['"contactlList"]:

print(f" - Contact from {contact['startTime']} to {contact['endTime']}")
print(
f" Max elevation: {contact.get('maximumElevation', {3}).get('value', 'N/
AT)Rer
)
else:

print("No available contacts found for the specified azimuth elevation ephemeris")

(@ Note
AVBRIORDA 2V RODREICFEATAITIONAESLI7 I XV AZEETSICEK, OV &
IRNZE—BRRIDEEICTIONAEZEF ID 2% D ephemeris/N\TX—RZIEETHIHLEN
HV)ET, satelliteArn AFEFNTVBHE, ALEDLETF—XICEHEFTFShETAH.
FUSEI7IXVAR, I7IXVAOBEEHRREZRITIDOTRAELS, PUTFHRA
YNIERAEThET,
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ENHYVET, LEN 2T, FHECEVEDEA SCHEDULEDIREEICKZ 2 - & 2L, VWS
HDEOREDEILEBYICEZ RV ITBDENEETT,

/A Important

FUBEI7IXJANDEHE., satelliteArn/VF X—2A& %ReserveContact) ¥
TARNDSEBTEET, T7IXJAIDtrackingOverridesZiEET2HEN H
WET, TLEBLKRVT OEM I 7 I XV ANFZEWR, BlIEHEE ZIBETHIHLEN HY F
JsatelliteArn,

BULEHLEFHTU—-O 70—
HABLI7IXVRATIAVEIRNEFHTHEE. L 2207—070-FHBUET,

1. List-then-reserve 7 —% 7 O—: ListContacts Z#EA L TRATMELABVEDEV 1> RUZ KA
IC—EBERXRRLTHAS, BENDITAVRIZBRLTFHULET, COF77O—FF, BRI SHE]
ICRARREA TN TOHEERRIZIBEEICKRIEET,

2. BEFND—0 70— FMATESERAEZRAIC—ERTITD LB, BEORKEEOERE
ZEEFHLET, cOT7O0—FR., FLIZHI XV NEEEZITTICEELTVRHEE®.
ERIICROSNERAT D 1= THEELTVRHEEICERNTT,

E5507—970-tEMTHY. BREBHAEHCL>TREEYET, UTOLI 3> TR,
&TF770—F0hlzRLET,

D—070— 1 FATREEREE-ERRL. THNTD

CcOI—o70—&, ZACHATESBAVEDE DA RIZIIVL, RICKEDTA RI%E
FHLET, ChiF, BRIZDHCHATERBEINTORLZRTIIZHEICENTT,

Pl: FUEEI7IXVAZERAL E—BERRETH

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")
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# Create azimuth elevation ephemeris
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="AzEl Ephemeris for Contact",
ephemeris={

"azel": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [

{
"referenceEpoch": "2024-03-15T10:00:00Z",
"validTimeRange": {
"startTime": "2024-03-15T10:00:00Z",
"endTime": "2024-03-15T10:15:00Z",
},
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.0},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
1,
}

]I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

D—070—- 1 FATRsEEREE-BERTL. THNT2

87



AWS Ground Station I1—H—HA R

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

contacts = ground_station_client.list_contacts(
# Note: satelliteArn is omitted for azimuth elevation ephemeris
groundStation="0hio 1",
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/

example-profile",
startTime=datetime(2024, 3, 15, 10, @, @, tzinfo=timezone.utc),
endTime=datetime(2024, 3, 15, 10, 15, @, tzinfo=timezone.utc),
statusList=["AVAILABLE"],
ephemeris={"azEl": {"id": ephemeris_id}},

if contacts["contactlList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted when using azimuth elevation ephemeris
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-
profile/example-profile",
groundStation="0hio 1",
startTime=contact["startTime"],
endTime=contact["endTime"],
trackingOverrides={
"programTrackSettings": {"azEl": {"ephemerisId": ephemeris_id}}

iy

print(f"Reserved contact: {reservation['contactId']}")
else:

print("No available contacts found")

Bl:TLEZ7 I X)) RAZFEALE—ERREFTH

import boto3
from datetime import datetime, timedelta, timezone
import time

D—070—- 1 FATRsEEREE-BERTL. THNT2 88



AWS Ground Station

d—H—H1 K

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Create TLE ephemeris
print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="TLE Ephemeris for Contact",
satelliteId=satellite_id,
enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=7),
priority=1, # Higher priority than default ephemeris
ephemeris={
"tle": {
"tleData": [
{

"tleLinel": "1 25994U 99068A  24075.54719794 .00000075 00000-0

26688-4 @ 9997",

"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934

14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),

"endTime": datetime.now(timezone.utc) + timedelta(days=7),

}I

},
ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:

status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

D—070—- 1 FATRsEEREE-BERTL. THNT2

89



AWS Ground Station I1—H—HA R

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# List available contacts

print("Listing available contacts...")

start_time = datetime.now(timezone.utc) + timedelta(hours=1)
end_time = start_time + timedelta(days=1)

contacts = ground_station_client.list_contacts(
satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris
groundStation="Hawaii 1",
missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",
startTime=start_time,
endTime=end_time,
statusList=["AVAILABLE"],

if contacts["contactlList"]:
# Reserve the first available contact
contact = contacts["contactList"][0]
print(f"Reserving contact from {contact['startTime']} to {contact['endTime']}...")

reservation = ground_station_client.reserve_contact(

satelliteArn=satellite_arn, # Required for TLE/OEM ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-
profile/example-profile",

groundStation="Hawaii 1",

startTime=contact["startTime"],

endTime=contact["endTime"],

# Note: trackingOverrides is optional for TLE/OEM

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
else:

print("No available contacts found")
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Pl: FUEEI7 I XV AZERL CEETH

import boto3
from datetime import datetime, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# Define contact window
contact_start = datetime(2024, 3, 20, 14, @, 0, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 20, 14, 15, @, tzinfo=timezone.utc)

# Create azimuth elevation ephemeris for the specific contact time
print("Creating azimuth elevation ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(
name="Direct Contact AzEl Ephemeris",
ephemeris={

"azgl": {
"groundStation": "Ohio 1",
"data": {

"azElData": {
"angleUnit": "DEGREE_ANGLE",
"azElSegmentList": [
{
"referenceEpoch": contact_start.isoformat(),
"validTimeRange": {
"startTime": contact_start.isoformat(),
"endTime": contact_end.isoformat(),
.
"azElList": [
{"dt": 0.0, "az": 45.0, "el": 10.03},
{"dt": 180.0, "az": 50.0, "el": 15.0},
{"dt": 360.0, "az": 55.0, "el": 20.0},
{"dt": 540.0, "az": 60.0, "el": 25.0},
{"dt": 720.0, "az": 65.0, "el": 30.0},
{"dt": 900.0, "az": 70.0, "el": 35.0},
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]I

}I

ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(
# Note: satelliteArn is omitted for azimuth elevation
missionProfileArn="arn:aws:groundstation:us-east-2:111122223333:mission-profile/
example-profile",
groundStation="0hio 1",
startTime=contact_start,
endTime=contact_end,
trackingOverrides={"programTrackSettings": {"azEl": {"ephemerisId":
ephemeris_id}}},
)

print(f"Reserved contact: {reservation['contactId']}")

Bl:TLEL7 T X RICKDEETH

import boto3
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from datetime import datetime, timedelta, timezone
import time

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

satellite_id = "12345678-1234-1234-1234-123456789012"
satellite_arn = f"arn:aws:groundstation::111122223333:satellite/{satellite_id}"

# Define contact window (based on predicted pass)
contact_start = datetime(2024, 3, 21, 10, 30, @, tzinfo=timezone.utc)
contact_end = datetime(2024, 3, 21, 10, 42, @, tzinfo=timezone.utc)

# Create TLE ephemeris
print("Creating TLE ephemeris...")
ephemeris_response = ground_station_client.create_ephemeris(

name="Direct Contact TLE Ephemeris",

satelliteId=satellite_id,

enabled=True,

expirationTime=contact_end + timedelta(days=1),

priority=1,

ephemeris={

"tle": {
"tleData": [
{

"tleLinel": "1 25994U 99068A  24080.50000000 .00000075 00000-0

26688-4 @ 9999",

"tleLine2": "2 25994 98.2007 35.6589 0001234 89.2782 18.9934
14.57114995112000",

"validTimeRange": {

"startTime": (contact_start - timedelta(hours=1)).isoformat(),

"endTime": (contact_end + timedelta(hours=1)).isoformat(),

}I

},
ephemeris_id = ephemeris_response["ephemerisId"]
print(f"Created ephemeris: {ephemeris_id}")

# Wait for ephemeris to become ENABLED
while True:
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status = ground_station_client.describe_ephemeris(ephemerisId=ephemeris_id)[

"status"

]

if status == "ENABLED":
print("Ephemeris is ENABLED")
break

elif status in ["INVALID", "ERROR"]:
raise RuntimeError(f"Ephemeris failed: {status}")
time.sleep(5)

# Directly reserve the contact
print(f"Reserving contact from {contact_start} to {contact_end}...")

reservation = ground_station_client.reserve_contact(

satelliteArn=satellite_arn, # Required for TLE ephemeris

missionProfileArn="arn:aws:groundstation:us-west-2:111122223333:mission-profile/
example-profile",

groundStation="Hawaii 1",

startTime=contact_start,

endTime=contact_end,

# Note: trackingOverrides is optional for TLE

# The system will use the highest priority ephemeris automatically

print(f"Reserved contact: {reservation['contactId']}")
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"source": ["aws.groundstation"],
"detail-type": ["Ground Station Contact State Change"]
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{

"source": ["aws.groundstation"],
"detail-type": ["Ground Station Contact State Change"],
"detail": {
"contactStatus": [
"FAILED_TO_SCHEDULE",
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"FAILED",
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListContacts.html
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® Note

AWS Ground StationlC (&, ENABLEDSZEHAAELEFHESH YOI 7 T X)) AOHKICH
TE2H—ERV*—ZHNHV)ET (Service Quotasy S ), cOUVF—RIELERICT
TIXVAF—RZTY7O—RIBICE., BEENMERLEI7 T XU ADOBEIEMNA &
HERW/EBEREVE D ZHIBR (DeleteEphemeris Z F ) £ = (& XL (UpdateEphemeris % fif
) LET,

IT7IXVANERENTWEVEE, EEEEENABLEDAT—RARAZFE DI 7 IXUAN BVE
4. AWS Ground Stationl& R AIREEBBESREFEICT 7 AL NOI 7 T X)X (Space-Track »'5)
ZFEALET, COFT7FIILRNODITIXVADERER 0TI,

FUBEI7IXURA

FUNRERTIT7IXVAG, OEMBRT TLE LI7 I XV RAERFEBENBAYET, EANSEL
JIXVAR, BEOHLERICEEFTSATHEY, BEERHYELEA, ANEEI7IXURE
SOV RINEFHNTBDEEF, trackingOverrides/N\TX—2 AL THERAITZIHFNSE
T7IXV)AZBARNICEELET,

FUBELI7IXVADEZREW:

s BEEATLBL -BVEDLEBIELCLIT7IXURAZHARHNICERLET
- WERER-BI7IXVARKBEDNH ERICEERTSNET
s BEI7A-IUNYIBL -BEENEITVIXVANERATEZIWVWES, BLELEBERRXBLET

(® Note

FUBEI7IXUAGF OEMB LT TLEI7IXVUAREHELERA. ChSEBVWED
BZFHUIT2ELECATHNICERE N, BFF—N—F4 RFBEESENTVRERICDHKE
RAEh&ERT,

BEICAT 2 1—=)lenkd0RIOKMNCHTRIHFLVITIX) AOEE

DescribeContact APl ZERAL T, 79T 4 7 RAIREREZERTET, URIICATZ1—-)LEh
EFOVRIOBMNCHTRIHLULVWITIXDAOEFEERRILET,
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https://docs.aws.amazon.com/general/latest/gr/gs.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateEphemeris.html
https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
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OEMBLV TLEIT7IXVADMFE, HLWIT7IXUARZTYTO—RIBDHICATZ1-)L&E
NEOVROMNE, BACATD1-)Enza2 20 NEBZREL. 7OTTEHRRTOT147
BI7IXVAZERALET, POTATRBRITIXVALETVTFHEBONEN UBTOTITT T X
VAERESEBDZFER. FHENIEZEYA NIARATOABTERITZ D, TOTTFEOHERE
PSRN R BAAREMABYERT, LN 2T, UBTOIT7IXVAERESEZZHLVITI
XYRAET7Y7O—RLIER, SBEOEREZF YO EILTBATZ 1322288 LE
ER

DescribeContact APl 2R T2 &, AT 1—J)LEhiOZUKME, endTimeiR
TN startTimeB KT ZLHBITB T, FHENMEZSETYAIRNIAID
ABTEHELTVR LD, ROOVEZINOEATERVIBD ZHITTEE
JvisibilityStartTimevisibilityEndTime, S&DOEVEDLEZEF ¥ I L TEBAYT
T1—-)FB e EZBRLEES, ALELEKEEEETREREEED S 30 BEBEZX THN
TRBEVEBA BHA ), FrYoEIchEBVEDLER. FrEILEhEBEVEDEEZN
ETEDETARNNRETD UMDY ET, Fro IOV EZIMNOFMIIDODVTE,
"Ground Station FAQy ZZ8RBL T E&E L\,

FUGEI7IXVADMFZE, AT21-)EnO2R20KME, AV R I MFFHRENEZEEDE
RENEBEDITVIXVAZFEALET, ATP1-)EhkIAVRIMNOFNBET —XZEM
TRIVENHBREEARE,. AVE IR EF Y EILTHULVWITIXUATEARATY 21—/ TESR
EE

FEOHRENDI7IXVAZEETS

BFEDEEAWS Ground StationT ICK > THEAETNTVWBRAENDI 7 T X Ak, GetSatellite F 7=
(& ListSatellites 7 V>3 Z2RCHTETRETEXRT, chsOXYY REVTHhE, RERE
AROIT7IXAVADARTF—RZRLET, COITIXVAXRF—RIE, ([CTF7Y7O—RE
NIEAARALTT T X)) AAWS Ground StationEF7 2L KRDIT7IXVUATREERYET,

@ Note

FUEEI7IXVAREHEICEENMITSNTVERWE®, GetSatellite E =& ListSatellites
ICEk2>TRENFEEA, FUBEI7IXVAICHIZEHREZNBIBZICE, FENITI
X1) A ID T DescribeEphemeris APl Z#ER 9% A, ListEphemerides ZFEALTFHT b
THEAFTREARINTOITIXJAZRRLET,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
https://aws.amazon.com/ground-station/faqs/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListSatellites.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
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F7F)IMDODIT7 T XJAICIE, source & epoch D7 1 —J)LROANEENEF T, epoch
l&. Space-Track A5 7INENE2TNEZELY NOTRY U THY), BEFEOHEOHEIZME
AEhTWETD,

DARLTLT T I XA, source fEA CUSTOMER_PROVIDED &7 V), ephemerisId 7 4 —JL R
ICE—ZEDEBBFNFEENET, CO—EDHEIFIE. DescribeEphemeris 77> 3>Z LTI
TJTIXVAZDTVITBEOICERATEET, CreateEphemeris 7 2 < 3 22 AWS Ground Station%&
NLTAOTY7O—RAPECITZTIXVDRICBAAEIHETShEFZE, 77320 name7 1 —
ILRFBENET,

T7IXYARARF IC&2 TEHICEFHFAWS Ground StationE N =8, BEndF—XE APl O
HURICERAETATVRITIXVUAOARAFTY 7T ay NITEEE A,

FT7AINMODIT7TIX)RA%ZFEAL EEHED GetSatellite U Z—> Dl

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"
1,
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 1528245583.619

NAZRLTI T I X)) AZEHL ZFE D GetSatellite @ 45l

"satelliteId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"noradSatelliteID": 25994,
"groundStations": [
"Ohio 1",
"Oregon 1"

]I
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https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://en.wikipedia.org/wiki/Epoch_(astronomy)
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
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"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-EXAMPLE",
"name": "My Ephemeris"

FUESEI7IXJAD—ERTR

FUGEI7IXVARFECRHENITSATVWEVLEZYD, EXD APIs ZEALTETISICETS
BHRERESLTIEIILENHY KT,

1. ListEphemerides ZFAL T, FNSEI7IXVAZEL, PTHOMAOIXTOIT7 I X
AZ—BRRALET, AT RARAETITIXVARATTTAIINRIVITEERT,

2. BENDI 7 T XA ID T DescribeEphemeris 2R L T, AUBEI7 T XU AICBET 25 M
BHRZMEBLET,

3. BENEVWEDLYE ID T DescribeContact ZFERAL T, MVEALEBICHERAETNZ T 7 I X AICH
TRHMBERERBLET,

FUESEI7 T X)) A%ZED ListEphemerides L AR A D H:

{
"ephemerides": [
{
"ephemerisId": "abcl2345-6789-def0-1234-5678EXAMPLE",
"ephemerisType": "AZ_EL",
"name": "Azimuth Elevation for Ohio Ground Station",
"status": "ENABLED",
"creationTime": 1620254718.765
},
{
"ephemerisId": "def45678-9012-abc3-4567-8901EXAMPLE",
"ephemerisType": "TLE",
"name": "TLE for Satellite 12345",
"status": "ENABLED",
"creationTime": 1620254700.123
}
]
}
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeContact.html
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® Note

ListEphemerides L AR ATk, FUESELI7 I X AIZlFgroundStation”7 1 —JL R
TlF4A&< satelliteld 74— RFHY ., BEINFBZICHYVET,

T7AILMODIT7IXVATF—RICRT

HDABLITIXVAF—RE2T7Y7O—RTZE, TOREDEE TAWS Ground Station A fE A
ITRT7AILRNODITIXVAN LEEETNE T, REAMTEMHBEI TN TLVEVWI 7T XD
ANFERATELRLKLZDET, BF7FIMOIT7 T XU AZBEMEAAWS Ground StationL £t
Ao AWS Ground StationE 7=, k. TOEMHRZBELFT7FILNOIT7 I X AN FEHATEET
H2TE, REOSERRBHOI 7 IXVAOEMBRZBE IRV NZ—BERRLEE A,

(® Note

FUBEIZ7IXVAILGET 72 NMEN L, BEIT7IXVAZLEEELEEA, Ch
5(F. trackingOverrides/N\ZX—ZZFEALTAV RV N ZEFHNITDEEICHRNICE
RenFEd, FNSGEI7IXVRAZFALBVESE. BFA—/N—F4 REIEELTIC
VBRIV EFHNTBIREGT, DRATLARRDYICTOT A7 REEI7IX)ARAEZFEAL
79,

TLEI7IXUAEOEMI7IXYADOTICRET

BEDODT7 A0 Space-Track T7IXVRIZRTICE., ROWThHLZRITITIHRENHVE
CB

s BEBNFAZBLLEEMBEIT7 T X1 A% 3TN THIBR (DeleteEphemeris Z ) & = F &ML
(UpdateEphemeris Zf# /) L& ¥, ListEphemerides Z2 AL T, BEZFAELEFENI T
X)AZ—BERRTEET,

- BFOSERRHEOI 7 I X VAN IXNTHRIINICBEZRTEERT,

GetSatellite ZHUOHL T, HEDBENDI 7 I X!) Asource® N THD & =ZHEIALF
FSPACE_TRACKe F7ZLKRDIT7IXVADEHMICOVWTRR, F7AILSDITT T X AT —
2T, ESBLTIEEL,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://www.space-track.org/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_UpdateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListEphemerides.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_GetSatellite.html
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FUBEI7IXJADCER

FUGEIZ7IXVARIVRIRNZECHRNICERE W, FECEERTSATLEVWES,
"F7AILRMCRTL EVSHREHVERBA, KDWIC, ROKXSCHFUEEITIXUAZERE
TEEXT,

s FUEBEI7IXVAOFERZEFEILTSICE: ZEEtrackingOverridesB L TIBELE I,
BICHLUWVEREEFHLETsatelliteArn, BVEDER., RDVYICEEEhLEHEILT Y
TATBITIXVAEEALET,

s REAODHFNEEL 7 T X RA%ZHIBRT 2 I(ZI: DeleteEphemeris ZRAL T, REICE 2 =B

BEI7IXVAZHRLET, AT7V1—-)EnOV2 0 MTREEAEATVWAIT7 I XY
ARHIBRTEEE A

THIRAOIXRTOEUEGEI7IX)AZ—8BRTTSICIE, ListEphemerides ZEA L
F9, AUBEI7 I XJAW, ephemerisType7 1 —J)ILRIZ&K2T, £FEELAKRAD
groundStation 7 41 —)L RTE%&< satelliteld7 1 —)IL ROFEEICE > THEITEET,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DeleteEphemeris.html
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T—270—-0OER

AWS Ground Station & /—REI YD OEFEZFEALTF—270—2Z2@EL, F—XDA
R)—LMBZBMICLET, &/ —RiE, FTEEThILEBZLRRITIRETKREIhETT,
DMZZFHBAITBICIE,. HS antenna-downlinkANDF—RZT7O—%REFL T & Ws3-
recording., antenna-downlink /—REF, RETERENLE/NTX—X T & OEERARBANR
ORNILOTFATASTFIZRIADERZRLET, . BETF—XZ2ZELTSINTY NIRRE
501 —FT 427 /—Rs3-recordingZ®k L Fd, BROF—X270—&F., AEKICEDV
T, FORNMMEENLERF F—XZ S3INTY NMIEREBATHELET.

2v2arv7O774ILATER,. Z—XICEHLETEBLOF—R2T7O0—%2ERTEET, UTOED
23T, TERATIMOAWS DY —AZRET D HEIC DV TEEA AWS Ground Station U,
T—R7O—ZBETHLHOOHREEZREMLE T, VA /—RFLBEE/—RERBZETNID
DPESHBE, B/ —ROBEOFHMBICOVTE., "1 ZZBL TLE WAWS Ground Station 7%
EEFERAT S,

N =R

- AWS Ground Station *—&X7L—2A2VZ—7 IR
« JORV=2 3 F—2mEEEATS

« Amazon S3 Dt Y K7V T ERTE

« Amazon VPC Ot Y N7 Y 7 ERRE

« Amazon EC2 Mty RT7 v 7T ERE

AWS Ground Station *—27L—>A 232 —T7 T4 A

BRUEF—270-0BROTF—2BERK, F—F70—0DYV—AICK2TELBZYET, Chs5D
ERXOFHME, FEOADAR—F 12 IFRICRMENET, UTR, FRA70F7—270—IZFH
EhPERXZ2REHLEENTT,
s FUTFEDIDY
« ( wigigless-than-or-equal-to) ®F—2A& &, VITA-49 Signal Data/IP Format /N7y M & L TEAE
ENEI, 40MHz

o (FEEA 40MHz KV KE ) F—&IE, AWS Ground Station 75 A2 /N7y N& L TESE
ThEXT,

* antenna-downlink-demod-decode
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https://www.vita.com/Standards

AWS Ground Station d—H¥—HAR
- F—RiF, BRIESENLET—RIPERXONTY NELTBEENET,

s TUOTFTFTYTIY
« F—2A&I& VITA-49 Signal Data/IP Format /Ny RE U TEBETIHEN HVET,

« antenna-uplink-echo
« F—2A&I& VITA-49 Signal Data/IP Format /Ny R& L TEEENET,

JARAV—=23arF—REEZERTS

AWS Ground Station VOAU—2 3> F—XBEMEEICKY) . 7> T+ H S AWS Ground Station
HR—RENTVBREEDOAWS U—D3VICTF—RERBRICEFTEERT, 2&FW., 1 V7FAK
ZOFYZE—OAWS V=23 VIZHBFEL, AVR—F1TROEED TEBAZAT D 1—
JLAWS Ground StationE7 —> 32 T& XY,

Amazon S3 /N7 Y RTRIVEDLETF—XZZEFETHE., AWS Ground Station [F I XTOEEHEH %
BEEBLED,

Amazon EC2 4 > AZ 2V AANDVOA) —2 3 F—XE{E (AWS Ground Station T— I 2 MNE
ERF—27O0-IVRRA N N2ER) 2FATRICE, F—X70-—IRKRANERED
AWS U—2 3 > IC4ERK L. dataflow-endpoint-configTEIL U —2 3> 28 ET D HLENf HYET,
AWS Ground Station l&. #—XVOA) -3 OEEZERBLET,

Amazon S3 Oty K7 Y T EERTE

Amazon S3 /N7 Y hRZ2FEAL T, ZFERALTAI U 0T F I 2Z2ETEET AWS Ground
Station, %154 s3-recording-config Z4ERK B IClk, Amazon S3 /N7 Y K&, NI Y N AWS
Ground Station NN 7 7 A I DEZIAGZ IZFFATH IAMO—I)LZIEETEDILEN BV ET,

Amazon S3 /Ny b, IAM O—J)L, £k AWS Ground Station %E DR B9 3 #IFEAmazon
SIFEFKECDVWTE, T, ZZRBLTLSEEL,

Amazon VPC Oty N7 Y T EHE

VPC Y RNRTYTTDEONDTERBHARE, COHA ROEBHENTT, EMICOWVT
. "Amazon VPC 1—H'—HA R, 2B L T T,

cOtEUa>TR, AmazonEC2 £EF—ZR27O—I 2V RARA NN VPCAICEET S HEICD
WTEHBALET, . BEOF—E270—ICXL TEHOEERS > N ZEHYR— KN AWS Ground

VORIV —=2 3 F—2BEOER 105


https://www.vita.com/Standards
https://www.vita.com/Standards
https://docs.aws.amazon.com/vpc/latest/userguide/what-is-amazon-vpc.html
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Station LTVWEB A, EF—270—F 12O EC2LY—N—ICKRTIBDENFRENET, B
—DEC2LY—N—ZBELTWVWS®H, RERFIILFAZARTEHYEFHA, VPC ZFEATS
TEBHCOVTIE., T Z283BLTILKEEVWI Y23 7TO77M4ILEEDH,

= =

AWS Ground Station T—> I MZ &% VPC 52 %E

Region AWS Ground Station

Elastic Metwork Interface

H Security |

Elastic IP group
Private subnet
m EC2 instance
AWS Ground Station
Agent

HEF—RF., 7oTFICFEET S AWS Ground Station T— I R AR AICERHtENE
9, AWS Ground Station T— IV MEARNSAETL, EELE AWSKMS F—%& AL
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TCTF—REBHILET, BANT AT &, AWS Network /NY D R—22EOY —AT T+ H
5 Amazon EC2 Elastic IP (EIP) IZIAfEENET, TF—XiE., 7R Y F& iz Amazon EC2 Elastic
Network Interface (ENI) Z/T LU TEC2 1 VARV AICEIBELE T, Amazon EC2 EC2 1 VAR
AT, 41 ARN=)L&E 7= AWS Ground Station T—> I MNEF—2EESL., IF LIS —EIE
(FEC) ZEfTLT ROV 7ENTF—RZB AL, EYRNTPYTTEELLIP ER—MCEELE
ED

ROVARNTIR, I—> 1> NOBEERIC AWS Ground Station VPC ZERETHEEIC, —E0D
Y RNRTPYFICBEBTHEBEERICOVTHALET,

¥ 1)F147)L—7 - AWS Ground Station RS 7 14 Y VBRAOEF 1V T 1 JIN—T%2EETS
CEEBEOHLET, cOEF1UFT 1T )L—71&, Dataflow Endpoint Group THEEL D ERL
R—NEETUDPEEARNT 71V I RFATRIHENHYET, FEAWSIYER—TIRTLTa1vD
A AN AWS Ground Station Z## L. 79 AFFA%Z AWS Ground Station IP 7 KL A0 & (&l
BRLUET. F7O4)—232 0 PrefixListld ZEE A D FEQOFMIIOVWTE, "TAWS ¥ &R—

SRILTZAVIAIAR) 22RLTLIEE Y, PrefixListld

Elastic Network Interface (ENI) - LD EF 1V FT 1 JI)L—7"%2 0 ENI ICBEEF T, NTUv OH
TZYNIRETDHLENHYET,

@ Note

ENICEICTRYFENZDEF1)TATIN—"TOBOTF7AILNDIA—RIE5TT, C
NFHFEK 16 BORBARELZHIRTY. "Amazon VPC UV #—%  #SBL T EE L,

XD CloudFormation 7> 7'L—KNi&, OO a3 THEATIA 2V TISANTIOF Y EERTD
FEERLTVET,

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
Vpcld:YourVpcId
SecurityGroupIngress:
# Add additional items here.
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/amazon-vpc-limits.html#vpc-limits-security-groups

AWS Ground Station

I—¥—%( K

- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress."

InstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation

Properties:
AllocationId:
Fn::GetAtt: [ ReceivelInstanceEIP, AllocationId ]
NetworkInterfaceld:

Ref: InstanceNetworkInterface

AWS Ground Station T—2 T2 MNZ &% VPC & E
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F—R7O-IY kKA NEHEALE VPC B

AWS Ground Station

I:'.E-‘

@ Private subnet Private subnet
E EC2 - Receiver E EC2 - Transmitter

Dataflow endpoint Dataflow endpoint
application application

A 4 A 4

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

FHETF—RE., PoTFEETZITF—RXI7JO-TI 2 RRA I NTTIVT—23 2042 ARR VA
ICR#HEhET, TOR, NFFAETSDVPCHASIOAFT AT N Amazon EC2 Elastic Network
Interface (ENI) 2 L TF—Z A" EEE NhFEF AWS Ground Station, TN %, F—AZlE Amazon
EC2AVAZRVAILTRYFENEENIZN LT AmazonEC2 A1 VARV AICBBELET, 1A
N=IleniF—270—IRKRARNT7IT—23a2k, Y NTYTTEELEIP ER—
NCEELET, cOT7O0—0OFEF, PYTVIERETRELET,

RDVARNTE, F—270—I2RKRANEEHAICVPC ZRETHEEIC, BENRELNDZE
EBEEIZODVWTHBLET,

(@ Note

ENICEIETRYFENDEFIVTATN—TORDOTIAZILIDIA—-REE5TY,
NEHEAX 16 BORBAEELFIRTT, "Amazon VPC V4 —%, ZSRL T EE L,
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https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
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IAMO=)L-IAMO—=J)LEF—270—IRRANO—FTHY), RHICERENATVWELA, 7
OAT7 AT N ENI Z4 L T AWS Ground Station Amazon EC2 1 VARV AILT RY FT 3 1=
HICEAETNS IAMO—)L,

EFXF1VFTATN—T1-20F21VFT4T)IN—=T"1. PHI2ND AmazonEC2 1 VARV A
ICBEN TSN D ENIICTRY FEnET, dataflow-endpoint-groupZ L —7 TREE hiR— K
T, EFIVUFTATIN—=—T2H5OUDP RT T4V U ZFUTIHLENHYET,

Elastic Network Interface (ENI) 1- £F1UF 4 5)L—7 1 2O ENI (ZBER T, 47 %Y NCE
BEIRLENfHVET,

BTZXYIN-THDIDRAD AMazonEC2 A VARV ANTF—R27O—¢ I BL<EE 1 DOE
FAAEER IP T RLAN D CEZBETIVEN BYET, YTXRY NOY A XEREOEMIZDOV
Tk, "™H7ZvyRCIDR7OVYY, #BLTLSEETL,

EXIUFAaTIN=T2-C0OtF21)FT14T)—71F Dataflow T RIRA4 > N TSHBEIET,
CDEF1VF4TI)—71F. AWS Ground Station & 7HIO > NCF— 2 %2RETZ-HICEH
FTBHDENI ICTFRYFENET,

=232 - J0A)—=232ERTYHR—RFENATVR U232 0FMICOVWTR, Tl 28K
LTIKEETVWIOR) =3 F—2BEEZERAT 2.

XD CloudFormation 7> 7'L—KNi&, COtEI 3V THRBEATDIA 2V TISANTIOF Y EERTD
FEZERLTVWET,

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: YourVpcId

AWSGroundStationSecurityGroupEgress:
Type: AWS::EC2::SecurityGroupEgress
Properties:

GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the

10/8 range."
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InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:

# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.

# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

Amazon EC2 Oty KT Y T EERE

AWS Ground Station T— I RELRGRF—27O0—I2 RRA NENL TEEET 1D VITA49
Signal/lP 7*— & £ /=(& VITA-49 Extension 7*—X/IP O RIS (CIE. Amazon EC2 1 AR A
EBEYICRETAILBEABYET, BEO-—XICHLUT, 7OV NIV K (FE) 7OEY HER
l& Software Defined Radio (SDR) ZEU A AR ATE#ERETLEY, BMOEC2A VARV A
ERMALEYNITBRENTEEXRT, FEFLEIESDROEBIREA VAN =LK, COI—Y—FHA R
NEENTT, BEOTF—REXAOFMICOVTRE., 1 28BL T EEVWAWS Ground Station
TF—RTL—A R —T7 I 4R,

H—EARMFOFMCOVWTE, AWS " H—EZAZH, Z25RLTLKEEL,
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Rz h2-—MOEYTIRTIT

AWS Ground Station &, AmazonEC2 1 VARV AN tEY KT Y T2 RBBIZTD2—HRHUBEY T~
DITERHLET,

AWS Ground Station T—> 1T 2 b

AWS Ground Station T—> T2 M, FPRILPABAKRE DigiIF) o> U 0F7F—22%FEL,
LUTAgEICTREFTtehiTF—22HILET,

« 40 MHz ' 5 400 MHz O® @ E T DigIF 0> 1) > U #ge,

« AWS XY RD—UE®/N7 1) Y IP (AWS Elastic IP) NOEL—K~, 82 Y 2—0 DiglIF 7—4&
(TR

- BIAEYITE (FEC) & 2 EEMOE VT — X B,

« BELICHAARARIY—TZ—Y RAWSKMS ¥—%2FAL 2B TF—2EE.

HMICOVWTIE, AWS Ground Station " T— x> RI1—H—HA R, 28RBLTLSEZTL,

TF—27O—TI2RRANTTVT—>3>

AWS Ground Station 7> T 7T OFFTE Amazon EC2 4 VARV ABTF— X B X ZE AWS
Ground Station 2 I TEAT D XY ND—O0F77)5—>3>, F—20F7vy 700k
IO ICERATEET,

Software Defined Radio (SDR)
BELOBEICEAETShIESZ2RAB/ERAISLOICFERATEDY 7 NI I T ERER (SDR),
AWS Ground Station Amazon Y>> 4 X—< (AMIs)

CNSDA VAR —IDEIRBIVVBREFBZEMIADLHIC, ICEBRREE Nz AMIAWS
Ground Station £ HEE N TVET, AMIs TF—R JO—I Y RRAVKNRY ND—=OF 7T 75—
< 3> & Software defined radio (SDR) Z{#X 7= AMIs (&, A R—F 1V INFETLERICTH
DORTHATEDRSIZARYET, chslk, 774X —K Amazon EC2 OV Y — )L THRT
ZFETF. AMIs AWS Ground Station T— I hO&HB AMIs B/NTUY OTHY, NTUY Y
Amazon XA X—=T (AMI) TSV RAT—2 32 ZRETH I ET AmazonEC2 OV Y —
LTHRETEET, AMis
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TLXRNYDERE

AWS Ground StationTL X MU &, HE> 22 NHIZAWS Ground Station7 > T F+FHA S EEV T
WEALDARN)ORZRMLET, TLANUF—2ZFEALT, AVEFZIONNT =X ADE
—ZUVY, BEoRY., HEBEICEITAIBERICEODVEEZEERELZTDICENTEET,

N =R

« TLXKNU DI

« FAARBETLANIEAT
- V=23 RO AM

« TLXKNYU DERE

« TLXNUF—RZEBETS

TLXRMN)DEH

TLANDZERTSICE. TLXKNUF—R%ZAWS Ground StationBt{E 3 2 BFIEIEET S
TelemetrySinkConfig Z5REL £9, RIZ. telemetrySinkConfigArn7 4 —JLRZFEHAL T,
COFREZZIVIIAVTAT7AIICENMLET, TLANUNFBMNEIY 370774 %E
AT5BVEbLER, BTFLXNUF—RETHI>2 MMIAWS Ground Station AR —Z2J L&
¥,

TLANVBEZ7OEARRDLS IZHELET,

1. FLANUF—R2%2ZETBHICIE. AWSFTHJ > NIZ Kinesis Data Streams AR —AZ/ERK L
£, ANU—AR, BREEATZS1-)INITBDOERLUTHINE) =230 TERT DS
ENHYET,

2. ANU—AICF—2%ZEEATAWS Ground Station7 7 EAF A 2592 IAMO—)LZ4ERKL
x99,

3. ANU—=A& IAM O—)L% S8BT % TelemetrySinkConfig Z#EK L £,

4. TelemetrySinkConfig 23Xy > 3> 7O7 7 A I)LICEBMLET,

5 HILWFLXANURISZ Y a>7O7 74 ) 2EALT, EREZ—ERTBRTFFHLE
¥,

6. CHOIVIIVITOATTAINEFERATHIHAVEDLEHR, AWS Ground StationlE T L X kU F—2%&
ZIFEFE') T I RA LT Kinesis Data Streams AN —ALICARNI)—Z2JLFT,
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7. AWSH—ERXLERIMBAOT7VT—>32 2 FEALT. ANV—LDTLXANIF—RZHE
LTaELERT,

EAAREETLANIRALAT

AWS Ground Stationld. BAWVWEDHEFICADTLXXNIRA T2 REHLET,

(® Note
AWS Ground Stationld, Y R—KRENTWVWBTLXRNY XA T OHRICERVBATVET

RAZKRTLXRNY

BEIOVEOMNFOTTTOEEICEIZDERERHELET. COTLANIZATREICT
YEIRMRICEFE A, EEOFNALIORY RENEAUANFBEAETT, FHRICOVWTE,
"RAVERTLARD ) Z5RLUTLKEZ L,

T LXK DER

TUFFRPAT—RALBHIS—CEI2BHRERBLET. COTFLXNIRZATE, &
PRETHBESFAENCE > TUVABALREENET. FMCOVTE., "FLANJDE
B, EBRLTEEL,

)= a2 RIOrR A

FLARNUIE, HAWS Ground StationBI#ET 2 I XTHAWS) — 3> TEATEET, 270
ROETHIZ., TLXNUIZAWS Ground Station7 > T FAS AR IO KNZAT2a1—)LLEY—
TavICEEEh, VOAU—23a>HR—MIEEEhET,

AWS Ground Station') —> 3> L FROBFAOTEHEIVANCOVWTR, T, Z28RBLTILKEE
WAWS Ground Stationd7 —> 3>/,

TLXKNYDRE

AWS Ground StationiZ#& DT L XN ZERETDICE. ROFIEICHVET, COERENTT
I2E, FLANURBIEYZ a2 707 740N E2ERITZD2IFZIRNRIC, TFLARNUF—2H
Kinesis Data Streams A N —AIZB{EE NFE T, Kinesis Data Streams D FFMIC DLV Tk, Kinesis
Data Streams 1—H'—H 4 RZSHBL T EE L,
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ATY 7 1 AIRZFHAWSE BB )Y —AZ2EKT S

Q—H—H1 K

XD CloudFormation AZARY K&, TLXRNUBEDRRZHAWSE LD )Y —RAZERT B FE
ZERULTVWET, COAZARY MNE, Kinesis Data Streams AN —A4L &, AN)—=ALICTLXRKND
F—2EEEIABAWS Ground Station7 7 EAHFA 2592 IAMO—I)LZ/ERL £,

TelemetryStream:
Type: AWS::Kinesis::Stream
Properties:
Name: GroundStationTelemetryStream
StreamModeDetails:
StreamMode: ON_DEMAND
RetentionPeriodHours: 24

TelemetryRole:
Type: AWS::IAM::Role
Properties:
RoleName: GroundStationTelemetryRole
AssumeRolePolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Principal:
Service: groundstation.amazonaws.com
Action: sts:AssumeRole
Policies:
- PolicyName: KinesisWritePolicy
PolicyDocument:
Version: '2012-10-17'
Statement:
- Effect: Allow
Action:
- kinesis:DescribeStream
- kinesis:PutRecord
- kinesis:PutRecords
Resource: !GetAtt TelemetryStream.Arn

UTOVARTR, TLANVBEZRETSIBO—ENREICEITZIZEEREEHZTRLETAWS
Ground Station,

Kinesis Data Streams AN —AL - ANU—LRBAVFIVRFYNI T4 E—RZFEAL. R)—
TYNMIESVWTABNICAT-U2JENET, Chid, BEALDI—AT—ATHREIE
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To ANU—ALR, F—REZ 24 RKEARBFIDIDIIIHREENTVET, F7FI)IBKTRE., ANU—
LRAWSY 22— REESILEFERALE T, THAEIN—NZX—T RESILEFERAT S ICEAWS Key
Management Service, StreamEncryptionZ’0/V7 4 ZEML. IAMO—J)LARVZ —ZEFHL T
T Ut Akms:GenerateDataKeyfFAIZEH E T, #FMIC DLW T, Amazon Kinesis Data Streams
TOT—SRE, Z2ZRLTLEEL,

IAM O—)L - IAM O—JLi&. groundstation.amazonaws.comY—ERXZ7 U2 /N)LAO—)
#5|&Z2 T, TLXKNUF—A% Kinesis Data Streams AN —AICEBEADLEZHFILET,
A—J)L7R) > —Fkinesis:DescribeStream, AR —AL® | kinesis:PutRecord, &V
kinesis:PutRecords7 7> 3> OTF7 UV EAFAZRELET, ARV —EO-ILRIZ—D
BREICEITDHAAVATLARID VOBREICODVTR., "1 Z22RBLTLKEEV,

JEINEXTE -AWS Ground Station API J—JLICEATS IAM 1—H¥—FL@EA-)LICT7 It
Aiam:PassRolefFA ZEBMLFET, <hiZkl), TelemetrySinkConfig ® #ERAWS Ground
StationBFICTLXRNUO—)LZ CETENTEET,

PassRole 7R 1) < —® 45

O—IRIS—BEHELERFTERYFIBFEOFHEM-COVTE, IAMI—HY—HA4 R®O "IAM 7R
) —nEE, #SBLTLKEEVY, 7t Aiam:PassRoleHFAIOFMIC OV TIE., TAWS H—
ERACO—IZEST T O AFA 21— —ICH5T5) 25RBLTLSEETV,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"

1,

"Resource'": "arn:aws:iam::999999999999:ro0le/your-telemetry-delivery-role-name"

AT Y 7 2: TelemetrySinkConfig ZERR 3 %

AWS Ground Stationh" 7L X K1) F—& % Kinesis Data Streams AN —AICEET R HE%2ESE
¥ % TelemetrySinkConfig Z#ER L £ T, AT Y 7 1 ®CloudFormation AR Y JHHAS AR —
IAARN &0O0—J)L ARN ZFERHLE T,
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® Note

TelemetrySinkConfig Z#EK 3% &. AWS Ground Stationl&/N\—F 13> F—H OEQOF
ARNLO—REBIES TS & T, Kinesis Data Streams AN —AANDT It AZRIEL £
Jtest,

TelemetrySinkConfig DERDOFMIC DV TR, "1 ZZBLTIKEEVTLANIUZ Y IEE,

ATFY 732y ar7O77A4IICTFLANDZBNT S

2v2ar7O774 0N eEBLET, Sv2a>7O774MIINOEROFEMICOVTE, "1 %

SBL T EEVAWS Ground Station 2v 3> 7O7 74 )\ E2EAT, 2Xv2a>7O77
1 I)LICEEMtelemetrySinkConfigArnL T, ARV NHOTLANUBEZBMICILET. A
T v 7 2 THERL = TelemetrySinkConfig ® ARN ZEHA L £7,

ATY7 4 ARV NEARTZ1—-)LTB

TLANUNBMBEIY a2 7O7 74N EEALTIOV RO NEART D 1—I)LLET, AR D
NH. AWS Ground StationldT L X k1) F—2A& % Kinesis Data Streams AN —AICARN)—Z>
JLET,

BULWEbEHRIZFREhD L

s TLXNVUEREK-BAVEDENFEREhD L, T—ENANI—ZI2TZHRKBRLET.

s FEVTILRALDEE-TLXMIFEE) TILXA LT Kinesis Data Streams AR J—AIC
AEFELET,

- BLVEDLEHE - T-RBEAVEDE2AKZREL TRitE T,
« BEFL-OVR VR TIRE, FLANJBANI IV TZEFLELERT,

BEOEZZUY

TLANVERGRE, ATZEALTEZZVITERT,

« Kinesis Data Streams AR J—AX K2 A -CloudWatch TZEL I— RZHEFELE T, FEMIC
DWW TIlE. Amazon Kinesis Data Streams D EZXU >4 1 #5RBL TS EEV,

« T7VT—23207 - ANU—LDSHEITRZTTIT—23 207 20BEZRIALET,
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+ Kinesis Data Viewer - Kinesis Data Streams AN —AJd> YV —=)LZFERAL T, ANU—LDOH>
ZILI—REZRRLET,

XD FIE

Y RFPYTHRETLES, ROZEHNTEET,

¢« FLANUF—SHREEATRETLANIZATICOVTHALET, "TLANUF—2%
BRT5. EBRLTILEEL,

+ Kinesis Data Streams AN —AASTLARNIF—R2Z0BITELOOT T VTr—a 0 2BE
LET, FHMIZD2LVTIE. Amazon Kinesis Data Streams @ 1> 1 —Y—NEE, #SBL TL
EEV,

« CloudWatch 8 R ETDMDAWSH —ERZFEAL THA Y 1 R—RETFT—hEERLET,
 BENMRELESEAR. RTINS 1—FAITHA A AZERLTLEEY, TFLAKNJ®D
RTINS a—FT420, #B8RBLTLKEEL,

TLXNUTF—2ZEHETD

T L XN F—A & BaseBase64-encoded& 1 /= JSSON L J— R & LU T Kinesis Data Streams A b
)—ALICEETAET, FLO—RICE, OVEZINCETIXRXTF—2®5 U TdcnkzTL
XANDAEERE, BEOV RV MNRICPRET N BRI SEENET,

F—RAHROBE
EFLXARMNIJLO—RIZE, ROOAVR—ZFZBRMHIEENTVET,
FTLANUDRATEN—23 D

TLANIUF—BORHEDRATETDAF—XN=—232ZHBILET. ChiZLY, EF
EEBTLANIRATZBYICHENTERET, AF—XON—23 2T 0OFMICDOVTRE,
M ZZRULTIKETVWAF—XON=—J3 22T L,

AO—7ID

TLANVDOEERO-—BEDOHEBF. chilkVY, TLANUTF—RZREOEBLICEENSITS
CENTERXRY,

X272
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F—2

TLAXNUBATIZBBOH TV JEniz=TL X NI RIEE,

N=F14232F—

FLANULO—RE, ERXRON—FT 12 3>F—%FEHL T Kinesis Data Streams AR —AlZ
BEENET,

SCOPE#scopeId#TELEMETRY_ID#telemetryId#TELEMETRY_VERSION#telemetryVersion

CON—FT4230F—IC&Y, 1 DOV EIRNCRTEIEBEDZRATOINTOTLXANUY
Kinesis Data Streams AN —ALAROELUZ ¥ —RIZEEE A, TOOAVEZIMNOFLARNJAR
) —ADORBEEIEFAAS A AREICKZY) ET,

RAZRTLXRNY

RAVKRTFLARNVGE, BEOERIMNFOTUTTORA NAFEAICETZIEREZRBLET, C
DTLXANIRATRE, BLEAVWEDLEHRIIEFENET,

TF—2T714—)LR
sampleTimestamp
TLXNUF=BAHG T TEnizKZl, 1SO-8601 XX Tk UTC, S UMKE.
Fz
ToTTORBOFUAEZEHRTRLET,
=

i

TOoTTORBOLRAEZEHRTRLET,

commandedAzimuth

AEBRNOIONY RENEANA, Cchik, FoTFHFFERLEISELTVWSREZ—Y NFUA
T9,

commandedElevation
AEBNOINY RENEESAE, chik, 7T FIFFERLEISELTVWSREZ—5Y hDE
BRETY.
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® Note

KEOTTFHNER., MENSHRPEMRPOEBBNEELEICKY, OV REhZLE
EREBDIEENHYET,

XZF—=2714—=)L R

groundStation

W EROBE ("TANAF 11 BE ),

satelliteld

DEE')Y—ADEBIFAWS Ground Station,

contactld

Fl:ﬁ \I\ébﬁ@é&gu%o

JSON 0 5l

"telemetryTypeAndVersion": "POINTING#1.0.0",
"telemetryType": "POINTING",
"telemetryVersion": "1.0.0",
"scopelId": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"

1,

"data": {
"sampleTimestamp": "2025-12-08T12:00:00.123Z2",
"azimuth": 180.5,
"elevation": 45.2,
"commandedAzimuth": 180.0,
"commandedElevation": 45.0

}
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TLXKN QBB

EBHTLANIGE, POTTERAT—RAEEBHRIZ—ICEIZERERHLEIT, COTL XD
JEA7F, BFRECEHEFIBUICE>TVWREE, BLTTUTHHIBBEHRET VT 17
ICEALTVWR EEILEFEIET,

® Note

TrackingConfig @ autotrack/N\TX—&2 A" (CERES *l'C W3 HZEREMOVED, BHfTL X K
VREEEhEEA. BREOEHFOFMICIOVTRE., 1 Z83RBL T EEVERHFHRE.

F—R74—)LK

sampleTimestamp

TLXNUF—=2KF52 7TV JEhi-Bz, 1S0-8601 XX Tk UTC, T UMEBE.

trackingStatus

TOoTTOREDEFRAT—RA, ARBERUTOEHTT,

« TRACKING — 7T FR@EIZIv>a>7O7740NC—HTBTJFIINICEECOY I h,
ZEEMLTTI9T47IC740—-LTVET, Chik, ORI MNFODOTHARERRET
9,

« ACQUIRING — 7> TFHRESEZRDHTOYIHRTT, ATAREE, T7IXVAF—
RICEDVWTRANTBR7OTALICLDEHEFRALTVET,

 MASKED —HENDFANEBEFEBE NS Y ONAIVDOERICHY)ET, DFV), 7oTFHE*®
DEEDHFOTEENSY VZBEICIAITSICEFTEEFREA. CNIFBEE. BESKED
RF T3 A SVMEETRELET,

trackingErrorAzimuth

FNBHMOEHFLIZS—. ERTRAEENET,

trackingErrorElevation

EE%@EW:E?—O E?ﬂl‘(“fﬂﬂfﬁé *'-353-0
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® Note

BRI —EE, EEREZHEARLTZEHICEHEEIFFAWS Ground StationlZBHAE 13
T7IXVAR=ADOTOATSALRNZY VOHRAEZRLET,

X2F=2714—=)LR

EBHFTFLARNIIZE, RAMTLXRNVERBUXEZTF—RT7 1 —)LR
groundStation, satelliteld, LT AEENEFcontactId,

JSON 0

"telemetryTypeAndVersion": "TRACKING#1.0.0",
"telemetryType": "TRACKING",
"telemetryVersion": "1.0.0",
"scopeld": "12345678-1234-1234-1234-123456789012",
"metadata": {
"groundStation": "Ohio 1",
"satelliteId": "87654321-4321-4321-4321-210987654321",
"contactId": "12345678-1234-1234-1234-123456789012"
},
"data": {
"sampleTimestamp": "2025-12-08T12:00:00.123Z2",
"trackingStatus": "TRACKING",
"trackingErrorAzimuth": 0.2,
"trackingErrorElevation": 0.1

Kinesis Data Streams AN —ALAASDTF—XDFHELY)

T L X NUF—A(& Kinesis Data Streams AR —AILEEE N, EEODANI—LHEE/NZ—2
BEALTHETZEEXT, ANU—LDSTF—R225cBBEERF,. XOZEBEHEICFELTLKESE
(AN

Base64 71— R

Kinesis Data Streams AN !) —AD T —2AX & Base64-encodede N TWVWET, F—X % JSON &L
THEFTDHIC, T—R2E2TFI—RIDVLENHYET, FHMICDOVTIE., Amazon Kinesis Data
Streams DEH; 2SBL TSV,
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Kinesis Data Viewer ) {#

TLANUF=RICTERLSTIEATS=HIZ, Kinesis Data Streams AN —ATJ>Y—)LICIE
F—RE1—J—HENfrRAZEETNhTVET, COMEZFERTIHE:

s TLAXNVUEER, ARNV—ALAROEENS Y—RICRETDHEEN BV ET,

e F7FIINOABNVNER, >Y—RENOKRFHOL I—RHLSTEAESNET,
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import boto3
import uuid

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

# The contact ID of an existing scheduled contact to update
contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

# Generate a unique client token for idempotency.

# If you retry the same request with the same client token,

# the API returns the same response without creating a duplicate version.
client_token = str(uuid.uuid4())

# Update the contact to use a different TLE ephemeris for tracking.

# The UpdateContact API applies all parameters in the request.

# Any parameter set to null is treated as a request to clear that value,
# not to leave it unchanged. Include all desired values in each request.
print(f"Updating contact {contact_id}...")

update_response = ground_station_client.update_contact(

contactId=contact_id,

clientToken=client_token,

satelliteArn="arn:aws:groundstation::111122223333:satellite/a88611b0-f755-404e-
b60d-57d8aEXAMPLE",

trackingOverrides={

"programTrackSettings": {
"tle": {"ephemerisId": "b2c3d4e5-6789-0lab-cdef-EXAMPLE22222"}

iy

contact_id = update_response["contactId"]
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version_id = update_response["versionId"]
print(f"Update submitted. Contact: {contact_id}, Version: {version_id}")

# Wait for the update to complete using the ContactUpdated waiter.

# The waiter polls DescribeContactVersion until the version reaches

# ACTIVE (success) or FAILED_TO_UPDATE (failure) status.

# The waiter raises WaiterError if the version reaches FAILED_TO_UPDATE

# or if MaxAttempts is exceeded, so we use try/except to handle both cases.
print("Waiting for update to complete...")

from botocore.exceptions import WaiterError
waiter = ground_station_client.get_waiter("contact_updated")

try:
waiter.wait(
contactId=contact_id,
versionId=version_id,
WaiterConfig={
"Delay": 5,
"MaxAttempts": 180,
.
)

print(f"Contact updated successfully. Version {version_id} is now active.")
except WaiterError as e:
# WaiterError is raised when the version reaches FAILED_TO_UPDATE
# or when MaxAttempts is exceeded. Retrieve the current version to inspect.
version_response = ground_station_client.describe_contact_version(
contactId=contact_id,
versionId=version_id,

)
version_status = version_response['"version"]["status"]
if version_status == "FAILED_TO_UPDATE":

failure_codes = version_response["version"].get("failureCodes", [])

failure_message = version_response["version"].get("failureMessage", "")

print(f"Update failed. Codes: {failure_codes}, Message: {failure_messagel}")
else:

print(f"Waiter timed out. Current version status: {version_status}. Error:

{e}")

d—RofAl 143



AWS Ground Station I1—H—HA K

Bl: BLWEDEN—T 32 ZRRTS

XD OFITE, AT—2A, [RE. BERHSE, BEOBAVELEN-—23a 2 0FEZERBLE
ER

import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

"alb2c3d4-5678-90ab-cdef-EXAMPLE11111"
2

contact_id
version_id

# Describe a specific version of a contact.

# Use this API to check the status of an update or to view the

# configuration that was active at a specific point in time.
print(f"Describing version {version_id} of contact {contact_id}...")

response = ground_station_client.describe_contact_version(
contactId=contact_id,
versionId=version_id,

# Display version details

version = response["version"]

print(f"Version ID: {version['versionId']}")
print(f"Status: {version['status']}")
print(f"Created: {version.get('created', 'N/A')}")

if version.get("activated"):
print(f"Activated: {version['activated']}")

if version.get("superseded"):
print(f"Superseded: {version['superseded']}")

# Display contact details for this version
print(f"\nContact ID: {response['contactId']}")
print(f"Contact Status: {response['contactStatus']}")
print(f"Ground Station: {response['groundStation']}")
print(f"Start Time: {response['startTime']}")
print(f"End Time: {response['endTime']}")

if response.get("satelliteArn"):
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print(f"Satellite ARN: {response['satelliteArn']}")

if response.get("trackingOverrides"):
print(f"Tracking Overrides: {response['trackingOverrides']}")

# Check for failure details if the version failed to update
if version["status"] == "FAILED_TO_UPDATE":
failure_codes = version.get("failureCodes", [])
failure_message = version.get("failureMessage", "")
print(f"\nFailure Codes: {failure_codes}")
print(f"Failure Message: {failure_message}")

Bl BVEDEN—232E—EXRTTD

XD OFITE, REBBREY NEREBIBZLEOIIR—DHEZFEAL T, EENTEBEBEEZR
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import boto3

# Create AWS Ground Station client
ground_station_client = boto3.client("groundstation")

contact_id = "alb2c3d4-5678-90ab-cdef-EXAMPLE11111"

# List all versions of a contact to view the full history of changes.
# Results are paginated. Use the nextToken to retrieve additional pages.

print(f"Listing versions for contact {contact_id}...")

paginator = ground_station_client.get_paginator("list_contact_versions")

page_iterator = paginator.paginate(
contactId=contact_id,
PaginationConfig={
"MaxItems": 100,
"PageSize": 20,
},

for page in page_iterator:
for version in page["contactVersionsList"]:
version_id = version["versionId"]
status = version["status"]
created = version.get("created", "N/A")
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print(f" Version {version_id}: status={status}, created={created}")

if version.get("activated"):
print(f" Activated: {version['activated']}")

if version.get("superseded"):
print(f" Superseded: {version['superseded']}")

if status == "FAILED_TO_UPDATE":
failure_codes = version.get("failureCodes", [])
failure_message = version.get("failureMessage", "")

print(f" Failure Codes: {failure_codes}")

print(f" Failure Message: {failure_message}")
if status == "UPDATING":

print(f" Update is currently in progress.")
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Ground Station ® > 2 0 NREED 1L,

SEOBVEDEDORENZHLTVREEIRENT VIV ERTIRHEE. COTFTU>3
CEBEELTRIIL—INERETEERT, chldk, IJVFIMNOREXREICHIZBENEZZETHE
BILRIABET, chSOARVNEZELLEEEZIC ZEEITZHERE,. Tv>a>7O774)
@ contactPrePassDurationSeconds & contactPostPassDurationSeconds ZZE TCEEX T, 1 X
RE, AVRIVKNODARTDZ 21— )0 )—23 2 ICEFEENET,

ARBEDOHZEZRATIZCRLETS,

"version": "Q",

"id": "01234567-0123-0123",

"account": "123456789012",

"time": "2019-05-30T17:40:30Z",

"region": "us-west-2",

"source": "aws.groundstation",

"resources": [

"arn:aws:groundstation:us-

west-2:123456789012:contact/11111111-1111-11211-1211-2111121132111"

1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
"satelliteArn":

"arn:aws:groundstation::123456789012:satellite/11111111-1111-1111-1121-111112122111111",
"contactStatus": "PASS"
}

contactStatus ICIBETE B {EIE. the section called “AWS Ground StationfEIWVEHh AT —4
2 TEBEENTVET,

Ground Station T—2 70O—I2 RIRA > NTI—T OIREZE

T—RT7O—IYVRRANIIIN—T 27— 2ZEFECEALTVREELT I3V E2RTTS
B, COTUaVEEBEIBR LI ERETERT., chiZLl, F—2T7O—-IVR
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SNARRNEZZELELEIC Z2EETSHEIE. B contactPrePassDurationSeconds &
contactPostPassDurationSeconds 2#&F 27 —27O0—I > RRA I NITIL—T%2FEALET, <D
ARNE, F—RT7O0—IVRRANITIIL=T D) =23 CEEENET,

LTICHlZERLET,

"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb@9",

"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd10@f-f2bc-479c-bf7d-55644737fb09",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb4@-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"

dataflowEndpointGroupState MIREEE L T, PREPASS, PASS. POSTPASS., & T
COMPLETED AEZX 5N &Y,
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L=IZERETEXRT, chllkY, TTIX)AOREENICHUTCEEREERET IS AV ERT
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TEET, COARNOBHE, T7IXVANT7YZ7O—RENEV—2JaVICEBENET,

LUTFICHlZERLET,

"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bccccad05000"

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec”
}

ephemerisStatus MR E L T, ENABLED, VALIDATING, INVALID, ERROR, DISABLED, &
& U EXPIRED 'EZS5NET,
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7 RL A AWS Ground Station, U7 TARDREITE, VIVIANOERTAFEEDFHZHIETE
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« DOTARNNI—BNFELIE AWS Identity and Access Management (IAM) 1—4 —5REHEH %= £
LTIThnizhrESH,

s VDOTARMYO-LNFELER7IFL—>232d—H—0TFT2RZUBEF1 )T« FEAIEREEA
LTITbhizrESH,

« DOTARHBIO AWS H—ERICL>TIThhizAEDSH,

M DOVWTIE, TCloudTrail userldentity 2%& , 28 BL TS E&E L,

AWS Ground Staton O 7 74T NJIZDOWVWT

CRLAIL E, BELE Amazon S3ANT Y NCAXR N Z2OT77A4ILELTERETZLDICEE

ETEET, CloudTrail DOT 77 A )k, B—AEBOOTIVKNIZERET, IRV KNE, F
EOHHANSOE—QOVIITANERL, UOIARNEhETV>3Y, 7O23a20B8K, UOT
ANNTA=—ZBEICBITIBEBRNFEENETT, CloudTral AT 771K, NTUY o API =)L
DIEFFTSNEAZRY VRNL—ATRBEVED, FEDIEFTRERERRENEL A,

LR oHllE. ReserveContact 793> %/R9 CloudTral O I KU TT,

f5l: ReserveContact

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/Alice",
"accountId": "123456789012",
"userName": "Alice"

AWS Ground Station O 77 AL I MJIZDOVWT 158


https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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}
}
},
"eventTime": "2019-05-15T21:14:37Z",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
I
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
},
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"
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FIEORGED AWSCLI AN REIXT, ALU—232a2FERATIHEN HYVET,

1. AWSCLIAAZVAR—IENhTVR L ZHRBLET, A VARM—ILOFMICOVTIF AWS
CLl, TAWSCLIN=2322DA2AR—)Ly ZZRBLTLKEZL,

2. WEROBMICEEMTONEZAWS U—>a 2 BELET,

3. CloudWatch CLI ® get-metric-data XV ¥ RZFEAL T, ZEELTHHOX KUV AZEEL.,
ETENSOXRNVDAOIVIVICHERATED 774N ZEERLET,

CNETSICE, BRTLEJTaws cloudwatch get-metric-data --region

ground-station-region-code --generate-cli-skeleton, chlCklV), XDKXD%H
ANERENET,

"MetricDataQueries": [
{
"Id". ",
"MetricStat": {
"Metric": {
"Namespace": "",
"MetricName": "",
"Dimensions": [
{
"Name": "",
"Value": ""

]

},

"Period": 0,

"Stat": "",

"Unit": "Seconds"
},
"Expression": ""
"Label": "",
"ReturnData": true,

4
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"Period": 0,
"AccountId": ""
1,
"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",
"ScanBy": "TimestampDescending",
"MaxDatapoints": @,
"LabelOptions": {
"Timezone": ""

4. ZZETL T, #FEHTEER CloudWatch aws cloudwatch list-metrics --region
ground-station-region-code XN O AZ—8BRRLET,

BiE Z#EAL -3/ 4E AWS Ground Station, XYY REXDELSBIVRNUEZELHIERT
PENFHVYET,

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "Polarization",
"Value": "LHCP"
},
{

"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeeeeeeee"

}

iy
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® Note

REIC ZHEALTH S 2 BEAREANEBL TWSIHEIF AWS Ground Station,
AAEBXRNIVIVADT—T L Z2FETRELT, XKNUIRBZHZEET
AWS/GroundStation X NV T ABETFAX IV ZBEODGRRBENHYE

9, CloudWatch @ HIFRDFEEMIC DOV Tk, "View available metrics; 258U T
=V,

5. ATYT 2 THERLEJISON 7 7ML ZEZZEL T, ATY 7 3 M SatelliteId® X KU
DADMKERIEE —FPolarizationd B £ d, £/, EHREICEHLE T StartTime, .
EndTimeDEZ ST EHL T EETV, HIXIE, XAOKRSICHYET,

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
ceceeceeceeceee"
b
{
"Name": "Polarization",
"Value": "RHCP"
}
]
b
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
b
"Label": "ReceivedPowerExample",
"ReturnData": true
}
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1,
"StartTime": "2024-02-08T00:00:00",

"EndTime": "2024-04-09T00:00:00"

(@ Note

AWS Ground Station &, XKUZAIZIHUT1~60MTEICX RN IRAEZRKITLE
T, Period 71— )L ROEAXRNI O AORTHBEELY) MEWVWHE, XM IARFIR
chxrtA,

6. BIODATY T THERLERET 7 1M )aws cloudwatch get-metric-dataZFERAL T &£%X
TLET, UTICHlEZRLET,

aws cloudwatch get-metric-data --region ground-station-region-code --cli-input-json
file://<nameOfConfigurationFileCreatedInStep2>.json

XNDORACE@E, OVRINDRALARTHFRRENET, AWS Ground Station X MU T A®D
HAaplzERICRLUET,

"MetricDataResults": [
{

"Id": "receivedPowerExample",

"Label": "ReceivedPowerExample",

"Timestamps": [
"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,
"StatusCode": "Complete"

]I
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Ot+11)5 14 AWS Ground Station

TOVZIREFIVTANRZBRABEAWS TT, BEKREAWS, EF1VT 1 Z2REERT
PHEBOEHEZR/R T LOCBREENET RV R—EXRYND—IOT—FTOFvYEERTE
9, AWS I, EF1UTFTAOEFRERICRUDEFIVFTABARFOY —)LEH#EZRMHLTLE
T chosDOY—J)LEHREICE, RYRND—TEF1UT+, REEE., 77€A2>MO-). &
KROETF—REFIVTAHAEBENET,

ZEHAT 3B SE AWS Ground Station, ZREODRARNT SO T 14 AIZH#L., end-to-endiES L& E
BITDEEBAOLET, AWS TR, BBILETF—IREBEZRETHLEOD API ZRHELTVE
T AWSEFIUFADOFEMCOVWTIE, AWSEF1UF 14 AFFRTA MR—N—%SHBL TL
EEV,

LTOREY TR, OVY—RZ2EF1UTATREIZDFECOVTBHALET,

NEY D

» () Identity and Access Management AWS Ground Station
AWS 0 EIER1) S — AWS Ground Station

Ground Station DY —ERICDU > VEhnO—/LZFEATS
NDREFOTF—XEES{L AWS Ground Station

DEEFR O T —REES1L AWS Ground Station

@ Identity and Access Management AWS Ground Station

AWS Identity and Access Management (IAM) &, BEEN AWS UV —ANDOT IV AZZ£IZH]
#AWS DY —ER TBDICHEUID TF. IAMBEER, #ERT (1> 1>) L. HEIC AWS
Ground Station VY —ADFERZFA TS (T VAT TZ2HE5TS) M 2HBLET. IAME, B
LU THERATES AWS O —ER TY,

Nev o

s A—T1ITVA

« FATOTAT 14 &ERAL IFEE

s RS —ZFEALET OV ELANDERE
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« A" 1AM & AWS Ground Station B9 2 5 E

DTATTATAR=ADKRI Z—0OF] AWS Ground Station
« AWS Ground Station ID E7 V9 EADKNZ TN a—F142Y

F—F14ITURA
AWS Identity and Access Management (IAM) OfERASERF, O—J)LIC&K > TERBYET,
s U—ERI—HY—-BEILTIVELATELRVESE, EBELCTIVEAHFTZVIIANLET

( TAWS Ground Station ID E7 V9 EADORNS TN 1—FT 12T 258),

s H—EREBE-I1—Y—TIOEAEZREL, POERAFAVIIANZEELET ("H IAM &
AWS Ground Station E#9 % 5%, 2S5 R)

c AMERE -TIOEAZEBIDLEOORID—ZHERLET (TOTATF T ATAR—ADR
1)< — @M% AWS Ground Stations %5 i)

TFAFT14T14%FAL RS

FoALiE. ID FRREEHR AWS ZERAL T ICH A2 A2 TBHETT. . IAMI—Y—AWS 7HO>
ROIL—KRI-—H— FLEFIAMO-IIZ5EZFRETRASNDIZLEN HYXT,

AWS IAM 7 A4 7T 47T 14 22— (IAM Identity Center), > > ILHY 4> 7588, Google/
Facebook FRAEEHBZED ID V—AN S OFRAFEHREFEAL T, 7IFL—T1YRIDELTHAS
JAVTEERT, FAAOFMIDOVTR, "TAWSHA 242 A—HF—FHA4A R, O "TAWS 7
NOVKNCHA A TBDHE 2ZRBLTLEEL,

TAYSLICEBTIEADEE. & SDK & CLIAWS ZREL TV I IANEESILLTERL
T, FHMICOVTR., TIAMI—H—HA R, O TAPIUITANCHTHAWS BE/N—T3 >
4, 2ZRLTLSIEZ L,

AWS 7HOU N II—hI1—%—

BERTDEZRFAWS THIUN, IXTOAWS DY —ERXA BRI VY —ANORERZRT It
AERBEODAWS PHIURNIIL—RI—H—EFEND 1 DOHA A TATFOTATADSH
HET, BEWBERAVIZE, - I1—HF—ZFALBV L ZEM<BEHLET, I—FI1—

—RABEREMBBETDRAIICOVTE., "TAMIA—Y—HA R, © T)L—~NI1—H—5F5HE
WAMBBEERAT ) BSRLTLSEEL,
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7IFL—FY RFAFITATA

RANTZO0F14RELT, ABOI—HY—D—KNERIEER AWS O —ERX Z2FRALTICT
JtEAFTBRICR. DTANAFE—EDTIFL—23aVZ2HATIBENF HET,

7IFL—TFT4YRIDE, IVE—TZ4XF4LOKN), 227 D7ONAH—, £izE ID
Directory Service Y —ADFRIEEHR AWS O —ER ZFEALTICT IV EATH 11— —TT,
7IFL—FTYRTFATFUOTATA, " KNSR AERZREITAO-IILZE5IEZTET,

TOtA2—nEBITZHEEE. AWSIAMZATFUTAT4E2 23— B8O LET, FHEHMICOV
Tk, TAWSIAMZAF>oT4T714 23— 11— —HAR, O "IAMT7AFoT74T74120 32—
sy 2BRLTSEEL,

IAM 1—H—&5)L—7°

AM 15—, BEOBEAP T 7 Ur—> 3V CRTBREOT I LARTER DT A F VT4
F4TF, BERIERERD IAM 1—F—0OfRbY L~ BN ARIHREEATH 2580
LEd, BBV TR, IAM I—H—74 R0 "D 7ONAH— D7 TFL—2 3 VEEAL
T LTI EATBRENHD ANS, EBBLTIEE,

IAM J)L—7"1&, IAM1—HY—0EEZEEL, RKEOI—HY—ICRIBZITIVLAFITNEEER
SIZLET, FHICOVWTRE., "TAMI—Y—HA R, O "IAM I—H—ICEBTHI1—AT—A
ESBLTLSEEL,

IAM O—JL

IAMO—)E, BEDTIVEAFALZEZEODTATOTATHY), —RHSBABTHRZRH/LET,
A—%—A5 IAMO=J) A2 V-I) ICTOWEZZDD,. FLEFAPIAXRL -3 2ZFHUOHTC
ET, O-)Z5|EZFRENTEXRT, AWSCLIAWS FMICOVWTE., TIAM I—%—74
Ry D TO-IZ5|Z2F02EH0EFELRZE) ZZRLUTSEZL,

IAMO—=J)LiFk, 7xFL—>3>21—%—-T7O0tA, BN IAM1—Y—0OT7OtAFHFq. 20
AFHIVRNTOEA, VAAY—EAT7 V1A, 8K AmazonEC2 TERITTHF7UTr—2 3
JICRIBEET, FHICOVTE, IAIMA—YY—HA ROIAM TOOVOATHINII—=ATFT D
EAEBBLTEEL,

RIS —ZERLETORADERE

TTPOEAZHETS AWS (ICIE, RV —ZEKL. IDAWS KBV Y—-ALTEYFLET,
RI—@F, PATFUOTATAEERIYV—AICBAENFHFSNTVWRHEEOT IV AR TEEELF
T . TUZINILHFVIOTIARZITSEEIICASORIS—AWS ZFHEL £T. BEAL
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DR —IF JSON RFIXUKNAWS E LT ICREENET, JSONKRUI—RFIXT MO
MICOVTE, TIAMI—HY—HA R, ® "JSONAKRV S —#E, Z25BLTLEEV,

EBEG, RUP—ZFALT, EOTVINLFEDI)Y—AIIHLT, EORSBRHBETT D
SAVERITTERDNEZERTID LT, HIMAICT IV EATEZ N ZEELERT,

F7FZILRTRE, I —PO-LETIEAFARHY) TEA. IAMEEER IAMKR) S —Z24E
ELTO—JLICEML, COO—-)LZ2Il1—Y—HA5lEZFS5NDLSICLET. IAMARUZ—E,
ARL =232 0ORTHEEBDT. TOERAFAZERLET,

TATUTATAR—ADR) S —

TATFUTATAR=ADRIS =&, FAFUTA4T4 (A—Y—, JI—7", £EO-J)) I
TRYFTEDISONTIOEAFARI—RFIXNTT, chS5ORVI =&, TA4ATV
TATANED)Y—RAIZLRWUTEDRSBEBTTEDRSIBRT VAV ERTTERD M ZHIHL
F9, PATUTATAR—ARI—OERFZELCOVTR, IAMI—H—HA RO HAZI—
EER—THAZLIAM TV ELAFAZEETD 2SRBLTLIEEL,

TATFUTATAR=—AORI) S =, AVF42VKRID— (B—0 D ICEHEBOIAD) FLEEE
RIS— (BEODICTEYFENLEAZ RPOVARIS ) ICTRENTEXRT, EERY
=AM VTA4VRID—OVThL ZBRIZFECODVTRK, IAMIA—Y—FHSA R, 0 TE
BRIV —EAVTAVRIZ—OVWThD ZERTD, 2ZRBLTEEL,

JY—=AR—=ADR) > —

)Y —AR—=ADRD =&, UY—ARICHKFTB ISONKRIZ—RFIXIRNTT, fl&eLT
. IAMO—JLEEFERY>—% Amazon S3 NI Y RRUS—BENFBYNVET, VY—AR—ADRK
) —ZHR—KNTBDH—EATEK, T—ERABEBERFRIV—Z2FEALTEEO)Y—ANDT Y
TARFETERT, VY—AR—ADRII =Tk, TV NI ZIEETEIHENHVYET,

JY—=AR—ADRI =, TOY—EARICHD A FA2RIZ—TF, UY—AR—ADR
)2 —Tlk. IAM O AWS XZX—I RRVZ—2FEATEEE A,

TOMDR)S—RA4T

AWS &, &V —BHBRIVS—ZA TR 2>THEENBZ T IO ELAFATOLRERETEDEMD
RIS —BATZ#HR—NLTVET,

s PUORAHFUADER - TATUTATARK=—ADR)—TIAMI>TATA4I3E5TZED
TERTVEAHTOBOLERERELE T, FMHICOVTR., TIAMI—¥—FH4 K, O TIAM
TIToTATADTIOEAFTER ) 25RBLTLSEEV,

RIS —ZFERLETIEANER 175


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies.html#access_policies-json
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_create.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-choosing-managed-or-inline.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_principal.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_boundaries.html
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« H—ERO> MO—)L7R S — (SCP) - AWS Organizations A DB E = FEBBEVLOBERKOT Y
TAHMEBELET, FMICOVWTIEE., TAWS Organizations I—H—HA K, ® "TH—ERZ]
hO=IRDD—, Z#BBLTLEEL,

« VY= NO—=ILRIZ—(RCP)- &, FHIRNADIY—ATHATEZIERARBOT D
TAFUTEERLET, FMICOWVWTIE, TAWS Organizations I—H—HA R, ® TUY—2Z]]
o RhO—=)LR)>— (RCP)y Z5BRL TS EE,

s Y2 a AR —-O-)LFEERFR7IFL—>a>1—Y—0—HKEy>Ia zERTIE
CNTAXA—RELTEEIhDEEBRRIS—TT, FHHICOVTE, TIAM 1I—%—FHA K1 O
Tty>ar R —, Z28RBLTLSEEL,

BHRORIS—2A47

12OV IANCERBOZATORI—FERAEhDE, BRELTERE WD T I EAFHAZ
ERIZIONESICHLKBYERT, FYERORVS—RATHIEETZBECIVIIANEHTT
DHESH AWS ZRET B FEICODVWTE, TIAMA—Y—HA R, 0 "RUZ—FHAOD Y 7
ZZRLTLSEEL,

A" 1AM & AWS Ground Station E#9 % 5%

IAM ZFEAL T AOT I AZEET SHIC AWS Ground Station, THEHATZ % |IAM HAE & TR
L T<LZ& LY AWS Ground Station,

THEATZ % IAM #8E AWS Ground Station

IAM #E5E AWS Ground Station #7R— ~
TFATVTATAR—=ANDR!) > — &)
)Y —AR=—ADRI I — L
R)=Fo>3> HV)
RIZ—DY—=R (& L
R —%fF— (H—EREE) L
ACL AL
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IAM #gE AWS Ground Station 78—~
ABAC ((RUZ—H DX Hh)

— BF R 75 FRRE 1S 3R Hh)

TV INIWT 72 AER HY)

H—EAO-) Wiz

H—EAV>70-) (=4W

AWS Ground Station 8 KO Z DD AWS OH—EANFEEAED IAMBEEE ED KD IDEET S
DPOBEIZCODVWTIE., TIAM1—%—HA4 Ry OAWS TIAM L E#ETS O —E A, 2838BL TL
zEW,

DTATTATAR—ADRI S — AWS Ground Station
FAFUT 47 4 R=ADRYS—OHR—h: &Y

TAFYFAFAR—ARI Y —, I I—H—, I—H—F)L—7, O-LBE, FAFY
FAFALTRYFTES JSONFTRUS—RFIXYNTF., ChEORUS—F, I—H—
EO-LARETERTIY3Y, UY—R, BLOERKEEISRO—LLET, PAFUTAT4
R—ZRUS—DERBECOVTE. TIAM I—H—HA K, O THAZI—EERYS—TH
A8 IAM T I A AEEET S, #BBLTEE W,

IAMT7AFTUTATAR—ADRI D —TR, FAXRLREETZT7I>a2EVY-A, LT
TO2AVEH UL IEESIIRUZEETEETE T, JSSONRUS —THEATERZINTOERIC
DVWTESCE., "AMI—Y¥—HA R, O "IAMJISON RUS—DEZOVTI7LVAL 23R
LTLEEL,

DTATFToTATAR—=ADRKRIZ—OH| AWS Ground Station

AWS Ground Station 74 7T AT AR—ADRI)S —OHlERRTDIZE. T, 25RBLTLKE
TEVWDOTATFUoTATAR—=ADRY) > —0OH AWS Ground Station,

ANV —AX—AMNOR!) S — AWS Ground Station

)Y —=AR=ADRI D —OHYR—b: &L
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)Y —=AR—=ADRI D —F, VDIY—RAICHRITBISONRI—RFIXINTT, UY—RA
R—AQRDZ—IC@FHELT, IAMO=)LDOFEFER > —X Amazon S3/NT Y KRRV —HF&HF
ShET, VDY—AR—ANDRI S —ZHR—KNTBDH—EATR, Y —EREBEFRI —%F
AULTHEEOIVY—ZAANOTIEAZAMA—=ILTEET, RUZ—HFTRYFEATVEIY—
ADZE, BESNETUINILNFEFOD)Y—RICHUTEITTEDR T3 E&HFE, R
=L ITERENET, VY—AR—ADORII—T, 7V NI ZIEETHDHLENHY)
To Z7UINNCK, PHOUN, 1—Y%—, O—JI, ZIFL—FTa4Y RI1I—Y— FkiF %
EHBRENTEET AWS OH—ER,

JAATADURTOLAZBNCITZICE, 26OTAHIU M, KERROTHI MO IAM I
TATA%E, VDI—AR—AORI)Z =0T VI NILELTEELET., FMHICDOVTE, 1AM
A—Y—HA RDIAM TOIOARAT AT KNIV —AT 7L AZZRL T IEE W,

DR —F 23 3> AWS Ground Station

RO —FHa>nYR—N &Y

EEEEX JSONAWS RUS —%ZFERAL T, HAMICTIOELATEZINZIBETEET, DFY, &
DTIVINIBFED)Y—RAICKH UL TEDEIODBRHETTT VAV EETTEILEVNSET
9,

JSON RS —® Action BEEICE RIS —AHAOT7 IO AZEAELFIERTZEDICFERATES
ToarvhfalkEesh®Ezd, COT7IIaVEBENMTSNEARL -3 EETITRLEOOTD
T AHFAENETH RIS —CERAEIET,

AWS Ground Station 72> 3a>OUANEZERITZICIE, "H—ERAZBAVUIZLAI O T TE
EE 372> 3> AWS Ground Stationy ZBL T E&E L,

DRV —=T o232k, TOIVOHEIZROT LT 1Y U X AWS Ground Station ZEA L &
EE

groundstation

B—QAT—RMXVRTEBOT I3V BEIDICE, 7O 2 NAITRIOVET,

"Action": [
"groundstation:actionl",
"groundstation:action2"

]

A" 1AM & AWS Ground Station E#9 % 17i% 178
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"Version": "2012
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"Effect": "Allow",
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"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
}

(® Note
F—IHARELUF—CHEORTICBFNAETAET,

BESLITFAMIKDEZRVJICBESAOTFANZHERATS

WHRADAZIN—NZ—I RF—ZFEALTIXD 71 RAZBEESLT2EEE. BEELO—REOJT
Bt TFARNEFERAL T, HARY—NZRX—REF—NEDLSICEAThTVEIL ZRET
BZEETEET, BV THFANE., AWS CloudTrail & 7= (& Amazon CloudWatch Logs (=
EOTERENEOTICERTENET,

BV TFARNZEALTHARY—XZ—D RF—ADTIVEAZHEITS

WHRADRAERI—NFZ—TY RF— (CMK) ANOT VR ZHHITS 76D conditions &L T, F—7R
)—E IAMAR) D —HAOBES{EITHFARNEEATEIENTERT, T NCESHKIY
THEFANDFNEERATDEETEXRT,

AWS Ground Station &, OB TFANENEFEAL T, THIONFEE) =23
NDHARN—NZ—I RF—AODT7IEAEZFHLUET, 50 MNOFNTRE, BESNEESLO
VDTFANOERET S M EFATIARL = A NMBETT,

RIZ, BEOBESHMIAVTFARNDARAIN—NR—I RF—ADT I EARAZNETZF—RII—
AT—MXV R NDOFIERLET, CORVS—AT—M XY MNOEZFHTR, BSILIVTFANERE
EIAESAIAVTFANEKEHNFITZMIHLETT,

ROBlIE, BECNAVRENEITIXVATF—EOF—RII—ZRLTLVET,

JSON

"Version":"2012-10-17",
"Statement": [
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{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Create Grant on key",
"Effect": "Allow",
"Principal": {

"Service": "groundstation.us-east-1.amazonaws.com"

},

"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms :EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::123456789012:satellite/satellite-id"

}
}

I7IXVAOEBEF—DOEZRVYT

T7 1T XIJRARIJY—AT AWS Key Management Service N ARXN—NFx—> R¥—
ZERATSHE. AWS CloudTrailE =1k Amazon CloudWatch logsZ AL T,

A" AWS Ground Station [CEET BV VT AN ZEBIFTE ET AWS KMS, XD A

l&. CreateGrant, GenerateDataKey, Decrypt, DescribeKey @ CloudTrail 1 X2 N T, HAXN—
NEZ—DRF—CEL>THESENLEF—RIZT 1A AWS Ground Station $B7=HIC ICK 2T
HUOHENDZARL—2320ZF_XJ2T AWSKMS LET,

CreateGrant

AWS KMS HAZAIX—NZ—TI RF—ZEFEHALTIT7IXIANY—AZBELTDE, 11—
H—IZX1H 2 T CreateGrant ') 2 T A M AWS Ground Station ZiX{ELUTAWS, Z7HTO MO
AWSKMS F—IZ7 2 tEALE T, A AWS Ground Station #EX T 2 #ERIE. AWS KMS H A
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AIY—IXZ—I RF—ICHENFFSNEVY—-RAICEETT, =51, AWS Ground Station 1
V—A%HIBTRE., [ RetireGrant ARL —> a2 #FEALTCHTEEHIBRLET,

ROARY NITlER, T7IT X AD CreateGrant ARL —>3a > #EHLET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

1,

"invokedBy": "AWS Internal"
1,
"eventTime": "2022-02-22T22:22:227Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {
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"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
1,
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"
3,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ea®@00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey

AWS KMS HAZAN—XYZ— RF¥F—ZFHALTI7IXVAVY—-R&2ESLTDE, F1—
H—(ZfH > T DescribeKey J 2 TA M AWS Ground Station Z%fEL. UV IANEhlzF—
DHTHIOURNCEFEETDCEEZREIELET,

RDANRY NMITIE, DescribeKey ARL—2 3> ZE&ELET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",

TLES LT OEMI7IXUARTF—ZDREBORESL 201


https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_DescribeKey.html

AWS Ground Station

d—H—H1 K

arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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"eventCategory": '"Management"

GenerateDataKey

AWS KMS HAZNY—XZ—Y RF—ZFRALTIT7IXVAVY—-RZBELTRE, &
GenerateDataKey 'J 2 T A N % AWS Ground Station ICIAfEL T, F—XZBEE{LTHTF—2
F—EERLET,

RDARY NITIE, T7 T X AD GenerateDataKey ARL —2 3 ZRBELE T,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

b

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

.
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},
"responsekElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

Decrypt

AWS KMS HARY—XZ— RF—ZHEHALTIT7IXVAVY—-RAZBESTZEE. &
Decrypt R L —2, 3> AWS Ground Station ZAL T, Bt I 7 T XU ANBRICEAU
NARI—IZ—TY RF—THEFHLENTVEIHEERICESLET, AIZIE, T7IT X AN S3
NTYRASTYZ7O—REh, TONTY NHATREDF—THESLEATVWRELET,

RDARY NMITIE, T7TXJAD Decrypt ARL—2 3> ZE&LET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
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"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": "Management"

FNUNSEI7IXVAOREROESL
HUBELI7IXVAOEERRY S —BEH

FUBBBI7IXVATF—RTHARIY—NZ— RF—2FEATDICE. F—RUZ—H AWS
Ground Station Y —EARICROT VL AFAZNETRIHEN HYVET, FAZFEATD TLES K
COEMIV7IXVUATF—RERFRELRY, ANGEI7 I XJARBELARL—>3aIZZALD
RF*F—RU—TOLAFAZFEALET, chid, OTF7 IV ELAFAZEEL, ¥F—ZFATH -
OORVEEBFETT,

« kms:GenerateDataKey - FNEEL7IX)ATF—RZBSLTHLODTF—FF—EERL
X7,

« kms:Decrypt - FNAI7IXVATF—RIZTIEARATDEEIL, BEEhETF—2F—%4E
5LET,

HAZRI—IZ—2 RF¥— AWS Ground Staton NO T VA ZHFATHF—R)>—DH

® Note
FUSEI7IXVATE, F—RUI—ThSOT7 VAT TZEERET
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JSON

SOT IV EAHFNERETISLENHYVET, CNSOAT—MNX NEF—KRD)I—ICE
mU7%& W& AWS Ground Station , DARXRALABFNEEILI7 I XV AZRERTLEETIVEAT
ERLBVYET,

"Version":"2012-10-17",
"Statement": [

{

"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resource": "*"

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {
"Sexrvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [
"kms : GenerateDataKey",
"kms :Decrypt"
1,

"Resource": "*"

NHAZY—NZ—RF—ZFALTHNGEI7IX ) ARERTSDEHD IAM
A—¥—=TF Ot AFHFT

&, BBILARL =232 THARN—NZX— RF¥— AWS Ground Station ZEH T 28545, HiL
BT7IXVAVY—AZERTHDI—H—ICRKH>TEELET,
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NARI—RZ—T RF—2BALTHRATITIXURAUY—AEERTBILE, I—F—BHA
BY—RZ—V RF—TROARL -2 AV EFCHT T I LAFTER > TVBREN Y ET.

» kms:GenerateDataKey - I—#—HFANBEI7IXUARAF—XEBSILTZLHOF—4X
F—EERTEDLSICLET,

« kms:Decrypt - FNAI7IXVATF—RIZTIEARATDEEIL, I—H—HFF—2F—2ES
LTEBDLSICLET,

- kms:DescribeKey - I—H#—HFNAZI—XR—I RF—OFMERRLTF—2RIETED &
SIELET.

CNSOYBEBEBETIOELAFITF, F—RI—H, F—RII—THFITEhTVWEEEEF IAM KR
S—TERETEEXT, chsOTF7IEAFAICLY, I——GFI1—HY—ICRKb>THES{LARL —
SAVICHARI—NZR— RF—ZFERT S & AWS Ground Station # ([CEFAITE X T,

1

1

NMHEUEEI7IXJAOF—R!) > — AWS Ground Station ZEH T2 5%

NDAZRI—XZ—DRF—ZFEALTANBIT7IXVATF—RZRHTIE, FF—KRII—
AWS Ground Station ZFAL THESILF—ICT7IVEALET, 7V AFAF, TLE £/@& OEM
T7IXVAF—REREKIC, T2 MTREEL, AWS Ground Station ¥ —R U —ATF— KX
NZBUT ICEENEEIET,

HAZRI—TZ— RF¥F— AWS Ground Station\NDT7 VA ZHIBRL EIEE. TOF—IC&>TH
FltEnkF—2RIZET7 V1A AWS Ground Station TE 9, TOTF—RICIKETZIARL—>3 >
ICEEBLET, flAE. IVFINIREFRAENTVARANESI7IX)AOF—KR) I —FFT
ZHIBRT B &, AWS Ground Station & ARV RARICT U TFZ2 AN RIBLHICREE LS
NESTF—XEFRATERLLABZYNET, ChiZ&kY, O>XYU NEFAILED RETKRTLET,

FUSEI7 I XVABS{LITHFAN

A AWS KMS F— AWS Ground Station ZFEAL THNESELI7IXVAF—XZHES{LtT%5

. Y —EAREStIVTFANEEELET, BESLIVTFANE, F—FOBAHEHRT
BI=HIC A AWS KMS EA T2 EMORITF— 2 (AAD) TF, BEARL— 3> TREHIY
THEFANEZREETSE, Y —ERARESTARL =23 TERAUBEESAITHFANEREETHIHE
FHYVET, T5LEVE, BEEFREAMLET., BS{LITF AN CloudTrail OJICEEEIA
Fh, BED AWSKMS F—HNEHEN-EBHZEHRIDIDICKRIBEET, CloudTrail OT 2k,
AWSKMS ¥—DEAZBRHATEIININZSHEETNTVBRBEENfHYERTH. EOTIONJD
ES{LAVTFANE, TOBEOFEAEHRHZHMIADDICKILEET,
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AWS Ground Station I&, FNBI7IX ) ATHAZI—XZ—I RF—ZFHL THESLAX
L—>3> a2T795EEC. XOBESITFAMNEEELET,

{
"encryptionContext": {
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:groundstation:arn": "arn:aws:groundstation:us-

east-2:111122223333:ephemeris/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/00a770b0-082d-45a4-80ed-
SAMPLE/raw"

}
}

ESEIVTHFANMIEUATAEENETT,
aws:groundstation:ground-station-id

FUBEI7IXVALEENTSh I EROER,

aws:groundstation:arn

TT7IXVAUYJ—AD ARN,

aws:s3:arn

Amazon S3 ICREETNTWBI 7T X)) AD ARN,

EESMAVTHFARNEEALTHAEII—NR—I RF—ADT I EAZFIHT S

IAM ZHAT—RMXMNEFERAL T, HAZNY—YX—2 RF¥— AWS Ground Station N\ D
TOELRAERHBATEET, BKRE kms:Decrypt7 VI VICEKBRT—RNXAV NEENT
%kms:GenerateDataKey&, AWSKMS ZERATZ 3 ERAFIRENET,

AT, BEQ# EBOREDN) -3 OHARXRI—NFR—2 RF— AWS Ground Station ND 7
DEAZHFATREHOOXF—RIS—AT—MXRMOBITT, CORIS—AT—MX MOFH
T, F—RV—OKB{IC—BITIESILIAVTFANZEETEIF—ANODIXNTOBESLERD
BET VAN VETT,
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BEOHMERONAZI—IZ— RF— AWS Ground Station NOTF7 IVt AZHFATHF—7R
> —n 4l

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {
"Sexvice": "groundstation.us-east-1.amazonaws.com"
}I
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringEquals": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":
"specific-ground-station-name"

}
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BHOMEROHAZI—IZR— RF— AWS Ground Station NOTF7 IVt AZHFATHF—7R

"Version":"2012-10-17",
"Statement": [

> — 04l
JSON
{
{
},
{
[
}
1
}

"Sid": "Allow AWS Ground Station to Describe key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": "kms:DescribeKey",
"Resouxce": "*"

"Sid": "Allow AWS Ground Station to Encrypt and Decrypt with key",
"Effect": "Allow",
"Principal": {

"Sexvice": "groundstation.us-east-1.amazonaws.com"
},
"Action": [

"kms : GenerateDataKey",

"kms :Decrypt"
1,
"Resource": "*",
"Condition": {

"StringlLike": {

"kms :EncryptionContext:aws:groundstation:ground-station-id":

"specific-ground-station-name-1",
"specific-ground-station-name-2"
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FUBEI7IXVADBSILF—DEZZI2T

Q—H—H1 K

FUBSEI7IXVAVY—ATAWSKMS HAZN—NZX—Y R¥F—ZFEHATSHES. CloudTrail
F7I& CloudWatch 07 ZfEH L T A" AWS Ground Station AE92 VIV T ANEZEBHRTEERT
AWS KMS, XD B, GenerateDataKey & Decrypt @ CloudTrail 1 X2 R T, HARXN—~NX—
DRF—ICK>THESILENLTF—XICT V1A AWS Ground Station T3 7282 IZ& > THUH
ENBDARL—23FFZRIYT AWSKMS LET,

GenerateDataKey

AWSKMS HAZN—XZ— RF¥F—ZFALTHNSEI7IXVAVY—RAZ2EE5{LTS
&. (& GenerateDataKey ') 2 T A N %& AWS Ground Station (3§ AWSKMS LT, F—& %
BetIdT7F—2F—ZERLET,

RODARY NEITlE, FNEEIL7 I X1 AD GenerateDataKey ARL —> 3> ZRBHELUE
¥,

"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"

1,
"attributes": {

"creationDate": "2025-08-25T14:45:48272",
"mfaAuthenticated": "false"

}
},
"invokedBy": "AWS Internal"
},
"eventTime": "2025-08-25T14:52:02Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",
"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-
bd60-SAMPLE/raw"

iy
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

.

"responseElements": null,

"requestID": "ef6f9a8f-8ef6-46al-bdcb-123456SAMPLE",
"eventID": "952842d4-1389-3232-b885-123456SAMPLE",
"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "8424f6b6-2280-4d1d-b9fd-0348b1546cha",
"eventCategory": "Management"

Decrypt

AWSKMS HAZY—XZ—I RF¥F—ZFALTAHANAI7IXYAVY —A%ES{LT 35
a. Decrypt R L —= 3> AWS Ground Station 2L T, BUAHAZY—IYZ—T R
F—THICEEBtENhTVAGEICRESMEANVAI TV IXUATF—22EELET,

RDARY NITRE, FUEEI7 T X AD Decrypt ARL —> 32 2R L ET,
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{
"eventVersion": "1.11",
"userIdentity": {
"type": "AssumedRole",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "ASIAIOSFODNN7EXAMPLE",
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
}
.
"attributes": {
"creationDate": "2025-08-25T14:45:487",
"mfaAuthenticated": "false"
}
1,
"invokedBy": "AWS Internal",
"eventTime": "2025-08-25T14:54:017",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-west-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn": "arn:aws:groundstation:us-
west-2:111122223333:ephemeris/bb650670-7a4b-4152-bd60-SAMPLE",
"aws:groundstation:ground-station-id": "Ohio 1",

"aws:s3:arn": "arn:aws:s3:::customerephemerisbucket/bb650670-7a4b-4152-

bd60-SAMPLE/raw"
.
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
.
"responseElements": null,
"requestID": "a2f46066-49fb-461a-93cb-123456SAMPLE",
"eventID": "e997b426-e3ad-31c7-a308-123456SAMPLE",
"readOnly": true,
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"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "477b568e-7f56-4f04-905c-623ffl46f30d",
"eventCategory": "Management"

DEEF DT —XEES{L AWS Ground Station

AWS Ground Station l&, BHIEFRICERT— 2 REITHLOOESHET 7T NTRERHELET,
F—RE, Tv2aryO77A4INOREICIKHUT, 2 DOFET AWS Ground Station 7> 7750
=232 AmazonEC2 A VAR ABTARN) =220 TEET,

« AWS Ground Station T—> I ~
e F—ARJO—-IRAKRAUB

ANV=32T0F—208FEE. BEFOT—FOBESHLEZEZDHETRELET., UEOEY
>3arTR, ThTIhOFECOVWTHALET,

AWS Ground Staton T—> I RANU—LA4

AWS Ground Station T—> I MNE, DAZIY—TYZ— RAWSKMS ¥F—ZFEHALTARNI—A
ZESILLUET, Amazon EC2 1 AR ATERITE N TWS AWS Ground Station T—> I > ~
. ANU—LAZBEFHNICESHLT, EBtehiETF—2Z2REHLET,

ARN)—LOES{LICERE D AWS KMS F¥—I&, streamsKmsKey /NT X —
SMissionProfileT ZERT B EEICEEENET, F¥— AWS Ground Station N\OFT VA%
FHATEIIXNTOT I EAFAR, ET7EYFENIZ AWSKMS F—RUS—ZBLU TREBEIE
9 streamsKmsKey.,
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T—R27O0—I2RARABNARNI—L

F—R7O—I2 RKRA> MARKNU—LAIE, Datagram Transport Layer Security (DTLS) Zf#EH L T
EStEhET, ChFESERIAAEEZFEAL TIThh, BENOREFXEHEE A,
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Ewv2a>r7y7aO77A4IEREOH
BEEhi=flE, NTVYOJ7O—RFYANFEZREBL, ThEYR—KTZIv 32O

T77ANEERTRDHFEERLTVET, BROTVITL—KE, NTUYOTO-RF+ARNEE
ORI RZE)PI<L, HRECHIZEBERECRIDLS CRHEATVET,

REY D

« JPSS1-N7Uv 70— R*+ANEFE (PBS) - i

« Amazon S3 F—REEZANBAITZINT VY V7O—RF YT ANFE

s F=R70-IVRRAVNEFRATZNTVYHOT7O-RFYAME (FO-/AVRK)

« F=R7O0—IVRRAVRNZRATDZINTVYOVTO—RFYANFEE (EFAB LTESIL)
« AWS Ground Station T— T N (E#HE) 2FAT2 N7V Y O7O0—RFYTARNFE

JPSS-1-N7 Vv o70—R¥*+ ARNEFE (PBS) - 574

coflotvavik, E—BLEIBEEOACAR—FTAIT7OCLAOBE, EOBFREEHEH#EME
DI ZREMEL AWS Ground Station . A TFTORBEDFIODAT— #RELEXT,

NFVYO7O—RFYARNFE T, 292320 THALLEELSIC, DHEhTVS—HOFHE,
FLEREEDBENAZFERATEEXT, cOEYZ 3> TR, JPSS-1 & AWS Ground Station A
ETHALET, SEFETIC, Joint Polar Satellite System 1 (JPSS-1) Spacecraft High Rate Data
(HRD) to Direct Broadcast Stations (DBS) Radio Frequency (RF) Interface Control Document (ICD)
ZEALTHZEERERET, £, JPSS-1& NORAD ID 43013 ICBIEM TS hTWR Z &Il
BELTLEEL,

JPSS-1 HEW. ICD DR 11 ICFRT LD, 1 2OTFYTUIEZIDDRALIRNTI I
VBENAZRHELET, ChSs 4 DOBENADSSE, NTVYVILERTEDDE 1 20O/N\A
L—KRF—Z HRD)Z I IOBENADHKTT, ChICESTVWT, CONARICREKY) EEEK
TF—REEENITSNBDENDAVET, 4 DONARRDESY T,

« 2067.27 MHz OHLERKE T, F—2L—RMHF 2~128kbps DAYV RNA(FY TV T ).
DINAENTUY DICTFORATEEE A,

« F—RL—KAH1~524kbps T, AOEARE 22475 MHz DTFLXRUNA (X9 U>9 ), &
DINAENTUY DICTFORATEEE A,

« F—&L— KA 150 ~ 300 Mbps M 26.7034 GHz O ERED SMD /NA (X o>V D ), 2D
NAGNT VY DIZTOERATEE R A
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. 7812 MHz OHOERE T, F—2L— KA 15Mbps ® HRD /YA (X922 4) O RF, &
& (& 30 MHz T, right-hand-circular-polarized, JPSS-1 & (274> 7R— RKR9¥ % & AWS Ground
Station, CNEFT7 IV ELATELBE/NATT, COBEE/NAICRK, FHRREF—%, SHRI>D
ZTIIF=2, FETFLXNUTF—&, UTILERALFERNTAF—ETF—INFEEN
7,

BENBT—ZNAZERTDE, OXNR(TPY7IU20), TLAXRNY BZFO2020), &
K HRD (B0 0)INAS, OHEE, FEHIE, SRV ILFFrRILEARERBEZGLL
TWBZEeENFDH V) ET AWS Ground Station, FLBARBABREOL S —N—OHEATHD 2
&, SMD NAICRKEBRMEN B EBA., HR—RENTVIHEDFHEMICODVTIE, "1 288U
T <L & WAWS Ground Station 1 N #gE,

(® Note
SMD /NA R E#MEA X LN =8 AWS Ground Station ., SREFIICERTENEE A,

@® Note
OXRR(TYTVO)NARETFLXARNY (B0 9)NAKICD TEZEEhTHES
F.NTVYOIERATERVNEYD, FAEThZEECREEI D EEIBSNTT,

Amazon S3 F—AREEZFAITA/NTUYOTO—RF v+ ARNEH

=
==

ZOBITIR, I—Y—HA RO IPSS1-NTUY o 70— RFE v ARNEE (PBS) - Mo 3>
T2 EOWICEIVTVET,

COPITR, >FUFAZRETRIHLENHYET, DFVY,. HRDBENREZF DRI FPEBERKE
LTHF+7FrL, HRONYFREODEHICRBETIHLENfBYVET, chllky), FORAXE
DARMIOEBRERB(RF) DT I—AATITRSF ¥ (1IQ) Y TIHFEHNENhET, Amazon S3
NTY NZTF—2FBMENZSs, FEOV I RNVIT2FEALTTF—RXZEABRTFI—RTE
F£9, LEBOFEMAEHFICOVTIEE, MathWorks F1—KD 7)) ZSRBLTLKEEV, ZOplZFER
L7#%. Amazon EC2 ARY MBRIEAVR—X M ZEMLTF—XZREL., 246N AETIRX
NZEIR TS ERENTEET,
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cOtU2a>TRT—ERJO-BENAZFETS., BBRAEZZRLET,
RDTTL—RAZIRY NEFIXNT, TU7L—RMOUY—RAEI3IVICBLET
CloudFormation »
Resources:
# Resources that you would like to create should be placed within the Resources
section.
@ Note
CloudFormation 7> 7L — NORABOFMICOWTR., "7 7L—bi 29232 %88
LT<L<EEL,

Amazon S3 ICE—NBENAZBETZD>FTIFZEZXD L, BE—0IFHBENANHDI N
bAVET, FEHT—REE V>3 TEIL, Amazon SSNT Y NEERTDIHENHYE
EE

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS: :Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !Ref AWS::StackId]]]11]

TSI, AT Y N AWS Ground Station ZERATE D XS5ICTBICIE, BY)EO—-)IL LRI —
ZERTIBENFHET,

# The IAM role that AWS Ground Station will assume to have permission find and write

BENA 218


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html

AWS Ground Station I1—H—HA R

# data to your S3 bucket.
GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com

Condition:
StringEquals:
"aws:SourceAccount": !'Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:

${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject'
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

BENA
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AWS Ground Station 5% E

cODtEo>a>TlEs EEGM’EE}Z R AEZ RLET,

BENSYVDOERICEITZREZTSICE mmmgmmg#%gfioj—hh3w7tbr
PREFERRED %#iER3 3 &, ydﬂbnnab‘rﬂtbia‘b‘“ JPSSA I7IXVAOBEN T2
b3, DUFIIREERBEISLEEXHYERA,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BENAICETVWT, BERDPZRITOTFAIIIOEREE., £IFEERKL = Amazon S33
NTYNZ2SRIDSIREZEETHIDLEN HDYET,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use
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# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

AWS Ground Station v >3>70O7714)

cOto2arTcRIVvIaTOJTAINEERTS, BRAEZEZRLET,

BEN TS NEREN TELDT, TS Z2FERALTTF—RT7O0—%2BETEET, BRYD/NTA—
RC@FEF7FIINNEFERALET,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig

DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig

Destination: !Ref S3RecordingConfig

FEHD

FROVY—-RE2FERTIE, FUR—F1o0chi- oVWTFnhHSERBETF—REBEEDLD
(CJPSS-1 A RO RNZARTD1—)LTESDLDICHEVY) EL = AWS Ground Station AWS Ground
Stationd7 —> 3>/,

LT, COE2>a>THATNATVWRINTOUY —A% 1 D0 CloudFormation 77 L—k
ICEEDEREBTVITL—RTT, COT7TL—NE TEEMERTE XTI CloudFormation,
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EWVWSEBI O CloudFormation 7> 7L — KM IZIE, Amazon S3 /N7y h&, BUVWEDEERYT
2a1—)LU, VITA-49Signal/lP ALY N7AO—RFYRARNF—RE2ZEITDLHICHEZ AWS
Ground Station IJ Y —AAquaSnppJpss-1TerraDigIfS3DataDelivery.ymlA8FENTUVE
ED

Aqua., SNPP, JPSS-1/NOAA-20, Terra "7 AV NMCHAVR—REATVEVESE. T, 25
BLTLKETVEHERE,

(® Note

FOTL—NCITOEARTBICIE., B3 AWS BB Z /A L T Amazon S3 /N v
NEFVR—FAITTDIHARI—ICTIEALET, UTOUITR, V—2ay
Amazon S3 /N7 Y R EFEAHLTVWET, us-west-2)—2a>1—REZEEL T, AZY
2 Z{EK T % CloudFormation X592 —>3 >R LET,

TS5IC, ROFIETIE YAML Z2FRALET, =L, 77 L—KE YAML X & JSON
FEXOBMATHERATEET, JSON ZFEATAICE., To7L—rEHXTO—RT
.json&EIC.yml7 7AI)NILERFE ICEEWAET,

ZEEALTTV7L—bhESDVO—RTBICE AWSCLL, ROON RZFEALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .

TSSO TUTOURLICBELT, T7L—RE2OY—I)ITRRBLVUADTO—RTEE
T

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

RMD')> % CloudFormation ZERAL T, TTF 7 L—NEZEEEETEEXT,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml
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F—R7O-TIVRARANEFAITEZNTUYO7O—-—RFYR
NEE (FO0—-/V2 R)

COFITIE, I—H¥—HARDIPSS1-NTVvoU7O—RF+ANEFE (PBS)-iHiEI 3>

TA2ESWMICEIVTVET,

COBZETITBDICE, SFTVAZRETIHXENf HYVET, 2FY. HRDBENAZFTD X
AR (DiglF) £ LTF +7F+ L. SDR £ L T Amazon EC2 / VARV A LOF—K 7
a—-I> |\7.ﬁ’r\/ |\77°|)7_:/3>T§1§b72t335) (,‘—_MIE@%,%E?IJ\&UssH-O

BE/NA

COEVIIAVTRTF—E2I7O-BE/NA%Z;TETS, BEFEZRLET, COHIT
l&. CloudFormationT > 7L —KNIZNTA—=2E0>3a &Y —-RE03a>02 2003
VERERLET,

@ Note
CloudFormationT> 7L — NORBOFMICOVTRE., TFUoTL—h) 293> %58
LTLEEW,

INFA=BZ+E0232TlE, RONTAXA—2&ZEMLET, CloudFormationI>YV —I)ILZFEAL T
ARV D BERTHDEZIL, ChSDEZREELET,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis
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Type: AWS::EC2::Image::Id

(® Note

F—RT7EERL., Amazon EC2 EC2Key/N\TX—Z DB ZIBETIHEN HV) FT,
Amazon EC2 A VARV ANF—RTEERT D, 2SBL T EEL,

& 5I(C, CloudFormation AR Y I DERKFIC, ELWU—23 2 EHOD AMIID ZiEET S
BENFHVET, "TAWS Ground Station Amazon X A4 X—2 (AMIs)y #SBLTLKE
A

BYUDTTL—RAZRYRNE, 7L —HMOVY—RAE0923VICBLET
CloudFormations,

Resources:
# Resources that you would like to create should be placed within the resource
section.

EC2AVABRVAILE—DRENAZEREITZD>FTIVFZEZAD L, BE—ORBERE/NANH V)
9. BT —ZBEE EIZIVIIHLT, T—RIJOA-IRRAKNTFTTVT—232T
Amazon EC2 A VARV AZREB LUTEREL., 1 2ULEOF—E2T7O—IV RRANITIIL—T %
ERITBIBENBHYNET,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:

Type: AWS::EC2::Instance

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup

SubnetId: !'Ref ReceiverSubnet
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BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>&1
echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"

STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName

"${STREAM_CONFIG_PATH}"
sleep 2
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python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888

ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
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Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
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CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

E5IC, N T HI MIC Elastic Network Interface (ENI)AWS Ground StationZER TE 3 K S (Z,
BYABRDD—O—LZERTIHENF HYET,

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
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- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
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- IRef InstanceRole

AWS Ground StationF% €
CcDEIAVTRHBREDER, BBREZEZERLET,
BENSYOOERAICETIRELZTDICIE, tracking-config "R ETT, BEINSYIELT

PREFERRED 2 BRI 2 EEMEANMELEXITAHN, JPSSHAITT7IXVADRBEN tHTHD -
O, GEREZRLILEZRHYTEA,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BENACESVT, BEBLERTFUOTFAIVUDIREE, IV RRAY NOFBEESET
5F—27O—IY KRAY NI L—TEBBRTBF—RTO—IY RKRAY NREEERTHAE
FHYET,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
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Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Staton=v>3a>7O774)l

COEVIAVTRIVIIVTOT77AIINEERTS, BRAEZEZRLET,

BIENTSNIERENTELDT, ThE/ALTIT—R7O—ZRBETELRT, BYDONFTA—X
CETF7FIN D ZERALEXT,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJlpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
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FEHD

FREOVY—-RZ2FERATIE, AVR—F 1200l OVWThAHLSORBTF—FEEDLD
(CJPSS1 AR IONZARTD1—=)LTEDLDICHKY) EL ZAWS Ground StationAWS Ground
Stationd7 —> 3>/,

LUTE, Coto>a>THRATEZIINTOD Y —A% 1 DNDCloudFormationT> 7L —KNICE &
iR TTL—KT, BEEMEHTEE I CloudFormation,

& WS B O CloudFormationT> 7L —

NAquaSnppJlpssTerraDigIF.ymlik, Aqua. SNPP, JPSS-1/NOAA-20, Terra fIENDT X
ILHEERH DigIF) F—2Z2 TR ZETERILSICHRFETNTVET, ZhillE. Amazon
EC2AVABRVARE, DO DGIF XA LIV RN JO—RFYARNTF—REZFEITDLOICHEL
CloudFormation') Y — A EENTVWET,

Aqua, SNPP, JPSS-1/NOAA-20, Terra "7 AV NMCHAVR—REATVEVESRE. T, 25
BLTLKETVEHERE,

(® Note

FOTL—NCITIOEARTBICIE,. BENBAWSRIIE®REFERA L CTBEEA > R—F 129
Amazon S3ANTY NZCTIVEALET, LDV UTE, U—232 0O Amazon S3 /N
TYREFEALTWET, us-west-2 =232 01— RZZEELT, AZVIEERKTS
CloudFormation®isg % 1) —23> &R ULE T,

TS5IC, ROFIETIE YAML Z2FRALET, =L, 77 L—KE YAML X & JSON
FEXOBMATHERATEET, JSON ZFEATBICE., T07L—rEHXTO—RT
%.json&EIC.yml7 7 A )R FZE CEEHMAET,

ZEEALTT7L—hESDO—RTBICZEAWSCLL, XOOX REFEALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJlpssTerrabDigIF.yml .

T2 TUTOURLICBBLT, To7L—h2OVY—ITRRBLTFIIVO—RTESR
9o

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml
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XD 1) > CloudFormationZfAL T, TTV7L—KNEEEEBETEEXT,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerrabDigIF.yml

TUOTL—RNEEDRSBEMIY—AZEEZLEXTITH?
AquaSnppJlpssTerraDigIF 77’ L—KIZlE, ATOEBMUY—ANEEATVET,

« (#7223 2) CloudWatch Event Triggers -AWS Lambdaf& L\ & 1 £ AWS Ground Station® &1 (Z
[k 2 TEEE Iz CloudWatch Events ZFRAL TR AH—&E n BB, AWS LambdaBa%i.
L—N—A2VARVAZREL, 723 TELELET,

« (A732)ARY NDO EC2 3l - Lambda Z AL TSNS BAHTI> XY ~Z Amazon EC2
AVABRVADKRIED AT ALAZEY NTYTI2FA723a>, REOFEARRICK > TR, BEH
RETHUEEMNI HDEICEERELTSEEL,

« Ground Station Amazon Y= A4 X—2HE Lambda - 1 VARV AICA AR =)LEnTWB Y
JRVITEREDOAMI ZEBRTBDAFT7>32, YVINIITATIVIIR, YV7IRNIITE
EEBEOBEEICHIIDST, F—RTJO—TIRRAIKNTTIT—=2a3a0FEENET,
SOATTavik, BMOYVINIITEREREN V) —AENBDEEEEND AU BV E
T,

- BIMOZv2ar7O774I)L-BmMoNT VY o7 0—RF* ¥ ANFE (Aqua. SNPP, Terra)

v2ar7azr74l,.

s BMOTTFEOIOBRE-BMONT VY O7O—-RF+ ANFE
(Aqua, SNPP, Terra) D7 > TR0 )2 J5&E,

COTVTL—MNTREEDEENTXA—BZNAANEZFALTT, cNSONTA—REFERATDIE,
h 5 DFEE TAWS Ground Station<IZ ZBERICFERATEE T, COTVTL—NEFERATHAWS
Ground StationE Z ([ ZFA TR ICIE. MENEZRETIHEEH Y EBA, EEL, EZHAR
NAALT, I—ART—ARICEDETT VI L—NEEATDIEETEERT,

F—RFECTEETEETA?

F—R7O—TIVRRAKNITIN—=T&. ToTL—KRTHEREhBL—N—AVAZ>Y
ANRY ND)—DA 2V B—TIA AZFEATAHELSICREECNET, L>—N—A2AZY
Ak, F—R2T7O0-IVRRAKNTTVG—2a>=2EALT, F—270—I2 RKRA
~ N TEZEE NiZFR— NAWS Ground StationT A5 F—X AN —LZZELET, ZET
&, BEAAAZRADIN—TNY OFRX7TX—0 UDP 7R— K 50000 24+ L TTF—2
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ZHEBETEDLSICRYWET, F—R7O—IVRRANTIL—TOREOFHFMIIOVT
l&. TAWS::GroundStation::DataflowEndpointGroups ZZBRL T &L\,

TF—270—IYVRRAVNEZRAIDINT VY OTO—RF¥ R
NEE (BRBLVESIL)

cofTE, I—Y—HA RO IPSS1-NTUvO7O—RF¥ANEFE (PBS)-FHEiEI> 3>
T2 A MICEIVTVET,

cOBlETETITRICE, >FTUAZBETIHEN HYYET, 2FY, F—X7O0-IREKSAUbH
ZFEAL T, HRD BENAZERBLVFI—RENLEZAL D I\7EI—I\=\=117\I\T—9&:L‘C
FYTFVYIRIHENHYET, ZDHIE. NASA Direct Readout Labs ¥ 7 K7 T 7 (RT-STPS &
KT IPOPP) ZHAL TTF— 2 E20EBITZEEOHEREAELE LTRETT,

BENA

COEVIIAVTRTF—E2T7O-BE/NAZ;TETS, BB EZRLET, COHIT
&. CloudFormationT>7'L—KNICNTX—&2tE0> 3> e)Y—AEo>a>n2o01o>3
CERERLET,

(® Note
CloudFormationT> 7L — NORBOFMICODVWTRK., "TFo7L—b, 20> 3> %#3R
LTLEETV,

INTAXA=BE02 32Tk, RONFX—Z2%ZEBMLET, CloudFormationI>V—I)LZFEAL T
ARV D BRERTDEEIC, ChSOEEEELET,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note

F—RT7EERL., Amazon EC2 EC2Key/N\TX—Z DB ZIBETIHEN HV X,
Amazon EC2 A VARV ANF—RTEERT D, 2SBL T EEL,

& 5I(C, CloudFormation AR Y I DERKFIC, ELWU—23 2 EHOD AMIID ZHEET
PBENFHVET, TAWS Ground Station Amazon XA X—2 (AMIs)y B#SBLTLKE
A

BYUDTTL—RAZRYRNE, 7L —HMOVY—RA+E0923VICBLET
CloudFormations,

Resources:

# Resources that you would like to create should be placed within the resource
section.

EC2AVABZRVAILBE—NBENAZERETZ> T VA R2EZXD L, E—ORPEE/NANH V)
£¥9, AHF—2BE VIV 2T, F—RIJOA-IVRRANTFFIV5—23 2T
Amazon EC2 A VAB L ABBEBLUVHBEL. 1 2ULEDF—R7O—IRKRARNITIN—T%
ERTILENHYET,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
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Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet
BlockDeviceMappings:

- DeviceName: /dev/xvda

Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UsexrData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"

STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"

while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10;

done
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echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
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CidrIp: 10.0.0.0/8

Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp

FromPort: 55888

ToPort: 55888

CidrIp: 172.16.0.0/12

Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp

FromPort: 55888

ToPort: 55888

CidrIp: 192.168.0.0/16

Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
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ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

AT 770> NI Elastic Network Interface (ENI)AWS Ground StationZ{/ER TE 3 &S ICTBICIE,
BYAARDVD—, O—J, ZOA77AIILERBETT,
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# AWS Ground Station assumes this role to create/delete
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:

ENIs in your account in order
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- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Stations&E
cOtEo>avik, 11— —HA REEDERZRLET,

BBNZY VOMERICBETRREEITSICIE, tracking-config ' HETT, BERZSYIELT
PREFERRED Z&IR$ 2 L EFMENMELETH, JPSSA TT7IXVADRBEN +9THB 1=
., SEMBERLEIHSERXHYEEA,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BENAICEIWT, BEHS £XT antenna-downlink-demod-decode (¥ E&. I RKRA KD
HEEEETEF—27O—I KRS NI L—TEBHIBF— X 7O—TI kR4 > NREE
ERITIVENHYNET,

® Note

DemodulationConfig, . &RV DIEZFRET D HEDFMIZ DL\ TlkDecodeConfig,
"1 ZZRLULTIKEEWTI U TFAI ) OBATI— REBE.

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
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JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "JPSS Downlink Demod Decode Antenna Config"
ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"gpsk":{
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

},

"range":{
"value":250,
"units":"kHz"

}

1,
"symbolTimingRecovery":{
"symbolRate": {
"value":15,
"units":"Msps"

},

"range":{
"value":0.75,
"units":"ksps"

},

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
"rolloffFactor":0.5

}
} 1
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DecodeConfig:
UnvalidatedJSON: '{
"edges":[
{

"from":"I-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"Q-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"

},

{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"

},

{

"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}

"nodeConfigs":{

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

},

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

1,

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

I

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder”: {

"codeRate" :"ONE_HALF"

AWS Ground Station

=nes
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}

.

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

},

"UncodedFramesEgress": {
"type" :"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station=v<3a>7O774)

cotwoavid, A—H¥—HARZIVIIVTOT7AINEERTRZERLET,

HENTSNERENTELDT, ThEBALIF—R7O—%BETEET, BYD/ISA—X
CEF74)LREERALET.,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.
SnppJpssMissionProfile:

Type: AWS::GroundStation::MissionProfile
Properties:

Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
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ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig

FEHD

FEROVY—-RZ2FERATDE, FOR—FT 100k OVWITNAHLSORBHT—FEEOLD
(CJPSS-1 AR IVKRNZATDA—=)LTEDBRSICHY) FL ZAWS Ground StationAWS Ground
StationOo —> 32,

LT, coto2a>THETZIINTOIY—RA%Z 1 DNDCloudFormationT> 7 L—KICE &
HETEBETTL—NT, BEEFEHTEF T CloudFormations

& VWS B H O CloudFormationT > 7°L — KNAquaSnppJpss.ymlik. Aqua, SNPP, & &k TF JPSS-1/
NOAA-20 ENDT—RZEZI<SICHBTEDLSICRIFETNhTVWET, ZhiZlE. Amazon EC2
AVAZVAE, BVEDEBZEATZ1—)L, ERABLFFI—REhEZAALINTO—RF v
ARTF—R2EZET B HICHAEZAWS Ground Station) Y —ANEENTVWET,

Aqua., SNPP, JPSS-1/NOAA-20, Terra "7 A NMCHAVR—REATVEVEEE. T, 25
BLTLKEEVEHERE,

(® Note
FUOTL—=RNITIOERATBICK. BNBAWSRIAEHREZFEHL TBEEA >V R—F 1Y
Amazon S3ANTY NZCTIVE2ALET, LDV U TR, V—232 M Amazon S3 /N
TYREEALTWET, us-west-2 =232 0—RZZELT, AZYVIEEKTS
CloudFormation®d 9% 1) —23>&2RULE T,
TSIC, ROFIETE YAML ZFRALET, EEL, 77 L—KME YAML X & JSON
ERXOMmAETERATEEXET, JSON Z2FEATSICE,. T07L—hEXo720O0—RT
%.jsoncEIC.yml7 7AI)NIRFZ CEEBMAET,

ZEEALTT7L—hESDO—RTBIZEAWSCLL, XOOX REFEALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnpplpss.yml .
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TSOYTUTO URL ICBEL T, FU7L—REdV Y- TRRBLFAIVO—RTESE
EE

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnppJpss.yml

XD > Y CloudFormationZfEAL T, TTF 7L —MNZEEEBETEET,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

TUO7L—RNEEDRSBEMIY—AZEEZLETITH?
AquaSnpplpss 77 L—KNIZRK, UTOEBMUY—ANEENTVET,

« (#7223 2) CloudWatch Event Triggers -AWS Lambdaf& L\ & 1 £ AWS Ground Station® &1 (Z
I & 2 TIEFE Iz CloudWatch Events ZFRAL TR H—& BB, AWS LambdaBakld.
L—N—A2VARVAZREL, #7232 TELELET,

« (A7>32) 2RV MO EC2 #KRFE - Lambda Z A L T SNSBHAI T &Y MZ Amazon EC2
AVABRVADKRIED AT LAZEY NTYTI2F723a>, REOFEARRICK > TR, BeH
RETHUEMNI HDEICEBELTSEEL,

« Ground Station Amazon Y= A4 X—2HE Lambda - 1 VAR AICA AR =)LEnTWB Y
JRDIT7EEEDO MM ZBRT DA T7232, YVINIITAT>I2CEk, YV7RNIITE
EEHOFEICHIIDST, F—RIJO-TIVRRARNTTVT—=2a 0 FEENRET, 70—
R/\> R DiglF — & B{E £ AWS Ground StatonI— I N Z2EATZICE. T 2838BLT
< #E&WAWS Ground Station T— 1> N (%) 2FAT2/N7/ VY 70— RF+ ARG
E, chsOA7>3a> i, BMOVINIVITEHFEBEN D) —AEThDEEEE D AREM
FHYET,

c BIMOZyv2ar7O774I)-BMoNT VY o7 0—RF* ¥ ANFE (Aqua. SNPP, Terra)
NIv>ar7aO774 ).

s BMOTTFEOIOBRE-BMONT VY O7O0—-RF+ ARNGE
(Aqua., SNPP, Terra) DF > TFH I )2V UE,

COTVTL—NTREEDEENTXA—BZNAANEZEALTT, cNSONTA—REFEATDIE,
h 5 DEE TAWS Ground StationI < IZ ZERICFERATEE T, COTVTL—NEFEHATHAWS
Ground StationE Z(Z ZFA TR ICIE. MENEZRETIHEBEEH Y EBA, EEL, EZHAR
NAALT, I—ART—ARICEDETT VI L—RNEFEATDIEETEERT,
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TR ECTRRETEXRITN?

TF—R7JOA—TIVRRANIN—T&, ToTL—KRTHEREhBL—N—AVAZY
ADERY RI)—=DA 2V B—TIA A ZFERTBDELSICREETIhET, LZ—N—a2REY
Ak, F—=R27OA—IVRRARNT7TIVTr—>32 &2 EALT, F—X70—I2 RKRA
¥ N TEZRE Nlz7/R— MAWS Ground StationT A5 F—R AR —LZZFELET, BFET
&, BEAA AR A — 7’/\‘\y OFRXTZ—O UDP 7R— ~ 50000 Z#5rL TF—2
ZHETEDELDIIBYERT, F—R7O0—IT 2V RRAVRNTIL—TOREDFHMMCOVT
l&. TAWS:GroundStation::DataflowEndpointGroups S B L T &L,

AWS Ground Station T—> T > N (AwiE) 2RATEINT VYD
J7O—RF¥F ¥+ ANFHE

COFITIE, I—HY—HARDIPSS1-NTVvoU7O—RF+ANEFHE (PBS)-HAEY> 3>
T2 EPMICETVWTVET,

COHETTITDICE, SFTUAERBETDIHENHYET, DFV, HRD BENAZLFEH TS
Z)LHBEEKE DigIF) ELTHF ¥ 7Fv L, SDRZMFEHL T Amazon EC2 1 > AZ > AN AWS
Ground Station T—2 I MO ZELEEBYICLBIZIMEN HYET,

(@ Note

ERO JPSSHRD BE/NAGEEOFEEE 30 MHz TTA, FoTFFE IO UEER
100 MHz FEIlEDEBSE LTRSS LS ICKREL T, Z0pHlT AWS Ground Station T—> T
VRICEODTEBEEND D ELVWNAZBBTESDELSICLET,

BENA

COtEUaVTRTF—RTO—BENAZTETS, BARAEERLET, COFITE, ttoplT
FRAETATVWEVENOEY> 3> THBIIYE TS 3> % CloudFormation 77 L—KIC
EMTZ2LENHYET,

(® Note
CloudFormation 7> 7L —NORBOFMICOWVWTR, "Fo7L—bhEo>3>, #83R
LTLEETV,
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£, 77L—KTU—23 2 BI0 AWS Ground Station 7L 7 4 ¥ 2 A1) A~ CloudFormation
DIVETEIaVERELET, Ik, AmazonEC2 A VAR ADEF 1T 145
W=THNTLTAVYIOR)ARNEHEICSBTEDELSICBYET, 7L7A4VYIRAVANOEAD
FHHICOVTEE., ") Z#8BL T EEWAWS Ground Station T— T > M2k % VPC B 7E,

Mappings:
PrefixListId:
us-east-2:

groundstation:

us-west-2:

groundstation:

us-east-1:

groundstation:

eu-central-1:

groundstation:

sa-east-1:

groundstation:

ap-northeast-2:

groundstation:

ap-southeast-1:

groundstation:

ap-southeast-2:

groundstation:

me-south-1:

groundstation:

eu-west-1:

groundstation:

eu-north-1:

groundstation:

af-south-1:

groundstation:

pl-087f83bas4f34e3bea

pl-0cc36273da754ebdc

pl-0e5696d987d033653

pl-03743f81267c0a85e

pl-098248765e9effc20

pl-059b3e@b02af70e4d

pl-0d9b804fe014a6a99

pl-08d24302b8c4d2b73

pl-02781422c4c792145

pl-03fa6b266557bad4f

pl-033e44023025215c0

pl-0382d923a9d555425

Parameters 9> 3> Tk, XONFX—2%ZEBMLET,
TARY O BRERTDEEIZ, ChSsDEREELET,

CloudFormation Y —I)LZEHL

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
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create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html

Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(@ Note

F—RTZERL., Amazon EC2 EC2Key/NTX—ZDEBFIEZEETDIHEN HYET,
Amazon EC2 A VAR ADNF—RT ZEKT D) 2SRBLTLEEL,
& 512, CloudFormation AR Y U OE/KEIC, ELWD— 3 EEO AMIID 2IEET 3

KEHFBHYET, TAWS Ground Station Amazon X4 X— (AMIs), ESBLTL ¥
=L,

BYDTTL—RAZRY NE, T07L—MOUY—=RA+E023aVICBLET
CloudFormation »

Resources:

# Resources that you would like to create should be placed within the Resources
section.

Amazon EC2 A VARV AICE—DBENAZRETS > TV A Z2EAD L, E—ORBERE/NA
NHdENDHYET, BHEF—FERE I3 &I, AWS Ground Station T—2 T2 ~
T AmMazonEC2 A VAR AZEY NFYZTULTEREL., 1 2ULEOF—Z2T70O—I2 RAKRA2 K
TIN—T%ERTIHENHYET, £9. AWS Ground Station T—= T > MM Amazon VPC %
BELET,
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ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20

Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:

- Key: Name
Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref RouteTable
SubnetId: !'Ref PublicSubnet

Route:
Type: AWS::EC2::Route

BENA
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DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway

® Note
AWS Ground Station T—> I R THR—REIhTUVS VPCEREDEHEMIZODVTIE., AWS
Ground Station "T— I MNOEH#H-VPCH, Z22BL TS EET L,

RIZ. LY—/N— Amazon EC2 /1 VARV AZHRELE T,

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface

GroupSet:
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- IRef InstanceSecurityGroup
SubnetId: !Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
Instanceld: !Ref ReceiverInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:

Type: AWS::EC2::Instance

DependsOn: PublicSubnet

Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
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SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.
UserData:
Fn::Baseb4:
Fn::Sub:
- |
#1/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"
{
"capabilities": [
"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

}
AGENT_CONFIG

systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for

more details and guidance updates
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# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q 1 48
49" 'fffEfffff, fEFEEfff, FFFFffff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipvé4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
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SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

F7/=. AWS Ground Station /"7 17> M IC Elastic Network Interface (ENI) Z¥ERKX TE DL SICT
B, BYARDD—, O—J, ZA77AIILERBETT,

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
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Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyAzrns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Arn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for

data delivery
GroundStationKmsKeyRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !'Ref AWS::AccountId
ArnLike:
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"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Arn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
Type: AWS::KMS: :Key
Properties:
KeyPolicy:
Statement:
- Action:
- kms:CreateAlias
- kms:Describe*
- kms:Enable*
- kms:List*
- kms:Put*
- kms:Update*
- kms:Revoke*
- kms:Disable*
- kms:Get*
- kms:Delete*
- kms:ScheduleKeyDeletion
- kms:CancelKeyDeletion
- kms:GenerateDataKey
- kms:TagResource
- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AwS::Partition}:iam::${AWS: :AccountId}:root"
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Resource: "*"
- Action:
- kms:Decrypt
- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:
AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action:

- kms:CreateGrant
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"
Resource: "*"
Condition:
ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":

- sourceArn
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true

AWS Ground Station :%&

COEIVIIVTREREDER. RIBRAEZRLET,

X
il
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BB NS Y VDERREZITSICIE, tracking-config "HETT, A—NKRSYOELT
PREFERRED #i&R92 &, T FIIMEFMELETH, JPSS1I IT7IXUADREN +2T
HdED, DIFIIREEZB -IVEFHYELA,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BENACESVT, BEBLERTTFUTFAIDULIBEE, IVRRAY NORBEES Y
5F—R7O0-IY REAY NI —TEBRTDF—RTO—IY KA NBEEEETONE
FoHUES,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config
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Properties:
Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station = v<3a>7O774)

COEV>IAVTRIVIIVITOT77AIINEERTS, BRAEZZERLET,

BENTSNIERENTELDT, ThSZFALTT—RT7O—ZBETERT, BYONTA—
RC@ETT7 NN EEALERT,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJlpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: !Sub 'JIPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Arn
StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn

FEHD

FREOVY—-RZ2FERATIE, AOR—F100hi OVWT AL SORBTF—FEEDLD
CJPSS-1 ARV RNZARTD1—=)LTEDLSICHKVY) EL = AWS Ground Station AWS Ground
Stationd7 —>3 2/,
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LT, CcOtO2a>THRBATIZINTOIUY—RA%Z 1 D0 CloudFormation 7> 7L —KNICEE
BT ITL—RTT, CcOTUTL—BME TEEFEHRTE £ CloudFormation,

EWSEZFID CloudFormation 7> 7L —
NRDirectBroadcastSatelliteWbDigIfEc2DataDelivery.ymllk, Aqua. SNPP, JPSS-1/
NOAA-20, Terra HENF ) HEAERE DiglF) T—R2E2 T IERXKFETEDLSILRFTENT
WET, chiZlk, AmazonEC2 1 AR A&, AWS Ground Staton T— T M EFAL TE
DO DigF #AL Y N7O—RFYARNTF—REZET DL HICHEK CloudFormation J Y — AN E
FhTLVET,

Aqua, SNPP, JPSS-1/NOAA-20, Terra "7 AV NMCHAVR—REATVEVESRE. T, 25
BLTLKESVEEESH,

@ Note

TOTL—=KNITOERTSICIE,. B3 AWS REEE#HZ A L T Amazon S3 /N Y
NEFVR—FTA2VITFTBHARI—ICTIVEALET, ATOUOTR, U—23a>
Amazon S3/NNT Y REFEAL TWET, us-west-2 =232 1—RZZELT, AZY
2 & {ER T % CloudFormation 521 —a > &2RLET,

TSI, ROFIETEK YAML ZEALET, EL. T7L—HME YAML £X & JSON
FEAOWMESTHEATEET, JSON ZFEATBICE., To7L—rEHXTO—RT

3. jsonEEIC.yml 7 7 A )LILETFE CBERAET,

BEALTT7L—MNEADO—RIBICEAWSCLL, XOOX REFEFALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

TZOHTUTOURLICBELT, 707 L—h2AVY—ITERRIRB LAV O—RTESE
£

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

XMD')> % CloudFormation ZERAL T, TTF 7L —NEEEEETEEXT,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml
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TU7L—RTREDISBEMIY —ANERENTVERTAH ?

DirectBroadcastSatellitewWbDigIfEc2DataDelivery 77 L—KIClE., LATOEMI Y —
ANEEFNTVET,

« L>—=NN—4a 2 AR AD Elastic Network Interface - (5411 &) Elastic Network Interface (&,
RIEEhTWVWBIHEE, PublicSubnetld TIEEENiEY 7R Y MIEREhET, ChiFk, L>—
N=A VARV AN TZAR=—R YT ZY NCHBDBAICHETT, Elastic Network Interface (&
EIP ICBE[MHFSh, LY—N—A2VARVAILTRYFENETT,

e L—N—A2 AR AD Elastic IP - AWS Ground Station /"%t 9 % ElasticIP, 2 &lV),
L>—N—A 2 AR AFE =& Elastic Network Interface ICT7 XY FEanE T,

« ROWT A D Elastic IP BBEAT T :

e LY—=N—A 2 AR AL Elastic IP O BEESS T - PublicSubnetld AIEEE N TVE WSS
M. ElasticIP ELY—N—A2VARZRADOBEEN T, TDOEHIZIE, Subnetld A/NT VY IH
TZRY NESBIBZIHBENFHYVET,

e LY —)N\—A AR AD Elastic Network Interface & Elastic IP ®E3E {3+ - PublicSubnetld
NFIEEENTWVWBIES., ElasticlP &L >—/N\—A 2 AX > AD Elastic Network Interface @ B8
AT,

« ( F7> 3>) CloudWatch Event Triggers - AWS Lambda B\ &1t AWS Ground Station M #J#
(2 [Z&k 2 TEfEE Nz CloudWatch Events ZAL TR UH—E B B%. AWS Lambda B%K
. L>—N—AVARVAZEEBHL, #7230 TELELET,

« (#F7> 3>) Amazon EC2 Verification for Contacts - Lambda Z £/ L T, SNS BH % & DiE&
%D Amazon EC2 4 ARV A (BET) ORI AT LZRETHA 7> 32, BEOFERARR
CRO2TR, BENFRETHIAREMI BB EITERLTSEEL,

s BIMOZv2ar7O774I)-BMoNT VY o7 0—RF* ¥ ANFE (Aqua. SNPP, Terra)
nzv>ar7ra774)l,.

s BMOTTFEOIOBRE-BMONT VY O7O—RF+ ANFE
(Aqua, SNPP, Terra) D7 > T+ X722 J&E,

CODTVTL—RTREBFEVEENTA—BZNFANELRATT, CNSONTXA—R2EZFRTZH L,
S DEET AWS Ground Station 3<IC ZEEICEATEET, COTV7TL—EFEATS
AWS Ground Station £ Z(IC ZFRAT3ICE., MBEDOEZRETIHXERFHYEFHA, £EL, EZ
NDARIAALT, A—AT—AICEDETT UL —NE2EATRHELETEET,

F—RFECTEETEETAH?
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TF—R7A—IYRRAVKNITNL=T, TOTL—RNTHERENBILI—N—AVAZVAD
XYRND—=DOABR—TIA AZFERAITDELSICEREENET, LO—N—AaA2 ARV Ak AWS
Ground Station T—> I hZFAL T, F—X70—I2V RRAV NTEZREnlZAR—BN AWS
Ground Station T A 57— AN —LZZEFELET. T—R7O—TIVRRANTIL—T D5
EOFEMICDOVWTIE, "TAWS:GroundStation::DataflowEndpointGroups ZZBL T EFEVW, I—

DSIVRNOEMIZ OWVWTIE., AWS Ground Station AWS Ground Station " T— I hElF ) 25
BLTLEEL,
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NZTNZa1—F42T

RORFIXVNE, OFEAFICRETDAREMEOSIBEORNT /N1 —FT 14T IRIER
9 AWS Ground Station,

NEY D

« Amazon EC2 ILF— R ZBEITRBAVELEO RTINS a1 —F127J
« KBMLEBRWEDEORNS I a—TF12Y

« RELEBVEDEBOEHONZ N2 —FT127

« FAILED_TO_SCHEDULE Y &2V b O rZF7N>21—FT 127

+ DataflowEndpointGroups A" IEE THRVRED NS T I 1—F12 5

s BWBITIXVAOKNZ TN a1—F1427

c T—REZELEA>EBVEDEORNT TN I —FT1Y

s TLAXANVOKNZ TN a—F12T

Amazon EC2 ICTF—RZEEITH RAVEHLEO NS TS 21—
FAY

AWS Ground StationElVWEH B ZEFICTE T TEREVEFEIE. AmazonEC2 1 AR AN ETE
hTtWwale, F=RT7O0-—TI2RRAVRNTT7IVIT=23 U RTENATVDCE, BRTTF—2AX

JO0-—TIYRRARNTTVT—=23 QAN —LFELKREENTVWR L ZRETILEY
HV)ERT,

@ Note

DataDefender (DDX) &, THREHR—FMERTWBF—RT7O—I2 RERANTTV
r—23>0HITT, AWS Ground Station

EIE=2es

ROFIETIE, AmazonEC2 /1 VARV AN T TICEY R T Y TENhTVWB ZEZRIBELTVE
Fo TAmMazonEC2 1 VARV A%Z+1Y N7 Y 79 %IZIEAWS Ground Station, "BtAF:) 5
BLTLSEEL,

Amazon EC2 ILF—RZEEITZRVEDEORNT TN a1—F142 Y 264


https://docs.aws.amazon.com/ground-station/latest/ug/getting-started.html
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ATYTLEC2AVARVANRITENT VWD L ZHRT

ROFIEF, 0>V —I)LT Amazon EC2 1 VARV AZ#H®REL ., RITEThTVEVERICERHTS
FEZRLTVET,

1. NSTNSa1—F 12032 EBEEICERAENE AmazonEC2 1 VAR AZ RO E T, UL
TOATY TZ#ERALET,

a. CloudFormation &Y< 17;R—RT, AmazonEC2 A VARV ABEBULARY V= BIRLF
9,

b. [UY—R]Z7#9UYUL., AmazonEC2 41 VAR A% [WRE ID]FITO—RNZ>
H—DIDZEIIVYILET, RRIFITA VARV ANERENTVWD EEHERLE
¥,

c. [E D)% T, AmazonEC2 1 VARV AN U ZBIRL EF, Amazon EC2 YR X
RAVY=IIHNRRENET,

2. Amazon EC2 YN ZXTI X NIV —)L T, Amazon EC2 @ [1 2 AR AMIREE] A [E1TH] I

BOo2TVWBEEERLET,

3. AVABVANRITHDOHERE., ROATYTILERET, A VARV ANFRITENTVAEVE
Bl AOFEZEALTA VAR AZBELET,

Amazon EC2 1 VARV AZBIRUVRET, [ToO23V] >[4V AZ ADIREE] > [B
] DIEICEIRLE T,

ATYT7 2. AR T—27O0—T7VT—232 04T ZRETD

7 — X EAEIZ AWS Ground StationT— I REFERL TWVWSE A, AWS Ground Station " T —
SIVKNORNTZTINA—F42T, 20923 VICVAALIRNLTLEETY, ThEUADEE

l&. DataDefender (DDX) 7 77U —2 3> & ERALTVWSEEE. (CH & E Fthe section called
‘ATYVZ 3 F—R7O—TF7VT—2a 0 FERGFTENATIVDCEEZRFETS

ATV 3 F=R7O0—T7UT5—23 > FETEhTVWD & 2HER
7]
DataDefender D AT — R A%ZRKRILTSICIE. Amazon EC2 DA VAR AICEGT A HEN HY E

To AVAZVANOEROFMIZOVTE., "Linux 1V AR ANDER Z2RLTLEE
W

ATYT1LEC2A VARV AN RIFTENTVWB L 2 MBI 265
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ROFIETE, SSHIZA T RTOAR REFALENZ TN I—FT AT OFIRERLE
ER

1. —ZFIIFELEFOAY RO N2FE, SSHZFEAL T Amazon EC2 1 VAR Al
#EHL £ 9, DataDefender VI 7 Ul ZRARTDEHIC, UE—RKANDR—K 80 ZEix
LEFT, UTFTOONU R, SSHZEFEAL T, R—RNEENBHMICE>TVWBIEXZEZENLT
Amazon EC2 1 VARV AICERT B HEZTRLTVET,

® Note

<SSH KEY>, <BASTION HOST>, & & T <HOST> [&. BFE®D ssh ¥—, BHABKA
RB., BRP AMazonEC2 1 VARV ARARNBICEEMADLENHYET,

Windows DIE4&

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o

\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>

Mac D354

ssh -L 8080:localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i
<SSH KEY> ec2-user@<BASTION HOST>" -i <SSH KEY> ec2-user@<HOST>

2. DataDefender (DDX £ &M END) FRTENTVDREZRAETAICE. HATddx &WS
BEINOERFTZ7OAD grepping (FI VYY) ZETLET, RiTHO7O0RZITLYEVY
(FIVvO)TBLEOOAN RERBILEHIHIZUTICRLUET,

[ec2-user@Receiver-Instance ~]$ ps -ef | grep ddx

Rtlogic 4977 1 10 Octle ? 2-00:22:14 /Jopt/rtlogic/ddx/
bin/ddx -m/opt/rtlogic/ddx/modules -p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
ddx/bin/ddx.xml -umask=077 -daemon -f installed=true -f security=true -f enable
HttpsForwarding=true

Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx

DataDefender T hTWVWBEEIE. "TEFhLIDthe section called “AT Y 7 4: F—Z 7
O—F7Ur—Y 3 ANU—LFBEENTVDC L ERRBI B BAR, ROATY T
HET,

ATV I F—=R7A—TF7VT—>3 U FRTEATVD 28R T 266
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3.

LTFnIOXY > REFEHAL T DataDefender Z# 2L £,

sudo systemctl start rtlogic-ddx

N> REMFERAL -%I(C DataDefender A"ETE N TVWBHEEE. T, ICHEHKE TFthe section
called “ATY 7 4: F—R70—TF7)5—>3 AN —LADNFREETNTWVWD C &R

2% ThUADFZERF. KAOFIRICEATSEZ L,

BLToOXR RZFERALUTUTOT7 74 )L %2%EL ., DataDefender DA AR—)LEREHIZ
IS—NRELEDNESHZERLET,

cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out

® Note

chsO77A4INERELEEEZICREE NS KV BEER., Amazon EC2 41 AR
VANRITENTWS Amazon VPC IZ Amazon SSAD T I AHFAN BV EDHIZ A
DAN=NLTTANEXDO—RTERVWCETT, CNHABETHZH AN OTT
YIBAL =8BE Ik, EC2A4 ARV AM Amazon VPC £ EF 1 VT AT —TDRE%E
FIVILT, Amazon S3ADT VAN 7OV IENTVWAEWZ L ZRBRELET,

Amazon VPC REZ L #&I(C DataDefender FERITENATVRFER., "1 CHEKAFETthe
sectioncalled “A7Y 7 4. F—R270—=T7 V75— 3 AR ) —LAFBREENTVD LR

T2, BMEIfBRLEVEEE. AWS HR—KMCEEL, BEOHRBZRATOT 774
ILEEELTLSEZV,

ATY T 4 5"‘—’5’75—77°U T—232ARN)—LANEEENTVSC
tEEEFVb\

1.

DIJTS5OHT, 7 RLA/N—IC localhost:8080 £ WS 7 RL A% AHL T, DataDefender
DIJ1—Y—AR—TIA AT IEALET, XIC, Enter ¥F—Z#HL E 7,

[DataDefender] & ¥ = 2 7R— R T, [Go to Details (N H) 2:8RL £,
AR)=LDVARNDSARNI—A%ZEIRL, [EditStream (AR —ALZHHE)] 2:BIRLET,
[Stream Wizard (AN =LAV A HF—RN XA FTOTRY VAT, ROBEZITVET,

ATY T 4:F—=R7O0—T7TVT5—2320 AN —ALANBREENTVD L EHERTD 267
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a.

C.

[WAN Transport] (WAN K> A7R—RK) R4 2T, [Stream Direction] (A~ —AJE) A
[WAN to LAN] (WAN #'S LAN) LB EEhTWB e 2BRALET,

[Port ((R—RN)]ARY VAT, F—R7O0—ILY RRANTI—TRIZIEIRL = WAN
R—KHFETRDCEZBALET, 72N TR., COR—KF 55888 T, TN
#. [Next] ZZBIRL F T,

Stream Wizard

&= - = |
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E ©
Stream Direction IS EREENY ~

WAN Transport 1

(1]

Enable Multicast g

> o (G

[Local Endpoint (A—AJIL I RIKRA 2 N RA 2T, [Port ((R—RN)]RY ZAIZEM
BR—RNFHDEEZEIELET, T7A4IINBNTR., COR—BNIE 50000 TT, ch

l&. DataDefender A"AWS Ground Stationtt—E AN S5 F—2Z2ZEFEL LRICT—RXZZE
THR—KNTT, TDHE. [Next] ZBIRLET,

ATV 4 F—=R7O-TF7TVT5—23 AN —LAFBREENATVR L Z2ERT 268
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Stream Wizard

s +>= [
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Protocol uoP M o

Enable Multicast g

o
Local Consumer IRV TR °
LU 50000 °

¢ oo > oo (G

d EEZELLEBER. BYDAXZ1—TFinish(ET)] ZBRLET. ThUADEEE,
[Stream Wizard (AR —LDAHF =R XZ1-HDS5F ¥+ EITEXRT,

Zh T, Amazon EC2 4 > A& > A& DataDefender DH AN RITE N, TF—REZETILSIC
BEHICEREE N TVD ZENERENEL ZAWS Ground Station, rthe section called “AT Y 7' 5:
LI—N=—"AVABZA BB HTZXY NI EERATEZRIP T RLAN H D & EHER
27 ICHERET,

ATYT7T 5 LY—N— 4/7\9/7\(142%17)"1'77“1 NEtT o7& EA TR
BIPTRLAN®HD =AY

RXOFEE, >V —=)LDO Amazon EC2 BEEBEA AR ATHERATEER IP 7 RL AN =R
2HFEERLTVET,

1. NSZTN21—F420FBBVEDLEICERAENE AmazonEC2 L —/N—4 2V ARV AT
Elle UATORTYTHFEHLZET,

a. CloudFormation &Y< 17;R—RT, AmMazonEC2 A VARV ABEBULARY V= BIRLF
9,

b. [UY—R]Z7%Z0JYU0L, AmazonEC2 1V AZ> A% [RE ID] FITO—RNT>
H—OIDEVIVYILET, IRR]FTA VAR ANMMERENhTVWER L &2ERELE
9,

5 LY=N—AVAZVRA(BEEA) YT XY NCTABEATRESIP P RLAN BB L% 269
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-

c. [¥E D)% T, AmazonEC2 A VARV AN > U &iEBRLEF, Amazon EC2 ¥ X
RIAVYIY=IIHFRRENET,

2. Amazon EC2 N XX RV =)L T, AmazonEC2 L>—N—A2AZXRVADA VAR
ABMEOH7ZYNIDUOZB20TOIVYOLET, ChiZkt), X592 Amazon VPC
BEEIOYV-ILICBELET,

3. Amazon VPC BRIV —IT—HITHH T XY h&BIRL, 7Y NOFMTERATRELR
IPv4 7 RLAZREIELET., COEN. 2O AmazonEC2 L>—N—A VAR A%ZERTS
F—RT7JO—TIVRKRANEBUBTHEVEEE., ROBEELZITVET,

A4 K

X

a. CloudFormationT>7’L—hOXET2H 7Y N CidBlock DH A4 AZELLKEHLE
T H7ZXYNOHAXREDFM-COVWTREK, "H7ZY NCIDR7OY Y, #88BLT
<EEV,

b. E#H&E niCloudFormationT 7 L—hE2EALTAEZYO9%ZBF7O04LFT,

BEARLBEVEEE, AWS HR—KNIZHBLEDELEZL,

XBLUEBVWEDEORNZ TN 21—FT1420

A Y —AREDRBE AWS Ground Station 22 &, IRV MNDODR—IFIIAVEIRNA
T—R AW FAILED 2BV &ET, AU NN FAILED IZB2RERELD —MHWEFERBlE, NZ
TN a1—F AT RIDFIEEATICRLET,

(® Note

COHARIE, BIZOAVEZYUKMDFAILED AT —2AER/KELTH

V). AWS_FAILED., AWS_CANCELED, FAILED TO SCHEDULE ¥ DOt KB AT —
BAERRELIEEDTRHYERA, AVERINDAT—EZADOFMICOVTE., Tthe
section called “AWS Ground StationElVWEDEBEAT—Z A", ZZRL T EEV,

TF—27O0—I2RRAZNORBROI—-AT—A

LTR, F—270-I2RRAMR-—ADTF—ETO-DBEVEDEAT X AN KK T S A6
MHFHD-—RNBEI—AT—ADJARNTT,

s F—R7O—I2RRAVNFERENAEEA -1 DU LEOFT—2T70O—0 AWS Ground Station
TUFFEeF—R7O0-IY RRAY NI L—THEOBERRIE hERATLE,

KBLUEBVWEDEORNS TN a1—F142Y 270


https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html
https://aws.amazon.com/support/createCase
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F—RTJO—I RIKRA NOEGENFEND -1 2L LEOF—270—0 AWS Ground Station 7
OTFFEF—RT7O0-TIVRRANTIL—TEOELES. BULELEORBIKBRICEIZAE
L,

e F—RT7O-IVRRAVMNOYTZY NCERTEERIP 7 RLANF®HY EEA. AWS Ground
Station®F—AREEVI1—23 @, BEEAVAZRAOYTXRY NMCERTRELR IP 7 RL
ANBEVNESD, T7TAR—=—NZRYRND—=DJIZENI ZERTEEB A,

« Dataflow T RRA > RNOHT XY NAEMTT, Dataflow T RIRA > NI IL—FTHEEE L
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5 FLWIT7IXVADOAT—R AN ENABLED REEICHEBDEXTEZRUILET,
6. TEICKE 2 =58k, DeleteEphemeris ZFRA L TEMBEI 7 I XU AZHIBRLE T,

E2BIZ—O—RUT7T7LVA

LTt o23a>Tlk, T7IX)ARIENKBMLU EBEICRENDAEMOH D TNT
MerrorCodef%. L AXJ)invalidReason AFdAVRICBENICIYEILET,

BN IEH: METADATA_INVALID

ChSDIZ—RF, BAXRTF—ZTA—)ILRFTEFELTVEA, FAFELLZVWA, I7I XV
AT—=RICHYR—PFENRTOVBEWVMENEENRTVWRIBEICRELET,

IZ2—1—R

MISMATCHED_SATCAT_ID

OEM_VERSION_UNSUPPORTED

ORIGINATOR_MISSING

CREATION_DATE_MISSING

FTOTUOREBNBYEEA

IS5—Xvt—

TLEI7IXVALFEIZHEEHZOTESH ., BE
RFSIhEHEOHENROJESE—HLFEA

OEM I 7 T X!)ACCSDS_OEM_VERS @ FHR—hKr&
NTVEEA, HR—RNENTVSB1E: [2.0]

ORIGINATOR AYA—T A4 —)LRAOEMI7IXJRA
CHhYYEEA

CREATION_DATE AYA—T7 4 —)LRAOEM L7 I X
DACHY)EEA

OEM I 7 T XV AIZOBIECT_NAME XX F—XR7TJ 14—
IWREBYEEA

TE2BIZ—I—RUT7LURA
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IZ2—3—R

OBJECT_ID_MISSING

REF_FRAME_UNSUPPORTED

REF_FRAME_EPOCH_UN
SUPPORTED

TIME_SYSTEM_UNSUPPORTED

CENTER_BODY_UNSUPPORTED

INTERPOLATION_MISSING

INTERPOLATION_DEGREE_INVALI

D

AZ_EL_SEGMENT_LIST_MISSING

INSUFFICIENT_TIME_AZ_EL

I5—Xvt—

OEM I 7 T XV AIZOBIECT_ID X&ZF—&714—J)LR
FHYERA

OEM I 7 T X!)AREF_FRAME @ FHR—K~EhTV
FtHA, YR—NEhTVS(E: [EME2000, ITRF2000]

OEM I 7 T X! AMREF_FRAME_EPOCH X&F—%&
74— REYR—RENRTVELEA, COT71—)LR
BTIT7IX)ADLSHIBRL TS =W

OEM I 7 T X1 ATIME_SYSTEM O FHR—KhEhT
WEBA, HR—KENTLVWBE: [UTC

OEM I 7 T X!JACENTER_BODY @ [FHR—KhEhT
WEBA, HR—RNENTVWBIE: [Earth]

OEM I 7 T X1 AIZINTERPOLATION XXF—=X
J7A4—ILRFBYVEXEA

BWEAFZENDHEES. OEMI 7 I XU ADMEEIE 0 KK
ZEVRENDYET

azElSegmentList 71— J)LRFBVEEA

DHBLEE1 DD (CTimeAzEL 7 1 —)LRAFELFEH
ATLU = azE1SegmentlList

#E5h 75 3 i TIME_RANGE_INVALID

ChoDIZ—RF, REMRTRZIOEE, EIXY NOEFRMFT, EIXY NOER, —BHESR
BEE, I7IXVACEDSREHEENIr ST TVWEIEECRELET,

I5—d—k IS5—Xvt—Y

START_TIME_IN_FUTURE I7IXVAORBRKRZATFIROEDNTTA, BEDE

NDTHILENHYNET
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END_TIME_IN_PAST

EXPIRATION_TIME_TOO_EARLY

START_TIME_METADAT
A_TOO_EARLY

STOP_TIME_METADATA
_TOO_LATE

AZ_EL_SEGMENT_END_
TIME_BEFORE_START_TIME

AZ_EL_SEGMENT_TIME
S_OVERLAP

AZ_EL_SEGMENTS_OUT
_OF_ORDER

TIME_AZ _EL_ITEMS_OUT_OF_ORD
ER

AZ_EL_SEGMENT_REFE
RENCE_EPOCH_INVALID

AZ_EL_SEGMENT_START_TIME_IN
VALID

AZ_EL_SEGMENT_END_
TIME_INVALID

AZ_EL_SEGMENT_VALID_TIME_RA
NGE_INVALID

AZ_EL_SEGMENT_END_
TIME_TOO_LATE

I5—Xvt—

I7IXVADKRTRZAZBENEDNTTA, FEKDE
DTHIBENHYNET

EEETNEAMHRAI7IXVARTHERIYETT

START_TIME XZTF—XRENOEMIT7IXYAF—2AZ
CEETA2EEREVERKLYEITHS

STOP_TIME XZF—XREHF OEM LTI XJAF—2AZ
ICEETA2RFOEBAL)ETHD

PBLLEE1DOTF—FEI X hendTime® &, &7
X2 MM startTime

PREE1D20ETXY NOBBERIfMEOET X
NOREEREEER®/LTVS

EIXD M —BHCIEFRAFShTVEN

WOTimeAzELEH &, —BF)EFICAZE1Segme
nt THEREABYET

EIAXRNOVT7PLYAIRY ONF BN IZE RN
ELLEL

tIXY NOBMEREEEEORBREZINRIOET X
Y hoRICEABE Lzl

EIAD NOBAMBEREERAOKRTRAFHFROET X
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IZ2—3—R

AZ_EL_TOTAL_DURATI
ON_EXCEEDED

I5—Xvt—

INTOEITAY NOEHEEN, FRENDIHEARAS
PrNAEHEZEBEATVRY

N IEH: TRAJECTORY_INVALID

ChoDIZ—k, I7IXVARIC, BENTSX—4%, AEEH, BUOBELZRE., EMEHET—

AHFBEENTVRERICRELET,

IZ—1—R

MEAN_MOTION_INVALID

TIME_AZ_EL_AZ_RADIAN_RANGE _

INVALID

TIME_AZ_EL_EL_RADIAN_RANGE_

INVALID

TIME_AZ _EL_AZ DEGR
EE_RANGE_INVALID

TIME_AZ EL_EL_DEGR
EE_RANGE_INVALID

TIME_AZ_EL_ANGLE_UNITS_INVA
LID

BN IEH: KMS_KEY_INVALID

IZ—Xv&—2

REESNLETLEI7IXVAOFEIE—>32 G, &
HOVT7FPLUVAIT7IXAVAERESEABYET, F:
Ground Station l&, BRIEFICAR—ARNTYIITT T X
DAZVT77LAELTHERALET

AZEI & -mBE, 20 SO T2V TazTHAILEN HY) K
+

AZEI & -T2 k. T2 ST YU TelTHBREN S
WET
AZEl & -180 BAL, 360 EUTazTHRMENHYET

AZEI (& -90 B E, 90 EUTelTHAIMBENHYWET

EM AZEl BERE{Y

CNSDIZ—R. IT7IXVATF—2OESLICERE 13 AWS Key Management Service
(KMS) F—ICEENHBBEICRELET,
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IS5—0—K IS—AYvtE—
INSUFFICIENT_KMS_PERMISSION Ground Station ([Cl&, COITT7 T XJ)AMD KMS F—I(Z
S TOEATBEODTRBT I LARAN S ELA
37 E H: VALIDATION_ERROR

CNSOIT—RF, I7IXVATF—RICHOBENATIVICKIALEV—ROSKRILOBEN &
PEEICRELET,

IZ—1—R IZ—AXvte—>

INTERNAL_ERROR I7IXV)ADREFICABIZ—ARELRLLE

FILE_FORMAT_INVALID I7IXVAT77ANEASBHRLZGFHEIBLTOE
o 77AUNTTIXVARATORERKICERLL
TWB & Z2#ELET,

F—REFELAN > EHVEDEDO RS TN I—F 12

BUWEDLERBBLELSICRAETN, F—2E2ZFELELEATLE, ChiF. ZOPCAP 77

AINEZETEN. S3TF—RBEEEALTWVWRIFEE PCAP 77 M) 2E > <ZRELEBEVI L
ZERLET, chillF, WKOHPDOERAAEZSKET, UTIE, WDO2ADEREREZORRTGE
COVWTHALET,

ELLBWRT )2 IRE

BENST—2EZBIDBEREIRE., TUoTFHEIV IV IBEFERLRE FEERTSNETT
DT FRE O OEFAT I —REE, BESNERENBEICL > TEFE DI ITFILE—FHL
BVWBE, BEESEhi>JFI)L%EZE AWS Ground Station TEEEB A, ChiZ&kY), FF—X
ZZEL EFH A AWS Ground Station,

ChZEBETRICE., FALTLVARENfrBHECI >TEBENBZIITFILE—HLTVBR Lz
L TKEZW, flxlF, ELVRLERE, FEE, MEKZREL, LEBICHUTERNTX -2
ETFD—RNFXA—REZRELTVWD L ZHRBLET,
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FERE

HEN —HBOBEATLAZ —BHNWICENCIZIREEERTIZEENBVET, COBREICKY,

ZEOHEEONBERELSEDLDUHEEMEN BV ET, AWS Ground Station l&, EF5ZEFEL TLEV
HEHNSESEZZETERVS, FATNTVSI 7 I X AIZ& 2T AWS Ground Station 7> T
FTHEENFELBEVEOSBHERTRSICEYET,

NOAA FEETRZNT VY OTO—RFYARNFELBEELELDS>ETDHE, NOAA HETZ—bH
AV E—IR=—DJTELEFEFLFBEBEZSHATEIXYE—IHNRRESNDBEENIHYVET, XvE—D
Lk, F—2EE0BRANf FREhIBLADRALTAUNEENZIHEEEHNE, BEOXY £—
JILBRRBENZDBEEHYET,

MEBOEHELBEIZEAE. HENDEAL, TN BEICEDLSICEEIZINZERIZINED
EHOEETT AWS Ground Station, HEBEICHKEEZEXZRELZRTIZDEEE. EFfcni
NABZRLITIXDATF—RORBHIEENDEEN BV ET, DAZRLITIXJATF—20ORH
DFEICOVTE., T Z22RBLTLKEETWHA L7 T X 1) AAWS Ground StationZ R T2 H %%
B#Ed3,

AWS Ground Station /=1t

AWS Ground Station IC&k 2 TRIVWEDENKKT B A, FrvEILEThBES. AWS Ground
Station EEWVWEHHERAT—X A% AWS_FAILED £/ l& AWS_CANCELLED IZ5%ELE£d. BVWE
DEOSAT7THAVILOFEMBICOVTE., "1 ZZRBLTIKEETVEVEDEOZ A 7914 0)%
HETD, BEICEL 2T, AWS Ground Station ICEENKEL TTF—ENTHINCEEE L
BOVWCENHYETH, BLEDHLEAHN AWS_FAILED £/ Ik AWS CANCELLED AT—ZR ALK 5
BVWCENBYET, CDBE. AWS Ground Station 7 H T REED A R K% AWS Health
AV AR—RICEBIDHBENHVET, Health XY 1R— ROFEMIZOVTIEF, AWS AWS
MHealth I—H—H4 R, ZRLTLEE L,

TLANUDOKNZ TN a—F420
FLANUO—BHBEBEBERNS TN 1—FT 429 F3CE., ROBHREFALET.
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https://www.ospo.noaa.gov/Operations/messages.html
https://www.ospo.noaa.gov/Operations/messages.html
https://docs.aws.amazon.com/health/latest/ug
https://docs.aws.amazon.com/health/latest/ug
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TelemetrySinkConfig Z#EfCreateConfigd 3 ®HIC 2HUTHETE, IZ—HFRRENET,

Unable to write to Kinesis Data Streams stream. Ensure that Ground Station has
kinesis:PutRecord permissions for the given stream

R &

+ TelemetrySinkConfig TIEEE iz IAM O—JLIZ (&, Kinesis Data Streams AN J—AIZEZIAD
EOICBEBTIORAFANFr &YERA,

« IAMO—=)OEEAR)>—EF, PO—I)%5ZF(FTAWS Ground Stationd & ZFFALEB A,

« TelemetrySinkConfig ® Kinesis Data Streams AN —A ARNAIEELLBWVWA, ANU—LANTEF
ELEEA,

VOEE P

1. IAMO—J)AFEL., ELVWTPIOEAHFAZFE > TVBR L ZRALET,. IXTORTYY
L2 TWVWB AT Y 7 2: TelemetrySinkConfig Z#ER T2 & ZEELET,

2. NIAM O—)L%5|Z Z(FAWS Ground Stationd CENTER L &2EFELET,

aws iam get-role --role-name GroundStationTelemetryRole

FEHERV—ICEEEnEY—EAT U2 /V)lgroundstation.amazonaws.com& U T A
EENTVWBR L EZHERELET,

3. IAM O—JLICRBER Kinesis 7OV LA AN HD & ZHBLET,

aws iam list-attached-role-policies --role-name GroundStationTelemetryRole

RIS —ICARNY—LAL®D kinesis:DescribeStream. kinesis:PutRecord, & 7t
Akinesis:PutRecordsFFAIAEENTVAREZRIBLET,

4. Kinesis Data Streams AR —ANFEL., ARNAELWC EZHRLET,

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

5. DARN—NZ—TY REBEFILEFERATZHEEE. IAM O—)LICAWS KMSF—IZ5x 9
%kms:GenerateDataKey 7 VLA AN HBD L &2BRLET,
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PassRole 7 7 AHFA IS —

AEAR

ZHUOH T ECreateConfig, IAMO—)LZETT7 IV EAFANF CVWEVS TS —HFRREIE
9,

R R

IAM 1—H%'—F=@FO—J)LICTFLXKNY IAMO—)L®iam:PassRole7 IV EAHFAN HBD & &
HBULET, I—Y—F@FO-ILIZXRDOR)>—ZEBMLET,

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"iam:GetRole",
"iam:PassRole"

1,
"Resource": "arn:aws:iam::99999999999:r0le/your-stream-name"
}
]
}

Kinesis Data Streams A k1) — AF%E D B E
REAR

TLANVEBEAXRRTZ A, BHEHTI,

REA

« Kinesis Data Streams AR —LDBENTLARNI A=Y NCFRLTVWET,

« ANV=LNMEOT 7 I)Tr—23a>THERATEATVWSED, ESIAKZAOY N INFEELTVL
£,

Jyya—<3ay

1. AMV—LDAT—RAZWHELET,
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aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

2. CloudWatch XKD A ZFERALTEEAXAOY NU T BEZRVILET,

aws cloudwatch get-metric-statistics \
--namespace AWS/Kinesis \
--metric-name WriteProvisionedThroughputExceeded \
--dimensions Name=StreamName,Value=your-stream-name \
--start-time 2025-12-08T00:00:00Z \
--end-time 2025-12-08T23:59:59Z \
--period 60 \
--statistics Sum \
--region us-east-2

3. AOYRNUYVIHFBREENLEBZERF., ROREZEBLTSEEL,

s BHBAT -V IDEDICATFIVRFIYNITAE—RIZUVEZET,
« AWS Ground StationT L X KNV ICERARN)—LZFEHAT S,
s O3V RE—RZFEATIHESE. >Y—ROBEEPLET,

TLXANVEEORE
TFLXRNUF—RHFRRE NELD
R

TLANUN BN IV a2 707 74N ZERALTIAV RO NERAT D 1—)LF5% L, Kinesis
Data Streams AR —AIZTFLXRNUF—RERTENELEA,

ZASNBREEBRE
2v2av7O77A4LTTLANUABHECZ > TV RNV

BUWELECEAEThZ IV aVTO77MILICABENTVD L ZHELE
JtelemetrySinkConfigArn,

aws groundstation get-mission-profile \
--mission-profile-id 12345678-1234-1234-1234-123456789012 \
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--region us-east-2

telemetrySinkConfigArn 71 —)LROEHZHERELET, FELAWES, v 327’0
77A4LTRTLXNUFBEMICED>TUVEEA,

IAM O—=J)LDOT VA OBE

DIAMTOEAFTORNS TN 1 —FT 4 FIEZBRBLETIAM T IO EAHFATLS—,
Kinesis Data Streams AN —ANFFEELZEWVWD, BE->£)—232ICHD

ANU=LAELW) =232V IIBEETREZHALET,

aws kinesis describe-stream \
--stream-name your-stream-name \
--region us-east-2

BULELERELERBELATVERA

TLXNVEERE, BLELEORERICHEENAET, BLEHDEOAT -2 AZ#AL T,
BUWEDLENRBE N L ZRRLET,

aws groundstation describe-contact \
--contact-id 12345678-1234-1234-1234-123456789012 \
--region us-east-2

TFIRNIA M ERAT =232 TATD1-)LEn-AVEDE

TORNWIA M EAT =232 @ TLXANVBEZYR—MLTVWERBA, FORILVAUT
JTFTATZ1=)EnkAV RV NETLANITF—RZERLE R A, 1 LFR ZHER
T, AVEIOBNEAE D ERFTFORINYA O TREVCEZBRLET, TOXILVYA
W ERAT—23a ORFICE TFORILYA L TLT AV IOAFFVTVET, FHHlICOV
Tlk. TAWS Ground StationTZ Z)ILY A #eEz2FERAT2 1 28RBLTEEV,

Mk ZT L XN F—&
TR
FLARNUF—8H, Frvy7PLIO-ROXEEFELTEREENET,

EZA5NnBFRR
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+ Kinesis Data Streams AN —LADBENORBEXIFEAOY MUY, TKinesis Data Streams A
N)—AFREDERE, ZSRBLTLIEETL,

« AWS Ground Station& Kinesis Data Streams AN —ARBDZY ND—U L0 RBRE,

Jyi—>3ar
« CloudWatch T Kinesis Data Streams ARV —AX KNV O2ZAOAOY NUVITEERFIS—%2FZ
RYITLET,

« ANU=LAFVFIVRFIYNDTAE—REZEALTVWR A, +5&70OED 32 RE¥ /N
TANHBDEEZBRALET,

« AWS Ground Station7 L XNUBRAOARN—LZFERALT, 077V T5—3 2 E05HE"E
ERELET,

T—2EADOEE

JSON i L7 —

IR

TLXNJLO—RZJSON ELTHERITBDEEIL, PTVT—>32VTIT—HFRELET,
Jyi—>3ar

« Base64 71— R MOREL - Kinesis Data Streams A K1) —A®M 7 — 2 A" Baseb4-encodedE h TL)
BEBRLET, JSON ELTHEMTBHIC, BDTFTF—RZFI—RLTLEETV, FMICD
WTIE. (Kinesis Data Streams AN —ANSOTF—ZDFHEY) 4 ZBSBLTLIEE L,

« ZOLO—REF I YU TS - TelemetrySinkConfig DEREFIZZEDHREIL 11— R&ZXEAWS
Ground StationTE £ J, 77U —23a> ik, ZOLA—RFLEFFELZEROL 11— RZET
CREBITIMBENFHYET,

s N=2aURBEOENERETS - 9 telemetryTypeAndVersion, . telemetryType, &
& telemetryVersion7 41 —)LRZHFHL T, FELOA—RICBELERAF—NZRELET,

TRABTLANIBATRIEZGN—23>
ER

F7OTr—2a BB LEVTLARNIRATREGRN—Ya v ERELEL L,
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BRIRK

chigE, ILLWFLXARNVRATERAF—XN-2 a2V HFHEAOZEBEEEICBAEThD AN D
2, FREINDZBETT, 77VT—>32VR3ROFUEZB-IHENF HVET,

s EZRVVIRAODFRBRATEN-23 22O ICRRELET,
- BRIOZATEN—T a3V ZE|EHRELELET,
s FABAF—TICXHL TEDSREBEZRELET,

AF—ION—Ta-VIOEHBICOVTIR. T, 2BBLTIKETVAF—TON—Ta =V
b,
NIL7TOF A

NZTLN21—FT 4V TOFIRICH > TERBEIBRL B VBRI, AWSHR—NCIHBLEDE
<EEL,

REINEER
BR—BNCERTDEERF, ROBREADLET,

- BEAFHELIDs

- ERETAIvSa>7O774I) 1D

» TelemetrySinkConfig ARN

+ Kinesis Data Streams A k1) —/ ARN

« IMMO—JLARN £ET7EYFENIZR) D —

 CloudWatch Logs £z 77V T—23 > h50OIT— XY t—
s BENRELLEEDRALARRYT
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\!
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74— EHIR

HR—KhEchTWadU—o3>), BETSZIVRKRKAN, BRI F—2IE, AWS Ground
Station T RIRA VI RNEDA—ZTRRTEET,

PEIZHU T, Service Quotas AV — )L, AWSAPI LV AWSCLI ZFEHAL T, I+ —2EhN
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AWS Ground Station1—HY—7HA4 RO RF 1 X NEEE

RDOEIZ, AWS Ground StationI—H—HA ROZBV ) —AICBEFH2EEBRLTERZRLET,

xE B B
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Ground Station "Dedicated
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DRFIXMZEMLEL
oo BEMICOVTI. TEL
EOEFHI & TEERED/N—
>aZvJ, #BRULTLE
=0,

T EE ListAntennas API & ListGroun 2026 £4 B 14 H
dStationReservations APls,

297


https://docs.aws.amazon.com/ground-station/latest/ug/providing-tle-ephemeris-data.html
https://docs.aws.amazon.com/ground-station/latest/ug/providing-tle-ephemeris-data.html
https://docs.aws.amazon.com/ground-station/latest/ug/dedicated-antennas.html
https://docs.aws.amazon.com/ground-station/latest/ug/dedicated-antennas.html
https://docs.aws.amazon.com/ground-station/latest/ug/dedicated-antennas.html
https://docs.aws.amazon.com/ground-station/latest/ug/contacts.versioning.html
https://docs.aws.amazon.com/ground-station/latest/ug/contacts.versioning.html
https://docs.aws.amazon.com/ground-station/latest/ug/contacts.versioning.html

AWS Ground Station

I—¥—%( K

REIXNDOEH

REIXNDOEH

AWSEER S —DEH

HEE

FEMICOVTE., AWS

Ground Station 'O —= =
i & T EROFHNERT
21 2RLTEEL,

CancelContact API ICH#¢gEZIE 2025 F 12 A 10 H
mu., TOMEEEFHRINDR
EICEIZBHmEZEMLEL

oo FEMICOVTE., TEL
EhEOFAZERTD, &

SBLTSEEV,

CloudWatch X M 2 A BV 2025F 12 A2 H
Ebtot ERICEEN TS
hi-y—>a>cedhehns
ceEBRBICLELE, V>
InEZEELEL =,

AWS Ground Stationld, & 2025 £ 11 A 13 H
AL AR A URL ZE
BIBLHOEMDODT IV
AT % & & 5AWSGround
StationAgentInstan
cePolicy &DIC XF—
RRD—ZEHLEL L,
URLs F#MEICDVW TR, T
AWS Ground StationAWSE 2
RIS —OEH, 258U T
<EEL,

TORABESI7IXUA%Z 2025 10 A 22 H
EHBRLSICI—Y—HAR

ZEHMULEL L, FHICOV

TRk, "FuNSEIZ7I XD

AT—Z0RM, Z22RBLT

<EEV,

298


https://docs.aws.amazon.com/ground-station/latest/ug/aws-ground-station-antenna-locations.html
https://docs.aws.amazon.com/ground-station/latest/ug/aws-ground-station-antenna-locations.html
https://docs.aws.amazon.com/ground-station/latest/ug/aws-ground-station-antenna-locations.html
https://docs.aws.amazon.com/ground-station/latest/ug/locations.reservations.html
https://docs.aws.amazon.com/ground-station/latest/ug/locations.reservations.html
https://docs.aws.amazon.com/ground-station/latest/ug/contacts.metering.html
https://docs.aws.amazon.com/ground-station/latest/ug/contacts.metering.html
https://docs.aws.amazon.com/ground-station/latest/ug/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/ground-station/latest/ug/security-iam-awsmanpol.html#security-iam-awsmanpol-updates
https://docs.aws.amazon.com/ground-station/latest/ug/providing-azimuth-elevation-ephemeris-data.html
https://docs.aws.amazon.com/ground-station/latest/ug/providing-azimuth-elevation-ephemeris-data.html

AWS Ground Station

1—H—HA Kk

REIXNOEF

REIXNOEFH

REIXNOEFH

REIXNOEFH

REIXNOEFH

REIXNOEFH

VOARV—=2arF—2EE
T, BB EREREZENT
BEIBYELE, FEMEICOW
Tk, "JORU—T3 >
T—AREEFERATRL 25
BLTSEZL,

BREFHRIVY—AODBVED
BERAXRICET2HBAZEN
LEL .

AWS Ground Station7< &
WA ZEDDELSIZI—
HF—HA RZEFHFLEL I,

LUV, flsE, 1—H5—
HARDZBL DLV 3%
EHLEL L.

A—%—HARICRSS 71—
REZEMLERL I,

AWS Ground StationL—> T
RhNI1—Y—FHA RZBO
A—Y—HA RICDEILET

o

AIRMEREEENATHRAR 30 B
FTCAVRINEARTD 21—
ILTERDRSICBEYEL L,
AR M B (& DescribeContact
LARVAICEEFNET,

Az EL, EC2A2V AR
YADERE CPUETELL £
>areEBEMURL &,

2025 9 A 11 H

2025 4 A4 H

2024 8 A6 H

2024 57 A 18 H

2024 57 A 18 H

2024 57 A 18 H

2024 3 A 26 H

2024 3 A6 H

299


https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.cross-region-data-delivery.html
https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.cross-region-data-delivery.html
https://docs.aws.amazon.com//ground-station/latest/ug/ground-station.rss
https://docs.aws.amazon.com//ground-station/latest/gs-agent-ug

AWS Ground Station I1—H—HA R

RFIXNOEH AWS Ground StationT—> I 2024 £ 2 A 23 H
vhE—HBIZH—EARXZO
TAZRITITDLEHOFHLLV
RARNTZOFT 1 AZAWS
Ground StationTI—> T k
dA—%—HA4 RICEMLEL
o

RF¥IX NDOEH I KNJU—=RA/—h 20242 A 21 H
R=JZEMULEL I,

To7L—KNDEH DirectBroadcastSatelliteWbD 2024 £2 A 14 H
iglifEc2DataDelivery 7> 7
L—KICEBONT VY 04
T7ZxY NOYR—KNFEME

hEL L,

RFIXNOEH EZRVITRFIXUK 2023 8 A6 H
User Notifications(c AWS \N®
WNhzEBMULEL .

REIXNOEFH AWS Ground StationJ>Y— 202347 H 26 H

JNCRREND BB THEIC
TS TBDFIEZEML T
L%,

bl 112 5% DigIF #—2EfEDY  2023F 4 A 12 B
1) —AICB§ 9 BSAWS Ground
StatonI—> I N1—%—
HA4 RZEMLUEL .

L WVAWSEER!) S — AWS Ground Station . 2023 %4 A 12 H
AWSGroundStationAg
entlnstancePolicy &\ > & #]
OFLVARUS—ZEML E
L.

300


https://docs.aws.amazon.com/ground-station/latest/ug/security-iam-awsmanpol.html

AWS Ground Station

d—H—H1 K

HrRe

FLOVAWSEERD S —

HFLOWTF7L—K

REIXNOEFH

CPE7'LE21I—0V—RAIC
B9d1—H%—HA4 RZEH
LEL L,

AWS Ground Station(Z,
AWSServiceRoleForG
roundStationDataflowEndpoin
tGroup service-linked-rol

e (SLR) A" EBmE hEL

2o AWSServiceRoleForG
roundStationDataflowEndpoin
tGroupPolicy

d1—Y—HA4 REEFH LT,
EDHREEEDEL EAWS
CLl,

dA—Y%—HA RZ2EHL
T. CloudWatch ® X KU O A
EDHEZEBMLEL I,

AWS Ground Station1—1%'—
A4 RICNT Dy o70—-R
* v A MNMFE (AquaSnppJpss
T7L—K)ZEMLEL
o

A—Y%—HA RZ2EFHFHLTY
OAU—3a>oF—A2HE
EEHELLE

CloudWatch Events AWS
Ground Stationlc &2 EZ=& 1)
CODBERBEEHRLEL
oo

2022 % 11 A9 H

2022 % 11 A 2H

20204 A 17 B

20202 A 24 H

20202 A19H

20202 A5H

2020 2 A4 H

301


https://docs.aws.amazon.com/ground-station/latest/ug/security-iam-awsmanpol.html

AWS Ground Station

I—¥—%( K

REIXNOEF

HLWKRS TN a—TFT1>

g3

MLWARMREY D

Kindle /N\—> 3>

FLLWH—EREHAR

TOTL—NDOBRAEHE
nh, "THEBBE VT3
YETRNSTINDa—F1>
Jieo02a hfRETEhE
L7,

NSTINa—FT4>20T010
< 3> A" AWS Ground Station
dA—H—HA RIZEWMEAhE
L%,

B #1 D CloudFormationF> 7°
L—hE2EE "BHBAEL b
EyorEHFLEL I,

AWS Ground Station1—H'—
H4A RO Kindle /N\—> 3> %
NBELEL =,

i, AWS Ground Station
& KT AWS Ground Station
I—%—7H4 ROFE) ) —
ATT,

2019 12 A 19 H

2019 11 A7H

20195 7H1H

2019 6 A20 H

2019 5 A 23 H

302



AWS Ground Station I1—H—HA R

AWS RE

RO AWS BFEICOVWTE., AWSOREE V7 7L ANDAWS AEEZZRL TS EE L,

303


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html

AWS Ground Station I1—H—HA K

BREEBBRICL)RETATVER T, BREETAECBRANBERFROBTHEE, T —RELEF
BErX®256a. RERIFIBELET.

cceiv



	AWS Ground Station
	Table of Contents
	とは AWS Ground Station
	一般的なユースケース
	次の手順

	の AWS Ground Station 仕組み
	衛星オンボーディング
	ミッションプロファイルの構成
	問い合わせのスケジューリング
	問い合わせの実行
	デジタルツイン
	AWS Ground Station コアコンポーネントを理解する
	AWS Ground Station ミッションプロファイルを使用する
	AWS Ground Station 設定を使用する
	追跡設定
	アンテナダウンリンク設定
	アンテナダウンリンク復調デコード設定
	アンテナアップリンク設定
	アンテナアップリンクエコー設定
	データフローエンドポイント設定
	Amazon S3 録画設定
	信頼ポリシーの例
	ロールポリシーの例

	テレメトリシンク設定
	信頼ポリシーの例
	ロールポリシーの例


	AWS Ground Station Dataflow エンドポイントグループを使用する
	Dataflow エンドポイントグループバージョン
	データフローエンドポイント
	DataflowEndpointGroup エンドポイント
	AWS Ground Station エージェントエンドポイント
	データフローエンドポイント
	信頼ポリシーの例
	ロールポリシーの例


	DataflowEndpointGroupV2 エンドポイント
	アップリンク AWS Ground Station エージェントエンドポイント
	ダウンリンク AWS Ground Station エージェントエンドポイント


	データフローエンドポイントグループの作成
	CreateDataflowEndpointGroup
	CreateDataflowEndpointGroupV2

	移行に関する考慮事項

	AWS Ground Station エージェントを使用する
	仕組み
	追加情報



	はじめに
	にサインアップするAWS アカウント
	AWSアカウントにアクセスAWS Ground Station許可を追加する
	衛星搭載
	顧客のオンボーディングプロセスの概要
	(オプション) 衛星の名前付け
	パブリックブロードキャスト衛星

	データフロー通信パスを計画する
	非同期データ配信
	同期データ配信

	テレメトリを計画する
	設定の作成
	データ配信設定
	テレメトリ設定 (オプション)
	衛星設定

	ミッションプロファイルを作成する
	次のステップを理解する

	AWS Ground Stationロケーション
	地上局の場所のAWSリージョンの検索
	AWS Ground Stationサポートされている AWS リージョン
	デジタルツインの可用性
	専用アンテナ
	地上ステーションでのアンテナの表示
	例: 地上局のアンテナを一覧表示する

	地上局の予約を表示する
	予約の一覧表示
	予約タイプ
	コード例

	AWS Ground Station サイトマスク
	お客様固有のマスク
	利用可能なコンタクト時間に対するサイトマスクの影響

	AWS Ground Station サイト機能

	がエフェメリスAWS Ground Stationを使用する方法を理解する
	デフォルトのエフェメリスデータ
	カスタムエフェメリスデータを提供する
	概要
	例: お客様提供のエフェメリスを で使用するAWS Ground Station
	TLE エフェメリスデータを提供する
	概要
	TLEs の Alpha-5 衛星カタログ番号
	TLE エフェメリスの作成
	例: API を使用して 2 行要素 (TLE) セットエフェメリスを作成する
	例: S3 バケットから TLE エフェメリスデータをアップロードする

	OEM エフェメリスデータを提供する
	概要
	OEM エフェメリス形式
	KVN 形式の OEM エフェメリスの例
	OEM エフェメリスの作成
	例: S3 バケットから OEM エフェメリスデータをアップロードする

	方位高度エフェメリスデータを提供する
	概要
	方位高度エフェメリスデータ形式
	方位高度エフェメリスの作成
	例: API を使用して方位高度エフェメリスを作成する
	例: S3 から方位標高データをアップロードする
	方位高度エフェメリスによるコンタクトの予約
	利用可能な連絡先の一覧表示


	カスタムエフェメリスでコンタクトを予約する
	概要
	問い合わせ予約ワークフロー
	ワークフロー 1: 利用可能な連絡先を一覧表示し、予約する
	例: 方位高度エフェメリスを使用した一覧表示と予約
	例: TLE エフェメリスを使用した一覧表示と予約

	ワークフロー 2: 直接問い合わせ予約
	例: 方位高度エフェメリスを使用した直接予約
	例: TLE エフェメリスによる直接予約

	問い合わせ状態の変化のモニタリング
	EventBridge による問い合わせ状態モニタリングの実装
	実装手順
	Lambda 関数ハンドラーの例
	EventBridge ルール設定

	自動化のための EventBridge ルールの設定

	ベストプラクティスと考慮事項
	スケジュールの競合の処理
	エフェメリス検証のタイミング
	問い合わせタイミングに関する考慮事項
	エフェメリスタイプ別の API の違い


	どのエフェメリスが使用されているかを理解する
	TLE および OEM エフェメリス
	方位高度エフェメリス
	以前にスケジュールされたコンタクトに対する新しいエフェメリスの影響

	衛星の現在のエフェメリスを取得する
	デフォルトのエフェメリスを使用した衛星の GetSatellite リターンの例
	カスタムエフェメリスを使用した衛星の GetSatellite の例
	方位高度エフェメリスの一覧表示

	デフォルトのエフェメリスデータに戻す
	TLE エフェメリスと OEM エフェメリスの元に戻す
	方位高度エフェメリスの管理


	データフローの使用
	AWS Ground Station データプレーンインターフェイス
	クロスリージョンデータ配信を使用する
	Amazon S3 のセットアップと設定
	Amazon VPC のセットアップと設定
	AWS Ground Station エージェントによる VPC 設定
	データフローエンドポイントを使用した VPC 設定

	Amazon EC2 のセットアップと設定
	提供される一般的なソフトウェア
	AWS Ground Station エージェント
	データフローエンドポイントアプリケーション
	Software Defined Radio (SDR)

	AWS Ground Station Amazon マシンイメージ (AMIs)


	テレメトリの操作
	テレメトリの仕組み
	使用可能なテレメトリタイプ
	リージョン別の可用性
	テレメトリの設定
	ステップ 1: 前提条件AWSとなるリソースを作成する
	PassRole ポリシーの例

	ステップ 2: TelemetrySinkConfig を作成する
	ステップ 3: ミッションプロファイルにテレメトリを追加する
	ステップ 4: コンタクトをスケジュールする
	次の手順

	テレメトリデータを理解する
	データ形式の概要
	ポイントテレメトリ
	テレメトリの追跡
	Kinesis Data Streams ストリームからのデータの読み取り
	スキーマのバージョニングと進化


	連絡先の操作
	問い合わせのライフサイクルを理解する
	AWS Ground Station問い合わせステータス
	問い合わせステータス

	問い合わせデータの保持

	問い合わせの請求を理解する
	帯域幅の定義
	スケジュールモード
	CancelContact
	シナリオ 1: 単一問い合わせ
	シナリオ 2: 単一停止コンタクト
	シナリオ 3: 重複が 1 つ
	シナリオ 4: 短い重複
	シナリオ 5: 複数の重複
	シナリオ 6: 複数の停止
	シナリオ 7: 重複しないマルチアンテナ地上ステーション
	シナリオ 8: コンタクトが重複しているマルチアンテナ地上ステーション

	連絡先と連絡先のバージョニングを更新する
	問い合わせのバージョニングの仕組み
	連絡先の更新
	問い合わせバージョンのステータス
	コードの例
	例: 連絡先を更新する
	例: 問い合わせバージョンを記述する
	例: 問い合わせバージョンを一覧表示する

	考慮事項


	AWS Ground Stationデジタルツイン機能を使用する
	AWS Ground Station 専用アンテナ
	専用アンテナとは
	予約の可視性の向上
	関連リソース

	によるモニタリングを理解する AWS Ground Station
	イベント AWS Ground Station による自動化
	AWS Ground Station イベントタイプ
	問い合わせイベントのタイムライン
	エフェメリスイベント

	を使用した AWS Ground Station API コールのログ記録 AWS CloudTrail
	AWS Ground Station CloudTrail の情報
	AWS Ground Station ログファイルエントリについて

	Amazon CloudWatch でメトリクスを表示する
	AWS Ground Station メトリクスとディメンション
	利用可能なメトリクス
	どのディメンションが使用されています AWS Ground Stationか?

	メトリクスの表示
	コンソールを使用してメトリクスを表示するには
	を使用してメトリクスを表示するには AWS CLI



	のセキュリティ AWS Ground Station
	の Identity and Access Management AWS Ground Station
	オーディエンス
	アイデンティティを使用した認証
	AWS アカウント ルートユーザー
	フェデレーテッドアイデンティティ
	IAM ユーザーとグループ
	IAM ロール

	ポリシーを使用したアクセスの管理
	アイデンティティベースのポリシー
	リソースベースのポリシー
	その他のポリシータイプ
	複数のポリシータイプ

	が IAM と AWS Ground Station 連携する方法
	のアイデンティティベースのポリシー AWS Ground Station
	のアイデンティティベースのポリシーの例 AWS Ground Station

	内のリソースベースのポリシー AWS Ground Station
	のポリシーアクション AWS Ground Station
	のポリシーリソース AWS Ground Station
	のポリシー条件キー AWS Ground Station
	ACLs AWS Ground Station
	を使用した ABAC AWS Ground Station
	での一時的な認証情報の使用 AWS Ground Station
	のクロスサービスプリンシパルのアクセス許可 AWS Ground Station
	のサービスロール AWS Ground Station
	のサービスにリンクされたロール AWS Ground Station

	のアイデンティティベースのポリシーの例 AWS Ground Station
	ポリシーに関するベストプラクティス
	AWS Ground Station コンソールの使用
	自分の権限の表示をユーザーに許可する

	AWS Ground Station ID とアクセスのトラブルシューティング
	でアクションを実行する権限がありません AWS Ground Station
	iam:PassRole を実行する権限がありません
	自分の 以外のユーザーに自分の AWS Ground Station リソース AWS アカウント へのアクセスを許可したい


	AWS の 管理ポリシー AWS Ground Station
	AWS マネージドポリシー: AWSGroundStationAgentInstancePolicy
	AWS マネージドポリシー: AWSServiceRoleForGroundStationDataflowEndpointGroupPolicy
	AWS Ground Station AWS 管理ポリシーの更新

	Ground Station のサービスにリンクされたロールを使用する
	Ground Station のサービスにリンクされたロールのアクセス許可
	Ground Station へのサービスにリンクされたロールの作成
	Ground Station でのサービスにリンクされたロールの編集
	Ground Station でのサービスにリンクされたロールの削除
	Ground Station のサービスにリンクされたロールがサポートされるリージョン
	トラブルシューティング

	の保管中のデータ暗号化 AWS Ground Station
	カスタマーマネージドキーを作成する
	対称カスタマーマネージドキーを作成するには
	キーポリシーの概要

	のカスタマーマネージドキーの指定 AWS Ground Station
	AWS Ground Station 暗号化コンテキスト
	TLE および OEM エフェメリスデータの保管時の暗号化
	TLE および OEM エフェメリスの主要なポリシー要件
	カスタマーマネージドキーを使用してエフェメリスを作成するための IAM ユーザーアクセス許可
	がエフェメリス AWS KMS の で許可 AWS Ground Station を使用する方法
	Ephemeris 暗号化コンテキスト
	暗号化コンテキストによるモニタリングに暗号化コンテキストを使用する
	暗号化コンテキストを使用してカスタマーマネージドキーへのアクセスを制御する
	エフェメリスの暗号化キーのモニタリング

	方位高度エフェメリスの保管時の暗号化
	方位高度エフェメリスの主要なポリシー要件
	カスタマーマネージドキー AWS Ground Station へのアクセスを許可するキーポリシーの例

	カスタマーマネージドキーを使用して方位高度エフェメリスを作成するための IAM ユーザーアクセス許可
	が方位高度エフェメリスのキーポリシー AWS Ground Station を使用する方法
	方位高度エフェメリス暗号化コンテキスト
	暗号化コンテキストを使用してカスタマーマネージドキーへのアクセスを制御する
	特定の地上局のカスタマーマネージドキー AWS Ground Station へのアクセスを許可するキーポリシーの例
	複数の地上局のカスタマーマネージドキー AWS Ground Station へのアクセスを許可するキーポリシーの例

	方位高度エフェメリスの暗号化キーのモニタリング


	の転送中のデータ暗号化 AWS Ground Station
	AWS Ground Station エージェントストリーム
	データフローエンドポイントストリーム


	ミッションプロファイル設定の例
	JPSS-1 - パブリックブロードキャスト衛星 (PBS) - 評価
	Amazon S3 データ配信を利用するパブリックブロードキャスト衛星
	通信パス
	AWS Ground Station 設定
	AWS Ground Station ミッションプロファイル
	まとめる

	データフローエンドポイントを利用するパブリックブロードキャスト衛星 (ナローバンド)
	通信パス
	AWS Ground Station設定
	AWS Ground Stationミッションプロファイル
	まとめる

	データフローエンドポイントを利用するパブリックブロードキャスト衛星 (復調および復号化)
	通信パス
	AWS Ground Station設定
	AWS Ground Stationミッションプロファイル
	まとめる

	AWS Ground Station エージェント (広帯域) を利用するパブリックブロードキャスト衛星
	通信パス
	AWS Ground Station 設定
	AWS Ground Station ミッションプロファイル
	まとめる


	トラブルシューティング
	Amazon EC2 にデータを配信する問い合わせのトラブルシューティング
	ステップ 1: EC2 インスタンスが実行されていることを確認する
	ステップ 2: 使用するデータフローアプリケーションのタイプを決定する
	ステップ 3: データフローアプリケーションが実行されていることを確認する
	ステップ 4: データフローアプリケーションストリームが設定されていることを確認する
	ステップ 5: レシーバーインスタンス (複数可) サブネットに十分な使用可能な IP アドレスがあることを確認する

	失敗した問い合わせのトラブルシューティング
	データフローエンドポイントの失敗のユースケース
	AWS Ground Station エージェントが失敗したユースケース

	失敗した問い合わせの更新のトラブルシューティング
	同期検証エラー
	ResourceNotFoundException: 問い合わせが見つかりません
	ConflictException: 問い合わせを更新できません
	InvalidParameterException: 無効なリクエストパラメータ
	ResourceLimitExceededException: 最大バージョン制限に達しました

	非同期障害コード
	更新のステータスの確認

	FAILED_TO_SCHEDULE コンタクトのトラブルシューティング
	Antenna Downlink Demod Decode Config で指定された設定はサポートされていません
	一般的なトラブルシューティングステップ

	DataflowEndpointGroups が正常でない状態のトラブルシューティング
	無効なエフェメリスのトラブルシューティング
	エフェメリス検証エラーについて
	TLE エフェメリスの一般的な検証エラー
	OEM エフェメリスの一般的な検証エラー
	方位高度エフェメリスの一般的な検証エラー
	トラブルシューティングのステップ
	完全なエラーコードリファレンス
	無効な理由: METADATA_INVALID
	無効な理由: TIME_RANGE_INVALID
	無効な理由: TRAJECTORY_INVALID
	無効な理由: KMS_KEY_INVALID
	無効な理由: VALIDATION_ERROR


	データを受信しなかった問い合わせのトラブルシューティング
	正しくないダウンリンク設定
	衛星操作
	AWS Ground Station 停止

	テレメトリのトラブルシューティング
	一般的なセットアップの問題
	IAM アクセス許可エラー
	PassRole アクセス許可エラー
	Kinesis Data Streams ストリーム設定の問題

	テレメトリ配信の問題
	テレメトリデータが表示されない
	断続的なテレメトリデータ

	データ形式の問題
	JSON 解析エラー
	不明なテレメトリタイプまたはバージョン

	ヘルプの利用


	クォータと制限
	サービス条件
	AWS Ground Stationユーザーガイドのドキュメント履歴
	AWS 用語集
	

