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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
b
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
},
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:config-region:your-account-id:config/
s3-recording/your-config-id"
}
}
}
]
}
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"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation"
1,
"Resource": [
"arn:aws:s3:::your-bucket-name"

]
.
{
"Effect": "Allow",
"Action": [
"s3:PutObject"
1,

"Resource": [
"arn:aws:s3:::your-bucket-name/*"
]
}
]
}
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T—RT7O—I2 RRA2 b

F—RT7O—TIVRRARNITIN=TDOXN—=F, F—27O0-IL2RKRKANTT, T—2&
70—I> RAERA>2 M, AWS Ground Station T—2 T KT R7R4 > K & Dataflow T2 R
RAKND2EBEN SV ET, https://docs.aws.amazon.com/ground-station/latest/APIReference/
AP|_DataflowEndpointhtmlEES5 DR AT DIV RRA 2 RTE, F—F2T7O—ILV RKRA KT
N—T%2ERTDEIC. YR—RAVARNTIN(PTRLABZE) ZEBLET.,. FATEZT—X
7O0—0REF—R7JO—IURRANEZATE, YR—RIVARNZIVRNORERZEICOVT
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BLTFoEo23a>TH, YR—KMENATVIAADOIY RRAREZLTICOVTHALET,

/A Important
B—0F—270—IVRRAKNIIL—TAOIXRTOF—ET7O—ILY RKRA> M,
BAURATTHIUENHY)ET, AWS Ground Station T— I RIV RARA 2 MER
UJIL—70 Dataflow T RARA VN ERBESHD LR TEFEA, I—AT—ATHEHEA
DRATDOLY RIRAY NHFBERIFGERF. RATZELCEBRHOTF—2T7O0—I RKRA >
NION—TZ2ERTBRBENHYET,
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AULEY, AWS Ground Station T—2 I NI RARA 2 KN ZERT B ICIE. EndpointDetails @
AwsGroundStationAgentEndpoint7 1 —J)LRD&&E AHNLET, AWS Ground Station T—
TIVNOFMICOWTIE, AWS Ground Station " T—U T RI—H—HA4 R, #SBLTLE
=V,

AwsGroundStationAgentEndpoint IZI AT OBRERN HY FT,

« Name - F—R7O—TIV RRA VB, BULEDEANAZOF—RT7O—IVRRANEFERT
BICEE, COBRINT—E7O—IY RRAVINRETHEASTChDIBRE—HRITIHBENHYE
Cl

* EgressAddress - I—J IV KD SOF—XOEDICEAETNBD IP PRLAER—KNT RL
Ao

« IngressAddress-IT—2J IV KNITF—RZANTRDLEHICEAETIS IP ER—NTF RLA,

T—270—I2 RKRA2 b

Dataflow Endpoint l&, XY NDO—9F7U5r—>3>%2Y 7 NI FIVR—FMNELTEAH
L TE#HZEKRTLET, Digital Signal Data D7 Y 7)Y, 50MHz KFEDFZ RIS T FHILF—
BORAIID, FERERIBESENLDTFILTF—20H T2 )20 0 %1T5%E K, Dataflow
Endpoint Zf A L £ 9, Dataflow Endpoint Z#ERK ¥ % [Z1&. EndpointDetails ® Endpoint& & T
Security Details7 A1 —J/LRIZABDLET,

Endpoint ICIEATOBREZN HYET,

* Name - F—R7O—I2V RRAURE, BVWEDEAZOF—R2T7O-IVRRAVNEFEAT
BICE. COBRANFT—RTO-—TIYRRAVINRETHEATNDERHNE —BIDIBENHYFE
ERD

« Address-EAHEND IP 7PRLAER—KNFPRLA,

SecurityDetails ICEUATOBRERZN HYET,

« roleArn - VPC (C Elastic Network Interface (ENIs) Z4ER 9 % 7= | AWS Ground Station A"5| &
ZF%50—J)L® Amazon VY —AX—LAL (ARN)e cNSOENIE, OAVR I KMNRIZANI—ZY
TJENBDT—RZOAHIRA U NEBYET,

 securityGroupIds -Elastic Network Interface IC 7 XY F¥2dF1)F1TIL—7,

« subnetIds - A1V ARV AICANI—L%RIEET S =8O Elastic Network Interface % Bt &
AWS Ground Station $2 537 XY ROUAKN, EBOYTZY NEEBETZHEEE. HEIZIL—
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TAVIARTHIBENBYET, YTRY M EBRITRATEVTA—V—2 (AZs) ILH B
HZE. AZBOTF— ARSI RETDAREMN BV ET,

roleArn [OEE N3 IAM O—)LICE, groundstation.amazonaws.com Y—E A7 U NI
FO-NZ5ZZHREZFAITRERRV—NFYUETT, I OVTR, AT "EFEARD
—0fl, ZZRBLTLKEEV, TVRRAMNOERBICIRRANIJY—AIDREFEELE
Wi, EERVS—TI, your-endpoint-id DRDWVICTARIARAY (*) ZEATIHENH
WET, EREBICIVRRA NIV —ZAIDZFEALTCNZEHL, EERI—ZZTORED
TF—R7A—TVRRAVRNITIL—TICRVIALZENTEEXT,

IAM O—JLIClk. A" ENIs Z AWS Ground Station Y N7 Y7 TE2 IAM RS —ARETT,
B D2VWTEE, AT TO—I)ILARIS—0fF, #28BLTSEEL,

EERIZ—nH

O—LOEBERYS—EEHTHEEOHMICOVTE. IAM I—H—F( KO NAMO—LOE
B, 2BRLTIEEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "groundstation.amazonaws.com"
},
"Action": "sts:AssumeRole",
"Condition": {
"StringEquals": {
"aws:SourceAccount": "your-account-id"
1,
"ArnLike": {
"aws:SourceArn": "arn:aws:groundstation:dataflow-endpoint-region:your-
account-id:dataflow-endpoint-group/your-endpoint-id"
}
}
}
]
}
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O—LKRUZ—nHl

O—LRDS—ZEFHELRBTEYFIR2HEOFHFMCOVTRE., IAMI—H—HA RO TIAM R
)>—%ZEEITH, 2ZRLTEEL,

{

"Version":

"2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Action": [

ec2

ec2:
ec2:
ec2:
ec2:
ec2:
ec2:

:CreateNetworkInterface",

DeleteNetworkInterface",
CreateNetworkInterfacePermission",
DeleteNetworkInterfacePermission",
DescribeSubnets",

DescribeVpcs",
DescribeSecurityGroups"
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AWS Ground Station T—> I RN Z2{EHA T3 &, AWS Ground Station ® 122 NHIZEH LA

#7572 PEEKRH (DigIF) *—270—2%21(E

48 &

T—REEICE 2 20F T3V EERTEET,

(FIOVIV2D)TEERT,

1. EC2AVARVAANDT—RBEE-FMBEITDEC2A VARV ANDTF—XEIE. AWS Ground
Station T— I KNZERBLET, COATTIVE, BRVTILRALOT 20BN KE
BZEEIHRETY, EC2F—RBEOFMIIOVTR, F—270—0%E ", V>3 z
ZRLTEEL,

2. S3INTY RADOF—REE-AWS S3 /AT Y RADF—REER.
9 AWS Ground Station, S3 T*—XEFEDFMIC DV T,

Z2EW,

ICL2TRL2ICEEBENE
TFUBICHA R 282RLTL
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EE50T—ZBEE—RTE, —EDODAWS VDY —RAZERTIHLEN BV ET, CloudFormation
ZEALTAWS DY —RAZERTZI L EBL<BHOLET, 55N, EHEME, BRFYR—ME
ERRLET, FEAVEFIVRNEEC2ELRE SSOVTNAICOAT—REBRETE, MAICEEI
BETRH_EEFETEEREAS

RORIE, Software-Defined Radio (SDR) £ Ik E# D ) AF—%#H L T AWS Ground
Staton, 7T FV—2U3DSEC2AVARAAND DigIF #—270—2Z2RLTVWET,

Customer Destination Region

RF Customer Recaiver
= e [ cosomervecon
Public
AWS KMS <¢'yi Cwnted P Dedicated Agent CPU Space Egress Address
Forward-Error-Co

P Socket
[FEC] F AWS GS Agent UDP Socket

4 DiglF
Dataflow . Dg_a AwsGroundStationhgentEndpaint
E' L L. UDP LTS Listener (e.g. SDR) Dataflow
) IFD t = T+ Ingress :
«3% Port
Range )l .
] i fopt/aws/groundstationsetes
> aws-gs-agent-config. json

BtER

BEMIC OWTIE, AWS Ground Station " T— T RI1—H—HA R, Z8RBLTLEEL,
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RLUET, BYAO-LERELES, BYDARATY TORITERBTEET,
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2. FAUTAVOFIBEICHWVWET,

BA2TYTFIEO-RELT, BRFLETFANXY E—JZZ WY, EFF—/N\Y RT
BEEO—RZADLET,
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WET, EF1UTARARNTSIOT1RELT, A—F—ICEBT IV AEZE)HT, IL—
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1.

I—KRI1—F—2ZBRL, AWSTHIURNREX—=ITRLAZAALT, PHOVNRE
#AWS Management Console&E LT IZHA A2 LET, KOR—ISTNATD—RZAHDLE
T,

LW—RI1—H—ZHERALTHA A 2FTRIHECOVTE, AWSH A2 (2 A—H—FA
ROIN—RI—HF—-ELTHA A2V T2ESRLTILEEL,

L—KhI1-—Y—DOZEZRFRG (MFA) ZBMICLET,

FIEIZOVWTEE, IAMI—Y—HAROAWS THON ")—hI1—%— (V=)L) DR
MFATFNAAZEBEMITS, 25BLTLEEL,

ERTOEAZFEII—F—2EHKTS

1.

IAMT7ATF2TATAEZ—ZBMILET,

FIEICDOWTIE, TAWS IAM Identity Center 1—H'—7i4 K1 ® "TAWS IAM Identity Center®
b, 22RLUTLEEVL,

IAMTAT2TAT422—T, -4 —-ICEBT7 IV ERAZAFELET,

ZEDYV—ARAIAMTATFoTATAEE—FT4LIKN) ELTERTRZHFEDFI—KNUT
JLIZOWTIE, T AWS IAM Identity Center 1—H'—HA R, @ "F7# ) ZEFEAL TI1—
HW—TOVAZRETDIAMTAToTATAEZ—F14LIOK) ZZRLTLIEEL,

ERTIVEAEZF DI Y- LTHI212TF2B

IAM7ATFoTATAEZ—ODI— - LTHA 42T BICR,. IAMTA T T4T4
O E—01—Y—DOERBICEX—ITRLACEFEENEY M2 /42 URL ZEALET,

IAM Identity Center 1—H—ZFRAL THA AT HFEICODVWTE, AWSHA 1>
F1—HY—HA R, DAWS T POELAR=—ZINICHA A2 FB, 25RLTIEEL,

EBMOI—Y—ICT7OoAEZE)HTS
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IAMTPAFTATAER—T, ZR/PMREOT IV EAFAZERTZEVSIRARNTZY
TARRE =TIV EAHAEY NEERLET,

EBTVEAZHOA—HY—2hHKTS 29
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https://docs.aws.amazon.com/IAM/latest/UserGuide/enable-virt-mfa-for-root.html
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FIEIZDOWVW T, TAWS IAM Identity Center 1—H'—74 R, @ THERBREZERT D1 25
BLTLSEZL,

2. =TI 1—H—%ZNLET, TOIIN—TIDINBA VAT O ERERE) HTE
C

FIEIZDOWTIE, TAWS IAM Identity Center 1—H'—HA R, ® TJI—T0EE, 258U
TLEZL,

AWS 7HI > NZT72tA AWS Ground Station ¥ Z# BN

EE]—H—%XEEL AWS Ground Station B9 Z2FEATDICIE. HLWARUS—ZERKL T
AWS THIUKNICTERYFETRIUENHYYET,

1. WY 424> AWS Management Console L, IAM 1V — )L ZBE X T,
2. BRI —ZERLET, ATORTYTZFEALET,

a. FTEZ—>3rRA42T, [Policies (R —)] Z&IRL, RIC [Create Policy (R —®
ER) 2 BIRLE T,

b. [JSON] 27T, XOWVWThHADEEZFEHALTISON ZRELET, 77U IT5—>3a VIR
B JSON ZEHL £,

« Ground Station BB E#ERDBZBEE. XDKSIZ [7 U3 3] % [groundstation:*] I[CFRE
LET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:*"

1,

"Resource": [
]
}
]
}
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- ARV BEAERDOEES., RICRTRSIC, [To23a]) %
oundstation:Get*, groundstation:List*, # & U groundstation:Describe* ICEREL £,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"groundstation:Get*",
"groundstation:List*",
"groundstation:Describe*"
1,

"Resource": [

"y n

}
]
}

 ZEEFEFEALEEFIVTAOBMTR, RICRTRSIZ, |
% 3] % groundstation:* IZE&E L, [Condition/Bool (%/7 —I)L
% aws:MultiFactorAuthPresent:true ([CEREL £

7
)]

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "groundstation:*",
"Resource": "*",
"Condition": {
"Bool": {
"aws:MultiFactorAuthPresent": true
}
}
}
]
}

3. IAMOYY—=)LT, LIRS —ZBNOI—Y—ICTEYFLET,

AWS 7H> NZF 2+ A AWS Ground Station Al BN 3 31
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IAM 12— —0ERERVZ—OT XY FOFMIOVWTR, IAMIA—H—FHA4 RESRLTE
=L,

FEER

ANDHEDA>R—F 1424 AWS Ground Station &, F—XINE., BEMRIE. ARIKNILSAEY
A, MEBETANEZEECERATY7O7TOLATY, EFAREN (NDAs) EXETT,

BEOAVR—FAIJT7OLAOHE

HBEA>VR—FT 12Tk, AWS Ground Station AV —IR—SOEEED)Y —A 023 EH
2FH7O0BLATY, AT, ZOEALEICOVWTHBELET,

1. AWS Ground Station A7 —>3> 90> 3> #HEL T, FENfMNMENS KCEERREUSH
EBELTVWAAESHERRELET,

2. #HE®O AWS Ground Station NDFAVR—F 1 I RBEHRTZICIE, BB, YESEE, &
ENfVOBBETID N, FEORERATS, ZFEATITFENf BHLESIHBE, Tvay
EHEODZ—XDOBEZ E X—)L T <aws-groundstation@amazon.com> [CHEFL T EE
WAWS Ground Station Z Z)LY 1 #EEEFEHA T S,

3. UOTIARNNLELI—BLRUTEZEENDE, AWS Ground Station I EA T3 FENEEDIBFAT
THREAZAEAZHELET, COATYTOHIRBEEF., BSREBREFORGHICE>TERYE
9,

4. CZDEARBEMBIZDE, HENEATESDELDICHEYET, AWS Ground Station [, EELXE
HOBHZEELET,

(A7>a2)FEOERNNT

FoR—=—F142T%, HELI—RICETFZEMLT, &YBRICRETEEXT. AWS Ground
Station AV =)L Tk, BRAER—EZFERITIRIC, HEDI—H—EEBE NoradID 2R T
EET, HENDBHERTTDE, ATP1—-I)REBICELVEEZBRLYXIKAEYET, TO
EHICE. R EBETEET,

AWS Ground Station BEM 25 13 (Fl&. AWS CLI £V FhA D AWS SDKs AL T tag-
resource APl ZNLTITSZENTEERT, <cDHA RTIE, AWS Ground Station CLI Z A L
TONT VY- 7O—RF+ARNEFE Aqua (Norad ID 27424) IR T % FFBHEICOVWTHBEL
FJus-west-2,
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AWS Ground Station CLI

AWS CLI [&, &XVE) T2E0ICERTEET AWS Ground Station., ZFEH L TEHE AWS CLI
BT =N FBHIC, 2O AWS CLI BiEREAEB LI HENF HYVET,

« AWSCLINM VAR=IEhTVWBEZERELET, 1 AN —JLOFFMBIZ DOV TIE AWS
CLI, TAWSCLIN—23> 204 ARN—)L) Z8BLTLEEL,

« AWSCLIAMRRETNTVBR L ZHRELET, REDFEMICOVTIE AWSCLI, "TAWS CLI
N—=2322NFEL ZSRLTLSEZL,

c HEICAHAETCN2BHRRESRVORIABERZ 7 7MILICRELTAWS CLIC K 2 TRSFTEE
¥, T AWS Ground Station B#E X Z FHNHB LRV EBEETAICIF. ChSORELFTIANBFERNIUE
T9 AWS CLl, SFREELRABHRNVRENDRENFHFM-OVWTIE, "RBRECLHIABEHRI7AILDE
Ei ZBRLTILKEEY,

ZRELTHERHIT S %M AWS CLI A" TE =5, AWS Ground Station CLI AN RUTZ7 7L >
AR—=T R T, FAAESEION REZEBLET, COY—ERAZFEATSEEE AWS CL
OXR Y RBEICHRY, AT H—EAEL T groundstationZEE T % AWS Ground Station
. TAYYROTL74YIAERFET. AWS CLI X REEQHMEIC OV TR, AWS
CLIR—2 " XV RIEE) 28RBLTLKEETVY, OV RBEOHEUTICRLETD,

aws groundstation <command> <subcommand> [options and parameters]

BECEMZENTS

£, FIRFITITHEED ARN ZEIETHIHBEN HYWET, ik, AWSCLI @ list-satellites
APl ZFRAL TETTEEXT,

aws groundstation list-satellites --region us-west-2

LFROCLIONV RZRTITRDE, ROLSBHIDRSIBHANFBRENET,

{
"satellites": [
{
"groundStations": [
"Ohio 1",
"Oregon 1"

]I
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/index.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/userguide/cli-usage-commandstructure.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html

AWS Ground Station I1—H—HA K

"noradSatelliteID": 27424,

"satelliteArn":
"arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555",

"satelliteId": "11111111-2222-3333-4444-555555555555"

}

RITFFITHEHERIRL T, satelliteArn ZEEZHET, XTFTOEELZITEZESN 1D

. RTUVY—AAPIIZ)—232 ARN A"RETHY), list-satellites ICk 2> TIRENSD ARN [T
O—NILTHBETT, RDATY T TR, BTZRTITBDV—232 (BES<KATZ1-)L7
%1)—232)IC ARN ZHRTBDUEN HVYVET, CcOBITE., us-west-2 ZFEALET, CDE
Bkl , ARNIEFUTOESICEEETNE T, ZEEIT:

arn:aws:groundstation::111111111111:satellite/11111111-2222-3333-4444-555555555555

LE%:

arn:aws:groundstation:us-
west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555

AV —=LEHTZ7A REBERRIBICE, F—&BD “Name" F'HB2 R THNHEIIHLETT,
TSI, ZFEALTVSIEH AWSCLL, BSIRFRNY VAT YSATIAT—T7TI2HENHYE
T, 2T, KDKSICRTENET,

{\"Name\" :\"AQUA\"}

R, 2TV )—A API ZROHLTHEIC RV ZNIERT, Chid. AWSCLIRDKRSBHEE
TRITTEXRT,

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tags
"{"Name" :"AQUA"}'

chEITS>E, HREIZEREL ZFHAH AWS Ground Station A Y —JLICRRENET,

FEQOEBRNZEETD
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https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/list-satellites.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
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HEOEAZEETZHEEE. BLU“Name”F—TERIJTADRINEZFEAL T, #HE ARN Z2FEAL
TRV —AZBENVCHIENTEXERT, ChIIKIYBRFORITHFEHREA, OV —ILICH
LWEBRIFRRENET, COFRTHLOAIE, ROLSICHEYET:

aws groundstation tag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 ~--tags
'{"Name" :"NewName"}"'

HEOBWZHIKRTS
FHEDEBA Y M, untag-resource APl ZEAL THIBRTZEE T, <D API TR, 2IHNFE

THIU—2a OFEEARN EXTF—QOV)ARNNBEICKEYYET, BEIOHES., RT0F—F
“Name” T3, AWSCLI ZFEALEZD API FOHELOFIE, XOKSICHEYET,

aws groundstation untag-resource --region us-west-2 --resource-arn
arn:aws:groundstation:us-

west-2:111111111111:satellite/11111111-2222-3333-4444-555555555555 --tag-keys Name
N7y o7JO—REYARNFE

HMEOEHEOAR—F 4T ICMAT, NTUYDICTORATELAI ) OBENAZIR
HEBDHR—REhTVWBINTUYOTO—RFVYANFEOAVR—F 1T B OTANTE

£¥9, chniZkV), AWS Ground Station ZFRAL T hSsDEELNST—REA I DOTESR
9,

@ Note

ChSDBHRIITY TV VTR ERTEE A NTUY VT UV RATRERS I
DOBBENAODHEFERATERT,

AWS Ground Station &, FA4L IR TO—RFYARF—EREAIOIUITREODORODEED
AV R—F 4 VI EHR— R LTUET,

* Aqua

. SNPP

 JPSS-1/NOAA-20

N7y o70-REr ANFE 35


https://docs.aws.amazon.com/cli/latest/reference/groundstation/tag-resource.html
https://docs.aws.amazon.com/cli/latest/reference/groundstation/untag-resource.html
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* Terra

FAOR=FAVINETTDE, ChSOFEILISIZCTIVEALTEATEET, &k, —FE
ANHBZERZICTREHIC, BEIRES NEZHO AWS CloudFormation 7> 7L — K~ AWS
Ground Station Z#FLE T, OFEAFZEOFZIVITOT77AIFEQHICOVTIEK, AWS
Ground Station "3, ZZBRL T &L\,

CNSOEEBLVREENDF—RRA7TOHMIZ DV TIE, Aqua. JPSS-1/NOAA-20 & & T
SNPP, 8L Terra 2B L T EEV\,

F—27O—BE/NAEFHET 3

FELORBENACNLT, AHBEECHEHEREZRBRTEELERT, HELEI-AT—ARICKDT
F. N DELEEEAORATHBEBICEZBENHYET, AHBE/NAICKY, BEVTILEZA L
OFY 70, FA-NYREKTDTA RN ROAI ) VBRENTEICKEYET, IEEHE
ENRAFE, FAO-—NVREXTITA RN ROAIIOARL—23 2 0OhEHR—MLET,

kR T — X B

Amazon S3\NDF—REETIE, ZHI2MAD Amazon S3/NNT Y NIV R TU KNF—X DR
BICBEEEAET,. AVEINTF—RE, AVRINTF—R2VY T NIITERER (SDR) IZHB
9210, FEERLEZEHNELTNTY NF YT F ¥ (pcap) 77 MDA SRAO—RF—Z2%
HMEHTB O pcap 77 AN ELTEBEENE T, pcap 77 M)k, AR INF—EDNT T
FTN—=RODITFICE>TEEFEENDE, 30T &L Amazon S3/NT Y NICEEEn, HEIZISL
TCAVERORNRICOVERIONTF—R 2B TEET, BEIT5E, MEORLEBY I RNVITZEH
LTF—XZM0EL =V, Amazon SageMaker Al X> Amazon Rekognition 7% £ D fhd AWS 04—
EAZFERALEYTEXT, Amazon S3NDTF—XEEFER. BEASOF—ZOFAI ) IICD
HEATEEXT, Amazon S3 A SEHEICT—RETY TV ITBERFTEEEA,

AWS Cloud

=N

|

Satellite AWS Ground Station 53 Bucket

O
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https://aqua.nasa.gov/
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://terra.nasa.gov/
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CONAZRATSICE. O Amazon S3 /N7 Y M EHER L TF—X % AWS Ground Station B 1S
FTRIRENBYVET, RDATY T TR, ROATY 7T S3 Recording Config HER T 2 L EAN
BYVET, NTYNOTRICBEIDHRE, 77A4INICERAITZIGRBRAEEBETSDHECOVT
(&, Amazon S3FRHEFEE "1 ZSRL T EE L,

BT —XEIE

Amazon EC2 \NOF—ARBETE, A XIKMNF—XF AmazonEC2 1 VARV AICKH L TA K
)—220cNhET, AmazonEC2 1 VARV ATTF—RE2UTINRZALTRETD X, B
BOLEOICT—REEHETEIENTEET,

BHINAZRNATSICE. ZFEALTAMazonEC2 A VAR AEEY N7 Y THELRTEREL,

D LA £ 0 Dataflow Endpoint Groups Z#ERK L EF. Amazon EC2 1 VARV AZFRET B ICIF. ’E
ZRLUTLKEEVWAmazon EC2 0t Y 7Y 7T £ E, Dataflow T RIRA >V NTIIL—TZHEKRT
BICk. Z58BL TLEEVWAWS Ground Station Dataflow T RIRA > NI\ —T %= FERT 5,

TF—27O0—IVRRAVHIREEZFEALTVRBEOBE/NAZRICRLET,

AWS Ground Station
Antenna Region i ' Customer VPC
E Customer Receiver

Slgnal 3 > — » Dataflow
[F | endpoint
application

Satellite AWS Ground Station | Elastic Network Interface

*End to end data connection is established and maintained enly during the scheduled
contact duration.

AWS Ground Station T— IV MNREZFEAL TVWRHE0EE/NAZRICRLET,

‘:) I on Customer Destination Region
oo [ coomers

1 RE
Custorner Recelver
e, signal Customer Receive
@ i » Public
AWS KMS K‘-‘)’ Encrypted IP Dedicated Agent CPU Space Egress Address
Forward-Error-Corrected UDP Socket

i .-'-\'.'-IS GS Agent
(FEC] : q DiglF

- 1 Dataflow 1 - AwsGroundStationAgentEndpoint
Transmit (Tx) ! Data ' - -
(Tx) ¢ N N JDP s T Listener (e.g. SDR) Dataflo
DiglF Dataflow  |-= ey tasd istener (e.g, ! il
] P rt
Range wl .

! i — Jopt/aws/groundstation/etc/
) aws-gs-agent-config. json
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A TE DYERX

d—H—H1 K

COARATY T T, HEICISUTHE., BE/VA. IAM, Amazon EC2, Amazon S3 UY —A %4
ELELE, COATYT TR, TRENONTX—RZ2RETIEHREZERL ETT AWS Ground
Station ,

— X BERE

ERITIRIVORER. T—R2Z2BEITZIEMEFECEELTVET, BIOARTY 70EHZEA
LT, ATORERATDE< ZRBELET,

« Amazon S3 FEFEE - Amazon S3 /NI Y NCTF—REZBELE T,

¢ F—R7O—T RAEA Y NEFE - Amazon EC2 4 VARV AL F— R &BELET .,

FHEKXE. AWS Ground Station A FHELBEREITDHEICEELTVET, TRELLBEHRESHR
LEITEHERH,

« BPFERE - ARV MNRICERZYENICER IS HEDOREERELE T, chlE, Tv>3ar
J7O77AIIOBEICHKLETT,

c TUTFEIVIVIEE - TORIMLE WD EBREARET -2 €WELERT,

s POTFRI)OERATI—REE - ERABSRIFTFI—RENEEFERAERT—F2REHL
x99,

« PUTFTTYTVIRE -BREZTF—R22TY T I)OLET,

« POTFTYTIOTA—FRE-TYTIOEEF—20I1—%2BELET,

2v2ar 7O77 AN EERTS

BOATY TTHERLUERETR., FEZENTZHEE, FELBEIZ A EEEELELE, C
®Z717Tu 120 LDy ar7A7 74N EERLET, Sv2a>7O7 740, T
BREEZTFERENDIEEICENL, ThEAT 1)L TRELET,

BHONTA—RIZDO2LV T, AWS::GroundStation::MissionProfile CloudFormation 'J Y — A& A
TESBLTLEE W,
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-missionprofile.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-groundstation-missionprofile.html
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1. 2Y2ar7O774)VCBRZENTERT, ChiZkY, SATLARATOEARRZ TIE
LLIPBPTEEXET, HIAE,. BEARL—23VAOBOFO-NRFYUTHFHZHE
l&. satellite-wideband-narrowband-nominal-operationsZ /R L —</ 3 2/ & satellite-narrowband-
emergency-operations AR L —>a > FHV) £9,

2. BUREZRELET.

3. BMBMIAVARVMNIBZRELE T, chnlcky), BENGBAVWEDLEZ 71XV ILT
VAV I—REBLETENTEET,

4, HEFOTF—ROBEILIZERE N3 streamsKkmsKey & streamsKmsRole 258EL£3, _h
&, ¥XTD AWS Ground Station T—>2 I " F—2 70— ICFEAEIET,

5, F—RT7O0—ZHRELET, HIOATY T TERLEREZFEALT, FYUTIITFILICI—H
ITHTF—XT70O0—&ZEKXLET,

6. (A72IVINAGMENARBZOIDZU MGRBEZVENTERELET, Chix, OV 20
RBTEAVRIRNRICENTENIVRIRNIEDARNEE AT R EHICHERENETT, F4
IC2VWTE T4 AR K AWS Ground Station (&2 BEIL, 2SBL TS EZ L,

7. (FA723N&0z23v2ar7O77MINICHERTRENTEET, Chslk, v
2arv7Aa774 )N 2700 ATKBATEDICKIEET,

ZZRMLTEV I VTO77ANREDNH, BENBRED—HNDAERTTERT,

\

RDATY T%=BRTD

ChT, AVR—RENEHFEEAEMEIYIIAVTAT7ZAINERE ., AV ERINERT
Ta1—)lL, BELBEITDEMBNEVEL &= AWS Ground Station,

ROWFTNADFETIAVERINZARTD1—-)LTEET,
« AWS Ground Station >V — )L,

« AWSCLI UH =720 KXV R,
« AWS SDK, ReserveContact APl,

AEE DEE AWS Ground Station Z B T2 HEE TOBHROERAFECOVTE, T 258BL
TLEEVWAWS Ground Station Y¥BETI 7 IXVVATF—RX&2EHIZDHEZ2EBHRIT D,

AWS Ground Station Tlk, Y—EADFEAEZEHREICHAKRTESD LS, BRIRES N AWS
CloudFormation T 7L — "N ZSBAZETNTVE T, OFERAFEOHIZv 3707 74L&
EDOFICDWTIE, AWS Ground Station "1, #ZBLTLSEE L,
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https://console.aws.amazon.com/groundstation
https://docs.aws.amazon.com/cli/latest/reference/groundstation/reserve-contact.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ReserveContact.html
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FORINFEAEARRT—2, FEFE ASEHRHET B ERABIVCFI—RENETF—2IE AWS
Ground Station ., HENDI—AT —ARILKL>TERYET, UTO7OJRLERE. FATEELAT
2aAO—HEBMRIBDDICKRIEET,

« AWS Ground Station Amazon S3 F— X EfEZFEAL £ BB REA (B RV BEEMR TSN
GitHub J7R> N 1) awslabs/aws-groundstation-eos-pipeline )

s ZEALTHEMW EEI X NE{REILT D AWS
o Z{EMAL -H#EKEA AWS Ground Station: H 4 RA%

« AWS Ground Station WideBand DiglF & Amphinicy Blink SDR (& & U'B8E S 17 5 1 /= GitHub ')
RZ N 1) aws-samples/aws-groundstation-wbdigif-snpp) ZF AL G AIL—7"Y NOFHETF—X
AV ) 0T —FT0F v DEE GitHub aws-samples/aws-groundstation-wbdigif-snpp
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https://aws.amazon.com/blogs/publicsector/automated-earth-observation-aws-ground-station-amazon-s3-data-delivery
https://github.com/awslabs/aws-groundstation-eos-pipeline
https://aws.amazon.com/blogs/publicsector/virtualizing-satellite-ground-segment-aws/
https://aws.amazon.com/blogs/publicsector/earth-observation-using-aws-ground-station/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://aws.amazon.com/blogs/publicsector/building-high-throughput-satellite-data-downlink-architectures-aws-ground-station-wideband-digif-amphinicy-blink-sdr/
https://github.com/aws-samples/aws-groundstation-wbdigif-snpp
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AWS Ground Station A —>r3 >

AWS Ground Station &, AWS A 7 SARNZO9Fv+U—=23a>oJ0—-NILExRY NO—0ZinE
Lt ERBOIJO—NILZY RND—OZRHLET, ChSOBMOERAE, YR—RMEhTVWBE
EOAWS =23 UAS8RKETEET, CchillF, F—EPNEESAD AWS U—23 U FgEN
£7,

AWS Ground
Station Locations

th EAT—3aOFBAO AWS U—23 > 0RE

AWS Ground Station JO—/N)L&Y RD—2IZ&, XD AWS U—2 3 ICYENICES
TNTVWEV ERAT—2a > 0BMFAeEnET, PTIVEATEDHERAT—3a 20U AN

l&. AWS SDK ListGroundStation L AR AZNHNLTEEBTEERT, htAT—> 3 DOBFHAORE
2BRDARNZUTICRLET, FHFEALBETFETT, BHEOT A NERZEME LRI EETSIC
&, FAVR—F A THAREZSRLTLSEE L,

ERBOBAFO AWS U—3 0 ORER 41


https://aws.amazon.com/about-aws/global-infrastructure/regions_az/
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_ListGroundStations.html
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Ground Station Ground Station AWS U—>3> AWS LU—23> XE
& DIGFR & J—R
TZAND 1 TZAND., KE KEFEZ (FL D us-west-2 YR IZ AWS
) )— 3> CER
BEEhTWx
N—L—>1 N—L—> FER (/N—L— me-south-1
~)
T—72021 T—=TRI, F7VH (r—7 af-south-1
M7 7% 2I)
Dubbo 1 F—AKNZ TTINY ap-southeast-2 YR Z AWS
7. AR 74V 9 (R )—23a > ICBL
== BEEhTLEW
N4 1 KE, \DOA KEFEE (AL us-west-2 YRR IZ AWS
) J—>3a 2 ICE
BEEhTLWEW
TANLZTRA TANLZUR M (F7A4ILZ>  eu-west-1
i)
FNAF A1 KEANAZAM  KEREZ (F/\  us-east-2
47)
ZFLd21 ZFLOY, KB  KE®BI (AL  us-west-2
)
TR T)—F TORTI)—F  EXK(PUND sa-east-1 YRR IZ AWS
1 A, FU A) —>3a(Cie
BEEhTLWsW
VAN A Yo, BE TOTIND ap-northeast-2
74990 (VD
L)

it ERDZHAOAWS U—2 32 O%ER
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Ground Station Ground Station AWS )—>3> AWS DU—23> XE

= D35 = J—R
SUHR=IA S UHR=I TTINY ap-southeast-1
74V (07
R—IL)
ANYORILL ARV ORI RRM (ARKNY 278 eu-north-1
1 Ly AVI—F )LL)
>

AWS Ground Station H7R—k&ahTWd AWS U—>2 3>

AWS SDK £¥hWFEHR—KEhTWVWS AWS U—23 > MO AWS Ground Station AV —I)LZfFERL
T, T—REBEEL., ERAERETEXT, HR—FMETAhTVWBRU—2a 2 BLTEETDII R
R4 MiE., AWS Ground Station T RIRA RN ED A —RTRIRTEEXT,

TNV A O E

AWS Ground Station T2 ZILY A4 #eEZFEH TS (&. AWS Ground Station A FIAAIER TN T
NDAWS V=23 VTRIATERS, FORIWVAUMERT—2av @, TF2RILYA42, £V
STL7AY ORI EABEFZBARAM EAT -3 OEREOIE—TT, L., 72
BNIAVANAT 1 &, "TFANAF 1 XEFARAMLEAT 230 EREAOE—THDTD
BNIA M ERT—23 2T,

AWS Ground Station 14 NN A%

% AWS Ground Station 7773 0O —>3aIlk, BETEDIHAKNIRAINFHY)ET, chs5DX
AV, TOBRMOTTHABENOHE (BEFHFHFICEN) £BLTVBREEIL, BREFLE
SEZJOVILET, NAVICRUTOEEN EZBENET,

« PUTTEECHENBFEOSHE - fIXE. BERAEKRF)E527OvILEY., EEEHW
VT RLURENZEETT,

o HRERETH (RFI) - Chik, ZEHEE (AWS Ground Station 7>
HEBEH5ZBHNE RFI Y —R) £xFEHEE (AWS Ground Station 7>/
BEIABLY—N—ICEEEZRET) ORHICEELET,

FHEANOLIU I IERL
FHIC&2TEEEND RF
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https://docs.aws.amazon.com/general/latest/gr/gs.html
https://aws.amazon.com/about-aws/global-infrastructure/regional-product-services/
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o EWFET - K1 —23>2 T AWS Ground Station 2 BF T2 00O —AILT A4 NOREAICIE, #E
EoB I EERAERENDBEDHRNIEENDIHZAN B ET,

NSO AMNRAVEHEOEBEEEICELTHARMNI HYET, AL, TOoTTOBHRO
EICH LU VENHFBRE N, RFIV—ZANEEE LY, ZNFUNSrENE N TELEDFIRY
BRAEhDEBEENHY) ET, AWS Ground Station B4 MY Ak, IEFAREHN (NDA) O TTHRAET
EEY,

BERBBEDODNYAY

£H A4 N® AWS Ground Station 4 RN RAVICIMA T, BEDO A 0FHELBEITI D
DB DOENRITDOHRICEK, BIMONAINBRBEN HVET, CcOXSBEIATIE AWS
Ground Station T —ANA T —ATHRETE S =®H. AWS Ground Station ZFERAL T h s OfF
BELBEEIDBROIVT AT AZHERTEERT, FHMICOWTIE. AWS Ground Station F—A
CHBBEVEDLELSEEL,

MAFMEZI I NEFFEICRTE2HA MNNAVORE

BARNIARAVIER, PYTV20 ER) YA MNIRVERIVID T (RE) YA RMIAOD 2 BE
FHYNET,

ListContacts ARL—> 3> AL TRATELZ I XV NEEZ -8R TITHE, AWS Ground
Station l&. FEANVOIHA IV IOIATEYELEZY, WIORIDV I IORAVR)ELSEREE
NBNICETVTHAMEBEZRLET, FATEAIVCZINFERK., COXIVIVIRAID
AREIL D RICETVTVET, ChickY, FEAFEIVUVOIRAYETE>TVARKE%E
BARTERLLBZVYET,

2v2ar7O774I)AOF—270—IY 2IC Antenna Uplink Config "E&FE N TWTE, 7V
TUDOHARNIAVRBRARTELSZD 2V NEBICEERAEhEEA, chlZkY, TYyTUY

DA MNIAOFRRATEOREO—HTTYTIINRMATEBRVHEETE, FO U201

FEATERINTCOAV RV NFEZFERATEEXRY, LEL, 7YV 06E8E. EOV RO N
RAICFHENERBO—BELELBOBRREEENBEVEENBYET, TYTVVVEEFEEZART
S1-IFBEER, BEETQETY TSIV IRRAVEERBTDEENI HYUET,

OAVROMNDS5, PYTUDOICEATERVWRSE., TOTFTOBFROTY T I 4K

AVEEEELEODVRIMNHOFHERBEICL>TEBYET, PYTIUIHARNIRTERTY
VOB A RNIARAOFBELULTVWR ) —23> TR, BE., COBMBRE<S<BZVERT. ThIND,
TYTVDORIARINEIVI) D OHARIARVKYEL BYRVWI 232 TR, OV 7 NEE
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DHIEABDRIERFL2HATY TV IVRELTHATELLSBZRARMIBYET, FHREO—I
ATYTIOCFATERVREETE, T2EBALVELEREAIBFERELET,

AWS Ground Station %1 N #8&E

TOARVIVAEZBRERIATDEDIC, BT UTFR2A4 70— S#EEEY N AWS Ground
Station Z REL ., BROT > T+ EROBMICF7O4LET. AVR—FAITATYTD
—EICKY), BENSNBEOBFOT > TFHFRATEEBRENFHYVET, IRV NEFHNTDHEE
&, BERTD7TFRA7ZEENICRELE T, kY, EOTFTFHFFIEAShTVS D
CRAREL, BEDHERBOBFATOIIVARVI AN EEORBEELEEICAIURRICEY KT,
BOWEDLEORBENDNTZ—X AR, YA ROXRRBE, SEFTFERELOBIUCKYERYE
I,

BE, INXTOYAM NIAROBEEZTR—RNLTLVET,

(® Note

RORODETE, BICARENTOVERVRY, MIYLEBENAZRLTVWERY, BEHOE
ENAZRABICERATERVNILFFrRIINMBEZRRIZDEHIC, EBLETIBYERT,

R A4 58 S & T 13 17 5 Polarization HER XE
ToTF+H  7750~8500  50~400 MHz RHCP XNRDA4  CZOMeEsfE
VA2 MHz RNV RED AITBICE.
ey PRI AWS Ground
7>F+H™S  7750~8500  50~400 MHz RHCP Station T—
YD, MHz I NELR
FUFFAY  7750~8500  50~400 MHz RHCP AT 288N
YOPZ, MHz BYNET.
FUFFA™S  7750~8500  50~400 MHz RHCP < D#EE
S USs MHz l&. Alaska 1
F /=& Punta
TF>oTF&D  7750~8500 50~400 MHz RHCP Arenas 1 T
VIR MHz EHR—b
TNTLVEE
Ao
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https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
https://docs.aws.amazon.com/ground-station/latest/gs-agent-ug
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HEER A7 58 FE & B T 12} i & B Polarization HiER XE

antenna-u 2025 ~ 2110 2 MHz LHCP

plink-echo MHz

antenna-d 7750 ~ 8500 &K 500 RHCP XN ROE

ownlink-d MHz MHz FSKRCTF

emod-decode d—R&nif:
o)

antenna-d 7750 ~ 8500 &K 500 LHCP

ownlink-d MHz MHz

emod-decode

1B BF N/A N/A N/A N/A HEEHE S
O 2 LB
DHR—K

*RHCP =A@ OAmK. LHCP = £EY) OARK. MEOFMICOWTEK, "ARK, 2ZRL
TLEE L,
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https://en.wikipedia.org/wiki/Circular_polarization
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AWS Ground Station " HET 7 I XUATF—XR&EFEHTS
HEAEBEETD

T7 I XA (BEI: ephemeris, B : ephemerides) &, XEDEEZRETZ 77 AMIILFLK
T—RBETT, KR, COT77AILNRBRERXOTF—ZOHAZSBLTVEL LS, REIC, FHE
DEEZERITESREIETEBT—RTI7AINESRIDELSICHBY)EL L,

AWS Ground Station T 7 I XVAF—RZFEAL T, HFETV ORI N RATREICES D
ZYMTL ., HEZIETLSIC AWS Ground Station RY RD—IOROT7 > FFHICELL AN REE
TLET. F7FI) TR, HEIC NORAD ID A& HTSHTWBHEE, AWS Ground Station

CIZ7IXVAZEBHIZTIIIVRIMBEHYEEA,

[N =R/

e F7AIKDITIX) ATF—2A&

c AARALATITIX)ATF—2%EHTS

c EOTTIX)ANFEHENTVEIN ZEETD

s MEOBEODI7IX)AZEETS

« FTIALRNDITIX)AF—RICRT

T7AILRDIT7IXV)AT—2

77 # )L NTIE, & Space-Track »* 5 A& hTWBF—4A AWS Ground Station ZEFAL. ch
SOTFT7FIRDI T I X AZEEE AWS Ground Station 2N T Va2V RBESEHY) FHE

he CNSOI7IXJAK, HED NORAD ID ICEEMNITS N 21T7EZE+EY N (TLES) T,

IRTOFT7FILRDITIXVADEEXREFO0TT, TOLEH, F7AIMOIT7 T X ARR,

TI7IXVUAAPIBHETTY 70— RENLEBEMHRAINATVEVWARRZRALATITIX) AN &N
@, TRICK>TEICLEZEETINET, CONDAZATITIXVAR, BIZBEEN1ULTHS
BEFHYVET,

NORAD ID BWEHEWE, DAZRATIT7IXVATF—RZ ICT7Y7O—RIZDBENHVYET AWS
Ground Station, #lZE. AEEILEFAVYDOEEX, AR—ARNTYIHNEZOTHSERNICE
BENLEEHEICE NORAD ID ABVWESH, DAZRATITIXVAZTY7O—RIBIMEN HVE
To NAZLIT7IXD)AORMICEATIEFHME., "HAZLTITIXVATF—20REM, 22RL
TLEEL,
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NHAZLTIT7IXIVATF—R%ZRHITS

/A Important
I7IXVAAPIGRETLEI—RETT,

T7IXURAAPINOT VLA, BDEBBSICOKMEEETIhTFT, DAZRLAIT7IXIJAT—AX

ZT7Y7O—RIZDVENHDHAE. <aws-groundstation@amazon.com> ICHEBLVEDHEL

EFEW, BI7IXVAZEROERRRIT—2EL T AWS Ground Station IR\WETF, COF7

SavilgEFERTAEE. AWSRIVIXUARAF—REZFEALTINS TN a1—FT 40T HR—
NZERHLET,

BE

Ephemeris APl Tl&, #£ AWS Ground Station TERAITZHARALAIT7IXVR%Z ([CT7Y 70—

RTEEXRT, chSsOI7 T XJAR, Space-Track DTF7 A KRDITIXYRAZLEZELET

(T, Z28RBT72I)I DI 7 T XIJAFT—2A ), Orbit Ephemeris Message (OEM) XXX & 2 1TEHR
(TLE) EXODI 7 IXUARATF—ZOZENFNPR—KRENTVET,

NARLIT7IXVARAZTY7O—RYTDE, BFOREANEEL, Space-Track T7 T X1 AHF
ATERVERHAARL—> 3> %0 L AWS Ground Station, BEEZEETEEXT,

(@ Note
HEICHENZOTESHEETSIDRICHAZRLALIT7 I X AZRHITSHES. TLE
DEFEENZOTES 7 4—)L RIZIE 00,000, TLE £k OEM XX F—XOERIEE F
74— )LROEBEFESISICIE 000 ZFEATEERT (2024 FICEBEThELEHOBZSE
224000A %% & ) o
TLEs, ZZBRL T<E&E ), https://en.wikipedia.org/wiki/Two-line_element_setOEMs " %&
ZBLTKEEVOEM IT7 T XU RAER,

OEM I 7 I XY ARFRK

AWS Ground Station &, CCSDS Z#(Z# > T OEM W AZXY—RBENDI 7 I XV AZMELET
A, BMO&IRAHYET. OEM 77AIINIE KN ERTHBIHBENF HVET, XOXRIE. OEM D
TERETERZT1—)LRE, & CCSDS % AWS Ground Station DiEVOBMEZRL TVWE T,
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https://aws.amazon.com/service-terms
https://www.space-track.org/
https://www.space-track.org/
https://en.wikipedia.org/wiki/Two-line_element_set
https://ccsds.org/wp-content/uploads/gravity_forms/5-448e85c647331d9cbaf66c096458bdd5/2025/01//502x0b3e1.pdf

AWS Ground Station I1—H—HA K

o3> 714—)LR CCSDS " E AWS Ground XE
Station %4Z&

ANY S — CCSDS_OEM (&L (&L WAEME: 2.0

_VERS

COMMENT RINY-4 RINY-4

wa:| (AIAY-4 (AIAY-4

CREATION _ (&L (& L

DATE

REE (& L (& L

Xy+t—2 1D (AIRY-4 (AIRY-4

XRF—3 META_START (&L (& L

COMMENT RIRY-4 RINY-4

FTDITURNE (& L (& L

FA7IHOKNID  BGFW =4W

CENTER_NAME &\ (&L WAZE{E: Earth

REF_FRAME =4W (& L rAME:
EME2000,
ITRF2000

REF_FRAME RINY-4 HR—KRENT AEE iz

_EPOCH W v REF_FRAMEs
(C RN T
RYONHBD =
HEFRE

TIME_SYSTEM =4W (&L WAZEfE: UTC

START_TIME (&L (& L
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o3>

[T —%1]

714—=)LR

USEABLE_S
TART_TIME

USEABLE_S
TOP_TIME

STOP_TIME

AR
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META_STOP
X

Y

Z

X_DOT

Y_DOT

CCSDS N4 E

Whz

WwWhz

(=40

WLz

Wiz
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(=40
=4n
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(=40

AWS Ground XE
Station %4Z&

(RYWY-4

(RYWY-4
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WANONZE &
AT 105
EEERTES
KHICTBHLED
CHETT,

[=4A AWS Ground
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WANONZE L&
AT 1295
EZENRTED
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(&0 THREND km
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=qW TRENSD km

(& TxREND km/s

(=W TxREND km/s
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o3>

714—=)LR

Z_DOT

X_DDOT

Y_DDOT

Z_DDOT

COVARIANC
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RAME

COVARIANC
E_STOP

CCSDS N4 E
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TREND km/
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TRENh3 km/
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TERENS km/
sN2

* THR—RMENTVAEVIT AWS Ground Station A'2tE h iz OEM ICEEFN TV B HEE. OEM &

BREECKRBLFET,

D CCSDS ZEA S HEERZIER AWS Ground Station XD EBY) TT,

 CCSDS_OEM_VERS (& TH2LENHV ET2.0,
« REF_FRAME (& EME2000F /=& ICT B HLEN B ) XFTITRF2000,

- REF_FRAME_EPOCH & TlEHR—rEZhTWEE A AWS Ground Station,

« CENTER_NAME (& TH2LENH ') EJEarth,
« TIME_SYSTEM i& TH2LEANH V) TIUTC,
« CPE [Cl&. INTERPOLATION & INTERPOLATION_DEGREE AWS Ground Station O iz A" % &

T9o,

OEM I 7 I XAFER
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KVNTFERXD OEM I 7T XY ADH

LT, JPSS-1NTUYO7O—RFYAZ—FHEOKINFERXO OEM I 7 I XJUADOYET

shi-plTd,

CCSDS_OEM_VERS = 2.0

COMMENT Orbit data are consistent with planetary ephemeris DE-430

CREATION_DATE 2024-07-22T05:20:59

ORIGINATOR = Raytheon-JPSS/CGS

META_START

OBJECT_NAME = J1

OBJECT_ID = 2017-073A

CENTER_NAME = Earth

REF_FRAME = EME2000

TIME_SYSTEM = UTC

START_TIME = 2024-07-22T00:00:00.000000
STOP_TIME = 2024-07-22T00:06:00.000000
INTERPOLATION = Lagrange
INTERPOLATION_DEGREE = 5

META_STOP

2024-07-22T00:00:00.000000 5.905147360000000e+02
-6.944807075000000e+03 -5.784245796000000e+00
-1.657256863000000e+00
2024-07-22T700:01:00.000000  2.425572045154201e+02
-7.030938457373539e+03 -5.810660250794190e+00
-1.212889340333023e+00
2024-07-22T00:02:00.000000 -1.063224256538050e+02
-7.090262617183503e+03 -5.814973972202444e+00
-7.639633689161465e-01
2024-07-22T00:03:00.000000 -4.547973959231161e+02
-7.122556683227951e+03 -5.797176562437553e+00
-3.121687831090774e-01
2024-07-22T00:04:00.000000 -8.015427368657785e+02
-7.127699477194810e+03 -5.757338007808417e+00
1.407953645161997e-01
2024-07-22T00:05:00.000000 -1.145240083085062e+03
-7.105671911254255e+03 -5.695608435738609e+00
5.932259682105052e-01

-1.860082793999999e+03
4.347501391999999e+00

-1.595860765983339e+03
4.457103652219009e+00

-1.325569732497146e+03
4.549739160042560e+00

-1.050238305712201e+03
4.625064829516728e+00

-7.709137891269565e+02
4.682800822515077e+00

-4.886583601179489e+02
4.722731329786999e+00

KVN 20D OEM T7 T X J ADHl
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2024-07-22T00:06:00.000000 -1.484582479061495e+03 -2.045451985605701e+02
-7.056557069672793e+03 -5.612218005854990e+00  4.744705579872771e+00
1.043421397392599e+00

NARLILTT T X ADERK

HDAZRLTT7 T XA, APl O CreateEphemeris 793 3> AWS Ground Station ZfEf L T#
MTEET, cOTIIAVICE>T, VIIAMNAEBNELEREEENLESINTY NOTF—RZERE
AUTITZ7IXVANFTY7O—REIhET,

I7IXVANTYZ7O—RENDE, T7 T XJAAN VALIDATING ICRREE N THEREO—0 7
O—ARBREhDCEICFELTLKEESVY, cOD—270—TlF, T7IXVAZ®KRIL, TD
TI7IXVARAZEICBENEIVRINEZERLET, T7IXVARK, COD—070—%FkEL
T ENABLED ICZ& > THISH T, DRIV NIERAENET, DescribeEphemeris Z/R—1) > LTI
TIXVAARAT—RAZMHE TSN, CloudWatch IRV R ZFEALTIT7IXVADAT—RAD
T EEHITEIURENFHY)ET,

BYUBRTTIXVAORNSTIIN>2—F 14201220V TIE, UTZSRBLTLKEEV, EAET
TJIXVAONS TN 1—F42T

Bl: APl ZFEALT2TER(TLE) EY NI 7T XV RAZEKT S

AWS SDKs & CLI Z#fEH L T, CreateEphemeris BEU'H L AWS Ground Station 2/ LT 2 1TE#
(TLE) EY ROIT7IXVURZR ICTYTO—RTEET, COIT7IXVARK, HEROFT7 %)
ROIT7IXDAF—RORDYIZEAENET ("TF7FIILNOITIXIAT—R, Z228).
D HITlE, AWS SDK for Python (Boto3) Z AL T hETS>HEZERLET,

TLEEY M JSONFEROD AT IORNT, 1 2LLED TLE Z2AEEHh B TEHKL EHEZBE
LET, TLEEY FNAD TLE &, BLUENEBEICFERATEDERLEEY NEFEKRT S (DFY) ., TLE
Y NADO TLE BICEENBF Y Y THFEV) BENFHYET, TLEEY NOBIZELLTICRLE

9,

# example_tle_set.json
[
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",

NAZRLIT7 T XYY ADER 54


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateEphemeris.html
https://docs.aws.amazon.com/pythonsdk
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"validTimeRange": {
"startTime": 12345,
"endTime": 12346

"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0 26688-4 0
9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": 12346,
"endTime": 12347

}
}
]
(® Note
TLE Y NA® TLE OBEEEIE. BN TERENSREICEDEOICEERIC—HTIHE
FHYET,

TLE &Y ME. XD &SI boto3 AWS Ground Station 75 A 7> RN ENLTTY7TO—RTEE
9,

tle_ephemeris_id = ground_station_boto3_client.create_ephemeris( name="Example
Ephemeris", satelliteId="2e925701-9485-4644-b@31-EXAMPLE@L1", enabled=True,
expirationTime=datetime.now(timezone.utc) + timedelta(days=3), priority=2,
ephemeris = {
"tle": {
"tleData": [
{
"tleLinel": "1 25994U 99068A  20318.54719794 .00000075 00000-0
26688-4 @ 9997",
"tleLine2": "2 25994 98.2007 30.6589 0001234 89.2782 18.9934
14.57114995111906",
"validTimeRange": {
"startTime": datetime.now(timezone.utc),
"endTime": datetime.now(timezone.utc) + timedelta(days=7)

Bl: APl ZFER LT 2TEE (TLE) EY NI 7 I XU AZERT S 55
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]
}
1)

CORUOHLIE, SBIT7IXVAZSRBRIDEHICHERATE S ephemerisld ZIRLET, HE&EX
&, LEROFTHL L SEMHEE - ephemerisld ZFERAL T, T7IXJADAT—RA%ZR—)
VUTEET,

client.describe_ephemeris(ephemerisId=tle_ephemeris_id['ephemerisId'])

DescribeEphemeris 72> a> A SOL AR ADOFZELTICRLET,

"creationTime": 1620254718.765,
"enabled": true,
"name": "Example Ephemeris",
"ephemerisId": "fde4l1049-14f7-413e-bd7b-EXAMPLEQ1",
"priority": 2,
"status": "VALIDATING",
"suppliedData": {
"tle": {
"ephemerisData": "[{\"tleLinel\": \"1 25994U 99068A 20318.54719794 .00000075
00000-0 26688-4 @ 9997\",\"tleLine2": \"2 25994 98.2007 30.6589 0001234 89.2782
18.9934 14.57114995111906\",\"validTimeRange\": {\"startTime\": 1620254712000,
\"endTime\": 1620859512000}}1"
}
}
}

DescribeEphemeris L— KN ZR—1) >4 93 H, CloudWatch 1 R NEFERALT, 7Yy 7O—R&E
NETIT7IXVADAT—RAZEHITDLE2BBMOLET, PYTO—REhEITIXURA
ik, (CEREENABLEDEh, BVEDEBOARTZ 1 —J)LERITICHEATES LS IR HIICHREK
D=0 T7O0—ZRBDBENFNHYET,

LROFITIE. TLEs £Y NAOTXTO TLE O NORAD ID 25994 &, # 24" Space-Track 7¥—#&
R—ATEVE TSN TS NORAD ID £ —H T BUEN B ET,

f5l: S3 /XY RH S Ephemeris *—2 %27 Y 70— RT3

NTYREATDTORF—%EIET, SSNTYRDSEBRITIXVRTTANETYTS
O—R¥BELTEET. AWS Ground Station F 1—H—ICRD>TAT STV REMBLE

f5: S3 /Nr v NH 5 Ephemeris F—X2 %27 Y 70— R$3 —


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://www.space-track.org/
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T, TREDOTF—XOES{LOFEMIC DWW TIE AWS Ground Station . "Data Encryption At Rest
for AWS Ground Stationy ZZBL T<EE W,

LT, SSNTYRASOEMIZ7IXURT7ANZETY7O0—RTBHITT,

s3_oem_ephemeris_id = ground_station_client.create_ephemeris( name="2022-10-26

S3 0EM Upload", satelliteld="fde41049-14f7-413e-bd7b-EXAMPLE@1", enabled=True,

expirationTime=datetime.now(timezone.utc) + timedelta(days=5), priority=2,
ephemeris = {

"oem": {
"s30bject": {
"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem",
}
}

1)

LT, 27N 1—ROGIO7OY I TFPY7O—RENEZOEM I 7 I X RAICK L THUOHE
1% DescribeEphemeris 722 a8 RENETF—RXOHITT,

"creationTime": 1620254718.765,

"enabled": true,

"name": "Example Ephemeris",

"ephemerisId": "fde4l049-14f7-413e-bd7b-EXAMPLEQ2",

"priority": 2,

"status": "VALIDATING",

"suppliedData": {

"oem": {
"sourceS30bject": {

"bucket": "ephemeris-bucket-for-testing",
"key": "test_data.oem"

fBl: BEREROTI 7T XY A% THEHATS AWS Ground Station

THERREOI V7 IXVURAZERATDHEOFMIC DWW TIE AWS Ground Station, "Using
customer-provided ephemerides with AWS Ground Station (and it's associated GitHub repository
aws-samples/aws-groundstation-cpe ) 1 ZZBRL T E&E LY,

Bl: BEFRHBOIT7 T X R% THEMATS AWS Ground Station 57


https://docs.aws.amazon.com/ground-station/latest/APIReference/API_DescribeEphemeris.html
https://aws.amazon.com/blogs/publicsector/using-customer-provided-ephemerides-with-aws-ground-station/
https://aws.amazon.com/blogs/publicsector/using-customer-provided-ephemerides-with-aws-ground-station/
https://github.com/aws-samples/aws-groundstation-cpe

EDIT7IAXVANERENTVWS L Z2EHETS

I7IXVRAICEK., BEE. BUWHR, BM7Z77/BNET. ChsZREaL T, EOTIT7I XY
AZHEEIESHANREVET 1 DOFEETTITATICTEDIT7IXVAR 1 2ETTY,

FRENDZI7IXVARK, BEMHERFISEOENTEAEN RESL, BHMICHE>TWAIT7I X
JATY, BEENENFRKEVGE, BEENEVCEEZRLET, ListContacts IC&k 2 TIRE 1D
FMATESEIV R MNFEF., COI7IXVAICETVTVET, O ENABLED T7 T XU A
NEEENRUSEE. RBRICERFTLEFIEHECALEIZIXUANEAETIhET,

(® Note

AWS Ground Station (C &, ENABLED&E#ANABELLEESHLYVOIT7 I XU AOHKIC
BT —ERXTF—XNH')ET (Service Quotasy ZZB ) o cDIF—XITEL 2
BILIT7IXVATF—R2TY7O—RTBICE. BEENfNRHLEAREBEVEEENT
J7IXDAREERBOHEVWI T T X1) AZHIER (DeleteEphemeris ZEH) E (&R
(UpdateEphemeris ZfEMH) ICLE T,

I7IXVRASERENTVAVIES, ELEFENABLEDRAT—RAN OL7 T XYRNBEVES,
AWS Ground Station [ FIATEERIZES. BERICT 7 BMDI 7 T XA (Space-Track 1 5) Z
ALET, cOFT7AIIRDITIXIADEBEEI 0T,

BLEICAT D 1= 20 BMNIRITRDHFLVWITJTIXUAOTE

DescribeContact APl ZERAL T, 7974 7B aRMUBEEEZRTE T, UBIICATD1—)L&h
EFOVRIBMNCHTRIHLVWITIXDAOMRERRILET,

FHLLVITZ7IXVREZTYZ7O—RIBDEICATZ1—)ENEAEIONE, BAICATZ1—-)
ENEOAVRIVMNKEEREBL, POTTEWRRETIOTATBITIX)RAZERALES, 7OT 4
THRIZTIXDACETVTFEBOMEN LGOI 7 I XV AL RELELDHE, TEENIES
BHARNIAVONSBTEETD S, 7oTTFEOFEEMBENE<BEIURENFHYET, L
2T, MBI 7 IX)RERELKELEDHLVWITZ7IXURAZT7Y7O—RLER, SEDOM
WEHLEBEF YU EILTBARATD1-I)IT2 288D LET, DescribeContact APl ZfER T
P&, APa1—-)lenizdr 20 8E, endTimelRE Nz startTime SRV ZLHBITD &

T, BEEVAMAVATERAENATVRFERFIRAT, kOO 2 MNFERATEZRVES
EYHTE EIvisibilityStartTime visibilityEndTime, S#OEAVEDEZF Y Il

LTBATD1-)IL932LZz2BRLEES. BLELERBOHBE R ITRMEFEHOHEDL S 30 ¥

EQITIXVANERENTVWRI A ZEETS 58


https://docs.aws.amazon.com/general/latest/gr/gs.html
https://www.space-track.org/
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EBATIHNTREEYELA (BET ), FrotllcnzBAVEHEE. FrovIBVEDLE
BZRICEJDEITEDE DA BETDAREMENS DY ET, FrvovILchEO XV MNOFMICO
WTIlE. TGround Station FAQ, Z#Z B L T E&E L,

FEORENDIVIXVAZWMETS

BENDEE AWS Ground Station IR LT ICE 2 THEAET N TVBIBRENITIIXURA

(. GetSatellite &7=(& ListSatellites 79232 ZHOHTETHETEET,. chS5OXY YR
FWTFhE, BEFAPOITIXVADXRTF—RZRLET, COLITIX)AXETF—RIF,
CF7Y7O—RENEHDARLILIT T X)) A AWS Ground Station EF7 A RDIT7 T XU ATk
BEWVET,

F7FA)ILRMDIT7 T XJAILIE, source & epoch D7 1 —J)LROANEENFET, epoch
k. Space-Track ASTNENE2TOEZELYNOIARY VTHY, BEFEOHEDOFHICHE
AEhTLVET,

HDARLIT T I XAk, source {8 "CUSTOMER_PROVIDED" &% V), ephemerisId 7 4 —
IRICE—ZOBAFHFEENETET, CO—ENREBIFIE. DescribeEphemeris 723> &5
LTI7IXDRZOTVTRBEHICEATEET, CreateEphemeris 722 32 AWS Ground
Station ZTL T AQOT Y 7O—RABICITZIXVALZERABEVEHTShIZGEEE, 77232
DOname”7 1 — )L RFRENET,

T7ITXAJURE IZK> TEHICEH AWS Ground Station B %, BREhdF—2IE APl O
CHUBILFEREATVWRIT7IXVAORAFTY T3y NIFTEXREA,

F7AIRDITIXYREEATHEEAD GetSatellite DRV E
il

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2d14a2",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/elcfe@c7-67f9-4d98-
bad2-06dbfc2dl14a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"
1,
"currentEphemeris": {
"source": "SPACE_TRACK",
"epoch": 8888888888
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}

NAZRLIT7IXYUAREATSHHERADGetSatellite DRV) EDHI

"satelliteId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"satelliteArn": "arn:aws:groundstation::111122223333:satellite/
elcfe@c7-67f9-4d98-bad2-06dbfc2d14a2",
"noradSatelliteID": 12345,
"groundStations": [
"Example Ground Station 1",
"Example Ground Station 2"

1,

"currentEphemeris": {
"source": "CUSTOMER_PROVIDED",
"ephemerisId": "elcfe@c7-67f9-4d98-bad2-06dbfc2dl4a2",
"name": "My Ephemeris"

T7FILNDITIXVATF—RICRT

NDAZLATIT7IXVATF—REZTY7T7O—RTDE, TORENDEHE T AWS Ground Station A
ITR3FT7AINODITIXVAN LEEZEETNET, F. BEBUTEMHRA VM TVWAVIT T
XYANBERATELRLBEDET, F7FIILROIT7 T X)) RAZ2BEMFEH AWS Ground Station L &t
Ao AWS Ground Station &7z, &, TOEMWHRZBELT7AINOIT7 T X ) AN EATEE
TH2TE, REOSEERHOI7IXVAOBMERZBE LI XV Z—EBERTLEH A,

77 2 )L 8D Space-Track T7 T XV AIZRTICE, ROVThAZERTITIMXEN HVET,

s BEBNABLLEIT7 T X)) A% T XTHIBR (DeleteEphemeris Z ) & = & &1L
(UpdateEphemeris Z ) UE 9, ListEphemerides AL T, BFEHENAELEEHENI VT
XYAZ—BERTTEEXT,

s BEOBERREBOIT7 I X VAN IXNTHRINICKDETEHFELEET,

GetSatellite ZHUOHL T, HEODBENDI 7 I X!) Asource® N THD & =ZHEIAELF
FSPACE_TRACKe 7 KRDIT7 T XV ADOFMIZIOVWTE, F7AILSDITT I X)) ATF—
2T EBBLTLEEL,
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T—R2T7O—DORE

AWS Ground Station I& ./ — REIY D OBEFRZFEALTTF—RX7O0—2EEL, T—RXNDA
N)—LABZEMILET, &/ —REF. FEEhILEBEZEETIRETRENET,
CcOBZZBATBICIE., antenna-downlinkAD OF—RT7O—ZKRETL TS EE Vs3-
recording, antenna-downlink /— R, BETERENENTX—R T & DEREBRBANR
JNLOTFOATLSTORIIANOERERLET, &, BET—FEZEFELTSINTY NIRRT
511 —F 120 /—Rs3-recordingZ®Xk LET, RELTHESNBDF—X2T70O—K,
HBICESWT, FURILE hiz RF F—2% S3/NT Y NCERBTRELET.

2v2ary7Or774)lATR,. Z-RACAEDETEKOTF—R7O—ZEKTEET. UTOEY
>avTR, TEATIMHO AWS VY —RZ&KET S HE AWS Ground Station &, F—& 70—
ZRETDILHOHEREEHZRLET, V—A/—RFLREE/ —RERBETIHLESHERE,
B/ —ROBEOFMICOVWTIEE, ") #3RBL T EE VWAWS Ground Station 58 EZ AT %,

NeEY D

« AWS Ground Station F—&X7L—> A28 —T7I4 A
- JARAD=2 3 F—SEEEeFERATS

« Amazon S3 DY N7 VY T ERRE

« Amazon VPC Ot Y K7V 7 ERRTE

« AmazonEC2 Ot Y hT7 Y T ERTE

AWS Ground Station ¥—X 7L —>2A23F—T7 I AR

BRULT—Z70-0OFROT—XBER. T—R7O-DOY—ALI>TELYFT, Ch50
EAOFERE, BEOAVR-—FT 12 ITRICREEINET, UTR, FRAT70F—270O0—-ICEH
TR PR EREHLEEDTT,
s TUTFEAIIITY
« (WHEIRAN 54MHz RiF) OTF— Rk, VITA-49 2T F )T —2/P FXO/NTY he LU TEFE
nE9,

( # i Egreater-than-or-equal-to) 7— & l& AWS Ground Station 72 A 2 /X7 Y N& L THEE
ENET, 54MHz

» antenna-downlink-demod-decode
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AWS Ground Station 1T AAE
s F—RIF, BERESENEF—Z2IPERXRONTY NELTEEEQhETT,

s PUTFTYTIYD
s F—REFVITA-49 2T FIF—RIPERONTY NELTEBETDHEN HYVET,

 antenna-uplink-echo

. PR VITA49 ST F)LF— 2P BRONT Y he LTEREEhET,

JARAI—=23arF-—REEZERTS

AWS Ground Station VOA—2 3> F—XBEMEEICK Y, 7> T+ H S AWS Ground Station
HR—RENTVBREEDOAWS U—D3VICTF—RERBRICEFTEERT, 2FW, 1V7FAK
ZOFYZ1 D20 AWS V=23V ICHBFL, A0R—F 12T ROEED AWS Ground Station T
2272 NAWS Ground Station AT —>3 &2 AT 1—)LTEERT,

JOA)—=2arF—RBERFRE. Amazon S3/NT Y NTEBLET—RXEZEITHEEIC. AWS
Ground Station Y7 R— R TWVWBIXTO)— 3> THRHATEET, AWS Ground Station &,
INXNTOEEOAEEZERBLET,

AWS Ground Station T—> I M &EFEAL = Amazon EC2 AQVOR) -2 a>rF—AREGER. T
N T Mantenna-to-destinationE T — 3 TRIATEEXR T, COREIC—ZNRERPERBEHSE
HY)EEA.

F—RT7JO—IVRRA NEFERALE Amazon EC2 AN VORI -2 3> F—REERF. LTT
B 9 Hantenna-to-destination&E TNHJ—2 3 TF 7 A NTRRATEXRT

« KERIZ (F/\1FA) V=232 (us-east-2) A SKEFEIP (AL T) JU—2 3> (us-west-2)

« KEEB (FLIY) =232 (us-west-2) b SKERE (F/\1 7) 'J—2 32 (us-east-2)

Amazon EC2 4 VABZVAAN YV OA) -2 3> F—AGEE2ERATSICE. REDO AWS U— 3
> dataflow-endpoint Z4ER L. dataflow-endpoint-config TRIL) —2 3> ZEETIHEN H V)
£7,

JO0AY—=23a>F—ABETHR—REATVWBR)—2a  EBEREOFEMEZIORICEEDE
Lo

VORIV —=2 3 F—2BEOER 62
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Method of Receiving

Amazon S3 F—AXBE

AWS Ground Station Amazon
EC2OHOI—>TI2 b

Amazon EC2* O F—&X 70—
IRERAB

Antenna Region

IRTCAVR—FT12T%F
& AWS Ground Station AWS

Receiving Region

FTANTDHAWS Ground Station
-3

Ground Station O —> 3>

IRTCAVR—FT12T%F
& AWS Ground Station AWS

FTNTDHAWS Ground Station
-3

Ground Station O —> 3>

KERE (ANAF) V-3
~ (us-east-2)

KEES (AFLIV) V-2 =
> (us-west-2)

KEES (AFLIV) V-2 =
~ (us-west-2)

KERZ (ANAF) V-3
~ (us-east-2)

*LEE TV AR VEMOantenna-to-destination') —= 3 > 1., 4% 51% Amazon
EC2EVTRNIITOEY NTYTHYBETT, AVR—F1TOFIREICOWVWT
l&. <aws-groundstation@amazon.com> ', THEREVEDESEEL,

AmazonS3 Nty N7 Y T ERTE

Amazon S3/NNT Y "N ZFEAL T, ZFERALTAD U0 T F I 2Z2ETEET AWS Ground
Station. %15 % s3-recording-config Z4ERK T3 ICIk, Amazon S3 /NI Y K&, ANT Y N AWS
Ground Station IC7 7 A I)ZEZAL L ZFAITR IAMO—IILEZIBETEDILENHYFT,

Amazon S3 /N Y k., IAM O—)L, FE/ & AWS Ground Station 52E O YER - B8 § % #IPEAmazon
SIMEFEEICOVTI, Ty ZZRBLTEEL,

Amazon VPC Oty N7 v 7 &8 E

VPCZEY RTYTIB2LEODORELEBHARE, COHA ROEENTT, FMICOWVWT
l&. TAmazon VPC 1—%—7H4 R, #83BLTLEEL,

COtEY3a Tk, AmazonEC2 EF—X7O—I Y RAKRA "D VPC AICEETDHEICOV
THBALET, . FEOTF—RXRT7O0—0OEBROEERA > &Y AR—BN AWS Ground Station L
TVWEBA, EF—270—E 12O EC2LY—N—ICRTITHENFRENET, B—0 EC2
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L—N—ZRBELTVRLESH, RERNILFAZARTREHY EEA, VPC ZHEAT 2 2B 6
C2WTR., "1 Z23RLTIKEEVWI Y2 a2 T O7 7 AILEREDH

AWS Ground Station T—> 1> MZ& % VPC 5BE

Region AWS Ground Station

==

Elastic Metwork Interface

H Security |

Elastic IP group

Private subnet
m EC2 instance

AWS Ground Station
Agent

HEF—REF, 7T FICEETS AWS Ground Station T— I MM VAR AICEBMHEE
9, AWS Ground Station T— IV MEARNSAEYIL, EELE AWSKMS F—%& AL
TF—REESIKLET, RANSATI&. AWS Network /NY 9 R—>2 2DV —AT T+ H

AWS Ground Station T—2 T2 MNZ &% VPC & E 64
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5 Amazon EC2 Elastic IP (EIP) IZIAfEENET, TF—XiE., 7R Y F& iz Amazon EC2 Elastic
Network Interface (ENI) Z/T U TEC2 1 VARV AICEIBELE T, Amazon EC2 EC2 1 VAR
AT, 41 ARN=)L&E 7= AWS Ground Station T—> I MNEF—2EESL, IF LIS —EIE
(FEC) ZEfTLT ROV 7ENTF—RZB AL, EYRNTPYTTEELLIP ER—MCEELE
ED

ROVARNTIR, I—> 1> NOBEERIC AWS Ground Station VPC 2R ETHEEIC, —E0
LY RNTYTICHTHREREHEICOVWTHBEALET,

tF1)F147)L—7 - AWS Ground Station RS 74 Y VERAOEF1IVT A TIN—T2EETS
CEEBEOLET, cOtF1UFT1J)L—7 &, Dataflow Endpoint Group TEEL O ERU
R—RNEFHTUDPEART 74V IEHATRIMBENHYET, k. AWSYR—JRILTA4Y
2 A1) AN AWS Ground Station Z## L., 72t AFFAI%Z AWS Ground Station IP 7 RL A M &

ICHIBRLET, F7O4U—232 0 PrefixListld ZBE#Z 2 HEOFMICOVTIE, "TAWS Y

F—=URTLTZAYVOARAVAN, BSBLTLKEE L, PrefixListld

Elastic Network Interface (ENI) - EROEF 1V F 4TI —722 0 ENI ICBEER T, NTUYOH
TXYRNIBBETDHEN HYET,

XD CloudFormation T 7'L—KNl&, COEI IV THEATEIA 2V TSANTIOF Y 2ERTD
FEERLTVETD,

ReceiveInstanceEIP:
Type: AWS::EC2::EIP
Properties:

Domain: 'vpc
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
Vpcld:YourVpcId
SecurityGroupIngress:
# Add additional items here.
- IpProtocol: udp
FromPort: your-port-start-range
ToPort: your-port-end-range
PrefixListIds:
- PrefixListId: com.amazonaws.global.groundstation
Description: "Allow AWS Ground Station Downlink ingress.'

InstanceNetworkInterface:

AWS Ground Station T—> T MZ &% VPC BRE 65


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-ip-addresses-eip.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/using-eni.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html
https://docs.aws.amazon.com/vpc/latest/userguide/working-with-aws-managed-prefix-lists.html

AWS Ground Station

1——H4 K

Type: AWS::EC2::NetworkInterface
Properties:
Description: ENI for AWS Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: A Public Subnet

ReceiveInstanceEIPAllocation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId:
Fn::GetAtt: [ ReceivelnstanceEIP, AllocationId ]
NetworkInterfaceld:
Ref: InstanceNetworkInterface

F—R70-I KR4V NEEAL I VPC BE

Region AWS Ground Station

Private subnet Private subnet

m EC2 - Receiver m EC2 - Transmitter
Dataflow endpoint Dataflow endpoint
application application

== ==

Elastic Network Interface 1 Cross-Account
Elastic Network Interface 2

Security Group 1 Security Group 2

BETF—REF, PoTFFCEETDTF—RTJO-—IRRARNTIVT—23> A2 AEZ A
BEtEhErd, TR, F—2F. FFAETS VPCASYVOATHT > N Amazon EC2 Elastic

F—RT7O-IY RRA NEFERL = VPC RE

66
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Network Interface (ENI) & 47 L TEfE & v E 9 AWS Ground Station, T M #, 7—2X & Amazon
EC2AVARVAILTRAYFENIENI ZNLT AmazonEC2 A VARV AICEIBELE T, 1A
R=lEhkF—27O0-—IORRANTFTIT—=23>@, Y RNTPYTTEELLIP &ER—
NIERIELET, cO70—-0QFRF, YTV IERETRELET,

ROVARNTRE, F=27O0-IYRRAVRNEFAICVPC ZRETDLEIL, BRORELDE
BERICOVWTHHHALET.

IAMO—=J)L-IAMO—=)LE@EF—270—I 2 RRANO—FTHY ., KICETRENRTOVWELA, 7
OAF7AH7D> N ENI Z/EREL T AWS Ground Station Amazon EC2 A VAR AWLTRAY FI 571
HICEAE D IAMO—)L,

EFX21VFTATN—T1-20F1 VT4 TIN—TR&. THO2 O AmazonEC2 1 VARV A
ICBER TS ND ENIICTRY FENET, dataflow-endpoint-groupZ L —7 TREE hizR— K
T, BF1UFTATIL—T2HP5OUDP RS T7 4V VZFATEIHLEN HYET,

Elastic Network Interface (ENI)1-E2F 21U F 14 J)I—71%2Z® ENI ICEENS T, 7 %Y NMCIHE
BETAHENHYET,

BTZXYIN-THDIDRAD AMazonEC2 A VARV ANTF—R27O—¢ I BL<EE 1 DOE
AR IP T RLAN D EEZBRETHIVEN HYET, YTXRY NOY A XEREOFEMIZDOV
Tk, "™H7ZYy R CDR7OVYY, #BLTLSEETL,

EXIUFAaTIN=T2-20EF21)FT14T)—71F Dataflow T R7IRA4 > N TSHBEIET,
CDEF1VF4TI)—71F. AWS Ground Station A" 7HO > NCF—E2%2BETZ-HICEH
FTDENI ICTFRYFENET,

=232 - J0A)=23VEETYR—RNEATVR V-3 0FBICOVTRE, T 2238
LTKEEVWIOR) =23V TF—2BEEERAT S,

XD CloudFormation 7> 7'L—Kik, COEIZ 3> THBPITDAVTITTARNTIF Y 2ERTS
HEERLTVET,

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
Vpcld: YourVpcId

AWSGroundStationSecurityGroupEgress:
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Type: AWS::EC2::SecurityGroupEgress
Properties:
GroupId: !Ref: DataflowEndpointSecurityGroup
IpProtocol: udp
FromPort: 55555
ToPort: 55555
CidrIp: 10.0.0.0/8
Description: "Allow AWS Ground Station to send UDP traffic on port 55555 to the

10/8 range."

InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
Vpcld: YourVpcId
SecurityGroupIngress:
- IpProtocol: udp
FromPort: 55555
ToPort: 55555
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "Allow AWS Ground Station Ingress from
DataflowEndpointSecurityGroup"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per

dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - Dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

Amazon EC2 0ty KT Y T EERE

AWS Ground Station T— IV MNFEERFRTF—RT7O—I 2V RRA M ENLTEEE NS VITA-49
Signal/IP *— A& & Jzl& VITA-49 Extension 7*—X/IP O REHAE(EICI&. Amazon EC2 1 VARV A
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ZEYICHRETIHLENHYVET,. FENV_—XIZWHLUT, 7O NIV R (FE) 7Oty HFL
l& Software Defined Radio (SDR) ZREIU A AR ATEERITLEY ., BMOEC2 AV ARV A
ZRALEYNITBRENTEERT, FEEXLEIFESDROBREA VAN =L, COI—H—FHA K
NEENTT, BEODT—XERXOFMIIOVTR, ") 28R L T EEVWAWS Ground Station
T—=3TL—"AVBE—T T4 R,

P—EAKGOBMICOVTR, AWS T H KM, EBBLTIEEL,
RET DRV TIRTIT

AWS Ground Station &, AmazonEC2 1 VARV ADtEY NP YT 2RBBIZTH—BHBEY T~
DITERHLET,

AWS Ground Station T—> 1T b

AWS Ground Station T— T2 MNE, FORIIAFRBERE DigIF) X0V 0 F—2%2%2FL,
UTZzagElcgdETtehicTFF—2Z2HHLET,

* 40 MHz 'S 400 MHz OF I8 E T O DiglF X021 > 7 ##E,

« AWS XY RD—2 E®/N7 )Y U IP (AWS Elastic IP) NOEL—K~, 82 Y 2—0 DiglIF 7—4&
BfE.

. BiBE|VITE (FEC) K& 2 EEMOBLF—RESE.
EELICHART—YZ—T K AWS KMS F—# AL ERe k87— XEIE.

HMICDOWVWTIE, AWS Ground Station " T— x> RI1—H—HA4 Ry Z28RBLTLSEEL,

TF—R2JO—IVRRANTTUT—>3>

AWS Ground Station 7> T 7T OFFTE Amazon EC2 4 VAR ABTTF— X &2 EZE AWS
Ground Station $2 =W TERAEhZ XY ND—OTF7SUT5r—23>, F=2OTFv7TU0&E
IO ICERATEET,

Software Defined Radio (SDR)
BELOBEICEATIZESZ2AR/ERAIHLOICEATESDY 7 NI I TEEER (SDR),
AWS Ground Station Amazon Y= 2 4 X—=< (AMIs)

CNSDA VAR =IDEI RBIUOBREFREZEMITACHIC, ICEEFREE hi- AMIAWS
Ground Station E ZEE N TVWE T, AMIs T—RXJ7O—I 2 RRAVKNZRY ND—=OFT 7)o —

REEINZ-—HROBEYTIRNIIT 69
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< 3> & Software defined radio (SDR) Z{§X 7= AMIs [&, A2 R—F 1V INETLERICTH
JURTHATEDRLSICAYET, Chslk, 754 X—K Amazon EC2 OV — )L THERRT
ZFET., AMIs AWS Ground Staton T— I kDO &HB AMIs BNTUY OTHY ., NTUY Y
Amazon X VA X—=T (AMI) TSV RAT—2 32 EZRETSHZET AmazonEC2 OV Y —
LTHRRTEET., AMis

AWS Ground Station Amazon X< > 4 X—2 (AMIs) 70


https://console.aws.amazon.com/ec2/home?#Images:visibility=private;search=groundstation;sort=imageName
https://console.aws.amazon.com/ec2/home?#Images:visibility=public-images;search=groundstation;sort=imageName

AWS Ground Station I1—H—HA K

B ST DIRAE

AWS Ground Station A2V =)L, FLBEEENDSETAWSSDK Z2FAL T, BET—XDO AL,
ToOTTONEDHEE, BEAWSCLI, BRRULBEOT7 > TTHEOARAT D 1—I)LZ{T752EN
TZEFET, BLEDLEFHNE. BLVEDLEHEB* © 15 2FIICHER. ¥y, BRAT21—-)LT
EET, €512, VF—T RGBPEEFILEFAL TWVWSBAIE, AWS Ground Station U H#—7 R
PRETZUDFEMERTTEERT,

AWS Ground Station l&, VOARAU—2 3> F—RBEEZYR—NLTVET, BRRLEZIYI 3D
TO77ANO—BTHBF—RTO—IY REAVRBECL>T, F—2OBRELNOI—T 3>
FREVET, JORAV =232 F—RBEOEAOFHICOVWTE, T, 22RLTI<EEVWo0O
AV—=2a 0 F—3BEEFERT 3,
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"source": "aws.groundstation",

"resources": [

"arn:aws:groundstation:us-

west-2:123456789012:contact/11111111-1111-11211-1211-2111121132111"

1,
"detailType": "Ground Station Contact State Change",
"detail": {
"contactId": "11111111-1111-1111-1111-111111111211",
"groundstationId": "Ground Station 1",
"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-
profile/11111111-1111-1111-1111-111211112111221",
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}
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"version": "Q",
"id": "@1234567-0123-0123",
"account": "123456789012",
"time": "2019-05-30T17:40:30Z",
"region": "us-west-2",
"source": "aws.groundstation",
"resources": [
"arn:aws:groundstation:us-west-2:123456789012:dataflow-endpoint-group/
bad957a8-1d60-4c45-a92a-39febd98921d",
"arn:aws:groundstation:us-west-2:123456789012:contact/98ddd10f-f2bc-479c-
bf7d-55644737fb@9",

"arn:aws:groundstation:us-west-2:123456789012:mission-profile/c513c84c-
eb40-4473-88a2-d482648c9234"

1,

"detailType": "Ground Station Dataflow Endpoint Group State Change",

"detail": {
"dataflowEndpointGroupId": "bad957a8-1d60-4c45-a92a-39febd98921d",
"groundstationId": "Ground Station 1",
"contactId": "98ddd10@f-f2bc-479c-bf7d-55644737fb09",
"dataflowEndpointGroupArn": "arn:aws:groundstation:us-

west-2:680367718957:dataflow-endpoint-group/bad957a8-1d60-4c45-a92a-39febd98921d",

"missionProfileArn": "arn:aws:groundstation:us-west-2:123456789012:mission-

profile/c513c84c-eb4@-4473-88a2-d482648c9234",
"dataflowEndpointGroupState": "PREPASS"
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"id": "7bf73129-1428-4cd3-a780-95db273d1602",
"detail-type": "Ground Station Ephemeris State Change",
"source": "aws.groundstation",
"account": "123456789012",
"time": "2019-12-03T21:29:54Z",
"region": "us-west-2",
"resources": [
"arn:aws:groundstation::123456789012:satellite/10313191-c9d9-4ecb-a5f2-
bc55cab@50ec",
"arn:aws:groundstation::123456789012:ephemeris/111111-cccc-bbbb-a555-
bcccca®05000",

1,
"detail": {
"ephemerisStatus": "ENABLED",
"ephemerisId": "111111-cccc-bbbb-a555-bcccca®05000",
"satelliteId": "10313191-c9d9-4ecb-a5f2-bc55cab050ec”
}
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M DV TIE, CloudTrail userldentity EE%# B L TS &L,
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NTX—=BBEDEBREEARET, CloudTral AT 77 ALk, N7V YO API =L DOJEFFTS
NEARYIRNL—ATRBEVED, BEDIEFTRERTIENETL A,

LR oHllE. ReserveContact 793> %/R9 CloudTral O I KU TT,

f5l: ReserveContact

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:sts::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-05-15T21:11:59Z2"
},
"sessionIssuer": {
"type": "Role",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:role/Alice",
"accountId": "123456789012",
"userName": "Alice"
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}
}
},
"eventTime": "2019-05-15T21:14:37Z",
"eventSource": "groundstation.amazonaws.com",
"eventName": "ReserveContact",
"awsRegion": "us-east-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Mozilla/5.0 Gecko/20100101 Firefox/123.0",
"requestParameters": {
"satelliteArn":
"arn:aws:groundstation::123456789012:satellite/11111111-2222-3333-4444-555555555555",
"groundStation": "Ohio 1",
"startTime": 1558356107,
"missionProfileArn": "arn:aws:groundstation:us-east-2:123456789012:mission-
profile/11111111-2222-3333-4444-555555555555",
"endTime": 1558356886
I
"responseElements": {
"contactId": "11111111-2222-3333-4444-555555555555"
},
"requestID": "11111111-2222-3333-4444-555555555555",
"eventID": "11111111-2222-3333-4444-555555555555",
"readOnly": false,
"eventType": "AwsApiCall",
"recipientAccountId": "11111111-2222-3333-4444-555555555555"

Amazon CloudWatch TXRKNU O A ZRRT S

d>& 29 ke, [FF—242 AWS Ground Station Z BEHICF ¥ 7F ¥ L., 2D 7= I(C CloudWatch
ICEELET. F—2ZIE Amazon CloudWatch YV — )L TERRTE EF, CloudWatch X KU O A
DT IO ABFZEEEHMICDOVWTIE., TAmazon CloudWatch XK OV ADER, #28BLTLFE
(AN

AWS Ground Station XN O ARAEFa4 X>>a>
FMAREEXND) DA

RTDOARNDUDAE S5 AFTEET AWS Ground Station.

Amazon CloudWatch TX KU O A& XRRT D 83


https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/working_with_metrics.html

AWS Ground Station

Q—H—H1 K

® Note

HOEhBDBEODXRN) A, EAEZ L TLS AWS Ground Station #EEIZ & > TEARY)
£9, BEICEL 2T, UTOXRNUITADOYTEY NOARDNBHENZBEENFHYVET,

XNUORA

AzimuthAngle

BitErrorRate

BlockErrorRate

XNVOAFAX2aY

Satelliteld

F ¥ X, 28{L, Satelliteld

Fv %), DB, Satelliteld

%I:I

B

FoTFT DR
., Btk 0
E. RIFWOET
E

B E

FEELEEY K
N>, I7—
FRELEEY
No&EIE, EY
NIZ—&., /
AR, DA%,
FlETHIC

LOTHELE
CP

iﬁ[ iﬁl H% FEﬁ 5
YoEY NI
S—%

ZELEZ7OY
In55, T

F—HREL L
70v 004G
. 70v 9T

Z—EFHIC

EOTHELE
CP

AWS Ground Station X N RAETFA4 X3y

84



AWS Ground Station

Q—H—H1 K

XNUORA

CarrierFrequencyRe
covery_Cn@

CarrierFrequencyRe
covery_Locked

XNVOAFAX2aY

Category, Config, Satelliteld

Category. Config, Satelliteld

EAL]

B IS5—N%
£sL70v70
/7 OY I#K

BiywigiEd I
WOFr¥ )T
JARBEDL
R,

B FORIA
LY (dB-Hz)

EEETOE R Ay
T EEBEE

IL=7Hav o
TNTVWBEHE
1 ICEREE

n, OY INE
BREhTWVWD5
Bl O ICRRES
nE9,

By Byl

AWS Ground Station X N RAETFA4 X3y

85



AWS Ground Station

1—H—H4

k

XNUORA

CarrierFrequencyRe
covery_OffsetFrequ
ency_Hz

ElevationAngle

Es/N0O

XNVOAFAX2aY

Category, Config, Satelliteld

Satelliteld

Fv %), DB, Satelliteld

S

HEEIEES
RO BRI E B
Gis\: ORA QSN 4
BOBOAT

Y b, COR
Hik, FHEE
ToTFTFIART
LABORY

Z—7KER
RIEFOT 7
Y NTT,

BA ALY
(Hz)

T T 0
A, KEREF0
E. XElE 90 E
T,

B E

SRS
DIXRILF—&
JAAND—RA
RIRNILEED
ke,

B FoRIL
(dB)

AWS Ground Station X N RAETFA4 X3y

86



AWS Ground Station

Q—H—H1 K

XNUORA

ReceivedPower

SymbolTimingRecove
ry_ErrorVectorMagnitude

SymbolTimingRecove
ry_Locked

XNVOAFAX2aY

2H{L, Satelliteld

Category, Config, Satelliteld

Category. Config, Satelliteld

S
CEE T B
TREE N1
SHE,

B ZUDY KR
EEHEEETD
T X)L (dBm)

FELESVR
L EEERNZET
JAZL—>3
YROBORE
RIRNILDOKE
<o

B ) N—E2 N

BRI ORI
DA ZJHE
gIL—7rOv
JENTVWBIE
BlE1ICHRES
n, Oy IONE
BREhTWVWD5
Bl O ICRRES
hEd,

By Byl

AWS Ground Station X N RAETFA4 X3y

87



AWS Ground Station

Q—H—H1 K
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(BEXR)NHYVET,

Config ToTFHHo2) 2 0FETFI— REE ARN,
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XNV TADRR

TZ7ENIEX NI O RAZRTTDEE,. EfOREAFTICEI > TARNIITIAORTAENEDSD
EEETHHENHYVET, T—ANSEXIBFEHOBK, OVE2IRNDEXRNV VAN 18
EYVOF—RELTRRENET, F—R&E, TOIEEIZBL %, CloudWatch X MU Z A IC
EO2TC18HEVOTF—RELTEFETNTT 1 BHEYOF—ZFRAUEEBOXRNIIRAZRRTS
PDENFHDEER. T—R2EZZELTHS IRBUAILCT—R2ZEZRERTSH. CloudWatch Metrics
DASBICRIZFTZEZHEBOHLET ., CloudWatch RIFOEEMIC DL TIE, Amazon CloudWatch
DE - XNV OARE, 28RBLTEEV,

TSI, BHID 0 WBAILF Y7 FyENET—RIE, BEROBHZIARNIIRAZERTDEHD
THOBBHBIBENTVEVLESD, F—EARFENBVAESEI BV ET. EROHIXNITA
ERTTDICE, 0WABRBLERTT —RERTIDCEZHHOLET,

Pass Metrics 2020-03-16 (20:23:00) - 2020-03-16 (20:3411) = | Line ~ | Actions ¥ ez
dBm Bit/Block Error Rate
274 1
132 05
20:23 20:24 20:24 20:25 20:25 20:26 20:26 20:27 20:27 20:28 20:28 20:29 2029 20:30 20:30 20:31 20:31 20:32 20:32 20:33 20:33 20:34 20:34
@ | RHCP Es/ND I LHCP Es/NO QRHCP Es/NO @ Q LHCP Es/NO @ One RHCP BitErrorRate @ One RHCP BlockErrorRate @ One LHCP BitErrorRate @ One LHCP BlockErrorRate Two RHCP BitErrorRate

@ Two RHCP BlockErrorRate Two LHCP BitErrorRate Two LHCP BlockErrorRate

All metrics Graphed metrics (12) Graph options Source
All > Groundstation > Channel, Polarization, Satelliteld | Q Search for any metric, dimension or resource id Graph search

CloudWatch T® AWS Ground Station XN O AT Z 7LOFMICODWVWTIRK, "XRNDUTADT
Z 74t BSRBLTLSEETL,

AV ZERLTXN)VAZRTTDICIE

1. CloudWatch A2V —)LZ@A&E X9,
2. FEH—=232URA2UT Metrics ( XNJIR) BBIRLET,
3. GroundStation ZEIZ=E&ZIBIRL £,

All metrics Graphed metrics Graph options Source

Q Search for any metric, dimension or resource id

157 Metrics
EBS EC2 Events GroundStation
18 Metrics 89 Metrics 5 Metrics 14 Metrics
NATGateway S3 Usage
26 Metrics 2 Metrics 3 Metrics
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4.

BERDODXRNDOAFA X232 (Fy xR, 281{t, Satelliteld) Z:ERL T7,

All metrics Graphed metrics Graph options Source

All > GroundStation = Q, Search for any metric, dimension or resource id

28 Metrics
Channel, Polarization, Satelliteld Polarization, Satelliteld
24 Metrics 4 Metrics

[All metrics] 27 ICIE, BRIZEAADETDTAXZIAVDARN) DA TRNTRRENET,
LTOBREZEITSCENTEEXRT,
a. T—7INEIXNEZXDICE, IIRHLEFEALET,

b. XRNVORZTZ7{FTBICIE. XRNIVIRAICEERTSNEFIVIORYODRZFICL
£F9, IXNTOXRNDOREZBRTZICEK, T—TINORBLITOFIVIRY OREF
LFEd,

c. UY—RATT74NRTBICIE. VY—AID ZERL, [Add to search] ZEIRL £,

d XRNUIRATT7A4IILRITBICE, XNJUIADOBH ZEIRL, [Addto search] ZiBIRL £
£

ZEALTARNVOAZRRITDICIE AWS CLI

1.

AWSCLI A AV AR—ILENhTVWBD L ZHRBLET, 1AM —ILOFMCOVTE AWS
CLl, TAWSCLIN=2322DA2AR—)Ly ZZRBLTLKEZL,

CloudWatch CLI @ get-metric-data XV ¥ RZFERAL T, ZELTEWOX RN I AZIEEL.,
ETENSOXNVDAOOVITVICERATED 774N ZERLET,

ChETSICE, BERTLUETaws cloudwatch get-metric-data --generate-cli-
skeleton, chIZKY), RORSBHANFrERENET,

{
"MetricDataQueries": [
{
"Id": ",
"MetricStat": {
"Metric": {

"Namespace": "",
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"MetricName": "",
"Dimensions": [
{
"Name": "",
"Value": ""
}
]
.
"Period": 0,
"Stat": "",
"Unit": "Seconds"
.
"Expression": "",
"Label": "",

"ReturnData": true,
"Period": 0,
"AccountId": ""
1,
"StartTime": "1970-01-01T00:00:00",
"EndTime": "1970-01-01T00:00:00",
"NextToken": "",
"ScanBy": "TimestampDescending",
"MaxDatapoints": @,
"LabelOptions": {
"Timezone": ""

3. aws cloudwatch list-metrics ZFE1TL T, EHUEEL CloudWatchX N O A% —%&

RUET,

&ifE #FAL =54 AWS Ground Station,

VEFHYNET,

"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [

{

"Name": "Polarization",

XYY RERDELSBIVRNIZECHNZERTY

XRNUTADORR
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"Value": "LHCP"
.
{
"Name": "SatelliteId",
"Value": "arn:aws:groundstation::111111111111:satellite/aaaaaaaa-
bbbb-cccc-dddd-eeeeeeeeeeee"

}

}I

(® Note

CloudWatch O #IRRICK V), BIEIFEAL TH S 2 BEUEZBL TVWBHEEIE AWS
Ground Station, FEATEREBX RNV VADT—7 I Z2FHTHREL T, XNUIVAZH
ZE TAWS/GroundStation X KUV RABETFA XAV ZRODWTBDHENf HYE
9, CloudWatch ®HIFRDFEEMIC DLW T, "View available metrics; 258U T
=L\,

4. ATV T2 THERLEISONTZ7AIILEZELT, ATV 3 DONEE, &R
SatelliteId® XKD O ADEE —HPolarizationeBEd, £/, . StartTime, B &
¢ EndTimeDEZEREICEDLBTEHFLTLKLEETL, UTICHlERLET,

{
"MetricDataQueries": [
{
"Id": "receivedPowerExample",
"MetricStat": {
"Metric": {
"Namespace": "AWS/GroundStation",
"MetricName": "ReceivedPower",
"Dimensions": [
{
"Name": "SatelliteId",
"Value":
"arn:aws:groundstation::111111111111:satellite/aaaaaaaa-bbbb-cccc-dddd-
eeeceeeeeeeee"
I
{
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"Name": "Polarization",
"Value": "RHCP"
}
]
},
"Period": 300,
"Stat": "Maximum",
"Unit": "None"
},
"Label": "ReceivedPowerExample",

"ReturnData": true
}
1,
"StartTime": "2024-02-08T00:00:00",
"EndTime": "2024-04-09T00:00:00"

(@ Note

AWS Ground Station I, XKUZRAIZIHUT, 1~60BTEICAXRNIIAEBRITLE
T, Period 71— )L ROEAXRNI) O AORTHBEELY) MEWVWHE, XMNJ AR
chxrtA,

5. BIOATY T THERLERET 7 M )aws cloudwatch get-metric-dataZERAL T &#%X
TLET, UTICHlEZRLET,

aws cloudwatch get-metric-data --cli-input-json file://
<nameOfConfigurationFileCreatedInStep2>. json

XNDORACE@E, OVRINDRALARTHFRRENET, AWS Ground Station X MU T A®D
HAOBZLLTFICRUET,

{
"MetricDataResults": [
{
"Id": "receivedPowerExample",
"Label": "ReceivedPowerExample",

"Timestamps": [
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"2024-04-08T18:35:00+00:00",
"2024-04-08T18:30:00+00:00",
"2024-04-08T18:25:00+00:00"

1,

"Values": [
-33.30191555023193,
-31.46100273132324,
-32.13915576934814

1,

"StatusCode": "Complete"

1,

"Messages": []
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{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",

iam:GetPolicyVersion",

iam:GetPolicy",

iam:ListAttachedGroupPolicies",

iam:ListGroupPolicies",

iam:ListPolicyVersions",

jam:ListPolicies",

iam:ListUsers"

1,

"Resource": "*"

:usernamel}"]
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Zgroundstation:GetWidget 77 L AFAZHF > TOV B WVEEICRETHIENDTT,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
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iam:PassRole
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"Version": "2012-10-17",
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"Statement": [
{

"Effect": "Allow",

"Action": [
"groundstation:RegisterAgent",
"groundstation:UpdateAgentStatus",
"groundstation:GetAgentConfiguration"

1,

"Resource'": "*"
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"ec2:DescribeAddresses",
"ec2:DescribeNetworkInterfaces"

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
1,
"Resource": "*"
}
]
}
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kms:CreateGrant - DARN—NZX—I RF—ICFFAIZEBMULE T, BEE Nz KMS £—
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LT, CEBMTES IAMARUS—AT—KR A MNOHITT, AWS Ground Station

"Statement" : [
{"Sid" : "Allow access to principals authorized to use AWS Ground Station",
"Effect" : "Allow",
"Principal" : {
"AWS" . Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"

1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "groundstation.amazonaws.com",
"kms:CallerAccount" : "111122223333"
}
},
{"Sid": "Allow access for key administrators",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
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},
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"
I
{"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:roo0t"
},
"Action" : [
"kms :Describe*",
"kms:Get*",
"kms:List*",
"kms:RevokeGrant"

]I

"Resource" : "*"
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#encrypt_context
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T, RAEAESHEYR—RNLET, T—RZBESHKIBZDVIIANCESHKITFARNEZED
&, AWSKMS SOV TFARNZBSENETF—RICNA RLET, TF—RZES1L
TR, TOUVIITARNI (BELKE)AUBSHKIAYTFANEBOLET,

AWS Ground Station BS{t1>TFF A K

AWS Ground Station &, BS{tEhd VY —RAICIKUTELZBESLIOTFFANEFEAL., R
ENEEF—FUICEENESILITFANEZRELET,

IT7IXVABSHITHFAN:
I7IXVRAVY—REREHLTILOOF—HARE, HEOHE ARN LAY RENET,

"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}

® Note
F—TJHMEREUCF—CEHEORTICBRIAEThET,

EEILAVTFANIKDEZRVJICBSHAYTHFANEZERTS

WMMAARAEII—XFZ—T RF—ZFEALTIXV 7 1 RAZ2BSIT25ER. EELO—ReOY
THESILIAVTFANZEAL T, DAZN—NZR—I RF—HNFEDISCHEAETNTVWRI L ZHE
THEETEERT, B TFANGE. AWS CloudTrail E 7z ld Amazon CloudWatch Logs (=
EO2THERENEATICERRENET,

E LIV THFARNEFERALTHAZIN X ZR—I RF—AOTIVEAZHETS

WHRADRAERI—NFZ—TI RF— (CMK) ANOT IR ZHHITS 76D conditions &L T, F—7R
)—EIAMARU D —HOBESLAVTHFANEFEATDIENTEET, TV NIESIY
THEFANDFNEERATDEETEXRT,

AWS Ground Station &, #EROBES{LITHFARNENZFEAL T, PTHIORNELEFV—23 >
DHAZI—ANZ—DRF—ADTIVERAZHBPLET., 5 NOFHWTE, EESNEES{L]
VTFANOERET S MNEFATEIARL = NMBETT,
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https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
https://docs.aws.amazon.com/location/latest/developerguide/encryption-at-rest.html#example-custom-encryption
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RIZ, BEOBESHKIAVTFARDAARIN—NR—I RF—ADT I EARAEZNETHIF—RI>—
AT—RMXVROPIZRLET. CORVZ—AT—M XV NOZHTR, BSIVTFANZRE
EIRESAIAVTFANKEHN TS MNIBETT,

{"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:DescribeKey",
"Resource": "*"
},{"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"
},
"Action": "kms:CreateGrant",
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"
}
}

DES{LF—OETEZ=2')>% AWS Ground Station

AWS Ground Station VY —AT AWS KMS HARN—NZ—I R¥F—ZFATBHEE. AWS
CloudTrail &7=l& Amazon CloudWatch logs& AL T, #" AWS KMS AWS Ground Station (2%
EIBVIIANZEBHTEET, ADBHlIECreateGrant, AWS Ground Station (Z &k 2 THUH
ENLEKMS ARL—232Z2FEZRZVIJLT, HARN—NZ—I RF—ICL>THESLEhE
TF—RIZF Ut ADescribeKeyd % 7z M Decrypt. . GenerateDataKey, Encrypt& KT @
AWS CloudTrail 1 X2 NTT,

CreateGrant (Cloudtrail)

AWS KMS HAZN—NYZ— RF—ZFRALTITV7IXVAVY—-RZ2BELTDE, &
A—HY—ICRD>2>TAWS THIBNDKMS F—ICT7 OVt ATSCreateGrant VT AN
AWS Ground Station ZiX{E L £ 9., A" AWS Ground Station fEpX T B 1ERIE. KMS AWS H A
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/logs/WhatIsCloudWatchLogs.html
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AI—IXZ—I RF—ICHAENFTFSNLEVY—AICEABETT., 512, AWS Ground Station &
RetireGrantAARL —>3a> AL T, VY —RAZHIBRTD EEICHATZHIBRLET,

LTOAXRY MNITIE CreateGrant ARL —2 3 #8&E L TVET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/SampleUser@1",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA',
"arn": "arn:aws:iam::111122223333:role/Admin",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}
},
"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:227Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",

"awsRegion": "us-west-2",
"sourceIPAddress": "111.11.11.11",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {

"operations": [
"GenerateDataKeyWithoutPlaintext",
"Decrypt",

"Encrypt"

1,

"constraints": {
"encryptionContextSubset": {
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"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE"

}
1,
"granteePrincipal": "groundstation.us-west-2.amazonaws.com",
"retiringPrincipal": "groundstation.us-west-2.amazonaws.com",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
3,
"responseElements": {
"grantId":
"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"
3,

"requestID": "ff000af-00eb-00ce-0e00-ca®00fb@fba@SAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"

DescribeKey (Cloudtrail)

AWS KMS HAZN—NZ—I RF—ZFEALTI7TIXVAVY—-RAZBSLTDE. F1—
H—I(Zf1 2 ThescribeKey!) ¥ T A K AWS Ground Station ZAfEL., VIV IARENEF—4
THIOURNCBEETHEZHREBLET,

UTOAXRY MITEE DescribeKey AXRL —2 32 ZEE L TVET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAAAAAAAAAAAAA:SampleUser@l",
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arn": "arn:aws:sts::111122223333:assumed-role/User/Role",
"accountId": "111122223333",
"accessKeyId": "ASIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AAAAAAAAAAAAAAAAAAAAA'",
"arn": "arn:aws:iam::111122223333:role/Role",
"accountId": "111122223333",
"userName": "User"
},
"webIdFederationData": {3},
"attributes": {
"creationDate": "2022-02-22T22:22:227",
"mfaAuthenticated": "false"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "DescribeKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": {

"keyId": "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

},

"responseElements": null,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",

"eventID": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",

"readOnly": true,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
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"eventCategory": '"Management"

GenerateDataKey (Cloudtrail)

AWS KMS HARY—XZ— RF—ZHEHALTCIT7IXVAVY—-RAEBEKTDE, ETF—
REBEHLTEZITF—EF—EBERTDEHIC KMS IZGenerateDatakKey'J 2 T A M AWS Ground
Station ZEELE T,

LTOAXRY MNITIE GenerateDatakKey ARL —2 3> & REBHLTVWET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

b

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"keySpec": "AES_256",
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"

3,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"

1,
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e@0-ca@00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"eventCategory": '"Management"

Decrypt (Cloudtrail)

AWS KMS HAZRXY—XZ—Y RF—ZFRHALTIT7IXUAVY—RZESLTREE. &
Decrypt#AARL —2 3> AWS Ground Station ZEAL T, BEHEEAEI 7 I XVANFBALUHDAXR
N—~NZ—Y RF—THRICES{tehTVEBESICESLET., flAE, T7ITXVAN SINTY
NASTYZ7O—REh, TONTY NATEHENDF—TCHESILENTVWHELET,

UTOAXRY MITEE Decrypt ARL—2 3 ZEE L TVET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

I

"eventTime": "2022-02-22T22:22:227",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"encryptionContext": {
"aws:groundstation:arn":
"arn:aws:groundstation::111122223333:satellite/00a770b0-082d-45a4-80ed-SAMPLE",
"aws:s3:arn":
"arn:aws:s3:::customerephemerisbucket/0034abcd-12ab-34cd-56ef-123456SAMPLE"
},
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
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"eventID": "ffO00af-00eb-00ce-0e00-ca®00fb0fba®@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "ff000af-00eb-00ce-0e00-ea®00fbOfba@SAMPLE",
"eventCategory": '"Management"

DEEF DT — X1 AWS Ground Station

AWS Ground Station l&, BEFRICERT— 2 EREIT D -HOOESHET 7T NTRHELET,
F—RE, Tv2a yO774INOFREICKHUT, 2 DOFET AWS Ground Station 77750
T—232& AmazonEC2 A VAR ABTARNI) =220 TEET,

« AWS Ground Station T—> I b~
e F—ARJ7O—-I2RKRAUK

ARNV=IVTF—ROBEXYY R, BEFOT—2OBESEELRFETRELET., UEOD
€023 TR, TREROFELCOVTHALET,

AWS Ground Staton T—> I RABNU—LA4

AWS Ground Station T—> I MNE, DAZI—TYZ— RAWSKMS ¥F—ZFEALTARN)—A
ZBEFSLLET, Amazon EC2 1 VAR ATEITENTL S AWS Ground Station T—> T2 ~
., ANU—LAZBEFHNICESHLT, EBftehiTF—2Z2RHLET,

AN—LOBSLIZERE D AWS KMS F¥—(&, streamsKmsKey /VZ X —
ZMissionProfileT ZER T B EEICEBEENET, F¥— AWS Ground Station NOFT VA%
HAITRIINTOTIVEAFARK, [CTF7RYFENIZ AWSKMS F—RUI—2BL TREETNE
9 streamsKmsKey,
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https://docs.aws.amazon.com/ground-station/latest/APIReference/API_CreateMissionProfile.html#groundstation-CreateMissionProfile-request-streamsKmsKey
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T—R27O0—I2RARABNARNI—L

F—R7O—I2 RKRA> MARKNU—LAIE, Datagram Transport Layer Security (DTLS) Zf#EH L T
EStEhET, ChFESERIAAEEZFEAL TIThh, BENOREFXEHEE A,
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https://en.wikipedia.org/wiki/Datagram_Transport_Layer_Security
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2v2ar70O77A4INEREDH

Btehizflik, Ny O7O0—-RFYANFEEZRMBL, TheYR—KNITBIv>3a>r 0O
T77ANBERTEHEEERLTVET, BEROTVTL—KE. NTUyo70-RFYANFE
ORI RNERYPILKL, FECEIZERBREICRIDLSICEH#M#EhTVET,

REY D

« JPSS1-N7Uv 70— R*+ANEFE (PBS) - i

« Amazon S3 F—AREEZFATZNTVU YU 7O0—RFvANEFE

- F—A7O0-IVREIVNEFHATANTUY 7O RFTANEE (FO-NVR)

« F=R7O0—IVRRAVRERNBATDINT VY OTO—RFYANFE (EABRTESIL)

« AWS Ground Station T— T N (E#HE) 2FAT2 N7V Y O7O0—RFYTARNFE

JPSS-1-N7 Vv o70—R¥*+ ARNEFE (PBS) - 574

coflotvavik, E—BLEIBEEOACAR—FTAIT7OCLAOBE, EOBFREEHEH#EME
DI ZREMEL AWS Ground Station . A TFTORBEDFIODAT— #RELEXT,

NFVYO7O—RFYANFE U3 VTHALERSIZ, REETAhTVS —HOFE, Fi
FEHEOBEENAZFNHATEET, CcOEY 3> T, JPSS-1 & AWS Ground Station FAFE TR
BBLET, S&EFTIC, Joint Polar Satellite System 1 (JPSS-1) Spacecraft High Rate Data (HRD) to
Direct Broadcast Stations (DBS) Radio Frequency (RF) Interface Control Document (ICD) Z# AL
ThlETEREETVWET, £, JPSS-11E NORAD ID 43013 ICEEEMF TS NhTVB I EIZEEL
TLEZL,

JPSS-1 #HEWF. ICD DR 11 ICRT KD, 1 2OFYTUIEIDORALIRNE I YD Y
BENAZRBELET. ChosD 4 DOBBENADSS, NTVYVILERATEZDE 1 20D/\A
L—KRF—Z HRD)Z I IOBENADHKTT, ChICESTVWT, CONARICREKY) EEEK
TF—REEENITSNBDENDAVET, 4 DONARRDESY T,

« 2067.27 MHz OHLERKE T, F—2L—RMHF 2~128kbps DAYV RNA(FY TV T ).
DINAENTUY DICTFORATEEE A,

« F—RL—KAH1~524kbps T, AOEARE 22475 MHz DTFLXRUNA (X9 U>9 ), &
DINAENTUY DICTFORATEEE A,

« F—&L— KA 150 ~ 300 Mbps M 26.7034 GHz O ERED SMD /NA (X o>V D ), 2D
NAGNT VY DIZTOERATEE R A
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https://www.nesdis.noaa.gov/our-satellites/currently-flying/joint-polar-satellite-system
https://www.nesdis.noaa.gov/s3/2022-03/JPSS-1SCHRDtoDBSRFICDRevA-470-REF-00184February9,2015.pdf
https://www.nesdis.noaa.gov/s3/2022-03/JPSS-1SCHRDtoDBSRFICDRevA-470-REF-00184February9,2015.pdf
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« F—RL—KH 15 Mbps @ 7812 MHz DR ALERETD HRD /XA (XU ) O RF, %
& (& 30 MHz T, right-hand-circular-polarized, JPSS-1 & (274> 7R— RKR9¥ % & AWS Ground
Station, CNEFT7 IV ELATELBE/NATT, COBEE/NAICRK, FHRREF—%, SHRI>D
ZTIIF=2, FETFLXNUTF—&, UTILERALFERNTAF—ETF—INFEEN
7,

BENBT—ZNAZERTDE, OXNR(TPY7IU20), TLAXRNY BZFO2020), &
K HRD (B0 0)INAS, OHEE, FEHIE, SRV ILFFrRILEARERBEZGLL
TWBZEeENFDH V) ET AWS Ground Station, FLBARBABREOL S —N—OHEATHD 2
&, SMD NAICRKEBRMEN B EBA., HR—RENTVIHEDFHEMICODVTIE, "1 288U
T <L & WAWS Ground Station 1 N #gE,

(® Note
SMD /NA R E#MEA X LN =8 AWS Ground Station ., SREFIICERTENEE A,

® Note
ARV R (PYTIVI)NAETFLARNY (T2 U2 9))NA ICD TEEENTHS
.NTUYOICEATERVLEY, FARCRET WD EEEBISHTT,

Amazon S3 F—AREEZFAITA/NTUYOTO—RF v+ ARNEH

=
==

ZOBITIR, I—Y—HA RO IPSS1-NTUY 70— RFErANEE (PBS) - Ml o> 3>
T2 EOWICEIVTVET,

COPITR, >FUFAZRETRIHLENHYET, DFVY,. HRDBENREZF DRI FPEBERKE
LTHF+7FrL, HRONYFREODEHICRBETIHLENfBYVET, chllky), FORAXE
DARMIOEBRERB(RF) DT I—AATITRSF ¥ (1IQ) Y TIHFEHNENhET, Amazon S3
NTY NZTF—2FBMENZSs, FEOV I RNVIT2FEALTTF—RXZEABRTFI—RTE
F£9, LEBOFEMAEHFICOVTIEE, MathWorks F1—KD 7)) ZSRBLTLKEEV, ZOplZFER
L7#%. Amazon EC2 ARY MBRIEAVR—X M ZEMLTF—XZREL., 246N AETIRX
NZEIR TS ERENTEET,
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https://www.mathworks.com/help/satcom/ug/capture-satellite-data-using-aws-ground-station.html
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Q—H—H1 K

RDTTL—RAZRY NEIXRT, TUOTL—HFOVY—RAE022 3> ICBLET AWS
CloudFormation »

Resources:
# Resources that you would like to create should be placed within the Resources
section.
@ Note
AWS CloudFormation 7> 7L —hORBROFEMICDWTR., "7 7L—bi 2923
CESBBLTLEE L,

Amazon S3 ICE—NBENAZBETZD>FTIFZEZXD L, BE—0IFHBENANHDI N
bAVET, FEHT—REE V>3 TEIL, Amazon SSNT Y NEERTDIHENHYE
EE

# The S3 bucket where AWS Ground Station will deliver the downlinked data.
GroundStationS3DataDeliveryBucket:
Type: AWS::S3::Bucket
DeletionPolicy: Retain
UpdateReplacePolicy: Retain
Properties:
# Results in a bucket name formatted like: aws-groundstation-data-{account id}-
{region}-{random 8 character string}
BucketName: !Join ["-", ["aws-groundstation-data", !Ref AWS::AccountId, !Ref
AWS: :Region, !Select [0, !Split ["-", !Select [2, !Split ["/", !Ref AWS::StackId]]]11]

TSI, AT Y N AWS Ground Station ZERATE D XS5ICTBICIE, BY)EO—-)IL LRI —
ZERTIBENFHET,

# The IAM role that AWS Ground Station will assume to have permission find and write
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
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# data to your S3 bucket.
GroundStationS3DataDeliveryRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Statement:
- Action:
- 'sts:AssumeRole'
Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com

Condition:
StringEquals:
"aws:SourceAccount": !'Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:aws:groundstation:${AWS::Region}:

${AWS: :AccountId}:config/s3-recording/*"

# The S3 bucket policy that defines what actions AWS Ground Station can perform on
your S3 bucket.
GroundStationS3DataDeliveryBucketPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- 's3:GetBucketlLocation'
Effect: Allow
Resource:
- !GetAtt GroundStationS3DataDeliveryBucket.Azrn
- Action:
- 's3:PutObject'
Effect: Allow
Resource:
- 1Join [ "/", [ !'GetAtt GroundStationS3DataDeliveryBucket.Arn, "*" ] ]
PolicyName: GroundStationS3DataDeliveryPolicy
Roles:
- IRef GroundStationS3DataDeliveryRole

BENA
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AWS Ground Station 5% E

cODtEo>a>TlEs EEGM’EE}Z R AEZ RLET,

BENSYVDOERICEITZREZTSICE mmmgmmg#%gfioj—hh3w7tbr
PREFERRED %#iER3 3 &, ydﬂbnnab‘rﬂtbia‘b‘“ JPSSA I7IXVAOBEN T2
b3, DUFIIREERBEISLEEXHYERA,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BENAICETVWT, BERDPZRITOTFAIIIOEREE., £IFEERKL = Amazon S33
NTYNZ2SRIDSIREZEETHIDLEN HDYET,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
JpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station S3 Recording Config that defines the S3 bucket and IAM role
to use
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# when AWS Ground Station delivers the downlink data.
S3RecordingConfig:
Type: AWS::GroundStation::Config
DependsOn: GroundStationS3DataDeliveryBucketPolicy
Properties:
Name: "JPSS S3 Recording Config"
ConfigData:
S3RecordingConfig:
BucketArn: !GetAtt GroundStationS3DataDeliveryBucket.Azrn
RoleArn: !GetAtt GroundStationS3DataDeliveryRole.Arn

AWS Ground Station S v<3a>7O774)

CcOtEU2a>TRIVIIAVITOT7TAINEERTS. BBFEERLET,

BEN TS NEREN TELDT, TS Z2FERALTTF—XRT7O0—%2BETEET, BRYD/NTA—
R@FETF7FINNEFERALET,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to downlink data.
JpssAsynchMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "43013 JPSS Asynchronous Data"
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig

DataflowEdges:
- Source: !Ref JpssDownlinkDigIfAntennaConfig

Destination: !Ref S3RecordingConfig

FEHD

FROVY—-RE2FERTIE, FUR—F1o0hl- OVWTFnhHSERBETF—REBEEDOLD
CJPSS-1 ARV RNZARATD1—=)TESDLSICEV) EL = AWS Ground Station AWS Ground
Station O —> 3>,

LT, COEI>a>THRETNATVRIXNTOUY—A% 1 20O AWS CloudFormation 7
V7L —NMNCFREDEREBTUITL—MNTT, COTUTL—MNE TEEERATEET AWS
CloudFormation,
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EWSEZBIDO AWS CloudFormation 7> 7L — RN IZIk, Amazon S3 /NI Y K&, BVWEDLEBERYT
2a1—)LU, VITA-49Signal/lP ALY N7AO—RFYRARNF—RE2ZEITDLHICHEZ AWS
Ground Station IJ Y —AAquaSnppJpss-1TerraDigIfS3DataDelivery.ymlA8FENTUVE
ED

Aqua., SNPP, JPSS-1/NOAA-20, Terra "7 AV NMCHAVR—REATVEVESE. T, 25
BLTLKETVEHERE,

(® Note

FOTL—NCITOEARTBICIE., B3 AWS BB Z /A L T Amazon S3 /N v
NEFVR—FAITTDIHARI—ICTIEALET, UTOUITR, V—2ay
Amazon S3 /N7 Y R EFEAHLTVWET, us-west-2)—2a>1—REZEEL T, AZY
2 % EK T B AWS CloudFormation {5321 —>3a > &2 RLET,

TS5IC, ROFIETIE YAML Z2FRALET, =L, 77 L—KE YAML X & JSON
FEXOBMATHERATEET, JSON ZFEATAICE., To7L—rEHXTO—RT
.json&EIC.yml7 7AI)NILERFE ICEEWAET,

ZEEALTTV7L—bhESDVO—RTBICE AWSCLL, ROON RZFEALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml .

TSSO TUTOURLICBELT, T7L—RE2OY—I)ITRRBLVUADTO—RTEE
T

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss-1TerraDigIfS3DataDelivery.yml

XM > AWS CloudFormation ZEAL T, TTF 7 L—hNZEREIEETEET,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnpplpss-1TerraDigIfS3DataDelivery.yml
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F—R7O-TIVRARANEFAITEZNTUYO7O—-—RFYR
NEE (FO0—-/R)

COFITIE, I—¥—HA RO IPSS1-NTVvoU7O—RF+ANEFE (PBS)- il o> 3>

TA2ESWMICEIVTVET,

COBZETITBDICE, SFTVAZRETIHXENf HYVET, 2FY. HRDBENAZFTD X
AR (DiglF) £ LTF +7F+ L. SDR £ L T Amazon EC2 / VARV A LOF—K 7
a—-I> |\7.ﬁ’r\/ |\77°|)7_:/3>T§1§b72t335) (,‘—_MIE@%,%E?IJ\&UssH-O

BE/NA

cDtEUIIAVTRRTFT—E2T7O—BENAZFTETS, BHBRAEEZERLET, cOBITIE., AWS
CloudFormation T 7' L—RKICNTZX—=REDVY—=AE023a>n220t0>3a>zERLE
9,

@ Note
AWS CloudFormation 7> 7L —NORABOFMICOVWTRK, "F7L—h, O3
CESBBLTILKEEL,

INTGA=BZ+E023a>2TlE, RONTX—RZEMLET, AWS CloudFormation AV —)L%& &
ALTARY OV ZERTHDEZIC, ChSDEZEELET,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:

Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

F—R7O-IYRRAVNEFATEINT VY O7O0—RF ¥ ANEE (FO-/NVR) 142


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-anatomy.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-key-pairs.html
https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-configuration.html#dataflows.ec2-configuration.amis
https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-configuration.html#dataflows.ec2-configuration.amis

AWS Ground Station I1—H—HA R

Type: AWS::EC2::Image::Id

(® Note

F—RT7ZERL., Amazon EC2 EC2Key/NTX—RDEZRIZIBETIHEN HVYET,
Amazon EC2 A VARV ANF—RTEERT D, 2SBL T EEL,

E5I(Z, AWS CloudFormation A& Y J DERKIC, ELWD—3 2 EHO AMIID Z1E
ETIHENHYET. TAWS Ground Station Amazon Y>> 4 X— (AMIs)) S HRL
TLEEL,

BVOTUTL—RNAZIRY NE, T07L—RMOVY—RAET723ICBELET AWS
CloudFormation o

Resources:
# Resources that you would like to create should be placed within the resource
section.

EC2AVARVAILBE—DBENAZERETR T VA%ZEZADE, BE—ORBEE/NANHYE
T, @HT—REE Va3l Ell, F—R27O0-IRRANF7T VT —2 32T Amazon
EC2AVARVAEREDBIUTHREL., 1 DULEDOF—2T7O0—IRRANIN—T%#ERT
BPRENBYVET,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverlInstance:
Type: AWS::EC2::Instance
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:
- Ref: InstanceSecurityGroup
SubnetId: !'Ref ReceiverSubnet
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BlockDeviceMappings:
- DeviceName: /dev/xvda
Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name
Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
UserData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

2>&1
echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"

STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

3
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"
while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10; done

echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName

"${STREAM_CONFIG_PATH}"
sleep 2
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AWS Ground Station

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS

Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888

ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup

Description: "AWS Ground Station Downlink Stream"

# The security group that the ENI created by AWS Ground Station belongs to.

DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
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Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 10.0.0.0/8
Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 172.16.0.0/12
Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
CidrIp: 192.168.0.0/16
Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Example VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
# Ensure your CidrBlock will always have at least one available IP address per
dataflow endpoint.
# See https://docs.aws.amazon.com/vpc/latest/userguide/subnet-sizing.html for
subent sizing guidelines.
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CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Example Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverlInstance
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

& 512, AWS Ground Station A7 51 > M IC Elastic Network Interface (ENI) Z#ERTE 3 &S
2, BYBRVD—EO-LZERTIVENF HYET,

# AWS Ground Station assumes this role to create/delete ENIs in your account in order
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
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- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

# The instance profile for your EC2 instance.
GenerallInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
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- IRef InstanceRole

AWS Ground Station §&E
CcDEIAVTRHBREDER, BBREZEZERLET,
BENSYOOERAICETIRELZTDICIE, tracking-config "R ETT, BEINSYIELT

PREFERRED 2 BRI 2 EEMEANMELEXITAHN, JPSSHAITT7IXVADRBEN tHTHD -
O, GEREZRLILEZRHYTEA,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BENACESVT, BEBLERTFUOTFAIVUDIREE, IV RRAY NOFBEESET
5F—27O—IY KRAY NI L—TEBBRTBF—RTO—IY RKRAY NREEERTHAE
FHYET,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink DigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 30
CenterFrequency:
Units: "MHz"
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Value: 7812
Polarization: "RIGHT_HAND"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station = v<3a>7O774)

COEVIAVTRIVIIVTOT77AIINEERTS, BRAEZEZRLET,

BIENTSNIERENTELDT, ThE/ALTIT—R7O—ZRBETELRT, BYDONFTA—X
CETF7FIN D ZERALEXT,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJlpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJlpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
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FEHD

FREOVY—-RZ2FERATIE, AVR—F 1200l OVWThAHLSORBTF—FEEDLD
(CJPSS-1 AR IVKRNZEATD1—=)LTEDBRSICKYEL = AWS Ground Station AWS Ground
Station O —> 3>/,

LT, CcOoEI22a>THREATZINTOUY—RA%Z 1 DO AWS CloudFormation 7> 7L — K
ICEEDEREBETVITL—RTT, COTUTL—N2EEFERHTE ET AWS CloudFormation,

EWVSEH O AWS CloudFormation 7> 7 L —

NAquaSnppJlpssTerraDigIF.ymlik, Aqua. SNPP, JPSS-1/NOAA-20. Terra FIE DT>
) HFBEEKE DiglF) T—2NZEE2TEPKHBTEDLDILHKFETIATVET, ChliC

k. AmazonEC2 /1 VARV AE, EODGIF XA LIV N 7O—RFYANTF—REZETI D
(Z % ZE7x AWS CloudFormation Y —ANEENTVET,

Aqua, SNPP, JPSS-1/NOAA-20, Terra "7 AV NMCHAVR—REATVEVESRE. T, 25
BLTLKETVEHERE,

(® Note

TUOTL—BNCTIOERARATBICE., BB AWS BEHEHZ2FEAL CEEA > R—FT125
Amazon S3ANTY NZCTIVEALET, LDV UTE, U—232 0O Amazon S3 /N
TYREFEALTWET, us-west-2 =232 01— RZZEELT, AZVIEERKTS
AWS CloudFormation X923 1) —>3>&2kXkULET,

TS5IC, ROFIETIE YAML Z2FRALET, =L, 77 L—KE YAML X & JSON
FEXOBMATHERATEET, JSON ZFEATBICE., T07L—rEHXTO—RT
%.json&EIC.yml7 7 A )R FZE CEEHMAET,

ZEEALTTV7L—hESDO—RTBICEAWSCLL, ROON RZEFERALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/
AquaSnppJlpssTerrabDigIF.yml .

T2 TUTOURLICBBLT, To7L—h2OVY—ITRRBLTFIIVO—RTESR
9o

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpssTerraDigIF.yml
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XMD') > AWS CloudFormation ZfEFAL T, TTF 7 L—hNZERIEETEET,

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJlpssTerrabigIF.yml

TO7L—RNEEDRSBEMIY—AZEEZLERITH?
AquaSnpplpssTerraDigIF 77 L—KIZE, ATOEBMUY—ANFEERTVET,

« ( #F7> 3>) CloudWatch Event Triggers - AWS Lambda B\ &1t AWS Ground Station M &
(2 I2& 2 TEFE 1/ CloudWatch Events ZERAL TR U H—E h BB, AWS Lambda Ba%K
&, LZ—N—A2VRARAZREBL, #7232 TELELET,

« (A7°232) AR YU MO EC2 #3E - Lambda Z# AL TSNS BHMTI> 2 Y NI Amazon EC2
AVABRVADKRIED AT LAZEY NTYTI2F723>, REOFEARRICK > TR, BEeH
RETDUEMN HDEITETELTIEE L,

+ Ground Station Amazon N> >4 X—TH8 Lambda- 1 VARV AICA VAN =)LEanTWVD
V7 RIITEEREDO AMI ZBIRTZDA723>2, Y7RNIJITOATZ a2, DDX 2.6.2
Only & DDX 2.6.2 with gRadio 3.6.0 T3, Cchs50AT>aviF, BMOVI~IIT
EFH7OSLABRTBEN V) —AENBICONTEERZWLRENET,

c BIMOZvIar7O77A4I)-BNONT VY OT7O—RF ¥ ANEE (Aqua. SNPP, Terra)
OIvar7ra774),
s BMOTTFEOIOBRE-BMONT VY O7O0—-RF+ ANGE

(Aqua, SNPP, Terra) D7 > T+ 022V J5&E,

COTVTL—MNTREEDEENTXA—BZNANEZEALTT, cNSONTA—REFERATDIE,
S NEET AWS Ground Station 3<IC ZEEICEATEET, cOTV7TL—NEFERATS
AWS Ground Station £ Z (I ZFAT3ICE, MBDEZRETIXERFHYEHA, £LEL, EZ
HDARIAALT, I—AT—AICEDLETCT U L—N2FERATRIEETEEXT,

F—RBECTEETEETA?

F—RIJO—IVRRANITIIN=TF, 7T L—FTHERENBIL—N—A VAR
ANDZKY ND)—=D AV BR—TIA A BFEHAITBDELSICERESNES, L —N—A2 AR
Ak, F—R2I7O-—TIVRRANTF7VG—2a>z2EALT, F—270—I2 RKRA
V NTEZE nR—BN AWS Ground Station THAS8TF—RARN)—L%ZZELET, ZE
T2, BEAAM AR ADIL—=TNNY O FRX 7T 2—0 UDP R— I 50000 25t L TF—2
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ZHEBETEDLSICRYWET, F—R7O—IVRRANTIL—TOREOFHFMIIOVT
l&. TAWS::GroundStation::DataflowEndpointGroups ZZBRL T &L\,

TF—270—IYVRRAVNEZRAIDINT VY OTO—RF¥ R
NFE (BERBKLVESL)

CofTE, I—Y—HA RO IPSS1-NTUvO7JO—RF+¥ANEFE (PBS)-§FMli 023>
T2 A MICEIVTVET,

cOBlETETITRICE, >FTUAZBETIHEN HYYET, 2FY, F—X7O0-IREKSAUbH
ZFEAL T, HRD BENAZERBLVFI—RENLEZAL D I\7EI—I\=\=117\I\T—9&:L‘C
FYTFVYIRIHENHYET, ZDHIE. NASA Direct Readout Labs ¥ 7 K7 T 7 (RT-STPS &
KT IPOPP) ZHAL TTF— 2 E20EBITZEEOHEREAELE LTRETT,

BIE/NA
COtIYAVTRT—E7O0—BENALHETS, BELEERLET, CORTE, AWS

CloudFormation T 7L —RKICNZX—=REDVY—=AE023a>n 220t 3a>zERKLE
ER

(® Note
AWS CloudFormation 7> 7L — N ORABOEMICODVWTIE, TFo7L—h, 02 =
SESELTLEE,

Parameters 9> 3> Tldk, XONFX—2ZEBMLET, AWS CloudFormation 1>V —I)L%& &
ALTARY UV RERTRDEEIL, ChoDEERIEELET,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName
ConstraintDescription: must be the name of an existing EC2 KeyPair.

ReceiverAMI:
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Description: The Ground Station DDX AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note

F—RT7ZERL., Amazon EC2 EC2Key/NTX—RDEZRIZIBETIHEN HVYET,
Amazon EC2 A VARV ANF—RT EERT D 25BL T EEV,

E5I(Z, AWS CloudFormation A& Y J DERKIC, ELWD—3 2 EHO AMIID Z1E
ETIHENHYET. "TAWS Ground Station Amazon Y>> 4 X— (AMIs)) S HRL
TLEEL,

BVOTUTL—RAZIRY NE, To7L—RhOVY—RAET723ICBELET AWS
CloudFormation o

Resources:

# Resources that you would like to create should be placed within the resource
section.

EC2AVARVAILBE—DBENAZEETZ T VA EEZAZE, BE—0ORPEENANFHY F
T, BHTF—REE vV a el F—R27O0-IRRANTFTIV5r—23a >z ERALT
Amazon EC2 1 VARV AZEY N7 Y THBLVEREL., 1 DULEOF—XT7O—I RRA KT
N—T%ERTDUENHYET,

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
Properties:
DisableApiTermination: false
IamInstanceProfile: !Ref GenerallnstanceProfile
ImageId: !Ref ReceiverAMI
InstanceType: m5.4xlarge
KeyName: !Ref EC2Key
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Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet
BlockDeviceMappings:

- DeviceName: /dev/xvda

Ebs:
VolumeType: gp2
VolumeSize: 40
Tags:
- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]

UsexrData:
Fn::Baseb4:

I
#!/bin/bash

exec > >(tee /var/log/user-data.log|logger -t user-data -s 2>/dev/console)

echo “date +'%F %R:%S'" "INFO: Logging Setup" >&2

GROUND_STATION_DIR="/opt/aws/groundstation"
GROUND_STATION_BIN_DIR="${GROUND_STATION_DIR}/bin"

STREAM_CONFIG_PATH="${GROUND_STATION_DIR}/customer_stream_config.json"

echo "Creating ${STREAM_CONFIG_PATH}"

cat << STREAM_CONFIG > "${STREAM_CONFIG_PATH}"

{

"ddx_streams": [
{

"streamName": "Downlink",
"maximumWanRate": 4000000000,
"lanConfigDevice": "lo",
"lanConfigPort": 50000,
"wanConfigDevice": "ethl",
"wanConfigPort": 55888,
"isUplink": false

}
STREAM_CONFIG

echo "Waiting for dataflow endpoint application to start"

while netstat -1nt | awk '$4 ~ /:80%/ {exit 1}'; do sleep 10;

done
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echo "Configuring dataflow endpoint application streams"

python "${GROUND_STATION_BIN_DIR}/configure_streams.py" --configFileName
"${STREAM_CONFIG_PATH}"

sleep 2

python "${GROUND_STATION_BIN_DIR}/save_default_config.py"

exit 0

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- Endpoint:
Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
Address:
Name: !GetAtt ReceiverInstanceNetworkInterface.PrimaryPrivateIpAddress
Port: 55888
SecurityDetails:
SecurityGroupIds:
- Ref: "DataflowEndpointSecurityGroup"
SubnetIds:
- IRef ReceiverSubnet
RoleArn: !GetAtt DataDeliveryServiceRole.Arn

# The security group that the ENI created by AWS Ground Station belongs to.
DataflowEndpointSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: Security Group for AWS Ground Station registration of Dataflow
Endpoint Groups
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
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CidrIp: 10.0.0.0/8

Description: "AWS Ground Station Downlink Stream To 10/8"
- IpProtocol: udp

FromPort: 55888

ToPort: 55888

CidrIp: 172.16.0.0/12

Description: "AWS Ground Station Downlink Stream To 172.16/12"
- IpProtocol: udp

FromPort: 55888

ToPort: 55888

CidrIp: 192.168.0.0/16

Description: "AWS Ground Station Downlink Stream To 192.168/16"

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
FromPort: 55888
ToPort: 55888
SourceSecurityGroupId: !Ref DataflowEndpointSecurityGroup
Description: "AWS Ground Station Downlink Stream"

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
CidrBlock: "10.0.0.0/16"
Tags:
- Key: "Name"

Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"
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ReceiverSubnet:
Type: AWS::EC2::Subnet
Properties:
CidrBlock: "10.0.0.0/24"
Tags:
- Key: "Name"
Value: "AWS Ground Station - PBS to dataflow endpoint Demod Decode Example
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
VpcId: !Ref ReceiverVPC

# An ENI providing a fixed IP address for AWS Ground Station to connect to.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface providing a fixed IP address for AWS
Ground Station to connect to.
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !Ref ReceiverSubnet

# Attach the ENI to the EC2 instance.
ReceiverInstancelInterfaceAttachment:
Type: AWS::EC2::NetworkInterfaceAttachment
Properties:
DeleteOnTermination: false
DeviceIndex: "1"
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

F7/=. AWS Ground Station A" 7 170> ~IC Elastic Network Interface (ENI) Z¥EX TEBD L SIZT
B, BYARVD—, O—JIL, ZA77AIILEHBETT,
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# AWS Ground Station assumes this role to create/delete
to stream data.
DataDeliveryServiceRole:
Type: AWS::IAM::Role
Properties:
Policies:
- PolicyDocument:
Statement:
- Action:
- ec2:CreateNetworkInterface
- ec2:DeleteNetworkInterface
- ec2:CreateNetworkInterfacePermission
- ec2:DeleteNetworkInterfacePermission
- ec2:DescribeSubnets
- ec2:DescribeVpcs
- ec2:DescribeSecurityGroups
Effect: Allow
Resource: '*'
Version: '2012-10-17'
PolicyName: DataDeliveryServicePolicy
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- groundstation.amazonaws.com
Action:
- sts:AssumeRole

# The EC2 instance assumes this role.
InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:

ENIs in your account in order
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- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM

AWS Ground Station % &E
COtIYIVTRBEOER. I—H—HA4 RICOVWTSBELET,

BBNZY VOMERICBETRREEITSICIE, tracking-config ' HETT, BERZSYIELT
PREFERRED Z&EIRT2 &, T FIIORBEAMELETAH, JPSSAITT7IXVAOREN +5
THdEH, DIFIOREZBEIVERFHYFEA,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:

Autotrack: "PREFERRED"

BENAICESVWT, HELD KT antenna-downlink-demod-decode 58 E&., I RARAND
HMEEERTHT—RX7O0-—IY RRANTIL—T%58 T % dataflow-endpoint 5REEZEE T S
PBEFHVET,

® Note

DemodulationConfig, . &RV DIEZFRET D HEDFMIZ DL\ TlkDecodeConfig,
M1 ZZRBLULTIKEETVWIUOTFEAI D) OBATI—REBE -

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to
# downlink data from your satellite.
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JpssDownlinkDemodDecodeAntennaConfig:
Type: AWS::GroundStation::Config
Properties:

Name: "JPSS Downlink Demod Decode Antenna Config"
ConfigData:
AntennaDownlinkDemodDecodeConfig:
SpectrumConfig:
CenterFrequency:
Value: 7812
Units: "MHz"
Polarization: "RIGHT_HAND"
Bandwidth:
Value: 30
Units: "MHz"
DemodulationConfig:
UnvalidatedJSON: '{
"type":"QPSK",
"gpsk":{
"carrierFrequencyRecovery":{
"centerFrequency":{
"value":7812,
"units":"MHz"

},

"range":{
"value":250,
"units":"kHz"

}

1,
"symbolTimingRecovery":{
"symbolRate": {
"value":15,
"units":"Msps"

},

"range":{
"value":0.75,
"units":"ksps"

},

"matchedFilter":{
"type" :"ROOT_RAISED_COSINE",
"rolloffFactor":0.5

}
} 1
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DecodeConfig:
UnvalidatedJSON: '{
"edges":[
{

1,

"nodeConfigs":{

"from":"I-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"Q-Ingress",
"to":"IQ-Recombiner"

},

{

"from":"IQ-Recombiner",
"to":"CcsdsViterbiDecoder"

},

{
"from":"CcsdsViterbiDecoder",
"to":"NrzmDecoder"

},

{

"from":"NrzmDecoder",
"to":"UncodedFramesEgress"
}

"I-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"I"
}

},

"Q-Ingress":{
"type":"CODED_SYMBOLS_INGRESS",
"codedSymbolsIngress":{

"source":"Q"
}

},

"IQ-Recombiner":{
"type":"IQ_RECOMBINER"

I

"CcsdsViterbiDecoder": {
"type":"CCSDS_171_133_VITERBI_DECODER",
"ccsdsl171133ViterbiDecoder”: {

"codeRate" :"ONE_HALF"

AWS Ground Station

e
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}

.

"NrzmDecoder": {
"type":"NRZ_M_DECODER"

},

"UncodedFramesEgress": {
"type" :"UNCODED_FRAMES_EGRESS"

# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data

# from your satellite.
DownlinkDemodDecodeEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Downlink Demod Decode Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station Sv<3>7’O774)

COtEO2a>TRRIVvIavITAT7TAINEERTD, I—H—HA RICODVWTHBELET,

BEMNITOSNLEREN TELDOT, ThoZFEALTTF— 7O ZBETERT, BUDONTAX—
RCGETF7FINNEEALERT,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to

# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: "37849 SNPP And 43013 JPSS"
ContactPrePassDurationSeconds: 120
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ContactPostPassDurationSeconds: 60
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Join [ "/", [ !'Ref JpssDownlinkDemodDecodeAntennaConfig,
"UncodedFramesEgress" ] ]
Destination: !Ref DownlinkDemodDecodeEndpointConfig

FLEHD

FEROVY—-RZ2FERATIE, AVR—F100hi OVWThAHLSORBTF—FEEDLD
(CJPSS-1 A RO RNZARTD1—)LTESDLDICEVY) EL = AWS Ground Station AWS Ground
Station O —> 3>/,

LT, COEI>a>THPESNATVEDRINTOUY—A% 1 DN AWS CloudFormation 7
VTL—RNCFEEDEREEBTUTL—RNTT, COTV7TL—NE CEEEHTEEXET AWS
CloudFormation,

EWVWSEB®O AWS CloudFormation 7> 7°L — MAquaSnppJpss.ymli&, Aqua, SNPP, & &

JPSS-1/NOAA-20 BENT—RZEZHRRITBDLEOD VAV IT IV EARAZRHTIRSICEFTE L
TVWET, ChiZlF., AmazonEC2 A VARV AL, BLWEhEZATD1—-)LL., BRABKITTF
OA—RENEFAALINTO—RFYARNT—R2EZET D LHICHER AWS Ground Station 1)

V—ANFEENTVET,

Aqua, SNPP, JPSS-1/NOAA-20, Terra "7 AV NMCHAVR—REATVEVESRE. ") 25
BLTLKESVEEESH,

(® Note

TOTL—=KNITOEARTBICIE, B3 AWS SREEE#HZ B L T Amazon S3 /N Y
NEAVR—F AT FTBDHARI—ICTIEALET, UTOUOTR, V=23
Amazon S3/NNT Y R EFEHLTVWET, us-west-2)—2a>1—REZEEL T, AZY
9 Z1EM T S AWS CloudFormation 532 —2a> 2R UL ET,

TSIC, ROFIETIE YAML Z2FRALET, =L, 77 L—KE YAML X & JSON
ERXO@mAETHERATEEXRT, JSON Z2FERATBICE,. T07L—hEXo720O0—RT
%.jsoncEIC.yml7 7 AI)NIRFZ CEEBMAET,

BEEALTT7L—MNEADO—RTBICEAWSCLL, XOOX REFALET,
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aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/AquaSnppJpss.yml .

T5IOHTUTOURLICBELT, 7 7L—RhE2OVY—ILTERRBIEA I O—RTEE
T

https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/AquaSnpplpss.yml

RMD) > AWS CloudFormation ZFAL T, TTF 7L —MNZEEIEETEET.

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
AquaSnppJpss.yml

TOTL—RTREDESBZEBMIY—ANEZENTVETH ?
AquaSnpplpss T 7 L—KICIE, UTOEBMDY—AHFEENTVET,

« ( #F7> 3 ) CloudWatch Event Triggers - AWS Lambda B\ &1t ® AWS Ground Station i
(2 ([Z& > THEFE Nz CloudWatch Events ZFERA L TRV AH— BB, AWS Lambda B8
&, L>—N—A2VAZAZRBEL, 723> TELELET,

« (A7°232) AR Y M®O EC2 #3E - Lambda Z#H L T SNSEHTI> 22 NI Amazon EC2
AABVADRIES AT LAZEY NTYTI2A4723a>, BEOEARRICK > TR, B
REFTDAREMN BB EITELTLSEEL,

« Ground Station Amazon YA X—2 G Lambda- 1 VAR AICAVARN=)LEn TV
V7RDITEREREDO AMI B BIRT 2 A>3, YIRNIJITFTOF7S a2k, DDX 2.6.2
Only & DDX 2.6.2 with gRadio 3.6.0 T9 ., A DigIF ¥—XBifE & AWS Ground
Staton T— IV RN ZFEATRHESRE. "1 28R LU T<E&EVWAWS Ground Station T—> T
N (EwE) Z2RATRZNT VY OTO—RFYARNFE, ChsoAx7>arik, BmMmoY7 ks
DITEHTOTSALABRTBEN ) —RAENDICONTEEHREILRENET,

B0y aryO774)-BMONT VY 27 0—RE*+ ANFE (Aqua. SNPP, Terra)

hZv>a>r7ya774)M)l,

BMOFTTFEOVORE-BMONT Uy o7O0—-RF ¥ ANEE

(Aqua, SNPP, Terra) D7 > TF+H 0220 JRE,

CODTVTL—PFTREEDBEENTA—BENANEARATT, cNSONTX—Z2%ZFEHAITH L,
NS NDEE T AWS Ground Station §<IC 2B ICERATEET, cOTV7TL—M2FEHRATS
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AWS Ground Station £ ZIC ZFHA T2 ICIE, MBDEZRETHIHEEHY EBA. L., EE
NAZIAALT, —AT—AICEHLEBTT UL — M2 ERATHEETEET,

F— A ECTEETEETN?

TF—R7O—TIVRRANITIN—T&, ToTL—KRTHEREThBL—N—AVAZY
ADZRY RD—=DA 2 B—TIA AZFERATBDLSICEECIhEST, LZ—N—Aa2AZY
A, F—=2I7O—IVRRAKNT7VT5r—>32&2FEALT, F—X70—I2 RKRA
~ NTEZE nim7R— BN AWS Ground Station T A S5F—RARN)—LZZELET, ZE
gL, BEAAM AR AODIN—TNY OFRX7TX—0 UDP 7R— K 50000 27 L TF—2&
ZHEBETEDLSICRYWET, F—R7O—IVRRA VRN TIL—TOHREOFHFMIIOVT
l&. TAWS::GroundStation::DataflowEndpointGroups ZZBRL T &L\,

AWS Ground Station T—> T N (AHE) 2FATANT UV D
J7O0—RF+ANEHE

COFITIE, I—HY—HARDIPSS1-NTVvoU7O—RF+ANEFHE (PBS)- il o> 3>
T2 EDMICETVWTVET,

COBlERETIDICE, >FTUFERBETILEN HYET, DFV), HRD BENAZLFwEHTD
Z)LHBEEKE (DiglF) ELTHF ¥ 7Fv L., SDRZFEAHL T Amazon EC2 1 > AZ > AN AWS
Ground Station T—J I RMAZSELEEBYICUEBITINEN HVYET,

® Note

BN JPSSHRD BE/NAGEEO®HEIEIE 30MHZz TS, PFUoTFRA I I IBRESR
100 MHz FEIEDESE LTRSS L SICREL T, ZOHIT AWS Ground Station T—> T
VR EK2TEBEENDELVWNAZBEBBTESDELSICLET,

BENA

COEVIVTRT-—EF7O0-BENAZFHBEITS, ABEHEERLET, COFITE, bl
THEAENATVEVEMOEYS 3> THBEINYETEYS 32 % AWS CloudFormation > 7
L—KNCEMTRIHENFHVNET,
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® Note

AWS CloudFormation 7> 7L —NORHRBOEMIZ DV TIE,

ZZRBLTLKEZV,

'T>7L—bht023>,

£9., 77L—hT)—23 280 AWS Ground Station 7L 714 Y 2 A1) AN AWS

CloudFormation DX Y E>J 0> a> %

) g N}

AaxX

LET, chickt), AmazonEC2 1 2 AR AD

X IAVFATN=THTLTAYVIORAVARNEZEREIZSBTEDRSICBEYET, J7LT714Yv 0K

VANDEROFMICOWVWTIE,
VPC & XE.
Mappings:
PrefixListId:

us-east-2:

groundstation: pl-087f83ba4f34e3bea
us-west-2:

groundstation: pl-0@cc36273da754ebdc
us-east-1:

groundstation: pl-0e5696d987d033653
eu-central-1:

groundstation: pl-03743f81267c0a85e
sa-east-1:

groundstation: pl-098248765e9effc20
ap-northeast-2:

groundstation: pl-059b3e@b02af70esd
ap-southeast-1:

groundstation: pl-0d9b804fe@l4a6a99
ap-southeast-2:

groundstation: pl-08d24302b8c4d2b73
me-south-1:

groundstation: pl-02781422c4c792145
eu-west-1:

groundstation: pl-03fa6b266557b@d4f
eu-north-1:

groundstation: pl-033e44023025215c0
af-south-1:

groundstation: pl-0382d923a9d555425

M, #2BLTLEEVWAWS Ground Station T— T MZ&k D
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Parameters £ 3> Tk, RO/NTFX—XZEBMLFET, AWS CloudFormation 1>V —)L%& &
ALTARY UV ZERTHDEZEIL, ChESDEZEELET,

Parameters:
EC2Key:
Description: The SSH key used to access the EC2 receiver instance. Choose any
SSH key if you are not creating an EC2 receiver instance. For instructions on how to
create an SSH key see https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/create-
key-pairs.html
Type: AWS::EC2::KeyPair::KeyName

ConstraintDescription: must be the name of an existing EC2 KeyPair.

AZ:

Description: "The AvailabilityZone that the resources of this stack will be created
in. (e.g. us-east-2a)"

Type: AWS::EC2::AvailabilityZone: :Name

ReceiverAMI:

Description: The Ground Station Agent AMI ID you want to use. Please note
that AMIs are region specific. For instructions on how to retrieve an AMI
see https://docs.aws.amazon.com/ground-station/latest/ug/dataflows.ec2-

configuration.html#dataflows.ec2-configuration.amis

Type: AWS::EC2::Image::Id

(® Note

F—RTZMERL., Amazon EC2 EC2Key/NTX—ZDRBBIZEETDIHEN BV FT,
Amazon EC2 A VARV ANF—RT ZERT D 2SBL T EEV,

E5I(2, AWS CloudFormation A& Y UV DERKIC, ELWD—3 2 EHO AMIID Z18
ETRIHENHYET, "TAWS Ground Station Amazon X4 X—2 (AMIs)y #SHBL
TL<EEL,

BUVDTOTL—RAZRY RNE, TO7L—HRFOVY =R 3> ICBELET AWS
CloudFormation ,

Resources:
# Resources that you would like to create should be placed within the Resources
section.
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Amazon EC2 1 VARV AILE—DBENAZERETI T UAZEADE. E—ORBEFE/NA
NHdEeENDHYET, BHEF—FEE I3 T &I, AWS Ground Station T—2 T2 ~
T AmMazonEC2 A VAR A&ZEY NFPYZTULTEREL., 1 2UEOF—Z2T70O—I RAKRA2 K
IN—T2ERTIHBENHVET, £9. AWS Ground Station T—= T > MDD Amazon VPC %
BRELET,

ReceiverVPC:
Type: AWS::EC2::VPC
Properties:
EnableDnsSupport: 'true'
EnableDnsHostnames: 'true'
CidrBlock: 10.0.0.0/16
Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent VPC"
- Key: "Description"
Value: "VPC for EC2 instance receiving AWS Ground Station data"

PublicSubnet:
Type: AWS::EC2::Subnet
Properties:
VpcId: !Ref ReceiverVPC
MapPublicIpOnLaunch: 'true'
AvailabilityZone: !Ref AZ
CidrBlock: 10.0.0.0/20

Tags:
- Key: "Name"
Value: "AWS Ground Station Example - PBS to AWS Ground Station Agent Public
Subnet"
- Key: "Description"
Value: "Subnet for EC2 instance receiving AWS Ground Station data"
RouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref ReceiverVPC
Tags:

- Key: Name
Value: AWS Ground Station Example - RouteTable

RouteTableAssociation:
Type: AWS::EC2::SubnetRouteTableAssociation
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Properties:
RouteTableId: !Ref RouteTable
SubnetId: !Ref PublicSubnet

Route:
Type: AWS::EC2::Route
DependsOn: InternetGateway
Properties:
RouteTableId: !Ref RouteTable
DestinationCidrBlock: '0.0.0.0/0'
GatewayId: !Ref InternetGateway

InternetGateway:
Type: AWS::EC2::InternetGateway
Properties:
Tags:
- Key: Name
Value: AWS Ground Station Example - Internet Gateway

GatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
VpcId: !Ref ReceiverVPC
InternetGatewayId: !Ref InternetGateway

(@ Note
AWS Ground Station T—> I R THR—REhTUVS VPC EREDFMAIC OVTIE, AWS
Ground Station "T—> I NOEH#H-VPCH, 2B LTLSEZT L,

LET,

kg
wit

K, L—/N—AmazonEC2 A1 VAR A%k

# The placement group in which your EC2 instance is placed.
ClusterPlacementGroup:
Type: AWS::EC2::PlacementGroup
Properties:
Strategy: cluster

# This is required for the EIP if the receiver EC2 instance is in a private subnet.
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# This ENI must exist in a public subnet, be attached to the receiver and be
associated with the EIP.
ReceiverInstanceNetworkInterface:
Type: AWS::EC2::NetworkInterface
Properties:
Description: Floating network interface
GroupSet:
- IRef InstanceSecurityGroup
SubnetId: !'Ref PublicSubnet

# An EIP providing a fixed IP address for AWS Ground Station to connect to. Attach it
to the receiver instance created in the stack.
ReceiverInstanceElasticIp:
Type: AWS::EC2::EIP

Properties:
Tags:
- Key: Name
Value: !Join [ "-" , [ "EIP" , !Ref "AWS::StackName" ] ]

# Attach the ENI to the EC2 instance if using a separate public subnet.
# Requires the receiver instance to be in a public subnet (SubnetId should be the id
of a public subnet)
ReceiverNetworkInterfaceAttachment:

Type: AWS::EC2::NetworkInterfaceAttachment

Properties:
DeleteOnTermination: false
DeviceIndex: 1
Instanceld: !Ref ReceiverInstance
NetworkInterfaceIld: !Ref ReceiverInstanceNetworkInterface

# Associate EIP with the ENI if using a separate public subnet for the ENI.
ReceiverNetworkInterfaceElasticIpAssociation:
Type: AWS::EC2::EIPAssociation
Properties:
AllocationId: !GetAtt [ReceiverInstanceElasticIp, AllocationId]
NetworkInterfaceld: !Ref ReceiverInstanceNetworkInterface

# The EC2 instance that will send/receive data to/from your satellite using AWS
Ground Station.
ReceiverInstance:
Type: AWS::EC2::Instance
DependsOn: PublicSubnet
Properties:
DisableApiTermination: false
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IamInstanceProfile: !Ref GeneralInstanceProfile
ImageId: !Ref ReceiverAMI
AvailabilityZone: !Ref AZ
InstanceType: c5.24xlarge
KeyName: !Ref EC2Key
Monitoring: true
PlacementGroupName: !Ref ClusterPlacementGroup
SecurityGroupIds:

- Ref: InstanceSecurityGroup
SubnetId: !Ref PublicSubnet
Tags:

- Key: Name

Value: !Join [ "-" , [ "Receiver" , !Ref "AWS::StackName" ] ]
# agentCpuCores list in the AGENT_CONFIG below defines the cores that the AWS
Ground Station Agent is allowed to run on. This list can be changed to suit your use-
case, however if the agent isn't supplied with enough cores data loss may occur.

UserData:

Fn::Baseb4:

Fn::Sub:
- |
#!/bin/bash
yum -y update

AGENT_CONFIG_PATH="/opt/aws/groundstation/etc/aws-gs-agent-config.json"
cat << AGENT_CONFIG > "$AGENT_CONFIG_PATH"
{
"capabilities": [
"arn:aws:groundstation:${AWS: :Region}:${AWS: :AccountId}:dataflow-
endpoint-group/${DataflowEndpointGroupId}"
1,
"device": {
"privateIps": [
"127.0.0.1"
1,
"publicIps": [
"${EIP}"
1,

"agentCpuCores": [

24,25,26,27,28,29,30,31,32,33,34,35,36,37,38,39,40,41,42,43,44,72,73,74,75,76,77,78,79,80,81, €
]

3
AGENT_CONFIG
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systemctl start aws-groundstation-agent
systemctl enable aws-groundstation-agent

# <Tuning Section Start>
# Visit the AWS Ground Station Agent Documentation in the User Guide for
more details and guidance updates

# Set IRQ affinity with list of CPU cores and Receive Side Scaling mask

# Core list should be the first two cores (and hyperthreads) on each
socket

# Mask set to everything currently

# https://github.com/torvalds/linux/blob/v4.11/Documentation/networking/
scaling.txt#L80-L96

echo "@reboot sudo /opt/aws/groundstation/bin/set_irq_affinity.sh 'Q0 1 48
49' 'ffffffff, fEffffff, FffFfff' >>/var/log/user-data.log 2>&1" >>/var/spool/cron/root

# Reserving the port range defined in the GS agent ingress address in
the Dataflow Endpoint Group so the kernel doesn't steal any of them from the GS agent.
These ports are the ports that the GS agent will ingress data

# across, so if the kernel steals one it could cause problems ingressing
data onto the instance.

echo net.ipv4.ip_local_reserved_ports="42000-50000" >> /etc/sysctl.conf

# </Tuning Section End>

# We have to reboot for linux kernel settings to apply
shutdown -r now

- DataflowEndpointGroupId: !Ref DataflowEndpointGroup
EIP: !Ref ReceiverInstanceElasticIp

# The AWS Ground Station Dataflow Endpoint Group that defines the endpoints that AWS
Ground
# Station will use to send/receive data to/from your satellite.
DataflowEndpointGroup:
Type: AWS::GroundStation::DataflowEndpointGroup
Properties:
ContactPostPassDurationSeconds: 180
ContactPrePassDurationSeconds: 120
EndpointDetails:
- AwsGroundStationAgentEndpoint:
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Name: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ] # needs to
match DataflowEndpointConfig name
EgressAddress:
SocketAddress:
Name: 127.0.0.1
Port: 55000
IngressAddress:
SocketAddress:
Name: !Ref ReceiverInstanceElasticIp
PortRange:
Minimum: 42000
Maximum: 55000

F7/=. AWS Ground Station A" 7 170> ~Z Elastic Network Interface (ENI) Z¥EK TEBD L SIZT
I, BYARVD—, O—JIL, ZAOA77AIILEHBETT,

# The security group for your EC2 instance.
InstanceSecurityGroup:
Type: AWS::EC2::SecurityGroup
Properties:
GroupDescription: AWS Ground Station receiver instance security group.
VpcId: !Ref ReceiverVPC
SecurityGroupEgress:
- CidrIp: 0.0.0.0/0
Description: Allow all outbound traffic by default
IpProtocol: "-1"
SecurityGroupIngress:
# To allow SSH access to the instance, add another rule allowing tcp port 22
from your CidrIp
- IpProtocol: udp
Description: Allow AWS Ground Station Incoming Dataflows
ToPort: 50000
FromPort: 42000

SourcePrefixListId:
Fn::FindInMap:
- PrefixListId
- Ref: AWS::Region
- groundstation

# The EC2 instance assumes this role.
InstanceRole:
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Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: "2012-10-17"
Statement:
- Effect: "Allow"
Principal:
Service:
- "ec2.amazonaws.com"
Action:
- "sts:AssumeRole"
Path: "/"
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonS3ReadOnlyAccess
- arn:aws:iam::aws:policy/service-role/AmazonEC2ContainerServiceforEC2Role
- arn:aws:iam::aws:policy/CloudWatchAgentServerPolicy
- arn:aws:iam::aws:policy/service-role/AmazonEC2RoleforSSM
- arn:aws:iam::aws:policy/AWSGroundStationAgentInstancePolicy
Policies:
- PolicyDocument:
Statement:
- Action:
- sts:AssumeRole
Effect: Allow
Resource: !GetAtt GroundStationKmsKeyRole.Azrn
Version: "2012-10-17"
PolicyName: InstanceGroundStationApiAccessPolicy

# The instance profile for your EC2 instance.
GeneralInstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Roles:
- IRef InstanceRole

# The IAM role that AWS Ground Station will assume to access and use the KMS Key for
data delivery
GroundStationKmsKeyRole:

Type: AWS::IAM::Role

Properties:

AssumeRolePolicyDocument:
Statement:
- Action: sts:AssumeRole
Effect: Allow
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Principal:
Service:
- groundstation.amazonaws.com
Condition:
StringEquals:
"aws:SourceAccount": !Ref AWS::AccountId
ArnLike:
"aws:SourceArn": !Sub "arn:${AWS::Partition}:groundstation:
${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action: sts:AssumeRole
Effect: Allow
Principal:
AWS: !Sub "arn:${AWS::Partition}:iam::${AWS: :AccountId}:root"

GroundStationKmsKeyAccessPolicy:
Type: AWS::IAM::Policy
Properties:
PolicyDocument:
Statement:
- Action:
- kms:Decrypt
Effect: Allow
Resource: !GetAtt GroundStationDataDeliveryKmsKey.Azrn
PolicyName: GroundStationKmsKeyAccessPolicy
Roles:
- Ref: GroundStationKmsKeyRole

GroundStationDataDeliveryKmsKey:
Type: AWS::KMS: :Key
Properties:

KeyPolicy:
Statement:
- Action:

- kms:CreateAlias
- kms:Describe*
- kms:Enable*
- kms:List*
- kms:Put*
- kms:Update*
- kms:Revoke*
- kms:Disable*
- kms:Get*
- kms:Delete*
- kms:ScheduleKeyDeletion

BENA

176



AWS Ground Station I1—H—HA K

- kms:CancelKeyDeletion

- kms:GenerateDataKey

- kms:TagResource

- kms:UntagResource
Effect: Allow
Principal:

AWS: !Sub "arn:${AWS::Partition}:iam::${AWS::AccountId}:root"
Resource: "*"

- Action:

- kms:Decrypt

- kms:GenerateDataKeyWithoutPlaintext
Effect: Allow
Principal:

AWS: !GetAtt GroundStationKmsKeyRole.Arn
Resource: "*"

Condition:
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
- Action:

- kms:CreateGrant
Effect: Allow
Principal:
AWS: !Sub "arn:${AwS::Partition}:iam::${AWS: :AccountId}:root"
Resource: "*"
Condition:
ForAllValues:StringEquals:
"kms:GrantOperations":
- Decrypt
- GenerateDataKeyWithoutPlaintext
"kms:EncryptionContextKeys":

- sourceArn
- sourceAccount
ArnLike:
"kms:EncryptionContext:sourceArn": !Sub "arn:
${AWS: :Partition}:groundstation:${AWS: :Region}:${AWS: :AccountId}:mission-profile/*"
StringEquals:
"kms:EncryptionContext:sourceAccount": !Ref AWS::AccountId

Version: "2012-10-17"
EnableKeyRotation: true
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AWS Ground Station 5% E

COEIVIIVTREREDER, RBAEEZRLET,

BB NS Y VDERREZITSICIE, tracking-config "B ETT, A—NKRFYHELT
PREFERRED Z&R3 2 &, U FILREN M ELETH, JPSSA TT7IXUAOREN+9T
HdEH, DTFIIREZR/EIXLEREHYEH A,

TrackingConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "JPSS Tracking Config"
ConfigData:
TrackingConfig:
Autotrack: "PREFERRED"

BENACEIVT, BEBHERTFUTFLIVULIBRE, IV KAV NOFBEESET
BF—270—IY RRAY NI L—TESBIBF— 2 7O—I2 RKRA Y NREEERT BLE
KHYET,

# The AWS Ground Station Antenna Downlink Config that defines the frequency spectrum
used to

# downlink data from your satellite.
SnppJpssDownlinkDigIfAntennaConfig:
Type: AWS::GroundStation::Config
Properties:
Name: "SNPP JPSS Downlink WBDigIF Antenna Config"
ConfigData:
AntennaDownlinkConfig:
SpectrumConfig:
Bandwidth:
Units: "MHz"
Value: 100
CenterFrequency:
Units: "MHz"
Value: 7812
Polarization: "RIGHT_HAND"
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# The AWS Ground Station Dataflow Endpoint Config that defines the endpoint used to
downlink data
# from your satellite.
DownlinkDigIfEndpointConfig:
Type: AWS::GroundStation::Config

Properties:
Name: "Aqua SNPP JPSS Terra Downlink DigIF Endpoint Config"
ConfigData:
DataflowEndpointConfig:
DataflowEndpointName: !Join [ "-" , [ !'Ref "AWS::StackName" , "Downlink" ] ]

DataflowEndpointRegion: !Ref AWS::Region

AWS Ground Station Sv<3>7’O774)

CcOtEU2arvTRIVAVITOT7AINEERTS. RBFEERLET,

BEMNITOSNLEREN TELDT, ThoZFEALTTF—RT7O—ZBETERT, BUDODNTAX—
ZCGETF7FINNEZEALET,

# The AWS Ground Station Mission Profile that groups the above configurations to
define how to
# uplink and downlink data to your satellite.
SnppJpssMissionProfile:
Type: AWS::GroundStation::MissionProfile
Properties:
Name: !Sub 'JPSS WBDigIF gs-agent EC2 Delivery'
ContactPrePassDurationSeconds: 120
ContactPostPassDurationSeconds: 120
MinimumViableContactDurationSeconds: 180
TrackingConfigArn: !Ref TrackingConfig
DataflowEdges:
- Source: !Ref SnppJpssDownlinkDigIfAntennaConfig
Destination: !Ref DownlinkDigIfEndpointConfig
StreamsKmsKey:
KmsKeyArn: !GetAtt GroundStationDataDeliveryKmsKey.Arn
StreamsKmsRole: !GetAtt GroundStationKmsKeyRole.Arn
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FEHD

FROVY—-RE2FERATIE, FUR=—F10chi-0oVWVTFnhAHhSsORBTF—REBEED LD
(CJPSS-1 AV RO RNZARTD1—)LTESDLSICAVY) EL = AWS Ground Station AWS Ground
Station O —> 3>,

LT, Coto>a>THRATZIINTOYY—A%Z 1 DN AWS CloudFormation 7> 7
L—RNICEEDEZLBETITL—NTT, 2OT7L—ME TEEFEATEEZTT AWS
CloudFormation.

EWSZETM AWS CloudFormation 7> 7 L —
RDirectBroadcastSatelliteWbDigIfEc2DataDelivery.ymllk, Aqua. SNPP, JPSS-1/
NOAA-20, Terra HENTF T ZIIHEERE DiglF) F—R2E2 T IEXLKZETEDILSICKFTENT
WET, ChiZlk, AmazonEC2 1 AR A&, AWS Ground Station T—> 12 hZFHAL TE
DO DigF ALY N7O—RFYANTF—REZET D LHICHE AWS CloudFormation 1J Y —
ANEENTVET,

Aqua., SNPP, JPSS-1/NOAA-20, Terra "7 AV NMCHAVR—REATVEVEEE. T, 25
BLTILKEEVEERLSH,

® Note

TUTL—=KNITOEARTSICIE., B3 AWS REEE#HZ /A L T Amazon S3 /N Y
NEFAVR—FTAITTEDHAZI—ICTIOEALET, UTOUOTR, V=23
Amazon S3/NNT Y REFEAL TWET, us-west-2 =232 1—RZZELT, AZY
9 #{ERK T % AWS CloudFormation 582 1) —3a > 2#RLE T,

TS5IC, ROFIETIE YAML 2FALET, =L, 77 L—NE YAML X & JSON
EROMmAETHERATEEXET, JSON Z2FERATSICE,. To7L—h2EXTO20O0—RT
.jsonEEIC.yml 7 7 AI)ILRFZ CEEMAET,

ZEALTTV7L—hESDVO—RTBICE AWSCLL, ROON RZFERALET,

aws s3 cp s3://groundstation-cloudformation-templates-us-west-2/agent/ec2_delivery/
DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml .

TS0 TUTOURLICBELT, T7L—rE2OY—I)ILTRRBLVUADTO—RTEE
T
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https://s3.console.aws.amazon.com/s3/object/groundstation-cloudformation-templates-us-
west-2/agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

XM > %2 AWS CloudFormation ZEFAL T, TTF 7 L—hNZEREIEETEET.

https://groundstation-cloudformation-templates-us-west-2.s3.us-west-2.amazonaws.com/
agent/ec2_delivery/DirectBroadcastSatelliteWbDigIfEc2DataDelivery.yml

TU7TL—RTREDLSBEMY —ANFERENTVERTA?

DirectBroadcastSatelliteWbDigIfEc2DataDelivery 77 L —NICik, LLTFOEMD Y —
ANEENTVET,

« L—=N—A AR AD Elastic Network Interface - (5413 &) Elastic Network Interface &,
REENTVSIHEE. PublicSubnetld TEEENEYTRY MIERENET, Chlk, L—
N=AVABRVANTZAR— YT XY NMCHBDBEICHETT, Elastic Network Interface &
EIP ICBhE[HFSh, LY—N—A2VARVAILTRYFENETT,

« LY—=N—A AR AD Elastic IP - AWS Ground Station A"$###t 9 % Elastic IP. Il &),
L>—NN—A 2 AR AFK & Elastic Network Interface IC7 2 Y FENE T,

« XOWTF A D Elastic IP BIEAT T :

« L—=N—A42V AR AL Elastic IP O BEEST T - PublicSubnetld A"EEE N TVERWIEE
®. ElasticIP ELY—N—A VAR AOBEN T, ZTOLSHIZIE, Subnetld A/NT VY T4
TZYNESBIIBENHYET,

« LY—=N—4A 2 AR AD Elastic Network Interface & Elastic IP ) BgE{¥ (+ - PublicSubnetld
FIEEETNTVWBEE, ElasticlP &L 2—/N\—4 2 AR AN Elastic Network Interface @) B8
E T

« ( #A7> 3>) CloudWatch Event Triggers - AWS Lambda L\ &1 AWS Ground Station @ &%
(2 (2K > TEFE Nz CloudWatch Events ZFEAL TRV AH—2 BB, AWS Lambda B8#K
&, L>—N—AVAZRVAZEEHL, #7230 TELELET,

« ( #7°23>) Amazon EC2 Verification for Contacts - Lambda Z £ L T, SNS @& % DE&
%D Amazon EC2 4 ARV A (BET) ORI AT LAZRETHA S>3, BEOFERRR
ICR2TR, BENfNRETDIIEMNI BB EICERLTLSEZL,

s BIMOZYv2ar7O774I)-BMoNT VY o7 0—RF* ¥ ANFE (Aqua. SNPP, Terra)
NIv>ar7aO774 ).

s BMOTTFEOIOBRE-BMONT VY 70— RF+ ANFE
(Aqua., SNPP, Terra) DF > TFH I )2 UE,
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CODTVTL—RNTREFEDEENTA—BZNFANERTT, ChSONFTX—R2EFERITRE,
ZhsS OEET AWS Ground Station I<IC ZBRICEATEELET, COTVTL—hZ2EATS
AWS Ground Station £ Z(IC ZFRAT3ICE, MBEOEZRETHIHXERFHYEHA, £EL., EZ
HDARIAALT, I—ART—AICEDETT T L—NEZFERATDIELEETEET,

F— A ECTEETEETN?

TF—R7A—TIYRRAVKNITNL=T, TOTL—RNTHERENBILI—N—AVAZAD
RYRND=DAB—TIA AZFERATEIELDIIREENET, LZ—N—AAZV AWK AWS
Ground Station T—> I hZFAL T, F—X70—I2 RRAV NTEZREnlzAR—BN AWS
Ground Station T A 57— AN —LZZEFELET. T—R7O—TIVRRANTIL—T D5
EOEMICDOVWTIE, TAWS:GroundStation::DataflowEndpointGroups Z8BL T EF&EVW, I—
TSI NOFEMIZOWTIE, AWS Ground Station AWS Ground Station " T— I Rk, #5
BLTLSEZL,
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NZTNDa1—F127

LTORFIXVRE, OFEAPICRETIAEMOHIBEONT I 1—FT 12 TICRIAS
¥ 9 AWS Ground Station,

ReEY D

« Amazon EC2 ICF— R ZEEIRBVEDLEORNZ TN a1 —FT12 7

s RBMLEBVWEDEO NS N> a—F127

« FAILED_ TO_ SCHEDULE A2V KNOKZ TN a—F127

« DataflowEndpointGroups A" HEALTHY RETRZEWVWBEDO T TN 1 —F12J

s BWRIT7IXVAORZ TN 21 —FT427

s TREZELBL 2 EBAVEDEORS TN I T 12T

Amazon EC2 ICTF—RZEEITHRAVEHLEORNT IS 21—
TAT

AWS Ground Station BIWEDHHEZEEICT T TERVWEHESIE. AmazonEC2 41 VAR AN ERTE
nTWale, F—E27O0-I2RERAVRNTTIVIT—=2a3 0 ERTEATVDBCE, BLRTF—2Z
JO—TI2RRAVKRNTITZIVT—=232OARN)—ANFELKERETSNTVWD L ZERTHIHEN
HVET,

® Note

DataDefender (DDX) l&, TREYR—KRENTVWBITF—XT7O—IV RRA T T
T—2320HTT, AWS Ground Station

EIE=es

ROFIETIE, AmazonEC2 /1 VARV AN T TICEY R T Y EhTVWB ZEZRIRBELTVE
To TAmMazonEC2 A VAR A&t Y N7 Y 79 %IZIF AWS Ground Station, "B 5 51 25
BLTLEEZL,
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ATYTLEC2AVARVANRITENT VWD L ZHRT

ROFIEF, 0>V —I)LT Amazon EC2 1 VARV AZ#H®REL ., RITEThTVEVERICERHTS
FEZRLTVET,

1. NSTNSa1—F 12032 EBEEICERAENE AmazonEC2 1 VAR AZ RO E T, UL
TOATY TZ#ERALET,

a. AWS CloudFormation &Y< 17R— RT, AmazonEC2 1 VARV AZEUL AR Y U % &
RLUET,

b. [UY—R]Z7#9UYUL., AmazonEC2 41 VAR A% [WRE ID]FITO—RNZ>
H—DIDZEIIVYILET, RRIFITA VARV ANERENTVWD EEHERLE
¥,

c. [E D)% T, AmazonEC2 1 VARV AN U ZBIRL EF, Amazon EC2 YR X
RAVY=IIHNRRENET,

2. Amazon EC2 YN ZXTI X NIV —)L T, Amazon EC2 @ [1 2 AR AMIREE] A [E1TH] I

BOo2TVWBEEERLET,

3. AVABVANRITHDOHERE., ROATYTILERET, A VARV ANFRITENTVAEVE
Bl AOFEZEALTA VAR AZBELET,

Amazon EC2 1 VARV AZBIRUVRET, [ToO23V] >[4V AZ ADIREE] > [B
] DIEICEIRLE T,

ATYT7 2. AR T—27O0—T7VT—232 04T ZRETD

T — X BE{EIC AWS Ground Station T—2 T M ZEFEAL TWSHEE. AWS Ground Station
"T—I O RNORNZ TN A—FT4200 8923 ICVRALIRNLTLKEEY, ThEUAD
154 . DataDefender (DDX) 77U —>a> & ERAL TW3HH A, (C# & F 9 the section called

ATV 3 T—R7A=T 7V —=23a 0 FRTEATVD L ZBERTD

ATV 3 F=R7O0—T7UT5—23 > FETEhTVWD & 2HER
7]
DataDefender D AT — R A%ZRKRILTSICIE. Amazon EC2 DA VAR AICEGT A HEN HY E

To AVAZVANOEROFMIZOVTE., "Linux 1V AR ANDER Z2RLTLEE
W

ATYT1LEC2A VARV AN RIFTENTVWB L 2 MBI 184
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ROFIETE, SSHIZA T RTOAR REFALENZ TN I—FT AT OFIRERLE
ER

1. —ZFIIFELEFOAY RO N2FE, SSHZFEAL T Amazon EC2 1 VAR Al
#EHL £ 9, DataDefender VI 7 Ul ZRARTDEHIC, UE—RKANDR—K 80 ZEix
LEFT, UTFTOONU R, SSHZEFEAL T, R—RNEENBHMICE>TVWBIEXZEZENLT
Amazon EC2 1 VARV AICERT B HEZTRLTVET,

® Note

<SSH KEY>, <BASTION HOST>, & & T <HOST> [&. BFE®D ssh ¥—, BHABKA
RB., BRP AMazonEC2 1 VARV ARARNBICEEMADLENHYET,

Windows DIE4&

ssh -L 8080:1localhost:80 -o ProxyCommand="C:\Windows\System32\0OpenSSH\ssh.exe -o

\"ForwardAgent yes\" -W %h:%p -i \"<SSH KEY>\" ec2-user@<BASTION HOST>" -i "<SSH
KEY>" ec2-user@<HOST>

Mac D354

ssh -L 8080:localhost:80 -o ProxyCommand="ssh -A -o 'ForwardAgent yes' -W %h:%p -i
<SSH KEY> ec2-user@<BASTION HOST>" -i <SSH KEY> ec2-user@<HOST>

2. DataDefender (DDX £ £ EN D) FRTENTVBRCEZRFETAICE. HATdIx EVWSH
BIOERTHFOTOLAD grepping (FIT Y V) ZRITLET, XITHFO7OAZITLYETT
(FIVvO)TBLEOOAN RERBILEHIHIZUTICRLUET,

[ec2-user@Receiver-Instance ~]$ ps -ef | grep ddx

Rtlogic 4977 1 10 Octle ? 2-00:22:14 /Jopt/rtlogic/ddx/
bin/ddx -m/opt/rtlogic/ddx/modules -p/opt/rtlogic/ddx/plugins -c/opt/rtlogic/
ddx/bin/ddx.xml -umask=077 -daemon -f installed=true -f security=true -f enable
HttpsForwarding=true

Ec2-user 18787 18657 © 16:51 pts/0 00:00:00 grep -color=auto ddx

DataDefender T hTWVWBEEIE. "TEFhLIDthe section called “AT Y 7 4: F—Z 7
O—F7Ur—Y 3 ANU—LFBEENTVDC L ERRBI B BAR, ROATY T
HET,

ATV I F—=R7A—TF7VT—>3 U FRTEATVD 28R T 185
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3.

LTFnIOXY > REFEHAL T DataDefender Z# 2L £,

sudo service rtlogic-ddx start

N> ROERA%IIC DataDefender AETE N TVWBHEEE. TS Dthe section called
ATV 4:F—27O0—TF7TV5—2a32 0 ARN)—ANBREENTVR L EZRRETZI5E

F. ROATYTIERATT,
BLToOXR RZFERALUTUTOT7 74 )L %2%EL ., DataDefender DA AR—)LEREHIZ
I5—NH2hESHEERIBELET,

cat /var/log/user-data.log
cat /opt/aws/groundstation/.startup.out

® Note

chsO77A4INERELEEEZICREE NS KV BEER., Amazon EC2 41 AR
VANRITENTWS Amazon VPC IZ Amazon SSAD T I AHFAN BV EDHIZ A
DAN=NLTTANEXDO—RTERVWCETT, CNHABETHZH AN OTT
YIBAL =8BE Ik, EC2A4 ARV AM Amazon VPC £ EF 1 VT AT —TDRE%E
FIVILT, Amazon S3ADT VAN 7OV IENTVWAEWZ L ZRBRELET,

Amazon VPC REZ L #&I(C DataDefender FERITENATVRFER., "1 CHEKAFETthe
sectioncalled “A7Y 7 4. F—R270—=T7 V75— 3 AR ) —LAFBREENTVD LR

T2, BMEIfBRLEVEEE. AWS HR—KMCEEL, BEOHRBZRATOT 774
ILEEELTLSEZV,

ATY T 4 5"‘—’5’75—77°U T—232ARN)—LANEEENTVSC
tEEEFVb\

1.

DIJTS5OHT, 7 RLA/N—IC localhost:8080 £ WS 7 RL A% AHL T, DataDefender
DIJ1—Y—AR—TIA AT I9EALET, XIZ. <Enter> F—&HL £,

[DataDefender] & ¥ = 2 7R— R T, [Go to Details (N H) 2:8RL £,
AR)=LDVARNDSARNI—A%ZEIRL, [EditStream (AR —ALZHHE)] 2:BIRLET,
[Stream Wizard (AN =LAV A HF—RN XA FTOTRY VAT, ROBEZITVET,

ATY T 4 F—27A-TTVT—2 3 AR —LNFREENTVWR =2 HEETS 186
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a. [WAN Transport] (WAN K5 > AR—KN) R4 2T, [Stream Direction] (A~ —AJ5ME) A
[WAN to LAN] (WAN #'S LAN) LB EEhTWB e 2BRALET,

b. [Port((R—RN)]RY VAT, F—RT7O—ITY RKRAV NTI—TAISEIRL iz WAN R—
NABFETZDCLZBRBLET. 72BN TEH., COKR—BNIE 55888 TH, [AN] &i#
RUET,

Stream Wizard

&= - = |
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate across the WAN

Stream Name [ R E ©
Stream Direction AT} 2 ©

WAN Transport 1

(1]

Enable Multicast g

> o (G

c. [Local Endpoint (A—HI I RARAZ N RA T, [Port ((R—RM)RY TVAICEM
BR—RNFHDEEZEIELET, T7A4IINBNTR., COR—BNIE 50000 TT, ch
l&. DataDefender #* AWS Ground Station H—E AN S F—X22Z2ZELLRICT—22Z2F
EIBHR—NTT, [R\] ZBRLFET,

ATY T 4 F—27A-TTVT—2 3 AR —LNFREENTVWR =2 HEETS 187
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Stream Wizard

s +>= [
WAN Transport Local Endpoint Finish

Configure DataDefender to communicate with a local endpoint

Local Endpoint 1

Protocol uoP M o

Enable Multicast g

o
Local Consumer IRV TR °
LU 50000 °

¢ oo > oo (G

d EEZELLEBER. BYDAXZ1—TFinish(ET)] ZBRLET. ThUADEEE,
[Stream Wizard (AR —LDAHF =R XZ1-HDS5F ¥+ EITEXRT,

Zh T, Amazon EC2 4 > A& > A& DataDefender DH AN RITE N, TF—REZETILSIC
BEHICEREENTVD L ZHERRTEEL = AWS Ground Station, rthe section called 7\7'17
5: LY—N—AVARVA BRI YT XY NCTDBHERTURERIP T RLAN D &L EER
27 ICHERET,

ATYT7T 5 LY—N— 4/7\9/7\(@%{7)"1'77“1 NEtT o7& EA TR
BIPTRLAN®HD =AY

RXOFEE, >V —=)LDO Amazon EC2 BEEBEA AR ATHERATEER IP 7 RL AN =R
2HFEERLTVET,

1. NZTN21—F1420F3BVELEBICERAENLESE AmazonEC2 LY —/N—1 2V AZ VA
Z2WTo ATORTFTY S Z2FERALET,

a. AWS CloudFormation Y < 17R— RT, AmMazonEC2 AV AR AR EL AR Y U %%
RLUET,

b. [UY—R]Z7%Z0JYU0L, AmazonEC2 1V AZ> A% [RE ID] FITO—RNT>
H—DIDEVIVYILET, IRR]IITA AR AN ERENTVDR L ZERLE
9,

5 LY=N—AVAZVRA(BEEA) YT XY NCTABEATRESIP P RLAN BB L% 188
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-

c. [¥E D)% T, AmazonEC2 A VARV AN > U &iEBRLEF, Amazon EC2 ¥ X
RIAVYIY=IIHFRRENET,

2. Amazon EC2 N XX RV =)L T, AmazonEC2 L>—N—A2AZXRVADA VAR
ABMEOH7ZYNIDUOZB20TOIVYOLET, ChiZkt), X592 Amazon VPC
BEEIOYV-ILICBELET,

3. Amazon VPC BRIV —IT—HITHH T XY h&BIRL, 7Y NOFMTERATRELR
IPv4 7 RLAZREIELET., COEN. 2O AmazonEC2 L>—N—A VAR A%ZERTS
F—RT7JO—TIVRKRANEBUBTHEVEEE., ROBEELZITVET,

A4 K

X

a. AWS CloudFormation 7> 7'L—RhOXET2H 7 XY N CidrBlock D4 XZEL < EH
LET, Y7ZXYNOHAXEREOFHIIODVWTRE, "™H7ZYNCIDR7OY 71 238
LTLEESW,

b. BE#H&E N’ AWS CloudFormation 7 7L —RhZ2FERALTAZY OV 2BF7O0/4LE T,

BEARLBEVEEE, AWS HR—KNIZHBLEDELEZL,

XBLUEBVWEDEORNZ TN 21—FT1420

A Y —AREDRBE AWS Ground Station 22 &, IRV MNDODR—IFIIAVEIRNA
T—R AW FAILED 2BV &ET, AU NN FAILED IZB2RERELD —MHWEFERBlE, NZ
TN a1—F AT RIDFIEEATICRLET,

(® Note

COHARIE, BIZOAVEZYUKMDFAILED AT —2AER/KELTH

V). AWS_FAILED., AWS_CANCELED, FAILED TO SCHEDULE ¥ DOt KB AT —
BAERRELIEEDTRHYERA, AVERINDAT—EZADOFMICOVTE., Tthe
section called “AWS Ground Station BWEDEBEARAT—R R’ ZZRL T EE L\,

TF—27O0—I2RRAZNORBROI—-AT—A

LTR, F—270-I2RRAMR-—ADTF—ETO-DBEVEDEAT X AN KK T S A6
MHFHD-—RNBEI—AT—ADJARNTT,

s F—R7O—I2RRAVNFERENAEEA -1 DU LEOFT—2T70O—0 AWS Ground Station
TUFFEeF—R7O0-IY RRAY NI L—THEOBERRIE hERATLE,

KBLUEBVWEDEORNS TN a1—F142Y 189
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e F—ARJO—TIVRKRANDEHENEND -1 D2ULOF—X 70— Antenna AWS Ground
Station £E7F—ZX70O—I> RARA 2V NTI—TEOELEN. BLEHLEORBKERICEIE O
FL L,

s F=RTJO-I2VRRANOHTZY NCERTRERIP T RLANFH Y EHA. AWS Ground
Station®F—REEVYV1—3a ik, FEBEAVAZCAOYTZY NMIERTEERIP 7 RL
AHNBVNES, TTAR—KRNZYRND—TJIZENI Z2ERTEEE A,

T—R27O—IVRERANOEENFrRELLEBER. ATEZBRFITREZHEBOLET,

« AU MNEBEZKIYEIIC, ZERO Amazon EC2 A VARV AN ERICEE L 2 C & ZHER
LEY,

s BVWEDEBRICTF—FT7O-IRRANIYTRNIITHABRBLTVD L Z2H#ALET,

c LY—N—AVARERVAHTZRY RZEL, F—E7O0-IVRRARIEICPBLEE 1D
DERTRZIP T RLANHD L ZHRBLET,

KWEEHWBE NS TN 21 —F 140 FBICOVWTE., TAmazonEC2 ICF—2%2FETAEVE
HDEORNSTIN21—F1420T0, 093> E#SBLTLSEEL,

AWS Ground Station T—> I MAKRBLEI—AT—R

Agent R—ANT—R27O—TIAVRINAT—RAN FAILED ICB2 &N HB—MHEI—A
T—AR%, LFICRLET,

« AWS Ground Station T— T2 MARBEAT—RXA -1 20 ELOF—270—-0F—270—T
VRRAVNIN=TOF—RBEEAFA—TANL—2320FBIT -T2 NE, AT—RRAEILE
BIZHE L EH A AWS Ground Station, cDAT—RXADEFIE, OV XU MET L OB LA
HICITHNET,

« AWS Ground Station T—> T > NBIRRIEHE - 1 DL EDF—X 7 O—0F— X BS % Dataflow
Endpoint Group TH—4 ARNL—>3 292 I 12 NE, BAVEDLEORBEZXY)IE<HEHE
BENEL LS

AWS Ground Station T— I R F—R27O0—0DEENRELEBEEF. UTZ2HRETHLED
BHLET,

« AU NEBEZIVYETIC, ZE/O Amazon EC2 A VARV AN ERICEE L 2 C & ZHER
LEXY,

AWS Ground Station T— T RAKRBULAEI—AT—A 190
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s VRV NORBIEIV RV RHRIC, Agent 77T —2 a2 A BEBLTRITHRTH Ll L%
WELET,

« Agent 77U —>3 & AmazonEC2 A VAR VAN, AV RV NETHS 158 UAICS vV
REIEnTOWEBVWZEZBRELET, ChiZ&t), Agent I& AWS Ground StationlZ AT —%
AZBRETEOICTHBREZRRTEERT,

K EHENBE NS TN 2 —F 14T FRIZOVWTE., "Amazon EC2 ICF—&2ZB{ETHHVE
bEORNZTIN1—F14200, OIS 3a>VESBLTLSEET,

FAILED TO SCHEDULE O &2 NODKNZTIN>a—Fa42T

FIY—AREFTFELEAB AT LAAOEEZ®RE T S & AWS Ground Station ., BWEDE IF
FAILED TO SCHEDULE JREET# T L £9, FAILED TO SCHEDULE REETH TS AR K~
&, A7°>3a>TEMOIO T+ ARNerrorMessage A ZRELE T, EHREOHBAIZOWVWT
l&. DescribeContact APl 258 L T<E&E L\,

FAILED TO SCHEDULE A2V NODERERD —BHNBEI—AT—RE, NSTINPa1—F1>
TJICRIDFIEFATOESY TT,

(® Note

COHA RIE, 4FC FAILED_TO SCHEDULE OV 2V RAT—ZR A -ZRWRELTH

V). AWS_FAILED, AWS_CANCELLED, FAILED B DMNEEAT—RXAZXREL T
WEBA, IVEIMNODAT—RAOFMIC OV TIE, Tthe section called “AWS Ground
Station BVWEDLEBAT—XR") ZZRL T EE L,

Antenna Downlink Demod Decode Config TIEEE hERREREHR—K~E h
TLVEBA

COOAVEIRNZRTD1-I)TBEHICERENEZS Y 3a>7O774IICKE., BTERZWV
antenna-downlink-demod-decode 32 EN H V) £TL .

BE1Z® AntennaDownlinkDemodDecode 5% &

+ antenna-downlink-demod-decode BRENRIEZEENLHFZE - AT 21— )L 2R A D E1C, L]
OEEN—aicO-=-ILNNY oI LET,

FAILED_TO_SCHEDULE O &2 Y9 NDOD KRS TN 1—F1 Y 191
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C ChABEOREOERNAZETH S BE, FERUMCRFORETRAT I 1— UL IHER
ICIThb <2 254, HL W AntennaDownlinkDemodDecode i%E % 7> R— R § % 3%
ICEATD2RODATY TICRVET,

#1 LU <4ER & T /= AntennaDownlinkDemodDecode 5% E

kg

HFLUVEREZAAR—RTBICE. AWS Ground Station IZEESEAVEHEL FE
W, FAILED TO SCHEDULE JR#&TcontactIdi® T UL/ 2L AWS Y R— RN T —AZERT
%

—N B NS TN A —F A TATYS
FRONS TN 2 —F 14 TFIETREN BRLUEDL D EIEE

s BLIY2a>r7O774 )N EEALT, AVEI9MNODATD1—-)2BRETHH., o2
OREATS1—)LLET, BEEEOFTFHNAEICOVTIE., MReserveContacty 2B LTL
=L\,

« 2OIVZarv7O7 74D FAILED_TO_SCHEDULE AT —RANE|EHMERTENDEES
. AWS HAR—KhICHBBLVEDLELSEZL,

DataflowEndpointGroups #* HEALTHY JRETRZEVEED KNS T
N>a1—F1420

F—R27O0—I2RRANTIL—7H HEALTHY OIREEICHA S BV AREMA H B EHRE, BHANE
BYEREERBEZUTICRLET,

* NO_REGISTERED_AGENT-EC2 4/ VARV AZRBEILET, chiCklY), T—J I M BFHRSE
NET, COFVHULAIRIITAICE. BWEIMNO—F—RETT7AIINIBETHDEITFE
BELTLKEEV, COT7AINDOREDHEM-DOVWTIE, TAWS Ground Station T— I K %&
FRTH) ZSRLTLSEETL,

« INVALID_IP_OWNERSHIP - DeleteDataflowEndpointGroup APl Z#FA L T7F—2X 70—I1 > RR
14> NI —7%HIBRL ., CreateDataflowEndpointGroup APl ZfEBL TEC2 41 AR AICH
ERFFSsnEIPTRLAER—RNZTTF—R7O—IRRANITIIL—TZBERLET,

« UNVERIFIED_IP_OWNERSHIP-IP 7 RLAREIERIEENhTVEEA. BRIEFEHWICITHONS
H, Chik. BEENICHEARATZIEIT T,

BN TN A —F A ITRTYT 192
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« NOT_AUTHORIZED_TO_CREATE_SLR-F7AHO U NIC, BREBZH—ERAICU>DE hiE=O—)L%z4
KT BERNFHY)EH A, "Ground Station DH—E AU OcnicO0—)Lz2FERT2 ODNZ

TN21—T 12 JOFIEERIEL T EE L,

MBI TIXVAORNS TN 21 —F142Y

AAZLTT7 T X)) AN IZF Y 70— R AWS Ground Station € h 3 &,

(7% % Bl \C SEE HAtRALE

D—O 7O0—NRTENETENABLED, CHD—0 70—, FERBIF. XXTF—X, BLUH
BAEMTHRZI L EZBRIDENDTT,

I7IXVANRILICKBTR &,

(]

METADATA_INVALID

TIME_RANGE_INVALID

TRAJECTORY_INVALID

VALIDATION_ERROR

DescribeEphemerisld EphemerisinvalidReason &
BLET, ChilZ&Y, T7ITXVANfRIAICKBULERICETR A B A MBS hE
¥, EphemerisinvalidReason M EENBEXADEHY) T,

S

ANENEEHEID BEDFEH

BB F A EMTY

BEEENEI7IXJUADR
MEE, RTERE, XLEAE
MRS EITY

ABENETIT T XIANE
MEFHEOMEZERL T
WEs

I7IX)RADBRIEMEH(Z
R —EAIS—AREL
=L &

NSTIL>a—F149&L
TOFo>ar

I7IXVATF-RICEEN
TW2% NORAD ID £z FZ D
fEDREB FZRABLET

FRIREEEA TS3<) KWUR
THd & (RmkEEzHDE
ICERET D& ZHR), KT
RENRARKERIBRTHS
&, RTBEANBIHR&
WETHDEZMAELET

ADEhEBEN EHRLTH
V), ELWVFEDEDTH S
CEZEHRELET,

Ty 7O—RZBEHRITLET

INVALID T7 T X! AM DescribeEphemeris L AR ADFIEADESY) T,

BHBEITIXVAORZ TN 1—F 42T

193
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{
"creationTime": 1000000000.00,

"enabled": false,
"ephemerisId": "d5a8abac-8a3a-444e-927e-EXAMPLEL",
"name": "Example",
"priority": 2,
"status": "INVALID",
"invalidReason": "METADATA_INVALID",
"suppliedData": {
"tle": {
"sourceS30bject": {
"bucket": "my-s3-bucket",
"key": "myEphemerisKey",
"version": "ephemerisVersion"
}
}
.

(® Note

TI7IXVADAT—RAN OFEAERROR, T 7 I X 1) Ak AWS Ground Station H—E A
DO REEENABLEDA RE TR S ELR A, BATITVIXVARAZES —EBEEL THTLKEZ
W\CreateEphemeris, BN —BEMARENABLEDE D THBBE., HILLVI 7 I XU AHNH
L THARENFHYET,

(® Note
AWS Ground Station &, T7 I XV AZ@EROEARRIT—RELTRVET, cOFAT
A MEEFERTZES. AWSKRKRITVIXUARF—RZFEALTNS TN —F14>
JHR—NERHEELET,

TF—R2EZELEI 2 EBVEDEORNT TN 1T

BUEDLEBRERILELKSICRZAZN, T—E22ZELEBL > LEAEMENHYET, DEV), T
PCAP 77 A4 )22 (1H3H, S3TF—REEZFALTVWEEBEEPCAP 774 2E21<Z2F

F—REZELBEN2EBAVEDEORNS TN 1 —F142Y 194
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B)ELEA. ChIZRE, WKOADEHNFZEZASAETT, UATIC, WKOHADOFREREZORDTIEIC
DVWTHHALET,

ELLBVWRT U IRE

BENST—REZEIPRERECR. TUTFHEIV IV IOBRERLRG FEEFTShETT
TFEIV)OERAT I —RBE . BEThERENFBELCK > THEBENZ I ITFILE—H
L&EWEE. AWS Ground Station EEFEE NI T FILEZETEETFHA, Cnll&kY), FF—

X% ZELFEH A AWS Ground Station,

ChZEBETRICE., FALTLVARENfrBECI >TEBENBZIITFILE—HLTVBR Lz
L TSEZW, flxF, ELVRLEKREK, FEE, R SLOCLBICHUTERNTX—RL
BENTA—BHAREETNATVR L ZBIELET,

EERIE

FHEN—HOBEATLAZ—BNICEMCITZIRIEZERTIZDEEN HYET, COBREICKY),
ZEOHEONBERELSZEDLD UM HV)ET, AWS Ground Station l&, EF5ZEFLTLEV
HEHNSESEZZETERVD, FATHTVWSI 7 T X AIZ&K 2T AWS Ground Station 7> F
FTHEENFNFELBVEOSMEZETIREENF Y ET,

NOAA F"EETANT VY VTO—RFYANFELBELELSETSHE, NOAA HETZ—b
XY E=—IR—ITELEFLEIREZFHAIDXAYE—IHFEI2ABHZENBVET, XvE—JIC
., F—REEFVOBRHENDPOZSALTAUHFEBEATVIEREHONLE., BEOXY -
ICBRB/ENBHEEEHVET,

MBNEHELBEITZIEER. FENERAL, TNBEILENDLSICHEIINZERIZINED
EROEFETT AWS Ground Station, FENBEICHEEZS5APREEZRTITREEE. EFEh
ERAABRLTITIXVATF—ZOREIEENBZIBEEN HVET, DAZLALITIXVATF—2DRE
HOFMIOVWTE, ") ZZRUTILKECVHARLATI T IX)ATF—2%2RHET S,

AWS Ground Station /=1t

AWS Ground Station IC& > TRIVEDEBAKRKTE L., FroEIEhziFEE, AWS Ground
Station FEWVWEHLEAT—2 A% AWS_FAILED £/l AWS _CANCELLED I.5%ELE£7, LS
LDEOZATHAVIINOFEMBIZOVWTIEE, T, ZZRLTKESVEVEDEOS A T7HA4 0%
B#ETD, HBEICEK 2T, AWS Ground Station ICEENRKEL TTF—RXATHINCEEES T
BV ENHYETH., BLEDHLEAHN AWS_FAILED £/ Ik AWS CANCELLED AT—ZR ALK 5
BO\WCENBHYET, CHOEBEA. AWS Ground Station 7 HT > REIBED A R N% AWS Health

ELLBWATIY UV IRE 195
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A AR—RICEBIDHBENHVYET, Health Y 2 R—ROFMIZ OV TR, AWS AWS
MHealth 1—%—H4 R, #28BLTLSEETL,

AWS Ground Station =1t 196
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74— EHIR

HR—KhEchTWadU—o3>), BETSZIVRKRKAN, BRI F—2IE, AWS Ground
Station T RIRA VI RNEDA—ZTRRTEET,

PEIZHU T, Service Quotas AV — )L, AWSAPI LV AWSCLI ZFEHAL T, I+ —2EhN
DIVOTARNEBITSENTEET,
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b AR

AWS Ground Station —EARHICOWVWTE., "TAWS H—EAZH) 25BLTSEEL,
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Q—H—H1 K

AWS Ground Station 1—%—HA4 RO RF 1 X NEFE

XDOFEIE, AWS Ground Station I—H—HA ROZV)—RAICBHFH2EELZZLEELEZRLTVE

ERD

zE
REIXNOEFH

HrRe

REIXNOEFH

REIXNOEFH

REIXNOEFH

REIXNOEFH

%I:I

B

BREBFARIVY—AODBVED
BEARICETSFHBEEN
L/gs L/rz:o

AWS Ground Station ¥ X
WA ZEDDELSICI—
HF—HA RZEFHFLEL I,

FLUVLR, flxE, 1—H—
HA1ROZBL DI 3%
E%ﬁbibto

A—%—HARICRSS 71—
REEMLERL I,

AWS Ground Station T—> T
NI1—Y—FHA RZHBO
A—Y—HA RICHEILF
T,

BULWEDLE I, TRMEERE
HEATHRRIOHWETA
TO1-)LTEDLSILE
VEL L, TRMERRE
DescribeContact L AR > AIC
EENET,

A zREL, EC2A2V AR
YADERE CPUETELL £
>areEEMURL &,

SE6)

2025 4 A4 H

2024 8 A6 H

2024 57 A 18 H

2024 57 A 18 H

2024 57 A 18 H

2024 3 A 26 H

2024 3 A6 H
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RFIXNOEH AWS Ground Station T—> T 2024 £2 A 23 H
vhE—HBIZH—EARXZO
TAZRITITDLEHOFHLLV
RANTZ 9T 1A% AWS
Ground Station T—> T2 k
dA—%—HA4 RICEMLEL
o

RF¥IX NDOEH I KNJU—=RA/—h 20242 A 21 H
R=JZEMULEL I,

To7L—KNDEH DirectBroadcastSatelliteWbD 2024 £2 A 14 H
iglifEc2DataDelivery 7> 7
L—KICEBONT VY 04
T7ZxY NOYR—KNFEME

hEL L,

RFIXNOEH EZRVITRFIXUK 2023 8 A6 H
User Notifications (C AWS A\
DBENEEMLUEL =,

REIXNOEFH AWS Ground Station 1>V — 202347 H 26 H

JNCRREND BB THEIC
XIFHFTBFIEZEMLE
L%,

bl 112 5% DigIF #—2EfEDY  2023F 4 A 12 B
I)—AICB8T S AWS Ground
Station T—> 12 N1—%—
A4 RzZEMLULEL

#FL LW AWS BEER!) S — AWS Ground Station (Z 2023 %4 A 12 H
AWSGroundStationAg
entlnstancePolicy &\ > & #]
DFLVRUS—AEBME h
LI,
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d—H—H1 K

HrRe

FLLWAWS EER S —

HFLOWTF7L—K

REIXNOEFH

CPE7'LE21I—0V—RAIC
B9d1—H%—HA4 RZEH
LEL L,

AWS Ground Station

(2. AWSServiceRoleFo
rGroundStationDataflowEndpo
intGroup service-linked-rol

e (SLR) A" EBmE hEL

2o AWSServiceRoleForG
roundStationDataflowEndpoin
tGroupPolicy

d1—Y—HA4 REEFH LT,
EDHEEEEBMLEL = AWS
CLl,

dA—Y%—HA RZ2EHL
T. CloudWatch ® X KU O A
EDHEZEBMLEL I,

N7 Vv o70—-RF+ A
N& £ (AquaSnppJpss T

> 7'L—k) ZAWS Ground
Station 1—H%'—H4 R (Zi&HN
LEL .

A—Y%—HA RZ2EFHFHLTY
OAU—3a>oF—A2HE
EEHELLE

CloudWatch Events AWS
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