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F—OAIYMXIVBRTR, BEAXY =D THLICKELEL (+30 /N1 b)), WBIZEENH
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2AVERTLTVRINTORARNF—OIY XY N THESLE N EBSXICERT B H]
I, F—AIY RPN TESTITREBETDELDICKIATNATVET,
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- RawRSA ¥—U>7J
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XV tE—2ZBETRIHRECODVWTHALES, chsnD—o70—EF., F7F ) NgezERAL
EEXRNET7OERAZRLET, DAZLAOVR—FXMOEREFRAOFHEMICOVTE, HR—K
TENTVBETNRETFNOEEELED GitHub VR NV EZSRL TS EE L,

AWS Encryption SDK l&, I ARO—7BStZEFEALTTF—R2E2RELET, EXVvE—TEF.
BEOTF—RF—TESKEIhET, TR, F—XF—RBEELLESYEIF—ICLYBESLEH
F9, BEtEhiXvE—272ESTSHEHIC. AWS Encryption SDK &, I8ELEZYE> Y
F—E2FERALT, 2BLEE 1 DOBESENET—2F—2ESLET, TOE, BEXEES
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NDEAETR—NLTWVWRHER., F—OAIYRMXUN, F—HE. BLUCEREFEATDITIL
AVZXLALA—RNEFERTDENRANTSUVFT1ATY,

EHZFEAL X AES-GCM
BE2HALBVWFIILIVALASA— NI, FEMEIFERZRMETS ECDSAZENHY &

BAh, ChSODRAM—KB, F—R2EZESILITR IS —EESIR I —HNRILEFEFEET
ERHEICEALET,

HR—RENATVRZOHOTIILTUXLARL—K 22



AWS Encryption SDK FROYIN—HA K

BREFEALBVWIIIVALARASM—NEFEATRIEER, F—HBEF—DAIY XV NERE
AI2F7NLNIVAXLASM—NOBRESHOHLET,

F—IBZEALZL AES-GCM

F—REBEFEALEVWTILIOVALRS—ME, F—IEBEKTER<, AES-GCM BES{LF¥—
ELTTF—RBEStF—2FEALT. " BEOF—ZBBLET, COASM—NEFEALTHESX
EERTRCEREBEBOLELAN,. FERMEDERD S AWS Encryption SDK H7/R— K L TL
X7,

CNSODALA—RNDSATSURNTORTRAZEFAAEZOFHMIC OVWTIE, the section called
TFIAVZXLDODT7L AR #2BLTLSEEV,

HR—RENATVRZOHOTIILTUXLARL—K 23



AWS Encryption SDK FROYIN—HA K

AWS Encryption SDK T®H O fEA AWS KMS

ZERATSICIE AWS Encryption SDK, ZYEVIF—ZHEALTF— UV I ELBNAZ—F—
JTONA A —%Z2RETRIRBENHBNET. F—ODAVTTARNTIFvHFEVEEEF. AWS Key
Management Service (AWS KMS) 2R T2 2 H8HHLET. DI—RANDZ<(F. AWS
Encryption SDK A" % ZE T 9 AWS KMS key,

ZRETBICE AWSKMS, IZEEO7OU I T EFED AWS SDK AWS Encryption SDK 7 4%
ET9, AWSEncryption SDK V547> NS4 751)d AWS SDKs £ E#EL T, ICREEHNT
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Encryption SDK 2R L& T, P7UTr—23>TTL—2FTFARNDODTF—RZRTHIC, XV
P OBSHICERALEES{COYTFAR, XvE—20B8SICFERALEBSLIY T
FANCEFATVR L EZRRBLET, FMHlICOVWTR, OISV IJSHEOHESREBLT
<fEEEV,

ARV RSA AV B—TIAA%ERATSE, AWS Encryption SDK EEES{LITFARNE
MIELET,

Sy IE—ERETS

F. ETL—2FFAMNXY =D E2BEBH TR OO —ENDT—XF— AWS Encryption SDK
EERLET, RCTF—2F—F., BELESYEIF—TESILENET, SYEVTF—
NMEOLDNEYVHBRENEYTRE, BEtehETF—REERETEEFLA, F—IRESH TV
BWEE, T—2FRBICEI TSN HYET,

AWS Key Management Service (AWS KMS) 5 &, 2B F—A VT ZARNTIVF ¥ TREZE 1
TVWBSYvEYIF—%2FEALTLKEEV, RawAES ¥—F /-l RawRSA ¥ —%2 A T35
B, EFIVFTAERER/EIT T A LMEMAMDOHZDZANL—2OYV—RZEALET,
SYEYIF—EERLT/N—KRIIFPEFIUFAED1—)L (HSM), ik HSMs AWS
CloudHSMZRM T B —ERICRTFIDZENRANTZIVT 1 AT,

F—AVTFARNTZIVFYORAXNZALZFEALT, FYEVITF—ANOT I EARZE, BE
EFBRI—H—DOHIZHIBRL TS EEV, ZRMHEBEDRARNTZIVT 1 ADRAZERL F
T, ZFEATBEEFE AWSKMS keys, RARN T T U071 AQFRAZRETHF—R)I—¢&
IAMRD S —ZFERALET,

SYELIF—EEETS

ESLEFCERSEICE, AROIC SYEVIF—ZIBETD CENEICRANT ST 4
ATT, chaETS L, WKIEBELEF—Dk AWS Encryption SDK Z2FERHLET, <D FE
TE., ERLEEEBLF—0OAEFRATEICEN RIAENET, SVETF—DFE. FO
AWS KMSAWS PHDO VN el V=23 > Tcx—%BR>THEALEY, EREROAVF—
TESHKLEDELEYNTEIDEBRSCET, NT7F#—X2AE@MELET,

ES1LEFIC. AWS Encryption SDK 832 F— ) JEXARXR—F—7TONAE—Tlk, TV
EVIX—%2BETIHENBYET, FAETIhDZOE. 1—HF—NFEELEIXNTOSYE

VIF—THY), FLEThSOHTT, RAWAES F—U YT, RawRSA F—U Y, &LV
JCEMasterKey THREEILE RV ESILTREEE. FYEVIJF—ZIBETRIHLEN BYET,
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EL, AWSKMS F—U 2T ERAR—F—7ONAA—TESITHHEE., FvEVITF—
EREETIMVBEREHELA, F, BELENETF—EF—OARXRF—2L5F—EBRFE2IE
AWS Encryption SDK TEEX T, L, RANTSIT1ARELT, FYEVTF—%IEET
BLEBEBOLET,

AWSKMS SYEIXx—FERTIRICCORANTSI9T1RAEHR—NTBICEK, LT %

HEIHLERT,

« JYEVY AWSKMS F—%2EETRHF—U VT E2FERALET, BEILERUCESILETSE
B, chsnxFx—U2JTR, BELESYE Y IF—0HNERAThET,

« AWSKMS YAZ—F—EXAZ—F—7TONAM I —%2FEATEHEER. ON—T32
1.7 XTEAENE strict E—RIOAVARNZT IR ZERAL FT AWS Encryption SDK, #EEL &=
SYETF—TOIBEABRVUESTZ7ONAET—NEREhET, SvEVTF—
TEICESHKIBZINAZR—F—TONAFZ—OAVARZIRIE., N—23>2 1.7x TE#HR
Elxv), N—232 20x CHIRENEL 1=,

EE{LDO AWSKMS SYEITXx—%2IETHIONEANTREVES, BE7ONA T —%
FRTEET, C B K JavaScript AWS Encryption SDK @ AWS KMS [ HF—1) T &Y
R—RMLET. REE—ROYARAEX—F—7ONAF &, N—232 1.7.x LB Java B KV
Python THERATEE T, chsOBRETONA T —IE., AWSKMS SYEVITF—ICLKBDEF
ICORMEAETHh, F—RF—ZBBHLESYE TF—%H TS AWS Encryption SDK &5
IZ (CBATRMICERLET,

BREZ7ONAMZ—%ZFERITIHEN HDEEE. RET7 1L 2—HegEEzERALT,. ERATZSY
EOF—%&RBLET, FIZIE, AWSKMS V=23 B+ —1) 0Tl BED AWS
)—2a>nSYvEVIXF—NaEFALET. BEO OSYEVY AWSKMS ¥F—0D &k %&
FERTDRSICF—VTEAWSKMS YAZR—F—JONA A —%_ETD_EETEFT
AWSTHIU KN, T, BICF—RII—EIAMARUS—%ZFEAL T, AWSKMS SvE>Y
F—ANOTIVEAZHHBLET,

TORINEBREFERATS

TFILAVZXLAARASA—REZBREEEHILFERATDIENRARNTZUTAATE, TIRIEBRT
. XV E—JEBENMNNXYE—C2REEITRIERI BRI N EREh, XvE—D0EBEH
FREETNET, OIXNTON—23 TR, F7FI)ILNTEBEFEOTILIOVALALN—K
AWS Encryption SDK A"fERE hE 7,

EFIVTABEHICTFORIILBENIEEATVEVEEGRE, FORIILBEZLOTILIVALR
1—hEeBRTEET, LEL, 21— —0JIN—-THFF—2&2ES{L, Hlod1—F—7J
LW=THEOT—RZEFAITIHERERC, TORIILBEOERAZEHOLET,
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F-OAIY M NZFEATS

F—OAIYMXV M EFIVT A BEZERAIDZENRANTZI9T14ATT, F—O3IV K
XK TR, F—RZBSLLE—B0 T—2F— O ID il h, BESXeES{LL TERK
DTL—2TFAMXY E—IHNERENDENBHLEENET,

AWS Encryption SDK I&, /N—23 2 20x BAEBOF -3 Y "XV NICRDES{LEESILE
STEICHR—RLET, F7FILRTR, IXTOXYE—DOESLEESLEF—OZY
RXRNTITOAET, ON—23I 21 7x TR, F—AZIVY MU Z2FEALTEESXEZES
AWS Encryption SDK TE X ¥, gi/N\—>3a>n1—H%—TE, N—23 2 20x 2EEICTS
O TEDRSICERFTENTVET,

F—OAZIYRMARNTRFLLVZILOVAXALRAA =B RTFHL VXY - A YR—K&E

N, F—OZIYRMXMNZEFEALBVBESETFANEEBELTHT D 30 /N1 METFTREVEE

FSUTFANZERTEERT, CORKEFHCRY, NTF—NVANOEENHZR/PIRICHZA SN D

Y, BEAEDI—H—RBF—OZIYMNXNOFIRZEZRTEXRT, 77U5—>arry

ARENT =X VACKEICHRTHDBEEE. IV X NRU—BEZFEAL TF—
SYRXRNZENCTSDH, DY M RNELTXY £—2 %8S AWS Encryption SDK

THEZICHFALETH, BDELBEICRYET,

ES{tENETF—2F—OREHRETS

BERTEIAYVE—D, BILEETELBVY—ANSOXYE—I TR, BELEhET—&
F—OHZFHRTSD CENMRANTTIVTAATYT, ZROBSLENETF—RF—TAYE—
TERESLTRE, ESLTEAVSEIC, BEQOER, JANDILK, 77V T5r—23> %7
HOVKRZHEITBZRMHOI—F—OFRIREL, F—AVT7FZANTIF v Z2EVRET AR
HABYET, FIRNBVEE, BELENEXYE—JIZIEHAK 65,535 (2M6 - 1) DESLE
NETF—3F—ZFERATEET, FMHICODVWTR, "BEltehkT—2F—0FIRE, 228RL
TL<EEL,

CNSDORARNTZIOT 1 AOERBE %S AWS Encryption SDK £F 211U F 1 MEEDFMHIC O W T
F. AWS EF21UF47070 "UF4T7 > MlOBES{LONE: BRHAE Keylds EF—TJZ v ~
XK1 ZBBLTLSEEV,
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M & E AWS Encryption SDK

AWS Encryption SDK FEWVWR T VKRS ICERFTENTVET, AWS Encryption SDK (ZEW < DA
DREATZIAVHNFHYETH, F7FINERE, BEAEDT TV T—2 3 TEANTREICE
BESICEEBICBRENTVET, EEL, NTA—NAZHRETDLEHICHEBRERAELZY ., &
FHCHAZRLBEZBML Y LEVWSENFHYET,

RERZRETDEEIE. AWS Encryption SDK RAR T T 0T 1 AZHERL, TEDEFZ<D %
EELET,

Nev o

- Z7OJ9Z3VJEROER
ZyETF—0ER

s YINFU—=23>0FEH AWS KMS keys
s PIdVALALA—bEERTS

c BELENETF—EF—0FIR

« RETAILZ—DER

« RELESHKITFAN CMM OFE
c AXY XY MRV —ORE

c ARV=ZVIJF—50KE

s T—ZF—0DOFrvYva

7OZ327SHB0ER

AWS Encryption SDK BREHBO 7OV IV JEETHNATEET, SHBOERKEGF. TLICHEE
AT, ABUHMEZRMTDIISICEFETNTVETY, EBDFAEATREEINDAESEN BV
£9, BER. 77V5r—2a3a > tERMO0HD2 475V EFERALET, £EL. BEOREHR
WC7O0ZIVJERBEBRTBEETEERT, LEAR, F—UVJZ2FEATREEE. AWS
Encryption SDK for C £z l& Z:#IRT& £9 AWS Encryption SDK for JavaScript.

TSIV IEFNER 30



AWS Encryption SDK FROYN—HA R

SYETF—0ER

. EXVE—DZBESHKITD OO —BEORHT—XF— AWS Encryption SDK ZHERK L &
T, T—E2F—F vV 1ZFALTVEWVEER. F—2F—0ORE. B, FAGMXEHYEE
Ao AWS Encryption SDK IC&K 2 TEHEBWICERTENET,

EEL, 8F—2F—Z2BS{LT3ICE. 1 DREOTYE ITXF—ZBRIDBENF HVET,
AWS Encryption SDK Tld, EETEEEY 1 AD AES W#¥F —& RSA IERHEF—HFYR—KEh
£ 9, AWS Key Management Service (AWS KMS) XIF#iEE =51t AWS KMS keys& HR— & h &
T, FYEVITF—DREMEMAREHEEROEEELZVET, TOLH, N—RIOIT7EF211
TAEDI-NELER BEDF—AVTIZANZIOF Y H—EATHESLF—EFEATIZEED
#BoHLET AWS KMS,

ESILEBRTOTYETFX—2BETSICE. F—1U2 Y (C, Java, JavaScript, .NET, Python)
FLEREYAZ—F—7"0/V4 A — (Java, Python, AWS Encryption CLI) Z#ERALET, AL XA/
FEREBZRATOSYETF—Z 1 DELRFEBIEETERT, BROSYETFX—%F
BALTF—RF—25v 79584, EIYEVIF—RRALUF—E2F—0IE—ZRBS{LLET,
EEbtEhETF—R2F— (TYEVTF—8I1C12) k., 5" AWS Encryption SDK R FTHEES{LE h
EXVE—2DIlBStEnkETF—RELEEIRTFEINTET, F—2E2ESTHICR., FFEFIvE
IOF—OVWThAZFERAL TES{LENLET—XF—%ES AWS Encryption SDK T2 X ENH
WETD,

F—)IFEERFYREZ—F—7ONA X —AWSKMS key T ZIEETDICIE, HR—hEhTL
% AWSKMS ¥—R B FEFEALET, ¥—0O AWSKMS F—EBIFOFHEMIC OV T, " AWS
Key Management Service RO Y /N—7H4 Ry O "F—FAF1 Z22RLTEZL,

* AWS Encryption SDK for Java. AWS Encryption SDK for JavaScript AWS Encryption SDK for
Python, &7zl AWS Encryption CLI THES{tT2HE. KMS F—IZEE0EM K+ —REEIF
(¥—ID, ¥F—ARN, T/ UTFRE, FLEREIAJT7AARN) 2FATEET, TRSILTDEHESE
AWS Encryption SDK for C, ¥— ID £ EF— ARN DA ZFHATEET,

ESLEFICKMS F—DI A UTRABELIEIA )T AARN Z#IEETSHEE. AWS Encryption
SDKiF., TOIA VT ACBERENSITSNTVBF—ARN ZREFELET, TAUTARREE
hEtA, TAVTADEER., F—EFF—0DESICEAThD KMS F—ICREEELEE A

. Strict E— K (BENOSYE Y I F—#EETHE—K) TEETHBAE. +— ARN £FALT
AWS KMS keysZIEET B2 XEN HYET. COEHIE, AWS Encryption SDKOIXTDHOEEED
ERICBAETIET,
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AWSKMS ¥— I THESILTD L., BESLENETF—XF—DOXEZT—2Z AWS KMS

key IZ ®F— ARN AWS Encryption SDK ZR7FL £ ¥, Strict E— RTESTHHE. AWS
Encryption SDK i&, ZYE> IV F—2FEAL THESILEhETF—XF—2EFTLEIDETHH
2, F—V2T (FEENAZ—F—7ONAX—) ICAUF—ARN AFRREND EZ2BALE
T, BlOXF—RAFEFERATHIHEE, BAFFALUF—ZSRBL TVBBEETE AWS KMS key,
AWS Encryption SDK & ZFBEELREEALELE A,

F—)U0RANDTYE T F—E LT Raw AES ¥— F/ld raw RSA F—AR7 ZEETDICIE,
ZHEEEBRHEZRETDIHEN HVET, YAZX—F—7O/NA X —TIl&, Provider ID A"H
HZBERZETHY) ., Key ID FHEBICHIELET, ESLITHIRICE. BSLRIZCEALEZEDE
FOoOLEKEIUBAZBERAZE, Sraw ZYEVIF—ICHEATHIHENHYET, BIOBRAZEE
FEEBAEEATZIHE. F—~XTUTFIHFELUTH>TE, AWS Encryption SDK (5 v E>
Tx—=RRBELEFEALELBA,

NIILFI—23>OFEH AWS KMS keys

AWS Key Management Service (AWS KMS) Y )LFU—2a>F—F., OSvEITF—&LT

FHTE X9 AWS Encryption SDKo 1 20 TIYIINFU—2arF—%2FEALTEELTZESE

AWS U—232, Bl TRETZIILTF)—230F—Z#ALTESTERT AWS V-3
Vo XNFU—=2arvF—oHR—KNE, ©/N—2 32 2.3.x AWS Encryption SDK & & UF AWS
Encryption CLI ®/N\—> 32 3.0x TEAEThTVET,

AWSKMS YILFU—23arF—@F, AUF—XTUTILEF—IDAWS V-3 2HOELBD
AWSKMS keys ® OtY R TT, ChSOEEF—IF, TXRETEKV 23 TRALF—THDH
DESIZEATEET, YIUFUV—23oF—GF, JORU—23a>HPELETSCERL, &
B)—23a>THESIKL, BOV—23 > TESIILEN BB —BRNETAFARIUANDEK
OCNYOTY T2 FIAZYR—KNLET AWSKMS, YILFU—23a>F—0FMICOVWTIE,
FAWS Key Management Service RO Y /N—HA R, O "II)INFIV—230F—%EHATH, =
ZRLTEEV,

NILVFIV—=23arF—aHR—KTDLEHIC, IZEF AWS KMS multi-Region-aware¥—1) > &Y
AX—F—70/N4 A — AWS Encryption SDK A"EENTVET, F7OT T TSEOHL L
NUVFI=232 W VRILTR, B—)—230F—EeXNNFI—23a>F—0@mAHNYR—K
ENET,

NILFI)—=23 2 0O AWS KMS keys 32


https://docs.aws.amazon.com/kms/latest/developerguide/multi-region-keys-overview.html

AWS Encryption SDK FROYN—HA R

s BE—1)—=230F—0FE. NILFUV—23 B URILE, BE—1)—23 2 AWSKMS F—
DT ERARAR—F—T7ANAEZ—DOESICEBELET, F—REBSHKLEE—-D -3 F—
ZHEALTOHKR, BSLTEFANODESHIEENINET,

« IILFU—232F—0BA. multi-Region-aware> >Rk, F—R2EZBES{HKLEOERLUTIL
F)—2arvF— FEREELEV—2a>AOBEEITBINIILFI—2a> LT UhF—%2FEH
LTESXNESZRAAETT,

BHOKMS F—2FAIZINLFI—232/WpF— U IBLENAR—F—7ONAE—T
. BROE—) -3 F—EeNILFI—2a20F—ZEETEET, LEL, BETAIVILTF
=232 L7 UAF—DR& LY MY SEETERF—E 1 2LEFTT, ALUF—ID TEHOF—
BalfelEETdE, AVARNZVROHUTHELIFXRBLEXT,

RILFI—=TarF—E, BEOE-)—-232 AWSKMS F—U VT EXAR—F—70O/N(
A—TEHATELRY, L, BELEESICRE, BLU—232TEAURILFI—23a>+—%
ERAITIBENBYVET, B—)—230F—D2JEXAEZ—F—T7ONE -, T—RZHES
tLEF—ZHERALTOA, BSILTFARNZESLELSELET,

ROPlE, IINVFV—=2a>rF—BLROCFHFLWIILFU—2arom/isF—) 0 JEXARE—F—70
NAZ—%ZFEALT, TR EZBSLBLTFESHITZDHFEERLTVET, chs5DOFITE, us-
east-1U—2a>HAOTF—R2EBEFILL., Bus-west-2)—23a > 0BEEITZIIILFI—3 L
TVAF—ZFERALT)—2a>AOT—RZESLET, cnSOHIEERITIBENIC, YILFU—
2arvF—ARNOflz, BHDOAWS PTHUY N TEMBEICEERITILEE L,

C

RILWFIV—23>rF—z2FALTESILTSIC
[&. Aws::Cryptosdk: :KmsMrkAwareSymmetricKeyring::Builder() XV v RZFEAL
TF—VT'BAVAZVANLET, ILVLFI—230F—2EELTSEEL,

COFERZFCE, BELIVTFARMEFEFATVELEA, CTHESILIVTFANZFEAT
BHICOVTR, "XFINESILEES) 2ZRLTEZ L,

F2BEHIZOVWTIE, GitHub ® AWS Encryption SDK for C JRI K1)
@ "kms_multi_region_keys.cppy SR L T EE V),

/* Encrypt with a multi-Region KMS key in us-east-1 */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();
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/* Initialize a multi-Region keyring */
const char *mrk_us_east_1 = "arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

struct aws_cryptosdk_keyring *mrk_keyring =
Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder().Build(mrk_us_east_1);

/* Create a session; release the keyring */
struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(aws_default_allocator(),
AWS_CRYPTOSDK_ENCRYPT, mrk_keyring);

aws_cryptosdk_keyring_release(mrk_keyring);

/* Encrypt the data
& aws_cryptosdk_session_process_full is designed for non-streaming data
*/
aws_cryptosdk_session_process_full(
session, ciphertext, ciphertext_buf_sz, &ciphertext_len, plaintext,
plaintext_len));

/* Clean up the session */
aws_cryptosdk_session_destroy(session);

C#/ .NET

KERE (N—2 ZF4LH) (us-east-1) V=23 > OXIINF)—23 0 F—THESILTSIC
. YILFUV—2arF—OF—RBAFEBEENLEV—232ODAWSKMS V54T
NZ AL TCreateAwskmsMrkKeyringInput# 7 TV R EA VARXRVAILLET, K
[Z. CreateAwsKmsMrkKeyring() XV v RZFEALTF—V I ZERLET,

Z M CreateAwsKmsMrkKeyring() XV ¥ RE, ERIC 1 2ONILFU—23>F—%HD
F—UITRERLET, NILFV—23oF—2z28CEBHOZYE Y ITF—2FRAL TESL
T3k, CreateAwsKmsMrkMultiKeyring() XYY REFEAL XY,

T2BHICDOVTIE, GitHub @ for NET R KN OAwsKmsMrkKeyringExample.cs AWS
Encryption SDK J ZZ8L T<E&Z L\,

//Encrypt with a multi-Region KMS key in us-east-1 Region

// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =
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AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

// Multi-Region keys have a distinctive key ID that begins with 'mrk'
// Specify a multi-Region key in us-east-1

string mrkUSEastl = "arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

// Create the keyring

// You can specify the Region or get the Region from the key ARN

var createMrkEncryptKeyringInput = new CreateAwsKmsMrkKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USEastl),
KmsKeyId = mrkUSEastl

};

var mrkEncryptKeyring =

materialProviders.CreateAwsKmsMrkKeyring(createMrkEncryptKeyringInput);

// Define the encryption context
var encryptionContext = new Dictionary<string, string>()
{
{"purpose", "test"}
};

// Encrypt your plaintext data.
var encryptInput = new EncryptInput

{
Plaintext = plaintext,
Keyring = mrkEncryptKeyring,
EncryptionContext = encryptionContext
};

var encryptOutput = encryptionSdk.Encrypt(encryptInput);

AWS Encryption CLI

BT, us-east-1 V=23 VICEVTINILFIU—232F—Thello.txt 77 M)z
FSHLET, COBITREV—I>ERZHFODF—ARNZEELTVSEH, COHITRE, --
wrapping-keys /N X—2 D region EMZFERALEH A,

ZYEVITF—OF—IDA—23a aBELAWVESIE., --wrapping-keys O region B
ZHERAL T --wrapping-keys key=$keyID region=us-east-1%A&ENU—a>EEEL
79,
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# Encrypt with a multi-Region KMS key in us-east-1 Region

# To run this example, replace the fictitious key ARN with a valid value.
$ mrkUSEastl=arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890@ab

$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$mrkUSEastl \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--output .

Java

NILFV—232F—THES{ETSICIE., AwsKkmsMrkAwareMasterKeyProvider Z4 2 A&
AL, IUFU—2arF—BELET,

SEEBEHIZDOVWTI, GitHub BasicMultiRegionKeyEncryptionExample.java® AWS Encryption
SDK forJava DR KNU®D T, ZSBL T EE L,

//Encrypt with a multi-Region KMS key in us-east-1 Region

// Instantiate the client

final AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// Multi-Region keys have a distinctive key ID that begins with 'mrk'
// Specify a multi-Region key in us-east-1

final String mrkUSEastl = "arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

// Instantiate an AWS KMS master key provider in strict mode for multi-Region keys
// Configure it to encrypt with the multi-Region key in us-east-1
final AwsKmsMrkAwareMasterKeyProvider kmsMrkProvider =
AwsKmsMrkAwareMasterKeyProvider
.builder()
.buildStrict(mrkUSEastl);

// Create an encryption context
final Map<String, String> encryptionContext = Collections.singletonMap("Purpose",
"Test");
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// Encrypt your plaintext data
final CryptoResult<byte[], AwsKmsMrkAwareMasterKey> encryptResult =
crypto.encryptData(
kmsMrkProvider,
encryptionContext,
sourcePlaintext);
byte[] ciphertext = encryptResult.getResult();

JavaScript Browser

RILVFU—23a>rF—ZEALTHESHKTRIC

&, buildAwsKmsMrkAwareStrictMultiKeyringBrowser() XV v RZzERALTF—U>

T#FERL. JILFV-—I3arF-—ZEELXT,

TEAHIC DOV T, GitHub @ AWS Encryption SDK for JavaScript J7RZ N1
@ "kms_multi_region_simple.ts; 2B L T &L\,

/* Encrypt with a multi-Region KMS key in us-east-1 Region */

import {
buildAwsKmsMrkAwareStrictMultiKeyringBrowser,
buildClient,
CommitmentPolicy,
KMS,

} from 'eaws-crypto/client-browser"'

/* Instantiate an AWS Encryption SDK client */
const { encrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string

}

/* Instantiate an AWS KMS client
* The AWS Encryption SDK for JavaScript gets the Region from the key ARN
*/

const clientProvider = (region: string) => new KMS({ region, credentials })

NILFI)—=23 2 0O AWS KMS keys

37


https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/kms_multi_region_simple.ts

AWS Encryption SDK FROYIN—HA K

/* Specify a multi-Region key in us-east-1 */
const multiRegionUsEastKey =
'arn:aws:kms:us-east-1:111122223333:key/mrk-1234abcdl2ab34cd56ef1234567890ab’

/* Instantiate the keyring */

const encryptKeyring = buildAwsKmsMrkAwareStrictMultiKeyringBrowsexr ({
generatorKeyId: multiRegionUsEastKey,
clientProvider,

1)

/* Set the encryption context */
const context = {
purpose: 'test',

/* Test data to encrypt */
const cleartext = new Uint8Array([1, 2, 3, 4, 5])

/* Encrypt the data */
const { result } = await encrypt(encryptKeyring, cleartext, {
encryptionContext: context,

1)

JavaScript Node.js

NILVFIV—23arx—zFERALTESLTSIC
l&. buildAwsKmsMrkAwareStrictMultiKeyringNode() XV VY RZEFERLTF—U 20T %
ERL. ILFU—23 2 F—ZEELET,

T2&HIZDWTE, GitHub ™ AWS Encryption SDK for JavaScript U7RZ Kk 1
M "kms_multi_region_simple.ts; ZSBL T EE L,

//Encrypt with a multi-Region KMS key in us-east-1 Region
import { buildClient } from '@aws-crypto/client-node'
/* Instantiate the AWS Encryption SDK client

const { encrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
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/* Test string to encrypt */
const cleartext = 'asdf'

/* Multi-Region keys have a distinctive key ID that begins with 'mrk'
* Specify a multi-Region key in us-east-1
*/
const multiRegionUsEastKey =
'arn:aws:kms:us-east-1:111122223333:key/mrk-1234abcdl2ab34cd56ef1234567890ab’

/* Create an AWS KMS keyring */
const mrkEncryptKeyring = buildAwsKmsMrkAwareStrictMultiKeyringNode({
generatorKeyId: multiRegionUsEastKey,

D

/* Specify an encryption context */
const context = {
purpose: 'test',

/* Create an encryption keyring */
const { result } = await encrypt(mrkEncryptKeyring, cleartext, {
encryptionContext: context,

D

Python

AWS KMS Y ILFU—23>F—THESILT B ICE.
MRKAwareStrictAwsKmsMasterKeyProvider() XV Y RZFALTNIILFI—2arF—%
BELET.

T2 DWTIEE, GitHub ® AWS Encryption SDK for Python U7RS K1
® "mrk_aware_kms_provider.pys ZZBL T &V,

* Encrypt with a multi-Region KMS key in us-east-1 Region

# Instantiate the client
client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_F

# Specify a multi-Region key in us-east-1
mrk_us_east_1 = "arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab"
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# Use the multi-Region method to create the master key provider

# in strict mode

strict_mrk_key_provider = MRKAwareStrictAwsKmsMasterKeyProvider(
key_ids=[mrk_us_east_1]

)

# Set the encryption context
encryption_context = {
"purpose": "test"

}

# Encrypt your plaintext data

ciphertext, encrypt_header = client.encrypt(
source=source_plaintext,
encryption_context=encryption_context,
key_provider=strict_mrk_key_provider

RIC, BEILTFARNE us-west-2 V=232V ICBBLET. BESLTFANZERBSLIIHLE
FEHNEEA,

us-west-2 V=232 ICHWVWT Strict E— RTHESILTFANZERSTITBICE. us-west-2 1) —
DAVICBVWTEETANILF—2a3a0F—0F—ARN ZFEAL T, YILFU—23aownsy
VRILNEBEA VAR ALLET, BlOU—2 3> (BESILL I us-east-1 Z288) THETDIII
F)—23arF—0OF—ARN ZEEELEHE, YILFU—23a 0/ U RILE, 0 AWS KMS
keyO VOA)—2 a2 BUOHLZEITVERTD,

Strict E— RTESITRHE. YILFU—232/BIURILICEF—ARN ABETT, BETS
RWFI—=232F—0O&EYMDPSF—ARNZ 1 DEFRTNTET.

CNSOPZERITIBENC, YILFU—232F— ARN Oflz OB BEICEERZAETT AWS 7
VARTZ O

C

RILFIV—23>F—%EMHL T Strict E— RTHESILTSIC

(&, Aws::Cryptosdk::KmsMrkAwareSymmetricKeyring: :Builder() XV v R&{#EH
LTF—DUITBA VAR AILLET, O—HI (us-west-2) V=232 T, EETHIILF
=23 F—ZEELET,
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ZE2AHIZ OV T, GitHub ® AWS Encryption SDK for C R K1
@ "kms_multi_region_keys.cppys BSBL T EE LY,

/* Decrypt with a related multi-Region KMS key in us-west-2 Region */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Initialize a multi-Region keyring */
const char *mrk_us_west_2 = "arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

struct aws_cryptosdk_keyring *mrk_keyring =
Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder().Build(mrk_us_west_2);

/* Create a session; release the keyring */

struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(aws_default_allocator(),

AWS_CRYPTOSDK_ENCRYPT, mrk_keyring);

aws_cryptosdk_session_set_commitment_policy(session,
COMMITMENT_POLICY_REQUIRE_ENCRYPT_REQUIRE_DECRYPT);

aws_cryptosdk_keyring_release(mrk_keyring);

/* Decrypt the ciphertext
& aws_cryptosdk_session_process_full is designed for non-streaming data
*/
aws_cryptosdk_session_process_full(
session, plaintext, plaintext_buf_sz, &plaintext_len, ciphertext,
ciphertext_len));

/* Clean up the session */
aws_cryptosdk_session_destroy(session);

C#/ NET

12OXNF =23 F—zERALT Strict E—RTESTSICE. AHOHEIXESILAD
F—DVUOERICEALEZEOERUIAARNZIVZ—EXY Y REFEALET, BETHV
LFV—23>F—0F— ARN &, KEAEZ (AL T2) (us-west-2) J—2 3> O AWS KMS
94T NeEFERL TCreateAwsKmsMrkKeyringInput A7 IO KA AR A{LL
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£¥9, RIC., 2D CreateAwsKmsMrkKeyring() XV v RZFEALT1 2ONXIILFU—23>
KMS #—TXIILFU—23a>oF—U 207 ERLET,

FE2BHIZOVTE, GitHub @ for NET RS K1 OAwsKmsMrkKeyringExample.cs AWS
Encryption SDK J ZZ8L TS E&Z L\,

// Decrypt with a related multi-Region KMS key in us-west-2 Region

// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

// Specify the key ARN of the multi-Region key in us-west-2
string mrkUSWest2 = "arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab";

// Instantiate the keyring input

// You can specify the Region or get the Region from the key ARN

var createMrkDecryptKeyringInput = new CreateAwsKmsMrkKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USWest2),
KmsKeyId = mrkUSWest2

i

// Create the multi-Region keyring
var mrkDecryptKeyring =
materialProviders.CreateAwsKmsMrkKeyring(createMrkDecryptKeyringInput);

// Decrypt the ciphertext
var decryptInput = new DecryptInput
{
Ciphertext = ciphertext,
Keyring = mrkDecryptKeyring
I
var decryptOutput = encryptionSdk.Decrypt(decryptInput);

AWS Encryption CLI

us-west-2 U—2 3 THETBIIINFI—23aoF—zZFALTESTSICE. --wrapping-
keys NOX—Z D key BMEZFEALTF—ARN ZEELE T,
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# Decrypt with a related multi-Region KMS key in us-west-2 Region

# To run this example, replace the fictitious key ARN with a valid value.
$ mrkUSWest2=arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890@ab

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--wrapping-keys key=$mrkUSwest2 \
--commitment-policy require-encrypt-require-decrypt \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--max-encrypted-data-keys 1 \
--buffer \
--output .

Java

Strict E— RTEFTTSIZIE. AwsKmsMrkAwareMasterKeyProvider 24 > AZ > AfLL,
O—7A)L (us-west-2) V=2 3 CTHETAINILFI—23>F—ZEELET,

FHELWVBHIC DV TIE, GitHub @ AWS Encryption SDK for Java URZ MU ®
MBasicMultiRegionKeyEncryptionExample.javay ZZBL TS EE L,

// Decrypt with a related multi-Region KMS key in us-west-2 Region

// Instantiate the client

final AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// Related multi-Region keys have the same key ID. Their key ARNs differs only in
the Region field.

String mrkUSWest2 = "arn:aws:kms:us-west-2:111122223333:key/

mrk-1234abcdl2ab34cd56ef1234567890ab";

// Use the multi-Region method to create the master key provider

// in strict mode

AwsKmsMrkAwareMasterKeyProvider kmsMrkProvider =

AwsKmsMrkAwareMasterKeyProvider.buildexr()
.buildStrict(mrkUSWest2);

// Decrypt your ciphertext

NILFU—23 > OEA AWS KMS keys 43


https://github.com/aws/aws-encryption-sdk-java/blob/master/src/examples/java/com/amazonaws/crypto/examples/v2/BasicMultiRegionKeyEncryptionExample.java

AWS Encryption SDK FROYIN—HA K

CryptoResult<byte[], AwsKmsMrkAwareMasterKey> decryptResult = crypto.decryptData(
kmsMrkProvider,
ciphertext);

byte[] decrypted = decryptResult.getResult();

JavaScript Browser

Strict E— RTESTSICIE. buildAwsKmsMrkAwareStrictMultiKeyringBrowser() X
Vy ReERALTF—VIJZERL, O—HI (us-west-2) U—2 a2 TEETDIIILFI—
oarF—zEELEXRT,

TEAHIC DOV T, GitHub @ AWS Encryption SDK for JavaScript J7RZ N1
@ "kms_multi_region_simple.ts; ZZBL T EE L,

/* Decrypt with a related multi-Region KMS key in us-west-2 Region */

import {
buildAwsKmsMrkAwareStrictMultiKeyringBrowser,
buildClient,
CommitmentPolicy,
KMS,

} from 'eaws-crypto/client-browser'

/* Instantiate an AWS Encryption SDK client */
const { decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string

}

/* Instantiate an AWS KMS client
* The AWS Encryption SDK for JavaScript gets the Region from the key ARN
*/

const clientProvider = (region: string) => new KMS({ region, credentials })

/* Specify a multi-Region key in us-west-2 */
const multiRegionUsWestKey =

NUFU—=23 20O/ AWS KMS keys 44


https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/kms_multi_region_simple.ts

AWS Encryption SDK FROYIN—HA K

'arn:aws:kms:us-west-2:111122223333:key/mrk-1234abcdl2ab34cd56ef1234567890ab’

/* Instantiate the keyring */

const mrkDecryptKeyring = buildAwsKmsMrkAwareStrictMultiKeyringBrowser ({
generatorKeyId: multiRegionUsWestKey,
clientProvider,

1)

/* Decrypt the data */
const { plaintext, messageHeader } = await decrypt(mrkDecryptKeyring, result)

JavaScript Node.js

Strict E— RTES T3 I(CIE, buildAwsKmsMrkAwareStrictMultiKeyringNode() XY v
ReGFEALTF—UI%ERL, O—HI) (us-west-2) U—2 3 THETIIIILFU -3
>$_§¢5Ebi?o

SEEBHIZDOVTIE, GitHub @ AWS Encryption SDK for JavaScript V7R K1)
@ "kms_multi_region_simple.ts; ZFBRL T<E&E L\,

/* Decrypt with a related multi-Region KMS key in us-west-2 Region */
import { buildClient } from '@aws-crypto/client-node'

/* Instantiate the client
const { decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

/* Multi-Region keys have a distinctive key ID that begins with 'mrk'
* Specify a multi-Region key in us-west-2
*/
const multiRegionUsWestKey =
'arn:aws:kms:us-west-2:111122223333:key/mrk-1234abcdl12ab34cd56ef1234567890ab’

/* Create an AWS KMS keyring */
const mrkDecryptKeyring = buildAwsKmsMrkAwareStrictMultiKeyringNode({
generatorKeyId: multiRegionUsWestKey,

1)

/* Decrypt your ciphertext */
const { plaintext, messageHeader } = await decrypt(decryptKeyring, result)
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Python

Strict E— RTESIL TSIk, MRKAwareStrictAwsKmsMasterKeyProvider() XV v R%
FERALT, NAX—F—7ONAF—ZERLET. O—N) (us-west-2) U—>3> T, BE
TBRINILF)—>2arF—z2EELET,

T2BHFICDOVWTIE, GitHub @ AWS Encryption SDK for Python U7RZ K1)
@ "mrk_aware_kms_provider.pys ZZBL T &V,

# Decrypt with a related multi-Region KMS key in us-west-2 Region

# Instantiate the client
client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_F

# Related multi-Region keys have the same key ID. Their key ARNs differs only in the
Region field

mrk_us_west_2 = "arn:aws:kms:us-west-2:111122223333:key/

mrk-1234abcdl2ab34cd56ef1234567890ab"

# Use the multi-Region method to create the master key provider

# in strict mode

strict_mrk_key_provider = MRKAwareStrictAwsKmsMasterKeyProvider(
key_ids=[mrk_us_west_2]

)

# Decrypt your ciphertext
plaintext, _ = client.decrypt(

source=ciphertext,
key_provider=strict_mrk_key_provider

AWSKMS I )ILF—23>nFx—z2FALT, RETE—RTESITDIEETEEXRT, REE—R
TEST25AIE. AWSKMSkeysZIEELEB A, (B—1)—23> AWSKMS oEF—1) >
DFEMICOVTR, T Z83BLTLKEEVWAWSKMS #HF—U T 0OER, )

NILVFI)—23arvF—THSUELESESE, RET—RONILFIU—23aomndoRILE, A=A
)—23a>HOBEETAININLFI—2a>rF—2FALTESLISELET, AMEFELEVIE
&, FOHLEXBLET, BREE—RTE. AWS Encryption SDK EEB{LICERENBIILF
)—=2ar F—O0A)—23a HUOHLZRAEE A
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® Note
BRETE—RTIILFU—2a3a>omds RN 2EFRLTTF—R22BE{LTdE, BE{LIRE
ICKBLET,

ROPITE, BREE—RTILFI—23 >/ VRILEERALTES IR A EERLET, &
BELBZWESH AWS KMS key, ERIDY—ANS51)— 32 ZE1§ AWS Encryption SDK 9 % 44
ENHYET, JEETHIE, O—AHILV—232Z2HRPICEELET,. ThIUADOES, &7
AOJZ23X2J87E0O AWS SDK TREE iz —23 > As50O—A)Y)—2 32 AWS Encryption

SDK ZHUEL £,

ChSDBIZRITIRHEINC, FOTINTHIUNID EXILFU—232F— ARN 2 OBFMBEIC
BEEWMAERT AWS THIU K,

C

RVFIV—230F—2z2FALTRET—RTESITBRICRK., F—VJTZBETS

Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder() XYY R&HT7 1)L
R—%BETD Aws: :Cryptosdk: :KmsKeyring: :DiscoveryFilter: :Builder() XV v
ReFEALET. O—HILD—2320ZEBETSICE. ClientConfiguration ZEF&L T
AWSKMS 9547 MIENZEBELE T,

TEBEHFIZOVTIEE, GitHub ® AWS Encryption SDK for C JR K1)
® "kms_multi_region_keys.cpps ZZHRL T EE L,

/* Decrypt in discovery mode with a multi-Region KMS key */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Construct a discovery filter for the account and partition. The
* filter is optional, but it's a best practice that we recommend.

*/
const char *account_id = "111122223333";
const char *partition = "aws";

const std::shared_ptr<Aws::Cryptosdk::KmsKeyring: :DiscoveryFilter> discovery_filter

Aws: :Cryptosdk: :KmsKeyring: :DiscoveryFilter::Builder(partition).AddAccount(account_id).Buil
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/* Create an AWS KMS client in the desired region. */
const char *region = "us-west-2";

Aws::Client::ClientConfiguration client_config;
client_config.region = region;
const std::shared_ptr<Aws::KMS::KMSClient> kms_client =
Aws: :MakeShared<Aws: :KMS: :KMSClient>("AWS_SAMPLE_CODE", client_config);

struct aws_cryptosdk_keyring *mrk_keyring =
Aws: :Cryptosdk: :KmsMrkAwareSymmetricKeyring: :Builder()
WithKmsClient(kms_client)
.BuildDiscovery(region, discovery_filter);

/* Create a session; release the keyring */

struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(aws_default_allocator(),

AWS_CRYPTOSDK_DECRYPT, mrk_keyring);

aws_cryptosdk_keyring_release(mrk_keyring);
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
/* Decrypt the ciphertext
& aws_cryptosdk_session_process_full is designed for non-streaming data
*/
aws_cryptosdk_session_process_full(

session, plaintext, plaintext_buf_sz, &plaintext_len, ciphertext,
ciphertext_len));

/* Clean up the session */
aws_cryptosdk_session_destroy(session);

C#/ .NET

for AWS Encryption SDK .NET Tmulti-Region-awareD#HF— U T2 ERTDICIE. BE
D AWSKMS DU S AT > NaEE T SCreateAwsKkmsMrkDiscoveryKeyringInput7 7
SIVNEAWS =232 KMSF—ZRHEDAWS N—FT 4232 ETHIY NIHIR
$RATIAVORETAINE—FEAVARANULLET, RIZ, AAFTZ IO NEFERL
T CreateAwsKmsMrkDiscoveryKeyring() XV v RZHUHLET. T2HHICOVWT
l&. GitHub @ for NET URZ K1 ®AwsKmsMrkDiscoveryKeyringExample.cs AWS Encryption
SDK 1 ZZBRL T EEE W,

RILVFI)=232/ETF A AN —F— U2 T EBHAWS V-3 THERTBIC
(&, CreateAwsKmsMrkDiscoveryMultiKeyring() XV vy RZEFEHALIIILFF—V 0T %
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E T B, CreateAwsKmsMrkDiscoveryKeyring() B L TEHOIILFI—2a R
BoBEF—1) T ERL, TO CreateMultiKeyring() XV VY REFEHALTETNS5EY
INFF—DTIHEELET,

B DWVWTIE, TAwsKmsMrkDiscoveryMultiKeyringExample.csy ZZBR L TS & LY,

// Decrypt in discovery mode with a multi-Region KMS key

// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();
List<string> account = new List<string> { "111122223333" },;

// Instantiate the discovery filter
DiscoveryFilter mrkDiscoveryFilter = new DiscoveryFilter()
{

AccountIds = account,

Partition = "aws"

// Create the keyring

var createMrkDiscoveryKeyringInput = new CreateAwsKmsMrkDiscoveryKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USWest2),
DiscoveryFilter = mrkDiscoveryFilter

};

var mrkDiscoveryKeyring =

materialProviders.CreateAwsKmsMrkDiscoveryKeyring(createMrkDiscoveryKeyringInput);

// Decrypt the ciphertext
var decryptInput = new DecryptInput
{
Ciphertext = ciphertext,
Keyring = mrkDiscoveryKeyring
¥
var decryptOutput = encryptionSdk.Decrypt(decryptInput);
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AWS Encryption CLI

BRHE—RTEFTITSICIE, --wrapping-keys /NT X—2X M discovery BHEZFRAL &
¥, discovery-account B & discovery-partition BHEIC K Y, BRET7 1 LEANEREhET, C
DBRET AN REAT2 a2 TN, HBEEhTOVWET,

)= 3 RBETDICK, COIXY RIC --wrapping-keys /NT X —2 D region BiEZ S
HET,

# Decrypt in discovery mode with a multi-Region KMS key

$ aws-encryption-cli --decrypt \

--input hello.txt.encrypted \

--wrapping-keys discovery=true \
discovery-account=111122223333 \
discovery-partition=aws \
region=us-west-2 \

--encryption-context purpose=test \

--metadata-output ~/metadata \

--max-encrypted-data-keys 1 \

--buffer \

--output .

Java

A—AILV—23a>ziEETHICIE, builder().withDiscoveryMrkRegion /NT X —& %
FALET., T5THEVES., AWS Encryption SDK (&, AWS SDK for Java TEREE h i) —
JarvArsA—AIL)—>2a>zERELET,

HELWHICDVWTIE, TGitHub ® AWS Encryption SDK for Java DRI KU, @
MDiscoveryMultiRegionDecryptionExample.javay ZZB L TS EE L,

// Decrypt in discovery mode with a multi-Region KMS key

// Instantiate the client
final AwsCrypto crypto = AwsCrypto.builder()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

DiscoveryFilter discoveryFilter = new DiscoveryFilter("aws", 111122223333);

AwsKmsMrkAwareMasterKeyProvider mrkDiscoveryProvider =
AwsKmsMrkAwareMasterKeyProvider
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.builder()
.withDiscoveryMrkRegion(Region.US_WEST_2)
.buildDiscovery(discoveryFilter);

// Decrypt your ciphertext

final CryptoResult<byte[], AwsKmsMrkAwareMasterKey> decryptResult = crypto
.decryptData(mrkDiscoveryProvider, ciphertext);

JavaScript Browser

MHNLFI—23a2F—2ERALTRETE-RTESTSIC
l&. AwsKmsMrkAwareSymmetricDiscoveryKeyringBrowser() XV Y RZFEALET,

TEBHICDOVWTE, GitHub ® AWS Encryption SDK for JavaScript URZ k1
® "kms_multi_region_discovery.ts; ZZRL T EZ Y,

/* Decrypt in discovery mode with a multi-Region KMS key */

import {
AwsKmsMrkAwareSymmetricDiscoveryKeyringBrowser,
buildClient,
CommitmentPolicy,
KMS,

} from 'eaws-crypto/client-browser"'

/* Instantiate an AWS Encryption SDK client */
const { decrypt } = buildClient()

declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string

}

/* Instantiate the KMS client with an explicit Region */
const client = new KMS({ region: 'us-west-2', credentials })

/* Create a discovery filter */
const discoveryFilter = { partition: 'aws', accountIDs: ['111122223333'] }
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/* Create an AWS KMS discovery keyring */

const mrkDiscoveryKeyring = new AwsKmsMrkAwareSymmetricDiscoveryKeyringBrowser({
client,
discoveryFilter,

1)

/* Decrypt the data */
const { plaintext, messageHeader } = await decrypt(mrkDiscoveryKeyring, ciphertext)

JavaScript Node.js

MHNLFI—23a2F—2ERALTRETE-RTESTSIC
l&. AwsKmsMrkAwareSymmetricDiscoveryKeyringNode() XV VY RZFERALET,

TEBHICDOVWTE, GitHub ® AWS Encryption SDK for JavaScript URZ k1
@ "kms_multi_region_discovery.ts; ZZRBL T EE L\,

/* Decrypt in discovery mode with a multi-Region KMS key */

import {
AwsKmsMrkAwareSymmetricDiscoveryKeyringNode,
buildClient,
CommitmentPolicy,
KMS,

} from 'eaws-crypto/client-node’

/* Instantiate the Encryption SDK client
const { decrypt } = buildClient()

/* Instantiate the KMS client with an explicit Region */
const client = new KMS({ region: 'us-west-2' })

/* Create a discovery filter */
const discoveryFilter = { partition: 'aws', accountIDs: ['111122223333'] }

/* Create an AWS KMS discovery keyring */

const mrkDiscoveryKeyring = new AwsKmsMrkAwareSymmetricDiscoveryKeyringNode({
client,
discoveryFilter,

1)

/* Decrypt your ciphertext */
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const { plaintext, messageHeader } = await decrypt(mrkDiscoveryKeyring, result)

Python

RILVFIV—2arF—a2FALTREE—RTESTSIC
l&. MRKAwareDiscoveryAwsKmsMasterKeyProvider() XV v REFHLET,

T2&HIZ DWW T, GitHub ™ AWS Encryption SDK for Python U7RS K1
@ "mrk_aware_kms_provider.pys ZZBRL T<EE L\,

# Decrypt in discovery mode with a multi-Region KMS key

# Instantiate the client
client = aws_encryption_sdk.EncryptionSDKClient()

# Create the discovery filter and specify the region
decrypt_kwargs = dict(
discovery_filter=DiscoveryFilter(account_ids="111122223333",
partition="aws"),
discovery_region="us-west-2",

)

# Use the multi-Region method to create the master key provider
# in discovery mode

mrk_discovery_key_provider =
MRKAwareDiscoveryAwsKmsMasterKeyProvider(**decrypt_kwargs)

# Decrypt your ciphertext

plaintext, _ = client.decrypt(
source=ciphertext,
key_provider=mrk_discovery_key_provider

FPILAVXLAA—NZBIRTS

AWS Encryption SDK i, EELEZYEYIF—TTF—2F—ZRSHLITDLLOORMESHLT I
JAVALEFERHESCTILTIALEYR—NLTVWET, L., ChsoF—2F—%FH
LTF—RZRBE{LTHHEESES,. AWS Encryption SDK & F7 # ) KT, F—HiE., T RILERA.
BROPF—OAZIY MAVRNTAES-GCM PNV AL ZFEATHIHERTIIVALALA—ZFEH
LET. ?22F72LRNOFTILIAVALARALM—RNRREAEDT 7V T—2a2ICHEHLTWVWS ATEE
MABVETHY, RETFILIVAXLARSA—NEERTEEXT, flAE, —HOBEEFILE. T2
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BZINBEEEEBRVWTILIIVALAL—RNIL2THEENET, AWS Encryption SDK THR—
REBDTILAVAXLARLA—=NIDOVWTE, TTHR—KREATVWBFZIIVALAAL—K AWS
Encryption SDKy ZZBL T<EE L,

LToOHITE, BSERCRBTILIIVALRAN—NEBRTDHFEETRLET. chS5OHITE,
F—RBEF—OIY MU NEBUHFTIRIINBREEZEERVHER AES-GCM 7ILIVX LR
A—hEeBRLET, FORIINBREZEERVWTIIVAXLASM—NTHESILTZHEE. BRI
BEEBLEAOESNHLE—RZEALEXT, COT—RE, BENEESILTFANZRETD EX
BLU, ANV-ZVIESUERKICRERIUEET,

C

TRETZIIVAXLARAS—NEEET S IZIE AWS Encryption SDK for C, CMM % Bf
THIZERTEIHBRENHYET, R, CMMBKLTBIRLETZILOVAXLALA—RNT
aws_cryptosdk_default_cmm_set_alg_id ZFERAL &Y,

/* Specify an algorithm suite without signing */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Construct an AWS KMS keyring */
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

/* To set an alternate algorithm suite, create an cryptographic
materials manager (CMM) explicitly
*/
struct aws_cryptosdk_cmm *cmm =
aws_cryptosdk_default_cmm_new(aws_default_allocator(), kms_keyring);
aws_cryptosdk_keyring_release(kms_keyring);

/* Specify the algorithm suite for the CMM */
aws_cryptosdk_default_cmm_set_alg_id(cmm, ALG_AES256_GCM_HKDF_SHA512_COMMIT_KEY);

/* Construct the session with the CMM,
then release the CMM reference
*/
struct aws_cryptosdk_session *session = aws_cryptosdk_session_new_from_cmm_2(alloc,
AWS_CRYPTOSDK_ENCRYPT, cmm);
aws_cryptosdk_cmm_release(cmm);
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/* Encrypt the data
Use aws_cryptosdk_session_process_full with non-streaming data

*/
if (AWS_OP_SUCCESS != aws_cryptosdk_session_process_full(
session,
ciphertext,

ciphertext_buf_sz,

&ciphertext_len,

plaintext,

plaintext_len)) {
aws_cryptosdk_session_destroy(session);
return AWS_OP_ERR;

FORNBELBL TCES{ENET—2%2ESLTRES
l[&. AWS_CRYPTOSDK_DECRYPT_UNSIGNED ZfEAAL £9, BRENERBSILTF AN BEHET 1
L, EEEXRBLET,

/* Decrypt unsigned streaming data */

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Construct an AWS KMS keyring */
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

/* Create a session for decrypting with the AWS KMS keyring
Then release the keyring reference
*/

struct aws_cryptosdk_session *session =

aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_DECRYPT_UNSIGNED,
kms_keyring);
aws_cryptosdk_keyring_release(kms_keyring);

if (!session) {

return AWS_OP_ERR;

/* Limit encrypted data keys */
aws_cryptosdk_session_set_max_encrypted_data_keys(session, 1);
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/* Decrypt
Use aws_cryptosdk_session_process_full with non-streaming data
*/
if (AWS_OP_SUCCESS != aws_cryptosdk_session_process_full(
session,
plaintext,

plaintext_buf_sz,

&plaintext_len,

ciphertext,

ciphertext_len)) {
aws_cryptosdk_session_destroy(session);
return AWS_OP_ERR;

C#/.NET

NET AWS Encryption SDK @ TRET7IL IV ALRA — N ZIBET B IZIE. Encryptinput 77
DIV MO AlgorithmSuiteId7’ AONT 1 ZEEL£F., AWS Encryption SDK for .NET (Z
B, FEOTFILIIVALARLA—REZBANTRIEHICFERATEDIEBRNEEATVET,

AWS Encryption SDK for NET ICl&, ANV =SV JESHICBENEBSXNZEZRETEIAY Y
REHVWEBA COTATTVRRARNI—ZTF—REZHR—-NLTVEVEDHTT,

// Specify an algorithm suite without signing

// Instantiate the AWS Encryption SDK and material providers
var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

// Create the keyring

var keyringInput = new CreateAwsKmsKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn

};

var keyring = materialProviders.CreateAwsKmsKeyring(keyringInput);

// Encrypt your plaintext data
var encryptInput = new EncryptInput

{
Plaintext = plaintext,
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Keyring = keyring,

AlgorithmSuiteId = AlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY
};
var encryptOutput = encryptionSdk.Encrypt(encxyptInput);

AWS Encryption CLI

hello.txt 77 A ZBES{LTD EEI(CEF, --algorithm NS X—RZFERAL T, TR
EZOBVTFILIAVAXLASM—RNEBELET,

# Specify an algorithm suite without signing

# To run this example, replace the fictitious key ARN with a valid value.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$keyArn \
--algorithm AES_256_GCM_HKDF_SHA512_COMMIT_KEY \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--commitment-policy require-encrypt-require-decrypt \
--output hello.txt.encrypted \
--decode

BE5TDLE, ZOHITE --decrypt-unsigned NSX—2EFEALET, HlICADEEILE
BIZCANJ—Z2T 3% CLI TEEBLULBESIELTEFANZESHKTZEHICE., CONTX—%
FERETIhET,

# Decrypt unsigned streaming data

# To run this example, replace the fictitious key ARN with a valid value.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --decrypt-unsigned \
--input hello.txt.encrypted \
--wrapping-keys key=$keyArn \
--max-encrypted-data-keys 1 \
--commitment-policy require-encrypt-require-decrypt \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--output .
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Java

RETZINAVAXALASA—RNZEETSIC
(&, AwsCrypto.builder().withEncryptionAlgorithm() XV v RZFEHALET, <Dl
Tk, FO2RILBREOBVRETZIDVALARSM—REEELET,

// Specify an algorithm suite without signing

// Instantiate the client

AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.withEncryptionAlgorithm(CxryptoAlgorithm.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY)
.build();

String awsKmsKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Create a master key provider in strict mode
KmsMasterKeyProvider masterKeyProvider = KmsMasterKeyProvider.builder()
.buildStrict(awsKmsKey);

// Create an encryption context to identify this ciphertext
Map<String, String> encryptionContext = Collections.singletonMap("Example",
"FileStreaming");

// Encrypt your plaintext data

CryptoResult<byte[], KmsMasterKey> encryptResult = crypto.encryptData(
masterKeyProvider,
sourcePlaintext,
encryptionContext);

byte[] ciphertext = encryptResult.getResult();

BEOLEHICTF—RZEZANI—Z2VTTBEE
l&. createUnsignedMessageDecryptingStream() XV v RZEFAL, EELTVRIAX
TORSKTFARNBERLTHBIEERIALET,

// Decrypt unsigned streaming data

// Instantiate the client

AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.withMaxEncryptedDataKeys(1)
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.build();

// Create a master key provider in strict mode

String awsKmsKey = "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

KmsMasterKeyProvider masterKeyProvider = KmsMasterKeyProvider.buildexr()
.buildStrict(awsKmsKey);

// Decrypt the encrypted message

FileInputStream in = new FileInputStream(srcFile + ".encrypted");
CryptoInputStream<KmsMasterKey> decryptingStream =
crypto.createUnsignedMessageDecxyptingStream(masterKeyProvider, in);

// Return the plaintext data

// Write the plaintext data to disk

FileOutputStream out = new FileOutputStream(srcFile + ".decrypted");
IO0Utils.copy(decryptingStream, out);

decryptingStream.close();

JavaScript Browser

RETFZINIIDVAXLRLA—NZEBETSICIFE, AlgorithmSuiteIdentifier 5| EZEL
suiteId NSX—2ZFEALET,

// Specify an algorithm suite without signing

// Instantiate the client
const { encrypt } = buildClient( CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT )

// Specify a KMS key
const generatorKeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Create a keyring with the KMS key
const keyring = new KmsKeyringBrowser({ generatorKeyId })

// Encrypt your plaintext data

const { result } = await encrypt(keyring, cleartext, { suiteld:
AlgorithmSuiteIdentifier.ALG_AES256_GCM_IV12_TAG16_HKDF_SHA512_COMMIT_KEY,
encryptionContext: context, })
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BETDEEWRF, BED decrypt XYY REFERALET. 75 7H D AWS Encryption SDK
for JavaScript IZ1& decrypt-unsigned E—RA®HV EBA, T7ZIVHFTANI—ZIDTHY
R—REhBEVEHTT,

// Decrypt unsigned streaming data

// Instantiate the client
const { decrypt } = buildClient( CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT )

// Create a keyring with the same KMS key used to encrypt
const generatorKeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
const keyring = new KmsKeyringBrowser({ generatorKeyId })

// Decrypt the encrypted message
const { plaintext, messageHeader } = await decrypt(keyring, ciphertextMessage)

JavaScript Node.js

RETZILIVAXLAS—MEEETSDICIE, AlgorithmSuiteldentifier 5% EZ ST
suiteId NZX—2ZFEALET,

// Specify an algorithm suite without signing

// Instantiate the client
const { encrypt } = buildClient( CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT )

// Specify a KMS key
const generatorKeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Create a keyring with the KMS key
const keyring = new KmsKeyringNode({ generatorKeyId })

// Encrypt your plaintext data

const { result } = await encrypt(keyring, cleartext, { suiteld:
AlgorithmSuiteIdentifier.ALG_AES256_GCM_IV12_TAG16_HKDF_SHA512_COMMIT_KEY,
encryptionContext: context, })

TORNEBERL THESLENLET—2ZESILT BIFE. decryptUnsignedMessageStream
ZFEALET, COXYY REFE, BRENEBSILTFANZRETDELRBMLUET,
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// Decrypt unsigned streaming data

// Instantiate the client
const { decryptUnsignedMessageStream } =
buildClient( CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT )

// Create a keyring with the same KMS key used to encrypt
const generatorKeyId = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
const keyring = new KmsKeyringNode({ generatorKeyId })

// Decrypt the encrypted message
const outputStream =
createReadStream(filename) .pipe(decryptUnsignedMessageStream(keyring))

Python

REBSACTILIDVAXLZEETSICIK, Algorithm 52 EZEE algorithm NTX—&F %
FRALET,

# Specify an algorithm suite without signing

# Instantiate a client
client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_R
max_encrypted_data_keys=1)

# Create a master key provider in strict mode

aws_kms_key = "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

aws_kms_strict_master_key_provider = StrictAwsKmsMasterKeyProvider(
key_ids=[aws_kms_key]

# Encrypt the plaintext using an alternate algorithm suite
ciphertext, encrypted_message_header = client.encrypt(
algorithm=Algoxithm.AES_256_GCM_HKDF_SHA512_COMMIT_KEY, source=source_plaintext,
key_provider=kms_key_provider

)

TORNBEBRLTHESENEXY E—2DZBELTRHE, BICANI—ZIVIJULEBHNSE
51t F3H 4k, decrypt-unsigned ANU—SX2JF—REFHLET,
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# Decrypt unsigned streaming data

# Instantiate the client
client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_R
max_encrypted_data_keys=1)

# Create a master key provider in strict mode

aws_kms_key = "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

aws_kms_strict_master_key_provider = StrictAwsKmsMasterKeyProvider(
key_ids=[aws_kms_key]

# Decrypt with decrypt-unsigned
with open(ciphertext_filename, "rb") as ciphertext, open(cycled_plaintext_filename,
"wb") as plaintext:
with client.stream(mode="decrypt-unsigned",
source=ciphertext,
key_provider=master_key_provider) as decryptor:
for chunk in decryptor:
plaintext.write(chunk)

# Verify that the encryption context
assert all(
pair in decryptor.header.encryption_context.items() for pair in
encryptor.header.encryption_context.items()
)

return ciphertext_filename, cycled_plaintext_filename

Rust

Rust AWS Encryption SDK ® TRETFZILIVAXLAAA—NZIEBETSICE. BSKLUIITARNT
algorithm_suite_id7’ANT 1 ZEELF T,

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Define the key namespace and key name
let key_namespace: &str = "HSM_01";
let key_name: &str = "AES_256_012";
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// Optional: Create an encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create Raw AES keyring

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name(key_name)
.key_namespace(key_namespace)
.wrapping_key(aws_smithy_types::Blob: :new(AESWrappingKey))
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle)
.send()
.await?;

// Encrypt your plaintext data
let plaintext = example_data.as_bytes();

let encryption_response = esdk_client.encrypt()
.plaintext(plaintext)
.keyring(raw_aes_keyring.clone())
.encryption_context(encryption_context.clone())
.algorithm_suite_id(AlgAes256GcmHkdfSha512CommitKey )
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"
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mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"

)
// Instantiate the AWS Encryption SDK client

encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err != nil {
panic(err)

// Define the key namespace and key name
var keyNamespace = "HSM_0Q1"
var keyName = "AES_256_012"

// Optional: Create an encryption context

encryptionContext := map[string]string{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

// Create Raw AES keyring
aesKeyRingInput := mpltypes.CreateRawAesKeyringInput{
KeyName: keyName,
KeyNamespace: keyNamespace,
WrappingKey: key,
WrappingAlg: mpltypes.AesWrappingAlgAlgAes256GcmIv12Tagl6,
}
aesKeyring, err := matProv.CreateRawAesKeyring(context.Background(),
aesKeyRingInput)
if err != nil {
panic(err)
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// Encrypt your plaintext data
algorithmSuiteId := mpltypes.ESDKAlgorithmSuiteIdAlgAes256GcmHkdfSha512CommitKey
res, err := encryptionClient.Encrypt(context.Background(), esdktypes.EncryptInput{

Plaintext: [Ibyte(exampleText),
EncryptionContext: encryptionContext,
Keyring: aesKeyring,
AlgorithmSuiteId: &algorithmSuiteld,
1))
if err != nil {
panic(err)
}

BStEhicT—2F—0OHIR

BEEENEXY E—DHOBEHEIET—2F—ORZEHRTELRT., CORARNTIITAA
BeElk, BESUKRICR>TEREhEF—V 2 JZ2RHELEY, BERICEEDHIBESLTFAL
ERELEYIBZDDICRIUEET, FHXETIAR ALY, BENICRENEHFECL 2T, F—
AVT7ZARNTOF Y ERVHICEEHUETEERT, EBETERVRERISOXY E—D%ES
ITRIHEER. BTN T EZF—2HRIDCENBREEETT,

FEAEDESENEXY -2, BELTHERAEhZSYEIXF—EIC1 DOBES1L
TENETF—RF—HNHYNEITHN, BTN EXYE—JICBEHK 65535 BOESLENET—
BX—ZEEODENTEXT, BEOHDTIVX—F. ATEOBESEhLT—XF—2FEH
LTHESLEhEXYE—D2BEL, WVThEESTERLSIDAEMEI GV ET, TORR,
AWS Encryption SDK l&, XY E—JHOBES{tEnTF—2F—2FVRETET, BElkEhi
ETF—2F—DESZHAET,

EEtENETF—2F—2HIRTDICIE, MaxEncryptedDataKeys N X—X&ZFEHLFE
To cD/NTX—ZIE, AWS Encryption SDKO/N—2 32 19x BRV 22 x LBEOTXTO
HR—MNRRTOATZIVIERBTHEATEERT, ChEFAT>32 T, BSILRERVES
BFICEXMTT, XROFITE, 3SDNERZTYEVIJF—THEEBLENETF—2E2ESHLE
9. MaxEncryptedDataKeys OfElE 3 ICERELE T,

C

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();
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/* Construct an AWS KMS keyring */
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_arnl, { key_arn2, key_arn3 });

/* Create a session */
struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_DECRYPT,
kms_keyring);
aws_cryptosdk_keyring_release(kms_keyring);

/* Limit encrypted data keys */
aws_cryptosdk_session_set_max_encrypted_data_keys(session, 3);

/* Decrypt */
size_t ciphertext_consumed_output;
aws_cryptosdk_session_process(session,
plaintext_output,
plaintext_buf_sz_output,
&plaintext_len_output,
ciphertext_input,
ciphertext_len_input,
&ciphertext_consumed_output);
assert(aws_cryptosdk_session_is_done(session));
assert(ciphertext_consumed == ciphertext_len);

C#/ .NET

for AWS Encryption SDK .NET TES{tEchi7T—X2F—ZFIR TS (CIE. AWS Encryption
SDK for NET DUV ZA T hNE2A VAR AL, #7232 0 MaxEncryptedDataKeys/\
TA—ZRZEHHNOEICERELE T, XIZ. &EL 2 AWS Encryption SDK 4 > AR AT
Decrypt() XV Y REFUHLET,

// Decrypt with limited data keys

// Instantiate the material providers
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();

// Configure the commitment policy on the AWS Encryption SDK instance
var config = new AwsEncryptionSdkConfig
{

MaxEncryptedDataKeys = 3
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};
var encryptionSdk = AwsEncryptionSdkFactory.CreateAwsEncryptionSdk(config);

// Create the keyring
string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
var createKeyringInput = new CreateAwsKmsKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn
};

var decryptKeyring = materialProviders.CreateAwsKmsKeyring(createKeyringInput);

// Decrypt the ciphertext
var decryptInput = new DecryptInput
{
Ciphertext = ciphertext,
Keyring = decryptKeyring
};
var decryptOutput = encryptionSdk.Decrypt(decryptInput);

AWS Encryption CLI

# Decrypt with limited encrypted data keys

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--wrapping-keys key=$key_arnl key=%$key_arn2 key=$key_arn3 \
--buffer \
--max-encrypted-data-keys 3 \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--output .

Java

// Construct a client with limited encrypted data keys
final AwsCrypto crypto = AwsCrypto.builder()
.withMaxEncryptedDataKeys(3)
.build();

// Create an AWS KMS master key provider
final KmsMasterKeyProvider keyProvider = KmsMasterKeyProvider.builder()
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.buildStrict(keyArnl, keyArn2, keyArn3);

// Decrypt
final CryptoResult<byte[], KmsMasterKey> decryptResult =
crypto.decryptData(keyProvider, ciphertext)

JavaScript Browser

// Construct a client with limited encrypted data keys
const { encrypt, decrypt } = buildClient({ maxEncryptedDataKeys: 3 })

declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string
}
const clientProvider = getClient(KMS, {
credentials: { accessKeylId, secretAccessKey, sessionToken }

1)

// Create an AWS KMS keyring
const keyring = new KmsKeyringBrowser({
clientProvider,
keyIds: [keyArnl, keyArn2, keyArn3],
1

// Decrypt
const { plaintext, messageHeader } = await decrypt(keyring, ciphertext)

JavaScript Node.js

// Construct a client with limited encrypted data keys
const { encrypt, decrypt } = buildClient({ maxEncryptedDataKeys: 3 })

// Create an AWS KMS keyring

const keyring = new KmsKeyringBrowser({
keyIds: [keyArnl, keyArn2, keyArn3],

1))

// Decrypt
const { plaintext, messageHeader } = await decrypt(keyring, ciphertext)
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Python

# Instantiate a client with limited encrypted data keys
client = aws_encryption_sdk.EncryptionSDKClient(max_encrypted_data_keys=3)

# Create an AWS KMS master key provider
master_key_provider = aws_encryption_sdk.StrictAwsKmsMasterKeyProvider(
key_ids=[key_arnl, key_arn2, key_arn3])

# Decrypt
plaintext, header = client.decrypt(source=ciphertext,
key_provider=master_key_provider)

Rust

// Instantiate the AWS Encryption SDK client with limited encrypted data keys

let esdk_config = AwsEncryptionSdkConfig::builder()
.max_encrypted_data_keys(max_encrypted_data_keys)
.build()?;

let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Define the key namespace and key name
let key_namespace: &str = "HSM_01";
let key_name: &str = "AES_256_012";

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Generate “max_encrypted_data_keys  raw AES keyrings to use with your keyring
let mut raw_aes_keyrings: Vec<KeyringRef> = vec![];

assert!(max_encrypted_data_keys > @, "max_encrypted_data_keys MUST be greater than
0");

let mut i = 0;
while i < max_encrypted_data_keys {
let aes_key_bytes = generate_aes_key_bytes();

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name(key_name)
.key_namespace(key_namespace)
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Go

.wrapping_key(aes_key_bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagl6)
.send()

.await?;

raw_aes_keyrings.push(raw_aes_keyring);
i+=1;

// Create a Multi Keyring with “max_encrypted_data_keys ™ AES Keyrings
let generator_keyring = raw_aes_keyrings.remove(Q);

let multi_keyring = mpl
.create_multi_keyring()
.generator(generator_keyring)
.child_keyrings(raw_aes_keyrings)
.send()
.await?;

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"

)

// Instantiate the AWS Encryption SDK client with limited encrypted data keys
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{
MaxEncryptedDataKeys: &maxEncryptedDataKeys,

)

if err !'= nil {
panic(err)

}

// Define the key namespace and key name
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var keyNamespace = "HSM_0Q1"
var keyName = "RSA_2048_06"

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err != nil {

panic(err)

// Generate 'maxEncryptedDataKeys™ raw AES keyrings to use with your keyring
rawAESKeyrings := make([]Jmpltypes.IKeyring, @, maxEncryptedDataKeys)
var i int64 = 0
for i < maxEncryptedDataKeys {
key, err := generate256KeyBytesAES()
if err !'= nil {
panic(err)
}
aesKeyRingInput := mpltypes.CreateRawAesKeyringInput{
KeyName: keyName,
KeyNamespace: keyNamespace,
WrappingKey: key,
WrappingAlg: mpltypes.AesWrappingAlgAlgAes256GcmIv12Tagl6,
}
aesKeyring, err := matProv.CreateRawAesKeyring(context.Background(),
aesKeyRingInput)
if err != nil {
panic(err)
}
rawAESKeyrings = append(rawAESKeyrings, aesKeyring)
1++

// Create a Multi Keyring with "max_encrypted_data_keys"™ AES Keyrings
createMultiKeyringInput := mpltypes.CreateMultiKeyringInput{
Generator: rawAESKeyrings[0],
ChildKeyrings: rawAESKeyrings[1l:],

}
multiKeyring, err := matProv.CreateMultiKeyring(context.Background(),
createMultiKeyringInput)
if err != nil {
panic(err)
}

i

kvd

]
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BRE7 1L —DERK

KMS #—Z2FAL THESILEILET—22EEITRH5EE. BBE—RTESIS. 2FY) ., EA
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NIZRY, EATED KMS £—4, BEEENIZAWS THIURN B8RO N—FT A3 VAOF—
ICHIRENE T, RETALNEZ—RBFT23>TIN. RARNTZIT1ATT,

RORZEFEALT,. BRE7 1 ILE—ON—F 123> 0EZRELET,

=32 N—F1>3>
AWS )—>3 > aws
RED—>3> aws-cn

AWS GovCloud (US) Regions aws-us-gov

cOEIa>ofliTlE, RE7 1A IILEZA—0ERSEEZRLET, I—REEHATZHIC, Y7L
BZEAWS 7HIVN BLON—F132a>oaEMEEICEEHRIET,

C

HELWBHIZDWTIE, T AWS Encryption SDK for Cs @ "kms_discovery.cpps 2S8R L T &
L,

/* Create a discovery filter for an AWS account and partition */

const char *account_id = "111122223333";
const char *partition = "aws";
const std::shared_ptr<Aws::Cryptosdk::KmsKeyring: :DiscoveryFilter> discovery_filter

Aws: :Cryptosdk: :KmsKeyring: :DiscoveryFilter::Builder(partition).AddAccount(account_id).Buil
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C#/.NET

SEEBHICOVTIE, for NET ®DiscoveryFilterExample.cs AWS Encryption SDK ;1 2B L T
<FEEL,

// Create a discovery filter for an AWS account and partition
List<string> account = new List<string> { "111122223333" };

DiscoveryFilter exampleDiscoveryFilter = new DiscoveryFilter()
{

AccountIds = account,

Partition = "aws"

AWS Encryption CLI

# Decrypt in discovery mode with a discovery filter

$ aws-encryption-cli --decrypt \

--input hello.txt.encrypted \

--wrapping-keys discovery=true \
discovery-account=111122223333 \
discovery-partition=aws \

--encryption-context purpose=test \

--metadata-output ~/metadata \

--max-encrypted-data-keys 1 \

--buffer \

--output .

Java

FHELWBHICDWTIE, T AWS Encryption SDK for Javay ®
MDiscoveryDecryptionExample.javay Z2ZBL T &,

// Create a discovery filter for an AWS account and partition

DiscoveryFilter discoveryFilter = new DiscoveryFilter("aws", 111122223333);
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JavaScript (Node and Browser)

MBI DOVWTIE, T AWS Encryption SDK for JavaScripty @ "kms_filtered_discovery.ts
(Node.js) & "kms_multi_region_discovery.tsy (7 ZH#) 2SBL TS EE L\,

/* Create a discovery filter for an AWS account and partition */
const discoveryFilter = {

accountIDs: ['111122223333'],

partition: '

aws"',

Python

ELWVWBHICDWTIE, T AWS Encryption SDK for Pythony @ Tdiscovery_kms_provider.py, %
SRLTLSEEL,

# Create the discovery filter and specify the region
decrypt_kwargs = dict(
discovery_filter=DiscoveryFilter(account_ids="111122223333",
partition="aws"),
discovery_region="us-west-2",

Rust

let discovery_filter = DiscoveryFilter::buildex()
.account_ids(vec![111122223333.to_string()])
.partition("aws".to_string())
.build()?;

Go

import (
mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"

)

discoveryFilter := mpltypes.DiscoveryFilter{
AccountIds: []string{111122223333},
Partition: "aws",

}
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(@ Note
MEBESLIYTFANCMM E, RON—232TOHEYR—KRERTVET,

« MO/X—< 32 3.x AWS Encryption SDK for Java
 for NET ®/\Y—> 3> AWS Encryption SDK 4.x

« Z7'3 3> ® Cryptographic Material Providers Library (MPL) k1B & L EICER T35
& @ AWS Encryption SDK for Python®/N\—< 3 > 4.x,

« AWS Encryption SDK for Go ®/Y\—= 3> 0.1.x LAB&
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BHENLEXY DR EBESHTEREA, BEILKICEELLEOLRAUF—CEORTZHIGETS
VEFHYNET,

/A Important

EELDIYTFANTHEZF—ICENEZBERIZ P ZEECKRFLTKEEZL, BS
LEICE, BUF—ETNICHSTRIEZBERATEILEN BT, BEBZF—Z8H
RTERBRVEE, BStehXvE—2RESKLTEREREA,

ROBITRE, BESESHKITHFANCMM ZFEAL TAWSKMS F—U 2 JZ2HBILLET,

C#/ .NET

var encryptionContext = new Dictionary<string, string>()

{

{"encryption", "context"},

{"is not", "secret"},

{"but adds", "useful metadata"},

{"that can help you", "be confident that"},

{"the data you are handling", "is what you think it is"}
};

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

// Instantiate the keyring input object

var createKeyringInput = new CreateAwsKmsKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = kmsKey

};

// Create the keyring
var kmsKeyring = mpl.CreateAwsKmsKeyring(createKeyringInput);

var createCMMInput = new CreateRequiredEncryptionContextCMMInput
{

UnderlyingCMM = mpl.CreateDefaultCryptographicMaterialsManager(new
CreateDefaultCryptographicMaterialsManagerInput{Keyring = kmsKeyring}),
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// If you pass in a keyring but no underlying cmm, it will result in a failure
because only cmm is supported.
RequiredEncryptionContextKeys = new List<string>(encryptionContext.Keys)

};

// Create the required encryption context CMM
var requiredEcCMM = mpl.CreateRequiredEncryptionContextCMM(createCMMInput);

Java

// Instantiate the AWS Encryption SDK
final AwsCrypto crypto = AwsCrypto.builder()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// Create your encryption context

final Map<String, String> encryptionContext = new HashMap<>();
encryptionContext.put("encryption", "context");

encryptionContext.put("is not", "secret");

encryptionContext.put("but adds", "useful metadata");
encryptionContext.put("that can help you", "be confident that");
encryptionContext.put("the data you are handling", "is what you think it is");

// Create a list of required encryption contexts
final List<String> requiredEncryptionContextKeys = Arrays.asList("encryption",
"context");

// Create the keyring

final MaterialProviders materialProviders = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsKeyringInput keyringInput = CreateAwsKmsKeyringInput.builder()
.kmsKeyId(keyArn)
.kmsClient(KmsClient.create())
.build();

IKeyring kmsKeyring = materialProviders.CreateAwsKmsKeyring(keyringInput);

// Create the required encryption context CMM
ICryptographicMaterialsManager cmm =
materialProviders.CreateDefaultCryptographicMaterialsManager(
CreateDefaultCryptographicMaterialsManagerInput.builder()
.keyring(kmsKeyring)
.build()
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);
ICryptographicMaterialsManager requiredCMM =
materialProviders.CreateRequiredEncryptionContextCMM(
CreateRequiredEncryptionContextCMMInput.buildex()
.requiredEncryptionContextKeys(requiredEncryptionContextKeys)
.underlyingCMM(cmm)
Lbuild()

);

Python

MHEEES{I] TF AN CMM AWS Encryption SDK for Python T Z#R9 %Ik, XTU7
L7ONAE—=Z47Z1) (MPL) £EERATDHEN BV ET,

# Instantiate the AWS Encryption SDK client
client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# Create your encryption context
encryption_context: Dict[str, str] = {
"keyl": "valuel",
"key2": "value2",
"requiredKeyl": "requiredValuel",
"requiredKey2": "requiredValue2"

# Create a list of required encryption context keys
required_encryption_context_keys: List[str] = ["requiredKeyl", "requiredKey2"]

# Instantiate the material providers library
mpl: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create the AWS KMS keyring
keyring_input: CreateAwsKmsKeyringInput = CreateAwsKmsKeyringInput(
kms_key_id=kms_key_id,
kms_client=boto3.client('kms', region_name="us-west-2")

)

kms_keyring: IKeyring = mpl.create_aws_kms_keyring(keyring_input)

# Create the required encryption context CMM
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underlying_cmm: ICryptographicMaterialsManager = \
mpl.create_default_cryptographic_materials_managexr(
CreateDefaultCryptographicMaterialsManagerInput(
keyring=kms_keyring

required_ec_cmm: ICryptographicMaterialsManager = \
mpl.create_required_encryption_context_cmm(
CreateRequiredEncryptionContextCMMInput(
required_encryption_context_keys=required_encryption_context_keys,
underlying_cmm=underlying_cmm,

Rust

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client esdk_client::Client::from_conf(esdk_config)?;

// Create an AWS KMS client
let sdk_config =

aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client: :new(&sdk_config);

// Create your encryption context

let encryption_context = HashMap::from([
("keyl".to_string(), "valuel".to_string()),
("key2".to_string(), "value2".to_string()),
("requiredKeyl".to_string(), "requiredValuel".to_string()),
("requiredKey2".to_string(), "requiredValue2".to_string()),

D)7

// Create a list of required encryption context keys

let required_encryption_context_keys: Vec<String> = vec![
"requiredKeyl".to_string(),
"requiredKey2".to_string(),

)7

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
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// Create the AWS KMS keyring
let kms_keyring = mpl
.create_aws_kms_keyring()
.kms_key_id(kms_key_id)
.kms_client(kms_client)
.send()
.await?;

kms_multi_keyring: IKeyring = mat_prov.create_aws_kms_multi_keyring(
input=kms_multi_keyring_input

// Create the required encryption context CMM

let underlying_cmm = mpl
.create_default_cryptographic_materials_managexr()
.keyring(kms_keyring)
.send()
.await?;

let required_ec_cmm = mpl
.create_required_encryption_context_cmm()
.underlying_cmm(underlying_cmm.clone())
.required_encryption_context_keys(required_encryption_context_keys)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"
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// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err != nil {

panic(err)

// Create an AWS KMS client

cfg, err := config.LoadDefaultConfig(context.TODO())

if err != nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = defaultKmsKeyRegion

b
// Create an encryption context
encryptionContext := map[string]lstring{
"encryption": "context",
"is not": "secret",
"but adds": "useful metadata",
"that can help you": "be confident that",
"the data you are handling": "is what you think it is",
}

// Create a list of required encryption context keys

requiredEncryptionContextKeys := []string{}

requiredEncryptionContextKeys = append(requiredEncryptionContextKeys,
"requiredKeyl", "requiredKey2")

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

// Create the AWS KMS keyring
awsKmsKeyringInput := mpltypes.CreateAwsKmsKeyringInput{
KmsClient: kmsClient,
KmsKeyId: utils.GetDefaultKMSKeyId(),
}
awsKmsKeyring, err := matProv.CreateAwsKmsKeyring(context.Background(),
awsKmsKeyringInput)
if err != nil {
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panic(err)

}

// Create the required encryption context CMM
underlyingCMM, err :=
matProv.CreateDefaultCryptographicMaterialsManager(context.Background(),
mpltypes.CreateDefaultCryptographicMaterialsManagerInput{Keyring: awsKmsKeyring})
if err != nil {
panic(err)
}
requiredEncryptionContextInput := mpltypes.CreateRequiredEncryptionContextCMMInput{
UnderlyingCMM: underlyingCMM,
RequiredEncryptionContextKeys: requiredEncryptionContextKeys,

}
requiredEC, err := matProv.CreateRequiredEncryptionContextCMM(context.Background(),
requiredEncryptionContextInput)
if err !'= nil {
panic(err)
}
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--buffer NTX—ZHNBAEhELIL, HOSERETR., BFONY I 7V THEZFERT
ZE T, (NET AWS Encryption SDK A FARNU =T ZHR—KNLTVEEA ),

FORNBEDBEVWTILIAUXLARAA—NEEALTVRBAR, SFESERET decrypt-
unsigned MEEEBAL T EE L, COMETRESKLTFAN ESENETH. BENER
BFFARNERETDEABUET, HMICOVTR, "TFPLIOUZLAL—REERT S, 55
BLTEE W,

T—RF—0OF vV

—BWIC, F—E2F—OBIATHEOHLEEAN,. AWS Encryption SDK IZlF. TF—2F—0DH

MAZFRIZT—EF—F+r+v221FAT72aFABEEHATVET, F—XF—F vV 1TR,

—BOTTIVT—=23a>ONT7 =X VAN EEL, F—AVTFANZIVFYORFEHLIRBY E
T, XERBETCT—EF—FvV212EATREIC, EFIVTALEVMEZRELTTANL,

TF—RF—ZBIATEZCEOXVY RNFFAVY REELEBE>TVWA L ZBERLTLSEEL,

ANV=Z2TF—2DEE 83



AWS Encryption SDK FROYN—HA R

N F—ANF AWS Encryption SDK

Tl& AWS Encryption SDK, ¥F—A KTk, BEEAWSKMS ¥—1 I THERAENBIBEET—X%
#3¥9 % Amazon DynamoDB 7—7 )L T3, F—AKMTIFk. BEBFX—V>J2FERAL THES{LANR
L—232%&RET92 AWSKMS 2HIC IR UL TITSBENHEI2FOCHELOBERS TOICKILS
F7,

F—ARNTE. BEFX—V2INFIORO—THEBSLZERITL, F—FBSLF—ZRETBDLHIC
FRTZ T FF—2RBEBLVOEELET,. F—ANTR, POT17 BT S0FF—EUHD
IRTON—=23a>0TS0FF—28RELES, PITATBTZU0FF—F, 750FF—0K
FIN—23>TT, BEXF—VU TR, BELLVIIARNIEIL—EDTF—XBES{LF—&EFEAHL.,
TIOTATRBRISUOFF—HDSRELE—BEOSVEITXF—AFHALTETF—AESILF—2ES
LLET. BBFXF—V TR, TOTA7BTS0FF—&, TOEHSYED TF—0OBICHELE
NEREEICHILET,

*—ANFOABE S
F—ARNT
To50FF—E-—0F—BEOEET—R2%ZHRET S DynamoDB T—7 )L,
IL—KhF¥—
F—ANTAOTZ0FF—EeE-O0F -4 L TRET D RHESL KMS F—,
To50FF—
IRA-T7HEStAD—E0ZvE Y IJXF—Z2BBITHLHICEINAE NS TF—2F— 12
NDF—ARNTICEBOT S0 FF—2ERTEETY, FT50FF—EF—EIC1 2070574

TBTZOFF—N—2320REFIDENTEES, PIOTATRBRITSUOFF—RG, 75>
FE—OEHN—>32TY,

75 FF—I&. kms:GenerateDataKeyWithoutPlaintext AR L —3 3 > AWS KMS keys % {§
LTEHEIET,

SvE> T *—

EELARL =230 CHEATCND TF— ARSIt F—2RBSLITHEOICERAENEZ—EDT—
9:\:_0

SYTF—RETSUOFF—PESMELET, F—EBTOLAOFEM-COVTIE, AWS KMS
REEF—1) T OEMNEEFM, 25BL TS EEV,
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7 — SRS {LF—

EEILARL -3V THEATZNDZTF—2F— BEF—V2JR@. BSHEUIIARNIEIC—
BEOTF—SBESF—ZFEALET,

R/MFHEDT VL AFFADRE

F—ARNTEAWSKMS BEF—V>2J%2FEATRERR. XOO-ILZERL THRNMFHEDORA
RS CEZHBAHOLET,

F-ANTEERE

F—ARNTERBRERF. F—ARNTE, F—ARNTHIREBLCREITDZD /0 FF—ZEES
KUVEBEEBLET, F—ANTEEERK, F—ARNT7EL THEET S Amazon DynamoDB 57—
INDEZAKERZF OE—DI—HF—THIVENHYNET, chsld, CreateKeyX
BREDBENBRERBEARL—2IAVICTIOEATEDH—OI—HF—THBI3LENfHYE
FVersionKeyo cnS5DANRL =232k, F—ANTTIOAVEBHNICRETIHEICD
HETTEET,

CreateKey &, F—ARNTHFITUANIHLWVKMS ¥— ARN Z EBINTE 2 HEARL — 3
VT COKMS F—lk, ILOWTFIOTATBTSOFF—%ERTEELET,. KMSF—HTZ
FF—ANTICEMEND L, HIRTERBRVESD, COARL =232 AOT I EAEZFRT
DLEBEBHOLET,

F—ARTI—H—

BEAEDHE, F—ANTI—H—R&, F—2z2ES5L,. B5. BE. RIAETHHEIC. BE
F—UDTENLTORF—ARNTERRYLET, TOLO, F—ARTELTHETS
Amazon DynamoDB T—7 )LADFHRKEY T IO CAFTO AN MBETT, F—ANFI1—H—
. . . BEDBSILARL -3V ZAREICTRIFERAARL—23VIZOKT I ELATIHE
N&H') £FGetActiveBranchKeyGetBranchKeyVersionGetBeaconKey, RT3 75> F
F—ZERFELREETDILOHOT IV EAFTRLESH Y EFE A,

F—ARNTTOAVHNEBENCEREETATVZEE, FLEREALCEEENTVSRIES, £
RBEZRITITEXRT, F—ARNTT7IIAVHIREAICKRETATVSREE. EEEARL—
23 (CreateKey B &KV VersionKey) ZR{TTD LR TEER A,

TS50FF—ARNTEREN TS OFF—ARNTICERDO KMS F—ZHFUANIERL 5
Bk, BBFX—V >IN EHBOKMS F—Z2FEATEDLSIC, F—ANTI—H—"»F—AK
TT702a>aHAICKRETRCEEZHHOLET,
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AWS Encryption SDK FROYN—HA R
F—ARNTZEKTS

770FF%F—2{ERULIVAWSKMS . EEFXF—U Y J 2RISR, 770FF—2EEHLY
"9 % Amazon DynamoDB T—7 )L THBF—ANTEZERTIHEN HVET,

/A Important

TS50 FF—%R¥ET S DynamoDB T—7 L ZHIBRL BZVWTLEE WV, COT—7I)LZH|
BRIde, BEFXF— J2ERAL TESILENET—RE2ESTERLILBEYET,

N=TFT1423>F—V—rF—IIHEBROXFIEZERAL T, Amazon DynamoDB F*AX 0OV
N=HARDO "T—TILOER I OFIEICHWVET,

N—F4vavs— Y—hF—

R—AF—T) branch-key-id type

WEF—ARNTH

F—ANTELTH#EET S DynamoDB T—7I)LICBETZEF TR L&, F—ANTTO>av a5k
ETHEEBETIREFT—ANTEEZEEIRNTAIENEETT, REF—ANTRRBGFF—
ARNTOHEBFELTHEL, BIOI—H—INRUICERBLI-RBIEETEXRLEA, F—AKNTT
9232 TlE, BICEUREBF—ARNTREBETIHLEN HVET,

DynamoDB T —7 LB ERBF—A RN TR OBICIE one-to-one DY YEV TN MBETT, WEF—
ARNT7H&E, DynamoDB DETARL =23V ZBRNLTDEHIC, T—7ILICERENTVS T
RTOTF—RICEBSHICNA > RENET, REF—ANTEIE DynamoDB T—7 LB LR EX
BIEEN BV ETAH, DynamoDB T—T LB EREBXF—ARNTRBELTEETD L 2E<BED
LET, NV IFTYTHNS DynamoDB T—7 I EEXT L ERICT—TIILBHIEEENLEEE, RE
F—ARTEZZHL LV DynamoDB F—7 L BICIYE I LT, BBXF—U > IFlEHKEF—2A
RFPICTOEATEDRSICTBDCENTEERT,

WREF—ARNTRICHBERPEBZERZSHEVTLSEETV, REBEF—ARNTHBIE. AWSKMS
CloudTraill IR R TTL—2FFARNT ELTERRENE T tablename,
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NOES |

1. the sectioncalled “¥—ANFT T O3 %RETD”
2. thesectioncalled “7 S FF—%&ERTS”
3. AWSKMS EE+—1) T %ERT D

F—ARNTTO23AV%EETS

F—ARNTFTOIAVEGE, I—F—NDNERITTEZIARL—>32E, AWSKMS TOREEF—1) >
IHFF—ARNTICFTVARENRTVDKMS F—ZEDRSICFERATRIHNZRELET, . XD
F—ANT T U3 2E&E AWS Encryption SDK ZHR—KMLTVWET,

d:Y)

F—ARNTZBENWIIRETDE., F—AMTR, F—ANTFTFIIIVERET
%kmsConfiguration& &2 THEL = KMS ¥— ARN ([CEEMNS TSN KMS F—DhEfE
BATEET, 750FF—0EK. N—2aZ>2Y, LEEEBEICEO KMS £— ARN AFH4E
Ligae., AN AO—EhET,

TIYILFV—232 KMS F—ZIEETE £9 HFkmsConfiguration, V=23 &2ELF—0
ARN 244 KMS F—2SRELET SV FF—ICRBEIhE T, IOV -3 THF—%IEE
TRCERFRTEFRREA, EZ—HEEBICE, F2E<K<EUNILFU—a2F—%IEEITIH
ENFHYUET,

F—ARNTTOa22BNICRETDE., FRAARL—>3Y

(GetActiveBranchKey, GetBranchKeyVersion, GetBeaconKey) EEBARL—2 3>
(CreateKey 8LV ) ZR{TTE XTI VersionKey, CreateKeyld, F—ARMTEHFAUARNIC
FULWKMS ¥+— ARN ZEMTEDRHEARL—>3I2TT, COKMS F—i&F, sILWLWF D
TATRBTSVFF—BERTEET, KMSF—HAF—ARNTICEMEND &, HIRTERWE
H, COARL—=>3ANOT IV AZHRIBDEZHEBOHLET,

HE

BRERICFEF—ARNTTIOI3a2%RETRIE, F—ARNTRERF—ARNTTHAVANIEGZEZ O
TWBEEND AWS KMS key ARN ZERTE X T, LEL, YILFU—-T32 KMS F—H"H4E
L. F—OARNDOU—=23a>HAERAENTVS AWSKMS V547> b -3 e—HL
BZWEE, FIANFAO—EhET,
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BREBICF—ARNTERETDHES. CreateKey® BENEBARL -3 A2RTITDEL

FTEFEHAVersionKey, BES{L, BF, BR. RIAEARL—23a2Z2BWCITHEAAR

L—>3>0&EETTEET, FHEICOWVWTIE, Tthe section called “S/MSHED T 01 AT

NEE 2ZRLTIEET,

F—ARNTTO2I3A2ZRETS

F—ARNTTOIAVERETRHIC, RAOBMEFRGEZHLELTVD L ZHAEL TSV,

. Eﬁ@'%ﬂ\%?ﬁ"ﬁ%ﬁ'& l/—:/ AVERELET, FMICOVWTIE, Mthe section called “S/M&

EOT IV EAHADERE" ) 25RLTSEEL,
- WEF—ANTHEZERTS

DynamoDB T —7 )L BERBF —ANTBOMICIE one-to-one DY YEV TN UETYT, WIE

F—ARNT R, DynamoDB EXARL —> a2 &2EHRILTIEHIC, T—TIILILREEATV

P2IRNTOF—RICHESHICNA RENET, KRYOI—HF—IFHIAVICEBLLRIEETER

BA. F—AKT7T702a>Tl,. BLEAUREBF—ARNTEEZEEIZIZEN BV ET, FMIC

2L T, Tlogical key store names 2B L T &V,

BT

ROBITIEE, F—ARNTTOIaVEBNICRELET. F—AMT7EL T#EET S DynamoDB
T—7ILOEZF., F—ANTOREBEE. WHES{L KMS ¥—%EEIT25 KMS £— ARN #EET
PRENHYNET,

(® Note

F—ARNTH—EAZBNICRETSHEER, BEL L KMS ¥— ARN ZEEICKREIL T
EEW, CreateKey AXRL—2 32k, KMSF*F—ARN Z27 S FF—ARNTOFHFATU A
NCEMUET, KMSF—HAT7Z0FF—RARNTICEMEND L, BIRTD LRI TEFRE
Ao

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()
.ddbClient(DynamoDbClient.create())
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.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.kmsKeyArn(kmsKeyArn)
.build())
.build()).build();

C#/ .NET

var kmsConfig = new KMSConfiguration { KmsKeyArn = kmsKeyArn };
var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = kmsConfig,
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName

};

var keystore = new KeyStore(keystoreConfig);

Python

keystore: KeyStore = KeyStore(
config=KeyStoreConfig(
ddb_client=ddb_client,
ddb_table_name=key_store_name,
logical_key_store_name=logical_key_store_name,
kms_client=kms_client,
kms_configuration=KMSConfigurationKmsKeyArn(
value=kms_key_id

),

Rust

let sdk_config =
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let key_store_config = KeyStoreConfig::builder()
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.ddb_client(aws_sdk_dynamodb: :Client: :new(&sdk_config))
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.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key_store_name)
.kms_configuration(KmsConfiguration: :KmsKeyArn(kms_key_arn.to_string()))
.build()?;

let keystore = keystore_client::Client::from_conf(key_store_config)?;

Go
import (
keystore "github.com/aws/aws-cryptographic-material-providers-library/mpl/
awscryptographykeystoresmithygenerated"
keystoretypes '"github.com/aws/aws-cryptographic-material-providers-library/mpl/

awscryptographykeystoresmithygeneratedtypes"

)

kmsConfig := keystoretypes.KMSConfigurationMemberkmsKeyArn{
Value: kmsKeyArn,

}

keyStore, err := keystore.NewClient(keystoretypes.KeyStoreConfig{
DdbTableName: keyStoreTableName,
KmsConfiguration: &kmsConfig,
LogicalKeyStoreName: logicalKeyStoreName,
DdbClient: ddbClient,
KmsClient: kmsClient,

1))

if err !'= nil {
panic(err)

}

BEDREE

RO OBITE, MEAOF—ARNTFTOIIVEBRELET, F—ANTELTHETS
DynamoDB 7—7 LD BRI EMEBF—ARNTEBEZEETIHEN HYET,

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.buildexr()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
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.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.discovery(Discovery.builder().build())

.build())
.build()).build();

C#/ .NET

var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = new KMSConfiguration {Discovery = new Discovery()},
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName
};

var keystore = new KeyStore(keystoreConfig);

Python

keystore: KeyStore = KeyStore(
config=KeyStoreConfig(
ddb_client=ddb_client,
ddb_table_name=key_store_name,
logical_key_store_name=logical_key_store_name,
kms_client=kms_client,
kms_configuration=KMSConfigurationDiscovery(
value=Discovery()

),

Rust

let key_store_config = KeyStoreConfig::builder()
.kms_client(kms_client)
.ddb_client(ddb_client)
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key_ store_name)

.kms_configuration(KmsConfiguration::Discovery(Discovery

.build()?;

::builder().build()?))
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Go

import (

keystore "github.com/aws/aws-cryptographic-material-providers-library/mpl/
awscryptographykeystoresmithygenerated"

keystoretypes "github.com/aws/aws-cryptographic-material-providers-library/mpl/
awscryptographykeystoresmithygeneratedtypes"

)

kmsConfig := keystoretypes.KMSConfigurationMemberdiscovery{}
keyStore, err := keystore.NewClient(keystoretypes.KeyStoreConfig{

DdbTableName: keyStoreName,
KmsConfiguration: &kmsConfig,
LogicalKeyStoreName: logicalKeyStoreName,
DdbClient: ddbClient,
KmsClient: kmsClient,

)

if err !'= nil {
panic(err)

}

TFOTATRITISOFXF—%ERTS

TS50FF—k, AWSKMS BEEF—1) > AWS KMS key A'RUHL OEE RS T ICEH
T2 HASMELETF—EF—TT AWSKMS, PFIOTATBTSUOFF—F, 750FF—0OKH
N—=23a>Td, BEF—JJF. BE{LUVIIARNIEILL—ENDTF—RF—ZERKL, TOTA
TBTSOFF—DESMELE—BENSYEIVF—2FEALTETF—E2F—Z2ZBBHLLET,

FLOWTPOTATBTSUFF—RERTDICEK, F—ARNTTIOIaVEzENIRETILEND
\V&ET, CreateKeyld, F—ARTT7IV>aVRETEEENE KMS ¥— ARN 2+ —ANTFF
AVANCEMTDBIEARL—23 20T, RIC, KMSF—2FRALTHLWTIOT AT 4TS
UFF—FEERLET, KMS F—NF—ARNTICEBIMEND &, HIRTERWLESD, COARL—
2AUANDT IV EAZHRIDEZHEOHLET,

F—ARNTT1DOOKMS F—ZHFAVANCERIDZEE, F—ARNTTIIAVERETEEL
7= KMS ¥— ARN ZE# L TCreateKeyBEFUPHT & T, 8O KMS F—ZFFT ) ANCE
BIBDCEETEERT, BHOKMS F—ZFFAJANIERTDES., F—ANTI1I—H—&. 7
VDEATEDRF—ARNTPTHAVANIBBENEFEFEOF—ZFERATEDRSIC, F—ANTTY
AVEBRBACKRETDIHENHYET, FHMICOVWTIEE, Tthe section called “F—ARNF T ¥
TAVEFBETD) ZSZRLTLEEL,
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MBI T VA

To50FF—2ERTRICE, F—ARNTTIIVTEEENLZKMS F—IZ1T S
kms:GenerateDataKeyWithoutPlaintext # & ¥ kms:ReEncrypt 7 7 E AF A MRETT,

TS50 FF—%EHTS

ROARL—=23 20T, F—ARNTTOAVERETEELE KMS F—Z2FRALTHLWVWT S
FTATBRITISUOFF—%#ERL, F—ARNTEL THEET S DynamoDB T—7IWICTOT 14 T 7
SoFF—=EMLULET,

CreateKey ZHUHTMRIC, ROATZ AV DEZEETDIEZBRTEET,
» branchKeyIdentifier: H# A& /A branch-key-id ZE&ULE T,

N AR L branch-key-id ZER TS IZIE, encryptionContext N X—ZRIZEBMOES{L]
VTHFARNEEDRIHEEDHET,

« encryptionContext: &, kms:GenerateDataKeyWithoutPlaintext FOPH U ICEFE N B S
VTHFANTEMOREILET—F (AAD) ZRRMHTES—IL Y NUAADF—ELEORTOFT 3
vEYRNEERLET,

COBMNOBEITFANE aws-crypto-ec: 7L 71V VRELEEIZRRENE T,

Java

final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("Additional Encryption Context for",
"custom branch key id");

final String BranchKey = keystore.CreateKey(
CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL
.encryptionContext(additionalEncryptionContext) //OPTIONAL

.build()).branchKeyIdentifier();
C#/ .NET

var additionalEncryptionContext = new Dictionary<string, string>();
additionalEncryptionContext.Add("Additional Encryption Context for", "custom
branch key id");
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var branchKeyId = keystore.CreateKey(new CreateKeyInput
{
BranchKeyIdentifier = "custom-branch-key-id", // OPTIONAL
EncryptionContext = additionalEncryptionContext // OPTIONAL
18

Python

additional_encryption_context = {"Additional Encryption Context for": "custom branch
key id"}

branch_key_id: str = keystore.create_key(
CreateKeyInput(
branch_key_identifier = "custom-branch-key-id", # OPTIONAL
encryption_context = additional_encryption_context, # OPTIONAL

Rust

let additional_encryption_context = HashMap::from([

("Additional Encryption Context for".to_string(), "custom branch key
id".to_string())
1);

let branch_key_id = keystore.create_key()
.branch_key_identifier("custom-branch-key-id") // OPTIONAL
.encryption_context(additional_encryption_context) // OPTIONAL

.send()
.await?
.branch_key_identifier
.unwrap();
Go
encryptionContext := map[string]lstring{
"Additional Encryption Context for'": "custom branch key id",
}
branchKey, err := keyStore.CreateKey(context.Background(),

keystoretypes.CreateKeyInput{
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BranchKeyIdentifier: &customBranchKeyId,

EncryptionContext: additional_encryption_context,
1))
if err != nil {

return "", err
}

F£9. CreateKey ARL =2 I3 VICEK ) ROENAERENFET,

* branch-key-id ®/X—=< 32/ 4 Universally Unique Identifier (UUID) (B AR L branch-key-id
ZEEL LBEZRL),

« TSUFF-N—=T3>O/N—T32 4UUD

« ISO 8601 O HEFFZR M timestamp (HEHRE (UTC)).

RIZ, CreateKey ARL—23a> ik, UTFTOVIIANEZFERALT
kms:GenerateDataKeyWithoutPlaintext 2 FFHH L £ 9,

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : "type",
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
1,
"KeyId": "the KMS key ARN you specified in your key store actions",
"NumberOfBytes": "32"

RIZ, CreateKey #BEWE kms:ReEncrypt UL, SV THFARNEEHLTTISOF
F—OT7IOT47LI—REERLET,

R#IZ, CreateKey AARL —2 3 & ddb:TransactWriteltems ZF O HL T, ATY 7 2 THERL
TN T S0 FF -2kt TBFHLVEREZEEAAET, BEEICEROBEN HYVET,

"branch-key-id" : branch-key-id,
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"type" : "branch:ACTIVE",

"enc" : the branch key returned by the GenerateDataKeyWithoutPlaintext call,
"version": "branch:version:the branch key version UUID",

"create-time" : "timestamp",

"kms-arn" : "the KMS key ARN you specified in Step 1",

"hierarchy-version" : "1",

"aws-crypto-ec:contextKey": "contextValue"

FPOTATRISZUOFF—20—FT—232FB

BETS0FF—OEOIL—EBELFETERTITATBN-23 V@1 2EFTY, BE. 7V
TATBRETSVFF—N—232@F, BEROVIIANERBLEIEOICERAEhET, £EL,
A—H—DFTFOT47 87T Z0F*—2BIAAIT@EEEHHEL., TOT /BT FF—%0—
T—YAVIRHEEERELET,

T7S50F%—i, 7L—VTFFARNTF—RF—OBES{LICREREhELA, oS, 7L—>

FEFARNTF—ARF—ERENLTEI—BEOSYEVIX—2BHIBZEHICEREhET, SyEY

JF—EBHTOLATR, 28 N1 NDSUALEERBRXE—BOR2N1NOSYEYTF—H4&

RENET, Chid, BEOBEARETRHIC, 7S5OFF—H7BOBH. 2% 2% %2823

—ENSYE I F— B BHTEDEEEBHRLET., COLDICHETIURIRBBH TELVED
D, ESZAL—ILPZH, BEOREICEY, POTA7BTS0FF—0O0—FT—2avFRE
B2 EENFHYET,

T7I20FF—OF0T47B8N—=232@, O—T—23VENBETTITATRERERYE
T RBION—23>20F 0T 178750 FF -, BEAEFIRL—2a2V0RTICEERAE L
T, HLLWSYEDIF—OBBICRERATETRAN, 5IEHREIVITVEETL. 7OT17HIC
EESILLIETF— 3 F—Z2BETRLOOTVEJXF—2RHTEET,

KEBT O AHT

T7o0FF—20—7T—>320F3IC, F—ARNTT7I23a2THEEENLKMS F—ICHT S
kms:GenerateDataKeyWithoutPlaintext & & T kms:ReEncrypt 7 7 E AF U BET T,

TOTATBRTZUFF*F—20—F7T—>329%

VersionKey ARL—2 3 & ERALT, 7974787 50FF—20—-FT—>3 2 LFT,
TOTATRTZSUOFF—2O0—FT—2320F3E, LEON—2a v z2BERAZEHICHL
WIS UFF—HNERENES, POT4 768750 FF—%20—F7—>3>LTE, branch-
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key-id FEDV EH A, VersionKey ZRTHITHIC, BETITATBTZ0FF—2BAl7
% branch-key-id ZIEEETH HXEN BV ET,

Java

keystore.VersionKey/(
VersionKeyInput.builder()

.branchKeyIdentifier("branch-key-id")
.build()

);

C#/.NET

keystore.VersionKey(new VersionKeyInput{BranchKeyIdentifier = branchKeyId});

Python

keystore.version_key(
VersionKeyInput(
branch_key_identifier=branch_key_id

Rust

keystore.version_key()

.branch_key_identifier(branch_key_id)
.send()

.await?;

Go
_, err = keyStore.VersionKey(context.Background(), keystoretypes.VersionKeyInput{
BranchKeyIdentifier: branchKeyId,
1)
if err !'= nil {
return err
}
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F—U27

HR—RENTWBTOISIVIERORETE, F— UV TEEALTIVARO—JEE{LES
TLET, F—2F—0ER, e, BSE. F—UIJL&2TTbNET, F—UVTH, 2
NENOXY E—VERBTH—BOF—F—0OY—RE, TOF—AF—EEELTE SVE
SO F— ERELET., F—ULTRESBICETL. #SBCRALF—ULIAROF—1)
DUBEELET. SDK TREENBF—UD Y EEATIN, BRAROSIMEADHARLF—
UV EERTEET,

EFX—VUUZERNCERTZDD, F—VDITZBHEDETIINTFF—VTILTRENTER
T, BEAEDF—VVITRT—EF—ZENR, BEIL. BREFESIDENTERTY, BE
DARL—=232Z 1 2DHRITIDF—VT (B TF—EF—OHhEERTEDFT—)2T) ZER
L., BOF -V T ELHAEDETHEATRIENTEET,

SvEJF—%REL., AWS Key Management Service (AWS KMS) ZEES{L L& WEFEIZ AWS
KMSkeys LBEW ZFEATRF -2 IJRKE, REBFERATHESHLARL -3V ZEERTTS
AWSKMS ¥—U 2 J%#ERTH L Z2HBAOLET, £, N—RIIT7EF2VF4ED1-)
(HSM) ICRBFEENTVBRSYE TF—PHONAZ—F—H—ERACL > TREENTVSESY
B OFX—aFERTRZIF—) IV EERTDEETEET, FHMICOVTIE, AWS Encryption
SDK £#:® hEY U TKeyring Interface; 2B L TS E&E L,

F—D)2JF, OTOATS IV IERORETHEATABIVAZ—F—EXAZ—F—70ONA
A—DEEZRZLET, AWS Encryption SDK DELBZDERBERZFEAL TTF—RXZ2BSEE K
CESTIHER. RITEEMOHDIF—VU U JTEXARAZ—F—TONA A 2FRALTLSEEV, 7
MICOVWTEE, "TF—UTJ0E#HEM, 22RBLTIEETL,

CcOREYOTR, OF—)THEEEFERT S %L AWS Encryption SDK &, F—1J T &EIR
ITRHFEIICOVTHBELET,

F—U2TDOLL &

F—REES{LTDE, AWS Encryption SDK EF—U > JICEBITUTILZERLET,
F—U2JRG, TL—2FFANTF—ROF—&, F—UTOETYEYTF—ICK>THESI
ENEF—E2F—0OIE—%RLET, AWSEncrypton SDK ik, 7’L—>FFANF—&EFEAL
TTF—RZEESHKL, 7L—TFTFARNT—ZRF—ZWHELE T, R, &, BSLehETF—X
F-ESFlLENET—RZECHEF{LE XY £— AWS Encryption SDK ZIRL £ ¥,
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AWS Encryption SDK

Cryptographic Materials Manager (CMM)

| A

_ p Plaintext data key
Get encryption

materials
‘ Encrypted data keys
k
Keyring
Wrapping Key 1 Wrapping Key 2 Wrapping Key 3

T—REEETRIHEE. TROBESHIIEALLOELRAUF—UDITZERATRIEE, BlOF—
VDO %ERTIBRCEETERT, T—RZ2ESITRICE., BESHLF-—VIFBESHKF—I2TD
PREEE1DOTVEVTF—ZBATVWD (RERTIVEATED) BENHYET,

&, BElbtehiETF—RF—ZBEtE XY E—Dh5F—1) (2 AWS Encryption SDK &
L. F=U2T00VThHAZETITEIRSICERLET, F—VUJRE., SvEVIF—FEAL
TEStenEF—R2F—0LWThhrzeESL, T7L—2TFANOTF—RF—ZRLET, AWS
Encryption SDK &, 7L —>FTFAMNODF—2F—2FALTF—2Z2EBSLET. F—U2TD
FYEVITF—OVWThEF/SENET—FF—%2EBSTERVEEGRE. BESEXKRLET,
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AWS Encryption SDK

Cryptographic Materials Manager (CMM)

| A

Get decryption

materials Encrypted data keys *

L

Plaintext data key

Keyring
Wrapping Key 1 Wrapping Key 2 Wrapping Key 3

B-F—ULIEERATHL. BURA TERRERD A TOF— U I EEAADETILT
F—ULICTRCELTEERT, FRERBLTIE, ILFF—UDTE, INLFF—ULY
EBRTBIIRNTOF—USTOIRTNSYELY I F—THEAENEF—2F—OOE—ERL
=¥, P2, ILFFE—UTDOIVELIF—DLWThATEF—UL T EEALTHESTES
¥,

F—)2J0EHM

NDEZDSFEERE AWS Encryption SDK ICIEWK DA DT —FFIOF ¥ LOEVHAHYETH, B
BOHWICKY, TLICEBRENDVET, HIEBREICI>TTF—RFERESILL, ThEMOD
SHRERTESIBDENTEXT, LEL, F—RXF—0OBESEESICRE. BUELREINTS
FZYEVIXF—%ZFERATIHENf BYVET, SROFHNOFMICOVTRE., MEYID BE, &
FEthe section called “B#14” M EH(ZBIF S AWS Encryption SDK for JavaScript NEY V2 S BE L
TLEEL,

F—UJR, ROTOTVZIVIERFTHR—BRNENTVET,

* AWS Encryption SDK for C

F—U2JOEHMN 100



AWS Encryption SDK FROYIN—HA K

» AWS Encryption SDK for JavaScript
« AWS Encryption SDK .NET A
« MO/N—2 32 3.x AWS Encryption SDK for Java

« F 7S 3> ® Cryptographic Material Providers Library (MPL) IKZB8FRE EEICFERTIHBED
AWS Encryption SDK for Python®/N—< 3 2 4.x,

« AWS Encryption SDK Rust A
« AWS Encryption SDK Go A

EEF—V 2T DS RETREEH

LASA®D AWS Encryption SDK S 5852%% Tld AWS Encryption SDK for C, BEB{tF¥—U > (Fhk &k
RUVFF-—VD)FERYAZR—F—7ONAME—OIXRTOTYED TF—NFF—RF—2ES
LTEBRENFHYVET, WThADTYEVITF—HNBESHICKETRHE, BSXYY REBKHK
LET, TOLEH, BFPEL R, F—UITAHAOITRNTOF—ICOVTHELZFAZFE >TVWD &
ENHYET, REF—VUIEERAL T, BRFELRILFF—UITTF—RE2BSLTD L,
ES{LBREFRBLET,

FlSNE T©9, AWS Encryption SDK for CEEFILARL —2 3> TREEREBEF -V JBFERES L

FIH, ILFU—DaVRIF— UL TERMTEETSN, ILFF—UL I TEETD LK
LT,

BEEMANHBZIF— 2 ITBELONAZ—F—7ONAM A —

ROKEFE, FREEITZIF—VUVITEEBEMEOHITNAZ—F—EXAZ—F—7ONAF—%RL
TWE T AWS Encryption SDK . SRENHINICK DI/ F—HEEBRMEICOVTIE, SBREICH
ITHRNEYIOTHEHATNTVETD,

F—)27: NAZ—F—7ON1Z—:

AWS KMS ¥—1) >4 KMSMasterKey (Java)

KMSMasterKeyProvider (Java)

KMSMasterKey (Python)

KMSMasterKeyProvider (Python)
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https://aws.github.io/aws-encryption-sdk-java/com/amazonaws/encryptionsdk/kms/KmsMasterKeyProvider.html
https://aws-encryption-sdk-python.readthedocs.io/en/latest/generated/aws_encryption_sdk.key_providers.kms.html
https://aws-encryption-sdk-python.readthedocs.io/en/latest/generated/aws_encryption_sdk.key_providers.kms.html#aws_encryption_sdk.key_providers.kms.KMSMasterKeyProvider
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F-—D>27: RAZR—F—70ON(X—:

® Note

AWS Encryption SDK for Python & KT (Z(&, AWS KMS
D=3 HF—V 2 JICHIETRINAR—F—FLREX
AZ—F—7"0/VA4 X — AWS Encryption SDK for Java &
FhEt A,

AWSKMS [EEF—U> ROZTOTJZIVITRHEN—TJIVTHR-—REIATLET,
p

« M/N—= 3> 3.x AWS Encryption SDK for Java
for NET @ /X—=> 3 22 AWS Encryption SDK 4.x

Z7°S 3 > ® Cryptographic Material Providers Library (MPL) #%7%
BREEEICERT SHE D AWS Encryption SDK for Python®
/\‘_:/“ = 4 Xo

AWS Encryption SDK for Rust ®/Y\—> 32 1.x
AWS Encryption SDK for Go ®/Y\—2 3> 0.1.x LA

AWS KMS ECDH ¥—1 ROZ7OJZIVITFEN—IJ32THR—REIATVET,
>

« M/N—= 32 3.x AWS Encryption SDK for Java
for NET ®/X—=> 3> AWS Encryption SDK 4.x

77" 3> ® Cryptographic Material Providers Library (MPL) fik#
BREEEICHERTBHES D AWS Encryption SDK for Python®
/\‘_:/“ 3> 4.x.

AWS Encryption SDK for Rust ®/X—> 32 1.x
AWS Encryption SDK for Go ®/X—< 3> 0.1.x SAR&

Raw AES ¥—1 >4 MBS E—C&—BICFERTREE:
JceMasterKey (Java)

RawMasterKey (Python)
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https://github.com/aws/aws-cryptographic-material-providers-library
https://github.com/aws/aws-cryptographic-material-providers-library
https://aws.github.io/aws-encryption-sdk-java/com/amazonaws/encryptionsdk/jce/JceMasterKey.html
https://aws-encryption-sdk-python.readthedocs.io/en/latest/generated/aws_encryption_sdk.key_providers.raw.html#aws_encryption_sdk.key_providers.raw.RawMasterKey
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F-—D>27: RAZR—F—70ON(X—:

Raw RSA ¥—1> Y IERMESILF—E—BIIERATIES:
JceMasterKey (Java)

RawMasterKey (Python)

® Note

Raw RSA ¥—DU > JF, IERHEKMS F—Z2HR—KL&E
BA, EXH RSAKMS £—2FEATBHEE. NET AWS
Encryption SDK i ®/N—> 3> 4.x Tk, X#HESL
(SYMMETRIC_DEFAULT ) £IFI XN RSA 2 FHTS
AWS KMS F— 2 IAHR—RENTWVWET AWS KMS
keyso

FEEN—232THR—REATVET,

il

Raw ECDH ¥—1 >4 RXoO7O7Z=2>29

« O/N—2 32 3.x AWS Encryption SDK for Java
« for NET ®/X—=> 3> AWS Encryption SDK 4.x

« #7°3 3> ® Cryptographic Material Providers Library (MPL) 1%
BREEEICERT BHE D AWS Encryption SDK for Python®
N—>32 4.x,

« AWS Encryption SDK for Rust ®/N\—> 32 1.x
« AWS Encryption SDK for Go ®/Y\—= 3> 0.1.x LA

AWS KMS ¥—1J>J

AWSKMS ¥—U> Tk, AWSKMS keysZ AL TTF—2F—2 4. lE51L. ESLET,
AWS Key Management Service (AWS KMS) & KMS ¥ —%{RE L. FIPS ERNTHRSILARL —
>aVEERTULET, TR, AWSKMS F—U I EKROEF IV T 1Rtz H>F—V
VO RERATRICEEHEOLET,

F—UDIJEYR—RNIRZINTOTOATZIVISEORER, WHESIL KMS AWS KMS F—
EEAIZDF—VIZEYR—BNLET,. UTOTOJZIVISEFORETR. EXTH RSAKMS
AWSKMS ¥—Z2FEATRDF -V JEHR—KRENTVET,
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https://aws.github.io/aws-encryption-sdk-java/com/amazonaws/encryptionsdk/jce/JceMasterKey.html
https://aws-encryption-sdk-python.readthedocs.io/en/latest/generated/aws_encryption_sdk.key_providers.raw.html#aws_encryption_sdk.key_providers.raw.RawMasterKey
https://github.com/aws/aws-cryptographic-material-providers-library
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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« MO/N—< 32 3.x AWS Encryption SDK for Java
 for NET ®/Y—2 3 22 AWS Encryption SDK 4.x

« ZF7°> 3> ® Cryptographic Material Providers Library (MPL) IKZB8BRE EEICFERTIHBED
AWS Encryption SDK for Python®/N—< 32 4.,

« AWS Encryption SDK for Rust ®/X—> 32 1.x
« AWS Encryption SDK for Go ®/Y—= 3> 0.1.x LA

O SEREOESHF— UV TICERNMKMS F—230L5LTD L, BEILHUTHLFRBL
Y, B5F—VIJICEOTEEBBEETIET,

NILFAWSKMS U—23a>F—F., ®O/N—2 32 2.3.x AWS Encryption SDK & &K TF AWS
Encryption CLI ®/N\—< 3> 3.0x A, AWSKMS ¥—) > JEERIYAZ—F—70ON/ 5 —
THEATEE T, multi-Region-aware> VR OEAOFMEFICODVTR, "1 ZZRLUTSES
WNIILFU—=23 2 0OFEHA AWS KMS keysoe NILFU—=232F—0OFMIC OV TR, TAWS Key
Management Service ROY/N—HA R, O "YIFV—2a> F—%2FRATH 28RBLTLKE
=L,

(® Note

D KMS ¥F—U > JICBETBITXNTHOEKIE AWS Encryption SDK, AWS KMS F—1 >4
ZELET,

AWSKMS F—UZJICE, RO 2BEOZYEY X —ZBHBENTEET,

« DIXL—EF—F—TL—TFAMDT—EF—ZEKL, BEHULET, T—XEBESLT
B2F—V2ICR, PIRL—X—F—H124ETYT,

s BMF— DXL —ER—F—HFERLETL—2TFAMNOF—EF—ZBSILLET, AWS
KMS F—UZJICE OB LDEBMF—ZEHDENTEERT,

XY E—VEBELTHLR, CIIRL—R—F—HBETT, AWSKMS F—UFIC KMS
F—HF1OLABVEE, TOF—RF—RF—OEREBELLEASNET, E5H, JI1x
L—B—F—BA72a0THY, YIXL—R—F—EBMOF—ORBFERENET,

IXTOF—VJEBEIC., AWSKMS F—U 2 JRERICEATR LS, BURATREZE
RBRDEZATOHOF—) T2/ IONLNTFF—IVITHEATRIEETEERT,
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RV D

« AWSKMS ¥—U YV ICHELT UV ERAHT

« AWS KMS F—1) 2% AWS KMS keys T®DH D& 5!

- AWS KMS ¥—U > J DR

- AWSKMS #®ii¥—U > J DO FER

« AWSKMS U= a>ighH*¥—U>VJnER

AWS KMS ¥— 1) > F I BBRT 7 & AHT

AWS Encryption SDK |& ZREEHET AWS PHU UK, ICKTFLEEA AWS DY —ER, £
L. AWSKMS ¥—U> 5 &EATBICE. F—1> % AWS KMS keys O [=% 32 AWS FHI >
N EUTORNMROT IV EAFANSETT,

« AWSKMS F—) I THES{TSICEK., DIRL—F—F—IZxT S kms:GenerateDataKey 7
VEAFANYBETT, AWSKMS F—U>TDIXTOEBMF—IZHT S kms:Encrypt 7O+
AFANDBETT,

« AWSKMS F—U>VJTEETDICIE. F—AWSKMS UV THODBELLEE 1 D2OF—ICHT
% kms:Decrypt 7 VL AFAHNBETT,

s F—D)UITBRENBNILFF—IIJTHESHKTDICE, DTXL—X AWSKMS —F—1)
DIDTIRL—F—F—ICK T B kms:GenerateDataKey 7V EAHF AN BETT, DTN T
DF—V2T OO FTXTOHOAWS KMS F—IZX T D kms:Encrypt 7V AFAN BETT,

« FEXFR RSAAWS KMS ¥— I THEELTDICE. F—U I OERBICESLICERTIN
TV OF—IFUFTINEEETIHVENHD L. kms:GenerateDataKey F 7= l& kms:Encrypt
FEBEHVERBA. COF—U I TESILTSHES. AWSKMS FO'H L FIThhEtH A, F
X# RSA AWS KMS ¥ — U > I TESTBICIE. kms:Decrypt 7V AFAN BETT,

DT U EAFFAOFMIC DV TIEE AWS KMS keys, " AWS Key Management Service XA Y /N—
HARL O "TKMS F—DT7 IO AETOVHEAF,, Z5RBLTLEEL,

AWS KMS F—1) > J AWS KMS keys T®D Oz 5l

AWS KMS F—UU>F 2k 1 DBLED #88HBZENFTEET AWS KMS keys, AWS KMS F—
)29 T BEETD AWSKMS key I-ld, HR—REhTWD AWSKMS F—BBIFEEAL %
T F—U2T AWSKMS key ID ZBEITHEHICFEATESDF—HBIFIE, FARL—>3
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LEBORBEICLOTRAEYET, AWS KMS keyDdF —HEIFOHMIC OV TRE. AWS Key
Management Service FROY/N—HA4 RO "F—FEFlF1 ZSRLTLEZ L,

RARNTZIO9T4ARELT, BSDRAVIZESDTRANTH2HEEANET BB FE2EALE
ERD

NDEES{LF+—1) > 9 Tld AWS Encryption SDK for C, ¥— ARN £/l T AU 7 AARN AL
TKMS ¥F—Z#BEITEET, HOIXNTOFERERETE., ¥—ID. F—ARN, TAUTAA.
Fl@EF IAVT7AARN ZFRALTF—RZ2BSLTEXT,

- EHF—)J T, F—ARN ZFEAL TAWS KMS keysZIEET DI HEN H YW ET, COEH
l&. AWS Encryption SDKO T XTHOERBOREKICEAEThET, FMICO VTR, TSyvEVT
F—0ER, 2ZRLTEEL,

s BSILBRVESICEATEIF—) I TR, ¥F— ARN ZFEAL T AWS KMS keysZI8E T % &4
ENfNHYVET, COEMHEFE. AWS Encryption SDKO TXTHDERBNDREKICEHAENET,

EEILF—UTTKMS F—DIA VT AEBEXLEGEIAIVTAARN ZEEETD &, BEILANR

L—>32l&2T, BEIAMVTALCREFITSATVSF— ARN A, BS{LEehicTF—2F—

(DX’)'!T BIREENET, TAVTARREEhTETEA, TAUTAOEER. BT hiz
—2F—DESICEAThD KMS F—ICEEELFELE A,

AWS KMS £—1 > J OERK

ZFAWSKMS ¥—U 2T &k, AU AWSKMS key F1-EEBD AWS THU N BRT AWS
KMS keys @ 1 DERLFEHRD THRETEXRT AWS U—232, . MHESIL KMS £—
(SYMMETRIC_DEFAULT) &= & IEXI#R RSAKMS ¥ — AWS KMS keys TH D HLENf BV ET, X
MESILYIILF -3 KMS F—ZFATHCEETERT, VILFF—UVUJTEE12LED
AWS KMS ¥—U > JZERATEET,

TF—REREBLVEFTTE AWSKMS F— UV JZERTDICLE, BELUFELFESERD
AWSKMS F—U VT RERTDEETEXRT, T—XZEFTILTSD AWSKMS F—U > T %=
HTDEERF, DIRXRL—EF—F—ZBEEITIHLENHYVET, IRXL—X—F— AWS KMS key
. 7L—>FFANDF—E2F—F#4ERLTHESHTIEHICFEHEND T, FT—XF—RGFHK
ZHICIE KMS F—& FEBERTT, KIC, BRLUEBEE, BU7L—2FFAMNOTF—RF—
ZBES{t AWS KMS keys TRENMD ZIBETEEXRT, cOF—V I THREShEESLE
74— I)LRZESTBDICEF. FATHIESF—U2TIC. ¥F—1J2TJTAWSKMS keys EERE Nz
DALBLEET1INEEFATVSED, EFNTVEVXENHV) FT AWS KMS keys, ( ZfEAL
7 AWS KMS F£—1) >4 AWS KMS keys Ik, AWS KMS BHHF—) T ERIEFNET ),
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-alias-ARN
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-alias-name
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BASA @ AWS Encryption SDK & #8%£% Tld AWS Encryption SDK for C, BES{LF—) T EEREN
LFF—V2TOIXNTOTVETF—HFTF—2F—ZBSLTERIMLENfNBYVET, LThHOD
FYEVITF—NFEBHICERTRIE, BSEXYY REXBLET, TOLH, FEHL T,
F—U)TADITXRTOF—ICODVWTHELFAZE > TVBRENF HVET, EF—V>2T%
FALT, BRFELRIILFF—VITTF—REHESHTDE, BEILBRERIKBLET, s
l& T3, AWS Encryption SDK for CEEEILARL —2 3> TREERBF -V T RERENET
O RLVFIU=23a>bEF— U 2B TEETSID. NILFF—U VI TEETDERRLE
C

ROPITIE, DIRXL—2—AWSKMS F—& 1 DOEMF—E2FHLT F—U I EERLE
T, DIRXL—R—F—LENF—RBEESSERNMESTILKMS ¥F—TF, ChsofiTlx., ¥—
ARN ZERALTKMS F—ZREBILET, Chik, BSLICEAEHND AWSKMS F—U 2T DX
ANTSOFAARATHY, ESIZFEHENSD AWSKMS F— UV ITNDERHRTT, SFHAICODVTR,
FAWS KMS F—1) >4 AWS KMS keys TD D5l #28BL T,

C

AWS KMS key OEEFILF—1) > T Z#& B9 % IZI& AWS Encryption SDK for C, & — ARN &
EEIAJUF7AARN ZiEELET, BE5F—U2J TR, F—ARN ZEATIHENf HYE
Fo BHEICOWTIE. TAWS KMS F—1U> % AWS KMS keys TO QAL 28BL T L&
(A

FLWHIZDVWTIE, string.cpp 2L TS EZ L,

const char * generator_key = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

const char * additional_key = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"

struct aws_cryptosdk_keyring *kms_encrypt_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(generator_key,{additional_key});

C#/.NET

for NET T 1 DB E® KMS AWS Encryption SDK ¥—& AL TF—V T ZERT S IZIE.
CreateAwsKmsMultiKeyring() XV Y REFEALET. COFITIE AWSKMS ¥—% 2 D
ALTVET, 1 DO KMS F—%ZIEETSICIE. Generator NTX—ZDAZFERALET, B
o KMS £ —%3ET 3 KmsKeyIds N X—REA T3> T,
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COF—DVTDANEAWSKMS V54T RERYELA, RDVYIZ, BF—DUTD
KMS ¥—T&XeEhd)—>23>Z&llTF7 2RO AWSKMS 754 F > N AWS Encryption
SDK ZERHLET, L&XlFE. Generator/NTX—ZDETHERIE N KMS F—HKEFHZD
(FLO>) V=232 (us-west-2) ICHBBE. Fus-west-20—23>0F7#+ )L AWS
KMS 224 7> b AWS Encryption SDK Z#ERLET. AWSKMS V54T REHARYA
ATBDUEN HBEEE. CreateAwsKmsKeyring() XV Y REFEHALET,

NET AWS KMS key ® THESS{LF—1)> 2 AWS Encryption SDK IZ ZIEE T 2%FE. £ —ID.
F—ARN, TAVUT7AE, TAVT7AARN BEDEMEF—RBEFEFEHRATEET, AWS
KMS £—1) > AWS KMS keys T ZRBBITHHEICODVTR., "1 Z28RLTEEVAWS
KMS F—1) 2% AWS KMS keys T®DH D&

XDBI Tk, NET AWS Encryption SDK f| ®/X—2 3> 4.x & CreateAwsKmsKeyring() X
VY RZEFEALTAWSKMS 9547 R EHAENAALET,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

string generatorKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
List<string> additionalKeys = new List<string> { "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321" };

// Instantiate the keyring input object
var createEncryptKeyringInput = new CreateAwsKmsMultiKeyringInput

{

Generator = generatorKey,
KmsKeyIds additionalKeys

I

var kmsEncryptKeyring = mpl.CreateAwsKmsMultiKeyring(createEncryptKeyringInput);

JavaScript Browser

THES{tF¥—1 2T AWS KMS key IZ Z38E T H3FS AWS Encryption SDK for

JavaScript, F¥— ID, F¥— ARN, T A U7 AFhttps://docs.aws.amazon.com/kms/latest/
developerguide/concepts.html#key-id-alias-name, T4 ') 7 A ARN i EQ BB F—HBEIF&E
BTEET, AWSKMS F—1> % AWSKMS keys T ZRAITBHEICOLVTR. T, 238

LT<EEVAWS KMS F—1L > J AWS KMS keys TDH D5,
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ROBITIEE, buildClientBBZFEALTTF7AIIMOIZY X RNKR)— ZIBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfA L ThuildClient, BHtEhiz Xy —
CHOBEENETF—E2F—0OREHPRIZHEETEETT, FMIZDOVWTIE. Tthe section
called ‘BESbENLT—XF—OFIE) 2SRBLTLEEL,

SE2BEHIZOVTIEE, GitHub @ AWS Encryption SDK for JavaScript V7R K1)
® "kms_simple.tsy ZZRL TS EE L\,

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from 'eaws-crypto/client-node'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)

const clientProvider = getClient(KMS, { credentials })

const generatorKeyId = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'
const additionalKey = 'alias/exampleAlias'

const keyring = new KmsKeyringBrowser ({
clientProvider,
generatorKeylId,
keyIds: [additionalKey]

1))

JavaScript Node.js

THES{tF—1 2T AWS KMS key IZ ZI8E T B35S AWS Encryption SDK for

JavaScript. ¥F— ID, F—ARN, TAUT7AE, TAJUT7AARN BEDEMEF—HEF2E
BATEET, AWSKMS F—1 T AWSKMS keys T Z&BITZHEICOVTIEE., "1 23R
LTL & WAWS KMS F—1J >4 AWS KMS keys TO D5,

ROBITE, buildClientBHZFEALTF7AIILMOIZY XKD — ZEBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfA L ThuildClient, BHtEhiz Xy —
CHOBEENETF—E2F—0OREHRITZHEETEETT, FMIZDVWTIE. Tthe section
called “BEBIbLENLET—XF—OFIRE ) 2SBLTLIEETL,
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F2AHIC DV TR, GitHub ® AWS Encryption SDK for JavaScript 1) R k1
@ "kms_simple.ts; 2B L TS EE L,

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from 'e@aws-crypto/client-node’

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

const generatorKeyld = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

const additionalKey = 'alias/exampleAlias'

const keyring = new KmsKeyringNode({
generatorKeylId,
keyIds: [additionalKey]

1))

Java

1 2LEDF—ZFEAL TAWSKMS F—U 2T ZERT DT,
CreateAwsKmsMultiKeyring() XV v REFERALET, cOBITIE, 2 DO KMS F—%=FH
LET. 1 DO KMS F—REETDICIE, generator NTXA—ZD&EFHLET, BMNO
KMS ¥—%18E 9 % kmsKeylds NTX—RWE A>3 > T,

CcOF—D2TDANEAWSKMS V54T RERYEEBA, RDYIC, BF—-DU2TD
KMS #F—TXREhd)—23>Z&llTF7#4IMDO AWSKMS V54 F > N AWS Encryption
SDKZERALET, LE&XIF. Generator/NTX—RNDETHEEIE 1D KMS F—A"KE T
(FLO>) =23 (us-west-2) ICHBB/BE. Fus-west-20—23>0F7# )L AWS
KMS 224 7> b AWS Encryption SDK Z¥ERLET. AWSKMS V54T REZHARIA
ATBIMBEN HBEEE. CreateAwsKmsKeyring() XV Y REFEHLET,

THESILF—1) 2T AWS KMS key IC Z15E T 3% E AWS Encryption SDK for Java, F— ID,
F—ARN, TAUTAE, TAUTAARN BEODENEF—BAFEZFEATEET, AWS
KMS ¥—1)> 2 AWS KMS keys T ZBBITBHEICOVTE., "1 22BL T EEVWAWS
KMS £—1) >4 AWS KMS keys TD D5,
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F2£BHIICOVTR, GitHub @ JRZ ~N1J M AWS Encryption SDK for Java
BasicEncryptionKeyringExample.java; ZZ8RBL T EE L\,

// Instantiate the AWS Encryption SDK and material providers

final AwsCrypto crypto = AwsCrypto.builder().build();

final MaterialProviders materialProviders = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

String generatorKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
List<String> additionalKey = Collections.singletonList("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");
// Create the keyring
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder()
.generator(generatorKey)
.kmsKeyIds(additionalKey)
.build();
final IKeyring kmsKeyring =
materialProviders.CreateAwsKmsMultiKeyring(keyringInput);

Python

1 2L F—%2FEHLTAWSKMS F—U 2T RERT DI,
create_aws_kms_multi_keyring() XV Y RZEFEALET, COHITI, 2 DN KMS F—
ZEALET, 1 DOKMS F—ZIBETBHICIE., generator NTX—2DAZFEALET, B
o KMS #—%#ET S kms_key_ids NTFX—REFEAT73a> T,

oo

COF—VIDODANEAWSKMS VT4 T2 R Z2BYERBA, KDYIZ, BF—DV2TD
KMS ¥—T&XkehB -3l &llTF7 IO AWSKMS U254 7>~ AWS Encryption
SDKZERALET, LE&XF. generator/NTX—RNDETHEEBIE 1D KMS F—A"KE L
(FLO2) V=232 (us-west-2) ICHBFE. Fus-west-2U—2320OF 7+ )L N AWS
KMS 224 7> Kk AWS Encryption SDK Z#ERLET. AWSKMS VAT REHAZNA
AT2MBENHBHEE. create_aws_kms_keyring() XV Y REFEALET,

THESILF—1) > T AWS KMS key IC Z1EE T %3%E AWS Encryption SDK for Python, F—
ID. #—ARN, TAUTF7AE, TAUT7AARN BEDEMEF—HBIFEFEATEERT,
AWS KMS F—1J >4 AWS KMS keys T ZREITBHEICOVTIR., M) #3BLTLK K
WAWS KMS F—1) > J AWS KMS keys T®H DAl
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https://github.com/aws/aws-encryption-sdk-java/blob/master/src/examples/java/com/amazonaws/crypto/examples/keyrings/BasicEncryptionKeyringExample.java
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-alias-name
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-alias-arn

AWS Encryption SDK FROY/IN—HA R

ROBITE, F72NFOOAZTY XU RARUZ— &AL T AWS Encryption SDK
DAT 2 RNEAV AR AL L EFTREQUIRE_ENCRYPT_REQUIRE_DECRYPT,
TEAHICDOVWTIE, GitHub @ AWS Encryption SDK for Python U/RZ K1

@ "aws_kms_multi_keyring_example.pys 2B L T EE L,

# Instantiate the AWS Encryption SDK client
client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# Optional: Create an encryption context
encryption_context: Dict[str, str] = {

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create the AWS KMS keyring
kms_multi_keyring_input: CreateAwsKmsMultiKeyringInput =
CreateAwsKmsMultiKeyringInput(
generator="arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
kms_key_ids="arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"
)

kms_multi_keyring: IKeyring = mat_prov.create_aws_kms_multi_keyring(
input=kms_multi_keyring_input
Rust

12U EOF—FERALTAWSKMS F—U > T &ERTSICIE.
create_aws_kms_multi_keyring() XV Y RZEFEALET, cOFITIE, 2 DD KMS F¥—
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ZERALET, 1 DO KMS F—%IEETSHICIE, generator NTX—ZDAEFEALET, B
o KMS #—%38ET S kms_key_ids NTX—REFEAT73a>Td,

COF—V2ITDANEAWSKMS V54T RE2BYERBA, RDYIC, BF—-—U2TD
KMS £F—TXR&Ehd)—23>Z&lCTF74ILMDO AWSKMS 254 F >~ AWS Encryption
SDKZERALET, & XIF. generator/NTX—RNDETHEEIE 1D KMS F—A"KE R
(FLD>) =23 (us-west-2) ICHBBE. Fus-west-20—23>0F 7 # )L AWS
KMS 224 7> b AWS Encryption SDK Z#ERLET. AWSKMS V54T R EHARIA
AT2MBENHDEEE. create_aws_kms_keyring() XV Y REFAL XY,

for Rust T AWS KMS key B &{t+—1) > % AWS Encryption SDK | 28T B HE. +—
ID. #—ARN, TAVT7AE, TAUT7AARN BEDBMEF—BIFEFEATEERT,
AWS KMS ¥—1) > AWS KMS keys T Z#&EITBFZEICOVTR., T, 283RBLTLKEE
WAWS KMS F—1) > J AWS KMS keys T®D DAl

ROBITRE, F7FI)ISOIZY N X KRS — ZERHL T AWS Encryption SDK &
FAT N EA AR AL LU EFTREQUIRE_ENCRYPT_REQUIRE_DECRYPT, €%
FIZ DV Tk, GitHub @ aws-encryption-sdk JRZ KU D Rust 74 LI KNDJICH D
aws_kms_keyring_example.rs 228 L T< &\, aws-encryption-sdk

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Create an AWS KMS client
let sdk_config =

aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client: :new(&sdk_config);

// Optional: Create an encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1);

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
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// Create the AWS KMS keyring
let kms_keyring = mpl
.create_aws_kms_keyring()
.kms_key_id(kms_key_id)
.kms_client(kms_client)
.send()
.await?;

kms_multi_keyring: IKeyring = mpl.create_aws_kms_multi_keyring(
input=kms_multi_keyring_input

)

Go

1 2LEDF—ZFEAL TAWSKMS F—U 2T ZERT DI,
create_aws_kms_multi_keyring() XV Y REFHLET, COFI T, 2 DD KMS F—
ZERALET, 1 DOKMS F—ZIBETBHICIE, generator NTX—Z2DAhZFEALET, B
o KMS #—%38E TS kms_key_ids NTX—REFEAT723> T,

CcOF—DITDANEAWSKMS V54T hERYEEBA, RDYIC, BF—-DU2TD
KMS ¥—TXREnB)—23>ZElCF7AIL MDD AWSKMS 7954 F 2 & AWS Encryption
SDK ZERALET, L& XIF. generator/NTX—RNDETHEEIE 1D KMS F—A"KE T
(FLO2) V=232 (us-west-2) ICHDHFE. Fus-west-2U—320F 7+ )L~ AWS
KMS 224 7> b AWS Encryption SDK Z¥ERLET. AWSKMS V54T RE2HARIA
AT2MBENHBEEE. create_aws_kms_keyring() XV Y REFEAL XY,

for Go T AWS KMS key EE&1tF—1) > AWS Encryption SDK I ZI8ET 5 HES. £— ID.
F—ARN, TAUT7ABA, TAVFAARN BEDEMBX—BAFEFERATEET, AWS
KMS ¥—1)> % AWS KMS keys T ZBBITHHZEICOVTR., "1 Z28RBLTKEEVAWS
KMS £—1) >4 AWS KMS keys TDH D5,

ROBITE, T7ANEOTZY XY bRV — %ZEHAL T AWS Encryption SDK 7514 7 >/
NEA2AZ2 AL L &£ IREQUIRE_ENCRYPT_REQUIRE_DECRYPT,

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"
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client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"
esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"
)

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})

if err !'= nil {
panic(err)
}
// Optional: Create an encryption context
encryptionContext := map[string]lstring{
"encryption": "context",
"is not": "secret",
"but adds": "useful metadata",
"that can help you": "be confident that",
"the data you are handling": "is what you think it is",
}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

// Create the AWS KMS keyring
awsKmsMultiKeyringInput := mpltypes.CreateAwsKmsMultiKeyringInput{

Generator: "&arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",

KmsKeyIds: []string{"arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"},
}
awsKmsMultiKeyring, err := matProv.CreateAwsKmsMultiKeyring(context.Background(),

awsKmsMultiKeyringInput)

l&. FEXIFF RSAKMS AWS KMS ¥ —%Z AT 5+ —1) > % AWS Encryption SDK £ HR— KL T
WET, IEFHRERSAAWSKMS F—D U TJICEHDENTEDRF—ARTRE1D2ETTT,

AWS KMS F¥—1) > J DR 115



AWS Encryption SDK FROYN—HA R

JEXIFR RSAAWS KMS F—U I THEETBICE. F—U I DERBICESLIZERTIN
TV OXF—ITUTINEEETBHLEN HB &, kms:GenerateDataKey &7zl kms:Encrypt &
VEHYEEA, AWSKMS COF—UZIJTHESILTZHE, HFOHLRITOhEREA, FERH
RSAAWS KMS ¥—U > JTEB TSI, kms:Decrypt 7 VL AFANFBETT,

@ Note

FEXFR RSAKMS AWSKMS ¥—%#FEAHT2 F—U T2 ERTZICE. XOWThADT
OS2 ) SRHBERZFERAITIHBENHYET,

« M/N—2 32 3.x AWS Encryption SDK for Java
 for NET ®/N—=0 3 22 AWS Encryption SDK 4.x

« ZF 723> ® Cryptographic Material Providers Library (MPL) fk1ZBARE L EICFERAT 25
& ® AWS Encryption SDK for Python®/X—2 3> 4.x,

« AWS Encryption SDK for Rust ®/Y\—> 32 1.x
« AWS Encryption SDK for Go ®/X—< 3> 0.1.x LA

RO TIE, CreateAwsKmsRsaKeyringXV vy REFERAL T, IEXFR RSA KMS AWS KMS F—
EHOF—VUVIBERLET, EMNFERSAAWSKMS F—) T RERTRICIE, ROEZEE
LET,

e kmsClient: ILWAWSKMS 954 7> N&EERT S

« kmsKeyID: 3EXI#FR RSA KMS ¥ — %519 % +F— ARN

« publickey: ELAEF—ONT VY OF—2RITUTF-8 I I—RENEPEM 77D
ByteBuffer UTF-8 kmsKeyID

 encryptionAlgorithm: B§S b7 )L 1) X LAld RSAES_OAEP_SHA_256F izld THEMLEN H
V) &9 RSAES_OAEP_SHA_1

C#/ .NET

TR RSAAWS KMS F—U > I %#ERTBICIE. FEXNFRRSAKMS F—ASNTUY HF—
ETTAR—RF—ARN ZEEETIHENHYVET, NTUYIF—EFE PEMTII—REh
TVWRRENFHYET, ROHITIE, IEXEF RSAAWSKMS F—RT7EFERALTF—V 20 T%
ERLET,

// Instantiate the AWS Encryption SDK and material providers
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var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

var publicKey = new MemoryStream(Encoding.UTF8.GetBytes(AWS KMS RSA public key));

// Instantiate the keyring input object
var createKeyringInput = new CreateAwsKmsRsaKeyringInput

{

KmsClient = new AmazonKeyManagementServiceClient(),

KmsKeyId = AWS KMS RSA private key ARN,

PublicKey = publicKey,

EncryptionAlgorithm = EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256
};

// Create the keyring
var kmsRsaKeyring = mpl.CreateAwsKmsRsaKeyring(createKeyringInput);

Java

JERFR RSAAWS KMS F—U > I #ERT B, FEXNHR RSAKMS F—AS8NT VY UF—
ETTAR—RF—ARN ZEEETIHENHYVET, NTUYIF—EE PEMTII—REh
TVWBRLENFHYET, ROHBITEE., IEXHF RSAAWS KMS F—RT7Z2FEHALTF—-) 20T %
ERLET,

// Instantiate the AWS Encryption SDK and material providers
final AwsCrypto crypto = AwsCrypto.builder()

// Specify algorithmSuite without asymmetric signing here

//

// ALG_AES_128_GCM_IV12_TAG16_NO_KDF("0x0014"),

// ALG_AES_192_GCM_IV12_TAG16_NO_KDF("0x0046"),

// ALG_AES_256_GCM_IV12_TAG16_NO_KDF("0x0078"),

// ALG_AES_128_GCM_IV12_TAG16_HKDF_SHA256("0x0114"),

// ALG_AES_192_GCM_IV12_TAG16_HKDF_SHA256("0x0146"),

// ALG_AES_256_GCM_IV12_TAG16_HKDF_SHA256("0x0178")

.withEncryptionAlgorithm(CryptoAlgorithm.ALG_AES_256_GCM_IV12_ TAG16_HKDF_SHA256)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

// Create a KMS RSA keyring.
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// This keyring takes in:

// - kmsClient
// - kmsKeyId: Must be an ARN representing an asymmetric RSA KMS key
// - publicKey: A ByteBuffer of a UTF-8 encoded PEM file representing the public

// key for the key passed into kmsKeyId
// encryptionAlgorithm: Must be either RSAES_OAEP_SHA_256 or RSAES_OAEP_SHA_1
final CreateAwsKmsRsaKeyringInput createAwsKmsRsaKeyringInput =
CreateAwsKmsRsaKeyringInput.builder()
.kmsClient(KmsClient.create())
.kmsKeyId(rsaKeyArn)
.publicKey(publicKey)
.encryptionAlgorithm(EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256)
.build();
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

Python

IEXRFE RSAAWS KMS F—U > T ERTBICIE. IEXFRRSAKMS F—A5NT Uy UF—
ETTZAR—NF—ARN ZEETRIHENfHVWET, NTUYIF—FE PEMTIVI—REh
TLWRRENFHET, ROBITIE, EXNH RSAAWSKMS F—RT7ZFEALT F—U>2T%
ERLET,

# Instantiate the AWS Encryption SDK client
client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# Optional: Create an encryption context
encryption_context: Dict[str, str] = {

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create the AWS KMS keyring
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keyring_input: CreateAwsKmsRsaKeyringInput = CreateAwsKmsRsaKeyringInput(
public_key="public_key",
kms_key_id="kms_key_id",
encryption_algorithm="RSAES_OAEP_SHA_256",
kms_client=kms_client

kms_rsa_keyring: IKeyring = mat_prov.create_aws_kms_rsa_keyring(
input=keyring_input

Rust

JERFR RSAAWS KMS F— U > U #ERT B, FEXNFR RSAKMS F—ASNT VY UF—
ETTAR—RF—ARN ZEEETIHEN HVET, NTUYIF—EE PEMTII—R&Eh
TVWBRLENFHYET, ROHBITEE., IEXHF RSAAWS KMS F—RT7ZFEHALTF—-) 20T %
ERLET,

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Create an AWS KMS client
let sdk_config =

aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client: :new(&sdk_config);

// Optional: Create an encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create the AWS KMS keyring
let kms_rsa_keyring = mpl
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.create_aws_kms_rsa_keyring()
.kms_key_id(kms_key_id)
.public_key(aws_smithy_types::Blob::new(public_key))

.encryption_algorithm(aws_sdk_kms: :types: :EncryptionAlgorithmSpec: :RsaesOaepSha256)
.kms_client(kms_client)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS client

cfg, err := config.LoadDefaultConfig(context.TODO())

if err !'= nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = KmsKeyRegion

1)

// Optional: Create an encryption context
encryptionContext := map[string]lstring{
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"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

}

// Create the AWS KMS keyring
awsKmsRSAKeyringInput := mpltypes.CreateAwsKmsRsaKeyringInput{

KmsClient: kmsClient,
KmsKeyId: kmsKeyID,
PublicKey: kmsPublicKey,
EncryptionAlgorithm: kmstypes.EncryptionAlgorithmSpecRsaesOaepSha256,
}
awsKmsRSAKeyring, err := matProv.CreateAwsKmsRsaKeyring(context.Background(),
awsKmsRSAKeyringInput)
if err !'= nil {
panic(err)
}

AWS KMS #HF¥—1) > J 0 EH

BESTHLEEWER, TERATESZTVEVIFXF—ZREBEITDIONINRANTTIT 1 ATT AWS
Encryption SDK o cDRARNTZIT 1 RAIZRS I, SAWSKMS vEV IF—&IBEL -+ —
ICHIFRTHE AWSKMS BF—U T 2FERALET, LEL., AWSKMS BEF—U 2T, DFV)
SvEVIF—ZEBELBEVAWSKMS F—D T ZIERTRDEETEET,

AWS Encryption SDK (C &, Z#ED AWSKMS ®iiF¥F—1U>J &, AWSKMS Y IILFU—23a >
F—AOBREF—VINAEESNTVWET, AWS Encryption SDKTOIIILFI—23a o F—nfE
RAOFERICOVWTE, "YILFU—23 2 0fEH AWS KMS keysy Z5RL TS EE L,

FYEVITF—NFEEEATVWEVLEYD, REF—V I TRTF—RZESHKITDEETEERE
ho REF—DIJZFERALT, BMELRIIILFF—VITTF—2E2ESILTR L. BELERE
FERBMLUET, HISE TF. AWS Encryption SDK for CREB{LARL —2 3> TRREEBREF—V

AWS KMS &+ —1U > T D fER 121



AWS Encryption SDK FROYN—HA R

DURBEBRENETIAN, IAFUV—23a2B/EF-—VJZBMTEETS A, NILFF—-U2IJT
BEITRERMLET,

EEEIC, REFX—U > J%2FERHTDE, AWS Encryption SDK &, BE{tEhicTF—XFF—%FF
BEERTIOEATED 1Y —ICHELEL, BESLEhlF—XF—ZESL AWS KMS key &

i Z2ZFEALTES AWSKMS B KSIC ICERTEERT AWSKMS key, MO L IF, HOHL
TTIZ T D AWS KMS keylo i § % kms:Decrypt AN HDHZEICDHKIL ET,

/A Important

BESILFF—VJICAWSKMS RiEF—U > JREHDE, REF—VJE. YILF
F—UTDMBOF—) T TEREENEIXNTOKMS F—HIRELEEEZELET, VILF
F—U2T, REFRODBEVF—UTORSICEELEFT, AWSKMS BHF— >
Tk, BMTHERATZIHEEE, VILFF—VITHEATIHEE. BELICEKFELEY
Ao

AWS Encryption SDK (Z &, X% AWS KMS REF—UVIHAAEEATVET, EFEL. XD
BHA,S, UEERYGHEIRENEF—V T2 FEATRZIEZ2BHOLET,

- HIFM-AWSKMS BIHF—U T E, BEE{L AWSKMS key EhEX Y t—ISHAOF—RF—
DESILICERAEhLEZEED 2FATES LSO, BFTHULRICKESICERATR 7 7 2AFAN
HEEhET AWSKMS key o S ik, BIEH AWS KMS key AER TS TREVEENFHE

T, AR, BEENET—2F—0 128, HTEEATESDLZEM AWS KMS key DK
W THESILENTVDAREENBY) ET,

c LATUI—ENTF—X2VA-AWSKMS BIEEF—D T, (O AWS THO U N XV
J—2 3> AWSKMS keys O Kk 2 TREB(LEhEF—RF—%2%, BEHMETETRTO
T—RF—%ES AWS Encryption SDK L& S & L, FTH L 7t AWS KMS keys ICEFICERT
BTUOLRAFANBWVESD, OF—D TR EHSHICESBDAREMENBYET,

BREF—V T 2FERATREEE. RE7 AL EZ—Z2FALT, BEAWSTHIUKN BX
ON=—TFT A3 THEATED KMS F—ZFIRIBDCEZHEOHLET, HET 1 IILE—E,
AWS Encryption SDKO/NN— 32 1.7 x M THR—KNEhTVET, 7HO M ID &EN—
TAYAVORRIZIODVWTE, "o DAWS 7HUV N TEAEIFE ARN X, Z25RBLUTLKE
EVAWS £#8D 1) 7 7 L A, https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-
namespaces.html#arns-syntax
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ROD— RIE, A AWS Encryption SDK FHTZ % KMS ¥—Zaws/N\—7T 123> B KT
111122223333 BTN T HI U MOF—ICHRT2BRET7 1L 2—%2FHAL T, AWS KMS #&H
F—UTBAAZALLET,

COO—REFHITDEIC, BIAWS THIUN EN—FT 1423 VDOEZEAWS THI N BKRY
N—=—TFTA2AOBNBEICBERAETT., KMS F—HFHPEV—-2a2ICHDHFEEF. aws-cn @
N—TFT14>3a>EEFEALET, KMS F—7H" AWS GovCloud (US) Regionsl— % 3B &k, aws-
us-gov DNN—F 123> DEZFERALET. ThUADO AWS V-3 0FEE, aws /N—FT 1
avEeFEALTSEEL,

C

FHLWHIZDWTIE, kms_discovery.cpp Z2SHBL T EE L,

std: :shared_ptr<KmsKeyring::> discovery_filter(
KmsKeyring: :DiscoveryFilter: :Builder("aws")
.AddAccount("111122223333")
.Build());

struct aws_cryptosdk_keyring *kms_discovery_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder()
.BuildDiscovery(discovery_filter));

C#/ NET

ROBITIE, NET A AWS Encryption SDK O/N\—2 3> 4x Z2FERLE T,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

List<string> account = new List<string> { "111122223333" },;

// In a discovery keyring, you specify an AWS KMS client and a discovery filter,
// but not a AWS KMS key

var kmsDiscoveryKeyringInput = new CreateAwsKmsDiscoveryKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(),
DiscoveryFilter = new DiscoveryFilter()
{
AccountIds = account,
Partition = "aws"
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}

};

var kmsDiscoveryKeyring =
mpl.CreateAwsKmsDiscoveryKeyring(kmsDiscoveryKeyringInput);

JavaScript Browser
JavaScript Tk, discovery Z7ANT 1 ZHATHNICEET I HEN HVET,

ROBITIEE, buildClientBBZEFEALTF7 AL RMDOIOZIY AX MR — ZBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfFA L ThuildClient, BEHItE iz Xy —
CHOBEENETF—E2F—0OREHRIZHEETEETT, FMIZDOVWTIE. Tthe section
called “BEBIbLENLET—XF—OFIE ) 2SBLTLSEETL,

import {
KmsKeyringBrowser,
buildClient,
CommitmentPolicy,
} from '@aws-crypto/client-browser'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)
const clientProvider = getClient(KMS, { credentials })

const discovery = true
const keyring = new KmsKeyringBrowser(clientProvider, {

discovery,

discoveryFilter: { accountIDs: [111122223333], partition: 'aws' }
1))

JavaScript Node.js
JavaScript Tk, discovery Z7ANT 1 ZHATRHNICEET I HEN HVET,

ROBITIEE, buildClientBABZFEALTF7 AL RMDOIOIY X MR — ZBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfA L ThuildClient, BEHtEhiz Xy —
CHOBEENETF—E2F—0OREHRITHEETEETT, FMIZDOVWTIE. Tthe section
called “BEBIbLENLET—XF—OFIE ) 2SBLTLSEETL,

import {
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KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from 'eaws-crypto/client-node'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

const discovery = true

const keyring = new KmsKeyringNode({
discovery,
discoveryFilter: { accountIDs: ['111122223333'], partition: 'aws' }

1)

Java

// Create discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.builder()
.discoveryFilter(discoveryFilter)
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Python

# Instantiate the AWS Encryption SDK
client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# Create a boto3 client for AWS KMS
kms_client = boto3.client('kms', region_name=aws_region)

# Optional: Create an encryption context
encryption_context: Dict[str, str] = {
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"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# Instantiate the material providers
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create the AWS KMS discovery keyring
discovery_keyring_input: CreateAwsKmsDiscoveryKeyringInput =
CreateAwsKmsDiscoveryKeyringInput(
kms_client=kms_client,
discovery_filter=DiscoveryFilter(
account_ids=[aws_account_id],
partition="aws"

discovery_keyring: IKeyring = mat_prov.create_aws_kms_discovery_keyring(
input=discovery_keyring_input

Rust

// Instantiate the AWS Encryption SDK
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Create a AWS KMS client.

let sdk_config =

aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client: :new(&sdk_config);

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
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// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.account_ids(vec![aws_account_id.to_string()])
.partition("aws".to_string())
.build()?;

// Create the AWS KMS discovery keyring
let discovery_keyring = mpl
.create_aws_kms_discovery_keyring()
.kms_client(kms_client.clone())
.discovery_filter(discovery_filter)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS client
cfg, err := config.LoadDefaultConfig(context.TODO())
if err !'= nil {
panic(err)
}
kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
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o.Region = KmsKeyRegion

D)
// Optional: Create an encryption context
encryptionContext := map[string]string{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})

if err !'= nil {
panic(err)
}
// Create discovery filter
discoveryFilter := mpltypes.DiscoveryFilter{
AccountIds: []string{kmsKeyAccountID},
Partition: "aws",
}
awsKmsDiscoveryKeyringInput := mpltypes.CreateAwsKmsDiscoveryKeyringInput{
KmsClient: kmsClient,

DiscoveryFilter: &discoveryFilter,
}
awsKmsDiscoveryKeyring, err :=
matProv.CreateAwsKmsDiscoveryKeyring(context.Background(),
awsKmsDiscoveryKeyringInput)
if err !'= nil {
panic(err)

AWSKMS )—>awtH¥—U2J0OER

AWSKMS U= 3> L RIILOBEF—VTE., KMSF£—0O ARN ZEEELZVF—DU T T
T, KD VIZ, AWS Encryption SDK 451 KMS F— D aZFEHAL TESTEET AWS U—2 3
Vo

AWSKMS U—>arviHE—) > J2FERALTEST3EE. IEEE hiz AWS Encryption
SDK AWS KMS key O TSt hiEStEhiEF—XF—2ESLETAWS V-3, K
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93k, FOHLRY, F—2F—ZBSILAWS U—2 3> LEEEE hiz AWS KMS keys
AOLBLEE1DD IZHTDkms:Decrypt 7 IV L AHFAZF > TVWBIHENHYET,

fEDREF—VTERRIC, V—23a2KREF-—VTRBESHICERZELREA, BS{LtEh
XY - EBSIRHRICNOAMELRT, BELEESCEAETABIINILFF—VITITY—
JarvrHF-—IUIZERTRER. TOF— VD IRESUERICOKABMTT, YILF)—-3
UREF—V IV EENMREEGEBROF—V I THEALTT—RZ2BEESLTDE, BEILARL —
SaVRRERMLERT,

/A Important
BENLFF—UJICAWSKMS U= agiF—U 2 J28HadL, V-—2J3UKk
HF—UTR, NILFF-—VTOMOF—I I TEEENIZINTO KMS £—HFIR
ZEEBELERT, VITFF-VITR, REHRODPBEVWF—UTDORSICEELRT,

AWS KMS B#HF—D > J ik, BIMTHERTIEEE,. VILFF—VUVITHEATZIES
£, BELICEEELEE A,

ND)—2arirEF—V2Jk, BEEhEZD—232 0 KMS £—T0O&ES AWS Encryption
SDK for C Z&k F T, AWS Encryption SDK for JavaScript & & ' .NET AWS Encryption SDK T
BREXF—VITZFERATIHEEE. AWSKMS V95472 RTU—23 20 2RELET, Chso
AWS Encryption SDK 2E Tk, V=23 ZEICKMS F—2T7 1) RUITLERAN, BESE
niz)—>avAOKMS F—DEFTVIIANEIEABHAWS KMS LET,

BREF—VITEFEATIEARE. RET7 N E2—ZFEALT, ESICEHAENSD KMS ¥—%Zi5E
ENIEAWS THIN BLRON—FT 1423 2AOF—ICHETAZ2H#HHOLET, wET 1
JLZ—I&. AWS Encryption SDKON— 32 1.7 x BAETHR—REhTVET,

EAE, ROOD—RE, BRET7 1)L 2—ZEALTAWSKMS U= 3 gitiF—U 2 T2 ER
LET, COF—U>2TIE, AWS Encryption SDK ZXKEFEZ (AL J>) U—2 3> (us-west-2) D
THDO> N 111122223333 O KMS F—IZHIBRL £ 9,

C

RHTZDOF—1) T % create_kms_client XYY RERRTDHEICOVWTIE,
"kms_discovery.cpps ZZBL T EE L,

std: :shared_ptr<KmsKeyring::DiscoveryFilter> discovery_filter(
KmsKeyring::DiscoveryFilter::Builder("aws")
.AddAccount("111122223333")
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.Build());

struct aws_cryptosdk_keyring *kms_regional_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Buildexr ()

WithKmsClient(create_kms_client(Aws::Region::US_WEST_2)).BuildDiscovery(discovery_filter))

C#/ .NET

AWS Encryption SDK for .NET Ik, ERAOD—23arkiF—V 2T ERA. LEL,
EERHCFEATEI KMS F—ZHEN)—2aVICHRIZA2FEFEVS 2BV ET,

BREF—VTAOI -3 24RIZDFEDRNEHEL, B-V—230F—0kZEHER
LTF—REWSHLEBETE, NAFU—J3a o oktF—V 2 J2ERATHIET
T B—U—23 F—HRON2LBE. JIILFU—232/BF—-—DJRNILFI—>3
UHREEERALEEA

CreateAwsKmsMrkDiscoveryKeyring() XV ¥ RICK 2> TIRENBF—U 2 TF. AWS
KMSZHU'HTHIC KMS F—2 -3 VRIIC 74 ILRV T LET, BSbehlTF—2
F—7#., CreateAwskmsMrkDiscoveryKeyringInput #7< I 9 KM Region/N\TX—& T
BEENIZ)—2320KMS F—IC& > THESLE I AWSKMS BRICOK, BEFEUIIA
& ICEELET,

ROBITIE. NET B AWS Encryption SDK D/N—2 3> 4x 2#ERALE T,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

List<string> account = new List<string> { "111122223333" },;

// Create the discovery filter
var filter = DiscoveryFilter = new DiscoveryFilter
{

AccountIds = account,

Partition = "aws"

i

var regionalDiscoveryKeyringInput = new CreateAwsKmsMrkDiscoveryKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USWest2),
Region = RegionEndpoint.USWest2,
DiscoveryFilter = filter
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i

var kmsRegionalDiscoveryKeyring =
mpl.CreateAwsKmsMrkDiscoveryKeyring(regionalDiscoveryKeyringInput);

AWSKMS 954 T2 DA AR A (AmazonKeyManagementServiceClient) TU—2 3> %
EEAWS U—232 §%2&T, KMSF—ZRBED ICHRIBDEETEERT, EL,
DERE. YILFUV—23 0 poktbF—U2 7 2FRATRRYEMRNFES, QAMELD
BDUREMENBHYNET, ZHCEHIBICKMS F—Z2 =232 EICT714ILEZDTFTBRDYIC
AWS KMS, AWS Encryption SDK for .NET kBES{tEniTF—XF— AWSKMS Z &I (B
ENBDET) Z2HOHL, AWSKMS Z AL TEATS KMS F—ZigEEcniz)—23(C
HRLET,

ROBITIE, NET B AWS Encryption SDK ®/N\—> 3> 4x #ERALE T,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

List<string> account = new List<string> { "111122223333" },;

// Create the discovery filter,
// but not a AWS KMS key
var createRegionalDiscoveryKeyringInput = new CreateAwsKmsDiscoveryKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(RegionEndpoint.USWest2),
DiscoveryFilter = new DiscoveryFilter()

{
AccountIds = account,
Partition = "aws"

i

var kmsRegionalDiscoveryKeyring =
mlp.CreateAwsKmsDiscoveryKeyring(createRegionalDiscoveryKeyringInput);

JavaScript Browser

ROBITE, buildClientBHZFEALTF 74 MOIOIY RAXV RIS — ZHEELE
FREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZffA L ThuildClient, BEHtEhiz Xy —
CHOBELENETF—FF—0OREHRITZDCEETERTT, FMICDOVTIE, Tthe section
called ‘BStEhiTF—2F—0O#HIE", 22RBLTEEV,
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import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from 'eaws-crypto/client-node’

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)
const clientProvider = getClient(KMS, { credentials })

const discovery = true
const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringBrowser(clientProvider, {
discovery,
discoveryFilter: { accountIDs: ['111122223333'], partition: 'aws' }

1)

JavaScript Node.js

ROBITIEE, buildClientBBHEFEALTF7 AL RNDOIOZIY XV RRD D — ZIBELE

9 REQUIRE_ENCRYPT_REQUIRE_DECRYPT, Zf AL ThuildClient, BEH{tE XY —
CHOEStENET—2F—OREFIRIZDCEETEETET, FMIZDODVWTIEE, Mthe section
called ‘BEHILENETF—XF—0OFIR") Z2ZRBLTEEV,

cOF—1)>J& limitRegions A Z EBDHITRRT B I(C
l&. "kms_regional_discovery.ts; ZZBL T IEE ),

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from '@aws-crypto/client-node'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)

const discovery = true
const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringNode({
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clientProvider,

discovery,

discoveryFilter: { accountIDs: ['111122223333'], partition: 'aws' }
1)

Java

// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.buildexr()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
.discoveryFilter(discoveryFilter)
.regions("us-west-2")
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Python

# Instantiate the AWS Encryption SDK
client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# Create a boto3 client for AWS KMS
kms_client = boto3.client('kms', region_name=aws_xregion)

# Optional: Create an encryption context
encryption_context: Dict[str, str] = {

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# Instantiate the material providers
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()
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)

# Create the AWS KMS regional discovery keyring
regional_discovery_keyring_input: CreateAwsKmsMrkDiscoveryKeyringInput = \
CreateAwsKmsMrkDiscoveryKeyringInput(
kms_client=kms_client,
region=mrk_replica_decrypt_region,
discovery_filter=DiscoveryFiltexr(
account_ids=[111122223333],
partition="aws"

regional_discovery_keyring: IKeyring =
mat_prov.create_aws_kms_mrk_discovery_keyring(
input=regional_discovery_keyring_input

Rust

// Instantiate the AWS Encryption SDK
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Optional: Create an encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create an AWS KMS client
let decrypt_kms_config = aws_sdk_kms::config::Builder::from(&sdk_config)
.region(Region: :new(mrk_replica_decrypt_region.clone()))
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Go

.build();
let decrypt_kms_client = aws_sdk_kms::Client::from_conf(decrypt_kms_config);

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.account_ids(vec![aws_account_id.to_string()])
.partition("aws".to_string())
.build()?;

// Create the regional discovery keyring

let discovery_keyring = mpl
.create_aws_kms_mrk_discovery_keyring()
.kms_client(decrypt_kms_client)
.region(mrk_replica_decrypt_region)
.discovery_filter(discovery_filter)
.send()
.await?;

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS client
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cfg, err := config.LoadDefaultConfig(context.TODO())

if err !'= nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = KmsKeyRegion

1))
// Optional: Create an encryption context
encryptionContext := map[string]lstring{
"encryption": "context",
"is not": "secret",
"but adds": "useful metadata",
"that can help you": "be confident that",
"the data you are handling": "is what you think it is",
}
// Create discovery filter
discoveryFilter := mpltypes.DiscoveryFilter{
AccountIds: []string{awsAccountID},
Partition: "aws",
}
// Create the regional discovery keyring
awsKmsMrkDiscoveryInput := mpltypes.CreateAwsKmsMrkDiscoveryKeyringInput{
KmsClient: kmsClient,
Region: alternateRegionMrkKeyRegion,

DiscoveryFilter: &discoveryFilter,

}
awsKmsMrkDiscoveryKeyring, err :=
matProv.CreateAwsKmsMrkDiscoveryKeyring(context.Background(),
awsKmsMrkDiscoveryInput)
if err !'= nil {
panic(err)

I&. Node.js &7 5% M excludeRegionsBI% AWS Encryption SDK for JavaScript £ T2 AR—
RLUET, COBEEIE. BED AWSKMS U—>23 2 AWSKMS keys T ZEBIT R —>2 3k
HF¥F—UTZERLET. ROFITRE, KERE (/N— Z74LER) (us-east-1) AWS U — 3>
RS INTO TTZHT M 111122223333 AWS KMS keys THEHTESD AWSKMS U—> 3>
BRHEF—VUTEERLET,
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(Z & B8 D F7E AWS Encryption SDK for C k& V) EB8 AN, HAX L ClientSupplier Z4ER T % C
ETRETEFT,

—DOfllE. Nodejs ADI—RZRLTVWET,

const discovery = true
const clientProvider = excludeRegions(['us-east-1'], getKmsClient)
const keyring = new KmsKeyringNode({

clientProvider,

discovery,

discoveryFilter: { accountIDs: [111122223333], partition: 'aws' }
1)

AWS KMS EE+—1 27

AWSKMS [EBxX—V>J2ERATd L, T—REZRBSLELRFES TS AWS KMS 12T 2FT
K eB<, MHBESHKMS F—THESAUNTIUTILZRETEXT. chiF. \OFHTHLZ
BPNRICMADBEN HBDT7IT—232 AWSKMS, EF1VTAEHICERTD B —
HOESIKLIYTIUTLZBRATER T 7 r—2a2ICBLTVWET,

BE+—1 >k, Amazon DynamoDB T—7 LICREFEE TS AWSKMS REEh TS F
F—ZFAL., BELBLUVEEARL -3V TEASKD TS OFF—IFTUTINZO—-HI
CFTYSITHIETAWSKMS . FOHLOBERS THBILIFUFLF vy 1YY 21—
$3a>T9, DynamoDB 7T—7 )ik, 750 FF—%2BEBBRPREITDF—ANT & L THERE
9, POITATBRITSUOFF—&, F7oU0FF—OLUBIOIRTON—23a i BenExd, 7
ITFATBTSUOFF—, 75U0FF—OBHN—232TT, BEF—U VTR, —EOF—X
F—E2FERALTEXYE—DEBSHL. BSHLVITIARNIEILET—2BES{LF—EBESHL.
TIOTATBRITSUFF—DESRELE—ZEOSVEVITF—2FALTETF—ABEELF—2FES
tLET, BEX—U TR, TOTATRITISUOFF—L, TOEHSYED ITF—OBICHEILS
NEREBICHHILET,

BEFXF—VJREEE. BROVIIARNERLETLEDICETZOFF—N—23a a2FHALET,
EEL, A—Y—NFTO0T47B8750FF—2BRARATEEEFHBL. POTA 7T F
F—2O—FT—2aVIREEERELES, 750 FF—0OF7 07478 N—23a2 ik, O—F7—
SAVENBETCTITATBRERERBYES, POTATRITZUFF—OUEION—2 3 2 30
BAAARL =23 VORTICKFEASHELAN, BIEHREIVIVERTLTESTARL—>3 VI
FRATEEY,

AWS KMS FEE+—1 > 7 137


https://github.com/aws/aws-encryption-sdk-c/blob/master/aws-encryption-sdk-cpp/include/aws/cryptosdk/cpp/kms_keyring.h#L157

AWS Encryption SDK FROYN—HA R

BEX—) I A AR ALTDE, O—AIF vy aERENET, T50FF—XT
DFZILAO—AILF+ v IRICERENDZIBEREBR (77 0FF—XTUTIINFERINICE 2
TEFYYVIANSHIBRENDETORRE) ZERIAD T VYD I1FIREEELET., BEX—V>
Jik., ARL—=230THNOTEEEhELEIL, 750FF—%28E5L,. 750FF—<IFV
TINETE>7TITBEHIC branch-key-id 1 BH AWS KMS RO HL #1TVE T, TDE, 7
FUFFXTUTILGO-ALFry 2228 MEh, £+ v 15RFIBRIINICEDET,
Z® branch-key-id ZIEE TR INTORESLE RTESARL -3 0LSICBRAEThE
T, 720FF—XTUT7LZO-ALFY Y2 21IRETDET., AWSKMS O L AR
FT. BIZAE, FY VI AHRNI 15D THBIBEEZEATAHAELLDS, TOF Y Y IHIRAT
10,000 BIOBESLANRL —2 3 2 2 RTTBHE. KD AWS KMS F—1J > JF 10,000 E OB
FARL =232 Z/mETZHIC 10,000 0D AWS KMS BFUH L ZT5BENFN HYET, 7
TA47 N1 OHBBHEbranch-key-id, BB+ —"1) > & 10,000 BOBES{LARL—>3 %
WETEHIC1EO AWSKMS BRUFHE L ZTS3EFTEAET,

A—AIF+r+v2 a1, BSENTUTILEESITITILEZDBLET, BSILITUVTILEGT S
FATRBRTSUOFF—PESTEVTIEN, YV 14ROEMBERIYTNZDETINTOESIL
ARL—=2aVICBRAAEhET, ESEXTITILE, BELehE7 1 —I)LROXXTF—Z2TE
AENDTSoFF—IDEN=TaonrsTE TIIEn, Fy Y2 14HBOEMBERITINhD E
T. 750FF—IDEN—2aVICEETRHIINTOESARL—>aVICBRNAEhET, O—
ALFrvalk, " BLRU7SOFF—0EHRON—2a>zRETEET, O—ALF vy
AN BEATEELSICHREET N TVWSEHEEbranch key ID supplier, —EILEBOTIOT 17557
SUFF—ADASOTSUFF—XTUTINERETDEETEET,

(® Note

DEBF—I>JICETRINTOERIE. AWS KMS BEE+—1) > 7 AWS Encryption
SDK ZZ2RL %7,

a0
EF—VJR. ROTOVZIVISHEN-232THR—RFERATLET,

« M/N—2 32 3.x AWS Encryption SDK for Java
« for NET ®/N—20 32 AWS Encryption SDK 4.x

« 72320 MPL KEBRE & EIZ AWS Encryption SDK for PythonfEF § 25580 /N—2 3>
4.Xo

« AWS Encryption SDK for Rust ®/\—> 32 1.x
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« AWS Encryption SDK for Go ®/Y—= 3> 0.1.x LA

N =R

- A&

- BIREH

« BEBT IV EAFHA

- ¥y v 1%EIRTD

- BEX—VJZERTS

48 &

ROFLI—KUTIILTRE, BEF—VVINBESIBITESITIUTILETEVTILTREEE,
EEILELVESARL 2320 EOICF—) D INRITIDERTREFTHLICOVTHAL
£¥9. FVEVIF—DBHETL—VTFANTF—EF—OBESL7OLAORMBEFHMZ DOV
Tk, TAWSKMS FEEF—) > J 0HEMSFHE) 25RLTSEEL,

BS{tHRVES

ROFI—KUTIILTRE, BEF—VVINFBESIITIUTILETE>TIL, —BEOZVvEDT
F—ZBHIBHELCODVTHALET,

1. BSEXVYY RE, BEF—VVJICBSUITUTILZERLET., F—V2JRB7TL—27F
FANTF—EZF—ZERL., SYEDITF—ZEHTRLEOIC, O—HAIFr v 22128887
SUFRTITIANBBINESHERBLET. BIBTZUFF—XTUTILNHZ5EE.
F—VIRATYT4ICHEXRET,

2. ARMBTSVFEFXTUTILIBVES, BEFXF—VVIRF—ANTLETIOTATBRITSZY
FH¥F—ZOITJLZET,

a. F—ARNTIEAWSKMS 2HUOCHELTTITA7HBTZ0FF—EFSL, 7L—>FTF
ANDTOTATRISUOFF—2BLET, PIOTA7BTS0FF—%2BAT27—X
k. AWSKMSIZHT2ESHUHL TEMERIAF—2 (AAD) 2BEHIZ=HICUTI
ftehFzd,

b. ¥F—AKNTFR., 7L—FTFANOTSoFF—&, TS50 FF—0ON—23arkE, Th
ZBATET—RZEZRLET,
3. BEBX—VIRTZU0FF—XTIUTIN (FTL—TFANTSOFF—ETS0FF—/N—
Ta ) ET7tV7IIL, Ths0dE—%20—HIF v v 2 ICHBMLET,
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4. BEX—VIE, T7L—2TFANTSOFF—E 16 NANOTUHALIYILIAS—ED
SYEVIF—ZEBHLET, ERENEFTVYEITF—%ZFERHALT, 7L—2FTFANT—2Z
F—OAE—ZzBS{LLET,

ESILEETR, BSUUNTUTILEEALTTF—2ZBS{LLET, FHICOVTR., T F—
& % AWS Encryption SDK lES{t 325 %1 ZZRL T EE L,

‘S ewiEl

ROFI—KNITITRE, BBEF—VINEESITIUTIEEHKILT, BELEhET—2F—
ZESIRIHECOVTHALET,

1. BESHETR, BELEhiXyE—IhsBEE{tehicT—2F—Z28BIL. BEREYX—-U>
TJICELEY,

2. BERX—VVIG. 7Z30FF—N—232, 6 XM hOVYILM, BLRTF—RF— @F%
LA EEHBAIDZTOMOEHREEL. BSLEhETF—XF—Z2RBITET—2E2EUTI
fLLET,

HMICOVWTIEE, TAWSKMS EEFX—1) > JOEMMNEFH) 25BLTLSEEV,

3. BEXF—VU IR, ATYVT2TREENETSOFF—ON—2a3a -T2 575
VFF—XFTIVTIILNFO—DIILFYYS1RNICERETINESHEFIVILET,. BENETS
DFF—XTIUTIDSHDHEE. F—VTEATYT 6 ICERET,

4. BWBTSOFF—XTITINIBVEE, BEBEFXF—U Tk, ATV 72 THAEhETS
OFF—-N—a3a U —HITBR TSI FF—ICDOVTF—ANTEITIULET,

a. F—ARNTEAWSKMS #2HUOHEL T/ SFF—%ESL., 7L—FTFFANDTY
FTATBRITSUOFF—BBLET, PITATRITSOFF—2BATHIF—XIE., AWS
KMSIZX 32 EESRUHL TEMBIET—2 (AAD) ZRETHEHIC U TILEhE
T

b. ¥F—AKNTR., 7L—FTFANDTSoFF—&, T750FF—0ON—23arkE, h
ZRANTDT—RZRLET,

5. BExX—V IR TS oFF—IXTIVFTIN(TL—FFANTSOFF—ETZ0FF—/N—
Ta )y ET7tV7IIL, Ths0dE—%20—HDIF v v 2 ICHBMLET,

6. BEExX—VUITE. 7t/7ﬂéﬂf77>?$—77U7ﬂt\XTV72T%ﬂéﬂt16
NARDYILKNZFERALT, F—E2F—Z2BSHLLE—ZD0TVvEJTF—%2EHLEFT,

7. %Eﬂ#—U/dm\Eibt7vtzd#—&ﬁﬁbf?—ﬂ#—&@%b\7b—>?$x
NOF—2F—%RLET,
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BEDHETRK, BSYXTIUTILETL—2TFAMNODTF—E2F—ZFRAL T, BSLEhiXY
t—TZEBSHKLET, FHICOVWTR., " FESLEniX Y £—T %1% AWS Encryption SDK
S592H%E ZZRLTLSEEL,

Bl RR SR AF

[EF—V>J2EBMLTERIZEIC, ROBRFHZELELTVSZEZBBLTSEZL,

s A—H—FLERF—ANTERBENF T AT EEBL., 2BLEE1NDOTITATRTZ>
FF—ZERLKRL L,

« F—ARTTOYIAVERELELE,

® Note

F—ARNTTOAVDOREFEICLI 2T, EITEDFARL -3 &, BEF—1)
JTHERATED KMS F—MREVET, FHFHICOVWTRK, "F—AKNTT70V>3, &
SHBLTLSEEV,

e F—ARNTF—ELTSO0FF—ICT7OVEALTERATZEOICHKHER AWSKMS 7O EAFFAH
HVET, FHICOWVWTIE., Mthe section called “RELT IV ELAHFA", 2SBLTLEEL,

s HR—KRENTWBRF YV 1247 2R, Z—ACREZF YY1/ TZRELEL
oo BRMIC DUV TIE, the sectioncalled “F+¥ v = 1 %1BIRT 2" #SBL T TV,

BT 7t AFFH

AWS Encryption SDK |& ZREEET AWS PHU UK, ICKFLEEA AWS DY —ER, £
BEX—V I EERATAICE. AWSTHIUU N &, F—ARNTRHORHES L AWS KMS
key(*ﬁ?&_ﬂ CHTBUTOENROT IV EAHFANVETT,

c BEXF—V VI EFERALTTF— R ZRSILELTESTTHICEF. kms:Decrypt A RETT,

s Jo5UFF—HERLTO—T—3 29321k, kms:GenerateDataKeyWithoutPlaintext &
kms:ReEncrypt ¥ R ETT,

TSUFF—EF—ARTAOT I LAOHBORMIIOVTE, M) £B3BLTEE Wihe
section called “B&/NMIFED T VAT T NDEE",
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Frv1zBRITS

BEX—)>YiF. BEASLITEEARL—a Y TCHEATND ISOFF—IFUTIEO—TN
JJIZF+YYS I AWSKMS 52T, ICHTHAHTHLOBERSLET, BEF—J T &E
BRI, FRTDFVYYIIDRATZRETIHXENBYVET, T7FI)IMOFYYI1%E
A9%h., Z—RICEDLETFVYVYIIZHNARIAATEET,

EEX—V>JR, ROFY Y2 1RA4T2FR—MLTVET,

« the sectioncalled “F7 # ) hFr+ v 12”

« the section called “MultiThreaded¥+ ¥ v >, 1~

« the section called “StormTracking ¥ v v 1”

« the section called “®EEF v+ v 17

/A Important
BR—RENATVRIXRTOF Y Y2 1247 F, NIFALY RBRIBZEYR—KTBELS
CRETENTVET,

L, EEHIEATBES AWS Encryption SDK for Python, BEEF—1) > TN
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. BEICNYILFALY REENTVWBIREEHR—KNITDELSICERFETIAhTVET, 750 FF—
RTVFILIRNI)OBEMBARSINZE, F7AINMNFYyY2 a2k, 750FF—XFTUTILI
YRUN M0 BEICHRTINICED ZEE 1 DOAL Y RICEAAWSKMS §5 & T, EHOA
LY RABOHENDOEBEERT, chlZkiY, 1 D2OALY ROKN IZU I ITANZZEEFE AWS
KMS LTHF Y VY2 1&2EHLET,

F7#)RNF¥ v 1& StormTracking F ¥ Y1 FERELUAL Y REFILEZHR—NLETH, T
72 Fr Y 12FATRICRIVNIBREZEBETDETTERAE T, LUFMEBEFYYI 2
DHARI A R%ZTSICK, ZEHEHL F Jthe section called “StormTracking ¥+ v < 17,
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O—ALFry21RETERZTSVFF—ITUTILIVRN)OBEAAEINAXTBH5EEK
E.BEBFXF VI EZERIREEF YV IRATZEBETILERHY) EEA, FYV IR
172BELBEVES, BEF—VVIJRTF74IL XYy 1247 2ERAL, IVNURER
1000 ICEREL T,

TF7ALRF YYD I1EHARINAXTRICR, ROEZEELET,

s IVRUFY NI T O-ALNFFr Y2 1CRMTED T SOFF—ITUTILOIRNIOK
ZHIRLET,

Java

.cache(CacheType.builder()
.Default(DefaultCache.buildex()
.entryCapacity(100)

.build())

C#/ .NET

CacheType defaultCache = new CacheType

{
Default = new DefaultCache{EntryCapacity = 100}

};

Python

default_cache = CacheTypeDefault(
value=DefaultCache(
entry_capacity=100
)

Rust

let cache: CacheType = CacheType::Default(
DefaultCache: :buildex()
.entry_capacity(100)
.build()?>,
);
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Go

cache := mpltypes.CacheTypeMemberDefault{
Value: mpltypes.DefaultCache{
EntryCapacity: 100,
},
}

MultiThreaded¥ ¥ v =1

MultiThreaded¥ ¥ Y= 1l&, YIFAL Y RIRETEEICHEATEERITA. AWSKMS £
Amazon DynamoDB O L ZHR/PRICHIZ 2 HEE H Y TR A, TOHER, 750FF—IFV
TIOINUOHBRIAfYINDE, IANTOALY RIZAFICBAHEAETT, chiZkly, vV
DI1ZBEHITBDLEOOEHD AWS KMS FU'H U RET D AeeEN H Y E T,

MultiThreaded¥ ¥ Y2 1 ZFERAT3ICE, ROEZEELXT,

s IVRUFY NI T O—ALFr Y2 1CKRMTED T SOFF—IXTUTILOINIOK
ZHRLET,

s IVRUDTN—Z2TT=IOH ALK IV RN)F YN TACELESZERCTILN-Z2TF%
IKN)DBHEERLET,

Java

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.build())

C#/ .NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1
}
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i

Python

multithreaded_cache = CacheTypeMultiThreaded(
value=MultiThreadedCache(
entry_capacity=100,
entry_pruning_tail_size=1

Rust

CacheType: :MultiThreaded(

MultiThreadedCache: :buildex()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.build()?)

Go

var entryPruningTailSize int32 =1
cache := mpltypes.CacheTypeMemberMultiThreaded{
Value: mpltypes.MultiThreadedCache{

EntryCapacity: 100,
EntryPruningTailSize: &entryPruningTailSize,
},

}

StormTracking ¥+ v < 1

StormTracking ¥ ¥ v 1, BELENILFALY RELZENhTVWBRRIBEZTR—NITD LS ICRFTE
NTVERT, 750FF—XTUTILIVNIOBEMERN YN S &, StormTracking F v+ v > 1
k., 720FF—XFTUFTILIVN)OBMERAYINZ ZEZ 1 DOAL Y RICEH AWS KMS
THET, BROALY ROBUTHLUZFIELET, chiCkY, 1 D2OALY ROKHN VD
TANZEEAWSKMS LTHF vy v 12EHLET,

StormTracking ¥+ v > 1 ZFEATSICIE., XDEZEELET,
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s IVRUFY NI T O-ALNFrY Y2 1CKRMTED T SOFF—ITUTILOINIOK
ZHRLET,

57 % )L MB: 1000 T kU

C IVRNUOTL—ZVIF—LOYAK: BT N—ZV T BT SV FE—IFUTLOLY
N OBEEELET,
F7 AL RO 1 BOIYRY

 BTHE: MRS HCT SO FE—ITUTLOEHERITT 2R EEEL ET,

F7#)LMME 107
 WFER: TS FF—XTIUTILOEFHNRTECNIEREODHEZERELET,

T7 A NMEA B
c JFPOTIONTIUFFRIRTUTIINOEFRORRRATIAREEEAHEERL T,

77 %) hDfE: 20 EDFET

- IEBFO Time To Live (TTL): 75 FF—XTUTIILOEFOBITN ZRALTIRNTEDETON
BEEELET, ¥+ v a1H GetCacheEntry IZIEZL T NoSuchEntry 2RI ATIC, EU
F—A" PutCache IV NUEFEALTEZIATFNDET, TOTSUFF—RBREBEFRTHDEH
BENET,

77 %) NME: 10 B
« AU—=7":fanOutZBR=BEICAL Y RFAV—TI2IVHNHKEERLET,

T7FILNDE:20 2 UB

Java

.cache(CacheType.builder()
.StormTracking(StormTrackingCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)
.gracelnterval(1)
.fanOut(20)
.inFlightTTL(10)
.sleepMilli(20)
.build())
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C#/.NET

CacheType stormTrackingCache = new CacheType

{

};

Python

StormTracking = new StormTrackingCache

{

EntryCapacity = 100,
EntryPruningTailSize = 1,
FanOut = 20,
GraceInterval = 1,
GracePeriod = 10,
InFlightTTL = 10,
SleepMilli = 20

storm_tracking_cache = CacheTypeStormTracking(
value=StormTrackingCache(

Rust

entry_capacity=100,
entry_pruning_tail_size=1,
fan_out=20,
grace_interval=1,
grace_period=10,
in_flight_ttl=10,
sleep_milli=20

CacheType: :StormTracking(

StormTrackingCache: :buildex()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.grace_period(10)
.grace_interval(1)
.fan_out(20)
.in_flight_ttl(10)
.sleep_milli(20)

.build()?)
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Go

var entryPruningTailSize int32 =1
cache := mpltypes.CacheTypeMemberStormTracking{
Value: mpltypes.StormTrackingCache{

EntryCapacity: 100,
EntryPruningTailSize: &entryPruningTailSize,
Gracelnterval: 1,
GracePeriod: 10,
FanOut: 20,
InFlightTTL: 10,
SleepMilli: 20,
1,
}

HEFvv 2

T7F#ILKTE, BEF—VJR, F—UDT A ARART R TICHLVO-AILF v Y
JARERLKRT, LEL, HAEFYYI 1 ZERATRE, BROBBST -V JBETFYYIa%E
HETED O, XEVEHHNTEXRT A VAZVANTIHEF )T ECH LVESILY
TUTPLFY YD 1ZERTEIOTRELS, HAEF Y13 1 20F vV 10HZEXEYICR
BLET, COFvv21lk, ThZESRIDINTOEEF—V I THEATEET, HEFY Y
Ak, F-UVIETORSANTIUTIOERZERBIZD LT, XEUEAEZHKENLTDOD
ICRIAEET, KDYIC, BEFXF—VVJRBREAUVEBEBZDF Y217 7EAL, 2FHEXE
V7Y RNTUKNEZBIRTEET,

HEF YV I1ZERTBEETE, FYVIIRATZERLET, ¥ vV 1XA Jthe section
called “StormTracking F ¥ ¥ > 1”& L T the section called “7Z 7 #JLNF ¥ ¥ <, 1", the section
called “MultiThreaded¥ ¥ ¥ > 1", ik ZIEEITD Lt EREOHDINARLF YY1 %
BEBMAD_ELEETEET,

az

\ll

N—T4

EBORBFXF—V > JT120_EXF YY1 2FRATEET, £EF vV 12FERALTHE

F—DVUERERTRDEEER, AT72a>0ON—TFT14>3aIDEEXETEET, N\—FT123>ID
., FYYIALEZTACHEEBEF—V T EXBILET, 2 DOREFXF—) > INARUN—FT 123
> ID. logical key store name, 75> FF—ID 2B ITBBE. 2 2OF -V JFFrvI 1R
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TRUF+r+v21INUZHRBLET, ALHEF YY1 TEBLBD/N—FT1>3 2 IDs Z2FD
2ONRBFXF—V VU EERTDE, EF—UVJRAEFYYIIRNOBBOEEENLE/N—T 1
2AUNSOIRFYYIITIVRNICTIOERALET, N—F 123 R@3HEF YV I1HNORED
BELUTHEL, EREX—VIMMION—FT 123V IRFENATVDRTF—REHETD LR
<, BMEBOEEENEN—FT 423> THIAILTHETEDRSICLET,

N=TFT423a>AOF+v>1TI NI EBIARAFLEREITZEEE. MBON—FT1232 D
EERITDHVENHYVET, N—FT123a> IDERBEXF—VIICETE, F—UDTE. 75
FFR—IXTUTINZ2BERBLTHARIZIOTEEL, HEF vy 1 LBRICEETS F v 2
IRV EBRATEERS, N\—FT123a> I DZEELAEVES. BEX—VJIJZAAZVA
g2, —ZEON—FT423a> DHFFE—UJICBBNICEY)HTShET,

ROFIEF, T7ANBDF TV 134T THEF YY1 ZERL, BEF -V JICETHE
ZRLTVERT,

1. XTUFTL7ONARX—F4T 1) CryptographicMaterialsCache (MPL) ZfEHAL T
(CMC) Z4ER L £ 9, https://github.com/aws/aws-cryptographic-material-providers-library

Java

// Instantiate the MPL
final MaterialProviders matProv =
MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

// Create a CacheType object for the Default cache
final CacheType cache =
CacheType.builder()
.Default(DefaultCache.builder().entryCapacity(100).build())
.build();

// Create a CMC using the default cache
final CreateCryptographicMaterialsCachelInput cryptographicMaterialsCachelnput =
CreateCryptographicMaterialsCachelInput.builder()
.cache(cache)
.build();

final ICryptographicMaterialsCache sharedCryptographicMaterialsCache =
matProv.CreateCryptographicMaterialsCache(cryptographicMaterialsCacheInput);
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C#/.NET

// Instantiate the MPL
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create a CacheType object for the Default cache
var cache new CacheType { Default = new DefaultCache{EntryCapacity = 1003} };

// Create a CMC using the default cache
var cryptographicMaterialsCachelInput = new
CreateCryptographicMaterialsCacheInput {Cache = cache};

var sharedCryptographicMaterialsCache =
materialProviders.CreateCryptographicMaterialsCache(cryptographicMaterialsCacheInput);

Python

# Instantiate the MPL
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create a CacheType object for the default cache
cache: CacheType = CacheTypeDefault(
value=DefaultCache(
entry_capacity=100,

# Create a CMC using the default cache
cryptographic_materials_cache_input = CreateCryptographicMaterialsCacheInput(
cache=cache,

shared_cryptographic_materials_cache =
mat_prov.create_cryptographic_materials_cache(
cryptographic_materials_cache_input

Rust

// Instantiate the MPL
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Go

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create a CacheType object for the default cache
let cache: CacheType = CacheType: :Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?z,
);

// Create a CMC using the default cache
let shared_cryptographic_materials_cache: CryptographicMaterialsCacheRef = mpl.
create_cryptographic_materials_cache()
.cache(cache)
.send()
.await?;

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

)

// Instantiate the MPL
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

// Create a CacheType object for the default cache
cache := mpltypes.CacheTypeMemberDefault{
Value: mpltypes.DefaultCache{
EntryCapacity: 100,
.

// Create a CMC using the default cache
cmcCacheInput := mpltypes.CreateCryptographicMaterialsCacheInput{
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Cache: &cache,
}
sharedCryptographicMaterialsCache, err :=

matProv.CreateCryptographicMaterialsCache(context.Background(), cmcCacheInput)
if err !'= nil {
panic(err)

2. #EBEFrvvIa1mCacheTypeA7 IV NEERLET,

AT Y7 1 TsharedCryptographicMaterialsCachefERX L = Z# L L \CacheType# 7
DIVNIELET,

Java

// Create a CacheType object for the sharedCryptographicMaterialsCache
final CacheType sharedCache =

CacheType.buildex()

.Shared(sharedCryptographicMaterialsCache)
.build();

C#/ .NET

// Create a CacheType object for the sharedCryptographicMaterialsCache
var sharedCache = new CacheType { Shared = sharedCryptographicMaterialsCache };

Python

# Create a CacheType object for the shared_cryptographic_materials_cache
shared_cache: CacheType = CacheTypeShared(
value=shared_cryptographic_materials_cache

Rust

// Create a CacheType object for the shared_cryptographic_materials_cache
let shared_cache: CacheType =

CacheType: :Shared(shared_cryptographic_materials_cache);
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Go

// Create a CacheType object for the shared_cryptographic_materials_cache
shared_cache :=
mpltypes.CacheTypeMemberShared{sharedCryptographicMaterialsCache}

3. AFTYJ 20 sharedCache #7211V RN EEEF—UTICELET,

HEFXF vV 12FEALTREF—VJZERTIEE. 77232 TZEE
ZgpartitionIDL T, BBOKEF - IJBTEF vy v 1TI N ZHBTERY, /N—
T4232 DEEELBEVESE. BEX—VJRBF—-VIJIC-EON—FT1232 D%
BEMICEIVETRT,

(® Note

BLU/N—F 4> 3> D, . logical key store name7 5> FF—ID #5892 2 DBk
DFXF—U>T&ERTRE, BEXF—)JREEFr+Y1ATALF YY1
RNUZHBELET, BHOF—VUITRALF YV 1IN ZHELEVESE.
BEFXF—)>JZEIl—EBON—T14>23 IDEFERATIHENBYET,

ROBITIE, Thbranch key ID suppliers ¥ v < 1 HIRA" 600 WOEBEFX—1) > JZ2ERL T
T XOREBXF—) VIR ETERTRETNTVDENFEMICOVWTE., T, 25HBLTLKEE
LMthe section called “BEEF—1) T &ERT D",

Java

// Create the Hierarchical keyring
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(keystore)
.branchKeyIdSupplier(branchKeyIdSupplier)
.tt1lSeconds(600)
.cache(sharedCache)
.partitionID(partitionID)
.build();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);
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C#/.NET

// Create the Hierarchical keyring
var createKeyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
Cache = sharedCache,
TtlSeconds = 600,
PartitionId = partitionID
};

var keyring =
materialProviders.CreateAwsKmsHierarchicalKeyring(createKeyringInput);

Python

# Create the Hierarchical keyring

keyring_input: CreateAwsKmsHierarchicalKeyringInput =

CreateAwsKmsHierarchicalKeyringInput(
key_store=keystore,
branch_key_id_supplier=branch_key_id_supplier,
ttl_seconds=600,
cache=shared_cache,
partition_id=partition_id

hierarchical_keyring: IKeyring = mat_prov.create_aws_kms_hierarchical_keyring(
input=keyring_input

Rust

// Create the Hierarchical keyring
let keyringl = mpl
.create_aws_kms_hierarchical_keyring()
.key_store(key_storel)
.branch_key_id(branch_key_id.clone())
// CryptographicMaterialsCacheRef is an Rc (Reference Counted), so if you
clone it to
// pass it to different Hierarchical Keyrings, it will still point to the
same
// underlying cache, and increment the reference count accordingly.
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.cache(shared_cache.clone())
.ttl_seconds(600)
.partition_id(partition_id.clone())
.send()

.await?;

Go

// Create the Hierarchical keyring
hkeyringInput := mpltypes.CreateAwsKmsHierarchicalKeyringInput{
KeyStore: keyStorel,
BranchKeyId: &branchKeyId,
TtlSeconds: 600,
Cache: &shared_cache,
PartitionId: &partitionId,
}

keyring, err := matProv.CreateAwsKmsHierarchicalKeyring(context.Background(),
hkeyringInput)
if err !'= nil {
panic(err)

}

BEEF -1 T Z2FRTD
REF—U I EERTDICR. ROBEKETDHEN B ET,
« F—ANTH

F—ARTELTHETSZHIZERL = DynamoDB T—7 )LD BHI, EERFEF—ARNTEE
&

F v v > 1 #IBR Time to Live (TTL)

O—AILF¥Y21ROTSOFF—IXTUTILION)ZFERATESRE JRTNICEDE
TORE) (#) FYVYZIFRTILIE, 94T TS FFXF—0OFERAEZEHET AWS KMS
ITRLEHIC ZHFVEITHEEZEBELET, CcOERFEOXY RELBZTNEZYEREA, TV
SAHIR TTL OBEMERA N3 E, TONJBEESFEAT, O—AHILFrv 2 1hS5HIKRESh
S

. IIVFE—DOHEITF
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F—ANTAD1D2OT I T 171575 FF—branch-key-idZEBi T2 2HNICKRET S
M, TS FF—IDHTSAV—2EETEET,

T75U0FF—IDHTZA4VRE, BSEHEIVTEANMIRFEATVWR 71 —)LREFEALT. L
O—ROEBESICBERTSVFF—2RELET,

BT FMNIHBOTZUFF—HFBHBBINILFTFRTF—ER-AILK, 750FF—ID#
ToAV—2ERATI L ERLS<BEMOHLET, 750FF— DTS4 V—2FEALTTS
VFF—IDsDT7LYRUZBEERL, BEDTFRODELVWIT S FF—ID Z2FRICR
BTEET, flRE. JLORUBEFERTRE, 75 FF—% b3f61619-4d35-48ad-
a275-050f87e15122 MAXH V) IZ tenantl EL TSR TEET,

BEARL—>3205HE, B—ORBF—V >V Z2BNICRELTESZE—DOT T2 —(CH
BRIzt 750FF—DHT7S4V—%2ALTLI-ROEBESEELEIZTFI—%
WAlTDEETERT,

c (ATVIV)FYYDa

FYYVIARATELERO—AINFYYSIAB/MTER TS OFF—XTITILION) O %
HABZIARTBEER, F—) 0298 TIRICF YV 1247 ETIRNIFY NI T4
EZEELE T,

BEEX—1) Tk, 7 2L KN, MultiThreaded, StormTracking, £BDOF v+ v 1847 %Y
R—=RNULET, EFYVIIARATZERITDHEOFHMEFICOVTE, T, 2SRBLTILKEE
Lithe section called “F ¥ ¥ < 1 &38R T D7,

FryTIEEELEVES, BEX -V JE. BBMIC Default ¥ v v 1R/ T ZERAL,
IR)FEYNDT 4% 1,000 ICRRELE T,

c (A72a)yN—F4232ID

ZIBET DF A Ethe section called “XEF+v 1", 723> TN—FT4232 IDZEET
EEXT, N\—FT4>23> D, FvvII1IEEZALREBFXF— VUV ZXBILET, N—FT 41
2AVAOFYYIIATIVRNIZEBIAETLERETSIESE. MBON—FT1232 IDZESE
TRIRBENFHYET, N—T714232 DICKEEONFIEIEBEETEET, N—F71232ID
ZEELBEVEES., ERBIC—ZE0/N—FT1>3a> DAF—UJICBBNICEY)YTSNE
9,
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MBI DWTIE. TPartitions) Z8BLTLEE L,

(@ Note
BLU/N—FT 4232 ID, . logical key store name7 2> FF—ID £SBT2 2 2UELD
F—V2IRERTRE, BEXF—VIJRBAEBEFYYIIRATRALFYYS 1T
DERBELET, BHOF—VIJTRLF YV 2T NI ZHRBLEVESE, BE
F—)IJZEIL—BEON—T14232 DEFERTIHENBYET,

c (ATVIV)EAR—ITOURK
BEF—U2THOKMS F—ADT VL AEFTI&> THETZHAE, +—U> T 208
TRV BERIRNTCORTN—IEEETHBENHYET,

BH7SOFF— D EEALIREBF—U T 5ERTS

ROBIE., BT S5>FF—ID., . thesectioncalled “F7#)hF vy 1"F+ v 1&IBETTL
A 600 WOKBFXF—) T 2ERKT DA EEZERLTVET,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyId(branch-key-id)
.ttlSeconds(600)
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput
{

KeyStore = keystore,

BranchKeyId = branch-key-id,
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TtlSeconds = 600
};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Python

mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

keyring_input: CreateAwsKmsHierarchicalKeyringInput =
CreateAwsKmsHierarchicalKeyringInput(
key_store=keystore,
branch_key_id=branch_key_id,
ttl_seconds=600

hierarchical_keyring: IKeyring = mat_prov.create_aws_kms_hierarchical_keyring(
input=keyring_input

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.key_store(key_store.clone())
.branch_key_id(branch_key_id)
.ttl_seconds(600)
.send()
.await?;

Go

matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})

if err != nil {
panic(err)

}

hkeyringInput := mpltypes.CreateAwsKmsHierarchicalKeyringInput{
KeyStore: keyStore,

BranchKeyId: &branchKeylID,
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TtlSeconds: 600,
}

hKeyRing, err := matProv.CreateAwsKmsHierarchicalKeyring(context.Background(),
hkeyringInput)
if err !'= nil {
panic(err)

T7o50FF— DTS4 V—2FEALTHRBEF—V T Z2ERTS

ROFIEK, 750FF— DTS4V —%2FRLTREBEXF—) I ZERTDHEZRLTVE
9,

1. F7S50FF—IDY7SA4V—%2EKTS

ROBITE, 2207 Z0FF—0OT7LY RUBZERL. ZHUH
L CreateDynamoDbEncryptionBranchKeyIdSupplierT7 S FF—IDH7S/4 V¥ —%
ERLET,

Java

// Create friendly names for each branch-key-id

class ExampleBranchKeyIdSupplier implements IDynamoDbKeyBranchKeyIdSupplier {
private static String branchKeyIdForTenantl;
private static String branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this.branchKeyIdForTenantl = tenantlId;
this.branchKeyIdForTenant2 = tenant2Id;

}
// Create the branch key ID supplier
final DynamoDbEncryption ddbEnc = DynamoDbEncryption.builder()
.DynamoDbEncryptionConfig(DynamoDbEncryptionConfig.buildexr().build())
Lbuild();
final BranchKeyIdSupplier branchKeyIdSupplier =
ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
CreateDynamoDbEncryptionBranchKeyIdSupplierInput.builder()
.ddbKeyBranchKeyIdSupplier(new ExampleBranchKeyIdSupplier(branch-
key-ID-tenantl, branch-key-ID-tenant2))
.build()).branchKeyIdSupplier();
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C#/.NET

// Create friendly names for each branch-key-id
class ExampleBranchKeyIdSupplier : DynamoDbKeyBranchKeyIdSupplierBase {
private String _branchKeyIdForTenantl;
private String _branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this._branchKeyIdForTenantl = tenantlId;
this._branchKeyIdForTenant2 = tenant2Id;

}

// Create the branch key ID supplier

var ddbEnc = new DynamoDbEncryption(new DynamoDbEncryptionConfig());

var branchKeyIdSupplier = ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
new CreateDynamoDbEncryptionBranchKeyIdSupplierInput
{

DdbKeyBranchKeyIdSupplier = new ExampleBranchKeyIdSupplier(branch-key-
ID-tenantl, branch-key-ID-tenant2)

}) .BranchKeyIdSupplier;

Python

# Create branch key ID supplier that maps the branch key ID to a friendly name
branch_key_id_supplier: IBranchKeyIdSupplier = ExampleBranchKeyIdSupplier(
tenant_1_id=branch_key_id_a,
tenant_2_id=branch_key_id_b,

Rust

// Create branch key ID supplier that maps the branch key ID to a friendly name
let branch_key_id_supplier = ExampleBranchKeyIdSupplier: :new(

&branch_key_id_a,

&branch_key_id_b
);

Go

// Create branch key ID supplier that maps the branch key ID to a friendly name
keySupplier := branchKeySupplier{branchKeyA: branchKeyA, branchKeyB: branchKeyB}
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2. BEFXF—VVITZERTS

ROBITRE, ATYTATERLIETZFF— DTS4V —, ¥ v 1HRTLL 4 600
B, RRFY Y2144 XH 1000 DEBF—1) T 2HMHLLET,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsHierarchicalKeyringInput keyringInput =

CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)

.branchKeyIdSupplier(branchKeyIdSupplier)

.ttlSeconds(600)

.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600,
Cache = new CacheType

{
Default = new DefaultCache { EntryCapacity = 100 }

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Python

mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()
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)

keyring_input: CreateAwsKmsHierarchicalKeyringInput =
CreateAwsKmsHierarchicalKeyringInput(
key_store=keystore,
branch_key_id_supplier=branch_key_id_supplier,
ttl_seconds=600,
cache=CacheTypeDefault(
value=DefaultCache(
entry_capacity=100

),

hierarchical_keyring: IKeyring = mat_prov.create_aws_kms_hierarchical_keyring(
input=keyring_input

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.key_store(key_store.clone())
.branch_key_id_supplier(branch_key_id_supplier)
.ttl_seconds(600)
.send()
.await?;

Go

hkeyringInput := mpltypes.CreateAwsKmsHierarchicalKeyringInput{

KeyStore: keyStore,
BranchKeyIdSupplier: &keySupplier,
TtlSeconds: 600,
}
hKeyRing, err := matProv.CreateAwsKmsHierarchicalKeyring(context.Background(),
hkeyringInput)
if err != nil {
panic(err)
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}
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IVO—RENENTVY OF—2EREETHHE. EEEOFERNHKMS F—RTICNTS
kms:DeriveSharedSecret 7 7 £ AFFAID A URETT,

« KmsPublicKeyDiscovery F—7JU—XV RAF—XZFERALTTF—22Z2EBESTHICE, EE
ENIEIERFR KMS F—ARTIZx 9 % kms:DeriveSharedSecret # & T kms:GetPublicKkey 77
AN VHETT,
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F—REETEBELTETITS AWSKMSECDH F—U > T ZERTSIC

l&. KmsPrivateKeyToStaticPublicKeyF—7JJ—X2 NAF—YZEH
FTRIRBENBYNET, F—TITV—XNAF—YZEAL T AWS KMS ECDH
KmsPrivateKeyToStaticPublicKey ¥—U 2 JZ#HLTBICE. XDEZEELET,

« X{E&E D AWS KMS key ID

KeyUsage fEA" OIEXFR NIST #RBA AR (ECC) KMS F—RT7ZHENTHIHEN BV F
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RFC 5280 TEZENTWD &SI, SubjectPublicKeyInfo (SPKI) & & /iEhs DER T
OA—RENEXE09NT VY IF—THBIBENHYET, hitps://tools.ietf.org/html/rfc5280

AWS KMS GetPublicKey R L —2 3 >k, ERFHEKMS F—RT7ONT VY OF—%XEK
DERI>I—REXTERLET,

F—TNTS5 AWSKMS BUH L OHZERS TICIE, EEEONT VY OF—2ERIEBET
EET, BREEONTVYIOF—IZEIrEEENhTVAWVES, F—U 2Tk AWS KMS %I
HUTEEEONTUY OF—EHMELET,

- SEEONTVY HF—
RFC 5280 TEHZE N TWB&SIC, (SubjectPublicKeyInfoSPKI) &£ RIENZZEED

DERIVO—RENE X509 NT VY IOX—%IBETDIHENHVET, hitps:/tools.ietf.org/
html/rfc5280

AWS KMS GetPublicKey R L —2 3 >k, ERFEKMS F—RT7ONT VY OF—%REK
DERI>I—REXTERLET,

.« HIRRAER

BETNLEF—RTOBHHBREREZRILET. ZEELZIEEORMAOF—ARTICE, EUMH
RIS BETT,

B%xh7%{E: ECC_NIST_P256. ECC_NIS_P384, ECC_NIST_P512
c (AT AaV)HFARN—=DO DUARN

AWS KMS ECDH ¥—1UJ>J MO KMS ¥F—ADOT7 V2R &2TJ 5 NTHIETZHEEEK,. ¥F—U20Y
BRI R EEICHEBRIXNTOIZUNN—V  ZIBETIHENHYET,

C#/ .NET

ROBITE, EREEDKMS F—, REEONT VY IOF— SEHEONT IV OF—%1EE
ALT, Z#FEALTAWSKMSECDH ¥—U>JZERLET., COfITRE, #7>3a>n
SenderPublicKey/NT X—&RZFAL T, ZEBEONT VY IOF—EEELET, EEEON
Ty oF—EELBEVEE, F—U2VJIEAWSKMS 2HVOHL TREEEONT VY U F—
ERBLET, REELZEEOHMANDF—RTHECC_NIST_P256HMELEICHY) £,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
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// Must be DER-encoded X.509 public keys
var BobPublicKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new bytel[] { });

// Create the AWS KMS ECDH static keyring
var staticConfiguration = new KmsEcdhStaticConfigurations
{
KmsPrivateKeyToStaticPublicKey = new KmsPrivateKeyToStaticPublicKeyInput
{
SenderKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
SenderPublicKey = BobPublicKey,
RecipientPublicKey = AlicePublicKey

}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = staticConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

ROBITE, EEEDKMS F—, REBEONT VY IOF— SEHZEONT IV IOF—%EE
BALT., Z2FALTAWSKMSECDH ¥—U>JZERLET, cOPITRE., 772320
senderPublickey/N\TX—&RZFEAL T, EEEONT VY UF—ZHBELET., EEFEEO/N
TV OF—EELBEVWEES, F—U2VJIEAWSKMS 2FHVOHL TREEEONT VY HF—
EHBLET, REBLZIEEOHMADF—RTHAECC_NIST_P256#iELEICHY) £T,

// Retrieve public keys

// Must be DER-encoded X.509 public keys

ByteBuffer BobPublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ) ;
ByteBuffer AlicePublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");

// Create the AWS KMS ECDH static keyring
final CreateAwsKmsEcdhKeyringInput senderKeyringInput =
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CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(

KmsEcdhStaticConfigurations.builder()
.KmsPrivateKeyToStaticPublicKey/(
KmsPrivateKeyToStaticPublicKeyInput.builder()
.senderKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab")
.senderPublicKey(BobPublicKey)
.recipientPublicKey(AlicePublicKey)
.build()).build()).build();

Python

ROBITE, EEEDKMS F—, BREEONT VY IF— ZEEONT VY OF—%E
ALT., ZHEALTAWSKMSECDH ¥—U > J&2ERLET, 0T, #7320
senderPublickey/ N\o X—&RZFERAL T, EEZEONT VY IVF—%ZIEELFET., EEEON
TV oF—EELBEVWES, F—U2JIE AWSKMS 2V HL TEEEONT VY HF—
ERBLET, REELZEEOHMADF—RTHECC_NIST_P256HELEICHY) £,

import boto3

from aws_cryptographic_materialproviders.mpl.models import (
CreateAwsKmsEcdhKeyringInput,
KmsEcdhStaticConfigurationsKmsPrivateKeyToStaticPublicKey,
KmsPrivateKeyToStaticPublicKeyInput,

)

from aws_cryptography_primitives.smithygenerated.aws_cryptography_primitives.models

import ECDHCurveSpec

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Retrieve public keys

# Must be DER-encoded X.509 public keys

bob_public_key = get_public_key_bytes("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab")
alice_public_key = get_public_key_bytes("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321")

# Create the AWS KMS ECDH static keyring
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sender_keyring_input = CreateAwsKmsEcdhKeyringInput(
kms_client = boto3.client('kms', region_name="us-west-2"),
curve_spec = ECDHCurveSpec.ECC_NIST_P256,
key_agreement_scheme =
KmsEcdhStaticConfigurationsKmsPrivateKeyToStaticPublicKey(
KmsPrivateKeyToStaticPublicKeyInput(
sender_kms_identifier = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
sender_public_key = bob_public_key,
recipient_public_key = alice_public_key,

keyring = mat_prov.create_aws_kms_ecdh_keyring(sender_keyring_input)

Rust

ROBITE, EEEDKMS F—, EEEONT VY IOF— ZSEEONT IV OF—%K
ALT., ZFEALUTAWSKMSECDH #—U 2T %ZERLET, cOBITRK, A7>3a>on
sender_public_key/NSX—RZFERAL T, EEEONT VY OF—ZEELET, EEED
N7V OF—%IBELBEWES, F—U2JIE AWSKMS ZHTHL TEFEEONTUY D
F—ZRBLET,

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client esdk_client::Client::from_conf(esdk_config)?;

// Create the AWS KMS client
let sdk_config =

aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client: :new(&sdk_config);

// Optional: Create your encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1);
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// Retrieve public keys
// Must be DER-encoded X.509 keys

let public_key_file_content_sender =

std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_SENDER))?;
let parsed_public_key_file_content_sender = parse(public_key_file_content_sender)?;
let public_key_sender_utf8_bytes = parsed_public_key_file_content_sender.contents();

let public_key_file_content_recipient =

std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_RECIPIENT))?;
let parsed_public_key_file_content_recipient =
parse(public_key_file_content_recipient)?;
let public_key_recipient_utf8_bytes =
parsed_public_key_file_content_recipient.contents();

// Create KmsPrivateKeyToStaticPublicKeyInput
let kms_ecdh_static_configuration_input =
KmsPrivateKeyToStaticPublicKeyInput: :buildex()

.sender_kms_identifier(arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab)
// Must be a UTF8 DER-encoded X.509 public key
.sender_public_key(public_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let kms_ecdh_static_configuration =
KmsEcdhStaticConfigurations: :KmsPrivateKeyToStaticPublicKey(kms_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH keyring

let kms_ecdh_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client)
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_static_configuration)
.send()
.await?;
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Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS client

cfg, err := config.LoadDefaultConfig(context.TODO())

if err !'= nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = KmsKeyRegion

D)
// Optional: Create an encryption context
encryptionContext := map[string]string{
"encryption": "context",
"is not": "secret",
"but adds": "useful metadata",
"that can help you": "be confident that",
"the data you are handling": "is what you think it is",
}

// Retrieve public keys
// Must be DER-encoded X.509 keys

publicKeySender, err := utils.LoadPublicKeyFromPEM(kmsEccPublicKeyFileNameSender)
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if err !'= nil {
panic(err)
}
publicKeyRecipient, err :=
utils.LoadPublicKeyFromPEM(kmsEccPublicKeyFileNameRecipient)
if err != nil {
panic(err)

// Create KmsPrivateKeyToStaticPublicKeyInput
kmsEcdhStaticConfigurationInput := mpltypes.KmsPrivateKeyToStaticPublicKeyInput{
RecipientPublicKey: publicKeyRecipient,
SenderKmsIdentifier: arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab,
SenderPublicKey: publicKeySender,
}
kmsEcdhStaticConfiguration :=
&mpltypes.KmsEcdhStaticConfigurationsMemberKmsPrivateKeyToStaticPublicKey{
Value: kmsEcdhStaticConfigurationInput,

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err != nil {

panic(err)

// Create AWS KMS ECDH keyring
awsKmsEcdhKeyringInput := mpltypes.CreateAwsKmsEcdhKeyringInput{

CurveSpec: ecdhCurveSpec,
KeyAgreementScheme: kmsEcdhStaticConfiguration,
KmsClient: kmsClient,
}
awsKmsEcdhKeyring, err := matProv.CreateAwsKmsEcdhKeyring(context.Background(),
awsKmsEcdhKeyringInput)
if err != nil {
panic(err)
}
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AWS KMS ECDH t&iH¥—1 > J DK

EETRHLERL, THEATEZXF—EBEITDIONRANTZ YT 4 ATF AWS Encryption
SDK o CORARNT ST 14 AIZRSIZIE, KmsPrivateKeyToStaticPublicKeyF—7 41—
XY RNAF—YTAWSKMSECDH ¥—U>JZzERALET, &L, AWSKMSECDH #&HEF+—
)2, 2FVY), BEENEKMS F—RTFONTVY IF—HAAYvE—DBEXREEATY
PEFEBEONT VY IOF—E—BIIAYVE—TJHEFTTESD AWSKMS ECDH ¥—1) > J &ERK
ITHEETEET,

/A Important

KmsPublicKeyDiscovery ¥F—TF7J U — XV RNAF—NZFEALTIAXAYE—DZESTS
BE., TOMEEICEELZLS, IXTONTIVYIOF—%Z(TANET,

F—TIT)—=XNAF—Y&EFEMAL TAWS KMS ECDH KmsPublicKeyDiscovery ¥—1 > %5
ZUHILTBICE, ROEZEELET,

- ZFEED AWS KMS key ID

KeyUsage fEA" MOIEXFR NIST #RIEM AR (ECC)KMS F—RTEZBETEIHEN HY F
I KEY_AGREEMENT,

o HIER{EER

ZEEDKMS F—ART7OBHMBEARZRINLET,

B%xbh7%{E: ECC_NIST_P256. ECC_NIS_P384, ECC_NIST_P512
c (AT AaV)FARN—=DO DUAR

AWS KMS ECDH £F—U>J DO KMS ¥F—A\DOT7 UV tRA2J 7> hTHIBEIZERRE. F—U>27T
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C#/ .NET

RDOBITIE, ECC_NIST_P256H#RIC KMS F—AR7 %D AWS KMS ECDH #® i+ —

DT RERLET, BES N KMS F—ARTIZKH TS kms:GetPublicKey 3 & T
kms:DeriveSharedSecret 7 VL AHF AN BETT, cOF—V Tk, EEES N KMS F—AX
TONTIYIF—H XAVvE—TVBEXNREFENATVIZEEONT VY IOXF—E—HTD
XY tE—T7ZEBETEERT,
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// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create the AWS KMS ECDH discovery keyring
var discoveryConfiguration = new KmsEcdhStaticConfigurations

{
KmsPublicKeyDiscovery = new KmsPublicKeyDiscoveryInput
{
RecipientKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"
}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = discoveryConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

IXDOFITIE, ECC_NIST_P256 #RIC KMS ¥ —AR7 Z3#F D AWS KMS ECDH & ¥ —

DT RERLET, BEE N KMS F—ARTIZW T % kms:GetPublicKey & & T
kms:DeriveSharedSecret 7 7 EAFFAANMBETT, cOF—U 2T, BEE iz KMS F—AX
TONTNYIF—=H, XVvtE—PBEXICREENTVRIZEEONT VY OF—E—HTD
XYy tE—27EBETEET,

// Create the AWS KMS ECDH discovery keyring
final CreateAwsKmsEcdhKeyringInput recipientKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput.buildexr()
.recipientKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321") .build()
).build())
.build();
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Python

RDOFITIE, ECC_NIST_P256Hi#RIC KMS ¥—AR 7 %35D AWS KMS ECDH # ¥+ —

D T0ZERLET, BEES Nz KMS F—ARTIZXT S kms:GetPublicKey # & T
kms:DeriveSharedSecret 7 7V AF AN BETT, cOF—J Tk, EEES N KMS F—AX
TONTVYOF—=H AVvE—TVBEXNREFENATVIZEEONT VY IOXF—E—HTD
XV E—S7EBSTEET,

import boto3
from aws_cryptographic_materialproviders.mpl.models import (
CreateAwsKmsEcdhKeyringInput,
KmsEcdhStaticConfigurationsKmsPublicKeyDiscovery,
KmsPublicKeyDiscoveryInput,
)
from aws_cryptography_primitives.smithygenerated.aws_cryptography_primitives.models
import ECDHCurveSpec

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create the AWS KMS ECDH discovery keyring
create_keyring_input = CreateAwsKmsEcdhKeyringInput(
kms_client = boto3.client('kms', region_name="us-west-2"),
curve_spec ECDHCurveSpec.ECC_NIST_P256,
key_agreement_scheme = KmsEcdhStaticConfigurationsKmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput(

recipient_kms_identifier = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321",
)

keyring = mat_prov.create_aws_kms_ecdh_keyring(create_keyring_input)

Rust

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Create the AWS KMS client
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Go

let sdk_config =
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client: :new(&sdk_config);

// Optional: Create your encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Create KmsPublicKeyDiscoveryInput
let kms_ecdh_discovery_static_configuration_input =
KmsPublicKeyDiscoveryInput::builder()
.recipient_kms_identifier(ecc_recipient_key_arn)
.build()?;

let kms_ecdh_discovery_static_configuration =
KmsEcdhStaticConfigurations: :KmsPublicKeyDiscovery(kms_ecdh_discovery_static_configuration_

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH discovery keyring

let kms_ecdh_discovery_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client.clone())
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_discovery_static_configuration)
.send()
.await?;

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"
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mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS client

cfg, err := config.LoadDefaultConfig(context.TODO())

if err !'= nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = KmsKeyRegion

D)
// Optional: Create an encryption context
encryptionContext := map[string]string{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}

// Create KmsPublicKeyDiscoveryInput
kmsEcdhDiscoveryStaticConfigurationInput := mpltypes.KmsPublicKeyDiscoveryInput{
RecipientKmsIdentifier: eccRecipientKeyArn,
}
kmsEcdhDiscoveryStaticConfiguration :=
&mpltypes.KmsEcdhStaticConfigurationsMemberKmsPublicKeyDiscovery{
Value: kmsEcdhDiscoveryStaticConfigurationInput,

// Instantiate the material providers library
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matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {
panic(err)

}

// Create AWS KMS ECDH discovery keyring
awsKmsEcdhDiscoveryKeyringInput := mpltypes.CreateAwsKmsEcdhKeyringInput{

CurveSpec: ecdhCurveSpec,
KeyAgreementScheme: kmsEcdhDiscoveryStaticConfiguration,
KmsClient: kmsClient,

}
awsKmsEcdhDiscoveryKeyring, err :=
matProv.CreateAwsKmsEcdhKeyring(context.Background(),
awsKmsEcdhDiscoveryKeyringInput)
if err !'= nil {
panic(err)

}

Raw AES #—1) >4

AWS Encryption SDK Tl&, F—2 ¥ —2REIZDFSVvEIF—E LU TEEL & AES J#H+—%
FRATEERT, F—NTUTINZER. BN, REITDMBENF HYET (/\— RV T7EF21UT4
ETD21—) (HSM) ELERF—EEBATLATITSONFFELVTY), FYEVTF—ZEEL,
A—ANELERAT7ZAVTTF—RF—Z2BSILTIHENf $B55E. RawAES F—U > J = E
AULET,

Raw AES ¥—1U > &, AES-GCM 7V XLE, NMRNBIELTHEELEZYEY T+ —%
FRATRCEICE > TTF—RZEEILLET, ERawAES F—U VI TREETEDZVEY JF—
k1 2EFTIN, BHO RawAES F—D 2 JZBMT, KEBRMHOF—UTEEEIINILT

F—UIILEORENTEET,

Raw AES ¥—1 > J &, AES BES{LF*¥—THEMAE ND AWS Encryption SDK for Python 35&. O
JceMasterKey 2 7 A AWS Encryption SDK for Java & & U ® RawMasterKey 7 A ERIETH

V), HEERZEhET, HHIRETT—FZ/SL., ThEMOEET, ALZYEJTX—%F
AULTESTTRENTEERT, FHICODVTR, "TF-UJ0EHME, ZZRLTIEZV,

F-—OBRBZEFEEH

F—UTADAES F—ZHEBITHEHIC, RawAES F—DU 2T, EELEF—DOHEFZEBE
F—EBEZFEALET, ChODERS—IJLY NTRBYVEEA, o, BEILARL—>3Y
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ARY BEEEhIEXYE—T OAYVE—CTL—2FTFARNTRRIENE T, HSM @ F—
EBATLOF—BHZEEE, TOATLADAES F—ZHA T2 F—BE2FATILEZHE

HBLET,

® Note

F—OBFPEBMEF—FIE. JceMasterKey & RawMasterKey @7’ O/NA & — ID (£

Z7ANA A=) EF—IDT7 1 =)L RICEHHELZET,
.NET AWS Encryption SDK @ AWS Encryption SDK for C & & T &, KMS aws-kms¥F —

DF¥F—ZRZBEZFHNLET. DT A47 )M Raw AES ¥—1) >4 % Raw RSA

F—UITR, COBNZAEZEALZVTEEZL,

BHEOAY E—DZBSILELVESHKIDLEHICELDF UV T ZERTREE. BRIZHESR
BDEREETY, ESF—UVJAOF—RBuZHEF B, BSELF-VTAOF—BE=E

BEF—BEANFENMNFEXBLTRLIE—HLEWVER, F—XTUTILONA KFELUT

Ho2TE, BEF—UITREREhEEA,

BIZIE, F—DOBAIZEE HSM_01 &F—F& AES_256_012 #FEAL T RawAES ¥—U T A2 EH
THELET, TDHE, TOF—V I E2FEALT—BOTF—2%2EEHVLET, TOTF—2%52ES
ITBICE, AUF—REIZE™, F—RB. BROF—ITUT7IN%Z2FEHALTRawAES F—) T %4

BLET,

RDOFIE., Raw AES F— UV T DERAFZEZRL TVWET, AESWrappingKey ¥k, EEL =

F-—XTUTILZERLET,

C

TRawAES ¥—U > T &4 AR AL T B IZI1E AWS Encryption SDK for C, ZFERHLF

Jaws_cryptosdk_raw_aes_keyring_new()., EEBZHFIC DOV T, Traw_aes keyring.c

ZZRLTLSEEL,

struct aws_allocator *alloc = aws_default_allocator();

AWS_STATIC_STRING_FROM_LITERAL(wrapping_key_namespace, "HSM_0Q1");
AWS_STATIC_STRING_FROM_LITERAL(wrapping_key_name, "AES_256_012");

struct aws_cryptosdk_keyring *raw_aes_keyring = aws_cryptosdk_raw_aes_keyring_new(

alloc, wrapping_key_namespace, wrapping_key_name, aes_wrapping_key,
wrapping_key_len);
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C#/ .NET

for NET T Raw AES AWS Encryption SDK F¥—1) > J &2 ER T S (C &,
materialProviders.CreateRawAesKeyring() XV VY RZFALET., T£BHICOVT
(&. TRawAESKeyringExample.cs; ZZBL T &Y,

ROPITIE. NET B AWS Encryption SDK D/N—2 3> 4x 2#ERALE T,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

// This example uses the key generator in Bouncy Castle to generate the key
material.

// In production, use key material from a secure source.

var aesWrappingKey = new
MemoryStream(GeneratorUtilities.GetKeyGenerator("AES256").GenerateKey());

// Create the keyring that determines how your data keys are protected.
var createKeyringInput = new CreateRawAesKeyringInput

{

KeyNamespace = keyNamespace,

KeyName = keyName,

WrappingKey = aesWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var keyring = materialProviders.CreateRawAesKeyring(createKeyringInput);

JavaScript Browser

7274 AWS Encryption SDK for JavaScript ® l&WebCrypto APl A SEES{L7') X7 1 7 &2 E
BLET, F—U T ZERTSHIC. RawAesKeyringWebCrypto.importCryptoKey() %
FALTRaw ¥—<YTUT )% WebCrypto /NY VLV RICAVR—RNTRIHUENHYET, C
NIZKV), WebCrypto N\OITXTOHVEHUANFHTH>TE, F—UVINFERTDEN
RIAETNET,

RIZ, RaWAES F—U 2T & AV AR AL T B IZIE, RawAesKeyringWebCrypto() XYV
REGFEALET, F—XTFTUTILORSIZEDWTAESSYEVITILIVAL(TSvEDY
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AA—R1 ) ZIEBETIHENfBYVET, TLBHICOVTIK, Taes_simple.ts (JavaScript 75
DY) BBRLTSEZ,

ROBITE, buildClientBHZFEALTF 72 MOIOIY RAXV RIS — ZEBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfFMA L ThuildClient, BS{tE i XY t—
CHOBELENETF—FF—0OREHRITZDEETERTT, FMICDOVTIE, Mthe section
called ‘BStEhiTF—2F—0O#HIE", 28R LTLEEV,

import {
RawAesWrappingSuiteIdentifier,
RawAesKeyringWebCrypto,
synchronousRandomValues,
buildClient,
CommitmentPolicy,

} from 'eaws-crypto/client-browser'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

const keyNamespace = 'HSM_01'
const keyName = 'AES_256_012'

const wrappingSuite =
RawAesWrappingSuiteIdentifier.AES256_GCM_IV12_TAG16_NO_PADDING

/* Import the plaintext AES key into the WebCrypto backend. */

const aesWrappingKey = await RawAesKeyringWebCrypto.importCryptoKey(
rawAesKey,
wrappingSuite

)

const rawAesKeyring = new RawAesKeyringWebCrypto({
keyName,
keyNamespace,
wrappingSuite,
aesWrappingKey
1))

JavaScript Node.js

Node.js AWS Encryption SDK for JavaScript ® T Raw AES ¥—) T &2 A2 AR AT BIC
l&. RawAesKeyringNodeVZ ZADA VARV AZERLET, F—XTUTIOREICED
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WTAESSYEVITIIAVAAL(TSZYEVTARLM—F, ) ZEBETIHEN HYET, B2
BHIIZDOVWTIE, Taes_simple.ts (JavaScript Node.js)1 2B L T &V,

ROBITIEE, buildClientBBZEFEALTF7 AL RNDOIOIY AX MR — ZBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfA L ThuildClient, BHtEhiz Xy —
CHOBEENETF—E2F—OREHRITHEETEETT, FMIZDVWTIE. Tthe section
called “BEBIbLENLET—XF—OFIE ) 2SBLTLSEETL,

import {
RawAesKeyringNode,
buildClient,
CommitmentPolicy,
RawAesWrappingSuiteIdentifier,
} from '@aws-crypto/client-node'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)

const keyName = 'AES_256_012'
const keyNamespace = 'HSM_01'

const wrappingSuite =
RawAesWrappingSuiteIdentifier.AES256_GCM_IV12_TAG16_NO_PADDING

const rawAesKeyring = new RawAesKeyringNode({
keyName,
keyNamespace,
aesWrappingKey,
wrappingSuite,

1)

Java

TRawAES F—U 2T %4 AR AT B (ZIE AWS Encryption SDK for Java, ZfHAL &
ImatProv.CreateRawAesKeyring(),

final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
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.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

Python

ROBITE, F7A4)LDOOAIY MXRRUZ— Z6HAL T AWS Encryption SDK 75 4
Toh&EA2V AR AL EFFREQUIRE_ENCRYPT_REQUIRE_DECRYPT, E2&HFICOVT

l&. GitHub ® AWS Encryption SDK for Python J7RZ N1 @ "raw_aes_keyring_example.py s %
ZRLTILEEV,

# Instantiate the AWS Encryption SDK client
client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# Define the key namespace and key name
key_name_space = "HSM_01"
key_name = "AES_256_@12"

# Optional: Create an encryption context
encryption_context: Dict[str, str] = {

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# Instantiate the material providers
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create Raw AES keyring

keyring_input: CreateRawAesKeyringInput = CreateRawAesKeyringInput(
key_namespace=key_name_space,
key_name=key_name,
wrapping_key=AESWrappingKey,
wrapping_alg=AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
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raw_aes_keyring: IKeyring = mat_prov.create_raw_aes_keyring(
input=keyring_input

Rust

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Define the key namespace and key name
let key_namespace: &str = "HSM_@1";
let key_name: &str = "AES_256_012";

// Optional: Create an encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create Raw AES keyring

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name(key_name)
.key_namespace(key_namespace)
.wrapping_key(aws_smithy_types::Blob: :new(AESWrappingKey))
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle6)
.send()
.await?;

Go

import (
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mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"
mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"
)
//Instantiate the AWS Encryption SDK client.
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})

if err != nil {
panic(err)
}
// Define the key namespace and key name
var keyNamespace = "A managed aes keys"

var keyName = "My 256-bit AES wrapping key"

// Optional: Create an encryption context

encryptionContext := map[string]lstring{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {
panic(err)
}
// Create Raw AES keyring
aesKeyRingInput := mpltypes.CreateRawAesKeyringInput{
KeyName: keyName,
KeyNamespace: keyNamespace,
WrappingKey: aesWrappingKey,
WrappingAlg: mpltypes.AesWrappingAlgAlgAes256GcmIv12Tagls,
}
aesKeyring, err := matProv.CreateRawAesKeyring(context.Background(),
aesKeyRingInput)
if err !'= nil {
panic(err)
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RawRSA F— 5 lF, EELERSANTUY OF—ETSAR—NF—FEALT. O—AH)

XEYTTF—RXF—OIERBOBESNHEETETVET, T7TA/R—NF—FER, BN, REITS
REFBYVET (N\—RIZTTFEFIVUFAEDI—) (HSM) £ERF—FEIATALATITO>ON

BELVTT), BELEAKEFEALT, RRANTUYIF—DTF—2F—2BESILLET, EFH
BMTTSAR—NF—ZFERALT, T—XF—%2EBSLET, BHORSANTA 2V ITE—RHISIE
RTEFT,

ESILEETZITS RawRSAF—U 2 JICE, ERHBONT VY OF—ETSAR—RF—ORT
EEHDIMVENHYET, EEL, T—R2OBSLEE, NTUYIF—nk%EHED Raw RSA £—
)0 %ERALTITSCENTEET, . T—ROEFTRE. 7FAR—KrF—0DA %D Raw
RSAF—UVITRFERALTITSCENTEERT, RawRSAF—U 2Tk, YILFF—UVJICE
HBENTEET, RaWRSAF—U I EZNT VY OF—BRETTAR— F—2FALT
HETRHEAE., ThSHARALF—RT7O—BTHBHEEZBRBELTILKEE Y, O—FOEBERE
AWS Encryption SDK Tl&, EBARTOF—ZHF D RawRSAF—V 2T RFBEREhEL A, 1D
A, F—HIHPBELUF—RTTHDEZHERIDCEEZFT>TVET,

Raw RSA ¥—1) > 7. RSA ERMEES{LF—THHERHE D AWS Encryption SDK for Python 35
4. O JceMasterKey AWS Encryption SDK for Java 8 & T* ® RawMasterKey L RAETHY), HE
BERETIhET, HHIERTTF—2ZBSLL, ThEMORET, GULZYEVIF—2FRALTE
FIBCENTEET, FMIIODVWTRE., "F—UJ0EHEME, ZZRLTLSEZ,

(@ Note
Raw RSA £— 1) 2 J R IENMH KMS F—ZHR—KFLTVWEE A, IEXH RSAKMS F—%
FEATHBEE. AOT7OJZIVJERBRIENM RSA ZFEHTSH AWSKMS F—1U > T %
#HK— KL TLET AWS KMS keys.
« MO/X—2 32 3.x AWS Encryption SDK for Java
« for NET ®/Y—= 3 > AWS Encryption SDK 4.x

« Z7'2 3> ® Cryptographic Material Providers Library (MPL) k1B & L EICER T35
& @ AWS Encryption SDK for Python®/N\—< 3> 4.x,

« AWS Encryption SDK for Go ®/Y\—= 3> 0.1.x LAB&

Raw RSA £—1 > 185


https://github.com/aws/aws-encryption-sdk-c/blob/master/include/aws/cryptosdk/cipher.h
https://aws.github.io/aws-encryption-sdk-java/com/amazonaws/encryptionsdk/jce/JceMasterKey.html
https://aws-encryption-sdk-python.readthedocs.io/en/latest/generated/aws_encryption_sdk.key_providers.raw.html#aws_encryption_sdk.key_providers.raw.RawMasterKey
https://github.com/aws/aws-cryptographic-material-providers-library

AWS Encryption SDK FROYN—HA R

RSAKMS #—ON7 U Y OF—2EC RawRSAF— UV I 2 FERALTTF— X EBESLT
%354, AWS Encryption SDK £ £ 77— X &85 AWSKMS TEFXH A, AWS KMS IExX
HKMS F—DT7TFAR—KNF—Z RawRSAF—UV 2V IICTIOAR—KTBDERFTESE
B A, AWS KMS Decrypt #RL —>3 2. A" AWS Encryption SDK IR FEES{LE iz
XY t—T%2BETEELA,

T Raw RSA ¥— 1) > J % KT S & E & AWS Encryption SDK for C, /NAXR 77 A4 BTl
BL, BEF—ZETCPEM77A4IIOABRZXT null TRTLECXFIELTEELTLKEE

W, JavaScript T Raw RSA ¥ — UV ZERTIHE., MOSEORELOEBRMEN kDO ND T
BEMN HD CEITFELTLSEEL,

BHIZEEEBH

F—UVIADORSAF—XTUTIINZHANTR-HIC, RawRSAF—U 2T, BELEZF—0

BHZEBAEF—BEHALET, ChSDERZ—ILY FTREHWERA. chslE, BSLA

RL=23VHFBRT BSLENEXYE—T OAVYE—ICTL—2TFARNTRRENET, HSM
FERF—EBATLORSAF—RT (RFEREEOTTAR—NF—) ZHEBTHF—OHBZERE
EFXF—BEFEATAIEZHEOLET,

(® Note

F—NRAZEBMEF—HB K., JceMasterKey & RawMasterKey @ 7'O/NA4 & — ID (L&
ZT7ONAZ =) EF—ID 71 —J)LRICHEHHELET,

l&. KMS aws-kms¥*—0F—Z 5IZE{E AWS Encryption SDK for C ZF# L £, AWS
Encryption SDK for C® Raw AES ¥— 1)U X RawRSA F—U 2 JIZRFEALBEVWTLE
=L,

BEODXY E—JZBESUELVOESILIDLEHICEBZRZF -V J2ERTHEE. BRZEEESE
BDEREETY, BE5F— UV JHNOF—FaZHEF—BY, BELF—VJANOF—FmZ
BEF—BEANFENFZXBLTRER2IC-BLBEVER, F—HFALUF—XRTTH>2TE, &
SF—VVTRERAEhREA

EESILBLROPETF—VITAOF—ITFUTZILOF—OZRZEBEF—BRF., F—UTDF—R
FICRSANT VY OF— RSATTSAR—KNF—, FEEAHAOF—HEENRTVIHLESHICH
IPHs59, ABUTHIBENFHYVET, HlAE., F—DOBEZEM HSM_01 &F—F RSA_2048_06
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ZEFEDODRSANT VY OF—DRawRSA F—U > T 2ERALTF—XEZEEHTHELET, TD
F—REEETBIILE, TTAR—NF— (FERF—ART), BRUPALF—DRAZEZEERREE
ALTRawRSAF—U > T #BELET,

NF12TE—R

EHLEEFTICERAETND RaWRSAF—U 2T EHICNT AV TE—RZEETDH., FLEE*T
NZEETRERRROMEEEZFERATILEN HYET,

k., EEB/BOFHNICH>T, XO/NF 14> TF—R AWS Encryption SDK ZHR—KL TVF

9, OAEP NF 14 T E— R, $5IC SHA-256 ZfEA % OAEP & & U SHA-256 /NT 1 > J & fEH
I5 MGF1 Z2&H&HLET, PKCSI1 NFA U TE—RIF, THNEBRHEOLEOOATR—RENTV
7,

SHA-1 ZfEA T2 OAEP B KUV SHA1 NF 1> T & EH T3 MGF1

SHA-256 Z 9% OAEP 8 KT SHA-256 NT 1 > J & ERT 5 MGF1

SHA-384 Z 9% OAEP $ KT SHA-384 NT 1 > T & ERT 5 MGF1

SHA-512 {95 OAEP 8KV SHAS12 NF 14 T %#EH T 5 MGF1

PKCS1v15 /NTF1 2T

XDBIE, RSAF—RTONT VY OF—ETTAR—NF—ZFEALTRawRSA F -1V T %
ER L. SHA-256 /N7 4 > E— R T OAEP %Z SHA-256 /N7 4 > E— RT MGF1 2K T2 5
ZEZRLTWET, RSAPublicKey 8 KT RSAPrivatekKey Z#d., EEITDF—NTUTINZER
LET,

C

T Raw RSA ¥—1 > J #4EKT % (ZI&k AWS Encryption SDK for C, ZFRAL %
Faws_cryptosdk_raw_rsa_keyring_new,

T Raw RSA ¥— U > J%#ERT S & & & AWS Encryption SDK for C, /NAXR 7 7A4I)ILBELT
TREL, EF—ZECPEM 774N OARZXT null THEHD CXFEHELTEELTLE
TV, BEBHICOWVWTIEE, Traw rsa_keyring.cy ZSBLTLSEE L,

struct aws_allocator *alloc = aws_default_allocator();

AWS_STATIC_STRING_FROM_LITERAL(key_namespace, "HSM_01");
AWS_STATIC_STRING_FROM_LITERAL(key_name, "RSA_2048_06");
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struct aws_cryptosdk_keyring *rawRsaKeyring = aws_cryptosdk_raw_rsa_keyring_new(

alloc,

key_namespace,

key_name,

private_key_from_pem,
public_key_from_pem,
AWS_CRYPTOSDK_RSA_OAEP_SHA256_MGF1);

C#/ .NET

AWS Encryption SDK for .NET T Raw RSA *—U 2T %A AR A{LTBICI&,

materialProviders.CreateRawRsaKeyring() XV v RZFEALET., TL£LHICOVT

l&. TRawRSAKeyringExample.cs; #ZBL T &V,

ROFITIE, .NET F AWS Encryption SDK ®/N\—> 3> 4x AL E T,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

var keyNamespace = "HSM_01";
var keyName = "RSA_2048_06";

// Get public and private keys from PEM files
var publicKey = new

MemoryStream(System.IO.File.ReadAllBytes("RSAKeyringExamplePublicKey.pem"));

var privateKey = new

MemoryStream(System.IO.File.ReadAllBytes("RSAKeyringExamplePrivateKey.pem"));

// Create the keyring input
var createRawRsaKeyringInput = new CreateRawRsaKeyringInput
{
KeyNamespace = keyNamespace,
KeyName = keyName,
PaddingScheme = PaddingScheme.OAEP_SHA512_MGF1,
PublicKey = publicKey,
PrivateKey = privateKey

Iy

// Create the keyring

var rawRsaKeyring = materialProviders.CreateRawRsaKeyring(createRawRsaKeyringInput);
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JavaScript Browser

7' 7% AWS Encryption SDK for JavaScript ® l&WebCrypto T4 7 Z U A SEE{T U
TATERBLET, F—U DU ZERTBEIIC. importPublicKey() 8KV / £
importPrivateKey() Z#EAL T RAW F—X T U7 )L %Z WebCrypto /NY VT RIZA >
R—NTIUENHYVET, hiZkV), WebCrypto N\ODITXNTOHFHUNIERFHTH>T
E, F—UVINERTDCENRIAENET, 1 VR—MXVYY RFIZHFEB AT T UM
&, ZYEITILIVAXLEFTONTAITE—RFIEENET,

F—IXTUTIN%EAVR—KLKES, RawRsaKeyringWebCrypto() XV VY REFEHL TH—
)T %A AR AL L ET, JavaScript T Raw RSA ¥—U VI ZERT BB, DS
EORREOEBMNRDN B AEMI BB EIERLTSEEL,

ROBITIEE, buildClientBBZEFEALTF7 AL RNOIOIY XV MR — ZBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfMAL ThuildClient, BH{tEhiz XY t—
SHOBEENET—2F—OREHPRIZDEETEET, FMIZDODWVWTIE. Tthe section
called ‘“BEHbLENiETF—XF—DOHIRE ) 2SBLTIEEL,

TEBHICOVTIE, Trsa_simple.ts (JavaScript 72 JH), 2B LT EEV,

import {
RsaImportableKey,
RawRsaKeyringWebCrypto,
buildClient,
CommitmentPolicy,

} from 'e@aws-crypto/client-browser'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

)

const privateKey = await RawRsaKeyringWebCrypto.importPrivateKey(
privateRsaJwKKey

)

const publicKey = await RawRsaKeyringWebCrypto.importPublicKey(
publicRsaJwKKey

)

const keyNamespace = 'HSM_01'
const keyName = 'RSA_2048 06'
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const keyring = new RawRsaKeyringWebCrypto({
keyName,
keyNamespace,
publicKey,
privateKey,

1)

JavaScript Node.js

Node.js AWS Encryption SDK for JavaScript ® T Raw RSA ¥—U > J %A AR A{tT
%Ik, RawRsaKeyringNodeZ ZADHFHL VWAV AR AZER L ET, wrapKey /N7
X=BRR@FINTVY OF—#REFLET, unwrapkKey NTA—RBE T T4/ R—hF—2REFLE
9, RawRsaKeyringNode AV ARNZIVE—RBTF7 AL NONT 1 TJE—RZEHNICFTEL
FIHN, FAONFA VT E—REBETDIEETEEXT,

JavaScript T Raw RSA F— U2 JZERT BB ER. tHOSEORKE O FEBMED ATEEM A
HBDEIEBELTLSEZL,

ROBITE, buildClientB#HZEFEALTF7FIILMOIZY XV KR — ZBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, Zf AL ThuildClient, BEH{tE XY —
CHOEStENET—2F—OREFIRIZDCEETEETET, FMICODVWTIEE, Mthe section
called ‘BEEILENETF—XF—0OFIR") 2ZZRBLTLEEV,

FEAHFIZOVWTIE. rsa_simple.ts (JavaScript Node.js)y ZZ8BL T &L,

import {
RawRsaKeyringNode,
buildClient,
CommitmentPolicy,

} from '@aws-crypto/client-node’

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

const keyNamespace = 'HSM_01'
const keyName = 'RSA_2048 06'

const keyring = new RawRsaKeyringNode({ keyName, keyNamespace, rsaPublicKey,
rsaPrivateKey})
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Java

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
.keyName ("RSA_2048_06")
.keyNamespace("HSM_01")
.paddingScheme(PaddingScheme.0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
.privateKey(RSAPrivateKey)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

Python

ROPITE, 72O OZTY X RKRUZ— 2L T AWS Encryption SDK 25 A
T RN&EAARY AL £ FREQUIRE_ENCRYPT_REQUIRE_DECRYPT, E2A&FIZOVWT

l&. GitHub ® AWS Encryption SDK for Python J7RZ N ® "raw_rsa_keyring_example.pys %&
SRLTLSEEL,

# Define the key namespace and key name
key_name_space = "HSM_01"
key_name = "RSA_2048_06"

# Instantiate the material providers
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Create Raw RSA keyring

keyring_input: CreateRawRsaKeyringInput = CreateRawRsaKeyringInput(
key_namespace=key_name_space,
key_name=key_name,
padding_scheme=PaddingScheme.OAEP_SHA256_MGF1,
public_key=RSAPublicKey,
private_key=RSAPrivateKey

raw_rsa_keyring: IKeyring = mat_prov.create_raw_rsa_keyring(
input=keyring_input
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Rust

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Optional: Create an encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Define the key namespace and key name
let key_namespace: &str = "HSM_01";
let key_name: &str = "RSA_ 2048 06";

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create Raw RSA keyring

let raw_rsa_keyring = mpl
.create_raw_rsa_keyring()
.key_name(key_name)
.key_namespace(key_namespace)
.padding_scheme(PaddingScheme: :0aepSha256Mgf1)
.public_key(aws_smithy_types::Blob::new(RSAPublicKey))
.private_key(aws_smithy_types::Blob::new(RSAPrivateKey))
.send()
.await?;

Go

// Instantiate the material providers library
matProv, err :=
awscryptographymaterialproviderssmithygenerated.NewClient(awscryptographymaterialproviderss

// Create Raw RSA keyring
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rsaKeyRingInput :=
awscryptographymaterialproviderssmithygeneratedtypes.CreateRawRsaKeyringInput{
KeyName: "rsa",
KeyNamespace: "rsa-keyring",
PaddingScheme:
awscryptographymaterialproviderssmithygeneratedtypes.PaddingSchemePkcsl,
PublicKey: pem.EncodeToMemory(publicKeyBlock),
PrivateKey: pem.EncodeToMemory(privateKeyBlock),

}

rsaKeyring, err := matProv.CreateRawRsaKeyring(context.Background(),
rsaKeyRingInput)

Go
import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"

)

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})

if err !'= nil {
panic(err)
}
// Optional: Create an encryption context
encryptionContext := map[string]string{
"encryption": "context",
"is not": "secret",
"but adds": "useful metadata",
"that can help you": "be confident that",
"the data you are handling": "is what you think it is",
}
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// Define the key namespace and key name
var keyNamespace = "HSM_01"
var keyName = "RSA_2048 06"

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

}

// Create Raw RSA keyring

rsaKeyRingInput := mpltypes.CreateRawRsaKeyringInput{
KeyName: keyName,
KeyNamespace: keyNamespace,
PaddingScheme: mpltypes.PaddingSchemeOaepSha512Mgf1,

PublicKey: (RSAPublicKey),
PrivateKey: (RSAPrivateKey),
}
rsaKeyring, err := matProv.CreateRawRsaKeyring(context.Background(),
rsaKeyRingInput)
if err !'= nil {
panic(err)
}
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Raw ECDH ¥—U>J i}, BELEBABBEONT VY I/TSAR— N F—RTEFEHLT, 22
NHEFFTHESYEVIF—ZWMBLET, £, F—U2JR, BEEOT S/ RX—NF—,
ZEEONT VY VF—, BLETHEMHMEE Diffie-Hellman (ECDH) F—F7J U —X> RF7ITV X
LAZFEALTHBE—OLYNZERBLET, RIC. F-UIJRHEEBEI—IL Y MEFERALT,
TSI —Z2REIAIHESVYETF—ZEEBLET, A (KDF_CTR_HMAC_SHA384) AWS
Encryption SDK 2L TRAEZYEY JF—2MBITHF—WMBHEAKE. T—HSICETS NIST
LIXF—=23a ICERLTVET,

F—HEBEHE. 64 NAMDF—XFTUTILZRLET, HEEENELVF—IXFTUTIZEH
LTWVWBZELaERTD=HIC, AWS Encryption SDK E&#D 32 NA hEJZY MX MNF—
ELTHERAL, BRDRZ2NA NZ2HBESYE IJF—ELTERALET, BRI, F—UTH
XYV E—IAYVA—BEXICREENTVAOLERALUIIY NN F—EHESYEVITXF—%ZE
BTEBRVEE, ARL—23VREBLULET, X, Aice DT T4 RX—KF—& Bob D/NT
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)Y OF—THREETNLEF—V I Z2FALTTF—RZBSILTSDEE. Bob DT TAR—KF—
E Alice DNT VY OF—TREENLEF—VJE, ALY NXVRNF—EHBESVEDY
F—2HBRL, T—2EESLTEET, BobO/NT VY IF—HF AWSKMS key R7HS5DED
TH>HA. Bobld AWSKMSECDH ¥—U I #ERLTTF—2E2EETEET,

Raw ECDH ¥—1) > 7k, AES-GCM ZFAL THHEF—TTF—REBHHLLET, RIZ. F—
¥ —(k, AES-GCM ZFEAL TMELERESYE Y IF—TIOARO-—THEESLEhET, &
Raw ECDH ¥ —U>JIC@E 1 DORBESYEV ITF—NDHZEHDENTEFTHN, EHO Raw
ECOH F—U 2> J&BMT, FLEREMBOF—V D TJERIITIIINTFF—VTICEDDENTESR
£

TT7AR—NEF—DER., R7FE. REEEF., \—RIIT7EF21VF1ED 1)L (HSM) £lFF—
EBIATATISCELEZBEOLET, EEHLZIEHAOF—ARTE, FERAUBSHMBKRLICHY
£, &, XOBHEMELEE AWS Encryption SDK ZHR—KM L TWET,

« ECC_NIST_P256
 ECC_NIST_P384
 ECC_NIST_P512

J7O7ZiVISHEOERY

Raw ECDH #—1) > J'[& Cryptographic Material Providers Library (MPL) ®/N\—> 32> 1.5.0 TEA
Th, ROT7OTJZZVIJFRBEN—2a>THR—RFEATVET,

« MO/N—2 32 3.x AWS Encryption SDK for Java
« for NET ®/N—20 32 AWS Encryption SDK 4.x

« 72320 MPL k2B & &£ £ (2 AWS Encryption SDK for Pythonff 3 2548, ®/N\—> 3
> 4.Xo

« AWS Encryption SDK for Rust ®/N\—> 32 1.x
« AWS Encryption SDK for Go ®/Y—= 3> 0.1.x LA

Raw ECDH —U > J O 4R

Raw ECDH ¥—1) > J &, RawPrivateKeyToStaticPublicKey, .
EphemeralPrivateKeyToStaticPublicKey® 3 DDF—F I ) —XV NAF—XZHYR—KL
TWETFPublicKeyDiscovery, BIRULEF—FT I VXD RNAF—XIZL2>2T, ETTEDIRES
ARL =232 EF—IXTUTILOEAILTHENRENET,
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N =R
» RawPrivateKeyToStaticPublicKey

» EphemeralPrivateKeyToStaticPublicKey

» PublicKeyDiscovery

RawPrivateKeyToStaticPublicKey

RawPrivateKeyToStaticPublickey #F—7J U —XV MAF—XEZFEHAL T, EEEDT A
R=KRF—EZEHEONT VY OF—F—UJICBNICERELET, COF—TIV—XU KA
F—XE, TR EBESLELVOPESHKTEET,

RawPrivateKeyToStaticPublicKey ¥—7J ) —X> NAF+—YZ &AL T Raw ECDH F¥—1)
DORDBILTBICE., ROEZEELET,

c KEEDTZANR—KF—

RFC 5958 TEZENTWBLDIZ, BREHENDPEM I I1—RE kT T4 RK—KF+— (PKCS
#8 PrivateKeylnfo #i&) ZIEETHIHEN BV E T,

- BEEONTUY OF—
RFC 5280 TEHRENTWA &SI, (SubjectPublicKeyInfoSPKI) £ £ HIENDZEED

DERI>O—R&ENEX509/NT VY OF—%IEETIHLENHYET, hitps://tools.ietf.org/
html/rfc5280

FEXHF—TITV—XKNKMS F—ARTONTVYOF—, £k OABTERE N EF—ART
ODINT VY OF—%EETEET AWS,
. MR

BETCNLEF—RTOBHBERLERERBRILE T, ZEELZIEEFORMAOF—RTIF, EUMRE
AERTHIBENHYVET,

BM7%{E: ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/.NET

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var BobPrivateKey = new MemoryStream(new byte[] { });
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var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH static keyring
var staticConfiguration = new RawEcdhStaticConfigurations()
{
RawPrivateKeyToStaticPublicKey = new RawPrivateKeyToStaticPublicKeyInput
{
SenderStaticPrivateKey = BobPrivateKey,
RecipientPublicKey = AlicePublicKey
}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()
{

CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = staticConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

XD Java DFITIE, RawPrivateKeyToStaticPublicKeyF—7 ) —X2 NAF—N%E
ALT, BEZEOTSAR—RNF—LZEZEONT VY IOF—ZBNIIRELET, @MHADF—
ARTHFECC_NIST_P256HR EICH VY ET,

private static void StaticRawKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair senderKeys = GetRawEccKey();
KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH static keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.RawPrivateKeyToStaticPublicKey(
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RawPrivateKeyToStaticPublicKeyInput.builder()
// Must be a PEM-encoded private key

.senderStaticPrivateKey(ByteBuffer.wrap(senderKeys.getPrivate().getEncoded()))
// Must be a DER-encoded X.509 public key

.recipientPublicKey(ByteBuffer.wrap(recipient.getPublic().getEncoded()))
.build()
)
.build()
).build();

final IKeyring staticKeyring =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

Python

XD Python OHIT

l&. RawEcdhStaticConfigurationsRawPrivateKeyToStaticPublicKeyF—747 1) —X
YRAF—TXEFEALT, ZEEODTZAR—NF—ZEEONT VY VF—EBNICHKEL
FT. MADF—RFHNECC_NIST_P256HR EICH VY ET,

import boto3

from aws_cryptographic_materialproviders.mpl.models import (
CreateRawEcdhKeyringInput,
RawEcdhStaticConfigurationsRawPrivateKeyToStaticPublicKey,
RawPrivateKeyToStaticPublicKeyInput,

)

from aws_cryptography_primitives.smithygenerated.aws_cryptography_primitives.models

import ECDHCurveSpec

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Must be a PEM-encoded private key

bob_private_key = get_private_key_bytes()
# Must be a DER-encoded X.509 public key
alice_public_key = get_public_key_bytes()

# Create the raw ECDH static keyring
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raw_keyring_input = CreateRawEcdhKeyringInput(
curve_spec = ECDHCurveSpec.ECC_NIST_P256,
key_agreement_scheme =
RawEcdhStaticConfigurationsRawPrivateKeyToStaticPublicKey(
RawPrivateKeyToStaticPublicKeyInput(
sender_static_private_key = bob_private_key,
recipient_public_key = alice_public_key,

keyring = mat_prov.create_raw_ecdh_keyring(raw_keyring_input)
Rust

XD Python OHITIE, raw_ecdh_static_configuration¥—7J V=X NAF—N%ZE
ALT, REBEDTSAR—RNF—ELZEZEONT VY IOFXF—%2BHNIKRELET,. MAHADF—
RT7HFEUCHBRELICHDIBEN HYET,

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Optional: Create your encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1);

// Create keyring input
let raw_ecdh_static_configuration_input =
RawPrivateKeyToStaticPublicKeyInput: :buildexr()

// Must be a UTF8 PEM-encoded private key
.sender_static_private_key(private_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;
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let raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :RawPrivateKeyToStaticPublicKey(raw_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH static keyring

let raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(raw_ecdh_static_configuration)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"

)

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})

if err !'= nil {
panic(err)
}
// Optional: Create your encryption context
encryptionContext := map[string]string{
"encryption": "context",
"is not": "secret",
"but adds": "useful metadata",
"that can help you": "be confident that",
"the data you are handling": "is what you think it is",
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}

// Create keyring input

rawEcdhStaticConfigurationInput := mpltypes.RawPrivateKeyToStaticPublicKeyInput{
SenderStaticPrivateKey: privateKeySender,
RecipientPublicKey: publicKeyRecipient,

}

rawECDHStaticConfiguration :=

&mpltypes.RawEcdhStaticConfigurationsMemberRawPrivateKeyToStaticPublicKey{

Value: rawEcdhStaticConfigurationInput,

}

rawEcdhKeyRingInput := mpltypes.CreateRawEcdhKeyringInput{
CurveSpec: ecdhCurveSpec,
KeyAgreementScheme: rawECDHStaticConfiguration,

}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

// Create raw ECDH static keyring
rawEcdhKeyring, err := matProv.CreateRawEcdhKeyring(context.Background(),
rawEcdhKeyRingInput)
if err !'= nil {
panic(err)

EphemeralPrivateKeyToStaticPublicKey

F—TTV)—=—XVNAF—YTRESE N /cEphemeralPrivateKeyToStaticPublicKeyF—1 >
JE, O—AHILICHFLVWF—RT7ZEHRL, BSEFPHLIEIL—EBEORESYE JFXF—2HE
LET,

COF=TTV—AXVRAF—TE, XVE—D0OHKEFES{LTESE

9, EphemeralPrivateKeyToStaticPublicKey #F—7J =XV NAF—YTHRESLEhL
XYvtE—T%EFTTHICE. AUZEEONT VY VF—TRETNEREF—TITIV—XV KA
F—XEFEAITIHLENHYET, E5ITSICIE,. PublicKeyDiscoveryF—F I —XV KT
dUXALATRawECDH ¥—U > J#ERATHH. BEEONT VY VF—HNIEIBF—T I —X
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VRNKMS F—RT7HAS5DENDTH DB EE. KmsPublicKeyDiscovery ¥F—TF7J 1) —X> NAF—YX
TAWSKMSECDH ¥—U > Y% EHTEEY,

EphemeralPrivateKeyToStaticPublicKey ¥—7J 1 —X2 NAF—YXZFEAL T Raw
ECDH ¥—U > J =z #H{tT3ICIE. XOEZEELET,

- FEEONTVY UF—

RFC 5280 TEZENTWVWB KRS, (SubjectPublicKeyInfoSPKl) EE£EFENBZZEED
DERI>O—RENEZ X500 /NT VY OX—ZIBETDIHEN HVET, hitps:/tools.ietf.org/
html/rfc5280

FERHF—TITV—XRNKMS F—RTONT VY OF—, £hiF OABTERE N EF—RT
DNT VY OF—%IBETEEXTT AWS,
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BEENENT VY OF—OBEAMKRERERILET.

BESLEIC., F—U2IRBEEEThHRICHLVF—RTZERL., HILLWITAR—KF—&
BEENENTUY OFXF—2FALTHESYEJF—EZRBLET,

BM7%{E: ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

ROBITE, F—TFIT)—XNAF—Y%ZFERHL T Raw ECDH
EphemeralPrivateKeyToStaticPublicKeyF¥—U T &ZERLET., BHLEIC, F—1
IR EEE NIZECC_NIST_P256HiRICH L WF—RT7EZO—DILICERLET,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH ephemeral keyring
var ephemeralConfiguration = new RawEcdhStaticConfigurations()
{
EphemeralPrivateKeyToStaticPublicKey = new
EphemeralPrivateKeyToStaticPublicKeyInput
{
RecipientPublicKey = AlicePublicKey
}
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i

var createKeyringInput = new CreateRawEcdhKeyringInput()
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = ephemeralConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

ROBITE, F—TIT)V—XNAF—IZHFEHL T Raw ECDH
EphemeralPrivateKeyToStaticPublicKeyF¥—U T ZERL ET., BEHLEIC, F—1
R EEE NIECC_NIST_P256HRICH L WF—RT7EO—DILICERLET,

private static void EphemeralRawEcdhKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())

.build();
ByteBuffer recipientPublicKey = getPublicKeyBytes();

// Create the Raw ECDH ephemeral keyring
final CreateRawEcdhKeyringInput ephemerallnput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.EphemeralPrivateKeyToStaticPublicKey/(
EphemeralPrivateKeyToStaticPublicKeyInput.buildexr()
.recipientPublicKey(recipientPublicKey)
.build()
)
.build()
).build();

final IKeyring ephemeralKeyring =
materialProviders.CreateRawEcdhKeyring(ephemeralInput);

}
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Python

ROBITRE, F—TT)—X2NAF—IXZFEMAL T Raw ECDH
RawEcdhStaticConfigurationsEphemeralPrivateKeyToStaticPublicKey*¥—1U> %
EHEBLET. BSLRIC, F—U2TRIEEENIZECC_NIST_P256HIRICHL VWF—RT %
O—A)LICHERLET,

import boto3

from aws_cryptographic_materialproviders.mpl.models import (
CreateRawEcdhKeyringInput,
RawEcdhStaticConfigurationsEphemeralPrivateKeyToStaticPublicKey,
EphemeralPrivateKeyToStaticPublicKeyInput,

)

from aws_cryptography_primitives.smithygenerated.aws_cryptography_primitives.models

import ECDHCurveSpec

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Your get_public_key_bytes must return a DER-encoded X.509 public key
recipient_public_key = get_public_key_bytes()

# Create the raw ECDH ephemeral private key keyring
ephemeral_input = CreateRawEcdhKeyringInput(
curve_spec = ECDHCurveSpec.ECC_NIST_P256,
key_agreement_scheme =
RawEcdhStaticConfigurationsEphemeralPrivateKeyToStaticPublicKey(
EphemeralPrivateKeyToStaticPublicKeyInput(
recipient_public_key = recipient_public_key,

keyring = mat_prov.create_raw_ecdh_keyring(ephemeral_input)

Rust

ROBITE, F—TITV—XNAF—I%Z#EHL T Raw ECDH
ephemeral_raw_ecdh_static_configuration¥—U>J&ERKLFTT. BELEIC, F—
DT BEETNE/HBEICO—HAILICHLVWF—RT7TEERLET,
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// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Optional: Create your encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Load public key from UTF-8 encoded PEM files into a DER encoded public key.
let public_key_file_content =

std::fs::read_to_string(Path: :new(EXAMPLE_ECC_PUBLIC_KEY_FILENAME_RECIPIENT))?;
let parsed_public_key_file_content = parse(public_key_file_content)?;
let public_key_recipient_utf8_bytes = parsed_public_key_file_content.contents();

// Create EphemeralPrivateKeyToStaticPublicKeyInput
let ephemeral_raw_ecdh_static_configuration_input =
EphemeralPrivateKeyToStaticPublicKeyInput::buildex()
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let ephemeral_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :EphemeralPrivateKeyToStaticPublicKey(ephemeral_raw_ecdh_static

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH ephemeral private key keyring

let ephemeral_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(ephemeral_raw_ecdh_static_configuration)
.send()
.await?;
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Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"

)

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)
}
// Optional: Create your encryption context
encryptionContext := map[string]lstring{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}

// Load public key from UTF-8 encoded PEM files into a DER encoded public key
publicKeyRecipient, err := LoadPublicKeyFromPEM(eccPublicKeyFileNameRecipient)
if err != nil {

panic(err)

// Create EphemeralPrivateKeyToStaticPublicKeyInput
ephemeralRawEcdhStaticConfigurationInput :=
mpltypes.EphemeralPrivateKeyToStaticPublicKeyInput{
RecipientPublicKey: publicKeyRecipient,
}

ephemeralRawECDHStaticConfiguration :=

mpltypes.RawEcdhStaticConfigurationsMemberEphemeralPrivateKeyToStaticPublicKey{

Value: ephemeralRawEcdhStaticConfigurationInput,
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}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

}

// Create raw ECDH ephemeral private key keyring
rawEcdhKeyRingInput := mpltypes.CreateRawEcdhKeyringInput{
CurveSpec: ecdhCurveSpec,
KeyAgreementScheme: &ephemeralRawECDHStaticConfiguration,

}
ecdhKeyring, err := matProv.CreateRawEcdhKeyring(context.Background(),
rawEcdhKeyRingInput)
if err !'= nil {
panic(err)
}

PublicKeyDiscovery

BEITDEEWR., THEATERZSIVEVIXF—ZBETDIONIRARNTZITAATT AWS
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RFC 5958 TEZEENTWAKSIZ, BEENPPEMI>I1—RENETTAX—KF— (PKCS
#8 PrivateKeylnfo #i&) ZIEETHHXEN BV E T,

.« HRRAER

BEENLETZAR—PMF—OBEAHKREEREZBILET. EEELZFEEOEMAOF—RTE,
EUHRIRTHILENF BT,

B%xh7%{E: ECC_NIST_P256. ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

RO DHITIEE, F—T T VX MNAF—N%ZFEHL T Raw ECDH
PublicKeyDiscovery¥—U 2T &ZERLET. cOF—D2TR, EEETNETTAR—K
F—ONT VY IVF—HFAYVE—DBEXNREENTVRIZFEEONT IV IOF—E—HTS
XY tE—T%ZEBESTEEXY,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePrivateKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH discovery keyring
var discoveryConfiguration = new RawEcdhStaticConfigurations()

{
PublicKeyDiscovery = new PublicKeyDiscoveryInput
{
RecipientStaticPrivateKey = AlicePrivateKey
}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()

{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,

KeyAgreementScheme = discoveryConfiguration

iy

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);
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Java

RO OBITE, F—TITJ)—XRNAF—Y%ZFEAL T Raw ECDH
PublicKeyDiscoveryF¥—U 2T & ERLET, cOF—U 2T, BEENETFTMAR—K
F—ONTVYIF—HF AV E—DBEEXIRFEENTVWIZEEONT VY IF—E—HTD
XY tE—T72EBETEERT,

private static void RawEcdhDiscovery() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH discovery keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.buildexr()
.PublicKeyDiscovery(
PublicKeyDiscoveryInput.builder()
// Must be a PEM-encoded private key

.recipientStaticPrivateKey(ByteBuffer.wrap(sender.getPrivate().getEncoded()))
.build()

)
.build()
).build();

final IKeyring publicKeyDiscovery =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}

Python

ROPITlE, F—FITV—XVNAF—T%ZHL T Raw ECDH
RawEcdhStaticConfigurationsPublicKeyDiscovery¥—U> I &ERLET, CDF—
TR, BEENETSAR—RMF—ONT VY IF—HP XY E—PBEEXICREENATVS
ZEEONT VY IF—E—HITBXAY -T2 ESTEET,
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import boto3
from aws_cryptographic_materialproviders.mpl.models import (
CreateRawEcdhKeyringInput,
RawEcdhStaticConfigurationsPublicKeyDiscovery,
PublicKeyDiscoveryInput,
)
from aws_cryptography_primitives.smithygenerated.aws_cryptography_primitives.models
import ECDHCurveSpec

# Instantiate the material providers library
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

# Your get_private_key_bytes must return a PEM-encoded private key
recipient_private_key = get_private_key_bytes()

# Create the raw ECDH discovery keyring
raw_keyring_input = CreateRawEcdhKeyringInput(
curve_spec = ECDHCurveSpec.ECC_NIST_P256,
key_agreement_scheme = RawEcdhStaticConfigurationsPublicKeyDiscovery(
PublicKeyDiscoveryInput(
recipient_static_private_key = recipient_private_key,

keyring = mat_prov.create_raw_ecdh_keyring(raw_keyring_input)

Rust

ROBITE, F—TITV—XNAF—TZEMHL T Raw ECDH
discovery_raw_ecdh_static_configuration¥—U>JZERLET, cOF—U>T
i, BEENETSAR—RNF—ONT VY IF—HFAYE—PREXICREENTVIZESE
DINT VY OF—E—BITBAVE—%EBEBTEET,

// Instantiate the AWS Encryption SDK client and material providers library
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
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// Optional: Create your encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)

// Load keys from UTF-8 encoded PEM files.

let mut file = File::open(Path::new(EXAMPLE_ECC_PRIVATE_KEY_FILENAME_RECIPIENT))?;
let mut private_key_recipient_utf8_bytes = Vec::new();

file.read_to_end(&mut private_key_recipient_utf8_bytes)?;

// Create PublicKeyDiscoveryInput
let discovery_raw_ecdh_static_configuration_input =
PublicKeyDiscoveryInput::buildex()
// Must be a UTF8 PEM-encoded private key
.recipient_static_private_key(private_key_recipient_utf8_bytes)
.build()?;

let discovery_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :PublicKeyDiscovery(discovery_raw_ecdh_static_configuration_inf

// Create raw ECDH discovery private key keyring

let discovery_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(discovery_raw_ecdh_static_configuration)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"
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mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"

)

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})

if err !'= nil {

panic(err)
}
// Optional: Create your encryption context
encryptionContext := map[string]lstring{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}
// Load keys from UTF-8 encoded PEM files.
privateKeyRecipient, err := os.ReadFile(eccPrivateKeyFileNameRecipient)
if err != nil {

panic(err)
}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err != nil {

panic(err)

// Create PublicKeyDiscoveryInput
discoveryRawEcdhStaticConfigurationInput := mpltypes.PublicKeyDiscoveryInput{
RecipientStaticPrivateKey: privateKeyRecipient,

discoveryRawEcdhStaticConfiguration :=
&mpltypes.RawEcdhStaticConfigurationsMemberPublicKeyDiscovery{
Value: discoveryRawEcdhStaticConfigurationInput,
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// Create raw ECDH discovery private key keyring
discoveryRawEcdhKeyringInput := mpltypes.CreateRawEcdhKeyringInput{
CurveSpec: ecdhCurveSpec,
KeyAgreementScheme: discoveryRawEcdhStaticConfiguration,

}

discoveryRawEcdhKeyring, err := matProv.CreateRawEcdhKeyring(context.Background(),
discoveryRawEcdhKeyringInput)
if err !'= nil {

panic(err)

}
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ES5ELET, F—U2TJE, YILFF—V I TEEETIEIEETHVOEENET, BSLeni
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N—=23 2 1.7.x A&, BES{tE hiz7—2F—7H AWS Key Management Service (AWS KMS) F—
DT (FERYAZ—F—7ON/AF—) THES{LENTVWSEHS, AWS Encryption SDK (& &

I ®F— ARN AWS KMS key & AWS KMS Decrypt AL —>3> D KeyId/ N X—RIZCEL &
T, chid, FATA SVEIVF—Z2FAL THSILEhETF— 23X —2ESITDEZRIALTS
AWS KMS RARNTZ VT 1 ATY,

RILVFE-VITOEBEOBFICOVTE, UTESRLTSEEL,

« C: multi_keyring.cpp
C# /.NET: MultiKeyringExample.cs

JavaScript Node.js: multi_keyring.ts

» JavaScript Browser: multi_keyring.ts

Java: MultiKeyringExample.java

» Python: multi_keyring_example.py

INFF—UVTRERTDIRET. FF—UTEAVRARZVALLET, COBITRE. AWS
KMS ¥—1> 4 & RawAES F— U T & ERALETH, Y R—REhTLVWBEEDF—UL T %
INFE—ULTRETEET,

C

/* Define an AWS KMS keyring. For details, see string.cpp */
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(example_key);

// Define a Raw AES keyring. For details, see raw_aes_keyring.c */

struct aws_cryptosdk_keyring *aes_keyring = aws_cryptosdk_raw_aes_keyring_new(
alloc, wrapping_key_namespace, wrapping_key_name, wrapping_key,
AWS_CRYPTOSDK_AES256);

C#/ .NET

// Define an AWS KMS keyring. For details, see AwsKmsKeyringExample.cs.
var kmsKeyring = materialProviders.CreateAwsKmsKeyring(createKmsKeyringInput);
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https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/multi_keyring.cpp
https://github.com/aws/aws-encryption-sdk/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/Keyring/MultiKeyringExample.cs
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/multi_keyring.ts
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/multi_keyring.ts
https://github.com/aws/aws-encryption-sdk-java/blob/master/src/examples/java/com/amazonaws/crypto/examples/keyrings/MultiKeyringExample.java
https://github.com/aws/aws-encryption-sdk-python/tree/master/examples/src/multi_keyring_example.py
https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/string.cpp
https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/raw_aes_keyring.c
https://github.com/aws/aws-encryption-sdk/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/Keyring/AwsKmsKeyringExample.cs
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// Define a Raw AES keyring. For details, see RawAESKeyringExample.cs.
var aesKeyring = materialProviders.CreateRawAesKeyring(createAesKeyringInput);

JavaScript Browser

ROBITE, buildClientBHZFEALTF7AILMOIOIY RAXV RIS — ZEELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfFMAL ThuildClient, BS{tEhic XY t—
SHOBEENET—E2F—OBZ4HPRIDEETEET, FMIZDOWVWTIE., Tthe section
called ‘BEELENET—XF—0OFHIRE") ZSRBL T EEL,

import {
KmsKeyringBrowser,
KMS,
getClient,
RawAesKeyringWebCrypto,
RawAesWrappingSuiteIdentifier,
MultiKeyringWebCrypto,
buildClient,
CommitmentPolicy,
synchronousRandomValues,

} from 'eaws-crypto/client-browser"'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

const clientProvider = getClient(KMS, { credentials })

// Define an AWS KMS keyring. For details, see kms_simple.ts.
const kmsKeyring = new KmsKeyringBrowser({ generatorKeyId: exampleKey })

// Define a Raw AES keyring. For details, see aes_simple.ts.
const aesKeyring = new RawAesKeyringWebCrypto({ keyName, keyNamespace,
wrappingSuite, masterKey })

JavaScript Node.js

ROBITIEE, buildClientBBEFEALTF7 AL RNDOIOZIY XV RMRD D — ZIBELE

9 REQUIRE_ENCRYPT_REQUIRE_DECRYPT, Zf AL ThuildClient, BEH{tE XY —
CHOEStENET—2F—OREFIRIZDCEETEERET, FMIZDODVWTIEE, Mthe section
called ‘“BES{tENETF—2F—0OHFIR" ) Z8RBLTEEV,
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https://github.com/aws/aws-encryption-sdk/tree/mainline/AwsEncryptionSDK/runtimes/net/Examples/Keyring/RawAESKeyringExample.cs
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/kms_simple.ts
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/aes_simple.ts
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import {
MultiKeyringNode,
KmsKeyringNode,
RawAesKeyringNode,
RawAesWrappingSuiteIdentifier,
buildClient,
CommitmentPolicy,

} from 'e@aws-crypto/client-node'

const { encrypt, decrypt } = buildClient(

CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

// Define an AWS KMS keyring. For details, see kms_simple.ts.
const kmsKeyring = new KmsKeyringNode({ generatorKeyId: exampleKey })

// Define a Raw AES keyring. For details, see raw_aes_keyring_node.ts.
const aesKeyring = new RawAesKeyringNode({ keyName, keyNamespace, wrappingSuite,
unencryptedMasterKey })

Java

// Define the raw AES keyring.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

final CreateRawAesKeyringInput createRawAesKeyringInput =

CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// Define the AWS KMS keyring.
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyArn)
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);
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https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/kms_simple.ts
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/raw-aes-keyring-node/src/raw_aes_keyring_node.ts
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Python

ROBITIEE, F7A)NROIZTY MX KR — &L T AWS Encryption SDK 954 7 >

NeA2 AR AL LU ETREQUIRE_ENCRYPT_REQUIRE_DECRYPT,

# Create the AWS KMS keyring
kms_client = boto3.client('kms', region_name="us-west-2")

mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(

config=MaterialProvidersConfig()

kms_keyring_input: CreateAwsKmsKeyringInput = CreateAwsKmsKeyringInput(

generator=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab,
kms_client=kms_client

kms_keyring: IKeyring = mat_prov.create_aws_kms_keyring(
input=kms_keyring_input

# Create Raw AES keyring
key_name_space = "HSM_01"
key_name = "AES_256_@12"

raw_aes_keyring_input: CreateRawAesKeyringInput = CreateRawAesKeyringInput(

key_namespace=key_name_space,

key_name=key_name,

wrapping_key=AESWrappingKey,
wrapping_alg=AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6

raw_aes_keyring: IKeyring = mat_prov.create_raw_aes_keyring(
input=raw_aes_keyring_input

Rust

// Instantiate the AWS Encryption SDK client
let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client = esdk_client::Client::from_conf(esdk_config)?;
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// Create the AWS KMS client

let sdk_config =
aws_config::load_defaults(aws_config::BehaviorVersion::latest()).await;

let kms_client = aws_sdk_kms::Client: :new(&sdk_config);

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create an AWS KMS keyring
let kms_keyring = mpl
.create_aws_kms_keyring()
.kms_key_id(kms_key_id)
.kms_client(kms_client)
.send()
.await?;

// Create a Raw AES keyring
let key_namespace: &str = "my-key-namespace";
let key_name: &str = "my-aes-key-name";

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name(key_name)
.key_namespace(key_namespace)
.wrapping_key(aws_smithy_types::Blob: :new(AESWrappingKey))
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/
awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/
awscryptographyencryptionsdksmithygeneratedtypes"
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"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"

// Instantiate the AWS Encryption SDK client
encryptionClient, err := client.NewClient(esdktypes.AwsEncryptionSdkConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS client

cfg, err := config.LoadDefaultConfig(context.TODO())

if err !'= nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = KmsKeyRegion

D

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err != nil {

panic(err)

// Create an AWS KMS keyring

awsKmsKeyringInput := mpltypes.CreateAwsKmsKeyringInput{
KmsClient: kmsClient,
KmsKeyId: kmsKeyId,

}
awsKmsKeyring, err := matProv.CreateAwsKmsKeyring(context.Background(),
awsKmsKeyringInput)
if err !'= nil {
panic(err)
}
// Create a Raw AES keyring
var keyNamespace = "my-key-namespace"
var keyName = "my-aes-key-name"

aesKeyRingInput := mpltypes.CreateRawAesKeyringInput{
KeyName: keyName,
KeyNamespace: keyNamespace,
WrappingKey: AESWrappingKey,
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WrappingAlg: mpltypes.AesWrappingAlgAlgAes256GcmIv12Tagls,
}

aesKeyring, err := matProv.CreateRawAesKeyring(context.Background(),
aesKeyRingInput)

R, INWFF—VT%#ERL, PIRL—EF—F—UV2INH2BEETNhEEELET. ZO
BITE, F—UVDIHFAWSKMS ZIRL—ZB—F—D2J AESF—UINFF—U2ITH
BDNYINFF—IT2ERLET,

C
COXNFF—UIOAVARNTIVRATR, DIXL—F—F—VU2J0&%ZEEBELET,
struct aws_cryptosdk_keyring *multi_keyring = aws_cryptosdk_multi_keyring_new(alloc,
kms_keyring);
NILFF—DTCFF—D 2T Z2EMTSIC
l&. aws_cryptosdk_multi_keyring_add_child XV ¥ REFHLET, COXYY RE,
EMT2FF—V T EICHUOEBISLENHYET,
// Add the Raw AES keyring (C only)
aws_cryptosdk_multi_keyring_add_child(multi_keyring, aes_keyring);
C#/ .NET

NET CreateMultiKeyringInput A>ARNZ IR —TR, DIXL—XF—D2TE&FF—
)T REBTEET, &R CreateMultiKeyringInput A7 TV NEFETT,

var createMultiKeyringInput = new CreateMultiKeyringInput

{

Generator = kmsKeyring,
ChildKeyrings = new List<IKeyring>() {aesKeyring}
};

var multiKeyring = materialProviders.CreateMultiKeyring(createMultiKeyringInput);

JavaScript Browser

JavaScript DY ILFF—V 2T EAZ21—KRTITF, JavaScript DIIILFF—U T OV A
RZUOBTR, SIRXL—ZF—F—UDJEBHOFF—V T RIBETEETT,
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const clientProvider = getClient(KMS, { credentials })

const multiKeyring = new MultiKeyringWebCrypto(generator: kmsKeyring, children:
[aesKeyring]);

JavaScript Node.js

JavaScript DY IILFF—V 2T EAZ21—2TITF, JavaScript DIIILFF—UTOAV A
RZUOBTE, SIRXL—ZF—F—U DT EBHOFF—V T RIBEETEET,

const multiKeyring = new MultiKeyringNode(generator: kmsKeyring, children:
[aesKeyring]);

Java

Java J2CreateMultiKeyringInput ANZ VR ZEATD L., DI XRL—X—F—-U2JL
FF—UDITRERTEET, &R createMultikKeyringInput ®F 72T NFFETT,

final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.builder()
.generator(awsKmsMrkMultiKeyring)

.childKeyrings(Collections.singletonlList(rawAesKeyring))
.build();

IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

Python

multi_keyring_input: CreateMultiKeyringInput = CreateMultiKeyringInput(
generator=kms_keyring,
child_keyrings=[raw_aes_keyring]

multi_keyring: IKeyring = mat_prov.create_multi_keyring(
input=multi_keyring_input

Rust

let multi_keyring = mpl
.create_multi_keyring()
.generator(kms_keyring.clone())
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.child_keyrings(vec![raw_aes_keyring.clone()])
.send()
.await?;

Go

createMultiKeyringInput := mpltypes.CreateMultiKeyringInput{
Generator: awsKmsKeyring,
ChildKeyrings: [Impltypes.IKeyring{rawAESKeyring},
}
multiKeyring, err := matProv.CreateMultiKeyring(context.Background(),
createMultiKeyringInput)
if err != nil {
panic(err)

}

ChT, F—EOBBHEESIIRILTFF—V DV ZERATELRY,
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AWS Encryption SDK Z7OAJ S X J 5

AWS Encryption SDK LzL ROT7ATZZ VIV ERTHEATEERY, SRERRIINTHEEATHE
T, HHEBRETHESILL, BIOEBRETESTEET, *HEEFH’IEH\ SROHNZEZTS
AREMN B ET, %@%é@%ﬂﬁx’](ﬂ_')\,\fﬂ\ SREXICEIDNEY O THRBALET, £, B
FILHELVETETSEER. ERMEOHDF—V 0T, FLEREYAZ—F—EXRAZ—F—70ON
18— FERATEIHENHYET, FMIZOVTIE, the section called “F—1) T D E#M" 2SR
LTLEZW

reEY D

+ AWS Encryption SDK for C

« AWS Encryption SDK .NET H

« AWS Encryption SDK Go A

* AWS Encryption SDK for Java

* AWS Encryption SDK for JavaScript

* AWS Encryption SDK for Python

« AWS Encryption SDK Rust A

« AWS Encryption SDK AN RZA AV R —T IA4 A

AWS Encryption SDK for C

AWS Encryption SDKforC &, C TP 77U —> 3 Z a2 Rl TV FRAYN—@AFIZIZAT
RNIOBEILS ATV ERRBHLET, £, AWS Encrypton SDK 5L ARIILOZ7OTZI Y
ERCERKIDLLONOEBELTERIBET,

D FNTNHERELEBEHRIC AWS Encryption SDK, I EEXT—XREHEE AWS Encryption SDK for
CERMLET, chIZERIARO—JES. BMOFEIAET—2X (AAD), F—BEHLVPBLETHE
HA3% 256 EY N AES-GCM B EDEF 1T TRIAFHAORHEF—T I IV ALAA— RN ENE
FhET,

NDIXTHDESEEB NDREE AWS Encryption SDK kB ICHEERTRETT, L&xlF, EFEAL
TTF—X%ZRES1t AWS Encryption SDK for C L, AWS Encryption CLI 228 HR—K~EnTVSF
BENSREETESTEET,

AWS Encryption SDK for C Tl&, A" AWS Key Management Service () & X° V) B{V) AWS SDK for C
++ FRBENHYETAWSKMS, #7320 AWSKMS ¥F—U>J #ERTRIHEEICOK, fF
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BAI32MBEENHYET, L., AWS Encryption SDK IZIE AWS KMS ¥ Z 0t AWS H—E' X
FBEDHY)EXEA,

FHECB5

s BERALLETOJTZI T OFMIC OWTIE AWS Encryption SDK for C, C MO 4l, GitHub ®
aws-encryption-sdk-c URZ K D, & & AWS Encryption SDK for CAPI RF 1 X2 K &S
BLTLSEZL,

- BERALTEHRD TESTEDLSICT—2F% AWS Encryption SDK for C BEHS{t 32 HEICDOWV
TEAWS V=232, AWS EF¥1 )5 470 ®AWS Encryption SDK "C @ &AL TEH
N)—T3ATHEENZESIDHEL 2ZZRLUTLSEZV,

NEY D

« N4 2 AK—)L AWS Encryption SDK for C
« MOfEA AWS Encryption SDK for C

« AWS Encryption SDK for C 4

DA > AM—JL AWS Encryption SDK for C

AWS Encryption SDK for CO&®#/N—>3 &4 A=) LET,

® Note
2.0.0 & ¥) AWS Encryption SDK for C 81D ®FNXTNH/N—= 3 2 [Fend-of-support 7 T —
ACHYVET,

N—23> 2.0x LA S AWS Encryption SDK for C D&#H/N—2 3 IC1— R F—4&
ZEFRTICELICEHTEER T, £LEL, N—232 20xTCEAEThEHLLVEFID
TABEICETHNERMENF BV ERA 17X RYBION—23 2005 20x MEO/N—2 3
VICEFHTBICIE, £9 AWS Encryption SDK for COBRHF D 1.x N— 3V ICEHTIHE
HFHYET, HMICOVWTIEE., TOEIT AWS Encryption SDKy 2B L T EE L,

BEAVAN=)LUTHEEITIHMEFIEE, aws-encryption-sdk-c VR N1 M AWS Encryption
SDK for C README 7 7 4 )LIC& V) 9, Amazon Linux, Ubuntu, macOS., & & U'Windows”’
SYRNTA—LATHEBETDILEOOFIENrSENTVET,
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https://github.com/aws/aws-encryption-sdk-c/
https://github.com/aws/aws-encryption-sdk-c/tree/master/examples
https://aws.github.io/aws-encryption-sdk-c/html/
https://aws.amazon.com/blogs/security/how-to-decrypt-ciphertexts-multiple-regions-aws-encryption-sdk-in-c/
https://aws.amazon.com/blogs/security/how-to-decrypt-ciphertexts-multiple-regions-aws-encryption-sdk-in-c/
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://docs.aws.amazon.com/sdkref/latest/guide/maint-policy.html#version-life-cycle
https://github.com/aws/aws-encryption-sdk-c/
https://github.com/aws/aws-encryption-sdk-c/#readme
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BATAEIIC., AWS Encryption SDKT AWS KMS ¥—U > J 2R TRIAESHZREL TLKEE

Wo AWSKMS ¥—U2JZERAT25HEEF. Z14VARN—ILTILENH')ET AWS SDK for
C++, AWS Key Management Service () Z#R{ET % (C (& AWS SDK A HETFTAWS KMS, AWS
KMS ¥—U>J&FERTSE. AWS Encryption SDK & AWS KMS 2L T, F—X%ZRETS
B ILF—ZERELVPREBELET,

raw AES F—1 >, rawRSAF—U 2T, F—U T REFXREVILFEF—-U T E, RO
AWS KMS ¥—U > T 247 AWS SDK for C++ ZFAL TVWBHEEF., Z4VARN—ILTEIHE
BHWEBA, EEL, KMIOF—V2IRAT72FERATREEE. MEORNMIOZYE>Y
F—ZERLU TRETISEN HYET,

AVAMN—IICEABEN HDHEEE. aws-encryption-sdk-c VAR NU TREABEZRERTIH, C
DR=ZDTA—=RNY IV 0O0WTFNAEFEAL T EEL,

D fEA AWS Encryption SDK for C

CcOREYOTR, 07O I JERBNORETIEYR—N AWS Encryption SDK for C &1 T
WL OBEED—SFICOVWTHBALET,

COEUZa>OHTIE. AWS Encryption SDK for CO/N—2 3> 2.0.x ABBOFERAFEICOWT
HBELET, AIN—232Z2FEATHHICOVTIE. GitHub ® aws-encryption-sdk-c JRI K1
DI)—AVANTEAFOV ) —RAZRRLTSEZL,

EERALLETOVS 2T OFMIC DWW TIE AWS Encryption SDK for C, C ®4l, GitHub ® aws-
encryption-sdk-c UARZ M) O, & KT AWS Encryption SDKfor CAPI RFIX NZESRLT
<EEV,

FrF—1)>20, £SRBLTLSEEL,
(N =Ry
s F—RNEEEEFTDRN

« ZRATU B

T—ZOES{LEESDRN

ZEAT BHEEIE AWS Encryption SDK for C, RO KRS BNEZ—2ICHVWET, F—U T 0k
B, ¥F—V>J72ERTS CMM OERK, CMM (BRTF—U 2D 2#EATD Y 3> OERK,
v aouiE,
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https://docs.aws.amazon.com/kms/latest/developerguide/
https://github.com/aws/aws-encryption-sdk-c/issues
https://github.com/aws/aws-encryption-sdk-c/
https://github.com/aws/aws-encryption-sdk-c/releases
https://github.com/aws/aws-encryption-sdk-c/
https://github.com/aws/aws-encryption-sdk-c/
https://github.com/aws/aws-encryption-sdk-c/tree/master/examples
https://aws.github.io/aws-encryption-sdk-c/html/
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1. I5—XF5z0—R

COA—R&ELIE C++ 01— RT aws_cryptosdk_load_error_strings() XV v RZHUEHL
£F9., FTNYVIIIFBLCEKRIDIS—BEHREO—RLET,

main XYY RATRE, 1 @EFTHRTEHIVEN BV EXT,

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

2. F—D>JZERLET,

T—EF—OBESHKICERITZITYETIF—TF—UVITZRELET., COPITRE. 12
DAWSKMS F—U2JTF—U2TZFEALETH AWSKMS key, KDY ICEBEDZATD
F—UJZEATEERY,

AWS KMS key OEESLF—1) > T T &2 EI9 % (ZI& AWS Encryption SDK for C, &£ — ARN £
FEIAVT7AARN ZEELET, BE5F—U T T, F—ARN Z2FRTHIHEN HYE
Fo BHEICOWTIE. TAWS KMS F—1U> 4 AWS KMS keys TO QA 28BL T &
(A

const char * KEY_ARN = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
struct aws_cryptosdk_keyring *kms_keyring =

Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(KEY_ARN);

.Yy avEERLET.

Tld AWS Encryption SDKforC, v > 3>z FRAL T, YA XICEEEL, E—07L—2F
FAMNXY E—D2BESILTEHD, BE—OBSTFARNXYE—DEESLET, V23T
., TO7ORRAZBELU XY E—2 ORENHIFENET,

TOr—2—, ¥F=J>4J, £—R (AWS_CRYPTOSDK_ENCRYPT F £ (&
AWS_CRYPTOSDK_DECRYPT) ZFAL TEY> 3V ZRELET, BV I NEFE—RELET
DRMENHDHEE, aws_cryptosdk_session_reset XYY REFALET,

F—UJ%FERALTEY AV 2ERTDIE. BEBNICT72ILNOBS{EYTUTILY
% —2 ¥ — (CMM) AWS Encryption SDK for C Z#ERLEF. COA T TV MDER. BE,
WREZTOVERFHYEEA,

BFIZE, ROty a>TR, ATV 71 TCERLETZOAT—R2—&F—U2 0% FEALET,
F—REBELTRHEEIE. T— RiE AWS_CRYPTOSDK_ENCRYPT T9,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-key-ARN
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id-alias-arn
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struct aws_cryptosdk_session * session =
aws_cryptosdk_session_new_from_keyring_2(allocator, AWS_CRYPTOSDK_ENCRYPT,
kms_keyring);

4. T—R BB EFESLET,

Y2 arvTF—REMEITBICIE, aws_cryptosdk_session_process XV VY
ReFEALET. AINYITZPHTL—2TFANLBEZRBTITZOICHD BT AKX

THY, HANY 77 HFBESHUTFANEEZREFITDOICT BT A AXATHDES

(&, aws_cryptosdk_session_process_full ZHUOHIT N TEXRT, L, A
N)—Z20F—RZ0BIBIULENHDEEF. aws_cryptosdk_session_process &
WN—TTHVOHTENTEERT, HICOVTIWE, file_streaming.cpp DHIZSRL T EE
W, aws_cryptosdk_session_process_full & AWS Encryption SDK, /N\—2 32 1.9.x
BRV 22X TEAETNTVET,

Y2 avTTF—REWENHNTRELSCRETNTWVWEEE, TL—2TFANT 1 —ILREA
B, BEAUTFARNT A= REFEDZRLEXT, plaintext 74 —JL RiF, BSLTBIXY

t—JZREFLTHY ., ciphertext 74 —J)LREE, BEXYY RIZL>TRIBESE i
AV E—TZBBELET,

/* Encrypting data */
aws_cryptosdk_session_process_full(session,
ciphertext,
ciphertext_buffer_size,
&ciphertext_length,
plaintext,
plaintext_length)

Y aVTTF—REETITRDRIICERETNTVWEEES, BEELTFANT 1 —ILRIFASD,
TL—=2FTFANTA—=)LREEHERLET, ciphertext 74 =)L RiE, BEHILXYY R&
WIRBESLENIEXYE—JZREFELTHY, plaintext 71 —ILRIFE, BEEXYVY R&K)
BE27L—TFAMNYE—DZBBLET,

F—REESTTBICIE, aws_cryptosdk_session_process_full XV Y REHUFHLFE
CP

/* Decrypting data */
aws_cryptosdk_session_process_full(session,
plaintext,
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plaintext_buffer_size,
&plaintext_length,
ciphertext,
ciphertext_length)

ZRAIU KN

XEY)—=0&B<EDIZ, ERLEITRNTOATSIIVRMOSRBREATZSIIONOERNTTL
ESBHRTBEDIICLET, ThUADEERK., BERHNICXATID—INRKELET, SDK IZIE,
COEEEERILTEIXAVYY RABYWET,

ROVTNADFATOIORNEERALTIBRAT I VONEERTDE, BATOTONEFHT
JIVMOSREERLTEELET,

s F—UT(F-VUITEFERALEEY I OEREBLE)

« FIAINRNOESIITITILIZ—Iv— (CMM) (F7FILRO CMM ZFERLEEY S I X
HAZ L CMM DERKEE)

s T=RF—Fryvia(F—VrJ&F vV a1aFEALLEF YY1 CMM DEKRELE)

FATZIORMORUSRABETEVRY, BATOTIVRNEERLESFATIZIIRAD
ZREISICHBRTEET. BATPIIVRNRREhDE, BOoTVWBFATII I MOSRE
BRENET, CONZ—2TR, EFTPIIOMMOSREVESHBALETRIETDENTER
¥, o, ZROKRABAIRETXEIV-—IUARETDI_ELEEHY) A,

ERULEFATSIOMNOSRBROPARNEHRIE. BEENTOLEN HYET, SDKHE
BUEATZIUVROSROBEERER. BEERSMTOXERFHVERA. SDKAFTZIUN
(aws_cryptosdk_caching_cmm_new_from_keyring XV Y RA'tEY < a > ICEMTDT7 2
RO CMM &) ZERTBHERIE. SDKAFTSIIVNETOSROEREHEELEEEBELET,

ROBITE, F—VJ2FRALTEY> AV EZERTRE, Y2 IV EF-VITINOSRZE
BL., EY2 a0 HEBEENDETEOSREZEELET, F—UVITNOENOSREZEE TS
ENBVEEIE, Ev a3 EERL S aws_cryptosdk_keyring_release XV v REFEAL
TCEF—VIIATSIVRNEBRTEERT, COXVYY RTR, F—UITOSBAI NEREDL
£, aws_cryptosdk_session_destroy ZHUPHEL TEY> IV ZHET DI E, Ev>3a>on
F—D2INDSRBEBHRENET,

// The session gets a reference to the keyring.
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struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_ENCRYPT, keyring);

// After you create a session with a keyring, release the reference to the keyring
object.
aws_cryptosdk_keyring_release(keyring);

BHOtEy>arTxF—U IZBRALEY. CMM TZLOVAXLARASA— R ZEBELEYTB%E
E, QVEMBEAVDOBER., A7 IIOMMOMISREEETIHLENf HVET. TOHFE
., BEOXYY REISICHVTHEZZWTSEEZV, KhWIZ, By a2oBBLEGTTELS, &
7210 2FEALEBLKB O LEEILESREMBLET,

COSBAIVNFERE, T—E2F—FvYv2I1AOCMMOF Yy 20l E, K8 CMM ZFEH
LTVBREESICEMELET, Frv>21&F—U2INSFvY>21CMM ZHERTRE, TV
SAICMMBEZOEADAT DIV RMOSBEERLET, BIORRVTENSHAVETEVR
W, F¥YyYv21CMM ZERLESF vy v21&F— )20 NOMUSREII<SICHEARTEERS, T
D&, Fr¥v>1CMM ZFERALTEY>IVEERTHIEEIC, ¥V 1 CMMANOSRZMEK
TEET,

ERLEATS I NAOSROBROZHEHG., SEENTOIVENHYET. XYY RFER
ITBATSIVN(FYYIICMMOTIEEDFT7AILRNO CMM B E) &, XYY RAEELE
P

/ Create the caching CMM from a cache and a keyring.

struct aws_cryptosdk_cmm *caching_cmm =
aws_cryptosdk_caching_cmm_new_from_keyring(allocator, cache, kms_keyring, NULL, 60,
AWS_TIMESTAMP_SECS);

// Release your references to the cache and the keyring.
aws_cryptosdk_materials_cache_release(cache);
aws_cryptosdk_keyring_release(kms_keyring);

// Create a session with the caching CMM.
struct aws_cryptosdk_session *session = aws_cryptosdk_session_new_from_cmm_2(allocator,

AWS_CRYPTOSDK_ENCRYPT, caching_cmm);

// Release your references to the caching CMM.
aws_cryptosdk_cmm_release(caching_cmm);

/Err
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aws_cryptosdk_session_destroy(session);

AWS Encryption SDK for C 4

XD, AWS Encryption SDK for C 2L TF— 2 2B {LE LR VPESTITHHEERLTVE
CB

COtEUa>OFETIE. AWS Encryption SDK for CO/N—2 3> 2.0x ABOFERFEICOWT
HBALET, BN—232ZEATRHICOVTE. GitHub ® aws-encryption-sdk-c JRZ K1
DIV)—AVARNTHEAFOV ) —RAZHRRLTSEE L,

#AARN=)LLTEILRT B E AWS Encryption SDKfor C, —h S DHIRZDMOHIDY —R
J—RA examples Y7 F4 LIV RNVICEEN, OANAILENT build FAL I NJICHKIAE
NFEF, GitHub M aws-encryption-sdk-c JRZ N D examples ¥ 7 FA LUV KN TRETD &
ETEET,

(N =Ry
s XEFIDOEEEES

NFIOESERS

ROFIE, ZEHALTXES % AWS Encryption SDK for C Bt B R EB T2 HZEZERLTVE
CB

ZDFITIEE, AWS KMS key AWS Key Management Service (AWS KMS) ® ZfER L TF—XAWS
KMS F—Z4EHBLVOVBESHLTRF—VTO—8THD F—VJZ2FALTVET, OB
& C++ TRRBRENAEIDI—RHFEENTVWET,  AWS Encryption SDK for C Tl& AWS SDK for C+
+., AWSKMS ¥—U T %#ERATS AWSKMS £&ZIC #RVHITHENH ) ET, raw AES F—
)22 AWS KMS, raw RSA F—D > 7, £l F—V 2T Z8FXBEVWIILFF-V 2T E,
EXVEVYLEWAWSKMS F—U I FERALTVWSEHEE,. AWS SDK for C++ X EH V) £
Ao

DERIC DOV TIE AWS KMS key., " AWS Key Management Service RO Y /N\—H A1 K
D TE—DERL BBBLTLEEL, AWSKMS F£—1U> % AWS KMS keys T £ BIT 5 55%
COVTR. T 2BBLTLEEVAWS KMS F—1J >4 AWS KMS keys TDH DA,

(N =Xy
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« XFIOESH
« XFINES

XFI DS

COBOZRADEDTIE., AWSKMS F—U>TJE& -2 T AWSKMS key ZFERALTTL—>
THFANNFEIZBESILLET,

ATY 71 IZ5—XFHZEO0— K

C1—R&ELEIE C++ 1—RT aws_cryptosdk_load_error_strings() XV v RZHEUHL
£9. FNVYITICHERBICEKRIDIZT—HEHRZO—RLET,

main XYY RATRE, 1 BETHOEHIBEN HYET.

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

ATYVT 2. F -V T ERLET,

E5LAD AWSKMS F—D I ZERLET. cOBIOF—)2TR@F 1 DTREREENTVET
" AWS KMS key, AWS KMS keys B2 T HIVNAWS V=23 REBBTHIVMNE
28 AWS KMS keysEEH D TAWSKMS F—U VT EBRETEET,

AWS KMS key ORES{LF—1) > T Z& BT S (C1F AWS Encryption SDK for C, — ARN £
FFEIAUT7AARN ZIEELET, BE5F—U2J T, F—ARN Z2FERAITBIHEN BV E
T, FMICOVWTE., "TAWSKMS F—1) 2T AWS KMS keys TD DOFEEl, Z5RBLTLKIEE
(A

AWS KMS F—1) >4 AWS KMS keys T®H D& 5!

BHO 2FALTF—U T EEKTDEEE AWSKMS keys, 7L —2FFARNF—2F—
NDERERESIL AWSKMS key ICERAENS &, AL L—2FTFARNTF—XF—2BESL
AWS KMS keys T2 BMDA TS 3> OEIIEZIEELET. cOBFE. DIXL—F—0a%EE
ELF£9 AWS KMS key,

CHOI—RZRITIDHIIC, F—ARN ZHWBF— ARN ICEEH|AET,

const char * key_arn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
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struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

ATY7T 3wy avekRLET,

TOT—2—, TE—ROIEF, F-UTZEALTEY 32 ZERLET,

tv> a3k, AWS_CRYPTOSDK_ENCRYPT E— R (BE51{t) £il&
AWS_CRYPTOSDK_DECRYPT E— R (58) ¥4 BEA SV ET. BEOEYZIVOE—RE
TEFT Bk, aws_cryptosdk_session_reset XYY REFHAL XY,

F-UDT#FEALTEY 3V ZERLES, SDKARKTIRELZERALTF-—VTIAD
SREMHRTEET, Ev>3a2E, TOAMPEBGT. F—V2IFTII I M OSRERE
LET, EYv2aVEREITIE, F—VIIATIIIONPEY I IVATIZIIRNDOSR
FBHENET, COSBAVEFRE. XFEVV—D&ME, 77210 N ERPICHER
TNBVRSICTREDHICRIBEET,

struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_ENCRYPT,
kms_keyring);

/* When you add the keyring to the session, release the keyring object */
aws_cryptosdk_keyring_release(kms_keyring);

ATYV7 A BBV TFARNERELE T,

EELAVTHFANE, FED, =YL Y NTREVEBNRIETF—XTY., BE{LEICESL
OAVTFHFARNEZEBETDE., BESLITFANZERES{LTFE A NI AWS Encryption SDK I
BUNAVRL, F—2OESICAUVBSHIVTHFARNNSBEBICAYET, BSHLIVTFA
NOBERRAT2Ia>TEN, RARNTSITAAELTHELET,

FY. BSALOVTFANFIHZEC/N\Y 17T Z2HEHELET,

/* Allocate a hash table for the encryption context */
int set_up_enc_ctx(struct aws_allocator *alloc, struct aws_hash_table *my_enc_ctx)

// Create encryption context strings
AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_keyl, "Example");
AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_valuel, "String");
AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_key2, "Company");
AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_value2, "MyCryptoCorp");
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// Put the key-value pairs in the hash table
aws_hash_table_put(my_enc_ctx, enc_ctx_keyl, (void *)enc_ctx_valuel, &was_created)
aws_hash_table_put(my_enc_ctx, enc_ctx_key2, (void *)enc_ctx_value2, &was_created)

Y2 a A0SO TFAMOEEARBRSA >V RZRMELET, X

(2. aws_cryptosdk_enc_ctx_clone #Z#EAL T, B TFANZEY S 32 (CO
E—L%d., IE—% my_enc_ctx ILREFLTWVWS LH —2NESRICEZRILETD &
NFTEERT,

BEAVTHFANIEY 3 0—8BTHY, v a nBEARICEE D /NTX—2 T
HYWEBA, ChiZKY, XVvE—D2@EEESHITDEDHICEY D a3 nBEHNf EHERY
HENEBETE, BITAYVE—D0IXNTOEIX NMIEAUBESLITFARNERAE L
BDEOICBVYET,

struct aws_hash_table *session_enc_ctx =
aws_cryptosdk_session_get_enc_ctx_ptr_mut(session);

aws_cryptosdk_enc_ctx_clone(alloc, session_enc_ctx, my_enc_ctx)

ATYT 5 XFHEBEBHLLET,

TL—2TFANOXFHZBESHTRICEK, BESILE—ROEY> 3T
aws_cryptosdk_session_process_full XV Y REFEALET, cOXVYY R,
AWS Encryption SDK /N—2 32 19x B&LV 22x TEAETh, IEANI—ZI TR
SILEBESILAICEFENTVET, ANU—ZIVIF—RZREBEITBICE,. L—TT
aws_cryptosdk_session_process ZHU'HL T,

E5ILTBBE, 7L—2TFARNTA=)LREADT A=K, BELTFART7 1=K
FEDT1—ILRTT, REATTITDE, ciphertext_output 74 —JLRIZIK, BELE
NEXY =2 (fl: EEOBS{LTFAN, BStEehizTF—2%F—, BS{ITFAN N
BENET, COBSENEXYE—2R, YR—FEhTVWR 7O FFEAWS

Encryption SDK O ZRAL TESTEE T,

/* Gets the length of the plaintext that the session processed */

size_t ciphertext_len_output;

if (AWS_OP_SUCCESS != aws_cryptosdk_session_process_full(session,
ciphertext_output,
ciphertext_buf_sz_output,
&ciphertext_len_output,
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plaintext_input,
plaintext_len_input)) {
aws_cryptosdk_session_destroy(session);
return 8;

}

ATYVT7T6:tv2aveEIIV-2TFYTLET,

BRATY T T, CMMEF—U 2 TIANDSRBEESLEY IV ERELET,

PHEBIZIEUT, Y2 arzHEETIC, AULF—VTJECMM TEY 3> Z2BRAL.,
XFHDESP, OX Y E—20BSHELFESZEITSENTEET, 50ty
2avEFERATBICIE, aws_cryptosdk_session_reset XV Y REFEAL T, E— K%
AWS_CRYPTOSDK_DECRYPT ICEEL F T,

XFIDES

COBID2EBEBEDOMI T, TOXFIOBESHKTFARNEZEUCHESENIEXY - ZESL
£

ATYT7T 1L IZ5—XFHzE0—R

C J—RFIE C++ JI— R T aws_cryptosdk_load_error_strings() XV v REFTHL
£9., FNYIICHEEICKRIDIS—HEHREO—RLET,

main XYY RATRE, 1 BETHOEHIBEN BT,

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

ATYVT 2. F =) T ZERLET,

TTF—2%EBTDE AWSKMS, BEEILAPINMRL EBEB{tehi Xy - %2 BLE

¥, Decrypt APl l& Z A0 AWSKMS key £ UTEZIFEVW EEBA. KD YIC., EREILU AWS KMS
ZERALTAWSKMSkey . BES{LICFERAL EEESXZESLET, L. AWS Encryption
SDK Tk, BB RVES AWS KMS keys BFlC TAWSKMS ¥—1 2V JZIBETEEXRT,

BETIR., BELENEXYE—20DES AWSKMS keys ICEAT2 OahEFEALTHF—U >
JEBRETEET, £z, BBROBENO—)L AWSKMS key TEREND OXEERAL
THF—UVIRERTRIELET, BEF—UVTICRTEN AWS KMS key Z LRV . AWS
Encryption SDK & ZfERALEE A, BELEF—1 Y AWS KMS keys T ZfEFA L THESLE
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Nfe7T—82%—% SDK A ESTERVWIFEE, ¥—1U2 7T AWSKMS keys ® HF—XF—DEES
LICERAE B, > h, BFTHLTICF—U T AWSKMS keys ® ZfFERAL TERETSDT Y
EAFAANBVES, EEFTHULEEERBLET,

B5F*—12TJ AWSKMSkey IC ZIEEETDEERE. TOF— ARN ZFHATIRHENHYE
To TAJUTAARN (&, BELF—UTITOIKEFAENET, AWSKMS F—1>J AWS
KMS keys T Z#BRITHHFEICOVTR., T, Z28BLTLKEEVAWS KMS ¥—1J T AWS
KMS keys T®H D&kl

COPITE, XFIOESH AWS KMS key ICERE D ENDEFL TREShEF—VT%
BEELET, COO—RZRTIBEIC, ¥F—ARN ZEMEF— ARN CEEBRAXT,

const char * key_arn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

ATYV7 3wy areERLET,

FOT—R—EFx—US S aRALTEY IV EERBLET., VI aVEEERICRETD
i, Ev> 3> % AWS_CRYPTOSDK_DECRYPT E—RIZEREL £ 7,

F-UDT#FEALTEY IV ZEKLES, SDKARKTIRELZERALTF-—VTAD
SREMATEET, Ev>3a2E, TOAMPBI. F—V2IFTII I M OSRERE
LET. EY2a2eWEIIE, v 2a2eF—UV2IJOMANBRENTT. COSEND
VORERE, XFBEVI—DZBHE, ATV MFERPIBRENBVRSICTEIEHICE
AEXRT,

struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_keyring_2(alloc, AWS_CRYPTOSDK_DECRYPT,
kms_keyring);

/* When you add the keyring to the session, release the keyring object */
aws_cryptosdk_keyring_release(kms_keyring);

ATYT 4 XFHEESLET,

XFHeBETRICE, EERICEREEATWSEYS 32T
aws_cryptosdk_session_process_full XV Y REFEHAL FI, AWS Encryption SDK
N=232 19X BRUV 22X TEATNEZOXY Y RiF, IEAN)—Z2 T OB
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FOPESHDOLEHICHRIAETNTVWET, ANV—ZVIF—REZ0NEBITRICE, IL—TT
aws_cryptosdk_session_process ZHUOHLF T,

BE5ITIE, BSLTFARNTIA—ILREAATA—=ILR, TL=FTFFARNT71—=)LREED
714—)L RTY, ciphertext_input 714 —JLRIZIF., BB XV Y REES{KLITIESLE N
EAYVE—INEENET, REANRTITDE, plaintext_output 74 =)L RIZIE, 7L—
VTHFAN (EEENILE) XFEIHNFEENET,

size_t plaintext_len_output;

if (AWS_OP_SUCCESS != aws_cryptosdk_session_process_full(session,

plaintext_output,
plaintext_buf_sz_output,
&plaintext_len_output,
ciphertext_input,
ciphertext_len_input)) {

aws_cryptosdk_session_destroy(session);

return 13;

}

ATY T 5 BEAITHFANERIELET,

KBOBESHIAVTEFAN (XY E—DOESICEASNEZED) I, XY E—DOBES{LKIC
EELLEBSHKOVTHFARNEBENATVR L Z2BAELET, BSIUXTUTIINF—TI v —
(CMM) IC& 2T, XY E—D0BSEICEEL EBSAIYTFANIRTFIEME hDI5E
FHdH, EBOBSHICTFANIGE, BMOXRTHFEENDHEENHVET,

Tld& AWS Encryption SDK for C, SDK AR FEES{bE N XYy —J ICES{ITEFARNY
BENTVWS LY, ESHICESEIVTFANZEBETSIHERFRHYERA, EEL, 7L—
VTEFANODXY E—IARDEIC, BEESEKEEAL T, B2>EBSHITEFANNOIAN
TORTH, XvE—20ESCEATSNEESHKCICTFANNICHD EZ2RTABTHILEN
HhVET,

9., BV asRAONY I ITF—TIAOGEHBYEARA O 2EBBLET, CO/\VS 2
F—7INICE., AvE—C0ESICERAENAEESLITFFARMMEBENATVET,

const struct aws_hash_table *session_enc_ctx =
aws_cryptosdk_session_get_enc_ctx_ptr(session);

RIC, BEARFICIOE—LEmy_enc_ctx \Y 21 7—7IIAOBESILITFANEIL—T
LET, BELICEREhEmy_enc_ctx \Y22F—TILOERTH, ESICEAEhE
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session_enc_ctx \Y 2 21F—TIICRRENTVRZEAERALET, F—HFRO2HhS5EV
BEX, F—IHOENEEE. LBZELEL, IZ7—XVvtE—2J%2EEIAAKET,

for (struct aws_hash_iter iter = aws_hash_iter_begin(my_enc_ctx); !
aws_hash_iter_done(&iter);
aws_hash_iter_next(&iter)) {
struct aws_hash_element *session_enc_ctx_kv_pair;
aws_hash_table_find(session_enc_ctx, iter.element.key,

&session_enc_ctx_kv_pair)

if (!session_enc_ctx_kv_pair ||
laws_string_eq(
(struct aws_string *)iter.element.value, (struct aws_string
*)session_enc_ctx_kv_pair->value)) {
fprintf(stderr, "Wrong encryption context!\n");
abort();

}
ATYV7 6 ty>aresU-FyITLET,

SV TFANZERELES, Yy a 2 @FHE, FLEBANATEERY, v avzEE
RETIHVENHDHEE. aws_cryptosdk_session_reset XYY RZEFEHLET,

aws_cryptosdk_session_destroy(session);

AWS Encryption SDK .NET H

AWS Encryption SDK for .NET &, C# X0t NET 7OV Z IV IERETT 7
T—2araERRLTWAFROYN—[ATOIZA T NMIOBSILS A7) T
¥, Windows, macOS. Linux THR—KREhTWVWET,

(® Note
AWS Encryption SDK for NET ®/N\—2 32 400 " XY E—JHEASEBL TVWET
AWS Encryption SDK , ZD#ER, /N\—232 4.0.0 THEB{LENLEXY -, NET
AWS Encryption SDK A ®/N\—> 3> 400 B TOXAES{LTEET, TOMHOTOTS
SV ERERTRESILTEREA,
AWS Encryption SDK for .NET ®/N\—>32 4.0.1 (&, AWS Encryption SDK X ¥ —> 4%
BRI TAYE—DZ2EEIAA, OTAJTSI VIV ERBORKEMEERTEERY,
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F7AIRNTE, N—232401@F/N—>3>2 400 THEESLENEXYE—%ZEHE
BDLENTEET, EEL, N—232 400 THRELENEXYE—DEESHHLLEL
BWEEE, NetVs_0_0 RetryPolicy ZOAONT A ZIBELTIZAT R Zhsm

XYV tE—DZRmIASBVRDICTRDENTEET, FMICOVWTIE, GitHub @ aws-
encryption-sdk VAR N UJICH D v4.01 V) —A/—hZ2SBLTLEZ,

AWS Encryption SDK for .NET (&, BAT® = AWS Encryption SDK T Ot 7O 535
REREBWVET,

mE

]]II|I

T—2F—F vV 1 BFHR-—RERTLVEEA

(® Note

AWS Encryption SDK for NET ®/N\—> 3> 4x &, REOBESLIYTUT7ILF v 2
Y)1—320THBAWSKMS EEF—U > JZHR—BLTVET,

c ANU=Z2JF—RR@HR—KLTLWEEA
« .NET A AWS Encryption SDK #*5 OJRHEPAZXY JRL—AGFHWELA
o NUIETYT AWS SDK for .NET

AWS Encryption SDK for .NET Ik, DO TEREO/N—232 20X UEBTEAENEINTO
X1V T A BEENEENTVET AWS Encryption SDK, %7 L. AWS Encryption SDK for .NET
ZEALT, O20xKYBION—23 V0RO ERBRRREICLI>THSLENLETF—22ESTSE
&1& AWS Encryption SDK, XY "XV KRR —%2RBIIVLEN HRDEENHYET, FMIC
2VWTR, "IV RMXVRNRUS—OFRERZEI ZZRLTLEE L,

AWS Encryption SDK for .NET (&, t#kZid 92 EXBRRILFFE TH S Dafny AWS Encryption
SDK D OHRmMTHY) ., RETHI—R, BLETANTHLHOFBATT, TOMR, #BEEDOERE
MERILETD 7L —LT—2I1Z, AWS Encryption SDK DBEEZRET DS54 T UNTEHHY)
FLU L,

FECB5

- RETZILIDVZXLAA—NDOIEE AWS Encryption SDK, BE{bLEhiF—2F—0#IE., AWS
KMSYILF)—23 > F—0FEABRE., THATDIAVEREITDFEOHFIOVTR., T, 25
BLUTLKEZVOEE AWS Encryption SDK,
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« AWS Encryption SDK for NET ZERA L 707522 J OFMIC DLW T, GitHub ® aws-
encryption-sdk J7RZ N M aws-encryption-sdk-net 4 LI KNUZSBL T EEV,

reEY D
« AWS Encryption SDK for NET Q4 2 AK—)L

« for NET AWS Encryption SDK @7 /\ v &'

« AWS Encryption SDK for .NET @) 45l

AWS Encryption SDK for NET ® 1 2> A K—)L

AWS Encryption SDK for .NET I& NuGet ® AWS.Cryptography.EncryptionSDK/NY T —2& L
THRATEET, AWS Encryption SDK for NET D4 > ARN—JLEBEDOFMIZ OV TIE, aws-
encryption-sdk-netJ7RZ KM README.md 77 /)L ZSBL T EE L,

N—>3> 3.x

AWS Encryption SDK for .NET @®/X—>3 2 3.x [&, Windows T® & .NET Framework 4.5.2 —
48 ZHR—KRLTVET, YR—RENTVRIIXNTOARL—FT AT AFTALT, NET
Core 3.0 AR & NET 5.0 LA EHR—NLE T,

N—>32 4x

AWS Encryption SDK for .NET ®/N\—> 32 4.x &, .NET 6.0 8 KT .NET Framework net48 LA
EEHR—NLTVET, /N\—2 3> 4x(Z1E AWS SDK for NET v3 ARETT,

AWS Encryption SDK for .NET Tl&. AWS Key Management Service (AWS KMS) ¥—Z#FERL T
W WEE SDK for NET TE., ARBETT, NuGet NV T —JERIZAVAN—IILENET, I
LU, AWSKMS ¥—ZFERALTVWSBEZKRE. AWS Encryption SDK for NET Tld AWS 77
TN, . AWSFREEEHR. FLFE AWS U—EREORFERFXEH Y EEA BEICKHLUTAWS
THOVRZEREITDHZELCOVTRE. "1 228BL TL<EEVWAWS Encryption SDK TH OfEA
AWS KMS,

for NET AWS Encryption SDK O F/\v &

AWS Encryption SDK for NET 2 O7 &#4MK L E£H A, for NET AWS Encryption SDK @ 5l 7\ (& i 54
XV tE—I7ERLETH, AZYIRNL—ARERENEEA,
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https://www.nuget.org/packages/AWS.Cryptography.EncryptionSDK
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TNV ITLXRTVWRSIZ, SDKfor NETAOAOATVRBRZXTEMCLTLSEZV, AsnOd
ETT5—XYy+t—2 SDKfor NET &, TREL I Z—% for NET AWS Encryption SDK ® T
Z— SDK for NET EXBITDDIZ®ILBEEFT, SDKfor NET OJEREFRIZCDOVWTIE, " AWS SDK
for NET #AROY /N—744 K1 OAWSLoggings ZZBL T EEV, (COREY VZ2HERETSIC
(&. [NET Framework A7V R O3> ZRBELTSEZWV),

AWS Encryption SDK for .NET ® 4

RDOFIE. AWS Encryption SDK for NET T7 AV XU 92 EEIFERATHIERNEI—FT 1
DIONR—=2BRLTVWET, BEMICIE, AWS Encryption SDK EXTUFZIIL7ANA X —F 4
TSVEAVARALET, RIZ. XYY REFUHETEIC, XYY ROADZEETD AT
SIVRNEAVARVALLET, Chik, SDKfor NETTHEATZA—F 10 INZ—2 &L
PUTVWET,

RET7ILIVXLARAL—NDIEE AWS Encryption SDK, BEE{tEhicTF—XF—0HFIR,. AWS
KMSYILF)—23 > F—0FEABRE, THATDIAVEREITDFHEOHFIOVTR., T, 228K
LTLEEVDERE AWS Encryption SDK,

for NET Z2FRHL 7O 0F0MOEIZ DV T, GitHub AWS Encryption SDK M aws -
encryption-sdk'J/RZ NUJ M aws-encryption-sdk-net 1LV MJICHBHlESRL T
ZEL,

".NET A AWS Encryption SDK 1 TOF—ZX D1t

BT, F—REBWEILIDEHOEEANBENEZ—2ZRLTVET, 1 20F AWSKMS
YEVIF—TREEN LT —XF—ZHEALTPIEB T 7ML EZBSHLLET,

AT Y7 1: AWS Encryption SDK EXTUFIIL7ANA R =S4TV AV AR AILLET,

F£9. AWS Encryption SDK EXFUTIILTANA R =S4TV EA VARV ALLET, O
XYY REFHL T, F—2X% AWS Encryption SDK BESILB L OEFTLET, ¥XTUT7IL7O
NAZZATZIDOXVYY REFEALT, F—RX2REIHDF—EEETHDF—U T &ERL
79,

AWS Encryption SDK EXFTUTZIILTANAZE =S A TSV BA VAR AT B &K, NET
AWS Encryption SDK i ®/N\— 3> 3x £ 4x TERYET, XOFJEEFITNXT, .NETAWS
Encryption SDK | ®/X—2 32 3x &£ 4x DA TRALU T,

Version 3.x

// Instantiate the AWS Encryption SDK and material providers
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var encryptionSdk = AwsEncryptionSdkFactory.CreateDefaultAwsEncryptionSdk();
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders(

Version 4.x

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

ATV 2. F—V)2TRAODADAT ST O N EERLE T,

F—UVIRERTZIEXYY RIZE, RISTRIANATSIIORNISANHY &
¥, Im&XF, CreateAwsKmsKeyring() XV Y ROADIFAT I T I RN EERTSIC
l&. CreateAwsKmsKeyringInput 75 ANA VAR ABERLET,

COF—UVTDANTE IIRL—2F— BEEShTUVELAN, KmsKeyId /N5 X—%
THEENDE—OKMS F—BIIXL—RF—EBYET, F—RERBBLTBF—RF—
EERL. BELLET,

COANATZITURNIE, KMSF—AWS U—>3> @ A0 AWS KMS

DZAT M RBETT, AWSKMS V547 N EERTBICIEK, T
AmazonKeyManagementServiceClient 75 A%Z A4 2 AR AL L&ET SDK for NET, /N7
X—#&75 L T AmazonKeyManagementServiceClient() dAARZ VR ZHVET E, 7
7HZINETOZAT Y M ERENET,

.NET AWS Encryption SDK i THES{tT2LEHICHFEHE D AWSKMS ¥—U I Tk, F—
ID, ¥F—ARN, TAUT AL, EFLEIAJVT7AARN ZFEAL TKMS F—ZHATEET,
BEICEAEND AWSKMS F—) 2T Tk, ¥F—ARN ZFEHL TH KMS F—Z#H 51T 5%
ENHYET. ESCESHF—V I Z2BRATRHEEE. IXTOKMS F—I(ZF— ARNID
ZFEALET,

string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Instantiate the keyring input object
var kmsKeyringInput = new CreateAwsKmsKeyringInput

{

KmsClient = new AmazonKeyManagementServiceClient(),
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KmsKeyId = keyArn
};

ATYVT 3 F—UDTZERLET,
F—UDIRERTBICE. F—VITANATOI VRN EERALTEF—UYIXY Y REH

CHLET, COBITEE. KMSF—% 1 DETEE TS, 0 CreateAwsKmsKeyring() X
VY RZFEALTVWET,

var keyring = materialProviders.CreateAwsKmsKeyring(kmsKeyringInput);
ATY 7 4 BSAIVTFANZEERLET,

StV TFARNRATZIVTEN, OBSHEARL -3 TCRrREBHERENET AWS
Encryption SDK. 1 DL EDF S —IL Y RF—EEORTZEXZTEE T,

@ Note

.NET AWS Encryption SDK | ®/N\—> 3> 4x Tk, BEZES{HKITF AN CMM
ZEALT, INXTOBSILIITIARTESIKIAVTFANZERTEERT,

// Define the encryption context
var encryptionContext = new Dictionary<string, string>()
{
{"purpose", "test"}
};

ATYT 5 BEILADANAT IO N EERLET,

Encrypt() XV Y RZFTHTEIIZ, EncryptInput 75ANDA VAR AZERLET,

string plaintext = File.ReadAllText("C:\\Documents\\CryptoTest\\TestFile.txt");

// Define the encrypt input
var encryptInput = new EncryptInput
{
Plaintext = plaintext,
Keyring = keyring,
EncryptionContext = encryptionContext
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ATYVT 6. TL—2FTFANEREEHLET,

M Encrypt() XY Y R AWS Encryption SDK 2L T, ERLEF—UJEZFERAL TS
L—>FTFANZERESLLET,

Z® Encrypt() XYY RAIRT EncryptOutput Ik, BE{tEhiXyt&—2
(Ciphertext), BBV THFAN, PILIOAVALRAM—RZEEBETEIXY Y RFHYET,

var encryptOutput = encryptionSdk.Encrypt(encryptInput);
ATYT T BSEniXyE2—22BBLETD,

for NET AWS Encryption SDK @ Decrypt() XV Y R, EncryptOutputf AR~
ACiphertextd X/ N—&ZHBLET,

EncryptOutput A7 I 9 M0 Ciphertext XUN—E BEEhiE XY -2 THY), B
SltEhicF—2, BStEhitF—2F—, XAF—R (BS{LIVTFANEED) 28T
R—BTNATSIORNTY, BEMEThEXYE—EZREBBLLICAEL Y. Decrypt()
XYY REEFBLTTL—VTFARNEEBERTRDEETERT,

var encryptedMessage = encryptOutput.Ciphertext;

".NET F AWS Encryption SDK ; Tk, Strict E— RTHEFIL

RARNTZVTAATR, FT—22B5T5RICEATAFT—EZEETDICEZHERLTVETH,
ik Strict E—REMEND AT 3> TF, AWS Encryption SDK i&, F—U I TEEL &
KMS *—DAaZFEAL THESXZESLET, BESHLF—VJAOF—ICR. F—R2ZESILL
EXF—NDPBELLEE1DEENTVEDREN HYET,

ZDfllk, NET B AWS Encryption SDK (Z& % Strict E— RTOEBILOER/NEZ—2FRL TV
7,

AT Y 7 1: AWS Encryption SDK 8K ITVFTILT7ANA R =S4 TS5V A AR AL E
9,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
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var mpl = new MaterialProviders(new MaterialProvidersConfig());

ATYVT 22F—VUVITROANFT TN EERLET,

F—UIXVY RONTA—BZEBETDICE. ANWATDSI VR EERLET. AWS
Encryption SDK for NET O&£—U>F XYY RIZIk, SISTBANATS IO B ET,
DI TlE, CreateAwsKmsKeyring() XV Y RZFEALTF—U 2T ZERLTVR S,
ABA® CreateAwsKmsKeyringInput 75 AZ A VAR A{LLTVET,

EEFXF—1)>2T T, F—ARN Z2FHAL TKMS ¥— ZIEETI2HENf HV)ET,

string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";

// Instantiate the keyring input object

var kmsKeyringInput = new CreateAwsKmsKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn

I

ATYT 3 F—UVITZERLET,

BESHF—V T ZERTHDEHIC., ZOHITEF CreateAwsKmsKeyring() XV Y R&F—1)
DIOANATS IO RNEFERLET,

var keyring = materialProviders.CreateAwsKmsKeyring(kmsKeyringInput);

ATV 4 ESILADANAT IO RNEERLET,

Decrypt() XYY ROANAT IO NEERKTBICIE, DecryptInput VT AEA AR
AMELET,

DecryptInput() AVARZ U XD Ciphertext /N X—& &, Encrypt() XV v RARL
7= EncryptOutput #7< T U MN® Ciphertext X /N—%ZZITH) £9, Ciphertext 7’0
NTARBEEhEEXYE—2 ZRUET, ChIZE, AWS Encryption SDK A" XY —2
NDESHICBERBESKENET—2, BElEhTF—2F— XEF—ZNEEFNET,

.NET AWS Encryption SDK fl ®/N\—2 32 4x Tk, #7232 ® EncryptionContext/\Z
X—ZZFEAL T, Decrypt(OXYY RTHBENIIVTHFANEZETEEXT,
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—® EncryptionContext NS X—XZFEAL T, BESEICERAENEESLITFAN
N, BEXOESHICERATALEESILITFANMNIEENTVR L ZHRELET, . T
7ALNNOTILIVAXLRLA— R BEDBEFETIIVAXLAA—NZFERALTVREE, T
DENBREEUCARTEESILITF AN AWS Encryption SDK IZEEMML T,

var encryptedMessage = encryptOutput.Ciphertext;

var decryptInput = new DecryptInput

{

Ciphertext = encryptedMessage,

Keyring = keyring,

EncryptionContext = encryptionContext // OPTIONAL
};

ATYT 5 BEENEESHKLET,

var decryptOutput = encryptionSdk.Decrypt(decryptInput);

ATYVT7 6 BBV TFANEHBELET —/N\—2 32 3x

for NET ®/N—> 3> 3.x AWS Encryption SDK @ Decrypt() XV VY RiF, BES{LI>TFAK
ZEALECA. BEILENEXYE—DOXETF—RASESILOAVTFANDEZREBLE
T, L, ZL—2FTFAMZBRLUEYFEALEY TSHIIC. BEXOESICERAL LESL
OAVFHAR, BEABICEEL LRSIV TF AN BEATVA L ERBTH LN
RANTZO9F14ATT,

BSLICEALEESAOTFARN, BESXOEBESICEATShABSHIYTFAN
BENTVB L ZBRLET, . F7ALNNOTILIAVAXLARLMN—RNEEDBBEFETI
JUALARAM—REZFEALTVWSREBE, TORIINBRESCARTEZESILITHF AN AWS
Encryption SDK IZBIIL £ 9,

// Verify the encryption context
string contextKey = "purpose";
string contextValue = "test";

if (!decryptOutput.EncryptionContext.TryGetValue(contextKey, out var
decryptContextValue)

|| 'decryptContextValue.Equals(contextValue))
{

throw new Exception("Encryption context does not match expected values");

}
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AWS Encryption SDK for NET O#HF—V T EFERAL LES

BEEHICKMS F—ZBETEINDTELEL, KMSF—ZEELBVF—U I THSD AWS KMS
TAAAN)—F—D) 2T ZRBMTEXRT, REF-V I 2EATHIE, FOHL AN F—ICWT
PEETIVELAHFIZFE>TVWSMRY ., AWS Encryption SDK (FEES{te i KMS F—&ZFAL T
TF—REEETEET, RANTTIVTA1RELT, BEOAWS PHIO RN N—FT142 3> THE
HATZEDKMS ¥—%#IRITH2BHET7 I EX—ZEBMLET,

AWS Encryption SDK for NET IZl&., AWSKMS V9547 N EaMBLITHEERNBEREF—1U >
TJENDULED ZEETIVXEN GAIBRENILFF—UVIFrAZEENTVET AWS U= 3
Vo VTATURE=232RGELESE, BEENEXYE—DOES{LICERATE S KMS
F—2HRLET, EBSOF—UVIOANATZIIVNIE, ERFARAANI—T 1)L
S—HFERAENET,

ROBIE, AWSKMS 74 AAN)—F =D T EFAAAN)—T 1)L 2—2FRALTF—X%
BTN EZ—2Z2RLTVET,

AT Y7 1: AWS Encryption SDK EXTUTLNTANA A=A TSV A2V ARV AILLET,

// Instantiate the AWS Encryption SDK and material providers
var esdk = new ESDK(new AwsEncryptionSdkConfig());
var mpl = new MaterialProviders(new MaterialProvidersConfig());

ATYT2F—VVIRDANFT TV N2 LET,

F—UIXVY RONTA—BZBETDICE. ANWATDSI O EERLET. AWS
Encryption SDK for NET O &F—U 2T XYY RIZIE, RBITDANFT IO BYET,
CDOFITIE, CreateAwsKmsDiscoveryKeyring() XV v RZFEAHALTF—U T ZERL T
WB7H, ABAD CreateAwsKmsDiscoveryKeyringInput 95 A& A AZR 2 A{LL TV
£,

List<string> accounts = new List<string> { "111122223333" };

var discoveryKeyringInput = new CreateAwsKmsDiscoveryKeyringInput
{
KmsClient = new AmazonKeyManagementServiceClient(),
DiscoveryFilter = new DiscoveryFilter()
{
AccountIds = accounts,
Partition = "aws"
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}

};
ATYVT 3 F—U 2T RERLET,

BEIF—DTZ2ER TR O, COFITE CreateAwsKmsDiscoveryKeyring() X
VY REF—VIIAAAFAT DT O EFEALET,

var discoveryKeyring =
materialProviders.CreateAwsKmsDiscoveryKeyring(discoveryKeyringInput);

ATV 4 ESILAODANAT IO NEERLET,

Decrypt() XYY ROAANFAT DT U NEERTBICIE. DecryptInput V5 REA AR
AU ET, Ciphertext NTX—ZD{ElE. Encrypt() XV Y RAIRT EncryptOutput 7
7219 M0 Ciphertext X /N—T79,

NET AWS Encryption SDK A ®/N\—2 32 4x Tk, 723> ® EncryptionContext/\Z
X—2%ZFEAL T, Decrypt()XVY RTHESHIATHFARNEEETEET,

—® EncryptionContext N X—RZFEAL T, BS{LEICEAENEESHLITFAN
F.BESXOESHICERAETCAEES{EOTFANMIEENTVSR L ZRAELET, K. T
72)LRNOFTILIAVALAM—REEQBBRFETIIVALARAAM—MEFERALTWVWREE, 7
DRINBREEEURTEEFSILITF AN AWS Encryption SDK IZEMML £ 9,

var ciphertext = encryptOutput.Ciphertext;

var decryptInput = new DecryptInput

{

Ciphertext = ciphertext,

Keyring = discoveryKeyring,

EncryptionContext = encryptionContext // OPTIONAL
}i2

var decryptOutput = encryptionSdk.Decrypt(decryptInput);

ATV 5 BBV THFANEERLET —/N—>2 3> 3x

for NET ®/N\—2 3> 3.x AWS Encryption SDK @ Decrypt() XV VY Rik, TESLIVTF
ANEFEALFH ADecrypt()e BELENLEXYE—DOXEF—RASBESHITHFAN
NEZRBLET, LEL, 7L—FTFANZRLEVFERALLEY TSHIIC, BEXDOESIC
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ERALEESHIYTHFANI, BSLKICEELEESHAIYTFAMEBEATVS L ZE
BEBIBDEARANTZIT41ATT,

ESILTEASNEESHKITFARN, BEXOESICEAENEESIY TFANC
BENTVB L Z2BRALET, G, F7ANMOTILIVAXLAA—RNBEEDBERETIL
dVALAAM—REZFERALTVREBE, TORIINBRZECARTZES{LITFAN AWS
Encryption SDK IZEL £,

// Verify the encryption context
string contextKey = "purpose";
string contextValue = "test";

if (!decryptOutput.EncryptionContext.TryGetValue(contextKey, out var
decryptContextValue)

| | !'decryptContextValue.Equals(contextValue))
{

throw new Exception("Encryption context does not match expected values");

}

AWS Encryption SDK Go H

COREY U TIE, AWS Encryption SDKforGo 4/ ARN—=)LUTHERT D HEICOVWTEAL
F¥9., AWS Encryption SDK for Go ZFEAL 7O Z X J OFMIC DOV T, GitHub ® aws-
encryption-sdk UARZ RUD go FA LI NV ZSRLTSEE,

AWS Encryption SDK for Go l&, LA T ® = AWS Encryption SDK T QD7 OS5I JERBRE
EFEBYET,

s F=BF—F Y VAP R—RNENTVERA, Z7ZL. AWS Encryption SDK for Go &, £
BOBSHUITUTILFYyY21Y)1—-—23 0 THBDAWSKMS EEF—) T &2YR—KLT
WET,

c ANU=Z2IJF—RR@HYR—KLTVWEEA

AWS Encryption SDK for Go IZI&, DHDFTEEREO/N—T3 2 20X UBTEAENLZITNTO
EF 21T 1 EEENEENTLVET AWS Encryption SDK, %7 L., AWS Encryption SDK for Go
ZEALT, O20xKUEION—23 20RO EBERETHESCEhLET—22ESTREE
AWS Encryption SDK, I=ZY "XV RNKRD S —%ZFABITDIMEN HBBENHYET, FMICOV
Tk, "V RXURNRUD—OFELZEI 22RBLTLEE L,
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AWS Encryption SDK for Go I&. Dafny @ D& fm AWS Encryption SDK TH V), & ZER TS E
XNBRIASE, RETDZII—R, BLRUETARNTZEHDOEATT, TOER, HEED ERM %R
I257L—LT—2IZ, AWS Encryption SDK D¥ERER RE T DS A TS UNTEHHNFVEL

FECB5

« RETZILDVAXLAS—NDOIEE AWS Encryption SDK, BEB{tEhiEF—2F—DH#IPR, AWS
KMSYILF)—23a > F—0FEARBRE, THATDIAVEREITDFHEOHFAIOVTR., T, 25
BLUTLKEZVOEE AWS Encryption SDK,

« AWS Encryption SDK for Go ZFREL THEA T2 HEN0HIIC DLW Tk, GitHub ® aws-encryption-
sdk URZ KU D Go 0 flE#SRBL TS EE V),

=R
- BIREZMH
« A1AKR—=I

Bl fR SR

AWS Encryption SDK forGo Z4 AR —ILT D HIIZ, ROBEREZFHI HZDEEE2BRELTLSES
Wo

Go DHR—KEnTWBAN—T3>
Go (ZIF Go 1.23 AWS Encryption SDK SAEA"BRETT,

Go MDA IVO—REAVARN=IOFMMIOVTE, "GoDAVAR—I, Z25RBLTLKEE
W

12AM=

AWS Encryption SDK for Go O &#/N—2 3 Z A2 AN—)LLET, AWS Encryption SDK for Go
NDAVARN=)LEBEDOFHMICDOWVWTIE, GitHub @ aws-encryption-sdk URZ KU D go T4 L&
NJIZ%% README.md 25BRL TS &L,

BHN—23a2 A ARN—LTBICE

« AWS Encryption SDK for Go @14 > A ~K—JL
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https://go.dev/doc/install
https://github.com/aws/aws-encryption-sdk/tree/mainline/releases/go/encryption-sdk/README.md
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go get github.com/aws/aws-encryption-sdk/releases/go/encryption-sdk@latest

« BEWUXTUTLTONAAZ—F4TZ) (MPL) 24 AR—ILT S

go get github.com/aws/aws-cryptographic-material-providers-library/releases/go/mpl

AWS Encryption SDK for Java

O REY VT, AWS Encryption SDK for JavaZ 4 > ARN—=)LLTERT S HFEICDOVWTEHHA
LET, 2FERALEZ7OT S I T OFMIC DL TIEE AWS Encryption SDK for Java, GitHub @
aws-encryption-sdk-java VIR M) ZSBL T EEW, APIORFIXNIDOVWTIE, AWS
Encryption SDK for Java® Javadoc ZZ8BL TS &\,

ReEY D

- BIREH

« 1A=L

« AWS Encryption SDK for Java 4l

BB SR AF

A4 AN=)LFBHEIC AWS Encryption SDK for Java, XDEIRZ4NHD L 2HERL T EE
(A

Java FRIRIE

Java 8 LUIBBEN MBIV ET, Oracle DV I TH A NT JavaSE OA I O— RIZBH
L. Java SE Development Kit (JDK) 20 >O—RL T, 1AM =L ET,

Oracle JDK Z A9 %1548k, Java Cryptography Extension (JCE) EHIREENDEER ) S —
7740202 O0—RLT, 1 VARN—ILTBIUENBYVET,

Bouncy Castle

(Z (& Bouncy Castle AWS Encryption SDK for Java A % ET Y,

« AWS Encryption SDK for Java /\—2 3> 1.6.1 LA Tk, Bouncy Castle Z B L THEE{LA
TOTOREDUTIMEBRTE D TILILLET, COEHERBAETICIE. Bouncy Castle
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https://github.com/aws/aws-cryptographic-material-providers-library
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https://aws.github.io/aws-encryption-sdk-java/
https://www.oracle.com/java/technologies/downloads/
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
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% /= I& Bouncy Castle FIPS Z A T& £9, Bouncy Castle FIPS D1 VA R— LB LK VERE
ICDWTIF, Bouncy Castle FIPS D RFIX NOBFICI—HY—HA REeEFI1UFT 1K
—®OPDF 2R L T &L\,

« LBIO/N—2 3> M Tk, Bouncy Castle ® cryptography API for Java AWS Encryption SDK
forJava ZEAL TVWET, COEHE, FIPS IEX D Bouncy Castle IC& 2 TOHEE h
9,

Bouncy Castle A% W i54& (&, Java A Bouncy Castle DA D> O— RICBEL T, JDK ICHE
ITH7OANAEZ—T 740N E2RX D O—RULET, £/, Apache Maven ZERAL T, EEND

Bouncy Castle 7'0/\ 4 & — (bcprov-ext-jdk150n) ® 7 —7F 4 7 7 27 KX Bouncy Castle FIPS

(bofips) D7 —F 4 77 O NERBT B L ETEET,

AWS SDK for Java

DN—23>2 3x Tk, AWSKMS F—U>J&#FERAL TLVWEWESTE AWS SDK for Java
2.X, AWS Encryption SDK for Java % ETT,

IN—= 32 2.x BLEID AWS Encryption SDK for Java Tlk, FEH4EDH V) £ A AWS SDK for
Java, =L, YAZ—F—70O/N14 X —& L T AWS Key Management Service (AWS KMS)
ZEATBICE. AWS SDK for Java "% E T, AWS Encryption SDK for Java /N\—2 3 >
2.4.0 LABE, AWS Encryption SDK for Java l&. 1.x & &K U 2.x A® AWS SDK for Java. AWS
Encryption SDK code ®/N\—> 3> AWS SDK forJava1.x & 2x DS ZHEERTEE T,
EAE. AWS SDK for Java 1.x ZH7R— 9% AWS Encryption SDK J— R TF—X Z B
SL, ZYR—PNTHI—RZFEAL TESILTEERT AWS SDK for Java 2.x (FFED
¥ ), 2.4.0 &) AWS Encryption SDK for Java BID/N—23 >0 (&, AWS SDK for Java 1.x @
HREFR—RLTVWET, ON—2 3 OEHIC DOV TIE AWS Encryption SDK, T, Z#5 8L
TLEEZLVDOEBIT AWS Encryption SDK,

AWS Encryption SDK for Java J1— R %Z AWS SDK for Java 1.x A5 ICE# 9% & & (& AWS SDK
for Java 2.x, AWS SDK for Java 1.x MAWSKMSA > Z—T7 T 4 ANDSB%E OKmsClientA
VBR—TIAANDSRICEZETR A I AWS SDK for Java 2.x, AWS Encryption SDK for Java
l& KmsAsyncClientf VX —T7 I A AZHR—KNLTVWEHBA, £, kms BEIZEORDY)
(2. kmssdkv2 BRIZE O AWSKMSBEEA 72TV N EFEATALSICI—REEHL TLKE
A

A4 AM=ILT3ICIE AWS SDK for Java, Apache Maven ZEFAL £7,

- KEFEBHEL T AWS SDK for Javat kx4 AR— KT 2ICE. pom.xml 77 AL TENEE
SLET,
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« £ 21—)L AWS KMS in AWS SDK for Java 1.x ICD & KFZEBREERTDICEE. BFEDTE
T1—)LEIEETHFIEICH, artifactId%Z ([CEREL F9aws-java-sdk-kmso

« AWS KMS £ 1—)L in AWS SDK for Java 2.x ICD XK FEREERTDICIE. BE
NEDI1I-I)INZEETDFIEICHLVET, groupIld Z software.amazon.awssdk
(C, artifactId & kms IZEREL F 9,

TOMDEERIICOVWTRE, T FROY/N=FA R, ® AWS SDK for Java "1.x & 2.x Mi&
W, Z22RBLT<EE W, AWS SDK for Java 2.x

AWS Encryption SDK RO Y /)N—H 4 R®D Java Ok, ZEHL E9 AWS SDK for Java
2 .Xo

1 2AN=)

AWS Encryption SDK for JavaD&#/N—> 3> &4 2 AN —ILET,

(@ Note
2.0.0 & V) AWS Encryption SDK for Java BI® ®FXTDH/N— 3 2 lFend-of-support 7 T —
ACHYET,

IN—=32 2.0x BAEA S AWS Encryption SDK for Java D& #FH/N—> 3 2 ICJ— RPF—
REBFRTICRLICEHMTEERT, £LEL. N—23220xTEAEThLEZHLLEFD
)7 A BECETNEREN DY EREA, 17X RYBIO/N—23 D5 2.0x LABEO/N—
TAVICEHFHITBICE. £ AWS Encryption SDKOBRF D 1.x /N— I3V ICEHTIHE
NFHYWET, HHEICOVTIEE, "TOEIT AWS Encryption SDKy ZSBL TS EE V),

&, JX® AWS Encryption SDK for Java 532 TA VAN =)L TEEXT,
FE

A4 AR—=)LFBIZIE AWS Encryption SDK for Java, aws-encryption-sdk-java GitHub 'J 7R
NoooO—>2&ERTSHA, FOO0—KRLET,
Apache Maven O£/

AWS Encryption SDK for Java I&. XD #kFBERERZFEA L T Apache Maven ZBU THEAT
EET,
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<groupId>com.amazonaws</groupIld>
<artifactId>aws-encryption-sdk-java</artifactId>
<version>3.0.0</version>

</dependency>

SDKZAAR=ILES, COHA RD Java J— RfFl& GitHub @ Javadoc Z# R THRBL £,

AWS Encryption SDK for Java 4l

RO, AWS Encryption SDK for Java ZEA L TTF— X ZBESLHE LVES TR HZEZRL TV
F9, chsnfllF. ON—>232 IxEZFEATSAHEZRL TVWET AWS Encryption SDK
for Java, M/N—> 3> 3.x [CI& AWS Encryption SDK for Java A" %4 ZE T 9 AWS SDK for Java 2.x.
DO/)N—> 3> 3.x & AWS Encryption SDK for Java, N ARZR—F—7ONA X —&F—D) 2 JICE
EMAFET, AIN—2a2aFERATHHICOVTIE, GitHub @ aws-encryption-sdk-java JRZ K 1J
DV)—AVARNTHEAFRO) ) —RAZRELTEEL,

ReEY D

- XFHOBEEERS

c NMBPANJ—LDOES{LEES

s INFF-—VVIEELBINAMANI—LOBSILEES

NFIOESERS

ROFIE, OIN—2 3> 3.x ZERAL TXFES| AWS Encryption SDK for Java ZBES LB R TEF
T2FEERLTVET, XFINEFEATIEIC/NA NEIICERLET,

COPITE. AWSKMS F—U VT ZBEALEXT, AWSKMS ¥F—UZV I THESILTBEE. F—
ID. F—ARN, T/ UTRAE, FLEIAJT7AARN ZFEALTKMS ¥—Z&BRTEXT, BS
TBHEERF, F—ARN ZEALTKMS F—ZBRIT2HLEN BT,

encryptData() XV VY RZHRTHT E, BELTFAN, BELEhiTF—2F— BES{LIY
THFANZECES{tE Nz XY t—2 (CryptoResult) NMREhE T, CryptoResult # 7T
2 NT getResult 2T &, BEELENEXY2—T 0 Base-64 TL 11— RENLEXFS
N—=23aUHBREN, decryptData() XYY RICETCENTEDELSICBYET,

BE&IC, ZHUOH T E&decryptData(), BENBCryptoResult A7 IO NCRKTL—2FTF
AMNAYE—2E AWSKMSkey ID AFE8FENET, 77UT—2a h 7 L—2TFANERTH
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IZ. BEE XY E—20 AWSKMS key ID EBES{EOV TFARNNBEER THD L%z
HmIELET,

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

package com.amazonaws.crypto.keyrings;

import com.amazonaws.encryptionsdk.AwsCrypto;

import com.amazonaws.encryptionsdk.CommitmentPolicy;

import com.amazonaws.encryptionsdk.CryptoResult;

import software.amazon.cryptography.materialproviders.IKeyring;

import software.amazon.cryptography.materialproviders.MaterialProviders;

import
software.amazon.cryptography.materialproviders.model.CreateAwsKmsMultiKeyringInput;

import software.amazon.cryptography.materialproviders.model.MaterialProvidersConfig;

import java.nio.charset.StandardCharsets;
import java.util.Arrays;

import java.util.Collections;

import java.util.Map;

/**
* Encrypts and then decrypts data using an AWS KMS Keyring.

*

* <p>Arguments:

* <ol>
& <li>Key ARN: For help finding the Amazon Resource Name (ARN) of your AWS KMS
customer master

& key (CMK), see 'Viewing Keys' at

& http://docs.aws.amazon.com/kms/latest/developerguide/viewing-keys.html
* </ol>

*/

public class BasicEncryptionKeyringExample {

private static final byte[] EXAMPLE_DATA = "Hello
World".getBytes(StandardCharsets.UTF_8);

public static void main(final String[] args) {
final String keyArn = args[0];

encryptAndDecryptWithKeyring(keyArn);
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}

public static void encryptAndDecryptWithKeyring(final String keyArn) {

// 1. Instantiate the SDK

// This builds the AwsCrypto client with the RequireEncryptRequireDecrypt
commitment policy,

// which means this client only encrypts using committing algorithm suites and
enforces

// that the client will only decrypt encrypted messages that were created with a
committing

// algorithm suite.

// This is the default commitment policy if you build the client with

// “AwsCrypto.builder().build()"

// or “AwsCrypto.standard() .

final AwsCrypto crypto =

AwsCrypto.buildex()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// 2. Create the AWS KMS keyring.
// This example creates a multi keyring, which automatically creates the KMS
client.
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder().generator(keyArn).build();
final IKeyring kmsKeyring =
materialProviders.CreateAwsKmsMultiKeyring(keyringInput);

// 3. Create an encryption context

// We recommend using an encryption context whenever possible

// to protect integrity. This sample uses placeholder values.

// For more information see:

// blogs.aws.amazon.com/security/post/Tx2LZ6WBJJANTNW/How-to-Protect-the-Integrity-
of-Your-Encrypted-Data-by-Using-AWS-Key-Management

final Map<String, String> encryptionContext =

Collections.singletonMap("ExampleContextKey", "ExampleContextValue");

// 4. Encrypt the data

final CryptoResult<byte[], ?> encryptResult =
crypto.encryptData(kmsKeyring, EXAMPLE_DATA, encryptionContext);

final byte[] ciphertext = encryptResult.getResult();
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// 5. Decrypt the data
final CryptoResult<byte[], ?> decryptResult =
crypto.decryptData(
kmsKeyring,
ciphertext,
// Verify that the encryption context in the result contains the
// encryption context supplied to the encryptData method
encryptionContext);

// 6. Verify that the decrypted plaintext matches the original plaintext
assert Arrays.equals(decryptResult.getResult(), EXAMPLE_DATA);

}

NARAN)—LOBS{LEES

ROBlE, ZERALT/NA MAKU—LA AWS Encryption SDK ZEES{LE R TES T2 HEZERL
TVWERT,

COPITIE, RawAES F—U > J = ERALE T,

E5{tTBEEICIE, AwsCrypto.builder() .withEncryptionAlgorithm() XV ¥ R#zfEH
LT, FORLBAOBVTILIVALALN—NEEBELET, BSLEIC, BES{LTFANBSR
BLTHBDEZMRITBDEHIC., ZOFITE createUnsignedMessageDecryptingStream()
XYYy RzeFEALE T, createUnsignedMessageDecryptingStream() XV v RiEk, &I
EREF OBSNZRETDERMLET,

FORNBREEEUT7AINOTILIIVAXLALMA—RNTHESILTEDEHEE. XOFIZRTRDIC,
KH V) IZ createDecryptingStream() XV Y RZEFEALE T,

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

package com.amazonaws.crypto.keyrings;

import com.amazonaws.encryptionsdk.AwsCrypto;

import com.amazonaws.encryptionsdk.CommitmentPolicy;

import com.amazonaws.encryptionsdk.CryptoAlgorithm;

import com.amazonaws.encryptionsdk.CryptoInputStream;

import com.amazonaws.encryptionsdk.jce.JceMasterKey;

import com.amazonaws.util.IOUtils;

import software.amazon.cryptography.materialproviders.IKeyring;
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import
import
import
import

import
import
import
import
import
import
import
import
import

/**

* <p>

software.amazon.cryptography.materialproviders.MaterialProviders;
software.amazon.cryptography.materialproviders.model.AesWrappingAlg;
software.amazon.cryptography.materialproviders.model.CreateRawAesKeyringInput;
software.amazon.cryptography.materialproviders.model.MaterialProvidersConfig;

java
java
java

.io.FileInputStream;
.io0.FileQutputStream;
.i0.I0Exception;
java.
java.
java.
java.

nio.ByteBuffer;
security.SecureRandom;
util.Collections;
util.Map;

javax.crypto.SecretKey;
javax.crypto.spec.SecretKeySpec;

* Encrypts and then decrypts a file under a random key.

* <p>

* Arguments:

* <ol>

* <]i>Name of file containing plaintext data to encrypt
* </o0l>

* <p>

* This program demonstrates using a standard Java {@link SecretKey} object as a {e@link
IKeyring} to
* encrypt and decrypt streaming data.

*/

public class FileStreamingKeyringExample {
private static String srcFile;

public static void main(String[] args) throws IOException {
srcFile = args[0];

// In this example, we generate a random key. In practice,
// you would get a key from an existing store
SecretKey cryptoKey = retrieveEncryptionKey();

// Create a Raw Aes Keyring using the random key and an AES-GCM encryption
algorithm
final MaterialProviders materialProviders = MaterialProviders.builder()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateRawAesKeyringInput keyringInput =

CreateRawAesKeyringInput.builder()

.wrappingKey(ByteBuffer.wrap(cryptoKey.getEncoded()))
.keyNamespace("Example")
.keyName ("RandomKey")
.wrappingAlg(AesWrappingAlg.ALG_AES128_GCM_IV12_TAGl6)
.build();

IKeyring keyring = materialProviders.CreateRawAesKeyring(keyringInput);

// Instantiate the SDK.

// This builds the AwsCrypto client with the RequireEncryptRequireDecrypt
commitment policy,

// which means this client only encrypts using committing algorithm suites and
enforces

// that the client will only decrypt encrypted messages that were created with
a committing

// algorithm suite.

// This is the default commitment policy if you build the client with

// “AwsCrypto.builder().build()"

// or “AwsCrypto.standard() .

// This example encrypts with an algorithm suite that doesn't include signing
for faster decryption,

// since this use case assumes that the contexts that encrypt and decrypt are
equally trusted.

final AwsCrypto crypto = AwsCrypto.builder()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)

.withEncryptionAlgorithm(CryptoAlgorithm.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY)
.build();

// Create an encryption context to identify the ciphertext
Map<String, String> context = Collections.singletonMap("Example",
"FileStreaming");

// Because the file might be too large to load into memory, we stream the data,
instead of

//loading it all at once.

FileInputStream in = new FileInputStream(srcFile);

CryptoInputStream<JQceMasterKey> encryptingStream =
crypto.createEncryptingStream(keyring, in, context);

FileOutputStream out = new FileOutputStream(srcFile + ".encrypted");
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IO0Utils.copy(encryptingStream, out);
encryptingStream.close();
out.close();

// Decrypt the file. Verify the encryption context before returning the
plaintext.

// Since the data was encrypted using an unsigned algorithm suite, use the
recommended

// createUnsignedMessageDecryptingStream method, which only accepts unsigned
messages.

in = new FileInputStream(srcFile + ".encrypted");

CryptoInputStream<JceMasterKey> decryptingStream =
crypto.createUnsignedMessageDecryptingStream(keyring, in);

// Does it contain the expected encryption context?

if
(!"FileStreaming".equals(decryptingStream.getCryptoResult().getEncryptionContext().get("Exampl
{

throw new IllegalStateException("Bad encryption context");

// Write the plaintext data to disk.

out = new FileOutputStream(srcFile + ".decrypted");
IO0Utils.copy(decryptingStream, out);
decryptingStream.close();

out.close();

/**
* In practice, this key would be saved in a secure location.
* For this demo, we generate a new random key for each operation.
*/
private static SecretKey retrieveEncryptionKey() {
SecureRandom rnd = new SecureRandom();
byte[] rawKey = new byte[16]; // 128 bits
rnd.nextBytes(rawKey);
return new SecretKeySpec(rawKey, "AES");

RNFF—VTILRBDNANARN)—LOBESILEES

ROFIE, YILFF—1)>%S AWS Encryption SDK T Z#FRA T3 HEZZRLTVWET, VILFF—
)0 %FERALTTF—RE2BHILTIHEEAE. TOF—VIILEENIEEOSVEITX—%M
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RALTZOT—2%ZEETEXRT, COHITIE. AWSKMS F—U>J& RawRSAF—U > T %
FF—UJELTEALET,

BTk, FORILBREEELT AN NOTIILIAVALARAL—FTHESILLET, ARNU—Z

VUR, BREEMTFIVINE, TORIINBREZRIETSEICT L —>TF A KN%E AWS Encryption
SDK VU —AL&ET, BENMRIAENDETTL—2FTFANZFERALBEVKRDICTSEH, D

BT 7TL—TFANENYTTITL, BSILBRTRIEF T TLEEZICOAT A RAVICE
EFRAKET,

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

package com.amazonaws.crypto.keyrings;

import com.amazonaws.encryptionsdk.AwsCrypto;

import com.amazonaws.encryptionsdk.CommitmentPolicy;

import com.amazonaws.encryptionsdk.CryptoOutputStream;

import com.amazonaws.util.IOUtils;

import software.amazon.cryptography.materialproviders.IKeyring;

import software.amazon.cryptography.materialproviders.MaterialProviders;

import
software.amazon.cryptography.materialproviders.model.CreateAwsKmsMultiKeyringInput;

import software.amazon.cryptography.materialproviders.model.CreateMultiKeyringInput;

import software.amazon.cryptography.materialproviders.model.CreateRawRsaKeyringInput;

import software.amazon.cryptography.materialproviders.model.MaterialProvidersConfig;

import software.amazon.cryptography.materialproviders.model.PaddingScheme;

import java.io.ByteArrayInputStream;

import java.io.ByteArrayOutputStream;

import java.io.FileInputStream;

import java.io.FileOutputStream;

import java.nio.ByteBuffer;

import java.security.GeneralSecurityException;
import java.security.KeyPair;

import java.security.KeyPairGenerator;

import java.util.Collections;

* <p>
* Encrypts a file using both AWS KMS Key and an asymmetric key pair.

* <p>

* Arguments:
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* <ol>

* <li>Key ARN: For help finding the Amazon Resource Name (ARN) of your AWS KMS key,

& see 'Viewing Keys' at http://docs.aws.amazon.com/kms/latest/developerguide/
viewing-keys.html

*

* <]i>Name of file containing plaintext data to encrypt

* </o0l>

* <p>

* You might use AWS Key Management Service (AWS KMS) for most encryption and
decryption operations, but

* still want the option of decrypting your data offline independently of AWS KMS. This
sample

* demonstrates one way to do this.

* <p>

* The sample encrypts data under both an AWS KMS key and an "escrowed" RSA key pair

* so that either key alone can decrypt it. You might commonly use the AWS KMS key for
decryption. However,

* at any time, you can use the private RSA key to decrypt the ciphertext independent
of AWS KMS.

* <p>

* This sample uses the RawRsaKeyring to generate a RSA public-private key pair

* and saves the key pair in memory. In practice, you would store the private key in a
secure offline

* location, such as an offline HSM, and distribute the public key to your development
team.

*/
public class EscrowedEncryptKeyringExample {

private static ByteBuffer publicEscrowKey;
private static ByteBuffer privateEscrowKey;

public static void main(final String[] args) throws Exception {
// This sample generates a new random key for each operation.
// In practice, you would distribute the public key and save the private key in
secure
// storage.
generateEscrowKeyPair();

final String kmsArn = args[0];
final String fileName = args[1];

standardEncrypt(kmsArn, fileName);
standardDecrypt(kmsArn, fileName);

escrowDecrypt(fileName);
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}

private static void standardEncrypt(final String kmsArn, final String fileName)
throws Exception {
// Encrypt with the KMS key and the escrowed public key
// 1. Instantiate the SDK
// This builds the AwsCrypto client with the RequireEncryptRequireDecrypt
commitment policy,
// which means this client only encrypts using committing algorithm suites and
enforces
// that the client will only decrypt encrypted messages that were created with
a committing
// algorithm suite.
// This is the default commitment policy if you build the client with
// “AwsCrypto.builder().build()"
// or “AwsCrypto.standard() .
final AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// 2. Create the AWS KMS keyring.
// This example creates a multi keyring, which automatically creates the KMS
client.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder()
.generator(kmsArn)
.build();
IKeyring kmsKeyring = matProv.CreateAwsKmsMultiKeyring(keyringInput);

// 3. Create the Raw Rsa Keyring with Public Key.
final CreateRawRsaKeyringInput encryptingKeyringInput =
CreateRawRsaKeyringInput.builder()
.keyName("Escrow")
.keyNamespace("Escrow")
.paddingScheme(PaddingScheme.0AEP_SHA512_MGF1)
.publicKey(publicEscrowKey)
.build();
IKeyring rsaPublicKeyring =
matProv.CreateRawRsaKeyring(encryptingKeyringInput);

// 4. Create the multi-keyring.
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final CreateMultiKeyringInput createMultiKeyringInput =

CreateMultiKeyringInput.buildex()

.generator(kmsKeyring)
.childKeyrings(Collections.singletonList(rsaPublicKeyring))
.build();

IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

// 5. Encrypt the file
// To simplify this code example, we omit the encryption context. Production

code should always

crypto.

// use an encryption context.

final FileInputStream in = new FileInputStream(fileName);

final FileOutputStream out = new FileOutputStream(fileName + ".encrypted");
final CryptoOutputStream<?> encryptingStream =
createEncryptingStream(multiKeyring, out);

IOUtils.copy(in, encryptingStream);
in.close();
encryptingStream.close();

private static void standardDecrypt(final String kmsArn, final String fileName)

throws

Exception {
// Decrypt with the AWS KMS key and the escrow public key.

// 1. Instantiate the SDK.
// This builds the AwsCrypto client with the RequireEncryptRequireDecrypt

commitment policy,

// which means this client only encrypts using committing algorithm suites and

enforces

a commi

client.

// that the client will only decrypt encrypted messages that were created with
tting

// algorithm suite.

// This is the default commitment policy if you build the client with

// “AwsCrypto.builder().build()"

// or “AwsCrypto.standard() .

final AwsCrypto crypto = AwsCrypto.builder()

.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

// 2. Create the AWS KMS keyring.
// This example creates a multi keyring, which automatically creates the KMS

final MaterialProviders matProv = MaterialProviders.buildexr()
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.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMultiKeyringInput keyringInput =
CreateAwsKmsMultiKeyringInput.builder()
.generator(kmsArn)
.build();
IKeyring kmsKeyring = matProv.CreateAwsKmsMultiKeyring(keyringInput);

// 3. Create the Raw Rsa Keyring with Public Key.
final CreateRawRsaKeyringInput encryptingKeyringInput =
CreateRawRsaKeyringInput.builder()
.keyName("Escrow")
.keyNamespace("Escrow")
.paddingScheme(PaddingScheme.0AEP_SHA512_MGF1)
.publicKey(publicEscrowKey)
.build();
IKeyring rsaPublicKeyring =
matProv.CreateRawRsaKeyring(encryptingKeyringInput);

// 4. Create the multi-keyring.
final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.buildex()
.generator(kmsKeyring)
.childKeyrings(Collections.singletonList(rsaPublicKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

// 5. Decrypt the file

// To simplify this code example, we omit the encryption context. Production
code should always

// use an encryption context.

final FileInputStream in = new FileInputStream(fileName + ".encrypted");

final FileOutputStream out = new FileOutputStream(fileName + ".decrypted");

// Since we are using a signing algorithm suite, we avoid streaming decryption
directly to the output file,

// to ensure that the trailing signature is verified before writing any
untrusted plaintext to disk.

final ByteArrayOutputStream plaintextBuffer = new ByteArrayOutputStream();

final CryptoOutputStream<?> decryptingStream =
crypto.createDecryptingStream(multiKeyring, plaintextBuffer);

IOUtils.copy(in, decryptingStream);

in.close();

decryptingStream.close();
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final ByteArrayInputStream plaintextReader = new
ByteArrayInputStream(plaintextBuffer.toByteArray());

IOUtils.copy(plaintextReader, out);

out.close();

private static void escrowDecrypt(final String fileName) throws Exception {
// You can decrypt the stream using only the private key.
// This method does not call AWS KMS.

// 1. Instantiate the SDK
final AwsCrypto crypto = AwsCrypto.standard();

// 2. Create the Raw Rsa Keyring with Private Key.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateRawRsaKeyringInput encryptingKeyringInput =
CreateRawRsaKeyringInput.builder()
.keyName("Escrow")
.keyNamespace("Escrow")
.paddingScheme(PaddingScheme.0AEP_SHA512_MGF1)
.publicKey(publicEscrowKey)
.privateKey(privateEscrowKey)
.build();
IKeyring escrowPrivateKeyring =
matProv.CreateRawRsaKeyring(encryptingKeyringInput);

// 3. Decrypt the file

// To simplify this code example, we omit the encryption context. Production
code should always

// use an encryption context.

final FileInputStream in = new FileInputStream(fileName + ".encrypted");

final FileOutputStream out = new FileOutputStream(fileName + ".deescrowed");

final CryptoOutputStream<?> decryptingStream =
crypto.createDecryptingStream(escrowPrivateKeyring, out);

I0Utils.copy(in, decryptingStream);

in.close();

decryptingStream.close();

private static void generateEscrowKeyPair() throws GeneralSecurityException {
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final KeyPairGenerator kg = KeyPairGenerator.getInstance("RSA");
kg.initialize(4096); // Escrow keys should be very strong

final KeyPair keyPair = kg.generateKeyPair();

publicEscrowKey = RawRsaKeyringExample.getPEMPublicKey(keyPair.getPublic());
privateEscrowKey = RawRsaKeyringExample.getPEMPrivateKey(keyPair.getPrivate());

AWS Encryption SDK for JavaScript

AWS Encryption SDK for JavaScript I&. JavaScript TO I 77 SIOH T 75— 3a> %8R0T
WBFAROY/N—X Node.js TOI T H—N—=TFFV5—>arazi@dLTWadFROY /N—@E T
2. 94T MIOBSLS ATV ERHBIDISICERIAENTVET,

DI NXTNHREREKERERIC AWS Encryption SDK, [ EE&T—XRE#EE AWS Encryption SDK for
JavaScript 28R LET, CchIZER I ARO—7EE, BMOFRLETF—5 (AAD), F—HBH &K
VEBZETHEATS 256 EY N AES-GCM B EDEF 1 7 TRIEFADHNMHF—T I TV XLAAL —
rEENEENET,

DINTHESEEENDELE AWS Encryption SDK &, SZBOFHWICH>THEERATEDLSICEE
FFEhTVWET, JavaScript DERBICKDFIOFMIC DWW T, Tthe section called “BE#%", Z
SHBLTLSEEL,

FECB5

s BERLLETOTS 2T OFMIC DWW TIE AWS Encryption SDK for JavaScript, GitHub @
aws-encryption-sdk-javascript JARZ N ZSBL T EE V),

« Z7O9Z X292V TIE, aws-encryption-sdk-javascript 7R K1 @ Tthe section called
“f” 1 & KT example-browser & example-node T2 1 —J)LZZBL T EE W,

s BFERLTOIT TSI —2 3> 0F— X &S AWS Encryption SDK for JavaScript ¥
BZEBEOHFICOVTIE. AWS EF 1T 4704 ® " AWS Encryption SDK for JavaScript &
Node.js 2R LT/ 2O TREILEEMICTDHE ZSRBLTIEEL,

Nev o
« O E#M AWS Encryption SDK for JavaScript
e M4 A KM—)l AWS Encryption SDK for JavaScript
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« OFE> 1—)l AWS Encryption SDK for JavaScript

« AWS Encryption SDK for JavaScript 4l

O BE#H AWS Encryption SDK for JavaScript

AWS Encryption SDK for JavaScript &, DO SEEREEHEERATED RS ICHRFENTVE
9 AWS Encryption SDK, F&AEDHTE, TTF—XZBS{ AWS Encryption SDK for JavaScript
L. AWS Encryption SDK ONX Y RZA VAV B—T IA AZECMOERERETESTEERT,
F. ZfFEAL T AWS Encryption SDK for JavaScript . DD SERERKICK > TERET RS
fbEnic XYy 2—2%Z®STEET AWS Encryption SDK,

=L, #EAT 35S AWS Encryption SDK for JavaScript, JavaScript SEENOREE DT TJ
ZOFICEFRIZVK OV O EBRHEOBEICITETHIHEN HYET,

e, LOSHFOREZHEAITZIHBERE. BTEREMOHZINAXR—F—T7ONAMFT—, YAZ—
F— FUIERELTLKLEEZV, FHIEOVTR, "F-UVJnEHEME, 25RLTKEE
W,

AWS Encryption SDK for JavaScript E#14

@ JavaScript 2% &, XD KL THD SFEEZE AWS Encryption SDK & IE BBV FT,

« OEES{LARL —2 3> AWS Encryption SDK for JavaScript i&, 7L —A{tENh TV EVEEX
ZIRUEE A, L. AWS Encryption SDK for JavaScript &, DfEDEEREICL > TEE L
7L —LBEXEFRTL—LBEXEESLET AWS Encryption SDK.

* Node.js D/N—>32 1290 AT, U TORSAF—OTvEIA T avEHR—FL TV
£9,

« OAEP & SHA1. SHA256. SHA384. SHA512
« OAEP & SHA1 $ & U* MGF1 & SHA1
+ PKCS1v15

« N—=232129.0 &V HID Node.js TlE, U TFTORSAF—DOZYEL I AT a>0IhEYR—
RLTWET,

« OAEP & SHA1 $ & U* MGF1 & SHA1
+ PKCS1v15
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72O 0EH#RY

DI7 TS IHICK2 Tk, AWS Encryption SDK for JavaScript X R E & § 2 EARNRBES{LANR
L—2ar A HR—RENTVWEEA, 75N EREL TLVS WebCrypto API D7 #—JL/NY
ERETDET, FRELTVWRARL—23a>0O—EMSENTEXT,

DI 7SO NOHIBREE
LUTO#HIRE, 3IXTOIITTISOYICHETT,

« WebCrypto APl Tl&, PKCSIVI5 DF—DZYEVTJREYR—RMEhTOWEH A,
« TS0 TR, 122EY RF—RHR—KREhTVEHA,

MBEBES{LFIRL -3

Tk, DITTZIOHTUTOARL— 3> AWS Encryption SDK for JavaScript " ET ¥,
T75IHTIhSsOARL =23 R—FEAhTVWAEWES. AWS Encryption SDK for
JavaScripte DE#BMEA BV EE A,

« 7oOHICIE, BELOEBEERTE XYY RTHD crypto.getRandomValues() HFEF
NTVBHBENHVYET, crypto.getRandomValues() ZHR—KNLTWBD DI T TSIHD
N—23 222V TIE. TCanl Use crypto.getRandomValues()?s ZZBL TS EE L,

MBI A—=IINY D

&, DI TSIOHTROT AT S5 EFARL— 3> AWS Encryption SDK for JavaScript A" 24
BETY, chSsNEXZRBLELTVWEVWIIT /SO EYR—NITBHEEE. 74—V V&R
ETRIHENHYET, T5LEVE, 7FTH AWS Encryption SDK for JavaScript T Z#FEA L &
SETBRELRMLET,

c DIJTTVT—2 3 TEANBRES{EARL—2 32 %175 WebCrypto APl &, XTH7
TOYTHERATEDIDHTREDNELA, VITTCOBFSHEYR—NLTWRDITTSUH0
N—23 2122\ TIk, TCan | Use Web Cryptography?1 2B L TS E&E L,

« Safari VI 7T SO OEH/N—3 2k, A AWS Encryption SDK B E TS 0 /N1 MDD
AES-GCM BHILEHR—KNLTWVWEB A, 75 H WebCrypto APl ZE%EL TV A", AES-
GCM ZEAL TEONS RZBESLTEAVEE, BEONS NESLICORT =LY Y
< 4 7Z1) AWS Encryption SDK for JavaScript Z AL E£J. O IXTOARL =3I
l&. WebCrypto APl ZFRHL £ 9,
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WIFhADOFIRD T —)ILNY VRRERETSICE., I—RICKROAT—MXV NEEBMLE

¥, configureFallback BEICFRL TV MEEZHR—KNTB2 54/ T7 SV ZEELET, COHIT

. X420V 7 KNJ)H—F0 JavaScript E51LZ 14 7 Z 1) (msrcrypto) Z2FEALTVETAH. B
BMEOHDTATZVICBEMADENTERT, FLWHIZDOWVWTIE, fallbackts 28R L T
EEV,

import { configureFallback } from 'eaws-crypto/client-browser'
configureFallback(msrCrypto)

D4 > AM—)L AWS Encryption SDK for JavaScript

AWS Encryption SDK for JavaScript l&. #HEMEED 1 —I)ILOIL I3 TEBERENATVET,
COEDI-IINOVK 2R, —BIEHETEDILSICEFETNEED I -IILOKFEYTY, —HOE
1)Lk, i?ﬂ'(iﬂﬁ?‘%dlot:?&n‘fé NTVET, INTOERRICHEBED 1-IILREEAD
PLTT, T, BHREBESICOKMBERZEDS 1—-IILERFADDLTT, for AWS Encryption SDK
JavaScript DEZ 1 —)LOFHEIC OV TR, OEZ 1—)L AWS Encryption SDK for JavaScript# &
* GitHub @ aws-encryption-sdk-javascript VAR KU DOFEES 1 —)L O README.md 7 7 /)L %25
BLTLSEZL,

® Note

2.0.0 & V) AWS Encryption SDK for JavaScript BI®D O FNXTDH/N\—= 3 > lFend-of-support
TJTI—ACHYET,

IN—>32 2.0x LAED S AWS Encryption SDK for JavaScript D& #/N—> 3 > ICJ—R
XF—REBRBECTICREICEHTEET, L. N—23220x TEAEShEFHFLL
X1 T A EEICETUNERENI B EREA 1.7XKYBION—23 255 2.0.x LABED
N—=23 D ICEFHFITBICE, £ AWS Encryption SDK for JavaScriptD & M 1.x /N—2 =
VICEFHTRIMENHYET, FHMAICOVTIEE. "TORIT AWS Encryption SDKy ZZ B L
TLEEL,

EVI-LNEAVAN—LTBICE, npm NV T —IRZ—I v —RFALET,

5l Z |&. AWS Encryption SDK for JavaScript Node.js ® T7OJ T AT EHICBERZRITNTOHE
21— )ZET client-nodeTD 1—I)LZA VAN —LTBICE. ROOAX RZFEALET,

npm install @aws-crypto/client-node
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AWS Encryption SDK for JavaScript 72 OH T 2R L T7OJ S AT R LEHICHAERZITNTOE
21—)LZ2ET client-browser E21—ILZAARN=ILTBICEF. ROIIX > REFEHALE
E

npm install @aws-crypto/client-browser

DR B EDEHIIZ DWW TIF AWS Encryption SDK for JavaScript, GitHub ® aws-encryption-sdk-
javascript U7RZ N1 @ example-noded KT example-browserEZ 1 —)LOFZSRL TS
=0,

DE> 1—)l AWS Encryption SDK for JavaScript

MDEZ 1—)L AWS Encryption SDK for JavaScript 232 &, 7OP I I NCHERI—RZERH
BIZAVARN=ILTEET,

JavaScript Node.js HOE> 1—)L
client-node

AWS Encryption SDK for JavaScript Node.js ® T7OJ S AT B EHICSEBERINTOED 1—
IAFEENRTVET,

caching-materials-manager-node

Node.js ® TTF—ZF—F + v > I #EEZ J7R— N T 2 BEE AWS Encryption SDK for JavaScript
ZIOVAR—KNLET,

decrypt-node

F—REF—BARN)—LZRIESENEXAYVE—C2ESHEIORIITAEHRETI VA
R—KNULET, chiE, client-node EZ 21— )LICEENhTVET,

encrypt-node

EEIEBRATOTF— 2B LTERITHDEABETIIAR—NLET, chilk, client-
node E21—J)LICEENhTVET,

example-node

Node.js ® ZfAL =7"09 5 X > ®EH AWS Encryption SDK for JavaScript 2 L9 AR—~
LET, EFRETEBRATOF -V IREETETFTEBRZATOTF—ROFNEERTVET,
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hkdf-node

AWS Encryption SDK for JavaScript Node.js ® A" HBEDF7IILIJXLARAA— K THERATS HUAC
R—ANF—EHBEHK (HKDF) 2LV AR—NLET., 7 F7H AWS Encryption SDK for
JavaScript @ &, WebCrypto APl D& A 7« 7 HKDF B%kzERAL £,

integration-node

Node.js AWS Encryption SDK for JavaScript ® #" OO SEREFEEERMN HD EZHRITS
TANZEZL ET AWS Encryption SDK,

kms-keyring-node

Node.js ® AWSKMS £— > J &Y R—KNFBDEHEIIAR—NLET,

raw-aes-keyring-node

Node.js T RawAES ¥—U > JZHR—KNTH2EHELTIVAR—KNLET,

raw-rsa-keyring-node

Node.js TRaw RSA ¥—U >V JZHYR—NTDEBEIIVAR—BNLET,

JavaScript 7 2 OHRHOET 1—)L

client-browser

72T 2ERALT7O AT EHICHERTNTOED 1—)L AWS Encryption SDK
for JavaScript " 8FhTVE T,

caching-materials-manager-browser

7Z0YT JavaScript DT — X F—F vV IBEEZYR—NITBIBEBEIIVAR-—NLET,

decrypt-browser

T—RETF—RAN)—LAZRTBEFINENEXAYVE—DZESHLVOCRIITHEABZIT IR
7.R_ |\ L/ia-o

encrypt-browser

EREERBRATOT—REZRBBILLTEEITDEBEIVAR—NLET,

example-browser

754 AWS Encryption SDK for JavaScript TO 2R L 7O 5307 DEH, EEXETE
BRATOF—D) IR EETEEBRRATOTF—ROFINEENTVET,
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integration-browser

75O DAY )T N AWS Encryption SDK for JavaD b D SEREE BRMEN HB &R
RITBDTANZEEEL FTT AWS Encryption SDK,

kms-keyring-browser

72O TAWSKMS F—U VT HR—NTRIBEBEIIVAR—NLET,

raw-aes-keyring-browser

7209 TRawAES F— ) VT ZHR—NTRIBEBEI IV AR—NLET,

raw-rsa-keyring-browser

7209 TRawRSAF— UV JZHYR—NT2EBETIVAR—MLET,

IXNTORERAODED 1)

cache-material

T—EF—FTVIIREEYR—PLET, ETF—EFF—TF TV 1EhBBFIITUT
LNeRETH-HOI—RERHELFET,

kms-keyring
KMS £—1) > 0% R—NTDIEBETIVAR—RNLET,

material-management

ESIUENTUTINZR—I v — (CMM) ZEELET,

raw-keyring
Raw AES ¥—U > J & RawRSA F—V) VT IC KA EBBEAKETI IV AR—NLET,

serialize

SDKAH PN ZZ VTSR EHIFERATIEBEIIAR—BNLET,

web-crypto-backend

7 5% 0 T WebCrypto APl 25 9 5 BE%%& T Y AR— b AWS Encryption SDK for
JavaScript LE¥ 9,
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AWS Encryption SDK for JavaScript i

LR OHITIE, AWS Encryption SDK for JavaScript 2 AL TTF— 2 DB SILEET TS5 HE%E
RUET,

EERATZTOMOHIC DOV TIE, GitHub AWS Encryption SDK for JavaScript ® aws-encryption-
sdk-javascript-encryption-sdk-javascript J 7R ~ 1J @ example-node £ 1 —JL & example-browser
ED1-LZEZSRLTIKEEY, ChsoY2 7 ILED 21—, client-browser €2 1—J)LX°
client-node 21— DA AN —IECEAS AN —ILEhEE A,

HFLWHZIILO—-RICOWVWTE, /—ROBEEE kms_simple.ts, 75 DHEE
kms_simple.ts Z5B L T< &,

KeY S
« AWSKMS F—D) > JIC&BDT—R2DIEEIL
« AWSKMS ¥—U>J%#FRALETF—2DEESL

AWS KMS ¥F— D> JICLBDTF—E2DEES{L

ROBIE, ZEALTEVWXFIEEE/N1 MNESIZ AWS Encryption SDK for JavaScript BES{L&
LVESTEHEZRLTVET,

cDBITIE, AWSKMS F—D 2 JZ#ERALTVET, chik, AWSKMSkey ZFEAL TF—24&
F—EERBLVOBEHNLITEDF—UITO—ETT, OERICDOVTIE AWS KMS key, " AWS
Key Management Service ROY /N—HA K, ® "F—DEHRL 25BL TS EEV, AWS KMS
F—1)>2%Y AWSKMS keys T ZHBBITBHFEICOVWTR., T 25BLTLKEEL, AWS KMS
F—1)227 AWS KMS keys TD D& 5

ATYZ 1 AZIY MXURNRUS—ZR/ELET,

DO/N—2 32 1.7.x A T& AWS Encryption SDK for JavaScript, AWS Encryption SDK 75
AToRZA AR AT EHL VbuildClientBEHZFOPHIEZICII Y RX MR
—ZERETEET, buildClient BFF, XY MXV MRV —ZRTHIZEZEY E

¥, BEfiE iz encrypt B E decrypt BEANREN T, BESLSEIVCESHKKICIIY &
X RNRDD—HFBRAEIhET,

ROBITE, buildClientB#HZMEALTTF7 AL MOIZY hXV KRV — ZEBELR
FREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfEM L TbuildClient, BHEThIXY £—
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CHOBEENETF—E2F—0OREHRITZHEETEETT, FMICDVWTIE. Tthe section
called “BEBIbENET—XF—OFIE ) 2SBLTLIEETL,

JavaScript Browser

import {
KmsKeyringBrowser,
KMS,
getClient,
buildClient,
CommitmentPolicy,
} from 'eaws-crypto/client-browser'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

JavaScript Node.js

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from 'eaws-crypto/client-node’

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

ATYVT 2. F—UVTZERLET,
ES{LAD AWSKMS F—U 2 T ZERLET,

AWSKMS ¥— I THEEILTIHEEF. DIXL—ZF—F—, 2FYTL—2FTFAND
TF—RF—ZHER L THES{LtTSD AWSKMS key = ICFERAEND ZIEETHIHENHYYET,
T, BU7L—2TFANODTF—EF—ZRBSLITDEMOF—ZXEBHRIETEETSH L
ETEERT, F—V2JE, 7L—2FFANOTF—RF—&, DSIXL—ZF—F—%ELF—
)27 AWS KMS key ID & DEES{LENETF—2F—01 DOIE—2RLET., F—X%E
B3I, COBSEENETF—EZF—OVWIThH EESTIHEN HYET,
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THES{LF—1) > AWS KMS keys O ZIEE T % IClE AWS Encryption SDK for JavaScript,
R—RENTVBREED AWSKMS F—B Bl FEFEATEEXRT, cOBITIE, T4 )T AARN
TEETHVIRL—ZF—F—EF—ARN TEEITZ 1 DOEBMOF—ZFALET,

(® Note
F—AWSKMS U2 T ZEBSHICBIATSEEE. F—ARNs ZEALTF—U> T
AWS KMS keys AD ZH/AITHDHXENF HVET,

CHOO—RZRITIDHIC, 2T )L AWSKMS key BBl F 2BV BB FICEE]RRAET,
F—)2TDOAWSKMS keysZERA TR EDICHELBT VLA T ZFE > TVIMLENf HYE

ED

JavaScript Browser

£, TSUHORABHRERELE T, D AWS Encryption SDK for JavaScript 04T
&, RAIBHROEHRZRBORIEHRICEZ X S webpack.DefinePlugin ZFEHAL TLWE
T, L, RIAEBHROEEICEEEOSZZFEATIZD_ENTEERT, R, REIIEHRZME
BHAUTAWSKMS 9547 hEERLET,

declare const credentials: {accessKeyId: string, secretAccessKey:string,

sessionToken:string }

const clientProvider = getClient(KMS, {
credentials: {
accessKeylId,
secretAccessKey,
sessionToken

}
1)
RIE, DPIRL—ZF—F—ELEMF—AWSKMS keys D ZIEELET, RIC. 9T74T >
Ne ZFAL TAWS KMS AWS KMS F—1U > J Z4ERK L £F AWS KMS keys.

const generatorKeyld = 'arn:aws:kms:us-west-2:111122223333:alias/EncryptDecrypt'

const keyIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"']

const keyring = new KmsKeyringBrowser({ clientProvider, generatorKeyId, keyIds })
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JavaScript Node.js

const generatorKeyld = 'arn:aws:kms:us-west-2:111122223333:alias/EncryptDecrypt’
const keyIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ]

const keyring = new KmsKeyringNode({ generatorKeyId, keyIds })
ATY 7 3 BWSAAVTFARNERELET,

E5{LIVTFARE, FED, >—JL Y NTRAVENFEET—X2TI. BESLKICESIL
AVTFARNZEETRE, BESHCITFANEZESLTF A NI AWS Encryption SDK B
SINA RL, F—2OESICAUVBSAITFAMMBEILZYET, BESHLIAVTFA
NOBEREAT>a>TIN, RANTZIVT A RELTHELET,

ESILAVTFANORTEECI D TUNBAT DIV NEEBRLET, ERTOF—LER,
XFITHBIBENBHYNET,

JavaScript Browser

const context = {
stage: 'demo',
purpose: 'simple demonstration app',
origin: 'us-west-2'

}
JavaScript Node.js

const context = {
stage: 'demo',
purpose: 'simple demonstration app',
origin: 'us-west-2'

}
ATYVT 4 TF—REREELET,

TL=—FTFANOT—REZESILTSICE, encrypt BRZEHUTHLET. AWS KMS F£—
DoJ, TL=FFARNTF—R, BRUCBELIVTFANEELET,

encrypt B, BT hiF—2, BStehiF—FF—, EELXAZXF—X (BS{3
VTFARNRBERE) ZEUCHESLENLEAY £—2 (result) ZIRLUE T,
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cOBEStENLEXYE—DRF, HR—bhEhTWBRZ7OJSI IR0 ZFEALTESTE
£¥9, AWS Encryption SDK

JavaScript Browser

const plaintext = new Uint8Array([1l, 2, 3, 4, 5])

const { result } = await encrypt(keyring, plaintext, { encryptionContext:
context })

JavaScript Node.js

const plaintext = 'asdf'

const { result }
context 1})

await encrypt(keyring, plaintext, { encryptionContext:

AWS KMS ¥—D) 2 J %2 ERAL ETF—XDESL

Z A L T AWS Encryption SDK for JavaScript ES{tE i Xy -2 ZEBSL. TOTF—X%ZE
JTCTEEXT,

COHITIE, Tthe section called “AWS KMS F—1) > JIZ k2 TF—2DOES{L) OHITESILL =

¢

—2%EEBSLET,

ATYZ LAY MXYRNRUD—ZRELE T,

DO/N—2 a2 1.7.x ATl AWS Encryption SDK for JavaScript, AWS Encryption SDK 75
AToREA AR AT EHL VbuildClientBEHZFOPHIEZEICIIY RX MR
S—ZRETEET, buildClient B%IF, JZIY MXVRNRUD—ZRTHIZHEEFEZEY E

¥, BEfiE iz encrypt BB E decrypt BEANREN T, BSILSERVCESHKKICIIY &
XV RNRDD—HFBRAEIhET,

ROBITIEE, buildClientBBEFEALTF7 AL MOIOIY MX MRV — ZBELE
JREQUIRE_ENCRYPT_REQUIRE_DECRYPT, ZfFMA L ThuildClient, BS{tE i XY t—
CHOBELENETF—2F—0OREHRITZDEETERTT, FMICDOVTIE, Mthe section
called ‘BEELENET—XF—0OFHIRE ) ZSRBL T EEL,

JavaScript Browser

import {

B
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KmsKeyringBrowser,
KMS,
getClient,
buildClient,
CommitmentPolicy,
} from 'eaws-crypto/client-browser'

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

JavaScript Node.js

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
} from '@aws-crypto/client-node’

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT
)

ATV 2. F—UVT%ERLET,
T—RZBSTBICE, encrypt BBNBRIESLENLXAYE— (result) ZBELET, B

BlbEnEX Y-V, BELENEF—4, BELEAETF—2F— BEEEXZF—X
FEEAIVTEARNPBEELE) FEENTVET,

AWSKMS £—) 27k, BESRICEEETDILEN HYEXT. T—XOBSHICERALLED
ERUF—VTZERTREE, IOF—V T 2FEATRHEELTERT, RPTBIC
F. BE5EF—D2T702B8<EE AWSKMS key 1 2, BEILEhIXY - HOBESE
NEeT—RF—D1 DEESTERLEN VXY, T—RXF—RBEREThBVILED, EEF—
VITOIRL—BR—F—ZEEIILERHYXEA, BELTE, DIRXRL—F—F—¢&
ENOF—EEULSICHEONET,

TESF¥—1)>J AWSKMS key O Z3EE T B IZ Ik AWS Encryption SDK for JavaScript, ¥ —
ARN ZERATRXEN HYET., ThUADIFZE., AWSKMS key FFEBEEhFEFE A, AWS
KMS F—1) 22 AWS KMS keys T Z&BITBHEICOVWTE., T ZSRBLTLSEZ,
AWS KMS F—1) >4 AWS KMS keys TD D5l
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® Note
ESLEESICRALF— U T 2ERAT25E8. ¥F—ARNs ZFERALTEF—U> T
AWS KMS keys A®D ZFHBILET,

BT, BHILF—1)>T AWSKMSkeys IC D1 2EFEECF—V I ZERLET,
COI—RZEITITBHIC, F—ARN ZEMBEF— ARN IZEERZFET, AWS KMS keylZxt
9% kms:Decrypt 77 EAFAN BETT,

JavaScript Browser

£9. J7SUHORABHRERELE T, D AWS Encryption SDK for JavaScript 04T
(&, FRELEHM O EZE REOFRIAIERICEZ X 5 webpack.DefinePlugin ZEHAL TVWE
T EEL, RIABHROEEICEEEDFEZZFEATICENTEXRT, RIC, REEHREFE
BALTAWSKMS 9547 NEERLEFT,

declare const credentials: {accessKeyId: string, secretAccessKey:string,
sessionToken:string }

const clientProvider = getClient(KMS, {
credentials: {
accessKeylId,
secretAccessKey,
sessionToken

}
H

K2, AWSKMS V547> hEEALTAWSKMS F—U 2 JZERLET, COHIT
. BS{tF—JU2J AWSKMSkeys 5120 OAhEFEALET,

const keylIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"' ]

const keyring = new KmsKeyringBrowser({ clientProvider, keyIds })

JavaScript Node.js

const keylIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"']
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const keyring = new KmsKeyringNode({ keyIds })

ATV 3 TF—R&ESLET,

RIZ, decrypt BB ZHVUPHLET, EREERL ZBESILF—) 2T (keyring) B KT
encrypt BB BRIES{LENIZXAY — (result) ZEL F9, AWS Encryption SDK &
F—)2JRFEALT, BELEnEF—XF—0D12ZBSLET, RIZ, TOTL—2FTF
ARNODF—2F—2FALTTF—XZERSLET,

FOEHUFHIITSE, plaintext 74— )LRIZETL—2FFARD (BEEhiD) F—25
BFENET, messageHeader 74 —J)LRIZE, F—ROEBESICEALELES{KIATFANS
ENBESTOLAICETRIXRT—INEENET,

JavaScript Browser

const { plaintext, messageHeader } await decrypt(keyring, result)
JavaScript Node.js

const { plaintext, messageHeader } = await decrypt(keyring, result)

ATYV7 A BBV TFANEZHELET,

TF—ROEFICEALEESLITHFARE, decrypt BEASBRENDIA Y E—IAYR—
(messageHeader) ICEFENE T, 77U —>23a>TTL—2FTFANOTF—REZRTHIIC,
EFLEFICEEL EESEI TFARMMESHICEALEBESLLITFAMNCEEFRTVS
CEZBFELET, —BHLEBEVEER., F—fRTAEhED, BESTIRESILTTFANEH
EBoECEERLTVWDIREMNBYET,

SV TFARNZHERITZIBRE, TLIC—BLTVIXEHY)FHA, BERNEORSLLT
LAV XLZFERTZHE, BEUITUTIIZ—2%— (CMM) I, XvtE—2%2ES{LT
BHICNT VY OBEZEF—E2BESLIVTFANIEBMLET, £EL, ZELEITXNTORBS
LAV TFHFARNORTARENEESHCIVTFANCEENTVIHENHYET,

T, XV E—IAVHA—ASESHKICTEFARNZRELET, RIC, TOBSHKITFA
N (context) DF—EEOERTH, BENLES{HLITF AN (encryptionContext) @
F—ELEORTE—HITDEZB/ABLET,

JavaScript Browser

const { encryptionContext } = messageHeader

B
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Object
.entries(context)
.forEach(([key, value]) => {

if (encryptionContext[key] !== value) throw new Error('Encryption Context
does not match expected values')

1))
JavaScript Node.js

const { encryptionContext } = messageHeader

Object
.entries(context)
.forEach(([key, value]) => {

if (encryptionContext[key] !== value) throw new Error('Encryption Context
does not match expected values')

D

EELIYTFFANERBL CHBEN BHAE, TL—VTFANOF—SERTENTES

o

AWS Encryption SDK for Python

ZOKEY 2T, AWS Encryption SDK for PythonZ 4 > AR—=)ILULTHEA TS HEICOVWTEA
LET, 2FALEZ7OT T I T OFMIC DL\ TIE AWS Encryption SDK for Python, GitHub ®
aws-encryption-sdk-python URZ R ZSRL T EE LV, APIO RFIXD MMIDVWTE, Read
the Docs ZZ L T &L\,

N

- HIREH

« 12AM=)

« AWS Encryption SDK for Python %> 7° )L 11— R

Bl FR SR

A AKN—=)LFBHEIZ AWS Encryption SDK for Python, JXDEIRFZHZR/EL TVWD & 2R
LTLEZL,
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Python DHR—KkEhTWB/N—23>

AWS Encryption SDK for Python /N\—=2 3> 3.2.0 AR T (&, Python 3.8 A" RETT,

(@ Note

AWS BSHXYTUFZILNTANAE =547 Z 1) (MPL) &k, /N\—232 4x T AWS
Encryption SDK for Python EAZ hiz OF 7> IV KFEHKRTT. MPLEZA 2 AN—)
THBAE. Python 3.1 LEEERATIXEN BV ET,

BBID/N—2 3> O (& Python 2.7 & & T Python 3.4 BAf& AWS Encryption SDK ZHR— KL T
WETH, BFN—>23a>0 2RI &2 HEH L ET AWS Encryption SDK,

Python 24D O—R¥3IZE, "Python DA U O—KR, Z5RBLTSEEL,
Python A pip 1 > A K—=J)LY =)L

pip &, Python 3.6 IBON—2 32 ICEEBEEFNATVETA, TYTIL—RIBELZHHD
LET. pip 7Y TIL—REFLEBAZVAR—IOFHFMZIOVTIE., Tpip RFIXT A1 D
"A2VAR—)L. 2ZRLTLSEE,

12AN=)

AWS Encryption SDK for Python® &J#i/N—> 3242 AN =)L &E T,

(@ Note

3.0.0 & V) AWS Encryption SDK for Python BI® O3 XT®H/N—= 3 > lFend-of-support
JI—AICHYUET,

N—232 2.0x LA S AWS Encryption SDK OB HF/N—2 3 IC— R F—2E2EE
BFICEEICEHMTEERT, £EL, N—23220x TEAEThEHFLLVEFI ) F 1
LR TUEREN B ERA 17X KYFON—23 DS 20x MBON—23 (2
FFITBICIE. £ AWS Encryption SDKOBRFD Ix N—2 IV ICEFHTIHEN HY
T, FHMAICOVWTIE., TOEIT AWS Encryption SDK1 Z2SBL TS &L\,

R DB RT KSIZ AWS Encryption SDK for Python, pipZ®EHALT 24 AR=ILET,
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BHIN—232AVARN—LTBRICE

pip install "aws-encryption-sdk[MPL]"

[MPL] ¥ 7 1 v U Al AWS Cryptographic Material Providers Library (MPL) &Z4 2> AM—J)LUE
To MPLICIE, F—2ZBSERVCESTITDILOOAVART IR EENTVET, MPL
l&. /N\—2 3> 4.x T AWS Encryption SDK for Python EAE hiz OF 7> 3 U kFBEET

To MPLOA VAR =L ZE<BEESOLET, L. MPL ZEALAWESIE., [MPL]Y
TAYORAZEEHRTELRY,

pip EEALTNY T —SEAVAR—ABLTTYTIL—RTDEEORMICOVTE, /Y
T—IDAVAR=IL) EBRLTEE L,

Tk, IXNTOTZY NTAx—LTHESILS 47 Z 1) (pycalcryptography) AWS Encryption SDK
for Python #A*%ETE, pip DINTNH/N—2 3> Tk, Windows |- cryptography 4 7
SUNMVARN=ILENTEBEENET, pip 8.1 AT, Linux |Z cryptography A"EE
BICA VAR =IENTEBEZNET, Laio/N—23> 0 pip ZFEAL TV T, Linux IRE

2, cryptography A4 7SV EZBETILHICHERY —IIFBVEERK, TheZ/ A N—
ILTRDRBENHVY)ET, FMIZDOVWTIE, TBuilding cryptography on Linuxy 2B L T EE L,

N—232110.0 & 25.0 &, 2,50 & 3.3.2 DEOESL#FE R AWS Encryption SDK for
Python ZEEL & T, OON—23 > TR, &#F/N—23 2 OBES{L AWS Encryption SDK
for Python "4 VAR —ILENET, 332 BROBSILON—2 3 U FRERZEE. AWS
Encryption SDK for Python®D &H DX v —N—2 a2 FHTRI L2 HBLET,

DOEF/N—> 3222V TR AWS Encryption SDK for Python, GitHub @ aws-encryption-sdk-
python UARZ KR ZSRL TS EE L,

Z#A4>ARN=)LL =5 AWS Encryption SDK for Python, O34 R® Python 7). 1—RK%&S
BLULTHBLET,

AWS Encryption SDK for Python ¥ > 7°)L1— R

IXDOBIE, AWS Encryption SDK for Python ZEAL TF— X ZBSILERVPEST TR HEZERLT
WET,

OtV ATOHITRE. AT AVOBSIITUTILONAZ =475 ) OMRFE
% () AWS Encryption SDK for Python T O/NN—> 32 4x 2#fEAT5H%2%Z RLE Taws-
cryptographic-material-providers, REION—2 32 2FATHH, SLEREITUVTILT
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ANAAX—S4751) (MPL) ZFERALBEWVWA AN = ZRTRTSICIE. GitHub ® aws-encryption-
sdk-python UARZRUDUJ—ZAVARTU—RAZRELET,

MPL AWS Encryption SDK for Python T O/N—> 3> 4x Z2EAT2HE. ¥—UJ=FEAL
TINRO—7HESLEEITLUET, AWS Encryption SDK IZIE, REION—2 3> THEAL T
WERAZ—F—7ONAF—LEBRMOHDF—VINFABEIATVET, FHHAIICODVTE.
Mthe section called “F—U > J O E#M" ) Z2ZZRLTKEE VY, YRAZ—F—TON/FX—H5
F—D)2IANOBITOHICOVTIE, GitHub ® aws-encryption-sdk-python R ~NUD 8
FOl, EBBLTEE L,

(N =Ry
- XFIDOEEEES
e NMMNARN)—LDOEBELEES

NFHDESLEES

ROPlE, ZFERAL TXFS AWS Encryption SDK ZES{LHE LT EE T2 HEERLTVET,
COPITIE, TATHESILKMS F—%FD F—AWSKMS D> J #FERHLET,

cOflTRE, F7FIOIAZY RX RKRD>— ZFERAL T AWS Encryption SDK 2547 >
BAVAR AL E£ITREQUIRE_ENCRYPT_REQUIRE_DECRYPT, F#H(C DWW TIE. Ithe section
called “TJZY RXVRNKRD—DFRE ) BSRBLTLSEETL,

# Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

This example sets up the KMS Keyring

The AWS KMS keyring uses symmetric encryption KMS keys to generate, encrypt and

decrypt data keys. This example creates a KMS Keyring and then encrypts a custom input
EXAMPLE_DATA

with an encryption context. This example also includes some sanity checks for
demonstration:

1. Ciphertext and plaintext data are not the same

2. Encryption context is correct in the decrypted message header

3. Decrypted plaintext value matches EXAMPLE_DATA

These sanity checks are for demonstration in the example only. You do not need these in
your code.

AWS KMS keyrings can be used independently or in a multi-keyring with other keyrings
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of the same or a different type.

import boto3

from aws_cryptographic_material_providers.mpl import AwsCryptographicMaterialProviders
from aws_cryptographic_material_providers.mpl.config import MaterialProvidersConfig
from aws_cryptographic_material_providers.mpl.models import CreateAwsKmsKeyringInput
from aws_cryptographic_material_providers.mpl.references import IKeyring

from typing import Dict # noqa pylint: disable=wrong-import-order

import aws_encryption_sdk
from aws_encryption_sdk import CommitmentPolicy

EXAMPLE_DATA: bytes = b"Hello World"

def encrypt_and_decrypt_with_keyring(
kms_key_id: str

"""Demonstrate an encrypt/decrypt cycle using an AWS KMS keyring.

Usage: encrypt_and_decrypt_with_keyring(kms_key_id)

:param kms_key_id: KMS Key identifier for the KMS key you want to use for
encryption and

decryption of your data keys.

:type kms_key_id: string

# 1. Instantiate the encryption SDK client.

# This builds the client with the REQUIRE_ENCRYPT_REQUIRE_DECRYPT commitment
policy,

# which enforces that this client only encrypts using committing algorithm suites
and enforces

# that this client will only decrypt encrypted messages that were created with a
committing

# algorithm suite.

# This is the default commitment policy if you were to build the client as

# “client = aws_encryption_sdk.EncryptionSDKClient() .

client = aws_encryption_sdk.EncryptionSDKClient(

commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# 2. Create a boto3 client for KMS.
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kms_client = boto3.client('kms', region_name="us-west-2")

# 3. Optional: create encryption context.
# Remember that your encryption context is NOT SECRET.
encryption_context: Dict[str, str] = {

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# 4. Create your keyring
mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

keyring_input: CreateAwsKmsKeyringInput = CreateAwsKmsKeyringInput(
kms_key_id=kms_key_id,
kms_client=kms_client

kms_keyring: IKeyring = mat_prov.create_aws_kms_keyring(
input=keyring_input

# 5. Encrypt the data with the encryptionContext.
ciphertext, _ = client.encrypt(
source=EXAMPLE_DATA,
keyring=kms_keyring,
encryption_context=encryption_context

# 6. Demonstrate that the ciphertext and plaintext are different.
# (This is an example for demonstration; you do not need to do this in your own

code.)

assert ciphertext != EXAMPLE_DATA, \
"Ciphertext and plaintext data are the same. Invalid encryption"

# 7. Decrypt your encrypted data using the same keyring you used on encrypt.
plaintext_bytes, _ = client.decrypt(

source=ciphertext,

keyring=kms_keyring,

# Provide the encryption context that was supplied to the encrypt method
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encryption_context=encryption_context,

# 8. Demonstrate that the decrypted plaintext is identical to the original
plaintext.
# (This is an example for demonstration; you do not need to do this in your own
code.)
assert plaintext_bytes == EXAMPLE_DATA, \
"Decrypted plaintext should be identical to the original plaintext. Invalid
decryption"

NARAN)—LOBS{LEES

ROBIE, ZEAL T/NA MA KN —LA AWS Encryption SDK ZRES{tB L VOES T HEERL
TVWET, COHITIE, RawAES F—U T ZFEALE T,

COBITEE, F7ALNFOOAZTY X RAKRUZ— ZFERHL T AWS Encryption SDK 2547 > b
"BA VAR AL E£ITREQUIRE_ENCRYPT_REQUIRE_DECRYPT, FEfHIC DWW TIE. Tthe section
called “TIZY XAV KRR —DERE) Z5BLTLSEEL,

# Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
# SPDX-License-Identifier: Apache-2.0

This example demonstrates file streaming for encryption and decryption.

File streaming is useful when the plaintext or ciphertext file/data is too large to
load into

memory. Therefore, the AWS Encryption SDK allows users to stream the data, instead of
loading it

all at once in memory. In this example, we demonstrate file streaming for encryption
and decryption

using a Raw AES keyring. However, you can use any keyring with streaming.

This example creates a Raw AES Keyring and then encrypts an input stream from the file
‘plaintext_filename’™ with an encryption context to an output (encrypted) file
“ciphertext_filename .

It then decrypts the ciphertext from ‘ciphertext_filename™ to a new file
“decrypted_filename .

This example also includes some sanity checks for demonstration:

1. Ciphertext and plaintext data are not the same

2. Encryption context is correct in the decrypted message header

3. Decrypted plaintext value matches EXAMPLE_DATA
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These sanity checks are for demonstration in the example only. You do not need these in
your code.

See raw_aes_keyring_example.py in the same directory for another raw AES keyring
example

in the AWS Encryption SDK for Python.

import filecmp

import secrets

from aws_cryptographic_material_providers.mpl import AwsCryptographicMaterialProviders
from aws_cryptographic_material_providers.mpl.config import MaterialProvidersConfig
from aws_cryptographic_material_providers.mpl.models import AesWrappingAlg,
CreateRawAesKeyringInput

from aws_cryptographic_material_providers.mpl.references import IKeyring

from typing import Dict # noqga pylint: disable=wrong-import-order

import aws_encryption_sdk
from aws_encryption_sdk import CommitmentPolicy

def encrypt_and_decrypt_with_keyring(
plaintext_filename: str,
ciphertext_filename: str,
decrypted_filename: str

"""Demonstrate a streaming encrypt/decrypt cycle.

Usage: encrypt_and_decrypt_with_keyring(plaintext_filename
ciphertext_filename
decrypted_filename)

:param plaintext_filename: filename of the plaintext data

:type plaintext_filename: string

:param ciphertext_filename: filename of the ciphertext data

:type ciphertext_filename: string

:param decrypted_filename: filename of the decrypted data

:type decrypted_filename: string

# 1. Instantiate the encryption SDK client.

# This builds the client with the REQUIRE_ENCRYPT_REQUIRE_DECRYPT commitment

policy,

# which enforces that this client only encrypts using committing algorithm suites

and enforces
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# that this client will only decrypt encrypted messages that were created with a

committing

an

# algorithm suite.

# This is the default commitment policy if you were to build the client as

# “client = aws_encryption_sdk.EncryptionSDKClient() .

client = aws_encryption_sdk.EncryptionSDKClient(
commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

# 2. The key namespace and key name are defined by you.

# and are used by the Raw AES keyring to determine

# whether it should attempt to decrypt an encrypted data key.
key_name_space = "Some managed raw keys"

key_name = "My 256-bit AES wrapping key"

# 3. Optional: create encryption context.
# Remember that your encryption context is NOT SECRET.
encryption_context: Dict[str, str] = {

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",

# 4. Generate a 256-bit AES key to use with your keyring.
# In practice, you should get this key from a secure key management system such as
HSM.

# Here, the input to secrets.token_bytes() = 32 bytes = 256 bits
static_key = secrets.token_bytes(32)

# 5. Create a Raw AES keyring

# We choose to use a raw AES keyring, but any keyring can be used with streaming.

mat_prov: AwsCryptographicMaterialProviders = AwsCryptographicMaterialProviders(
config=MaterialProvidersConfig()

keyring_input: CreateRawAesKeyringInput = CreateRawAesKeyringInput(
key_namespace=key_name_space,
key_name=key_name,
wrapping_key=static_key,
wrapping_alg=AesWrappingAlg.ALG_AES256_GCM_IV12_TAG16

B
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raw_aes_keyring: IKeyring = mat_prov.create_raw_aes_keyring(
input=keyring_input

# 6. Encrypt the data stream with the encryptionContext
with open(plaintext_filename, 'rb') as pt_file, open(ciphertext_filename, 'wb') as
ct_file:
with client.stream(
mode="'e"',
source=pt_file,
keyring=raw_aes_keyring,
encryption_context=encryption_context
) as encryptor:
for chunk in encryptor:
ct_file.write(chunk)

# 7. Demonstrate that the ciphertext and plaintext are different.
# (This is an example for demonstration; you do not need to do this in your own
code.)
assert not filecmp.cmp(plaintext_filename, ciphertext_filename), \
"Ciphertext and plaintext data are the same. Invalid encryption"

# 8. Decrypt your encrypted data stream using the same keyring you used on
encrypt.
with open(ciphertext_filename, 'rb') as ct_file, open(decrypted_filename, 'wb') as
pt_file:
with client.stream(
mode='d",
source=ct_file,
keyring=raw_aes_keyring,
encryption_context=encryption_context
) as decryptor:
for chunk in decryptor:
pt_file.write(chunk)

# 10. Demonstrate that the decrypted plaintext is identical to the original
plaintext.
# (This is an example for demonstration; you do not need to do this in your own
code.)
assert filecmp.cmp(plaintext_filename, decrypted_filename), \
"Decrypted plaintext should be identical to the original plaintext. Invalid
decryption"
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AWS Encryption SDK Rust A

O REY U TIE., AWS Encryption SDK forRust 24 > ARN—=)LLUTHERT D HFEICOVWTEHAL
£9., AWS Encryption SDK for Rust Z R L =7 075X OFMIC OV T, GitHub @ aws-
encryption-sdk VR KU M Rust 4 LU KNJESBLTIEEV,

AWS Encryption SDK for Rust (&, LA T ® = AWS Encryption SDK T Ot 7’ O35> 9
RERFEBVET,

]]II|I

LES

s TF—RF—F YV IFHR—NEhTVELA, £ L., AWS Encryption SDK for Rust (&,
BOBSHKNTUTPILFvyv21Y)1—-23 20 THBDAWSKMS EEF—DTJZFR—KLT
WET,

« ANU=3IVTF—BBFHYR—FLTLVEEA

AWS Encryption SDK for Rust ICl&, DO FTZFEEO/N—232 20X UMETEAZTAEZINTO
EF21)TFT A BENEETNTLVET AWS Encryption SDK, =7 L. AWS Encryption SDK for Rust
ZEALT. O20xKYBEION—23 00RO ERBRETHESILENET—XZESTREER
AWS Encryption SDK, XY "XV MRV —ZFARITDIMUEN HBBEENHYET, FMICOV
Tk, TOZY ARV —QRERERZEI ZBSBLTLEEL,

AWS Encryption SDK for Rust (&, {t#ZfEd 9% EXERILFFE TH S Dafny AWS Encryption
SDK D DHEFBTHY), RETHDI—R, BRTETANTHLHDFATT, TOFER, HeEDIERE
MERIATD 7L —LT—2IZ, AWS Encryption SDK DEEERET DTS4 TS UNTEHHY)
LI

FHECB55

« RETZILDVAXLAAS—NDIEE AWS Encryption SDK, BEB{tENEF—2F—DHIPR, AWS
KMSYIILFU—2a>F—0FEARKE, THTAVERETRFEOHICOVWTE., T, 25
BLTLKEEVDERE AWS Encryption SDK,

« Rust AWS Encryption SDK ® Z5XEL THEAT D FEOHFIZ DOV T, GitHub @ aws-
encryption-sdk 7R K1) M Rust DHZSBL T EE W,
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AWS Encryption SDK for Rust Z4 A RN—I)L T B HIIZ, ROBIRZHENI HDE2BERLTLSLES
(A

Rust & Cargo Z4 > AN—ILT %
rustup ZEAL T Rust DREDELEEI I —ARAZA VAR —ILZET,

rustup DXV AO—REA VAN =)L DOFMICDOWVWTIK, "CargoBooks @ "4 AK—)LF
B, #BBLTL &,

12AM=

AWS Encryption SDK for Rust [daws-esdk, Crates.io TREFE L THATEEXET, AWS

Encryption SDK for Rust @4 > A h—JLEBEOFMIC DWW T, GitHub @ aws-encryption-sdk 'J
R NJDO README.md 22 LTS EE L,

AWS Encryption SDK for Rust &, XROFETA 2V ARN—ITEEXT,

FEH

AWS Encryption SDK for Rust Z 4 > A R —JL¥ B IZ (&, aws-encryption-sdk GitHub J 7R K1)
NDIOO—2ZERTDHN, XTVO—-RLET,
Crates.io M {3

Z7O2IO9RFA4LYRNITIRO Cargo AN REEITLET,
cargo add aws-esdk
F ik, Cargotoml ICXDITEEMLET,

aws-esdk = "<version>"

AWS Encryption SDK Rust @4 > 7 )L 1— R

RDOBIE, AWS Encryption SDK for Rust T7OJ S22 033 EICHEATRIEANEID—FT 1>
TNE—2ZRLTVWET, E4EMICIE. AWS Encryption SDK EXTFUTZIL7ONAE =47
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ZVEBAVAZVALLET, RIZ, BEXVY REFCHTIHIC, XYY ROAHDEZERTSD 77
SIVRNEAVARYAILLET,

RETZIIDVAXLARASM—MDOEEXESLENETF—RXF—0OFHIR&K E AWS Encryption SDK, T
A7V ERETDHEOHIZOVTIE, GitHub ® aws-encryption-sdk J7RZ N 1J @ Rust ®
BIESBLT &L,

AWS Encryption SDK for Rust TOF— X DEES{LEES

BT, FREBESILEIVESTTILEHOOEEANBNE—2ERLTVET, 1207
AWSKMS Y EZ VX —TREENLET—XF—ZFALTIEBTTAIZRESHLLET,

ATY T 1. A2 AR AL L EF AWS Encryption SDKo

DAYy REFEAL T, F—2% AWS Encryption SDK St B R ESLET,

let esdk_config = AwsEncryptionSdkConfig::builder().build()?;
let esdk_client esdk_client::Client::from_conf(esdk_config)?;

ATYT 22.AWSKMS 954 T > NEHEKT B,

let sdk_config =
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client::new(&sdk_config);

FA7>23aV B TEFANEERBLET,

let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1)
ATYT I XTIUFTILT7AONA =S4TV "A VAR AILLET,

RTIVTFLTANAESATZVDOXYY REFAL T, F—REZKREBEIZDF—ZEETHF—
VU ZERLET,

let mpl_config = MaterialProvidersConfig::builder().build()?;
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let mpl = mpl_client::Client::from_conf(mpl_config)?;

ATY7T 4 AWSKMS F—U VT ZEHRKLET,

F—UIRERTDICEK., F—VITADFAT IO EFEALTF—U I XYY REFDY
HLUET, COBITIE, create_aws_kms_keyring() XYY RZFEAL, 1 20O KMS ¥—%
BELET,

let kms_keyring = mpl
.create_aws_kms_keyring()
.kms_key_id(kms_key_id)
.kms_client(kms_client)
.send()
.await?;

ATYT 5 TL—FFANEBEILLET,

let plaintext = example_data.as_bytes();

let encryption_response = esdk_client.encrypt()
.plaintext(plaintext)
.keyring(kms_keyring.clone())
.encryption_context(encryption_context.clone())
.send()
.await?;

let ciphertext = encryption_response
.ciphertext
.expect("Unable to unwrap ciphertext from encryption response");

ATV 6 BEHICEALEOERUF—U 2 JZEALT, BEAENET—22ESLET,

let decryption_response = esdk_client.decrypt()
.ciphertext(ciphertext)
.keyring(kms_keyring)
// Provide the encryption context that was supplied to the encrypt method
.encryption_context(encryption_context)
.send()
.await?;

let decrypted_plaintext = decryption_response
.plaintext
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.expect("Unable to unwrap plaintext from decryption
response");

AWS Encryption SDK AN RZA A2 X —T I (A

AWS Encryption SDK X > R A4 2428 —7 T4 A (AWS Encryption CLl) 2RI &, Z{E
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REENATVES, ChICRIVAO—7EESl. BMORIF—X (AAD). ¥—HE., F—13v
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AWS Encryption CLI & EIZ#EAWS Encryption SDK for Python& ' T# 4, Linux, macOS, &
Uf Windows THR—RENTVET, IV RPATUT MEETL T, Linux ¥ macOS OEE
D> T )L, Windows ®AX > RO 7 ~J 42 R (cmd.exe), FEDS AT LD PowerShell T
V=L TTF— R 2BELBRVEETEHENTEET,

Encryption AWS CLI AWS Encryption SDKZEE OERREENDRKIF INTHEEATETT,
ez, TF—RZBES{LAWS Encryption SDK for Javal . Encryption CLI AWS TESTE £
9,
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BADVK 2P DOBIERLET, VA4V IAR—KNIDO2VWTR, AWSEF1UFT47070 "BES
LCLIZEALTT—2%Z AWS BESILB LU ESTRHEL 25RLTKEZV, FHHICOVT
., " RFaIXKNEFHK, GitHub ® aws-encryption-sdk-cli AWS 1J7RZ N 1) T Encryption CLI @
ARICSMLTSEEV, - ZZRLTLKEE, aws-encryption-sdk-cli

NTH—X A

Encryption AWS CLI (& EIZ#8EE h TUWEF AWS Encryption SDK for Python, CLI 2179 % =
TE., Python Z2 XA LDFHL VWA VAR AN BEENET, NTF NV AZ@LEEEDIC
&, ROV REMAEEFATEZIOTREL, TEBREF1H>O0OONRZFALET, flx
E., 774 ZEIC@BINOOANY REERTIBDOTRAEL, FALINJVRADO T 7L ZBRHICA
BI31 200NV RZEERITLET,

NEY D

« AWS Encryption SDK AN RZA VAV EZ—T IAADA A=)
+ Encryption AWS CLI OB 55 3&

» Encryption AWS CLI 0%l

« AWS Encryption SDKCLI X ENTX—RUTFL VA
» Encryption AWS CLI ®/N\—>3

AWS Encryption SDK AN RZA A2V RX—T IAADA 2 AKN=)

cOREY VTR, Encryption AWSCLI ZA 2 AR—=)LTBFEICOVTHBALET, FMAICDOL
Tk, GitHub @ aws-encryption-sdk-cli VIR NUB R TRF AV NZEFTL ) 2SRBLTLKEE
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NEY D
s BIREZFHOAVARN=I
» Encryption AWS CLI DA A KR—=)LEEH

BREFHEDAZ AN

Encryption AWS CLI l& EIZHEEE h TLVWET AWS Encryption SDK for Python, AWS Encryption
CLIZA4 > ARN—=)LTBICIE., Python & pipPython NV T —SEBY =) TH2 HF'HET
¥, Python & pip k. Y R—KRENTWVWBIXRTDTSY N7 F—ATHERATEET,
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Encryption CLIAWS Z4 2 AR —I)LFBHIIC. XOERFHKEZAAN—=ILET,

Python
Encryption CLI /N\—> 3> 4.2.0 AWS LA Tk, Python 3.8 AN SKETT,

LRI D /N—2 3> M AWS Encryption CLI (& Python 2.7 & KT 3.4 LUIBEEHR—KRLTVWET
. BF/IN—23 20 AWS Encryption CLI Z T2 2H#HHLET,

Python l&, & A ED® Linux & macOS DA ARN—JLIZEENATVWET A, Python 3.6
DRBICTYTIL—RIBDBENFHYET, &F/N—232 0 Python DFEAZHESH L E

¥, Windows Tl& Python 24 VAR =T BBENFHYET, F7FILRNTRAAN=ILE
NTVWEHA, Python ZX 20— RUTA 2 AR=ILTBIZEE. "Python DF T O—K,
ZSRLUTLSEZV,

Python 41 AR —=ILEhTVWR L ESH ZHFEITSICE, OV RFATROLSICALL
x9,

python

Python D/S— 3V #BRT DI -V (AXZ V) NSA—REFALET,

python -V

Windows Tl&, Python Z4 > AKR—JLL S, Python.exe 7 7 1 JLM/\VA% Path IRIELE
NEICEMLET,

F7 AL KNTREE, $home H7F 1L U KNJD Python 41 AR=)LEanTVWBIXNTHI1—
H—FLREI1I-HY—70774)LF14L U MR (5userprofile% £/ l& AppData\lLocal
\Programs\Python) ICH V) E T, AT ALRD Python.exe 77 1)L DG ZHEFET I
. ROVThADLIDARNIF—ZHFELET, PowerShell ZfEALTL ANV EZRETE
£9,

PS C:\> dir HKLM:\Software\Python\PythonCore\version\InstallPath
# -or-
PS C:\> dir HKCU:\Software\Python\PythonCore\version\InstallPath
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pip

pip W& Python N\Y 75— X Z—2 ¥ —T9F, AWS Encryption CLI & T DKFEFRE AN AN—
IR, 8.1pip ABAMBETT, pip DA VARN=ILFEERETYTIL—ROAILTIZD
WT, pip RFIXEMD T4 A=), ZBRLTLSEZL,

Linux 1 > AR—J)L T, 81 &KYpipai®/N—2 3> M Tl&. Encryption CLIAWS A" HEE
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. ELRY—=IIZ@BICAAN=ITEET, FMIZDOVTWE., TBuilding cryptography on
Linuxs £BBLTEE L,

AWS Command Line Interface

AWS Command Line Interface (AWS CLI) [&. Encryption CLI T (AWS KMS) AWS KMS keys T
AWS Key Management Service AWS ZEA L TWAHBEICOAKMBETT, BIOYAZR—F—
ONAA—ZFERALTVSIHEE, AWSCLI BXEHYEFEA.

Encryption AWS CLI AWS KMS keys T Z2fEAT2ICE. Z4A AN —IUTHEETIHLEN D
WET AWS CLI, COREIC&Y . AT 3RIE|MA AWS Encryption CLI AWS KMS
THERATEDRSICBRYET,

Encryption AWS CLI @1 > A M— )L EEH

&#¥/N—>3 > ® AWS Encryption CLI Z4 > AR—J)LUE T, pip ZfEA L T Encryption CLI
AWS 24V ARN—=)LgB &, . Python B§5{tZ 1 7S 'JAWS Encryption SDK for Python, 7
E, CLIIZREBERZATZUNBBNICA > AR—)LE hEFTAWS SDK for Python (Boto3).

® Note

4.0.0 &YBIDO/N— 3> O AWS Encryption CLI l&end-of-support7 T—AICH Y E T,
N—=232 21 x B EAS, O—RXF—RZ2ZEETICHEFH/N—2 3> O AWS Encryption
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l&. GitHub ® aws-encryption-sdk-cli VR N THETZEFXF1VTA T RNAFUZES
BLTLSEEV,

Encryption CLI AWS O&#H/N—2 3> 24 AN—ITBICE
pip install aws-encryption-sdk-cli
Encryption CLI AWS OJHF/N—3a TPy 7T IL—RTBICE
pip install --upgrade aws-encryption-sdk-cli
Encryption CLI & AWS O/N—2 3 > &S &L T % IC1E AWS Encryption SDK
aws-encryption-cli --version
HAOCE, MEOSATZVON—2a BENFRRENET,
aws-encryption-sdk-cli/2.1.0 aws-encryption-sdk/2.0.0
Encryption CLI AWS OJHFI/N— 3 IICTF YT IL—RTBICE

pip install --upgrade aws-encryption-sdk-cli

Encryption AWS CLI Z4 > A M—)L 9% & AWS SDK for Python (Boto3), &#/N\—>3a>n €4~
AR—ILENnET, Boto3 A1V AR=—ILENTVBREFEE, 1AM —F Ik Boto3 D/N\—>2 3> %
BWERL., RECKUTEHRLET,

AVARN=ILENTVS Boto3 D/N—2 3 Z2HREITBICE
pip show boto3
Boto3 OEJRHFI/N—aVICEHITZICE

pip install --upgrade boto3

IREFF P O Encryption CLIAWS O/NN—2 32 &2 A2 ARN=ILTBIZIE. GitHub @ aws-
encryption-sdk-cli UARZ K ZSBL TS EE L,
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O BREY VT, Encryption CLIAWS TN X—RZFEATRAHEICODVTHALET, HlICO
WTIE TEncryption AWS CLI @fly ZZBLTKEEV, B2HRFIXNIOVTRE, TR
FIAIAVRNZEGZD ) ZSRBRLTILKEE VY, Chs0fICRTEE. Encryption CLIAWS /N—2 3
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TR ceZzBBICLET,

(® Note

--master-keys /\T X—2& & AWS Encryption CLI ®/N\— 3> 1.8.x TIEHRL ),
N—232 21.x THIBRENE T, KDY IZ, --wrapping-keys NTX—RZFEHLF
T /N—23> 21.x LABRIE, --wrapping-keys NS X —ZNBEFILE LV EFLEFIC S
BERVYWET, FMICOVTIEE, TAWS Encryption SDK CLIBXENTX—R )T 7L
2, EBBLTLEE L,

« AWS Encryption CLI TTF—X ZBES{tTDEER, T7L—2FTFART—XE in AWS Key
Management Service () BENDTYE T F— (FEENAZ—F—)AWS KMS key ZIEELFT
AWS KMS, HARLDIYAR—F—7ONAZ—%2FEATHEER. 7AONAM X —ZIEETI L
BEHYYET, T, BEAEhEXYE—DBROBEEAARL =23V ICETEIXAEZT—2D
HAOBFAZEEELET, BESLITFANIATZaoTETN, #HEBEHTVET,

N—232 18x Tlk, --wrapping-keys NFX—ZZFERTBHEEIC --commitment-
policy NFX—ZRAMBETT, ChABRVEEGEEUNTT, N—232 2Ax HUBTRE., --
commitment-policy NI X—R@E AT a > TIHNHBENET,

aws-encryption-cli --encrypt --input myPlaintextData \
--wrapping-keys key=1234abcd-12ab-34cd-56ef-1234567890ab \
--output myEncryptedMessage \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--commitment-policy require-encrypt-require-decrypt

AWS Encryption CLI &, —BEDF—XF—TTF—RZBS{LLET., TOR, EELLZYE
IR —TTF—BF—ZRSIHLET, BTN XV E—JEARL =23V ICETEIXR
F—ENFREhET, BELEhEEXYvE—2ICR), BEEtEhETF—2 BSELTFAN B X
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OCF—2F—0BES{tEhEIE—NEENET, T—FF—0KE. BE, FLEHBRICOVWT
DEBITDILERHEEA,

C FoREESTHIE, BWELEALXYE—T, ATTVIVOREMIVTERAN, TL—VTF
ANBABREXRTF—2OGMZELET, £/, Encryption CLIAWS XY -2 DESIC
FRATERDSYEIF—ZEBETIN, AVE—2EBELESYE Y IXF—%2FERATESC
& %& AWS Encryption CLI IZIEX E T

N—=232 18x BABETIE, ESKO --wrapping-keys NZX—RE@GF 73> TerERE
nET, N—232 21 x BAEEE, --wrapping-keys NFX—Z NS KU ESLEFICHE
EBYERT,

B5TBEEICEF, --wrapping-keys NTX—Z D key BEZFEAL T, T—XZ2ESILTS
SYEVITXF—RIEBELEFT, EERKICAWSKMS SYEVIFXF—2BETD LR AT>a>
TIHN, FAITDZFENBVF—ZFATERVLSICTIRARNTZI9TAATT, HARLD
RAZR—F—TONMBZ—2FERTHHEER. 7ONAM A —B LTSV EVITF—ZEETHIHE
FHYWVET,

key BEZEALRVEEE, --wrapping-keys NTX—ZORBREEMZ ICRETIHEN S
WET, ChiZ&kVtrue, Encryption AWS CLI XYy —2&BEHILLESYE Y IX—%FH
LTESHTEET,

RANTZU9F14AELT, --max-encrypted-data-keys NTX—&ZFHL T, BELE
NETF—FF—OBNZITEDIREBREROXYE—20ESLEREBL TS EETY, BESLEh
ETF—32F—0OFERH (BSILTEAT DS YEITF—CI121 D), FEGEEYBHEARE B
BRE)ZEELERT, FHICODVTR., "TEBS{teniTF—2F—0FHE ZZRBLTEEL,

--buffer NZX—2 TR, FORILBENFEIZBEORAELEOH T, INTOALNLE
ENERBIIOKRTL—2TFARNNBRENET,

--decrypt-unsigned NTX—2 TRk, BS{tTFAREZEESL, BSLEIICXAYE—IHE
BBRLTHBCEZHERELET, cONTA—ZE, --algorithm NTFX—RZFEAHL., T—2X
ZRESHITBDLOOTIRLBEBELOTIIVALARAM—NZ2BRUESSICEALET, BS
ETFARDBREENTVWRES, ESLEXRBLET,

--decrypt £/z(& --decrypt-unsigned ZEBSLICERATEXR TN, MALEMATRI L
FTEEXREA,
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aws-encryption-cli --decrypt --input myEncryptedMessage \
--wrapping-keys key=1234abcd-12ab-34cd-56ef-1234567890ab \
--output myPlaintextData \
--metadata-output ~/metadata \
--max-encrypted-data-keys 1 \
--buffer \
--encryption-context purpose=test \
--commitment-policy require-encrypt-require-decrypt

AWS Encryption CLI kT Y E>IF—2FEAL T, BS{tEhEEXYvE—207F—3F—%2EF
LEFT, RIZ, F—EF—ZFE>TF— 2B SLET, 7L—2TFAMODF—REARL—
JAVICHTRIXEZTF—EZNIRENET,

ZYEIF—DEELE

Encryption CLI TF—2 ZBES5LT2 55, PBLLEE1AWS D2OZVEJF— (FEEFENA
R—F—)ZEETDIHENHVET, AWS KMS keys in AWS Key Management Service (AWS
KMS), ARAZALXAZ—F—7ONAE—Hhs0ZvE TF—, fLETOMAEFERATES
o NAZLDOIYAZ—F—7ONAHF. BERMENSH S Python NARX—F—7ONMZOVTh
HTY,

N—=232 18 xBTS YE Y IFX—REBETSICIE, --wrapping-keys NTX—& (-w) &fE
ALET, CONTA—ZDMER., attribute=value KFXEZFEATIEHLNEETT., FAT
B, NAZ—F—7ONAAXIIV RICE>TEAEYET,

« AWSKMS, BES{tON RT, key BHEZFEAL T --wrapping-keys NTX—RZIEET
DRENFBHYET, N—232 21x LA, --wrapping-keys NTX—ZHFEBHLIT RIZ
EMBERYET, ES{LTDHEE, --wrapping-keys NTX—X Tk, key BEZIEET S
A, discovery BHEZ true ICTIHMENHYET MAHATREEW). TOMOBEHEEAS3a>T
¥,

c NARALXYAZR—F—7ANAHA—, ENTINX> RTEHE --wrapping-keys NTX—RZEET
DUREBEHFHYVET, NTA—REIC key B KV provider BEZEHIMBEN BV ET,

BILUINY RTEHRD --wrapping-keys NTAXA =B RVEHD key EHZEHD_ENTEE
ED
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ZYEVIF—NIAXA—-2DOEH

--wrapping-keys N X—XDfER, XOBHEETEHENET, --wrapping-keys /N7
X—& (FllF --master-keys NZX—&) &, IXTOBESHKINY RTHRETT, N\—23>
2.1.x BABg(E. --wrapping-keys NI X —Z N ESEBFICESBBLEEET,

BHEBREICAR—AREKRIFENFrEEIATVEEE., BRCEOASFZ5I AT THAET, flx
&, --wrapping-keys key=12345 "provider=my cool provider",

Key: ZvE>TJH*—ZEELE T,

key BEZFERALTSYE Y IFXF—2RBAILET, BHLEFIC, COfERK. YAZ—F—70N
AX—NREBTDEEOXF—RBANFZFERATEERT,

--wrapping-keys key=1234abcd-12ab-34cd-56ef-1234567890ab

BESLINY RTR, 2B<EE 1 DD key BHEBEIEENTVIBENHY)ET, BHD
ZYEVIF—TTF—EF—ZHSLTBICE, BHDO key BHEZFEALET,

aws-encryption-cli --encrypt --wrapping-keys
key=1234abcd-12ab-34cd-56ef-1234567890ab key=1a2b3c4d-5e6f-1a2b-3c4d-5e6f1la2b3c4d

HFERATIEEILIN RTIEE AWS KMS keys, ¥—0fEIFEF—ID, ¥F—ARN, T/ UT A
%, ELBIAUFAARNTT, EXE, COREHMITY RTHE, key BENEOIA
UPZAARN ZFEALTVET, OF—BBIFORMIC DV TE AWS KMS key. ™ AWS Key
Management Service RO Y /N—HA Ry @ "F—FEHEF, 2SRBL T LEE L,

aws-encryption-cli --encrypt --wrapping-keys key=arn:aws:kms:us-
west-2:111122223333:alias/ExampleAlias

NDAZLDIAZR—F—TONAZ—%2FERATHEEIN RTIE, key 8 KT provider BHED
WEATT,

\\ Custom master key provider
aws-encryption-cli --decrypt --wrapping-keys provider='myProvider' key='100101"'

FEATHEFTIN RTE AWSKMS, key BHEZEAL TES AWS KMS keys ICERA TS
ZEETDH., OfEZHED discovery BHEZIBETEET, <&kt true, Encryption AWS
CLIAWS KMS key X ¥ E—S DEEBLICERE N-EED 2EATEES, 2IETT 2
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& AWS KMS key, XY tE—S OREELICERENBESYELYIF—D 1 DTHAIBENHYE
£

SyETF—0IEER. AWS Encryption SDK DRAKNTZ V9T 4 ATF, Chicky), A
$5 AWSKMS key FED 2FEA TS A RIEEhET,

BS5INY RTE, key BHEDERF— ARN ICTDHBEANBHY) XTI,

\\ AWS KMS key
aws-encryption-cli --decrypt --wrapping-keys key=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

B 55 AWS KMS key B IZEED #EHTS

EEEIC AWSKMS keys RT3 Z2HIRT2H4EN B VWIB A, discovery BHEZ DETHEH
TEFEJTtrue, NfEtrueZIBET S &, Encryption AWS CLI I X v £—2 Z St AWS KMS
key Uiz ZFEAL TESTEEXT, discovery Bk, EELBWVWES, false TT (TF7 7/
N)o discovery Bitld, BN RT, XV E—HFBSILENLEBEESICOXREMTT AWS
KMS keys.

discovery B Z true ICT5 Dk, key BHEZFEAL TAWS KMS keysZIEET D C &I
D3FAETT, THRELENLEXY E—2Z2EBS5T5HESE AWS KMS keys, &--wrapping-
keysNoA—RIZEF—BUELR OEEZF OREEMNBETTNtrue, MHEF DI LR
TEEBA,

discovery #* true W35S . discovery-partition J& 4 & discovery-account BZFERAL T, AWS
KMS keys T2 Z AWS 7HIUVNEBELE ADEDICHBRITDIDONIRARNTZTIT A1 AT
T, XDOBITIE, BMEBMHICKV), Encryption AWS CLI X3 EEE iz AWS KMS key DWW F hh
EERATEERTAWS THIU KN,

aws-encryption-cli --decrypt --wrapping-keys \
discovery=true \
discovery-partition=aws \
discovery-account=111122223333 \
discovery-account=444455556666

Provider: N AZ—*F—7ONA A —%ZEELET,

provider Bk, YARX—F—T7ONA A —ZHBBILET, 77 #4) MEWE aws-kms TH 1Y),
AWSKMSZXRLET, BIONAX—F—7TONAM AT —%&FEHAL TWBFE. provider BHEA 24
ETY,
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--wrapping-keys key=12345 provider=my_custom_provider

NAZRL (AWS KMSTRBW) NAR—F—7ONA X —2FATRHFEOFMIOVT
l&. AWS Encryption CLI LR KU ® README 774 )IICHD REY Y "TBELREL 228
LT EEL,

J—>32: #ZEETSAWS U—>23

region BHZFEAL T, AWSU—232 O ZIEELET AWS KMS key, c DEMIE, BES
LAY RT, YAZR—F—7ONAEZHN AWSKMSO EZIZOABHMTT,

--encrypt --wrapping-keys key=alias/primary-key region=us-east-2

AWS BES{L CLION> RAWS U—23 > [, ARNBEDU =23 UHAEEIhTVSH
B, FEBHETEEEILE 2#ALEXT. F—EN ZEEIZECAWS V-3, V-3
VEMREREIET,

region B, OV -3 OAREVEBEENET, regon BHEZFEALEVES.
AWS Encryption CLI X > Rik, AWSCLI ZRIfEZ7O7 74 TAWS V=23 IBEETh
=, BEIT®BERE . TEEF7AILNOTO77AILEERALET,

profile: BERINE7O7 7 1)L ZIEE

profile B ZFEAL TAWSCLI OERIFEZTO7 7AI)ZEELET, BRE7O774)
(Z, FEBEHRE AWS U230 Z2BOBRENTEERT, CcORME. YAR—F—70ON
A5 AWS KMSTRWZRICOXBEMTT,

--wrapping-keys key=alias/primary-key profile=admin-1

profile BMEZFAL T, BELELESIN RTHORIIBEHREIRETE £, Encryption I
~ RTE., AWS Encryption CLI I&, F—EBICU—2a FE8EnTHST, U—2arERN
BVWEBICDAK, BRIFE7O077A4IAWS V=232 TZFERALET, E5INV RTR.
BE7O77A4IAWS =232 O FERENET,

BROZYEDTFXF—=IEETDHE

BROZYEDTF— (NAZ—F—) 28N RTEETEERT,

BROTYEVIF—REEL LSS, BIOTYEY I F—BF—RORBLLEATET—4
FEERBLOBELLET, TOMDTYESTF—F, AUF—2F—2RBHLLET, BE
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ELTESNIBEFIEAEXYE—DICR, BStehlF—8 BSILTFAN EEZVYEY
THF—T1D2FOBEILENE—HOT—RF—HNEEINET, EOFTVYEVTE, 1 DOBESLE
NEF—3F—2BFLTTF—REEBFTIDENTEET,

BROZYEDTF—ZEETDIICE. 2 D20FENHYET,

« --wrapping-keys NTX—XDEIZEHD key BHEZEDHE T,

$key_oregon=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
$key_ohio=arn:aws:kms:us-east-2:111122223333:key/0987ab65-43cd-21ef-09ab-87654321cdef

--wrapping-keys key=$key_oregon key=$key_ohio

- ABUONX Y RICEHD --wrapping-keys NTX—RZEHET, COBXIE., EETHEME
ZOANVROZYEYITF—IC—FETEALBEVBEICEALET,

--wrapping-keys region=us-east-2 key=alias/test_key \
--wrapping-keys region=us-west-1 key=alias/test_key

N{E% D discovery BtrueZEHA T &, Encryption AWS CLI XY £—2 ZBES1{t AWS
KMSkey Lz ZEATEET, B8O --wrapping-keys NZX—2ZREUIN> RTHEHR
I35 E. --wrapping-keys /NT X—& T discovery=true ZFERTHE., TOMHD --
wrapping-keys NTX—2 T key BHEDOHIRF EREB|UICHEY ET,

EEAE, ROOANYY RTE., D --wrapping-keys/NZ X—2 O key BHIE AWS Encryption
CLI ZEEEcnic ICHPRLET AWSKMS key, 7L, 2 FEBD--wrapping-keys/\ZX—2®
discovery BEZ A 9% &, Encryption AWS CLIAWS KMS key kI EEENLETHI RO OWT
WA EERALTIAYE—SRESTEET,

aws-encryption-cli --decrypt \
--wrapping-keys key=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab \
--wrapping-keys discovery=true \
discovery-partition=aws \
discovery-account=111122223333 \
discovery-account=444455556666
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ANZEET DA

Encryption CLI AWS OBES{tARL -3 ik, F7L—2FFANTF—RZADELTEZITE
W, BEtEhi Xy E—2%RULET, BEEARL—3a 2V, BELEhEEXYvE—DFADE
LTEWHRY, 7L—2FTFANDOF—RZRLET,

I N T O Encryption AWS CLI X2 RTlE., ABDDFFT%Z Encryption CLIAWS [Z3ERTD --
input/ NI X—& (-1) FRETT,

ROWTNA DI ETANERETEET,

« J7ANEFERALET,

--input myData.txt

« J77ALEBONR—2ZERALET,

--input testdir/*.xml

s FALIOVRNIVEERFRFALINIVBONZ—2ZFEALET, AIWNFTFTALIRNIDES, --
recursive NTX—%& (-r, -R) N"RETT,

--input testdir --recursive

« ABZIONXY R (stdin) ANNAFUET, - NTAXA—RIZ --input OEZFERALET, (--input
NTA—ZBFEICHKHETT, )

echo 'Hello World' | aws-encryption-cli --encrypt --input -

HODEFREEET S FHE

--output NTX—RIF AWS | BBILELEESARL—23a20REREEETATSEHMZ
Encryption CLI IZIERLE T, Chik, §XTD AWS Encryption CLI AX > RTHETYF, AWS
Encryption CLI &, AXRL—232OANT77ANZECHLVEL T 7ML ZERLET,

HHT7 74N T TICEETDHES. T 74 NT Encryption AWS CLI FEBEZHAL, 774
ZEEZELERT, LEZETNBVELSICTRICE., LEZITHHIICHERBOXYE—IHNFRRTS --
interactive NI X—XRZFERATSH, Tk, HANFLBEZLELDSETREANZRFY T TS
--no-overwrite ZFALET, LEZDBESFZRTLAVKSIZTSICE. --quiet ZFEAL
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F£9, Encrypton CLIAWS A’ 8 TS —LBEZF Y 7 F v 320k, 2>201IVAANL IV NEEFTEE
ALTHIARNI—ALICEZIAXFTT,

(® Note

HAT7 74N LEEITRZIANVRE, HOT7 7ML ZHIBRIZETHRHELET, OV
RARBLUESZER., BAT7T7AUNBRICHBRENATVZEEHY) XTI,

EREEXBHAETHIEHMEZEETERT,

C TTANEEEELET. TP ALCAREEETHBE, O ROEFHC/NAROTNTO
FALYRNUABELTVBREN BYET,

--output myEncryptedData.txt

c FALORNUEEELET, O RORFHEEAT ALY NUABELTVEREN &)
7,

ABEHTFALIORNIAEERTVREE, INV RBEEENEFILINIOTICYTF 1
L7KNVZBRULET,

--output Test

HABFANFALIRNI (77A4ILBEL)AWS DIBE. Encryption CLIKAD 7 7 A ILBEY
T4V IRAEIVTHAT 7ML BZERLET, BSILARL =232 @, AHT77A4IILABIC
.encrypted ZEBMLFET, ESEARL—2 3 F .decrypted ZEMLET, Y71V IR %
EEITDICIE, --suffix NTX—RZFERHLET,

e, file.txt ZBES{LTRHFE. BS{LON RIF file. txt.encrypted
ZHERLET, file.txt.encrypted 2EE T2 HE, 5TV RIE
file.txt.encrypted.decrypted Z¥ R L E 7,

« AN RT A2 (stdout) ICEEIAAET, - NTX—ZIZ --output DEZAHDLET, --
output - ZFEAL T, HAZMOON RRZ7OATFALICNATTEET,

--output -
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B THFANEFERATDIHE

AWS Encryption CLI Tld, BES{LINY REEFTIN Y RTHESILIVTFANEZIEBETEERT,
CNESBETEDY)EEAN, HEBETIDIESILORANTZI9T1ATY,

BESLITFANE, FED. >—JL Y MTREBEVEMRIET—X T3, AWS Encryption CLI
Tk, BESI>TEFANE name=value DRT7DEETERENET . RKT7OABRRFRENTESE
ATEEXRT, chiZlk, ERPARV—(CHBEENZOY., FEEF—RXAOBESLARL—2 3
VEBRIDOICRIADT7ALNRT—RICEITIBEHRFIEEIET,

E5{LIXR Y ROIFE

BEIAR—NCK > TEMENEZEMOBESHITHFAMNEHIC, CMM IZ&K > TEME
NERTE, BESLEhET—RIIESLENTNSI Y RENET, chiFx, IV RAIRTESE
ENEXAYE—DICEEFEFATVET (FL—2TF AN, ZFEAL TVSHE AWS KMS key, B
SV TFANMNE, BEQEEL I—RXOJICETL—2TFARNTRREhD ENHY F

9 AWS CloudTrail,

ROFIE, name=value ® 3 DORT ZH DB TFARNZRLTVET,

--encryption-context purpose=test dept=IT class=confidential

B#5IX > ROFE

BNV RIEBSVT, BSOAVTEFANE, BB BRXY E—22BF5LTWA L E
SHHERTDDICKIEET,

ES LA TFARNNBSHTEAEATVEVELTE, BESON Y RTHESECIATFANZIE
ETRIHERIHYELA, L., TDOHESE. Encryption AWS CLI i, EEIX > ROBEE{HI

TEARDINTOERY, BTN XY E—20BSOVTFANDERE—HTHILE
BELET, WThLPOERN—HLEBEVEES, E5ONYY REXELET,

e, ROOXY REFE, B TFAN dept=ITAEENTVREEICOXKESILX Y
t—2%#EBESLERT,

aws-encryption-cli --decrypt --encryption-context dept=IT ...

SEMLIVTFANE, EFIUT A MMOBEEEBHTT, £EL, BESLIVTFFANZERT
BB, TOEFY—ILY hTEEVCEOERL TSV, BELIVTFANCHET— 5%
ZHBEVTIEE L,
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ESLAVTFANEZEETDICE

« BESILON> RTIE, --encryption-context NTX—2% 1 DLLE® name=value R7 TfE
ALET, ERTEXPNBIEHICAR—AZFEALET,

--encryption-context name=value [name=value] ...

« 85N> RTlF. --encryption-context /NT X—&{EIZ name=value R7., name EX
(fE&L), ELEEMAEDEAEDLEEEDDIENTEET,

--encryption-context name[=value] [name] [name=value] ...

name R7® value X name=value ICAR—AREFERIXEN TN TVIHEE. RT724hZ5|AF
THH&ET,

--encryption-context "department=software engineering" "AWS #####=us-west-2"

ez, COBE{IINT RIZIE., purpose=test & dept=23 £EVS 2 DORT EFEOESIL
OAVTFHFARNEENTVET,

aws-encryption-cli --encrypt --encryption-context purpose=test dept=23 ...

ChSOESIRY REERMLET, IV ROBESLIVTFFANE, TORELIFFAN
N7ty NTT,

\\ Any one or both of the encryption context pairs
aws-encryption-cli --decrypt --encryption-context dept=23 ...

\\ Any one or both of the encryption context names
aws-encryption-cli --decrypt --encryption-context purpose ...

\\ Any combination of names and pairs
aws-encryption-cli --decrypt --encryption-context dept purpose=test ...

EEL, ChsOBESINY REAMULET, BESEhEXY 205 TFARNIG,
BEENLEERZRZEENTLEEA,

aws-encryption-cli --decrypt --encryption-context dept=Finance ...
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aws-encryption-cli --decrypt --encryption-context scope ...

OAXY MYV RNRUS—DOEERE

OXRVRIZOZY AV RRUS —ZBRETBHICE, --commitment-policy NTX—XZFEAL
FT, CONTA—REN—23218x TEAThELE, BS{LION REESIN RTED
T9, RETDAZIYRMXNRID =R, RREThDIVRIZHLTOKEBERTYT, AN RO
OZY MAYRRUS—BRELZEWVWES, Encryption AWS CLI X F 7 # )L NMEZFERALET,

BIZE, RONTFX—RETREIZIY X2 MRS —H require-encrypt-allow-decrypt I
BEEH, BCF—AIY MU PITHESLENTTH, BSLEhEBS{ETFANEF—OZY
RXRNODBEICA DM DS TESTLENET,

--commitment-policy require-encrypt-allow-decrypt

REZ7ANLNINTGX—2ZRIEFTDHE

SEEE(ZEMA T Encryption CLIAWS NS X—REBERET7ANICRETZ LT, BEEZHH
l/\ Ajjli_#é@ﬁ_c"éijo

BRETZ7 7 A&, Encrypton AWS CLI AN RONTA—REEEZEOTFARNT7AILTT,
AWS Encryption CLI AN RTRE7/7AMINE2SBITdE. VITFLVARBREZ7A4ILONT
X—REETEEBRASIhET, 77MILORBZIN RTZAVTAILEBSESICERUMRENE
S5hET, FE77MIINRBEEOBuZFEATE, BREOI—HY—HFTIOATREEEEOT(L Y
NUICEBRETEET,

RDRET 74 ) (key.conf) DHITIE, 2 D0 AWSKMS keys 2242 ) —23a > THEELTW
£¥Y,

--wrapping-keys key=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
--wrapping-keys key=arn:aws:kms:us-
east-2:111122223333:key/0987ab65-43cd-21ef-09ab-87654321cdef

ONVRTRERET7AMINEERTRICE. 774ILBOEBEICTY NY—7 (@) ZFERALE
9, PowerShell AV =Tk, NV IOT1vIONFEEALTTYNI—Y (@ ZIART—77
DHRENHYET,

CcOAXNY RHEITIEE, BES{LIX> RTkey.conf 77 1L ZFERALET,
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Bash

$ aws-encryption-cli -e @key.conf -i hello.txt -o testdir

PowerShell

PS C:\> aws-encryption-cli -e “@key.conf -i .\Hello.txt -o .\TestDir

REZ7ALDIL—I
RET7TANZERIZEHDOIIL—ILEEROESY T,

C BRETTALNTERONTA—REEHBENTE, AROEFTRRTEET, §/1TX—
220 (BhE) EBBOTTRRLET,

c #ZFEALTITOEARLE—MBICIX MZEMLERT,

s MORET7TAINANDSRBEEDDENTEET, PowerShell AV —=ILTE, NV ITaY
INFEFEALT@XEFEZEIARAT 72 LEBEVTIEEL,

- BETT AL TEABEEATZES. SAENETFANEROTIEL B LRTEEY
Ao

ez, chiEY > 7)) encrypt.conf 77 A4ILORETT,

# Archive Files

--encrypt

--output /archive/logs

--recursive

--interactive

--encryption-context class=unclassified dept=IT
--suffix # No suffix

--metadata-output ~/metadata

@caching.conf # Use limited caching

OV RICEEBORET 7ML EEDDEETEET, COIX Y RHITIE, encrypt.conf
EDOEBE D master-keys.conf FREZ7 7 AN ERENET,

Bash

$ aws-encryption-cli -i /usr/logs @encrypt.conf @master-keys.conf
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PowerShell

PS C:\> aws-encryption-cli -i $home\Test\*.log ‘“@encrypt.conf “@master-keys.conf

Next: AWS Encryption CLI ®#l&ZEH L F 9,

Encryption AWS CLI @ 4l

ROGEFEALT, FLISDTSY NTA—ALTAWS Encryption CLI ZR L FT, YAZX—F—8
KOPTDMHDNTA—ZDOAIILTIZDOVWTIE, TEncryption AWS CLI OERFEE, 25BLTLKE
TV, D94V OVT77LYAICDOWTRE, TAWS Encryption SDK CLI XX E/NT A=) T 7L >
2, EBELTLEE W,

® Note

RO Tk, Encryption CLIAWS /N\—> 3> 21 x DEXEFERALET,
FLLWEF2UT s ¥k, £E&E & AWS Encryption CLI/N—2 32 1.7.x B KTV 2.0.x
TU—REhFEL L, L., AWS Encryption CLI /N\—> 3> 18x @F/N—>3
1.7xAWS I[CEZ#D V), Encryption CLI2.1.x Ik 20x ICEZE#ED VY ET, FHHMICOWVWT
l&. GitHub ® aws-encryption-sdk-cli J7RZ N TEET X1 UT 1T RNAYU%ES
BLTLSEEL,

BTN TF—2F—ZFRIZDEF1VT A REDOEAFTEDOHICOVTRE, "TESHEhi
T—2F—DFHIR, 2ZRLTILEEL,

AWSKMS YILFV—=2a>rF—nFERAFEZRIFICOVTIEE., ") Z28RLTLKEESVWIILTF
)—=23 > O EA AWS KMS keys,

N =R

s 774 O

- 77AIILDOES

e FALOKNJVAOIXNTOTI7AIDEESIL
s FALORNVADINTODTTAI)IDES
s OXVRZAVTORESILERS

s BHRONAZ—F—DFEH
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« AU RTORSILEES
F—BF—% ¥V I1QEM

7AILDES

ZOHITIE AWS | Encryption CLI ZEHA L T, "Hello Worldy XF5ZEThello.txt7 74
NDABRZEESILLET,

774N TRSIAN REEITITSDE, AWSEncryption CLIE 7 74 IILORBZEEL, '%':
NDTF—3F—ZERL, T—EFF—OTOT77AMIANBZRESHLLTHLS, BELEhXY 2—
EHLV TP AL BERAET,

BHNOIXY RiE, OF— ARN % $keyArnZE AWS KMS key ICREELE T, THREILTIHES
AWS KMS key, ¥—ID, ¥F—ARN, TAVT7RAE, FLEIAJT7AARN ZFEAL THEBITE

9, OF—FBAFOFMZ DOV TIE AWS KMS key, " AWS Key Management Service FAR O Y
N—=FHA4 R, O "F—FAlF1 282RBLTEEV,

2FEBOIANVRIE, 77 *f)LODP\]ﬁEEI FIHLUET, AV RIE --encrypt NZX—X2EEHAL
TARL =232 ZEEL, --input NFX—RZ2FEALTESKID T 7N EEELET, --
wrapping-keys /Y?X—’}’t%d)%éﬁd) key Bk, ¥— ARN T AWS KMS key RE 15 %fF
AT%&5I1C ANV RICERLET,

COANY RIE --metadata-output NTX—RZFEHAL T, BSLARL—>32ICETS
XBF—BOTFANT7AINEEELET,. RANTTIOT14RELT, ZOIONVRIEF --
encryption-context NZX—&2ZFEALTESIITHFANEEELET,

COIANY RTR, --commitment-policy NTX—ZREMALTIAIY MXY RRUS—ZFR
WICERELE T, /N\—232 1.8x Tld., --wrapping-keys NTX—RZFEATIEEIZDONT
X—BNFBETT, N—232 21 x AT, --commitment-policy NZX—RWEF7> 3>
TIHNERETIET,

--output NTX—ZDEORY K (), HAT77AMILZREOTALIKMNIICEERATLSION
Y RICERLET,

Bash

\\ To run this example, replace the fictitious key ARN with a valid value.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
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$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$keyArn \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--commitment-policy require-encrypt-require-decrypt \
--output .

PowerShell

# To run this example, replace the fictitious key ARN with a valid value.
PS C:\> $keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

PS C:\> aws-encryption-cli --encrypt °
--input Hello.txt °
--wrapping-keys key=$keyArn °
--metadata-output $home\Metadata.txt
--commitment-policy require-encrypt-require-decrypt °
--encryption-context purpose=test °
--output .

N

EEILON RARIILEBE, HAOZBRLERA. ON RARBILEAESH EHERTSIC

. $?EBOT—IEEFIVILET, AV RARBLEBE. $? OfEK 0 (Bash) £1=
(& True (PowerShell) T¥, X RAKBUL EBE. $? OEIE 0 LASL (Bash) £k False
(PowerShell) T9,

Bash

$ echo $?
0

PowerShell

PS C:\> $?
True

T, TALONV-—EOV RZFEAL T, BSLOAN RAFMLVI 7AI
hello.txt.encrypted ZHER LA ESH ZHRITBDEETEEXT, encrypt IX R

B
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FEADT7AINEBEIBELED, 28, Encryption CLIAWS AN 77 A ERU SRR
E.encryptedY 74V VREHFE DT FAINICHNEEERAAELE, BIOY T 1Y O AZFERTS
N BTV IORZHETBICE. --suffix NTX—XZFERALET,

hello.txt.encrypted 77 A J)LICIE, BEIAYE—IFEFEhTVET, ThiC
(. hello.txt 77AMIOBESTFAN, F—XF—OBES{LIE—, SXTES{HKITFAN
ZECEMDOXRTF—ZNEENTVET,

Bash

$ 1s
hello.txt hello.txt.encrypted

PowerShell

PS C:\> dir

Directory: C:\TestCLI

Mode LastWriteTime Length Name

-a---- 9/15/2017 5:57 PM 11 Hello.txt

-a---- 9/17/2017 1:06 PM 585 Hello.txt.encrypted
J7714IDES

COBITE. Encryption AWS CLI ZEAL T, ABIOFITESILE ©ilzHello. txt.encrypted”7 7
1ILOHNBZESLET,

BB RiE --decrypt NTX—REHEALTARL =3V EEEL, --input NTX—%&
ZHERALTESIBD 7 7ML EEBELET, --output NFX—2DER. REOFALIKN)%Z
KITRYKNTT,

key BMZ 2T --wrapping-keys NTX—Z Tk, BELEnEEXYE—20ESICERTS
SYE UF—%EELET. EEALEESITY KTE AWS KMS keys. key BHDER +—
ARN THEDBEN BV ET, SN RICE --wrapping-keys NFX—ZHFBETT,

AWS KMS keysZ R L TWBBEF. key BHEZFEAL TESHD AWS KMS keys ZI8ET %
A, discovery BM%Z true ICLET (METREW) DAZANAZR—F—7ONAX—%FERAL
TVW3IBE, key B E provider B HETT,
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N—=232 2 1x AT, --commitment-policy NTX—R@F AT a>TIHNHEREhE

. BRNICERATDE, 772 ME require-encrypt-require-decrypt ZEEL 54
TEH, ERNBEICEYET,

--encryption-context NZX—&Fk, BS{LONYN RTES{LIVTFARNFEBEEETATVLS

BAETEH, BNV RTRATSa2TYT, cOFE. 5OV REESILIN Y RTRMEtEh
FEQOERUBSITFANZFEALET, BBSIL CLIAWS Ik, E595HIlC, BE{tEehni
XY= ORBFITF AN Cpurpose=test R7AEENTVRD CEZHRBLET, 5T

BWEES, BESONV REXREBLET,

--metadata-output NTX—R i, EEARL—2IVICETIXEZTF—EZ0OT 74\ ZEEL
FTo --output NTX—ZDEORYN (), HAT77ALZREOTALIRNIICEEIARE
£

RANTZSU9F14RAELT, --max-encrypted-data-keys NS X—RZHAL T, Bt h
ETF—3F—DOBNZITEDIFREBFAOX Y E—20ESLZEEL TS ETV, BE{kEshi

F— QTR (B TEAENBESYELIF—CEIC12). £LEBUARAE G B LE)
ZIEBELERT, HHICOVTE., "BStEhicTF—3F—0FRE, 2ZRLTIEEL,

--buffer TR, FZRILBENFEIZEEORIAEZO T, IXNTOANNVREENLRIZO
HhTL—2TFARNNBRENRET,

Bash

\\ To run this example, replace the fictitious key ARN with a valid value.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--wrapping-keys key=$keyArn \
--commitment-policy require-encrypt-require-decrypt \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--max-encrypted-data-keys 1 \
--buffer \
--output .

PowerShell

\\ To run this example, replace the fictitious key ARN with a valid value.
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PS C:\> $keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

PS C:\> aws-encryption-cli --decrypt °
--input Hello.txt.encrypted °
--wrapping-keys key=$keyArn °
--commitment-policy require-encrypt-require-decrypt °
--encryption-context purpose=test °
--metadata-output $home\Metadata.txt
--max-encrypted-data-keys 1 °
--buffer °
--output .

~

EEIANRAIRBILESES, BHZBRLEBA. ANV RAIRBLEAESH ZHERT

ICE, $? BEBOEZEREBLET, £k, F4LINJ-EBEIOYRZFEALT, OIX>V |\7§‘
.decrypted 7 1Y OANNIMENLEFHFLV I ZPAINEERLELAESH ZHRTDEET
EFEY, L—FFARNIDTOVERRTDICE. 774N TOVERBITZ AN RO
cat X Get-Content ZEZFERHL E T,

Bash

$ 1s
hello.txt hello.txt.encrypted hello.txt.encrypted.decrypted

$ cat hello.txt.encrypted.decrypted
Hello World

PowerShell

PS C:\> dir

Directory: C:\TestCLI

Mode LastWriteTime Length Name

-a---- 9/17/2017 1:01 PM 11 Hello.txt

-a---- 9/17/2017 1:06 PM 585 Hello.txt.encrypted

-a---- 9/17/2017 1:08 PM 11 Hello.txt.encrypted.decrypted

PS C:\> Get-Content Hello.txt.encrypted.decrypted
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Hello World

FALIRNIAGIRTOT 7 A L OB

—OBITIE, Encryption AWS CLI ZFEAL T, FALINJROIXRTOT7AMILOABRZEEFIL
LET,

OR YV RAEBBOT77AINIEEEESZ DL, Encryption AWS CLI K& 77/ Z@ERIICMEBL T
To ANVRBEB774ILOABRZEBL, NAR—F—PDST7A4ILO—EBEOTF—3F—EEBBL.
TF—RF—TT77AINORBREESHKLT, BREEIFALINIVOHLWI 7AIICEZIARE
T, TORR. BHT77AINZ/EBICESTEDENTEET,

TestDir F4LOIKNUDZOUVANCIRE, BEKTEITL—2TFARNTTAUANRTENTVLE
ER

Bash

$ 1s testdir
cool-new-thing.py hello.txt employees.csv

PowerShell

PS C:\> dir C:\TestDir

Directory: C:\TestDir

Mode LastWriteTime Length Name

-a---- 9/12/2017 3:11 PM 2139 cool-new-thing.py
-a---- 9/15/2017 5:57 PM 11 Hello.txt

-a---- 9/17/2017 1:44 PM 46 Employees.csv

BN RiEk, ® Amazon ')V —AFZ— /A (ARN) Z $keyArnZE AWS KMS key ICREL &
ED

2EBOION REF, TestDir F4LINVAOT7 74O TV ERBELL, BE{LENE
OAF YD T7AI)%E TestEnc FALIRNVUICEEAHKET T, TestEnc FA1 LI NUNEFEEL
BVWEBE, OV RERBLET, ANWBHRETFALIMNIDREY, --recursive NTAXA—F N4
BT,
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--wrapping-keys NTX—REFTOXEAD key B, FATEHZSVYEITF—ZEELET,
EEALON Y RICEESIL I TF AR, dept=ITHFEENTVET, EHRO 77/ EBESLT
POANVRICESILOVTFANZEBETDE, IXTO77AIITRUBSHITF AN ER
EhET,

OXR >V RIZE, BSEARL—232VICHTRIXEZT—XZ2EEIATIFZM%Z Encryption AWS CLI (Z
B9 %--metadata-output/N\FX—REH Y EFF, AWS Encryption CLI I, BES{tEnizT7 7
ANZEIL1DDOXERF—RLI—REEEIAKLET,

N—232 21 x ATk, --commitment-policy parameter A7 3> TINHRBEIhE
To ANV RFELERARAVV T MNBEBILTFANEEBILTERVEDICKBLEZEE. ARNE
OISYRAVRNRYI—BEICLY, BEELERICRETCEZET,

OX > RASET T &, Encryption AWS CLI FEES{bE N7 7 A J)L%& TestEnc 1L I KNI
EEIAREIN, HHBFERLFEEA,

BEODIN > RE TestEnc FALOVRNUVAD 774N Z2—8BRRLET. 7L—2FTFAMDOA
HA77A4N2El, BELENEATOVOEIT77AIULN 12BN ET, I REREY
T4V OABBELTVEVES, BSLINY REZEADT7AILABIC .encrypted ZFML F
Lk,

Bash

# To run this example, replace the fictitious key ARN with a valid master key
identifier.

$ keyArn=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --encrypt \
--input testdir --recursive\
--wrapping-keys key=$keyArn \
--encryption-context dept=IT \
--commitment-policy require-encrypt-require-decrypt \
--metadata-output ~/metadata \
--output testenc

$ 1ls testenc
cool-new-thing.py.encrypted employees.csv.encrypted hello.txt.encrypted
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PowerShell

# To run this example, replace the fictitious key ARN with a valid master key
identifier.

PS C:\> $keyArn = arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

PS C:\> aws-encryption-cli --encrypt °
--input .\TestDir --recursive °
--wrapping-keys key=$keyArn °
--encryption-context dept=IT °

--commitment-policy require-encrypt-require-decrypt °

--metadata-output .\Metadata\Metadata.txt °

--output .\TestEnc

PS C:\> dir .\TestEnc

Directory: C:\TestEnc

Mode LastWriteTime Length Name

-a---- 9/17/2017  2:32 PM 2713 cool-new-thing.py.encrypted
-a---- 9/17/2017 2:32 PM 620 Hello.txt.encrypted

-a---- 9/17/2017  2:32 PM 585 Employees.csv.encrypted

TALVNJADIXRTOT77AIINDES

COBITE, FALINIRDIXRTODT7Z7AMINZ2EELET, chiE, BIOHITHESLENE
TestEnc A LIORNURDT7AINDSHEYET,

Bash

$ 1s testenc
cool-new-thing.py.encrypted hello.txt.encrypted employees.csv.encrypted

PowerShell
PS C:\> dir C:\TestEnc

Directory: C:\TestEnc

Mode LastWriteTime Length Name

B
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-a---- 9/17/2017 2:32 PM 2713 cool-new-thing.py.encrypted
-a---- 9/17/2017 2:32 PM 620 Hello.txt.encrypted
-a---- 9/17/2017 2:32 PM 585 Employees.csv.encrypted

CcHDESINY RIEE, TestEnc FA1 LIV RMNJROIXRTOT7AIILZEESL, 7L—2FTFR
N774)% TestDec A1 LI KNJICEZIAXET T, F—BHEEF— ARNAWS EZFD --
wrapping-keys/N\ZX—& &, 77 1)L DES AWS KMS keys ([ZfEEFA T % Encryption CLI IC3ER
LET. IN¥VRIEF --interactive/N\TX—2ZFEAL T, AUBEIO 7 7AI)Z2 LEZT3H)
(2 Encryption AWS CLIIZZ7’O> 7 h 2R RLET,

COOXVRE, 774 FBStEncEEBCEEChLEBSLICTFANEFERALET, &
BO774IN%2EST3EHE. Encryption AWS CLI I XTD T 7AIOBES{ITHFARNE
FIVIOLET, 77A4INOBSHATFANTF IV IN KRB 35S, Encryption AWS CLI &
774N EESBL, BEZEETIAHR, RREXRXRTF—RIIREEREL., BUYDOTT7AILOFIY VKT
L&Y, AWS Encryption CLI AMEDERTT 7 A OESICEKML IZ3FE, E5ONY R&GHN T
IEXRBMUET,

COBITR, TIXNTOADT7AILTREELENIEXAYE—DI dept=ITHEE{LIVTFANESR
FEENTVET, EEL, BA2BESHCLIOVTHFANEFALTIXYE—22ESLTVBBEET
&, BEAAVTFANO—BEHRFTEDI AN BVET, LEAE, HRIXAVE-DJOESIL
OV TF ARN dept=finance T, O XY £—T A dept=IT 2> LHE., TOEZEELHEV
CETHESMHIAVTFANIEIL dept BAEENTVBD L ZHIRTEERT, KV EGKWICTSIC
&, BTN RTTI7A4ILZ2ESLET,

BEEIANVRASERENBDEHIEHYELBADN, FALONIJ-—EBEIXRZFEALT
.decrypted B 7 1V VANV EHLVW I 7ML EERL & ZHRRBTEERT., JL—2TF
ARNIDTFUOVERRRTDICEK, 774N T70VZ2MEITH AN RZEZFEALET,

Bash

# To run this example, replace the fictitious key ARN with a valid master key
identifier.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --decrypt \
--input testenc --recursive \
--wrapping-keys key=$keyArn \
--encryption-context dept=IT \
--commitment-policy require-encrypt-require-decrypt \
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--metadata-output ~/metadata \
--max-encrypted-data-keys 1 \
--buffer \

--output testdec --interactive

$ 1s testdec
cool-new-thing.py.encrypted.decrypted hello.txt.encrypted.decrypted
employees.csv.encrypted.decrypted

PowerShell

# To run this example, replace the fictitious key ARN with a valid master key
identifier.

PS C:\> $keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

PS C:\> aws-encryption-cli --decrypt °
--input C:\TestEnc --recursive °
--wrapping-keys key=$keyArn °
--encryption-context dept=IT °
--commitment-policy require-encrypt-require-decrypt °
--metadata-output $home\Metadata.txt °
--max-encrypted-data-keys 1 °
--buffer °
--output C:\TestDec --interactive

PS C:\> dir .\TestDec

Mode LastWriteTime Length Name
-a---- 10/8/2017 4:57 PM 2139 cool-new-
thing.py.encrypted.decrypted
-a---- 10/8/2017 4:57 PM 46 Employees.csv.encrypted.decrypted
-a---- 10/8/2017  4:57 PM 11 Hello.txt.encrypted.decrypted

ARV RZA 2 TOESLEES

chsnflld, ANz RICINATU (stdin), HAZE AN RS A2 (stdout) ICEZIALH %
RLTVWET, chslk, OV RTstdin & stdout 2R T HEE ., #HMAIAKD Base6d T 1—R
V=)L FERL TSI ASCH UADNZZE>THEBRITBDDZEH<SHFELCOVTHBELET,
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COBITRE, NATT7L—TFAMOXFIZBESHKAN RIZNATL, BSbehl Xy =—
TEEBICRELET., RIC. BRICBMENEBSLEA XY 22BN RENAT
L. TOEIZ/NA TS A2 (stdout) ICEZAKET,

COBITIE, 3D2OONY RTEERENTLVERT,

s RO RIE, OF— ARN & $keyArnZEH AWS KMS key ICREL E T,
Bash

$ keyArn=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

PowerShell

PS C:\> $keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

« 2FEBDOIN> RIE, Hello World XFSZBESHIANY RICNAT L, ZTOHERE
$encrypted ZHICHRELET,

--input 8KV --output NTX—Z &, TNXTD AWS Encryption CLI AN RTHETT,
AADNIAI RIZNATENT VS (stdin) CEZRTICE, (-) Z --input NTX—XDEIZFE
ALET, HHEIY RTAUIZEET S (stdout) (2. --output NTA—ZDEIC/NA 7
VEFERALET,

--encode NTX—ZF, HH&EERTHIIC Base64 T 1—RULET, chicky), BEEh
XY tE—20 ASCH BADONZFRZSD T)IHNBR>THIRTDHDCEZHLELET,

COOXY RiF PoC (BART) CBEAVLESD, BEAIVFFANEEHKRL, XRXF—R%ED
HLET (-S)e

Bash

$ encrypted=$(echo 'Hello World' | aws-encryption-cli --encrypt -S \

--input - --output - --
encode \

--wrapping-keys key=
$keyArn )
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PowerShell

PS C:\> $encrypted = 'Hello World' | aws-encryption-cli --encrypt -S °
--input - --output - --
encode °

--wrapping-keys key=
$keyArn

IFEBDOION Y RIF, $encrypted BRICHEME M EBSLEhEXY -2 ZE SOV R
NATLET,

COBESIIYRTR, ABFNATTZA42HSEKRTWS (stdin) CEZRTSHIC --input -
ZEV, BHENAT 54 2I2ES (stdout) =8 IZ --output - ZHEVET, (ADNTXA—ZE&
EBEOANNA NTREL, ASTDOBFAZEZ =8, $encrypted % --input NTX—4&
NDEELTHERATRCERFTEEREEA, )

COBITIE, --wrapping-keys/ NTX—XDOEEMEZFEMAL T, Encryption AWS CLI A™EE
D AWS KMS key ZEALTTF—RZEETEDLSICLET, AV MXVRRUS—FIEE
LW, N—232 21 x BAEDOT 7 # )L ME require-encrypt-require-decrypt A&
AEhZ%xd,

HAONXBEEIENTI - REhEED, 5OV RIE --decode NTAXA—2ZFALT
Base64 TI1—RENEANZESTHEICTI—RLET, £k, --decode /NTX—2 %
EAL T, Base64 TL1—RENEANZESILTSEICTI—RIBZIEETEET,

CCTE, ANV REBESHEIVTFANEERL, XEZTF—REZMHLET (-S).
Bash

$ echo $encrypted | aws-encryption-cli --decrypt --wrapping-keys discovery=true
--input - --output - --decode --buffer -S
Hello World

PowerShell

PS C:\> $encrypted | aws-encryption-cli --decrypt --wrapping-keys discovery=$true
--input - --output - --decode --buffer -S
Hello World

B
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EEILBROPEEARL =23 @F, NETRIEHELTI DODOIOR Y RTRITTHEETESE
9,

AOHERERIC, --input BRT --output NTX—ZRIZIE - EAFBY. COIX RIF --
encode N X—Z&FERALTHAZITI—RL, --decode NFX—REFERALTADETI—
RULET,

Bash

$ keyArn=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ echo 'Hello World' |

aws-encryption-cli --encrypt --wrapping-keys key=$keyArn --input - --
output - --encode -S |

aws-encryption-cli --decrypt --wrapping-keys discovery=true --input - --
output - --decode -S
Hello World

PowerShell

PS C:\> $keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

PS C:\> 'Hello World' |
aws-encryption-cli --encrypt --wrapping-keys key=$keyArn --input - --
output - --encode -S |
aws-encryption-cli --decrypt --wrapping-keys discovery=$true --input
- --output - --decode -S
Hello World

BROIAZ—F—DEH

COFITIE, AWS Encryption CLI TTF— R ZRBSILE LVES TR EEICEBONAZ—F—%F
A325%EZRLET,

BROYAZ—F—Z2FALTTF—2ZBSLTdE, VThHAODNAR—F—ZHALTTF—2R%
BETEET, COHBTE. NAZR—F—0D 1 2NFEATELRLLTET—XZHESTEXT, B
SlhENLET—R2BHO CRETRZIFEAWS V-3 COHKTE, ALU—>3>oX
AZ—F—#FEALTTF—22ES{LTEXT,
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BEONAZ—F—THEELTIES, BIONAXR—F—HNRBRBZREEZRELET, T,
T—EOBESHICEAEINDT—XF—ZEHLET, BYOIYAZ—F—G., 7L—2FTFAMD
T—RF—ZBESHULET, BRELTBSNIBESLEhEXY IR, BES{tehEtTF—X
&, BYARAE—F—IZHLT1 2F2OBWSILENETF—EF—DEENFBENET, FRIIOIA
B—F—HDNT—RF—ZERLELEMDIDEST, VThOYAR—F—E£ET7—RF—0D12%E
STE, ThET—FF—DESICEMATIZIEANTERT,

3DDNAR—F—ICRDEESIL

COOANV REITE, 3DODAWS U—23>0D3 20TV EYIF—%FERHL T Finance.log
774N EBSILLTVET,

chlk, BSltEhi Xy t—2% Archive AL ORNVUICEEIAAET, COOANY RTR,
T4V OAEMETREEZEERTIC --suffix NTX—REFEALTVBRLH, ABTTAILE
EHDT77AINBREDY A

—cOAN> RlE, --wrapping-keys NTX—REFM 3 DD key BHEEZFEALET, ILITY
RTERED --wrapping-keys NTX—REZFERTDEETEEXRT,

OJ7 740 %ZES{tTSDEHIC. Encryption AWS CLIEV ARNDHRHINOZYE T F—
IC$keyl, F—ROBBNHICERATEZIT—EF—DEREROET, KIZ, HOZTSvETH—
ZEERALTCRAULF—2F—0O7L—FTFANIE—ZBSILLET, HAT7 7ML OES{LENE
XY=l BELENEI DOF—RXF—NITXTEENRTVET,

Bash

$ keyl=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab
$ key2=arn:aws:kms:us-east-2:111122223333:key/0987ab65-43cd-21ef-09ab-87654321cdef
$ key3=arn:aws:kms:ap-
southeast-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3cad

$ aws-encryption-cli --encrypt --input /logs/finance.log \
--output /archive --suffix \
--encryption-context class=log \
--metadata-output ~/metadata \
--wrapping-keys key=$keyl key=$key2 key=$key3

PowerShell

PS C:\> $keyl = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'
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PS C:\> $key2 = 'arn:aws:kms:us-
east-2:111122223333:key/0987ab65-43cd-21ef-09ab-87654321cdef"

PS C:\> $key3 = 'arn:aws:kms:ap-
southeast-1:111122223333:key/1a2b3c4d-5e6f-1a2b-3c4d-5e6fla2b3c4d’

PS C:\> aws-encryption-cli --encrypt --input D:\Logs\Finance.log °
--output D:\Archive --suffix °
--encryption-context class=log °
--metadata-output $home\Metadata.txt °
--wrapping-keys key=$keyl key=$key2 key=$key3

COOX > RIEE, Finance.log 77 M) OBES{tEhiz-OE—ZESL., ThE
Finance.log.clear 4 LU KU ® Finance 77 A IICEEIAALE T, 3 TRES{LEhEFT—
REESTDICIE AWS KMS keys, L 3AWS KMS keys 2, EEEZ0OH 7Y NEETES
T, cDHITEFE AWSKMS keysZ 1 DEFEELE T,

T—RNES AWS KMS keys (CfEH 3% AWS Encryption CLI IZ3§R9 B ICIk, --wrapping-
keys/IN\TX—2 D key B ZFEALET, TESTBHE AWSKMS keys, F—BHOERF—
ARN THBUENHVET,

AWS KMS keys $E7E L 7= T Decrypt APl ZHRVOH T 7V AFANBETT, FHMICOVTE,
FTAWS KMSIZH 92 E 7 VA NO—)y #3RBLTLEE L,

RARNTZO9F14RELT, ZOHITIEE --max-encrypted-data-keys NTX—XZFEHAL T,
EE L ENET—AF—DENZITEDILREBXAYE—DNESEERLET, cOHITR, B
ICZvEITX—Z 1 DEGEALETH, BESEhiXyE—2IC@., BSEEICFERAE O
23200TYEYIF—EIC12FD, BEF3 DOBEILENETF—RF—HNBYET, BEL
ENETF—RF—OFERRFLFEUBEHFERE G BE) ZEELET, SXYNEVRAKEZIEET
&, IRV REFEXBUET, HFHICOVWTE, "BStEhiET—2F—0FR) 25BLTLKE
=L,

Bash

$ aws-encryption-cli --decrypt --input /archive/finance.log \
--wrapping-keys key=$keyl \
--output /finance --suffix '.clear' \
--metadata-output ~/metadata \
--max-encrypted-data-keys 3 \
--buffer \
--encryption-context class=log
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PowerShell

PS C:\> aws-encryption-cli --decrypt °
--input D:\Archive\Finance.log °
--wrapping-keys key=$keyl °
--output D:\Finance --suffix '.clear'
--metadata-output .\Metadata\Metadata.txt °
--max-encrypted-data-keys 3 °
--buffer °
--encryption-context class=log

AVVT7RTOBESLEES

COHITE, AOUTNT AWS Encryption CLI 232 5% 2 RLET, F—RERBSLELE
BEEIBDETORAVIT N, FEETF—2EE7OCAO—BELTHEBILELRFESITDIAIUS
NZERTEEXRT,

COPITRE. AOVZ7NEAT774IM0IL I a2 204G, EMLTASES{LL, BE{tEh
2774)% Amazon S3NNT Y MCOE—L&ET, COARTVTRNEBTI 7ML ZRZ ICAETS
2, TS ZERICESLTRATERT,

774N ZEMLTESLTREER, BSILIRFNICERMIAZENHYET, BUYICESLEH
ETF—2EMTEEREA,

/A Warning

=LY RNTF—REEBOHDI—H—ICL 2 THBE D AEMEOHZDT—2OMA%E
% TR EEMIBEEFIENYVETT., EMENET—R0OBRYT A A, Ro2T*Z
OAVTFUVICRT2RBEBEREZHASH ICTDAEMEA B KT,

Bash

# Continue running even if an operation fails.
set +e

dir=$1
encryptionContext=$2
s3bucket=%$3
s3folder=$4
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masterKeyProvider="aws-kms"
metadataOutput="/tmp/metadata-$(date +%s)"

compress(){

gzip -gf $1
}
encrypt(){
# -e encrypt
# -i input
# -0 output
# --metadata-output unique file for metadata
# -m masterKey read from environment variable
# -c encryption context read from the second argument.
# -v be verbose

aws-encryption-cli -e -i ${1} -o $(dirname ${1}) --metadata-output
${metadataOutput} -m key="${masterKey}" provider="${masterKeyProvider}" -c
"${encryptionContext}" -v

}

s3put (){
# copy file argument 1 to s3 location passed into the script.
aws s3 cp ${1} ${s3bucket}/${s3folder}

}

# Validate all required arguments are present.
if [ "${dir}" 1 && [ "${encryptionContext}" ] && [ "${s3bucket}" ] &&
[ "${s3folder}" ] && [ "${masterKey}" 1; then

# Is $dir a valid directory?

test -d "${dir}"

if [ $? -ne @ ]; then
echo "Input is not a directory; exiting"
exit 1

fi

# Iterate over all the files in the directory, except *gz and *encrypted (in case of
a re-run).
for f in $(find ${dir} -type f \( -name "*" | -name \*.gz ! -name \*encrypted \) );
do
echo "Working on $f"
compress ${f}
encrypt ${f}.gz

B
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done
else

fi

rm -f ${f}.gz
s3put ${f}.gz.encrypted

.
’

echo "Arguments: <Directory> <encryption context> <s3://bucketname> <s3 folder>"

echo " and ENV var \$masterKey must be set"

exit 255

PowerShell

#Requires -Modules AWSPowerShell, Microsoft.PowerShell.Archive

Para

(

m

[Parameter(Mandatory)]
[ValidateScript({Test-Path $_3})]

[String[]]
$FilePath,

[Parameter()]
[Switch]
$Recurse,

[Parameter(Mandatory=$true)]
[String]
$wrappingKeyID,

[Parameter()]
[String]
$masterKeyProvider = 'aws-kms',

[Parameter(Mandatory)]
[ValidateScript({Test-Path $_3})]
[String]

$ZipDirectory,

[Parameter(Mandatory)]
[ValidateScript({Test-Path $_3})]
[String]

$EncryptDirectory,

[Parameter()]
[String]

B
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$EncryptionContext,

[Parameter(Mandatory)]
[ValidateScript({Test-Path $_3})]
[String]

$MetadataDirectory,

[Parameter(Mandatory)]
[ValidateScript({Test-S3Bucket -BucketName $_3})]
[String]

$S3Bucket,

[Parameter()]

[String]
$S3BucketFolder
)
BEGIN {}
PROCESS {
if ($files = dir $FilePath -Recurse:$Recurse)
{

# Step 1: Compress
foreach ($file in $files)
{

$fileName = $file.Name

try

{

Microsoft.PowerShell.Archive\Compress-Archive -Path $file.FullName -
DestinationPath $ZipDirectory\$filename.zip

}
catch
{
Write-Error "Zip failed on $file.FullName"
}

# Step 2: Encrypt
if (-not (Test-Path "$ZipDirectory\$filename.zip"))
{
Write-Error "Cannot find zipped file: $ZipDirectory\$filename.zip"

}

else

{

# 2>&1 captures command output
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$err = (aws-encryption-cli -e -i "$ZipDirectory\$filename.zip" °
-0 $EncryptDirectory °
-m key=$wrappingKeyID provider=
$masterKeyProvider °
-c $EncryptionContext °
--metadata-output $MetadataDirectory °

-v) 2>&1

# Check error status
if ($? -eq $false)
{

# Write the error

$err
}
elseif (Test-Path "$EncryptDirectory\$fileName.zip.encrypted")
{

# Step 3: Write to S3 bucket
if ($S3BucketFolder)
{
Write-S30bject -BucketName $S3Bucket -File
"$EncryptDirectory\$fileName.zip.encrypted" -Key "$S3BucketFolder/
$fileName.zip.encrypted"

}

else

{
Write-S30bject -BucketName $S3Bucket -File
"$EncryptDirectory\$fileName.zip.encrypted"

}

T—AF—F vV IOMEH

COBITE, ZBOTVT7TAINEESHKITRDINRTT—EF—F vy 12FALET,

77 # )L N Tk, Encryption AWS CLI (B8 KT D /N—= 3> AWS Encryption SDK) &, EES1t
TRT7AINZEIL—BOTF—IF—ZERLET, EARL—23VII—BOT7F7—2F—%FH
TRORBESILORARNTZIVT1AATEN, —BORATERENETF—XF—OBFNANFEE
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NEJ, T—EF—F v V21 ZBFLTVIEERE, EFIUTAIVDZT7ICHEHRLT, 77V
T—2aioteFiVT A EHEEBEL, BYZEFIVTALEWVMEZHMLTSEZL,

ZOBITIHR, YAZ—F—TONAEADU I TANOEEERS T EL LT, F—RF—
FvvYIRBEAARL -3 EBRILLET,

COBOIR RIF, BB D/NEBOVTI7AINEECEROT T TFALIN) ZFEOKE
BFALYN)EBSLET, BAOIT Kk, AWS KMS key ® ARN % keyARN Z581 1 2
FLET, 2FBBOON >V RE. ABFALINIARAOIRNTOT77M4)LZ2 (BRIIC) BS{ELL,
T—HATFALIRNVICEEIARET, COONYRTEE, --suffix NTX—RZFEHALT
.archive Y7 1 v OV AZEBELE T,

--caching NI X—RR@F—EZF—F v v 21 Z2BMMILET, DUTIOT7AIREBTRE—E
ICEBOTF—2F—2FATHERBVED, FYYI1RAOTF—XF—0OFZFIPRT S capacity
BHE1ICEEETINET, Frv>1echiTF—XF—OFEATERBZRET S max_age BHER
10 RICERELET,

ZF 7S 3> M max_messages_encrypted Bk 10 BAOX Y £—JIZRETNATVSDEH, 1 D0
F—=RF—N10EULLO 77/ EBEALTEIEOICFERAEThZILRHYELA, ETF—F2F—
THESILTRD 7 7ML BEHRIZDET, I—T— XX NRETIhLBEESICHEEZZITRT77A
IOBZERST_ENTEXRT,

ARL—FAVIATFALANERTHO777AIIICHLUTCOIAN Y RZRITITBICIE, EBET
2 AT (Linux Tk sudo., Windows Tk [BEEBEEE L TET) MBELRBENHYET,

Bash

$ keyArn=arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

$ aws-encryption-cli --encrypt \
--input /var/log/httpd --recursive \
--output ~/archive --suffix .archive \
--wrapping-keys key=$keyArn \
--encryption-context class=log \
--suppress-metadata \
--caching capacity=1 max_age=10 max_messages_encrypted=10
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PowerShell

PS C:\> $keyARN = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab'

PS C:\> aws-encryption-cli --encrypt °

--input C:\Windows\Logs --recursive °
--output $home\Archive --suffix '.archive'
--wrapping-keys key=$keyARN
--encryption-context class=log °
--suppress-metadata °

--caching capacity=1 max_age=10

max_messages_encrypted=10

F—RAF—F VY YVII1OMRETANTEEHIC, ZDHITE PowerShell ® Measure-Command
NRLYRNEFEALET, F—RXF—F vV 1RBLTIOPHEERFTIDE, ZTICH2HH
WET, cO7OARK. FALOINJROT7T7Z7AIINEIZHFLVWF—2F—%2ERKLET,

PS C:\> Measure-Command {aws-encryption-cli --encrypt °

Days

Hours
Minutes
Seconds
Milliseconds
Ticks
TotalDays
TotalHours
TotalMinutes
TotalSeconds

TotalMilliseconds :

: 0

0

: 0

: 25

: 453

: 254531202

: 0.000294596298611111
: 0.00707031116666667
: 0.42421867

: 25.4531202

25453.1202

--input C:\Windows\Logs --recursive °
--output $home\Archive --suffix '.archive

--wrapping-keys key=$keyARN °
--encryption-context class=log °
--suppress-metadata }

B
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T—RF—FYVI1ZERAIRE, BT FF—ZER10EOT77AIILICHRLTE, LEAR
BIZBEWET, COONVRERTIRETIC12HEN D ST, NAX—F—7ONMZNOHT
HUBEHZTOED 1/10 IZES LEL I,

PS C:\> Measure-Command {aws-encryption-cli --encrypt °
--input C:\Windows\Logs --recursive °
--output $home\Archive --suffix '.archive'

--wrapping-keys key=$keyARN

--encryption-context class=log °

--suppress-metadata °

--caching capacity=1 max_age=10
max_messages_encrypted=10}

Days : 0

Hours : 0

Minutes 0

Seconds 11

Milliseconds . 813

Ticks : 118132640

TotalDays : 0.000136727592592593
TotalHours : 0.00328146222222222
TotalMinutes : 0.196887733333333
TotalSeconds : 11.813264

TotalMilliseconds : 11813.264

max_messages_encrypted OHIRZ#MEBRIZDE, INTOT7AIUNBEALTF—RXF—CTHESILE
NET, COZETE., 7OLARKBICESRLEIT, F—2F—0BRACHESVRIFEFY
£9, LEL, NAX—F—70ONA(HAOFCHLEEF 1 BICHEY FT,

PS C:\> Measure-Command {aws-encryption-cli --encrypt °
--input C:\Windows\Logs --recursive °
--output $home\Archive --suffix '.archive'

--wrapping-keys key=$keyARN °
--encryption-context class=log °
--suppress-metadata °

--caching capacity=1 max_age=10}

Days : 0
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Hours : 0

Minutes 0

Seconds : 10

Milliseconds . 252

Ticks : 102523367

TotalDays : 0.000118661304398148
TotalHours : 0.00284787130555556
TotalMinutes : 0.170872278333333
TotalSeconds : 10.2523367

TotalMilliseconds : 10252.3367

AWS Encryption SDK CLIBXENTX—ZUT7 7L 2R

COREY TR, AWS Encryption SDK OAX Y RTA AR —T7 T4 A (CLlI) DFEAICEKILD
BXOFZERL, NTA—=RICOVWTHEICHBLET, SYEITF—BRTFTOMD/NT X —
ZOANILTIZDWTIE, TEncryption AWS CLI OFER A% 25BLTLSEEV, I O2WTR
FEncryption AWS CLI Ml ; 2B L TLKEETV, T2HBRFIXNIDOVWTIEE, "TRFI XY
he5El, Z2RLUTSEZL,

NEY D

- AWS BES1{t CLI X

« AWS Encryption CLI AX > RSA 2 I\NTX—A
- BEBNTX—X

AWS 51t CLI #8X

Zh 5 M AWS Encryption CLI #3 K&, AWS Encryption CLI TE{TT2ERXAVDEXZRL T
W&E T, Encryption CLIAWS N\—2 32 2 Ax IBOERBXZXRLET,

LLVEFIUT A #EEF. £ E&EE AWS Encryption CLI/NN—2 32 17 x B KRV 2.0x TU—
AEhELE, 2L, AWS Encryption CLI /N\—23 2 18 x E/N—2 32 1.7.x AWS ICEZE #D
V). Encryption CLI2.1.x l& 2.0x ICEE#bD V) ET, FMIC DV TEE., GitHub ® aws-encryption-
sdkcli URZ N THEETD X1 VT AT RNAFUESRLTSEZL,

(® Note

NFX—BZOFHBICERHENTVRIERZRE, ENFX—FRELEERRE, FINRT
1EOKERATEERT,
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NIZX=ZHFFR—RLTWEVEMEZERATSHES. Encryption AWS CLI EZDHR—K
ENTVWEVEMHZESERIS B LU TEELET,

ANILTDORR

NTA—ZOHPBZETTLS AWS Encryption CLI X ZHEB TSIk, --helpFEild =24
Fﬁl/ig-_ho

aws-encryption-cli (--help | -h)

N—>3a>nEmaE

Encryption CLIAWS 4/ > AR=)ILON—2 3 BEFSEZMEBITSICEFE. ZFEALET--
version. Encryption CLIAWS OFEAICEET 5 ER., BMEOHRE, E NORBEZITSES
F. BT N=—2arzE8dTEEL,

aws-encryption-cli --version

T—RERSLTS

ROBXOBIE, encrypt AN RTHEATBINTX—RZRLTVET,

aws-encryption-cli --encrypt
--input <input> [--recursive] [--decode]
--output <output> [--interactive] [--no-overwrite] [--suffix
[<suffix>]] [--encode]
--wrapping-keys [--wrapping-keys] ...
key=<keyID> [key=<keyID>] ...
[provider=<provider-name>] [region=<aws-region>]
[profile=<aws-profile>]

--metadata-output <location> [--overwrite-metadata] | --suppress-
metadata]
[--commitment-policy <commitment-policy>]
[--encryption-context <encryption_context> [<encryption_context>
.11

[--max-encrypted-data-keys <integer>]
[--algorithm <algorithm_suite>]
[--caching <attributes>]
[--frame-length <length>]

[-v | -vv | -vvv | -vvvv]
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[--quiet]

T—RZ2BSItTD
ROBIXOBIE, decrypt AN RTHEATBDINTX—XRZRLTVET,

N—23218x Tk, ESH®D --wrapping-keys NTX—R@FF7>a>TIHNHEREhZF
T N—232 21 x LABRIE, --wrapping-keys NTX—E N BEEILHE LVCESRICSKEL
BVET, AWSKMS keysDIFE., key BHEZFERALTIVYEITX—2IBETEH RAKNT
S 97 1 R), discovery B % true [CFREL T, AWS Encryption CLI A TE2SvE> Y
F—ZHPRLEL A,

aws-encryption-cli --decrypt (or [--decrypt-unsigned])
--input <input> [--recursive] [--decode]
--output <output> [--interactive] [--no-overwrite] [--suffix
[<suffix>]] [--encode]
--wrapping-keys [--wrapping-keys] ...
[key=<keyID>] [key=<keyID>] ...
[discovery={true|false}] [discovery-partition=<aws-partition-
name> discovery-account=<aws-account-ID> [discovery-account=<aws-account-ID>] ...]
[provider=<provider-name>] [region=<aws-region>]
[profile=<aws-profile>]

--metadata-output <location> [--overwrite-metadata] | --suppress-
metadata]
[--commitment-policy <commitment-policy>]
[--encryption-context <encryption_context> [<encryption_context>
.11
[--buffer]
[--max-encrypted-data-keys <integer>]
[--caching <attributes>]
[--max-length <length>]
[-v | -vv | -vvv | -vvvv]
[--quiet]
BE77AILDOEA

NSX—RETDEARMENTVAIRETI FAILESRBTEET, ChidE, IYY RTNS
X—BEBEANTDOIHAYLET, BIICO2VTR, BET7ANCNSA—RERETDS
EESBLTLEE,

aws-encryption-cli @<configuration_file>
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# In a PowerShell console, use a backtick to escape the e@.
aws-encryption-cli “@<configuration_file>

AWS Encryption CLI ANY > R4 /NTX—&

CDOVUARNIZEE, Encryption AWS CLIOX Y RINZX—ROEARNBHPARBHENTVET, 5
MARFRBAIZ DWW TIE, aws-encryption-sdk-cli D RF I A R EZSBLTLEEL,

--encrypt (-e)

ADTF—RzZ2BSILLET, INTOIN RIC, --encrypt, --decrypt, --decrypt-
unsigned N X—2OWVWIThHAHNBETT,

--decrypt (-d)

ADNTF—22ESLET, INTOINY RIZ, --encrypt, --decrypt, --decrypt-
unsigned NS X—Z2OWVWITNHAHNBRETT,

—decrypt-unsigned [/N\—> 32 1.9x B RV 2.2.x TEA]

--decrypt-unsigned NI X—& T, BS{tTFARNZESL, BESUHEIICXY E—IHE
BBLTHBDCEZMRBLET, cONTXA—ZEF, --algorithm NTX—RZFEAHL., T—
BEBSTRIEOOTFIRINBELELOTILIVALASA—NZEBRLUEBEICERALET,
BEILTEFARNBREENATWVWSREHES, EFLEFXKLET,

--decrypt £7zl& --decrypt-unsigned ZERSLICEATEXRTN, MAELEFEATDI L
FTEEREA,

—wrapping-keys (-w) [/N\—2 32 1.8.x TEA]

BELeBTOARL—2a 0 THEATDIVEJF— (NAZ—F—) ZEBELFET, &1
N> RTEB®D --wrapping-keys NTAXA—2ZFEHTEET,

N—=232 21.x BABl&, --wrapping-keys N X—Z BN RELVTESHLINT
REFICHEERYET, N—232 18x TR, BS{LIAN> RIZIE --wrapping-keys 1=
(& --master-keys NIX—R—HFHETT, N—23 2 18x DESLOIAN> RTR, --
wrapping-keys NI X—RBE A7 a>TIHNHRBEIhET,

NDARLDYAR—F—TONAMRX—%ERTRHEE, BHEHLEEFTOIN RTR, key B&
¢ provider BN HETT, ZFEHATHHES AWS KMS keys, BEFILIN > RICIEK key BHEA
PBETT, BEFINV RTE, true fED key B, F/=(F discovery BUENBETT (MAT
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FAEW), EFEIC key BEZEMEAT D Z AN, AWS Encryption SDK DRARKNTZ 0T 1 AT
T Amazon S3 /AT Y KX Amazon SQS F1—KHDOX Y =R E, BLUAKADBEVWXY E—D
ONY FZEESHKTRIEEEF. CNHBICEETT,

AWSKMS YILFU—23a>rF%F—a2ZvE IF—ELTHERITZDFZEOHICOVTIE, T %
SRLTILKETVWIILFU—=23 2 0FEH AWS KMS keyso

B --wrapping-keys NTX—ZD{ERK, UTOBMETEREhET, KX
attribute_name=value TY,

key

ARL—23TCEATRISVETF—ZRBBILET, X, key=ID DRT7TTF, & --

wrapping-keys N X—Z{EIC, B D key BHEZIEETEET,

s BSILONY R IXNTORBS{HLIANY RICE key BN YETT, BS{LINY> R AWS
KMSkey T 275546, T—EBMHEOERK, ¥—ID. F—ARN, T/ UTRAE,
FEEFEIAVTAARN TY, AWSKMS F—FBBIFOFEMICOVWTIE, " AWS Key
Management Service XA Y /N—H A Ry O "F—8AlF1 2RBLTLEEV,

« H5ON> R: AWS KMS keysTEF T B35S, --wrapping-keys /NZ X—Z Tl key
EBMZEF— ARN ICT DA, discovery BMZ true ICTHAHENHYWET (MATRE
WMo key BHEZBERAT S Z &N, AWS Encryption SDK DRARNTZI9FT 41 ATT, HA
BLADYAZ—F—7TONA X —TESILTEES. key BHRHETT,

(® Note
BEIONYRTAWSKMS ZYEYIF—ZEETBICIE. key BHEDEDN F—
ARN THEBENHVYWET, ¥—ID, TAUTRE, EFREIAJT7AXARN Z&
A9 %54, Encryption AWSCLI kT v EVIF—%2RBEBLEE A,

& --wrapping-keys NTX—Z{EIC, BEOD key BHZIEETEET, L, --
wrapping-keys /N5 X—2& ® provider, region, profile Bk, TONTA—REOITNT
NZVEVITF—ICERAEhE T, Ex3EREZE >ZYEJF—2EEETSICE. OX
> RTEB® --wrapping-keys NS X—2ZFEALET,

discovery

AWS Encryption CLI A" EE DO AWS KMS key ZFERAL TX Y E—2ZBSTEDELSICLE
9, discovery MEIE, true £k false ICTRDENTEET, F7 4 MEWK false
T, discovery B, #5ANRT, YAZ—F—7ONAH—H AWSKMSD &£ & (Z
NDHEMTTY,
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TEST3HE AWSKMS keys, --wrapping-keys/ N\TXA—ZRICEF—BHEELE
NEZFOREBUNVETT true (AHTRHVELA ). key BEZFEATSHEE
(. discovery B % false ICL T, REZHATWICIERTEET,

« False (7 #J)LK) —discovery BHENMEEE A TLWEVDS, TOEDN OiFEfalse,
AWS Encryption CLI [& --wrapping-keys/V\Z X—2 M key BT AWS KMS keys $§7E
Thi OAZFERALTXYE—2%ZEBSLUE T, discovery Z false IZL T key BEZETE
ELAWE, EEOV REXBMULET, ZDIE Encryption AWS CLI DRA KT S Y
TAAEHR—RNLTVET,

« True — discovery B DEAN OB Strue, Encryption AWS CLI IFEEFIbE hiz Xy 2—
TDAZRFT—2 AWS KMS keys B'S AWS KMS keys ZEIf L., ThsZzERAL TXY
t—2%2EBEBLET, DEEFOREEMtrueld, EERHICTYE X —%2IBEETEL
A2EN—=232 18x KWHEIO/N—2 3> 0O AWS Encryption CLI D& S ICEIEL E T,
L., ZERATHER AWS KMS key (BRI T, discovery Z true IZL T key B
ZEETDE, BEEONV REXREBLET,

CDtruefBZEET S AWS PHU >~ &, Encryption AWS CLI A& X EE SR
1)—>3>2 AWS KMS keys T ZERT A, 1—F—HNFERAITBHERI &L AWS KMS
keys ZFERAL XD ETHAEMN BV FT,

discovery & MiF&true, discovery-partition J& 4 & discovery-account B &AL T,
AWS KMS keys T2 £ AWS PHIY N EELE ROEDICHBRTBDHARANTSY
F1ATY,

discovery-account

55 AWSKMS keys IcfEFI T2 %, lsEEni AOEDICHIRLET AWS FHOU K,
DEMTEMNBELAWS THINIDDHKTT,

COEMERFTS 3> THY)., discovery B AWS KMS keys A" ICEREtrued
n. discovery-partition BN EEENTVSD ES AN RTOHEMTT,

% discovery-account BlE 1 DO AWS 7HU N ID DAZERYETAH, AU--
wrapping-keys/\o X—X THEB® discovery-account BEZEETEE T, HED --
wrapping-keys NS X—RTIETEIIXNTOTHINE, BELEAWS N—FT 1> 3
CHILEETRIHBENHYET,

discovery-partition

discovery-account BN T HI RO AWS N—FT 1423V ZEELE T, TOE
(. . aws. aws-cnBZED AWS N—T 123 THBILENHY) £FJaws-gov-cloud,
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FHMCOVWTIEE, TAWS D7 7L>2AL @ "Amazon VY —AFx—LA #ZRLTL
e L\,

CDEMF. discovery-account B ZFER TR EEHETT, & --wrapping keys /T
X—BZIEE TE % discovery-partition N\—F 4> 3>k 1 223 TT. EHON—F 13
AWS TAHIUKN T RIBETDICIK, BI® --wrapping-keys N X—XZFEHL
9,

provider

NAZ—F—7ONAF—"EELET, EX&E. provider=ID ODRT7TT, 74 NED
aws-kms l& 2R L ET AWSKMS, COEMEF., YARXR—F—7ONAFZ =D FS5TEWVE
BIZOHMBETT AWS KMS,

V—>3>

AWS U—3> O #BEIL =T AWS KMS key, = DEHR L TOXEWTT AWS

KMS keys, key OFEBIFARBED) -3 ZRLTVWERVESICOAFERAE N, Thi
NHZEERERENETT, cNZFERATHE, AWSCLIBRIFZEZ7O774ILOFT7 )L~

)—a N LEEEENET,

profile

AWSCLI ZBEIRE7O7 74 EBILET, COBME CHLTOXAEMNTT AWS KMS
keyso ZOA77AIINDI—=23 2k, key OBFFABEN)—2a>z2RLTHST, OX
> RIZ region BN B WVWESICOKMEAETNE T,

--input (-i)

BELELERBES TR T—FNGEMEEELET. CONTX—ZEHETYT, EETEDE

E. Z74IUDTFALIRNIADODNA, EET77A4IILEBONZ—2TT, A R (stdin) I2/Y

A1EVTADTREER. - 2EALFT,

ADFFELBEVEE, I7—FEREBEALTIONRAIEEREICETLEY,

--recursive (-r, -R)
ABFALIRNIEFOYTFALINIIEHDTTALNTARL -3 2RTLET,
DINTA—=&FE, --input DEHFTFALIRNIDFZEIIXETT,

--decode

Base64-encoded AhZF1—RLFE T,
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EEE NIV O—RENEXY E—J2EE T2 B8, ASTHMCXY £—I&F0—
RTBUBHBYET. ChENSX—RIC&L I TETENET,

ez, BBILIN RT --encode NoX—RZFALEHEE. /MEITHEFTIV R
T --decode NFX—ZZFERALET, £, CONTFA—ZZFEAL T, Base64 TIL
Od—RENEANZEBILTDEIICTI—RIZDEETEET,

--output (-0)

HAORZIBELET. CONTX—REFEHBEATT, EICE. BEOFALIRNI, 7714IA.
FEEON R A (stdout) ICH D ZEZIAL - ZFEATEE T,

BELEEAFALIRNIABEELEVEE, OV REEBLUET, ADCHTFa4LIKNY
FEFENTWVWSIES, Encryption AWS CLI FIEELEHATFALIRNVOTICHTFAL UMY
ZBBELET,

77 # )L N TR, Encrypton AWS CLI GRIUBRID 7 7ML ZLEELE T, COBEZEET
A2k, --interactive £#1F --no-overwrite NTX—&ZFEHALET., LEEDELESE
ERLBVESICTBICE, -—quiet ISA—REBALET.

(® Note
HA7 742 LEEIRZONY RIKRBMULIEBE, HAT7 7 AILBHIBRE KT,

~AVBRSUT 14T

774N LEEITRHICTOVT MAKRTENET,

--no-overwrite

J77AINBGEEEEhELEA. RDYIZ, HAOT77AIUNFETSHESE. Encryption AWS
CLIGMISTDANZARAFY TLET,

74V IR

Encryption AWS CLI AMERT B 77 AILDAARABZLT7FAINBEDOH T 1Y OV RAZBELE
T Y74V OANBVZEEZRTICE, EOBRWNT X=X (--suffix) ZFEALET,

FT7A)IKNTRE, --output NTX—=RTT7AIINBHIEBEEhBZVEE, HAT77M4ILAE
FRILBTFOAAT7AINBICH T4V OREMALEDICEYET, BS{LIN ROY
749 9RIF .encrypted TF, EFEIANROYT7 1 v VAW .decrypted TF,
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--encode

Base64 (NA FTUASTFAN) IVIA—F 142 J2HACERALET, I>O-F12 T
KD ITIKRANTOTZ LN, HATFARNDIEASCI XNFZRO>THRIDDEMHER
ERD

HAOZBIOAXY RIENAED T, EFEEERICREFETRHEETE. BStehizlhz
stdout (--output -) 4FIC PowerShell A2V —J)LIZEEIAT L ERONTX—FZFEAL
£9,

--metadata-output

BEARL -3V CBIRIXRT—2OBMERELRT, NAETFAIILEBZADLE
T TALORNIABRELBEWVWEE, OV RERBLET, IV RT A2 (stdout) ICX X
T—REEEIACICE, - ZEALET,

BUON>Y RTON RED (--output) EXXF—RH N (--metadata-output) Z stdout
ICRBIRTDEWRETEERLA £, --input X --output DENFTFALIRNI (77A4ILB%
L) DEBEE, XXF—2HBHZRALUFALINVELEETEOFALIONIOYTFALIRNY
ICEBZERALZERETEFRE A,

BEO77AINEEETDE., T7 4 KNT Encryption AWSCLI 7 74RO ITXNTHI
TOVICHULWXRF—RLO—RZEMLET. COMEZFERTRIE, IXTOBESILANR
L—>3 OXRTF—ZFEMENT1 DOT77AINZERTERT, BFO7 740 T
VB LFEETBICIE, --overwrite-metadata NTX—REFEHLET,

AWS Encryption CLI &, N> RAFERITIBEEILERLFESARL—>3 > T &2 JSON F
XOXZF—RLA—REZRLET, FEXXF—ZLOA—RIZE. ABT77AILEEDHTTA
L, BELXIVTFAN, PLIAVAXLASA—N, EFIVT A BEEZF LLTVWILES L %
BRELARL =23 2BRIDEHICHEATEITOMHOERBEBERANOTEE/NANEEN
£9,

--overwrite-metadata

XRF—=BOHAT7T7ANTIATOYNLEEEESNETT, T7FIBNTIE, --metadata-
output NIX—=BRET77AIIAROBREOI T UOVICAZRF—RZEMLET,

--suppress-metadata (-S)

EELELERESARL—3aVICETRIXET—2Z2MHLET,
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--commitment-policy
ESUBLCESINROIOIY MXAV IRV —ZEELET, ASY XV RNRUD—

., F—OSY AR EFIVT A HEZEAL TXYE—PZBESHUHBIVCESILIZHE
SHERELET,

--commitment-policy N X—RRE/N—232 18x TEAThELL, BESILION REE
SN RTERMTT,

N—23> 1.8x AWS Tl&. Encryption CLI T XTOESIELELVESARL—3>
l_forbid-encrypt-allow-decrypt XY "X MNRUS—%FEHLET, --wrapping-
keys NTXA—BZ2BS{tIN RELFESIN RTHEATHEEICIE, fE forbid-
encrypt-allow-decrypt Z#EL = --commitment-policy NTX—ZNHETT, --
wrapping-keys N X—XRZFEALBVHEE, --commitment-policy NTX—RIFEMT
To AZY MXVRNRUS—ZPHARNICERETDE, N—23 2 2AXxANOT Y TIL—REIC
dZY MXRNRUD—HABBMIC require-encrypt-require-decrypt ICEEE i<k
VET,

N=232 21 x BBk, IXTODAIY MXY KRRV —OENFYR—RNEhET, --
commitment-policy NZX—REA7>a>ThHv). 77 %)L MEWE require-encrypt-
require-decrypt T9,

CONTX=BRIZERODEN BV ET,

- forbid-encrypt-allow-decrypt —F—1ZY MXU KNTHEBILTD LR TEFER A,
F—OAZIYMAURINERAESATVWIAESIHICAI DS T, BE{LEhEBSETFANE
BEILTEERT,

N—23218x TR, NI HE—DOBREIETT, AWS Encryption CLI &, TXTOESL
BRUOESARL—> 3 forbid-encrypt-allow-decrypt I Y RX KRRV —%
FEALEY,

- require-encrypt-allow-decrypt —F—AZY RXV NTHES{HLET, ES5LEF—
XY MXMNOBERICEBRE<SITIDODINET, COERF/N—232 21X TEAEThEL L,

« require-encrypt-require-decrypt (F7#)LKN)—F—AZY RXV NTOXESHEE
LTEBMNTONET, COBRN—T32 21xTEAEhELE, N—232 21.x B
Tk, D TF7FI)INMETT, COETIE. Encryption AWS CLI EBION—23 >0 T
EEtE NS XZES L EEA AWS Encryption SDK,

OZY RMXYRRDD—OBREOFHFMICOVWTE., "ORIT AWS Encryption SDKy ZZBL T
<EZL,
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--encryption-context (-c)
ARL—232V0BESIOVTFARNEZEEELET, CONTAXA—ZBFMETREH)ELAN,
EREhTVET,

e -—encrypt NV RTE., 1 DERLFEHOD name=value R7ZAILET, RT7ZX43
Lk, AR—RAZFEALET,

« --decrypt N> RTFk. name=value R7, EOBZW name EER., FLEZOHEAZAL
LErT,

name R7 ® value ¥ name=value ICAR—ARXHEEXENEENTVWIHEE, RT72
HESI AR TEAET, HlXE. --encryption-context "department=software
development",

—buffer (-b) [/N\—2 32 19x B KV 2.2.x TEA]

FORNBENBEETDHEEORIEEED T, IXNTOADNLUEBEALERBICOKTL—2FF
ANNIBRENET,

--max-encrypted-data-keys [/N\—2 32 19x B KX 2.2.x TEA]

EEtENEXYE—2RHAOBESILENETF—XF—DBRABEZEELET, CONTAXA—ZFF
F7>3a>T9,

BMZ{EE 1~65535 TH, CD/INTX—RZEMT S &, Encryption AWS CLI F R AEZE
FALERA, BEENEXYE—TJICE, BA 65535 (2M6-1) DEES(LENEF—2F—%
FRATEEY,

CONTA—RZBEESLINY RTEALT, FTEBERAOAY E-J 2B ENTEFRT,
CchZBFSIONVRTHEALT, BEEOHDXvtE—TZ2rHL. ESTERVSROBS{LE
NETF—2F—Z2BCAYE—DNESHLERBTEERY, FHMEAICOVTE, "TESLEh
ET—2F—0FIR, 25RLTEE,

--help (-h)

ANV RZA D THEABLEBNERRLET,

--version

Encryption AWS CLI ®/N\—> 3 > ZHBLET,
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-V | -vV | -vwV | -vvvv

HHESER, BE. BRTEFNYIXYE—J2KRTLUET, HHOFHE. NTX—2HOD vs
BELEICEMLET, FEFMABRE (-vvvv) l&, Encryption AWS CLI EZNAERTS T
XNTCOAVR—=ZF D STFNYITLARILOTF—RERLET,

--quiet (-q)
HOT77ANELEBELLEEILRREND AV E—JRE, BEXVE—J#IHLET,

--master-keys (-m) [JEHER]

(@ Note

—master-keys /N X—2 (& 1.8.x TIEHERERY, N—2 32 21 x THIREhEL
oo KD VIZ, --wrapping-keys N X—RZFEAL T EEV,

EESLEESOARL -3 THATNDINAZ—F—Z2EBELET. BEHRONAZ—F—N
FX—2Z& IV RTHEATEXRT,

COBEESON RIZE, --master-keys NSX—ZHNFYBETT, chlEHAZRL (AWS KMS
PAD)XAZ—F—7ONA X —2FEALTVREZICOA, EEINY RTHETT,

B --master-keys NTX—2DfER, UTOEMETERENET.,. EXE&
attribute_name=value T9,

key

ARL—23TERATRIZIVETF—ZRBILET, X, key=ID DRT7TT, INX
TORES{EIN RIZIE, key BENRETT,

ES5LIY RAWSKMS key T 2#EAT25EE. F—EBHOER. ¥—ID. ¥— ARN,
TAVTARA. ELEEIAJT7AARN TY, AWSKMS F—EBFOFMICOVWTRE, ©
AWS Key Management Service RO Y /N—HA Ry O "F—E5lF, 25RLTLKLEE

Lo

NAZ—F—=7ONA A= AWS KMSTHWVWEE, EF5IN RICIEF key BENBET
To AWSKMS keyTHESILENLTF—FEZESTHOANY RTR., key BERFFAE= TV
T A

& --master-keys /NS X—ZRMEIZ, BED key BHEZIEBETEE T, L
L. provider, region, & & T profile B, NTX—REONAX—F—FXTICERE
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hET, EBP2EMEEZFOVAZ—F—ZEETDICEK. OV RTEHRD --master-
keys NOX—Z&ZFERALET,

provider

NAZ—F—7ONAEF—=ZBELET., XX, provider=ID ODRT7TF, 7 FI)LMNED
aws-kms l& 2R L ET AWSKMS, COEMEF., YARXR—F—7ONAFT =I5 TEWVE
BILDOHMBETT AWS KMS,

y—vay

AWS U—>3> O #HBBILET AWSKMS key, COEMIE /L TOHKEMTT AWS
KMS keys. key DRI FARBEN ) —23a 2 ZRLTVEVGEICOAERAET A, ThiH
NHEERFERENET, chZEFHITDE, AWSCLIBRIFEZ7O774ILOFT7 )~
)—a N LEEEETNETT,

profile

AWS CLI BRIFE7O7 7 A EBBILET, COBME ICRHLTOAKXEITT AWS KMS
keyse ZO77A4ND) =232, key OB FABEN)—2a>aRLTHE ST, OX
> RIC region BHEA B VBEICOAFERAENET,

=

BEBENTX—2
--algorithm

FILAVALAA—RORBEEELET, CONTX—REAT7>23a>THY), BSALIATY
RTOHEHMTT,

CONTX—Z2EEBET DL, Encryption AWS CLI (£/X—2 3> 1.8.x T AWS Encryption SDK
BAThE OF7FLRNOTILIIVAXALRLA—ROVWThAZFERALET, E550F 7K
FILAdVXLE, HKDF, ECDSABHA. 8LV 256 EY NOBES{t¥—% & AES-GCM &£
ALET, F—OAIY XN, FATKZHZEEFEASNBEVEEN BYET, 74K
DT7INIVAXLRA—RNE, A ROIDZEY "AVRNRUD—ICK 2 TERENET,

FI7ALRNTFTILOAVZAXLARALA—RE, BEAEDBEB{ARL -3 THEELET, 5%
EOUANIDVTR, "TRFIXVHREFET, @ algorithm NTX—ZDEZSRBL TLE
=L,

--frame-length

BEENE7L—LORETHNERBLET. CONTA—RBATa>THY), BSHLI
RNV RTOHREHTT,
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BZNARNTADLET. BHBERE, 0B8RV 1 ~231-1TF, fEOE. 7L—LltEhT
WEWF—RZRLET. T7FJ)L MEWR 4096 (/N1 ~) TT,

® Note

AEEARY ., JL—AfbEhiT7T—R2ZFEALTLKEEV, &, LA—FAOLEHICO
&7 L—LtENTVWEWFT—2R AWS Encryption SDK ZHR—KLET, O—FNDE
FBREETE. 7L—LLten TOLWARVES &L AWS Encryption SDK TEE T, Y
R—RENTVBIXRTOTRERETR. 7L—ALftenEBSIETFANETL AT
TR TVWBEVESENEZESILTEET,

--max-length

EELENEXY E—D N STAMBHZEAR I L —LHF A X (TR TL—LEKERATLAELXY
t—JOFRAVTUYR) ENA MBETEELE T, CONTX—RBIAT>3a>ThY ., &
SAXNY RTOABHTY, chid, BEEOHI2EABEOESHLTFANEZESTIRICRKRE
TEBDRSICHFTENTVERT,

EZNABNTADLET, CONTX—2ZEBLTE., AWS Encryption SDK X ESKIZT
L—ALH A XZ2HRLEEA,

--caching
ABT7TT7TANZELCHFLWF—EF—24ERTHRDYIC, F—RF—Z2BANATZIT—XF—

FrYYTIMBEEZAMILET. CONTX—FTR, BEZZTUFFYR-—PREATLE
T, COBBEZFEATIHIC, T—2F—Fr YV IORFIXIIZZRBLTIKEZL,

--caching N X—ZICRUTORKSBEHEN BV ET,
capacity (&4 7H)

FvYLIOIYNJORABRERELET,

B/MEWEE 1 TY, RAERFEELEHE A,
max_age (#78)

FrYATVRIAFY Y ICEBMENERRLS, EOKSVOHBBEERE DA ZER
ELXT (BEM).

0KRWREWMEZANLET, RREFFELREA
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max_messages_encrypted (F 7> 3 2)
FYVIAEThEIVRMNINFBEILTERAYVE—DORABERELET,

BREER 1~2032 TF, 77 4 )L MER 2032 (XY £—) T©F,
max_bytes_encrypted (74 7' 3 2)

FrYYvIAEhEIVNIABSHTEDINA NORARBERELEXT,

BRER, 0B&T1 ~2M3-1TF. 74 MER 2463-1 (XY +£—) TF, fE% 0
ICEBETDET, ZOXYE—IXFIZEREFSILLTVWAHBEICOLT—RF—F vy 2
ZERATEEXT,

Encryption AWS CLI ®/X\—> 3 >

B#/IN—2 3> 0O AWS Encryption CLI ZFERA T2 e 2 BEHLET,

@ Note

4.00 &YBIDO/N— 3> O AWS Encryption CLI l&end-of-support7 T—AICH V) ET,
N=232 21 x B EAS, O—RXF—RZ2ZEETICHEFH/N—2 3> O AWS Encryption
CLIHICEZEICEHTEET, L. N—232 21 x TCEAThEHLOVEF I U T 1 #
BEICRTUNERMENHYERA, N—23 17X BN SEHTSICE. E£F Encryption
AWS CLI OBE/N—S 320 1x CEHT3RENGET, HECOVTH, TOBT
AWS Encryption SDKy ZZBL T E&E L\,

FLLWEF 21T 7 #eElk, £E&E & AWS Encryption CLI/N—2 32 1.7.x B KT 2.0.x
TU)—AEh&EUL 7, L, AWS Encryption CLI/N\—> 32 18x F/N—>3 >

1.7x AWS I[CEBZ#D V), Encryption CLI2.1.x Ik 20x ICEZE#ED VY ET, FHHMICOWVWT
l&. GitHub @ aws-encryption-sdk-cli VR N THETZ X1V TA T RNAFUZES
BLTLSEZL,

NEEBZ/N—23 I DOWVWTIE AWS Encryption SDK, ") Z8BLTLKEEVWO/N—2 32 AWS
Encryption SDK,

ERAITNEN—T3>

AWS Encryption CLI Z#1 TER T2 55, &H/N—2a>z2FEALET,
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IN—23> 1.7.x &) AWS Encryption SDK Bi®) O/N\—2 3> THEELE W ETF—2%2ESTS
(2. £ Encryption CLIAWS OFFH/N— 3 ICBITLET, HERE WD LEEEIANTITO
TAS, N=23 2 2AxUBICT Y 7F—RNLTLKEET W, FHAICOVTR, "TORB1T AWS
Encryption SDKy ZZBRL T< &\,

HECss
c CHASOFHFLWN=23AOBITICETRZEEEHAA AL ODVWTR., TOBIT AWS
Encryption SDKy ZZBL T E&E L\,

« ¥1L ) Encryption AWS CLINS X—ZR EBMOFEMICOVTIE, "1 Z83BL TS EEVWAWS
Encryption SDK CLI X ENTF X=XV T 7LV A,

ROVARNTE, N—232 18 x BLY AWS 2.1.x TD Encryption CLI DZEICDOVWTHBAL &
¥

Encryption CLI ®/N\—2 32 AWS 1.8.x D&

« --master-keys NTX—RFFEHREBVVET, KDVIZ, --wrapping-keys NTX—2 %
FRALET,

« --wrapping-keys (-w) /NTX—Z N EBMENET, --master-keys NTX—ZDITXTDOE
AP R—REhET, L, ROFT2Aa>OBHEEMENETT, <hik. AWS KMS keys
TESILTRFEICOKBMTT,
 discovery
« discovery-partition

« discovery-account

NDARLYAR—F—7ANAH—DFE. --encrypt & --decrypt AN RIZEF, --
wrapping-keys NI X—R&ElF --master-keys NFX—ZNMBETT (MATREELV), £
o, ZERATS--encryptdN > RICEF, --wrapping-keys/N\Z X—XEflE --master-
keys/N\T X—& (MHE TE&L) AWS KMS keys " %RETT,

ZFEATSD--decrypt N RTIE AWS KMS keys, --wrapping-keys/N\TX—XEF 7
2aVTIN, N—=232 21X THUATHD D, NTA—ZFNHREIhET, FHITIHEE
&, key BHEZIEET DN, discovery BMEEZE true [CTHBYLEHNHYVET (WHTEEL),

e --commitment-policy NZX—ZAEBMENET, E—DBEW&KER forbid-encrypt-
allow-decrypt T3, forbid-encrypt-allow-decrypt IXvY RAKRUZ—F, TXTOEE
BLEEESINY RTHEAETNET,
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NN—23218x Tk, --wrapping-keys N X—RZFERATHEEIC, BN forbid-
encrypt-allow-decrypt ® --commitment-policy NI X—ZNRBETT, EZHRHN
ICERETDE, N—23a2 21xANOTF7 Y7 IL—RBIZIZIY M X RRU =N BB
require-encrypt-require-decrypt ICEEE B L<BZVET,

Encryption CLI ®/N\—2 32 AWS 2.1.x DEE

« --master-keys NTX—RBHIREhET, KDVIZ, --wrapping-keys NFX—XZFEH
LET,

s INTOBEESIIN REESIAN T RIZWE, --wrapping-keys NTX—ZHNFHETT, key
BMEEIEET DD, discovery BHEZ true ICTBDHENHYET (@HTIEEL),

e --commitment-policy NZX—XTRRRXDEHFHR—NEhET, FHRICODVWTE., O3V
RX KRRV —OFEE, 22RLTLEEZV,

« forbid-encrypt-allow-decrypt

|1

* require-encrypt-allow-decrypt
« require-encrypt-require decrypt (7 #JLKN)

« N—232 21x Tk, --commitment-policy NTAXA—RWEEAT7>3>Td, F7 4 MER
require-encrypt-require-decrypt T9,

N—232 19x BRT 2.2.x TO AWS Encryption CLI DZEE

« --decrypt-unsigned NZX—ZAFEBMENET, FHICOVTR., "N—=23222x, 25
BLTLSEEL,

« --buffer NZX—ZHFEMENET, FMIOVWTE, "N—23222x, 28RLTEE
W

- --max-encrypted-data-keys NTX—ZAFEBMEhET, FHICOVTR., "TBElshi
—2F—0HIR, EZBLTLIEE,

Encryption CLIAWS O/N\—>3 2 3.0x DEE

. AWSKMS RALFU—I 3> F—0HR—REEMULEL L, BFECOLTE, ILFU—T 3>
DFEH AWS KMS keys 2B L T &)
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T—2F—Frv1

TF—RF—F vV ACkY, FYVIIAULTF—EF—BLVEETIESHUEIT VT ILHNFREE

nNEJ, TRZBESILELEESTRDE, BFryv21HAO—HT S FT—XF— AWS Encryption
SDK ZRELET, — BN RO2P21BE. HILLF—XF—ZERTHOTREEL, Frv> 1

TEhiEF—2F—%2FALET, T—EFF—F V22 C&YNTA—=XAN @mEL, JAKNZHI
WMUET, £, P7VT—23 2 0HROBE, T—EAFRAICIREDRSKIEET,

LTOBE. T7UTr—232R@7F—2F—Fvv>2a1h5 XYY R EBESIET,

« T—AF—ZBINATERZHE

« BROT—EF—EERTIEE

s BEARL =23 VAFBRTERVRERBEIDARN ALY, FIRAFBY, VY—-RAZ2ZL &
RA9T%58,

Fyva1xERATDE, AWS Key Management Service () B EDRES{EH—EADOFERAZRS
FTENTEETAWS KMS, AWSKMS D1 BH VDU I TANBOHRIZEL TWBIEE.
FYVIANRICAUEES, 77UT5—2a>vik, Fryviesnic¥—2#FALT, 2HVOCHT
KDOYICF—BZF—VITARND—HZLETEELET AWSKMS, (£, A WS HiR—Kht2Z—I(C
T—AZERLTTHINOFHEIREZS|IE LTFRAENTEET, )

AWS Encryption SDK &, F—&XF—F vV 1DEREBEICKRIEET, Frv 1 UEY
FHY, BELEEFIVTFTAOLEVEZERATAO0-ADILF Y2 18L0F v Y2 IBSHY
TUTPIRZF=2F— (F¥Y>21CMM) ZRHLET, BEICK2T, chsOAVR—FU MNE
SATLADEFIVTAZERFELEN S, FT—RXF—OBAALCIZHNROREEZZTADICRKRIULS
9,

F—RF—Fv¥v 1k, OFTZ 3 BEE AWS Encryption SDK TH V), EEICFEATIHE
FHYNVET, F72IBTRE. BESKARL—232ZEICHLVWF—2F— AWS Encryption
SDK ZHXRLET. cOFETER, BSILORANT ST RE2YR—-—KNLTEY), BREET—
BFXF—OBNAEHEET. —BUIC, N7 ANEEER/LETLEOICHERBENDHK, T—
BE—FYVII1EFHLET, R, F—ERF—Frvv210tF21U74LEVEZFERAL T,
AANENT #—X 2 AQOBEZFT LETEHICHERF YV IOKRNEZFRALTVD C & &R
LET,

DN—2323xk@F, F—VIAE—TIAATREL, LAZ—XAZ—F—7ON(EZ—4
VR—T7 I AEFERALEF ¥ Y1 CMM AWS Encryption SDK for Java D & HR—KL E T,
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272U . NET AWS Encryption SDK B ®/N—> 32 4x, DO/N—> 32 3.x AWS Encryption SDK
for Java, Rust AWS Encryption SDK B ®/N—=0 3 2/ 4.x AWS Encryption SDK for Python, & &
U Go AWS Encryption SDK A ®/X—2 3> 0.1 x LB TIRE, REOBESLLITUTILFvv 1Y
)1—232THBAWSKMS BEF—D I R—KhEnhTVWET, AWSKMS EEX—1) >
JTHESEAEO TV, AWSKMS BEFX—1) I TOXESTSTEET,

chstEFI1UTARNL—RATOFMICOVTR., AWS X1 UF470O05 D TAWS
Encryption SDK: How to Decide if Data Key Caching is Right for Your Application; 28R L T< &
(A

Ky

e F—REF—FvYvVvI1EFEATEHEE

s Fr+va1tEFIUTAOLEVMEDRE
s F—RF—F v v 1DFHH

s F=ZF—Frva10Hl

F—AF—F vy A1REATIHE

COREYOTR, F7)5—23>0F—32F—Fyvv21%2EHAITHHEICOVTHBELET,
CCTR, Z7OLARAEFIEC EICHRBLET, RIC, XFHEBESHKTEIARL—23 20 TF—24&
F—F vV 1 aERATIEERLORTINTCOFIEEZZES DTET,

cDEO>a>onflTiE. AWS Encryption SDKO/N—2 32 2.0x ABOFERABEIC OV THEL
£¥T, AIN—232EEATRHICOVTER, FALTVWARTZOJZ IV JSFED GitHub YRS b
DDV —AVARNT, FRAFOV)—RAZREL TEZ L,

TTF—ZF—FvV1ZFEATRILEHODORETTANEADOHIZ DL TIE AWS Encryption SDK,
UTESRLTLSEEL,

* C/C++: caching_cmm.cpp

« Java: SimpleDataKeyCachingExample.java

JavaScript Browser: caching_cmm.ts

JavaScript Node.js: caching_cmm.ts

Python: data_key _caching_basic.py

NET FAAWS Encryption SDK G F—ZF—F v v > 1ZHR—KLTLVEE A,
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https://github.com/aws/aws-encryption-sdk-java/blob/master/src/examples/java/com/amazonaws/crypto/examples/v2/SimpleDataKeyCachingExample.java
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/caching_cmm.ts
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/caching_cmm.ts
https://github.com/aws/aws-encryption-sdk-python/blob/master/examples/src/legacy/data_key_caching_basic.py
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« TRF—FvyVIAEFERATD ATVTINARATYT
« FoRF—F ¥ V100 XTHEESTD

FROYN—=HA R

F—BE—F VIV IEEMTE RTYTNARF YT

NS NEENZFIETE, F—2F—F vV 10RBICHELOVR—ZINEERTEHES
RULTVWET,

s T=EF—FFr+VIIEERLET, ChS5DOBHITIEE. AWS Encryption SDK A3 250—H
LFEYY21Z2EALET, Frv> 1k, 10 HOTF—2F—ICHREATVET,

C
// Cache capacity (maximum number of entries) is required
size_t cache_capacity = 10;
struct aws_allocator *allocator = aws_default_allocator();
struct aws_cryptosdk_materials_cache *cache =
aws_cryptosdk_materials_cache_local_new(allocator, cache_capacity);
Java

ROPITIE, ON—23 > 2x Z#FERAL TLWERT AWS Encryption SDK for Java, ®/N—2 3
> 3.x AWS Encryption SDK for Java Tl&, F—&XF—Fvv> 1 CMM FRILEEhEL I,
N—2323x TR, RBEOBSHKITIUTILFr+rv>1YJ1—->32THBDAWS KMS fF
BxXx—) >0 %ZFERATREETEET,

// Cache capacity (maximum number of entries) is required
int MAX_CACHE_SIZE = 10;

CryptoMaterialsCache cache = new LocalCryptoMaterialsCache(MAX_CACHE_SIZE);

JavaScript Browser

const capacity = 10
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const cache = getlLocalCryptographicMaterialsCache(capacity)

JavaScript Node.js

const capacity = 10

const cache = getLocalCryptographicMaterialsCache(capacity)

Python

# Cache capacity (maximum number of entries) is required
MAX_CACHE_SIZE = 10

cache = aws_encryption_sdk.LocalCryptoMaterialsCache(MAX_CACHE_SIZE)

« YAR—F—7'0O/)\4F — (Java B KU Python) £lEF—"1) % (C & KT JavaScript) ZER
LET, chsnflTlE. AWS Key Management Service (AWS KMS) Y AR —F—7"0/N 4
A—FLEEBREOHDAWSKMS F—) T &2FEALET,

C
// Create an AWS KMS keyring
// The input is the Amazon Resource Name (ARN)
// of an AWS KMS key
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(kms_key_arn);
Java

ROBITIEE, ON—=232 2x Z2FEAL TWET AWS Encryption SDK for Java, ®/N\—2 3
> 3.x AWS Encryption SDK for Java Tl&, F—XF—Fvv> 1 CMM FEILEEhEL =,
N—2323x TR, REOBSIITIUTZILEr+v>1Y1)1—->3>THBDAWS KMS
BxX—U2V%ERATREETERT,

// Create an AWS KMS master key provider
// The input is the Amazon Resource Name (ARN)
// of an AWS KMS key
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MasterKeyProvider<KmsMasterKey> keyProvider =
KmsMasterKeyProvider.builder().buildStrict(kmsKeyArn);

JavaScript Browser

720 TR, RIABBRELLICBEATIMLENFHBVET, COFITRE., T34 LICFRIE
] % 23R 9 B Webpack (kms.webpack.config) DFRIIEHREEHELET. AWSKMS V547
VNERRAERA S AWSKMS VA7 M T7AONA T —A 2V AR AZERLET, RIZ,
S UL TEERTBE. AWSKMSkey () EEBICISATFY RFONAFA—EIVARS
9 ZIZEL EJgeneratorKeyId),

const { accessKeylId, secretAccessKey, sessionToken } = credentials

const clientProvider = getClient(KMS, {
credentials: {
accessKeylId,
secretAccessKey,
sessionToken
}
1)

/* Create an AWS KMS keyring
*  You must configure the AWS KMS keyring with at least one AWS KMS key
* The input is the Amazon Resource Name (ARN)
*/ of an AWS KMS key
const keyring = new KmsKeyringBrowser({
clientProvider,
generatorKeyId,
keyIds,
b

JavaScript Node.js

/* Create an AWS KMS keyring
& The input is the Amazon Resource Name (ARN)
*x/ of an AWS KMS key
const keyring = new KmsKeyringNode({ generatorKeyId })

Python

# Create an AWS KMS master key provider
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# The input is the Amazon Resource Name (ARN)

# of an AWS KMS key

key_provider =
aws_encryption_sdk.StrictAwsKmsMasterKeyProvider(key_ids=[kms_key_arn])

« FYYIABBIUITUTILIZ=Ir— (F+v>1CMM) EERLET,

FYYIICMMEZF Y Y IERAZ—F—TONAE—FLRF—VVITCBEBEFTERT, R
I, F¥Yy>a2aCMMOF vy Y2 a1tF1 T4 OLEWMEZRELET,

Tl& AWS Encryption SDKforC, 72O CMM B EDEBE LS CMM EhlxF—1) >
Ihs*x+v2 1 CMM ZERTEE T, cOBITR, F—DVIhS5F+vI 1 CMM Z4E
RLUET,

FYyvSI1CMM ZERLES, F—UITBRTFY Y IAO) T 7L ARAZBBTESE
T, FEMICDOVWTIE, Tthe sectioncalled “SBADU > K, #SBLTLSEEW,

// Create the caching CMM

//  Set the partition ID to NULL.

//  Set the required maximum age value to 60 seconds.

struct aws_cryptosdk_cmm *caching_cmm =
aws_cryptosdk_caching_cmm_new_from_keyring(allocator, cache, kms_keyring, NULL,
60, AWS_TIMESTAMP_SECS);

// Add an optional message threshold
//  The cached data key will not be used for more than 10 messages.
aws_status = aws_cryptosdk_caching_cmm_set_limit_messages(caching_cmm, 10);

// Release your references to the cache and the keyring.
aws_cryptosdk_materials_cache_release(cache);
aws_cryptosdk_keyring_release(kms_keyring);
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Java

ROBITIE, ON—232 2x Z2FEAL TWET AWS Encryption SDK for Java, ®/N—2 3
> 3.x AWS Encryption SDK for Java & 7—Z2F—F v+ v > 12 HR—KNLTLVEEAN, £
BoBSAIYTUTZILX+Yv22Y)1—23aTHBAAWSKMS BEEF—1) 2 JZHR—bK
LTWET,

/*
* Security thresholds
ik Max entry age is required.
k Max messages (and max bytes) per entry are optional
*/
int MAX_ENTRY_AGE_SECONDS = 60;
int MAX_ENTRY_MSGS = 10;

//Create a caching CMM
CryptoMaterialsManager cachingCmm =
CachingCryptoMaterialsManager.newBuilder().withMasterKeyProvider(keyProvider)

.withCache(cache)
.withMaxAge(MAX_ENTRY_AGE_SECONDS,

TimeUnit.SECONDS)
.withMessageUseLimit(MAX_ENTRY_MSGS)
.build();

JavaScript Browser

/*
* Security thresholds
& Max age (in milliseconds) is required.
£ Max messages (and max bytes) per entry are optional.
*/
const maxAge = 1000 * 60
const maxMessagesEncrypted = 10

/* Create a caching CMM from a keyring */
const cachingCmm = new WebCryptoCachingMaterialsManager({
backingMaterials: keyring,
cache,
maxAge,
maxMessagesEncrypted

1)
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JavaScript Node.js

/*

*

*

*

*

Security thresholds
Max age (in milliseconds) is required.
Max messages (and max bytes) per entry are optional.

/

const maxAge = 1000 * 60
const maxMessagesEncrypted = 10

/* Create a caching CMM from a keyring */
const cachingCmm = new NodeCachingMaterialsManagexr({

}

)

Python

backingMaterials: keyring,
cache,

maxAge,
maxMessagesEncrypted

# Security thresholds

#
#
#

Max entry age is required.
Max messages (and max bytes) per entry are optional

MAX_ENTRY_AGE_SECONDS = 60.0
MAX_ENTRY_MESSAGES = 10

# Create a caching CMM

caching_cmm = CachingCryptoMaterialsManager(

master_key_provider=key_provider,
cache=cache,
max_age=MAX_ENTRY_AGE_SECONDS,
max_messages_encrypted=MAX_ENTRY_MESSAGES

MBEREZFCNETTT, RIC., THF¥ Y21 AWS Encryption SDK 2EE T2 A, HBED
FryyvII1EBODYVZEMLET,

HFOHLTTF—2F—F vV 12EALTTF R EZRSILILEESIDLHICEF, YAZ—F—

ZONAE =P ZOHO CMM ORDYIZF ¥ Y21 CMM ZEEELE T,

T—EF—FvvI1EERATD. ATYINARTYS
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@ Note

—ZANU—LA, FLEFFABHSAAOTF—2EZESILLTVEEES, XFVIITANT
T—9ﬂ4liﬁibf<fév AWS&mwmnﬂmmsﬂ%ZﬁT%K?—QEﬁ%
tTBEEILTF—RF—Fvv212FERALELA,

C
T AWS Encryption SDKforC, ¥¥vY< 1 CMM AL Ty a v &ERKL, Ev>ars
MEBLET,
T7A)IRTR, XVvE—DH A AN THTEFPROES, AWS Encryption SDK (&7 —
BXF—ZXYVIILERA, ERBET— XA AN THBEBSICF YY1 ZFTTBIC
l&. aws_cryptosdk_session_set_message_bound XV VY RZFEAL TXY E—JIC&K
HAXZBRELET, HEXAYVE—IHA ARV EREVERZRELET, EBOXYE—D
A AN HIRZEEZDE, BELARL—23VRBFRELET,
/* Create a session with the caching CMM. Set the session mode to encrypt. */
struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_cmm_2(allocator, AWS_CRYPTOSDK_ENCRYPT,
caching_cmm);
/* Set a message bound of 1000 bytes */
aws_status = aws_cryptosdk_session_set_message_bound(session, 1000);
/* Encrypt the message using the session with the caching CMM */
aws_status = aws_cryptosdk_session_process(
session, output_buffer, output_capacity, &output_produced,
input_buffer, input_len, &input_consumed);
/* Release your references to the caching CMM and the session. */
aws_cryptosdk_cmm_release(caching_cmm);
aws_cryptosdk_session_destroy(session);
Java

ROFITIE, ON—=23> 2x Z2FEAL TWET AWS Encryption SDK for Java, O/N\—2 3>
3.x AWS Encryption SDK for Java Tl&, *—XF—F+v> 1 CMM EELEEnEL L, N—
232 3x TR, REOBSIITUTILFYY>1Y)1—-232THBDAWS KMS BEF—
VU %ERTBEETERT,
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// When the call to encryptData specifies a caching CMM,

// the encryption operation uses the data key cache

final AwsCrypto encryptionSdk = AwsCrypto.standard();

return encryptionSdk.encryptData(cachingCmm, plaintext_source).getResult();

JavaScript Browser
const { result } = await encrypt(cachingCmm, plaintext)

JavaScript Node.js

AWS Encryption SDK for JavaScript for Node.js TH¥ ¥ Y <1 CMM 23354,
encrypt XV Y RICETL—2FTFANORESHAMUETT, chZEEBELEVE, F—2F—F
FryviEghFEA, REZEELTE, BELEFRXTF—ENTORESZEAD L, B
ARL—=23IVEFERBLET, T—RXOANI—IVTHERE, EXOEREREADASKL
HZEE, IFEh2RADEEZEELET,

const { result } = await encrypt(cachingCmm, plaintext, { plaintextLength:
plaintext.length })

Python

# Set up an encryption client
client = aws_encryption_sdk.EncryptionSDKClient()

# When the call to encrypt specifies a caching CMM,

# the encryption operation uses the data key cache

#

encrypted_message, header = client.encrypt(
source=plaintext_source,
materials_manager=caching_cmm

F_sF—% vy 106 XTIHERELTS

COYYTNEI—REITR, XFHERBMTDEELTF—RF—F vy 152EALET, BE
HAFIEOI— RERFTEEFANI—RICEZEDEET,

COBITE, O—ALFr Y2 1EIAZ—F—TONAFZ—FKBFF—1) > T % AWS KMS key®
EOIEERLET, RIS, O—ALFr Y2 1ERAZ—F—TONAMEA—FBF—V T %2 ER

T—RF—F v v 106 XFHEESLTD 364
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LT, Bl 5tF21)F74LEVMETF YY1 CMM ZHERLFT, Java B KX Python Tlk, B
BUVIIARNE, F¥v>1CMM, BEBHLITZIEXDT—Z, BREEBLIVTFANEEE
LET, CTR, F¥yY>1CMMAEY>IUTHEEEN, Va3 FBSELERIEHAEAE
CB

sl EEITTDICIE, AWS KMS key® Amazon ')V —AFZ— /L (ARN) ZIEET D HEN H
WET, FT—RF—EERTDEHIC, AWSKMS keyZFEHT R EODT IV LA FH2HES
HRAFHERBLTLEEL,

T—2F—F vV IDEREFEAICETZIESICTHEZEFICOVTIR, 'F—&F—Frvv>a
D—RHl, 2Z2RLTEE W,

C

* Copyright 2019 Amazon.com, Inc. or its affiliates. All Rights Reserved.

* Licensed under the Apache License, Version 2.0 (the "License"). You may not use
* this file except in compliance with the License. A copy of the License is
* located at

ik http://aws.amazon.com/apache2.0/

* or in the "license" file accompanying this file. This file is distributed on an
* "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or
* implied. See the License for the specific language governing permissions and

* limitations under the License.

*/

#include <aws/cryptosdk/cache.h>
#include <aws/cryptosdk/cpp/kms_keyring.h>
#include <aws/cryptosdk/session.h>

void encrypt_with_caching(
uint8_t *ciphertext, // output will go here (assumes ciphertext_capacity
bytes already allocated)
size_t *ciphertext_len, // length of output will go here
size_t ciphertext_capacity,
const char *kms_key_arn,
int max_entry_age,
int cache_capacity) {
const uint64_t MAX_ENTRY_MSGS = 100;
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struct aws_allocator *allocator = aws_default_allocator();

// Load error strings for debugging
aws_cryptosdk_load_error_strings();

// Create a keyring
struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(kms_key_azrn);

// Create a cache
struct aws_cryptosdk_materials_cache *cache =
aws_cryptosdk_materials_cache_local_new(allocator, cache_capacity);

// Create a caching CMM
struct aws_cryptosdk_cmm *caching_cmm =
aws_cryptosdk_caching_cmm_new_from_keyring(
allocator, cache, kms_keyring, NULL, max_entry_age, AWS_TIMESTAMP_SECS);
if (!caching_cmm) abort();

if (aws_cryptosdk_caching_cmm_set_limit_messages(caching_cmm, MAX_ENTRY_MSGS))
abort();

// Create a session
struct aws_cryptosdk_session *session =
aws_cryptosdk_session_new_from_cmm_2(allocator, AWS_CRYPTOSDK_ENCRYPT,
caching_cmm);
if (!session) abort();

// Encryption context

struct aws_hash_table *enc_ctx =
aws_cryptosdk_session_get_enc_ctx_ptr_mut(session);

if (l!enc_ctx) abort();

AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_key, "purpose");

AWS_STATIC_STRING_FROM_LITERAL(enc_ctx_value, "test");

if (aws_hash_table_put(enc_ctx, enc_ctx_key, (void *)enc_ctx_value, NULL))
abort();

// Plaintext data to be encrypted

const char *my_data = "My plaintext data";

size_t my_data_len = strlen(my_data);

if (aws_cryptosdk_session_set_message_size(session, my_data_len)) abort();

// When the session uses a caching CMM, the encryption operation uses the data
key cache
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// specified in the caching CMM.
size_t bytes_read;
if (aws_cryptosdk_session_process(
session,
ciphertext,
ciphertext_capacity,
ciphertext_len,
(const uint8_t *)my_data,
my_data_1len,
&bytes_read))
abort();
if (laws_cryptosdk_session_is_done(session) || bytes_read != my_data_len)
abort();

aws_cryptosdk_session_destroy(session);
aws_cryptosdk_cmm_release(caching_cmm);
aws_cryptosdk_materials_cache_release(cache);
aws_cryptosdk_keyring_release(kms_keyring);

Java

ROBITE, ON—>32 2x ZFEAL TWET AWS Encryption SDK for Java, ®/N\—= 3>
3.x AWS Encryption SDK for Java Tld&, F—XF—F¥v> 1 CMM EELEEhEL . N—
23 3x TR, REBOBSIIYTUTILF+Yv>a21Y)1—32THDAWS KMS BEEF—
V7% FERTREETETT,

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

package com.amazonaws.crypto.examples;

import com.amazonaws.encryptionsdk.AwsCrypto;

import com.amazonaws.encryptionsdk.CryptoMaterialsManager;

import com.amazonaws.encryptionsdk.MasterKeyProvider;

import com.amazonaws.encryptionsdk.caching.CachingCryptoMaterialsManager;
import com.amazonaws.encryptionsdk.caching.CryptoMaterialsCache;
import com.amazonaws.encryptionsdk.caching.LocalCryptoMaterialsCache;
import com.amazonaws.encryptionsdk.kmssdkv2.KmsMasterKey;

import com.amazonaws.encryptionsdk.kmssdkv2.KmsMasterKeyProvider;
import java.nio.charset.StandardCharsets;

import java.util.Collections;

import java.util.Map;
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import java.util.concurrent.TimeUnit;

/**
* <p>

* Encrypts a string using an &KMS; key and data key caching

* <p>

* Arguments:

* <ol>
* <]i>KMS Key ARN: To find the Amazon Resource Name of your &KMS; key,
& see 'Find the key ID and ARN' at https://docs.aws.amazon.com/kms/latest/

developerguide/find-cmk-id-arn.html
* <li>Max entry age: Maximum time (in seconds) that a cached entry can be used
* <li>Cache capacity: Maximum number of entries in the cache
* </o0l>
*/
public class SimpleDataKeyCachingExample {

/*
* Security thresholds
ks Max entry age is required.
& Max messages (and max bytes) per data key are optional
*/
private static final int MAX_ENTRY_MSGS = 100;

public static byte[] encryptWithCaching(String kmsKeyArn, int maxEntryAge, int
cacheCapacity) {
// Plaintext data to be encrypted
byte[] myData = "My plaintext data".getBytes(StandardCharsets.UTF_8);

// Encryption context

// Most encrypted data should have an associated encryption context

// to protect integrity. This sample uses placeholder values.

// For more information see:

// blogs.aws.amazon.com/security/post/Tx2LZ6WBJJANTNW/How-to-Protect-the-
Integrity-of-Your-Encrypted-Data-by-Using-AWS-Key-Management

final Map<String, String> encryptionContext =
Collections.singletonMap("purpose", "test");

// Create a master key provider
MasterKeyProvider<KmsMasterKey> keyProvider =
KmsMasterKeyProvider.buildex()
.buildStrict(kmsKeyArn);
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// Create a cache
CryptoMaterialsCache cache = new LocalCryptoMaterialsCache(cacheCapacity);

// Create a caching CMM
CryptoMaterialsManager cachingCmm =

CachingCryptoMaterialsManager.newBuilder().withMasterKeyProvider(keyProvider)
.withCache(cache)
.withMaxAge(maxEntryAge, TimeUnit.SECONDS)
.withMessageUseLimit(MAX_ENTRY_MSGS)
.build();

// When the call to encryptData specifies a caching CMM,
// the encryption operation uses the data key cache
final AwsCrypto encryptionSdk = AwsCrypto.standard();
return encryptionSdk.encryptData(cachingCmm, myData,
encryptionContext).getResult();
}

JavaScript Browser

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

/* This is a simple example of using a caching CMM with a KMS keyring
* to encrypt and decrypt using the AWS Encryption SDK for Javascript in a browser.

*/

import {
KmsKeyringBrowser,
KMS,
getClient,
buildClient,
CommitmentPolicy,
WebCryptoCachingMaterialsManager,
getLocalCryptographicMaterialsCache,
} from '@aws-crypto/client-browser’
import { toBase64 } from 'eaws-sdk/util-base64-browser'

/* This builds the client with the REQUIRE_ENCRYPT_REQUIRE_DECRYPT commitment
policy,
* which enforces that this client only encrypts using committing algorithm suites
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* and enforces that this client
* will only decrypt encrypted messages
* that were created with a committing algorithm suite.
* This is the default commitment policy
* if you build the client with “buildClient()".
*/
const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

/* This is injected by webpack.
* The webpack.DefinePlugin or @aws-sdk/karma-credential-loader will replace the
values when bundling.
* The credential values are pulled from eaws-sdk/credential-provider-node
* Use any method you like to get credentials into the browser.
* See kms.webpack.config
*/
declare const credentials: {
accessKeyId: string
secretAccessKey: string
sessionToken: string

/* This is done to facilitate testing. */
export async function testCachingCMMExample() {
/* This example uses an &KMS; keyring. The generator key in a &KMS; keyring
generates and encrypts the data key.
* The caller needs kms:GenerateDataKey permission on the &KMS; key in
generatorKeyId.
*/
const generatorKeyId =
'arn:aws:kms:us-west-2:658956600833:alias/EncryptDecrypt’

/* Adding additional KMS keys that can decrypt.
* The caller must have kms:Encrypt permission for every &KMS; key in keyIds.
* You might list several keys in different AWS Regions.
* This allows you to decrypt the data in any of the represented Regions.
* In this example, the generator key
* and the additional key are actually the same &KMS; key.
* In “generatorId’, this &KMS; key is identified by its alias ARN.
* In “keyIds®, this &KMS; key is identified by its key ARN.
* In practice, you would specify different &KMS; keys,
* or omit the “keyIds® parameter.
* This is *only* to demonstrate how the &KMS; key ARNs are configured.
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*/
const keylIds = [
'arn:aws:kms:us-west-2:658956600833:key/b3537ef1-d8dc-4780-9f5a-55776cbb2f7f",

/* Need a client provider that will inject correct credentials.

* The credentials here are injected by webpack from your environment bundle is
created

* The credential values are pulled using eaws-sdk/credential-provider-node.

* See kms.webpack.config

* You should inject your credential into the browser in a secure manner

* that works with your application.

*/

const { accessKeylId, secretAccessKey, sessionToken } = credentials

/* getClient takes a KMS client constructor
* and optional configuration values.
* The credentials can be injected here,
* because browsers do not have a standard credential discovery process the way
Node.js does.
*/
const clientProvider = getClient(KMS, {
credentials: {
accessKeylId,
secretAccessKey,
sessionToken,
1,
1)

/* You must configure the KMS keyring with your &KMS; keys */
const keyring = new KmsKeyringBrowser({

clientProvider,

generatorKeylId,

keyIds,
1))

/* Create a cache to hold the data keys (and related cryptographic material).
* This example uses the local cache provided by the Encryption SDK.
* The “capacity’ value represents the maximum number of entries
* that the cache can hold.
* To make room for an additional entry,
* the cache evicts the oldest cached entry.
* Both encrypt and decrypt requests count independently towards this threshold.
* Entries that exceed any cache threshold are actively removed from the cache.
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* By default, the SDK checks one item in the cache every 60 seconds (60,000
milliseconds).
* To change this frequency, pass in a “proactiveFrequency’ value
* as the second parameter. This value is in milliseconds.
*/
const capacity = 100
const cache = getLocalCryptographicMaterialsCache(capacity)

/* The partition name lets multiple caching CMMs share the same local
cryptographic cache.

* By default, the entries for each CMM are cached separately. However, if you
want these CMMs to share the cache,

* use the same partition name for both caching CMMs.

* If you don't supply a partition name, the Encryption SDK generates a random
name for each caching CMM.

* As a result, sharing elements in the cache MUST be an intentional operation.

*/

const partition = 'local partition name'

/* maxAge is the time in milliseconds that an entry will be cached.
* Elements are actively removed from the cache.
*/

const maxAge = 1000 * 60

/* The maximum number of bytes that will be encrypted under a single data key.
* This value is optional,
* but you should configure the lowest practical value.
*/

const maxBytesEncrypted = 100

/* The maximum number of messages that will be encrypted under a single data key.
* This value is optional,
* but you should configure the lowest practical value.
*/

const maxMessagesEncrypted = 10

const cachingCMM = new WebCryptoCachingMaterialsManagexr({
backingMaterials: keyring,
cache,
partition,
maxAge,
maxBytesEncrypted,
maxMessagesEncrypted,

D
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/* Encryption context is a *very* powerful tool for controlling

* and managing access.

* When you pass an encryption context to the encrypt function,

* the encryption context is cryptographically bound to the ciphertext.

* If you don't pass in the same encryption context when decrypting,

* the decrypt function fails.

* The encryption context is ***not*** secret!

* Encrypted data is opaque.

* You can use an encryption context to assert things about the encrypted data.

* The encryption context helps you to determine

* whether the ciphertext you retrieved is the ciphertext you expect to decrypt.

* For example, if you are are only expecting data from 'us-west-2',

* the appearance of a different AWS Region in the encryption context can indicate
malicious interference.

* See: https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
concepts.html#encryption-context

*

* Also, cached data keys are reused ***only*** when the encryption contexts
passed into the functions are an exact case-sensitive match.

* See: https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-
caching-details.html#caching-encryption-context

*/

const encryptionContext = {

stage: 'demo',

purpose: 'simple demonstration app',

origin: 'us-west-2',

/* Find data to encrypt. */
const plainText = new Uint8Array([1l, 2, 3, 4, 5])

/* Encrypt the data.

* The caching CMM only reuses data keys

* when it know the length (or an estimate) of the plaintext.

* However, in the browser,

* you must provide all of the plaintext to the encrypt function.

* Therefore, the encrypt function in the browser knows the length of the
plaintext

* and does not accept a plaintextLength option.

*/
const { result } = await encrypt(cachingCMM, plainText, { encryptionContext })

/* Log the plain text
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* only for testing and to show that it works.

*/
console.log('plainText:', plainText)
document.write('</br>plainText:' + plainText + '</br>'")

/* Log the baseb4-encoded result

* so that you can try decrypting it with another AWS Encryption SDK
implementation.

*/

const resultBase64 = toBase64(result)

console.log(resultBase64)

document.write(resultBase64)

/* Decrypt the data.
* NOTE: This decrypt request will not use the data key
* that was cached during the encrypt operation.
* Data keys for encrypt and decrypt operations are cached separately.
*/

const { plaintext, messageHeader } = await decrypt(cachingCMM, result)

/* Grab the encryption context so you can verify it. */
const { encryptionContext: decryptedContext } = messageHeader

/* Verify the encryption context.

* If you use an algorithm suite with signing,

* the Encryption SDK adds a name-value pair to the encryption context that
contains the public key.

* Because the encryption context might contain additional key-value pairs,

* do not include a test that requires that all key-value pairs match.

* Instead, verify that the key-value pairs that you supplied to the “encrypt’
function are included in the encryption context that the “decrypt’™ function

returns.
*/

Object.entries(encryptionContext).forEach(([key, value]) => {
if (decryptedContext[key] !== value)

throw new Error('Encryption Context does not match expected values')

1)

/* Log the clear message
* only for testing and to show that it works.
*/
document.write('</br>Decrypted:' + plaintext)
console.log(plaintext)
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/* Return the values to make testing easy. */
return { plainText, plaintext }

JavaScript Node.js

// Copyright Amazon.com Inc. or its affiliates. All Rights Reserved.
// SPDX-License-Identifier: Apache-2.0

import {
KmsKeyringNode,
buildClient,
CommitmentPolicy,
NodeCachingMaterialsManager,
getLocalCryptographicMaterialsCache,
} from '@aws-crypto/client-node’

/* This builds the client with the REQUIRE_ENCRYPT_REQUIRE_DECRYPT commitment
policy,
* which enforces that this client only encrypts using committing algorithm suites
* and enforces that this client
* will only decrypt encrypted messages
* that were created with a committing algorithm suite.
* This is the default commitment policy
* if you build the client with “buildClient() .
*/

const { encrypt, decrypt } = buildClient(
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT

export async function cachingCMMNodeSimpleTest() {
/* An &KMS; key is required to generate the data key.
* You need kms:GenerateDataKey permission on the &KMS; key in generatorKeyId.
*/
const generatorKeyId =
'arn:aws:kms:us-west-2:658956600833:alias/EncryptDecrypt’

/* Adding alternate &KMS; keys that can decrypt.
* Access to kms:Encrypt is required for every &KMS; key in keyIds.
* You might list several keys in different AWS Regions.
* This allows you to decrypt the data in any of the represented Regions.
* In this example, the generator key
* and the additional key are actually the same &KMS; key.
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* In “generatorId’, this &KMS; key is identified by its alias ARN.
* In “keyIds', this &KMS; key is identified by its key ARN.
* In practice, you would specify different &KMS; keys,
* or omit the “keyIds' parameter.
* This is *only* to demonstrate how the &KMS; key ARNs are configured.
*/
const keyIds = [
'arn:aws:kms:us-west-2:658956600833:key/b3537ef1-d8dc-4780-9f5a-55776cbb2f7f"',

/* The &KMS; keyring must be configured with the desired &KMS; keys
* This example passes the keyring to the caching CMM
* instead of using it directly.
*/

const keyring = new KmsKeyringNode({ generatorKeyId, keyIds })

/* Create a cache to hold the data keys (and related cryptographic material).
* This example uses the local cache provided by the Encryption SDK.
* The “capacity’ value represents the maximum number of entries
* that the cache can hold.
* To make room for an additional entry,
* the cache evicts the oldest cached entry.
* Both encrypt and decrypt requests count independently towards this threshold.
* Entries that exceed any cache threshold are actively removed from the cache.
* By default, the SDK checks one item in the cache every 60 seconds (60,000
milliseconds).
* To change this frequency, pass in a “proactiveFrequency’ value
* as the second parameter. This value is in milliseconds.
*/
const capacity = 100
const cache = getlLocalCryptographicMaterialsCache(capacity)

/* The partition name lets multiple caching CMMs share the same local
cryptographic cache.

* By default, the entries for each CMM are cached separately. However, if you
want these CMMs to share the cache,

* use the same partition name for both caching CMMs.

* If you don't supply a partition name, the Encryption SDK generates a random
name for each caching CMM.

* As a result, sharing elements in the cache MUST be an intentional operation.

*/

const partition = 'local partition name'

/* maxAge is the time in milliseconds that an entry will be cached.
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* Elements are actively removed from the cache.
*/
const maxAge = 1000 * 60

/* The maximum amount of bytes that will be encrypted under a single data key.
* This value is optional,
* but you should configure the lowest value possible.
*/

const maxBytesEncrypted = 100

/* The maximum number of messages that will be encrypted under a single data key.
* This value is optional,
* but you should configure the lowest value possible.
*/

const maxMessagesEncrypted = 10

const cachingCMM = new NodeCachingMaterialsManagexr({
backingMaterials: keyring,
cache,
partition,
maxAge,
maxBytesEncrypted,
maxMessagesEncrypted,

/* Encryption context is a *very* powerful tool for controlling

* and managing access.

* When you pass an encryption context to the encrypt function,

* the encryption context is cryptographically bound to the ciphertext.

* If you don't pass in the same encryption context when decrypting,

* the decrypt function fails.

* The encryption context is ***not*** secret!

* Encrypted data is opaque.

* You can use an encryption context to assert things about the encrypted data.

* The encryption context helps you to determine

* whether the ciphertext you retrieved is the ciphertext you expect to decrypt.

* For example, if you are are only expecting data from 'us-west-2',

* the appearance of a different AWS Region in the encryption context can indicate
malicious interference.

* See: https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/
concepts.html#encryption-context

*

* Also, cached data keys are reused ***only*** when the encryption contexts
passed into the functions are an exact case-sensitive match.
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* See: https://docs.aws.amazon.com/encryption-sdk/latest/developer-guide/data-
caching-details.html#caching-encryption-context
*/
const encryptionContext = {
stage: 'demo',
purpose: 'simple demonstration app',
origin: 'us-west-2',

}

/* Find data to encrypt. A simple string. */
const cleartext = 'asdf'

/* Encrypt the data.
* The caching CMM only reuses data keys
* when it know the length (or an estimate) of the plaintext.
* If you do not know the length,
* because the data is a stream
* provide an estimate of the largest expected value.

* If your estimate is smaller than the actual plaintext length
* the AWS Encryption SDK will throw an exception.

* If the plaintext is not a stream,
* the AWS Encryption SDK uses the actual plaintext length
* instead of any length you provide.

*/

const { result } = await encrypt(cachingCMM, cleartext, {
encryptionContext,
plaintextLength: 4,

1)

/* Decrypt the data.
* NOTE: This decrypt request will not use the data key
* that was cached during the encrypt operation.
* Data keys for encrypt and decrypt operations are cached separately.
*/

const { plaintext, messageHeader } = await decrypt(cachingCMM, result)

/* Grab the encryption context so you can verify it. */
const { encryptionContext: decryptedContext } = messageHeader

/* Verify the encryption context.
* If you use an algorithm suite with signing,
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* the Encryption SDK adds a name-value pair to the encryption context that
contains the public key.

* Because the encryption context might contain additional key-value pairs,

* do not include a test that requires that all key-value pairs match.

* Instead, verify that the key-value pairs that you supplied to the “encrypt’
function are included in the encryption context that the ‘decrypt’ function

returns.
*/

Object.entries(encryptionContext).forEach(([key, value]) => {
if (decryptedContext[key] !== value)

throw new Error('Encryption Context does not match expected values')

D

/* Return the values so the code can be tested. */
return { plaintext, result, cleartext, messageHeader }

Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License"). You
may not use this file except in compliance with the License. A copy of
the License is located at

or in the "license" file accompanying this file. This file is
distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS OF
ANY KIND, either express or implied. See the License for the specific

#
#
#
#
#
#
# http://aws.amazon.com/apache2.0/
#
#
#
#
# language governing permissions and limitations under the License.

"""Example of encryption with data key caching.
import aws_encryption_sdk
from aws_encryption_sdk import CommitmentPolicy

def encrypt_with_caching(kms_key_arn, max_age_in_cache, cache_capacity):
"""Encrypts a string using an &KMS; key and data key caching.

:param str kms_key_arn: Amazon Resource Name (ARN) of the &KMS; key

:param float max_age_in_cache: Maximum time in seconds that a cached entry can
be used

:param int cache_capacity: Maximum number of entries to retain in cache at once
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# Data to be encrypted
my_data = "My plaintext data"

# Security thresholds
# Max messages (or max bytes per) data key are optional
MAX_ENTRY_MESSAGES = 100

# Create an encryption context
encryption_context = {"purpose": "test"}

# Set up an encryption client with an explicit commitment policy. Note that if
you do not explicitly choose a

# commitment policy, REQUIRE_ENCRYPT_REQUIRE_DECRYPT is used by default.

client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.REQUIRE_ENCRYPT_R

# Create a master key provider for the &KMS; key
key_provider =
aws_encryption_sdk.StrictAwsKmsMasterKeyProvider(key_ids=[kms_key_arn])

# Create a local cache
cache = aws_encryption_sdk.LocalCryptoMaterialsCache(cache_capacity)

# Create a caching CMM

caching_cmm = aws_encryption_sdk.CachingCryptoMaterialsManager/(
master_key_provider=key_provider,
cache=cache,
max_age=max_age_in_cache,
max_messages_encrypted=MAX_ENTRY_MESSAGES,

# When the call to encrypt data specifies a caching CMM,
# the encryption operation uses the data key cache specified
# in the caching CMM
encrypted_message, _header = client.encrypt(
source=my_data, materials_manager=caching_cmm,
encryption_context=encryption_context

)

return encrypted_message
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https://aws.github.io/aws-encryption-sdk-java/
https://aws-encryption-sdk-python.readthedocs.io/en/latest/
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TTF—E3F—F vV 1ZFEATRLEHODORELETTANEADHIZ DL TIE AWS Encryption SDK,
LTZSRBLTEEV,

« C/C++: caching_cmm.cpp

« Java: SimpleDataKeyCachingExample.java

» JavaScript Browser: caching_cmm.ts

» JavaScript Node.js: caching_cmm.ts

» Python: data_key caching_basic.py
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JALE T, e, SDKICKRD2THF YY1 EDRYEY ZTV, RELEEFIVUFALEW
EBEEALEY,
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Java

ROBITE, ON—232 2x ZEAL TWERT AWS Encryption SDK for Java, ®/N\—2 3>
3.x AWS Encryption SDK for Java Tlk, F—XF—F ¥+ v> 1 CMM EELEENEL Lz, /N—
23ar3xTR, RBEOBSAITVTZILF+vy>1Y)1—-32THBDAWS KMS BEEF—
UV EBEETHCEETEET,

/*
* Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except
* in compliance with the License. A copy of the License is located at

*

* http://aws.amazon.com/apache2.0
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https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/caching_cmm.cpp
https://github.com/aws/aws-encryption-sdk-java/blob/master/src/examples/java/com/amazonaws/crypto/examples/v2/SimpleDataKeyCachingExample.java
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-browser/src/caching_cmm.ts
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/caching_cmm.ts
https://github.com/aws/aws-encryption-sdk-python/blob/master/examples/src/legacy/data_key_caching_basic.py
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*

* or in the "license" file accompanying this file. This file is distributed on an
"AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the

* specific language governing permissions and limitations under the License.

*/

package com.amazonaws.crypto.examples.kinesisdatakeycaching;

import com.amazonaws.encryptionsdk.AwsCrypto;

import com.amazonaws.encryptionsdk.CommitmentPolicy;

import com.amazonaws.encryptionsdk.CryptoResult;

import com.amazonaws.encryptionsdk.MasterKeyProvider;

import com.amazonaws.encryptionsdk.caching.CachingCryptoMaterialsManager;
import com.amazonaws.encryptionsdk.caching.LocalCryptoMaterialsCache;
import com.amazonaws.encryptionsdk.kmssdkv2.KmsMasterKey;

import com.amazonaws.encryptionsdk.kmssdkv2.KmsMasterKeyProvider;
import com.amazonaws.encryptionsdk.multi.MultipleProviderFactory;
import com.amazonaws.util.json.Jackson;

import java.util.Arraylist;

import java.util.HashMap;

import java.util.list;

import java.util.Map;

import java.util.UUID;

import java.util.concurrent.TimeUnit;

import software.amazon.awssdk.auth.credentials.AwsCredentialsProvider;
import software.amazon.awssdk.auth.credentials.DefaultCredentialsProvider;
import software.amazon.awssdk.core.SdkBytes;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.kinesis.KinesisClient;

import software.amazon.awssdk.services.kms.KmsClient;

/**
* Pushes data to Kinesis Streams in multiple Regions.
*/

public class MultiRegionRecordPusher {

private static final long MAX_ENTRY_AGE_MILLISECONDS = 300000;
private static final long MAX_ENTRY_USES = 100;

private static final int MAX_CACHE_ENTRIES = 100;

private final String streamName_;

private final ArraylList<KinesisClient> kinesisClients_;

private final CachingCryptoMaterialsManager cachingMaterialsManager_;
private final AwsCrypto crypto_;
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/**
* Creates an instance of this object with Kinesis clients for all target
Regions and a cached
* key provider containing KMS master keys in all target Regions.
*/
public MultiRegionRecordPusher(final Region[] regions, final String
kmsAliasName,
final String streamName) {
streamName_ = streamName;
crypto_ = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();
kinesisClients_ = new ArraylList<>();

AwsCredentialsProvider credentialsProvider =
DefaultCredentialsProvider.builder().build();

// Build KmsMasterKey and AmazonKinesisClient objects for each target region
List<KmsMasterKey> masterKeys = new ArraylList<>();
for (Region region : regions) {
kinesisClients_.add(KinesisClient.buildex()
.credentialsProvider(credentialsProvider)
.region(region)
.build());

KmsMasterKey regionMasterKey = KmsMasterKeyProvider.builder()
.defaultRegion(region)
.builderSupplier(() ->
KmsClient.builder().credentialsProvider(credentialsProvider))
.buildStrict(kmsAliasName)
.getMasterKey(kmsAliasName);

masterKeys.add(regionMasterKey);

// Collect KmsMasterKey objects into single provider and add cache
MasterKeyProvider<?> masterKeyProvider =
MultipleProviderFactory.buildMultiProvider(
KmsMasterKey.class,
masterKeys

);

cachingMaterialsManager_ = CachingCryptoMaterialsManager.newBuilder()
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.withMasterKeyProvider(masterKeyProvider)

.withCache(new LocalCryptoMaterialsCache(MAX_CACHE_ENTRIES))
.withMaxAge(MAX_ENTRY_AGE_MILLISECONDS, TimeUnit.MILLISECONDS)
.withMessageUseLimit(MAX_ENTRY_USES)

.build();

/**
* JSON serializes and encrypts the received record data and pushes it to all
target streams.
*/
public void putRecord(final Map<Object, Object> data) {
String partitionKey = UUID.randomUUID().toString();
Map<String, String> encryptionContext = new HashMap<>();
encryptionContext.put("stream", streamName_);

// JSON serialize data
String jsonData = Jackson.toJsonString(data);

// Encrypt data

CryptoResult<byte[], ?> result = crypto_.encryptData(
cachingMaterialsManager_,
jsonData.getBytes(),
encryptionContext

);

byte[] encryptedData = result.getResult();

// Put records to Kinesis stream in all Regions
for (KinesisClient regionalKinesisClient : kinesisClients_) {
regionalKinesisClient.putRecord(builder ->
builder.streamName(streamName_)
.data(SdkBytes.fromByteArray(encryptedData))
.partitionKey(partitionKey));

Python

Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.
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Licensed under the Apache License, Version 2.0 (the "License"). You may not use this
file except
in compliance with the License. A copy of the License is located at

https://aws.amazon.com/apache-2-0/

or in the "license" file accompanying this file. This file is distributed on an "AS
IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the

specific language governing permissions and limitations under the License.

import json

import uuid

from aws_encryption_sdk import EncryptionSDKClient, StrictAwsKmsMasterKeyProvider,
CachingCryptoMaterialsManager, LocalCryptoMaterialsCache, CommitmentPolicy

from aws_encryption_sdk.key_providers.kms import KMSMasterKey

import boto3

class MultiRegionRecordPusher(object):
"""Pushes data to Kinesis Streams in multiple Regions.
CACHE_CAPACITY = 100
MAX_ENTRY_AGE_SECONDS = 300.0
MAX_ENTRY_MESSAGES_ENCRYPTED = 100

def __init_ (self, regions, kms_alias_name, stream_name):
self._kinesis_clients = []
self._stream_name = stream_name

# Set up EncryptionSDKClient
_client =
EncryptionSDKClient(CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT)

# Set up KMSMasterKeyProvider with cache
_key_provider = StrictAwsKmsMasterKeyProvider(kms_alias_name)

# Add MasterKey and Kinesis client for each Region
for region in regions:
self._kinesis_clients.append(boto3.client('kinesis’,
region_name=region))
regional_master_key = KMSMasterKey(
client=boto3.client('kms', region_name=region),
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key_id=kms_alias_name

)

_key_provider.add_master_key_provider(regional_master_key)

cache = LocalCryptoMaterialsCache(capacity=self.CACHE_CAPACITY)
self._materials_manager = CachingCryptoMaterialsManager/(
master_key_provider=_key_provider,
cache=cache,
max_age=self.MAX_ENTRY_AGE_SECONDS,
max_messages_encrypted=self.MAX_ENTRY_MESSAGES_ENCRYPTED

def put_record(self, record_data):
"""JSON serializes and encrypts the received record data and pushes it to

all target streams.

:param dict record_data: Data to write to stream
# Kinesis partition key to randomize write load across stream shards
partition_key = uuid.uuid4().hex

encryption_context = {'stream': self._stream_name}

# JSON serialize data
json_data = json.dumps(record_data)

# Encrypt data

encrypted_data, _header = _client.encrypt(
source=json_data,
materials_manager=self._materials_manager,
encryption_context=encryption_context

# Put records to Kinesis stream in all Regions
for client in self._kinesis_clients:
client.put_record(
StreamName=self._stream_name,
Data=encrypted_data,
PartitionKey=partition_key
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Java

ROBITE, ON—232 2x ZFEAL TWERT AWS Encryption SDK for Java, ®/N—2 3>
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/*
* Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.
*
* Licensed under the Apache License, Version 2.0 (the "License"). You may not use
this file except
* in compliance with the License. A copy of the License is located at

*

* http://aws.amazon.com/apache2.0

*

* or in the "license" file accompanying this file. This file is distributed on an
"AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the

* specific language governing permissions and limitations under the License.

*/

package com.amazonaws.crypto.examples.kinesisdatakeycaching;
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import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

/**

* Decrypts all

*/

com.
com.
com.
com.
com.
com.
com.
com.
com.
com.
java
java
java
java

software.
software.
software.

amazonaws.
amazonaws.

amazonaws

amazonaws.
.encryptionsdk.caching.LocalCryptoMaterialsCache;
.encryptionsdk.kmssdkv2.KmsMasterKeyProvider;

amazonaws.

amazonaws
amazonaws

amazonaws.
amazonaws.
amazonaws.

encryptionsdk.AwsCrypto;
encryptionsdk.CommitmentPolicy;

.encryptionsdk.CryptoResult;

encryptionsdk.caching.CachingCryptoMaterialsManager;

services.lambda.runtime.Context;
services.lambda.runtime.events.KinesisEvent;

services.lambda.runtime.events.KinesisEvent.KinesisEventRecord;

util.BinaryUtils;

.io.UnsupportedEncodingException;
.nio.ByteBuffer;
.nio.charset.StandardCharsets;
.util.concurrent.TimeUnit;

amazon.awssdk.enhanced.dynamodb.DynamoDbEnhancedClient;
amazon.awssdk.enhanced.dynamodb.DynamoDbTable;
amazon.awssdk.enhanced.dynamodb.TableSchema;

incoming Kinesis records and writes records to DynamoDB.

public class LambdaDecryptAndWrite {

private
private
private
private
private

/**

static final long MAX_ENTRY_AGE_MILLISECONDS = 600000;

static final int MAX_CACHE_ENTRIES = 100;

final CachingCryptoMaterialsManager cachingMaterialsManager_;
final AwsCrypto crypto_;

final DynamoDbTable<Item> table_;

* Because the cache is used only for decryption, the code doesn't set the max
bytes or max
* message security thresholds that are enforced only on on data keys used for
encryption.

*/

public LambdaDecryptAndwWrite() {
String kmsKeyArn = System.getenv("CMK_ARN");
cachingMaterialsManager_ = CachingCryptoMaterialsManager.newBuilder()

.withMasterKeyProvider(KmsMasterKeyProvider.builder().buildStrict(kmsKeyArn))
.withCache(new LocalCryptoMaterialsCache(MAX_CACHE_ENTRIES))

.withMaxAge(MAX_ENTRY_AGE_MILLISECONDS, TimeUnit.MILLISECONDS)
.build();
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crypto_ = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.RequireEncryptRequireDecrypt)
.build();

String tableName = System.getenv("TABLE_NAME");
DynamoDbEnhancedClient dynamodb = DynamoDbEnhancedClient.builder().build();
table_ = dynamodb.table(tableName, TableSchema.fromClass(Item.class));

/**
* @param event
* @param context
*/
public void handleRequest(KinesisEvent event, Context context)
throws UnsupportedEncodingException {
for (KinesisEventRecord record : event.getRecords()) {
ByteBuffer ciphertextBuffer = record.getKinesis().getData();
byte[] ciphertext = BinaryUtils.copyAllBytesFrom(ciphertextBuffer);

// Decrypt and unpack record
CryptoResult<byte[], ?> plaintextResult =
crypto_.decryptData(cachingMaterialsManager_,
ciphertext);

// Verify the encryption context value
String streamArn = record.getEventSourceARN();
String streamName = streamArn.substring(streamArn.indexOf("/") + 1);
if (!
streamName.equals(plaintextResult.getEncryptionContext().get("stream"))) {
throw new IllegalStateException("Wrong Encryption Context!");

// Write record to DynamoDB

String jsonItem = new String(plaintextResult.getResult(),
StandardCharsets.UTF_8);

System.out.println(jsonItem);

table_.putItem(Item.fromJSON(jsonItem));

private static class Item {

static Item fromJSON(String jsonText) {
// Parse JSON and create new Item
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return new Item();

Python

— @ Python J1— RTl&, Discovery E— RTYRAX—F—7ONM A —2Z2FEALTESLE T,
AWS Encryption SDK Tl&, F—2F*—ZzBS{tLESYE Y IX—E2FERALTESTEET,
ESICHERTEDTIYETIXF—%ZEET S Strict E— RHIRARNTZTIT 14 AT,

Copyright 2017 Amazon.com, Inc. or its affiliates. All Rights Reserved.

Licensed under the Apache License, Version 2.0 (the "License"). You may not use this
file except
in compliance with the License. A copy of the License is located at

https://aws.amazon.com/apache-2-0/

or in the "license" file accompanying this file. This file is distributed on an "AS
IS" BASIS,

WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied. See the
License for the

specific language governing permissions and limitations under the License.

import baseb4

import json

import logging

import os

from aws_encryption_sdk import EncryptionSDKClient,
DiscoveryAwsKmsMasterKeyProvider, CachingCryptoMaterialsManager,
LocalCryptoMaterialsCache, CommitmentPolicy

import boto3

_LOGGER = logging.getlLogger(__name__)
_is_setup = False

CACHE_CAPACITY = 100
MAX_ENTRY_AGE_SECONDS = 600.0

def setup():
"""Sets up clients that should persist across Lambda invocations.
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global encryption_sdk_client
encryption_sdk_client =

EncryptionSDKClient(CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT)

def

global materials_manager
key_provider = DiscoveryAwsKmsMasterKeyProvider()
cache = LocalCryptoMaterialsCache(capacity=CACHE_CAPACITY)

# Because the cache is used only for decryption, the code doesn't set
#  the max bytes or max message security thresholds that are enforced
# only on on data keys used for encryption.
materials_manager = CachingCryptoMaterialsManager/(
master_key_provider=key_provider,
cache=cache,
max_age=MAX_ENTRY_AGE_SECONDS
)
global table
table_name = os.environ.get('TABLE_NAME')
table = boto3.resource('dynamodb').Table(table_name)
global _is_setup
_is_setup = True

lambda_handler(event, context):
"""Decrypts all incoming Kinesis records and writes records to DynamoDB."""
_LOGGER.debug('New event:')
_LOGGER.debug(event)
if not _is_setup:
setup()
with table.batch_writer() as batch:
for record in event.get('Records', []):
# Record data baseb4-encoded by Kinesis
ciphertext = base64.b64decode(record['kinesis']['data'])

# Decrypt and unpack record

plaintext, header = encryption_sdk_client.decrypt(
source=ciphertext,
materials_manager=materials_manager

)

item = json.loads(plaintext)

# Verify the encryption context value
stream_name = record['eventSourceARN'].split('/', 1)[1]
if stream_name != header.encryption_context['stream']:
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raise ValueError('Wrong Encryption Context!')

# Write record to DynamoDB
batch.put_item(Item=item)

F—RF—F ¥ v 1 0OH: CloudFormation 7> 7L — bk

Z @ CloudFormation 77 L—Kl&, F—32F—F v v 2106 2BEREIDEHICHERZRTNTNO
AWS U \J_Zﬁégﬁgbij-o

JSON
{
"Parameters": {
"SourceCodeBucket": {
"Type": "String",
"Description": "S3 bucket containing Lambda source code zip files"
I
"PythonLambdaS3Key": {
"Type": "String",
"Description": "S3 key containing Python Lambda source code zip file"
I
"PythonLambdaObjectVersionId": {
"Type": "String",
"Description": "S3 version id for S3 key containing Python Lambda source
code zip file"
1,
"JavalLambdaS3Key": {
"Type": "String",
"Description": "S3 key containing Python Lambda source code zip file"
1,
"JavalLambdaObjectVersionId": {
"Type": "String",
"Description": "S3 version id for S3 key containing Python Lambda source
code zip file"
I
"KeyAliasSuffix": {
"Type": "String",
"Description": "Suffix to use for KMS key Alias (ie: alias/
KeyAliasSuffix)"

}I
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"StreamName": {
"Type": "String",
"Description": "Name to use for Kinesis Stream"

},
"Resources": {
"InputStream": {
"Type": "AWS::Kinesis::Stream",
"Properties": {
"Name": {
"Ref'": "StreamName"

1,
"ShardCount": 2

1,

"PythonLambdaOutputTable": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {

"AttributeDefinitions": [

{
"AttributeName": "id",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "id",
"KeyType": "HASH"
}
1,

"ProvisionedThroughput": {
"ReadCapacityUnits": 1,
"WriteCapacityUnits": 1

I
"PythonLambdaRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
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"Principal": {
"Service": "lambda.amazonaws.com"

}I

"Action": "sts:AssumeRole"

},
"ManagedPolicyArns": [
"arn:aws:iam::aws:policy/service-role/
AwWSLambdaBasicExecutionRole"
1,
"Policies": [
{
"PolicyName": "PythonLambdaAccess",
"PolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:BatchWriteItem"

1,

"Resource": {

"Fn::Sub": "arn:aws:dynamodb:${AWS: :Region}:
${AWS: :AccountId}:table/${PythonLambdaOutputTable}"

}

I

{
"Effect": "Allow",

"Action": [
"dynamodb:PutItem"
1,
"Resource": {
"Fn::Sub": "arn:aws:dynamodb:${AWS: :Region}:
${AWS: :AccountId}:table/${PythonLambdaOutputTable}*"
}
I

{

"Effect": "Allow",

"Action": [
"kinesis:GetRecords",
"kinesis:GetShardIterator",
"kinesis:DescribeStream",
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"kinesis:ListStreams"
1,
"Resource": {
"Fn::Sub": "arn:aws:kinesis:${AWS::Region}:
${AWS: :AccountId}:stream/${InputStream}"
}

},
"PythonLambdaFunction": {
"Type": "AWS::Lambda::Function",
"Properties": {
"Description": "Python consumer",
"Runtime": "python2.7",
"MemorySize": 512,
"Timeout": 90,
"Role": {
"Fn::GetAtt": [
"PythonLambdaRole",

"Azn"
]
I
"Handler":
"aws_crypto_examples.kinesis_datakey_caching.consumer.lambda_handler",
"Code": {
"S3Bucket": {
"Ref": "SourceCodeBucket"
I
"S3Key": {
"Ref": "PythonLambdaS3Key"
},
"S30bjectVersion": {
"Ref": "PythonLambdaObjectVersionId"
}
},

"Environment": {
"Variables": {
"TABLE_NAME": {
"Ref": "PythonLambdaOutputTable"
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3
"PythonLambdaSourceMapping": {

"Type": "AWS::Lambda::EventSourceMapping",
"Properties": {

"BatchSize": 1,

"Enabled": true,

"EventSourceArn": {

"Fn::Sub": "arn:aws:kinesis:${AWS::Region}:

${AWS: :AccountId}:stream/${InputStream}"
},
"FunctionName": {
"Ref": "PythonLambdaFunction"

iy
"StartingPosition": "TRIM_HORIZON"

1,
"JavalLambdaOutputTable": {
"Type": "AWS::DynamoDB: :Table",
"Properties": {
"AttributeDefinitions": [

{
"AttributeName": "id",
"AttributeType": "S"
}
1,
"KeySchema": [
{
"AttributeName": "id",
"KeyType": "HASH"
}
1,

"ProvisionedThroughput": {
"ReadCapacityUnits": 1,
"WriteCapacityUnits": 1

iy
"JavalLambdaRole": {

"Type": "AWS::IAM::Role",
"Properties": {
"AssumeRolePolicyDocument": {
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com"
},
"Action": "sts:AssumeRole"
}

},
"ManagedPolicyArns": [
"arn:aws:iam::aws:policy/service-role/
AwWSLambdaBasicExecutionRole"
1,
"Policies": [
{
"PolicyName": "JavalLambdaAccess",
"PolicyDocument": {
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"dynamodb:DescribeTable",
"dynamodb:BatchWriteItem"

1,

"Resource": {

"Fn::Sub": "arn:aws:dynamodb:${AWS: :Region}:
${AWS: :AccountId}:table/${JavalLambdaOutputTable}"

}

I

{
"Effect": "Allow",

"Action": [
"dynamodb:PutItem"
1,
"Resource": {
"Fn::Sub": "arn:aws:dynamodb:${AWS: :Region}:
${AWS: :AccountId}:table/${JavalLambdaOutputTable}*"
}
I

{
"Effect": "Allow",
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"Action": [
"kinesis:GetRecords",
"kinesis:GetShardIterator",
"kinesis:DescribeStream",
"kinesis:ListStreams"

1,

"Resource": {
"Fn::Sub": "arn:aws:kinesis:${AWS::Region}:

${AWS: :AccountId}:stream/${InputStream}"
}

},
"JavaLambdaFunction": {
"Type": "AWS::Lambda::Function",
"Properties": {
"Description": "Java consumer",
"Runtime": "java8",
"MemorySize": 512,
"Timeout": 90,
"Role": {
"Fn::GetAtt": [
"JavalLambdaRole",

"Azn"
]
I
"Handler":
""com.amazonaws.crypto.examples.kinesisdatakeycaching.LambdaDecryptAndWrite: :handleRequest",
"Code": {
"S3Bucket": {
"Ref": "SourceCodeBucket"
I
"S3Key": {
"Ref": "JavalLambdaS3Key"
},
"S30bjectVersion": {
"Ref": "JavalLambdaObjectVersionId"
}
},

"Environment": {
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"Variables": {
"TABLE_NAME": {
"Ref": "JavalLambdaOutputTable"

I
"CMK_ARN": {
"Fn::GetAtt": [
"RegionKinesisCMK",
"Arn"
]
}

I
"JavalLambdaSourceMapping": {
"Type": "AWS::Lambda::EventSourceMapping",
"Properties": {
"BatchSize": 1,
"Enabled": true,
"EventSourceArn": {
"Fn::Sub": "arn:aws:kinesis:${AWS::Region}:
${AWS: :AccountId}:stream/${InputStream}"

I
"FunctionName": {

"Ref": "JavalLambdaFunction"
1,

"StartingPosition": "TRIM_HORIZON"

1,
"RegionKinesisCMK": {
"Type": "AWS: :KMS: :Key",
"Properties": {
"Description": "Used to encrypt data passing through Kinesis Stream
in this region",
"Enabled": true,
"KeyPolicy": {
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"AWS": {
"Fn::Sub": "arn:aws:iam::${AWS: :AccountId}:root"
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},
"Action":
"kms:
"kms:
"kms:
"kms:
"kms:
"kms:
"kms:
"kms:
"kms:
"kms:
"kms:
1,
"Resource
I
{
"Effect":
"Principa
"AWS"
{
}
{
}
]
I
"Action":
"Resource
}

iy

"RegionKinesisCMKAlias": {
"Type": "AWS::KMS::Alias"
"Properties": {

[
Encrypt",
GenerateDataKey",
CreateAlias",
DeleteAlias",
DescribeKey",
DisableKey",
EnableKey",
PutKeyPolicy",
ScheduleKeyDeletion",
UpdateAlias",
UpdateKeyDescription

e 1mgkn

"Allow",
l": {
3 IC

"Fn::GetAtt": [
"PythonLambdaRole",
"AIn"

"Fn::GetAtt": [
"JavalLambdaRole",
"AIn"

"kms:Decrypt",

LLE nmn

’
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"AliasName": {

"Fn::Sub": "alias/${KeyAliasSuffix}"
},
"TargetKeyId": {

"Ref": "RegionKinesisCMK"

YAML

Parameters:

SourceCodeBucket:

Type: String

Description: S3 bucket containing Lambda source code zip files
PythonLambdaS3Key:

Type: String

Description: S3 key containing Python Lambda source code zip file
PythonLambdaObjectVersionId:

Type: String

Description: S3 version id for S3 key containing Python Lambda source code

zip file

JavaLambdaS3Key:

Type: String

Description: S3 key containing Python Lambda source code zip file
JavaLambdaObjectVersionId:

Type: String

Description: S3 version id for S3 key containing Python Lambda source code

zip file

KeyAliasSuffix:

Type: String

Description: 'Suffix to use for KMS CMK Alias (ie: alias/<KeyAliasSuffix>)'
StreamName:

Type: String

Description: Name to use for Kinesis Stream

Resources:

InputStream:

Type: AWS::Kinesis::Stream

Properties:

Name: !Ref StreamName
ShardCount: 2
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PythonLambdaOutputTable:
Type: AWS::DynamoDB::Table
Properties:
AttributeDefinitions:
AttributeName: id
AttributeType: S
KeySchema:
AttributeName: id
KeyType: HASH
ProvisionedThroughput:
ReadCapacityUnits: 1
WriteCapacityUnits: 1
PythonLambdaRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Policies:
PolicyName: PythonLambdaAccess
PolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Action:
- dynamodb:DescribeTable
- dynamodb:BatchWriteItem
Resource: !Sub arn:aws:dynamodb:${AWS::Region}:
${AWS: :AccountId}:table/${PythonLambdaOutputTable}
Effect: Allow
Action:
- dynamodb:PutItem
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Resource: !Sub arn:aws:dynamodb:${AWS::Region}:

${AWS: :AccountId}:table/${PythonLambdaOutputTable}*
Effect: Allow
Action:
- kinesis:GetRecords
- kinesis:GetShardIterator
- kinesis:DescribeStream
- kinesis:ListStreams

Resource: !Sub arn:aws:kinesis:${AWS::Region}:

${AWS: :AccountId}:stream/${InputStream}
PythonLambdaFunction:
Type: AWS::Lambda::Function
Properties:
Description: Python consumer
Runtime: python2.7
MemorySize: 512
Timeout: 90
Role: !GetAtt PythonLambdaRole.Azrn
Handler:
aws_crypto_examples.kinesis_datakey_caching.consumer.lambda_handler
Code:
S3Bucket: !'Ref SourceCodeBucket
S3Key: !Ref PythonLambdaS3Key
S30bjectVersion: !Ref PythonLambdaObjectVersionId
Environment:
Variables:
TABLE_NAME: !'Ref PythonLambdaOutputTable
PythonLambdaSourceMapping:
Type: AWS::Lambda::EventSourceMapping
Properties:
BatchSize: 1
Enabled: true
EventSourceArn: !Sub arn:aws:kinesis:${AWS::Region}:
${AWS: :AccountId}:stream/${InputStream}
FunctionName: !Ref PythonLambdaFunction
StartingPosition: TRIM_HORIZON
JavalLambdaOutputTable:
Type: AWS::DynamoDB::Table
Properties:
AttributeDefinitions:
AttributeName: id
AttributeType: S
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KeySchema:
AttributeName: id
KeyType: HASH
ProvisionedThroughput:
ReadCapacityUnits: 1
WriteCapacityUnits: 1

JavalLambdaRole:

${AWS: :

${AWS: :

Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
Service: lambda.amazonaws.com
Action: sts:AssumeRole
ManagedPolicyArns:

- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole

Policies:
PolicyName: JavalLambdaAccess
PolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Action:
- dynamodb:DescribeTable
- dynamodb:BatchWriteItem
Resource: !Sub arn:aws:dynamodb:${AWS
AccountId}:table/${JavaLambdaOutputTable}
Effect: Allow
Action:
- dynamodb:PutItem
Resource: !Sub arn:aws:dynamodb:${AWS
AccountId}:table/${JavaLambdaOutputTable}*
Effect: Allow
Action:
- kinesis:GetRecords
- kinesis:GetShardIterator

: :Region}:

: :Region}:

CloudFormation 7> 7L —k
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- kinesis:DescribeStream
- kinesis:ListStreams
Resource: !Sub arn:aws:kinesis:${AWS::Region}:
${AWS: :AccountId}:stream/${InputStream}
JavalambdaFunction:
Type: AWS::Lambda::Function
Properties:
Description: Java consumer
Runtime: java8
MemorySize: 512
Timeout: 90
Role: !GetAtt JavalLambdaRole.Arn
Handler:
com.amazonaws.crypto.examples.kinesisdatakeycaching.LambdaDecryptAndWrite: :handleRequest
Code:
S3Bucket: !Ref SourceCodeBucket
S3Key: !Ref JavalambdaS3Key
S30bjectVersion: !Ref JavalLambdaObjectVersionId
Environment:
Variables:
TABLE_NAME: !Ref JavalLambdaOutputTable
CMK_ARN: !GetAtt RegionKinesisCMK.Azn
JavalLambdaSourceMapping:
Type: AWS::Lambda::EventSourceMapping
Properties:
BatchSize: 1
Enabled: true
EventSourceArn: !Sub arn:aws:kinesis:${AWS::Region}:
${AWS: :AccountId}:stream/${InputStream}
FunctionName: !Ref JavalLambdaFunction
StartingPosition: TRIM_HORIZON
RegionKinesisCMK:
Type: AWS::KMS: :Key
Properties:
Description: Used to encrypt data passing through Kinesis Stream in this
region
Enabled: true
KeyPolicy:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
AWS: !Sub arn:aws:iam::${AWS::AccountId}:root
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Type: AWS::KMS::
Properties:

Action:
Data plane actions

#

kms:
kms:

Encrypt
GenerateDataKey

Control plane actions

kms:
kms:
kms:
kms:
kms:
:PutKeyPolicy
kms:
kms:
kms:

kms

Resource:

CreateAlias
DeleteAlias
DescribeKey
DisableKey
EnableKey

ScheduleKeyDeletion
UpdateAlias
UpdateKeyDescription

[N

Effect: Allow

Principal:

AWS:

- !GetAtt PythonLambdaRole.Arn

1GetAtt JavalLambdaRole.Arn

Action: kms:Decrypt

Resource:
RegionKinesisCMKAlias:

Alias

1t

AliasName: !Sub alias/${KeyAliasSuffix}
!Ref RegionKinesisCMK

TargetKeyId:

CloudFormation 7> 7L —k
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1.7 Updates to the AWS

Encryption SDK that
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2.X

3.X

4 .x

20

2.1

2.2

3.0

4.0

and later. For more
information, see /\—
>3 1.7.x.

Updates to the AWS End-of-Support / T —
Encryption SDK. For X

more information, see

IN—>3 72 2.0.x.

--discovery /\
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. --wrapping-
keys N X—2®D
discovery B
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Encryption AWS CLI
n/N—>3> 210
&, o702
VIEREON—T 3y
20 LRAFETTY,

Improvements to the
message decryption
process.

Adds support for AWS  End-of-Support / T —
KMS multi-Region X
keys.

The AWS Encryptio
n CLI no longer

— xR (GA)

supports Python 2

or Python 3.4. As of
major version 4.x of
the AWS Encryption
CLI, only Python 3.5
or later is supported.
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The AWS Encryptio
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As of version 4.1.x of
the AWS Encryption
CLI, only Python 3.6
or later is supported.
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supports Python 3.6.
As of version 4.2.x of
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1.7 Updates to the AWS
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versions upgrade
to versions 2.0.x
and later. For more
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>3z 1.7.x.

2.X 2.0 Updates to the AWS — xRt (GA)
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2.2 Improvements to the XTI AE—
message decryption RIZEYERT,
process.

more information, see
N—>3 2 2.0x.

2.3 Adds support for AWS
KMS multi-Region
keys.

24 Adds support for AWS
SDK for Java 2.x.
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7R1) < —% RequireEncryptRequireDecrypt ICEFHTEE T, cDEICKY), F—TIZI Y K~
XVRNTTF—ENEICESL, E5tEhET, CORERFRT72ILNTHB S, BHRHICE
ETHIHERFHYVEEAN, ERENTVET, BRWICRETDE, 77U T5r—>3arF+—

SYMAYRNBELUTHESENEESUTFANERELUEGECXELZDAHELEOHDT
Ny FEO—LNY IFBRCEYET,

AWS KMS Y AR —F—7ONA X —DFEH

DEFD 1.x/N\—2 32 ICBITL AWS Encryption SDK, JRIC/N—23 2 2.0x ARICEBITTSIC
&, LA —AWSKMS YAR—F—7ONAM A —%, BERE—RFLEFBREE— RTHRWICHE
RENENAZ—F—TONAFZ—ILBEBRADMVENHYVET, LA —XAX—F—70O/N1
B—Fk, N=23217x THHERERY, N—232 20x THIRENET., COZEERK, AWS
Encryption SDK for Java, AWS Encryption SDK for Python, AWS Encryption CLI £ 32771
T—2AVERVVTRNTREBERBYET, OV OFTER, J-—ROEFHAZEICOVWTEH
BALET,

AWS KMS Y AR —F—70ONA X —DEH 440
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® Note
Python Tld, FHEROBEZF ICLTLKEEZV, J-ROEMIDVELD ZRHETED
KDV EXT,

AWS KMS Y AR —F — (NAZ—F—7ONA A —TEBEV) Z2EALTVRHEEE. COARATY
TEAF VTS TEET, AWSKMS YRZ—F—EBEILEFLFHIBREhELA, COYARZ—F—
Tk, BELESYE D IF—TOHBEEILERVEBSITONET,

Ot OHITE, BEETIHLENHDI—ROBRICESZHTTVET, EFchiI—
ROFZEEHFICOVWTRR, FALTVWR7OJZZJFHED GitHub URD NUDFlEI> 3>
ZSRBLULTLKEEV, Eh, ChsnfTlE, BE. ¥F— ARNsZFEAL TERHRELEFT AWS KMS
keyso ES{LADNAR—F—T7ANAM A —Z2ERTD EERF. FEOFRE AWS KMS F—&i 5l
FEFEALT ZRTIENTEEXRT AWSKMS key . BESRADNAR—F—TONAEZ—ZERT
LEWEF., F—ARN ZERAITBIRLENf HYVET,

BT O

X T O AWS Encryption SDK I—H'—ICD2WT, TOIAIY MXYKRRUZ—OREICDOVTEHR
BAL £ Jthe sectioncalled “TAZY RX RRUS—DEERE"

AWS Encryption SDK for C & & T' AWS Encryption SDK for JavaScript 1—H—IC2W Tk, ", @
F—D2ITOATIAVOEHICOVTHBALETAWS KMS F—U VT D E#H.

NeY 2
« Strict E— RADEBAT
« Discovery E— RADBIT

Strict E— RADOEIT

ERHFD AXx/N—23ICEHL =5 AWS Encryption SDK, LAY —IAZ—F—7'0O/NA X —
Z strict E— RTYARZR—F—7TONAF—ICBEMRAE T, Strict E—RTR, BELEHIY
BEEBICERATZISYEV VX —2EBEITIHLENfHBVET, F. BELESYE Y TF—0&k
AWS Encryption SDK 2R L E T, FHBOTAX—F—7"O/N/1F—l&, AWS KMS keys 7%
2)=23a>AWSTFTHIRNX® V=23 ke, F—2F—%B5{L AWSKMSkey U1 & fF
ALTTF—R%2ESTEET,
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https://docs.python.org/3/library/warnings.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#key-id
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Strict E= ROYAX—F—7"O/NMF—Il&, AWS Encryption SDK /N\—2 32 1.7.x TEAENT
WET, 1.7x TIHERBEBE 2T 20X THIRENB LA —XREX—F—7ONAMFZ—FEEZHRZ

ShET, YAZ—F—70O/NA A —% strict E— RTHERHT S &A AWS Encryption SDK XA
75974 ATY.

ROI—RTIE Strict E— RTYAZ—F—7ONAF—%ZEHRL. BEILEEBSIZERATED LS
ICLTWET,

Java

Z 0PIk, AWS Encryption SDK for Java®/N\—> 3> 162 LBiZERATH 77U -3 >0
Od—RZRLTVET,

ZM1— Rk, KmsMasterKeyProvider.builder()XVY v REMAL T, SvE IF—
AWS KMS key £ L TR T2 AWSKMS Y AR —F—7'ONAZ—"A 2V ARXRALLET,

// Create a master key provider

// Replace the example key ARN with a valid one

String awsKmsKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

KmsMasterKeyProvider masterKeyProvider = KmsMasterKeyProvider.builder()
.withKeysForEncryption(awsKmsKey)
.build();

—DOfllE. AWS Encryption SDK for Java ®/N\—> a3 1. 7x L\ EERTZDZT7 SV r—>3>
NDI—RERLTVWET, FLWHICDOVWTIE, BasicEncryptionExample.javay 258 L T<L
EEV,

OB TEAL = Builder.build() & T Builder.withKeysForEncryption() XV ¥
Rik, N—23 2 17x TI#HERERY, N—232 20x THIBREhET,

Strict E— RONAR—F—T7ONA X —ICEFHITH12O, COO—RTRIFEMREXY Y ROF
OHLUZEFHL WV Builder.buildStrict() XV Y ROFPHUICEERZET, COHITE,
ZYETF—AWSKMSkey £LT 1 2ZEELEFAH, Builder.buildStrict()XV Y
RIFEHD OV ANZEETE LT AWS KMS keys,

// Create a master key provider in strict mode

// Replace the example key ARN with a valid one from your AWS #####.
String awsKmsKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
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https://github.com/aws/aws-encryption-sdk-java/blob/master/src/examples/java/com/amazonaws/crypto/examples/v2/BasicEncryptionExample.java
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KmsMasterKeyProvider masterKeyProvider = KmsMasterKeyProvider.buildexr()
.buildStrict(awsKmsKey);

Python

ZDfllE, AWS Encryption SDK for Python®/N\—> 3> 141 2ERAT2 77 U5 —>3a>0
d—RZXRLTVWET, ZOI—RTIE KMSMasterKeyProvider ZFHALETH., hik
N=23217x THHERERY, N—=232 20x I SHIBRENET., BESRKICEK. AWSKMS
keys EEL Iz ICEREL, F—EZF—ZBES{L AWSKMS key L1z AERAENET,

KMSMasterKey G IFHRICE ST, HIlREhFEL A, BSILBLTESRICIE, AWS KMS key
EELEOAZFEALETD,

# Create a master key provider

# Replace the example key ARN with a valid one

key_1 = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

key_2 = "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"

aws_kms_master_key_provider = KMSMasterKeyProvider(
key_ids=[key_1, key_2]
)

DBk, AWS Encryption SDK for Python®/N\—2 3 2 1 7x Z#ERATHT77UT—3a>0n
OJ—RZRLTVET, FLWAHICDOWVWTIE., Tbasic_encryption.pys 25BL T EEL,

Strict E—RONAXR—F—TOANAZ—ICEFHIB L, COI—RTR
KMSMasterKeyProvider() ®MU'H L & StrictAwsKmsMasterKeyProvider() OO H
LICBEH®AET,

# Create a master key provider in strict mode

# Replace the example key ARNs with valid values from your AWS #####
key_1 = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

key_2 = "arn:aws:kms:us-west-2:111122223333:key/0987dcba-09fe-87dc-65ba-
ab0987654321"

aws_kms_master_key_provider = StrictAwsKmsMastexrKeyProvider(
key_ids=[key_1, key_2]
)
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https://github.com/aws/aws-encryption-sdk-python/blob/master/examples/src/legacy/basic_encryption.py
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AWS Encryption CLI

ZOPHITIE, Encryption CLINN—23 2 11 7AWS Blai 2 AL TR EILB RV EETEH%%E
R~LET,

N—3>2 117 BETR. BELEIC AWSKMS keyZ €D 1 DU EDTY AR —F— (SYEY
TJ*¥—)ZBELET, ESLEICR. DARLADIARZ—F—7ONAEX—ZHFHLTLAV
RV, SYE X —%2IBETDI L TEEE A, AWS Encryption CLI &, T—XF—%H
BLEEEOSYE Y IX—2FERTEET,

\\ Replace the example key ARN with a valid one
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

\\ Encrypt your plaintext data

$ aws-encryption-cli --encrypt \
--input hello.txt \
--master-keys key=$keyArn \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--output .

\\ Decrypt your ciphertext

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--output .

ZDOFITIE, Encryption CLI/N—2 3> 1.7.x AWS LIgEZ AL THEESILE LV ES T2 HEE
RULET, TL2BHICOVWTIEE., "Encryption AWS CLI D, Z2SHBL TS EE L,

--master-keys NI X—REN—T3 > 1.7.x TH#ERERY), N—232 2.0x THIBRE h
£, chlk --wrapping-keys NSX—RICEZMDV), IXNTOES{LINV REESFT
N RICBBEBVYYET, CO/INTAXA—RXTIE, Strict E— R& Discovery E— RAYR—KEh
£, BET—RE. BERLESYEIX—%ZFEAT S & 2RI TS AWS Encryption SDK
RANTZO9F14ATT,

Strict E—RICT7YFTIL—RTBIZE, --wrapping-keys/NTX—32 D key BHEZERAL
T, BEILRBSRTESKHOTIYEIJXx—2IBELET,

\\ Replace the example key ARN with a valid value
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$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

\\ Encrypt your plaintext data

$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$keyArn \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--output .

\\ Decrypt your ciphertext

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--wrapping-keys key=$keyArn \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--output .

Discovery E— RAD BT

N=23 17 xBUBETRE, YAZR—F—7O0N/4 & —IZ AWS KMS strict E— R&ZFEHATS, D
FVESLBLVCESHICTYEIF—ZIEBET SN AWS Encryption SDK A RA KT Z U7 4
ATY, BSLTdEER, BCDVEV X —ZEETIXEN HVET, LEL, H5 AWS
KMS keys D7z O OF— ARNs DIEENRANTHVEENf HVET, LealF, TAVTR%E
FEAL THES{t AWS KMS keys BFIC 2Bl T25E. BSHICF— ARNs Z—ERTITHIHLEN
HDFE., TAVTADFIN KON ET, £/, Discovery E—RONYAZX—F—70ON/MF—l&
TTONAZ—F—TONAA—LRRICEMETED -0, BITHEO—PELT—RKHICThZFER
L. BT Strict E— RONAR—F—7OANAA—ICTYTIL—RTEET,

CORSBFEEF., YAZR—F—7O/NA4 A —% Discovery E—RTHEATEEXRT, Ch5OVYA
RA—F—TONA B —TRIYEITF—ZEETERVLED, BELICKEATEEFLA, E5H
ICE, F—RF—ZHESLESYEIF—Z2FEATEXT, £EL, BUEBEZTSIL A —X
AZ—F—7TONAF—E LRV, Discovery T— RTHRMIZER L £, Discovery E—RT
NAZ—F—T7ONA A —%2FERTRE5E,. FATERZSYEIF—ZHBICAWS THIRNDE
DICHRTEET. COBRBTAINE—RBAT>Ia>TITN, BBOORARNTZTITAATY,
AWS N—FT 4232 ETHIRNOFEBICOVWTIE, TAWS £ 7 7L A1 @ "Amazon
)Y —AZ—AL ZZRLTLEEL,

ROBITIE, BELHAD Strict E—RTAWSKMS YAZ—F—7ON/A A —%/ERL. EEHD
BRHEHE—RTAWSKMS YARX—F—7'ON/F—%ERL ET., Discovery E—ROYAZ—F—
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https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html#arns-syntax
https://docs.aws.amazon.com/general/latest/gr/aws-arns-and-namespaces.html#arns-syntax
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ZTONAZ -, wE7 1)L 2—2FHALT, BSICFERATHIYEIF—%& aws N\—F 1> 3
VEBEDAWS THIORNBICHRBLET, cOBRMBHATETHIIRNTAIILEZ—EHXEHYE
AN, BT 7VT—23a0FF—RZBSHL, BOT77UTr—>3a 07— 2285{tT%5
BICEECHERBRANTZIT1ATY,

Java

—DOfllE. AWS Encryption SDK for Java®D/N\—2 32 1. 7.x AEZERTSD 77U 5r—>3 >0
d—RZXRLTVWET, F#LWHIICOWTIE, DiscoveryDecryptionExample.java 25 8B L T £
=L\,

ST Strict E— RTYAZ—F—T7ONAA—ZA 2 AZVRANTBLHIC. COHITE
Builder.buildStrict() XV Y RZEFEHLFT, E5 Tk Discovery E—RTIYAX—F—
T7AONA B —& A AR AT B8, Builder.buildDiscovery() XV Y REFHLE
¥, Builder.buildDiscovery() XV VY RiEk, EEENELAWS N—F 123> ETHIY
N AWS KMS keys T AWS Encryption SDK % DiscoveryFilterlC#IFR92 ZHBLET,

// Create a master key provider in strict mode for encrypting
// Replace the example alias ARN with a valid one from your AWS #####.
String awsKmsKey = "arn:aws:kms:us-west-2:111122223333:alias/ExampleAlias";

KmsMasterKeyProvider encryptingKeyProvider = KmsMasterKeyProvider.builder()
.buildStrict(awsKmsKey);

// Create a master key provider in discovery mode for decrypting
// Replace the example account IDs with valid values.
DiscoveryFilter accounts = new DiscoveryFilter("aws", Arrays.aslList("111122223333",

"444455556666"));

KmsMasterKeyProvider decryptingKeyProvider = KmsMasterKeyProvider.builder()
.buildDiscovery(accounts);

Python

ZDfllk, AWS Encryption SDK for Python D/N—2 3> 1. 7.x B EEFERT2 77— 3
YO1—REXRLTVET, FH#LWVWAHICDODWTIE, discovery_kms_provider.py 2B L TS &
W

g 5L T Strict E— RTYARAX—F—7ONAF—ZERTHLEHIC, COBIT
(& StrictAwskmsMasterKeyProvider AL 9, EENEHICKREE—RT
NAZ—F—7ONAZ—ZERTBICE, BEENEAWS /N—FT14>32ETH
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https://github.com/aws/aws-encryption-sdk-java/blob/master/src/examples/java/com/amazonaws/crypto/examples/
https://github.com/aws/aws-encryption-sdk-python/blob/master/examples/src/legacy/discovery_kms_provider.py
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7> K~ AWS KMS keys T AWS Encryption SDK % (C#|PRDiscoveryFilter9 3
DiscoveryAwsKmsMasterKeyProviderT ZFAL £ Y,

# Create a master key provider in strict mode

# Replace the example key ARN and alias ARNs with valid values from your AWS #####.
key_1 = "arn:aws:kms:us-west-2:111122223333:alias/ExampleAlias"

key_2 = "arn:aws:kms:us-
west-2:444455556666:key/la2b3c4d-5e6f-1a2b-3c4d-5e6f1la2b3c4d"

aws_kms_master_key_provider = StrictAwsKmsMastexrKeyProvider(
key_ids=[key_1, key_2]
)

# Create a master key provider in discovery mode for decrypting
# Replace the example account IDs with valid values
accounts = DiscoveryFilter(
partition="aws",
account_ids=["111122223333", "444455556666"]
)

aws_kms_master_key_provider = DiscoveryAwsKmsMasterKeyProvider(
discovery_filter=accounts

)

AWS Encryption CLI

ZOHITIE, Encryption CLINN—2 32 1. 7xAWS LB ZFEAL THEBLB LT EE T HE
ZERUET, N—23>2 1.7x BBRIE, --wrapping-keys NTX—ZNBELE XK FESLE
ICHREERVET, --wrapping-keys /NTX—RTld, Strict E— R & Discovery E— RA™Y
R—RhEhFEFT, TLAEHICDOVTIE, Tthe section called “fI’y ZSRL T EE L,

COBITIR, BSILEICXEOTZYE Y JXx—2BELET, BEFLKICE. --wrapping-
keys NT X—&® discovery BHEDE%Z true ICL T, Discovery T— RZBHRHYIZERL F
ED

FRETET— KT AWS Encryption SDK EATE RSV E IXF—ZRBIZTNSICHIRT S
EHIZAWS PHIU N, COBFITIE --wrapping-keys/NZ X—2 M EiEdiscovery-
partition& discovery-account BEZFEALET. chsOATIVDOEM

(&, discovery BH%& true ICEREL TVWREEILR>THEMTT, discovery-partition
B & discovery-account BHR —REICERAITZIHENf HYET, BHTREEVTREHYE
BA,
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\\ Replace the example key ARN with a valid value
$ keyAlias=arn:aws:kms:us-west-2:111122223333:alias/ExampleAlias

\\ Encrypt your plaintext data

$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$keyAlias \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--output .

\\ Decrypt your ciphertext
\\ Replace the example account IDs with valid values
$ aws-encryption-cli --decrypt \

--input hello.txt.encrypted \

--wrapping-keys discovery=true \
discovery-partition=aws \
discovery-account=111122223333 \
discovery-account=444455556666 \

--encryption-context purpose=test \

--metadata-output ~/metadata \

--output .

AWS KMS F—1 2 J OE

@ AWS KMS F—1J > J'AWS Encryption SDK for C,  AWS Encryption SDK for NET, & &,
EEILBRVOETHICIYE Y IXF—2EBETEDRLDILTRET, RANTTUT 1 AAWS
Encryption SDK for JavaScriptZH7/R— ML TWE T, AWSKMS #HF—U T Z2ERTHEE
&, BRWICERLET,

@ Note

for NET AWS Encryption SDK O &EEHW/N—2 32 @F/N—232 3.0x TF. AWS
Encryption SDK for NET D XTDO/N—2 32 Fk, O 20x TEAEhizEFIUTF1OX
ARNTZ0FT 14 A&HHR—KNLTWET AWS Encryption SDKe I— R F—RXZZXETS
ceERL, BIN—23VIREITYTIL—RTEERT,
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ERHFDAX/N—23ICEHT S E AWS Encryption SDK, BH7 1 L2 —%FEAL T, #BH
F—AWSKMS U T EEFE—=2a plEF—AWSKMS U I ESTHEEICFERATISY
EOF—ZHIRTEXTAWS THUV R, BEF—VTD7 1)L 2T AWS Encryption
SDKARANTZU T4 AT,

Ot a>opiTtr, RET71I)LE—% AWSKMS U—2a>HF—U > JIZIBMT 2 5%
ZRLET,

1T DA

FNTD AWS Encryption SDK I—H'—IZ2W T, TOOIY XY RNRUZ—OREICDVWTEH
BBL £ Jthe sectioncalled “AZY RX> KRRV —DERE,

AWS Encryption SDK for Java, AWS Encryption SDK for Python, # & U* AWS Encryption CLI 11—
H—(I2VWTE, OXAZ—F—7ONAF—ICHEREFHIZ DV THEAL £ Fthe section called
‘AWS KMS Y AR —F—7ONAEZ—OFEH"

T7U5—23>Tlk, J—REROEKSIBEDICEYET, COHFITE, RKEAIP (AL I>) (us-
west-2) U—=23a> 0TS VYETF—DOHEFERTS AWSKMS V=2 arikHF—) T &2ERL
9, cOFITIE, 1.7.x &Y BETD AWS Encryption SDK /N\—2a> 01— REXRLET, L.,
N—=23a 1T X BTEEMTT,

C

struct aws_cryptosdk_keyring *kms_regional_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder ()
.WithKmsClient(create_kms_client(Aws: :Region::US_WEST_2)).BuildDiscovery());

JavaScript Browser

const clientProvider = getClient(KMS, { credentials })

const discovery = true
const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringBrowser({ clientProvider, discovery })

JavaScript Node.js

const discovery = true

AWS KMS £—U 2T OEH 449
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const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringNode({ clientProvider, discovery })

N=232 17 xUBTE, FEOREF—VTJICAWSKMS BET7 1 IILZ—ZEBMTEEXET,
D H 7 1)L X — AWS Encryption SDK (&, AWS KMS keys A EBICERATES =, EEShE
N=—T4232ETHIRAQEDICHRLET, cOO—REZFEATZENIC, BEICISUT/N—
FTA42AVEEEL, YOTNTAHAINID ZEMBETHINIDICBEBRIET,

C

ELWVWBIHZ DWW Tk, kms_discovery.cpp 2B L TS &L\,

std: :shared_ptr<KmsKeyring::DiscoveryFilter> discovery_filtex(
KmsKeyring::DiscoveryFilter::Builder("aws")
.AddAccount("111122223333")
.AddAccount("444455556666")
.Build());

struct aws_cryptosdk_keyring *kms_regional_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Buildex()

.WithKmsClient(create_kms_client(Aws: :Region::US_WEST_2)).BuildDiscovery(discovery_filter))
JavaScript Browser

const clientProvider = getClient(KMS, { credentials })

const discovery = true

const clientProvider = limitRegions(['us-west-2'], getKmsClient)

const keyring = new KmsKeyringBrowser(clientProvider, {
discovery,

discoveryFilter: { accountIDs: ['111122223333', '444455556666'], partition:
aws' }

1)

JavaScript Node.js

ELWVWBHIHZ DWW Tk, kms_filtered_discovery.ts 28 B L T &V,

const discovery = true

AWS KMS F¥—U > T O E#H 450


https://github.com/aws/aws-encryption-sdk-c/blob/master/examples/kms_discovery.cpp
https://github.com/aws/aws-encryption-sdk-javascript/blob/master/modules/example-node/src/kms_filtered_discovery.ts
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const clientProvider = limitRegions(['us-west-2'], getKmsClient)
const keyring = new KmsKeyringNode({

clientProvider,

discovery,

discoveryFilter: { accountIDs: ['111122223333', '444455556666'], partition:
aws' }

1)

AZY MXAXRRUS—OERE

F—OZYRAUBNICKRY, BEILENETF—REEICRALUTL—2FTFANIETLEND LD
ICBYET, cOEF1UT47ONT A ZREIZDEHIC, N—23 2 1 7x B, FF—O3v
RAYRZEEHEDHLWZILIOU XLAA—K AWS Encryption SDK ZEAL ¥, F—X%Z+—1
SYRXYNTHESIEBLTESHKTZIAESHAZRHBICEF. DY MXVNRUS—BREEZ
FRALET, F—OAZIY MXUNILBZF—ROBE{LEES{LIE. AWS Encryption SDK DA A
7507 42T,

XY MXVRNRUS—ORERK., ORFO 1x/N—=23hs/N—2 32 2.0.x ABRICET AWS

Encryption SDK 32 BIT7OC AN 2 BHOATY TNEERIB A TT, IZY MXVRNKRUD—

EREBRVCEELLES, P7UT5—23 zZBENICTANLUTASAEREICT7O0/LTLE
TV, BITHAA D AILDVWTR, "T2BITIHLUOTTOA 955 3%E AWS Encryption SDKy 2S8R
LTLEEL,

N=232 20x &L, JZY XY RRUS—REICE I ODOBEMNBENI HVET. B 1.x
N—=23> (N—=232 1.7.x HAB) TlE. ForbidEncryptAllowDecrypt D&HEMTT,

« ForbidEncryptAllowDecrypt — EF¥—0X Y M X2 N THESL AWS Encryption SDK TZ &
BA, F—AIYRMXIRNFFERAETATVZILESHICA A DS T, BEILEhERESELTEFAN
ZES{LTEET,

BHO1x/N—23> TR, ChHFE—OBWEETT, ChiCkY, F—OIY RXVNTHE
SUTREBITLICESET, F—OAIY MM THESHELBEVRSIZBYET, EZBATR
MICRETDE, N—232 20X UBATYZIL—REICIIY NXY MNRUS = BB
require-encrypt-require-decrypt \EEEThDDZHEET, TORDYIZ, OV p X
YRRV —ZBENICBITITEETD,

« RequireEncryptAllowDecrypt — AWS Encryption SDK FEICF—1Z Y NX> NTHFIL
LET, F—OZIYRXMERENRTVRIHLESHICADI DS T, BEFILENEESLTFR
NEESILTEET, COER/N—232 20x TEMENEL =,
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« RequireEncryptRequireDecrypt — AWS Encryption SDK EEICF—IZY NXV NTHES
CBRVTESLET, COERK/N—232 20x TEMERELE, N—232 2.0x BT,
ChAT7AI)INMETT,

BHO1x/N—23> TR, BE—OF#MEIIY NXYMRUS—ER
ForbidEncryptAllowDecrypt T3, /N—2 32 2.0x UREIZBITL R, EEHFE 5. O
SYRADVRR) D —ZBENICEETERT, IXTOXYE—IAF—-0IY NXV NTHESIL
TNBENBFETESDET, JXY MX MRS —%& RequireEncryptRequireDecrypt (C
EHLBEVWTSEEL,

ChonfITR, BHOAIXN—2328FLTN—232 20xBEBTIOZY RXY MRS —ZR
EIRHEEZRLET. COFERTOIZIVITRELEI>TERUET,
BT DR

AWS Encryption SDK for Java, AWS Encryption SDK for Python, # &T' AWS Encryption CLI T,
DNAZ—F—7TOANA R —ICHEBZEIC DV THHAL F Jthe section called “AWS KMS ¥ A
F—F—7ONAEZ—QOFEFH"

AWS Encryption SDK for C 8 & T IZ 2L Tlk AWS Encryption SDK for JavaScript, "4, OF—1 >
TOFATIaVOEFRICOVTHBALEFTAWS KMS F—U > T DFEH.
AZY MXVRNRUD—ORESE

OZY RXVRRUS—OREICEAITZDF AR, SERRCELETERYET, LTOHITEZ
NHEERLET, IIY XV NRUS—ZZETRHIC. "BIILTIT7O4925%1 TER
FEOT7O—F2#EBL TSV,

n||||

C

ND/N—= 3> 1.7.x LABE T & AWS Encryption SDK for C,
aws_cryptosdk_session_set_commitment_policyB#ZFAL T, BELBLVES
Y2 AVICAZTYMXRNRUD—ZRBRELE T, BELEOIY MXRNRUD—F, 20
YAV THRPHENDIXNTOBSELTESARL - I VICERAEhET,

aws_cryptosdk_session_new_from_keyring & LT
aws_cryptosdk_session_new_from_cmm B8%kiE, /N—23 > 1.7.x T3k
HRERY, N—232 20x THIRENE T, ChsoBEHKEF. v 3
> %R aws_cryptosdk_session_new_from_keyring_2 BAE&H LT
aws_cryptosdk_session_new_from_cmm_2 BAFICEZ#!D V) E T,
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B# D 1.x/N\—2 3> T aws_cryptosdk_session_new_from_keyring_2

B RV aws_cryptosdk_session_new_from_cmm_2 ZFEHL TVW3HE

(. COMMITMENT_POLICY_FORBID_ENCRYPT_ALLOW_DECRYPT XY R X2 KN7RU
> —MfET aws_cryptosdk_session_set_commitment_policy B¥ % MU' H 9 44
ENFHYET, N—232 20xUEBTR, COBKOFTELEAT>a>ThY),
IRTOEMBEZERYET, N—232 20xUBOF7AIIRNIZY MR —F
COMMITMENT_POLICY_REQUIRE_ENCRYPT_REQUIRE_DECRYPT T4,

FLWHIZDVWTIE, string.cpp 2L TS EZ L,

/* Load error strings for debugging */
aws_cryptosdk_load_error_strings();

/* Create an AWS KMS keyring */

const char * key_arn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;
struct aws_cryptosdk_keyring *kms_keyring =

Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);

/* Create an encrypt session with a CommitmentPolicy setting */
struct aws_cryptosdk_session *encrypt_session =
aws_cryptosdk_session_new_from_keyring_2(
alloc, AWS_CRYPTOSDK_ENCRYPT, kms_keyring);

aws_cryptosdk_keyring_release(kms_keyring);
aws_cryptosdk_session_set_commitment_policy(encrypt_session,
COMMITMENT_POLICY_FORBID_ENCRYPT_ALLOW_DECRYPT);

/* Encrypt your data */

size_t plaintext_consumed_output;

aws_cryptosdk_session_process(encrypt_session,
ciphertext_output,
ciphertext_buf_sz_output,
ciphertext_len_output,
plaintext_input,
plaintext_len_input,
&plaintext_consumed_output)

/* Create a decrypt session with a CommitmentPolicy setting */
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struct aws_cryptosdk_keyring *kms_keyring =
Aws: :Cryptosdk: :KmsKeyring: :Builder().Build(key_azrn);
struct aws_cryptosdk_session *decrypt_session =
*aws_cryptosdk_session_new_from_keyring_2(
alloc, AWS_CRYPTOSDK_DECRYPT, kms_keyring);
aws_cryptosdk_keyring_release(kms_keyring);
aws_cryptosdk_session_set_commitment_policy(decrypt_session,
COMMITMENT_POLICY_FORBID_ENCRYPT_ALLOW_DECRYPT);

/* Decrypt your ciphertext */

size_t ciphertext_consumed_output;

aws_cryptosdk_session_process(decxrypt_session,
plaintext_output,
plaintext_buf_sz_output,
plaintext_len_output,
ciphertext_input,
ciphertext_len_input,
&ciphertext_consumed_output)

C#/ .NET

require-encrypt-require-decrypt {El&k. .NET AWS Encryption SDK A @ $XT D /N —
2avOF7ANROIZY MXRNRIS—TTF, RANTZI9TFAAELTHRWICERET
BEETEFRTN, BATREBYEBA, =L, AWS Encryption SDK for NET Z#EH L
T, F—IZY "MXM AWS Encryption SDK &L T OBINEBREICL > THES{LE N LES
XZ2BE5ITBHEEEF. IXY MXUMRUZ—0O{E%Z REQUIRE_ENCRYPT_ALLOW_DECRYPTE
R ICEETD2HENSH V) FITFORBID_ENCRYPT_ALLOW_DECRYPT, EENTLVEVIEE, I
BXNESFEBLET,

for AWS Encryption SDK .NET Tlk, DA ARV AIZOAIY RXZ RRUZ—

#EEL £9 AWS Encryption SDK, CommitmentPolicy /NS X—&&ZfERHAL
TAwsEncryptionSdkConfigA 72 TV RNEA VAR AILL, BREAT DT VNEFERALT
AWS Encryption SDK 1 AR AZER L E T, RIZ, BREZHM AWS Encryption SDK 1 > A
RAD XYY REncrypt() & Decrypt( )XV Y REHUVHELET,

COFITIE, ATy MXY KRR —% require-encrypt-allow-decrypt ICERELE T,

// Instantiate the material providers
var materialProviders =

AwsCryptographicMaterialProvidersFactory.CreateDefaultAwsCryptographicMaterialProviders();
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// Configure the commitment policy on the AWS Encryption SDK instance
var config = new AwsEncryptionSdkConfig

{
CommitmentPolicy = CommitmentPolicy.REQUIRE_ENCRYPT_ALLOW_DECRYPT

};
var encryptionSdk = AwsEncryptionSdkFactory.CreateAwsEncryptionSdk(config);

string keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

var encryptionContext = new Dictionary<string, string>()

{
{"purpose", "test"}encryptionSdk

};

var createKeyringInput = new CreateAwsKmsKeyringInput

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsKeyId = keyArn

};

var keyring = materialProviders.CreateAwsKmsKeyring(createKeyringInput);

// Encrypt your plaintext data
var encryptInput = new EncryptInput

{

Plaintext = plaintext,

Keyring = keyring,

EncryptionContext = encryptionContext
};

var encryptOutput = encryptionSdk.Encrypt(encryptInput);

// Decrypt your ciphertext
var decryptInput = new DecryptInput
{
Ciphertext = ciphertext,
Keyring = keyring
I
var decryptOutput = encryptionSdk.Decrypt(decryptInput);

AWS Encryption CLI

Encryption CLIAWS TOXY h XY RNRUS—ZRETSICE. --commitment-policy/NZ
X—BZHEALET, cONTFX—REF/N—232 18x TEAEThEL L,
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B¥ D 1x/N—23 2 Tlk, --encrypt £ --decrypt N> R®D --wrapping-keys /\
TXA—REFERATDEEIC, forbid-encrypt-allow-decrypt f8 Z3FD --commitment-
policy NTX—ZRHNFHBETY, TS5 THLVES. --commitment-policy /NT X—ZR(FEX
<7,

N—232 21 x BB OBE, --commitment-policy NTX—=R@FAT7>a>THY), 77
JLNT require-encrypt-require-decrypt fBICA& 2 THY, F—AIYNXURNELT

EELENERBSETFANIBEBLELRFESTENELA, EEL, XOFTFVRENTTL
A—TFTAVTIERIUDEDIC, IXTOBSHLEICESHOCHLTIOIY XY MRS —
ZATHICRETDCEEHEOLET,

CcOBITREROZY MXVRNRUD—ZFRELET, £, N—2 32 1.8.x LA, --master-
keys NOX—ZBEBEMA D --wrapping-keys NS X—RZFEALET, FMICOVWTIE,
the section called “AWS KMS XA —F—T7ONAE—DEH") 2ZRBLTIKEETV, B2
BHIZDWTIE., TEncryption AWS CLI @l 2B L TS EE L,

\\ To run this example, replace the fictitious key ARN with a valid value.
$ keyArn=arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab

\\ Encrypt your plaintext data - no change to algorithm suite used

$ aws-encryption-cli --encrypt \
--input hello.txt \
--wrapping-keys key=$keyArn \
--commitment-policy forbid-encrypt-allow-decrypt \
--metadata-output ~/metadata \
--encryption-context purpose=test \
--output .

\\ Decrypt your ciphertext - supports key commitment on 1.7 and later

$ aws-encryption-cli --decrypt \
--input hello.txt.encrypted \
--wrapping-keys key=$keyArn \
--commitment-policy forbid-encrypt-allow-decrypt \
--encryption-context purpose=test \
--metadata-output ~/metadata \
--output .

Java

DO/)N—> 32 1.7.x LA Tk AWS Encryption SDK for Java, AWS Encryption SDK 254 7
RERTATZ IV NAwsCryptoTHD DA VARV AILIAZY RAVRNRUD—2BELE
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To COOAIYMATRRII =R, TEOIZAT NTHVHENDZIXNTOBESILELTE
SARL =23 VICBERATAET,

J2AwsCrypto()ARNT I RIE OO 1.x /N—2 3> TEBEELE AWS Encryption

SDK forJava &h, /N—232 20x CTRRHEIRENET, chid, FL W Builder 95

A, Builder.withCommitmentPolicy() XV ¥ R, CommitmentPolicy JISH(ZEE #ih
WET,

B# 1xN—2 3> Tk, Builder 7 5 AICIE Builder.withCommitmentPolicy() XV ¥
K& CommitmentPolicy.ForbidEncryptAllowDecrypt SIBABETT, /N\—2 32 2.0.x
LAB&, Builder.withCommitmentPolicy() XV VY R@EFA7>a>ThHY)., 77 )L MER
CommitmentPolicy.RequireEncryptRequireDecrypt T9,

FHLWHIZOWTR, MSetCommitmentPolicyExample.javay ZZB L T<EE L,

// Instantiate the client

final AwsCrypto crypto = AwsCrypto.builder()
.withCommitmentPolicy(CommitmentPolicy.ForbidEncxryptAllowDecrypt)
.build();

// Create a master key provider in strict mode
String awsKmsKey = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ;

KmsMasterKeyProvider masterKeyProvider = KmsMasterKeyProvider.builder()
.buildStrict(awsKmsKey);

// Encrypt your plaintext data
CryptoResult<byte[], KmsMasterKey> encryptResult

crypto.encryptData(
masterKeyProvider,
sourcePlaintext,
encryptionContext);

byte[] ciphertext = encryptResult.getResult();

// Decrypt your ciphertext

CryptoResult<byte[], KmsMasterKey> decryptResult
masterKeyProvider,
ciphertext);

byte[] decrypted = decryptResult.getResult();

crypto.decxryptData(
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JavaScript

DO/N—2 a2 1.7.x ATl AWS Encryption SDK for JavaScript, AWS Encryption SDK 75
AT A AZALTEHL VbuildClientBEHZFOPHITEZEICIIY RX MR
S—ZRETEET, buildClient BFIF, OZIY MXY MRV —ZRTHIZEEZEY E

¥, BEfiE iz encrypt BB E decrypt BB REN T, BSILSERVCESHKKICIIY &
X RNRDD—HFBRAEIhET,

B 1x/N\—2 32Tk, buildClient BEERIZ &
CommitmentPolicy.FORBID_ENCRYPT_ALLOW_DECRYPT 5| BHETT, /N—
232 20xEE, QXY MY NRUD—B|IBEAT>3a>THY, F72INMER
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT T,

Node.js £ 7 ZVHNOI— R, 7o IHNRABERERETDEHDDAT—MAV NEMREL
ITHREBRVT, COEWNTRELUTY,

RO DBHITIE, AWSKMS F—D 2 Jz2FEALTF—XZRBES{LLET., FHILL
buildClient B8%l&, XY RXU KRRV —ZEH 1x/N—232>TOTFT7 ) NMED
FORBID_ENCRYPT_ALLOW_DECRYPT IZR®EL £, buildClient BRI T Y 7I L —REFH
M encrypt B & decrypt BT, BRELEOIY RAXYRNRUZ—ANEARAETIET,

import { buildClient } from '@aws-crypto/client-node’
const { encrypt, decrypt } =
buildClient(CommitmentPolicy.FORBID_ENCRYPT_ALLOW_DECRYPT)

// Create an AWS KMS keyring

const generatorKeyId = 'arn:aws:kms:us-west-2:111122223333:alias/ExampleAlias'
const keyIds = ['arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" ]

const keyring = new KmsKeyringNode({ generatorKeyId, keyIds })

// Encrypt your plaintext data
const { ciphertext } = await encrypt(keyring, plaintext, { encryptionContext:
context 1})

// Decrypt your ciphertext
const { decrypted, messageHeader } = await decrypt(keyring, ciphertext)

Python

DOI)N—> 32 1.7.x LA TIE AWS Encryption SDK for Python, AWS Encryption SDK 254 7
VRERIHFLVWATZ I U MEncryptionSDKClientTH 2 DA VAR AILTIZ Y R XY
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RRDD—ZRELET, RELLEDAIY M RNRUD -, 9TFATRNDAV AR A%z
FATDINTD encrypt FHL & decrypt FHUICERAEhE T,

B# 1.x/N\—2 3> Tk, EncryptionSDKClient OV ARNT I XRIZIE
CommitmentPolicy.FORBID_ENCRYPT_ALLOW_DECRYPT FI#{ENHETT, /N—
23AV20xHE, DXV MY RNRUS—BIBE AT a>Tht), F74) MER
CommitmentPolicy.REQUIRE_ENCRYPT_REQUIRE_DECRYPT T79,

OB TIEFL LV EncryptionSDKClient AV ARNZ VX2 ZFEAL T, XY RX RKRY
D—Z1TIXxDTT7AI)IMMEICEKRELE T, IVARMT IR, AWS Encryption SDKZ R T U
FGATUORNEA VAR VALET, DI FA4T 2 NT, encrypt, decrypt, stream ®
WIFhADXY Y REFTHETE, BRELEIZY MX MRV —HAERAEhET, COHIT
(&. StrictAwsKmsMasterKeyProvider VZ2AMHFHL WA ARZIVREFEALET, D
OAVARTIRIE, BEILERTES AWS KMS keys BFIC ZIEELE T,

HLWHIICOVWTIE, Tset_commitment.pys 2B L TS EE L,

# Instantiate the client
client =
aws_encryption_sdk.EncryptionSDKClient(commitment_policy=CommitmentPolicy.FORBID_ENCRYPT_AL

// Create a master key provider in strict mode

aws_kms_key = "arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

aws_kms_strict_master_key_provider = StrictAwsKmsMasterKeyProvider(
key_ids=[aws_kms_key]

)

# Encrypt your plaintext data

ciphertext, encrypt_header = client.encrypt(
source=source_plaintext,
encryption_context=encryption_context,
master_key_provider=aws_kms_strict_master_key_provider

)

# Decrypt your ciphertext

decrypted, decrypt_header = client.decxypt(
source=ciphertext,
master_key_provider=aws_kms_strict_master_key_provider
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Rust

require-encrypt-require-decrypt k. for AWS Encryption SDK Rust D g XT D /\—
2Aa>OF7ANROIZTYNXRNRIS—TTF, RANTSU9T 14 AELTHRWICERE
THEETEETN, BEBETREBYEHA, =L, AWS Encryption SDK for Rust Z £ L
T, F—OZY MX> N AWS Encryption SDK &L T DBINERBREICL > THS{LENERES
XZESITREEE. IZY NX MRS —{E% REQUIRE_ENCRYPT_ALLOW_DECRYPT&E /=
F ICEETDIHENSHY) FITFORBID_ENCRYPT_ALLOW_DECRYPT, EFENTLVEWEE, BS
XDESFRBLET,

AWS Encryption SDK for Rust T, DA VARV AICOZIY MXVRNRD—ZRELET AWS
Encryption SDK, comitment_policy /N\T X—2 %M L TAwsEncryptionSdkConfig7 7/
SIVRNEBAVARVALL, BREAT DT U NEFEAL T AWS Encryption SDK 1 2 AR >
AZERLET, RIZ, FREFH AWS Encryption SDK 1 VAR AD XYY REncrypt() &
Decrypt() XV Y RZEHUHLET,

COFITIE, AZY NXY KRR —% forbid-encrypt-allow-decrypt ICERELE T,

// Configure the commitment policy on the AWS Encryption SDK instance

let esdk_config = AwsEncryptionSdkConfig::builder()
.commitment_policy(ForbidEncryptAllowDecrypt)
.build()?;

let esdk_client = esdk_client::Client::from_conf(esdk_config)?;

// Create an AWS KMS client
let sdk_config =

aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_client = aws_sdk_kms::Client: :new(&sdk_config);

// Create your encryption context
let encryption_context = HashMap::from([
("encryption".to_string(), "context".to_string()),
("is not".to_string(), "secret".to_string()),
("but adds".to_string(), "useful metadata".to_string()),
("that can help you".to_string(), "be confident that".to_string()),
("the data you are handling".to_string(), "is what you think it
is".to_string()),

1);

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

AV R NRUS—ORESE 460



AWS Encryption SDK FROY/IN—HA R

// Create an AWS KMS keyring
let kms_keyring = mpl
.create_aws_kms_keyring()
.kms_key_id(kms_key_id)
.kms_client(kms_client)
.send()
.await?;

// Encrypt your plaintext data
let plaintext = example_data.as_bytes();

let encryption_response = esdk_client.encrypt()
.plaintext(plaintext)
.keyring(kms_keyring.clone())
.encryption_context(encryption_context.clone())
.send()
.await?;

// Decrypt your ciphertext
let decryption_response = esdk_client.decrypt()
.ciphertext(ciphertext)
.keyring(kms_keyring)
// Provide the encryption context that was supplied to the encrypt method
.encryption_context(encryption_context)
.send()
.await?;

Go

import (
"context"

mpl "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygenerated"

mpltypes "aws/aws-cryptographic-material-providers-library/releases/go/mpl/

awscryptographymaterialproviderssmithygeneratedtypes"”

client "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygenerated"

esdktypes "github.com/aws/aws-encryption-sdk/

awscryptographyencryptionsdksmithygeneratedtypes"
"github.com/aws/aws-sdk-go-v2/config"
"github.com/aws/aws-sdk-go-v2/service/kms"
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)

// Instantiate the AWS Encryption SDK client
commitPolicyForbidEncryptAllowDecrypt :=
mpltypes.ESDKCommitmentPolicyForbidEncryptAllowDecrypt
encryptionClient, err :=
client.NewClient(esdktypes.AwsEncryptionSdkConfig{CommitmentPolicy:
&commitPolicyForbidEncryptAllowDecxypt})
if err !'= nil {
panic(err)

// Create an AWS KMS client

cfg, err := config.LoadDefaultConfig(context.TODO())

if err !'= nil {
panic(err)

}

kmsClient := kms.NewFromConfig(cfg, func(o *kms.Options) {
o.Region = KmsKeyRegion

D)
// Optional: Create an encryption context
encryptionContext := map[string]string{

"encryption": "context",

"is not": "secret",

"but adds": "useful metadata",

"that can help you": "be confident that",

"the data you are handling": "is what you think it is",
}

// Instantiate the material providers library
matProv, err := mpl.NewClient(mpltypes.MaterialProvidersConfig{})
if err !'= nil {

panic(err)

// Create an AWS KMS keyring
awsKmsKeyringInput := mpltypes.CreateAwsKmsKeyringInput{
KmsClient: kmsClient,
KmsKeyId: kmsKeyId,
}
awsKmsKeyring, err := matProv.CreateAwsKmsKeyring(context.Background(),
awsKmsKeyringInput)
if err !'= nil {
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panic(err)

}

// Encrypt your plaintext data
res, err := forbidEncryptClient.Encrypt(context.Background(),
esdktypes.EncryptInput{

Plaintext: [Ibyte(exampleText),
EncryptionContext: encryptionContext,
Keyring: awsKmsKeyring,

b

if err !'= nil {
panic(err)

}

// Decrypt your ciphertext
decryptOutput, err := forbidEncryptClient.Decrypt(context.Background(),
esdktypes.DecryptInput{

Ciphertext: res.Ciphertext,
EncryptionContext: encryptionContext,
Keyring: awsKmsKeyring,

1)

if err !'= nil {
panic(err)

}

BHN—23AOBITICEIRNZ TN A —FT142T

T7)r—>3>% O)N—232 2.0x BAREIZEH I S E1IC AWS Encryption SDK, D& #i/\—
23>0 1.x [CEH AWS Encryption SDK L, Z£ICF7O4LET, ChlZkY, N—=D3>
20X MBANDEFHICRETDIUEMOHIEFLALENTIS—2EHETEET, Hl2STHMALS
AXAIZD2VWTE, TOFIT AWS Encryption SDK, 2SHBL T EE L\,

/A Important
&# 1.x /N—2 3> A AWS Encryption SDKON—2 32 1 7x B THZ L ZBRELE
T,
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® Note

AWS Encryption CLI: 2OHA RO O/N—23 2 1.7x NDSHI(E., Encryption CLI ®/\—
232 1.8.x AWS AWS Encryption SDK ICHAENE T, cOHA RO O/N—232 2.0
AWS NNOS 8L, Encryption CLI ® 2.1.x AWS Encryption SDK ICBRAE hE T,
FLOLWEF 2T s #eElk, £E&E & AWS Encryption CLI/N—2 32 1.7.x 8 KT 2.0.x
TU—REhEL L, L., AWS Encryption CLI /N\—> 3> 18x @E/N—>3 2
1.7.XAWS [CEZ#DV), Encryption CLI2.1.x [& 2.0x ICEZE#H;D Y ET, FHMHICOVWT
l&. GitHub ® aws-encryption-sdk-cli J7RZ N CEETD X1 UT 1T RNAYU%ES
BLTLSEZL,

COREY IR, RETHDARMOHIHRE—MHWBEIT—2FRABL. BRIDOICK/IDKSICER
FFehTLEd,

NeEY

« EERFLFHIBREAEATDOI O

s BROBE: AIY MXRNRUS—ETILIVALARLA—b

« BROBHEES: AIY MXYMRUS—EBSILTEARAL

« F—OZY M XY MDD K

- TOMOESLOKXK

- TOMDESILOKEK

s O—INYOICBTREEEE

EMRFLRJHRENLEATII N

N—23220x 12, N=23 217X THERICBSLELAS-AVARNT IR, XYY KR,
B, VJADHIREBE, WK OPDEARBEENEENTVWET, OINAFIT5—., 41 2KR—
RIZ—, BXIZ—., BN RIODPVEEBATIS— (FOJZIIJEREICKLU) Z2ERTSIC
&, FFTOTSIIEED OBFH/N—23 > D 1.x AWS Encryption SDK ICF7 Y 7SI L—RL
F9, (CEEN—2a3aU 17X URBRTHBIMVEN HDYVET, VBN 1xN—2a>zFER/P, T
VRILNHIBRENDEIICEREZOFEAZHKTEET,

/!

N=23220xCI<SIETYTIL—RIDBEN D HER. FRATOTOIZTIVISENE
EEEEZZHRL, LA -SRI ZXREBBENIERID VRIVICEBEBRAIERT,
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BEOBRES: DXY XY RNRUY—ETILIVAXLAASL— N

OAZYRMAVRRUD—EBRETHDTIINAVXLAAM— RN EEELEEESE. BSLORTHLNE
BOBEEEWSTITS—TERBMLET,

CORATOIS—2EEBITDICEK, PILOVALARAM—RNEEELEVTLSEEW, F7FIKT
l&. AWS Encryption SDK &, XY "XV RRUS—CERMDOHIRELZELETIIVAXLE
BIRLET, 2L, BREELBEELEOTIIVALARALM—NEZEETDIHEN HDHEEF. IV K~
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Version

Type
Algorithm ID
Message ID

AAD Length

AAD

Encrypted Data Key Count

Encrypted Data Key(s)

Content Type

Reserved

IV Length

XYy tE—JFAN-T32 1
k& (N1 B)

1

1

2

16

2

eI TFARNNIZEDIS
E.2N14hDAAD DEE
714—)LROEEK 0TI,

¥, "O71—LKOE
ik, BO2/N4 N (AAD O
EE74—)LR) CRTEhE
¥,

eI THFARNNIZEDS
4. AYA—ICAAD 71—)L
RigHVEEA,

2

TH, BELtEhETF—2X
F—OBHEThTFhOREIC
KO2TREYFXT,

1

4

XY E—IFAN-T322
k& (N1 B)

1

[75 L]

2

32

2

eI TFARNNIZEDIS
E.2N14hDAAD DEE
714—I)LROEEKOTT,

¥, "O71—LKOE
ik, BO2/N4 N (AAD O
EE74—)LR) CRTREhE
¥,

eI TFARNNIZEDIS
4. AYA—ICAAD 71—l
RigdHVEEA,

2

TH, BELtEhETF—2X
F—OBHEThTFhORSIC
KO2TREYFXT,

1
[ L]

[5 L]

ANY A —DiEE

476
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714—=)LR XYy tE—EAN—232 1 XYy tE—EAXN—232 2
EE (N1 D) RE (N BN)
Frame Length 4 4
Algorithm Suite Data [%% L] TH, XvtE—TrERL
EPZILIAVAXLICEK 2 TRE
WET,
Header Authentication Z#H, XvtE—TzrERL ZE#H XvE—TJEERL
ETZILIAVAXLICE 2 TRE ETZILIAVAXLICE 2 TRE
VET, WVET,
N—>3>

COXYE=IFKXON—32, N=232@F 1 &LE 2T, 16 ERREZED/NA b 01 £
02 LTI I—RENET,

24T

COXYE—IRRORAT . AT EBEOEEERLET, NAXN—RIABSLT—RE
LIRENBRATOZAFR—RENTVET, TORA T OER 128 T, 16 ERERO/
K80 TIVI—KENFET,

cDT7A4—=ILRIEFE, XvtE—2EAN—232 2 TEREELEFRAS
FZIJUVXLALID

FERENDTIIAVXLDEBRF. ChiF16EY NOBFESRLERELTEREND 21 b
DETT, PILIAVXLDOFM-DOWTIE, TAWS Encryption SDK ZILAUV XL T 7L
2 EBBLTEE W,

XvtE—> 1D

XvtE—TBATAEISOALICERENEE, XYE—2ID.
EEbte N Xy E—2%—FICERBILET,
c XVE—TIAVA—%, AVE—IAERXICELNSIRLET,

« BEOBSHENEXY E—DTTF—R2F—2R2CBRRAIREOOXANZALEZRHBMLE
ERD
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« AWS Encryption SDKTNDF—XF— N2 EBFAAX KM ZBHEE T,

CHERF, XvtE—SERN—2321T128EY RN, N—232 2 TR 256 EY NTT,
AAD DEZE

BMRIAET—X (AAD) DRE, Chid. AAD Z28C/N1 hZEEEITS 16 EY NOFSBLE
BELTHREND 2NMMDETT,

eI TFARNNEDREE, AADDEE 71— )LROER 0T,
AAD

BMRBIAT—R. AAD ik, BEILIVTFARDIVI—RTT, F—EEOERTH UTF-8
TA—RXZOXFIHOF—ER@ORTOERITY, B TFANEINA N —T A
CEHBEh, AADEICERAEIhET, BESILIVTEFARNNZEOHE., AVHA—IZAAD 71—
IREHYEEA,

EZNHEOT7IOAVALZFERTZHEE, BEELIVTHFANMNIEF—EEORT {'aws-
crypto-public-key', Qtxt} AEFEFNTVBIHMENHVET, Qixtik, SEC1/N—23 >
20ICETVTHEME N, TDH base64 TLI— REINEABHBERQZERLET., BSIL
OAVTFANIE, BINOEZSHDCENTEXRITHN, BEEI N AAD DREXERE 216 - 1
NABRTTY,

LUTOXRTIE. AADZFERTAH 71— )LRICOVTHBEALET, F—EEORTIF., UTF-8 XF
Od—RICEDVTRIETHF &IV —REhET, NMMNETRENTVSEIZEMENET,

AAD D #gi&

74— R ’E (/N1 bH)

Key-Value Pair Count 2

Key Length 2

Key Z#H. HIO2NAN(F—ORE) TEE
ThizfEEELUTY,

Value Length 2

Value Z¥H, HO2NAKN (EORE) THEES
h-EERLUTTY,
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F—EEORT DO,

AAD ADF—EEDORT D, chik. AAD TF—ELEDRTOHZEETS 16 EY hD
SR LEBRELTHRREND 2/NAFDETT., AAD AOF—ELEORT DHEAHIE 216
-1 T,

ESOYTFANFELEVSE, FLEESLIVTFRANZOBE, 2071 —)
K AAD BERICFEL R A,

F—ORE
F—LEORTOF—ORE, Thid, F—2SC/N( NIERETS 16EY NOBSHEL
Bl E LTRRE NS 2 /74 NOETT,

:\:_

F—ELEORTOF—, UTF-8 TIA—RENIENA MDD —T2ATT,
EORE

F—LEORTOENRE., chiF, EZEC/NM MNIZIEETS 16 EY NORFSELER
ELTHREND 2NANDETT,

(]

F—ELEORTOE, UTF-8 TIA—RENENA MDD —T2VATT,
ES{tENET—2F—DO
EESLENET—2F—OH. chiF, BSLEhETF—FF—OHZEEEIZ 16EY NOFF

ERLERELTHERENZ 2NIRNOETT, EXYE—JOEEENETF—2F—0OKK
3 65,535 (2M6 - 1) TH o

ESLENLT—FF— (BHA)
ESENET—RF—D—T2 R, —TVAOREEESLEET—FF—0HETH

TRORESICKPDTRENET, —T2VALR, 2BLEE 1 DOBESLEETF—2F—4
BEIRTLVET,

UTORTE., BELEhEZETF—FF—ZERTEI 71 —IILRIZODVTHEBALEFT, N1 M
RENTLVBEICEMEINET,
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R

74— R ’E (N1 bH)

Key Provider ID Length 2

Key Provider ID Z¥H,. w@O2NAKNF—7ANA4H—1ID
NDRE) TEEEThIZELERELUTY,

Key Provider Information Length 2

Key Provider Information Z¥H. ®O2NAKNF—7ANAME—1E

HORE) TEEECEEEFALUTY,

Encrypted Data Key Length 2

Encrypted Data Key ¥, wB0O2)NA b (BESEhETF—2X
F—ORE) TEEENILEELERLUTY,

F—7ONAMA—IDOERZE
F—7ONAMAX—IDORE, chid, F—7ONAH—ID ZEC/NA NEZIEETS 16
EY NOBFEBELERELTHREND 2NAINDIETT,

F—7O0N/4%— 1D
F—70ONAH— 1D, Chik, BE{tehiEF—2F—07ONA A —%RT-HICFERE
h, ILRTBEZEMELTVET,

F—7ONAMA—BHRORE
F—7ONA A —BHRORE. ChiE, F—TONA A —BEHREEC/NA NREIEETS 16
EY NOBFEBELERELTHREND 2NAINDIETT,

F—7ON14 X —1E#R

F—7ONAA—ER Ch@FF—7ONAHA—ICk>TREEhET,

AWS KMS #Y AR —F—7'ONAZ—TH3H. AWSKMS F—U>V I FEALTVB15
&, ZOfEICEF ® Amazon )Y —AZ—LA (ARN) AE2FENFET AWS KMS key.
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EStEnhTF—2F—DKE

EEtENiETF—E2F—0RE, ChiF, BEteniETF—E2F—%28C/N1  NZIBETS
1BEY NOBSHRELERELTERENZ 2/NANDETT,
EEtEhizF—2+%—

BEEhiT—2F— Chik, F—T7ONMEF - &2 THESHENET—2ES{LF—
T9,
ATV BRAT

EBENLEF—RORAT (TL—LLERTVEVF—RELE T L —AlLE hicF— %),

(® Note

AEERRY, JL—ALftehl7F—R2Z2EFRALTLKEEY, &, LA—FEAOLEDHICO
&7 L—LftENTVWEWT—2R AWS Encryption SDK ZHR—KLET, O—IFNE
FBRETE., 7L—ALLEh TOLWARVES X Z LK AWS Encryption SDK TEXT, H
R—RENTVBRIXNTOERRETE. 7L—ALftchiEBSILTEFARNETL AL
TN TVBVESENEZESILTEET,

JL—LftehfcTF—REEUREON—MCFEENET, EN-PREBLZCHESKLENE
T, 7L—LtEchiEO2FToVRBEA47 27T, 16 ERREONA N2 ELTII—REA
=

7L—Lte nhTVWBRVWTF—RE2EIEhT, 1 DOBS{LENZBLOBIZARWET, 7L—A
LERTVWBEWIAYTOYREAT 1T, 16 EBREONA M 01 ELTIVIO—RENKT,

FHIE &
FHRHENLEANABNDO—T2ATT, COfER, 0 THIUENfHYVET, chld 16 HEHT
INAK00 00 00 00 ELTIVO—RENET (OFY, 0EZELVANA RS —TVAD 32
By NEHIE),
D7 14—)IRE, XvtE—2EAN—232 2 TREELEEA,

IV ORE
DRI NIL (IV) DRE, Chid, VZEETNA N ZEETS8EY NORFERLEREL

THRRENDINAPNDETT, COERXYE—FZERLETILOUXLD IVINA MEZ
KODTREVET,
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cD7A—=)LREXYE—DERXN—232 20lR@3FELEEA, N—232 2 TR, XvtE—
SANYE—THRENIVEZEATZDTIDVALARLI—RNDOAENYR—NEIAET,

7L—LDOKE

JL—LtEnfcT—208TL—LDORE, Chik, F7L—LONA NRZIEETS 32
EYROHFSBELEBRELTHRENDANABMNOETY, FT—2HF 7L —LftchTLWERVE
Z, D&V Content Type 71 —)LRA"1 THDEE, COER O THIBENHYET,

(® Note

AREARRY, JL—AfbEnkT—R2EFERALTLKEEV, &, LA—FEAOLEHICO
&7 L—LftENTVWEWTF—2R AWS Encryption SDK ZHR—KLET, O—IFNDE
FBREETR. 7L—Ltenh TOWEVWEES X & 4E /K AWS Encryption SDK TEEX T, #
R—RENTVBIXNTOERRETE. 7L—ALftehEEBSILTFAMNETL—A1L
TN TVBVESKENEZESILTEET,

TFILAVAXLARS—KT—2

XV t—27EBUETINIVALNBEETDIHET —R. REEABRTILIVAXALICK
TREENET, TORETEF0ICBIFENFHYET,

SOT A=K, XY E—IRRN—V32 1 TEREELEE A,
ST L

AYH—FEF, XV tE—DZERLETIILIVALK > TREVET, AV —FARAY
-2 THEEINET, IVERARITTBHEATVET, NM MERENTVBJEICEME
nEd,

ANV X —RAHEE

714—=JLR N—>3a210ToORE (N N—>3>220TORE (N
1K) 1K)

\Y TH, AvE—IHER ZEEL
LEFZILIVXLDIVINA
NMBEIZK 2 TREYET,

Authentication Tag T, XvtE—TrER T, XvtE—TrER

LEZILIDVALDORIARY ULEFZIIVAXLDORILERY
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74— R N=>3>10TORE (/N N=>23220TORE (N
1K) 1K)
DNA MEICK>TRENER  ONAMEICK > TREYE
ER ER

\Y

ANYE—FRRER T OFEICERE NB NIRRT NI (IV),

D7 A4—=)RE, XvtE—2EAN-232 20AYA—TREFELEFEA. XVE—D
EEAN—2322TR, XVE—IAYSE—THRENIVEZERATZTZIIVALRA—K
DHBHYR—BREhET,

RORE X T

ANY X —OFRIE, ANVA—OA TV %ZFTIATHEHICERAENET,

AKX DIEE

XY E—IARNICE, BEILTFANEVSESLEAET—ZNEENTVET, AXOBER,
AVFIVERA7 (7L—LtEhTOWAVWIDTFOVELERTIL—LLEAEZOADTOY) ICL?
TEBYET, UT0OEI23a>TR, FAVTOVERATOXY E—PARAXOERICOWTEHRAL
F9, XVvE—KRXOEER, XvE—EAN—23a1ERT2THELUTT,

NEY D

e 7L—LtEhTVE\WF—2X

« 7JL—LftEhicT—24&

7L—Lte2hTVWEVWTF—2

7L—LtEnTVWBVWF—2E, —BE0 IV EEAXAAD 288 1 20 blob ICEES{LEhET,

(® Note
AREARY ., 7L—ALftehiF—RZFEALTLKEEV, &, LA—FRAOLEHICOHK
7L—ALtEnTWAEWT—2 AWS Encryption SDK ZHR—KLFETF, O—PNEFBRE
Tlk, 7L—ALLEhTLVERVEES X Z 4K AWS Encryption SDK TEE T, HR— k& h
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TLVRIXNTOEHERETE, 7L—LlLehEEBSKTFAMETL—LKEATLEY
ESILXEZEBSILTELRY,

UAToORIC, 72L—LtchTVWEBEWF—2E2EBHTH 71— I)ILRZRLET. NA MEREhTV
PIEICEMENET,

7L—LtE hTVRWEAXEE

74— R RE, N MEA

v B, AYH—0IVLength /N1 NTHEEE
hi-EEREUTT,

Encrypted Content Length 8

Encrypted Content TH, ®#O8NAN @SSO T

YOEE) TIEEENEEERL T,

Authentication Tag Z¥H, FRENETZIIVALDOEEIC

KO TREENET,

EELTINIVAL TEATZNHBERT NI (V).

EEEhZOATYORE

BEtEhizd2T2Y, FLEEESHETFANORE, ChiF, BTN LI TOVESR
CNANBZEETS64EY NOFSELEREL THERENS 8/N1 MDETT,

B IC Ik, RAFFRER 2631, FLEFE8IVAE/NA N (BEB) TY, IIZL., EEET i

FINAD ALK > THREETNTVIHBRNIFERT, EBOFKAE 2/36-32, £k 64 ¥

XA N (64 GiB) TF

(® Note

Z 0 SDK M Java TR, SEO4IRICEY) ., COEEE SIC 20311 £ 2 FEN
4N (2GB) CHIREhET,
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EEtEhiza> 7Y

EEATIINIAVALICI > TRENDESENEZIDTOY (BESIELTFAR).
FoRL 2 Y

AXORIE. XY E—VEXERTIBLHIERAENET,

JL—Lftehic7—2

JL—ALftEneF—2TlE., 7L—2TFAMNDTF—RRBET7L—ALAEHENDRUREDO/N—KIC
PEIENET, (& AWS Encryption SDK, —E D IV EAX AAD ZFERALTE 7L —LAZ@EHRIICHE
HFILET,

® Note

AEEAMRY ., JL—AfbEniT—REZFEALTLKEEV, &, LAZ—FERAOLEHICOH
7L—ALftENTWEWT—2 AWS Encryption SDK ZHR—KLFET, O—PNOEFBRE
Tk, 7L—LtEhTOWABVWESXZ 4K AWS Encryption SDK TEE T, HAR—KEh
TVRITANTOERERETR., 7L—ALfbkchEBSIELTFANETL—AlkEhTLAEY
E St NEZESILTEET,

JL—LDOEE (7L—LRAOBSHENEIYTOVORE)FXYE—JZEICRBY KT, 7
L—LO&EKRNA MFE 2/32-1TTF XV E—DDHKRTL—LEIF 2/32-1TT,

7L—ALICE, BELERO2EEN HYVET, IXNTOXYE—JR, BRTIL—LTEKITS
B BRIL—LEEHIHBENFHYVET,

120XV E—JDIXNTOBETIL—LORTBFEAUICEYEXRT, GFRIL-—LORTBEEZSC
ENTEERT,

7L—LtEnfeTF—207L—LDOEBRI, BELENLIADTOVYORESICI>TERYET,

¢+ IL—LOREEAUTHABAE — BWERETALIAVTUYORENBRE 7L —LORE AL
BE, XV E—VRTF—REECEETIL—AETRIHESRE A EO (0) DBKT L —LTHEAR
ENET, L@, AV E—IRTF-REBCRRIL—LOKTERENET, COBA. BK
JL—LOREFERTL—LLRALLAVET,
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c 7JL—LORZEDBEHRTHZEHEE —BSLENLEIDTOVORENBEIL—LORE OEHR
THDHEE. AVE—PRT—REZBCBETL—LETNIHESRESHEO0) DEERTL—A
THEDYET, T, XVE—DRBF—RZE2CHBERTIL—ALTEDYET, COFE, BKRY
L—LDREEBEEIL—LERBULEY KT,

« 7L—LORZTOFBHTRABAVESE —BSALEAEITUOVORENBETIL—LORE O
BTRBEVWES, BR7L—ALLCRRERYODT—2FEBEENETT. BRIL—LOREEBETL—
LRWEELSBZNET,

c 7L—LORZTLVEREVEE —BSHENLEODTOVORENBEIL—LORE L ER
WEE, XV E—IJRBINTOTF—R2Z2BCHERTIL—ALATEREIET, BRT7L-—LDOREE
BE7L-ALVEESBYET,

UTORTRE, 7L—LZEKTZD7A—I)LRICDVTHALET, NM MERENATVSIEICED
ENET,

7L—LftEenEANEE, BETL—A

74—J)LR R, NM NE

Sequence Number 4

\Y ZH, AYHA—0IVLength /N1 NTHEES
NEEERUTTY,

Encrypted Content T, AYA—O Frame Length TIEEE
FEERUTT,

Authentication Tag Z¥., AYH—0 Agorithm ID TEEE
. EFAEATVBTILIdVXALILR D TRE
EhFET,

=T URES

JL—LS—T2AES, ChE7L—LDBBZNIVRATY, ChiEREY NOFSHELE
BELTHREND4NAMDETT,

JL—LF—RB—TVABES 1 THIDLENF BN ET, BEOTL—LR, JEFICEAT
WEThEEST, 1 2EIO7L—LDEBSEZECHEN HVET. ThUADESE. 570
TARFELELT, IZ7—ARRENRET,
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\Y

7L—LDHBILRT NI (IV)e SDK &, RENAYV Y RZFEALT, XvE-—JROT7L—A
CEILRBDIVEBELET, TOREZIFEAETHDTIIVALAA— R THEEEIET,

gEetEhiza>72Y

EEALTIILAVALIZE>TREND 7L —LOBS{E O TV (BSILTFARN).
RORE X T

7L—LDRFE, 7L —AL2KZFAT2LOICERAEIAET,

7L—LftEh AR BE, &E7L—A

74— R ke, NABMNEN

Sequence Number End 4

Sequence Number 4

\Y% B, AYH—0IVLength/N1 NTEEZ
hEERUTT,

Encrypted Content Length 4

Encrypted Content ZH. BDANAN BESLEnEID T

YOEE) TIEEENEEERL T,

Authentication Tag E?&o AY A —0 Algorithm ID TIEEE ©
L FEAEATVBRTIILOVXALIZEK > TRE
‘85 hi@“o

ST ABESORT

BRIL—LDAT—RTT, TOER 16 EHRREEND4/NANFF FF FF FF&ELTI Y
d—REhZFT,

=T AES

JL—LS—T2VAES, ChE7L—LDEBZAIVETY, ChiEF32EY NOFESELE
BELTHREND4NANDETT,

XD EE 487
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JL—LF—B@—T 2 ABES 1 TREDIVENGVET., BEOTL—LR. EFICAEAT
WahEERST, 1 D2BIO 7L —LADEBRZECHENFHYVET. TUADBE, 570
EAREFELELT, IZ7—HRRENET,

IV

7L—LDOMBENRT N (IV)o SDK I, RENXY Y RZERALT, XvE—2RAOT7L—A
CEILRBDIVEBELET, VOREETZILIVALASI—RIR>TEEENET,
EEten O ToYDRE

EELENLEAVTOYORE, Chidk, 7L—LAOBSLEA LIV TOYZEEC/NS M iZE
EEYT23R2EYNOHSBLERELTHREND 4 NI MDETT,
gEetEhiza> 7Y

EE L TIILAVALIZE>TREND 7JL—LOBS{LEnEOY TV (BSILTFAR).
FORL X T

7L—LDOFEHE, 7L —L2EKZRAITILEHICEAETNET,

7Y 2—NOBE

EZRZEOT7IINOVALZFERATREE. XVE—DERIET7YE—HNEEIhET, XvEe—2
7Y E—IClF, XV E—IAYVA—BLVENTHEENLET D ZIILEBENIEENTVET, UTD
KT, 7YV9E—ZERTD7A—ILREDVTHALET, NM MERENTVBJRICENE W E
T XV E—TJT7VE-DBER. XVE-PEAN-TJI3L1E8LT2TEALTT,

7V 2—0ORiE
714—=I)LR RE. NANE
Signature Length 2
Signature Z¥H, wBO2NAHN(EBBEORE) THEES
hifEERU T,
BEORE

BEAORE., Chldk, BEZEUCNAMMNEZEETS 16 EY FOFSZLEREL THEREh
22NMAM R NDETT,

7Y E2—DEE 488
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k

EH
EA

AWS Encryption SDK X ¥ £ — 3 4l

COR—D OERHIE. AWS Encryption SDKEBERMNHZMBEB DRSS A TS 2 BETS
OOV TTLUATY, BERMEOHIMBOESKT ATV EBRELAVEEE. COBERK
FREHYEHA,

HR—RENTWBR7OVZIIETREOVT A AWS Encryption SDK T ZFEATHICIE, T
1 EZBLKECVWISOIZ V08

E )7 AWS Encryption SDK ERNERZER T HLEKIC DOV TR, GitHub ®AWS Encryption
SDK "ft#k, ZZRBL T EET L,

LTFORNEY 2Tk, AWS Encryption SDK XY £—2EROHlERLET. TRhEROHT
&, 16 EHREOO—NA R ZERL, TRIChSONA NABOFRPBXANHREXRT,

NEY D

¢ TL—LfENEF—8 (XY E—IRRN—T 3> 1)

¢ TL—LfENEF—8 (XY E—IRRN—T 3> 2)

c 2Lt TV BVWTF=F Xy E=IFAN=T32 1)

TL—LLEhEF—8 (XY E—IFR/N—Ta > 1)

RToflk, Xvte—2FAN-—232107L—LtenicTF—20XY -2 Z2R0L TV
£

Fem - +

| Header |

Fem - +

01 Version (1.0)

80 Type (128, customer authenticated encrypted
data)

0378 Algorithm ID (see #############)

6E7COFBD 4DF4A999 717C22A2 DDFE1A27 Message ID (random 128-bit value)

Xy =R 0H)
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008E

0004

0005

30746869 73

0002

6973

0003

31616E

000A

656E6372 79774690
0008

32636F6E 74657874
0007

6578616D 706C65
0015

6F6E

6177732D 63727970 746F2D70 75626C69

public-key")
632D6B65 79
0044

416A4173 7569326F 7430364C 4B77715A

("AjAsui2ot@6LKwgzZXDInU/Aqc2vD+@0kp0Z1cc8Tg2qd7rs5aLTg71vfUEW/86+/5w=="")
58444A6E 552F4171 63327644 2B304F6B
704F5A31 63633854 67327164 37727335
614C5467 376C7666 5545572F 38362B2F

35773D3D
0002
0007
(7)
6177732D 6B6D73
kms")
004B

Information Length (75)

61726E3A 6177733A

Information ("arn:aws:kms:

6B6D733A

a755-138a6d9%alleb")

6573742D 323A3131
33333A6B 65792F37
35383235 2D343234
33386136 64396131
00A7
Length (167)

01010200 7857A1C1
956C4702 23DCES8SD7Y
Q2A4EF29 7F000000

31313232
31356330
352D6137
316536

F7370545
16C59679
7E307C06

75732D77

32323333
3831382D
35352D31

4LECA7C83
973E3CED
092A8648

AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD
AAD

AAD
AAD

EncryptedDataKeyCount

Length (142)

Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value
Key-Value

Key-Value
Key-Value

Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair
Pair

Pair
Pair

Count (4)
Key Length (5)

~ ~ ~ ~ ~ ~

~

~ ~ ~ ~ ~

A PR W W W WDNMNMNMNMNNPRPRR

~

4,
4,

Encrypted Data Key 1,

Encrypted Data Key 1,

Encrypted Data Key 1,

Encrypted Data Key 1,
us-west-2:111122223333:key/715c0818-5825-4245-

Key ("@This")

Value Length
Value ("is")

(2)

Key Length (3)

Key ("1lan")
Value Length

(10)

Value ("encryption")
Key Length (8)
Key ("2context")

Value Length

(7)

Value ("example")
Key Length (21)
Key ("aws-crypto-

Value Length
Value

(2)

Key Provider

Key Provider

Key Provider

Key Provider

(68)

ID Length

ID ("aws-

Encrypted Data Key 1, Encrypted Data Key

Encrypted Data Key 1, Encrypted Data Key

7L—LftEhizTF—2 ( Xy Ee—2FKXN—232 1)
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86F70D01
092A8648
48016503
7A12EB19
A5474FBC
A6BD7332
4707E356
9F224BF9
0007

(7)
6177732D
kms™)
004E

Information Length (78)
61726E3A 6177733A 6B6D733A

0706A06F
86F70D01
04012E30
8BF2D802
392360B5
6BF86DAB
ADA3735A
E67E87

306D0201
0701301E
11040C3F
01108038
CB9997E0
60D8CCB8
7C52D778

6B6D73

Information ("arn:aws:kms:

be3435b423ff")
656E7472 616C2D31
32333333 333A6B65
34622D61 6663632D
372D6265 33343335
00A7

Length (167)
01010200 78FAFFFB
QE57BD87 3F6QF4E6
AF787150 69000000
86F70D01 Q706A06F
092A8648 86F70D01
48016503 Q4012E30
D218B674 5BBC6102
E470AA27 DEAB660B
57DCC69B AAB1294F
72EBAAFD E24E3ED8
556FBD58 9E621C
02
00000000
ocC
00000100
4ECBD5CO
0B896144

3A313131
792F3962
34366138
62343233

DEDE@6AF
FD196144
7E307C06
306D0201
0701301E
11040C36
01108038
3EQCES8EQ
21202C01
7168EQFA

9899CA65
0CA27950

923D2347
CA571201

00000001

00306806

06096086

F02C897B

24003D1F

6A17DE4C

8295DBE9

B3135A47
Encrypted
Encrypted
Encrypted

63612D63 Encrypted

ca-central-1:111122223333:

31323232
31336361
2D616134
6666
Encrypted

AC72F79B
5A002C94
092A8648
00306806
06096086
CD985E12
0320E3CD
8B1A89E4
9A50D323
DB40508F

Encrypted

Data Key 2, Key Provider ID Length

Data Key 2, Key Provider ID ("aws-
Data Key 2, Key Provider

Data Key 2, Key Provider
key/9bl3casb-afcc-46a8-aas47-

Data Key 2, Encrypted Data Key

Data Key 2, Encrypted Data Key

Content Type (2, framed data)

Reserved
IV Length

(12)

Frame Length (256)

IV
4DA58029

Authentication Tag

Frame 1, Sequence Number (1)

7L—LftEhizTF—2 ( Xy Ee—2FKXN—232 1)
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6BD3FE9C
1F6471E0Q
F5AFA33C
FBD9AQC3
BDEE43A8
A90DB923
201E3AD9
DEB7F372
CB8OA167
A7D9D2CC
6D1E798B
0041BC78
BB732F27
57F2BB80
E866C042
A820055F
5262DB34
O4EE3CC5
00000002
F1140984
216C7C6A
A1042608
A41455B4
A884C1EL
23DFEE28
7597C901
1FF787AB
778D7CEE
ED7@B1F3
C8760D55
95941F7E
AC65B6EF
2A57F1FD
DF1172C2
3B16F868
FECDC4A4
A61FQA3B
FFFFFFFF
00000003
35F74F11
0000008E
F7A53D37
B965AD1F
BA9FA7C4

ADBCB213
A51AF310
7D2E8C6C
C6E3FB59
OFOOF49E
699A1495
1EA6DA14
375ECB28
9C361C4B
5150D414
AEBA4CDB
3E5F2F41
D83DC36D
066971C2
E1382369
FB47E428
59F5D37E
379732B5

FF25F943
2234F395
8A8BCB3F
9A78BAC9
705FF696
E74B225A
65EF3502
2E38FD77
3C36625F
79729B47
7779520A
5CBAEACS
08262D74
E7060503
FA63CF54
1BBC5E4D
8577F08B
A3E45A84

25410F01

2F467237

AS10AAS5SF
B25AF82E

5B89E8F1
10FASEF6
9C5D5175
C125DBF2
ACBBD8B2
C3B31B50
7F6496DB
9BF84B6D
5EC0Q7438
AF75F509
ADOQ@SESF
8AF157FD
CC9EBCO5
DEEAQG2F
12E9926B
41876F14
76E46522
F56751FA

959BE514
FoD2D9B9
B58CF384
36E54E68
E540D297
732F2C0C
546575D4
125D129C
FF3A985C
E7D9B5FC
81D54F9B
CEC13B62
44670624
AC37E197
E6E2B9B6
0B6919B3
99D766A1
4D151493

DDOE@4BF

6FBDOB57

SEFFFFF4
64A0LE3A

FOC76EDF
A212AF8E
89AC7939
1C785089
0A48A830
6BC1l04A4
2863889F
7A4822B4
FCE118BD
1A571B77
461E959A
00D87803
4F36255D
BA4OE2FC
3B6261D9
E8213640
8E5F26AD

304670BF
D72EC004
2709B7BD
446A8285
27C6BDA2
6D5EBF22
43D44B96
76F7D320
@2FCESF5
EC45219D
1464757D
A3657F7F
2F297A84
A86F582B
@8D5ABCF
E5545670
63ECA38F

D1DFE830
BC7D431C
A@915526

Frame

1, IV

Frame 1, Encrypted Content

Frame
Frame
Frame
Frame

Frame
Final
Final
Final
Final
Final

IV

N NN P

, Authentication Tag
, Sequence Number (2)

, Encrypted Content

2, Authentication Tag

Frame,
Frame,
Frame,
Frame,
Frame,

Sequence Number End

Sequence Number (3)

IV

Encrypted Content Length (142)
Encrypted Content

7L—LftEhizTF—2 ( Xy Ee—2FKXN—232 1)
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88859500
4LALES52A3
3A043180
CO51AD55
6ADC0@17D
B66B6AS5SA
811234FD

0066

30640230
639AED00O
758B309F
5208B133
3C6A7D5E
7E06808D
A13762FF

7096FABB
8E41484D
DF25E5C5
A437F6BC
BA41CDA4
80FDB433

8D589683
+

+

085C1D3C
F7624854
5EFD9D5D
02301DF7
4F8B894E
OFE79002
844D

3ACAD32A
270B7A0F
3676E449
139E9ES55
CO9F17A83
8A48D6A4
51F6F39A

63424E15
F8CF2203
2EQ7ADOB
2DFC877A
83D98E7C
E24422B9

75CFEDOC
ED61810C
0986557F
6199FD60
3823F9EC
21CB

040B3E3B

B2244448
D7198A28
467B8317
66838028
E350F424
98A0D130

Final Frame, Authentication Tag

Signature Length (102)
Signature

TL—LbEhEF—8 (XY E—JFR/N—Ta Y 2)

UTFoplE, Xvtet—2FAN-—232 207 —LtEnleTF—20XYE—2FEKZRLTL
x9,

L +

| Header |

L +

02 Version (2.0)

0578 Algorithm ID (see Algorithms reference)

122747eb 21dfe39b 38631c61 7fad7340

ccb621a30 32allcc3 216d0204 fd148459 Message ID (random 256-bit value)

008e AAD Length (142)

0004 AAD Key-Value Pair Count (4)

0005 AAD Key-Value Pair 1, Key Length (5)
30546869 73 AAD Key-Value Pair 1, Key ("@This")
0002 AAD Key-Value Pair 1, Value Length (2)
6973 AAD Key-Value Pair 1, Value ("is")

0003 AAD Key-Value Pair 2, Key Length (3)
31616e AAD Key-Value Pair 2, Key ("lan")

000a AAD Key-Value Pair 2, Value Length (10)
656e6372 79707469 6f6e AAD Key-Value Pair 2, Value ("encryption")
0008 AAD Key-Value Pair 3, Key Length (8)
32636f6e 74657874 AAD Key-Value Pair 3, Key ("2context")

7L—LftEnfeTF—2 ( XYy E—2EKX/N—232 2) 493
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0007 AAD Key-Value Pair 3, Value Length (7)
6578616d 706c65 AAD Key-Value Pair 3, Value ("example")
0015 AAD Key-Value Pair 4, Key Length (21)

6177732d 63727970 746f2d70 75626c69 AAD Key-Value Pair 4, Key ("aws-crypto-

public-key")

632d6b65 79

0044 AAD Key-Value Pair 4, Value Length (68)

41746733 72703845 41345161 36706669 AAD Key-Value Pair 4, Value
("QXRNM3JwOEVBNFFhNnBmaTk3MU1TNTk3NHpOMn1ZWE5vSmtwRHFPc@dIYkVaVDRQMES0M1FkRStmbTFVY@Q1WdThnPTO-

39373149 53353937 347a4e32 7959584e

6f4abb70 44714f73 47486245 5a54346a

304e4e32 5164452b 666d3155 634d5675

38673d3d

0001 Encrypted Data Key Count (1)

0007 Encrypted Data Key 1, Key Provider ID Length
(7)

6177732d 6b6d73 Encrypted Data Key 1, Key Provider ID ("aws-

kms™)

004b Encrypted Data Key 1, Key Provider
Information Length (75)

61726e3a 6177733a 6b6d733a 75732d77 Encrypted Data Key 1, Key

Provider Information ("arn:aws:kms:us-west-2:658956600833:key/b3537ef1-
d8dc-4780-9f5a-55776cbb2f7f")
6573742d 32323635 38393536 36303038
33333abb 65792f62 33353337 6566312d
64386463 2d343738 302d3966 35612d35
35373736 63626232 663766

00a7 Encrypted Data Key 1, Encrypted Data Key
Length (167)
01010100 7840f38c 275e3109 7416c107 Encrypted Data Key 1, Encrypted Data Key

29515057 1964ada3 eflc21le9 4c8badbd
bc9dofb4 14000000 7e307c06 092a8648
86f70d01 0706a06f 306d0201 00306806
09228648 86T70d01 0701301e 06096086
48016503 04012e30 11040c39 32d75294
06063803 8460802 0110803b 2a46bc23
413196d2 903bfld7 3ed98fc8 a94ac6ed
e00ee216 74ecl349 12777577 7fad52a5
ba62e9e4 f2ac8df6 bcbl758f 2ce@dfb21l
cc9ee5c9 7203bb

02 Content Type (2, framed data)
00001000 Frame Length (4096)
05cd@35b 29d5499d 4587570b 87502afe Algorithm Suite Data (key commitment)

634f7b2c c3df2aa9 88al0105 4a2c7687
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76cb339f

ffffffff
00000001
00000000
00000009
fabe39c6
f683a564

0067

30650230
ade70b3f
967d91d8
869cade2
e5054803
074217ea
3657e2b0

2536741f

00000000

02927399

405d68db
+

+

2al647ad
2a2bc3b8
42d92baf
023100aa
110c9ed8
3b01b660
9368bd

59al1c202

00000001

3e
eeb@656¢C

98867925
50eb9lef
357bba48
ael2dosf
11b2e08a
534ac921

4f2594ab

d57c9eb0

cl712e8f
56cfdd18
f636c7a0
8a0afe85
c4a052a9
bf091d12

Authentication Tag

Final Frame, Sequence Number End

Final Frame, Sequence Number (1)

Final Frame, IV

Final Frame, Encrypted Content Length (9)
Final Frame, Encrypted Content

Final Frame, Authentication Tag

Signature Length (103)
Signature

TL—LtENTVEVT—R (XY E—IFR/N—T 3> 1)

LToflk, 7L—LtEhTVEVTF—EOXY E—JFEKXZRLTVET,

(@ Note

AEERBRY ., JL—ALftEehlcF—R2EFRALTKEEVY, &, LA—FEADLEHICDK
7L—AftEnTVEVWF—2X AWS Encryption SDK ZHR—KNLE T, O—ZNDEZBRE
Tk, 7L—ALtEhTVERVWEES % £ K AWS Encryption SDK TEXJ, HR—K&h
TVWRIANTOERERETR., 7L—ALfbkchEESIELTFANETL—LAlkEhTLAEV
et NEZERSILTEET,

Version (1.0)

7L—LtEhTVWBEVWTF—2 (XY E—2FAN—-2321)
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80 Type (128, customer authenticated encrypted
data)

0378 Algorithm ID (see ###########H#H)

B8929B01 753D4A45 C@217F39 4Q4F7QFF Message ID (random 128-bit value)

Q08E AAD Length (142)

0004 AAD Key-Value Pair Count (4)

0005 AAD Key-Value Pair 1, Key Length (5)
30746869 73 AAD Key-Value Pair 1, Key ("@This")

0002 AAD Key-Value Pair 1, Value Length (2)
6973 AAD Key-Value Pair 1, Value ("is")

0003 AAD Key-Value Pair 2, Key Length (3)
31616E AAD Key-Value Pair 2, Key ("lan")

000A AAD Key-Value Pair 2, Value Length (10)
656E6372 79774690 6F6E AAD Key-Value Pair 2, Value ("encryption")

0008 AAD Key-Value Pair 3, Key Length (8)
32636F6E 74657874 AAD Key-Value Pair 3, Key ("2context")

0007 AAD Key-Value Pair 3, Value Length (7)
6578616D 706C65 AAD Key-Value Pair 3, Value ("example")

0015 AAD Key-Value Pair 4, Key Length (21)
6177732D 63727970 746F2D7@ 75626C69 AAD Key-Value Pair 4, Key ("aws-crypto-

public-key")

632D6B65 79

0044 AAD Key-Value Pair 4, Value Length (68)

41734738 67473949 6E4C5075 3136594B AAD Key-Value Pair 4, Value
("AsG8gG9INLPul6YK1gXTOD+nykG8YgHAhqecj8aXfD2e5B4gtVE73dZkyC1A+rAMOQ=="")

6C715854 4F442B6E 796B4738 59714841

68716563 6A386158 66443265 35423467

74564537 33645A6B 79436C41 2B72414D

4F513D3D

0002 Encrypted Data Key Count (2)

0007 Encrypted Data Key 1, Key Provider ID Length
(7)

6177732D 6B6D73 Encrypted Data Key 1, Key Provider ID ("aws-

kms™)

004B Encrypted Data Key 1, Key Provider
Information Length (75)

61726E3A 6177733A 6B6D733A 75732D77 Encrypted Data Key 1, Key Provider

Information ("arn:aws:kms:us-west-2:111122223333:key/715c0818-5825-4245-
a755-138a6d9alle6")
6573742D 323A3131 31313232 32323333
33333A6B 65792F37 31356330 3831382D
35383235 2D343234 352D6137 35352D31
33386136 64396131 316536

7L—LtEhTVWBEVWTF—2 (XY E—2FAN—-2321) 496
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00A7

Length (167)

01010200
956C4702
@2A4EF29
86F70D01
092A8648
48016503
OF2A0383
3A33605C
E9A33EBE
418E1151
3E2DEBD5
0007

(7)
6177732D
kms™)
004E

7857A1C1
23DCE8D7
7F000000
0706A06F
86F70D01
04012E30
659EF802
48840656
33F46461
21311A75
CBOO5D

6B6D73

F7370545
16C59679
7E307C06
306D0201
0701301E
11040C28
0110803B
C38BCB1F
0591FECA
E575ECCS

Information Length (78)
61726E3A 6177733A 6B6D733A

Information ("arn:aws:kms:

be3435b423ff")

656E7472
32333333
34622D61
372D6265
00A7

616C2D31
333A6B65
6663632D
33343335

Length (167)

01010200
OE57BD87
AF787150
86F70D01
092A8648
48016503
76616EF2
FDD01BD9
3CCe686D7
71F18A46
2A363C2A
01

00000000
oC

00000000
734C1BBE

78FAFFFB
3F60F4E6
69000000
0706A06F
86F70D01
04012E30
A6B30D02
B0979082
F3CF7C7A
80OE2C43F
E11397

032F7025

3A313131
792F3962
34366138
62343233

DEDE@6AF
FD196144
7E307C06
306D0201
0701301E
11040CB2
0110803B
099FDBFC
CCC52639
A34COESS8

84CDASDO

4LECA7C83
973E3CED
092A8648
00306806
06096086
4116449A
B23A8133
9CCE7369
947262F3
61A286E0

63612D63

Encrypted Data Key 1, Encrypted Data Key

Encrypted Data Key 1, Encrypted Data Key

Encrypted Data Key 2, Key Provider ID Length

Encrypted Data Key 2, Key Provider ID ("aws-

Encrypted Data Key 2, Key Provider

Encrypted Data Key 2, Key Provider

ca-central-1:111122223333:key/9bl3casb-afcc-46a8-aa47-

31323232
31336361
2D616134
6666

AC72F79B
5A002C94
092A8648
00306806
06096086
A820D0CC
8073D0OF1
F7B13548
122A1495
11D05114

Encrypted Data Key 2, Encrypted Data Key

Encrypted Data Key 2, Encrypted Data Key

Content Type (1, nonframed data)
Reserved

IV Length (12)

Frame Length (@, nonframed data)
IV

7L—LtEhTVWBEVWTF—2 (XY E—2FAN—-2321)
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2C82BB23

D39DD3E5
00000000
E8B6F955
5871BA4C
59455BD8
E4159DFE
6766ECD5
55FCDA5B
C7D75BCC
ECE10AA7
95FE9C58
31E4F48A
B48A2068
CO9B21A10
9D86E334
54C0C231
B8178484
12B0000OC
ASBA8Q4F
A15D0551
5E2034DB
46B2C979
C2394012
C6FFB914
1BABBAE4
F3CB6B86
B731839B
E3862DF6
6920AA76
D4ESDF5C
6932E67C
63490741
978A019C
66DFF333
2C15100C
9247EF61
76EQ8E9B
E24FDE26
C4A46ALE
2EAFDSCB

4CBF4AAB

915E0201
0000028E
B5F22FE4
93F78436
D76479DF
C8A944B6
E3F54653
9F5318BC
10FQ5EAS
559AF633
C65329D1
9B1CCO47
8060DF60
371E6179
701E1442
AD43571A
7EB73A4F
8429F504
7F190927
DAEBA4AF
4D19E7CD
AB84EE12
AF20A97E
FEFD4DES
BE55325E
71666C06
CF711F6A
338E02B5
OBF8E903
491EE86B
C64B3A26
3AB79D60
FE49EEQA
OE10226F
6A2AA3F1
3E7B7EQD
9ADCDF8C
3044C856
B5AB72FE
BOEB8B83

8F5C6002

77A4AB11

FD890224
1085E4F8
C28D2E0B
685643FC
DF205D30
F4265B06
QE2F2F40
9DE2(C21B
377C4CD7
EE5A0719
B492A737
78FAFB0OB
EA5DA288
B9071925
AAE46B26
936B2492
5D2DF651
2060D0OD5
EEA6CF7E
202FD6DF
369BCBDA
88F5AFE1
4FB7E602
6BF74E1B
84CA95F5
C345CFF8
552C5A04
20C33FE1
B8988B25
D8S8AEFBES
@E9S6BFOD
0A1B219C
88251874
29F3AD89
C886D4FD
BFO8FO51
096041F1
AEQ5885A

622E886C

4E1D5155
D61ECE28
BDB3D5D3
EA24122B
0081D2D8
2FE7C741
47A60344
12AC8087
EA10Q3EC1
704211E5
21B0DB21
BAAEC3F4
64485077
609A4ES9
F5B374B8
AAF47E94
B59D4C2F
CB1DA4EG
549C86AC
E7E3CO9F
62459D3E
98488557
C1CO4BEE
OF881F31
958D3B44
A31D54F3
917CCD11
5D21F0AD
CFA33E2B
2F48E25A
D6074DDB
BES54E4C2
FDCO94F6B
FA14A29C
A69F6CB4
1ADAD329
F3F3571B
8F2D2793

Authentication Tag

IV
Encrypted Content Length (654)
Encrypted Content

7L—LtEhTVWBEVWTF—2 (XY E—2FAN—-2321)
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1E3305D9 @CSOE2294 EBSAD7E3B 8E4DEC96
6276C5F1 A3B7ES51E 422D365D E4C0259C
50715406 822D1682 80BOF2E5 5C94

65B2E942 24BEEAGE A513F918 CCEC1DE3 Authentication Tag
Fem——_———— +

| Footer |

Fem——_———— +

0067 Signature Length (103)
30650230 7229DDF5 B86A5B64 54E4D627 Signature

CBE194F1 1CCOF8CF D27B7F8B F50658C0
BE84B355 3CED1721 A@BE2A1B 8E3F449E
1BEB8281 023100B2 ©OCB323EF 58A4ACE3
1559963B 889F72C3 B15D1700 5FB26E61
331F3614 BC407CEE B86A66FA CBF74DSE
34CB7E4B 363A38

AWS Encryption SDKOZARIEMFRET—X (AAD) DU 77 LA

ZOR—TDOERIE. AWS Encryption SDKE ERMNDHZMBEDESKS A TSV EBETS
OOV TF7LUATYT, BERMEOHI2BMEOBESILS A TSV EBELAVGERK., COBER
FHXEHVEREA,

HR—RENTVWBRZ7OTFITTEOVT A AWS Encryption SDK T ZFEATHICIE, §
1 ZBRBLIKETVIOJZ V05,

E Y17 AWS Encryption SDK ERNDERZER T S AEKIC DOV TIE. GitHub MAWS Encryption
SDK ", ZZRBL T EETL,

BB ARL— 32T LD, AES-GCM ZILT U XA BMOEIEF— 5 (AAD) ZIEE T 2 HE
FHVET, chldk, 7L—LbtENEEAXTF—RETL—LLENTVEVAXF—2OFEH TR
ETY, AAD B & T Galois/Counter Mode TOEAFEICOVTR, T70O0Y VBSOEEE— R:
Galois/Counter Mode (GCM) & &' GMAC OH#EREIF, 2SBL T TV,

UTOXRTE, AXAAD ZEHRTE 71— )L RICODVWTHBLET, NMMEREATVBIEICE
mEhxg,

AXAADDUTTLVA 499


https://github.com/awslabs/aws-encryption-sdk-specification/
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A3 AAD 1Bi&

74— R Rk, NABMNEY
Message |ID 16
Body AAD Content Z¥H. HUTFTOUVAMDAEAXAAD VTV
VESRLTSEZ,
Sequence Number 4
Content Length 8
XY +t—2 1D
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