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* CreatelLoadBalancerlListeners

RORY) D —FITlE, 11— —IF Application Load Balancer ® ') AF—® HTTPS 7’ O K1)l
& . Network Load Balancer ®'J AF—®0 TLS ORI Z2BIR I D HEN HYET,

JSON

"Version":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListenexr"
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"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"elasticloadbalancing:ListenerProtocol": [
"HTTPS",
"TLS"
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"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancex",
"elasticloadbalancing:CreatelLoadBalancerListenexs"

]I

"Resource": "*",

"Condition": {

"ForAnyValue:StringEquals": {
"elasticloadbalancing:ListenerProtocol": [

"TCP",
"HTTP",
"HTTPS"

elasticloadbalancing:SecurityPolicy %4+ —

elasticloadbalancing:SecurityPolicy &#F—k, O—RNZH—THEOEZF1 V)
TARI—Z2ERLTERATAIRHFELTERATEERY, cORUZ—E, Application Load
Balancer, Network Load Balancer, Classic Load Balancer TERATEEXJ, UTOF o3> TC
DEBFF—HFHR—REhTVET,

API /N—= 32 2015-12-01

* CreatelListenerx

* ModifylListener

API /N—2 32 2012-06-01

* CreatelLoadBalancerPolicy

e SetLoadBalancerPoliciesOfListener

RORY) D —FITlE, 1—H—I& Application Load Balancer & Network Load Balancer M 2% L
T, BEEEhEEFIVTFARID—0D1 2ZBRIZDVLENFN HYVET,
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JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelListenexr",
"elasticloadbalancing:ModifyListener"
1,
"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals": {
"elasticloadbalancing:SecurityPolicy": [
"ELBSecurityPolicy-TLS13-1-2-2021-06",
"ELBSecurityPolicy-TLS13-1-2-Res-2021-06",
"ELBSEcurityPolicy-TLS13-1-1-2021-06"

elasticloadbalancing:Scheme &4+ —

elasticloadbalancing:Scheme &#*—k, O—RNZ U —DEREICERTEDAFT—A
Z, ERIDRHFELTERTEET, DR —I&E, Application Load Balancer, Network Load

Balancer, Classic Load Balancer TERATE X, UTOT7 V23T ORBEF—DIYR—rE

nNTVET,

API /N—2 32 2015-12-01

* CreatelLoadBalancer

API /N—= 32 2012-06-01

» CreateLoadBalancer
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LTORIS—0FITRE, I—H—l, BEEENLEAF—LZO—-RNFUH—AILERIIZEN
HV)ERT,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:Scheme": "internal"

}

elasticloadbalancing:SecurityGroup &+ —

/A Important

Elastic Load Balancing & X TAXZFDEF1 VT4 JIN—TIDZ2Z2FANET, £
L. StringEqualsIgnoreCase DL ICANFENMNNFZXFILBZVEYBZHEE F2
FRALTLEZY,

elasticloadbalancing:SecurityGroup &#+—E. O—RNZ Y —ICEHATES
F1UTATIN—T %, ERIDEFHFELTERATEERT, cORUZ—, Application Load
Balancer, Network Load Balancer, Classic Load Balancer THERTEEd, UTOF7 U a>TC
DEBFF—HFHR—REhTVET,

API /N—= 32 2015-12-01

« CreateLoadBalancer

* SetSecurityGroups
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API /N—= 32 2012-06-01

» CreateLoadBalancer

* ApplySecurityGroupsToLoadBalancer

UTORVS—0FTRE, -G, BEEnLEF1UT4TIIL—T7T0D1220—RNZ>

H—RACERIDIBENFHYET,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [

"elasticloadbalancing:CreatelLoadBalancer",

"elasticloadbalancing:SetSecurityGroup"
1)
"Resource": "*",
"Condition": {

"ForAnyValue:StringEqualsIgnoreCase":{

"elasticloadbalancing:SecurityGroup":

"sg-51530134",
"sg-51530144",
"sg-51530139"

+

elasticloadbalancing:Subnet &4 ¥ —

/A Important

Elastic Load Balancing @ 3 XTAXFOHT7ZY N ID Z2ZIFANE T, L

L. StringEqualsIgnoreCase DS ICANFE PN FZXFIL EVEYAZGEETZ

FEALTSEZL,

elasticloadbalancing:Subnet &#F—k, EXL &, O—RNZH—ICTF7RYF
TERHTRYRNE, ERTIRHBELTERATEET, <ORU>—F, Application Load
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Balancer, Network Load Balancer, Gateway Load Balancer, Classic Load Balancer TEHATZ &
T LTOT 0232V TIORBEF—HNYR—FENTVET,

API /N—= 32/ 2015-12-01

» CreateLoadBalancer

* SetSubnets

API /N—2 32 2012-06-01

e CreateLoadBalancer

« AttachLoadBalancerToSubnets

UTORID—0FITE, I—H—R. BEEETLLEYTZY MO 1 220— RNFH—HISER
TRILENHYEXT,

JSON

"Version":"2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer”,
"elasticloadbalancing:SetSubnets"

]I

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {

"elasticloadbalancing:Subnet": [
"subnet-01234567890abcdef",
"subnet-01234567890abcdeg "
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elasticloadbalancing:ResourceTag &+ —

elasticloadbalancing:ResourceTag/## &t —I& Elastic Load Balancing BB T9, IXT
NEETV3avRE, COxBEXF—ZFR—MLET,

Elastic Load Balancing ® ACL
ACL OHR—K:z0L

TOEAORO=ILJUAN (ACL) &, EQTVINI (FPHIYMXYN—, A—Y—, Iz
O—J) VY -ARLTIVEAITZEOOT IV EAHAZEOAZHBLET. ACLIEU Y —AXR—
ADQRDD—IZBETWETAH, JISONRVZ—RFIXVMNERXFERALELR A,

Elastic Load Balancing T®» ABAC
ABAC ((RU>—HORT) DHR—K: HY)

BUR—AOT I tA&MH (ABAC) &, ZTERENZIEHICEIVTT I LAHFNZERT S0
HETT, IAMITATAEAWS VY —RIZRT=ZTRYFL, 77U NILORITHFIY—A
NDRTE—BITRDEEICARL—2IVEHFTITEDRSICABACRI I —EBREFTTEEXT,

RIICESVWTT IV EREZEE T SICIE, aws:ResourceTag/key-
name. aws:RequestTag/key-name., £l aws:TagKeys OFHF—EFEHAL T, RV —
DEUHEZRTRIFHRERMLET,

H—EAFTRTOVY —RARXATICH LT3 DOFRHF—FTXNTEHR—NTBIHEE, TOH—
EADEEHY TT, Y—EAN—THOVY—AZATIZRLTOH 3 D2OFH/F—DINTEH
R—RNTBHE. Bl "Ho0, CBYET,

ABAC DEMICOWTIE, TIAMII—H%—HA R, O "TABACRATT IV AHFIZ2EETS, &
SRBLTLKEEVW, ABACZEY RNTPY T IBFIEEBRAITSHF1I—NITIIZDOVTIEE, TIAM
dA—Y—HA R O "TEBER—AOTOV+EAT KO—)L (ABAC) ZFEHA T2, 25RLTLKESE
Wo

Elastic Load Balancing T @ — B#9 75 Z2REIE R O £ A
— BN A FRELEHRO T R—N: HY)

— MR FREEEERIE. AWS DY —AANDOEHNBET7IOEAZREMHL, 7IFL—>3a>FkEETY)
BAO-IIZ2EAT2EE CEBNICERENET, RENBETIVEAF—Z2FEATIRDYIC, —
BRI EENICER AWS T2 EZ2HESHLET, FFMICODVTIEK., TIAM I—%—HA
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W,
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H—EAG., I——ICRO>TT7 02302 TITH5O0-INZEE|EZHBIENTEET, H—FE
A oEE0-ILE CRRENAWS THIVKN, Y —EARICE > THEEIhET, AME
BEE, Y —ERAU2O0-ILOT7 IV EAFAZRRTEEITN, METD D ELBFTEXREA,

Elastic Load Balancing Y —ERIZU > V& nicO— )L OERFTCEFEBEOFMIC OV T,
MElastic Load Balancing DY —EZIZ) > o&EnizO0—)L, Z25BLTLEEV,

)Y —ZAERBFIZ XU 31T 9 B Elastic Load Balancing APl @ 7 2t AFF 1]

I—HY—HFERBICXT ZFTSICIE, elasticloadbalancing:CreateLoadBalancer £
7=l& elasticloadbalancing:CreateTargetGroup BKED U Y —RAEERT BT O3>
EERATRLEHOOT IV EAF AN BETT, VDY—RERT VIV TERINEEENTVNSE
B, ERENEVY AR T ZBERIZEOORAZL—HF—HFE>TLVEIHESHERTS -
&. elasticloadbalancing:AddTags 72232 TCEMOEZBNI VETYT TOLH, 1—H—
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([ClFelasticloadbalancing:AddTags 79232 ZFERAT2HTRNEBT VL AERNIBET
ED

elasticloadbalancing:AddTags 79> 3> ® IAMR) S —E&H T, Condition EX
Zelasticloadbalancing:CreateAction &#¥F*—&FEAL T, VDY—RERT V>3 IZR
TJHTOT O EAFTZRELET,

ROBITE, I—HF—H2—TY NTIL—TZERL., ERRICEENDRTZHERATES
RV —ZRLTVET, I—H—(1CR&., BEOVY—ANORTFFNIFIEhERA
(elasticloadbalancing:AddTags 792 3V ZEENHVHT ERETEREA)

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreateTargetGroup"
]I
"Resource": "*"
}I

{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreateTargetGroup"
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BRI, RORVD—TR, 1= —RO—RNFOH—DEREERRFORT DE
AN ET, I—H—ICEk, BFEOVY—ANORITFIINFAEhTELEA
(elasticloadbalancing:AddTags 792 3 ZEERVHTCERFTEELRA).

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancex"

1,

"Resource": "*"

by
{
"Effect": "Allow",

"Action": [
"elasticloadbalancing:AddTags"
1,

"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreatelLoadBalancer"

elasticloadbalancing:AddTags 79> a> @GR IN VY —RAERT V> a2V EICHE
AEhiBEa0&FTHlichE T, LENF 2T, UVIARTEINEEENTVWEWES,
)Y —REERTZDTIOLAFTZFE >TVWAR 11— — (RITFHFRENBEVWERE) (2

[Felasticloadbalancing:AddTags 79> 3V ZRTIBD T IV EAFATRYSEH VY F
BA, EEL, -1 2T2EFALTVY—RZERLELSELESFE, 1—H—N

elasticloadbalancing:AddTags 72> 3> &2 FERATR T IV LAFTZHFE > TV EWE

TJIANCKRELET,

skl
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@ CloudTrail 1 R R & RLTVWET, userAgent EEEZFEAL TCLI 2B ETEE

T, eventName EEZFAHL T, VIVIARNEhEAPIO-ILZHETEET, 1——ICBHTS
153k (Alice) (& userIdentity EETHRTEET,

Examplef5l 1: ELBv2 APl ® CreatelLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:487",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%9e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing"
},
"responseElements": {
"loadBalancers":[{
"type": "application",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
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"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a%e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName":"us-west-2b"}
1,
"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",
"canonicalHostedZoneId": "Z2P7QJ7HTTTPLU",
"createdTime": "Apr 11, 2016 5:23:50 PM",
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d0",
"scheme": "internet-facing"
1]
},
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
"recipientAccountId": "123456789012"

Examplef5l 2: ELBv2 API ® DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d0o"
},

"responseElements": null,
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"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",
"eventID": "75e81c95-4012-421f-a0@cf-babdaEXAMPLE",
"eventType": "AwsApiCall",

"apiVersion": "2015-12-01",

"recipientAccountId": "123456789012"

Examplefil 3: ELB API @ CreatelLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
b
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-12345678","subnet-76543210"],
"loadBalancerName": "my-load-balancer",
"listeners": [{
"protocol": "HTTP",
"loadBalancerPort": 80,
"instanceProtocol": "HTTP",
"instancePort": 80
}]
b
"responseElements": {
"dNSName": "my-loadbalancer-1234567890.elb.amazonaws.com"
},
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"
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}

Examplef5l 4: ELB APl @ DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
.
"eventTime": "2016-04-08T12:39:257",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerName": "my-load-balancer"
1,
"responseElements": null,
"requestID": "f@f17bb6-b9ba-11e3-9b20-999fdEXAMPLE",
"eventID": "4f99f0e8-5cf8-4c30-b6da-3b69fEXAMPLE"
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

CloudTrail LO—RORHBICDOWVWTIE. TAWS CloudTrail I—%¥—H 4 R4 ® "CloudTrail record
contents; ZZBL TS EEL,
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LE9,

« AWS::ElasticlLoadBalancing::LoadBalancer JY—A%fEMA 9% CloudFormation 7> 7
L—RNZEHL T, AWS::ElasticLoadBalancingV2UV—AZFEALET,
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Application Load Balancer 1 —%—7j 4 R® Application Load Balancer metrics
Network Load Balancer ZL—%'— 744 R ® Network Load Balancer metrics
AWS CloudFormation 1—%—74 K ® AWS::ElasticLoadBalancingV2::LoadBalancer

ATY 7 4 HWO—RNS S —%HIBRT S
W Classic Load Balancer &, LT Z1T2 & ICHIBRTEF T,

s IXNTOKRZT 74y 0ZFVO—RNZOH—ASHLVO—RNSZH—ICURXALIKNLEL
oo

FHICLDBT 67


https://docs.aws.amazon.com/cli/latest/reference/elbv2/index.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/load-balancer-cloudwatch-metrics.html#load-balancer-metrics-alb
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/load-balancer-cloudwatch-metrics.html#load-balancer-metrics-nlb
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-elasticloadbalancingv2-loadbalancer.html
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Elastic Load Balancing V2 API & Elastic Load Balancing V1 APl ®#i5 A" CreatelLoadBalancer
API 70 a> =M U E T, Classic Load Balancer ##ER T2 L&k, O—RNTUH—EUR
FT—OWMAEZERTD VIAPI 7O a2 & ERLET, Application Load Balancer, Network Load
Balancer, &7 I& Gateway Load Balancer Z#EK T2 &k, O—RNZH—DOHZEHEKTS V2
API 702 a> vz ERLET, V2API K, O— RN H—OERRICVAFT—ZERT D HIC
£ 9% CreatelListener 7023V ZRMLET,
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., I—HY—HNPORA7OO0—- RN —2ERKTEIOEMS ZERFETEREA,

{
"Version": "2012-10-17",
"Effect": "Deny",
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Resource": [
"arn:aws:elasticloadbalancing:*:*:loadbalancer/*"
1,
"Condition": {
"Null": {
"elasticloadbalancing:ListenerProtocol": false
}
}
}
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https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancingv2.html
https://docs.aws.amazon.com/service-authorization/latest/reference/list_awselasticloadbalancing.html
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