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https://aws.amazon.com/elasticloadbalancing/features/
https://aws.amazon.com/elasticloadbalancing/features/
https://docs.aws.amazon.com/elasticloadbalancing/latest/application/
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/
https://docs.aws.amazon.com/elasticloadbalancing/latest/gateway/
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/migrate-classic-load-balancer.html
https://docs.aws.amazon.com/elasticloadbalancing/latest/userguide/migrate-classic-load-balancer.html
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https://aws.amazon.com/cli/
https://aws.amazon.com/developer/tools/
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/latest/APIReference/
https://docs.aws.amazon.com/elasticloadbalancing/2012-06-01/APIReference/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/
https://docs.aws.amazon.com/autoscaling/ec2/userguide/
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https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
https://docs.aws.amazon.com/AmazonECS/latest/developerguide/
https://docs.aws.amazon.com/global-accelerator/latest/dg/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/
https://docs.aws.amazon.com/waf/latest/developerguide/
https://aws.amazon.com/elasticloadbalancing/pricing/
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Application Load Balancer Tl&. VARV —2ER/SEAO— KRNSO H—LRILTEIZEMICE
TVET, F—TYRNTIL—TLRILTE, JOAV—ERSBEZEMWLTERT, FMEICOWVWT
(&. TApplication Load Balancer 1—%'—2# 4 K1 @ "Turn off cross-zone load balancings (VA
V—2B8R9HZEF7ICT%) ZSRBLTLSEZL,

Network Load Balancer & Gateway Load Balancer Tl&., VOAYV—2ARIEUET 7 # )L N TELD
ICBE2>TVET, O—RNSUH—0ERREF. WOTEIJORAV—VERTHEENELFEMIC
TEET, FMF "Network Load Balancers 1—H'—7j 4 K1 ® "Cross-zone load balancings %&
SBLTLSEEV,

Classic Load Balancer DERBICH 12, JOARV—2EAR/RSPEOT 7 2 )L NRERK, O—RNS
Y —OERBEICEYEBRYYET, APIFELEF CLI 2FEAT25E, JOAV—ERTHET
7)) N TEMELENET, TE AWS Management Console, VOAY— B2 ZEMICT
BPAT2AVHFTFTAINTERENATVET, VORV—VARSDEIE. Classic Load Balancer
DERERIC, WOTERMILELRFEMILTEERT, FMIC DLV T, Classic Load Balancer 11—
H—H 4 R® Enable cross-zone load balancing ZZ B L T &L,

V=276

Y —>27 Mi& Amazon Application Recovery Controller (ARC) D#gETd, Y— > 7 NEERAT
. 1BOF722a2TA—RNZ Y=Y —RAZEEOHBDTRAZEVFTFA—V—2HD5

V=227 6 7


https://docs.aws.amazon.com/elasticloadbalancing/latest/application/edit-target-group-attributes.html#cross_zone_console_disable
https://docs.aws.amazon.com/elasticloadbalancing/latest/network/edit-target-group-attributes.html#target-group-cross-zone
https://docs.aws.amazon.com/elasticloadbalancing/latest/classic/enable-disable-crosszone-lb.html#enable-cross-zone
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V=227 MNZERBIRE, O—RNZU9 -G, BEBZZTDZTRAZEUTA—U—2A0Dl)
V—ADKRS T4V IDEFEEFIELET, ARCRCODY—2ITRNEFISIERLET, £

L. ZEEZZFR3TRATEVT A=V -2 TETHOBRTFOERATTIBDETICE. BERH
PEEOEVEEANIDIZDEEN BV ET, FME "Amazon Application Recovery Controller (ARC)
FAROY/N—HA K3 @ "THow a zonal shift works: health checks and zonal IP addresses; 5L
TLEEL,

V=227 RNEERATREIC., AT ZEELTSEZL,

« V=237 R, VOAV—VERIDEZEMIZL = Network Load Balancer 2 AL TW3 5B &
FHR—MENET,

c 1 DOTRATGEVTA—=V—=2ICHLTOKR, BEOO—RNZH—OV—22T7 NZ2HBT
EET, BROTRAZEUT A=V —=2VICHULTY =227 NEHBITDERFETEEREA,

« AWS i, BEBOAVT7ZARNZVFrTOBRENfNY—EAICREEEXSHBEE. DNSAHASY—Y
O—RNSH—OIP7RLAZZOAT T4 TICHIBRLET, V=227 NE2RBTHIIC,
BEQDTRASEVTFA—=V—2DBREZMTHERLTILKESVL, O—RNZH—0V0OARY —
O—RNZ2OFF 7B >TVWT, V=227 NaERALTY—2O0—RNZ2H—0
IP7 RLAZHIRTRDE, V=227 NOEEZZFRDTRATZEVTA—=V—=2EX—SY N
REZXRVET,

HAZAEFMZOVTIE, "Amazon Application Recovery Controller (ARC) F*AXO Y /N—H A
K, O TARCTODY—22 T RORARNTZO0T14 A, Z5RBLTLKEEV,

VOTANN—FT427

DZAT RN VOIARNEO—RNSZ Y —=ICIEEITRHIC. RXMR—LIAT A

(DNS) H—N—ZFERALTO—RNFOH—ORXAVEZHBRLET, O—RNZF -
amazonaws.com RXA 2 IZH D&%, DNS T MUJIE Amazon ([C& 2 THIHE NhET., Amazon
DNS H—N—HNOSAT2RI12REOIPPRLAZERLET, chslE, O—RNZH—
OO—RNZH—/—ROIPT7RLATY, Network Load Balancer Zf£fH 9% &, Elastic Load
Balancing l&. BXMIICTBETRASEVTA—V—"ORY NID—DA4 2 B—T T4 AZEKL.
ThEaFEALTENIP 7 RLAZEEBLET., Network Load Balancer DEREFIC, HEIZISU T 1
DM ElasticIP 7 RLAZZERY RND)—TJAVR—TIA AICEERTRENTEET,

DOTANL—=FT42T 8


https://docs.aws.amazon.com/r53recovery/latest/dg/arc-zonal-shift.how-it-works.html
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html
https://docs.aws.amazon.com/r53recovery/latest/dg/route53-arc-best-practices.zonal-shifts.html
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VUTEERY,
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¥, VIVIAREZZGLEO-—RNZOH—/— R, EERBEREZEHXZ—TYNEBRL, 207
FAR—NIPT7RLAZERALTE—TYNIVIITARMZEEFELET,

HMICDOWVWTIE, Amazon Route 53 FROY/N—HA RO EBO—RNZOH—ADKRTT14v D
DIN—FT42T%#SBLTLIEETV,

V=T 42 TTILIVXLA

Application Load Balancer Tl&, DT AN ZZEFETHO-—RNZUH—/—RiE, RO7OER%E
FRALET,

1. VAFT—I—II ZBEEEICFML T, BAIZIL—ILZRELET,

2. 8=TY NITIN—TCREENEN—TFTA2IFILIVXLEZEALT, L=ILT223>20
B—=TYRNITN=THL52—7Y NEBRLET, F7AILNOIL—FT 12 ITTIIVXLRK
ZO2ROEYTY, TNTIAOR—TY NTIL—TTIL—FT 1 VTR ARICERTEh, EHD
B—=TYRITLN=TICBRENTVWREZ—TY NODFEERELUTT,

Network Load Balancer Tl., #E#Z2ZEITH2O0—RNT oY —/—RiF, xo70tAZFERALE
9,

1. 70-N\Y2aF7)dAVAXLZFEALT, F7A2LNL—LOE—TY NTIL—TH552—7Y
REERLET, PITVXLRUATICETEET,
- ZOK3)L
« XERIPT RLAL
« MERIPTRLAL
« TCP>—T 2 AES
2. i, BRTCPEBEZE—DX—TYNIIL—FT12TLET, 974 T7> A 5D TCP
DY—AR—hES—TABBRERY, BOZ—TYNIIIL—FTA2ITTEEXT,

ELR—bk

%=
EEER— N

Classic Load Balancer Tlk, UOJITARNEZZEITZIO—RNTOHY—/—RIFE, KOS ICBEEE
FA AR AERBIRLET,

V=T 12 TF7NLIIVXLA 9


https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/routing-to-elb-load-balancer.html
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HTTP &

Classic Load Balancer (FErIICEA N -EHRZFEA L £9 A, Application Load Balancer &£/ L
£t A, Classic Load Balancer & Application Load Balancer @ &5 5 £ KN ZEVEFEAL £
T, 2FY, EHOVOVRNIY REGEOBEBOIVZATURASOVIIANE, 1 2ONYOT
VRERENVUTEBEDZR—TY NIIIL—TFT12JTEET, EROZELICKY, LAT22—H
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"elasticloadbalancing:actionl",
"elasticloadbalancing:action2"
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FRITNTCOTIIAVZEBETDIICEROT O AVEEDHET,
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API /N—2 32 2015-12-01

+ AddTags

* Createlistener

* CreateloadBalancer

* DeleteloadBalancer

* DeleteTargetGroup

* DeregisterTargets

* ModifylLoadBalancerAttributes
* ModifyTargetGroup

* ModifyTargetGroupAttributes

* RegisterTargets
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* RemoveTags
* SetIpAddressType
* SetSecurityGroups

* SetSubnets

API /N—2 32 2012-06-01

* AddTags

* ApplySecurityGroupsTolLoadBalancer

» AttachLoadBalancersToSubnets

* ConfigureHealthCheck

* CreateAppCookieStickinessPolicy

* CreatelLBCookieStickinessPolicy

* CreateloadBalancer

* CreateloadBalancerlListeners

* CreatelLoadBalancerPolicy

* DeleteloadBalancer

* DeleteloadBalancerListeners

* DeleteloadBalancerPolicy

* DeregisterInstancesFromLoadBalancer

« DetachLoadBalancersFromSubnets

* DisableAvailabilityZonesForLoadBalancer
* EnableAvailabilityZonesForLoadBalancer
* ModifyLoadBalancerAttributes

* RegisterInstancesWithLoadBalancer

* RemoveTags

* SetLoadBalancerlListenerSSLCertificate
* SetLoadBalancerPoliciesForBackendServer

e SetLoadBalancerPoliciesOfListener
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elasticloadbalancing:ListenerProtocol &4+ —

elasticloadbalancing:ListenerProtocol &#4F—. EEREFEANFTREBE VAT —DXRA
TEERITDRHBELTHEATEERS, UTOT7 023> ToORBEF—HNHR—REATVET,

API /N—= 32 2015-12-01

* CreatelListenerx

* ModifylListener

API /N—2 32 2012-06-01

* CreatelLoadBalancer

* CreatelLoadBalancerlListeners

MR > —I&, Application Load Balancer, Network Load Balancer, Classic Load Balancer T{#
ATZEEYT, UTR, I—¥—C, BETNLZ7ORINLDOSEND 1 2ZVAFT—ELTERTS
CEDHKEFATEIRI—DHFITY,

HR—NEha7083)L:

- HTTPS

. HTTP

- TCP

. SSL

. TLS

- UDP

- TCP_UDP

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"

]I
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"Resource": "*",
"Condition": {
"StringEquals":{
"elasticloadbalancing:ListenerProtocol": [
"HTTPS",
"TLS"

iy

elasticloadbalancing:SecurityPolicy &4+ —

elasticloadbalancing:SecurityPolicy &#*—&, O—RNZH—THEOEF1 )
TAR)—Z2ERLTEATIRGELTERATEERT, UTOT7I2 3 TIOERBEXR—IY
7.R_ héﬂf\/\iio

API /N—2 32 2015-12-01

* CreatelListener

* ModifylListener

API /N—2 32 2012-06-01

* CreatelLoadBalancerPolicy

e SetLoadBalancerPoliciesOfListener

— MR —I&, Application Load Balancer. Network Load Balancer, Classic Load Balancer T{#
ATEET, UATR., 1—¥—C, BEEhEEFIVTARIZ—DOS3E501 2ZO0—RNT >
H—ACERTDCEDHEHFATAIRI—OHITT,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelListener",
"elasticloadbalancing:ModifyListener"

]I
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"Resource": "*",
"Condition": {
"ForAnyValue:StringEquals":{
"elasticloadbalancing:SecurityPolicy": [
"ELBSecurityPolicy-TLS13-1-2-2021-06",
"ELBSecurityPolicy-TLS13-1-2-Res-2021-06",
"ELBSEcurityPolicy-TLS13-1-1-2021-06"

elasticloadbalancing:Scheme &4+ —

elasticloadbalancing:Scheme &#F*—Fk. O— RNZ U —DEREICERTEDAFT—A
Z, ERITADFMELTHEATEEXT, UTOTI2 3V TIOERBF—HNYR—FEATVET,

API /N—> 32 2015-12-01

» CreateLoadBalancer

API /N—> 32/ 2012-06-01

* CreatelLoadBalancer

MR —I&, Application Load Balancer, Network Load Balancer, Classic Load Balancer T{#
ATEEY, UTR, Y-, BEEENEAF—LDSEND 1 2Z0—RNFH—RISER
TRCEDHREFTTEIRI—0OFITT,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action":"elasticloadbalancing:CreatelLoadBalancer",
"Resource": "*",
"Condition": {
"StringEquals":{
"elasticloadbalancing:Scheme": "internal"

iy
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}

elasticloadbalancing:Subnet &#¥—

/A Important

Elastic Load Balancing @ 3 XTAXFOH7ZY N ID ZZFANET, L
L. StringEqualsIgnoreCase DS IZANFE PN FZXBIL B VEYAZHEEFZ
FRALTLEZL,

elasticloadbalancing:Subnet &#F—&k, EXL &, O—RNZH—ICTRYFTESD
H7XY M2, ERTRRHGBELTEATERT, UTOT7 V230 TIORGEF—HFYR—rEh
TVWET,

API /N—2 32 2015-12-01

e CreateLoadBalancer

 SetSubnets

API /N—2 32 2012-06-01

* CreatelLoadBalancer

« AttachLoadBalancerToSubnets

—M7R') > —I&. Application Load Balancer, Network Load Balancer, Gateway Load
Balancer, Classic Load Balancer TEATE X T, UTIk, 1—H¥—IC, BEEhEHTXY MO
SEN12Z2O0—- RNV —RHICEBRITZ DA ZHFATTHIRIZ—OHFTTY,

"Version": "2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSubnets"

1,

"Resource": "*",
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"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {
"elasticloadbalancing:Subnet": [
"subnet-01234567890Qabcdef",
"subnet-01234567890abcdeg "

elasticloadbalancing:SecurityGroup &+ —

/A Important

Elastic Load Balancing &3 X TAXF® SecurityGroup ID Z2 T ANET, L1
L. StringEqualsIgnoreCase DS ICANFE PN FZXBILEVEYAZHEEFZ
FRALTLEZL,

elasticloadbalancing:SecurityGroup &#F*—Fk, O—RNZUH—ICEATED X1V
TATN—T%, EBITDERHBELTFERATEET, UTOT7 I3 TOREF—HIHYR—IE
nTLVET,

API /N—2 32 2015-12-01

e CreateLoadBalancer

* SetSecurityGroups
APl /N\—=> 32 2012-06-01
* CreatelLoadBalancer

* ApplySecurityGroupsTolLoadBalancer

— MR —I&. Application Load Balancer, Network Load Balancer, Classic Load Balancer T
ATEET, UTR, 1—H—C, BEEhLEEFIVTATIL—T D550 1 22Z0—RNT >
B—RAICBRIZDCEDHEFATEIRIZ—DOHITT,
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"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",

"Action": [
"elasticloadbalancing:CreatelLoadBalancer",
"elasticloadbalancing:SetSecurityGroup"

1,

"Resource": "*",

"Condition": {
"ForAnyValue:StringEqualsIgnoreCase": {

"elasticloadbalancing:SecurityGroup": [
"sg-51530134",
"sg-51530144",
"sg-51530139"

iy

Elastic Load Balancing ® ACL
ACL DY R—KN: &L
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreateTargetGroup"
1,
"Resource": "*"
1,
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:AddTags"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"elasticloadbalancing:CreateAction" : "CreateTargetGroup"
}
}
}
]
}
BRI, RORVD—TR, 1——RBO—RNFOH—DOEREERRFORT DE
RAAAREIERYET, I—F—C@. BFOVY—ZANORITFEFAFFAEThEEA
(elasticloadbalancing:AddTags 77> 3 ZEENVPHTIERTEERLEA)
{
"Statement": [
{
"Effect": "Allow",
"Action": [
"elasticloadbalancing:CreatelLoadBalancer"
1,
"Resource": "*"
},
{
"Effect": "Allow",
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"Resource": "*",
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"StringEquals": {
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{
"Statement": [
{
"Action": "*",
"Effect": "Allow",
"Resource": "*",
"Principal": "*"
.
{
"Action": "elasticloadbalancing:CreatelLoadBalancer",
"Effect": "Deny",
"Resource": "*",
"Principal": "*"
}
]
}

A Z D L TIX[AWS PrivateLink Guide] (71 K) ®[Control access to services using endpoint
policies] (L RARA >V RRVZ—Z2FALTH—EAANOT IV AZI NO—)) 23RLTLE
=V,
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BARNIEBEDEERASOE—OVIITARNERL, UVIARNENE APIARL—2 3
U, ARL=23 2 0OBE, VIOIAMNTA—RBEICHITIEHREEHRET, CloudTrail O
7740, N7V Y O API O=LDEFFTFShERARZY ORNL—ATREBEWED, /R MNE
BEDIEFTRTIENELEA,

ROFlIE, O— RN H—2ERL %, AWSCLIZERAL T hZHIBRL 21 —H—

@ CloudTrail 1 R R & RLTVWET, userAgent EEEZFEAL TCLI 2B ETEE

T, eventName EEZFAHL T, VIVIARNEhEAPIO-ILZHETEET, 1——ICBHTS
153k (Alice) (& userIdentity EETHRTEET,

Example 5l 1: ELBv2 API @ CreateLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principallId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:487",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-8360a9%9e7","subnet-b7d581c0"],
"securityGroups": ["sg-5943793c"],
"name": "my-load-balancer",
"scheme": "internet-facing"
},
"responseElements": {
"loadBalancers":[{
"type": "application",
"loadBalancerName": "my-load-balancer",
"vpcId": "vpc-3ac@fb5f",
"securityGroups": ["sg-5943793c"],
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"state": {"code":"provisioning"},
"availabilityZones": [
{"subnetId":"subnet-8360a%e7", "zoneName":"us-west-2a"},
{"subnetId":"subnet-b7d581c@", "zoneName":"us-west-2b"}
1,
"dNSName": "my-load-balancer-1836718677.us-west-2.elb.amazonaws.com",
"canonicalHostedZoneId": "Z2P7QJ7HTTTPLU",
"createdTime": "Apr 11, 2016 5:23:50 PM",
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d0",
"scheme": "internet-facing"
1]
},
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2015-12-01",
"recipientAccountId": "123456789012"

Example fil 2: ELBv2 API @ DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",

"userName": "Alice"
},
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",

"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerArn": "arn:aws:elasticloadbalancing:us-
west-2:123456789012:1oadbalancer/app/my-load-balancer/ffcddacel759e1d0o"
},

"responseElements": null,
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"requestID": "349598b3-000e-11e6-a82b-298133eEXAMPLE",
"eventID": "75e81c95-4012-421f-a0@cf-babdaEXAMPLE",
"eventType": "AwsApiCall",

"apiVersion": "2015-12-01",

"recipientAccountId": "123456789012"

Example | 3: ELB API 0 CreatelLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
b
"eventTime": "2016-04-01T15:31:4872",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "CreatelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"subnets": ["subnet-12345678","subnet-76543210"],
"loadBalancerName": "my-load-balancer",
"listeners": [{
"protocol": "HTTP",
"loadBalancerPort": 80,
"instanceProtocol": "HTTP",
"instancePort": 80
}]
b
"responseElements": {
"dNSName": "my-loadbalancer-1234567890.elb.amazonaws.com"
},
"requestID": "b9960276-b9b2-11e3-8al3-fleflEXAMPLE",
"eventID": "6f4ab5bd-2daa-4d00-bels4-d92efEXAMPLE",
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"
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}

Example fil 4: ELB API 0 DeleteLoadBalancer

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAJDPLRKLG7UEXAMPLE",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Alice"
.
"eventTime": "2016-04-08T12:39:257",
"eventSource": "elasticloadbalancing.amazonaws.com",
"eventName": "DeletelLoadBalancer",
"awsRegion": "us-west-2",
"sourceIPAddress": "198.51.100.1",
"userAgent": "aws-cli/1.10.10 Python/2.7.9 Windows/7 botocore/1.4.1",
"requestParameters": {
"loadBalancerName": "my-load-balancer"
1,
"responseElements": null,
"requestID": "f@f17bb6-b9ba-11e3-9b20-999fdEXAMPLE",
"eventID": "4f99f0e8-5cf8-4c30-b6da-3b69fEXAMPLE"
"eventType": "AwsApiCall",
"apiVersion": "2012-06-01",
"recipientAccountId": "123456789012"

CloudTrail LO—RORHBICDOWVWTIE. TAWS CloudTrail I—%¥—H 4 R4 ® "CloudTrail record
contents; ZZBL TS EEL,
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