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aws ec2 describe-regions --region us-east-2 --endpoint-url https://ec2.us-
east-2.api.aws

- IPv4

aws ec2 describe-regions --region us-east-2 --endpoint-url https://ec2.us-
east-2.amazonaws.com

AWS SDK for Java 2.x

ROBIE, ZFEAL Tus-east-2U—23>OIV RKRAVRNERBET DA EERLTVET
AWS SDK for Java 2.x.

s FATILNAZY D

Ec2Client client = Ec2Client.builder()
.region(Region.US_EAST_2)

.endpointOverride(URI.create("https://ec2.us-east-2.api.aws"))
.build();

- IPv4

Ec2Client client = Ec2Client.builder()
.region(Region.US_EAST_2)

.endpointOverride(URI.create("https://ec2.us-east-2.amazonaws.com"))
Lbuild();

AWS SDK for Java 1.x

RDBIE., AWS SDK for Java 1.x ZFHL Teu-west-1J)—3 > DIV RIRAVNEEBET
5HFEERLTVET,

s FATILAZY D

AmazonEC2 s3 = AmazonEC2ClientBuilder.standard()

.withEndpointConfiguration(new EndpointConfiguration(
"https://ec2.eu-west-1.api.aws",
"eu-west-1"))
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.build();

. IPv4

AmazonEC2 s3 = AmazonEC2ClientBuilder.standard()
.withEndpointConfiguration(new EndpointConfiguration(
"https://ec2.eu-west-1.amazonaws.com",
"eu-west-1"))
.build();

AWS SDK for Go

ROFIE, ZFEAL Tus-east-1J—23a> 0TI RIRA N EEETDAEZERLTVET
AWS SDK for Go,

s TFATINAZY D

sess := session.Must(session.NewSession())
svc := ec2.New(sess, &aws.Config{
Region: aws.String(endpoints.UsEastlRegionID),

Endpoint: aws.String("https://ec2.us-east-1.api.aws")
)

. IPv4

sess := session.Must(session.NewSession())
svc := ec2.New(sess, &aws.Config{

Region: aws.String(endpoints.UsEastlRegionID),
Endpoint: aws.String("https://ec2.us-east-1.amazonaws.com")
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» AssociateAddress

CreateVpnConnection

* DisassociateAddress

ReplaceNetworkAclAssociation

Terminatelnstances

ROAPI T3V, A723aVTOTATUOMN—DO  ZFERALEXNEERZYR—KNLE
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» AssociateClientVpnTargetNetwork
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« Copylmage

» CreateCapacityReservation
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CreateCapacityReservationFleet
CreateClientVpnEndpoint
CreateClientVpnRoute
CreateEgressOnlyinternetGateway
CreateFleet

CreateFlowLogs
CreateFpgalmage
CreatelnstanceConnectEndpoint
Createlpam

CreatelpamPool
CreatelpamResourceDiscovery
CreatelpamScope
CreateLaunchTemplate
CreateLaunchTemplateVersion
CreateManagedPrefixList
CreateNatGateway
CreateNetworkAcl
CreateNetworkInsightsAccessScope
CreateNetworklInsightsPath
CreateNetworkinterface
CreateReplaceRootVolumeTask
CreateReservedInstancesListing
CreateRouteTable
CreateTrafficMirrorFilter
CreateTrafficMirrorFilterRule
CreateTrafficMirrorSession
CreateTrafficMirrorTarget
CreateVerifiedAccessEndpoint

CreateVerifiedAccessGroup

Amazon EC2 D7 AT T4 T4



Amazon Elastic Compute Cloud

FROY N—HA K

CreateVerifiedAccesslnstance
CreateVerifiedAccessTrustProvider
CreateVolume

CreateVpcEndpoint
CreateVpcEndpointConnectionNotification
CreateVpcEndpointServiceConfiguration
DeleteVerifiedAccessEndpoint
DeleteVerifiedAccessGroup
DeleteVerifiedAccesslnstance
DeleteVerifiedAccessTrustProvider
DetachVerifiedAccessTrustProvider
Exportimage

Importimage

ImportSnapshot
ModifylnstanceCreditSpecification
ModifyLaunchTemplate
ModifyReservedInstances
ModifyVerifiedAccessEndpoint
ModifyVerifiedAccessEndpointPolicy
ModifyVerifiedAccessGroup
ModifyVerifiedAccessGroupPolicy
ModifyVerifiedAccesslnstance
ModifyVerifiedAccesslnstanceLoggingConfiguration
ModifyVerifiedAccessTrustProvider
ProvisionlpamPoolCidr
PurchaseHostReservation
RequestSpotFleet
RequestSpotinstances

Runinstances
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CancelDeclarativePoliciesReport 1 1
CopyImage 100 1
CreateClientVpnRoute 5 2
CreateCoipCidr 5 1
CreateCoipPool 5 1
CreateDefaultSubnet 1 1
CreateDefaultVpc 1 1
CreateLaunchTemplateVersion 100 5
CreateNatGateway 10 1
CreateNetworkInterface 100 5
CreateRestoreImageTask 50 0.1
CreateSnapshot 100 5
CreateSnapshots 100 5
CreateSpotDatafeedSubscription 50 3
CreateStorelImageTask 50 0.1
CreateSubnetCidrReservation 5 1
CreateTags 100 10
CreateVerifiedAccessEndpoint 20 4
CreateVerifiedAccessGroup 10 2
CreateVerifiedAccessInstance 10 2
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CreateVerifiedAccessTrustProvider 10 2
CreateVolume 100 5
CreateVpcEndpoint 4 0.3
CreateVpcEndpointServiceConfiguration 10 1
DeleteClientVpnRoute 5 2
DeleteCoipCidr 5 1
DeleteCoipPool 5 1
DeleteCoipPoolPermission 5 1
DeleteNatGateway 10 1
DeleteNetworkInterface 100 5
DeleteSnapshot 100 5
DeleteSpotDatafeedSubscription 50 3
DeleteSubnetCidrReservation 5 1
DeleteQueuedReservedInstances 5 5
DeleteTags 100 10
DeleteVerifiedAccessEndpoint 20 4
DeleteVerifiedAccessGroup 10 2
DeleteVerifiedAccessInstance 10 2
DeleteVerifiedAccessTrustProvider 10 2
DeleteVolume 100 5
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DescribeIdFormat 10 10
DescribeInstanceTopology 1 1
DescribeMovingAddresses 1 1
DescribePrincipalIldFormat 10 10
DescribeReservedInstancesOfferings 10 10
DescribeSecurityGroupReferences 20 5
DescribeSpotDatafeedSubscription 100 13
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AULTAPIUOIARNEOR)—TJHEREHETZ L EZBHOLET, TVARZRIIYILNY
DATDERICHDZEAF R, BERULEIS—REZEOBETHOSFHFEZRLZ ICRSERTA L
T9, RABEBREEABRTERERETDIHVENf HYET, DV R— (TUFLELE) 2FEH
LT, ERTIEREMSCEETEXRT, FHICODVTR., "ZA4ALATON, UNTA, DV R—
CEBDNYIOFT 3 ZBRLTLEEL,

& AWS SDK FEBBEHITOD Y VZRXELET, FMHICOVWTE., TAWSSDK &V —=I)LD )
77L2AAA R, O "EHETEE, 25RLUTIEEL,

FIRDEIELEFDODIUIITAR

O APIAOY KUV THIROEIELFZIVIVIARNTERT AWS THIT Ko
LOAX>F—=23>

*c 1 DOOVITARNTHREFOFROERIFEZIVITIAMLET,

s NTYRNOBRRBEZEPIRIC. NTYMERL—FOEBENZEELET,

c VDOTARENEENTYRNIUTAIIL—RINTY NOBRBEZBAZEHEEE. NTYNOREKX
REZRKFICEPLET,

« BIELFABERINTODAPI 7OV EBELET, #lIRIE. APL 723> AhFdUTlRk
B, B2 API 7O I VICBERAESNET,

COBEANDTIVEAZVIOITARNTSICIE

—

AWS HR—h 2 B2—Z#REXRT,

[T—AZHEK] ZBIRLET,

[Account and billing] (7> RS RTVER) ZBIRLE T,

H—EAT, —REBREFEBFEEBIRLET,

A7 T, TUsing AWS & Servicess Z3&IRL £,

[Next step: Additional information] (XM A7 v 7 BINER) ZiBIRL £,

[Subject (###)] | Request an increase in my Amazon EC2 API throttling
limits E AALET,

8. MBI, ROTFV7L—bhzE2IdE—L, BEZBEREAHNLET,
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https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://aws.amazon.com/builders-library/timeouts-retries-and-backoff-with-jitter/
https://docs.aws.amazon.com/sdkref/latest/guide/feature-retry-behavior.html
https://console.aws.amazon.com/support/home#/
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Please increase the API throttling limits for my account.
Related page: https://docs.aws.amazon.com/ec2/latest/devguide/ec2-api-
throttling.html
Description: Brief notes about your use case. If available, include the IDs
of a few Amazon EC2 requests that were throttled.
Time window: One-hour window when peak throttling or usage occurred.
region_1 increases:
action: new_bucket_maximum_capacity
action: new_bucket_refill_rate
action: new_bucket_maximum_capacity|new_bucket_refill_rate
region_2 increases:
action: new_bucket_maximum_capacity
action: new_bucket_refill_rate
action: new_bucket_maximum_capacity|new_bucket_refill_rate

9. RODATY 7 SIT<HERFELEBAVEDLE] ZBRLET,
10. Contactus 27 T, FEDOREVEADLEEEZELRHVEDLEAZEEZBIRLE T,
11. [Submit] EBIRLET,

Amazon EC2 APl TOXR— B E|

BE, ZBORREZRIAEMEDD S describe 7O a2 aFHUPHETEE R, R—PHEIEFERAT

BEEHHOHLEIDescribelnstances, R—T B #FEH TS &, describe FFHLICK 2

TRENZDEEOHE, FUHLAIRDDICHADBDRENFIRENET, ZBOVY AN H 315

B R=DDEENTVHBVWETHELEAOY NUYTEh, ZB4ALATIORNTDA8EMEN HY)ET,
LEN2T, R=DPPEEhIEFVPEHLE—BLTHRINTE L, R—DPBIEhEZFTEHLOFN
R=IHDEENhTVEVFEVPHELEYE2EBWEL AT —HFENRTVET,

FHICOVWTE., "Amazon EC2API U7 7L > A, ® TPaginationy (R—%—>32) 25 RL
TLEZL,
RANTZO9T74 A

AlRE B Sk, describe FOHELTUY—AIDs DUARNEBELET, ChiFk, ZEHOIY—R
HERTEIREEVEETT, 1EIOFTHLT1,000 28425 IDs ZisELBVWTLSEETV, UT
HlERLUET,

private List<Reservation> describeMyInstances(List<String> ids){
if (ids == null || ids.isEmpty()) {
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Query-Requests.html#api-pagination
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return ImmutableList.of();

final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withInstancelds(ids);

return ec2.describeInstances(request).getReservations();

describe FOHL TU Y —RA IDs ZEETERVEFERF, R—DEZ2FHAITZHI L 2B BHY
LET, LTICHIZERLET,

private List<Reservation> describeMyInstances(final Collection<Filter> filters){
final DescribelnstancesRequest request = new DescribeInstancesRequest()
.withFilters(filters)
.withMaxResults(1000);

List<Reservation> reservations = new ArraylList<>();
String nextToken = null;
do {
request.setNextToken(nextToken);
final DescribelInstancesResult response = ec2.describelnstances(request);
reservations.addAll(response.getReservations());
nextToken = response.getNextToken();
} while (nextToken !'= null);

return reservations;
R=IDEIEhEHRCHELEZBRTIZIBENf BBZEEE. DVR—TITIOARZYI)IINY OF
TEERALET,
— i Y 75 R

BT, R=ZH5FETNTVWEVFHTHL ZE2TIT5I—ROFITY,

Example BZEDOF]: VY —A IDs DZEDOJARNEET

RDA—RTE, DsDUARNEFERALET, L, VAR ZDFE, BRER—TZHEEINT
WEVWHTHELICBEYET,

private List<Reservation> describeMyInstances(List<String> ids){
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final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withInstancelds(ids);

return ec2.describelInstances(request).getReservations();

COEEZIEIETSICIE, describe FUH L ZITSHIC) AN ZETHEVWZ EZERLTILKES
(AT

private List<Reservation> describeMyInstances(List<String> ids){
if (ids == null || ids.isEmpty()) {
return ImmutablelList.of();
// OR
return Lists.newArraylList();
// OR

return new ArraylList<>();

final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withInstancelds(ids);

return ec2.describeInstances(request).getReservations();

Example BB DQfl: FREE N TLV& L MaxResults

KXOOA—RF Z#2FTv O LTERALEIT M nextToken, @FEREL £ AMaxResults,

private List<Reservation> describeMyInstances(final Collection<Filter> filters){
final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withFilters(filters);

List<Reservation> reservations = new ArraylList<>();
String nextToken = null;
do {
request.setNextToken(nextToken);
final DescribeInstancesResult response = ec2.describeInstances(request);
reservations.addAll(response.getReservations());
nextToken = response.getNextToken();
} while (nextToken != null);

return reservations;
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}

COREEZEEBETAICIE. withMaxResults XNDESIC ZEBMLET,

private List<Reservation> describeMyInstances(final Collection<Filter> filters){
final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withFilters(filters)
.withMaxResults(1000);

List<Reservation> reservations = new ArraylList<>();
String nextToken = null;
do {
request.setNextToken(nextToken);
final DescribeInstancesResult response = ec2.describeInstances(request);
reservations.addAll(response.getReservations());
nextToken = response.getNextToken();
} while (nextToken != null);

return reservations;

— iR 7z BRE 38



Amazon Elastic Compute Cloud FROY/IN—HA R

ZEHAL T Amazon EC2 WY —X%&/ERKT % AWS CLI

OXR > RS 422 1)L® AWS Command Line Interface ( AWS CLI) ZfEf L T, Amazon EC2 1)
V—AZERBLVCERTEET, AWSCLI & AWS OH—E R, Amazon EC2 %2 £ ® APIs N D
BEETIEAZRHELET,

Amazon EC2 ANV ROBXEHIZODWTIE, AWSCLI " OXRUTZF7ZLVAL O Tec2, &
SHBLTLKEEV, chsnfllk, github ® aws-cli/awscli/examples/ec?2 TEMRRBTEE T,

D FF# AWS CLI
DFMISOV T AWS CLL RO Y—REBEL T EE W,

* AWS Command Line Interface
« AWS Command Line Interface /N\—> 3> 2 01— —HA R
« AWS Command Line Interface /N\—> 3> 1 01— —HA R
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https://docs.aws.amazon.com/cli/latest/reference/ec2/
https://github.com/aws/aws-cli/tree/develop/awscli/examples/ec2
https://aws.amazon.com/cli/
https://docs.aws.amazon.com/cli/latest/userguide/
https://docs.aws.amazon.com/cli/v1/userguide/
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ZERAL T Amazon EC2 )Y —A&ER TS AWS
CloudFormation

Amazon EC2 l& BT NTVWE T, Zhik AWS CloudFormation, AWS UY—R&EA VT T A
RSOFYDEREEEBICERPITRBEZER/TEDLDIC, VY—RADEFILEEY NTYTIZK
MOH—ERATT, BEBAWS VY —RA (A VAZVARY T XY N &) 28R T2T707L—
NEERL., ThsnUY—A% AWS CloudFormation 7O 3aZ>J L TERELE T,

Z{EH 9% E& AWS CloudFormation, 7 7'L— K ZBHAL T AmazonEC2 VYV —A%Z—8BL T
BYEBRLEY NTY T TEEXT, UY—R%Z 1 EEARL, BLVY—RAEZEHO AWS THT N
Br¥U—arcTMELEIOES>a=Z>JL%Fd,

Amazon EC2 & AWS CloudFormation 7L —h~

Amazon EC2 $ LV HEHY —EADO VY —-RZ27OEZ IV ITHLVRETDICE. AWS
CloudFormation 7> 7' L — N 2 BRI 2 HENHVET, 77 L—KE. JSON X YAML T
73—V RNENETFANT7AILTT, chsnFT>7L—KiE, AWS CloudFormation A
RYoIC7OED3aZ> 0935 )Y—A&EEARLET, JSON £k YAML ICEAhTVWEWEES
&, Y4+ — &£HL T AWS CloudFormation AWS CloudFormation 7> 7°'L — N O % B A
TEET, FHICOVWTIE., AWS CloudFormation 1—%¥—2H 4 RMAWS CloudFormation " 74
A1F—&@F ZBBBLTEEL,

Amazon EC2 ®1) Y —XA
dAvBE1—F5714200)Y—X

 AWS:.EC2:.CapacityReservation

« AWS::EC2::CapacityReservationFleet
« AWS:EC2::EC2Fleet

« AWS::EC2::EC2Fleet

« AWS::EC2::Host

« AWS::EC2::Instance

« AWS::EC2::InstanceConnectEndpoint
« AWS::EC2::LaunchTemplate

Amazon EC2 & AWS CloudFormation 7> 7L — & 40


https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/template-guide.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/working-with-templates-cfn-designer.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-capacityreservation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-capacityreservationfleet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ec2fleet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-host.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-instance.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-instanceconnectendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-launchtemplate.html
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+ AWS::EC2::PlacementGroup
« AWS:.EC2::SpotFleet

FYRND—=F2TVY—=R

« AWS:.EC2:.CarrierGateway

+ AWS::EC2::ClientVpnAuthorizationRule

+ AWS::EC2::ClientVpnEndpoint

+ AWS::EC2::ClientVpnRoute

* AWS::EC2::ClientVpnTargetNetworkAssociation
+ AWS::EC2::.CustomerGateway

+ AWS::EC2::DHCPOptions

« AWS::EC2::EgressOnlylnternetGateway

+ AWS::EC2::EIP

+ AWS:EC2::EIPAssociation

* AWS::EC2::FlowLog

« AWS::EC2::GatewayRouteTableAssociation
+ AWS::EC2::InternetGateway

« AWS:EC2::IPAM

+ AWS:EC2::IPAMAllocation

+ AWS:EC2::IPAMPool

+ AWS::EC2::IPAMPoolCidr

+ AWS::EC2::IPAMResourceDiscovery

« AWS::EC2::IPAMResourceDiscoveryAssociation
« AWS::EC2::IPAMScope

« AWS::EC2::LocalGatewayRoute

« AWS::EC2::LocalGatewayRouteTable

+ AWS::EC2::LocalGatewayRouteTableVirtuallnterfaceGroupAssociation
+ AWS::EC2::LocalGatewayRouteTableVPCAssociation

+ AWS::EC2::NatGateway

« AWS:EC2::Networkinterface
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-placementgroup.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-spotfleet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-carriergateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-clientvpnauthorizationrule.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-clientvpnendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-clientvpnroute.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-clientvpntargetnetworkassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-customergateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-dhcpoptions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-egressonlyinternetgateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-eip.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-eipassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-flowlog.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-gatewayroutetableassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-internetgateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipam.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipamallocation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipampool.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipampoolcidr.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipamresourcediscovery.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipamresourcediscoveryassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipamscope.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-localgatewayroute.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-localgatewayroutetable.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-localgatewayroutetablevirtualinterfacegroupassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-localgatewayroutetablevpcassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-natgateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinterface.html
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+ AWS::EC2::NetworklInsightsAccessScope

+ AWS::EC2::NetworklInsightsAccessScopeAnalysis
* AWS::EC2::NetworkInsightsAnalysis

* AWS::EC2::NetworklnsightsPath

+ AWS::EC2::NetworkInterfaceAttachment

+ AWS::EC2::NetworkInterfacePermission

+ AWS::EC2::NetworkPerformanceMetricSubscription
* AWS::EC2::PrefixList

* AWS:EC2::Route

+ AWS::EC2::RouteTable

* AWS:EC2::Subnet

+ AWS::EC2::SubnetCidrBlock

+ AWS::EC2::SubnetNetworkAclAssociation

+ AWS::EC2::SubnetRouteTableAssociation
* AWS:EC2::TrafficMirrorFilter

* AWS:EC2::TrafficMirrorFilterRule

* AWS:EC2::TrafficMirrorSession

« AWS::EC2::TrafficMirrorTarget

« AWS:EC2:: TransitGateway

« AWS::EC2:: TransitGatewayAttachment

« AWS:.EC2::TransitGatewayConnect
 AWS::EC2::TransitGatewayMulticastDomain

+ AWS::EC2:: TransitGatewayMulticastDomainAssociation
 AWS::EC2::TransitGatewayMulticastGroupMember

* AWS::EC2::TransitGatewayMulticastGroupSource

« AWS:.EC2::TransitGatewayPeeringAttachment

« AWS:.EC2::TransitGatewayRoute

« AWS:.EC2::.TransitGatewayRouteTable

« AWS::EC2::TransitGatewayRouteTableAssociation

« AWS:.EC2::TransitGatewayRouteTablePropagation
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinsightsaccessscope.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinsightsaccessscopeanalysis.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinsightsanalysis.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinsightspath.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinterfaceattachment.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkinterfacepermission.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkperformancemetricsubscription.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-prefixlist.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-route.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-routetable.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-subnet.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-subnetcidrblock.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-subnetnetworkaclassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-subnetroutetableassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-trafficmirrorfilter.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-trafficmirrorfilterrule.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-trafficmirrorsession.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-trafficmirrortarget.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayattachment.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayconnect.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewaymulticastdomain.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewaymulticastdomainassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewaymulticastgroupmember.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewaymulticastgroupsource.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewaypeeringattachment.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayroute.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayroutetable.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayroutetableassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayroutetablepropagation.html
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+ AWS::EC2:: TransitGatewayVpcAttachment

« AWS:EC2:VPC

« AWS::

EC2:

:'VPCCidrBlock

« AWS::

EC2:

:'VPCDHCPOptionsAssociation

« AWS::

EC2:

:VPCEndpoint

« AWS::

EC2:

:VPCEndpointConnectionNotification

« AWS::

EC2:

:VPCEndpointService

« AWS::

EC2:

:VPCEndpointServicePermissions

« AWS::

EC2:

:VPCGatewayAttachment

« AWS::

EC2:

:VPCPeeringConnection

« AWS::

EC2:

:VPNConnection

« AWS::

EC2:

:VPNConnectionRoute

« AWS::

EC2:

:VPNGateway

« AWS::

EC2:

:VPNGatewayRoutePropagation

t¥F1UT

« AWS::

EC2:

1UY—2

KeyPair

« AWS::

EC2::

NetworkAcl

« AWS::

EC2:

:NetworkAclEntry

« AWS::

EC2:

SecurityGroup

« AWS::

EC2:

SecurityGroupEgress

« AWS::

EC2:

SecurityGrouplngress

« AWS::

EC2:

:VerifiedAccessEndpoint

« AWS::

EC2:

:VerifiedAccessGroup

« AWS::

EC2:

:‘VerifiedAccesslnstance

« AWS::

EC2:

:‘VerifiedAccessTrustProvider

ARL—=—2DY—=RA

+ AWS::EC2::SnapshotBlockPublicAccess

« AWS::EC2::Volume
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-transitgatewayvpcattachment.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpc.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpccidrblock.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpcdhcpoptionsassociation.html
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Amazon EC2 ML X)L API

Amazon EC2 KL ARJL APl [&, Amazon EC2 @7’ ORJILLARILDA > RZR—T I A AT, &KL
R APl ZEATRHEERE. IXTOHTTPS UJIARZELLKT7#—NY KL, IXTOUITI
ANZBMBTFORIINEBRZEMTAIXENf HVET, FMHICOVTEE, AmazonEC2API V77
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« AWS Client VPN actions
« Amazon EBS 70> 3>
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+ AWS Network Manager actions
« AWS Nitro Enclaves 7 223~
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« CDK Python
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+ CloudFormation JSON
+ CloudFormation YAML
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L PP

Hello Amazon EC2
LTFOO—RHlE. Amazon EC2 OFIABEBAEEZRRLTVWET,
NET

SDK for .NET (v4)

(@ Note

GitHub (ZIE, ZTDEDVY —REHYWET, AWS JI—REIVARI K T2<EUH
ZROTT, RELERTOFEZRRBLTSEEZL,

namespace EC2Actions;

public class HelloEc2

{
/// <summary>
/// HelloEc2 lists the existing security groups for the default users.
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/// </summary>
/// <param name="args">Command line arguments</param>
/// <returns>Async task.</returns>
static async Task Main(string[] args)
{
// Set up dependency injection for Amazon Elastic Compute Cloud (Amazon
EC2).
using var host =
Microsoft.Extensions.Hosting.Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonEC2>()
.AddTransient<EC2Wrapper>()
)
.Build();

// Now the client is available for injection.
var ec2Client = host.Services.GetRequiredService<IAmazonEC2>();

try

{
// Retrieve information for up to 10 Amazon EC2 security groups.
var request = new DescribeSecurityGroupsRequest { MaxResults = 10 };
var securityGroups = new List<SecurityGroup>();

var paginatorForSecurityGroups =
ec2Client.Paginators.DescribeSecurityGroups(request);

await foreach (var securityGroup in
paginatorForSecurityGroups.SecurityGroups)
{

securityGroups.Add(securityGroup);

// Now print the security groups returned by the call to

// DescribeSecurityGroupsAsync.

Console.WriteLine("Welcome to the EC2 Hello Service example. " +
"\nLet's 1list your Security Groups:");

securityGroups.ForEach(group =>

{

Console.WritelLine(
$"Security group: {group.GroupName} ID: {group.GroupId}");
18
}

catch (AmazonEC2Exception ex)
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{

Console.WriteLine($"An Amazon EC2 service error occurred while
listing security groups. {ex.Messagel}");

}

catch (Exception ex)

{

Console.WriteLine($"An error occurred while listing security groups.
{ex.Messagel}");

}

« APl OFEMIC DWW T, TAWS SDKfor NETAPIUZ77L>A1 @
MDescribeSecurityGroupsy ZZB L T &,

C++
SDK for C++
@ Note

GitHub IZl&, ZTDMOIY—REHYET, AWS JI—RHIVKRI K T2 EUH
ZROWT, REERITORFEZEILTSLEZ L,

CMakelLists.txt CMake 7 7 4 )L O 11— K,

# Set the minimum required version of CMake for this project.
cmake_minimum_required(VERSION 3.13)

# Set the AWS service components used by this project.
set(SERVICE_COMPONENTS ec2)

# Set this project's name.
project("hello_ec2")

# Set the C++ standard to use to build this target.
# At least C++ 11 is required for the AWS SDK for C++.
set (CMAKE_CXX_STANDARD 11)

# Use the MSVC variable to determine if this is a Windows build.
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set (WINDOWS_BUILD ${MSVC})

if (WINDOWS_BUILD) # Set the location where CMake can find the installed
libraries for the AWS SDK.
string(REPLACE ";" "/aws-cpp-sdk-all;" SYSTEM_MODULE_PATH
"${CMAKE_SYSTEM_PREFIX_PATH}/aws-cpp-sdk-all")
list (APPEND CMAKE_PREFIX_PATH ${SYSTEM_MODULE_PATH})
endif ()

# Find the AWS SDK for C++ package.
find_package (AWSSDK REQUIRED COMPONENTS ${SERVICE_COMPONENTS})

if (WINDOWS_BUILD AND AWSSDK_INSTALL_AS_SHARED_LIBS)
# Copy relevant AWS SDK for C++ libraries into the current binary directory
for running and debugging.

# set(BIN_SUB_DIR "/Debug") # If you are building from the command line, you
may need to uncomment this
# and set the proper subdirectory to the
executables' location.

AWSSDK_CPY_DYN_LIBS(SERVICE_COMPONENTS "
${CMAKE_CURRENT_BINARY_DIR}${BIN_SUB_DIR})
endif ()

add_executable(${PROJECT_NAME}
hello_ec2.cpp)

target_link_libraries(${PROJECT_NAME}
${AWSSDK_LINK LIBRARIES})

hello_ec2.cpp V—A7 74 )L OO— R,

#include <aws/core/Aws.h>

#include <aws/ec2/EC2Client.h>

#include <aws/ec2/model/DescribelnstancesRequest.h>
#include <iomanip>

#include <iostream>

/*
* A "Hello EC2" starter application which initializes an Amazon Elastic Compute
Cloud (Amazon EC2) client and describes
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* the Amazon EC2 instances.
* main function
* Usage: 'hello_ec2'
*/
int main(int argc, char **argv) {
(void)argc;

(void)argv;

Aws: :SDKOptions options;

// Optionally change the log level for debugging.
// options.loggingOptions.loglLevel = Utils::Logging::LoglLevel: :Debug;
Aws::InitAPI(options); // Should only be called once.

int result = 0;

{

Aws::Client::ClientConfiguration clientConfig;
// Optional: Set to the AWS Region (overrides config file).
// clientConfig.region = "us-east-1";

Aws::EC2::EC2Client ec2Client(clientConfig);
Aws::EC2::Model: :DescribeInstancesRequest request;

bool header = false;
bool done = false;
while (!done) {

Aws::EC2::Model: :DescribeInstancesOutcome outcome =
ec2Client.DescribelInstances(request);
if (outcome.IsSuccess()) {

if (!header) {

std::cout << std::left <<

std:
std:
std:
std:
std:
std:
header = true;

const std::vector<Aws::EC2::
outcome.GetResult().

:setw(48)
:setw(20)
:setw(25)
:setw(15)
:setw(15)
:setw(15)

<< "Name" <<

<< "ID" <<

<< "Ami" <<

<< "Type" <<

<< "State" <<

<< "Monitoring" << std::endl;

Model: :Reservation> &reservations =
GetReservations();

52



Amazon Elastic Compute Cloud FROY/IN—HA R

for (const auto &reservation: reservations) {
const std::vector<Aws::EC2::Model::Instance> &instances =
reservation.GetInstances();
for (const auto &instance: instances) {
Aws::String instanceStateString =

Aws::EC2::Model: :InstanceStateNameMapper: :GetNameForInstanceStateName(
instance.GetState().GetName());

Aws::String typeString =

Aws::EC2::Model::InstanceTypeMapper: :GetNameForInstanceType(
instance.GetInstanceType());

Aws::String monitorString =

Aws: :EC2::Model: :MonitoringStateMapper: :GetNameForMonitoringState(
instance.GetMonitoring().GetState());
Aws::String name = "Unknown";

const std::vector<Aws::EC2::Model::Tag> &tags =
instance.GetTags();
auto namelter = std::find_if(tags.cbegin(), tags.cend(),
[1(const
Aws::EC2::Model::Tag &tag) {
return tag.GetKey() ==
"Name" ;
18
if (namelter != tags.cend()) {
name = namelter->GetValue();
}
std::cout <<
std: :setw(48) << name <<
std::setw(20) << instance.GetInstanceld() <<
std::setw(25) << instance.GetImageld() <<
std::setw(15) << typeString <<
std::setw(1l5) << instanceStateString <<
std::setw(15) << monitorString << std::endl;

if (loutcome.GetResult().GetNextToken().empty()) {
request.SetNextToken(outcome.GetResult().GetNextToken());
} else {
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done = true;
}
} else {
std::cerr << "Failed to describe EC2 instances:" <<
outcome.GetError().GetMessage() << std::endl;
result = 1;
break;
}
}
}
Aws: :ShutdownAPI(options); // Should only be called once.
return result;

« AAPI OFEHIC DWW T, TAWSSDKforC++APIU77L>AL @
MDescribeSecurityGroupsy 2B L T EE L\,

Java

SDK for Java 2.x

(@ Note

GitHub ICl&. ZOMDUY—REHV)ET, AWS O—RBIVAT KDY T2<EFUH
ZROUT, RELEERTOFEEZRRAL TSEEZL,

operat
*

*

*

*/

Asynchronously describes the security groups for the specified group ID.

@param groupName the name of the security group to describe
@return a {@link CompletableFuture} that represents the asynchronous
ion

of describing the security groups. The future will complete with a

{@link DescribeSecurityGroupsResponse} object that contains the
security group information.
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public CompletableFuture<String> describeSecurityGroupArnByNameAsync(String
groupName) {
DescribeSecurityGroupsRequest request =
DescribeSecurityGroupsRequest.buildexr()
.groupNames(groupName)
.build();

DescribeSecurityGroupsPublisher paginator =
getAsyncClient().describeSecurityGroupsPaginator(request);
AtomicReference<String> groupIdRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.securityGroups().stream()
.filter(securityGroup ->
securityGroup.groupName().equals(groupName))
.findFirst()
.ifPresent(securityGroup ->
groupIdRef.set(securityGroup.groupId()));
}) .thenApply(v -> {
String groupId = groupIdRef.get();
if (groupld == null) {
throw new RuntimeException("No security group found with the
name: " + groupName);
}
return groupld;
}) .exceptionally(ex -> {
logger.info("Failed to describe security group: " + ex.getMessage());
throw new RuntimeException("Failed to describe security group", ex);

1)

« APl OFEMIC DWW T, TAWS SDKforJava2xAPI U7 7L AL @
MDescribeSecurityGroupsy ZZB L T &V,
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JavaScript

SDK for JavaScript (v3)

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

import { DescribeSecurityGroupsCommand, EC2Client } from "@aws-sdk/client-ec2";

// Call DescribeSecurityGroups and display the result.
export const main = async () => {
const client = new EC2Client();
try {
const { SecurityGroups } = await client.send(
new DescribeSecurityGroupsCommand({}),

);

const securityGrouplList = SecurityGroups.slice(@, 9)
.map((sg) => " « ${sg.GroupId}: ${sg.GroupName}")
.join("\n");

console.log(
"Hello, Amazon EC2! Let's list up to 1@ of your security groups:",

);
console.log(securityGrouplList);

} catch (err) {
console.error(err);

}

I

// Call function if run directly.

import { fileURLToPath } from "node:url";

if (process.argv[1l] === fileURLToPath(import.meta.url)) {
main();
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« API OFFMIC DOV Tk, TAWS SDK for JavaScript API U7 7L A1 @
MDescribeSecurityGroupsy ZZBL T &L\,

Kotlin

SDK for Kotlin

® Note

GitHub ICl&, ZTDMDOIY—REHY KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEZRRBL TSEEZL,

suspend fun describeEC2SecurityGroups(groupId: String) {
val request =
DescribeSecurityGroupsRequest {
groupIds = 1listOf(groupIld)
}

Ec2Client { region = "us-west-2" }.use { ec2 ->

val response = ec2.describeSecurityGroups(request)
response.securityGroups?.forkEach { group ->
println("Found Security Group with id ${group.groupId}, vpc id
${group.vpcId} and description ${group.description}")
}
}

« APl OFEMAIC DWW TIX, TAWS SDK for Kotlin API U7 7L 2 A1 @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,
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Python

SDK for Python (Boto3)

(® Note

GitHub ICl&. ZODUY—REHY)ETF, AWS O—RBIVART KDY T2<EFUH
ZROTT, RELERTOHFEZRRAL TSEZL,

def hello_ec2(ec2_client):

Use the AWS SDK for Python (Boto3) to list the security groups in your
account.

This example uses the default settings specified in your shared credentials
and config files.

:param ec2_client: A Boto3 EC2 client. This client provides low-level
access to AWS EC2 services.

print("Hello, Amazon EC2! Let's list up to 10 of your security groups:")
try:

paginator = ec2_client.get_paginator("describe_security_groups")

response_iterator = paginator.paginate(PaginationConfig={'MaxItems': 10})

# List only 10 security groups.
logging.basicConfig(level=1ogging.INFO) # Enable logging.
for page in response_iterator:
for sg in page["SecurityGroups"]:
logger.info(f"\t{sg['GroupId']}: {sg['GroupName']}")

except ClientError as err:

logger.error("Failed to list security groups.")

if err.response["Error"]["Code"] == "AccessDeniedException":
logger.error("You do not have permission to list security groups.")
raise
if __name__ == "_main__":

hello_ec2(boto3.client("ec2"))

- API OEHEIZOWTIE. TAWS SDK for Python (Boto3) API J 77 LY R4 O
MDescribeSecurityGroupsy ZZBL T &V,
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Ruby

SDK for Ruby

® Note
GitHub IZ&, ZOHDOVY—REHET, AWS O—REIVARZ K TELEALUH
ZREOUT, REEERTOFEEBEL T LEE L,

require 'aws-sdk-ec2'
require 'logger'

# EC2Manager is a class responsible for managing EC2 operations
# such as listing all EC2 instances in the current AWS account.
class EC2Manager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all EC2 instances in the current AWS account.
def list_instances
@logger.info('Listing instances')

instances = fetch_instances

if instances.empty?
@logger.info('You have no instances')
else
print_instances(instances)
end
end

private

# Fetches all EC2 instances using pagination.
#
# @return [Array<Aws::EC2::Types::Instance>] List of EC2 instances.
def fetch_instances
paginator = @client.describe_instances
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instances = []

paginator.each_page do |page|
page.reservations.each do |reservation]
reservation.instances.each do |instance]
instances << instance
end
end
end

instances
end

# Prints details of the given EC2 instances.
#
# @param instances [Array<Aws::EC2::Types::Instance>] List of EC2 instances to
print.
def print_instances(instances)
instances.each do |instance|
@logger.info("Instance ID: #{instance.instance_id}")
@logger.info("Instance Type: #{instance.instance_type}")
@logger.info("Public IP: #{instance.public_ip_address}")
@logger.info("Public DNS Name: #{instance.public_dns_name}")
@logger.info("\n")
end
end
end

if $PROGRAM_NAME == _ FILE__
ec2_client = Aws::EC2::Client.new(region: 'us-west-2')
manager = EC2Manager.new(ec2_client)
manager.list_instances

end

« APl OFFMICDOWVWTIE, TAWS SDK for Ruby API U7 7L>A, @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,
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Rust

SDK for Rust

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH

ZROTT, RELEERTOFEEZRRBL TSEZL,

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids:

Vec<String>) {
let response
.describ
.set_gro

.send()

.await;

match respon
Ok (outpu
for

}

Err(err)
let
let
let
let
epri

= client
e_security_groups()
up_ids(Some(group_ids))

se {

t) => {

group in output.security_groups() {

println!(
"Found Security Group {3} ({}), vpc id {3} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_or("vpcid-unknown"),
group.description().unwrap_oxr("(none)")

);

=> {

err = err.into_service_error();

meta = err.meta();

message = meta.message().unwrap_or("unknown");
code = meta.code().unwrap_or("unknown");
ntln!("Error listing EC2 Security Groups: ({code})

{message}");
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APl OFFMIIC DOV TIE, AWS SDK for RustAPI ) 7 7L AD
MDescribeSecurityGroupsy 228 L T &L,

d— RO Hi
« SDK &M L /= Amazon EC2 O EA&#y 7 5l AWS SDKs

* Hello Amazon EC2

« AWS SDK ZfEAL = Amazon EC2 OEXRIZODWVWTHBEALET,

« SDK ZfFEAL = Amazon EC2 W7 < 3> AWS SDKs

CLI T AcceptVpcPeeringConnection Z {3 %
AWS SDK FE fzl& CLI AllocateAddressT ZFH T %
CLI T AllocateHosts Z 9 %

CLI T AssignPrivatelpAddresses % 9 %

AWS SDK FE fzl& CLI AssociateAddress T Z AT %
CLI T AssociateDhcpOptions % 9 %

CLI T AssociateRouteTable Z 3 %

CLI T AttachinternetGateway ZFfH 9 %

CLI T AttachNetworkinterface Zf£fH 9 %

CLI T AttachVolume 29 %

CLI T AttachVpnGateway Z 9 %

CLI T AuthorizeSecurityGroupEgress %Z 9 %
AWS SDK F =& CLI AuthorizeSecurityGrouplngressT Z#H 3 %

CLI T CancelCapacityReservation Z A9 %
CLI T CancellmportTask Z#EH ¥ %

CLI T CancelSpotFleetRequests ZFEH ¥ 3
CLI T CancelSpotinstanceRequests Z £ 3 %
CLI T ConfirmProductinstance Zf£fH 9 %

CLI T Copylmage Z#H T %

CLI T CopySnapshot Z A9 %

CLI T CreateCapacityReservation Z £ 9 %

CLI T CreateCustomerGateway Z £ 9 3
CLI T CreateDhcpOptions Z 9 %
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CLI T CreateFlowLogs Z R 9 %

CLI T Createlmage ZfEf 9 %

CLI T CreatelnstanceExportTask Z{ A9 %

CLI T CreatelnternetGateway Z £ 9 %

AWS SDK & /=& CLI CreateKeyPair ¢ Z R 9 %

AWS SDK & /= l& CLI CreateLaunchTemplate T ZfEH 9 %

CLI T CreateNetworkAcl Zf£fH 9 %

CLI T CreateNetworkAclEntry Z{# B9 %

CLI T CreateNetworkInterface Z 9 %

CLI T CreatePlacementGroup Zf£fH 9 %

CLI T CreateRoute 29 %

AWS SDK FE fzl& CLI CreateRouteTableT ZFH T %
AWS SDK & /= l& CLI CreateSecurityGroupT Z R 9 %
CLI T CreateSnapshot ZfEf 9 %

CLI T CreateSpotDatafeedSubscription Z £ H 9 %
AWS SDK & fzl& CLI CreateSubnetT ZFH T %
AWS SDK & /=& CLI CreateTagsT ZFEH T 5

CLI T CreateVolume 29 %

AWS SDK & /zl& CLI CreateVpcT ZFEH T 5

AWS SDK & = l& CLI CreateVpcEndpointT Z R 9 %
CLI T CreateVpnConnection Z 3 %

CLI T CreateVpnConnectionRoute Z 9 %

CLI T CreateVpnGateway ZFfH 9 %

CLI T DeleteCustomerGateway Z {9 3

CLI T DeleteDhcpOptions %Z fEF 9 %

CLI T DeleteFlowLogs Z{Ef ¥ %

CLI T DeletelnternetGateway Z 9 %

AWS SDK & /=& CLI DeleteKeyPair© Z A9 %
AWS SDK £ =& CI | Deletel aunchTemplateT Z{FHd %

CLI T DeleteNetworkAcl Z{EH 3 %
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CLI T DeleteNetworkAclEntry Z{E B9 %

CLI T DeleteNetworkInterface Z 3 %

CLI T DeletePlacementGroup Z R ¥ %

CLI T DeleteRoute 2%

CLI T DeleteRouteTable ZfFH T %

AWS SDK % 7z l& CLI DeleteSecurityGroupT Z R T %
AWS SDK & /= l& CLI DeleteSnapshotT Z A9 %

CLI T DeleteSpotDatafeedSubscription Z 9 %

CLI T DeleteSubnet Zf£H 9 %

CLI T DeleteTags Z#H 93

CLI T DeleteVolume 9%

AWS SDK & fzl& CLI DeleteVpcT ZER T %

AWS SDK & 7z l& CLI DeleteVpcEndpoints T Z R 9 %
CLI T DeleteVpnConnection Z {9

CLI T DeleteVpnConnectionRoute Z £ 3 %

CLI T DeleteVpnGateway Z{#H 9 %

CLI T Deregisterlmage Z#H 9 %

CLI T DescribeAccountAttributes Z 5 9 %

AWS SDK & fzl& CLI DescribeAddressesT ZFH T %
AWS SDK F =& CLI DescribeAvailabilityZones T Z{EH 9 %
CLI T DescribeBundleTasks Z 9 %

CLI T DescribeCapacityReservations Z {3 %

CLI T DescribeCustomerGateways Z £ 9 %

CLI T DescribeDhcpOptions Z 9

CLI T DescribeFlowLogs %Z#fH 9 %

CLI T DescribeHostReservationOfferings Zf#H 9 %

CLI T DescribeHosts & H 9 %

AWS SDK F fzl& CLI DescribelamlnstanceProfileAssociations T Z A9 %

Cl | T DescribeldFormat Z#{#FH 43

CLI T DescribeldentityldFormat Z £ 9 %
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CLI T DescribelmageAttribute ZEH 9
AWS SDK & /=& CLI DescribelmagesT Z R 3 %
CLI T DescribelmportimageTasks Zf£EH 9 %

CLI T DescribelmportSnapshotTasks Z £ 9 %

CLI T DescribelnstanceAttribute Z /R 3 %

AWS SDK F fzl& CLI DescribelnstanceStatusT Z A9 %
AWS SDK FE =& CLI DescribelnstanceTypesT ZFEH 9 %
AWS SDK F fzl& CLI DescribelnstancesT Z R T %

CLI T DescribelnternetGateways Z £ 3 %

AWS SDK & /=& CLI DescribeKeyPairs T ZfH 3 %

CLI T DescribeNetworkAcls Z 9 %

CLI T DescribeNetworkinterfaceAttribute Z{FH 3 %

CLI T DescribeNetworkInterfaces Z £ 9 %

CLI T DescribePlacementGroups ZfEFA 9 %

CLI T DescribePrefixLists Z 5 9 %

AWS SDK % 7z l& CLI DescribeRegionsT Z R T %

AWS SDK F fzI& CLI DescribeRouteTablesT Z R T %
CLI T DescribeScheduledInstanceAvailability Z £ R 3 %
CLI T DescribeScheduledinstances Z £/ ¥ %

AWS SDK & 7z l& CLI DescribeSecurityGroups T Z £ 9 %

CLI T DescribeSnapshotAttribute Z £ 3 %
AWS SDK & = l& CLI DescribeSnapshots T Z R 9 %
CLI T DescribeSpotDatafeedSubscription Z £ 9 %

CLI T DescribeSpotFleetinstances Z £ 9 %

CLI T DescribeSpotFleetRequestHistory Z £ 9 %

CLI T DescribeSpotFleetRequests % 9 %

CLI T DescribeSpotinstanceRequests Z £ 9 %
CLI T DescribeSpotPriceHistory Z {9 %
AWS SDK E£ /(& Cl | DescribeSubnetsT Z{FHd 2

CLI T DescribeTags Z#H 9 %
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CLI T DescribeVolumeAttribute Z £ T %

CLI T DescribeVolumeStatus Z £/ 3 %

CLI T DescribeVolumes Z A9 %

CLI T DescribeVpcAttribute Z fEFH 3 %

CLI T DescribeVpcClassicLink Z 3 %

CLI T DescribeVpcClassicLinkDnsSupport Z £ 9 %

CLI T DescribeVpcEndpointServices Z £ 9 %

CLI T DescribeVpcEndpoints & fEf 9 %

AWS SDK & 7z l& CLI DescribeVpcsT ZFEH T %
CLI T DescribeVpnConnections Z £ 9

CLI T DescribeVpnGateways % 9 %

CLI T DetachinternetGateway %Z B9 %

CLI T DetachNetworkInterface Z £ 9 %

CLI T DetachVolume Zf£fH ¥ %

CLI T DetachVpnGateway Z £ 3 %

CLI T DisableVgwRoutePropagation % £ 9 %

CLI T DisableVpcClassicLink Z £ 9 %

CLI T DisableVpcClassicLinkDnsSupport Z#H 9 %
AWS SDK F fzl& CLI DisassociateAddressT Z AT %

CLI T DisassociateRouteTable Zf£fH T %

CLI T EnableVgwRoutePropagation Z £ 9 %

CLI T EnableVolumelo Zf£H T %

CLI T EnableVpcClassicLink Z B9 %

CLI T EnableVpcClassicLinkDnsSupport Z {3 %
CLI T GetConsoleOutput Z ¥ 3

CLI T GetHostReservationPurchasePreview Z# A9 %
AWS SDK FE fzl& CLI GetPasswordDataT Z{FH 3 %
CLI T Importlmage Z#EH T %

Cl| T ImportKeyPair Z{EFHd %

CLI T ImportSnapshot Z#EH ¥ %
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CLI T ModifyCapacityReservation Z 9 %

CLI T ModifyHosts Z £/ 3 %

CLI T ModifyldFormat Z £ 9 3

CLI T ModifylmageAttribute Z FH 9 %

CLI T ModifylnstanceAttribute Z 9

CLI T ModifylnstanceCreditSpecification Z £ 9 %
CLI T ModifyNetworkInterfaceAttribute % {9 %
CLI T ModifyReservedinstances Z {9 %

CLI T ModifySnapshotAttribute Z {9 %

CLI T ModifySpotFleetRequest Z 3 %

CLI T ModifySubnetAttribute Z AT %

CLI T ModifyVolumeAttribute Z{FEH ¥ 2

CLI T ModifyVpcAttribute % E 3 %

AWS SDK & fzl& CLI Monitorlnstances T Z#H 3 %
CLI T MoveAddressToVpc ZEH 93

CLI T PurchaseHostReservation Z 9 %

CLI T PurchaseScheduledinstances Z £ f 9 %

AWS SDK F fzl& CLI RebootlnstancesT Z#H 3 %

CLI T Registerimage ZfEH 9 %

CLI T RejectVpcPeeringConnection ZfEHA 9 %

AWS SDK E fzl& CLI ReleaseAddressT AT %

CLI T ReleaseHosts 29 %

AWS SDK F =& CLI ReplacelamInstanceProfileAssociation Z#H 3 %

CLI T ReplaceNetworkAclAssociation Z A9 %

CLI T ReplaceNetworkAclEntry Z £ 9 %

CLI T ReplaceRoute ZFH ¥ 3

CLI T ReplaceRouteTableAssociation Z £ 9 %
CLI T ReportinstanceStatus Z £ 3 %

Cl| T RequestSpotFleet ZFH T %

CLI T RequestSpotinstances ZFH 9 %
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CLI T ResetlmageAttribute ZfEH 3 3

CL| T ResetInstanceAttribute ZfEA T 3

CLI T ResetNetworklInterfaceAttribute ZfEH T 3

CLI T ResetSnapshotAttribute ZfEH 3 %

CLI T RevokeSecurityGroupEgress % 9 %

CLI T RevokeSecurityGrouplingress ZfEfH 9 %

AWS SDK FE fzl& CLI RuninstancesT ZfH 9%

CLI T RunScheduledinstances Z £ 9 %

AWS SDK F fzl& CLI StartinstancesT ZFH T %
AWS SDK & /= l& CLI StoplnstancesT ZEH 3 %
AWS SDK F fzl& CLI TerminatelnstancesT Z R 9 %
CLI T UnassignPrivatelpAddresses Z A9 %

AWS SDK F fzI& CLI Unmonitorinstances T Z A9 %

CLI T UpdateSecurityGroupRuleDescriptionsingress Z £ 9 %

« SDK ZfEA L = Amazon EC2 M= 4 1) 74 AWS SDKs

« AWSSDK ZEALTEEIDNH B2 Y —EAXAZBERLTEELE T,

SDK ZfEA L = Amazon EC2 O E A7 4 AWS SDKs

RDOI— RPlIE, SDKs T AWS Amazon Elastic Compute Cloud DEAXRZFER T2 H5EEZRL TV

xY,
Bl

* Hello Amazon EC2

« AWS SDK ZfEAL #= Amazon EC2 OEXRICODVWTHBEALET,

o SDK &#fFERA L /= Amazon EC2 ® 7= 3> AWS SDKs

» CLI T AcceptVpcPeeringConnection Z {9 %

AWS SDK E /= 1& CLI AllocateAddressT %#{EH T %

CLI T AllocateHosts #H 9 3

CLI T AssignPrivatelpAddresses Z R 3 %

X AWS SDK FE 7= CLI AssociateAddressT ZFH T 3
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CLI T AssociateDhcpOptions % 9 %

CLI T AssociateRouteTable Z 3 %

CLI T AttachinternetGateway Z B9 %

CLI T AttachNetworkinterface Zf£fH 3 %

CLI T AttachVolume 29 %

CLI T AttachVpnGateway Z 9 %

CLI T AuthorizeSecurityGroupEgress %Z 9 %

AWS SDK F =& CLI AuthorizeSecurityGrouplngressT Z#H 9 %

CLI T CancelCapacityReservation Z A9 %

CLI T CancellmportTask ZFEH ¥ 3

CLI T CancelSpotFleetRequests ZFH ¥ 2

CLI T CancelSpotinstanceRequests Z £ 3 %
CLI T ConfirmProductinstance Zf£fH 9 %

CLI T Copylmage Z#H T %

CLI T CopySnapshot Z R ¥ %

CLI T CreateCapacityReservation Z £ 9 %

CLI T CreateCustomerGateway Z £ 9 3

CLI T CreateDhcpOptions Z 9 %

CLI T CreateFlowLogs Z R 9 %

CLI T Createlmage ZfEf 9 %

CLI T CreatelnstanceExportTask Z{£ A9 %

CLI T CreatelnternetGateway Z £ 9 %

AWS SDK & /=& CLI CreateKeyPair ¢ Z R 9 %
AWS SDK & /= l& CLI CreateLaunchTemplate T ZfEH 3 %

CLI T CreateNetworkAcl Zf£fH ¥ %

CLI T CreateNetworkAclEntry Z{# B9 %
CLI T CreateNetworkInterface Z 9 %
CLI T CreatePlacementGroup Z £ 9 %
Cl| T CreateRoute Z{FH T2

AWS SDK F /=& CLI CreateRouteTableT =R T3
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AWS SDK & /= l& CLI CreateSecurityGroupT Z R 9 %

CLI T CreateSnapshot ZfEf 9 %

CLI T CreateSpotDatafeedSubscription Z £ H 9 %
AWS SDK & fzl& CLI CreateSubnetT ZFH T %
AWS SDK & /=& CLI CreateTagsT Z RT3
CLI T CreateVolume 292

AWS SDK & /=& CLI CreateVpcT ZFEH T 5
AWS SDK & = l& CLI CreateVpcEndpointT Z R 9 %
CLI T CreateVpnConnection Z 9 3

CLI T CreateVpnConnectionRoute Z £ 9 %

CLI T CreateVpnGateway ZFH 9 %

CLI T DeleteCustomerGateway Z {9 %

CLI T DeleteDhcpOptions %Z 9 %

CLI T DeleteFlowLogs Z {9 %

CLI T DeletelnternetGateway Z 9 %

AWS SDK & /=& CLI DeleteKeyPair© Z A9 %

AWS SDK & /= l& CLI DeleteLaunchTemplate T Z A 9 %

CLI T DeleteNetworkAcl ZfEfH ¥ %

CLI T DeleteNetworkAclEntry Z{F B9 %

CLI T DeleteNetworkinterface Z 9 %

CLI T DeletePlacementGroup Z#fH ¥ %

CLI T DeleteRoute 2%

CLI T DeleteRouteTable ZfFH T %

AWS SDK % 7z l& CLI DeleteSecurityGroupT Z R T %
AWS SDK & /=& CLI DeleteSnapshotT Z R 9 %
CLI T DeleteSpotDatafeedSubscription ZFH 9 %
CLI T DeleteSubnet Zf£H 9 %

CLI T DeleteTags Z#EH 93

Cl1 T DeleteVolume #{FH 4%

AWS SDK & /zl& CLI DeleteVpcT ZFER T %
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AWS SDK % 7z l& CLI DeleteVpcEndpoints T Z R 9 %

CLI T DeleteVpnConnection Z {9

CLI T DeleteVpnConnectionRoute Z £ 3 %

CLI T DeleteVpnGateway Z{#H 9 %

CLI T Deregisterlmage Z R 9 %

CLI T DescribeAccountAttributes Z 5 9 %

AWS SDK & fzl& CLI DescribeAddressesT ZFH T %

AWS SDK F =& CLI DescribeAvailabilityZones T Z{EH 9 %
CLI T DescribeBundleTasks Z 9 %

CLI T DescribeCapacityReservations Z {3 %

CLI T DescribeCustomerGateways Z £ 9 %

CLI T DescribeDhcpOptions Z ¥ %

CLI T DescribeFlowLogs Z 9 %

CLI T DescribeHostReservationOfferings Z £ H 9 %

CLI T DescribeHosts & H 9 %

AWS SDK F fzl& CLI DescribelamlnstanceProfileAssociations T Z A9 %

CLI T DescribeldFormat Z £/ ¥ %

CLI T DescribeldentityldFormat Z £ 9 %

CLI T DescribelmageAttribute ZEH 9

AWS SDK & /=& CLI DescribelmagesT Z R 3 %
CLI T DescribelmportimageTasks Zf£EH 9 %

CLI T DescribelmportSnapshotTasks Z £ 9 %

CLI T DescribelnstanceAttribute Z /R 3 %

AWS SDK F fz (& CLI DescribelnstanceStatusT Z A3 %
AWS SDK FE =& CLI DescribelnstanceTypesT ZFEH 9 %
AWS SDK F fzl& CLI DescribelnstancesT Z R T %

CLI T DescribelnternetGateways Z £ 3 %

AWS SDK & /=& CLI DescribeKeyPairs T ZfEH 9 %

Cl1 T DescribeNetworkAcls Z#{#Hd %

CLI T DescribeNetworkInterfaceAttribute Z A9 %
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CLI T DescribeNetworkInterfaces Z £ 9 %

CLI T DescribePlacementGroups ZfEFA 9 %

CLI T DescribePrefixLists Z 5 9 %

AWS SDK % 7z l& CLI DescribeRegionsT Z R ¥ %

AWS SDK F 7#=|E CLI DescribeRouteTablesT Z#EH T %

CLI T DescribeScheduledInstanceAvailability Z £ R 3 %

CLI T DescribeScheduledinstances Z#EH 9 %

AWS SDK & 7z l& CLI DescribeSecurityGroups T Z £ 9 %

CLI T DescribeSnapshotAttribute Z £ 3 %
AWS SDK & = l& CLI DescribeSnapshots T Z 9 %

CLI T DescribeSpotDatafeedSubscription Z £ 9 %

CLI T DescribeSpotFleetinstances Z £ 9 %

CLI T DescribeSpotFleetRequestHistory Z £ 9 %

CLI T DescribeSpotFleetRequests %Z 9 %

CLI T DescribeSpotinstanceRequests Z £ 9 %

CLI T DescribeSpotPriceHistory Z {9 %

AWS SDK & fzl& CLI DescribeSubnets T Z#H 3 %
CLI T DescribeTags Z#H 9 %

CLI T DescribeVolumeAttribute Z £ 9 %

CLI T DescribeVolumeStatus Z £/ 9 %

CLI T DescribeVolumes Z A9 %

CLI T DescribeVpcAttribute Z fEFH 3 %

CLI T DescribeVpcClassicLink Z £ 9 %

CLI T DescribeVpcClassicLinkDnsSupport Z £ 9 %

CLI T DescribeVpcEndpointServices Z £ 9 %
CLI T DescribeVpcEndpoints & 9 %

AWS SDK & 7z l& CLI DescribeVpcsT ZFEH T %
CLI T DescribeVpnConnections Z £ 9

Cl | T DescribeVpnGateways Z{FHd 3

CLI T DetachinternetGateway %Z B9 %
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CLI T DetachNetworkInterface Z £ 9 %

CLI T DetachVolume Zf£fH ¥ %

CLI T DetachVpnGateway Z £ 9 %

CLI T DisableVgwRoutePropagation % £ 9 %

CLI T DisableVpcClassicLink Z 9 %

CLI T DisableVpcClassicLinkDnsSupport Z#H 9 %
AWS SDK F fzl& CLI DisassociateAddressT Z AT %

CLI T DisassociateRouteTable Zf£fH T %

CLI T EnableVgwRoutePropagation Z £ 9 %

CLI T EnableVolumelo Zf£fH ¥ %

CLI T EnableVpcClassicLink Z B9 %

CLI T EnableVpcClassicLinkDnsSupport Z {3 %
CLI T GetConsoleOutput Z ¥ 3

CLI T GetHostReservationPurchasePreview Z A9 %
AWS SDK FE fzl& CLI GetPasswordDataT Z{FH 3 %
CLI T Importlmage Zf#EH T %

CLI T ImportKeyPair Z#EH T %

CLI T ImportSnapshot Z{#H ¥ %

CLI T ModifyCapacityReservation Z £ 9 %

CLI T ModifyHosts Z £ 3 %

CLI T ModifyldFormat Z £ ¥

CLI T ModifylmageAttribute Z FH 9 %

CLI T ModifylnstanceAttribute Z 9

CLI T ModifylnstanceCreditSpecification Z £ 9 %
CLI T ModifyNetworkInterfaceAttribute % {9 %
CLI T ModifyReservedinstances Z {9 %

CLI T ModifySnapshotAttribute Z {9 %

CLI T ModifySpotFleetRequest & 3 %

Cl | T MadifySubnetAttribute Z{EFHd %

CLI T ModifyVolumeAttribute Z{FEH ¢ 2
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CLI T ModifyVpcAttribute % E 1 3 %

AWS SDK F =& CLI Monitorlnstances T Z#H 3 %
CLI T MoveAddressToVpc ZEFH ¥ 3

CLI T PurchaseHostReservation Z 9 %

CLI T PurchaseScheduledinstances Z £ f 9 %
AWS SDK FE fzl& CLI Rebootlnstances T Z#H 9 %
CLI T Registerimage Z R 9 %

CLI T RejectVpcPeeringConnection ZfEFA 9 %
AWS SDK E fzl& CLI ReleaseAddressT AT %
CLI T ReleaseHosts 29 %

AWS SDK F =& CLI ReplacelamInstanceProfileAssociation Z R 3 %

CLI T ReplaceNetworkAclAssociation Z A9 %

CLI T ReplaceNetworkAclEntry Z £ 9 %

CLI T ReplaceRoute ZFEH ¥ 3

CLI T ReplaceRouteTableAssociation Z £ 9 %
CLI T ReportinstanceStatus Z £ 3 %

CLI T RequestSpotFleet ZFH ¥ %

CLI T RequestSpotinstances ZFH ¥ %

CLI T ResetlmageAttribute ZfEH 3 3

CLI T ResetlnstanceAttribute Z#H 9%

CLI T ResetNetworkinterfaceAttribute ZFEH 9 %
CLI T ResetSnapshotAttribute Z 3 %

CLI T RevokeSecurityGroupEgress % £ 9 %
CLI T RevokeSecurityGrouplingress ZfEFH 9 %
AWS SDK FE fzl& CLI RuninstancesT ZfH 9%
CLI T RunScheduledinstances Z £ 9 %

AWS SDK FE fzl& CLI StartinstancesT ZFH T %
AWS SDK & /= l& CLI StoplnstancesT ZEH 3 %
AWS SDK £ f-lF Cl | TerminatelnstancesT Z#{EH 42

CLI T UnassignPrivatelpAddresses Z A9 %
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« AWS SDK & 7z l& CLI Unmonitorinstances T Z#H 9 %
« CLI T UpdateSecurityGroupRuleDescriptionsingress Z £ 9 %

Hello Amazon EC2

LTFOd—RHE. Amazon EC2 ORIARBAEZEZERILTVET,

NET

SDK for .NET (v4)

(® Note

GitHub ICl&. ZDDUY—REH)ET, AWS O—RBIVART KDY T2<EFUH
ZROTT, RELERTOFEZRERL TSEZL,

namespace EC2Actions;

public class HelloEc2

{

/// <summary>

/// HelloEc2 lists the existing security groups for the default users.

/// </summary>

/// <param name="args">Command line arguments</param>

/// <returns>Async task.</returns>

static async Task Main(string[] args)

{

// Set up dependency injection for Amazon Elastic Compute Cloud (Amazon

EC2).

using var host =
Microsoft.Extensions.Hosting.Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonEC2>()
.AddTransient<EC2Wrapper>()
)
.Build();

// Now the client is available for injection.

var ec2Client = host.Services.GetRequiredService<IAmazonEC2>();

Hello Amazon EC2 75


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv4/EC2#code-examples

Amazon Elastic Compute Cloud FROY/IN—HA R

try

// Retrieve information for up to 10 Amazon EC2 security groups.
var request = new DescribeSecurityGroupsRequest { MaxResults = 10 };
var securityGroups = new List<SecurityGroup>();

var paginatorForSecurityGroups =
ec2Client.Paginators.DescribeSecurityGroups(request);

await foreach (var securityGroup in
paginatorForSecurityGroups.SecurityGroups)

{

securityGroups.Add(securityGroup);

// Now print the security groups returned by the call to

// DescribeSecurityGroupsAsync.

Console.WriteLine("Welcome to the EC2 Hello Service example. " +
"\nLet's list your Security Groups:");

securityGroups.ForEach(group =>

{
Console.WriteLine(
$"Security group: {group.GroupName} ID: {group.GroupId}");
1);
}
catch (AmazonEC2Exception ex)
{

Console.WriteLine($"An Amazon EC2 service error occurred while
listing security groups. {ex.Messagel}");

}

catch (Exception ex)

{

Console.WriteLine($"An error occurred while listing security groups.
{ex.Messagel}");

}

« APl OFFMRICDOWTIX, TAWS SDKfor NETAPIUZ77L2AL @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,

Hello Amazon EC2 76


https://docs.aws.amazon.com/goto/DotNetSDKV4/ec2-2016-11-15/DescribeSecurityGroups

Amazon Elastic Compute Cloud

FROYN—=HA R

C++

SDK for C++

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

CMakelLists.txt CMake 7 7 A4 J)JL O 1— K,

# Set the minimum required version of CMake for this project.
cmake_minimum_required(VERSION 3.13)

# Set the AWS service components used by this project.
set(SERVICE_COMPONENTS ec2)

# Set this project's name.
project("hello_ec2")

# Set the C++ standard to use to build this target.
# At least C++ 11 is required for the AWS SDK for C++.
set (CMAKE_CXX_STANDARD 11)

# Use the MSVC variable to determine if this is a Windows build.
set (WINDOWS_BUILD ${MSVC})

if (WINDOWS_BUILD) # Set the location where CMake can find the installed
libraries for the AWS SDK.
string(REPLACE ";" "/aws-cpp-sdk-all;" SYSTEM_MODULE_PATH
"${CMAKE_SYSTEM_PREFIX_PATH}/aws-cpp-sdk-all")
list (APPEND CMAKE_PREFIX_PATH ${SYSTEM_MODULE_PATH})
endif ()

# Find the AWS SDK for C++ package.
find_package (AWSSDK REQUIRED COMPONENTS ${SERVICE_COMPONENTS})

if (WINDOWS_BUILD AND AWSSDK_INSTALL_AS_SHARED_LIBS)
# Copy relevant AWS SDK for C++ libraries into the current binary directory
for running and debugging.
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# set(BIN_SUB_DIR "/Debug") # If you are building from the command line, you
may need to uncomment this
# and set the proper subdirectory to the
executables' location.

AWSSDK_CPY_DYN_LIBS(SERVICE_COMPONENTS "
${CMAKE_CURRENT_BINARY_DIR}${BIN_SUB_DIR})
endif ()

add_executable(${PROJECT_NAME}
hello_ec2.cpp)

target_link_libraries(${PROJECT_NAME}
${AWSSDK_LINK_LIBRARIES})

hello_ec2.cpp V—A7 74 )L OO— R,

#include <aws/core/Aws.h>

#include <aws/ec2/EC2Client.h>

#include <aws/ec2/model/DescribelnstancesRequest.h>
#include <iomanip>

#include <iostream>

/*
* A "Hello EC2" starter application which initializes an Amazon Elastic Compute
Cloud (Amazon EC2) client and describes
* the Amazon EC2 instances.

*

* main function
*

* Usage: 'hello_ec2'

*

*/

int main(int argc, char **argv) {
(void)argc;
(void)argyv;

Aws: :SDKOptions options;
// Optionally change the log level for debugging.

// options.loggingOptions.loglLevel = Utils::Logging::LoglLevel: :Debug;
Aws::InitAPI(options); // Should only be called once.
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int result = 0;

{
Aws::Client::ClientConfiguration clientConfig;
// Optional: Set to the AWS Region (overrides config file).
// clientConfig.region = "us-east-1";

Aws::EC2::EC2Client ec2Client(clientConfig);
Aws::EC2::Model: :DescribeInstancesRequest request;
bool header = false;
bool done = false;
while (!done) {
Aws::EC2::Model: :DescribeInstancesOutcome outcome =
ec2Client.DescribelInstances(request);
if (outcome.IsSuccess()) {
if (!header) {
std::cout << std::left <<
std: :setw(48) << "Name" <<
std::setw(20) << "ID" <<
std::setw(25) << "Ami" <<
std::setw(15) << "Type" <<
std::setw(15) << "State" <<
std::setw(15) << "Monitoring" << std::endl;
header = true;

const std::vector<Aws::EC2::Model::Reservation> &reservations =
outcome.GetResult().GetReservations();

for (const auto &reservation: reservations) {
const std::vector<Aws::EC2::Model::Instance> &instances =
reservation.GetInstances();
for (const auto &instance: instances) {
Aws::String instanceStateString =

Aws::EC2::Model: :InstanceStateNameMapper: :GetNameForInstanceStateName(
instance.GetState().GetName());

Aws::String typeString =

Aws::EC2::Model::InstanceTypeMapper: :GetNameForInstanceType(
instance.GetInstanceType());

Aws::String monitorString =
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Aws::EC2::Model: :MonitoringStateMapper: :GetNameForMonitoringState(
instance.GetMonitoring().GetState());
Aws::String name = "Unknown";

const std::vector<Aws::EC2::Model::Tag> &tags =
instance.GetTags();
auto namelter = std::find_if(tags.cbegin(), tags.cend(),
[J(const
Aws::EC2::Model::Tag &tag) {
return tag.GetKey() ==

"Name";
1);
if (namelter != tags.cend()) {
name = namelter->GetValue();
}
std::cout <<
std::setw(48) << name <<
std::setw(20) << instance.GetInstanceId() <<
std::setw(25) << instance.GetImageId() <<
std::setw(1l5) << typeString <<
std::setw(1l5) << instanceStateString <<
std::setw(15) << monitorString << std::endl;
}
}
if (loutcome.GetResult().GetNextToken().empty()) {
request.SetNextToken(outcome.GetResult().GetNextToken());
} else {
done = true;
}
} else {
std::cerr << "Failed to describe EC2 instances:" <<
outcome.GetError().GetMessage() << std::endl;
result = 1;
break;
}
}
}

Aws : :ShutdownAPI(options); // Should only be called once.
return result;
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« AAPI OFFMICDOWTIE, TAWS SDKforC++APIU 7 7L>AL @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,

Java

SDK for Java 2.x

(® Note

GitHub ICI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRL TS EZL,

* Asynchronously describes the security groups for the specified group ID.

* @param groupName the name of the security group to describe
* @return a {e@link CompletableFuture} that represents the asynchronous

operation
L of describing the security groups. The future will complete with a
& {@link DescribeSecurityGroupsResponse} object that contains the
L security group information.
*/

public CompletableFuture<String> describeSecurityGroupArnByNameAsync(String
groupName) {
DescribeSecurityGroupsRequest request =
DescribeSecurityGroupsRequest.buildexr()
.groupNames(groupName)
.build();

DescribeSecurityGroupsPublisher paginator =
getAsyncClient().describeSecurityGroupsPaginator(request);
AtomicReference<String> groupIdRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.securityGroups().stream()
.filter(securityGroup ->
securityGroup.groupName().equals(groupName))
.findFirst()
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.ifPresent(securityGroup ->
groupIdRef.set(securityGroup.groupId()));
}) .thenApply(v -> {
String groupId = groupIdRef.get();
if (groupIld == null) {
throw new RuntimeException('"No security group found with the
name: " + groupName);
}
return groupld;
}) .exceptionally(ex -> {
logger.info("Failed to describe security group: " + ex.getMessage());
throw new RuntimeException("Failed to describe security group", ex);

1)

« APl OFFBICOWTIX, TAWS SDKforJava2xAPI U7 7L>2A, @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,

JavaScript

SDK for JavaScript (v3)

(® Note

GitHub ICI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELEERTOFEZHRLTSEZL,

import { DescribeSecurityGroupsCommand, EC2Client } from "@aws-sdk/client-ec2";

// Call DescribeSecurityGroups and display the result.
export const main = async () => {
const client = new EC2Client();
try {
const { SecurityGroups } = await client.send(
new DescribeSecurityGroupsCommand({}),

);

const securityGrouplList = SecurityGroups.slice(@, 9)
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.map((sg) => " « ${sg.GroupId}: ${sg.GroupName} ")
.join("\n");

console.log(
"Hello, Amazon EC2! Let's list up to 10 of your security groups:",

);
console.log(securityGrouplList);

} catch (err) {
console.error(err);

}

};

// Call function if run directly.

import { fileURLToPath } from "node:url";

if (process.argv[l] === fileURLToPath(import.meta.url)) {
main();

« APl OFFMIC DWW TIX, TAWS SDK for JavaScript APl U7 7L A1 @
MDescribeSecurityGroupsy 2B L T EE LV,

Kotlin

SDK for Kotlin

(@ Note

GitHub ICl&. ZODOUY—REHV)ET, AWS O—RBIVAT KDY T2<EFUH
ZROUT, RELERTOFEZRRAL TS EEZL,

suspend fun describeEC2SecurityGroups(groupId: String) {
val request =
DescribeSecurityGroupsRequest {
groupIds = 1listOf(groupId)

Ec2Client { region = "us-west-2" }.use { ec2 ->

val response = ec2.describeSecurityGroups(request)
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response.securityGroups?.forkEach { group ->
println("Found Security Group with id ${group.groupId}, vpc id
${group.vpcId} and description ${group.description}")
}

« APl OFEMAIC DWW TIX., TAWS SDK for Kotlin API U7 7L 2 A1 @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,

Python

SDK for Python (Boto3)

(® Note

GitHub IZI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRL TS EZL,

def hello_ec2(ec2_client):

Use the AWS SDK for Python (Boto3) to list the security groups in your
account.

This example uses the default settings specified in your shared credentials
and config files.

:param ec2_client: A Boto3 EC2 client. This client provides low-level
access to AWS EC2 services.

print("Hello, Amazon EC2! Let's list up to 10 of your security groups:")
try:
paginator = ec2_client.get_paginator("describe_security_groups")
response_iterator = paginator.paginate(PaginationConfig={'MaxItems': 10})
# List only 10 security groups.
logging.basicConfig(level=1logging.INFO) # Enable logging.
for page in response_iterator:
for sg in page["SecurityGroups"]:
logger.info(f"\t{sg['GroupId']}: {sg['GroupName']}")
except ClientError as err:
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logger.error("Failed to list security groups.")
if err.response["Error"]["Code"] == "AccessDeniedException":
logger.error("You do not have permission to list security groups.")

raise

if _name__ == "__main__":
hello_ec2(boto3.client("ec2"))

« API OFFMIC DV Tk, TAWS SDK for Python (Boto3) API U7 7L 2 AL @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,

Ruby

SDK for Ruby

(® Note
GitHub ICl&, TDMDOIY—RAEHYW KT, AWS JI—RHIVKRI K TELEUH
ZROIT, REERITOFEEZHIEL TS EE L,

require 'aws-sdk-ec2'
require 'logger'

# EC2Manager is a class responsible for managing EC2 operations
# such as listing all EC2 instances in the current AWS account.
class EC2Manager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all EC2 instances in the current AWS account.
def list_instances
@logger.info('Listing instances')

instances = fetch_instances
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if instances.empty?
@logger.info('You have no instances')
else
print_instances(instances)
end
end

private

# Fetches all EC2 instances using pagination.
#
# @return [Array<Aws::EC2::Types::Instance>] List of EC2 instances.
def fetch_instances
paginator = @client.describe_instances

[]

instances

paginator.each_page do |page|
page.reservations.each do |reservation]
reservation.instances.each do |instance]
instances << instance
end
end
end

instances
end

# Prints details of the given EC2 instances.
#
# @param instances [Array<Aws::EC2::Types::Instance>] List of EC2 instances to
print.
def print_instances(instances)
instances.each do |instance]
@logger.info("Instance ID: #{instance.instance_id}")
@logger.info("Instance Type: #{instance.instance_type}")
@logger.info("Public IP: #{instance.public_ip_address}")
@logger.info("Public DNS Name: #{instance.public_dns_name}")
@logger.info("\n")
end
end
end

if $PROGRAM_NAME == _ FILE__
ec2_client = Aws::EC2::Client.new(region: 'us-west-2')
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manager = EC2Manager.new(ec2_client)
manager.list_instances
end

« APl OFFMICDOWVWTIE, TAWS SDK for Ruby API U7 7L>A, @
MDescribeSecurityGroupsy ZZ8BL T E&E L\,

Rust

SDK for Rust

(® Note

GitHub IZIE, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRL TS EZL,

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids:
Vec<String>) {
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
.send()
.await;

match response {
Ok(output) => {
for group in output.security_groups() {
println!(

"Found Security Group {} ({}), vpc id {} and description {}",
group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_oxr("vpcid-unknown"),
group.description().unwrap_oxr("(none)")

);

}
Err(err) => {
let err = err.into_service_error();
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let meta = err.meta();

let message = meta.message().unwrap_oxr("unknown");

let code = meta.code().unwrap_or("unknown");

eprintln! ("Error listing EC2 Security Groups: ({code}) {messagel}");

« APl OFFMHIC DWW TIX., AWS SDK forRustAPI U7 7L2A®D
MDescribeSecurityGroupsy ZZ8B L T E&E L\,

AWS SDK R EHA REOD—RFAOELBVANIDODVWTIE., T, Z283BLTLEFE VWAWS SDK
ZFEAL T Amazon EC2 UY —A&EHR T, COREYOICIK., GRABBAECETIERE.
LLEi SDK/NN—23a > OEMEEENTVWET,

AWS SDK Z# AL = Amazon EC2 OERICODWVWTEHBHALE T,

ROOA—RBIFE, LT ZRTIBDHEEZRLTVERT,

s F—RT7EEFIAVFTATIN—TZERLET,

« Amazon XA X—2 (AMNEEBRMEDOH DA VARV ARATZBIRL, 41 VAR AZERK
LET,

c A VARV AZELL, BEBLET,

« Elastic P 7 RLAZA VAR AIZEENF T,

« SSHEZFERALTA VAR AILE KL, UY—RZ20U)—2TYT7TLET,

NET

SDK for .NET

® Note
GitHub Ik, ZDMHDOVY—REH EF, AWS JI—RPIVARDI ) T2ELUH
ZROIT, REERITOFEEHEL TS L,

AR R7OTRTOF)AZERITLET,
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/// <summary>
/// Show Amazon Elastic Compute Cloud (Amazon EC2) Basics actions.

/// </summary>
public class EC2Basics

{
public static ILogger<EC2Basics> _logger = null!;
public static EC2Wrapper _ec2Wrapper = null!;
public static SsmWrapper _ssmWrapper = null!;

public static UiMethods _uiMethods = null!;

public static string associationId = null!;
public static string allocationId = null!;
public static string instanceId = null!;
public static string keyPairName = null!;
public static string groupName = null!;
public static string tempFileName = null!;
public static string secGroupId = null!;
public static bool isInteractive = true;

/// <summary>
/// Perform the actions defined for the Amazon EC2 Basics scenario.

/// </summary>
/// <param name="args">Command line arguments.</param>
/// <returns>A Task object.</returns>
public static async Task Main(string[] args)
{
// Set up dependency injection for Amazon EC2 and Amazon Simple Systems
// Management (Amazon SSM) Service.
using var host =
Microsoft.Extensions.Hosting.Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonEC2>()
.AddAWSService<IAmazonSimpleSystemsManagement>()
.AddTransient<EC2Wrapper>()
.AddTransient<SsmWrapper>()
)
.Build();

SetUpServices(host);
var uniqueName = Guid.NewGuid().ToString();

keyPairName = "mvp-example-key-pair" + uniqueName;
groupName = "ec2-scenario-group" + uniqueName;
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var groupDescription = "A security group created for the EC2 Basics
scenario.";

try

{
// Start the scenario.
_uiMethods.DisplayOverview();
_uiMethods.PressEnter(isInteractive);

// Create the key pair.

_uiMethods.DisplayTitle("Create RSA key pair");

Console.Write("Let's create an RSA key pair that you can be use to
");

Console.WritelLine("securely connect to your EC2 instance.");

var keyPair = await _ec2Wrapper.CreateKeyPair(keyPairName);

// Save key pair information to a temporary file.
tempFileName = _ec2Wrapper.SaveKeyPair(keyPair);

Console.WritelLine(
$"Created the key pair: {keyPair.KeyName} and saved it to:
{tempFileName}");
string? answer = "";
if (isInteractive)
{
do
{
Console.Write("Would you like to list your existing key
pairs? ");
answer = Console.ReadlLine();

} while (answer!.ToLower() != "y" && answer.ToLower() != "n");
}
if (!isInteractive || answer == "y")
{

// List existing key pairs.
_uiMethods.DisplayTitle("Existing key pairs");

// Passing an empty string to the DescribeKeyPairs method will
return

// a list of all existing key pairs.

var keyPairs = await _ec2Wrapper.DescribeKeyPairs("");

keyPairs.ForEach(kp =>

{
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Console.WriteLine(
$"{kp.KeyName} created at: {kp.CreateTime} Fingerprint:
{kp.KeyFingerprint}");
1)

_uiMethods.PressEnter(isInteractive);

// Create the security group.
Console.WritelLine(
"Let's create a security group to manage access to your
instance.");
secGroupId = await _ec2Wrapper.CreateSecurityGroup(groupName,
groupDescription);
Console.WriteLine(
"Let's add rules to allow all HTTP and HTTPS inbound traffic and
to allow SSH only from your current IP address.");

_uiMethods.DisplayTitle("Security group information");
var secGroups = await _ec2Wrapper.DescribeSecurityGroups(secGroupId);

Console.WritelLine($"Created security group {groupName} in your
default VPC.");
secGroups.ForEach(group =>
{
_ec2Wrapper.DisplaySecurityGroupInfoAsync(group);
1}

_uiMethods.PressEnter(isInteractive);

Console.WritelLine(
"Now we'll authorize the security group we just created so that
it can");
Console.WriteLine("access the EC2 instances you create.");
await _ec2Wrapper.AuthorizeSecurityGroupIngress(groupName);

secGroups = await _ec2Wrapper.DescribeSecurityGroups(secGroupld);
Console.WriteLine($"Now let's look at the permissions again.");
secGroups.ForEach(group =>
{

_ec2Wrapper.DisplaySecurityGroupInfoAsync(group);
1);

_uiMethods.PressEnter(isInteractive);

// Get list of available Amazon Linux 2 Amazon Machine Images (AMIs).
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var parameters =
await _ssmWrapper.GetParametersByPath(
"/aws/service/ami-amazon-linux-latest");

List<string> imagelds = parameters.Select(param =>
param.Value).TolList();

var images = await _ec2Wrapper.DescribeImages(imagelds);

var i = 1;
images.ForEach(image =>
{
Console.WriteLine($"\t{i++}\t{image.Description}");
1)

int choice = 1;
bool validNumber = false;
if (isInteractive)

{
do
{
Console.Write("Please select an image: ");
var selImage = Console.ReadlLine();
validNumber = int.TryParse(selImage, out choice);
} while (!validNumber);
}

var selectedImage = images[choice - 1];

// Display available instance types.
_uiMethods.DisplayTitle("Instance Types");
var instanceTypes =
await
_ec2Wrapper.DescribeInstanceTypes(selectedImage.Architecture);

i=1;
instanceTypes.ForEach(instanceType =>
{
Console.WriteLine($"\t{i++}\t{instanceType.InstanceTypel}");
18
if (isInteractive)
{
do
{
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Console.Write("Please select an instance type: ");

var selImage = Console.ReadlLine();

validNumber = int.TryParse(sellImage, out choice);
} while (!validNumber);

var selectedInstanceType = instanceTypes[choice - 1].InstanceType;

// Create an EC2 instance.

_uiMethods.DisplayTitle("Creating an EC2 Instance");

instanceld = await _ec2Wrapper.RunInstances(selectedImage.Imageld,
selectedInstanceType, keyPairName, secGroupId);

_uiMethods.PressEnter(isInteractive);

var instance = await _ec2Wrapper.DescribeInstance(instanceld);
_uiMethods.DisplayTitle("New Instance Information");
_ec2Wrapper.DisplayInstanceInformation(instance);

Console.WritelLine(

"\nYou can use SSH to connect to your instance. For example:");
Console.WritelLine(

$"\tssh -i {tempFileName} ec2-user@{instance.PublicIpAddress}");

_uiMethods.PressEnter(isInteractive);
Console.WriteLine(
"Now we'll stop the instance and then start it again to see
what's changed.");

await _ec2Wrapper.StopInstances(instanceld);

Console.WriteLine("Now let's start it up again.");
await _ec2Wrapper.StartInstances(instanceld);

Console.WriteLine("\nLet's see what changed.");

instance = await _ec2Wrapper.DescribeInstance(instanceld);
_uiMethods.DisplayTitle("New Instance Information");
_ec2Wrapper.DisplayInstanceInformation(instance);

Console.WriteLine("\nNotice the change in the SSH information:");
Console.WriteLine(
$"\tssh -i {tempFileName} ec2-user@{instance.PublicIpAddress}");

BEARz2R
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_uiMethods.PressEnter(isInteractive);

Console.WritelLine(
"Now we will stop the instance again. Then we will create and
associate an");
Console.WritelLine("Elastic IP address to use with our instance.");

await _ec2Wrapper.StopInstances(instanceld);
_uiMethods.PressEnter(isInteractive);

_uiMethods.DisplayTitle("Allocate Elastic IP address");
Console.WriteLine(

"You can allocate an Elastic IP address and associate it
with your instance\nto keep a consistent IP address even when your instance
restarts.");

var allocationResponse = await _ec2Wrapper.AllocateAddress();
allocationId = allocationResponse.AllocationlId;
Console.WriteLine(

"Now we will associate the Elastic IP address with our

instance.");
associationId = await _ec2Wrapper.AssociateAddress(allocationld,
instanceld);

// Start the instance again.

Console.WriteLine("Now let's start the instance again.");
await _ec2Wrapper.StartInstances(instanceld);
Console.WriteLine("\nLet's see what changed.");

instance = await _ec2Wrapper.DescribeInstance(instanceld);
_uiMethods.DisplayTitle("Instance information");
_ec2Wrapper.DisplayInstanceInformation(instance);
Console.WriteLine("\nHere is the SSH information:");
Console.WritelLine(

$"\tssh -i {tempFileName} ec2-user@{instance.PublicIpAddress}");

Console.WriteLine("Let's stop and start the instance again.");
_uiMethods.PressEnter(isInteractive);

await _ec2Wrapper.StopInstances(instanceld);

Console.WriteLine("\nThe instance has stopped.");
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Console.WriteLine("Now let's start it up again.");
await _ec2Wrapper.StartInstances(instanceld);

instance = await _ec2Wrapper.DescribeInstance(instanceld);
_uiMethods.DisplayTitle("New Instance Information");
_ec2Wrapper.DisplayInstanceInformation(instance);
Console.WriteLine("Note that the IP address did not change this

time.");
_uiMethods.PressEnter(isInteractive);
await Cleanup();
}
catch (Exception ex)
{

_logger.LogError(ex, "There was a problem with the scenario, starting

cleanup.");
await Cleanup();

_uiMethods.DisplayTitle("EC2 Basics Scenario completed.");
_uiMethods.PressEnter(isInteractive);

/// <summary>
/// Set up the services and logging.
/// </summary>
/// <param name="host'"></param>
public static void SetUpServices(IHost host)
{
var loggerFactory = LoggerFactory.Create(builder =>
{
builder.AddConsole();

1)
_logger = new Logger<EC2Basics>(loggerFactory);

// Now the client is available for injection.

_ec2Wrapper = host.Services.GetRequiredService<EC2Wrapper>();
_ssmWrapper = host.Services.GetRequiredService<SsmWrapper>();
_uiMethods = new UiMethods();

/// <summary>
/// Clean up any resources from the scenario.
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/// </summary>

/// <returns></returns>

public static async Task Cleanup()

{
_uiMethods.DisplayTitle("Clean up resources");
Console.WriteLine("Now let's clean up the resources we created.");

Console.WritelLine("Disassociate the Elastic IP address and release it.");
// Disassociate the Elastic IP address.
await _ec2Wrapper.DisassociateIp(associationId);

// Delete the Elastic IP address.
await _ec2Wrapper.ReleaseAddress(allocationId);

// Terminate the instance.
Console.WriteLine("Terminating the instance we created.");
await _ec2Wrapper.TerminateInstances(instanceld);

// Delete the security group.
Console.WriteLine($"Deleting the Security Group: {groupNamel}.");
await _ec2Wrapper.DeleteSecurityGroup(secGroupId);

// Delete the RSA key pair.

Console.WriteLine($"Deleting the key pair: {keyPairNamel}");

await _ec2Wrapper.DeleteKeyPair(keyPairName);

Console.WriteLine("Deleting the temporary file with the key
information.");

_ec2Wrapper.DeleteTempFile(tempFileName);

_uiMethods.PressEnter(isInteractive);

EC2T7923a>aov 7 9205 A%EELET,

/// <summary>
/// Methods of this class perform Amazon Elastic Compute Cloud (Amazon EC2).
/// </summary>
public class EC2Wrapper
{
private readonly IAmazonEC2 _amazonEC2;
private readonly ILogger<EC2Wrapper> _logger;

EXREZR 96



Amazon Elastic Compute Cloud FROYIN—HA K

/// <summary>
/// Constructor for the EC2Wrapper class.
/// </summary>
/// <param name="amazonScheduler">The injected EC2 client.</param>
/// <param name="logger">The injected logger.</param>
public EC2Wrapper(IAmazonEC2 amazonService, ILogger<EC2Wrapper> logger)
{
_amazonEC2 = amazonService;
_logger = logger;

/// <summary>

/// Allocates an Elastic IP address that can be associated with an Amazon EC2

// instance. By using an Elastic IP address, you can keep the public IP
address

// constant even when you restart the associated instance.

/// </summary>

/// <returns>The response object for the allocated address.</returns>

public async Task<AllocateAddressResponse> AllocateAddress()

{

var request = new AllocateAddressRequest();

try
{
var response = await _amazonEC2.AllocateAddressAsync(request);

Console.WritelLine($"Allocated IP: {response.PublicIp} with allocation
ID {response.AllocationId}.");

return response;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "AddressLimitExceeded")
{

// For more information on Elastic IP address quotas, see:

// https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-
ip-addresses-eip.html#using-instance-addressing-limit

_logger.LogError($"Unable to allocate Elastic IP, address limit
exceeded. {ec2Exception.Messagel}");

}

throw;
}
catch (Exception ex)
{
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_logger.LogError($"An error occurred while allocating Elastic IP.:
{ex.Messagel}");
throw;

/// <summary>

/// Associates an Elastic IP address with an instance. When this association
is

/// created, the Elastic IP's public IP address is immediately used as the
public

/// IP address of the associated instance.

/// </summary>

/// <param name="allocationId">The allocation Id of an Elastic IP address.</
param>

/// <param name="instanceId">The instance Id of the EC2 instance to

/// associate the address with.</param>

/// <returns>The association Id that represents

/// the association of the Elastic IP address with an instance.</returns>

public async Task<string> AssociateAddress(string allocationId, string

instancelId)
{
try
{
var request = new AssociateAddressRequest
{
AllocationId = allocationId,
Instanceld = instanceld
};

var response = await _amazonEC2.AssociateAddressAsync(request);
return response.AssociationId;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to associate address.
{ec2Exception.Messagel}");

}

throw;
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catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while associating the Elastic IP.:
{ex.Messagel}");
throw;

/// <summary>
/// Authorize the local computer ingress to EC2 instances associated
/// with the virtual private cloud (VPC) security group.
/// </summary>
/// <param name="groupName">The name of the security group.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> AuthorizeSecurityGroupIngress(string groupName)
{
try
{
// Get the IP address for the local computer.
var ipAddress = await GetIpAddress();
Console.WriteLine($"Your IP address is: {ipAddress}");
var ipRanges =
new List<IpRange> { new IpRange { CidrIp = $"{ipAddress}/32" } };
var permission = new IpPermission

{
Ipv4Ranges = ipRanges,
IpProtocol = "tcp",
FromPort = 22,
ToPort = 22

};

var permissions = new List<IpPermission> { permission };
var response = await _amazonEC2.AuthorizeSecurityGroupIngressAsync(
new AuthorizeSecurityGroupIngressRequest(groupName,
permissions));
return response.HttpStatusCode == HttpStatusCode.OK;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidPermission.Duplicate")
{

_logger.LogErrox(
$"The ingress rule already exists. {ec2Exception.Messagel}");
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throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while authorizing ingress.: {ex.Messagel}");
throw;
}

/// <summary>
/// Authorize the local computer for ingress to
/// the Amazon EC2 SecurityGroup.
/// </summary>
/// <returns>The IPv4 address of the computer running the scenario.</returns>
private static async Task<string> GetIpAddress()
{
var httpClient = new HttpClient();
var ipString = await httpClient.GetStringAsync("https://
checkip.amazonaws.com");

// The IP address is returned with a new line

// character on the end. Trim off the whitespace and
// return the value to the caller.

return ipString.Trim();

/// <summary>
/// Create an Amazon EC2 key pair with a specified name.

/// </summary>
/// <param name="keyPairName">The name for the new key pair.</param>
/// <returns>The Amazon EC2 key pair created.</returns>
public async Task<KeyPair?> CreateKeyPair(string keyPairName)
{
try
{

var request = new CreateKeyPairRequest { KeyName = keyPairName, };

var response = await _amazonEC2.CreateKeyPairAsync(request);

var kp = response.KeyPair;
// Return the key pair so it can be saved if needed.
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// Wait until the key pair exists.
int retries = 5;
while (retries-- > 0)
{
Console.WriteLine($"Checking for new KeyPair {keyPairName}...");
var keyPairs = await DescribeKeyPairs(keyPairName);
if (keyPairs.Any())
{

return kp;

Thread.Sleep(5000);
retries--;
}
_logger.LogError($"Unable to find newly created KeyPair
{keyPairName}.");
throw new DoesNotExistException("KeyPair not found");

}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidKeyPair.Duplicate")
{
_logger.LogErrox(
$"A key pair called {keyPairName} already exists.");
}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while creating the key pair.: {ex.Messagel}");
throw;
}

/// <summary>
/// Save KeyPair information to a temporary file.

/// </summary>
/// <param name="keyPair">The name of the key pair.</param>
/// <returns>The full path to the temporary file.</returns>
public string SaveKeyPair(KeyPair keyPair)
{

var tempPath = Path.GetTempPath();
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var tempFileName = $"{tempPath}\\{Path.GetRandomFileName()}";
var pemFileName = Path.ChangeExtension(tempFileName, "pem");

// Save the key pair to a file in a temporary folder.

using var stream = new FileStream(pemFileName, FileMode.Create);
using var writer = new StreamWriter(stream);
writer.WritelLine(keyPair.KeyMaterial);

return pemFileName;

/// <summary>

/// Create an Amazon EC2 security group with a specified name and
description.

/// </summary>

/// <param name="groupName">The name for the new security group.</param>

/// <param name="groupDescription">A description of the new security group.</
param>

/// <returns>The group Id of the new security group.</returns>

public async Task<string> CreateSecurityGroup(string groupName, string

groupDescription)
{
try
{

var response = await _amazonEC2.CreateSecurityGroupAsync(
new CreateSecurityGroupRequest(groupName, groupDescription));

// Wait until the security group exists.

int retries = 5;

while (retries-- > 0)

{
var groups = await DescribeSecurityGroups(response.Groupld);
if (groups.Any())
{

return response.GroupId;

Thread.Sleep(5000);
retries--;
}
_logger.LogError($"Unable to find newly created group {groupName}.");
throw new DoesNotExistException("security group not found");
}

catch (AmazonEC2Exception ec2Exception)
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{

if (ec2Exception.ErrorCode == "ResourceAlreadyExists")
{
_logger.LogErrox(
$"A security group with the name {groupName} already exists.
{ec2Exception.Messagel}");

}

throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while creating the security group.:
{ex.Messagel}");
throw;

/// <summary>

/// Create a new Amazon EC2 VPC.

/// </summary>

/// <param name="cidrBlock">The CIDR block for the new security group.</
param>

/// <returns>The VPC Id of the new VPC.</returns>

public async Task<string?> CreateVPC(string cidrBlock)

{
try
{
var response = await _amazonEC2.CreateVpcAsync(new CreateVpcRequest
{
CidrBlock = cidrBlock,
18
Vpc vpc = response.Vpc;
Console.WritelLine($"Created VPC with ID: {vpc.VpcId}.");
return vpc.Vpcld;
}
catch (AmazonEC2Exception ex)
{
Console.WriteLine($"Couldn't create VPC because: {ex.Messagel}");
return null;
}
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}

/// <summary>
/// Delete an Amazon EC2 key pair.
/// </summary>
/// <param name="keyPairName'">The name of the key pair to delete.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DeleteKeyPair(string keyPairName)
{
try
{
await _amazonEC2.DeleteKeyPairAsync(new
DeleteKeyPairRequest(keyPairName)).ConfigureAwait(false);
return true;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidKeyPair.NotFound")
{

_logger.LogError($"KeyPair {keyPairName} does not exist and
cannot be deleted. Please verify the key pair name and try again.");

}

return false;
}
catch (Exception ex)
{

Console.WriteLine($"Couldn't delete the key pair because:
{ex.Messagel}");
return false;

/// <summary>

/// Delete the temporary file where the key pair information was saved.
/// </summary>

/// <param name="tempFileName">The path to the temporary file.</param>
public void DeleteTempFile(string tempFileName)

{
if (File.Exists(tempFileName))
{
File.Delete(tempFileName);
}
}
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/// <summary>

/// Delete an Amazon EC2 security group.

/// </summary>

/// <param name="groupName">The name of the group to delete.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DeleteSecurityGroup(string groupId)

{
try
{
var response =
await _amazonEC2.DeleteSecurityGroupAsync(
new DeleteSecurityGroupRequest { GroupId = groupId });
return response.HttpStatusCode == HttpStatusCode.OK;
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidGroup.NotFound")
{

_logger.LogErrox(

$"Security Group {groupId} does not exist and cannot be
deleted. Please verify the ID and try again.");

}

return false;
}
catch (Exception ex)
{

Console.WriteLine($"Couldn't delete the security group because:
{ex.Messagel}");
return false;

/// <summary>

/// Delete an Amazon EC2 VPC.

/// </summary>

/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DeleteVpc(string vpcId)

{
var request = new DeleteVpcRequest
{
VpcIld = vpcld,
};
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var response = await _amazonEC2.DeleteVpcAsync(request);

return response.HttpStatusCode == System.Net.HttpStatusCode.OK;

/// <summary>
/// Get information about existing Amazon EC2 images.

/// </summary>
/// <returns>A list of image information.</returns>
public async Task<List<Image>> DescribeImages(List<string>? imagelds)
{
var request = new DescribeImagesRequest();
if (imagelds is not null)

{
// If the imagelds list is not null, add the list
// to the request object.
request.Imagelds = imagelds;

}

var response = await _amazonEC2.DescribeImagesAsync(request);
return response.Images;

/// <summary>
/// Display the information returned by DescribeImages.

/// </summary>
/// <param name="images">The list of image information to display.</param>
public void DisplayImageInfo(List<Image> images)

{
images.ForEach(image =>
{
Console.WriteLine($"{image.Name} Created on: {image.CreationDate}");
1);
}

/// <summary>

/// Get information about an Amazon EC2 instance.

/// </summary>

/// <param name="instanceld">The instance Id of the EC2 instance.</param>
/// <returns>An EC2 instance.</returns>

public async Task<Instance> Describelnstance(string instanceld)

{
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var response = await _amazonEC2.DescribelInstancesAsync(
new DescribeInstancesRequest { Instancelds = new List<string>
{ instanceld } });
return response.Reservations[@].Instances[0];

/// <summary>

/// Display EC2 instance information.

/// </summary>

/// <param name="instance">The instance Id of the EC2 instance.</param>

public void DisplayInstanceInformation(Instance instance)

{
Console.WriteLine($"ID: {instance.InstanceId}");
Console.WriteLine($"Image ID: {instance.ImageId}");
Console.WriteLine($"{instance.InstanceTypel}");
Console.WriteLine($"Key Name: {instance.KeyNamel}");
Console.WritelLine($"VPC ID: {instance.VpcId}");
Console.WriteLine($"Public IP: {instance.PublicIpAddress}");
Console.WriteLine($"State: {instance.State.Namel}");

/// <summary>
/// Get information about EC2 instances with a particular state.
/// </summary>
/// <param name="tagName">The name of the tag to filter on.</param>
/// <param name="tagValue">The value of the tag to look for.</param>
/// <returns>True if successful.</returns>
public async Task<bool> GetInstancesWithState(string state)
{
try
{
// Filters the results of the instance list.
var filters = new List<Filter>

{
new Filter
{
Name = $"instance-state-name",
Values = new List<string> { state, 3},
},
I

var request = new DescribeInstancesRequest { Filters = filters, };

Console.WriteLine($"\nShowing instances with state {state}");
var paginator = _amazonEC2.Paginators.Describelnstances(request);
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await foreach (var response in paginator.Responses)

{

foreach (var reservation in response.Reservations)

{

foreach (var instance in reservation.Instances)

{

Console.Write($"Instance ID: {instance.InstanceId} ");
Console.WriteLine($"\tCurrent State:
{instance.State.Name}");

}
}
}
return true;
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidParameterValue")
{
_logger.LogErrox(
$"Invalid parameter value for filtering instances.");
}
return false;
}
catch (Exception ex)
{
Console.WriteLine($"Couldn't list instances because: {ex.Messagel}");
return false;
}

/// <summary>
/// Describe the instance types available.

/// </summary>
/// <returns>A list of instance type information.</returns>
public async Task<List<InstanceTypeInfo>>
DescribeInstanceTypes(ArchitectureValues architecture)
{
try
{

var request = new DescribeInstanceTypesRequest();
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var filters = new List<Filter>
{
new Filter("processor-info.supported-architecture",
new List<string> { architecture.ToString() })
};
filters.Add(new Filter("instance-type", new() { "*.micro",
"* small" }));

request.Filters = filters;
var instanceTypes = new List<InstanceTypeInfo>();

var paginator = _amazonEC2.Paginators.DescribelnstanceTypes(request);
await foreach (var instanceType in paginator.InstanceTypes)

{
instanceTypes.Add(instanceType);

return instanceTypes;

}
catch (AmazonEC2Exception ec2Exception)
{

if (ec2Exception.ErrorCode == "InvalidParameterValue")

{

_logger.LogErrox(
$"Parameters are invalid. Ensure architecture and size
strings conform to DescribelInstanceTypes API reference.");

}

throw;
}
catch (Exception ex)
{

Console.WriteLine($"Couldn't delete the security group because:
{ex.Messagel}");
throw;

/// <summary>
/// Get information about an Amazon EC2 key pair.

/// </summary>

/// <param name="keyPairName'">The name of the key pair.</param>

/// <returns>A list of key pair information.</returns>

public async Task<List<KeyPairInfo>> DescribeKeyPairs(string keyPairName)
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{
try
{
var request = new DescribeKeyPairsRequest();
if (!string.IsNullOrEmpty(keyPairName))
{
request = new DescribeKeyPairsRequest
{
KeyNames = new List<string> { keyPairName }
I
}
var response = await _amazonEC2.DescribeKeyPairsAsync(request);
return response.KeyPairs.TolList();
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidKeyPair.NotFound")
{
_logger.LogErrox(
$"A key pair called {keyPairName} does not exist.");
}
throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while describing the key pair.:
{ex.Messagel}");
throw;

/// <summary>

/// Retrieve information for one or all Amazon EC2 security group.

/// </summary>

/// <param name="groupIld">The optional Id of a specific Amazon EC2 security
group.</param>

/// <returns>A list of security group information.</returns>

public async Task<List<SecurityGroup>> DescribeSecurityGroups(string groupId)

{

try
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{

var securityGroups = new List<SecurityGroup>();
var request = new DescribeSecurityGroupsRequest();

if (!string.IsNullOrEmpty(groupId))
{

var grouplds = new List<string> { groupId };
request.GroupIds = grouplds;

var paginatorForSecurityGroups =
_amazonEC2.Paginators.DescribeSecurityGroups(request);

await foreach (var securityGroup in
paginatorForSecurityGroups.SecurityGroups)

{

securityGroups.Add(securityGroup);

return securityGroups;

}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidGroup.NotFound")
{
_logger.LogErrox(
$"A security group {groupId} does not exist.");
}
throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while listing security groups.
{ex.Messagel}");
throw;

/// <summary>
/// Display the information returned by the call to
/// DescribeSecurityGroupsAsync.
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/// </summary>

/// <param name="securityGroup">A list of security group information.</param>

public void DisplaySecurityGroupInfoAsync(SecurityGroup securityGroup)
{
Console.WriteLine($"{securityGroup.GroupName}");
Console.WriteLine("Ingress permissions:");
securityGroup.IpPermissions.ForEach(permission =>
{
Console.WriteLine($"\tFromPort: {permission.FromPort}");
Console.WriteLine($"\tIpProtocol: {permission.IpProtocol}");

Console.Write($"\tIpv4Ranges: ");
permission.Ipv4Ranges.ForEach(range =>
{ Console.Write($"{range.CidrIp} "); 1});

Console.WriteLine($"\n\tIpv6Ranges:");
permission.Ipv6Ranges.ForEach(range =>
{ Console.Write($"{range.CidrIpv6} "); });

Console.Write($"\n\tPrefixListIds: ");
permission.PrefixListIds.ForEach(id => Console.Write($"{id.Id} "));

Console.WriteLine($"\n\tTo Port: {permission.ToPort}");
18

Console.WriteLine("Egress permissions:");
securityGroup.IpPermissionsEgress.ForEach(permission =>

{

Console.WritelLine($"\tFromPort: {permission.FromPort}");
Console.WriteLine($"\tIpProtocol: {permission.IpProtocol}");

Console.Write($"\tIpv4Ranges: ");
permission.Ipv4Ranges.ForEach(range =>
{ Console.Write($"{range.CidrIp} "); 1});

Console.WriteLine($"\n\tIpv6Ranges:");
permission.Ipv6Ranges.ForEach(range =>
{ Console.Write($"{range.CidrIpv6e} "); 1});

Console.Write($"\n\tPrefixListIds: ");
permission.PrefixListIds.ForEach(id => Console.Write($"{id.Id} "));

Console.WritelLine($"\n\tTo Port: {permission.ToPort}");
1)
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/// <summary>
/// Disassociate an Elastic IP address from an EC2 instance.
/// </summary>
/// <param name="associationId">The association Id.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DisassociateIp(string associationId)
{
try
{
var response = await _amazonEC2.DisassociateAddressAsync(
new DisassociateAddressRequest { AssociationId =
associationId });
return response.HttpStatusCode == HttpStatusCode.OK;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidAssociationID.NotFound")
{

_logger.LogErrox(
$"AssociationId is invalid, unable to disassociate address.
{ec2Exception.Message}");

}

return false;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while disassociating the Elastic IP.:
{ex.Messagel}");
return false;

/// <summary>

/// Retrieve a list of available Amazon Linux images.

/// </summary>

/// <returns>A list of image information.</returns>

public async Task<List<Image>> GetEC2AmilList()

{

var filter = new Filter { Name = "architecture", Values = new

List<string> { "x86_64" } };
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var filters = new List<Filter> { filter };

var response = await _amazonEC2.DescribeImagesAsync(new
DescribeImagesRequest { Filters = filters });

return response.Images;

/// <summary>
/// Reboot a specific EC2 instance.

/// </summary>

/// <param name="ec2Instanceld">The instance Id of the instance that will be
rebooted.</param>

/// <returns>Async Task.</returns>

public async Task<bool> RebootInstances(string ec2Instanceld)

{

try

{
var request = new RebootInstancesRequest
{

Instancelds = new List<string> { ec2Instanceld },

};
await _amazonEC2.RebootInstancesAsync(request);
// Wait for the instance to be running.
Console.Write("Waiting for the instance to start.");
await WaitForInstanceState(ec2Instanceld, InstanceStateName.Running);
return true;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld {ec2InstanceId} is invalid, unable to reboot.
{ec2Exception.Messagel}");
}
return false;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while rebooting the instance
{ec2Instanceld}.: {ex.Messagel}l");
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return false;

/// <summary>
/// Release an Elastic IP address. After the Elastic IP address is released,

/// it can no longer be used.

/// </summary>
/// <param name="allocationId">The allocation Id of the Elastic IP address.</

param>
/// <returns>True if successful.</returns>
public async Task<bool> ReleaseAddress(string allocationId)
{
try
{

var request = new ReleaseAddressRequest { AllocationId =
allocationId };

var response = await _amazonEC2.ReleaseAddressAsync(request);
return response.HttpStatusCode == HttpStatusCode.OK;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidAllocationID.NotFound")
{

_logger.LogErrox(
$"AllocationId {allocationId} was not found.

{ec2Exception.Message}");

}

return false;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while releasing the AllocationId

{allocationId}.: {ex.Message}");
return false;

/// <summary>
/// Create and run an EC2 instance.

/// </summary>
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/// <param name="Imageld">The image Id of the image used as a basis for the

/// EC2 instance.</param>

/// <param name="instanceType">The instance type of the EC2 instance to
create.</param>

/// <param name="keyName">The name of the key pair to associate with the

/// instance.</param>

/// <param name="groupIld">The Id of the Amazon EC2 security group that will
be

/// allowed to interact with the new EC2 instance.</param>

/// <returns>The instance Id of the new EC2 instance.</returns>

public async Task<string> RunInstances(string imageld, string instanceType,
string keyName, string groupId)

{
try
{
var request = new RunInstancesRequest
{
ImageId = imageld,
InstanceType = instanceType,
KeyName = keyName,
MinCount = 1,
MaxCount = 1,
SecurityGroupIds = new List<string> { groupId }
I
var response = await _amazonEC2.RunInstancesAsync(request);
var instanceld = response.Reservation.Instances[@].Instanceld;
Console.Write("Waiting for the instance to start.");
await WaitForInstanceState(instanceld, InstanceStateName.Running);
return instanceld;
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidGroupId.NotFound")
{
_logger.LogErrox(
$"GroupId {groupId} was not found. {ec2Exception.Messagel}");
}
throw;
}
catch (Exception ex)
{
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/17
/17
/17
/17
/17
/17

_logger.LogErrox(
$"An error occurred while running the instance.: {ex.Messagel}");
throw;

<summary>

Start an EC2 instance.

</summary>

<param name="ec2Instanceld">The instance Id of the Amazon EC2 instance
to start.</param>

<returns>Async task.</returns>

public async Task StartInstances(string ec2Instanceld)

{

try
{
var request = new StartInstancesRequest
{
Instancelds = new List<string> { ec2Instanceld },
};
await _amazonEC2.StartInstancesAsync(request);
Console.Write("Waiting for instance to start. ");
await WaitForInstanceState(ec2Instanceld, InstanceStateName.Running);
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to start.

{ec2Exception.Message}");

}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while starting the instance.: {ex.Messagel}");
throw;
}
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}

/// <summary>

/// Stop an EC2 instance.

/// </summary>

/// <param name="ec2Instanceld">The instance Id of the EC2 instance to
/// stop.</param>

/// <returns>Async task.</returns>

public async Task StopInstances(string ec2Instanceld)

{

try

{
var request = new StopInstancesRequest
{

Instancelds = new List<string> { ec2Instanceld },

};
await _amazonEC2.StopInstancesAsync(request);
Console.Write("Waiting for the instance to stop.");
await WaitForInstanceState(ec2Instanceld, InstanceStateName.Stopped);
Console.WriteLine("\nThe instance has stopped.");

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to stop.
{ec2Exception.Messagel}");

}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while stopping the instance.: {ex.Messagel}");
throw;
}

/// <summary>
/// Terminate an EC2 instance.
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/// </summary>

/// <param name="ec2Instanceld">The instance Id of the EC2 instance
/// to terminate.</param>

/// <returns>Async task.</returns>

public async Task<List<InstanceStateChange>> TerminateInstances(string

ec2Instanceld)
{

try

{
var request = new TerminateInstancesRequest
{

Instancelds = new List<string> { ec2Instanceld }

};

var response = await _amazonEC2.TerminateInstancesAsync(request);

Console.Write("Waiting for the instance to terminate.");

await WaitForInstanceState(ec2Instanceld,
InstanceStateName.Terminated);

Console.WriteLine($"\nThe instance {ec2InstanceId} has been
terminated.");
return response.TerminatingInstances;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to terminate.
{ec2Exception.Messagel}");

}

throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while terminating the instance.:
{ex.Messagel}");
throw;

/// <summary>
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/// Wait until an EC2 instance is in a specified state.

/// </summary>

/// <param name="instanceld">The instance Id.</param>

/// <param name="stateName">The state to wait for.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> WaitForInstanceState(string instanceld,
InstanceStateName stateName)

var request = new DescribelnstancesRequest

Instancelds = new List<string> { instanceld }

// Wait until the instance is in the specified state.
var hasState = false;

// Wait 5 seconds.
Thread.Sleep(5000);

// Check for the desired state.

var response = await _amazonEC2.DescribeInstancesAsync(request);
var instance = response.Reservations[@].Instances[0];

hasState = instance.State.Name == stateName;

Console.Write(". ");

} while (!hasState);

return hasState;

{
{
13
do
{
}
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# function get_started_with_ec2_instances

#

# Runs an interactive scenario that shows how to get started using EC2 instances.
#

# "EC2 access" permissions are needed to run this code.

#

# Returns:

# 0 - If successful.

# 1 - If an error occurred
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function get_started_with_ec2_instances() {

# Requires version 4 for mapfile.

local required_version=4.0

# Get the current Bash version

# Check if BASH_VERSION is set

local current_version

if [[ -n "$BASH_VERSION" ]]; then
# Convert BASH_VERSION to a number for comparison
current_version=$BASH_VERSION

else
# Get the current Bash version using the bash command
current_version=$(bash --version | head -n 1 | awk '{ print $4 }')

fi

# Convert version strings to numbers for comparison
local required_version_num current_version_num

required_version_num=$(echo "$required_version" | awk -F. '{ print ($1 * 10000)
+ ($2 * 100) + $3 }')
current_version_num=$(echo "$current_version" | awk -F. '{ print ($1 * 10000) +

($2 * 100) + $3 }')

# Compare versions

if ((current_version_num < required_version_num)); then
echo "Error: This script requires Bash version $required_version or higher."
echo "Your current Bash version is number is $current_version."

exit 1
fi
{
if [ "$EC2_OPERATIONS_SOURCED" != "True" 1; then
source ./ec2_operations.sh
fi
}

echo_repeat "*" 88

echo "Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started with
instances demo."

echo_repeat "*" 88

echo

echo "Let's create an RSA key pair that you can be use to securely connect to "
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echo "your EC2 instance."

echo -n "Enter a unique name for your key: "
get_input

local key_name

key_name=$get_input_result

local temp_dir
temp_dir=$(mktemp -d)
local key_file_name="$temp_dir/${key_name}.pem"

if ec2_create_keypair -n "${key_name}" -f "${key_file_namel}"; then
echo "Created a key pair $key_name and saved the private key to
$key_file_name"
echo
else
errecho "The key pair failed to create. This demo will exit."
return 1
fi

chmod 400 "${key_file_name}"

if yes_no_input "Do you want to list some of your key pairs? (y/n) "; then
local keys_and_fingerprints
keys_and_fingerprints="$(ec2_describe_key_pairs)" && {
local image_name_and_id
while IFS=$'\n' read -r image_name_and_id; do
local entries
IFS=$'\t' read -ra entries <<<"$image_name_and_id"
echo "Found rsa key ${entries[0]} with fingerprint:"
echo " ${entries[1]}"
done <<<"$keys_and_fingerprints"

}
fi

echo_repeat "*" 88
echo_repeat "*" 88

echo "Let's create a security group to manage access to your instance."
echo -n "Enter a unique name for your security group: "
get_input

local security_group_name

security_group_name=$get_input_result
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local security_group_id
security_group_id=$(ec2_create_security_group -n "$security_group_name" \
-d "Security group for EC2 instance") || {
errecho "The security failed to create. This demo will exit."
clean_up "$key_name" "$key_file_name"
return 1

echo "Security group created with ID $security_group_id"
echo

local public_ip
public_ip=$(curl -s http://checkip.amazonaws.com)

echo "Let's add a rule to allow SSH only from your current IP address."
echo "Your public IP address is $public_ip"

echo -n "press return to add this rule to your security group."
get_input

if ! ec2_authorize_security_group_ingress -g "$security_group_id" -i
"$public_ip" -p tcp -f 22 -t 22; then
errecho "The security group rules failed to update. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1
fi

echo "Security group rules updated"

local security_group_description
security_group_description="$(ec2_describe_security_groups -g
"${security_group_id}")" || {

errecho "Failed to describe security groups. This demo will exit."

clean_up "$key_name" "$key_file_name" "$security_group_id"

return 1

mapfile -t parameters <<<"$security_group_description"
IFS=$'\t' read -ra entries <<<"${parameters[0]}"

echo "Security group: ${entries[@]}"

echo " ID: ${entries[1]}"

echo " VPC: ${entries[2]}"

echo "Inbound permissions:"

IFS=$'\t' read -ra entries <<<"${parameters[1]}"

echo " IpProtocol: ${entries[0]}"
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echo " FromPort: ${entries[1]}"
echo " ToPort: ${entries[2]}"
echo " CidrIp: ${parameters[2]}"

local parameters
parameters="$(ssm_get_parameters_by_path -p "/aws/service/ami-amazon-linux-

latest")" || {

errecho "Failed to get parameters. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

local image_ids=""

mapfile -t parameters <<<"$parameters"

for image_name_and_id in "${parameters[@]}"; do
IFS=$'\t' read -ra values <<<"$image_name_and_id"

if [[ "${values[@]}" == *"amzn2"* ]]; then
image_ids+="${values[1]} "
fi
done

local images

images="$(ec2_describe_images -i "$image_ids")" || {
errecho "Failed to describe images. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

new_line_and_tab_to_list "$images"
local images=("${list_result[@]}")

# Get the size of the array
local images_count=${#images[@]}

if ((images_count == 0)); then
errecho "No images found. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

fi

echo_repeat "*" 88
echo_repeat "*" 88

BEARz2R

125



Amazon Elastic Compute Cloud FROY/IN—HA R

echo "Let's create an instance from an Amazon Linux 2 AMI. Here are some
options:"
for ((i = @; i < images_count; i += 3)); do

echo "$(((i / 3) + 1)) - ${images[$i]}"

done

integer_input "Please enter the number of the AMI you want to use: " 1
"$((images_count / 3))"

local choice=$get_input_result

choice=$(((choice - 1) * 3))

echo "Great choice."
echo

local architecture=${images[$((choice + 1))]1}
local image_id=${images[$((choice + 2))]1}
echo "Here are some instance types that support the ${architecture}
architecture of the image:"
response="$(ec2_describe_instance_types -a "${architecture}" -t
"* micro,*.small")" || {
errecho "Failed to describe instance types. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

local instance_types
mapfile -t instance_types <<<"$response"

# Get the size of the array
local instance_types_count=${#instance_types[e]}

echo "Here are some options:"

for ((i = 0; i < instance_types_count; i++)); do
echo "$((i + 1)) - ${instance_types[$i]}"

done

integer_input "Which one do you want to use? " 1 "${#instance_types[@]}

choice=$get_input_result

local instance_type=${instance_types[$((choice - 1))]1}
echo "Another great choice."

echo
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echo "Creating your instance and waiting for it to start..."
local instance_id
instance_id=$(ec2_run_instances -i "$image_id" -t "$instance_type" -k
"$key_name" -s "$security_group_id") || {
errecho "Failed to run instance. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

ec2_wait_for_instance_running -i "$instance_id"
echo "Your instance is ready:"
echo

local instance_details
instance_details="$(ec2_describe_instances -i "${instance_id}")"

echo
print_instance_details "${instance_details}"

local public_ip

public_ip=$(echo "${instance_details}" | awk '{print $63}')

echo

echo "You can use SSH to connect to your instance"

echo "If the connection attempt times out, you might have to manually update
the SSH ingress rule"

echo "for your IP address in the AWS Management Console."
connect_to_instance "$key_file_name" "$public_ip"

echo -n "Press Enter when you're ready to continue the demo: "
get_input

echo_repeat "*" 88

echo_repeat "*" 88

echo "Let's stop and start your instance to see what changes."
echo "Stopping your instance and waiting until it's stopped..."
ec2_stop_instances -i "$instance_id"
ec2_wait_for_instance_stopped -i "$instance_id"

echo "Your instance is stopped. Restarting..."

ec?2_start_instances -i "$instance_id"
ec2_wait_for_instance_running -i "$instance_id"

HEEAZZAR 127



Amazon Elastic Compute Cloud FROY/IN—HA R

echo "Your instance is running again."
local instance_details
instance_details="$(ec2_describe_instances -i "${instance_id}" )"

print_instance_details "${instance_details}"
public_ip=$(echo "${instance_details}" | awk '{print $63}')

echo "Every time your instance is restarted, its public IP address changes"
connect_to_instance "$key_file_name" "$public_ip"

echo -n "Press Enter when you're ready to continue the demo: "
get_input

echo_repeat "*" 88
echo_repeat "*" 88

echo "You can allocate an Elastic IP address and associate it with your
instance"
echo "to keep a consistent IP address even when your instance restarts."

local result

result=$(ec2_allocate_address -d vpc) || {
errecho "Failed to allocate an address. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id" "$instance_id"

return 1

local elastic_ip allocation_id
elastic_ip=$(echo "$result" | awk '{print $1}')
allocation_id=$(echo "$result" | awk '{print $2}')

echo "Allocated static Elastic IP address: $elastic_ip"

local association_id
association_id=$(ec2_associate_address -i "$instance_id" -a "$allocation_id")
Il {

errecho "Failed to associate an address. This demo will exit."

clean_up "$key_name" "$key_file_name" "
"$allocation_id"

return 1

$security_group_id" "$instance_id"

echo "Associated your Elastic IP with your instance."
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echo "You can now use SSH to connect to your instance by using the Elastic IP."

connect_to_instance "$key_file_name" "$elastic_ip"

echo -n "Press Enter when you're ready to continue the demo: "
get_input

echo_repeat "*" 88
echo_repeat "*" 88

echo "Let's stop and start your instance to see what changes."
echo "Stopping your instance and waiting until it's stopped..."
ec2_stop_instances -i "$instance_id"
ec2_wait_for_instance_stopped -i "$instance_id"

echo "Your instance is stopped. Restarting..."

ec2_start_instances -i "$instance_id"
ec2_wait_for_instance_running -i "$instance_id"

echo "Your instance is running again."
local instance_details

instance_details="$(ec2_describe_instances -i "${instance_id}")"

print_instance_details "${instance_details}"

echo "Because you have associated an Elastic IP with your instance, you can"
echo "connect by using a consistent IP address after the instance restarts."

connect_to_instance "$key_file_name" "$elastic_ip"

echo -n "Press Enter when you're ready to continue the demo: "
get_input

echo_repeat "*" 88
echo_repeat "*" 88

if yes_no_input "Do you want to delete the resources created in this demo: (y/

n) "; then

clean_up "$key_name" "$key_file_name" "$security_group_id" "$instance_id" \

"$allocation_id" "$association_id"
else
echo "The following resources were not deleted."
echo "Key pair: $key_name"
echo "Key file: $key_file_name"
echo "Security group: $security_group_id"
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echo "Instance: $instance_id"
echo "Elastic IP address: $elastic_ip"
fi
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#
#

#
#
#
#
#
#
#
#
#
#
#

function clean_up

This function cleans up the created resources.
$1 - The name of the ec2 key pair to delete.
$2 - The name of the key file to delete.
$3 - The ID of the security group to delete.
$4 - The ID of the instance to terminate.
$5 - The ID of the elastic IP address to release.
$6 - The ID of the elastic IP address to disassociate.

Returns:
@ - If successful.
1 - If an error occurred.
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function clean_up() {

local result=0

local key_pair_name=$1
local key_file_name=$2
local security_group_id=$3
local instance_id=$4

local allocation_id=$5
local association_id=$6

if [ -n "$association_id" ]; then
# bashsupport disable=BP2002
if (ec2_disassociate_address -a "$association_id"); then
echo "Disassociated elastic IP address with ID $association_id"
else
errecho "The elastic IP address disassociation failed."
result=1
fi
fi

if [ -n "$allocation_id" ]; then
# bashsupport disable=BP2002
if (ec2_release_address -a "$allocation_id"); then
echo "Released elastic IP address with ID $allocation_id"
else
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errecho "The elastic IP address release failed."
result=1
fi
fi

if [ -n "$instance_id" ]; then
# bashsupport disable=BP2002
if (ec2_terminate_instances -i "$instance_id"); then
echo "Started terminating instance with ID $instance_id"

ec2_wait_for_instance_terminated -i "$instance_id"
else
errecho "The instance terminate failed."
result=1
fi
fi

if [ -n "$security_group_id" ]; then
# bashsupport disable=BP2002
if (ec2_delete_security_group -i "$security_group_id"); then
echo "Deleted security group with ID $security_group_id"
else
errecho "The security group delete failed."
result=1
fi
fi

if [ -n "$key_pair_name" ]; then
# bashsupport disable=BP2002
if (ec2_delete_keypair -n "$key_pair_name"); then
echo "Deleted key pair named $key_pair_name"
else
errecho "The key pair delete failed."
result=1
fi
fi

if [ -n "$key_file_name" ]; then
rm -f "$key_file_name"

fi

return $result

HEEAZZAR 131



Amazon Elastic Compute Cloud FROY/IN—HA R

HHAHH AR HBHHBHHBHHBRHBHH B HHBHHBHH B HH B HH B HH B HH B HH B HH B HH B HH B HH B R B R HH B R BB HH SR B SRS SH
# function ssm_get_parameters_by_path
#
# This function retrieves one or more parameters from the AWS Systems Manager
Parameter Store
# by specifying a parameter path.
#
# Parameters:
# -p parameter_path - The path of the parameter(s) to retrieve.
#
# And:
# 0 - If successful.
# 1 - If it fails.
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function ssm_get_parameters_by_path() {
local parameter_path response
local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ssm_get_parameters_by_path"

echo "Retrieves one or more parameters from the AWS Systems Manager Parameter
Store by specifying a parameter path."

echo " -p parameter_path - The path of the parameter(s) to retrieve."

echo

# Retrieve the calling parameters.
while getopts "p:h" option; do
case "${option}" in
p) parameter_path="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1
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if [[ -z "$parameter_path" 1]; then
errecho "ERROR: You must provide a parameter path with the -p parameter."
usage
return 1

fi

response=$(aws ssm get-parameters-by-path \

--path "$parameter_path" \

--query "Parameters[*].[Name, Value]" \

--output text) || {

aws_cli_error_log $?

errecho "ERROR: AWS reports get-parameters-by-path operation failed.
$response"

return 1

echo "$response"

return 0
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# function print_instance_details

#

# This function prints the details of an Amazon Elastic Compute Cloud (Amazon
EC2) instance.

#

# Parameters:

# instance_details - The instance details in the format "Instanceld Imageld
InstanceType KeyName VpcId PublicIpAddress State.Name".

#

# Returns:

# @ - If successful.

# 1 - If it fails.
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function print_instance_details() {
local instance_details="$1"

if [[ -z "${instance_details}" ]]1; then
echo "Error: Missing required instance details argument."
return 1

fi

local instance_id image_id instance_type key_name vpc_id public_ip state
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instance_id=$(echo "${instance_details}" | awk '{print $1}')
image_id=$(echo "${instance_details}" | awk '{print $2}')
instance_type=%$(echo "${instance_details}" | awk '{print $3}')
key_name=$(echo "${instance_details}" | awk '{print $43}')
vpc_id=$(echo "${instance_details}" | awk '{print $5}')
public_ip=$(echo "${instance_details}" | awk '{print $63}')
state=$(echo "${instance_details}" | awk '{print $7}')

echo " ID: ${instance_id}"

echo " Image ID: ${image_id}"

echo " Instance type: ${instance_typel}"
echo " Key name: ${key_name}"

echo " VPC ID: ${vpc_id}"

echo " Public IP: ${public_ip}"

echo " State: ${statel}"

return 0

HAHBHHBHHAH AR HAH AR HEHHAH AR HAH B HEHHAH AR HBH B HEHHRH AR HBH B HEH B H RS HBH B HEHHRH RS H

#
#
#

H OH O OB B O

function connect_to_instance

This function displays the public IP address of an Amazon Elastic Compute Cloud

(Amazon EC2) instance and prompts the user to connect to the instance via SSH.

Parameters:
$1 - The name of the key file used to connect to the instance.
$2 - The public IP address of the instance.

Returns:
None
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function connect_to_instance() {

local key_file_name="$1"
local public_ip="%$2"

# Validate the input parameters

if [[ -z "$key_file_name" ]1]; then
echo "ERROR: You must provide a key file name as the first argument." >&2
return 1

fi

if [[ -z "$public_ip" 1]1; then
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echo "ERROR: You must provide a public IP address as the second argument."
>&2

return 1
fi

# Display the public IP address and connection command
echo "To connect, run the following command:"
echo " ssh -i ${key_file_name} ec2-user@${public_ip}"

# Prompt the user to connect to the instance
if yes_no_input "Do you want to connect now? (y/n) "; then
echo "After you have connected, you can return to this example by typing
'exit'"
ssh -i "${key_file_namel}" ec2-user@"${public_ipl}"
fi
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# function get_input

#

# This function gets user input from the command line.
#

# Outputs:

# User input to stdout.

#

# Returns:

# 0
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function get_input() {

if [ -z "${mock_input+x}" 1; then
read -r get_input_result
else

if [ "$mock_input_array_index" -1t ${#mock_input_array[e@]} ]1; then
get_input_result="${mock_input_array[$mock_input_array_index]}"
# bashsupport disable=BP2001
# shellcheck disable=SC2206
((mock_input_array_index++))
echo -n "$get_input_result"

else
echo "MOCK_INPUT_ARRAY has no more elements" 1>&2
return 1

fi
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fi

return 0
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# function yes_no_input

#

This function requests a yes/no answer from the user, following to a prompt.

Parameters:
$1 - The prompt.

Returns:
0 - If yes.
1 - If no.
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function yes_no_input() {
if [ -z "$1" ]; then
echo "Internal error yes_no_input"

HOoH O O OH OB O

return 1
fi

local index=0
local response="N"
while [[ $index -1t 10 ]]; do
index=$((index + 1))
echo -n "$1"
if ! get_input; then
return 1
fi
response=$(echo "$get_input_result" | tr '[:upper:]' '[:lower:]')
if [ "$response" = "y" 1 || [ "$response" = "n" ]; then
break
else
echo -e "\nPlease enter or 'y' or 'n'."
fi
done

echo
if [ "$response" = "y" ]; then

return 0
else
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return 1
fi
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# function integer_input

#

This function prompts the user to enter an integer within a specified range
and validates the input.

Parameters:
$1 - The prompt message to display to the user.
$2 - The minimum value of the accepted range.
$3 - The maximum value of the accepted range.

Returns:
The valid integer input from the user.
If the input is invalid or out of range, the function will continue
prompting the user until a valid input is provided.
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function integer_input() {
local prompt="$1"
local min_value="$2"
local max_value="$3"
local input=""
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while true; do
# Display the prompt message and wait for user input
echo -n "$prompt"

if ! get_input; then
return 1
fi

input="%$get_input_result"

# Check if the input is a valid integer
if [[ "$input" =~ ~-?[0-91+$ 11; then
# Check if the input is within the specified range
if ((input >= min_value && input <= max_value)); then

return 0
else

echo "Error: Input, $input, must be between $min_value and $max_value."
fi
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else
echo "Error: Invalid input- $input. Please enter an integer."
fi
done
}
HAS A S S S S S S S S S S S S S S S A
function new_line_and_tab_to_list

This function takes a string input containing newlines and tabs, and
converts it into a list (array) of elements.

$1 - The input string containing newlines and tabs.

Returns:
The resulting list (array) is stored in the global variable
'list_result'.
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function new_line_and_tab_to_list() {
local input=$%1
export list_result

#
#
#
#
#
# Parameters:
#
#
#
#
#

list_result=()

mapfile -t lines <<<"$input"

local line

for line in "${lines[@]}"; do
IFS=$'\t' read -ra parameters <<<"$line"
list_result+=("${parameters[@]}")

done

HAHBHHBEHHAH AR HAH B HEHHAH AR HAH AR HEHHAHERHBH B HEH BB H AR HAH B HEH B H RS HBH B HEHHRH RS H

# function echo_repeat

#

# This function prints a string 'n' times to stdout.
#

# Parameters:

# $1 - The string.

# $2 - Number of times to print the string.
#

# Outputs:

# String 'n' times to stdout.

#

# Returns:
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# 0
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function echo_repeat() {

local end=$2

for ((i = 0; 1 < end; i++)); do

echo -n "$1"
done
echo

O F ) ATHERAE D DynamoDB B,
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# function ec2_create_keypair

#

# This function creates an Amazon Elastic Compute Cloud (Amazon EC2) ED25519 or
2048-bit RSA key pair

# and writes it to a file.

Parameters:
-n key_pair_name - A key pair name.
-f file_path - File to store the key pair.

And:
0 - If successful.
1 - If it fails.
HEH SRS R H R H R HEH AR R RS RS RS RS R HRH R R HEH AR RS RS RS RS R HRH R H R H ARG RS RS RS RS RS RS R H RS RH
function ec2_create_keypair() {
local key_pair_name file_path response
local option OPTARG # Required to use getopts command in a function.
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# bashsupport disable=BP5008
function usage() {
echo "function ec2_create_keypair"
echo "Creates an Amazon Elastic Compute Cloud (Amazon EC2) ED25519 or 2048-
bit RSA key pair"

echo " and writes it to a file."

echo " -n key_pair_name - A key pair name."

echo " -f file_path - File to store the key pair."
echo ""
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# Retrieve the calling parameters.
while getopts "n:f:h" option; do
case "${option}" in
n) key_pair_name="${OPTARG}" ;;
f) file_path="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$key_pair_name" ]]; then
errecho "ERROR: You must provide a key name with the -n parameter."
usage
return 1

fi

if [[ -z "$file_path" 1]1; then
errecho "ERROR: You must provide a file path with the -f parameter."
usage
return 1

fi

response=$(aws ec2 create-key-pair \
--key-name "$key_pair_name" \
--query 'KeyMaterial' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports create-access-key operation failed.$response"
return 1

if [[ -n "$file_path" ]]1; then
echo "$response" >"$file_path"
fi

return 0
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}
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# function ec2_describe_key_pairs

#

# This function describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
key pairs.

#

# Parameters:

# -h - Display help.

#

# And:

# @ - If successful.

# 1 - If it fails.
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function ec2_describe_key_pairs() {
local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ec2_describe_key_pairs"

echo "Describes one or more Amazon Elastic Compute Cloud (Amazon EC2) key
pairs."

echo " -h - Display help."

echo

# Retrieve the calling parameters.
while getopts "h" option; do
case "${option}" in

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

local response
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response=$(aws ec2 describe-key-pairs \
--query 'KeyPairs[*].[KeyName, KeyFingerprint]' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports describe-key-pairs operation failed.$response"
return 1

echo "$response"

return 0
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# function ec2_create_security_group

#
# This function creates an Amazon Elastic Compute Cloud (Amazon EC2) security

group.

#

# Parameters:

# -n security_group_name - The name of the security group.

# -d security_group_description - The description of the security group.

#

# Returns:

# The ID of the created security group, or an error message if the
operation fails.

# And:

# @ - If successful.

# 1 - If it fails.

#
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function ec2_create_security_group() {
local security_group_name security_group_description response

# Function to display usage information
function usage() {
echo "function ec2_create_security_group"
echo "Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group."

echo " -n security_group_name - The name of the security group."

echo " -d security_group_description - The description of the security
group."

echo ""
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# Parse the command-line arguments
while getopts "n:d:h" option; do
case "${option}" in
n) security_group_name="${OPTARG}" ;;
d) security_group_description="${0OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac
done

export OPTIND=1

# Validate the input parameters
if [[ -z "$security_group_name" ]]; then
errecho "ERROR: You must provide a security group name with the -n
parameter."
return 1
fi

if [[ -z "$security_group_description" ]]; then

errecho "ERROR: You must provide a security group description with the -d
parameter."

return 1
fi

# Create the security group
response=$(aws ec2 create-security-group \
--group-name "$security_group_name" \
--description "$security_group_description" \
--query "GroupId" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports create-security-group operation failed."
errecho "$response"
return 1
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echo "$response"
return 0
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# function ec2_describe_security_groups

#

# This function describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
security groups.

#

# Parameters:

# -g security_group_id - The ID of the security group to describe
(optional).

#

# And:

# @ - If successful.

# 1 - If it fails.
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function ec2_describe_security_groups() {

local security_group_id response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ec2_describe_security_groups"

echo "Describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
security groups."

echo " -g security_group_id - The ID of the security group to describe
(optional)."

echo ""

# Retrieve the calling parameters.
while getopts "g:h" option; do
case "${option}" in
g) security_group_id="${OPTARG}" ;;

h)
usage
return 0
NG
echo "Invalid parameter"
usage
return 1
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esac
done
export OPTIND=1

local query="SecurityGroups[*].[GroupName, GroupId, VpcId, IpPermissions[*].
[IpProtocol, FromPort, ToPort, IpRanges[*].CidrIp]]"

if [[ -n "$security_group_id" ]]1; then

response=$(aws ec2 describe-security-groups --group-ids "$security_group_id"
--query "${queryl}" --output text)
else

response=$(aws ec2 describe-security-groups --query "${query}" --output text)
fi

local error_code=${?}

if [[ $error_code -ne @ ]]; then
aws_cli_error_log $error_code
errecho "ERROR: AWS reports describe-security-groups operation failed.
$response"
return 1
fi

echo "$response"

return 0
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# function ec2_authorize_security_group_ingress

#

# This function authorizes an ingress rule for an Amazon Elastic Compute Cloud
(Amazon EC2) security group.

Parameters:
-g security_group_id - The ID of the security group.
-i ip_address - The IP address or CIDR block to authorize.
-p protocol - The protocol to authorize (e.g., tcp, udp, icmp).
-f from_port - The start of the port range to authorize.
-t to_port - The end of the port range to authorize.

And:

HOoH HF O OB OH O OB OH R

@ - If successful.
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# 1 - If it fails.
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function ec2_authorize_security_group_ingress() {

local security_group_id ip_address protocol from_port to_port response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ec2_authorize_security_group_ingress"

echo "Authorizes an ingress rule for an Amazon Elastic Compute Cloud (Amazon
EC2) security group."

echo " -g security_group_id - The ID of the security group."

echo " -i ip_address - The IP address or CIDR block to authorize."

echo " -p protocol - The protocol to authorize (e.g., tcp, udp, icmp)."
echo " -f from_port - The start of the port range to authorize."

echo " -t to_port - The end of the port range to authorize."

echo ""

# Retrieve the calling parameters.
while getopts "g:i:p:f:t:h" option; do
case "${option}" in
g) security_group_id="${OPTARG}" ;;
i) ip_address="${OPTARG}" ;;
p) protocol="${OPTARG}" ;;
f) from_port="${OPTARG}" ;;
t) to_port="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$security_group_id" ]]1; then
errecho "ERROR: You must provide a security group ID with the -g parameter."
usage
return 1
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fi

if [[ -z "$ip_address" 1]; then

errecho "ERROR: You must provide an IP address or CIDR block with the -i
parameter."

usage

return 1
fi

if [[ -z "$protocol" ]]1; then
errecho "ERROR: You must provide a protocol with the -p parameter."
usage
return 1

fi

if [[ -z "$from_port" 1]; then
errecho "ERROR: You must provide a start port with the -f parameter."
usage
return 1

fi

if [[ -z "$to_port" ]]; then
errecho "ERROR: You must provide an end port with the -t parameter."
usage
return 1

fi

response=$(aws ec2 authorize-security-group-ingress \

--group-id "$security_group_id" \

--cidr "${ip_address}/32" \

--protocol "$protocol" \

--port "$from_port-$to_port" \

--output text) || {

aws_cli_error_log ${?}

errecho "ERROR: AWS reports authorize-security-group-ingress operation
failed.$response"

return 1

return 0
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# function ec2_describe_images
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# This function describes one or more Amazon Elastic Compute Cloud (Amazon EC2)

#
images.
#
# Parameters:
#
# -h - Display help.
#
# And:
# @ - If successful.
# 1 - If it fails.
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function ec2_describe_images() {
local image_ids response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ec2_describe_images"
echo "Describes one or more Amazon Elastic Compute Cloud (Amazon EC2)

images."

echo " -i image_ids - A space-separated list of image IDs (optional)."

echo
echo mnmn

-h - Display help."

# Retrieve the calling parameters.

while getopts "i:h" option; do
case "${option}" in
i) image_ids="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

local aws_cli_args=()

-i image_ids - A space-separated list of image IDs (optional).
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if [[ -n "$image_ids" ]]1; then
# shellcheck disable=SC2206
aws_cli_args+=("--image-ids" $image_ids)
fi

response=$(aws ec2 describe-images \
"${aws_cli_args[e@l}" \
--query 'Images[*].[Description,Architecture,ImageId]' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports describe-images operation failed.$response"
return 1

echo "$response"

return 0

HEHBHHBHHAHBRHBH R HBEHHAHBRHBHHRH R R H BB HBH BB HBHHRH BB HBHHRHBEH R H BB HBH B HRHHRH RS H

# ec2_describe_instance_types

#

# This function describes EC2 instance types filtered by processor architecture

# and optionally by instance type. It takes the following arguments:

#

# -a, --architecture ARCHITECTURE Specify the processor architecture (e.g.,
x86_64)

# -t, --type INSTANCE_TYPE Comma-separated list of instance types (e.g.,
t2.micro)

# -h, --help Show the usage help

#

# The function prints the instance type and supported architecture for each
# matching instance type.
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function ec2_describe_instance_types() {
local architecture=""
local instance_types=""

# bashsupport disable=BP5008
function usage() {
echo "Usage: ec2_describe_instance_types [-a|--architecture ARCHITECTURE] [-
t|--type INSTANCE_TYPE] [-h]|--help]"
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echo " -a, --architecture ARCHITECTURE Specify the processor architecture
(e.g., x86_64)"

echo " -t, --type INSTANCE_TYPE Comma-separated list of instance
types (e.g., t2.micro)"

echo " -h, --help Show this help message"

while [[ $# -gt 0 1]1; do
case "$1" in
-a | --architecture)
architecture="$2"
shift 2
-t | --type)
instance_types="%$2"
shift 2
-h | --help)
usage
return 0
*)
echo "Unknown argument: $1"
return 1
esac
done

if [[ -z "$architecture" ]1]; then
errecho "Error: Architecture not specified."
usage
return 1

fi

if [[ -z "$instance_types" ]]; then
errecho "Error: Instance type not specified."”
usage
return 1

fi

local tmp_json_file="temp_ec2.json"
echo -n '[
{

"Name": "processor-info.supported-architecture",
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"Values": [' >"$tmp_json_file"

local items
IFS=',' read -ra items <<<"$architecture"
local array_size
array_size=${#items[@]}
for i in $(seq @ $((array_size - 1))); do
echo -n ""'"${items[$i]}"'"" >>"$tmp_json_file"
if [[ $1i -1t $((array_size - 1)) 1]1; then
echo -n ',"' >>"$tmp_json_file"

fi
done
echo -n ']},
{
"Name": "instance-type",

"Values": [' >>"$tmp_json_file"
IFS=',' read -ra items <<<"$instance_types"
local array_size
array_size=${#items[@]}
for i in $(seq @ $((array_size - 1))); do
echo -n ""'"${items[$i]}"'""' >>"$tmp_json_file"
if [[ $i -1t $((array_size - 1)) ]1]1; then
echo -n ',' >>"$tmp_json_file"
fi
done

echo -n '1}]' >>"$tmp_json_file"

local response
response=$(aws ec2 describe-instance-types --filters file://"$tmp_json_file" \
--query 'InstanceTypes[*].[InstanceType]' --output text)

local error_code=%$7?
rm "$tmp_json_file"

if [[ $error_code -ne @ ]1]; then
aws_cli_error_log $error_code
echo "ERROR: AWS reports describe-instance-types operation failed."
return 1

fi

echo "$response"
return 0
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}
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# function ec2_run_instances

#

# This function launches one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances.

Parameters:
-i image_id - The ID of the Amazon Machine Image (AMI) to use.
-t instance_type - The instance type to use (e.g., t2.micro).
-k key_pair_name - The name of the key pair to use.
-s security_group_id - The ID of the security group to use.
-c count - The number of instances to launch (default: 1).
-h - Display help.

Returns:

0 - If successful.

1 - If it fails.
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function ec2_run_instances() {
local image_id instance_type key_pair_name security_group_id count response
local option OPTARG # Required to use getopts command in a function.
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# bashsupport disable=BP5008
function usage() {

echo "function ec2_run_instances"

echo "Launches one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances.

echo " -i image_id - The ID of the Amazon Machine Image (AMI) to use."
echo " -t instance_type - The instance type to use (e.g., t2.micro)."
echo " -k key_pair_name - The name of the key pair to use."

echo " -s security_group_id - The ID of the security group to use."
echo " -c count - The number of instances to launch (default: 1)."
echo " -h - Display help."

echo ""

# Retrieve the calling parameters.
while getopts "i:t:k:s:c:h" option; do
case "${option}" in
i) image_id="${OPTARG}" ;;
t) instance_type="${0OPTARG}" ;;
k) key_pair_name="${OPTARG}" ;;
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s) security_group_id="${OPTARG}" ;;
c) count="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$image_id" 1]; then

errecho "ERROR: You must provide an Amazon Machine Image (AMI) ID with the -i
parameter."

usage

return 1
fi

if [[ -z "$instance_type" ]1]; then
errecho "ERROR: You must provide an instance type with the -t parameter."
usage
return 1

fi

if [[ -z "$key_pair_name" ]]; then
errecho "ERROR: You must provide a key pair name with the -k parameter."
usage
return 1

fi

if [[ -z "$security_group_id" ]1]1; then
errecho "ERROR: You must provide a security group ID with the -s parameter."
usage
return 1

fi

if [[ -z "$count" ]]; then
count=1
fi
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response=$(aws ec2 run-instances \
--image-id "$image_id" \
--instance-type "$instance_type" \
--key-name "$key_pair_name" \
--security-group-ids "$security_group_id" \
--count "$count" \
--query 'Instances[*].[InstanceId]' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports run-instances operation failed.$response"
return 1

echo "$response"

return 0
bedodooudoiididididiiigiigigigigigigiggggggigigigopipopopnpp g bbb iR i R i S g g g g g
# function ec2_describe_instances

#
# This function describes one or more Amazon Elastic Compute Cloud (Amazon EC2)

instances.

#

# Parameters:

# -i instance_id - The ID of the instance to describe (optional).
# -q query - The query to filter the response (optional).

# -h - Display help.

#

# Returns:

# @ - If successful.

# 1 - If it fails.

HHAHH AR HBHHBHHBHHBRH B HHBHH B HHBHH B HH B HH B HH B HH B HH B HH B HH B HH B HH B R B R HH B R BB HH SR B R HHSH
function ec2_describe_instances() {

local instance_id query response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function ec2_describe_instances"
echo "Describes one or more Amazon Elastic Compute Cloud (Amazon EC2)

instances."
echo " -i instance_id - The ID of the instance to describe (optional)."
echo " -q query - The query to filter the response (optional)."
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echo
echo mnmn

-h - Display help."

# Retrieve the calling parameters.

while getopts "i:q:h" option; do
case "${option}" in
i) instance_id="${OPTARG}" ;;
q) query="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac
done

export OPTIND=1
local aws_cli_args=()

if [[ -n "$instance_id" 1]; then
# shellcheck disable=SC2206
aws_cli_args+=("--instance-ids"
fi

local query_arg=""

if [[ -n "$query" ]1]; then
query_arg="--query '$query

else

query_arg="--query Reservations[*].Instances[*].

$instance_id)

[Instanceld, Imageld, InstanceType,KeyName,VpcId,PublicIpAddress,State.Name]"

fi

# shellcheck disable=SC2086

response=$(aws ec2 describe-instances \

"${aws_cli_args[e@l}" \
$query_arg \

--output text) || {
aws_cli_error_log ${?}

errecho "ERROR: AWS reports describe-instances operation failed.$response"
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return 1

echo "$response"

return 0

HAHBHHHHBHBHBHAHAHAHABHBHBHBRHRHBHBHBEHAHAHAHBHBH SR B RHRHBHBHAEHAHA RS RS RS RS HHRHRH B H

# function ec2_stop_instances

#

# This function stops one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances.

Parameters:
-i instance_id - The ID(s) of the instance(s) to stop (comma-separated).
-h - Display help.

Returns:
@ - If successful.
1 - If it fails.
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function ec2_stop_instances() {
local instance_ids
local option OPTARG # Required to use getopts command in a function.

H OH O O OB O O H

# bashsupport disable=BP5008
function usage() {
echo "function ec2_stop_instances"
echo "Stops one or more Amazon Elastic Compute Cloud (Amazon EC2) instances."

echo " -i instance_id - The ID(s) of the instance(s) to stop (comma-
separated)."

echo " -h - Display help."

echo ""

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) instance_ids="${OPTARG}" ;;
h)
usage
return 0

a4
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NE)
echo "Invalid parameter"
usage
return 1
esac

done
export OPTIND=1

if [[ -z "$instance_ids" ]]; then

errecho "ERROR: You must provide one or more instance IDs with the -i
parameter."

usage

return 1
fi

response=$(aws ec2 stop-instances \
--instance-ids "${instance_ids}") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports stop-instances operation failed with $response."”
return 1

return 0

HHARH AR HBHHBHHBHHBRH B HHBHHBHHBHH B HH B HH B HH B HH B HH B HH B HH B HH B HH B HH R HH B R BB HH SR B R HHSH

# function ec2_start_instances

#

# This function starts one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances.

Parameters:
-h - Display help.

Returns:
@ - If successful.
1 - If it fails.
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function ec2_start_instances() {
local instance_ids
local option OPTARG # Required to use getopts command in a function.

H OH O OHF OB O H H

-i instance_id - The ID(s) of the instance(s) to start (comma-separated).
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# bashsupport disable=BP5008
function usage() {
echo "function ec2_start_instances"
echo "Starts one or more Amazon Elastic Compute Cloud (Amazon EC2)

instances."
echo " -i instance_id - The ID(s) of the instance(s) to start (comma-
separated)."
echo " -h - Display help."
echo ""
}

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) instance_ids="${OPTARG}" ;;

h)
usage
return 0
\?)
echo "Invalid parameter"
usage
return 1

esac
done
export OPTIND=1

if [[ -z "$instance_ids" ]]; then

errecho "ERROR: You must provide one or more instance IDs with the -i
parameter."

usage

return 1
fi

response=$(aws ec2 start-instances \
--instance-ids "${instance_ids}") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports start-instances operation failed with $response."
return 1

return 0
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# function ec2_allocate_address

#

# This function allocates an Elastic IP address for use with Amazon Elastic
Compute Cloud (Amazon EC2) instances in a specific AWS Region.

#

# Parameters:

# -d domain - The domain for the Elastic IP address (either 'vpc' or
'standard').

#

# Returns:

# The allocated Elastic IP address, or an error message if the operation
fails.

# And:

# @ - If successful.

# 1 - If it fails.

#

HHAHHBHHBHHBHHBHHBRH B HH B HHBHHBHH B HHBHH B HH B HH B HH B HH B HH B HH B HH B HH R HH B R BB HH B HH R HHHH
function ec2_allocate_address() {
local domain response

# Function to display usage information
function usage() {

echo "function ec2_allocate_address"

echo "Allocates an Elastic IP address for use with Amazon Elastic Compute
Cloud (Amazon EC2) instances in a specific AWS Region."

echo " -d domain - The domain for the Elastic IP address (either 'vpc' or
'standard')."

echo ""

# Parse the command-line arguments
while getopts "d:h" option; do
case "${option}" in
d) domain="${OPTARG}" ;;

h)
usage
return 0
NG
echo "Invalid parameter"
usage
return 1
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esac
done
export OPTIND=1

# Validate the input parameters
if [[ -z "$domain" ]]; then

errecho "ERROR: You must provide a domain with the -d parameter (either 'vpc'
or 'standard')."

return 1

fi

if [[ "$domain" != "vpc" && "$domain" != "standard" 1]; then
errecho "ERROR: Invalid domain value. Must be either 'vpc' or 'standard'."
return 1

fi

# Allocate the Elastic IP address
response=$(aws ec2 allocate-address \
--domain "$domain" \
--query "[PublicIp,AllocationId]" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports allocate-address operation failed."
errecho "$response"
return 1

echo "$response"
return 0

HHAHH AR HBHHBHHBHHBRH B HHBHH B HHBHH B HH B HH B HH B HH B HH B HH B HH B HH B HH B R B R HH B R BB HH SR B R HHSH

# function ec2_associate_address

#

# This function associates an Elastic IP address with an Amazon Elastic Compute
Cloud (Amazon EC2) instance.

#

# Parameters:

# -a allocation_id - The allocation ID of the Elastic IP address to
associate.

# -i instance_id - The ID of the EC2 instance to associate the Elastic IP
address with.

#
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# Returns:

# @ - If successful.
# 1 - If it fails.

#

HAHBHHBHHAHBRHBH R HBEHHAHBRHBH BB HBHHRH BB HBH BB HBHHRH B R HBHHRHBHHRH R R HBH R HRHHRH RS H

function ec2_associate_address() {

local allocation_id instance_id response

# Function to display usage information

function usage() {

echo "function ec2_associate_address"

echo "Associates an Elastic IP address with an Amazon Elastic Compute Cloud

(Amazon EC2) instance."

echo " -a allocation_id - The allocation ID of the Elastic IP address to
associate."
echo " -i instance_id - The ID of the EC2 instance to associate the Elastic

IP address with."
echo ""

# Parse the command-line arguments
while getopts "a:i:h" option; do
case "${option}" in
a) allocation_id="${OPTARG}" ;;
i) instance_id="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

# Validate the input parameters

if [[ -z "$allocation_id" ]]; then
errecho "ERROR: You must provide an
return 1

fi

allocation ID with the

-a parameter."
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if [[ -z "$instance_id" 1]; then
errecho "ERROR: You must provide an instance ID with the -i parameter."

return 1
fi

# Associate the Elastic IP address
response=$(aws ec2 associate-address \
--allocation-id "$allocation_id" \
--instance-id "$instance_id" \
--query "AssociationId" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports associate-address operation failed."
errecho "$response"
return 1

echo "$response"
return 0

HAS A S S S S S S S S S S S S S S S

# function ec2_disassociate_address

#

# This function disassociates an Elastic IP address from an Amazon Elastic
Compute Cloud (Amazon EC2) instance.

#

# Parameters:

# -a association_id - The association ID that represents the association of
the Elastic IP address with an instance.

#

# And:

# @ - If successful.

# 1 - If it fails.

#

HHHHHHHHH SRR RS SR H RS R R RS ST RS RS SRR RS RS RS SRR SRR S RS TSR3 H
function ec2_disassociate_address() {
local association_id response

# Function to display usage information
function usage() {

echo "function ec2_disassociate_address"

echo "Disassociates an Elastic IP address from an Amazon Elastic Compute
Cloud (Amazon EC2) instance."
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echo " -a association_id - The association ID that represents the
association of the Elastic IP address with an instance."

echo

# Parse the command-line arguments
while getopts "a:h" option; do
case "${option}" in
a) association_id="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

# Validate the input parameters

if [[ -z "$association_id" ]]; then
errecho "ERROR: You must provide an association ID with the -a parameter."
return 1

fi

response=$(aws ec2 disassociate-address \
--association-id "$association_id") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports disassociate-address operation failed."
errecho "$response"
return 1

return 0

HHHH S H H R A S SR S S S S S S S S

# function ec2_release_address

#

# This function releases an Elastic IP address from an Amazon Elastic Compute
Cloud (Amazon EC2) instance.
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#

# Parameters:

# -a allocation_id - The allocation ID of the Elastic IP address to
release.

#

# Returns:

# @ - If successful.

# 1 - If it fails.

#

HHHHHHHHH SRR RS SRR RS R RS H RS RS SRR SRR RS RS SRS TR RS TSR3
function ec2_release_address() {
local allocation_id response

# Function to display usage information
function usage() {

echo "function ec2_release_address"

echo "Releases an Elastic IP address from an Amazon Elastic Compute Cloud
(Amazon EC2) instance."

echo " -a allocation_id - The allocation ID of the Elastic IP address to
release."

echo

# Parse the command-line arguments
while getopts "a:h" option; do
case "${option}" in
a) allocation_id="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

# Validate the input parameters

if [[ -z "$allocation_id" ]]; then
errecho "ERROR: You must provide an allocation ID with the -a parameter."
return 1
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fi

response=$(aws ec2 release-address \
--allocation-id "$allocation_id") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports release-address operation failed."
errecho "$response"
return 1

return 0
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# function ec2_terminate_instances

#

# This function terminates one or more Amazon Elastic Compute Cloud (Amazon EC2)
# instances using the AWS CLI.

#

# Parameters:

# -i instance_ids - A space-separated list of instance IDs.
# -h - Display help.

#

# Returns:

# @ - If successful.

# 1 - If it fails.

HHARH AR HBHHBHHBHHBRH B HHBHHBHHBHH B HH B HH B HH B HH B HH B HH B HH B HH B HH B HH R HH B R BB HH SR B R HHSH
function ec2_terminate_instances() {

local instance_ids response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function ec2_terminate_instances"
echo "Terminates one or more Amazon Elastic Compute Cloud (Amazon EC2)

instances."
echo " -i instance_ids - A space-separated list of instance IDs."
echo " -h - Display help."
echo ""
}

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in

BEARz2R

165



Amazon Elastic Compute Cloud

FROYN—=HA R

i) instance_ids="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

# Check if instance ID is provided

if [[ -z "${instance_ids}" ]1]; then
echo "Error: Missing required instance IDs parameter."
usage
return 1

fi

# shellcheck disable=SC2086
response=$(aws ec2 terminate-instances \
"--instance-ids" $instance_ids \
--query 'TerminatingInstances[*].[Instanceld,CurrentState.Name]' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports terminate-instances operation failed.$response"
return 1

return 0

HHAHH AR HBHHBHHBHHBRH B HHBHHBHHBHH B HHBHH B HH B HH B HH B HH B HH B HH R HH B R BB R BB R BB HH B HH R HHSH
# function ec2_delete_security_group

#

# This function deletes an Amazon Elastic Compute Cloud (Amazon EC2) security

group.
#

# Parameters:

# -i security_group_id - The ID of the security group to delete.
#

# And:
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# @ - If successful.
# 1 - If it fails.
HHARHBHHBHHBHHBHHBRHBHHBHHBHHBHH B HH B HH B HH B HH B HH B HH B HH B HH B HH B HH B HH B HH R HH SR B HHSH
function ec2_delete_security_group() {

local security_group_id response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008

function usage() {
echo "function ec2_delete_security_group"
echo "Deletes an Amazon Elastic Compute Cloud (Amazon EC2) security group."
echo " -i security_group_id - The ID of the security group to delete."

echo

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) security_group_id="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$security_group_id" ]]1; then
errecho "ERROR: You must provide a security group ID with the -i parameter."
usage
return 1

fi

response=$(aws ec2 delete-security-group --group-id "$security_group_id" --
output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports delete-security-group operation failed.$response"
return 1

HEEAZZAR 167



Amazon Elastic Compute Cloud FROY/IN—HA R

return 0

HHAHH AR HBHHBHHBHHBRHBHHBHH B HHBHH B HHBHH B HH B HH B HH B R H B HH B HH R HH B HH R HH B HH R HH SR B HHSH
# function ec2_delete_keypair

#

This function deletes an Amazon EC2 ED25519 or 2048-bit RSA key pair.

Parameters:
-n key_pair_name - A key pair name.

And:
@ - If successful.
1 - If it fails.
HHHHHHHHH SRR RS SRR RS R RS H RS RS H SRS RS SRR SRR SRR TSR3 H
function ec2_delete_keypair() {
local key_pair_name response

#
#
#
#
#
#
#
#

local option OPTARG # Required to use getopts command in a function.
# bashsupport disable=BP5008
function usage() {
echo "function ec2_delete_keypair"
echo "Deletes an Amazon EC2 ED25519 or 2048-bit RSA key pair."
echo " -n key_pair_name - A key pair name."

echo ""

# Retrieve the calling parameters.
while getopts "n:h" option; do
case "${option}" in
n) key_pair_name="${OPTARG}" ;;
h)
usage
return 0
NE)
echo "Invalid parameter"
usage
return 1
esac
done
export OPTIND=1
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if [[ -z "$key_pair_name" ]]; then
errecho "ERROR: You must provide a key pair name with the -n parameter."
usage
return 1

fi

response=$(aws ec2 delete-key-pair \
--key-name "$key_pair_name") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports delete-key-pair operation failed.$response"
return 1

return 0

COFIATHERAE D I—T1 )T 1B,
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# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
function errecho() {

printf "%s\n" "$*" 1>&2

HAHHH SR HRH R BH AR AR RS RS RS RS RS R HRHRH R B H AR AR RS RS RS RS R HRHRH B H R R AR RS RS RS RS RS H
# function aws_cli_error_log()

#

This function is used to log the error messages from the AWS CLI.

The function expects the following argument:
$1 - The error code returned by the AWS CLI.

#
#
#
#
#
# Returns:
# 0: - Success.
#
HUHHHBHHH SRR HH B R R HHGH R RS SR HH SRR R B R B HR SRR R B SRR H RS R HHH SRR HH S SRR R SRR RS
function aws_cli_error_log() {

local err_code=$1
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errecho "Error code : $err_code"

if [ "$err_code" == 1 ]; then

errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."
fi
return 0

invalid."
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AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress
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* Runlnstances

Startinstances

Stoplnstances

Terminatelnstances

e Unmonitorinstances

Java

SDK for Java 2.x

(® Note

GitHub ICl&. ZDDUY—REH)EF, AWS O—RBIVART KDY T2<EFUH
ZROTT, RELERTOHFEZRERL TSEZL,

AR R7OYTRTOFI)AZERITLET,

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import software.amazon.awssdk.services.ec2.model.CreateKeyPairResponse;
import software.amazon.awssdk.services.ec2.model.DeleteKeyPairResponse;
import software.amazon.awssdk.services.ec2.model.DescribeKeyPairsResponse;
import software.amazon.awssdk.services.ec2.model.DisassociateAddressResponse;
import software.amazon.awssdk.services.ec2.model.Ec2Exception;

import software.amazon.awssdk.services.ec2.model.ReleaseAddressResponse;
import software.amazon.awssdk.services.ssm.model.GetParametersByPathResponse;
import software.amazon.awssdk.services.ssm.model.Parameter;

import java.net.InetAddress;

import java.net.UnknownHostException;

import java.util.List;

import java.util.Scanner;

import java.util.concurrent.CompletableFuture;
import java.util.concurrent.CompletionException;

/**
* Before running this Java (v2) code example, set up your development

* environment, including your credentials.
*
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* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html

*
*
*

*

*

*

*/

This Java example performs the following tasks:

1. Creates an RSA key pair and saves the private key data as a .pem file.

2. Lists key pairs.

3. Creates a security group for the default VPC.

4. Displays security group information.

5. Gets a list of Amazon Linux 2 AMIs and selects one.

6. Gets additional information about the image.

7. Gets a list of instance types that are compatible with the selected AMI'’s
architecture.

8. Creates an instance with the key pair, security group, AMI, and an

instance type.

OF

10.
11.
12.
13.
14.
15.
16.
17.

Displays information about the instance.

Stops the instance and waits for it to stop.

Starts the instance and waits for it to start.

Allocates an Elastic IP address and associates it with the instance.
Displays SSH connection info for the instance.

Disassociates and deletes the Elastic IP address.

Terminates the instance and waits for it to terminate.

Deletes the security group.

Deletes the key pair.

public class EC2Scenario {

"-");

public static final String DASHES = new String(new char[80]).replace("\0",

private static final Logger logger =
LoggerFactory.getlLogger(EC2Scenario.class);

public static void main(String[] args) throws InterruptedException,
UnknownHostException {

logger.info("""
Usage:
<keyName> <fileName> <groupName> <groupDesc>

Where:
keyName - A key pair name (for example, TestKeyPair).\s
fileName - A file name where the key information is written to.\s

groupName - The name of the security group.\s
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groupDesc - The description of the security group.\s

Illlll);

Scanner scanner = new Scanner(System.in);
EC2Actions ec2Actions = new EC2Actions();

String keyName = "TestKeyPair7" ;
String fileName = "ec2Key.pem";
String groupName = "TestSecGroup7" ;
String groupDesc = "Test Group" ;

String vpcIld = ec2Actions.describeFirstEC2VpcAsync().join().vpcId();

InetAddress localAddress =

InetAddress.getlLocalHost();

String myIpAddress = localAddress.getHostAddress();

logger.info("""

Amazon Elastic Compute Cloud (EC2) is a web service that provides

secure, resizable compute

capacity in the cloud. It allows developers and organizations to

easily launch and manage

virtual server instances, known as EC2 instances, to run their

applications.

EC2 provides a wide range of instance types, each with different

compute, memory,

and storage capabilities, to meet the diverse needs of various

workloads. Developers

can choose the appropriate instance type based on their application's

requirements,

such as high-performance computing, memory-intensive tasks, or GPU-

accelerated workloads.

The “Ec2AsyncClient’ interface in the AWS SDK for Java 2.x provides a

set of methods to

programmatically interact with the Amazon EC2 service. This allows

developers to

automate the provisioning, management, and monitoring of EC2

instances as part of their
application deployment
building and deploying

their applications without having to worry about the underlying

infrastructure

pipelines. With EC2, teams can focus on

required to host and manage physical servers.
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This scenario walks you through how to perform key operations for
this service.

Let's get started...

IIIIII);

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("1l. Create an RSA key pair and save the private key material
as a .pem file.");
logger.info("""
An RSA key pair for Amazon EC2 is a security mechanism used to
authenticate and secure
access to your EC2 instances. It consists of a public key and a
private key,
which are generated as a pair.
)
waitForInputToContinue(scanner);
try {
CompletableFuture<CreateKeyPairResponse> future =
ec2Actions.createKeyPairAsync(keyName, fileName);
CreateKeyPairResponse response = future.join();
logger.info("Key Pair successfully created. Key Fingerprint: " +
response.keyFingerprint());

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
if (ec2Ex.getMessage().contains("already exists")) {
// Key pair already exists.
logger.info("The key pair '" + keyName + "' already exists.
Moving on...");
} else {
logger.info("EC2 error occurred: Error message: {}, Error
code {}", ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
}
} else {
logger.info("An unexpected error occurred: " +
(rt.getMessage()));
return;
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waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("2. List key pairs.");
waitForInputToContinue(scanner);
try {
CompletableFuture<DescribeKeyPairsResponse> future =
ec2Actions.describeKeysAsync();
DescribeKeyPairsResponse keyPairsResponse = future.join();
keyPairsResponse.keyPairs().forEach(keyPair -> logger.info(
"Found key pair with name {} and fingerprint {}",
keyPair.keyName(),
keyPair.keyFingerprint()));

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Error message: {}, Error code
{}", ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}", (cause != null ?
cause.getMessage() : rt.getMessage()));
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);

logger.info("3. Create a security group.");

logger.info("""
An AWS EC2 Security Group is a virtual firewall that controls the
inbound and outbound traffic to an EC2 instance. It acts as a first

line
of defense for your EC2 instances, allowing you to specify the rules
that
govern the network traffic entering and leaving your instances.
")
waitForInputToContinue(scanner);
String groupId = "";

try {
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CompletableFuture<String> future =
ec2Actions.createSecurityGroupAsync(groupName, groupDesc, vpcId, myIpAddress);

future.join();

logger.info("Created security group") ;

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
if (ec2Ex.awsErrorDetails().errorMessage().contains("already
exists")) {
logger.info("The Security Group already exists. Moving
on...");
} else {
logger.error("An unexpected error occurred: {}",
ec2Ex.awsErrorDetails().errorMessage());
retuzrn;
}
} else {
logger.error("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("4. Display security group information for the new security
group.");
waitForInputToContinue(scanner);
try {
CompletableFuture<String> future =
ec2Actions.describeSecurityGroupArnByNameAsync(groupName);
groupId = future.join();
logger.info("The security group Id is "+groupId);

} catch (RuntimeException rt) {

Throwable cause = rt.getCause();

if (cause instanceof Ec2Exception ec2Ex) {
String errorCode = ec2Ex.awsErrorDetails().errorCode();
if ("InvalidGroup.NotFound".equals(errorCode)) {

logger.info("Security group '{}' does not exist. Error Code:
{}", groupName, errorCode);

} else {
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logger.info("EC2 error occurred: Message {}, Error Code: {}",
ec2Ex.getMessage(), errorCode);
}
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
}
}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("5. Get a list of Amazon Linux 2 AMIs and select one with
amzn2 in the name.");
logger.info("""
An Amazon EC2 AMI (Amazon Machine Image) is a pre-configured virtual
machine image that
serves as a template for launching EC2 instances. It contains all the
necessary software and
configurations required to run an application or operating system on
an EC2 instance.
)
waitForInputToContinue(scanner);
String instanceAMI="";
try {
CompletableFuture<GetParametersByPathResponse> future =
ec2Actions.getParaValuesAsync();
GetParametersByPathResponse pathResponse = future.join();
List<Parameter> parameterList = pathResponse.parameters();
for (Parameter para : parameterList) {
if (filterName(para.name())) {
instanceAMI = para.value();
break;

}
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
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retuzrn;

}
logger.info("The AMI value with amzn2 is: {3}", instanceAMI);

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("6. Get the (Amazon Machine Image) AMI value from the amzn2
image.");
logger.info("""
An AMI value represents a specific version of a virtual machine (VM)
or server image.
It uniquely identifies a particular version of an EC2 instance,
including its operating system,
pre-installed software, and any custom configurations. This allows you
to consistently deploy the same
VM image across your infrastructure.

")
waitForInputToContinue(scanner);
String amiValue;
try {
CompletableFuture<String> future =
ec2Actions.describeImageAsync(instanceAMI);
amiValue = future.join();

} catch (CompletionException ce) {
Throwable cause = ce.getCause();
if (cause instanceof Ec2Exception) {
Ec2Exception ec2Ex = (Ec2Exception) cause;
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
return;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
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logger.info("7. Retrieves an instance type available in the current AWS
region.");
waitForInputToContinue(scanner);
String instanceType;
try {
CompletableFuture<String> future =
ec2Actions.getInstanceTypesAsync();
instanceType = future.join();
if (!instanceType.isEmpty()) {
logger.info("Found instance type: " + instanceType);
} else {
logger.info("Desired instance type not found.");
}
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("8. Create an Amazon EC2 instance using the key pair, the
instance type, the security group, and the EC2 AMI value.");
logger.info("Once the EC2 instance is created, it is placed into a
running state.");
waitForInputToContinue(scanner);
String newInstanceld;
try {
CompletableFuture<String> future =
ec2Actions.runInstanceAsync(instanceType, keyName, groupName, amiValue);
newInstanceld = future.join();
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception) {
Ec2Exception ec2Ex = (Ec2Exception) cause;
switch (ec2Ex.awsErrorDetails().errorCode()) {
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case "InvalidParameterValue":
logger.info("EC2 error occurred: Message {}, Error Code:
{}", ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
break;
case "InsufficientInstanceCapacity":
// Handle insufficient instance capacity.
logger.info("Insufficient instance capacity: {3}, {1}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
break;
case "InvalidGroup.NotFound":
// Handle security group not found.
logger.info("Security group not found: {3}, {}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
break;
default:
logger.info("EC2 error occurred: {} (Code: {}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());

break;
}
return;
} else {
logger.info("An unexpected error occurred: {}", (cause != null ?

cause.getMessage() : rt.getMessage()));
return;

}

logger.info("The instance Id is " + newlInstanceld);
waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("9. Display information about the running instance. ");

waitForInputToContinue(scanner);
String publicIp;
try {
CompletableFuture<String> future =
ec2Actions.describeEC2InstancesAsync(newInstanceld);
publicIp = future.join();
logger.info("EC2 instance public IP {}", publicIp);
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
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logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

logger.info("You can SSH to the instance using this command:");
logger.info("ssh -i " + fileName + " ec2-user@" + publicIp);
waitForInputToContinue(scanner);

logger.info(DASHES);

logger.info(DASHES);
logger.info("1@. Stop the instance using a waiter (this may take a few
mins).");
// Remove the 2nd one
waitForInputToContinue(scanner);
try {
CompletableFuture<Void> future =
ec2Actions.stopInstanceAsync(newInstanceld);
future.join();

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);

logger.info("11l. Start the instance using a waiter (this may take a few
mins).");

try {
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CompletableFuture<Void> future =
ec2Actions.startInstanceAsync(newInstanceld);
future.join();

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
// Handle EC2 exceptions.
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("12. Allocate an Elastic IP address and associate it with the
instance.");
logger.info("""
An Elastic IP address is a static public IP address that you can
associate with your EC2 instance.
This allows you to have a fixed, predictable IP address that remains
the same even if your instance
is stopped, terminated, or replaced.
This is particularly useful for applications or services that need to
be accessed consistently from a
known IP address.

An EC2 Allocation ID (also known as a Reserved Instance Allocation
ID) is a unique identifier associated with a Reserved Instance (RI) that you
have purchased in AWS.

When you purchase a Reserved Instance, AWS assigns a unique
Allocation ID to it.

This Allocation ID is used to track and identify the specific RI you
have purchased,

and it is important for managing and monitoring your Reserved
Instances.
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")

waitForInputToContinue(scanner);
String allocationId;
try {
CompletableFuture<String> future = ec2Actions.allocateAddressAsync();
allocationId = future.join();
logger.info("Successfully allocated address with ID: "
+allocationId);
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}
logger.info("The allocation Id value is " + allocationId);
waitForInputToContinue(scanner);
String associationId;
try {
CompletableFuture<String> future =
ec2Actions.associateAddressAsync(newInstanceld, allocationId);
associationId = future.join();
logger.info("Successfully associated address with ID: "
+associationlId);
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
return;

}

waitForInputToContinue(scanner);
logger.info(DASHES);
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logger.info(DASHES);
logger.info("13. Describe the instance again. Note that the public IP
address has changed");
waitForInputToContinue(scanner);
try {
CompletableFuture<String> future =
ec2Actions.describeEC2InstancesAsync(newInstanceld);
publicIp = future.join();
logger.info("EC2 instance public IP: " + publicIp);
logger.info("You can SSH to the instance using this command:");
logger.info("ssh -i " + fileName + " ec2-user@" + publicIp);
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
return;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("14. Disassociate and release the Elastic IP address.");
waitForInputToContinue(scanner);
try {
CompletableFuture<DisassociateAddressResponse> future =
ec2Actions.disassociateAddressAsync(associationId);
future.join();
logger.info("Address successfully disassociated.");
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
// Handle EC2 exceptions.
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
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logger.info("An unexpected error occurred: {}",
cause.getMessage());

retuzrn;
}
}
waitForInputToContinue(scanner);
try {

CompletableFuture<ReleaseAddressResponse> future =
ec2Actions.releaseEC2AddressAsync(allocationId);

future.join(); // Wait for the operation to complete
logger.info("Elastic IP address successfully released.");

} catch (RuntimeException rte) {
logger.info("An unexpected error occurred: {}", rte.getMessage());
return;

}

waitForInputToContinue(scanner);

logger.info(DASHES);

logger.info(DASHES);

logger.info("15. Terminate the instance and use a waiter (this may take a

few mins).");
waitForInputToContinue(scanner);
try {
CompletableFuture<Object> future =
ec2Actions.terminateEC2Async(newInstanceld);
future.join();
logger.info("EC2 instance successfully terminated.");
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
// Handle EC2 exceptions.
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
return;

}
logger.info(DASHES);

logger.info(DASHES);
logger.info("16. Delete the security group.");
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waitForInputToContinue(scanner);
try {
CompletableFuture<Void> future =
ec2Actions.deleteEC2SecGroupAsync(groupId);
future.join();
logger.info("Security group successfully deleted.");
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("17. Delete the key.");
waitForInputToContinue(scanner);
try {
CompletableFuture<DeleteKeyPairResponse> future =
ec2Actions.deleteKeysAsync(keyName);
future.join();
logger.info("Successfully deleted key pair named " + keyName);
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);
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}

logger.info(DASHES);
logger.info("You successfully completed the Amazon EC2 scenario.");
logger.info(DASHES);

public static boolean filterName(String name) {
String[] parts
String myValue
return myValue.

= name.

Split( II/II);

= parts[4];

contains("amzn2");

private static void waitForInputToContinue(Scanner scanner) {

while (true) {
logger.info("");
logger.info("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextLine();

import
import
import
import
import
import
import
import
import
import
import

if (input.trim().equalsIgnoreCase("c")) {
logger.info("Continuing with the program...");
logger.info("");

break;

} else {

// Handle invalid input.

logger.info("Invalid input. Please try again.");

2AVESVITIRIVSAEERLET,

org.slf4j.Logger;
org.slf4j.LoggerFactory;

software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

core.client.config.ClientOverrideConfiguration;
http.async.SdkAsyncHttpClient;
http.nio.netty.NettyNioAsyncHttpClient;
regions.Region;

services.ec2.Ec2AsyncClient;
services.ec2.model.AllocateAddressRequest;
services.ec2.model.AllocateAddressResponse;
services.ec2.model.AssociateAddressRequest;
services.ec2.model.AssociateAddressResponse;

EREEA

187



Amazon Elastic Compute Cloud

FROYN—=HA K

import

software.amazon.awssdk.services.ec2.model.

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.
services.

ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.
ec2.

AuthorizeSecurityGroupIngressRequest;

model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.
model.

CreateKeyPairRequest;
CreateKeyPairResponse;
CreateSecurityGroupRequest;
DeleteKeyPairRequest;
DeleteKeyPairResponse;
DeleteSecurityGroupRequest;
DeleteSecurityGroupResponse;
DescribeImagesRequest;
DescribeInstanceTypesRequest;
DescribeInstanceTypesResponse;
DescribeInstancesRequest;
DescribeKeyPairsResponse;
DescribeSecurityGroupsRequest;
DescribeSecurityGroupsResponse;
DescribeVpcsRequest;
DisassociateAddressRequest;
DisassociateAddressResponse;
DomainType;

Ec2Exception;

Filter;

InstanceTypelnfo;
IpPermission;

IpRange;
ReleaseAddressRequest;
ReleaseAddressResponse;
RunInstancesRequest;
RunInstancesResponse;
StopInstancesRequest;
StartInstancesRequest;
TerminateInstancesRequest;
Vpc;

paginators.DescribeImagesPublisher;
paginators.DescribeInstancesPublisher;

software.amazon.awssdk.services.ec2.paginators.DescribeSecurityGroupsPublisher;
paginators.DescribeVpcsPublisher;
waiters.Ec2AsyncWaiter;
SsmAsyncClient;

import
import
import
import
import
import
import

software.
software.
software.
software.
software.
software.
java.io.BufferedWriter;

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

services.
services.
services.
services.
services.
services.

ec2.
ec2.
ssm.
ssm.
.model.
ec2.

ssm

model.

model.

GetParametersByPathRequest;
GetParametersByPathResponse;
TerminateInstancesResponse;
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import java.io.FileWriter;

import java.io.IOException;

import java.time.Duration;

import java.util.list;

import java.util.concurrent.CompletableFuture;
import java.util.concurrent.CompletionException;
import java.util.concurrent.atomic.AtomicReference;

public class EC2Actions {
private static final Logger logger =
LoggerFactory.getlLogger(EC2Actions.class);
private static Ec2AsyncClient ec2AsyncClient;

/**
* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
*
* @return the configured ECR asynchronous client.
*/
private static Ec2AsyncClient getAsyncClient() {
if (ec2AsyncClient == null) {
/*
The “NettyNioAsyncHttpClient  class is part of the AWS SDK for Java,
version 2,
and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.
It uses the Netty framework to handle the underlying network
communication and the Java NIO API to
provide a non-blocking, event-driven approach to HTTP requests and

responses.
*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.builder()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60)) // Set the connection

timeout.

.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.builder()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API
call timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the
individual call attempt timeout.
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.build();

ec2AsyncClient = Ec2AsyncClient.builder()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ec2AsyncClient;

/**
* Deletes a key pair asynchronously.
*
* @param keyPair the name of the key pair to delete
* @return a {e@link CompletableFuture} that represents the result of the
asynchronous operation.

& The {@link CompletableFuture} will complete with a {@link
DeleteKeyPairResponse} object
& that provides the result of the key pair deletion operation.
*/
public CompletableFuture<DeleteKeyPairResponse> deleteKeysAsync(String
keyPair) {
DeleteKeyPairRequest request = DeleteKeyPairRequest.builder()
.keyName (keyPair)
.build();

// Initiate the asynchronous request to delete the key pair.
CompletableFuture<DeleteKeyPairResponse> response =
getAsyncClient().deleteKeyPair(request);
return response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to delete key pair: " +
keyPair, ex);
} else if (resp == null) {
throw new RuntimeException('"No response received for deleting key

pair: " + keyPair);
}
1}
}
/**

* Deletes an EC2 security group asynchronously.
*

BEARz2R
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* @param groupIld the ID of the security group to delete
* @return a CompletableFuture that completes when the security group is
deleted
*/
public CompletableFuture<Void> deleteEC2SecGroupAsync(String groupId) {
DeleteSecurityGroupRequest request = DeleteSecurityGroupRequest.builder()
.groupId(groupId)
.build();

CompletableFuture<DeleteSecurityGroupResponse> response =
getAsyncClient().deleteSecurityGroup(request);
return response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to delete security group with
Id " + groupld, ex);
} else if (resp == null) {
throw new RuntimeException('"No response received for deleting
security group with Id " + groupId);
}
}).thenApply(resp -> null);

/**
* Terminates an EC2 instance asynchronously and waits for it to reach the
terminated state.
*
* @param instanceld the ID of the EC2 instance to terminate
* @return a {e@link CompletableFuture} that completes when the instance has
been terminated
* @throws RuntimeException if there is no response from the AWS SDK or if
there is a failure during the termination process
*/
public CompletableFuture<Object> terminateEC2Async(String instanceld) {
TerminateInstancesRequest terminateRequest =
TerminateInstancesRequest.builder()
.instancelds(instanceld)
.build();

CompletableFuture<TerminateInstancesResponse> responseFuture =
getAsyncClient().terminateInstances(terminateRequest);
return responseFuture.thenCompose(terminateResponse -> {
if (terminateResponse == null) {
throw new RuntimeException("No response received for terminating
instance " + instanceld);
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}
System.out.println("Going to terminate an EC2 instance and use a
waiter to wait for it to be in terminated state");
return getAsyncClient().waiter()
.waitUntilInstanceTerminated(r -> r.instanceIds(instanceId))
.thenApply(waiterResponse -> null);
}) .exceptionally(throwable -> {
// Handle any exceptions that occurred during the async call
throw new RuntimeException("Failed to terminate EC2 instance:
throwable.getMessage(), throwable);
1);

n +

* Releases an Elastic IP address asynchronously.

* @param allocId the allocation ID of the Elastic IP address to be released
* @return a {e@link CompletableFuture} representing the asynchronous
operation of releasing the Elastic IP address
*/
public CompletableFuture<ReleaseAddressResponse>
releaseEC2AddressAsync(String allocId) {
ReleaseAddressRequest request = ReleaseAddressRequest.builder()
.allocationId(allocId)
.build();

CompletableFuture<ReleaseAddressResponse> response =
getAsyncClient().releaseAddress(request);
response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to release Elastic IP
address", ex);
}
18

return response;

/**
* Disassociates an Elastic IP address from an instance asynchronously.
*
* @param associationId The ID of the association you want to disassociate.
* @return a {e@link CompletableFuture} representing the asynchronous
operation of disassociating the address. The
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& {@link CompletableFuture} will complete with a {@link
DisassociateAddressResponse} when the operation is

& finished.

* @throws RuntimeException if the disassociation of the address fails.

*/

public CompletableFuture<DisassociateAddressResponse>
disassociateAddressAsync(String associationId) {
Ec2AsyncClient ec2 = getAsyncClient();
DisassociateAddressRequest addressRequest =
DisassociateAddressRequest.builder()
.associationId(associationId)
.build();

// Disassociate the address asynchronously.
CompletableFuture<DisassociateAddressResponse> response =
ec2.disassociateAddress(addressRequest);
response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to disassociate address", ex);

1)

return response;

/**
* Associates an Elastic IP address with an EC2 instance asynchronously.
*
* @param instanceld the ID of the EC2 instance to associate the Elastic
IP address with
* @param allocationId the allocation ID of the Elastic IP address to
associate
* @return a {@link CompletableFuture} that completes with the association ID
when the operation is successful,
& or throws a {e@link RuntimeException} if the operation fails
*/
public CompletableFuture<String> associateAddressAsync(String instanceld,
String allocationId) {
AssociateAddressRequest associateRequest =
AssociateAddressRequest.buildexr()
.instanceld(instanceld)
.allocationId(allocationId)
.build();
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CompletableFuture<AssociateAddressResponse> responseFuture =
getAsyncClient().associateAddress(associateRequest);
return responseFuture.thenApply(response -> {

if (response.associationId() != null) {
return response.associationId();
} else {

throw new RuntimeException("Association ID is null after
associating address.");
}
}).whenComplete((result, ex) -> {
if (ex !'= null) {
throw new RuntimeException('"Failed to associate address", ex);

1)

/**
* Allocates an Elastic IP address asynchronously in the VPC domain.
*
* @return a {e@link CompletableFuture} containing the allocation ID of the
allocated Elastic IP address
*/
public CompletableFuture<String> allocateAddressAsync() {
AllocateAddressRequest allocateRequest = AllocateAddressRequest.builder()
.domain(DomainType.VPC)
.build();

CompletableFuture<AllocateAddressResponse> responseFuture =
getAsyncClient().allocateAddress(allocateRequest);

return
responseFuture.thenApply(AllocateAddressResponse::allocationId).whenComplete((result,
ex) -> {

if (ex !'= null) {
throw new RuntimeException("Failed to allocate address", ex);

1)

/**
* Asynchronously describes the state of an EC2 instance.

* The paginator helps you iterate over multiple pages of results.
*

* @param newInstanceld the ID of the EC2 instance to describe
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* @return a {@link CompletableFuture} that, when completed, contains a
string describing the state of the EC2 instance
*/
public CompletableFuture<String> describeEC2InstancesAsync(String
newInstanceId) {
DescribeInstancesRequest request = DescribelInstancesRequest.builder()
.instancelds(newInstanceld)
.build();

DescribeInstancesPublisher paginator =
getAsyncClient().describeInstancesPaginator(request);
AtomicReference<String> publicIpAddressRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.reservations().stream()
.flatMap(reservation -> reservation.instances().stream())
.filter(instance -> instance.instancelId().equals(newInstanceld))
.findFirst()
.ifPresent(instance ->
publicIpAddressRef.set(instance.publicIpAddress()));
}) .thenApply(v -> {
String publicIpAddress = publicIpAddressRef.get();
if (publicIpAddress == null) {
throw new RuntimeException("Instance with ID " + newInstanceld +
" not found.");
}
return publicIpAddress;
}) .exceptionally(ex -> {
logger.info("Failed to describe instances: " + ex.getMessage());
throw new RuntimeException("Failed to describe instances", ex);

1)

/**

* Runs an EC2 instance asynchronously.

*

* @param instanceType The instance type to use for the EC2 instance.

* @param keyName The name of the key pair to associate with the EC2
instance.

* @param groupName The name of the security group to associate with the EC2
instance.

* @param amild The ID of the Amazon Machine Image (AMI) to use for the EC2
instance.

* @return A {@link CompletableFuture} that completes with the ID of the
started EC2 instance.
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* @throws RuntimeException If there is an error running the EC2 instance.
*/
public CompletableFuture<String> runInstanceAsync(String instanceType, String
keyName, String groupName, String amild) {
RunInstancesRequest runRequest = RunInstancesRequest.builder()

.instanceType(instanceType)
.keyName (keyName)
.securityGroups(groupName)
.maxCount(1)
.minCount(1)
.imageId(amild)
.build();

CompletableFuture<RunInstancesResponse> responseFuture
getAsyncClient().runInstances(runRequest);
return responseFuture.thenCompose(response -> {
String instanceldVal = response.instances().get(@).instanceId();
System.out.println("Going to start an EC2 instance and use a waiter
to wait for it to be in running state");
return getAsyncClient().waiter()
.waitUntilInstanceExists(r -> r.instanceIds(instanceIdVal))
.thenCompose(waitResponse -> getAsyncClient().waiter()
.waitUntilInstanceRunning(r -> r.instancelds(instancelIdVal))
.thenApply(runningResponse -> instanceldVal));
}) .exceptionally(throwable -> {
// Handle any exceptions that occurred during the async call

throw new RuntimeException("Failed to run EC2 instance: " +
throwable.getMessage(), throwable);
1)
}
/**
* Asynchronously retrieves the instance types available in the current AWS
region.
* <p>

* This method uses the AWS SDK's asynchronous API to fetch the available
instance types

* and then processes the response. It logs the memory information, network
information,

* and instance type for each instance type returned. Additionally, it
returns a

* {@link CompletableFuture} that resolves to the instance type string for
the "t2.2xlarge"
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* instance type, if it is found in the response. If the "t2.2xlarge"
instance type is not
* found, an empty string is returned.
* </p>
*
* @return a {@link CompletableFuture} that resolves to the instance type
string for the
* "t2.2xlarge" instance type, or an empty string if the instance type is not
found
*/
public CompletableFuture<String> getInstanceTypesAsync() {
DescribeInstanceTypesRequest typesRequest =
DescribeInstanceTypesRequest.builder()
.maxResults(10)
.build();

CompletableFuture<DescribeInstanceTypesResponse> response =
getAsyncClient().describeInstanceTypes(typesRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
List<InstanceTypeInfo> instanceTypes = resp.instanceTypes();
for (InstanceTypelnfo type : instanceTypes) {
logger.info("The memory information of this type is " +
type.memoryInfo().sizeInMiB());
logger.info("Network information is " +
type.networkInfo().toString());
logger.info("Instance type is " +
type.instanceType().toString());
}
} else {
throw (RuntimeException) ex;

1)

return response.thenApply(resp -> {
for (InstanceTypelnfo type : resp.instanceTypes()) {
String instanceType = type.instanceType().toString();
if (instanceType.equals("t2.2xlarge")) {
return instanceType;

}

return

mim,
’

1)
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/**
* Asynchronously describes an AWS EC2 image with the specified image ID.
*
* @param imageIld the ID of the image to be described
* @return a {e@link CompletableFuture} that, when completed, contains the ID
of the described image
* @throws RuntimeException if no images are found with the provided image
ID, or if an error occurs during the AWS API call
*/
public CompletableFuture<String> describeImageAsync(String imageId) {
DescribeImagesRequest imagesRequest = DescribelImagesRequest.builder()
.imageIds(imageld)
.build();

AtomicReference<String> imageIdRef = new AtomicReference<>();
DescribeImagesPublisher paginator =
getAsyncClient().describeImagesPaginator(imagesRequest);
return paginator.subscribe(response -> {
response.images().stream()
.filter(image -> image.imageld().equals(imageld))
.findFirst()
.ifPresent(image -> {
logger.info("The description of the image is " +
image.description());
logger.info("The name of the image is " + image.name());
imageIdRef.set(image.imageld());
18
}) .thenApply(v -> {
String id = imageIdRef.get();
if (id == null) {
throw new RuntimeException('"No images found with the provided
image ID.");
}
return id;
}) .exceptionally(ex -> {
logger.info("Failed to describe image: " + ex.getMessage());
throw new RuntimeException("Failed to describe image", ex);

1)

/**
* Retrieves the parameter values asynchronously using the AWS Systems
Manager (SSM) API.
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*

* @return a {e@link CompletableFuture} that holds the response from the SSM
API call to get parameters by path
*/
public CompletableFuture<GetParametersByPathResponse> getParaValuesAsync() {
SsmAsyncClient ssmClient = SsmAsyncClient.builder()
.region(Region.US_EAST_1)
.build();

GetParametersByPathRequest parameterRequest =
GetParametersByPathRequest.builder()
.path("/aws/service/ami-amazon-linux-latest")
.build();

// Create a CompletableFuture to hold the final result.
CompletableFuture<GetParametersByPathResponse> responseFuture = new
CompletableFuture<>();
ssmClient.getParametersByPath(parameterRequest)
.whenComplete((response, exception) -> {
if (exception != null) {
responseFuture.completeExceptionally(new
RuntimeException("Failed to get parameters by path", exception));
} else {
responseFuture.complete(response);

1)

return responseFuture;

/**
* Asynchronously describes the security groups for the specified group ID.
*

* @param groupName the name of the security group to describe
* @return a {e@link CompletableFuture} that represents the asynchronous

operation
& of describing the security groups. The future will complete with a
& {@link DescribeSecurityGroupsResponse} object that contains the
& security group information.
*/

public CompletableFuture<String> describeSecurityGroupArnByNameAsync(String
groupName) {
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DescribeSecurityGroupsRequest request =
DescribeSecurityGroupsRequest.buildexr()
.groupNames(groupName)
.build();

DescribeSecurityGroupsPublisher paginator =
getAsyncClient().describeSecurityGroupsPaginator(request);
AtomicReference<String> groupIdRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.securityGroups().stream()
.filter(securityGroup ->
securityGroup.groupName().equals(groupName))
.findFirst()
.ifPresent(securityGroup ->
groupIdRef.set(securityGroup.groupId()));
}) .thenApply(v -> {
String groupId = groupIdRef.get();
if (groupld == null) {
throw new RuntimeException("No security group found with the
name: " + groupName);
}
return groupld;
}) .exceptionally(ex -> {
logger.info("Failed to describe security group: " + ex.getMessage());
throw new RuntimeException("Failed to describe security group", ex);

1)

/**
* Creates a new security group asynchronously with the specified group name,
description, and VPC ID. It also
* authorizes inbound traffic on ports 80 and 22 from the specified IP

address.

*

* @param groupName the name of the security group to create

* @param groupDesc the description of the security group

* @param vpcld the ID of the VPC in which to create the security
group

* @param myIpAddress the IP address from which to allow inbound traffic
(e.g., "192.168.1.1/0" to allow traffic from

& any IP address in the 192.168.1.0/24 subnet)

* @return a CompletableFuture that, when completed, returns the ID of the
created security group
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* @throws RuntimeException if there was a failure creating the security
group or authorizing the inbound traffic
*/
public CompletableFuture<String> createSecurityGroupAsync(String groupName,
String groupDesc, String vpcId, String myIpAddress) {
CreateSecurityGroupRequest createRequest =
CreateSecurityGroupRequest.builder()
.groupName(groupName)
.description(groupDesc)
.vpcId(vpcId)
.build();

return getAsyncClient().createSecurityGroup(createRequest)
.thenCompose(createResponse -> {
String groupId = createResponse.groupId();
IpRange ipRange = IpRange.builder()
.cidrIp(myIpAddress + "/32")
.build();

IpPermission ipPerm = IpPermission.builder()
.ipProtocol("tcp")
.toPort(80)
.fromPort(80)
.ipRanges(ipRange)
.build();

IpPermission ipPerm2 = IpPermission.builder()
.ipProtocol("tcp")
.toPort(22)
.fromPort(22)
.ipRanges(ipRange)
.build();

AuthorizeSecurityGroupIngressRequest authRequest =
AuthorizeSecurityGroupIngressRequest.builder()
.groupName(groupName)
.ipPermissions(ipPerm, ipPerm2)
.build();

return
getAsyncClient().authorizeSecurityGroupIngress(authRequest)
.thenApply(authResponse -> groupld);
1)

.whenComplete((result, exception) -> {
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if (exception != null) {
if (exception instanceof CompletionException &&
exception.getCause() instanceof Ec2Exception) {
throw (Ec2Exception) exception.getCause();

} else {
throw new RuntimeException("Failed to create security
group: " + exception.getMessage(), exception);
}
}
1)
}
/**
* Asynchronously describes the key pairs associated with the current AWS
account.

*

* @return a {e@link CompletableFuture} containing the {@link
DescribeKeyPairsResponse} object, which provides
* information about the key pairs.
*/
public CompletableFuture<DescribeKeyPairsResponse> describeKeysAsync() {
CompletableFuture<DescribeKeyPairsResponse> responseFuture =
getAsyncClient().describeKeyPairs();
responseFuture.whenComplete((response, exception) -> {
if (exception != null) {
throw new RuntimeException("Failed to describe key pairs: " +
exception.getMessage(), exception);
}
1);

return responseFuture;

* Creates a new key pair asynchronously.

* @param keyName the name of the key pair to create

* @param fileName the name of the file to write the key material to

* @return a {e@link CompletableFuture} that represents the asynchronous
operation

ks of creating the key pair and writing the key material to a file

*/

public CompletableFuture<CreateKeyPairResponse> createKeyPairAsync(String

keyName, String fileName) {

HEEAZZAR 202



Amazon Elastic Compute Cloud FROY/IN—HA R

CreateKeyPairRequest request = CreateKeyPairRequest.builder()
.keyName (keyName)
.build();

CompletableFuture<CreateKeyPairResponse> responseFuture =
getAsyncClient().createKeyPair(request);
responseFuture.whenComplete((response, exception) -> {
if (response != null) {
try {
BufferedWriter writer = new BufferedWriter(new
FileWriter(fileName));
writer.write(response.keyMaterial());
writer.close();
} catch (IOException e) {
throw new RuntimeException("Failed to write key material to
file: " + e.getMessage(), e);
}
} else {
throw new RuntimeException("Failed to create key pair:
exception.getMessage(), exception);

}

n +

1)

return responseFuture;

/**
* Describes the first default VPC asynchronously and using a paginator.
*
* @return a {e@link CompletableFuture} that, when completed, contains the
first default VPC found.\
*/
public CompletableFuture<Vpc> describeFirstEC2VpcAsync() {
Filter myFilter = Filter.builder()
.name("is-default")
.values("true")
.build();

DescribeVpcsRequest request = DescribeVpcsRequest.builder()
.filters(myFilter)
.build();

DescribeVpcsPublisher paginator =
getAsyncClient().describeVpcsPaginator(request);
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AtomicReference<Vpc> vpcRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.vpcs().stream()
.findFirst()
.ifPresent(vpcRef::set);
}) .thenApply(v -> {
Vpc vpc = vpcRef.get();
if (vpc == null) {
throw new RuntimeException("Default VPC not found");
}
return vpc;
}).exceptionally(ex -> {
logger.info("Failed to describe VPCs: " + ex.getMessage());
throw new RuntimeException("Failed to describe VPCs", ex);

1)

/**
* Stops the EC2 instance with the specified ID asynchronously and waits for
the instance to stop.
*
* @param instanceld the ID of the EC2 instance to stop
* @return a {@link CompletableFuture} that completes when the instance has
been stopped, or exceptionally if an error occurs
*/
public CompletableFuture<Void> stopInstanceAsync(String instanceId) {
StopInstancesRequest stopRequest = StopInstancesRequest.builder()
.instancelds(instanceld)
.build();

DescribeInstancesRequest describeRequest =
DescribeInstancesRequest.buildexr()
.instancelds(instanceId)
.build();

Ec2AsyncWaiter ec2Waiter = Ec2AsyncWaiter.builder()
.client(getAsyncClient())
.build();

CompletableFuture<Void> resultFuture = new CompletableFuture<>();
logger.info("Stopping instance " + instanceld + " and waiting for it to
stop.");
getAsyncClient().stopInstances(stopRequest)
.thenCompose(response -> {
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if (response.stoppingInstances().isEmpty()) {
return CompletableFuture.failedFuture(new
RuntimeException("No instances were stopped. Please check the instance ID: " +
instanceld));
}
return ec2Waiter.waitUntilInstanceStopped(describeRequest);
b
.thenAccept(waiterResponse -> {
logger.info("Successfully stopped instance " + instanceld);
resultFuture.complete(null);
b
.exceptionally(throwable -> {
logger.error("Failed to stop instance " + instanceld + ": " +
throwable.getMessage(), throwable);
resultFuture.completeExceptionally(new RuntimeException("Failed

to stop instance: " + throwable.getMessage(), throwable));
return null;
18
return resultFuture;
}
/**

* Starts an Amazon EC2 instance asynchronously and waits until it is in the
"running" state.
*
* @param instanceld the ID of the instance to start
* @return a {e@link CompletableFuture} that completes when the instance has
been started and is in the "running" state, or exceptionally if an error occurs
*/
public CompletableFuture<Void> startInstanceAsync(String instanceId) {
StartInstancesRequest startRequest = StartInstancesRequest.builder()
.instancelds(instanceId)
.build();

Ec2AsyncWaiter ec2Waiter = Ec2AsyncWaiter.builder()
.client(getAsyncClient())
.build();

DescribeInstancesRequest describeRequest =
DescribeInstancesRequest.builder()
.instancelds(instanceld)
.build();
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logger.info("Starting instance " + instanceld + " and waiting for it to
run.");
CompletableFuture<Void> resultFuture = new CompletableFuture<>();
return getAsyncClient().startInstances(startRequest)
.thenCompose(response ->
ec2Waiter.waitUntilInstanceRunning(describeRequest)
)
.thenAccept(waiterResponse -> {
logger.info("Successfully started instance " + instanceld);
resultFuture.complete(null);
b
.exceptionally(throwable -> {
resultFuture.completeExceptionally(new RuntimeException("Failed
to start instance: " + throwable.getMessage(), throwable));
return null;

1)
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TYTR, AVESI9T 1T BBIORTEEENTDIFTIVATL—LT—VEEAL TEE
ENFET, TELAVTFANIDOVTE, GitHub URD RJICT VAL TLKEZ WL,

import
import
import
import

tmpdir } from "node:os";

writeFile, mkdtemp, rm } from "node:fs/promises";
join } from "node:path";

get } from "node:http";

e N

import {
AllocateAddressCommand,
AssociateAddressCommand,
AuthorizeSecurityGroupIngressCommand,
CreateKeyPairCommand,
CreateSecurityGroupCommand,
DeleteKeyPairCommand,
DeleteSecurityGroupCommand,
DisassociateAddressCommand,
paginateDescribelImages,
paginateDescribeInstances,
paginateDescribelInstanceTypes,
ReleaseAddressCommand,
RunInstancesCommand,

EXREZR 207


https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/RunInstances
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/StartInstances
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/StopInstances
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/TerminateInstances
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/UnmonitorInstances
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3/example_code/ec2#code-examples

Amazon Elastic Compute Cloud FROY/IN—HA R

StartInstancesCommand,
StopInstancesCommand,
TerminateInstancesCommand,
waitUntilInstanceStatusOk,
waitUntilInstanceStopped,
waitUntilInstanceTerminated,
} from "eaws-sdk/client-ec2";

import {
ScenarioAction,
Scenariolnput,
ScenarioQutput,
} from "@aws-doc-sdk-examples/lib/scenario/index.js";

import { paginateGetParametersByPath, SSMClient } from "@aws-sdk/client-ssm";

/**
* @typedef {{
& ec2Client: import('@aws-sdk/client-ec2').EC2Client,
& errors: Error[],
ks keyPairId?: string,
* tmpDirectory?: string,
ks securityGroupId?: string,
& ipAddress?: string,
& images?: import('eaws-sdk/client-ec2').Imagel[],
ik image?: import('@aws-sdk/client-ec2').Image,
& instanceTypes?: import('@aws-sdk/client-ec2').InstanceTypelnfol[],
& instanceld?: string,
& instancelpAddress?: string,
ik allocationId?: string,
& allocatedIpAddress?: string,
* associationId?: string,
}} State

*

*/

/**
* A skip function provided to the “skipWhen® of a Step when you want
* to ignore that step if any errors have occurred.
* @param {State} state
*/

const skipWhenErrors = (state) => state.errors.length > 0;

const MAX_WAITER_TIME_IN_SECONDS = 60 * 8;
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export const confirm = new ScenarioInput("confirmContinue", "Continue?", {
type: "confirm",
skipWhen: skipWhenErrors,

1)

export const exitOnNoConfirm = new ScenarioAction(
"exitOnConfirmContinueFalse",
(/** @type { { earlyExit: boolean } & Record<string, any>} */ state) => {
if (!state[confirm.name]) {
state.earlyExit = true;
}
I
{
skipWhen: skipWhenErrors,
},
I

export const greeting = new ScenarioOutput(
"greeting",

Welcome to the Amazon EC2 basic usage scenario.

Before you launch an instances, you'll need to provide a few things:

- A key pair - This is for SSH access to your EC2 instance. You only need to
provide the name.

- A security group - This is used for configuring access to your instance.
Again, only the name is needed.

- An IP address - Your public IP address will be fetched.

- An Amazon Machine Image (AMI)

- A compatible instance type’,

{ header: true, preformatted: true, skipWhen: skipWhenErrors },

);

export const provideKeyPairName = new ScenarioInput(
"keyPairName",
"Provide a name for a new key pair.",
{ type: "input", default: "ec2-example-key-pair", skipWhen: skipWhenErrors },

);

export const createKeyPair = new ScenarioAction(
"createKeyPair",
async (/** @type {State} */ state) => {
try {
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// Create a key pair in Amazon EC2.
const { KeyMaterial, KeyPairId } = await state.ec2Client.send(
// A unique name for the key pair. Up to 255 ASCII characters.
new CreateKeyPairCommand({ KeyName: state[provideKeyPairName.name] }),

);
state.keyPairId = KeyPairld;

// Save the private key in a temporary location.

state.tmpDirectory = await mkdtemp(join(tmpdir(), "ec2-scenario-tmp"));

await writeFile(
‘${state.tmpDirectory}/${state[provideKeyPairName.name]}.pem",

KeyMaterial,
{
mode: 00400,
1,
);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidKeyPair.Duplicate"
) {
caught.message = “${caught.message}. Try another key name.’;
}
state.errors.push(caught);
}
1,
{ skipWhen: skipWhenErrors },

);

export const logKeyPair = new ScenarioOutput(
"logKeyPair",
(/** @type {State} */ state) =>
‘Created the key pair ${state[provideKeyPairName.name]}. ",
{ skipWhen: skipWhenErrors },

);

export const confirmDeleteKeyPair = new ScenarioInput(
"confirmDeleteKeyPair",
"Do you want to delete the key pair?",
{
type: "confirm",
// Don't do anything when a key pair was never created.
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skipWhen: (/** @type {State} */ state) => !state.keyPairld,
iy
I

export const maybeDeleteKeyPair = new ScenarioAction(
"deleteKeyPair",
async (/** @type {State} */ state) => {
try {
// Delete a key pair by name from EC2
await state.ec2Client.send(
new DeleteKeyPairCommand({ KeyName: state[provideKeyPairName.name] }),
);
} catch (caught) {
if (
caught instanceof Error &&
// Occurs when a required parameter (e.g. KeyName) is undefined.

caught.name === "MissingParameter"
) {
caught.message = "${caught.message}. Did you provide the required value?
}
state.errors.push(caught);
}
},

{
// Don't do anything when there's no key pair to delete or the user chooses
// to keep it.
skipWhen: (/** @type {State} */ state) =>
Istate.keyPairId || !state[confirmDeleteKeyPair.name],
I
);

export const provideSecurityGroupName = new ScenarioInput(
"securityGroupName",
"Provide a name for a new security group.",
{ type: "input", default: "ec2-scenario-sg", skipWhen: skipWhenErrors },

);

export const createSecurityGroup = new ScenarioAction(
"createSecurityGroup",
async (/** @type {State} */ state) => {
try {
// Create a new security group that will be used to configure ingress/
egress for
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// an EC2 instance.
const { GroupId } = await state.ec2Client.send(
new CreateSecurityGroupCommand({
GroupName: state[provideSecurityGroupName.name],
Description: "A security group for the Amazon EC2 example.",
1,
);
state.securityGroupId = Groupld;
} catch (caught) {

if (caught instanceof Error && caught.name === "InvalidGroup.Duplicate") {
caught.message = "${caught.message}. Please provide a different name for
your security group. ;
}
state.errors.push(caught);
}
1,
{ skipWhen: skipWhenErrors },

);

export const logSecurityGroup = new ScenarioOutput(
"logSecurityGroup",
(/** @type {State} */ state) =>
‘Created the security group ${state.securityGroupId}.",
{ skipWhen: skipWhenErrors },

);

export const confirmDeleteSecurityGroup = new ScenarioInput(
"confirmDeleteSecurityGroup",
"Do you want to delete the security group?",
{
type: "confirm",
// Don't do anything when a security group was never created.
skipWhen: (/** @type {State} */ state) => !state.securityGroupld,
1,
);

export const maybeDeleteSecurityGroup = new ScenarioAction(
"deleteSecurityGroup",
async (/** @type {State} */ state) => {
try {
// Delete the security group if the 'skipWhen' condition below is not met.
await state.ec2Client.send(
new DeleteSecurityGroupCommand({
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GroupId: state.securityGroupld,

b,
);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidGroupId.Malformed"
) {
caught.message = "${caught.message}. Please provide a valid Groupld.  ;
}
state.errors.push(caught);
}
1,
{

// Don't do anything when there's no security group to delete
// or the user chooses to keep it.
skipWhen: (/** @type {State} */ state) =>
Istate.securityGroupId || !state[confirmDeleteSecurityGroup.name],
1,
);

export const authorizeSecurityGroupIngress = new ScenarioAction(
"authorizeSecurity",
async (/** @type {State} */ state) => {
try {
// Get the public IP address of the machine running this example.
const ipAddress = await new Promise((res, rej) => {
get("http://checkip.amazonaws.com", (response) => {
let data = "";
response.on("data", (chunk) => {
data += chunk;
18
response.on("end", () => res(data.trim()));
}).on("error", (err) => {
rej(err);
18
1);
state.ipAddress = ipAddress;
// Allow ingress from the IP address above to the security group.
// This will allow you to SSH into the EC2 instance.
const command = new AuthorizeSecurityGroupIngressCommand({
GroupId: state.securityGroupld,
IpPermissions: [

{
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IpProtocol: "tcp",
FromPort: 22,
ToPort: 22,
IpRanges: [{ CidrIp: ‘${ipAddress}/32" }1],
},
1,
1}

await state.ec2Client.send(command);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidGroupId.Malformed"

) {

caught.message = "${caught.message}. Please provide a valid Groupld.  ;

state.errors.push(caught);
}
.
{ skipWhen: skipWhenErrors },

);

export const logSecurityGroupIngress = new ScenarioOutput(
"logSecurityGroupIngress",
(/** @type {State} */ state) =>
*Allowed SSH access from your public IP: ${state.ipAddress}.’,
{ skipWhen: skipWhenErrors },
);

export const getImages = new ScenarioAction(
"images",
async (/** @type {State} */ state) => {
const AMIs = [];
// Some AWS services publish information about common artifacts as AWS
Systems Manager (SSM)
// public parameters. For example, the Amazon Elastic Compute Cloud (Amazon
EC2)
// service publishes information about Amazon Machine Images (AMIs) as public
parameters.

// Create the paginator for getting images. Actions that return multiple
pages of
// results have paginators to simplify those calls.
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const getParametersByPathPaginator = paginateGetParametersByPath(
{
// Not storing this client in state since it's only used once.
client: new SSMClient({}),
1,

{
// The path to the public list of the latest amazon-linux instances.

Path: "/aws/service/ami-amazon-linux-latest",
I
);

try {
for await (const page of getParametersByPathPaginator) {

for (const param of page.Parameters) {
// Filter by Amazon Linux 2
if (param.Name.includes("amzn2")) {
AMIs.push(param.Value);

}
} catch (caught) {
if (caught instanceof Error && caught.name === "InvalidFilterValue") {
caught.message = "${caught.message} Please provide a valid filter value
for paginateGetParametersByPath. " ;
}
state.errors.push(caught);
retuzrn;

const imageDetails = [];

const describeImagesPaginator = paginateDescribeImages(
{ client: state.ec2Client },
// The images found from the call to SSM.
{ Imagelds: AMIs 1},

);

try {
// Get more details for the images found above.
for await (const page of describeImagesPaginator) {
imageDetails.push(...(page.Images || []));

// Store the image details for later use.
state.images = imageDetails;
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} catch (caught) {

if (caught instanceof Error && caught.name === "InvalidAMIID.NotFound") {
caught.message = "${caught.message}. Please provide a valid image id.";
}
state.errors.push(caught);
}
1,
{ skipWhen: skipWhenErrors },

);

export const provideImage = new ScenarioInput(
"image",
"Select one of the following images.",
{
type: "select",
choices: (/** e@type { State } */ state) =>
state.images.map((image) => ({
name: “${image.Description}’,
value: image,
1),
default: (/** @type { State } */ state) => state.images[Q],
skipWhen: skipWhenErrors,
I
);

export const getCompatibleInstanceTypes = new ScenarioAction(
"getCompatibleInstanceTypes",
async (/** @type {State} */ state) => {
// Get more details about instance types that match the architecture of
// the provided image.
const paginator = paginateDescribeInstanceTypes(
{ client: state.ec2Client, pageSize: 25 },
{
Filters: [
{
Name: "processor-info.supported-architecture",
// The value selected from provideImage()
Values: [state.image.Architecture],
I
// Filter for smaller, less expensive, types.
{ Name: "instance-type", Values: ["*.micro", "*.small"] },
1,
I
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);

const instanceTypes = [];

try {
for await (const page of paginator) {
if (page.InstanceTypes.length) {
instanceTypes.push(...(page.InstanceTypes || []));

if (!instanceTypes.length) {

state.errors.push(
"No instance types matched the instance type filters.",

);

}

} catch (caught) {

if (caught instanceof Error && caught.name === "InvalidParameterValue") {

caught.message = "${caught.message}. Please check the provided values and
try again.’;

}

state.errors.push(caught);

state.instanceTypes = instanceTypes;
},
{ skipWhen: skipWhenErrors },
);

export const provideInstanceType = new ScenarioInput(
"instanceType",
"Select an instance type.",
{
choices: (/** e@type {State} */ state) =>
state.instanceTypes.map((instanceType) => ({
name: “${instanceType.InstanceType} - Memory:
${instanceType.MemoryInfo.SizeInMiB} ",
value: instanceType.InstanceType,
1),
type: "select",
default: (/** @type {State} */ state) =>
state.instanceTypes[0].InstanceType,
skipWhen: skipWhenErrors,

HEEAZZAR 217



Amazon Elastic Compute Cloud FROY/IN—HA R

},
);

export const runInstance = new ScenarioAction(
"runInstance",
async (/** @type { State } */ state) => {
const { Instances } = await state.ec2Client.send(
new RunInstancesCommand({
KeyName: state[provideKeyPairName.name],
SecurityGroupIds: [state.securityGroupId],
Imageld: state.image.Imageld,
InstanceType: state[provideInstanceType.name],
// Availability Zones have capacity limitations that may impact your
ability to launch instances.
// The "RunlInstances’ operation will only succeed if it can allocate at
least the “MinCount® of instances.
// However, EC2 will attempt to launch up to the “MaxCount® of instances,
even if the full request cannot be satisfied.
// If you need a specific number of instances, use "MinCount’ and
"MaxCount® set to the same value.
// If you want to launch up to a certain number of instances, use
"MaxCount™ and let EC2 provision as many as possible.
// If you require a minimum number of instances, but do not want to
exceed a maximum, use both "MinCount® and “MaxCount'.
MinCount: 1,
MaxCount: 1,
b,
);

state.instanceld = Instances[@].Instanceld;

try {
// Poll ‘DescribeInstanceStatus® until status is "ok".
await waitUntilInstanceStatusOk(
{
client: state.ec2Client,
maxWaitTime: MAX_WAITER_TIME_IN_SECONDS,
I
{ Instancelds: [Instances[@].InstancelId] 1},
);
} catch (caught) {
if (caught instanceof Error && caught.name === "TimeoutError") {
caught.message = "${caught.message}. Try increasing the maxWaitTime in
the waiter. " ;
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}
state.errors.push(caught);
}
iy
{ skipWhen: skipWhenErrors },

);

export const logRunInstance = new ScenarioOutput(
"logRunInstance",

"The next step is to run your EC2 instance for the first time.

few minutes.",
{ header: true, skipWhen: skipWhenErrors },

);

export const describeInstance = new ScenarioAction(
"describeInstance",
async (/** @type { State } */ state) => {
/** @type { import("@aws-sdk/client-ec2").Instance[] } */
const instances = [];

try {
const paginator = paginateDescribelnstances(
{
client: state.ec2Client,
},
{

// Only get our created instance.
Instancelds: [state.instanceld],
I
);

for await (const page of paginator) {
for (const reservation of page.Reservations) {
instances.push(...reservation.Instances);

}
if (instances.length !== 1) {

This can take a

throw new Error( Instance ${state.instanceId} not found. );

// The only info we need is the IP address for SSH purposes.

state.instancelpAddress = instances[@].PublicIpAddress;
} catch (caught) {
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if (caught instanceof Error && caught.name === "InvalidParameterValue") {
caught.message = '${caught.message}. Please check provided values and try
again. ;
}
state.errors.push(caught);
}
I
{ skipWhen: skipWhenErrors },

);

export const logSSHConnectionInfo = new ScenarioOutput(
"logSSHConnectionInfo",
(/** @type { State } */ state) =>
"You can now SSH into your instance using the following command:
ssh -i ${state.tmpDirectory}/${state[provideKeyPairName.name]}.pem ec2-user@
${state.instancelpAddress}’,
{ preformatted: true, skipWhen: skipWhenErrors },

);

export const logStopInstance = new ScenarioOutput(
"logStopInstance",
"Stopping your EC2 instance.",
{ skipWhen: skipWhenErrors },

);

export const stopInstance = new ScenarioAction(
"stopInstance",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new StopInstancesCommand({
Instancelds: [state.instancelId],
1,
);

await waitUntilInstanceStopped(
{
client: state.ec2Client,
maxWaitTime: MAX_WAITER_TIME_IN_SECONDS,
},
{ Instancelds: [state.instancelId] 3},
);
} catch (caught) {
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if (caught instanceof Error && caught.name === "TimeoutError") {
caught.message = "${caught.message}. Try increasing the maxWaitTime in
the waiter. ;

}

state.errors.push(caught);

}
iy

// Don't try to stop an instance that doesn't exist.
{ skipWhen: (/** @type { State } */ state) => Istate.instanceld 1},

);

export const logIpAddressBehavior = new ScenarioOutput(
"logIpAddressBehavior",
[

"When you run an instance, by default it's assigned an IP address.",
"That IP address is not static. It will change every time the instance is

restarted.",
"The next step is to stop and restart your instance to demonstrate this

behavior.",
].join(" ||)’
{ header: true, skipWhen: skipWhenErrors 3},

);

export const logStartInstance = new ScenarioOutput(

"logStartInstance",
(/** e@type { State } */ state) => "Starting instance ${state.instanceld}’,

{ skipWhen: skipWhenErrors },

)5
export const startInstance = new ScenarioAction(
"startInstance",
async (/** @type { State } */ state) => {
try {

await state.ec2Client.send(
new StartInstancesCommand({
Instancelds: [state.instanceld],

1},
);

await waitUntilInstanceStatusOk(
{
client: state.ec2Client,
maxWaitTime: MAX_WAITER_TIME_IN_SECONDS,
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},
{ Instancelds: [state.instancelId] 3},
);
} catch (caught) {
if (caught instanceof Error && caught.name === "TimeoutError") {
caught.message = "${caught.message}. Try increasing the maxWaitTime in

the waiter. ;

}

state.errors.push(caught);
}
.
{ skipWhen: skipWhenErrors },

);

export const logIpAllocation = new ScenarioOutput(
"logIpAllocation",
[

"It is possible to have a static IP address.",
"To demonstrate this, an IP will be allocated and associated to your EC2
instance.",
].j0in(" "),
{ header: true, skipWhen: skipWhenErrors },

);

export const allocatelp = new ScenarioAction(
"allocateIp",
async (/** @type { State } */ state) => {

try {

// An Elastic IP address is allocated to your AWS account, and is yours
until you release it.
const { AllocationId, PublicIp } = await state.ec2Client.send(
new AllocateAddressCommand({}),

);
state.allocationId = AllocationId;
state.allocatedIpAddress = PublicIp;

} catch (caught) {

if (caught instanceof Error && caught.name === "MissingParameter") {
caught.message = “${caught.message}. Did you provide these values?’;

}

state.errors.push(caught);

}

},
{ skipWhen: skipWhenErrors },
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);

export const associateIp = new ScenarioAction(
"associatelp",
async (/** @type { State } */ state) => {
try {
// Associate an allocated IP address to an EC2 instance. An IP address can
be allocated
// with the AllocateAddress action.
const { AssociationId } = await state.ec2Client.send(
new AssociateAddressCommand({
AllocationId: state.allocationld,
Instanceld: state.instanceld,
1),
);
state.associationId = AssociationId;
// Update the IP address that is being tracked to match
// the one just associated.
state.instancelpAddress = state.allocatedIpAddress;
} catch (caught) {

if (

caught instanceof Error &&

caught.name === "InvalidAllocationID.NotFound"
) {

caught.message = "${caught.message}. Did you provide the ID of a valid
Elastic IP address AllocationId?’;
}
state.errors.push(caught);
}
1,
{ skipWhen: skipWhenErrors },

);

export const logStaticIpProof = new ScenarioOutput(
"logStaticIpProof",
"The IP address should remain the same even after stopping and starting the
instance.",
{ header: true, skipWhen: skipWhenErrors 3},

);

export const logCleanUp = new ScenarioOutput(

"logCleanUp",

"That's it! You can choose to clean up the resources now, or clean them up on
your own later.",

HEEAZZAR 223



Amazon Elastic Compute Cloud FROY/IN—HA R

{ header: true, skipWhen: skipWhenErrors },

);

export const confirmDisassociateAddress = new ScenarioInput(
"confirmDisassociateAddress",
"Do you want to disassociate and release the static IP address created
earlier?",
{
type: "confirm",
skipWhen: (/** @type { State } */ state) => !state.associationlId,
},
);

export const maybeDisassociateAddress = new ScenarioAction(
"maybeDisassociateAddress",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new DisassociateAddressCommand({
AssociationId: state.associationId,

1,
);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidAssociationID.NotFound"
) {
caught.message = '${caught.message}. Please provide a valid association
ID. " ;
}
state.errors.push(caught);
}
},
{
skipWhen: (/** @type { State } */ state) =>
Istate[confirmDisassociateAddress.name] || !state.associationld,
},
);

export const maybeReleaseAddress = new ScenarioAction(
"maybeReleaseAddress",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
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new ReleaseAddressCommand({
AllocationId: state.allocationId,

1},
);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidAllocationID.NotFound"
) {

caught.message = '${caught.message}. Please provide a valid
AllocationID. ;
}
state.errors.push(caught);
}
},
{

>

skipWhen: (/** @type { State } */ state)
Istate[confirmDisassociateAddress.name] || !state.allocationlId,
},
);

export const confirmTerminateInstance = new ScenarioInput(
"confirmTerminateInstance",
"Do you want to terminate the instance?",
// Don't do anything when an instance was never run.
{
skipWhen: (/** @type { State } */ state) => !Istate.instanceld,
type: "confirm",
},
I

export const maybeTerminateInstance = new ScenarioAction(
"terminateInstance",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new TerminateInstancesCommand({
Instancelds: [state.instanceld],
b,
I
await waitUntilInstanceTerminated(
{ client: state.ec2Client 1},
{ Instancelds: [state.instanceId] 1},

);
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} catch (caught) {
if (caught instanceof Error && caught.name === "TimeoutError") {
caught.message = "${caught.message}. Try increasing the maxWaitTime in
the waiter. " ;

}

state.errors.push(caught);
}
},
{
// Don't do anything when there's no instance to terminate or the
// use chooses not to terminate.
skipWhen: (/** @type { State } */ state) =>
Istate.instanceld || !state[confirmTerminateInstance.name],
},
I

export const deleteTemporaryDirectory = new ScenarioAction(
"deleteTemporaryDirectory",
async (/** @type { State } */ state) => {
try {
await rm(state.tmpDirectory, { recursive: true });
} catch (caught) {
state.errors.push(caught);
}
I
);

export const logErrors = new ScenarioOutput(
"logErrors",
(/** @type {Statel}*/ state) => {
const errorlist = state.errors
.map((err) => ° - ${err.name}: ${err.messagel}’)
.join("\n");
return ‘Scenario errors found:\n${errorList}";
I
{

preformatted: true,
header: true,
// Don't log errors when there aren't any!
skipWhen: (/** @type {State} */ state) => state.errors.length === 0,
.
);
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/**
Before running this Kotlin code example, set up your development environment,
including your credentials.

For more information, see the following documentation topic:
https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-qguide/setup.html

This Kotlin example performs the following tasks:

Creates an RSA key pair and saves the private key data as a .pem file.
Lists key pairs.

Creates a security group for the default VPC.

Displays security group information.

Gets a list of Amazon Linux 2 AMIs and selects one.

Gets more information about the image.

Gets a list of instance types that are compatible with the selected AMI'’s
architecture.

8. Creates an instance with the key pair, security group, AMI, and an instance
type.

9. Displays information about the instance.

10. Stops the instance and waits for it to stop.

11. Starts the instance and waits for it to start.

12. Allocates an Elastic IP address and associates it with the instance.

13. Displays SSH connection info for the instance.

14. Disassociates and deletes the Elastic IP address.

15. Terminates the instance.

16. Deletes the security group.

17. Deletes the key pair.

*/

N o o AN R

val DASHES = String(CharArray(80)).replace("\u@000", "-")

suspend fun main(args: Array<String>) {
val usage = """
Usage:
<keyName> <fileName> <groupName> <groupDesc> <vpcId> <myIpAddress>

Where:
keyName - A key pair name (for example, TestKeyPair).
fileName - A file name where the key information is written to.
groupName - The name of the security group.
groupDesc - The description of the security group.
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vpcId - A VPC ID. You can get this value from the AWS Management

Console.

myIpAddress - The IP address of your development machine.

if (args.size !=6) {
println(usage)
exitProcess(0)

val keyName = args[@]

val fileName = args[1]

val groupName = args[2]

val groupDesc = args[3]

val vpcId = args[4]

val myIpAddress = args[5]

var newInstanceld: String? = ""

println(DASHES)
println("Welcome to the Amazon EC2 example scenario.")
println(DASHES)

println(DASHES)
println("1l. Create an RSA key pair and save the private key material as

.pem file.")

createKeyPairSc(keyName, fileName)
println(DASHES)

println(DASHES)

println("2. List key pairs.")
describeEC2KeysSc()
println(DASHES)

println(DASHES)
println("3. Create a security group.")
val groupIld = createEC2SecurityGroupSc(groupName, groupDesc, vpcld,

myIpAddress)

println(DASHES)

println(DASHES)
println("4. Display security group info for the newly created security

group.")

describeSecurityGroupsSc(groupId.toString())
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println(DASHES)

println(DASHES)

println("5. Get a list of Amazon Linux 2 AMIs and select one with amzn2 in
the name.")

val instanceld = getParaValuesSc()

if (instanceId == "") {
println("The instance Id value isn't valid.")
exitProcess(0)

}

println("The instance Id is $instanceId.")

println(DASHES)

println(DASHES)

println("6. Get more information about an amzn2 image and return the AMI

value.")

val amiValue = instanceld?.let { describeImageSc(it) }

if (instanceId == "") {
println("The instance Id value is invalid.")
exitProcess(0)

}

println("The AMI value is $amiValue.")

println(DASHES)

println(DASHES)

println("7. Get a list of instance types.")
val instanceType = getInstanceTypesSc()
println(DASHES)

println(DASHES)

println("8. Create an instance.")

if (amiValue != null) {
newInstanceld = runInstanceSc(instanceType, keyName, groupName, amiValue)
println("The instance Id is $newInstanceId")

}
println(DASHES)

println(DASHES)

println("9. Display information about the running instance. ")
var ipAddress = describeEC2InstancesSc(newInstanceld)
println("You can SSH to the instance using this command:")
println("ssh -i " + fileName + "ec2-user@" + ipAddress)
println(DASHES)
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println(DASHES)

println("1@. Stop the instance.")

if (newInstancelId != null) {
stopInstanceSc(newInstanceld)

}
println(DASHES)

println(DASHES)

println("11. Start the instance.")

if (newInstanceId != null) {
startInstanceSc(newInstanceld)

}

ipAddress = describeEC2InstancesSc(newInstanceld)

println("You can SSH to the instance using this command:")

println("ssh -i " + fileName + "ec2-user@" + ipAddress)

println(DASHES)

println(DASHES)

println("12. Allocate an Elastic IP address and associate it with the
instance.")

val allocationId = allocateAddressSc()

println("The allocation Id value is $allocationId")

val associationId = associateAddressSc(newInstanceIld, allocationId)

println("The associate Id value is $associationId")

println(DASHES)

println(DASHES)

println("13. Describe the instance again.")

ipAddress = describeEC2InstancesSc(newInstanceld)
println("You can SSH to the instance using this command:")
println("ssh -i " + fileName + "ec2-user@" + ipAddress)
println(DASHES)

println(DASHES)

println("14. Disassociate and release the Elastic IP address.")
disassociateAddressSc(associationId)
releaseEC2AddressSc(allocationId)

println(DASHES)

println(DASHES)

println("15. Terminate the instance and use a waiter.")

if (newInstanceId != null) {
terminateEC2Sc(newInstanceId)
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println(DASHES)

println(DASHES)

println("16. Delete the security group.")

if (groupId != null) {
deleteEC2SecGroupSc(groupId)

}
println(DASHES)

println(DASHES)

println("17. Delete the key pair.")
deleteKeysSc(keyName)
println(DASHES)

println(DASHES)
println("You successfully completed the Amazon EC2 scenario.")
println(DASHES)

suspend fun deleteKeysSc(keyPair: String) {

val request =

DeleteKeyPairRequest {
keyName = keyPair

}

Ec2Client { region = "us-west-2" }.use { ec2 ->
ec2.deleteKeyPair(request)
println("Successfully deleted key pair named $keyPair")

suspend fun deleteEC2SecGroupSc(groupIdVal: String) {

val request =

DeleteSecurityGroupRequest {
groupId = groupIdVal

}

Ec2Client { region = "us-west-2" }.use { ec2 ->
ec2.deleteSecurityGroup(request)
println("Successfully deleted security group with Id $groupIdval")

suspend fun terminateEC2Sc(instanceldVal: String) {
val ti =
TerminateInstancesRequest {
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instancelds = listOf(instanceIdVal)

}
println("Wait for the instance to terminate. This will take a few minutes.")
Ec2Client { region = "us-west-2" }.use { ec2 ->

ec2.terminateInstances(ti)
ec2.waitUntilInstanceTerminated {

// suspend call

instancelds = listOf(instanceldVal)
}

println("$instanceIdVal is terminated!")

suspend fun releaseEC2AddressSc(allocId: String?) {
val request =
ReleaseAddressRequest {
allocationId = allocId

Ec2Client { region = "us-west-2" }.use { ec2 ->
ec2.releaseAddress(request)
println("Successfully released Elastic IP address $allocId")

suspend fun disassociateAddressSc(associationIdVal: String?) {
val addressRequest =
DisassociateAddressRequest {
associationId = associationIdVal
}
Ec2Client { region = "us-west-2" }.use { ec2 ->
ec2.disassociateAddress(addressRequest)
println("You successfully disassociated the address!")

suspend fun associateAddressSc(
instanceldVal: String?,
allocationIdVal: String?,
): String? {
val associateRequest =
AssociateAddressRequest {
instanceld = instanceldVal
allocationId = allocationIdVal
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}

Ec2Client { region = "us-west-2" }.use { ec2 ->
val associateResponse = ec2.associateAddress(associateRequest)
return associateResponse.associationId

suspend fun allocateAddressSc(): String? {

val allocateRequest =

AllocateAddressRequest {
domain = DomainType.Vpc

}

Ec2Client { region = "us-west-2" }.use { ec2 ->
val allocateResponse = ec2.allocateAddress(allocateRequest)
return allocateResponse.allocationId

suspend fun startInstanceSc(instanceld: String) {
val request =
StartInstancesRequest {
instancelds = listOf(instanceld)

Ec2Client { region = "us-west-2" }.use { ec2 ->
ec2.startInstances(request)

println("Waiting until instance $instanceld starts. This will take a few

minutes.")
ec2.waitUntilInstanceRunning {
// suspend call
instancelds = listOf(instanceld)
}

println("Successfully started instance $instanceId")

suspend fun stopInstanceSc(instanceld: String) {
val request =
StopInstancesRequest {
instancelds = listOf(instanceId)

Ec2Client { region = "us-west-2" }.use { ec2 ->
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ec2.stopInstances(request)

println("Waiting until instance $instanceld stops. This will take a few

minutes.")
ec2.waitUntilInstanceStopped {
// suspend call
instancelds = listOf(instanceld)

}

println("Successfully stopped instance $instanceId")

suspend fun describeEC2InstancesSc(newInstanceIld: String?):

var pubAddress = ""
var isRunning = false
val request =
DescribeInstancesRequest {
instancelds = listOf(newInstanceld.toString())

}
while (!isRunning) {
Ec2Client { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeInstances(request)
val state =

response.reservations
?.get(0)

.instances

.get(0)

.state

.name

R I B Y

. value
if (state != null) {
if (state.compareTo("running") == @) {
println("Image id is

String {

${response.reservations!!.get(@).instances?.get(0)?.imageId}")

println("Instance type is

${response.reservations!!.get(@).instances?.get(@)?.instanceTypel}")

println("Instance state is

${response.reservations!!.get(@).instances?.get(0)?.state}")

pubAddress =
response.reservations!!
.get(0)
.instances
?.get(0)
?.publicIpAddress
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.toString()
println("Instance address is $pubAddress")
isRunning = true

}

return pubAddress

suspend fun runInstanceSc(
instanceTypeVal: String,
keyNameVal: String,
groupNameVal: String,
amiIdVal: String,
): String {
val runRequest =
RunInstancesRequest {
instanceType = InstanceType.fromValue(instanceTypeVal)
keyName = keyNameVal
securityGroups = listOf(groupNameVal)
maxCount = 1
minCount = 1
imageId = amiIdVal

Ec2Client { region = "us-west-2" }.use { ec2 ->
val response = ec2.runInstances(runRequest)
val instanceld = response.instances?.get(0)?.instanceld
println("Successfully started EC2 Instance $instanceld based on AMI
$amiIdval")
return instanceld.toString()

// Get a list of instance types.
suspend fun getInstanceTypesSc(): String {
var instanceType = ""
val filterObs = ArraylList<Filter>()
val filter =
Filter {
name = "processor-info.supported-architecture"
values = 1listOf("arm64")
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filterObs.add(filter)
val typesRequest =
DescribeInstanceTypesRequest {
filters = filterObs
maxResults 10

}
Ec2Client { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeInstanceTypes(typesRequest)
response.instanceTypes?.forEach { type ->
println("The memory information of this type is
${type.memoryInfo?.sizeInMib}")
println("Maximum number of network cards is
${type.networkInfo?.maximumNetworkCards}")

instanceType = type.instanceType.toString()
}

return instanceType

// Display the Description field that corresponds to the instance Id value.
suspend fun describeImageSc(instanceld: String): String? {
val imagesRequest =
DescribeImagesRequest {
imagelds = 1listOf(instanceld)

Ec2Client { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeImages(imagesRequest)
println("The description of the first image is
${response.images?.get(0)?.description}")
println("The name of the first image is
${response.images?.get(@)?.namel}")

// Return the image Id value.
return response.images?.get(0)?.imageld

// Get the Id value of an instance with amzn2 in the name.
suspend fun getParaValuesSc(): String? {
val parameterRequest =
GetParametersByPathRequest {
path = "/aws/service/ami-amazon-linux-latest"
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}

SsmClient { region = "us-west-2" }.use { ssmClient ->
val response = ssmClient.getParametersByPath(parameterRequest)
response.parameters?.forkEach { para ->
println("The name of the para is: ${para.namel}")
println("The type of the para is: ${para.typel}")
println("")
if (para.name?.let { filterName(it) } == true) {
return para.value

}

return ""

fun filterName(name: String): Boolean {
val parts = name.split("/").toTypedArray()
val myValue = parts[4]
return myValue.contains("amzn2")

suspend fun describeSecurityGroupsSc(groupId: String) {
val request =
DescribeSecurityGroupsRequest {
groupIds = 1istOf(groupId)

Ec2Client { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeSecurityGroups(request)
for (group in response.securityGroups!!) {

println("Found Security Group with id " + group.groupId.toString() +

and group VPC " + group.vpcld)
}

suspend fun createEC2SecurityGroupSc(
groupNameVal: String?,
groupDescVal: String?,
vpcIdVal: String?,
myIpAddress: String?,

): String? {
val request =
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CreateSecurityGroupRequest {
groupName = groupNameVal
description = groupDescVal
vpcId = vpcIdvVal

Ec2Client { region = "us-west-2" }.use { ec2 ->
val resp = ec2.createSecurityGroup(request)
val ipRange =

IpRange {
cidrIp = "$myIpAddress/0"

val ipPerm =
IpPermission {
ipProtocol = "tcp"
toPort = 80
fromPort 80
ipRanges = 1listOf(ipRange)

val ipPerm2 =
IpPermission {
ipProtocol = "tcp"
toPort = 22
fromPort 22
ipRanges = 1listOf(ipRange)

val authRequest =
AuthorizeSecurityGroupIngressRequest {
groupName = groupNameVal
ipPermissions = 1listOf(ipPerm, ipPerm2)
}
ec2.authorizeSecurityGroupIngress(authRequest)
println("Successfully added ingress policy to Security Group
$groupNameVal")
return resp.groupld

suspend fun describeEC2KeysSc() {
Ec2Client { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeKeyPairs(DescribeKeyPairsRequest {3})
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response.keyPairs?.forEach { keyPair ->
println("Found key pair with name ${keyPair.keyName} and fingerprint
${ keyPair.keyFingerprint}")
}

suspend fun createKeyPairSc(
keyNameVal: String,
fileNameVal: String,

) {

val request =
CreateKeyPairRequest {

keyName = keyNameVal
}

Ec2Client { region = "us-west-2" }.use { ec2 ->
val response = ec2.createKeyPair(request)
val content = response.keyMaterial
if (content != null) {

File(fileNameVal).writeText(content)
}
println("Successfully created key pair named $keyNameVal")
}
}
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class EC2InstanceScenario:
A scenario that demonstrates how to use Boto3 to manage Amazon EC2 resources.
Covers creating a key pair, security group, launching an instance,
associating
an Elastic IP, and cleaning up resources.

def __init_ (
self,
inst_wrapper: EC2InstanceWrapper,
key_wrapper: KeyPairWrapper,
sg_wrapper: SecurityGroupWrapper,
eip_wrapper: ElasticIpWrapper,
ssm_client: boto3.client,
remote_exec: bool = False,
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)8

Initializes the EC2InstanceScenario with the necessary AWS service
wrappers.

:param inst_wrapper: Wrapper for EC2 instance operations.
:param key_wrapper: Wrapper for key pair operations.
:param sg_wrapper: Wrapper for security group operations.
:param eip_wrapper: Wrapper for Elastic IP operations.
:param ssm_client: Boto3 client for accessing SSM to retrieve AMIs.
:param remote_exec: Flag to indicate if the scenario is running in a
remote execution
environment. Defaults to False. If True, the script
won't prompt
for user interaction.
self.inst_wrapper = inst_wrapper
self.key_wrapper = key_wrapper
self.sg_wrapper = sg_wrapper
self.eip_wrapper = eip_wrapper
self.ssm_client = ssm_client
self.remote_exec = remote_exec

def create_and_list_key_pairs(self) -> None:

Creates an RSA key pair for SSH access to the EC2 instance and lists
available key pairs.

console.print("**Step 1: Create a Secure Key Pair**", style="bold cyan")

console.print(

"Let's create a secure RSA key pair for connecting to your EC2

instance."

)

key_name = f"MyUniqueKeyPair-{uuid.uuid4().hex[:8]}"

console.print(f"- **Key Pair Name**: {key_name}")

# Create the key pair and simulate the process with a progress bar.
with alive_bar(1l, title="Creating Key Pair") as bar:
self.key_wrapper.create(key_name)
time.sleep(@.4) # Simulate the delay in key creation
bar()

console.print(f"- **Private Key Saved to**:
{self.key_wrapper.key_file_path}\n")
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# List key pairs (simulated) and show a progress bar.
list_keys = True
if list_keys:
console.print("- Listing your key pairs...")
start_time = time.time()
with alive_bar(100, title="Listing Key Pairs") as bar:
while time.time() - start_time < 2:
time.sleep(0.2)
bar(10)
self.key_wrapper.list(5)
if time.time() - start_time > 2:
console.print(
"Taking longer than expected! Please wait...",
style="bold yellow",

def create_security_group(self) -> None:
Creates a security group that controls access to the EC2 instance and
adds a rule
to allow SSH access from the user's current public IP address.
console.print("**Step 2: Create a Security Group**", style="bold cyan")
console.print(
"Security groups manage access to your instance. Let's create one.

)
sg_name = f"MySecurityGroup-{uuid.uuid4().hex[:8]}"
console.print(f"- **Security Group Name**: {sg_name}")

# Create the security group and simulate the process with a progress bar.
with alive_bar(1l, title="Creating Security Group") as bar:

self.sg_wrapper.create(

sg_name, "Security group for example: get started with
instances."

)

time.sleep(0.5)

bar()

console.print(f"- **Security Group ID**:
{self.sg_wrapper.security_group}\n")

# Get the current public IP to set up SSH access.
ip_response = urllib.request.urlopen("http://checkip.amazonaws.com")
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current_ip_address = ip_response.read().decode("utf-8").strip()
console.print(

"Let's add a rule to allow SSH only from your current IP address."
)
console.print(f"- **Your Public IP Address**: {current_ip_address}")
console.print("- Automatically adding SSH rule...")

# Update security group rules to allow SSH and simulate with a progress
bar.
with alive_bar(1l, title="Updating Security Group Rules") as bar:
response = self.sg_wrapper.authorize_ingress(current_ip_address)
time.sleep(0.4)
if response and response.get("Return"):
console.print("- **Security Group Rules Updated**.")
else:
console.print(
"- **Error**: Couldn't update security group rules.",
style="bold red",
)
bar()

self.sg_wrapper.describe(self.sg_wrapper.security_group)
def create_instance(self) -> None:

Launches an EC2 instance using an Amazon Linux 2 AMI and the created key

pair
and security group. Displays instance details and SSH connection
information.
# Retrieve Amazon Linux 2 AMIs from SSM.
ami_paginator = self.ssm_client.get_paginator('"get_parameters_by_path")
ami_options = []
for page in ami_paginator.paginate(Path="/aws/service/ami-amazon-linux-
latest"):
ami_options += page["Parameters"]
amzn2_images = self.inst_wrapper.get_images(
[opt["Value"] for opt in ami_options if "amzn2" in opt["Name"]]
)
console.print("\n**Step 3: Launch Your Instance**", style="bold cyan")
console.print(
"Let's create an instance from an Amazon Linux 2 AMI. Here are some
options:"

)
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image_choice = 0
console.print(f"- Selected AMI: {amzn2_images[image_choice]
['ImageId']}\n")

# Display instance types compatible with the selected AMI

inst_types = self.inst_wrapper.get_instance_types(
amzn2_images[image_choice]["Architecture"]

)

inst_type_choice = 0

console.print(
f"- Selected instance type: {inst_types[inst_type_choice]

['InstanceType']}\n"
)

console.print("Creating your instance and waiting for it to start...")
with alive_bar(1l, title="Creating Instance") as bar:
self.inst_wrapper.create(
amzn2_images[image_choice]["Imageld"],
inst_types[inst_type_choice]["InstanceType"],
self.key_wrapper.key_pair["KeyName"],
[self.sg_wrapper.security_group],
)
time.sleep(21)
bar()

console.print(f"**Success! Your instance is ready:**\n", style="bold
green')
self.inst_wrapper.display()

console.print(
"You can use SSH to connect to your instance. "
"If the connection attempt times out, you might have to manually
update "
"the SSH ingress rule for your IP address in the AWS Management
Console."

)
self._display_ssh_info()

def _display_ssh_info(self) -> None:
Displays SSH connection information for the user to connect to the EC2
instance.
Handles the case where the instance does or does not have an associated
public IP address.
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if (
not self.eip_wrapper.elastic_ips
or not self.eip_wrapper.elastic_ips[0].allocation_id

if self.inst_wrapper.instances:
instance = self.inst_wrapper.instances[0]
instance_id = instance["InstanceId"]

waiter =
self.inst_wrapper.ec2_client.get_waiter("instance_running")
console.print(
"Waiting for the instance to be in a running state with a
public IP...",
style="bold cyan",

with alive_bar(1l, title="Waiting for Instance to Start") as bar:
waiter.wait(Instancelds=[instance_id])
time.sleep(20)
bar()

instance = self.inst_wrapper.ec2_client.describe_instances(
Instancelds=[instance_id]
Y["Reservations"][@]["Instances"][0]

public_ip = instance.get("PublicIpAddress")
if public_ip:
console.print(
"\nTo connect via SSH, open another command prompt and
run the following command:",
style="bold cyan",
)
console.print(
f"\tssh -i {self.key_wrapper.key_file_path} ec2-
user@{public_ip}"
)
else:
console.print(
"Instance does not have a public IP address assigned.",
style="bold red",

else:
console.print(
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"No instance available to retrieve public IP address.",
style="bold red",

else:
elastic_ip = self.eip_wrapper.elastic_ips[0]
elastic_ip_address = elastic_ip.public_ip
console.print(
f"\tssh -i {self.key_wrapper.key_file_path} ec2-
user@{elastic_ip_address}"

)

if not self.remote_exec:
console.print("\nOpen a new terminal tab to try the above SSH
command.")
input("Press Enter to continue...")

def associate_elastic_ip(self) -> None:
Allocates an Elastic IP address and associates it with the EC2 instance.
Displays the Elastic IP address and SSH connection information.
console.print("\n**Step 4: Allocate an Elastic IP Address**", style="bold
cyan")
console.print(
"You can allocate an Elastic IP address and associate it with your
instance\n"
"to keep a consistent IP address even when your instance restarts."

with alive_bar(1l, title="Allocating Elastic IP") as bar:
elastic_ip = self.eip_wrapper.allocate()
time.sleep(0.5)
bar()

console.print(
f"- **Allocated Static Elastic IP Address**: {elastic_ip.public_ip3}."

with alive_bar(1, title="Associating Elastic IP") as bar:
self.eip_wrapper.associate(
elastic_ip.allocation_id, self.inst_wrapper.instances[0]
["InstanceId"]

)
time.sleep(2)

HEEAZZAR 247



Amazon Elastic Compute Cloud FROY/IN—HA R

bar()

console.print(f"- **Associated Elastic IP with Your Instance**.")
console.print(
"You can now use SSH to connect to your instance by using the Elastic
IP."

)
self._display_ssh_info()

def stop_and_start_instance(self) -> None:
Stops and restarts the EC2 instance. Displays instance state and explains
changes that occur when the instance is restarted, such as the potential
change
in the public IP address unless an Elastic IP is associated.
console.print("\n**Step 5: Stop and Start Your Instance**", style="bold
cyan")
console.print("Let's stop and start your instance to see what changes.")
console.print("- **Stopping your instance and waiting until it's
stopped...**")

with alive_bar(1, title="Stopping Instance") as bar:
self.inst_wrapper.stop()
time.sleep(360)
bar()

console.print("- **Your instance is stopped. Restarting...**")

with alive_bar(1l, title="Starting Instance") as bar:
self.inst_wrapper.start()
time.sleep(20)
bar()

console.print("**Your instance is running.**", style="bold green")
self.inst_wrapper.display()

elastic_ip = (
self.eip_wrapper.elastic_ips[@] if self.eip_wrapper.elastic_ips else
None

if elastic_ip is None or elastic_ip.allocation_id is None:
console.print(
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"- **Note**: Every time your instance is restarted, its public IP
address changes."
)
else:
console.print(
f"Because you have associated an Elastic IP with your instance,
you can \n"
f"connect by using a consistent IP address after the instance
restarts: {elastic_ip.public_ip}"

)
self._display_ssh_info()

def cleanup(self) -> None:
Cleans up all the resources created during the scenario, including
disassociating
and releasing the Elastic IP, terminating the instance, deleting the
security
group, and deleting the key pair.
console.print("\n**Step 6: Clean Up Resources**", style="bold cyan")
console.print("Cleaning up resources:")

for elastic_ip in self.eip_wrapper.elastic_ips:
console.print(f"- **Elastic IP**: {elastic_ip.public_ip}")

with alive_bar(1l, title="Disassociating Elastic IP") as bar:
self.eip_wrapper.disassociate(elastic_ip.allocation_id)
time.sleep(2)
bar()

console.print('"\t- **Disassociated Elastic IP from the Instance**")
with alive_bar(1, title="Releasing Elastic IP") as bar:
self.eip_wrapper.release(elastic_ip.allocation_id)
time.sleep(1l)
bar()

console.print("\t- **Released Elastic IP**")

console.print(f"- **Instance**: {self.inst_wrapper.instances[0]
['InstanceId']}")
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with alive_bar(1, title="Terminating Instance") as bar:
self.inst_wrapper.terminate()
time.sleep(380)
bar()

console.print("\t- **Terminated Instance**")
console.print(f"- **Security Group**: {self.sg_wrapper.security_groupl}")

with alive_bar(1l, title="Deleting Security Group") as bar:
self.sg_wrapper.delete(self.sg_wrapper.security_group)
time.sleep(1l)
bar()

console.print("\t- **Deleted Security Group**")
console.print(f"- **Key Pair**: {self.key_wrapper.key_pair['KeyName']}")

with alive_bar(1, title="Deleting Key Pair") as bar:
self.key_wrapper.delete(self.key_wrapper.key_pair["KeyName"])
time.sleep(0.4)
bar()

console.print("\t- **Deleted Key Pair**")

def run_scenario(self) -> None:
Executes the entire EC2 instance scenario: creates key pairs, security
groups,
launches an instance, associates an Elastic IP, and cleans up all
resources.
logging.basicConfig(level=1logging.INFO, format="%(levelname)s:
%(message)s")

console.print("-" * 88)
console.print(
"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started
with instances demo.",
style="bold magenta",
)

console.print("-" * 88)

self.create_and_list_key_pairs()
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self.
self.
self.
self.

self

self.

cons
cons

if __name__
try:
scen

)

scen
except E

logg

create_security_group()
create_instance()
stop_and_start_instance()
associate_elastic_ip()
.stop_and_start_instance()
cleanup()

ole.print("\nThanks for watching!", style="bold green")
ole.print("-" * 88)

== "_ main__":

ario = EC2InstanceScenario(
EC2InstanceWrapper.from_client(),
KeyPairWrapper.from_client(),
SecurityGroupWrapper.from_client(),
ElasticIpWrapper.from_client(),
boto3.client("ssm"),

ario.run_scenario()
xception:
ing.exception("Something went wrong with the demo.")

F—ARTTO2ABTYVTIDISAZEERLET,

class KeyPai

rWrapper:

Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) key pair actions.
This class provides methods to create, list, and delete EC2 key pairs.

it_ (

client: boto3.client,

file_dir: Union[tempfile.TemporaryDirectory, str],
pair: Optional[dict] = None,

Initializes the KeyPairWrapper with the specified EC2 client, key file

def __in
self
ec2_
key_
key_
DE
directory,

and

an optional key pair.

EREEA

251



Amazon Elastic Compute Cloud FROY/IN—HA R

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.
:param key_file_dir: The folder where the private key information is
stored.
This should be a secure folder.
:param key_pair: A dictionary representing the Boto3 KeyPair object.
This is a high-level object that wraps key pair actions.

Optional.
self.ec2_client = ec2_client
self.key_pair = key_pair
self.key_file_path: Optional[str] = None
self.key_file_dir = key_file_dir

@classmethod

def from_client(cls) -> "KeyPairWrapper":
Class method to create an instance of KeyPairWrapper using a new EC2
client
and a temporary directory for storing key files.

:return: An instance of KeyPairWrapper.
ec2_client = boto3.client("ec2")
return cls(ec2_client, tempfile.TemporaryDirectory())

def create(self, key_name: str) -> dict:
Creates a key pair that can be used to securely connect to an EC2
instance.
The returned key pair contains private key information that cannot be
retrieved
again. The private key data is stored as a .pem file.

:param key_name: The name of the key pair to create.

:return: A dictionary representing the Boto3 KeyPair object that
represents the newly created key pair.

:raises ClientError: If there is an error in creating the key pair, for
example, if a key pair with the same name already exists.

try:
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response = self.ec2_client.create_key_pair(KeyName=key_name)
self.key_pair = response
self.key_file_path = os.path.join(
self.key_file_dir.name, f"{self.key_pair['KeyName']}.pem"
)
with open(self.key_file_path, "w") as key_file:
key_file.write(self.key_pair["KeyMaterial"])
except ClientError as err:
if err.response["Error"]["Code"] == "InvalidKeyPair.Duplicate":
logger.error(
f"A key pair called {key_name} already exists.
"Please choose a different name for your key pair "
"or delete the existing key pair before creating."

)

raise
else:
return self.key_pair

def list(self, limit: Optional[int] = None) -> None:

Displays a list of key pairs for the current account.
WARNING: Results are not paginated.

:param limit: The maximum number of key pairs to list. If not specified,
all key pairs will be listed.
:raises ClientError: If there is an error in listing the key pairs.
try:
response = self.ec2_client.describe_key_pairs()
key_pairs = response.get("KeyPairs", [])

if limit:
key_pairs = key_pairs[:1limit]

for key_pair in key_pairs:
logger.info(
f"Found {key_pair['KeyType']} key '{key_pair['KeyName']}"
with fingerprint:"
)
logger.info(f"\t{key_pair['KeyFingerprint']}")
except ClientError as err:
logger.error(f"Failed to list key pairs: {str(err)l}")
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raise

def delete(self, key_name: str) -> bool:

Deletes a key pair by its name.

:param key_name: The name of the key pair to delete.
:return: A boolean indicating whether the deletion was successful.
:raises ClientError: If there is an error in deleting the key pair, for
example,
if the key pair does not exist.
try:
self.ec2_client.delete_key_pair(KeyName=key_name)
logger.info(f"Successfully deleted key pair: {key_namel}")
self.key_pair = None
return True
except self.ec2_client.exceptions.ClientError as err:
logger.error(f"Deletion failed for key pair: {key_namel}")
error_code = err.response["Error"]["Code"]
if error_code == "InvalidKeyPair.NotFound":
logger.error(
f"The key pair '{key_name}' does not exist and cannot be
deleted. "
"Please verify the key pair name and try again."

raise

EFXFAVTATN-TOFO232ETVTIRIVTAEERLET,

class SecurityGroupWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) security group

actions.

def __init_ (self, ec2_client: boto3.client, security_group: Optional[str] =
None):
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Initializes the SecurityGroupWrapper with an EC2 client and an optional
security group ID.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level
access to AWS EC2 services.
:param security_group: The ID of a security group to manage. This is a
high-level identifier
that represents the security group.

self.ec2_client = ec2_client

self.security_group = security_group

@classmethod
def from_client(cls) -> "SecurityGroupWrapper":

Creates a SecurityGroupWrapper instance with a default EC2 client.

:return: An instance of SecurityGroupWrapper initialized with the default
EC2 client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)

def create(self, group_name: str, group_description: str) -> str:
Creates a security group in the default virtual private cloud (VPC) of
the current account.

:param group_name: The name of the security group to create.
:param group_description: The description of the security group to
Create.
:return: The ID of the newly created security group.
:raise Handles AWS SDK service-level ClientError, with special handling
for ResourceAlreadyExists
try:
response = self.ec2_client.create_security_group(
GroupName=group_name, Description=group_description
)
self.security_group = response["GroupId"]
except ClientError as err:
if err.response["Error"]["Code"] == "ResourceAlreadyExists":
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logger.error(

f"Security group '{group_name}' already exists. Please choose
a different name."

)
raise
else:
return self.security_group

def authorize_ingress(self, ssh_ingress_ip: str) -> Optional[Dict[str, Any]]:

Adds a rule to the security group to allow access to SSH.

:param ssh_ingress_ip: The IP address that is granted inbound access to
connect
to port 22 over TCP, used for SSH.
:return: The response to the authorization request. The 'Return' field of
the

response indicates whether the request succeeded or failed, or
None if no security group is set.

:raise Handles AWS SDK service-level ClientError, with special handling
for ResourceAlreadyExists

if self.security_group is None:

logger.info("No security group to update.")
return None

try:
ip_permissions = [
{
# SSH ingress open to only the specified IP address.
"IpProtocol": "tcp",
"FromPort": 22,
"ToPort": 22,
"IpRanges": [{"CidrIp": f"{ssh_ingress_ip}/32"}],
}
]
response = self.ec2_client.authorize_security_group_ingress(
GroupId=self.security_group, IpPermissions=ip_permissions
)
except ClientError as err:
if err.response["Error"]["Code"] == "InvalidPermission.Duplicate":

logger.error(
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f"The SSH ingress rule for IP {ssh_ingress_ip} already
exists"
f"in security group '{self.security_group}'."
)
raise
else:

return response

def describe(self, security_group_id: Optional[str] = None) -> bool:
Displays information about the specified security group or all security
groups if no ID is provided.

:param security_group_id: The ID of the security group to describe.
If None, an open search is performed to

describe all security groups.

:returns: True if the description is successful.

:raises ClientError: If there is an error describing the security
group(s), such as an invalid security group ID.

try:

paginator = self.ec2_client.get_paginator("describe_security_groups")

if security_group_id is None:
# If no ID is provided, return all security groups.
page_iterator = paginator.paginate()

else:
page_iterator = paginator.paginate(GroupIds=[security_group_id])

for page in page_iterator:
for security_group in page["SecurityGroups"]:
print(f"Security group: {security_group['GroupName']}")
print(f"\tID: {security_group['GroupId']}")
print(f"\tVPC: {security_group['VpcId']}")
if security_group["IpPermissions"]:
print("Inbound permissions:")
pp(security_group["IpPermissions"])

return True
except ClientError as err:
logger.error("Failed to describe security group(s).")
if err.response["Error"]["Code"] == "InvalidGroup.NotFound":
logger.errox(
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f"Security group {security_group_id} does not exist "
f"because the specified security group ID was not found."

raise

def delete(self, security_group_id: str) -> bool:

Deletes the specified security group.

:param security_group_id: The ID of the security group to delete.
Required.

:returns: True if the deletion is successful.
:raises ClientError: If the security group cannot be deleted due to an
AWS service error.
try:
self.ec2_client.delete_security_group(GroupId=security_group_id)
logger.info(f"Successfully deleted security group
'{security_group_id}'")
return True
except ClientError as err:
logger.error(f"Deletion failed for security group
'{security_group_id}'")
error_code = err.response["Error"]["Code"]

if error_code == "InvalidGroup.NotFound":
logger.error(
f"Security group '{security_group_id}' cannot be deleted
because it does not exist."
)
elif error_code == "DependencyViolation":
logger.error(
f"Security group '{security_group_id}' cannot be deleted
because it is still in use."
" Verify that it is:"
"\n\t- Detached from resources"
"\n\t- Removed from references in other groups"
"\n\t- Removed from VPC's as a default group"

raise
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AVABVAT O3V &SV TIBDITAEERLET,

class EC2InstanceWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) instance actions

using the client interface.

def __init_ (
self, ec2_client: Any, instances: Optional[List[Dict[str, Any]]] = None
) -> None:
Initializes the EC2InstanceWrapper with an EC2 client and optional
instances.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.

:param instances: A list of dictionaries representing Boto3 Instance

objects. These are high-level objects that
wrap instance actions.
self.ec2_client = ec2_client
self.instances = instances or []

@classmethod
def from_client(cls) -> "EC2InstanceWrapper":

Creates an EC2InstanceWrapper instance with a default EC2 client.

:return: An instance of EC2InstanceWrapper initialized with the default
EC2 client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)

def create(
self,
image_id: str,
instance_type: str,
key_pair_name: str,
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security_group_ids: Optional[List[str]] = None,
) -> List[Dict[str, Any]]:

Creates a new EC2 instance in the default VPC of the current account.
The instance starts immediately after it is created.

:param image_id: The ID of the Amazon Machine Image (AMI) to use for the
instance.
:param instance_type: The type of instance to create, such as 't2.micro'.
:param key_pair_name: The name of the key pair to use for SSH access.
:param security_group_ids: A list of security group IDs to associate with
the instance.
If not specified, the default security group
of the VPC is used.
:return: A list of dictionaries representing Boto3 Instance objects
representing the newly created instances.
try:
instance_params = {
"ImageId": image_id,
"InstanceType": instance_type,
"KeyName": key_pair_name,
}
if security_group_ids is not None:
instance_params["SecurityGroupIds"] = security_group_ids

response = self.ec2_client.run_instances(
**jinstance_params, MinCount=1, MaxCount=1
)
instance = response["Instances"][0]
self.instances.append(instance)
waiter = self.ec2_client.get_waiter("instance_running")
waiter.wait(Instancelds=[instance["InstanceIld"]])
except ClientError as err:
params_str = "\n\t".join(
f"{key}: {value}" for key, value in instance_params.items()
)
logger.error(
f"Failed to complete instance creation request.\nRequest details:
{params_str}"
)
error_code = err.response["Error"]["Code"]
if error_code == "InstanceLimitExceeded":
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logger.error(

(
f"Insufficient capacity for instance type
'{instance_type}'. "
"Terminate unused instances or contact AWS Support for a
limit increase."
)
)
if error_code == "InsufficientInstanceCapacity":

logger.errox(

(

f"Insufficient capacity for instance type
'{instance_type}'. "
"Select a different instance type or launch in a
different availability zone."
)
)

raise
return self.instances

def display(self, state_filter: Optional[str] = "running") -> None:

Displays information about instances, filtering by the specified state.

:param state_filter: The instance state to include in the output. Only
instances in this state
will be displayed. Default is 'running'. Example
states: 'running', 'stopped'.
if not self.instances:
logger.info("No instances to display.")
return

instance_ids = [instance["InstancelId"] for instance in self.instances]
paginator = self.ec2_client.get_paginator("describe_instances")
page_iterator = paginator.paginate(Instancelds=instance_ids)

try:
for page in page_iterator:
for reservation in page["Reservations"]:
for instance in reservation["Instances"]:
instance_state = instance["State"]["Name"]
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# Apply the state filter (default is 'running')
if state_filter and instance_state != state_filter:
continue # Skip this instance if it doesn't match

the filter

# Create a formatted string with instance details
instance_info = (

f"e ID: {instance['InstanceId']}\n"

f"e Image ID: {instance['ImageId']}\n"

f"e Instance type: {instance['InstanceType']}\n"

f"e Key name: {instance['KeyName']}\n"

f"e VPC ID: {instance['VpcId']}\n"

f"e Public IP: {instance.get('PublicIpAddress', 'N/

Al )}\nll

f"e State: {instance_statel}"

)

print(instance_info)

except ClientError as err:
logger.errox(
f"Failed to display instance(s). : {' '.join(map(str,

instance_ids))}"

)
error_code = err.response["Error"]["Code"]
if error_code == "InvalidInstanceID.NotFound":

logger.errox(
"One or more instance IDs do not exist. "
"Please verify the instance IDs and try again."

)

raise

def terminate(self) -> None:

Terminates instances and waits for them to reach the terminated state.
if not self.instances:

logger.info("No instances to terminate.")

return

instance_ids = [instance["InstanceId"] for instance in self.instances]
try:
self.ec2_client.terminate_instances(Instancelds=instance_ids)
waiter = self.ec2_client.get_waiter("instance_terminated")

BEARz2R

262



Amazon Elastic Compute Cloud FROY/IN—HA R

waiter.wait(Instancelds=instance_ids)
self.instances.clear()
for instance_id in instance_ids:
print(f"e Instance ID: {instance_id}\n" f"« Action: Terminated")

except ClientError as err:
logger.error(
f"Failed instance termination details:\n\t{str(self.instances)}"
)
error_code = err.response["Error"]["Code"]
if error_code == "InvalidInstanceID.NotFound":
logger.errox(
"One or more instance IDs do not exist.
"Please verify the instance IDs and try again."

raise

def start(self) -> Optional[Dict[str, Any]l]:

Starts instances and waits for them to be in a running state.

:return: The response to the start request.
if not self.instances:
logger.info("No instances to start.")
return None

instance_ids = [instance["InstanceId"] for instance in self.instances]
try:
start_response =
self.ec2_client.start_instances(Instancelds=instance_ids)
waiter = self.ec2_client.get_waiter("instance_running")
waiter.wait(Instancelds=instance_ids)
return start_response
except ClientError as err:
logger.error(
f"Failed to start instance(s): {','.join(map(str,
instance_ids))}"

)
error_code = err.response["Error"]["Code"]
if error_code == "IncorrectInstanceState":

logger.error(
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"Couldn't start instance(s) because they are in an incorrect
state. "
"Ensure the instances are in a stopped state before starting

them."

raise

def stop(self) -> Optional[Dict[str, Any]l]:

Stops instances and waits for them to be in a stopped state.

:return: The response to the stop request, or None if there are no
instances to stop.
if not self.instances:
logger.info("No instances to stop.")
return None

instance_ids = [instance["InstanceIld"] for instance in self.instances]
try:

# Attempt to stop the instances

stop_response =

self.ec2_client.stop_instances(Instancelds=instance_ids)

waiter = self.ec2_client.get_waiter("instance_stopped")

waiter.wait(Instancelds=instance_ids)
except ClientError as err:

logger.errox(

f"Failed to stop instance(s): {','.join(map(str, instance_ids))}"

)
error_code = err.response["Error"]["Code"]
if error_code == "IncorrectInstanceState":
logger.error(
"Couldn't stop instance(s) because they are in an incorrect
state. "
"Ensure the instances are in a running state before stopping
them."
)
raise

return stop_response

def get_images(self, image_ids: List[str]) -> List[Dict[str, Any]l]:
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Gets information about Amazon Machine Images (AMIs) from a list of AMI
IDs.

:param image_ids: The list of AMI IDs to look up.
:return: A list of dictionaries representing the requested AMIs.
try:
response = self.ec2_client.describe_images(ImageIds=image_ids)
images = response["Images"]
except ClientError as err:
logger.error(f"Failed to stop AMI(s): {','.join(map(str,
image_ids))}")
error_code = err.response["Error"]["Code"]

if error_code == "InvalidAMIID.NotFound":
logger.error("One or more of the AMI IDs does not exist.")
raise

return images

def get_instance_types(

self, architecture: str = "x86_64", sizes: List[str] = ["*.micro",
"% . small"]

) -> List[Dict[str, Any]l]:
Gets instance types that support the specified architecture and size.
See https://docs.aws.amazon.com/AWSEC2/latest/APIReference/

API_DescribeInstanceTypes.html

for a list of allowable parameters.

:param architecture: The architecture supported by instance types.
Default: 'x86_64"'.
:param sizes: The size of instance types. Default: '*.micro', '*.small',
:return: A list of dictionaries representing instance types that support
the specified architecture and size.
try:
inst_types = []
paginator = self.ec2_client.get_paginator("describe_instance_types")
for page in paginator.paginate(
Filters=[
{
"Name": "processor-info.supported-architecture",
"Values": [architecture],

iy
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{"Name": "instance-type", "Values": sizes},

inst_types += page["InstanceTypes"]
except ClientError as err:
logger.errox(
f"Failed to get instance types: {architecture},
{',".join(map(str, sizes))}"

)
error_code = err.response["Error"]["Code"]
if error_code == "InvalidParameterValue":

logger.errox(
"Parameters are invalid. "
"Ensure architecture and size strings conform to
DescribeInstanceTypes API reference."
)
raise
else:

return inst_types

ElasticIP 79> 3> %2V 7935095 A%E&LET,

class ElasticIpWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Elastic IP address
actions using the client interface."""

class ElasticIp:
"""Represents an Elastic IP and its associated instance."""
def __init_ (
self, allocation_id: str, public_ip: str, instance_id: Optional[str]
= None
) -> None:

Initializes the ElasticIp object.

:param allocation_id: The allocation ID of the Elastic IP.
:param public_ip: The public IP address of the Elastic IP.
:param instance_id: The ID of the associated EC2 instance, if any.
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self.allocation_id = allocation_id
self.public_ip = public_ip
self.instance_id = instance_id

def __init_ (self, ec2_client: Any) -> None:

Initializes the ElasticIpWrapper with an EC2 client.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.
self.ec2_client = ec2_client
self.elastic_ips: List[ElasticIpWrapper.ElasticIp] = []
@classmethod

def from_client(cls) -> "ElasticIpWrapper":

Creates an ElasticIpWrapper instance with a default EC2 client.

:return: An instance of ElasticIpWrapper initialized with the default EC2
client.

ec2_client = boto3.client("ec2")
return cls(ec2_client)

def allocate(self) -> "ElasticIpWrapper.ElasticIp":

Allocates an Elastic IP address that can be associated with an Amazon EC2

instance. By using an Elastic IP address, you can keep the public IP
address

constant even when you restart the associated instance.

:return: The ElasticIp object for the newly created Elastic IP address.
:raises ClientError: If the allocation fails, such as reaching the
maximum limit of Elastic IPs.
try:
response = self.ec2_client.allocate_address(Domain="vpc")
elastic_ip = self.ElasticIp(
allocation_id=response["AllocationId"],
public_ip=response["PublicIp"]
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)
self.elastic_ips.append(elastic_ip)
except ClientError as err:
if err.response["Error"]["Code"] == "AddressLimitExceeded":
logger.error(
"Max IP's reached. Release unused addresses or contact AWS
Support for an increase."
)
raise err
return elastic_ip

def associate(
self, allocation_id: str, instance_id: str
) -> Union[Dict[str, Any], None]:
Associates an Elastic IP address with an instance. When this association
is
created, the Elastic IP's public IP address is immediately used as the
public
IP address of the associated instance.

:param allocation_id: The allocation ID of the Elastic IP.
:param instance_id: The ID of the Amazon EC2 instance.
:return: A response that contains the ID of the association, or None if
no Elastic IP is found.
:raises ClientError: If the association fails, such as when the instance
ID is not found.
elastic_ip = self.get_elastic_ip_by_allocation(self.elastic_ips,
allocation_id)
if elastic_ip is None:
logger.info(f"No Elastic IP found with allocation ID
{allocation_id}.")
return None

try:
response = self.ec2_client.associate_address(
AllocationId=allocation_id, Instanceld=instance_id
)
elastic_ip.instance_id = (
instance_id # Track the instance associated with this Elastic
IP.
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except ClientError as err:
if err.response["Error"]["Code"] == "InvalidInstanceID.NotFound":
logger.error(
f"Failed to associate Elastic IP {allocation_id} with
{instance_id} "
"because the specified instance ID does not exist or has not
propagated fully. "
"Verify the instance ID and try again, or wait a few moments
before attempting to "
"associate the Elastic IP address."
)
raise
return response

def disassociate(self, allocation_id: str) -> None:

Removes an association between an Elastic IP address and an instance.
When the

association is removed, the instance is assigned a new public IP address.

:param allocation_id: The allocation ID of the Elastic IP to
disassociate.
:raises ClientError: If the disassociation fails, such as when the
association ID is not found.
elastic_ip = self.get_elastic_ip_by_allocation(self.elastic_ips,
allocation_id)
if elastic_ip is None or elastic_ip.instance_id is None:
logger.info(
f"No association found for Elastic IP with allocation ID
{allocation_id}."
)

return

try:
# Retrieve the association ID before disassociating
response =
self.ec2_client.describe_addresses(AllocationIds=[allocation_id])
association_id = response["Addresses"][0@].get("AssociationId")

if association_id:

self.ec2_client.disassociate_address(AssociationId=association_id)
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elastic_ip.instance_id = None # Remove the instance association
else:
logger.info(
f"No Association ID found for Elastic IP with allocation ID
{allocation_id}."

)

except ClientError as err:
if err.response["Error"]["Code"] == "InvalidAssociationID.NotFound":
logger.error(
f"Failed to disassociate Elastic IP {allocation_id} "
"because the specified association ID for the Elastic IP
address was not found. "
"Verify the association ID and ensure the Elastic IP is

currently associated with a
"resource before attempting to disassociate it."

raise

def release(self, allocation_id: str) -> None:

Releases an Elastic IP address. After the Elastic IP address is released,
it can no longer be used.

:param allocation_id: The allocation ID of the Elastic IP to release.
:raises ClientError: If the release fails, such as when the Elastic IP
address is not found.

elastic_ip = self.get_elastic_ip_by_allocation(self.elastic_ips,
allocation_id)
if elastic_ip is None:
logger.info(f"No Elastic IP found with allocation ID
{allocation_id}.")
return

try:
self.ec2_client.release_address(AllocationId=allocation_id)
self.elastic_ips.remove(elastic_ip) # Remove the Elastic IP from the

list

except ClientError as err:

if err.response["Error"]["Code"] == "InvalidAddress.NotFound":
logger.error(
f"Failed to release Elastic IP address {allocation_id} "
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"because it could not be found. Verify the Elastic IP address

"and ensure it is allocated to your account in the correct

region "
"before attempting to release it."
)
raise
@staticmethod

def get_elastic_ip_by_allocation(
elastic_ips: List["ElasticIpWrapper.ElasticIp"], allocation_id: str
) -> Optional["ElasticIpWrapper.ElasticIp"]:

Retrieves an Elastic IP object by its allocation ID from a given list of
Elastic IPs.

:param elastic_ips: A list of ElasticIp objects.

:param allocation_id: The allocation ID of the Elastic IP to retrieve.

:return: The ElasticIp object associated with the allocation ID, or None
if not found.

return next(
(ip for ip in elastic_ips if ip.allocation_id == allocation_id), None

« APl OFFMIC OV T, TAWS SDK for Python (Boto3) API U7 7L A1 OULT O K
EvoaZRLTIEEV,
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* AuthorizeSecurityGrouplngress

+ CreateKeyPair

» CreateSecurityGroup

* DeleteKeyPair

» DeleteSecurityGroup

» Describelmages
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EC2InstanceScenario £ZIC 1k, fleEE2ERITIHIO Y INEENTVET,

//! Scenario that uses the AWS SDK for Rust (the SDK) with Amazon Elastic Compute
Cloud

//' (Amazon EC2) to do the following:

//!

//! * Create a key pair that is used to secure SSH communication between your
computer and

//! an EC2 instance.

//! * Create a security group that acts as a virtual firewall for your EC2
instances to

//! control incoming and outgoing traffic.

//' * Find an Amazon Machine Image (AMI) and a compatible instance type.

EXREZR 272


https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/DescribeInstanceTypes
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/DescribeInstances
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/DescribeKeyPairs
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/DescribeSecurityGroups
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/DisassociateAddress
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/ReleaseAddress
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/RunInstances
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/StartInstances
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/StopInstances
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/TerminateInstances
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/UnmonitorInstances
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ec2#code-examples

Amazon Elastic Compute Cloud FROY/IN—HA R

//!' * Create an instance that is created from the instance type and AMI you
select, and

//! is configured to use the security group and key pair created in this
example.

//! * Stop and restart the instance.

//! * Create an Elastic IP address and associate it as a consistent IP address
for your instance.

//! * Connect to your instance with SSH, using both its public IP address and
your Elastic IP

//! address.

//' * Clean up all of the resources created by this example.

use std::net::Ipv4Addr;

use crate::{
ec2::{EC2Error, EC2},
getting_started::{key_pair::KeyPairManager, util::Util},
ssm: :SSM,

};

use aws_sdk_ssm: :types: :Parameter;

use super::{

elastic_ip::ElasticIpManager, instance::InstanceManager,
security_group::SecurityGroupManager,

util::ScenarioImage,

13

pub struct Ec2InstanceScenario {
ec2: EC2,
ssm: SSM,
util: Util,

key_pair_manager: KeyPairManager,
security_group_manager: SecurityGroupManager,
instance_manager: InstanceManager,
elastic_ip_manager: ElasticIpManager,

impl Ec2InstanceScenario {
pub fn new(ec2: EC2, ssm: SSM, util: Util) -> Self {
Ec2InstanceScenario {
ec2,
ssm,
util,
key_pair_manager: Default::default(),
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security_group_manager: Default::default(),
instance_manager: Default::default(),
elastic_ip_manager: Default::default(),

pub async fn run(&mut self) -> Result<(), EC2Error> {
self.create_and_list_key_pairs().await?;
self.create_security_group().await?;
self.create_instance().await?;
self.stop_and_start_instance().await?;
self.associate_elastic_ip().await?;
self.stop_and_start_instance().await?;

0k(())

/// 1. Creates an RSA key pair and saves its private key data as a .pem file
in secure

/// temporary storage. The private key data is deleted after the example
completes.

/// 2. Optionally, lists the first five key pairs for the current account.

pub async fn create_and_list_key_pairs(&mut self) -> Result<(), EC2Error> {

println!( "Let's create an RSA key pair that you can be use to securely

connect to your EC2 instance.");

let key_name = self.util.prompt_key_name()?;

self.key_pair_manager
.create(&self.ec2, &self.util, key_name)
.await?;

println!(

"Created a key pair {} and saved the private key to {:?}.",
self.key_pair_manager

.key_pair()

.key_name()

.ok_or_else(|| EC2Error::new("No key name after creating key"))?,
self.key_pair_manager

.key_file_path()

.ok_or_else(|| EC2Error::new("No key file after creating key"))?

);

if self.util.should_list_key_pairs()? {
for pair in self.key_pair_manager.list(&self.ec2).await? {
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println!(
"Found {:?} key {3} with fingerprint:\t{:?}",
pair.key_type(),
pair.key_name().unwrap_or("Unknown"),
pair.key_fingerprint()

I

0k(())

/// 1. Creates a security group for the default VPC.
/// 2. Adds an inbound rule to allow SSH. The SSH rule allows only

/// inbound traffic from the current computer’s public IPv4 address.

/// 3. Displays information about the security group.

///

/// This function uses <http://checkip.amazonaws.com> to get the current
public IP

/// address of the computer that is running the example. This method works in
most

/// cases. However, depending on how your computer connects to the internet,
you

/// might have to manually add your public IP address to the security group
by using

/// the AWS Management Console.
pub async fn create_security_group(&mut self) -> Result<(), EC2Error> {
println!("Let's create a security group to manage access to your
instance.");
let group_name = self.util.prompt_security_group_name()?;

self.security_group_manager
.create(
&self.ec2,
&group_name,
"Security group for example: get started with instances.",

)

.await?;

println!(
"Created security group {} in your default VPC {}.",
self.security_group_manager.group_name(),
self.security_group_manager
.vpc_id()
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.unwrap_or (" (unknown vpc)")

);

let check_ip = self.util.do_get("https://checkip.amazonaws.com").await?;
let current_ip_address: Ipv4Addr = check_ip.trim().parse().map_err(|e]| {
EC2Error: :new(format!(
"Failed to convert response {} to IP Address: {e:?}",
check_ip
))
DS

println!("Your public IP address seems to be {current_ip_address}");
if self.util.should_add_to_security_group() {
match self
.security_group_manager
.authorize_ingress(&self.ec2, current_ip_address)

.await
{
Ok(_) => println!("Security group rules updated"),
Err(err) => eprintln!("Couldn't update security group rules:
{err:?}"),
}
}

println!("{3}", self.security_group_manager);

0k(())

/// 1. Gets a list of Amazon Linux 2 AMIs from AWS Systems Manager.
Specifying the

/// '/aws/service/ami-amazon-linux-latest' path returns only the latest
AMIs.

/// 2. Gets and displays information about the available AMIs and lets you
select one.

/// 3. Gets a list of instance types that are compatible with the selected
AMI and

/// lets you select one.

/// 4. Creates an instance with the previously created key pair and security
group,

/// and the selected AMI and instance type.

/// 5. Waits for the instance to be running and then displays its
information.

pub async fn create_instance(&mut self) -> Result<(), EC2Error> {

let ami = self.find_image().await?;
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let instance_types = self

.ec2

.list_instance_types(&ami.0)

.await

.map_err(|e| e.add_message("Could not find instance types"))?;
println!(

"There are several instance types that support the {} architecture of
the image.",
ami.Q
.architecture
.as_ref()
.ok_or_else(|| EC2Error::new(format!("Missing architecture in
{:?3}", ami.0)))?
);

let instance_type = self.util.select_instance_type(instance_types)?;

println!("Creating your instance and waiting for it to start...");
self.instance_manager
.create(
&self.ec2,
ami.Q
.image_id()
.ok_or_else(|| EC2Error::new("Could not find image ID"))?,
instance_type,
self.key_pair_manager.key_pair(),
self.security_group_manager
.security_group()
.map(|sg| vec![sgl)
.ok_or_else(|| EC2Error::new("Could not find security
group"))?,
)
.await
.map_err(|e| e.add_message('"Scenario failed to create instance"))?;

while let Err(err) = self
.ec2
.wait_for_instance_ready(self.instance_manager.instance_id(), None)
.await

println!("{errl}");
if Iself.util.should_continue_waiting() {
return Err(err);
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}

println!("Your instance is ready:\n{}", self.instance_manager);
self.display_ssh_info();

ok(())

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {

let params: Vec<Parameter> = self

.ssm

.list_path("/aws/service/ami-amazon-linux-latest")

.await

.map_err(|e| e.add_message("Could not find parameters for available

images"))?
.into_iter()
.filter(|param| param.name().is_some_and(|name|
name.contains("amzn2")))

.collect();
let amzn2_images: Vec<ScenarioImage> = self

.ec?2

.list_images(params)

.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

// 1. Stops the instance and waits for it to stop.

// 2. Starts the instance and waits for it to start.

// 3. Displays information about the instance.

// 4. Displays an SSH connection string. When an Elastic IP address is

associated
// with the instance, the IP address stays consistent when the instance
stops

// and starts.

pub async fn stop_and_start_instance(&self) -> Result<(), EC2Error> {
println!("Let's stop and start your instance to see what changes.");
println!("Stopping your instance and waiting until it's stopped...");
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self.instance_manager.stop(&self.ec2).await?;
println!("Your instance is stopped. Restarting...");
self.instance_manager.start(&self.ec2).await?;
println!("Your instance is running.");
println!("{}", self.instance_manager);
if self.elastic_ip_manager.public_ip() == "0.0.0.0" {
println!("Every time your instance is restarted, its public IP
address changes.");
} else {
println!(
"Because you have associated an Elastic IP with your instance,
you can connect by using a consistent IP address after the instance restarts."
);
}
self.display_ssh_info();
0k(())

/// 1. Allocates an Elastic IP address and associates it with the instance.
/// 2. Displays an SSH connection string that uses the Elastic IP address.
async fn associate_elastic_ip(&mut self) -> Result<(), EC2Error> {
self.elastic_ip_manager.allocate(&self.ec2).await?;
println!(
"Allocated static Elastic IP address: {}",
self.elastic_ip_manager.public_ip()

);

self.elastic_ip_manager
.associate(&self.ec2, self.instance_manager.instance_id())
.await?;
println!("Associated your Elastic IP with your instance.");
println!("You can now use SSH to connect to your instance by using the
Elastic IP.");
self.display_ssh_info();
0k(())

/// Displays an SSH connection string that can be used to connect to a
running
/// instance.
fn display_ssh_info(&self) {
let ip_addr = if self.elastic_ip_manager.has_allocation() {
self.elastic_ip_manager.public_ip()
} else {
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self.instance_manager.instance_ip()
I
let key_file_path = self.key_pair_manager.key_file_path().unwrap();
println!("To connect, open another command prompt and run the following
command:");
println!("\nssh -i {} ec2-usere{ip_addr}\n", key_file_path.display());
let _ = self.util.enter_to_continue();

/// 1. Disassociate and delete the previously created Elastic IP.
/// 2. Terminate the previously created instance.
/// 3. Delete the previously created security group.
/// 4. Delete the previously created key pair.
pub async fn clean_up(self) {
println!("Let's clean everything up. This example created these
resources:");
println!(
"\tKey pair: {}",
self.key_pair_manager

.key_paiz()
.key_name()
.unwrap_or (" (unknown key pair)")
);
println!(
"\tSecurity group: {}",
self.security_group_manager.group_name()
);
println!(
"\tInstance: {}",
self.instance_manager.instance_display_name()
);

if self.util.should_clean_resources() {
if let Err(err) = self.elastic_ip_manager.remove(&self.ec2).await {
eprintln!("{erxr}")
}
if let Err(err) = self.instance_manager.delete(&self.ec2).await {
eprintln! ("{erx}")
}

if let Err(err) = self.security_group_manager.delete(&self.ec2).await

eprintln! ("{err}");
}
if let Err(err) = self.key_pair_manager.delete(&self.ec2,
&self.util).await {
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eprintln!("{erxr}");

}
} else {
println!("0Ok, not cleaning up any resources!");
}
}
}
pub async fn run(mut scenario: Ec2InstanceScenario) {
println!
T ");
println!(

"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get
with instances demo."
)5

println!

started

(e e e e e e e ")

if let Err(err) = scenario.run().await {
eprintln!("There was an error running the scenario: {err}")

println!

(Il ________________________________________________________________________________ Il);

scenario.clean_up().await;

println!("Thanks for running!");
println!

(Il ________________________________________________________________________________ Il);

EC2impl BEAFTFANAOA—REY I RCI NE L THEEL, TOBEHKIE EC2 SDK Y
HLZZSYv7LET,

use std::{net::Ipv4Addr, time::Duration};

use aws_sdk_ec2::{
client::Waiters,
error: :ProvideErrorMetadata,
operation::{
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allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,
},
types::{
DomainType, Filter, Image, Instance, InstanceType, IpPermission, IpRange,
KeyPairInfo,
SecurityGroup, Tag,
I
Client as EC2Client,
I
use aws_sdk_ssm: :types: :Parameter;
use aws_smithy_runtime_api::client::waiters::error::WaiterError;

#[cfg(test)]
use mockall: :automock;

#[cfg(not(test))]
pub use EC2Impl as EC2;

#[cfg(test)]
pub use MockEC2Impl as EC2;

#[derive(Clone)]
pub struct EC2Impl {
pub client: EC2Client,

#[cfg_attr(test, automock)]
impl EC2Impl {
pub fn new(client: EC2Client) -> Self {
EC2Impl { client }

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {

tracing::info!("Creating key pair {namel}");

let output = self.client.create_key_pair().key_name(name).send().await?;

let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();

let material = output
.key_material
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.ok_or_else(|| EC2Error::new("Create Key Pair has no key
material"))?;
Ok((info, material))

pub async fn list_key_ pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {name}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
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.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
DS

tracing::info!("Created security group {name} as {group_id}");

Ok(group)

/// Find a single security group, by ID. Returns Err if multiple groups are

found.

pub async fn describe_security_group(

&self,
group_id: &str,

) -> Result<Option<SecurityGroup>, EC2Error> {
let group_id: String = group_id.into();
let describe_output = self

.client
.describe_security_groups()
.group_ids(&group_id)
.send()

.await?;

let mut groups = describe_output.security_groups.unwrap_or_default();

match groups.len() {
® => 0k(None),
1 => Ok(Some(groups.remove(Q))),
=> Err(EC2Error: :new(format!(
"Expected single group for {group_id}"
))),

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
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.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange: :builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

0k(())

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {
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Err(EC2Error::new("No images for selected AMIs"))
} else {
Ok (images)

/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {
let architecture = format!(
{3,
image.architecture().ok_or_else(|| EC2Error::new(format!(
"Image {:?} does not have a listed architecture",
image.image_id()

)))?

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
filter_map(|iti| iti.instance_type)
.collect())

pub async fn create_instance<'a>(
&self,
image_id: &'a str,

BEXEZAH 286



Amazon Elastic Compute Cloud FROY/IN—HA R

instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;
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match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())

/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response
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.reservations()

first()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

First()

.ok_or_else(]|| {

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

})?;
Ok(instance.clone())
}
pub async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error>
{
tracing::info!("Starting instance {instance_id}");
self.client
.start_instances()
.instance_ids(instance_id)
.send()
.await?;
tracing::info!("Started instance.");
0k(())
}
pub async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error>
{

tracing::info!("Stopping instance {instance_id}");
self.client

.stop_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

0k(())
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}

pub async fn reboot_instance(&self, instance_id: &str) -> Result<(),
EC2Error> {
tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;

ok(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
DS
0k(())

pub async fn delete_instance(&self, instance_id: &str) -> Result<(),
EC2Error> {
tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client
.terminate_instances()
.instance_ids(instance_id)
.send()
.await?;
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self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error::from)

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

0k(())

pub async fn associate_ip_address(
&self,

HEEAZZAR 291



Amazon Elastic Compute Cloud FROY/IN—HA R

allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {

let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;

Ok(response)

pub async fn disassociate_ip_address(&self, association_id: &str) ->
Result<(), EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)

.send()
.await?;
0k(())
}
}
#[derive(Debug)]

pub struct EC2Error(String);
impl EC2Error {
pub fn new(value: impl Into<String>) -> Self {
EC2Error(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
EC2Error(format!("{}: {}", message.into(), self.0Q))

impl<T: ProvideErrorMetadata> From<T> for EC2Error {
fn from(value: T) -> Self {
EC2Error(format!(

{3 {37,

value
.code()
.map(String::from)
.unwrap_or("unknown code".into()),
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value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)

impl std::error::Error for EC2Error {}

impl std::fmt::Display for EC2Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
write!(f, "{}", self.0)

SSM BEARETANADF—REY IRA NELTHEL, TDOBEEIF SSM SDK U H
LEZYZTLET,

use aws_sdk_ssm: :{types: :Parameter, Client};
use aws_smithy_async::future::pagination_stream::TryFlatMap;

use crate::ec2::EC2Error;

#[cfg(test)]
use mockall: :automock;

#[cfg(not(test))]
pub use SSMImpl as SSM;

#[cfg(test)]
pub use MockSSMImpl as SSM;

pub struct SSMImpl {
inner: Client,

#[cfg_attr(test, automock)]
impl SSMImpl {
pub fn new(inner: Client) -> Self {
SSMImpl { inner }
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}

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error>

let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)
.flat_map(|item| item.parameters.unwrap_or_default())
.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

COTFIATRE, B8RO 'Rx—2Jv—, EXORBREFRZERAL T, T UT2ETERS
KVHIBRENLZVY—AANOT IV AZNEBLET,

use aws_sdk_ec2: :operation::{
allocate_address::AllocateAddressOutput,
associate_address: :AssociateAddressOutput,

};
use crate::ec2::{EC2Error, EC2};

/// ElasticIpManager tracks the lifecycle of a public IP address, including its
/// allocation from the global pool and association with a specific instance.
#[derive(Debug, Default)]
pub struct ElasticIpManager {

elastic_ip: Option<AllocateAddressOutput>,

association: Option<AssociateAddressOutput>,

impl ElasticIpManager {
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pub fn has_allocation(&self) -> bool {
self.elastic_ip.is_some()

pub fn public_ip(&self) -> &str {
if let Some(allocation) = &self.elastic_ip {
if let Some(addr) = allocation.public_ip() {
return addr;

3
"0.0.0.0"

pub async fn allocate(&mut self, ec2: &EC2) -> Result<(), EC2Error> {
let allocation = ec2.allocate_ip_address().await?;
self.elastic_ip = Some(allocation);

ok(())

pub async fn associate(&mut self, ec2: &EC2, instance_id: &str) -> Result<(),
EC2Error> {
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {

let association = ec2.associate_ip_address(allocation_id,
instance_id).await?;

self.association = Some(association);

return 0k(());

}

Err(EC2Error::new("No ip address allocation to associate"))

pub async fn remove(mut self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(association) = &self.association {
if let Some(association_id) = association.association_id() {
ec2.disassociate_ip_address(association_id).await?;

}

self.association = None;
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {
ec2.deallocate_ip_address(allocation_id).await?;

BEXEZAH 295



Amazon Elastic Compute Cloud

FROYN—=HA R

self.elastic_ip = None;

0k(())

use std::fmt::Display;

use aws_sdk_ec2::types::{Instance, InstanceType, KeyPairInfo, SecurityGroup};

use crate::ec2::{EC2Error, EC2};

/// InstanceManager wraps the lifecycle of an EC2 Instance.
#[derive(Debug, Default)]
pub struct InstanceManager {

instance: Option<Instance>,

impl InstanceManager {
pub fn instance_id(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(id) = instance.instance_id() {
return id;

}

"Unknown"

pub fn instance_name(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(tag) = instance.tags().iter().find(|e| e.key()
Some("Name")) {
if let Some(value) = tag.value() {
return value;

}

"Unknown"

pub fn instance_ip(&self) -> &str {
if let Some(instance) = &self.instance {

if let Some(public_ip_address) = instance.public_ip_address() {

return public_ip_address;
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3
"0.0.0.0"

pub fn instance_display_name(&self) -> String {
format! ("{} ({})", self.instance_name(), self.instance_id())

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(
&mut self,
ec2: &EC2,
image_id: &str,
instance_type: InstanceType,
key_pair: &KeyPairInfo,
security_groups: Vec<&SecurityGroup>,
) -> Result<(), EC2Error> {
let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;
let instance = ec2.describe_instance(&instance_id).await?;
self.instance = Some(instance);

ok(())

/// Start the managed EC2 instance, if present.
pub async fn start(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.start_instance(self.instance_id()).await?;
}
0k(())

/// Stop the managed EC2 instance, if present.
pub async fn stop(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.stop_instance(self.instance_id()).await?;
}
0k(())

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
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if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)

.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

/// Terminate and delete the managed EC2 instance, if present.
pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.delete_instance(self.instance_id()).await?;
}
0k(())

impl Display for InstanceManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
if let Some(instance) = &self.instance {
writeln!(f, "\tID: {}",
instance.instance_id().unwrap_or("(Unknown)"))?;
writeln!(
T,
"\tImage ID: {}",
instance.image_id().unwrap_or("(Unknown)")
)?;
writeln!(
f,
"\tInstance type: {}",
instance
.instance_type()
.map(|it]| format!("{it}"))
.unwrap_or("(Unknown)".to_string())
)?;
writeln!(
f,
"\tKey name: {}",
instance.key_name().unwrap_or("(Unknown)")
VE?
writeln!(f, "\tVvPC ID: {3}",
instance.vpc_id().unwrap_oxr (" (Unknown)"))?;
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writeln!(
T,
"\tPublic IP: {}",
instance.public_ip_address().unwrap_or("(Unknown)")

)?;
let instance_state = instance
.state
.as_ref()
-map(|is| {
is.name()
.map(|isn| format!("{isn}"))
.unwrap_or("(Unknown)".to_string())
)

.unwrap_or("(Unknown)".to_string());
writeln!(f, "\tState: {instance_state}")?;
} else {
writeln!(f, "\tNo loaded instance")?;
}
0k(())

use std::{env, path::PathBuf};

use aws_sdk_ec2::types::KeyPairInfo;
use crate::ec2::{EC2Error, EC2};

use super::util::Util;

/// KeyPairManager tracks a KeyPairInfo and the path the private key has been
/// written to, if it's been created.
#[derive(Debug)]
pub struct KeyPairManager {
key_pair: KeyPairInfo,
key_file_path: Option<PathBuf>,
key_file_dir: PathBuf,

impl KeyPairManager {
pub fn new() -> Self {
Self::default()
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pub fn key_pair(&self) -> &KeyPairInfo {
&self.key_pair

pub fn key_file_path(&self) -> Option<&PathBuf> {
self.key_file_path.as_ref()

pub fn key_file_dir(&self) -> &PathBuf {
&self.key_file_dir

/// Creates a key pair that can be used to securely connect to an EC2
instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_name}"))

DS

let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok (key_pair)

EXREZR 300



Amazon Elastic Compute Cloud FROY/IN—HA R

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");

}
ok(())

pub async fn list(&self, ec2: &EC2) -> Result<Vec<KeyPairInfo>, EC2Error> {
ec2.list_key_pair().await

impl Default for KeyPairManager {
fn default() -> Self {
KeyPairManager {
key_pair: KeyPairInfo::builder().build(),
key_file_path: Default::default(),
key_file_dir: env::temp_dir(),

use std::net::Ipv4Addr;
use aws_sdk_ec2::types::SecurityGroup;
use crate::ec2::{EC2Error, EC2};

/// SecurityGroupManager tracks the lifecycle of a SecurityGroup for an instance,
/// including adding a rule to allow SSH from a public IP address.
#[derive(Debug, Default)]
pub struct SecurityGroupManager {

group_name: String,

group_description: String,

security_group: Option<SecurityGroup>,
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impl SecurityGroupManager {

pub async fn create(
&mut self,
ec2: &EC2,
group_name: &str,
group_description: &str,

) -> Result<(), EC2Error> {
self.group_name = group_name.into();
self.group_description = group_description.into();

self.security_group = Some(
ec2.create_security_group(group_name, group_description)
.await
.map_err(|e| e.add_message("Couldn't create security group"))?,

);

ok(())

pub async fn authorize_ingress(&self, ec2: &EC2, ip_address: Ipv4Addr) ->
Result<(), EC2Error> {
if let Some(sg) = &self.security_group {

ec2.authorize_security_group_ssh_ingress(

sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

vec![ip_address],

)

.await?;

i

ok(())

pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(sg) = &self.security_group {
ec2.delete_security_group(
sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,
)
.await?;

i

ok(())
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pub fn group_name(&self) -> &str {
&self.group_name

pub fn vpc_id(&self) -> Option<&str> {
self.security_group.as_ref().and_then(]|sg| sg.vpc_id())

pub fn security_group(&self) -> Option<&SecurityGroup> {
self.security_group.as_ref()

impl std::fmt::Display for SecurityGroupManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.security_group {
Some(sg) => {

writeln!(
T,
"Security group: {}",
sg.group_name().unwrap_or (" (unknown group)")

)?;

writeln!(f, "\tID: {3}", sg.group_id().unwrap_or("(unknown group

id)"))?;
writeln!(f, "\tVPC: {3}", sg.vpc_id().unwrap_or("(unknown group
vpc)"))?;
if !sg.ip_permissions().is_empty() {
writeln!(f, "\tInbound Permissions:")?;
for permission in sg.ip_permissions() {
writeln!(f, "\t\t{permission:?}")?;
}
}
0k(())
}
None => writeln!(f, "No security group loaded."),
}
}
}
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use ec2_code_examples::{
ec2::EC2,
getting_started::{
scenario::{run, Ec2InstanceScenario},
util::UtilImpl,
.
ssm: :SSM,
i

#[tokio: :main]

async fn main() {
tracing_subscriber::fmt::init();
let sdk_config = aws_config::load_from_env().await;
let ec2 = EC2::new(aws_sdk_ec2::Client: :new(&sdk_config));
let ssm = SSM::new(aws_sdk_ssm::Client: :new(&sdk_config));
let util = UtilImpl {3};
let scenario = Ec2InstanceScenario::new(ec2, ssm, util);
run(scenario).await;

« APl OFFMIC DOV T, TAWS SDKforRustAPI U7 7L>A1 OULTORNEY V%22 R
LTL<EZL,

* AllocateAddress

» AssociateAddress

» AuthorizeSecurityGrouplngress

+ CreateKeyPair

» CreateSecurityGroup

* DeleteKeyPair

» DeleteSecurityGroup

» Describelmages

* DescribelnstanceTypes

» Describelnstances

» DescribeKeyPairs

» DescribeSecurityGroups

e DisassociateAddress
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https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.allocate_address
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.associate_address
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.authorize_security_group_ingress
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.create_key_pair
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.create_security_group
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.delete_key_pair
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.delete_security_group
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.describe_images
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.describe_instance_types
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.describe_instances
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.describe_key_pairs
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.describe_security_groups
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.disassociate_address
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* ReleaseAddress

* Runlnstances

» Startlnstances

» Stoplnstances

* Terminatelnstances

* Unmonitorinstances

AWS SDK AR EHA REOD—RHFAOELBVANIDOVWTIE., T, Z283BL TLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#ERT D, COREYDICIK., EHABBAECETIERE.
LRI SDK/N—2 3 OFMEEENTVET,

SDK #{FERH L /= Amazon EC2 ®F7 < 3> AWS SDKs

RDI—RHIE, AWS SDKs ZFRAL THE%Z D AmazonEC2 792 3> %2792 5%E%RL T
WET, TRENOHICE, GitHub AD DU I8 HY), TR I—ROBREEETICE TS
AT TVET,

S OIREIE Amazon EC2 APl ZUOHTEND T, OVTFHFANATEITITZDIHNEN H D KR
BE7OSALDP500—ROK™ETT, 72> 3 Ik SDK Z#FEMAL = Amazon EC2 <5 1J 7
AWS SDKs DAV THFARNKNTHEETELT,

LToflCiE, RE—BWICERAENZTIOa>0HE8FNATVET, FHlBEVANMIDOWVWT
l&. "Amazon Elastic Compute Cloud API U 7 7 LA, Z#SBLTLEEV,

il

» CLI T AcceptVpcPeeringConnection Z 9 %

« AWS SDK F /=& CLI AllocateAddressT ZFH T %

« CLI T AllocateHosts Z{£ 3 %

+ CLI T AssignPrivatelpAddresses Z £ 3 %

« AWS SDK F /=& CLI AssociateAddress T Z#H 9 %
» CLI T AssociateDhcpOptions Z £ 9 %

+ CLI T AssociateRouteTable Z {3 %

» CLI T AttachinternetGateway Z {9

+ CLI T AttachNetworkInterface Z 9 %
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https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.release_address
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.run_instances
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.start_instances
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.stop_instances
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.terminate_instances
https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.unmonitor_instances
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/Welcome.html
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« CLI T AttachVolume Z#H 9 %

+ CLI T AttachVpnGateway Z £ 3 %

» CLI T AuthorizeSecurityGroupEgress Z A9 %

« AWS SDK & /=& CLI AuthorizeSecurityGrouplngress T Z{£H 9 %
» CLI T CancelCapacityReservation Z £ 9 %

» CLI T CancellmportTask Z#H 9 %

» CLI T CancelSpotFleetRequests Z{FEH ¥ 3

+ CLI T CancelSpotlnstanceRequests Z £ 3 %

+ CLI T ConfirmProductinstance ZfH 9 %

+ CLI T Copylmage Z#EH 9%

+ CLI T CopySnapshot Z{EfH 9 %

« CLI T CreateCapacityReservation ZfEFH 9 %

» CLI T CreateCustomerGateway Z £ ¥ 3

» CLI T CreateDhcpOptions Z{FEH 9 %

» CLI T CreateFlowLogs Z R 9 %

+ CLI T Createlmage Z £ 9 %

» CLI T CreatelnstanceExportTask ZfEH 9 %

» CLI T CreatelnternetGateway Z ffEf 9 %

+ AWS SDK & /= l& CLI CreateKeyPairT ZEH 3 %

+ AWS SDK &E /=& CLI CreateLaunchTemplate T Z{£H 9 %
+ CLI T CreateNetworkAcl ZEH 9 %

» CLI T CreateNetworkAclEntry ZF B9 %

+ CLI T CreateNetworkInterface Z A9 %

+ CLI T CreatePlacementGroup ZfH 9 %

« CLI T CreateRoute ZfFH T %

+ AWS SDK F /=& CLI CreateRouteTableT ZFEH T 2

» AWS SDK & /= l& CLI CreateSecurityGroupT ZfEH T %

» CLI T CreateSnapshot ZfEf 9 %

» CLI T CreateSpotDatafeedSubscription Z £ 9 %
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« AWS SDK F /=& CLI CreateSubnetT ZfFH T %

AWS SDK FE f=l& CLI CreateTagsT RT3

+ CLI T CreateVolume 2R 9%

+ AWS SDK & /=l& CLI CreateVpcT Z RT3

+ AWS SDK & /=& CLI CreateVpcEndpointT ZEH 3 %
« CLI T CreateVpnConnection ZEFA 9 %

« CLI T CreateVpnConnectionRoute ZH 3 %

» CLI T CreateVpnGateway Z B9 %

» CLI T DeleteCustomerGateway Z{#H 9 %

» CLI T DeleteDhcpOptions Z 9 %

+ CLI T DeleteFlowLogs Z B9 %

« CLI T DeletelnternetGateway Z A9 %

+ AWS SDK &E /= l& CLI DeleteKeyPairT ZfEH 3 %

+ AWS SDK & /= l& CLI DeleteLaunchTemplate T ZfEH 9 %
+ CLI T DeleteNetworkAcl ZfFEH 9 %

» CLI T DeleteNetworkAclEntry Z{EH 9 %

+ CLI T DeleteNetworkInterface ZfEfH 9 %

+ CLI T DeletePlacementGroup Z £ 9 3

+ CLI T DeleteRoute ZfEH T %

+ CLI T DeleteRouteTable ZFEH 3 %

» AWS SDK & /zl& CLI DeleteSecurityGroup T Z R 9 %
+ AWS SDK & /= l& CLI DeleteSnapshotT ZH 3 %

» CLI T DeleteSpotDatafeedSubscription % 9 %

« CLI T DeleteSubnet ZfFFH T %

» CLI T DeleteTags Z#H T3

+ CLI T DeleteVolume ZfEFH 9 %

+ AWS SDK E /=& CLI DeleteVpcT Z RT3

+ AWS SDK & /= l& CLI DeleteVpcEndpoints T Z A 9 %
+ CLI T DeleteVpnConnection ZfEH 3 %
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+ CLI T DeleteVpnConnectionRoute Z £ 9 %

+ CLI T DeleteVpnGateway Z A9 %

» CLI T Deregisterlmage Z#EH 9 3

+ CLI T DescribeAccountAttributes 2 H 9%

« AWS SDK F fzl& CLI DescribeAddressesT Z AT 2

+ AWS SDK F /=& CLI DescribeAvailabilityZones T Z £ H 9 %
+ CLI T DescribeBundleTasks Zf£H 9 %

» CLI T DescribeCapacityReservations Z#H 9 %

» CLI T DescribeCustomerGateways Z A9 %

» CLI T DescribeDhcpOptions %Z 9 %

» CLI T DescribeFlowLogs Z# R 9 %

« CLI T DescribeHostReservationOfferings Z{£H 9 %

+ CLI T DescribeHosts ZfEH 9 %

« AWS SDK F /=& CLI DescribelaminstanceProfileAssociations T Z A9 %
+ CLI T DescribeldFormat ZfFH 9 %

+ CLI T DescribeldentityldFormat Z £ 9 %

+ CLI T DescribelmageAttribute Z R 3 %

» AWS SDK & /= l& CLI DescribelmagesT Z{EH 9 %

« CLI T DescribelmportimageTasks ZfEFH T %

» CLI T DescribelmportSnapshotTasks Z#H 3 %

 CLI T DescribelnstanceAttribute Zf#H 9 %

« AWS SDK F /& CLI DescribelnstanceStatus T Z# A9 %
+ AWS SDK F /=& CLI DescribelnstanceTypesT % FEH ¥ 3
« AWS SDK F fzl& CLI DescribelnstancesT Z AT %

« CLI T DescribelnternetGateways Z £/ 9 %

« AWS SDK & /=& CLI DescribeKeyPairsT Z R 3 %

« CLI T DescribeNetworkAcls Z#H 3 %

 CLI T DescribeNetworkinterfaceAttribute Z{EH 3 %

+ CLI T DescribeNetworkinterfaces Z £ H 9 %
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« CLI T DescribePlacementGroups Z £ 9 %

 CLI T DescribePrefixLists Z £ H 3 %

+ AWS SDK F /= l& CLI DescribeRegionsT &9 %

« AWS SDK & /(& CLI DescribeRouteTablesT Z AT %
« CLI T DescribeScheduledinstanceAvailability Z £/ 3 %
+ CLI T DescribeScheduledinstances Z{£H 3 %

+ AWS SDK & /= l& CLI DescribeSecurityGroups T Z £ H 9 %
+ CLI T DescribeSnapshotAttribute Z £ 3 %

+ AWS SDK F /=& CLI DescribeSnapshotsT Z#H 9 %

« CLI T DescribeSpotDatafeedSubscription Z £ 3 %

» CLI T DescribeSpotFleetinstances % £ 9 %

» CLI T DescribeSpotFleetRequestHistory Z{E 3 %

» CLI T DescribeSpotFleetRequests Z{FEFH 9 3

+ CLI T DescribeSpotinstanceRequests Z#H3 %

» CLI T DescribeSpotPriceHistory Z £ 9 %

« AWS SDK F /=& CLI DescribeSubnetsT ZfFH T %

» CLI T DescribeTags Z#H 9 %

+ CLI T DescribeVolumeAttribute ZfEH 3 %

+ CLI T DescribeVolumeStatus Z#H 9 %

+ CLI T DescribeVolumes Z A9 %

+ CLI T DescribeVpcAttribute Z £ 9 %

+ CLI T DescribeVpcClassicLink Z 9 %

+ CLI T DescribeVpcClassicLinkDnsSupport % £ 3 %

« CLI T DescribeVpcEndpointServices Z £ H 9 %

» CLI T DescribeVpcEndpoints Z 9 %

« AWS SDK & /=& CLI DescribeVpcsT ZFHT %

» CLI T DescribeVpnConnections Z £ 9 %

» CLI T DescribeVpnGateways Z{Ef 9 3

+ CLI T DetachinternetGateway Z{FfH 9 %
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+ CLI T DetachNetworkinterface Zf£H 9 %

+ CLI T DetachVolume Zf#H 9 %

» CLI T DetachVpnGateway Z £ 9 %

» CLI T DisableVgwRoutePropagation Z £ 9 %

+ CLI T DisableVpcClassicLink Z B9 %

« CLI T DisableVpcClassicLinkDnsSupport Z £/ 9 %

« AWS SDK F /=& CLI DisassociateAddress T ZfEH 9%
+ CLI T DisassociateRouteTable Z ¥ %

« CLI T EnableVgwRoutePropagation Z{£H 9 %

« CLI T EnableVolumelo ZEA T %

+ CLI T EnableVpcClassicLink Z B9 %

« CLI T EnableVpcClassicLinkDnsSupport Z#H 9 %

+ CLI T GetConsoleOutput ZfEH 3 %

« CLI T GetHostReservationPurchasePreview Z{£H 9 %
« AWS SDK F /=& CLI GetPasswordDataT Z{FH T %

« CLI T Importimage ZfEH 9 %

+ CLI T ImportKeyPair Z{EH 3 %

+ CLI T ImportSnapshot Z A9 %

+ CLI T ModifyCapacityReservation Z R 9 %

+ CLI T ModifyHosts ZfEH 3 3

» CLI T ModifyldFormat Z £ 9 %

+ CLI T ModifylmageAttribute Z{FH 3 %

+ CLI T ModifylnstanceAttribute Z R 3 %

« CLI T ModifylnstanceCreditSpecification Z{£H 3 %

+ CLI T ModifyNetworkinterfaceAttribute Z{FH 9 %

» CLI T ModifyReservedinstances & £ 9 %

» CLI T ModifySnapshotAttribute Z{£H 9 %

+ CLI T ModifySpotFleetRequest Z £ 9 %

+ CLI T ModifySubnetAttribute Z £ 3 %
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+ CLI T ModifyVolumeAttribute Z £/ 9 %

« CLI T ModifyVpcAttribute % EMH T %

« AWS SDK F /=& CLI MonitorinstancesT Z AT %
+ CLI T MoveAddressToVpc Z R T %

+ CLI T PurchaseHostReservation Zf£fH 9 %

+ CLI T PurchaseScheduledinstances Zf£H 9 %

« AWS SDK F /=& CLI RebootlnstancesT Z#EH 3 %
« CLI T Registerimage Zf£H 9 %

» CLI T RejectVpcPeeringConnection Z{£H 9 %

« AWS SDK F £ l& CLI ReleaseAddressT AT %
« CLI T ReleaseHosts ZfFH 9 %

« AWS SDK & /= I& CLI ReplacelamInstanceProfileAssociation ¢ Z £ 9 %
+ CLI T ReplaceNetworkAclAssociation Z £ 9 %

+ CLI T ReplaceNetworkAclEntry Z £ 9 %

+ CLI T ReplaceRoute Z A9 %

+ CLI T ReplaceRouteTableAssociation Z £ 9 %

+ CLI T ReportinstanceStatus Zf£fH 9 %

» CLI T RequestSpotFleet Z#H 3 %

+ CLI T RequestSpotinstances ZEfH 3 3

+ CLI T ResetlmageAttribute ZEH 9 %

+ CLI T ResetlnstanceAttribute ZfH 9 %

+ CLI T ResetNetworklnterfaceAttribute Zf£/H 9 %

+ CLI T ResetSnapshotAttribute Z £ 3 %

» CLI T RevokeSecurityGroupEgress Z#H 9 %

» CLI T RevokeSecurityGrouplngress Z {3 %

« AWS SDK F =& CLI RuninstancesT Z A9 3

+ CLI T RunScheduledinstances Z £ 9 %

« AWS SDK F /=& CLI StartinstancesT AT 2

+ AWS SDK & /=& CLI StoplnstancesT % {FH T %

+ AWS SDK & /=& CLI TerminatelnstancesT Z RT3
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« CLI T UnassignPrivatelpAddresses Z A9 %
« AWS SDK &E /= l& CLI UnmonitorinstancesT Z{£H 9 %
« CLI T UpdateSecurityGroupRuleDescriptionsingress Z £ 9 %

CLI T AcceptVpcPeeringConnection ZfEf 9%
ROY 7 )L 1—RIEk, AcceptVpcPeeringConnection ZHA T2 5 EEHBEL TVWET,
CLI
AWS CLI
VPC ET7 U U ZR#HT D ICIEF
COBITE, BEENIEZVPCETVJE BRI IVIANERELET,
X2 R:

aws ec2 accept-vpc-peering-connection --vpc-peering-connection-id pcx-1a2b3c4d

o
{
"VpcPeeringConnection": {

"Status": {
"Message": "Provisioning",
"Code": "provisioning"

1,

“Tags": [],

"AccepterVpcInfo": {
"OwnerId": "444455556666",
"VpcId": "vpc-44455566",
"CidrBlock": "10.0.1.0/28"
I
"VpcPeeringConnectionId": "pcx-la2b3c4d”,
"RequesterVpcInfo": {
"OwnerId": "444455556666",
"VpcId": "vpc-1llabc45",
"CidrBlock": "10.0.0.0/28"
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« APl OFFMRICOWVWTIE, TAWSCLIOXR>RUJZZLVAL D
 AcceptVpcPeeringConnectiony B L TS &L,

PowerShell
Tools for PowerShell V4

Bl 1: ZOFITIEE, VI IARNEhi VpcPeeringConnectionld pex-1dfad234b56ff78be % #&E2
LErT,

Approve-EC2VpcPeeringConnection -VpcPeeringConnectionId pcx-1dfad234b56ff78be

o

AccepterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
ExpirationTime : 1/1/0001 12:00:00 AM

RequesterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
Status : Amazon.EC2.Model.VpcPeeringConnectionStateReason
Tags : {3

VpcPeeringConnectionId : pcx-1ldfad234b56ff78be

« APl QEFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V4)4
@M AcceptVpcPeeringConnection; 8B L T &L\,

Tools for PowerShell V5

Bl 1: ZoflTik, VO ITANE I VpcPeeringConnectionld pex-1dfad234b56ff78be % &E2
LET,

Approve-EC2VpcPeeringConnection -VpcPeeringConnectionId pcx-1dfad234b56ff78be

i A

AccepterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
ExpirationTime : 1/1/0001 12:00:00 AM

RequesterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
Status : Amazon.EC2.Model.VpcPeeringConnectionStateReason
Tags : {1

VpcPeeringConnectionId : pcx-1dfad234b56ff78be
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/accept-vpc-peering-connection.html
https://docs.aws.amazon.com/powershell/v4/reference
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« APl MFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY KU TZ7 7L 2R (V5),
M AcceptVpcPeeringConnectiony ZZRB L T &L,

AWS SDK BREHA RED—RFAOELBVANIDODVWTIE., T, Z283BL T EFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LLai) SDK/NN—2 3> OElEEENTVWET,

AWS SDK FE =l% CLI AllocateAddressT ZFHT S
ROY> 7). I—RIE, AllocateAddress ZFEAT A A EEHBALTVET,

To2avhlk, KYRERTOTZLNSOO—ROEXRTHY), IVTHFANATRITITILE
AHYVET, RODA—RHIT, COTI>3VOIAVTHFANEERETERT,

- EXRESF

NET

SDK for .NET

@ Note

GitHub IZl&, ZTDMOUY—REHYET, AWS JI—RHIVKRI K T2 EUH
ZROWT, REERITOFEZEILTSLEZ L,

/// <summary>

/// Allocates an Elastic IP address that can be associated with an Amazon EC2

// instance. By using an Elastic IP address, you can keep the public IP
address

// constant even when you restart the associated instance.

/// </summary>

/// <returns>The response object for the allocated address.</returns>

public async Task<AllocateAddressResponse> AllocateAddress()

{

var request = new AllocateAddressRequest();

try
{

var response = await _amazonEC2.AllocateAddressAsync(request);
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https://docs.aws.amazon.com/powershell/v5/reference
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/EC2#code-examples
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Console.WritelLine($"Allocated IP: {response.PublicIp} with allocation
ID {response.AllocationId}.");
return response;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "AddressLimitExceeded")
{

// For more information on Elastic IP address quotas, see:

// https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-
ip-addresses-eip.html#using-instance-addressing-limit

_logger.LogError($"Unable to allocate Elastic IP, address limit
exceeded. {ec2Exception.Messagel}");

}

throw;
}
catch (Exception ex)
{

_logger.LogError($"An error occurred while allocating Elastic IP.:
{ex.Messagel}");
throw;

« API OFFMIC DWW T, TAWS SDK for NETAPI U7 7L A, @ TAllocateAddress %
SBLTLEEL,

Bash

AWS CLIBash A9 U7 N2 ERT3

(® Note

GitHub ICIE, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRLTSEZL,

HAH U H A H RS H SRR H SRS H B H SRR H SRS F B H SRR H SR SRS H SRR H RS S SRR H SRS S S SR RS 2SS
# function ec2_allocate_address
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https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/AllocateAddress
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/aws-cli/bash-linux/ec2#code-examples
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#
# This function allocates an Elastic IP address for use with Amazon Elastic
Compute Cloud (Amazon EC2) instances in a specific AWS Region.

#

# Parameters:

# -d domain - The domain for the Elastic IP address (either 'vpc' or
'standard').

#

# Returns:

# The allocated Elastic IP address, or an error message if the operation
fails.

# And:

# @ - If successful.

# 1 - If it fails.

#

HHHHHHHHH SRR RS SRR RS R RS H RS RS H SRS RS SRR SRR SRR TSR3 H
function ec2_allocate_address() {
local domain response

# Function to display usage information
function usage() {

echo "function ec2_allocate_address"

echo "Allocates an Elastic IP address for use with Amazon Elastic Compute
Cloud (Amazon EC2) instances in a specific AWS Region."

echo " -d domain - The domain for the Elastic IP address (either
'standard')."

vpc' or

echo

# Parse the command-line arguments
while getopts "d:h" option; do
case "${option}" in
d) domain="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
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export OPTIND=1

# Validate the input parameters
if [[ -z "$domain" ]]; then
errecho "ERROR: You must provide a domain with the -d parameter (either

vpc
or 'standard')."

return 1

fi

if [[ "$domain" != "vpc" && "$domain" != "standard" ]]; then
errecho "ERROR: Invalid domain value. Must be either 'vpc' or 'standard'."
return 1

fi

# Allocate the Elastic IP address
response=$(aws ec2 allocate-address \
--domain "$domain" \
--query "[PublicIp,AllocationId]" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports allocate-address operation failed."
errecho "$response"
return 1

echo "$response"
return 0

COPITEAEZATVWRI—T1 VT 1B,

HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
function errecho() {

printf "%s\n" "$*" 1>&2

HHHHH AR SRR H SRR H SRS H SRR RS H SRR SRR H SRR H SR ARG HH R H R HH RS HHH
# function aws_cli_error_log()

N
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This function is used to log the error messages from the AWS CLI.

The function expects the following argument:
$1 - The error code returned by the AWS CLI.

Returns:
@: - Success.

HOoH O OHF OB O O O R

HUHHHHHH A SRR HHH SR TR SRR R SRR RS G HH RS R R RS R H RS R AR RS SRR SRR ST H SR TS
function aws_cli_error_log() {

local err_code=$1

errecho "Error code : $err_code"

if [ "$err_code" == 1 ]; then

errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."
fi
return 0

« APl OFEMBIC DWW TIEX., TAWSCLIOXR > RUJZ7L AL ® "TAllocateAddress %&
LT<<EEL,

o
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https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/AllocateAddress
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C++

SDK for C++

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

//' Allocate an Elastic IP address and associate it with an Amazon Elastic
Compute Cloud
//' (Amazon EC2) instance.
/5
\param instanceID: An EC2 instance ID.
\param[out] publicIPAddress: String to return the public IP address.
\param[out] allocationID: String to return the allocation ID.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::EC2::allocateAndAssociateAddress(const Aws::String &instanceld,
Aws::String &publicIPAddress,
Aws::String &allocationlID,
const
Aws::Client::ClientConfiguration &clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);

Aws::EC2::Model::AllocateAddressRequest request;
request.SetDomain(Aws::EC2: :Model: :DomainType: :vpc);

const Aws::EC2::Model::AllocateAddressOutcome outcome =
ec2Client.AllocateAddress(request);
if (!outcome.IsSuccess()) {
std::cerr << "Failed to allocate Elastic IP address:" <<
outcome.GetError().GetMessage() << std::endl;
return false;
}
const Aws::EC2::Model::AllocateAddressResponse &response =
outcome.GetResult();
allocationID = response.GetAllocationId();
publicIPAddress = response.GetPublicIp();
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return true;

« APl OFFMAIC DWW TIX. TAWS SDK for C++ API U7 7L > A1 ® TAllocateAddress, %
SHRLTLSEZL,

CLI
AWS CLI
B 1: Amazon D7 RLAT—)LA S ElasticlP 7 RL AZE|V) ¥T3ICE

JR®M allocate-address OHITIE, ElasticIP 7 RL A& V) ¥ TTWERT, Amazon EC2
. Amazon D7 RLAT—=IH ST RLAZZIRLE T,

aws ec2 allocate-address

& A

{
"PublicIp": "70.224.234.241",
"AllocationId": "eipalloc-01435ba59eEXAMPLE",
"PublicIpv4Pool": "amazon",
"NetworkBorderGroup": "us-west-2",
"Domain": "vpc"

}

M OWTIE., TAmazon EC2 1—H¥—7HA R1 ® "ElasticlP 7 RL A, 25BLTLKE
=L

5] 2: Elastic P 7 RLAZE)YET, A VAZVAFERERY ND—OR=—F =T ) -7 H
B3I

JR®M allocate-address MHITIE, ElasticIP 7 RLAZE YT, EEEhEZRYND—
IDR—A—=T)N—TICBEERITET,

aws ec2 allocate-address \
--network-border-group us-west-2-lax-1
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& A

{
"PublicIp": "70.224.234.241",
"AllocationId": "eipalloc-e@3dd489ceEXAMPLE",
"PublicIpv4Pool": "amazon",
"NetworkBorderGroup": "us-west-2-lax-1",
"Domain": "vpc"

}

FHMICOVWTIE, "TAmazon EC2 1—H¥—HA K, ® TElasticlP 7 RL A1 Z5BLTLKE
=L,

Bl 3: FRIET AT RLAT—ILAS ElasticlP 7P RLAZE) HTHICIF

JX®M allocate-address O Tk, Amazon Web Services 7THU > RCANET RL A
7—ILA S ElasticIP 7 RLAZE)HTTWET, AmazonEC2 &, ZFRLAT—=IHAS7T
RLAZBIRLET,

aws ec2 allocate-address \
--public-ipv4-pool ipv4pool-ec2-1234567890abcdef0d

A

{
"AllocationId": "eipalloc-02463d08ceEXAMPLE",
"NetworkBorderGroup": "us-west-2",
"CustomerOwnedIp": "18.218.95.81",
"CustomerOwnedIpv4Pool": "ipv4pool-ec2-1234567890abcdef@",
"Domain": "vpc"
"NetworkBorderGroup": "us-west-2",

}

M OWTIE., TAmazon EC2 1—H¥—7HA Ry ® "ElasticIP 7 RL A, 25BLTLKE
=L

Bl 4: IPAM 7°—)LA S ElasticIP 7 RLAZE)HTBIZIE

XM allocate-address Ml TlE. Amazon VPC IP Address Manager (IPAM) 7’—ILA* 5
H¥ED /32 ElasticIP 7 RLAZEIHTET,
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aws ec2 allocate-address \
--region us-east-1 \
--ipam-pool-id ipam-pool-1234567890abcdef® \
--address 192.0.2.0

o

"PublicIp": "192.0.2.0",

"AllocationId": "eipalloc-abcdef©01234567890",
"PublicIpv4Pool": "ipam-pool-123456789@abcdef0",
"NetworkBorderGroup": "us-east-1",

"Domain": "vpc"

SOV TIE "TAmazon VPC IPAM 1—H¥—H 4 K4 ® TAllocate sequential Elastic IP
addresses from an IPAM pooly ZZBL T EE LY,

o APl OFFMIC DWW T, TAWS CLI Command Reference s @ TAllocateAddressy ZZ& 8B L
TLEETL,

Java

SDK for Java 2.x

(@ Note

GitHub ICIE, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<EUH
ZROTT, RELERTOFEZHRLTSEZL,

/**
* Allocates an Elastic IP address asynchronously in the VPC domain.
*
* @return a {@link CompletableFuture} containing the allocation ID of the
allocated Elastic IP address
*/
public CompletableFuture<String> allocateAddressAsync() {
AllocateAddressRequest allocateRequest = AllocateAddressRequest.builder()
.domain(DomainType.VPC)
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.build();

CompletableFuture<AllocateAddressResponse> responseFuture =
getAsyncClient().allocateAddress(allocateRequest);

return
responseFuture.thenApply(AllocateAddressResponse::allocationId).whenComplete((result,
ex) -> {

if (ex !'= null) {
throw new RuntimeException("Failed to allocate address", ex);

1)

o« APl MEEMIZ DWW T, TAWS SDK forJava2xAPI U7 7L>AL @D
FAllocateAddress) ZSBL T EE W,

JavaScript

SDK for JavaScript (v3)

(® Note

GitHub IZI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELEERTOFEZHRLTSEZL,

import { AllocateAddressCommand, EC2Client } from "@aws-sdk/client-ec2";

/**
* Allocates an Elastic IP address to your AWS account.
*/
export const main = async () => {
const client = new EC2Client({});
const command = new AllocateAddressCommand({});

try {
const { AllocationId, PublicIp } = await client.send(command);
console.log("A new IP address has been allocated to your account:");
console.log( "ID: ${AllocationId} Public IP: ${PublicIp}’);
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console.log(
"You can view your IP addresses in the AWS Management Console for Amazon
EC2. Look under Network & Security > Elastic IPs",

I
} catch (caught) {
if (caught instanceof Error && caught.name === "MissingParameter") {
console.warn( " ${caught.message}. Did you provide these values?');
} else {
throw caught;
}
}
I

import { fileURLToPath } from "node:url";

// Call function if run directly.

if (process.argv[l] === fileURLToPath(import.meta.url)) {
main();

« APl OFFMIC DWW TIX, TAWS SDK for JavaScript APl U7 7L A1 @
FAllocateAddressy 25 L T &,

Kotlin

SDK for Kotlin

(@ Note

GitHub ICl&. ZODOUY—REHV)ET, AWS O—RBIVAT KDY T2<EFUH
ZROUT, RELERTOFEZRRAL TS EEZL,

suspend fun getAllocateAddress(instanceIdVal: String?): String? {
val allocateRequest =
AllocateAddressRequest {
domain = DomainType.Vpc

Ec2Client { region = "us-west-2" }.use { ec2 ->
val allocateResponse = ec2.allocateAddress(allocateRequest)
val allocationIdVal = allocateResponse.allocationId

~
N\
w
X

324


https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/AllocateAddressCommand
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ec2#code-examples

Amazon Elastic Compute Cloud FROYIN—HA K

val request =
AssociateAddressRequest {
instanceld = instanceIdVal
allocationId = allocationIdVal

val associateResponse = ec2.associateAddress(request)
return associateResponse.associationId

« APl OFFHAIC DWW TIE. TAWS SDK for Kotlin API 7 7 L > A1 @ TAllocateAddress |
ESBLTLSEEL,

PowerShell
Tools for PowerShell V4

Bl1: ZCOBITE, VPCADA VARV ATHEATS Elastic P 7 RLAZE) HTET,

New-EC2Address -Domain Vpc

I
AllocationId Domain PublicIp
eipalloc-12345678 vpc 198.51.100.2

5l 2: ZOHTIE, EC2-Classic DA AR ATHERATS ElasticlP P RLAZE|V)HTE
9,

New-EC2Address

e

AllocationId Domain PublicIp

standard 203.0.113.17
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« APl MEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ7 7L A (V4),
MAllocateAddressy ZZRL T EE W,

Tools for PowerShell V5

Bl1: COBITE, VPCADA VAR ATHERTS ElasticlP 7 RLAZZV) HTET,

New-EC2Address -Domain Vpc

o
AllocationId Domain PublicIp
eipalloc-12345678 vpc 198.51.100.2

Bl 2: ZOHITIE, EC2-Classic DAV AR ATHERATS ElasticlP 7 RLAZE|VY) HTE
9o

New-EC2Address

H

AllocationId Domain PublicIp

standard 203.0.113.17

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " OX> RLY KU 7 7L >R (V5),
MAllocateAddress ZZRL T EE W,

Python

SDK for Python (Boto3)

(® Note

GitHub ICl&. ZODOUY—REHV)ET, AWS O—RBIVAT KDY T2<EFUH
ZROTT, RELERTOFEZRERLTSEZL,

class ElasticIpWrapper:
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"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Elastic IP address
actions using the client interface."""

class ElasticIp:
"""Represents an Elastic IP and its associated instance."""
def __init__ (
self, allocation_id: str, public_ip: str, instance_id: Optional[str]
= None
) -> None:

Initializes the ElasticIp object.

:param allocation_id: The allocation ID of the Elastic IP.

:param public_ip: The public IP address of the Elastic IP.

:param instance_id: The ID of the associated EC2 instance, if any.
self.allocation_id = allocation_id

self.public_ip = public_ip

self.instance_id = instance_id

def __init_ (self, ec2_client: Any) -> None:

Initializes the ElasticIpWrapper with an EC2 client.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.
self.ec2_client = ec2_client
self.elastic_ips: List[ElasticIpWrapper.ElasticIp] = []
@classmethod

def from_client(cls) -> "ElasticIpWrapper":

Creates an ElasticIpWrapper instance with a default EC2 client.

:return: An instance of ElasticIpWrapper initialized with the default EC2
client.

ec2_client = boto3.client("ec2")
return cls(ec2_client)

N
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def allocate(self) -> "ElasticIpWrapper.ElasticIp":
Allocates an Elastic IP address that can be associated with an Amazon EC2
instance. By using an Elastic IP address, you can keep the public IP
address
constant even when you restart the associated instance.

:return: The ElasticIp object for the newly created Elastic IP address.
:raises ClientError: If the allocation fails, such as reaching the
maximum limit of Elastic IPs.
try:
response = self.ec2_client.allocate_address(Domain="vpc")
elastic_ip = self.ElasticIp(
allocation_id=response["AllocationId"],
public_ip=response["PublicIp"]
)
self.elastic_ips.append(elastic_ip)
except ClientError as err:
if err.response["Error"]["Code"] == "AddressLimitExceeded":
logger.error(
"Max IP's reached. Release unused addresses or contact AWS
Support for an increase."
)
raise err
return elastic_ip

« APl OFMIC DOV Tk, TAWS SDK for Python (Boto3) API U7 7L A1 @
AllocateAddress) ZZBRL T<EE W,

Ruby

SDK for Ruby

(@ Note

GitHub ICIE, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRLTSEZL,
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Creates an Elastic IP address in Amazon Virtual Private Cloud (Amazon VPC).

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@return [String] The allocation ID corresponding to the Elastic IP address.
@example
puts allocate_elastic_ip_address(Aws::EC2::Client.new(region: 'us-west-2'))
def allocate_elastic_ip_address(ec2_client)
response = ec2_client.allocate_address(domain: 'vpc')
response.allocation_id
rescue StandardError => e
puts "Error allocating Elastic IP address: #{e.message}"
'Exrror'
end

#
#
#
#
#
#

« APl OFFMICDOWTIX, TAWS SDK for Ruby API U7 7 LA, ® TAllocateAddress %
SRLTLSEEL,

Rust

SDK for Rust

(® Note

GitHub ICl&. ZDDUY—REH)ET, AWS O—RBIVART KDY T2<EFUH
ZROTT, RELERTOFEZRERL TSEZL,

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error: :from)
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o APl OEEMRIC DWW TIE. AWS SDK for Rust API 1) 7 7 L > A®M TAllocateAddressy %S
LTLEEL,

SAP ABAP

SDK for SAP ABAP

(@ Note

GitHub (ZI&, T DDV Y —RAEHWET, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, REERTOFEZHRLTSEZ L,

TRY.

oo_result = lo_ec2->allocateaddress( iv_domain = 'vpc' ). " oo_result
is returned for testing purposes. "
MESSAGE 'Allocated an Elastic IP address.' TYPE 'I'.
CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
DATA(1lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.

MESSAGE 1lv_error TYPE 'E'.

ENDTRY.

o« APl MMM DWW T, TAWS SDK for SAPABAPAPI U7 7L AL @
FAllocateAddressy 2B L T E&E L,

AWS SDK AREHA RED—RHIOTLBIVANIOVTRE., T, 288BL T EEVWAWS SDK
Z#FEHAL T Amazon EC2 UY — A% ER T, COREYIICIE., EHABKBAECEITIEHRE.
BEIO SDK/NN—2 3V OEFEBEESENTVET,

CLI T AllocateHosts ZfFfH T %
ROY 7)) 1—RiE, AllocateHosts 2R T2 5 EZRBALTVET,
CLI

AWS CLI

Bl 1: EARARNZEN) HTBICE
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XM allocate-hosts OHITIE. eu-west-la PRASEUF14—Y—2IC1 2OFEAK
AREEVETET, cOY—2TlEm5.large 1 VARV AZRBETEERT, 77 b

Tk, EBRANIR—T YNV ARV AOERBOHKZHEKL., RARNUANVEHR-—K
LTLWEREA,

aws ec2 allocate-hosts \
--instance-type m5.large \
--availability-zone eu-west-1a \

--quantity 1
A
{
"HostIds": [
"h-07879acf49EXAMPLE"
]
}

Bl 2. BHREBERANVANVFEVCBE>TVWEREERANZEYHETAHICE

XD allocate-hosts OFITIE, BEEEERANIANVUFBHMICE>TLVS eu-
west-la PRAZEUTA—=U—=2IC1 DOERKRANZE)HTERY,

aws ec2 allocate-hosts \
--instance-type m5.1large \
--availability-zone eu-west-1a \
--auto-placement on \
--host-recovery on \

--quantity 1
H
{
"HostIds": [
"h-07879acf49EXAMPLE"
]
}

Bl3: 2TDHZIERRANEZEN) HTRICE

Torar 331
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XD allocate-hosts OHITEE, 1 DOFEFRANZEV HTT, purpose EVWSHHD
F—& production DEZFH2>Z T Z2HEHALET,

aws ec2 allocate-hosts \
--instance-type m5.large \
--availability-zone eu-west-1a \
--quantity 1 \
--tag-specifications 'ResourceType=dedicated-
host, Tags={Key=purpose, Value=production}'

H
{
"HostIds": [
"h-07879acf49EXAMPLE"
]
}

I OWTIE., "TAmazon EC2 1—H—HA R, ® "EAKRANZE)H TS, #5RL

TLEEL,
« APl OFFEMRICOWVWTIE, TAWSCLIOXR>RUTZ7ZL>A, ® TAllocateHostsy 258 L
TLEEL,
PowerShell

Tools for PowerShell V4

Bl1: COPBITE, BEECNEAD AR AZRATETRASGE)TFA=V—=2OT IR
(Z Dedicated Host Z&lV) ¥ TE T,

New-EC2Host -AutoPlacement on -AvailabilityZone eu-west-1b -InstanceType
m4.xlarge -Quantity 1

H

h-01e23f4cd56789013

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY NUT7 7L >R (V4),
M AllocateHosts ; Z5BL T &V,
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Tools for PowerShell V5

Bl1: COBITEE, BEENEA ARV AZRATETRATGEVTF A=V —=2DOFHIT M
(Z Dedicated Host ZZIV) ¥ TE 9,

New-EC2Host -AutoPlacement on -AvailabilityZone eu-west-1b -InstanceType
m4.xlarge -Quantity 1

H b
h-01e23f4cd567890F3

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY MU 7 7L 2R (V5),
M AllocateHostsy ZZ B L TS EE L\,

AWS SDK R EHA REOD—RFAORLBVARNIDOVWTIE., T, Z283BLTLEE VWAWS SDK
ZEAL T Amazon EC2 VY —A&EHR T, COREYOICIK., GABBAECETIERE.
LLai) SDK/NN—23a v OElEEENTVWET,

CLI T AssignPrivateIpAddresses ZfEfH 93
RO 7). 1— Rk, AssignPrivatelIpAddresses ZFH T2 HEZHRBAL TVET,
CLI
AWS CLI
EHRVTSAR=NIPPRLAZRY N4 R—TITAAICEVEHTBIZE

COBITE., BEENIEEAHAITZAR—NIPTRLAZEEENERY ND—D4>
B—TIAALEYNETET, ANV RARBLIEBE. HAORRY EHA,

N> R

aws ec2 assign-private-ip-addresses --network-interface-id eni-e5aa89a3 --
private-ip-addresses 10.0.0.82

Amazon EC2 A" BIRLEtEHZVTSAR—KNIPT7RLAZZRY ND)—9A48—7 14
AICEIV)HTBICE

PEY, 333


https://docs.aws.amazon.com/powershell/v5/reference

Amazon Elastic Compute Cloud FROYN—HA R
cOBITE, 2220EAVREVTSAR—KNIPTRLAZEBEENEXRYND—D(4 22—
T7IARICEVYHETET, AmazonEC2 [F, XY ND—D A4 Z—T T4 AN BERTSH
TWBH 7Y RO CIDR7OY VEHANICHZDFERAAEZIPTRLANS, ChEDIPT
RLAZBEWICEYETERT, IV RAIKRIILEHE, HAOFRYEEA,

N> R

aws ec2 assign-private-ip-addresses --network-interface-id eni-e5aa89a3 --
secondary-private-ip-address-count 2

« APl OFFMICOVWTIE, TAWSCLIONRUZ7ZL2VAL D
" AssignPrivatelpAddressess ZZ B L TS E&E L\,

PowerShell
Tools for PowerShell V4

Bl1: ZOBITRE, BEENLEEAHVTZARXR—NIPTRLAZEEENEZXY ND—0
AB2=—TIAAICEVNHETEY,

Register-EC2PrivateIpAddress -NetworkInterfaceld eni-1la2b3c4d -PrivateIpAddress
10.0.0.82

fl2: 2OBITRE, 220N RVTSAXR—KNIPPRLAZEHRL., BEEhIZZY K
V=042 2= ITAAZEIEHTEY,

Register-EC2PrivateIpAddress -NetworkInterfaceld eni-la2b3c4d -
SecondaryPrivateIpAddressCount 2

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY KU 7 7L 2R (V4),
M AssignPrivatelpAddressesy 2B L TS &Y,

Tools for PowerShell V5

Bl1: COBITE, BEEhIEEHDZVTZAR—NIPTRLAZEEENLERY ND—7
AVE—T7IAALCHVETET,

Register-EC2PrivateIpAddress -NetworkInterfaceld eni-la2b3c4d -PrivateIpAddress
10.0.0.82
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fl2: COBITRE, 220EAREVTZAX—KNIPPRLAZEHRL., EEEhiZxY K
D=4 2—TITAAICEVETET,

Register-EC2PrivateIpAddress -NetworkInterfaceld eni-1la2b3c4d -
SecondaryPrivateIpAddressCount 2

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V5),
? AssignPrivatelpAddressesy 2S8R L TS EE L\,

AWS SDK AREHA RED—RHIOTLBIDANIOVTE., T, 288BL TS EEVAWS SDK
ZEAL T Amazon EC2 UY —A&EHRTD. COREYOICIK., GHABBAECETIERE.
i SDK/NN—2 3 0EFHEEFENTVET,

AWS SDK ZE f=l% CLI AssociateAddressT ZFEH TS
ROY> 7). I—RIE, AssociateAddress ZFEHAT A A EEHBALTVET,

To>arvhlk, KYREBTOJZLASOO—ROKBRTHY), AVTFANATRITITILE
AHYVET, RODA—RHIT, COTI>3IVOIAVTHFANEERETEXT,

. EAERF

NET

SDK for .NET

® Note

GitHub IZl&, ZTDMDOIY—REHYW KT, AWS JI—RHIVKI K T2 FUH
ZROIT, REERITORFEZHEIELTSEZ L,

/// <summary>

/// Associates an Elastic IP address with an instance. When this association
is

/// created, the Elastic IP's public IP address is immediately used as the
public

/// IP address of the associated instance.

/// </summary>
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/// <param name="allocationId">The allocation Id of an Elastic IP address.</
param>

/// <param name="instanceld">The instance Id of the EC2 instance to

/// associate the address with.</param>

/// <returns>The association Id that represents

/// the association of the Elastic IP address with an instance.</returns>

public async Task<string> AssociateAddress(string allocationlId, string

instanceld)
{
try
{
var request = new AssociateAddressRequest
{
AllocationId = allocationlId,
Instanceld = instanceld
I

var response = await _amazonEC2.AssociateAddressAsync(request);
return response.AssociationId;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to associate address.
{ec2Exception.Message}");

}

throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while associating the Elastic IP.:
{ex.Messagel}");
throw;

o APl MEHAIC ODWTIE., TAWS SDK for NETAPI U7 7L A1 ® "TAssociateAddress
ESBLTLSEZTV,

1)

N

\/

FROYN—=HA R

336


https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/AssociateAddress

Amazon Elastic Compute Cloud FROY/IN—HA R

Bash

AWS CLIBash A2 U7 N2 RT3

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

HHHHH SR H HH S S SR S S S S S S

# function ec2_associate_address

#

# This function associates an Elastic IP address with an Amazon Elastic Compute
Cloud (Amazon EC2) instance.

#

# Parameters:

# -a allocation_id - The allocation ID of the Elastic IP address to
associate.

# -i instance_id - The ID of the EC2 instance to associate the Elastic IP
address with.

#

# Returns:

# @ - If successful.

# 1 - If it fails.

#

HHHHHHHHH SRR R SRR H R SRR H RS R R R R SRR R SRR R R SRR R SRR H B S G H RS R HH R SRR R RS SRR RS R HH
function ec2_associate_address() {
local allocation_id instance_id response

# Function to display usage information
function usage() {

echo "function ec2_associate_address"”

echo "Associates an Elastic IP address with an Amazon Elastic Compute Cloud
(Amazon EC2) instance."

echo " -a allocation_id - The allocation ID of the Elastic IP address to
associate."

echo " -i instance_id - The ID of the EC2 instance to associate the Elastic
IP address with."

echo ""
}
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# Parse the command-line arguments
while getopts "a:i:h" option; do
case "${option}" in
a) allocation_id="${OPTARG}" ;;
i) instance_id="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

# Validate the input parameters

if [[ -z "$allocation_id" ]1]; then
errecho "ERROR: You must provide an allocation ID with the -a parameter.
return 1

fi

if [[ -z "$instance_id" 1]; then
errecho "ERROR: You must provide an instance ID with the -i parameter."
return 1

fi

# Associate the Elastic IP address
response=$(aws ec2 associate-address \
--allocation-id "$allocation_id" \
--instance-id "$instance_id" \
--query "AssociationId" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports associate-address operation failed."
errecho "$response"
return 1

echo "$response"
return 0
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COPITEAEZATVWRI—T1 VT 1B,

HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
function errecho() {

printf "%s\n" "$*" 1>&2

HAHHH SR HRH R H AR AR R RS RS RS R HRHRHRH R H AR RS RS RS RS RS R HRHRH R H B HEH AR RS RS RS RS RS H
# function aws_cli_error_log()

#

This function is used to log the error messages from the AWS CLI.

The function expects the following argument:
$1 - The error code returned by the AWS CLI.

#
#
#
#
#
# Returns:
# 0: - Success.
#
HUHHHBHHH SRR HH B R R HHGH R RS SR HH SRR R B R B HR SRR R B SRR H RS R HHH SRR HH S SRR R SRR RS
function aws_cli_error_log() {

local err_code=$1

errecho "Error code : $err_code"

if [ "$err_code" == 1 ]1; then

errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]1; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]1; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."

fi

N
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return 0

« APl OFFRIC DV TR, TAWSCLION> RU7Z7L AL ® TAssociateAddress) &3

BLTLSEZL,
C++
SDK for C++
(@ Note
GitHub 12, ZOMHOVY—RAEHVET, AWS I—RHEIVRD KD T2<EUHI
ZREOWIT, RMELERTOFEZHERELTLSEZL,
Aws::EC2::EC2Client ec2Client(clientConfiguration);
//! Associate an Elastic IP address with an EC2 instance.
/%!
\param instanceld: An EC2 instance ID.
\param allocationId: An Elastic IP allocation ID.
\param[out] associationID: String to receive the association ID.
\param clientConfiguration: AWS client configuration.
\return bool: True if the address was associated with the instance; otherwise,
false.
*/
bool AwsDoc::EC2::associateAddress(const Aws::String &instanceld, const
Aws: :String &allocationId,
Aws: :String &associationID,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);
Aws::EC2::Model: :AssociateAddressRequest request;
request.SetInstanceld(instanceld);
request.SetAllocationId(allocationId);
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Aws: :EC2: :Model: :AssociateAddressOutcome outcome =
ec2Client.AssociateAddress(request);

if ('outcome.IsSuccess()) {
std::cerr << "Failed to associate address " << allocationId <<
" with instance " << instanceld << ": " <<

outcome.GetError().GetMessage() << std::endl;
} else {

std::cout << "Successfully associated address " << allocationId <<
" with instance " << instanceld << std::endl;
associationID = outcome.GetResult().GetAssociationId();

return outcome.IsSuccess();

« APl OSFEMAIC DWW TIX., TAWS SDK for C++ API U7 7L > A1 ® TAssociateAddress
ESHBLTLSEETV,

CLI

AWS CLI
f5] 1: Elastic P 7 RLAZA VAR AICEEN TS ICE

XM associate-address OHITIL, ElasticIP 7P RL A%, ELEEC2 A/ AZRAIC
BN FET,

aws ec2 associate-address \
--instance-id i-0b263919b6498b123 \
--allocation-id eipalloc-64d5890a

H

"AssociationId": "eipassoc-2bebb745"

f5l 2: Elastic P 7 RLAZZRY ND—DA4 2R —T T4 AICBERITDICE
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XM associate-address OHITIE, IEEL L Elastic P 7 RLA%Z, EELEZY ND—
DAVR—TIAAICBEERTET,

aws ec2 associate-address
--allocation-id eipalloc-64d5890a \
--network-intexface-id eni-1a2b3c4d

A

"AssociationId": "eipassoc-2bebb745"

f5l 3: Elastic P 7 RLAZTSAR—NIP 7 RLAICEEMN TSI

JX®M associate-address OHITIE., IEEL = ElasticIP PRLA%Z, BELEZXY NDJ—
DAVE—TIAANDEELETZAR—RNIP7RLAICBEERFFES,

aws ec2 associate-address \
--allocation-id eipalloc-64d5890a \
--network-intexface-id eni-1a2b3c4d \
--private-ip-address 10.0.0.85

H

"AssociationId": "eipassoc-2bebb745"

SHMICOWTIE., "TAmazon EC2 A—H—HA R, ® TElasticIP 7 RL A, 28BLTLKE

= U\,
« APl OFFMIC DWW TIE. TAWS CLI Command References @ TAssociateAddress %#38R
LTLEETL,
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Java

SDK for Java 2.x

® Note
GitHub IZ&, ZOHDOVY—REHET, AWS O—REIVARZ K TELEALUH
ZREOUT, REEERTOFEEBEL T LEE L,

/**
* Associates an Elastic IP address with an EC2 instance asynchronously.
*
* @param instanceld the ID of the EC2 instance to associate the Elastic
IP address with
* @param allocationId the allocation ID of the Elastic IP address to
associate
* @return a {@link CompletableFuture} that completes with the association ID
when the operation is successful,
& or throws a {e@link RuntimeException} if the operation fails
*/
public CompletableFuture<String> associateAddressAsync(String instanceld,
String allocationId) {
AssociateAddressRequest associateRequest =
AssociateAddressRequest.builder()
.instanceld(instanceld)
.allocationId(allocationId)
.build();

CompletableFuture<AssociateAddressResponse> responseFuture =
getAsyncClient().associateAddress(associateRequest);
return responseFuture.thenApply(response -> {

if (response.associationId() != null) {
return response.associationId();
} else {

throw new RuntimeException("Association ID is null after
associating address.");

}
}).whenComplete((result, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to associate address", ex);
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1)

o« APl MEEMIZC DWW T, TAWS SDK forJava2xAPI U7 7L>AL @D
FAssociateAddress) ZSBL TS EE W\,

JavaScript

SDK for JavaScript (v3)

(® Note

GitHub IZIE, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<EUH
ZROTT, RELERTOFEZHRL TS EZL,

import { AssociateAddressCommand, EC2Client } from "eaws-sdk/client-ec2";

/**
* Associates an Elastic IP address, or carrier IP address (for instances that
are in subnets in Wavelength Zones)
* with an instance or a network interface.
* @param {{ instanceld: string, allocationId: string }} options
*/
export const main = async ({ instanceld, allocationId }) => {
const client = new EC2Client({});
const command = new AssociateAddressCommand({
// You need to allocate an Elastic IP address before associating it with an
instance.
// You can do that with the AllocateAddressCommand.
AllocationId: allocationId,
// You need to create an EC2 instance before an IP address can be associated
with it.
// You can do that with the RunInstancesCommand.
Instanceld: instanceld,

1)

try {
const { AssociationId } = await client.send(command);
console.log(
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‘Address with allocation ID ${allocationId} is now associated with instance

${instanceld}. ",
‘The association ID is ${AssociationId}.’,

);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidAllocationID.NotFound"
) {

console.warn(
“${caught.message}. Did you provide the ID of a valid Elastic IP address

AllocationId?’,
);
} else {
throw caught;

}

};

« APl OFFMIC DWW T, TAWS SDK for JavaScript API U7 7L A1 @
FAssociateAddress) ZSBL TS EE W\,

Kotlin
SDK for Kotlin

(® Note
GitHub ICl&, TDMDIY—RAEHW KT, AWS JI—RHIVKRI K TELEUH

ZROTT, RELEERTOFEZHRLTSEZL,

suspend fun associateAddressSc(
instanceldVal: String?,
allocationIdVal: String?,
): String? {
val associateRequest =
AssociateAddressRequest {
instanceld = instancelIdVal
allocationId = allocationIdVal
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}

Ec2Client { region = "us-west-2" }.use { ec2 ->
val associateResponse = ec2.associateAddress(associateRequest)
return associateResponse.associationId

o« API OFFHICOWTIE. TAWS SDKforKotin API U7 7L AL @
FAssociateAddressy 2B L TS EE L,

PowerShell
Tools for PowerShell V4

Bl1: COBITIE, IEEE N ElasticIP 7 RLA%Z VPC ADIBEET A AZ > AICEHE
FHEI,

C:\> Register-EC2Address -Instanceld i-12345678 -AllocationId eipalloc-12345678

A

eipassoc-12345678

Bl 2: COBITIEE, IBES N ElasticIP 7 RL A% EC2-Classic DIEESNEA ARV A
(CBHEMITET,

C:\> Register-EC2Address -Instanceld i-12345678 -PublicIp 203.0.113.17

« APl OFMIZ DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L VA (V4) 4
M AssociateAddress; 2B L TS EE L,

Tools for PowerShell V5

Fl1: COBITIE, EBEES N ElasticlP 7 RL A% VPC HDEEET NS AR AICEE
FHEI,

C:\> Register-EC2Address -Instanceld i-12345678 -AllocationId eipalloc-12345678

A
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eipassoc-12345678

Bl 2: ZCOBITIEE, IBES N ElasticIP 7 RL A% EC2-Classic DIEESNEA AR A
(CBHEMITET,

C:\> Register-EC2Address -Instanceld i-12345678 -PublicIp 203.0.113.17

« APl OFMIZ DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)]
M AssociateAddress; 2B LTS EE L,

Python

SDK for Python (Boto3)

(® Note

GitHub ICl&. ZOMDYY—REHV)ETF, AWS O—RBIVAT KDY T2<EFUH
ZROTT, RELERTOFEZRERLTSEZL,

class ElasticIpWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Elastic IP address
actions using the client interface."""

class ElasticIp:
"""Represents an Elastic IP and its associated instance."""
def __init_ (
self, allocation_id: str, public_ip: str, instance_id: Optional[str]
= None
) -> None:

Initializes the ElasticIp object.

:param allocation_id: The allocation ID of the Elastic IP.

:param public_ip: The public IP address of the Elastic IP.

:param instance_id: The ID of the associated EC2 instance, if any.
self.allocation_id = allocation_id

self.public_ip = public_ip
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self.instance_id = instance_id
def __init_ (self, ec2_client: Any) -> None:

Initializes the ElasticIpWrapper with an EC2 client.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.
self.ec2_client = ec2_client
self.elastic_ips: List[ElasticIpWrapper.ElasticIp] = []
@classmethod

def from_client(cls) -> "ElasticIpWrapper":

Creates an ElasticIpWrapper instance with a default EC2 client.

:return: An instance of ElasticIpWrapper initialized with the default EC2
client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)

def associate(
self, allocation_id: str, instance_id: str
) -> Union[Dict[str, Any], None]:
Associates an Elastic IP address with an instance. When this association
is
created, the Elastic IP's public IP address is immediately used as the
public
IP address of the associated instance.

:param allocation_id: The allocation ID of the Elastic IP.

:param instance_id: The ID of the Amazon EC2 instance.

:return: A response that contains the ID of the association, or None if
no Elastic IP is found.

:raises ClientError: If the association fails, such as when the instance
ID is not found.

elastic_ip = self.get_elastic_ip_by_allocation(self.elastic_ips,
allocation_id)
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if elastic_ip is None:
logger.info(f"No Elastic IP found with allocation ID
{allocation_id}.")
return None

try:
response = self.ec2_client.associate_address(
AllocationId=allocation_id, Instanceld=instance_id
)
elastic_ip.instance_id = (
instance_id # Track the instance associated with this Elastic
IP.
)
except ClientError as err:
if err.response["Error"]["Code"] == "InvalidInstanceID.NotFound":
logger.errox(
f"Failed to associate Elastic IP {allocation_id} with
{instance_id} "
"because the specified instance ID does not exist or has not
propagated fully. "
"Verify the instance ID and try again, or wait a few moments
before attempting to "
"associate the Elastic IP address."
)
raise
return response

« API OFMIC DOV Tk, TAWS SDK for Python (Boto3) API U7 7L A, @
FAssociateAddress; ZSBL T EE W,

Ruby

SDK for Ruby

(@ Note

GitHub ICIE, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRLTSEZL,
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« APl OFFHIIC DV TR,

#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#
#

Associates an Elastic IP address with an Amazon Elastic Compute Cloud
(Amazon EC2) instance.

Prerequisites:

- The allocation ID corresponding to the Elastic IP address.
- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.

@param allocation_id [String] The ID of the allocation corresponding to
the Elastic IP address.

@param instance_id [String] The ID of the instance.

@return [String] The assocation ID corresponding to the association of the
Elastic IP address to the instance.

@example

puts allocate_elastic_ip_address(
Aws::EC2::Client.new(region: 'us-west-2'),
'eipalloc-04452e528a66279EX",
'i-033c48ef@67af3dEX")

def associate_elastic_ip_address_with_instance(

ec2_client,
allocation_id,
instance_id

response = ec2_client.associate_address(
allocation_id: allocation_id,
instance_id: instance_id

)

response.association_id

rescue StandardError => e
puts "Error associating Elastic IP address with instance: #{e.message}"

e

'Exrror’
nd

ZZRBLTLKEZL,

TAWS SDK for Ruby API U7 7 L > A4 @ TAssociateAddress

N

1)
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Rust

SDK for Rust

(@ Note

GitHub ICIE, T DDV Y —RAEHWET, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRLTSEZ WL,

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;
Ok(response)

o APlI OFEHAIC DWW TIE. AWS SDK for Rust APl 1) 7 7 L > A®M AssociateAddress | &38R
LTLEEL,

SAP ABAP

SDK for SAP ABAP

@ Note

GitHub IZl&, ZTDMOUY—REHYET, AWS JI—RHIVKRI K T2 EUH
ZROIT, REERITORFEZHEILTSEZ L,

TRY.
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oo_result = lo_ec2->associateaddress( " oo_result
is returned for testing purposes. "
iv_allocationid = iv_allocation_id
iv_instanceid = iv_instance_id ).
MESSAGE 'Associated an Elastic IP address with an EC2 instance.' TYPE

CATCH /awsl/cx_rt_service_generic INTO DATA(lo_exception).
DATA(lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'E'.
ENDTRY.

o« APl MEEMIZC DWW Tk, TAWS SDK for SAPABAPAPI U7 7L AL D
FAssociateAddress) ZZBL TS EE W\,

AWS SDK BREHA REOD—RFAOELBVANIDODVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EABBAECETIERE.
LBEID SDK/NN—2 3> DEMEEENTVET,

CLI T AssociateDhcpOptions ZfEf 3%
RO 7). 1— Rk, AssociateDhcpOptions Z#FH T2 HEZHBEL TVET,
CLI
AWS CLI
DHCP #7°'> 3>+ v h%& VPC I[CBIEM T2 IC I

cOBITIE., BEENEDHCP A7 3avtEy NEEEE N VPC ICEEMNTET, OV
RARIIL E=BE. HAORERYEBA.

AN R:

aws ec2 associate-dhcp-options --dhcp-options-id dopt-d9070ebb --vpc-id vpc-
a01106¢c2

772 RO DHCP #7723ty h& VPC ICEER TS ICE

COPITRE. F7AILRNODHCP #7> 3>ty heliEEE iz VPC ICEENITERT, ONX
Y RAKBLESEE. HARRY FRA
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N> R

aws ec2 associate-dhcp-options --dhcp-options-id default --vpc-id vpc-a01106c2

« APl QOFFMIC OV TR, TAWSCLION>Y RUTZ7L AL ® "AssociateDhcpOptions
ZSRLTLEEZL,

PowerShell

Tools for PowerShell V4

Bl1: COBITIE, BEENEDHCP A7 a>ty NEEEEE N VPC ICBEEMNITET,

Register-EC2DhcpOption -DhcpOptionsId dopt-la2b3c4d -VpcId vpc-12345678

Bl2: ZOBITEE, F7AIBNDODHCP #7232ty NEEEE - VPC ICBER T E
9o

Register-EC2DhcpOption -DhcpOptionsId default -VpcId vpc-12345678

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V4),
M AssociateDhcpOptionsy Z2SBL TS &V,

Tools for PowerShell V5

Bl1: COBITIE., BEESNEDHCP A7 arty REEES N VPC ICEENRTET,

Register-EC2DhcpOption -DhcpOptionsId dopt-la2b3c4d -VpcId vpc-12345678

Bl2: ZOBITE, F7#IBNDODHCP #7232ty NEEEE N VPC ICBEM T E
ERD

Register-EC2DhcpOption -DhcpOptionsId default -VpcId vpc-12345678

« APl OFMIZ DV TIE, AWS Tools for PowerShell " AN RLY NUTZ 7L 2R (V5)]
? AssociateDhcpOptionsy ZZBL T &V,
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LLai) SDK/NN—23a > OElEEENTVWET,

CLI T AssociateRouteTable ZFH T3

ROY>7 )L O— Rk, AssociateRouteTable ZFHIT B A EEHHAL TVWET,

CLI
AWS CLI
I—RT—=TILEHTZY NCEENSFTZICE
COBITIEE, BEEhEIL—RNT—TIILZEEEN LY TXY NMCBEERTET,
N R:
aws ec2 associate-route-table --route-table-id rtb-22574640 --subnet-
id subnet-9d4a7b6¢
&0
{
"AssociationId": "rtbassoc-781d0@dla"
}
« API OFFMRIC DOV Tk, TAWSCLION>Y RUTZ7L>2AL ® TAssociateRouteTable %
SRBRLTLSEETL,
PowerShell

Tools for PowerShell V4
Bl1: 2oflTR., BEEhEIL—RNTF—TIIEZEBEENLEYTXY MCBHERTET,
Register-EC2RouteTable -RouteTableId rtb-1a2b3c4d -SubnetId subnet-la2b3c4d

e
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rtbassoc-12345678

« APl OFFMICDW T, "TONRLY NUT 7L A (V4)s MAssociateRouteTable; %
SBLTLEEV, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: 20FITE, BEEhEIL—RNT—TILEZEBEENEYTZY MCBHERTET,
Register-EC2RouteTable -RouteTableId rtb-1la2b3c4d -SubnetId subnet-1la2b3c4d
7

rtbassoc-12345678

« API OFFMIIC DV TR, TONYRLY NUT7L2A (V5)1 MDAssociateRouteTable &
SBLTLSEEL, AWS Tools for PowerShell

AWS SDK R EHA REOD—RFAOELBIVANIDOVWTIE., T, Z283BLTLEE VWAWS SDK

ZEAL T Amazon EC2 UY —A%/ER T, COREY IICIE., FHABBAECET2ERE.
LLET SDK/NN—23a > OEMEEENTVWET,

CLI T AttachInternetGateway Zfff 9%

RO 7). 1—RiE, AttachInternetGateway Z2FEH T2 HEZHRBL TV ET,

CLI
AWS CLI
VPCICA YV R—RY NT—RIIAZTRYFITBRIE

RD attach-internet-gateway OBFITE. BELIEA 2 X—RY NT—RKNIJVI A ZHE
D VPCIZTRYFLET,

aws ec2 attach-internet-gateway \

--internet-gateway-id igw-0d0fb496b3EXAMPLE \
--vpc-id vpc-0a60eb65b4EXAMPLE

COOXR RTRAMEHIETNEE A,
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HMECOVWTIE, Amazon VPC 1—H—HA RO "4 3 —ZFY NS —KD1T 4, #SHBL
TLEEL,

« APl QOFMIC DOV TR, TAWSCLI N> RUTZ 7L A, ® TAttachinternetGateway 4
ZSRLTLEEZL,

PowerShell

Tools for PowerShell V4

Bl1: ZOPITR, BEENEAVR—RYRNT—RIJIAZEBEESNIZVPCIZTEYFLE
ERD

Add-EC2InternetGateway -InternetGatewayId igw-1a2b3c4d -VpcId vpc-12345678

Bl2: COPITE, VPC EA Y R—%Y RF—RITABERL, 12 2—FY RF—RJI
{&VPCILTRYFLET,

$vpc = New-EC2Vpc -CidrBlock 10.0.0.0/16
New-EC2InternetGateway | Add-EC2InternetGateway -VpcId $vpc.Vpcld

« API OFFMIC DWW TIE, AWS Tools for PowerShell " OX > RLY NUT7 7L A (V4),
O AttachinternetGatewayy ZZRBL T E&E L,

Tools for PowerShell V5

Bl1: COBITR, BEENEAEZ—FKYRNTF—RNIIAZEEENIZVPCIZTRYFLE
ER

Add-EC2InternetGateway -InternetGatewayId igw-1a2b3c4d -VpcId vpc-12345678

Bl2: ZOBITR, VPC EAVR—%Y RS —RIIABERL, AV Z—%FY RF—RIT
{&VPCILFRYFLET.

$vpc = New-EC2Vpc -CidrBlock 10.0.0.0/16
New-EC2InternetGateway | Add-EC2InternetGateway -VpcId $vpc.VpcId

« APl QEFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
O AttachinternetGateway ) ZZ8B L TS EE L,
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LBEID SDK/NN—2 3> DHEMEEENTVET,

CLI T AttachNetworkInterface Zf£H 3%
RDY 7 )L ]— Rk, AttachNetworkInterface Z2FA T2 HEERHBAL TLET,
CLI
AWS CLI
B RYRND=DAVE=TIARZAVAZVALTRY FFBICE

XD attach-network-interface OHITR, BELERY ND—DA4 2R —T7 T4 A%IE
ELEAVARAICTRYFLET,

aws ec2 attach-network-intexface \
--network-intexrface-id eni-0dc56a8d4640adi10a \
--instance-id i-1234567890abcdef0 \
--device-index 1

A

"AttachmentId": "eni-attach-01a8fc87363f07cf9"

HMICOVWTIE, "TAmazon EC2 1—H—H4A R, ® TElastic Network Interface; 3B L
LT,

B2 Y RND=DAVE—=TIARERBDZY ND—DVEFIA VARV AILTEYFT
I

XD attach-network-interface ®#HITIE, MELERXRY ND—OA42R—T I A A%E
ELEAVARAERY ND—OH—RIZTRYFLET,

aws ec2 attach-network-intexface \
--network-intexrface-id eni-07483b1897541ad83 \
--instance-id i-01234567890abcdef \
--network-card-index 1 \
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--device-index 1

&0

"AttachmentId": "eni-attach-0fbd7ee87a88cd06c"

FEMMICOVWTIWE. "TAmazon EC2 1—H'—AHA R, @ TElastic Network Interface; 2B L

TLEEL,

« API OFEMAIC DWW TIEX., TAWSCLIOXR > RU 7 7L AL ® "AttachNetworkInterface
ESBLTLSEETY,

PowerShell
Tools for PowerShell V4

Bl1: COBITRE, BEEHERYND)— VAV E—T I RZEBEENIEA ARV AILT
2YFLEY,

Add-EC2NetworkInterface -NetworkInterfaceld eni-12345678 -Instanceld i-1a2b3c4d -
DeviceIndex 1

&0

eni-attach-1la2b3c4d

« API OFFMIIC OV TR, TAONYRLY NUTZ7L2A (V4)1 OAttachNetworkinterface i
ZSBLTLEEV, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: ZOBITRE, BETNERYRND)— VAV E—TIARAZEBEENLEAVARAILT
ZYFLERY,

Add-EC2NetworkInterface -NetworkInterfaceld eni-12345678 -Instanceld i-la2b3c4d -
DeviceIndex 1

A
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eni-attach-la2b3c4d

« API OFFHIICDVW TR, "TANRLY NUTZ 7L 2R (V51 MAttachNetworkinterface
ZSBLTLE&EV, AWS Tools for PowerShell

AWS SDK REEZEHA REOD—RHIOZLBVANCIOVTR., T, 283U T EE VWAWS SDK
ZEAL T Amazon EC2 UY —A%ER T, CcOREY IICIE., EABBAECET2ERE.
LLEi) SDK/N—23a > OEAEEENTVWET,

CLI T AttachVolume 2R T3

RXOB 7 ) A—RIE, AttachVolume ZEATHHEZHALTVET,
CLI
AWS CLI
RI)I—LZAVARVALLTEYFIBICE

0BT, R 1—LA (vol-1234567890abcdef@) % /dev/sdf ELTA VARV A
(i-01474ef662b89480) ICF R Y FLE T,

N> R

aws ec2 attach-volume --volume-id vol-1234567890abcdef@® --instance-
id i-01474ef662b89480 --device /dev/sdf

i A

{
"AttachTime": "YYYY-MM-DDTHH:MM:SS.000Z",
"Instanceld": "i-01474ef662b89480",
"VolumeId": "vol-1234567890abcdef0",
"State": "attaching",
"Device": "/dev/sdf"

}

« APl OFEMRIC DWW T, TAWSCLIOXR > RUTZ7L>AL ® TAttachVolumey ZZ 8L
TLEEL,
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PowerShell

Tools for PowerShell V4

Bl1: ZOBITRE, BETNLER)I-LZEBETNEAAZALTEYFL, EESHh
cTINAARBTRREALET,

Add-EC2Volume -VolumeId vol-12345678 -Instanceld i-la2b3c4d -Device /dev/sdh

i A

AttachTime : 12/22/2015 1:53:58 AM
DeleteOnTermination : False

Device : /dev/sdh

Instanceld : i-la2b3c4d

State : attaching

Volumeld : vol-12345678

« API OFFMICDW T, TONRLY NUTZ7L2A (V4)s DAttachVolumes 25U
LTV, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: ZOBITRE, BETNLER)I-LZEBETSNEAAZALTEYFL, EESHh
cTINAARBTRREALET,

Add-EC2Volume -VolumeId vol-12345678 -Instanceld i-la2b3c4d -Device /dev/sdh

& A

AttachTime : 12/22/2015 1:53:58 AM
DeleteOnTermination : False

Device : /dev/sdh

Instanceld : i-la2b3c4d

State : attaching

Volumeld : vol-12345678

« API OFFMICDW T, TONRLY NUTZ7L2A(V5)) MAttachVolumes ZSBRL
LTV, AWS Tools for PowerShell
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LBEID SDK/NN—2 3> DHEMEEENTVET,

CLI T AttachVpnGateway ZFH 3%
ROB 7 )L D—RIE, AttachVpnGateway Z#FEA T2 HEEZHBAL TVET,
CLI
AWS CLI
RETZAR—RNTF—RNIIAZVPCICTRYFTBICE

XD attach-vpn-gateway OHITE, EBEL ERES—MN I I A ZEBELLEVPCICTRY
FLEY,

aws ec2 attach-vpn-gateway \
--vpn-gateway-id vgw-9a4cacf3 \
--vpc-id vpc-a01106c2

A

"VpcAttachment": {
"State": "attaching",
"VpcId": "vpc-a01106c2"

}

« APl OFFMAIC DOV TIE, TAWSCLIOXY> RUZ7L>VAL @ TAttachVpnGateway, %5
BLTLEZL,

PowerShell
Tools for PowerShell V4

Bl1: ZOBITIEE, BEENERETSAR—KNTF—RNIJIA( 2IBEENEVPCICTEYFL
x99,

Add-EC2VpnGateway -VpnGatewayId vgw-1la2b3c4d -VpcId vpc-12345678
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0

attaching vpc-12345678

« APl MFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ7 7L 2R (V4),
M AttachVpnGatewayy 2B L T &\,

Tools for PowerShell V5

Bl1: COBITE, BEEChERETSAR—RKNS—RNIIAZIBEENEVPCICTRYFL
9,

Add-EC2VpnGateway -VpnGatewayId vgw-la2b3c4d -VpcId vpc-12345678

e

attaching vpc-12345678

« APl QEFEMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
M AttachVpnGateway ZZBL T &V,

AWS SDK AREHA RED—RHIOTLBIVANIOVTRE., T, 28BL TS EEVWAWS SDK
ZEHALT Amazon EC2 UY —A%ZEHR T, COREYIICIE., EHABKBAECEITZEHRE.
LB SDK N—2 3> DEHEEEENTVE T,

CLI T AuthorizeSecurityGroupEgress 9%
RO 7). 1— Rk, AuthorizeSecurityGroupEgress 2R T2 HEZHRBAL TVET,
CLI
AWS CLI
Bl 1 BEOT RLAEBEANDT IRNDVRINZ 74V OZFATITRIL—IILNZEMTSICE

XM authorize-security-group-egress NI TlE, TCPR—K 80 T, EEL LT R
LASEEANDT IV EAZFHTITDIL—IIZEMLET,
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aws ec2 authorize-security-group-egress \
--group-id sg-1234567890abcdefo \
--ip-permissions
'IpProtocol=tcp, FromPort=80, ToPort=80, IpRanges=[{CidrIp=10.0.0.0/16}]"

H

"Return": true,
"SecurityGroupRules": [
{

"SecurityGroupRuleId": "sgr-0b15794cdbl7bf29c",
"GroupId": "sg-1234567890abcdef@",
"GroupOwnerId": "123456789012",
"IsEgress": true,
"IpProtocol": "tcp",
"FromPort": 80,
"ToPort": 80,
"CidrIpvs4": "10.0.0.0/16"

Bl2./EDEFIVTATIL—TADTINNIVRRNZ 74V 7 %FATHI—)LZEM
TBICE

XM authorize-security-group-egress O Tk, TCPR—KN 80 T, #EL Lt
FAUTATIN—TANOTFT O AZFATBIL—ILZEMLET,

aws ec2 authorize-security-group-egress \
--group-id sg-1234567890abcdefo \
--ip-permissions
'IpProtocol=tcp, FromPort=80, ToPort=80,UserIdGroupPairs=[{GroupId=sg-0aadlc26bbeec5c22}]"

o
{
"Return": true,
"SecurityGroupRules": [
{
"SecurityGroupRuleId": "sgr-@b5dd815afcea9cc3",
"GroupId": "sg-1234567890abcdef0",
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"GroupOwnerId": "123456789012",

"IsEgress": true,

"IpProtocol": "tcp",

"FromPort": 80,

"ToPort": 80,

"ReferencedGroupInfo": {
"GroupId": "sg-@aadlc26bbeec5c22",
"UserId": "123456789012"

FHMICOVWTIEE, Amazon VPC 1—H—HA RO "X 1)F14J)—71 #SRBLTLE
=L,
o API OFFMHICOWVWTIE, TAWSCLIOX>RUJZZLAL D

" AuthorizeSecurityGroupEgress; ZZ8B L T &Y,

PowerShell
Tools for PowerShell V4

Bl1: COPITIE, EC2-VPC DIEEhEF1VF4TIL—TOHEAINL—ILEEELET,
CO)L—)E, TCPR—K 80 TIEEENEIP 7 RLASEBEAODT IV LAEZHFTLET, =
DHITHEHENDEXIC(E. PowerShell /N\—2 3> 3 UBAFIMBRETT,

$ip = @{ IpProtocol="tcp"; FromPort="80"; ToPort="80";
IpRanges="203.0.113.0/24" }
Grant-EC2SecurityGroupEgress -Groupld sg-12345678 -IpPermission $ip

5] 2: PowerShell /\—> 3> 2 Tl&. New-Object Z A L T IpPermission # 7 T U N &4E
RITBDUENHYNET,

$ip = New-Object Amazon.EC2.Model.IpPermission
$ip.IpProtocol = "tcp"

$ip.FromPort = 80

$ip.ToPort = 80
$ip.IpRanges.Add("203.0.113.0/24")

Grant-EC2SecurityGroupEgress -GroupId sg-12345678 -IpPermission $ip
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f5l3: ZOFITIRE, TCPR—K 80 THEENEYV—AEF1UTATIL—T\OT7I7tAR%
AFAILE T,

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
$ug.GroupId = "sg-la2b3c4d"
$ug.UserId = "123456789012"

Grant-EC2SecurityGroupEgress -GroupId sg-12345678 -IpPermission
@( @{ IpProtocol="tcp"; FromPort="80"; ToPort="80"; UserIdGroupPairs=$ug } )

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY NUT7 7L >R (V4),
® AuthorizeSecurityGroupEgress; 2B L T &V,

Tools for PowerShell V5

Bl 1: ZOBITIE, EC2-VPC DEEENEEFIVTATIL—TOHII—-IIEERELET,
COIL—I)IE, TCPR—KN 8 THEEENLEIP7RLASBEAANOTIVELAEZHFAILET,
OB THEAETNBEXIC(E, PowerShell /N—2 3> 3 LUEAYKRETT,

$ip = @{ IpProtocol="tcp"; FromPort="80"; ToPort="80";
IpRanges="203.0.113.0/24" }
Grant-EC2SecurityGroupEgress -Groupld sg-12345678 -IpPermission $ip

5] 2: PowerShell /N\—= 3> 2 Tl&, New-Object Z{# A L T IpPermission 77 T N &4k
HITBDUENHYNET,

$ip = New-Object Amazon.EC2.Model.IpPermission
$ip.IpProtocol = "tcp"

$ip.FromPort = 80

$ip.ToPort = 80
$ip.IpRanges.Add("203.0.113.0/24")

Grant-EC2SecurityGroupEgress -GroupId sg-12345678 -IpPermission $ip

B3 ZOBITIE, TCPR—KN 80 TEEENLEY—ARAEF1UFAIIN—T\OT7OtA%
HFALET,

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
$ug.GroupId = "sg-la2b3c4d"
$ug.UserId = "123456789012"

Torar 365


https://docs.aws.amazon.com/powershell/v4/reference

Amazon Elastic Compute Cloud FROY/IN—HA R

Grant-EC2SecurityGroupEgress -GroupId sg-12345678 -IpPermission
@( @{ IpProtocol="tcp"; FromPort="80"; ToPort="80"; UserIdGroupPairs=$ug } )

« APl OFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ 7L A (V5),
® AuthorizeSecurityGroupEgress; 2B L T &V,

AWS SDK BREHA REOD—RFAOELBIVANIDOVWTIE., T Z283BL T EFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#ERT D, COREYDICIK., EABBAECETERE.
LLai) SDK/NN—23a > OEMEEENTVWET,

AWS SDK & 7z (& CLI AuthorizeSecurityGroupIngressT Z{FH TS
ROY 7 )1—RiE, AuthorizeSecurityGroupIngress ZFH 325 ZHBALTVET,

To2avhlk, KYRERTOTZLNSOOA—ROE‘RTHY), IVTHFANATERITTILE
AHYVET, RODA—RHIT, COTI>3IVOIVTHFANEERETEXRT,

. BAEES

NET

SDK for .NET

® Note

GitHub IZl&, ZTDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROIT, REERITORFEZHEIELTSEZ L,

/// <summary>
/// Authorize the local computer ingress to EC2 instances associated
/// with the virtual private cloud (VPC) security group.
/// </summary>
/// <param name="groupName">The name of the security group.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> AuthorizeSecurityGroupIngress(string groupName)
{

try

{

// Get the IP address for the local computer.
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var ipAddress = await GetIpAddress();
Console.WriteLine($"Your IP address is: {ipAddress}");
var ipRanges =
new List<IpRange> { new IpRange { CidrIp = $"{ipAddress}/32" } };
var permission = new IpPermission

{
Ipv4Ranges = ipRanges,
IpProtocol = "tcp",
FromPort = 22,
ToPort = 22

};

var permissions = new List<IpPermission> { permission };
var response = await _amazonEC2.AuthorizeSecurityGroupIngressAsync(
new AuthorizeSecurityGroupIngressRequest(groupName,

permissions));

return response.HttpStatusCode == HttpStatusCode.OK;

}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidPermission.Duplicate")
{
_logger.LogErrox(
$"The ingress rule already exists. {ec2Exception.Messagel}");
}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while authorizing ingress.: {ex.Messagel}");
throw;
}

/// <summary>

/// Authorize the local computer for ingress to

/// the Amazon EC2 SecurityGroup.

/// </summary>

/// <returns>The IPv4 address of the computer running the scenario.</returns>
private static async Task<string> GetIpAddress()

var httpClient = new HttpClient();

N
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Bash

var ipString = await httpClient.GetStringAsync("https://
checkip.amazonaws.com");

// The IP address is returned with a new line

// character on the end. Trim off the whitespace and
// return the value to the caller.

return ipString.Trim();

« API OFFMICDWVWTIE, TAWS SDK for NET APIU77L2A1 D

T AuthorizeSecurityGrouplngressy 2B L TS & L\,

AWS CLIBash A9 U7 N2 RT3

(® Note

GitHub IZI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELEERTOFEZHRL TS EZL,

HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH RS H

# function ec2_authorize_security_group_ingress

#

# This function authorizes an ingress rule for an Amazon Elastic Compute Cloud
(Amazon EC2) security group.

Parameters:
-g security_group_id - The ID of the security group.
-i ip_address - The IP address or CIDR block to authorize.
-p protocol - The protocol to authorize (e.g., tcp, udp, icmp).
-f from_port - The start of the port range to authorize.
-t to_port - The end of the port range to authorize.

And:

@ - If successful.

1 - If it fails.
HHHHHHHHH SRR RS SRR RS R R RS SRR SRR RS RS RS SRS RS RT3 H
function ec2_authorize_security_group_ingress() {

HOoH OHF O OB O OHF OH OB OB H
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local security_group_id ip_address protocol from_port to_port response
local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ec2_authorize_security_group_ingress"

echo "Authorizes an ingress rule for an Amazon Elastic Compute Cloud (Amazon
EC2) security group."

echo " -g security_group_id - The ID of the security group."

echo " -i ip_address - The IP address or CIDR block to authorize."

echo " -p protocol - The protocol to authorize (e.g., tcp, udp, icmp)."
echo " -f from_port - The start of the port range to authorize."

echo " -t to_port - The end of the port range to authorize."

echo ""

# Retrieve the calling parameters.
while getopts "g:i:p:f:t:h" option; do
case "${option}" in
g) security_group_id="${OPTARG}" ;;
i) ip_address="${OPTARG}" ;;
p) protocol="${OPTARG}" ;;
f) from_port="${OPTARG}" ;;
t) to_port="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$security_group_id" ]1]; then
errecho "ERROR: You must provide a security group ID with the -g parameter."
usage
return 1

fi

if [[ -z "$ip_address" ]1]; then
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errecho "ERROR: You must provide an IP address or CIDR block with the -i
parameter."

usage

return 1
fi

if [[ -z "$protocol"” 1]; then
errecho "ERROR: You must provide a protocol with the -p parameter."
usage
return 1

fi

if [[ -z "$from_port" 1]; then
errecho "ERROR: You must provide a start port with the -f parameter."
usage
return 1

fi

if [[ -z "$to_port" 1]; then
errecho "ERROR: You must provide an end port with the -t parameter."
usage
return 1

fi

response=$(aws ec2 authorize-security-group-ingress \

--group-id "$security_group_id" \

--cidr "${ip_address}/32" \

--protocol "$protocol" \

--port "$from_port-$to_port" \

--output text) || {

aws_cli_error_log ${?}

errecho "ERROR: AWS reports authorize-security-group-ingress operation
failed.$response"

return 1

return 0

COPITEAEATVWRI—T1 VT 1B,
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# function errecho

#

# This function outputs everything sent to it to STDERR (standard error output).

bufubububububibibibibibibibibibibibib i gg g g g g g g g g g g g g bbb bbb bbb S ip GGG b b g p b
function errecho() {

printf "%s\n

n ||$*|| 1>&2

HHHH SRR H R S S
# function aws_cli_error_log()

#

The function

$1 -

Returns:

#
#
#
#
#
#
# 0:
#

This function is used to log the error messages from the AWS CLI.

expects the following argument:
The error code returned by the AWS CLI.

- Success.

HHHHHHHH A SRR HHH SR TR SRR R SRR RS H RS EHH RS R H RS AR RS SRR RS RS ST H S RT3
function aws_cli_error_log() {

local err_code=$1

errecho "Error code : $err_code"

if [ "$err_code" == 1 ]; then

errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."
fi
return 0

N
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o API OFFMRICOWVW TR, TAWSCLION>RUZZLAL D
T AuthorizeSecurityGrouplngressy 2B L TS &V,

C++

SDK for C++

® Note

GitHub ICl&, ZTDMDOIY—REHY KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEZRRBL TSEEZL,

//! Authorize ingress to an Amazon Elastic Compute Cloud (Amazon EC2) group.
Al
\param groupID: The EC2 group ID.
\param clientConfiguration: The ClientConfiguration object.
\return bool: True if the operation was successful, false otherwise.
*/
bool
AwsDoc: :EC2: :authorizeSecurityGroupIngress(const Aws::String &grouplD,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);
Aws::EC2::Model: :AuthorizeSecurityGroupIngressRequest
authorizeSecurityGroupIngressRequest;
authorizeSecurityGroupIngressRequest.SetGroupId(groupID);
buildSampleIngressRule(authorizeSecurityGroupIngressRequest);

Aws::EC2::Model: :AuthorizeSecurityGroupIngressOutcome
authorizeSecurityGroupIngressQOutcome =

ec2Client.AuthorizeSecurityGroupIngress(authorizeSecurityGroupIngressRequest);

if (authorizeSecurityGroupIngressOutcome.IsSuccess()) {
std::cout << "Successfully authorized security group ingress." <<
std::endl;
} else {
std::cerr << "Error authorizing security group ingress:
<< authorizeSecurityGroupIngressOutcome.GetError().GetMessage()

<< std::endl;
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}

return authorizeSecurityGroupIngressOutcome.IsSuccess();

Ingress L— )L Z@ETH1—7 1 )7 1 B

//' Build a sample ingress rule.
/4
\param authorize_request: An 'AuthorizeSecurityGroupIngressRequest' instance.
\return void:
*/
void buildSampleIngressRule(
Aws: :EC2::Model: :AuthorizeSecurityGroupIngressRequest &authorize_request)

Aws::String ingressIPRange = "203.0.113.0/24"; // Configure this for your
allowed IP range.

Aws::EC2::Model::IpRange ip_range;

ip_range.SetCidrIp(ingressIPRange);

Aws: :EC2::Model: :IpPermission permissionl;
permissionl.SetIpProtocol("tcp");
permissionl.SetToPort(80);
permissionl.SetFromPort(80);
permissionl.AddIpRanges(ip_range);

authorize_request.AddIpPermissions(permissionl);

Aws::EC2::Model: :IpPermission permission2;
permission2.SetIpProtocol("tcp");
permission2.SetToPort(22);
permission2.SetFromPort(22);
permission2.AddIpRanges(ip_range);

authorize_request.AddIpPermissions(permission2);

« APl OFFMRIC DWW TIX., TAWS SDKforC++ APIUJ77ZL>>AL D
T AuthorizeSecurityGrouplngressy 2B L T & L\,
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CLI

AWS CLI
Pl A2INTRSSH RZT7 4V U %FFATDIL—IILZENTSICE

XD authorize-security-group-ingress ®HITlk, TCP R— K 22 (SSH) IC 1 >/
YREZ 74V 0ZFAITBRIL—-IINZEMLET,

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdefo \
--protocol tcp \
--port 22 \
--cidr 203.0.113.0/24

A

"Return": true,
"SecurityGroupRules": [
{

"SecurityGroupRuleId": "sgr-0lafa97ef3elbedfc",
"GroupId": "sg-1234567890abcdef@",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "tcp",
"FromPort": 22,
"ToPort": 22,
"CidrIpva": "203.0.113.0/24"

Bl2:EFAVUTATIN—THASOHTTP RS 74V U ZFATRIL—IZEMTDICE

X @M authorize-security-group-ingress OfITIEE, V—AEF21UF1JI)I—7
sg-1a2b3c4d SO TCP R—K 80 NDA NV RT7 VA ZFHATDI—I)IZzEML
£9, V—ARIIL—T&. AU VPCICHBH, ET7 VPC(VPCET V>V TEHENVE) ICF
ELTVBRENHYWET, BENZ 71V 0R@,. V—AREF1UT14II—TICHENFTS
NEAVAZRVADTZAR—=KNIPPZRLACESVWTHTEhET (NTUY O IPTRL
AFLEF Elastic P 7 RLAGEREEhEEA),
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aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdefo \
--protocol tcp \
--port 80 \
--souxce-group sg-la2b3c4d

A

"Return": true,
"SecurityGroupRules": [

{
"SecurityGroupRuleId": "sgr-01f4be99110f638a7",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "tcp",
"FromPort": 80,
"ToPort": 80,
"ReferencedGroupInfo": {
"GroupId": "sg-la2b3c4d",
"UserId": "123456789012"
}
}

B3 EAUNCHLICEHBDIIL—IILZENT S ICE

XM authorize-security-group-ingress OHI Tk, ip-permissions /N X—2%
BRALT22042 N9 KIL—LEBMUET, —Hkk TCP R— k 3389 (RDP) TO A >
NIOVRTFOELAZBEMZITRIL-ILTHY ., £€5—FI ping/ICMP ZBMIZTBIL—IT
CB

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdefo \
--ip-permissions
'IpProtocol=tcp, FromPoxrt=3389, ToPoxrt=3389, IpRanges=[{CidrIp=172.31.0.0/16}]"
"IpProtocol=icmp, FromPort=-1, ToPort=-1,IpRanges=[{CidrIp=172.31.0.0/16}]"

A
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{
"Return": true,
"SecurityGroupRules": [
{
"SecurityGroupRuleId": "sgr-00e@6e5d3690f29f3",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "tcp",
"FromPort": 3389,
"ToPort": 3389,
"CidrIpvsa": "172.31.0.0/16"
.
{
"SecurityGroupRuleId": "sgr-0al33dd4493944b87",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "tcp",
"FromPort": -1,
"ToPort": -1,
"CidrIpvsa": "172.31.0.0/16"
}
]
}

Bl 4 ICMP RS 74 v UM —ILZEMT I

XM authorize-security-group-ingress M #I Tk, ip-permissions /N5
X—RZFEALT, ECHSTEICMP XY +—2 Destination Unreachable:
Fragmentation Needed and Don't Fragment was Set (X473, J—K 4) 5
214NV RIL—=ILZEMLET,

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdef0 \
--ip-permissions
'IpProtocol=icmp, FromPort=3, ToPort=4,IpRanges=[{CidrIp=0.0.0.0/0}]"

H

"Return": true,
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"SecurityGroupRules": [
{

"SecurityGroupRuleId": "sgr-0de3811019069b787",
"GroupId": "sg-1234567890abcdef@",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "icmp",
"FromPort": 3,
"ToPort": 4,
"CidrIpvs": "0.0.0.0/0"

Bl 5:1Pv6 RZ 74 Y ODIILN—ILZEMTDICIE

X @M authorize-security-group-ingress MAITIE, ip-permissions NTX—2 %
AL T, IPv6 £ 2001:db8:1234:1a00: : /64 5 ® SSH 7 VR (AR— b 22) Z&FH
242NV RIL=INZEMLET,

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdef0 \
--ip-permissions
'IpProtocol=tcp, FromPort=22, ToPort=22,Ipv6Ranges=[{CidrIpv6=2001:db8:1234:1a00::/64}]"

H

"Return": true,
"SecurityGroupRules": [
{

"SecurityGroupRuleId": "sgr-0455bc68b60805563",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "tcp",
"FromPort": 22,
"ToPort": 22,
"CidrIpv6": "2001:db8:1234:1a00::/64"

N
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5l 6: ICMPV6 RS 714 YD) —I)L&ZEBMTSICE

R® authorize-security-group-ingress O T, ip-permissions /NT X—4&
ZEALT, ECHSTEICMPYE hTZ 74V VZFATEIANIRIL—ILZEML &
ED

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdefo \
--ip-permissions 'IpProtocol=icmpv6,Ipv6Ranges=[{CidrIpv6=::/0}]'

o
{
"Return": true,
"SecurityGroupRules": [
{
"SecurityGroupRuleId": "sgr-04b612d9363ab6327",
"GroupId": "sg-1234567890@abcdef@",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "icmpv6",
"FromPort": -1,
"ToPort": -1,
"CidrIpv6e": "::/0"
}
]
}

Bl 7: HANEDIL—ILZEMT S

R® authorize-security-group-ingress O Tk, ip-permissions /NT X—4&
ZEALT, BELEIPVATRLAEGEASORDP NS 74V U ZFATADA/NIUR
L=ILZEMLET, L—LICE, BTHETEDRSICHAN EEIET,

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdefo \
--ip-permissions
'IpProtocol=tcp, FromPort=3389, ToPoxrt=3389, IpRanges=[{CidrIp=203.0.113.0/24,Description="
office'}]’
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{
"Return": true,
"SecurityGroupRules": [
{
"SecurityGroupRuleId": "sgr-0397bbcc@1e974db3",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "tcp",
"FromPort": 3389,
"ToPort": 3389,
"CidrIpvs4": "203.0.113.0/24",
"Description": "RDP access from NY office"
}
]
}

Bl8:TLT74YIAVANEERATRDANVYRIL—IILZEMTSDICE

XD authorize-security-group-ingress Mf| T, ip-permissions /NTX—&X %
FALT, BEEETL 74V OAVANADO CIDREBEDORNSZ 714 Y VINTZFHATS
ATV RIL—IILEZEMLULET,

aws ec2 authorize-security-group-ingress \
--group-id sg-04a351bfe432d4e71 \
--ip-permissions
'IpProtocol=all,PrefixListIds=[{PrefixListId=pl-002dc3ec097del1514}]"

& A
{
"Return": true,
"SecurityGroupRules": [
{
"SecurityGroupRuleId": "sgr-09c74b32f677c6c7c",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "-1",
"FromPort": -1,
"ToPort": -1,
"PrefixListId": "pl-0721453c7ac4ec@09"
555355 379
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}

HMICOVWTIEE, Amazon VPC 1—H—HA RO "TwF*21 VT4 J)—71 #SRBLTLE
=L,
« APl QOFMIC DV TIE, TAWS CLI Command References @

T AuthorizeSecurityGrouplngressy 2B L TS &V,

Java

SDK for Java 2.x

® Note

GitHub ICl&, T DOV Y —REHYW KT, AWS JI—RHIVKI K T2 EUH
ZROIT, REERITORFEZHILTSEZ L,

/**
* Creates a new security group asynchronously with the specified group name,
description, and VPC ID. It also
* authorizes inbound traffic on ports 80 and 22 from the specified IP

address.

*

* @param groupName the name of the security group to create

* @param groupDesc the description of the security group

* @param vpcld the ID of the VPC in which to create the security
group

* @param myIpAddress the IP address from which to allow inbound traffic
(e.g., "192.168.1.1/0" to allow traffic from

E any IP address in the 192.168.1.0/24 subnet)

* @return a CompletableFuture that, when completed, returns the ID of the
created security group

* @throws RuntimeException if there was a failure creating the security
group or authorizing the inbound traffic

*/

public CompletableFuture<String> createSecurityGroupAsync(String groupName,
String groupDesc, String vpcId, String myIpAddress) {
CreateSecurityGroupRequest createRequest =

CreateSecurityGroupRequest.builder()
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.groupName(groupName)
.description(groupDesc)
.vpcId(vpcId)

.build();

return getAsyncClient().createSecurityGroup(createRequest)
.thenCompose(createResponse -> {
String groupId = createResponse.groupId();
IpRange ipRange = IpRange.builder()
.cidrIp(myIpAddress + "/32")
.build();

IpPermission ipPerm = IpPermission.builder()
.ipProtocol("tcp")
.toPort(80)
.fromPort(80)
.ipRanges(ipRange)
.build();

IpPermission ipPerm2 = IpPermission.builder()
.ipProtocol("tcp")
.toPort(22)
.fromPort(22)
.ipRanges(ipRange)
.build();

AuthorizeSecurityGroupIngressRequest authRequest =
AuthorizeSecurityGroupIngressRequest.builder()
.groupName(groupName)
.ipPermissions(ipPerm, ipPerm2)
.build();

return
getAsyncClient().authorizeSecurityGroupIngress(authRequest)
.thenApply(authResponse -> groupId);
b
.whenComplete((result, exception) -> {
if (exception != null) {
if (exception instanceof CompletionException &&
exception.getCause() instanceof Ec2Exception) {
throw (Ec2Exception) exception.getCause();
} else {
throw new RuntimeException("Failed to create security
group: " + exception.getMessage(), exception);
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1)

« APl OFFEMRIC DWW TIX, TAWS SDKforJava2.x API U7 7L>2A, @
T AuthorizeSecurityGrouplngressy 2B L TS & L\,

JavaScript
SDK for JavaScript (v3)
(® Note
GitHub (Zl&k, ZDOHDVY—-REHET, AWS O—REIVARZ K T2LELUH
ZROTT, [REELERTOFEEBIEL TLEE L,
import {
AuthorizeSecurityGroupIngressCommand,
EC2Client,

} from "eaws-sdk/client-ec2";

/**
* Adds the specified inbound (ingress) rules to a security group.
* @param {{ groupId: string, ipAddress: string }} options
*/
export const main = async ({ groupld, ipAddress })
const client = new EC2Client({});
const command = new AuthorizeSecurityGroupIngressCommand({
// Use a group ID from the AWS console or
// the DescribeSecurityGroupsCommand.
GroupId: groupld,
IpPermissions: [
{
IpProtocol: "tcp",
FromPort: 22,
ToPort: 22,
// The IP address to authorize.
// For more information on this notation, see

> {

382
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// https://en.wikipedia.org/wiki/Classless_Inter-
Domain_Routing#CIDR_notation
IpRanges: [{ CidrIp: "${ipAddress}/32" 1],
I
1,
18

try {
const { SecurityGroupRules } = await client.send(command);
console.log(JSON.stringify(SecurityGroupRules, null, 2));
} catch (caught) {

if (caught instanceof Error && caught.name === "InvalidGroupId.Malformed") {
console.warn( "${caught.message}. Please provide a valid GroupId.');
} else {
throw caught;
}
}
I

« APl OFFMIC DWW T, TAWS SDK for JavaScript API U7 7L A1 @
T AuthorizeSecurityGrouplngressy 2B L TS & L\,

Kotlin

SDK for Kotlin

(® Note

GitHub IZI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELEERTOFEZHRLTSEZL,

suspend fun createEC2SecurityGroupSc(
groupNameVal: String?,
groupDescVal: String?,
vpcIdVal: String?,
myIpAddress: String?,

): String? {
val request =

CreateSecurityGroupRequest {
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groupName = groupNameVal
description = groupDescVal
vpcId = vpcIdVal

Ec2Client { region = "us-west-2" }.use { ec2 ->
val resp = ec2.createSecurityGroup(request)
val ipRange =

IpRange {
cidrIp = "$myIpAddress/0Q"

val ipPerm =
IpPermission {
ipProtocol = "tcp"
toPort = 80
fromPort 80
ipRanges = 1listOf(ipRange)

val ipPerm2 =
IpPermission {
ipProtocol = "tcp"
toPort = 22
fromPort = 22
ipRanges = 1listOf(ipRange)

val authRequest =
AuthorizeSecurityGroupIngressRequest {
groupName = groupNameVal
ipPermissions = listOf(ipPerm, ipPerm2)
}
ec2.authorizeSecurityGroupIngress(authRequest)
println("Successfully added ingress policy to Security Group
$groupNameVal')
return resp.groupld

« APl OFEMIC DWW T, TAWS SDKforKotin API U 7 7L A, @
F AuthorizeSecurityGrouplngress s 2B L T E& L\,
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PowerShell

Tools for PowerShell V4

Bl 1: COBITIEE, EC2VPC OEF1UT A TIL—TDHEAIL—ILZERZLET, ChsD
JL—JLIk. SSH (R— k 22) & RDC (R— k 3389) DEE®D IP 7 KLAADT 2 £ AEHT
LET, EF2VF1TIN—TBTRELEF2VF1TI)—7ID ZFEHL TEC2-VPC ®
EFIVFATN—TE2EBINTIBENHDEITTELTILKEETVN, COFITHEATLZE
Xz, PowerShell /N\—> 3> 3 LN MRETT,

$ipl = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22";
IpRanges="203.0.113.25/32" }

$ip2 = @{ IpProtocol="tcp"; FromPort="3389"; ToPort="3389";
IpRanges="203.0.113.25/32" }

Grant-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission @( $ipl, $ip2 )

5] 2: PowerShell /N\—= 3> 2 Tl&, New-Object Z{# A L T IpPermission 77 T N &4k
HITBDUVENHYNET,

$ipl = New-Object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPort = 22
$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPort = 3389

$ip2.ToPort = 3389
$ip2.IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -Groupld sg-12345678 -IpPermission @( $ipl, $ip2 )

5l 3: ZOHITIEE, EC2-Classic DEFI V)T A TIIN—T7ODEAIIN—IEERXZLET, ChsS
DJL—J)Lk. SSH (R—h 22) & RDC (R— b 3389) DEED IP 7 KLAADT 7 A%EH
ALET, COPHITHERENZEXICIE, PowerShell N—2 3> 3 LB MVETT,

$ipl = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22";
IpRanges="203.0.113.25/32" }
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$ip2 = @{ IpProtocol="tcp"; FromPort="3389"; ToPort="3389";
IpRanges="203.0.113.25/32" }

Grant-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission
e( $ipl, $ip2 )

5] 4: PowerShell /N\—= 3> 2 Tlt. New-Object ZfEH L T IpPermission 77 T U N &4
RIBDYBENFHYET,

$ipl = New-Object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPort = 22
$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPort = 3389

$ip2.ToPort = 3389
$ip2.IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission
e( $ipl, $ip2 )

Bl 5 COBITR, BEENEY—AtEF1)FT1T)I—7 (sg-1a2b3cdd) h SEEE -t
*31UF 19)L—7 (sg-12345678) A TCP R— K 8081 P L AEFAL T,

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
$ug.GroupId = "sg-la2b3c4d"
$ug.UserId = "123456789012"

Grant-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission
@( @{ IpProtocol="tcp"; FromPort="8081"; ToPort="8@81"; UserIdGroupPairs=$ug } )

Bl6: COBITE, RBAR/EDTCPR—KN2 NZ 74V O0EF1VT14TIIN—7
sg-1234abcd @ Ingress JL—JLIC CIDR 5.5.5.5/32 ZBML £,

$IpRange = New-Object -TypeName Amazon.EC2.Model.IpRange
$IpRange.CidrIp = "5.5.5.5/32"

$IpRange.Description = "SSH from Office"

$IpPermission = New-Object Amazon.EC2.Model.IpPermission

N
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$IpPermission.IpProtocol = "tcp"

$IpPermission.ToPort = 22

$IpPermission.FromPort = 22

$IpPermission.Ipv4Ranges = $IpRange

Grant-EC2SecurityGroupIngress -Groupld sg-1234abcd -IpPermission $IpPermission

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY KU 7 7L 2R (V4),
@ AuthorizeSecurityGrouplingress; 2B L T E&E L,

Tools for PowerShell V5

Bl 1. COBITIEE, EC2VPC DEF 1 VT A TINL—TOEAIL—ILZERZLET, ChsSD
JL—JLIE. SSH (R— K 22) & RDC (R—h 3389) DRED IP 7 KLAADT ¥ £ AT
LET, EFa2VFT1TIN—TEBTRELEF2IVFT1II—7 1D ZEHL TEC2-VPC ®
TXIVFATIN—T2RBANTEIBEN BB EIFELTLKEETY, COHITHERAEIhDE
XIZIE. PowerShell N\—> 3> 3LUBAMBETT,

$ipl = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22";
IpRanges="203.0.113.25/32" }

$ip2 = @{ IpProtocol="tcp"; FromPort="3389"; ToPort="3389";
IpRanges="203.0.113.25/32" }

Grant-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission @( $ipl, $ip2 )

5] 2: PowerShell /N\—= 3> 2 Tk, New-Object Z{# A L T IpPermission 77 T N &4k
HITBDUENBYNET,

$ipl = New-Object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPort = 22
$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPort = 3389

$ip2.ToPort = 3389
$ip2.IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -Groupld sg-12345678 -IpPermission @( $ipl, $ip2 )
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5l 3: ZOHITIEE, EC2-Classic DEFI V)T A TIIN—T7OEAIIN—IEZERXZLET, ChsS
DJL—J)Lk. SSH (R—h 22) & RDC (R— b 3389) DEED IP 7 KLAADT 7 A%EH
ALET, COPHITHERENZEICIE, PowerShell N—2 3> 3 LB MVETT,

$ipl = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22";
IpRanges="203.0.113.25/32" }

$ip2 = @{ IpProtocol="tcp"; FromPort="3389"; ToPort="3389";
IpRanges="203.0.113.25/32" }

Grant-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission
e( $ipl, $ip2 )

] 4: PowerShell /\—> 3> 2 Tl&. New-Object Z A L T IpPermission # 7 T U N &4E
RITBDUENHYNET,

$ipl = New-Object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPort = 22
$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPort = 3389

$ip2.ToPort = 3389
$ip2.IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission
e( $ipl, $ip2 )

Bl 5 COBITR, EETALEY—AEF1VFT1T)L—7 (sg-1a2b3cdd) A SEEE it
F31UYF 19)L—7 (sg-12345678) A TCP R— K 8081 P L AEFAL£T.

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
$ug.GroupId = "sg-la2b3csad"
$ug.UserId = "123456789012"

Grant-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission
@( @{ IpProtocol="tcp"; FromPort="8081"; ToPort="8081"; UserIdGroupPairs=$%ug } )
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Ble: COBITRE, HABPF/EDTCPR—K22 "NZ 714 v 00F1VFT1TIN—7
sg-1234abcd @ Ingress JL—JLIC CIDR 5.5.5.5/32 ZEBML £ 9,

$IpRange = New-Object -TypeName Amazon.EC2.Model.IpRange

$IpRange.CidrIp = "5.5.5.5/32"

$IpRange.Description = "SSH from Office"

$IpPermission = New-Object Amazon.EC2.Model.IpPermission
$IpPermission.IpProtocol = "tcp"

$IpPermission.ToPort = 22

$IpPermission.FromPort = 22

$IpPermission.Ipv4Ranges = $IpRange

Grant-EC2SecurityGroupIngress -GroupId sg-1234abcd -IpPermission $IpPermission

« APl OFMIC DWW TIE, AWS Tools for PowerShell " AN RLY NUTZ 7L 2R (V5)]
@ AuthorizeSecurityGrouplngress; ZZ 8B L T IEE L\,

Python

SDK for Python (Boto3)

(® Note

GitHub IZIE, T DDV Y —RAEHWET, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOHFEZHRLTSEZL,

class SecurityGroupWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) security group
actions."""

def __init_ (self, ec2_client: boto3.client, security_group: Optional[str] =
None):
Initializes the SecurityGroupWrapper with an EC2 client and an optional
security group ID.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level
access to AWS EC2 services.
:param security_group: The ID of a security group to manage. This is a
high-level identifier
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that represents the security group.

self.ec2_client = ec2_client
self.security_group = security_group

@classmethod
def from_client(cls) -> "SecurityGroupWrapper":

Creates a SecurityGroupWrapper instance with a default EC2 client.

:return: An instance of SecurityGroupWrapper initialized with the default
EC2 client.

ec2_client = boto3.client("ec2")
return cls(ec2_client)

def authorize_ingress(self, ssh_ingress_ip: str) -> Optional[Dict[str, Any]]:

Adds a rule to the security group to allow access to SSH.

:param ssh_ingress_ip: The IP address that is granted inbound access to
connect
to port 22 over TCP, used for SSH.
:return: The response to the authorization request. The 'Return' field of
the
response indicates whether the request succeeded or failed, or
None if no security group is set.
:raise Handles AWS SDK service-level ClientError, with special handling
for ResourceAlreadyExists
if self.security_group is None:
logger.info("No security group to update.")
return None

try:
ip_permissions = [

{
# SSH ingress open to only the specified IP address.
"IpProtocol": "tcp",
"FromPort": 22,
"ToPort": 22,
"IpRanges": [{"CidrIp": f"{ssh_ingress_ip}/32"}],

}
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]

response = self.ec2_client.authorize_security_group_ingress(
GroupId=self.security_group, IpPermissions=ip_permissions

)
except ClientError as err:
if err.response["Error"]["Code"] == "InvalidPermission.Duplicate":
logger.error(

f"The SSH ingress rule for IP {ssh_ingress_ip} already
exists"

f"in security group '{self.security_group}'."
)
raise
else:
return response

« AP| OE4EIC DLW Tk, TAWS SDK for Python (Boto3) APl U7 7L AL @
F AuthorizeSecurityGrouplngress s 2B L T &L\,

Rust

SDK for Rust

(@ Note

GitHub ICl&. ZOMDUY—REHV)ET, AWS O—RBIVAT KDY T2<EFUH
ZROUT, RELEERTOFEEZRRAL TSEEZL,

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
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.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip]| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange: :builder().cidr_ip(format!
("{ip}/32")).build())

.build()
)
.collect(),
))
.send()
.await?;
0k(())

« APl OFFMHIC DWW TIX., AWS SDK forRustAPI U7 7L >
A D AuthorizeSecurityGroupingressy 2B L TS EE L,

AWS SDK AREHA RED—RHIOTLBIDANIOVTRE., T, 2838BL TS EEVAWS SDK
ZEAL T Amazon EC2 UY —A&ZEHRT D, COREYOICIK., GABBAECETIERE.
LB SDK N—2 3> DEHEEENTVET,

CLI T CancelCapacityReservation ZfEH T3
RDHB > 7 )L 1— Rk, CancelCapacityReservation ZHT2HEEZHBALTVET,
CLI
AWS CLI
FYNTAFNEX Y EILTBDICE

XD cancel-capacity-reservation OfIT, BELEF YN T4 FNZEF v I
LErT,

aws ec2 cancel-capacity-reservation \
--capacity-reservation-id cr-1234abcd56EXAMPLE
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"Return": true

HMICOVWTIEE, AmazonEC2 1—H—HA RO "+ N> T4 FHOF v ), 2S8R
LT<EEL,

o APl OFFMRICOWVWTIE, TAWSCLIOXR>RUJZZLVAL D
FCancelCapacityReservation; ZZBL T<EE V),

PowerShell
Tools for PowerShell V4

Bl1: ZOBITRE., Fv/N> T 1 F4 cr-0c1f2345db6f7cdba Z2F ¥ I LET,

Remove-EC2CapacityReservation -CapacityReservationId cr-0clf2345db6f7cdba
7

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2CapacityReservation
(CancelCapacityReservation)" on target "cr-0@clf2345db6f7cdba".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): y
True

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY NUT7 7L 2R (V4),
@M CancelCapacityReservationy ZZ8B L T & L\,

Tools for PowerShell V5

Bl1: ZOBITRE, Fv/N>T 1 F4 cr-0c1f2345db6f7cdba Z2F ¥ I L ET,

Remove-EC2CapacityReservation -CapacityReservationId cr-0clf2345db6f7cdba
o

Confirm
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Are you sure you want to perform this action?

Performing the operation "Remove-EC2CapacityReservation
(CancelCapacityReservation)" on target "cr-0clf2345db6f7cdba".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"): y

True

« APl OFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)]
@M CancelCapacityReservationy ZZR L TS & L\,

AWS SDK R EHA REOD—RFAOELBIARNIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A&EHR T, COREYOICIK. GABBAECETI ERE.
LLEi) SDK/NN—2 3> OEAEEENTVWET,

CLI T CancelImportTask ZFfH 93
ROY 7). 1—RIEk, CancelImportTask ZEA T2 HEEHRBEL TVWET,
CLI
AWS CLI
AVR—RERAOEZF Y+ EILTRICE

R®D cancel-import-task OPITE, BELEAX—SDAVR—KNEAVEF YT
LET,

aws ec2 cancel-import-task \
--import-task-id import-ami-1234567890abcdef0

o
{
"ImportTaskId": "import-ami-1234567890@abcdef@",
"PreviousState": "active",
"State": "deleting"
}

« API OFMIC DOV TR, TAWSCLIOXY> RUTZ7L >R, ® TCancellmportTask, &%
BLTLSEZL,
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PowerShell
Tools for PowerShell V4

Bl1: ZOBITIEE, BEENEAVR—RNERD (RFTYT2IAYRNEKERFAX=20A4 2 KR—
N ZFvy>EILET, BEICIHELUT, -CancelReason/N\TA—ZEFHL TEHZEE
TZEEY,

Stop-EC2ImportTask -ImportTaskId import-ami-abcdefgh

« API OFFMICOVW T, TONYRLY NUT77L>A (V4)1 MCancellmportTasky &%
BLTLEELV, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: 2OBITR, BEENEAVR—RNRAV (RFT YTV NELERAX—D0D12KR—
MNZFx+>EILET, HEICISUT, -CancelReason/N\TX—R%ZFHAL TEHZEE
TEZET,

Stop-EC2ImportTask -ImportTaskId import-ami-abcdefgh

« APl OFFMICDWTIK, TONRLY NUTZ7L>2A(V5)s MCancellmportTasky &5
BLTLEEV, AWS Tools for PowerShell

AWS SDK R EHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK

Z#EAL T Amazon EC2 Y —A%/ER T, CcOREY IICIE., EHABEBAEICET2ERE.
LLET SDK/NN—23a > OElEEENTVWET,

CLI T CancelSpotFleetRequests ZfFH T3

RDOY > 7 )L 1—RIE, CancelSpotFleetRequests ZA T2 HE&EHAL TVET,

CLI

AWS CLI

Bl1: ARY RNTU—RKUIIARNEZF Y EIIL, BERGTSNIEAV ARV AZKRTTS
(=<

XD cancel-spot-fleet-requests MBITIE, ARYKNTU—KUIIANZFYT UL
LU, BEFFSNEFTFNRAIVARVAEARY NV ABR DV AZKRTLUET,
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aws ec2 cancel-spot-fleet-requests \
--spot-fleet-request-ids sfr-73fbd2ce-aa30-494c-8788-1ceedEXAMPLE \
--terminate-instances

o
{
"SuccessfulFleetRequests": [
{
"SpotFleetRequestId": "sfr-73fbd2ce-aa30-494c-8788-1cee4EXAMPLE",
"CurrentSpotFleetRequestState": '"cancelled_terminating",
"PreviousSpotFleetRequestState": "active"
}
1,
"UnsuccessfulFleetRequests": []
}

Bl 2: BERTSNIEA VARV AZKRTEFIC, ARYRNTU—RNUIIARNEF Y EI
TBICE

XD cancel-spot-fleet-requests MBITE., BEEM[MGFShEFFIV RS ARY
AEARY RAVABVAZKRTUEBEWT, ARYRNTU—RNUIOIANZF Y EILLE
CB

aws ec2 cancel-spot-fleet-requests \

--spot-fleet-request-ids sfr-73fbd2ce-aa30-494c-8788-1ceedEXAMPLE \
--no-terminate-instances

A
{
"SuccessfulFleetRequests": [
{
"SpotFleetRequestId": "sfr-73fbd2ce-aa30-494c-8788-1cee4EXAMPLE",
"CurrentSpotFleetRequestState": "cancelled_running",
"PreviousSpotFleetRequestState": "active"
}
1,
"UnsuccessfulFleetRequests": []
}
VPEY
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FHHICOVTIE, AmazonEC2 1—H—HA RO "ARY RTV—KDIOTARNDF v+
Ly BBBLTLEEW,

o API OFFRICOWVWTIE, TAWSCLIONXN>RUZZLAL @
MCancelSpotFleetRequestsy 2SR L T &V,

PowerShell
Tools for PowerShell V4

Bl1: ZOBITE, BEEHAEARY NTU—KNIVIIARNZF YL, BENTSL
ARY NA VARV AZKTLET,

Stop-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
aa30-494c-8788-1cee4EXAMPLE -TerminateInstance $true

Bl2: COBITRE, BERNTSNAEARY NRAVARVAZETETIC, BEEThEARY b
ZV=RNVOIARZF Y EILET,

Stop-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
aa30-494c-8788-1cee4EXAMPLE -TerminateInstance $false

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V4),
@ CancelSpotFleetRequests ; ZZ8B L T E&E L),

Tools for PowerShell V5

Bl1: COBITRE, BEEHEARY NTU—RNIVIIARNZF YL, BEMNTSL
ARY NAVABVAZKETLET,

Stop-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
aa30-494c-8788-1cee4EXAMPLE -TerminateInstance $true

Bl2: ZOBITE, BENTSAIEARY NAVARVAZETETIC, BEEhLEARY b
ZU—=RNUOIARZEF¥EILET,

Stop-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
aa30-494c-8788-1cee4EXAMPLE -TerminateInstance $false

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V5),
M CancelSpotFleetRequests; ZZBL T &V,
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK

ZEAL T Amazon EC2 UY — A% EHR T, CcOREYOICIE., FHABBAECETAERE.
LEI®D SDK/NN—2 3> DFHEEENTVET,

CLI T CancelSpotInstanceRequests Z#HA T
RDOY > 7 )L 1—RIE, CancelSpotInstanceRequests ZFERA T2 HEEHBAL TVWET,
CLI
AWS CLI

ARY RAVAZVAVOT AR ZF Y EILTDIZE

COONY RHITIE, ARY RA VARV AVITIARNEF Y EILLET,

N R:

aws ec2 cancel-spot-instance-requests --spot-instance-request-ids sir-08b93456

A

"CancelledSpotInstanceRequests": [

{

"State": "cancelled",
"SpotInstanceRequestId": "sir-08b93456"

}

« APl OFFMRICDOWVW TR, TAWSCLIOXR>RUJZZLVAL D
FCancelSpotinstanceRequests ;] ZZBL T &V,

PowerShell
Tools for PowerShell V4

Bl1: ZOBITE, BEEHAIEARY M VAZRVAVIIARNZEF Y EILET,

Stop-EC2SpotInstanceRequest -SpotInstanceRequestId sir-12345678
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0

SpotInstanceRequestlId State

sir-12345678 cancelled

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY NUT7 7L 2R (V4),
@ CancelSpotinstanceRequestsy 2SR L T & LY,

Tools for PowerShell V5

Bl1: ZOBITIR, BEENLEARY NA VARV AVIIARNEZF Y 2ILLET,
Stop-EC2SpotInstanceRequest -SpotInstanceRequestId sir-12345678

&0

SpotInstanceRequestlId State

sir-12345678 cancelled

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V5),
@ CancelSpotinstanceRequestsy 2SR L T & LY,

AWS SDK AREEHA REOD—RHBIOTLHBIVANCOVTIE., T, #25BL T EEVWAWS SDK
ZEAL T Amazon EC2 UY —A%ER T, CcOREYOICIE., FRABBAECET2EHRE.
BLEIO SDK/NN—2 3V OFEMEEENTVET,

CLI T ConfirmProductInstance Zf£H 3%
ROY 7)) A—REE, ConfirmProductInstance ZFEATHHZEZHBALTVET,
CLI
AWS CLI
HEAV AR AZHRITBICE

COBITE., BETHERRI-RAIBETS LA AZVALCEERTFSATVWRAAES D
ZHHLET,
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aws ec2 confirm-product-instance --product-code 774F4FF8 --instance-
id i-1234567890abcdef0

0

{
"OwnerId": "123456789012"
3

« APl OFFMRICOVWTIE, TAWSCLION> RU7Z7L > A1 ® "ConfirmProductinstance J
BESBLTLSEZL,

PowerShell

Tools for PowerShell V4

Bl1: COBITRE, EESHERHBRI-—RABETNEAAZALBEERTSATWD A
ESHERELET,

Confirm-EC2ProductInstance -ProductCode 774F4FF8 -Instanceld i-12345678

« API OFFMICOW T, "TONYRLYRNUTZ7L A (V4
® ConfirmProductinstances 2B L T< & W, AWS Tools for PowerShell
Tools for PowerShell V5

Bl1: COBITR, EEENERRI— RAEEE NSV AR ACEEFTSATLEA
ESNERELET,

Confirm-EC2ProductInstance -ProductCode 774F4FF8 -InstancelId i-12345678

« API QOFFMICOWVWTIEE, TONRLYRNUZ7ZL2A(V5),
@ ConfirmProductinstances 2B L T &V, AWS Tools for PowerShell

AWS SDK AREHA RED—RHIOTLBIVANIOVTE., T, 28R L TS EEVWAWS SDK
ZFEHAL T Amazon EC2 UY —A%#EHR T, COREYIICIE., EHABKBAECEITZEHRE.
LEID SDK/N—2 3> DEHEEENTVET,
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CLI T CopyImage 29 %

RO 7 ) 1—RiE, CopyImage ZFEATHHEEHBALTVET,
CLI
AWS CLI
Bl 1AM ZBIOU—2 a2l OE—93ICE

X @D copy-image OHITIE, FBEL = AMI Z us-west-2 V=232 A5 us-east-1 1J—
JarvildE—L, MELHAZEMLET,

aws ec2 copy-image \
--region us-east-1 \
--name ami-name \
--source-region us-west-2 \
--source-image-id ami-066877671789bd71b \
--description "This is my copied image."

&

"ImageId": "ami-©123456789abcdefg"

FHMICOWTIE, Amazon EC2 1—HY—HA R® "TAMI O IE—, Z25BL T EEL,

Bl 2: AMl ZRIO)—23a>(COE—L, NYFTRAFvT7>ay NeBSLTRICE

R®D copy-image AN RiF, EEL = AMI Z us-west-2 V=23 oA SBEN)—2 3
iA=L, 8ELEKMS F—ZFRALTINYIOTYTITRRFTY 73y haES{HLL
£,

aws ec2 copy-image \
--source-region us-west-2 \
--name ami-name \
--souxrce-image-id ami-066877671789bd71b \
--encrypted \
--kms-key-id alias/my-kms-key

A
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{
"Imageld": "ami-0123456789abcdefg"

}

SHMICOWTIE, Amazon EC2 A—H—HA R®O TAMI OO —, 28BLTLEEV,

Fl3: AMI OIE—BICI—Y—E&DO AMI 2T 2855I

R®D copy-image N> R, --copy-image-tags NZX—&2ZFEHAL T, AMI O]
E—RICI1—Y—EF&0O AMIZTJZ2OE—LET,

aws ec2 copy-image \
--region us-east-1 \
--name ami-name \
--source-region us-west-2 \
--souxrce-image-id ami-066877671789bd71b \
--description "This is my copied image."
--copy-image-tags

A

"ImageId": "ami-0©123456789abcdefg"

FHECOVTE., Amazon EC2 A—H'—H4 RO TAMI OOE—, ZZRLTSEZ W,

« API OFFMIC OV TR, TAWSCLIONY RUTZ7L>A, @ "Copylmages ZZ8RL T
<EEW,

PowerShell
Tools for PowerShell V4

Bl1: COBITIEE, "TEU(TAILZUR) L D=3 0EEE N AMI & TREBES (AL
d> )1 V=232 IldE—LE T, -Region M EEEETNTVEWES, REOF7 ALK
)= 3o fEER)—2aELTHERTEAET,

Copy-EC2Image -SourceRegion eu-west-1 -SourceImageIld ami-12345678 -Region us-
west-2 -Name "Copy of ami-12345678"
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0

ami-87654321

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY NU 7 7L >R (V4),
M Copylmages Z2ZRBL T EEEV,

Tools for PowerShell V5
Bl1: 2oBITE., TEU(TAILZTR) V=23 nEES iz AMI 72 TREFES (FL
d2)1 V=232 IildE—ULE T, -Region FEEEATVAEWVWEE, BEOTF 72N
=3 EEER)—2a EeELTHEAENET,

Copy-EC2Image -SourceRegion eu-west-1 -SourceImageId ami-12345678 -Region us-
west-2 -Name "Copy of ami-12345678"

H

ami-87654321

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V5),
M Copylmages ZZBL TSEE L,

AWS SDK AREHA RED—RHIOTLBDANIOVTRE., T, 288BL TS EEVAWS SDK
ZFEAL T Amazon EC2 UY —A&ZEHRTD. COREYDICIK., GABBAFECETIERE.
LB SDK N—2 3> DEHEEENTVET,

CLI T CopySnapshot ZfEH T3
ROY 7). 1— Rk, CopySnapshot ZFEAT2HEEHBELTVET,
CLI
AWS CLI
Bl1: AFrv7ayvheaplo)—232ICOdE—951CE

XD copy-snapshot OFHITIEE, BELEAFTY T3V N&E us-west-2)—2320H5
us-east-1 U—23vIiCOE—L., BGEEHBAZEMLET,
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aws ec2 copy-snapshot \
--region us-east-1 \
--source-region us-west-2 \
--souxce-snapshot-id snap-066877671789bd71b \
--description 'This is my copied snapshot.'

H

"SnapshotId": "snap-066877671789bd71b"

Bl 2: ST hTVWEWAF Y723y hzedE—L, HILLAFY T3y NEBSLT
I

XD copy-snapshot IN > RiF, BEELEBSKEATVEVAFY T3 Y & us-
west-2 U—23UASEHENY—T3aICOE—L, EELEKMS F—ZFEHALTNY D
TYTEBDAFTY 723y NEBSIKLLET,

aws ec2 copy-snapshot \
--source-region us-west-2 \
--source-snapshot-id snap-066877671789bd71b \
--encrypted \
--kms-key-id alias/my-kms-key

A

"SnapshotId": "snap-066877671789bd71b"

SHMICOWTIE, Amazon EBS 1—%'—H4 R® "TAmazon EBS A7+ v 7'>3 vy hmH ]
E—1 Z5BLTLSEEL,

« API OFFMICDOVWTIE., TAWSCLION>RUZ7L>As @ "CopySnapshoty Z5HBRL
TLEEL,

PEY, 404
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PowerShell

Tools for PowerShell V4

Bl1: COBITR, BEEALERAFTYTIYRZEZRMN (TAILZR) V=232 h 5KER
ALY V—avicdIE—-LET,

Copy-EC2Snapshot -SourceRegion eu-west-1 -SourceSnapshotId snap-12345678 -Region
us-west-2

Bl2: FT7ANBRDI—=232EREL, V=23 UNTXA—R2ERITDE, 74D
EEXRV—23arvAFT7ALM0OI—=232ICBYET,

Set-DefaultAWSRegion us-west-2
Copy-EC2Snapshot -SourceRegion eu-west-1 -SourceSnapshotId snap-12345678

« APl OFFMICOWTI, TONRLYKNUTZ7L2A (V4)s ®CopySnapshoty ZSBRL
TLEELW, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: COBITRE, BEENLEAFTYTZIYRERMN (TAILSUR) V=232 h5KER
LHFLIdV) V=232 IldE—-LET,

Copy-EC2Snapshot -SourceRegion eu-west-1 -SourceSnapshotId snap-12345678 -Region
us-west-2

Bl2: FT7ANRDI—232EREL, V23U NTX—-2%2ERIDE, TT7AILRD
EEEV—23VATF7AILNOI—=232 B ET,

Set-DefaultAWSRegion us-west-2
Copy-EC2Snapshot -SourceRegion eu-west-1 -SourceSnapshotId snap-12345678

« API OFFMICOVWTIEE, "TONRLYRNUTZ77L2VA (V51 DCopySnapshoty ZZ 8L
TLEEV, AWS Tools for PowerShell

AWS SDK AREHA RED—RHIOTLBVANIOVTE., T, 2B L TS EEVAWS SDK
ZFEHALT Amazon EC2 UY — A% ER T, COREYIICIE., EHABKBAECEITZEHRE.
BEIO SDK/NN—2 3 OEFEMEESENTVET,
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CLI T CreateCapacityReservation ZEH 93

ROY 7 ) 1— Rk, CreateCapacityReservation ZEA T2 HEZHBALTVET,

CLI
AWS CLI
Bl1: FYyNT 4 FHNEERTDICIE
XD create-capacity-reservation OfITE, eu-west-la FRAZEUT 41—V —
CF AN TAFRHEERLET, TZTRE, Linux/Unix ARL —F 1 9 AT LR RT
LTWVWE 320 t2.medium A VAR AZEBTEERT, T7AILKNTE, F¥YNFT4
FHEA—T VA AR A—HEBEETHEREN, T7IXFILANL—DEFHYR—RNEIE
Bhe FEHTF YOI ENDETTITATRRELZHIZLET,
aws ec2 create-capacity-reservation \
--availability-zone eu-west-1a \
--instance-type t2.medium \
--instance-platform Linux/UNIX \
--instance-count 3
o
{
"CapacityReservation": {
"CapacityReservationId": "cr-1234abcd56EXAMPLE ",
"EndDateType": "unlimited",
"AvailabilityZone": "eu-west-1la",
"InstanceMatchCriteria": "open",
"EphemeralStorage": false,
"CreateDate": "2019-08-16T09:27:35.000Z",
"AvailableInstanceCount": 3,
"InstancePlatform": "Linux/UNIX",
"TotalInstanceCount": 3,
"State": "active",
"Tenancy": "default",
"EbsOptimized": false,
"InstanceType": "t2.medium"
}
}
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P2 EBELEBN/KLICAEBNICKRTIZDF YN T4 FHREERTDICE

XD create-capacity-reservation Ol Tk, eu-west-la PRAFEUT 1 —
V—=IZF YN T4 FHEERLET, T TR, Linux/Unix ARL—FT 1 T2 AT
LAZETLTVE 3 DO m5.large 1 VARV AZREBTEE T, cOFYNIT14FH
(&, 2019/8/31 @ 23:59:59 [CEBEBMIICKTLET,

aws ec2 create-capacity-reservation \
--availability-zone eu-west-1a \
--instance-type m5.1large \
--instance-platform Linux/UNIX \
--instance-count 3 \
--end-date-type limited \
--end-date 2019-08-31T23:59:59Z

e

"CapacityReservation": {
"CapacityReservationId": "cr-1234abcd56EXAMPLE ",
"EndDateType": "limited",
"AvailabilityZone": "eu-west-1la",
"EndDate": "2019-08-31T23:59:59.0002",
"InstanceMatchCriteria": "open",
"EphemeralStorage": false,

"CreateDate": "2019-08-16T10:15:53.000Z",
"AvailableInstanceCount": 3,
"InstancePlatform": "Linux/UNIX",
"TotalInstanceCount": 3,

"State": "active",

"Tenancy": "default",

"EbsOptimized": false,

"InstanceType": "m5.large"

Bl3: WRA VAR ADBEDHEZFANDF YN T4 FHEERTSICIE

XD create-capacity-reservation OfITRE, HRA AR ADBBDOAKAEEET S
FYNTAFHNEERLET,

aws ec2 create-capacity-reservation \

N

1)

\/

407



Amazon Elastic Compute Cloud

FROYN—=HA R

PowerShell

A

--availability-zone eu-west-1a \
--instance-type m5.large \
--instance-platform Linux/UNIX \
--instance-count 3 \
--instance-match-criteria targeted

"CapacityReservation": {

"CapacityReservationId": "cr-1234abcd56EXAMPLE ",
"EndDateType": "unlimited",
"AvailabilityZone": "eu-west-1la",
"InstanceMatchCriteria": "targeted",
"EphemeralStorage": false,

"CreateDate": "2019-08-16T10:21:57.000Z",
"AvailableInstanceCount": 3,
"InstancePlatform": "Linux/UNIX",
"TotalInstanceCount": 3,

"State": "active",

"Tenancy": "default",

"EbsOptimized": false,

"InstanceType": "m5.large"

HMICOVWTIEE, AmazonEC2 1—H—HA RO T F+ N2 T7 1 FHOERK, 2S5BRL TL

ZEW,
« API O

FHICOWTE, TAWSCLIONRUZT7LYAL @

MCreateCapacityReservationy ZZBL T<EE V),

Tools for PowerShell V4

Bl1: ZOBITRE, BEETNLEEMHZERALTHLLWF YN T4 FHUZEHRLFT.

Add-EC2CapacityReservation -InstanceType m4.xlarge -InstanceCount 2 -

AvailabilityZone eu-west-1b -EbsOptimized True -InstancePlatform Windows

A

N

1)

\/
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AvailabilityZone

AvailableInstanceCount :
CapacityReservationId

CreateDate
EbsOptimized
EndDate
EndDateType
EphemeralStorage

InstanceMatchCriteria

InstancePlatform
InstanceType

State

Tags

Tenancy
TotalInstanceCount

. eu-west-1b

2

: cr-0cl1f2345db6f7cdba
: 3/28/2019 9:29:41 AM
: True

: 1/1/0001 12:00:00 AM
: unlimited

False

: open
: Windows

: m4.xlarge
: active

{3

: default
2

« APl OFFMAIC DWW TIX, AWS Tools for PowerShell " AN RLY KU 7 7L >R (V4),

O CreateCapacityReservationy ZZBRL T & LY,

Tools for PowerShell V5

Bl1: ZOBITRE, BEENLEEMHZERALTHLLVF YN T4 FHUZEHRLET.

Add-EC2CapacityReservation -InstanceType m4.xlarge -InstanceCount 2 -

AvailabilityZone eu-west-1b -EbsOptimized True -InstancePlatform Windows

H

AvailabilityZone

AvailableInstanceCount :
CapacityReservationId

. eu-west-1b

2

: cr-0cl1f2345db6f7cdba

CreateDate : 3/28/2019 9:29:41 AM
EbsOptimized : True
EndDate : 1/1/0001 12:00:00 AM
EndDateType : unlimited
EphemeralStorage False
InstanceMatchCriteria : open
InstancePlatform : Windows
InstanceType : m4.xlarge
State : active
Tags .
Tenancy : default
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TotalInstanceCount )

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY KU 7 7L 2R (V5),
O CreateCapacityReservation; ZZ8BL TS EE L\,

AWS SDK AR EHA REOD—RFAORLBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECETIHERE.
BLEI®O SDK/N—2 3> OFMEEENTVET,

CLI T CreateCustomerGateway ZfEH T %
RO 7). 1— Rk, CreateCustomerGateway ZFH T2 HEEZHRBL TVET,
CLI
AWS CLI
NABIY—=T =T/ ZERKTBICE

BT, AL EZ—TIAAEEECNLEIPTRLAZFONARI—T -~V A
ZERLET,

N> R

aws ec2 create-customer-gateway --type ipsec.1 --public-ip 12.1.2.3 --bgp-
asn 65534

H

"CustomerGateway": {
"CustomerGatewayId": "cgw-0ellfl67",
"IpAddress": "12.1.2.3",

"State": "available",
"Type": "ipsec.1",
"BgpAsn": "65534"

}

o APl OFEMIC OV TR, TAWSCLIONRUJZZLVAL @
MCreateCustomerGatewayy 2B L T<EE V),
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PowerShell
Tools for PowerShell V4

Bl1: ZOBITIR, BEENENDARIN—T RV I A ZEKLET,

New-EC2CustomerGateway -Type ipsec.l -PublicIp 203.0.113.12 -BgpAsn 65534

o
BgpAsn : 65534
CustomerGatewayId : cgw-la2b3c4d
IpAddress 1 203.0.113.12
State : available
Tags : {3
Type : ipsec.1l

- APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V4),
@ CreateCustomerGateway; 2B L TS E&E L,

Tools for PowerShell V5

Bl1: ZOPITRE, BETNENDARI—T—RII A ZEKLET,

New-EC2CustomerGateway -Type ipsec.l -PublicIp 203.0.113.12 -BgpAsn 65534

o
BgpAsn : 65534
CustomerGatewayId : cgw-1la2b3c4d
IpAddress 1 203.0.113.12
State : available
Tags : {3
Type : ipsec.1

- APl OFFMIC DWW TIX, AWS Tools for PowerShell " ANX> RLY KU 7 7L >R (V5),
@ CreateCustomerGateway; 2B L T EE L\,

AWS SDK AREHA RED—RHIOTLBVANIOVTRE., T, 288BL T EEVAWS SDK
ZEAL T Amazon EC2 UY —A&EHR T, COREYOICIK., GHABBAECET ERE.
BEIO SDK/NN—2 3 OFEMEESENTVET,
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CLI T CreateDhcpOptions ZFEH T3

RDOY 7 )L 1—RIE, CreateDhcpOptions Z2FEHA T2 HEZHBLTLVET,
CLI
AWS CLI
DHCP F#7'>a>ty hEERTBICE

R®D create-dhcp-options OHITIE, RXAL B, RXAL 2 FX—LH—/Y—, NetBIOS
J—REBEALTEIEETS DHCP 723>ty NEERLET,

aws ec2 create-dhcp-options \

--dhcp-configuration \
"Key=domain-name-servers,Values=10.2.5.1,10.2.5.2" \
"Key=domain-name,Values=example.com" \
"Key=netbios-node-type,Values=2"

H

"DhcpOptions": {
"DhcpConfigurations": [

{
"Key": "domain-name",
"Values": [
{
"Value": "example.com"
}
]
},
{
"Key": "domain-name-servers",
"Values": [
{
"Value": "10.2.5.1"
},
{
"Value": "10.2.5.2"
}
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3,
{
"Key": "netbios-node-type",
"Values": [
{
"Value": "2"
}
]
}

1,
"DhcpOptionsId": "dopt-06d52773eff4c55f3"

« API QOFFMICDOV TR, TAWSCLION>Y RUTZ7L AL ® "CreateDhcpOptionsy %
SRLTLSEEY,

PowerShell

Tools for PowerShell V4

Bl1: COBITE, BEENLEDHCP A>3ty Ne2ERLET, COFITERAETNS
BXIZE, PowerShell /N\—> 3> 3 UBHIAMKETT,

$options = @( @{Key="domain-name";Values=@("abc.local")}, e{Key="domain-name-
servers";Values=@("10.0.0.101","10.0.0.102")3})
New-EC2DhcpOption -DhcpConfiguration $options

H
DhcpConfigurations DhcpOptionsId Tags
{domain-name, domain-name-servers} dopt-1a2b3c4d {}

5 2: PowerShell /N\—= 3> 2 Tl&., New-Object ZEH L T& DHCP A7’ > 3> #ERT S
RENFHVET,

$optionl = New-Object Amazon.EC2.Model.DhcpConfiguration
$optionl.Key = "domain-name"
$optionl.Values = "abc.local"
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$option2 = New-Object Amazon.EC2.Model.DhcpConfiguration
$option2.Key = "domain-name-servers"
$option2.values = @("10.0.0.101","10.0.0.102")

New-EC2DhcpOption -DhcpConfiguration @($optionl, $option2)

H
DhcpConfigurations DhcpOptionsId Tags
{domain-name, domain-name-servers} dopt-2a3bs4csd {3}

« APl OFFMRIZ DWW TIE, AWS Tools for PowerShell " OX> RLY NUT7 7L 2R (V4),
0 CreateDhcpOptions; ZZRL T EE V),

Tools for PowerShell V5

Bl1: COBITIRE, BEENIDHCP #7230ty NEERLET, COBITEAETLS
BXIZE, PowerShell N—23 > 3 LEABETT,

$options = @( @{Key="domain-name";Values=@("abc.local")}, e{Key="domain-name-
servers";Values=@("10.0.0.101","10.0.0.102")3})
New-EC2DhcpOption -DhcpConfiguration $options

0
DhcpConfigurations DhcpOptionsId Tags
{domain-name, domain-name-servers} dopt-1a2b3c4d {3}

5] 2: PowerShell /N\—> 3> 2 Tl&, New-Object Z#FEAL TE& DHCP # 7> 3> # RT3
PENFHYNET,

$optionl = New-Object Amazon.EC2.Model.DhcpConfiguration
$optionl.Key = "domain-name"
$optionl.Values = "abc.local"

$option2 = New-Object Amazon.EC2.Model.DhcpConfiguration
$option2.Key = "domain-name-servers"
$option2.Values = @("10.0.0.101","10.0.0.102")

N
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New-EC2DhcpOption -DhcpConfiguration @($optionl, $option2)

A
DhcpConfigurations DhcpOptionsId Tags
{domain-name, domain-name-servers} dopt-2a3b4csd {3

« APl MFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY KU TZ7 7L A (V5),
? CreateDhcpOptions; ZZRL T EE V),

AWS SDK R EHA REOD—RFAOELBVANIDODVWTIE., T, Z283BLTLEFE VWAWS SDK
ZFEAL T Amazon EC2 VY —A&EHR T, COREYOICIK., GABBAECETIERE.
LLEi SDK/NN—23a > OElEEENTVWET,

CLI T CreateFlowLogs ZfEf 3%

ROY 7). 1— Rk, CreateFlowLogs ZFEHA T2 HEZHRBL TVET,

CLI

AWS CLI
Bl1: 70-0O07Z2ERTSICE

XD create-flow-logs MHITR, EELERY RND)—DOA4 2 E—T T4 AICDVWTES
ENEIXNTORNS 74V 0%FYT7FYI2570-0O07%2EKLET, 70—07F. EE
ENEIAMO=LOFT I AFZEHL T CloudWatch Logs DOJ T I —FICBEEhE
Cl

aws ec2 create-flow-logs \
--resource-type NetworkInterface \
--resource-ids eni-11223344556677889 \
--traffic-type REJECT \
--log-group-name my-flow-logs \
--deliver-logs-permission-axn arn:aws:iam::123456789101:role/publishFlowLogs

e

PEY, 415


https://docs.aws.amazon.com/powershell/v5/reference

Amazon Elastic Compute Cloud FROY/IN—HA R

{
"ClientToken": "so@eNA2uSHUN1HI@S2cJ305GuIX1CezaRdGtexample",
"FlowLogIds": [
"f1-12345678901234567"
1,
"Unsuccessful": []
}

FHMICOWTIE., TAmazon VPC 1—H¥—HA R, ® TVPC 7O0—0O7 4 2B LTLKIEE
(AN

Bl 2: WARLFERT7O0—OJ Z2ERTBICE

XD create-flow-logs OHITEE, ELEVPCOINTORNT 714V I EFYTF+v
I2570-0O0J%#EKL., TOT7O0—0OY% Amazon S3 /N7 Y MCEELET, --1log-

format NZX—&IZ&Y, 7A—AOJLI—ROBDARLERXNBEENET, Windows
TCOOXRV RZXFTIBICKE. —ESIAF () 2=E5IAF (" CEELET,

aws ec2 create-flow-logs \
--resource-type VPC \
--resource-ids vpc-00112233344556677 \
--traffic-type ALL \
--log-destination-type s3 \

--log-destination arn:aws:s3:::flow-log-bucket/my-custom-flow-logs/ \
--log-format '${version} ${vpc-id} ${subnet-id} ${instance-id} ${srcaddr}
${dstaddr} ${srcport} ${dstport} ${protocol} ${tcp-flags} ${type} ${pkt-srcaddr}

${pkt-dstaddr}'

FHMICOWTIE., "TAmazon VPC 1—H¥—HA R, ® "VPC 7O0—0O7 4 25BLTLKIEE
(AN

Bl 3:1 PEOFRAEHERT7O-—OT 2ERT I

XD create-flow-logs NHITIEE, IBELEVPCOIXRTORNRST 714V 0 EFYTF v
I2570-0O0J%#EKL., TOT7O0—0Y% Amazon S3 /N7 Y MCEELET, --max-
aggregation-interval N7 X—XF. RAXENERZ 0¥ (1 7)) ICEELET,

aws ec2 create-flow-logs \
--resource-type VPC \
--resource-ids vpc-00112233344556677 \
--traffic-type ALL \
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--log-destination-type s3 \

--log-destination arn:aws:s3:::flow-log-bucket/my-custom-flow-logs/ \
--max-aggregation-interval 60

FHMICOWTIE., "TAmazon VPC 1—H¥—HA R, ® TVPC 7O0—0O7 4 2B LTLKIEE

(AT
« API OFFMAICDOWVWTIE., TAWSCLION> RUZ7ZL>2VA, @ TCreateFlowLogs, 58
LT<EEL,
PowerShell

Tools for PowerShell V4

Bl 1: ZOFITIEE, "Adming O—J)LOERZEFEAL T, 37 XY N subnet-1d234567 M EC2
70—A7%&, $XTO "REJECTs T 714V T® Tsubnetl-logs &WVWSHBID cloud-
watch-log [C#ER L £

New-EC2FlowLog -Resourceld "subnet-1d234567" -LogDestinationType cloud-watch-
logs -LogGroupName subnetl-log -TrafficType "REJECT" -ResourceType Subnet -
DeliverLogsPermissionArn "arn:aws:iam::98765432109:r0le/Admin"

o

ClientToken FlowLogIds Unsuccessful

ml1VN2cxP3iB4qo//VUK15EU6cF7gQLOxcgNefvjeTGw= {fl-012fc34eed5678c9d} {3}

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V4),
(M CreateFlowLogsy ZZRBL T &L\,

Tools for PowerShell V5

Bl1: ZOBITE., "TAdming O—I)LORAZEAL T, ¥ 7 XY N subnet-1d234567 O EC2
70—07%, 3XTO "REJECTy RZT7 1Y U ® "subnetl-logs &WSEHEID cloud-
watch-log IZ#ER L £

New-EC2FlowLog -Resourceld "subnet-1d234567" -LogDestinationType cloud-watch-
logs -LogGroupName subnetl-log -TrafficType "REJECT" -ResourceType Subnet -
DeliverLogsPermissionArn "arn:aws:iam::98765432109:ro0le/Admin"
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ClientToken FlowLogIds Unsuccessful

ml1VN2cxP3iB4qo//VUK15EU6cF7gQLOxcgNefvjeTGw= {fl-012fc34eed5678c9d} {}

« APl QFMIZ DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
(M CreateFlowLogs) ZZBL T EE L,

AWS SDK R EHA REOD—RFAOELBVANIDOVWTIE., T, Z283BL T EFE VWAWS SDK

ZEAL T Amazon EC2 UY —A%ER T, COREY OICIE., FHABBAECET2ERE.
LLEi) SDK/N—23a > OElEEENTVWET,

CLI T CreateImage 293

ROY 7T )N 1—RIE, CreateImage ZFEA TR HEEHBALTVET,
CLI
AWS CLI
f5l 1: Amazon EBS-backed 1 > AR AN S AMI ZHER T S IZIE
XD create-image DHITE, BELIEAV AR AN S AMI ZHER L E T,
aws ec2 create-image \
--instance-id i-1234567890abcdefo \

--name "My server" \
--description "An AMI for my server"

A

"Imageld": "ami-abcdef@1234567890"

AMIO70OYOFNAAIYETOEEOFHMICOWVWTIE., TAmazon EC2 1—H—74
K, @ TSpecifying a block device mapping for an AMI; ZZBL T EE V),

5l 2: BBt 9 (C Amazon EBS-backed 41 ARV AN S AMI ZEK TS ICIE

PEY, 418
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XD create-image MHITIE, AMI ZHER L., —-no-reboot /NTX—RZFREL T, 41 X—
DOERBICA VAR AFBEBENBEVKRSICLET,

aws ec2 create-image \
--instance-id i-1234567890abcdefd \
--name "My server" \
--no-reboot

o

"ImageId": "ami-abcdef01234567890"

AMIO7OY 9FNAAIYE T OEEOFHFMIZOVWTIEF, TAmazon EC2 1—H—74
K1 @ TSpecifying a block device mapping foran AMIy ZZBL T &V,

Bl 3: EREFIC AMI ERXAFY 723y NCRTEaRFDICE

XD create-image OBHITRE., AMI ZHEKL., AMIERAFY TS 3y NIEUZY cost-
center=ccl23 2T E 7,

aws ec2 create-image \

--instance-id i-1234567890abcdefd \

--name "My server" \

--tag-specifications "ResourceType=image, Tags=[{Key=cost-
center,Value=cc123}]" "ResourceType=snapshot,Tags=[{Key=cost-
center,Value=cc123}]"

A

"ImageId": "ami-abcdef@1234567890"

EREFEODY —ADRTFHFOFMZOVWTE, "TAmazon EC2 I—H—7 4 K1 ® TAdd
tags on resource creationy ZZRBL T E&E LY,

- APl OFFMICOW T, TAWSCLION> RUZ 7L A1 @ "Createlmages ZZ8L
TLEEL,
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PowerShell

Tools for PowerShell V4

Bl 1: ZOBITRE, BEENEAAZANS, BEESNEBEIEHRBPERE D AMI Z/ERK L
£9., AmazonEC2 &, 1 X—PZERTDHICA AR ADI )= %Y NI %
R, TTRHICAVAZCAZBRBHLET,

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description "My web
server AMI"

Bl2: ZOBITIEE, BEESNEA AR ADLS, BEShEBRIEHBPZED AMI ZER L
£9, AmazonEC2 &, 1 VARV A%Z Y Y RNAI L TBREEIZCERBLLAX—D%
ERLET, LEN 2T, BERENEAX—2O0T7 7ML ATLOEBEMIIRIAITEETE
Ao

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description "My web
server AMI" -NoReboot $true

Bl3: ZOPBITIE., 3DOR) 1—L%ED AMI ZERLET, FIIORY 1—Alk Amazon
EBS AFVY72ayvy  NIEDODVWTVWET, 2FBDOAR) 1 —AIKZEN 100 GiB Amazon EBS

KUI—LTT, 3BEOKRY 1—LBA VARV AANTRY1—LTT, COPTERAE
h3BXIZE. PowerShell /N—> 3> 3 LB NKRETT,

$ebsBlockl
$ebsBlock?2

@{SnapshotId="snap-1la2b3c4d"}
@{VolumeSize=100}

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description
"My web server AMI" -BlockDeviceMapping @( @{DeviceName="/dev/sdf";Ebs=
$ebsBlockl}, @{DeviceName="/dev/sdg";Ebs=$ebsBlock2}, e@{DeviceName="/dev/

sdc";VirtualName="ephemeral@"})

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY NUT7 7L >R (V4),
M Createlmages Z2ZRL TS EE L\,

Tools for PowerShell V5

Bl1: ZOBITIE, BEENEA AR ADLS, BEEhEZRIEHBEIED AMI Z4ER L
£9, AmazonEC2 &, 1 X—PZERTDRICA AR ADD )= %Y NI %
Ak, TETHICAVAZAZBEHLET,
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New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description "My web
server AMI"

Bl2: ZOPITIE, BEETHIEADAZRANS, BEEShAEZHEHBAERZTD AMI Z4ERL
£9. AmazonEC2 k. 1 VARV AZI Y Y RNEI L THEBREBETICAX—FEERL
TFT, LEN>2T, ERENEAAX—207 74N ATLAOEESHBFIRIETERTE A,

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description "My web
server AMI" -NoReboot $true

Bl 3: ZOBITRE, 32OR)1—L%EDAM ZERLET, ZFIOARY 21— LAl Amazon
EBSAFY7>avy NIEDVWTVET, 2FEB DR 1 —AIKEZED 100 GiB Amazon EBS
AR)I1I—ATT, SBFEEDRVILI—LBFA VAR AARNTPR)1I—ALTT, COHITHEAS
N3EXIC &, PowerShell /N—2 3> 3LUEAURETT,

$ebsBlockl
$ebsBlock?2

@{SnapshotId="snap-1la2b3cs4d"}
@{VolumeSize=100}

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description
"My web server AMI" -BlockDeviceMapping @( @{DeviceName="/dev/sdf";Ebs=
$ebsBlockl}, @{DeviceName="/dev/sdg";Ebs=$ebsBlock2}, @{DeviceName="/dev/

sdc";VirtualName="ephemeral@"})

« APl MEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ 7L VA (V5)4
M Createlmages Z2ZRL T &L,

AWS SDK AREHA REI—RHIOTLBEVANCIOVTE., T, 288U T EEVAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECETIERE.
LT SDK/NN—2 3V 0EFlEEFENTVET,

CLI T CreateInstanceExportTask ZfFH T3
RO 7 ) 1— Rk, CreateInstanceExportTask Z2FH T2 HEZHRBAL TVET,
CLI

AWS CLI

AVABVAEBTIVAR—KRTBICE
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COOAXY RBITE, 41 AR A i-1234567890abcdef0 & Amazon S3 /N Y ~
myexportbucket IZ TV AR—KNTBRAVZERLET,

a2 R:
aws ec2 create-instance-export-task --description "RHEL5 instance" --

instance-id i-1234567890abcdef® --target-environment vmware --export-to-s3-
task DiskImageFormat=vmdk, ContainerFormat=ova, S3Bucket=myexportbucket, S3Prefix=RHEL5

ik
{
"ExportTask": {
"State": "active",
"InstanceExportDetails": {
"Instanceld": "i-1234567890abcdef0",
"TargetEnvironment": "vmware"
3,
"ExportToS3Task": {
"S3Bucket": "myexportbucket",
"S3Key": "RHEL5export-i-fh8sjjsqg.ova",
"DiskImageFormat": "vmdk",
"ContainerFormat": "ova"
3,
"Description": "RHEL5 instance",
"ExportTaskId": "export-i-fh8sjjsq"
}
}

« APl OFFMICOWVWTIE, TAWSCLIONRUTZ7Z7L2VAL D
MCreatelnstanceExportTasky ZZBL T EE V),

PowerShell
Tools for PowerShell V4

Bl1. CoBITE, FBIELESAAZ A Z2RE/N—RKRF 1 XY (VHD)
i-0800b00a0OEXAMPLEE LT S3 /AT Y N IZT U AR— K L £J testbucket-export-
instances-2019, X—%'Y NIRE(F TMicrosoft, 1 AR AN us-east-11)—
oavityy., 1—F—0FT7 )N AWS U—2 32 A us-east-1 TlRREWVWLEH, V-3
VINTA=EZHEMENET, TVAR—RRAVDAT—RAZWMETSICE., 03X
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v ROFERD SExportTaskIdfEZ IE—L., Z#E{TLUEJ, Get-EC2ExportTask -
ExportTaskId export_task_ID_from_results.

New-EC2InstanceExportTask -Instanceld i-0800b00a@OEXAMPLE -
ExportToS3Task_DiskImageFormat VHD -ExportToS3Task_S3Bucket "amzn-s3-demo-bucket"
-TargetEnvironment Microsoft -Region us-east-1

o
Description :
ExportTaskId : export-i-077c73108aEXAMPLE
ExportToS3Task : Amazon.EC2.Model.ExportToS3Task
InstanceExportDetails : Amazon.EC2.Model.InstanceExportDetails
State : active
StatusMessage

« API OFFMIC PV TR, TONYRLYKNUTZ7L2A (V4),
0 CreatelnstanceExportTasky ZZ8B L T<E&E L\, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: ZOFITIE, BIELESAAZVR Z{RE/\—RF 1 RXY (VHD)
i-0800b00a0OEXAMPLEE L T S3 /N7 Y N ICT O AR—K L £9 testbucket-export-
instances-2019, Z—%'Y NRIEF TMicrosoft, 1 AR AN us-east-11)—
Javityy, I——0FT7 )N AWS U—2 32 A us-east-1 TRREWVLEH, V-3
VINTA—BZHFEBMENET, TVAR—RRAVDAT—RAZWMEITSICE., 01X
v ROFERD SExportTaskIdfEZ IE—L., Z#E{TLUEJ, Get-EC2ExportTask -
ExportTaskId export_task_ID_from_results.

New-EC2InstanceExportTask -Instanceld i-0800b00a@@EXAMPLE -
ExportToS3Task_DiskImageFormat VHD -ExportToS3Task_S3Bucket "amzn-s3-demo-bucket"
-TargetEnvironment Microsoft -Region us-east-1

o
Description :
ExportTaskId : export-i-077c73108aEXAMPLE
ExportToS3Task : Amazon.EC2.Model.ExportToS3Task
InstanceExportDetails : Amazon.EC2.Model.InstanceExportDetails
State : active

~
3
w
X

423


https://docs.aws.amazon.com/powershell/v4/reference

Amazon Elastic Compute Cloud FROY/IN—HA R

StatusMessage

- APl OFAICOVW TR, TOXY KLY RUTZFLURA (V5),
@ CreatelnstanceExportTasky 2R L T EE W, AWS Tools for PowerShell

AWS SDK AREHA RED—RHIOTFELBVANIOVTRE., T, 288U T EEVAWS SDK
ZFEALT Amazon EC2 UY —AZER TS, COREYIICIE., EHABKBAECEITIEHRE.
LEI®D SDK N—2 3> DFEHEEEENTVET,

CLI T CreateInternetGateway 2 9%
ROY 7). 1— Rk, CreatelnternetGateway Z2FH T2 HEZHRBAL TV ET,
CLI
AWS CLI
AVE—RY RNT—RNIIAZERTBICE

XD create-internet-gateway OHITEE, XY Name=my-igw ZF D2/ X—F Y ~
T—hIOITAZEHLET,

aws ec2 create-internet-gateway \
--tag-specifications ResourceType=internet-gateway, Tags=[{Key=Name,Value=my-
igw}]

A

"InternetGateway": {
"Attachments": [],
"InternetGatewayId": "igw-0d@fb496b3994d755",
"OwnerId": "123456789012",

"Tags": [
{
"Key": "Name",
"Value": "my-igw"
}
]
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HHICOVWTIE, Amazon VPC 1—H—HA RO "4 3 —ZFY "NF—KD T4, 25RL
TLEZL,

« API OFFMIC DOV TR, TAWSCLION> RUTZ7L>AL ® MCreatelnternetGateway
ZZRLTLSEETLY,

PowerShell
Tools for PowerShell V4
Bl1. Z0BITIE, A 2X—FXYRNTF—KIJIAZEKLET,

New-EC2InternetGateway

A

Attachments InternetGatewayId Tags

3 igw-1la2b3cad {}

« APl QFMIC DV TIE, AWS Tools for PowerShell " AN RLY NUTZ 7L 2R (V4) 4
O CreatelnternetGateway ;s 2B L TS &L\,

Tools for PowerShell V5

Bl1: ZOBTRER, A F—FXYRNT—RIITAZERKLET,
New-EC2InternetGateway

H

Attachments InternetGatewayId Tags

{3 igw-1a2b3csd {3

« APl MEFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)
() CreatelnternetGateway ;s ZZBL T &\,

AWS SDK AREHA RED—RHIOTLBVANIOVTE., T, 228BL TS EEVAWS SDK
ZERL T Amazon EC2 VY —A%=EKT S, CORNEY OICIE., FRABHBAEEICETERE.
BEIO SDK/NN—2 3 OEFEBEESENTVET,
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AWS SDK & /zld CLI CxreateKeyPairT Z#EH 3%

RO 7). 1—RiE, CreateKeyPair 2 FHTIHEZRBELTVET,

Tooa ik, KYRERTOTSLISOO—ROERTHY, ATFANATEITTHIHE
AHYET, XROIA—RHIT, COFIIaVOATHFANEHERTEET,

« EXZEZEAS

NET

SDK for .NET

® Note

GitHub IZl&, ZTDMDOIY—REHY KT, AWS JI—RHIVKRI K T2 EUH
ZROIT, REERITOFEZHEILTSLEZ L,

/// <summary>
/// Create an Amazon EC2 key pair with a specified name.
/// </summary>
/// <param name="keyPairName">The name for the new key pair.</param>
/// <returns>The Amazon EC2 key pair created.</returns>
public async Task<KeyPair?> CreateKeyPair(string keyPairName)
{
try
{

var request = new CreateKeyPairRequest { KeyName = keyPairName, };
var response = await _amazonEC2.CreateKeyPairAsync(request);

var kp = response.KeyPair;
// Return the key pair so it can be saved if needed.

// Wait until the key pair exists.

int retries = 5;

while (retries-- > 0)

{
Console.WriteLine($"Checking for new KeyPair {keyPairName}...");
var keyPairs = await DescribeKeyPairs(keyPairName);
if (keyPairs.Any())
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return kp;

Thread.Sleep(5000);
retries--;

}
_logger.LogError($"Unable to find newly created KeyPair

{keyPairName}.");
throw new DoesNotExistException("KeyPair not found");

}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidKeyPair.Duplicate")
{
_logger.LogErrox(
$"A key pair called {keyPairName} already exists.");
}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while creating the key pair.: {ex.Messagel}");
throw;
}

/// <summary>
/// Save KeyPair information to a temporary file.
/// </summary>
/// <param name="keyPair">The name of the key pair.</param>
/// <returns>The full path to the temporary file.</returns>
public string SaveKeyPair(KeyPair keyPair)
{
var tempPath = Path.GetTempPath();
var tempFileName = $"{tempPath}\\{Path.GetRandomFileName()}";
var pemFileName = Path.ChangeExtension(tempFileName, "pem");

// Save the key pair to a file in a temporary folder.
using var stream = new FileStream(pemFileName, FileMode.Create);

using var writer = new StreamWriter(stream);
writer.WritelLine(keyPair.KeyMaterial);
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Bash

return pemFileName;

« APl OFFMICDVWTIE, TAWS SDK for NETAPI U7 7L > A4 ® "CreateKeyPairy %

ZRLTEEL,

AWS CLIBash A2 U7 RN =2EHAT3

(@ Note

GitHub ICIE, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<EUH
ZROTT, RELERTOIEZHRBLTSEZL,

HEH SRS R H R H R HEH AR R RS RS RS RS R HRH R R HEH AR RS RS RS RS R HRH R H R H ARG RS RS RS RS RS RS R H RS RH

# function ec2_create_keypair

#

# This function creates an Amazon Elastic Compute Cloud (Amazon EC2) ED25519 or
2048-bit RSA key pair

# and writes it to a file.

Parameters:
-n key_pair_name - A key pair name.
-f file_path - File to store the key pair.

And:
0 - If successful.
1 - If it fails.
HHHH RS R H R H R AR R R AR SRS RS R HRH R R R AR R RS RS RS R HRH R H R H ARG RS RS RS RS RS RS R H R RS
function ec2_create_keypair() {
local key_pair_name file_path response
local option OPTARG # Required to use getopts command in a function.

HOoH O O OB H O B

# bashsupport disable=BP5008
function usage() {
echo "function ec2_create_keypair"

N

1)

\/
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echo "Creates an Amazon Elastic Compute Cloud (Amazon EC2) ED25519 or 2048-
bit RSA key pair"

echo " and writes it to a file."

echo " -n key_pair_name - A key pair name."

echo " -f file_path - File to store the key pair."
echo mnn

# Retrieve the calling parameters.
while getopts "n:f:h" option; do
case "${option}" in
n) key_pair_name="${OPTARG}" ;;
f) file_path="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$key_pair_name" ]]; then
errecho "ERROR: You must provide a key name with the -n parameter."
usage
return 1

fi

if [[ -z "$file_path" 1]1; then
errecho "ERROR: You must provide a file path with the -f parameter."
usage
return 1

fi

response=$(aws ec2 create-key-pair \
--key-name "$key_pair_name" \
--query 'KeyMaterial' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports create-access-key operation failed.$response"
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return 1

if [[ -n "$file_path" ]1; then
echo "$response" >"$file_path"
fi

return 0

COPITERAENATVWERI—T 1T 1B,

HAHH RS R H R H AR ARG R H AR SRS RS R HRH R HEH AR R RS RS RS R R R H R B HEH ARG RS RS RS RS RS RS R H R RS
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HAH SRS R H R H R ARG R R AR SRS RS R HRH R H AR AR R RS RS RS R HRH R H B HEH ARG RS RS RS RS RS RS R H RSB H
function errecho() {

printf "%s\n" "$*" 1>8&2

HUHHHHHHRHBHBEHEHAHAHBHBHBHBH SR B R HRH B HBHEHAHAH SRS RS RS H B R B R H R H B HEHAH AR RS RS RS RS H
# function aws_cli_error_log()

#

This function is used to log the error messages from the AWS CLI.

The function expects the following argument:
$1 - The error code returned by the AWS CLI.

#
#
#
#
#
# Returns:
# @: - Success.
#
biidigpigubibigigpibibibiggpib i ig g bbb g i gk bbb b g gk i g b gk g b b gk gk b g
function aws_cli_error_log() {
local err_code=$1
errecho "Error code : $err_code"
if [ "$err_code" == 1 ]; then
errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then
errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]; then
errecho " Process received SIGINT."

N

1)

\/
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elif [ "$err_code" == 252 ]; then
errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then
errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then
errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then
errecho " 255 is a catch-all error."
fi
return 0

« APl OFFMIC DWW TR, TAWSCLI AN RUZTZ 7L A1 @ "CreateKeyPairy ZZ8B L

TLEEL,
C++
SDK for C++
(® Note

GitHub IZI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELEERTOFEZHRLTSEZL,

//! Create an Amazon Elastic Compute Cloud (Amazon EC2) instance key pair.
/%!
\param keyPairName: A name for a key pair.
\param keyFilePath: File path where the credentials are stored. Ignored if it
is an empty string;
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.

*/
bool AwsDoc::EC2::createKeyPair(const Aws::String &keyPairName, const Aws::String
&keyFilePath,

const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);
Aws::EC2::Model: :CreateKeyPairRequest request;
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request.SetKeyName(keyPairName);

Aws: :EC2::Model: :CreateKeyPairOutcome outcome
ec2Client.CreateKeyPair(request);
if (!outcome.IsSuccess()) {
std::cerr << "Failed to create key pair - " << keyPairName << ". " <<
outcome.GetError().GetMessage() << std::endl;
} else {
std::cout << "Successfully created key pair named " <<
keyPairName << std::endl;
if (!keyFilePath.empty()) {
std::ofstream keyFile(keyFilePath.c_stx());
keyFile << outcome.GetResult().GetKeyMaterial();
keyFile.close();
std::cout << "Keys written to the file " <<
keyFilePath << std::endl;

return outcome.IsSuccess();

« APl OFFMIC DV TIE., TAWS SDK for C++ APl U 7 7L > A4 @ "CreateKeyPair, %%
BLTLSEEW,

CLI
AWS CLI
F—RTZERTDICE
COFITIE, MyKeyPair EVSBRIOF—RTHAERENET,
AN R:
aws ec2 create-key-pair --key-name MyKeyPair

HAOFASCUN—23 00T SAR—KNF—EF—TAH—TIURNTT, F—WFT774
WCRETIHENHVY)ET,
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FHICOWTER, TAWSONZ RZA VA BE—TIA A - —HA R TF—RTOE
RAZEEZBLTSEEV,

« APl OFFMICDWTIX, TAWS CLI Command References ® MCreateKeyPairy ZZ 8L
TLEEL,

Java

SDK for Java 2.x

® Note

GitHub ICl&, ZTDMDOIY—REHY KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEEZL,

* Creates a new key pair asynchronously.

* @param keyName the name of the key pair to create
* @param fileName the name of the file to write the key material to
* @return a {e@link CompletableFuture} that represents the asynchronous
operation
k of creating the key pair and writing the key material to a file
*/
public CompletableFuture<CreateKeyPairResponse> createKeyPairAsync(String
keyName, String fileName) {
CreateKeyPairRequest request = CreateKeyPairRequest.builder()
.keyName (keyName)
.build();

CompletableFuture<CreateKeyPairResponse> responseFuture =
getAsyncClient().createKeyPair(request);
responseFuture.whenComplete((response, exception) -> {
if (response != null) {
try {
BufferedWriter writer = new BufferedWriter(new
FileWriter(fileName));
writer.write(response.keyMaterial());
writer.close();
} catch (IOException e) {
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throw new RuntimeException("Failed to write key material to
file: " + e.getMessage(), e);

}
} else {
throw new RuntimeException("Failed to create key pair: " +
exception.getMessage(), exception);

}
1)

return responseFuture;

« APl OFFMICDOWTIX, TAWS SDK for Java2.x APl U7 7L > A1 @ "CreateKeyPair
ZSRBRLTLSEETL,

JavaScript

SDK for JavaScript (v3)

(@ Note

GitHub IClk. ZODUY—REHV)ET, AWS O—RBIVART KDY T2<FUH
ZROUT, RELEERTOFEEZRRAL TSEEZL,

import { CreateKeyPairCommand, EC2Client } from "@aws-sdk/client-ec2";

/**
* Creates an ED25519 or 2048-bit RSA key pair with the specified name and in the
specified PEM or PPK format.
* Amazon EC2 stores the public key and displays the private key for you to save
to a file.
* @param {{ keyName: string }} options
*/
export const main = async ({ keyName }) => {
const client = new EC2Client({});
const command = new CreateKeyPairCommand({
KeyName: keyName,

1)
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try {
const { KeyMaterial, KeyName } = await client.send(command);
console.log(KeyName);
console.log(KeyMaterial);

} catch (caught) {

if (caught instanceof Error && caught.name === "InvalidKeyPair.Duplicate") {
console.warn( " ${caught.message}. Try another key name.");
} else {
throw caught;
}
}
I

« APl OFFMIC DOV TIE, TAWS SDK for JavaScript API U7 7L A, @
MCreateKeyPair; ZZBRL T<EEV,

Kotlin

SDK for Kotlin

(@ Note

GitHub (ZI&, ZTDEDVY —REHWET, AWS JI—REIVARI K T2<EUH
ZROTT, RELERTOFEEZRRBL TSEEZL,

suspend fun createEC2KeyPair(keyNameVal: String) {
val request =
CreateKeyPairRequest {
keyName = keyNameVal

Ec2Client { region = "us-west-2" }.use { ec2 ->
val response = ec2.createKeyPair(request)
println("The key ID is ${response.keyPairId}")
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« APl OFFMIC DOV Tk, TAWS SDK for Kotlin API U 7 7 L > A1 ® CreateKeyPair, %
SRLTEEV,

PowerShell

Tools for PowerShell V4

Bl1: ZOFITRE, F—RTZERL, BEELEBHTNOT77AI)TPEM I I—Rehi
RSA 7 SAR—KNF—%F v Fr¥LET, PowerShell ZFEAL TVRHE, B+ —%
ERTBHICE, TOA—F 12T % ascil ICRETRIHLENHYET, FHICOVWTR, T3
NORTGAAVE—T ITAAI—F—FH4 R OAmazon EC2 AWS F—RT7 DERK. F*

~. BIBR (nttps://docs.aws.amazon.com/cli/latest/userguide/cli-services-ec2-keypairs.html)
ZZRLTSEZL,

(New-EC2KeyPair -KeyName "my-key-pair").KeyMaterial | Out-File -Encoding ascii -
FilePath C:\path\my-key-pair.pem

« API OFFMICDWTI, TONRLY NUTZ7L2A (V4)s DCreateKeyPairy ZZ8B L
TLEEL, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1. ZOBITIE, F—RTZERL, BELEZOT77AIITPEM I I—REhi
RSA ' ZSAR—KNF—FXYTFYLET, PowerShell ZFEAL TVDHE, AW+ —%
A RTBICE. IOI—FTa1 T Z asci ICRETIHENHYERT, FMEICOVWTE., T3
NORSAAVR—T TAARI—HY—74 R1 ®Amazon EC2 AWS F—RT7 DOERK. &

~. HIBR (https://docs.aws.amazon.com/cli/latest/userguide/cli-services-ec2-keypairs.html)
ZZRLUTSEZL,

(New-EC2KeyPair -KeyName "my-key-pair").KeyMaterial | Out-File -Encoding ascii -
FilePath C:\path\my-key-pair.pem

« APl QFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
(M CreateKeyPairy 2B L TS EE V),
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Python

SDK for Python (Boto3)

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

class KeyPairWrapper:
Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) key pair actions.
This class provides methods to create, list, and delete EC2 key pairs.

def __init_ (
self,
ec2_client: boto3.client,
key_file_dir: Union[tempfile.TemporaryDirectory, str],
key_pair: Optional[dict] = None,

)8

Initializes the KeyPairWrapper with the specified EC2 client, key file
directory,

and an optional key pair.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level

access to AWS EC2 services.

:param key_file_dir: The folder where the private key information is

stored.
This should be a secure folder.
:param key_pair: A dictionary representing the Boto3 KeyPair object.
This is a high-level object that wraps key pair actions.

Optional.

self.ec2_client = ec2_client
self.key_pair = key_pair
self.key_file_path: Optional[str] = None
self.key_file_dir = key_file_dir
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@classmethod
def from_client(cls) -> "KeyPairWrapper":

Class method to create an instance of KeyPairWrapper using a new EC2

client

and a temporary directory for storing key files.

:return: An instance of KeyPairWrapper.

ec2_

client = boto3.client("ec2")

return cls(ec2_client, tempfile.TemporaryDirectory())

def create(self, key_name: str) -> dict:

Creates a key pair that can be used to securely connect to an EC2

instance.

The returned key pair contains private key information that cannot be

retrieved

again. The private key data is stored as a .pem file.

:param key_name: The name of the key pair to create.
:return: A dictionary representing the Boto3 KeyPair object that

represents

:raises ClientError: If there is an error in creating the key pair, for

the newly created key pair.

example, if a key pair with the same name already exists.

try:

response = self.ec2_client.create_key_pair(KeyName=key_name)
self.key_pair = response
self.key_file_path = os.path.join(
self.key_file_dir.name, f"{self.key_pair['KeyName']}.pem"
)
with open(self.key_file_path, "w") as key_file:
key_file.write(self.key_pair["KeyMaterial"])

except ClientError as err:

if err.response["Error"]["Code"] == "InvalidKeyPair.Duplicate":

logger.errox(
f"A key pair called {key_name} already exists.
"Please choose a different name for your key pair "
"or delete the existing key pair before creating."

raise

else:
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Ruby

« APl OFFHICDOWTIF,

return self.key_pair

MCreateKeyPair; ZZBRL T<EEV),

SDK for Ruby

(® Note
GitHub ICl&, TDMMDOIY—RAEHYW KT, AWS JI—RHIVKRI K TELEUH

#
#
#
#

ZROTT, RELERTOFEZHRL TS EZL,

This code example does the following:

1. Creates a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
2. Displays information about available key pairs.

3. Deletes the key pair.

require 'aws-sdk-ec2'

#
#
#

#
#
#
#
#
#
#

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param key_pair_name [String] The name for the key pair and private
key file.
@return [Boolean] true if the key pair and private key file were
created; otherwise, false.
@example
exit 1 unless key_pair_created?(
Aws::EC2::Client.new(region: 'us-west-2'),
'my-key-pair'
)

def key_pair_created?(ec2_client, key_pair_name)

key_pair = ec2_client.create_key_pair(key_name: key_pair_name)

puts "Created key pair '#{key_pair.key_name}' with fingerprint " \
"'"#{key_pair.key_fingerprint}' and ID '#{key_pair.key_pair_id}'."

filename = File.join(Dir.home, "#{key_pair_name}.pem")

File.open(filename, 'w') { |file| file.write(key_pair.key_material) }

TAWS SDK for Python (Boto3) API U 7 7L 2 A1 @
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rescue Aws::EC2::Errors::InvalidKeyPairDuplicate
puts "Error creating key pair: a key pair named '#{key_pair_name}'

puts "Private key file saved locally as '#{filename}'.

true

'already exists.'
false

rescue StandardError => e
puts "Error creating key pair or saving private key file: #{e.message}"

false

end

#
#
#
#
#
#

def describe_key_pairs(ec2_client)

Displays information about available key pairs in

Amazon Elastic Compute Cloud (Amazon EC2).

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.

@example

describe_key_pairs(Aws::EC2::Client.new(region:

result = ec2_client.describe_key_pairs

if result.key_pairs.count.zero?
puts 'No key pairs found.'
else
puts 'Key pair names:'

result.key_pairs.each do |key_pair|

puts key_pair.key_name
end
end

rescue StandardError => e

'us-west-2"'))

puts "Error getting information about key pairs: #{e.message}"

end

HOoH HF O OH OH O OB OH O O B R

Deletes a key pair in Amazon Elastic Compute Cloud (Amazon EC2).

Prerequisites:

- The key pair to delete.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.

@param key_pair_name [String] The name of the key pair to delete.
@return [Boolean] true if the key pair was deleted; otherwise, false.

@example

exit 1 unless key_pair_deleted?(

Aws::EC2::Client.new(region:
'my-key-pair'

'us-west-2"'),

n \
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# )

def key_pair_deleted?(ec2_client, key_pair_name)
ec2_client.delete_key_pair(key_name: key_pair_name)
true

rescue StandardError => e
puts "Error deleting key pair: #{e.messagel}"
false

end

# Example usage:
def run_me
key_pair_name =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-key-pairs.rb KEY_PAIR_NAME REGION'
puts 'Example: ruby ec2-ruby-example-key-pairs.rb my-key-pair us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
key_pair_name = 'my-key-pair'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
key_pair_name = ARGV[O]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'Displaying existing key pair names before creating this key pair...'
describe_key_pairs(ec2_client)

puts '-' * 10

puts 'Creating key pair...'

unless key_pair_created?(ec2_client, key_pair_name)
puts 'Stopping program.'
exit 1

end

puts '-' * 10
puts 'Displaying existing key pair names after creating this key pair...'
describe_key_pairs(ec2_client)
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puts '-' * 10

puts 'Deleting key pair...'

unless key_pair_deleted?(ec2_client, key_pair_name)
puts 'Stopping program. You must delete the key pair yourself.'
exit 1

end

puts 'Key pair deleted.'

puts '-' * 10
puts 'Now that the key pair is deleted, ' \
'also deleting the related private key pair file...'
filename = File.join(Dir.home, "#{key_pair_name}.pem")
File.delete(filename)
if File.exist?(filename)
puts "Could not delete file at '#{filename}'. You must delete it yourself."

else

puts 'File deleted.'
end
puts '-' * 10

puts 'Displaying existing key pair names after deleting this key pair...'
describe_key_pairs(ec2_client)
end

run_me if $PROGRAM_NAME == _ FILE__

« APl OFFMICDWTIX, TAWS SDK for Ruby API U7 7 LA, @ "CreateKeyPair, %

SZRLTEEL,

Rust

SDK for Rust

(® Note

GitHub (ZIE, ZTDEDVY —REHYWET, AWS JI—REIVARI KD T2<EUH
ZROTT, RELERTOFEZRRBLTSEZL,
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EC2 V547> MO create_key_pair 2V HEL, BENEXTUTINZHE TS Rust £
.

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {namel}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key
material"))?;
Ok((info, material))

create_key impl ZEU'HL, PEM 75 A XR— R F—2Z2(CRETHEH.

/// Creates a key pair that can be used to securely connect to an EC2
instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_namel}"))

})?;

let path = self.key_file_dir.join(format!("{key_name}.pem"));
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// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());
self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok (key_pair)

« APl OFMIC DLV TIE, AWS SDK for Rust API U 7 7 L > A®M TCreateKeyPair, =5 8R
LTLEETW,

SAP ABAP

SDK for SAP ABAP

(@ Note

GitHub (ZIE, ZTDEDVY —REHYWET, AWS JI—REIVARI K T2<EUH
ZROTT, RELERTOFEZRERLTSEEZL,

TRY.
oo_result = lo_ec2->createkeypair( iv_keyname = iv_key_name ).
" oo_result is returned for testing purposes. "
MESSAGE 'Amazon EC2 key pair created.' TYPE 'I'.
CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
DATA(1lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'E'.
ENDTRY.

« APl OFFEMAIC DWW TIX., TAWS SDK for SAP ABAPAPI U7 7ZL>>AL @
MCreateKeyPair; ZZBRL T<EEV,
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LLai) SDK/NN—23a > OElEEENTVWET,

AWS SDK & /zld CLI CxeateLaunchTemplateT 2 AT %
ROY 7). 1— Rk, CreateLaunchTemplate 2R T2 HEZHBAL TV ET,

To2avhlgk, KYRERTOJZLNSOO—ROEXRTHY), IVTHFANATRITITILE
AHYVET, RODA—RHIT, COTI>3VOITHFANEERETERT,

«c LPUTIV R BY—EADBELERE

NET

SDK for .NET

@ Note

GitHub IZl&, ZTDMOIY—REHYET, AWS JI—RHIVKRI K T2 EUH
ZROWT, REERITORFEZEILTSLEZ L,

/// <summary>

/// Creates an Amazon EC2 launch template to use with Amazon EC2 Auto
Scaling.

/// The launch template specifies a Bash script in its user data field that
runs after

/// the instance is started. This script installs the Python packages and
starts a Python

/// web server on the instance.

/// </summary>

/// <param name="startupScriptPath">The path to a Bash script file that is
run.</param>

/// <param name="instancePolicyPath">The path to a permissions policy to
create and attach to the profile.</param>

/// <returns>The template object.</returns>

public async Task<Amazon.EC2.Model.LaunchTemplate> CreateTemplate(string
startupScriptPath, string instancePolicyPath)

{
try

PEY, 445
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{

await CreateKeyPair(_keyPairName);
await CreateInstanceProfileWithName(_instancePolicyName,
_instanceRoleName,
_instanceProfileName, instancePolicyPath);

var startServerText = await File.ReadAllTextAsync(startupScriptPath);
var plainTextBytes =
System.Text.Encoding.UTF8.GetBytes(startServerText);

var amilLatest = await _amazonSsm.GetParameterAsync(
new GetParameterRequest() { Name = _amiParam });
var amiId = amilLatest.Parameter.Value;
var launchTemplateResponse = await
_amazonEc2.CreatelLaunchTemplateAsync(
new CreatelLaunchTemplateRequest()

{

LaunchTemplateName = _launchTemplateName,
LaunchTemplateData = new RequestLaunchTemplateData()
{

InstanceType = _instanceType,

ImageIld = amild,

IamInstanceProfile =

new

LaunchTemplateIamInstanceProfileSpecificationRequest()

{
Name = _instanceProfileName
1,
KeyName = _keyPairName,
UserData = System.Convert.ToBase64String(plainTextBytes)
}
1)
return launchTemplateResponse.LaunchTemplate;
}
catch (AmazonEC2Exception ec2Exception)
{

if (ec2Exception.ErrorCode ==
"InvalidLaunchTemplateName.AlreadyExistsException")
{
_logger.LogError($"Could not create the template, the name
{_launchTemplateName} already exists. " +
$"Please try again with a unique name.");
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throw;
}
catch (Exception ex)
{

_logger.LogError($"An error occurred while creating the template.:
{ex.Messagel}");

throw;

« APl OFFMIC DWW T, TAWS SDKfor NETAPIUZ77L>A1 @
MCreateLaunchTemplatey 2B L TS &V,

CLI
AWS CLI
Bl B8TTL—MNEERTDICE
XD create-launch-template OHITR., 1 VARV AEREBL, 1 VARV AILNT
YO IPFRLAEIPV6E PRLAZEIVWET, A VARVADR T EERTDYTZY K
ZERETHEBTVIL—MNZEERLTVET,
aws ec2 create-launch-template \

--launch-template-name TemplateForWebServer \

--version-description WebVersionl \

--launch-template-data '{"NetworkInterfaces':
[{"AssociatePublicIpAddress':true, "DeviceIndex":0, "Ipv6AddressCount":1,"SubnetId":"subnet
[{"ResourceType'":"instance", "Tags":[{"Key":"purpose", "Value":"webserver"}]}]1}"'

H
{
"LaunchTemplate": {
"LatestVersionNumber": 1,
"LaunchTemplateId": "1t-01238c@59e3466abc",
"LaunchTemplateName": "TemplateForWebServer",
"DefaultVersionNumber": 1,
"CreatedBy": "arn:aws:iam::123456789012:user/Bob",
"CreateTime": "2019-01-27T09:13:24.000Z2"
To>arv
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}

MOV TIE, TAmazon Elastic Compute Cloud 1—%—7#4 R, ® T&28F>7L—hK

NEDAVARADEE ) 25RBLTLKEEV, JSSONFEXDODNTA—XT5IHTBHEIC
2VWTR, TAWSOAX Y RZA VAV B—T IA A1 —HA R, TXZI OS5 BFES
BLTLSEEL,

f5l 2: Amazon EC2 Auto Scaling DEE 7> 7L —~NZEKT DI

X @ create-launch-template OfITRE., BHOXJTE7OYITFNAAIVE T %
FEOTCA VAR ARBEBFICEMD EBSRY 1I—AZBETIRETVTL—MNEERLT
W&E T, Auto Scaling FIL—T DA AR AZREH TS VPCOEF1 VT4 TIL—TICx
J59 % Groups NEZIEEL F£9, Auto Scaling FIL—7"07’0O0NT4E&LTVPC &HT
XY RNZEELEY,

aws ec2 create-launch-template \

--launch-template-name TemplateForAutoScaling \

--version-description AutoScalingVersionl \

--launch-template-data '{"NetworkInterfaces':
[{"DeviceIndex'":0,"AssociatePublicIpAddress":true, "Groups':
["sg-7c227019,sg-903004f8"], "DeleteOnTermination":true}], "ImageId":"ami-
b42209de", "InstanceType'":"m4.large", "TagSpecifications':
[{"ResourceType'":"instance", "Tags":[{"Key":"environment",6 "Value": "production"},
{"Key'":"purpose", "Value":"webserver"}]}, {"ResourceType":"volume", "Tags":
[{"Key":"environment", "Value":"production"}, {"Key":"cost-
center","Value":"cc123"}]}1, "BlockDeviceMappings':[{"DeviceName":"/dev/
sdal”,"Ebs":{"VolumeSize'":100}}]}' --region us-east-1

i A
{
"LaunchTemplate": {
"LatestVersionNumber": 1,
"LaunchTemplateId": "1t-0123c79c33a54e@abc",
"LaunchTemplateName": "TemplateForAutoScaling",
"DefaultVersionNumber": 1,
"CreatedBy": "arn:aws:iam::123456789012:user/Bob",
"CreateTime": "2019-04-30T18:16:06.000Z"
}
}
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MOV T, TAmazon EC2 Auto Scaling 1—%—#4 4 K4 ® TAuto Scaling ' )L—7"®
EBEHTTL—MEERTE) 2SBLTLKEETY, JSSONFERONFTX—Z T TS A%
Z2VWT., TAWSOXN Y RZA VAV B—TIAARD1—H—74 R, TXFIOE|AFZE

ZRLTLSEEY,

$l3:EBS AR 1—LDEStEREETH BT 7L —MNEERTDICE

XD create-launch-template OHITR., BEHILENTVEVRFTY TS a3y MNHSHER
ENERESEENLEEBS R 1—AZELEB T TL—RNEERLTVWET, £k, EX
RICAR) I—ALILZEZTHFHFLTVET, B TT7 AN NTEMCH>TVBIES, ROHI
NDESIZ "Encrypted" A7 IV ZEEETIHEN HYET, "KmsKeyId" #7232 %

FEALTHAZN—EEO CMK ZIEET3HEER. T7FI)LNTHESAEMICHE>TVT
£ "Encrypted" A7 AV EEBETIHEN HYET,

aws ec2 create-launch-template \
--launch-template-name TemplateForEncryption \
--launch-template-data file://config.json

config.json DAE:

"BlockDeviceMappings":[
{
"DeviceName":"/dev/sdal",
"Ebs":{
"VolumeType":"gp2",
"DeleteOnTermination":true,
"SnapshotId":"snap-066877671789bd71b",
"Encrypted":true,
"KmsKeyId":"arn:aws:kms:us-east-1:012345678910:key/abcd1234-
al23-456a-al2b-al23b4cd56ef"
}
}
1,
"ImageId":"ami-00068cd7555f543d5",
"InstanceType":"c5.large",
"TagSpecifications":[

{
"ResourceType":"volume",
"Tags":[
{

"Key":"encrypted",
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"Value" : Ilyesll

}
]
}
]
}
Rk
{
"LaunchTemplate": {
"LatestVersionNumber": 1,
"LaunchTemplateId": "1lt-0d5bd51bcf8530abc",
"LaunchTemplateName": "TemplateForEncryption",
"DefaultVersionNumber": 1,
"CreatedBy": "arn:aws:iam::123456789012:user/Bob",
"CreateTime": "2020-01-07T19:08:36.000Z"
}
}

MBI OWTIE, TAmazon Elastic Compute Cloud 1—H—7 4 K1 ® "Restoring an
Amazon EBS Volume from a Snapshot and Encryption by Defaulty ZZBL T<E&E ),

« APl OFFMIC DWW TIE, TAWS CLI Command References ® "CreateLaunchTemplate
ZSRLTLSEEL,

JavaScript

SDK for JavaScript (v3)

(® Note

GitHub IZIE, T DDV Y —REHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, REERTORFEZHERLTSEZWL,

const ssmClient = new SSMClient({});
const { Parameter } = await ssmClient.send(
new GetParameterCommand({
Name: "/aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2",

1),
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);
const ec2Client = new EC2Client({});
await ec2Client.send(
new CreatelLaunchTemplateCommand({
LaunchTemplateName: NAMES.launchTemplateName,
LaunchTemplateData: {
InstanceType: "t3.micro",
ImageId: Parameter.Value,
IamInstanceProfile: { Name: NAMES.instanceProfileName },
UserData: readFileSync(
join(RESOURCES_PATH, "server_startup_script.sh"),
).toString("baseb4"),
KeyName: NAMES.keyPairName,
.
1,

« APl OFFMIC DOV Tk, TAWS SDK for JavaScript API U7 7L A, @
MCreateLaunchTemplatey ZBL TS EE V),

Python

SDK for Python (Boto3)

® Note
GitHub IZ&, ZOHDOVY—REHET, AWS O—REIVARZ K TELEALUH
EROHT, RELEFOFEEBBLTIEEL,

COBITEE, 1 AR AICEEDT 7tZﬁTEﬁ5?é4/ZQ/Z7D77 )
BHREICAVAZVATETEND I —HF—F—2NDBash A7V NEaELRET — K
EERLET,

class AutoScalingWrapper:

Encapsulates Amazon EC2 Auto Scaling and EC2 management actions.

def __init_ (
self,
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created

that is

resource_prefix: str,

inst_type: str,

ami_param: str,
autoscaling_client: boto3.client,
ec2_client: boto3.client,
ssm_client: boto3.client,
iam_client: boto3.client,

Initializes the AutoScaler class with the necessary parameters.

:param resource_prefix: The prefix for naming AWS resources that are

by this class.

:param inst_type: The type of EC2 instance to create, such as t3.micro.
:param ami_param: The Systems Manager parameter used to look up the AMI

created.

:param autoscaling_client: A Boto3 EC2 Auto Scaling client.

:param ec2_client: A Boto3 EC2 client.
:param ssm_client: A Boto3 Systems Manager client.
:param iam_client: A Boto3 IAM client.

self.inst_type inst_type

self.ami_param = ami_param
self.autoscaling_client = autoscaling_client
self.ec2_client = ec2_client

self.ssm_client = ssm_client

self.iam_client = iam_client

sts_client = boto3.client("sts")

self.account_id = sts_client.get_caller_identity()["Account"]

self.key_pair_name = f"{resource_prefix}-key-pair"
self.launch_template_name = f"{resource_prefix}-template-"
self.group_name = f"{resource_prefix}-group"

# Happy path

self.instance_policy_name = f"{resource_prefix}-pol"
self.instance_role_name = f"{resource_prefix}-role"
self.instance_profile_name = f"{resource_prefix}-prof"

# Failure mode

self.bad_creds_policy_name = f"{resource_prefix}-bc-pol"
self.bad_creds_role_name = f"{resource_prefix}-bc-role"
self.bad_creds_profile_name = f"{resource_prefix}-bc-prof"

N

1)

\/

452



Amazon Elastic Compute Cloud FROY/IN—HA R

def create_template(
self, server_startup_script_file: str, instance_policy_file: str
) -> Dict[str, Any]:
Creates an Amazon EC2 launch template to use with Amazon EC2 Auto
Scaling. The
launch template specifies a Bash script in its user data field that runs
after
the instance is started. This script installs Python packages and starts

Python web server on the instance.

:param server_startup_script_file: The path to a Bash script file that is
run
when an instance starts.
:param instance_policy_file: The path to a file that defines a
permissions policy
to create and attach to the instance
profile.
:return: Information about the newly created template.
template = {3}
try:
# Create key pair and instance profile
self.create_key_pair(self.key_pair_name)
self.create_instance_profile(
instance_policy_file,
self.instance_policy_name,
self.instance_role_name,
self.instance_profile_name,

# Read the startup script
with open(server_startup_script_file) as file:
start_server_script = file.read()

# Get the latest AMI ID
ami_latest = self.ssm_client.get_parameter(Name=self.ami_param)
ami_id = ami_latest["Parameter"]["Value"]

# Create the launch template
1t_response = self.ec2_client.create_launch_template(
LaunchTemplateName=self.launch_template_name,

N
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LaunchTemplateData={
"InstanceType": self.inst_type,
"ImageId": ami_id,
"IamInstanceProfile": {"Name": self.instance_profile_name},
"UserData": baseb4.b64encode(
start_server_script.encode(encoding="utf-8")
) .decode(encoding="utf-8"),
"KeyName": self.key_pair_name,
},
)
template = 1lt_response["LaunchTemplate"]
log.info(
f"Created launch template {self.launch_template_name} for AMI
{ami_id} on {self.inst_type}."
)
except ClientError as err:
log.error(f"Failed to create launch template
{self.launch_template_name}.")
error_code = err.response["Error"]["Code"]
if error_code == "InvalidLaunchTemplateName.AlreadyExistsException":
log.info(
f"Launch template {self.launch_template_name} already exists,
nothing to do."
)
log.error(f"Full error:\n\t{err}")
return template

« APl OFMIC DOV Tk, TAWS SDK for Python (Boto3) API U7 7L A1 @
MCreateLaunchTemplatey 2B L TS &V,

AWS SDK AR EHA RED—RHIOTEBZDANCOVWTRE., T, 288U TL<EELVAWS SDK
Z#@FEHAL T Amazon EC2 UY — A& ER T2, CcOREY IIZIE., FABBAEICETERE.
BEI®O SDK/NN—2 3 OFEMEEENTVET,

CLI T CreateNetworkAcl #FH T 3

ROY 7 )L I— Rk, CreateNetworkAcl ZFERAT A AEEHBALTVET,
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CLI

AWS CLI
XY RND—U ACL ZHEKTBICIE
COPITE., BELEVPCIZHLTERY NTJ—2 ACL ZHERLET,
X2 R:

aws ec2 create-network-acl --vpc-id vpc-a01106c2

H
{
"NetworkAcl": {
"Associations": [],
"NetworkAclId": "acl-5fb85d36",
"VpcId": "vpc-a01106c2",
“Tags": [],
"Entries": [
{
"CidrBlock": "0.0.0.0/0",
"RuleNumber": 32767,
"Protocol": "-1",
"Egress": true,
"RuleAction": "deny"
},
{
"CidrBlock": "0.0.0.0/0",
"RuleNumber": 32767,
"Protocol": "-1",
"Egress": false,
"RuleAction": "deny"
}
1,
"IsDefault": false
}
}

« APl OFFAIC OV TR, TAWSCLIONY>RU7Z7L>AL ® "CreateNetworkAcly, %%
BLTLEEV,

455
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PowerShell

Tools for PowerShell V4

Bl1: ZOBITRE, BEEETIZVPCORXRY NJ—7 ACL ZEBL £,

New-EC2NetworkAcl -VpcId vpc-12345678

i A
Associations : {}
Entries : {Amazon.EC2.Model.NetworkAclEntry,
Amazon.EC2.Model.NetworkAclEntry}
IsDefault : False
NetworkAclId : acl-12345678
Tags : {3
VpcId : vpc-12345678

« API @D
M CreateNetworkAcly 5B L T EE W,

Tools for PowerShell V5

Bl1: COBITIRE, BEEHhEZVPCORY NTJ—T ACL ZHERLET,

New-EC2NetworkAcl -VpcId vpc-12345678

&
Associations : {}
Entries : {Amazon.EC2.Model.NetworkAclEntry,
Amazon.EC2.Model.NetworkAclEntry}
IsDefault : False
NetworkAclId : acl-12345678
Tags : {3
Vpcld : vpc-12345678

FHIC DV Tk, AWS Tools for PowerShell " X RLY NUT 7LV A (V4),

« APl MEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ 7L A (V5),

M CreateNetworkAcly ZZBL TS EE L,

Toav
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LBEID SDK/NN—2 3> DHEMEEENTVET,

CLI T CreateNetworkAclEntry ZFEH T3
ROY 7). 1—RiE, CreateNetworkAclEntry ZEH T2 5 EEHRBEL TVWET,
CLI
AWS CLI
ZXYRND—UACLIVHNVUZERTBICE

COPITR, BELEZXRYRD—OUACLOI N ZEERLET, COIL—ILIE. UDP R—
N 53 (DNS) LOEE®D IPv4 7 RL X (0.0.0.0/0) A SEEDOEEN TS hEYTRY RAD
SENZ T4V IRFAILET, O RAKBLEEES. BAORERYEEA,

N> R

aws ec2 create-network-acl-entry --network-acl-id acl-5fb85d36 --ingress --rule-
number 100 --protocol udp --port-range From=53,To=53 --cidr-block 0.0.0.0/0 --
rule-action allow

ZOBITIR, TCPR—K 80 (HTTP) LOEED IPV6 7 RL A (0) ASDEERS T4 Y
ZFFAI9RD,. BELERYRND—UACLOIIL—)IZERLET,

N> R

aws ec2 create-network-acl-entry --network-acl-id acl-5fb85d36 --ingress --rule-
numbexr 120 --protocol tcp --port-range From=80,To=80 --ipv6-cidr-block ::/0 --
rule-action allow

« APl OFFMIC DWW T, TAWSCLI AN RUZTZ77L>RAL @ "CreateNetworkAclEntry
ZSRBRLTLSEETL,

PEY, 4s7
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PowerShell
Tools for PowerShell V4

Bl1: ZoBITRE., BEENEXYRNIT—UACLOIVNUEERLET, COIL—)L
l&. UDP 7R— K 53 (DNS) LD EZEDBFAT (0.0.0.0/0) 5, BEMNITShEHTZRY hA®D
AVNDURNZ T4V ORFALET,

New-EC2NetworkAclEntry -NetworkAclId acl-12345678 -Egress $false -RuleNumber

100 -Protocol 17 -PortRange_From 53 -PortRange_To 53 -CidrBlock 0.0.0.0/0 -
RuleAction allow

« APl QFMIC DV TIE, AWS Tools for PowerShell " AN RLY NUTZ 7L 2R (V4),
@ CreateNetworkAclEntryy 2B L T EE ),

Tools for PowerShell V5

Bl1: BT, BEEhEXRYRIT—TJACLOIRNIZERLET, cDIL—I
l&. UDP 7R— K 53 (DNS) LOEZE N FFT (0.0.0.000) H SEETZIHTRY RADA /D
YRNTZ T4V ORFALET,

New-EC2NetworkAclEntry -NetworkAclId acl-12345678 -Egress $false -RuleNumber

100 -Protocol 17 -PortRange_From 53 -PortRange_To 53 -CidrBlock 0.0.0.0/0 -
RuleAction allow

« APl QEFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L VA (V5)4
@ CreateNetworkAclEntryy; 2B L T E&E L,

AWS SDK AREHA RED—RHIOTLBIVANIOVTRE., T, 288BL TS EEVWAWS SDK

ZFEHALT Amazon EC2 UY —AZEHR T, COREYIICIE., EHABKBAEECEITZEHRE.
LB SDK N—2 3> DEHEEENTVET,

CLI T CreateNetworkInterface Z RT3

ROY 7 )L I— RiE. CreateNetworkInterface ZEA T2 HEZHALTVWET,

CLI
AWS CLI

Bl1:RYRNDT—=DA42VE—TILAD IPVv4 T RLAZEETSICE

PEY, 458
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XD create-network-interface MHITIK, BELETSANXY IPv4 7 RL A%Z#EFEDIE
ELEYT7RZYRNBICRYRD—94 23— T4 AZERLET,

aws

H

ec2 create-network-interface \
--subnet-id subnet-00a24d0d67acf6333 \
--description "my network interface' \
--groups sg-09dfba7ed20cda78b \
--private-ip-address 10.0.8.17

"NetworkInterface": {
"AvailabilityZone": "us-west-2a",
"Description": "my network interface",
"Groups": [
{
"GroupName": "my-security-group",
"GroupId": "sg-09dfba7ed20cda78b"

1,

"InterfaceType": "interface",

"Ipv6Addresses": [],

"MacAddress": "06:6a:0f:9a:49:37",

"NetworkInterfaceId": "eni-0492b355f@cf3b3f8",

"OwnerId": "123456789012",

"PrivateDnsName": "ip-10-0-8-18.us-west-2.compute.internal",

"PrivateIpAddress": "10.0.8.17",

"PrivateIpAddresses": [

{

"Primary": true,
"PrivateDnsName": "ip-10-0-8-17.us-west-2.compute.internal",
"PrivateIpAddress": "10.0.8.17"

1,

"RequesterId": "AIDA4Z3Y7GSXTMEXAMPLE",
"RequesterManaged": false,
"SourceDestCheck": true,

"Status": "pending",

"SubnetId": "subnet-00a24d0d67acf6333",
"TagSet": [],

"VpcId": "vpc-02723a0feeeb9d57b"

N
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}

Bl2:1Pv4a T RLAEIP6 7 RLAZFEORY RND—DA 2 R—TIAAZERTDICE

XD create-network-interface MHI Tk, Amazon EC2 TiBIREhTWS IPv4 7 RL
AEIPV6 PRLAZFEALT, BELEYTZY NBICRY ND—9A4B—T7 T4 A%k

BLET,

aws

A

ec2 create-network-interface \

--subnet-id subnet-00a24d0d67acf6333 \
--description "my dual stack network interface" \
--ipv6-address-count 1 \

--groups sg-09dfba7ed20cda78b

"NetworkInterface": {

"AvailabilityZone": "us-west-2a",
"Description": "my dual stack network interface",
"Groups": [
{
"GroupName": "my-security-group",
"GroupId": "sg-09dfba7ed20cda78b"

1,
"InterfaceType": "interface",
"Ipv6Addresses": [
{
"Ipv6Address": "2600:1f13:cfe:3650:aldc:237c:393a:4ba7",
"IsPrimaryIpv6": false

1,
"MacAddress": "06:b8:68:d2:b2:2d",
"NetworkInterfaceIld": "eni-05da417453f9a84bf",
"OwnerId": "123456789012",
"PrivateDnsName": "ip-10-0-8-18.us-west-2.compute.internal",
"PrivateIpAddress": "10.0.8.18",
"PrivateIpAddresses": [
{
"Primary": true,
"PrivateDnsName": "ip-10-0-8-18.us-west-2.compute.internal"”,

N
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"PrivateIpAddress": "10.0.8.18"

1,
"RequesterId": "AIDA4Z3Y7GSXTMEXAMPLE",

"RequesterManaged": false,

"SourceDestCheck": true,

"Status": "pending",

"SubnetId": "subnet-00a24d0d67acf6333",

"TagSet": [],

"VpcId": "vpc-02723a0feeeb9d57b",

"Ipv6Address": "2600:1f13:cfe:3650:aldc:237c:393a:4ba7"

Bl 3: MEEMHREA T AV EEALTRY ND)—IA 2V B—TIA AZERTBICIE

XD create-network-interface O#HITIE, FYND—DA4 20— T4 A&EKL. 7
14 RIVEHEHF XA LT IRNERELET,

aws ec2 create-network-interface \
--subnet-id subnet-00a24d0d67acf6333 \
--groups sg-02e57dbcfe0331clb \
--connection-tracking-specification TcpEstablishedTimeout=86400,UdpTimeout=60

i A
{
"NetworkInterface": {
"AvailabilityZone": "us-west-2a",
"ConnectionTrackingConfiguration": {
"TcpEstablishedTimeout": 86400,
"UdpTimeout": 60
},
"Description": "",
"Groups": [
{
"GroupName": "my-security-group",
"GroupId": "sg-02e57dbcfe@331clb"
}
1,
"InterfaceType": "interface",
"IpvbAddresses": [],
"MacAddress": "06:4c:53:de:6d:91",
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"NetworkInterfaceId": "eni-0c133586e08903d0b",

"OwnerId": "123456789012",

"PrivateDnsName": "ip-10-0-8-94.us-west-2.compute.internal",
"PrivateIpAddress": "10.0.8.94",

"PrivateIpAddresses": [

{
"Primary": true,
"PrivateDnsName": "ip-10-0-8-94.us-west-2.compute.internal",
"PrivateIpAddress": "10.0.8.94"

}

1,

"RequesterId": "AIDA4Z3Y7GSXTMEXAMPLE",
"RequesterManaged": false,
"SourceDestCheck": true,

"Status": "pending",

"SubnetId": "subnet-00a24d0d67acf6333",
"TagSet": [],

"VpcId": "vpc-02723a0feeeb9d57b"

{5 4: Elastic Fabric Adapter Z/ERX T 3 I (&

R®D create-network-interface MHITIE. EFA ZERL T,

aws ec2 create-network-interface \
--interface-type efa \
--subnet-id subnet-00a24d0d67acf6333 \
--description "my efa" \
--groups sg-02e57dbcfe0331clb

sk
{
"NetworkInterface": {
"AvailabilityZone": "us-west-2a",
"Description": "my efa",
"Groups": [
{
"GroupName": "my-efa-sg",
"GroupId": "sg-02e57dbcfe0331clb"
}
1,
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"InterfaceType": "efa",
"IpvbAddresses": [],
"MacAddress": "06:d7:a4:f7:4d:57",

"NetworkInterfaceId": "eni-034acc2885e862b65",

"OwnerId": "123456789012",

"PrivateDnsName": "ip-10-0-8-180.us-west-2.compute.internal”,
"PrivateIpAddress": "10.0.8.180",

"PrivateIpAddresses": [

{
"Primary": true,
"PrivateDnsName": "ip-10-0-8-180.us-west-2.compute.internal",
"PrivateIpAddress": "10.0.8.180"

}

1,

"RequesterId": "AIDA4Z3Y7GSXTMEXAMPLE",
"RequesterManaged": false,
"SourceDestCheck": true,

"Status": "pending",

"SubnetId": "subnet-00a24d@d67acf6333",
"TagSet": [1,

"VpcId": "vpc-02723a0feeeb9d57b"

FHMEICOWVWTIEE., "TAmazon EC2 1—H¥—74 R, @ TElastic Network Interfaces 228 L
TLEEL,

« APl OFEMAIC DWW T, TAWSCLIOX > RUT77L>2AL ® FCreateNetworklnterface 4
ZSRBLTLEETL,

PowerShell
Tools for PowerShell V4

Bl1: ZOPITRE, BETNERYRND—DA42E—T I L RAZ2ERLEXT,

New-EC2NetworkInterface -SubnetId subnet-1a2b3c4d -Description "my network
interface" -Group sg-12345678 -PrivateIpAddress 10.0.0.17

H
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Attachment
AvailabilityZone
Description
Groups
MacAddress

OwnerId
PrivateDnsName
PrivateIpAddress

PrivateIpAddresses :

RequesterId
RequesterManaged
SourceDestCheck
Status

SubnetId

TagSet

Vpcld

« APl OFMBICOVWTE,

us-west-2c

: my network interface

{my-security-group}

: Qa:72:bc:la:cd:7f
NetworkInterfaceld :

eni-12345678
123456789012

: ip-10-0-0-17.us-west-2.compute.internal

10.0.0.17
{}

False

. True

pending
subnet-la2b3c4d
{}

. vpc-12345678

FTORRLY NUTZ7L2A (V4)s DCreateNetworkInterface 4

#SBLTLEEL, AWS Tools for PowerShell
Tools for PowerShell V5

Bl1: ZOBITRE, BEENLERYNDT—DA42E—TIARAZHERLET,

New-EC2NetworkInterface -SubnetId subnet-1la2b3c4d -Description "my network
interface" -Group sg-12345678 -PrivateIpAddress 10.0.0.17

o

Association

Attachment

AvailabilityZone us-west-2c

Description : my network interface

Groups : {my-security-group}

MacAddress : Qa:72:bc:la:cd:7f

NetworkInterfaceIld : eni-12345678

OwnerId 123456789012

PrivateDnsName : ip-10-0-0-17.us-west-2.compute.internal
PrivateIpAddress 10.0.0.17

PrivateIpAddresses : {}

RequesterId

RequesterManaged False
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SourceDestCheck : True

Status : pending
SubnetId : subnet-1la2b3cad
TagSet : {3

Vpcld : vpc-12345678

« API OFFMIC DV TR, TONYRLY NUTZ 7L XA (V5)1 DCreateNetworkInterface .
ZSBLTLEEV, AWS Tools for PowerShell

AWS SDK R EHA RED—RFAOELBIVANIDOVWTIE., T, Z283BL T EFE VWAWS SDK
Z@FEHAL T Amazon EC2 UY —AZER T2, COREY IIZIE., FABBAEICETERE.
LLET SDK/NN—2 3> OEMEEENTVWET,

CLI T CreatePlacementGroup Z{EA T2
ROY 7). 1—RiE, CreatePlacementGroup ZFEA T2 HEEHRBEL TVWET,
CLI
AWS CLI
TLAAXD NIV —TZERTBICR
COONY RHITR, BEENEBROTLAAX NITN—TZEELET,
aN > R:
aws ec2 create-placement-group --group-name my-cluster --strategy cluster

N=TFTA23VTLAAX Y NTIN—T 2RI BICE

COAXN Y REITIE, HDFS-Group-A EVSBRION—FT 43V TLAAX NTIIL—=7
ES5D2ON—TFT 1423 EERLET,

N> R

aws ec2 create-placement-group --group-name HDFS-Group-A --strategy partition --
partition-count 5

« APl OFFMICDW T, TAWSCLIONRUZ 7L A1 @ "CreatePlacementGroup i
ZSRBRLTLSEET,

PEY, 465
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PowerShell
Tools for PowerShell V4
Bl1: COBITR, BEENEBHOTLAAXY NTINL—TZERLET,
New-EC2PlacementGroup -GroupName my-placement-group -Strategy cluster

« API OFFMICODVW TR, TONYRLY NUTZ 7L A (V4)1 DCreatePlacementGroup i
ZSRBRLTLKEEL, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: COBITR, BEENEBHOTLAAXY NITNL—TZERLET,
New-EC2PlacementGroup -GroupName my-placement-group -Strategy cluster

« API OFFMICOV T, TONYRLY NUTZ7L2A (V51 MCreatePlacementGroup i
ZSBLTLSEEL, AWS Tools for PowerShell

AWS SDK REEZEHA REOD—RHIOZFLBZVANCIOVTE., T, #28BL T EE VWAWS SDK
ZEAL T Amazon EC2 Y —A%ER T, COREY IICIE., EHABBAEICET2ERE.
LLEi) SDK/NN—23a > OElEEENTVWET,

CLI T CreateRoute ZfFH T3
RDY 71— Rk, CreateRoute ZFEATIHZEERBALTVET,
CLI
AWS CLI
L—hZHERTRIZE

COBITRE, BELEL—RT—TILEHLTIL—REERLET, L—MEITXTO IPv4
NZ74Y20(0.0.0.0/0) E—HL., BEENEAVER—FXYNT—NIDITACIL—FT 1>
JENET, ANV RFRHLIZER,. HHRRYEEA,

N> R

aws ec2 create-route --route-table-id rtb-22574640 --destination-cidr-
block 0.0.0.0/0 --gateway-id igw-c0a643a9
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OO REITE, IL—RFT—7 ) rtb-g8ff4ea2 ICIL— R EEKLET, JL— KN IPv4
CIDR70OY % 10.00.0/16 DT 74 Y UIC—3 L., VPC ET > J##& pcx-111aaa22 (Z
N=TFT12T0EnhET, COIL—KIZKY, NZFT1vORVPCETUTJ#EKEOET VPC
WCIL—TFT 12T TEET, INVRAKBLEFE, BAKRYEEA,

N> R

aws ec2 create-route --route-table-id rtb-g8ff4ea2 --destination-cidr-
block 10.0.0.0/16 --vpc-peering-connection-id pcx-1a2b3c4d

CODBITEE, IXTDIPVE T 714V D (::/0)Il—BFTDI—bheEEEEhEIL—rhT—
TICERL., BEE N Engress ERA >V Z—XY NS —KNIJIAIZIIL—FT1420JLFE
9,

N> R

aws ec2 create-route --route-table-id rtb-dce620b8 --destination-ipv6-cidr-
block ::/0 --egress-only-internet-gateway-id eigw-0leadbd45ecd7943f

« APl OFEMRIC DWW T, TAWSCLIOXR>RUTJ77L>A, ® "CreateRoute; 5B L T
<EEL,

PowerShell

Tools for PowerShell V4

Bl1: 2OBITE., EEEhIZIL—bT—TILCEEEhEL— b 2EBRLET, L—KET
NTOKRZT74VIC—HL, BEENLEAVE—FXYRNT—RIIACEBLET,

New-EC2Route -RouteTableId rtb-1a2b3c4d -DestinationCidrBlock 0.0.0.0/0 -
GatewayId igw-la2b3c4d

o
True

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY NUT7 7L 2R (V4),
M CreateRoute; ZZHBL T EE L,
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Tools for PowerShell V5

Bl1: 2OBITE, EEEhIZIL—RT—TILOEEEhIZL—b2EBRLET, L—KET
NTOKRZ 74V IC—HL, BEENLEAVE—XYNT—RIIACERBLET,

New-EC2Route -RouteTableId rtb-1a2b3c4d -DestinationCidrBlock 0.0.0.0/0 -
GatewayId igw-la2b3c4d

H

True

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V5),
(M CreateRoutey ZZBL T &V,

AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#ERT D, COREYDICIK., EHABBAECETIERE.
BLEI®O SDK/NN—2 3V OFBEEENTVET,

AWS SDK & /(& CLI CreateRouteTableT ZfFH T3
ROY 7 )L 1— Rk, CreateRouteTable Z#FEA T2 HEZFHAL TVWET,
CLI
AWS CLI

L—=—RT—TILZERTDICE

COBITE, BEEAIZVPCIZHLTIL—RT—TILEERLTVET,

aN> R

aws ec2 create-route-table --vpc-id vpc-a01106c2

A

"RouteTable": {
"Associations": [],
"RouteTableId": "rtb-22574640",
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"VpcId": "vpc-a011l@6c2",
"PropagatingVgws": [],

"TagS": []’
"Routes": [
{

"GatewayId": "local",
"DestinationCidrBlock": "10.0.0.0/16",
"State": "active"

o APl OFEMIC DWW T, TAWSCLIOXY>RYUT77ZL>2AL ® TCreateRouteTables %235
BLTLSEZL,

PowerShell
Tools for PowerShell V4

Bl1: COflTER, EEENEVPCOIL—RNTF—TILEERLET,

New-EC2RouteTable -VpcId vpc-12345678

I

Associations : {3
PropagatingVgws : {}

Routes : {2
RouteTableld : rtb-1a2b3cad
Tags : {3

Vpcld ¢ vpc-12345678

« APl QEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ 7L 2R (V4) 4
(M CreateRouteTabley 2B L TS EE L\,

Tools for PowerShell V5

Bl ZOBITIE, BEENEVPCOIL—RT—TILEERLET,

New-EC2RouteTable -VpcId vpc-12345678
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& A
Associations : {3
PropagatingVgws : {}
Routes : {2
RouteTableId : rtb-1a2b3cad
Tags : {3
VpcId : vpc-12345678

« APl OEFFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
(M CreateRouteTable; ZZRL T K&\,

Ruby

SDK for Ruby

® Note

GitHub ICl&, TDMDOIY—RAEHY KT, AWS JI—RHIVKRI K T2 EUH
ZROIT, REERITORFEZHILTSEZ L,

require 'aws-sdk-ec2'
Prerequisites:

- A VPC in Amazon VPC.
- A subnet in that VPC.
- A gateway attached to that subnet.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the route table.
@param subnet_id [String] The ID of the subnet for the route table.
@param gateway_id [String] The ID of the gateway for the route.
@param destination_cidr_block [String] The destination CIDR block
for the route.
@param tag_key [String] The key portion of the tag for the route table.
@param tag_value [String] The value portion of the tag for the route table.
@return [Boolean] true if the route table was created and associated;

HOH OHF OHF OB OHF OHF OH OH O O OH O O OB OH O

otherwise, false.
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#
#
#
#
#
#
#
#
#
#

@example
exit 1 unless route_table_created_and_associated?(

Aws: :EC2::Resource.new(region: 'us-west-2'),
'vpc-0b6f769731EXAMPLE ',
'subnet-03d9303b57EXAMPLE ',
'igw-06ca90c@11EXAMPLE",
'0.0.0.0/0",
'my-key',
'my-value'

)

def route_table_created_and_associated?(

ec2_resource,

vpc_id,

subnet_id,

gateway_id,
destination_cidr_block,
tag_key,

tag_value

route_table = ec2_resource.create_route_table(vpc_id: vpc_id)
puts "Created route table with ID '#{route_table.id}'."
route_table.create_tags(
tags: [
{
key: tag_key,
value: tag_value

)
puts 'Added tags to route table.'
route_table.create_route(
destination_cidr_block: destination_cidr_block,
gateway_id: gateway_id
)
puts 'Created route with destination CIDR block ' \
"'#{destination_cidr_block}' and associated with gateway " \
"with ID '#{gateway_id}'."
route_table.associate_with_subnet(subnet_id: subnet_id)
puts "Associated route table with subnet with ID '#{subnet_id}'."
true

rescue StandardError => e

puts "Error creating or associating route table: #{e.message}"
puts 'If the route table was created but not associated, you should ' \
'clean up by deleting the route table.'
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false

end

# Example usage:
def run_me

vpc_id =
subnet_id =
gateway_id =
destination_cidr_block =

tag_key = "'

tag_value
region =

# Print usage information and then stop.
if ARGV[Q] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-create-route-table.rb ' \
'"VPC_ID SUBNET_ID GATEWAY_ID DESTINATION_CIDR_BLOCK ' \
'TAG_KEY TAG_VALUE REGION'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

puts 'Example: ruby ec2-ruby-example-create-route-table.rb ' \
'vpc-0b6f769731EXAMPLE subnet-03d9303b57EXAMPLE igw-06ca9@c@11EXAMPLE ' \
"'0.0.0.0/0' my-key my-value us-west-2"

exit 1

# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?

vpc_id = 'vpc-0b6f769731EXAMPLE"

subnet_id = 'subnet-03d9303b57EXAMPLE'

gateway_id = 'igw-06ca90c@11EXAMPLE"

destination_cidr_block = '0.0.0.0/0'

tag_key = 'my-key'

tag_value = 'my-value'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'

# Otherwise, use the values as specified at the command prompt.
else

vpc_id = ARGV[0O]

subnet_id = ARGV[1]

gateway_id = ARGV[2]
destination_cidr_block = ARGV[3]
tag_key = ARGV[4]

tag_value = ARGV[5]

region = ARGV[6]

end

ec2_resource = Aws::EC2::Resource.new(region: region)
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if route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,

tag_key,
tag_value
)
puts 'Route table created and associated.'
else
puts 'Route table not created or not associated.'
end
end
run_me if $PROGRAM_NAME == __ FILE__

« APl OEFHIC DWW T, TAWS SDK for Ruby APIUT77L2A1 @
FCreateRouteTables ZZBL TSEE L,

AWS SDK AR EHA REOD—RHFAORELBVANIDOVWTIE., T, Z283BL T EFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECETIERE.
BLEI®O SDK/N—2 3> OFMEEENTVET,

AWS SDK & /zld CLI CreateSecurityGroupT ZFEH T3
ROY 7). 1—RiE, CreateSecurityGroup A T2 HEZHHALTVET,

To>arvhlk, KYREBTOJZLASOO—ROKBRTHY), AVTFANATRITITILE
AHYVET, RODA—RHIT, COTI>3IVOIVTHFANEERETEXT,

. EAERF
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NET

SDK for .NET

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

/// <summary>

/// Create an Amazon EC2 security group with a specified name and
description.

/// </summary>

/// <param name="groupName">The name for the new security group.</param>

/// <param name="groupDescription">A description of the new security group.</
param>

/// <returns>The group Id of the new security group.</returns>

public async Task<string> CreateSecurityGroup(string groupName, string

groupDescription)
{
try
{

var response = await _amazonEC2.CreateSecurityGroupAsync(
new CreateSecurityGroupRequest(groupName, groupDescription));

// Wait until the security group exists.
int retries = 5;
while (retries-- > 0)

{

var groups = await DescribeSecurityGroups(response.GroupId);
if (groups.Any())
{

return response.GroupId;

Thread.Sleep(5000);

retries--;
}
_logger.LogError($"Unable to find newly created group {groupNamel}.");
throw new DoesNotExistException("security group not found");
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catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "ResourceAlreadyExists")
{
_logger.LogErrox(
$"A security group with the name {groupName} already exists.
{ec2Exception.Message}");

}

throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while creating the security group.:
{ex.Messagel}");
throw;

« APl OFEMICOWVWTIX., TAWS SDKfor NETAPIUZ7 7L>A1 @
MCreateSecurityGroupy 2SR L T &,

Bash

AWS CLIBash A2 U7 N ZFERT3

(@ Note

GitHub ICl&. ZODOUY—REHV)ET, AWS O—RBIVAT KDY T2<EFUH
ZROUT, RELERTOFEZRRAL TS EEZL,

HHAHHBHHBHHBHHBHHBRHBHHBHHBHHBHHBHH G HH B HH B HH B HH B HH B HH B HH B HH B R BB HH B R BB HH B R B R HHSH

# function ec2_create_security_group

#

# This function creates an Amazon Elastic Compute Cloud (Amazon EC2) security
group.

#

# Parameters:
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# -n security_group_name - The name of the security group.

# -d security_group_description - The description of the security group.

#

# Returns:

# The ID of the created security group, or an error message if the
operation fails.

# And:

# 0 - If successful.

# 1 - If it fails.

#

beodooudodidididididiiigiigigigigigigggggnggigigigopipopipipnp gk i iR i R i g g g g g g
function ec2_create_security_group() {
local security_group_name security_group_description response

# Function to display usage information
function usage() {
echo "function ec2_create_security_group"
echo "Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group."

echo " -n security_group_name - The name of the security group."

echo " -d security_group_description - The description of the security
group."

echo ""

# Parse the command-line arguments
while getopts "n:d:h" option; do
case "${option}" in
n) security_group_name="${OPTARG}" ;;
d) security_group_description="${0OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

# Validate the input parameters
if [[ -z "$security_group_name" ]]; then

~
N\
w
X

476



Amazon Elastic Compute Cloud FROYIN—HA K

errecho "ERROR: You must provide a security group name with the -n
parameter."

return 1
fi

if [[ -z "$security_group_description" ]]; then

errecho "ERROR: You must provide a security group description with the -d
parameter."

return 1
fi

# Create the security group
response=$(aws ec2 create-security-group \
--group-name "$security_group_name" \
--description "$security_group_description" \
--query "GroupId" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports create-security-group operation failed."
errecho "$response"
return 1

echo "$response"
return 0

COPITEAEZATVWRI—T1 VT 1B,

HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
function errecho() {

printf "%s\n" "$*" 1>&2

HAHHH SR HRH R H AR ARG RS RS RS RS RS R HRHRH R H AR AR RS RS RS RS R HRHRH R H B HEH RS RS RS RS RS RS H
# function aws_cli_error_log()

#

# This function is used to log the error messages from the AWS CLI.

N

1)

\/
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#
# The function expects the following argument:
# $1 - The error code returned by the AWS CLI.
#
# Returns:
# @: - Success.
#
HAHHHHHH A SRR R RS TR SRR HH SRR SRR R SRR RS R H RS R H RS ST RS RS ST H S RT3
function aws_cli_error_log() {
local err_code=$1
errecho "Error code : $err_code"

if [ "$err_code" == 1 ]; then

errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]1; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."
fi
return 0

« APl OFFMIC DWW T, TAWSCLIONX> RUZ77L>RAJ @ CreateSecurityGroup, %
SRLTLSEETLY,
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C++
SDK for C++
® Note
GitHub IZ&, ZOHDOVY—REHET, AWS O—REIVARZ K TELEALUH
ZREOUT, REEERTOFEEBEL T LEE L,
//! Create a security group.
/5
\param groupName: A security group name.
\param description: A description.
\param vpcID: A virtual private cloud (VPC) ID.
\param[out] groupIDResult: A string to receive the group ID.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::EC2::createSecurityGroup(const Aws::String &groupName,
const Aws::String &description,
const Aws::String &vpclID,
Aws::String &groupIDResult,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);
Aws::EC2::Model: :CreateSecurityGroupRequest request;
request.SetGroupName(groupName);
request.SetDescription(description);
request.SetVpcId(vpcID);
const Aws::EC2::Model::CreateSecurityGroupOutcome outcome =
ec2Client.CreateSecurityGroup(request);
if (loutcome.IsSuccess()) {
std::cerr << "Failed to create security group:" <<
outcome.GetError().GetMessage() << std::endl;
return false;
}
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std::cout << "Successfully created security group named " << groupName <<
std::endl;

groupIDResult = outcome.GetResult().GetGroupId();

return true;

« APl OFFMICDOWVWTIE, TAWS SDKforC++API U7 7LV A1 @
CreateSecurityGroups ZZBL T &V,

CLI
AWS CLI
EC2-Classic AtF1VT 1IN —T2RTHICEF
COBITIE, MySecurityGroup EVSEROEFIUT A TIL—THFERENET,
N R:

aws ec2 create-security-group --group-name MySecurityGroup --description "My
security group"

A

"GroupId": "sg-903004f8"

EC2-VPC AtEF1UT 1 JIN—T7ZEHTBICE

COFITIE, BES i VPC AIC MySecurityGroup EWSFZHNDEFI VT A TI—7
FERENET,

N> R

aws ec2 create-security-group --group-name MySecurityGroup --description "My
security group" --vpc-id vpc-1a2b3c4d
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0

"GroupId": "sg-903004f8"

FHECOVTE, TAWSOANY RZA VAV E—TIAARI—H—HA R, TEF21UT4

IJN—TOERFEESRBLTLIEZ,

« APl OFMIC DV Tk, TAWS CLI Command References @ "CreateSecurityGroups %
SRLTLEEL,

Java

SDK for Java 2.x

@ Note

GitHub IZl&, ZTDMDOIY—REHYET, AWS JI—RHIVKRI K T2 EUH
ZROIT, REERITOFEZEILTSEZ L,

/**
* Creates a new security group asynchronously with the specified group name,
description, and VPC ID. It also
* authorizes inbound traffic on ports 80 and 22 from the specified IP

address.

*

* @param groupName the name of the security group to create

* @param groupDesc the description of the security group

* @param vpcld the ID of the VPC in which to create the security
group

* @param myIpAddress the IP address from which to allow inbound traffic
(e.g., "192.168.1.1/0" to allow traffic from

5 any IP address in the 192.168.1.0/24 subnet)

* @return a CompletableFuture that, when completed, returns the ID of the
created security group

* @throws RuntimeException if there was a failure creating the security
group or authorizing the inbound traffic

*/
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public CompletableFuture<String> createSecurityGroupAsync(String groupName,

String groupDesc, String vpcId, String myIpAddress) {
CreateSecurityGroupRequest createRequest =
CreateSecurityGroupRequest.builder()
.groupName(groupName)
.description(groupDesc)
.vpcId(vpcId)
.build();

return getAsyncClient().createSecurityGroup(createRequest)
.thenCompose(createResponse -> {
String groupId = createResponse.groupId();
IpRange ipRange = IpRange.builder()
.cidrIp(myIpAddress + "/32")
.build();

IpPermission ipPerm = IpPermission.builder()
.ipProtocol("tcp")
.toPort(80)
.fromPort(80)
.ipRanges(ipRange)
.build();

IpPermission ipPerm2 = IpPermission.builder()
.ipProtocol("tcp")
.toPort(22)
.fromPort(22)
.ipRanges(ipRange)
.build();

AuthorizeSecurityGroupIngressRequest authRequest =
AuthorizeSecurityGroupIngressRequest.builder()
.groupName(groupName)
.ipPermissions(ipPerm, ipPerm2)
.build();

return
getAsyncClient().authorizeSecurityGroupIngress(authRequest)
.thenApply(authResponse -> groupld);
)
.whenComplete((result, exception) -> {
if (exception != null) {
if (exception instanceof CompletionException &&
exception.getCause() instanceof Ec2Exception) {
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throw (Ec2Exception) exception.getCause();
} else {
throw new RuntimeException("Failed to create security
group: " + exception.getMessage(), exception);

}

1)

« APl OFFHMBICDOWTIX., TAWS SDKforJava2xAPI U7 7L>2A1 @
CreateSecurityGroupy ZZBL T &V,

JavaScript

SDK for JavaScript (v3)

(® Note

GitHub IZI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELEERTOFEZHRL TS EZL,

import { CreateSecurityGroupCommand, EC2Client } from "Eaws-sdk/client-ec2";

/**
* Creates a security group.
* @param {{ groupName: string, description: string }} options
*/
export const main = async ({ groupName, description }) => {
const client = new EC2Client({});
const command = new CreateSecurityGroupCommand({
// Up to 255 characters in length. Cannot start with sg-.
GroupName: groupName,
// Up to 255 characters in length.
Description: description,

1)

try {
const { GroupId } = await client.send(command);
console.log(GroupId);
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} catch (caught) {
if (caught instanceof Error && caught.name === "InvalidParameterValue") {
console.warn( " ${caught.messagel}. " );
} else {
throw caught;
}

};

« APl OFFMIC DOV TIE, TAWS SDK for JavaScript API U7 7L A, @
CreateSecurityGroupy ZZBL T &V,

Kotlin

SDK for Kotlin

(® Note

GitHub IZI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELEERTOFEZHRL TS EZL,

suspend fun createEC2SecurityGroup(
groupNameVal: String?,
groupDescVal: String?,
vpcIdVal: String?,
): String? {
val request =
CreateSecurityGroupRequest {
groupName = groupNameVal
description = groupDescVal
vpcId = vpcIdVal

Ec2Client { region = "us-west-2" }.use { ec2 ->
val resp = ec2.createSecurityGroup(request)
val ipRange =

IpRange {
cidrIp = "0.0.0.0/0"
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val ipPerm =
IpPermission {
ipProtocol = "tcp"
toPort = 80
fromPort 80
ipRanges = 1listOf(ipRange)

val ipPerm2 =
IpPermission {
ipProtocol = "tcp"
toPort = 22
fromPort = 22
ipRanges = 1listOf(ipRange)

val authRequest =
AuthorizeSecurityGroupIngressRequest {
groupName = groupNameVal
ipPermissions = 1listOf(ipPerm, ipPerm2)
}
ec2.authorizeSecurityGroupIngress(authRequest)
println("Successfully added ingress policy to Security Group
$groupNameVal")
return resp.groupld

« APl OFEMAIC DWW TIX., TAWS SDK for Kotlin API U7 7L A1 M
CreateSecurityGroupy ZZBL T &V,

PowerShell

Tools for PowerShell V4

Bl1: ZOBITIR, EEENEVPCOEFIUTATIL—T2ERKLET,

New-EC2SecurityGroup -GroupName my-security-group -Description "my security
group" -VpcId vpc-12345678
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0

sg-12345678

5l 2: ZOBITIE, EC2-Classic DtEF1UTF1TI—T2#EKLET,

New-EC2SecurityGroup -GroupName my-security-group -Description "my security
group"

o
sg-45678901

« APl OFFMICDW TR, "TONRLY NUTZ 7L A (V4)1 DCreateSecurityGroupy &
SBLTLEEV, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: COBITR, BEENLZVPCOEFIVTATIN—TZERLET,

New-EC2SecurityGroup -GroupName my-security-group -Description "my security
group" -VpcId vpc-12345678

H:
sg-12345678
Bl 2: ZOHITIEE, EC2-Classic DEF1 )T 1T —T%2ERLET,

New-EC2SecurityGroup -GroupName my-security-group -Description "my security
group"

H B
sg-45678901

« API OFFMICDVWTR, "TOANYRLY NUTZ 7L A (V5)1 DCreateSecurityGroups %
SHBLTLEEL, AWS Tools for PowerShell
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Python

SDK for Python (Boto3)

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

class SecurityGroupWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) security group
actions."""

def __init_ (self, ec2_client: boto3.client, security_group: Optional[str] =
None):
Initializes the SecurityGroupWrapper with an EC2 client and an optional
security group ID.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level
access to AWS EC2 services.
:param security_group: The ID of a security group to manage. This is a
high-level identifier
that represents the security group.

self.ec2_client = ec2_client

self.security_group = security_group

@classmethod
def from_client(cls) -> "SecurityGroupWrapper":

Creates a SecurityGroupWrapper instance with a default EC2 client.

:return: An instance of SecurityGroupWrapper initialized with the default
EC2 client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)
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def create(self, group_name: str, group_description: str) -> str:
Creates a security group in the default virtual private cloud (VPC) of
the current account.

:param group_name: The name of the security group to create.
:param group_description: The description of the security group to
create.
:return: The ID of the newly created security group.
:raise Handles AWS SDK service-level ClientError, with special handling
for ResourceAlreadyExists
try:
response = self.ec2_client.create_security_group(
GroupName=group_name, Description=group_description
)
self.security_group = response["GroupId"]
except ClientError as err:
if err.response["Error"]["Code"] == "ResourceAlreadyExists":
logger.errox(
f"Security group '{group_name}' already exists. Please choose
a different name."
)
raise
else:
return self.security_group

« APl OFMIC DOV Tk, TAWS SDK for Python (Boto3) API U7 7L A1 @
MCreateSecurityGroups ZZBL T EE L,

Ruby

SDK for Ruby

(@ Note

GitHub ICIE, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRLTSEZL,
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# This code example does the following:

# 1. Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
# 2. Adds inbound rules to the security group.

# 3. Displays information about available security groups.

# 4. Deletes the security group.

require 'aws-sdk-ec2'
Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
Prerequisites:
- A VPC in Amazon Virtual Private Cloud (Amazon VPC).

#
#
#
#
#
#
# @param ec2_client [Aws::EC2::Client] An initialized
# Amazon EC2 client.
# @param group_name [String] A name for the security group.
# @param description [String] A description for the security group.
# @param vpc_id [String] The ID of the VPC for the security group.
# @return [String] The ID of security group that was created.
# @example
# puts create_security_group(
# Aws::EC2::Client.new(region: 'us-west-2'),
# 'my-security-group',
# 'This is my security group.',
# 'vpc-6713dfEX"'
# )
def create_security_group(ec2_client, group_name, description, vpc_id)
security_group = ec2_client.create_security_group(
group_name: group_name,
description: description,
vpc_id: vpc_id
)
puts "Created security group '#{group_name}' with ID " \
"'"#{security_group.group_id}' in VPC with ID '#{vpc_id}'.
security_group.group_id
rescue StandardError => e

puts "Error creating security group: #{e.messagel}"
'Exrror'
end

# Adds an inbound rule to an Amazon Elastic Compute Cloud (Amazon EC2)
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# security group.
#
# Prerequisites:
#
# - The security group.
#
# @param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
# @param security_group_id [String] The ID of the security group.
# @param ip_protocol [String] The network protocol for the inbound rule.
# @param from_port [String] The originating port for the inbound rule.
# @param to_port [String] The destination port for the inbound rule.
# @param cidr_ip_range [String] The CIDR IP range for the inbound rule.
# @return
# @example
# exit 1 unless security_group_ingress_authorized?(
# Aws::EC2::Client.new(region: 'us-west-2'),
# 'sg-030a858e078f1b9EX",
# "tep!',
# '80',
# '80',
# '0.0.0.0/0"
# )
def security_group_ingress_authorized?(
ec2_client, security_group_id, ip_protocol, from_port, to_port, cidr_ip_range
)
ec2_client.authorize_security_group_ingress(
group_id: security_group_id,
ip_permissions: [
{
ip_protocol: ip_protocol,
from_port: from_port,
to_port: to_port,
ip_ranges: [
{
cidr_ip: cidr_ip_range
}
]
}
]
)
puts "Added inbound rule to security group '#{security_group_id}' for protocol
"\
"'#{ip_protocol}' from port '#{from_port}' to port '#{to_port}' " \
"with CIDR IP range '#{cidr_ip_range}'."
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true

rescue StandardError => e
puts "Error adding inbound rule to security group: #{e.message}"
false

end

# Refactored method to simplify complexity for describing security group

permissions
def format_port_information(perm)
from_port_str = perm.from_port == '-1' || perm.from_port == -1 ? 'All'
perm.from_port.to_s
to_port_str = perm.to_port == '-1' || perm.to_port == -1 ? 'All’

perm.to_port.to_s
{ from_port: from_port_str, to_port: to_port_str }
end

# Displays information about a security group's IP permissions set in
# Amazon Elastic Compute Cloud (Amazon EC2).
def describe_security_group_permissions(perm)

ports = format_port_information(perm)

print " Protocol: #{perm.ip_protocol == '-1' ? 'All' : perm.ip_protocol}"
print ", From: #{ports[:from_port]}, To: #{ports[:to_port]}"

print ", CIDR IPv6: #{perm.ipv_6_ranges[@].cidr_ipv_63}" if perm.key?
(:ipv_6_ranges) && perm.ipv_6_ranges.count.positive?

print ", CIDR IPv4: #{perm.ip_ranges[@].cidr_ipl}" if perm.key?(:ip_ranges) &&
perm.ip_ranges.count.positive?
print "\n"

end

# Displays information about available security groups in
# Amazon Elastic Compute Cloud (Amazon EC2).
def describe_security_groups(ec2_client)

response = ec2_client.describe_security_groups

if response.security_groups.count.positive?
response.security_groups.each do |sg]
display_group_details(sg)
end
else
puts 'No security groups found.'
end
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rescue StandardError => e

puts "Error getting information about security groups: #{e.messagel}"

end

# Helper method to display the details of security groups
def display_group_details(sg)

puts '-' * (sg.group_name.length + 13)
puts "Name: #{sg.group_name}"
puts "Description: #{sg.description}"
puts "Group ID: #{sg.group_id}"
puts "Owner ID: #{sg.owner_id}"
puts "VPC ID: #{sg.vpc_id}"

display_group_tags(sg.tags) if sg.tags.count.positive?
display_group_permissions(sg)
end

def display_group_tags(tags)
puts 'Tags:'
tags.each do |tag]
puts " Key: #{tag.key}, Value: #{tag.value}"
end
end

def display_group_permissions(sg)
if sg.ip_permissions.count.positive?
puts 'Inbound rules:'
sg.ip_permissions.each do |p]|
describe_security_group_permissions(p)
end
end

return if sg.ip_permissions_egress.empty?

puts 'Outbound rules:'
sg.ip_permissions_egress.each do |p]|
describe_security_group_permissions(p)
end
end

# Deletes an Amazon Elastic Compute Cloud (Amazon EC2)
# security group.
def security_group_deleted?(ec2_client, security_group_id)

ec2_client.delete_security_group(group_id: security_group_id)
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puts "Deleted security group '#{security_group_id}"'.
true

rescue StandardError => e
puts "Error deleting security group: #{e.messagel}"
false

end

# Example usage with refactored run_me to reduce complexity
def run_me
group_name, description, vpc_id, ip_protocol_http, from_port_http,
to_port_http, \
cidr_ip_range_http, ip_protocol_ssh, from_port_ssh, to_port_ssh, \
cidr_ip_range_ssh, region = process_arguments
ec2_client = Aws::EC2::Client.new(region: region)

security_group_id = attempt_create_security_group(ec2_client, group_name,
description, vpc_id)
security_group_exists = security_group_id != 'Error'

if security_group_exists
add_inbound_rules(ec2_client, security_group_id, ip_protocol_http,
from_port_http, to_port_http, cidr_ip_range_http)
add_inbound_rules(ec2_client, security_group_id, ip_protocol_ssh,
from_port_ssh, to_port_ssh, cidr_ip_range_ssh)
end

describe_security_groups(ec2_client)
attempt_delete_security_group(ec2_client, security_group_id) if
security_group_exists
end

def process_arguments
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
display_help
exit 1
elsif ARGV.count.zero?
default_values
else
ARGV
end
end

def attempt_create_security_group(ec2_client, group_name, description, vpc_id)
puts 'Attempting to create security group...'

~
N\
w
X

493



Amazon Elastic Compute Cloud FROY/IN—HA R

security_group_id = create_security_group(ec2_client, group_name, description,

vpc_id)
puts 'Could not create security group. Skipping this step.' if
security_group_id == 'Error'
security_group_id

end

def add_inbound_rules(ec2_client, security_group_id, ip_protocol, from_port,
to_port, cidr_ip_range)
puts 'Attempting to add inbound rules to security group...'
return if security_group_ingress_authorized?(ec2_client, security_group_id,
ip_protocol, from_port, to_port,
cidr_ip_range)

puts 'Could not add inbound rule to security group. Skipping this step.'
end

def attempt_delete_security_group(ec2_client, security_group_id)
puts "\nAttempting to delete security group..."
return if security_group_deleted?(ec2_client, security_group_id)

puts 'Could not delete security group. You must delete it yourself.'
end

def display_help
puts 'Usage: ruby ec2-ruby-example-security-group.rb ' \
' GROUP_NAME DESCRIPTION VPC_ID IP_PROTOCOL_1 FROM_PORT_1 TO_PORT_1 ' \
'CIDR_IP_RANGE_1 IP_PROTOCOL_2 FROM_PORT_2 TO_PORT_2 ' \
'CIDR_IP_RANGE_2 REGION'
puts 'Example: ruby ec2-ruby-example-security-group.rb ' \
"my-security-group 'This is my security group.' vpc-6713dfEX " \
"tcp 80 80 '0.0.0.0/Q' tcp 22 22 '0.0.0.0/0' us-west-2"
end

def default_values
[
'my-security-group', 'This is my security group.', 'vpc-6713dfEX', 'tcp',
'80', '80',
'0.0.0.0/0', 'tcp', '22', '22', '0.0.0.0/0', 'us-west-2'
]

end

run_me if $PROGRAM_NAME == __ _FILE__
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« APl OFFMICDOWVWTIE, TAWS SDK for Ruby API U7 7L>A, @
CreateSecurityGroupy ZZBL T &V,

Rust

SDK for Rust

(® Note

GitHub ICI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRL TS EZL,

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {name}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
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})?;

tracing::info!("Created security group {name} as {group_id}");

Ok (group)

« APl OFFMICDWTIX, AWS SDK for Rust API U 7 7 L > A®M TCreateSecurityGroup J
BSRBLTLSEZL,

SAP ABAP

SDK for SAP ABAP

(@ Note

GitHub (ZIE, ZTDEDVY —REHWET, AWS JI—REIVARI K1) T2<EUH
ZROTT, RELERTOFEZRERBLTSEZL,

TRY.
oo_result = lo_ec2->createsecuritygroup(

oo_result is

returned for testing purposes.
iv_description = 'Security group example'
iv_groupname = iv_security_group_name
iv_vpcid = iv_vpc_id ).
MESSAGE 'Security group created.' TYPE 'I'.
CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
DATA(lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'E'.
ENDTRY.

« APl OFFMAIC DWW TIX, TAWS SDK for SAP ABAPAPI U7 7L>2A1 @
CreateSecurityGroupy ZZBL T &V,

PEY, 496


https://docs.rs/aws-sdk-ec2/latest/aws_sdk_ec2/client/struct.Client.html#method.create_security_group
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/ec2#code-examples
https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html

Amazon Elastic Compute Cloud FROYIN—HA K

AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LBEID SDK/NN—2 3> DHEMEEENTVET,

CLI T CreateSnapshot ZFfH 3%
ROY> 7). 1—RIE, CreateSnapshot 2 T2 HEEZHBALTLVET,
CLI
AWS CLI
AFv7Tay hEERTBICE

OO RHEITIE, vol-1234567890abcdef0 E WSR2 —ALID #FED2RAFVY S
avhe, TORAFTY T3y NE2BANTHILEOOEVHBEZERLET,

N> R

aws ec2 create-snapshot --volume-id vol-1234567890abcdef® --description "This is
my root volume snapshot"

o

{
"Description": "This is my root volume snapshot",
"Tags": [1],
"Encrypted": false,
"VolumeId": "vol-1234567890abcdef@",
"State": "pending",
"VolumeSize": 8,
"StartTime": "2018-02-28T21:06:01.000Z",
"Progress": "",
"OwnerId": "012345678910",
"SnapshotId": "snap-066877671789bd71b"

}

BINEDAFTY T2 a3y NEERTDICE

CcOOXR >V RHBITE, RAFYv T3y NZEEKL. purpose=prod & costcenter=123 £S5 2
2ORTJTZERALET,

N> R
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aws ec2 create-snapshot --volume-id vol-1234567890abcdef@
--description 'Prod backup' --tag-specifications
'ResourceType=snapshot, Tags=[{Key=purpose,Value=prod},
{Key=costcenter,Value=123}]'

i A
{
"Description": "Prod backup",
"Tags": [
{
"Value": "prod",
"Key": "purpose"
},
{
"Value": "123",
"Key": "costcenter"
}
1,
"Encrypted": false,
"VolumeId": "vol-1234567890abcdef0",
"State": "pending",
"VolumeSize": 8,
"StartTime": "2018-02-28T21:06:06.000Z",
"Progress": "",
"OwnerId": "012345678910",
"SnapshotId": "snap-09ed24a70bcl9bbe4"
}

« API OFFMIC DOV TR, TAWSCLION>Y RUTZ7L>>RA1 O "CreateSnapshoty &S
LTLEEL,

PowerShell
Tools for PowerShell V4

Bl1: ZOFITR, BEETAERII-—LOARAFTY T3y N2ERKLET,
New-EC2Snapshot -VolumeId vol-12345678 -Description "This is a test"

A
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DataEncryptionKeyId :
: This is a test

Description
Encrypted
KmsKeyId
OwnerAlias
OwnerId
Progress
SnapshotId
StartTime
State
StateMessage
Tags
VolumelId
VolumeSize

APl OFFIC DOV TIE,

False

: 123456789012

: snap-12345678
: 12/22/2015 1:28:42 AM
: pending

{3

. vol-12345678
. 20

FTONYYRLY NUZ7L>RA (V4), DCreateSnapshoty %5

LTLEELW, AWS Tools for PowerShell
Tools for PowerShell V5

Bl1: COBITR, BEEALERVI—LOARFY T3V hEERLET,

New-EC2Snapshot -VolumeId vol-12345678 -Description "This is a test"

o

« APl ®

DataEncryptionKeyId :
: This is a test

Description
Encrypted
KmsKeyId
OwnerAlias
OwnerId
Progress
SnapshotId
StartTime
State
StateMessage
Tags
Volumeld
VolumeSize

EMICOVWTIE,

False

1 123456789012

¢ snap-12345678
1 12/22/2015 1:28:42 AM
: pending

{3

. vol-12345678
. 20

FONY>YRLY NUTZ7L2A(V5)1 MCreateSnapshoty &5

LTLEEZL, AWS Tools for PowerShell
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK

ZEAL T Amazon EC2 UY — A% EHR T, CcOREYOICIE., FHABBAECETAERE.
LEI®D SDK/NN—2 3> DFHEEENTVET,

CLI T CreateSpotDatafeedSubscription ZfEfH 93

RDOY > 7). 1—RIE, CreateSpotDatafeedSubscription Z R T2 HEZHBAL TLE
¥,

CLI
AWS CLI
ARYNAVABVADT—RT 41— RZERTBICIE

XD create-spot-datafeed-subscription MHITlE, ARY RA VAR ADTF—X
71— RZEHKLET,

aws ec2 create-spot-datafeed-subscription \
--bucket amzn-s3-demo-bucket \
--prefix spot-data-feed

H

"SpotDatafeedSubscription": {
"Bucket": "amzn-s3-demo-bucket",
"OwnerId": "123456789012",
"Prefix": "spot-data-feed",
"State": "Active"

F—R2T714—RiE, BELE Amazon S3 N7 Y NZRTFEENET, COF—ZXT1—RD
T77A4NLBOERRERIODEHY TS,

amzn-s3-demo-bucket.s3.amazonaws.com/spot-data-feed/123456789012.YYYY-MM-DD-
HH.n.abcd1234.gz

HMICOVWTIE, AmazonEC2 1—H—HA RO T ARY NA VARV ADT—R T 4 —
K1 EBBLTLEEL,
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« APl OFFMICOVWTIE, TAWSCLION>RUZ7ZL2VAL D
FCreateSpotDatafeedSubscriptiony ZZ8B L T & L\,

PowerShell

Tools for PowerShell V4

Bl1: ZOBITRE, ARYNAVAZRVADT—RT7 41— REERLET,

New-EC2SpotDatafeedSubscription -Bucket amzn-s3-demo-bucket -Prefix spotdata

H

Bucket : amzn-s3-demo-bucket
Fault

OwnerId : 123456789012

Prefix : spotdata

State : Active

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " INX> RLY KU 7 7L >R (V4),
O CreateSpotDatafeedSubscriptiony ZZB L TS E&E L,

Tools for PowerShell V5

Bl1: ZOBITRE, ARY NAVARVADT—RT 1 —RZERLET,

New-EC2SpotDatafeedSubscription -Bucket amzn-s3-demo-bucket -Prefix spotdata

A

Bucket : amzn-s3-demo-bucket
Fault

OwnerId : 123456789012

Prefix : spotdata

State : Active

« APl MEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ 7L A (V5),
@ CreateSpotDatafeedSubscriptiony ZZ8B L T<E&E L,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-spot-datafeed-subscription.html
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LLai) SDK/NN—23a > OElEEENTVWET,

AWS SDK & /(& CLI CxreateSubnetT ZFH T3
ROY 71— RiE, CreateSubnet ZHEATIHEEHBAL TVET,
CLl
AWS CLI
Bl 1:IPv4CIDR7OY V0 & EFAL THTZY NEERTZICE

IRD create-subnet OFHITIE, IEEE = IPV4CIDR 7OY U TIEEE N VPC ICHT
ZY NEERLTVWET,

aws ec2 create-subnet \
--vpc-id vpc-081ec835f3EXAMPLE \
--cidr-block 10.0.0.0/24 \
--tag-specifications ResourceType=subnet,Tags=[{Key=Name,Value=my-ipv4-only-

subnet}]
H:
{
"Subnet": {
"AvailabilityZone": "us-west-2a",

"AvailabilityZoneId": "usw2-az2",
"AvailableIpAddressCount": 251,
"CidrBlock": "10.0.0.0/24",
"DefaultForAz": false,
"MapPublicIpOnLaunch": false,
"State": "available",
"SubnetId": "subnet-0e99b93155EXAMPLE",
"VpcId": "vpc-08lec835f3EXAMPLE",
"OwnerId": "123456789012",
"AssignIpv6AddressOnCreation": false,
"Ipv6CidrBlockAssociationSet": [],
"Tags": [
{
"Key": "Name",
"Value": "my-ipv4-only-subnet"
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1,

"SubnetArn": "arn:aws:ec2:us-west-2:123456789012:subnet/

subnet-0e99b93155EXAMPLE"

}

5l 2:1Pv4 £ IPv6 CIDR 7 OY 2 0@mAEZFERALTH T ZY NEERT DI

RD create-subnet OHITE, IBEE N IPVA B KLV IPV6CIDR 7OV U TiEEE N
VPC IZH 7Y RZEHERLTVWET,

aws ec2

create-subnet \

--vpc-id vpc-081ec835f3EXAMPLE \
--cidr-block 10.0.0.0/24 \

--ipv6-cidr-block 2600:1f16:cfe:3660::/64 \

--tag-specifications ResourceType=subnet, Tags=[{Key=Name,Value=my-ipv4-ipv6-

subnet}]
A
{
"Sub

net": {
"AvailabilityZone": "us-west-2a",
"AvailabilityZoneId": "usw2-az2",
"AvailableIpAddressCount": 251,
"CidrBlock": "10.0.0.0/24",
"DefaultForAz": false,
"MapPublicIpOnLaunch": false,
"State": "available",
"SubnetId": "subnet-0736441d38EXAMPLE",
"VpcId": "vpc-08lec835f3EXAMPLE",
"OwnerId": "123456789012",
"AssignIpv6AddressOnCreation": false,
"Ipv6CidrBlockAssociationSet": [

{

"AssociationId": "subnet-cidr-assoc-06c5f904499fcc623",
"Ipv6CidrBlock": "2600:1f13:cfe:3660::/64",

"Ipv6CidrBlockState": {
"State": "associating"

]I
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"Tags": [
{
IlKeyll: IlNamell’
"Value": "my-ipv4-ipv6-subnet"

1,
"SubnetArn": "arn:aws:ec2:us-west-2:123456789012:subnet/
subnet-0736441d38EXAMPLE"

}

5] 3: IPv6 CIDR 7OY VD xEFERALTH T XY NEERTDICE

XD create-subnet OHITEE, IBEE N/ IPVGCIDR JOY U TIEEE N VPCICH T
XY NEERLTVET,

aws ec2 create-subnet \
--vpc-id vpc-081ec835f3EXAMPLE \
--ipv6-native \
--ipv6-cidr-block 2600:1f16:115:200::/64 \
--tag-specifications ResourceType=subnet,Tags=[{Key=Name,Value=my-ipv6-only-

subnet}]
B
{
"Subnet": {
"AvailabilityZone": "us-west-2a",

"AvailabilityZoneId": "usw2-az2",
"AvailableIpAddressCount": O,
"DefaultForAz": false,
"MapPublicIpOnLaunch": false,
"State": "available",
"SubnetId": "subnet-03f720e7deEXAMPLE",
"VpcId": "vpc-08lec835f3EXAMPLE",
"OwnerId": "123456789012",
"AssignIpv6AddressOnCreation": true,
"Ipv6CidrBlockAssociationSet": [
{
"AssociationId": "subnet-cidr-assoc-0lef639edde556709",
"IpveCidrBlock": "2600:1f13:cfe:3660::/64",
"Ipv6CidrBlockState": {
"State": "associating"
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}
}
1,
"Tags": [
{
"Key": "Name",
"Value": "my-ipv6-only-subnet"
}
1,

"SubnetArn": "arn:aws:ec2:us-west-2:123456789012:subnet/
subnet-03f720e7deEXAMPLE"

}

M OWTIEE. TAmazon VPC A—H—HA R, O "VPC &EH T2V h) Z28BLTLKE

=L,
« APl OFEMRIC DWW T, TAWSCLIOXR > RDUTJ77L A, ® "CreateSubnet; 5B L
TLEEEL,
PowerShell

Tools for PowerShell V4

fl1: COBITIRE, BEENLCIDR ZHOYTZY NEERLET,

New-EC2Subnet -VpcId vpc-12345678 -CidrBlock 10.0.0.0/24

A

AvailabilityZone : us-west-2c
AvailableIpAddressCount : 251

CidrBlock : 10.0.0.0/24
DefaultForAz : False
MapPublicIpOnLaunch : False

State : pending
SubnetId : subnet-1la2b3c4d
Tag : {3

VpcId : vpc-12345678

« API OFFMICODVW TR, TONYRLY NUTZ7L2A (V4)1 DOCreateSubnet; ZZ8RL
TLEZ L, AWS Tools for PowerShell
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-subnet.html
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Tools for PowerShell V5

Bl1: ZOBITIER., EEEENECIDRZE D>HTXY NEERLET,

New-EC2Subnet -VpcIld vpc-12345678 -CidrBlock 10.0.0.0/24

IR

AvailabilityZone : us-west-2c
AvailableIpAddressCount : 251

CidrBlock : 10.0.0.0/24
DefaultForAz : False
MapPublicIpOnLaunch : False

State : pending
SubnetId : subnet-1la2b3c4d
Tag : {3

Vpcld : vpc-12345678

« APl QEFMIZ DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)

Ruby

M CreateSubnet; ZZHBL T EE L,

SDK for Ruby

(® Note

GitHub ICl&. ZDDUY—REHV)ETF, AWS O—RBIVAT K T2<EFUH
ZROUT, RELERTOFEZRERL TSEZL,

require 'aws-sdk-ec2'

Creates a subnet within a virtual private cloud (VPC) in
Amazon Virtual Private Cloud (Amazon VPC) and then tags
the subnet.

Prerequisites:

H OH HF O B O

- A VPC in Amazon VPC.

N

1)
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HOoH O HF OHF OHF OH O O OH OH O OB OH O O OH H K H R

@param ec2_resource [Aws::EC2::Resource] An initialized

Amazon Elastic Compute Cloud (Amazon EC2) resource object.

@param vpc_id [String] The ID of the VPC for the subnet.

@param cidr_block [String] The IPv4 CIDR block for the subnet.
@param availability_zone [String] The ID of the Availability Zone

for the subnet.

@param tag_key [String] The key portion of the tag for the subnet.
@param tag_vlue [String] The value portion of the tag for the subnet.
@return [Boolean] true if the subnet was created and tagged;

otherwise, false.
@example

exit 1 unless subnet_created_and_tagged?(
Aws::EC2::Resource.new(region: 'us-west-2'),
'vpc-6713dfEX",
'10.0.0.0/24",
'us-west-2a',
'my-key',
'my-value'

)

def subnet_created_and_tagged?(

ec2_resource,
vpc_id,
cidr_block,
availability_zone,
tag_key,

tag_value

subnet = ec2_resource.create_subnet(
vpc_id: vpc_id,
cidr_block: cidr_block,
availability_zone: availability_zone
)
subnet.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}

)

puts "Subnet created with ID '#{subnet.id}' in VPC with ID '#{vpc_id}' " \

"and CIDR block '#{cidr_block}' in availability zone " \

"'#{availability_zone}' and tagged with key '#{tag_key}' and " \

N
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"value '#{tag_value}'."
true
rescue StandardError => e

puts "Error creating or tagging subnet:

false
end

# Example usage:

def run_me
vpc_id = "'
cidr_block = "'
availability_zone = "'
tag_key = "'
tag_value = "'

region =

# Print usage information and then stop.

#{e.message}"

if ARGV[@] == '--help' || ARGV[@] == '-h'

puts 'Usage: ruby ec2-ruby-example-create-subnet.rb ' \
'VPC_ID CIDR_BLOCK AVAILABILITY_ZONE TAG_KEY TAG_VALUE REGION'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

puts 'Example: ruby ec2-ruby-example-create-subnet.rb ' \
'vpc-6713dfEX 10.0.0.0/24 us-west-2a my-key my-value us-west-2'

exit 1

# If no values are specified at the command prompt, use these default values.

elsif ARGV.count.zero?
vpc_id = 'vpc-6713dfEX’
cidr_block = '10.0.0.0/24'

availability_zone = 'us-west-2a'
tag_key = 'my-key'
tag_value = 'my-value'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

region = 'us-west-2'

# Otherwise, use the values as specified at the command prompt.

else
vpc_id = ARGV[0O]
cidr_block = ARGV[1]
availability_zone = ARGV[2]
tag_key = ARGV[3]
tag_value = ARGV[4]
region = ARGV[5]

end

ec2_resource = Aws::EC2::Resource.new(region: region)
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if subnet_created_and_tagged?(
ec2_resource,
vpc_id,
cidr_block,
availability_zone,

tag_key,
tag_value
)
puts 'Subnet created and tagged.'
else
puts 'Subnet not created or not tagged.'
end
end
run_me if $PROGRAM_NAME == __ FILE__

- APl OFFMICDOWTIX, TAWS SDK for Ruby API )V 7 7 LA, @ "CreateSubnet; &%
BLTLSEZL,

AWS SDK AREHA RED—RHIOTFLBVANIOVTRE., T, 2B L TS EEVAWS SDK
ZHERL T Amazon EC2 VY —A%=ERKT S, CORNEY OICIE., FRABBAEEICETEHRE.
LLEID SDK N—2 3> DFEHEEEENTVET,

AWS SDK & /zld CLI CxreateTagsT ZfFH T3
ROY T ) 1— Rk, CreateTags 2 FHT I HEZHRBAL TVET,
C++

SDK for C++

(® Note

GitHub IZI&, T DDV Y —REHWET, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZRERLTSEZL,

//!' Add or overwrite only the specified tags for the specified Amazon Elastic
Compute Cloud (Amazon EC2) resource or resources.
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https://docs.aws.amazon.com/goto/SdkForRubyV3/ec2-2016-11-15/CreateSubnet
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/cpp/example_code/ec2#code-examples
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\param resources: The resources for the tags.
\param tags: Vector of tags.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::EC2::createTags(const Aws::Vector<Aws::String> &resources,
const Aws::Vector<Aws::EC2::Model::Tag> &tags,

const Aws::Client::ClientConfiguration
&clientConfiguration) {

Aws::EC2::EC2Client ec2Client(clientConfiguration);

Aws::EC2::Model::CreateTagsRequest createTagsRequest;
createTagsRequest.SetResources(resources);
createTagsRequest.SetTags(tags);

Aws::EC2::Model::CreateTagsOutcome outcome =
ec2Client.CreateTags(createTagsRequest);

if (outcome.IsSuccess()) {

std::cout << "Successfully created tags for resources" << std::endl;
} else {

std::cerr << "Failed to create tags for resources, " <<
outcome.GetError().GetMessage() << std::endl;

}

return outcome.IsSuccess();

- APl OFEMICOWTIE. TAWS SDKfor C++API U7 7L > A1 @ T CreateTagsy 23R
LTLEESW,

CLI
AWS CLI
Bl DY —ALRTZENT DI

XD create-tags OHITIE, XY Stack=production ZIBEET A X—JICEMT S
N, RTF—H Stack ® AMI AICBEFEO R T ZELEEELET,

aws ec2 create-tags \
--resources ami-1234567890abcdefo \
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--tags Key=Stack,Value=production

COOAXR > RTRAEHEIEhERA,
Bl 2: BED)Y—AICET#EBMTZICIE

XD create-tags OPITEF, 220X T&E AMIEA AR ARICEM (FLELEEE)L
F9, —HADRI TR, F— (webserver) FHYWERITHFEREH Y ELA (EFZEXFIICER
EEThTVETD), £5—FNDRTICIFF— (stack) &1E (Production) AH Y ET,

aws ec2 create-tags \
--resources ami-la2b3c4d i-1234567890abcdefo \
--tags Key=webserver,Value= Key=stack,Value=Production

COOXR RTRAMEHIETNEE A,
Bl 3: /WHRXFERBUCRJZEMTSICEF

XD create-tags OPITE, 1 AR AIZRY [Group]l=test ZEBMLFT, AFEI
(. ) BBHEXFTHY, TART—TIBRENFHVET, UTOHTE, FREICHEL 21T
MEXFEFEALTVET,

Windows 2L TW3 B4, BHRXFEECEZEZ _E5|AT () CTH&, E=E5|A/D
HICNY OAZY21 () ZRTET,

aws ec2 create-tags 2
--resources i-1234567890abcdefo *
--tags Key=\"[Group]\",Value=test

Windows PowerShell ZEA L TW3BE, KOXRS ICHRNFEZECEEZ _E5|HARF () T
B, E-ESIAFOFICNY VAT Y1 () ZFHTHAS, F—LEnBESAZ —E5|
AR () TR&AET,

aws ec2 create-tags °
--resources 1i-1234567890abcdef0 °
--tags 'Key=\"[Group]\",Value=test'

Linux £zl OSX ZFEAL TVWREBER., RORSICHERNFZ2ECERZ_E5 AR ("
THAKE#E, ¥F—LEOBELEZ —ESIRAA () THAKAXT,
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aws ec2 create-tags \
--resources i-1234567890abcdefo \
--tags 'Key="[Group]'",Value=test'

FHMICOVWTIEE, "TAmazon EC2 1—H¥—HA K1 ® "Amazon EC2 UV — AN R T FF 4

ESBLTLSEETY,
« API OFFHIIC DV TR, TAWSCLIOXR> RUTZ7F7L>2A1 O "CreateTagsy Z2Z8RL T
<EEV,
PowerShell

Tools for PowerShell V4

Bl1. COBITRE, BEENEVDY—AICE—ORITZEMLET, ZFTF—F "myTag.
T, XJ{EE "myTagValues T9., COBITEAEBEXICIE, PowerShell /N\—>32 3
LN BETY,

New-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag"; Value="myTagValue" }

Bl2: ZOBITIE, EBEEhEVUY —AICEBEENLERTZEHFELFEMLET., COHIT
FHENZEXICIE. PowerShell /N\—> 3> 3 UBENFAYETT,

New-EC2Tag -Resource i-12345678 -Tag @( @{ Key="myTag"; Value="newTagValue" },
@{ Key="test"; Value="anotherTagValue" } )

5] 3: PowerShell /\—> 3> 2 Tl&. New-Object ZFHL T Tag/ N\TA—Z DRI =ERT
PRENHYNET,

$tag = New-Object Amazon.EC2.Model.Tag
$tag.Key = "myTag"
$tag.value = "myTagValue"

New-EC2Tag -Resource i-12345678 -Tag $tag

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V4),
(MCreateTagsy 2L T EZE L,
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Tools for PowerShell V5

Bl1: Z0OBITR, EETAEVY-ALCE—ORTZEMLET, 2TF—F "myTag.
T, XU Bk "myTagValues T9, CcDHITHERAETNBEXICIE. PowerShell /N\—2 3> 3
PUZE S

New-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag"; Value="myTagValue" }

Pl2: ZOBITR, BEENEVY—ALEEECNEZTZEFIEEMNLET., C0OHIT
FEHENBEICIE. PowerShell N—> 3> 3 B MBETT,

New-EC2Tag -Resource i-12345678 -Tag @( @{ Key="myTag"; Value="newTagValue" },
@{ Key="test"; Value="anotherTagValue" } )

5 3: PowerShell /N\—= 3> 2 Tl&, New-Object ZFERAL T Tag/ N\TX—Z DR T =#ERT
PRENBHYNET,

$tag = New-Object Amazon.EC2.Model.Tag

$tag.Key = "myTag"

$tag.value = "myTagValue"

New-EC2Tag -Resource i-12345678 -Tag $tag

« APl MFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY KU Z7 7L 2R (V5),
(MCreateTagsy Z2ZBL T &V,
Rust

SDK for Rust

(® Note

GitHub ICl&. ZDMDUY—REHVET, AWS O—RBIVAT KDY T2<EFUH
ZROTT, RELERTOHFEZRERL TSEEZL,

cOBITRE, 1 ARADEREIC Name ZTZBALE T,

pub async fn create_instance<'a>(
&self,
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https://docs.aws.amazon.com/powershell/v5/reference
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1/examples/ec2#code-examples
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image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[0].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::buildexr()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;
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match response {

Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {

tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

}
tracing::info!("Instance is created.");

Ok(instance_id.to_string())

« APl OFFHIIC DV TIE. AWS SDK for Rust API U7 7L > AM "CreateTagsy Z2Z8RL T
<EEW,

AWS SDK R EHA REOD—RFAOELBIVANIDOVWTIE., T, Z283BL T EFE VWAWS SDK

ZFEAL T Amazon EC2 UY —A%ER T, COREY IICIE., FHABBAECET2ERE.
LLET) SDK/N—23a > OElEEENTVWET,

CLI T CreateVolume #{FH T3

ROY 7). I—RIE, CreateVolume ZFEATHHEZHALTVWET,

CLI
AWS CLI
ZZOAA SSD (gp2) R 1 —LEERTBICIE
XD create-volume OHITIE, BELETARAZEDFT4—Y—2I2 80 GiBAA SSD
(gp2) KU I—LBEERLET, BEOU—T 32 F us-east-1 THALBBHIBYET, £
2k, --region NTX—RZEBMLTION ROU—23a 2V ZBETEE T,
aws ec2 create-volume \
--volume-type gp2 \
--size 80 \
--availability-zone us-east-1a
A
Foav
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{
"AvailabilityZone": "us-east-1la",
"Tags": [1,
"Encrypted": false,
"VolumeType": "gp2",
"VolumeId": "vol-1234567890abcdef0",
"State": "creating",
"Iops": 240,
"SnapshotId": "",
"CreateTime": "YYYY-MM-DDTHH:MM:SS.000Z7",
"Size": 80
}

RVI—LRATEEBELBEVWEE, F7AIILNORII—LZATE gp2 T,

aws ec2 create-volume \
--size 80 \
--availability-zone us-east-1a

fl2: AFv7avy hAS7TOED 3> RIOPSSSD (i01) R 1 —AZERTBICIE

XD create-volume OHITIE, EELEAFY I >ay haFERALT, BELETRAS
EUF4—Y—2IC1,000 @07 OEa = Jd iz 10PS 227’0 3> R IOPS

SSD (io1) KU1 —AZERLES,

aws ec2 create-volume \
--volume-type iol \
--iops 1000 \
--snapshot-id snap-066877671789bd71b \
--availability-zone us-east-1a

H

"AvailabilityZone": "us-east-1la",
"Tags": [],

"Encrypted": false,

"VolumeType": "iol",

"VolumeId": "vol-1234567890abcdef0",
"State": "creating",

"Iops": 1000,

"SnapshotId": "snap-066877671789bd71b"
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"CreateTime": "YYYY-MM-DDTHH:MM:SS.000Z",
"Size": 500

Bl 3: EHLENIZAR) 1 —LZERTEICE

XD create-volume OHITIE, EBSESILANODT 72 MNO CMK ZFEHAL THRS{LE N
EARVI—-—LBERLET, T7FINTHEESANEIICE2>TVDIEES, AOKSIC --
encrypted NI X—REZEETIHENHYVET,

aws ec2 create-volume \
--size 80 \
--encrypted \
--availability-zone us-east-1a

H

{
"AvailabilityZone": "us-east-1la",
"Tags": [1,
"Encrypted": true,
"VolumeType": '"gp2",
"VolumeId": "vol-1234567890abcdef0",
"State": '"creating",
"Iops": 240,
"SnapshotId": "",
"CreateTime": "YYYY-MM-DDTHH:MM:SS.000Z",
"Size": 80

}

G5 TF 72 NTEMCE >TVWBEES, ROFOIN RiE, --encrypted /NT X —
AN BLTCEBSLEhLZR) I —LZERKLET,

aws ec2 create-volume \
--size 80 \
--availability-zone us-east-1a

--kms-key-id NTX—RZFEALTHARN—EEDO CMK ZIEETSHESRE. 71
NTEBSIEAEMICE2>TVTE --encrypted NTXA—RZEBETIHENHVET,

aws ec2 create-volume \
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--volume-type gp2 \

--size 80 \

--encrypted \

--kms-key-id 0Oea3fef3-80a7-4778-9d8c-1cOc6EXAMPLE \
--availability-zone us-east-1a

Bl 4: RTRFZEOR) 2 —LZERTDICIE

XD create-volume OFHITIE, R 1—LZERLT2 ODORTZEMLET,

aws ec2 create-volume \
--availability-zone us-east-1a \
--volume-type gp2 \
--size 80 \
--tag-specifications
'ResourceType=volume, Tags=[{Key=purpose,Value=production}, {Key=cost-
center,Value=cc123}]"'

« APl OFFMHICOWTIX, TAWSCLIOXR>RUTZ77L>A, ® "CreateVolumes #5 8L
TLEEL,

PowerShell

Tools for PowerShell V4

Bl1: ZOBITRE, BEENLER)1I-LZERLET,

New-EC2Volume -Size 50 -AvailabilityZone us-west-2a -VolumeType gp2

i

Attachments : {3

AvailabilityZone : us-west-2a

CreateTime 2 12/22/2015 1:42:07 AM
Encrypted : False

Iops . 150

KmsKeyId

Size : 50

SnapshotId

State : creating

Tags : {3

Volumeld : vol-12345678
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VolumeType 1 gp2

Bl2: COVOTAREITIRE, RUI—-—LZEXL, AZYIDF—EAXEBRBRADEZRD
ST BERLET,

$tag = @{ Key="stack"; Value="production" }

$tagspec = new-object Amazon.EC2.Model.TagSpecification
$tagspec.ResourceType = "volume"
$tagspec.Tags.Add($tag)

New-EC2Volume -Size 8@ -AvailabilityZone "us-west-2a" -TagSpecification $tagspec

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY NUT7 7L 2R (V4),
(M CreateVolumes 2B L T EEV,

Tools for PowerShell V5

Bl1: CoBITE, BEEAIZA) I —-LZERLET,

New-EC2Volume -Size 50 -AvailabilityZone us-west-2a -VolumeType gp2

o
Attachments : {3
AvailabilityZone : us-west-2a
CreateTime : 12/22/2015 1:42:07 AM
Encrypted : False
Tops : 150
KmsKeyId
Size : 50
SnapshotId
State : creating
Tags : {1
Volumeld : vol-12345678
VolumeType : gp2

Bl2: COVITARITRE, R I-LZEKL, ARY VOF—EAXBBRBADEZED
ST BERALET,

$tag = @{ Key="stack"; Value="production" }
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$tagspec = new-object Amazon.EC2.Model.TagSpecification
$tagspec.ResourceType = "volume"
$tagspec.Tags.Add($tag)

New-EC2Volume -Size 80 -AvailabilityZone "us-west-2a" -TagSpecification $tagspec

« API OFFMICOVW TR, "TOANYRLY NUTZ7L2A (V5 DCreateVolume, ZZ R L
TLEEW, AWS Tools for PowerShell

AWS SDK AREHA RED—RHIOTLBIDANIOVTE., T, 28BL T EEVAWS SDK
ZFEHAL T Amazon EC2 UY — A% ER T, COREYIICIE., EHABKBAECEITZEHRE.
BEIO SDK/NN—2 3 OEFEMEESENTVET,

AWS SDK F 7zl CLI CxreateVpcT A T3
ROY 7). 1—RIE, CreateVpc Z2FRITZHEERALTVWET,
CLI

AWS CLI
Bl 1: VPC Z1ER T 2 IC1F

XD create-vpc NDHITIE, FEEE N IPv4CIDR 7OY U & Name 25 %3F D VPC & 4E
BLTVWET,

aws ec2 create-vpc \
--cidr-block 10.0.0.0/16 \
--tag-specifications ResourceType=vpc, Tags=[{Key=Name,Value=MyVpc}]

A

"Vpc": {
"CidrBlock": "10.0.0.0/16",
"DhcpOptionsId": "dopt-5EXAMPLE",
"State": "pending",
"VpcId": "vpc-0a60eb65b4EXAMPLE",
"OwnerId": "123456789012",
"InstanceTenancy": "default",
"IpveCidrBlockAssociationSet": [],
"CidrBlockAssociationSet": [
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{
"AssociationId": "vpc-cidr-assoc-07501b79ecEXAMPLE",
"CidrBlock": "10.0.0.0/16",
"CidrBlockState": {
"State": "associated"
}
}
1,
"IsDefault": false,
"Tags": [
{
"Key": "Name",
"Value": MyVpc"
}
]

Bl2: ERTF>2—%%FDVPC ZERTZICIE

RD create-vpc DHITIE, EEENEZ IPVACIDR 7OV U EERTF>—%F D VPC

ZEHRLTVET,

aws ec2 create-vpc \
--cidr-block 10.0.0.0/16 \
--instance-tenancy dedicated

&
{
"Vpc": {
"CidrBlock": "10.0.0.0/16",
"DhcpOptionsId": "dopt-19edf471",
"State": "pending",
"VpcId": "vpc-0a53287fa4EXAMPLE",
"OwnerId": "111122223333",
"InstanceTenancy": "dedicated",
"IpveCidrBlockAssociationSet": [],
"CidrBlockAssociationSet": [
{
"AssociationId": "vpc-cidr-assoc-00b24cclc2EXAMPLE",
"CidrBlock": "10.0.0.0/16",
"CidrBlockState": {
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"State": "associated"

1,
"IsDefault": false

5l 3: IPv6 CIDR 7O Y U T VPC ZERT B IZ(F

XD create-vpc OFITIE. Amazon A2t 9 % IPv6 CIDR 7OY V&AL T, VPC &

ERLTVERT,

aws ec2 create-vpc \
--cidr-block 10.0.0.0/16 \
--amazon-provided-ipv6-cidr-block

A
{
"Vpc": {
"CidrBlock": "10.0.0.0/16",
"DhcpOptionsId": "dopt-dEXAMPLE",
"State": "pending",
"VpcId": "vpc-0fc5e3406bEXAMPLE",
"OwnerId": "123456789012",
"InstanceTenancy": "default",
"Ipv6CidrBlockAssociationSet": [
{
"AssociationId": "vpc-cidr-assoc-068432c6@bEXAMPLE",
"IpveCidrBlock": "",
"Ipv6CidrBlockState": {
"State": "associating"
I
"Ipv6Pool": "Amazon",
"NetworkBorderGroup": "us-west-2"
}
1,
"CidrBlockAssociationSet": [
{
"AssociationId": "vpc-cidr-assoc-0669f8f9f5EXAMPLE",
"CidrBlock": "10.0.0.0/16",
"CidrBlockState": {
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"State": "associated"

1,
"IsDefault": false

5 4: IPAM 7°—)L® CIDR %> T VPC ZERT B ICIE

XD create-vpc MOFITIE, Amazon VPC IP Address Manager (IPAM) 7°—J)L.® CIDR %
ALTVPC ZERLTVET,

Linux & &' macOS:

aws ec2 create-vpc \
--ipv4-ipam-pool-id ipam-pool-0533048da7d823723 \
--tag-specifications
ResourceType=vpc,Tags='[{Key=Environment,Value="Preprod"},
{Key=0Owner,Value="Build Team"}]'

Windows:

aws ec2 create-vpc 4

--ipv4-ipam-pool-id ipam-pool-0533048da7d823723 A

--tag-specifications
ResourceType=vpc, Tags=[{Key=Environment,Value="Preprod"}, {Key=Owner,Value="Build
Team"}]

o

"Vpc": {
"CidrBlock": "10.0.1.0/24",
"DhcpOptionsId": "dopt-2afccf50",
"State": "pending",
"VpcId": "vpc-010e1791024eb0af9",
"OwnerId": "123456789012",
"InstanceTenancy": "default",
"Ipv6CidrBlockAssociationSet": [],
"CidrBlockAssociationSet": [

{
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"AssociationId": "vpc-cidr-assoc-0a77deld803226d4b",
"CidrBlock": "10.0.1.0/24",
"CidrBlockState": {

"State": "associated"
}
}
1,
"IsDefault": false,
"Tags": [
{
"Key": "Environment",
"Value": "Preprod"
},
{
"Key": "Owner",
"Value": "Build Team"
}
]

FHMICOVWTE., "Amazon VPC IPAM 1—H%—74 Ry ® "IPAM 7—)L CIDR Z#fH 3 %
VPC Z/EHR 921 2ZRLTKEEL,

- APl OFFMICOW T, TAWSCLION>Y RUTZ7L> A1 @ "CreateVpcy 28R T

ZEW,

PHP
SDK for PHP
(® Note

GitHub IZIE, T DDV Y —RAEHWEXT, AWS JI—REIVARI K1) T2<EUH
ZROTT, RELERTOFEZHRLTSEZL,

/**
* @param string $cidr
* @return array

*/
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public function createVpc(string $cidr): array
{
try {
$result = $this->ec2Client->createVpc([
"CidrBlock" => $cidr,
D;
return $result['Vpc'];
}catch(Ec2Exception $caught){
echo "There was a problem creating the VPC: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

}

- APl OFEMICOWTIE. TAWS SDKfor PHP API U7 7L > A1 @ "CreateVpcy 2SR
LTLEEL,
PowerShell
Tools for PowerShell V4

Bl1: ZOFITE. IBEE N CIDR ## D VPC #ERKL E£F, Amazon VPC Tlk. VPC O
F7F)IKNDHCP A7 arty ., XA UIIN—hF—=TI), F7FIKZY NT—2 ACL
EERENET,

New-EC2VPC -CidrBlock 10.0.0.0/16

A

CidrBlock : 10.0.0.0/16
DhcpOptionsId : dopt-1a2b3c4d
InstanceTenancy : default
IsDefault : False

State : pending

Tags : {1

VpcId ¢ vpc-12345678

« APIOFFMIIC OV TR, "TONYRLYRNUTZ7L2A(V4)1 O "CreateVpcy ZZRL
TL &LV, AWS Tools for PowerShell

PEY, 525


https://docs.aws.amazon.com/goto/SdkForPHPV3/ec2-2016-11-15/CreateVpc
https://docs.aws.amazon.com/powershell/v4/reference

Amazon Elastic Compute Cloud FROYIN—HA K

Tools for PowerShell V5

Bl1: ZoOBITIE, IEEE - CIDR > VPC #4#EK L £9., Amazon VPC Tlk., VPC ®
F7A)INKNDHCP A7 artey ., XA IIL—KF—TI., F7FIRZY NT—2 ACL
EERENET,

New-EC2VPC -CidrBlock 10.0.0.0/16

& A

CidrBlock : 10.0.0.0/16
DhcpOptionsId : dopt-1la2b3c4d
InstanceTenancy : default
IsDefault : False

State : pending

Tags : {1

VpcId ¢ vpc-12345678

« APIOFFMIICOVW TR, "TONYRLYBRNUTZF7ZL2A (V5L O "CreateVpcy ZZRL
TL<EEV, AWS Tools for PowerShell
Python

SDK for Python (Boto3)

@ Note

GitHub IZIE, T DDV Y —RAEHWET, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRLTSEZ WL,

class VpcWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Amazon Virtual
Private Cloud actions."""

def __init_ (self, ec2_client: boto3.client):

Initializes the VpcWrapper with an EC2 client.
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:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.

self.ec2_client = ec2_client

@classmethod
def from_client(cls) -> "VpcWrapper":

Creates a VpcWrapper instance with a default EC2 client.

:return: An instance of VpcWrapper initialized with the default EC2
client.

ec2_client = boto3.client("ec2")
return cls(ec2_client)

def create(self, cidr_block: str) -> str:

Creates a new Amazon VPC with the specified CIDR block.

:param cidr_block: The CIDR block for the new VPC, such as '10.0.0.0/16"'.
:return: The ID of the new VPC.
try:

response = self.ec2_client.create_vpc(CidrBlock=cidr_block)

vpc_id = response["Vpc"]["VpcId"]

waiter = self.ec2_client.get_waiter("vpc_available")
waiter.wait(VpcIds=[vpc_id])
return vpc_id
except ClientError as client_error:
logging.error(
"Couldn't create the vpc. Here's why: %s",
client_error.response["Error"]["Message"],

)

raise

« APl OFFMIIZ DV TIE. AWS SDK for Python (Boto3) API U 7 7 L > A® "CreateVpc.
ZSRLTLEZ,
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Ruby

SDK for Ruby

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

require 'aws-sdk-ec2'

HOoH OHF OHF OH OH OHF O OH OH OHF OH OH O O OB OH O

Creates a virtual private cloud (VPC) in
Amazon Virtual Private Cloud (Amazon VPC) and then tags
the VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param cidr_block [String] The IPv4 CIDR block for the subnet.
@param tag_key [String] The key portion of the tag for the VPC.
@param tag_value [String] The value portion of the tag for the VPC.
@return [Boolean] true if the VPC was created and tagged;
otherwise, false.
@example
exit 1 unless vpc_created_and_tagged?(
Aws::EC2::Resource.new(region: 'us-west-2'),
'10.0.0.0/24",
'my-key',
'my-value'

)

def vpc_created_and_tagged?(

ec2_resource,
cidr_block,

tag_key,
tag_value
)
vpc = ec2_resource.create_vpc(cidr_block: cidr_block)
# Create a public DNS by enabling DNS support and DNS hostnames.
vpc.modify_attribute(enable_dns_support: { value: true })
vpc.modify_attribute(enable_dns_hostnames: { value: true })
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vpc.create_tags(tags: [{ key: tag_key, value: tag_value }])

puts "Created VPC with ID '#{vpc.id}' and tagged with key " \
"'#{tag_key}' and value '#{tag_value}'."
true
rescue StandardError => e
puts e.message
false
end

# Example usage:
def run_me
cidr_block = "'
tag_key =
tag_value =
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-vpc.rb ' \
'CIDR_BLOCK TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-vpc.rb ' \
'10.0.0.0/24 my-key my-value us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
cidr_block = '10.0.0.0/24'
tag_key = 'my-key'
tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

cidr_block = ARGV[0]
tag_key = ARGV[1]
tag_value = ARGV[2]
region = ARGV[3]

end

ec2_resource = Aws::EC2::Resource.new(region: region)

if vpc_created_and_tagged?(
ec2_resource,
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cidr_block,
tag_key,
tag_value
)
puts 'VPC created and tagged.'
else
puts 'VPC not created or not tagged.'
end
end

run_me if $PROGRAM_NAME == __ FILE__

« APl OFFMIC DWW Tk, TAWS SDK for Ruby API U7 7L >R, @ CreateVpc, 58
LTLEZL,

AWS SDK AREHA RED—RHIOTLBDANIOVTRE., T, 288U TS EEVWAWS SDK
ZEAL T Amazon EC2 UY — A& EHRTD. COREYDICIK., GHABBAECETIERE.
BLEIO SDK/NN—2 3V OEFEMEESENTVET,

AWS SDK F£ f=l& CLI CreateVpcEndpointT Z2EH 9%
ROY > 7). 1—RIE, CreateVpcEndpoint ZEA T2 HE&EHAL TVET,
CLI
AWS CLI
Bl1:T—RIITAI RRANZHERTBICE

XD create-vpc-endpoint OHITIlE, us-east-11)—3 2RO VPC vpec-1a2b3cad
& Amazon S3 DEIICS ' —RNJ I A VPC IV RARA 2V MEERL, L—hT—T )
rtb-11aa22bb ZZ NI RKRA 2V MIBEERITET,

aws ec2 create-vpc-endpoint \
--vpc-id vpc-1a2b3c4d \
--service-name com.amazonaws.us-east-1.s3 \
--route-table-ids rtb-11aa22bb

o
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"VpcEndpoint": {

"PolicyDocument": "{\"Version\":\"2008-10-17\",\"Statement\":[{\"Sid\":

\"\",\"Effect\":\"Allow\",\"Principal\" :\"\*\",\"Action\":\"\*\",\"Resource\":
\N"\*\"}1}",

"VpcId": "vpc-la2b3cad",
"State": "available",
"ServiceName": '"com.amazonaws.us-east-1.s3",
"RouteTablelIds": [
"rtb-11aa22bb"
1,
"VpcEndpointId": "vpc-1la2b3cad",
"CreationTimestamp": "2015-05-15T09:40:50Z"

HMICDOWVWTIE, AWS PrivateLink I—H'—HA RO T — KD I AT RIRA 2 N EERT
3, EBBLTEEL,

Bl2: AV B—TIAARAT RRAVNZERTDICIE

XD create-vpc-endpoint OHITIE, us-east-11)—3 2RO VPC vpc-1a2b3cad
& Amazon S3 DEIICA VA —TIAAVPC IV RIRA N EERLET, AV RICK
V), 37 %Y N subnet-1a2b3c4d ICTY RARA > MNFEREh, EF21 VT4 TIL—7
sg-la2b3c4d ICEEEMN TSN, TH—ER, £VWSF—& TS3, EVWSEZF>XITHNE
mEhxrd,

o

aws ec2 create-vpc-endpoint \
--vpc-id vpc-1a2b3c4d \
--vpc-endpoint-type Interface \
--service-name com.amazonaws.us-east-1.s3 \
--subnet-ids subnet-7bl6deOc \
--security-group-id sg-1a2b3c4d \
--tag-specifications ResourceType=vpc-endpoint,Tags=[{Key=service,Value=S3}]

"VpcEndpoint": {

"VpcEndpointId": "vpce-la2b3c4d5e6fla2b3",
"VpcEndpointType": "Interface",

"VpcId": "vpc-la2b3cad",

"ServiceName": '"com.amazonaws.us-east-1.s3",

N

1)
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"State": "pending",

"RouteTablelIds": [1,

"SubnetIds": [
"subnet-1la2b3c4d"

1,
"Groups": [
{
"GroupId": "sg-la2b3c4d",
"GroupName": "default"
}
1,

"PrivateDnsEnabled": false,
"RequesterManaged": false,
"NetworkInterfaceIds": [

"eni-0b16f0581c8ac6877"
1,

"DnsEntries": [
{
"DnsName": "*.vpce-la2b3c4d5e6fla2b3-9hnenorg.s3.us-
east-1.vpce.amazonaws.com",
"HostedZoneId": "Z7HUB22UULQXV"
1,

{
"DnsName": "*.vpce-la2b3c4d5e6fla2b3-9hnenorg-us-east-1c.s3.us-

east-1l.vpce.amazonaws.com",
"HostedZoneId": "Z7HUB22UULQXV"

}
1,
"CreationTimestamp": "2021-03-05T14:46:16.030000+00:00",
"Tags": [
{
"Key": "service",
"Value": "S3"
}
1,

"OwnerId": "123456789012"

FHMICDOWVWTIE, AWS PrivateLink I—H'—HA RO T4 22 —T7 T4 AVPC T RiRA >
NEERTD) BSBLTLSEEV,

5l 3: Gateway Load Balancer T R7R4 > KN ZERT B ICIE
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XD create-vpc-endpoint OHITIE, VPC vpc-111122223333aabbc &, Gateway
Load Balancer ZfFA L TEREE i —E ANDMIC Gateway Load Balancer T2 R7RA > k
ZHERLET,

aws

A

ec2 create-vpc-endpoint \
--service-name com.amazonaws.vpce.us-east-1.vpce-svc-123123alc43abc123 \
--vpc-endpoint-type GatewaylLoadBalancer \
--vpc-id vpc-111122223333aabbc \
--subnet-ids subnet-0011aabbcc2233445

"VpcEndpoint": {

"VpcEndpointId": "vpce-aabbaabbaabbaabba",
"VpcEndpointType": "GatewaylLoadBalancer",
"VpcId": "vpc-111122223333aabbc",

"ServiceName": "com.amazonaws.vpce.us-east-1.vpce-svc-123123alc43abcl23",

"State": "pending",
"SubnetIds": [
"subnet-001laabbcc2233445"
1,
"RequesterManaged": false,
"NetworkInterfacelds": [
"eni-01010120203030405"
1,
"CreationTimestamp": "2020-11-11T08:06:03.522Z",
"OwnerId": "123456789012"

I DV T, AWS PrivateLink 21— — 4 R® "Gateway Load Balancer T R7RA >/
ki EBBLTIEE L,

Bla: VDY—ATY RRA N 2RI DI

R®D create-vpc-endpoint OHITIE, VY—ATV RKRA NEERLET,

aws

ec2 create-vpc-endpoint \
--vpc-endpoint-type Resource \

--vpc-id vpc-111122223333aabbc \
--subnet-ids subnet-001laabbcc2233445 \

N

1)

\/
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--resource-configuration-arn arn:aws:vpc-lattice-us-
east-1:123456789012:resourceconfiguration/rcfg-0123abcde98765432

0

"VpcEndpoint": {
"VpcEndpointId": "vpce-00939a7ed9EXAMPLE",
"VpcEndpointType": "Resource",
"VpcId": "vpc-111122223333aabbc",
"State": "Pending",
"SubnetIds": [
"subnet-001laabbcc2233445"
1,
"Groups": [
{
"GroupId": "sg-03e2f15fbfc@9b000",
"GroupName": "default"

1,

"IpAddressType": "IPV4",

"PrivateDnsEnabled": false,

"CreationTimestamp": "2025-02-06T23:38:49.525000+00:00",

"Tags": [],

"OwnerId": "123456789012",

"ResourceConfigurationArn": "arn:aws:vpc-lattice:us-
east-1:123456789012:resourceconfiguration/rcfg-0123abcde98765432"

}

FMICOVWTIE, TAWS PrivateLink 1—%—7 4 K1 ® "Resource endpoints; ZZ8L T

<EZL,

Bl 5: —ERARY RD—UILY RRA N ZERTDICIE

RD create-vpc-endpoint MHITRE, H—EARARY ND—UITY RRSANEEKLE

EE

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type ServiceNetwork \
--vpc-id vpc-111122223333aabbc \
--subnet-ids subnet-001l1laabbcc2233445 \

N
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--service-network-axrn arn:aws:vpc-lattice:us-
east-1:123456789012:servicenetwork/sn-0101abcd5432abcdo \
--security-group-ids sg-0123456789012abcd

&0

"VpcEndpoint": {
"VpcEndpointId": "vpce-0f00567fa8EXAMPLE",
"VpcEndpointType": "ServiceNetwork",

"VpcId":
"State":

"vpc-111122223333aabbc",
"Pending",

"SubnetIds": [
"subnet-0011laabbcc2233445"

1,
"Groups"
{
}
1,

3 [

"GroupId": "sg-0123456789012abcd",
"GroupName": "my-security-group"

"IpAddressType": "IPV4",
"PrivateDnsEnabled": false,
"CreationTimestamp": "2025-02-06T23:44:20.449000+00:00",

"Tags":

1,

"OwnerId": "123456789012",
"ServiceNetworkArn": "arn:aws:vpc-lattice:us-
east-1:123456789012:servicenetwork/sn-0101abcd5432abcd0"

}
}
FHICOVWTIE, TAWS PrivateLink 1—%—73 4 K3 ® "Service network endpointsy Z%
BLTLSEZL,
« APl OFFMICOW T, TAWSCLI AN RUZ7 7L A1 @ "CreateVpcEndpointy &%
BLTLSEZL,
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PHP

SDK for PHP

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

* @param string $serviceName
* @param string $vpcId
* @param array $routeTablelds
* @return array
*/
public function createVpcEndpoint(string $serviceName, string $vpcId, array
$routeTableIds): array
{
try {
$result = $this->ec2Client->createVpcEndpoint([
'ServiceName' => $serviceName,
"VpcId' => $vpcld,
'RouteTablelds' => $routeTablelds,
1);

return $result["VpcEndpoint"];
} catch(Ec2Exception $caught){
echo "There was a problem creating the VPC Endpoint: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

o APl OFFMICOWVW T, AWSSDKforPHP "TAPIVUT77L>2A, @
MCreateVpcEndpointy ZZBL T EE L,

~
N\
w
X

536


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code/ec2#code-examples
https://docs.aws.amazon.com/goto/SdkForPHPV3/ec2-2016-11-15/CreateVpcEndpoint

Amazon Elastic Compute Cloud FROYIN—HA K

PowerShell

Tools for PowerShell V4

5l 1: ZDFITIE, VPC vpc-0fc1ff23f45b678eb TH—E A com.amazonaws.eu-west-1.s3 M
FILWVPC IV RRAVMNZERLET,

New-EC2VpcEndpoint -ServiceName com.amazonaws.eu-west-1.s3 -VpcId
vpc-0fclff23f45b678eb

A

ClientToken VpcEndpoint

Amazon.EC2.Model.VpcEndpoint

« API QOFFMICOVTIE, TONYRLYNUZ7L>2A(V4)s @ "CreateVpcEndpointy %
SHRLTLEEL, AWS Tools for PowerShell

Tools for PowerShell V5

5l 1: ZDFITIE, VPC vpc-0fc1ff23f45b678eb TH —E A com.amazonaws.eu-west-1.83 M
FLWVPC I RRAVMNZERLET,

New-EC2VpcEndpoint -ServiceName com.amazonaws.eu-west-1.s3 -VpcId
vpc-0fclff23f45b678eb

A

ClientToken VpcEndpoint

Amazon.EC2.Model.VpcEndpoint

« APl MEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ 7L A (V5),
@ "CreateVpcEndpoint; ZZ8BL T EE L\,

Torar 537


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v5/reference

Amazon Elastic Compute Cloud FROY/IN—HA R

Python

SDK for Python (Boto3)

® Note
GitHub IZ&, ZOHDOVY—REHET, AWS O—REIVARZ K TELEALUH
ZREOUT, REEERTOFEEBEL T LEE L,

class VpcWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Amazon Virtual

Private Cloud actions."""

def __init_ (self, ec2_client: boto3.client):

Initializes the VpcWrapper with an EC2 client.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.

self.ec2_client = ec2_client

@classmethod
def from_client(cls) -> "VpcWrapper":

Creates a VpcWrapper instance with a default EC2 client.

:return: An instance of VpcWrapper initialized with the default EC2
client.

ec2_client = boto3.client("ec2")
return cls(ec2_client)

def create_vpc_endpoint(
self, vpc_id: str, service_name: str, route_table_ids: list[str]
) -> Dict[str, Any]:
Creates a new VPC endpoint for the specified service and associates it
with the specified route tables.
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:param vpc_id: The ID of the VPC to create the endpoint in.
:param service_name: The name of the service to create the endpoint for.
:param route_table_ids: A list of IDs of the route tables to associate
with the endpoint.
:return: A dictionary representing the newly created VPC endpoint.
try:
response = self.ec2_client.create_vpc_endpoint(
VpcId=vpc_id,
ServiceName=service_name,
RouteTableIds=route_table_ids,
)
return response["VpcEndpoint"]
except ClientError as err:
logger.error(
"Couldn't create VPC endpoint for service %s. Here's why:

o\°
w0

service_name,
err.response["Error"]["Code"],
err.response["Error"]["Message"],

)

raise

« APl OFF#IC DWW T, AWS SDK for Python (Boto3) API U7 7 L > A
® "CreateVpcEndpoint; ZZ8BL T EE L\,

AWS SDK BREHA RED—RFAORLBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#ERT D, COREY DI, ERABHBAEICETIERE.
LI SDK/N—2 3V OFBEEENTVET,

CLI T CreateVpnConnection ZfEH 9%

ROYH > 7). 1—RIEk, CreateVpnConnection A T2 HZEHHALTLVET,

CLI

AWS CLI

Bl 1: BRI —T 4> JZERL T VPN R ZEKT S ICIE
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XD create-vpn-connection OfITE, EELLEBRBTZAR—KNF—RITI A ELEE
LIEAREIY—T—RNIJIAOBIC VPN #EHZERL. VPN EREICZTZ2ERALET. Hh
ICE, BDAZIY =T =D IAFTNAADRERHEN XML ERXTEEFNE T,

aws ec2 create-vpn-connection \

--type ipsec.1 \

--customer-gateway-id cgw-001122334455aabbc \

--vpn-gateway-id vgw-lalalalalala2b2b2 \

--tag-specification 'ResourceType=vpn-connection,Tags=[{Key=Name,Value=BGP-
VPN}]'

H

"VpnConnection": {
"CustomerGatewayConfiguration": "...configuration information...",
"CustomerGatewayId": "cgw-001122334455aabbc",
"Category": "VPN",

"State": "pending",
"VpnConnectionId": "vpn-123123123123abcab",
"VpnGatewayId": "vgw-lalalalalala2b2b2",
"Options": {
"EnableAcceleration": false,
"StaticRoutesOnly": false,
"LocalIpv4NetworkCidr": "0.0.0.0/0",
"Remotelpv4NetworkCidr": "0.0.0.0/0",
"TunnellInsideIpVersion": "ipv4",
"TunnelOptions": [
{1,
{}

},
"Routes": [],
"Tags": [
{
"Key": "Name",
"Value": "BGP-VPN"

N
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FHMICOVTIEE., AWS T Site-to-Site VPN 11— —H 4 RAWS M Site-to-Site VPN
worksy ZZBL TS EELV,

Bl 2: BEII—T 142 JZEML T VPN EiZFEKT 2 ICEF

XD create-vpn-connection OfITRE, EELLEBRBTZAR—KNF—RIT IS ELEE
LIEAAREI—T—KNIIADOBIC VPN EHEZEBRLET, #7232 TRHNIL—T12Y
ZEELET, HAOLCE, HRAEII—T—RNIIATFNAADORERHESN XML EXTEEN
F7,

aws ec2 create-vpn-connection \
--type ipsec.1 \
--customer-gateway-id cgw-001122334455aabbc \
--vpn-gateway-id vgw-lalalalalala2b2b2 \
--options "{\"StaticRoutesOnly\":true}"

A

"VpnConnection": {
"CustomerGatewayConfiguration": "..configuration information...",
"CustomerGatewayId": "cgw-001122334455aabbc",
"Category": "VPN",

"State": "pending",
"VpnConnectionId": "vpn-123123123123abcab",
"VpnGatewayId": "vgw-lalalalalala2b2b2",
"Options": {
"EnableAcceleration": false,
"StaticRoutesOnly": true,
"LocalIpv4NetworkCidr": "0.0.0.0/0",
"RemotelIpv4NetworkCidr": "0.0.0.0/0",

"TunnelInsideIpVersion": "ipv4",
"TunnelOptions": [
{1,
{}
]
b
"Routes": [],
"Tags": []
}
}
VZPED
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FHMICOVTIEE., AWS T Site-to-Site VPN 11— —H 4 RAWS M Site-to-Site VPN
worksy ZZBL TS EELV,

Bl 3: VPN ##tZ2EB L. CDRATHADF —LBHHAT—ZEETSHICE

XD create-vpn-connection MHITIE, VPN #Z#HEZEKL. WEFIP 7 KL A CIDR
7OvY., BREERNVRILODARLERREF—EZEELET, BEESnLER
CustomerGatewayConfiguration IH&ICIRENET,

aws ec2 create-vpn-connection \

--type ipsec.1 \

--customexr-gateway-id cgw-001122334455aabbc \

--vpn-gateway-id vgw-lalalalalala2b2b2 \

--options
TunnelOptions='[{TunnelInsideCidr=169.254.12.0/30,PreSharedKey=ExamplePreSharedKeyl},
{TunnelInsideCidr=169.254.13.0/30,PreSharedKey=ExamplePreSharedKey2}]'

H

"VpnConnection": {
"CustomerGatewayConfiguration": "..configuration information...",
"CustomerGatewayId": "cgw-001122334455aabbc",
"Category": "VPN",

"State": "pending",
"VpnConnectionId": "vpn-123123123123abcab",
"VpnGatewayId": "vgw-lalalalalala2b2b2",
"Options": {
"EnableAcceleration": false,
"StaticRoutesOnly": false,
"LocalIpv4NetworkCidr": "0.0.0.0/0",
"RemotelIpv4NetworkCidr": "0.0.0.0/0",

"TunnelInsideIpVersion": "ipv4",
"TunnelOptions": [
{

"QutsideIpAddress": "203.0.113.3",
"TunnelInsideCidr": "169.254.12.0/30",
"PreSharedKey": "ExamplePreSharedKeyl"

"QutsideIpAddress": "203.0.113.5",
"TunnelInsideCidr": "169.254.13.0/30",
"PreSharedKey": "ExamplePreSharedKey2"
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}
]
},
"Routes": [],
"Tags": []

FHMIZOVWTIEE, AWS T Site-to-Site VPN 1—%—H 4 RAWS M Site-to-Site VPN
worksy ZZHBL T EE L,

Bla:1Pv6 RZT7 4V V&Y R—KTS VPN ERZERTICE

XD create-vpn-connection MBITIE, EEL Iz Transit Gateway EFEEL W AZN—
T—RIJIADOEICIPV6 NZT7 1Y U ZHR—NTS VPN ERZERLET, MED K>
ZLNDORNZRILATIAa G, FIKEXRDII—23a>2HBAWS §2HXENHBD %
BELEY,

aws

ec2 create-vpn-connection \

--type ipsec.1 \

--transit-gateway-id tgw-12312312312312312 \

--customer-gateway-id cgw-001122334455aabbc \

--options TunnelInsidelIpVersion=ipv6, TunnelOptions=[{StartupAction=start},

{StartupAction=start}]

A

"VpnConnection": {

"CustomerGatewayConfiguration": "..configuration information...",

"CustomerGatewayId": "cgw-001122334455aabbc",

"Category": "VPN",

"State": "pending",

"VpnConnectionId": "vpn-11111111122222222",

"TransitGatewayId": "tgw-12312312312312312",

"Options": {
"EnableAcceleration": false,
"StaticRoutesOnly": false,
"LocalIpv6NetworkCidr": "::/0Q",
"RemoteIpv6NetworkCidr": "::/0",
"TunnelInsideIpVersion": "ipvé",
"TunnelOptions": [
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{
"OutsideIpAddress": "203.0.113.3",
"StartupAction": "start"
1,
{
"OutsideIpAddress": "203.0.113.5",
"StartupAction": "start"
}
]
1,
"Routes": [],
"Tags": []

M DOWTIE., AWS T Site-to-Site VPN 1 —H%'—4 4 RAWS , @ Site-to-Site VPN

worksy ZZRLTLSEE L,

« APl OFFMICDOWTIX, TAWSCLIONX> RUZ 7L AL @ MCreateVpnConnection g
BESBLTLSEZL,

PowerShell
Tools for PowerShell V4

Bl COBITE, EEENEFBRTZAR—NF—RIVIAEEEETNEHAZI-T—hK
VI OMEIC VPN EBEZERLET. OIS, ZY RD—OBERENLRETIRERR
A XMLERATEENRET,

New-EC2VpnConnection -Type ipsec.l -CustomerGatewayId cgw-la2b3c4d -VpnGatewayId
vgw-1la2b3c4d

I
CustomerGatewayConfiguration : [XML document]
CustomerGatewayId : cgw-1la2b3c4d
Options :
Routes : {3
State : pending
Tags : {1
Type :
VgwTelemetry : {3

PEY, 544


https://docs.aws.amazon.com/vpn/latest/s2svpn/how_it_works.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpn-connection.html

Amazon Elastic Compute Cloud FROYIN—HA K

VpnConnectionId : vpn-12345678
VpnGatewayId : vgw-la2b3c4d

Bl2: COBEITIEE, VPN EHGEZERL, BESNEBAO 7 7AIILNICKREEF Y S FrLE
9,

(New-EC2VpnConnection -CustomerGatewayId cgw-1la2b3c4d -VpnGatewayId
vgw-1a2b3c4d).CustomerGatewayConfiguration | Out-File C:\path\vpn-
configuration.xml

Bl 3 COBITR, BEENERETSARK—RF—RII A EEEENEARZI—F —h
VIO, BIL—T 1T EFERLT VPN EBHREERLET.

New-EC2VpnConnection -Type ipsec.l -CustomerGatewayId cgw-la2b3c4d -VpnGatewayId
vgw-1a2b3c4d -Options_StaticRoutesOnly $true

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L 2R (V4),
@ "CreateVpnConnectiony ZZBL TS &L,

Tools for PowerShell V5

Bl1: COBITE., BEENLZBRETZFARKR—RNS—RIIAEBEENLEDAREI—T—K
JIADOEIC VPN EREZERLET. HHICR, XY RND—VEBENfNBELTIRERR
A XMLEXTEENRET,

New-EC2VpnConnection -Type ipsec.l -CustomerGatewayId cgw-la2b3c4d -VpnGatewayId
vgw-1a2b3c4d

ik
CustomerGatewayConfiguration : [XML document]
CustomerGatewayId : cgw-1la2b3c4d
Options :
Routes : {3
State : pending
Tags : {3
Type 8
VgwTelemetry 5 1L
VpnConnectionId : vpn-12345678
VpnGatewayId : vgw-la2b3c4d

N
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Bl 2: ZOBITIE, VPN EHGZERL, BESCNERBAOD 7 Z7AIILICKREZF Y TFYLE
9,

(New-EC2VpnConnection -CustomerGatewayId cgw-la2b3c4d -VpnGatewayId
vgw-1a2b3c4d) .CustomerGatewayConfiguration | Out-File C:\path\vpn-
configuration.xml

Bl3: COBITE, BEEHIERETZAR—RNF—RI IS ERBEENEAAEZN—T—H
VIADEICENIL—TA2JZERAL T VPN ERZERLET,

New-EC2VpnConnection -Type ipsec.l -CustomerGatewayId cgw-1la2b3c4d -VpnGatewayId
vgw-1a2b3c4d -Options_StaticRoutesOnly $true

« APl MEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ 7L VA (V5)
? CreateVpnConnection; ZZ8BL TS &L\,

AWS SDK AREHA RED—RHIOTELBVANCOVTE., T, 288U TS EEVAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., FHABBAFECETIERE.
LT SDK/NN—2 3V 0EFlEEFENTVET,

CLI T CreateVpnConnectionRoute ZfFEH T3
ROY > 7 ) 1—RiE, CreateVpnConnectionRoute ZFEA T2 HEEHBALTVET,
CLI
AWS CLI
VPN EHOBNIL— N ZHERTBICE

COBITE, EBEE N VPN #EHEICH L THHNIL— M ZERLTVERY, OV RAKL
2EE. HARRYEEA

N> R

aws ec2 create-vpn-connection-route --vpn-connection-id vpn-40f41529 --
destination-cidr-block 11.12.0.0/16

« APl OFFMRICOWVW TR, TAWSCLIOXR>RUJZZLVAL D
MCreateVpnConnectionRoute ; ZZB L TS &L,
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PowerShell

Tools for PowerShell V4

Pl1: CoBITRH, BEEShE VPN EZERACEEE A EBNIL—MZERXLXT,

New-EC2VpnConnectionRoute -VpnConnectionId vpn-12345678 -DestinationCidrBlock
11.12.0.0/16

« APl MFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUZ7 7L A (V4),
? CreateVpnConnectionRoutey ZZRL T & L,

Tools for PowerShell V5

Bl1: COPITRE, BEEThiz VPN ERAICEES M EBHIIL—NZERLET,

New-EC2VpnConnectionRoute -VpnConnectionId vpn-12345678 -DestinationCidrBlock
11.12.0.0/16

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY KU 7 7L >R (V5),
@ CreateVpnConnectionRoute ; Z2Z8BL T & L\,

AWS SDK R EHA RED—RFAORLBIVANIDODVWTIE., T, Z283BLTLEFE VWAWS SDK

ZEAL T Amazon EC2 UY —A%/ER T, CcOREY IICIE., FHABEBAEICET2ERE.
LLEi) SDK/NN—23a > OElEEENTVWET,

CLI T CreateVpnGateway Z 9%
ROY 7). 1—RiE, CreateVpnGateway ZFEA T2 HEEHBALTVET,
CLI
AWS CLI
RETZAR—RNT—RNIVIAZERTBICE
COBITRE, RETZARXR—NTF—RIITAZERLET,
aN > R:

aws ec2 create-vpn-gateway --type ipsec.1
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o
{
"VpnGateway": {
"AmazonSideAsn": 64512,
"State": "available",
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-9a4cacf3",
"VpcAttachments": []
}
}

BED Amazon IO ASN ZEAL TRETZAR—KF— KNI I A ZERT B ICEF

COHITE, RETSARK—RNTF—KNIJIT/4 %KL, BGP Y 3> ® Amazon fllC AS
&S (ASN) Z8ELFT,

N> R

aws ec2 create-vpn-gateway --type ipsec.l --amazon-side-asn 65001

A
{
"VpnGateway": {
"AmazonSideAsn": 65001,
"State": "available",
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-9a4cacf3",
"VpcAttachments": []
}
}

« APl OFFMICDW T, TAWSCLION> RUZ 7L A1 @ "CreateVpnGateway, &2
BLTLSEZL,

PowerShell
Tools for PowerShell V4

Pl1: COBITRE, BEEALERETZAR—KTF—RIIAZERLET,
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New-EC2VpnGateway

H

AvailabilityZone :

State

Tags

Type
VpcAttachments
VpnGatewayId

-Type ipsec.1

: available

: {3

: ipsec.1

: {3

: vgw-la2b3c4d

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY KU 77 7L >R (V4),
(M CreateVpnGatewayy ZZRBL TS E&E L\,

Tools for PowerShell V5

Bl1: COBITRE, BEENLBRETZAR—KNT—RIILZERLET,

New-EC2VpnGateway

A

AvailabilityZone :

: available

: {3

: ipsec.1

: {3

: vgw-la2b3c4d

State

Tags

Type
VpcAttachments
VpnGatewayId

-Type ipsec.1

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V5),
M "CreateVpnGateway ) ZZBRL T<EE V),

AWS SDK AEESHA REOD—RHIOTLBZVANIDOVWTR., T, 288BL T EEVAWS SDK
ZFEHALT Amazon EC2 UY —AZER T, COREYOICIE., FRABBAECEITZERE.

BHEID SDK/N—=2 32 OFBEEENATVET,

CLI T DeleteCustomerGateway ZfffH 93

RO 7). 1— Rk, DeleteCustomerGateway ZFH T2 HEZHRBAL TVET,

Foav
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CLI

AWS CLI
AABI =T =TT A ZHIKRITBICE

COPITR, BEETNENDAZI—T—RIITAZHIBRLET, IV RARBL 2BE.
AFEYEE A

aN > R:
aws ec2 delete-customer-gateway --customer-gateway-id cgw-0ellf167

« APl OFFMRICOWVWTIE, TAWSCLIOXR>RUTZZLVAL D
MDeleteCustomerGatewayy B L TS EE V),

PowerShell
Tools for PowerShell V4

Bl1: COPBITIE, BEENEADAEZI—T—RIIAZHIBRLET, Force NTX—RE1E
ELBZVERY, ARL =23 U FECHIICEZEZROSNET,

Remove-EC2CustomerGateway -CustomerGatewayId cgw-la2b3c4d

H

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2CustomerGateway (DeleteCustomerGateway)" on
Target "cgw-la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'"):

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY NUT7 7L 2R (V4),
M DeleteCustomerGateway; ZZ8BL T EE L\,

Tools for PowerShell V5

Bl1: COBITE, BEECNEDAEZII—T—RIIAZHIBRLE T, Force/ NTX—RE1E
ELEWRY, AXRL =23 N EDRIICERZROSNET,
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Remove-EC2CustomerGateway -CustomerGatewayId cgw-la2b3c4d

H

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2CustomerGateway (DeleteCustomerGateway)'" on
Target "cgw-la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl MEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY KU Z7 7L 2R (V5),
M DeleteCustomerGateway s 2B L T EE V),

AWS SDK BREHA REOD—RFAORELBVANIDOVWTIE., T, Z283BL T EFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECETERE.
LBEID SDK/NN—2 3> DHEAEEENTVET,

CLI T DeleteDhcpOptions ZFER T3

ROY 7). 1—RiE, DeleteDhcpOptions ZFEA T2 HEEHAL TVET,
CLI

AWS CLI
DHCP #7'¥ 3>ty NEHIBRTSICIE

COBITE, BEENIZDHCP #7320ty MNZHIRRLET, O RAKIIL 1235
&, HHREWEEA,

a2 R:
aws ec2 delete-dhcp-options --dhcp-options-id dopt-d9070ebb

« APl OFFMIC DWW T, TAWSCLI AN RUZ7 7L A1 @ "DeleteDhcpOptionsy &%
BLTLSEZL,
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PowerShell

Tools for PowerShell V4

Bl1: COBITE, BEESNZDHCP 723>ty RZHIBRLUE T, Force /NTX—RE15
ELULBVRY, ARL—23 A ECHIICEREZROSNET,

Remove-EC2DhcpOption -DhcpOptionsId dopt-1la2b3c4d

H

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2DhcpOption (DeleteDhcpOptions)" on Target
"dopt-1la2b3cad".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

« APl MEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ7 7L 2R (V4),
M DeleteDhcpOptionsy ZZ B L TS E&E WY,

Tools for PowerShell V5

Bl1: COBITIEE, ESNEZDHCP 723>ty RZHIBRLUE T, Force /NTX—RE15
EULBVRY, ARL—23 A ECHIICEREZROSNET,

Remove-EC2DhcpOption -DhcpOptionsId dopt-1la2b3c4d

H

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2DhcpOption (DeleteDhcpOptions)" on Target
"dopt-1la2b3cad”.

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

« APl MEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ 7L A (V5),
M DeleteDhcpOptionsy ZZBL T E&E WY,

Torar 552
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LBEID SDK/NN—2 3> DHEMEEENTVET,

CLI T DeleteFlowLogs ZfFH 3%

RO 7). 1— Rk, DeleteFlowLogs ZFEA T2 HEZHRBL TVET,

CLI
AWS CLI
70—-0O07ZHIBRT2ICE
XD delete-flow-logs OHITE. EELEZ7O—OJ ZHIBRLE T,
aws ec2 delete-flow-logs --flow-log-id f1-11223344556677889
o
{
"Unsuccessful": []
}
« API QOFFMIC DOV TR, TAWSCLION>Y RUTZ7L AL ® "DeleteFlowLogs, 258
LTLSEZL,
PowerShell

Tools for PowerShell V4

5l 1: ZOHITRE, EEE N iz FlowLogld fl-01a2b3456a789c01 ZHIBRL £ T,

Remove-EC2FlowLog -FlowLogId f1-01a2b3456a789c01

e

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2FlowLog (DeleteFlowlLogs)" on target
"f1-01a2b3456a789c01".

PEY, 593
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[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): Y

« APl QEFMIC DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ 7L 2R (V4),
(MDeleteFlowLogs) ZZRBL TS EE L,

Tools for PowerShell V5

Bl 1: ZOBITIE, EEE Nz FlowLogld fl-01a2b3456a789c01 ZHIBRL £7 .

Remove-EC2FlowLog -FlowLogId f1-01a2b3456a789c01

g

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-EC2FlowLog (DeleteFlowlLogs)" on target
"f1-01a2b3456a789c01".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
||Y|| ) . Y

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY KU 7 7L 2R (V5),
M DeleteFlowLogs) ZZRBL TS EE L\,

AWS SDK R EHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A&EHR T, COREYOICIK., GABBAEICETIERE.
LLEi) SDK/NN—23a > OElEEENTVWET,

CLI T DeleteInternetGateway ZfEH 93

RDOB 7 )L 1— Rk, DeleteInternetGateway ZHHT 2 HEEHBALTVET,
CLI
AWS CLI
A=Y NTF—RIJIAZHIBRTDICE

XD delete-internet-gateway OHITE., EELIEA 2 Z—RY N — RNV I A4 ZHIBR
LET,

PEY, 554
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aws ec2 delete-internet-gateway \
--internet-gateway-id igw-0dofb496b3EXAMPLE

COOXRY RTRAEELIEIhEREA,
FHECOVTE, Amazon VPC A—H—HA RO "A1 22—V KNT—hDIT A4, 25RL
TL<EEL,

« APl OFEMIC DOV Tk, TAWSCLI N> RUTZ7L>A1 @ DeletelnternetGateway 4
ZSRLTLSEEZL,

PowerShell
Tools for PowerShell V4

Bl1: BT, BEESNEAZ—KY RN —RIJIAZHIBRLE T, Force /NTX—&
ERELBRVREY, BENfEDHICHEREEZROSNET,

Remove-EC2InternetGateway -InternetGatewayId igw-1la2b3c4d

A

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2InternetGateway (DeleteInternetGateway)" on
Target "igw-la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L 2R (V4),
M DeletelnternetGateway s 2B L T &L\,

Tools for PowerShell V5

Bl1: ZOPITIEE, BEENEAEZ—FXY NS —RNIDI A ZHIBRLET, Force /NTX—X
BIEELEVERY. ARL— 3 FROHICERERD ShET,

Remove-EC2InternetGateway -InternetGatewayId igw-1la2b3c4d

A

PEY, 595
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Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2InternetGateway (DeleteInternetGateway)" on
Target "igw-1la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Yy"):

« APl OEFMIZ DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
M DeletelnternetGateway s 2B L T &V,

AWS SDK AR EHA RED—RHIOTEBDANCOVWTRE., T, 288U T<EEVAWS SDK
ZEHAL T Amazon EC2 UY —A%#ER T, COREYIICIE., EHABKBAECEITIEHRE.
BEIO SDK/NN—2 3 OEFBEESENTVET,

AWS SDK & /zld CLI DeleteKeyPairT ZFEH T3
ROY 7 ) 1—RiE, DeleteKeyPair ZFA T2 HEZHALTVET,

To2avhlk, KYRERTOJZLNSOO—ROE#RTHY), IVTFANATRITITILE
AHYVET, RODA—RHIT, COTI>3VOIATHFANEERETERT,

. BAERF

NET

SDK for .NET

(® Note

GitHub ICl&. ZODUY—REHV) ETF, AWS O—RBIVAT K T2<EFUH
ZROUT, RELERTOFEZRERLTSEZL,

/// <summary>

/// Delete an Amazon EC2 key pair.

/// </summary>

/// <param name="keyPairName">The name of the key pair to delete.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DeleteKeyPair(string keyPairName)

PEY, 556
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{
try
{
await _amazonEC2.DeleteKeyPairAsync(new
DeleteKeyPairRequest(keyPairName)).ConfigureAwait(false);
return true;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidKeyPair.NotFound")
{

_logger.LogError($"KeyPair {keyPairName} does not exist and
cannot be deleted. Please verify the key pair name and try again.");

}

return false;
}
catch (Exception ex)
{

Console.WriteLine($"Couldn't delete the key pair because:
{ex.Messagel}");
return false;

/// <summary>

/// Delete the temporary file where the key pair information was saved.
/// </summary>

/// <param name="tempFileName">The path to the temporary file.</param>
public void DeleteTempFile(string tempFileName)

{
if (File.Exists(tempFileName))
{
File.Delete(tempFileName);
}
}

« APl OFFMICDWTIX, TAWS SDK for NETAPI U7 7L > A1 @ MDeleteKeyPair, %

SZRLTEEL,
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Bash

AWS CLIBash A2 U7 N2 RT3

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

EE R EFEEEFEEFFEEEEFEFEFFEEEFEFEEEFEEFFEEEEEEFEEE G
# function ec2_delete_keypair

#

This function deletes an Amazon EC2 ED25519 or 2048-bit RSA key pair.

Parameters:
-n key_pair_name - A key pair name.

And:
@ - If successful.
1 - If it fails.
bedigigigide oo gogidedigigigodiiogigogidedigiggode i gogiFedigigegifedi g fogiFedigiggifeiigigogiFedigigogifeiigifogiFidigigogiFeigigigigiFidi
function ec2_delete_keypair() {
local key_pair_name response

#
#
#
#
#
#
#
#

local option OPTARG # Required to use getopts command in a function.
# bashsupport disable=BP5008
function usage() {
echo "function ec2_delete_keypair"
echo "Deletes an Amazon EC2 ED25519 or 2048-bit RSA key pair."
echo " -n key_pair_name - A key pair name."

echo

# Retrieve the calling parameters.
while getopts "n:h" option; do
case "${optionl}" in
n) key_pair_name="${OPTARG}" ;;
h)
usage
return 0

..
a4
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NE)
echo "Invalid parameter"
usage
return 1
esac
done
export OPTIND=1

if [[ -z "$key_pair_name" ]]; then
errecho "ERROR: You must provide a key pair name with the -n parameter."
usage
return 1

fi

response=$(aws ec2 delete-key-pair \
--key-name "$key_pair_name") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports delete-key-pair operation failed.$response"
return 1

return 0

COPITEAEZATVWRI—T 1T 1B,

HHHH AR H AR H AR R A R R R R T TSRS
# function errecho
#

# This function outputs everything sent to it to STDERR (standard error output).

buuububububiiiiiiiigiiipi g g g gggggg g g bbb b iR b R PSS S S S S G G g b
function errecho() {
printf "%s\n" "$*" 1>&2

HAHHH SR HRH R H AR ARG RS RS RS RS RS R HRHRH R H AR AR RS RS RS RS R HRHRH R H B HEH RS RS RS RS RS RS H
# function aws_cli_error_log()

#

# This function is used to log the error messages from the AWS CLI.

#

# The function expects the following argument:

N

1)

\/
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$1 - The error code returned by the AWS CLI.

Returns:
@: - Success.

H OH O O R

HAHHHHHH A SRR R RS TR SRR HH SRR SRR R SRR RS R H RS R H RS ST RS RS ST H S RT3
function aws_cli_error_log() {

local err_code=$1

errecho "Error code : $err_code"

if [ "$err_code" == 1 ]; then

errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]1; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."
fi
return 0

« API OFFMAICDOWVWTIEE., TAWSCLION> RUZTZ7ZL>2VAL ® "TDeleteKeyPairy 25 8BL

TLiZE W,
C++
SDK for C++
(@ Note

GitHub ICIE, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRLTSEZL,

560

~
N\
w
X
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//! Delete an Amazon Elastic Compute Cloud (Amazon EC2) instance key pair.
Al

\param keyPairName: A name for a key pair.

\param clientConfiguration: AWS client configuration.

\return bool: Function succeeded.

*/

bool AwsDoc::EC2::deleteKeyPair(const Aws::String &keyPairName,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);
Aws::EC2::Model: :DeleteKeyPairRequest request;

request.SetKeyName(keyPairName);
const Aws::EC2::Model::DeleteKeyPairOutcome outcome =
ec2Client.DeleteKeyPair(
request);

if (loutcome.IsSuccess()) {
std::cerr << "Failed to delete key pair " << keyPairName <<
":" << outcome.GetError().GetMessage() << std::endl;
} else {
std::cout << "Successfully deleted key pair named " << keyPairName <<
std::endl;

return outcome.IsSuccess();

- APl OSHAIC DWW Tk, TAWS SDK for C++ APl U7 7 L A @ "DeleteKeyPair, %%

BLTLSEEE L,
CLI
AWS CLI
F—RTZHIRTBICE
XD delete-key-pair OPITIE, BEENLEF—RTEHIRLET,
aws ec2 delete-key-pair \
ZPED, =


https://docs.aws.amazon.com/goto/SdkForCpp/ec2-2016-11-15/DeleteKeyPair
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--key-name my-key-pair

0
{
"Return": true,
"KeyPairId": "key-03c8d3aceb53b507"
}

FHHICOVTIEE., TAWSIONV RTIA A BZ—T T4 A1 @ "Create and delete key

pairs; ZZBL T EZ W,

« API OFFMICDOVWTE., TAWSCLION> RUTZ7L>AL @ TDeleteKeyPairy ZZ8& L
TLEEL,

Java

SDK for Java 2.x

® Note

GitHub ICl&, TDMDIY—REHY KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELERTOFEZRRBL TS EZL,

/**
* Deletes a key pair asynchronously.
*
* @param keyPair the name of the key pair to delete
* @return a {e@link CompletableFuture} that represents the result of the
asynchronous operation.

& The {@link CompletableFuture} will complete with a {@link
DeleteKeyPairResponse} object
& that provides the result of the key pair deletion operation.
*/
public CompletableFuture<DeleteKeyPairResponse> deleteKeysAsync(String
keyPair) {
DeleteKeyPairRequest request = DeleteKeyPairRequest.builder()
.keyName (keyPair)
.build();
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// Initiate the asynchronous request to delete the key pair.
CompletableFuture<DeleteKeyPairResponse> response =
getAsyncClient().deleteKeyPair(request);
return response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to delete key pair: " +
keyPair, ex);
} else if (resp == null) {
throw new RuntimeException("No response received for deleting key
pair: " + keyPair);
}
18

« APl OFFMICDOWTIX, TAWS SDK for Java2.x API U7 7 L > A1 @ TDeleteKeyPair
ZSRBRLTLSEET,

JavaScript

SDK for JavaScript (v3)

(@ Note

GitHub ICl&. ZOMDUY—REHV)ET, AWS O—RBIVAT KDY T2<EFUH
ZROUT, RELEERTOFEEZRRAL TSEEZL,

import { DeleteKeyPairCommand, EC2Client } from "@aws-sdk/client-ec2";

/**
* Deletes the specified key pair, by removing the public key from Amazon EC2.
* @param {{ keyName: string }} options
*/
export const main = async ({ keyName }) => {
const client = new EC2Client({});
const command = new DeleteKeyPairCommand({
KeyName: keyName,

1)

try {
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await client.send(command);
console.log("Successfully deleted key pair.");
} catch (caught) {

if (caught instanceof Error && caught.name === "MissingParameter") {
console.warn( "${caught.message}. Did you provide the required value?');
} else {
throw caught;
}

}
};

« APl OFFMIC DOV TIE, TAWS SDK for JavaScript APl U7 7L A, @
MDeleteKeyPair; ZZBL T EE W,

Kotlin

SDK for Kotlin

(@ Note

GitHub (ZIE, ZTDEDVY —REHYWET, AWS JI—REIVARI K T2<EUH
ZROTT, RELERTOFEZRERLTSEEZL,

suspend fun deleteKeys(keyPair: String?) {
val request =
DeleteKeyPairRequest {
keyName = keyPair
}

Ec2Client { region = "us-west-2" }.use { ec2 ->
ec2.deleteKeyPair(request)
println("Successfully deleted key pair named $keyPair")

« APl OFMIC DV TIE, TAWS SDK for Kotlin API U 7 7 L > A5 ® TDeleteKeyPairy %
SRLTLSEEL,
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PowerShell

Tools for PowerShell V4

Bl1: COBITRE, BEETNIEF—RTZHIBRLE T, Force NTX—ZEHEELEVRY,
ARL =23 FECHIICEEZRHSNET,

Remove-EC2KeyPair -KeyName my-key-pair

H

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2KeyPair (DeleteKeyPair)" on Target "my-key-pair".
[Y] Yes [A] Yes to All [N] No

[L] No to A1l [S] Suspend [?] Help (default is
IIYII ) :

« APl OFFMICDO W T,

FOXY>RLY NUTZ7L2A(V4)) DDeleteKeyPairy 258 L
TLEZL,

AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: BT, BEENEF—RTZHBRLET, Force NTX—REILBELBEVREY,
ARL—=>a U FECHIICHEREZROSNET,

Remove-EC2KeyPair -KeyName my-key-pair

A

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2KeyPair (DeleteKeyPair)" on Target "my-key-pair".
[Y] Yes [A] Yes to A1l [N] No

[L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl OFFHICDOWTI,

FONRLYBNUTZ7L2A (V51 DDeleteKeyPair; 25 8B L
TLEEL,

AWS Tools for PowerShell

Foav
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Python

SDK for Python (Boto3)

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

class KeyPairWrapper:
Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) key pair actions.
This class provides methods to create, list, and delete EC2 key pairs.

def __init_ (
self,
ec2_client: boto3.client,
key_file_dir: Union[tempfile.TemporaryDirectory, str],
key_pair: Optional[dict] = None,

)8

Initializes the KeyPairWrapper with the specified EC2 client, key file
directory,

and an optional key pair.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level

access to AWS EC2 services.

:param key_file_dir: The folder where the private key information is

stored.
This should be a secure folder.
:param key_pair: A dictionary representing the Boto3 KeyPair object.
This is a high-level object that wraps key pair actions.

Optional.

self.ec2_client = ec2_client
self.key_pair = key_pair
self.key_file_path: Optional[str] = None
self.key_file_dir = key_file_dir

~
N\
w
X

566


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python/example_code/ec2#code-examples

Amazon Elastic Compute Cloud FROY/IN—HA R

@classmethod
def from_client(cls) -> "KeyPairWrapper":
Class method to create an instance of KeyPairWrapper using a new EC2
client
and a temporary directory for storing key files.

:return: An instance of KeyPairWrapper.
ec2_client = boto3.client("ec2")
return cls(ec2_client, tempfile.TemporaryDirectory())

def delete(self, key_name: str) -> bool:

Deletes a key pair by its name.

:param key_name: The name of the key pair to delete.
:return: A boolean indicating whether the deletion was successful.
:raises ClientError: If there is an error in deleting the key pair, for
example,
if the key pair does not exist.
try:
self.ec2_client.delete_key_pair(KeyName=key_name)
logger.info(f"Successfully deleted key pair: {key_namel}")
self.key_pair = None
return True
except self.ec2_client.exceptions.ClientError as err:
logger.error(f"Deletion failed for key pair: {key_namel}")
error_code = err.response["Error"]["Code"]
if error_code == "InvalidKeyPair.NotFound":
logger.error(
f"The key pair '{key_name}' does not exist and cannot be
deleted. "
"Please verify the key pair name and try again."

raise

« APl OFFMIC DV Tk, TAWS SDK for Python (Boto3) API U7 7L A1 @
MDeleteKeyPairy 2B L T &L,
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Rust

SDK for Rust

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

NYFTTZ4R—KPEM F—EHIBRT S delete_key DT ¥ /N —,

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?})");
}
}
}
0k(())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

« APl OFFMICDWTIX, AWS SDK for Rust APl ) 7 7 L > AMDeleteKeyPairy 8B L
TLEEL,
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SAP ABAP

SDK for SAP ABAP

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

TRY.
lo_ec2->deletekeypair( iv_keyname = iv_key_name ).
MESSAGE 'Amazon EC2 key pair deleted.' TYPE 'I'.

CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
DATA(lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.

MESSAGE 1lv_error TYPE 'E'.

ENDTRY.

« APl OFFMAIC DWW TIX, TAWS SDK for SAP ABAPAPI U7 7L>A1 D
MDeleteKeyPair; ZZBL T EE V),

AWS SDK REEZEHA REOD—RHIOZFLBVANCIOVTR. T, #283HBL T EE VWAWS SDK
ZFEAL T Amazon EC2 UY —A%ER T, COREYIICIE., FHABBAECET2ERE.
LLEi) SDK/NN—23a > OElEEENTVWET,

AWS SDK F /(& CLI DeleteLaunchTemplateT ZfEH T3
ROY > 7). 1—RiE, DeleteLaunchTemplate ZFERA T2 HEEHMBALTVWET,

To2avhlk, KYRERTOJZLNSOO—ROBE#RTHY), IVTHFANATRITIDHLE
ABYVET, RODA—RHEIT, COF7IZIVOOAVTFANERETERT,

c LOVIVKRBY—EADBELEE
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NET

SDK for .NET

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

/// <summary>
/// Delete a launch template by name.
/// </summary>
/// <param name="templateName'">The name of the template to delete.</param>
/// <returns>Async task.</returns>
public async Task DeleteTemplateByName(string templateName)
{
try
{
await _amazonEc2.DeletelLaunchTemplateAsync(
new DeletelLaunchTemplateRequest()
{
LaunchTemplateName = templateName
});
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode ==
"InvalidLaunchTemplateName.NotFoundException")
{
_logger.LogErrox(
$"Could not delete the template, the name
{_launchTemplateName} was not found.");

}

throw;
}
catch (Exception ex)
{

_logger.LogError($"An error occurred while deleting the template.:
{ex.Messagel}");
throw;
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}

« APl OFFMICOWVW T, TAWS SDKfor NETAPIUZ77L>A1 @
MDeleteLaunchTemplates; ZZ8B L T & L\,

CLI
AWS CLI
BET7L—NZHIKRITDICE
ROBITRE, BELEBEBTVTL—MZHIBRLTLWET,
aX > R:

aws ec2 delete-launch-template --launch-template-id 1t-0abcd290751193123

H

"LaunchTemplate": {
"LatestVersionNumber": 2,
"LaunchTemplateId": "1t-0abcd290751193123",
"LaunchTemplateName": "TestTemplate",
"DefaultVersionNumber": 2,
"CreatedBy": "arn:aws:iam::123456789012:root",
"CreateTime": "2017-11-23T16:46:25.000Z"

« APl OFMIZ DWW Tk, TAWS CLI Command References @ DeleteLaunchTemplate |
BSBLTLSEETL,
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JavaScript

SDK for JavaScript (v3)

(@ Note
GitHub ICl&, TDMDOIY—RAEHY KT, AWS JI—RHIVKRI K TELELUH
ZROTT, RELERTOFEZHRLTSEZ WL,

await client.send(
new DeletelLaunchTemplateCommand({
LaunchTemplateName: NAMES.launchTemplateName,

1),
);

« APl OFFMICDOWTIE, TAWS SDK for JavaScript API U 7 7L A1 @
MDeleteLaunchTemplatey 2B L T &V,

Python
SDK for Python (Boto3)
(® Note

GitHub ICl&. ZDDOUY—REH)EF, AWS O—RBIVART KDY T2<EFUH
ZROUT, RELERTOFEZRERLTSEZL,

class AutoScalingWrapper:

Encapsulates Amazon EC2 Auto Scaling and EC2 management actions.

def __init_ (
self,
resource_prefix: str,
inst_type: str,
ami_param: str,
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created

that is

def

autoscaling_client: boto3.client,
ec2_client: boto3.client,
ssm_client: boto3.client,
iam_client: boto3.client,

Initializes the AutoScaler class with the necessary parameters.

:param resource_prefix: The prefix for naming AWS resources that are

by this class.

:param inst_type: The type of EC2 instance to create, such as t3.micro.
:param ami_param: The Systems Manager parameter used to look up the AMI

created.

:param autoscaling_client: A Boto3 EC2 Auto Scaling client.

:param ec2_client: A Boto3 EC2 client.

:param ssm_client: A Boto3 Systems Manager client.
:param iam_client: A Boto3 IAM client.
self.inst_type = inst_type

self.ami_param = ami_param
self.autoscaling_client = autoscaling_client
self.ec2_client ec2_client

self.ssm_client ssm_client

self.iam_client iam_client

sts_client = boto3.client("sts")

self.account_id = sts_client.get_caller_identity()["Account"]

self.key_pair_name = f"{resource_prefix}-key-pair"
self.launch_template_name = f"{resource_prefix}-template-"
self.group_name = f"{resource_prefix}-group"

# Happy path

self.instance_policy_name = f"{resource_prefix}-pol"
self.instance_role_name = f"{resource_prefix}-role"
self.instance_profile_name = f"{resource_prefix}-prof"

# Failure mode

self.bad_creds_policy name = f"{resource_prefix}-bc-pol"
self.bad_creds_role_name = f"{resource_prefix}-bc-role"
self.bad_creds_profile_name = f"{resource_prefix}-bc-prof"

delete_template(self):

N
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Deletes a launch template.

try:
self.ec2_client.delete_launch_template(
LaunchTemplateName=self.launch_template_name

)

self.delete_instance_profile(
self.instance_profile_name, self.instance_role_name
)
log.info("Launch template %s deleted.", self.launch_template_name)
except ClientError as err:
if (
err.response["Error"]["Code"]
== "InvalidLaunchTemplateName.NotFoundException"

log.info(
"Launch template %s does not exist, nothing to do.",
self.launch_template_name,

)
log.error(f"Full error:\n\t{err}")

« APl OFMIC DV Tk, TAWS SDK for Python (Boto3) API U7 7L A1 @
MDeleteLaunchTemplatey 2B L T &V,

AWS SDK AR EHA RED—RHIOTEBZDANCOVWTR., T, 288U TL<EEVWAWS SDK
Z#@FEHAL T Amazon EC2 UY —AZER TS, COREY IIZIE., FABBAEICETERE.
LLET) SDK/N—2 3> OEAEEENTVWET,

CLI T DeleteNetworkAcl ZFEHT >

ROY 7 )L I— Rk, DeleteNetworkAcl ZERAT A AHEEHBALTVET,

CLI
AWS CLI
FY RJ—7U ACL ZHIBRT 3 IC1F
COBITRE, BEENELRY ND—U ACL ZHIFRLE I, N RAKMLLBE, HAE
RYEHEA
Torary
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N> R

aws ec2 delete-network-acl --network-acl-id acl-5fb85d36

o APl OFEMHIC DWW T, TAWSCLIOXR > RU 7 7L A, ® "DeleteNetworkAcl, &5
BLTLEEL,

PowerShell
Tools for PowerShell V4

Bl1: COBITER., IBEENEZYNT—29 ACL ZHIBRLE T, Force NTX—REEBEL K
WERY), FARL =3 ECHICHEREROSNET,

Remove-EC2NetworkAcl -NetworkAclId acl-12345678

A

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2NetworkAcl (DeleteNetworkAcl)" on Target
"acl-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'"):

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V4),
M DeleteNetworkAcly ZZBL TS EE L,

Tools for PowerShell V5

Bl1: COPITIERE, BEEhEZZY RNT—9 ACL ZHIBRLET, Force NTX—REBELKE
WBRY), ARL—2a N ECRIICERZROSNET,

Remove-EC2NetworkAcl -NetworkAclId acl-12345678

H

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2NetworkAcl (DeleteNetworkAcl)" on Target
"acl-12345678".
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[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl OFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
M DeleteNetworkAcly ZZBRL T EE W,

AWS SDK AR EHA RED—RHIOTEBZDANCOVTE., T, 288U T<EEVAWS SDK
Z#@FEHAL T Amazon EC2 UY — A& ER T2, CcOREY IIZIE., FABBAEICETERE.
BEI®O SDK/NN—2 3 OEFEMEESENTVET,

CLI T DeleteNetworkAclEntry ZFEH T3

ROY 7). 1—RiE, DeleteNetworkAclEntry ZEH T2 HEEHRBEL TVWET,

CLI
AWS CLI
ZXYRNID—UACLIVHNUZHIKRTSICE
COPITE. BEENERYRND—JACLASEFIL—IIES 100 ZHIBRLET, OXVR
AL IZEE. HAORRY EE A
aN > R:
aws ec2 delete-network-acl-entry --network-acl-id acl-5fb85d36 --ingress --rule-
number 100
« API OFFMICDW T, TAWSCLI AN RUTZ7 7L A1 @ "DeleteNetworkAclEntry |
ZZRLUTSEZL,
PowerShell

Tools for PowerShell V4

Bl1: ZOBITRE, BEENLERYNT—T ACLAYSEEENEIL—ILZHIBRL T, Force
NTFX=ZEHEELBEVWRY, ARL -3 VAECHICHEREZROSNET,

Remove-EC2NetworkAclEntry -NetworkAclId acl-12345678 -Egress $false -RuleNumber
100
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Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2NetworkAclEntry (DeleteNetworkAclEntry)" on
Target "acl-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ANX> RLY NUT7 7L RA (V4),
M DeleteNetworkAclEntryy 2B L TS E&E LY,

Tools for PowerShell V5

Bl1: ZOBITRE, BEENLERYNT—T ACLAYSEEENEIL—ILZHIBRL T, Force
NTA=ZEEELBVRY, ARL =23 VHFECHICEFEZRHSIETT,

Remove-EC2NetworkAclEntry -NetworkAclId acl-12345678 -Egress $false -RuleNumber
100

A

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2NetworkAclEntry (DeleteNetworkAclEntry)" on
Target "acl-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl OFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)]
M DeleteNetworkAclEntry; Z2Z8B L TS E&E L\,

AWS SDK BIREH A RED—RBFAOELBEVANIOVWTE., "1 ZZRBL T<EE VAWS SDK

ZEAL T Amazon EC2 UY —A%/ER T, CcOREY IICIE., FHABBAECET2ERE.
LLET) SDK/N—2 3> OElEEENTVWET,

CLI T DeleteNetworkInterface Z RT3

ROY 7 )L J— Rk, DeleteNetworkInterface ZEATH A EZHHALTVWET,
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CLI

AWS CLI
RYRND—DA2VB—TIA RAZHIRRTDICE

COPITR, BEETNERY RD—TA2R—TIAAZBKRLET, ANV RARML 1235
B, HAOKEYEEA,

N> R
aws ec2 delete-network-interface --network-interface-id eni-e5aa89a3

« APl OFEMBIC DWW TIEX., TAWSCLIOXR > RUTZ7L>AL ® "DeleteNetworkinterface
ZSBLTLEETL,

PowerShell
Tools for PowerShell V4

Fl1: COBITIE, BEENERYRND—94 23— T4 A%HIBRLET, Force /N\TX—
RERELBEVRY, AXRL =23 O RIICHESREZROSNET,

Remove-EC2NetworkInterface -NetworkInterfaceId eni-12345678

H

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2NetworkInterface (DeleteNetworkInterface)" on
Target "eni-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

« API OFFMIIC VW TR, TONYRLY NUTZ7L2A (V4)1 DDeleteNetworkinterface
ZSBLTLKEEV, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: COPBITE, BEESNERXRYRT—DA4R—TITAAZHIBRLET, Force /N\TX—
REEELBVRY, ARL =3 FECHIICHEREROSNET,
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Remove-EC2NetworkInterface -NetworkInterfaceld eni-12345678

H

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2NetworkInterface (DeleteNetworkInterface)" on
Target "eni-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« API OFFMICOVW TR, TONYRLY NUTZ7L2A (V5)1 MDeleteNetworkinterface
Z#SBLTLEEV, AWS Tools for PowerShell

AWS SDK BREHA REOD—RFAORELBVANIDOVWTIE., T, Z283BL T EFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECETERE.
LBEID SDK/NN—2 3> DHEAEEENTVET,

CLI T DeletePlacementGroup ZfEH 3%

ROY 7). 1—RiE, DeletePlacementGroup ZFERA T2 HEEHRBEL TVWET,

CLI

AWS CLI
TLAAXY NI =T ZHIKRTBICE
COOXY RBITR, BEENIETLAAXY NTIL—TZHIBRLET,
X R:
aws ec2 delete-placement-group --group-name my-cluster

« API QOFFMIC OV TR, TAWSCLION> RUTZ7L>AL ® "DeletePlacementGroup
ZZRBRLTLSEETY,
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PowerShell

Tools for PowerShell V4

Bl1: ZOBITE, BEEHIETLAAXY NTIIL—TZHIBRLE T, Force NTZX—2 &1
ELBEWVWRY, BENECRHICEZEEZROSIET,

Remove-EC2PlacementGroup -GroupName my-placement-group

H

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2PlacementGroup (DeletePlacementGroup)" on Target
"my-placement-group".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

« APIOFFMICDW TR, "TONXRLY NUT 7L 2R (V4)s DDeletePlacementGroup
ZSBLTLKEEL, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: ZOBITE, BEEHIETLAAXY NTIL—TZHIBRLE T, Force NTZX—2 &4
ELBEWVWRY, BENECRHICEZEEZROSIET,

Remove-EC2PlacementGroup -GroupName my-placement-group

H

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2PlacementGroup (DeletePlacementGroup)" on Target
"my-placement-group".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

« APIOFFMICDW TR, "TONXRLY NUT 7L A (V5)s MDeletePlacementGroup
ZSBLTLSEEL, AWS Tools for PowerShell
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LBEID SDK/NN—2 3> DHEMEEENTVET,

CLI T DeleteRoute ZEA T %
RDOY>7 ) 0—RiF, DeleteRoute ZHEATHHEEHBALTVET,
CLI
AWS CLI
IL—HNZHIBRT S ICE

COfiTE, BELEL—RT—TILPSEELIEZIL—NZHBKRLET, IV RARIL L
BZa. HARERYEREA

N> R

aws ec2 delete-route --route-table-id rtb-22574640 --destination-cidr-
block 0.0.0.0/0

« APl OFEMRIC DWW TIE., TAWSCLIOXR>RUJZ7L>AL ® "DeleteRoute; S L T
<L,
PowerShell
Tools for PowerShell V4

Bl1: CoflTR., BEEhIZIL—hT—TILhSEEEhLIL—NEHIKRLET, Force /\
FRX=ZEEELBVRY, ARL -3 FECHICHEEZROSNET,

Remove-EC2Route -RouteTableId rtb-la2b3c4d -DestinationCidrBlock 0.0.0.0/0

A

Confirm
Are you sure you want to perform this action?
Performing operation "Remove-EC2Route (DeleteRoute)" on Target "rtb-la2b3cs4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :
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« APl MEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ7 7L A (V4),
MDeleteRoute s ZZRL TS EE L\,

Tools for PowerShell V5

Bl1: COBITRE, BEENEIL-—RT—TIILSEEEhEZIL—NEHIBRLET. Force /\
FX—=BZEEELBEVRY, ARL -3 FECHICHEBZROSNET,

Remove-EC2Route -RouteTableId rtb-la2b3c4d -DestinationCidrBlock 0.0.0.0/0

e

Confirm
Are you sure you want to perform this action?
Performing operation "Remove-EC2Route (DeleteRoute)" on Target "rtb-la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl OFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
MDeleteRoutes ZZRBL TS EE L\,

AWS SDK AR EZEHA RED—RHIOTEBDANCOVWTRE., T, 288U TL<EEVAWS SDK
Z#@FEHAL T Amazon EC2 UY —A&ER T2, COREY IIZIE., FABBAEICETERE.
LLET) SDK/N—2 3> OEMEEENTVWET,

CLI T DeleteRouteTable ZfEA T %
RDY 7 )L 1— Rk, DeleteRouteTable ZFEA T2 HEZHAL TVWET,
CLI
AWS CLI
L—=hTF—=TILZHIKRTBICE

COBITRE, BEENLEIL—FT—TILZHIRLET, I RFEBLIEHBE. HORKEY
FEA

N> R

aws ec2 delete-route-table --route-table-id rtb-22574640
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« APl OFMIC DV T, TAWSCLION>RU7Z7L>A1 ® "DeleteRouteTables %3
BLTLEEZL,

PowerShell

Tools for PowerShell V4

Bl1: COBITRE, BEENIZIL—RT—TIILZHIBRLET, Force NZX—REIEEL AL
RV, AXRL =232 FECHIICHERZROSNKT,

Remove-EC2RouteTable -RouteTableIld rtb-1la2b3c4d

A

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2RouteTable (DeleteRouteTable)" on Target
"rtb-1la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

« API OFFMICOWVW T, "TONYRLY KNUTZ 7L A (V4)1 DDeleteRouteTabley %
BLTLEELV, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: ZOPITIE, BEENEIL—FT—TILEHIRLET, Force NTAXA—REEEL KL
FRY), AXRL—23a A ECHIICHEREZEROSNET,

Remove-EC2RouteTable -RouteTableIld rtb-l1la2b3c4d

o

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2RouteTable (DeleteRouteTable)" on Target
"rtb-la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'"):
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« APl MFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY KU TZ7 7L 2R (V5),
M DeleteRouteTable; ZZHRL T E&E LY,

AWS SDK BREHA RED—RFAOELBVANIDODVWTIE., T, Z283BL T EFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LBEI®D SDK/NN—2 3> DHEMEEENTVET,

AWS SDK & /zld CLI DeleteSecurityGroupT ZFEH T3
RO 7). 1— Rk, DeleteSecurityGroup ZFEAT2HEEHBALTVET,

To2avhlk, KYRERTOTZLNSOO—ROEXRTHY), IVTHFANATRITITILE
AHYVET, RODA—RHIT, COTI>3VOIAVTHFANEERETERT,

. BERERF

NET

SDK for .NET

@ Note

GitHub IZl&, ZTDMOUY—REHYET, AWS JI—RHIVKRI K T2 EUH
ZROWT, REERITOFEZEILTSLEZ L,

/// <summary>

/// Delete an Amazon EC2 security group.

/// </summary>

/// <param name="groupName">The name of the group to delete.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DeleteSecurityGroup(string groupId)

{
try
{
var response =
await _amazonEC2.DeleteSecurityGroupAsync(
new DeleteSecurityGroupRequest { GroupId = groupId });
return response.HttpStatusCode == HttpStatusCode.OK;
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catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidGroup.NotFound")
{
_logger.LogErrox(
$"Security Group {groupId} does not exist and cannot be
deleted. Please verify the ID and try again.");

}

return false;
}
catch (Exception ex)
{

Console.WriteLine($"Couldn't delete the security group because:
{ex.Messagel}");
return false;

« APl OFFHMAICDOWTIX, TAWS SDKfor NETAPIUZ77L>2A1 @
MDeleteSecurityGroups ZZRBL T EE L\,

Bash

AWS CLIBash A9 U7 N2 ERT3

(® Note

GitHub IZI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELEERTOFEZHRLTSEZL,

HAH U H A H RS H SRR H S S A F B H SRR H SRS B H SRR H AR SR B H SRR H S S SRR H SRS S S SR RS S
# function ec2_delete_security_group

#

# This function deletes an Amazon Elastic Compute Cloud (Amazon EC2) security
group.

#

# Parameters:

# -i security_group_id - The ID of the security group to delete.
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#

# And:

# @ - If successful.
# 1 - If it fails.

HHAHH AR HBHHBHHBHHBRHBHHBHH B HHBHH B HHBHH B HH B HH B HH B R H B HH B HH R HH B HH R HH B HH R HH SR B HHSH
function ec2_delete_security_group() {

local security_group_id response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008

function usage() {
echo "function ec2_delete_security_group"
echo "Deletes an Amazon Elastic Compute Cloud (Amazon EC2) security group."
echo " -i security_group_id - The ID of the security group to delete."

echo

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) security_group_id="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$security_group_id" ]1]1; then
errecho "ERROR: You must provide a security group ID with the -i parameter."
usage
return 1

fi

response=$(aws ec2 delete-security-group --group-id "$security_group_id" --
output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports delete-security-group operation failed.$response"
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return 1

return 0

COPITERAENATVWRI—T 1T 1B,

HAHH RS R H R H AR ARG R H AR SRS RS R HRH R HEH AR R RS RS RS R R R H R B HEH ARG RS RS RS RS RS RS R H R RS
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HAHH RS R H R H AR ARG R H AR SRS RS R HRH R HEH AR R RS RS RS R R R H R B HEH ARG RS RS RS RS RS RS R H R RS
function errecho() {

printf "%s\n" "$*" 1>8&2

HUHHHHHHRHBHBEHEHAHAHBHBHBHBH SR B R HRH B HBHEHAHAH SRS RS RS H B R B R H R H B HEHAH AR RS RS RS RS H
# function aws_cli_error_log()

#

This function is used to log the error messages from the AWS CLI.

The function expects the following argument:
$1 - The error code returned by the AWS CLI.

#
#
#
#
#
# Returns:
# @: - Success.
#
biidigpigubibigigipbibibigigpib i iggb b g g gk ik g b b g bbb g b b g gk g b b kb gy b g
function aws_cli_error_log() {
local err_code=$1
errecho "Error code : $err_code"
if [ "$err_code" == 1 ]; then
errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then
errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]; then
errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then
errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho The system environment or configuration was invalid."

N
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elif [ "$err_code" == 254 ]; then
errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."

fi

return 0

« API OFFMICDW T, TAWSCLION> RUTZ7 7L > A1 @ "DeleteSecurityGroup, %

ZRLTEEV,
C++
SDK for C++
(® Note

GitHub IZI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELEERTOFEZHRL TS EZL,

//! Delete a security group.
/4
\param securityGroupID: A security group ID.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::EC2::deleteSecurityGroup(const Aws::String &securityGrouplID,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);
Aws::EC2::Model: :DeleteSecurityGroupRequest request;

request.SetGroupId(securityGroupID);
Aws::EC2::Model: :DeleteSecurityGroupOutcome outcome =
ec2Client.DeleteSecurityGroup(request);

if (loutcome.IsSuccess()) {
std::cerr << "Failed to delete security group " << securityGroupID <<
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":" << outcome.GetError().GetMessage() << std::endl;
} else {
std::cout << "Successfully deleted security group " << securityGroupID <<
std::endl;
}

return outcome.IsSuccess();

o APl OFFMIC DWW T, TAWS SDKforC++API U7 7L>AL @
MDeleteSecurityGroups ZZB L TS EE L,

CLI
AWS CLI
[EC2-Classic] ¥ 1UT 1 JIN—TZHKRTSICE

DI Tk, MySecurityGroup EVSBEBOEF I UFT AT —7TZHIBKRLET, IV
RARINL 2356, HORRYEEA,

a2 R:
aws ec2 delete-security-group --group-name MySecurityGroup

[EC2-VPCl F¥1UT 14 JILN—TZHKRTBIZE

CDBITIRE, sg-903004Ff8 EVWS IDDEF1VUFT 1T —TZHIBRL &F, EC2-VPC A
EFAVTATIL-—TRBEMTRESBTERVWCEITERELTLKEEV, O RARBL I
Be. HARERWEEA

aN> R:
aws ec2 delete-security-group --group-id sg-903004f8

FHMCOVTR, TAWSON RZA VAV R—T IA A1 —HA R, TEF2 VT4

TIN—TOFEREEZESRL TS EE L,

« APl OFFMAIC DWW Tk, TAWS CLI Command References @ "DeleteSecurityGroups %
SRLTLSEETY,
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Java

SDK for Java 2.x

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

* Deletes an EC2 security group asynchronously.

* @param groupId the ID of the security group to delete
* @return a CompletableFuture that completes when the security group is
deleted
*/
public CompletableFuture<Void> deleteEC2SecGroupAsync(String groupId) {
DeleteSecurityGroupRequest request = DeleteSecurityGroupRequest.builder()

.groupId(groupId)
.build();

CompletableFuture<DeleteSecurityGroupResponse> response =
getAsyncClient().deleteSecurityGroup(request);
return response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to delete security group with
Id " + groupld, ex);
} else if (resp == null) {
throw new RuntimeException('"No response received for deleting
security group with Id " + groupId);
}
}).thenApply(resp -> null);

« APl OFFMAICOWTIX, TAWS SDKforJava2xAPI 7 7L>>A, @
MDeleteSecurityGroups ZZBL T &V,
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JavaScript

SDK for JavaScript (v3)

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

import { DeleteSecurityGroupCommand, EC2Client } from "eaws-sdk/client-ec2";

/**
* Deletes a security group.
* @param {{ groupId: string }} options
*/
export const main = async ({ groupId }) => {
const client = new EC2Client({});
const command = new DeleteSecurityGroupCommand({
GroupId: groupld,
1)

try {

await client.send(command);

console.log("Security group deleted successfully.");
} catch (caught) {

if (caught instanceof Error && caught.name === "InvalidGroupId.Malformed") {
console.warn( '${caught.message}. Please provide a valid GroupId.');
} else {
throw caught;
}
}
I

« APl OFFMAICOWTIE, TAWS SDK for JavaScript API U 7 7L A1 @
MDeleteSecurityGroupy ZZRBL T &L\,
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Kotlin

SDK for Kotlin

(® Note

GitHub ICl&. ZODUY—REHV)ETF, AWS O—RBIVAT K T2<EFUH
ZROTT, RELERTOHFEZRERL TSEZL,

suspend fun deleteEC2SecGroup(groupIdVal: String) {
val request =
DeleteSecurityGroupRequest {
groupId = groupIdVal
}

Ec2Client { region = "us-west-2" }.use { ec2 ->
ec2.deleteSecurityGroup(request)
println("Successfully deleted Security Group with id $groupIdval")

« APl OFFEMAIC DWW TIX., TAWS SDK for Kotlin API U7 7L 2 A1 M
MDeleteSecurityGroups ZZ8BL TS EE L\,

PowerShell

Tools for PowerShell V4

Bl1: COHEITIE, EC2-VPC DIgEEhEEF1)T 4TI —7%BIBRLE T, Force /NT
XA—=RERELRBVRY, ARL =23 N ECHIICEREZEROSNET,

Remove-EC2SecurityGroup -GroupId sg-12345678

H

Confirm
Are you sure you want to perform this action?
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Performing operation "Remove-EC2SecurityGroup (DeleteSecurityGroup)" on Target
"sg-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

5l 2: ZDOHITIE, EC2-Classic DIEEENictF 1V T 1 TIL—TZHIBRLE T,
Remove-EC2SecurityGroup -GroupName my-security-group -Force

« API OFFMICOVW TR, TONYRLY NUTZ 7L 2R (V4)1 DDeleteSecurityGroups %
SHBLTLEEL, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: COHITE, EC2-VPC DIgEE N EEF21)T 4TI —7%BIBRLE T, Force /NT
XA—=RERELRBVRY, AXRL =23 ECHIICEREZEROSNET,

Remove-EC2SecurityGroup -GroupId sg-12345678

&0

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2SecurityGroup (DeleteSecurityGroup)" on Target
"sg-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

Bl 2: ZOFITIEE., EC2-Classic DIEEEhiEEF1UF 1 TI—T%2HKRLET,

Remove-EC2SecurityGroup -GroupName my-security-group -Force

« APl OFFMICDW T, "TONRLY NUT 7 LA (V5)s MDeleteSecurityGroup, %
SBLTLEEL, AWS Tools for PowerShell
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Python

SDK for Python (Boto3)

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

class SecurityGroupWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) security group
actions."""

def __init_ (self, ec2_client: boto3.client, security_group: Optional[str] =
None):
Initializes the SecurityGroupWrapper with an EC2 client and an optional
security group ID.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level
access to AWS EC2 services.
:param security_group: The ID of a security group to manage. This is a
high-level identifier
that represents the security group.

self.ec2_client = ec2_client

self.security_group = security_group

@classmethod
def from_client(cls) -> "SecurityGroupWrapper":

Creates a SecurityGroupWrapper instance with a default EC2 client.

:return: An instance of SecurityGroupWrapper initialized with the default
EC2 client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)
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def delete(self, security_group_id: str) -> bool:

Deletes the specified security group.

:param security_group_id: The ID of the security group to delete.
Required.

:returns: True if the deletion is successful.
:raises ClientError: If the security group cannot be deleted due to an
AWS service error.
try:
self.ec2_client.delete_security_group(GroupId=security_group_id)
logger.info(f"Successfully deleted security group
'{security_group_id}'")
return True
except ClientError as err:
logger.error(f"Deletion failed for security group
'{security_group_id}'")
error_code = err.response["Error"]["Code"]

if error_code == "InvalidGroup.NotFound":
logger.error(
f"Security group '{security_group_id}' cannot be deleted
because it does not exist."
)
elif error_code == "DependencyViolation":
logger.error(
f"Security group '{security_group_id}' cannot be deleted
because it is still in use."
" Verify that it is:"
"\n\t- Detached from resources"
"\n\t- Removed from references in other groups"
"\n\t- Removed from VPC's as a default group"

raise

« APl OFFMIC DV Tk, TAWS SDK for Python (Boto3) API U7 7L A1 @
MDeleteSecurityGroups ZZ8BL TS EE L,
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Rust

SDK for Rust

@ Note

GitHub ICIE, TRMEDVY —RAEHWET, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRBLTSEZL,

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

ok(())

« APl OFFMIC DV TIE, AWS SDK for Rust API 1) 7 7 L > A®DeleteSecurityGroupy &%
BLTLSEZL,

SAP ABAP

SDK for SAP ABAP

(® Note

GitHub ICl&. ZODOUY—REHYEF, AWS O—RBIVART KDY T2<EFUH
ZROTT, RELERTOFEZRERAL TSEZL,

TRY.
lo_ec2->deletesecuritygroup( iv_groupid = iv_security_group_id ).
MESSAGE 'Security group deleted.' TYPE 'I'.
CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
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DATA(1lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msqg }]|.
MESSAGE lv_error TYPE 'E'.
ENDTRY.

« APl OFFMHIC DWW TIX, TAWS SDK for SAP ABAPAPI U7 7L>2A1 @
MDeleteSecurityGroupy ZZBL T EE L,

AWS SDK R EHA REOD—RFAOELBIVARNIDOVWTIE., T Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A&EHR T, COREYOICIK. GABBAHECETIERE.
LLET SDK/NN—23a > OEMEEENTVWET,

AWS SDK FE #=(& CLI DeleteSnapshotT ZEH T3

ROY > 7). 1—RIiE, DeleteSnapshot ZFA T2 HEZHBALTLVET,

CLI
AWS CLI
ATV 72ay NZHRTBICE
COAX Y RBIE, AFY 723y NID A snap-1234567890abcdefo M AF Y 73y
NEZHIBRLET, ONY RFRILIZGE. HHBERYERA,
AN R
aws ec2 delete-snapshot --snapshot-id snap-1234567890abcdef@
« APl OFFMICDOVWTIE, TAWSCLIOX > RUTZ7L>RAJ @ "DeleteSnapshoty 255
LTLKEZL,
PowerShell

Tools for PowerShell V4

Bl1: ZOBITRE, BEEHIEAFYTS3Y NEHIBRLE T, Force NZX—REEEL &
WBRY), ARL =23 VA ECHIICHEEZROShET,

Remove-EC2Snapshot -SnapshotId snap-12345678

Torar 597
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0

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2Snapshot (DeleteSnapshot)" on target
"snap-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

« API OFFMIC VTR, TONYRLY NUTZ 7L A (V4)1 DDeleteSnapshoty 228
LT<L<EZLV, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: ZOBITRE, BEEHIEAFYTS3Y NEHIBRLE T, Force NZX—REEBEL &
VWBRY), ARL =23 VA ECHIICHEEZROSIET,

Remove-EC2Snapshot -SnapshotId snap-12345678

H

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2Snapshot (DeleteSnapshot)" on target
"snap-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'"):

« API QOFEMICOVTIE, TN RLY NUTZ7L2VA (V5. MDeleteSnapshoty &S8R
LT<L<EEL, AWS Tools for PowerShell

Rust

SDK for Rust

(® Note

GitHub ICIE, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2LEUH
ZROTT, RELEERTOFEZHRLTSEZL,
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async fn delete_snapshot(client: &Client, id: &str) -> Result<(), Error> {
client.delete_snapshot().snapshot_id(id).send().await?;

println!("Deleted");

ok(())

« APl OFFMAIC DV TIE., TAWS SDK for Rust API U7 7 L > A, @ MDeleteSnapshot %
SHBLTLSEETL,

AWS SDK AR EHA REOD—RHAIOTLHBIVANCOVTIE, T, #25BL T EEVWAWS SDK
ZEAL T Amazon EC2 UY —A%EHR T, CcOREYOICIE., FHABBRAECETAERE.
BEI® SDK/N—2 3> OFMEESENTVET,

CLI T DeleteSpotDatafeedSubscription ZFEH T3

RO 7 ) 1— Rk, DeleteSpotDatafeedSubscription ZHA T2 H5EEHBAL TVE
9,

CLl
AWS CLI
ARY NA VARV AF—BRTA—RYTRAOVT2 a2 eF vy o)L TBICE

SOOIV RBITE, FHADYRNOARY NF—RT 4 —RYBT AU VT7 a2 ZHIBRLE
¥, AN RAKBLIEBE, HARERYKREA

X R:
aws ec2 delete-spot-datafeed-subscription

o API OFFHMRICOWVW TR, TAWSCLION>RUZZLAL D
MDeleteSpotDatafeedSubscriptiony ZZ8BL T &L\,
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PowerShell

Tools for PowerShell V4

Bl1: COBITE, ARYRNAAZRADTF—RT7 4 —RZHIBRLE T, Force /NTX—&
EEELBEVRERY, BEFEDCHICEREEZROShET,

Remove-EC2SpotDatafeedSubscription

H

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2SpotDatafeedSubscription
(DeleteSpotDatafeedSubscription)" on Target "".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

« APl MEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ7 7L 2R (V4),
@M DeleteSpotDatafeedSubscriptiony ZZ8RB L T &L\,

Tools for PowerShell V5

Bl1: COBITIEE, ARYRNA AR ADTF—RT7 41— RZHIBRLE T, Force /NTX—&
EEELBEVRERY, BEFEDHICEREZROShET,

Remove-EC2SpotDatafeedSubscription

H

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2SpotDatafeedSubscription
(DeleteSpotDatafeedSubscription)" on Target "".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'

« APl MEFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ 7L A (V5),
@M DeleteSpotDatafeedSubscriptiony ZZ8B L T &L\,
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LBEID SDK/NN—2 3> DHEMEEENTVET,

CLI T DeleteSubnet ZfEA T %
ROY>7 )L D—RiF, DeleteSubnet ZFERATHHEZHHAL TLET,
CLI
AWS CLI
H7xY NZEHIBRTBICE

COBITE, BEENLEYTRY NZHIKRLET, ONY RARBLESE, HHFEY FE
Ao

N> R
aws ec2 delete-subnet --subnet-id subnet-9d4a7b6c¢c

« API OFMAIC DWW Tk, TAWSCLION> RUZ7L>2AL ® "DeleteSubnet; #58BL
TLEEEL,

PowerShell
Tools for PowerShell V4

Bl1: Z0BITRE, BEENIEYTRY NEHIRLET. Force NTX—REBEL B VIR
V., BENECHICHERZROSIET,

Remove-EC2Subnet -SubnetId subnet-la2b3c4d

H

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2Subnet (DeleteSubnet)" on Target
"subnet-1la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :
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« API QOFMAICOVTIE, TN RLY NUTZ7L>2A(V4)1 MDeleteSubnet; £S5 L
TLEZELW, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: C0BITRE, BEENIEYTRY NEHIRLE T, Force NZX—REEBEL B VIR
VW, ARL =23 VHAECH ICHEBEROSNET,

Remove-EC2Subnet -SubnetId subnet-la2b3c4d

H

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2Subnet (DeleteSubnet)" on Target
"subnet-1a2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl OEFHICOVWTE., "TONRLYRNUTZ7LA (V5)1 ?dDeleteSubnet ZSHRL
TLEELW, AWS Tools for PowerShell

AWS SDK R EHA REOD—RFAORELBVANIDOVWTIE., T Z283BL T EFE VWAWS SDK

Z#EAL T Amazon EC2 UY —A%/ER T, CcOREY IICIE., FHABEBAECET2ERE.
LLET SDK/NN—2 3> OElEEENTVWET,

CLI T DeleteTags 295
ROY 7). 1— Rk, DeleteTags #FHT I HEZHRBAL TVET,
CLI
AWS CLI
Bl1: VY—AN SR TZ2HIKRTBICE

XD delete-tags OHITR, EBELIELAX—IH S5 KT Stack=Test ZHIRLE T, fEE
F—EBOAAZIEETDE, RTDENEEENLEBE—HBITBIHEICOAK, T FHIBRE N
X7,

aws ec2 delete-tags \
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--resources ami-1234567890abcdefo \
--tags Key=Stack,Value=Test

BRTDEEIEETDERATSATT, XD delete-tags DHITEK, XTDRITEIC
R, BELEAV AR AN SF—F purpose 22X T ZHIBRLE T,

aws ec2 delete-tags \
--resources i-1234567890abcdefo \
--tags Key=purpose

ZOXFHERTBEELTEETDE, RTDENIZONFITHIDEEICOXKRTHNHIRE
NET, XD delete-tags NHITRE. ZOXFIZ, HIRTDZITDODXRTELLTEEL
7,

aws ec2 delete-tags \
--resources i-1234567890abcdef0 \
--tags Key=Name,Value=

Bl 2: BEHD)Y—AN S RTZHIRT D ICIE

XD delete-tags DHITE, 1V ARXVAE AMI ODEF A S XY TPurpose=Tests % HlEk
LET, BIOPHIICRENTVERSIC, DNV ROZTEZEBTEERT,

aws ec2 delete-tags \
--resources i-1234567890abcdef® ami-1234567890abcdef0 \
--tags Key=Purpose

« APl OFFHICDOVWTIE., TAWSCLION>RUJZJF7ZLAL D rDeIeteTaQSJ ZZHBLT
<EEL,
PowerShell

Tools for PowerShell V4

Bl1: CoOBITER., FTEICEELEL., BEEhEDY—ANSEBEENLEZTZHIRKRLE
T, COBITERAENZEXIZIE. PowerShell N\—2 3> 3 LUBRBAMBRETT,

Remove-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag" } -Force
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Bl2: COBITRE, BEENERTEN —HTREBEICOK, BEENEDY—ANSEES
N2 JZHIBRLET. COPITEAETNDEXICE. PowerShell /N—2 32 3 LIEABE
T,

Remove-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag";Value="myTagValue" } -
Force

Bl3: Z0BITRE, RTEICEREELS, BEETNEUY AL SEEETNIEXT ZHIRL &
EE

$tag = New-Object Amazon.EC2.Model.Tag
$tag.Key = "myTag"

Remove-EC2Tag -Resource i-12345678 -Tag $tag -Force

Bla: ZOBITRE, BEESHIERTEN —HRTRIBEEICOHK, BEEhIEVY-ADLSEEE
N2 T ZHIBRLE T,

$tag = New-Object Amazon.EC2.Model.Tag
$tag.Key = "myTag"
$tag.vValue = "myTagValue"

Remove-EC2Tag -Resource i-12345678 -Tag $tag -Force

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY NUT7 7L 2R (V4),
MDeleteTagsy 2L T EZ L,

Tools for PowerShell V5

Bl1: COBITER., FTEICEELEL., BEEhEDY—ANLSEEENEZTZHIRKRLE
T, COPITHERAETNDELICE. PowerShell N—> 3> 3 LB NBETT,

Remove-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag" } -Force

Bl2: COBITRE, BEEHIERTEN —HTRIHBEICDOHK, BEEhEVY-ADLSEEE
NIRRT ZHIBRLET, COBITERAENDEXICE, PowerShell N— 32 3 BN BE
T9,

Remove-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag";Value="myTagValue" } -
Force
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Bl3: ZoBITRE., RTEICEREELS, BEETNEUY AL SEEETIEXT ZHIRL &
ER

$tag = New-Object Amazon.EC2.Model.Tag
$tag.Key = "myTag"

Remove-EC2Tag -Resource i-12345678 -Tag $tag -Force

Bla: COBITE, BEEShERTEN —HTEIHEEICOAK, BEEShEDY—ANSEES
hizc2J%ZHIBRLET,

$tag = New-Object Amazon.EC2.Model.Tag
$tag.Key = "myTag"
$tag.value = "myTagValue"

Remove-EC2Tag -Resource i-12345678 -Tag $tag -Force

« APl OEFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
MDeleteTagsy 2L T EE L,

AWS SDK AREHA RED—RHIOTLBIVANIOVTRE., T, 288BL T EEVWAWS SDK
ZFEHAL T Amazon EC2 UY — A% EHR T, COREYIICIE., EHABKBAECEITZEHRE.
BEIO SDK/NN—2 3V OEFEMEESENTVET,

CLI T DeleteVolume ZFEHAT %
ROY>7 )L 0—RiF, DeleteVolume ZFERATHHEZHHAL TLET,
CLI
AWS CLI
R I—LZHIBRTDICE

CNIOAX > RHBITIE, vol-049df61146c4d7901 EWVWSRU 1—LAID 2 DEHTRER AR
)1 —A%ZBIBRLET, ON RAKIIL EHE. HAKRY EHA,

N> R

aws ec2 delete-volume --volume-id vol-049df61146c4d7901
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« APl OFEMAIC DWW TIX., TAWSCLIOXR > RUTJ77L>AL ® "DeleteVolumes Z#5BL
TLIEEL,

PowerShell

Tools for PowerShell V4

Bl1: COBITE, BEENLEARI—LZETFREYFLET, Force NTX—REEFELEV
BRY), ARL =23 N EDRIICEREZROSNET,

Remove-EC2Volume -VolumelId vol-12345678

A

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2Volume (DeleteVolume)" on target
"vol-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

« API OFFMICDVW TR, TONYRLY NUTZ 7L XA (V4)1 DDeleteVolumes ZZRL
L&V, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: COBITIE, BESNERYI—LAZTRYFLET, Force NTX—RELBELAV
FRY), AXRL—23a A ECHIICHEREZEROSNET,

Remove-EC2Volume -VolumelId vol-12345678

o

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2Volume (DeleteVolume)" on target
"vol-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'"):
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« APl MFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY KU TZ7 7L 2R (V5),
MDeleteVolumes 2B L T EE L,

AWS SDK BREHA RED—RFAOELBVANIDODVWTIE., T, Z283BL T EFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LLai) SDK/NN—2 3> OElEEENTVWET,

AWS SDK & /zld CLI DeleteVpcT AT %

ROYH 7). 1—RIiE, DeleteVpc 2R T2 HZEEZHBALTLVET,

CLI

AWS CLI

VPC ZHIBR 9 2 IC I
COBITE, BEENL VPC ZHIRRLE T, IV RARML LB, HAORBERYEEA,
N R:
aws ec2 delete-vpc --vpc-id vpc-a01106c2

« APl OFICOW T, TAWSCLIOR > RUZ 7L X, O DeleteVpcs 88U TL
EEWV,
PHP

SDK for PHP

@ Note

GitHub ICIE, TREDVY —RAEHWET, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOIEZHRL TS EZ WL,

/**
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* @param string $vpcld
* @return void
*/
public function deleteVpc(string $vpcIld)
{
try {
$this->ec2Client->deleteVpc([
"VpcId" => $vpcld,
1D
}catch(Ec2Exception $caught){

echo "There was a problem deleting the VPC: {$caught-
>getAwsErrorMessage()}\n";

throw $caught;
}

« APl OFFMRICOWTIE, AWS SDKforPHP "TAPI U7 7L > A4 MDeleteVpc, S8 L
TLEEL,
PowerShell

Tools for PowerShell V4

Bl1: COBITIE, IBEES N VPC ZHIBRLE T, Force NTX—REEBELZVRY), B1E
NFEDHIICERZROSNET,

Remove-EC2Vpc -VpcId vpc-12345678

H

Confirm
Are you sure you want to perform this action?
Performing operation "Remove-EC2Vpc (DeleteVpc)" on Target "vpc-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« API OFFHIIC VTR, "ANZRLYRNUTZ7L2A(V4)1 DDeleteVpecs 258 L T
Z& W, AWS Tools for PowerShell
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Tools for PowerShell V5

Bl1: COBITIEE, EES N VPC ZHIBRLE T, Force NTX—REELBZVREY ., AR
L—>a A ECHIICHERZROSNET,

Remove-EC2Vpc -VpcId vpc-12345678

A

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2Vpc (DeleteVpc)" on Target "vpc-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is

"y
« API OFFMICDVWTR, TONYRLY NUTZ7L2A(V5) MDeleteVpey 228U TL
Z&E L\, AWS Tools for PowerShell

Python

SDK for Python (Boto3)

® Note

GitHub IZl&, TDMOIY—REHY KT, AWS JI—RHIVKRI K T2 EUH
ZROWIT, REERITORFEZHEILTSEZ L,

class VpcWrapper:

"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Amazon Virtual
Private Cloud actions."""

def __init___(self, ec2_client: boto3.client):

Initializes the VpcWrapper with an EC2 client.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level

access to AWS EC2 services.

self.ec2_client = ec2_client
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@classmethod
def from_client(cls) -> "VpcWrapper":

Creates a VpcWrapper instance with a default EC2 client.

:return: An instance of VpcWrapper initialized with the default EC2
client.

ec2_client = boto3.client("ec2")
return cls(ec2_client)

def delete(self, vpc_id: str) -> None:

Deletes the specified VPC.

:param vpc_id: The ID of the VPC to delete.

try:
self.ec2_client.delete_vpc(VpcId=vpc_id)
except ClientError as err:
logger.error(
"Couldn't delete VPC %s. Here's why: %s: %s",
vpc_id,
err.response["Error"]["Code"],
err.response["Error"]["Message"],

)

raise

- APl OFFMICDWTIE. AWS SDK for Python (Boto3) API ) 7 7 L > AMDeleteVpc, &%
BLTLSEZL,

AWS SDK AREHA RED—RHIOTFLBVANIOVTE., T, 28R L T EEVWAWS SDK
ZEHAL T Amazon EC2 UY — A% EHR T, COREYIICIE., EHABKBAECEITIBEHRE.
LB SDK N—2 3> DFEHEEENTVET,

AWS SDK F£ =l& CLI DeleteVpcEndpointsT ZfEH 93

ROY 7). 1— Rk, DeleteVpcEndpoints ZEA T2 HEEZHALTVET,
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CLI

AWS CLI
T RRAZNZHIBRT S ICE

COBITIE, T RKRA > N vpce-aa22bb33 & vpce-1a2b3cdd ZHIBRL £T, ON > RAER
PRCHINELRFEXBLUEEERE., XKBRUEEBEEHOUARMBREAET, I RAKIIL
Bae., BENLEUANIZEICAY KT,

X R:
aws ec2 delete-vpc-endpoints --vpc-endpoint-ids vpce-aa22bb33 vpce-1a2b3c4d
sk

{

"Unsuccessful": []

}

« APl OFFMICDOWTIX, TAWSCLIONX> RUZ7L>RA1 @ MDeleteVpcEndpoints %

ZRLTEEL,
PHP
SDK for PHP
(@ Note

GitHub (ZIE, ZTDEDVY —REHYWET, AWS JI—REIVARI K T2<EUH
ZROTT, RELERTOFEZRERBLTSEZL,

/**
* @param string $vpcEndpointId
* @return void
*/
public function deleteVpcEndpoint(string $vpcEndpointId)
{
try {
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$this->ec2Client->deleteVpcEndpoints([
"VpcEndpointIds" => [$vpcEndpointId],
1);
}catch (Ec2Exception $caught){
echo "There was a problem deleting the VPC Endpoint: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;

« APl QOFFMAIC DOV TIE, AWS SDK for PHP T API ') 7 7 L > A4 MDeleteVpcEndpoints |
BSRLTLSEEL,

Python

SDK for Python (Boto3)

(® Note
GitHub ICl&, TDMDOIY—RAEHYW KT, AWS JI—RHIVKRI K TELEUH
ZROIT, REEERITOFEEZHIEL TS EE L,

class VpcWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Amazon Virtual

Private Cloud actions."""

def __init_ (self, ec2_client: boto3.client):

Initializes the VpcWrapper with an EC2 client.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.

self.ec2_client = ec2_client

@classmethod
def from_client(cls) -> "VpcWrapper":
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Creates a VpcWrapper instance with a default EC2 client.

:return: An instance of VpcWrapper initialized with the default EC2
client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)

def delete_vpc_endpoints(self, vpc_endpoint_ids: list[str]) -> None:

Deletes the specified VPC endpoints.

:param vpc_endpoint_ids: A list of IDs of the VPC endpoints to delete.

try:
self.ec2_client.delete_vpc_endpoints(VpcEndpointIds=vpc_endpoint_ids)
except ClientError as err:
logger.errox(
"Couldn't delete VPC endpoints %s. Here's why: %s: %s",
vpc_endpoint_ids,
err.response["Error"]["Code"],
err.response["Error"]["Message"],
)

raise

« API QOFMIC DOV Tk, AWS SDK for Python (Boto3) API ) 7 7 L2 A
M DeleteVpcEndpointsy ZZBL T &V,

AWS SDK AR EHA RED—RHIOTEBZDANCOVWTRE., T, 288U TL<EELVAWS SDK
Z#@FEHAL T Amazon EC2 UY — A& ER T2, CcOREY IIZIE., FABBAEICETERE.
BEI®O SDK/NN—2 3 OFEMEEENTVET,

CLI T DeleteVpnConnection Z{EfH 9 %

RDOYH > 7 )L 1—RiE, DeleteVpnConnection A T2 HZEZHHALTVET,
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AWS CLI
VPN #itZ HIBR 9 2 (IC &

COHITIE, BEENE VPN EHEZHIBRLET, OX RAIRBLEBE,. HOGIRYEE
Ao

aN > R:
aws ec2 delete-vpn-connection --vpn-connection-id vpn-40f41529

« APl OFFMICOW T, TAWSCLION>Y RUZ7L>RAJ ® "DeleteVpnConnection %
SRLTLSEETLY,

PowerShell

Tools for PowerShell V4

Bl1: COBITIE, IBES T VPN ELEZHIBRLE T, Force NTX—REBELBEVEREY,
FRL—=2a N ECHIICEREROSNET,

Remove-EC2VpnConnection -VpnConnectionId vpn-12345678

H

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2VpnConnection (DeleteVpnConnection)" on Target
"vpn-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY NUT7 7L 2R (V4),
M DeleteVpnConnection; ZZRL T EE V),

Tools for PowerShell V5

Bl1: BT, IBES T VPN ZELHEZHIBRLE T, Force NTX—REBELBZEVEY,
FRL—=2a N EDRIICHERZROSNhET,

PEY, 614


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/delete-vpn-connection.html
https://docs.aws.amazon.com/powershell/v4/reference

Amazon Elastic Compute Cloud FROY/IN—HA R

Remove-EC2VpnConnection -VpnConnectionId vpn-12345678

H

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2VpnConnection (DeleteVpnConnection)" on Target
"vpn-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl MFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLYRNUZ7L VA
(DeleteVpnConnectiony ZZRBL T &L\,

AWS SDK BREHA REOD—RFAORELBVANIDOVWTIE., T, Z283BL T EFE VWAWS SDK

ZEAL T Amazon EC2 UY — A% EHR T, CcOREYOICIE., FABBAECETAERE.
LEI®D SDKNN—2 3> DFHEEENTVET,

CLI T DeleteVpnConnectionRoute ZfEH 93

ROY > 7). 1—RiE, DeleteVpnConnectionRoute ZA T2 HEZZHHAL TVET,

CLl
AWS CLI
VPN ##h S BN —NZHIRT S ICIE

COBITE, BEET NI VPN EEL SEEENEBNIIL—NZHIBRLE T, OV R
LiBEa, HARRY EEA

N> R

aws ec2 delete-vpn-connection-route --vpn-connection-id vpn-40f41529 --
destination-cidr-block 11.12.0.0/16

o APl OFEMIC OV TR, TAWSCLIOXNRUJZZLVAL @
MDeleteVpnConnectionRoute; 25 B L T &V,
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PowerShell

Tools for PowerShell V4

Bl1: COBITIE, BEEShE VPN EENSEEENEBENIL—NZHIBRLET, Force /NT
A—ZEEELBEWVWREY, AXRL—2a3a M ETCHIICHERZROSNET,

Remove-EC2VpnConnectionRoute -VpnConnectionId vpn-12345678 -DestinationCidrBlock
11.12.0.0/16

A

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2VpnConnectionRoute (DeleteVpnConnectionRoute)" on
Target "vpn-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY KU 7 7L >R (V4),
@M DeleteVpnConnectionRoute ; S L TS &,

Tools for PowerShell V5

Bl1: BT, IBEESTZ VPN EFED SEEES BN —NZHIBRLUE T, Force /NZ
X—ZEEELEVRY, BENMECHICERZROSNET,

Remove-EC2VpnConnectionRoute -VpnConnectionId vpn-12345678 -DestinationCidrBlock
11.12.0.0/16

H

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2VpnConnectionRoute (DeleteVpnConnectionRoute)" on
Target "vpn-12345678".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

« APl QFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L VA (V5)4
M DeleteVpnConnectionRoute ; ZZL TS &,

=Z7 AN
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LBEID SDK/NN—2 3> DHEMEEENTVET,

CLI T DeleteVpnGateway ZFH 93

RO 7). 1— Rk, DeleteVpnGateway ZFEAT 2 HEEHBALTVET,

CLI
AWS CLI
REBTZAR—RNT—RNIIAZHBRTBICE
COBITE, BEECOIEBRBTZAR—NS—RNIITAZHIKRLET, IV RFRBL 1235
&, HHRERYERA,
N R:
aws ec2 delete-vpn-gateway --vpn-gateway-id vgw-9adcacf3
« API OFFMIC DOV T, TAWSCLIOX > RUTZ7L>2RAs ® TDeleteVpnGateway &%
BLTLSEzL,
PowerShell

Tools for PowerShell V4

Bl1: COBITE, BEENERBTSAR—RNTF—RII A ZHIBRLET, Force /NT X—
RERELBVRY, BENSECHICEREZROSNIET,

Remove-EC2VpnGateway -VpnGatewayId vgw-la2b3c4d

A

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2VpnGateway (DeleteVpnGateway)" on Target
"vgw-1la2b3c4d".
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[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl OFMAIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V4)4
M DeleteVpnGateway; ZZRBL TS EE L\,

Tools for PowerShell V5

Bl1: COBITE, BEECKERETSAR—RNTS—RNIIAZHIBRLET, Force /N\TX—
RERELEVRY ., BENMNECTICHEREZROSNET,

Remove-EC2VpnGateway -VpnGatewayId vgw-la2b3c4d

H

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2VpnGateway (DeleteVpnGateway)" on Target
"vgw-1la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V5).
M DeleteVpnGateway; ZZRBL TS EE L\,

AWS SDK AR EHA REOD—RFAOELBIVANIDODVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECETIERE.
BLEI® SDK/NN—2 3> OFMEEENTVET,

CLI T DeregisterImage ZfEH 9%

RO 7 ) 1— Rk, DeregisterImage ZFEA T2 HEZEHBAL TVET,

CLI
AWS CLI
AMI DERZ BRRRT 2 IC 1
COBITRE, FEEALE AMIOBRREHRBRLET. IV RARBLESE, HARERY E
A,
Torary
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N> R

aws ec2 deregister-image --image-id ami-4fa54026

« API OFFMRIC DOV TR, TAWSCLIONRUTZ7L>2>AL4 ® "Deregisterimage; 58
LT EEL,

PowerShell
Tools for PowerShell V4

Bl1: ZOBITE, BEES O AMI OBRREMERLET,
Unregister-EC2Image -ImageIld ami-12345678

« APIOFFMICDW TR, "TONYRLY NUTZ 7L A (V4)1 DDeregisterimages 38R
LT<LKEEL, AWS Tools for PowerShell

Tools for PowerShell V5

Bl1: ZOBITE, EEESOE AMI OBREMBRLET,
Unregister-EC2Image -ImageIld ami-12345678

« API OFFMIC VTR, TAONYRLY NUTZ 7L A (V5)1 MDeregisterimages &35
LT EEL, AWS Tools for PowerShell

AWS SDK AEEHA REOD—RHAIOTLHBIVANCOVTIE, T, #25BL T EEVWAWS SDK
Z#EAL T Amazon EC2 UY —A%EHR T, CORNEYOICIE., EHABBRAECETERE.
BEIO SDK/NN—2 3V OFMEEENTVET,

CLI T DescribeAccountAttributes ZFHA T3

RDOY>7 )L I— RIE, DescribeAccountAttributes ZFEHA T2 A EEHBALTVET,
CLlI

AWS CLI

AWS T7HIVRDIXNTOEMZRZRTSICE
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COBITIE, AWSTHIYNOBEMICOVWTEHBALET,

N> R

aws ec2 describe-account-attributes

A
{
"AccountAttributes": [
{
"AttributeName": "vpc-max-security-groups-per-interface",
"AttributeValues": [
{
"AttributeValue": "5"
}
]
.
{
"AttributeName": "max-instances",
"AttributeValues": [
{
"AttributeValue": "20"
}
]
.
{
"AttributeName": "supported-platforms",
"AttributeValues": [
{
"AttributeValue": "EC2"
.
{
"AttributeValue": "VPC"
}
]
},
{

"AttributeName": "default-vpc",
"AttributeValues": [
{

"AttributeValue": "none"
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]
.
{
"AttributeName": "max-elastic-ips",
"AttributeValues": [
{
"AttributeValue": "5"
}
]
.
{
"AttributeName": "vpc-max-elastic-ips",
"AttributeValues": [
{
"AttributeValue": "5"
}
]
}

AWS THOVRNODE—QOEMZRERTSICE

COBITIE, AWS A ND supported-platforms BHEICODVWTHBALET,
aN> R:

aws ec2 describe-account-attributes --attribute-names supported-platforms

H

"AccountAttributes": [
{
"AttributeName": "supported-platforms",
"AttributeValues": [

{

"AttributeValue": "EC2"
.
{

"AttributeValue": "VPC"
}
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o APl MEEMIC DWW T, TAWSCLION>RUJ7ZLAL D
MDescribeAccountAttributes; ZSB L T EE L,

PowerShell

Tools for PowerShell V4

Bl1: COFITIE, J—23 20 EC2-Classic BKRP EC2-VPC ICA VAR AZBETES
N, EC2-VPCIZDHIA VAR AZRBEITEDNICOVWTEHBALET,

(Get-EC2AccountAttribute -AttributeName supported-platforms).AttributeValues
IR

AttributeValue

Bl2: 2OPITIEE, F7AILRNDVPC Z2BRLET, V=232 CF 74 NO VPC AW
B4 "noney T,

(Get-EC2AccountAttribute -AttributeName default-vpc).AttributeValues
A

AttributeValue

vpc-12345678

Bl3: ZOBITRE, RITTERAVTFNYRAVARV AR EZRRLE T,

(Get-EC2AccountAttribute -AttributeName max-instances).AttributeValues
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0

AttributeValue

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V4),
M DescribeAccountAttributesy 2B L T EE L\,

Tools for PowerShell V5

Bl1: ZOfITE, J—232 0 EC2-Classic LT EC2-VPC ICA VAR AZRETED
M. EC2-VPCIZDHA VARV AZBBTEDNICDOVTHALET,

(Get-EC2AccountAttribute -AttributeName supported-platforms).AttributeValues

&0

AttributeValue

Fl2: ZoFITRE, F7FILNOVPC 258 8LET, U—23 2 CF 74N MO VPC Hx
BElE "Tnones T,

(Get-EC2AccountAttribute -AttributeName default-vpc).AttributeValues

0

AttributeValue

vpc-12345678

Bl3: CHOPBITIE, BITTEDF TN RAVAZADBRAEZRERLET,
(Get-EC2AccountAttribute -AttributeName max-instances).AttributeValues

e
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AttributeValue

« APl OFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)]
M DescribeAccountAttributes; ZSBL T &L,

AWS SDK R EHA RED—RFAOELBVARNIDOVWTIE., T, Z283BL T EFE VWAWS SDK
Z#FEHAL T Amazon EC2 UY — A& ER T2, CcOREY IIZIE., FABBRAEICETERE.
LLET) SDK/NN—2 3> OEMEEENTVWET,

AWS SDK F = (& CLI DescribeAddressesT ZFH T3
ROY>7 )L ]— Rk, DescribeAddresses ZEHA T2 HEZHBALTVET,
C++

SDK for C++

(® Note

GitHub ICl&. ZODUY—REHY) ETF, AWS O—RBIVAT K T2<EFUH
ZROTT, RELERTOFEZRERAL TSEZL,

//' Describe all Elastic IP addresses.
Ad
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::EC2::describeAddresses(
const Aws::Client::ClientConfiguration &clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);
Aws: :EC2::Model: :DescribeAddressesRequest request;
Aws::EC2::Model: :DescribeAddressesOutcome outcome =
ec2Client.DescribeAddresses(request);
if (outcome.IsSuccess()) {
std::cout << std::left << std::setw(20) << "InstanceId" <<
std::setw(15) << "Public IP" << std::setw(1@) << "Domain" <<
std::setw(30) << "Allocation ID" << std::setw(25) <<
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"NIC ID" << std::endl;

const Aws::Vector<Aws::EC2::Model::Address> &addresses =
outcome.GetResult().GetAddresses();
for (const auto &address: addresses) {
Aws: :String domainString =
Aws: :EC2::Model: :DomainTypeMapper: :GetNameForDomainType(
address.GetDomain());

std::cout << std::left << std::setw(20) <<

address.GetInstanceId() << std::setw(15) <<
address.GetPublicIp() << std::setw(1@) << domainString <<
std::setw(30) << address.GetAllocationId() << std::setw(25)
<< address.GetNetworkInterfaceIld() << std::endl;

}

} else {
std::cerr << "Failed to describe Elastic IP addresses:" <<
outcome.GetError().GetMessage() << std::endl;

return outcome.IsSuccess();

« APl OFFMEIC DWW TIX. TAWS SDK for C++ API U 7 7L > A1 ® TDescribeAddresses |
ZSRBLTLSEETL,

CLI
AWS CLI
Bl 1: $XTO Elastic P 7 RLAICETZHFHHZMEITSICE

XM describe addresses M| TIk., ElasticIP 7 RL AICBE T3 MAARRENET,

aws ec2 describe-addresses

H

"Addresses": [

{
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"InstancelId": "i-1234567890abcdef0",
"PublicIp": "198.51.100.0",
"PublicIpv4Pool": "amazon",
"Domain": "standard"

vpc",
"PublicIpv4Pool": "amazon",

"InstancelId": "i-1234567890abcdef0",
"NetworkInterfaceId": "eni-12345678",
"AssociationId": "eipassoc-12345678",
"NetworkInterfaceOwnerId": "123456789012",
"PublicIp": "203.0.113.0",

"AllocationId": "eipalloc-12345678",
"PrivateIpAddress": "10.0.1.241"

"Domain":

Bl 2: EC2-VPC O ElasticIP 7 RL AT 2FMZEETHICE

XM describe-addresses MHITlE, VPCRHDA AR ATHEHT S ElasticIP 7 RL

ADFMARTENET,

aws ec2 describe-addresses \
--filters "Name=domain,Values=vpc"

&
{
"Addresses": [
{
"Domain": "vpc",
"PublicIpv4Pool": "amazon",
"InstancelId": "i-1234567890abcdef0",
"NetworkInterfaceIld": "eni-12345678",
"AssociationId": "eipassoc-12345678",
"NetworkInterfaceOwnerId": "123456789012",
"PublicIp": "203.0.113.0",
"AllocationId": "eipalloc-12345678",
"PrivateIpAddress": "10.0.1.241"
}
]
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}

5l 3:E)HTID TIEEEN ElasticIP 7P RLAICE T 3BT ICIE

JR®D describe-addresses Ol Tk, EC2-VPC AN A VARV AICEEMNFShTVS,
BESNEZ)HTID ZEFEDElasticIP 7 RL ADEFHERRLET,

aws ec2 describe-addresses \
--allocation-ids eipalloc-282d9641

A

"Addresses": [

{
"Domain": "vpc",
"PublicIpv4Pool": "amazon",
"InstanceIld": "i-1234567890Qabcdef0",
"NetworkInterfaceId": "eni-la2b3c4d",
"AssociationId": "eipassoc-123abcl2",
"NetworkInterfaceOwnerId": "1234567891012",
"PublicIp": "203.0.113.25",
"AllocationId": "eipalloc-282d9641",
"PrivateIpAddress": "10.251.50.12"

Bl 4:VPC 775 AR—NIPT7RLATIEEE N ElasticlP 7 RLAICEIT2FAZEETS
(=<

XM describe-addresses Ol Tk, EC2-VPC DEENDTSAXK—NIP 7 RL AIZEE
FHFsnhTWS ElasticIP 7 RL ADQFEFMN R RENET,

aws ec2 describe-addresses \
--filters "Name=private-ip-address,Values=10.251.50.12"

5| 5: EC2-Classic @ ElasticIP 7 RL AICEAT 25z B T ICIE

XD describe-addresses O Tlk. EC2-Classic T{ER T3 ElasticlP 7PRLAZERRL
x£9,
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aws ec2 describe-addresses \
--filters "Name=domain,Values=standard"

&
{
"Addresses": [
{
"Instanceld": "i-1234567890Qabcdef0",
"PublicIp": "203.0.110.25",
"PublicIpv4Pool": "amazon",
"Domain": "standard"
}
]
}

Bl6:INTUYOIPFTRLATIEEENS ElasticIP P RLAICBE T2 H#MEZREBTAICE

JR®D describe-addresses Ol Tlk, EC2-Classic DA > AZ > AIZBEEMN TS ATV
%, {203.0.110.25 #¥D ElasticIP 7 RLADFMAERRLET,

aws ec2 describe-addresses \
--public-ips 203.0.110.25

i A
{
"Addresses": [

{
"Instanceld": "i-1234567890abcdef0",
"PublicIp": "203.0.110.25",
"PublicIpv4Pool": "amazon",
"Domain": "standard"

}

o APl OEEMIC DWW TIE. TAWS CLI Command Reference; @ "DescribeAddresses %%
BLTLEzL,
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JavaScript

SDK for JavaScript (v3)

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH
ZROTT, RELEERTOFEEZRRBL TSEZL,

import { DescribeAddressesCommand, EC2Client } from "eaws-sdk/client-ec2";

/**
* Describes the specified Elastic IP addresses or all of your Elastic IP
addresses.
* @param {{ allocationId: string }} options
*/

export const main = async ({ allocationId }) => {
const client = new EC2Client({});
const command = new DescribeAddressesCommand({
// You can omit this property to show all addresses.
AllocationIds: [allocationId],

1)

try {
const { Addresses } = await client.send(command);
const addressList = Addresses.map((address) => * « ${address.PublicIp}’);
console.log("Elastic IP addresses:");
console.log(addressList.join("\n"));

} catch (caught) {

if (
caught instanceof Error &&
caught.name === "InvalidAllocationID.NotFound"
) {
console.warn( " ${caught.message}. Please provide a valid AllocationId.);
} else {
throw caught;
}
}
1
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« APl OFMIC DV TIE, TAWS SDK for JavaScript API U7 7L A1 @
FDescribeAddresses) B LTS EE L,

PowerShell

Tools for PowerShell V4

Bl 1: COHITIEE, EC2-Classic DA ARV AICIEEE N ElasticIP 7 RL AZ&ERL F
9,

Get-EC2Address -AllocationId eipalloc-12345678

IR

AllocationId : eipalloc-12345678
AssociationId : eipassoc-12345678
Domain T vpc

Instanceld ¢ 1-87654321
NetworkInterfaceld : eni-12345678
NetworkInterfaceOwnerId : 12345678
PrivateIpAddress : 10.0.2.172
PublicIp : 198.51.100.2

Bl 2: ZOFITE, VPCHDA AR AD ElasticlP 7P RLAICDWTEHBALET, CNDE
XIZ & PowerShell /N\—> 32 3 UBHNAMVETT,

Get-EC2Address -Filter @{ Name="domain";Values="vpc" }

5l 3: ZOHITIE, EC2-Classic DA VAR AICEEE N ElasticIP 7 RL A%Z5RL F
9,

Get-EC2Address -PublicIp 203.0.113.17

B

AllocationId

AssociationId :

Domain : standard
Instanceld : 1-12345678

N

1)
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NetworkInterfaceld
NetworkInterfaceOwnerId :
PrivateIpAddress :

PublicIp : 203.0.113.17

Bl 4: ZDHITIEE, EC2-Classic DA AR AD ElasticIP 7 RLAICODWTHBLET,
DEIXIZIE PowerShell /N\—2 3> 3 IR MBETT,

Get-EC2Address -Filter @{ Name="domain";Values="standard" }

Bl 5 COFITIE, TXTOElasticlP PRLAICDODWVWTHBELET,

Get-EC2Address

Ble: ZOBITIE., 71N E—TEEENEAAZAIDONTUYOIPETTAR—K
IP Z#IBRLET,

Get-EC2Address -Region eu-west-1 -Filter @{Name="instance-
id";Values="i-0c12d3f4f567ffb89"} | Select-Object PrivateIpAddress, PublicIp

H

PrivateIpAddress PublicIp

10.0.0.99 63.36.5.227

Bl7: COBEITIEE, BlVYAHTID, BHEFNFID, 12 AR A ID 23F DT X T D Elastic IPs %
WmELET,

Get-EC2Address -Region eu-west-1 | Select-Object Instanceld, AssociationlId,
AllocationId, PublicIp

A

Instanceld AssociationId AllocationId
PublicIp
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17.212.120.178
i-0c123dfd3415bac67
17.212.124.77

17.212.225.7
1-0123d405c67e89a0c
37.216.52.173
i-0f1bf2f34c5678d09
37.218.222.278
i-012e3ch4df567e8aa
37.210.82.27
1-0123bcf4b567890el
37.215.222.270

eipassoc-0el123456bb7890bdb

eipassoc-0cl123b456783966ba

eipassoc-0e12934568a952d96

eipassoc-0d1b2fa4d67d03810

eipassoc-01d2345f678903fb1l

eipalloc-012e3b456789elfad

eipalloc-01cd23ebf45f7890c

eipalloc-012345678eeabcfad

eipalloc-0123cdd456a8f7892

eipalloc-0Qelc23e4d5e6789¢4

eipalloc-0123f456f78a01b58

eipalloc-0eldb23cfef5c45c7

5l 8: ZOHITIE, XY F—'Category’' £fE 'Prod' IC—H TS EC2IP 7RLADJANZH

BLET,

Get-EC2Address -Filter @{Name="tag:Category";Values="Prod"}

A

AllocationId : eipalloc-0123f456f81a01b58
AssociationId : eipassoc-0d1b23a456d103810
CustomerOwnedIp

CustomerOwnedIpv4Pool

Domain 1 vpc

Instanceld : i-012e3cb4df567elaa
NetworkBorderGroup : eu-west-1
NetworkInterfaceld : eni-0123f41d5a60d5f40
NetworkInterfaceOwnerId : 123456789012
PrivateIpAddress : 192.168.1.84

PublicIp : 34.250.81.29
PublicIpv4Pool : amazon

Tags {Category, Name}

« APl OFEMAIC DWW TIX. DescribeAddresses) %

PowerShell

Tools for PowerShell V5

Bl 1: COBITIE, EC2-Classic DA VAR AICIEEE N ElasticIP 7 RL A%Z5ERL £

EE

ZRERLTSEZ,

AWS Tools for

N
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Get-EC2Address -AllocationId eipalloc-12345678

A

AllocationId : eipalloc-12345678
AssociationId : eipassoc-12345678
Domain T vpc

Instanceld : 1-87654321
NetworkInterfaceld : eni-12345678
NetworkInterfaceOwnerId : 12345678
PrivateIpAddress : 10.0.2.172
PublicIp : 198.51.100.2

Bl 2: ZOFITIE, VPCAHADA AR AD Elastic P 7 RLAICDWTHALET. COB

XIZ & PowerShell /N\—2 3> 3 LUBEANFMBETT,

Get-EC2Address -Filter @{ Name="domain";Values="vpc" }

5l 3: ZDHITIE, EC2-Classic DA VARV AICEEEE N ElasticIP 7 RL AZ&ERL F

ER

Get-EC2Address -PublicIp 203.0.113.17

&

AllocationId

AssociationId :

Domain : standard
Instanceld : 1-12345678
NetworkInterfaceld
NetworkInterfaceOwnerId :
PrivateIpAddress :

PublicIp . 203.0.113.17

Bl 4: ZDHITIEE, EC2-Classic DA AR AD ElasticIP 7 RLAICODWTHBLET,
DI IE PowerShell /N\—> 3> 3 BN BETT,

Get-EC2Address -Filter @{ Name="domain";Values="standard" }

Bl 5 COFITE, TNXNTNHElasticlP PRLAZRERLET,

N
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Get-EC2Address

Bl6: COPITE, 71NE—TBEENEAVAZVAIDONTUYOIPETTAR—K

IPZRLEXT,

Get-EC2Address -Region eu-west-1 -Filter @{Name="instance-

id";Values="i-0c12d3f4f567ffb89"} | Select-Object PrivateIpAddress, PublicIp

A

PrivateIpAddress PublicIp

10.0.0.99 63.

36.5.227

Bl7: COBITIE, BIVYHTID, BENWTID, 12ARX2 A ID 2% 23 NTD Elastic IPs %

MELET,

Get-EC2Address -Region eu-west-1 | Select-Object Instanceld, AssociationId,

AllocationId, PublicIp

A

Instanceld
PublicIp

17.212.120.178
i-0c123dfd3415bac67
17.212.124.77

17.212.225.7
1-0123d405c67e89a0c
37.216.52.173
i-0f1bf2f34c5678d09
37.218.222.278
i-012e3ch4df567e8aa
37.210.82.27
1-0123bcf4b567890el
37.215.222.270

AssociationId

eipassoc-0el123456bb7890bdb

eipassoc-0cl123b456783966ba

eipassoc-0e12934568a952d96

eipassoc-0d1b2fa4d67d03810

eipassoc-01d2345f678903fb1l

AllocationId

eipalloc-012e3b456789elfad

eipalloc-01cd23ebf45f7890c

eipalloc-012345678eeabcfad

eipalloc-0123cdd456a8f7892

eipalloc-0Qelc23e4d5e6789¢e4

eipalloc-0123f456f78a01b58

eipalloc-0eldb23cfef5c45c7
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5l 8: ZDFITIE, &Y F— 'Category' £fE 'Prod' IZ—BHTSD EC2IP7RLANDUANEE

BLET,

Get-EC2Address -Filter @{Name="tag:Category";Values="Prod"}

H

AllocationId
AssociationId
CustomerOwnedIp
CustomerOwnedIpv4Pool
Domain

Instanceld
NetworkBorderGroup
NetworkInterfaceld
NetworkInterfaceOwnerId
PrivateIpAddress
PublicIp
PublicIpv4Pool

Tags

: eipalloc-0123f456f81a01b58
: eipassoc-0d1b23a456d103810

: vpcC

: 1-012e3ch4adf567elaa

: eu-west-1

: eni-0123f41d5a60d5f40
: 123456789012

: 192.168.1.84

: 34.250.81.29

: amazon

: {Category, Name}

o APl OFEHAIC DWW Tk, DescribeAddressesy 2B L TS EEL,

PowerShell

SAP ABAP

SDK for SAP ABAP

® Note

AWS Tools for

GitHub ICl&, TDMDIY—REHY KT, AWS JI—RHIVKRI K T2 EUH

ZROFT,

TRY.

REERITOFEEHIEL T EE L,

oo_result = lo_ec2->describeaddresses( ).
oo_result is returned for testing purposes. "

DATA(1lt_addresses)

= oo_result->get_addresses( ).

MESSAGE 'Retrieved information about Elastic IP addresses.' TYPE 'I'.
CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).

~
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DATA(1lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msqg }]|.
MESSAGE lv_error TYPE 'E'.
ENDTRY.

o« APl MM DWW T, TAWS SDK for SAPABAPAPI U7 7L AL @
MDescribeAddresses ) 2SR L T EE L,

AWS SDK AREHA RED—RHIOTLBVANIOVTE., T, 288BL TS EEVWAWS SDK
ZFEHAL T Amazon EC2 UY —A%ZER T, COREYIICIE., EHABKBAEECEITZEHRE.
BEIO SDK/NN—2 3 OEFEBEESENTVET,

AWS SDK & /=l CLI DescxribeAvailabilityZonesT Z#EH 9%
RDOY > 7). 1—RiE, DescribeAvailabilityZones ZFERA T2 HEEHRBEL TVWET,

To>arvhlk, RYREBTOJZLASOO—ROKBETHY), AVTFANATRITTILE
ABYVET, ROODA—RHEIT, COF7IIVOAVTFANERETERT,

s LOVIVKRBY—EADBELEE

NET

SDK for .NET

@ Note

GitHub ICIE, T DDV Y —RAEHWET, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRLTSEZL,

/// <summary>

/// Get a list of Availability Zones in the AWS Region of the Amazon EC2
Client.

/// </summary>

/// <returns>A list of availability zones.</returns>

public async Task<List<string>> DescribeAvailabilityZones()

{
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try
{
var zoneResponse = await _amazonEc2.DescribeAvailabilityZonesAsync(
new DescribeAvailabilityZonesRequest());
return zoneResponse.AvailabilityZones.Select(z =>
z.ZoneName).TolList();
}
catch (AmazonEC2Exception ec2Exception)
{
_logger.LogError($"An Amazon EC2 error occurred while listing
availability zones.: {ec2Exception.Message}");

throw;
}
catch (Exception ex)
{

_logger.LogError($"An error occurred while listing availability
zones.: {ex.Messagel}");
throw;

« APl OFFHMAICDOWTIX, TAWS SDKfor NETAPIUZ77L2A1 @
MDescribeAvailabilityZoness 2B L T &L\,

C++

SDK for C++

(® Note

GitHub ICI&, T DDV Y —RAEHWEXT, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOFEZHRL TS EZL,

//! DescribeAvailabilityZones

/*!
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.

*/

~
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int AwsDoc::EC2::describeAvailabilityZones(const Aws::Client::ClientConfiguration
&clientConfiguration) {

Aws::EC2::EC2Client ec2Client(clientConfiguration);

Aws::EC2::Model: :DescribeAvailabilityZonesRequest request;

Aws::EC2::Model: :DescribeAvailabilityZonesOutcome outcome =
ec2Client.DescribeAvailabilityZones(request);

if (outcome.IsSuccess()) {
std::cout << std::left <<
std::setw(32) << "ZoneName" <<
std::setw(20) << "State" <<
std::setw(32) << "Region" << std::endl;

const auto &zones =
outcome.GetResult().GetAvailabilityZones();

for (const auto &zone: zones) {
Aws::String stateString =

Aws::EC2::Model::AvailabilityZoneStateMapper: :GetNameForAvailabilityZoneState(
zone.GetState());
std::cout << std::left <<

std: :setw(32) << zone.GetZoneName() <<
std::setw(20) << stateString <<
std::setw(32) << zone.GetRegionName() << std::endl;

}

} else {
std::cerr << "Failed to describe availability zones:" <<
outcome.GetError().GetMessage() << std::endl;

return outcome.IsSuccess();

« APl QOFFMAICDOWTIE, TAWS SDKforC++APIUT77LYA, D
MDescribeAvailabilityZonesy 2B L T &Y,
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CLI
AWS CLI
TRADGEUT A=V —2BHTBICE
XD describe-availability-zones OHITE., FMAAREBETRAZEVTFA—V—20
HHENARRENET, LARVAILR, BEOU—2320F7RATFEVTA—=V—=20 &N
SENET, COBITE. FT7AILND us-west-2(ALIAV)U—T3a>n7O77 ()%
FRALTLVET,
aws ec2 describe-availability-zones
H
"AvailabilityZones": [
{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2a",
"ZoneId": "usw2-az1l",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2"
1,
{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2b",
"ZoneId": "usw2-az2",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2"
},
{
"State": "available",
"OptInStatus": "opt-in-not-required",
"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2c",
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« APl OFFHIIC DV T,

"ZoneId": "usw2-az3",
"GroupName": "us-west-2",
"NetworkBorderGroup": "us-west-2"

"State": "available",

"OptInStatus": "opt-in-not-required",

"Messages": [],
"RegionName": "us-west-2",
"ZoneName": "us-west-2d",
"ZoneId": "usw2-az4",
"GroupName": "us-west-2",

"NetworkBorderGroup": "us-west-2"

"State": "available",
"OptInStatus": "opted-in",
"Messages": [],
"RegionName": "us-west-2",

"ZoneName": "us-west-2-lax-1a",

"ZoneId": "usw2-laxl-azl",

"GroupName": "us-west-2-lax-1",

"NetworkBorderGroup": "us-west-2-lax-1"

FAWSCLIOXR>RUTZF7ZLYAL O

MDescribeAvailabilityZones; ZZB L T &L,

PowerShell

Tools for PowerShell V4

Pl1: COBITRE, MAFTESREN—2320TRAFEVT A=Y —=2ICOVWTEAL
x9,
Get-EC2AvailabilityZone
o
Messages RegionName State ZoneName
=55a5 640
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{3} us-west-2 available us-west-2a
{} us-west-2 available us-west-2b
{3} us-west-2 available us-west-2c

Bl 2: COBITEE, BEREICHDTARAZE) T4 =V —=2ICDOVWTEHBALET, COHIT
FEHENZEXICIE. PowerShell /N\—> 3> 3 UBENFSKETT,

Get-EC2AvailabilityZone -Filter @{ Name="state";Values="impaired" }

5] 3: PowerShell /N\—> 3> 2 Tl&, New-Object ZFEAL T7 1L E—%2ERTIHEN D
VX,

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = "impaired"

Get-EC2AvailabilityZone -Filter $filter

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 77 7L >R (V4),
@M DescribeAvailabilityZonesy #Z B L TS &V,

Tools for PowerShell V5

Bl1: CoflTE., FATESBEEO)—SIVOTFTRASEYFA—Y—2I220VTEBEL
9,

Get-EC2AvailabilityZone

A
Messages RegionName State ZoneName
{3} us-west-2 available us-west-2a
{3 us-west-2 available us-west-2b
{3} us-west-2 available us-west-2c

Bl2: ZCOBITIEE, BERREBICHDITRAFEUTA—=V—VICDOVWTHBALET, COHIT
FHENZEXICIE. PowerShell /N\—> 3> 3 UBENFYRETT,

Get-EC2AvailabilityZone -Filter @{ Name="state";Values="impaired" }
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5] 3: PowerShell /N\—= 3> 2 Tld., New-Object ZFEAL T7 1L EZ—%ERTIHVENH
WET,

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = "impaired"

Get-EC2AvailabilityZone -Filter $filter

« APl OFMIZ DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
? DescribeAvailabilityZonesy ZZ8BL T E&E L\,

Python

SDK for Python (Boto3)

@ Note

GitHub IZl&, ZTDMDOIY—REHYWET, AWS JI—RHIVKRI K T2 EUH
ZROWT, REERITORFEZEILTSEZ L,

class AutoScalingWrapper:

Encapsulates Amazon EC2 Auto Scaling and EC2 management actions.

def __init_ (
self,
resource_prefix: str,
inst_type: str,
ami_param: str,
autoscaling_client: boto3.client,
ec2_client: boto3.client,
ssm_client: boto3.client,
iam_client: boto3.client,

Initializes the AutoScaler class with the necessary parameters.
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created

that is

def

client.

:param resource_prefix: The prefix for naming AWS resources that are

by this class.

:param inst_type: The type of EC2 instance to create, such as t3.micro.
:param ami_param: The Systems Manager parameter used to look up the AMI
created.

:param autoscaling_client: A Boto3 EC2 Auto Scaling client.

:param ec2_client: A Boto3 EC2 client.

:param ssm_client: A Boto3 Systems Manager client.

:param iam_client: A Boto3 IAM client.

self.inst_type inst_type

self.ami_param = ami_param

self.autoscaling_client = autoscaling_client

self.ec2_client = ec2_client

self.ssm_client = ssm_client

self.iam_client iam_client

sts_client = boto3.client("sts")

self.account_id = sts_client.get_caller_identity()["Account"]

self.key_pair_name = f"{resource_prefix}-key-pair"
self.launch_template_name = f"{resource_prefix}-template-"
self.group_name = f"{resource_prefix}-group"

# Happy path

self.instance_policy_name = f"{resource_prefix}-pol"
self.instance_role_name = f"{resource_prefix}-role"
self.instance_profile_name = f"{resource_prefix}-prof"

# Failure mode

self.bad_creds_policy name = f"{resource_prefix}-bc-pol"
self.bad_creds_role_name = f"{resource_prefix}-bc-role"
self.bad_creds_profile_name = f"{resource_prefix}-bc-prof"

get_availability_zones(self) -> List[str]:

Gets a list of Availability Zones in the AWS Region of the Amazon EC2

:return: The list of Availability Zones for the client Region.
try:
response = self.ec2_client.describe_availability_zones()
zones = [zone["ZoneName"] for zone in response["AvailabilityZones"]]

N
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log.info(f"Retrieved {len(zones)} availability zones: {zones}.")
except ClientError as err:
log.error("Failed to retrieve availability zones.")
log.error(f"Full error:\n\t{err}")
else:
return zones

« APl OFMIC DV Tk, TAWS SDK for Python (Boto3) API U7 7L A1 @
MDescribeAvailabilityZones; 2B L T &L,

SAP ABAP

SDK for SAP ABAP

(@ Note

GitHub ICIE, T DDV Y —RAEHWET, AWS JI—REIVAKRI K1) T2<LEUH
ZROTT, RELERTOIEZHRBLTSEZ L,

TRY.
oo_result = lo_ec2->describeavailabilityzones( ).

oo_result is returned for testing purposes.
DATA(1lt_zones) = oo_result->get_availabilityzones( ).
MESSAGE 'Retrieved information about Availability Zones.' TYPE 'I'.

CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
DATA(lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'E'.
ENDTRY.

« APl OFFEMAIC DWW TIX., TAWS SDK for SAP ABAPAPI U7 7ZL>>AL @
MDescribeAvailabilityZoness 2B L T &L\,
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AWS SDK BREEHA REOD—RHIDZEEBZVARNIDOWVWTIRE,

F, #2RBLT<EFE VAWS SDK

ZEAL T Amazon EC2 UY — A% EHR T, CcOREYOICIE., FHABBAECETAERE.

LI SDK/N—2 3V OFMBEaENTLERT,

CLI T DescribeBundleTasks R 93

RDOY> 7). I—RIiE, DescribeBundleTasks ZFHA T3 A EEHBALTVET,

CLI
AWS CLI
N RILERAVZRRTBHICE
COBITE, IXNTONY RILZARVZRRLET,
X R:
aws ec2 describe-bundle-tasks

H

{
"BundleTasks": [
{
"UpdateTime": "2015-09-15T13:26:54.000Z",
"InstancelId": "i-1234567890abcdef0",
"Storage": {
"S3": {
"Prefix": "winami",
"Bucket": "bundletasks"
}
},
"State": "bundling",
"StartTime": "2015-09-15T13:24:35.000Z",
"Progress": "3%",
"BundleId": "bun-2a4e@41c"
}
]
}

« API OFEMRIC DWW TIEX., TAWSCLIOXR > RU7Z77L>AL ® "DescribeBundleTasksy %

ZRLTEEL,

Foav
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PowerShell

Tools for PowerShell V4

Bl1: BT, BEENENY RILEZADZZRLET,

Get-EC2BundleTask -BundleId bun-12345678

Bl2: COBITIE, REH "TET1 FlF "R ONVRILZATICOVTHBALET,

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = @( "complete", "failed" )

Get-EC2BundleTask -Filter $filter

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 77 7L >R (V4),
M DescribeBundleTasks, ZSHBL T EE L,

Tools for PowerShell V5

Bl1: COBITR, BEENENY RILZATZERLET,

Get-EC2BundleTask -BundleId bun-12345678

Bl2: COBITIE, RED "ET 1 FlF "TRBU ONVRILZATICOVTHBALET,

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = @( "complete", "failed" )

Get-EC2BundleTask -Filter $filter

« APl QFMIZ DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)4
MDescribeBundleTasks, ZZHBL T EE L,

AWS SDK AREHA RED—RHIOTLBVANIOVTE., T, 2B L TS EEVAWS SDK
ZFEHALT Amazon EC2 UY — A% ER T, COREYIICIE., EHABKBAECEITZEHRE.
BEIO SDK/NN—2 3 OEFEMEESENTVET,
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CLI T DescribeCapacityReservations ZFEH T3

ROY > 7 )L 1— Ri&k, DescribeCapacityReservations ZHA 355 E&EHAL TVET,

CLI
AWS CLI
Bl1:12BlEOF YN T4 FHZRERT B ICE
R®D DOdescribe-capacity-reservationsfl Tk, BED AWS U—23>0FXTD
FAYNTAFHNOFMZRTILUET,
aws ec2 describe-capacity-reserxrvations
H
{
"CapacityReservations": [
{
"CapacityReservationId": "cr-1234abcd56EXAMPLE ",
"OwnerId": "123456789111",
"CapacityReservationArn": "arn:aws:ec2:us-
east-1:123456789111:capacity-reservation/cr-1234abcd56EXAMPLE",
"AvailabilityZoneId": "usel-az2",
"InstanceType": "c5.large",
"InstancePlatform": "Linux/UNIX",
"AvailabilityZone": "us-east-1la",
"Tenancy": "default",
"TotalInstanceCount": 1,
"AvailableInstanceCount": 1,
"EbsOptimized": true,
"EphemeralStorage": false,
"State": "active",
"StartDate": "2024-10-23T15:00:24+00:00",
"EndDateType": "unlimited",
"InstanceMatchCriteria": "open",
"CreateDate": "2024-10-23T15:00:24+00:00",
"Tags": [],
"CapacityAllocations": []
},
{
"CapacityReservationId": "cr-abcdEXAMPLE9876ef ",
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"OwnerId": "123456789111",
"CapacityReservationArn": "arn:aws:ec2:us-
east-1:123456789111:capacity-reservation/cr-abcdEXAMPLES876ef",
"AvailabilityZoneId": "usel-az2",
"InstanceType": "c4.large",
"InstancePlatform": "Linux/UNIX",
"AvailabilityZone": "us-east-1la",
"Tenancy": "default",
"TotalInstanceCount": 1,
"AvailableInstanceCount": 1,
"EbsOptimized": true,
"EphemeralStorage": false,
"State": "cancelled",
"StartDate": "2024-10-23T15:01:03+00:00",
"EndDateType": "unlimited",

"InstanceMatchCriteria": "open",
"CreateDate": "2024-10-23T15:01:02+00:00",
IlTagSII: []’

"CapacityAllocations": []

Bl2:1 2 EDOFYNTTAFHNEZRTSICE

XD describe-capacity-reservations ®HITEE, BELEF YN T 1 FHOFHM%E
RRLET,
aws ec2 describe-capacity-reservations \
--capacity-reservation-ids cr-1234abcd56EXAMPLE
A
{
"CapacityReservations": [
{
"CapacityReservationId": "cr-abcdEXAMPLE9876ef ",
"OwnerId": "123456789111",
"CapacityReservationArn": "arn:aws:ec2:us-
east-1:123456789111:capacity-reservation/cr-abcdEXAMPLES876ef",
"AvailabilityZoneId": "usel-az2",
"InstanceType": "c4.large",
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HMICOVTIE,

"InstancePlatform": "Linux/UNIX",
"AvailabilityZone": "us-east-1la",

"Tenancy":

"default",

"TotalInstanceCount": 1,
"AvailableInstanceCount": 1,
"EbsOptimized": true,

"EphemeralStorage": false,

"State": "active",

"StartDate": "2024-10-23T15:01:03+00:00",
"EndDateType": "unlimited",
"InstanceMatchCriteria": "open",
"CreateDate": "2024-10-23T15:01:02+00:00",

"TagS": [] ,

"CapacityAllocations": []

MViewing a Capacity Reservation; ZZ8BL TS E& L\,

« API OFFMIC DOV T,
MDescribeCapacityReservationsy ZZBL T & V),

TAWSCLIOXR>RUTZF7LYAL @

PowerShell

Tools for PowerShell V4

" Amazon Elastic Compute Cloud User Guide for Linux Instances ®

Bl1: COBITRE, V=320 1 2BEOF YN TAFHUIEODVWTHBALET,

Get-EC2CapacityReservation -Region eu-west-1

A

AvailabilityZone

CapacityReservationId
CreateDate

: eu-west-1b
AvailableInstanceCount :
: cr-0c1f2345db6f7cdba
: 3/28/2019 9:29:41 AM

2

EbsOptimized : True
EndDate : 1/1/0001 12:00:00 AM
EndDateType : unlimited
EphemeralStorage False
Toav 649


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/capacity-reservations-using.html#capacity-reservations-view
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-capacity-reservations.html

Amazon Elastic Compute Cloud

FROYN—=HA R

AWS SDK BREEHA REOD—RHBIDZE LBV ARNIDOWVWTR,

« APl ®

InstanceMatchCriteria
InstancePlatform
InstanceType

State

Tags

Tenancy
TotalInstanceCount

: open
: Windows

: m4.xlarge
. active

: {3

: default
2

Tools for PowerShell V5

SOV TIE, AWS Tools for PowerShell " X RLY RUTZ 7L A (V4)
M DescribeCapacityReservations; ZZ8B L T & LY,

Bl1: 2OPITERE., V=230 1 20 E0F YN T4 FHICOVWTHBELET,

Get-EC2CapacityReservation -Region eu-west-1

e

AvailabilityZone
AvailableInstanceCount :
: cr-0clf2345db6f7cdba
1 3/28/2019 9:29:41 AM

CapacityReservationId
CreateDate

. eu-west-1b

2

EbsOptimized : True
EndDate : 1/1/0001 12:00:00 AM
EndDateType : unlimited
EphemeralStorage : False
InstanceMatchCriteria : open
InstancePlatform : Windows
InstanceType : m4&.xlarge
State : active
Tags : {1
Tenancy : default
TotalInstanceCount : 2

« APl QEFFMIC DV TIE, AWS Tools for PowerShell " OX> RLY NUTZ 7L 2R (V5)

M DescribeCapacityReservations; ZZ8R L T & LY,

F, #28BL T EEVWAWS SDK

ZEHALT Amazon EC2 UY — A% ER T, COREYIICIE., EHABKBAECEITZEHRE.

BRI SDK /N\—23 >0

FHEBENTLVET,

N

1)
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CLI T DescribeCustomerGateways ZFEH T3

ROY 7). 1— Rk, DescribeCustomerGateways ZFH T2 HEZHRBAL TVET,
CLI
AWS CLI
DAY =T =RV I ZRRTBICE
COPITRE, DAY= —KRI T/ &2RRLET,
aN> R:

aws ec2 describe-customer-gateways

A
{
"CustomerGateways": [
{
"CustomerGatewayId": "cgw-b4dc3961",
"IpAddress": "203.0.113.12",
"State": "available",
"Type": "ipsec.1",
"BgpAsn": "65000"
.
{
"CustomerGatewayId": "cgw-0ellf167",
"IpAddress": "12.1.2.3",
"State": "available",
"Type": "ipsec.1l",
"BgpAsn": "65534"
}
]
}

BEDHAZI—T—RIIA 2L RTDICE
COBITE, BEETHENAZII—T—RNII(ZRRLET,

N> R
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aws ec2 describe-customer-gateways --customer-gateway-ids cgw-0ellf167

7
{
"CustomerGateways": [
{
"CustomerGatewayId": "cgw-0ellf167",
"IpAddress": "12.1.2.3",
"State": "available",
"Type": "ipsec.1l",
"BgpAsn": "65534"
}
]
}

o API OFFMRICOWVWTIE, TAWSCLIOX>RUJZZL>AL D
MDescribeCustomerGateways; Z2Z8B L T IEE LY,

PowerShell
Tools for PowerShell V4

Bl1: ZOBITRE., BEEHAEAAEZN—T—RIIAICOVTHALET,

Get-EC2CustomerGateway -CustomerGatewayId cgw-1la2b3c4ad

IR
BgpAsn : 65534
CustomerGatewayId : cgw-la2b3c4d
IpAddress : 203.0.113.12
State : available
Tags : {1
Type : ipsec.1

Bl2: ZCoBITRE, RENMREBRERLBEERTRBEHAZII—T—RIIAICOVTHAL X
ER

$filter = New-Object Amazon.EC2.Model.Filter
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$filter.Name = "state"
$filter.Values = @( "pending", "available" )

Get-EC2CustomerGateway -Filter $filter
Bl3: COBITRE, IXNTOHAHAREN—T—RNITIAIZDOVTHALET,
Get-EC2CustomerGateway

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY MU 7 7L 2R (V4),
M DescribeCustomerGateways; ZZR L T EE L,

Tools for PowerShell V5

Bl1: COPBITE, BEECNEDAEZI—T—RIIAICOVWTHBALET,

Get-EC2CustomerGateway -CustomerGatewayId cgw-la2b3c4d

7
BgpAsn : 65534
CustomerGatewayId : cgw-la2b3c4d
IpAddress : 203.0.113.12
State : available
Tags : {1
Type : ipsec.1

Bl 2 COPITE, REFREFELEEATHEEARII—F—RITAIOVTHALE
7.

$filter = New-Object Amazon.EC2.Model.Filter
$filter.Name = "state"
$filter.Values = @( "pending", "available" )

Get-EC2CustomerGateway -Filter $filter

Bl3: ZOBITRE, IXNTOAAERI—T—KRITIAIZDOVTHALEY,

Get-EC2CustomerGateway
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« APl MFEMIZ DV TIE, AWS Tools for PowerShell " OX> RLY KU TZ7 7L 2R (V5),
@M DescribeCustomerGateways ) 2B L T EE V),

AWS SDK BREHA RED—RFAOELBVANIDODVWTIE., T, Z283BL T EFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECET I ERE.
LBEI®D SDK/NN—2 3> DHEMEEENTVET,

CLI T DescribeDhcpOptions ZEH T3
RDOY > 7 )L 1—RIE, DescribeDhcpOptions A T2 HEZHBALTVET,
CLI
AWS CLI
Hl 1: DHCP A 7> 3> ZRAR T B IC I
XD describe-dhcp-options OHITIE, DHCP OFFMZEEL £T,

aws ec2 describe-dhcp-options

sk
{
"DhcpOptions": [
{
"DhcpConfigurations": [
{
"Key": "domain-name",
"Values": [
{
"Value": "us-east-2.compute.internal"”
}
]
I
{
"Key": "domain-name-servers",
"Values": [
{
"Value": "AmazonProvidedDNS"
}
]
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}

1,
"DhcpOptionsId": "dopt-19edf471",

"OwnerId": "111122223333"

},
{
"DhcpConfigurations": [
{
"Key": "domain-name",
"Values": [
{
"Value": "us-east-2.compute.internal”
}
]
},
{
"Key": "domain-name-servers",
"Values": [
{
"Value": "AmazonProvidedDNS"
}
]
}
1,
"DhcpOptionsId": "dopt-fEXAMPLE",
"OwnerId": "111122223333"
}

FHMICOVWTIE, TAWSVPC 1—H%—74 K1 ® "Working with DHCP Option Sets; %%
BLTLSEZL,

Bl 2: DHCP A7 a > #RikL., HAZ71ILZU>TIBICE

XD describe-dhcp-options O#I Tk, DHCP 7> a > %#kiRL, 71 2—%EH
LT, RXAZF—LY—/N—IZ example.com ZFDDHCP #7723 N&ERLET,
COBITIE, --query NTAXA—RZFEAL T, HHICERERHKRE ID DAERTLET,

aws ec2 describe-dhcp-options \
--filters Name=key,Values=domain-name-servers Name=value,Values=example.com \
--quexy "DhcpOptions[*].[DhcpConfigurations,DhcpOptionsId]"
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H
[
[
[
{
"Key": "domain-name",
"Values": [
{
"Value": "example.com"
}
]
.
{
"Key": "domain-name-servers",
"Values": [
{
"Value": "172.16.16.16"
}
]
}
1,
"dopt-001122334455667ab"
]
]

FMICOVTIE, TAWS VPC 1—H—H4 K1 @ "Working with DHCP Option Setsy &%
BLT<EE W,

« API OFFMIC DV TR, TAWSCLION> RUTZ 7L A1 ® "DescribeDhcpOptions. %
SRLTLEEL,

PowerShell

Tools for PowerShell V4

Bl1: COBITE, DHCP A7 3>ty hZe—EBRRLET,

Get-EC2DhcpOption

A
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DhcpConfigurations

{domain-name, domain-name-servers}
{domain-name, domain-name-servers}
{domain-name-servers}

Bl 2: ZOBITRE, BEENLDHCP A7>3> Yy hD

DhcpOptionsId
dopt-1a2b3c4d
dopt-2a3b4chd
dopt-3a4b5c6d

a1

ax &

Tag
{}
{}
{}

DFEEMBLET,

(Get-EC2DhcpOption -DhcpOptionsId dopt-la2b3c4d).DhcpConfigurations

A

Key Values

domain-name {abc.local}

domain-name-servers

« APl OEFMIZ DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V4),

{10.0.0.101, 10.0.0.102}

M DescribeDhcpOptionsy B L T EE LY,

Tools for PowerShell V5

Bl1: COBITIE, DHCP A 723>ty hE2—ERRLET,

Get-EC2DhcpOption

A

DhcpConfigurations

{domain-name, domain-name-servers}
{domain-name, domain-name-servers}
{domain-name-servers}

fl2: ZOBITRE, BEENLDHCP A7>3> Yy kD

DhcpOptionsId Tag

dopt-1a2b3c4d {3

dopt-2a3b4chd {}

dopt-3a4b5c6ed {3
REOFMZRBLET,

(Get-EC2DhcpOption -DhcpOptionsId dopt-la2b3c4d).DhcpConfigurations

e

Key Values

~
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domain-name {abc.local}
domain-name-servers {10.0.0.101, 10.0.0.102}

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V5),
M DescribeDhcpOptionsy ZZRL T & LY,

AWS SDK AEEHA REOD—RHIOTLBEVANIOVWTR., T, 2838BL T EEVWAWS SDK
Z#EAL T Amazon EC2 UY — A% ER T, CcOREYOICIE., FRABBAECETAEHRE.
BLEIO SDK/N—2 3V OFMEEENTVET,

CLI T DescribeFlowLogs Z#fH 3%
RO 7). 1— Rk, DescribeFlowlLogs ZEAT2H5EEHBALTVET,
CLI
AWS CLI
Bl1:IXTO7O0—O7z2LRTSICEF

XD describe-flow-logs ®HITE, IXTOT7O0-OTDFMERTRLET,

aws ec2 describe-flow-logs

H

"FlowLogs": [
{
"CreationTime": "2018-02-21T13:22:12.6447",
"DeliverLogsPermissionArn": "arn:aws:iam::123456789012:role/flow-
logs-role",
"DeliverlLogsStatus": "SUCCESS",
"FlowLogId": "fl-aabbccdd112233445",
"MaxAggregationInterval": 600,
"FlowLogStatus": "ACTIVE",
"LogGroupName": "FlowlLogGroup",
"ResourceId": "subnet-12345678901234567",
"TrafficType": "ALL",
"LogDestinationType": "cloud-watch-logs",
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"LogFormat": "${version} ${account-id} ${interface-id} ${srcaddr}
${dstaddr} ${srcport} ${dstport} ${protocol} ${packets} ${bytes} ${start} ${end}
${action} ${log-status}"

iy
{

"CreationTime": "2020-02-04T15:22:29.986Z",

"DeliverlLogsStatus": "SUCCESS",

"FlowLogId": "fl1-01234567890123456",

"MaxAggregationInterval": 60,

"FlowLogStatus": "ACTIVE",

"Resourceld": "vpc-00112233445566778",

"TrafficType": "ACCEPT",

"LogDestinationType": "s3",

"LogDestination": "arn:aws:s3:::my-flow-log-bucket/custom",

"LogFormat": "${version} ${vpc-id} ${subnet-id} ${instance-id}
${interface-id} ${account-id} ${type} ${srcaddr} ${dstaddr} ${srcport}
${dstport} ${pkt-srcaddr} ${pkt-dstaddr} ${protocol} ${bytes} ${packets}
${start} ${end} ${action} ${tcp-flags} ${log-status}"

}
]

Bl2:70-0O704 7€y hEeRRRITBICE

XD describe-flow-logs OHITIEE, 71 IIEZ—%ZEAL T, Amazon CloudWatch Logs
DEEENEOTIIIN—TICE8ENZ 7007 0FAOAZERRLET,

aws ec2 describe-flow-logs \
--filter "Name=log-group-name,Values=MyFlowlLogs"

« APl QFFMIC OV TR, TAWSCLIONX> RUZ7L A, ® "DescribeFlowLogs &%
BLTLSEZL,

PowerShell

Tools for PowerShell V4

Bl1. CoflTik, OFEEERA7H 'S O 120t 70-O07 %28 RLET,
Get-EC2FlowLog -Filter @{Name="log-destination-type";Values="s3"}

A
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CreationTime
DeliverLogsErrorMessage

DeliverLogsPermissionArn :

: 2/25/2019 9:07:36 PM

DeliverlLogsStatus : SUCCESS

FlowLogId : f1-01b2e3d45f6718901

FlowLogStatus : ACTIVE

LogDestination ! arn:aws:s3:::amzn-s3-demo-bucket-dd-tata
LogDestinationType : s3

LogGroupName :

Resourceld : eni-01d2dda3456b7e890

TrafficType ¢ ALL

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY NUT7 7L 2R (V4),
M DescribeFlowLogsy ZZBL T &L\,

Tools for PowerShell V5

Bl1: ZofITIER, QFEEERA7THF '3 O 120 Ltn7O0—-0O7%ZERLET,
Get-EC2FlowLog -Filter @{Name="log-destination-type";Values="s3"}

A

CreationTime : 2/25/2019 9:07:36 PM
DeliverLogsErrorMessage

DeliverLogsPermissionArn :

DeliverlLogsStatus : SUCCESS

FlowLogId : f1-01b2e3d45f6718901

FlowLogStatus : ACTIVE

LogDestination : arn:aws:s3:::amzn-s3-demo-bucket-dd-tata
LogDestinationType : s3

LogGroupName :

Resourceld : eni-01d2dda3456b7e890

TrafficType ¢ ALL

« APl MEFMIC DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L 2R (V5)
M DescribeFlowLogsy ZZBL T E&E L\,

AWS SDK AREHA RED—RHIOTLBVANIOVTE., T, 228BL TS EEVAWS SDK
ZFEAL T Amazon EC2 UY —A&EHRTD. COREYOICIK., GHABBAHECETIERE.
BEIO SDK/NN—2 3 OEFEBEESENTVET,

~
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CLI T DescribeHostReservationOfferings Z{EH 9%

ROY 7). 1— Rk, DescribeHostReservationOfferings ZEHA 325 EZHAL TUVE
ER
CLI
AWS CLI
BEERANTFHNY—ERAZRRTSICE
COBITE, BAABRBEMAIA AR AT7I)—EBRANOFNZRZRLET,
Y R:
aws ec2 describe-host-reservation-offerings --filter Name=instance-
family,Values=m4
& A
{
"OfferingSet": [
{
"HourlyPrice": "1.499",
"OfferingId": "hro-03f707bf363b6b324",
"InstanceFamily": "m4",
"PaymentOption": "NoUpfront",
"UpfrontPrice": "0.000",
"Duration": 31536000
}
{
"HourlyPrice": "1.045",
"OfferingId": "hro-0Qef9181lcabdef7a02",
"InstanceFamily": "m4",
"PaymentOption": "NoUpfront",
"UpfrontPrice": "0.000",
"Duration": 94608000
}
{
"HourlyPrice": "0.714",
"OfferingId": "hro-04567a15500b92a51",
"InstanceFamily": "m4",
"PaymentOption": "PartialUpfront",
Toray 661
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PowerShell

« APl ®

"UpfrontPrice": "6254.000",
"Duration": 31536000

"HourlyPrice": "0.484",

"OfferingId": "hro-0d5d7a9d23ed7fbfe",
"InstanceFamily": "m4",
"PaymentOption": "PartialUpfront",
"UpfrontPrice": "12720.000",
"Duration": 94608000

"HourlyPrice": "0.000",

"OfferingId": "hro-05da4108ca998c2e5",
"InstanceFamily": "m4",
"PaymentOption": "AllUpfront",
"UpfrontPrice": "23913.000",
"Duration": 94608000

"HourlyPrice": "0.000",

"OfferingId": "hro-0a9f9be3b95a3dc8f",
"InstanceFamily": "m4",
"PaymentOption": "AllUpfront",
"UpfrontPrice": "12257.000",
"Duration": 31536000

FHMICOWTIEE, TAWSCLIONRUTZ7LV A,
MDescribeHostReservationOfferings ;1 ZZBRL T<E&E L\,

Tools for PowerShell V4

5l 1: ZOHITIE, PaymentOption A"'NoUpfronty; TH B 4FED 7 1 )L Z— Tinstance-family
T ATZ % Dedicated Host FHIICDVWTEHBALET,

Get-EC2HostReservationOffering -Filter @{Name="instance-family";Values="m4"} |
Where-Object PaymentOption -eq NoUpfront

N

1)

\/
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0

CurrencyCode
Duration
HourlyPrice

InstanceFamily :
: hro-0c1f234567890d9ab
: NoUpfront

: 0.000

OfferingId
PaymentOption
UpfrontPrice

CurrencyCode
Duration
HourlyPrice

InstanceFamily :
: hro-04adl2aaaf34b5a67
: NoUpfront

: 0.000

OfferingId
PaymentOption
UpfrontPrice

: 94608000
: 1.307

m&

: 31536000
: 1.830

m&

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " AN RLY KU 77 7L >R (V4),

M DescribeHostReservationOfferings; ZZ 8L T &L,

Tools for PowerShell V5

5l 1: ZDFITIE, PaymentOption A'NoUpfronty THB4FEND 7 14 JL X — Tinstance-family

T A TZ % Dedicated Host FHIIC DV TFHBEALE T,

Get-EC2HostReservationOffering -Filter @{Name="instance-family";Values="m4"} |

Where-Object PaymentOption -eq NoUpfront

H

CurrencyCode
Duration
HourlyPrice

InstanceFamily :
: hro-0cl1f234567890d9ab
: NoUpfront

: 0.000

OfferingId
PaymentOption
UpfrontPrice

CurrencyCode
Duration
HourlyPrice

: 94608000
: 1.307

m&

: 31536000
: 1.830

~
N\
w
X

663


https://docs.aws.amazon.com/powershell/v4/reference

Amazon Elastic Compute Cloud FROY/IN—HA R

InstanceFamily : m&4

OfferingId : hro-04adl2aaaf34b5a67
PaymentOption : NoUpfront
UpfrontPrice : 0.000

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L >R (V5),
@ DescribeHostReservationOfferings; 2B L T & LY,

AWS SDK BREHA REOD—RHFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
ZEAL T Amazon EC2 UY —A#EHRT D, COREYDICIK., EHABBAECETIHERE.
BLEI® SDK/NN—2 3> OFMEEENTVET,

CLI T DescribeHosts ZFEH T 3

RDOY> 7). I—RIE, DescribeHosts #EA T2 AHEEHBALTVET,
CLI

AWS CLI
ERRANOFEBZERTTDICE

XD Ddescribe-hostsPITE., AWS 7HD 2 MAD available Dedicated Hosts D&
HERRLUET,

aws ec2 describe-hosts --filtexr "Name=state,Values=available"

& A
{
"Hosts": [
{
"HostId": "h-07879acf49EXAMPLE",
"Tags": [
{
"Value": "production",
"Key": "purpose"
}
1,

"HostProperties": {
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"Cores": 48,
"TotalVCpus": 96,
"InstanceType": "m5.large",
"Sockets": 2
},
"Instances": [],
"State": "available",
"AvailabilityZone": "eu-west-1la",
"AvailableCapacity": {
"AvailableInstanceCapacity": [

{
"AvailableCapacity": 48,
"InstanceType": "m5.large",
"TotalCapacity": 48
}
1,
"AvailableVCpus": 96
1,
"HostRecovery": "on",

"AllocationTime": "2019-08-19T08:57:44.000Z",
"AutoPlacement": "off"

FHMICOWTIE. TAmazon Elastic Compute Cloud User Guide for Linux Instancess ®
MViewing Dedicated Hosts; 2B L TS &\,

« APl OFEMRIC DWW TIEX., TAWSCLIOXR > RUTZ77L>AL ® "DescribeHosts; ZZ8BL
TLEEL,

PowerShell
Tools for PowerShell V4

Bl1: COBITIEEC2RANDFMZRLET

Get-EC2Host

H

AllocationTime : 3/23/2019 4:55:22 PM

~
N\
w
X

665


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/how-dedicated-hosts-work.html#dedicated-hosts-managing
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/describe-hosts.html

Amazon Elastic Compute Cloud FROYIN—HA K

AutoPlacement : off

AvailabilityZone : eu-west-1b

AvailableCapacity : Amazon.EC2.Model.AvailableCapacity
ClientToken :

HostId : h-01e23f4cd567890f1
HostProperties : Amazon.EC2.Model.HostProperties
HostReservationId :

Instances : {3

ReleaseTime : 1/1/0001 12:00:00 AM

State : available

Tags : {3

5l 2: ZOFITIEE, KA DM h-01e23f4cd567899f1 @ AvailablelnstanceCapacity 22 ') L E
C

Get-EC2Host -HostId h-01e23f4cd567899f1 | Select-Object -ExpandProperty
AvailableCapacity | Select-Object -expand AvailableInstanceCapacity

&

AvailableCapacity InstanceType TotalCapacity

11 m4 . xlarge 11

« APl OFFMIC DWW TIX, AWS Tools for PowerShell " ONX> RLY KU 7 7L 2R (V4),
(M DescribeHosts 1 ZZRBL T &L\,

Tools for PowerShell V5

Bl1: ZOBITIEEC2Z RANDFMZERLET

Get-EC2Host

o

AllocationTime : 3/23/2019 4:55:22 PM

AutoPlacement : off

AvailabilityZone : eu-west-1b

AvailableCapacity : Amazon.EC2.Model.AvailableCapacity

ClientToken :

HostId : h-01e23f4cd567890f1
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HostProperties : Amazon.EC2.Model.HostProperties
HostReservationId :

Instances : {3

ReleaseTime : 1/1/0001 12:00:00 AM

State : available

Tags : {3

$l 2: ZOHITIE, KA BN h-01e23f4cd567899f1 @ AvailablelnstanceCapacity 227 L) L&
CB

Get-EC2Host -HostId h-01e23f4cd567899f1 | Select-Object -ExpandProperty
AvailableCapacity | Select-Object -expand AvailableInstanceCapacity

H

AvailableCapacity InstanceType TotalCapacity

11 m4 . xlarge 11

« APl QFMIZ DV TIE, AWS Tools for PowerShell " AX> RLY NUTZ 7L VA (V5)4
M DescribeHosts 1 2R L T E&E L\,

AWS SDK AR EHA RED—RHIOTEBZDANCOVTRE., T, 288U T<EEVAWS SDK
Z#@FEHAL T Amazon EC2 UY — A& ER T2, CcOREY IIZIE., FABBAECETERE.
BEI®O SDK/NN—2 3V OEFBEEENTVET,

AWS SDK & /=& CLI DescribeIamInstanceProfileAssociationsT Z{FH T
%

ROY> 7 )L I— Rk, DescribeIlamInstanceProfileAssociations AT % 5% A
LTVWET,

To>arvhlk, FYREBRTOJZLASOO—ROKBRTHY), AVTFANATRITITILE
AFHYVET, RODA—RHIT, COTI>3IVOIVTHFANEERETEXT,

c LPUTV R BY—EADBELER
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NET

SDK for .NET

® Note

GitHub ICl&, TDMDOIY—REHYW KT, AWS JI—RHIVKRI K T2 EUH

ZROTT, RELEERTOFEEZRRBL TSEZL,

/// <summary>
/// Get the instance profile association data for an instance.
/// </summary>
/// <param name="instanceld">The Id of the instance.</param>
/// <returns>Instance profile associations data.</returns>
public async Task<IamInstanceProfileAssociation> GetInstanceProfile(string
instanceld)
{
try
{
var response = await
_amazonEc2.DescribelamInstanceProfileAssociationsAsync(
new DescribeIamInstanceProfileAssociationsRequest()
{
Filters = new List<Amazon.EC2.Model.Filter>()
{
new("instance-id", new List<string>() { instanceld })
},
)8
return response.IamInstanceProfileAssociations[0];
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidInstanceID.NotFound")
{
_logger.LogError(ec2Exception, $"Instance {instancelId} not
found");

throw;

}

catch (Exception ex)

~
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{

_logger.LogError(ex, $"An error occurred while creating the
template.: {ex.Messagel}");
throw;

« APl MEEMMIZC DWW Tk, TAWS SDKfor NETAPIUJ77L>AL @
MDescribelamlnstanceProfileAssociationsy ZZBL T &L\,

CLI
AWS CLI
IAM A2V AZVA7AO77AIIOBENFICOVTHEATSICE
COBITE, IMMAVARVAZTO77AILNOIXNTOBEERFICOVTHBALTWVWET,
X2 R:

aws ec2 describe-iam-instance-profile-associations

H
{
"IamInstanceProfileAssociations™: [
{
"InstancelId": "i-09eb@9%9efa73ecldee",
"State": "associated",
"AssociationId": "iip-assoc-0db249b1f25fa24b8",
"IamInstanceProfile": {
"Id": "AIPAJVQN4F5WVLGCIDRGM",
"Arn": "arn:aws:iam::123456789012:instance-profile/admin-role"
}
I
{

"Instanceld": "i-0402909a2f4dffdl4",
"State": "associating",
"AssociationId": "iip-assoc-0dlec06278d29f44a",
"IamInstanceProfile": {
"Id": "AGJAJVQN4F5WVLGCIABCM",
"Arn": "arn:aws:iam::123456789012:instance-profile/userl-role"
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}

o APl OE4AIC DLV TIE., TAWS CLI Command References @
MDescribelamlnstanceProfileAssociationsy ZZBL T &L\,

JavaScript

SDK for JavaScript (v3)

(® Note

GitHub IZIE, T DDV Y —REHWET, AWS JI—REIVARI K1) TR UH
ZROUT, RELERTOFEZRERLTSEZL,

const ec2Client = new EC2Client({});
const { IamInstanceProfileAssociations } = await ec2Client.send(
new DescribeIamInstanceProfileAssociationsCommand({
Filters: [
{ Name: "instance-id", Values: [state.targetInstance.Instanceld] },
1,
1),
);

« APl OFFMICDWTIX, TAWS SDK for JavaScript APl U7 7L A1 @
MDescribelamlnstanceProfileAssociationsy ZZBL T &L\,

Python

SDK for Python (Boto3)

(® Note

GitHub IZIE, T DDV Y 