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ZY RDJD—2IH8 Amazon VPC \NDEHZEAT> 3>

ROBREZFEAL T, VE—MRY NT—T% Amazon VPC RIRICEFTERT, Chs0A7
>av, AWS VY —ADOBRFEDOAH A MY —ERAEOREICKRIERT,

« Amazon Virtual Private Cloud QO #E#iA 7> 3>
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Direct Connect l&, /N7''J ¥ % Direct Connect ##:0D A NI R (AT LIATF—2E>
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=, Amazon 7 RNZRAXFTBIN—KhDAR—F—45—~NDJI47ONJ) (BGP) X274 X
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£9,

NTVYORBAVE—TIAADIN—T 12 TRI> —

Direct Connect ZERALTNT7 U YO AWS H—ERICTIEARTZEEEF. NTUY D IPv4TL
TAVIOREEREIPV6 L7141V ORA%EEEL T, BGPRETT RNZA XTBHEN HV)ET,

RDAZNDY RIL—TFT 142 TRID—HNBERERET,
s NTVYOTLT74YOREMBLTEY, ThHABLBMEOS > 2—FY NLTZZANYICER
TNTVRIRBENHYUET,

« "NST749 0@ Amazon N7V Y OTLT AV OARTHIVENHYET. EREOHEBHY
W—=FT AT R—REhTLVEEA,
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NEAXENET LT AV IANSKEENLECEZERLET,
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« ASPATHERERTL7AVYIOR—BUEE., W—FTA2VINAZBRETDEHICERAETIhETT,
AWS Tld, ELU7L 714 Y YA Direct Connect 'A4 >Z—ZY RENT UV ORBAOR—T I
AADEBICT RNZAXENTVWBEE, ZFEALTRYEENBIL—KET RNRAXTS
CEZBEBHLET,

« Direct Connect &, FIAAREZITXNTOO—HAILBLOPIE—NAWS V=232 FL T4V IR
Z#T7 RINRXA XL, CloudFront ¥ Route 53 & &, FIATRERMD AWS JEV -3 LEY
ARAUEN (POP) ASDAVRY RTLTAYVIOREEDHET,

® Note

« AWS HE)—>23 >0 AWS IP 7 RL AZB JSON 7 7 1 )L ip-ranges.json I 1J A b
ThTVWBTLT714Y DA, AWSHEU—3>TOXRT RNZLAAXENET,

« AWSERAU—>3>20 AWSIP 7 RL AZhE JSON 7 7 1 )L ip-ranges.json IZ1J A b

ThTVWBTLT714Yv A, AWSERU—23>TORRT RNZLAAXENET,
FHCOVTE, TAWS 20U T7 7LV A) O TAWSIP 7 RL A&H, 228RL T
EEV,

 Direct Connect l&. BNNAEBN 3 OTL 71V IOREZT RNZALAALET,

« Direct Connect &, BEEI® NO_EXPORTBGP X1 =ZF A TCIXRTONT VY ITLT14Y IR
BT RNRALAALZET,

c 2DONEBBINTVYIREBAVEZ—TIA AZFERALT220EXRZ -3 rsEALTL
TAVIORETRNZLAL, E55ERBEUBGPEMERFGENV L 71vIOREZEFEDES.
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« B D Direct Connect &N H2EEE. BUNABMZE DL 7141V IRET RNRZRAXT
BCET, AVNIURNZ 74V OOO—REBERAETEEXT,

c LK D2TTRNBRAREND T LT 1Y IR, BHEORY NTD—IOBREBATTRNZRAX
Direct Connect L TlEWVWHEB A, HFEZXIE., ChSOTL 714V IORRF, FEONTVYOA4>
BR—ZYRNIL—TFA42TTF—TINILEHDEFETELEEA,
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REAR—TIAAOO—HIEREBGP AZ1=-F 1 XJ%EHR—NLTVWET,

BGP X174 OO—NIIEERRE

O—NLBERENBGP X174 2V 2ERATRE, KYKNIT—VOBEENZ74YITO—
RN VTR —RNREEZRRATEET, BGP Y a2 EHTT RNRAXTBDTLT71Y
VA&, X174 87 ZBALT, BEhBDRZ 71V VOBRENFITEXANAODBEEEZ R
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O—AIILEBAREBGP QX1 T4 XV FMEICHMNTT, ALV —2a>FEEESRS AWS
)= 3 VIR —A%ZBLEB® Direct Connect &t (TP IO TATITOTAT)BTRS 71499
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TO L ASN #7R— b Direct Connect
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* NewTransitVirtualInterfaceAllocation

e VirtualInterface
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TEET,
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® Note
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us-east-1
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us-east-1 VIF A

<

VIF C . Corporate data
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us-west-1

VIFC O CIDR OEHBREEZZEEL 35S, VIFCCIDREREICEKE TSI —NEVIFC ZFEALE
T, chld, TL7AYIARARGERVIEDHTT,

* VIF C (us-west-1) I& 172.16.0.0/24 27 R/XR A4 XL, AS_PATH B (& 65001

East
East

Corporate data
center

us-east-1

VIF C . Corporaie data
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Direct Connect gateway

West

West
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Direct Connect #5473 >

AWS Tl&. Amazon Virtual Private Cloud (Amazon VPC) EF VT LEZAA VT ZANTZOFYEAD
EEIOEFEVERY NDO—JEHKEERTEET, AWS Direct Connect Resiliency Toolkit &, EE®
BEEMUEETILZ/ALER VA —RZRHLET, ChSsOEFIIEF. SLABEZERTS -
OOEREROBRZEREL, ENTHOICKRIEET, BEMUETETI/ILZEBIRTS L, AWS Direct
Connect Resiliency Toolkit X ERADEFERZIEFF T 7OCAZHA RLET.,. BEEETILE. B
DG CHYBBOEREREZERRIDLS CHIATIATVET,

ROEHZATS 3> = EH TEFET Direct Connecto

- ZFREEYE: COEFILIE,. AWS Direct Connect Resiliency Toolkit THERTE, 99.99% M SLA
ZERTREHOOFEAEGEZ)IVIANTDFEZRMLET, ZhiZlE, Direct Connect H—E
ALRIVTIT) =X BRMIREENTVSD SLAERDEODINTOEHER/LEEIHEN HYE
T, FMICDOWVWTIE., TAWS Direct Connect Resiliency Toolkity #Z8BL T E&E L\,

- BVEEM: ZOEFILIE AWS Direct Connect Resiliency Toolkit TR TZ ., 99.9% M SLA %3E
RIBDLHICERERZINTDHFEZREMLET., ChiZlk, Direct Connect Y —EALAXILT
TJ)—XVRNIRAEETATVS SLAEROLEHDIXNTOEHEFBLIMXENf HYET, FMIC
2W Tk, TAWS Direct Connect Resiliency Toolkity ZZ8B L T & L\,

« ARETARM COEFITIE., AWS Direct Connect Resiliency Toolkit TERTZE., 1 DN
FROERIDOT/NA ATRIRT2EROEGRZEAL T, EETRAVWD—JO0—- ROFEARB K
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N =R
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» AWS Direct Connect Resiliency Toolkit
« Direct Connect 7 5> Y U
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ROARL =23 FERERTANATERT,

s BRUAY—REHEALTERZERTS

« Classic ##iZERT S

« the section called “ #E# D FMD R T

- the section called “#E#tZEHT D"

« MACSec CKN/CAK 7t BBEAT 7%

« the section called “MACsec >— VL Y hF— L EHOBOBEEN T ZHRTS”
« the section called “HE#t % Bl BR”

B Z Link Aggregation Group (LAG) ICIEMT 3 &, BHOERZE—OEFEHRELTRS L
NTEERT, FHHICOVWTIE, T#45£Z7 LAGICEHERN TS, Z25RBLTLSEEL,

BROEIE, NTVYIBRPTTAR—ROAWS DY —RIZERTDLHOREA>E2—T T
A AZHERLET, FHICOVWTRE, "REAVEZ—T I/ AEFRANBREBAVE—TI( A, %
ZRLTSEEL,

Direct Connect 4 —< 3 2 ICKEEI N E VB EE. £9 AWS Direct Connect /N\—hF—7"07 5 A
@ AWS Direct Connect /N\— R F—ICHERBVEDLELSEE WV, FMIZDOWTIE., "Direct Connect%
HR—KLTWD APN/N—hF—, ZSHBLTLSEETL,
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MAC £+ 117 14 (MACsec) 2EATH2EHREIERTIEEEF. TOEXZHBITDAEIC, EHED
BIEEXRGECHERSEEV, FMICOVWTIE, Tthe section called “BA#E#H: D MACsec BIIREHE"
ESBLTLSESTV,

Letter of Authorization and Connecting Facility Assignment (LOA-CFA)

HHMT, BFERLSOEKEVIIANLEEND E, LOA-CFADA I O— RAFAREICAY &
T VDIONFBHIB>TVWEWEE, LOACFANEESVO—RABICHE>TVEEA. BHK
DIIVIARMA=)ZH#FELET,

AIUO—RUELOA KK, AWSHRITLE LOANEEMZRITILEODTFIRILEBRZLED
LAREEhTVET, LOADFORILBREFEN L, PDF RFIXD KK, BEEhl, £L<
FREDAEEMEA BB LOA ¥ Direct Connect 4 ROERZ7ANA A —IC&>TOREBE D &
ZHEET, TOXIINBREE., PDF 2BV TEBR/NRILZRFEITHETRIATEXT, BUWAER
FI1X NI, TSignatureis validi (BRIEERTT) £/2&E "Document has not been modified
since the signature was applieds (BENEAETNTHASRFIXNIEEThTVERA) &K
TENET, LOADKXEEICNY FNRILEARNS Y REEROEHN UARYBLEAETATVE
T COFEHNLE. BRENTH > TEEFIVT A ZRAITDIEDTRASEEMDIEEE L THEE
LET,

FHRIE, R—KPFTIOTATICB2meE, THEEFE LOAANRITENTHS 90 ANRBLEEZD
WITNARVEATHEMNICRBENET, 7795714 XRX—23208]. £FEE LOANRKITENTH
590 HURNICKR—PMZHIBRT B LT, BRZEEWT D ENTEXT,

90 AAZIBL TEELENITOLNTH ST, LOACFANRITENTEWVESF. R— KA 10 BEIC
HIRRENBCEREBETHEX—IINEEENET, 10 HOBMBERNICKR—NETIOF17ICL
BA2EEE. R—NIBEWICHIKREN, R—MNMER7OECAZBEERBITAIVEN ELUET,

LOA-CFA 24D O—REBFIFEICOVWTIE, TLOACFAZAIO—RT3, #3RBLTLE
A AN

(® Note
BEOFMZDOVTIE, "Direct Connect Bl #SHBL T &V, LOA-CFA ZBRTL
FRICEGNINVEBLSBZ > EBERE. BERCBE TEGZHIBRTAIMLEN HV) ET, 55
IC2DWTIE. TDirect Connect ##iZHIBR T2 1 ZSBL TSV,
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s BtV 1Y — REFEAL T Direct Connect ERERZIERTS

« Direct Connect Classic #E#ZER T 2

+ LOA-CFA Direct Connect D& V> O— R

« MACSec CKN/CAK % Direct Connect ##: | BES 1+ 2

« MACsec ¥—% L ¥ h¥—& Direct Connect %t 0 BEE S i ZHIBRT 2

B 1Y — RZMEHL T Direct Connect EREGZ/EKT S

COEOU>aADTER, DAY —RZ2FERAL TEEZER TS HEICOVTEHBALET, Classic
Bz /ER T BHE. the section called “AT ¥ 7° 2: Direct Connect ER#EfH 2 ) VT ARNTZ” D
FIEECESEETV,

BHRODA - ROERZEKTDICIE

1.

Direct Connect 122V —JL (https://console.aws.amazon.com/directconnect/v2/home) ZF & &
9o

TET =3RS T[] 28RL., EROER] 2BRLET,
EHEOER]I R—D 0 [BEEIEFZA 7] T, D1 —R] Z2BRLEXT,

29 RD—VBRO [EREL AL ZBRUET, BEELALBROVT Y ZEETE S
7.

- BREEM
- BLWEEM
« ARETADN

ChesOEEHELARIOFEEFEMIZ DWTIE, the section called “AWS Direct Connect
Resiliency Toolkit” ZZBL T &L\,

DRAN] ZBIRLE T,
EHEOBR] R—I T, ROFMABERZEADLET,

a. [#18E] ROYZ7HIVDARNDYS, EEICSERHFEREZBIRLET, 1 Gbps A5 400
Gbps ETHEHEBETHRETEET,

b. Location Ti#t]7% Direct Connect 35T %2R L. First location H—E A7’ O/N 1 & —%#R
L. COBFTERZRHEIDIH—ERATONAFT—&BBIRLET,
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c. 2FBoO —>3a>7Tlk, 2&B DO — 3> Direct Connect TiEYI%& ZiBIRL, 2 &
BoOr—>a H—bERA7ONASA—%BRL, CO2FBOOT—2 a0 TiEGZRM
THIH—ERA7ONAMFT—&EIRLET,

d. (F7232)MAC E¥1UT 1 (MACsec) Z AT R ELZRELET. [TDMHBORE]
T. [MACSec XSR—hZUIJITARTBR]| 20UV ILET,

MACSec B HEHRTOAKERANAETT,

e. (A7 3[BT Z2EM ZRBRLTF—LEORTZEMIDE, COEHRZEESICHEBIL
IIBYERT,

s [F-lEBEF—BEZADLET,
« [fE] CF—EZABDLET,
BEORJZHIKRIBICE, RTZBRL, [RTDOHIR] Z2BRLET, RTZZIZTBHC
ERETEFRE A,
7. DRN]ZEBRLET,
8. [EFEEER|R—IT, BREZHALET, COR—DJIZE. R—rEAEQOHEIAMEEN
NDT—REFEREERTENETT,
9. [MER] ZBRLZET,
10. Letter of Authorization and Connecting Facility Assignment (LOA-CFA) 24 D> O—RL%E 7,

FFMIC DWTIE, the section called “Letter of Authorization and Connecting Facility Assignment
(LOA-CFA) ZZ2BRBL TS,

LTOVWTFhAOIOYY REFEALET,

« create-connection (AWS CLI)

» CreateConnection (Direct Connect API)

Direct Connect Classic & = EK T %

BERELS DB S, Direct Connect AV —I)L&2FERALTEHZEVIIANEREETEET, RAD
BEHENZEFE. AWS Direct Connect N\— R F—EBHDUTHRANESEZVIVITIANLET, XDOIE
wAHBDEEERBLET,

« RERR—NAE—R, EAEGTE. ERVIIAMNDERBICR—NEEZLETSH LT
EEBA. RANELHDIFES. AWS Direct Connect/ N\— N F—RREZZETEET,
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. BHEKRT T Direct Connect BT

® Note

Direct Connect AV =) ZEALU THKRANERZVIIARNTDCERFTEREA, KD
WIZ, IRANELGZ/ER TE S AWS Direct Connect /N\— M F—I2EHEL T, AELTLE
TV, ROFIEZAFYTLT THARANEGOHTL ICEXRET,

¥1 L L\ Direct Connect i 2 ER T3 I I

1.

2

10.

11.

Direct Connect 1122V — L (https://console.aws.amazon.com/directconnect/v2/home) ZFR & &
9o

[Direct Connect] EIE 0 [Get started (fEFABAR)] T. [EHEDER] ZFBIRLE T,

[Classic] Zi#IRL £T,

[BHENIC. BEOBRHZADLET,

[Location (3%Ff)] . #&t% Direct Connect DHZFTZEEIRL £,

ZEITBBEE., (7O —>32] T, 8FK, FLEEBFEEOXY ND—o7ONA X —IC
REEVZOF7EERLES, cOAT72arviEk, OTy—2a>TEYOEBRO7OTFICESEE
(MMR) *®» 3 BENDHAZILET,

[R—RMAE—R] TEATEHEBEZERLET,
COEFEFEALTTF—XEX—I_EHT 554, [On-premises] (7L X R) T,
[Connect through an Direct Connect partner] (/N\— R F—BH TEFHET ) £1BIRLET,

H—EA7’O/NA4 A —7T. AWS Direct Connect /N\—hF—%Z1BIRLET, UANIZEZVW/N—b
FT—Z2FERATBEEE. [Other] ZEIRLET,

[H—EAZ7'O/NAZ—] T [Other] &R =HEE., [ZAONAZF—0RF]IC, ERHTS/N—

NFr—0ZEZADLET,

(A72aN[FTaEM ZBRLTHF—ECEORTZEMNTDE, COEHZEESSICEIILY
IL<BVYET,

s [FlCRF—BZABDLET,
« ME] ICF—fEZADLET,
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BFEOZTZHKRTDICE, 2T28RL., [FTDHIR] 2B8RLET, 2T Z2ZICTD LR
TEEXEA.

12. [BEEOERK] ZRRLET,

HFUOITANEEEL, BEAOR— 27O 3IZ Y AWS $2EXTICHRA 72 EEBEA H
DHENBHYNET, COBEAR, I—AT—AFERFEETALEGARAICEITIFMABHROVIIAN
BELEX=IINEEEIhDHEENBYVET, EX—IE, Y1 TYTRBICERALEEX—=ILT
RLAICEEFEETNET AWS, 7 HURICKHETHIHEN HY), BELBRVEELG>HEIBRENET,

ARICOVWTR, "SEABRCARARNER) ZZRLTIEEL,

LOA-CFA Direct Connect D& > O0— R

LOA-CFA . Direct Connect AV =) EEGFIOAN RSA 2 2FERALTA O O0—RTEE
T, LOA-CFA Z2XA > O—RLTHXRY ND—o77ONA X —F£F 205 —>a>7anN4 &2 —IC
RB#HIzE, TOTONAME—RBEBERICRD>TIVOARAOARINEEINTEDLDICKRYET,

LOA-CFA ORI O— RF %

1. Direct Connect 12V —JL (https://console.aws.amazon.com/directconnect/v2/home) ZFH& &
Jo

2. FE#—23> R4 T [Connections (3E#:)] Z#IRLET,

3. EHEBRLUILES, [FHEOXRTRZVVYILET,

4. [Download LOA-CFA] Zi#IRL £ 9,

(® Note
D> ONFBRICE2>TVWEWES, LOA-CFANEEADO—RAEICKZ>TVEE
ho BNMBEREERTDHR—NT—ANFEREhET, VIITANIREL, VI
AR EEND E, LOACFAZA I VO—RTEDRSICBYET, ThTEHAY
YO—RTEBVEERE., AWS HAR—KMIZHEBVWELESEEV,

5. LOA-CFAZXZY ND—o7O0NAA—F 3OO0 —>3a>7ONAF—ICFEL, 270X
XIORNERITENTEDELDICLET, BHEFERFIOQT—237ONMAICKYYERYE
T, FHMMICDOVWTIE., DirectConnect O —<3a>OVOAAZI MDD T AN, #258BL
TLEEL,
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AN RSAFREIFEAPI ZFEAL TLOA-CFA A O—RT2ICIEF

» describe-loa (AWS CLI)
» DescribeLoa (Direct Connect API)

MACSec CKN/CAK % Direct Connect &t BIE [ (T3

MACsec ZHR— N T 2L ZEERL 1-%(C. CKN/CAK ZZDELGICEEN TR N TEXT,
BRE(T I ZEERR T DI, DirectConnect AV —I)L&2EHTD A, AN RZAVEEE API &
FALET,

® Note

BHEICEENITENEZERDO MACsec D — I LY hF—RBEETEXEA, F—ZZEETS
BENHZDHERE. TOF—CEREOEENTZBRLIZELT, HILLVF—Z2EEICEHE
HFET. BEFTOBRRICOVTE., "MACsec >—JL Y hF—EEEDOEOBEEN G
ZEBRID ZBRLTSEZ L,

MACsec ¥ —Z #E#EICBEEN T ICIF

1. Direct Connect 1122V — )L (https://console.aws.amazon.com/directconnect/v2/home) ZB & &
Jo

EORA>T, K] 2B8RLET,
BRzBERLLES, FHORRZ9VUYIOLET,
[(F—OBEENFFIZIUYILET,

MACsec ¥F—Z ABLET,

o ~ w0

[CAKICKN RT7 OERA]: [F—RT] ZBIRURXOBEEITVET,

. [EHBEEMNFF— (CAK)IC, FHATSD CAKZADLET,
o [HEGEENTF—FB CKN)IC, FATDCKNEAHNLET,

[>—2LYy hOFEA]: [BIEOS—ILY NYXZ—2 Y02 —UL Yy N ZZBRL, [—IL VY
N] T MACSec —2JL Y RF—&BIRLET,
6. [F—OEERHZIVYILET,
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AN RTAFRIE API ZEHA L T MACsec ¥ —Z 4G ICEEMN T2 ICE

» associate-mac-sec-key (AWS CLI)

» AssociateMacSecKey (Direct Connect API)

MACsec &—%2 L ¥ K& — & Direct Connect 124t 0 B ET (T Z BRI

Y —)L. DirectConnect AN RZ A4, £ilE API ZFERAL T, ##H & MACsec F—RE DB
B EHIBRTEE T,

EfiE MACsec ¥F—RBEOBEENITZHEKRT S ICIE

1. Direct Connect J122Y — )L (https://console.aws.amazon.com/directconnect/v2/home) ZB & &
9o

EORAVT, [#E) 2BRLET,

EREzERLULES, FHOXRT 29UV ILET,

fRBRT S MacSec >— VL v hZBRL., [F—0BHERTZHRBRTZ Z2IVYILET,
WA A4 TFOTRY VAT, disassociate EA DL, [BENSTEMR]|ZIVYILET,

o o bk~ w b

AN RSAFREIE API ZFEA L TESLE MACsec F—RIOBEEN T EZEKRTSICE

 disassociate-mac-sec-key (AWS CLI)

» DisassociateMacSecKey (Direct Connect API)

7R A N$E#: Direct Connect

Direct Connect IR A NEHRZER T D ICIE,. ROBHRHIBDETT,

Direct Connect location

AWS Direct Connect /\— Kk 3+—7"0%'5 LA® AWS Direct Connect /N\— N F—&H AL T,
Direct Connect A7 —> 32 &F =222 —, 74 A, LFOAOT—>3VIRBEOHIC
ZYRND—VERBEBILET, -, OF—2 3 ERUVERRNICOIOT -3 AR—A%E
REREIZIOICERIUEET, FMICDOWTIE, TDirect Connect Delivery Partnersy (71 /Y1) —
N—KrF—)ZSBLTLEZ,
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® Note

Direct Connect A2V — LA SKANEGRZ VIV IARNTDERFTEELEA, L,
AWS Direct Connect N\— R F— R RANERZER L TERETEET., ERNREST
=5, 2V —JL® [Connections] (k) R4 VICERARTENET,
RANERZFEATSHICAETIHEN HYERT, FHMICOVWTRE., "RANEREZS
TAND ) ZSRLTLEE,

Port speed

RANEREDZES, BETE SEIE 50 Mbps, 100 Mbps., 200 Mbps, 300 Mbps, 400

Mbps. 500 Mbps. 1 Gbps. 2 Gbps. 5 Gbps. 10 Gbps. & & 25 Gbps TF. BEDEH

% /=9 Direct Connect /N\— R F—0O & A, 1 Gbps, 2 Gbps., 5 Gbps, 10 Gbps, Fi=lk 25
Gbps DIRANEHZEZERTEDCEITEFEL TS EET LV, 25 Gbps #EtlE. 100 Gbps DAR— K~
EENFFATI8E% Direct Connect O —2 3> TOXRERTEEXT,

RORIEELTLSEZ W,

. EfHiR—BNOEEIE., AWS Direct Connect /N\— R F—IC &2 THAREETEET., AWS Direct
Connect N\— N F—HFBEEOEGOT Y T7IL—REEFEFDIL—REHR—-RNLTVWR AL
SHEBIBLTILKEEV, N—NF—HFEGOTYTIL—RIZIITL—REZHR—-NLTV
B8, BEORANEGROFEIREZ T Y TSI L—REFLEFEADIL—RITDEHIC, EEzH
BRUTBERTIHVENf BL<BZVY)EL I,

« AWS FRANEHRTNS 714V IRV —ZFERALET, 2FVY, NRFTA4YIL—RMNFRERES
NEBAL—NIETDE, ROBRNZ 7490 ROYTENET, chicky), §/N—ABMB
ST74YI9DAN—=7"Y N, IEN—ARNKNT T 1YL EBELSBDAERENHYET,

« D% 2RT7L—AIE, Direct Connect FARNBREHRTRAICBIICE>TVIHEEICOIRELT

BRCTERY, DV RTL—LNFZTOBRERTHENCZ>TLWEWES, EOBBETEAMIC
TRELEWRETEXREA,

RARNERZVIIANLTERIDE, ROOAV Y —I)LBRENTREICEN KT,

- B ZHIRR
- BHiZEHID
- BEROFMORT
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BEHEOBELES, NTVYIBRUOTTAR—NAWS VY —RIZEHTZIEHDOREA > 2—
TIAAZERLET, FMAICODVTE, TREAER—TIA AEFRANEREAZ2—T14
2 EBBLTIEE W,

Direct Connect R A NEHZZ(TAND

RANEGEOBAICELN HBBEEE. AWS Direct Connect /N\— N F—7'0%9 5 o® AWS Direct
Connect N\— R F—ICEIETHDHENHYET. N— N TF—IBEHEOEKZ7OE3I = JL
£, BERZREE NS, Direct Connect 12V —)L® [Connections] R4 2V ICEHENARRENE
9,

RANELGZFRAIIEICEREZTANDIHAEN B ET, FAMEREZEZITANSICE, Direct
Connect AV =) Z2EAT2H. O RSAVELEFAPI ZFRALET,

1. Direct Connect 1127V — )L (https://console.aws.amazon.com/directconnect/v2/home) ZB & &
EE

2. FE#—23>ARA 2T [Connections (3E#:)] ZZIRLET,

3. KRANEHRZBRLLEZS., [FHEOXRT] ZBRLET,

4. WEOFIVIRYIRZFICL, [AETS]) ZEBRLET,

ANV RSAVEREGAPI ZFEAL TEGZHBITHICE

« confirm-connection (AWS CLI)

+ ConfirmConnection (Direct Connect API)

Direct Connect #Z#t = BRI 5

BIREHBRTEDDERE. TOEHKICRBA VI EZ—T IA AN 12ETEYFEATVWEVESICER
SNET, BEZHIRTZE, COEROITNTOR—NFERESAFLELETH, JORTIXRI K
FLERIRYRND—VERBRBENrRETRIEEN HYET ATZS8K ). Direct Connect7— R Exix
BEFEREANE—TIA AICEERTSNET, REA 2 EZ—T7 T4 AQHIBRAZEDFMICOWVT
&, "MREAVE—TIAAZHKRTED BSBLTIEEL,

EfnzHIRT2EIIC. JOATHAVY NEBAIEFENDERO LOA ZF I O—RL, BHFEFELEIC
DVTOBEERBREAFLTIKEETV, EEHELOA ZFXTVO—RIBDFIEICOWVWTIE, MLetter of
Authorization and Connecting Facility Assignment (LOA-CFA); ZZ B L TS &L\,

RANERZZTANS 105


https://console.aws.amazon.com/directconnect/v2/home
https://docs.aws.amazon.com/cli/latest/reference/directconnect/confirm-connection.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_ConfirmConnection.html

AWS Direct Connect d1—H¥—HA R

BHaHBRTdE, AWS K, ZHTEAWSNYFNZRIIASKTIZAN—200AARINT—T
ILEHIBRL T, ZY D —2F /N4 A% Direct Connect L—Z—AS5{IT2 L3I0 —> 3
D7ONAA—ICERLUET, L, JORAOARINT—=TIUNEERY NDO—=0F N1 AICE
FEhTVWB UM ®2 20, JO05—23a > 7ONA A —FEREFE7ONAM X —FOO0XAIXR
VRNREFELERRZY ND—VEEBEREEBERIZDBEENHYET, ChsOIVORDXRI MNE£E
Direct Connect & X EBIZRTH Y, LOADERZFEAL OO —>a>7ONAM A —FLEEKET
AONAA—IC&YFroE)lchEnERYEEA,

D" Link Aggregation Group (LAG) D —3TH 2154, ERZHIBRT 3 & LAG THEATE 31E46k
DERNMBDBREETEDEERF, COBREETOIZLRTEREA,

Direct Connect AV —JL, XV RSA >, FEEAPI ZFEAL TELZHIBRTEET,
BEHREHIBRT S A%

1. Direct Connect 12/Y — )L (https://console.aws.amazon.com/directconnect/v2/home) ZB & &
EE

2. FTEY—23>2~RA 2T [Connections (3Ek)] ZiBIRL £T,

3. BEHEEZBIRL., [Delete (HIBR)] ZBIRLET,

4. [Delete (HIBR)] DRI A T7OTKRY VAT, [Delete (HIER)] ZBIRLF T,

ONVRSAVEREGAPI ZFEAL T EGZHIBRT S ICE

 delete-connection (AWS CLI)

» DeleteConnection (Direct Connect API)

Direct Connect iZ#t 2= B9 5

Direct Connect AV =)L, AR R4, FLEEAPI ZFEAL T, XROEGEMZEHTEE
9,

. :ll/gt/aya)%ﬁﬁo
« BETHEHTS MACsec BEB{tTE— R,
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® Note

RANELD MACSec 7ONT 1 ZEEZEEITD LR TEREAN, N—hF—EHA
DHEELT MACSec ZBEMICL T, BEICREBRANERZRHUTEETT,

BWNBEEATOESTT,
* should_encrypt

* must_encrypt

ESILE—RZZOEICHKREL LB, BEEAT VIR EEREATLET,

* no_encrypt

BERzEHIRICE

1. Direct Connect 1122 Y — )L (https://console.aws.amazon.com/directconnect/v2/home) ZBI&E &
ER

2. FTEY—23>2~RA 2T [Connections (3EH)] ZiBIRL £7,

3. ERZEBRLLER, RE)ZVJVYILET,

4. EHZEEEIDICHE

[BRIOZEE] [BH] CHLLVEREZANLET,

[(ZTDEM [T 0OEM ZEBRLT, ATZETLET,
[F-]CEF—BZANLET,
[ME] ICF—fEZADLFET,

(2T DHIRR] 2T DHEICHS [T DHIR] ZFIRLET,
5. [EHRDmE] ZERLET,

ANV RZA R API 2 AL TEGZEF IS ICE

» update-connection (AWS CLI)

» UpdateConnection (Direct Connect API)
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 create-vpn-gateway (AWS CLI)

* New-EC2VpnGateway (AWS Tools for Windows PowerShell)
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« AttachVpnGateway (Amazon EC2 Query API)
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» Add-EC2VpnGateway (AWS Tools for Windows PowerShell)
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ERFFSsNEIXNTOFERETSARK—KNTF—RNII(ZRRTEXT,

RETZAR—RNT—RNI I A OBENITEHERTSICIE

1. Direct Connect 122V — )L (https://console.aws.amazon.com/directconnect/v2/home) ZB & &
9o

RETZAR—=RNTF— VI A 2EBERTEEEEENSTRERTS 190


https://docs.aws.amazon.com/cli/latest/reference/ec2/create-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/New-EC2VpnGateway.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/ApiReference-query-AttachVpnGateway.html
https://docs.aws.amazon.com/cli/latest/reference/ec2/attach-vpn-gateway.html
https://docs.aws.amazon.com/powershell/latest/reference/items/Add-EC2VpnGateway.html
https://console.aws.amazon.com/directconnect/v2/home
https://console.aws.amazon.com/directconnect/v2/home

AWS Direct Connect d1—H¥—HA R

2. FTES—2 3> ~RA > T [Direct Connect Gateway] Zi2R L, Direct Connect '— KD I 1 %i&
RUET,

3. [View details] Zi#RL £,
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» create-direct-connect-gateway-association (AWS CLI)

» CreateDirectConnectGatewayAssociation (Direct Connect API)
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* describe-direct-connect-gateway-associations (AWS CLI)

» DescribeDirectConnectGatewayAssociations (Direct Connect API)
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« delete-direct-connect-gateway-association (AWS CLI)

» DeleteDirectConnectGatewayAssociation (Direct Connect API)
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» UpdateDirectConnectGatewayAssociation (Direct Connect API)

Transit Gateway ® Direct Connect B8 {f (1223 0 Bl k&

Transit Gateway O FfE & (&, Direct Connect 7*— RV I 4 OBEEM ITRENAKLEABORERT
HBEEIC., CORRZHBRTEET, BENITRROAFERI N ZHBRIZD LRI TEELRA
#¥. Direct Connect #*— KN"J I 4 A S Transit Gateway DBEEN (T E BRI D EN TEET, il
IC2WTE., MTransit Gateway OB ER [TIREDIER L 2FRL T LEEV,

Transit Gateway & Direct Connect M BE{Y (T#2% (&, Direct Connect A2V —J)L, AX > RT A
>, TR APIZERAL THIRRTER T,

Transit Gateway O BEER FTHAENEZTLTIAY IAZEH TS 204


https://docs.aws.amazon.com/directconnect/latest/APIReference/API_DeleteDirectConnectGatewayAssociationProposal.html
https://docs.aws.amazon.com/cli/latest/reference/directconnect/update-direct-connect-gateway-association.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_UpdateDirectConnectGatewayAssociation.html

AWS Direct Connect d1—H¥—HA R

BIE ITREZHIRT B ICIF

1. Direct Connect 122V — )L (https://console.aws.amazon.com/directconnect/v2/home) ZB & &
9o

2. FES—232RA2T, [Transit Gateways] ZiZIRL ., Transit Gateway ZiBIRL £7,
3. [View details] ZiZRL £,

4. [Pending gateway associations ((REH D7 — U T 4 OBEES )] Z:8IRL ., BEM T ZE
', [Delete (HIBR)] ZZ#IRLE£T,

5. [Delete association proposal (BE{S ITIREDHIBR) 0X 4 FOJRY VAT Delete (HIFR). &
AHB L. [Delete (HIBR)] Z#IRL £,

ANV RSAVEREFAPI ZFEAL T, REBYOBEMNTIREZHEIBRTSICE

« delete-direct-connect-gateway-association-proposal (AWS CLI)
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S5 (JSON) BRUT IAM DRARNT TSI T A AICERTBESIZLET, IAMTIEART A
H—F 100 ZBADRV—FIVOELRANBHREREZRMEL, T2 THRENERIV —0
EREZEYR—RNLET, FHMAICOVTE, IAM I—Y—H4 R @ IAM Access Analyzer TR ')
D—ZRIET D ZSRLTLEET,
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« ZEZRFRF (MFA) Z2ERTD -TIAM1—Y—FLRGII— NI —2ZHXEBETRFTIVIND
BERFAWSTHIURN, MFAZFZAICLTEF IV T 1 28{LLET, APl ARL—>3 D
FREOPEENDEEZICMFA ZRXEICTDICE, RU—IC MFAZGZEMLET, FHAICOV
T, IAMIA—5—HA R OMFAZERLEZEBAPI 7O A ZSRL TS EZL,

IAM TORARNT ST 14 ADFMIZOVWTR, AMI—F—HAROIAMTOEFIUTAOX
ARNTZ0T 1A ZZRBLTSEZL,

Direct Connect D 792> 3>, UY—RA, BRUOEH

IAM 7 A F T ATAR—ADR) S —TRFATELRERTEITIaEVIY—-A, LT
AVEFUERLEFERTIRHEIBETEE T, Direct Connect i, BEOFT V3>, VY—
A, BRUOKZKH/EF—ZHR—BMLTVWET, JSSONKRU—THEATHIIXNTOERICOVTIE,
NIAM A—%—H4 R, @ "IAMJISON RUZ—ZEZQU T 7LV A, 28RBLTLSEEWL,

FToay

EEEE JSONAWS RUS—ZFEAL T, HHFMAICT I EATEDAZEETEXRT, 2K, &
DTVINLFED)Y—RACHLTEDRSBRHRTTT I IV ERITTERDHEVWSZET
ER

JSONRUZ—® Action BRICERVZ—AOT IV L AZHAFTLRIERITRI-OICHEATESD
ToaAVHRBRENETT, COTIIVRBEEFTSNEARL -3V ERITIDEHDT Y
EAFAEZNETEIRI—THERAEIET,

Direct Connect DRV —F 02 3a>Tlk, FUO>3a>Ouill7L 74 YA directconnect:
EERALET, & xE., Amazon EC2 DescribeVpnGateways APl AR L —3 3> T Amazon
EC2AVARVAZERTIRDEHOOT IV EAFTZ21—H—ICHFETHICE. RUZ—IC
ec2:DescribeVpnGateways 79> 32 & 8HET, RUZ—AT—KM XV NIE., Action £
(& NotAction TLX N ZEHBDMENH V) ET, Direct Connect Ik, COH—EATREITTESD
RAVZERTBDMEOT VA 0OEY NZEELET,

RDRDD—HITIE, "OFRAKEY) T OEAEHFTL F T Direct Connect,

JSON

"Version":"2012-10-17",
"Statement": [
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{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}

RORV—HITRE, "\OT7ITVtEA%ZFEFT L FET Direct Connecto

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
1,
"Resource": "*"
}
]
}

Direct Connect 72> 3> O ANEZERITSICEK. "TIAM 1I—HY—7FHA R, ® "Direct Connect T
EESND70232, 25BLTLEETL,

VY—2A

EHEEEF JISONAWS KU —%2FERAL T, #AMICTIVEATERIDNZEBETERT, D&Y, &
DTV NLFED)Y—RACHULTEDRSBRUETTT I IAVERITTERHEVWSZET
EE

Resource JSSONRU S —BREGF TV a v FBRAEhZ AT IO EEELET. RANTS
9714 AELT, Amazon Y —AZ—A (ARN) ZFEALTIVY—AZEBELEFT, VY—ALAX
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Q—H—H1 K

LWOTOEAFAZTR—KNLBEVWT I3V 0FERE. AT—MXVRFIXNTOUY—RAICEH
TNBEZRTEDIC, DTAILRA—R (M) ZEALET,

"Resource": "*"

Direct Connect Tl&, X® ARN ZEAHAL £7,

Direct Connect 'J ) — A ARN
)Y —RZ2AT

dxcon

dxlag

dx-vif

dx-gateway

ARN O FEXOFMIC DV TR,

ARN

arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}

arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}

arn:${Partition}:directconnect:
${Region}:${Account} :dxvif/${Vir
tualInterfaceld}

arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}

TAmazon ')V —A%—/ (ARNs AWS "H—EZXZRIZEH, 25

BLTSEZL,

e, ATF—KMX>2 NTdxcon-11aa22bb /1 B —T7 I/ AZEBETHICIE. XD ARN & F

ALET,

"Resource": "arn:aws:directconnect:us-east-1:123456789012:dxcon/dxcon-11aa22bb

BEDTHAIVRNIBIZDINTORBA VAR AZEBEETDICE, DTMILRA—R (*) 2EAH

LET,

"Resource": "arn:aws:directconnect:*:*:dxvif/*"
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)Y —ADERBZE, —FB®D Direct Connect 72> 3k, BENDVY—ATEITTEEFEA,
NDEAIBHBEEF., TAIILRA—R () ZFERITIHLENHYET,

"Resource": "*"

Direct Connect DY —AZATEFDO ARN DY ANEERTSICE. IAMI—H—HA4 RD
MDirect Connect TEBEEND )Y —AZA 7, ZBZBLTILKEEW, EOT7023a>TgIV—A
D ARN ZIEETEDHICDOVWTIWK. [ Direct Connect TEZEE 3703 #3RBLTLKEE
(AT

DescribeConnections., DescribeVirtuallnterfaces, DescribeDirectConnectGateways. Describelnterconnect:
F /=(& DescribeLags @ IAM R —AFT—K X2 KM Resource 7 1 —JLRIZ * BIADUY—A

ARN FEEFEUVY—AARNNZ—UHFEEENTVRESE, —BTHUY—AIDEHAPIO-I)TE
ThBVRY, BEEhE Effect BRELEBA, LEL. IAMAKRDD—RAT—M X2 NTHE
DIVY—ADTRRBESVY—RELT *ZEETHE, BEL L Effect F'BELET,

ROBITE, VI ITARNT connectionId A"EE 19 (C DescribeConnections 79> 3> i
CHEhEBEE, BEEhE Effect FEESERIMLEL A,

"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections"
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/*"
]
1,
{
"Effect": "Deny",
"Action": [
"directconnect:DescribeConnections"”
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/examplel"
]
}
]
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EL. ROBITE, VOITANT connectionId AfEEEhiEAESHICEZEEL., IAM R
—AT—BMX2N®D Resource 714 —=J)LRIC * MEEBEESNTWS =&, DescribeConnections
To2alc®L T "Effect”: "Allow" AMRRIILE T,

"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections
1,
"Resource": [
nxn
]
}
]
SEF—

EEEE JSONAWS RUS—ZFEAL T, #FMAICT I EATEDAZEETERT, 2K, &
DTV NULFED)Y—RACHLTEDRSBRRHTTT I IV EZRITTERDHEVWSZET
ER

Condition BEXlF, ERECNEREICLESVTAT MY NN ETENIFHEEELEFT,
AL RBEREDEMHEEFEERAL TEHERZERL., RUS—OFKHEVIIANADEE —
HEBBENTEET, IXNTOAWS JO-NILEZHGEF—2BERITDICE. "IAM I—H¥—H1
Ky OAWS "JO—NILEHEITHFARF—, ZSRLTLEEZV,

Direct Connect B OFMH4F—2EZL. —HBOJTO—-NILFZHEXF—OFERAEHR—NLTVE
T, INTHOAWS JO—-NINEHEF—2/ERITHICE. IAMI—H—H4 ROAWS " O0-—-/1N)L
ZHEATHFANE—) ZSRBLTLSESL,

BTV —AREHF—NFERATEERT, FHIOVTRE, fBEQO)—23ADTIEA
DHPRL ZZRLTEEV,

Direct Connect &4F—D U AN ZEE TS IZE. IAM 1—%—H 4 R® Direct Connect M %
HF—1 ZZRBLTILKEEZV, R4bF—2FEATEDZ T3 VY —AILD2VTE, MDirect
Connect TEZRSND T U3, BSBLTLKEEV,
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Direct Connect 1>V — )L O fER

Direct Connect A2V —J)LIZT7 VAT BICE. RIBROTIVEAFANBETT, ChsOT7 ot
A&, AWS PHJ> MDD Direct Connect VY —ANFMllZ —ERTIBRFRRTEET,
BPNRYBEBT IV EAFAR) EFHBRIBLVWTATFOTATAR—AOR) S —ZEHTRDE, ¥
DRV —BEIIVTAT74 (A=Y —F@EO-I) CRULTOVY—INrERLEES ) (ICH
BELEEA,

CNSNDI>T 4T 4H Direct Connect AV — )L Z5|EHEFRATEDRDICTDICE, T
FTATAICRO AWS BEER)S—ETRYFLET, FHMICHOVTER., TIAM1I—Y—HA R, D
F1—H—ADOT7OEAFADEN, 25BLTLSEETL,

directconnect

AWS CLI £2l& AWSAPI D& ZHUOHIT I—H—IZEk, RPBOIAY=ILTIOEAFIZHE
THRBERBERA, RDYIC, BFLESELTVD API ARL -3V IC—HT BT 5 3
S DHEADT I AN FTENET,

1-H—HFESOHTERRTEDLSLTS

COPITR, A—F—TATFUTATALTRYFENLAVFAVHEROIR—J RRIZ—DFK
REIAM A—H—CHAITRIRIS—DERGEERLET, ORIV —CF, O2Y—-IT,
T AWSCLI £l AWSAPI ZERALT7OJZATIOT VAV EETITRDT IV EAFHA
FEENATVET,

"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
"iam:GetUser"
iF

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

}I
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{

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"

1,

"Resource": "*"

}

Direct Connect\ D& EYWERT7 VA
RORIS—HITE, "OFAEY) T IOEA%ZFAL E£9 Direct Connect,

JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}
]
}

Direct Connect\D 7 )L 7 OVt A

RORI—HITRE, "\OT7ITVtEA%ZFEFT L ET Direct Connecto
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
1,
"Resource": "*"
}
]
}

RINK—ADEHEEFEAL = Direct Connect 7TA T T AT AR—ADRIZ —D 4l

VY—ABLRTVIIARMOT IO EAZFIHTRICE, FTF—0OFRGZ2FALET, £z, 1AM
RIS —TRBZFEALT, VY—RFXLERVIIANTREDRIF—2FATERI L ESH ZF]
HIDEETEXT,

IAM RS —TRITZEATZHECODVTER, AMI—Y—HA RO "20%2FHALTT7IEA
ZHIHTD, BSBBLTLSEETL,

X ZE I < Direct Connect R4 > X2 —7 T 4 ADOEES T

ROBlE, RTIZREF—& preprod £ production BEAEFENRTVWRHEEICOK, REL >
B—TIA RAEBER IR EZFTTIR)—2EKTRDFEEERLTVET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:AssociateVirtualIntexface"
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1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [

"preprod",
"production”
]
}
}
},
{
"Effect": "Allow",
"Action": "directconnect:DescribeVirtualInterfaces",
"Resource": "*"

STICEISVITIARMDT 7 ADHIH

IAMRUS —O&BEZEFERALT, AWS UY—RIZZTZFTBDVIITARNTESTCENTEDRY
F—ELEORTEHBTEET, XOPHlIE. Direct Connect TagResource 72> 3 &AL T,
R IZIRIEF — & preprod =& production FENEENTVBRBEICOAK, REAMVEX—TIAA
LR TZ2TEYFITRIEZ2TATBIRIS—2ERTBHEERLTVET, RANTZIT1R
& LT, ForAllValues #8#iF% aws:TagKeys &b+ —& & HIZFEAL T, VIITANTE—R
BOANHUTENDEZRLET,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment™: [
"preprod”,
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"production”
]
},

"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}

29 F—0EH

AM KUY —TREEEALT, UY—AELRUIIANTRENO R I+ —EEATESHES
PHBTEET,

ROBlIE, BTF—REBEOHEFEALT, VIV—ALRTZFTRDCZ2FATIRIS —ZEKT
2HEERLTVET,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"

DH—EAIC) > hn=0O—)l Direct Connect

AWS Direct Connect l& AWS Identity and Access Management (IAM) Y —E AIC) & hiz0O—
ILWEFEALET, Y—ERLCUYIPEnz0O0-)E. BBV IEnE—E02470IAMO—)L
T Direct Connect, H—ERICU > I&EnizO— )Lk ([CK 2 TEHIEZ Direct Connect N TH

T—ERAVU>20-) 241


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

AWS Direct Connect d1—H¥—HA R

., Y—EAFI—H—ICRD>THO AWS Y—E RAERTHTEHICAEETRTOT AR
THEENTVET,

H—EBRACUOEnEO-)Z2ERAT?E, REBTIVLAFTZFEITEMTRIHEN L&

3%, OFRE Direct Connect MEEIZEYNET, F. Y—ERICUIEnO-ILOT7otA
ZF 7 Direct Connect ZEZEL £T, BICERZETAhTVWRIEHEEZRE,. &N TOO—-)Z5EZT
Direct Connect # CEANTEE T, ERTNBDHARGEARV D —LFHFARIVI—ICEETNRTHY,
TOHFAR)—BMOIAM I TATAICTREYFITRDERTEEEA,

H—ERAVOO0-)%Z2HIRTBDICE. BHICEEYY —AZHRITZIMVENHYET, Chiik
V). Direct Connect VY —AANDT VL AHFANBR > THIBRE W BEWVWEDH, VY —ANRESLE
9,

B—ERACUZ7ENizO—-)LZ2HYR-—RNI2MOT—ERICODVWTE, TIAM L EHETDHAWS
H—ERA) ZZRBLT, Y—ERALCV7ZnO0-)IAFBEVICE>TVWEAH—ERAZRDITTL
EEW, Y¥—EBERLCUZVVENEREICETID RFIX N EY—EATRRIDICEK[IEW] VD
ZERLTSEZL,

DH—ERIC)>OEnO0—-ILDOT Y+ AFFA Direct Connect

Direct Connect l&., EWSRBIOHY—ERICU o hizO0—-)E2FERLE
FAWSServiceRoleForDirectConnect, <hlZ&kt), Direct Connect & AWS Secrets Manager
I——ICRDL>TICRFEENTVWS MACSec — I L Y RZEIBTEET,

AwSServiceRoleForDirectConnect H—EARICU O hizO—)Li&, O—JLDO5|EZFICD
WTUTOY—ERZEELET,

» directconnect.amazonaws.com

AWSServiceRoleForDirectConnect H—ERICU >V hizO—-I)iEk., YZ— RKRIS—T
&% AWSDirectConnectServiceRolePolicy ZEAL £,

H—ERAV > OO—-IOER, RE. HIBRE IAMI> T4 74 (A——, JI—7", O—-IBE)
ICHFAITRICRT IV EAFAZRETIHLENHV)ET, AWSServiceRoleForDirectConnect
H—EAVOO—IFBEINICERENDLSICTBICE,. Direct Connect THEATS IAM 7 A4 F
VTATAILRERFINMEEATVRIXEN HYET, YEZFTZRAETRICE. ROKRD
—BIMTATOTATAICTRYFLET,
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": "iam:CreateServicelLinkedRole",
"Condition": {
"StringLike": {
"iam:AWSServiceName": "directconnect.amazonaws.com"
}
}I
"Effect": "Allow",
"Resource': "*"
},
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}
]
}

FHECOVTE, IAMOA—Y—HAR O "TH—ERACVIEnO-I)OT I AFA, 23R
LTLSEEL,

NDH—EAIZ) o n=0—)L O4ER Direct Connect

HB—ERACU OO Z2FBTERITIHBELEHYEBA. K. Y—ERIZUVOchnik

A—)LZ BE#’YIC AWS Direct Connect fEF{L £ 9, associate-mac-sec-key IN > REEITT
&, BYH—EARCUYOEhzO—)L AWS Z4EKL AWS CLI, A" AWS Secrets Manager Z1—
H—ICRO>TAWS YR XNV Y =), . EF AWSAPI ZREFEE N TLS MACsec 2 —
2 LY N%ZHE Direct Connect TEA&LSICLET,

/A Important
cOY—ERV>>o20-)EFk, COO—=I)ITHR—REhhTLVI¥eEEFERITS 0O —E
ATCTIYIANRETUEBRBEICTHINCRRENTT, FHMICOVTE. TIAMT7H
DONCHLVWO—IARREND ) Z2SBLTLIEETL,
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COHY—ERICUOEnO0-)ZHRL, BEERITI2VEN H2HEE. BU7O0AZE
ALTT7HIhTO-I)Z2BERTEET, F. Y—ERICU>I&chi0—)L %2 BE Direct
Connect EF L £ 9,

IAM 1>V —)LZ#ERL T, AWS Direct Connect T—AT —ATOH—ERAU Y
O—I%ZEXKTHD_EETEET, AWSCLI EE AWSAPI T, H—ERBZFEHL
Tdirectconnect.amazonaws.comY—ERICUVIEnO—-I)LZERLET., FMICOVT
&, "IAM 1—H%—HA R, O "TH—EZAV 000K, 25RBLTKEEV, oY —FE
AVo0O—)LzHIBRLTE, AUFETO—ILZBERTEET,

DH—EAIZD) o n0—)L O#RE Direct Connect

Direct Connect Tl&., AWSServiceRoleForDirectConnectH—ERICU V& hiO—I) %iHmE
THERTEFREA, U—EAVVO-ILEZERTRE, Z<OIVTa4T4ICk>TO-I)
FERENDUREUN BB D, O—ILBZEETHERFTEERRA, EEL, IAMZFEAL
A—)LREROREFTEET, FHICODVWTE., "TAMI—Y—HA R, O "H—EA)>o0—
ILDOiREL ZSRBLTLEEL,

NDH—ERIC) > ocni=0-—)L DHI Direct Connect
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2. INTD MACsec ¥—& LAG BOBIER T ZHIBRL T, FMICDOWTE, Mthe section
called “MACsec —42 L ¥ hF—& LAG OB OBEER T EBEBRTD, #SRLTLEEL

H—EAU>70—)% IAM TFHHIBRTSICE

IAM Y =)L, AWSCLI, £/l AWSAPI ZEAL

T. AWSServiceRoleForDirectConnectH—E RICU I hizO—I)ZHIBRLET, EMIC
20T, TIAMA—Y—HA R, O "H—ERA ) 0cnO0—-)LDHEIKR, 25BLTLSEE
(AT

Direct Connect —E AIC V& niO—J)LTHR—rhEThTWBU—23 >
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O—BEI—AT—AILT VAT EFETEIRSICHRIAETAhTVET,
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T 32YFEh, Direct Connect ¥ 1—H—IZRH2>TMACEFIVFTFA4—OLY NEHBTE
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Direct Connect AWS EIBR S —OEH
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REIXRNBER—JDORSS 71— RIZHTRISATLTLEEL,

zE B =ES}
AWSDirectConnectSe MAC Security Z%7R—h¥% 2021 £ 3 A 31 H
rviceRolePolicy - #T L LR 1 =& . AWSServiceRoleForD
> — irectConnect A EBMENEL

o

AWS Y Z—T RARUZ — 246


https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSDirectConnectFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSDirectConnectReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSDirectConnectServiceRolePolicy

AWS Direct Connect d1—H¥—HA R

zE EAL] B
Direct Connect A" ZE 0B #i Direct Connect I, AWS & 2021 £3 A 31 H
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Direct Connect D7 A FoTATAETIORAORNS TN 1—FT142Y

R DIE#IE. Direct Connect & IAM OERICH > TRET S AN H 2 — RN SEED D&
BICRIBET,
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« Direct Connect TP V> 3 ZRITIRERN ZTV

« iam:PassRole ZE1TI2#RAIBFHEA

- BS® B0 I —%—IC Direct Connect JY—AAWS 7HI M ANDT IV AZFFAL 2V

Direct Connect TF7 723> &ETITHERNF WV
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ROITZ—PlE, mateojackson IAM 1—H—HFO2YV—)ILZEAL T, % my-example-
widget VY —AICBHTHHMBBERRLEIDELLECEEZREL T, TORICHKER
directconnect:GetWidget 77 LA AZF > TV B WVEEICRETHIENDTT,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
directconnect:GetWidget on resource: my-example-widget

CM/E. directconnect:GetWidget 7O 3 EAL T my-example-widget ')V —AAN
DT IEAEHFTTSDKSIC, mateojackson I—H—DRVS —ZFFHIIHLENHVYET,
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—#D AWS OH—ERXA TR, HILWH—EAO-IILKREFY—ERALCU> VT hiO—-)IZ2ERK
FTHERDYIC, BFEOO-INZZOY—EALEICENTEXRT, TOLHICE, Y—EALCO-
NEBEITT IV EAFANBETT,
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TOEAHFAF B EEA,
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TYTDZ—RICHIETEDELS ICEROMEZERHLTVET,

AWS Direct Connect T VPN ZFH T2 HZEICDWTIE, AWS Direct Connect Plus VPN ZZ B L
TLEETL,
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AWS Direct Connect Resiliency Toolkit I&, SLA BBEZERTH O OERFEROEXICHKILID, B
BOEEMETFINEBALERVAY—REZRHBLET, BELEFTILZEIRT D &, AWS Direct
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M DOVTIE, Tthe section called “AWS Direct Connect Resiliency Toolkit’; #Z8BL T &
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Diffie-Hellman (DHE) X Elliptic Curve Ephemeral Diffie-Hellman (ECDHE) 7& & ® Perfect Forward
Secrecy (PFS) ZFAL LS AA—REIVTAT R THR—RNENTVWRIRBENfHYVET, <
SOET—RIEE, Java7 BB E, REDEEAEDI ATATHR—RENTVET,

Fh, UVIANMCIERTZI9E2AF—IDE, IAMZTUINILICEER TS ATWES =LY RNT
DEAF—ZFEALTBREITDIYEN BV ET, FIFAWS Security Token Service (AWS STS) %
FRALT, " KWBEF1V T RIBHREERL. VITARNIBEITDEETERT,

NSO API ARL =232V RFEEORY ND—VDOEMAASHUIET ZENTEETH, Direct
Connect TRRUYV—AR—ADT VAR —HHR—RENTVET, ChIZEEFTIPT
RLAICEILKHIREEHDENTEEXT, £/, Direct Connect RU—%FERAL T, BED
Amazon Virtual Private Cloud (Amazon VPC) T RIRA > RHBDVREEFED VPC HSOT VA
EHEITAHEETEEFT, Chicky), EEMIC Direct Connect XY NT—TJHADEFED VPC A
SOREDAWS VDY—ZAANDRY ND—DOF VAN DBENETT, FIICDODVTIE, Mthe section
called “Direct Connect VA T T AT ANR—ADRI>—0H") ZZBLTLEEL,

R—Z—S—KRI47OKRIJL (BGP) X1 UF

A=Y MNE, RYRD—OUATLBETREBREZL—T 1273202 BCP ICKRELKFTF
LTVWET, BGPIL—TFT 12T, EEDOHIBEPBGP /NI Y Y IDNHEZZTR&ND
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Direct Connect CLI A9 %

AWS CLI ZfEH L T Direct Connect VY —A%ZERL . BETEET,

LTOFITIE, AWS CLI N> RZ#EHL T, Direct Connect #E#tZER L E9, £, Letter of
Authorization and Connecting Facility Assignment (LOA-CFA) 22> O—RU &Y, 754 KR—K
FEENT VY OREBAVER—TIAA%Z70ESa -0 Lk TBEETEERT,

BRI BBIIC, AWSCLINAMVAR=IIlEh, REThTVWA I EZERLET, FMICOVT
[£. AWS Command Line Interface 1—%—7H 4 RZSBLTLEZ L,

EPA

« ATV 1. BRI EERTD

« ATV 2:LOA-CFAZA D> O—RFD

c ATV 3 REBAVE—TIAAZERL. -2 —BREEZBETS

ATY 71 ERZERTS

BYODATY T TR, RV IVIANZZEELET, BEBZR—NZEE L Direct Connect O —
AL I2>TVBREEZERELET, FHICOVTIE., "EAEGRERANEG) 25RBLTL
e\,

BHRUIVIANZERTSICE

1. BEDODU—23 >0 Direct Connect AT —2 3 ICDVWTEHBLET, BRENDH LT, #E
EEIYITAO05—>3a>o05—>3a>]1—RzEZEHET,

aws directconnect describe-locations

{
"locations": [
{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"
},
{

"locationName": "City 2, United States",
"locationCode": "Example location"
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}

2. BEEMERL. BEl. R—FEE, 8FPOT—2 31— REZEELET., BENBHLT,
BEID ZEEEOET, ADATY T TLOACFAZEIBTBICE, COIDABEICEYE
kR

aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"
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Bz )T ARNLKE#E, describe-loa ON > RZFEAL TLOA-CFA ZHBTE X9, HOlF
base64 TL1—R&enhExT, BHETS LOAID TV EHEL, FO—RLT, PDF774)
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Linux E£ 7= & macOS Zf AL T LOA-CFA ZH8 93 (Cl&

COPITE. AN ROKEDED T basebd I—T A VT4 2EALTITYZTFI—RL,
Hh%E PDF 77 A )ICEELET,

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

Windows Z{#fH L T LOA-CFA ZEl8 9% ICIF

cOBITE, HAHEF myLoaCfa.base6d EVS T 7 AIICHRRENET T, 2FEBDOINRT
&, certutil A—FT 1 UT1ZFEALT77A4)EFI—RL, PDF 774 ICH D EEELE
ED
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aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6é --output text --query
loaContent > myLoaCfa.base64

certutil -decode myLoaCfa.base64 myLoaCfa.pdf

LOA-CFA Z& 7 O—RULE#R, XY ND—07ONAEF—F @207 —>3>7ONA 5 —(C
EELET,
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F9. FiF. VPCHDO AWS O —ERICEHTDINT VY IREBA > R—T I (4 RA%ZERTS
CEETEET, IPUAFELEREIPV6 RS T7AY I RYR—NTDREBAR—T I AZERTEE
£

BRI DHIC, &9 Tthe section called “lRAE A > Z—T7 T4 ADBIREH ) ORIIRZHZSEBL T
<kEEL,
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1. VPCIZTRYFENLRBTTAR—RTF—RTIT LD ID (vgw-xxxxxxxx) ZEBLET., XD
ATYVTTREAVE—TIAARAZERTRDEHIC, <O IDHFBEICKYET,

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{

"Value": "DX_VGW",
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IlKeyll: IlNamell

1,

"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [

{
"State": "attached",
"VpcId": "vpc-24f33dad"

2. TZAR—NMNRBAE—T T A AZERLET, BHl. VLANID, £ LTV BGP HEZ AT A
ES (ASN) 2EEE I I BEN BV ET,

IPvd RS 714V 90848, BGPETU vy a> olAlc7SARK—KNIPv4 7 RLAN
PVETT, MEDIPVA 7RLAZIEBETSH., Amazon ICT7 RLAZEREED ZENTARET
T, RDBITE, IPv4 7 RLANFBEWICERENET,

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-interface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg3ldyve6",
"addressFamily": "ipv4",
"virtualGatewayId": "vgw-ebaa27db",
"virtualInterfaceId": "dxvif-ffhhk74f",
"authKey": "asdf34example",
"routeFilterPrefixes": [],
"location": "Example location",
"bgpPeers": [

{

ATV T B REAE—TTARZEHRL. L—R—REZMETS 255



AWS Direct Connect

Q—H—H1 K

}

"cust
\"UTF-8\"
vlan>\n

<amazon_
\n <bgp_

amazon_bg
logical_c
"amaz
"virt
"virt

"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",

"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000

omerRouterConfig": "<?xml version=\"1.0\" encoding=
?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
<customer_address>192.168.1.2/30</customer_address>\n
address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
p_asn>\n <connection_type>private</connection_type>\n</
onnection>\n",

onAddress": "192.168.1.1/30",

ualInterfaceType": "private",

ualInterfaceName": "PrivateVirtualInterface"

IPv6 N5 74 Y VY R—NFDTFAR—NMNREA 2 E-—T I A AZERTDICIF, LREE

BUOY> REFEHL T, ipv6 /NT X—AZ—IC addressFamily ZEELF£ ¥, BGP ET
Y IAVICHMEDIPV6O TRLAZIEETDCERFTEEL A, IPV6 7 RL AR, Amazond®
BEIICEVYETET,

3. IL—2—FBERFHZ XML ERTRRTBICE., ERLUEERBA -7 T4 AIZODVWTEHHAL
F9, --query NTX—X—%&HL T customerRouterConfig EHEMHL . --output
NFAXA—B—ZFERALTTFARNZRTXIVTICEBLET,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f

--query virtualIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>
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</logical_connection>

NTVYOREAVE—TIA AERTBICE

1. NTVYIREAVE—TIA A%EKTSICIE, BHl. VLANID, 8KV BGP BEZ AT A
EES (ASN) ZIEETHHLEN HVET,

IPvd RS 74V ODBEE,. BGP ETELGOMmHIC/NT Y U IPvd PRLAE, BGP£HT
T RNZAXTBINT VYT IPVAI—RNEZEETHIHEEHYET, XOFITE, IPv4 NS
TAVIORONTIYOREBAEZ—TITAAEERLET,

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualInterfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg3ldyve",
"addressFamily": "ipv4",
"virtualGatewayId": ""
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [
{
"cidr": "203.0.113.0/30"
1,
{
"cidr": "203.0.113.4/30"

1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
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"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000

1,

"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?
>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n

<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>

\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>
\n",

"amazonAddress": "203.0.113.1/30",

"virtualInterfaceType": "public",

"virtualInterfaceName": "PublicVirtualInterface"

IPv6 RS 74 v 0 RYR—RNTDINT VY IREBAVE—TIAAEERTSICIE, BGP &
ATV RNRAAXTBIPV6IL—RNZEETEET, E7EY>aICMBD IPV6 7 RL A%
BETDEWRETEEREA, IPV6 7 RL AWK, Amazon "BEIMICEIVY HTET, XOHIT

k. IPVv6 RS 74y ORONT VY VRBAR—T T4 RAZERLET,

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidxr=2001:db8:64ce:ba0l1::/64}]

2. L—32—FBERFHZ XML FRTRRTBICE., ERLUEEREBA > Z—T7 T4 RAIZODWTEHHAL
F9, --query NTX—X—%&HL T customerRouterConfig EHEMHL . --output
NFXA—B—ZFERALTTFANZRTXYVTICEBLET,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtualIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
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<bgp_asn>65000</bgp_asn>

<bgp_auth_key>asdf34example</bgp_auth_key>

<amazon_bgp_asn>7224</amazon_bgp_asn>

<connection_type>public</connection_type>
</logical_connection>
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% L /= Direct Connect APl 1—J)L®OY 2 FAWS
CloudTralil

Direct Connect & AWS CloudTrail &(\V5 ., Direct Connect ® 1—%'—, O—J)L, £k AWS
DH—EANRTLET VIV ERBIBDT—ERAEREL TVET, CloudTrail l&. Direct
Connect DINTDO API A=)LZARINELTFYTFYLET, Frv7Frchizd—)LIC
(&, Direct Connect 1>V —J)L®J—)L &, Direct Connect APl ARL —> 3> AOI—ROI—
INEENET, S EHERTSHEE. Direct Connect DA R NxE, Amazon S3 /N7 Y kA
® CloudTrail 1 X2 N OGN BEREZEBEVICTHEN TEXT AAFHZRELBZVEFETE,

MCloudTraily AV —=I0O TAXRVKNEBE), TRIFODARNERRTEEXT, CloudTrail TYR
Exhi-BEHRZMERAL T, DirectConnect ICHTBDVIT AN, VDITARTOIPFTRLA, UY
TARNE, VDOIANBRREDFHBZ®RERTEET,

FHMICOWTIEE, AWS CloudTrall I—H%—H 4 RESRL T EE L,

Direct ConnectCloudTrail T® %R

CloudTrailld, Z7HJ Y N ZHERTBDEAWST AU NTERMIZKEY) EF, Direct Connect TF ¥
TAETANRETDE, TOT VT 1ET 11 Event history 1 R NBET AWS OF DD
HF—EADA R NEHRIZ CloudTrail F R MCRBEEINET, RIEODANR NE, AWSTHD >
RTRR, BE, ¥ATO—RTEET, FMIZOVTIE, "CloudTrail A R NBETOA R K
DEF, EBBLTEE,

AWSD A R KNix &, Direct Connect7 H I RDAXRY NO#EGEHNZL 1— RICOWTR, B
ZERLET, FEBFICK Y, CloudTrail IO 7 7 4 )L%& Amazon S3 /N7 Y NICEETEE T,
F7AIIRTRE, AV —IITIARZERTEIE, IXTOAWS V=23V (IS BAESNE
T, fHflE, AWSN—FT123>20IXTOV—23aUh504/ R h2OJICEEL. BEL
= Amazon S3NT Y NMZOJ 774 &2BELET. 512, CloudTrail QY TWEL ARV B
T—RERVEMICOWL., ThICESVWTHR TSRS, (1O AWS H—EAZBRTEERT, &
MICOVTIE, XzsBLTLSEEL

- SEFDERDIZH OBE

* CloudTrail ¥ Y R—KFR2H—EREHKE

« CloudTrail F§ Amazon SNS @& D #& X

s BED')—232 S CloudTrail AT 7 7 AN EZ TS, BRTEROTHI DS
CloudTrail O 7 7 4 )L & % (THL3
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F X T O Direct Connect 7 72 3~ & CloudTrail IZ& > TOJICFEE&RE . Direct

Connect API U7 7 L AICRRBEENET, FIREE. CreateConnection X
CreatePrivateVirtualInterface ®ETF7 V> a>zHUHd &, CloudTral AT 774 JLICT
RUNERENE T,

BARVIEEGFOJIVNIER, YVIIAMNOERECBEIDRENEENET, TATFT4
TAR®EE, UTZ2HRTIDICRIUEXT,

« UOITARN, JL—KNEIE AWS Identity and Access Management (IAM 1—H—) O FE
ERE NN ES D,

s DOTANAO-NLNFEGR7IFL—23 21— -7 RZVEEF1 )T 1 FiEHRZEA
LTITbhlhESH,

« DOTARN, BIO AWS H—ERICLK > TEFE LA ES D,

e
EII_I|I

HHT

MBI OWTIE, CloudTrail userIdentity EEZ2SBL TS EEL,

Direct Connect A 7 7AINIT > NJIZDVWTEETS

CRLAIL E, BELE Amazon S3ANT Y RCAXR RN ZOT77A4ILELTERHETZLDICEE

ETEET, CloudTrail DOT 77 Ak, B—AEBOOTIVKNIZERET, IRV NFIEE
V—ANSOBE—-JIOTARNZERL, VDOIANENETOAY, PO2Aa2>0B®K, UDVIAR
NTX—=BBEDEBREEARET, CloudTral AT 77 ALk, N7V YU API =L DJEFFTS
NEARZRYIORNL—ATRBEVED, BEDIEFTRERTIENETL A,

LA &, Direct Connect ® CloudTrail O L —ROHITT

Examplef§l: CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
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"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z"

}
}
},
"eventTime": "2014-04-Q4T17:28:16Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {
"location": "EQSE2",
"connectionName": "MyExampleConnection",
"bandwidth": "1Gbps"
I
"responseElements": {
"location": "EqSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",
"connectionName": "MyExampleConnection"

iy

Examplefil: CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",

"accountId": "123456789012",

arn": "arn:aws:iam::123456789012:user/Alice",

Direct Connect A 7 7 A )T KNJIZDVWTERETS
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"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z"

}
}
},
"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {

"virtualInterfaceName": "MyVirtualInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",
"vlan": 123

1,

"responseElements": {
"virtualInterfaceId": "dxvif-fgq6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtuallInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EqSE2"

Direct Connect A 7 7 A )T KNJIZDVWTERETS
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}I

Examplefjl: DescribeConnections

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

I

"eventTime": "2014-04-04T17:27:287",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

}I

Examplefjl: DescribeVirtuallnterfaces

"Records": [

{
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"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}
}
},
"eventTime": "2014-04-Q4T17:37:53Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

iy

"responseElements": null

iy

Direct Connect A 7 7 A )T KNJIZDVWTERETS
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