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« 7224:8100—AWS O 7Lt ARA > N BEEM TSN TLWS Direct Connect J—> 3> &H
LU—2arhsEEesndl—=h,
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« BGP QX174 X2V BEOINXNTOBGP IZ 174 XY (7224:xxxx) &0 ASN TH
ELET, X1 T 1 RTDOERFEEENBVERETT,

« EZAVTERNT TN 2 —F 14> CloudWatch X KRU DA, BGP vy >a>Oy., 8KV
RSTINS21—F42TY=)Tlk, —EMXEZRDE=HIZASN & asplain ERXTRRENET,

ARt ERE

Direct Connect TOO> Y ASN OHR—KIZDOVTIE, XOKRITEEZELTLSEEL,

- OAM: 0% ASN (&, Direct Connect "B R—KREhTWBIXTOAWS U= 3 TEHAT
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West
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FFMIC DWTIE, the section called “Letter of Authorization and Connecting Facility Assignment
(LOA-CFA) ZZ2BRBL TS,

LTOVWTFhAOIOYY REFEALET,

« create-connection (AWS CLI)

» CreateConnection (Direct Connect API)

Direct Connect Classic & = EK T %

BEREHZTIE, Direct Connect OV — )L Z2FERAL TEHKV IV TIARNEZEETEE T, RANELKT
(&. AWS Direct Connect /N\— N F—&E#HE L THRANERZUITIANLET, XROBHB I HD
EEERLET,

« RERR—NAE—R, EAEGTE. ERVIIAMNDERBICR—NEEZLETSH LT
EEBA. RANELHDIFES. AWS Direct Connect /N— N F— R EEZZEETZET,

Classic #RZER TS 98


https://docs.aws.amazon.com/cli/latest/reference/directconnect/create-connection.html
https://docs.aws.amazon.com/directconnect/latest/APIReference/API_CreateConnection.html

AWS Direct Connect d1—H¥—HA R

o BENT TS Direct Connect A —> 3>,

® Note

Direct Connect AV =)L ZEALUTHRANERZVVIIARNTDCERFTEREA, TO
KbHVIZ, RANELGZERTE S AWS Direct Connect /N\— M F—ICHBREVEDELS S
We ZTNE, BHRICEAEZELET, XOFIEZAFYTLT "HRANEGOHFT,) ICHEXE
9,

¥1 L L\ Direct Connect i 2 ER T3 I I

1.

2

10.

11.

Direct Connect 1127V —JL (https://console.aws.amazon.com/directconnect/v2/home) ZFR & &
9o

[Direct Connect] EIE 0 [Get started (fEFABAR)] T. [EHEDER] ZFBIRLE T,

[Classic] Zi#IRL £T,

[BHENIC. BEOBRHZADLET,

[Location (3%Ff)] . &t% Direct Connect DHZFTZEIRL £,
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» DeleteConnection (Direct Connect API)
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« create-direct-connect-gateway (AWS CLI)

» CreateDirectConnectGateway (Direct Connect API)

RETSAR—KNT—KNTITAHS Direct Connect — NI T A ICBITT
)

REAEA—TIAAICTRY FENERETSARK—KNS"— KN I A% Direct Connect 7' —
DIAICBITTEET,
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 delete-direct-connect-gateway (AWS CLI)

» DeleteDirectConnectGateway (Direct Connect API)
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6. ERULRETSAR—NS—RNDIA%&BIRL 2. [Actions]. [Attach to VPC] ZiBIRL &
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7. VDARNNDS VPC Z&IRL . [Yes, Attach] ZiBIRL £T,
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» CreateVpnGateway (Amazon EC2 Query API)
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 create-vpn-gateway (AWS CLI)

* New-EC2VpnGateway (AWS Tools for Windows PowerShell)

ANV RZAEEE API ZEALTRETZAR—KNT—RIJIA(ZVPCILTEYFIBICE

« AttachVpnGateway (Amazon EC2 Query API)

« attach-vpn-gateway (AWS CLI)

» Add-EC2VpnGateway (AWS Tools for Windows PowerShell)
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RETSAXR—KNT— KN IA & Direct Connect 7' — N I A O BES (T F /= 1% BHES (T FRRR
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2. FTET—23>2~RA 2T [Direct Connect 77—~V I 1] Z#EIRL . Direct Connect 7— KT T A
ZERLET,

3. [FFMlZRT]) ZBRLET,
4. [T—HhI7TAOBEERT]. [T—FI T A ZEERNTZ] DIEICERLET,
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(T—hVIAZBENFTD) 2BRLET,

[Gateway associations (7*— 7 T 1 O BEST )] Z18IRTF B &, Direct Connect 7*— KU T A (ZB8
ERFFSsNEIXNTOFERETSARK—KNTF—RNII(ZRRTEXT,

RETZAR—RNT—RNI I A OBENITEHERTSICIE
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2. FTES—2 3> ~RA > T [Direct Connect Gateway] Zi2R L, Direct Connect '— KD I 1 %i&
RUET,

3. [View details] Zi#RL £,

4. [Gateway associations (7'— T T 4 OBEEM )] ZFBRL, BRETSAR—KNTF—KVI (%
BRLET,

5. [EEMNTHEER] ZBRLET,

ARV RZAVEEFAPI ZEAL TRETSAR—NF— NI I ZHEF TR ICE

» create-direct-connect-gateway-association (AWS CLI)

» CreateDirectConnectGatewayAssociation (Direct Connect API)

OAX > RSAFEIE API ZFEAL T, Direct Connect ' — R I T A ICEEENF TSN I{RE TS 4
R=RNF—RKRIJIA/BRRTDICEF

* describe-direct-connect-gateway-associations (AWS CLI)

» DescribeDirectConnectGatewayAssociations (Direct Connect API)
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+ create-direct-connect-gateway-association (AWS CLI)

» CreateDirectConnectGatewayAssociation (Direct Connect API)
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» delete-direct-connect-gateway-association (AWS CLI)

» DeleteDirectConnectGatewayAssociation (Direct Connect API)
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» UpdateDirectConnectGatewayAssociation (Direct Connect API)
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» DescribeDirectConnectGatewayAttachments (Direct Connect API)
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« create-direct-connect-gateway-association-proposal (AWS CLI)

» CreateDirectConnectGatewayAssociationProposal (Direct Connect API)
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+ describe-direct-connect-gateway-association-proposals (AWS CLI)

» DescribeDirectConnectGatewayAssociationProposals (Direct Connect API)
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 accept-direct-connect-gateway-association-proposal (AWS CLI)

* AcceptDirectConnectGatewayAssociationProposal (Direct Connect API)

ARV RZA2VFREF APl Z2EAL THENTREZZERIDICE

+ delete-direct-connect-gateway-association-proposal (AWS CLI)
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 update-direct-connect-gateway-association (AWS CLI)

» UpdateDirectConnectGatewayAssociation (Direct Connect API)
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« delete-direct-connect-gateway-association-proposal (AWS CLI)

» DeleteDirectConnectGatewayAssociationProposal (Direct Connect API)
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c IAZMARDS—TRHBEFERLTT I EAZESSICEIRTS - RUD—ICE&BFREBMLT, U3
IRV —=AANDT IV EAZHBRTEET, flzlE, RU—FHFE2ERLT, IXTOUIIA
RE SSLZFERAL TEFEITBDELSICIEETEET, £/, CloudFormation Zx EDHFED AWS O
H—EREZNLULTERATIHE,. XM EFERALTY—EARAT I3 AT IR EFATSEC
EETEFET, FMICOVTR., TIAM I—H¥—HA Ry ® TIAMJISON RUS —EZE: X4, &
SHBRLTLSEETY,

 IAM Access Analyzer ZEAL TIAM RS —ZHRFIL., B2 THEENBIERZERT S - 1AM
Access Analyzer l&, FiIBRBE RTBEFORI S —ZKRIAL T, RUZ—HF IAMRUS —FFE
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(JSON) BLY IAM DR R TS U7 4 ACENTHESICLET, IAMTIERTFS 14—
100 ZBABDRV—FIVIOERANSHREREZRML, KL THRENBRYS —OEREY
R—KNLET, F#FHAICOVTR., TIAMI—H¥—% 4 K1 ® TIAM Access Analyzer TR 2 —%&
BiAfT D1 ZZRLUTLEZV,

- LEEZ (MFA) Z2ERTD -AWS PHIV R TIAM I—H—FERGIL—NI1—H—%2ERT
BFVANBBDEBER., EFXF1VT 1 ZBIEITBDLEOICMFAZFICLET, API AXRL —
AVHFRUVHEE B EEICMFA ZRAAICTDICE, RUS—IC MFAZEZEBIILET, 4
C2o2WTEE, TIAMI—HY—HA R, O "MFAZERALEZEBAPI 7O EA, #SBLTLKE
=L\,

IAM TORARNTSOT 1 AOFMBICOVWTEE, "TIAMI—%—HA KR, O TIAM TO+EF2 1)
TADRANTZOT14 A Z2S5BLTLSEEV,

Direct Connect D 792> 3a>, UY—RA, BLUO%EH

IAM 7 A FoTATAR=—ADR) Y —TRFUTELBERTEDT O avEVIY—AR, kLT
AV EFUERLFERTARHFZIEETEE T, Direct Connect Ik, HEOT V3>, DY—
A, BEUERBFF—EHR—RNLTVWET, JSSONRUS—THEATZIIXNTOERICDOVTIE,
"IAM 12— —HA4 Ry ® "IAMJISON R —DEZRD) 77 LA, Z5RLTLEEV,

Torar

EHEEEF AWSISONRUS —2FERAL T, #AMICTIVEATERINZEBETEXRT, D&Y, &
DTIVINLFED)Y—ACHLTEDRSBEHRHTTT I IVZRITTEDHEVWSZET
EE

JSONRUZ—® Action BERICEARVS—AOT7 IV L AZHATLLRIERITZI-OICHEATES
FoaAVNRBRENETT, COTIIVRBEEFTSNEARL -3V ERITIZDEHDTY
tAHFAZNETDIR)S—THEAETLET,

Direct Connect D7RU>—F 023> Tlk, PUO23 ORI L7 4Y U A directconnect:
ZEALET, &AW, Amazon EC2 DescribeVpnGateways APl AR L —< 32T Amazon
EC2A VARV AZEFTITRDLOOT IV EAFAZI—H—ICHFETBICE, RU>—IC
ec2:DescribeVpnGateways 79232 & 8HET, RUZ—AT—RM XU MR, Action &1z
[k NotAction IL XV NEEHBDHENH'V) FT, Direct Connect l&, COH—EATEITTESD
BAVZLERTRIIHBEOT I3 0OEY h2EELET,

RDOR) S —0H|I Tk, Direct Connect ICER&AELY) 7O AERI TEEET,
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JSON

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}
]
}

RDR)S —0HITIE, Direct Connect I 7T O AERIT5EhET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
]I
"Resource": "*"
}
]
}

Direct Connect 723> DU ANEZERET DI,

EEENBDT0>32, 2BRLTLKEZL,

"IAM 1—%—7 4 RJ @ "Direct Connect T
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VY—2A

EEEE AWSISONRUS—Z2FEAL T, HHAMICT I EATEDAZEETERT, 2K, &
DTVINLFED)Y—RACHLTEDRSIBRHRHTTT I IV EZRITTERDHEVWSZET
ERD

Resource JSSONRUS —BREFET I IAVHNBAETADZ AT IVRNERBELET, RARNTS
974 ARELT, Amazon UV —AF—A (ARN) ZFEAL TV Y —RAZEELET, UY—ALAX
IOERZHR—RNLBWVWT I3 VOBERE. AT—RMXRIMNIXRXTOUY—-RICEAEThSD C
E'ERTEHIC, DAL RA—R M) ZFEALET,

"Resource": "*"

Direct Connect Tl&, X® ARN Z2EAHAL £7,

Direct Connect IJ Y — A ARN
VY—REALT ARN

dxcon arn:${Partition}:directconnect:
${Region}:${Account}:dxcon/${Con
nectionId}

dxlag arn:${Partition}:directconnect:
${Region}:${Account}:dxlag/${Lag
Id}

dx-vif arn:${Partition}:directconnect:
${Region}:${Account}:dxvif/${Vir
tualInterfaceld}

dx-gateway arn:${Partition}:directconnect::
${Account}:dx-gateway/${DirectC
onnectGatewayId}

ARN OFEXOFMIC DWW TR, "TAmazon VY —AF—LA (ARN) & AWS H—EADERIZ[H, %
SRLTLSEEL,
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FeEzlE, AT—RM X2 NT dxcon-11aa22bb A X —T7 I A A%RIBETSICIE. XD ARN Z{F
ALZEY,

"Resource": "arn:aws:directconnect:us-east-1:123456789012:dxcon/dxcon-11aa22bb

BEDTHIVKNIEBIZDINTORBA VARV AZEETDICE. TMILRA—R (*) 2EH
LEXT,

"Resource": "arn:aws:directconnect:*:*:dxvif/*"

)Y —ADEREE, —ZB®D Direct Connect 723k, BHENDIY—ATEITTEFRLEA, C
NDEAIBBEEF., TIILRA—R () ZFERITI2HLENHYVET,

"Resource": "*"

Direct Connect DY —AZATEFDO ARN DY ANERERTSICE. IAMI—H—HA RD
MDirect Connect TEZEND VY —AZA7 ) BB LTILKEEVW, EOTF70223a>Tg&IV—A
D ARN 2 BETZE3HICDOWVWTIE., [ Direct Connect TEZE D703, #5RBLTLKEE
(AT

DescribeConnections. DescribeVirtuallnterfaces, DescribeDirectConnectGateways. Describelnterconnect:
F /=(& DescribeLags @ IAM R —AFT—K X2 h® Resource 7 1 —JLRIZ * BADUY—A

ARN £EEFEUVY—AARN NEZ—UHEEENTVREES, —BTHUY—AIDEHAPIO-I)TE
ENBVRY, BEEhiz Effect BRELERBA, LEL, IAIMARDS—AT—M XV N THE
DIY—AIDTRABSVY—RELT *ZEETDE., BEL L Effect F'HEBELE T,

ROPITIE, VU ITANT connectionId A& T (Z DescribeConnections 7 V2 3 ¥
CHEhiEGEe, BETShE Effect BESSERBILER A,

"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections"
1,
"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/*"
]
},
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{

"Effect": "Deny",
"Action": [
"directconnect:DescribeConnections"

]I

"Resource": [
"arn:aws:directconnect:*:123456789012:dxcon/examplel"
]

EEL, ROBITE, VIITARNT connectionId A"fEEETNEAESHIZEEEZL, IAM R
—=AT—KX2N®D Resource 714 —=J)LRIC * FEEEE N TWS =&, DescribeConnections
Toa lc®LT "Effect": "Allow" AL E T,

"Statement": [

{
"Effect": "Allow",
"Action": [
"directconnect:DescribeConnections
1,
"Resource": [
nxn
]
}
]
S —

EHEEF AWSISONRUS —%2FERAL T, #AMICTIVEATERZNZEBETERT, DX, &
DTV NLFED)Y—RACHULTEDRSBRYUTTT I IV ERITTERHEVWSZET
EE

Condition BEXlF, ERECNEREIIESVTAT MY NN RTENDZIEZAI T ZIBELE
To A=IIXRBBED ZHEET 2FEALTEKEREERL T, RUZ—OKBFEVIIAN
ADEEZ —HEERENTEET, IXNTOAWS JO-NILEHEF—%2HRITSICE. 1AM 11—
HF—HA RO TAWS JO—N)LEHITHFARE—, ZZRLTLEZV,

Direct Connect B OFMH4F—2EZL., —HBOJO—-NILFZHEXF—OFERAEHR—NLTVE
T, INTHOAWS JO0-NINEHEF—2HERITDICE., IAMIA—H—HA4 RO TAWS JO0—/N)L
FHATHFARF—1 ZSRBLTLKESL,
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BTV —AZREHEF—NFFERATEERT, FHIOVTE, flBEQO)—23IADTIEAR
DHER ZZRLTSEZ W,

Direct Connect &4+ —O U AN EZEE TS IZE. IAM 1—%—H 4 R® Direct Connect M %
HHF—, Z25BLTLKESV, FHFF—%2FEHATERD 70232 )Y—=RAICDOWVWTIE., TDirect
Connect TEZESND 703> ZSRBLTLSEEL,

Direct Connect A2V —)L DO {EHA

Direct Connect AV —J)LIZT7 VAT 3ICE. ROBROTIVEAFANINBETT, ChsOTF7 ot
AFFAC &), AWS 7 HI> N® Direct Connect Y —ADFEMEJARNLTERRT D EHN TR
ICBYET, RDBRYUBELBT IV ECAFTLYEHBIBELVWTATFoTATAR—ADRI S —%&E
RTBdE, TORV—2EITIT4T74 (A—¥—F@EO-))ICRLTOAY—=INFERL
FEBYICHMELEEA,

CNSOIYF 4T 1A B &% Direct Connect 1>V —LEFBRTEBD LS ICTBICE, I
FAFARD AWS BEAUS—EFRYFLET, IOV TE, IAM I—H—HA ROI—
HF—ADF I EAXTOEMESBLTIEEL,

directconnect

AWS CLI £7zl& AWS APl O A ZRUOHITI—H—Ck, |FPROOAY—-IIFAZNETIHE
FHWEEA, KDVIZ, EITLEISELTVB API ARL =23 2VIE—HTBTI2I20OHEAN
DT I EANFAEIhET,

A—H4—HNBPTOHFAZRRCTEDLIICTS

BT, A —TATFoTATALCTEYFENLATAVERONR—I RRUZ—DOF
REIAM A—H—CHFAITRIRIS—OERGEERLET, cORUZ—CF, I2Y—IT,
FEE AWSCLI A AWSAPI Z2FRALT7OJZLNIE., COFTIVIVEETIBDT I EAKA
FEENTLET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",
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iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",

jam:ListUserPolicies",
iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

Direct Connect \DFHxA IV ERT7 IR
RORY) S —0HI Tk, Direct Connect IC5iAELY) 7O AERI TE5ENET,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"directconnect:Describe*",
"ec2:DescribeVpnGateways"

]I

"Resource": "*"

}
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}

Direct Connect N\O 7 IILT7 Ot A

RORY) S —0HITIE. Direct Connect IC7 LT IV EAERNF TE5EhET,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:*",
"ec2:DescribeVpnGateways"
]I
"Resource": "*"
}
]
}

RIR—ADFEEZEMFEHL = Direct Connect 74 FTFT AT AR—ADR) > —DH
JY—ABLROCVIOTARNAOT IO AZHBITSICIE., RITF—0%H4=2EHALET, £, 1AM
RS —T&HBZ2FERALT, VDY—REFEGFVIIANTEENDR T FXF—FEHTEZILESH &4
HWITBEETEET,

IAMARYS—TRITEZFERTHIHFECODVTRE, IAMIA—H—HA RO "2TZ2FALTTIEA
ZHiHTSH ) ZZRLTLSEET W,

X IZE D < Direct Connect R A > 2 —7 T 4 AN BEESN

ROBIE, RTIZBREF—& preprod £ & production BEAEENTWVWRBEICOK, RES >
B—T7IAAEEEN TR EEHFATHIRIS—ZERTEHEERLTVET,

JSON

{
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"directconnect:AssociateVirtualIntexface"
1,
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/environment": [

"preprod",
"production”
]
}
}
},
{
"Effect": "Allow",
"Action": "directconnect:DescribeVirtualInterfaces",
"Resource": "*"
}

1
}

STICEISVITIARMDT 7 ADHIH

IAM RS —T&HZEALT, AWS UV —REZXITRFITRVIITARTETCENTESD X
TJOF—N)1—RTEFHHIDENTEET, XDHIF. RTICIREF—& preprod Fzl&
production DENEENTVBHBEIC D&, Direct Connect TagResource 773V AL TA
TaBEAVE—T I AT RYFTEDRELSICTDIRI—ZERTRDHFEZTRTLTVET, X
ARTZU9F7T14AELT, ForAllValues #&8fi¥% aws:TagKeys &#EF—c & E£ICEAL T, U
DIARNTEF—REOKANFAIEChDEZRLET,

JSON

"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
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"Action": "directconnect:TagResource",
"Resource": "arn:aws:directconnect:*:*:dxvif/*",
"Condition": {
"StringEquals": {
"aws :RequestTag/environment": [

"preprod",
"production”
]
},
"ForAllValues:StringEquals": {"aws:TagKeys": "environment"}
}
}
}
2T F—0HH

AM KU —TREEEALT, VY—AEERUIIANTREO R I+ —EEATEDHES
PHBTEET,

ROBNE, BTF—REOAZFEAL T, VY—RAICET /TR EZ2HTITRIR)—ZEKT
2HEZRLTVERTY,

JSON

{

"Version":"2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "directconnect:TagResource",
"Resource": "*",
"Condition": {

"ForAllValues:StringEquals": {
"aws:TagKeys": [
"environment"
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Direct Connect D —E AICU > ochniz0O0—)L

AWS Direct Connect Tld AWS Identity and Access Management (IAM) O —E A1) > 0—)L %
FALET, Y—ERAU>Y0O—)LIE., Direct Connect ICEIED V& ni—ZENDZA4 70 IAM
O—J)T¥, Y—EARAU > 0O—)LIx. Direct Connect IC&DBRIERZFANOO—ILTHY), 1—
H—CRD2TH—EAN SO AWS O —ERAZRVHTEHICHKEBZITXNTOERZRA TL
F: S

H—EAVOO-ILZ2FERTRE, BEBZTIOEAHFUZFHTEMTIHEN BLL<LED

& . Direct Connect DERENHRICKYET, COH—ERUOO—-IDOT U EAFFAIE Direct
Connect TEELET, BICERENhTVWBHESZRE. Direct Connect DHANEFNDO—)LZE|EF
FRCENTEET, ERBTNLHERICEK., BEARV—EHERRI—ICEENTHY ., TOER
RUS—ZMOIAM IO TATAICTRYFIRERTEEE A,

H—ERAUOO0-I)ZHBRTDICE, ETTOBEEVY—RAZHRLEST, chlcky), VY—R
ANDERULBVWTIOERAIZKDT IO EAFAOHIBRA B IEE ©v, Direct Connect J Y —AIXREE 1
x99,

B—ERACUD7ENO—-)LZHYR—RNITRMHEOT—ERICODVTR, TIAM LE#HETS AWS
H—ER) ZZRBL T, [Y—EARCVZ2EhizO0-)L]T WV ICE2>TVEY—ERAZRDW
9. TOY—EALCEITZHY—ERALCVVIZNO-I)IORFIX NERRTDICE,. VD
FEREENATWVS Yes] (FV) ZBRLET,

Direct Connect DY —E AV > O0O—=I)LOT UVt AT

Direct Connect l&., &EWSEFIOH—EAUIVO—-)LZFERALE
9., AWSServiceRoleForDirectConnectZ fulk, Direct Connect A", AWS Secrets Manager (Z
REENTLVSD MACSec >— 7L Y NEI1—F—IZRKD>THBTEDLSICLET,

AWSServiceRoleForDirectConnect H—EARICU> o h/zO—)Li&. O—ILDO5|ZEZ(FICD
WTTOY—EAEZEELE,

* directconnect.amazonaws.com
AWSServiceRoleForDirectConnect HY—ERICU V& hizO—-I)IliEk, YZX— RAKRYS—T
&% AWSDirectConnectServiceRolePolicy ZEAL E T,

H—ERAV > OREIDER, wE. HIRZE IAMI TA4 74 (A—%—, JIL—7", ®EEE) ICFHF
ATBRICFET IO ELAFUNZRETHIHLENHV) ET, AWSServiceRoleForDirectConnect ¥ —
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EAVOO=IABINCERENDESICTSICIE,. Direct Connect TEATS IAM 7 A 7>
TATAULMEBHANMMEENTVEIMSEN DY ET, BEZHFTEZFETEICEK, ROKRID —

ZEIAMTPATUOTATACTEYFLET,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Action": "iam:CreateSexvicelLinkedRole",
"Condition": {
"StringlLike": {
"iam:AWSSexrviceName": "directconnect.amazonaws.com"
}
},
"Effect": "Allow",
"Resource": "*"
}I
{
"Action": "iam:GetRole",
"Effect": "Allow",
"Resource": "*"
}
]
}

FHCOVTE, IWMA—HY—HA RO "H—ERZV OO T I AT, 23R

LTLSEZEL,

Direct Connect D —E X > 20— )L D4ERK

H—EAV 70— Z2FBTHERTIHLEGEH ) EFE A, AWS Direct Connect A1 —H—IC
Kb2>TH—EAV>VO0—-)ILZ#ERKLET, associate-mac-sec-key AN REEITTS

&. AWS (&, Direct Connect X AWS Y& X ROV —J)L, AWS CLI, £/(& AWS APl ZfE
AL T, AWS Secrets Manager ICRFEENTWVS MACsec —2L v hNEI1—H¥—IZRb > THHE

TERLSICTRY—ERAUIO0-)LZERLET,

H—EAUZZ0-)
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/A Important
COY—ERAUI7O0-)E. COO-ILTHR—REhhTLVEREEZFEATIEOT—E
ATTOYAVHFRTUESELTHINIRTENET, FHICOVTR. TIAM 77
JURCHLWO-INFERTEND) 2SRLTLSEE L,

COY—EARIC) > OEnEO-)ZHBRUEETBEERTIVEN EUEHEICE. THD N
TOO-)ILOBERERAEBZRFETITAET, Y —ERICU>>I&hizO—)LA . Direct Connect |-
KV BEBHNICERENET,

IAM >V —)L&ERL T, AWS Direct Connect 1—AT —ATHOH—EAU > oO—-IZER
FBHDEETEEXET, AWSCLI £EIFAWSAPI T, H—ERICUVVEchiz-O—-)lzH—EXA

% (directconnect.amazonaws.com) TEKLET, FHICODVTE, IAM1—H—FHA4 R0
T—EZA) 00— )LOER) Z2Z2RBLTLKEETV, CcOY—ERICUIEnzO0—)L&ZHIBRT
54, CORUZ7OEARAEZEALT, £5—EBO—-IIEZERTEET,

Direct Connect DH—E AICU > o hi-O— )L OiFE

Direct Connect Tl&, AWSServiceRoleForDirectConnect OHY—ERICU V& hizO—-I)%
METD_ERFTEFREA, Y—ERVV7O0-)Z2ERTRE, Z<OIUTATAIC&L>2TOH—
IDNSRENDARMNI HD O, O—IILBEZEETDI LR TEERA, LEL, IAMZFEAL
O-IREROmMEFTEERT, FMAICOVTE, TIAMI—H—HA R O "H—ERICDU T
chiO—)oOfmE, 2B LTIEEL,

Direct Connect ®H—E' A > o 0O—)L 0 HlIlK

AwWSServiceRoleForDirectConnect A— ) ZFHTHIRT I BEFHYEEBA, T—ERAU>
IVO0-)ZHIBRT 2 E&Z (k. AWS Secrets Manager VI 7 H—ERICREFEENTVEZIXNTOEE
)Y —RZHIRTBDHBEN HVET, AWSYZIX NIV =)L, AWSCLI, AWSAPI, £
(& Direct Connect A" 1—H—IZRbO>TUY—RZOV—-2Fy 7L, Y—EAD 2O ZHl
BRLE T,

B—EAUZ 70—, IAMOYY—)LZ2ERALTHIBRIZCEETERT, ChZERTITBIC
. EFH—ERAV70O0-ILOVY—REV0V—2TYTIRRENHVET, TOER, Y—ER
V2 OO-)ZFETHBRIZDENTEEXT,

H—EAUZZ0-) 243


https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/troubleshoot_roles.html#troubleshoot_roles_new-role-appeared
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#create-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#edit-service-linked-role

AWS Direct Connect d1—H¥—HA R

® Note
)Y — AN HEIEREITR(C Direct Connect —E AN Y —EAUOO0-)LZEALTVSH
BlE, HIRN KBTI B AEMN BV ET, KRLEHEESE. BoE > ThrsBREZBETL
TLEEL,

AWSServiceRoleForDirectConnect TfEH & N T\ Direct Connect Y —AZHBIKRT S I(C &

1. INXTO MACsec ¥ —EEREOREMNTZHIBRL £J, FMICOWVWTE, Tthe section
called “MACsec —JL Y hF— L EFOBOBEEN T ZMBRTS") ZSRL T EZL

2. INTODO MACsec ¥F—& LAG BOBEEM T ZHIBRLE T, FMIC DOV T, Mthe section
called "MACsec ¥ —J L v h¥—& LAG DEDREN T ZMHBRTS") 2ZRL TILEEL

IAM Z2FEALTH—ERAV 0= Z2FHTHIRKRTZICE

IAM 32V =)L, AWS CLI, &/zlk AWS APl ZfERAL T. AWSServiceRoleForDirectConnect
H—ERAUOO0-)LZHIRLET, FHFHEICOVTE, AMA—Y—HA4 RO TH—ERXIZUD
00— )OI, 22RLTEE W,

Direct Connect DH—E R > OO0—-I)IZYR—KTBDU—>3>

Direct Connect &, MAC ¥ 1 U F 1 BEENFRAREEICZ>TVWDIANTHO AWS V=23 T
H—ERAUOO0-IOERZHR—NLTVET, FMICOVWTIE., TAWS Direct Connect [
=232, BSRBRLTLSEZL,

AWS o EFER!) S —AWS Direct Connect

AWS Y R—I RARVD —F, AWS HERB LRVOERTRAR RFOVRIS—TT, AWS YT
F=IRRUI—EF, Z<O—MBHEBI—AT—ALCHLTT IV EAHFAZRHITDLSICHRITE
W5, 1—%— JIL—7. O—-IAOT 7 AEOH ) HTEZRKBTEEXT,

AWS Y R—T RARUD—, CRAORENI—AT—ACHLTHRNMIEOT VEAFAZNE
LBEVWEENHDCEICIERBSEETV, chid, IXNTOAWS I—H—HERATEDLSICED
DEBITDLEHTT, I—AT—ACBEBEODHAZI—EBR)—2EFRL T, TVEAFTZR
VAL ZHE8HLET,

AWS X R—TI RNV —TERENLET VELAFTFAREETEEREA. AWS A" AWS Y R—T RR
VO—ICERENTVRHEREZEHIDE, BEHRERV—ATRYFEATVRIXNTOT )Y

AWS Y Z—T RARUZ — 244


https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/using-service-linked-roles.html#delete-service-linked-role
https://aws.amazon.com/directconnect/locations/
https://aws.amazon.com/directconnect/locations/
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#customer-managed-policies

AWS Direct Connect 1—H—HA R
NVTFTAToTAT4 (A—HF—, JI—7, O-L)ICEELET, ILLWAWS OH—ERX Zi

B§93H. BEOT—EATHLVAPI AXRL -2 3 UAERATEICED &, AWS A AWS YX—

PRRVD—ZEHMIBARMIRES<BYET,

FHECOVTE, TIAMI—"Y—HA R, O TAWS NZR—I RARUZ—; 2ZRLTSEEL,

AWS EIR 1) < —: AWSDirectConnectFullAccess

AwWSDirectConnectFullAccess R —RF IAM 7 A TFUTATANLTRYFTEEXET, DR
1)S —(&. Direct Connect N\DTEEBT VL AZTREICTIHFUEZFELET,

CNRV—OHFAZEERTZICE, AWWSYZRSXA ROV O
TAWSDirectConnectFullAccess S BL T EE L\,

AWS EIR ) 2 —: AWSDirectConnectReadOnlyAccess

AwSDirectConnectReadOnlyAccess RUS—WE IAM T A FoTATAILTREYFTEET, C
MR > —&, Direct Connect \DFHAMYBERAT IV AZAEICTRHAZFELET,

CORDVD—OFTZHERTSICE, AWSIYEXIDXRNOAVY=IL O
TAWSDirectConnectReadOnlyAccess) B L T &L,

AWS IR 1) S —: AWSDirectConnectServiceRolePolicy

MR > —I&, Direct Connect A" 1—H—ICH > T MAC Security >—2J L Y NEEEBETED &L
512, AWSserviceRoleForDirectConnect EWS BBIO Y —ERAU 2 VO—RICTRYFEhFrT,
HMICOWVWTIE, Tthe section called “H—E R o0O—)") #5BLTLSEEV,

CORVD—OFTZERTSICE, AWSIYEXDXRNOAVY=IL O
TAWSDirectConnectServiceRolePolicy ;s 2B L TS &L\,

Direct Connect E¥E7;R1) > — M AWS EH

CDY—EANCNhSDZEENEHZBHIKBL TH SN, Direct Connect ® AWS Y x— RR 1)
—NEHICETRIEHMAEERTILET, COR—DOEEICHAITZ EHBEAICOVWTIE., Direct
Connect R¥IXVBER— ) R—IJTRSS 74— REHTAUSA47LTLEEY,

ZE it BA B {
AWSDirectConnectSe MAC Security ZH%7R—h~9% 20213 A31H
rviceRolePolicy - #TL LR 1 =& . AWSServiceRoleForD

:/_

AWS Y Z—T RARUZ — 245


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_managed-vs-inline.html#aws-managed-policies
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSDirectConnectFullAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/AWSDirectConnectReadOnlyAccess
https://console.aws.amazon.com/iam/home#/policies/arn:aws:iam::aws:policy/aws-service-role/AWSDirectConnectServiceRolePolicy

AWS Direct Connect d1—H¥—HA R

zE EAL] B
irectConnect "Bl hEL
oo
Direct Connect & ZE 0B #k Direct Connect " AWS Y 2021 £3 A 31 H
ZRBLELE Z—Y RRU—ODZEEDIE
ME Faﬁt‘ﬂ\ L/ 35 L/ 7',:o

Direct Connect D7 A FoTATAETIORAORNS TN 1—FT142Y

X DIEFE, Direct Connect & IAM DERICH D THETHAREMNH D — RN ZEBODHCHE
BICKIBEET,

YD

« Direct Connect TP V>3 ZRTIHHERNIELV

« iam:PassRole ZR1TI 2RI H ) FTEA

« AWST7HIKNTFTHDY M ®I—4%—IZ Direct Connect JY—AANDT IV ERZEFAL £

Direct Connect TF7 023> &ETITHHERNF WV

TO2AVERTIBDERIBVEVWSIZ—ARRENIEBEERE., TOTIIIVERITTED K
SRV —2EHIDHBENBVET,

ROIZ—PlE, mateojackson IAM A—H—AAYV—)LZ2FERAL T, $% my-example-
widget VY —AICEATHHMBRERTLISIELEZEZEELT, TORICHE
Zdirectconnect:GetWidget PV EAHFAZF > TVRWVEEICRETDIENTT,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
directconnect:GetWidget on resource: my-example-widget

—MFE. directconnect:GetWidget 702 a>ZERL T my-example-widget ') —AAN
DTV EAZHTTDELSIC, mateojackson I—H—DRIS —ZEFHTIHENHVYET,

YR— M BEBZHERE, AWSEEEICEAVEDLETIKEEV, JA4 2/ URAFRERML 128
HENEEETT,

NSTNa—F42Y 246



AWS Direct Connect d1—H¥—HA R

iam:PassRole 21T I3 #ERI BV EHA

iam:PassRole 79> a2 #2732 ERIBVEVS IS —HFRRENEESEF., RUS—%F
#1L T Direct Connect ICO—)LZEH D LDICTIHENHVY)ET,

—ED AWS O —EATR, ILWH—ERAO-ILFLERY—ERAU 70— Z2EKETIC. B
FOO-)LZEY—EACEITCENFTFAETNTVERT, TOLOHICE, Y—ERALCO-IILZETHER
NRETT,

LTOFOIZ—E, marymajor £WVWS IAM 1—H -T2V —)LZ#EAL T Direct Connect T
TO2avaERITLESTBREEICRELET, LEL, COT702a ez —EANERTITSHIC
. Y—EAO-IIDLSHEENIEERIVETT, XTU—CE, O—-)IlZeY—ERXCEIHFTN
HhVEEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

CDFBE, Mary DRV —ZEFH L TAFT ) —IZ iam:PassRole 7I> IV NDR{TEHFIUT B4
ENHYERT,

YR—NIBESZBERF. AWSEEREICBVEDLETSEZV, T4 4 URAEHRERMEL 218
UENEEETT,

AWS Z7HIUKN THDI> NH®OI—H—IZ Direct Connect UV —AANDT IO tA%
gL izn

OTHO NOI—F—PEBAOAY, VI-ALTIELAIZLEHICEATEDO-ILZERK
TEXRY, O-LD5EZFZEZERXIDI Y —ZEBETEXRT, VY—AR—ADRIZ—FKL
E77EATMO—ILVAN (ACL) ZHR—KNI2H—EADHE, ThSORI—ZFERAL
T VDIY—ANDT I EARERETEEXT,

HMEICOVWTE, UTESHBLTLSEZL,
« Direct Connect ' NS DEEEHR—KRLTVWBAESHAICDOVWTIE. T Direct Connect A"

IAM EEETDAHEHK 2FRLTSEE L,

c IBELTVD AWS THIY ROV Y —ANDT IV AEZRETZHFEICODVTE. 1AM
A—Y—HA RO "ELTVRHIDOAWS THI N TADMANDOT IV A¥EZ IAM 1 —
H—ICRE, 23RLTSEE L,

NSTNa—F42Y 247


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html

AWS Direct Connect d1—H¥—HA R

« Y—RN=FA—DAWS THIU KN ICVY—ANOT 7t AEZREITZHFELCOVTE,
NAM A—Y—HA R, O "H=—RN=—FT 1A —AAEITDAWS TAHIV KN NOT I AEZ N
53%, 22RLTLEEL,

*c D7IFL—232ENLTITIVERAZRHETZIHFELCODVTR., TIAMI—H—HA R, D
PAERCERIAEE NI ——(ID 7IFL—23 ) ANOT I EANFGT 2B L T EE L,
« JOARTAHAIYRTORALCHEFZO-ILEDVY—AR—AORI > —OFERFEDEWVICOVT

F. "IAMA—Y—=HA R, O "IAMTOIOAT A RD) I —ANDT IR Z2ZRBL
TLEE L,

AWS Direct ConnectTOOJEBFREETE XU T

LToBa#tenhicETEZ2U>TY—)L%ZERAL T, Direct Connect ZEStRL . BENAREL L&
(r: I/ZR_l\-t“éij-o

« Amazon CloudWatch 72— A - EELELHBEICDE2T1 DOX NI VA ZHERTEET,
COTZ—ALE, EBROHBICHEZ—EOLEWVMEEXNVVADECRHEZEICEDE, 1
DUEDT7O2a>aERITLET, U232, Amazon SNS REY JICIEEEThHBEHT
¥, CloudWatch D7 Z—Alk, XNUTANBEOREBICB>LEETTETI3a>ZHOEHEL
FHA, 7O2a0E2FUEHTICEK, REAZHLT, EEL HEREL TVWBIRENF VY E
T, FHMICOWVWTIE, TAmazon CloudWatch T ZEi#8 3% 1 25BL TS EE L,

« AWS CloudTrail Q€& "') >4 - CloudWatch Logs IZ:ET2 & T, PHU NETOY
774N ZEEBL, CloudTral A 774N Z2 )TN ZALTERLEST, AOJQEBT 7V T—
23> % Java TielRL, CloudTrail TRERICOV 7 7AIIUNEEENATVEVZ EZREET

BEETEERT, FMICOVWTEK, TZFEAL L Direct Connect AP 11— )L M O FEEAWS
CloudTraily &, AWS CloudTrail 1—%—# 4 R® "CloudTraill O 77 4L DR{EL ZZRL T
<EZEW,

FMICOWTIE, TDirect Connect DY —RAZFE_R1) 2092, #5RBLTSEEL,

AWS Direct Connect D > 75 A 7 > At&sE

AWS DY —ERANBENCIAV T ATV ATOAVSLORKRTHDHESH ZBIETHICE. "I
VITTATATATSLILRDRREEAD AWS O —ER Z2ZBVELEE, BE/L,\O)&)%ZI/
TZ2ATATATVTALAEBIRLUTLKEESY, —BRAOBBERICOVTR, TAWSOV 7547
7007 4L BBBLTLEEV,

RREEZZUVY 248


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-working-with-log-files.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/

AWS Direct Connect d1—H¥—HA R

AWS Artifact 2L T, Y—RN—FT 1 —DEELR—FEADO—RTEET, FMHICOVWT
. TAWS Artifact TLAR—hZFA D2 O—RT2, 25BLTLSEEL,

AWS DY —ER Z2HAITIBEOHEETRNOIAVTSAT UV AERR. HBEROT— OB EH
NDAVT AT AEBH., BRAEBEESIORHICI > TREEIET, AWS DY —ERZFE
RI2BOOTZA T AEEOHMIIOVTE, TAWS EF1UTF A RFa1XT b, 25RL
TLEE L,

AWS Direct Connect T D HEZEM4

AWS OJO—NIWAZVTZARNZIFYE, AWS =23 ETRATEYT A=V —2ZH0
ELTRBESATVERT, AWSU =232k, BLAT2Y—, BLRAIL—TY N, ZLTEE
DAREY ND—UTEHEZNTLVIEHROYENICHMILBHE 7RI ZEVT A=Y=
FHYVET, PTRATGEVTA—=V—=2TR, PRATZEVTA—V—2ETHEHETIC, BB
TJ7IANFA—N—=—FBTTIVT—232ETF—ER—AZRABLVCEATDIENTEERT., X
AZEVT A=V, #KOBR-—FEREROT—REER—AVTTARNZIFYRYETA
., MEEE, SLRTFAT-—FEUTAHAERATLET,

AWS =232 ETFRAZEVTA—=Y—=2OFMBICOVTRR, TAWS JO-—NIAVT7Z A
ZOF v #BRLUTLSEEL,

AWS T(&, Direct Connect FO—NILA 2V T7ZARNZOFYICMAT, F—2ORE®KENY D
TYTD_—XICHETED LS ICEROBEZRHELTVET,

AWS Direct Connect T VPN 2R 32 532 2W Tk, AWS Direct Connect Plus VPN ZZ BB L
TLEEL,

JIANF—=)N—

AWS Direct Connect Resiliency Toolkit I&, SLA BBEZER T DO OERFEHROEXICHKILID, B
BOEEMETFINEBALERVAY—REZRHBLET, BELEFTILZEIRT D &, AWS Direct
Connect Resiliency Toolkit Y ERELZENTZ7OLAZRALET, BEXHETILE. EBO
G CEYSEBOERERZRRTIDLSICRITEThTVET,

- BREEY: VT4 ALBET—I70—RICHL, BROBRICHIBIZOT/NA AZKRIKETS
e DEGREERATDCETHRAROEERZRFETERT, COETFILE. TNCAA, £k, O
T—2arv2foBRECHTIAESEERHLET,

- BVEIEY: VUTAHLBEDT—70—-RICNHL, EROBRICOBANS 2 D0E—EGEZEAT
22T, BLEEMZRATERT, COETFILE. 77A4N—0OHMHPT/NA ADOEEFICER

Direct Connect M HEE 249


https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure/
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/aws-direct-connect-plus-vpn-network-to-amazon.html

AWS Direct Connect d1—H¥—HA R

THREGEECHL, BEMZRHELE T, L. OT 232 2060BREZH<OICRIEE
ER

s BRETAM IVTAALTREVWI—IJO0—ROBERETANOEEMEZRERTZICE, 1200
BARCHIBCDTNA A ZRIRETIRZ DERZEALET, COTTFILE, FNAADESE
ICXIHEEHEZRHELEIIN, OTF—>320BECHIZOEHERELIL A,

SEMICDOVWTIE, Tthe section called “AWS Direct Connect Resiliency Toolkit’; #ZBL T &
(A

Direct Connect DA > 7S ARNZOFv¥yFa1 )T 4

NEX—2 RY—EATHS AWS Direct Connect & AWS JO—/N)LFRY RD—0F21UFT14F
JECRBEENTVET, AWSAHALEALTVWS API O—)LZ2FEAL T, XY ND—2#HT Direct
Connect 7 VAL E T, VT4 F > NT Transport Layer Security (TLS) 1.2 SAEAHR— K&
NTVRRENFHYVET, TLS13 ZHEHLET. £, —HWNT 1 71— AJLN> Ephemeral
Diffie-Hellman (DHE) X Elliptic Curve Ephemeral Diffie-Hellman (ECDHE) 7 & ® Perfect Forward
Secrecy (PFS) ZFAL LS AA—REIVTAT R THR—RNENTVWRRBENfHYVET, <
SOET—RIEE, Java7 BB E, REDEEAEDI ATATHR—RENTVET,

Fh, UVIANMCIERT7I9E2AF—IDE, IAMZTUINILICEER TS ATWES—ULY N7
DEAFXF—ZFEALTBREITDHXEN BV ET, FIFAWS Security Token Service (AWS STS) %
FRALT, " KWBEF21V T RIBHREERL. VITARNIBEITDEETERT,

NSO API ARL =23V REEEORY ND—VDOBEMAASHUIET ZENTEETH, Direct
Connect TRRUYV—AR—ADT VAR —HAHR—KRENTVET, ChIZEEFTIPT
RLAICEILKHIREEHDENTEEXT, £/, Direct Connect RU—FERAL T, BED
Amazon Virtual Private Cloud (Amazon VPC) T RIRA > RHBDVREEBFED VPC HSDOT VA
EHEITDEETEEFT, Chicky), EEMIC Direct Connect XY NT—TJHADEFED VPC A
SOREDAWS VDY—ZAANDRY ND—DOTF VAN DBENET, FIICDODVTIE, Mthe section
called “Direct Connect VA T T AT ANR—ADRI > —0H") ZZBLTLEEL,

R—Z—S—KRI47OKRIJL (BGP) X1 UF

A=Y MNE, RYRD—OUATLABTRBREZINL—T 1273202 BCP ICKRELKF
LTWVWET. BGPIL—TFT 12T, EEDOHZIBEPBGP /NI Y Y IDNHEZZTREND
WET, AWSHRYRND—UZBGP /NAM DYV IDNSLWREILREBETDHEZERTBDICIE.
FAWS AV B—FY NIL—FTAVTORBICRIDTWVAEHE 2ZRLTLEE W,

AVT7ZARNZOFyEFIUTA 250


https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/blogs/networking-and-content-delivery/how-aws-is-helping-to-secure-internet-routing

AWS Direct Connect d1—H¥—HA R

Direct Connect CLI A9 %

AWS CLI ZfEH L T Direct Connect VY —A%ZERL . BETEET,

LTOFITIE, AWS CLI N> RZ#EHL T, Direct Connect #E#tZER L E9, £, Letter of
Authorization and Connecting Facility Assignment (LOA-CFA) 22> O—RU &Y, 754 KR—K
FEENT VY OREBAVER—TIAA%Z70ESa -0 Lk TBEETEERT,

BRI BBIIC, AWSCLINAMVAR=IIlEh, REThTVWA I EZERLET, FMICOVT
[£. AWS Command Line Interface 1—%—7H 4 RZSBLTLEZ L,

EPA

« ATV 1. BRI EERTD

« ATV 2:LOA-CFAZA D> O—RFD

c ATV 3 REBAVE—TIAAZERL. -2 —BREEZBETS

ATY 71 ERZERTS

BYODATY T TR, RV IVIANZZEELET, BEBZR—NZEE L Direct Connect O —
AL I2>TVBREEZERELET, FHICOVTIE., "EAEGRERANEG) 25RBLTL
e\,

BHRUIVIANZERTSICE

1. BEDODU—23 >0 Direct Connect AT —2 3 ICDVWTEHBLET, BRENDH LT, #E
EEIYITAO05—>3a>o05—>3a>]1—RzEZEHET,

aws directconnect describe-locations

{
"locations": [
{
"locationName": "City 1, United States",
"locationCode": "Example Location 1"
},
{

"locationName": "City 2, United States",
"locationCode": "Example location"

ATY T 1 EREERTD 251


https://docs.aws.amazon.com/cli/latest/userguide/

AWS Direct Connect d1—H¥—HA R

}

2. BEEMERL. BEl. R—FEE, 8FPOT—2 31— REZEELET., BENBHLT,
BEID ZEEEOET, ADATY T TLOACFAZEIBTBICE, COIDABEICEYE
kR

aws directconnect create-connection --location Example location --bandwidth 1Gbps
--connection-name "Connection to AWS"

"ownerAccount": "123456789012",
"connectionId": "dxcon-EXAMPLE",
"connectionState": "requested",
"bandwidth": "1Gbps",

"location": "Example location",
"connectionName": "Connection to AWS",
"region": "sa-east-1"

ATY 7 2: LOA-CFA A DO O— RT3

Bz )T ARNLKE#E, describe-loa ON > RZFEAL TLOA-CFA ZHBTE X9, HOlF
base64 TL1—R&enhExT, BHETS LOAID TV EHEL, FO—RLT, PDF774)
BIERTDIHLENHYVET,

Linux E£ 7= & macOS Zf AL T LOA-CFA ZH8 93 (Cl&

COPITE. AN ROKEDED T basebd I—T A VT4 2EALTITYZTFI—RL,
Hh%E PDF 77 A )ICEELET,

aws directconnect describe-loa --connection-id dxcon-fg31dyv6 --output text --query
loaContent|base64 --decode > myLoaCfa.pdf

Windows Z{#fH L T LOA-CFA ZEl8 9% ICIF

cOBITE, HAHEF myLoaCfa.base6d EVS T 7 AIICHRRENET T, 2FEBDOINRT
&, certutil A—FT 1 UT1ZFEALT77A4)EFI—RL, PDF 774 ICH D EEELE
ED

ATY 7 2. LOA-CFA #&4JO—RT3 252



AWS Direct Connect d1—H¥—HA R

aws directconneawsct describe-loa --connection-id dxcon-fg31dyv6é --output text --query
loaContent > myLoaCfa.base64

certutil -decode myLoaCfa.base64 myLoaCfa.pdf

LOA-CFA Z& 7 O—RULE#R, XY ND—07ONAEF—F @207 —>3>7ONA 5 —(C
EELET,

ATYT 3 RBA U Z2—T I 4 AZERL., I—2—XEZEE
)

Direct Connect #Z##iZ BB LIAA LR, TOEGEOFERAZHRBR I D LEOICREA 2 Z2—T 114 A ZERK
FTEIMBENBYWET, 7TAR—NMREANVEZ—T I A AZEK LT, VPCILEHRITEDENTE
F9. FiF. VPCHDO AWS O —ERICEHTDINT VY IREBA > R—T I (4 RA%ZERTS
CEETEET, IPUAFELEREIPV6 RS T7AY I RYR—NTDREBAR—T I AZERTEE
£

BRI DHIC, &9 Tthe section called “lRAE A > Z—T7 T4 ADBIREH ) ORIIRZHZSEBL T
<kEEL,

AWSCLI ZFERAL TRBA >V EXA—T7 I A AZERTDE, HAHICRANGIIL—X—REBHRNS S
FNET, FNAACBEBOIN—X—EEZERT S IZIE, Direct Connect IV —)LZFERALE
o FHMICOVWTEE, "IN—F—RE77A4INEA D O0—RT2, B5RBLTLIEEL,

TZAR—NRBA 2 EZ—TIAAZERTBICIE

1. VPCIZTRYFENLRBTTAR—RTF—RTIT LD ID (vgw-xxxxxxxx) ZEBLET., XD
ATYVTTREAVE—TIAARAZERTRDEHIC, <O IDHFBEICKYET,

aws ec2 describe-vpn-gateways

{
"VpnGateways": [
{
"State": "available",
"Tags": [
{

"Value": "DX_VGW",
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IlKeyll: IlNamell

1,

"Type": "ipsec.1l",
"VpnGatewayId": "vgw-ebaa27db",
"VpcAttachments": [

{
"State": "attached",
"VpcId": "vpc-24f33dad"

2. TZAR—NMNRBAE—T T A AZERLET, BHl. VLANID, £ LTV BGP HEZ AT A
ES (ASN) 2EEE I I BEN BV ET,

IPvd RS 714V 90848, BGPETU vy a> olAlc7SARK—KNIPv4 7 RLAN
PVETT, MEDIPVA 7RLAZIEBETSH., Amazon ICT7 RLAZEREED ZENTARET
T, RDBITE, IPv4 7 RLANFBEWICERENET,

aws directconnect create-private-virtual-interface --

connection-id dxcon-fg31dyv6 --new-private-virtual-interface
virtualInterfaceName=PrivateVirtualInterface,vlan=101,asn=65000,virtualGatewayId=vgw-
ebaa27db,addressFamily=ipv4

{
"virtualInterfaceState": "pending",
"asn": 65000,
"vlan": 101,

"customerAddress": "192.168.1.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg3ldyve6",
"addressFamily": "ipv4",
"virtualGatewayId": "vgw-ebaa27db",
"virtualInterfaceId": "dxvif-ffhhk74f",
"authKey": "asdf34example",
"routeFilterPrefixes": [],
"location": "Example location",
"bgpPeers": [

{
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}

"cust
\"UTF-8\"
vlan>\n

<amazon_
\n <bgp_

amazon_bg
logical_c
"amaz
"virt
"virt

"bgpStatus": "down",
"customerAddress": "192.168.1.2/30",
"addressFamily": "ipv4",

"authKey": "asdf34example",
"bgpPeerState": "pending",
"amazonAddress": "192.168.1.1/30",
"asn": 65000

omerRouterConfig": "<?xml version=\"1.0\" encoding=
?>\n<logical_connection id=\"dxvif-ffhhk74f\">\n <vlan>101</
<customer_address>192.168.1.2/30</customer_address>\n
address>192.168.1.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>
auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
p_asn>\n <connection_type>private</connection_type>\n</
onnection>\n",

onAddress": "192.168.1.1/30",

ualInterfaceType": "private",

ualInterfaceName": "PrivateVirtualInterface"

IPv6 N5 74 Y VY R—NFDTFAR—NMNREA 2 E-—T I A AZERTDICIF, LREE

BUOY> REFEHL T, ipv6 /NT X—AZ—IC addressFamily ZEELF£ ¥, BGP ET
Y IAVICHMEDIPV6O TRLAZIEETDCERFTEEL A, IPV6 7 RL AR, Amazond®
BEIICEVYETET,

3. IL—2—FBERFHZ XML ERTRRTBICE., ERLUEERBA -7 T4 AIZODVWTEHHAL
F9, --query NTX—X—%&HL T customerRouterConfig EHEMHL . --output
NFAXA—B—ZFERALTTFARNZRTXIVTICEBLET,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-ffhhk74f

--query virtualIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"?>

<logical_connection id="dxvif-ffhhk74f">
<vlan>101</vlan>
<customer_address>192.168.1.2/30</customer_address>
<amazon_address>192.168.1.1/30</amazon_address>
<bgp_asn>65000</bgp_asn>
<bgp_auth_key>asdf34example</bgp_auth_key>
<amazon_bgp_asn>7224</amazon_bgp_asn>
<connection_type>private</connection_type>
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</logical_connection>

NTVYOREAVE—TIA AERTBICE

1. NTVYIREAVE—TIA A%EKTSICIE, BHl. VLANID, 8KV BGP BEZ AT A
EES (ASN) ZIEETHHLEN HVET,

IPvd RS 74V ODBEE,. BGP ETELGOMmHIC/NT Y U IPvd PRLAE, BGP£HT
T RNZAXTBINT VYT IPVAI—RNEZEETHIHEEHYET, XOFITE, IPv4 NS
TAVIORONTIYOREBAEZ—TITAAEERLET,

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualInterfaceName=PublicVirtualInterface,vlan=2000,asn=65000,amazonAddress=203.0.113.1/
{cidr=203.0.113.4/30}]

{
"virtualInterfaceState": "verifying",
"asn": 65000,
"vlan": 2000,

"customerAddress": "203.0.113.2/30",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fg3ldyve",
"addressFamily": "ipv4",
"virtualGatewayId": ""
"virtualInterfaceId": "dxvif-fgh@hcrk",
"authKey": "asdf34example",
"routeFilterPrefixes": [
{
"cidr": "203.0.113.0/30"
1,
{
"cidr": "203.0.113.4/30"

1,
"location": "Example location",
"bgpPeers": [
{
"bgpStatus": "down",
"customerAddress": "203.0.113.2/30",
"addressFamily": "ipv4",
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"authKey": "asdf34example",
"bgpPeerState": "verifying",
"amazonAddress": "203.0.113.1/30",
"asn": 65000

1,

"customerRouterConfig": "<?xml version=\"1.0\" encoding=\"UTF-8\"?
>\n<logical_connection id=\"dxvif-fgh@hcrk\">\n <vlan>2000</
vlan>\n <customer_address>203.0.113.2/30</customer_address>\n

<amazon_address>203.0.113.1/30</amazon_address>\n <bgp_asn>65000</bgp_asn>

\n <bgp_auth_key>asdf34example</bgp_auth_key>\n <amazon_bgp_asn>7224</
amazon_bgp_asn>\n <connection_type>public</connection_type>\n</logical_connection>
\n",

"amazonAddress": "203.0.113.1/30",

"virtualInterfaceType": "public",

"virtualInterfaceName": "PublicVirtualInterface"

IPv6 RS 74 v 0 RYR—RNTDINT VY IREBAVE—TIAAEERTSICIE, BGP &
ATV RNRAAXTBIPV6IL—RNZEETEET, E7EY>aICMBD IPV6 7 RL A%
BETDEWRETEEREA, IPV6 7 RL AWK, Amazon "BEIMICEIVY HTET, XOHIT

k. IPVv6 RS 74y ORONT VY VRBAR—T T4 RAZERLET,

aws directconnect create-public-virtual-interface --

connection-id dxcon-fg31dyv6 --new-public-virtual-intexface
virtualIntexfaceName=PublicVirtualInterface,vlan=2000,asn=65000,addressFamily=ipv6, routeFi
{cidxr=2001:db8:64ce:ba0l1::/64}]

2. L—32—FBERFHZ XML FRTRRTBICE., ERLUEEREBA > Z—T7 T4 RAIZODWTEHHAL
F9, --query NTX—X—%&HL T customerRouterConfig EHEMHL . --output
NFXA—B—ZFERALTTFANZRTXYVTICEBLET,

aws directconnect describe-virtual-interfaces --virtual-interface-id dxvif-fghOhcrk
--query virtualIntexfaces[*].customexRouterConfig --output text

<?xml version="1.0" encoding="UTF-8"7?>

<logical_connection id="dxvif-fgh@hcrk">
<vlan>2000</vlan>
<customer_address>203.0.113.2/30</customer_address>
<amazon_address>203.0.113.1/30</amazon_address>
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<bgp_asn>65000</bgp_asn>

<bgp_auth_key>asdf34example</bgp_auth_key>

<amazon_bgp_asn>7224</amazon_bgp_asn>

<connection_type>public</connection_type>
</logical_connection>
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% L /= Direct Connect APl 1—J)L®OY 2 FAWS
CloudTralil

Direct Connect & AWS CloudTrail &(\V5 ., Direct Connect ® 1—%'—, O—J)L, £k AWS
DH—EANRTLET VIV ERBIBDT—ERAEREL TVET, CloudTrail l&. Direct
Connect DINTDO API A=)LZARINELTFYTFYLET, Frv7Frchizd—)LIC
(&, Direct Connect 1>V —J)L®J—)L &, Direct Connect APl ARL —> 3> AOI—ROI—
INEENET, S EHERTSHEE. Direct Connect DA R NxE, Amazon S3 /N7 Y kA
® CloudTrail 1 X2 N OGN BEREZEBEVICTHEN TEXT AAFHZRELBZVEFETE,

MCloudTraily AV —=I0O TAXRVKNEBE), TRIFODARNERRTEEXT, CloudTrail TYR
Exhi-BEHRZMERAL T, DirectConnect ICHTBDVIT AN, VDITARTOIPFTRLA, UY
TARNE, VDOIANBRREDFHBZ®RERTEET,

FHMICOWTIEE, AWS CloudTrall I—H%—H 4 RESRL T EE L,

Direct ConnectCloudTrail T® %R

CloudTrailld, Z7HJ Y N ZHERTBDEAWST AU NTERMIZKEY) EF, Direct Connect TF ¥
TAETANRETDE, TOT VT 1ET 11 Event history 1 R NBET AWS OF DD
HF—EADA R NEHRIZ CloudTrail F R MCRBEEINET, RIEODANR NE, AWSTHD >
RTRR, BE, ¥ATO—RTEET, FMIZOVTIE, "CloudTrail A R NBETOA R K
DEF, EBBLTEE,

AWSD A R KNix &, Direct Connect7 H I RDAXRY NO#EGEHNZL 1— RICOWTR, B
ZERLET, FEBFICK Y, CloudTrail IO 7 7 4 )L%& Amazon S3 /N7 Y NICEETEE T,
F7AIIRTRE, AV —IITIARZERTEIE, IXTOAWS V=23V (IS BAESNE
T, fHflE, AWSN—FT123>20IXTOV—23aUh504/ R h2OJICEEL. BEL
= Amazon S3NT Y NMZOJ 774 &2BELET. 512, CloudTrail QY TWEL ARV B
T—RERVEMICOWL., ThICESVWTHR TSRS, (1O AWS H—EAZBRTEERT, &
MICOVTIE, XzsBLTLSEEL

- SEFDERDIZH OBE

* CloudTrail ¥ Y R—KFR2H—EREHKE

« CloudTrail F§ Amazon SNS @& D #& X

s BED')—232 S CloudTrail AT 7 7 AN EZ TS, BRTEROTHI DS
CloudTrail O 7 7 4 )L & % (THL3
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F X T O Direct Connect 7 72 3~ & CloudTrail IZ& > TOJICFEE&RE . Direct

Connect API U7 7 L AICRRBEENET, FIREE. CreateConnection X
CreatePrivateVirtualInterface ®ETF7 V> a>zHUHd &, CloudTral AT 774 JLICT
RUNERENE T,

BARVIEEGFOJIVNIER, YVIIAMNOERECBEIDRENEENET, TATFT4
TAR®EE, UTZ2HRTIDICRIUEXT,

« UOITARN, JL—KNEIE AWS Identity and Access Management (IAM 1—H—) O FE
ERE NN ES D,

s DOTANAO-NLNFEGR7IFL—23 21— -7 RZVEEF1 )T 1 FiEHRZEA
LTITbhlhESH,

« DOTARN, BIO AWS H—ERICLK > TEFE LA ES D,

e
EII_I|I

HHT

MBI OWTIE, CloudTrail userIdentity EEZ2SBL TS EEL,

Direct Connect A 7 7AINIT > NJIZDVWTEETS

CRLAIL E, BELE Amazon S3ANT Y RCAXR RN ZOT77A4ILELTERHETZLDICEE

ETEET, CloudTrail DOT 77 Ak, B—AEBOOTIVKNIZERET, IRV NFIEE
V—ANSOBE—-JIOTARNZERL, VDOIANENETOAY, PO2Aa2>0B®K, UDVIAR
NTX—=BBEDEBREEARET, CloudTral AT 77 ALk, N7V YU API =L DJEFFTS
NEARZRYIORNL—ATRBEVED, BEDIEFTRERTIENETL A,

LA &, Direct Connect ® CloudTrail O L —ROHITT

Example #l: CreateConnection

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
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"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z"

}
}
},
"eventTime": "2014-04-Q4T17:28:16Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreateConnection",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Coral/Jakarta",
"requestParameters": {
"location": "EQSE2",
"connectionName": "MyExampleConnection",
"bandwidth": "1Gbps"
I
"responseElements": {
"location": "EqSE2",
"region": "us-west-2",
"connectionState": "requested",
"bandwidth": "1Gbps",
"ownerAccount": "123456789012",
"connectionId": "dxcon-fhajolyy",
"connectionName": "MyExampleConnection"

iy

Example f5l: CreatePrivateVirtuallnterface

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",

"accountId": "123456789012",

arn": "arn:aws:iam::123456789012:user/Alice",

Direct Connect A 7 7 A )T KNJIZDVWTERETS
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"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",

"creationDate": "2014-04-04T12:23:05Z"

}
}
},
"eventTime": "2014-04-04T17:39:557",
"eventSource": "directconnect.amazonaws.com",
"eventName": "CreatePrivateVirtualInterface",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy",
"newPrivateVirtualInterface": {

"virtualInterfaceName": "MyVirtualInterface",

"customerAddress": "[PROTECTED]",
"authKey": "[PROTECTED]",

"asn": -1,

"virtualGatewayId": "vgw-bb@9d4a5",
"amazonAddress": "[PROTECTED]",
"vlan": 123

1,

"responseElements": {
"virtualInterfaceId": "dxvif-fgq6lméw",
"authKey": "[PROTECTED]",
"virtualGatewayId": "vgw-bb@9d4a5",
"customerRouterConfig": "[PROTECTED]",

"virtualInterfaceType": "private",

"asn": -1,

"routeFilterPrefixes": [],
"virtualInterfaceName": "MyVirtuallInterface",
"virtualInterfaceState": "pending",
"customerAddress": "[PROTECTED]",

"vlan": 123,

"ownerAccount": "123456789012",
"amazonAddress": "[PROTECTED]",
"connectionId": "dxcon-fhajolyy",
"location": "EqSE2"

Direct Connect A 7 7 A )T KNJIZDVWTERETS
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}I

Example #l: DescribeConnections

"Records": [
{
"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z"

I

"eventTime": "2014-04-04T17:27:287",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeConnections",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",
"requestParameters": null,
"responseElements": null

}I

Example #l: DescribeVirtuallnterfaces

"Records": [

{

Direct Connect A 7 7 A )T KNJIZDVWTERETS

263



AWS Direct Connect

d—H—H1 K

"eventVersion": "1.0",
"userIdentity": {
"type": "IAMUser",
"principalId": "EX_PRINCIPAL_ID",
"arn": "arn:aws:iam::123456789012:user/Alice",
"accountId": "123456789012",
"accessKeyId": "EXAMPLE_KEY_ID",
"userName": "Alice",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2014-04-04T12:23:05Z2"

}
}
},
"eventTime": "2014-04-Q4T17:37:53Z",
"eventSource": "directconnect.amazonaws.com",
"eventName": "DescribeVirtualInterfaces",
"awsRegion": "us-west-2",

"sourceIPAddress": "127.0.0.1",

"userAgent": "Coral/Jakarta",

"requestParameters": {
"connectionId": "dxcon-fhajolyy"

iy

"responseElements": null

iy

Direct Connect A 7 7 A )T KNJIZDVWTERETS
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Direct Connect UV —ADEZZRI T

EFZX'J>J&, Direct Connect VY —ADEEM, ATAM, N7 —XA%&#fiEIT2 LTEE
BEDTT. NIFRANEENRELEBEE., TOBEEZXYBREICTNYITESRZ LS
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JEEEERTIULENHYET,

c FOLSBBEWTEZZRIILETH?
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s EZRUITY=)
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TEZRVTY=)
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