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BAVHARNIRK, DBLEE1DOHRT O IAVNBHYET, XOHIE, DevOps Guru for
RDS IC&2>TEKENDLIXF—23 2T,

-« SQLID list_of_ids ZF1—ZJ LT CPUBRAEZRS TN, 1 VARVARATET Y
7JL—RULTCPURBREZBYLET,
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s BEOT—ZER—AEBEOBEEANAVEZBRELET, FILLWF—EXR—-AELGEOEEEEHHNZ)
UTEBBID DI, PTUVT—23a0 T —LORELERBI B EERFTLTSEETY,

c XEURY— R REBRERYE, BESXTVBEEETTS SAL AT — M XY NERLE
7.

. SQLID (list_of_ids) DEW /O EABEREL %7,

« KBO—BF—REERTIAT— MUK (KBERY—RNERTTIAT—MAVRPAER
—BF—T I EEATAIRAT—RAYRBEE) ABRVAESHEFIVILET,

s P77V —23a2%FIVIOLT, T—ER—AT—I0O0—ROBINOEREERELET,

- MySQL DX 7 # —X YV ARF—TEBMCT B EERFLTIEEL,

- BTBEEAOEVWVRNSOHYT 3 EFIv oL, O3S Y NELRO—LANY I TRTLET,

- BEULEBBERZAT TRSUHIIaVOTARIL RECHD LY I VERTTELS

1 —

(Z. idle_in_transaction_session_timeout NS X—2 %8 EL £,

DevOps Gurufor RDS I END &S ICHEEL T T A

DevOps Guru for RDS X M) VAF—RZREB LV HHL, IV 1R—RICEEZL/EALE
CB

NeEY S
— 2 X

(OFN

A

T

)
om

7t

i
i3

T—RIREE T

DevOps Guru for RDS &, Amazon RDS Performance Insights 'S Amazon RDS 7*— &2 X—AIZE
ITE5TF—ZREPRELET, COHEEF AmazonRDSDB 1 VARV AZEZZUTJL, XNV
AZPELTFYF—MNADX RNV IVRAZRETEDEISILLET, REEELB/NT X AEE
(& DBLoad T9, DevOps Guru for RDS (&, Performance Insights X N O AZEHEL., ThS %
PHLUTEEEZBREBLET, Performance Insights O I D W Tk, Amazon Aurora 1—H'—H 4
K@ "Amazon Aurora @ Performance Insights ZAL - DB BROE_& ) > T 1 E£/=lEAmazon
RDS 1—%—H 4 R® "TAmazon RDS @ Performance Insights Z{#fA L 7= DB BROE_-X') >
F1 EBBLTIEE W,

DevOps Guru for RDS (&, #B*E & SELRKT oM ZFEAL T, Performance Insights A SUX&EL
EF—R%Z9MLET, DevOps GuruforRDS T/NT7 #—X 2V ADBBENRKEL EHEE. XDA
TYTICERET,
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EEOREH

DBERNIGEVEENDT—EIR—AONT#—XALOBEICKY), TF—EIR—AOY—EARE
HFETITHAEMN B ET, DevOps Guru Ik RDS F—EXR—ATREZRETRE, Fva

R=RICAVHANELBHALET, 1AM, VY—AAWS/RDS DEEEBNAEENTVE

E

A > AR AT Performance Insights A" BW&EE., EREICEBEOHMEIMAEENE

9, DevOps Guru for RDS TlF, BEFLFRFENREREEZERITID L ZHHOLET, HIX
F, BEOFERSQL AT—MXVNZFHAETS, CPUBREDOEMZRFT TS, TLET A RILIKR
RBONZ YO 3a vy ar aflL2EV2ELOXF—=23asoNfEZSNET,

BR—RENTVBF—ER—RAI T
DevOps Guru for RDS l&, RO TF—EXR—AI IV THR—RENTVET,
MySQL %f /& Amazon Aurora

CODIVDUDOFFMAICDOWTIE, Amazon Aurora 1—%—H A4 R® "Amazon Aurora MySQL @
Z1EL ZZRLUTLKEZ L,

PostgreSQL X4 Amazon Aurora

COIVUOEMICDOWVWTIE. Amazon Aurora 1—H%—4 4 R® "Amazon Aurora
PostgreSQL NREL ZZRL T EE L,

Amazon RDS for PostgreSQL Xt /&

CcOIVVOFMICOVWTIE, Amazon RDS 1—H—H 4 R®M Amazon RDS for PostgreSQL
BSRLTLSEZL,

DevOps Guru R EEZHREL., HOT—EIR—AI IV OERNEDTZRMEL F9, DevOps
Guru for RDS . Amazon Aurora & & O RDS for PostgreSQL 4 > AZ > AIC DWW T O &7 5
WELOAXF—2a o s=BHLET,

DevOps Guru for RDS O EX1L

DevOps Guru for RDS ZBMIC T3 &, DevOps Guru X DB A VARV ABED )Y —ADEE %
D TEDKRSICKY) KT, Amazon RDS Tk, RDSDB 1 VARV AKEF DB VT AR —D#
REEEZBFREICE DO THEMWELTEET, ChZERRIBHLHIC, RDS IF Amazon EC2, DevOps
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Guru, IAM ZEDDH—EAIC APIFOHLZITVWET, RDS OV —JILAZhso API -
ZT5&E, BABRMOLEZHICETNS%E AWS CloudTrail OV ICRREFELE T,

DevOps Guru T Amazon RDS F—ZXR—ADA VA N2 RETEDRSICTDICR, UTOoESD
SAVORAVERTLET,

NEY D

« Amazon RDS DB 1 2 A& > AM Performance Insights 2742/ (C 9%
« DevOps Guru for RDS O F7 VAR 2 —DERE

« DevOps Guru 7/NL Y 12 Amazon RDSDB 4 AR A%ZEBIT 3

Amazon RDS DB 1 2 A& > A® Performance Insights &>/ (IC9 %

DevOps Guru for RDS TDB 41 AR ADEEZ M T BICIE. Performance Insights A" 72/ (C
BO2TWVWBEEMBELET, DB 4 AR ADPerformance Insights &A% 2 TV WEE
l&. DevOps Guru for RDS &)X DS TCHEAZITVET,

AYaAR—R

DY—RABRATRICA A4 NERTTSDE. Performance Insights A" A/ I > TWEWD
ENRDS B TEBHAENET, U2 U &ZFEIRL T, Amazon RDS OV — )L T Performance
Insights ZBXICLE T,

Insights

R=IJTHO[LOX>F—> 3] 92 32T [Enable Amazon RDS Performance Insights]
(Amazon RDS Performance Insights ® & %*h1t) Z3&RL £,

"

AX &

[Service: Amazon RDS] (% —E A: Amazon RDS) 9> 3 > T, AmazonRDS 2V —JLT
Performance Insights ZF > ICT 260U R BIRLET,

FHIC DOV TIE, Amazon Aurora 1—Y%—7 4 R® "Performance Insights D74 > &4 7 Q))&
A1 EIzlEAmazon RDS I —%—7 4 R® "Performance Insights DA EF 7 DYV EZ, 25
BLTLSEZL,

DevOps Guru for RDS D7 VAR —DERE

11— —7 DevOps Gurufor RDS ICF7 VAT BICIE. KOVWTIADR) S —H S DERNF BE
T9,
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- AWS EIE7R!) > — AmazonRDSFullAccess

s UTOTO23VEHFATIHNARI—NFR—I RRIZ—TT,
* pi:GetResourceMetrics
* pi:DescribeDimensionKeys

* pi:GetDimensionKeyDetails

FFMIC DWW T, Amazon Aurora 1—%'—72 4 R® "Performance Insights 7 7 AR > — D&%
E1 FlzlEAmazon RDS 1—%—74 R® "Performance Insights 7 7 AR 2 —DREL 25
BLTSEEL,

DevOps Guru 7/NL Y 212 Amazon RDSDB 4 AR A%ZEIT S

DevOps Guru Y —)LE =& Amazon RDS 2V —ILOWVWF h A T Amazon RDS T*—XXK—RA
ZEERTBDELSIZ DevOps Guru ZRETE XY,

DevOps Guru VYV —)LZEATHEE. KO 2220FT23arFdy)Ed,

« DevOps Guru ZF7 NIV RLARILTAVICLET, chAFT7AINTT, COFT A %RE
RI % &, DevOpsGuru l& Amazon RDS F—RAXR—AZEL AWS 7HU K, AWS U— 3
VBLRY THR—RENTVRDIANTOAWS UY—RZDHLET,

« DevOpsGuru for RDS ® AWS CloudFormation AZX Y V ZEEL £,

I DOWTIE, TCloudFormation AR Y UV Z AL T DevOpsGuru 7 77U —>3a> 0y —
Az@aldd1 2Z2RLUTLKEZ L,

« AmazonRDS WY —R%& X T HFLET,

BTk, AWS UY—RIZEIVHTRDHARLBHEIRILTT, 2T ZFEALT, 77U5—>3
VEBRTD AWS DY —RAZBRILET, TOR, ZITAoHA 2714 )E—-LT, 77
T—=23VIK2TERENEA YA NDAERRTEERES, 77U —23 2 HAO Amazon
RDS UY—AILK>TERENTEA T A NDHERTTDICIE. Devops-guru-rds DK D%
fE& Amazon RDS UV —AZJICEMLET, FMHICODVWTR, "2JZFEHAL T DevOps Guru
T7)r—23a>n))—Az#TH BSRBLTLSEEZV,

® Note

Amazon RDS VY —RICZTZF 2 EEE, VTFARAZ—TREBELSTF—ER—AL VAR
VAR T B GRDIRENHY)ET,
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Amazon RDS >V —JLH S DevOps Guru EZZX V> JZBMCTSICE, "RDS OV T
DevOps Guru ZEMIC T2 1 2B L TLKE&E W, Amazon RDS 1Y —JLA S DevOps Guru %
BNCTRICREITEZFEATIMVEN BB EITEBLTLKEEV, FTOFHMICOVTE, the
section called “RTZFERALTT 7V T—23 0 )V —AZBA TR Z2SRBLTSEETV,

Amazon RDS TOHOEEZ DTS

DevOps Guru for RDS A"A Y 2 1 R— RTNT X ADREZLHEITDEEE, —FKOIC, XN
TORATY 7Z2ETLET,

1. DevOps Guru Z Y > 1 R—RTA 2 H A hERRLET, DevOps GuruforRDS &, D7 VT4
TRADHARNETOAT VT AT RAV A NOMAAEERELET,

HMCOVWTE, T4 NOXRR) ZSRBLTLSESL,
2. AWS/RDS DY —ANEFEEZRRLET,

FHCOVTR, ERNREERZRTIDHBLVENNNENEREZRT TS ZSRBLTLKE
=L

3. DevOps GuruforRDS WL AX > F—>a v ICHISLE T,

FMCOVTE, TLOXTF—23arvA0xh) 25RLTLSEE,

4. DBAVAZY ADREZERL T, BRENIENT A XV AOBENBHRLEVC & ZHER
£9,

HMICDOWVWTIE, Amazon Aurora 1—%—74 4 R® TAmazon AuroraDB 75 AR —D X KN D
ADEFEZR) YT | BE&TAmMmazon RDS I—H—HA4 R® "Amazon RDS 4 VAZVAM XA K1)
DADEZR) T #S5BLTLSESL,

1294 MDOERTR

DevOps Guru AV =D [A B A N R=DIZTIVEATDE, BEHSEA O H A4 MBI
WEAVHYA NEBRETEET, TIHS, VANDSAUHAMNZERTBDE, XRNUIA, LT
XoF=23>, AV ANIETHFHMERZECHBAR—ZEZRTTEXT,

A2 A Rh2RRIBICE

1. Amazon DevOps Guru 127V —JL (https://console.aws.amazon.com/devops-guru/) ZF & &
9,

2. FTETF—23aRAVERE. [Insights] (A >H 4 8) ZBRLET,
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3. BRMNBEAVHAINERTIBZICE [BEN] 27 28R, BANBEA YA NERTT
BICE [TFRI ZRRLET,

4. AVHAROBFZRRL, AT XRALEEETEEIENZNTERT,

AT A MR=IHFRRENKT,

ERVWSHEHEEZRTIT D

A4 RMAT AmazonRDS VY —ANEEZHEFETEE T, SRAREEA A NOR—DO
[EFAARNVOR Y232 TR, BEEOVANER]RTEIRAALTAERRITEERT, EFICH
EIAO7TIN—TRARNCETIERERT TS I3 VEHYNET, ERRNDEA YA
RORRERIZGEZhETh, EEICBISFHEIr BB NLE/ARNTEIR—DHIHYET,

RDS ERNRBHEHEENFHMAE I ERTTS

COBETIR, EEZRUILSF VLT AMazonRDSDB 1 VAR AQFHMBESMEL XY
TF—>aEMBLET,

2Tk, Performance Insights A"A >/ I 2 TW% Amazon RDSDB 4 VAR ATHXEAT
EET,

REOFHMER—JICRUILEDIITBICE

1. A2YARMR—=DT, AWS/RDS UY —ARATDEFANI DA ZBRELET,
2. [FHzERR]) ZBIRLET,
EEOHMAR—IHARRIENET, RABMNLER [TF—ER—ANT =X ANEE] THE

W, BEIEVY—RAZRLET, AVVY-ILTR, EEFRELCHBACERELS, EEMNF &
EEVEENTT7AILNTREENET,

3. (A72IAV)HBEZTBRVY—ANEBHZHEE. R—PEBCHIVARISHOUY —
AEBEBRLET,

LT, FlR—2OOVR—FMOFHBAZRLTVET,

)Y —ADHE

HR—2 0 LB 3> [Resource overview] (VY —AOBE) T, cOtEIa>
&, AmazonRDSDB A/ VARV ATRETDINT XV ADEEZFLEDHEEDTT,
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Database performance anomaly: prod_db_678 i
Resource overview Go to application view for 6 related anomalies
Resource name Anomaly severity Start time Duration
prod_db_&78 Mar 07, 2021, 14:32 UTC 3 hours 2 minutes
DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongoing

Likely performance impact.

COEIZIAVICR., RDTA1—=)LRAEFENET,

« Resource name (VY —RAB) —BENRELTWVWSB DB A VAR ADRZHE, COHITIE,
Y —2RZ & prod_db_678 TT,

- DBengine(DB I YV) —BENRKELTVWB DB A VAR ANDEZHE,., cOPITRER, TV
(& Aurora MySQL T9,

- Anomaly severity (RENDEEM) — (VAR AICHTZIEEICLDEBEFEORE, EEE
k. &, B, BLTETT,

« Anomaly summary (REOBE) — BEOHELBE, —MHEBEE. Unusually high DB load
(EEICHEV DB &fF) T,

Start time (FREF[E) & End time (R THRE) - EEMFHABE LR TLUEEE, BRTREN
[Ongoing] (E1TH) DIBE. BENBIEHERELTVET,

Duration (i) — EFBEOFLERKE., COHITE, EEFETHFTHY) . 3EH 2 7EREL
TVEY,

TZARIXRNITA

TZARVXNIGRAE 232, AVHAMNAOBRLEULARNILOEETHZ2AREEOHEN K
FENEXT, AREFEEF. DBA VARV AN BRID —BNBBELEZ D EANTERT,
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Primary metric . -
DevOps Guru for RDS detected an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load h"’ Last 6 hours
Database load (DB load) Average active sessions (AAS)
(db.r5.4xlarge, 16 vCPUs) 30
24
(6x spike) info B = =
20 H | |IIII|| O HAHHE P HA T
Typically: DB load up to 4 15 I I I
5 2 amE e —— e —— — e e -l
LD L L L L]
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 1432 ar7 15:00 Mar 7 16:00 Mar 7 17:00
Time (UTC)
B crU W io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load
[] High severity anomaly Max vCPUs
View in Performance Insights E

ERONZRILICE, BEOFENIrRRENETT. COFITR, BECERDFEHBIEENETT,

s F—RR—AET (DB &fif) — T—IR—AEROEBEELE L TOEED D, Performance
Insights DXfI5F D X M) T Ak DBLoad TFo <D X KD AR, Amazon CloudWatch IZ€ %
TENET,

+ db.r5.4xlarge — DB £ AR AU T A, VCPUs O (CDOHITIE 16) &, FEHT7ITF1 T 1Y
232 (AAS) FY—RMORBRICHISLET,

¢« 24 (BX ANA D) — A A NTHEE nr;H#FﬂFﬂBEﬂFcD»?i':J"O%47‘1zv~>a > (AAS) THI
EEnhi-DB&f, LENf>2T, EEHEFOEEORAT, T—EIXR—ATEHY 24 0tv 3
ONTOTAaTE e bHV)ET, DB AR, «.034/7\9/7\0)13%0) DB &% 6 12
T9,

s —RICERAR4DDBER ——MBWED—I20—RICEFS AAS BUTHRIEE /- DB B0
R—ATA, 4 DERK. BEOREFRIC, T—EIR—ALTEEOBATELY4UTOEY > 3
BT OTAT]THBDERERLET,

T7AILRTRE, BRTF ¥ —PMRIFEAARDNCRIDTAZAAENET, 2FY, FYr—hADE
N=Z20WT, FEROBNEEEE., ¥ DB ERICREFELTVAFRARVNERLET, T7
7. RENMRBENLERKY (Fe) FRRIENET, N—ATREZ<DAR—AZ 5D ZFH
AR NIEBLERY,

« CPU
« I0:wait/io/sql/table/handler

FROBFHEANR NE. 2O Aurora MySQL TF—EIR—ATRHRBEL N EZS KR RENE
F. Amazon Aurora DEFEAAR N EFRAL TN T #—X AR EFI1—Z_20F2HFEICOVWT
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l&. Amazon Aurora 1—H'—7 4 R® "Aurora MySQL QOF#AR NZFERLEFI1——27

B KT TAurora PostgreSQL DFEANR N Z2FEALEFI—Z207 1 22RBLTLKEZ LV, RDS
for PostgreSQL N iF#A R RN EFAL TN 7 A —X AR/ T B HEICDOWVWTIEE,. Amazon
RDS 1—%—74 R® "RDS for PostgreSQL DEFHANR hE2FERALEFI -7, 282RL T
<fEEEL,

BIEX KD XA

[Related metrics] (BEEX NV I RA) U232k, AREENORENKREANERTHDIAVTFA
REENMIVARNENET, chsOKREBRE, N7 —NXAOBEICEITDEMBERZRML E
CB

Related metrics (2)
When your DB load is high other metrics often show anomalies. Use these metrics to help diagnose your performance issue 5m 30m 1h 6h 12h 24h  Custom [H
When your DB load is high, other metrics often show anomalies. Use these metrics to help diagnose your performance issue

Q

1 @

Timeline (UTC)
Metric name
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00

CPU running tasks

Currently: 162 processes ( & 3x); CPU running tasks

normally: 56 processes 200
Contributing to: 150
CPU capacity exceeded 100

50

0 I

= CPU running tasks []High severity anomaly

CPU utilization L
CPU utilization
Currently: 97% (& 2x);

normally: 50% 100%
75%

Contributing to:

CPU capacity exceeded 50%

25%

o I

— CPU utilization [] High severity anomaly

[Related metrics] (BBEX R I R) F—TILIZE 2 2DH (XA RNV IREBHLTE A LT A4 (UTC))
FHVEST, T—7LOEZ DT, BEODXKNVIRIZHELET,

BITORIDOIICE, ROBBIBENET,

c #E- ANV D ADEF . RIDITE, RAVZERTLTWVWA CPUELTARNUORZEBRIL &
9,
 Currently RE) — X MU I ADOBREDE, ZAOTTIRH., REDER 162 7’O1 A (3x) TI,

« Normally (B¥) — BEBYBEL TLVIBOOXRNIITADR—AT 1>, DevOps Guru for
RDS &, R—ATA4 % 1 BEOEBE B N—t 2 IIEBEELTHELET, HRAODTRE., B
E56 D7OEAN CPU TEFTEATWAEERLET,
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« Contributingto (F5) — COX RNV JAIZEERTSATVEIREZER. RPOTTRE. AV %
RITFDO CPUXKMUTARK, CPUREBBEEICBEEMRNITSNTVET,

Timeline (R4 LZA ) FIICIE, XNUIADITIET S TN RRENET, B FEE
(&. DevOps Guru for RDS it ZEEEAN SV EEEL tHEBRZRLET,

SMELIXF—aY

RAREEN AN EEEZHAITDOLTL, AVTFANERRIRAEZLELITIRENKRHEER
ZRULET, BRERE. BEIDIXNITAOEY MIHIELET,

XD FID [Analysis and recommendations] (& L X F—2a2) o2 a>iliE, & DB &f
EEIZ2 DOREBRIHYET,

Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and 10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions - CPU
(AAS). This was 90% of the total DB View troubleshooting doc [F
foad. « ioftable/sal/handler
Why is this a problem? View leshooting doc E
Investigate the following SQL IDs
. F_‘_I_?DBASBSWMLP?{E}_
12A
124
View Top SQL in Performance Insights A
CPU capacity exceeded The CPU run queue exceeded 150 Tune SQL 1Ds SQL statement asks.running.avg)
processes. CPU utilization exceeded 97% » F19D34565WMLP345 Jtilization.total.avg)

+ 12AASF9B001090AAF  delete from authors where id < ( select * from (select
+ 12AASF98001090001  max{id) - 30 from authors) a ) and id > { select * from

ta reduce CPU usage, ¢ [select max(id) - 500 from authors) b )

the instance type to NG cuse w0«
capacity.

COT—TNIC’E, ROFINFBHYIET,

« Anomaly (8) — COOAYVTFANEEOLRNEFHA, COHITE., ZYOREISEAFHE
ARVKNT, 2EFBOREE CPUBEBBTT,

* Analysis (747) — EE OFMHA,

RYDEETRE, 32OFHRXAT7H DBERD 0% ICHFSLTVWET, 2EBBNEET

&, CPURTF 1A 150 ZBATVET, Chix, FEOKRT 150 28A2 Y>3y
CPU BBZ/HF > TWECEZERLET, CPURARI 97% ZBATVWET, 2FV), @&
FRELTVSDE, CPU K 97% OED —IRETUL 1z, LA DT, CPURRBRERENICZSEZ
h, F150 DY >3 A CPU TRITENDDZHFHL TLVRL I,

« Recommendations (L AX>7F—232) —EEICHU TRRE h LI —H—X
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BN EETIE, DevOps Guru for RDS Tlk, F#A X2 M(cpu & io/table/sql/handler)
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BYOZEL, UR—PFEATVWBRUY—ADERTF—XNFEELRRECODVTOHENET, Ch
SOEBREETIEEICHEE N, 1 VHAMEREINET, 1004 MR, BECHAR
FTRDOICRIADLAX I F—2IaUNEENTVET, BRRK 1,000 BORRY VEIBETEET,
FMIC DOV T, AWS CloudFormation 1—H—7H4 RMD "TAZ Y U QFE#E, & "DevOpsGuru T
AWS OB ANL Y D OEH L Z2SRLUTLEEL,

ARV U %BIRTBE, DevOps Guru FEIEICEML VY —ADODHZRABLET. AXYIH
SUY—REHIBRTDE, TOVY—ARIMENELLBEYET,

DevOps Guru A7 I RADOHR—KRENTVWBZIXRTOVY —REDHTDRSICEIRL 15

B (AWS 7AHIY N —2 a2 B DevOps Guru INNL Y DERTH SHBA). DevOps Guru (&,

AZYIAD)Y —AZBHETDEITHIMAOBR—KRENTVEZITXTOUY—RICOVTH
WL, 1A RNEERLET, AZVIICBVWIYV—RAOERENSERENEATANE. TH
DURNLRILTIN—TENET, ARVIICETFhBUY—ADRENSEREh AT A K
&, AZYILRILTIIL=TIEnET, FMICOVTE, "EETEN A1 YA NCTIL—T1
T34k ZSZRLUTLSEZ,

DevOps Guru DD AZY V& REIRT S

Amazon DevOpsGuru THH T2 )Y —Alk, TnS ZEK T S CloudFormation AR Y U Z&EIRL
THEELEYT, chid, AWSNEZRIDX NIV —) £k SDK 2FEAL TEITTEET,

N =R
« DevOps Guru D THDARY VZE RIS (A V—)L)
« DevOps Guru "o 92 AXY U &iEIRT S (DevOps Guru SDK)

DevOps Guru "2 M2 AXY V& EIRTS (A V—I)
O>Y—)L%ZEHL T AWS CloudFormation AZ Y VY ZBIMTEET,
PHITRDVY—AZECAZY VEBRTBICE
1. Amazon DevOps Guru 127V —JL (https://console.aws.amazon.com/devops-guru/) ZF & &
9,
2. FTETF—2aURAVEHE, FRE]ZERLET,
[DevOps Guru analysis coverage] (DevOps Guru Z#FH/NL v 2) T, [BE] ZBIRLF£I,

4. BIRUEAZY VRO Y —A% DevOps Guru TH# 9 B2k, [CloudFormation stacks]
(CloudFormation A& Y V) ZEIRL T, KOWIThAOAFT> 3> #BRULET,
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c [TRXTOVY—R]—THIVRNADAZY JIZHBDITXTOVY—ANTHEhET, &
AZYIODIY—=A, TOT7VT5—=>a g —=—TEhET, AZYIICBVTHD
YRROVY—AGDHEhTEEA,

* [Select stacks] (AR Y ¥ %&iEIR) — DevOps Guru F" DT ARXY V& BIRLET, BIRL
EZERAZYIDIIY—=RF, TOTTVT—2a3 Il —7behEd, A2V IDERF %
[Find stacks] (AR Y VDIRR) ZEANTDE, BREDAZY VZTER<SHBETEERT, &K
1,000 BORARY UV &BIRTEET,

5. [&REF Z2EBRLZET.

DevOps Guru 042 AZ Y U Z#EIRT S (DevOps Guru SDK)

Amazon DevOpsGuru SDK % 5/ L T CloudFormation ARX Y J &I8ET S IC I,
UpdateResourceCollectionXV Vv RZEFEALF T, FMIC DOV T, Amazon DevOps Guru
APl )7 7L > A® TUpdateResourceCollectiony 2S8R L T &L\,
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LT EventBridge ICEfEEhET, EDANRY NZHEENHBDDOH, AR =IIC—HKL 5
BICEDLKSICEBNICETIRZRT V320N EEBIN—IIEZIBELTEZEIAXRTEI LN
TEFET,. BBNICHBRTERT7UV>a2vIiClk, LTOBINFrEEnET,

« AWS Lambda B8ZORT EH L

« Amazon Elastic Compute Cloud E1T71N > ROFUHL

« Amazon Kinesis Data Streams N M A X > N @ Ak

- Step Functions A7 — KXV OT7 5714714

« Amazon SNS KE'Y U F7=(d Amazon SQS ¥ 1 —NiEA

ROWTNDADENERENENZ—2ZBIRUTARINZTAINEZVTTBDH. hAZRLN
=2 )—=ILZEERLT, YR—REhTWBAWS UY—RATT I3 ZMARTEET,

« DevOps Guru New Insight Open (DevOps Guru OFTL WA > H A KA F—T"2)

« DevOps Guru New Anomaly Association (DevOps Guru O #7L L\ EFE 0 B8 E)

« DevOps Guru Insight Severity Upgraded (DevOps Guru O 4 Y4 NOEEEEFEH)

« DevOps Guru New Recommendation Created (DevOps Guru ®#F L WL IX> F—2 3a ERE
d*)

« DevOps Guru Insight Closed (DevOps Guru @ 4 > H 4 MA"V O—X R)

DevOps Guru D4 X2

DtV a> Tk, DevOps Guru S DARY KNlERLET, ARV KNE, RANIZ7#—h
R—ATHIENET, IR NNEZ—2OFMICOWVWTIEE, TAmazon EventBridge ® BT 3% 4
F 721k TAmazon EventBridge DAY KN\NZ—2 1 ZBBLTLKEEV,
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"version" : "0@",

"id" : "08108845-ef90-00b8-1ad6-2ee5570acbe4",
"detail-type" : "DevOps Guru New Insight Open",

"source" : "aws.devops-guru",
"account" : "123456789012",
"time" : "2021-11-01T17:06:10Z",

"region" : "us-east-1",
"resources" : [ 1,
"detail" : {

"insightSeverity" : "high",

"insightDescription"

"insightType" : "REACTIVE",

"anomalies" : [

{

"startTime" : "1635786000000",
"id" : "AL41JDFFQPY1Z1XD8cpREKAAAAF83HGGGCOTMTr91bfJ7sCiIS1WMeFCbHY_XXXX",

"sourceDetails" : [

{

"dataSource"

"CW_METRICS",

"dataldentifiers" : {
"period" : "60",
"stat" : "Average",
"unit" : "None",
"name" : "5XXError",

"namespace"
"dimensions"

{

"AWS/ApiGateway",
[

"name" : "ApiName",

"value"

"Test API Service"

"name" : "Stage",

"value"

1,

Ilprodll

"accountId" : "123456789012",
"messageType" : "NEW_INSIGHT",
"insightUrl" : "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/

reactive/AIYH6IxdbgkcGOxImypil 4AMAAAAAAAAALOSLE jkxiNProXWcsTIbLUB7EZ7XXXX",

"ApiGateway 5XXError Anomalous In Stack TestStack",

DevOpsGuru FIL WA U H A NOFA—T ARV M
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"startTime" : "1635786120000",
"insightId" : "AIYH6JxdbgkcG@xJImypilL4MAAAAAAAAALOSLE jkxiNProXWcsTIbLU@7EZ7XXXX",
"region" : "us-east-1"
}
3,

EXREOEVHLVWAH A RNOAARARLY Y TINARY NNE=2

=T, IRVMNEZ—2EFERALTARNERIRL, 2—7Y MCIRY D HET, X
(2. DevOps Guru 1 R MNEX—20OPlZRLET,

{
"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
}
}

EREOEVHLVWAH A NOARZLY Y TILARY RNE—Y 68
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DevOps Guru SR EZE#H T

XD Amazon DevOps Guru SREZEFH TE X T,

+ DevOps Guru DANL YD, FHODNATOWMIBD Y —RERELET,

. a7 0BEH, EE DevOps Guru A R N DWTEHT 2 126 - EHAF B Amazon Simple
Notification Service REY VZREL T,

« 1Y A NZER{ILTBDMEE, ChICK, OJTEERDE. BSL. S AWS Systems Manager %
ENESENET, DevOps Guru A OTF—REZXRTTRIHNESH, BEMOEF1VT1F—%F
A33hESH, FEFHLWLWA A N &IC Systems Manager OpsCenter T Opsltem %& ERX
FTRINESHERELET,

ReEY D

- BETNIOVRNBEZEHITS

« DevOpsGuru T AWS O A/N\L v < OFEH

» DevOps Guru NBHIZEFH T B

e DevOps Guru BHIZ 7 1 )LZ—T9 %

+ DevOpsGuru T AWS Systems Manager DS N E#H
« DevOps Guru TOOJ EEREEFEH TS

« DevOps Guru DES{LEREZEH TS

BETNIVANREZENTS

HBBOT NV M DevOps Guru ZERETE X T, ZEEEEN BRI TVWAWVEER., EEE
BEZEZBRTEET, ZAEBEEOEROFEMIIDOVTIE., "DevOps Guru #2EMICT 2, 23R
LTLEEL,

DevOpsGuru T AWS OB A/NL Y2 OFEH

DevOpsGuru D32 THIORAD AWS DY —AZEFHTEERT, chZzIT5ICk, Y —
Lo [pHENZDY—A]R=DIZBEBL., [wE) Z2BRLET, FHICOVTR, "aHEhizl
V—ANERTI ZZRLTLEEL,
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DevOps Guru NBHZE#HT S

EEx Amazon DevOps Guru A1 R NCDOWVWTEH T2 =6 (CFEFH T % Amazon Simple
Notification Service NEY VZRELET. AWSTHIVNIBRIZFEETRDREYIVRZOURA
KA SEIRT DA, DevOpsGuru AT HIY MIERTHHLWKREY VDB ZANT S D,
'J—/E/WGDEIEGDAWS THOVRNOBEEDNEY 0 Amazon )Y —AZ—LA (ARN) Z A
ATEET, BDOOTHINIBEWREY V0O ARN 2 8ET25HEEEF. IAMARUS—%EML
T. DevOps Guru 75"'%0) NEYOILTIOERTREOOT IV EAHFAZNETEIHLEN HYVET,
FHMICOWVWTIE., "TAmazon SNS hEY JADFFA, Z2ZRBLTILKEEV, FRK2D2OKEY I Z
EMTEET,

DevOps Guru l&, XOEHICEITRIEHMNZEELET,

« FLWAH A NOER
c AHARMNOFHLVWEEDEM,

s AVHANODEEEQOT YT IL—R (Low £/zlF Medium A S High),
c AVHANDARAT—RADE E( THRDSEHEREHR ) o

s AVHANCETRLOAX T2 a2 0B,

£/, DevOpsGuru FHDI U MUY —AZEBMLELSELEEEIZ, EIRL & CloudFormation A
BYDERLEERTF—NEDIE2LBEICE, DevOpsGuru A SBRNEEENET,

BEOHSWHBEHEOEMCOWVWT Amazon SNS BHZZFET5 L. BMENSfBELINL, 70X
Thiz, FLEREEENBEETNZEEICOHK Amazon SNS BHZZETHIH ZRBIRTEET, T
72 BRTR, INTOEFICEIDBEANREXT,

BAZEHITDICE. EFTBEHAR—JICBEL. Amazon SNSBAINE Y VDFREZEBM. HIBR,
FLEREHITIHNESHZEBIRLET,
NeEY D
« DevOps Guru AV —)LICRRENDBHARECBBLET
« DevOps Guru 1Y —JLIZ Amazon SNS BEIRNEY U ZBINT S
« DevOps Guru 1>V —)L® Amazon SNS BHINE Y UV & HIBRT 2
- Amazon SNS BAIREZEH TS
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DevOps Guru AV Y —J)LICKRRENDBHREICBRBLET

BHZEHMIRICE,. ETBARERIZ I VBB IDILEN BV ET,
BHRZREEIIVICEBHITRICE

1. Amazon DevOps Guru 11>V —JL (https://console.aws.amazon.com/devops-guru/) ZFR & &
9o

2. TETF—23URADT[HRE] ZBRLET,

RER—DICIE, BREFEMD Amazon SNS hEY JICBT 2 1E®ABRE iz (B o> 3
OHBHYNET,

DevOps Guru 1>V —)J)LIC Amazon SNS BAINE Y UV ZEBINT S

Amazon SNS BAINE'Y U % DevOps Guru 1>V —)LIZEBINT 2 (IC I

1. the section called “DevOps Guru AV —J)LICRRENDBHAREICBELE T
2. [BHRizEm ZIVYILET,
3. Amazon SNS REY UV ZEBMTBICIE. XOWVWThAZERITLET,

c (X=IZEALTHLWVWSNS hEY JZ24ER] ZBIRLET, RIC, [X—ILT RLAZE
E]AS, BHZZTHAX—)LTRLAZADLET, BMOX—IT RLAZANTSIC
. ILWE X—)LZ&m] 2RRLEXT,

« BEFD SNS hEY VZER] ZRBIRLET, RIC. AWSTAHIRNADKEY VZ2ERT
215, EFATRIREY VZERLET,

c BIOTHIRNOBREOREY VEIEETDICIE, [BEED SNS REY U ARN ZFEAL £ 9]
%i#IRL £ 9, [Enter an ARN for a topic] (REY 2 M ARN ZAH) ICREY P ARN Z AL
F9, ARNIEREY J0 Amazon JY—AZX—ALTT, BIOTHIRODRNEY VEEBET
EET, BIOT7HVMORNEY VZFERATEESRE. NEYIICUY—ARD—ZEMT
DUENHYET, FMICOVWTIEE., "Amazon SNS hEY JADFFA ) 2SR LTS ES
(A

4. [R7TF] Z2BIRLEXT,
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DevOps Guru 1Y —J)L® Amazon SNS BHINE Y U ZHIRT 2

DevOps Guru 1Y —J)LA'S Amazon SNS REY I ZHIBRT B 11

1. the section called “DevOps Guru AV —)LICRRENDBHAREICBELE T
2. [BEFEOREY VEER] ZEBRLET,

3. ROYTHEIUAZ2I—-H5, HIRTBRNEY VEERLET,

4. [HIBR] ZBIRLET,

5. [RTF] ZEBRLZET,

Amazon SNS BHIFREZEH TS

DevOps Guru ® Amazon SNS BAIRE Y J(ICIEk, 2 BEOBHREN HVET, INTHOEEEL
RINDBHZZETHDH, EXELRIN[BlE [P OBHNOAZZETEINZREIRTEET, T
NTOHOEFHBEHNZZ TR Lt —HPOFEFOABHNEZITMAILSICEIRTBEETEERT,

BEOHSWBBEOEHIC DOV T Amazon SNS BHIZZETH LS IZERT S &, DevOps Guru
FXOEFHICEITIBHNEEEFELET,

« FILVA T A NDERK.

s AHARMNOFLVWEEDIEM,

c AVHARNODEEEDOT Y 7JL—RK (Low £/zl& Medium A S High).

c AIVHANDAT— 92@2%( THHLSEEREHR )

s AVHARNIETALIOAXF—2 3> 0H5,

T7F#ILERTE, EEELRILY B & [P OBHAOXZZ T, HS5D2BEOEHRICEITS
BAZZTERYET,

Amazon SNS BAIREY VOBHEZEEEH TS ICIE

1. the section called “DevOps Guru AV —)LICKRRENDBHREICBE L EI

2. BEFEORNEY VZBER ZEBRLET,

3. RAYTHIUXZ1—hs5, EHMLEVRNEY VZBRLET,

4. [TNXTOEEELARIIL] ZERLTE. P, BIPEREEELRILOBHANZZETDD. [BE
FOH] ZEBRLTEBLCHEZEELARNIILOBHZZEFELET,
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5, [MYAMODINTOEMICOVTEANTE) ZEBRTDD, [1FA N RALNIEERLE
FRAUShEEE, REBERELRINBREGFHLSBICEEENLLEEICEBAT D] 28
RLFET,

6. [fR1F] ZBIRLET,

Amazon SNS REY JICEBMENET O AHA

Amazon SNS RE'Y 7. AWS Identity and Access Management (IAM) Y —RARU T —&EL
V—ATYT, CCTREYIZEIEETDE, DevOps Guru VY —ARD S —IZROT V2 AHFT
ZEMLET,

"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
1,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"
}
}
}

DevOps Guru " NEY JZERAL TBHRZ L BT, ChSOT7IVEAFANf YUETT, b
EYOICHTRZNSOT I EAFT2FEALAVEERR. ThoOT7 I EAHFN 2L IlHIBRTE
F£9, NEY IR TIOEAFTZHRIDEERBUKLS ICHELETET, =L, ZhsoT7ot
AHFZHIBRTDE, DevOps Guru ik RNEY O ZFERAL TEBAZERTERLSBZYET,

DevOps Guru BHIZ 7 1 )L X —9F %

DevOps Guru M@ANIE, the section called “Amazon SNS BHIFREZEH T2 ICL 2T, £k
Amazon SNS 47RO VT72a> 74 )LBZ—RIUZ—ZFERALTTIIER—TEXT,

hEY D

NEY 2 ICBME REF o AT 3
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e« Amazon SNS H 7RO )72 a> 71 )LB—RD—%FERLTBHET7AIINE—T2
e 74 )LZ—EE Nz Amazon DevOps Guru ® Amazon SNS & %1% 4l

Amazon SNS B4 7 Ao U7 a> 74 ) 2—RIS—=ERALTEN%E
JANE—95

Amazon Simple Notification Service (Amazon SNS) Y7 R0 U 723> 7 4 )L Z—KRUS —%ER
L T. Amazon DevOps Guru ' S Z TR BHOKE RS T ENTEET,

TANEZ—R)—%FERALT, ZTEITI2EHNNDRATE2BELET. XOF—J—RZFEHLT
Amazon SNS XV +—2J%& 7 1)L X —TEZFXT,

o NEW_INSIGHT —HLWA U A4 MNFERE T ICBEANEZTERY £,

e CLOSED_INSIGHT — BEEDA YA MABAUShEEEZEICEAZZITEY) F9,

« NEW_RECOMMENDATION — A > H A RASFHLWVWLIOXF—>a s fMEREhi-cEICERH%Z
ZTEYET,

 NEW_ASSOCIATION — A > H A MRASFHLLVWEEf RS h-EEICBANEZZ (TR ET,
« CLOSED_ASSOCIATION —BIFOEENBHL ST ICEBAZZ(TRY ET,

« SEVERITY_UPGRADED — AV H A NOEEEHNTY TSI L —RENLEECEANEZITEY)E
9,

Amazon SNS 47 A0V 7> a7 1) R—KRI—2ERTDHEICDOVTIE, Amazon Simple
Notification Service RO Y /N\—HA R® TAmazon SNS Y7 A0 U7 3> 74 )L Z—K)
=1 BBRLULTLKEEY, 74 E—KRIVZ—T, RJ>—O MessageType TF—T— RN 1
DZEELERT, HlAE. Amazon SNS REY INF AL B A NASHFLVEREf REENEBEIC
NDHBHNEERETD 71N EZ—RBROLSICHYET,

{
"MessageType":["NEW_ ASSOCIATION"]

}

7 1)L Z—mIBE Nl Amazon DevOps Guru ® Amazon SNS & &7 4l

74N E—R)—%FERAL T Amazon SNS hEY U5 5 M Amazon Simple Notification Service
(Amazon SNS) B D #| &)X ICRL FF, MessageType Ik NEW_ASSOCIATION IZEREE TV
DT, AIVHARAPSFHULVEEIf REEhEBECOHABHANZEEFELET,
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{
"accountId": "123456789012",
"region": "us-east-1",
"messageType": "NEW_ASSOCIATION",
"insightId": "ADyf4FvaVNDzu9MA2-IgFDKAAAAAAAAAEGpPIdS5sjicgaul2wmAlnWUyyI2hi05it",
"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwlLambdaDdbStack-22-Function duration due to increased number of invocations",
"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDKAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeIS0": "2023-03-29T722:00:00Z2",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro69Z2SdUtn_alzPH7VTpal3@JIXiF",

"startTime": 1628767500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeIS0": "2023-03-29T722:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage",
"stat": "Maximum",
"unit": "None",
"period": "60",
"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"

}
1,
"associatedResourceArns":[
"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"
]
}
1,

"resourceCollection":{
"cloudFormation": {

714\ Z—IEBE N iz Amazon SNS BH DI 75
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"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"
]
}
}

DevOpsGuru T AWS Systems Manager D& O E 3

OpsCenter DF L WA > H 4 KZ &I Opsltem DERZBMICTEERT, AWS Systems Manager
OpsCenter OpsCenter (&, EfA#E%1EH (Opsltems) DERR, FE, LEI—%T52ENTEZ—
B ATALATT, 4124 MO Opsltems &, 1Y A4 NOEREN)H—UEREZEEIC
KT REXZEEITDINDICKRISEET, FMICDOVWTIE, AWS Systems Manager 1—H—7 4
K@ TAWS Systems Manager OpsCentery & TOpsltem OFEHA 1 ZSBL TS EE V),

(® Note

Opsltem DRI 74 —)LROF—FFEZZET S L. DevOps Guru & F D Opsltem

EEHITD_ENTEFERA, HlZEF. Opsltem DRT % "aws:RequestTag/DevOps-
GuruInsightSsmOpsItemRelated": "true" A"SZEE T3 &, DevOps Guru lEED
Opsltem ZEFHTEE L A,

Systems Manager D& ZEET S IC1E

1. Amazon DevOps Guru J12Y —)JL (https://console.aws.amazon.com/devops-guru/) Z B & &
9,

2. FTETS—3aURAUT[EE]| ZEBIRLET,

3. AWS Systems Manager #t& T. DevOpsGuru ZF®IZ L T OpsCenter IZ AWS Opstltem % £
BLU. ILWA AL RZEIZ Opsltem ZERKTEBDLSICLET, cOFT>a>zERL
BWBE, FILWA A R &I Opsltem FERE ELR A,

THO2NTHERE NIz Opsltems ICXF L THERAFKELET FHAICDOWVWTE. AWS Systems
Manager DEEZSBL T LEE L,

DevOps Guru TOOVEFERHZEH TS
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OVEREREREZEETSICE

1. Amazon DevOps Guru 112V — )L (https://console.aws.amazon.com/devops-guru/) ZB & &
9o

2. TETF—23URADT[HRE] ZBRLET,

3. [AJEERHEIT, [M>YA4NIRETZIOVT—RERTTDHR%E DevOps Guru 5L
TOJEEREZEMICITS] Zi#IRL, DevOps Guru I/ >4/ NCBEETZOTF—2%2 K
~EEBFET,

DevOps Guru DIESLEREZEFH TS

ESILREREHL T, AWSFIAF—FLIE AWSKMS HARY—YR—I R¥F—EFHTEE
T BEONDAZII—NZ— RAWSKMS F—AS5HULVWHARXIN—YEZ— R AWS KMS F—
ICHIEZ B &, DevOpsGuru FFILWF—ZFAL THLLBYWIAFTFNEXXF—20OES{LZ
BENICHBLET, BET—2EF. UBICRELEHDAZI—IFX— R AWS KMS ¥ —THS
bEhiFxFRICHYET,

(® Note

Al ZELY) HT A, B AWS KMS F—Z28EM{L £ 1= BIBRT S &. DevOpsGuru i C
DFE—ICE>THESHKENLETF—RIITILATEY, REMYARL -3 ZRTY
%dAccessDeniedException& EIC AFRRENBDCENHBYET,

EESLREZEETDICE

1. Amazon DevOps Guru 112V — )L (https://console.aws.amazon.com/devops-guru/) ZB & &
9,

2. FTET—3aURAUT[REE] ZEBIRLET,

3. [BEt) Y>3 > T [REILORE] ZIBBIRLET,

4. FRERETHLOCHEALLVESLOBEERRLET. 77 4L A0 AWS Fis+—
EEATEN . BEONREI—IX—I KE¥—EBRTBH, HLLUHRZI—IR—IK
AWS KMS ¥ —ZERTE X T,
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BH D RR

DevOps Guru I E XEELRATOBHN B ET,

NV D

s ILWAHA b

« JO—AXARAUHA b

s FILWFPVYSI—>32

s FILVWDIOXDF—232
« BEEQOTYTIL—R

« VY —AKID KK

COR=2DEIV>aAUTR, BREATOBHOHZRLTVET,

MLWA A

FLOWA A NOBAHIICEK., ROBHERFSENET,

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-4",
"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/
alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",
"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps
Guru treats repeated insights as 'Low Severity'.",
"insightSeverity":"medium",
"startTime": 1680148920000,
"startTimeISO0": "2023-03-30T04:02:00Z",
"anomalies":[
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime": 1680148800000,
"startTimeISO": "2023-03-30T04:00:00Z",

wLLAH AR 79



Amazon DevOps Guru

Q—H—H1 K

"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

JO0—ARA>HA b
HO-ZRAVH A NOBACE, ROEBFEENET,

{
"accountId":"123456789101",

"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",
"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",

JO-—XRAUHA K
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"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{

]I

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,

"startTimeISO": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,

"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,

"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,

"closeTimeISO": "2023-03-28T09:00:00Z",

"description":"Empty receives while messages are available",

"anomalyResources": [

{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"
}
1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

}

}
1,

"associatedResourceArn": [

"arn:aws:sqs:us-east-1:123456789101:SampleQueue"

"resourceCollection":{

"cloudFormation":{

"stackNames": [

JO-—XRAUHA K
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"SampleApplication

mLWFPYSI—>3>
FLLTYSI—2 a3 0BACE. ROEEFEENET,

{
"accountId":"123456789101",
"region":"eu-west-1",
"messageType":"NEW_ASSOCIATION",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of

invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",
"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function

ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly
caused by the Lambda function invocation increase. DevOps Guru has detected this is a

repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680127200000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"anomalies": [
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime" :1672945500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",

wLLWFPYSI—->3Y
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

LWUIOAXF—23Y

MLOWUOXDF—2 32 0BAICE, ROBHEAEENET,

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",

FLVWUIOXYF—23>
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"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi

Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",
"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"

EEEQOT7YT7JL—R
EEEOTY7IL— ROBACE., ROBEFEFLET,

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

BEEEOTYTIL—R
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps
Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days.",

"insightSeverity":"high",

"startTime": 1680127320000,

"startTimeISO": "2023-03-29T22:02:00Z",

"resourceCollection":{

"cloudFormation":{
"stackNames": [
"SampleApplication"

)Y —AREED KK

CloudFormation AZ Y V& AWS 2 &AL T, DevOpsGuru T35 AWS VY —A% T 41
R TBERTHEBRITEE T, DevOpsGuru A"V —RZHBETHDEHICENEARARY VELEE
RI=ERTD L, DevOpsGuru |&SELECTED_RESOURCE_FILTER_VALIDATION_FAILUREBEX %=
ERLET, chlidx, BELERITIELERFBARARY IRICUY—ANFBEFMITSAhTOWEVEESICRE
THAREMEN BV ET, DevOpsGuru 71 IRV T HEZHGARISEATDICE. VY—AHNHE
BNTohTVWBAARYOERT&ZEIRLET,

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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DevOps Guru l&, ListMonitoredResources 79> 3> &AL TOMFOVY—RABETDT
TDTr—2a2 BRAO0VARNERMLET, COEHIE. Amazon CloudWatch AWS CloudTrail, &
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£79,

J—H—»" AWS Lambda X* Amazon RDS & EDRINDH—EAD APIs ICT7 VAT H2HATRNEBT
DEAFAZFE > TVWEWEETE, ListMonitoredResources7 7 a A FTEhT LM
(&, DevOpsGuru FZTNDH—EADVY—ANDJARNZRHELET,
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THIVRNIEBOAZY ONFHBDEE, BRAEZY IOV —ANETNhEThOT SV r—>3a> %
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IL=TtEhET,

e DY —A%ZEEHT S AWS CloudFormation AR Y VZBIRL T, VY—AZEELET, DB
&, DevOps Guru BIRULEARY U TEETNREIRNTOVY —AESHLET, BIRLER
RYDICK2TTAINAOVY —ANEZBENTLVEVEES, TOUY—ARaHEnEL
Ao FEMBIC DV T, CloudFormation 1—H'—HA4 RO TAXY U DEVEL & "DevOps Guru ®
DNLYDZRETD Z2ZRBLUTLSEEL,

« AWS AT ZFERALTIUY—RAEREELET, DevOpsGuru l&, FHThEU—=2320FTXNT
NDIY—A, FLEEFBRULEZITEZELIRNTOVY—RAEZGMLET, VY—A, BRLE
RTEICETVWTIIN—TbEnhEdT, FHICOVTRE., "2T%EHL T DevOps Guru 771
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DevOps Guru i, Y R—REhTVBRH—FRICEERFFSNATWVWRITRTODY —AEHR—K
LEFT, HR—KRENTWVWBH—EREUY—ADOFMIZDOV T, "TAmazon DevOps Guru @O %
£ EBBELTIEE L,

DevOps Guru ZHANL Y Z#ERBITSIZI1E

1.
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TETF=23aRADT, [FHEhLVY—-RA] Z2REALEXY,
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« BIRULEARZYOAM!)Y —A% DevOps Guru TH# 9 % ZI&. [CloudFormation stacks]
(CloudFormation A& Y V) ZEIRL T, KOWIThAOFT> 3> #BRULET,
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{
"Sid": "DenyListMonitoredResources",
"Effect": "Deny",
"Action": [
"devops-guru:ListMonitoredResources"”
]
}
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"Statement" : [
{
"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
"Principal" : {
"AWS" o Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
1,
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:roo0t"
.
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",

"Effect": "Allow",

"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,

"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]

"Sid": "NavigateInConsole",

"Effect": "Allow",

"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
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iam:ListGroupPolicies",
iam:ListPolicyVersions",

n
"iam:ListPolicies",
"iam:ListUsers"

]I

"Resource": "*"
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AmazonDevOpsGuruFullAccess RUT—IClE, ROARAT—RM XV RFEENET,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [

"devops-guru:*"

1,
"Resource": "*"
"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,
"Resource": "*"
"Sid": "SnsListTopicsAccess",

"Effect": "Allow",

"Action": [
"sns:ListTopics”,
"sns:ListSubscriptionsByTopic"

1,
"Resource": "*"
"Sid": "SnsTopicOperations",
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"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:Subscribe",
"sns:Publish"

]I
"Resource": "arn:aws:sns:*:*:DevOps-Guxru-*"
}I
{
"Sid": "DevOpsGuruSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuxu",
"Condition": {
"StringlLike": {

"iam:AWSServiceName": "devops-guru.amazonaws.com"
}
}
}I
{
"Sid": "DevOpsGuruSlrDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"
1,
"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-
guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"
}I
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
]I
"Resource": "*"
}I
{

"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [
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"logs:FiltexLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws :ResourceTag/DevOps-Guru-Analysis": "true"

}

AmazonDevOpsGuruConsoleFullAccess

AmazonDevOpsGuruConsoleFullAccess — Amazon SNS ME'Y U M4ERL. Amazon CloudWatch

XNVOAANDT V1A, AWS CloudFormation AR Y JADT 7 AR5 &, DevOpsGuru A\

DINTIOERAEZREBELET, CORII—CE, NTA—XDAA A MNMERFEMEATVS
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AmazonDevOpsGuruConsoleFullAccess RUS—IClE, ROARAT—RM XV RFEENET,

JSON

"Version":"2012-10-17",
"Statement": [

{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [
"devops-guru:*"
]I
"Resource": "*"
}I
{
"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",
"Action": [
"cloudformation:DescribeStacks",
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"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics”,
"sns:ListSubscriptionsByTopic"
1,

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes”,
"sns:SetTopicAttributes”,
"sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlxCreation",

"Effect": "Allow",

"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuxu",

"Condition": {
"StringLike": {
"iam:AWSServiceName": '"devops-guru.amazonaws.com"
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},
{
"Sid": "DevOpsGuruSlxDeletion",
"Effect": "Allow",
"Action": [
"iam:DeleteServicelLinkedRole",
"iam:GetServiceLinkedRoleDeletionStatus"
]I
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/devops-
guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"
},
{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
1,
"Resource": "*"
},
{
"Sid": "PerformanceInsightsMetricsDataAccess",
"Effect": "Allow",
"Action": [
"pi:GetResourceMetrics",
"pi:DescribeDimensionKeys"
]I
"Resource": "*"
}I
{

"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FiltexLogEvents"
]I
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {

"StringEquals": {

"aws :ResourceTag/DevOps-Guru-Analysis": "true"
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AmazonDevOpsGuruReadOnlyAccess

AmazonDevOpsGuruReadOnlyAccess — DevOpsGuru & & Ut AWS H—E AN BEE!)
V—ANOFZHIMYERT IO EAZHFALET, CORVI—F, A OFARNERRTDET
T, DevOps Guru DB MA/NL v DER, Amazon SNS REY U, & KT Systems Manager
OpsCenter REZEFHLAWVWI—H—ICBALET,

AmazonDevOpsGuruReadOnlyAccess RUS—IZlk, ROART—KR XY MRFEEIRET,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Sid": "DevOpsGuruReadOnlyAccess",
"Effect": "Allow",

"Action": [
"devops-guru

"devops-guru
"devops-guru
"devops-guru
"devops-guru
"devops-guru

"devops-guru
"devops-guru

"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
:SearchInsights",

:StartCostEstimation"

"devops-guru
"devops-guru
1,
"Resource":
},
{

Mg

:DescribeAccountHealth",
"devops-guru:
:DescribeAnomaly”,
:DescribeEventSouxrcesConfig",
:DescribeFeedback",
:DescribelInsight”,
:DescribeResourceCollectionHealth",
"devops-guru:
:GetCostEstimation”,
:GetResourceCollection",

DescribeAccountOverview",

DescribeServicelIntegration"”,

ListAnomaliesForInsight",
ListEvents",
ListInsights",
ListAnomalousLogGroups",
ListMonitoredResources",
ListNotificationChannels",
ListRecommendations",
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"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Effect": "Allow",
"Action": [
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-sexvice-role/devops-

guru.amazonaws.com/AWSServiceRoleFoxDevOpsGuxu"

3
{

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,
"Resource": "*"
"Sid": "RDSDescribeDBInstancesAccess",

"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"

1,
"Resource": "*"
"Sid": "SnsListTopicsAccess",

"Effect": "Allow",

"Action": [
"sns:ListTopics”,
"sns:ListSubscriptionsByTopic"

1,

"Resource": "*"

"Sid": "CloudWatchLogsFiltexLogEventsAccess",
"Effect": "Allow",
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"Action": [
"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis'": "true"

}
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ZRFDAWS YR—I RARUZ—TT,

AwSServiceRoleForDevOpsGuru H—ERICU IV hiO—-)ILEFEEFDOEIZZTRIC, UTO
HT—EAZEFEELET,

« devops-guru.amazonaws.com

O—I)LOF U tAFAR) > — AmazonDevOpsGuruServiceRolePolicy &, EEhiU Y —
AT DevOps Guru F'ROT Va2V ATETITD L ZHILET,

JSON

{
"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors",
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboards",
"cloudwatch:GetDashboard",
"cloudformation:GetTemplate"”,
"cloudformation:ListStacks",
"cloudformation:ListStackResouxces",
"cloudformation:DescribeStacks",
"cloudformation:ListImports"”,
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
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"codedeploy:ListDeployments",
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistoxy",
"events:ListRuleNamesByTarget",
"xray:GetSexviceGraph",
"organizations:ListRoots",
"organizations:ListChildren",
"organizations:ListDelegatedAdministratoxrs"”,
"pi:GetResouxrceMetrics"”,

"tag:GetResources",

"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",

"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies”,
"sqs:GetQueueAttributes”,
"kinesis:DescribeStream",
"kinesis:DescribelLimits",
"dynamodb:DescribeTable",
"dynamodb:DescribelLimits",

"dynamodb :DescribeContinuousBackups",
"dynamodb:DescribeStream",
"dynamodb:ListStreams",
"elasticloadbalancing:DescribeloadBalancers",
"elasticloadbalancing:DescribelLoadBalancerAttributes",
"rds:DescribeDBInstances",
"rds:DescribeDBClusters",
"rds:DescribeOptionGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeAccountAttributes”,
"logs:DescribelogGroups",
"logs:DescribelogStreams",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",

"s3:GetBucketWebsite",
"s3:GetIntelligentTieringConfiguration”,
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"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration”,
"s3:ListAl1lMyBuckets",
"s3:ListStorageLensConfigurations"”,
"servicequotas:GetSexrviceQuota”,
"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListServiceQuotas"
]I
"Resource": "*"
}I
{
"Sid": "AllowPutTargetsOnASpecificRule",
"Effect": "Allow",
"Action": [
"events:PutTargets",
"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"
},

{
"Sid": "AllowCreateOpsItem"”,

"Effect": "Allow",
"Action": [
"ssm:CreateOpsItem"

1,

"Resource": "*"

},

{

"Sid": "AllowAddTagsToOpsItem",
"Effect": "Allow",

"Action": [

"ssm:AddTagsToResource"

1,

"Resource": "arn:aws:ssm:*:*:opsitem/*"
},

{
"Sid": "AllowAccessOpsItem"”,

"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"”
]I

"Resource": "*",
"Condition": {
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"StringEquals": {
"aws :ResourceTag/DevOps-GuruInsightSsmOpsItemRelated": "true"
}
}
},
{
"Sid": "AllowCreateManagedRule",
"Effect": "Allow",
"Action": "events:PutRule",
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
},
{
"Sid": "AllowAccessManagedRule",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"
]I
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
}I
{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",
"events:DisableRule",
"events:PutTargets",
"events:RemoveTargets"
]I
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}
},
{
"Sid": "AllowTagBasedFilterLogEvents",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,

"Resource": "arn:aws:logs:*:*:log-group:*",
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"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis'": "true"

}
}
3,

{
"Sid": "AllowAPIGatewayGetIntegrations",

"Effect": "Allow",
"Action": "apigateway:GET",
"Resource": [

"arn:aws:apigateway:*::/restapis/*/resources"”,
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integration"
]
}
]
}

DevOps Guru DY —ERICU V& hi-O—-IILZEXT S

H—EAVOO-LEFHTERTIHEBREHELA, AWSTYEXIOXNIVY—=I, |
AWS CLIE =1k AWS API TA B A4 R EERT D E, DevOpsGuru ICK 2 TH—ERICUVUEh
EO=)LFERENET,

/A Important
COY—ERICUOcnizO0-)IE, COO—IITHR—REhTVWS¥EEEME
A3 —EATT O3 aETLESE, THVNIRREhFT, flx
(&, DevOpsGuru ZJRZ NUICIBMU 256 7%4% ETF AWS CodeCommits

DevOps Guru DY —ERICU > VEhi-O—-I)IZwmET S

DevOps Guru Tlk, —ERICU > IJ&hf=O—)L AWSServiceRoleForDevOpsGuru ZiRET
BERTEERRA, Y—ERAVIO0-IIOERERR., SETEEIVTA T4 FO-IIZESRT
PHUREMEN BB, O—IBZEETHIERFTEEREA, £EEL. IAMZEALTO-ILOHR
PAEMETDIERFTEXRT, FMAIEOVTR, "IAMIA—H—HA R, O "TH—EAV>I0O—
ILOfRE 2ZRLUTLSEE L,
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DevOps Guru DY —ERIZU >V hi0O0—)L&2HIBKRT S

B—EAVVIO- I EHEBEETHIHREPYH —EANTEICEZ 2 12BER. O—ILZRKRIZD L
ZHRAHLERT. TS5IBCET, TRV ITPRFABEBHICTORATOVEVKRERADOIS T«
TAZPBRTEERT, L. FHTHIRTDHEIIC, IXTOURD NI EDOBEENTEHERT DS
BENFHUERT,

@ Note
)Y — 2% HIBRT BERIC, DevOps Guru H—ERATO—IIAERAE A TVRHE, HIR
KBTBDENBNET, TOHEER., BABF 2> THSARL—23a v zZHEATLTILKES
Wo

IAM Z2FERALTH—ERAV 0= 2FHTHIKRTZICE

IAM J>Y =)L, AWSCLI, £izl& AWS API ZfEAL
T. AWSServiceRoleForDevOpsGurut—ERICU > VEnizO—)LZHIBRLE T, FHICOV
T, TIAMI—H%—HA R, O "TH—ERAV V70— OHIKR, 28BLTEEV,

Amazon DevOps Guru 77 2AFAUT7 7LV A

DevOpsGuru R 2 —T AWSEZ DO Z U4 F—E2FEAL TXRGERBETEERT, XOFMICOVT
. [AM I—%—7H4 RO "IAMJISON RUS—BRZOV T 7LV A, ZZRBLTLKEZL,

To>arvik, RUZ—0O Action 71 —)LRTEELET, 7O IVZEETHICE. AP
ARL—>3 > (HlAE. devops-guru: ¥ devops-guru:SearchInsights) M&IIC
devops-guru:ListAnomalies 7L 71 Y O AZFEALET, E—ODAT—HMXUNIIE
BOT7O>a>aEEEITDICE., ONTXYYET HIZXE. "Action": [ "devops-
guru:SearchInsights", "devops-guru:ListAnomalies" ]).

DAL RA—RXFDOEA

R1)Z—® Resource 714 —J)LRTUY—RfEEL T Amazon VY —AZ—LA (ARN) ZIEEL &
T, BEETAHRIE, DMIRNA—RXF *) Z2HEATZIEETEETERT, DML RA—REZFEALT
BEOTOaVELEGIVY—RAEEBETDENTEET, HlAE., devops-guru:* &, IX
T®D DevOps Guru 7223 &IEEL., devops-guru:List* &, List EVSBEETHED TN
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T?D DevOps Guru 722 a>&IBELERT. XOBIE, 12345 THES UUID (Universally Unique
IDentifier) ZF 23X TOA YA NERLET,

arn:aws:devops-guru:us-east-2:123456789012:insight:12345*

TAFYTATAEALERE 2 EY RTY T, IAMPAFUFATA (FAFYFATAR—
ADKUT—) LT RYFTEBTILARTRUS—ERTBEER, UTOREUTIZLUR
ELTHEATEET,

DevOps Guru APl AR L —> 3B RO T V2 3V ICHAEBREFT
AddNotificationChannel
72> 3~:devops-guru:AddNotificationChannel

DevOps Guru A SBHIF ¥ X ZBNT D EHICHETT, BHAF YRk, AXRL—2 3
vEBALEEERFEICETRIRHEST A YA M DevOps Guru ICKR 2 TEKEhiZEEIC
BAZITSEOHICEREIET,

Yy —RA: *
RemoveNotificationChannel

devops-guru:RemoveNotificationChannel

DevOps Guru A S BHAF ¥ XL ZHBR T2 EHICHETT, BHF vy XIEFE, AXRL—>3
B LEEERHFEICETIRHEEC A YA D" DevOps Guru ICKR 2 TERE N EE IS
BRIZITOLEOHICEAENETD,

) —A:*

ListNotificationChannels
7 < 3a2:devops-guru:ListNotificationChannels

DevOps Guru AICEREETNEBAF Y XILOVARNEZRTEHICHETT, FBHF v X)L
k. ARL—>3a>zpatEc 83 HEICETREHREZEC A Y4 M DevOps Guru IZ&K 2T
ERENEEEZICBHNETOILOICERENET, HR—KRENTVWBBH XA 7'I&,. Amazon
Simple Notification Service T¥,

)Y —A: *
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UpdateResourceCollectionFilter
7 > 3aZ:devops-guru:UpdateResourceCollectionFilter

DevOpsGuru IC & 2 THHENBDTHINAD AWS UV —RZIBEITRHEHICFERTS
CloudFormation AZY VDU AR EZEHITIEHICHETT, oM TRk, LOX>F—2 3
V. BAXKMIVOA, BRTEBERARNZECA YA MERENET, chsnaH
ARNZFERALT, ARL—232ONT7F—XR 2 AZB[LEBDENTEXRT, COXYY R
l&. CodeGuru OpsAdvisor 2R T2 =HICHER IAMO—-ILEERLET,

)Y —A: *
GetResourceCollectionFilter

7 < 32:devops-guru:GetResourceCollectionFilter

DevOpsGuru Ik 2 TAHE DT HINADOIY—AAWS ZIBETHHICFEATS AWS
CloudFormation AZY VDU ARNERTEHICHKHETT, TR, LOXF—>3>, ER
XRDORA, BRECEBRAANRNEECAVHARNERENET, CchsnA YA NE2FER

LT, ARL—=230ONTA—X O AZOLEEZENTEET,

) —A:*
ListInsights

T 7> 32:devops-guru:ListInsights

AWS PHIOUKRDAVHARDI)ANERTLEDHICHETT, BIA U414 MNE, BHREZR.
AT—AR X (ongoing £ l& any), BRTR A7 (reactive £zl predictive) TIEEETE

9,
)Y —A:*
DescribeInsight

F7 < 3Z:devops-guru:DescribeInsight

IDEFERALTEELEA YA NCBEIZFMAZRILEHICHETT,
)Y —A: *

SearchInsights

72 3a2:.devops-guru:SearchInsights
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AWS PFHIVKRDAVHA RDI)ARNERTEDHICHETT, BTA U4 NI, BIARRE.,
TAINE—, BLORAT (reactiveE ldpredictive) TEETE X,

Yy —A: *

ListAnomalies
T7 2> 32:devops-guru:ListAnomalies

IDZFEALTEELEA YA NIEIZDEEODVANERTLEHICHETT,
)Y —A: *

DescribeAnomaly

7 2> 32:.devops-guru:DescribeAnomaly

IDZFEALTEELEERICBEIAHMZRI-HICHKETT,
)Y —A: *
ListEvents

T7 2> 32:devops-guru:ListEvents

DevOps Guru IC& 2 TFHAE D VY —RAICK 2 TRITESNEAARINDIARNERT EHICH
ET"?O ﬁ?’f’\'y |\Lj:\ 7'()119_&@%[/1*5}%?5*?0

)Y —A:*

ListRecommendations
7 2> 32:devops-guru:ListRecommendations
BEENEAHAMNOLOX D F—23 20V AN ERTEHICHETT, FELOX D F—
Ak, XRVODADUAN, BREFLIOXF—2 3V ICEETRIARINODD)ARNDE
FhET,

)Yy —A: *

DescribeAccountHealth

F7 < 32:devops-gquru:DescribeAccountHealth
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F—=T VT ITATAHARNOE, =72 FRA A MOK, THONTOHENE
ARNJUODAOBERTEHICHETT AWS, chSsOBEZFEALT,. AWST7HIORNDOF
RL=23a>oREZRAELET,
)Yy —A: *

DescribeAccountOverview

72> 3aZ2:.devops-guru:DescribeAccountOverview

RESEEANTHERENEF—T O BEERNBEA YA MO, BEEERNTERENET—T
DBFRAAFANO, BLUORBEENTI/O—RAENEIXNTOEENBEAFARD
FHOERE (MTTR) 2RI LHICHETT,

Y —A: *
DescribeResourceCollectionHealthOverview

F7 <32 :devops-guru:DescribeResourceCollectionHealthOverview

DevOpsGuru THEEE /=% CloudFormation AR Y JOFTXTOA A4 NMZDO2VWT, F—7
PFRACHARNOB, AT VT IOTATAUH AN, FIHEIERE (MTTR) Z2RT =HI(C
PETT,

)Y —A:*

DescribeIntegratedService
7 < 3>:devops-guru:DescribelntegratedService

DevOps Guru ERETEDH—EADRKEAT —RAZRTHICHETT, DevOpsGuru &
HETED 1 O2OHY—E AW TH') AWS Systems Manager, £ hiz/ A I &I
Opsltem Z/ER TR =OICFERATEET,
) —A:*

UpdatelIntegratedServiceConfig

7 < 32:devops-guru:UpdateIntegratedServiceConfig

DevOps Guru EFEETEDH—ERENHREZEMLELFEMLITIEHICHET
J . DevOps Guru &fETE B H—E Al Systems Manager T3, chZFERAL T, £HEh
&4 Y4 N Opsltem ZERTEE T,
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)Yy —A: *

Amazon SNS REY A DEFH

cOREY VDERIE. BIO AWS FHUY M BT S Amazon SNS REY VICBHZEET S
& 5|2 Amazon DevOpsGuru Z:RET R HEICOKXEAL E T,

BOTHD> SNHFFIE TS Amazon SNS NEY 9% DevOps Guru TEE 9 % 121k, DevOps Guru
CBAZEETDT VAT TEFETSDRIIS—% Amazon SNS REY JIZT R Y FTIHEN
H')ET, DevOps Guru ICFERAITBDERLUT NI NNFIE TS Amazon SNS NEY U & ELE
I5&S5IZ DevOps Guru ZERET S &, DevOps Guru I &2 TREY ZICRU D —HFBIMEhE
¥,

fOFTHI>2 KT Amazon SNS REY VICT VAR T ERETSI RV —ZTRYFITS
&. DevOps Guru [Z Amazon SNS REY I FEBIMTEEXE T, Amazon SNS R > —ZBHF ¥ X
LTEHLT, X1 VT 1 Z2ES5(CEBILTDEETEET,

@ Note

B, DevOps Guru Tk, AUV —23>AOVOARATHIRNTFTIOEAOHENPR—KE
nEI,

Ky
« OTHVNT Amazon SNS REY JICT VL AFAEZRETS
s DT AU KA S Amazon SNS hEY U ZEMT S

« BAF ¥ X)L T Amazon SNS RV —FEFH T2 (HE)

OFTHI> NT Amazon SNS REY DICT O AFAZRET S
BEED IAMO—=)LICEFAZBINT S

IAMO—=)LTAOJ A LERTHOTHIMAS Amazon SNS REY V&2 FERATDICIE, AT

% Amazon SNS REY JICRUS —ZT XY FIRIHXEN HYVET, IAMO—I)LOFEARIZEOT

NIV KA S Amazon SNS REY JIZRV D —ZTRYFIBICE. AMO—ILO—ZBELTED
THIVRNIY—=RICHTBDUATOT VEAERNI VETT,

» sns:CreateTopic

Amazon SNS REY I ADFFH =
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» sns:GetTopicAttributes
» sns:SetTopicAttributes

* sns:Publish

£HA 9% Amazon SNS REY JICATORIS —%2TRZYFLET, Resource ¥F—0NF

&. topic-owner-account-id X NEY URMMBEDTHI> N ID T, topic-sender-
account-id #" DevOps Guru 2+ Y N7y 7 LE1—HY—OF7HI2KNIDTT, EL

T, devops-guru-role ME%X OI1—H—0 IAMO—J)L T, region-id (us-west-2 % &) &
my-topic-name ZEY)FEICBEZRADBEN HYET,

IAM A—H¥—& LTT7 IV AFAZEMT S

DT AHIRHAS IAM 1I—H—& LT Amazon SNS hREY V2R T 258, FHTS
Amazon SNS REY JICIRDKRD S —%ZTR2YFLET, Resource F—NIFE. topic-owner-
account-id I NEY VFMBEDTHI>NID T, topic-sender-account-id #" DevOps
GuruZ2t®Y N7y Z7LEDI—Y—DOT7HD>KNIDTT, LT, devops-guru-user-name H" B
B“IBDELDIAM 1——TF, region-id & my-topic-name ZBYBEME (BTHENBEE us-
west-2 BE) ICEEMADMEN HVET,

(® Note
AETHhNE, NAT—RPT7IV9EAF—LBEORBNVARIEHRERET S IAM 1—H—
ZERTAIRDYIC, —BHNSEIAERECEA TR EZHHOLET. IAMTORARNT
ZOTAAOFMIOVTEE, IAMI—H—HAROIAMTOEFIVFTAORARNTZ
DT1AAZZRLTLEEL,

HOTHI KNS Amazon SNS REY U %IEBINT 3

fOFTHI> KT Amazon SNS REY VIZT VAT AZERET S &, DevOps Guru 0B EIFL
EIZFD Amazon SNS hEY I EBMENET T, Amazon SNS REY JlE, AWS CLI £ (&
DevOpsGuru AV —)LZFERAL TEMTEET,

s AVY—IILZFERTREEIL, BIOTHIRNORNEY VEFERATSICE,. [SNS REY U ARN
ZEALTBREOREY VEEETD]| A7 aVE2BRIDVENHYET,

« AWS CLI AR L —2 3> add-notification-channel Z#H 3 21548,
NotificationChannelConfig #7 < IV MTopicArnAT ZEETHIHENHVET,

Amazon SNS REY I ADFFH =
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OV —=)z2EFRALTHOT AT MDA S Amazon SNS REY V=BT S

1. Amazon DevOps Guru 112V — )L (https://console.aws.amazon.com/devops-guru/) ZB & &
9o

2. FTETF—3arRAVERE, [BRE] ZBRLET,

3. [BHANEIaVICBEL. WwE] ZERLET,

4. [SNS hEvY UV ZEM ZERLET,

5. TSNS hEYJ ARN ZHEALTERFEORNEY VZEETS, ZERLET.

6. AT AmazonSNS REY D ARN ZANLET. COREYVICRVZ—ZTEYTFT
BET, COREYIDTUVEAERZITICERELTWSET T,

7. (723 )[BARE] ZBRLT, BAEEOREEZMEL XTI,

8. [RTEFE] &&IRLFET,

BHIFREIC Amazon SNS REY U &EBIMTS &, DevOps Guru FEFDREY VZFERAL T, FILL
AL RNDERENELEEBRENDEERARNEBALET,

BHF v LT Amazon SNS RS —&E#H T D (#%]E)

NeEYOZEMLES, TOREY %8 DevOps Guru BHIF ¥ RIILOKIZT VAT EIEE
T RID—OEF1)TAZEBNTREZHEHLET,

BAIF v X)L T Amazon SNS REY VRV —REFH TS (HE)

1. BHIOEFTOT NI NT list-notification-channels DevOpsGuru AWS CLI X >
REETLET,
aws devops-guru list-notification-channels

2. list-notification-channels L AR AT, Amazon SNS REY UM ARN ZELF v X
IIDZXELEYT, F¥XRJID & guid T,

BIZIE, ROL AR ATIE, ARN arn:aws:sns:region-id:111122223333:topic-
name B¥FEDREY VOF ¥ X)L ID & e89be5f7-989d-4c4c-blfe-e7145037e531 T,

"Channels": [

{
"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",

Amazon SNS REY I ADFFH =
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"Config": {
"Sns": {
"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"
I
"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH", "MEDIUM'"]
}

3. the section called “bDT7 7> N T Amazon SNS REY VICT OV AHFUZRETS” O~
EYOF—3—1DEZFERALTRHOTHI NTHERLULERIS —IZBEBLET. RUS—0
Condition A7— KX NT, SourceArn ZIEETHTZEMLET, ARN IZIF, U—>3
> ID (fil: us-east-1), REYIDEEFEED AWS FHI 2V NE S, XELEFYXIIDAE
FhET,

EH LU Condition AT—KM X MNFRDEKSIZHRYYET,

"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:us-
east-1:111122223333:channel/e89be5f7-989d-4c4c-blfe-e7145037e531",
"AWS:SourceAccount": "111122223333"
}
}

AddNotificationChannel A"SNS REY VZEBMTEREVEEE. IAM KR —ILRDERD
HDdEEBIBELTLIEEL,

BES{b&E /= Amazon AWS KMS SNS KREY 2O T 7t AZF A Amazon
SNS

}EEL = Amazon SNS RE'Y Z1&., AWS Key Management Servicel— & 2 TEEFILE TV S AL
HABHYET, DevOpsGuru FEFSILENIENEY VZFRTESXSICTSICIE. T ZERL
AWS KMS key . ROARAT—KR X2V RZ KMS F—NDRU—ICEBMTEHXEN HVYET. FMICO
WTIk. TEncrypting messages published to Amazon SNS with AWS KMS, ., AWS KMS 1—4%—

51L& Nz Amazon SNS REY JADOT U AFFH 136


https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
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HA RO TF—FAF (Keyld)s , & &K T Amazon Simple Notification Service RO Y /N\—H 4 R®D
rF—&E5, Z2RLUTSEZV,

(® Note

DevOps Guru EBE, 1 2OTF AT NATORBBILNEY VOFERAZHR—KNLTVE
I, BRFATE, BELtENERNEY I REBROTHIONTHERAIZIEFEYR—KEh
TWEBA,

Amazon DevOps Guru PA FTATAETIVEAONS TN 1—FT 4«
s

ROERHIE, DevOps Guru & IAM OFERICH > TRETDUREMEN H 2 — RN EBEEOZIPREE
ICIRIBET,

N =R

e DevOps Guru TF7 923 2RI IRHERI SV

e A—Y—IC7OJTALICKDTOVRAEZREL -V

« iam:PassRole ZE T3 2RI B EFLEA

« AWS 7HD> KA DT —H—IZ DevOpsGuru )Y —AANDT IV AEFAL =W

DevOps Guru TF7 9> 32 &2RTITHDERNF BV
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EOHHANSOE—OVIITANERL, UOIARNEhETV>3Y, 7232 0BK, UOT
ARMNTGA=—RBEILETIERNIEENET, CloudTrail AT 77 ALk, NTU Yo API O—)L
DIEFFTESNEAZRY VRNL—ATRBEVED, FEDIEFTRERRENEL A,

AR OHlE, UpdateResourceCollection 79> 32 %KY CloudTral AT MU T,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",

"arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
" "arn:aws:iam::123456789012:role/TestRole",
"accountId": "123456789012",
"userName": "sample-user-name"
I
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:51z2"

arn :

}
1,
"eventTime": "2020-12-01T16:14:31Z",
"eventSource": "devops-guru.amazonaws.com",
"eventName": "UpdateResourceCollection",
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",
"userAgent": "aws-internal/3 aws-sdk-java/1.11.901
Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.275-b01
java/1.8.0_275 vendor/Oracle_Corporation",
"requestParameters": {
"Action": "REMOVE",
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"ResourceCollection": {
"CloudFormation": {
"StackNames": [

i n

]
}
}
.
"responseElements": null,
"requestID": " cb8c1l67e-EXAMPLE ",
"eventID": " e3c6f4ce-EXAMPLE ",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "123456789012"
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