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c XEURY— R REBRERYE, BESXTVBEEETTS SAL AT — M XY NERLE
7.

. SQLID (list_of_ids) DEW /O EABEREL %7,

« KBO—BF—REERTIAT— MUK (KBERY—RNERTTIAT—MAVRPAER
—BF—T I EEATAIRAT—RAYRBEE) ABRVAESHEFIVILET,

s P77V —23a2%FIVIOLT, T—ER—AT—I0O0—ROBINOEREERELET,

- MySQL DX 7 # —X YV ARF—TEBMCT B EERFLTIEEL,

- BTBEEAOEVWVRNSOHYT 3 EFIv oL, O3S Y NELRO—LANY I TRTLET,

- BEULEBBERZAT TRSUHIIaVOTARIL RECHD LY I VERTTELS

1 —

(Z. idle_in_transaction_session_timeout NS X—2 %8 EL £,

DevOps Gurufor RDS I END &S ICHEEL T T A

DevOps Guru for RDS X M) VAF—RZREB LV HHL, IV 1R—RICEEZL/EALE
CB

NeEY S
— 2 X

(OFN

A

T
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om

7t

i
i3

T—RIREE T

DevOps Guru for RDS &, Amazon RDS Performance Insights 'S Amazon RDS 7*— &2 X—AIZE
ITE5TF—ZREPRELET, COHEEF AmazonRDSDB 1 VARV AZEZZUTJL, XNV
AZPELTFYF—MNADX RNV IVRAZRETEDEISILLET, REEELB/NT X AEE
(& DBLoad T9, DevOps Guru for RDS (&, Performance Insights X N O AZEHEL., ThS %
PHLUTEEEZBREBLET, Performance Insights O I D W Tk, Amazon Aurora 1—H'—H 4
K@ "Amazon Aurora @ Performance Insights ZAL - DB BROE_& ) > T 1 E£/=lEAmazon
RDS 1—%—H 4 R® "TAmazon RDS @ Performance Insights Z{#fA L 7= DB BROE_-X') >
F1 EBBLTIEE W,

DevOps Guru for RDS (&, #B*E & SELRKT oM ZFEAL T, Performance Insights A SUX&EL
EF—R%Z9MLET, DevOps GuruforRDS T/NT7 #—X 2V ADBBENRKEL EHEE. XDA
TYTICERET,
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EEOREH

DBERNIGEVEENDT—EIR—AONT#—XALOBEICKY), TF—EIR—AOY—EARE
HFETITHAEMN B ET, DevOps Guru Ik RDS F—EXR—ATREZRETRE, Fva

R=RICAVHANELBHALET, 1AM, VY—AAWS/RDS DEEEBNAEENTVE

E

A > AR AT Performance Insights A" BW&EE., EREICEBEOHMEIMAEENE

9, DevOps Guru for RDS TlF, BEFLFRFENREREEZERITID L ZHHOLET, HIX
F, BEOFERSQL AT—MXVNZFHAETS, CPUBREDOEMZRFT TS, TLET A RILIKR
RBONZ YO 3a vy ar aflL2EV2ELOXF—=23asoNfEZSNET,

BR—RENTVBF—ER—RAI T
DevOps Guru for RDS l&, RO TF—EXR—AI IV THR—RENTVET,
MySQL %f /& Amazon Aurora

CODIVDUDOFFMAICDOWTIE, Amazon Aurora 1—%—H A4 R® "Amazon Aurora MySQL @
Z1EL ZZRLUTLKEZ L,

PostgreSQL X4 Amazon Aurora

COIVUOEMICDOWVWTIE. Amazon Aurora 1—H%—4 4 R® "Amazon Aurora
PostgreSQL NREL ZZRL T EE L,

Amazon RDS for PostgreSQL Xt /&

CcOIVVOFMICOVWTIE, Amazon RDS 1—H—H 4 R®M Amazon RDS for PostgreSQL
BSRLTLSEZL,

DevOps Guru R EEZHREL., HOT—EIR—AI IV OERNEDTZRMEL F9, DevOps
Guru for RDS . Amazon Aurora & & O RDS for PostgreSQL 4 > AZ > AIC DWW T O &7 5
WELOAXF—2a o s=BHLET,

DevOps Guru for RDS O EX1L

DevOps Guru for RDS ZBMIC T3 &, DevOps Guru X DB A VARV ABED )Y —ADEE %
D TEDKRSICKY) KT, Amazon RDS Tk, RDSDB 1 VARV AKEF DB VT AR —D#
REEEZBFREICE DO THEMWELTEET, ChZERRIBHLHIC, RDS IF Amazon EC2, DevOps
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Guru, IAM ZEDDH—EAIC APIFOHLZITVWET, RDS OV —JILAZhso API -
ZT5&E, BABRMOLEZHICETNS%E AWS CloudTrail OV ICRREFELE T,

DevOps Guru T Amazon RDS F—ZXR—ADA VA N2 RETEDRSICTDICR, UTOoESD
SAVORAVERTLET,

NEY D

« Amazon RDS DB 1 2 A& > AM Performance Insights 2742/ (C 9%
« DevOps Guru for RDS O F7 VAR 2 —DERE

« DevOps Guru 7/NL Y 12 Amazon RDSDB 4 AR A%ZEBIT 3

Amazon RDS DB 1 2 A& > A® Performance Insights &>/ (IC9 %

DevOps Guru for RDS TDB 41 AR ADEEZ M T BICIE. Performance Insights A" 72/ (C
BO2TWVWBEEMBELET, DB 4 AR ADPerformance Insights &A% 2 TV WEE
l&. DevOps Guru for RDS &)X DS TCHEAZITVET,

AYaAR—R

DY—RABRATRICA A4 NERTTSDE. Performance Insights A" A/ I > TWEWD
ENRDS B TEBHAENET, U2 U &ZFEIRL T, Amazon RDS OV — )L T Performance
Insights ZBXICLE T,

Insights

R=IJTHO[LOX>F—> 3] 92 32T [Enable Amazon RDS Performance Insights]
(Amazon RDS Performance Insights ® & %*h1t) Z3&RL £,

"

AX &

[Service: Amazon RDS] (% —E A: Amazon RDS) 9> 3 > T, AmazonRDS 2V —JLT
Performance Insights ZF > ICT 260U R BIRLET,

FHIC DOV TIE, Amazon Aurora 1—Y%—7 4 R® "Performance Insights D74 > &4 7 Q))&
A1 EIzlEAmazon RDS I —%—7 4 R® "Performance Insights DA EF 7 DYV EZ, 25
BLTLSEZL,

DevOps Guru for RDS D7 VAR —DERE

11— —7 DevOps Gurufor RDS ICF7 VAT BICIE. KOVWTIADR) S —H S DERNF BE
T9,
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- AWS EIE7R!) > — AmazonRDSFullAccess

s UTOTO23VEHFATIHNARI—NFR—I RRIZ—TT,
* pi:GetResourceMetrics
* pi:DescribeDimensionKeys

* pi:GetDimensionKeyDetails

FFMIC DWW T, Amazon Aurora 1—%'—72 4 R® "Performance Insights 7 7 AR > — D&%
E1 FlzlEAmazon RDS 1—%—74 R® "Performance Insights 7 7 AR 2 —DREL 25
BLTSEEL,

DevOps Guru 7/NL Y 212 Amazon RDSDB 4 AR A%ZEIT S

DevOps Guru Y —)LE =& Amazon RDS 2V —ILOWVWF h A T Amazon RDS T*—XXK—RA
ZEERTBDELSIZ DevOps Guru ZRETE XY,

DevOps Guru VYV —)LZEATHEE. KO 2220FT23arFdy)Ed,

« DevOps Guru ZF7 NIV RLARILTAVICLET, chAFT7AINTT, COFT A %RE
RI % &, DevOpsGuru l& Amazon RDS F—RAXR—AZEL AWS 7HU K, AWS U— 3
VBLRY THR—RENTVRDIANTOAWS UY—RZDHLET,

« DevOpsGuru for RDS ® AWS CloudFormation AZX Y V ZEEL £,

FMICOWTIE, TAWS CloudFormation AR Y V& L T DevOpsGuru 77U —>3a>®
Y —AZz#BI T2 2ZBLTEEL,

« AmazonRDS WY —R%& X T HFLET,

BTk, AWS UY—RIZEIVHTRDHARLBHEIRILTT, 2T ZFEALT, 77U5—>3
VEBRTD AWS DY —RAZBRILET, TOR, ZITAoHA 2714 )E—-LT, 77
T—=23VIK2TERENEA YA NDAERRTEERES, 77U —23 2 HAO Amazon
RDS UY—AILK>TERENTEA T A NDHERTTDICIE. Devops-guru-rds DK D%
fE& Amazon RDS UV —AZJICEMLET, FMHICODVWTR, "2JZFEHAL T DevOps Guru
T7)r—23a>n))—Az#TH BSRBLTLSEEZV,

® Note

Amazon RDS VY —RICZTZF 2 EEE, VTFARAZ—TREBELSTF—ER—AL VAR
VAR T B GRDIRENHY)ET,
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Amazon RDS >V —JLH S DevOps Guru EZZX V> JZBMCTSICE, "RDS OV T
DevOps Guru ZEMIC T2 1 2B L TLKE&E W, Amazon RDS 1Y —JLA S DevOps Guru %
BNCTRICREITEZFEATIMVEN BB EITEBLTLKEEV, FTOFHMICOVTE, the
section called “RTZFERALTT 7V T—23 0 )V —AZBA TR Z2SRBLTSEETV,

Amazon RDS TOHOEEZ DTS

DevOps Guru for RDS A"A Y 2 1 R— RTNT X ADREZLHEITDEEE, —FKOIC, XN
TORATY 7Z2ETLET,

1. DevOps Guru Z Y > 1 R—RTA 2 H A hERRLET, DevOps GuruforRDS &, D7 VT4
TRADHARNETOAT VT AT RAV A NOMAAEERELET,

HMCOVWTE, T4 NOXRR) ZSRBLTLSESL,
2. AWS/RDS DY —ANEFEEZRRLET,

FHCOVTR, ERNREERZRTIDHBLVENNNENEREZRT TS ZSRBLTLKE
=L

3. DevOps GuruforRDS WL AX > F—>a v ICHISLE T,

FMCOVTE, TLOXTF—23arvA0xh) 25RLTLSEE,

4. DBAVAZY ADREZERL T, BRENIENT A XV AOBENBHRLEVC & ZHER
£9,

HMICDOWVWTIE, Amazon Aurora 1—%—74 4 R® TAmazon AuroraDB 75 AR —D X KN D
ADEFEZR) YT | BE&TAmMmazon RDS I—H—HA4 R® "Amazon RDS 4 VAZVAM XA K1)
DADEZR) T #S5BLTLSESL,

1294 MDOERTR

DevOps Guru AV =D [A B A N R=DIZTIVEATDE, BEHSEA O H A4 MBI
WEAVHYA NEBRETEET, TIHS, VANDSAUHAMNZERTBDE, XRNUIA, LT
XoF=23>, AV ANIETHFHMERZECHBAR—ZEZRTTEXT,

A2 A Rh2RRIBICE

1. Amazon DevOps Guru 127V —JL (https://console.aws.amazon.com/devops-guru/) ZF & &
9,

2. FTETF—23aRAVERE. [Insights] (A >H 4 8) ZBRLET,
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3. BRMNBEAVHAINERTIBZICE [BEN] 27 28R, BANBEA YA NERTT
BICE [TFRI ZRRLET,

4. AVHAROBFZRRL, AT XRALEEETEEIENZNTERT,

AT A MR=IHFRRENKT,

ERVWSHEHEEZRTIT D

A4 RMAT AmazonRDS VY —ANEEZHEFETEE T, SRAREEA A NOR—DO
[EFAARNVOR Y232 TR, BEEOVANER]RTEIRAALTAERRITEERT, EFICH
EIAO7TIN—TRARNCETIERERT TS I3 VEHYNET, ERRNDEA YA
RORRERIZGEZhETh, EEICBISFHEIr BB NLE/ARNTEIR—DHIHYET,

RDS ERNRBHEHEENFHMAE I ERTTS

COBETIR, EEZRUILSF VLT AMazonRDSDB 1 VAR AQFHMBESMEL XY
TF—>aEMBLET,

2Tk, Performance Insights A"A >/ I 2 TW% Amazon RDSDB 4 VAR ATHXEAT
EET,

REOFHMER—JICRUILEDIITBICE

1. A2YARMR—=DT, AWS/RDS UY —ARATDEFANI DA ZBRELET,
2. [FHzERR]) ZBIRLET,
EEOHMAR—IHARRIENET, RABMNLER [TF—ER—ANT =X ANEE] THE

W, BEIEVY—RAZRLET, AVVY-ILTR, EEFRELCHBACERELS, EEMNF &
EEVEENTT7AILNTREENET,

3. (A72IAV)HBEZTBRVY—ANEBHZHEE. R—PEBCHIVARISHOUY —
AEBEBRLET,

LT, FlR—2OOVR—FMOFHBAZRLTVET,

)Y —ADHE

HR—2 0 LB 3> [Resource overview] (VY —AOBE) T, cOtEIa>
&, AmazonRDSDB A/ VARV ATRETDINT XV ADEEZFLEDHEEDTT,
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Database performance anomaly: prod_db_678 i
Resource overview Go to application view for 6 related anomalies
Resource name Anomaly severity Start time Duration
prod_db_&78 Mar 07, 2021, 14:32 UTC 3 hours 2 minutes
DB engine Anomaly summary End time
Aurora MySQL Unusually high DB load, 7x above normal. Ongoing

Likely performance impact.

COEIZIAVICR., RDTA1—=)LRAEFENET,

« Resource name (VY —RAB) —BENRELTWVWSB DB A VAR ADRZHE, COHITIE,
Y —2RZ & prod_db_678 TT,

- DBengine(DB I YV) —BENRKELTVWB DB A VAR ANDEZHE,., cOPITRER, TV
(& Aurora MySQL T9,

- Anomaly severity (RENDEEM) — (VAR AICHTZIEEICLDEBEFEORE, EEE
k. &, B, BLTETT,

« Anomaly summary (REOBE) — BEOHELBE, —MHEBEE. Unusually high DB load
(EEICHEV DB &fF) T,

Start time (FREF[E) & End time (R THRE) - EEMFHABE LR TLUEEE, BRTREN
[Ongoing] (E1TH) DIBE. BENBIEHERELTVET,

Duration (i) — EFBEOFLERKE., COHITE, EEFETHFTHY) . 3EH 2 7EREL
TVEY,

TZARIXRNITA

TZARVXNIGRAE 232, AVHAMNAOBRLEULARNILOEETHZ2AREEOHEN K
FENEXT, AREFEEF. DBA VARV AN BRID —BNBBELEZ D EANTERT,
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Primary metric . -
DevOps Guru for RDS detected an anomaly in your database load. The metric measures database activity in average active sessions (AAS). Slice DB load h"’ Last 6 hours
Database load (DB load) Average active sessions (AAS)
(db.r5.4xlarge, 16 vCPUs) 30
24
(6x spike) info B = =
20 H | |IIII|| O HAHHE P HA T
Typically: DB load up to 4 15 I I I
5 2 amE e —— e —— — e e -l
LD L L L L]
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 1432 ar7 15:00 Mar 7 16:00 Mar 7 17:00
Time (UTC)
B crU W io/table/sql/handler M synch/rwlock/innodb/hash_table_locks = Anomalous DB load
[] High severity anomaly Max vCPUs
View in Performance Insights E

ERONZRILICE, BEOFENIrRRENETT. COFITR, BECERDFEHBIEENETT,

s F—RR—AET (DB &fif) — T—IR—AEROEBEELE L TOEED D, Performance
Insights DXfI5F D X M) T Ak DBLoad TFo <D X KD AR, Amazon CloudWatch IZ€ %
TENET,

+ db.r5.4xlarge — DB £ AR AU T A, VCPUs O (CDOHITIE 16) &, FEHT7ITF1 T 1Y
232 (AAS) FY—RMORBRICHISLET,

¢« 24 (BX ANA D) — A A NTHEE nr;H#FﬂFﬂBEﬂFcD»?i':J"O%47‘1zv~>a > (AAS) THI
EEnhi-DB&f, LENf>2T, EEHEFOEEORAT, T—EIXR—ATEHY 24 0tv 3
ONTOTAaTE e bHV)ET, DB AR, «.034/7\9/7\0)13%0) DB &% 6 12
T9,

s —RICERAR4DDBER ——MBWED—I20—RICEFS AAS BUTHRIEE /- DB B0
R—ATA, 4 DERK. BEOREFRIC, T—EIR—ALTEEOBATELY4UTOEY > 3
BT OTAT]THBDERERLET,

T7AILRTRE, BRTF ¥ —PMRIFEAARDNCRIDTAZAAENET, 2FY, FYr—hADE
N=Z20WT, FEROBNEEEE., ¥ DB ERICREFELTVAFRARVNERLET, T7
7. RENMRBENLERKY (Fe) FRRIENET, N—ATREZ<DAR—AZ 5D ZFH
AR NIEBLERY,

« CPU
« I0:wait/io/sql/table/handler

FROBFHEANR NE. 2O Aurora MySQL TF—EIR—ATRHRBEL N EZS KR RENE
F. Amazon Aurora DEFEAAR N EFRAL TN T #—X AR EFI1—Z_20F2HFEICOVWT
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l&. Amazon Aurora 1—H'—7 4 R® "Aurora MySQL QOF#AR NZFERLEFI1——27

B KT TAurora PostgreSQL DFEANR N Z2FEALEFI—Z207 1 22RBLTLKEZ LV, RDS
for PostgreSQL N iF#A R RN EFAL TN 7 A —X AR/ T B HEICDOWVWTIEE,. Amazon
RDS 1—%—74 R® "RDS for PostgreSQL DEFHANR hE2FERALEFI -7, 282RL T
<fEEEL,

BIEX KD XA

[Related metrics] (BEEX NV I RA) U232k, AREENORENKREANERTHDIAVTFA
REENMIVARNENET, chsOKREBRE, N7 —NXAOBEICEITDEMBERZRML E
CB

Related metrics (2)
When your DB load is high other metrics often show anomalies. Use these metrics to help diagnose your performance issue 5m 30m 1h 6h 12h 24h  Custom [H
When your DB load is high, other metrics often show anomalies. Use these metrics to help diagnose your performance issue

Q

1 @

Timeline (UTC)
Metric name
Mar 7 11:00 Mar 7 12:00 Mar 7 13:00 Mar 7 14:00 Mar 7 15:00 Mar 7 16:00 Mar 7 17:00

CPU running tasks

Currently: 162 processes ( & 3x); CPU running tasks

normally: 56 processes 200
Contributing to: 150
CPU capacity exceeded 100

50

0 I

= CPU running tasks []High severity anomaly

CPU utilization L
CPU utilization
Currently: 97% (& 2x);

normally: 50% 100%
75%

Contributing to:

CPU capacity exceeded 50%

25%

o I

— CPU utilization [] High severity anomaly

[Related metrics] (BBEX R I R) F—TILIZE 2 2DH (XA RNV IREBHLTE A LT A4 (UTC))
FHVEST, T—7LOEZ DT, BEODXKNVIRIZHELET,

BITORIDOIICE, ROBBIBENET,

c #E- ANV D ADEF . RIDITE, RAVZERTLTWVWA CPUELTARNUORZEBRIL &
9,
 Currently RE) — X MU I ADOBREDE, ZAOTTIRH., REDER 162 7’O1 A (3x) TI,

« Normally (B¥) — BEBYBEL TLVIBOOXRNIITADR—AT 1>, DevOps Guru for
RDS &, R—ATA4 % 1 BEOEBE B N—t 2 IIEBEELTHELET, HRAODTRE., B
E56 D7OEAN CPU TEFTEATWAEERLET,
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« Contributingto (F5) — COX RNV JAIZEERTSATVEIREZER. RPOTTRE. AV %
RITFDO CPUXKMUTARK, CPUREBBEEICBEEMRNITSNTVET,

Timeline (R4 LZA ) FIICIE, XNUIADITIET S TN RRENET, B FEE
(&. DevOps Guru for RDS it ZEEEAN SV EEEL tHEBRZRLET,

SMELIXF—aY

RAREEN AN EEEZHAITDOLTL, AVTFANERRIRAEZLELITIRENKRHEER
ZRULET, BRERE. BEIDIXNITAOEY MIHIELET,

XD FID [Analysis and recommendations] (& L X F—2a2) o2 a>iliE, & DB &f
EEIZ2 DOREBRIHYET,

Analysis and recommendations (2) 1
Anomaly Analysis Recommendations Related metrics
High-load wait events The DB load for the CPU and 10 wait Investigate the following high-load wait events: Database load vs. max vCPUs
types was 21.6 average active sessions - CPU
(AAS). This was 90% of the total DB View troubleshooting doc [F
foad. « ioftable/sal/handler
Why is this a problem? View leshooting doc E
Investigate the following SQL IDs
. F_‘_I_?DBASBSWMLP?{E}_
12A
124
View Top SQL in Performance Insights A
CPU capacity exceeded The CPU run queue exceeded 150 Tune SQL 1Ds SQL statement asks.running.avg)
processes. CPU utilization exceeded 97% » F19D34565WMLP345 Jtilization.total.avg)

+ 12AASF9B001090AAF  delete from authors where id < ( select * from (select
+ 12AASF98001090001  max{id) - 30 from authors) a ) and id > { select * from

ta reduce CPU usage, ¢ [select max(id) - 500 from authors) b )

the instance type to NG cuse w0«
capacity.

COT—TNIC’E, ROFINFBHYIET,

« Anomaly (8) — COOAYVTFANEEOLRNEFHA, COHITE., ZYOREISEAFHE
ARVKNT, 2EFBOREE CPUBEBBTT,

* Analysis (747) — EE OFMHA,

RYDEETRE, 32OFHRXAT7H DBERD 0% ICHFSLTVWET, 2EBBNEET

&, CPURTF 1A 150 ZBATVET, Chix, FEOKRT 150 28A2 Y>3y
CPU BBZ/HF > TWECEZERLET, CPURARI 97% ZBATVWET, 2FV), @&
FRELTVSDE, CPU K 97% OED —IRETUL 1z, LA DT, CPURRBRERENICZSEZ
h, F150 DY >3 A CPU TRITENDDZHFHL TLVRL I,

« Recommendations (L AX>7F—232) —EEICHU TRRE h LI —H—X
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BN EETIE, DevOps Guru for RDS Tlk, F#A X2 M(cpu & io/table/sql/handler)
BEFABEITDENMBEBEINATVET, CNSOARNCEDTVWTTF—EIR—AODNT#—X A
ZHAEIBFELCOVTE., Amazon Aurora 1—H—7 4 R® Tcpus & Tio/table/sqgl/handler
ZESRLTLSEEL,

2EZBBHDEETIE, DevOps GuruforRDS Ik 3 DM SQL ATF— KX N ZFHEL T CPU HE
BEEZRSTCEEBRLTVET, UDUICAH—VIEEDLESE, SQALTFARNNFRRENE
¥,

- Related metrics (B8EX R IJR) — BEORBEDAEBEZRIARNITIR, CNSOXKNUTRA
DFMICZDOVWTIE, Amazon Aurora 1—H—7F 4 R® "TAmazon Aurora DX KU AD I T 7L
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BYOZEL, UR—PFEATVWBRUY—ADERTF—XNFEELRRECODVTOHENET, Ch
SOEBREETIEEICHEE N, 1 VHAMEREINET, 1004 MR, BECHAR
FTRDOICRIADLAX I F—2IaUNEENTVET, BRRK 1,000 BORRY VEIBETEET,
FMIC DOV T, AWS CloudFormation 1—H—7H4 RMD "TAZ Y U QFE#E, & "DevOpsGuru T
AWS OB ANL Y D OEH L Z2SRLUTLEEL,

ARV U %BIRTBE, DevOps Guru FEIEICEML VY —ADODHZRABLET. AXYIH
SUY—REHIBRTDE, TOVY—ARIMENELLBEYET,

DevOps Guru A7 I RADOHR—KRENTVWBZIXRTOVY —REDHTDRSICEIRL 15

B (AWS 7AHIY N —2 a2 B DevOps Guru INNL Y DERTH SHBA). DevOps Guru (&,

AZYIAD)Y —AZBHETDEITHIMAOBR—KRENTVEZITXTOUY—RICOVTH
WL, 1A RNEERLET, AZVIICBVWIYV—RAOERENSERENEATANE. TH
DURNLRILTIN—TENET, ARVIICETFhBUY—ADRENSEREh AT A K
&, AZYILRILTIIL=TIEnET, FMICOVTE, "EETEN A1 YA NCTIL—T1
T34k ZSZRLUTLSEZ,

DevOps Guru DD AZY V& REIRT S

Amazon DevOpsGuru THH T2 )Y —Alk, TN S ZEKT S AWS CloudFormation AR Y U %
BIRLTEELET., Chik. AWS Management Console £/ |k SDK ZH L TEITTEET,

N =R
« DevOps Guru D THDARY VZE RIS (A V—)L)
« DevOps Guru "o 92 AXY U &iEIRT S (DevOps Guru SDK)

DevOps Guru "2 M2 AXY V& EIRTS (A V—I)
O>Y—)L%ZEHL T AWS CloudFormation AZ Y VY ZBIMTEET,
PHITRDVY—AZECAZY VEBRTBICE
1. Amazon DevOps Guru 127V —JL (https://console.aws.amazon.com/devops-guru/) ZF & &
9,
2. FTETF—2aURAVEHE, FRE]ZERLET,
[DevOps Guru analysis coverage] (DevOps Guru Z#FH/NL v 2) T, [BE] ZBIRLF£I,

4. BIRUEAZY VRO Y —A% DevOps Guru TH# 9 B2k, [CloudFormation stacks]
(CloudFormation A& Y V) ZEIRL T, KOWIThAOAFT> 3> #BRULET,
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c [TRXTOVY—R]—THIVRNADAZY JIZHBDITXTOVY—ANTHEhET, &
AZYIODIY—=A, TOT7VT5—=>a g —=—TEhET, AZYIICBVTHD
YRROVY—AGDHEhTEEA,

* [Select stacks] (AR Y ¥ %&iEIR) — DevOps Guru F" DT ARXY V& BIRLET, BIRL
EZERAZYIDIIY—=RF, TOTTVT—2a3 Il —7behEd, A2V IDERF %
[Find stacks] (AR Y VDIRR) ZEANTDE, BREDAZY VZTER<SHBETEERT, &K
1,000 BORARY UV &BIRTEET,

5. [&REF Z2EBRLZET.

DevOps Guru 042 AZ Y U Z#EIRT S (DevOps Guru SDK)

Amazon DevOpsGuru SDK % 8/ L T AWS CloudFormation AR Y V ZEET D IZIE,
UpdateResourceCollectionXV Vv RZEFEALF T, FMIC DOV T, Amazon DevOps Guru
APl )7 7L > A® TUpdateResourceCollectiony 2S8R L T &L\,
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Amazon EventBridge AF—N O {EH

Amazon DevOps Guru l& Amazon EventBridge £EE&L T, 1A RB LR THD A A K
NEFHICEHETIHBENDANRNEZBHNLET, AWSH—EZANSOARYKNE, BEVTILEA
LT EventBridge ICEfEEhET, EDANRY NZHEENHBDDOH, AR =IIC—HKL 5
BICEDLKSICEBNICETIRZRT V320N EEBIN—IIEZIBELTEZEIAXRTEI LN
TEFET,. BBNICHBRTERT7UV>a2vIiClk, LTOBINFrEEnET,

« AWS Lambda B8ZORT EH L

« Amazon Elastic Compute Cloud E1T71N > ROFUHL

« Amazon Kinesis Data Streams N M A X > N @ Ak

- Step Functions A7 — KXV OT7 5714714

« Amazon SNS KE'Y U F7=(d Amazon SQS ¥ 1 —NiEA

ROWTNDADENERENENZ—2ZBIRUTARINZTAINEZVTTBDH. hAZRLN
=2 )—=ILZEERLT, YR—REhTWBAWS UY—RATT I3 ZMARTEET,

« DevOps Guru New Insight Open (DevOps Guru OFTL WA > H A KA F—T"2)

« DevOps Guru New Anomaly Association (DevOps Guru O #7L L\ EFE 0 B8 E)

« DevOps Guru Insight Severity Upgraded (DevOps Guru O 4 Y4 NOEEEEFEH)

« DevOps Guru New Recommendation Created (DevOps Guru ®#F L WL IX> F—2 3a ERE
d*)

« DevOps Guru Insight Closed (DevOps Guru @ 4 > H 4 MA"V O—X R)

DevOps Guru D4 X2

DtV a> Tk, DevOps Guru S DARY KNlERLET, ARV KNE, RANIZ7#—h
R—ATHIENET, IR NNEZ—2OFMICOWVWTIEE, TAmazon EventBridge ® BT 3% 4
F 721k TAmazon EventBridge DAY KN\NZ—2 1 ZBBLTLKEEV,
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"version" : "0@",

"id" : "08108845-ef90-00b8-1ad6-2ee5570acbe4",
"detail-type" : "DevOps Guru New Insight Open",

"source" : "aws.devops-guru",
"account" : "123456789012",
"time" : "2021-11-01T17:06:10Z",

"region" : "us-east-1",
"resources" : [ 1,
"detail" : {

"insightSeverity" : "high",

"insightDescription"

"insightType" : "REACTIVE",

"anomalies" : [

{

"startTime" : "1635786000000",
"id" : "AL41JDFFQPY1Z1XD8cpREKAAAAF83HGGGCOTMTr91bfJ7sCiIS1WMeFCbHY_XXXX",

"sourceDetails" : [

{

"dataSource"

"CW_METRICS",

"dataldentifiers" : {
"period" : "60",
"stat" : "Average",
"unit" : "None",
"name" : "5XXError",

"namespace"
"dimensions"

{

"AWS/ApiGateway",
[

"name" : "ApiName",

"value"

"Test API Service"

"name" : "Stage",

"value"

1,

Ilprodll

"accountId" : "123456789012",
"messageType" : "NEW_INSIGHT",
"insightUrl" : "https://us-east-1.console.aws.amazon.com/devops-guru/#/insight/

reactive/AIYH6IxdbgkcGOxImypil 4AMAAAAAAAAALOSLE jkxiNProXWcsTIbLUB7EZ7XXXX",

"ApiGateway 5XXError Anomalous In Stack TestStack",

DevOpsGuru FIL WA U H A NOFA—T ARV M
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"startTime" : "1635786120000",
"insightId" : "AIYH6JxdbgkcG@xJImypilL4MAAAAAAAAALOSLE jkxiNProXWcsTIbLU@7EZ7XXXX",
"region" : "us-east-1"
}
3,

EXREOEVHLVWAH A RNOAARARLY Y TINARY NNE=2

=T, IRVMNEZ—2EFERALTARNERIRL, 2—7Y MCIRY D HET, X
(2. DevOps Guru 1 R MNEX—20OPlZRLET,

{
"source": [
"aws.devops-guru"
1,
"detail-type": [
"DevOps Guru New Insight Open"
1,
"detail": {
"insightSeverity": [
"high"
]
}
}

EREOEVHLVWAH A NOARZLY Y TILARY RNE—Y 68
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DevOps Guru SR EZE#H T

XD Amazon DevOps Guru SREZEFH TE X T,

+ DevOps Guru DANL YD, FHODNATOWMIBD Y —RERELET,

. a7 0BEH, EE DevOps Guru A R N DWTEHT 2 126 - EHAF B Amazon Simple
Notification Service REY VZREL T,

« 1Y A NZER{ILTBDMEE, ChICK, OJTEERDE. BSL. S AWS Systems Manager %
ENESENET, DevOps Guru A OTF—REZXRTTRIHNESH, BEMOEF1VT1F—%F
A33hESH, FEFHLWLWA A N &IC Systems Manager OpsCenter T Opsltem %& ERX
FTRINESHERELET,

ReEY D

- BETNIOVRNBEZEHITS

« DevOpsGuru T AWS O A/N\L v < OFEH

» DevOps Guru NBHIZEFH T B

e DevOps Guru BHIZ 7 1 )LZ—T9 %

+ DevOpsGuru T AWS Systems Manager DS N E#H
« DevOps Guru TOOJ EEREEFEH TS

« DevOps Guru DES{LEREZEH TS

BETNIVANREZENTS

HBBOT NV M DevOps Guru ZERETE X T, ZEEEEN BRI TVWAWVEER., EEE
BEZEZBRTEET, ZAEBEEOEROFEMIIDOVTIE., "DevOps Guru #2EMICT 2, 23R
LTLEEL,

DevOpsGuru T AWS OB A/NL Y2 OFEH

DevOpsGuru D32 THIORAD AWS DY —AZEFHTEERT, chZzIT5ICk, Y —
Lo [pHENZDY—A]R=DIZBEBL., [wE) Z2BRLET, FHICOVTR, "aHEhizl
V—ANERTI ZZRLTLEEL,
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DevOps Guru NBHZE#HT S

EE 7 Amazon DevOps Guru 1 R NCDOVWTEANT S = IZEH TS Amazon Simple
Notification Service NEY VZRELET. AWS THIVNIBEICFEETZRNEYIVRZBDODURA
NASEIRT B A, DevOpsGuru A’ FHI Y NMIHERTBFHLVWRNEY VDOBEZANT I D,
)—23>HAOFEEO AWS THO Y ROBEFEOREY U0 Amazon )Y —AFX—LA (ARN) Z A
ATEERT, BOIOTAIURNIBVKREY V0O ARN ZEEETHHEEE. IAMARUS—&EBINL
T, DevOps GUrUu N ETEDREY VICT VAT R EODT IV AT 2 FETIHEN HET,
FHMICOVWTIE., "Amazon SNS REY JADFFA, Z2ZRBLTLKEEV, FR22OKEY I Z
BMTEXRT,

DevOps Guru l&, XOEFICEITIBHEEELET,

« ILWA YA NDEK.

s AHAMOFLVWEEDENM,

s AVHARNODEEEDOT Y 7JL—K (Low £/zl& Medium A S High).
c AIVHARNDAT—ZADEE ETHLSEHREHR ) o

s AVHARNCETBRLIAXF—2a> 05,

£z, DevOpsGuru ZHD U NZDY—AZEBML LS ELEEEIC, BIRL = AWS
CloudFormation AZY 9 F @RI F—NEMIZE 2 EFEICE, DevOpsGuru A SBEHAEEFE
nEd,

BMEOHSWHIBHEOEHICOWVWT Amazon SNS BH %2 FZET5H. BENf LA NE, 270—X
Thiz, FEREEEBNZEEENEEZIZOA Amazon SNS BHZZETHA ZBIRTEET, T
7AIBRTR, IXTOEHICEITIBHANEEEXT,

BHEZEHFITDICK., TTEHMR—TICBEHL. Amazon SNS BAINE Y Y DREZEM. HIBR.
FLERIEHRIINESHEBIRLET,

NEY D

« DevOps Guru AV Y —)LICRRENDBHARECBHLET

« DevOps Guru 1Y —JLIZ Amazon SNS BAHINEY VZEIT S

« DevOps Guru Y —)L® Amazon SNS BHINE Y U % HIBRT 3

« Amazon SNS BHIREZEM TS

« Amazon SNS hEY JICEMENLET I AFH
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DevOps Guru AV Y —J)LICKRRENDBHREICBRBLET

BHZEHMIRICE,. ETBARERIZ I VBB IDILEN BV ET,
BHRZREEIIVICEBHITRICE

1. Amazon DevOps Guru 11>V —JL (https://console.aws.amazon.com/devops-guru/) ZFR & &
9o

2. TETF—23URADT[HRE] ZBRLET,

RER—DICIE, BREFEMD Amazon SNS hEY JICBT 2 1E®ABRE iz (B o> 3
OHBHYNET,

DevOps Guru 1>V —)J)LIC Amazon SNS BAINE Y UV ZEBINT S

Amazon SNS BAINE'Y U % DevOps Guru 1>V —)LIZEBINT 2 (IC I

1. the section called “DevOps Guru AV —J)LICRRENDBHAREICBELE T
2. [BHRizEm ZIVYILET,
3. Amazon SNS REY UV ZEBMTBICIE. XOWVWThAZERITLET,

c (X=IZEALTHLWVWSNS hEY JZ24ER] ZBIRLET, RIC, [X—ILT RLAZE
E]AS, BHZZTHAX—)LTRLAZADLET, BMOX—IT RLAZANTSIC
. ILWE X—)LZ&m] 2RRLEXT,

« BEFD SNS hEY VZER] ZRBIRLET, RIC. AWSTAHIRNADKEY VZ2ERT
215, EFATRIREY VZERLET,

c BIOTHIRNOBREOREY VEIEETDICIE, [BEED SNS REY U ARN ZFEAL £ 9]
%i#IRL £ 9, [Enter an ARN for a topic] (REY 2 M ARN ZAH) ICREY P ARN Z AL
F9, ARNIEREY J0 Amazon JY—AZX—ALTT, BIOTHIRODRNEY VEEBET
EET, BIOT7HVMORNEY VZFERATEESRE. NEYIICUY—ARD—ZEMT
DUENHYET, FMICOVWTIEE., "Amazon SNS hEY JADFFA ) 2SR LTS ES
(A

4. [R7TF] Z2BIRLEXT,
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DevOps Guru 1Y —J)L® Amazon SNS BHINE Y U ZHIRT 2

DevOps Guru 1Y —J)LA'S Amazon SNS REY I ZHIBRT B 11

1. the section called “DevOps Guru AV —)LICRRENDBHAREICBELE T
2. [BEFEOREY VEER] ZEBRLET,

3. ROYTHEIUAZ2I—-H5, HIRTBRNEY VEERLET,

4. [HIBR] ZBIRLET,

5. [RTF] ZEBRLZET,

Amazon SNS BHIFREZEH TS

DevOps Guru ® Amazon SNS BAIRE Y J(ICIEk, 2 BEOBHREN HVET, INTHOEEEL
RINDBHZZETHDH, EXELRIN[BlE [P OBHNOAZZETEINZREIRTEET, T
NTOHOEFHBEHNZZ TR Lt —HPOFEFOABHNEZITMAILSICEIRTBEETEERT,

BEOHSWBBEOEHIC DOV T Amazon SNS BHIZZETH LS IZERT S &, DevOps Guru
FXOEFHICEITIBHNEEEFELET,

« FILVA T A NDERK.

s AHARMNOFLVWEEDIEM,

c AVHARNODEEEDOT Y 7JL—RK (Low £/zl& Medium A S High).

c AIVHANDAT— 92@2%( THHLSEEREHR )

s AVHARNIETALIOAXF—2 3> 0H5,

T7F#ILERTE, EEELRILY B & [P OBHAOXZZ T, HS5D2BEOEHRICEITS
BAZZTERYET,

Amazon SNS BAIREY VOBHEZEEEH TS ICIE

1. the section called “DevOps Guru AV —)LICKRRENDBHREICBE L EI

2. BEFEORNEY VZBER ZEBRLET,

3. RAYTHIUXZ1—hs5, EHMLEVRNEY VZBRLET,

4. [TNXTOEEELARIIL] ZERLTE. P, BIPEREEELRILOBHANZZETDD. [BE
FOH] ZEBRLTEBLCHEZEELARNIILOBHZZEFELET,
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5, [MYAMODINTOEMICOVTEANTE) ZEBRTDD, [1FA N RALNIEERLE
FRAUShEEE, REBERELRINBREGFHLSBICEEENLLEEICEBAT D] 28
RLFET,

6. [fR1F] ZBIRLET,

Amazon SNS REY JICEBMENET O AHA

Amazon SNS RE'Y 7. AWS Identity and Access Management (IAM) Y —RARU T —&EL
V—ATYT, CCTREYIZEIEETDE, DevOps Guru VY —ARD S —IZROT V2 AHFT
ZEMLET,

"Sid": "DevOpsGuru-added-SNS-topic-permissions",
"Effect": "Allow",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
1,
"Action": "sns:Publish",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:region-id:topic-owner-account-
id:channel/devops-guru-channel-id",
"AWS:SourceAccount": "topic-owner-account-id"
}
}
}

DevOps Guru " NEY JZERAL TBHRZ L BT, ChSOT7IVEAFANf YUETT, b
EYOICHTRZNSOT I EAFT2FEALAVEERR. ThoOT7 I EAHFN 2L IlHIBRTE
F£9, NEY IR TIOEAFTZHRIDEERBUKLS ICHELETET, =L, ZhsoT7ot
AHFZHIBRTDE, DevOps Guru ik RNEY O ZFERAL TEBAZERTERLSBZYET,

DevOps Guru BHIZ 7 1 )L X —9F %

DevOps Guru M@ANIE, the section called “Amazon SNS BHIFREZEH T2 ICL 2T, £k
Amazon SNS 47RO VT72a> 74 )LBZ—RIUZ—ZFERALTTIIER—TEXT,

hEY D

NEY 2 ICBME REF o AT 3
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e« Amazon SNS H 7RO )72 a> 71 )LB—RD—%FERLTBHET7AIINE—T2
e 74 )LZ—EE Nz Amazon DevOps Guru ® Amazon SNS & %1% 4l

Amazon SNS B4 7 Ao U7 a> 74 ) 2—RIS—=ERALTEN%E
JANE—95

Amazon Simple Notification Service (Amazon SNS) Y7 R0 U 723> 7 4 )L Z—KRUS —%ER
L T. Amazon DevOps Guru ' S Z TR BHOKE RS T ENTEET,

TANEZ—R)—%FERALT, ZTEITI2EHNNDRATE2BELET. XOF—J—RZFEHLT
Amazon SNS XV +—2J%& 7 1)L X —TEZFXT,

o NEW_INSIGHT —HLWA U A4 MNFERE T ICBEANEZTERY £,

e CLOSED_INSIGHT — BEEDA YA MABAUShEEEZEICEAZZITEY) F9,

« NEW_RECOMMENDATION — A > H A RASFHLWVWLIOXF—>a s fMEREhi-cEICERH%Z
ZTEYET,

 NEW_ASSOCIATION — A > H A MRASFHLLVWEEf RS h-EEICBANEZZ (TR ET,
« CLOSED_ASSOCIATION —BIFOEENBHL ST ICEBAZZ(TRY ET,

« SEVERITY_UPGRADED — AV H A NOEEEHNTY TSI L —RENLEECEANEZITEY)E
9,

Amazon SNS 47 A0V 7> a7 1) R—KRI—2ERTDHEICDOVTIE, Amazon Simple
Notification Service RO Y /N\—HA R® TAmazon SNS Y7 A0 U7 3> 74 )L Z—K)
=1 BBRLULTLKEEY, 74 E—KRIVZ—T, RJ>—O MessageType TF—T— RN 1
DZEELERT, HlAE. Amazon SNS REY INF AL B A NASHFLVEREf REENEBEIC
NDHBHNEERETD 71N EZ—RBROLSICHYET,

{
"MessageType":["NEW_ ASSOCIATION"]

}

7 1)L Z—mIBE Nl Amazon DevOps Guru ® Amazon SNS & &7 4l

74N E—R)—%FERAL T Amazon SNS hEY U5 5 M Amazon Simple Notification Service
(Amazon SNS) B D #| &)X ICRL FF, MessageType Ik NEW_ASSOCIATION IZEREE TV
DT, AIVHARAPSFHULVEEIf REEhEBECOHABHANZEEFELET,

Amazon SNS 7ROV T7 23> 74 )LZ—RI>—%FERALTENE71I)LEZ—F> 74
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{
"accountId": "123456789012",
"region": "us-east-1",
"messageType": "NEW_ASSOCIATION",
"insightId": "ADyf4FvaVNDzu9MA2-IgFDKAAAAAAAAAEGpPIdS5sjicgaul2wmAlnWUyyI2hi05it",
"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwlLambdaDdbStack-22-Function duration due to increased number of invocations",
"insightUrl": "https://us-east-1.console.aws.amazon.com/devops-guru/insight/

reactive/ADyf4FvaVNDzu9MA2-IgFDKAAAAAAAAAEGpId5sjicgaul2wmAlnWUyyI2hiO5it",

"insightType": "REACTIVE",

"insightDescription": "At March 29, 2023 22:02 GMT, Lambda function
ApigwLambdaDdbStack-22-Function had\n an increased duration anomaly possibly caused by
the Lambda function invocation increase. DevOps Guru has detected this is a repeated
insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"startTime": 1628767500000,

"startTimeIS0": "2023-03-29T722:00:00Z2",

"anomalies": [

{
"id": "AG2n81jW74BoI1CHu-m_oAgAAAF70hu24N4Yro69Z2SdUtn_alzPH7VTpal3@JIXiF",

"startTime": 1628767500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeIS0": "2023-03-29T722:09:00Z",
"sourceDetails": [
{
"dataSource": "CW_METRICS",
"dataldentifiers": {
"namespace": "AWS/SQS",
"name": "ApproximateAgeOfOldestMessage",
"stat": "Maximum",
"unit": "None",
"period": "60",
"dimensions": "{\"QueueName\":\"FindingNotificationsDLQ\"}"

}
1,
"associatedResourceArns":[
"arn:aws:sns:us-east-1:123456789012:DevOpsGuru-insights-sns"
]
}
1,

"resourceCollection":{
"cloudFormation": {

714\ Z—IEBE N iz Amazon SNS BH DI 75
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"stackNames": [
"CapstoneNotificationPublisherEcsApplicationInfrastructure"
]
}
}

DevOpsGuru T AWS Systems Manager D& O E 3

OpsCenter DF L WA > H 4 KZ &I Opsltem DERZBMICTEERT, AWS Systems Manager
OpsCenter OpsCenter (&, EfA#E%1EH (Opsltems) DERR, FE, LEI—%T52ENTEZ—
B ATALATT, 4124 MO Opsltems &, 1Y A4 NOEREN)H—UEREZEEIC
KT REXZEEITDINDICKRISEET, FMICDOVWTIE, AWS Systems Manager 1—H—7 4
K@ TAWS Systems Manager OpsCentery & TOpsltem OFEHA 1 ZSBL TS EE V),

(® Note

Opsltem DRI 74 —)LROF—FFEZZET S L. DevOps Guru & F D Opsltem

EEHITD_ENTEFERA, HlZEF. Opsltem DRT % "aws:RequestTag/DevOps-
GuruInsightSsmOpsItemRelated": "true" A"SZEE T3 &, DevOps Guru lEED
Opsltem ZEFHTEE L A,

Systems Manager D& ZEET S IC1E

1. Amazon DevOps Guru J12Y —)JL (https://console.aws.amazon.com/devops-guru/) Z B & &
9,

2. FTETS—3aURAUT[EE]| ZEBIRLET,

3. AWS Systems Manager #t& T. DevOpsGuru ZF®IZ L T OpsCenter IZ AWS Opstltem % £
BLU. ILWA AL RZEIZ Opsltem ZERKTEBDLSICLET, cOFT>a>zERL
BWBE, FILWA A R &I Opsltem FERE ELR A,

THO2NTHERE NIz Opsltems ICXF L THERAFKELET FHAICDOWVWTE. AWS Systems
Manager DEEZSBL T LEE L,

DevOps Guru TOOVEFERHZEH TS
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COR=2DEIV>aAUTR, BREATOBHOHZRLTVET,
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FLOWA A NOBAHIICEK., ROBHERFSENET,

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"NEW_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-4",
"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/
alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",
"insightDescription":"DevOps Guru has detected this is a repeated insight. DevOps
Guru treats repeated insights as 'Low Severity'.",
"insightSeverity":"medium",
"startTime": 1680148920000,
"startTimeISO0": "2023-03-30T04:02:00Z",
"anomalies":[
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime": 1680148800000,
"startTimeISO": "2023-03-30T04:00:00Z",
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"openTime": 1680148920000,
"openTimeIS0": "2023-03-30T04:02:00Z",
"sourceDetails": [
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"name" :"ApproximateAgeOfOldestMessage",
"namespace" :"AWS/SQS",
"period":"60",
"stat":"Maximum",
"unit":"None",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

iy

JO0—ARA>HA b
HO-ZRAVH A NOBACE, ROEBFEENET,

{
"accountId":"123456789101",

"region":"us-east-1",
"messageType" :"CLOSED_INSIGHT",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "DynamoDB table writes are under utilized in mock-stack",
"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/

proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",
"insightType":"PROACTIVE",

"insightDescription":"DynamoDB table writes are under utilized",

JO-—XRAUHA K
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"insightSeverity":"medium",
"startTime": 1670612400000,
"startTimeIS0": "2022-12-09T19:00:00Z",
"endTime": 1679994000000,

"endTimeIS0": "2023-03-28T09:00:00Z",
"anomalies": [

{

]I

"id":"alb2c3d4-5678-90ab-cdef-EXAMPLEaaaaa",
"startTime": 1665428400000,

"startTimeISO": "2022-10-10T19:00:00Z",
"endTime": 1679986800000,

"endTimeISO0": "2023-03-28T07:00:00Z",
"openTime": 1670612400000,

"openTimeISO0": "2022-12-09T19:00:00Z2",
"closeTime": 1679994000000,

"closeTimeISO": "2023-03-28T09:00:00Z",

"description":"Empty receives while messages are available",

"anomalyResources": [

{
"type":"AWS: :5QS: :Queue",
"name" :"SampleQueue"
}
1,
"sourceDetails":[
{

"dataSource":"CW_METRICS",

"dataldentifiers":{

"name" : "NumberOfEmptyReceives",
"namespace" :"AWS/SQS",
"period":"60",

"stat":"Sum",
"unit":"COUNT",
"dimensions":"{\"QueueName\" :\"SampleQueue\"}"

}

}
1,

"associatedResourceArn": [

"arn:aws:sqs:us-east-1:123456789101:SampleQueue"

"resourceCollection":{

"cloudFormation":{

"stackNames": [

JO-—XRAUHA K
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"SampleApplication

mLWFPYSI—>3>
FLLTYSI—2 a3 0BACE. ROEEFEENET,

{
"accountId":"123456789101",
"region":"eu-west-1",
"messageType":"NEW_ASSOCIATION",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightName": "Repeated Insight: Anomalous increase in Lambda
ApigwLambdaDdbStack-22-GetOneFunction duration due to increased number of

invocations",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/

alb2c3d4-5678-90ab-cdef-EXAMPLE22222",
"insightType":"REACTIVE",
"insightDescription":"At March 29, 2023 22:02 GMT, Lambda function

ApigwLambdaDdbStack-22-GetOneFunction had\nan increased duration anomaly possibly
caused by the Lambda function invocation increase. DevOps Guru has detected this is a

repeated insight. DevOps Guru treats repeated insights as 'Low Severity'.",

"insightSeverity":"medium",
"startTime": 1680127200000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"anomalies": [
{
"id":"alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"startTime" :1672945500000,
"startTimeISO0": "2023-03-29T722:00:00Z",
"openTime": 1680127740000,
"openTimeISO0": "2023-03-29T22:09:00Z2",
"sourceDetails":[
{
"dataSource":"CW_METRICS",
"dataldentifiers":{
"namespace" :"AWS/SQS",
"name" :"ApproximateAgeOfOldestMessage",
"stat":"Maximum",
"unit":"None",

wLLWFPYSI—->3Y
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"period":"60",
"dimensions":"{\"QueueName\":\"SampleQueue\"}"

]I

"associatedResourceArns":[
"arn:aws:sqs:eu-west-1:123456789101:SampleQueue”

1,
"resourceCollection":{
"cloudFormation":{
"stackNames": [
"SampleApplication"

LWUIOAXF—23Y

MLOWUOXDF—2 32 0BAICE, ROBHEAEENET,

"accountId":"123456789101",

"region":"us-east-1",

"messageType" :""NEW_RECOMMENDATION",

"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightName": "Recreation of AWS SDK Service Clients",

"insightUrl":"https://us-east-1.console.aws.amazon.com/devops-guru/insight/
proactive/alb2c3d4-5678-90ab-cdef-EXAMPLE33333",

"insightType":"PROACTIVE",

"insightDescription": "Usually for a given service you can create one [AWS SDK
service client](https://docs.aws.amazon.com/sdk-for-java/vl/developer-guide/creating-
clients.html) and reuse that client across your entire service.\n\nWhen instead you
create a new AWS SDK service client for each call (e.g. for DynamoDB) it\u@@27s
generally a waste of CPU time.",

"insightSeverity":"medium",

"startTime": 1680125893576,

"startTimeISO": "2023-03-29T21:38:13.5767",

"recommendations": [

{

"name":"Tune Availability Zones of your Lambda Function",

FLVWUIOXYF—23>
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"description":"Based on your configurations, we recommend that you set
SampleFunction to be deployed in at least 3 Availability Zones to maintain Multi

Availability Zone Redundancy.",

"reason":"Lambda Function SampleFunction is currently only deployed to 2
unique Availability zones in a region with 7 total Availability zones.",
"link":"https://docs.aws.amazon.com/lambda/latest/dg/configuration-vpc.html",

"relatedAnomalies": [

{
"sourceDetails":{
"cloudwWatchMetrics":null
},
"resources":[
{
"name":"SampleFunction",
"type":"AWS::Lambda: :Function"
}
1,
"associatedResourceArns": [
"arn:aws:lambda:arn:12345678910@1:SampleFunction”
]
}

1,

"resourceCollection": {
"cloudFormation": {
"stackNames": [

"SampleApplication"

EEEQOT7YT7JL—R
EEEOTY7IL— ROBACE., ROBEFEFLET,

{
"accountId":"123456789101",

"region":"eu-west-1",
"messageType" :"SEVERITY_UPGRADED",
"insightId":"alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

BEEEOTYTIL—R
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"insightName": "Repeated Insight: ApiGateway 5XXError Anomalous In Application
CanaryCommonResources-123456789101-LogAnomaly-11",

"insightUrl":"https://eu-west-1.console.aws.amazon.com/devops-guru/insight/reactive/
alb2c3d4-5678-90ab-cdef-EXAMPLEbbbbb",

"insightType":"REACTIVE",

"insightDescription": "DevOps Guru has detected this is a repeated insight. DevOps
Guru will treat future occurrences of this insight as 'Low Severity' for the next 7
days.",

"insightSeverity":"high",

"startTime": 1680127320000,

"startTimeISO": "2023-03-29T22:02:00Z",

"resourceCollection":{

"cloudFormation":{
"stackNames": [
"SampleApplication"

)Y —AREED KK

AWS CloudFormation A& Y & AWS 2T AL T, DevOpsGuru THH 35 AWS UV —R%&
TANR)TBRVBRITEE T, DevOpsGuru A"V —AEBATDEHICEMBEARY VE
ERRIT&EIRT D L. DevOpsGuru I&SELECTED_RESOURCE_FILTER_VALIDATION_FAILUREE
HZEERLET, chldk, BELEZITFEFAZY VBICUY—ANBEER TSN TOWEWEEIC
HRETDAEMEN BV ET, DevOpsGuru Z 1IN ERD) T FEZHFARISERATSICEK, VY—R
NBEERMITOSNTVRIARY VERTZBRLET,

"accountId":"123456789101",
"region":"eu-west-1",
"messageType" :"SELECTED_RESOURCE_FILTER_VALIDATION_FAILURE",
"ResourceFilterType": "Tags",
"InvalidResourceNames": [
"Devops-Guru-tag-key-tag-value"
1,

"awsInsightSource": "aws.devopsguru"
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}
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"Statement" : [
{
"Sid" : "Allow access to principals authorized to use DevOps Guru",
"Effect" : "Allow",
"Principal" : {
"AWS" o Mxm
.
"Action" : [
"kms:DescribeKey",
"kms:CreateGrant"
1,
"Resource" : "*",
"Condition" : {
"StringEquals" : {
"kms:ViaService" : "devops-guru.Region.amazonaws.com",
"kms:CallerAccount" : "111122223333"

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
1,
"Action" : [
"kms:*"
1,
"Resource": "arn:aws:kms:region:111122223333:key/key_ID"

"Sid" : "Allow read-only access to key metadata to the account",
"Effect" : "Allow",
"Principal" : {
"AWS" : "arn:aws:iam::111122223333:roo0t"
.
"Action" : [
"kms:Describe*",
"kms:Get*",
"kms:List*"

1,
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"Resource" : "*"

}
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« ZEZRFRF (MFA) Z2ERTD -TIAM1—Y—FLRGII— NI —2ZHXEBETRFTIVIND
BERFAWSTHIURN, MFAZFZAICLTEF IV T 1 28{LLET, APl ARL—>3 D
FREOPEENDEEZICMFA ZRXEICTDICE, RU—IC MFAZGZEMLET, FHAICOV
T, "IAM1—HY—FA R, O "MFAZERLELZEBRAPI T OEA L ZSZRLUTLEZV,

IAM TORAKRT ST 1 AOFMICO2VTR, TIAM I—H—HA K, ® TIAM TOEF 1Y
TADRARTSOF 1A, 2BRLTLKEE W,

DevOps Guru AV —)LZFERTS

Amazon DevOps Guru AV —=J)LICT7 VAT 3. FTOERAFTORNEROEY NI HBRET
To CcNhESDTIOEAFTICKY), @ DevOpsGuru VY —ANFEHMl%ZE —BERXRRBLUPRRTEET
AWS THOV he BRIBYUEBHTRYEFBRIBELWTATFoTATAR=—ADOR) > —&ERK
T2, TORVY—Z2BHEIIVTAT4 (A——FLEO-L) /LT Y—-ILFERL L
EBVYICHELEEA,

AWS CLI £721& AWS APl & ZHUOHIT I—H—IZEk, RPRODAY-INTIOEAFAZHE
FTHAMERFHNFEEA, RDYIZ, 2ITLELDELTVWS APIAXRL =23 IC—8THT7 0> 3
CVORANDT I EANHFAENET,

A—H—&O—)LA5|Z%E DevOpsGuru A2V — )L ZEATESDLSICTBICIE. DevOpsGuru
AmazonDevOpsGuruReadOnlyAccessF fz[& AmazonDevOpsGuruFullAccess AWS Y Rx—>
RRVS—EITATALTRYFLET, FHICOVTR., "TIAMIA—H¥—HaA R, 0 T1—
H—AOT7 I EAFIADEN 2ZBLTEEV,

BODEROKRRZEI—Y—ICFHFAITS

COBTR, A—HF—TATFoTATALCTEYVFENLADTAVERONR—I RRUD—DOF
REIAM A—H—CHATRIRIS—OERGEERLET, cORUZ—ICF, IV T,
FF AWSCLI £zl AWSAPI ZHEALTTOJZATIOT I AV EETITDT UV AFHA
FEEIATLVET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [

"iam:GetUserPolicy",

FATUTATAR—AORI S — 118


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_users_change-permissions.html#users_change_permissions-add-console

Amazon DevOps Guru d1—H¥—HA R

"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
},
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

DevOps Guru ® AWS B2 (BriERx) R —

AWS lF, ICX > THERBLTEBENZRAEZR7OVIAMARV S —ZREFTEET, 2<0
— R BE I —AT—AICRH L ET AWS, ChS D AWSBEERD S —E, — BRI —AT—A
CRHEBEBTIOELAHTZFETEZ 0, YEBTIOLAHUTZRETILEN BLLBEYET, FHHMIC
2VWTR, TIAMI—H—HA R, ® TAWS YZR—I RRUI—, Z#SBLTLIEEL,

DevOpsGuru Y —EAO—ILZERE LVCEETSICIE. EVSETAWSOEBRIS —ET7 XY
FIRIHENHV) EFIIAMFullAccess,

MEODAARALIAM RS —%4ERKL T, DevOps Guru 793UV —ADOT A &1+
E93LE8TEXRT, COLEDARALRIY —F, ZHBIBT IV ELAFUNBER I —F I
FEIN—TITRYFTEEXT,

THIRNOID—HY—IZTRYFTEDLUTO AWSEER S —IE, DevOpsGuru ICEETT,

NEY D
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* AmazonDevOpsGuruFullAccess

* AmazonDevOpsGuruConsoleFullAccess

* AmazonDevOpsGuruReadOnlyAccess

» AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruFullAccess

AmazonDevOpsGuruFullAccess — Amazon SNS KEY U ®4#ERK. Amazon CloudWatch X ~1J
DANDT 7tA, AWS CloudFormation A Y JANDT 7 EAFFHAZE. DevOpsGuru N0 7 )L
TOEAZRHLET, Chik, DevOpsGuru T2 7D MO—IIEZ2RFE5TZIEELARILD
I—H—ICOKBERAL TS EETV,

AmazonDevOpsGuruFullAccess R —IZF, ROAT =KXV RHFEEFINFTET,

"Version": "2012-10-17",
"Statement": [

{

"Sid": "DevOpsGuruFullAccess",

"Effect": "Allow",

"Action": [

"devops-guru:*"

1,

"Resource": "*"

},
{

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

.
{

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

1,

"Resource": "*"
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}I
{

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

1,

"Resource'": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"”,
"sns:SetTopicAttributes",
"sns:Subscribe",
"sns:Publish"

1,

"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"

"Sid": "DevOpsGuruSlrCreation",
"Effect": "Allow",
"Action": "iam:CreateServicelinkedRole",
"Resource": "arn:aws:iam::*:role/aws-service-role/devops-
guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",
"Condition": {
"StringlLike": {
"iam:AWSServiceName": "devops-guru.amazonaws.com"

"Sid": "DevOpsGuruSlrDeletion",

"Effect": "Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

iy
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{
"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"
1,

"Resource": "*"

"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {

"StringEquals": {

"aws:ResourceTag/DevOps-Guru-Analysis":

}

AmazonDevOpsGuruConsoleFullAccess

"true"

AmazonDevOpsGuruConsoleFullAccess — Amazon SNS fEY J M4ERK. Amazon CloudWatch
XRNDVIOZAANDT V1A, AWS CloudFormation AR Y IADTF I AFT % E, DevOpsGuru A\
DINTIERAZRMLET, CORVZ—ICE, NT7F—XALH A MERNEMENTVS
=, EE’ Amazon RDS AuroraDB 1 ARV AICEET 3 F Moz YV — I TRRTE
£9, chlk, DevOps Guru ICRTD 7N A MNO—ILZFETHIEELARILOI—HF =IO HE

ALTLSEZWL,

AmazonDevOpsGuruConsoleFullAccess RUZ—ICIk, RDAT—RM X MHFEENET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "DevOpsGuruFullAccess",
"Effect": "Allow",
"Action": [

"devops-guru:*"
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iF
"Resource": "*"
"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

1,

"Resource": "*"

"Sid": "CloudWatchGetMetricDataAccess",

"Effect": "Allow",
"Action": [
"cloudwatch:GetMetricData"

1,

"Resource": "*"

"Sid": "SnsListTopicsAccess",
"Effect": "Allow",
"Action": [
"sns:ListTopics",
"sns:ListSubscriptionsByTopic"

]I

"Resource": "*"

"Sid": "SnsTopicOperations",

"Effect": "Allow",

"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes",
"sns:SetTopicAttributes"”,

sns:Subscribe",
"sns:Publish"

1,
"Resource": "arn:aws:sns:*:*:DevOps-Guru-*"
"Sid": "DevOpsGuruSlrCreation",

"Effect": "Allow",
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"Action": "iam:CreateServicelLinkedRole",

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru",

"Condition": {
"StringlLike": {

"iam:AWSServiceName": '"devops-guru.amazonaws.com"

"Sid": "DevOpsGuruSlrDeletion",

"Effect": "Allow",

"Action": [
"iam:DeleteServicelinkedRole",
"iam:GetServicelLinkedRoleDeletionStatus"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

}I
{

"Sid": "RDSDescribeDBInstancesAccess",
"Effect": "Allow",
"Action": [

"rds:DescribeDBInstances"

iF
"Resource": "*"
"Sid": "PerformanceInsightsMetricsDataAccess",

"Effect": "Allow",

"Action": [
"pi:GetResourceMetrics",
"pi:DescribeDimensionKeys"

1,

"Resource": "*"

"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [

"logs:FilterLogEvents"

"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
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"StringEquals": {

"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruReadOnlyAccess

AmazonDevOpsGuruReadOnlyAccess — DevOpsGuru & & Ut AWS H—E AN BEE)
V—ANOHZHIMYERT IV EAZHFALET, CORVD—F, A OFARNERRTDET
T. DevOps Guru OB MAH/NL v 2ESR, Amazon SNS hEY U, # KT Systems Manager
OpsCenter REZEFHLAWVWI—H—ICBALET,

AmazonDevOpsGuruReadOnlyAccess RUS—IClE, ROARAT—RM XV RFEENET,

{

"Version":

"2012-10-17",

"Statement": [

{

"Sid": "DevOpsGuruReadOnlyAccess",
"Effect":
"Action": [

"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:
"devops-guru:

"Allow",

DescribeAccountHealth",
DescribeAccountOverview",
DescribeAnomaly",
DescribeEventSourcesConfig",
DescribeFeedback",
DescribelInsight",
DescribeResourceCollectionHealth",
DescribeServiceIntegration",
GetCostEstimation",
GetResourceCollection",
ListAnomaliesForInsight",
ListEvents",

ListInsights",
ListAnomalousLogGroups",
ListMonitoredResources",
ListNotificationChannels",
ListRecommendations",
SearchInsights",
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"devops-guru:StartCostEstimation"

1,

"Resource": "*"

"Sid": "CloudFormationListStacksAccess",

"Effect": "Allow",

"Action": [
"cloudformation:DescribeStacks",
"cloudformation:ListStacks"

]I

"Resource": "*"

"Effect": "Allow",
"Action": [
"iam:GetRole"

1,

"Resource": "arn:aws:iam::*:role/aws-service-role/devops-

guru.amazonaws.com/AWSServiceRoleForDevOpsGuru"

}I
{

"Sid": "CloudWatchGetMetricDataAccess",
"Effect": "Allow",
"Action": [

"cloudwatch:GetMetricData"

iF
"Resource": "*"
"Sid": "RDSDescribeDBInstancesAccess",

"Effect": "Allow",
"Action": [
"rds:DescribeDBInstances"

iF
"Resource": "*"
"Sid": "SnsListTopicsAccess",

"Effect": "Allow",
"Action": [
"sns:ListTopics",

sns:ListSubscriptionsByTopic"

1,
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"Resource": "*"
1,

{
"Sid": "CloudWatchLogsFilterLogEventsAccess",
"Effect": "Allow",
"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"

AmazonDevOpsGuruOrganizationsAccess

AmazonDevOpsGuruOrganizationsAccess — Organizations BIE & (C#H#&& KN O DevOps Guru ¥
LVNFTFADRELI—-ANOT IO RAZRELET., CORVZ—F. EHBR D DevOps Guru N D
JNTOEAZHATHEBOEERELARILOI-—YT—ICEALET, CORDI—E&, ABOE
BFPHI2BME DevOps Guru DEFENEEBET AV NIEBATEET, CORUZ—ICM
Z T, AmazonDevOpsGuruReadOnlyAccess &/ l& AmazonDevOpsGuruFullAccess ZiEAL
T, DevOps Guru NDFEA MY ERE LG 7TV EAZREBIDEN TEET,

AmazonDevOpsGuruOrganizationsAccess RUZ—IZF. KDAT—KR X M EEFNET,

{
"Version": "2012-10-17",
"Statement": [

{
"Sid": "AmazonDevOpsGuruOrganizationsAccess",
"Effect": "Allow",
"Action": [

"devops-guru:DescribeOrganizationHealth",
"devops-guru:DescribeOrganizationResourceCollectionHealth",
"devops-guru:DescribeOrganizationOverview",
"devops-guru:ListOrganizationInsights",
"devops-guru:SearchOrganizationInsights"

1,

"Resource": "*"
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1,

{
"Sid": "OrganizationsDataAccess",
"Effect": "Allow",
"Action": [
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOrganization",
"organizations:ListAccounts",
"organizations:ListChildren",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListRoots"

1,

"Resource": "arn:aws:organizations::*:"
},
{

"Sid": "OrganizationsAdminDataAccess",

"Effect": "Allow",

"Action": [
"organizations:DeregisterDelegatedAdministrator",
"organizations:RegisterDelegatedAdministrator",
"organizations:ListDelegatedAdministrators",
"organizations:EnableAWSServiceAccess",
"organizations:DisableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal": [
"devops-guru.amazonaws.com"

DevOps Guru DH—ERICU Vo n/-O—-I)zEFERATS

Amazon DevOpsGuru & AWS Identity and Access Management (IAM) H—E AIC) DO nfz-O—
LEFERALET, Y—ERICU Y VEnO—)LIE. DevOps Guru ICEEI > 7 hic—E0OXRA
T7OIAMO—=I)TT H—ERICU> V& hizO—)LF DevOpsGuru IZ& 2 TERIEZE I THY),
H—EAN 1—H—ICK > T AWS CloudTrail, Amazon CloudWatch, AWS CodeDeploy, AWS

H—ERCUZIENO0-ILOER

128


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_terms-and-concepts.html#iam-term-service-linked-role

Amazon DevOps Guru d1—H¥—HA R

X-Ray, & U AWS Organizations E O H T EOHICHEBIXNTOT IV EAFANEENTVE
CB

H—ERACVVEhiEO- ) Z2FATRET, BEBT I EAERZEFETEMTIHLEN B
3% 71-%. DevOps Guru DFRENFEICZVY EFT, DevOps Guru Ik, H—EARICU> V& hiz0O—
LOTOEAFAEZEELET, BIICEZENTVEHEE%EBRE, DevOps Guru D& A FNO—)L
ZRIERB TR ENTEERT, ERENBDTIVELAFTICK, EERVI—EFTRUI—HFEEN
THBY, TOFARI —ZMOIAMM IV TATAICTREYFIRERFTEERA,

HB—ERAVOO0-)ZHEKRITDICIE, FTTOBEEVY—AZHBKRLET, chicky, UY—XA
ADERLBEVWTIRAICLD T IV EAGFADOHIBRA B EE 1, DevOps Guru Y —ANREE h
9,

DevOps Guru DY —ERICU > OEnizO—-ILOT Ut AFFHA

DevOps Guru Tl&, H—EARICU V& h/lzO—)L &L T AWSServiceRoleForDevOpsGuru %=
FRALET, child, DevOpsGuru X7 NIV RTRITITDMENHDAA—TFET UV EAET
ZHFDAWS NR—T RRUS—TT,

AWSServiceRoleForDevOpsGuru H—EARICU >V hO—-)LE TS| EZTEIC, ATO
H—EAZEELET,

« devops-guru.amazonaws.com

O—I)LOF U tAFAR) > — AmazonDevOpsGuruServiceRolePolicy &, EEhiU Y —
AT DevOps Guru FROT Va2V &2TETITD e ZHILET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"autoscaling:DescribeAutoScalingGroups",
"cloudtrail:LookupEvents",
"cloudwatch:GetMetricData",
"cloudwatch:ListMetrics",
"cloudwatch:DescribeAnomalyDetectors",
"cloudwatch:DescribeAlarms",
"cloudwatch:ListDashboards",
"cloudwatch:GetDashboard",
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"cloudformation:GetTemplate",
"cloudformation:ListStacks",
"cloudformation:ListStackResources",
"cloudformation:DescribeStacks",
"cloudformation:ListImports",
"codedeploy:BatchGetDeployments",
"codedeploy:GetDeploymentGroup",
"codedeploy:ListDeployments",
"config:DescribeConfigurationRecorderStatus",
"config:GetResourceConfigHistory",
"events:ListRuleNamesByTarget",
"xray:GetServiceGraph",

"organizations:ListRoots",
"organizations:ListChildren",
"organizations:ListDelegatedAdministrators",
"pi:GetResourceMetrics",

"tag:GetResources",

"lambda:GetFunction",
"lambda:GetFunctionConcurrency",
"lambda:GetAccountSettings",
"lambda:ListProvisionedConcurrencyConfigs",
"lambda:ListAliases",
"lambda:ListEventSourceMappings",
"lambda:GetPolicy",

"ec2:DescribeSubnets",
"application-autoscaling:DescribeScalableTargets",
"application-autoscaling:DescribeScalingPolicies",
"sqs:GetQueueAttributes"”,

"kinesis:DescribeStream",

"kinesis:DescribelLimits",

"dynamodb:DescribeTable",

"dynamodb:DescribelLimits",
"dynamodb:DescribeContinuousBackups",
"dynamodb:DescribeStream",

"dynamodb:ListStreams",
"elasticloadbalancing:DescribelLoadBalancers",
"elasticloadbalancing:DescribeloadBalancerAttributes",
"rds:DescribeDBInstances",

"rds:DescribeDBClusters",
"rds:DescribeOptionGroups",
"rds:DescribeDBClusterParameters",
"rds:DescribeDBInstanceAutomatedBackups",
"rds:DescribeAccountAttributes",
"logs:DescribelogGroups",
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"logs:DescribelLogStreams",
"s3:GetBucketNotification",
"s3:GetBucketPolicy",
"s3:GetBucketPublicAccessBlock",
"s3:GetBucketTagging",
"s3:GetBucketWebsite",
"s3:GetIntelligentTieringConfiguration",
"s3:GetLifecycleConfiguration",
"s3:GetReplicationConfiguration",
"s3:ListAl1MyBuckets",
"s3:ListStoragelLensConfigurations",
"servicequotas:GetServiceQuota",
"servicequotas:ListRequestedServiceQuotaChangeHistory",
"servicequotas:ListServiceQuotas"
1,
"Resource": "*"
},
{
"Sid": "AllowPutTargetsOnASpecificRule",
"Effect": "Allow",
"Action": [
"events:PutTargets",
"events:PutRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOps-Guru-managed-*"
I
{
"Sid": "AllowCreateOpsItem",
"Effect": "Allow",

"Action": [
"ssm:CreateOpsItem"
1,
"Resource": "*"
1,

{
"Sid": "AllowAddTagsToOpsItem",
"Effect": "Allow",

"Action": [

"ssm:AddTagsToResource"

1,

"Resource": "arn:aws:ssm:*:*:opsitem/*"
I

{
"Sid": "AllowAccessOpsItem",
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"Effect": "Allow",
"Action": [
"ssm:GetOpsItem",
"ssm:UpdateOpsItem"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-GuruInsightSsmOpsItemRelated": "true"
}
}
I
{
"Sid": "AllowCreateManagedRule",
"Effect": "Allow",
"Action": "events:PutRule",
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
I
{
"Sid": "AllowAccessManagedRule",
"Effect": "Allow",
"Action": [
"events:DescribeRule",
"events:ListTargetsByRule"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*"
},
{
"Sid": "AllowOtherOperationsOnManagedRule",
"Effect": "Allow",
"Action": [
"events:DeleteRule",
"events:EnableRule",
"events:DisableRule",
"events:PutTargets",
"events:RemoveTargets"
1,
"Resource": "arn:aws:events:*:*:rule/DevOpsGuruManagedRule*",
"Condition": {
"StringEquals": {
"events:ManagedBy": "devops-guru.amazonaws.com"
}
}
I
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{
"Sid": "AllowTagBasedFilterlLogEvents",
"Effect": "Allow",

"Action": [
"logs:FilterLogEvents"
1,
"Resource": "arn:aws:logs:*:*:log-group:*",

"Condition": {
"StringEquals": {
"aws:ResourceTag/DevOps-Guru-Analysis": "true"
}
}
1,
{
"Sid": "AllowAPIGatewayGetIntegrations",
"Effect": "Allow",
"Action": "apigateway:GET",
"Resource": [

"arn:aws:apigateway:*::/restapis/*/resources",
"arn:aws:apigateway:*::/restapis/*/resources/*/methods/*/integration"
]
}
]
}

DevOps Guru DY —EAICU V& hizO—-IILZEKTS

H—ERAUOO-LZEFHTHERTIHZLELEHY) EFEA. AWS Management Console, . AWS
CLIEE AWSAPI TAH A M EERT S E, DevOpsGuru IC&K 2 TH—ERICU VY& hni
A—J)LAERENhET,

/A Important
COY—ERICVVVENnEO-)IKE, COO—ILTHR—RENTVSHEEZE
B33R0OY—EARATT Va2 EaETLESE, THIVNCIRREIhET, flx
(&, DevOpsGuru ZJRI NUIZEBIML E5E%4% ETT AWS CodeCommito
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DevOps Guru O —ERICU V& hlO—-/I|lZwmETS

DevOps Guru Tld, H—EARICU > & h/zO—JL AWSServiceRoleForDevOpsGuru Z{RET
BlERTEXREA. Y—ERAVVO-LOERER., EXETEBI T4 TAHAO-LZSRT
UM BB, O—IIBEEETD LR TEREA, EEL, IAIMZFEALTO—)LOHR
BHERETDIERFTEET, FHCODVTR, TAMI—Y—HA R, O "TH—EAV> o0
IOfEEL ZZRLUTLEZ L,

DevOps Guru Y —ERICU >V hizO—/L%ZHIBRT S

B—EAUDIO-IERBEETHIHREPH—EANTEICE 2 12BER. O—LZHKRIZD L
ZHEBOLET. TS5TBHET, TRV IPRFABENCTOLNATVWEVWRERAOI T 1
TAZYPBRTEERT, L. FBTHRTDAEIC, IXTOURD NI EOBEENTEHRT D2
BENfHYERY,

(@ Note
)Y — A% HIBRT BERIC, DevOps Guru H—ERATO—ILAERAE A TVRHE, HIRD
KBTBDENBYNET, TOHEER., BB 2> THSARL—2avzZzHEATLTILKES
W

IAM ZERALTY—ERAV> 0L Z2FETHIKRIZICE

IAM >V =)L, AWSCLI, £k AWS APl ZfEAL
T. AWSServiceRoleForDevOpsGurut—EAICU V& hizO— )L ZHIBRLE T, FHAICDOL
T, TIAMI1—HY—FA R, O "H—ERAU IO OHIER, Z5RBLTLEEV,

Amazon DevOps Guru 7 7 AFFAIVUT7 7L > A

DevOpsGuru RS —T AWSE2HOZXHF—ZFAL TRHFZRATEET T, ROFMICOVT
&, [IAM 1—H—HA4 RO "TIAMJISON RV —BEZOU T 7L VAL Z2SRLTLSEET,

Tooavk, RUZ—0 Action 714 —J)LRTEELET., 7V VZEETSICE. API
ARL—>3>F (BlAF. devops-guru: ¥ devops-guru:SearchInsights) O&IIC
devops-guru:ListAnomalies 7L 74 YV RAZFERALET, E—DAT—K XU NIIE
BOTO2a>eEEdTdICE, OANTRYYET (BIAIE. "Action": [ "devops-
guru:SearchInsights", "devops-guru:ListAnomalies" ])
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DA RA—RIXFDEH

R —® Resource 74 —J)LRTUY—RfEEL T Amazon )Y —AX—L (ARN) ZIEEEL &
T, BETDEE., TMILRA—RXF M ZERAITREETEERT, JM1ILRA—REFEALT
BEOTOaVELEGIVY—RAEEETDENTEET, HlAE., devops-guru:* &, X
T®D DevOps Guru 7223 &IEEL., devops-guru:List* &, List EVSBEETHED TN
TD DevOps Guru 7902 a>&IBELERT. XOBIE, 12345 THE S UUID (Universally Unique
IDentifier) ZHFD2INTODA A NZERLET,

arn:aws:devops-guru:us-east-2:123456789012:insight:12345%

TATTATAZFERALERAE ZEYRNTYTLU. IMMTATFUTATA (TFATUTATAR—
ADRDD =) ICTRYFTEDT IV EAHAARI D —ZERTDEERF, UTOXRZEVTIT7LUA
ELTEATERT,

DevOps Guru APl AR L —2 3 0B RV T U2 IV ICHBEREFFT
AddNotificationChannel

7 < 3a2:.devops-guru:AddNotificationChannel

DevOps Guru A SIBHIF ¥ X ZBNTRDEHICHETT, BHAF vy XRILIE, AXRL—> 3
CEBLEEERFEICETRIRHBEST A YA M DevOps Guru ICKR 2 TEREhiZEEIC
BAZITSEOHICEREAET,
)Y —A:*

RemoveNotificationChannel

devops-guru:RemoveNotificationChannel

DevOps Guru ' S BHIF v O XIILZHIBRT D EHICKHETT, BAF v RILEE, AXRL—23
EOLEEEZIFECEIZDBHRESC A YA D" DevOps Guru ICK 2 TERE N EEIC
BHAZTSEOICERAEhET,
Y —A:*

ListNotificationChannels

7> 3aZ:.devops-guru:ListNotificationChannels

DevOps Guru AICEREETNEBAF Y XILOVARNEZRTEHICHETT, FBHF v X)L
&, ARL—232Z@LELRHECEATIERESC A T4 D DevOps Guru IC&K 2T
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ERENEEZICBAZTOEDICERAENET, YR—RENTVWBRBEBHNZ M 7IE. Amazon
Simple Notification Service T¥,

)Y —A: *

UpdateResourceCollectionFilter
7 < 32:devops-guru:UpdateResourceCollectionFilter

THIRADOED AWS )Y —RA% DevOpsGuru THOM T 2L ZIETHDLEHICERTS
AWS CloudFormation AR Y VDV AN ZEFHITALOICHKHETT, 7MTRE. LAXDF—
arv, BAXNIIOA, BLPERARYNEECA VYA MERENET, chsDA >
A NEFERALT, AIRL—23F2ONT AN ARAZOLEETBEIENTEET, COXVY
Rik., CodeGuru OpsAdvisor Z#EA T2 ICHEZ IAMO—)LEERLET,

Yy —A: *

GetResourceCollectionFilter
7 < 3aZ2:.devops-guru:GetResourceCollectionFilter

DevOpsGuru Ic k2 THHENBDTHIRHADIY —AAWS ZIEET S =HICEATS AWS
CloudFormation AZY VDU AN ZRTEHICHETT, oM Tk, LOX>F—>3>, ER
XRNUDA, BRCEBRAARNZECA VA MNFERENET, chsOAIH A NEFER
LT, ARL—2320ONT7#—X 2 AZQLEEZENTEET,

Y—=A:*
ListInsights

72 <3Z:devops-guru:ListInsights

AWS THIURDAVHARNDIVARNERTIEHICHETT, BITAM YA NE, BFBREZ.
AT—AR A (ongoing £zl any), 8RR A 7 (reactive Ezlf predictive) TIEETE

9,
)Y —A:*
DescribeInsight

F7 < 3Z:devops-guru:DescribeInsight

IDZEALTEELEA YA NCBEIZHMZRTIEHICHETT,
)Yy —A: *
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SearchInsights
72> 32:devops-guru:SearchInsights

AWS THIVKRDAHARDI)ARNZRTEHICHETT, BRIAM A NE, FHBRERE.
TAINR—, BLVORA7 (reactiveF lEpredictive) TEETEE T,

)Yy —A: *

ListAnomalies
72> 32:devops-guru:ListAnomalies
D ZEALTEELEAVHANIBIZRED AN ZRTLHICHBETT,
VY—=A:*

DescribeAnomaly
72> 32:devops-guru:DescribeAnomaly
ID2EALTHEELELERCHISFMZRILOICHLETT,
)Y—=A:*

ListEvents

793 3a~:devops-guru:ListEvents

DevOps Guru IC& 2 TFHBIE D VY —RAICK 2 TRITESNEARNDI)ARNERT EHIC2
ETY, BRIANRIRNK, 74N E2—2FEALTEETEET,

Y —A: *
ListRecommendations

7 < 32:devops-guru:ListRecommendations

BESNEASHAROLIAYF—YaVOURARERT LHLBETT, HLIAXDF—
Yavitlk, XRUYROURAN, BLFLIAXYF—2 3V CHETHA KT ROURRFE
FNET,

Y= *

DescribeAccountHealth

7 < 32:devops-quru:DescribeAccountHealth
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FA=T VT ITATAHANOR, A—TFRHA 94 N0, AWS 7HI 2 NTHH
ENEARNIVDAOBRZRIEHICHETT, chSOBEZFERALT, AWSTAHIU NOF
RL=23a>OREZAELET,

Yy —A: *

DescribeAccountOverview
72> 3aZ2:.devops-guru:DescribeAccountOverview

BESEENTERSNEA—T U BEBENBHRA YA N0, BEASEENTERSNEAF—T
OBFRAHANOE, BLOBEERANTIO—ATNEIXNTOEERNESRA YA ND
S EIEERE (MTTR) 2R EHICHETT,

)Yy —A: *

DescribeResourceCollectionHealthOverview
7 V< 3a2:devops-guru:DescribeResourceCollectionHealthOverview

DevOpsGuru THEE /=& AWS CloudFormation AZY I DITXTDA A4 MNZDOWT,
F—=TFRAHANOE, A—TVVTFOT147 40948, FHEIBRKE (MTTR) 2R 9
LHICHETT,
Y —A:*

DescribelntegratedService

7 < 32:devops-gquru:DescribelntegratedService

DevOps Guru ERETERH—EADMEAT —RAZRTLHICHETT, DevOpsGuru &
HETED 1 D2OH—E R THY) AWS Systems Manager, ERE /A I &l
Opsltem Z¥ERT B EHICFERATEET,
) —A:*

UpdateIntegratedServiceConfig

7 < 3aZ:.devops-guru:UpdatelntegratedServiceConfig

DevOps Guru EFEETEDH—ERAENHREZEBEMLELFEMLTILEHICHET
F, DevOps Guru £fETE B H—E AlF Systems Manager T3, chZFERAL T, £HEh
&4 Y4 N Opsltem ZERTEE T,

)Yy —A: *
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Amazon SNS REY A DT

cOREY IDOEREE, BIO AWS PHIOY "RHFIETS Amazon SNS REY JICBHIZEET 2
& 52 Amazon DevOpsGuru ZFRET R BEICOKEAL E T,

BOTHO NHFFE TS Amazon SNS ME'Y U % DevOps Guru TEE T % IZ1&. DevOps Guru
CBHZEETAHT IO EAFTZFETSHRII—%& Amazon SNS REY VICTRY FITRBHEN
H')ET, DevOps Guru ICFERATBDERLT IV MHFIE TS Amazon SNS REY JZELE
F5ELSIZ DevOps Guru ZERET D &, DevOps Guru o &2 TREY ZICRU D —HFBIMEhE
E

DT HDU> NT Amazon SNS REY JICT VAT ZBRET SRRV —2TEYFITS
& . DevOps Guru IZ Amazon SNS hEY I BINTE £F, Amazon SNS R > —ZBHF ¥ X
LTEFHLT, X1V T12ESICRILTDEETEERT,

® Note

HTE, DevOps Guru Tlk, AL V=23 AOIOARTHIVNT IOCADHN PR—K &
nE9,

N =Ry
« DT NI NT Amazon SNS REY VICT O AHFAZRET S
c MOTHI>RNHS Amazon SNS REY O %ZEBNT S
BHTF ¥ %) T Amazon SNS R —ZEHH T S (#ER)

WOTHT>NT AmazonSNS REY JICT VAT EZRET S
BEFEO IAM O—)LICEFrZBINT %

IAMO—=)LTAOJ A LERTHOTHIMAS Amazon SNS REY V&2 FERATDICIE, AT

% Amazon SNS REY JIZRD D —ZTRY FIRIRXENHYET, IAIMO—ILOFEARICHOT

NIV BHS Amazon SNS REY JIZRV D —ZTRYFIBICE. AMO—ILO—ZBELTED
THIVRNIY—RICHTBDUATOT IV EAERNILETT,

» sns:CreateTopic
» sns:GetTopicAttributes
» sns:SetTopicAttributes

Amazon SNS REY I ADFFH =
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* sns:Publish

£HA 9% Amazon SNS REY JICATORIS —%ZTRZYFLET, Resource ¥F—0NF

&, topic-owner-account-id ' NEY VFREEDT AT N ID T, topic-sender-
account-id #" DevOps Guru &Y NPy 7 LE1—HY—OF7HIKNIDTT, EL

T, devops-guru-role ME%X OI1—H—0 IAM O—J)L T, region-id (us-west-2 % &) &
my-topic-name ZHEYIBEICEERZIDXLENf HVET,

"Version": "2012-10-17",
"Statement": [{
"Sid": "EnableDevOpsGuruServicePrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
3,
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "topic-sender-account-id"

"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:role/devops-guru-role"]

IAMA—H%—&ULTTOEAFAZEMT S

MOTHIKAS IAM 1I—H—& LT Amazon SNS REY V& FEATHEE6E. FATS
Amazon SNS REY JICIRDKRD S —%2TR2YFLET, Resource F—NIFE. topic-owner-

Amazon SNS REY I ADFFH 7
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account-id " NEY UFMBEDTHI>NID T, topic-sender-account-id #* DevOps
GuruZ2t®Y N7y 7L EI—Y—DOT7HDKNIDTY, LT, devops-guru-user-name H" B
BIBME2DIAM 1—H—TF, region-id & my-topic-name =B SME (FIEDHBEE us-
west-2 BE) ICEEMADMEN HYVET,

(@ Note
ARETHNE, NATD—RPT7IVEAF—RBENDRPNSIAFEREZRET S IAM 1—H—
ZERTBRDY)IC, —RNSRIAMEHRZEERA TSI L Z2HEHOLET, IAMTORARNT
ZOTAAOFEMCOVWTE, TIAM I—H—FHA R, O "TIAMTOEF 21T 1 OXRAK
T720T14R1 Z2RLTLKEE,

"Version": "2012-10-17",
"Statement": [{
"Sid": "EnableDevOpsGuruServicePrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"Service": "region-id.devops-guru.amazonaws.com"
},
"Condition": {
"StringEquals": {
"AWS:SourceAccount": "topic-sender-account-id"

}

"Sid": "EnableAccountPrincipal",
"Action": "sns:Publish",
"Effect": "Allow",
"Resource": "arn:aws:sns:region-id:topic-owner-account-id:my-topic-name",
"Principal": {
"AWS": ["arn:aws:iam::topic-sender-account-id:user/devops-guru-user-
name"']

Amazon SNS REY I ADFFH —
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}

HOTHDRHDS Amazon SNS REY U &IBINT 3

DT HD>2 KT Amazon SNS REY JIZT7 VAR ZRET S &, DevOps Guru D BEHNER
EIZF®O Amazon SNS REY I EMENET, Amazon SNS hEY Uik, AWS CLI £ &
DevOpsGuru AV —)LZERAL TEMNMTEET,

« A2V ZERIBZEEL, BIOTHAIDNORNEY VZERTBICIE. [SNS REY J ARN
ZEALTBREORNEY VZEETR| A7V 2BRIDBENHBYET,

« AWS CLI #~R L —2 3> add-notification-channel Z A ¥ 2 B4 .
NotificationChannelConfig 72 T Y hTopicArnHT ZIEETBIHLENHYET,

OV —=)e2ERALTHOT AT MDA S Amazon SNS REY V& EBINT S

1. Amazon DevOps Guru 112V — )L (https://console.aws.amazon.com/devops-guru/) ZB & &
9o

2. FTETF—2aURAVEHE, RE] ZERLET,

3. BHNEIIVICBEL., RE] Z2EBRLET,

4. [SNS hEY U ZEM ZEIRLET,

5. TSNS hEYYVARN ZHEALTERFORNEY VZEETS1 ZEBIRLET,

6. £ATS AmazonSNS REY D ARN ZANLET. COREYVICRVS—ZTEYTFT
BCET, COREYIOT I EAERET TICRELTVBRTTY,

7. (F723V)[BARE] BERLT, BREAEORELEMELET,

8. [R#EF ZEBRLZET.,

BHFREIC Amazon SNS REY U %ZBINT S &, DevOps Guru i ZFDOREY ZFERAL T, FHLL
A A M ERE ML EBRENDEERARNEBALET,

BHIF ¥ &I T Amazon SNS AR > —&EFH T3 (HR)

Ry EEBMLES, TORNEY V%288 DevOps Guru BHIF ¥ RILOKIZT IV AFAZ2EE
LT, RU—0tEF1VT1%28LTHEE2HEHOLET,

Amazon SNS REY I ADFFH -


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/devops-guru/add-notification-channel.html
https://console.aws.amazon.com/devops-guru/
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BHIF v I T Amazon SNS REY VRV —2EH TS (HRE)

1. BHIOREEFTOFTHDI NT list-notification-channels DevOpsGuru AWS CLI X >
RZERITLET,

aws devops-guru list-notification-channels

2. list-notification-channels L A7R AT, Amazon SNS REY M ARN Z2ELF v X
IJIDZXELEYT, F¥XJLID & guid T,

BlzE, ROLARATIE, ARN arn:aws:sns:region-id:111122223333:topic-
name B¥FEDREY VOF ¥ X)L ID & e89be5f7-989d-4c4c-blfe-e7145037e531 T,

{
"Channels": [
{
"Id": "e89be5f7-989d-4c4c-blfe-e7145037e531",
"Config": {
"Sns": {
"TopicArn": "arn:aws:sns:region-id:111122223333:topic-name"
},
"Filters": {
"MessageTypes": ["CLOSED_INSIGHT", "NEW_INSIGHT'", "SEVERITY_UPGRADED"],
"Severities": ["HIGH", "MEDIUM"]
}
}
}
]
}

3. the section called “bDF7 A7 > N T Amazon SNS REY VI TV EAHFAZERETR DN
EYOFA—F+—1DZFEALTBOTHID NTERLERIV—IZBEBLET, RUZ—D
Condition AT —KM X NT, SourceArn ZEET2TZ2EMLET, ARNICE, V—>3

>~ ID (ffl: us-east-1), REYIDREEEDAWS THIRES, XELEFYXIL DA
EFEhET,

EFH UL Condition AT—KR X MNFIRDESIZHRYET,

"Condition" : {
"StringEquals" : {
"AWS:SourceArn": "arn:aws:devops-guru:us-
east-1:111122223333:channel/e89be5f7-989d-4c4c-blfe-e7145037e531",

Amazon SNS hEY I ADOFFA —
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"AWS:SourceAccount": "111122223333"

}
}

AddNotificationChannel A"SNS REY VZBMTERVEHEEWE. IAM RS —IRDOERD
HBDERBRELTLEETL,

{
"Version": "2012-10-17",
"Statement": [{
"Sid": "DevOpsGuruTopicPermissions",
"Effect": "Allow",
"Action": [
"sns:CreateTopic",
"sns:GetTopicAttributes"”,
"sns:SetTopicAttributes"”,
"sns:Publish"
1,
"Resource": "arn:aws:sns:region-id:account-id:my-topic-name"
1]
}

E5{tE iz Amazon AWS KMS SNS REY 2 D7 72 AFFA Amazon
SNS

B L = Amazon SNS REY (. AWS Key Management Servicel— & 2 TEES{tE TV S AJ&E
MHFHV) ET, DevOpsGuru FESILENERNEY VEFERATEDLSICTSICE, £T £#ERL
AWS KMS key . KMS F— DRV —ICRDAT—RMXV N ZEMTBHENF HYET, FHICD
WT I, TEncrypting messages published to Amazon SNS with AWS KMS,; ., AWS KMS 1—#—
HA RO TF—FAF (Keyld)s , KT Amazon Simple Notification Service RO Y /N—FH 4 R®D

=85, Z2RLUTSEZW,

{
"Version": "2012-10-17",

"Id": "your-kms-key-policy",
"Statement": [
{
"Effect": "Allow",
"Principal": {
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https://aws.amazon.com/blogs/compute/encrypting-messages-published-to-amazon-sns-with-aws-kms/
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"Service": "region-id.devops-guru.amazonaws.com"

}I

"Action": [
"kms:GenerateDataKey*",
"kms:Decrypt"

1,

"Resource": "*"

}
]
}

@ Note

DevOps Guru FR7E, 1 D2OT7 AV MNATORESILNEY VOFERZYR—KLTVE
T, BRRTR. BSLEhENEY VZEBBOT AV NTHERATADIERETR—IEh
TULWEREA,

Amazon DevOps Guru PA FTATAETVEAORNT TN 1—FT 4
sl

RDEHKIE, DevOps Guru & IAM OFEAICHE > TRETHDARENEN H D — RN EEEODRIXEE
ICIRIABET,

REY D

« DevOps Guru TP V>3 &ETITHDERN KL

e —Y—IC7OJTALICKDTIORAEZNFEL -V

 jam:PassRole ZE1T I 2RI B EEA

« AWS 7HD> MA®DI1—4—IZ DevOpsGuru Y —AAND TV AZHFTL 2\

DevOps Guru TF 9> 3> &R{TITHDHERNF LV

ICT7 023> aRTITHHERN %V E AWS Management Console BHE hi-BA Ik, EEEICERK
LTHR—RNEZKEITDILEN HYUET,

LTOIZ—4HllE, 1—%— mateojackson A"V —IL&EFERL TERZED my-example-
widget VY —AICBHTHHMBBERRLEID>ELTVE AN, £ZED aws:GetWidget AN &
WEVLWSBERICRELEFT,

NSTNa—F42Y 145
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Q—H—H1 K

User:

aws:GetWidget on resource:

my-example-widget

arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:

CMI3FE., Mateo [, aws:GetWidget PO 3 &FERAL T my-example-widget ')V —AAND
TORANFAENDRSIC, EBEICRV—OEHZHKBELET,

IA—HY—IC7OTTALICKDTIERAEZSEL £V

I—H—H O AWS AZT ZBETREEE. 7OTFALICKDT I AN BETT AWS
Management Consolec ZOAJ S ALK BTV EARAZFATHHEERG. F7IOERATHI—H—0

BATIZK>TERREYET AWS,

A—H—C7AIIXIFYITIEAEEZNETRICE. ATOVWThAOAFTS a2 ZBRLE

ER
J7AUSXIFYIOTOEARE
ERHBETRI Y-

D—DT7A—ATAT>T4
T A

(IAMT7ATFoTAT14EY
Z—TEEBEhTWA1—
H—)

IAM

BAY

_HTEIJKWL, nEF*&EEFH LT
AWS CLI, ., AWS SDKs, &
=& AWS APlIs,

_HTEIJKWunIEFﬁEEFH LT
AWS CLI, ., AWS SDKs, &
=& AWS APls,

Bk

ERAITRDAE—TILAD
BRI TSEZ L,

¢ IZ2WTIFE AWS CLI,
AWS Command Line
Interface I —%'—H4 RD
FZEHAT2 AWS CLI
&SI AWS IAM Identity
Center2 ET 21 25
LTLEZL,

« AWS SDKs, Y —JL. API
AWS APIs " SDK 8 & T
V—=ILDTF7LYARAA
Ry, @ "IAM 7’(5‘“)7‘4
TAER—RA 25
LTL<EZL, AWSSDKS

MIAM 1—%—H414 R, @
TAWS UY —ATOHO—KH

NSTNZa—Fa42Y
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-sso.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
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J7O7ZIFYIOT I EAE BAY FiE
ERXBETRHI—Y—

Kwu nJ-.E F%&(D{EFHJ ®$J||,EL

RVWET,
IAM (GEHER) FEATDIARX—TILAAD
REFPAIESHRZFEAL T, BRICE2TLSEETL,
AWS CLI, AWS SDKs, %7 _
I AWS APls. « [CDWTIE AWS CLI,

" AWS Command Line
Interface 1 —4'— 73"4 Ry
® "IAM 11— —FRAEE R
ZERALUFREE, 25 RL
TLEEL,

« AWS SDKs " SDK &Y —
WIT7F7LYATA RS O

TREFREIERZEZEAL
Rkl ZZRL TS EE
L AWS SDKs

+ API AWS APIs TIAM 11—
Y—OT I EAF—DE
B, EBRLTEED,

iam:PassRole ZR1TT 2RI DV FEA

iam:PassRole 7V a3 aRITITIEBRNIBVWEWVWSI IS —HNERRENEFEE, RUP—%2F
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V—ANSOBE—-JIOTITARNERL, VDOIANENETOAY, PO2a2>0B®K, UDIVIAR
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{
"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AAAAAAAAAEXAMPLE:TestSession",
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
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arn": "arn:aws:sts::123456789012:assumed-role/TestRole/TestSession",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:r0le/TestRole",
"accountId": "123456789012",
"userName": "sample-user-name"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2020-12-03T15:29:51z"

}

}
I
"eventTime": "2020-12-01T16:14:31Z7",
"eventSource": "devops-guru.amazonaws.com",
"eventName": "UpdateResourceCollection",
"awsRegion": "us-east-1",
"sourceIPAddress": "sample-ip-address",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.901
Linux/4.9.217-0.3.ac.206.84.332.metall.x86_64 Open]DK_64-Bit_Server_VM/25.275-b01
java/1.8.0_275 vendor/Oracle_Corporation",

"requestParameters": {

"Action": "REMOVE",
"ResourceCollection": {
"CloudFormation": {
"StackNames": [

i n

]
}
}
I
"responseElements": null,
"requestID": " cb8c1l67e-EXAMPLE ",
"eventID": " e3c6f4ce-EXAMPLE ",

"readOnly": false,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": '"Management",
"recipientAccountId": "123456789012"
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"Statement": [
{

"Principal":"*",

"Effect":"Allow",

"Action":[
"devops-guru:AddNotificationChannel",
"devops-guru:ListInsights",
"devops-guru:ListRecommendations"

1,

"Resource":"*"
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