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S (HKDF), HMAC #&iE, ECDSA PRI BE, F—OIY RXU M, $&LT 256 EY MEF
SF—Z2HA LT ILNIVAXLRSA—NEFERALET,

F7Z2ILNOTILTIVXLRA—RNIZIE, HVMAC BRI (RI#BR) & ECDSA T2 X I)LER FERT
BR)NFEENET, ChsDEERIWE. AWS Database Encryption SDK AL J1— RICIEEMT S HFL
W7 1 —JL K (aws_dbe_foot) ICRFEENE T, ECDSA FORILEBRIF., ERFBRIVZ—T1O0
I—Y%—0ty NCF—ROBSHEHFAIL, Bo1—H%—0ty NMCF—2X0ESEHFANITIHE
ICHRICERTT,

F7AILNOTILIVAXALARLA—RNE, F—2F—2 L 1—RICEVSITE HMAC /\YVZ 1 TH D
F—ASYRAVRERBLET, F—OZIY MU NMER, ITFUTZILOBBEIZIY RF—H5
FTEEN/IHMAC TY, TR, F—AZYRMXNOfER., XTUTIOHBICHEMENET,
F—OAZIYMXUKNIKY, BEESXE 12O L —2TFAMNDKICERICETENET,
niEk, BSETZILDdVXLANDANELTHEAEIhZTF—EF—E2RIETDIEICE2>TITVET,
e, PILOVAXLARAAM—RNEF—OZIYMXNHMAC ZHBLET, ES5TDHIIC,
F—RF—NELUF—IAIYMANHMAC ZER TR EEZRILET, —HLEVEE, B
FOHELUIEERBLET,

F7FILRNOTILIVZXLRAS— K 19
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AWS F— & X —ZREE1, SDK FAROYS—HA K
ECDSA F X)L EBZZHEAL XL AES-GCM

TF7ALNRNOTILIVAXLAA—RNFREAEDT 7V T—>3a 2V ICELTVETHS, RKE7ILTV
ALARAL— K ZBRTEXRT, fIAE, —HOFEET/ILE, ECDSAFZRILBLZOZVTILIY
ALAA—=NICK>THEENET, CORSM—NF, F—REESHKIZI—F—CESITRHI1—
H—AEFCLERETNTVZEELCOHMEALTIEEL,

g N T D AWS Database Encryption SDK 7LV X AR A — N2k, HMAC ®EE (RHBR) H'E
FRhTVET, HE—DEVIE., ECDSA T RILBEZDBEW AES-GCM ZIL TV AXLAA —BMIZIE,
EEMECIIBROLAV—ZEMNTZERHEBEN BV ETT,

BlzE, F—1J>Y . . wrappingKeyAwrappingKeyB& X ICEBO S YE TF—HH
\)wrappingKeyC. ZFAL TLO—REZESTSHESwrappingKeyA, HMAC {HBRE. L
O—RAECTIVEATERZR I —CL>THESLEN LI 2L £FFwrappingKeyA, T
72NN NOFTILIVALARSA—Z2FEAL 25FE. HVACs ODRIUKRIELZIRMH LwrappingKeyA, &
S| ECDSA FPRINEBREZFEALT, LO—RN OBST7 IV EAFTEF DI—H—ICK2T
EeftEni-C & 2R L £FwrappingKeyA,

TFIRIINEEZBZLTAES-GCM PILIVALAM— M2 BRTDICE., BSALBRELCRODAIRY
hEEHET,

Java

IROAZARY N&E, ECDSA FUZIIBEZEDOZE WV AES-GCM I AV AXALAA— RN EZBEL X
T FMICOVWTIE., Tthe section called “BESLEEE") ZSBL T E&E L\,

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)

C#/ NET

RDAZARY NE, ECDSA FZRILBEZDOIE W AES-GCM POV AXLAA— N EIEELE
T FHMIZDOWVWTIE, Tthe section called “BEE{LERE") Z2SRBLTLSEE L,

AlgorithmSuitelId =
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384

Rust

ROAZRY NiF, ECDSA FURILBEZOKZEW AES-GCM ZILOdVAXALASLA—NEIBELE
T, FHMICDOVTIE., Tthe section called “BEE{LERE") ZSHBL T EEL,

ECDSA TR IILERZZHEAL %) AES-GCM 20
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.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GecmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,

ECDSA T #I)LEHAZEAL &\ AES-GCM 21
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T® AWS Database Encryption SDK DA AWS KMS

94T MIOBES{EZ A7 Z 1) ®EFIA AWS Database Encryption SDK ICEEEhEL
o COFROYIN—HA RTIE, 5lZ#Z DynamoDB Encryption Client (CB§ 3 2Rz 24t L
x7,

AWS Database Encryption SDK ZfFERA T2 ICIE, F—U 2 J&ZEEL. 1 2REOZYEDTF+—
ZEETDIMVEN BVET, F— DAV T7TARNTIF v HFBRVEESE. AWS Key Management
Service AWS KMS) Z RT3 & Z2HE8HLET,

AWS Database Encryption SDK &, 2 BE® AWSKMS ¥—U > J & HR—KNLTVWET, KD
AWSKMS F—U 2Tk, F—2F—Z4K. BE5L. BE5ITBL-HIC AWSKMS keys ZEAL &
Fo XMFREEFIL (SYMMETRIC_DEFAULT) E W ERFH RSAKMS F—D VT A ZFERATEET,
AWS Database Encryption SDK [ —ENF—2F—ZFAL TIXNTOL I—RZESELELVE
B29BEH., AWSKMS F—) VT EBEIABLRTETARL—3 > AWSKMS O =T &2 FE
CHITBENHYET, \OFTEHLBZHDIRIZHABDDBEN HBT7Vr—23 > 0545 AWS
KMS. AWS Database Encryption SDK [FAWS KMS BEEF+—!) > JEHR—KNLET, BEF—1)
> &, Amazon DynamoDB 7— 7 JLICRIFENT LD AWSKMS REE N LTS FX—%6H
L. BEtBLOCEFTARL—2 a3V THEAChD TS OFF—XFTUT7IILZO-ALICF Yy 2
TBET, AWSKMS BFUOH L OBZERS TSI TUFILFvv21Y)1—-232TT,
ATRERRY) AWSKMS ¥—U 2 JZERATAHEZHEOHLET,

Database Encryption SDK AWS ZIE#ET S (CIE AWSKMS, O AWSKMS ED 21— )LARETT
AWS SDK for Java,

T AWS Database Encryption SDK Z#H 9 % #fmZ 9 % IC & AWS KMS

1. ZERLETAWS THIU N, FELCOVTIEE., AWSFLYZEE—0O T#H L LY Amazon
Web Services 7THO > R ZERLTTOT 47 T2H%E) BSRBLTLSEEL,

2. WEESILEERL FTT AWS KMS keyo ANLTICDWVWTIE, TAWS Key Management Service
FROAYN—=HA R O "F—0EK Z2ZRBL T EE L,

® Tip
AWS KMS key Z7OJ S AT ZFERATSICIE. @O Amazon 'J Y —RAX—LA (ARN)
AN RETT AWS KMS key, AWS KMS key® ARN ZB D% (C1E, TAWS Key

22
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Management Service RO Y /N—H A4 R, @ "—ID &£ ARN Z#®ET21 25RL
TL<EEL,

TOEAF—DEEFIVFATIRLAF—ZERLET, IAMI—HF—OFIVEAF—ID
E—DLYRNTOEAF—2ERATSH,. ZHFEHL T AWS Security Token Service ., 7 ¥

TAF—ID, >—ULYRKNTIOEAF—, V23RO BT RKNBEFIVT AR
AEREFEALTHLVEY AV ZERTEERET, EFAVTAORARNTTIOT1AREL
T, IAM 1—H—FEEFE AWS (JL—KN) I—H¥—THV2 NMCBEEM TS RN RERALE
BORDY IC—BHNERIAEREFEATS L ZHEHLET,

FOEAF—EEALTIAM I—F—&ERTHICE. TAM I—F—F( K O TAM 1—
YR, EBRLTEE W,

—KNBEF1I )T AFREARREEKTZICE. "IAMI—H—HA R, O -GS+

)T ARABHROIVIT AR, ZZRLTLSEZ L,

O FIEAWS SDK for Java&, ATY 7 3 TERLETIVEZAF—IDE—ILYRNTIRA

F—E2FEALT, AWSFRARHEREL T, —BHNBFRAIBEHREZERL LBEEE, Y3
VR=UVEEETILENHBYVET,

CODFIEICKY), AWSSDKs NN IITAKNICERZAWS TEET, &XVELV) T3 AWS
Database Encryption SDK ®J— R 7k, COATYTZRET LI &%Z AWS KMS H]
RELTLVET,

23
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AWS Database Encryption SDK D& xE

94T NMIOESLS (75 1) OFEIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lZ%E DynamoDB Encryption Client I3 2158 Z 24 L
7.

AWS Database Encryption SDK (&, FFWRTWVWKRSICERFTENTWE T, AWS Database
Encryption SDK ICIE WK DADREA T > a U FHYNETH. F7FINERREAEDT T
T—23 0 TEANTREICBDELSICEEICERENATVET, LEL, N7 —~NXVAZHRET
BPEHICEBHEZRELLY., RFHICHAZLBEZEML Y LEWEENFHYET,

N =R

- 7OV SEDER

- ZVEVITF—DER

- BETZ7 1 ILEZ—DEK

« IVFTFU—F—EX-ADEA
- BRENEE-O0ER

70771V ISE0ER

AWS Database Encryption SDK for DynamoDB &, 8% 07O JSEZTHATEET, 5
EORER, T2ICHEEATET, AUMBRBZREITDIISIICEFIENTVERTN, EBBDFET
EEETNDUEEN BV ET, BERK, 77V5—>a3a cBEREOHDZ ATV EEALET,

ZyETF—0RR

AWS Database Encryption SDK &, &7 1 —)LRZESIITD OO —BEORNMRT—XF—Z4EK
LET, FT—RF—%28E. B8, FLEEAITIHLEEHY FHA., AWS Database Encryption
SDK A chzZz{TWE T,

EEL, EF—3F—ZBSHKIDIIE. 1 2ULOTYEITXF—2BRIZDZZLEN HYVET,
AWS Database Encryption SDK &, AWS Key Management Service (AWS KMS) X #kg 51t KMS
F—EIIRWHBRSAKMS F—ZHR—KNLET, T, TXTELT A ATRM TS AES WHFF—
& RSAERBEF—EHR—BMLET, SVEVITF—DREMEMAMRBEEROEFTERY E

TOUZ2 VT SREOER 24
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T, TOEH, N—RIVITF7EFIVTAEDI-NTRER BEDF—AVTFZANTIF v H—
EATESILF—ZFEATRI L Z2HEHLET AWS KMS,

EELEBBOLEDICTVEYIF—2EETDICK., -V JEERALET, FARATDZF U
TJOEATICIBLUT, 120V TF—, FEREAILZATELKRELRDZRATOEHOT Y
EOFXF—2EETEXRT, BEHROSYEVIF—2FRALTTF—EF—25 VT ITREE. &5V
EVIF—REREAUF—2F—0AE—2BESLLET, BT hETF—RF— (SvEVITF-C
EWZ1D) R, BEEhET7 1 —I)LRE—BIBMNENBNTUTILOFRAICEMEIAET, T—
REEB/FITBICIE. AWS Database Encryption SDK EEFSvEIF—nVWThhZFERAL T
FlhENTF—XF—Z2RBESITILENf HYVET,

ARERRY ., WITNADAWSKMS F—D 2 J2FRATR L Z2HE#SHLET, AWS Database
Encryption SDK [, AWS KMS ¥—1>4J'& AWSKMS FEEF—1 > J&BHL, "OFUHL
DBERS LET AWSKMS, £—1)> 4 AWSKMS key T ZIEET DIk, Y R—hEhTLD
AWS KMS ¥ —&BlFZ2EALET. AWSKMS EEX—V > J2FERT2EEE. ¥— ARN Z15
ETEIVENHYNET, F—0O AWSKMS F—FB B FOFMICOVTIE, " AWS Key Management
Service ROY/N—HA Ry O "F—EHF1 283RBLTLEEV,

« AWSKMS F—U I THESILTRHE. MMES KMS F—0BEMEF—EEIF (F— ARN,
TAVT7AE., TAJTAARN, EEFEF—ID) ZEEETEE T, EXNTH RSAKMS F—ZEH
TBHEEE. F—ARN ZEEETIHLENHY KT,

ESLEEICKMS F—DI A UTARABELFEIA VT AARN 21 8ETHHS. AWS Database
Encryption SDK i&, TO I A )T AIZHERS ‘$1‘H75#1‘CL\%>=\= ARN Z®RELET, TA4U7T
ARREFEEIhFEA, TAVTANEER, T—E2F—0OESICEAETNSD KMS F—ICEEEL
FtA

- F7A)NTlE. AWSKMS F—1U >4t strict E— R (EED KMS ¥ —%3¥5E95) TLI—K
EESLET, EEOEHIC AWS KMS keys #HBITBICEF— ARN 2FEATIHENFHY E
9,

AWS KMS ¥—1) > J THEHF{t 3% &, AWS Database Encryption SDK IEiEF{bE hiz7F—2
F—RFEALT OF—ARN ZX T U T I DFHE AWS KMS key ICfRTFL £9, Strict E— RTHE
59 %%4E. AWS Database Encryption SDK &, ZYEVI*—%2EAL TESLEnET—
BFX—ZBBSLEDETBHIC, F—UVJICALUF—ARNNARRENDEZRERLET, 7l
NDFX—BRFEFERATZES. BAFARAUE—ESRL TVWSBBEETE AWS KMS key, AWS
Database Encryption SDK (& ZFBEBE L FEALEFE A,

c RHE—RTESITIHER. SYEVIF—%EBELELEA., £9. AWS Database
Encryption SDK l&. YXTFU T OBRAICRFENEZF—ARN ZFEALTLI—-—ROESEHK

ZYyEYTF—0ER 25
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F£9, el B WE4S, AWS Database Encryption SDK (&, M KMS ¥—ZfE X LIk
TORLATERD1I—H—ICHRELEL, BSLehiEKMS F—2FALTLI—REESTELS
AWS KMS ICR®E T,

raw AES F—FzlF raw RSA F—RT7 =2 F—UVIJAOTYED IF—ELTEET S ICE, BHl
THEEBHEEETILEN HYVET, EETIRICEK. BSLOBRICEALESawSvE>Y
F—CFOEKEILBRIZEERAEFERATIHENHYET, HOBNEEMELEBRZEATS
$£4. AWS Database Encryption SDK &, F—XFTUTIHNRLTH>TE, FYEVTF—%R
BMELEEALEEA,

BRE7 1L —DERK

KMS ¥—%# AL THES{tEhETF—22EST2HE8 . BET—RTESTS, 2FVY), £H
T2V Tx—%, BELEEDOKICHRIDONIRANTZITAATT, EEL, BEIC
WLUT, ZYE D F—2BELBEVREE—RTESIZCLETEXRT, COETE—RTE., TO
KMS ¥—ZfFEFEERET7 I EATERZ 1 —H—ICBEELEL, BEtehiF—2F—2BESLL L
KMS ¥—%FEHAL TES AWSKMS TZEET,

BREE-—RTESIILENHDERR. BECRETVAIINEZ—ZHERAIDILZHBOLET, Ch
&KV, EATED KMS = BESHMIZAWS PHIV N BLROF N—FT A3 VAOF—IC
FIRENEKT, RHT7 AN E—RBATSIa2TIN. RANTZI9TF1ATT,

ROREFEALT, RET7 A ILEZ—ON—FT 1232 DEZRELET,

—>3> N—=—FT14>3>
AWS U—> 3> aws
RED—->3> aws-cn

AWS GovCloud (US) Regions aws-us-gov

ROBIE, BT I E—2ERTBHEZRLTVET, - RZEATIHIC, YT IIEE
AWS THIUN BREN—T14232>OBMBEICEEEAET,

Java

// Create the discovery filter
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DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();

C#/ .NET

var discoveryFilter = new DiscoveryFilter

{

Partition = "aws",
AccountIds = 111122223333

};
Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

RVWFTFo—F—IR—-ADEH

AWS Database Encryption SDK 2T &, T N ZEBOBESUITUTILTOEETS C
ET, HEAF—NXZEZFOIT—ER—AODIVTAT 2 MIOBESLZERETEERT. NILFTF+>
D—TF—ER—AZRFNTIEER. EF1VFTAEHE, YILFTFI—NFEhsoEF1)
TABEHILEDKSICHELBINEBBLTILKESY, fIZE, YILFTFURTF—ER—RA%EFE
FA9%&. AWS Database Encryption SDK ZBIOH—/N—fIOBES{LY ) 1—a> eaxEdht
DEENICHEITDUREMEN BYET,

T—ER—ARNTERO I —H—HFBSEARL -3 ZRITLTVREEE. WIFnHhn AWS
KMS #—U >4 %#EHAL T, BEXARL—3 >V THEATIENOF—28I1—Y—ICBHTE
Y. NILFTFHI—0IZAT U MIOBSHKY)1—-23 AT —2F—0OERFEMIC K
BBENHYNET, ARBBEREILC, T—RET T2 —JElBEITRLZHHOLET, T
F2—=NFT7 54X F—0FE (Amazon DynamoDB T—7 I DON—FT 423> F—BE)IZK2T
BrRlehaBEe, F—0BEBRFBEICEVYET,

AWSKMS ¥—) > JZ#ERL T, ET7F 2 N ZERIO AWSKMS F—U2 T HLV THOBTER
T AWS KMS keyse TF Y R EIZTHNEFOHLDE AWS KMS ICETWVWT, AWS KMS F&/E

RNFTFo—F—ER—ADEH 27
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F—UDJEEALTHCHLERPMRICHZA D CENTEET AWS KMS, AWS KMS FEE+F—1
> 7. Amazon DynamoDB T—7LIZRFEN TV S AWSKMS rEE M =7 50 FF—%FEH
L. BB RVESARL -2 3V THEAChZ TS FF—ITUT7ILZO-ALICF vy 2
ITBHZETAWSKMS ., RUHLO#HZERS TRESINTU7ILFYY>21Y)1—-232TY,
T—ER—AICBRZEAELZESLERETDICE. AWSKMS BEFXF—VUJZ2HRATIHEND
WET,

EEZMNEE-O0OEK

AWS Database Encryption SDK (&, Z#EF - &EEE—1 2FRALT, 7IVEhET—
BR—AL U EEETDERL, BEENEL - RERRTEIRRTERRES(LY ) 1—
avERBLET, =2 L. AWS Database Encryption SDK &, 7L —FFARNDEBEFE
T714—ILRASELILRETEDBREMFNEEL—DEHR—NLTVET, BRESFEE—OEF,
SIGN_ONLYZ 4 —J)L R& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 —JL RIZRL TA
VTV OAREERL, BRIV ERTIBDERE—INO—ETT,

BIZE, NIWFTFUI—F—ER-ANHZEE. BEDTFT—0F—ICr2>THS{LE NI
LO—RIBIHDESHZHRIZIEDIC, F—ER—RAZIJTUTEDLSICTREENEE-]O
VEERTREERBEOLET, FHICOVTR., "NILFTFUI—F—ENX—ZAFOE—TOY
NIT), 2Z2RLTLEEW,

ERMNEE-OZERTRICE, AWSKMSBEBFX—U > J2FERTILENHBYET,
BENEE-OVEREITDICE. XAOEZEELET,
Java

Bar—1 8E

RO BT, BENEE-IVREATERNEN-NIJARNZO-NNICERLEXT,

List<CompoundBeacon> compoundBeaconlList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.builder()
.name (" compoundBeaconName")
.split(".")
.signed(signedPartList)
.constructors(constructorlList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);

E—d N—YarEs

\!
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ROBITE, E—OYN—T 3> TBEAEN—RUANEIO-NLEESELES, E—T
N—TavOESEOFMICOLVTR, B 0EA, 88BLTEEL,

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.signedParts(signedPartlList)

.version(1l) // MUST be 1

.keyStore(keyStore)

.keySource(BeaconKeySource.builder()
.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ .NET

Z2£A&0— RS2 7 )L %S BeaconConfig.cs

EENEE-OVRE

RO OPITRE, BREFEE-IVRERNTERNEN-—NIVARNZO-AIIICERLET,

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon

{
Name = "compoundBeaconName",
Split = ".",
Signed = signedPartlList,
Constructors = constructorlList
};

compoundBeaconList.Add(exampleCompoundBeacon);

- N—23arvEsE

ROBITIR, E—OYN—2 3 TBEMAEN—RNURANEIO—/SLICESELET., E—T>
N—T 3V OEEOFMICOVTR, E—TI 0EH, £88BLTIEEL,
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var beaconVersions = new List<BeaconVersion>
{
new BeaconVersion
{
StandardBeacons = standardBeaconlList,
CompoundBeacons = compoundBeaconlList,
SignedParts = signedPartslist,
Version = 1, // MUST be 1
KeyStore = keyStore,

KeySource = new BeaconKeySource
{
Single = new SingleKeyStore

{
KeyId = branchKeylId,
CacheTTL = 6000

};

BEMNEN—ME. O—ANFEFITO-NILCERZRENIZJANTERTEER Y., AELKRY.,
E-O2N—2320JO0-NILIJARNTEBEREN KR EZERITD_LZHEOLET, BEFLE
N—RhZJO-NILICERTHET, EN—hZ21EHERL., TON—rZEHOESE—T>
RECHAIATEET, BENEN—NZ1HEGFERATSSEER. BEaAEE—OVEENO—
ANVARTERTERY, JVARTZIZVARTR., O—ALAN—rETO-NILN—FDEH
ZSRTEFRT,

BEREN—RNURANEYO-NLEERTDBEAR. BEAEE—IOAE—IVBEDT 41—l
RETEY T TEBINTOLEERBITEIIVARNT VXN~ RO URNEEETDBEN V)
7,

@ Note

EAFEN—BNVAREZITO-NILIZERTSIZIE,. AWS Database Encryption SDK @
N—=232 32 UREFERATIVENI HBVET, ILLN—RZJO-NIICERTSH
2. IXTOV—F—-ICHLWN—>23 20277014 0F T,
BEOE—OVREZEHL T, BEFAEN-—KNJARZJA—NILIIERTDEREFTE
Tt A,
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E—O>2%

E-O2ZzZ0IVI2BRICEARATSEME.

EENEE-O2 ORI, BELENTWEVWT A —)LREBURRICTRDERETEEE
Ao 2 O2OE—VZRLUBRICTRDERFTEREA,

2 EXF
BRENEE-DVZRET I Z7HIBDLHICEAET DI NF,

DEINF, BEFEE-—OVOBEREBD T —ILROTL—2TFANOEILCHRTSC
ERFTEXREA,

EEFREOHBAIDIAN
BEMNEE-QVICEENDEEBNE 71—/ RZBBILET,

EZEWAZE., BEI. V—A, LTIV IANEEFNTVWBRRBENf HYVET, V—AK, N—b
Aa%Al 9% SIGN_ONLYZE 7= (& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 —J)LRT
T V=AW, 71—I)LRB, FLERIXANENET I —I)ILROEEZSBIDAIVTYIATH
DRENHYET, N—VYEBNY—RERBBNTIHEE, V—A%ZEKITSD L, AWS Database

Encryption SDK BBHICZTDREIZY —ARELTHEALET, AREABEAEEIC, PoBEL
TYV—ARAEZEETDCEE2BEOLET, L7V IR EEONZIEIEETEXTTH.

—ETHhEIVENHYNET, BENEE-AAD 2 >DOBENZOIBFLICALTL 714V IR
ERIRZER>TEFRLA, BAE—IVICE > TREFThZHPo OIS ZX BT D EVNE
EERATHR_Ex2HBHOLET,

AgeRY), BENEN—RNZIJO-NIICERTDEZHBMHOLET, BEEFEN—bZ 1
DNBEEE—JVTOAERATIEHESRE. O—NIITERITD  CLZRFILTILKEETVL, O—AH
IMCEZENEN—RNE, JO-NILICERZBENEN—RNERUTL7 1Y IORE LB EE
DCERFRTEFREAS

Java

List<SignedPart> signedPartlList = new ArraylList<>);
SignedPart signedPartExample = SignedPart.builder()
.name("signedFieldName")
.prefix("s-")
.build();
signedPartlList.add(signedPartExample);
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C#/ .NET

var signedPartsList = new List<SignedPart>
{
new SignedPart { Name
new SignedPart { Name

"signedFieldNamel", Prefix
"signedFieldName2", Prefix

IIS_II }’
"SF-" )

%
dAVARNTZORVAN (FT23)

BEANEOHDEBENELE -V ILL2TTEVTIINTRESEETEBRHFEZEZERTHIAL
ZU8—%RBRILET,

OdVARNTZORVANEZRBELZVEES, AWS Database Encryption SDK IEXDF 7 # )L M D
AVARZ V2 2FERALTEREREE—O22T7EVTILET,

* INTOBENEOHS (BEMNE OO JANMIEMNE niz)E)
* IRNTOBHRIBETYT
AVANZ IR

EAVANZVE—R, BEMNEE-DDVETEVTITR2 1 DOFEEERTSIAVAL
ZUE—MODEFFNEVARNTT, AVARNZIVEZ—HIREVANIEMENLIEFTHES
Th, FWOREBEET W ETIXFTRYSINEXT,

BAVARNZ O R—BRIE, BEFZOHDICRaES T, TOSBHHA A
NRSOB—HATHRETHDN, AT THINEERLET, fHlx

(&, Fieldl, Fieldl.Field2, & & U Fieldl.Field2.Field3 TEZHFEE - %7
TVUFB5E, Field2 B8R Field3 &2F 7> a> el TN¥—2L, AVARNTIR—
Z12ERLET,

ZBAVARNTOVEZ—IC&., DBLEE1 DOMELDHNFMVETT, VI')TBEGINS_WITH
BETEFEHATEDESIC, BOAVARTIIZ—DBRVOBD ZNBICTEIEEZHEOLE
9,

AVARNT V82—, BEBZHIFINTLIO-RACHFEIZDESICHAILET. HILLL
O—RZZBZIACKIC, BEMNEE-IEAVARNTIZ—DOUARNZEAL T, EEEh
EEASE-O2ETEYTILTERZAESHEHMLET, AVARNTVEZ—HFOAVARNS
I92—QVANIEMEEZIEFTE-O>07 > 7 2EdE&, RBLEKPOIV AR
V8—%FERALET, AVARNFIEZ—AERUBLEVES, E-O2VRBELI-—RICEEAEXN
FtA
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IRNTON—F—F4 82—, VJIVDRKRNIBRILELLKZBLSICAVARNTIE—D
BUIEFZEETILENF HVUET,

BEDIAVARZIVEZ—DOIVARNZEETDICK., ROFIREZEALET,

1.

BENEOMH LAV ARV E—HOZERL., TOMIN VAL ESHZERL X
ER

OAVARZI9R—OBHIOERE, BEENZT7 A —)LROBBTHIBENHVET,

ROBIE, 1 DDBENETA—ILRODVARZIVEZ—OH D ZERTDHEZRL TV
x9,

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
.build();

C#/ .NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

ATYZ7AITHERLEOVARNS V-8 zeERAL T, EEaEE—O2%27E2 7T
DARBHECEILOAVARNT IR —ZERLET,

BlzIE, Fieldl.Field2.Field3 & Field4.Field2.Field3 #4903 3E4. 2
DNAVARNTIVRZ—%ERTRIHVEN HVET, Fieldl & Fields &, 2 DOBEMED T
VARTOR—TEZENTVWD YD, MAHEENSBICTDCENTEEXT,

Java

// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartlList = new ArraylList<>();
fieldl23ConstructorPartlList.add(fieldlConstructorPart);
fieldl23ConstructorPartList.add(field2ConstructorPart);
fieldl23ConstructorPartlList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartList)
.build();
// Create a list for Field4.Field2.Fieldl queries
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List<ConstructorPart> field421ConstructorPartList = new ArraylList<>();
field421ConstructorPartList.add(field4ConstructorPart);
field421ConstructorPartlList.add(field2ConstructorPart);
field421ConstructorPartList.add(fieldlConstructorPart);
Constructor field421Constructor = Constructor.builder()
.parts(field421ConstructorPartlList)
.build();

C#/ .NET

// Create a list for Fieldl.Field2.Field3 queries
var fieldl23ConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
};
// Create a list for Field4.Field2.Fieldl queries
var field42lConstructorPartList = new Constructor

{

Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }

iy
3. ATV 2THERULEIXNTOOAVARNSIVR—%2ECAVARNTIOZ—DO) ANEERL
x£9,

Java

List<Constructor> constructorList = new ArraylList<>();
constructorlList.add(fieldl123Constructor)
constructorList.add(field421Constructor)

C#/ .NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,

field421Constructor
};

4. BEMNEE - ZERTBEIC constructorList #EELE T,
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AWS Database Encryption SDK O F—A K7

AWS Database Encryption SDK Tld, F—A K7k, BBAWSKMS £—U > JTHERAE D
BT — % %R T % Amazon DynamoDB T—7 )L TF, F—AKNT Ik, BEF—VJZERALT
BEEARL—2 3 ERTTRLEHIC AWSKMS IR UL TITSHENFN $2HUTELOBERS T
DI®IBEFT,

F—ARNTE. BEFX—V2INFIORO—THEBSLZERITL, F—FBSLF—ZRETBDLHIC
FRHTZ T 0FF—2REBEBLCEBLET, F—ARNTIR, FOT17HBTS0FF—L,
TSU0FF—OUBOITXNTON—2 AN REENET, FTIOTATBTZ0FF—k, 75>
FF—OFEHN—2320TT, BEFXF—VU T, BEILUVIIARNIEIL—EDTF—ZES{LF*—
EERAL, POTATBTSOFF—DESMELE—BENSYEIVF—2FEALTETF—2BESL
F—2BESLLET,. BBEX—V IR, PUOTA7BTS0FF—&., TOEHSYED TF—0
BICEIEhERBICHKILET,

*—ANFOABE S
F—ARNT
To50FF—E-—0F—BEOEET—R2%ZHRET S DynamoDB T—7 )L,
IL—KhF¥—
F—ANTAOTZ0FF—EeE-O0F -4 L TRET D RHESL KMS F—,
To50FF—
IRA-T7HEStAD—E0ZvE Y IJXF—Z2BBITHLHICEINAE NS TF—2F— 12
NDF—ARNTICEBOT S0 FF—2ERTEETY, FT50FF—EF—EIC1 2070574

TBTZOFF—N—2320REFIDENTEES, PIOTATRBRITSUOFF—RG, 75>
FE—OEHN—>32TY,

75 FF—I&. kms:GenerateDataKeyWithoutPlaintext AR L —3 3 > AWS KMS keys % {§
LT ASKELET,

SvE> T *—

EFILANRL —> 3 TCHEAT D TF— ARSI F—Z2BSHKIDEHICERAEND—EBEOTF—
9:\:_0

SYTF—RETSUOFF—PESMELET, F—EBTOLAOFEM-COVTIE, AWS KMS
TREEFX—) T OREMNEEEM 25BLTIEEL,

F-ARNTORFLHR 35
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7 — SRS {LF—

EEARL -3V THEAETNDT—2F—, BEF—U2JR. BS{LUIIARIEIL—
BEOTF—2ESHF—ZEALET,
E—2F—

BRETVESESICAOE-IZERITILEHICERAEINDZTF—2F—, FHICOVLTE, &
RAESES, EZFRLTIEEL,

H/NMHEQT VL AFFAIDREK

F—ARTEAWSKMS EEBFX—U >V 2EATRHAE. XoO—-I)ILZ2EHL THE/NMHEDRE
RS CEZBHHLET,

F—ANTEBE

F—ANTEBEEF, F—ARNTE, F—ARNTHIREBICRETD /S0 FF—2ERB K
CEEBLET, F—ANTEEBEF., F—AMT7 L TH#EET S Amazon DynamoDB 7—7JL
NDEEIAKEREH OE—DI—HY—THIVENFHYET, CreateKey ¥ K&, FEDH
PEBEARL—IAVICTOEATER I —H—R, BEEEODATIVersionkey, chsmn
FARL—=2a2@, F—ANTT702aZ2BNICRELTVWDEBEEICOKETTEET,

CreateKey &, F—ARTOFAVARNIHLWKMS £— ARN ZEINTEBFEFTRL —
a2 T9. CcOKMS F—l&k, FILWTFIOTATBTSOFF—2ERTEET, KMS F—7
TS5U0FF—ARNTICEBMEhD E, BIRTZEBRWVWESD, COARL—23aAOT IR %
BRIBJD_ezHEOHLET,

F—ARTI—H—

FEAEDHE, F—ANTI—H—R&, F—20ES, B85, BE. RIAEZTSEEIC.
EEX—UJZNLTOKF—ANTZRELET, TOLO, F—ANTELTHETS
Amazon DynamoDB T —7 ) ADHEAEBY T VL AFAO AN BETT, F—ARNT7I1I—H—
(&, . . GetActiveBranchKey GetBranchKeyVersionZENBEFILARL —2 3> A8
ICFBEAARL—2IVICORETIEATEIHENH ') EIGetBeaconKey, FHTD TS
FHFR—ZERELFEEITDLONOT IV EAFARSELY EE A,

F—ARNTTOIIAVHABHNIIRESNTVEEE, FLRIBEALCKRETATVSI5E. £
ARL—2 3V BRTTEERS, F—ARNTT7IVIAVIREBICREETATVSREE. EEE
ARL—23 2 (CreateKey B &KV VersionKey) ZRTTD LR TE R A,
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T50FF—ANTEBENTSO0FF—ARNTICERDO KMS F—%ZFA ) ANCEEL L5
Bk, BExX—V) 2N EBOKMS F—%2FATEDLSIC, F—ARNTI—HY—IrRHERIC
F—ARNTFTIOIAVERETD_ELEZHEOLET,

F—ARNTZEKTD

T 0FF—"ERLEY, AWSKMS EEFX—1) JRFERATIEIC, F—ARNTEERTIHE
FHYVET, Chid, 750FF—%EBH L EE TS Amazon DynamoDB F— 7L T,

/A Important

TS50 FF—%R¥ET S DynamoDB T—7 L ZHIBRL BVWTLEE WV, COT—7I)LZH|
BRIde, BEFXF -V Z2ERAL TESILENETF—RE2ESTERLILBEYET,

N=—TFT414232F—V—-rF—ICROMBENFIEZFEAL T, "Amazon DynamoDB FAX[O Y
N=HAR O "T—TI)OEHRL OFIEICRVET,

N—FT1>3>F— Y—hF—

R—=AT—=T)I branch-key-id type

WEF—ARNTH

F—ARTELTHEET S DynamoDB T—7ILICBRIZFFR &R, F—ANTT7O> 3%k
ETHEEBETIPREFT—ANTEEZEEIRNTBDENEETT, REF—ANTRRFF—
ARTOREBFELTHEL, BHIOI—Y—INBHACERL-RIEETEREA, F—AKNTT
223> TlE, BLEALUBREBEF—ARNTRZEETIHLENf HYET,

DynamoDB F—7 LB EREBF—A RN T B DI (E one-to-one DY YEV TN MUETT, wEF—
ARNT7H&&, DynamoDB DETARL —2 3V ZBRNITDLEHIC, T—7ILICEREIhTVS T
RTOTF—RICESHICNA > RENET, REF—ANTEIE DynamoDB T—7 LB LR EX
DEENBYETH,. REF—ARTRELTDynamoDB T—7 I BEEETH L 2B BHD
LET, NV ITY7HS5 DynamoDB T—7 I\ ZEX L EEICT—TILBHIEEEShI-HE, WE
F—ARNTEZH LV DynamoDB T—7 L BICIYE I LT, BEF—VINBIEHREF—R
RFPICTOEATEDRSICTBDCENTEFRT,
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REF—ARNTRBICHBERPEBBZERZEHEVTLEEV, REBEF—ARNTHEIE. AWSKMS
CloudTraill IR R TTL—2FFARNT ELTERRENE T tablename,

ROATYT

1. the section called “F—ARNFFT O3 %2/ ET D"
2. thesectioncalled “7 S FF¥—&ERTS”
3. AWSKMS FEEFx—) > J%ERTS

F—ARNTPTO23A2V%RETS

F—ANTT7O>avR, I—H—HNFRITTEDIARL—>32 &, AWSKMS TOREEF—1) >
IHFF—ARTICHFAVARENTVBKMS F—ZEDKSICERATIHNZRELET. AWS
Database Encryption SDK &, RODF—ARNTFT I I VEBEZEHR—KNLTVET,

il

F—ARNTEZBNICRETDE, F—ANTR, F—ANTFIIVEHRET
%kmsConfiguration& ZI(Z THEL &= KMS ¥— ARN ICEEF TSz KMS ¥F—D k& fE
ATEET, 72 0FF—0ER. N—23aZ2J, EEEBEICE O KMS ¥— ARN A" 34
LEBE, AN AO0—EhET,

TIYILF)—232 KMS F—ZEETE £F9 FkmsConfiguration, V—2a>&2ELF¥—0
ARN A" KMS F—ASRELET SV FF—ICREBEEhET, Jlo)—>23a>THx—2EE
THDEWRFTEELRRA, EN—HITBICE, F2E<EUNILFU—2a>F—%2EETIHE
AHVETD,

F—ANTTOIIAVEBNIIRETDE, FAARL—>3Y

(GetActiveBranchKey., . GetBeaconKey) EEEBARL—> 32 (
GetBranchKeyVersionCreateKey $ kT ) ZR{TTE £ JVersionKey, CreateKeyld.
F—ANTEHEAV)ANMCHLWVWKMS ¥—ARN ZEBINTESHBEARL—3TT, <O
KMS ¥—&., FILWFPIOT AT BT S0 FF—BERTEET, KMS F—AF—ARNTIZEM
ENdE, HIRTZERBWVWESD, COARL—=2aADT7 IV EAZHRIZDCEZHHOLE
T,

HR

BRERAICF—ARNTT7O02a2Z2REITRDE, F—ARNTREF—ARNTEHATIVARERTVS
EE D AWS KMS key ARN ZERATEE T, 11ZL. YIIFU—232 KMS F—AiiE h,
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F—ODARN Q=23 HFEAETATVS AWSKMS 547 hoU—2ae—HLEL
Ba. fArA0—Eh&Y,

BREBICF—ARNTERETDHES. CreateKey® BENEBARL -3 ERTITDEL
FTEFEHAVersionKey, BES{L, BF, BR. RIEARL -3 Z2BWCITHEAANR
L—>3>0&ERTTEERT, FMICOVWTIE., TMthe section called “S/NFED T U 2 AFFA
NEER") Z2ZRLTLEZL,

F—ANTF7O2IAVERETS
F—ANFFUYAVERETZHIC. ROWUREKMNBLENTVSZLEZRABL T LT,

« RETTIMBENHDIARL =320 FZRELET, FMICOVWTIE., Tthe section called “&/MNF
EOT Ot AFANDRERE ) 25BLTLSEEL,

- WEF—ANTHEZRERTD

DynamoDB F—7 LB ERBF—A RN T B DRI X one-to-one DI Y EV TN MBETYT, WE
F—ARNT R, DynamoDB DETXTARL —2 3> 2BENHTDEHIC, T—TILILREELT
WBINXNTOF—RICEBSTNA 2V RENET, RO I—H—HFRIVICERLLREEETESE
Bho F—ARNTT023a>TR, ECRAUREBEF—ARNTREEETIHLEN BV ET, FHMIC
D2WVWTIk, Tlogical key store namey Z#SBL T EE L,

BEVERE

ROBITE, F—ARNTTIIavzBENIIRELET,. F—AMT7EL TH#EET S DynamoDB
FT—7ILDOEH, F—ARNTORER, [HES{L KMS F—%HFI T2 KMS ¥— ARN 218ET
DRENHYET,

® Note
F—ARNTH—ERZHENICHKRETHEER, EEL L KMS ¥— ARN ZHEEIZRFIL T
<EEV, CreateKey ARL—> a2k, 750FF—ARNTOHFTJ AN KMS F—
ARN ZEBIMLET. KMS F—HF 7S FF—ARNTICEBMEND &, HIRTDERTE
T A,
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Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()
.ddbClient(DynamoDbClient.create())
.ddbTableName(keyStoreName)
.logicalKeyStoreName(logicalKeyStoreName)
.kmsClient(KmsClient.create())
.kmsConfiguration(KMSConfiguration.builder()
.kmsKeyArn(kmsKeyArn)
.build())
.build()).build();

C#/.NET

var kmsConfig = new KMSConfiguration { KmsKeyArn = kmsKeyArn };
var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = kmsConfig,
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName

};

var keystore = new KeyStore(keystoreConfig);

Rust

let sdk_config
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;

let key_store_config = KeyStoreConfig::builder()
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.ddb_client(aws_sdk_dynamodb::Client: :new(&sdk_config))
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key_ store_name)
.kms_configuration(KmsConfiguration: :KmsKeyArn(kms_key_arn.to_string()))
.build()?;

let keystore = keystore_client::Client::from_conf(key_store_config)?;
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XD OHTE, RERAODF—ARNTT7Oa &R ELET, F—ARMNTELTHEET S
DynamoDB T—7 )L OB HEREBF—ARNT B ERETIHENHVET,

Java

final KeyStore keystore = KeyStore.builder().KeyStoreConfig(
KeyStoreConfig.builder()

.ddbClient(DynamoDbClient.create())

.ddbTableName(keyStoreName)

.logicalKeyStoreName(logicalKeyStoreName)

.kmsClient(KmsClient.create())

.kmsConfiguration(KMSConfiguration.builder()
.discovery(Discovery.builder().build())
.build())

.build()).build();

C#/.NET

var keystoreConfig = new KeyStoreConfig

{
KmsClient = new AmazonKeyManagementServiceClient(),
KmsConfiguration = new KMSConfiguration {Discovery = new Discovery()},
DdbTableName = keyStoreName,
DdbClient = new AmazonDynamoDBClient(),
LogicalKeyStoreName = logicalKeyStoreName
%

var keystore = new KeyStore(keystoreConfig);

Rust

let key_store_config = KeyStoreConfig::builder()
.kms_client(kms_client)
.ddb_client(ddb_client)
.ddb_table_name(key_store_name)
.logical_key_store_name(logical_key_store_name)

.kms_configuration(KmsConfiguration::Discovery(Discovery::builder().build()?))
.build()?;
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TOTATRTISOFF—%ERTD

T7S5FF—k. AWSKMS BEE+—1) > AWS KMS key AU H L O RS T ICEH
T HASMELET—ZF—TFT AWSKMS, PIOTATBITZUFF—RF, 750FF—0OFH
N—23>TH, BEF—V T, BELVIIARNIEIL—BEOTF—RF—24ERL, TUTA
TBTSUOFF—DESRELE—BEOSYEVIF—2FALTETF—2F—2BELLET,

FLWPOTATRITISUOFXF—RERTDICEK., F—ARNTTIOIIVEBNICEETISLEND
\)ETF, CreateKeyld,. F—ARNTTIIIAVHRETEEENE KMS ¥— ARN ZF+—AKNTFF

AUANIEBMTDHEARL—23 20T, RIC, KMSF—E2FALTHLWTITATHTS
UFF—FZERLET, KMS F—HFF—ARNTICEMEND E, HIRTERVWED, COFXRL—
2AVANDT IV EAZFIRITDCEZHEOHLET,

T7U—>3a>od> NA—=)IL7L—>0 KeyStore Admin 1 > X —7 I 4 AZNL T
CreateKeyZARL—2 3V Z2FATR L Z2HHHLET, COT77O0—FF. F—BFEOXRAL
T20T74RE—BLTVET,

F—B L=V TSOFF—RERLBEVTLEEVN, COHFEICKY) ., ROXSIBERICASDT
BEMN DY ET,

« NDAELFVUEHL AWS KMS
- FARETHEOEVIRETAWSKMS O NOEHROREBEFTHL
« /\Y F*>% DynamoDB 7—7 LA DEHH® TransactWriteltems MO H L o

CreateKey ARL—2 32 IClk, BFEOT S0 FXF—NLEEEEThBLVELS
I, TransactWriteItems®MUOHULICRHEF IV INEENET, =L, T—E2SL—2THF—
BERTDE, VDIY—AQOFDERNBERARPNT 7N AOBEN RETDAGEENF HV) ET,

F—ARTT1IDOOKMS F—ZHAVANIBRIDCEE, F—ARNTTFIIIVHRETEEL
= KMS ¥— ARN ZE#TL TCreateKeyBE ZHUOHET LT, EHO KMS F—Z5FA ) AN
BRIDEETERT, BROKMS F—Z2FAVANIBERITIES, F—ANTI—HY—E,
TOVEATEDF—ANTTHAVANIBREENEEEOFXF—EFERATEDLSIC, F—ANTT
V23V ERBEACERETDILENHYET, FMICDOWVWTE. Tthe section called “F—A KT 7
DAV EBETD ZSRLTLEE,

MBZ T AR

To20FF——2ERTBICE. F—ARNTTIIVTHEEENIEZKMS F—ICWTD
kms:GenerateDataKeyWithoutPlaintext & &k T kms:ReEncrypt 7 7 E AFFANBETT,

To0FF—%=ERTD 42


https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKeyWithoutPlaintext.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_ReEncrypt.html

AWS 7F—Z X —ABES1t SDK FROYN=HA R

T720FF—%ERTS

ROARL—23 TR, F—ARNTTIIVERETHEELEKMS F—2EALTHLVWT Y
FATBTSOFF—%ERL., F—ANTELTHET S DynamoDB F—7 NI T 9T 1 T
SUFF—ZBMLET,

CreateKey ZHUOHITHIC, ROFAT IV OEZEETDEZBIRTEET,
« branchKeyIdentifier: # A& /A branch-key-id ZE&ULF 9,

N AR L branch-key-id ZER TS IZIE. encryptionContext NTX—ZIZEBMOES{L]
VTFARNEEDRIMBEEHVET,

« encryptionContext: &, kms:GenerateDataKeyWithoutPlaintext FO'H U ICEEN B ES{L]
TFANTEMNORILET—2F (AAD) ZRMTZ—IL Y NUADOF—ELEBORTOFT> 3
ey hEERLET,

COEBMOBEAITHFANE aws-crypto-ec: 7L 71 YV RELEILRRENET,

Java

final Map<String, String> additionalEncryptionContext =
Collections.singletonMap("Additional Encryption Context for",
"custom branch key id");

final String BranchKey = keystore.CreateKey(
CreateKeyInput.builder()
.branchKeyIdentifier(custom-branch-key-id) //OPTIONAL
.encryptionContext(additionalEncryptionContext) //OPTIONAL

.build()).branchKeyIdentifier();
C#/ .NET

var additionalEncryptionContext = new Dictionary<string, string>();
additionalEncryptionContext.Add("Additional Encryption Context for", "custom
branch key id");

var branchKeyId = keystore.CreateKey(new CreateKeyInput

{
BranchKeyIdentifier = "custom-branch-key-id", // OPTIONAL
EncryptionContext = additionalEncryptionContext // OPTIONAL
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1)

Rust

let additional_encryption_context = HashMap::from([

("Additional Encryption Context for".to_string(), "custom branch key
id".to_string())
1)

let branch_key_id = keystore.create_key()
.branch_key_identifier("custom-branch-key-id") // OPTIONAL
.encryption_context(additional_encryption_context) // OPTIONAL
.send()
.await?
.branch_key_identifier
.unwrap();

£, CreateKey ARL =2 I VICEK Y ROENERENET,

* branch-key-id ®/Y—2 32 4 Universally Unique Identifier (UUID) (A& A branch-key-id
ZEELEBEZERL),

« ISUFF—-N—=23>0O/N—T3>2 4UUD

+ 1SO 8601 M HEEF X M timestamp (HEM FE (UTC))o

ZND#%. CreateKey ARL— 3V RROUIVITARNEFERLT
kms:GenerateDataKeyWithoutPlaintext Z FUFH L £ 9,

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : "type",
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : "1",
"aws-crypto-ec:contextKey": "contextValue"
1,
"KeyId": "the KMS key ARN you specified in your key store actions",
"NumberOfBytes": "32"
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}

(® Note

BREAELGESILOLEDICTF—EIR—AZEEL TLVARWMEETE, CreateKey AXRL —
AT IOTATRTSUOFF—EE-D0F—%2ERLET, BHADF—RFF—ART
ICRTFEEIhET, FHACOVTR., "BRETELESILOLOOBEXF—VJOFERL Z
SRLTLEEL,

RIZ, CreateKey ARL —2 3 V(& kms:ReEncrypt Z L, BSALIAVTHFANEEHLT
TS50FF—0OF 07147 L 1—REERLET,

BR&IC., CreateKey ARL —2 3 & ddb:TransactWriteltems Z®MUHL T, ATY 7 2 TEKL
ET—7NMTIo0FF— kR TAHMLVERZEZIAXE T, BEICRROBHENFHYET,

"branch-key-id" : branch-key-id,

"type" : "branch:ACTIVE",

"enc" : the branch key returned by the GenerateDataKeyWithoutPlaintext call,
"version": "branch:version:the branch key version UUID",

"create-time" : "timestamp",

"kms-arn" : "the KMS key ARN you specified in Step 1",

"hierarchy-version" : "1",

"aws-crypto-ec:contextKey": "contextValue"

FOTA7RTSOFF—20—FT—232F2

BT 0FF—OLEOIL—EILBEETERTITATBEN=23 @12 FTY, BF. 77
TATBETZU0FF—N—23a ik, BROVIVIANEFT LT EDICERAEhET, 5L,
A—YY—NDNTIOT47B8TS0F*x—%2BRAATIEREHHL., 7OT1 78750 FF—%20—
T—aAVTREEERELET,

T7S5oFF—, TL—VFFARNTF—2F—OBE{ICRERAEhERA, chslE, FL—Y
FEFARF—RF—ERWENLTHI—BENSYEVITX—2BHIBLEOICEREhET, SyEY
JF—EBHTOEATR, 28/ N\M NDSUALUERBIE—BO R /N NOSYEVTF—H4E
RENET, Chid, BEOBEARKETRHIC, 7S5O0FF—H7BOBH. 2%y 2% %2822
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—BOZYEV X —ZBHTED L ZERLET, COLSICHETZIVAIBIEHTEVED
D, EZZRANL-IUREZY, BROBRHICLY, POTATBRITZ0FF—0O—FT—2 a2V HFRE
CBBBEENBYVET,

T7I520FF—OF7 0747 B8N—232@, O—T—23VENBETTITATRERERYE
T RBION—2320F 0T 178750 FF -, BSEEIRL—2a2V0RTICEERE L
T, HLLWSYEDIF—OBBICRERATETEAN, 5IEH{REIVITVERETL. 7OT17HIC
EELIET— X —Z2BES IR LHOTVE TF—ZRUTEXT,

/A Warning
TARRETOTZVFF—DHIRETICRBER A, BIRENZT S FF—RFEATE
FthA, TARNRETELUID D7 S FF—ZHIBRL TEBERTDE. ROBBENRKET
DHREEANBYYET,

« LBIOTARRITONTIUTZILGEF Y Y AICEDARMENIHGYUERT

« —WBOTARKRARNKERZRAL Y R, HIBREN LT SOFF—2FALTTF—22HES
ILI2BENBYERT

c HIfE N7 SO FTHESEhETF—R2EESTEXREA

METANTHESILORKZERSICE :

c HILLWISOFF—2ERITIEICEEBEF—V TV TI7LORAZUEY NTD, £
FARZEIL—BENDTS>F+— IDs
MEBRT Ut A

T7o20FF—20—7T—>32F%ICR, F—ANTTI23A2THEEENLKMS F—ICHTS
kms:GenerateDataKeyWithoutPlaintext & & T kms:ReEncrypt 7 7 £ AF AN BETT,

TOTATBRITZoFF*F—=20—F7T—>329%

VersionKey ARL—2 3> & FEALT, POTA7 BTS2 0FF—20O0—F7T—23 2 0LFT,
TOTATRBTSUoFF—20O0—FT—2309dE, RBION—2a2BEMADLEHICHL
WITSUFF—NERENhES, POT147B8750FF—%20O0—7—23>LTH, branch-
key-id FZEDV EHE A, VersionKey ZHUTHIRIC, BETITA T BT S0 FF—%EAT
% branch-key-id ZIEEETHHXEN BV ET,
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Java

keystore.VersionKey/(
VersionKeyInput.builder()
.branchKeyIdentifier("branch-key-id")
.build()
);

C#/ .NET

keystore.VersionKey(new VersionKeyInput{BranchKeyIdentifier = branchKeyId});

Rust

keystore.version_key()
.branch_key_identifier(branch_key_id)
.send()
.await?;

47
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F—U27

954T > NMIOBEILZ 47> OEEIA AWS Database Encryption SDK ICEEEhEL
o COTFROY/N—HA RTIE, 5lZ#:Z DynamoDB Encryption Client [CB8 ¥ 218 Z=RHEL
7.

AWS Database Encryption SDK &, ¥F—U >V JZFRLTIARO—THESLERTLET. T—
2X—DER. BB, BEE. F—U TILE>THILNET, F—U2TE. BELEhEE

LI-RZREITD—EBOF—RXF—DY—RE, TOF—RF—ZBSHKIZTVETF—&R
ELET, F—UVJRBBLRICEEL, EEHICRRALF—VIPBOF—D 2 JZBELE
CB

BX—USTERBICERTEN. F—ULTERKIADETILTFF—ULTICTHENTES
T, BEAEDF—UITRT—RF—%4ERK, BEL, BLOEETHENTEETH, BT
DARL— 3V E A1 DDFRFTEF—ULY (Bl F—RF—DHELERTEIF—U>Y) BER
L. OF—U> T e BAADETHERT B LN TEET,

SveEIF—%REL., (AWS Key Management ServiceAWS KMS) Z RSt L EVWFEEIC AWS
KMSkeys LB\ ZFEATRF—U IR E, RE2BBERATHSIARL -3 Z2ETTD
AWSKMS ¥—UD >0 & ERITDCEx2HEOLET, £, N—RIOIT7EF2VFTF1ED 1)
(HSM) L REEThTUWBS YL T F—PHOT AR —F—H—E R L > TREThTVBS Y
EIx—2FERTRIF—V T ZERTHEETEET,

F—)2TR, F—32F—, TLTIRKENIIET—2Z2REIZDTVYEIF—ZRELET, X
AVIZEANT, RER2BTVEVIF—Z2FALTLKEETV, ATREBEBEEREEIC, /N\—RDI
T7EF1VFAED21—) (HSM) FERFF—BEBEA > TSARNZTIF ¥ (AWS Key Management
Service (AWS KMS) @ KMS F—X> AWS CloudHSM OBES{tF—BE) ICK>TREES NS VE
UF—=FERALTLEZ,

AWS Database Encryption SDK ([CRFEBHOF—D 2 JEX—U D IRENMAEENTHY, MEOD
NABLF—D) 2T ZERKTEET, AURATELRELRDRATD12ULOF—U2T%E
CNILTFF—V T ZERTRDEETEERT,

N =
e F—)2ITJDOLL &
« AWSKMS F—1)> %
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- AWSKMS lEE*+—1D 7

« AWSKMS ECDH *¥—1) ¥

« RawAES ¥—1 27

« RawRSA F¥—1) 7

« Raw ECDH ¥—1) 27

s INFF-U2T

F—U2TDOLL &

94T NMIOESLS (751 OBEIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lZ#E DynamoDB Encryption Client I3 2158 Z 24 L
F£7,.

T—RAR—ANNDT7 1 =)L REES{LL TER TS E, AWS Database Encryption SDK &+ —1)
VOB SUITUTILZERLET, F—U2TR., 7L—2FTFFANOF—RF—, F—-UY
TRNEZYEYITF—ICK 2 THEBSHENET—EF—0OIE—, BLOPF—XF—(CBERT
s5hi=- MAC ¥—%iRL EJ, AWS Database Encryption SDK l&, 7L —>FFAMF—&FAHL
TF—2ERES{L, TEBRLEFRKTL—2TFARMNT—RXF—ZXATVHLSHIBRLET., TDO
#. AWS Database Encryption SDK &, BES{tEhiTF—2F—&, BSELXBROERBZEDMH
NEHREECITVTILOFHBPEZEBML ET, AWS Database Encryption SDK l& MAC F¥—% §H
LT, XTUTIOBBAE, ENCRYPT_AND_SIGNFlF EX—V&ENEIXTOT7 1 —)LROIE
RILICETRNY D AR—ADOXY £—IFREEI— R (HMACs) Z5TE L £ 9 SIGN_ONLY,

T—REEEIIRICE. F-ROBSHICEALLEOLRAUF-—UJZ2ERATREE, BID
F—VDIEATRICEETERT, T—RZESITDIE. ESF-UIIESILF—VT
AOLBLEE1DDZVEYTF—ICT IO EATEDRENHYET,

AWS Database Encryption SDK &, BES{tEhEF—2F—2IXTUTIOBRBALIrSF—D T
BL, F—UJICTOVWThHAEEETBDLSICERLET, F—U TR, SvEVIF—%E
ALTES{ten T —2F—0LWThhrzBESL, 7L—2FTFAMDF—RF—ZRLET,
AWS Database Encryption SDK &, 7L —>FF AR TF—E2F—2FALTTF—2Z2ESLET,
F—UIOSYVEDTF—ODVThERBBTNENET—XF—2EFTERVEEE., EHEELRK
LET,

F—UITOLL & 49
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B-—OF—V27%FATDH. BURATERIEGRBZZATOF— Dﬁ"éﬁxﬁ&éb’d‘(?_)b
FE-—VIICTREETEERT, T—RZEWSHTRDE, NILFF—VDTR, YILFF—
VIOEBHETRIINTOF— 'J/'?WGD?’\'CGD7JI:/'7=\=—LJ:'J‘C EEltEhizT— '5l=\= )
OAE—&, TOF—2F—ICHERNTSNhIZMACF—ZRLET, F—XF. YILFF—-U2ITD
ZYEYIF—OVIThrZR/HOF—V VT ZHEALTESTEERT,

AWS KMS F—U >4

94T NMIOESLS (7 Z 1) OEFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lZ%E DynamoDB Encryption Client I8 3 2158z 24 L
x£7,

AWS KMS £—1U 2 Jd. HHESILE L IFIERTH RSA AWS KMS keysZfFERAL TF—XF—
ZER, BB, B85 L%F, AWS Key Management Service ( AWS KMS) & KMS F—%{RE
L. FIPSERATHESILARL -3 ZRTLET, AEEERY. AWSKMS £—U> Y., £
FEEZOEF1VFT17ONT 1 2FOF—VU I 2ERATDILEBEOLET,

F—TTRMYILFII—23 2 KMSAWSKMS F—%2FHT2CEETEET, YILFU—
TaAavEFRAUEFHEERICOVTIE AWSKMS keys, M) Z28BLTILKEEVWIIILFI—2 3
~ DERA AWS KMS keyso NILFU—23aF—OFMICOVTE. TAWS Key Management
Service FROYN—HA R, O "YINF)—230F—%2FATD Z2SRLTEEL,

AWSKMS F—UZ2JICIE, RO 2BEOSYEY ITF—ZBDBDENTEFT,

c VIRL—E—F—TL—2TFANODTF—RF—ZERL. BEHLLET, T—REZES{LT
B2F—V2UICE, DIRL—EX—F—HN1O28ETT,

c BMF—PIRL—R—F—HPFEBLETL—2TFAMNOT—EF—ZBESHLLET, AWS
KMS F—U2JICE, OB LOENF—Z2BODENTEFRT,

LO—RZEESHITDICEZIRL—FZ—F—HAYETT., AWSKMS £—U>TIZ AWS KMS
F—HF12LABVEE, TOF—RBTF—2F—DEREBESHICERAETLET,

IRXTOF—VJEBEIC., AWSKMS F—U 2V TR ERICEATR s, BURATREZR
RBR2RZATOHOF—) T2/ IONNTFF—VVITHEATRIEETEERT,

hEY D
* AWSKMS *—U 2 JICHBBERT VL AFH
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AWS F—ZAR— RSt SDK FROYN—H1 K
« AWS KMS F¥—1) 249 AWS KMS keys TD D& 5

« AWSKMS F¥—1) T DIER

« YIIFV—=23a2nER AWS KMS keys

« AWSKMS #iiF—U > JDEA

« AWSKMS V=2 aviiF— )0 0FEHA

AWS KMS F—U > JICHEBRBRT IV AFHH

AWS Database Encryption SDK & ZZ4BEBFT AWS THI U N, ICKELELEA AWS OH—E
ARo L, AWSKMS F—U>2VJ %= FERTHICIE. AWSTHOUK &, F—1U2%F AWS KMS
keys D ICTBDUTORNPROT V2 AFANVETT,

« AWSKMS F—U VI THESITBICE. DIRL—F—F—(C TS kms:GenerateDataKey 7
VEAFANYBETT, AWSKMS F—U2TDOINTOEBMF—IZNTS kms:Encrypt 77+
AFANBETT,

s AWSKMS F—D) I TEETTDIZIE. F—AWSKMS U ITAOLBELLEE 1 DOF—IIRT
% kms:Decrypt 7 7 L AF AN MBETT,

s F—UVITERENBIYILFF—VIJTHESILTSDICE. DTXL—F AWSKMS —F—1)
DTN IRL—R—F—IZKT B kms:GenerateDataKey 77 L AHF AN BETT, D ITNXT
DF—)2T DO FTXNTOHOAWS KMS F—IZxF D kms:Encrypt 7V AFAN BETT,

« IEXIFE RSAAWSKMS F—U VI THREILTBICE, F—U T 0ERBICESLICERATBN
TV OXF—ITUTINEEBETBHLEN HB =&, kms:GenerateDataKey & 7z l& kms:Encrypt
FEHBEHVERBA. COF—VU I TESILTEHES. AWSKMS FUOH L FIThhEtH A, ¥
X# RSA AWS KMS ¥ —U > I TESTBICIE, kms:Decrypt 7V ZAFAN BETT,

DTV AFFAOFMIC DOV TIE AWS KMS keys., " AWS Key Management Service RO Y /N —
HAR, O "RBEAETFTOVELAOA Oy 28RBLTLKEEV,

AWS KMS F—1) > ¥ AWS KMS keys T®D Oz 5!

AWS KMS F—U>H ik, 1 DBED 2255 EH TEET AWS KMS keyse AWS KMS F—
U5 T BIEET D ANSKMS key Ik, HR—RENTWD AWSKMS ¥—HBNTFEFEAL =
T F—U2T AWSKMS key ID ZBEITHEHICFEATESDF—HEBIFlE, FARL—>3
VEERNDEREILE>TERYET, AWSKMS keyDF—EBIFOEMIC DOV TIE, AWS Key
Management Service RO Y /N—H4 RO TF—EA 71 Z28RBLTEEV,
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RANTZO9T14RELT, BSODRAVICESDTRANTHAREEFN ST —RAFEEALE
ER

« AWSKMS F—U I THES{LTSICE, ¥—ID, F—ARN, TAUTRE, LEISAUTA
ARN ZER L TF— 225t TE XTI,

(® Note

BEILF—U2ITCKMS F—DI A VT ABELFEIAVTAARN ZEEETD E, BS
EARL =23 2IC&>2T, BEIAVTAICHEENSF TSN TLVSF— ARN &, BES1{t
ENETF—BRF—DARTF—RIIRFENETT, TAVTARRREENEEA, TAUT
ADEERF, BEtEeneTF—2F—0NESICERAEThD KMS F—ICREEELEFE A,

« AWSKMS F—U>JTESTAICIE. F—ARN ZFEAHAL T 2BRTHISENHV)ET AWS
KMS keys, SMICOWVWTR., TZYyEVITF—0iER, 28RBLTLIEEL,

c BELHBIVOESICEATZF—U2TI TR, ¥F— ARN Z2FEAL T AWS KMS keysZiEE T % &
BENFHUET,

BE58E(C, AWS Database Encryption SDK i, BES{tEhiz7T—2 AWSKMS ¥—0 1 2 Z2ES
AWS KMS key TE% OF—U 2V JZBRELET, EHFMICE. AWS Database Encryption SDK
. NTUTZIILOFHBROBESLENETF—RF—lCRONZ—22Z2FEALET,

« AWS Database Encryption SDK &, YT UTZIOFHADXAZF—RZH S5 F—XF—%ZEEFIL AWS
KMS key L 7= ®%— ARN 2B/8L £ 7.

« AWS Database Encryption SDK &, ¥— ARN AWS KMS key "— 92 OESF—) > J%#
HLET,

s F—D)2IJT—HTBF— ARNAWS KMS key 22 HN"BEDOH 2 k3FE. AWS Database
Encryption SDK l& KMS ¥—%Z2 AL TR St hETF—2F—%2EFTTDKSIC AWSKMS I
EXRLET,

s ThUADBER, BELEhLERDTF—RF—ICHAKATT (HDHS).
AWS KMS F—1) > J DR
£ AWSKMS ¥—U>JF,. AU AWS KMS key FLEEFEBRDAWS 7HO N BKRT AWS KMS

keys D 1 DERLFEHD THRETEEXRT AWS U—232, AWSKMS key &, RHESLF—
(SYMMETRIC_DEFAULT) &I IEXH RSAKMS F—THBIMBENFHYET, MMESLIILT
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U—T3 U KMS $—%EATHELTEET, YILFAWSKMS F—U2 T TR, 1 2BED
F—ULIEEATEET, 222

T—REBEBLBRTETTSE AWSKMS F— UV T RERTDI L, BELELRESERD
AWSKMS ¥— > T BERTDIEETEERT, AWSKMS F—U VI ZERLTTF—RERES
tT25E0E. DIRXL—ZF—F—ZEBEITIHENfHYVET, DITXL—Z—F— AWS KMS key
k. Z7L—TFARNODTF—EF—2ERLTHESILIZDEHICEAETND TT, T—XF—RBFH
ZMICIE KMS F— L FEBRTT, X2, BEBICHLUT, BUL7L—FFANOF—2F—%8
F{t AWS KMS keys T2 BIND ZIEETEET, COF—U VI TREEShERES{tEhET 41—
ILRZEESTZICE. FATZDESF—UTIC. F—U2JTAWSKMS keys EEENTLVD D
DPBELKEE1INEETATVSED, EFENTVWEVMKRENBHY) FT AWS KMS keys, (AWS KMS
F—)TIZ AW AWS KMS keys Ik, AWS KMS #HF—1) T ERIENET ),

EELF—VTELERINILFF—VTAOIXRTOSYE Y TF—RF, F—RXF—ZBS{LT
ERRENBYVET. WThADTYEVITF—HAESHICRRTDE, BEEXYY REEXKBLE
T TS, FOHL TR, F—VITHAOIXTOF—ICOVTHLELSHAZRF > TVIHEN
HYVET, REF—VUITZEALT, BEMFRLEREIILFF-VITTF—RZHESILITDE, B
LBREFEFERBRLET,

RXOPITIE, CreateAwsKmsMrkMultiKeyringXV vy RZEFEHAL T, WFEES{L KMS AWS KMS
F—E2EOF—UITRERLET, CreateAwsKmsMrkMultiKeyring XV v RiZBEHIC
AWSKMS V54T heEHRL., F—UINFE—) -3 0F—EXILFI—230F—0FA
ZELKAEBITRIELSICLET, ChsOFITE, ¥— ARNs ZFALTKMS F—Z#BILET,
FHICOWTIE, TAWSKMS F—1)>%9 AWS KMS keys T DAy ZSBL TS EEL,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
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{

Generator = kmsKeyArn
};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let provider_config = MaterialProvidersConfig::buildexr().build()?;
let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov

.create_aws_kms_mrk_multi_keyring()

.generator(kms_key_id)

.send()

.await?;

RO TIE, CreateAwsKmsRsaKeyringXV v REFERAL T, IEXFR RSA KMS AWS KMS F—
EHOF—VUIBERLET, RN RSAAWSKMS £F—) T RERTDICIE., ROEZEE
LET,

« kmsClient: ILWAWSKMS 954 7> N&EERT S

« kmsKeyID: JEXIFR RSA KMS £ —%# 59 %+ — ARN

« publicKey: EUAEF—ONT VY OF—2RTUTF-8 I>A—RENLEPEM 771D
ByteBuffer UTF-8 kmsKeyID

« encryptionAlgorithm: St 7L X Alk RSAES_OAEP_SHA_256% i=ld THRIHAENH
V)& 9 RSAES_OAEP_SHA_1

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsRsaKeyringInput createAwsKmsRsaKeyringInput =
CreateAwsKmsRsaKeyringInput.builder()
.kmsClient(KmsClient.create())
.kmsKeyId(rsakMSKeyArn)
.publicKey(publicKey)
.encryptionAlgorithm(EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256)
.build();
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IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsRsaKeyringInput = new CreateAwsKmsRsaKeyringInput
{

KmsClient = new AmazonKeyManagementServiceClient(),

KmsKeyId = rsakMSKeyArn,

PublicKey = publicKey,

EncryptionAlgorithm = EncryptionAlgorithmSpec.RSAES_OAEP_SHA_256
};
IKeyring awsKmsRsaKeyring =
matProv.CreateAwsKmsRsaKeyring(createAwsKmsRsaKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let sdk_config =
aws_config::load_defaults(aws_config: :BehaviorVersion::latest()).await;
let kms_rsa_keyring = mpl
.create_aws_kms_rsa_keyring()
.kms_key_id(rsa_kms_key_arn)
.public_key(public_key)

.encryption_algorithm(aws_sdk_kms: :types: :EncryptionAlgorithmSpec: :RsaesOaepSha256)
.kms_client(aws_sdk_kms::Client: :new(&sdk_config))
.send()
.await?;
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AWS Database Encryption SDK Tld, YIFU—232&2TYvYETF— AWSKMSkeys &L T
FATEELET, 12O TINFI—23 > F—2FRALTESLIZDBESAWS V-3, B0
THEIAIVIILFI—2a>F—22EALTESTERTAWNS U—>32,
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NILFI)—=23 2 0O AWS KMS keys 55



AWS F— &R —ABEE 1l SDK FROYN—HA R

ND)—=23a>THESILL, OV —-—23a>TESIIBEN 2 — BT FRAZVANVEK
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Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(multiRegionKeyArn)
.kmsKeyIds(Collections.singletonList(kmsKeyArn))
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);
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C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{

Generator = multiRegionKeyArn,

KmsKeyIds = new List<String> { kmsKeyArn }

};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(multiRegion_key_arn)
.kms_key_ids(vec![key_arn.to_string()])
.send()
.await?;
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Java

// Create discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.builder()
.discoveryFilter(discoveryFilter)
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

C#/ .NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter

{
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Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::builder()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.send()
.await?;
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HE—UTR. NUFF-U2TDEOF—) 2 I TEEENLETNTO KMS F—HIR
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Java

// Create the discovery filter
DiscoveryFilter discoveryFilter = DiscoveryFilter.builder()
.partition("aws")
.accountIds(111122223333)
.build();
// Create the discovery keyring
CreateAwsKmsMrkDiscoveryMultiKeyringInput createAwsKmsMrkDiscoveryMultiKeyringInput
= CreateAwsKmsMrkDiscoveryMultiKeyringInput.buildexr()
.discoveryFilter(discoveryFilter)
.regions("us-west-2")
.build();
IKeyring decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);
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C#/.NET

// Create discovery filter
var discoveryFilter = new DiscoveryFilter
{
Partition = "aws",
AccountIds = 111122223333
};
// Create the discovery keyring
var createAwsKmsMrkDiscoveryMultiKeyringInput = new
CreateAwsKmsMrkDiscoveryMultiKeyringInput
{
DiscoveryFilter = discoveryFilter,
Regions = us-west-2
};
var decryptKeyring =
matProv.CreateAwsKmsMrkDiscoveryMultiKeyring(createAwsKmsMrkDiscoveryMultiKeyringInput);

Rust

// Create discovery filter

let discovery_filter = DiscoveryFilter::buildex()
.partition("aws")
.account_ids(111122223333)
.build()?;

// Create the discovery keyring

let decrypt_keyring = mpl
.create_aws_kms_mrk_discovery_multi_keyring()
.discovery_filter(discovery_filter)
.regions(us-west-2)
.send()
.await?;
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UFF—XTIUTIIAO—DILF Y IRNICEETIHIESHEFIVILET, BB TS
VFF—XTVTINHZBEE, F—VIJBATYT6ICEARETT,

4. BMBTSOFF—XTITILNFBVEE, BEFXF—) T, ATV T2 THEBAchiETS
FF—-N—3aUIC—BITRZTSUFF—ICOVWTF—ANTEIIVULZET,

a. ¥F—AKTFAWSKMS EHVOHELTT SV FF—2ESL., 7L—2FTFANDT Y
TATRTSVFF—EEBELET, TUTATBRTZOFF—ZHATET—2E. AWS
KMSICH 32 ESHUH L TEIMFEET —F (AAD) ZRRETD DI U TILELEhE
ER

b. F—AKNTRE. 7L—2FTFANOTZUFF—&, TS50 FF—0ON—232RBE, Zh
ZHBTEIT—RZEBRLET,

5. BEFX—VIRTZoFF—XTITPLN(TL—FTFANTSOFF—TS0FF—N—

TavyeF7tE2 7L, FnsOOAE—ZO0—-AILFr v 1B MLET,

6. BEFX—VVIRE, TEVTINEhETSOFF—IXTIUTINE, ATV T 2 TRBIENE 16

NARDYILKNEZEALT, F—E2F—Z2BSLE-—BOTYE Y ITF—2EBHRLET,

7. BEFXF—VJR, BRENESVEVIF—2FEALTTF—2F—2ESL, JTL—2TFA

ROF—RF—%BRLET,

BEXVY RIE, BSYXTIUTZILETL—2TFAMNTF—2F—%2FAL., LO—RZESLTK
fAELE T, AWS Database Encryption SDK TL O— RZES{LL TRILT B HEZOFMAICOWT
&, "ESLTHKRIETD) Z2ZSRL TS EEL,

Bl RR SR A

[EF—V I 2ERLTERAIZDEIC, ROBMBRRANBLENATVD L ZHELTSEE L,

c A—Y—FLERF-ANTEREYN, F—ARTEERL, DBLEEL120TIFATBTS
VFE—EERLELE,

e F—ANTFIYAVEBRELELE,
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(@ Note
F—ANTTOIAVDOREREICL 2T, RITTEDIARL -3z, BEF-V>
TTEATED KMS F—A"REVXRT. FMICOVWTR, "F-AKTT7IZ3>, %
ZRLTEEL,

c F—ARNTETIOFF—LTIVEALTHERATREHICHERT VA AWS KMS FFAI A d +)
F9, FHMICOVTIE, Tthe section called “UBEBR T VEAHFA") #SRBLTLIEEL,

« YR—KERTVWBRF YV 1R(4TZHEL, Z—ALCBBERZF YY1 TEZRELEKL
Foo BEMBIC DOV T, Tthesectioncalled “F ¥ v 1%BIRTZ") 2SRLTLKEEL

BT 7t AFFH

AWS Database Encryption SDK & ZZ4BEBFT AWS FHIU N, ICKELEEA AWS OH—E
Ao EEL, BEBEFXF—VU I 2FEATRICK. AWSTHIUV KN &, F—ARNT ORHES{L AWS
KMS key ( BHT) LR T2 UTORMROT I L AF AN KETT,

- BEFXF—VUJZFEALTT—REZBESUBLTESTBICE. kms:Decrypt A HRETT,

« 75U0FF—2ERLTO—T—3 2 F 32K, kms:GenerateDataKeyWithoutPlaintext &
kms:ReEncrypt ¥ R ETT,

TSUFF—EF—ARTAOT I LAOHBORMIIOVTE, M) £3BLTEE Wihe
section called “B&/NMIED T IV AT T NDREE",

Frv1HEIRTD

BEX— Yk, BELLBLUPEEARL—aVTCEATAD IS OFF—IFUTIEO—H
JCFYYSIAWSKMS §5 8T, \ORVHLEHERSLET, BEXF—) I ZERT
ZHIC. FATRZFYVIIDRATERETIHENHYET, T7AILNOF YY1 2ERAT
B0, Z—RILEDETF YY1 RHARNAATEET,

EE—V TR, ROFvVv2 12472 R—NLTVET,

« the sectioncalled “F7 #J)LhF vV 1"

« the section called “MultiThreaded¥+ ¥ v >, 1~

« the section called “StormTracking ¥ v v < 1”
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« the section called “®EEF v+ v 17

F7ALRFT YT

FEAEDI—H—ICE>T, Default F v v 1AL Y REHZH/IELET, Default ¥Fv¥ v 1
k. BEILIYLFALY RILENTVWIREBEHR—KNITDELSICEKFETIAhTVET, 750 FF—
ITFUTILIN)OEMRRAYINZE, F7AINFYY2 1l 750FF—<FTUTILI
YRUOEMHERA 10 BEICBEDEE 1 DOAL Y RICEAAWSKMS 526 T, EHOA
LY RIFECHENDOZHEERT, chickY), 1 DOALY ROKHN ICU I T ANZZEE AWS
KMS LTHFvYY212EHLET,

T7#AIRF ¥ Y 1E StormTracking ¥+ Y2 1FEUAL Y REFILEHFR—MLETH., F
72N Y YD 1ZFERATRIICEIVNIBREZEEITDETTEAET., KVWUFMEEF YY1
NDHARIA X &TSICE. ZEHL F Jthe section called “StormTracking ¥ ¥ v < 17,

O—ALF+ Y2 AREFETERTSVFF—XTUTILIVNIOBENAZIAXTBBEER
E, BEF—U I EERTREELF YV IR T2EETILERDYEEA, FTvI 1R
17 ZBELBVGEE, BEXF -V JRBT72ILMOF Yy 1247 2FEAL, IVNUBE
1000 ICEREL KT,

T7ALRNFYYIIBNAEIIAATRICRK,. ROEZEELET,

c IVRUFYNITF A4 O—ALFYyYI1IBMTEDZTSOFF—IXTITIOINIDOEK
ZHELET,

Java

.cache(CacheType.builder()
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())

C#/ .NET

CacheType defaultCache = new CacheType

{
Default = new DefaultCache{EntryCapacity = 100}

};
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Rust

let cache: CacheType = CacheType::Default(
DefaultCache: :buildex()
.entry_capacity(100)
.build()?z,
);

MultiThreaded¥ ¥ v =1

MultiThreaded ¥ ¥ v 2 1l&, NI FAL Y RIRETZLICFEATEETH. AWSKMS £iz&
Amazon DynamoDB O L ZHR/PRICHIZ 2 HEE H Y TR A, TOHER, 750FF—IFV
TIOINUOHBRIAfYINDE, IANTOALY RIZAFICBAHEAETT, chiZkly, vV
DI1ZBEHITBDLEOOEHD AWS KMS FU'H U RET D AeeEN H Y E T,

MultiThreaded ¥+ V> 1 ZER TS ICIE,. ROEZEELET,

s IVRUFY NI T O—ALFr Y2 1CKRMTED T SOFF—IXTUTILOINIOK
ZHRLET,

s IVRUDTN—Z2TT=IOH ALK IV RN)F YN TACELESZERCTILN-Z2TF%
IKN)DBHEERLET,

Java

.cache(CacheType.builder()
.MultiThreaded(MultiThreadedCache.builder()
.entryCapacity(100)
.entryPruningTailSize(1)

.build())

C#/ .NET

CacheType multithreadedCache = new CacheType

{
MultiThreaded = new MultiThreadedCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1
}
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i

Rust

CacheType: :MultiThreaded(

MultiThreadedCache: :buildex()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.build()?)

StormTracking ¥+ v < 1

StormTracking ¥ ¥ v > 1k, BEICNILFALY RILENTVBRIRREZTR—NTB KRS ICEETE
NTVWET, 720FF—XTFTUTILINUOEMERENYIND &, StormTracking ¥ v v 1
. 720FF—XTFUTLINIOBHERIINBZEZ 1 DOAL Y RICEXH AWS KMS
THET, BEOALY RY ZHVCEHITOZFEERT, chllkW, 1 DOAL Y ROKA 12V
DIARNEEFEAWSKMS LTHF Yy 12EHMLET,

StormTracking ¥+ v > 1 ZFEATSICE. XDEZEELET,

c IVRNUFAYNITA4. O-HAINFYYS1CEBMTEDZTSOFF—ITFUTILIOIRN)DOE
ZHIEBRLET,
F7 ) MNME: 1000 TNV
c INVDTIN—Z0T0F—ILOYA X —EBILTIN—Z0F2T50FF—XFTIUTILOILY
NUDOBEEEZELET,
F7FI)INOE1EOIT N
« MFER: RN HIC TS FF—XTUTIOEFZRTIZ2UHEERLE T,

77 #) NME: 10 %
« BFER: TS OFF—XTUTILOEHFNZATEN2EROVBEERLET,

F7AINMEAB
« JPOTINTSUoFF—XFTUTZINOEFORBRTHATRELARKEEEZELET,

77 # )L N DOfE: 20 B DT
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- WIBH O Time To Live (TTL): 75 FF—XTUTILOEFORTHNRA LT INTDETOR
BzaEEBELET, ¥ v Y 1H GetCacheEntry ICIHSEL T NoSuchEntry ZIRF =2TFIC, RU
F—H PutCache IV NV EFEALTEEIAENDET, TOTSU0FF—RBREFTHD EH
BENET,

77 %) ME: 10 B
« AU—=7":fanOut ZBATZFZERICAL Y RAIAV -7 320 HEERLET.

T7F#ILNDE:20ZUR

Java

.cache(CacheType.builder()
.StormTracking(StormTrackingCache.buildex()
.entryCapacity(100)
.entryPruningTailSize(1)

.gracePeriod(10)
.gracelnterval(1)
.fanOut(20)
.inFlightTTL(10)
.sleepMilli(20)
.build())

C#/ .NET

CacheType stormTrackingCache = new CacheType
{
StormTracking = new StormTrackingCache
{
EntryCapacity = 100,
EntryPruningTailSize = 1,
FanOut = 20,
Gracelnterval = 1,
GracePeriod = 10,
InFlightTTL = 10,
SleepMilli = 20

%
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Rust

CacheType: :StormTracking(

StormTrackingCache: :builder()
.entry_capacity(100)
.entry_pruning_tail_size(1)
.grace_period(10)
.grace_interval(1)
.fan_out(20)
.in_flight_ttl(10)
.sleep_milli(20)

.build()?)

#HEFXFvyv 2

TF7AILRNTR, BEX—U T, F—VT AV ARANTHECICHFLLVO—HILF vV
DAERLET, EEL, HEFyYI1ZFRATRIE, BROBEXF—JJETEFYyY> 1%
HETED LD, XEVZHNTEET, 1V AXVALTBIREF—V I EICFHLUVESEY
TUTPILEY YD 1ZERTEIOTRELS, HEF Y2131 20F vy 10 ZXEVICR
BLET, COFvY2alFk, ThESRIDINTOREF—) I THEATEET, HEFTY
21, F—VUIJETORSEITIVTIOEEZEBIZD LT, XEUFEAEEZRELTSD
ICRIABET, KDYIC, BEF—VIJGRUEBELDF YYD IILTIEATESR LD, &4
WEXEDT7Y RTUD RFHIBENET,

HEF VYYD 1ZERTBIEETE, FYV21R4T72EXLET, the section called
“StormTracking ¥ ¥ v 21" F+v> 184 7& L T the sectioncalled “F7#J)LhF v+ ¥

< 17, the section called “MultiThreaded¥ ¥ v > 1", Elld ZIBETSH. BEFEMOHBDNDARA
FYVII1EBEMRADENTEET,

1

N—F41>3>

BHRORBF—VIJT120REF YY1 %2FERATEET, HAEF YY1 %2EAL THEE
F—DUBRERTIEE, A3 0ON—FT423VIDEEETEET, N—F14232 1D
F, F¥v2EZACHKEF—VIZXBILET, 2 D0OEEXF—VIHFRAULN—FT1>3
> ID. logical key store name, 75> FF— D #8RBL TWVWBEE. 2 20F—U T EFv v
JAIRTRALFYYIITIONIZHBLES, AUEEF YV 1TELD/N—FT1232 IDs
ZEED22OOEEXF—VIZERTRIE, EF—VIJRBREEF Yy Y IAOREOEEE N
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N=TFT4232A50&FvYYZITIVRNICTIERALES, N—T142 32 RHEFFTYI IR
DWREBNZDEE L THEL, EBEXF -V IFMMEON—T 1232V ICREENTVERT—RED
ETHCEBL, MEBDEEENEN—FT 123> THILTEHETEDRRSICLET,

N=FT4232A0F Y2 1TN)ZBRNAFTLEREIZEEE. HAON—FT 132D

EERTIVENHBVET, N—T123> IDzEREFXF—VVILETE., F—VVITR. 75>
FF—XTUTINZBERELTBEREITZOTRELS, £BF v 1CBRCFETRF Y2
IVKNVZBRNATERT, N—T1>32 DZEELBEVES, BBFXF -V JZA2ARVA
LTBDLETIE, —BON—FT14232 IDFF—UJICEBNICEYN I TShET,

ROFIEF, T7ANBOF T V21247 THEF v Y21 ZERL, BEF -V JICETHE
ZRLTVERT,

1. ITUT7IL7AONAZE—Z47 51 CryptographicMaterialsCache (MPL) ZFEAL T
(CMC) Z4ERK L £9, https://github.com/aws/aws-cryptographic-material-providers-library

Java

// Instantiate the MPL
final MaterialProviders matProv =
MaterialProviders.buildex()

.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

// Create a CacheType object for the Default cache
final CacheType cache =
CacheType.builder()
.Default(DefaultCache.builder().entryCapacity(100).build())
.build();

// Create a CMC using the default cache
final CreateCryptographicMaterialsCachelnput cryptographicMaterialsCachelnput =
CreateCryptographicMaterialsCachelInput.buildex()
.cache(cache)
.build();

final ICryptographicMaterialsCache sharedCryptographicMaterialsCache =
matProv.CreateCryptographicMaterialsCache(cryptographicMaterialsCacheInput);

C#/ .NET

// Instantiate the MPL
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var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create a CacheType object for the Default cache
new CacheType { Default = new DefaultCache{EntryCapacity = 1003} };

var cache

// Create a CMC using the default cache
var cryptographicMaterialsCachelInput = new
CreateCryptographicMaterialsCacheInput {Cache = cache};

var sharedCryptographicMaterialsCache =
materialProviders.CreateCryptographicMaterialsCache(cryptographicMaterialsCacheInput);

Rust

// Instantiate the MPL
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create a CacheType object for the default cache
let cache: CacheType = CacheType::Default(
DefaultCache: :builder()
.entry_capacity(100)
.build()?>,
);

// Create a CMC using the default cache
let shared_cryptographic_materials_cache: CryptographicMaterialsCacheRef = mpl.
create_cryptographic_materials_cache()
.cache(cache)
.send()
.await?;

2. #£EF¥vY 10 CacheType A7 TV NEERLET,

AT Y7 1 TsharedCryptographicMaterialsCachefER L = Z# L \\ CacheType #7
SIVRNIELERET,

Java

// Create a CacheType object for the sharedCryptographicMaterialsCache
final CacheType sharedCache =
CacheType.buildexr()
.Shared(sharedCryptographicMaterialsCache)
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.build();

C#/.NET

// Create a CacheType object for the sharedCryptographicMaterialsCache
var sharedCache = new CacheType { Shared = sharedCryptographicMaterialsCache };

Rust

// Create a CacheType object for the shared_cryptographic_materials_cache

let shared_cache: CacheType =
CacheType: :Shared(shared_cryptographic_materials_cache);

3. ATY 7 20 sharedCache A7 T O N EHREF—VTICELET,

HEF YV 1E2FEALTREFXF—V T 2ERTREE, #7230 TEE
#EpartitionIDL T, BHOKEEFX—V > JETFrv 1INV ZHRBETEET, /N —
T423aIDEEELEVES, BEX—UJRF-VUJIC—EBEON—FT14232 D%
BEIMICEVY HTET,

(® Note
BLU/N—F 4> 3> 1D, . logical key store name7 5> FF—ID #58BT5 2 DBk
DFxXF—V>2T%EHTRIE, BEF—VJRABEF YV 2TEALFYYS 2T VN
DEHBELET, EHOF—V I TRALF YY1 IOMN)ZREBLAEVESE, B
BX¥—) 02l —EBON—T423a>IDEFERATISLEN HVET,

ROBITIE, & 600 B Dbranch key ID supplier ¥ v < 1 4I[R &2 J2BBFX—1) I &2ERL
9, AOBEBF - IJRETERENTVZENHEM-OVTIE, T #83BLTILKEE
UMthe section called “PBEEF—") T ZERT B,

Java

// Create the Hierarchical keyring
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(keystore)
.branchKeyIdSupplier(branchKeyIdSupplier)
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.ttlSeconds(600)
.cache(sharedCache)
.partitionID(partitionlID)
.build();

final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

// Create the Hierarchical keyring
var createKeyringInput = new CreateAwsKmsHierarchicalKeyringInput

{

1Y

KeyStore = keystore,

BranchKeyIdSupplier = branchKeyIdSupplier,
Cache = sharedCache,

TtlSeconds = 600,

PartitionId = partitionID

var keyring =

materialProviders.CreateAwsKmsHierarchicalKeyring(createKeyringInput);

Rust

// Create the Hierarchical keyring
let keyringl = mpl

.create_aws_kms_hierarchical_keyring()
.key_store(key_storel)
.branch_key_id(branch_key_id.clone())

// CryptographicMaterialsCacheRef is an Rc (Reference Counted), so if

clone it to

// pass it to different Hierarchical Keyrings, it will still point to the

same

// underlying cache, and increment the reference count accordingly.
.cache(shared_cache.clone())

.ttl_seconds(600)

.partition_id(partition_id.clone())

.send()

.await?;
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[EEX—V>TZERTS

EEFX— T 2ERTRICRE. ADEZEETILENHYET,
« F-ARNTH

F—ARTELTHETZHICERL = DynamoDB T—7 LD BHI, TERFEF—ARNTEE
&

%+ v > 1 #|PR Time to Live (TTL)

O—ALF+r+Y21RNOTS0FF—ITIUTILINIEZFERATESEHE BRINICEDE
TORE) (#)e FYYIIFIRTILIEE, 9FAT M TSOFF—OFERZFFT AWS KMS
ITRLEHICZHFVEITHEEZRELET, CcOERFREOX) RELBZTNEZYEREA, ¥V
AR TIL OBMERES IS E, IVMJEREHE AT, O—DIFr v 1HSHIBRE N
S

- TIUFF—O#BF

F—ARNTAD1D2OT I T 171575 FF—branch-key-idZEBi T2 2HNICKRET S
B TIUFE—DHT IV —REETERT,

TS50FF—IDHTS5A4V—Tlk, BSALIAVTFANCRBEEATVE 71—
REFEALT, LO—ROESICHBEBRTSVFF—ZRELET, T72FIKT

. N—7123>F—&V—RNF—OHNBESILIVTFANCEENET, £F

L. SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTESS L7V a>#EHAL T, BE{I>
THFANCEMOT7 1 —I)LREEDDENTEERT,

ETFUNIBBOT SO FXF—NHBIINFTFRNTF—ER=AICR., 750FF— DY
ToAV—%FERATRI_LEBLS<BEOLET, 7S50 FF— DTS4 V—%2FEALTT S
VFF—IDs DOANRTVEFZERL., FEOTFVRODELWI S FF—ID ZFEEIC
RETEET, HIZE. LU RUBEERATDE, 750 FF—% b3f61619-4d35-48ad-
a275-050f87e15122 MADH V) I tenantl ELTSEBTEEXT,

BEARL—23205GE. E—OBEFXF -V J2#NIIRELTESZE—OTF > —I2H
BR¥Bd2es, 7SU0FF—IDHT/SA4V—2FEALTLI-ROBESZHBYETRZTFOI—%
BEITARIEETEERT,
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c (ATTIV)FYVI O

FYYIARMTELERGO-AILF Y Y2 ICRMTER TS OFF—XTUTILIV NI OB %
NABIAXTBGER. F—V I 2P TIBRICF Yy Y2 1R4TETIVRNIF YN T4
ZHEELET,

EX—1) 7. 74K, MultiThreaded, StormTracking. EENF v v > 14/ 7 %Y
R=KNLET, EFYVIIARATZERITDHEOFHMEFICOVTRE, T, 2RBLTILKEE
Uthe section called “F ¥ v < 1 %i8iRT 3",

FYYvIa1EEELEVEES, BEBX—U V. BENIC Default ¥ ¥ v> 124472 EHAL.,
IRUFYNT4% 1,000 ICERELET,

c (AT2av)yN—F714232 1D

ZEET BB AEthe section called “£EFvv> 1", 723> TN—FT4>3 IDEEET
EBEXT, N\—F71423a2 DR, F¥vYv21ICEZACHKEFXF—) I ZXBILET, N—FT 4
>AVAOFYYIATIVN)ZBRAXRLERRAETREEE. MBEON—TFT 1232 D ZER
FTRIRENFHYVET, N\—T14232 DICEREEOXFIZEETEET, N—FT1232ID
EEELEVGE, EREC—ZEON—FT12a> DAF—UJICEBNICEYYTShE
E

MBI DWTIE. TPartitions) Z8BLTLEFE L,

(® Note

BLU/N—FT 4> 32D, . logical key store name7 5> FF—ID £SBT2 2 DU LD
F—U2T%EHRTRIE, BEXF—VIJREBEXF YY1 TCALFYYZITIONUZ
HELET, EHOF—V I TRALFYYIITIOMNIZREBLAEVEERK, BEFX—
DI ZEIll—EBEON—TFT14232 D Z2FERATIRBENHYET,

s (ATTIAV)HEARM—=TO DU AN
WEF—) > THAOKMS F—AQT I ERAEHFAICL > THETBHEEE. F—U T E20HIL
FTEIRICHERINTOHFAN—VERIEBEETDIHLEN HVYET,

BN7SOFF— D EERALTHEBF—V I RERTS

ROBIE, BT S>FF—ID. . thesectioncalled “F7 A RhFv¥ v 21"Fv v 24| TTL
A 600 WOKEBEFX—") > T %ERKTZHEERLTVET,
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Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyId(branch-key-id)
.tt1lSeconds(600)
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ .NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(branch_key_store_name)
.ttl_seconds(600)
.send()
.await?;
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7o520FF—IDHTSAV—2HALTHEFT—U I KT S

ROFIERE, 7Z20FF—I DTS4V —ZFALTREF— VT E2ERTBHEERLTVE
ERD

1. 750FF— DTS4 V—%2EHTS

ROBITE, ATYT1THERLE2 20750 FF—0T7LY RUBERERL,
CreateDynamoDbEncryptionBranchKeyIdSupplierZ M L T AWS Database
Encryption SDK for DynamoDB V54 7> KN TCT S FF—IDHTFSA4A VY —%2ERLE T,

Java

// Create friendly names for each branch-key-id

class ExampleBranchKeyIdSupplier implements IDynamoDbKeyBranchKeyIdSupplier {
private static String branchKeyIdForTenantl;
private static String branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this.branchKeyIdForTenantl = tenantlId;
this.branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
final DynamoDbEncryption ddbEnc = DynamoDbEncryption.builder()
.DynamoDbEncryptionConfig(DynamoDbEncryptionConfig.buildexr().build())
.build();
final BranchKeyIdSupplier branchKeyIdSupplier =
ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
CreateDynamoDbEncryptionBranchKeyIdSupplierInput.builder()
.ddbKeyBranchKeyIdSupplier(new ExampleBranchKeyIdSupplier(branch-
key-ID-tenantl, branch-key-ID-tenant2))
.build()).branchKeyIdSupplier();

C#/ .NET

// Create friendly names for each branch-key-id
class ExampleBranchKeyIdSupplier : DynamoDbKeyBranchKeyIdSupplierBase {
private String _branchKeyIdForTenantl;
private String _branchKeyIdForTenant2;

public ExampleBranchKeyIdSupplier(String tenantlId, String tenant2Id) {
this._branchKeyIdForTenantl = tenantlId;
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this._branchKeyIdForTenant2 = tenant2Id;
}
// Create the branch key ID supplier
var ddbEnc = new DynamoDbEncryption(new DynamoDbEncryptionConfig());
var branchKeyIdSupplier = ddbEnc.CreateDynamoDbEncryptionBranchKeyIdSupplier(
new CreateDynamoDbEncryptionBranchKeyIdSupplierInput
{
DdbKeyBranchKeyIdSupplier = new ExampleBranchKeyIdSupplier(branch-key-
ID-tenantl, branch-key-ID-tenant2)
}) .BranchKeyIdSupplier;

Rust

// Create friendly names for each branch_key_id

pub struct ExampleBranchKeyIdSupplier {
branch_key_id_for_tenantl: String,
branch_key_id_for_tenant2: String,

impl ExampleBranchKeyIdSupplier {
pub fn new(tenantl_id: &str, tenant2_id: &str) -> Self {
Self {
branch_key_id_for_tenantl: tenantl_id.to_string(),
branch_key_id_for_tenant2: tenant2_id.to_string(),

// Create the branch key ID supplier

let dbesdk_config = DynamoDbEncryptionConfig::buildexr().build()?;

let dbesdk = dbesdk_client::Client::from_conf(dbesdk_config)?;

let supplier = ExampleBranchKeyIdSupplier::new(tenantl_branch_key_id,
tenant2_branch_key_id);

let branch_key_id_supplier = dbesdk
.create_dynamo_db_encryption_branch_key_id_supplier()
.ddb_key_branch_key_id_supplier(supplier)
.send()
.await?
.branch_key_id_supplier
.unwrap();

2. BEX—VJZERTS
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ROBITE, ATYT1THERLETZFF—IDHTZ4V—, 600 0OF+ v 1R
TLL, BRF v Y144 X 1000 ZEAL TREF—VJZOHLLET,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsHierarchicalKeyringInput keyringInput =

CreateAwsKmsHierarchicalKeyringInput.builder()

.keyStore(keystore)

.branchKeyIdSupplier(branchKeyIdSupplier)

.tt1lSeconds(600)

.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(100)

.build())
.build();
final Keyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/ NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600,
Cache = new CacheType

{
Default = new DefaultCache { EntryCapacity = 100 }

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
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let hierarchical_keyring = mpl
.create_aws_kms_hierarchical_keyring()
.branch_key_id_supplier(branch_key_id_supplier)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;

BRRAEEESLOLZODODEEXF—V T OEH

BREAESESLEERTIE, T—EIR—Aeh2z2EST2 i<, BES{tehiLd—R%Z
BRRTEERT, chlF, E-OVZFEALTESILEA LTI —ILROTL—2TFARNDELC A
TYORENWBDETRREIET, REAEBHESILERETDICE, BEFXF—VUJZEAT
PUBENBVNET,

F—ARNT CreateKey ARL—> a2k, 7S50FF—CcE-—F—0OAAFEERLET. 75
FF—l. LO—ROBSELELVESARL—2a > TCERAThET, E—DF—E&F., £E—1
VERERTBIEHICERAENET,

To5U0FF—ebE—00F R, F—ARNTH—ERADERBEICIEEL = AWS KMS key £ D £ [F

ULk > TREENET, CreateKey ARL—2 a2 AWSKMS Z2HUOHEL T/ S0 FF—%

H T B &, kms:GenerateDataKeyWithoutPlaintext € 5> —ER*HL, KOV I ITANZFERAL
TE—Od>F—ZE£RLET,

"EncryptionContext": {
"branch-key-id" : "branch-key-id",
"type" : type,
"create-time" : "timestamp",
"logical-key-store-name" : "the logical table name for your key store",
"kms-arn" : the KMS key ARN,
"hierarchy-version" : 1
1,
"KeyId": "the KMS key ARN",
"NumberOfBytes": "32"

MEOF—ZERL %, CreateKey ARL —2 3 2 & ddb:TransactWriteltems ZHOHL T, 7
FUFF—EE-AUF—ZXEATEZ 2 OOFHLVEBRBE /SO FF—ARNTICEERAXET,
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ZEE - ZHRETDE. AWS Database Encryption SDK FF—AKNFICE—O>F—%0 T
JLUET, TNDE., HMAC X—A M extract-and-expand #& H B (HKDF) #EFEHAL T, E—1>
F—EBEEE-TO V0B ZHEIEDLE., HEOE—O2 O HMAC F—ZHEHKLFT,

To2U0FF—ERRERY, F—ARNTICE Z&IZ21 DOE—O branch-key-id¥—/N\—2 3>
LAY EREBA, E-DAVF—HFO-—FT—320hdlddbYEREA,

E-O2F -V -ADER

BEE—-OBLVTEESE—>OE—ON—23 0 2ERITHBRICE. E—O>F—%FBBIL.
E—2F—IFTUTILOF ¥ Y 214 Time To Live (TTL) ZEXR T2 MHEN H W ET, £—1
F—XITITLE, 750FF—cGBOO—ALFr vy 2B/ MENRET, KORAZIRY k
. TN TFI—F—ER—AD keySource ZEETDHEERLTVET, BENSTSH
TW3% branch-key-id IC&k > TE—OF—%&BAILE T,

Java

keySource(BeaconKeySource.builder()
.single(SingleKeyStore.builder()
.keyId(branch-key-id)
.cacheTTL(6000)
.build())
.build())

C#/.NET

KeySource = new BeaconKeySource

{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
}
}
Rust

.key_source(BeaconKeySource: :Single(
SingleKeyStore: :buildex()
// “keyld® references a beacon key.

BRRAEAESLOLOOREBT—U > T OER 84


https://en.wikipedia.org/wiki/HKDF

AWS F— &R —ABEE 1l SDK FROYN—HA R

// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_ttl1l(6000)
.build()?z,
))

RVFFFYI—F—BR—ATOE—IYY—ADES

RNFTFHI—F—ER—ANHDHEE. keySource ZRETHEICRDEZIEET D44
ENFHYET,

keyFieldName

BEOTF—I2VWTERENEE—DVICFEAThDE—JVF—ICEEFHFs N

branch-key-id Z#&#M327 1 —)LROBFHZERL £T, keyFieldName IZIFEEDX
FHEEETEETN, T—EIR—AAOMOINTNDT A —)LRTC—ETHIHLENHVYE
T, HLLWLOI—REF—ER—-AILEEATE, TOLOA—RIEODVWTOE—OVE2EKT
PEHICERAENZIE—OF—%EBITS branch-key-id A2 07 1 —JL RIZIEAE 1
F9o cO71—)LRZE—OVIIVICEH T, E—OVOBHEICKEL BRI EIAE—
AVF—XIXTUTILERETIHXENf HYVET, FHlLCOVWTR., "VILFTF2—F—2&
R—AWDOE—A00T) ; Z5RLTLSEEV,

« cacheTTL

O—ALE—OYF %Y IROE—IYF—IFUFLIY N EERTE 2 EE (HRY
NCBDETORE) (W), COBREOKNAE<EFhERYERA, v YT 1B TIL
OHEAIhDE, TVRURO—ALEr v 1HSBIBRENET,

c (ATTaAV)FvYVIa

XYV ARATELERO—DIILF YYD LCKRMTED TS OFF—IFUTILIONUD
BENARIAARTDEBEEE. F—V I Z2HHLLTIBRICFrYI124T7ETIRN)FY
N>T1Z2EBELET,

EExX—1) Yk, F7 4N, MultiThreaded, StormTracking, £ENF+ v 1247 %
HR—BMLET, EF VYV IR TEZERTHDHEOFHMEMFICOVTRR., "1 #25HBLT
< 12 & Wthe section called “F v v 1 %8R9 37,
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FYyvIa1EEBEELBEVES. BEFXF—UJE. BEMIZ Default ¥ v v 1247 %FEH
L. I>RNUFYNT14% 1,000 ICERELET,

ROBITRE, 720FF—DHTSA4V—, Fr+YZ14IBRTLLA 6008, TV NUBEN
1000 DREBEF—1) > JZHERL KT,

Java

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsHierarchicalKeyringInput keyringInput =
CreateAwsKmsHierarchicalKeyringInput.builder()
.keyStore(branchKeyStoreName)
.branchKeyIdSupplier(branchKeyIdSupplier)
.ttlSeconds(600)
.cache(CacheType.builder() //OPTIONAL
.Default(DefaultCache.builder()
.entryCapacity(1000)
.build())
.build();
final IKeyring hierarchicalKeyring =
matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

C#/.NET

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsHierarchicalKeyringInput

{
KeyStore = keystore,
BranchKeyIdSupplier = branchKeyIdSupplier,
TtlSeconds = 600,
Cache = new CacheType

{
Default = new DefaultCache { EntryCapacity = 1000 }

};

var hierarchicalKeyring = matProv.CreateAwsKmsHierarchicalKeyring(keyringInput);

Rust

let provider_config = MaterialProvidersConfig::buildexr().build()?;
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let mat_prov = client::Client::from_conf(provider_config)?;
let kms_keyring = mat_prov
.create_aws_kms_hierarchical_keyring()
.branch_key_id(branch_key_id)
.key_store(key_store)
.ttl_seconds(600)
.send()
.await?;

AWS KMS ECDH ¥—U >4

94T MIOBES{LZ A 75 1) /I AWS Database Encryption SDK ICEEEhFEL
o cOTFROY/N—HA RTIE., 5lZ#HZ DynamoDB Encryption Client (B8 218 Z=RMHL
7,

/A Important

AWS KMS ECDH ¥—U >k, IFTUTZLZ7ANAE -S4 7S UDN—>3> 1.5.0 B
BTOXMMEATEET,

AWS KMS ECDH F—1) > (&, IERFRF —RHAWS KMS keysZFEAL T, 2 EETHEXH
SYEVITXF—EBBLET, £9. F— 2T IEEH MR Diffie-Hellman (ECDH) ¥—F7 J 1) —
XVRNTILAVAXLZFEALT, BEEDOKMS F—RT7DTTAR—KNF—EZEEONT VY
DF—NDSHE—VLYNZEREBLET, RIC, F—VU2IJRFHRE—ILYNEFERAL T,
T—AESIT—EREIDH_ESYETF—ZEEL £, AWS Database Encryption SDK A
(KDF_CTR_HMAC_SHA384) ZERAL THEZYE VX -2 T2 F—BEBEHKE. F—HEIC
B892 NIST DHREHIZENL TVET,

F—HBEHKE,. 64 NA hOF—I T TFI%ZIELET, Database Encryption SDK AWS (&, W&
NAELWF—XFTUTZIINZEZFERATZIESIC, RO 2NARZIZY MNXMF—ELTHERAL,

BREDR2NANZHEZYEIJFXF—ELTHERALET, BSRIC. F—UIFBStEnizL
OdA—ROXFTVTZIILFEE7 1= I)LRICAEFENATVIOERLUIIIY N RNF—EHESYED T
F—ZBRTERVES, ARL—23FEXBLET, HIZE. Alice DTZARXR—K~F—& Bob
ONT VY OF—TREEhEF—U2JZEALTLI-REESILTDE, Bob DT T4 K—

RE¥—& Alice DNT DY OF—TREENEF—VJE, BUOIY "XV NF—EHBESYE
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VIF—EBRL., LO-REESITERT. Bob DNT VY UF—H KMS F—RT7HS5TR%E
WiEE&, Bob & RawECDH ¥—) >V J# KL TLI—RZESTEEXT,

AWS KMS ECDH ¥—1 > Y&, AES-GCM ZEAL THHF—TLI—RZESHLLET. KX

2, *—2F—lF, AES-GCM Z2FAL TRELEHESYE IF—TIOARO—THES{LEhE
To EAWSKMSECDH F—D 2 JICREH{EEIYEL IFXF—%2 1 DETEDDENTEERTH,
BHO AWSKMSECDH ¥—U > JZ2BMT, £LBMBOF—UTERINILFF-UTILCE
HBENTEXRT,

RV D

« AWSKMS ECDH ¥—U > JICHBER TV AFHH
« AWS KMS ECDH ¥ —U > ¥ O 4R

« AWS KMS ECDH #&iH¥—1 > J O¥ER

AWS KMS ECDH ¥ —U 2 JICZERT UV AFA

AWS Database Encryption SDK & AWS 7HO 2V N ZZXEBEET, £€NDAWS H—ERIZEKTFL
FtA. £LEL., AWSKMSECDH ¥—U2>JZ2FERATSICIE. AWSThHOhE, F—D2Y
AWS KMS keys O ICHTBDUTORNPROT IV LAFANUETYT, P7OLAFARK, FATS
F—TITV—AVRNAF—TICK2>TELBYET,

- KmsPrivateKeyToStaticPublicKey #F—7J U —X> R NAF—NZFEHALTLI—
RZEESILELVPESTTDICE. EEFEEDIERH KMS £—~RTIZ kms:GetPublicKey &
kms:DeriveSharedSecret "% ETF, F—U2IJZA VAR AT B EEICEFED DER
I>OA—RENENT VY IOXF—%2EEEETIHE. EEBEOFENHKMS F—RTICHTS
kms:DeriveSharedSecret 7 7 £ AFFAID A" URETT,

« KmsPublicKeyDiscovery ¥F—F7J =XV RAF—XZ2FEALTLO—RZESTBICE. 15

EE hEIENIH KMS F—ART7ICKF S kms:DeriveSharedSecret # & TF kms:GetPublicKey 7 ¥
T AFANF BETT,

AWS KMS ECDH F—1 > J OER

T—RERES{tELVES TS AWSKMS ECDH ¥F—U VI 2ERTBIC

l&. KmsPrivateKeyToStaticPublicKeyF—7JU—X>V NAF—XZFEH
FTRIRBENFHYVET, F—TITV—XMAF—YXZFEAL T AWS KMS ECDH
KmsPrivateKeyToStaticPublicKey ¥F—U > JZ#HMLTBICE. XROEZEELET,
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. RE{EED AWS KMS key ID

KeyUsage A" M IEXHFR NIST #RIEM AR (ECCKMS F—RT7 EZHBEITIHLEN HV F
FKEY_AGREEMENT, EEEND T/ TANR—NF—F, B> —IJL Y NEMBIILEHICERATH
x99,

(A72aV)EBFEONT VY OF—

RFC 5280 TE&HENTWB&ES5(Z. SubjectPublicKeyInfo (SPKI) & FiE 5 DER I
OA—RENEXE0NTVYIOF—THBHBENHVET, htips:/tools.ietf.org/html/rfc5280

AWS KMS GetPublicKey R L —2 3 >k, ERFHEKMS F—RT7ONT VY OF—%XEK
DERI>O—REXTERLET,

F—UTNTS5 AWSKMS BFUH L OHZERS TICIE, EEEONT VY UF—2ERIEBET
EET, REHEONTVYIOF—IZENIrEEENATOVAWVES, F—U 2Tk AWS KMS %I
HUTEEEONTUY OF—EHMELET,

« ZEEONT VY UF—
RFC 5280 TEZENTWVWBLKSIZ, (SubjectPublicKeyInfoSPKI) EEHIENDZEED

DERIVO—RENE X500 NT VY IOX—%BETDIHENHVET, hitps:/tools.ietf.org/
html/rfc5280

AWS KMS GetPublicKey AR L —2a>id, R KMS F—RT7ONT VY O F—%MHEK
DERI>O—REXTIELET,

- HERMEER

BEENLEF—RTOBHBRLERERILE T, KEELSEEORMAFOF—RTIF. ELU MR
ARTHIBENHY KT,

BRI fE: ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512
c (AT72AV)FAR—=TODOUAN

JZ2NEEHRALTAWSKMSECDH #—1) 29 M KMS F—AOF7 VA Z#HIT 255,
F—) TP TREEIIXNEBRINTOISONN—V % REBEITIHBENFHYVET,
C#/ .NET

ROBITE, EEEDKMS F—, EEEONT VY OF—, SEEONT VY UF—
ZFEALT, TAWSKMSECDH ¥—U>2> YU ERLET, COFITR, #7730
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senderPublickey/ N\TX—&RZFERAL T, EEEONT VY OF—ZIEELFT., EEEON
TV oF—#BELBEVEES., F—U2JIE AWSKMS 2FHUVOHL TEEEONTUY V£ —
ERBLET, REBELSEEOHMADF—NFTHFECC_NIST_P256HiELEICHY ET,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Must be DER-encoded X.509 public keys
var BobPublicKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new bytel[] { });

// Create the AWS KMS ECDH static keyring
var staticConfiguration = new KmsEcdhStaticConfigurations

{
KmsPrivateKeyToStaticPublicKey = new KmsPrivateKeyToStaticPublicKeyInput

{
SenderKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab",
SenderPublicKey = BobPublicKey,
RecipientPublicKey = AlicePublicKey

}
};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = staticConfiguration
};

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

ROBITE, EEEDKMS F—, REEONT VY IF—, ZEHEONT UV UF—
ZEALT, TAWSKMSECDH ¥F—U>J%Z#ERLET, cfiTR, #723>n
senderPublickey N X—&RZ2FEHAL T, ZEEONT VY IVF—ZEELET., EEEON
TV oF—EELBEVEE, F—U2J X AWSKMS 2HVOHL TREEEONT VY HF—
ERBLET, REELZIEEOHMANDF—RTHECC_NIST_P256HMELEICHY) £,

// Retrieve public keys
// Must be DER-encoded X.509 public keys
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ByteBuffer BobPublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" );
ByteBuffer AlicePublicKey = getPublicKeyBytes("arn:aws:kms:us-

west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321");

// Create the AWS KMS ECDH static keyring
final CreateAwsKmsEcdhKeyringInput senderKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPrivateKeyToStaticPublicKey(
KmsPrivateKeyToStaticPublicKeyInput.buildexr()
.senderKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab" )
.senderPublicKey(BobPublicKey)
.recipientPublicKey(AlicePublicKey)
.build()).build()).build();

Rust

ROBPITIE, EEEDKMS F—, REEONT VY OF—, BEHEONT VY HF—
ZEALT, TAWSKMSECDH ¥—U>J%&ERLET, COFITE, F7>a>n
sender_public_key/NTX—Z%&ZFEHL T, EEEONTVYIF—Z2EELET, EEED
NTVYOF—#EBELEVEE, F—U2JE AWSKMS 2RUHEL TEEFEONTUY D
F—ZzHEBLET,

// Retrieve public keys
// Must be DER-encoded X.509 keys
let public_key_file_content_sender =

std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_SENDER))?;
let parsed_public_key_file_content_sender = parse(public_key_file_content_sender)?;
let public_key_sender_utf8_bytes = parsed_public_key_file_content_sender.contents();

let public_key_file_content_recipient =
std::fs::read_to_string(Path: :new(EXAMPLE_KMS_ECC_PUBLIC_KEY_FILENAME_RECIPIENT))?;
let parsed_public_key_file_content_recipient =
parse(public_key_file_content_recipient)?;
let public_key_recipient_utf8_bytes =
parsed_public_key_file_content_recipient.contents();

// Create KmsPrivateKeyToStaticPublicKeyInput
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let kms_ecdh_static_configuration_input =
KmsPrivateKeyToStaticPublicKeyInput: :buildex()

.sender_kms_identifier(arn:aws:kms:us-

west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab)
// Must be a UTF8 DER-encoded X.509 public key
.sender_public_key(public_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let kms_ecdh_static_configuration =
KmsEcdhStaticConfigurations: :KmsPrivateKeyToStaticPublicKey(kms_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create AWS KMS ECDH keyring

let kms_ecdh_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client)
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_static_configuration)
.send()
.await?;

AWS KMS ECDH #H¥—1 > J DO ER

E59BLEIL, AWS Database Encryption SDK A" fETE D F—2EET D ENMNRANTS
DTAATT, CORARNTZITAAICRSICE, F—T T =X NAF—I T AWS KMS
ECDH KmsPrivateKeyToStaticPublicKey ¥—U>>J &AL ET, L. AWSKMS
ECDH®REF—1U Y. 2FY) ., BEENLKMS F—RTONT VY UF—4H, BESEhiLL
d—ROXFUTILHEHA7 1 —ILRIZREEATVRZEEONT VY OF—E—HITHLI—R%E
ESTESD AWSKMSECDH ¥—U > J ZERT B EETEET,

/A Important

KmsPublicKeyDiscovery ¥F—F7J U — X2 NAF—XZFEALTLO—REZESTHH
&, FIEEZEICEEELS, IXTONTVYIF—%2ZHFANET,
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F—TI)—AVRMNAF—I&FEHL T AWS KMS ECDH KmsPublicKeyDiscovery ¥—U > %

ZUHLTRICE,. ROEZIEELET,
- Z{E&Z DO AWS KMS key ID

KeyUsage fEA" O IEXFE NIST #HERIEMA MR (ECCKMS F—RT ZRETDIHLENHYE
FKEY_AGREEMENT,

- HERMEER
ZEED KMS F—RT7 OB HREERZBRBBILET,

Bxh7%{E: ECC_NIST_P256. ECC_NIS_P384, ECC_NIST_P512
c (AT AaV)HFARN—=DO DUARN

95 NEFERALTAWSKMSECDH F—U>J D KMS ¥F—AOT7 VA2 &3 258,
F—UDT R TRIEZICHERINTODI S NN—V 2 RETIBENf HVYET,
C#/ .NET

ROFITIE, ECC_NIST_P256H#RIC KMS F—ART %3 D AWS KMS ECDH # ¥ —
DT RERLET, BEENE KMS F—ARTICH L T kms:GetPublicKey 3 & T

kms:DeriveSharedSecret 7 9 L AHF AN UBETT, cODF—U2TIE, EEENE KMS F—AX
TONTUYOF—K, BEENEZLO—ROIXTUTZILHA 71— )L RICEFEEATVEZ

BEONTVYOF—E—HITBLI—REESTEET,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());

// Create the AWS KMS ECDH discovery keyring
var discoveryConfiguration = new KmsEcdhStaticConfigurations

{

KmsPublicKeyDiscovery = new KmsPublicKeyDiscoveryInput

{

RecipientKmsIdentifier = "arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321"
}

};
var createKeyringInput = new CreateAwsKmsEcdhKeyringInput

{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
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KmsClient = new AmazonKeyManagementServiceClient(),
KeyAgreementScheme = discoveryConfiguration

i

var keyring = materialProviders.CreateAwsKmsEcdhKeyring(createKeyringInput);

Java

IXDBI Tk, ECC_NIST_P256H#RIC KMS ¥ —AR7 &3 D AWS KMS ECDH #& i+ —

DT RERLET, BEE N KMS F—ARTIZH L T kms:GetPublicKey # & T
kms:DeriveSharedSecret 7 7 C AFFAANMBETT, cOF—U 2T, BEE i KMS F—AX
TONTDY oF—8, BEXENELI—ROITUTILHBT7 1= RICREENATVEE
BEONT VY OF—E—HITBLI—REESTEET,

// Create the AWS KMS ECDH discovery keyring
final CreateAwsKmsEcdhKeyringInput recipientKeyringInput =
CreateAwsKmsEcdhKeyringInput.builder()
.kmsClient(KmsClient.create())
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
KmsEcdhStaticConfigurations.builder()
.KmsPublicKeyDiscovery(
KmsPublicKeyDiscoveryInput.buildexr()
.recipientKmsIdentifier("arn:aws:kms:us-
west-2:111122223333:key/0987dcba-09fe-87dc-65ba-ab0987654321") .build()
).build())
.build();

Rust

// Create KmsPublicKeyDiscoveryInput
let kms_ecdh_discovery_static_configuration_input =
KmsPublicKeyDiscoveryInput::builder()
.recipient_kms_identifier(ecc_recipient_key_arn)
.build()?;

let kms_ecdh_discovery_static_configuration =
KmsEcdhStaticConfigurations: :KmsPublicKeyDiscovery(kms_ecdh_discovery_static_configuration_

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
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// Create AWS KMS ECDH discovery keyring

let kms_ecdh_discovery_keyring = mpl
.create_aws_kms_ecdh_keyring()
.kms_client(kms_client.clone())
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(kms_ecdh_discovery_static_configuration)
.send()
.await?;

Raw AES ¥—1) >4

94T MIOBES{LZ A7 Z 1) ®OEFIHA AWS Database Encryption SDK ICEEEhFEL
o cOTFROY/N—HA RTIE, 5lZ#HZ DynamoDB Encryption Client [CB8 ¥ 218 Z=_HAL
F9,.

AWS Database Encryption SDK Tld, *—XF—Z2REITBSvEJF—E LU TEEL £ AES
HNHF—ZEATEELRT. F—NXTUTINZEKR. 1N, REIDLENFHVET (/\—RIITE
FAVTAED1-) HSM) TR F—EBBATATITSONFELVTT), SvEVTFX—%
BEL, O—AILFERATSA D TTF—E2F— 2RI ZILEN HDHEEFE. RawAES ¥—1)
VU ERALET,

Raw AES ¥—1U > J&, AES-GCM IV XLE, NMRNBIELTHEELEZYEY T+ —%
FRTAICELLL>TTF—RZE/EILET, ERawAES ¥V JTEETED T VYE T+ —
k1 2EFTIN, BHO RawAES F—D 2V JZBMT, KEBRHOF—UTEEEIINILT
FUITILEOHRENTEET,

TEZEMZEEER

F—)JRNDAES F—&FBATHLEHIC, RaWAES F—U Tk, BELEF—ORBAIZEBLE
F—RBEZFEALET, chsOERS—ILY NTREHY EFH A, Database AWS Encryption SDK
ALO—RICEMTEITITIILOHRBICTL—2FTFANTRRIENET, HSM FEFF—FE
JATLDOF—OBRBZEBE, TDATATAES F—Z2RBETH2F—BEFERAITHCLZHEDH
LET,
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® Note
F—OBFPEBMEF—FIE, JceMasterkKey @ [Z’ANAFZ— ID](F& [7O/N1 X))
74— RE[F—IDI 71— RIZHIBLET,

BEND7 M-I REBESHUHBICESIZILEHICRBZDZF -V VI ZRBETIER. BAZEZHEAR
DEHNEETT. EEF—UVTAOF—OEBRNZHEF—BN. BEHLF-—I2TAOF—DEH
EHREF—BOARNFENMNFORXBICERII-—BLEWES, F—XTUTILONA NFE-T
Ho2TE, BEEF-VJRBERETNELRA,

BIZIE, F—DBATZE/E HSM_01 &F—F AES_256_012 #FEAL T RawAES ¥—U T A EH
ITRELET, TOE, TOF—UIEFEALT—HOF—2EEESHLETT, TOTF—XEES
TBICE, AULF—BAIZE, ¥F—8B, BLEF—ITUTIINEFEHALTRawAES ¥—U > T %4
RLET,

ROBlE, Raw AES F—U VT DEREZEZRL TVWET, AESWrappingKey ZB#lF. EEEL &
F—XTUTILZERLET,

Java

final CreateRawAesKeyringInput keyringInput = CreateRawAesKeyringInput.builder()
.keyName("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

C#/ .NET

var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

// This example uses the key generator in Bouncy Castle to generate the key
material.
// In production, use key material from a secure source.

Raw AES ¥—1 > %9 96



AWS F—Z AN — AKES 1t SDK FROYN—HA R

var aesWrappingKey = new
MemoryStream(GeneratorUtilities.GetKeyGenerator("AES256").GenerateKey());

// Create the keyring
var keyringInput = new CreateRawAesKeyringInput

{

KeyNamespace = keyNamespace,

KeyName = keyName,

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var matProv = new MaterialProviders(new MaterialProvidersConfig());
IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name("AES_256_012")
.key_namespace("HSM_01")
.wrapping_key(aes_key_bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle)
.send()
.await?;

Raw RSA ¥—U >4

DZAT > NMIOESLS (4751 OBEIH AWS Database Encryption SDK ICEEEhEL
o 2OFROYN—HA RTIE, B8l&#ZE DynamoDB Encryption Client ICBI 9 2158 & 2H L
7,

RawRSA F¥— Yk, BELERSANT VY OF—TSAR—NF—FEALT, O—Al
XEVTTF—RF—DOEMMOBSILEESTERITLET, 7T/ R—NF—ZEK, Bh. RET
BPRENBHYET(N\N—RIVIT7EFIVFTAEDI1—=I) (HSM) FLREF—BBIRATATITION
FHFELWTT), BELEHEFERAL T, RSRANTVYIVF—OF—XF—2BE{LET, B
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BB TTSAR—RF—EBALT. F—2F—EH/ELET, BBORSANF AV ITE—RPS
BRTEET,

BELEESEITD RawRSAF—U 2T, ERHBONT VY OF—ETSAR—KF—ORT
ZEHBIRBENHYET, L, F—2OESHKE. NTUYIF—DHk%EIFD Raw RSA £ —
DT =FERLTITSENTERT, T, F—RDESRE. 774 RXR—FF—0D&%EHFD Raw
RSAF—DU T EFERALTITDOCENTEET, RaWRSAF—U > FF, YILFF—UTIZED
BCENTEET, RRWRSAF—U VT ENT VY OF—B LT TAR—rF—%2FEAL THRE
TBBER. ThSHRALF—RTO—HTHD L EZMBELTLILEEL,

Raw RSA ¥—1) > Jd. RSA ERMEES{LF—L LEICFERATRHES. O JceMasterkKey & RZE
T&H'v), HEER AWS Encryption SDK for Java € & 7,

(® Note

Raw RSA ¥—U > Tk, ERFKMS F—Z2HR—KNLEH A, FEXH RSAKMS ¥F—%fF
BAdT3ICE. AWSKMS F—1) T &#BELET,

BRZBE B

F—UIJARADORSAF—XTUTINZBRTAHLEHIC. RawRSAF—D) > JFk, BEL =+ —
NBEZEF[MEF—BREZFEALET. ChsDERI—IL Y NTlRRHY EH A, Database AWS
Encryption SDK AL A— RICEMT BN TUTZIOHRBICTL—2TFARNTRRENET, HSM
FEFEF—BEIATALATRSAF—RT7 (FEREOTSAR—NF—) Z2BANTD2F—DRFZE™
EFXF—BEFEATHLZHEFOLET,

(@ Note

F—OBRFEBMEF—FIFE. JceMasterKey @ [Z’ONAF— ID](Fk& [Z’O/N1 X —))
J7A4—=)LRE[F—ID] 74— RICHIBLET,

BEOL - REESILELIVESTILEHICEBDF UV IZRETZIHEE. BRIZHERFO
ENfEETYT, BESF*F— U JAOF—OBHZEBEF—FBY, BSLF—UTAOF—OBEHZE
BEF—BOAXNFENNFORBICERIC—BLEWVEE, TOF—HAFLF—XRTHS50EDT
Ho2TE, BEF—UITREREhEEA,

ESILBRVCEEF—VITHNOF—XTUTILOF—DOEAZHEF—BRE, F—U2TOF—AR
FIZRSANT VY OF— REATSAR—KhF—, FLREAOF—HFEEATVRILESHICH
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PH8T, AUTHBIYVENHYVET, HIRE, F—OHFBIZME HSM_01 & F—F RSA_2048_06
ZHEDORSANTVYIOF—O RawRSAF—U VU 2FERLTTF—REBESILTBDELET, TO
TF—REEFTITBICEK, TTAR—NF— (FEREF—ART), BLUPELF—0OZFZ=EME BRI ZE
AULTRawRSAF—U T ZBELFET,

NF12TE—R

EE{LEESICERAETND RaAWRSAF—U TN EDICNTF A IJE—REBETIH, £ T
NZIEETRERREOMEEEZFERATIMENHYET,

&, FEEFBOFFIICRV, XONT 1> F— R AWS Encryption SDK ZHR— KL TVWFE

I, OAEP NFT 14 T E—R, 45IC SHA-256 ZfEH 9% OAEP 8 & U SHA-256 /N7 1 > T & EA

T3 MGF1 ZHESOLET, PKCST1 NT 12 TE—REF, THUEREDLEODEYR—KFEhTL
£9,

SHA-1 ZfEA 9% OAEP 8 KV SHA-1 NT 1 > T ZFERAT 3 MGF1
SHA-256 ZfEH 9% OAEP & KT SHA-256 N7 4 > J &2 RT3 MGF1
SHA-384 ZEFA 9% OAEP & KT SHA-384 N7 4 > J &2 RT3 MGF1
SHA-512 ZEH 9% OAEP & KT SHA512 NT4 T &2 RT3 MGF1
PKCS1 V15 NFT4 27

XD Java Dk, RSAF—RTFONT VY OF—T S5/ R—NF—%HHL., SHA-256 %
3 OAEP 8 & T SHA-256 N7 4 U E—REFEHATS MGF1 25 fH 9% RawRSA ¥—U > ¥
EERTDHEZERLTVWET, RSAPublicKey # kT RSAPrivateKey ZHk, EETZ¥—Y
TOTINERLET,

Java

final CreateRawRsaKeyringInput keyringInput = CreateRawRsaKeyringInput.builder()
.keyName ("RSA_2048_06")
.keyNamespace("HSM_01")
.paddingScheme(PaddingScheme.0AEP_SHA256_MGF1)
.publicKey(RSAPublicKey)
.privateKey(RSAPrivateKey)
.build();

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

IKeyring rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);
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C#/.NET

var keyNamespace = "HSM_01";
var keyName = "RSA_2048 06";

// Get public and private keys from PEM files

var publicKey = new
MemoryStream(System.I0.File.ReadAllBytes("RSAKeyringExamplePublicKey.pem"));

var privateKey = new
MemoryStream(System.I0.File.ReadAllBytes("RSAKeyringExamplePrivateKey.pem"));

// Create the keyring input
var keyringInput = new CreateRawRsaKeyringInput

{
KeyNamespace = keyNamespace,
KeyName = keyName,
PaddingScheme = PaddingScheme.0OAEP_SHA512_ MGF1,
PublicKey = publicKey,
PrivateKey = privateKey
};

// Create the keyring
var matProv = new MaterialProviders(new MaterialProvidersConfig());
var rawRsaKeyring = matProv.CreateRawRsaKeyring(keyringInput);

Rust

let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;
let raw_rsa_keyring = mpl
.create_raw_rsa_keyring()
.key_name("RSA_2048_06")
.key_namespace("HSM_@1")
.padding_scheme(PaddingScheme: :0aepSha256Mgf1)
.public_key(RSA_public_key)
.private_key(RSA_private_key)
.send()
.await?;
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Raw ECDH ¥—1 >4

94T NMIOESLS (751 OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE#E DynamoDB Encryption Client I3 2158 Z 24 L
F£7,.

/A Important

Raw ECDH ¥—U>J @k, XFUTZL7AONAE =4 TZIVDIN—232 150 TOHKE
HATEZET,

Raw ECDH ¥—U >}, EELEBABBONT VY IF—ETSAR— N F—ORT & EH
LT, 28R THESYEVIF—Z2BBLET, T, F—U2TR. EEEOTFA4XR—b
F—, BEEONT VY UF¥—, EAER Diffie-Hellman (ECDH) F—F7J ) —X> K7V X
LZEFEALTHEY—ILYRNERMBLET, RIZ. F—VUJREEBE—IL Y MNEFERALT,
T—RESEF—Z2RBEITHIHETYEITF—ZBWMBLET, AWS Database Encryption SDK #*
(KDF_CTR_HMAC_SHA384) 2L THREZYE JFXF—Z2WMB I F—WEEHKE. F—HEIC
B8 9% NIST O#REEICENML TVET,

F—IEEHRE. 64 NA bOF—XFTUTI%ZIRLET, Database Encryption SDK AWS (&, &
FELWF—XFTUT7IINZEFERATEZIEISIC, RO 2NA R ZDAZIY MNXMEF—ELTHERAL,
BREDR2NANZHBEZYEIFXF—ELTHERALET, BSRIC. F—UIFBS{tEnizL
O—ROIFUTFILBHBT A= RICERFEENATVWAOEFUIAIY MAY NF—EHESYED Y
F—ZBETEBRVEE, AIRL—23 2 RBFEBULET, HIZEF, Alice D7Z A4 RX—K~NF—& Bob
ONT VY OF—TREENEF—V I EZFEALTILI—REZESIKTDE, Bob DT T4 R—
R¥E—& Alice DNT VY OF—TREShEF—VUJEK, BUOIY M NF—EHESYE
VOF—EBHL, LO—REESHKTEET, BobD/NT VY IF—H AWSKMS key RT7H 5
NENTHBHE, Bobld AWSKMSECDH ¥— U JRERLTLI—REZESTEET,

Raw ECDH ¥—U > J&. AES-GCM ZEAL THMF—TLI—REZBESHLLET, KIZ, TF—
ZF¥—F, AES-GCM Z2FAL TRELERESYE  IF—TIORO-7THBSLEhET, &
Raw ECDH ¥—U 2 JICRAEFEZYED IFX—% 1 DETEHBRENTEXRTH. EHO Raw
ECOH #—U2JZ BT, FLRMEOF-VDTEHINILTFF-IVTICEDRENTESE
ER
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TZAR—RNF—DER, R7E. RERF. TERFEN—-RDIT7EFIUT1ED 1)L (HSM) F
ERF—BEATLATISHBEN BYET., XEELZBEOF—RTR., GERUBHMRLI
H')EF, AWS Database Encryption SDK &, ROBABBREEZHR—KNLTVET,

 ECC_NIST_P256
« ECC_NIST_P384
 ECC_NIST_P512

Raw ECDH F—U > J O ER

Raw ECDH ¥—1) > J &, RawPrivateKeyToStaticPublicKey, .
EphemeralPrivateKeyToStaticPublicKey® 3 2DF—TF7 T =X NAF—XZHR—KL
TWETFPublicKeyDiscovery, BIRUEF—TFT IV XD RAF—XIZ&L2T, ETTEDIHES
ARL =232 XX TUTINOEKILTHEENF RENET,

NEY D
» RawPrivateKeyToStaticPublicKey

» EphemeralPrivateKeyToStaticPublicKey

« PublicKeyDiscovery

RawPrivateKeyToStaticPublicKey

RawPrivateKeyToStaticPublicKey #F—7J U —XV MAF—XZFEHAL T, F—U 2T TiE
BEOTZAR—NF—EZEEONT VY VF—EZBHIRELET. COF—TITU—XTUHRR
F—~NE. LO—REZBSCELERTESTEET,

F—TIT)—XVNAF—Y &AL T Raw ECDH RawPrivateKeyToStaticPublicKey F¥—1J
U EMBILT BRI, ROEZEELET,

c REBEDTTSANR—KNF—

RFC 5958 TEZENTWBDLSIZ, BREENDPEM I I—RE T T4 RK—KF— (PKCS
#8 PrivateKeylnfo #815) ZIEE T B HEN BV ET,

- FEEONTVY UF—
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RFC 5280 TEZENTLWAKSIZ, (SubjectPublicKeyInfoSPKI) EEMFIEFNDZEED
DERIVO—RENEXE500 /N7 VY IOX—%IBETDIHENHVET, hitps:/tools.ietf.org/
html/rfc5280

ERHF—TITV—XNKMS F—RTONT VY OF—, ik OARBTERE N EF—RT
DNT VY OF—%IBETEETT AWS,

« HRRAER

BEENLEF—ARTOBAMREERZZRILE T, EEECZEEOWMHIOF—RTE, BUHRE
ARTHIBENHY KT,

B fE: ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

// Instantiate material providers

var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var BobPrivateKey = new MemoryStream(new byte[] { });
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH static keyring
var staticConfiguration = new RawEcdhStaticConfigurations()

{
RawPrivateKeyToStaticPublicKey = new RawPrivateKeyToStaticPublicKeyInput

{

SenderStaticPrivateKey = BobPrivateKey,
RecipientPublicKey = AlicePublicKey

}
iy

var createKeyringInput = new CreateRawEcdhKeyringInput()

{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = staticConfiguration

iy

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);
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Java

XD Java DFITIE, RawPrivateKeyToStaticPublicKeyF—7 ) —X2 NAF—N%E
ALT, EEBEOTSAR—RNF—CLEZEEONT IV OXF—2BNICRELET, @HOF—
ARTFHECC_NIST_P256Hi#R EICH V) E T,

private static void StaticRawKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.buildex()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();

KeyPair senderKeys = GetRawEccKey();
KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH static keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.RawPrivateKeyToStaticPublicKey/(
RawPrivateKeyToStaticPublicKeyInput.builder()
// Must be a PEM-encoded private key

.senderStaticPrivateKey(ByteBuffer.wrap(senderKeys.getPrivate().getEncoded()))
// Must be a DER-encoded X.509 public key

.recipientPublicKey(ByteBuffer.wrap(recipient.getPublic().getEncoded()))
.build()
)
.build()
).build();

final IKeyring staticKeyring =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

}
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Rust

XD Python MHITIE, raw_ecdh_static_configuration¥—7 U —X2 NAF—I%E
ALT, BEEDTSAR—RNF—EZEEONT VY OF—2BNIRELET, MADF—
RT7HVEUHBLEICHZHENHET,

// Create keyring input
let raw_ecdh_static_configuration_input =
RawPrivateKeyToStaticPublicKeyInput: :buildexr()

// Must be a UTF8 PEM-encoded private key
.sender_static_private_key(private_key_sender_utf8_bytes)
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :RawPrivateKeyToStaticPublicKey(raw_ecdh_static_configuration_i

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH static keyring

let raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(raw_ecdh_static_configuration)
.send()
.await?;

EphemeralPrivateKeyToStaticPublicKey

F—T T V)XV NAF—YTREE NhlzEphemeralPrivateKeyToStaticPublicKey¥F—1 >
JE. O—ALEFHFLVWF—RT7ZERL, BSEHFTCHLIELC-BEOREZYE IX—ZWE
LET,

COF—TITV—AVRNAF—TRLIOA—ROAZRES{LTESE

¥, EphemeralPrivateKeyToStaticPublickey #F—7J 1 —XV NAF—IYTHRES{LEhL
O—RzESTBICK. ALZEEEONT VY OF—TRESNEREF—T I )X NAF—
NZFERITHIHENHVET, E5T5ICE. PublicKeyDiscoveryF—FFU—X> N7
JXLTRawECDH #F—U > J & ERT2H, BEEONT VY VF—HFIIRBF—T I —X>
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NKMS F—ART7HAS5NDENDTHBHBAIE. KmsPublicKeyDiscovery F—F I 1) =X NAF—T
AWS KMS ECDH ¥—U > J #ERATEE T,

F—TITV)—XVNAF—Y%ZFEAL T Raw ECDH
EphemeralPrivateKeyToStaticPublicKey ¥—U > JZ#BLTSICE. XROEZEELE
ED

- FEEONTVY UF—

RFC 5280 TEZENTWVWAKSIZ, (SubjectPublicKeyInfoSPKI) EEFRIENDZEED
DERI>I—RENEXE500/NTVYIOF—%EBEETIHENHYET, hitps:/tools.ietf.org/
html/rfc5280

ERHF—TITV—XNKMS F—RTONT VY OF—, ik OARBTERE N EF—RT
DINT VY OF—%IBETEETT AWS,
o BHERMEER

BEEAENT VY OF—OEMAMBRETERERIILFT,

EELEEIC., F—UVITREECNIZMRICEHFLVF—RTZEHRL, HILLW T/ RXR—KF—¢&
BEENENTVYOFXF—%2FALTHESYEIJXF—ZBBLET,

B%h7{&: ECC_NIST_P256. ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

ROBITRE, F—TIT)—X2NAF—YZFEAHL T Raw ECDH
EphemeralPrivateKeyToStaticPublicKey ¥—U>VJ&ERLET., BHLEIC, F—1
VU REEE NIZECC_NIST_P256H#R EICO—NILICHL WF—RT7ZERLE T,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePublicKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH ephemeral keyring
var ephemeralConfiguration = new RawEcdhStaticConfigurations()
{
EphemeralPrivateKeyToStaticPublicKey = new
EphemeralPrivateKeyToStaticPublicKeyInput
{
RecipientPublicKey = AlicePublicKey
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}
};

var createKeyringInput = new CreateRawEcdhKeyringInput()
{
CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = ephemeralConfiguration

};

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

ROBITRE, F—TT)—XY NAF—XZFEMAL T Raw ECDH
EphemeralPrivateKeyToStaticPublicKey ¥—U>J&ERLET., BEHLEIC, F—1
VU REEE NIZECC_NIST_P256H#R EICO—ANILICHL WF—RT7EZERLE T,

private static void EphemeralRawEcdhKeyring() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

ByteBuffer recipientPublicKey = getPublicKeyBytes();

// Create the Raw ECDH ephemeral keyring
final CreateRawEcdhKeyringInput ephemerallnput =
CreateRawEcdhKeyringInput.buildexr()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.EphemeralPrivateKeyToStaticPublicKey(
EphemeralPrivateKeyToStaticPublicKeyInput.builder()
.recipientPublicKey(recipientPublicKey)
Lbuild()
)
Lbuild()
).build();

final IKeyring ephemeralKeyring =
materialProviders.CreateRawEcdhKeyring(ephemerallnput);

}

Raw ECDH F¥—1 > J DR 107



AWS F— &R —ABEE 1l SDK FROYN—HA R

Rust

ROBITE, F—TFIT)—XNAF—Y%ZFERHL T Raw ECDH
ephemeral_raw_ecdh_static_configuration ¥—U > J & ERLET, BEILEIZ,
F—)TJEEEENEHBELCO—AILICHLLVF—RTEERLET,

// Create EphemeralPrivateKeyToStaticPublicKeyInput
let ephemeral_raw_ecdh_static_configuration_input =
EphemeralPrivateKeyToStaticPublicKeyInput: :buildex()
// Must be a UTF8 DER-encoded X.509 public key
.recipient_public_key(public_key_recipient_utf8_bytes)
.build()?;

let ephemeral_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :EphemeralPrivateKeyToStaticPublicKey(ephemeral_raw_ecdh_static

// Instantiate the material providers library
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

// Create raw ECDH ephemeral private key keyring

let ephemeral_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(ephemeral_raw_ecdh_static_configuration)
.send()
.await?;

PublicKeyDiscovery

B59BELEIL, AWS Database Encryption SDK A" EFTE DT YEVITFXF—%RIBET D LR
ANTSOTA4RATT, CORANTTZIOTARIZHEDICE, BEBOTTZAR—RNF—LCZEED
NTVYOF—OEFEZIEETSECODHF— UV T 2EALET, 2L, Raw ECDH #&iH+—1
VU, DFY, BEENEF—ONT VY IOF—F, BSERLLI—-ROITUTILHBT 1 —
LRICREFEENTVRIZEEONT VY OF—E—HITBLI1—R%EEFSTE S Raw ECDH +¥—1
VI RERTRCEETEERT, COF—TITV—XRNAF—XRLIA—ROIKXEEFTTEELT,
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/A Important

PublicKeyDiscovery ¥F—F7J ) —XV NAF—XZFEALTLI-REESTIES,
AEZICEELELS, IXTONTVYIF—2ZFTANET,

F—TI)—AXVMNAF—T%FEHL T Raw ECDH PublicKeyDiscovery ¥—U Y ##H{Ld
B, ROEZEELET,

- REEOBNT ZAR—KF—

RFC 5958 TEZEENTWAKSIZ, BEENPPEMI>1—RENETFTARX—KF— (PKCS
#8 PrivateKeylnfo #i&) ZIEETHXEN BV E T,

« HRRAER

BEECAETZAR—MF—OEAHRERZRAFILET. EEELZFEEORHOF—RTIE,
BUHERIRTHIBENHYVET,

B {E: ECC_NIST_P256, ECC_NIS_P384, ECC_NIST_P512

C#/ .NET

ROPITE, F—TITV—XUNAF—YZEMHL T Raw ECDH PublicKeyDiscovery ¥ —
DO TZERLET, COF—UDTR, BEEhETZAR—NF—ONT VY IF—H B
BUENELD—ROXTUTIILBRBA7 1 —ILRICREEATVWERZEEONT VY OF—L—
B93LI—REESTEET,

// Instantiate material providers
var materialProviders = new MaterialProviders(new MaterialProvidersConfig());
var AlicePrivateKey = new MemoryStream(new byte[] { });

// Create the Raw ECDH discovery keyring
var discoveryConfiguration = new RawEcdhStaticConfigurations()

{

PublicKeyDiscovery = new PublicKeyDiscoveryInput
{
RecipientStaticPrivateKey = AlicePrivateKey

}

};
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var createKeyringInput = new CreateRawEcdhKeyringInput()
{

CurveSpec = ECDHCurveSpec.ECC_NIST_P256,
KeyAgreementScheme = discoveryConfiguration

i

var keyring = materialProviders.CreateRawEcdhKeyring(createKeyringInput);

Java

ROBITE, F—TITV—X2NAF—YZ AL T Raw ECDH PublicKeyDiscovery ¥ —
VT ERLET. cOF—UDTR, BEENLETFAR—RMEF—ONT VY OF—H, B
BENELO—ROITUTILFEBR7 A= RIZRFEATVWRZEEONT IV VF—E—
B95LI—REESTEET,

private static void RawEcdhDiscovery() {
// Instantiate material providers
final MaterialProviders materialProviders =
MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

KeyPair recipient = GetRawEccKey();

// Create the Raw ECDH discovery keyring
final CreateRawEcdhKeyringInput rawKeyringInput =
CreateRawEcdhKeyringInput.builder()
.curveSpec(ECDHCurveSpec.ECC_NIST_P256)
.KeyAgreementScheme(
RawEcdhStaticConfigurations.builder()
.PublicKeyDiscovery(
PublicKeyDiscoveryInput.builder()
// Must be a PEM-encoded private key

.recipientStaticPrivateKey(ByteBuffer.wrap(sender.getPrivate().getEncoded()))
.build()
)
.build()
).build();

final IKeyring publicKeyDiscovery =
materialProviders.CreateRawEcdhKeyring(rawKeyringInput);

Raw ECDH F¥—1 > J DR 110



AWS F— &R —ABEE 1l SDK FROYN—HA R

}

Rust

ROBITE, F—TITV—XNAF—YZFEHAL T Raw ECDH
discovery_raw_ecdh_static_configuration¥—U>JZERKLET, CcOF—UT
k. BEENETZAR=—RF—ONT VY IF—H XVvE—PBENIREENTVIZSE
BONT VY OF—E—BIIAVE—TE2EBTEEXT,

// Create PublicKeyDiscoveryInput
let discovery_raw_ecdh_static_configuration_input =
PublicKeyDiscoveryInput::buildex()
// Must be a UTF8 PEM-encoded private key
.recipient_static_private_key(private_key_recipient_utf8_bytes)
.build()?;

let discovery_raw_ecdh_static_configuration =
RawEcdhStaticConfigurations: :PublicKeyDiscovery(discovery_raw_ecdh_static_configuration_ing

// Create raw ECDH discovery private key keyring

let discovery_raw_ecdh_keyring = mpl
.create_raw_ecdh_keyring()
.curve_spec(ecdh_curve_spec)
.key_agreement_scheme(discovery_raw_ecdh_static_configuration)
.send()
.await?;

ILFF—UY

94T NMIOESLS (75 1) OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE%HE DynamoDB Encryption Client (B8 3 2158z 24 L
x£7,

F—UDTBBHEEDETINLTFF—VIICITRENTEERT, NIALFF—U T, BRICH
BB, 1 2ULOEROF—D I TERENDF—VITY, —EOF—DJ2EREARAL
EBEDRSICEELET, VILFF-—UDIZFEALTT—R22BSILIZEERE. TOF—UY
TIEEENDREEOSVE JF—ZFEALTEDT—REHESTEET,
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RIVFF—V T ZEBRLTT—RZBEHXTIHEEE. VThroF—U2J2o1XL—5—

F—UVIUIEELET, HOIXNTOF—U TR, FF—UVITERENET, DIRL—F—
F—D2TR, TL—2TFANOTF—2F—ZERLTHESHLLET, TOR, INTOFF—V
IDIRTOTZYEDTF—IL&L&2T, TEOTL—TFANTF—RF—HABESILEhET, Y
FF—U2T&, TL—2TFAMOF—&, NLUFF-V2ITOZVYEVTHF—2EIC1 DO

FlENTF—EF—ZBLET, DIRXL—EF—F—UVIHNKMS F—U VT DHE. ¥
TOIIXL—Z AWSKMS —F—RF 7L —2FTFANF—ZERLTHESHLLET, RIC. AWS
KMS F¥—1U 2T AWS KMS keys DIXTOEMF—&, NILFF—U2TOIXNTOFF—U>

TOIXRTOZYEYTF—R, BUTL—2FTFARNF—ZBESHLLET,

ES8IC. AWS Database Encryption SDK & F¥F—U > JZ2FAL T, BS{tEhiF—2F—0 1
DZEBEFLRSELET, F—UVIJE. NIAFEF—UVIJTEEENEIEETHETEENET, BF
FENETF—RF—HFF—V T 0FEEOF—IL>TESTEND L, LBEEFEILEENET,

RILVFF—VTZERTRICRET, FF—UVITZA2ARAULET, COBITE. AWS
KMS #—U>J& RawAES F—U 2V JZFERALETH, NILFF—U2ITHR—REATLVS
EROF—V T ZEAEDEDENTERT,

Java

// 1. Create the raw AES keyring.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateRawAesKeyringInput createRawAesKeyringInput =

CreateRawAesKeyringInput.builder()
.keyName ("AES_256_012")
.keyNamespace("HSM_01")
.wrappingKey(AESWrappingKey)
.wrappingAlg(AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6)
.build();

IKeyring rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
final CreateAwsKmsMrkMultiKeyringInput createAwsKmsMrkMultiKeyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyArn)
.build();
IKeyring awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);
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C#/.NET

// 1. Create the raw AES keyring.
var keyNamespace = "HSM_01";
var keyName = "AES_256_012";

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var createRawAesKeyringInput = new CreateRawAesKeyringInput

{

KeyName = "keyName",

KeyNamespace = "myNamespaces",

WrappingKey = AESWrappingKey,

WrappingAlg = AesWrappingAlg.ALG_AES256_GCM_IV12_TAGl6
};

var rawAesKeyring = matProv.CreateRawAesKeyring(createRawAesKeyringInput);

// 2. Create the AWS KMS keyring.
// We create a MRK multi keyring, as this interface also supports
// single-region KMS keys,
// and creates the KMS client for us automatically.
var createAwsKmsMrkMultiKeyringInput = new CreateAwsKmsMrkMultiKeyringInput
{
Generator = keyArn
};
var awsKmsMrkMultiKeyring =
matProv.CreateAwsKmsMrkMultiKeyring(createAwsKmsMrkMultiKeyringInput);

Rust

// 1. Create the raw AES keyring
let mpl_config = MaterialProvidersConfig::builder().build()?;
let mpl = mpl_client::Client::from_conf(mpl_config)?;

let raw_aes_keyring = mpl
.create_raw_aes_keyring()
.key_name("AES_256_012")
.key_namespace("HSM_01")
.wrapping_key(aes_key_ bytes)
.wrapping_alg(AesWrappingAlg: :AlgAes256GcmIv12Tagle6)
.send()
.await?;

// 2. Create the AWS KMS keyring
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let aws_kms_mrk_multi_keyring = mpl
.create_aws_kms_mrk_multi_keyring()
.generator(key_arn)
.send()
.await?;

R, INWFF—VT%#ERL, PIRL—EF—F—UV2INH2BEETNhEEELET. ZO
BITE, F—VDIHFPIRL—F AWSKMS —F—DU 2T AESF—U2INFFF—U2ITH
BDNYINFF—IT2ERLET,

Java

Java J2CreateMultiKeyringInput ANZ VR ZFERATHIE, DIXL—2—F—-DU>2J &
FE—DVIRERTEET, R createMultikKeyringInput DA 72 IV NEFFRETT,

final CreateMultiKeyringInput createMultiKeyringInput =
CreateMultiKeyringInput.builder()
.generator(awsKmsMrkMultiKeyring)
.childKeyrings(Collections.singletonList(rawAesKeyring))
.build();
IKeyring multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

C#/ .NET

NET CreateMultiKeyringInput AARNZ VR —TR, DIXL—XF—-D2TEFF—
)T RERETEET, #R CreateMultiKeyringInput DA 7TV MNEFRETT,

var createMultiKeyringInput = new CreateMultiKeyringInput

Generator = awsKmsMrkMultiKeyring,
ChildKeyrings = new List<IKeyring> { rawAesKeyring }

var multiKeyring = matProv.CreateMultiKeyring(createMultiKeyringInput);

Rust

let multi_keyring = mpl
.create_multi_keyring()
.generator(aws_kms_mrk_multi_keyring)
.child_keyrings(vec![raw_aes_keyring.clone()])
.send()
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.await?;

ChT, F—EOBBHEESIIIILTFF—V DV ZERATERY,
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BRRAEZESIL
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o COFROYIN—7HA RTIK, 5lZ#Z DynamoDB Encryption Client (CB§ 3 2 E#H %z 24 L
7,

BREARLBSLEFERATIE, FT—EIR—A2AFZ2EBFTITR B, BEteniLd—R%Z
BETEFT, chBFE—OVEZFEALTERENET, E—OE@F. 71— RICEZAEFNSDS
L—FFAMDEE., RRICTF—ER—AICEMENDIBESEENLEBEEOBOIY TEZEKL T
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9, FATI E-AVORATILHLUT, BEELEAETF—RIIRWLT, T2—BREX., &UH
ABRIARENTBMBEIT)ZRTTEEXT,

® Note
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RTCEBENECRETEENMESLEFERZYET,
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E1—%—i, EORBNIBRATHINEBRIIBEL., BE2BESESE2XKATEET,

Fie,. AU7L—2TFANDEREC 7 A —I)ILRASE-IVEZBEIDLERBITTLSEE
W, #lz(E, mobilePhone & kU preferredPhone 7 41 — )L RIEFE UIEZRIFT B T REMH
BVWESH, ChsOT74—)LRASE-QAVEZBEINETREHYELA,. WADT 1 —ILRA
SEBEZE—I%#BETS L, AWS Database Encryption SDK IE BB 2 F—T& 71 —JLR
OE—VZ#EBRLET, chiZ&Y, ALTL—2FTFANDOEICDOVWT 2 DOREKBS HVAC
BRINFERENET, 2 OORLBZE—OVICAURBRRANIRE T D AHEMEFE<S. FEI—
Y- EBPEFESEXBITES AN HYET,

HEITR 71— IILRFF—REY NIEENTVRHE®., 2B HFITE-—THBHETE, E—O
ZRVNELTBRET, T—REY NORBMZHFBIZE - ZRETEZIHEENHY XTI, L
ELU, E-OVoRER., F—2EY NAOITXTO—EBENENF SBOBRBRAZERL., T—21Y
NCELULTHSAILEZBHNEBEROEBZMRNA DBRPRICHAD CEZRIAITZIENTREH V)
FRA, E-OVORSIEK>THET DO, EXETNIRBRAOFHIHNOATT, TF—2EY
RATH-CHLTVRRE, ERETNI2RRAOTFHBZRETSIEOE-I DR OBEMMNE
FESBZNEXT,

E-O2%z28EI2 71— /LROSHZEELCKRFL, EF1 VT EHFZHLILOICE-TOVOD
REZENDBREVVZOIZLEN HD2DLZRALTLSEZV, COEOXROIMEY VK, E—-TOY
AE-—C2HLTHY ., HEF—XAEERTVEVWIEZFMRBELTVET,

E-JVAELTWATF—2EY K 119



AWS F— & X —ZREE1, SDK FAROYS—HA K
BREABELEBSILO FTUF

ROBIE, BMEAEBESKOS TNV )1-23VEZRLTVWEY, PTUT—232 TR,
COBITEAZNTVER 71 —)LRFIGE, E-O205HHICHEEO—EMHICETHHREEEN
ELTVWBVAIREMEAN BN ET, COEDRETVESESILOMESZFRURIC, CoflzsELLT
ERATEXRY,

LHOREET—R%ZEBH TS Employees EVWS BRI DT —ER—RAILDVTEZATHEL &5,
T—EANR—ANNO KL D— RIZIE. EmployeelD, LastName, FirstName, & & Address & FREE
N 714—=)LRFEFNTVET, Employees F—ER—ARDET 1 —I)LRIFE., 754XV F—
EmployeeID IC&k 2 THEAIENET,

T—ER—AADTL—2FTFANLI—ROBIZRICRLET,

{
"EmployeeID": 101,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}

St 793> T LastName 7 4 —J)L R& FirstName 7 4 —JL R% ENCRYPT_AND_SIGN &
N—OULEBE, ChsD71—J)LROER., F—EXR—RAICT7YZ7O—RENBDEICO—HILT
ES{tENET, TYTO—REBESHET—REELICT O AALEENTHY, F—EXR—AK
COTF—ZHNREBEENATVDERRABLELA,. HENLTF—RXTI N ZRETDLETTY, OF
V), EBRICTF—EIR—AICEME DL I—REFRODKRSICKEY)ET,

"PersonID": 101,
"LastName": "1d76e94a2063578637d51371b363c9682bad926cbd",
"FirstName": "21d6d54b@aaabc411e9f9b34b6d53aasef3b@a3s",
"Address": {

"Street": "123 Main",

"City": "Anytown",

"State": "OH",

"ZIPCode": 12345
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}

LastName 71 —)LRADTL—HERETRIEHIZ, F—ER—AEZIVTUITDUHENHDEE
&, LastName 71 —J)LRICEZEAENZD L —2FTFANDEEZ, F—ER—AIZE NS
BbENLEICIVYETTBHRSIC, LastName EVSBRIOEELE - A#BELET,

COE—2IF, LastName 71 =)L READTL—FTFANDEDS HVAC Z5TEL F T,
ZFHMAC BAHRTIYEDSNZ D, 7L—2FTFAMNDEERELZIC—BLAELSABZYET, flx
&, Jones DEEZE/N\YZAEHPPYREOSNENYZAIEROKSIZBEYYET,

TEB/N\YVS 1
2324e9b404c68182562bb6ec761fcca5306de527826a69468885e59dc36d0c3f824bdd44cab45526f
YyE»sniEz/\v> 1

b35099d408c833

BEE - %%RELE%E, LastName 74— )L RET—BREZETTEET, HlxE. Jones
ERERTDHEEE. LastName E—O &2 FRALTRO I IV AETLET,

LastName = Jones

AWS Database Encryption SDK (&, BiHEZBEBNICERAL. JTUOTL—2TFANOERE
BLUET,

E—1>

94T NMIOESLS (75 1) OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE#HE DynamoDB Encryption Client (B8 3 2158 Z 24 L
x£7,

E—O2@&., 71— RIZBZAFTFNDTL—2TFANDEE, RRICTF—EXR—AIZEME
PESENEOBONY 7Z2EKT S, Y1V 5 ®H S h iz Hash-Based Message Authentication
Code (HMAC) 29T, E—A2WR 71— )L ROBSILREZZEELEFBA, E—VE, 71—
LROTL—2TFARDEIEDOVTHMAC Z251EL., ThEBESLEhizEe —#EICBRL
¥, COHMAC BN, TOT7A—)LROTL—>FFARDEE 151 (1:1) T—HL £

E—2> 121



AWS F— & X —ZREE1, SDK FAROYN—HA R
To HVAC HAORIWHSSh, EROEOTL—>FFANDEN, YUEHShEEL
HVAC 2J X YEVUEhET, ThSOBRACKY, FEI—¥—@. 7L—YFFAIO
BCET 2 BHNSERERBILC<<BUET,

E—O k. S5 72> 3> SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTT
ENCRYPT_AND_SIGN, SIGN_ONLY, Fihld &EX—9&nET71—)LRASOXAEBETEET,
E—OEBE®RREEEEESLEENEL A DO_NOTHING EX—9VchTWB 71 —)LREFEHAL
TE—ZBEITDIEFETEREA,

BETBE—OVDRATICL>T, 2HTEDITIVORATHREET, BRRTMEBES(E
HR—RNFTBE—OAVCR 20X THBYET, EEE—T2 . —BREERGFLET, &
AE—OVE. UFSLTL—YFFANTZHEERE - 2@ ADE T, EREF—IR—
AFARL—2 3V ERFLET, E—OVERELEE, BEEnET A —LRERRTBHIC,
BEE—OVE2VTENVAUA VT Y IREBRETBHENGYET, FMICOVTRE, TE—1
CEBALEENVAUAYT Y IADORE) #BBLTLIEEL,

New o
« BXREE-—-T
- EAE—TY

EEr—O>
BEE-2E, T—ER—ATRRUTEZESHLEREIDIHREHMELFTETT, B—0ESKE

N7 A= LRELEFREB7 A —ILREODVTOH—HRRERTTERY, BEE-IORES
EICOVWTR, "TEEE-TOVORE) 2ZRBL TSV,

BEE-OVABEEIAZ74—J)LRE, E-O2V-REFERET., chiE, E-O2HNYE
VIS RREN BB T—ROEMERIILET, E-OA2Y—RAR, BEKENLET 1 —ILRELE
BRET1—ILROVWTFINATY, FEEE-IOE-OVV-AR—ETHIBENfHVET. B
LE-O2VY—-AT2200E-—VEREITDERFETEXREA,

BEF—-—VZFERALT, BESEhLET7 1 =)L RELFEET7 1 —I)LROEMKREZRTTESR
T, FllF, BEE-OVEZBEL T, LUBMBEBETF—IR—AARL -3V ZRTITDILEE
TEFRT, BEE-DVOEBBEEEIC/RIDOKSIZ, AWS Database Encryption SDK (2 &, =%
E—O0RBRZERIDUTOFTAaVE-QVAZSMIINFAEEIATVET, FHHlICOVT
., "E—OVAZAMIIDEE) ZZRLTLEE L,

BEEE—-O 122



AWS F— &R —ABEE 1l SDK FROYN—HA R

BE—OESken7 41— I)LRICEHL TEMRRZETIZDELEE -V ZERTS

EE, REB7 14— )L REERL TEZD ENCRYPT_AND_SIGN, ., SIGN_ONLYH KT
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 =)L ROEHFICH L TEHMBRRERITITHE
- ERTDIEETEET,

RE71—J)LR

REB74—ILRE. 1 DUEDY—RAT A —)LRASBEENEBMENBET 1 —ILRTT, RAE
74— RZEXLTE, LO-RIEFHLLW I 1 —)LREEEAFTFIhFLA. RET7 1=K
., F—EXR—AICHARHICHBMENETLA. CchlF, 71—ILROBEOEIT XD NZ2HBIT
B27HE FEELIO-—RAOEHDT7 A —I)LRZERZFLTHEDIIVEZRITIBHFEILOVT
E-J2VIEERZEAZLHIC, BEE-OVRETEAET AT T, RE7 1 —J)LRICEDEL
EE1DOBEBNENLET A —I)LRABETT,

® Note

ROBIE, KRBT —)LREFEALTERITTERTMEITUNDRATERLTVET,
F7US—232 TR, COBITERENTVA 74 —LKFIE. E—T>05HH&
OHBEO—ENCETIEESEERELTOEVTERS Y ET.

BIZIE, FirstName & &V LastName 7 1 — )L ROEHICKH L T—BREZZTTIESE.
ROVWTIhADREBT7 1 —I)LREERTDENEZSNET,

« FirstName 7 1 —)LROFRADOXFE. ThIZH< LastName 71 =)L RHSHE
FLENDRE NameTag 71 — LR (TXNTPIXF) COBRET1—I)LRZFEATS
&. NameTag=mjones ZU0 LI TE&E &Y,

« LastName 71 —JLR&, ThIl#i< FirstName 7 1 =)L RA SEEE n D RAE
LastFirst 74 —J)L R, COIRET7 1 — )L RZEFEA TS &, LastFirst=JonesMary #9 T
)TEET,

Rk, BEAEAET A —ILROBEOEIX MNIRLT—BRREZRITIZDHEE. VI
VERTITB2EIANEZBBTZREBT 1 —ILRZERLET,

BIZE, PTRLADEHD I 20T A M efEMAL THESILE ik IPAddress 7 1 —JL R
Z7TVIRERF. ROEREBT 1 —IILRZERLKXT,
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« Segments(‘.’, 0, 3) M SBERENZ{RE IPSegment 74 —J)L R, CDIRET7 1 —J)L R
ZERATDE, IPSegment=192.0.2 2V TUTEET, VIV, 719202, THES
IPAddress OEZFIOINTOLI—RZRLET,

BE7 - KE—BETHIXENBYET, 2 20RBT 1 —LKEF>L<EALY—Z
71— KA SHETHERTERRA,

RB714—I)ILRETNSZFEATIE-DVOREICODVTE, "REZ A —ILROERL 25
BLTSEZL,

®/eE—1>

BeE—d2R&. JIVONT7A—RAZHRETRDAUTYIREERL., KERET—EXR—
AFRL =232 Z2RITTEBRLSICLET, BEE—IVZHEAL T, UTFLTL—2TFA
NNFIEBEE-DVEZHIEDE T, BE—DAVTFYIANS 2 O2OEAZBLI—REA(T %
JTULEY, Y-hF—ZEALT71—I)LROBEHEDEZITIILIEYTRIRE, BESLE
NiZLd—REMUTEMBITIVZRTTEERT, B/E—I2VYV1—2320HIIE2VTE,
"TE—02247%2ERI2, 2ZRBLTSEE L,

BAE— i, BEE—-OY, FEFEEE-OVEBENFE 71 —ILROEXEDEL) SHEE
TEET, chSREBHPOVARNDSBEETIET, IXNTOEEGE—DVICR, E-OVICEF
1% ENCRYPT_AND_SIGN 7 41 =)L RZFB A T IESILE NNV A RN EENTVISLEN
HVYET, INTDENCRYPT_AND_SIGN 7 1 —)L RiE, ZBEE -V ICE 2 TRBIET NI HBEN
HYET, KYEMBESE—OVICE, E-OVICEEND T L —2FTFARNSIGN_ONLYFE 1=

(& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 1 —)L REEBETZDEZFEHLDDIIU AN,
BRECEEAE—AN T 1= RETETINTEZIXNTOUELRFEEBINTEDIIVANT IR

HEDUARNNEENBBANBHYET,

® Note

AWS Database Encryption SDK &, 7L —>FF XA

NSIGN_ONLY& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 —J)LRASZESIC
HETEZEBERMNEE—DAVEHR—RNLTVET, BEFNZEE—TOVE, BREENLENE
BTN TVWEVWT A —)LRICHLTAOTYIORZERL, EMBEITUZETTIES
E-O20—8&Td, FHICOLWTR, "EBNEE-OV0ERI ZZRBLTKEZL,

BRE-JVOREILCOVWTR, "TE#8E-T0FKRE 2ZRLTEET WL,
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EBEE—T BB ETHDHZEICEL DT, RITTERDVTIODZRATHFRENVET, HIZEE., —ZBORE
FBLRVOBRERNEOHDZAFA723aICLT, VIVOXEHZEHD N TEET, EEE—
OANRATTEDVIVORATOFMCODVWTRK, "E—O0 0T, #8BLTLSEETL,

E—2 O E

9S54 T > MIOBEEILS 4731 OFZHEIA AWS Database Encryption SDK ICZEEEhFEL
o cOFRAOY/N—HA RTE. 5lZ#Z DynamoDB Encryption Client [CB T 28R Z=HL
7.

E-J2, F=ZAADThTLBEVHLOVTF—EIR-ALREETND LS ICHAETNTLRT,
BFEOT—EN—ATHRESNELE-IVEF, TF—EIR-ALBEATNDIHLOVLI-ROHK%E

RYEYILET, E-OAVR71—ILROTL—2TFANDOELSHEENET, 71 —ILRY
EEltEhade, E-OVRBRFEOT—2ZNVYED T TERLLBYEY, E-AV&#F O>HLLL
O—RZFEAALERIC, TOE-IVOREZEMID LR TEREA, LEL, LO—-RIZE
mFBHMLVWT A= REHLVE-ODZEMTEXT,

BRRABEREESILEEETDICIE. AWSKMS EEF—D) > J#FEALT, LI—REREITZLD
ICERAENDT—RF—Z24E/, BSL. BRUOESTTIXENfBVET, FHICODVTR., "BE
ARERESILO-ODOEEXF—) JOFER) 283BLTLSEETL,

BREARSESILOLOICE-—DVZRETIHIC. BESLEH., T—EIXR—ADTIEA/NE—
V., BROCBRETINEZHEIELT, T—ER-ALFELZYVI-—23 V2 RETIHLENHYE
ERD

RETRIE-DAVOEATIZR2T, RITTERIIVDRATHARENET, BEE—IVRE
TEETIE-—DVORSICL2>T, HEOE-AVIEODVWTERE MBI BRBRADEEBNREY &
T, E-OVERETRHIC, RITTRIVENHDIVIVDRATZRELTHETSEZRBLH
BOLET, E-OVEFERALIERIREZEF ID LR TEFREA,

E-O2ZRETIHIC. ROZAVERRBRVETID L ZBIBEBHLET,

s E-OVHATF—REYRCELTVWRAESHZHHITS
s E-O2V0EA7%ERIS

- E-TJVORTZERIS

- E-OVEZERID
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F—EAR—ADEOICREFREEESY ) 1 -3 25EHTHEICE, E—O>0—=HICEAT
DROEHICBELTLSEZTL,

s INTOBREE-AVICEEROE -2V YV —ANBETT

BUBSENLET A —I)LREXLBRET A —IILRASEHROFEEE -V ZBEIZ LR TE
Ft A

EEL, B—0REE-J AL TEROESE -V ZBEIZ R TERT,

- BEOBEE -0 EEETHY AT A —LRESCRET 1 — L REERLAEVELSCLTL
EE L

BIOBEE -V ZERTDEOICERAEThIEY AT 11— RZECREBT7 1 —I)LRASEE
E-O2Z@EI»dE, MAOE-DOEFI1VTAHAETIDAEES B KRT,

A OVWTER, TREZA—ILROEFIVTAICEIREREE, 2ZRLTSEZL,

RUVWFTFoo—FT—ER—-AILEHITRIERSHE

NNFFTFHoo—F—EFR—ATHREENE-DAZIVTVTSICE, LO—RZES{ELET

T —ICEERMT SN branch-key-id ZBMTD 71 —)ILREZVIVICEDDIHBEN HYE

To cO74—)LREE, E-OVF—V—RAZEZTIRICERLE T, JTUNFRBTBICE. C
D7 1—=)LROEN, E—JVOBHEICHXABLELEDBEYEE—-IF—XTVT7INEBITISLE
FHYET,

E—O2ZFBETHEIC. JITUIC branch-key-id ZEDKSICEHBI N ERETILEN H V)
£9, JILVIZ branch-key-id ZBH R EKREXBFEOFMIIOVWTRE, "YIFTFHr>—
T—ER—ARNOE—OVOIT); 28BLTEEL,

E—O 0547 0ER

94T NMIDOESLS (4751 OREIA AWS Database Encryption SDK ICEEEhEL
o cOTFROY/IN—HA RTIE, 5lZ#Z DynamoDB Encryption Client (CB8 ¥ 218 Z=_HL
F9,

INFTFFoo—F—ER—-AICBEITHIEEREE 126
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BRATHEEESTR, BELENETA—LROTL—FFANOEEE—O2TIVYEL YT
BCET, BEENELI—RERRTEET, BETHE—IVORATIL2T, RIFTED
SIUDRATHRENET,

E—O2ZRETRHIC, RITITIXEN BRI ITVORATEZREL TFHETE 2B HED
LET, E—TJVZHJRELER, BESLEh71—I)LRZREITRHIC. FE—AIC2\WTEH
DEVAVTY ORAECRETIHLENHYET, FMICODVWTR, "E- ZERALEEAHY
ATV IANKRE 2ZRLUTLEET W,

E—O2. 71— RICBEALTFNDITL—2TFANDEE, T—ERXR—AICEBRICBHE IS
EESLENZBEDBEONY T7Z2ERLET, 2 DOFEE-IDOERK, BEICBZEALTL—2TF
FAREEFNTVWREETEUETEREA, 2 DOFEE—OVE, ALTL—2TFANDE
ICOWT2DONEBD HMAC 2T ZEHKLET. TORKR, BEE-IRFROIIVZERITTE
Ft A

 beaconl = beacon2
« beaconl IN (beaconZ2)
* value IN (beaconl, beacon2, ...)

« CONTAINS(beaconl, beacon2)

FEROOVIVE, BEE—D 0BENEOHI 2RI DEZEEICOKETTEXRT, L

L. CONTAINS SBEFRHIATT, COBEETFR., 7EOTINEhiE-OVICEFINBIESE
FREBERENLET7A =L ROELEEEINTZILEHICEAGE—I THEATEXT, BRAHEZOI
PELBTRIBEE. A7 VTHESMENETPOTLIAVIREEDDRENTEXRTH,
71— )LROBBUENEEEEDDERFETEERA, EEE-DVBRTERE—TIUHNRITT
EDVTUDRATOFEMCOVTR., "TE-O000TI), 28RBLTLKEEV,

F—AR—ADT I EANE— ERATHHICE, KOBRRAEZEBELY U1—> 3> 2REL
TLEEV, ROBITE, BEASLTFIIVLBETEETHTBEMERLILHICEOE—TY
ERETNENEEELET,

R e

SEE -V, " BREOAKAERITTERT, REEL-JVZFEAL T, ROTVIVZRTTER
9o

E—O>0%414 7 0ER 127



AWS F— &R —ABEE 1l SDK FROYN—HA R

EEtEhicE—TJ41—J)LRZ2JIVIS

EEENET7 1 —)ILREDVTHENEZECLI—RZHATRHEEF. BEE-O2ZHERL
£

B

ROBITE, EEBROBRET—2%ZBH TS UnitInspection EVSF
HOTF—EIR—AILDVTERATHET, F—EIXR—AFOEZLIO—RIC

(&, work_id, inspection_date, inspector_id_last4, & unit EHFEND 7 1 —J)L R
FEENTVET, TL2BAVARIAZ—ID IF 0~99,999,9909 OBIETT, =L, F—FEY K
PFHE—ICDHEITDIRSICTDEHIC, inspector_id_lasts FA 2V ARIZ—DOID DT 4 HiD
HhEBMLUET . T—ER—AADET7 1 —IILRIE, 7F4XJF—work_id [C&>THBIEhFE
9, inspector_id_last4 LT unit 71 —J)LRIEE, BEFILT7 2> 32T ENCRYPT_AND_SIGN
EX—DUENET,

UnitInspection F—ZXR—AADOTL—2FTFANIMIOFIZRIZRLET,

{
"work_id": "1lc7fcff3-6e74-41a8-b7f7-925dc@39830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450

}

LO—-RADES{tENEE-—T1—)LRZIVIVTS

inspector_id_last4 74 —/LREBESILITIHEN H DN, T2 —BREOLEHICITIUT
DREBEHDGHEF, inspector_id_lasts 71 —J)LRASEEE-JEBELET, TO
%, EBEr—-O EFERALTEA A VATV IREERLET, COEAVEIVATY D
AZFEAL T, BE{LE i inspector_id_last4 74 —J)LRZVITUTEET,

BEE-OVOREICOVTR, "BEE-TJVORE) 2ZRLTILEEL,

REB74—ILRZVIVITS

BIET A RE A DBERY—AT 1A=L RASEBRERINLEBENET A —IILRTT, BT
N7 A=) ROBEDEIAD NIODVT—HRRZRITIDER, FLEEEHDT 1 —ILRDOE
BT —IRRERTIZDHEE. RET A -/ RASEEE-DVEBELEXT, IXNTOIR

E—O>0%414 7 0ER 128
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B74—I)LRICEF. 2BLSEE 1 DOBESILENLY AT A —I)LRABENATVILBENHYE
ER

Bl

ROBITE. Employees F—ENXR—ADRE 7 1 — )L RZEHL FF. Employees F—EZXR—R
ROZ7L—FTFARLI—ROBIZRICRLUET,

{
"EmployeeID": 101,
"SSN": 000-00-0000,
"LastName": "Jones",
"FirstName": "Mary",
"Address": {
"Street": "123 Main",
"City": "Anytown",
"State": "OH",
"ZIPCode": 12345
}
}

BELEhi71—I)LROEIXNE2ITVTS
COBITIE, SSN 7 1 =)L REESILENATVET,

HEREFESOT4MZFEALTSINTA—)LRZIJTIVIZBEEF. VIVZERTITEIEIX
Y hEBRITRIRBT 1 —)LRZERLET,

Suffix(4) A SEBEENIRE LastsaSSN 71— )L REZFEHT D &, LastsSSN=0000 20 T
JTEET, CORBT7—I)LREZFEAL T, BEE-OVZ2BLLET., TOR, BEEL—O
VEFERALTEAVEIVAOTFYIOREERLET. COEAAVAFYOREFERAL T,
RE7A—)IRZVIJTEET, cOUVIVE., EELET4MTHDS SSNDEZF >IN
TOLO—RERLET,

BRO7 11— ROEHZZIITITS

(® Note
ROBIE, RIET7 A - REFEALTRITTEDRMEITINDRATZRLTVET,
F7Ur—23>Tlk, CORTHEAEATVD 71 —)LREIG, E—TJ>05HEH&
CHBEO—EMICETIHEEEEFLLTCOARVTEES &Y ET.

E—O>0%414 7 0ER 129



AWS F— &R —ABEE 1l SDK FROYN—HA R

FirstName & LastName 7 1 —)L ROEHICH L T—HBRERZRTITSEHEIE. FirstName
71— ROBRNOXFE, TNDEICHEL LastName 7 1 —)L RTHEESE h 3 {R4E NameTag
74— REERTEET (TNTPNF), cOFRBT7T1—)ILREFHAL T, EEE- %
EZLET, TR, EEE-VEFEALTEARIA TV IOREERLET, CcOEHY
A)AFTY ORAZFERAL T, R¥E 7 1 —)L KD NameTag=mjones 29 L TEET,

PBEEE1DOVY—RT A=) RZESILTIHLENHVYET, FirstName

F/ld LastName OWTFh A ZES{LITH Lt MEEBESLTS

EETEFET, 7L—2FTFAMDY—AT71—)LRIE, BEHLTI>3
~/SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTT SIGN_ONLYEEIF &L TN—U T34
ENfHVUET,

BRIET7 4 —)LRETNSZEAITIE-DAVOREILOVWTRK, TREZ7 - ROEKR. 258U
TLEE L,

#EE—1>

BEE-—2R. UTILTL—TFANXFIEREE-OAOASA2FTY VRAZERL, B
BF—BZR—AFRL =23V 2R TLET, EEE-DVZHEAL T, KOIVITVZRTTER
EE

B—DAVTYIVATHEESLENEZT7 1 —I)LROBELAEDEZIIVTS

B—DAVTY VATHESHENLET7 A —/ILROBEAEDEZIIVIDIHREN HBHERRF. B
ENLETA—)RIECBEENEBAYOREE - ZHAEDETE-—DA U TY VRZEART
2BV ZEHRLET,

BEE-VZRELEER, BEE-2ZN—TFT14230F—CLTEETRDZEAEVATY
DAZERL TRE-HIIT ) ZRTLEY, Y- F—ZHEALTLVEMEITIVZRTLE
WTEET, BEE-—2%Z2Y—RhF—ELTEEIDENRIAFTY VAR, Z2—HITI
X, RYHARIAXENEBMBIOT) ERITTEET,

Bl

ROBITE, EEBROBRET—F2%ZBH TS UnitInspection EVSF
HOTF—EIR—AILDVTERATHET, F—EIXR—AFAOEZLIO—RIC

(&, work_id, inspection_date, inspector_id_last4, & unit EHFENBD 7 1 —J)L R
FEENTVET, TL2BAARIAZ—ID IF 0~99,999,9909 OBIETT, =L, F—FEY K
PFHE—ICDHEITEIRSICTDEHIC, inspector_id_lasts AV ARIZ—DOID DT 4 HiD
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HREBMLET, T—ER—AROZE 71 —I)LRIE, 7’Z4IUF—work_id ICk 2> THAEhE
9, inspector_id_last4 &V unit 71 =)L RiE, EESILT7 2= 32T ENCRYPT_AND_SIGN
EXN—DVEh&ET,

UnitInspection *—XXR—AADTL—2FTFARNIVM)OHIZRIZRLET,

{
"work_id": "1c7fcff3-6e74-41a8-b7f7-925dc039830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450

}

EEENET7 A —ILROBEAEDBICHL T —BREZRTID

inspector_id_last4.unit O EL—BRBRED L ®HIZ UnitInspection F—ER—A% U T
)F2FEIE,. £ inspector_id_last4 & unit D7 4 —JLRIZDVTOREBOEEE—]
VEERLET, TR, 2 ONOEEE-OUHASERE-EERLE T,

BEE—O %R ELER, BEE—O>ZN—TFT123>F—ELTEET
PEHRIATFYIORRERLET, COEDAVADTYORAZEFERAL

T. inspector_id_last4.unit OEL—BREOLHICIVIVZETLET, HIZEFE,. O
E—-O2Z0IJLT, A VARIVE—=NFEBENDIZY NIODVWTRTLEREDUVANEZERE
TEFET,

BEtEnl7 41— )ILROBAEDBICHLTEMBEITVZRITITS

inspector_id_last4 & inspector_id_last4.unit @7z (C UnitInspection &¥—2&
R—RAEIVTJT3HEEE, £9 inspector_id_lasts & unit ®7 1 =)L RIZDOVTEBID
BEF—1VZERLET, TOR, 2 DOBEE-IASESE—IE2ERLET,

BEE— ZRFRELER, BAE—2Z2Y—RME—CELTEHEITDEHAVADTY
DAZEBRLET, cOEIDRIAOTYIORZFERALT, BEDA 2 ARI X—TH
FBH2IRIR, BEDA LV ARIEZ—IZEL > TRETENEBEOVIZY NIDEHERNOT
XNTHOIZYRMDUARNEZBRRTZD-HIC UnitInspection F—ER—AZ VT TESE
¥, inspector_id_last4.unit LDV TORL—BRRZEXRTIBDEETEET,

BEE-DVOREICOVTR, "TEEE-IV0EE) 28RBLTEEL,
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B—DAVTFYIATHESENET7 A —)ILRETL—2FFARNT A —)LROBELEDEZIT
92

B—DAVTYIATHESAENLETA—ILRETL—2FTFFARNTA—=I)LROEHEDEERD
TUSTBHENHD5EEF. BXOZEEE—-OETL—2FFARN 71— RZHAEDETHE
—DAVTYVARAEEKTHDEEE—AVZERLET, BEEE—DOBEICFERAEIZTL —
DTFANT A=) RE, BSILT 2> 3 2SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTT
SIGN_ONLYFklF EXN—VTBHENHVYET,

BRE-—JVZERELLEE, BEE-2EN—TFT14230F—ELTEETD EAHIVADTY
DAZERLTEZE—BIVIVERTLEY, V- F—ZEAL TR EMBEITVZETLE
WTEET, B#EE—2Z2Y—RFF—ELTEEITDEHRIVAOTY AR, Z2—HITIV
X, RYHARIAXEN-EBMBIOT ) ERITTEET,

Bl

ROBITE, EERBORET—F2ZEH TS UnitInspection EVSH
HDTF—EZR—AILDVTERATHET, F—EIXR—ARAOEZLIO—RIC

(&, work_id, inspection_date, inspector_id_last4, &P unit EFENhD 71 —J)L R
NEENTVET, BEBAARIZ—IDIF 0~99,999,990 OBIETT, L., F—FEY b
PHE—ICDHITEIERDICTDEHIC, inspector_id_lasts FA 2V ARTIZ—DID DT 4 D
HhZEBMLUET, T—ER—AADEZE 71— LRI, 7T4X)F—work_id [C&>TREBIEhFE
¥, inspector_id_last4 & unit 74— )L Ri&, BES{LF7 U< 32T ENCRYPT_AND_SIGN
ENXN—DUENET,

UnitInspection F—ZXR—AKNDOTL—2FFARINJOHIZRICRLUET,

{
"work_id": "1lc7fcff3-6e74-41a8-b7f7-925dc@39830b",
"inspection_date": 2023-06-07,
"inspector_id_last4": 8744,
"unit": 229304973450

}

71— ROEHEEDEBICHL T —BRRERITITS

BEDHNFICEBEDA VARIZ—ICL > TEEEAEREIC DOV T UnitInspection
F—ER—AEVTV)T2HEF. £ inspector_id_lasts 71 —J)LRICDOVTD

BEE - %ERLET, inspector_id_last4s 74 —J)L Rk, BE{TU> 3T
ENCRYPT_AND_SIGN &EX—V&h&ET, IXNTOBES{LE o ICRImEOZEEE -2

E—O>0%414 7 0ER 132



AWS F— 2R — A5t SDK FROYN—HA R
METT, inspection_date 7 41 —JL RiE SIGN_ONLY EX—V&chTHY), BEE—- &
BEHVYEB A, RIC, inspection_date 74 —JL R& inspector_id_lasts4 E#E—T
UhsEAE—-J EERLET,

BAE-OV%#RELEE, -0 EN—F14230F—ELTEETRDEH AU
FYIDABERLET, CcOEAVAVATFYOREZFERALT, BEDA LV ARIEZ—BE LY
BREBICELIC—HIZLI—REBRRIZDLEHIC, T—EIR—AZVITVJVLET, HlZIE. ID
B 8744 THRDOBDAVARIBZ—NEBEEDBICERLEIXNTORENDIANERETD LD
i, F—EIXR—R&2VTV)TEEXT,

71— ROEHXEDBICH L TEMSEIT ) Z2RITITS

inspection_date NEF AN TREETNIBREZBRETSD S, Fh& inspector_id_lasts
£ L <& inspector_id_last4.unit [C& 2 THWE A TWVWBHEED inspection_date
ICXH U TERENIBREZRREITDEDICT—EIR—AZVITIITZHEEEF. £

9, inspector_id_last4 8T unit 71 —J)LRICDOVTOEBIOEELE - ZHERLF
T, TN#E, 7’L—FTF AN inspection_date 71 —J)LRE& 2 DNEELE - HS5ESE
E-2ZERLET,

BEE-VZRELLE, B2V —RNF—ELTEETDEHZVAVTYIR
ZERLET, cOEABZIVAOFTYIORZFERALT, BEDA VARV Z—NFHED BFIC
EREULEREZERREIDILEHICIVIVEETLET, flAEF, BRICBRESALEIXNTOIZY
RODUARNRERMEBITREHIC, F—EIR—AZVIITEET, FiF, BEEShEREHEH
ICHRENDIZY MCHUTETENLEIXNTOREODVANEZERBIZLEHIC, TFT—ER—AR%Z
OIVTEZERT,

BEE-DVOREICOVWTR, "EEE-TV0RE, ZZRLTEZ L,

E-J2 0Kk 0ER

94T NMIOESLS (75 1) OBEIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lZ#Z DynamoDB Encryption Client (CB§ 3 2Rz 24 L
x£7,

RETRESESLHAICREENEBE{tEhET7 1 =)L RICHLWMEZEZIATE, AWS
Database Encryption SDK & 7L —>7F ANET HMAC Z5tEL E 9. <® HMAC Ok, D
714—=)LROTL—2FTFANDOEE 1R 1(1:1) T—HLET, HMAC EAHRTYEHSh, EH

E—J20RE 0ER 133



AWS F— &R —ABEE 1l SDK FROYN—HA R

DEBDOTL—TFANDOED, IFEHSNZEL HMAC 2T ICXYEJEhET, Chs
N33, DERYBRBACKY, FEI-—Y -G, 7L—2TFANDEICET 2R/ SIEER
ZHAILICKLKBZYET,

FE-OVIEODVWTERE NDBRBRAOFEIHE, IURHLRICE>TVIE-IVORTICK
TRENEXT, BEE-JVZEZRETIHE, YEZORE-IORESZERIZDELETTY,
BEE-2 B, TOBERALBEZIBEL-IOE-DVREZERALET,

E—O2E 74— ROBEILREEZELE A, £FEL. E—OVEFERATRHE. 2TUOM
EHE, F—RAOHHIIBLTHSA CEZBROBEOHICE. BEONL—RATHFEELE
7,

BRRAEZESLOERE, E-O22FRALTESILEAET—RZIIVITDEICRY), 75
AT MIOBSHKENETF—EIR—AICEETDI/NT A —NAODANZHIETZETT, E—
OV, AAEROBESEhET7 1 —I)LRE-HBIBMENET, Chik, F—2EY hODHICH
TRRHENBERERASHICTERD L ZERLET, BRAFAICE. FEI—F—A25HICEL
THSHP B2 IEBRESIHL. ThEFALTTIA—ILROTL—2TFANDEZFETEST
MY ET, E-OORESZEYICEIRTDE, ChSOUVRIVZEBEL., 7HOEEMZH
BI20ICRIEET,

BRETNZ®FELT, BEZEFIVUTADOLARNILERELET, fIAE. TF—ER—-AILTY
EATERN, TL—2FTFANTF—RIRT IV EAINETREZEVWI—HY-—HFEXZELE, TF—X
EYRDOHORBERZREITILEN BRI ARSI YN ET, #ESEZFOZICE, E-O2E
F) S DBRBRANZERTILENHET, BENENIETDIE, JTVONTF—XANETL
=

EFIVFAENT XA

s E-OVABEICRVEEICE., EHENZBRBRANBELCIBLZEZ LD, F—2EY NOSH
CET2EHNEEBRABSAICBEDAREEN B KT,

s E-OVABEILCEVSSICE., EREhZRRANBEICZ<BD O, T—ER—ADLEHE
AFVYABEIIRY, CHICHE>TIOIVONT =X ADARNFEMLET,

YU1—3 3 0rSCEYEE—I OEE ERETIRICE. JTUDONT A —I L RICHKE
UECHBERETCERLS, F—ROEF1UT A EBYICHETEDESER OB HEN S
T, E—OV L THBENDEFIUTAORBE. F—2tY hOSHE, E— OBET
EBB74—)LROMBERICL>TREYET, AOREY 2, E—OVFB—WEIHLTS
). HEF—RAEERTOVEVC EEMIRELTVET,
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heEY D

- E—O OREORE

- Bl

E-J ok 0OE

E-O oRETREY NEUTERE N, tIVHEORICRFENS HVAC 2T DOEY hZEIEL %
¥, HRETNBE-DVORERE, =Xty hOSsH, HEECEE, EF21UT1E&ENT#—X
VACHIREMNBEHICL2>TERBYERT, T—2EY MMBE-—HNCIHLTVWIHEERE, RE
CHREZE-IVORETEZRETDLOIC,. ROFBRNEFIRZRITDIZENTERT, chs5D
FEXEF, E-OVHAERTIBRRAOFHREZHET D ETTHY, F—FEY NROIXNTO—
BEDENRENHORRAZERTDEZRIATIENOTREH Y T A,

(® Note
ChoDFREADEMMER., TF—FEY MO HILL>TEREVET, T2ty MR-
MICaBLTVEVWEEE., "TE-JVFBELTVWET—2tEY by Z5RLTSEEL,
— RIS, TR EY M RE-—NEIHASHNIEE, E-DV 2B IILENHYR
EE

BEFZHEET S

BEFE, BEE—J0BERELD T —)ILRHNO—ENEOEEETNZIHTHY), 71—
ILRIZEMENDEOREENDESHETREHYERA. HIZEF, REEODZ—T 12T DB
ERETIES{LENEZ Room 714 —)LRIZDVWTEZXATHEL &S5, Room 7 1 =)L RIZIFE
it 100,000 DENEMEND CENBEETNETH, REENZ—FT12T0EDICTFHNTE
2HRFS0ELLIBYERA. ik, Room 71 —)L RICIEMTED —ZDEN 50 AL H
BVWoH, BERMAN S0 THRI L EZEKRLET,

(® Note

BEE-OBERNMEE 71— I RTHBEE, E-DVORETZFHETILEHIC
FATIhIBERR, RET7 A —I)ILREL>TERENE—EOHAEDLEOHTT,
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BEAZHETIRICE., F—RXEY hOFHEhBEMEMLTEZEEL T EEV, E—O%
BEOHLVWLOI—RZEZAALERIC, TOE—AORETZEHIDCEWFTERLA. ER
EFLEBRTFOTF—EIR—AYVII1—23 0 ZBRELT, SESFBICZDT 1 —)L RICKE#HK
ENBDENBEECIND —ENECHOREEY ZERLET,

BEFARERTHILEFHERA, £T, BEOT—EIR—AND—EDEOKRZRET S
B, RERBAIDO 1 FACKME B ZENBVET VD —BEOEOHREZRBEY T, KXIC,
LTOEREZEALT, SESFETTFRAETAZ —BEOEQEMZHIL I,

e —ENENM0EBICEDENEEENETTH?
« —EOEN 100 EBIBBDENEEETNETTAH?
« —ENMEN 1,000 EZICEBDIENEEENETH?

—ENfEN 50,000 ETHBHEEE 60,000 ETHRIFENEFAE< AL, #HREThZE—1O
YOREEEHIEEEALUTY, LAL., —ENMEAH 50,000 ETdH2%HEE 500,000 ETH2%
B, TOER, HEEhBZE-DVORSICAE<SEELET,

HEESPUEZEOD—BNET—XXA(TOHBEEICLODVT, NETF—XEHRAEIDLZR
HLTLKEEV, flZEFE,. KB 41,707 OBEESHIHYET, FATHIREREG. HED
T—RER—RAILHHITEIHENHYET, T—ERX—ARNOD ZIPCode 7 1 —JL RIZKEL£L D
F—RANEENTVBEAIE, ZIPCode 7 4 —J)L RICIRTE 41,707 HO—EDENZVEET
t, BEMZ M,707T EERTDCENEASNET, T—EX—AAD ZIPCode 7 1 —JL R
1 2OMDTF—ROAENEEN, SEBE1DOMNOTF—ENANEENZDEEF. BEAE
41,704 TR, TOMNDHBEESOEFTHRELTERTEET,

2. BETNZIAVDaHROMBEFEZTETS

BED7 A=) RICODVTOEYZE-—DVORETZRETSICE. £, BEEThB IV 3
CHBOBYBHEEERETILENBYNET, BET DIV a2HE, HED HMAC &7
ICXYEYITEND—BOTL—TFANDEOFHREHREZRLET. 1 2O—F0T L —
YTHFAMDELCOVTEEET NARRAOHEE., BESNZ IV 3a2#H&LN 1230 HE
BYET,

HESD VD3 oBE 20 L, D, BEFOELABRRBICTEHIEZ2HHOLET, X
OFERNE. BERIC 16 AU LEO—ZENEN HDBEEICOMMEL T,

2 < number of collisions < v(Population)
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U2 avENF 2 XKEBFOFE, E—DNFERTIRBRBRANBEICOEZLSBZYET, BETH
223 0BNMMELT2HHREAET, chik, FHLT, 71—ILRAODIXNTO
—EZENEN, D1 2O0—ENHEICIYETENBZEICE2T, 2BL<EE 1 DDOERA
BERTADEZERTDEDHTT,

3. E-OVoOREOERERZFHETS

RESNZOVDIVOBPMEBRETNZ VD aVOERBEHREL LS, ROBEXEME
AULTEYNZE-DOREODHERZRELFT,

number of collisions = Population * 27 (beacon length)

FY., BETNDAVDIAVEN 2@EETN3 AV 2OUERENR) TH3HEE0E—]
VORETERHET,

2 = Population * 2—(beacon length)

To&, REIDVD BN BEAOFAR (BESCHZ IV IV OERERE) TH25E
NDE-DDREZRHET,

V(Population) = Population * o-(beacon length)

COFRRICE > TERETNBEREYYRTTE—OOEEREHLET, HlzE. FERX
EESEE-TOORESN 156 ICBDBE. TOEZ 16EY MNMIBEZESICHYY EITFDNDT
EHE<, 15EY NCBEBDESICYUWRBRTRZEEZBHOLET,

4, E-2OREZERTS

ChosOFRERRF, 71—I)LROE-IORESOEREHEZHETDETTY, T—2tY
NOEFIVTAZHFITHLEHIC, ARBBEERELC, E-O22E<IBLZ2H8HL
xJ. L, ZEBICEATZIE-DVOREE, BHETFINICI2>TRIWET. ERETTI
ZHIBIDBRIINT A —XVAEHZEZERBL T, 71— )IRECREZE-DVOREEZRELE
EE

E—OY28<33EI9TUNNTA—IVANETL, E—OVER<THEEFIUTAH
BEFLET. —BHIC. F—2EY MTE—C9HLTVBEE, £EEHEETA—LKAS
BREIOE—O 2 8EI5EARF. E—O2ELWELLT, F—2EY NOSHICELTHS
BB BHROBERIRICHIDBENHYET,
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BRHETFINZ®FEL., 71— ROSHICEALTHSAILEZIHHENEBEHRNIEF21 VT2
HILBRZEADEOTREVEHMLZBER. HELEHRERKLIVEE-OVEZR<TS
CEEBRIDIEETERT, fIARF, 71—/ ROE-DVORETOHRHEREZHEL I-&
CB,9~16EY hEBHENLEELTE, NTF—NXVAOEKTZRBIZDEHIZ24EY D
E-ORzZHEAIZDCCZBIRTEXT,

E-OoRTBFEEICERLTKEZV, E-OVZHFOHLVLIO-—REZEERAALRIC,
TOE-DVORESZEHIZDERFTEREA,

B

ES{L7 0232 Tunit 74 —J)L R%Z ENCRYPT_AND_SIGN ELTN—J L ETF—ER—A%ZE
ATHEL &S, unit 74— )LROBEE-JVZERETSICE, unit 74 =)L RIZOVTEE
ThERBRAOBEE -V OREZRETILENF BT,

1. BEMAZHEETS

ERETFINEBEDTF—ER—AVY D 1—>3> &R ULUEFZR, unit 71— )L RIZIFREN
(2 100,000 AN —ZDENAFETDCEICBDIEREEINET,

2FVY ., §5%H =100,000 T,
2. BESIZIVDaHOHEREHEEZTEL XTI,

BT, BEETNZOAVZa>#HEF 2~316 TT,

2 < number of collisions < Vv(Population)

2 < number of collisions < V(100,000)

2 < number of collisions < 316

3. E-OVORENDHERSEBEZFELET,

COPITE. E-OVORETEF I~16EY RTHIVENHYET,

number of collisions = Population * 2-(Peacon length)
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a. BEENZIVZA2OHENBNATY T2 TREENLEBTHSEEOE-DORE
ZELET,

2 = 100,000 * 2-(beacon length)

E—-220O&E =156, zF15EY K
b. BEEINZDAVZIVORABNATY 7 2 TRESCNEHTHRDHEOE—-IVORE
ZRELET,

316 = 100,000 * 2—(beacon length)

E-3J2nk& =83, ¥LEFsEY K
4. EFIVFAENTA—NVAOBRHICBEL EE-VOREZRELE T,

15sRBOEY hZEWL, N7F#—RVADANEEFIVFTAH2/BERVET,

- 16EY K
- FHTRE, TRENO—EBEOERFMOIS5BOIZY NI YETENET,
s EF21UTFT 1 PIUEHSNERALU HMAC 2T 222 >OLd—RE. BUZ7L—>7F
FANDEZFDOAREMEAN 66% HV)ET,
e N7A#—XR2A:VIVRE, ERBICVIJIANLEIOHFOLO—-RIELC15HF0LO—R
ZERMELET,
« 14EY K~
- FEHTRE, TRhENO—EOERMD 61 BOIZY NI YETENET,
s EFXF1UTFT/PIUEHSNERALU HMAC 2T 222 >OLd—RE. BU7L—>7F
FANDEZFDOAREMEAN 33% HYET,
e N7#—XR2A:VIVR, ERBICVIJIANLEIOHFOLO—-RIEICI0OHFDOLO—R
ZERMELET,

E—2 & 0=ER

94T NMIOESILS (75 1) OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE&#E DynamoDB Encryption Client I3 2158 Z 24 L

S
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IXTOE-OVR, —BOE-O2VBLL>THAETNET, E-VHFFETND &, E—1
VHEEG, BELEhi74—)LREZJTIVIZRICEATNZBRELZYET, E-TVER, BS
LENT7 A=) RELEBEREBZ7 A - REBUBRICTDCEANTERIAN, BSLehTLEL
74—)REGUBRICTRCERTEERA, 2 D20ELZE-OAVICALE-OHEZR/TFSR
EEFTEFRLEA,

E-O2ICEMENTTRETDIHEZRIFCOVWTR, TE-TO2NFKRE, 2ZRLTKLELE
W,

BEE-O>0mE

BEE-OVICENZRT2EEE. TELAEEEEIC, E-O>F2E—J2V—AILHRITSBC
EEB<BEAOLET, ChiFx, E—OBE, BEE-OVOBERELDIBESLEhEET71—)
RELBFBEETA —I)ILROBEARUTHBDCEZEBEKRLET, HlZXEE. LastName EVSEFH D
BeStEnic 71 —IILRICODVTOEEE—-D ZERTHEHEE. E—1FE LastName TH
PDENFHVYET,

E-VHNFE-OVV—-AELERLUEE, BEASE—OVY—AZEKTE, AWS Database
Encryption SDK G EEWICE—O> 82—V —AELTERALET,

E—2 0ORE

94T MIOBES{EZ A4 7 Z 1) OEFIA AWS Database Encryption SDK ICEEENEL
o COFROYIN—HA RTIR, BlZ#Z DynamoDB Encryption Client (CB§ 3 2R ZBMHL
x£7,

RETMESESILEYR—NTRIE-OAVICE 22024 7HFHYET. BEE-OVEGF,. — B
RERITLET, s, T—EIR—ATRRARBCESHNEZEREIIHREBHELEFETT, €S
E=O2@, DFZILTL—FFANNFICEEEE - ZHIEDET, JVEMBEITIVZ
EITLET,

E-O2., F=EZAADETNRTLBEVHLOVTF—EIR-ALREEND LS ICHAETNTLRT,
BEOT—EN—ATHRESNLE-DVRF, TF—EIR—ALBEATNDIHLOVLI-—ROHK%E

RYEILET, E-OVR 71— ROTL—2TFANDEL SHEENET, 714 —J)LRY
EEltEehade, E-OQVRBRAFEOT—R2ENVYED T TERLLBYEY, E-AVEF O>HLLL
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O—RZEEAALERIC, TOE-IVOREZEMIDCERFETEXREA, LEL, LO—-RIZE
MmIdHMLOVT7 A=) RICHFLVE-ODVZEMTEXRT,

TORBANZR—2ERELES, TFT—ERXR—AEREKO2BBOATYJELTE-OVZRETS
RBENFBHYVET, RIC, IXTOE-AVEFZEL LS, AWSKMS BEF—U > J0EKR, £E—1
YIN—2avDOER. pI:—ZI/O)tjj/’)'“J'r/TJ'?ZO)ax;E E5IL7 V3 DER. T—
ZNR—A& AWS Database Encryption SDK 754 7 NOREZITOLENHVET., FMICOV

Tk, "E-J20nERA, 25RLTEEL,

E—])@N—)EDE&U%EEE%T%%&5E\EEE—])&@%E—]D@UZFE#W
THEZHBOLET, ERLAERE—O 22, BERICETNTNOEEE-OUANELERE
EE—JUANIEMLET,

NeY

- BEE-O0

% TE
° *gét_‘_]/a)n }'_i

==

° nX)EﬁJ

EBEEF—-T0O%E

BEE-VR, T—ER—ATRETERZESLEZREIDIRE[ELLTETT, B—0OBESKE
ht74—kH?t@ﬁﬁ74—AHEOUT®&—ﬁ@§E$TT%??O

Bt 340l
Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
Lbuild();
standardBeaconlList.add(exampleStandardBeacon);

C#/.NET

var standardBeaconList = new List<StandardBeacon>();
StandardBeacon exampleStandardBeacon = new StandardBeacon
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{

Name = "beaconName",
Length = 10
13

standardBeaconList.Add(exampleStandardBeacon);

Rust

let standard_beacon_list = vec![

StandardBeacon: :builder().name("beacon_name").length(beacon_length_in_bits).build()?,

BEE-VZRETDICE., ROEZEELET,
E—13>%
EELENLT7 A —ILRZEVITUTHIRICERT S B,

E-O28Q., BSUENLET7 A —I)LRILBFRB7 A —ILREFBUARRICTZIZEANTEXRT
B BESEEhTVEVWT A —)LREFUBRAIICTDCERTETEEA, ARSBERIEL. &
BEE-OVOBEREBDIESHENLETA— I REFLFBFEET - ROBRIZEATIE
ZR<BEOLET, 2 O0ELBIE-IAVICALVE-DVEZFTRI LR TEREA, RE
CREZSE-OVEBZRETDHECODVTR, TE-OVFHMER, 25RLTEE,

E-2okE

PR LRIIRBENZE—I2ON\Y S 1EOE Y N
E—OYORE &2 T, BEOE—IV &> TERE NBBRADTHURNREVET. £
HCEYEE—IYORSERETIHEOHMEALTIIOVTRE, E—I OEEZ DR
Ei EZBBLTEEW,

E—OYY—R (A7 3aY)

BEE-JOBEREBD T 1)L K,

E-O2V—RA, 71— RE, EFEERXRANENLET A —I)IROEZSRIDAITYIA
THA@VENfNHYVET, E—-JVBENE—OVV—RERBUEBE., BEASE—DAVVY—AZE
B T&. AWS Database Encryption SDK FBEMICE—O>HZ2E—2YV—A&ELTHEAL
79,
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REB7 1 —)L ROEK

FRER7 AL RZEKTBICE, RET A —ILROBREY—ATI—ILROVARNZIEET 24
ENFHNERT, VA7 1 —)LRZREBBLIODVANCEMTZIEFICL>T, REA7 11— RZ2H
EIRLHICNESDY—AT 1= RFEBFENDIEFFREVET, XOHITE. 220V —-R
74— ReFEZERFLT, RE7 1 —I)LRZERLET,

(® Note

T—ER—AIZADTRENC, RET7 A —I)LRABRHEINIBEREZERIT D Z2HEFTTS
CEEBEOLET, FHICOVTR., "E-OVHIOTALN) 2ZRBLTSEEL,

Java

£ J— Rf|&SH,: VirtualBeaconSearchableEncryptionExample.java

List<VirtualPart> virtualPartlList = new ArraylList<>();
virtualPartlList.add(sourceFieldl);
virtualPartList.add(sourceField2);

VirtualField virtualFieldName = VirtualField.buildexr()
.name("virtualFieldName")
.parts(virtualPartList)
.build();

List<VirtualField> virtualFieldlList = new ArraylList<>();
virtualFieldList.add(virtualFieldName);

C#/.NET

2% J— Rfl&ESH: VirtualBeaconSearchableEncryptionExample.cs

var virtualPartlList = new List<VirtualPart> { sourceFieldl, sourceField2 };

var virtualFieldName = new VirtualField
{

Name = "virtualFieldName",

Parts = virtualPartList

};
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var virtualFieldList = new List<VirtualField> { virtualFieldName };

Rust

5274 J— Rf|&SH: virtual_beacon_searchable_encryption.rs

let virtual_part_list = vec![source_field_one, source_field_two];

let state_and_has_test_result_field = VirtualField::builder()
.name("virtual_field_name")
.parts(virtual_part_list)
.build()?;

let virtual_field_list = vec![virtual_field_name];

U—RA7 4= LROBEDEIX Y N eERALTRET7 1 —)LRZEKTDICEF, Y—ART71—I)LR
ZRBELIOVANIEMTZEIC, TOEMEERTILENHYNET,

BRETZT 1 —ILROEFIVFTAIIEHTZIERER

E—O @7 1—I)LROBES{VIREEZZELEEA, LFEL, E—O%FERHT38E. JIUD
MEMEE, F—R2OMICELTHSHICLDIBROELEOBICIE. BEORNL—RFTHNFIEFELF
T, E—OVEBRETAIAHEICEKIT, TOE—AVICE>THBEE D EFIUT1OLRILAR
FWET,

BEOEEE-JVEEERITDY—AT7A1—I)ILRZETCHRET 1 —I)LREZERLEVELSICLTLE
TV, BEE-OVZERTREHICBRICERAECENTVSRY AT 1= )LRZECHERET1—ILR%E
ERTRDE, MAOE—I>0tEF1VTALRILAMBETITRDUEEN BV ET, EF21 )T 145K
T92EER, BIHOYV—AT7A—I)LRICK>TEMEINDIMAE—DOLARIICEK>TELRYE
T, INAE—OLARILE, EMOYV—AT7 1= RADEEOEOCTHE., BIMOY—AT 14—
ILRAMRET 1 =)L ROEBEH BT A XICEETIEY MRICK > TREVE T,

BEMEE-IVORSZFEAL T, RETV7 I —ILROY—ATA—I)LRFTF—2EY hOEF2 D
TACHBETRINESH ZHMTEXRT, BERR. 71— I)ILRAD—EDNECEEHRTT. BEF
FERTHIHLEFIHWEREA, 71— /LROBEFAGHEEICOVTR, "HEFOHEE, 228U
TLEEV,

REB74—)LROEFIVT A ZHFEIDRICE,. ROflzEBLTILEEL,
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. Beacon! i FieldA A SEEEhE T, FieldA DREF G, 2B ORE) 4 g xz\T
9,

« Beacon2 & VirtualField A SHEBEEhFEFT, Chik, FieldA, FieldB, FieldC, KT
FieldD "5 #BEENE T, FieldB, FieldC, BLV FieldD Z2EdhtE 3 &, BEFEF ZNJlU
ERESHBYET

ROAT—R X NHAEDIZE. Beacon2 l& Beacon1 & Beacon2 DA NDLF 1T 1 Z#EIEL
x99,

N = (Beaconl length)/2

and

N = (Beacon2 length)/2

E—O2AXSIDER

BEE—-OZFERALT, BESEhET7 A —I)LREFLFEE7 A —I)LROEMREZERTTESE
T, T, BEE—OVEBEL T, JUBMET—IR—AFRL—23IVERTITRLE
TEFET, BEE-IVOBBEEBIC/RI DK SIZ, AWS Database Encryption SDK (2 (&, ZE#
E—20RBEERITBDIUTOAT I VE—DVARSMIFRAEEATVET,

® Note

E—O ARSI %EEZTSICIE. AWS Database Encryption SDK ®/N—= 3> 3.2 LA
ZERATIHEN HYVET, E-DVREICE—TOARSIILZEMTBHEIZ, TNTD
)—RA—CFHLWN—>32 &7 04 0F T,

PartOnly

ELTERTNLEEE-QV G, BEE-OVOBESEENLEBIZEEETH O
[CPartOnlyDHEATEE T, PartOnly BEE-OZEEITIIIBHERFTEEFEE A,

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
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StandardBeacon exampleStandardBeacon = StandardBeacon.builder()

.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.partOnly(PartOnly.buildexr().build())
.build()
)
.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/.NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

PartOnly = new PartOnly()

}

}

Rust

StandardBeacon: :builder()
.name("beacon_name")
.length(beacon_length_in_bits)

.style(BeaconStyle: :PartOnly(PartOnly: :builder().build()?))

.build()?

Shared

T7 AT, IXTOREL-OAVRE-DFERAO—ENO HMAC ¥ —Z4ERLET. T
DHER, 2O0RBZIBEE-DVHASEEHLETAET7 A — )L RICNHL TEHEERREZRITIBZC
ERFETEERLEA, ELTERESNEFEEE - Sharedld, BIOFREE—T>2 0O HMAC £—%

FIEICERALET,

Bz (. beaconl7 1 —)L R&beacon27 1 — )L RELHBITZDURENF HBBESF. Dt
Ebeaconllc ® HMAC ¥—%##EH ¥ B5SharedEE—>beacon2&E LT ZE&HLET,
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® Note

Shared E—2VZREIDHIC, EFIVTAENTF—NXVADZ—XZEEL T
2ZW, SharedE—O2@F. F—2tY hOZHICEAL THABITE 2MAFEROEZ
BRI B ERT, IR, EORBT - RCALUTL—TFAMENER
NTVWAHNZHSHICTRIENTEERT,

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beacon2")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.shared(Shared.builder().other("beaconl").build())
.build()
)
.build();
standardBeaconlList.add(exampleStandardBeacon);

C#/.NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

Shared = new Shared { Other = "beaconl" }

}

}

Rust

StandardBeacon: :builder()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :Shared(
Shared: :buildexr().othexr("beaconl").build()?,
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)
.build()?

AsSet

T7 AT, 71— RENFEY NDIFE. AWS Database Encryption SDK (&

Y NOE-—OBEEE-JVEFELET., TOHKR, MESkehk71-)
KRCONTAINS(a, :value)aTHhB VIV ARITIBD_ERFTEFREA, ELTERENLE
EE-2E&F, Y NOZREROBY OEZEEE - EZAsSetitEL, E—OEZEY ~
ELTHEBICRELET, ChiZ&kV), AWS Database Encryption SDK @97 T #R{TTEE
FCONTAINS(a, :value),

AsSet BEE—VZERIZICKE. EY MNRNOERNEBUSERAOEDTHILEN BV, T
NTOEENRUVE-ODVORETZFEATEERT, E—IVECHERICERIREL Z5SE.
E-J2EYMNOERBATL—2TFARNEY MKW EDBLIBZAEMEN BT,

(® Note

AsSet E—VZRETHAEIC, EFIVFT1ENTF—XVAODZ—-XZERL TL
EEW, AsSet E—O2RE., F—X2EY bOSTHICEAL THRAITE D HAFHRNEZIE
AN D) ET, HIRE. TL—2TFANEY NOG A ANFBESHICEDIFEEN
HV)ERT,

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("beaconName")
.length(beaconLengthInBits)
.style(
BeaconStyle.builder()
.asSet(AsSet.builder().build())
.build()
)
.build();
standardBeaconList.add(exampleStandardBeacon);
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C#/.NET

new StandardBeacon

{
Name = "beaconName",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

AsSet = new AsSet()

}

}

Rust

StandardBeacon: :builder()
.name("beacon_name")
.length(beacon_length_in_bits)
.style(BeaconStyle: :AsSet(AsSet::builder().build()?))
.build()?

SharedSet

ELTERENLEEE -T2, B Shared& AsSetBI#iSharedSetZ A EHE T,
EYRNETA—I)LROBESIHLENLEICHL TEMRRZEETTEDRSICLET, chilk
V). AWS Database Encryption SDK [&. CONTAINS(a, b) A'EES{tehiztYy NTHV.
aNfEStENLET7 1 —ILRbTHD VIV ERTTEET,

@ Note

Shared E—OVZRETDHEIC, EF1UTAENTA—XADZ—AZERBL TL
&V, SharedSet E— ik, F—2tY NOZHICEAL TERBITESHETIEHROE
ZEXITARENI HYET, A, 7L—2TFAMEY NOB A X, UL —2
THFANEZECHRET7 1A=L RFAPESHICEDZIBEN BYUET,

Java

List<StandardBeacon> standardBeaconList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
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.name("beacon2")

.length(beaconLengthInBits)

.style(
BeaconStyle.buildex()

.sharedSet(SharedSet.builder().other("beaconi").build())
.build()

)
.build();

standardBeaconList.add(exampleStandardBeacon);

C#/.NET

new StandardBeacon

{
Name = "beacon2",
Length = beaconLengthInBits,
Style = new BeaconStyle
{

SharedSet = new SharedSet { Other = "beaconl" }

}

}

Rust

StandardBeacon: :builder()
.name("beacon2")
.length(beacon_length_in_bits)
.style(BeaconStyle: :SharedSet(
SharedSet: :builder().other("beaconl").build()?,

)
.build()?

BEE—2DORE

BeE—T2EF. VFIILTL—2FTFFANFIEEEE-D 2 BHEDET, B
—DAVTFYVIANS2DONEBBDLI—REATE2VIULEY, Y—KF—%E
BALT71—I)LROBEAEAEDEEITILEVYTEIRE, BMBET—IR—AFRL—
a3 aERITLET, #8E—>1&., ENCRYPT_AND_SIGN, SIGN_ONLY, B&T

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 —J)ILRASHEBETEET, E#8E—ICE

FENBIEEHEIET - RSEICHEEE-DVZERTILEN BN XTI,
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® Note

T—ER—AIZANTRHIZ, BEEE-DAVHNPRHEINIBEREZERITI L 2HTEITHC
EEREOLET, FHICOVTR, "E-OVHIDTAL) Z2RBLTSEZL,

RIERB OB
Java
BHEE—OVHRE

RO OBITRE, BEE-AVRENTHESEBRTEREENEN—NJANZO—-AILICEEL
£9,

List<CompoundBeacon> compoundBeaconlList = new ArraylList<>();
CompoundBeacon exampleCompoundBeacon = CompoundBeacon.buildexr()
.name (" compoundBeaconName")
.split(".")
.encrypted(encryptedPartlList)
.signed(signedPartList)
.constructors(constructorList)
.build();
compoundBeaconList.add(exampleCompoundBeacon);

- N—2arvEs

ROFITE, E=AN—23aTHRSESITBEEALEN—MNIANZTO-NIICEEL
ijo t_j//\_/a/a)}:E%a)E¥l%H}Lh \I\-CL;\ rt_]/a)ﬁﬁﬁJ E%&?ﬁb1<tﬂé\,\o

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.buildex()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartList)
.signedParts(signedPartlList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.buildexr()

.single(SingleKeyStore.builder()
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.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
I
C#/ NET

2% J— RY>7)L TBeaconConfig.csBeaconConfig.cs

BAL—OV%E

RO OFITRE, BEE-IVREATESILERVEBRENEN-NJAMZO—-AIILICERL
£

var compoundBeaconList = new List<CompoundBeacon>();
var exampleCompoundBeacon = new CompoundBeacon

{
Name = "compoundBeaconName",
Split = ".",
Encrypted = encryptedPartlList,
Signed = signedPartlList,
Constructors = constructorlList
};

compoundBeaconList.Add(exampleCompoundBeacon);

E-ON—-2 3 EH

ROBITE, E-OAVN—23a2THEHSUBSLTEREENEN—NJANEZTO-NILICERL
I, E-OAVN—J320EROFMICOVTE., "E-O0FEA) 2L TSEEL,

var beaconVersions = new List<BeaconVersion>

{

new BeaconVersion

{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = keyStore,
KeySource = new BeaconKeySource
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{
Single = new SingleKeyStore
{
KeyId = branchKeyId,
CacheTTL = 6000
}
}
}
};
Rust

TE£BI—RY > 7))L Tbeacon_config.rs; #ZBL T IEE L,

BEE-OVERE

RO OBITE, BEE-—AVRENTHESILERTEBREENIEZN—NJANZO-ALICEEL
£9,

let compound_beacon_list = vec![
CompoundBeacon: :builder()

.name (" compound_beacon_name")
.split(".")
.encrypted(encrypted_parts_list)
.signed(signed_parts_list)
.constructors(constructor_list)
.build()?

E—OrN—YavEs

ROBITE, E=ON—232THEESUSLTERENEN—NJANZTO-NILICERL
£F9, E-OAVN—2320EROFMICOVTE., "E-OV0FEA) 28RBLTSEEL,

let beacon_versions = BeaconVersion: :builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.encrypted_parts(encrypted_parts_list)
.signed_parts(signed_parts_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Single(
SingleKeyStore: :builder()
.key_id(branch_key_id)
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.cache_tt1(6000)
.build()?z,

))
.build()?;
let beacon_versions = vec![beacon_versions];

gEiltE i/ N—hEeFBEZNEN—FRE, O—ALFLEEITO-NILICERENIZVARNTERT
EFXT, ARELKRY, E— J/A 2azo7O0-NILIJARTESLELTEEENLE/N-NEE
BRIDELERHOLET, BELEhIEN—PFEBEETNEN- ZITO-NILICERTR L

T, &N\—bhZz1EEXHL, %@A—h&@ﬁ@@At —dVRETEBNATERT, BELXRE

FEBENEN-PNZ1ELEGERATZHEEE,. BEE-VRENO—HDIVARNTERTER

T AVARTZORVARTRE, O—AAN—rEIdO-NIN—FOEEZSBTEEXT,

EELHBRVPBREENEN—NIJARNZTO-NILCERTZHER. EaE—-FEEE—-O>
REDT7A—IRETEVTINTEZINTOARERZRFEEZ#BNTEIIVARTIZN— DU AR
ERMUIIBENBYNET,

® Note

BB RVBREENEN—RNIVARNZTO—NILIZCEZRTSICIE. AWS Database
Encryption SDK O/N—> 3> 32 LIRZFERAITAIXEN HYET, HLLWN—rZJTO-N
LMIERTBEIC, IXTOV—H—IZHLWN—>23 227 7O/0LFT,
BEOE—IVREZEFLT, BELBRUOCBEEAEN—NJRANEZEITO-NIICESR
FTH_EWRFTEFEA,

BEE-OVZEZRETDICE. ROEZEELET,
E—O2%
EEtENT7 1 —ILRZJTVTDRICERATSEHL

E—O &R, BEEhE 7 —LRELFRE 7 — )L REBUBHICTDEANTERT

A BESEhTOWEVWT A —)LREBUARAICTRZ LR TEEXEREA, 2 20—V ZFLU

BEICTRERTETEA. ERCHRERE-DVHEERETZFECOVTRE, "TE—-T>

FOER, 22RLTLEZ, _
7 &I F

BEE-VZREITIHI257HIDHICERAETNDIF,
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DEIXFRF. BEE-DOBEREBDTA—ILROTL—2TFANDEICEHRTZ LR

TEEXEA.
gt nlz/N\—hOUAKN

BEE—O2ICEEND ENCRYPT_AND_SIGN 7 4 — )L REZHERILE T,

BERDICEF, BAIETLTZAYVIANFBENTVIRENHYET, BoOERIE,

E5{LE

74— RASBEENLEEE-DDORATHIBENHET, TL7 1Y TAICRE

BONFIEEETERIN, —BETHILBEFHBUET,

EELENiEoE, BERLHE DL

DEBUTL7AYVIRERICERTEFEA, BEE-DAVICL > TRHET I HF D&MD

B ZXBIT2ENMEZERAIT DL ZHBHOLET,

AERRY ., BEStEehiH2Z2/O0-NIICERTD L Z2HEHLET. 1 DOESE—]

DTOHRMERATZEER. BELETNEBIZO-HNIITERIDCEZRFALTIEET L,

O—ALCERENLEESKENEN-—FE, JO-NLCERE A EBESLENLEN-—FEE

UC7L7AYVARAREREBREROCERTEREA,

Java

List<EncryptedPart> encryptedPartList = new ArraylList<>);
EncryptedPart encryptedPartExample = EncryptedPart.buildexr()

.name("standardBeaconName")

.prefix("E-")

.build();
encryptedPartList.add(encryptedPartExample);

C#/ .NET

var encryptedPartList = new List<EncryptedPart>();
var encryptedPartExample = new EncryptedPart

{

Name = "compoundBeaconName",
Prefix = "E-"
hig
encryptedPartlList.Add(encryptedPartExample);

Rust

let encrypted_parts_list = vec![
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EncryptedPart::builder()
.name("standard_beacon_name")
.prefix("E-")

Lbuild()?

BEAFEN-KUAbL

BEE-VICEENBBEENE 71— RZBRILET,

(@ Note
EBENEN-—RNEAT>232TY, BRNEHDZZRLBVESE-JVEZRETER
EE

ZBEAICE, BEI, V—A, TL7AYVIANEENTVBRUENf HVVET, V—ARK, N\—h
A AIT S SIGN_ONLYZE 7=k SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 —J)LRT
I, V=AW, 71—=I)LRE, FLEERANENLET 1= ROEESBIDAIVTYIATH
DREHFHYVET, N—VYBNYV—AZ2BATIH5EEF. V—REEKEIT DL, AWS Database
Encryption SDK X BEIMNICZNRBEZY —AL LTHERALET, TRESBEEEEIC, PoBEL
TY—AEZBETZICLEZBHOLET, L7V VR EEONFIEEBETEET TN,

—ETHIRVENHYNET, BENEOWBAR, BESLENLPLPERUTLT1YIREFED
CEFETERRA, BEE—OVICI > TREE B PBo DT ZXBTHEVEZFERAT
DLEBEBHLET,

TEERRY ., BENFEN—NEIO-NLEESETZEE2BBHLET, 1 DOBEAE—TY
TOHXERTHBAE. BENERLEO0—NLTESETHLEERFLTLEEY, O—A)L
CEBENEBEMEN—RE, FO-NIEESENEBEREN—REFLTLTAY IR
ERENER LR TEERA,

Java

List<SignedPart> signedPartlList = new Arraylist<>);
SignedPart signedPartExample = SignedPart.builder()

.name("signedFieldName")

.prefix("s-")

.build();
signedPartlList.add(signedPartExample);
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C#/ .NET

var signedPartslList = new List<SignedPart>

{

new SignedPart { Name "signedFieldNamel", Prefix
new SignedPart { Name = "signedFieldName2", Prefix

S'" }r
IISF_II }

};
Rust

let signed_parts_list = vec![
SignedPart::builder()
.name("signed_field_name_1")
.prefix("S-")
.build()?,
SignedPart::builder()
.name("signed_field_name_2")
.prefix("SF-")
.build()?z,
1;

AVARZI9RUAR

B RVBENENT P ZEEGE—AVICE 2 TTEVTINTREETEBALEZEERT D
]/7\I\779—EE"E‘&EJL¥3‘° AVARZ22VARTR, O—ALN—beTO-NILN—
NOWBEZSRTERT,

TJO-NLVCERENEESILELVCBEEN LRI LSE/E-DVZBEITRHEE. OV
ARNTZUZVARNZEETZIHLENHVET,

BEE—V0BEILIJO-NIICERZRENEESILELEBE SN2 EEAL VS

G, AVARNZOVRVARNGAT23a>TY, AVARTIVZVARNEEELEVEE, AWS
Database Encryption SDK XD F7 # ) MOV AN VR ZFERALTEGE—V 27>
JILLET,

s INTOEBENENHD (BENEOHTDOUANIEME N IZ)E)
c BEENLEIXNTORY (BSLEniEHFo0) ANIEMNE Nz )E)
s INTOMHRFHEATT
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AVARZ IR

FEAVARNTVE—R, BEE-O20&T7E27LI2 1 DOFEZERTSHIAVARNTY
- OEFFEVARNTT, AVARNZIVEZ—HBIREVANIEME W EZEFTHRES
h, EMPEEESNEDEIXFTRIYSNET,

BAVARNZ IV 2—BoE, BELENLPLELEBEFEOTDICEENT, TO
AN AV ARSOVR—HNTHETHSHD, FLEAFAS2a0THadrEERLET, HlX
(&, Fieldl, Fieldl.Field2, & &0 Fieldl.Field2.Field3 TEAE -2 %5 T
)3 2BEE., Field2 B& VU Field3 A 7> a3 e lLTN—o0L, OVARNTIR—% 1
2ERLET,

ZBAVARNTVEZ—IC&., 2BLEE1DOMEHDPHNFMVETT, VI')TBEGINS_WITH
BETEFEATEDLSIC, BAVARTIZ—DBRUVOBD ZMBICTEIEEZHEOLE
9,

AVARNTI2—E, BEBHIFINTLIO-RAICHFETIHEESICHILET. HLL
LO—RZzEBEACKIC, ERE-IVRIAVARNZIEZ—DOUANEFEAL T, EEE L
ELrSE—TVETETILTERZNESHZHMLET, IVARNZIVR—AIAVARNTY
Z—QUANIEBMENEZIEFTE-O>OT7 > 7LV EREAE, RBLEKAOIVARNS D
2—FALET. AVARNTIEZ—HNEBLEVES, E-JVRELI-RICEBEALEIE
BA,

IRNTOV—EF—F(4 32—, VIVORBRIBREIELLSBSZLSICIAVARNTIE—0
EUIEFZEETDHLENHET,

BEDIAVARZIVEZ—DOUARNZEETDICKE., ROFIEZERALET,

1. BSHDEBENEOBICEILIARNZVEZ—HDZERL., TORIABEALES
NEEELKRT,

AVARZ 7285 0E6E, BEE-DOEF, REFThIRIBEESLET 1—
ILROBHTHIBEN HVET,

Java

ConstructorPart fieldlConstructorPart = ConstructorPart.builder()
.name("Fieldl")
.required(true)
.build();
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C#/ .NET

var fieldlConstructorPart = new ConstructorPart { Name = "Fieldl", Required
= true };

Rust

let field_1_constructor_part = ConstructorPart::builder()
.name("field _1")
.required(true)
.build()?;

2. ATYTA1TEBLEIVARNS V2—Eo2#AL T, BEE—O2&2T7&>27ILI%T
BEBRAFECEILAVARNTG VE—2ERLET,

BlzIE, Fieldl.Field2.Field3 & Field4.Field2.Field3 #2903 3HE4., 2
DOAVARNTIOR—%ERTILEN HVET, Fieldl & Fields &, 2 DO FIED T
VARTUVR—TERBRENTVSED, MAEEMEBICTDENTEET,

Java

// Create a list for Fieldl.Field2.Field3 queries
List<ConstructorPart> fieldl23ConstructorPartlList = new ArraylList<>();
fieldl23ConstructorPartlList.add(fieldlConstructorPart);
fieldl23ConstructorPartList.add(field2ConstructorPart);
fieldl23ConstructorPartList.add(field3ConstructorPart);
Constructor fieldl23Constructor = Constructor.builder()
.parts(fieldl23ConstructorPartList)
.build();
// Create a list for Field4.Field2.Fieldl queries
List<ConstructorPart> field421lConstructorPartlList = new ArraylList<>();
field421ConstructorPartList.add(field4ConstructorPart);
field421ConstructorPartList.add(field2ConstructorPart);
field421ConstructorPartlList.add(fieldlConstructorPart);
Constructor field42lConstructor = Constructor.builder()
.parts(field421ConstructorPartList)
.build();

C#/ .NET

// Create a list for Fieldl.Field2.Field3 queries
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var fieldl23ConstructorPartList = new Constructor
{
Parts = new List<ConstructorPart> { fieldlConstructorPart,
field2ConstructorPart, field3ConstructorPart }
};
// Create a list for Field4.Field2.Fieldl queries
var field42lConstructorPartList = new Constructor
{
Parts = new List<ConstructorPart> { field4ConstructorPart,
field2ConstructorPart, fieldlConstructorPart }
};

Rust

// Create a list for fieldl.field2.field3 queries
let fieldl_field2_field3_constructor = Constructor::builder()
.parts(vec![
fieldl_constructor_part,
field2_constroctor_part.clone(),
field3_constructor_part,
D
.build()?;

// Create a list for field4.field2.fieldl queries
let field4_field2_fieldl_constructor = Constructor::builder()
.parts(vec![
field4_constructor_part,
field2_constroctor_part.clone(),
fieldl_constructor_part,
ip)
.build()?;

3. ATYT2THALEINTOOAVARNSIR—ZBECAVARNTIE—DYARNEHERKL
£9,

Java

List<Constructor> constructorList = new ArraylList<>();
constructorList.add(field123Constructor)
constructorList.add(field421Constructor)
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C#/.NET

var constructorList = new List<Constructor>

{
fieldl23Constructor,
field421Constructor

};
Rust

let constructor_list = vec![
fieldl_field2_field3_constructor,
field4_field2_fieldl_constructor,
i

4. HBEE—O ##ER T DconstructorList&EIC ZHELET,

R EHI

94T NMIOESILS (75 1) OBFIH AWS Database Encryption SDK ICEEEhEL
ro COFROY/IN—HA RTIE, 5lZ#E DynamoDB Encryption Client ICBI T 2 EHRZBHEL
7.

ROBlE, BELE - EEEE—OA %2R ETHHFEERLTVET, XOERER. E—>0E
TERBELEEA,. REACHEYEE-OORSERETSDHFZEICOVWTE, "E—On0Es%
BRI, 2SRBLTLSESL,

E-O2ZRELTHEATRZAEZRIEEHI—RAICDOVTE, GitHub ® aws-database-
encryption-sdk-dynamodb 7R MU IZ&H B Java, .NET, Rust DRZERRELKESLOBIZSRL T
<EZEL,

(N =Ry
« BEXEE—-
- EAE—TOV
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TE—HEBRETDLOHIC inspector_id_lasts 71 —J)LRZVTVTZHBEE. ROREZFE
ALTEEE—-J2ERLET,

Java

List<StandardBeacon> standardBeaconlList = new ArraylList<>();
StandardBeacon exampleStandardBeacon = StandardBeacon.builder()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();

standardBeaconList.add(exampleStandardBeacon);

C#/ .NET

var standardBeaconList = new List<StandardBeacon>>);
StandardBeacon exampleStandardBeacon = new StandardBeacon

{

Name = "inspector_id_last4",
Length = 10
}i?

standardBeaconList.Add(exampleStandardBeacon);

Rust

let last4_beacon = StandardBeacon: :builder()
.name("inspector_id_last4")
.length(10)
.build()?;

let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;

let standard_beacon_list = vec![last4_beacon, unit_beacon];

i i D

inspector_id_last4 & inspector_id_last4.unit T UnitInspection #—&ZX—XA
Z2OITVTRHEEE. ROBRETESE—AVZERLET, COBEE—OVICEESLE Nz
TDHRNLETTY,
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Java

// 1. Create standard beacons for the inspector_id_last4 and unit fields.

List<StandardBeacon> standardBeaconlList = new Arraylist<>);
StandardBeacon inspectorBeacon = StandardBeacon.builder()
.name("inspector_id_last4")
.length(beaconLengthInBits)
.build();
standardBeaconList.add(inspectorBeacon);

StandardBeacon unitBeacon = StandardBeacon.builder()
.name("unit")
.length(beaconLengthInBits)
.build();

standardBeaconList.add(unitBeacon);

// 2. Define the encrypted parts.
List<EncryptedPart> encryptedPartList = new ArraylList<>);

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique

// For this example we use the prefix "I-" for "inspector_id_last4"

// and "U-" for "unit"

EncryptedPart encryptedPartInspector = EncryptedPart.builder()

.name("inspector_id_last4")

.prefix("I-")

.build();
encryptedPartlList.add(encryptedPartInspector);

EncryptedPart encryptedPartUnit = EncryptedPart.builder()
.name("unit")
.prefix("U-")
.build();

encryptedPartlList.add(encryptedPartUnit);

// 3. Create the compound beacon.

// This compound beacon only requires a name, split character,

// and list of encrypted parts

CompoundBeacon inspectorUnitBeacon = CompoundBeacon.builder()

.name("inspectorUnitBeacon")
.split(".")
.sensitive(encryptedPartlList)

REHI
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C#/

.build();

NET

// 1. Create standard beacons for the inspector_id_last4 and unit fields.

StandardBeacon inspectorBeacon = new StandardBeacon
{
Name = "inspector_id_last4",
Length = 10
};
standardBeaconList.Add(inspectorBeacon);
StandardBeacon unitBeacon = new StandardBeacon
{
Name = "unit",
Length = 30
};

standardBeaconList.Add(unitBeacon);

// 2. Define the encrypted parts.
var last4EncryptedPart = new EncryptedPart

// Each encrypted part needs a name and prefix
// The name must be the name of the standard beacon
// The prefix must be unique

// For this example we use the prefix "I-" for "inspector_id_last4"

// and "U-" for "unit"
var last4EncryptedPart = new EncryptedPart
{

Name = "inspector_id_last4",
Prefix = "I-"
;
encryptedPartList.Add(last4EncryptedPart);

var unitEncryptedPart = new EncryptedPart

{

Name = "unit",
Prefix = "U-"
3
encryptedPartlList.Add(unitEncryptedPart);

// 3. Create the compound beacon.

// This compound beacon only requires a name, split character,

// and list of encrypted parts

REHI
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Rust

var compoundBeaconList = new List<CompoundBeacon>>);
var inspectorCompoundBeacon = new CompoundBeacon

{
Name = "inspector_id_last4",
Split = ".",
Encrypted = encryptedPartlList
};

compoundBeaconList.Add(inspectorCompoundBeacon);

// 1. Create standard beacons for the inspector_id_last4 and unit fields.
let last4_beacon = StandardBeacon::builder()

.name("inspector_id_last4")

.length(10)

.build()?;

let unit_beacon = StandardBeacon::builder().name("unit").length(30).build()?;
let standard_beacon_list = vec![last4_beacon, unit_beacon];

// 2. Define the encrypted parts.
// The name must be the name of the standard beacon
// The prefix must be unique
// For this example we use the prefix "I-" for "inspector_id_last4"
// and "U-" for "unit"
let encrypted_parts_list = vec![
EncryptedPart: :builder()
.name("inspector_id_last4")
.prefix("I-")
.build()?,
EncryptedPart::builder().name("unit").prefix("U-").build()?,
112

// 3. Create the compound beacon
// This compound beacon only requires a name, split character,
// and list of encrypted parts
let compound_beacon_list = vec![CompoundBeacon: :builder()
.name("last4UnitCompound")
.split(".")
.encrypted(encrypted_parts_list)
.build()?];
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E—> nfEH

94T NMIOESLS (751 OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE#E DynamoDB Encryption Client I3 2158 Z 24 L
F£7,.

E-O2ZEAT2E, JTURKROT—EIR—ALHhZ2EEIZ B, BT nLLIO-
REMRTEET, E-Q2R. TF—EFANETRTLVEVHFLOF—ER—AILRKENDLSI(C
FEENTVET, BBFEOT—ER—ATHREENE—OVE, TF—EXR—AILEEZRAEINDIHL
WLO—RO&EIYEILET, E-OVRT741—ILROTL—2TFANDEDL SHEEIE
T, 71— RIBSILEND e, E-OQAVRBBEEOT—X2NYEDTJTERLBYERY, £E—1
VEFOMULVWLIO-REZFEEAALERI, TOE-IVOREZEMID LR TEERRA, 121
L. LO-REZEMIZFHLWVWI7 A —)LRICHLVE-DZEMTEEXT,

E—J2ERELER, T—ER—ALTF—REAHL, E-OVZIIVITBHIC, ROARATYT
ERTIDBENHVET,

1. AWSKMS EEF+—U>J%ERT S

BREMEEBEES(ILEFERATSICIE. AWSKMS BEEF—) > J%#FEALT,. LO—RZREITS
EOHICERAENZT—I3F—%24ER, BEL., BRUOCESTIHRENHVYET,

E-O2ERELELE BEXF -V J0OERKHEETETIL, BEX—) 2 JZERLE
ER

REX—U I ABERBHOEMIC OV, RETESEESLOLHOREF—U2TD
ER EBBLTLEEL,

E-OON—23aEERTD

keyStore. keySource, ELLEIXNTOEEE—-TOUAN, BRELEIXNTOESE
E-3J>0UAKN, BEtEhZ/N—RDOUAN, BERFEhEZN—bOUAN, E—O2/N—
DaveEEELET, E-Q0ON—232ELT1 Z2EEITBRIHLENHVYET, keySource
NDEZICEIDHAAAILODVWTR, "TE—00F—V—-—ANEZ, ZSRLTLEEL,
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XD Java DT, TN TFoo—F—EIR—AOE—-I/N—>23a>azE&ELFEFT, Y
LVWFTFoo—F—EIR—AOE-AN—23a>OERICODVWTE., "YILFTF+Hr2o—F—
BANR—ADBRRAELZESIL, Z2RLUTLIEETL,

Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(

BeaconVersion.builder()
.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.encryptedParts(encryptedPartsList)
.signedParts(signedPartsList)
.version(1l) // MUST be 1
.keyStore(keyStore)
.keySource(BeaconKeySource.builder()

.single(SingleKeyStore.builder()

.keyId(branchKeyId)
.cacheTTL(6000)
.build())
.build())
.build()
);
C#/ NET

var beaconVersions = new List<BeaconVersion>
{
new BeaconVersion
{
StandardBeacons = standardBeaconList,
CompoundBeacons = compoundBeaconlList,
EncryptedParts = encryptedPartsList,
SignedParts = signedPartslList,
Version = 1, // MUST be 1
KeyStore = branchKeyStoreName,
KeySource = new BeaconKeySource
{
Single = new SingleKeyStore
{
KeyId = branch-key-id,
CacheTTL = 6000
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3.

5.

};

Rust

let beacon_version = BeaconVersion::builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Single(
SingleKeyStore: :buildex()
// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_tt1(6000)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_version];

THRAVATYDRZRET S

E-—O2ZHRELLER, BESEhET7 1 —)ILRZKRETIAEIC, FE-I>Z2kRT2EH>
VATV VACREIDHBENFHYET, FHICOVWTR, "E-JZEALLEEAVH
VATV DANKRE ZZRLUTLSEET W,

EEL7 032 %2ERTD

BEE—OOBEIZEAETNDINTNOT 1—)L R% ENCRYPT_AND_SIGN EX—9 F 344
ENHYET, E-DOBEICHFERAENZDMOINTOT 1 —)LRIE, SIGN_ONLYEXLE &
I—DVFHUENSHY) FIFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

AWS Database Encryption SDK 254 7> NZ&ET S
DynamoDB 7—7 )L O 57 —7 )LTEE %#{RE 9 % AWS Database Encryption SDK 754 7> ~

ZRETBICWE. DynamoDB AA® Java V547 hNAOBESIKZA4T5 ), 28BLTLKE
=L,
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E-=3J>o7I1Y

RETRAE-AVDORATIZEL>T, RITTERITVDRATHIRENET, BEE-OVEF.
71N E—REeEALT—BRREZRTLET, BEAE-2R. UTZILTL—2TFANXFES
EREE-DDZEAEDET, BEBIIVERITLET, BELENLET—220ITVIBRIC
&, E-OJ2BTRRLET,

2 O0BEE-OVOER. BLBZEALUTL—2TFAREBEENTVREETELRTESRE
Ao 2DODFFEE—DAVE, BUTL—2TFANDEICOVWT2 DOEBSD HUAC 2T ZERL
T, TORR, BEE-DVRBROITIVZRTTEREA,

* beaconl = beacon2
« beaconl IN (beaconZ2)
* value IN (beaconl, beacon2, ...)

* CONTAINS(beaconl, beacon2)

BRE-JVRROIVIVERITTERT,

« BEGINS_WITH(a)o €T, alk, PEV7INENLEEEGE-DAVOEED T 1 —)L ROESE
ZRBMUET, BEGINS_ WITHEEFZFEAL T, BEDIBONFITHREDEZRANTD &
TEFEHA, L, BEGINS_WITH(S_ ) ZFERATB LR TEET, T, S_&. 727
LENEBEE—DVOXBEOBAOTL 71 Y IV RAZRBRLET,

« CONTAINS(a)o €T, alk, 7E 7N EnEEE-INEL 71—/ ROESEEZ KRB
LET, CONTAINS EEFZFEAL T, Y NNOBEOBIXFIFELFEZECLI—K%
BETREEFTEFEEA,

BIZIE, 2T CONTAINS(path, "a" ZR{TITD_ERFTEFLA, ZZT, aldk, EY R R
NEZRMRLET,

s BEE-VOEBRNHZOHPZLBTEET, BRENEZEOH,ZEBTHES. HDEICDHL
T, BEIHB2OTLT714YORZE1 DULOBEFREZOBAICAMTERTN, BESLEThiz
TA4—=)LROEZIVIVICEDDEEFTEEEA,

BIZIE, BENEDIPD ELLB L, signedFieldl = signedField2 £l value IN
(signedFieldl, signedField2, ...)%ZJTIVTE&&EY,

BEANEOHPERESIBOOTL 7 1Y U A%, signedFieldl.A_ = signedField2.B_
ICRTDIITVICL>THRIDZEETERT,
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« field BETWEEN a AND b, CC T, a & b FEBENFZDHSLTT, DEICIKLU T, BELID

DTLT7A4VIRE 1 D2ULOBERNEOISICHAMTETTHN, BESkEhiz71—)LROE
BOTJICEDBEWRETEEEA,

BEE—OVICHTRIVIVICEDRDEHPDTLTAVIREEDIHBEN HYVET,

iz |E, encryptedField 8K signedField M2 2N 7 1 —J)LRASEAE—T
compoundBeacon ZHBEL BE, E—J2Z I TVUTBKEIC. ChsD 2 2OWHICODVWTERE
ENLETLT7AVIORZEDRDHBENHYET,

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue

RNFTFo—FT—ER—-ADRRAREES

94T MIOBES{EZ A4 75 1) ®EFIA AWS Database Encryption SDK ICEEEhEL
o COFROYN—7HA RTIE, 5lZ#Z DynamoDB Encryption Client (CB§ 3 2 EH %z 24t L
x£7,

F—REIR—ATHREUEBEHESLERETDICE, AWSKMS BEEFX—) > J2ERATIHXENHY)
F£F9, AWSKMSEEBF—1 >V, LI—RORBILFAENDTF—XF—24EK. BEL, B
FLET, T, E-OVZERITBZDEHICFERAEHDIE—DF—EERLET, YILFFTFUB
T—RANXK—ATAWSKMS EEFX— >V 2FERTHBE,. 7T NI EBRIOTZFF—¢&
E=-O2F—H"HVET, NILFTFUI—F—ER—ANOBESENLTF—RZ20T VTSI
., JTVLTVWAE—QVZERTDEHICEATAELE-OF—XTUTILEZRETIHE
HFHYET, FHHICOVWTIEE., Tthe section called “BRERTBEBRESILDI=HDEREF—1) T DE
B EBBLTLLEE W,

INFTFFoI—F—ER—AOE—OAUN—2 a0 2EETHHEEE. BELEIRNTOEELE—
dAVOVAR, RELEIXNTOESAE-I>OVAN, E=ON—=232, 8KV keySource
EERELET, E—TJ1F—Y—A% MultiKeyStore ELTEZEL., keyFieldName, O—HJL
E—O>F—F+vy>210F+v>1TmeTolive, BRCO—AIE—DF—F+ Vv 10K
REYYVDIAHA XZEDDIHBENHYET,

EENEE—IERELEHEWE. TNS5% compoundBeaconList ICEHDMUENHYET,
EEZFEE—TO2F,. SIGN_ONLY#H KT SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 —
LRIEF|MUTATFY IO RZER L, BEBIOT)ZRTIHEERE—I>D—ETT,
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Java

List<BeaconVersion> beaconVersions = new ArraylList<>();
beaconVersions.add(
BeaconVersion.buildex()

.build()
);

C#/.NET

.standardBeacons(standardBeaconList)
.compoundBeacons(compoundBeaconList)
.version(1l) // MUST be 1
.keyStore(branchKeyStoreName)
.keySource(BeaconKeySource.builder()
.multi(MultiKeyStore.builder()
.keyFieldName(keyField)
.cacheTTL(6000)
.maxCacheSize(10)
.build())
.build())

var beaconVersions = new List<BeaconVersion>

{

new BeaconVe
{
Standard
Compound
Encrypte
SignedPa
Version
KeyStore
KeySourc
{
Mult

{

rsion

Beacons = standardBeaconlList,
Beacons = compoundBeaconlList,
dParts = encryptedPartsList,
rts = signedPartslList,

=1, // MUST be 1

= branchKeyStoreName,

e = new BeaconKeySource

i = new MultiKeyStore
KeyId = branch-key-id,

CacheTTL = 6000,
MaxCacheSize = 10

INFFF Vo —F—AR—AORRTRERESL
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Rust

let beacon_version = BeaconVersion::builder()
.standard_beacons(standard_beacon_list)
.compound_beacons(compound_beacon_list)
.version(1l) // MUST be 1
.key_store(key_store.clone())
.key_source(BeaconKeySource: :Multi(
MultiKeyStore: :builder()
// “keyld® references a beacon key.
// For every branch key we create in the keystore,
// we also create a beacon key.
// This beacon key is not the same as the branch key,
// but is created with the same ID as the branch key.
.key_id(branch_key_id)
.cache_tt1(6000)
.max_cache_size(10)
.build()?z,
))
.build()?;
let beacon_versions = vec![beacon_version];

keyFieldName

keyFieldName &, BHEDTF I —ICO2VWTERKE N EE—OVICFERAEThZE—OF—(C
BE TS hiz branch-key-id Z#&#N T2 71 —)LROBHZERZL £,

FLWLO—RZF—ER—AILEETATE, TOLO—RIEDVTOE—DAVZERTH LD
ICEAEhB E—OF—%BBITS branch-key-id A" O 7 1 =)L RIZEMENET,

T7 AL NTR, keyField BTF—EZXR—AICHTRHICKEME N BZVBEENET7 1 —ILRTT,
AWS Database Encryption SDK &, YT U7 I DFRATHES{LE T —FF —branch-key-
idhs ZBAIL, BEE— L ERFNEE -1 TS BkeyFieldTER XS ILEZBSHIC
RELET, XTUTIIOHBRBEBEENTVS S, BISWE keyField FBEEFE DD &
ABENEKT,

E5{tT7 U2 3 keyFieldlZ & SIGN_ONLYE i=l&
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT7 4 —JLRELTESHT, 71— REF—
AR—AICHTHICRETSCEETEXRT, ChERITITRICEF., T—ERR—AICLO—R%Z
EZIAUETIZ, branch-key-id ZF 8T keyField ICEH I MBENHYET,
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NINFTFoo—F—FRXR—-—AROE—A>OIV TV

E—2&0IT)F3ICE, JIUIC keyField Z8H T, E—VOBHEICHE L ESHEI A
E- F—XTUTPILZRANTIXENf HYNET, LIO-ROE-OVEZERTILEHICEAE
nBE—J>F—(CEEMITS N branch-key-id ZIETIHENFHVET, 750FF—ID
Y724 Y—DOTF>>—0 branch-key-id ZH&BNTH 7L RUBZIEETDERFTERE
/bo ;i0)7'557'§_67IU e keyFleld E?U)%Ctb‘_@é 353-0

geE—-1>

keyField ZL J— RICEATHICHEMTEINESH AL DS T, BEE—DVICBELFEDOI
DELT keyField ZEEEHD EN TEET, keyField DBERNEZOH P REHATH D&
ENFHVET,

iz X, encryptedField 8K signedField® 2 2N 7 4 —JLRASEAE—T
compoundBeacon ZHBEITBHHEEE., BENEOIHEL T keyField EEHIXEN HY &K
T, chiZ&kV), compoundBeacon ICH LU TIRO VT ZRITTEDRDICBYET,

compoundBeacon = E_encryptedFieldValue.S_signedFieldValue.K_branch-key-id

EFHfEEe—2r

AWS Database Encryption SDK &, BEE—1  EEE—12FEAL T, BRETELKESIL
VD123 ERHLET, ChsoE—-OVICR, 2BL<EE 1 2OBESLENET1—)
RASENTVRHENHYET, L. AWS Database Encryption SDK &, 7’L—>FF

A NSIGN_ONLY & SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTZ 4 —JL RA S T2 (CFRE
TERIERMNEE-—OVEHR-BPLTLET,

BEMNEEC—O EE—OBHH SERTEET, keyField 2L O— RICHRBICHMNT B H
ESHIANDST, keyField P SBEMEEL—TIVEBHEL, ThEFEAL T, keyField
BEMAEE-OYCRTRITUE, HOE—T20 1 2T B VT UEBAEDEDEEY
TURKERTEET, fIZE. ROYVIVERTTEET,

keyField = K_branch-key-id AND compoundBeacon =
E_encryptedFieldValue.S_signedFieldValue

BEMEE—OVORBLOVTH, BEMEE—O 0O, 28BLTLEEL
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keyField (=39 2 EEMNA YT NDET

g5 T7 V23> T keyField ZHBEL, TOT7 41—l RZELI— RICHATRHICEML ZBE
k., E=O2ICHTBIIVE, keyField CHTB VTV EHEAAEDELEE I T ZERT
BFET, BELE—O0Z20T VI35, keyField ICRLUTEEIIV ZRTITD LR
RTEXT, HIAE. ROVIVZERITTEERT,

keyField = branch-key-id AND standardBeacon = S_standardBeaconValue
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AWS Database Encryption SDK for DynamoDB

DS54 T > MIOBESILS 4751 OFHEA AWS Database Encryption SDK ICZEEEhEL
o cOTFROY/N—HA RTIE, 5lZ#Z DynamoDB Encryption Client [CB8 9 218 Z=RHL
7,

AWS Database Encryption SDK for DynamoDB I&. Amazon DynamoDB FRETlCOZ 14 T7 > REID
BE{tEEHBENTEDYTINIITSA47Z1)TT, AWS Database Encryption SDK for
DynamoDB W EML R DES{LZREML, BSLTIEEE, F—XOEEMEZRILTZIERIC
EHRIEAEEETEET., CEPBLVREFOBRET—REBSHKITZHET, AWSBED
H—RN—TFT 1 —HFBEEOTL—TFARNT—RZEFEATRI LR TEERE A,

® Note
AWS Database Encryption SDK (& PartiQL ZH7R—K~LTVEEA,

DynamoDB Tlk. 7—7J)LEBNOIL V>3 T, FEBIK, BENESETT., SEHICERA
BEEN BV ET, AWS Database Encryption SDK for DynamoDB &, BHEOEZBEES{LLET,
RIZ, BELCKITZERZMELET. BT I3 TENDEHEZRESLL, BRICEDEM
BEEHINEEELET,

CNEOREY TR, BEHENDTA—IILR, IFATRNDAVARN—IIEREICETEDAHA
AR, FEABAABICKEI D Java D% E, AWS Database Encryption SDK for DynamoDB D&
C2VWTHBALET,

N

« VAT NIEH—N—floBES1{t

c EQT A RIS LVCEZEAETIN?

« DynamoDB TO#REARELKESIL

- T—RETFIOEH

« AWS Database Encryption SDK for DynamoDB TRIAAIgER 7O S IS5
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24T > MMl —N—RlOESIL

94T NMIOESLS (7S 1) OBFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE#E DynamoDB Encryption Client I3 2158z 24 L
x£7,

AWS Database Encryption SDK for DynamoDB &, 754 7> NIOBES{LZYR—KL T
WET, COBESILTR, T—7ILTF—RET—ER—-RAICEEITIHICESIKLLET, L

L. DynamoDB Tk, 71 RAVICREET N TVBT—7 I Z2EBHNICESILTDH—N—RIORE
ROBS{LEEEZRELTHY, 1N T—TILITFIEATHEEBTLET,

BIRTZY—-IIE., F—ROBEEL, 77075—>23>0tF1 )71 EHICHEUTERYET,
AWS Database Encryption SDK for DynamoDB & R EBORBSILOMEZEHATEE T, B
NTEFEN/-1EH%Z DynamoDB ICEFEL TE, REET TV SIEE (& DynamoDB (2 &k 2 TFE;
ThEtA. NMFTUEREZECRROT—TIINEBZHRELET,

H—N—AORERFOESL

DynamoDB Tld. REFOESILAYR—KRENTVET, Chik, =TT 1 AVICREFE
n% & &2 DynamoDB A7 —7 L ZFEBMICESHKL, I—H—HFT—TILF—RTIERATS
EEBLT—T7IINEEETTRH—N—AOBES{L#ETT,

AWS SDK ZfEf L T DynamoDB £EX VW EV) 254, T7FI KT, F—XIE HTTPS &%
U TEEFRICES{EE N, DynamoDB T RARA 2 N TESENTAH S, DynamoDB IZR7TFE N
PIlCEBES{tENET,

s F7FIBNTORES{t, DynamoDB &, EZIAFENZBIC, IXTOT—TIILE2FBBWICESL
BRTESLET, RERKOBESILEEMNELREEMNCITEAAS>a EbYEREA,

« DynamoDB BBt F*F—ZERBRTEELET, FET—7ILO—EDF—Ik. AWS KMS key
TREE D8, AWS Key Management Service (AWS KMS) A" KEEB{LDERICHD L WEH
WEHA. 74 KTk, DynamoDB ik DynamoDB 4 —E X 7HDU > h®D AWS FiE D F —
EEALETHY, —BFELERIIXNTOT—TIILZRETZLEHIC, BDOTAHT RO AWS Y
F—I RF—FLERBRDAZN—ANZF—TRF—ZBIRTBZBEETEERT,

s T—TILF—RE@FIXNT, FMARVLTHESILENET, BELEhET TN T1RAVICRE
Ehd&, DynamoDB ik, 724XV F—B&L0O—ALETIJO-NILOEAEZVA TV Y
ABE, IRTOT—TUNF—2ZBSHKLET, TNV —RF—HNFHFETZHEE. EEO
BREERTY—RFNEF—O—FH, 7L—FTFANERTT—TILXZTF—RICRBEENET,
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s T=T7IILICEETRZATSIVRNEREENET, REBFOBESLIE., KENBEXT A TICEZ
AENDETCIC, DynamoDBA KU —A, JO—=NILT7—T ). NvOT7v T = RELET,

« PUOEATRE, BERESENET, T—7IHAT7OERENB EE, DynamoDB &, Z—
v NBEEEEUCT LB EESL, TL—2TFANERATEBEZRLET,

AWS Database Encryption SDK for DynamoDB

D54 T > MIOBEEILTIE, Y—AHNS DynamoDB DAKRL —TJF T, EEBS XRTRERFD
T—RETRY—TIVRREBELET, 7L—2TFANTF—RE., UTZE8CH—RN—F1—
ICBENDElEHY) £FEBA AWS, AWS Database Encryption SDK for DynamoDB Z#7 L L\
DynamoDB 7—7 )L TERA T2 H. BEE® Amazon DynamoDB T—7 L Z&#FH/N\—2 3 > ® AWS
Database Encryption SDK for DynamoDB ([C#&{TTE & T,

s BEAREREROT—RERBENET., UTZEH. WA BIE=ZFILEHEhDEGEHY
FHA AWS,

« T—7LEBIBETERT, /7MY VF—BHRE, T—7IEHEOIRNTERLZRE—HOESR
ZEE TS LSIZ. AWS Database Encryption SDK for DynamoDB ICIERTEE T, CNDERIC
KV, BEDEMPHIR, BHEEOADYT7HRE, BELAEANOFREZEEZHRETHENTE
S

« F—UDIJRBRTBIET, T—REREITDHEERELET, F—VU 2T, F—FF—.
FTLTRERNICET—R2RBEIBDSVEVIF—ERELET, FAVICEANT, REREL
ZvEVITF—ZEFEALTLSEZ L,

« AWS Database Encryption SDK for DynamoDB & 7—7 )2 #Z2BES{LtLEEA. HEATED
BHZERESLTEH ZIBIRLET., AWS Database Encryption SDK for DynamoDB (&8 B £k %
EEILLELA, BER, 75/XVF—(N—TFT14230F—BLPY—FrF—)BEOBEE
ERERESLEhERA,

AWS Encryption SDK

DynamoDB ICREFET B TF—XZBS{tT5HFEE. AWS Database Encryption SDK for DynamoDB
ZEHEMOLET,

AWS Encryption SDK &, 954 7> NIBEIKSAT75UT, AATF—ROBSLERVEFTICHK
YE5FET, FENDRATODTF— %2 REIDERTERTN, FT—EAR—ALII—REEDEEIL
F—RIBETE LB A, AWS Database Encryption SDK for DynamoDB & E%4 V), FEBELAX
ILDOBEMF T YU %ITS AWS Encryption SDK L TE LR A, £, BHEERHBLEY., 7
SAIVF—OESILEBIELEY)TZO VY IEHY)FHA,
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ZEALTT—7ILOEE% AWS Encryption SDK BEB{t 9 5B Ak, AWS Database Encryption
SDK for DynamoDB E EMEA B VW EICERBLTLKEEV, 1 2OTAT7ZUTHESIKL, £5 1
D2NTATSVEFEALTETTR LR TEEE A,

EDT7 41— )L RFBEULERTCBRZESIAETIAN?

94T NMIOESLS (75 1) OBEIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lE&E DynamoDB Encryption Client I3 2158 Z 24 L
x£7,.

AWS Database Encryption SDK for DynamoDB &, 4%|C Amazon DynamoDB 7 7' —> 3> AIC
HREENEITAT Y NIOBEILS (47 51)TF, Amazon DynamoDB (&, HEOIL > 3>
THAT—7INIT—RERMLET, BFEBR. BHEOEETY., EEHICEBACEN WX
¥, AWS Database Encryption SDK for DynamoDB &, BHOEZBESLLET., KIZ. BHEICH
TRBEREFELET., BT hDIEMLE. BLTEBRICEDINEETEET,

E5{LiE,. BHEOHBRRZZRBLET, BRR, BESChEIXNTOBRELEZTOHEOERZR
2L, WAZRHELET. ChilKY), BHEOEMPHER, BSLEhIZEOFDENDERE L,
HEEANDFEBREEZREIDCENTEERT,

ESLEhEBETR,. 7—7LE. INTOEHKR. BSHLLTVWEVEME, 75417 UF—
(N=TFT123arF—&VY—hF—)BHEOERLE BHERATEE, —HOF—RBETL—-2TF
ARNTHERYVET, ChSDT71—)LRICEEBETF—RZREFLBEVTIEZL,

AWS Database Encryption SDK for DynamoDB D& DFMIZ 2V T, T, Z2ZRBL T EE
WAWS Database Encryption SDK M 1148 & o

@ Note

AWS Database Encryption SDK for DynamoDB REY VDOEMT V>3V ICEATRHRITNTO
Sk, BET7Oa ICBTRENTT,

New o
- BE{tOEME
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AWS 7 — R X —ARES 1t SDK TAROY N=74 R
ESLDEME

AWS Database Encryption SDK for DynamoDB &, EEL EEBMHOE (BEBELE XA T TREHY)
FEA)ZRSILLET, EOBMENBSILENTVIN ZRABITSDICEK. BET V3 ZFEH
LET,

ez, COEBICIKE example BV test BREANEENFE T,

'example': 'data’,
'test': 'test-value',

example BMZBES{LL, test BHEZRESILLAWVES., BREROKXSICAHYET, BSLE
flz example BHER., XFEITREBELINAFIVF—XTT,

"example': Binary(b"'b\x933\x9a+s\xfl\xd6a\xc5\xd5\x1azZ\xed\xd6\xce\xe9X\xfO@T\xcb\x9fY
A\Xx9F\xT3\xc9C\x83\r\xbb\\"),
'test': 'test-value'

ZFEBEOTZAIVF—BHE (N—FT123>0F—B&LVPY—KF+—) Z#FHL T DynamoDB &7 —
TIHRNOEEZRRTDLED, ThSOBMRETL—2TFANDEETHIHLENHYET, BR
FEHRETTHN, BELOMLBEFEHYERA,

AWS Database Encryption SDK for DynamoDB &, 7”5/ XV F—EHZHAL., TOEIrBRE
NTLVBAIBESHENhTOV BV EZBRLET., Tk, 77M/VUVF—ZBELTEIhZRESLL
EK5ETBRE, VAT MNEHIAZEAO—-LET,

V74T N, BEICEMTS2HL VWEMY (aws_dbe_head) ICXTUT I DOFHAZEML FT,
RTIUTILOZHAG, BEFEORS ICHEEBLCBREE NN EHATIENTT., V747>
N, COBHZERALTHBEOKRIALEESZEITVERT. NTUTIOBBZRIMNTED T 1 —J)L RiF
EEtEhELA,

HEHDES

EEEhEMEZRSILL =&, AWS Database Encryption SDK for

DynamoDB &, XTUT7IOFHA, BEESITFAN, BRTEMET V3
~/SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTTT ENCRYPT_AND_SIGN, . SIGN_ONLYZE
ek EX—DENEE 74— )LROERILZNLT, NYZIR—ADOXAY E—IFRIAT—R
(HMACs) £ FI R BEEHELET, ECDSA BERF 7 AL N TEDCE2>TOETH. AE
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TREBIEBA, V9F4T7 2 NE, BBEICEMTSH L VEM (aws_dbe_foot) IC HMAC £ EF &
BMLET,

DynamoDB TO#ZRAsEA B S L

BRERMBEZESILO =8 (Z Amazon DynamoDB T—7 )L Z5&ET S 1E. AWSKMS BEEF—1)
JFERALT, BRAZRBEIDLHICFEAEThDTF—3F—24ER. BS5L. BLRTESTHIHLEN
HYET, £, T—7IIBEHILEREIC SearchConfig ZEHBHENHVET,

(® Note

DynamoDB AA® Java V754 7> NIOBESLS A TSV EFERL TVWREHEEEK, LA

JL® AWS Database Encryption SDK for DynamoDB APl Zf#fAL T, T—7 BB ZBES
it. BR. KRil. E5ITBLENH') ET, DynamoDB Enhanced Client & TR L XL D

DynamoDBItemEncryptor i&. BREFAELESILEZFR—NLTVWELEA,

KNew o
e E— %FERALEEAR VAT Y DADRE
e E—HIDTAK

E—-O2FERALEEAEVADTY VADERE

E-J2ZHELELR, BStEhBUEZRETZHIC, FE-D2ZRRIZEH XV
TYOIDARERETDLENHYET,

BEF—-VFERESE—%2RETSE, AWS Database Encryption SDK ikE—> B IC
aws_dbe_b_ 7L 74 v OREEMLT, Y—N—HFE—-—JZFRICEBITEDLSICLET,
Bl ZE, EEE—>IC compoundBeacon £ WS BRI ZF T EBE. EEROE2AE-IVRE
aws_dbe_b_compoundBeacon T9, ¥ - FLEBFEAE-D 288 EHAVA TV
DAZERETRHER. E-OAVBZRABBTHEEIZ aws_dbe_b_TL 71V I RZEHBIHEN
HhV)ET,

N=—FT1>3a>F—&V—rF*—
T7Z2ARVF—DEZESKTD LR TEFERA, N\—T12320F VY- F—RERE
NTVRRBENHYET, 77NV F—OEZEEE - ELEEGE-IVICTR LR
TEFEE A
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BHEZIEELZVWRSIGN_ONLY, 7ZA/XUF—DfER THIBEN HYE
9o SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT/N—T 1> 3avEHEeYV—RNEMRE TH
BDHENSHY) TISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

T5ARVF—DOEEZBENEE—AVICTRIENTEET, 774X VF—DEZEIZEER
NBEEMNEE-JVZERELLEBER. 774X VF—0EZEBRTIELEZERFEE—O
VBELTEETDHENHVYET, =L, AWS Database Encryption SDK [FBZF&E E—
Od>Caws_dbe b 7L 71 v OAZEEBMLERBA. 754X IF—OEICHEIIOEBE[FELE—
OVEBRELEBETE, REBOR, EHRVAVTYIORERETBIEIC, 754XV
F—DEOEMBEEETD_ELETTT,

AO—AlEehFIVAFTY IR

O—ANEAEIAVTFYIADY—"F—RBE-OVICTRENTEET,

V—hF—CE-OVZEETIHE. Z1 7 String THRIBENHET. YV—hF—ICE
BE-AVFREREGE-VZ2EEITRHRRE. E-DVHBAZEETSHHIC aws_dbe_b_ 7’
L74YORZEORIRLENHYNET, BENEE-DVZEEITRHEREF. 7L71YIAKR
LTE-OVRBZEELXT,

TJO-NILEeA>HEVAFTY IR

JO-—NILEAEIATFYIAON—T4>arF—V—rNEF—RBEAEEE-OAVICT
BLENTEXRTY,

N=T4232F—FLRYV-IrF—CE-DVEZEETIHEE. XM 7& String THIHEN
HYET, VM F—IIBEEE-DDRERESGE- OV 2EEIRHREF. E-DVEZEE
THBIC aws_dbe_b_TLT7 AV I REEDIMVENHYVET, BEBENEE-EZEETS
BEk. L7414y ORABLTE-OVREEELET,

BHEOHT

FEER., T=TUASEAVRVAFYVRAIAE—ENBEHOEY NTT, T—7ID
N=TFT 4230 F—EEV—RF—RBECAOTYIAHEEIES, 77U5—23>00L
DEH#EHR—RNTZDLEHIC, HOBHEEHETEET, DynamoDB (&, BMEZ'O> T 033>
Di=HIZ, KEYS_ONLY, INCLUDE, ALL ® 3 DDERBRZD A7 a = RMHLET,

INCLUDE B##7O0> 0> 3> aEALTE-—O>2RRTZHER. E-OVIFEEET 1D
TRXTOEMHDEBEE, aws_dbe_b_ L7414V UV RAZFEOE—JRZBETIHLEN HYE
To BlRE, fieldl, field2, B &LV field3 K 5EAE—1> compoundBeacon ZREL
=HE, 70219232 AT, aws_dbe_b_compoundBeacon, fieldl, field2, field3
ZEETAIHLENHBYVET,
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TJO-NLEeEAVHIVA2TFY OARTOT IV IV THRNICEEENIZEMEOHEFEAT
EXIN. O—ALEAEVAOTFY VAREEOEMEZFEATEEXT,

E-J2HADT AL

BAE—O %BRELEEE, FERFMERE7—)LREFEALTE-O>E2EEL LEE
(&, DynamoDB T—7ILICANTBHIC, ChSOE—IUHAHFEND2HEHEERT D &ME
RITDCLELZBEFOHLET,

AWS Database Encryption SDK i, {R¥E7 1 —)LREEEGE-DVHIORNZ TN 1 —FT12 T
\Z1& 31 D DynamoDbEncryptionTransformst—ERZRHEL E T,

REB7 14— ROTAB

ROAZNRY NTRE, TANEBZ#ERKL. DynamoDB T— 7L EES{LEREZFEAL
TDynamoDbEncryptionTransformst—E A%ZE&L. ResolveAttributes ZFEAL THRAE
74— RIPFENDHEIZERTHDEEBRTDHFEZERLET,

Java

24 0— RS2 7 IS 8: VirtualBeaconSearchableEncryptionExample.java

// Create test items

final PutItemRequest itemWithHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithHasTestResult)
.build();

final PutItemResponse itemWithHasTestResultPutResponse
ddb.putItem(itemWithHasTestResultPutRequest);

final PutItemRequest itemWithNoHasTestResultPutRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(itemWithNoHasTestResult)
.build();

final PutItemResponse itemWithNoHasTestResultPutResponse =
ddb.putItem(itemWithNoHasTestResultPutRequest);

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();
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// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(itemWithHasTestResult)
.Version(1)
.build();
final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that VirtualFields has the expected value
Map<String, String> vf = new HashMap<>();

vf.put("stateAndHasTestResult", "CAt");
assert resolveOutput.VirtualFields().equals(vf);

C#/.NET

2% 1— RY>7°)L TVirtualBeaconSearchableEncryptionExample.cs; ZZ8BL T E&E L,

// Create item with hasTestResult=true
var itemWithHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("ABC-123"),
["create_time"] = new AttributeValue { N = "1681495205" },
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = true }
};

// Create item with hasTestResult=false
var itemWithNoHasTestResult = new Dictionary<String, AttributeValue>
{
["customer_id"] = new AttributeValue("DEF-456"),
["create_time"] = new AttributeValue { N = "1681495205" 1},
["state"] = new AttributeValue("CA"),
["hasTestResult"] = new AttributeValue { BOOL = false }
I

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolveInput = new ResolveAttributesInput
{

TableName = ddbTableName,

Item = itemWithHasTestResult,
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Version = 1
};

var resolveOutput = trans.ResolveAttributes(resolvelnput);
// Verify that VirtualFields has the expected value

Debug.Assert(resolveOutput.VirtualFields.Count == 1);
Debug.Assert(resolveOutput.VirtualFields["stateAndHasTestResult"] == "CAt");

Rust

&% — R8> 7 )L Tvirtual_beacon_searchable_encryption.rs; ZZ8B L TS EE L\,

// Create item with hasTestResult=true
let item_with_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("ABC-123".to_string()),
),
(
"create_time".to_string(),
AttributeValue::N("1681495205" .to_string()),
),

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(true)),
1);

// Create item with hasTestResult=false
let item_with_no_has_test_result = HashMap::from([

(
"customer_id".to_string(),
AttributeValue::S("DEF-456".to_string()),
),
(
"create_time".to_string(),
AttributeValue::N("1681495205" .to_string()),
),

("state".to_string(), AttributeValue::S("CA".to_string())),
("hasTestResult".to_string(), AttributeValue::Bool(false)),
1);

// Define the transform service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;

// Verify the configuration
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let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item_with_has_test_result.clone())
.version(1)
.send()
.await?;

// Verify that VirtualFields has the expected value

let virtual_fields = resolve_output.virtual_fields.unwrap();
assert_eq!(virtual_fields.len(), 1);
assert_eq!(virtual_fields["stateAndHasTestResult"], "CAt");

BgeE->0T AN
RDAZRY NTlk, TARNEBEHZERL, DynamoDB T—7 )LEES{LEREZFERAL

TDynamoDbEncryptionTransformsh—E AZE&Z L. ResolveAttributes ZFEAL TEE
E-OVHFHGEhBIENZERTDEZHAIDFEZRLET,

Java

24— RY > 7))L TCompoundBeaconSearchableEncryptionExample.javay 238 L T &
=L,

// Create an item with both attributes used in the compound beacon.

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("work_id", AttributeValue.builder().s("9ce39272-8068-4efd-a211-
cdl62ad65d4c") .build());

item.put("inspection_date", AttributeValue.builder().s("2023-06-13").build());
item.put("inspector_id_last4", AttributeValue.builder().s("5678").build());
item.put("unit", AttributeValue.builder().s("©011899988199").build());

// Define the DynamoDbEncryptionTransforms service
final DynamoDbEncryptionTransforms trans = DynamoDbEncryptionTransforms.builder()
.DynamoDbTablesEncryptionConfig(encryptionConfig).build();

// Verify configuration
final ResolveAttributesInput resolvelnput = ResolveAttributesInput.builder()
.TableName(ddbTableName)
.Item(item)
.Version(1)
.build();
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final ResolveAttributesOutput resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that CompoundBeacons has the expected value

Map<String, String> cbs = new HashMap<>();

cbs.put("last4UnitCompound", "L-5678.U-011899988199");

assert resolveOutput.CompoundBeacons().equals(cbs);

// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon

C#/.NET

&% 71— RY 27 )L "CompoundBeaconSearchableEncryptionExample.cs; 2B L T &
Wo

// Create an item with both attributes used in the compound beacon
var item = new Dictionary<String, AttributeValue>

{
["work_id"] = new AttributeValue("9ce39272-8068-4efd-a211-cdl162ad65d4c"),
["inspection_date"] = new AttributeValue("2023-06-13"),
["inspector_id_last4"] = new AttributeValue("5678"),
["unit"] = new AttributeValue("011899988199")

};

// Define the DynamoDbEncryptionTransforms service
var trans = new DynamoDbEncryptionTransforms(encryptionConfig);

// Verify configuration
var resolveInput = new ResolveAttributesInput

{
TableName = ddbTableName,
Item = item,
Version = 1

b7

var resolveOutput = trans.ResolveAttributes(resolveInput);

// Verify that CompoundBeacons has the expected value

Debug.Assert(resolveOutput.CompoundBeacons.Count == 1);

Debug.Assert(resolveOutput.CompoundBeacons["last4UnitCompound"] ==
"L-5678.U-011899988199");
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// Note : the compound beacon actually stored in the table is not
"L-5678.U-011899988199"

// but rather something like "L-abc.U-123", as both parts are EncryptedParts

// and therefore the text is replaced by the associated beacon

Rust

T£A& 01— RY 27 I %S 8 compound_beacon_searchable_encryption.rs

// Create an item with both attributes used in the compound beacon
let item = HashMap::from([

(
"work_id".to_string(),
AttributeValue::5("9ce39272-8068-4efd-a211-cd162ad65d4c" .to_string()),
),
(
"inspection_date".to_string(),
AttributeValue::S("2023-06-13".to_string()),
),
(
"inspector_id_last4".to_string(),
AttributeValue::S("5678".to_string()),
),
(
"unit".to_string(),
AttributeValue::5("011899988199".to_string()),
),

1);

// Define the transforms service
let trans = transform_client::Client::from_conf(encryption_config.clone())?;

// Verify configuration

let resolve_output = trans
.resolve_attributes()
.table_name(ddb_table_name)
.item(item.clone())
.version(1)
.send()
.await?;

// Verify that CompoundBeacons has the expected value
Dlet compound_beacons = resolve_output.compound_beacons.unwrap();
assert_eq! (compound_beacons.len(), 1);
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assert_eq!(
compound_beacons["last4UnitCompound"],
"L-5678.U-011899988199"
);
// but rather something like "L-abc.U-123", as both parts are EncryptedParts
// and therefore the text is replaced by the associated beacon

T—RXETIOEH

94T NMIOESLS (75 1) OREIH AWS Database Encryption SDK ICEEEhEL
o 2OFROYN—HA RTE, B8l&#:ZE DynamoDB Encryption Client ICBI 9 2158 & 2H L
7,

AWS Database Encryption SDK for DynamoDB Z5XEJd & &k, BET VIV ZEELE T,
BES{LEFIC, AWS Database Encryption SDK l& BM7 V>3 ZFEAL T, BESLERVBRETS
B, BEIH2EMH (BESILTREEV), BRUCERIZEMZRILET, £k, T iER
BLEHZEEZELT, EOBMUNBREDSHBAEShZID EIVTA T NIHRNICEAET., E5K
(. AWS Database Encryption SDK (&, EELEHFTEhBEZELEMHZFEAL T, BRICEE
NTVWEVBMZEBAILET, BTV IVEBES{ENLEEEICREFEE LT, AWS Database
Encryption SDK BT V23> ZBBNICEHRLEE A,

BUYET OV EEIIERLET., THEA/BIEEE. BSLEERZHEAL

£ 9, AWS Database Encryption SDK 2L TEEHZREITD L. BEED
ENCRYPT_AND_SIGN, SIGN_ONLY, F 7l SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT |8
Mz CEETHERFTEERBADO_NOTHING, 2L, XOBBERREICTSENTEEXT,

« $TL L) ENCRYPT_AND_SIGN, SIGN_ONLY, & KT
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BMZEMT S

- BEOEMZHIBRT D

 BEEMENCRYPT_AND_SIGNEM% SIGN ONLYE = F ICZET S
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

o BE7F M SIGN_ONLYZE /=l SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BitZ ICEETD
ENCRYPT_AND_SIGN

« 3L L DO_NOTHING BEZEMT S
o BE1F®M SIGN_ONLY B % SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT ICZEE T3
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« BE7F® SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT @1 % SIGN_ONLY [CEE TS

BRRAEEESHICETZIEREER

T—RETFIIEZEMITREIIC. BEASBELLEE-OVIERLT, TOEFHFEOLRSBREER
FEIARMEI HIHNZEECKRALTKEEZVL, E-O2VZFHFOHLVWLIO—REZEZAALERIC,
ZTOE—JVDREZEHMIDERTERLEA, E-OVZBEITDILOICHEAL LEHICBEEN
FONEBRET VAV EEHRIDERTEREA, BBIFOREETNICEEN TS A ZE—TO>
ZHIBRID &, TOE-O2ZHEALTREOLO-RZIVIVTELZLSZYET, LO—RIZEM
FTRIHMLLVITA—ILREDVTOHFHLWE-OVZERTZI LR TEXRIAN, BBFOE-OV%ZE
HMLTHLWIA—IILRZEODERTEEREA,

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BMI(CEAT 2 EESEE

F7AILRNTR, BEILLIVTHFANCEEFNZ2EHEIN—FT 123 0F—EY—KRF—OHT
T, AWSKMS EEFX—U I DTS FF—IDH T SAV—HFBESHLIVTFARNDSDE
BUICHERT S FF—%ZBISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTTZE 2 &S
IC, BMOT71—)LRZE ELTERTDCEERFLTLKESY, HHlICOVWTE, "T750F
F—IDYTSA4V—, ZSBLTLKEE W, SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT
BHZEETRIHE. N—T1423a2EHEY—NEMRE THHIXENHYE

9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B&LTFT V> a2 2EATSICK,
AWS Database Encryption SDK O/N\—2 32 33 iR ZERATRIXLEN HWERT, T—
SEFNEBHLT 22HBHIC. TRNTOU—A—HLWA—Ta>EF7O0 L%
J SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

#1L L) ENCRYPT_AND_SIGN, SIGN_ONLY, B &
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B ZEBMT S

# L L) ENCRYPT_AND_SIGN, SIGN_ONLY., Ei &k
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BMZEBMTSICE. BET V3> THLL
EBHEZEELET,
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BEZDDO_NOTHINGE M ZHIBRL T, . ENCRYPT_AND_SIGNSIGN_ONLY., Ei*
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BMELTBEEBMTACEFETEEEA,

T/T—23asNETF—RIVTADER

TableSchema Z2FA L TEMT7 V> ava2E&LEEERE. HFLLVEMEZET / T—23aF&EF—
ROZAICEMLULET. HILLWEMOBMET V>3 oF7 /7—23a>ZEELEBVES, 754
ToRNE, F7ALRTHLVEHZRBESILLTBALET (BUENS TS/ IXVF—0—THB
BEEREEY), ILLEMOAKAICERTSHEE. @DynamoDBEncryptionSignOnly &k
@DynamoDBEncryptionSignAndIncludeInEncryptionContext’*iRZFEHAL THLLVEME
EMITRILENFHYNET,

F72ITONEFILOER

BUETIV a3 E2FHTERLEBRR. 77T IORNEFILOBRT 73 ICHLW
EHzEML, BEF7 2> 3>SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT&EL T
ENCRYPT_AND_SIGN, SIGN_ONLY, £kl #FEL £,

BEFEORMEZHIRYT S

BUABEES B2 LEHMLEBEAE. TORRIINIZF—2NEERAKEEFLTIEE, B
T ILAVASERICHBRTZCEETERT, BEICHITIHLLVF—XOEERAKEFLELT
t, TORMEBEIEHEBUET VIVIERTFENET, Chik, FREBEUVBRMHEOERZRBT 2L
ENGRPBEACRISET, BETIIIVASERHZERICHRLTE, F—2tY MDA SRKHEIKR
EhFELA, F—REYNIR. TOBHEECEANSIEHKEEETNET,

BEfZM ENCRYPT_AND_SIGN. . SIGN_ONLYSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT.
£ /(& DO_NOTHING BHEZERICHIBRTZICIE. BET IV 3aV2EHLET,

DO_NOTHING B % HIBRT B HBETE., FAThiEEZRLEMLISTOEBMZHEIBRLEVWTL
TV, TOBRBMICHLTHLWMEZEZIAE RSB >EBETE. 9547 8E, TOEMEZED
BEOEEZGEANDLEHIC, TOBMINBETATVWEVCEZRBIZDIHBENHYET,

T/)T—23aNETF—RIVTADER

TableSchema ZFERAL BT V>3 e2ERxLESEER. 7/ 57— 0{AEF—RITANS
TORMZHIBRLET,

F72ITONEFIOER

BUYETOIAVEFBHTERLESBRRE. AT I IONEFIINOBHT Va2V SEREHIBRLE
9o
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BEZMENCRYPT_AND_SIGNE M %Z SIGN_ONLYE /=& (CEET S
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT

BEF MENCRYPT_AND_SIGNEMZ SIGN_ONLYEIE ICEETSIC

(& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. BHT7 V> 3 2EHITHHEN HYVET,
E#ZETF7O/4 LR, V94T NIBHICETAFTFINBEOEZRIIL TESTESDLSICK
WETH, RITIRT7I0aVEEBHICHUTEZERATRNEHLWMEICEBREISDELETTT,

(® Note

BEfFZMENCRYPT_AND_SIGNE % SIGN ONLYZX & ICZEETHIIC,. EF21UTF 1 EHf
EEBICKRITL T & LWSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., &7 —4&
ERETEIEHREINTESILIZDLEN HVYET,

T/T—2a NET—RIVZTAOER

TEMT7V>avaE&RLEHE S TableSchema, BIFOEHEZEFHL
T, FERFAFEF—R U AIZ @DynamoDBEncryptionSignOnly & /= (&
@DynamoDBEncryptionSignAndIncludeInEncryptionContextFREZEHE T,

A7 NEFILOER

BUETOavZFHTERLLERR. BEOBRICBENTShEB®T I a2, F
7219 NEFIJLSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXTT A'S SIGN_ONLYZE /=i
ENCRYPT_AND_SIGN ICE#H L £ T,

BXF?® SIGN_ONLYZE /= 1&
SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT Bt% ICEE T3
ENCRYPT_AND_SIGN

BEfE M SIGN_ONLYZE 7=l SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT Bt % ICEE TSI
[ENCRYPT_AND_SIGN, BTV I 2EHIIMVEN HYET, EMZETF7O04/LEE. U5
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T/T—23a NETF—RIVZTADER
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TEMT V> avaEZL EBEEETableSchema, BEAFEOEMD S
@DynamoDBEncryptionSignOnly & = (&

@DynamoDBEncryptionSignAndIncludeInEncryptionContextEIRZHIBRL £9,

F7ITONEFILOER

BYETU 3 EFETCEELLEBEAR. A TSI VNEFILORE
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# L L DO_NOTHING B ZEBINT 3 192



AWS F— &R —ABEE 1l SDK FROYN—HA R

a. TableSchema ZEALTEBMT V>3 2ERLEEE
(&. @DynamoDBEncryptionDoNothing 7./ 7—> 3> Z&FEAL TH L L) DO_NOTHING
BT /T3 FEF—RIOTAICEMLET,
b. BTV 3IV2FHTERLLGERE,. HFILLEMZEC LSBT VI Z2EHL
FT. 49 DO_NOTHING BT V> a2 ZFEAL THLVERZHARNICREL TKEE
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V—RNEME THAIURENSH ') FFSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

N

/ SAVNETF—RUTADEH

7_—_
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F72ITONEFILOER

BUT O3 E2FHTERLESERE. A7V I VN EFIATERICEENTShIEEBYT D
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(@ Note
RDOKRNEY 2Tk, DynamoDB M Java 754 7> MMIOBELZ A TZUDON—23 >
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#build-the-entire-sdk-into-your-project
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-project-maven.html#modules-dependencies
https://maven.apache.org/
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<artifactId>aws-database-encryption-sdk-dynamodb</artifactId>
<version>version-number</version>
</dependency>

Gradle Kotlin ® £ 48

Gradle 7O I 7 NOKFBEFREI> IV ICRZEBMT S Z & T, Gradle Zf#EA L T Amazon
DynamoDB Encryption Client for Java IC T2k ZEHREES TEE T,

implementation("software.amazon.cryptography:aws-database-encryption-sdk-
dynamodb:version-number")

F8

DynamoDB AA® Java V54 7> NMIDESILS A 7SV &4 ARN=)LTBICIE. aws-
database-encryption-sdk-dynamodb GitHub URZ MU O o O—> & EKTHH. XU>0O—K
LET,

SDKZAVARN=I)ILES, COHA ROHFTIII—RE, GitHub ® aws-database-encryption-
sdk-dynamodb YR NUIZ$H B Java D HI &2 HERL THBRLE T,

DynamoDB Ai® Java 7547 > MIDESILZ 147> OER
94T MIOBES{EZ A4 7 Z 1) OEFIA AWS Database Encryption SDK ICEEEhEL

o cOFRAOY/N—HA RTE. 5lZ#Z DynamoDB Encryption Client (CB T 28R Z=HL
7,

ZOKREY T, DynamoDB A® Java V547 > MMIOBES{KLZ A 7S UDN—23 > 3x DE
BMEANIN—DZAO—FICOVTHALET,

DynamoDB AA® Java 754 7> MIOESLZA 7SV EERALAETOT I T OEMIZ DL
TIl&. GitHub @ aws-database-encryption-sdk-dynamodb VR KU IC&H B ???Java Dl ESBEL
TLEEL,

RV D
- HEEIOUTR
« AWS Database Encryption SDK for DynamoDB Q@M 7 723 2
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https://gradle.org/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
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« AWS Database Encryption SDK for DynamoDB D& & 1L.E%E
« AWS Database Encryption SDK Z R L =B O E#H
- BENEEY NOEE1L

BHRAI>OUT &R

T NOH%ZE 7% AWS Database Encryption SDK for DynamoDB EIEE IV U7X T
¥, DynamoDB M Java V54 7> NIOBESILZ A 7S5 UDON—232 3x 2FERALT, XOA
7T DynamoDB 7—7 )LIEE OEES{L, BR. BRI, BRTESETSENTEET,

DynamoDB Enhanced Client

DynamoDB PutItem DO I ARNZFEALTIOZA T MNITEEBEZEHNICES{LLTERT
% & SIZ, DynamoDbEncryptionInterceptor T DynamoDB Enhanced Client ZERETE &
¥, DynamoDB Enhanced Client 292 &, 7 /T —> 3 NHETF—RVZAZFEALTE
MT O3 EEHETEET, EELKFEIEEIZ, DynamoDB Enhanced Client 2§25 Z &
EHEBHOLET,

DynamoDB Enhanced Client l&, BZEAELZES{LZHR—NLTVEEA,

® Note
AWS Database Encryption SDK &, ZAREhEEMOFERZHR—MLTVEEA,

Tzl XJL® DynamoDB API

DynamoDB PutItem YO T AN ZFEALTIZA 7 NMITEHEZBBNICESILLTERT
% & 5IZ, DynamoDbEncryptionInterceptor T L AXJL M DynamoDB APl ZEETE &
ERS

BRETESESLZEERTSICE. THLARILO® DynamoDB APl 2R T2 BB HYET,
THZL AXJL® DynamoDbItemEncryptor

THILAJL® DynamoDbItemEncryptor (&, DynamoDB #HUOH T &<, T—7 I &
BZEERSILLTERTIN., TLEEESLTHRIELET, DynamoDB @ PutItem £kl
GetItem VUV ITARNGEERITLEE A, HIZE. THRLARIL D DynamoDbItemEncryptor Zf&E
AL T, BREICEUEL /= DynamoDB IEH # E#E#ES L TRIETE £ 9,
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Programming.LowLevelAPI.html
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THZL ARJL® DynamoDbItemEncryptor . BREAELZESILEYR—NLTLVEREA,

AWS Database Encryption SDK for DynamoDB OEM7 2> 3>

BHETO232E@, BELELIVEBEREThIENRE, BROAThIEMRE, BSHLITFAR
BEABRLVEENIEME, BrRUVERThZERHEZRELET,

® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT EEH{tT7 o< a > &2ERATDICIE.
AWS Database Encryption SDK ®/N\—> 3> 33 N2 AT I REN B ET. T—
RETILEEFHFLT ZEHDHIC, IXNTOV—F—ICHLWN—23 20277040 F
9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

THzLAXJL® DynamoDB APl &z & FZL XJL® DynamoDbItemEncryptor Z#RA T %54

. BET O3 Z2FHTERTDHLENHVY EFT., DynamoDB Enhanced Client Z{EH 3 %
BEE. BET V3V 2FHTERTDD., TR T/ 723 [{FEF—205AEFEAL

T. TableSchema ZERTEE T, RE7OLAZERNTBICE. 7/ 57—23a 0 FEF—2D
SAEFERTR L EZHBBOLET, P/ T3 FEF—RIVSRAZFERTZEE. #7210
Rz 1BEFEFINCTIRENFHVET,

® Note

BHET O avaERLER, EOBMEBRNSHRATINZERTIHLEN BYERT,

TR, FILLEZALBMAMEICEMTESLSIC, BEEELEMEERBITZ-HDOMEE
DTLTAVIOR(T:, BE)RBRTBEEHEOLET, DynamoDB AF—T EEM
TOIa>EEETHEEIZDO_NOTHING EX— I ENEITRTOEMHOEHEBICZOS

L714YORBEEHET,

T/T—23aNETF—ROSAZERTS

T/)T—23aFEF—20Z7A%ZFEAL T, DynamoDB Enhanced Client & &k T
DynamoDbEncryptionInterceptor TEM7 V>3 ZEELE T, AWS Database Encryption
SDK for DynamoDB &, ZE#0 DynamoDB BN EREZFAL T, BHEZRBEIDFEZERETS
BHEDRATEERLET. T7H4INTR, 774XV F—ZR<BUENIXNTESLENET,
CNSOEMREEREIETTHN, BESLEEhIEEA,
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://sdk.amazonaws.com/java/api/latest/software/amazon/awssdk/enhanced/dynamodb/mapper/annotations/package-summary.html
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® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT B&{LTFT V> a2 2EATICK,
AWS Database Encryption SDK O/N\— 32 33 LI ZHRATIBEN B ET, T—
SEFNEBHLT 22HBHIC. TRNTOU—A—CHLWA—Ta>EF7O0 L%
9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

DynamoDB #5387 54 7 > REROFMIZ DWW T, GitHub @ aws-database-encryption-sdk-
dynamodb J7RZ k1) @ SimpleClass.java 2B L T & L,

TF7AILRTR, 74X VF—BHEBREENTEVS N, BS{LENhTH ST (SIGN_ONLY),
HOITXNTOBHRESILENTEREENTLVET (ENCRYPT_AND_SIGN), BH4ZE &L

TEE T DIHESSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, N—F 1> a3 EHke
V—RNEMHE THIHLENSH'Y) FISIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
BISNZEIEET D2k, DynamoDB M Java 754 7> NMIOBESKZ A TSV
TERENTVRIESHT / T—23>z2FALET, flAE,. BEOEMEZER

NDHIZL EWVWBEIE., @DynamoDbEncryptionSignOnly 7./ 57—> 3> = &EH

LET. BEOEMHICBRLTHESLOTFAMNIEHDEERE., ZFALE

J @DynamoDbEncryptionSignAndIncludeInEncryptionContext. BENEBMUN BREES
ftEEhBEVWKRSIZLEVWES (DO_NOTHING) &, @DynamoDbEncryptionDoNothing 7./ 7 —
>arvEFEALET,

(® Note
AWS Database Encryption SDK &, RAREhLEEMOFRZHR—MLTVEEA,

RDOFIE, . ENCRYPT_AND_SIGN, SIGN_ONLY# & DO_NOTHINGEM T VZa> %
ERITDLEHICFEATNDIERZRILTIVET, OERICEAT D EROHICOVT

(& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. [SimpleClass4.java; #ZBL T EE
W

@DynamoDbBean
public class SimpleClass {

private String partitionKey;
private int sortKey;
private String attributel;
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-adv-features-nested.html
https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass4.java
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private String attribute2;
private String attribute3;

@DynamoDbPartitionKey
@DynamoDbAttribute(value = "partition_key")
public String getPartitionKey() {

return this.partitionKey;

public void setPartitionKey(String partitionKey) {
this.partitionKey = partitionKey;

@DynamoDbSortKey
@DynamoDbAttribute(value = "sort_key")
public int getSortKey() {

return this.sortKey;

public void setSortKey(int sortKey) {
this.sortKey = sortKey;

public String getAttributel() {
return this.attributel;

public void setAttributel(String attributel) {
this.attributel = attributel;

@DynamoDbEncryptionSignOnly
public String getAttribute2() {
return this.attribute2;

public void setAttribute2(String attribute2) {
this.attribute2 = attribute2;

@DynamoDbEncryptionDoNothing
public String getAttribute3() {
return this.attribute3;
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@DynamoDbAttribute(value = ":attribute3")

public void setAttribute3(String attribute3) {
this.attribute3 = attribute3;

}

RDAZRY NMIRTKDIC, P/T—23UFEF—R2OTA%ZHEHAL T TableSchema &K
LET,

final TableSchema<SimpleClass> tableSchema = TableSchema.fromBean(SimpleClass.class);

BYET O3V EFHTERTD

BUETO2AVEFHTEETDICE. BAEEORTHIBHBEEEEN LT V32 ZERT
Map 77T O NEHERLET,

EBMEERSILL TERTDKSIC ENCRYPT_AND_SIGN 2 ELE£T, BHICEBR I MBS
LBEWERSIZ SIGN_ONLY Z3EEL £9, SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT %15
ELTEMHICBEL, BSULAVTFANIEDETRT, BHICBR IS LB, TOEMERES{L
THEWRTEEFLA, BHEZEIRTSDHELSIC DO_NOTHING ZIEEL T,

N—T14>avEHEY—RNEMIE., SIGN_ONLYELEE OVTIhA THIHLEND

v) & FSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, BM%Z ELTEET 515

& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, N—F 4> a>ElkEY—NEME THD
MHEN &) EFTSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

(® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BES{LT7 V> a>zERATHICE,
AWS Database Encryption SDK ®/N\—> 3> 33 LNBEFERTRIHEN B ET, T—
SETIINZEFHFLT Z22HDHIC, IXTOUV—SF—ICHFLWN—32ZF7O040LF
FSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();

// The partition attribute must be signed
attributeActionsOnEncrypt.put("partition_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
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// The sort attribute must be signed
attributeActionsOnEncrypt.put("sort_key",
CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);

attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attribute3",

CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT);
attributeActionsOnEncrypt.put(":attributes4", CryptoAction.DO_NOTHING);

AWS Database Encryption SDK for DynamoDB O g5 {L.5E

AWS Database Encryption SDK % £ 9 %5 & &, DynamoDB 7—7 L DEES{LEREZHARIICE
RIDVENHYVET, BSILRECHKERERF. BET I IVEFHTERLEDL, EEET/
T—2a ETF—RUVTAEZFEALTERLENICKR2>TERYET,

RDOAZARY &, DynamoDB Enhanced Client, TableSchema, 8 XTMERIDO 7L 7 1 v U AIC

KO2TERENE, FAIEhEBELELEMEZFEAL T, DynamoDB T—7 L DESLEREZER
LET,

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();

tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
// Optional: only required if you use beacons
.search(SearchConfig.builder()
.writeVersion(1l) // MUST be 1
.versions(beaconVersions)
.build())
.build());

wWET—7IE
DynamoDB 7—7 /L OWREBT—7 L&,

WET—7I) Bk, DynamoDB DETXTARL —> 3V Z@BHERALTIEHIC, T—TILICHE
MENTLVBRINTOTF—RICBSHIINSA 2 REET, RUICESLREZERT K
IZ. DynamoDB T—7 LB Z /BT —7IILBELTEETI L ZBHM<BHOLET, FILE
URBT—7IIBEEETIHLENHVET, BESEZRINESELDICE. RET—7ILEN, BS

Java 203


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html
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ILOBICEEENEBRE —BTHIMLEN HYET, DynamoDB T—7 N ENY OT Y TH5E
JtU 7= DynamoDB T—7 LB BEENEBETE, MEBET 7L BEFEHATS LT,
BEARL =232 TEERET—TILIBRECEBENET,

FAEhiBEBLEM

BHET7 23> TDO_NOTHING &EN—TJ & h B,

AAEThEBEELEMRR., EORUNIBEPSBRACIIDZITATUNIERAET, 77
AT RE, MOIXNTORUNBREICEENTVRIEEELET, TR, LI—RZEZEST
PBRIC, V4T RE, I —HEEITS. FAThELBRELERORASENELEZR
ATRIVEN DY), EORMZEBRIIVLENBINERELET. AT BEELEMED
SEMZHIRIZDCERFTEEREA,

FANXTOHDO_NOTHING EMZE I ANTBEINEERTD LT, FAShEBEALEREH
TICERTEET, £/, DO_NOTHING BHICEFEZFFIBICEROTL 7 1Y U RAEEE
L. TOTL 714V IORAZFERALTEDEUNBRETATVWEWVAZITA T NIEEADZE
ETEET, FRHFLLV DO_NOTHING BEHZEMIT B 7O AN ERILEIhD 2o, BRIOTS
L7414V ORZIEETDCLEZB<BEOLET, HHICODVWTRE, "F—REFILOEFH, =&
SRLTLSEETLY,

TN TDDO_NOTHING BHEDL=HICTL 74 Y VRZEBELBWVGERR. 9547

VRN ESRHICEREENTVERVILZEETRINTOERHZATRNICVANTS
allowedUnsignedAttributes BIFIZBRETEE T, ESULTEHEHXERFZEICODA, FFAEh
EEBEBLEMEZHATHICERTIHSEN HYET,

BRERE (F#7>32)

SearchConfig kE—JI 0O /N—2 a3 &2E&LET,

BREARGESCEREFERNEE—IZFEATSICIE. SearchConfig ZIEE TSI HENH
WET,

FPILAVZAXLARA—N (FT>3Y)

algorithmSuiteId (&, AWS Database Encryption SDK AR TBF7I IV XLAL—K%E
E&ELEY,

RETILNIVZXLASA— N ZHRHICEELBVRY . AWS Database Encryption SDK &7
7ZNROTINIVAXLAS—hEFALET. T7FLRNOTILIVAXLARS—RE, F—
NEH, FVRILEE. BLVF—OIY b XY M EHR ] AES-GCM LIV XLZFEAL
9. F7AUNRNOTFTILIVALAA—RNREEAEOT TV Tr—23 2 IZEL TV S AR
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
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HFHYVETH, REFVIDVZXLASN—NERBIRTEEXRT, fl2lF. —HBOEETTILE. 7>
BINBEEEEHRVWTFTILOVAXLARSA—RNCKR2THELENET, AWS Database Encryption
SDK A AR—RTBFLAUXLRSA—ROBMIOVWTE, ) £BBL T EEWAWS
Database Encryption SDK THR—KREhTWB FZIJdUVXLRL—K,

ECDSA T Z I EBHZDEW AES-GCM ZIL AV ALAA— KN EBIRTBICIE., T—7IILESIL
BEICRKODAINRYNEEHET,

.algorithmSuiteId(
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384)

AWS Database Encryption SDK ZfEF L =38 B O EH

AWS Database Encryption SDK &, BE{tELIFERZ S hEEEB ICKL T ddb:Updateltem %
R—RLTVWKREBA, BELRLEFBEENLEBZEMTSICE, ddb:Putltem ZEA T2 XEN
HVWET, Putltem VDIV ITARNTERFOEBEBERBUSZANUF—ZEETSE. HILLVWEBNER
FOEBICERICEEHED XY, CLOBBER ZFAL T, HEZEHL LR, RETHIERICTAN
TOEMZIVVTFUTBERADCEETEERT,

BEEFELY NOESL

AWS Database Encryption SDK ®/N\—>3> 3.0.0 B8R 3.1.0 Tk, Y hZA/TEMZ &L T
EETBDESIGN_ONLY, Y NDOEREEENEIEFTER{EENET, DynamoDB lFY KDJE
FaRELELA, TORRE. EY NEECEHBEOBRAORIAN KK I B IAEENFHUET, EY N
MD{EA" AWS Database Encryption SDK ICIREEhEIEF L X EABDIEFTRENDE, Y NEM
ICEUENFrEENRTVREETE, BEORIEFEABLET,

® Note

AWS Database Encryption SDK ®/N\— 3> 311 LIBRTIE, 3XTOEY N2 TEMED
ENFERILEND -8, {Elk DynamoDB ICEZIAFEN DO ERIUVIEFTHRAMSNET,

EEZORIAN KT D E, BEEARL -3 VB RBULTUTOIZ— XYy -2 %BLET,

software.amazon.cryptography.dbencryptionsdk.structuredencryption.model.StructuredEncrypti
onException: ZEEX TN —HLEHATL L,
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https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_UpdateItem.html
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_PutItem.html
https://docs.aws.amazon.com/AWSJavaSDK/latest/javadoc/com/amazonaws/services/dynamodbv2/datamodeling/DynamoDBMapperConfig.SaveBehavior.html#CLOBBER
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/HowItWorks.NamingRulesDataTypes.html#HowItWorks.DataTypes.SetTypes
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FROIZ—XvtE—IHFRREN, EFHLLESELTVWBRTAFTALIC/N—232300F
EE 310 EEALTEEENELY NABERTVALEEDNSDBA, £y NEERCRKRI
IBHEDFEFME LT GitHub ® aws-database-encryption-sdk-dynamodb-java J /R KU ®
DecryptWithPermute 4 L 7 RUZSRBL TS EE L\,

Java @4

94T NMIOESLS (751 OFFIH AWS Database Encryption SDK ICEEEhEL
o COFROYN—HA RTIE, 5lZ#E DynamoDB Encryption Client (B8 3 2158 Z 4L
x£7,

X DOFlE, DynamoDB A® Java V54 7> MIDOBESILZ A 7SV FERALT, 77UT—
2avAOT—7IINEREEREITDHEERLTVET, TOMOH (BLTHEOHIZRE)

l&. GitHub ® aws-database-encryption-sdk-dynamodb JRT KU IZ&H 2 Java OHI TRIETE X
9,

ROBE, F—EZNFADE R TVEWVWHL LW Amazon DynamoDB 5—7 )L T DynamoDB A ® Java
VAT NS ATV ERETDHEZRLTVWET, BEIE® Amazon DynamoDB
T—TNEVSATY NUIOBSLOLEHICRETDHEE. TBEOT—T7ILICN—232 3x %
EMT2, 282RBLTEEV,

KNy
« DynamoDB #i5RV Z AT > N DER
« T L AX)L® DynamoDB API O£

« L X)L ® DynamoDbltemEncryptor M £ F

DynamoDB #L5k 7 Z 4 7> N D ERA

ROFIE. AWS KMS F—1) >4 T DynamoDB Enhanced Client &
DynamoDbEncryptionInterceptor ZfEMA L T. DynamoDB APl FO*H L O —F& L T
DynamoDB 7—7 )L DIEE 2SI B HEEZRLTVET,

DynamoDB #5954 7> R TRYR—REhTVRIEEDOF -V JZFATEETH . THESL
RYWTFNDL DO AWSKMS F— U2V T ZFERATREZHEOLET,
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https://github.com/aws/aws-database-encryption-sdk-dynamodb-java/tree/v3.1.1/DecryptWithPermute
https://github.com/aws/aws-database-encryption-sdk-dynamodb//tree/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples
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® Note

DynamoDB Enhanced Client l&, BZEAELZES{LZHR—NLTVEEA,
BRRAEZESILEEATSICE. TREL AR O DynamoDB APl £ & &I
DynamoDbEncryptionInterceptor ZEAL £,

2B I—RY T I ESHBL TL £ & V: EnhancedPutGetExample.java

ATY 7T 1:AWSKMS ¥F—U 2T ZHERTS

IXRDBITlECreateAwsKmsMrkMultiKeyring, Z&FAL T, MBS KMS AWS KMS F—
EHEOFXF—VIZERLET, CreateAwsKmsMrkMultiKeyring XV v RIZ&KV), F—1)
VO, B—)—2a oF—EeXILFI—2ar0F—0mAFERREICELKLELET,

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

ATV 2.7 )F7—23a{EF—BRITANSTF—TINAF—I=2ERTS
ROBITE, P/T7—3 R FEF—209FA%ZEHAL T, TableSchema ZERL £,

cOBITRE, P/T7—230(EOF—R0TAEBHET V> 32 H SimpleClass.java Z A L
TEEBECNTVBRZEZRRELTVET, BT V23T /7—>23> a3 HFEDT
AXVAICDVWTR, ") T3 R{EF—ROSAZERTE, Z2SRBLTLSEE,

(® Note
AWS Database Encryption SDK &, RAREhEEMOFRZYR—MLTLVEEA,

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/EnhancedPutGetExample.java
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ATV 3 BENSKRATIEUEEZERT D

ROBITE, $XTO DO_NOTHING BEAERIDTL714Y IR T, ZHEL, ZTOTL
714V ORFERALT, FAThZBELLERZERIDEEELTVET, V54T
. Ty EVSTL7AYIOANRVEEBHBRBRENSBRATNDZEBELE T, FHMIED
WTIE. TAllowed unsigned attributes; ZZBL T &L\,

final String unsignedAttrPrefix = ":";
ATY7 4 BELREEHEKT S
XDOFITIE, DynamoDB 7—7 L DEES{LEREZ KR T tableConfigs NY 7 ZEHXLF T,

—DPHITIE, DynamoDB T—7 LB ERET—TILBELTEELET, RIDICESLEREEE
ZIBKIC, DynamoDB T—7 LB ERBT—7ILBELTEETI L 2@ BHHLET,
SMIC DOV Tk, TAWS Database Encryption SDK for DynamoDB DEES{LiZE 1 Z#S B L TL
ZEV,

(® Note

REMVESESILELFBENEE-JV2H#ATSICE. BSLEREK
SearchConfig £t EH 2 MBENfHVET,

final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.schemaOnEncrypt(tableSchema)
.build());

AT Y 7 5:DynamoDbEncryptionInterceptor Z#EK T3

ROBITIE, RATY T 4O tableConfigs ZFEAL THL LV
DynamoDbEncryptionInterceptor Z#RKL £3,

final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
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CreateDynamoDbEncryptionInterceptorInput.builder()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

AT Y7 6: %L W AWS SDK DynamoDB 254 7> N &2ERT S

RDBITE, ATY 7 5interceptor® ZfEAL THL LY AWS SDK DynamoDB 724 7~
NZEERLET,

final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

AT Y 7 7: DynamoDB Enhanced Client 24 L. T—7 I 2K TS

ROBITE, ATY 7 6 THERL = AWS SDK DynamoDB 54 7> M & L T DynamoDB
Enhanced Client Z# L. 7 /7T—2 3 & F—R0SRAZFERALTT—7IILEZERLF
CB

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

ATV 8 T—7)EEEBES{LLTERETS

XD TE, DynamoDB Enhanced Client Z £/ L TIEE % DynamoDB 7— 7 )LICEE L %
T, HBF. DynamoDB IZEFEEhBHIIC, V5747 MNMITHESESRVBRENET,

final SimpleClass item = new SimpleClass();
item.setPartitionKey("EnhancedPutGetExample");
item.setSortKey(0);
item.setAttributel("encrypt and sign me!");
item.setAttribute2("sign me!");
item.setAttribute3("ignore me!");

table.putItem(item);
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THzL XJL® DynamoDB APl 0

ROFIE, AWSKMS F—1) o J & & EICTHRLAXILD DynamoDB APl Z#fH L. DynamoDB

PutItem UOITANZFEALTIZA4T Y MNITEBZHBNICESILLTER IR HEZERLT
WET,

BR—RENTVRIREEOF -V JZERATERITA ., AEZRYVWIFTIAD AWS KMS F—1
VU RBERTR L EBEMOLET,

E2AI—RY TN ESEL T & V) BasicPutGetExample.java

ATY 7 1:AWSKMS ¥F—U > T ZHERTS

IXRDBITlECreateAwsKmsMrkMultiKeyring, Z&FAL T, IHE S KMS AWS KMS F—
EHEOFXF—VIZERLET, CreateAwsKmsMrkMultiKeyring XV v RIZ&KY), F—1)
VO, B—) =23 nF—EeXINFI—2a s oFxF—0mAFEREICELLKAEBLET,

final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
ATYT 2. BET O3V ERETS

KOBITE, T—7IILEBOHY > TIEET V3 %KT attributeActionsOnEncrypt
RYTEEHLET,

(® Note

ROHITE, BiEZ ELTERLTVERE

A STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, SIGN_AND_INCLUDE_IN_ENCRYPTION_C
BEZEETZIHE. N—TA2aVEMHEY-REME THILENF B K
FSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
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attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel"”, CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

ATYVT 3 BENSKRATIEMHEERT S

ROBITIE, $XTO DO_NOTHING BEEAERIOTL714Yv IR T, ZHEL, ZTOTL
714V ORFERALT, FAThZBELBLERZERIDEEELTVET, 9F4T7>2 K
., T:0 EVSTLT7AYVIOANRFVEEHBREIBELNSHRAThD ERELE T, FHMICO
WTlk. TAllowed unsigned attributes; ZZBL T &V,

final String unsignedAttrPrefix = ":";
AT Y7 4: DynamoDB T—7 I DEES{LEREZEERT
XDBITIEE, 20 DynamoDB F—7 L OEES{LEREZKRT tableConfigs VY T ZE&HL &
EE

NPTk, DynamoDB T—7 LB ERET—TILBELTEELE T, RUICESLEREEE
I DBIZ, DynamoDB T— 7B EZMEBET—TIINBELTEETDI L 2R BEOHLET,
SMIC DOV Tk, TAWS Database Encryption SDK for DynamoDB DS {LiZE s 25 BL TL
ZE\,

(® Note
REMESESILELFBENEE-JVE2HEATSICE. BSLEREKL
SearchConfig £t EH 2 MBENfHVET,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();
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tableConfigs.put(ddbTableName, config);

AT ¥ 7 5: DynamoDbEncryptionInterceptor Z/EK T 2

ROBITIE, ATY 7 4O tableConfigs Z AL T DynamoDbEncryptionInterceptor
ZERLUET,

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
.config(DynamoDbTablesEncryptionConfig.buildexr()
.tableEncryptionConfigs(tableConfigs)
.build())
.build();

AT Y7 6: %L W AWS SDK DynamoDB 254 7> N&EERT S

RXOEITE, AT Y7 5interceptor® ZEAL THL W AWS SDK DynamoDB 75 4 7 >
NZEERLET,

final DynamoDbClient ddb = DynamoDbClient.buildexr()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

AT Y7 7:DynamoDB T—7 JLIEHE St L TER TS

ROBPITE, YOoTINT—TIIEEEZRT item N Y T E2E&HL., TNDHEE % DynamoDB 7—
TJIICBEEBELET, BHEIE. DynamoDB IZEEEnBFIIC, V9547 MITHES{EELUESR
Eh&ET,

final HashMap<String, AttributeValue> item = new HashMap<>();
item.put("partition_key", AttributeValue.builder().s("BasicPutGetExample").build());
item.put("sort_key", AttributeValue.builder().n("@").build());
item.put("attributel", AttributeValue.builder().s("encrypt and sign me!").build());
item.put("attribute2", AttributeValue.builder().s("sign me!").build());
item.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final PutItemRequest putRequest = PutItemRequest.builder()
.tableName(ddbTableName)
.item(item)
.build();
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final PutItemResponse putResponse = ddb.putItem(putRequest);

TfzL XJL® DynamoDbltemEncryptor ® £

ROFIE, LRI ® DynamoDbItemEncryptor & AWS KMS ¥— > J & EEIZFERAL T,
T—7 ) EEEEERESILLTEBR TS EEERLTVWET, DynamoDbItemEncryptor FEEBE %
DynamoDB 7—7 /LICEEBEL £ A,

DynamoDB #i5k 7 5 A4 7> R TRYR—REATVRIREEOF -V JZFEATELRTH . AL
RYVWITNAD AWSKMS F—U 2V ZERATREZHBHOLET,

(® Note

THZL AXJL® DynamoDbItemEncryptor &, BEAELEESLEYR—KNL TV
FtA. REARLBESCEFERATSICE, TRLAXILO DynamoDB API £ &£ %12
DynamoDbEncryptionInterceptor ZEAL £,

SE2BI—RY O TIESRL T E£E WV ItemEncryptDecryptExample.java

ATY 7T 1:AWSKMS ¥—U > T ZERTS

IXRDFITlECreateAwsKmsMrkMultiKeyring, Z&FAL T, IHE S KMS AWS KMS F—
EHEOFXF—VIUZERLET, CreateAwsKmsMrkMultiKeyring XV v RIZ&KY), F—1)
VO, B—) =23 nF—EeXIINFI—2a s oF—0mAFEREICELL<AEBLET,

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

ATYT 2 BT VIV ERETS

ROBITE, T—7ILEBOH > TIERET V3 %KT attributeActionsOnEncrypt
RYTEERLET,
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® Note

ROHITE, Btz ELTERLTVERE

A STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. SIGN_AND_INCLUDE_IN_ENCRYPTION_C
BEZEETRIHE. N—TA2IVEMHEY—KEME THILENF HUE
FSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

final Map<String, CryptoAction> attributeActionsOnEncrypt = new HashMap<>();
// The partition attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("partition_key", CryptoAction.SIGN_ONLY);

// The sort attribute must be SIGN_ONLY
attributeActionsOnEncrypt.put("sort_key", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
attributeActionsOnEncrypt.put("attribute2", CryptoAction.SIGN_ONLY);
attributeActionsOnEncrypt.put(":attribute3", CryptoAction.DO_NOTHING);

ATYVT 3 BENSKRIATIEMZERT D

ROBITE, IXTHDO_NOTHING BUEANERIOTL 71y IR T, 2HEL, 2OTL
74V ORAZFEALT, FAEChZEBERLERZERTIDEEELTVWET, V547N
F. T EVSTLTAYV IRV EEHBREBERNSBRAET D ERELET, FHMICD
WTIE. TAllowed unsigned attributes; ZZBL T E£E L\,

final String unsignedAttrPrefix = ":";

AT Y 7 4: DynamoDbItemEncryptor X EZEET D
RDOPITIE, DynamoDbItemEncryptor MEREZEZL £,

COPITIE, DynamoDB T—7 N EEZHET—TILEELTEELE T, RALCESIREEZE
9 HMRIC, DynamoDB T—7 LB EZREBT —7IILBELTEETRI L ZRSBBAOLET,
MOV TR, TAWS Database Encryption SDK for DynamoDB MO S{LERE ) £S5 B L TL
e\,

final DynamoDbItemEncryptorConfig config = DynamoDbItemEncryptorConfig.builder()
.logicalTableName(ddbTableName)
.partitionKeyName("partition_key")
.sortKeyName("sort_key")
.attributeActionsOnEncrypt(attributeActionsOnEncrypt)
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.keyring(kmsKeyring)
.allowedUnsignedAttributePrefix(unsignedAttrPrefix)
.build();

AT Y 7 5:DynamoDbItemEncryptor Z/EK T

ROBITIE, ATY 740 config ZEMAL THL L DynamoDbItemEncryptor ZEKL &
9,

final DynamoDbItemEncryptor itemEncryptor = DynamoDbItemEncryptor.builder()
.DynamoDbItemEncryptorConfig(config)
.build();

ATV 6 T—7I)EEEEEESHKLTEETS

RO TIE, DynamoDbItemEncryptor ZfA L THEBEZEERES{LL, BRLE
¥, DynamoDbItemEncryptor (3B H % DynamoDB T—7ILICEEL £t A,

final Map<String, AttributeValue> originalltem = new HashMap<>();
originalItem.put("partition_key",
AttributeValue.builder().s("ItemEncryptDecryptExample").build());
originalltem.put("sort_key", AttributeValue.buildexr().n("0").build());
originalltem.put("attributel”, AttributeValue.builder().s("encrypt and sign
me!").build());

originalltem.put("attribute2", AttributeValue.builder().s("sign me!").build());
originalltem.put(":attribute3", AttributeValue.builder().s("ignore me!").build());

final Map<String, AttributeValue> encryptedItem = itemEncryptor.EncryptItem(
EncryptItemInput.builder()
.plaintextItem(originalIltem)
.build()
).encryptedItem();

AWS Database Encryption SDK for DynamoDB % 9 % &k 5 ([CBEF® DynamoDB
T—7ILERETS

94T NMIOESILS (75 1) OFEIH AWS Database Encryption SDK ICEEEhEL
o CSOFROYN—HA RTIE, 5lE#E DynamoDB Encryption Client (B8 3 2158z 24 L
x£7,
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DynamoDB AA® Java 754 7 MNMIOBESILZ A 7ZVON—232 3xa2ERATRE, BBED
Amazon DynamoDB 7—7 )L Z VS A4 T7 > MNMIOBES{LAICRETEET, CORNEY I TE,
T—BZNADENTVBEEFD DynamoDB 7—7 LICN—2 32 3x ZEBMT B -HICHER 3 D
DATYTILODVWTOHAEZ O RAERMLET,

Bl R SR

DynamoDB A ® Java V54 7> NIIOBESLS 475U D/N—2 32 3.x Tk, AWS SDK for
Java 2.x T#R#tE 115 DynamoDB Enhanced Client X% ET¥, T TE DynamoDBMapper % f§
A9 %% &k, DynamoDB #:5k U 54 7> N AWS SDK for Java 2.x 2R T2 ICIE ICBITT D%
ENHYET,

AWS SDK for Java®/N\—2 32 1x A8 2x ICBITITAFIBICHVWET,

Z M. DynamoDB Enhanced Client APl DEFAZFE T2 O DFIBICHWVWET,

DynamoDB AA® Java 754 7> MNIOBEILS A TSV EERATEIESICT—TIINZRETSH
o, 7/5—>3a s FE5F—20S5A%FEAL T TableSchema 24K L. RIS A T N&E
RTBBENHYET,

ATY7T 1L BSLENLHBEORANRY EEEZIAKDOERFEZTS

Database Encryption SDKAWS 754 7 M BSLE BB ZRAEE TEDRSICERTS

Lk, ROATYTZRTLET, ROXEZTF7O/4 L ERE, V74T NEBIEHRETL—2>
TEANBEDORARY EEERAKZITVET, T—7INICEZIAFTFIDHLUVEBOBES{LXESR
FITVWEBAYN, BESILEThEHEENRTRENZDEITISICESTEERT, CNSOEEICKY), 95
AT HLVEEORES{LZBERT B EONOERBIBVET, ROATYTICETHIC. XDE
FER)—F—ICF7O/4T2RBENFHYVET,

1.BET V3 BAERTD

T/T—23 {ETF—RUVTAZEHMLT, EOBREZESHKLTEETIH. EOEME
ZEEDHKICTRD, ENBUEZERITDINZERIIBEBET I3 Z22HET,

DynamoDB #L5R 7 5 4 7> REIRDOFHMIZ DLW TIX. GitHub ® aws-database-encryption-sdk-
dynamodb V7R N1 M SimpleClass.java Z#5 B L T &V,

T7A)IRTR, 774X VF—BEHRIBREEIATREVSD S, BStehTHEST
(SIGN_ONLY), IO IXNTHOEMHIFEFSILENTERE N TVWET (ENCRYPT_AND_SIGN),
BINZEIEET SIZIE, DynamoDB M Java 754 7> NMIOBEBILS 4TS
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/dynamodb-enhanced-client.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/migration.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-gs-tableschema.html#ddb-en-client-gs-tableschema-anno-bean
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started-dynamodbTable.html#ddb-en-client-getting-started-dynamodbTable-eclient
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https://github.com/aws/aws-database-encryption-sdk-dynamodb//blob/main/Examples/runtimes/java/DynamoDbEncryption/src/main/java/software/amazon/cryptography/examples/enhanced/SimpleClass.java

AWS 7F—Z X —ABES1t SDK

FROY N—HA K

JDTERBENTVWBRESHKT /T—>3 2 FALET, A, BEDOEM
EEZODHKIZLIZWEEIE, @ynamoDbEncryptionSignOnly 7 ./ F—< 3
VEFBRALET. FEOBMHICBBLTHESKIOTFANCEDLSIBEE.
@DynamoDbEncryptionSignAndIncludeInEncryptionContextixRZ FEH
LET. BEOEBMUNBREBFTLETNBZVELSICL EVWEE (DO_NOTHING)
(&. @DynamoDbEncryptionDoNothing 7 /F—> 3> &AL ET,

(® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_ CONTEXT BZiEET
B8, N\—TFT14>3EHEEY—NEHE THIHRENHYE
3 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT., OEHRICERAET NBT]ROHICD

W TIESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. [SimpleClass4.javas &%
BLTSEZV,

T/7F—=23a>ofliioWTi’k, "PUT—2a U NEF-RIUSAEFERATEL ESHBLTL
2EW,

2. BEDPSBRATDERMEZERT S

ROBITIE, $XTO DO_NOTHING BHABBIOTL 74 v ORX T, ZHEL, ZOTL
74V ORAZEALT, FAEChD2EBEZERZLENRZERTIDEHRELTVWET, V547N
F. T EVSTLTAYVIANNVEEBHBREBEDPSHRAThDERELET, FMAICO
WTIE. TAllowed unsigned attributes; Z2ZBL T &L\,

final String unsignedAttrPrefix = ":";

. F¥F-—UVTZERLET,

RDOBITlEAWSKMS F—D T ERLET, AWSKMS F—D 2Tk, IHBESILELE
IEXIFR RSAAWS KMS keys 2L T, F—XF¥—& 4K, S, ESLET,

COPITE. CreateMrkMultiKeyring ZEAL T, MHESIL KMS £ —T AWS KMS F—
)T %ERLET, CreateAwsKmsMrkMultiKeyring XV Y RIZ&KVY), F—U2JF, B—
)—23a>0F—EeXRILFI)—2a>0F—0lAFZ2BECELMELET,

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
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.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()

.generator(kmsKeyId)

.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. DynamoDB T—7 )L DESLREEZERT S

ROFITIE, 0 DynamoDB 7—7 )L DEES{LEREZ KT tableConfigs XY T2 ERL &K
£

ZNHITIE, DynamoDB T—7 LB ERET—TILBELTEELE T, RPUICESLREEE
ZITDMRIC, DynamoDB T—7 LB EZRBT—TJILBELTEETI L 2B BHHLET,
M DOV TIE, TAWS Database Encryption SDK for DynamoDB DS {LEEE £ B L TL
EEV,

TL—2FFARNOFA—N—FA4RELT
FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT 2 EETIHENf HWET, DR
=&k, TL=TFANBEEOFGHAEY) EEZAKZEMEL, BS{LEni-BEE 25K,
DZAT MBS ENLEEZEEAC OO EREERAET,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)

.build();
tableConfigs.put(ddbTableName, config);

5. DynamoDbEncryptionInterceptor M{ERK

ROBITIE, ATY 7 3O tableConfigs Z AL T DynamoDbEncryptionInterceptor
ZERLET,

DynamoDbEncryptionInterceptor interceptor = DynamoDbEncryptionInterceptor.builder()
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.config(DynamoDbTablesEncryptionConfig.builder()
.tableEncryptionConfigs(tableConfigs)
.build())

.build();

ATV 7 2 BEILELVEBRENLEBZEEIAT

DynamoDbEncryptionInterceptor BREND 7L —2TFARNRKRUI—ZEHLT, V54 T7 >

NABESILBRVBRENLCEREEZIACCEZFILET, ROEEZTF7TO/4TDE, V54
TOoRNIATY T 1 CREVLEBHT I3 VICETVWVTHLULVEBZBSIKLLTEBRLET, 7

FAT MG, FL=—TFANOEBELBESUBRVUEBRENLEBEREGRANMDENTED LS
CBZYEXRT,

ATY 7 3ICETHIC, T—TILAOBREFEOIXRTOTL—FTFANEBRZRBSILLTERTS
PENFBHYVET, BFEOTL—TFANEEHZARICESKLTDLEHICRITTEDE—DXKNY
DARITIVREHYNEEA, :/Zj_'AL:t?TEEE‘EAIEE’g’;7 OtAZFEAL T EESV, HlZIE,
EELEBMET IV aEBESHREEFALT, BEZATTT—T7ILE2AF YL, HEZEE
BADIRP7OLRZFERATEET. T—7LRAOTL—2TFANEBERBTHICE. AWS
Database Encryption SDK AIES{tBE R BREE N EZICHEBIZEMNT S aws_dbe_headB KT
aws_dbe_foot BMEZEETBVWINTNDIEHZAFT Y U TH L ZHHOLET,

RO OPITE, ATYT1O0T7—TIIESILREEZEFHFLET, 7L—2FTFAMNOA—N—7

4 R7% FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT Eﬁﬁﬁ LTEFHITILENHYE

T CORID—RBTL—2TFANEBZSIEREZABYETTH, BS{LEhEBBEOFEAEY
EEZAKRETVET, FHE /- DynamoDbEncryptionInterceptorZ AL THL W ZIEK
L ¥9tableConfigs,

final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);
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final Map<String, DynamoDbTableEncryptionConfig> tableConfigs = new HashMap<>();
final DynamoDbTableEncryptionConfig config = DynamoDbTableEncryptionConfig.builder()

.logicalTableName(ddbTableName)

.partitionKeyName("partition_key")

.sortKeyName("sort_key")

.schemaOnEncrypt(tableSchema)

.keyring(kmsKeyring)

.allowedUnsignedAttributePrefix(unsignedAttrPrefix)

// Optional: you can also remove the plaintext policy from your configuration

.plaintextOverride(PlaintextOverride.FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT)
.build();
tableConfigs.put(ddbTableName, config);
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REKRODBEZRELET,

DynamoDbEncryptionInterceptor Z#ERL ¥,

#L W AWS SDK DynamoDB 7514 7> N &EHERL E T,

DynamoDBEnhancedClient ZEHK L., EFNbLENZ VT RAEZELT—7 I Z2ERL %

ERD

DynamoDB Enhanced Client DF#IIC DWW Tk, THEIZFA T hNZ2ERTS1 2SR
TL<EEL,

public class MigrationExampleStepl {

public static void MigrationStepl(String kmsKeyId, String ddbTableName, int
sortReadValue) {

// 1.
//
//
//
//
//
//

Create a Keyring.

This example creates an AWS KMS Keyring that specifies the

same kmsKeyId previously used in the version 2.x configuration.
It uses the 'CreateMrkMultiKeyring' method to create the
keyring, so that the keyring can correctly handle both single
region and Multi-Region KMS Keys.

Note that this example uses the AWS SDK for Java v2 KMS client.

final MaterialProviders matProv = MaterialProviders.builder()

.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
.build();

final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.buildex()

.generator(kmsKeyId)
.build();

final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

// 2.
//
//
//
//
//
//
//
//
//
//

Create a Table Schema over your annotated class.

For guidance on using the new attribute actions

annotations, see SimpleClass.java in the
aws-database-encryption-sdk-dynamodb GitHub repository.

All primary key attributes must be signed but not encrypted

and by default all non-primary key attributes

are encrypted and signed (ENCRYPT_AND_SIGN).

If you want a particular non-primary key attribute to be signed but
not encrypted, use the 'DynamoDbEncryptionSignOnly' annotation.

If you want a particular attribute to be neither signed nor encrypted
(DO_NOTHING), use the 'DynamoDbEncryptionDoNothing' annotation.
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final

TableSchema<SimpleClass> schemaOnEncrypt =

TableSchema.fromBean(SimpleClass.class);

// 3.
//
//

//
final

// 4.
//

final

Define which attributes the client should expect to be excluded

from the signature when reading items.

This value represents all unsigned attributes across the entire
dataset.

List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

Configure an explicit map of the attribute actions configured
in your version 2.x modeled class.
Map<String, CryptoAction> legacyActions = new HashMap<>();

legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

// 5. Configure the DynamoDBEncryptor that you used in version 2.x.
final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);
final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);
// 6. Configure the legacy behavior.
// Input the DynamoDBEncryptor and attribute actions created in
// the previous steps. For Legacy Policy, use
// 'FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This policy continues to
read
// and write items using the old format, but will be able to read
// items written in the new format as soon as they appear.
final LegacyOverride legacyOverride = LegacyOverride
.builder()
.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORCE_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)
.build();
// 7. Create a DynamoDbEncryptionInterceptor with the above configuration.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
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.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
.build()

);

// 8. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 7.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 9. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb client

// created in Step 8, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildex()
.dynamoDbClient(ddb)
.build();

final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}

ATYZ7 2 HLWEXTHBEZEEZAD

ATYT1DASINTON—EF—IIZBEZT7O04 LS, ROATYTZRITLT, HILLWER
THEBZEZIAT &SI AWS Database Encryption SDK 754 7 R ERELET. XROEEET
Z7O4 L%, 9747 NEEIEHREAVERNTERZTRAENY ., HFLVEXTEEOEZIAAL
A EY) ZBEBLET,

RAOFIETE, UTOI—RETRENATVWEIATY TOBEZHALET,

1. ATV 71 ERRIE, F—U2T, T—TILAF—X. #RXOBEMHT V>3
>, allowedUnsignedAttributes, & &I DynamoDBEncryptor MFREZHEITLET,
2. HLLVEXZFEALTHLVERBOAZEZIATELSIC, #ROBEZEHLET,
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3. DynamoDbEncryptionInterceptor MERK
4. ¥ L\ AWS SDK DynamoDB V547> R &EERLE T,
5. DynamoDBEnhancedClient Z#ERK L. EFIINENLITAZELT—TIILEERLET,

DynamoDB Enhanced Client DFFfIC DWW Tk, TILRIZA T hZ2ERTE 1 25RBL T
ZEV,

public class MigrationExampleStep2 {

public static void MigrationStep2(String kmsKeyId, String ddbTableName, int
sortReadValue) {
// 1. Continue to configure your keyring, table schema, legacy
// attribute actions, allowedUnsignedAttributes, and
// DynamoDBEncryptor as you did in Step 1.
final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.buildexr().build())
.build();
final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.buildex()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

final Map<String, CryptoAction> legacyActions = new HashMap<>();
legacyActions.put("partition_key", CryptoAction.SIGN_ONLY);
legacyActions.put("sort_key", CryptoAction.SIGN_ONLY);
legacyActions.put("attributel", CryptoAction.ENCRYPT_AND_SIGN);
legacyActions.put("attribute2", CryptoAction.SIGN_ONLY);
legacyActions.put("attribute3", CryptoAction.DO_NOTHING);

final AWSKMS kmsClient = AWSKMSClientBuilder.defaultClient();

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kmsClient,
kmsKeyId);

final DynamoDBEncryptor oldEncryptor = DynamoDBEncryptor.getInstance(cmp);

// 2. Update your legacy behavior to only write new items using the new

Java 226


https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/ddb-en-client-getting-started-dynamodbTable.html#ddb-en-client-getting-started-dynamodbTable-eclient

AWS 7F—Z X —ABES1t SDK TFROYN—=HA R

// format.
// For Legacy Policy, use 'FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT'. This
policy
// continues to read items in both formats, but will only write items
// using the new format.
final LegacyOverride legacyOverride = LegacyOverride
.builder()
.encryptor(oldEncryptor)
.policy(LegacyPolicy.FORBID_LEGACY_ENCRYPT_ALLOW_LEGACY_DECRYPT)
.attributeActionsOnEncrypt(legacyActions)
.build();
// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.builder()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.legacyOverride(legacyOverride)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
.build()
);
// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();
// 5. Create the DynamoDbEnhancedClient using the AWS SDK DynamoDb Client
created
// in Step 4, and create a table with your modeled class.
final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.builder()
.dynamoDbClient(ddb)
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.build();
final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);
}
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public class MigrationExampleStep3 {

public static void MigrationStep3(String kmsKeyId, String ddbTableName, int
sortReadValue) {

// 1. Continue to configure your keyring, table schema,

// and allowedUnsignedAttributes as you did in Step 1.

// Do not include the configurations for the DynamoDBEncryptor or

// the legacy attribute actions.

final MaterialProviders matProv = MaterialProviders.builder()
.MaterialProvidersConfig(MaterialProvidersConfig.builder().build())
Lbuild();
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final CreateAwsKmsMrkMultiKeyringInput keyringInput =
CreateAwsKmsMrkMultiKeyringInput.builder()
.generator(kmsKeyId)
.build();
final IKeyring kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

final TableSchema<SimpleClass> schemaOnEncrypt =
TableSchema.fromBean(SimpleClass.class);

final List<String> allowedUnsignedAttributes = Arrays.aslList("attribute3");

// 3. Create a DynamoDbEncryptionInterceptor with the above configuration.
// Do not configure any legacy behavior.
final Map<String, DynamoDbEnhancedTableEncryptionConfig> tableConfigs = new
HashMap<>();
tableConfigs.put(ddbTableName,
DynamoDbEnhancedTableEncryptionConfig.buildexr ()
.logicalTableName(ddbTableName)
.keyring(kmsKeyring)
.allowedUnsignedAttributes(allowedUnsignedAttributes)
.schemaOnEncrypt(tableSchema)
.build());
final DynamoDbEncryptionInterceptor interceptor =
DynamoDbEnhancedClientEncryption.CreateDynamoDbEncryptionInterceptor(
CreateDynamoDbEncryptionInterceptorInput.buildexr()
.tableEncryptionConfigs(tableConfigs)
Lbuild()
);

// 4. Create a new AWS SDK DynamoDb client using the
// interceptor from Step 3.
final DynamoDbClient ddb = DynamoDbClient.builder()
.overrideConfiguration(
ClientOverrideConfiguration.builder()
.addExecutionInterceptor(interceptor)
.build())
.build();

// 5. Create the DynamoDbEnhancedClient using the AWS SDK Client

// created in Step 4, and create a table with your modeled class.

final DynamoDbEnhancedClient enhancedClient = DynamoDbEnhancedClient.buildexr()
.dynamoDbClient(ddb)
.build();
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final DynamoDbTable<SimpleClass> table = enhancedClient.table(ddbTableName,
tableSchema);

}
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FHTZCEE, RFIXKRNEFINEERAT DI VRN KGEMETETINEBREITDEETESR
9,

BRETEEESLEFERATSICE. KL X)L AWS Database Encryption SDK for DynamoDB
APl ZEAT I HBENHVY) FT,

THZL AXJL® DynamoDbItemEncryptor

THZL ARJL® DynamoDbItemEncryptor k. DynamoDB #HUOH T Z &% <, T—7I)L1E
BZEERSILLTERTIN., TLEEESLTHRIELET, DynamoDB @ PutItem £l
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AL T, BRICEEL 1z DynamoDB IHEH Z E#EES L TRIETEE T, TULARILO Z2FATS
15& (EDynamoDbItemEncryptor, DynamoDB & MEEAIC SDK for NET ARt 3B EL X
WOZ7O00ZZV0FEFINEERTRI L Z2HHOLET,

THZL AXRJL® DynamoDbItemEncryptor . BREAELZESILZEYR—NLTLVEEA,

AWS Database Encryption SDK for DynamoDB OEMT7 2 3>

BT 02323, BELELVBREThIEMRE, BEROAThIEME. BRI THESMHLIY
THEANIEENZEME, BLRUVERThIERHEBZRELET,

NETO9SA T NTCEBYET V>3 EEETDICE. AT O NEFIINEFEALTERT V>3
VEFHTERLET, BHICEORTHIBEREEEENET Va3 RKRIDictionaryFd 7
SIONEERLT, BET O3 ERELED,

BHZREE{LL TEBRTSELSIC ENCRYPT_AND_SIGN 2 EL T, BHICBEITINMBELEE
LBEW&KSIZ SIGN_ONLY Z3EL F£9, SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT %35
ELTEHICBREL, BBV TFANIEDLET, BHICBRID LB, TOEHERS{L
TREWRTEFLA, BEZERTDELSIZ DO_NOTHING ZIEEL £7,

N—=—TFT14>3a>EHREY—RMEME., SIGN_ONLYE L OVThHA THZIHEND

v) &9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, Bit%Z L TEET 25
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® Note

BT O avaERZLER, EOBMEBENSBRATINEERTILENHYET,

Tk, HILLVEBEELEMZHECEBMNTEDLSIC. EZELEMZRBTZ -H0O@ER
DTLTAVIR(T:, BE)RBRTBCEEZHEOLET, DynamoDB AF—T EEM
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L74YOREEHET,

RDAT 2T NEFILIEENCRYPT_AND_SIGN, .NET 954 F7 > RT

SIGN_ONLY, SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, . # &7 DO_NOTHING /&
MTOAVEEBEITDFEEZRLTVET, cOfITER, 7L71vORX: T, #FERAL
TDO_NOTHINGEMZFHBILET,

® Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT EEHtT7 O a> &2 ERATDICIE.
AWS Database Encryption SDK ®/N\—> 3> 33 N2 AT I HEN HYWET., T—
RETILEEFHFLT ZEHDFIC, IXNTOV—F—ICHLWNN—23 20277040 F
9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
{
["partition_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The
partition attribute must be signed
["sort_key"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, // The sort
attribute must be signed
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
["attribute3"] = CryptoAction.SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,
[":attribute4"] = CryptoAction.DO_NOTHING
};
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RDAZRY NTlEk, ELARJL® AWS Database Encryption SDK for DynamoDB APl &, EBID 7’
L7AYIOATCERENEHFATEN-BEBLEMZMEAL T, DynamoDB 7—7 L OEES{LERE
ZEELET,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

// Optional: SearchConfig only required if you use beacons
Search = new SearchConfig

{
WriteVersion = 1, // MUST be 1
Versions = beaconVersions
}
iF
tableConfigs.Add(ddbTableName, config);

wWET—7IE
DynamoDB 7—7 L OBREBT—7 L&,
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UREBT—7IIBEEETILENHET, ESERUIETERICEK, REBET—TILEN,. BS
LOBRICEEENEZBRE—BITIHENHVYET, DynamoDB T—7 I E/NY IO TV T HS5E
JTL #&IZ DynamoDB 7—7 BN BEENIZBETE, REBET—7IINBEHERATSH LT,
BEARL -3V TEIEHKET—TIINBRIIREEINET,
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AT, HOITXTOBEUNBRICEENTVRIERELET, TOR, LO—RZEST
PDBRIC, V9472 I —HEETD. FAThELBEZLELEOHLSENDEEZR

.NET 234


https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/Restore.Tutorial.html

AWS F— &R~ —ZBEE{t SDK FAROYN—HA R

AIBIHBEN DY, EOBUEZERIILENBIDVZRELET, FAShELZELEMLD
SEMZHIRIZDCERFTEERLEA,
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SearchConfig kE—J>0ON—23 0 ZE&LET,

BREAREESCERLEFERNEE—IZFEATSICIE. SearchConfig ZIEE TSI HLENH
WET,
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E&ZLET,

RETZILIVZXLASA— N ZARNICEELZVRY . AWS Database Encryption SDK &7
72N OTINIAVALAA— R ZFERALET, T72NLNOTILIVALARS—RE, F—

NEY, FORINER, BLROF—IZY AU MNEHZX = AES-GCM PI IV X LZEFEHL
F9, F7FLROTILNAVXLASA—RNFREREAEDT TV —23a I BLTWS AR
FHYETH, REFVIDVALASAN—NZBRTEEXT, flalF. —POFETTILE. >
ZNBEEEEFHEVTILIAVAXLARSL—NCL>THmEENET, AWS Database Encryption
SDK A HAR—KNFBTILIdVAXLARAA—RNOFMIZIOVTIE, "1 ZZBLTEETVWAWS
Database Encryption SDK THR—KRE N TWB TP IV ALAAL—N,

ECDSA 2 RN BRZFEALBE W AES-GCM POV XLARA— K EBIRTBICE. T—7 )

EELREICRDAZRY RZEOET,

AlgorithmSuiteld =
DBEAlgorithmSuiteId.ALG_AES_256_GCM_HKDF_SHA512_COMMIT_KEY_SYMSIG_HMAC_SHA384
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l&. ddb:Putltem ZFERATB2HEN HV)ET, Putltem VJITARNTHRENERERLTZATV
F—ZziEETHE, HFLLEBIRFOBERICERICEE®DY)ET, CLOBBER Z2FAL T, B
BZEFHLIER, REITDIRICINTOEMZIVTLTEEMABDEETEERT,
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XDOBlE, DynamoDB D NET V547> NSS4 TSV RERALT, P7UT—
2arvOTF—7 )N EREREITIEFEERLTVET, TOMOH (BXRTBBEOH) ICOVT

l&. GitHub ® aws-database-encryption-sdk-dynamodb VR MU ICH D NET Ol ESRL T
=W,

X DBE. DynamoDB AA® NET V547> NIDOBESILS AT IV %E, AAENTLAEVLHLLY

Amazon DynamoDB 7— 7 )LICERET 2 FEERLTVWE T, BEFED Amazon DynamoDB 7—7

VWEOZATY MNMIDESEDEHICKRET2HERE. "BFEOT—TNICN=32 3x ZEMT
B, EBBRLTIEEL,

NEY D
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o TR LA DEA DynamoDbltemEncryptor

&L X JL® AWS Database Encryption SDK for DynamoDB API &

ROBlE, AWS KMS F—1) > J T L RJL® AWS Database Encryption SDK for DynamoDB API
ZEAL T, DynamoDB PutItem ) VI ARNTUOSA T NITEEZBEBNICES{LLTERET
2FEERLTVET,

BR—NEATVREEOF VI ZFERATERTH. TREKRYVWThDL DO AWSKMS F£—1
VU RERATREEREOLET,

T2 d— RY 27 )L %S5 8: BasicPutGetExample.cs

ATY 7 1:AWSKMS ¥—U > T ZERTS

RDFITlECreateAwsKmsMrkMultiKeyring, Z#AL T, JI#HES{L KMS AWS KMS F—
EEHEODF—UIEERLET, CreateAwsKmsMrkMultiKeyring XV v RIZ&Y), F—1)
VU, B—D)—=23 0F—EeXNFI—23a 0F—0mFEREICELAELET,
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var matProv = new MaterialProviders(new MaterialProvidersConfig());
= = kmsKeyId };

var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

ATYT 2 BET O3V 2RETS
ROBITE, T—7INEEOEMET V>3 0OflEKRT attributeActionsOnEncrypt 7 4
v2aFr ) aE&RLET,

(@ Note

ROBITE, BHEZ ELTERLTVLERE
A STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, SIGN_AND_INCLUDE_IN_ENCRYPTION_C

BUZEETZIHE. N—TA2aVEHEY—NEHE THILENHUE
F SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

= new Dictionary<string, CryptoAction>

var attributeActionsOnEncrypt
{
["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be

SIGN_ONLY

["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY

["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING

%

ATYVT 3 BENSKRATIEHEERT S

ROBITE, $XTOH DO_NOTHING BHEABBINTL74vORX T, Z2HEAL, ZOTL
714V ORERALT, FAECh2EBRELBLEBHZERIDERELTVWERY, V5147 h
My EVSTLTZA4YORANFVEBHBEREIBEN SBRAThDERELET, FHMICO

(.
WTIE. TAllowed unsigned attributes; ZZB L T &L\,
const String unsignAttrPrefix = ":";

AT Y7 4:DynamoDB T—7 )L DEEEILRELZEET S

XDOBITE, 20 DynamoDB T—7 L OEES{LEEZ KT tableConfigs VXY T2 E&EL &

EE
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DTk, DynamoDB T—7 I EZHRBT—7IILBELTEELET, BRUICESILEREEZE
I DMBIC, DynamoDB T—7 LB EZRBT—7IILBELTEETD LM< BEBOLET,
SEMIC DOV TIE, TAWS Database Encryption SDK for DynamoDB M E{LERE . £ B L TL
ZEV,

® Note
REVESESCELGEENEE—D2FEATHICE. BELEREIC
SearchConfig £t EH 2 MBENHVET,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig

{
LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix

};
tableConfigs.Add(ddbTableName, config);

ATY 7 5. %L W AWS SDK DynamoDB 754 7> N &R TS

ROFITIE, AT Y7 4 TableEncryptionConfigs® &L THL LY AWS SDK
DynamoDB 7 247> M KL ET,

var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

AT Y7 6:DynamoDB T—7 JLIEEEZRBE{LL TEBRT S

ROBITE, Yo TINT—TIIEEERT item T4 023 FUEEEL, TOEEZE
DynamoDB 7—7 J)LICEEL £9, HE X, DynamoDB ICEFEE N HIC, 9547 MNIT
BStERVEBEENET,

var item = new Dictionary<String, AttributeValue>

{
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["partition_key"] = new AttributeValue("BasicPutGetExample"),
["sort_key"] = new AttributeValue { N = "0" },

["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue('sign me!"),
[":attribute3"] = new AttributeValue("ignore me!'")

I
PutItemRequest putRequest = new PutItemRequest
{
TableName = ddbTableName,
Item = item
I

PutItemResponse putResponse = await ddb.PutItemAsync(putRequest);

THL AR OFER DynamoDbItemEncryptor

ROFIE, LRI ® DynamoDbItemEncryptor & AWS KMS ¥— > J & EEICHERAL T,
T—7)EEE2EERES{LLTEBRTSEEERLTVWET, DynamoDbItemEncryptor FEE %
DynamoDB 7—7 /LICEREL £ A,

DynamoDB #5724 7> R TRYR—REhTVRIEEOF -V J2FATEETH . THESR
RYVWITNAD AWSKMS F—U 2 JZERATREZHHOLET,

(® Note

THZL AXJ)L® DynamoDbItemEncryptor &k, BREAGEZESLZTR—NLTLEE
ho RETBERES{LEFERATSBICIE., KL XL DO AWS Database Encryption SDK for
DynamoDB APl ZEA L £9,

2B 1—RY 27 )L TltemEncryptDecryptExample.cs; ZZBL T EE L\,

ATY 7T 1:AWSKMS ¥—U 2T ZERTS

RDBITECreateAwsKmsMrkMultiKeyring, ZFEAL T, MBS KMS AWS KMS F—
BEODF—UUEERLET, CreateAwsKmsMrkMultiKeyring XV v RIZ&Y), F—1)
VO, B—) =23 nF—EeXIINFI—2a s oFr—0mAFEREICELLKAEBLET,

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
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var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);
ATVT 2. BUET V3V ERETS

ROBITE, T—7INEEOEMET V>3 0flEKRT attributeActionsOnEncrypt 7 4
V2aFIEERLET,

(® Note

ROBITE, BHEZ ELTERLTVEE

A STGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, SIGN_AND_INCLUDE_IN_ENCRYPTION_C
BHZEETZHE, N—TA2aVBHEY—FEME THILENHYF
FSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<String, CryptoAction>
{

["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY

["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,
[":attribute3"] = CryptoAction.DO_NOTHING
¥

ATYVT 3 BENSKRATIEHEZERT S

ROBITE, $XTO DO_NOTHING BEAERIODTL714Y IR T, ZHEL, ZTOTL
74V ORAZEALT, FAEhZ2BERZLENRZERIHDEHRELTVWET, V747>
F. T EVSTLTZAYVIANVEBHBREREBEDPSHRAEThDERELET, FMIECD
WTIE. TAllowed unsigned attributes; ZZBL T &L\,

String unsignAttrPrefix = ":";

AT Y 7 4: DynamoDbItemEncryptor X EZEET D
RO TIE, DynamoDbItemEncryptor MEREZEHEL £,

ZDFI Tk, DynamoDB T—7 LB EZRET—T7IILBELTEELE T, RUICESLEREZE
I DBIZ, DynamoDB T—7 LB EMEBT—TIINBELTEETD L 2B BEOHLET,
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M DOV TIE, TAWS Database Encryption SDK for DynamoDB M E{LERE . £ B L TL
e\,

var config = new DynamoDbItemEncryptorConfig

{
LogicalTableName = ddbTableName,
PartitionKeyName = "partition_key",
SortKeyName = "sort_key",
AttributeActionsOnEncrypt = attributeActionsOnEncrypt,
Keyring = kmsKeyring,
AllowedUnsignedAttributePrefix = unsignAttrPrefix
};

AT Y 7 5: DynamoDbItemEncryptor Z/EK T

ROPITIE, ATY 7 40 config ZFEAL THL LV DynamoDbItemEncryptor Z4ERK L &
C

var itemEncryptor = new DynamoDbItemEncryptor(config);

ATY7 6 T—7IIEBEEERSILLTEETS

RO TIE, DynamoDbItemEncryptor ZfEA L THEB 2 EERES{LL., BRLE
¥, DynamoDbItemEncryptor (3B H % DynamoDB T—7LICEEL £t A,

var originalItem = new Dictionary<String, AttributeValue>

{
["partition_key"] = new AttributeValue("ItemEncryptDecryptExample"),
["sort_key"] = new AttributeValue { N = "Q" },
["attributel"] = new AttributeValue("encrypt and sign me!"),
["attribute2"] = new AttributeValue("sign me!"),
[":attribute3"] = new AttributeValue("ignore me!'")

};

var encryptedItem = itemEncryptor.EncryptItem(
new EncryptItemInput { PlaintextItem = originalIltem }
).EncryptedItem;
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AWS Database Encryption SDK for DynamoDB Z £ 9 % & 5 (CBEE® DynamoDB
T—TINERETS

DynamoDB A® NET 254 7> MMIOKE{XS A TS UDN—2 3> 3x Tlk. 254 F> MM
DEES{LAICBEE® Amazon DynamoDB 7 —7 L ZRETEEXR T, cOREY I TR, F—2HFA
HENTWBEEF®D DynamoDB F—7 I ICN—2 32 3x 2 BMT R EHICHER I DOARATY S
COVWTOHA A AZRBLET,

ATY7T 1L BSLENLHBEORANRY EEEIAKDOERFEZTS

Database Encryption SDKAWS 754 7 M BSLENZEBEEZHRAEE TEDLSICERTS
2. RORTYTEZRITLET. ROZEZF7OAMLERE, V54T NEBIERETL—>
THXFANBEAORARY EEERAKEZTVET, T—7LICEEZAENZHLVEBOESLXESR
FITVEEBAN, BESILENLEEENfNRTIENDEITSICESTEEXRT, CNSOEEICKY), 775
AT RNFFHFLVEE DRSSV ERBIZLOOEB/IBVET, AORATY FIZHETHIC, ROZE
B )—4—ICTF7O014F3BENfHVET,

1.BET O3 2ERTD

F7PIORNEFLZERL T, BSUBITBEETNIBEMLE, BENAETNIEME, B&
CEBEENIEMEZERLRT,

T7A)IRTR, 774X VF—BEHRIBREIATREVS YN, BEStehTHEST
(SIGN_ONLY), DI X TOEHIFESILENTERE N TVWET (ENCRYPT_AND_SIGN),

BMEEREESILL TERTDKLDIZ ENCRYPT_AND_SIGN 2 ELE£T. B
HICBEIZINMBESELEVKDIZ SIGN_ONLY ZIEELET.,. BRLE
ESIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT%Z2( EL ., BBV TFARNIEDE
T, BREICERTD LR, TOEBUHEZRSILIBD LR TEELA, BHEEBIATDILSIC
DO_NOTHING 3 EEL EJ., FHMIC DLW Tk, TAWS Database Encryption SDK for DynamoDB
NDEMT V3, 22RLTLEEV,

@ Note

SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT BMZEET
8. N—T1>a> EHEEY - NEHE THIHRENHYE
9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

var attributeActionsOnEncrypt = new Dictionary<string, CryptoAction>
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["partition_key"] = CryptoAction.SIGN_ONLY, // The partition attribute must be
SIGN_ONLY

["sort_key"] = CryptoAction.SIGN_ONLY, // The sort attribute must be SIGN_ONLY
["attributel"] = CryptoAction.ENCRYPT_AND_SIGN,
["attribute2"] = CryptoAction.SIGN_ONLY,

[":attribute3"] = CryptoAction.DO_NOTHING
13

2. BENSHRATIEMEZERT D

ROBITIE, FXTHDO_NOTHING BENERIOTL 710X T, 2HEL, 2OTL
74V ORZFEALT, FUENBDBRELELEHZERIDERELTVET, 95476
E. T EVSTLTAYVIANTVEEBHBREBEN SHBAThDERELE T, FMAICO
WTIE. TAllowed unsigned attributes; ZZBL T E£E L\,

const String unsignAttrPrefix = ":"
3. XV T=ERLET,

ROBITEAWS KMS F—U2 T ZERLET, AWSKMS F—U2JF, WMMEESILERLERG
JEXIHF RSA AWS KMS keys ZERAL T, F—2F—%Z4£mK. BS5{L. ESLEXT,

COPITE. CreateMrkMultiKeyring ZEAL T, MHESIL KMS £ —T AWS KMS F—
)T BERLET, CreateAwsKmsMrkMultiKeyring XV v RIZ&KY), F—U2 T, B—
)—23a>0F—EeXRILFI—2a>o0FxF—0lAFzRECELMELET,

var matProv = new MaterialProviders(new MaterialProvidersConfig());
var keyringInput = new CreateAwsKmsMrkMultiKeyringInput { Generator = kmsKeyId };
var kmsKeyring = matProv.CreateAwsKmsMrkMultiKeyring(keyringInput);

4. DynamoDB 7 —7 /L DEESLREEEET D

XDBITIE, 20 DynamoDB T—7 L OEES{LEEZ KT tableConfigs XY TZE&HL &
9,

ZOFITIE, DynamoDB T—7 I B EWRET—7IILBELTEELE T, BROICEBILEREETE
&I DBIZ, DynamoDB T—7 B ZMEBT—7INBELTEETRH L 2R BEOHLFET,

TL—2FTFANOA—=N—FA4RELT
FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT 2 8ET A HENHYVET., CDORY
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=@, TL—TFANEBOHGHEY) EEEAKEREL ., BS{LEhIZIBB ZFHE) .
VAT MBS ENEEHBZEECACLODEREEATT,

T—7 ISR ECETNZIEOFHEMCOVTR., Ty 28R L T & WAWS Database
Encryption SDK for DynamoDB M g &1t &

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig

{
LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,
PlaintextOverride = FORCE_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT

12
tableConfigs.Add(ddbTableName, config);

5. %L\ AWS SDK DynamoDB 754 7> N&ERT S

ROBITIE, AT Y7 4 TableEncryptionConfigs® &AL THL LY AWS SDK
DynamoDB 72547 > M KL ET,

var ddb = new Client.DynamoDbClient(
new DynamoDbTablesEncryptionConfig { TableEncryptionConfigs = tableConfigs });

ATYVT 2 BEABICBREEN-BEEZEEIAT

T—7IBSURENTL—2TFANRI—ZEHLT, 94T MIBESILBELVEEE
EHBZBEAVILZFALET, ROXEZTFTOMIDE, VFATREATY T 1 TR
ELEBRBMT7 O3V ICESVWTHLWEBZBESKLTBELES, 9547 N TL—2TF
FANDEBELESIUESLRVBRETNELERZHRAMD CEANTEDLRIICBY KT,

ATV T 3ICEBHIC, T—T7ILHOBREOITRTOTL—FFANEBERZRESLLTEETS
PBENFHYVET, BEOTL—2TFAMNEEEZRARICESILTDEHICEITTEDIE—DOXRN
DARITIVRHNELA, DATAILE>TREAENETOEARZFEAL TS LTV, S,
ERLEBMET I a3 ERBEAREEFEAL T, BREAZATTT—TILZ2AF vy L, HEZEZ
BZBFRP7OLAEZFERATEES, T—7ILAOTL—TFANEBZRBITSICIE, AWS
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Database Encryption SDK AIEES{tE RVPBREE - EZICHEBICEMT S aws_dbe_head&H &K T
aws_dbe_foot B ZEEXERVINTHOEREZAF Y TR EE2HEHLET,

RO OBITE, ATYT1OT—TIVEBSHEEZEHLET. 7L—TFANOA—N—-F

4 K% FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT ZFHAL TEFHIHIMLEN HY) F
T CORVI—RTL—2TFANBEBZEIEHREHRAIIY ETTH, BSLEh-HEOFTHE)
EEZIAXREMTVET, EFichniz 2FHAL T, HL LV AWS SDK DynamoDB 754 7 > N &RER
L &9 TableEncryptionConfigs,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =

new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

PlaintextOverride = FORBID_WRITE_PLAINTEXT_ALLOW_READ_PLAINTEXT
};
tableConfigs.Add(ddbTableName, config);

ATV I BEILBLVBRENLERBOAZHANS

IRXTCOEEZBSHKLTREELES, T—7LBESIRENTL—THFANDOLEEEZEFHL
T VAT M BB BS LV BREENLEHBZRATETEDLSICLET, XROEEZT/O
192L, '7747‘/#(.17\7"?71‘( SELEBMET V23 VICESVTHLVWERZRESILL
TEBELET., V77472 . BEUBLUVBEEN-EEOAZHRHIMDEN TEFRT,

RO OHITRE, ATV T 20T7—7TIIESIREEZEHL &

9. FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT ZEALT7L—2FTF A
FT—N—ZAREZEFIBDIELE, BELPSTL—FTFANRIS—ZHIBRTBELETE
£9, V4T N, F72ILBMTR, BB RVEBRETNLZEBOTRAEY) EEEIAKD
HAETVET, EFichi Z2FEHAL T, HL L AWS SDK DynamoDB 754 7> M &ERL £
JTableEncryptionConfigs,

Dictionary<String, DynamoDbTableEncryptionConfig> tableConfigs =
new Dictionary<String, DynamoDbTableEncryptionConfig>();
DynamoDbTableEncryptionConfig config = new DynamoDbTableEncryptionConfig
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{

LogicalTableName = ddbTableName,

PartitionKeyName = "partition_key",

SortKeyName = "sort_key",

AttributeActionsOnEncrypt = attributeActionsOnEncrypt,

Keyring = kmsKeyring,

AllowedUnsignedAttributePrefix = unsignAttrPrefix,

// Optional: you can also remove the plaintext policy from your configuration
PlaintextOverride = FORBID_WRITE_PLAINTEXT_FORBID_READ_PLAINTEXT

i
tableConfigs.Add(ddbTableName, config);
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ZOREY Tk, DynamoDB D Rust 754 7> MIOBESILZATZVDON—23 0 1x &2
YARN=IULTHEATRIFEICODVTHALET, AWS Database Encryption SDK for DynamoDB
EERALE7TOJSZ O 0OFEMICOVWTIE, GitHub 0 aws-database-encryption-sdk-dynamodb
DR NJIZH B Rust DHIESRL TS EE L,

AWS Database Encryption SDK for DynamoDB D ¥ XTHD 7V OJ S I ERBRESHEER TR
T3,

N =R

- BIREH

« A2AR=I

« DynamoDB Ai® Rust 754 7> MMIDOESILS 475 ) O

Bl R SR A

DynamoDB AA® Rust 7547 > MIDKESIKZ A 75V RA 2 ARN=ITDHIZ, ROBRELGH
HBDEEBABLTLEZL,

Rust & Cargo Z4 2 AR—IL 9%
rustup ZfEAL T Rust DREDRER) ) —RAZEAARM—ILLET,

rustup DA O—RESVARN—ILOFMIZDOVWTIE, "CargoBooky @ "1 AK—)LF
) BBLTL W,
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12AN=)

DynamoDB FI® Rust 754 7> MMIOBES{LZ 475 1)k, Crates.io T aws-db-esdk 7L —hk &
LTRIATEERS, S4A7TVDAVARN—)LEBEOFFMIZ DOV T, aws-database-encryption-
sdk-dynamodb GitHub V7R K1 M README.md 77 1)L &2SBL TS EE L\,

F8

DynamoDB AA® Rust 754 7> MIDESIKZ AT 5V E A ARN=ILTBICIE, aws-
database-encryption-sdk-dynamodb GitHub URZ KU OO O—>&ERTSDH, FoO—K
LET,

BHN—23a2 A ARN—LTBICE

Z7OIO9RF4LOIRNITRD Cargo AN RZEEITLET,

cargo add aws-db-esdk

F ik, Cargotoml ICXDITEEMLET,

aws-db-esdk = "<version>"

DynamoDB FI® Rust 754 7> NIOBESILZ 475U DER

ZOKREY Tk, DynamoDB AA® Rust V54 7> NIOBESILS A TSV ON—23> 1.x DE
WMEALN—DVSAICODVWTHBELET,

DynamoDB AA® Rust 754 7> MIDKESItZA 7SV EERLEZTOTZ I J0OFMICOWVWT
l&. GitHub ® aws-database-encryption-sdk-dynamodb /RS N IZ&H % Rust DHlESBRL T &
=0,

NEY D

- HEIOUTR

« AWS Database Encryption SDK for DynamoDB MEM 7 V<3

» AWS Database Encryption SDK for DynamoDB M B &1V 5% E
» AWS Database Encryption SDK Z{FH L =B O E#H
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https://crates.io/crates/aws-db-esdk
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/
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BRAIVOUT X

T NOHZE %% AWS Database Encryption SDK for DynamoDB FIBEE IV U7X T
¥, DynamoDB Ai® Rust 754 7> NIOBESILSA 7SV ON—23 0 1x 2FERALT, ROF
7T DynamoDB 7—7 LB ZRES5{t. BH. KRil. BES{LTEET,

DynamoDB APl D&KL XJL® AWS Database Encryption SDK

T—7IIES{LEREEMEMAL T, DynamoDB PutItem ) VT ARNTYSA 7> NAITERB%#H
BHICHES{LL TER TS DynamoDB V954 7 N EBETEET,

BRETESESLEFERATSICE. KL XILO AWS Database Encryption SDK for DynamoDB
APl ZEA T2 HBENH V) FXT,

DynamoDB API D&KL XJL® AWS Database Encryption SDK O ERA S E&Z RITHIC OV T

l&. GitHub @ aws-database-encryption-sdk-dynamodb 'J7R< K 1J @ basic_get_put_example.rs
ZSRLTLEE,

TfZL AXJL® DynamoDbItemEncryptor

T2 L AXJL® DynamoDbItemEncryptor k. DynamoDB Z#HUOH T Z &% <, T—7I)L1E
BZEERSILLTERTIN., TLEEESLTHRIELET, DynamoDB @ PutItem £kl
GetItem VUV T ABMIEFTLERA. BIZEFE. THRZL AR D DynamoDbItemEncryptor ZfF
ALT. BEICEYSL /= DynamoDB IEH Z BE#E#ES LU TRIETEE T,

THZLARJL® DynamoDbItemEncryptor . BREAELZESILEYR—NLTLVEREA,

TRLARILO OFERFZEZERTHICOWTIEEDynamoDbItemEncryptor, GitHub @ aws-
database-encryption-sdk-dynamodb J7R< N1 @ item_encrypt_decrypt.rs Z5BL T EE V),

AWS Database Encryption SDK for DynamoDB O #7223~

BT 02323, BELELIVEBEREThIENRE, BROAThIEMRE, ER|RENTHESHKID
TEANCEENDIEMLE. BLRUOVBERENIEMEZRELET,

Rust V247 NTEBUT V23V ZEBETDICR. 77T VN EFIINZFERALTERT V>
VEFBHTERLET. BRICEORTHABREBREEEENLET V232K THashMapA 72 T
TRZERLT, BET V23V ZEELRT,

BHZERES{LL TELTSLSIC ENCRYPT_AND_SIGN #IEEL T, BHICBE T/ ESLIE
LABEWESIZ SIGN_ONLY Z3EEL F£9., SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT %35
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https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/basic_get_put_example.rs
https://github.com/aws/aws-database-encryption-sdk-dynamodb/blob/main/releases/rust/db_esdk/examples/itemencryptor/item_encrypt_decrypt.rs
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ELTEMICEBZEL, BB THFANIEDLET, BHICBR TR EEL, TOEHEZRES(L
TRERFTEFEA, BHEEERTDELSIC DO_NOTHING ZFEL £,

N=TFT12avEHEY—RNEMHIE., SIGN_ONLYELE OVWTNATHIHBEND

v) &9 SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, Bit%Z ELTEET 25

& SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT, N—F /4> a>EMlEY—NEME THD
MHEHN&H ') EFTSIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT,

@ Note

BUETOa>EERLER, EOBMEZEBANSBRATEINEERTHIHEN HYET,
Tk, HILLVEBEELEMZHECEBMTEDLSIC. EZELEMZRBTZSE=H0O@ER
DTLTAVIR(T: BE)ZBIRTZ L E2HHHLET, DynamoDB AF—T EEM
TOaAVEEETDEEZIZDONOTHING EXN— I ENEIRTOBRBMEOEBHRZICCOT
L74vOREEHET,

ROAT ST NEFIIEENCRYPT_AND_SIGN, Rust V547> KT

SIGN_ONLY. SIGN_AND_INCLUDE_IN_ENCRYPTION_CONTEXT. . & & DO_NOTHING &
MTFO2a EBETDHEERLTVET, CofiTr. 7L71vOR: T, #FEAL
TDO_NOTHINGEMZ#AIL £7,

let attribute_actions_on_encrypt = HashMap::from([
("partition_key".to_string(), CryptoAction::SignOnly),
("sort_key".to_string(), CryptoAction::SignOnly),
("attributel".to_string(), CryptoAction::EncryptAndSign),
("attribute2".to_string(), CryptoAction::SignOnly),
(":attribute3".to_string(), CryptoAction::DoNothing),

1);

AWS Database Encryption SDK for DynamoDB O g5 {L.5E

AWS Database Encryption SDK % £ 3 %5 & &, DynamoDB 7—7 )L DEESLEREZHARNICE
RIDVENHYVET, BSILRECHKELER. BET I IVEFHTERLEDL, BT/
T—2aAUNETF—RIVTAZFEALTERLENICK>TERBYET,

RDODAZNRY NTlE, KL AXRJLD AWS Database Encryption SDK for DynamoDB API &, {EBID 7’
L7A4YOATERENLFAEhEBEALEMEFEAL T, DynamoDB 7 —7 L OB S{LEE
ZEEELET,
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let table_config = DynamoDbTableEncryptionConfig::buildexr()
.logical_table_name(ddb_table_name)
.partition_key_name("partition_key")
.sort_key_name("sort_key")
.attribute_actions_on_encrypt(attribute_actions_on_encrypt)
.keyring(kms_keyring)
.allowed_unsigned_attribute_prefix(UNSIGNED_ATTR_PREFIX)
// Specifying an algorithm suite is optional
.algorithm_suite_id(
DbeAlgorithmSuitelId: :AlgAes256GecmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,

)
.build()?;

let table_configs = DynamoDbTablesEncryptionConfig::builder()
.table_encryption_configs(HashMap: :from([(ddb_table_name.to_string(),
table_config)]))
.build()?;

wWET—TILA
DynamoDB 7—7 )L OBREBT—7 LB,

WET—7I) B, DynamoDB DETXTARL —> a3V 2BRE LTI EHIC, T—TILICHE
MENTUVBRITXNTOF—RICESHWICNAI > RENET, RDICESILEREZEEZT SH
[Z. DynamoDB T—7 B ZREBT—T7ILRBELTEETI L ZB<HBHHLET., BIZE
UREBT—7IIBEEETIHLENHYET, ESZRIETERICE, REBET—TILEN,. BS
LOBRICIEEENEBHE—BIDMBENHVYET, DynamoDB T—7 N ENY OT Y TH5E
JtL 7= DynamoDB T—7 L BN BEENEBETE, MEBET— 7L BEFEHATS LT,
BEARL =232 TEERET—TILIBRECRBENET,

FaEn-BEaLLEM

BT 9> 3>TDO_NOTHING EX—U & hi-EM,

AAETNEBEBELEMRE., EOBMNBEDLSBRAETNINZIZTAT U NIEBART, 775
AT, HOIXTOBUANBRICEENTVRERELET., TOR, LO—RZEST
PBRIC, V472 I —HEETD. FAThELBLEZLELEOHLSENDELEZR
AITIVEN BV, EOBUZERIDIBENBINZERELET, FAShEERLEMLDY
SEMZHRIZDCERFTEREA,

IAXTDDO_NOTHING BHEZVANTBESEZERTZDET, FAThEERZBELELEZH
THICERTEEXT., £/-. DO_NOTHING BEICBEIZNTAERICEROTL 71 v O A%RIEE
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L. TOTL 74V IORZFERALTEDEUNBEEATVWEVWDAZITA T NIEADZE
ETEFET, FRHFLLV DO_NOTHING BEHZEBMIT B 7O AN ER{LEThD o, BROTS
L7A4YOARREETDCLEEBSBEAOLET, FMICOVTE, "F—2EFILOEH. %=
SRBLTLIEEL,

TN TDDO_NOTHING BHEDE=DHICTL 74 Y VRAZEBELBEVEERRE. 9547

VRN ESHICBEREENTVEVIEZERETDIINTOBMZATNICVUARNTS
allowedUnsignedAttributes BHIZBRETE X T, ESLTEMLERFZESICOHK, FHEh
FEEBLEBMEZATHNICERTISLEN HYET,

BRREBE (F7232)

7)

SearchConfig FE—J>0ON—23 > &2E&LET,

BEAESESICLELGFEENEE— O 2FEATSHICE. SearchConfig ZEEET I LEN D
WETD,

LAVXLRA =K (7232

algorithmSuiteId (&, AWS Database Encryption SDK AR T2 F7IIdVAXLAM—K%E
EELETD,

KRETZIIVZXLAA—NEZHARHICEELZVRY ., AWS Database Encryption SDK & 7
7ZINOTINIAVALAA—rEFERALET. F7FILNOTILIAVAXLARAL—NE, F—
NEH, FORILBRE, BROPF—OIY MAVNZfEA T AES-GCM 7L JV X LZFEAL
F9, T7FLROTINIVAXLASA—RNFEEAEDT TV —23a 2 ICBLTWS AR
FHYVETH, REFVILIIDVAXLAAN—NZBRTEXT, flalF. —POFETTILE. >
ZNBEEEEHEVTILIVAXLAARL—NCL>THmEENET., AWS Database Encryption
SDK Y R—hFBFLIAUXLAA—hOBMEOVTRE, T #BBLTEEVAWS
Database Encryption SDK THR—KREhTWB FZIITdUXLRL—K,

ECDSA T Z I EBHZDMEWN AES-GCM ZILAV) ALAA— RN EBIRTBICIE., T—7IILESIL
BREICKXDAIRY NEEOET,

.algorithm_suite_id(
DbeAlgorithmSuiteId: :AlgAes256GcmHkdfSha512CommitKeyEcdsaP384SymsigHmacSha384,
)
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AWS Database Encryption SDK A L =B H O E#H

AWS Database Encryption SDK &, BES{tELRFBREThELEHZETCEBICHLT
ddb:Updateltem ZHR—KR L TVWEEBA, BESILELRBREENELEHZEHTITSIC

(&, ddb:Putltem ZERATBHBEN HV)ET, Putltem VI TARNTHEENERELERLTZA4TV
F—ZEETHE. HFLLVEBMBFOEBICELICEEHDYET,

L 32— DynamoDB BBtV 547> bk

20236 A9 B, V9547 NUOBEILS 147> OAFH AWS Database Encryption SDK (=
TEENEL I, AWS Database Encryption SDK (&, 5|Z#:tZ L i — DynamoDB &1tV 5 A
FoRN—23a> zHR—KNLET, BHOEEICK > TEEENEISATMNIOBELT AT
SUDOEESTELEEOOFMCOWVWTIEE., "Amazon DynamoDB Encryption Client D &8I DZEE |
ZSRLTLEEZL,

DynamoDB Ai® Java 754 7> NS A TS VORHN—23a 2 ICBITTRICIE.
TN—23 2 3xICB1T95, BSRLTLKEEL,

(N =R
« AWS Database Encryption SDK for DynamoDB /\—> 3> M H7R— K
« DynamoDB StV 547> b Dtk

+ Amazon DynamoDB Encryption Client D #i&
ESXTUZILZ7aN4 58—

« Amazon DynamoDB Encryption Client TRIFARER 7 OIS I E5E

s FTE2EFIOEE

« DynamoDB SO ZA T NT T

JT—>3a>oBBEORNS TN 1T 12T

AWS Database Encryption SDK for DynamoDB /N\—> 3 > O HR— K~

"LA>—1 OEDORMEY 221, DynamoDB Encryption Client for Java ®/N\—2 32 1.x~2x &
& U DynamoDB Encryption Client for Python ®/X\—2 32 1.x~3x ICEAT 2 BRI RBHEE TV E
C

XDFERIZIE, Amazon DynamoDB TU 54 7> NIDEES{LZYR—KNIBFFEL/N—232HV
ARENhTVWERT,
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94T NIOBEELS A4 TS OFEH AWS Database Encryption SDK ICEEE h F
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U DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3x ICE T2 BHARBHE
" AWS Database Encryption SDK for DynamoDB /N\—2 3> ®
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TLWRT, FMICOVTIE,
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T—7ILEEOBS{LEBE
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s T=TNLIDO2VWTOER. BSEHENRMETS DynamoDB EEILIVTHFARDSTF—TIILICET
PEHREMBLET, —FHOAJL/N—IF. DynamoDB H 5 HERIFEHREZEE L. DynamoDB &
KAV TFANEERLET,

(® Note

DynamoDB &1t 5 4 7> N ® DynamoDB BEE{t 1T+ AN, AWS Key
Management Service (AWS KMS) 8 & NSt TFFANERXERH Y EEA

AWS Encryption SDK.,
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s BELBRUVBEF—%280. BEHUITIT N, Chslk,. BEENBRLTERETSHIHES(LT
TOT7IN70N14F— (CMP) A 5HEBENET,

s HENBESILEEEZNDFIE, CMP ik, BE{LBLUEBETZIINIAVALZED., BELITUTIL
BEATHLEODIBREEBRONT ) TILEHBEICEMLET,

HEIOD7 8, ChoDEZRNDINTZFEALTHEBZESHKLTERLEY, BEI> VY
T2 BELEEBROER (RBOIXTUTIEGHA) 28CXTIUTIIHHEMRE., TOEELEZSR
CEMZEHEBICEMLET, BEIVIUTREEREPYRYITZCENTEXRT, £, BEIY
DVTRERYB)TBIANIN—HEZERAL T, REBTT7FINOBEZREIDICLETER
ER

BRIE, BStEnEBEEXRT—X%ZET DynamoDB IEE T,

T—7)LEEORKRIEES

chsOdVR—F2VKNE, RORICRTRSIC, HEERIABIVETIZHIC—FICHEEL F
9,

Encrypted &
Signed Item t

Item Encryptor
Attribute Actions yP / \
ENCRYPT_AND_SIGN > l Get Decryption
SIGN_ONLY Materials ;
DO_NOTHING o —> Cryptographic
. - o# P | Material
yhamo .
Encryption Context Provider (CMP)
>
Table Name
Primary Key
Y
Plaintext
ltem
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EEHZRIL, EET2L8ICE. DynamoDB BELIVTA T NI, ROLSIZ, ALY
R—FUN, AUREOIAVAR—FUN, FEFEBZESITRLHICEICRIch OV R—F
RABETT,

« DynamoDB BEE{t AV THFARNSOT—TILICE T 21EHK.
s RIEBLVESTIEM. CcNSBEMT VI ASEBENET,

- BRU. RELLESIFUTILTONAL— (CMP) #' S ORIF—H L CEBF— 2B LE
2IF7UT )L,

EE{tENAERICIK., BELICERAENECMP OLI—REEENEEA. AU CMP, ELU
HMEDCMP, £-FEBZESTALSICHRHENZCMPEETAXEN HVET,

BEUTILTVALEBETIIVALZRE, BHEOBSLEBEOERICHIZER. V54
TohE BEOXTUTLHEBRBENS NS ZRIBLERT,

BHEHIOV7T Rk, ChSsOEROINTZFEALTEBEORIIEESZITVWET, £k, X7V
TIRREBEBHELHIBRENE T, BHBRE 7L —>FTF AN DynamoDB EHE TT,

Amazon DynamoDB Encryption Client O #{.=

® Note

94T NMIDOBEELS (4TS OFFETA AWS Database Encryption SDK ICEEE h &
L, ROKMEY ZIZI&, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICE T3 BHmAEHE
TVWET, FHMICDOWTIE. TAWS Database Encryption SDK for DynamoDB /N\—> 3> ®
HR—by ZSRLTLEEL,

O RMEY 2Tk, Amazon DynamoDB Encryption Client TEAE M TWA L AEIC OV TH
BALET,

DynamoDB StV Z AT ROV R—F2 RFXRYEY 25 HZEIC DOV TR, DynamoDB &
COZAT Ot AKE ZZRL T EE L,

(N =R/
- BEIYTUFTIL7O/N4 A — (CMP)
« IV R

]
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« XTUTIIER

« DynamoDB &t TF A b

« ZANAE—AKNT

S FUTIL7O/N1 4 — (CMP)

DynamoDB BES{t VA4 72 RORERIZ, RIODRXAVD 12 LT, BEUIFUT7ZILZON
A A— (CMP) (S TUTILT7ONA A —EEEFIEND) OBRNABYET, KB DODEENZL
k. CORBRICKDTREYET,

ESYTUTZILTONAE— (CMP) BEEETI VU7 2K, 7—7 I BEEZRES{LLEETDD
CERATRIESINTUTIILERE, 77U, BLET, CMP I, EATZESALTILIOY
ALE, BEAF—EBEF—ZERLTRETDFEERELET,

CMP RIEBEIVIVTRERRYLET, BEEIVIUT R, BSLELRESYTUTILZ
CMP ICERL, CMP R ZhZEBAIV VU7 RIZRLET, RIC, BEIVIUTRE., BSLY
TUTPLZERL T, HEOBES{L, ER, KRil. BRTESZITLERT,

CMP X, 9547 NDBRERBICEELET, BERHEOHDIHDAZLCMP 2ERTZDH. 547
SURDZL DO CMP ODVThAZFEATEE T, FEAEOCMP I, EHO7OJS5IJSE
THATERT,

BRI OUT &

BWEI>VV7ZRIE, DynamoDB SO ZA 7V NOBES{EARL —> 3 &2ETITHELARIL
NDAVR—FRNTT, BEIVVUTREF, BSYXTUT7IL7TO/NA4 S — (CMP) ICEESLY T
'J_’)LEUQIZI\L CMP &WiRZDIYTUT7ILEZFERALT, T—7IIEBEZRES{LLTERTS
P, BEEL TESLET,

BRAIVOUTREEEXRVRYTEN., F4AT5VICHBIAIIN—%2FERHITBIENTESE

¥, BlIAEE. Java A DynamoDB BE51t U 54 7> MCIEk, DynamoDBMapper THEATE S
AttributeEncryptor ALN—UFANFEENTWVWET, DynamoDBEncryptor HE T

VT RERGEEPVEY ULERA, Python T4 7ZVICIK, BEIVOUTRERYBYT

%, EncryptedTable, EncryptedClient., & & EncryptedResource AJL/N—DU T ANE
FhTVET,

]
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BET7O3a>

BETO23avEG, HEORERMHICRULTETITRTIIIVEBEBIV IV T RICERLET,
BET O3 0OER, ROVThADEICEY)ET,

c BE{LEBES -BHEZESHKLET, HEOERICEN (BALE) Z28HET,
- BEDOH-HEBBILEMZEHET,
c MELALV - BRHIEHLTESHKEBEOVTLETVEEA,

BET—R2ERTFTEDIINTORMR., BESILEBREZEALET, 774X UF—BHE (/\—
TA2AVF—EY—bF)BF, BEODGEFEALET, XTUTIIGHBES ROCERRMERL,
BREOUESNHETNTLVREBA, ChONBHOEBMT V3 2EETILERHY) T A,

BTV aVEEEICBRLET., THRABGER. BS{LeEREFEALE T, DynamoDB K
BUOTATNEFEALTT—7IIEE2REL REF. BERIEIS—ODVARAVEEIT LR

<. BMOT7023a aZBETDHLRF>TERLHA, HHICOVTR, "F—REFILOEE, 25
BLTLSEZL,

/A Warning

TS24 VF—EBHERSHLAVWTSEEV, DynamoDB TT—7 )L £EOAX v &R
TEFICEBEZR DTS NBELSIC, T7TL—2FTFANOREBEMBITIXLEN HDYET,

DynamoDB St AV THF AN TTAX VX —BEHZRBATHEE. ThSZBESLLESET
BEVTATUORNEIIZ—ZAO0—LEY,

BUET VAV OEEICERIZDFERE. TOJVFZIVISHIEICERYET, £z, FATIA
IWN=DZABBNHEEEH)ET,

FHHCOVWTR, FALTVWATOJSIVITEORFIXVNESRLTLSEZ L,
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NTUT )l/na

ESEnET—7IIBEBEOITUTZLZHR,. BSETILIVALBEOERTEREIET.,
DERIE. T—7NBEENESUESRVCBEENDHEEKICETZIENTT, BSLITUTILIO
NAH— (CMP) l&, BESILL, BEITRLOOBSHUITUTILET > TILTRDEEIL, XTY
TIRAZLZRLET, £#T, BEEZRIABLVES TR LEHICESILENLEITUTILET YT
LWIBBENHDBERE. TONTITIILLRZNA RELTEALRT,

DynamoDB BES{t V54T M Tk, XTUTIRERE 3 DNOBEETZIERICODVTISRLET,

JOTARNENIZITITILBEA

5T UTILTONAA— (CMP) IC& 2Tk, BEUTILIVAXLBEDEGERAT 3>
ZEETEET, BRFEZRILDIC, T—7IIEBEEZESLTS) I ITAMD DynamoDB i

FIATFANOITIOTLRBETONTAICBBIEEORTEEMLET, COEHRK, 1)

DIARNENLEIRTUTLABRBAERENET, VDITARNENEITUTIILRBROBEMER, &
RUECMP ICE > TESENET,

(® Note

RTIVTNRBRRIZEBZT7AIINNMEZLEETED O, PUZEB/EVERANBZVR
W, DOTARENERTUTIIRRZERTDEZHEROLET,

EBEONTITILEER

ESILNTUTIL7ONAE— (CMP) BRI TV TILBARE. REOITUTIHALEFEN
F9. CMP FBESUNTUTLNEZBEL L ECHEALLEEBOEICODVWTHBALET, K.
BE. UIOTIARENEITUTILRETEREN, H2E5EFEMELEEEZERET,

NTUTF )LHELE'H:-

DIAT 2 NE, RBEOXTUTILFHAZESHKEEONTUTIILRABHICRELET, <D
XTUTIRREMERE. amzn-ddb-map-desc T, TDEERREEOITITILRZRTT, 75
AT RNE, XTUTIIEREHOEZFEAL T, BEEORIESITESZTVET,

]
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DynamoDB EES{tLd>TF AN

DynamoDB BES{t AT+ ARNE. 7—7 I EEHBICEI2EH/EBSHUKNTUTZILZ7ONAH —
(CMP) ICIRELE T, BELEE T, DynamoDB S THFANI, UJVTARENEIT
D7 I DHBEEDDENTERT,

T—7I)EBZES{LTS L, DynamoDB BEHIL AV TF AN BEHLE hEBHEICEST/NA
Y RENET, ESKIC, DynamoDB St TF AR BESLIZFEAE iz DynamoDB =
LAV TFFANMNCHRULTANZENMXFZZRBILTERIC—HLAVEE, EEARL—23E
KBMLUET, BEEI VU REEERPVEYITE5EE. BSEXYY REEFESAYY R%E
O T E&ZIC DynamoDB BESIL AV THF AN ZREBTIMLEN HYVET, BEAEDAIL/N—

(&. DynamoDB EES{t A THFARNZERL T,

(® Note

DynamoDB &1t 5 4 7> N ® DynamoDB BEE{t 1T+ AN, AWS Key
Management Service (AWS KMS) & rT* OS> TFANERFKEZEHY) EHEA AWS
Encryption SDK, DynamoDB

DynamoDB BES{tD AV THFARNIK 2 TRDT7 A —I)LRZEHDZENTEET, INTOD
71— REERATSA2TT,

- T—7IE

s N=F14>avF—F

« Y—hF—F

- BEREEORT

« VOTARENEZITUTILEEH

ZJZONAX—=AKRT

ZT7ONAR—=ARNT I, BEITUT7IL7T7O0NA A — (CMP) 2 BR9AVAR—F>~NTT, 770N
AFZ—ANTE. CMP 24K T2 H., BIO7ONAZF—ARNTBREDRDOY —ANS CMP ZHE
TEET, 7JONAME—ARNT ., EELECMP ON—2 3> &, REEhEZNAETNADO CMP A
DOTIARABZDOITUTIILEBEN—2aVBEICEI>THAETNDKENANL—SICRELET,

DynamoDB SO SA T NOBH7ONAZ—E7ONARET—ARNTHS CMP BB LET
A, TONA X —ARNTZFEALTEEN IV AR—FX M CMP 2RIE#TEE T, EFFO7ON

i

ap
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A= 1 2O7ONAE—ARNTICEERFFSNTVERTY, T7ONAME—ARNTRERDEKA
RETZ<DUIVIARIZCMP 2RETEXRT,

ZT7ONAZ—ARTR, FVFIVRTHLOWN=2320 CMP ZHERL, HILLWN—2 32 LB
FON—232%BLET, e, BETNENTUTILBOEHN -3 ESERENET, C
hiZkV), VOTRAREGE, ZANAZ—ARTHASVITARTERHLWN—=232 0 CMP AV
J—RENBRAZIVTZRETEIENTELRT,

DynamoDB RStV 54 7> Ml MetaStore AFEENTVWET, <hik, DynamoDB I[CRE
Eh, AE DynamoDB BES{L UV ZA 7> haFRAL TBStEhiz*F—2FAL T Y e hi
CMP Z¥ERRTH7ONAZ—ARNT T,

HEos55:

- 7ONA X —AKNT:Java, Python

» MetaStore: Java, Python

BENTUTIL7O0N/ & —

® Note

94T NIDOBEELS (4TS OFFETA AWS Database Encryption SDK ICEEE h E
L, ROKMEY ZIZI&, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICE T3 BHmAEHE
TVWET, FHMICDOWTIE. TAWS Database Encryption SDK for DynamoDB /N\—= 3> ®
HR—by ZSRLTLEEL,

DynamoDB BBt IS A T N 2FATIHBRICKREEELRDIRESTHED 1 2k, BELLITV
7IL7O0NA4 45— (CMP) ®iBIRTF, CMP I, BSLNYXTUT7INeT7L>7ILT, BEI> OV
TRIBLET, £, BELF—EBRF—0ERFE. FILLWF—IXFTUTIHINEECEICER
Th3H, FEEBEANAEIZ D, FATIESHETZIOAVALABSITBETZIIIVALEEEE N
-

DynamoDB BESLVZA T RZATSVICEENTVREEAN S CMP 2 EIRT 2 H ., BERMED
HBDNAZLCMP ZBETEET, £, CMP OBRE, FAITDJOJTIVISEILCKST
RBVVET,
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COREYOITIE, — B CMPICDOVWTHBEATREEEIL, FTUT—23a 2 Il&ER CMP &
BIRTBDDICKRIDVSDOADT RNA AZEHLET,

Direct KMS XU 777014 X —

Direct KMS XF U 7L 7ON14 A —&,. AWS KMS key IC&>TT—7 I EEZRELTVS -
. AWS Key Management Service (AWS KMS) k4 FES{tEhE T, 77U o5r—>3 > T,
BN T VTN ZEREFLRFERTIHLERHERA, ZFEALTEBEZLEIZ—EDOESIL
F—EEBERFX— AWSKMSkey ZER TR, cOTONA A —RFEBEZRESILELEFEST
% AWS KMS ET'C 2HUHLET,

ZEAL AWSKMS, NS890 a>l el 1BO AWSKMS BFCE LA T Ur—>3>
ICESTERANTHREE., COTONAME—NFELTVWET,

FMICOVWTE., "Direct KMS XTUTZIILZTONAE—, 25RLTLKEEL,
ZY7TENLEITUTILTAONAE— (T Y T&Ehiz CMP)

ZYVTENEITOTL7ANARZ— (T Y T&E Nk CMP) Tld. DynamoDB StV S5 1T >
ROAET, SYEVIBRVEBEXF—ZERBLVERTDI_ENTEET,

SYTENIECMPIF, BECEIC—EBEORFILF—EERLET, R, ERLESY IF—
(FERT7OIV7F—-)BLUVBREF—EFEALET, LENDT, FYT7F—BLUBEF—
NDERFZEE, ThESHNBEBIC—ED, FLEEBEINHAShEEOL I ZHHLET, Sy Eh
=CMP Ik, ZFEAET. BSHUNTUVTILZZLICEBAWSKMS TEB 77— 3> H
® Direct KMS 7ONA A —ICRHDLZEBFERTT,

FHRCOWTR, "TZYT7EhhieXTUTZLTONAE—, ZZRL T EE W,
BH7ONA X —

BHM7ONAE -, ZONAFE—ART THETD LS ICRFTENEESHKITUZLZ7ON
A — (CMP) T9, ZONAX—AKNTHS CMP ZE§L. CMP A 5 RBBES{LIYTUTI
ZMBLET. BF7ONAME—TREE. ECMP 2FAL TSN TUTIILOEHOER

ERIELETY. TONAF—ANTOREZEAL T, XNTUTZILOBFASGEEZRHEL 2
V. CMP OEIEHAEZHML -V TER @S, BHF7ONAF—ZZEL T ICEAET NS CMP
DEATEEETHEETEET,

BF7ONAA—EERMOHZ7ANA A —ARNT THERTEE T, DynamoDB EES{tU S
ATRNIRE, Zv7EehlzCMP 2RI 7ONAF—ARNT THS MetaStore ' EFENTUVE
E

BEXTUTZIL7aN/ X — 262


https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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BH7ONAA—F, TOBSY —ANOHEVHL ZHNRICIHAZDHBEOHD T ) r—>3
X, EFAIVTAEHIERETC—BOBSUKNTUT I EZBFNATED T 7V Tr—>3>
CBLTVET, e, BEORB{LELEES AWSKMS 2175 LU 2aFHUOHT L
%<, AWS Key Management Service (AWS KMS) AWS KMS key® THEB{LYT U T I ZRE
TE&ZEXT,

FHHCOWTR., "TsH7ONAE—1 22BLTLSEEW,
BHRXTUTIL7ONAE —

BORTUTZIL7ONAME -G, RAEPHSRAOTEVANL—>32 SLVCEKROEHM
ZEAMELTRIAETATVET, HECLIL—BOBSHEITIUTINERETNDEREHYR
Bh, BELEBSF—EBEF—HFRUET, ChsoF—&, T—7ILEHBOES{L, &
5. BRUCBRCEEEAEIIT,

(® Note
Java ZA 7 ZVAQERBENTONA I —BBHTONA A —TRHUEEA, Ch
k. Zv7EhizCMP OREIVARNZ VR ZEETRIETTT . ABBRRETOEM
FEETIAN, TERLETZYTENLECMP ZERFERAIZIHBEN HIET,

NEY D

« Direct KMS XTUTIL7ONAE—
« ZYVTENEXTUTILZ7ONAR—
- BFZ7ONAZ—

- BOINTUTZLZ7O0NAM X —

Direct KMS XU 7ZIL7’O/N14 & —

(® Note

V54T MIOBEEILS A4 7S5 OFZHEIA AWS Database Encryption SDK ICZEEE hE
Lis XD KEY 2I(CIE,. DynamoDB Encryption Client for Java ®/N\—2 3> 1.x~2x B &K
¢* DynamoDB Encryption Client for Python ®/N\—> 3> 1.x~3x ICE T2 RHARHE
TWET, FMIC OV TIE, TAWS Database Encryption SDK for DynamoDB /A\—> 3> M
HR—bhy ZSRLTLEE L,
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Direct KMS Y77 )L7°0/N 4 &' — (Direct KMS 7’0/ 1 &' —) l&. AWS KMS key lc&k > TF7—7
JIEBEERELTVWSEH, AWS Key Management Service (AWS KMS) @ 4T HES{bEhET, =
OESKITUTZILTONAE =&Y, 7T—7)IEEZEIL—EBEOBESLF—EBEF—HNRYE
T chZT5ICF, HEZRESLELIEFES TS AWSKMS 2V Z2HTEHLET,

DynamoDB B Z S#EE N D KRB IZAME L TWSHEE. 1 AWS KMS requests-per-second# 0
ReBA2 &, NWENEBETDAREMENIHYNET, FIRZEBIZILEN $DHEE. AWS HR—
NtER—TT—RZERLTLKEEV, T, EFH7ONAME—KE, F—0BIANFIRE
ERESAUITVFTILZONA T —OFERERNIZDEETEET,

Direct KMS 7’ONA XA —&ZFERTBICIE, REEBEICAWS PHU K, T GenerateDataKey & &K T

Decrypt AR L —2 3V EFOHTZH DO AWS KMS key, 2B EE 120, BKT T IO EAHHA

N AETT AWS KMS keyo AWS KMS key & HREESILF—TH DI BENHY) FF, DynamoDB
GBI TA T MEERHBEESILEHR—RNLTVWEE A, DynamoDB JO—/NILT7—7 )L & E

ALTWREHBE, AWSKMS VILFU—2 3V F—%IBETDEETERT, FMICOVWTRE.
"ERAAEE Z2RUTSEZV,

(® Note

Direct KMS Z’ONA A —%Z2FERATR E, 754X IF—BHOBRBIEEK., BEETS AWS
KMS AL —2 3> MOAWS KMS BES{LI>TF A b & AWS CloudTrail AT I/ L—>F
FARNTRRENET, £FL, DynamoDBBEB{L IS AT R, BELEhEEMHESE
TL—FTFARNTLRHATRIERFRHYEEA,

Direct KMS 7°0/N 1 X —I&, DynamoDB StV TZA T > " HR—KNLTVREHOESLIYT
JTZI7TAINAH— (CMP)® 1 2TF, 6 CMP OFFMICOVWTIE, "WBESXTUT7IL7O/NA
A— BBBLTLEE,

BO7LA—RIEOVTR, UTZSRBLTSEE W,

« Java: AwsKmsEncryptedltem

* Python: aws-kms-encrypted-table, aws-kms-encrypted-item
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/GlobalTables.html
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https://github.com/aws/aws-dynamodb-encryption-python/blob/master/examples/src/dynamodb_encryption_sdk_examples/aws_kms_encrypted_item.py
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ER 7%

Direct KMS Z’ONA X —ZERTDIZIE,. F—IDNSFA—RZFEAL T, 7HU Y MCHKEES
L KMS F—%#EELET. F—IDNNTX—XDOfEIF. ¥—ID., ¥F—ARN, TAUTFRHZ, i
& AWSKMS keyO TAJUFTAARNICTBENTEERT, ¥— ID OFMAICOVTIE, AWS Key
Management Service RO Y /N—H A4 RO "F—FEFlF1 ZZRLTLEE L,

Direct KMS Z’OANA Z—Tld, WHEES KMS F—HNYBETT, IEXNHKMS F—%2FEHAT
dlERFTEFLA, EEL, NIUFIU—=232KMS F—, 1 R—NENEF—IXTUT
LNEECKMS £—, FLERBHDARLF—ARNTHDOKMS F—ZFEATEEXET, KMS F—I(C
kms:GenerateDataKey 7 7 £ ARFA & kms:Decrypt 77 EAHF AN HBBENHYWET, TOI-
H, YX—TREELFAWSFIED KMS F—TlEA<, NAZIY—AWSNX—I R¥F—ZFAT
PRENFHYVET,

DynamoDB Encryption Client for Python l&, F— ID /N X—ZEIC) =23 FEFEFNTVSE
B, ZTOU—232 AWSKMS A SsHOHT U232 ERELET. ThUAADBZERE., AWS
KMS 9Z2AT72RNTI—23 0 2BETHH,. TRELEU—32ZFEALET AWS SDK for
Python (Boto3), Python T —23a > OFERIZCDOWVWTIE. AWS SDK for Python (Boto3) API 1)
J77LVAD "BEL ZZRLUTLSEZ L,

Java Al DynamoDB B &1LV ZA4 T NE. BELEVZAT MU —=23a 0 FEENATVS
BE, VAT RD)—232 AWSKMS AWS KMS A ST —2a > &RELET,
)= a2 FEENTVEVES, AWS SDK forJavaTRREShiz) =2 a U FfERAEhET,
TNJ—23a 2 0OFERICOVTIE AWS SDK for Java, " AWS SDK for Java RO Y /N—H A K,
DAWS U—2 3> NER, 25RLTKEEL,

Java

// Replace the example key ARN and Region with valid values for your application

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’
final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);
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Python

RDOBITIE, F—ARN ZFERAL TAWSKMS keyZIBEL TVWET, F—FBEIFIC AF"EENT
W WEE AWS U—2 3>, DynamoDB BEFILI S 4 7> MNi&., 8&EE /= Botocore 2 ¥
2aAUNBHBDHE, ELE Boto DFT7 AN S)—2a 0 ZBBLET,

# Replace the example key ID with a valid value

kms_key = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key)

Amazon DynamoDB J O—N)\L7—7 )L ZEAL TVW2FEKE, AWSKMS IILFU—T 3> F—
TTF—RZRSTDELZHEOLET, YILFU—2320F—EF RS AWS KMS keys ICH
WAWS V=232  EUF—ID &EF—NTUTIINEFE DO, AUEKRTHEATEE T, FHMl
DUV T Ik, AWS Key Management Service ROY /N—HA RO "II)LF)—2aoF—%2FEHT
3, EBELTEE L,

(® Note

SO—NILF—TILON—2 32 2017.11.29 ZEAL TWREEEF. FlNchiZL TV
=237 14— )LRFBBIELERFRERZRENBVLSICBEMT V3 2RETHIHED
HYET, FHACOVTR., THFWN—>3>0JO0-NILT—7IIOREE, #58BL TL
zEW,

DynamoDB StV Z A7 RTIYLFV—2a>0F—2FRATSICE, NILFU—23arF—%
ERL., P7VT5—23a>zRT9$2)—23aicL7UT5—KNULET, RIZ, DynamoDB &1t
DSAT > M AWS KMSERHU T —2a>TIILNFU—2a>rF—%EHT 5K S I Direct
KMS 7ONA A —%ZFRELE T,

ROBITE, YILFIV—23rF—z2FRAL T, KERD (/N—2ZF74LH) (us-east-1) U—> 3
S OF—REESLL. KEER (FLIY) (Uswest2) V=T 3V OF—REESTHLSL
DynamoDB StV Z A TF7 > M EBRELET,

Java

—OBITIE, DynamoDB BEFILIVZ AT Mg, AWSKMS 9547 kD) —23 > AWS
KMS 'S ZHUOHTLHD)—23a > ZBBLET, keyArn Bk, ALY —23 207 ILF
)—2a>rF—=FBRILET,
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AWS 7F—Z X —ABES1t SDK TFROYN—=HA R

// Encrypt in us-east-1

// Replace the example key ARN and Region with valid values for your application
final String usEastKey = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl12ab34cd56ef1234567890ab'

final String region = 'us-east-1'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usEastKey);

// Decrypt in us-west-2

// Replace the example key ARN and Region with valid values for your application
final String usWestKey = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl12ab34cd56ef1234567890ab'

final String region = 'us-west-2'

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, usWestKey);

Python

ZOPITE, DynamoDB BEHSILIVZ AT M, F—ARNDU—232 AWSKMS A5 ZIF
CHILEHOU—23a 2 ZRELET,

# Encrypt in us-east-1

# Replace the example key ID with a valid value

us_east_key = 'arn:aws:kms:us-east-1:111122223333:key/
mrk-1234abcdl2ab34cd56ef1234567890ab

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_east_key)

# Decrypt in us-west-2

# Replace the example key ID with a valid value

us_west_key = 'arn:aws:kms:us-west-2:111122223333:key/
mrk-1234abcdl12ab34cd56ef1234567890ab’

kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=us_west_key)
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148 &

UTORICRENTVBDKSIZ, Direct KMS 7’O/N/ Z—&, EEL = AWS KMS key TREE
TVWABESILF—BLUTBREF—ZRLET,

Direct KMS Provider

Direct KMS Provider
Iltem encryptor

Application

GenerateDataKey . _derive- Encryption key
‘ KMS key ID _F[ ] Plaintext data key- * | Tsigning key
Encrypted data key — | Encrypted data key

Encryption algorithms

r

KMS Key 1D ‘

KMS P

AWS KMS key

s BBIUNTUTIEERTDEHIC, Direct KMS 7’ONA X —k, EBEL K AL THE
BIc—ZNTF—2F—%Z4EMTDAWSKMS &SIZ ICER AWSKMS key LET, chlc&k
W, F—3F—0O7L—2TFARNIAE—NSEHEOESLF—EBEF—HEHEh, BS{L
T—2F—E—HIRNET, COTF—RF—F, BEONTUTIIZREEICREFEENAET,

BHEIVOVTATR, COBSLF—BRUBEF—2FALET. . XTUHLSHEELR
WELSZEhSZHIBRLET,. BHEALEF—EFF—0OBES{tEnEZOE—DA, BTN iZER
ICRTFENET,

c EEXTVTINEZERTDEHIZ, Direct KMS 7ONA X —EBEB{LEhicTF—2F—%ES
AWSKMS T2 L3IC ICERLET, chickl), 7L—2FFARNTF—EF—KURIAF—8
KUVBEF—HNEHEsh, BEIVIVTRIZRENET,

BEIVIVU7REEBZ®RIIL, RIAFRHITRE, BESLENLENINrESEhET, RIS, 7
AR E<S, XEUKYF—NHIBRENET,
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BT UTIZERETS

cOtvarTlRk, BEIVIVTRLVBSHITIUTILOU T ANZZITES & E O Direct
KMS Z7ONA X —D AN, HA, REOFMICOVWTHALET,

ABTFT7VTr—>3>hs)

« OF— ID AWS KMS key.

ABEEBIVOVTEES)

- DynamoDB B&{tATFA b

HAO (EEI>VUTEAN)

- BSILF—(TL—2TFAN)
- BE¥—
s EBOXTUTIHEAT, ChSsOER. 954F7MKYERICEMENDNTUFIILGHBARY
CRBEFEIET,
« amzn-ddb-env-key: |Z &k 2 THEF{tL & L7z Baseb4-encoded& N =7 — X F— AWS KMS key
« amzn-ddb-env-alg: BES{t 7L I X L. 77 # )L Nk AES/256
 amzn-ddb-sig-alg: BRI XL 77 # )L b l&E HmacSHA256/256

* amzn-ddb-wrap-alg: kms

Processing

1. Direct KMS Z’O/NN A/ X — AWSKMS i&, lEEEhiz- Z2FALTEEO—EDTF—XF—
AWS KMS key Z4 K TH VIV T AN ZHEFLET, https:/docs.aws.amazon.com/kms/latest/
APIReference/AP|_GenerateDataKey.htmlC DAL —> 3 IC&k 2T, Z’L—2TFFANF—
&, AWS KMS keyTHES{LENI-OE—HFRYET., chid, IHOF—ITUTILEFHEN
£7,

CHDVOTARND AWSKMS EES{tTFARNCE, ROTL—FFARNEROENIEENT
WET, Cheno—IL Y RTRREWMER, BSLEhiEA7IORMNIESHIC/NA 2 RE
nTWakEd, EERICEBEUBESLITHFARNBETT, ChSsDEZFEAL T, AWS
CloudTrail 0% AWS KMS T AQOEVHL 2#BBITEET,

« amzn-ddb-env-alg - BES{L 7 I IV XL 77 # )L N AES/256
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https://csrc.nist.gov/projects/cryptographic-standards-and-guidelines/archived-crypto-projects/aes-development
https://en.wikipedia.org/wiki/HMAC
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 amzn-ddb-sig-alg - BRAT7 I I XL 77 # )L bk HmacSHA256/256
« (7> 32) aws-kms-table — #####

o (AT a) wunnnnnns — pnpppansst (N4 F B Base64 T 1— RER)
o (FAT ) #annnn - #unant (N4 F 1 {EE Base6d4 T 01— RER)

Direct KMS 7’0/« & —I&. EH ® DynamoDB AWS KMS &t TFARNASESHLI
THEANDEZBEBLET., DynamoDB DynamoDB BEELIVTHFANIT—TILERED
EFEeEFhTOWEVES, TORMEEOARTIF AWSKMS BESILIVTHFARND SEBENE
£

2. Direct KMS 7ONA A —F, IHEBALF—BRFBEF—2TF—XF—HSEBHLFT, T
7AIRTR, EF2T7/N\YvZ2F7)IT) XA (SHA) 256 & & T RFC5869 HMAC RX— A D F—
BHEKZEFEAL T, 256 EY N AES MBSt F —H KUV 256 EY M HMAC-SHA-256 B
F—2EHLET,

3. Direct KMS 7ONA A —k, BEIV VU7 RICHAZELET,

A HBIZOV7 2, BEALF—2#ALT, EEThEREZRS{LL, BEF—Z2&£ALT
BALET., COB., EEOXTUTILZRTEEENLETZILIIVALEZERALET., AIEEKIR
WELS, XEVKRYTL—=2FTFANF—HHIRENET,

BEXTUTINERETS

cOto>3arTRk, BEIVIUTRLWESITUTIO) VTANEZ(TES £ & D Direct
KMS Z7ONA A —D AL, HAh, REOFMIZOVWTHBALET,

AB(T7TVTr—>3>2hs)
« OF— ID AWS KMS key,

F— D OBk, F—ID, ¥— ARN, TS/ UTRAE, £& AWSKMS key® T A JF7 A ARN (C
TRCENTEET, F—IDICEEFNTVABWME(V—2320BE) EINXT, AWS BRiI{FE T
O77A)TAFTERDILEN DY ET, F—ARNICKY), AWSKMS TRAELZINTOENR
HEhEzd,

AB(EBIVOVTENS)

e DynamoDB EES{L I TFARNOIAE— (XTUTIHHABHEORBEEZED).
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HAO(CEEI>OUTZAN)

EELF— (TL—2TFAN)
EE¥—

Processing

1.

Direct KMS ZOANA X —F, BEBLEhEHEEOR TV TIIEREES, SBEEILENET—X
F—ZBBLET,

HEEE N AWS KMS key ZEAL THRE(EhET—2F—%ES AWSKMS T5&5IC ICE

RUET, AIRL—232TTL—2FTFARNOF—HFERYET,

COVIITARTR, F—EF—DERBIVPBESHKICERALEOERLU AWS KMS BESLI>
TH¥FANEFERAITEIHENHYVET,

* aws-kms-table — #####

o #tan#p#HRH - Hapnanias (N4 T EK Base64 T 01— REX)

s (AT ) #annss - wuani#t (INA T {EIE Base64 T 11— RFER)

 amzn-ddb-env-alg - St I IV XL, T 7 )L Nk AES/256

 amzn-ddb-sig-alg - BRAT7 IO XL 77 # )L bk HmacSHA256/256

. Direct KMS 7ONA A —TlE., X1 F7/\v 1 F7)LJ XL (SHA) 256 8 & T RFC5869

HMAC R—ANF—EHEHZFERAL T, T—FF—H5 256 EY N AES IMEE{LF—H &
¥ 256 E'Y N HMAC-SHA-256 E2Z£F¥—%#8H L £ 9,

. Direct KMS 7’ONA A —lx, BEIIV7RICHIERLET,
VBRIV R, BEREXF— =AU TCEAZRIELET, K72 E. BELEhiBHE

FXHESLF—2FALTESEAET, chsOARL—32 TR, REONTUTIE
RTHEEENEBSETZLIVALSLVBETZILIVALFERENET, BEIIOUT R
k2T, ARBRYELS, XEVXRYTL—2FFARNF—NHIBRENET,

ZYVTENEITUTLZ7ONAE —

® Note

94T NIDOBEELS (4TS OFFETA AWS Database Encryption SDK ICEEE h &
L, ROKMEY ZIZI&, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICE T3 BHmAEHE
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TVWET, FHMICDOVWTIE. TAWS Database Encryption SDK for DynamoDB /N\—23 2@
HR—b1 ZZRLTLSEZ,

ZY7ENEITUTIL7AONAE— (T Y 7T &Ehiz CMP) Tld, DynamoDB Bt Z 47>~
EEALTEEDY—ANSTVEV IR LVBEXT—ZHATEET, ZFYTENLECMPRED
AWS H—ERIZEHMEFELER A, LIEL, IFATRNOARBICHZ TV T BEF—ZERK
LTEEIDIHLEN G ET, chiClF, HEZRIABIVOVESTIILONOELVF—ZRHTZC
ENFBENET,

ZY7ENIZCMP I, BEZCEICEAFENOEEBSKF—24ERL &I, BERSLF—ZEELL
ZVTF—TISVTL, FYTENLHEBSHKF—Z2EHBONTUT7IILHABERICREFLET,
ZVTF—LEBEF—ZEEITRID., SVTF—LEBEXF—OERFEE, ThEHNBREAILCESR
DEDHBRAETNEZEDOLZHMLET,

ZYT7ENIZCMP I, R2RBRETHY), BEUITUTINEEETERT7UVTr—>3>ICEL
TVEY,

Zv7&Ni CMP &, DynamoDB SO A 7> MY R—KLTVREHOESLIYT
TIL7ONAH— (CMP) D 1 DTF, D CMP OFMAICOWVWTIE., TESIFTUTZIL7O/NA
A—, #SBLTLSEEV,

BO7LA—RIEDOVTR, UTZSBLTSEE W,

« Java: AsymmetricEncryptedltem

+ Python: wrapped-rsa-encrypted-table, wrapped-symmetric-encrypted-table

(N =Ry
- ERBEE
o {H#8

ERRE
ZYVT7TENIZCMP ZERTBICE,. ZYT7F— (BELICLE), ZYTHERF— (ESICLE). &

FVBEF—ZEELET, HEHZESUBLVESIDEEILR, F—ZEEITILENHYE
ERD
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SYTHR—. TYTHRBRF— BIPBEF -, WHEF—FLRIFHF—RTICIBeHTE
£

Java

// This example uses asymmetric wrapping and signing key pairs
final KeyPair wrappingKeys = ...
final KeyPair signingKeys = ...

final WrappedMaterialsProvider cmp =
new WrappedMaterialsProvider(wrappingKeys.getPublic(),

wrappingKeys.getPrivate(),
signingKeys);

Python

# This example uses symmetric wrapping and signing keys

wrapping_key

signing_key

wrapped_cmp = WrappedCryptographicMaterialsProvider(
wrapping_key=wrapping_key,
unwrapping_key=wrapping_key,
signing_key=signing_key

148 &

ZYV7TENECMP I, IXTOEBICHLVEERBSLF—2ERLET, XORICRTELSIZ,
SV 7THF— SYTHERE—, BRUOBEF—Z2FALET,
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Wrapped CMP Item encryptor
Application [Generate encryption key} » Plaintext encryption key
iwrap key
Wrapping key »Wrapped encryption key » Wrapped encryption key
Unwrapping key
Signing key »| Signing key

Encryption algorithms

B TUTIEZRETS

ZOEYTAVTER., BEAIFUTILIOVIIANESHRAZBROS Y 7en=IFU 770N
A= (SYTENECMP) DAL, HH, REBOFM-ODVWTHALET,

ABTF7VTr—>3>hs)

« Y 7 &Nhf=F—: Advanced Encryption Standard (AES) #¥+—, il RSANTUY Y

F—, EEENESLENTVIEARAATT. ThUAOBARATS I THY, EBREh
£7,
- SYTRBRF— AT AL TERENET,
- BEF—

AN (BEIVOIVTEAS)

« DynamoDB St TF A

HH (BRI UTEA):

s 7L—FTFAMNEEBS{LF—
« EEFX— (BEThFELA)
s ZBONTUTILEGR: ChesnEl. 9747 M EBIZEMTZNTUTIILSHABEICKRT
ENhERT,
+ amzn-ddb-env-key: Base64 TLY1—REhkSvSEht-EHERBS{L+—
« amzn-ddb-env-alg: BEEZBEL TR LHICEAETNZIBEELTIIV XL, F7 AN
AES-256-CBC T49,
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- amzn-ddb-wrap-alg: 7Y 7&Ehic CMP A IERERES{t*F—25 Y7 I3HLOICEALESY
TT7INIdVXL, FYETF—N AES F—NDHEE. RFC 3394 TERENTWVWAEKSIC,
F—(FBHAKIEL D AES-Keywrap ZFEALTTYTEhET, FYTF—H RSAF—0N5
&, ¥—& MGF1 NF7 1 > J{+& RSAOAEP ZERA L THES{tEhET,

Processing

HEZESLIDBE, FYTF—EBEF—TELET. SYTHRERFT—B. 7732 TERS
nEXY,

1. Y9 7&ENECMP IR, T—7 )L EBEBICEAEOXNMHEERES{LF—&2ERKLET,

2. BEREEB{F—%2oVv 9B LEHICEELESY S F—2FHALET, XIC. ARERPRY BEL,
XEU KV HIBRENET,

3. cnlEk, ZL—TFFANEBERSILF—, BELEBEFX—., EBONTUTIHEB (TY T
NEEERESLY— BELBREZYTTIOAVAXLEZED) ZRLET,

4. BEI>OUTREFE, 7L—FTFAMNEE{F—2FHAL CERZBES{LLET, HBEICESR
THEHICKEELEBEF—Z2FRALET, KIZ, AIEBZREYEL, XFULYTL—FTFFA
RF¥F—NHIBRENET., TYTENBESILF— (amzn-ddb-env-key) ZE2L. EBEOI TV
T 74 —=)LRZEBEHONTUFIEREHICIE—LET,

BENTUTILZHETS

COEITIAVTER., BEIFUTIOVIIANESHRZBOS Y JEnkIFU7ZIL7O/NA
RA—(SYTEhCMP) DAL, Hh, REBOFHM-ODVTHALET,

ABT7VTr—>32hs)

«c DYVTF— AT IVTERENET,

- TV 7#BR*—: AL Advanced Encryption Standard (AES) i#¥—F &k RSA BE{LICHERE
NIERSANT VY OF—ICHBTRTZAR—hF—, BHEIBSHLENTVIEREHET
T ThUAOBEREAT>a>ThY, BREIET,

. BEF—

ABEEBIVOVTELS)

« DynamoDB S5 I THFARNOIE— (XTUTILHBEBHEORNEBEE D),
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HAO(CEEI>OUTZAN)

« TL—FFANEERESHKF—
- BEFX— (BREEThEIHA)

Processing

HEZESIIRE. ZVTHBRFTF—EBEEF—TELET, ZVT7F—G., #7232 TEEREET
xY,

1. ZY7&ENTCMP I, BEONTUTIIRBRBHEL ST Y TEhtHEBESLF—ZBELE
9o

2 BAESHKF— SV THRBRIDEHDICTYTHEBRF—EETIIVALZFEALET,

3. ¥, MEIVIVUTRIITL—THFANEEBRES(LF—. BEFT—. BLEBESALH LT
BEETINIVAXLZERLET,

A HBIZVOVT7 2, BEFX—2EALTHAZRIAELEX T, UL, HEBSILF—2E
AULTIEBZESLET. R, ATEZRVELS, XEFUKRYTL—2FTFANF—NHIBRE
x5

B 7ONAH—

(@ Note

VAT MIOBEEILS A4 7S5 OFZHA AWS Database Encryption SDK ICZEEE N E
Lie XD KEY ZI(CIE. DynamoDB Encryption Client for Java ®/N\—2 32 1.x~2x B &K
U DynamoDB Encryption Client for Python ®/N\—> 3> 1.x~3x ICE T2 BHAREHE
TWVWET, FHlICOV\WTIE,. TAWS Database Encryption SDK for DynamoDB /N\—> 3 > @
HR—bhy ZRLTLEE L,

BH7ONAA—F, TJONAFZ—ARNT THETDI IS ICHRFTEnEESHITUTIL7O/NA

A — (CMP) T¥, 7ONAHA—ARNTHS CMP ZEfEL. CMP A SRZBESIITUTILZEE
LET, chikx, BE., ECMP ZFRAL TEHOBSIKITUTILZIVITANLVLET, EEL,
TONAZ—ANTOMeEEFERAL T, XTUTINBRAS hZEREZHHL, CMP OO0—7F—
JAVHEEEREL, BRFTONAA—%Z2ZEUTICEAITEICMP DR T 2EETHEETE
-
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® Note

B#H7O0/N1 A —D MostRecentProvider i8S ICEEMITshzd—RiE, Z7OADE
MEEOB, BSIUIYTUTILEXTIICRETZDEENF HBVET, chllkl), FRTHL
Tk, FRATRPERI BB OLEF—EFEATERRSICBD AR HYET,
MostRecentProvider @&k, DynamoDB BEHLO S A7 ROHYR—KEhTL
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» Python: most_recent_provider_encrypted_table
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TWET, chsnfiTRE, Fvyv2 14 XZ2 1000 T MNJICEREL., TTL Z 60 ICERELF
¥,

Java

// Set the name for MetaStore's internal table
final String keyTableName = 'metaStoreTable'

// Set the Region and AWS KMS key

final String region = 'us-west-2'

final String keyArn = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"

// Set the TTL and cache size
final long ttlInMillis = 60000;
final long cacheSize = 1000;

// Name that identifies the MetaStore's CMPs in the provider store
final String materialName = 'testMRP'

// Create an internal DynamoDB client for the MetaStore
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

// Create an internal Direct KMS Provider for the MetaStore

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();

final DirectKmsMaterialProvider kmsProv = new DirectKmsMaterialProvider(kms,
keyArn);
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// Create an item encryptor for the MetaStore,
// including the Direct KMS Provider
final DynamoDBEncryptor keyEncryptor = DynamoDBEncryptor.getInstance(kmsProv);

// Create the MetaStore
final MetaStore metaStore = new MetaStore(ddb, keyTableName, keyEncryptor);

//Create the Most Recent Provider
final CachingMostRecentProvider cmp = new CachingMostRecentProvider(metaStore,
materialName, ttlInMillis, cacheSize);

Python

# Designate an AWS KMS key
kms_key_id = 'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab’

# Set the name for MetaStore's internal table
meta_table_name = 'metaStoreTable'

# Name that identifies the MetaStore's CMPs in the provider store
material_name = 'testMRP'

# Create an internal DynamoDB table resource for the MetaStore
meta_table = boto3.resource('dynamodb').Table(meta_table_name)

# Create an internal Direct KMS Provider for the MetaStore
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

# Create the MetaStore with the Direct KMS Provider
meta_store = MetaStore(

table=meta_table,

materials_provider=kms_cmp

# Create a Most Recent Provider using the MetaStore
# Sets the TTL (in seconds) and cache size (# entries)
most_recent_cmp = MostRecentProvider(
provider_store=meta_store,
material_name=material_name,
version_tt1=60.0,
cache_size=1000
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Most Recent Provider
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Name, Version

Provider store
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SF—EBEFXF—FTLRFRTZEELET, BSLEhEBEREZESITHLHICALUF—ZIE
ETRIHENHYET, B CMP FESLARL -3 ZRITLERA. KDYIC, BEI>Y
D7 RICEEVLEESILF—Z2T0XRFELET, BEAIV VU7 R2E., BSLF—DETOEBZ
BetLET, RIC, BREF—ZEEFEALTEBELET,

BB CMP E—E0RES{ITUTILEZERLEVLED, RBTZIXNTOT—7IIEERKEUES
tF¥—THES{tEh, ALBEF—TBEREINET, ALF—Z2FALTZHOEHEOEMHEZES
Itg2h, BULF—FLEFF—RT7EFEALTINTOEHICBETSE, F—ORESLOFIRZRE
ASBBENFHYET,

(® Note
Java ZA 7 ZVAQERBENTONA I —BBHTONAA—TRHIEEA, Ch
. ZY7EhizCVMP OREIVARNT VR ZEETRETTYT., AHERBRETOLAR
RETIHN, TERLEFTZYTENZCMP ZEEERATIHLENF&VET,

g8 CMP &, DynamoDB BSOS A T "R HAR—KNLTVWBREBOESLYT) 7IL7O/N
A5 — (CMP)® 1 2TF, #i0 CMP OEMICOWTR, TEEIFUTILIONASE—) 258
LTLEEL,
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https://en.wikipedia.org/wiki/Advanced_Encryption_Standard
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/providers/AsymmetricStaticProvider.html
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BO7ILDA—RIEDVTR, UTZSRBLTSEEW,

« Java: SymmetricEncryptedltem

(N =Ry
- ERBEE
o T4 A

R A&

BRNBRT7ONA A —ZERTRICE, BELF—PF—RTBELVBEF—XPF—RTEEELE
T, T—7NEBERESILBITES TR, F—XTUTLEZEETIRENFHVET,

Java

// To encrypt
SecretKey cek = ...; // Encryption key
SecretKey macKey = ...; // Signing key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

// To decrypt
SecretKey cek = ...; // Encryption key
SecretKey mackKey = ...; // Verification key

EncryptionMaterialsProvider provider = new SymmetricStaticProvider(cek, macKey);

Python

# You can provide encryption materials, decryption materials, or both
encrypt_keys = EncryptionMaterials(

encryption_key = ...,

signing_key = ...

decrypt_keys = DecryptionMaterials(
decryption_key = ...,
verification_key = ...

static_cmp = StaticCryptographicMaterialsProvidex(
encryption_materials=encrypt_keys

BEXTUTZIL7aN/ X —
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/SymmetricEncryptedItem.java
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decryption_materials=decrypt_keys

148 &

BN 7ONAM T —F., BELERSAF—CBRF—Z2HEIVVTRICELET, T, h
SOT7ATALR, T—7IIEHEOBSLEBRICEEFERAENE T, FEBICEXRZF—Z2EELL
WERY), IXTOEETEAUF—NFEAENET,

Static CMP
| |

» AES encryption key
Signing key/pair

Application - —~ » Item encryptor

BRI TUTIEZRETS

ZOEIYIVTH, BEAUITUTIOUIIANEZSTRABOBHITITIL7ONASE —
(B8 CMP) D AN, Hh, AEOFMEICOVTHALET,
AN (T7TVr—23avhs)

« BEH{t¥— - Zhik. Advanced Encryption Standard (AES) F—B EDRHF—THILEN H V)
£9,

« BEF— - ChiE, AHF—EERENHE-—RTTT,

AB(EEBIZOVTENS)

- DynamoDB B&{tJTFA b

HH(EEIIVTEAN)

c ABELTEENDESLF—
c ABELTEENZEREF—
s RBEONTUTIINHB: VOTARENEITUTILGHE, FETRDHERE. EEEhIEHA,
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https://tools.ietf.org/html/rfc3394.html
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BEXTUTINERETS

Oty arTlRk, EESXTIUTILOVIIANEZZTRMABEOBHITUTIL7TONA X — (8
B CMP) DA, Hh., REOFHICOVTHALET,

EEAUITUTIORBE, BEEIXTUTIOBREOLEODEZDZ XYY RAGEATVERITHN, B
EREELUTT,

ABTFT7VTr—>3>hs)

- BES1t¥— - Zhilk. Advanced Encryption Standard (AES) F—B EDHHRF—THIHLEN H V)
£9,

. BEF— - ChE. WHF—FLEFRBE AT TT,

ABEEBIVOVTEES)

« DynamoDB S5 TF AN (FALEEA)

HAH CCEREIOVTEA)

c ABELTEENDIESLF—
« ABELTEENBEREF—

Amazon DynamoDB Encryption Client TRIETRER 7O S5 Y

1|l
k=111]]

=)
=]

® Note

954 T > NMIDOBES{LS A4 7S ) DEBIA AWS Database Encryption SDK IZZEEE hE
Lk, ROBMEY ZIZI&, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICE T3 BHmAEHE
TVWET, FHMICDOWTIE. TAWS Database Encryption SDK for DynamoDB /N\—= 3> M
HR—by ZSRLTLEE,

Amazon DynamoDB Encryption Client Tlk, U TO7OJ SV JERZEATEE T, SEEHR
DTZATTVREREETTN, BRELTEBONDREFIMEEANTEERT, L&A, Java
94T NTHEBEZBB{L (BRVUEBR) L, Python V547 NTHEHEZEB T ENTESE
ER
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FECOVTE, ZETBREYVZSRLTSEZ L,

Ky D

* Amazon DynamoDB Encryption Client for Java

+ Python A DynamoDB BE&{tL7 547> K

Amazon DynamoDB Encryption Client for Java

(® Note

V54T MIOBEEILS A4 7S5 OFZHEA AWS Database Encryption SDK ICZEEE hE
Lis XD KEY 2I(CIE,. DynamoDB Encryption Client for Java ®/N\—2 3> 1.x~2x B &K
U DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3x [CEA T2 FHMARLHE
TWET, FMICOVWTIE., TAWS Database Encryption SDK for DynamoDB /A\—> 3> M
HR—bhy ZSRLTLEE L,

O RNEY 2Tk, Amazon DynamoDB Encryption Client for Java 24 > ARN—=)LLTHERAT D H
EZOVWTEHBALET, DynamoDB StV SA 72 N 2FERL 7O S JOFMICOVWT
l&. Java ®Hl, GitHub ® aws-dynamodb-encryption-java JRZ MU IZ&H B, & & T DynamoDB
E 5O T4 T NA® Javadoc 2SR L TS EEV,

(® Note

DynamoDB Encryption Client for Java ®/N—> 32 1.xx &, 2022 F£7 RICHR—ET
TI—RICAYET, JELERYBRICHFLWN=—23a2 LTy FTIL—RLTLKEE L,

Ny

- HIERA

s 412A=I

+ Java | Amazon DynamoDB BE&{t V54 7> N D ERFE
+ Java Al DynamoDB Bt V5 A7 hOH 7 ) 1—R
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https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
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EIE=2es

Amazon DynamoDB Encryption Client for Java Z4 > A RN—=)L 3 HIIC. AT ORIEZFGENFELE
TWBEzZBRLTLEEL,

Java ARIRE

Java 8 LUIBEN MBIV ET, Oracle DV I TH A NT JavaSE OA I O— RIZBH
L. Java SE Development Kit (JDK) 22> O—RLT, 1A=L ET,

Oracle JDK ZEH ¥ %54 &, Java Cryptography Extension (JCE) EFIPREE D EER 1) S —
TJ77ANEADO0—RLT, 1 VARN—ILTEIRBENFHYVET,
AWS SDK for Java

DynamoDB BES{t VAT > MZk, 77— 32/ DynamoDB & X V) EY) LB VB E
AWS SDK for Java T&, @ DynamoDB EZ 1 —)ILA"BETY, SDKEEKELFZOET 1—
NEGEAARN=ITEET, Maven ZFEAL TLBHEEE. aws-java-sdk-dynamodb %
pom.xml 77 A J)LIZEMLET,

DAVAN—IEBREOFHMIC OV TIE AWS SDKfordava, ", 2B L TL<EE VWAWS SDK
for Javao

A2AN=
Amazon DynamoDB Encryption Client for Java &, A TOHFETA 2V AR—=ITEET,

FE

Amazon DynamoDB Encryption Client for Java &4 2> A M —J)L 3 % (Zl&. aws-dynamodb-
encryption-java GitHub DR M) Z O O—2FBERA V2 O—RLTLKEEV,

Apache Maven O£

Amazon DynamoDB Encryption Client for Java l&. AT O&FEZRZFEAL T, Apache Maven
ZNLTCRIATEET,

<dependency>
<groupId>com.amazonaws</groupIld>
<artifactId>aws-dynamodb-encryption-java</artifactId>
<version>version-number</version>

</dependency>
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https://www.oracle.com/java/technologies/downloads/
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
http://www.oracle.com/java/technologies/javase-jce8-downloads.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/getting-started.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/getting-started.html
https://github.com/aws/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/
https://maven.apache.org/
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SDKZA 2 ARN=ILES, C2OHA R& GitHub ® DynamoDB BE&51tY Z 4 7 > b Javadoc ®H
7N OA—REEBELTHBLET,

Java Al Amazon DynamoDB BES{t V547> NOFERASE

(® Note

DSAT > MIOBEEILS 4751 OFZHEA AWS Database Encryption SDK ICEEE hE
L, XROKMEY ZIZIE, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x H &
¥ DynamoDB Encryption Client for Python ®/N\—> 3> 1.x~3x ICEA T2 REHARHRE
TWET, FMIC OV TIE., TAWS Database Encryption SDK for DynamoDB /A\—> 3> M
HR—bhy ZSRLTLEZ L,

CORNEY VT, Java TD Amazon DynamoDB BELITAT > NOMEDO—ZBIZODVWTEHAL
T, OOV IVIERBICRBRENTOVBVHBEELEENET,

DynamoDB SO SA 7 N2ERALEZ7O 2 J0FMIC OV TR, Java O], GitHub
® aws-dynamodb-encryption-java repository (&% %6l. & &KV DynamoDB BEHLY T A
7> NA® Javadoc ZSH L TS EE L,

ReEY D
« BRI V') Z: AttributeEncryptor # & U DynamoDBEncryptor
- REBEDRE
« Java DEMT V>3
T—7ILEDLEE

BWEI> V)7 R AttributeEncryptor & & U DynamoDBEncryptor

Java @ DynamoDB SO Z A4 7> NI, THZL XJL®O DynamoDBEncryptor & &k T
AttributeEncryptor E WS 2 DOEBE I VU T ZFHYET,

AttributeEncryptor l&. DynamoDB BES{tT 54 7> N ® T DynamoDBMapper AWS

SDK for Java DynamoDB Encryptor ZEA T B DICKILDOAIIN/IN—DUFATT, DynamoDB
DynamoDBMapper T AttributeEncryptor ZA T2 &, HHORERICEBENZEBHNICES
B LVBEENET, £, HEOO—RKICEHBENF EBNICRIES RVESTEIET,
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https://aws.github.io/aws-dynamodb-encryption-java/
https://github.com/aws/aws-dynamodb-encryption-java/tree/master/examples
https://aws.github.io/aws-dynamodb-encryption-java/
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Methods.html
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REBEDKRE

AttributeEncryptor & KT DynamoDBMapper 2R L T, BREO KA TONEEME (I
SUBLVVEBREENEERER O T—7IIEEZENEZRL VT —RTEET, ChSORARY
TlE, ROBICTRI LS, PUT REBFRZEATILORETZIEZREHLET, TOLS
ICERELBWVWEE, F—RXZ2EBESTERVIENHBYET,

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

T—7ILOBEBTEFIMENEBEOXKEEHITHT 7L NOREBELERATZHE. TFI
LENTVBVEBHREERBICEENT, T—7ILOEERAKIIL>TEEEThERA, TORR.
TFIEENTOBEVEREFBEATVEVLESD, ZOBRODIXNTOEMOTHEY) TE, BB BRI
ThE A

£/, CLOBBER REEBZFERATZIEETEEXT, COBER, 77T ATy OOV %
BHCLTT—7ILOEEZLEETHEVSRERVT, PUT REBRERLTTY,

BEZIT—&MH<EHIC, AttributeEncryptor A" CLOBBER £k PUT OREBETREES 1
TW74 ) DynamoDBMapper & & & ICEAE NBH S, DynamoDB Encryption Client 5> 2 1 A
{ﬁugi‘ﬁxu_bijo

HOZIIATEAENATVWAS COI— RZHEFE TSI, DynamoDBMapper D fEA & . GitHub @
aws-dynamodb-encryption-java YR N UJIC&H 3 AwsKmsEncryptedObject.java 0l % S8R
LTLKEEL,

Java DEMT V23>

BHET O3 Tlhk, BEILENTEZREhLEME, BEOAEhEEME, BHREhDE
MEZEELET. BET I 0EEICEATS XY Y RiE, DynamoDBMapper & KT
AttributeEncryptor, £ZEETHMRLARIL® DynamoDBEncryptor DEABEICK > TERYE
CP

/A Important
BUT O3 EFERLTIT—7IIEBERESLER, F—2ETILSEEZEBME L
FHIBRT DL, BREORIAIZ—AREL, T-ROEBSHF TEBLIBIENBUERT,
AMABEBACOVWTR, "T—2ETIOEE, ZZRLTEET W,
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedObject.java
https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
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DynamoDBMapper M7 V> 3>

DynamoDBMapper & &k AttributeEncryptor AT 2BAk. FTREFALTEHET Y
>3VZEELET, DynamoDB ST T A4 T2 NFEED DynamoDB BHEDFRZFERAL

T, BHEZREITDIFHEZERETIEHDOD R/ TEEZLET, F7ZFINTR, 7T/ XVF—%
BR<BUNIXNTES{EENET, ChoOBEHEFEBRECIhTETY, BEHLEEhELA,

(@ Note

@DynamoDBVersionAttribute JFIRZFEA L TERMEZBES{LTEET, LEL, BETD
CERTEERT (BREIAXENBYVET). ThUADES, TOEEFRATDIERMGICEL
T, BERLBVEREELESTHENIHYET,

// Attributes are encrypted and signed
@DynamoDBAttribute(attributeName="Description")

// Partition keys are signed but not encrypted
@DynamoDBHashKey(attributeName="Title")

// Sort keys are signed but not encrypted
@DynamoDBRangeKey(attributeName="Author")

BlANEIEET B Ik, Java B Amazon DynamoDB BBt IS4 TV MIEZEE N TVBIEEILER
ZEALET, VTFALARILTEELESEER., 97AOF 73 MEICEYET,

// Sign only
@DoNotEncrypt

// Do nothing; not encrypted or signed
@DoNotTouch

ez, CNSOIFIRTEL TSN, PublicationYear BHZRES{LLEVIESF. ISBN EM
ExERES{tELEFERELEVTSEEL,

// Sign only (override the default)
@DoNotEncrypt
@DynamoDBAttribute(attributeName="PublicationYear")

// Do nothing (override the default)
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https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.Annotations.html
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/DynamoDBMapper.OptimisticLocking.html
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@DoNotTouch
@DynamoDBAttribute(attributeName="ISBN")

DynamoDBEncryptor DEM®ET 2> 3>

DynamoDBEncryptor 2B 3 2MICEMT V> 3V ZEEEETDICE,. BHEEORTTEMSE
EREENETV3a>ERLTWS HashMap A7 T O M EERLE T,

BHYET O a>naEMEERE, JIEBE O EncryptionFlags TEZENTWVWET, ENCRYPT &
SIGN Z—#&(CfEA L Y), SIGN ZBIMTHERALEY TEXRT, £, MERATEEETESRE
T, L, ENCRYPT ZBITHERA TS L, DynamoDB BELIVZA T MNEIZ—%2AO—L &
T, REBADEMHZESILITBD_LBFTEERE A,

ENCRYPT
SIGN

/A Warning

T4V F—BHZRBHLAVWTLSEE V), DynamoDB TTF—7 )L £EDAF v 2R
TEIICEEZRDODTSNDLSIC, 7L—2TFANDREZMIFITILEN HYET,

Bt TFARNTTSAXDF—2IBEL, VTHOTSAIVF—BHOERT V3T
ENCRYPT Z18EL =354, DynamoDB &LV ZA4 7> M fIAZ AO—LFT,

FEXE, xmJava d—RIE, record BERNDIRNTOEMEZRBEILE RV EBR TS actions
HashMap Z#ERL £3, Ik, BEEhTVWAAIBESHLEhTOVEWN—F1arF—EHE
V—hF*F—BH., BLRUOBRBFLERIESLENATULEY test BET T,

final EnumSet<EncryptionFlags> signOnly = EnumSet.of (EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {
case partitionKeyName: // no break; falls through to next case
case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html
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break;

case "test":
// Don't encrypt or sign
break;

default:
// Encrypt and sign everything else
actions.put(attributeName, encryptAndSign);
break;

ZN#%, DynamoDBEncryptor ® encryptRecord XV Y RERUOHT EEIZ, attributeFlags
NTA—BZOBELTIY T ZIBELET, LEXE, 0 encryptRecord DFTHL T
l&. actions XY 7AERHENhET,

// Encrypt the plaintext record
final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

T—7ILEOLEE

DynamoDB BE&{t V54 7> KTk, DynamoDB T—7 )LD BHIE, BEHEXY Y RELUVES
XYY RIZEEND DynamoDB BES{LAVTHFANDERTY, T—7NEBZBESLELEE
£292d&, T—7INE%ZEL DynamoDB BEHLIV THF AN BEELTFANMNIBESTNSA >V RE
NET, ES XV Y RIZEEZHNSD DynamoDB BBV TF AR, BEILXY Y RIZEES -
DynamoDB St TF AR E—HBULABWVEE, BESARL -3V EFXRBMLUET,

T—TNENYITYTIBHER. RAVNAVEAL) AN ZRITIRDHERE, T—7ILO
BRINEBEENDENHBYET, ChSDERANERZESETLERIATIE, toT—7IE%E
2., HEOBESILEEBLFEAENIOERLU DynamoDB SOV THFANZETHEN B V)
T, REOT—TILBRBEHEHA,

DynamoDBEncryptor Z#H ¥ %% 4. DynamoDB St 1 THF AN EFEH THAKIL
T&EY, =L, DynamoDBMapper ZFEAL TW3HF A&, AttributeEncryptor (C
KO2TBENDT—TIE%ZEL DynamoDB BEIL I THFARNNEREhE T, ELD
T—7ILBTESILIAVTHFANEERT D KD AttributeEncryptor ICIERTSIC

(&. EncryptionContextOverrideOperator ZFEAL £ T,

EAE, ROODA—REF, BEAITUT7IL7O0/N144— (CMP) &
DynamoDBEncryptor @4 AR A&ZEHKL EF, RIC. DynamoDBEncryptor @
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https://aws.github.io/aws-dynamodb-encryption-java/com/amazonaws/services/dynamodbv2/datamodeling/encryption/DynamoDBEncryptor.html#encryptRecord-java.util.Map-java.util.Map-com.amazonaws.services.dynamodbv2.datamodeling.encryption.EncryptionContext-
https://docs.aws.amazon.com/amazondynamodb/latest/developerguide/PointInTimeRecovery.html
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setEncryptionContextOverrideOperator XV Y RZHFEHLET, k., 12D
T—7 I E% LEZ TS overrideEncryptionContextTableName SEE 72 AL =
To COKDICERET DL, AttributeEncryptor IZ& 2 T oldTableName ®XH 1) I
newTableName Z& ¥ DynamoDB StV THFARMNERENE T, TL2AHICOVT
l&. EncryptionContextOverridesWithDynamoDBMapper.java Z2Z8B L T & L\,

final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

encryptor.setEncryptionContextOverrideOperator(EncryptionContextOperators.overrideEncryptionCor
oldTableName, newTableName));

ER%#ESHKRURBRI TS DynamoDBMapper M load XV Y REFUVHIEE, TOTF—7IILB%EHE
ELET,

mapper.load(itemClass, DynamoDBMapperConfig.buildexr()

.withTableNameOverride(DynamoDBMapperConfig.TableNameOverride.withTableNameReplacement(oldTabl
.build());

T, BROT—TIIE%E LEE TS overrideEncryptionContextTableNameUsingMap J&E&
TFERATD_EETEERT,

F—7ILBOLEEZEEFTREE., T—RXN0ESLBEORIICFEAETIhET, L. ThSDE
EXHEHERALT, BB LPERZRKIZ DynamoDB St TFFARNADT—T LB EBIDEIC
RETDENTEET,

DynamoDBEncryptor ZFEAL TWRHEEF. T—7 B0 LEEFEFE2FEALEVTIEE
Wo RDWIZ, TOT—TILBTHESHLIVTEFARNEERL, EEXVY RICEEBLET,

Java A} DynamoDB StV 547> hOH 7 )L O—K

(® Note

V54T MIOBEEILS A4 7S5 OFZHEA AWS Database Encryption SDK ICZEEE hFE
Lhs XOKEY 2I(CIE,. DynamoDB Encryption Client for Java ®/N\—2 3> 1.x~2x B &K
¢* DynamoDB Encryption Client for Python ®/N\—> 3> 1.x~3x ICE T2 BHARLHE
TWET, FMICOVWTIE., TAWS Database Encryption SDK for DynamoDB /A—> 3> M
HR—bhy ZSRLTLEE L,
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/EncryptionContextOverridesWithDynamoDBMapper.java
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LT oHITE, Java Al DynamoDB BESILOZA 7> NEFERLT, 77U5—23>o
DynamoDB F—7 )L BB #REIT D HEICODVTHBAL £, GitHub ® aws-dynamodb-
encryption-java J7RZ KU M examples 4 LI KNJIC, ZOHOH] (S LTIHB OFERIC&EILDHI)
FHYET,

N =R
« DynamoDBEncryptor M & F
« DynamoDBMapper O £

DynamoDBEncryptor O {§ F3

ZOfllE, THL AR ® DynamoDBEncryptor % Direct KMS 7’O/NA X —THERAT2HEZRL
TWET, Direct KMS 7’O/N1 A —Ik, FEL &= AWS KMS key in AWS Key Management Service
(AWS KMS) TEEE{IFUTILEERL TRELET,

EfMOHBDESIYT)T7IL70/N4 & — (CMP) % DynamoDBEncryptor TERATEE T, &£
7=, Direct KMS 7°'0/Y A & —% DynamoDBMapper & & O AttributeEncryptor TEHATE XY,

21— RY 2T I)LOSER: AwsKmsEncryptedltem.java

AT Y 7 1:Direct KMS 7ONA X —%/ER T B

BEEhE)—23>TAWSKMS 9SAT U RNDA VAR AZERLE T, RIC, 9547
DAV ARAEERAL T, EEND AWS KMS key T Direct KMS 7ONAZ—D AV ARV A
ZERLUET,

ZOPITE, Amazon )Y —AXR—LA (ARN) ZEAL T Z&5BIL £ 5 AWS KMS key, EED
B —#FEERATERT,

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

ATV 2. BEEERT S
cnPlTE, YT INT—TIIEBE%EXKT record HashMap ZEZL £,

final String partitionKeyName = "partition_attribute";
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https://github.com/aws/aws-dynamodb-encryption-java/blob/master/examples/src/main/java/com/amazonaws/examples/AwsKmsEncryptedItem.java
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final String sortKeyName = "sort_attribute";

final Map<String, AttributeValue> record = new HashMap<>();
record.put(partitionKeyName, new AttributeValue().withS("valuel"));
record.put(sortkKeyName, new AttributeValue().withN("55"));

record.put("example", new AttributeValue().withS("data"));

record.put("numbers", new AttributeValue().withN("99"));

record.put("binary", new AttributeValue().withB(ByteBuffer.wrap(new byte[]{0x00,
0x01, 0x02})));

record.put("test", new AttributeValue().withS("test-value"));

AT Y 7 3: DynamoDBEncryptor Z{ERX T %

Direct KMS 7’0/N«A4 A —%& L T DynamoDBEncryptor N4 VAR AZERL£T,
final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp);

AT Y7 4:DynamoDB SV THFANZERT S

DynamoDB St AV TFARICE., T—7 L BEICETIERE, BSILBRTBEOGEN
BFENET, DynamoDBMapper ZfFHA T B3FE (. AttributeEncryptor THES{LTF AL
FERENET,

final String tableName = "testTable";

final EncryptionContext encryptionContext = new EncryptionContext.Builder()
.withTableName(tableName)
.withHashKeyName(partitionKeyName)
.withRangeKeyName(sortKeyName)
.build();

ATYT 5. BUET VAV AFATOTIONEERTS

BET7023>TRH, BEHUThTERSCINCRBEOEME, EROATNELEBOEME. B
SLEBRETNTLWEVWEBEOBRREZEELE T,

Java TEMT7 V23> zBETSICIE. BHER E EncryptionFlags fE®AR T ® HashMap %
ERLET,

ez, UT® Java I— R T, actions BEED IR TOEMZRESHLL TEETS
record HashMap Z¥ERRL & T, L, BREREAENBSLtEhTVEWN—FT1> 3 F—
BELPY—RF—FBH. BESLENhTVEVRBED test BRHRBREET,
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final EnumSet<EncryptionFlags> signOnly = EnumSet.of(EncryptionFlags.SIGN);

final EnumSet<EncryptionFlags> encryptAndSign = EnumSet.of(EncryptionFlags.ENCRYPT,
EncryptionFlags.SIGN);

final Map<String, Set<EncryptionFlags>> actions = new HashMap<>();

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName: // fall through to the next case

case sortKeyName:
// Partition and sort keys must not be encrypted, but should be signed
actions.put(attributeName, signOnly);
break;

case "test":
// Neither encrypted nor signed
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;

ATY7 6 HEZESLELVEELETS

T—7IIBEEES{LL TEBETSICIE. encryptRecord DA VARV AT
DynamoDBEncryptor XV Y RZEHUFHLET., T—7J)IEE (record), BT V> 3>
(actions), ES{tTF AN (encryptionContext) ZEEL £,

final Map<String, AttributeValue> encrypted_record = encryptor.encryptRecord(record,
actions, encryptionContext);

AT Y7 7:DynamoDB T—7LICIEHEZANT S
BEIC, BEB{tENEBRZEAXDEE % DynamoDB T—7ILICAHLET,

final AmazonDynamoDB ddb = AmazonDynamoDBClientBuilder.defaultClient();
ddb.putItem(tableName, encrypted_record);
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DynamoDBMapper O &£

LT OHIE. DynamoDB X ¥ /N—AJL/N—2F A% Direct KMS ZONA H —THEAT I FEE T
LTW&ET, Direct KMS 7’O/N1 & —I&. $EEL %= AWS Key Management Service (AWS KMS) ®
AWS KMS key THREESILYTUTILZERL T, RELET,

EMNHZESCYT) 77 O/V4 A — (CMP) % DynamoDBMapper THERTEE T, &
7=. DirectKMS 7’O/NA/ X —%Z L X)L D DynamoDBEncryptor THEATEEX T,

24— RS2 7T ILOSE: AwsKkmsEncryptedObject.java

AT Y7 1:Direct KMS 7ONA X —%EKT 3

BEENLU—23a2TAWSKMS 94T RDA VAR AZERLET, RIC, 9547
RV ARDAEERAL T, EED AWS KMS key T Direct KMS 7ONAZ—D AV ARV A
ZERLET,

ZOBFITE. Amazon JY—AZ—L (ARN) ZERL T £HEIL £ 4 AWS KMS key, EED
BMEF—EBiFaeERATERT,

final String keyArn = "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab";
final String region = "us-west-2";

final AWSKMS kms = AWSKMSClientBuilder.standard().withRegion(region).build();
final DirectKmsMaterialProvider cmp = new DirectKmsMaterialProvider(kms, keyArn);

AT Y 7 2:DynamoDB I %) 7°& & DynamoDBMapper Z1E T %

ANDATY 7 THERL /= Direct KMS Z7ONA A —%EHAL T, DynamoDB TV U7 2D A >
AZ D A%ZERLET, DynamoDB XY N—ZFEHTBIZI&, THRLAXI)L® DynamoDB T ¥
)T REA VAR AT BDUENHYET,

RIZ, DynamoDB F—RZR—ANA VARV AEIYN—REZERL., ThoZFEHALT
DynamoDB XY /N—0D A1 VAR AZERLE T,

/A Important

DynamoDBMapper ZAL T, BREhik (FLEBBLEhTERShi) BEEZE
MELRFFEETDEZER., UTOHICREATVWSEESIZ, PUT DRSS BREFEEZE
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AT2L5CRELT, IXNTOEBBIBENDLSICLET, TORSICHRELBVE
B, T—REESTERVIENHBYET,

final DynamoDBEncryptor encryptor = DynamoDBEncryptor.getInstance(cmp)
final AmazonDynamoDB ddb =
AmazonDynamoDBClientBuilder.standard().withRegion(region).build();

DynamoDBMapperConfig mapperConfig =
DynamoDBMapperConfig.builder().withSaveBehavior(SaveBehavior.PUT).build();
DynamoDBMapper mapper = new DynamoDBMapper(ddb, mapperConfig, new
AttributeEncryptor(encryptor));

AT Y 7 3:DynamoDB T—7 )L E&ET S

RIZ, DynamoDB 7—7 )L ZEHLE T, FREBEAL T, BET VIV EBELET, <D
Tk, DynamoDB 7—7 )L & L T ExampleTable Z#ERK L., T—7JLIBH %% ¥ DataPolo
D AZERLET,

COYTINT—TLTRE, 7ZA4IVF—DEHRBREENETH, BSehFLA,
fl&. @DynamoDBHashKey & WS FERMAMF V= partition_attribute ICEAEThE T, &
=. @DynamoDBRangeKey & WS ERN TV Iz sort_attribute ICEAENE T,

@DynamoDBAttribute & WS ERAFWIZE M (some numbers B &) FESLEhTERSE
nEI, HlSNE, DynamoDB BEFILI S AT > NTEZE iz @DoNotEncrypt (BEND &) &
Jz|1& @DoNotTouch (BHILEBEEB L) BS{LEREFEAITIEMTT. LEAEF. leave
me B (Z (& @DoNotTouch FRAMFVWT VB 2o, BESLEBREEEhEFLEA,

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String example;
private long someNumbers;
private byte[] someBinary;
private String leaveMe;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

}
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public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

@DynamoDBAttribute(attributeName = "example")
public String getExample() {
return example;

public void setExample(String example) {
this.example = example;

@DynamoDBAttribute(attributeName = "some numbers")
public long getSomeNumbers() {
return someNumbers;

public void setSomeNumbers(long someNumbers) {
this.someNumbers = someNumbers;

@DynamoDBAttribute(attributeName = "and some binary")
public byte[] getSomeBinary() {
return someBinary;

public void setSomeBinary(byte[] someBinary) {
this.someBinary = someBinary;

}

@DynamoDBAttribute(attributeName = "leave me")
@DoNotTouch
public String getlLeaveMe() {
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return leaveMe;

}

public void setlLeaveMe(String leaveMe) {
this.leaveMe = leaveMe;

}

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ", sortAttribute="

+ sortAttribute + ", example=" + example + ", someNumbers=" + someNumbers
+ ", someBinary=" + Arrays.toString(someBinary) + ", leaveMe=" + leaveMe +

"1

}

}

ATY T 4 T—TIIEBZBES{LLTRETS

nT, T—7I)EEBEZERKL, DynamoDB Y Y/ N—%2FEAL CEEBZRETD L, HRRET—
TIICEMENZFICEBNICESLENTEBRENET,

COBITE, record EVWST—TIIERZERZLTVWET, COEBNFT—7IICREE L
ZHIC, DataPoJo VT AMEFRICETVWT, TOBHREES{EhTEREEThET, C0BH
4. PartitionAttribute, SortAttribute. LeaveMe ZBR< IXTHEHUNBEE{LENT
BEZENET, PartitionAttribute & SortAttributes FBENHENET, LeaveMe
BHEEESILELEBREENTVERE A,

record BEH ZREB{LL TERK L, ExampleTable (BT 22k, DynamoDBMapper 75 A
M save XYY REFMFHLET, DynamoDB Y ¥ /N\—Ik PUT REEBMEZFERATE KD ICHKE
ThTVWas, HBEREHELT, KDYWICALU 774XV F—2FEHITHERICBEZHRAS
NEFT, chllkY), BEICBENS —BITDLDIAEY, TOEBEBET—7IHSOWMBEICE
BITEET,

DataPoJo record = new DataPoJo();
record.setPartitionAttribute("is this");
record.setSortAttribute(55);
record.setExample("data");
record.setSomeNumbers(99);

record.setSomeBinary(new byte[]{0x00, 0x01, 0x02});
record.setlLeaveMe("alone");

mapper.save(record);
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Python A DynamoDB B &t V54 7> ~

® Note

94T NMIDOBEELS (4TS ) OFFEA AWS Database Encryption SDK ICEEE h E
Lk, ROBMEY ZIZI&, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICEE T3 BHmAEHE
TVWET, FHMICDOWTIE. TAWS Database Encryption SDK for DynamoDB /N\—= 3> ®
HR—by ZSRLTLEEL,

O BREY U TR, Python Al DynamoDB SO TZA T RN EA 2V ARN—=)ILLTHERAT B HZEIC
DVTHBALET, <O1— Rk, GitHub ® aws-dynamodb-encryption-python URZ NUIZH V),
MBRTADICKRIDELTTANZERAO Y I I—RFEEFNTVET,

® Note
DynamoDB Encryption Client for Python ®/N\—2 32 1xx XUV 2.xx &, 2022 F7 A
CHR—BPRRTTII—AICANET, AEBZRYEBSLCHLVWN—232ETFTYTIL—R
LTLKEEZL,

NEY D

- BIRREMN

c 4AVARM=I

+ Python F§ Amazon DynamoDB &t V54 7> N DR %
+ Python f§ DynamoDB St O AT NOY 7))L I—R

Bl SR

Amazon DynamoDB Encryption Client for Python Z4 > AR =)L 32 HIlC, AT ORIRZHGN EHiLE
NTVWBHCEZBRELTLSEZL,

Python DHR—KkEhTWB/N—23>

Amazon DynamoDB Encryption Client for Python /\—< 3> 3.3.0 LA Tk, Python 3.8 LARRA
PBETY, Python XA O—RFTBICIE, "Python DF U O—R, 28RBLTLSEEL,
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Amazon DynamoDB Encryption Client for Python QLB D /N—= 3 2 Tld Python 2.7 8 K T
Python 3.4 LI R—RENTVERTH, FFH/N—23 > 0 DynamoDB BEFILIZ AT b
BEATHEEBEBOLET,

Python A pip 1 A=Y =)L
Python 3.6 LARRIZ & pip AEENTVWETH, PYTIL—RIBIEETEERT, pipDT VY

TIL—REEZGAZAR—LOFMZDOVTRE, pip RFIXINADAI VA= ZSRL
TLEE L,

12AN=)

LUToHIICRTLSIC, pip Z#H L T Amazon DynamoDB Encryption Client for Python & 1 > A
R—=ILLZET,

BHIN—232A2VARN-LTBRICE

pip install dynamodb-encryption-sdk

pip EEALTNYT—2Z AV ARN—LBROTYTIL—RIBDAZOFMCOVTE., "Ny
T—20DA VA=) ZZRLTLEEL,

DynamoDB BES{t V54 7> R Tk, IXTOTS T Y N7 #— AT cryptography 54 7 5 U K HE
T3, pip DITXTH/N—2 3> Tk, Windows IZ cryptography 54 7S UK AV AR=ILENT

BEENET, pip8.1 LABETIE, Linux \Z cryptography A4 VAN —ILE N THEEEET, U

DIN—=23> 0 pip ZFEALTVWT, LnxREBICEESA TSV EBEITILEHICHERY =)L
BVEER., ThESEZAVARN—ILTRIHREN BV ET, FMICDOWVWTIE, TBuilding cryptography
onLinuxy ZZRLTLEZV,

DynamoDB St V54 7 > NO&EFHBER/N—> 31k, GitHub ® aws-dynamodb-encryption-
python UARZ KU A SEETEET,

DynamoDB BES{t V54T R 24 ARN—=ILES., ZOHA RD Python I— RDHlZE BixAH
SEBLET,
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https://pip.pypa.io/en/latest/installation/
https://packaging.python.org/tutorials/installing-packages/
https://packaging.python.org/tutorials/installing-packages/
https://cryptography.io/en/latest/
https://cryptography.io/en/latest/installation/#building-cryptography-on-linux
https://cryptography.io/en/latest/installation/#building-cryptography-on-linux
https://github.com/aws/aws-dynamodb-encryption-python/
https://github.com/aws/aws-dynamodb-encryption-python/
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Python F§ Amazon DynamoDB BE&L Y54 7> NOEREE

(® Note

94T NIDOBEELS (4TS OFFETA AWS Database Encryption SDK ICEEE h E
Lie XD KMEY ZI(CIE. DynamoDB Encryption Client for Java ®/N\—2 32 1.x~2x B &
' DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICE T3 BHmALHE
TVWET, FHMICDOWTIEE., TAWS Database Encryption SDK for DynamoDB /N\—> 3> ®
HR—bh1 ZZRLTLEZ L,

O KEY 2Tk, Python | Amazon DynamoDB St V54 7> M OKEEED —ZBIZ DWW TEHBAL
FI, OTOVFIVIERBICREBRENTOVBVHBEEEENETT, chsOMEER., REEE
BT DynamoDB BEELVSA 7 N B ICHERATED LS IR ETVET, BELEER
BEIAI1—AT—RAZRE, CORFEEZFRIDLZHEBHLET,

DynamoDB BESAL O ZA T R EERALEZOTZ I T OFEMICOVW T, 2DOFH A RO Python
Ml GitHub ® aws-dynamodb-encryption-python R N UIZ&H %, & KT DynamoDB &St
DFA4AT > NA®D Python RFIXRZSBLTLSEEL,

N =R

« DSAT UV ROAIN=DOF A
« Tablelnfo 77 A

« Python DBMT7 V>3

DZATROANILIN—=DF A

Python A} DynamoDB 51t o 54 7> MZik, DynamoDB M Boto 3 VS AEZIS— VI T3%E
BOOZATMNILN=DFANEENTVET, ChSOAILN—DFTATR., ROKXSIC, B
SLnEM, BEE®D DynamoDB 77U —2 a3 ANER, — MW EHEOEEZEBEIZITS> L
A TEERT,

c BEDTSAIVF—EBEBNHTERVLDIC, 7SI UF—DLEETHIa V%
AttributeActions 77 TV NZBINT S A, AttributeActions A7 T O NZFEALTY
FAINVF—EBEATIRDIICITA T MCARNICERLTVWRBAREHNAZ AO—L
F£9, AttributeActions A7 IO RNDF T A KNFT U 32 DO_NOTHING DFE, ¥
AT RDODANN—=DZATRTZAIVF—OT O IaUNFERENET, ThUADES
&, SIGN_ONLY ZEAL £ 9,
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https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/
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 Tablelnfo #7< T K&K L. DynamoDB NOMEUH U ICE DWW T DynamoDB 5L 17
FANCTF—READLET, ChiZkl), DynamoDB S THFANDBEN BRE 1,
DAT 2 RNRTZARVXF—ZRBBTEDLSICAYET,

« DynamoDB T—7 I A GRAEEE D EEICT—T7 I EEEZEBNICESLELUVESTH X
VY R (put_item ¥ get_item B &) ZHR—KNLTVET, £ L., update_item XY Y R
BFHR—KRENRTVEREA,

DZAT 2V ROALIN—DZAZEALET, BLRILOEEI V7 2%ZERAL TEEPYEY)
TRIMERHERA, BRIV IVUTRATEEAT IV EREITILEN HIBEZRE,. Ch
S5NUZAZEERLET,

DZAT 2 ROALN=DFAIZE, LTOEDHNEENET,

« EncryptedTable: 1 207 —7 )L ZRE&ICME T S 7= IZ DynamoDB TT—7 LU Y —A &
BT 7Vr—3 /A,

« EncryptedResource: /\Y FREAIZ DynamoDB TH—EA YV —RAV S RA&FERATEI TV —
>aH,

« EncryptedClient: DynamoDB TIRL XL I ZA T N eERATHT7 7V r—>3a> A,

DFZATROANIN—DSRAEERTRICIE., 2— Y h7—7 )LD DynamoDB DescribeTable
ARL—23 BT EIT T IV AT I REBEICSLETT,

Tablelnfo 72 A

Tablelnfo 7 2 Alk, DynamoDB T—7 )L ZRIAILN—VFZATT, 7ZA4IVF—tHVF V)
AFVIADTA—)LREFEALE T, ChiZkV), T—TIIICETRZERBEVTILEZA LER%E
HREICIRETEERT,

DZATROANIN—OZAZEALTVWSHER. TableInfo #7210 MR, ERAEH
£¥9, ThUADBE, ATV N EARNICERTEET, FllCOVWTR, BEEIVIUT 2%
ERT2Z2ZRMLTSEE L,

TableInfo #72 I % NT refresh_indexed_attributes XV ¥ RZFH T &, DynamoDB
DescribeTable AR L —> a2 ZRUEHL T, A7 IO MOT7ONTAENFADENE

To T—7ILDOOTIVEE, N—RO—=FAITDAVTFYIRBR)EEEEN EIHICE
FV)ETF, TableInfo VT AICIE, DynamoDB BEL IV TFANCHAELEEZIRMETS
encryption_context_values ZONT 1 E£EFENE T,
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https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/table.html#module-dynamodb_encryption_sdk.encrypted.table
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#table
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/resource.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#service-resource
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/client.html
https://boto3.amazonaws.com/v1/documentation/api/latest/reference/services/dynamodb.html#client
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/tools/structures.html#dynamodb_encryption_sdk.structures.TableInfo
https://docs.aws.amazon.com/amazondynamodb/latest/APIReference/API_DescribeTable.html
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refresh_indexed_attributes XV v REFERATZICIE. 2—4Y NFT—7 )L ® DynamoDB
DescribeTable ZRL —2 3 ZHUOHIT T IO AF I BEEICHLETT,

Python DEM4T7 V> 3>

BHETO a2k, BEEOEBHICHULTERITITSDT7O>av2EBBI VU 7RICERLET,
BHET V23> %k Python TRETDICIE, 74 KNF U232 T AttributeActions #72T
JhE BREODEBMOHAZERL T, BUZER. 5IZFED CryptoAction TERENTLVE
ED

/A Important
BT O A EERALTT—7IIBEBZBSHLER, F—2ETIHNSEMEEBMEL
FHIERIRE, BEORIIZ—AREL, T—FOESHTELLI BRI ZENBUET,
FHEHBIEODVWTR, "F—E2ETFTIOEE, 2ZRBLTSEEL,

DO_NOTHING = 0
SIGN_ONLY =1
ENCRYPT_AND_SIGN = 2

ez, 2O AttributeActions A7 TV KE. IXTOEBMOF7AIRELT
ENCRYPT_AND_SIGN %#%3Z L. ISBN BHEH KU PublicationYear BHHEDHIANZIEEL £,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
"ISBN': CryptoAction.DO_NOTHING,
'PublicationYear': CryptoAction.SIGN_ONLY

DFAT 2 ROANLN—OZAZEALTVRBERE. 77/ VF—BHOBRT Va2 Z2EE
TRIRBEBRHYNECA, ITFATVRNONIN—DVZRAEZFEALT, 77ANVF—ZBESKLTR
ERFTEXREA,

DSAT 2 RNOANIN—DZAREALTHEST, 72 KNF 2> 3 2 H ENCRYPT_AND_SIGN
DI/FEF., T7TAIVF—OT 023 aBETIHRENHYET, 774X UF—ICHEET ATV
579232 SIGN_ONLY T, BEICITDICIK, set_index_keys XYY RZFEALET, <
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DXYY RTR, Z7FAXUF—ICSIGN_.ONLY, F7FI KT U> 3> 0FEIZIE DO_NOTHING
FERAETIET,

/A Warning

T2ARVF—BHEEBESLLEVWTLSEEV, DynamoDB TTF—7 &0 AF v+ &R
TEIICEEZR DS NBELSIC, Z7L—2TFANOREBEHIZIDISLEN BV FT,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
)

actions.set_index_keys(*table_info.protected_index_keys())

Python A DynamoDB BES{t VA4 7> hOH > 7 )L I— K

(® Note

94T NIDOBEELS (4TS OFETH AWS Database Encryption SDK ICEEE h &
LA, RO KMEY ZIZ1E, DynamoDB Encryption Client for Java ®/N\—2 3> 1.x~2x &
U* DynamoDB Encryption Client for Python ®/N\—2 3> 1.x~3x ICE T2 BRI LEHE 1
TVWET, FHMICDVWTIE., TAWS Database Encryption SDK for DynamoDB /\—> 3> M
HR—bh1 ZZRLTLEEZ L,

LT 0BT, Python A DynamoDB BES{t 0S4 7> hN&2ERALT, 77U —>3>0n
DynamoDB F— 2 ZREIT D HEICDODVWTEHBAL £, GitHub ® aws-dynamodb-encryption-
python DRI N1 D examples F4 LI RNUIC, ZOMOH (BRTIMBOFERAICKILDH) AdHY)
£,

N =R
+ EncryptedTable 2547 MMIN=—DSAEFERTS
- HEIVOVUT2%ZERATS

EncryptedTable 754 7> MAIIN—OZAZFERTS

LT oAk, EncryptedTable 9547 2 "AJ/IN—2F AT Direct KMS ZONAZ—%FERT
25 RLTVET, COfITR, RO BEIVIVT2%2FERAT2 OflERUESILITUT
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LW7ONA T —%ZFEALTVWET, EEL, BLRILOEBEI VT ZEEERYEYTEH2DTIE
%<, EncryptedTable V5 AZFEAL XY,

cNSOBlZLBRTBDET, VAT ROANILN—DTANTOEEZRIETETRT., CONE
Tl&, DynamoDB BBt AV THF AR EERLET, T, 7MYV F—BHNEICBREIT
WBABSIEAhTVWEVWIEZRABLET, BSHLITFANEEHRL. 774X F—2HKE
IBIE. 94T KROANIIN—2F AT DynamoDB DescribeTable AR L —> 3> 2O HL
£, COO—RZERFTIBICE. COARL—2a>aFBUPHIT I LAFAN BETT,

E2A&I—RY T IOSE: aws_kms_encrypted_table.py

ATY T 1 T—TIINEERTS

BT DICE. T—7ILBEEEL T, Z%0 DynamoDB T—7 I DA VAR AEERL F
9,

table_name='test-table'
table = boto3.resource('dynamodb').Table(table_name)

ATYT 2BSARTIUTILTAONA T —ZERTS

BRUEEBSAXTUTILZ7ONAS— (CMP) DA AR AZEBLET,

ZDHITIE, Direct KMS ZONA A —ZFEALTVETH, BERMEOHS CMP £2FRHITZH &
£TEET, Direct KMS 7ONAF—ZEKTBICIE. AWSKMS key ZIBELE T, <DHIT
&, @ Amazon VY —RAx—LA (ARN) ZERA L £9 5 AWS KMS key, FEDOEM&F—E5I
FEFEATEERT,

kms_key_id='arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

ATYT 3 BET O ATSIONEERTS

BEM7o0a ik, BEOZEBMICKNULTETITRT7I>a#BBI V)7 RICERLE
T COPID AttributeActions A7 T U NE, EREND test BEEBRS IXNTNDIER
ZEES{LL, BBELET,

DZATROANIN—DOSAZERATIHEERE. 77A/XVF—BHOBET V> a2 &BE
LBEWTL &V, EncryptedTable 75 ATk, 724X VFXF—BHICBRELETHN, BF
{EtLEB A,
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https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#master_keys
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actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,

attribute_actions={'test': CryptoAction.DO_NOTHING}

ATYT 4 EEtEnNET—T I EERTS

BEFT—T )L, Direct KMS 7’ONAE—, BT V>3 &2FEALT, BE{tehiT—7 I %

ERLET. COARATY T TEREZZETLET,

encrypted_table = EncryptedTable(
table=table,
materials_provider=kms_cmp,
attribute_actions=actions

ATV 5 F—7IWCTL—TFARNEBZEALTS

encrypted_table T put_item XV VY RZHUFHT &,

TEZ&Eni#%, DynamoDB F—7ILICEBIMENET,

¥Y., T-7IIEBEBEERLET,

plaintext_item = {
'partition_attribute': 'valuel',
'sort_attribute': 55
'example': 'data',
'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
'test': 'test-value'

R, T—TWCF—REAALET,

encrypted_table.put_item(Item=plaintext_item)

DynamoDB 7—7 LA SEEB{UERTERE ZMBIDICE, table 77T IO RMICHLT

F—7LER EEBN IS {LE h

get_item XYY REHUVHLET, EFENLEEEZMBITRICIE., get_itemATZIIRD

encrypted_table XV v RZHVHLET,
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BEIVOVUT2%ZEATS

COBE. F—7LERRBBLTHLE, HATI Y IUTREABNIECR YR D951 F>
RAIWN=DZAZERTERHYIC, DynamoDBBEEILITSA T RNTEEI V) SR EEEE
YWY IT2FEZRLTVET,

COFEEFEATDEEWF, DynamoDB BBV THFARNEREA 7P T U N (CryptoConfig)
EFHTHERLET, £, 1 DORUCHELTEBZRES{LL, BIOFTHL T DynamoDB 7—7
WCZEDEBEZANLET, cnliky), put_item FTFHL OB ARXY A XX, DynamoDB &S
COSAT R EFERALEBENT—20OBSILBLTFBEETSCENTEET, cOTF—XN

DynamoDB ICEEEnd elEH VY EH A

COHITIE, Direct KMS Z7ONA A —%ZFERALTVWETH, BEFRMEOH S CMP 2FEHTHEE
TEET,

Z2AI— RS TIOSE: aws_kms_encrypted_item.py

ATYT 1 T—TIINEERT S

MART2ICE, T—7IILB8ZEEL T, BEO DynamoDB T—7 LU Y —ADA VARV A%
ERLET,

table_name="'test-table'
table = boto3.resource('dynamodb').Table(table_name)

ATY 7 2 BEANTUTILTONA X —%2ERT S
BRUEESANTUTZILZONASE— (CMP) DA 2 AR AZERLE T,

—DHITIE, Direct KMS ZONA A —ZFEALTVETH, BERMEOHS CMP £2FRITBH &
£TEET, Direct KMS 7ONA X —ZERTBICIE. AWSKMS key ZIEELFE T, COHIT
&, @ Amazon VY —RAx—LA (ARN) ZERA L £9 5 AWS KMS key, FEDOBEM&F—E5
FEFEATEERT,

kms_key_id="'arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-1234567890@ab"
kms_cmp = AwsKmsCryptographicMaterialsProvider(key_id=kms_key_id)

AT Y7 3: Tableinfo ANLIN—O S A%FERT S

DynamoDB A 57 —7)LICBIT 2 BHREBMB I ICIE, Tableinfo ANLIN—DOFADA VAR
AZERLET, BEI VIV T2 TEERETSESIE., TableInfo 1 VAR AZERL
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AWS F— 2R — A5t SDK FROYN—=HA R

TEDOXYY REFVHIBENBYVET, JZATVROANIN—DOFAZERAL T ORE
BITDCENTERT,

TableInfo M refresh_indexed_attributes XV ¥ RT, DescribeTable DynamoDB
ARL—23a 2 #FRALT, T—7NICETRIVUTINEALATERSBEREMELET, <D
BRICKE, 774X VF—&, O—ALBR*TO-NILEHABZVAFTYDANEEIRE
9, DescribeTable ZHUOHIT T IV EAFAN REEICKXETT,

table_info = TableInfo(name=table_name)
table_info.refresh_indexed_attributes(table.meta.client)

AT Y7 4:DynamoDB BES{tITF AN ZEK TS

DynamoDB BES{t AV TFARICKEK, T—7ILBEICEIT2EHRE, BELBERTBEOTEN
EFENET, COBFITEE, BEIVUTZERYEY) 5%, DynamoDB ST+ A
NZEBERWICERLET. 94T ROANIIN—DF ATk, DynamoDB &L I TF A
FERENET,

N=TFT42320F—BLTYV—rF—ZEEBTSICRE. Tableinfo ALN—OFA0O70ONT 1 %
FERATEXRY,

index_key = {
'partition_attribute': 'valuel',
'sort_attribute': 55

}

encryption_context = EncryptionContext(
table_name=table_name,
partition_key_name=table_info.primary_index.partition,
sort_key_name=table_info.primary_index.sort,
attributes=dict_to_ddb(index_key)

)

ATV 5 BUETIaVATSIORNEERTS

BET7O a2k, BEEOZRBHICHULTERT TSR T702a &2EBBEI VIV TRICERLE
o COHID AttributeActions AT IV MK, BREENTVAHABEE A TLVEWVWT S A
N)F—EHE, BRI ND test BHEZRE, IXTOEEZRES{LL., BRALET,

BWEHIOV7Z%ZFEALTEERYERY L, F7AIKNT U2 3> H ENCRYPT_AND_SIGN @
BE. 77ARVE—ORET IV AVEEETDIHENHYET, set_index_keys XYV
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REFHATEET, CcOXYY RTR., 77Z4IUF—IC SIGN_ONLY, F7FINKTFTHO>3a>
DIHBEIZIE DO_NOTHING A ERHEhET,

To2ARVF—%ZBEITIEHIC, ZOFITE, Tablelnfo A7 IIRNDA U TFY IRF—%
FALET, chik, DynamoDB NDHUPHLICK > TEEEhE T, CoHdfilE, N—RI—
TFAVTDTZARIF—BLNEELTT,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={"'test': CryptoAction.DO_NOTHING}
)

actions.set_index_keys(*table_info.protected_index_keys())
ATV 6. HEDREZIERT S

DynamoDB B§& LU T4 7> NERETBICIE. T—7ILEEB O CryptoConfig BE THEIF E
RUEATSIORNZERLET, 954F 2 ROANIILN—DF ATk, CryptoConfig AMER &
nEX9,

crypto_config = CryptoConfig(
materials_provider=kms_cmp,
encryption_context=encryption_context,
attribute_actions=actions

)

ATV T HBZEESTS

COARATY 7T, BEEEBSEBLTBALETH, DynamoDB T—7 NI AT hEH
Ao

DSAT U RNODANN—DUSAZFERATZHEZIC, BEERBEBNICES{tENTERZEE O, 0D
B, AULN—OFAD put_item XV VY REHVUHT EEIZ, DynamoDB T—7JLICEEMNE
F£9, BEI VU2 2EEFRTIEES. BEELBLIOCANT I I VEFMHMIAILTVET,

I, TL—TFANEBZERLET,

plaintext_item = {

'partition_attribute': 'valuel',
'sort_key': 55,
'example': 'data’,

'numbers': 99,
'binary': Binary(b'\x00\x01\x02'),
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https://aws-dynamodb-encryption-python.readthedocs.io/en/latest/lib/encrypted/config.html
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'test': 'test-value'

RIC, TOEEZBESILTEBERELE T, encrypt_python_item XYY RT
l&. CryptoConfig REA 7TV NHFRBETT,

encrypted_item = encrypt_python_item(plaintext_item, crypto_config)
ATYT7 8 T—7IICHBEEZANTS
COATYT T, BEILENEBREZFANDEEB % DynamoDB T—7LICABLET,
table.put_item(Item=encrypted_item)
EELE N EEBEEERRTDICE, TD get_item AT TV KD table XV Y RZEFUH

LET, encrypted_table A7 IV RTRBHWEBA, ChIZKY), RIABLTFESELT
I, DynamoDB 7—7 )L &K VWIEBZREB TR EN TEET,

encrypted_item = table.get_item(Key=partition_key)['Item']

ROE G, BELENEBEZHOT—TIIEBEOHO—PERLET,
EE{LENEBHER. NMFTVF—2TT, 774X )F—BHEOBIBLTE

(partition_attribute $ &V sort_attribute) &, test Bk, 7L —2FFARNERD
FETT, &, COHHR, BREZECEY (*amzn-ddb-map-sig*) EXT U T ILFBAREM

(*amzn-ddb-map-desc*) Z.RLET,

{

'*amzn-ddb-map-desc*': Binary(b'\x00\x00\x00\x00\x00\x00\x00\x10amzn-ddb-env-a
\x00\x00\x00\ xe@AQEBAHhA84WNXJEJdBbBBY1RUFCcZZK2j7xwhéeUyLoL28nQ
+OFAAAAH4WTAYIK0ZIhvcNAQCGoG8wbQIBADBoBgkghkiG9weOBBWEWHEYJYIZIAWUDBAEUMBEEDPeFBydm«
izY1OROCAM7WAKEGEL/N/bgTmHI=\x00\x00\x00\x17amzn-ddb-map-signingAlg\x00\x00\x00\nHm:
\x90\x08\x00\x11/CBC/PKCS5Padding\x00\x08\x00\x10amzn-ddb-sig-alg\x00\x00\x00\xeeH
\x00\x00\x00\xefaws-kms-ec-attr\xee\xee\xeo\xe6*keys*"),

"*amzn-ddb-map-sig*': Binary(b"\xd3\xc6\xc7\n\xb7#\x13\xd1Y\xea\xe4d. | *\xbd\xdf

"binary': Binary(b'!"\xc5\x92\xd7\x13\x1d\xe8Bs\x9b\x7f\xa8\x8e\x9c\xcf\x10\x1

'example': Binary(b"'b\x933\x9%9a+s\xf1l\xd6a\xc5\xd5\x1laz\xed\xd6\xce\xeaX\xfoT\;

‘numbers': Binary(b'\xd5\xa@\\d\xcc\x85\xf5\xle\xb9-f!\xb9\xb8\x8a\x1laT\xbaqg\x-

"partition_attribute': 'valuel’,

'sort_attribute': 55,

"test': 'test-value'
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® Note

94T NIDOBEELS (4TS OFFETA AWS Database Encryption SDK ICEEE h E
L, ROKMEY ZIZI&, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICE T3 BHmAEHE
TVWET, FHMICDOWTIE. TAWS Database Encryption SDK for DynamoDB /N\—> 3> M
HR—by ZSRLTLEE L,

EHEZRSLELRES IR LI, BSLLTERITHEM. BRITD (EEL, BSLELEL)
B, BRVTERITDEMZ DynamoDB SV TA T NIGETIEMET V3 ZEETD
PDENFHYVET, BET I3 G, BSLEhEBEBICREESNEVWES, DynamoDB BBEF1LY
AT NEBEBHET V> a > 288WICRELER A

/A Important

DynamoDB Encryption Client i&. BEFOES{LE hTLW &L DynamoDB 7 —7 )L F—2 M
%%{KE-U-ZR_ |\ btb\iﬁ/bo

T—RETFINEZEEIRD LG, 2FY, 77N EELPSERZEMELREEKRTRE, I5—
NFRETDERUNBYET. BELEBUET V32N, BEOIXNTOBETEXRETATLAEY
Ba. TOHEHBR, BERLEAETHESILELVTBRETNBVEENHUET, CSICEERAREL
T, BENESRICEEYTIRMET Va2 H, HEOBSILRICEELLRET Va2 EEED
BER. BERIANKRIZEEIHUERT,

ez, BEOBSLICHERATZIBEHT V3T, test BRICBR TS LS5 RLESRES. T
NDIBEENEBRICIE test BYENEENE T, HEOESICERAITIEMET V3N, test BHT
BREATVWEVWEES, 975472 N3 test BREZEFTBEVBBZORIAEZEAD -8, BRILFEHK
LET,

_hiE, DynamoDB BT SA T KRN IXRTOT7 TV —>a>0EEICKH UL TRUER 25T
EI2XEN BB, EHOTTIVT—23 A RELU DynamoDB IEE O S KT EEIAHK
ZI5BEICBICBABICARYE T, T, BET Va2V 0ZREN IXNTORANIRBRE B &%

BENHDED, 98TV —3a > TERBEICAKYET, DynamoDB F—7 A1 207 OEA
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T12DFRANCK2TTIEARENDFETE, RANTSIVTAATOCLAERIUTDE, 7
OSIORNDEMICBEDEZBEICIS—EH<SENTEET,

T—7 VBB ERIMBIEN TERVBERIAIS—2E#IDICE. ROHA I AZFEALE
ERD

- BHEOEN —#HLLVEBRICI >TERT I IVAEEENDHEE. BAICHLVLELZED
PHICEMET VIV OEEZRTLICT7O/LET,
- BEDHIR -HETEMOERAZHFLETZERRE. BETII 3 Z2BELBVTIEE L,

c TUOAVOEE-BUHET VI AVREZFEALTCT—7NEBZBSLLEEZE. T—7ILAO
IXNTOEEZBESLLATNE, F7FLMNOT OV FEEBRFORMENDT I3 2R
EICEEITRERTERE A,

EZRITIS—EBANERZECREBRIBEEN ®D LD, REODFEREF. ThonI>—%2@ETS
&ETY,

=X

- BHEODEM

- BHEOHIBR

BHEDEM

T—7ILEBCHLUVELZENTZEE, BET IV IVOEENBEICLBEZENHBUET,
EERIATIZ—ZE#IZ O, COEEZ2AT—J07TOCATEETRIEZHHHLE
T F2AT—TDZRBIDEIC, B1AT—IHFTETLTVSREZREELET,

1. T—7 LR TR EEAKEZTSIINTOT TV T—23a > TCERET V3V EZEEL
9, ChoNEEZF7O04LT, BEMFTNTOEBERANIRBRENTVWS & 2R
LEXY,

2. T—7IINEBOHLLVERICEZEEIAZET,

CO2AT—2OF7AO—F TR, IXTOT7TVT—2a>BRTKRANCEAUBRET >3
HFEEEH, FILLEMANROADHICEAUBENfTEENE T, CchiF, BHEOT I a2 EE
LW (BBLELFEEBRELAV)BEATEEETY, TOEHGE, —HOBSLTEESLEES
ATF72IRTHBLEHTT,
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ROBIE, COTOLADE 1 AT—YOI—RERLTVET, HLLWEBEY link A&

nN&EF, chiCl, HOT—TLBEANDOV Y IHFREENET, COVYIRBTL—VTFARD
FRCTILENHDILH, COHFITRBEROAT I AVEENETEY, COREEZREICTT
O4L., IXTOTTVT—2aVBLTRANCHLLWVEBRT 230 H2d e 2RIEBLIES,
T—7)LEBT link BHEOERZHBLET.

Java DynamoDB Mapper

DynamoDB Mapper & AttributeEncryptor ZFRATd &, F7A4INTR., 754XV
F—ZR<BENIXNTESILENET, ChSOBEHRERBREETIhETHY. BELEEThEE
ho BEOKRT VAV ZIEBETSICIE, @DoNotEncrypt FRZFEALET,

BT, FLWV link E#(C @DoNotEncrypt FRZFEALE T,

@DynamoDBTable(tableName = "ExampleTable")
public static final class DataPoJo {
private String partitionAttribute;
private int sortAttribute;
private String link;

@DynamoDBHashKey(attributeName = "partition_attribute")
public String getPartitionAttribute() {
return partitionAttribute;

}

public void setPartitionAttribute(String partitionAttribute) {
this.partitionAttribute = partitionAttribute;
}

@DynamoDBRangeKey(attributeName = "sort_attribute")
public int getSortAttribute() {
return sortAttribute;

}

public void setSortAttribute(int sortAttribute) {
this.sortAttribute = sortAttribute;

}

@DynamoDBAttribute(attributeName = "1link")
@DoNotEncrypt
public String getLink() {

return link;

}

F—REFIDOEE 321



AWS 7*—Z X —ARES{t, SDK FROYN—HA R

public void setLink(String link) {
this.link = link;

@Override
public String toString() {
return "DataPoJo [partitionAttribute=" + partitionAttribute + ",
sortAttribute=" + sortAttribute + ",
link=" + link + "]";

Java DynamoDB encryptor

THRLARILO DynamoDB TV U7X TlRE, B EILT IV IV ZRETIHLENHYE
T, COFITIE, switch XEFEALET. 73 KME encryptAndSign T, N\—F 1> 3>
F—, VY—hF—, BLTHLLV link BRLEFANEEE A TVET, COBITR., VIR
M- RAFEATICERZICT7O/ENTVEVES, U IBHOBSILELTBREZTST
TVTr—=>3 %, DDIUBMOBREOKETST7TIVT—23 20 H0ET,

for (final String attributeName : record.keySet()) {
switch (attributeName) {

case partitionKeyName:
// fall through to the next case

case sortKeyName:
// partition and sort keys must be signed, but not encrypted
actions.put(attributeName, signOnly);
break;

case "link":
// only signed
actions.put(attributeName, signOnly);
break;

default:
// Encrypt and sign all other attributes
actions.put(attributeName, encryptAndSign);
break;
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Python

Python i ® DynamoDB BES{t V5 AT R Tk, IXTOBMRICTF 7L NOT O a2 &
ELTAS., fINZEETEET,

Python V5 AT ROANIN—DVZAZFERALTVWEHEE., 7S/ XVF—BHEOBEHET D
JAVEREBEITIMERFIHYERA, VAT NOAIN—OZRAEEALT, 7547
F—ZBEETDERFTEREA, EEL, 9F4TF 2 RMOANIILN—DOFAZFERALTLEWV
BEAE, N—F1423>0F—&Y—KRF—IZSIGN.ONLY PV 3V ERETIHENHY E
To N—T 423 0F—FLEBEY—rMF—ZB>THESILLESEE, B2BT—T7ILAFY %
THRVEF—RZ2ERTETREA,

cOHITIE, SIGN_.ONLY 7O a>ZBEBIHH LV link EMHOBIAZEELET,

actions = AttributeActions(
default_action=CryptoAction.ENCRYPT_AND_SIGN,
attribute_actions={
'example': CryptoAction.DO_NOTHING,
'link': CryptoAction.SIGN_ONLY
}

J& M D HIER

DynamoDB BES{t V547> R THESILENZEE TR TEICLE > LBERE. TOBMHOFEH
ZELETEXRT, £EEL, TORMOT I IV ZEHRELFEELBEVTSEEY, TOHIBRREL
FEEZT2>THS, TOEBHZE>HEENRO2A215S. TOEBICKLTHEZhEERE T
NBRE—HET. BEORIRFXELET,

O—RLOSEMEOINTORL—RZHIBRLIEVWEBRBSAELINELAN. HEZHBKRITZDOTREE
<. BENFfEAETABKB2LEVSOX Y M Z2EMLTLKEEY, B2BT—TIILAF ¥ EET
LTEBMEDINTOA AR AZRIRLTE, TORMEZFEOBS(LEhEREBER, REVEZAH
TFvyv21E2hdh, FEBREBERCZDAEENBY XTI,
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DynamoDB &t VS A7 NT 7V r—>3a > OBEORNS TS 1—
TAT

® Note

94T NIDOBEELS (4TS OFFETA AWS Database Encryption SDK ICEEE h E
L, XROKMEY ZIZI&, DynamoDB Encryption Client for Java ®/N\—> 32 1.x~2x &
¢* DynamoDB Encryption Client for Python ®/N\—> 32 1.x~3.x ICE T3 BHmAEHE
TVWET, FHMICDOWTIE. TAWS Database Encryption SDK for DynamoDB /N\—> 3> 0
HR—by ZSRLTLEE L,

cOtYU>3a>Tlk, DynamoDB SV TZA T N ZFEATARICEH TS IREEOHSEEZ
RTEEEIC, TORBEOHBRAELEZRELE T,

DynamoDB BES{t V5 AT NMZETB 71— RNV O ZRH TSI, aws-dynamodb-
encryption-java & = l& aws-dynamodb-encryption-python GitHub J/RZ N ICEIEZRHE L E I,

CORFIXVNIBETR T A —RNYIZREHIBICR, FEOR—DODTA—RNY IV D%
FERALET,

[N =R

« POEANERTENFELL

- EEZDRIIAM

- FWN=23a>ooO0-NILT—7 I 0BE

s BFZ7ONAE—DONT A= ANEV

TOEANEEENELL
BE: 77V 5= 3y sRBRUY—RILT I EATERL,

RE MBEBTIVEAFAICODVWTIHALET., 77UT—23 U FERTEATVWREFIUT 4]
DTFANCCOT O EAFAZEMLET,

B3
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AWS F— & X —ZREE1, SDK FAROYS—HA K
DynamoDB S VS AT RSA TSV ERTZ T UT—>23a 0 2RT95ICE,. TodY
R—FXRNEFERITZEHOT IV ELAFAN HOCHLUTICHAETT, TNUADFE, VELZEEREA
DREEOTIVELARGERTENET,

« DynamoDB &St U5 4 7> ~Ni&. Amazon Web Services (AWS) 7HI 2V N ZHXBEEBT, £D
AWS H—ERICE|MELER A, LIEL, TTUT—232TZEALTVWRHEEFEAWS TH
DVKNAWS, PHOY NZERTR TV EAFTHZE D RV I—H—HFRETT,

« DynamoDB EES{t 0 5 4 7> NZI& Amazon DynamoDB FEH4EBH V) T A, EL, U5
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