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https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
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"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

1 —4—IZ AWS Control Catalog # 5D Y —ANDKRRZHFA TS

RDORZ—I&, AWS Control Catalog 'S5 RX A >, B, — W AIMNO—IILZ—ERRITS
TOEAFAZNELET,
JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "ManageControlCatalogAccess",
"Effect": "Allow",
"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"
1,
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"Resource": "*"

Control Catalog D7 A F> T A TAETIORAODNZ TN a—F42Y

RXDIEHIE. AWS Control Catalog & IAM OERFICHKLET B AEMENHD RO EEBEOZM &
EIEICIRILBEET,

NeEY D

« Control Catalog TF V>3 &aRTIDERIHVELA

« iam:PassRole ZR{TT2#RAI BV EEA

« Control Catalog VYV —AAWS PHIU KN ADQOT IV AEZBDONABOI—H—ICF50 =L

Control Catalog TF V>3 ZRITITDHERIHYELEA

TO2AVERTIBDERIBVEVWSIZ—ARRENEBEERE., TOTIVIIVERITTED K
SRV —2EHIDHBENHBUET,

RDIZ—HlE, mateojackson IAM A—H—A"T2 Y — )L AL T, $% my-example-
widget VYV —AICETRFMBERZRTILEISELECEZRELT, TOBRICXEL
controlcatalog:GetWidget T OV EAFHAZFH > TV BEVBEIIRETEIENDTT,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
controlcatalog:GetWidget on resource: my-example-widget

CM3FE. controlcatalog:GetWidget 70> a2 & EAL Tmy-example-widget ')V —A
ANDTVEAZRFATHELSIC, mateojackson I—H—DRUS —EFHITIXENF HYET,

BR—MABEZSZEE. AWSEBELCHSBVELESEEV, YA/ RRIEHRERMEL 1218
HENEEETT,

iam:PassRole ZR1TT 2RI DY) FEA

iam:PassRole 7923 &#EZTIRERIBVEVS IS —HNFRRENEZESIE. AWS Control
Catalog ItO— )L ZETCENTEDRSICRI—EREHITHIHENHYET,
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—#D AWS OH—ERXA TR, HILWH—EAO-IILKREFY—ERALCU> VT hiO—-)IZ2ERK
FTHRIRDYIC, TOY—EACRFOO-LZETCENTEXRT, TOLOHICE, Y—EALCO-
NEBEITT IV EAFANBETT,

ROBOITZ—F., VS IAM 1I—H =TIV —)ILZEAL T marymajor AWS Control
Catalog TF7 9> 32 aRTLEIDIETRERELET, £EEL, COFT I3 —EANET
TR, Y—ERO—IASHEENET IV EAFANBETT, Mary ICiE, A—IL&2HY—ER
WCEITTIVEAFANHYEEA,

User: arn:aws:iam::123456789012:user/marymajor is not authorized to perform:
iam:PassRole

COBE. Mary DRV —ZFH L TXF U —IZ iam:PassRole PV 3 ORITEHFA T 3 &%
ENfHYET,

BR—MABEZFERE. AWS BEEEZICHBVELESEEZV, Y1 MV ERBIHRERML 28
UENEEETT,

Control Catalog VY —AAWS Z7HU N ANOT O LRAEZBDOATBO 1—H—IC
~FTELEZV

OTFTHAIY NOI—H—PEBADAN, VIY-ALLTIVELAITZLEHICEATESO-IZEK
TEXT, O-ILD5EZFZEERXID DY —ZEBETEXT., VY—AR—ADRII—FKI

TOEAOMO—)LUJAN (ACL) ZHR—KIBH—EANDBE, ThS5ORUZ—ZFEAL
T VIY—ANDT I EAERETEXRT,

AICOVWTR, UTZZRL TS EE W

« AWS Control Catalog X S D#EEEHR—KNLTVWBR A ESHZRRETSHICE. "1 Z28RBL
TL & WControl Catalog & IAM DE#E T %,

c FIBEAWS 7HO2M LTVWD OUY—AANOTIVEAZRBMITZFEICOVTRE, IAM 11—
HF—HARD "FRIEAWS 7HOK LTVBDEIO O IAM I—F—\OTF7 IVt AZRHIZD, %
SRLTLSEETY,

« VDY—=ANDT I EAZY—RN—FTA—ICRETBZHFECODVTEAWS 7HT M, IAM 11—
H—HARO "H—RN—F A —AWSTHIUN FFETE \NOT IV LAZREHTE, 258
LTLEEL,

s ID7IFL—230ENLTTIOERRZEHRTSZFECOVTE. IAMI—H—HA4 R O AET
watEN o 1—H— (D 7 ITFL—23 N AQOT IV EADF 2B LTS EE,

NSTNa—F42Y 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_aws-accounts.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_third-party.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_common-scenarios_federated-users.html
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« VAARATHOURTOEAIZHEFZO-ILEVY—AR—ADOR) S —OFERAFEDEVICOVT
&, IAMA—H5—HARDOIAMTOOVAAT IO RD IV —ANDT It A ZZRB LTI EE
(A

Control Catalog ® 1> 75 4 7 > AREE

AWS OH—ERAFRFENDAVTZAT U ATOAVZLAONRTHBIHNESH 2HRITSICE., "0
VTSATAANWS OH—E A JOTSALICEBDRREERN, O "AVTSAT AL #SRL,
BONHBD AV TIFATATOATSLARBRLET, —MWABEHRICOVTEF., AWS "I 7°5
AT2A7O07Z L, 28BLTLKEEV,

ZEALT, Y—RN—FT1—OEELR—NZEXVO— RTEET AWS Artifact, FHICOWVT
l&. "Downloading Reports in AWS Artifacty; Z2Z8BL T &L\,

ZHEAIIBEOEFTROAVTZAT U ABREAWS O —ER ., BFROTF—XOEERN, &
HOAVT AT ABN, BATUESEESLICRFCEI >TREYET, 2FATH RO T
FATABREOHMCIOVTIF AWS OH—ER, AWS " tEFa1UFT 1 RFIXTU b, Z23RL
TLEEV,

Control Catalog D THEE

AWS JO—NNA2VTZARZIOF Yk, AWS V=232 LV TRAZEVT1—V—2%H
DICBEENATVET, & BLATYY— 8RAIL—T Y, BELCRRERY ND—UTHH
Tnf. PENCTBBIOCIHEENEBEROTRAZTEVTA—U—-2AWS V=23 ZRH
LET, PRAZFEVUT A=V —=2TR., V—ETHHIDEB<BENIC7I—ILA—/N—T
BT7TVT—232ETF—ER—AZRABLVERTDENTEERT, PRATEVT 11—V —
T RROB-—FLEREBROT—EEE—AVTZARNTZIF LY EAAY, 7F—)LNKL
TZUA, BROCLRESBATVERT,

AWS V=232 B8RV TRAZEUT A=V —20FMICOWVWTRE, AWS T JO0-NILA4>T7F
ARZU0F v, 25RLUTLSEE,

Control Catalog 4 > 7 ZARNZVFyYy¥1 )T 4

NZ—2 RY—EATHS Control Catalog &, K74 hAR—/\— "Amazon Web Services: 2 1
T4 7O0CAOBE, ICRBENTWSE AWS JO—NILRY ND—0tF1 )71 FIETHES
nNTLVET,

AV TS5 A4 T > AREE 22


https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies-cross-account-resource-access.html
https://aws.amazon.com/compliance/services-in-scope/
https://aws.amazon.com/compliance/programs/
https://aws.amazon.com/compliance/programs/
https://docs.aws.amazon.com/artifact/latest/ug/downloading-documents.html
https://docs.aws.amazon.com/security/
https://aws.amazon.com/about-aws/global-infrastructure/
https://aws.amazon.com/about-aws/global-infrastructure/
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
https://d0.awsstatic.com/whitepapers/Security/AWS_Security_Whitepaper.pdf
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AWS nNBE Nz API O—)LZ2FEAL T, XY ND—U#HB T Control Catalog IC 7 VAL ET,
224 7> NT Transport Layer Security (TLS) 1.0 AN HR—KRENTVBIBEN HVET, TLS
1.2 AN HRBENTWVWET, £/, DHE (Ephemeral Diffie-Hellman) X> ECDHE (Elliptic Curve
Ephemeral Diffie-Hellman) % &£ @ Perfect Forward Secrecy (PFS) AL BB AL —RNET T A
TYRTHR—RENTVRIBENHNET, CNSOETE—RiE Java7 BIBRE, BEA L DR
SATALATHR—RENTVET,

T, VOIARNIBRTIOEAF—D E, IAMTUONILICEERTFSATWSDS—OL Y RNT
DEAX—%Z2FEALTERTDIHLENf HYET, £k, AWS Security Token Service (AWS STS)
EHEALT, —BHUEEF1 VT RABREERL. VIIANIEBREITDEETEET,

Control Catalog D% E & ME55M O 247

BEE TIYRO—LE. AWS EBEROMOBEAETT. HMCOUTE, AWS © HEH
BEFIL, BBRLTEE L,
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https://docs.aws.amazon.com/STS/latest/APIReference/Welcome.html
https://aws.amazon.com/compliance/shared-responsibility-model/
https://aws.amazon.com/compliance/shared-responsibility-model/
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AWS Control Catalog D E_ZX1J)> 5

EZXRUT &, AWS Control Catalog 8 K EDMD AWS V) 1— 3> EEME, THAE. N
TA—XVA%ZHFITB LTEELEBH TF, (ClEk. AWS Control Catalog ZE—XJ)>J L., B
BEARELEEECHEL, XECHUTHBF I IV ERFIBLOOUTOESRUS Y —
JLAWS FAEEhTVWET,

« AWS CloudTrail I&, AWS 7HI 2 NCK2T, EEBETHINIRD2TiThhiz API 11—
ILBLRVBEEARNEFYTFYL, BELE Amazon S3NT Y MOV 774 ZEBELE
T, FOHELROI—HF—ETHI N AWS, BFUHLUTOREFBITIP P RLA, FUHLOR
LHEEEBETEET, FMIZOVTIE., TAWS CloudTrail I—H—H4 R, 28RBLTLKEE
Vo

% L /= Control Catalog API J1—)L® O 52 & AWS CloudTrail

AWS Control Tower Control Catalog ® —8#f& LT, 1—%— AWS CloudTrail, O—J)L, &i&F ¥ —
EAICK2TEITENET VI EREHE TS AWS H—EAN £HEEENTVWET, CloudTrail
(k. Control Catalog DI XTH API A—=)ILZARNELTHFYTFYLET, F¥7Frenic
MEHELUICE, A MNO—IILZEMELFEMICTS KED AWS Control Tower AV —ILASE
EOEUOHLX, Control Catalog API AR L —2 3 AQOI—RBUHULAEENE T, SEHFEE
I 3EaE. I hO—)AXO702 NA—I)LICBEETE AR MNxE, Amazon S3/NT VY
NA® CloudTrail 1 R NOMGHNBEEZENCTICENTEXT, JIHERELEVEET
£, CloudTrail A2V =)L D [/ X2 NERE] THRIFDAXR NERRTEET, CloudTrail TUEEE
niztEEmZERA L T, Control Catalog I35 T AN (IZ&% AWS Control Tower), JY T A
RTEDIPP7RLA, DOTARNE, VDOIANBRABEDHMBZBRETEET,

CloudTrail ®E#IC DWW Tk, TAWS CloudTraill 1—HY—H4 R, #3RBLTLEEL,

CloudTrail ® > NO—)LAZROTEHK

CloudTrail &, 7HV7> NOER AWS THTV N KIC TEMICK VYW ET, Control Catalog TV U
TAETANFRETDE, TEOTITAETARARY NEEOMHD AWS H—ERAA/ RV KNELE
£I(C CloudTrail 1 R NICRBBENET, THREDAXRNERTR, BER, XTVO—RTEXRT
AWS PHI > N, IOV TIEE., CloudTraill AIX NBERTOAXRYNDOERR) 2SBLTL
EEW,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/view-cloudtrail-events.html
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Control Catalog DA X REEAWS FTHIV BN, DAXRY NOBGRIRFEEERIC DV TR, ?HJF’E
ERLET, FEFFICKY), CloudTrail A2 77 4 )L%& Amazon S3 /N7 Y NCBETEE T, T
7Z2I)INTR, DAYV TIAHFEERTDEZIC, EFFITXTOAWS V=2 a v ICEAES L
£9, fHflE. AWSN—F123a>AOINTO)—23rhsnaA/ R hNz2O7ICEKRL., BE
L’ Amazon S3NT Y NMCOJ 774 ) Z2BELET. £S5IC. CloudTrail O TREE hizAX
VRTF—REESICOMUTREAWS O —ERX TH5LSICM0D ZRETEET T, FMICOVT
&, RzeZBRLUTLEE LN

- B ZEERTDI-HOEE
e CloudTrail " HR—KREhTWBRH—ERAELFKEE
CCloudTrail ® Amazon SNS BHIDEEE 4

c BHOU—23a NS CloudTral ATJ 7 7 AN 2Z T2 LCEHRO T AT KA S CloudTrail
OJ774 )22 (103

g X T D Control Catalog 722 3 (& CloudTrail IC&k 2 TOJIZFEE&

& Mh, Control Catalog APl U7 7L AILRBEENTVET, F&X

(&, ListCommonControls, ListObjectives., ListDomains @& 7> 3> E2HUOHT
&, CloudTral AT 7 7ANICTY NUNFERENE T,

BARVNELEROTIVRNIIECR, VITANODEREICEITDRBISENET, FATT4
TARERE, LT Z2HRTRIDICRIUEXRT,

« DOTARMNI—KNFELE AWS Identity and Access Management (IAM) 1 —H —REHEHR = FH
LTIbhhlhESH,

s UOTIARMYO=LFELEGE7IFL—23 21— —0F RS UEEF21) T4 RAEHRZFER
LTIhhlhESH,

e UOITARNBIOAWS H—ERIZL 2 TIThhilzhESH,

M DOWVWTIE, TCloudTrail userldentity TL Xk #BBLTLIEEV,

Control Catalog A7 7 7 AL I NJICDWVWT

TRLAINI W, BELE Amazon S3ANT Y NMCARNEOT 774 ELTEBETDHDLSICER

ETEET, CloudTral AT 77 M)k, BE—HIPBBOAT IV RNV ZEHET, 1RV N, F
EOHAISOE—QOUIIARNEZRL, VOITARNEWETOY3>, 7O23a>oRAK, VUL
ARNNTA=—EZBEILBTBBEBRNIEENE T, CloudTral AT 77 1)k, NT U2 API =)L
DIEFFFSNEARY INL—ATREBEVED, BEDIEFTRERRIENELA,
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https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-create-and-update-a-trail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-aws-service-specific-topics.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/configure-sns-notifications-for-cloudtrail.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/receive-cloudtrail-log-files-from-multiple-regions.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-receive-logs-from-multiple-accounts.html
https://docs.aws.amazon.com/controlcatalog/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html
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LR oHIE, ListDomains 79> 3> %/R9 CloudTrail O I M) T9,

eventVersion:"1.05",
userIdentity:{
type:"IAMUser",
principalId:"principalId",
arn:"arn:aws:iam::accountId:user/userName",
accountId:"111122223333",
accessKeyId:"accessKeyId",
userName:"userName",
sessionContext: {
sessionIssuer:{
1,
webIdFederationData: {
1,
attributes:{
mfaAuthenticated:"false",
creationDate:"2020-11-19T07:32:06Z"

}

1,

eventTime:"2020-11-19T07:32:36Z",

eventSource:"controlcatalog.amazonaws.com",

eventName:"ListDomains",

awsRegion:"us-west-2",

sourceIPAddress:"sourceIPAddress",

userAgent:"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36
(KHTML, 1like Gecko) Chrome/87.0.4280.66 Safari/537.36",

requestParameters: null,

responseElements: null,

requestID:"0d950f8c-5211-40db-8c37-2ed38ffcc894",

eventID:"a782029a-959e-4549-81df-9f6596775ch0d",

readOnly:false,

eventType:"AwsApiCall",

recipientAccountId:"recipientAccountId"

Control Catalog A7 77 AL I MJICDOWVT 26



AWS Control Catalog tF 1T 1 BR

A2 =T IAALY RIRA > b (AWS PrivateLink) % {§ F
L T Control Catalog ic7 OVt A9 %

% {EH L T AWS PrivateLink . VPC & Control Catalog DRBIIC T T4 R— NEHEERTEET,
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NEERLET, A VEZ—TIA ALV RRARNIKHLTEMCTEDZETTRY NIV RRSAY
RERYRNDT—=DABR—TIARAZERLET, <5, Control Catalog ETDRZF T 1Y ID
IRURAVNELTHEET D VIV IRAREBORY NT)—DAVBZ—TIAATT,

FHMICDOWTIEE, " AWS PrivateLink 74 K1 ® "Access AWS O —ER through AWS
PrivateLinky ZZB L T<EZ W,

AWS Control Catalog (CB§ 9 2 & EEE

Control Catalog D4 2 —7 I A ALY RKRAV NZRETHHEIIC. " AWS PrivateLink i1 K
N "EEFTE, 2ZRLTEEV,

Control Catalog l&, 1 X —T7 IA AL RRA VRN ENLVLEINXNTOAPI 7O OFVOHL
ZHR—KLTVET,

Control Catalog DA > Z—T7 I A ALY RIRA 2 N EEKT S

Control Catalog D4 &2 —7 T4 ALY RIRA 2 M&k, Amazon VPC OV —)LEizlF AWS
Command Line Interface () ZfEA L TERTE EFTAWS CLI, FHIC DWW Tk, TAWS PrivateLink
BARI D TAVB—TIARATI RRA U M EERL 2SRBLTLKEETV,

RO —EABZZMEAL T Control Catalog D1 > RX—TIA ALY RARA MNEERLET,

com.amazonaws.region.controlcatalog

AB=—TIAATIRRAKNDTSARK—KNDNS 2B%ICTDE, F7F)IL0U—23>
DNS & %&£ L T Control Catalog IC API VO T ARNEITDSCENTEET, HlAIE. service-
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https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/privatelink-access-aws-services.html
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#considerations-interface-endpoints
https://docs.aws.amazon.com/vpc/latest/privatelink/create-interface-endpoint.html#create-interface-endpoint-aws
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TIVRRAVIRID =, AVB—TIARALIVRRAVNITRYFTESDIAMIUY—AT
To F7AILRNDIVRRAVRNRIS =T, A1 2F—TIAAL RRA 2 N%ZS L T Control
Catalog NN 7T IV AZFALET, VPC A5 Control Catalog ICEFTE DT I AZFIHT
B, HABLIVRRAVRNRID—Z AV B—TIAATI RRAVNITRYFLET,

TITRKRANRI—EUTOBEHRZERELE T,

« FUOIAVEERFTTEZTINILAWS THDV N, IAM 1—H—, IAM O—=)L),
o RITR[EERT VA,

« COTVIAVERITTED)Y—A,

FAIC DOV TR, AWS PrivateLink #J 4 R ®Control access to services using endpoint policies (L2
RRAVERD—ZFEALTH—EANOT IV EAZINO-ILT2)2SRBL T EEL,

fl: Control Catalog 723> ® VPC I RKRA > MRS —

LT, BAZRLIY RRAV MRS —OFITT, CORV—BAVE—TIA ALY RKRAY
NZTRYFERE, IRNTOVY—ADIXRTOTIINILICHLT, VDARENRTVS AWS
Control Catalog 7723 ADQT VAN FAEhET,

"Statement": [
{

"Principal": "*",

"Effect": "Allow",

"Action": [
"controlcatalog:ListDomains",
"controlcatalog:ListObjectives",
"controlcatalog:ListCommonControls"

1,

"Resource":"*"
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https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
https://docs.aws.amazon.com/vpc/latest/privatelink/vpc-endpoints-access.html
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https://docs.aws.amazon.com//vpc/latest/privatelink/vpc-endpoints-access.html#default-endpoint-policy
https://docs.aws.amazon.com//vpc/latest/privatelink/vpc-endpoints-access.html#default-endpoint-policy
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