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Amazon Chime SDK ZE ik, SFEOIAADERICERAETNZDZTEI 7ML EZREZLET,
7740, I—Y—"EK. FiE. EBITHDRHBNDAEZI—NZ—IRF—ZFEAL THES{LE N
F9, COBBIULAV—ERL2ICHETED LD, XOLKDIBREAIVEETTEET,

C F R —DEEE M

- IAM RS —ET 50 NOEREE M
. F—KU T —OBEMEE B

.« F—EEXIFUTILOO—F— 3
. BRI DEM

.« F—TAUTAOER

c F—BBRORTT 1 LBE

MOV TIE, AWS Key Management Service RO Y /N—HA RO "HAZRI—Y Z—T R
F—1 ZBRBLTLEEV,

REBOBSHKIZOWVT

TF7#ILKTE, EEIMBIREFOINTOI—H—TF—RZB{SHKLET. HLLEF7OT7
ANRXADZERTDEER, Y—EANREPOT—ZOBESLICEAITIRBNAZII—X
F—IRF-—ZEEIILENHYET, ¥—ZHA. EE. #IHLET,

F—F, BFEOAKACAE—N—ZBRIDLEHDICEATIEFTI7MILOHERESILLET,

BESME., FAZERLTF—CTIERALEY, H#ROFMICIOVTR, XOtI> 3> 23R
LTL<EZW,

BEEOMTIS N EHERIZ T EZERTD

BEOMTR., DAZN—XZR—RF—Z2FATRIIEIS VNNV ETT, EF7O0774
ILRXA 2 %=ERT D E, BERITS N Amazon Chime SDK Voice Connector Ik, KMS AWS
[CCreateGrant UV T ARNZEFL T, I—H—ICRD>TISZUNEERLET, RORIBANX
L—>3a>Tx—ERTDICEK. TS5 MNNBETT,

« REESNEVHEAARIN—YZ—2 RF¥— ID DescribeKey AWS B THD L ZFERT S
DIARNZKMS ICEELET,
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s ATDIVRNERSILTEDT—XF—RERT B O D KMS F—ANGenerateDataKey!) 7 T A
NDEE,

« KMS AWS (CDecrypt ) VTARZEFEL THESLEhizTF—8F—Z2EBESL., ThSZEALT
T—REHSLTEDRDICLET,

« KMS AWS (CRetireGrant U 2 TARNZREEL T, BEE7O7F7AIINRAAVIZERE N3 H A%
EBLELET,

e H—N—EIOES{tEFEAL TAMazon S IC7 74N 2 R1ET S,

FANOT IV EAZRYETCEE, Y—EADF—AOT IV LRAZHKRTDEETE
9, ChzefTd5E, BEAMRBRF—TCHRSIENETF—RICT IV EATELRLLLZYET,
ChiE, TOF—RIMETEIIXNTOARL— 3 VICHEL, BFERRD—I 70—
TAccessDeniedException IS —XEEANRKELET,

EESHOF KU —

F—RVI—lF, DAEII—NZ—IRF—AODTIVEREZHBLET, IXNTOHAEII—TXR—
DREF-ICE, F—EFEATED LY CXTOFEAREERETIRI—AT—RNXRNEE
T, BEBLC1D2OF—RUS—HAYBETT, F—Z2ERTIEEIL, F—RUI—ZEETEE
T FHMIC DOV TIE, AWS Key Management Service FAROY/N—HA RD TF¥—RU—0fE
B 5BBELTIEE W,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "Allow key access to Amazon Chime SDK voice analytics.",
"Effect": "Allow",
"Principal": {
"AWS": "your_user_or_role_ARN"
},
"Action": [
"kms:CreateGrant",
"kms:Decrypt",
"kms:DescribeKey"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
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https://docs.aws.amazon.com/kms/latest/developerguide/programming-key-policies.html
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"kms:ViaService": [
"chimevoiceconnector.region.amazonaws.com"

]

RUD—TTORAFAZEETDFEICO2VWTIE., " Key AWS Management Service 7RO Y
N=FAR, O "IAMAR) D —AFT—K X RNTOKMS F—NEEL 2SR T EE L,

F—TIOEAORNZ TN 2—FT 142722V TIE. T Key AWS Management Service X0 Y
N=FHAR, O "F=TFOEAORZTIIN>a1—F120, 28RBLTLIEEL,

gL TFANDEA

ESILOTFFANE, F—RICBEITZ2EMOOTFFANERZECF—LEORTOATa >
Y NTT, AWSKMS IS THFANEZFERAL T, RilehhtEgsSLeYR—NLET,

ESLU IV IANCES{ITFANEEDHDE, AWSKMS BES(KOTFANERESLE
NEeTF—RIINA2VRLET, T—R2EBSHTRICR. TOUIITAN (BELKE)BURES
LAV TFARNZEOET,

BEEOME, IXTO AWSKMS BESILARL —>a > CRAUVBSILIVTHFANZEALET,
F*—I& aws:chime:voice-profile-domain:arnT, fElE) Y —A Amazon JY—RAX—LA
(ARN) T 9,

ROBIFE, — BN EESHKITFARNZRLTVERT,

"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-west-2:111122223333:voice-
profile-domain/sample-domain-id"

}

T, DARN—EBEBF—NEDXSIZEATNTVINZREETSLHIC, BSILIVTFAN
ZEELI-RBLVOJTHERATZCEETEEXRT, B TFANE, CloudTrail £
CloudWatch Logs IZ& 2 TEKEnEOTICERRENET,
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B TFANZEALTF—NOT7 VA Z2HHITS

HMAAZI—XFZ—I RF— (CMK) \OT VEAZHEITDHORHEELT, F—KUZ—&
IAM RS —AOBESILITFANEHEATZCEETERT, 5ITHRIC, BSALIVTH
ANDHNEERTZIEETEEXT,

BEEOMTR., BRICES/ALITFANOFEWEZEAL T, PHAOVRNKLEEV—-2320HAER
N—XR=—TIRF-ADTIVERAZHBLET, JZhOHNTR, BEEETHEBESHKICTFA
NODERZTZY NAHAATEIARL -3 VABETT,

RDF—FRI—AT—M A MOFITE, BEOESHKIVTFARNDHARII-—IZ—I RF¥—
NDT I EAZHFALET, RUZ—AT—MXV NOFZFHTR, FALCESILITFANEEE
IRESHITFANDFNAVETT,

{
"Sid": "Enable DescribeKey",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:role/ExampleReadOnlyRole"
.
"Action": "kms:DescribeKey",
"Resource": "*"
},
{

"Sid": "Enable CreateGrant",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:ro0le/ExampleReadOnlyRole"

},
"Action": "kms:CreateGrant",
"Resource": "*",

"Condition": {
"StringEquals": {
"kms:EncryptionContext:aws:chime:voice-profile-domain:arn":
"arn:aws:chime:us-west-2:111122223333:voice-profile-domain/sample-domain-id"
}
}
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EE{tF—DETEZR) Y

Amazon Chime SDK Voice Connector & KMS AWS (Z) 2 T A NZ3%{E L. CloudTrail £ &
CloudWatch O TENSD) OV T ANZEBHTEEXT,

CreateGrant

NABY—XZ—RF—ZBFHALTEFTOT77AILRXAAVY - EERKTRDE, B
BT+ 5 1z Voice Connector & 1—H—ICRKH>TAWS, 7HTU MO KMS £—IZ7
V1t AFBCreateGrant UV T ARNZEEELE T, Voice Connector NMERT BT IE, 7
ARIX—NZ—I RF—ICHEMF TSNV Y—AICEETYT, £, Voice Connector &
RetireGrantAARL —>3a &AL T, VDY—RAZHIRIZDEEIZITS O NZHIRRLET,

RO OPITIE, CreateGrantARL— 3> EZRBRLET.

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuserol",
"accountId": "111122223333",
"userName": "Admin"
1,
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
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EEHAR

"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"constraints": {
"encryptionContextSubset": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
}
},
"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com",
"operations": [
"GenerateDataKey",
"Decrypt",
"DescribeKey",

"RetireGrant"
1,
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE",

"granteePrincipal": "chimevoiceconnector.region.amazonaws.com",

"retiringPrincipal": "chimevoiceconnector.region.amazonaws.com"
3,
"responseElements": {

"grantId":

"0ab0ac0d0b000f00eaddcc0aleddfcOObcedd0cO00f0000000cObc0a®d@@aaatSAMPLE"

3,

"requestID": "ff000af-00eb-00ce-0e00-ea000fbOfbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbad@SAMPLE",
"readOnly": false,

"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

BEtF—0EZXVT
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GenerateDataKey

FEE7A77AILRXAVZERL., DARI—XRZR—TJRF—ZRAAMVICEIVHTBE,
B8E (ST 5 h /= Voice Connector l&, EAE—N—DEREFZESKLITHILHO—EBEOT—X
F—ZEHKL ET, Voice Connector Ik, VY —ADF—ZIEET SGenerateDatakKeyV I T
ARN%ZE AWSKMS ICIEELET,

RO OFITE,. GenerateDataKeyAARL —23a v #RBELET,

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent": "ExampleDesktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
I
"keySpec": "AES_256",
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
I
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-cadd0fbO0fbadSAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ead00fbO0fbadSAMPLE",
"readOnly": true,
"resources": [
{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",
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"managementEvent": true,

"eventCategory": "Management",

"recipientAccountId": "111122223333",

"sharedEventID": "57f5dbee-16da-413e-979f-2c4c6663475e"

Decrypt

MLOVEBRRBETLOLEHICEET7O77ALRAAMCOFET7OA7 74N ETYTIL—R
TRIMENHDHE. BENITS N Voice Connector & DecryptARL—>a>&EFTHL
T, RETMEESLEhET—2F—2FALTBSLEAETF—RITIEALET,

RO OHITIE, DecryptARL—>3a > #EHRULET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "AWS Internal"

.

"eventTime": "2021-10-12T23:59:347",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",

"awsRegion": "us-west-2",

"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"encryptionContext": {
"keyId": "arn:aws:kms:us-
west-2:111122223333:key/44bbb444-3333-2222-1111-EXAMPLE11111",
"encryptionContext": {
"aws:chime:voice-profile-domain:arn": "arn:aws:chime:us-
west-2:111122223333:voice-profile-domain/sample-domain-id"
I
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
I
"responseElements": null,
"requestID": "ed@fe4ab-305b-4388-8adf-7e8e3a4e80fe",
"eventID": "31d0d7c6-ce5b-4caf-901f-025bf71241f6",
"readOnly": true,
"resources": [{
"accountId": "111122223333",
"type'": "AWS::KMS::Key",
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"ARN": "arn:aws:kms:us-

west-2:111122223333:key/00000000-1111-2222-3333-9999999999999"

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"sharedEventID": "35d58aal-26b2-427a-908f-025bf71241f6",

"eventCategory": "Management"

DescribeKey

Voice Connector |& DescribeKeyZAARL—> 3 ZFEAL T, EEZ7O77A4ILRXALVICHE
BNTShEF—HFTHORE)—23VIIFETRCEZEELET,

RO OFITlE, DescribeKeyAARL—2 3 ZREHLET,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:Sampleuser0l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser0l",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE3",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalld": "AROAIGDTESTANDEXAMPLE:Sampleuser@l",
"arn": "arn:aws:sts::111122223333:assumed-role/Admin/Sampleuser2l",
"accountId": "111122223333",
"userName": "Admin"
},
"webIdFederationData": {3},
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2021-04-22T17:02:00Z"

}
},
"invokedBy": "AWS Internal"
},
"eventTime": "2021-04-22T17:07:02Z",
"eventSource": "kms.amazonaws.com",
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"eventName": "DescribeKey",
"awsRegion": "us-west-2",
"sourceIPAddress": "172.12.34.56",
"userAgent'": "ExampleDesktop/1.@ (V1; 0S)",
"requestParameters": {
"keyId": "@0ddodbo-0000-0000-ac00-bO0cO@OSAMPLE"
},
"responseElements": null,
"requestID": "ff000af-00eb-00ce-0e00-cad00fbO0fbadSAMPLE",
"eventID": "ffO00af-00eb-00ce-0e00-ead@0fb0fba@SAMPLE",
"readOnly": true,
"resources": [

{
"accountId": "111122223333",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
west-2:111122223333:key/1234abcd-12ab-34cd-56ef-123456SAMPLE"
}

1,
"eventType": "AwsApiCall",

"managementEvent": true,
"eventCategory": "Management",
"recipientAccountId": "111122223333"

H—EARDORI L ZREORLE

THAlERBLEREEE, 7OV ERTIBEROBVIVTAT14h, #EROHBD I
TATAICTOAVERTIBDELISICHVEL 29D ETRETHDEHREF1I VT LOBE
TTo kY, BEEOHDTIVZ—NERTHNERTELEET IV ERAO#ERF EVWIXY R
BERITLUEY, VY—AZZEITDHENTREICAYET, FMICOVWTIE, TAWS Identity and
Access Management 1—H'—H4 R, 0 TEALTHREREE, 283RBL T EEL,

Tl AWS, Y—EABOBZYTRLE, BAUVLERES FUA OB B Al HYET. 70
AY—EATORYFTRLER, B3 —EA(FTHLAOY—EX) RO —EX (HTHLE
NEAOY—ER) ZHRTHIEEZICRELET. BEEOHZTIVZ—RB. FOHLTOY—ERX%E
FRALT, BEE > TLVERVHAZEALT, HOY—EADOVY —AZEETEXRT,

AWS i, DY—ADtEF1VT 1 ZREITRIEHIC, FHIVRODVY—ANDODIZ—I RT7 I+
AEHY—ERATUINILCRHLET, VY —AKRDZ—IZIF, aws:SourceAccount @Y O—
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NILZRED D THFANF—ZFERATE L Z2HEHLET, ChsS5DF—IE. Amazon Chime SDK
AEOVY—=AICHOH—ERAICETSDTIVEAHFTZFHBELET,

ROBIE, EREFAKD CallDetailRecords S3 /N7 Y R ® aws:SourceAccount ZO0—/V)L
FHEATHFANZFEAL TR ISR EBEREZHFLETS S3NTY MRV —ZRLTVWET,

{
"Version": "2012-10-17",
"Statement": [
{
"Sid": "AmazonChimeAclCheck668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
},
"Action": "s3:GetBucketAcl",
"Resource": "arn:aws:s3:::your-cdr-bucket"
.
{
"Sid": "AmazonChimeWrite668426",
"Effect": "Allow",
"Principal": {
"Service": "chime.amazonaws.com"
.
"Action": "s3:PutObject",
"Resource": "arn:aws:s3:::your-cdr-bucket/*",
"Condition": {
"StringEquals": {
"s3:x-amz-acl": "bucket-owner-full-control",
"aws:SourceAccount": "112233446677"
}
}
}
]
}

Amazon Chime SDK Y —AXR—AMNRI) S —

Amazon Chime SDK &, XD VY —RAZAT D) —AR—ADRKRI —%ZHR—RNLTVET,

Amazon Chime SDK U Y —AXR—ZANKR > — 25
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Amazon Chime SDK 2T ICE D<K 52T

Amazon Chime SDK &, chs DY —AZAT0RITFFT=2HR—RNLTVET,

Amazon Chime SDK IAM O—JL

IAM B2 BBENOTF VL AHAERED, AWS PHIY RADIVFAF4TH.

Amazon Chime SDK T 0 — By 75 FRREIE R 0 £ A

—RNARRIERZEFEAL T, 7IFL—>23>THA 1295, IAMKZREIZE|EZGS, £i-

FOOATHO U MNREIZBIEZ TR ENTEET, BB EF2IUT A BAIBEBRZEETDIC
[&. AssumeRole X° GetFederationToken 72 & O AWS STS APl AR L —>3a>ZFHUOHLET,

Amazon Chime SDK &, —RMAFRIBHROERAZHR—NLTVET,
H—ERIC) O n-1%&E

H—EBERACIDVVEhkO-I)|Z2EATEE, AWS H—EARN I —ICRKH>2TT7 I3 %xE
T30 Y—EADOVY—-ALTIEATERY, Y —EAV70-)E. IAIMT7AHTY NA

ICRREh, O-LZRY—EARALCL>THAEEIAET, IAMEREEZEY—EAV70-)LDO7T

VEAFAZRRTERIN, METDELRFRTERE A

Amazon Chime SDK &, H—EARICU > V& nizO—-)LZHR—KLTVWET, CchsoO—)LD
ERELFEEOFMICOVTE, T Z28BL TLFE WAmazon Chime SDK OH—E RIZU >
vEhiO0—-I)L0OER,

H—EA%E

COBBEICKRY, I —CRD>TH-—EANY—EARIZ5|EZFZENFAENET, C

DREICKY), Y—EANFBERCAD > THROF—EAODVY-RILTIVEAL, 7TO2a2zExR

TIBENFHFATEAET, Y—EARIIZIAM T AU MIRREN, THOYNZKR2THE

ThET, 2FY, AMBEEBERFCORBIDERZZEETEETRT, LEL, THhICKY, ¥—ER
DHENBBEDONZEENFHYVET,
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https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRole.html
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Amazon Chime SDK Z7A T2 T AT AR—ADR) > —DHl

F7 4L NTR, IAM I—H%—&0—)LIZIE Amazon Chime SDK VY —RAZERELFEZEETSDT
DEAFTEHYEFREA. £, . AWS Management Console AWS CLI, F=l&k AWS API ZEH
LTERAVEETIRDERETEFEREA. IAMEBERG, I—H—O—-ILICKHER, EESNE

JY—ATHRED APl ARL -2 3V ZRTI3ERZ I —cO—-ILICRETR IAM RIS —
EERTIVENHVET, VT, EBBRF TS OERIDBER IAM 1I—HY—FLEIIL—T
ICEDRDV—ZTRYFIRIHENHYNET,

CNSDISONRUZ—RFIXD NIZERALTIAMOT A FUTATAR—ADOR) > —%4
BI25ECOVWTE., TIAMI—%—H4 Ky ® "JSON 27 TORI S —DER) 28R TL
2EW,

NeEY D

« RUS—ICEHIRIRARNTZIT1A

« AWS Y X&—< R Amazon Chime SDK 7R 2 —

« AWS ¥ Xx—2 R7R 1)< —: AmazonChimeVoiceConnectorServiceLinkedRolePolicy

« AWS ¥ Xx—2 R7R 1) 2 —: AmazonChimeSDKMediaPipelinesServiceLinkedRolePolicy
« AWS YXZ—2 RARU S —IZX TS Amazon Chime O E#

RID—IZETBIRANTSIOT14A
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// Policy ARN: arn:aws:iam::aws:policy/AmazonChimeSDK
// Description: Provides access to Amazon Chime SDK operations
{
"Version": "2012-10-17",
"Statement": [
{

"Action": [
"chime:CreateMediaCapturePipeline",
"chime:CreateMediaConcatenationPipeline",
"chime:CreateMedialiveConnectorPipeline",
"chime:CreateMeeting",
"chime:CreateMeetingWithAttendees",
"chime:DeleteMediaCapturePipeline",
"chime:DeleteMediaPipeline",
"chime:DeleteMeeting",
"chime:GetMeeting",

"chime:ListMeetings",
"chime:CreateAttendee",
"chime:BatchCreateAttendee",
"chime:DeleteAttendee",
"chime:GetAttendee",
"chime:GetMediaCapturePipeline",
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"chime:GetMediaPipeline",
"chime:ListAttendees",
"chime:ListAttendeeTags",
"chime:ListMediaCapturePipelines",
"chime:ListMediaPipelines",
"chime:ListMeetingTags",
"chime:ListTagsForResource",
"chime:StartMeetingTranscription",
"chime:StopMeetingTranscription",
"chime:TagAttendee",
"chime:TagMeeting",
"chime:TagResource",
"chime:UntagAttendee",
"chime:UntagMeeting",
"chime:UntagResource"

1,
"Effect": "Allow",
"Resource": "*"
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"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": ["chime:GetVoiceConnector*"],
"Resource": ["*"]

I,
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{

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

]I

"Resource": ["arn:aws:kinesisvideo:*:*:stream/ChimeVoiceConnector-*"]

"Effect": "Allow",
"Action": ["kinesisvideo:ListStreams"],
"Resource": ["*"]

"Effect": "Allow",
"Action": ["SNS:Publish"],
"Resource": ["arn:aws:sns:*:*:ChimeVoiceConnector-Streaming*"]

"Effect": "Allow",
"Action": ["sqgs:SendMessage"],
"Resource": ["arn:aws:sqgs:*:*:ChimeVoiceConnector-Streaming*"]

"Effect": "Allow",
"Action": ["polly:SynthesizeSpeech"],
"Resource": ["*"]

"Effect": "Allow",

"Action": [
"chime:CreateMediaInsightsPipeline",
"chime:GetMediaInsightsPipelineConfiguration"

]I

"Resource": ["*"]
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"Version": "2012-10-17",
"Statement": [

{
"Sid": "AllowPutMetricsForChimeSDKNamespace",
"Effect": "Allow",
"Action": "cloudwatch:PutMetricData",
"Resource": "*",
"Condition": {
"StringEquals": {
"cloudwatch:namespace": "AWS/ChimeSDK"
}
}
.
{
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"Sid": "AllowKinesisVideoStreamsAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:GetDataEndpoint",
"kinesisvideo:PutMedia",
"kinesisvideo:UpdateDataRetention",
"kinesisvideo:DescribeStream",
"kinesisvideo:CreateStream"

1,

"Resource": [
"arn:aws:kinesisvideo:*:*:stream/ChimeMediaPipelines-*"

]
},
{

"Sid": "AllowKinesisVideoStreamsListAccess",

"Effect": "Allow",

"Action": [
"kinesisvideo:ListStreams"

1,

"Resource": [

Han

]

},
{

"Sid": "AllowChimeMeetingAccess",

"Effect": "Allow",

"Action": [
"chime:GetMeeting",
"chime:CreateAttendee",
"chime:DeleteAttendee"

1,

"Resource": "*"

}
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RVY—ADBEBEDZATLAANRY NCHBNICHISTEERT, 2BIARVNOFHICOVT
(&. TAmazon Chime SDK #*AXOY/N—HA R1 O "&@FAAR by ZZRBLTEEL,

Amazon Chime SDK A"/ R N ZEKT D E, RARNIT7 #—NEFE D28 (C EventBridge ([CiAfE
EhET, DF'. Amazon Chime SDK [EFNXNTH A X ~N%Z EventBridge ICIEEL LS ELET
N, FRCARINFBFESABZVCENHYET, FMICDVWTE. Amazon EventBridge 11—
H—HA RO TAWS H—EZANSDANRU ~ ;) ZSBLTLSEEL,
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F—RERETIMLEN HDEE, Amazon S3NEZR—I R¥F—ZFEAITIHLEN HYF
9., Key AWS Management Service ICTRTFENTVWEDHARN—NXAZ—F—ZFAHL Iz
H—N—flOBES{tEYR—rEhTOWEREA,
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« AWS Lambda OO H L

« Amazon Elastic Container Service X A% M 2 &)

- Amazon Kinesis Video Streams N\ M 1 X2 s @ F i

« AWS Step Functions A7— KX > OF U5 1471t

« Amazon SNS MEY U & #zld Amazon SQS ¥ 1 —NEA
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- BERTRICBFOSFEZAJ>O—RTS Lambda B Z=HRIZLET,
o BFEDORMBEIC Amazon ECS RAV ZREBLTUTILERAALAXFRLZAEEIZLT S,

M DV TIE "TAmazon EventBridge 1—H'—7H4 Ry Z28BL TS EE L,

Amazon Chime SDK Voice Connector AR —Z>T9 AR N

Amazon Chime SDK Voice Connector &, COtE9O< 3 THEATHIAAR M RELLEEEIC
EventBridge NDA X NDEFEZHR—MLET,

Amazon Chime SDK Voice Connector AN —= >4 O BA

Amazon Chime SDK Voice Connector l&. Kinesis Video Streams NODXF A T AN —Z2 0N H
BeEhdE, COAMRNZZEELET,

Example 1 X2 N TF—2&

LTRIODARYNOYTILTF—RTT,

"version": "Q",
"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",
"account": "111122223333",
"time": "yyyy-mm-ddThh:mm:ssZ",
"region": "us-east-1",
"resources": [],
"detail": {
"callId": "1112-2222-4333",
"direction": "Outbound",
"fromNumber": "+12065550100",
"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to":
"<sip:+13605550199@abcdeflghij2klmno3pqr4M.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "1@1 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>;",
"content-type": "application/sdp",
"content-length": "246"
I

"isCaller": false,
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"mediaType": "audio/L16",
"sdp": {
"mediaIndex": 0,
"medialabel": "1"
},
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>;\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:sszZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456M:stream/
ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"transactionId": "12345678-1234-1234",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"streamingStatus": "STARTED",
"version": "Q"

Amazon Chime SDK Voice Connector AR —3X T MIRT

Amazon Chime SDK Voice Connector l&. Kinesis Video Streams NDXF A T AN —Z 2T
TLEEEBIZCDARRNEREELET,

Example 1 X2 M TF—2&

LTRIDARYNODY D TILTF—2TY,

"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus": "ENDED",
"voiceConnectorId": "abcdeflghij2klmno3pqr4",
"transactionId": "12345678-1234-1234",
"callId": "1112-2222-4333",

"direction": "Inbound",

"fromNumber": "+12065550100",
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"inviteHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
I
"isCaller": false,
"mediaType": "audio/L16",
"sdp": {
"mediaIndex": O,
"medialabel™: "1"
I
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns='urn:ietf:params:xml:ns:recording:1'>",
"startFragmentNumber": "1234567899444",
"startTime": "yyyy-mm-ddThh:mm:ssZ",
"endTime": "yyyy-mm-ddThh:mm:ssZ",
"streamArn": "arn:aws:kinesisvideo:us-east-1:123456:stream/
ChimeVoiceConnector-abcdeflghij2kimno3pqr4-11laaa-22bb-33cc-44dd-111222/111122223333",
"toNumber": "+13605550199",
"version": "0Q"
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"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",
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"region": "us-east-1",
"resources": [],
"detail": {

"callIld": "1112-2222-4333",
"updateHeaders": {
"from": "\"John\" <sip:+12065550100@10.24.34.0>;;tag=abcdefg",
"to": "<sip:
+13605550199@abcdeflghij2klmno3pqgr4.voiceconnector.chime.aws:5060>",
"call-id": "1112-2222-4333",
"cseq": "101 INVITE",
"contact": "<sip:user@lQ.24.34.0:6090>",
"content-type": "application/sdp",
"content-length": "246"
I
"siprecMetadata": "<&xml version=\"1.0\" encoding=\"UTF-8\"&>\r\n<recording
xmlns="urn:ietf:params:xml:ns:recording:1'>",
"streamingStatus": "UPDATED",
"transactionlId": "12345678-1234-1234",
"version": "Q",
"voiceConnectorId": "abcdeflghij2klmno3pqr4"
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"version": "Q",

"id": "12345678-1234-1234-1234-111122223333",
"detail-type": "Chime VoiceConnector Streaming Status",
"source": "aws.chime",

"account": "111122223333",

"time": "yyyy-mm-ddThh:mm:ssZ",

"region": "us-east-1",
"resources": [],
"detail": {

"streamingStatus":"FAILED",
"voiceConnectorId":"abcdefghi",
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"transactionId":"12345678-1234-1234",
"callId":"1112-2222-4333",
"direction":"Inbound",
"failTime":"yyyy-mm-ddThh:mm:ssZ",
"failureReason": "Internal failure",
"version":"Q"
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"type":"IAMUser",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam: :123456789012:user/Alice",
"accountId":"0123456789012",
"accessKeyId":"AAAAAABBBBBBBBEXAMPLE",
"sessionContext": {
"attributes":{
"mfaAuthenticated":"false",
"creationDate":"2017-07-24T17:57:43Z"
I
"sessionIssuer":{
"type":"Role",
"principalId":"AAAAAABBBBBBBBEXAMPLE",
"arn":"arn:aws:iam::123456789012:xo0le/Joe",
"accountId":"123456789012",
"userName":"Joe"

}
}
"eventTime":"2017-07-24T17:58:217",
"eventSource":"chime.amazonaws.com",
"eventName":"AddDomain",
"awsRegion":"us-east-1",
"sourceIPAddress":"72.21.198.64",
"userAgent":"Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_11_6)
AppleWebKit/537.36 (KHTML, like Gecko) Chrome/59.0.3071.115 Safari/537.36",
"errorCode":"ConflictException",
"errorMessage":"Request could not be completed due to a conflict",
"requestParameters":{
"domainName":"example.com",
"accountId":"1laaaaaal-1all-1111-1all-aaadd@adaad0"
I
"responseElements":null,
"requestID":"belbeeld-1111-11el-1eD1-0dcl1111flacl",
"eventID":"00fbeeel-123e-111e-93e3-11111bfbfccl",
"eventType":"AwsApiCall",
"recipientAccountId":"123456789012"
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+ AES128-SHA

+ ECDHE-RSA-AES256-GCM-SHA384
+ ECDHE-RSA-AES128-GCM-SHA256
+ ECDHE-RSA-AES256-SHA384

+ DHE-RSA-AES256-GCM-SHA384

+ DHE-RSA-AES256-SHA256

+ ECDHE-RSA-AES128-SHA256

+ DHE-RSA-AES128-GCM-SHA256

+ DHE-RSA-AES128-SHA256

T ERE D ilm 5

RTEREZMEAL T, Amazon Chime SDK Voice Connector ' 5 DREBFEZEMIICLTEELE
9,
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® Note

FINNDY RRARNEE, EC2 A Y ARV AN BBREIC B> U BELEY TREEL
EFENBTHMNBS IP T RLAOEY NCBRE D%, DNS HWHRL Y &<
LI—-RZFr Y2 a1LBV0WTLEEV, REBICDLE> TRy v 192L, BEIRY
FRENBYFT,

[Save (RT7)] ZBEEIRLET,
RTBREEZRETHICE

1. [Enabled] (%) Z#IRL £ T,

2. (A7>3Y) "HAEhERAN VARNT T#if, ZBRL, 5795 CIDR RiC&EZ A
ALT, TEM ZBRLET. IP7RLAOER., NTUYIICIL—TFT1 2 JARELRT RL
ATHILENHYNET,

-F -
CDR RENDHWELEEZERLET,
-F -

HIBRZBIRL THRANZHIBRLE T,

"M BHLEVOFCHLEL T, FATRESESIHIOEZZRLET,

BE7Z>C, BVARNERBE, Voice Connector M BFETZEDEZEIRLET,
WRLTERR T, W/ 2BRL, I—F—BENAD—RZAHL, RE 2EBRLET,
REEIDA-N—Z4RT, FE 2BRL, EFESZERLT. RF 2BRLET,

"&EDOA 7> 32 pings T, SIPAVTTARTIFYICK>TEBENLEHRED SIP AT
2AAYVE—DERRLET,

N o o bk~ w

EETHREDRE

RIS TEREIE. Amazon Chime SDK Voice Connector ND A /N> RO—)LICEAEThET, SIP
RARNDAVNDYRIL—RERELT, AONIRIO-INEZETEET, SEEHFRF. KA
RECEERELEBEELEEEBICE2>TCSIPAVIZARNZOFYORANCIILN—FT 120 hE
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T, BFUHLE, 1 FREEOBEEETIL—T107EnET, RANNFBEETRAERSESIC
k., FOHLURBRMEMHNEEEICEITVTRANEICSBEENET,

® Note

BES1LA" B X% Voice Connectors l&, INTOMEUOHLUIZ TLS(TCP) 7O NI ZFEAL
E S

EERAREZRMETDICE

[Enabled] (B%h) 2 FIRL &7,

A2VINDVRIL—KT, #iR 2BRLET,

RARL [R—NHK]1 [Z7OKR3OL] [BEE] [Weight (BEE)] (CEZADLET,
DEpn) ZFIRLET,

[Save] Z#IRL £ T,

o ~ w0 bh =

BRAERREDRESE

BREBEREAVCTRICR,. FTRTERBEZANCIDIRLENBUET. ChETSHEICOVT
k. LEBOEIZ a2 ZSRELTSEEL,

CNSDATYTZRTITRICE, Y—RN—FT1—0OBRIHY—ERT7ONAM I —HSODE2BER
NW—TFTAVTEENDPBLLEE 1 DZETT, BESORBOFMICOVTE, ") ZZRULTLE
EWH—RN—FT 1 —OBIN—T 1 ITBEEDRE.

[Efn) ZFRL X T,
R BRREEWETDICE

1. [Bm] 2ZRLET.

2. BREEEGXYYRT, JEZBEREVARN SEHEZERLEY,

3. BBIL—TFTAVIBESZEANLET,

4. TANN—TFAVITESEANLET, TARNI—TAVIESZRNEID_LEZHBHOLEK
9o

E T, AgsSakl—FT1 0 IESOEZRBRLET,

6. [Ein] ZBIRLKXT,

o
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ERESDIRSE

Voice Connector DEFEESE., EV)HTEYEV) ETHBRLEYTEXT, XOFIET
([&. Amazon Chime f ARV KNVJICHOBLKEE 1 DNEEFEEN HAH L EZFEELTVET, 7
STHRVEER., TEFFES07OE>a - T, #BLTLSEEL,

EFRBESZEHVITRICR

1. [Assign from inventory (£ R RUASEIV HT)] ZBRLET,
2. 12ULNEFEESEERLET,
3. [Assign frominventory (f R NUASEIY) HT)] ZBIRLET,

BRULEBESHABESOVANIRRENET,
ERESORVEHTZHBRIDICE

1. 12ULOERESZRRLET,
2. [EIV) HTHRER] Z:8RL KT,
3. FRL—3avnwEReROsnES, BV ETHBKRZERLET,

AN =22 TREDRE
%

EREIC &K ). Amazon Kinesis Video Streams AB&Ic V) £d, H—E R, AR

ANV—ZVIREZRETHICIE

1. FMT, RBZERLET,

2. ARNU—IVJBHAIT, VARNAS 1 2BEDEZ—7Y NEEBRLET,

3. TFARREFHAT, T-2RELBLZERIZ S, REHEEZRELET,

4. "TAVHARNOFOPEHL, T "7OT1471, 28RL., ROBREZTVET,

1. 7ORAFAT, VDAY SO—-ILZERLET,

2. Kinesis Data Stream T, JARNASARN)—LZBIRLET,

3. (F7>32)Amazon Transcribe HARLTRBETILT, VARDSEFILZERLET,
4. BAZRBETEDBEREAT7T, #7230 2BRLET,

5. TP MBBERO7AIINRIVT, T, #7723 2BRLET,
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6. "UTILEBALBHZERFETS, T, ABZERL, BREAMERFEIVARNYSF T3
VEBRLULET,

7. BICIHUT, BE/Z7L—XZ2EBMZBRL, BAZZTMAEEFERLGE7L—XZA8L
x9,

5. [Save] ZBRL £,

O U RERERTE DR sE

Amazon Chime SDK I&. Voice Connector DOJ & Z2TF7 A ) NTEMCLET, OJTERZE
MZTBE, AT AL Amazon CloudWatch O N —FICF—R &2 RXELET. OJBEDOEM
C2\WTR., T, #5BLTLKEETV, Amazon CloudWatch |Z &% Amazon Chime SDK OEZ &
)4

OVREREZMET DI

1. SIPXKDOAOT T, BMZEERLET,
2. "AFA4T7XNUOAOY, T "B, 21 8RLET,

T RTEDMmE
Voice Connector IClE 50 AN R T ZBINTE, ZTDF—F72a>nEZBRTEET,
RIBRERRMETSICIE

1. [Manage tags (R NDE®E) ZBIRL E T,
2. ROVTNHAZEEFTLETD,

« RTZEMTRICE, FILLWATZEM ZBRL, F—AT2320EZADLET,
« RTZHIRTDICE. HIRTIZRTOEICHIHIREBZRLET,
3. BTLES, [EEZKEF] Z&RLET,

Amazon Chime SDK Voice Connector BEZEH SN E V) YT & EH|V)
M THERR

Amazon Chime SDK Voice Connector E DB TERHZE SO BT LR HTHRETOIENT
EET,
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ERESZEVITSICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &
9o

FTES =23 RAL2 0 SIP Trunking T, FEE IRV XZERLET,
Voice Connector DEH ZEIRL £7,

BEEES) ZBIRLET,

Voice Connector ICEIV) T2 EFEESZ 1 DU EEBRLET,
[Assign (B|V) HT2)] ZBRLE T,

o ok~ w0 DN

£, BEV)HT%EBEIRL T, Voice Connector RBA A4 7 NDEFEES % 1 DD Voice Connector £
7=l& Voice Connector FIL—7"ASBIO T I —TICBEIVHTITBHEETEET,

EFEESOFVIETZHEBRIZICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &
EP

FESF =232 RS>0 SIP Trunking T, EF XV X EZEIRLET,
Voice Connector D & &l ZEIRL £,

EEES) BBIRLET,

Voice Connector 2 S&|V) HTZ BRI B EFESZ 1 DULEBERLET,
[Blv) Y TR ZBIRLET,

FIVIORYIDRZEFICL, [BIV) HTHR) ZERLET,

N o o bk~ w0 Db

Amazon Chime SDK Voice Connector @ Il k&

Amazon Chime SDK Voice Connector ZHIBR T2 HIIC, TOOARIEZNSITXNTOEFESOE)Y)
MTERBRIDHBENHV)ET, Voice Connector ' S DEZFHS NI ¥ THREROFMCOVWT
. BIOREY VERSBLTLSEEL,

Voice Connector ZBIT 2 C (&

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK J>V—J)LZH& &
9o

2. FTES—=23RAL® SIPTrunking T, FEIXRVXEERLET,
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3. [EFEES]. [Delete voice connector (FF 11XV XD HIER) Z#IRLET,
4. FIVIRYOAEFICZL., [Delete (HIBR)] ZBIRLFT,

BEDTZMFEHT LS Voice Connector 258 E T %

(® Note
COEIVAVOARATYTEZRT IR, FTEFEINMRELZERTILENHYERT,
REDERICOVWTE, T ZBRULTIKESTVERSTZRET D,

Amazon Chime SDK Voice Connector © Amazon Chime SDK Call Analytics ZfEHA 3% &, &F
47 T Amazon Transcribe & Amazon Transcribe Call Analytics 2R L T/ >4 N2 BEIC
A RTEERT. ChETSICE. BFEDHEREZ Amazon Chime SDK FFE XV X ICEEMITE
9, Voice Connector [&, BFEC &IC, EEUVLEREICH > TBEFIMZFVCELET, 1 DORE
=B D Voice Connector ([ZB8iE(S 7% < &£, Voice Connector Z & IC—ENREZERT DL
ETEET,

Call Analytics l&, Amazon Chime Voice Connector DY —E Al e nizO—)LZERAL T,
J1—H%—IZ#81 2 T CreateMedialnsightsPipeline APl ZFFOFH L £ 9,

Voice Connector Z:&E T % (C I&

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 1>V —J)LZH& &
CIP

2. FTETF—23aURAL2OI[SIP NT2F2J] T, [Voice Connector] Zi#IRL £T,

3. EREICBIE(S TS Voice Connector DEFI&ZIBIRL, [ANU—Z2J XTZBRLET,

4. [BER] ZBRL TV EVEBEE. ThEZEIRL T, Kinesis Video Streams AOAKNU—Z24F
ZHABLET,

5. BREANTT VT4 7{ERBIRL, RRENBDXZ1—TBFONRE ARN ZiBRLET,
6. [Save] ZEBIRLFET,
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® Note

Voice Connector |CBHESS TR EZEML., EME, ELEEEL L&, L VLEREN
H—EAICRRENEMCEDETS LIV ET,

Amazon Chime SDK Voice Connector )l —7 O EE

Amazon Chime SDK Voice Connector ' )L — 7" M £ #8 &

Voice Connector 7 )L—7l&, SIP R—ADEFEZ AT LANDA /N2 RPSTN IO & ZEn
BLES, JIL—TR@. 72=INSL SN0 0R)=2a> 0= )L—TFT1 207 2RHLE
9, Voice Connector 7' )L—7 121k 2 DEL E® Voice Connector XEFEn, 45 AWS U—2 3
>~ THERE I iz Voice Connector ZEH2 CENTEE T, Chicky), TAKARI RN 120
AWS V=232 —EAICHETSIHES. REPSINHUEHLZY -3 BT/ IM4IILA—
IN—TE&ZEY,

il z 1, Voice Connector FIL—7"Z4ERK L., KRKERIP (N—JZF46E) V—2 3 2 EXBEL (7
Ld>) =232 @ 2 D0 Voice Connector ZE|V) HTHELET, SIPKRAN (BHT) 2ETH
S8R E THH M Voice Connector Z58EL £ 9,

R, KERE (/N—2 ZF46EF) ') —=> 3> 0 Voice Connector ICEELLEELET, TD—
TAVICEREOBEN HB5E. BREEBBNICKEES (L J2) 'U—2 3 > ® Voice Connector
CBIL—FT1200&EhET,

Amazon Chime SDK Voice Connector Z)L—7 O ER KB T3

FBIT2ICE. £FEASS AWS U—23 2 I(C Voice Connector Z4ERK L £, XIZ. Voice
Connector JI)IL—7"%#4EK L. TN )L—7IZ Voice Connector ZZ|V) Y TFEF, Amazon Chime
SDK BEFFEEBESEE SR> NN S Voice Connector FIL—7 DEFEEZES 27O 3093
CEETEFRT, FMAICOVWTE, "TEFEFESO7OEDa - T, #3RBLTLKEES Y, BB
AWS 1) —=> 3 > T® Amazon Chime SDK Voice Connector DERDFHMIC DWW Tk, 1 Z25HBL
T <L 7£& LWAmazon Chime SDK Voice Connector D B,

AE

« Amazon Chime SDK Voice Connector 7' )L —7" ® ¥R

« Amazon Chime SDK Voice Connector 7' )L—7 D fRE

- Voice Connector JIL—7ADEFEES ORIV BT LAY HTHR
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« Amazon Chime SDK Voice Connector 7' JL— 7" ® Bl k&

Amazon Chime SDK Voice Connector 7' )L —7 D 4ERK

ThHo RNz, &KX 3 20 Amazon Chime SDK Voice Connector )L —7 &2 ERKTE X T,

TIN—TZERTDICIE

1.

https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 2V —)LZFEE &
9o

FTESF—3RAL2 D SIP Trunking T, FEE XTI X ZBIRLE T,
[TIL—7" DK ZiBIRL TS EEV,

RRENDEATOTRY JAD Voice ARV RIIN—TEOTIZ, JIL—TOHmZEADL
x9,

[Create] (fERX) ZBIRL £,

Amazon Chime SDK Voice Connector J)L—7 N iRE

Amazon Chime SDK Voice Connector ' IL—7" R L 5, TDJ I —7ICx L T Amazon
Chime SDK Voice Connector ZEBINE L FHIBRTE E T, 7 IL—7 R D Voice Connector DB EE
BIRETDHDEETEEXT,

Voice Connector 27 )L—7° ICIBINT B (C &

1.

o A 0N

o

https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 2V —)LZEE &

9,

FTES—3RAL2 D SIP Trunking T, FEE XTI X ZBRLE T,
#mEE9 % Voice Connector FIL—7 DO EHIZBIRL £,
FEARIVEZZT&BIRL, 7o>a> > )ANEHE, BMEERLET,

RRENBAAT7OTKRY VAT, EHT S Voice Connector DIEIZHBDF T Y IRY VAEF
ICLET,

[Efn) &&IRLE T,
ATY 7 4~6 &#VYIRL T, Y J)L—7'IC Voice Connector ZiBHL £,
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' IL—7" WD Voice Connector DB EEZFEETZICIE

1.

o & DN

https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 2V —)LZFEE &
9o

FES—23 > R4 D SIP Trunking T, SEIXIX2EERLET,
#mE 9 % Amazon Chime SDK Voice Connector F )L —7 O &ZHZBIRL E T,
T3> T, BAEOHE 21 BRLET,

RRENBAAT7OTRY 2 AIZ, Voice Connector CEICERDBEIENEADLET, 15
BEEEBAETY.,. BEAEDSF\ Voice Connector A" JFAIICERTENET,

[Save] Zi&EIRL T,

4 )L—7"H 5 Voice Connector ZHIT 3 (C1F

1.

o & 0D

https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 1>V —)LZBHE &
EP

FTEF—23aRA42® SIP Trunking T, FEE1XIXEBIRLET,
#mE T 3 Voice Connector J)L—7 O BHIZZIRL £ T,
Actions 'V AN%ZBZ. Remove ZZIRLE T,

RRENBAAT7OTRY VAT, HIBRT S Voice Connector DIEIZHZDF T Y IRY DV AEF
ICLET,

[HIBR] Z1BIRL TS EZ L\,

Voice Connector )L —7ANOEFZHBES DRIV YT EE|V) Y THEBR

Amazon Chime SDK O>Y —)L%& ML T, Voice Connector ) — 7 ICEFEBESZEV) HTE

b)\

BWETZHBRLULEY LET,

Voice Connector )L — 7' ICEBEBS %2 E) Y T3ICIF

1.

https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK AV —)LZHE &
9o

FES =23 RAL2 O SIP Trunking T, FEIXRVXZBRLET,
#mE 9 % Voice Connector FIL—7' O BHI Z#iEBIRL £ T,
[BEFEES]) 2 BIRLET,
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5. [Assign from inventory (f RV KRUASEIV) HT) ZBIRLET,

6. Voice Connector ZIL—7ICEV) HTHEBFEESZ 1 DUEERLET,

7. [Assign from inventory (f RV KRUASEIV) HT) ZBIRLET,

[Reassign (B 24 T)] #3&IRL T, [Voice Connector (FE ARV R BB ERATNEFEEZE
B UTTREETEET, Ik, Chsn&ES% 1 DN Voice Connector £ /=l Voice
Connector FIL—7" A SR TIN—7ICBEIVHTTEET,

Voice Connector J)L—7 A S EF BSOS TEZHRRIBICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)LZH& &
ER

FTESF—3RA42 D SIP Trunking T, FEE XTI X ZBRLE T,

fmE ¥ % Voice Connector 7 )L—7" O &R ZBIRL £T,

EREES) 2 EBRLET,

Voice Connector )L =71 S X ERZBFEHES ZBIRL ., BV HTHERKREZERLET,

[BIV) S THR) 2BIRLET,

2

Amazon Chime SDK Voice Connector 7' )L — 7" @) Bl k&

Amazon Chime SDK Voice Connector ' )L—7"ZHIBRT D HIIZ, TOTIL—THS5FXTO
Amazon Chime SDK Voice Connector E EFEBFE ST DE|V) UTE BRI DIMBEN HV)ET, FFMICD
WTE., BIOEI>3a>rasBLTLSEEL,

Voice Connector 7 )L—7"Z BT 2 IC1&F

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)LZH& &
EE

FTES—3RA42 D SIP Trunking T, FEE XTI X ZBRLE T,

HIER 9 % Voice Connector )L —7 D E R ZBIRL T,

[Delete group (Z')L—7 D HIBR)] ZBIRLFT,

FIVIRY DAZFIZL, [Delete (HIER)] Z:BRL £,

o & 0N
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Amazon Chime SDK Voice Connector X7 4 7 %& Kinesis IC AN
J)—=>J9%

Amazon Chime SDK Voice Connector /' 5 Amazon Kinesis Video Streams I[CBFEEFZ AN —=
VILT, 2. EEEE., TOMHORBEITSCENTEET, FROVYN—E, EFF—32%
Kinesis Video Streams IR EL THES{L L. Kinesis Video Streams AP| AL —> 3> #FHAL T
F—BRIZTIVEATEET, FMIZDOWTIE, Kinesis Data Streams RO Y /N\—HA RESBEL T
<EEW,

(® Note

- Voice Connector AN =229 Tk, EFHESEREHIREhELA, E164 XX E
E.164 EXUADBESHSHPELEARN)—Z2TTEET, HlZEF. Voice Connector
ARND—=22T@F, 4, 5, L 6 HTOILRES., ELE MHFOTSAR—KITAVE
BEYR—NTEET, FHAICOVTE. COHA ROBEICHDSIPR—ADATAT
BREERY ND—IOR—AOREQEHM T, Z2Z5RL T EE L,

+ Voice Connector ANU =227, G711 Allaw 8L G.711 p-law A—F 4 AT > 11—
T4 TP R—MLTVET,

Amazon Chime SDK Y —I)LZ B L T, Voice Connector DXF 14 F AN =X %5tk
LET XTFATARNI=ZUTNBHBRENS &, Voice Connector [& AWS Identity and Access
Management (IAM) H—ERXICU > V& nizO—)LZFEAL T, Kinesis Video Streams [C X T 1 7
ZANV—Z2UF2T70EAFTZFELET, RIZ, & Voice Connector DBEFEL v I H S D&
RERNUTILERALTARNI)—ZJE N, Kinesis Video Streams A" 9 BfE hE 7,

Kinesis Video Streams Parser Library ZfEH L T. Voice Connector A SEFE N XF 1 T AN
)—LZZ V00— RULET, ROKETTIXMXRF—ZTANI—LZT7AIILRZIVTLE
CP

* Transactionld

» VoiceConnectorld

SMAIC DWW TIE. Amazon Kinesis Video Streams RO Y /N\—H A4 R® MKinesis Video Streams
N—YH—S4751), KUV Kinesis Video Streams TOA RN -9 X RXF—RNDEAR, #35
BLT< &,
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Voice Connector T IAM H—ERIZU Ve nicO—)ILOEAOHEM-OWVWTE., "1 258U
T <L & WAmazon Chime SDK Voice Connector H—E X > O O—)LAR ) —OEH. Amazon
Chime SDK T Amazon CloudWatch ZFR T2 HEDFMICOWVWTIK, T, 25BLTLKEE
WAmazon Chime SDK TOOJREFEE_X T,

Voice Connector DX 74 T ARNU—Z2J&ZFRIZTSE, Amazon Chime SDK &
AWSServiceRoleForAmazonChimeVoiceConnector £V 5 IAM B —E R U > 20— )L ZERL i
9. Amazon Chime SDK 1Y —JL T Voice Connector M@EFML I— ROOJRBHEEREL
WBBE, ANU—I2JFHML I— REBRES N Amazon S3/NT Y MCEFENET, #%Hi(,._
2WTIk, "Amazon Chime SDK Voice Connector AN —X>J QML 11— R, 2838BL TL
e\,

XFATANI—=Z2 T DOREA

Amazon Chime SDK Y —)L%ZfH L T. Voice Connector DXTF A4 FARN) =3 T=@EKEL
£7,

AXATFATANI=—IVTZ2RBIZICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZB& &
C

FES =23 RAL2® SIP Trunking T, SEIXRVXZBRLET,

Voice Connector D & &l Z#IRL £,

AND=Z2 T 2T &BRLET,

Ft o> 3> 0 Kinesis Video Streams NDEF, T, BBZEERLET,
TR REFHPET. T-RORFERRL., REHBZALLET,

[Save] ZEIRL F T,

N o o M 0D

Amazon Chime SDK AV —J)LZFERAL T, XFATANI—Z2TZ2F7IZLET, Voice
Connector IZXTFA TFTARNI—S T2 ERATHIHENBLBE 258, BEITZIH—ERAICD
VOENEO-)LEHIRTZDCEZHBOLET, FMIZDOWVWTE., "TAmazon Chime SDK Voice
Connector DH—E ZAIC) O nizO—)LDHEIER) 25BLTIEE L,

Voice Connector DXF A4 T AN =32 T %F1ETBICIE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V — )Lz & &
T,
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2. FTEZ—232ARA>2®SIPTrunking T, SE ARV X ZBIRLET,

Voice Connector D& B ZEIRL E T,

ANV=22087#BRLET,

F#to> 3> 0 TKinesis Video Streams NDXE, T, BLEEBIRLET,

[Save] Zi#IRL £ T,

2

SIPR—ADXATFTATHERBEEZRY N)—OR—AOFEO BN

Amazon Chime SDK Voice Connector Z £ L T, Kinesis Video Streams ICXF A4 P Z AN —=X
VHTEET, SIPR—ADXF 4 P4 (SIPREC) ERES AV 7F5ANSYF ¥ £k Cisco
Unified Border Element (CUBE) ICBEE[ TS h XY RD—IOX—ADKRE (NBR) #EED S A M
)—22JTEET,
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« RIDZEAT RLA-HUOHLITOEFMZEALOLTRIALET, COAT7a>zERTZDE, &
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FTES—=>232RA42® SIP Trunking T, FFE ARV X ZERLET,
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BERBFEITERBIRLET,

H—RN—FT 1 —OBEY—ERA7ONA A —RET, EBMZBRLET,

[Call send method] (BFEE/S53%) T, DNIS (F A4 VLB BB Y —ER) 2 BIRLET,

[Emergency call routing number for calling emergency services] (B2Y—EAXAEZFUOHT L

NEIBRIL—FT107FS) I, BV —EAZHVEITLEOOT—RN—FT1—BFEESTZ
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N—TFT12T7FS)IC, B2V —ERZTANAIRTEI LSOO —RN—FT 1 —EFESZ
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9. [Country] (B) Zi2iRL . [United States] (KE) Zi#IRL £,
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Amazon Chime SDK Voice Connector &, #L3& 911 (E911) RO H L ZHAR—KM L TWE T, Voice
Connector ZM L TRSBE®ETSHEE. SIP UJIANCI GEOPRIV 7L E2 AEHRT— 2
XOT—>3>FTZTU N (PIDF-LO) #EHB LT, REEDNEBERRERXRETEERT, 7
2 I NI Geolocation-RoutingAY A —ZEHRIVENHV), & ICRELETVYes, 7 R
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ROFlE, PTRLAZEDPIDF-LO A7 IO RN 2EL SIPBEFEZRLTVWET,

INVITE sip:91l@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws;transport=TCP SIP/2.0
Via: SIP/2.0/TCP IPaddress:12345;rport;branch=z9hG4bKKXN2D41yvDUKH

From: +15105186683 ><sip:+15105186683@IPaddress:12345>;tag=tag

To: <sip:91le@abcdeflghij2klmno3pqr4.voiceconnector.chime.aws>;transport=TCP
Call-ID: 12abcdef-3456-7891-012g-h7i8j9k610al

CSeq: 43615607 INVITE

Contact: <sip:IPaddress:12345>

Max-Forwards: 70

Geolocation-Routing: Yes

Geolocation: <cid:alef610291734f98a467b973819e90ed>;inserted-by=vpc@ng9ll.test.com
Content-Type: multipart/mixed;boundary=unique-boundarystring

Content-Length: 271

Accept: application/sdp, application/pidf+xml

--unique-boundarystring
Content-Type: application/sdp

v=0

0=FreeSWITCH 1636327400 1636327401 IN IP4 IPaddress
s=FreeSWITCH

c=IN IP4 IPaddress

t=0 0

m=audio 11398 RTP/SAVP 9 0 101
a=rtpmap:0 PCMU/8000

a=rtpmap:101 telephone-event/8000
a=fmtp:101 0-16

a=sendrecv

a=ptime:20

--unique-boundarystring
Content-Type: application/pidf+xml
Content-ID: <pidftest@test.com>
<?xml version="1.0" encoding="utf-8"?>
<presence xmlns="urn:ietf:params:xml:ns:pidf"
xmlns:gp="urn:ietf:params:xml:ns:pidf:geoprivi@"
xmlns:bp="urn:ietf:params:xml:ns:pidf:geoprivl@:basicPolicy"
xmlns:ca="urn:ietf:params:xml:ns:pidf:geoprivl@:civicAddr"
entity="sip:amazontest9ll@test.com">
<tuple id="0">
<status>
<gp:geopriv>
<gp:location-info>
<ca:civicAddress>
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<Ca:

<ca
<cCa
<ca

<ca:
:STS>Ave</ca:STS>
:NAM>Low Flying Turtle</ca:NAM>

<ca
<cCa

<ca:

country>US</ca:country>

:Al>WA</ca:Al>
:A3>Seattle</ca:A3>
:HNO>1812</ca:HNO>

RD>Example</ca:RD>

PC>98101</ca:PC>

</ca:civicAddress>
</gp:location-info>
</gp:geopriv>

</status>

<timestamp>2021-09-22T13:37:31.03</timestamp>

</tuple>
</presence>

--unique-boundarystring--

KB, TO PIDF-LO OEA

164



Amazon Chime SDK BEHA R

SIP X7 4 JUr—>3>nER

Amazon Chime SDK >V —J)L&EAL T, £y > a>BEB7ORIN SIP) XFATFTF7 TV —
AVERERTEERT, SIPXFATFTT)r— /E/Eﬁﬁﬁ?ét BERFBAXREME (PBX) I
Ejb\TﬁﬁéhéﬁngL:?%’XT47HDFEF%$7§\ i(ra'f’ﬁﬁktéijo
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SP77U45—>3a>e)l—=)LIcoW\WT

Amazon Chime SDK Tt v a BB 7OKRIL (SIP) ZFEAT I, SIPXFAFT T I —
2a> ESIPIL—IEZ#ERLET, Amazon Chime SDK A Y — )L THAZERL £T,

RORE, F7Vr—232E)—ILOAE#&ERLTVET, ChESIPIL—ILICLK>TEFS
SEVIJITANURIOKRARNENSEBBSIPT7UT—23a2  CBENN—T120EnsL<
hZERLTVET,

BHROBFRE, BROTOTFANMOBFAIHBLTVWET,

@ @ SIP Media
5 application 11
Target 52“8|D "Ei!’
Priority X » 1D,
=164 phane = o~ Priority AWS Region 1
> I:E AWS Lambda
Voice Connector @ function
Request URI — > E: N
hostname Target SIP Media
SIP rule Priority Y =1 application
Name, ID, Name, ID
Trigger Type, AWS Region 2
Trigger Value AWS Lambda
function

Chime 4 >R > K1) & Voice Connector (1) 5 SIP L= 2) LD A EBEFEBESEZY L TR LN
TEET, £/, PSTN Audio Y—EATEFEES K =& Amazon Chime SDK Voice Connector %
T7OEDaZVISRRBENHYNET, TOFZEICODVWTE., 1 OFIESIPAFATFTTF7 )T —
AVOERTHALTVET, EFES\OBFEZRFEITDE, SPIL—INESIPXFATTT
Jr—>3a2ernICBEENITS Nz Lambda BI% (4) ZHHE LU E T, Lambda BB#E. REH

NEXOBE, 2BANOSN, BEOI1—-—RMNEEOTIIaEaRTHIT I—REEITLET,

NILFU—=2a>oEEEERETIEDHIC, SIPIL—I 2) TR, 7ZT4IILA—N—OFELIBHIC
HOT, BBBAWS U—232 Q) ORERX—TYRNSIPAFATTTIT—>3a 2 ZBETESR
o 120F—5Y MHFERBLEHEA. PSTN Audio H—ERRRROZ—4Y hE2RTLET. ER
BR—TYRNEEBDAWS V-3V ICFEREITBAMBENHDCEICERELTLSEZL,

SIPF77Ur—>azvell—ILico0WT 166
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SIPXFATF7VTr—>3>0EH

SIPXFATF7ITr—232E, SIPIL=ILASE—4%Y N AWS Lambda B#ICEZET Y R—
SRATZIURNTT, SPAXFATTTVTr—>3>=hl. ®R. BH. BRTHEIBRTEXT,
EBOTTIVT—>320FMERTTERIN, ThSOT TV T—2 3200 NOEEES
RATEDRIEEL TS EZ L,

® Note

SIPXTFAFTTTI)r—23a > %4ERTSEC. AWS Lambda BBA HETT, FHMICD
WTIk TAWS Lambda O R 2SBL T EE L,

NEY

e« SIPXTATT7VTr—232 DERK

c SPXFAFTTTIT—32TORITDER
c SPXFAFTTTIT—3VOKRK

c SIPXFATFTTIT—3 2 0OFH

« SIPXTATT7)r—23 2 0OHIE

SIPXFATT7TITr—232 OEK

SPXFA4FTTF77Ur—>3a>k, UUO9ITANURIKRARNRZ, Amazon Chime SDK Voice Connector
IIN—T, FERETTAR—NEEBZFSLOBRORUOVELZEMICTIHEN HBDEEICERL F
9,

SIPXFATT7TITr—>3a22ERTBICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZBH& &
T,

2. FTES—=23RA2OPSTNAudio TSIP XTFATFTF77)r—>3a>#BIRL, XKREhd
R=ITSIPXFATTTVTr—23 > OERZERLET,

3. BEIIC, P7VT—23> 0B ZAALET,

4. ROWFhnHOEZIE—L, ARNRY VRAICBEYSTET,

 Lambda B8%® ARN
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+ Lambda RO I 1) 7 AD ARN
e Lambda B8#H®»/N—> 3> ARN

® Note

Lambda A ZBETHEEICTA VT AE/N—232 ARNs ZHERTEE

¥, Lambda ERRITEZEMICTEBERE. TAUTAKREZRE/N—232 ARN A%
ZTY. Lambda BEOTIAUFR, N—Y3VIAUTA, HLOFABEFTOR
MIZDWTIE, T AWS Lambda *AROY /N—HA Ry @ "Lambda EHO T 1 1)

T A, Lambda BAEO/N—23 >, 8KV Lambda Z7OEZ I Z 2 JEAERETO
g, EBBLTIEEL,

5. (A7 Tarv)yrJ THLLWATZEM Z2BRL, ROBEZTVET,

1. F—RYVAILEEZADLET,
2. (AT 3V)ERY IRCEEANLES.
3. HMEICISUT, HILWARITzEM ZBRLTRITZEMLET,
6. SIPXFATFT7TIT—23 > 0OREERLET,
[Create a SIP media application] (SIP XF*4 P F 77— 3> OEK) R—2 Q& LEBICHKTH

XV tE—IHFRREN, FTVT—232OVARNERENIEXTATT7IT—>3 28k
RENET, IZ7— XV E—IHFRTENIEBE, TOERCH>TEEL,

SPAXAFAFTTFTTI)r—>2a3a>TcORIDER

OtV a>OMEY VT, BEED Amazon Chime SDKSIP XFA P77 )5—>3a> TR
JeFERTRHFEIODVWTHBALET, 2TZFEATRE, SPXFATFTVTr—23>05ED
AWS DY —RAILXBRTF—RZE|)HTBRDENTEET, 2JEF. VY—RICETHER. L&
ZTONY—RAIREBEEIATVERTF—RERETDIF—EATVAaVOETERENET, IXTO
F—EEEERZELET, HlAE. DfECostCenterZFHFD VWS BHNDRIT F—%HERL 98765,
FTORTEIAANBDICHERATEE T, SPAFATF7Ur—>3 > ICEEAR50 B0 XY %EBM
TZEET,

=
« SIPXFAFTT7)IT—23a>oA0RIDEM
« BT DimE
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- 2T OHIER

SIPXFATT7TIr—>3>A0270EM

BE1Z M Amazon Chime SDKSIP XFA FF 75— 3a > liFk, BRGS0 BEOZ T ZEBIMTE X
9,

ST%EMTBICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 1>V —J)LZH& &
EP

2. FET—232RA42®OPSTNAudio T, SIPXFATFTF7Is—2a> & BRULET,
3. BATBSIPAXFATT7ITr—23a>080%ZERLET,

4. [BT1827. (2T =EE] OEICRIRLET,

5. HiLLWaJTZEBMZEBRL, F—&A7>3a>0EEZADLET,

6. HDEICKUT, HLLERITZEM ZBRLTHORTZERLET,

7. ®TILES, BEEZRTF] Z2BRRLET,

2T DR

REBTIVEAFAN H2BEE. #HNZT2ERLEAN CERELS, AWSTAHTY ROEEDXR
TEWMETEERT, IZIEL. IAMARUS —TRE, ChEFTSCENTERVBENHYET,

2T EmETHICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)LZH& &
EE

FTESF—232RA42 DO PSTNAudio T, SIPXFATFF7IVTr—23a>&BRUET,
BETDSIPATATTTIT—>3 2 0BMERBRLET,

(20187, RV Z2EE] OEIERLET,

F—RERERY VAL, HILWMEZADLET,

TILES, [BEZREF] 2ZBRLET,

2
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27 DHIBR

BEBT IV EAFUN HDHEE., #ARTZERL LA ICERELS, AWSTHIY NORT ZH|
BRTEET, L. IAMARUS —TRE, ChETSCENTERBRVBENHYET,

2T ZHIKRTBICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &
ER

FTES—>32RA42O PSTNAudio T, SIPXFAFF7ITr—23 > &8RULET,
BEITRSIPATATFT7ITI—>3 > 0FAEZBRLET,

[2T187. BT =2EE] OEICERLET,

HIBRT 22T DHEICHS [HIRR] ZBRLET,

[Save changes] (BREDRTF) 2V JUY I LET,

2

SIPXFAFTFT7I)Tr—>3a2>0xRR
BADOSIPXFATFTIT—2 a2 OEBRENFBETRRTE, HARMEOEREDT
UTr—2 a3V ERBETRRTERT,

SIPXFATFTF7UT—2 a3V ERRTBICRE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZBH& &
EP

2. FTES—232ARA>2T, [SIP media applications] (SIP XF A4 777V —>3>) #iBIRLE
CIP

[SIP media application] (SIP XF 4 7 F 7T —23a )y R=JIZEBRAOIXNTOT ) Tr—
AVHRTIENET,

3. T7UT—YavOEMERRIBICE. FTTUT—Y IV 0RMEERLET,
SIPXFAFTF7T)Tr—>3a > 0EM

SIPXF*A4FF7)r—>3>20 Lambda BB O EH & Amazon )Y —AZ— L (ARNs) ZE#H T
BET, AWSDU—TI3VZBEHIBD_ELERTEERA,
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SPXFAFTFT7TITG—23a>z8EHIdICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &
9o

2. FTES—232ARA2T, [SIP media applications] (SIP XF 14 777 Ur—>3>) &&RLE
9o

[SIP media application] (SIP XF*4 7 F 75— 32 ) R=IHFRTENET,
3. EFHLEWTTUT—23a2 05 ZBRLET,

T70T5r—23a>BEEOR—JICRTRENET,
4. [#mEE] 2 BIRL X7,
5. BEICKBLUT, UTZZEELXRY,

s TV —=23 > 0OBH
« Lambda ARN, T4 "7 X ARN, E£/Fk/N—>3> ARN
« RY, BUOTEEOFHMCOVWTIE., Tt Z8HBLTLSEETV,

® Note

Lambda A ZBETHEEICTA VT AE/N—232 ARNs ZHERTE E

¥, Lambda ERITEZBEMNCTEBERE. TAUTARERF/N—232 ARN A
ETY, Lambda DI A VUT A, N—=23aITAIUT AR, BRUOBERBETOH
MIZOWTIEE, " AWS Lambda RO Y /N—HA Ry @ "Lambda EHO T 11

T A, Lambda BABON—23 >, &V Lambda Z7OEZ I Z VI EAARETOE
2, £3BLTIEE L,

6. [Save] ZBIRLET,
BIAXAYE—IHFRRENET, I XAV E—INFRRENEBES. TOERICHE >TLSESE
Vo

SIPXFATFTTFT7I)r—>3>2 OHIR

SIP XFATF7Ur—2 3V HBRULEVERELTRVLKDANBY ., ROLSBHFFFSh
*7,

SIPXFATFT7Ur—3> 0Bk 171
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s ERBSEFLEVIIANURIOKRANBOFERZELLET,
c SPXFATFTT7VT—23a>  OERNIEE>TVWET,

® Note

RANTZOT4R&LT, P7UT—232 ZHBRLTEBREORNMA R hEVWI L
ZHELET, T, P7UT—23a2ZHBRLTE, BEIDIEFEESY SIPIIL—ILIEFH
BREhEHA

SIPXFATT7TITr—>3a2ZHIBRT3ICE
1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &

ER

2. FTEY—232RA2T, [SIP media applications] (SIP XF 4 777 Ur—>3>) &&RLE
T,

[SIP media application] (SIP XF*4 7 F 7T —2 32 ) R=IHFRTRENET,
L TTVT=23a Z0BICHBA T RERERRLET,
4. [HIBR] Z3&IRL F T,

[Delete application name] (7 7’U T —> 3B OHIR) FATOTRY VANKRTENET,

5. [l understand that this action cannot be reversed] (C DB TICERB AV EZEBHBL TVE
F) #BIRL TH S [Delete] (HIBR) #BIRLE T,
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SIPIL—IDOEE

SIPIL=IE., SPXFATFTFTT7ITr—>a> Z8RESETLEVIITANURI ORANEICEE
FHTET 1 DDSIPIL—IILEERDSIP XFATTFTITITr—23a  ICEERFRENTESE
T, TDE, FET7TVT—230TEOLN—=—INDOINRITENET, SIPIL—=IDSIPXFA4TT

TVT—2a2TEDRDICHEETEIHADOBMEICODVTR., BIOEDIaVSIPT77Ur—a ke
IL=ILIZD2V\WTOH Ty #ZBRBLTLSEEV,

(® Note

SIPI)L—IL%ZERT SIZIE. Amazon Chime SDK 4 YR NUTHRHBRATH SIP XTFA4T
T7UT—23a> A4 VIAVICERECNATVWS DID £EEEFRERNERES 2045 L
£ 1 D, F/IF Amazon Chime SDK Voice Connector ICEIV) ¥ TS B THD VI T
ANURIRARNBZDBLLEE 1 DBRETY, EFFSOFMICOVTE., "EFESDE
B, 22RBLTKEEV, UJIABMURIFARNBOFMICZODVWTR, ROEI>3IOF
JEICfE> TS EEV,

&

+ SIP =)L DR

* SIP /L= OFXRTR

« SIP =)l DEH

« SIP L= OBEZY
« SIP L=/l DS
* SIP L=/l DBIBR

SIP JL—I)L D ERK

SIP)L—IL%ZERT S8, Amazon Chime SDK 4 YR NUTHRHRRATH SIP XAFATT 7V
T=2a A VIAVICREENTVS DID FLEFEFRHEREFEES. ££1E Amazon Chime
SDK Voice Connector IZB8E[R TSNV IITARNURIKRARNE, BRVSIP XFATTT)Tr—
AVHFDPBLKEE 1 DOBETY, SIPT77UT—23 > 0FMBICOVWTR, "TSIPXFATTTU
T—23DER) ZESRLUTLKEEV, o, MOBBENMERLEIL—IIZFERAIZEETE
-
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SIPIL—ILZEKT B ICIF:

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK OV —)LZHE &
9,

2. FTES—23a RAOEFEES T, SIPAXFA4TTF7TIVr—>3a>%BRLET,
3. L=ILZERKTZSIPT7TUr—>a> %8R, I-IIE2T7%#ERLET,

4. BREBSEEGTIOMNIVRRANEOEZIE—L, TOEZXAERELEEHKO7O0TZ
LIZBEY) G, BTEATZEHEZTO7O7SLZRAVERRICLET,

5. TET—232RAL2TI[SIPrules] (SIP JL—)l) ZFRL £,

[SIP rules] (SIP JL—J)L) R—IHFRRENET,
6. [Create] (fERX) ZEIRL £ T,

[Create a SIP rule] (SIP L—ILZERT D) XA TATRY VANRRENET,
7. BEIARYDACIL=ILOZRZADL, ROVTIhHAEETLETD,

EFRESOIN—IZEKTS

A. 77 # )L N T, [Trigger type] (MU FH—247") 1) AKNIC [To phone number] (BFEFESAN)
FRRENET, KRENBEVES, VANTZEOEZERLET,

B. [Phone number] (EfEET) T, ERFBFFTEANTEIH., FEEVAMN SERFEFTEZIRRL
£, BEZANTIEHEE, +110 ####Z ADLET, Hl: +15095551212

JOTARNURIRARNBDIIL—ILZERT S

A. [Trigger type] (kU H—2 4 7)) U A~ ZF W T [Request URI hostname] ('J 2 ZA N URI @
RARNR) ZERLET,

B. AT Y7 2 TAE—L /RA ME % [Request URI hostname] (') 7 ZTA KN URI DRA MR)
714—=)LRICBEVRFET,

8. IL—IEZESLICEATZICE. [Enabled] (BR) FIVYIRY IRAZEAOERICLE
9. Amazon Chime SDK Voice Connector E T DR AN EZNERAREICEZDETIL—IILZERD
CTBICE, FIYVIRYIDRZFTICLET,

9. RAZEBIRL, ATYT2R=IUTSIPXFATFTTFTITr—2a> ) ANEHE, RIS
SPXFAFTT77Ir—23a>&&RLET,

10. AE(ZJSU T, [Add a SIP media application] (SIP XF 4« 7 F7 7)o —> 3> EM) #i8IRT
DEEBOTT)5—2a3a> T z2EHATEEXT,
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11. [Create] (1EFX) ZZEIRL £ 7,

BHXY E—IARRENET, T7— XV E—IHFRRENLFE, BERER>TEEL,

SIP L=l DORTR

BZ0DSIPIL—)IZHOERENFMETERRTE, BORBRHEOEEREDIL - ZFMETKRRT
XY,

SIPIL—IZRRITDICE

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —J)LZH& &
EP

2. FTET—232RAL20O PSTNAudio T, SIP)L—IZERLET,

[SIP rules] (SIP L—I)L) R=DICHBADITXTOIL—IILIFERRENET,
3. IL=IOFEHERRIDICEK,. L—IILOBZERLET,

SIP JL—I)L D EH
SPL—LIDVWTTEBR— OB, BHEEETHLTT, BYE, L—LB8EEETHHE
. RETB SIP XFAFPT7UT—2 3V ORME—RTDLSLLTIEE,
SPL—ILEEHTHIR

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK >V —)LZH& &
9o
2. FTET—232ARA20OPSTNAudio T, SIPIL—I)ZERLET,

3. EBELEVWIL-IIOFEFZRBIRLET,

FOIL=ILOR—=DHFRRENET,
4., [fREE] ZBIRLFT,
5 I—=ILIZFEF2#HL VAR Z [Name] (BHI) ICABDL T [Save] (R7F) ZBIRLE T,
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SIP IL—ILoERL

BOEBRECL > TERENEIL—LEED, EEDOSIPIL—IILEZBEMNCTEERT, RAKNTZY
TARELT, L-IIOFREEIBLTHSBERCLET., FHFMICOVWTE, TSIPIL—ILDORR,
ZZRBLTLSEZL,

SIPIL—ILZBMCTRICE

1.

https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 2V —J)LZHE &
ER

FTET—232RA420O PSTN Audio T, SIP)L—ILZZERLET,

[SIP rules] (SIP JL—J)L) R—IHFRRENET,

BECISLUT, L=ILVARDODKREETAIO=ILLTASKERO-IN—%2FEHAL T
[Status] (AT—RA) FZEzRRLET,

I > TWBIL—ILICIEFREBO [Disabled] (&) 74 VA HEET,
L=ILEEMTRICE, ROVWThHAOBRIEEZELET,

TOavIARNEERTS

A RA7O0-LLT, L—ILEBOBCHDFT>a>RE2EERLET,

B. LIZAZAO—J)LL T, [Actions] (79U 3>) VAKNZRBE, [Enable] (BMICTS) Zi&RL
THASATY T 5ICHEAET,

Enable (B%IICT2) RE2ZFEHATS

AL—ILOEEEBRLET,
B. [Edit] ({F£E) DBEI- % B [Enable] (BRICT3) ZBIRLTABSATY T 5 ICEXET,

ATV T 4 THALEWThADOHEZEZRAVT [Enable] (B#IZT3) £i#IRL 54, [Enable
rule(s)] JL—ILOBMIL) KA TOTRY VAN RRENET, [l understand that the rule(s)
listed here will trigger the SIP media application] (C D J AN ICRRENIL—ILH SIP XF 1
TFTP7)5—>3a>aN)A—F22BBRLTVET) £58IRL TH S [Enable] (BRIICT
2) EBRLET,
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SIP JL—IL D ERL

L= IZRBPEEOXBENBTVEE, SIPIL—IIZEMCLERT, K, SIPIL-LFTEEEETS
SIPXFATT7TIT—>3a2ZEHBRTRAEIC. TOIIL—IINEZEDCITIXENHYVET, EBE
LR ITHERENLEIL—IINBENTEEMCITEERT,. RARNTTITIARELT, L—ILEEY
CTBHICIIL—IILOFHERRL, - ZEPHCLTEBEORNSIPMHEABT VW EZHIBLE
T FMICOVTRE, TSIPIL—ILDOFRR) 2FRLTLSEEL,

SIPIL—ILZENZTSICE

1.

https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 2V —J)LZHE &
ER

FTET =232 RAL20O PSTN Audio T, SIP)L—ILZZERLET,

[SIP rules] (SIP JL—J)L) R—IHFRRENET,

BECISLUT, L=ILVARDODKREETAIO=ILLTASKERIO-IN—%2FEHAL T
[Status] (AT—RA) FZEzRRLET,

B —ILIZIEFEED [Enabled] (B 74 AV HFFEET,
L=ILEEM-TRICE, ROVWThHADOBRIEEZELET,
oAV )ANZERTS

A RA72O0-LLT, L—ILEBOBCHDFTa>RE2EERLET,

B. LIZAZA—J)LL T, [Actions] (72> 32) JUAKNZBREVT [Disable] (BXHICT %) ZERL
9,

[Disable rule(s)] JL—IL DEMIL) BATOTRY VANRTENET, ATV 5ICHERE
9,
[Disable] (EXICT2) KRV EFEATS

A RA20-)ILLT, IL=IloBa&E&RLET,
B. [Edit] (#R£E) MBI 3 3 [Disable] (BT 2) £BIRLET.

[Disable rule(s)] JL—IL DEML) RATOTRY DANRTENET, ATV 5ICHRE
9,
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5. BIRCOF7U23VICKRY, SPXFATFTTTIr—2322 N)A—92 LEDOIL—LHE
IEEh, &M BERENET,

SIP JL—)L @ Hl B

BE, BERTSNEVIIANURIOFRANERERERESITELCE2LHE. SIPIL—I
ZHIBRLE T, BME>TEHRL L SIPIIL—ILZRIBRIBDCEETEFRT,

(® Note

L= ZHIBRTDHEIC, ETTNEBWCTIXEN BV ET, L—ILOEMCOFEMICD
WTIE, TSIPIL—IL QML) 2FRLTSEEL,

SIPIIL—ILZHIERT B

1. https://console.aws.amazon.com/chime-sdk/home T Amazon Chime SDK 1>V — )Lz & &
EP

2. FTET—232RAL20O PSTNAudio T, SIP)L—IZERLET,

[SIP rules] (SIP JL—=I)L) R—=IHARRENET,
L—ILBDOEIIHDTOFARIEZBIRLET,
[Actions] (F 2> 32) UARNZHWT [Delete] (HIBR) ZZIRLET,
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"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h@12-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqr4",

"Status": "Completed",

"StatusMessage": "OK",

"SipAuthUser": "XXXX",

"BillableDurationSeconds": 6,

"BillableDurationMinutes": 0.1,

"SchemaVersion": "2.0",

"SourcePhoneNumber": "+12065550100",
"SourcePhoneNumberName": "North Campus Reception",
"SourceCountry": "US",

"DestinationPhoneNumber": "+12065550101",
"DestinationPhoneNumberName": "South Campus Reception",
"DestinationCountry": "US",

"UsageType": "USE1-US-US-outbound-minutes",
"ServiceCode": "AmazonChimeVoiceConnector",
"Direction": "Outbound",

"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,
"Region": "us-east-1",
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ROBNE, ANV—Z2TFHBELI-RO—MmEXZRLTVET,

"SchemaVersion": "1.0",

"AwsAccountId": "111122223333",

"TransactionId": "123abc4d-efg5-6789-h012-j3456789k012",
"CallId": "123a4b567890123c456789012d3456e7@203.0.113.9:8080",
"VoiceConnectorId": "abcdeflghij2klmno3pqrs",
"StartTimeEpochSeconds": 1565399625,
"EndTimeEpochSeconds": 1565399629,

"Status": "Completed",

"StatusMessage": "Streaming succeeded",

"ServiceCode": "AmazonChime",

"UsageType": "USE1l-VC-kinesis-audio-streaming",
"BillableDurationSeconds": 6,

"Region": "us-east-1"
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