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ELTRREN, TO#### LT BDREBHHEAFTENTVWET, 1 D0 ACL ICIFE&RA 100 E®
O EEETRCENTEET,

<?xml version="1.0" encoding="UTF-8"7?>
<AccessControlPolicy xmlns="http://Billing Conductor.amazonaws.com/doc/2006-03-01/">
<Qwner>
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0bl163b6</1D>
<DisplayName>john-doe</DisplayName>
</Owner>
<AccessControlList>
<Grant>
<Grantee xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:type="Canonical User">
<ID>cldaexampleaaf850ea79cf04301f33d72579fd1611c97f7ded193374c0bl163b6</1D>
<DisplayName>john-doe</DisplayName>
</Grantee>
<Permission>FULL_CONTROL</Permission>
</Grant>
</AccessControlList>
</AccessControlPolicy>
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{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": "billingconductor:*",

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": [
"organizations:ListAccounts",
"organizations:DescribeAccount"

1,

"Resource": "*"

1,
{

"Effect": "Allow",

"Action": "pricing:DescribeServices",

"Resource": "*"

}
]
}

AWS CLI £7zl& AWS APl 0 A ZHCHTI—H—ICk, SFPMROOAY-ILT IV EAFAZNE
TRIBERFHELEA, KDYIZ, EITLESELTVBR APIARL =23 VII—HIBDT70>3
VDHINDT IV EANFAENET,

Billing Conductor API AD 7 )LT 2t AN

ZOFITIE, IAM I>F 4 F 412 Billing Conductor APIAND 7T VA EFELET,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": "billingconductor:*",
"Resource": "*"

I

{

"Effect": "Allow",
"Action": "organizations:ListAccounts",
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"Resource": "*"

Billing Conductor A2 Y = )LAQOGE&EVERT VL AFTONE

—OFITIE, IAM I 7 4 7 412 Biling Conductor AV —ILAOZRARYWVERT7 IR EFEL
9,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "billingconductor:List*",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "organizations:ListAccounts",
"Resource": "*"
I
{
"Effect": "Allow",
"Action": "pricing:DescribeServices",
"Resource": "*"
}
]
}

BRI Y —I)LIC& V) Billing Conductor IC7 V7 EAF A 25T 2

COBITE, IMMI>TFAT4F, BRIV —-INOBRR—IHSEBYBRT—RZ)EX
TRRTEXRT,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
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"aws-portal:ViewBilling"

1,

"Resource": "*"

AWS JA N EFERARRL R— N2 &3 Biling Conductor 7 7 2 AN FFH

COBITE, IMMI>TFAT4, FRAZVY—IOIANEFEARRILR—IR=DHASREY
ERT—REYPVEBEATRRITERT,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"billing:ListBillingViews",
"aws-portal:ViewBilling",
"cur:DescribeReportDefinitions"

1,

"Resource": "*"

}
]
}

Billing Conductor N DABMEM D A > R— NEBEICHTE T IV ERADNE

COBITE, IMMIVTATAk, BRIN—TOERBICHEBREMN OU) THORNEALR—K
T2EHICHEZFED AWS Organizations APl AR L —2 a2 ADHRKEVERT7 IV AEEZE
5% 9, OU O A > R— N#EEIE AWS Billing Conductor AV —J)LIC®H Y E T,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"organizations:ListRoots",
"organizations:ListOrganizationalUnitsForParent",
"organizations:ListChildren"

]I
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"Resource": "*"

RBEYIRARNZHR—KFLTVEVHT—EAX#EEN O Billing and Cost Explorer 7 7 A ZERT

2

COPITRE. IAMIVTAT714k, REVYIARZSR—FLTVAEVY—EARPEENOT It
AZEBENET, CcORVI—IZR, EBTAIVRBRFBFYOXN=THIV NATRITT
ERTUVAVOIVARNEBERATVET,

"Version": "2012-10-17",

"Statement":

"Effect":
"Action":
"aws-
"aws -
"aws-
"aws -
"aws-

"tax:
"tax:
"tax:
"tax:
"tax:
"tax:

cur:
cur:

[{

"Deny",

[
portal:ModifyAccount",
portal:ModifyBilling",
portal :ModifyPaymentMethods",
portal:ViewPaymentMethods",
portal:ViewAccount",
GetClassic*",
Validate*",
List*",
Get*",
Put*",
ListTaxRegistrations",
BatchPut*",
UpdateExemptions",

"freetier:Get*",

"payments:Get*",

"payments:List*",

"payments:Update*",
"payments:GetPaymentInstrument",
"payments:GetPaymentStatus",
"purchase-orders:ListPurchaseOrders",

"purchase-orders:ListPurchaseOrderInvoices",
"consolidatedbilling:GetAccountBillingRole",

"consolidatedbilling:Get*",
"consolidatedbilling:List*",
"invoicing:List*",
"invoicing:Get*",
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"account:Get*",
"account:List*",

"account:CloseAccount",
"account:DisableRegion",
"account:EnableRegion",
"account:GetContactInformation",
"account:GetAccountInformation",
"account:PutContactInformation",
"billing:GetBillingPreferences",
"billing:GetContractInformation",
"billing:GetCredits",
"billing:RedeemCredits",
"billing:Update*",

n
n
n
n
"ce
n
n

ce:
ce:
ce:
ce:

ce:
ce:

GetPreferences",

UpdatePreferences",
GetReservationCoverage",
GetReservationPurchaseRecommendation",

:GetReservationUtilization",
ce:

GetSavingsPlansCoverage",
GetSavingsPlansPurchaseRecommendation",
GetSavingsPlansUtilization",

ce:GetSavingsPlansUtilizationDetails",
"ce:ListSavingsPlansPurchaseRecommendationGeneration",
"ce:StartSavingsPlansPurchaseRecommendationGeneration",
"ce:UpdateNotificationSubscription"

1,

"Resource": "*"

1]
}
FHHEICOVWTER, TAWS O —ERX BBYIARNZYR—rT2, 2ZZRBLTLEZL,
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AWS H—E Ak, AWS BEERVS —ZHBSIVCEHRLET, AWSBEEBRUZ —OT VARG

AJRREETEREA, Y—EATREHMLVEEZFATESZLSICITRLEHIC, AWSIYER—I RR
Y —ICHERFEMEND ZENBYNET, COBBOEHFRIRV—HFTEYFEATVS,

NTCOTAToTATA (A=Y —, TI—THLTO-)) CEEBEEXET, HLLVEEN LS

EFSshBEP. HLLWARL a2 HFERATRICE 2 LBEIC, EY—EANAWS XZ—2
RRUS —Z2EHITRARMIRES<BYNET, Y—EARAWS YZR—I RRUS—HA5T7 T+
AHAZHIBRLBEVWESD, RUZ—OBEMICI > TRFOT I EAFANr BEDhR LS EE
Ao

TSIC, B BEROY—EARACTRLENDDIaTHBO XX—J RRUS—AWS ZHR—KL TV
F9, fHlXF. ReadOnlyAccess AWS BRI —&, IXTOHO AWS H—EREDY—ANDFHE
AEWERT IV EAZRHLET.,. T—EANfFilgEZESH TR E, BHRLLVARL—>32ED
V—ADOHRABRYWERT7 O EABFTAWS ZEMUET, D3 THEOR) S —O—EB LK UFHMIC
VTR, TIAM I—H—HA4 R, O TAWS O I THEDONF—I RARUS—, 28RBLTLE
=L,

AWS Y &x—2 RR 1) 2 —: AWSBIllingConductorFullAccess

AWSBiIllingConductorFullAccess ¥R 1) > —(&, AWS Billing Conductor 1>V —J)L & APIs NDFE
2BTIVEAZHFITLET, 1—H—IF Biling Conductor AWS UV —R% —EXRR, K. HIBRT
EFET,

{
"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"billingconductor:*",
"organizations:ListAccounts",
"pricing:DescribeServices",

]
"Resource": "*"
}
]
}
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AWS Y &x—2 RR 1) 2 —: AWSBIllingConductorReadOnlyAccess

AWSBIllingConductorReadOnlyAccess B¥ER ) > —I&. AWS Billing Conductor 1>V —JL & APIs
NDZEAM)ERT7 IV EAZHFALET, I—F—&. $XTD AWS Billing Conductor J Y —A %
RABRVP—ERTTEET, I—H—HNIJYV—-REEHELRHEIRTZDEFETEREA,

{
"Version": "2012-10-17",
"Statement": [
{

"Sid": "BillingConductorReadOnly",

"Effect": "Allow",

"Action": [
"billingconductor:List*",
"organizations:ListAccounts",
"pricing:DescribeServices",
"billingconductor:GetBillingGroupCostReport"

1,

"Resource": "*"

}
]
}

AWS Billing Conductor @ AWS BRI —DEH

COY—EAN NS OEENEHZREL TH S O AWS Billing Conductor ® AWS YXx— R
RIS —OEFHICEITIHMERTRLET, COR—DOZEEICEHIZIEHTZ—HMIDOVTIEE,
AWS Billing Conductor R¥F 2 X RNBER—IJ M RSS 74 —RICHTRAITA4TLTLEEL,
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LE A =E)
AWSBIllingConducto ERE DR — 2022 £3 A 29 H
rReadOnlyAccess
AWS Billing Conductor Z8 [0  AWS Billing Conductor (&, 2022 £ 3 A 29 H
I EEhELE AWS BEERV —DEEDE

ME Faﬁtﬁ L 35 L 7;: o

AWS Billing Conductor J Y —AX—ZADR > —DHl

N =Ey
c BEDIP 7 RLAAD Amazon S3 /NI Y N7 O EADHIR

HBEDIP 7 RLAAD Amazon S3 /N Y K72 AD%IR

ROBIE, BELENTY NAOA TS T O RNIRUTEED Amazon S3 ARL —2 32 % ETT
B2EOOT7 O AFT 21— —ICF5LET, EEL, UOTANIEHTIEEENEIPT7RL
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"Version": "2012-10-17",
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"Statement": [
{
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"Effect": "Allow",

"Principal": "*",
"Action": "s3:*",
"Resource": "arn:aws:s3:::amzn-s3-demo-bucketl/*",

DY —=AR—ADRIZ—0H 69


https://docs.aws.amazon.com/AmazonS3/latest/userguide/amazon-s3-policy-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition_operators.html#Conditions_IPAddress

AWS Billing Conductor I1—H—HA R

"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"},
"NotIpAddress": {"aws:Sourcelp": "54.240.143.188/32"}
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AutoAssociateAccount
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"eventVersion": "1.09",
"userIdentity": {

"accountId": "111122223333",

>3z

#79 CloudTral O I NUTY,

"invokedBy": "billingconductor.amazonaws.com"

}I

"eventTime": "2024-02-23T00:22:0872",

"eventSource": "billingconductor.amazonaws.com",

"eventName": "AutoAssociateAccount",
"awsRegion": "us-east-1",

"sourceIPAddress": "billingconductor.amazonaws.com",

"userAgent": "billingconductor.amazonaws
"requestParameters": null,
"responseElements": null,
"requestID":

.com",

"1v14d239-fe63-4d2b-b3cd-450905b6c33",

"eventID": "14536982-geff-4fe8-bh18-f18jde35218d0",

"readOnly": false,
"eventType":
"managementEvent": true,
"recipientAccountId": "111122223333",
"serviceEventDetails": {
"requestParameters": {
"Arn": "arn:aws:billingconductor
"AccountIds": [
"'333333333333"

"AwsServiceEvent",

.
"responseElements": {
"Arn": "arn:aws:billingconductor

iy

"eventCategory": '"Management"

CreateBillingGroup

::111122223333:billinggroup/444455556666",

::111122223333:billinggroup/444455556666"

LTROFIE, CreateBillingGroup 79> 32 %KY CloudTral OJ I KU TY,
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"eventVersion": "1.08",

"userIdentity": {
"accountId":"111122223333",
"accessKeyId":"ASIAIOSFODNN7EXAMPLE"

},

"eventTime": "2024-01-24T20:30:0372",
"eventSource": "billingconductor.amazonaws.com",
"eventName": "CreateBillingGroup",

"awsRegion": "us-east-1",

"sourceIPAddress": "100.100.10.10",

"userAgent": "aws-internal/3 aws-sdk-java/1.11.465
Linux/4.9.124-0.1.ac.198.73.329.metall.x86_64 Open]DK_64-Bit_Server_VM/25.192-b12
java/1.8.0_192",

"requestParameters": {

"PrimaryAccountId": "444455556666",
"ComputationPreference": {

"PricingPlanArn": "arn:aws:billingconductor::111122223333:pricingplan/

TqeITi5Bgh"

},
"X-Amzn-Client-Token": "32aafb5s-e5b6-47f5-9795-3a69935e9da4",
"AccountGrouping": {

"LinkedAccountIds": [

"444455556666",

"111122223333"
]
1,
"Name': "***"
1,
"responseElements": {
"Access-Control-Expose-Headers": "x-amzn-RequestId,x-amzn-ErrorType,x-amzn-

ErrorMessage,Date",
"Arn": "arn:aws:billingconductor::111122223333:billinggroup/444455556666"
},
"requestID": "fb26ae47-3510-a833-98fe-3dc0f602gbs9",
"eventID": "3ab70d86-c63e-46fd8d-a33s-ce2970441a8",
"readOnly": false,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"eventCategory": "Management"
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