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NDH—ERT #—ZFBEHRADT U A AWS Management Console

PVERBRTOAERZZ >TWVWSES., OV —I)LA S Service Quotas BT HEWRICT I AT
EFEY,

Service Quotas BHRICT VR TBIC&E

1. AWS Management Consolelc 4 >4 > L&Y,

2. FET—232N—T, THONBZEBRLET,
3. [W—ERI#x—XR]&EIRLET,

4. Service Quotas FHRERTBE RV EELE T,

TOBERBEBEANDT VA AWS Management Console

MWERBRTOIOEAHFAN H3EHEEE. OAV—IHS5 AWSBEICBETHERICTIEATEET,
BERBRICTIVEATSICIE

1. AWS Management Consolelc 4 >4 2 L&Y,

2. FETF=23aN-T, PTHIORNEBZERLZET,
3. [ERBHREDAANEE]) ZBRLET,
4

AWS Billing and Cost Management X ¥ 2 17/R— RZFERAL T, BAOXHOBE L ARZHER
LET,

BEOTNIONCHA42F2B

AWS Management ConsoleTlE, 1 20V I T/ SIHTHRAS5 DOELD IDICAKICYI> 1>
TEET, chslF, BBDTHINELEFEAU7ZADM0)L—NA—J. IAMO—=)L, i
F7IFL—T14Y RO—ILOFEEDCHAEDLRICTDIENTEXRT, Y1212 TFTBDFKID I,
#L WA T AWS Management Console T DB NDA AR AZHEET,
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(@ Note
RVFEYZIVHR—NIATRNA TR, OFHIRNAXZ1—TX
LFEY>a>EBEWCTSZERT S A AWS Management Console,  https:/
console.aws.amazon.com/XILF Y I ZBAMICTE2EZBRIBDMBEN HYET, Y
LWFEv2a>zWOTEFTRNTIRNTBICIE, https://console.aws.amazon.com/~ JLF
Y2 avEBWITH, 2BIRTDH. TZTH D Cookie 20U T LET. A7 M1
FE7Z2OYEEBTT,

BEODICHA 14T BICE

1. AWS Management Console IZH 14 >4 2 L&ET,

2. FET—23VN—T, PTHOURBZOIVYILET,

3. Teviarmit, Z&IRL., A4, ZBRLET, HLLWRTHFRAE, 121042
TEET,

@ Note
N—RI1—Y—FLEIAM IS - LTHA A2 FTRFEOFMMIOVWTE., "5
A4 21— —HA4 R, ® AWS Management ConsoleAWS T ADQHY A4, &S
BLTLSEZL,

4. FRIBEHRZADLET,

[Signin] (A4 >4>2) BBIRLET, BIRLEAWSID ELTZDRT D A AWS Management
Console — R&ENhFXT,

6. (FA7av)EmoO—-)ILIZ7IFL—>32F3ICE@
a. AWS IAM Identity Center 7 V2 AR—ZRIIL K@ TINH A F2 (SSO) R—Z I T,
EBmoO—ILICH14>142LET,
b. T. 7#H7> K& AWS Management Console ZiEIRL £ 7,
c. BIRTZEZEMOEYSa ERRLET,
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AWS Console Home T® MO {EA AWS Management
Console
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E., OFRABZEZEHBALET, OV —ILKR—ARk. AWS Management ConsoleD7R—ALR—
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NeTF7Vr—2araERALT, AVV—ILFR—LR—DEHAZIANATEET, D121V
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EBNTEEY, PT7UT—2322ERATRE. AWSUY—REXETF—REJTIN—TILTEE
9, myApplications ZFEALTTF7 7V —>3 0 2EBTEE T, Console Home ZFEAL T, INX
THOAWS H—EZADJARERTLEY, AmazonQEF ¥ Y ML EW TR EETEERT,

N =R

« TOINTD AWS H—EADFEKT AWS Console Home

« TMVA42TY MOEA AWS Console Home

« myApplications & (& AWS Console Home

« T®M Amazon Q Developer &£ DF ¥ ¥ N AWS Console Home

THOINTDO AWS H—E AN KR AWS Console Home

IXTOAWS H—EADVARNZEZRRL, AVYV—IIKR—LASOAV V=T I7EATEXRT,
AWS H—EANTERYANITIEATSICE

1. AWS Management Consolelc 4 >4 > L& T,

2. NN=H—TFA43> (=) ZBRLT, A2V —IK—LXZ1—ZRHEALET,
3. [FIXTOH—ER]ZERLET,

4. AVV=)IICBRE TS AWS H—ERZBRLET,

TNI14>2ITY bOEA AWS Console Home

A2V —=ILAR—LFYZAR—RIZE, AWSREICEIZIEEZFREZRRL., Y—EAAND
ANV R ERBITZD VDIV RIEENTVET, V42T Y hOBEMEHIR, BERE. &
ERYAAXDEEILRY), TVARVIVAZBHAZIAATEET,
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4TV NOEE
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LROLATORNIVUEYRL, FILWDOADIYRZUIDTARNTREETERT,

V42TV hNEEBMTDICE

1. AVY—LA—LEYSIR—ROELELEEETLS [T4JTY hOBM KR &ER
LET.

2. VADIVRNDRANIN—DELICLHD 6 DDHDODRY N () ARIRZYIADT—
Z2—%ERL, D2V —IIKR—LEYZIR—RETRIVYILET,
42TV NEHIBRTBICE

1. DADPIYRNRABNIN—DOELIHD I DOHDORY N () FRITERESZRBIRLET,
2. [Remove widget] (V12T Y NOHIBR) Z#IRLET,

VALY NEANERDICE
DATZIYVRDEARNIN—DELIZHD 6 DODMDRY N C)ARIT RSV IA DT —
Z—%BRL, AVV—ILFK—LEYZIR—ROHLWERETRIYILET,

VATV RNOYAAZEETDICE
DATIYVRNDETICHD A AEETAAVZBRRL, 7121V hER—JOFHLUVERE
TRIYILET,

VATV NOEBEREEZRVWETHEGE., A2V —ILKR—LFYZAR—REFTAIL DL A
TORNIUEYRTEERT, ChiZLY, AVY—IIKR—LEYZIR—RLLATINODEENT
RV, IXTOVATITY M TFT7AILNDOFEREH A AXICERENET,

R=2Z2T7AINBMLATIRNIVEY FTRICE

1. R=DOBELEHD[F7AILNLATIORMIIEY NREZZERLET,
2. HERTBICE., [VEY M ZEBRULET,
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® Note
chickY, AV =NKR—LRZYZIR—ROLATINCKRTEZIRNTOEEN TICR
WET,

AV =R —LE Y2 AR=—RTHLWIADIYRZUITARNTRICRE

1. AVV=LAKR—LEYZIR—ROETILHD BIOVAPIY NEZHFLENFER., HHLEEXT
BHSELEEZV, | ZBRLEXT,

AV =R —LE Y AR—RADEMZFLEITZ V42T Y MIODWTBHHALET,
2. [xE]ZBRLEY,

® Note

BERORERFEHNICEIEE A TH Y, 5% 0O AWS Management ConsoleD 7 ¥ 7°
TF—RTHLLVDADITY NFEMENDAEENA B ET,

myApplications & & AWS Console Home
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LA, EF21UTF A4, NTA—XAOEBEE_ZIJICRIUEES, FUTG—23 >
ZEATRE, VY—REXBZTF—BEZIIN—TIHTEET, THIONADOIXRTOT 77—
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s AVV—LKR—LR=DOT7TVTr—2320421TVY K
« P7VT—=23a> )Y —A0 QAN EEEFIVUT A REBRERTIDLOICERATES
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N =R
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s P7VT—23a>0OEFEZRVIJEER -TFF—LA, Canary, Y—EALXRILOBE. REFER
Amazon CloudWatch, A NME[E Z L T AWS Security Hub, 77U —>3 > OAJILARE/N
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BB ERREL, VY—ADIAVTSAT UV AELREAT—RAEEBIZ_EETEET AWS
Systems Manager,

BeEHY—ERA

myApplications &, A TOH—ERAZRALET,

* AppRegistry
* AppManager
* Amazon CloudWatch
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« Amazon EC2

« AWS Lambda

» AWS Resource Explorer
* AWS Security Hub

+ Systems Manager

* AWS Service Catalog
+ Tagging
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. ZZEITBRVY—AOLKMET|IEHREBRAETIET,
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® Note

BRICAVICTIVT—2avEBMULT, PURALRI<KTBIELTEERT, ALK
VT, 2?7, BBRLTLEEL,

[N =R
» myApplications TOT7 7V T7—2 32 OER

+ myApplications N DBEF®D AppRegistry 7 Z’U—2 3> A R—KR

« myApplications TOTF7 7V T—3 > ORT

« myApplications TOF7 7V T—2 32 OfR&E

« myApplications TOTF 7V —> 3> QIR
» myApplications TOI— RAZARY hDERK

myApplications TOFT 7T —2 3> ODERK

FLWFTUT—>3 > #ERTDH, 2023 F 11 A 8 ALK Y HIICYER L 1= the section called “7 7
)r—23a>AAR— R Z2EHAL T myApplications DEREZBRBTEET, HILVWTF TV —
JAVERERTIEER., VY—REBRRELTGERT S D, BEOXTEZFERALTUY—RAEZEBNT
EF9,

HLWF7UTr—>3a>zERTBICE

1. AWS Management Consolelc b1 >4 2 L& T,
EfloY 4 RN—%ZEBL. [myApplications] ZiZIRL £9,
[770Tr—>3> &R 2EBRLET,
F7Ur—23a>82AHNLET,
(A72aTF7IVTr—>3 2 0RBEZAHNLET,

(A7232) ZTEEMLET, RTBUY—ACERAENDF—LEORTT, UY—RIZHE
TBARF—RERBLET,
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(@ Note
AWS T7VTr—232 801, HILKERENLET 7V Tr—>3 2 ICEBNICER
EThET, FMICDOVWTE. AWS Service Catalog AppRegistry EEEH 4 RO AWS
"T7Ur5r—>3280, #2RLTLEEL,

7. (AT723aV)BHRIIN-—TZEMLET. BHEIIN—TZEALTITTIVT—2320OXRT—
REFRETEXRT,

8. [RN]ZEBRLZET.
9. (A7¥aU)VVY—-RZEBMLET,

Search and select resources

® Note

)Y —RAEBRREL TEMTSICIE., AWS Resource Explorerg 4>/ IC 32 XEN &
VET, FMICOVWTIR., " OBAAE AWS Resource Explorer; #28BL TL K
L,

EBMEhLZIXNTOUY—RAICKE, AWST7UTr—>3a>r 20 F0snhEd,

BREZERALTVY—AZEMTSICIE

1. [DY—ADBRREEBER] 2 BIRLET,
[UY—RzER] ZBIRLET,
(A7>a)E1—&BRLET,

VY —RZRELET, F—T—R, BHl, KRLBEATTRRIZDD, VY—-ARERA
TEEBERIDENTEET,

> WD

® Note
BLTVWBR VY —AHNRI2ASHEWVWERRE. NSTIL1—FT1200&2TVE
9 AWS Resource Explorer, §Ffllc D\ Tk, [Resource Explorer 1—%—73 A

K1 @ "Resource Explorer TORRICEITDIBMEONT /I 1 —FT 12T
BSBLTLSEETL,
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5. BMIB2I1—Y—DEDFIVIRY IVAEZFVICLET,
6. [Add] GBfn) ZBIRLET,
7. [RN]ZEIRLZET,
8. BIRNBAZMELET,

Automatically add resources using tags

T7Ur—2a>zERT5EER, BEORTXF—CEEORTZEBETD LT, VY—
AZ—FETHAVR—RTEXRT, COFETE., BEEEChEF—ECEORTTRINSTE
NEIXNTOUY—RAlZawsApplication® 7 AWS ZBEBMICEAL, F7FIKNTT S
)r—>23a>0 )V —A0RTEABZEERLET, FTRBEEMICTR E, EBEShLEX
TF—ELEORTTRIFGEhEDY—ANFBENICT 75— CEBmEhET,
RTRO IS — 2RI DIFEDOFHFMICDOVWTIE, Tthe section called “myApplications T
NEJEHIZ—0FR, 28RBLTLEZL,

(® Note
BORFERALTT7VT—232IC)Y—AZEBMT SICIE, AppRegistry 7
TUr—=>3avEERL, VY—R&2TIN—TEEGETI—T#EBKRL, U
V—AIZRTZNSFWEIBRL 12V) T 2RI XU ETT ., Resource Groups
ResourceGroupsTaggingAPITagUntagSupportedResources AWS BIER )
S—ZEMTEH. MEOHARLRYD —ZERL THIFTEET, IAMO1—
H—ORIV—AT—RM AV NIROT O AFTZEMTEILENF HYET,

* servicecatalog:CreateApplication
* resource-groups:GroupResources

e resource-groups:UngroupResources
* tag:TagResources

e tag:UntagResources

BEOZTZERALTVY—AZENTSICE

1. [BTZFEALTUY—RAZBEBWICEM ZBRLET,
2. BEORITF—LEEBRLET,
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a. DVY—RILRITZFTZEHICERAEhS O] ZRBRLET, FHAICOVT
l&. TAWS Service Catalog AppRegistry EBEHA R, @ "2JEHICET It
AFFAANHZE) Z22RLTLSEZ L,

b. [RTF—]ZBIRLET,

c. [RTE] &ZEBIRLET,

d (A723aV)[VVY—AOTLE1I-]%#BRLT, RIF—EEORTTRINT
ThTWBUY—A%=27LE1I—-LET,

e. "RIPHZERTZDEDIC, TFIN—"TZAT7HAOINARRIDFEMCED L
ERELTVET ) BAEEELTCRAELEX T, GLE Tl AWS, HFF—EEONXR
TFTRIMNFGENLED)Y—-AQDEBICRNALK ZENTEET,

3. RN ZBIRLZFET,
4. TF7VT—>3a>0OFHM,. BIRUERITF—CEEORT, 7705 —=>3avicEamMEh

VYV —A07LE1—%=®BELET,

® Note

T7A#ILKTE, BEORITF—LEORTZEALTITTUT—>3 %k
BRedE, RTEHAFMERENhET, £, Y NTY TR, FTRBETTV
T—232 D)) —AZBENICEEL, BEENLEF—LEORTTRINGT
RERRINIBEBRENLVY —AZEMKREEHIBRLET. 2JTEHE. 77
DT—23a>0)V—AEBR—IHSEBTEEXT,

10. AWS CloudFormation AR Y J ZBEN T2 BEE. R—POTHILHBDFIYVIRY DREF
ICLET,

(® Note
AWS CloudFormation ARY V=T 7 r—>3a>IlEemgsde, 7705r—>3a>(c
EBMENEINTOVY—RAICAWS T7VTr—>3a> 30 nsdicH, ARY
VDEMHABETT, AZYVIVDORRENRICRTULFHRER. COEHMRICKR
MENBVBENBYWET, ChiCkY, FOVEALBEOT7TIVTr—23 > OBE
NRETDUEMENF HYET, FHMICOVWTIEK,. TAWS CloudFormation 1—H—H A
Ky D TAZYIQVY—AQOEHEIE ZSRLTLSEE L,

M. [P7VT5—>3> K] 2BRLET,
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myApplications N DBEEFED AppRegistry 77U —2a>OF > R—R

2023 F£ 11 B 8 B& Y RIIZIER L =BE1Z D AppRegistry 77U —> 3> & F > KR—RL
T. myApplications DEAZFRKTEE T,

BEF D AppRegistry 7 70 r—> 3> &2F 2 R—R3BICE

1.

o 0ok~ w D

AWS Management Consolelc b1 >4 > L&,
EfloY A R/N—T [myApplications] Zi#IRL £9,
BREN—ZFERALTT77VT—>322820% 9,
T7Ur—>3a>z8RUET,
(#annnnnane A R— R ZEBRUET,

CloudFormation AR Y U ZBER T2 BHEE. PI—RRYIVADFIVIRY DREFIC
LET,

[FP7VTr—232 A R—R]ZERLET,

myApplications TOF7 75— 3> OERR

IARTO) =23 FERFBEOD) 23> 0770 5—23a B8 UCBEBHKREND—RELI—F L
FTF—7IE1I—TRRTEEXT,

1.
2.
3.

T70Tr—23a>aRR92ICE

EB/lOY A R/N—T [myApplications] ZiZIRL £9,
(V=232 T, BEOV—2aV])EFEEF[PR—MEATVWRED =23 Z2BRUET,

BEQOT7VT—232ZRETBHICE,. TORE, F—T—R, REEHBAZREN—ICAD
LEXY,

(A72aNFT7FINOEI—EGFH—RELI—TT, P77VT—23aR—IJFZHAZRIARX

TR, ROFEICHVET,

a. HMETFTAIVEEBRULETD,

b. (A72a ) R=—IHBAL XEBIRLET,
(A723aV)h—RE1—FERT—7IEI—%BRLET,

d (F72al)R=—IHLXZBRLET,

e. (A7>av)F—7IIlEL1—z2FERATHEER. T—7IE1—07ONT 1 ZERLF
9o

o
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f. (FA723V)KRIBIT7VT—23>070ONT 1 EERTREFZYIVERET,
g. [HF] Z2BRLZET.

myApplications TOTF7 7V Tr—2 3> OiRE

T7U5—>23> OfREICH > T AppRegistry A'HIE, TOBBAZEHRTEDLSICHEYE

Jo AppRegistry ZFERALTT7 7V T—2a> 03BN —T2mETHEETEET,
T7Ur—2a>rziRETHICE

1. AWS Management ConsoleZB& £ 9,

2. V=IO EROY A R)N—T, [myApplications] ZiEIRL £,

3. WMEITHDTTIVITr—2a>uEBBIRLET,

4. myApplicaton FY < 2R—RT, [7O23V], [F7IVT5—2320wEE) OIEIERLET,
5

[FP7VT—23>OmE| T, T7UTr—23 2088, 27, BREITIL—TCHLESZEEZN
AEY,

(® Note

RTEBEITIIN—TOEBEOFMIC OV TIEE. TAWS Service Catalog AppRegistry &
BEHNAR, O "2IT0EE, & "BRIN—T0fFE) 2S5RLTEEL,

6. [E# ZBRLKXY,

myApplications TOF 7)o —< 3> OHIER
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« KRERE (/N—2 ZF74EEB)

HR—REhTVWB AWS U— 3>, H—ERXOVY—)L, RV Version 1.0 48
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« KEEHALHV 7 AIILZT)

- REEH (AFLIY)

NS T A0 (NATZIN—R)
L2 INA)
Y

AN

\!

AN N

NN N NNNNNN
\ u
NN N NNNNYN
\
\d
_\

Z
7
7
7
7
7
ZA
7

N

DA (T—TRI2)
N T 1Yo (BE)
NZTAY T (ZYHILER)
INT 49T (XILRILY)
« WFEBEH(HILAH)—)
> (&)

B (ZZ /)
o BRM (AXRA )
R (Fr1—Dvk)

R (

R (

ll

ll

NIV EN
\d\l\lx_

X

N—L—2)
R (77 8REES)
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AFAA R

« A{AZIIL(TILTET)

BR—NEhTVWRH—EROV VY-

« Amazon API Gateway

* AWS App Mesh

* AWS Application Migration Service
+ AWS Artifact

* Amazon Athena

+ AWS Audit Manager

* AWS Auto Scaling

+ AWS Batch

« AWS Billing Conductor

« AWS Billing and Cost Management
« AWS Budgets

» AWS Certificate Manager

+ AWS Cloud Map

* AWS CloudFormation

« Amazon CloudFront

* AWS CloudTrail

+ Amazon CloudWatch

+ AWS CodeArtifact

* AWS CodeBuild

« AWS CodeCommit

» AWS CodeDeploy

» Amazon CodeGuru

» AWS CodePipeline

* Amazon Comprehend

« Amazon Comprehend Medical

+ AWS Compute Optimizer

HR—REhTWD AWS U—2 3> $—EROVV—)L, & RTHEE
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AWS Console Home

AWS Control Tower

Amazon DataZone

AWS Database Migration Service
AWS DataSync

AWS DeepRacer

AWS Direct Connect

AWS Directory Service

Amazon DocumentDB

Amazon DynamoDB

Amazon EC2

Amazon EC2 /O—/N)LE1—
EC2 A X—=TEILH—

Amazon EC2 Instance Connect
Amazon Elastic Container Registry
Amazon Elastic Container Service
AWS Elastic Disaster Recovery
Amazon Elastic File System
Amazon Elastic Kubernetes Service
TIZAT4vO20—RNZ22T
Amazon ElastiCache

Amazon EMR

Amazon EventBridge

AWS Firewall Manager

Amazon Gamelift Servers

AWS Glue

AWS Global Accelerator

AWS Glue DataBrew

AWS Ground Station

HR—REhTWD AWS U—2 3> $—EROVV—)L, & RTHEE
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Amazon GuardDuty

AWS IAM Identity Center

AWS Identity and Access Management

AWS ldentity and Access Management Access Analyzer
Amazon Inspector

Amazon Kendra

AWS Key Management Service

Amazon Kinesis

Amazon Managed Service for Apache Flink
Amazon Data Firehose

Amazon Kinesis Data Streams

Amazon Kinesis Video Streams

AWS Lambda

Amazon Lex

AWS License Manager

Amazon Managed Grafana

Amazon Macie

Amazon Managed Streaming for Apache Kafka
Amazon Managed Workflows for Apache Airflow (MWAA)
AWS Migration Hub Strategy Recommendations
Amazon MQ

Network Access Analyzer

AWS Network Firewall

AWS Network Manager

Amazon OpenSearch Service

AWS Organizations

AWS Private Certificate Authority

Public Health Dashboard

Amazon Rekognition

HR—REhTWD AWS U—2 3> $—EROVV—)L, & RTHEE
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Amazon Relational Database Service
AWS Resource Access Manager
AWS Resource Groups 8 KU R T T F 1 X

Amazon Route 53 Resolver

Amazon Route 53 Resolver DNS 7 7 A4 7 #—)L

Amazon S3 on Outposts

Amazon SageMaker

Amazon SageMaker T > X A L
Amazon SageMaker Al &K T — X
AWS Secrets Manager

AWS Service Catalog

AWS Security Hub

Service Quotas

AWS Signer

Amazon Simple Email Service
Amazon SNS

Amazon Simple Queue Service
Amazon Simple Storage Service (Amazon S3)
AWS SQL Workbench

AWS Step Functions

AWS Storage Gateway

HR— b

AWS Systems Manager

Amazon Timestream

AWS Transfer Family

AWS Trusted Advisor
M—EnR/E

Amazon VPC IP Address Manager

Amazon Virtual Private Cloud

HR—REhTWD AWS U—2 3> $—EROVV—)L, & RTHEE
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« Amazon WorkSpaces > 924 T > ~

AWS Management Console 72 ARXR—KNT7 IV AOEF1 ) T4
d>~O—-ILOBE

XY NJD—29NH 50O AWS Management Console 7 17 > N#IBR

AWS Management Console 7’5 A XR— KNPVt AlF. &Y N —%2 AWS Management Console 7'
S5O0 NOTIOEAZEBAWS THV N NOBRAHDEEENEZEY NOAKAICHRTZHFEICHRL
5FT, TS5 EIICKY, I—F—HFRXYRNIT—TOHALSFHLEVWAWS TAHO N ICOY
12F5DEHR<ENTEET, chsnd MNAO—)LIE. AWS Management Console VPC T
VRRAVRNRID—ZFERALTEETEET, FMACOVTR, "HT—ERO ORI —
EVPCIVRARAVRARIVD—DEE, 22RLTLEEV,

ZYRND—=ODhBAL4F—FY N DL

M 1> 7> (JavaScript AWS Management Console, CSS, 4 X—2) 5 &, THERAE 37
Y RNCITIOEARTREDIC, KYRD—=—IHSDA 2 R—FY NERHNBIEHREHLETT AWS
DY —E A AWS PrivateLinke TEAENDHREMNRXA 2O AKNIZD2LVTIE AWS Management
Console, "4 ZZRBLTILKEEVWKTTII>a—TF129,

@ Note

ITE. AWS Management Console 724 X—KT7 It A

l&. status.aws.amazon.com, . BENDIY RRA U MEYR—-—NLTVEE
Ahealth.aws.amazon.comdocs.aws.amazon.com, c NSO RXA 2V IFENT VY A
UR—ZY NCIL—F AT TRDRES S ET,

HEZVPC I RRA2 N& DNS BE

AWS Management Console 7’2 A RXR—RKT7 I EAIZIE, V=232 Z&lCRND 22O VPC IR
KAV KN BETY, #rtnne, BEOV -3 VRERICEEMRIET,

1. ® com.amazonaws.region.console AWS Management Console

2. ® com.amazonaws.region.signin AWS %41 >4 >

AWS Management Console 72 A RXR—KT7 7 2A0EF1UT4 I NO—ILOBHE Version 1.0 54
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® Note

A2VTZANTZOFYEXRY ND—D##EE. AWS Management Console TEA T %
D) —23aVICERELS, BICKERE (N—2 ZF74E6) (us-east-1) U—2 37
AOE>3a=Z>JL%FF, AWS Transit Gateway ZEHA L T, KEXREZ (/N— ZF74LIF)
EHDINTON -3V ENERERETEERT, FMICOVTE, "Amazon VPC
Transit Gateway HHA R, @ "RI DY RNT—KR VI A OFEBEZE] Z2Z5RLTLKEE
We Amazon VPC ET7 UV JEHGEFER TR EETEET, FMIC OV T, "Amazon
VPCET VU TEGEHA R, O TVPCETH#EEEF ) ZZRLTLKEEV, chsox7
>arEEBRTBIZE. TAmazon Virtual Private Cloud #4723 R4 hAR—/)N—
@ "Amazon VPC BNEH AT 31 Z5RBLTLKEEL,

N =
« DNSAWS Management Console & &k T ME&E AWS A4 1>
« O AWS H—E AN VPC T R4 2 N EDNSERE AWS Management Console

DNSAWS Management Console & KT DF&E AWS A1/~

ZXYRNDT=ORZ T4V IZFTNTNOVPC I RRANIIL—FT12T0F3ICEk,. AWS
Management Consolelc 11— —H 7V EAT2TNRY NRDO—IJRNODNS L 1—RERELF
T CNSODNS LO—RIZKY, I—H—0T7ZIOHFRNZ 714y Uk, ERL = VPC I RAR
A1 MNCFEEIET,

1 DDRANV—2VEERTEERT, LEL, VPC IV RRA D RMFBEVE

. health.aws.amazon.com X> docs.aws.amazon.comZENDLTY RAKRA NIRRT I
ATEERBA. CNSORXAMVBEINT VY DALV BR—XY NZIL—TFTAVITITRIHBENHYE

T, V=232 &l 2D20TTFAR—RNERAN—2VZERTREEZHEBOLET, 1 26
signin.aws.amazon.com A, Bl® 1 D& console.aws.amazon.com AT, A F® CNAME L
Od—REZFEALET,

B 7 %
« region.signin.aws.amazon.com #####N BRID) -3 THB YA 412 DNSY—2D
AWS HA 242 VPC IV RIRA NZIET

- signin.aws.amazon.com KERZP (/N—= Z7 L) (us-east-1) ® AWS 41> 4> VPC T R
RAVNEET

DNS OF&E Version 1.0 55


https://docs.aws.amazon.com/vpc/latest/tgw/tgw-getting-started.html
https://docs.aws.amazon.com/vpc/latest/peering/what-is-vpc-peering.html
https://docs.aws.amazon.com/whitepapers/latest/aws-vpc-connectivity-options/amazon-vpc-to-amazon-vpc-connectivity-options.html
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- DAYy )
« region.console.aws.amazon.com &, #####HN"BHO)—>3 > THB IV —ILDNSY—>
@ AWS Management Console VPC I RARA > N EELE T,

+ *.region.console.aws.amazon.com &, #####HF BNV —3 > THS 1Y —I)LDNSY —
>~ M AWS Management Console VPC T RFR4/ > REIBLET,

+ console.aws.amazon.com KEREP (/N—= Z7 1t 3F) (us-east-1) M AWS Management Console
VPC IV RRAV NEET

+ *.console.aws.amazon.com KERZP (/N\—= Z 7 4bEB) (us-east-1) ® AWS Management
Console VPC T RIRA > hZIET

CNAME LO—RZEKTHFIBEIC DOV T, TAmazon Route 53 #ROY/N—HA K, 0 "L
O—REFEATEL ZSRLTLSEEL,

Amazon S3 2L —ZD AWS OV —)L Tlk. DNSERICEBRBDZNZX—HNFERAEhET, AT
C22o20%l&ZRLET,

* support.console.aws.amazon.com

* s3.console.aws.amazon.com

cONZ74v 0% AWS Management Console VPC T RIRA 2V NZIEETESDKDICTBIC

&, ThSDEMZEBICEMIZIBEN HVET. TEILTFAR—MNEITARVIVAZRE
IHEHIC, IXNTOIVRRANIL—FT AT ERETHLEEBEBOLET, L, <h
l& AWS Management Console 77 ARXR—KNFP UV AZEATHILHICEXEH Y EFE A,

RDjson7 7AINICEE, V=23 0 ZECBRETD AWS O —EREDVY—=IILIY RERSA N
NEEHBVARNNEENTVET, DNS OBHIIZIE, com.amazonaws.region.console T R
R4 NOTD PrivateIpv4DnsNames 7 4 —J)LREZFEALE T,

+ https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

 https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

 https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

« https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json
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* https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

* https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

* https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

* https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

* https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

® Note

DU ARME., AWS Management Console 72 A X—KNT7 O AQEBEICIT RKRA> b
FEMENDECICBAEHENET, T7SAR—RNKRKANY—2VZREFHOREIZEDIC
&, AIROT77AI) VAN ZEBHICEEBL TS EEL,

Route 53 Z A L T DNS 25 E 9 % 3F &k, https://console.aws.amazon.com/route53/v2/
hostedzones# IC7 7 ALTDNS Oty N7 Y 7 ZHERL TKEEV, Route 53 D7 T4 R— K~
RARNY =22, ROLO—REY NN EETDEEBRLET,

* console.aws.amazon.com

+ *.console.aws.amazon.com

* region.console.aws.amazon.com

* *.region.console.aws.amazon.com

* signin.aws.amazon.com

* region.signin.aws.amazon.com

« BIRM JSON 77 A I)LICHBEML I—R

MO AWS H—EA®D VPC T RRA > N EDNSERZE AWS Management
Console

DITH—N—IC&>2TTOFENBEET VY VIIANEDVITIANDEAEDE AWS
NDH—E X IZ&K B AWS Management Console 'L, D KZ 7 14 v U %& AWS Management
Console VPC T RARA U NIZHEFETSICE, VPC IV RKRSA MEEBML, &F AWS H—E R
DNSZ &I ZRRETDHEN BV ET,
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RDjson7 7 AIICIE, AWS OB —E R HR—KMEhTWVWB AWS PrivateLink A —EXRREh TV
£9, Y —ERAE FHREES T TVEVIES AWS PrivateLink, Y—ERAK NS5O T77AIIICEE
nEtA,

https://configuration.private-access.console.amazonaws.com/us-east-1.config.json

https://configuration.private-access.console.amazonaws.com/us-east-2.config.json

https://configuration.private-access.console.amazonaws.com/us-west-2.config.json

https://configuration.private-access.console.amazonaws.com/ap-northeast-1.config.json

https://configuration.private-access.console.amazonaws.com/ap-northeast-2.config.json

https://configuration.private-access.console.amazonaws.com/ap-southeast-1.config.json

https://configuration.private-access.console.amazonaws.com/ap-southeast-2.config.json

https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json

https://configuration.private-access.console.amazonaws.com/ap-south-2.config.json

https://configuration.private-access.console.amazonaws.com/ca-central-1.config.json

https://configuration.private-access.console.amazonaws.com/eu-central-1.config.json

https://configuration.private-access.console.amazonaws.com/eu-west-1.config.json

https://configuration.private-access.console.amazonaws.com/eu-west-2.config.json

https://configuration.private-access.console.amazonaws.com/il-central-1.config.json

ST BH—EAD VPC I RARA > MDD [ServiceName] 7 4 —J)L RZFEHAL T VPC ICEBML &
E

(® Note

CDJANK, 77T 4~X—K AWS Management Console 77 AN HR—KRZ2KI)ZL< D
H—ERAOV—IICEMTZRICBAEHRENET, BECEFORRBICADICE. 51RO

77A4ILVANZEHNICEBL, VPCIY RRANEEHL TEZL,

AWS H—EZA® VPC I RRA > h EDNSERE
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https://configuration.private-access.console.amazonaws.com/ap-south-1.config.json
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AWS Management Console AFAA R
H—EAODMNAO—WLRIUZ—EVPCIV RRANKRID—D
Rx

Private Access @ H—E AT RO—JLARU>— (SCPs) & VPC I RARA > hRUZ — AWS

Management Console ZFH L T, VPC EFDERE LA TLIARY NT—U KW AWS
Management Console 'S5 ZERTEST7HO MOy NZHIBRTEEXRT,

(N =Ry

« Y—EAI MO—=JLAKR')Z—TH AWS Management ConsoleAWS Organizations 7°Z 4 X— ~
TOEADFER

e FRRENDTHUNEHABICDH AWS Management Console fFER%ZFFRI T2 (EFETE S ID)

H—EAO2 MO—J)LRDY>—TO AWS Management ConsoleAWS
Organizations 72 A RXR—KNT7 Ot AN EH

AWS BN BEOH—ERAZFTITIH—ERTI NO—I)KRJ>— (SCP) 2FEAL TVRHEE
&, FOEhiET o> arsignin:*IC ZBMTIHBENHYVET, COTIEARAFTRF, 754
R—RKNT7OtEAVPC I RKRA > N AWS Management Console BHT ICHA 12T, 7
CAHFAXLTSCP A 7OY VT2 IAMBAANRTENDLOHICHETT, fIRE. ROY—ER
> hO—I)L7RUS —TlE., AWS Management Console 72 A RXR—KF IO EALY RIRA >V NESE
BAULTT7OtAREhi-LERE, BBAT Amazon EC2 $ &K U CloudWatch Y —EAZEHR T2
EZFILET,

{
"Effect": "Allow",
"Action": [
"signin:*",
"ec2:*",
"cloudwatch:*",
. Other services allowed

iy

"Resource": "*"

}

SCP MOFMIZ DV T, AWS Organizations 1—H—HA R ® "H—EZXO rO—JIKR)>—
SCP)y ZZBRL T &\,
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FrE DT HO2 NEHBBICDHK AWS Management Console £ & &F
AdS (EETESID)

AWS Management Console & &, A A2 FHO MO ID ZEENICHE TS VPC T KRR
AVRNRIV—AWS A1 ZHR—KLET,

D VPC IV RKRAVRNRIV—ERGELY, CORVD—IRRERIICFTMMENET.,. TOHER,

Y2 a AN RERITIDAWS H—ERBEEOT V2 a>TclEL, Bifeniztwy>a> o424
VEFEROAEEANICHELET, HIXE,. Y>3 H Amazon EC2 OV =)L ED AWS
H—ERAAVYV—=IIICTI7EATRHEE, ChSsOVPCIVRERALANRUD—F, TOR—D%
RRTBEDHICEFTEND AmazonEC2 702 a2V IcH UL TIMiic hELA. KDYIC, Y1424
YLEIAM 7T NILICBEERFSsShE IAMARD S —2EHLT, AWSH—ERT7VZa oA
DTV EAFAZFHETEERT,

(® Note

AWS Management Console & & T Signin VPC T RARA > MDD VPC I RRA
YRRV —EF, RUS—REODREENEH T Y MDA EHR—KNLET,

% Principal & Resource & * ICERETDHEN HYET, £/, Actionld * F
(& signin:* OWIFNAICTRIRBEN HYET, VPC IV RKRA2 MADOT VA% HIH
I3k, aws:PrincipalOrgIld 8 KT aws:PrincipalAccount &#F¥—%FAL &
Cl

UToRID—, AVY—=ILIYRKRALA2NE SignNnVPC I RARA 2 NOREAICHRBE ATV
£7,

COVPCIVRRAVNRID—E, BEEShE AWSHHBD AWS THI N ANOHA (1%
AL, OT AV MDA 42 ETOYILET,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",
"Principal": "*"
"Action": "*",
"Resource": "*",
"Condition": {

’

VPC IV RAKRAV KRS — Version 1.0 60



AWS Management Console AFBAHA R

"StringEquals": {
"aws:PrincipalOrgId": "o-XXXXXXXXXXX"

COVPCIVRRAVKRRIZ—F, BHED DVAMNOYGAV AV ZHRAWS THOV K L,
WOTHIYRANOHAVA42ZTOY I LET,

{
"Version": "2012-10-17",

"Statement": [

{

"Effect": "Allow",
"Principal": "*",
"Action": "*'",

"Resource": "*",

"Condition": {

"StringEquals": {
"aws:PrincipalAccount": [ "111122223333", "222233334444" ]

AWS Management Console 8 KUY 44> A4 > VPC IV RRA NTAWS THT U N £k #8418
ZHIRTBDRI—F, YAV AVBEICFTHEE A, BFEOEY 2 IOV TESNICEMEE hE
9,

TATFVTATAR—ADRI) > —EZOMHODRIS—R4T DR

P

TT7OEAZERTDICE, RUZ—AWS ZEKL, IAMID (A—H—, 1—H—0JIIL—7,
FEEO-N) FEEAWS DY —RALZTERYFLET, COXR—IJ TR, AWS Management
Console 72 AR—RKRTF IV EAEHAEDETHEATEIRIS —OHBEKIZODVTHALET,
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BR—RENTVWD AWS JO—-NILEHEITHFARNE—

AWS Management Console 7’2 A X— K7Vt Ak, aws:SourceVpceH KT
aws:VpcSourceIp AWS JO—NIEHIAVTHFARNF—EHR—KLTOWEHA, AWS
Management Console D 7’2 A RX—KTF O AZFEATRHEE. K1) IC aws:SourceVpc IAM
KRV —THERHTEET,

AWS Management Console aws:SourceVpc TO TS A RXR—KFTIOEAD
L #H &

cODEV>Ia>TR, ICK2>TERKENED I ITARMY AWS Management Console R{TTCE S &
FEERBRYNT—IONAZODVWTHALET AWS O —E R, —HIC, AWS H—EROY
V=I)Lik, EETSUY) I TANE AWS Management Console DT 7 H—/N—IC&k2T7OF>
ENBDVIITANZHAEDETREENET AWS O —ER, ChsnEREEF., FEELICERE
ENDAEMABDYET, EFIVFAEHICVPCIVRKRANAWS O —ER ZFERHLE A
DT VEANEENTVBIHEER. VPC HSEEMEMAT S H AWS Management Console ., 7°Z 4
R=KNT7IOERAENLTERATEIHNICHADST, VPCIVRRA U RNEVPCHASERTEIFED
FTRTOH—EARAICRETRCEZHEBOLET, &8I, T7TAR—RNTIVLABETE. BE
Maws:SourceVpcefE Tk <, R —T aws:SourceVpc IAM AWS Management Console &
HaFERITIRBENBYVET, COEIZIAVTR, TXRETFTLEXYRNT—INADFEKIZOVWT
FUSHHALET,

JI—H—» YA 14> 9B E AWS Management Console, 77 IHDEEVIITARNE, AWS
Management Console 7 T 7 H—/N\—H5 AWS H—N—IC7’OF BV ITAN AWS OH—
ERZEAEEDET, CUIIARNETVET, £E&AWEF, CloudWatch 95 7F—X2V VTR
NET7SOHASERETONET, Amazon S3 B ED—ED AWS H—EZXAVY—=ILUII AN
&, DI7H—N—IC&>2T Amazon S3 IC7’OF & hFEF, Amazon S3

EETSUHUITARNDES,. AWS Management Console 754 R—KF7 U EAZEHL T
EMEEEENER A, UETEEEK. U U I AR VPC A monitoring.region.amazonaws.com
ICEETRRDICRELERY RD—ONRAEZBUTY—ERICEELET, VPCH
com.amazonaws.region.monitoring @ VPC T RRA 2 R TEEE N TVWBIFS, UIITAKN
l&E M CloudWatch VPC T R7R4 > KN Z#&EH L T CloudWatch IZE);EL £ ¥, CloudWatch ®
VPC IV RRAV M BVEHEE, VDITARNEVPC DA R—FY NTF—KNIJIABHET. N7
1)v 9T RRA > ~ND CloudWatch ICE3EL £9, CloudWatch VPC T RARA > M ERHL T
CloudWatch ICEETH ) VT ANTIE, IAM %4 aws:SourceVpc & aws:SourceVpce A" Eh
ThoEICEREENET, NTVYIITY RKRA2 MREBAT CloudWatch ICEEFT BV IV T ARNIC
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l&. aws:SourceIp AV IV ITARDY—RAIPT7RLAILEREENET, chs5D IAMEZHEF—0
FHMICOVWTEE, TIAMI—Y—HA R, 0 " JO0-NILEHIATHFARNFT—, Z5RBLTLKE
=L\,

Amazon S3 AV —=)LICFTOEALEZEIZ Amazon S3 AV —=IANTY NE2—ERT~T S
OIARNEE, AWS Management Console VI 7H—N—IC&>T7OFTEnBDUIITAMD
BEaAmazon S3, XY RD—INARBEBYVET, chsSOUIVITANEVPCASHBENEVE
H, TOH—EAAICVPCICRELEVPCIV RRANZEZFERALEEA. CDOFS. Amazon
S3SOVPCIVRARAVRMDH2TE, NTY RE—EBXRTTSD Amazon S3ANDEYZ3a>nl)
JTANE Amazon S3VPC I RARA VN ZFEALER A, EEL, HR—RhEhTWBH—

E AT AWS Management Console 75 A XR—RKNT7 IV ERAZFERATSDEE, chSOUIITAR
(Amazon SSAD UV TARBE)ICEVOIITARNIYTFFANIC aws:SourceVpcRHF—HE
FhET, aws:SourceVpc FHF—k., Y142 &22Y—)L® AWS Management Console
TIAR=RKNT ORI RRAV A F7TO/4END VPCID ICEREENET, TOLESH, TA
FUOTATAR—ADRI) > —T aws:SourceVpc #IRZFEAL TWBHEAE., AWS Management
Console 7ZAR—KNTOEABA A2 EDVY=ILIYV RRAVRZERANLTVWSD O VPC
D VPCID ZEBINTZDMBENHV) ET, aws:SourceVpce ZH k., ThEhoHA A FkE
VY= VPCIVRARANIDICEREENET,

® Note

1—4H—7#" AWS Management Console D 7’5 A RXR— K TP I EATHR—RFEZhTViEV
H—ERAOV=IANOT IR ZHXBELETRHERE. I—F—OTFAFoT1T1R—A
MRS —T aws:SourcelP %#F—&FHAL., BEBENTVYIXRYRNI—UFRLA
(AVTLZAOZRY NDO—VEBEBZE)DIVARNEEDDIHENHYET,

TEITELEZRY ND—U/NAHN CloudTrail ICED LS ICRBE NS H

ICR P TERENLEVIIANTHEAETND EETTETERXRY NJ—2/VA AWS Management
Console (&, CloudTraill fRXR> NBERICRBREIhET,

BT SUHDOITANDEES. AWS Management Console 75 A RXR— KT O AR FERHL TEM
EZEEhFEH A, CloudTraill IR NI, Y—ERXAPIBFUOHUICERAE AL VPC T RRA
RMIDBE, BRICETRZFHMAIreENET,

AWS Management Console VI 7 H—/N\—IC&>T7AOF>E DU I T ARNNDESE, CloudTrail
AR NZIEE VPC BEENFMIFEENETE A, =L, AwsConsoleSignInA RV K& A 775
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E. 7209 EYIaVERIAWS FA4 1Y TRLOICHKER AQOTHIITIANMIGE, 14X
PROFHIZAWS HA VA VPC IV RRANIDAEENET,

AWS Management Console 72 A RX—KNT7 VA ZHT

cOto>a>Tlk, ILWFHT2 NT AWS Management Console 7’2 A RX—KT7 O A%E 1Y
R7YZ7ULTTARNTRFEICOVWTHALET,

AWS Management Console 7’2 A X— K7V ARSELZEF 1T 1 #ETHY) ., VPCs DXV
RO—OEREICEITIENOHBNIPVDETT, COMNEYITR, XEHBATSANTIF ¥
7% L T AWS Management Console 7’5 AXR— KNPV AZRETIBHELCOVTEHHALET,

N =R

« Amazon EC2 TOT A RNERE

« Amazon WorkSpaces TNDT A NE&E
« IAMARD) > —%f> /= VPCEREDT AN

Amazon EC2 TOT A NEE

Amazon Elastic Compute Cloud (Amazon EC2) l&., Amazon Web Service 75 RTAT—F7)L
BAVELI—FTATFYNIT 14— BHLULET, AmazonEC2 2FEATH &, VBB (TR
ThUT) ORET—N—0OEE, EFXF1VT 1 SRRV RNIT—FT0EH. ANL—0ER
NTEET, COEY NTY T T, AWS Systems Manager® —#8£T&H % Fleet Manager % fi£ 8
LT, UDE—RNFAY K~y Z77’OKJL (RDP) % {2 T Amazon EC2 Windows 1 > AR > AIZ#E
MTEET,

cDHA RTIE., Amazon EC2 4 > AZ > AN S Amazon Simple Storage Service N M AWS
Management Console 77 A RXR—KNTF UV AEREEZY NTY T L THRTIZDEHOTANREZE
RULET, COF1—KUTI Tk AWS CloudFormation, ZFEHAL T, COMEEZEELTD -
HIZ Amazon EC2 THEAETND XY ND—VRELEERBRVERELE T,

ROE I, Amazon EC2 Z{#H L T AWS Management Console D /'S A RXR—RKF IV AREICT
DERTBDEHOD—070—ZRLTVET, Cchid, I—¥—HNFTF7ARXK—RNIVRRAIVNZ
AL T Amazon S3 ICERT D HEZRLTVET,
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n Client connects to the Fleet

aws manager using Key pair.
AWS Cloud Private Hosted Zone: amazon.com
+ console.aws.amazon.com . . ’
. region.console.aws.amazon.com Authgntlcated session connection
+ signin.aws.amazon.com to Windows Server using the
1 + region.signin.aws.amazon.com Remote Desktop Protocol (RDP).
@ . + resource-explorer.console.aws.amazon.com
+ s3.console.aws.amazon.com . . .
= & + support.console.aws.amazon.com EC2 |nstance.conf|rm5. credentials
Client AWS Systems Manager + global.console.aws.amazon.com for IAM role in use as instance
777777777777777777777777777 FleetManager profile.
:E Virtual private cloud (VPC)
! B ‘ EC2 instance profile role
RS3 Resolver | permissions check.

Initiate browser session in EC2

5 | r— Sign In VPC m
; ] & — Endpaint 4@ instance.
i Browser E i ‘Amazon Simple n i
' Amazon EC2 Windows Session . | Storage Service Route53 resolver with endpoint
' Instance Conaale VPC | (Amazon 53) address.
T Endpoint i

H B @ Private Sign in endpoint.

“ Private Console endpoint.

Console VPC
S3 Service Endpoint

v a n S3 service private endpoint.

1AM Role IAM Policy Connected to S3 service via
private endpoint.

R®D AWS CloudFormation 7> 7'L—hZE—L, TZYRND—OFIEZRETDICE OA
FTYTI3THERATRHIT77MILICRELET,

(® Note

Z ® AWS CloudFormation 7> 7L —KNlk, 1 ARSI (FILFTET) V-3 THREY
R—REhTVEBEVREEFERALET,

AWS Management Console 7°Z 4 X— N7 ¥ £ AIRE Amazon EC2 AWS CloudFormation template

Description: |
AWS Management Console Private Access.
Parameters:
VpcCIDR:
Type: String
Default: 172.16.0.0/16
Description: CIDR range for VPC

Ec2KeyPair:
Type: AWS::EC2::KeyPair::KeyName
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Description: The EC2 KeyPair to use to connect to the Windows instance

PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.0/24
Description: CIDR range for Public Subnet A

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.0/24
Description: CIDR range for Public Subnet B

PublicSubnet3CIDR:
Type: String
Default: 172.16.2.0/24
Description: CIDR range for Public Subnet C

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.0/24
Description: CIDR range for Private Subnet A

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.0/24
Description: CIDR range for Private Subnet B

PrivateSubnet3CIDR:
Type: String
Default: 172.16.3.0/24
Description: CIDR range for Private Subnet C

LatestWindowsAmiId:

Type: 'AWS::SSM::Parameter::Value<AWS::EC2::Image::Id>"
Default: '/aws/service/ami-windows-latest/Windows_Server-2022-English-Full-Base'

InstanceTypeParameter:
Type: String
Default: 't3.medium'

Resources:

HAHBHHBEHHAHEHHAH AR HAHHRHH
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# VPC AND SUBNETS
HAHBHHBEHHAHEHHAH AR HAHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PublicSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PublicSubnetC:
Type: '"AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PublicSubnet3CIDR
MapPublicIpOnLaunch: true
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""
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PrivateSubnetA:
Type: 'AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnetlCIDR

AvailabilityZone:
Fn::Select:
-0
- Fn::GetAZs: ""
PrivateSubnetB:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR

AvailabilityZone:
Fn::Select:
-1
- Fn::GetAZs: ""
PrivateSubnetC:
Type: 'AWS::EC2::Subnet'
Properties:

VpcId: !Ref AppVPC
CidrBlock: !'Ref PrivateSubnet3CIDR
AvailabilityZone:
Fn::Select:
-2
- Fn::GetAZs: ""

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
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Type: AWS::EC2::NatGateway

Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHHHHHHHHSHBH B H AR A RS RS HH
# Route Tables
HHHHHHHHHHSHBH B H AR A RS RS HH

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:

VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PrivateSubnetRouteTableAssociation3:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetC

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC
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DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

PublicSubnetBRouteTableAssociation3:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetC

HAHBHHBEHHAHEHHAH AR HAHHRHH
# SECURITY GROUPS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

EC2SecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
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Properties:
GroupDescription: Default EC2 Instance
VpcId: !Ref AppVPC

HAHBHHAHHAHBHHRH R HBHHRHH
# VPC ENDPOINTS
HAHBHHAHHAHBHHRH R HBHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSSM:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceEc2messages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:

- IRef PrivateSubnetA

- IRef PrivateSubnetB

- IRef PrivateSubnetC
SecurityGroupIds:

- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ec2messages'’

VpcId: !Ref AppVPC

SG

::Region}.s3'

: :Region}.ssm'
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VPCEndpointInterfaceSsmmessages:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.ssmmessages'
VpcId: !Ref AppVPC

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- !Ref PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.signin'
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
- IRef PrivateSubnetC
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'
VpcId: !Ref AppVPC

HAHBHHBHHAHBHHBHBRHAHHRHH
# ROUTE53 RESOURCES
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HAHBHHAHHAHBHHRH R HBHHRHH

ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
AliasTarget:
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DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

WidgetProxyRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'ConsoleHostedZone'
Name: "*.widget.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ["1", !Split [":", !Select ["0", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
HostedZoneld: !Select ["Q", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
Type: A

ConsoleRecordRegional:
Type: AWS::Route53::RecordSet
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Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegionalMultiSession:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "*.${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A
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SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HAHBHHBEHHAHEHHAH AR HAHHRHH
# EC2 INSTANCE
HAHBHHBEHHAHEHHAH AR HAHHRHH

Ec2InstanceRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
Effect: Allow
Principal:
Service:
- ec2.amazonaws.com
Action:
- sts:AssumeRole
Path: /
ManagedPolicyArns:
- arn:aws:iam::aws:policy/AmazonSSMManagedInstanceCore

Ec2InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
Path: /
Roles:
- IRef Ec2InstanceRole

EC2WinInstance:
Type: 'AWS::EC2::Instance’
Properties:
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Imageld: !Ref LatestWindowsAmiId
IamInstanceProfile: !Ref Ec2InstanceProfile
KeyName: !Ref Ec2KeyPair
InstanceType:

Ref: InstanceTypeParameter
SubnetId: !Ref PrivateSubnetA
SecurityGroupIds:

- Ref: EC2SecurityGroup
BlockDeviceMappings:

- DeviceName: /dev/sdal

Ebs:
VolumeSize: 50
Tags:
- Key: "Name"
Value: "Console VPCE test instance"

RYRNIT—D%RETBICE

1. HBOBEBETHONIHA2 4> LT, AWS CloudFormation AV — )LZFBEE T,

2. [RZYOUDEKX] ZERL TS EEL,

3. [With new resources (standard)] (FTL WU Y —ADOFEH (%)) 2 BIRULE T, UBIICERL 2
AWS CloudFormation 7> 7L —KN7 74 ZF7Y7O—RL, RNZERLET,

4. PrivateConsoleNetworkForS3 ZEARY VDB BZANL, [RN] &ZBIRLF T,

5. VPCEHT XY NDIBE, FLIS IPCIDREFERZEANTZH, BEENETF7 A NMEEME
BALTLKEZW, F7FI)INMEERFERAITIEHEEEK. OBFEOVPC VY —RAEEELTLWAEWVLC
EEBELETAWS THIV N,

6. EC2KeyPair N X—RIZEk, THV MADOBEZED Amazon EC2 F—ART7AH S 1 DERL &
9. BEED Amazon EC2 F—ARTHNBVWEBEE., RORATY TICHTBIICERTHIHEN H V)
£, FHFMICOVWTIE, "Amazon EC2 1—H—HA K, ® "Amazon EC2 ZF#HL ¥ —AX
TOERL 2S5BLTLSEETL,

7. [RZY ODEK] ZBIRL TSEEL,

8. AZYVIUNEREhIZS, [VY—R]RXTZBRL T, EREhIZVY—RAERTLET,

Amazon EC2 41 VAR AICEHT S ICIE

1. HBOBEBTHINIHA2 4L T, [Amazon EC2 12V —)L] ZHAZE F 9,
2. FTEF—=23URAUT, [AVAZVA]ZERLTLEZV,
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3. AVAZRANR—T T, AWS CloudFormation 7 7'L—NIZ& 2> THEREN O V=)
VPCE TANA VARV ABZBIRLET, KIC, [k 2BRLET,

® Note

COBITE, O—HBEETH S Fleet Manager AWS Systems Manager Explorer £/ L
T Windows Server ICERHRLE T, BERZHBIDETICHD I DD ENHYET,

4. [AV ARV AILER] R—2 T, [RDP 254 7F7 > K], [Fleet Manager Z L T#EE#E] DIEIC
ERULET,

5. [FleetManager VE—KRFAIKNY T ZERLET,

6. AmazonEC2 /1 VARV ANEENAT—REZREBL, VIT7AE2—T7I4 A&FERALT
Windows Desktop I 722X 3 %21k, AWS CloudFormation 7> 7L — N DEREFICERL
7= Amazon EC2 ¥ —ART7ICEHAERM TSN ETSAR— F—Z2FHALET,

7. Amazon EC2 Windows 4 > ARV AN S, 75 JH AWS Management Console T ZB& &
9o

8. AWS RBIIMEHZEMFEALTH A4 LES, AmazonS3 AV —IILZRE, T7T5AR—KNT Y
T A%ZFEH L T AWS Management Console #fiiE T\ D & ZHRLE T,

AWS Management Console 7’2 A R— KR TPV ADKREETANTZICIE

1. HBOEETHINIHA2A42LT, [Amazon S3 IV —)L] ZHE X T,

2. FEF—23N-0OYITFAR—KTAI2ERIBDE, EAFOVPC IV RRA>
RARRENET, KDATV—=23vy N, AV ITTAR—KRTAIAVDOFFRE VPC 1R
HeRLTVERT,
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>) JAY @) 3 N. Virginia ¥ A Admin/wmg=— @ L LtV

AWS Management Console Private Access

You are using a private endpoint connection to the AWS
Management Console. Some Regions and services might not
be available. Learn more [

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala

cations (O) Info ( Create application )

LIS Fast (N Virainia)

Amazon WorkSpaces T 7T A NERE

Amazon WorkSpaces Z £ 9 % &, Microsoft Windows, Amazon Linux, &7 & Ubuntu Linux %
I—H—RAOIOTIRR—ADRETAI MY T (WorkSpaces EHIEhFET)&lLT 7OEDaZ
VUTEET, BEICAUTI—H—ZITEP<EMELBZHIRTEET, 1—9—EF. BHOFTN
AAELEREIVITTSOYNSEREBFAIRNY SICFT UV EATEE T, WorkSpaces DEFMICDOWVT
l&. "Amazon WorkSpaces EEHA R, #28RBL T E&E L,

ZOEITIA>OHITIE, I—H—BEAHN WorkSpace TEITENTWVWRUIT7/SIUHEERAL
T AWS Management Console 72 ARXR—KFP I EAICH A A4 FTBTANRREIZDOVTEHHA
LET, RIZ. I—H—I& Amazon Simple Storage Service AV —=ILIZT7VE2ALET, <D
WorkSpace &, VPC ##ixY NDO—2L0OZ Yy 7Ny 72 ERHL T, 75 % AWS Management
Console S5 ICT7 VAT BEI—H—DIVARVIVAZII1L—MTDEZBENEL
TVWET,

cODF1—KJTFTITIE AWS CloudFormation, ZEAL TERY KD —U&E & WorkSpaces TfE
FA9 % Simple Active Directory ZERB L TFREL., ZFEAL T WorkSpace Y N7 Y 792 F
JE% R L E£9 AWS Management Consoles

RDOE L, WorkSpace Z#H L T AWS Management Console 7’5 A RXR—KNT7 I AREZT AN
ITH5EHNOT—U70—2Z2R"LTVWET, V547> MO WorkSpace., Amazon N"EE 3% VPC,
BROBEENEETS VPC OERZERLTVET,
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Private Hosted Zone: amazon.com

+ console.aws.amazon.com

+ region.console.aws.amazon.com

= signin.aws.amazon.com

* region.signinaws.amazon.com

+ resource-gxplorer.console.aws.amazon.com
+ 53.console.aws.amazon.com

* support.console.aws.amazon.com

+ global.console.aws.amazon.com

PColP [lcpid172, udpid172)

0 5

|
Gl GED___':l'_*ﬁEEj

AuthySession

Streaming Amazon
: Gateway Gateway WarkSpaces
: -
: A | Public Amazon |

H ™
2 I Web Services
i endpaints
'
'

H
)
(|m

|

|

Cush

53 Resolver

AWS Cloud
Amazon managed Virtual private cloud [VPC)

i 53 Service Endpoint

v}

Login infarmation sent to
authentication gateway

Authentication against Simple AD

Streaming Traffic to Streaming
gateway

Each WorkSpace is connected to
two networks simultaneously,
Amazon-managed VPC for
streaming traffic and Customer
managed VPC handling all other
traffic.

Initiate browser session

Connected to S3 service via

i L\E —— Sign In VRC

: Simole AD 0 — Endipoint = Route53 resolver with endpoint
| o - — I address

: g;m’;‘:r: E i Amazon 'Eimr.olr:

5 Comole P ! iarmason 55 . Private Sign in endpoint

! Endpaint i

! a @ : n Private Console endpoint

5 : n 53 service private endpoint

! Console VPC

private endpoint

XD AWS CloudFormation 7> 7'L—hZdE—L., XY ND—0% Y NT7Y7TIBFIEOA

TYT3ITHEATITI7ANIIRELET,

AWS Management Console 7°Z 4 X— N7 ¥ £ AIRE AWS CloudFormation 7> 7'L—

Description: |
AWS Management Console Private Access.
Parameters:

VpcCIDR:
Type: String
Default: 172.16.0.0/16
Description: CIDR range for VPC

PublicSubnetl1CIDR:
Type: String
Default: 172.16.1.0/24

Amazon WorkSpaces TN T A NRE
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Description: CIDR

PublicSubnet2CIDR:
Type: String
Default: 172.16.0.
Description: CIDR

PrivateSubnet1CIDR:
Type: String
Default: 172.16.4.
Description: CIDR

PrivateSubnet2CIDR:
Type: String
Default: 172.16.5.
Description: CIDR

range for

0/24
range for

0/24
range for

0/24
range for

DSAdminPasswordResourceName:

Type: String

Default: ADAdminSecret

Description: Password for directory services admin

# Amazon WorkSpaces is available in a subset of the Availability Zones for each

supported Region.

# https://docs.aws.amazon.com/workspaces/latest/adminguide/azs-workspaces.html

Mappings:
RegionMap:
us-east-1:
azl: usel-az2
az2: usel-az4
az3: usel-az6
us-west-2:
azl: usw2-azl
az2: usw2-az2
az3: usw2-az3
ap-south-1:
azl: apsl-azl
az2: apsl-az2
az3: apsl-az3
ap-northeast-2:
azl: apne2-azl
az2: apne2-az3
ap-southeast-1:
azl: apsel-azl

Public Subnet A

Public Subnet B

Private Subnet A

Private Subnet B

Amazon WorkSpaces TH T A NRE
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az2: apsel-az2
ap-southeast-2:
azl: apse2-azl
az2: apse2-az3
ap-northeast-1:
azl: apnel-azl
az2: apnel-az4
ca-central-1:
azl: cacl-azl
az2: cacl-az2
eu-central-1:
azl: eucl-az2
az2: eucl-az3
eu-west-1:
azl: euwl-azl
az2: euwl-az2
eu-west-2:
azl: euw2-az2
az2: euw2-az3
sa-east-1:
azl: sael-azl
az2: sael-az3

Resources:

iamLambdaExecutionRole:
Type: AWS::IAM::Role
Properties:
AssumeRolePolicyDocument:
Version: 2012-10-17
Statement:
- Effect: Allow
Principal:
Service:
- lambda.amazonaws.com
Action:
- 'sts:AssumeRole'
ManagedPolicyArns:
- arn:aws:iam::aws:policy/service-role/AWSLambdaBasicExecutionRole
Policies:
- PolicyName: describe-ec2-az
PolicyDocument:
Version: "2012-10-17"
Statement:
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- Effect: Allow
Action:
- 'ec2:DescribeAvailabilityZones'
Resource: '*'
MaxSessionDuration: 3600

Path: /service-role/

fnZoneIdtoZoneName:
Type: AWS::Lambda::Function
Properties:
Runtime: python3.8
Handler: index.lambda_handler
Code:
ZipFile: |
import boto3
import cfnresponse

def zoneld_to_zoneName(event, context):
responseData = {3}
ec2 = boto3.client('ec2')
describe_az = ec2.describe_availability_zones()
for az in describe_az['AvailabilityZones']:

if event['ResourceProperties']['Zoneld'] == az['Zoneld']:

responseDatal'ZoneName'] = az['ZoneName']

cfnresponse.send(event, context, cfnresponse.SUCCESS,

responseData, str(az['Zoneld']))

def no_op(event, context):
print(event)
responseData = {3}

cfnresponse.send(event, context, cfnresponse.SUCCESS, responseData,

str(event['RequestId']))

def lambda_handler(event, context):
if event['RequestType'] == ('Create' or 'Update'):
zoneld_to_zoneName(event, context)
else:
no_op(event, context)
Role: !GetAtt iamLambdaExecutionRole.Arn

getAZl:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIldtoZoneName.Arn

Amazon WorkSpaces TH T A NRE
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Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', azl ]

getAZ2:
Type: "Custom::zone-id-zone-name"
Properties:

ServiceToken: !GetAtt fnZoneIdtoZoneName.Arn

Zoneld: !FindInMap [ RegionMap, !Ref 'AWS::Region', az2 ]

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC AND SUBNETS
HAHBHHBEHHAHEHHAH AR HAHHRHH

AppVPC:
Type: 'AWS::EC2::VPC'
Properties:

CidrBlock: !Ref VpcCIDR
InstanceTenancy: default
EnableDnsSupport: true

EnableDnsHostnames: true

PublicSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnetl1CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZl.ZoneName

PublicSubnetB:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PublicSubnet2CIDR
MapPublicIpOnLaunch: true
AvailabilityZone: !GetAtt getAZ2.ZoneName

PrivateSubnetA:
Type: '"AWS::EC2::Subnet'
Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnetl1CIDR
AvailabilityZone: !GetAtt getAZl.ZoneName

PrivateSubnetB:
Type: 'AWS::EC2::Subnet'

Amazon WorkSpaces TMD 7 A MN&
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Properties:
VpcId: !Ref AppVPC
CidrBlock: !Ref PrivateSubnet2CIDR
AvailabilityZone: !GetAtt getAZ2.ZoneName

InternetGateway:
Type: AWS::EC2::InternetGateway

InternetGatewayAttachment:
Type: AWS::EC2::VPCGatewayAttachment
Properties:
InternetGatewayId: !Ref InternetGateway
VpcId: !Ref AppVPC

NatGatewayEIP:
Type: AWS::EC2::EIP
DependsOn: InternetGatewayAttachment

NatGateway:
Type: AWS::EC2::NatGateway
Properties:
AllocationId: !GetAtt NatGatewayEIP.AllocationId
SubnetId: !Ref PublicSubnetA

HHHH AR H U H TSRS S
# Route Tables
HHHH AR H U H TSRS S

PrivateRouteTable:
Type: 'AWS::EC2::RouteTable'
Properties:
VpcId: !Ref AppVPC

DefaultPrivateRoute:
Type: AWS::EC2::Route
Properties:
RouteTableId: !Ref PrivateRouteTable
DestinationCidrBlock: 0.0.0.0/0
NatGatewayId: !Ref NatGateway

PrivateSubnetRouteTableAssociationl:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
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SubnetId: !Ref PrivateSubnetA

PrivateSubnetRouteTableAssociation2:
Type: 'AWS::EC2::SubnetRouteTableAssociation'
Properties:
RouteTableId: !Ref PrivateRouteTable
SubnetId: !Ref PrivateSubnetB

PublicRouteTable:
Type: AWS::EC2::RouteTable
Properties:
VpcId: !Ref AppVPC

DefaultPublicRoute:
Type: AWS::EC2::Route
DependsOn: InternetGatewayAttachment
Properties:
RouteTableId: !Ref PublicRouteTable
DestinationCidrBlock: 0.0.0.0/0
GatewayId: !Ref InternetGateway

PublicSubnetARouteTableAssociationl:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetA

PublicSubnetBRouteTableAssociation2:
Type: AWS::EC2::SubnetRouteTableAssociation
Properties:
RouteTableId: !Ref PublicRouteTable
SubnetId: !'Ref PublicSubnetB

HAHBHHBHHAHBHHBHBRHBHHRHH
# SECURITY GROUPS
HAHBHHBHHAHBHHBHBRHBHHRHH

VPCEndpointSecurityGroup:
Type: 'AWS::EC2::SecurityGroup'
Properties:
GroupDescription: Allow TLS for VPC Endpoint
VpcId: !Ref AppVPC
SecurityGroupIngress:
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- IpProtocol: tcp
FromPort: 443
ToPort: 443
CidrIp: !GetAtt AppVPC.CidrBlock

HAHBHHBEHHAHEHHAH AR HAHHRHH
# VPC ENDPOINTS
HAHBHHBEHHAHEHHAH AR HAHHRHH

VPCEndpointGatewayS3:
Type: 'AWS::EC2::VPCEndpoint'
Properties:

ServiceName: !Sub 'com.amazonaws.${AWS
VpcEndpointType: Gateway
VpcId: !Ref AppVPC
RouteTablelIds:
- IRef PrivateRouteTable

VPCEndpointInterfaceSignin:
Type: 'AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup
ServiceName: !Sub 'com.amazonaws.${AWS
VpcId: !Ref AppVPC

VPCEndpointInterfaceConsole:
Type: '"AWS::EC2::VPCEndpoint'
Properties:
VpcEndpointType: Interface
PrivateDnsEnabled: false
SubnetIds:
- IRef PrivateSubnetA
- IRef PrivateSubnetB
SecurityGroupIds:
- IRef VPCEndpointSecurityGroup

ServiceName: !Sub 'com.amazonaws.${AWS::Region}.console'

VpcId: !Ref AppVPC

::Region}.s3'

::Region}.signin'
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HAHBHHAHHAHBHHRH R HBHHRHH
# ROUTE53 RESOURCES
HAHBHHAHHAHBHHRH R HBHHRHH

ConsoleHostedZone:
Type: "AWS::Route53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Console VPC Endpoint Hosted Zone'
Name: 'console.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

ConsoleRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

GlobalConsoleRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 'global.console.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleS3ProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: 's3.console.aws.amazon.com'
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AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleSupportProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: "support.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ExplorerProxyRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneIld: !Ref 'ConsoleHostedZone'
Name: "resource-explorer.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

WidgetProxyRecord:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref "ConsoleHostedZone"
Name: "*.widget.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ["1", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
HostedZoneld: !Select ["Q", !Split [":", !Select ["0Q", !GetAtt
VPCEndpointInterfaceConsole.DnsEntries], ], ]
Type: A

ConsoleRecordRegional:
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Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

ConsoleRecordRegionalMultiSession:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneld: !Ref 'ConsoleHostedZone'
Name: !Sub "*.${AWS::Region}.console.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['Q', !GetAtt
VPCEndpointInterfaceConsole.DnsEntries]]]
Type: A

SigninHostedZone:
Type: "AWS::Routeb53::HostedZone"
Properties:
HostedZoneConfig:
Comment: 'Signin VPC Endpoint Hosted Zone'
Name: 'signin.aws.amazon.com'
VPCs:
VPCId: !Ref AppVPC
VPCRegion: !Ref "AWS::Region"

SigninRecordGlobal:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: 'signin.aws.amazon.com'
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
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Type: A

SigninRecordRegional:
Type: AWS::Route53::RecordSet
Properties:
HostedZoneId: !Ref 'SigninHostedZone'
Name: !Sub "${AWS::Region}.signin.aws.amazon.com"
AliasTarget:
DNSName: !Select ['1l', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
HostedZoneld: !Select ['Q', !Split [':', !Select ['0Q', !GetAtt
VPCEndpointInterfaceSignin.DnsEntries]]]
Type: A

HH S
# WORKSPACE RESOURCES
HH S
ADAdminSecret:
Type: AWS::SecretsManager: :Secret
Properties:
Name: !Ref DSAdminPasswordResourceName
Description: "Password for directory services admin"
GenerateSecretString:
SecretStringTemplate: '{"username": "Admin"}'
GenerateStringKey: password
PasswordLength: 30
ExcludeCharacters: '"@/\'

WorkspaceSimpleDirectory:
Type: AWS::DirectoryService::SimpleAD
DependsOn: AppVPC
Properties:
Name: "corp.awsconsole.com"
Password: '{{resolve:secretsmanager:ADAdminSecret:SecretString:password}}"
Size: "Small"
VpcSettings:
SubnetIds:
- Ref: PrivateSubnetA
- Ref: PrivateSubnetB

VpcId:
Ref: AppVPC
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Outputs:
PrivateSubnetA:
Description: Private Subnet A
Value: !Ref PrivateSubnetA

PrivateSubnetB:
Description: Private Subnet B
Value: !Ref PrivateSubnetB

WorkspaceSimpleDirectory:
Description: Directory to be used for Workspaces
Value: !Ref WorkspaceSimpleDirectory

WorkspacesAdminPassword:

Description : "The ARN of the Workspaces admin's password. Navigate to the Secrets
Manager in the AWS Console to view the value."

Value: !Ref ADAdminSecret

(@ Note
COTARERERK, KERIZ (JN—2 ZF4LEP) (us-east-1) U —2 3> TRITT D LD ICERET
ThTVWET,

ZXYRND—DBBRETDICE
1. HBOEBTHINIHYA4>2 42 LT, AWS CloudFormation 1YV —)L&ZREE T,
2. [ARYOUDER] BBIRLTSEEL,

3. [With new resources (standard)] (FTL WU Y —ADOFEH (%)) 2 BIRUE T, UBIICERL 2
AWS CloudFormation 7> 7L —KN7 74 ZF7Y70O—RL, RNZERLET,

4. PrivateConsoleNetworkForS3 X ERARY VDBEBZANL, (RN ZBIRLE T,

5. VPCEHTZXYRNDIBEE, FLIS IPCIDREFEAZANTR A, EEENETFT T A NERRE
ALTLKEZW, 7 NMEEFERAITZEEREK. OBEFEOVPC UY—RAEEELTLWEWVLC
EEBELETAWS T7HIU N,

6. [AZYTDER] ZFERLTIEE,
7. ARZYIONEREhZS, [VY—R]RTZBIRLT, EREhIZVY—RAERRLET,
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8. [HN]RTZBRIDE, T'SAR—KNFT XY & Workspace Simple Directory DEA KRR &
NEI, chsDER., RICRT WorkSpace DIERB LVRBREFIEOATY 7 4 THEATSI-
H, EEEHTHVTLLEEZL,

RDADV)—>23y N, TTA4R—KHYT XY K& Workspace Simple Directory DIEA" R RE
hi A 272 —%2RLTVET,

Outputs (4)

<{ - updated Resources

PrivateConsoleNetworkForS3

G

( Delete ) ( Update ) ( Stack actions ¥ ) ( Create stack ¥ )

Outputs Parameters Template Change sets

[ Q Search outputs

PrivateSubnetA

PrivateSubnetB

WorkspacesAdminPassword

WorkspaceSimpleDirectory

Key a |

Value v |

subnet-
Oaea1291fe9eb1b47

subnet-
04f6adc31f08a09b6

arn:aws:secretsmanager:us
-east-
1:851725487077:secret:AD
AdminSecret-GAwMSi

d-9067f40091

Description v

Private Subnet A

Private Subnet B

The ARN of the Workspaces admin's
password. Navigate to the Secrets
Manager in the AWS Console to view the
value.

Directory to be used for Workspaces

Git sync

©

1 3

Export name

XY RND—ONFERTELDT, UTOFIEICH > T WorkSpace Z¥ERL TF7 IV E2ALET,

WorkSpace ZEHK T % I (&

1. [WorkSpaces AV —)L] ZHAEE T,

2. TETF—232RAVT[FALIKNI] ZBRLET,

3. [FALIURNIVIR=DT, FALINVDAT—RAN [FPUOTAT|THILZ2BRBLET,
RODADVI)—=>23av Nk, POTATFALIRNVEED[FALIRNIIR=JERLTW

x5
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10.
11.
12.
13.

14.

Directories (1) info @ Create directory
1 S
Directory ID v \ Workspace Type Vv Directory name v Organizationn... ¥ Identity source v Status v

d-9067f40091 Personal corp.awsconsole.com d-9067f40091 AWS Directory Service © Registered

WorkSpaces D74 LIV KNUZFERATBICE., TOFALINIZERTDIHLEN HVET, +
ET—> 32 RA 2T [WorkSpaces] ZERL . [WorkSpaces DIERK] Z#IRL £ T,

[T/ LU KMUERIR T, BIOFIET AWS CloudFormation AMER L =71 LU N &EZREIRL
9, [7U>3V]XZ1—7T, [BR] ZERLZET,

H7ZY RBIRICOVTE., BIOFIEOATY T ITHALLE2 DOTZAR—K TRV K
ZERLET,

[EIL7H—ERAFAZ2EM] 2BIRL., [BE] 2BRLET,

T4LIORN)ZB|&RL 2S5, WorkSpace DERZRHRITLET, BRLETAL I N ZER
L. [RN\] ZBIRLE T,

[A—Y—OER] R—> T, [BMI—Y—0OERK] ZBRLET, BHEEX—ILT RLAZA
AL T, WorkSpace ZERATESDKSICLET, WorkSpace DOT AV EHA'CDE X—)L
TFRLACEEBENDEZIL, EX=ILTRLANFEMTHZ L ZBRLET,

(RN Z20VYOULET,
[A—HY—DRB] R—2 T, FIE9 THERLEI—F—&BIRL, [N\ ZBRLFT,
[N RILDiER] R— T, [Amazon Linux2 DARZ A —R], [RAN] DJEICEBIRLET,

RITE—RED—H—HAEIA AT 7 A NREZEAL ., RIC[D—TAR—AZHENK]
ZBIRLET, WorkSpace M AT —R Ak Pending THEV) . 20 2 EAAIC Available A
T—RAICBITLET,

WorkSpace A" FARBEICED &, FIEQ TEELZ E X—I)LF7 RL AIZ WorkSpace NDT ¥
TAFENEBEHEhEX—IFEEET,

WorkSpace lc 4 >4 > L%, AWS Management Console 7’5 A X—KNF7 I 2AZFERALTT
TJEALTVWBCEZTANTEETY,

WorkSpace IC7 7 AT 3 IC&

1.

BOFIENODRATY T 14 TEZELEEX—IILEREXT,
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2. EX—=)LICRBETNTVRIEEQ) VZBRLT7O774ILEZZEL., WorkSpaces 7 F 1
ToREADO—RLET,

3. NAD—RZRELEY,
4. EEOOITZATREX I O—-RLET,

5. VAT REAVARN—IILTRBBLET., EX—IIICRHETIATVRIEREI-RZADL
T, [B]] 2BRL XTI,

6. ATY 7 3 THERL REE$RZ A L T Amazon WorkSpaces lcHA4 >4 LET,

AWS Management Console 72 A R—RKRF IV ADKREETANTZICIE

1. WorkSpace "5 72 UH&BEET, XIC. AWS Management ConsolelCBEIL ., RiIEHR%E
FALTHA A1 LET,

® Note

Firefox 27 2 OHELTHERALTVWRBERK., 7T Y DERET [DNS over HTTPS %
BMICTR| AT ATICBE2>TVBREEZRRELTLSEETY,

2. TIAR—NT7IOLAZFERALTERLTVD L ZBFETESD Amazon S3 1V —)L&BE
¥9. AWS Management Console

3. FES—=23aN—0OvI7SAR—NTAA2BIRTDE, FEAFO VPC & VPC I
RIRAMHFRRENET, AORAI)—=>223avy NE, AV I SAR—=NTAIAOBZBARE
VPC E#HZRLTVET,

>) Q ® 3 N. Virginia ¥ A Admin/wmg== @ L ALV

AWS Management Console Private Access

You are using a private endpoint connection to the AWS
Management Console. Some Regions and services might not
be available. Learn more [2

[C] VPC ID: vpc-0b968344a9063190c¢
[C] VPCE ID: vpce-Ocd4dcdaaded8fala

cations (0) info ( Create application )
LIS Fast (N Virainia)

=R
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IAM 7R 2 —&FE> 1= VPCEREDT AN

TOEAZERTZ IAMARUS—2FTOC4TDEICKY), Amazon EC2 F /=& WorkSpaces T
RELEVPCIZHUTESICTANEREBETER T,

BEESNEVPC ZHEAL TWEWERY, XORISZ—IF Amazon SSANDT7 IVt A%ZIERLET,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "S3:*",
"Resource": "*",
"Condition": {
"StringNotEqualsIfExists": {
"aws:SourceVpc": "sourceVPC"
.
"Bool": {
"aws:ViaAwsService": "false"
}
}
}
]
}

RORDD—E, YAVAVIVRRANODTZAR—RNTIORARD—ZFEAL T, AWS
Management Console selected AWS 7 H U2 N IDs NODHY A2 42 &HIRUET,

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": "*",
"Action": "*",
"Resource": "*",

"Condition": {
"StringEquals": {
"aws:PrincipalAccount": [
"AWSAccountID"
]
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BOOTHIRNAAD ID TERTDE, ROLIZ—R—IHFRRENET,

Your account doesn't have permission to use AWS Management Console Private Access
Your corporate network uses AWS Management Console Private Access, which only allows sign-ins from specific authorized accounts.
To access this account, sign in from a different netwnrk, ar contact your administrator for more information.

Logout

VIT7LAT—FTIOF¥

AVTLIZAZRY NJ—2H 5 AWS Management Console 72 AR—KF I EAILT T4 R—KNIC
T D21k, AWS Site-to-Site VPN A' S AWS Virtual Private Gateway (VGW) A QA 7S 3
ERFMATEET., AWS Site-to-Site VPN &, #EHEZERL . BERENLTINZ 71V IZET
KON —TFT AT EBRETDET, VPCHASVE—RNRY NT—IANDTIVEAZEMICLE
T, FFMIC DOV T, AWS Site-to-Site VPN AWS 1 —H'—H A R, ® "What isSite-to-Site VPN J
ESBLTEEV, AWS{EETSAR—RF—RIIA (VGW) . VPC EAVTLIRAZRY k
D—OBOT—RIJIAELTHETIESTAEO) -3 H—EATT,

AWS Site-to-Site VPN AWS Virtual Private Gateway (VGW) \N®
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.(f\:) AWS Cloud
ap-southeast-1

L Region

g VPC

R53 Resolver

Console
Endpoint

DNS Query for Console access is forwarded to local DNS
Server from user laptop

Using conditional forwarding, DNS queries are forwarded to
Inbound R53 Resolver Endpoint

b i
B ﬂ Corporate Office B DNS queries are forwarded over AWS Site to Site VPN
N
S
.

a u DNS Query lands on to Inbound RS3 resolver Endpoint in
VPC

N
Sy [ =
22 <
~
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, L -
e - From resolver endpoint queries are forwarded to R53
' B us-east-1 Region - IPSec VPN resolver that is VPC +.2
H -

Private Hosted
Zone

Cusomey DNS Glient DNS query is resolved to respective regional console private

router Servers n endpoint IP after referring to associated PHZ

Internet

Private Hosted
Zone

Connectivity to console endpoint private IP is established
over Site to Site VPN

R53 Resolver
Endpoint Private Hosted Zone records: aws.amazon.com

*  console.aws.amazon.com
*  signin.aws.amazon.com
* <region>.console.aws.amazon.com
* <region>.signin.aws.amazon.com
Console * global.console.aws.amazon.com
Endpoint + resource-explorer.console.aws.amazon.com
R53 Resolver + s3.console.aws.amazon.com

*  support.console.aws.amazon.com

COVTIFPLVAT—FTOFYRETOEESIR—=> N&. Amazon Route 53 Resolver,
BIZAVINIRVDIYIN=TTF, TTAR=KTIOLALILY RIRA 2 MNHERE 1D VPC AWS
Management Console TERET D &, VDYIN—TIVRERA N (RY RD—=DAL 2 R—=TIARA)
NEEENLEYTRY NCEREIhET, TOR, TOIPTRLAZFATLZIADDNS H—
N—LEORBFET DR —TSHBLT, T7TAR—KFKRKANY—=2OLO—REOJTIVTESE
To AVTLIRIVZAT 2 MY IZEET D & AWS Management Console,  AWS Management
Console 7Z2AR—=KFIOEAIV RRA 2 NDTZ 4 XK—N IPs,

AWS Management Console 7’5 A RX—KRFIEALY RRA 2 M OEFRERETDEIC,
TORBATRZINTON—=2Ua v EXRBRB (N—2ZF4E) V=230 TTS5A4RK—K AWS
Management Console 7 VAT RRA > N Z5&E L AWS Management Console, 77 4 X—k
RARNY -V Z2BETRIREZUEOATYTZETLET,
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1Y —)LT® Markdown D

Amazon CloudWatch 7 & AWS Management Console, O —ZDH—E Ak, HED T 1 —I)LRT
M Markdown DFERAZHR—KNLTVWET, COREYITR, AVVY—ITHR—REhTVS
Markdown O 7 #—X Y RORXATICDODVWTHALET,

AE

« B%, BOBER. & RV KFER
« ANYHA—

c TFANDT7A—=X Y b
9

- Lists

« ®REKRARD (CloudWatch & ¥ < 17R— R)

B%&. MOBR. & XUKFER

BERFZEHAIT XYY ET, HTML ICEBRE N EICREBOZATABREICL O XU TEH

DEDICTBRICE, HITLHEVAR—XRZ (&nbsp;) ZETHLVWITZEML, ThIKEITTEATE
EBIMUET. XOBIOEISIC, EHOEQTE 12T D2EATRICE., COTORTERVIRLE

CP

&nbsp;

&nbsp;

BREEZXDKFORREERTDICE, 3DOEHLLIENAT (---) ZBTHLVITZEML &
EE

Previous paragraph.

Next paragraph.

ZERRATOTFANTOY IV ZERTBICRE. 320NV IT4v D () ZE8CTEEMLET,
ZRBRATTRRIDTFANEANLET, RIZ. 32ONYIT4Yv UZETCHOFHLVITZE
MUET, RO[IF, REFICFRICEBENDZTFARNZERLTVET,
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This appears in a text box with a background shading.
The text is in monospace.

NY S —

BHULEERTDICEK, >v—T7R5#H) Z2FEALET. 1 DO ¥ —TREEAR—AR, NV 7T
LRIODBEELEZERLET, 200 v —TRSEZFEATDIEE2 LRILOAYE—NFERKEh, 3
DO Y—TREBEFRAITDEEILARILOAYA—HFERENET, XROHFIE, FEMLARIL,
E2LARIL, BFILRIOEELZRLTVWET,

# Top-level heading
## Second-level heading

### Third-level heading

TFARNDT A=Y K

TEARNERMET7A—I VY RNTBICR. BHKE 1 D2OTF—AOAT () TERTAZUAY ()
THAET,

*This text appears in italics.*

THFANZERFT7A—NYRNTBIIE, MHKE2DOFTFE—AATELF 2 DOFTARIARYD
TH&AERT,

**This text appears in bold.**

FEANEMYELBTTI 4 —T Y RTBICE, ME 2 DOFILA (~) THKET,

~~This text appears in strikethrough.~~
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~
>0

FEARNONAN—D I EBNTBICE. BH>Z () TRENEUSIFFRANEANLE
T, TOHIC, PO THAREEEAURL(() ZEAILET, RICHAERLET,

Choose [link_text](http://my.example.com).

Lists

TEBERBEO—HBELTIA—IYRTBIE, 1 2OFRZYRY () LBV TAR—ATHE
R OTICBMLET. RICHAERLET,

Here is a bulleted list:
* Ant

* Bug

* Caterpillar

T2BESNEVAMO—HBELTT7#—X Y NTBICE, BlYDTIC, HiE. EUFR (), LT
AR—ATHEDTICEMLET ., RICHZRLET,

Here is a numbered list:
1. Do the first step
2. Do the next step
3. Do the final step

K ERAZ > (CloudWatch & v = 2 7R— R)

CloudWatch &Y 2 27R— RFFARNT 14T T Y MNE Markdown T—7 I EREZ EHR—-KNL TV
£9,

REEXTDICE, M2 () 2FEALTHZXTY ., HFLWITEZFERAL TITZXYWET ., KRADIT
EAYSE—ITICTBICR, AVE—1TE, EORVOTOBICTERBALET, RIZ, ROZHIZDH
BLEE3IDONAT72 (1) ZEMLET, fitBEzEAL THZXIY)EFT, XOHFIE. 2 D205,
ANYR—1T, BRU2TOF—RZELERD Markdown Z.RLTVET,

Table | Header
SR [ —

Amazon Web Services | AWS
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1] 2

BIOHID Markdown TFARN T, UTORIMERENET,

[F—7 ] AV —
Amazon Web Services AWS
1 2

CloudWatch &Y 2 1 R—RFFARNTAZIY RNTR, REELTERAEhZI/NAN-D 0%
TA—XYRNTBDEETEEFT, REAVEERTSICIE, [button:Button text] ZEAL.
TORIC, "2 THAEREBURL () ZALLET, RICHZRLET,

[button:Go to AWS](http://my.example.com)
[button:primary:This button stands out even more](http://my.example.com)
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NZTND1—FT127

ICBIT2—MWERBBEOHARICOVTR, OtV 3I>ESBLTLSES L AWS Management
Console,

Amazon Q Developer ZFAL T, —ND AWS H—EAD—MBWAEIS—2BHMB XTSI
DA—TFTAVTITBREETEET, FMIZOVWTE. "Amazon Q Developer 1—H'—H 4 K, @
FAmazon Q DeveloperZERA LIV —I)LO—BHNE IS —0O2ZH.) Z2ZRBL TEEL,

N =R

e R=IHNELLKHTEHRAENZV

« 7oOYTILEKTDRE "TOEAES, T7—HNEKRKRE D AWS Management Console

s CEHTDETTIHICRALTIRNIZ—NRERE D AWS Management Console

« AWS Management Console DERBEZZEL VN, R—DTHOERBERX_1—HNREI2/5%
W

R=IHELLFBAATIhZWV

s COMBANTERICULARELBVEEE., 12—V NEREBERLTLKEZTL, Bloxy ~
D—OHT, VPNHY /LT, FLEREIODVITISUHEERALTCOERZERAETT,

s FEEZIZIRTOIA—HY—HNEUF—ALLEBITZDBE. 7TANI—T OO REEESE
FREFIVFTAT7ATIOA—I)OBBETHIAREN BYVET, 54N —T SR
EEtEF1VFTF AT 74T I4—)LIE., AWS Management ConsolelC &k 2 THEAETN TS R X
AVANDTOEAZTOY IV SRDAHEMEN BV ET, ChSOILRBEEEFTICTIN, 7747
DA=DORENHEZHEBOH LTI, EROBEZHERIZICEK. BELVOTToHoFROY
IN—2—)L (Chrome, Firefox®) &2 UY oL, [AVV—NRTICRRENLEIS—2HBALE
To &, ROVARNEELRXALA DY T 4 v 2 A AWS Management Console ZEALET,
NEINXNTZRBELEVARNTROYEEA, ChSORXA2OH T 1Y TRAK, AWSD & D
BEMICERT 2D ITTEHY EFEA,

e .a2z.com

¢ .amazon.com

* .amazonaws.com

* .aAWs

¢ .aws.com
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« .aws.dev

« .awscloud.com
« .awsplayer.com
» .awsstatic.com
* .cloudfront.net

» live-video.net

/A Warning

2022 £ 7 A 31 BLABE, (& Internet Explorer 11 Z#H7R—K L AWS <& XLk, #
R—KREhTVB 0T >4 AWS Management Console T 232 & Z2HEHLF
T, FHMICOVTIE., AWSZ1—R70O0J%8RBLTSEEL,

T7o5OHTICERTRIE "TORAER, I7—NFRREND
AWS Management Console

OAVV=IICRTRIRIENEERF., ATOREANIXNTHEEIIZEE, TORALKET S A6
FHYNET,

« VPCIVRARAVIMZNLUTAWS H—EATY RRAVNIBETILSICHREENLERY b
7 —% AWS Management Console 5 I[C7 9 tAL &Y,

« AWS H—EZAADT IV EAZ4IBRTZICIE. IAMR) S —T aws:SourceIpE &
aws:SourceVpc JO—NIL&HF—2FEALET,

aws:Sourcelp £ l& aws:SourceVpc JO—NILEHF—ZEC IAM RIS —Z2HERTD L
EHEOLET, BEIZISU T aws:Sourcelp & aws:SourceVpc OEEZEERALET,

AWS Management Console 777 A RX— K7V AMBEIZFR—RL T, VPC IV RERA 2K
AWS Management Console ZM LT ICF7 UV E2AL, R Z —aws:SourceVpcDEHEFERAT S
EETEFET, fFHlICODOVTRRRESRL TS EEL

« AWS Management Console 7’2 A RXR—KT7 It A

« the section called “AWS Management Console aws:SourceVpc TO T ZARX—KNTF Ot AN R
&”
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« the section called “f7R—REhTWD AWS JO0—-NILEBDATFARNF—

ICEHRITRETZIVFICRALTIRIZ—HRREND AWS
Management Console

F7AILNCH—ERBLENFSBHEEAWS V=23, CERLED>ETDE, TTTHIC 504
Gateway A AT IRIT—HFRREND &N H V) EFT AWS Management Console, BID 1) —
> 3> AWS Management Console #'5 I[COJ /423 %Ik, URL TREV -3 T2 RKRAY
REEELET, BIZE. us-west-1 (dEAVTAINZF) V=230 TH—EREBELENF&HO125HE
IZ, us-west-2 (FALA) V=23 ICFPoEARTRICE. ROTUT7L—NEERALET,

https://region.console.aws.amazon.com

FHEMICOVTIE, AWS £f8D U7 7L A ® "AWS Management Console H—E AT RRA >
M ZBRLTLSEEL,

EZEUINTO ODAT—RAEZRTTBICIE AWS OH—E A, AWS Management Console " %
SR L T< & LWAWS Health Dashboard,

AWS Management Console DB ZZEL VWA, R—JTHOD
SEEBRXZ_21—-HNEO2Hh5HEV

FIBIRA Z 21— F L L [Unified Settings] (JEE RE) R—JICBEBLEL L, OEFEEZELEETS
Zl& AWS Management Console, i ENR—JICBHL, IV —-IILOEREZERLE T,

T Il

SEMIC DOV TIE, AWS Management Console DEENZEEZSHBL T EE WV,
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RFIXD NER

AT Z&RiE, AWS Management Console AF44 R®M 2021 £ 3 ALROEERZEERZTEH I

ENDTY,

rE

R=IHFEMENEXL L

R—=JOEH

FLWAR—0EM

R—=JDOEH

YR—N2ZTD

BEFES—>3> & AWS
Console Home

%I:I

B

TIILFEYya>eessin
ITHEHLWAR=DHFEME

NnEL L. FHEICOVTRE,
F27, BSRBLTLEEL,

NAT—ROEER—IHE
FEenELr, BMCOVT
K, 227, #BBL T
We

H—EAXZ1—& AWS 4
Ry NBRICTFIERT DS
EERBTBHLOR—TH
BMEhELE, BMAICOL
T, 22?28 L V7% BRL
TLEEL,

& (& AWS Management
ConsoleR—I A EFHE KL
foo FMALCOVTE. 22724
ZEZRLUTLEZ,

YR—NEZ D EEHP

TRIHLWAR—DHFEME

hERLU I, FMAICOVTIE,
M222, Z2Z5RL TSV,

AV =)L OBREREZHR
B2 LWAR—JAEDN
ThRLIE, FMAICOVT

B

2024 £12 A6 H
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rE

AmazonQ EDF ¥ VY ~

myApplications

# L L AWS Console Home
Ul

S

., 22?28 KT?2?E2SBLT
<EZEV,

J—%%—74" Amazon Q
Developer |Z AWS B ¥ 3
FEZFRL UL VERE
R—=T, FHRIZOVWTE.

T Amazon Q Developer & ®
Fry b, 2ZZRLTLSEZ
W,

myApplications DI E % ;e &
LEFLWAR—DTT, il
(DWW T, myApplications
on £lF AWS, Z#ZBRL TL
ZELV,

SEPHEELE, BENDI—
Il BERAEThZREET
7)) MEZEBRETDIEHD
FLWERER—, BEICH
WTE. "THREERENIEE.
ZSRBRLTLSEETY,

#L LY AWS Console Home
U2, EESFERRR
BHRERTITDEOHDI 1
DIV NE AWS H—EAZA
NDIA—RNAY RHFEENT
WET, FHHICOVTIE,
M4y NOBRE, 25
BLTLSEEL,

B
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AY—-ILDERE

CloudShell M #E &)

NEE
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AWS Management Console
NDRINEEZEBRLET,
HE@ICOVTE. TAWS
Management Console ) E &
NEE, 2ZRLTLKEE

Wo

AWS CloudShell A5 ZBRE&

AWS Management Console .
AWSCLI AN RZZEFTLE
T, BEICOLVTE, TR
AWS CloudShell; ZZ8BL T
<EzL,

B
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