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Continue with email X

We'll check if you have an existing user and help create one if you don't.
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Create your application

Create your AWS Supply Chain application. We have
selected some defaults to get you started.

-/
N/
N\

( Edit in advanced setup

Service access and encryption defaults

When you create an AWS Supply Chain application, you grant it permissions [4 to access some AWS
resources on your behalf. Your data at rest will be encrypted using an AWS owned key. To modify these

defaults choose Edit in advanced setup.

<

BENFRTENETT,

r‘

A

@ You're all set, please check your email X

We sent an email to user12@amazon.com. Please check your email to verify your user

account and begin using AWS Supply Chain.

Your new user is stored in IAM Identity Center. Verify your user to active the user

account.

( Manage app’i ‘tior")

Sign in to AWS Supply Chain

2. EX—)TUTZRELET,

c IdCF—LDLSDE X—),
c DEBBF—LHASDE X)L,

BEREEZEATS
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Hello New User,

Your administrator has created an instance of AWS Supply Chain, and has invited
you to join.

What is AWS Supply Chain?
https://aws.amazon.com/aws-supply-chain/

https:/
Accessing the AWS Supply Chain

You can sign into AWS supply chain application by using the information below.

Your AWS Supply Chain Application URL:
https://flyy6b8y.scn.global.on.aws/
Bookmark this URL for easy access in the future.

Your Username:
user123+1@amazon.com

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a registered trademark of
Amazon.com, Inc. This message was prody »L. and ‘ibuted by Amazon Web Services, Inc. or its
affiliates, 410 Terry Ave. North, Seattle, WAL ™ ,9-5% All rights reserved. Read our Privacy Notice.

3. HBEEA—-I)zZlHEW~5, (AT A LET AWS Supply Chain, the section called “AWS
Supply Chain DT 777U —>3a lO0A23%" T, #8BLTLKEEV,

AMHREZEEATS

HMRETE., MBONTGA—BZRERELTA VAR ARAEBHAZRNAARTEET, 7UEY NS
X—BNDEEBHREZMEAL T AWS Supply Chain 1 VAR AZERT D ICIE,. ROFIEICHL
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Create your application

Create your AWS Supply Chain application. We have
selected some defaults to get you started.

-/
N/
N\

( Edit in advanced setup

Service access and encryption defaults

When you create an AWS Supply Chain application, you grant it permissions [4 to access some AWS

resources on your behalf. Your data at rest will be encrypted using an AWS owned key. To modify these

defaults choose Edit in advanced setup.

=

AVABZVAQOTANTAR—=INFRRENET,

R EEERTS
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= Home > Manage instances

Specify instance details

Instance properties info

AWS Region

The AWS instance will be created in the region displayed above. To change the AWS region, cancel the create inst
and restart creating the instance.

Enter an instance name

ance setup, select the new region from the Select a Region drop-down

(

1 to 62 characters including spaces, underscores, and dashes.

Enter a description - optional

256 characters max

AWS KMS Key - Optional info

Choose an AWS KMS Key
You must provide an AWS Key to encrypt your data across AWS Supply Chain.

[ Q. Choose an AWS KMS key or enter an ARN } ( Create [4 )

Instance tags - optional info

nnnnn

on the top-right panel,

2. AVABRVAZ7ANTFAR=DTUTZANALET,

s BHI-AVARAZBZADLET,

« BB — AWS Supply Chain 1 > AR ADRA (REBRBRAAVAZXVA, TAN AR

2B E) BADLET,

« AWSKMS ¥— (723> ) -F 74RO AWSKMS F—%2FERAT3H (HER), BB
M AWS KMS ¥—ZIBETEE T, FHMIC DL TIE "the section called “FI AR A AWS KMS

FoOEM, EBRLTIEEV,

s AVABRVARY —BRIICHERTEDRTBAAZAICEBINTEEXY, FEAE., 27
ZEMLT, ERITDA VAR ADRAT (REBE., TAN, UATHRE) ZEHZTESE

ED

(@ Note

S/4 Hana T— 2 ZHEATEH FENHERE. EEL I AWSKMS F—IZ OfEIC
BE TSN aws-supply-chain-access 3T HDEZMBLTILKEE

Wtrue,
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3. AVABVADKER ZBRLET,

4. (A7 3>)AWS Supply Chain 4 > AR > ANERE N, AWS KMS £ —TIiHHNDAWS
KMS ¥—%FERAd2 & &BIRL £5EE. KMS R —ZEFH L T AWS Supply Chain A
AWSKMS F—ICTIVEATEDLSICLET,

® Note

YourAccountNumber & YourInstanceID & AWS 7 Hh > ~k & AWS Supply Chain
AVAZRVADICBEBRATT,

"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::YourAccountNumber:xole/service-role/scn-instance-
role-YourInstanceID"

}I
"Action": [
"kms :Encrypt",
"kms :Decrypt",
"kms : GenerateDataKey"

1,

"Resource": "*"

NARL AWS KMS F— DO fEH

A2DAZDADEREFICIHBED AWSKMS ¥F—ZHATEXRT, MEDF—2EEITZH. BFO
F—ZHEALZVEERE, ILLF—ZEKTERT,

(@ Note

AWS Supply Chain €1 > AR ATk, AWS FREFXF—OFERANfT7 2 )L hEREEL L THERE
EhFET,
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BFD AWS KMS ¥ —0O&EA

1. BESLREENAINAAZERLET,
2. AWSKMS TH—0ER, CBBLET,
3. BEENET7A—I)IRIEF—ZADLET,
4. [E#FH 2BRLEY,

AWS KMS ¥ — N ER

1. [MER] ZBIRLET,
2. TKMS *#—01¥ERL OATY T IZHVET,
3. ROTIVELAFATHLLVF—ZEFHFLET,

- FEBLERTIVEAHAZERTD. F7DERFRICTS
s F—OFERFAZERTID: FIVILBLVWERFILTS
s FRUI—OEHF: F—RUZ—Z2{FEL. ZUTICEERAET,

"Version": "2012-10-17",
"Statement": [
{
"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam: :YourAccountNumber:root"
},
"Action": "kms:*",
"Resource": "*"
1,
{
"Sid": "Allow access through SecretManager for all principals in the
account that are authorized to use SecretManager",
"Effect": "Allow",
"Principal": {
"AWS™ . "M
},
"Action": [
"kms:Encrypt",
"kms:Decrypt",

HEREEMEATS 15
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"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:CreateGrant",

"kms:DescribeKey",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:ReEncryptFrom",

"kms:ReEncryptTo"

1,
"Resource": "*",
"Condition": ({
"StringEquals": {
"kms:ViaService": "secretsmanager.Region.amazonaws.com",
"kms:CallerAccount": "YourAccountNumber"
}
}

"Sid": "Allow AWS Supply Chain to access the AWS KMS Key",
"Effect": "Allow",
"Principal": {
"Service": "scn.Region.amazonaws.com"
I
"Action": [
"kms:Encrypt",
"kms:GenerateDataKeyWithoutPlaintext",
"kms:ReEncryptFrom",
"kms:ReEncryptTo",
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:RetireGrant"
1,

"Resource":"*"
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AT Y 7 3: AWS Supply Chain 77U —> 3 U FiEEEIBRIRT
2

AWS T2 Y —)LEEEIZ. AWS Supply Chain 9T 7 P 7 US—2 3 AT I LA EETS
T7Vr—>3a>mAEE%EIRL £9 AWS Supply Chain .  AWS Supply Chain 77U or—>3 >
Z—F—&. AWS Supply Chain VT 777 r—2 a2l 1—H—F7 o AFTO-)LZEML
T=VHIBRL 2V TEER T,

AVARYANEREN, IDY—AFEEENES, UTOFIEICHE> T AWS Supply Chain 77
Dor—2avmEEEERLET.

1. AWS Supply Chain A2V =LA Y2 1R—REBEXT,

2. "FPFOT—>3a mBEEDIER, (CBEL. AWS Supply Chain 77U —a > mEEIC
BR1—F—2Z2BRLET. REBLRICE., REZFHIC—HRITD I —DOINKRTRENET,

= © A ©

AWS Supply Chain

Select instance

(= 2
Instance details info

Instance Name Status Sub-domain
test @ Active
Created on: 6/12/2024

AWS KMS Key Instance ID

Description

User access management info

AWS Supply Chain connects to AWS IAM Identity Center, where you can create and manage user identities or easily connect to a variety of third party identity sources. We'll check to
see if your organization has a current identity source setup, or give the option to create a new one in IAM Identity Center

Status
@ Identity source connected

Application owner o Select an application owner

[ @ Select an application owner to setup AWS Supply Chain. X ]

When an identity source is connected, you must select an application owner who will setup your organization in AWS Supply Chain. The application owner will receive an email with a
link to access the AWS Supply Chain web application for the first time.

3. (A7 32)IAM Identity Center ICBE) ZiBRL T, 1—H¥—Z2EBMLFET, 1—F—0DEM
DEMIZ DOV TIE, TAWS IAM Identity Center I—H'—HA R, ® "ID YV —ANERE | 258
LTLKEEV, =T OEAFTAO-LOFMICOVTR, "1—H—TIOtAFITO—
i Z2ZRLTLEEL,
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® Note

AWS Supply Chain AV —J)LAS5—EBICEMTED1—H—EF 1 ADATT, AWS
Supply ChainTld, JIN—T%2F7 U5 —>3a>0F—F—c L TEMTR LR TESE
BA,

4. SendInvite ZBIRLET, VI T77IVT—23 EBEBECEX—IINEEEhET, V7
T7Vr5—2a ) BBENMNMEEX—IEZETRE, P7U5—2a> URL &ZBIRL T IC
A4 TEBELSICH&Y ET AWS Supply Chain,

dWsSs

Hello New User,

Your administrator has created an instance of AWS Supply Chain, and has invited
you to join.

What is AWS Supply Chain?
https://aws.amazon.com/aws-supply-chain/

https://
Accessing the AWS Supply Chain

You can sign into AWS supply chain application by using the information below.

Your AWS Supply Chain Application URL:
https://flyy6b8y.scn.global.on.aws/
Bookmark this URL for easy access in the future.

Your Username:
user123+1 @amazon.com

Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a registered trademark of
Amazon.com, Inc. This message was prody ¢' and ‘ibuted by Amazon Web Services, Inc. or its
affiliates, 410 Terry Ave. North, Seattle, WA+ — ,9-5= All rights reserved. Read our Privacy Notice.
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AWS Supply Chain AV =LA Y2 1R—RICE, P7UT—>3V0mBEOTICI—F—IRR
ThET,

AWS Supply Chain TEE&ZIEIRL T, AWS Supply Chain DI 777V s—>a>rcl1—%—%E
me RTHIRT

AWS Supply Chain DT 777V r—>3a>icQd#x>9%

AWS Supply Chain BB #& (&, AWS Supply Chain VI 777U —>a > A0BEA-ILEZZEL
TWBRTTT,

1.

X=)LICE#EENhTWB U 9%V OF3DH, AWS Supply Chain IV —=ILOF v 1
R—RO[PTRXA ) T[ITT URLZEVIUYILET,

AWS Supply Chain DI 777U —23a> 0004 U R—=INFRRENET,
IAM Identity Center AWS O 1 —H'—FRIARHREA DL, Y421 2BIRLET,

(® Note
NHTATAVFTRHFEIEDHK, THAONEEBOTOT7 1 —ILOAANFROShE
EE

[Complete your profile] R—Z T, [JobTitle] & [RAALAY—2]1ZABDLET, (RN ZBIRLE
CP

[Let's add your organization information] XK—= T, [##&] Z AL T, [Headquarters
location] ZiBIRLFET, MYBIZHLUT, 20O ZEBMTEE T, (AN ZBIRLET,

[Set up your teammates on AWS Supply Chain] R—>> T, AWS Supply Chain 7T 7771
T—=23aITO0tReF593 11— —2BIRLET, [Invite Users] ZIBIRLET., AWS
Supply Chain I—H—7 V7 AFAO—IILOFMIOVWTR, T ZZRLTKLEEWI—
H—T O AFAO—-ILOEE,

I—H—0EMEERTITSHEEE. [Skipfornow] Z0U Y ILET,

[Onboarding complete] R—Z FHEET,

BMLAEZEI—Y—@F., \OUIEEOCEX=IXYt—2%%ET 5D AWS Supply
Chain, U292z JE—ULTI1—H%—IZEETEET,

[Continue to homepage] 22 ') Y 2 LT, AWS Supply Chain ¥ ¥ > 17 R—REXRRLET,

AWS Supply Chain VT 777 r—2a>IcAQd #4209 %
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M fEA AWS Supply Chain

AWS Supply Chain &, 7’24 FI—2%FY RDO—0%AE{LL., BRICESVAEZERREZRERE
TV, Y754 FI—20MEEHZERLEEBIDICRIDIVTIRR—AODT I I5—23>T
T, ZFEHAT S E AWS Supply Chain, EEXRTXTBTF—RYV—AZ#ERL., BBEBZFEALTI Y
HARNZERL, ABF—LRABN—KF—EASRL—23 2 TEES, OIS IAUTRE,
W< DA D AWS Supply Chain ERHEHEEIC DV THBAL E T,

N =R

« AWS Supply Chain IV —)LDOEHA

« ZJO77AI)NDOEH

s 1—Y—TFOLAFITO-IIDOEE

« AVAZRADHIK

AWS Supply Chain >V =)L O EH

AV -l z2ERATR LR, Y—EAOVUY-ALREZERIDIHE[MERFETT, AV Y —
LW, VY—RERT, . BB, TRV ITERERNBIITIR-ADAUE—T T
AAFABEIATVET, COtEI>a>TRE, AVY-ILETI7EALTFET—HML, —RH
BEBRAVEZRTIDFELCOVTHBALET,

(® Note

AWS PHIOY RN AWS HBBOX D N—THONTHY, H—EAXD MNO—=ILRIZ —
(SCP) FEFENTWVWBEFEIE, DO SCPAXN=THINIROT O AFA &2
ELTVWRZLE2BRLTLKEETV, ROT IV AFANEBO SCPRV—IZEENT
W W54, AWS Supply Chain €1 > AR ADERIEKBLET,

AWS Supply Chain AV —=IILT V7 ERATBICE, BPMROTIVEAFAOEY NFBETT, <
NSOFTIVEAHICEKY), KO AWS Supply Chain VY —ANFHMZE —EXRRBRFRRTES
TAWS THIY ho BIBRBEEHATRY EFIRIBLVTATFUTATAR—AORI S —%4E
RIBDE, TORVY—2FEODIVT 474 (A—H¥—FkFEO-)L) CHLTIYY—ILAFERL
EEBYICHEELERA,
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AWS CLI £zl AWS APl DA ZHOHTI—H—(CE. &ZPROOAY—-ILT IO AFAZNHE
TRIBEFHEEBA, KDYIC, RITLESELTVB APIARL -3V IC—HTBT >3
YORNDT I EANFAENET,

OV —=I)LEEBEN AWS Supply Chain 1 VAR ADEREEFHZEEICETITAICE. ROT
DL AFANFBETT,

{
"Version": "2012-10-17",
"Statement": [

{
"Action": "scn:*",
"Resource": "*",
"Effect": "Allow"

I

{

"Action": [

"s3:GetObject",

"s3:PutObject",

"s3:ListBucket",
"s3:CreateBucket",
"s3:PutBucketVersioning",
"s3:PutBucketObjectLockConfiguration",
"s3:PutEncryptionConfiguration",
"s3:PutBucketPolicy",
"s3:PutLifecycleConfiguration",
"s3:PutBucketPublicAccessBlock",
"s3:DeleteObject",
"s3:ListAl1MyBuckets",
"s3:PutBucketOwnershipControls",
"s3:PutBucketNotification",
"s3:PutAccountPublicAccessBlock",
"s3:PutBucketLogging",
"s3:PutBucketTagging"

1,

"Resource": "arn:aws:s3:::aws-supply-chain-*",
"Effect": "Allow"
3,
{

"Action": [
"cloudtrail:CreateTrail",
"cloudtrail:PutEventSelectors",
"cloudtrail:GetEventSelectors",

AWS Supply Chain >V —=I)LOFEH 21
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"cloudtrail:StartLogging"

1,

"Resource": "*",
"Effect": "Allow"
}I
{

"Action": [
"events:DescribeRule",
"events:PutRule",
"events:PutTargets"

]I

"Resource": "*",
"Effect": "Allow"
iy
{

"Action": [

"chime:CreateAppInstance",
"chime:DeleteAppInstance",
"chime:PutAppInstanceRetentionSettings",
"chime:TagResource"

]I

"Resource": "*",
"Effect": "Allow"
iy
{

"Action": [

"cloudwatch:PutMetricData",
"cloudwatch:Describe*",
"cloudwatch:Get*",
"cloudwatch:List*"

]I

"Resource": "*",
"Effect": "Allow"
iy
{

"Action": [

"organizations:CreateOrganization",
"organizations:DescribeAccount",
"organizations:DescribeOrganization",
"organizations:EnableAWSServiceAccess",
"organizations:ListDelegatedAdministrators"

1,

"Resource": "*",

"Effect": "Allow"

AWS Supply Chain IV — )L O EA
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}I
{

"Action": [

"kms:
"kms:
"kms:

]I

CreateGrant",
RetireGrant",
DescribeKey"

"Resource": key_arn,
"Effect": "Allow"

iy
{

"Action": [

"kms:

1,

ListAliases"

"Resource": "*",
"Effect": "Allow"

}I
{

"Action": [

na
"iam
na
na

iam
1,

lam:

lam:
lam:
lam:

CreateRole",

:CreatePolicy",

GetRole",
PutRolePolicy",
AttachRolePolicy",

:CreateServicelLinkedRole"

"Resource": "*",
"Effect": "Allow"

}I
{

"Action": [

"sso:

"sso:

"sso:

"sso:

"sso:

SSO:

SSO:

Sso:
"sso:
Sso:

Sso:
"sso:
Sso:

AssociateDirectory"”,
AssociateProfile",
CreateApplication",
CreateApplicationAssignment",
CreateInstance",

CreateManagedApplicationInstance",

DeleteApplication",
DeleteApplicationAssignment",

DeleteManagedApplicationInstance",

DescribeApplication",
DescribeDirectories"”,
DescribeInstance",
DescribeRegisteredRegions",

AWS Supply Chain IV — )L O EA
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sso:DescribeTrusts",
"sso:DisassociateProfile",
"sso:GetManagedApplicationInstance",
"sso:GetPeregrineStatus",
"sso:GetProfile",
"sso:GetSharedSsoConfiguration",
"sso:GetSsoConfiguration",
"sso:GetSSOStatus",
"sso:ListApplicationAssignments"”,
"sso:ListApplicationTemplates",
"sso:ListDirectoryAssociations",
"sso:ListInstances",
"sso:ListProfileAssociations",
"sso:ListProfiles",
"sso:PutApplicationAuthenticationMethod",
"sso:PutApplicationGrant",
"sso:RegisterRegion",
"sso:SearchDirectoryGroups",
"sso:SearchDirectoryUsers",
"sso:SearchGroups",

"sso:SearchUsers",
"sso:StartPeregrine",
"sso:StartSso",
"sso:UpdateSsoConfiguration",

"sso-directory:SearchUsers"

1,
"Resource": "*",
"Effect": "Allow"
}
]
}

key_arn |k, AWS Supply Chain 1 VARV AICERATHF—EBELET. RANTZTIT71A
L. BRTBRF—DHADT I EAESIRT B EIC DWW Tk AWS Supply Chain,  TIAM &1 S —
AT—KAXKRTOKMS F—0DEE) Z2ZRLTLKEEV, IXTOKMS F—ZKRTICIF, T4
ILRA—RXFOHK (™) ZEALET,

70774 INDOEHH

THOURNEHEBTO7 74L&, AWS Supply Chain VT 777U —>3a TV DOTEEHRT
EET,
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1.

3.

WOV R7A7 74N ZEFHITBICE,. ROFIEICRHRVET,
AWS Supply Chain DT 7775 —>3a> 8y 2 1R—ROEROFES—> 3RS
T, RETAAZERLET,
(ZHON7O774)0 20Uy OLET,
(ZHORN7TA77AINR=HFEHEET,
THORNOERZEHLT, RFE)ZIVYILET,

BB 70774 OFEH

BEB7O77ANEEFHITRICE. ROFIBEICHVET,

1.

AWS Supply Chain DT 7775 —23a> 8y 2 1R—ROEROFES—>a>oRAY
T, BETAJZBIRLET,
[#B#%] ZiE#IR L T, [Organization Profile] 22 Y 2 LE T,

[Organization Profile] R— FHEE T,
##& o (O] X [Headquarters location] 2E#H L T, REFE] 2V VY I LET,

A—%—F O EAFAO-ILOERE

AWS Supply Chain BB &, F7 AL NOI—F—TOEAFTO-ILZFERTEIHL. DARLT
VL AFAO—I)ZERTEET, AWS Supply Chain I, XROFT7 I NOI1—HF—-TOtR
FaO—-IIrebYET,

EEE -INTOTF—REIY—OT7 IV ARAZEK. KR, BEITDTILAFHA
TF—RTFIVAN -IXTOF—REHREZER. RT,. EBIDTIEAHFT
FEENZ—2 v— —Insights Z4EK. RR, BEEITRD TV AFH

Demand7’ 2>+ — - Fll, A—N—F 4 R, BLROLFAFETEZER. X7, EETHHO
T Ot AR,

N=—hFT—F—BEIZX—¥—-N—hF—OEBERTR, T—RVIIANDEBERT, &
AT T — R ORTOT J LAFH
BT A7 —-HigstEZERE, RTIDT I EAHA
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® Note
AWS Supply Chain EEBEE L TI—Y—ZEMTBHIIC. XOKUIFELTSEEL,

s F7ANRNOBI-Y—TOEAFAO-NGE, 7OEAFATDOELY NTERENKT,
A—Y—%F7A)NNOI—HF—TOEAFAO-NICENTEI LS, HARLATIE
AFAO-IINZERTBDCEETEEXRT,

c BI—H—CEYLUTBENTEDDRG, E—OI—H—TF I AFTO—LO&KT
¥,

c F7FNNOA—H—T O AHAO-LZRETZBGHIRIDZERFETERE A

c ERULIENAZLAT VEAFAO-LNZw®ETSE, TOAAZALAT 7EAFAO—ILIC
BY2INTOIA—YHY—DOT IV EAFANEFEINEXT,

c ERLEARRAT 7 EAHTO-IILENBR TR E, HARAT IV EAXFTO-ILOTAN
TOI—H—HTF I EATEHRL K ET AWS Supply Chain,

« JI—70EME TEHR—FEhTVWEEA AWS Supply Chain,

N e

« I—Y—0EM

« A—HY—TF Ot AHFADEH

« 1—Y—DHIER

« DAZLA—Y—T O EAFATO—IL DEEK

d—H%—mniEm

AWS Supply Chain &, AWS Supply Chain DI 777V —23 2 ICTF7IoEATHEHD
I—H—%EBMTEET, 1—H—I&., £9 IAM Identity Center (IdC) ICIBIIE 1, KICEBMNTEE
9 AWS Supply Chain, IdC ANDI—H—QEMOFMICOVTIE, "1—H—TIOEADEYH
TiEBBLTLEE,

d—¥%—%IdC ICEML LS. UTOFIEICHK>T I—H—ZEMLET,

1. AWS Supply Chain & ¥ ¥ 1 R— ROBET A IV EBRLET,
2. A—HY—=ET7OtAHFUEZERLET,
3. A—H—, 1—9—%BRLET, [1—TF—ZBBI|R—IHIHAEET,
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4. HFLLVI—Y—nEMEERLET, [AddUserl R—HBHEEXT,

5. A—%—0EMM#EHT ) ROV FHAI XA Z1—-rPS51—H—2BRLET,
6. TO—JOER, ROV IHAI A Z1—Hps1—H—0O—ILZBRLET,
7. [B] ZERLET,

A—Y—TF O AHFAOEH

WEDI——® AWS Supply Chain I—HF—TF7 O AFTO—IIZ2EHMITBICE. ROFIEICH
WET,

1. AWS Supply Chain & ¥ ¥ 1 R— ROEBROFES - IORAUT, BRETA IV EBIRLE
E
2. [7OtAFH]. [1—Y—] DJEICEIRLET,

[A—Y—Z2EBIR—IDHFHEET,

3. A—¥—FEBAR-—IT, A—¥—TIVtEAHATO-IINZEFIZ 1Y —FLEEIIL—TZ2ER
L. POERAFAO-LROYTEIXRZA—AST I RAFIO-ILOVThL ZERL F
9o

(® Note

AWS Supply Chain & ¥ < 17R— Ri&, WY TEO-ILTI7EAFTICEUTHAR
RAXENET, FMCOVTRE, THRARAI—HY—TFHUEAFTO-LOER, %
BRLTIEEV,

4. [Save] ZBIRLF T,

1—Y—0HIR

AWS Supply Chain &, AWS Supply Chain DI 777V r—>a>rhs1—H¥—%HIBRTE
F£9, 1—HY—F., XROFIETHIBRTE XY,

1. AWS Supply Chain &Y 2 1 R— ROEROFES -3 URA VT, RETA AV EERLE
¥,
2. [POEAFA]. [1—Y—]DIEICRERLET,

[A—Y—Z2EBIR—IDHFHEET,
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3. [A—Y—%2EEBIR—TTHIRIZDI—HY—ZBRLT, BRI 742227 IYILET,

HAZLA—HF—T 7t AFAO—-ILOEK

F7FNNOA—Y—FOAFATO-LICNA, AARAZLAI—Y—T IO AFATO—-)Z2ERHL
T, BROT7IVEAFAO-LZEHEY ., REOOT—>3aPHmRZEEMLIEY TERT, #HL
W7 OEAFAO-LE, ROFIETERTEXRT,

1. AWS Supply Chain ¥ ¥ > 1R— KO EBIOFES -3 a3V RA 2T, BETA IV EBRLE
T [FOEAFHL [TO7EAFTO-I] OIRISERLET,
(7 OEAFAO—NR=ZHFRAEEXT,

2. [Create New Role (1L WO —J)LZERK) ZBIRLE T,

3. [TV EAFHHZERID|R—DOMA—ILB]ICETHZADLET,

4, ASAF—2BHPLTA—HF—TIOAFITO-ILZERLET,

c BEE-I-Y-CEETVEAHAZEVIETR L, BFHRZEM, RE. EETEFRT,
s RR-I—Y—LCRRTIVEAFTZEVETD L, REDVBHROKZERTTEERT,

® Note

AVABR AN TF—RY —AIC#EHE L TVWBEE, [Location Access] & [Product
Access]G)T'C%untﬂ’]'—/ﬂ/d)&b‘ﬁ?ﬂféi? BlZE, 7 NloOT—
SAVTTRARODKZEEBITDINARLEREI Y —&EHRLELY., T H)loO
=23 TTPRARDAVHA N EZEBTDOLDA A NI1I—H—ZERL 2V
TZEET,

[Location Access] D T T, BEN—ICU—232ZAHDLTREREL, BRLET,
6. [Product Access] D T, BREN—ICEBEADLTHREL, BRLET,
7. [Save] ZBRL £,

A2 A2 ADHIBR

AVARAEBBITDICE. AOFEICHVET,
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® Note
AVARAEZBIBRLTE, Amazon S3 /N7 Y NOBEHRIEBEWICHIBREhEB A,

1. T AWS Supply Chain 2V —)L%Z B & & 7 hitps://console.aws.amazon.com/scn/home,
2. AWS Supply Chain AV —=)LA Y2 1R—RORAYTEIUN S, BIRTDA VARV A%
EBRUET,

AWS Supply Chain

Select instance

‘ ADP-Gamma-Feb13 v

Instance details info

Instance Name Status Sub-domain
ADP-Gamma-Feb13 @© Active
Created on: 2/12/2024

AWS KMS Key Instance ID
Description

[HIBR] ZBIRLE T,

4. AWS Supply Chain "1 AR ADQHIER, R—2 0 "H#HFE1 IC T, & AHdeletelL T, 1~
ARV AZHIBRTD L E2BRALET,

5 [HIRR] ZBIRLET, 1V AZADHIBRNABHABREN, 1 2AXANHIREND &, BFEXY
E—IHFRRENKT,

® Note
AVAZRANEIBREND E, O Amazon Q ([CBIE T BB, AWS Supply Chain 2" B 8#
ICHIBRENZET,
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OtF211)F7 14 AWS Supply Chain

TOUVZIREFIVTANREBESHEAWS TY., AWS OEFRIF, EF1VT A Z2HREERT
PHEBOEHZRIETRIIICAWS BEENET—REVR—ERXRYNT—IOT—FTU0FvHSX
Y NEBEShET,

EFIVT A, AWSEBEROBETHEEINZERTT.,. EEHEETILTR. ChEo77
ROEFIVFABLTITZTRAOEFIVT A EHALTLET,

c UZTVROEFIVFT A -AWS ., AWS DY —ER TRITENBDA VT FARNTIF v Z2RE
IRIERELS BNV ERTAWS VTR, AWS Kz, F. BEHNRLICFEATE SR —ERALEH
LET. Y= RN—FT1—OEEARF, AWSOAVTZATAT7O0ZL O—RELT, £F1
VT 1 OBEMMEZERNICTARNSLITRIALET, MERAEIhZ AT AT ATOTZ A
DFMIZ DOV T AWS Supply Chain, "V 7 54T ATOYU T LAWS ICLDXREBERD
Y—EARAVT AT ATOTZ L1 2ZBLTLSEEW,

s VZ7TRADEFIVT A -FEATR ICEL2T, BEFEROEFAWS O —ERX ARXVET,

FEBERRG, BFROT—Z0OHEN, BEBOEH, BREThZETPHRFZEDZTOMOESR
ICOVWTEERZEVET,

CORFIXNE, AWS Supply ChainDEREICE T2 EEREETFIIOERA T E2EHETS
EHIZRIEET, UTOREYITE, EF1VTABKRVAVT AT AOBNZEERT S
AWS Supply Chain &5 I ZREFT B HFEICODVWTBHALET, &, AWS Supply Chain Y —
ADEZRV TR REBEAWS O —E X IZRILOMO OFERFECOVWVTERBALET,
ReEY D

« TOT—X{RE AWS Supply Chain

AR —7IAALT RRA > N (AWS PrivateLink) AWS Supply Chain ZR L& AQOF7 It A
® 1AM AWS Supply Chain

AWS O X &x—2 RR 12— AWS Supply Chain

NI 7 Z 4T > A&EE AWS Supply Chain

NDTHEZ M AWS Supply Chain

AJR&EEZX1) Y AWS Supply Chain

Z{EA L 7= AWS Supply Chain 41 X2 ~ DEE Amazon EventBridge
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TOTF—X{RE AWS Supply Chain

BEFAWS HEEFI)IL., TOF—XRBEISERAENET AWS Supply Chaine < DEFI)L TEREAE h
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I RBRANOBMICOVTIE, MEIFIEHOERE (FIPS) 140-31 ESBLTLIEE L,

BEBEDEX—)ITRLABEDBRELIBRERZE, 27, LR [BE 71— RBEDE
HEROTFAR T4 —=)ILRICEHBV L EZEBLSBHOLET, ik, OV —JL AWS Supply
Chain, API, &7k SDK ##EHAL TAWS CLIE XD AWS OH—E R 2EFATZEAEEH
T9, AWSSDKs 27, FLREBBIICEAT N BHREEROTFANTI A —=I)LRICAHAL EF—
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E, EFREFRBYTZAFI—VF—REZ0ELET,
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EROOAVTUOVZEFERABLIORETADCENBYET, ASATNTORLTOYTY AWS
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BFET, ATRNTIRRUS—OEROFMCOVWTRK, "TAIY—EAOATRTORKRI—0
BXEH 2Z2RLUTLSEZV,
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F—EE
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@ Note
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@ Virtual Private Cloud (VPC) T2 KR4 > & AWS Supply Chain &, VPC AOWEBI > TA4 T4
T, EEOKEZFTLET AWS Supply Chain, VPC U I TAN%E I2)L—F « >4 AWS Supply
Chain L, LARVAZ VPCIZIL—FT 42T LET, HHIZODVWTIE, VPC I1—H—HA RO
VPC IV RARAhZZRLTLSEZL,

A" TEFA AWS Supply Chain ZEHT 5 5% AWS KMS
AWS Supply Chain Tlk, HAZRN—NYZ— RF—2FEAITZICEI T MHIRETT,

AWS Supply Chain (&, Createlnstance AR L —> 3> HICEE N AWSKMS ¥—ZFRHL THE
BOBFITEERLET. . CreateGrant D PV TARNZREEFETD LT, I—H—ICRD>THT
AWS Supply Chain Z#ER L £ 3 AWS KMS, OFT AWS KMS &, BETHT> KO AWS KMS
F— AWS Supply Chain N\O T VA ZHF T2 EHICERAEIET,
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Supply Chain, AWSKMS RU> —#FHALTEAU1I—Y—%2EETD LR TEER A,

X ORESL 33


https://docs.aws.amazon.com/vpc/latest/privatelink/concepts.html

AWS Supply Chain BFEEHAR

AWS Supply Chain I&, XOBWTIZ > hE2FERALET,

- GenerateDataKey J AT ARZ AWSKMS ICIAfEL T, 1 VARV AILREE W ETF—2% BS
1t 9%,

s AIVAZVACHEERTShIZESENLET—2%

FHHLD AWS KMS =8 (Z Decrypt Vo T
ARz IDEETICE.

« Amazon Forecast % E DD AWS H—ERAICEEFETIRICT—22RETS -
& . DescribeKey, CreateGrant, RetireGrant D 7 7t AFAZEBMT S (ZIEs

TSRO TIOEADEYELY®, HAZRY—XZ— RF—IIRNITHIH—ERADOT I ADEHY)
EUK, WOTETEET, CNEITDS AWS Supply Chain &, HARI—YFR—I RF—(CK2

THEEBLENEF—RICTFIEATERIBY, TOF—RHKETHIARL—TaVCHEBLE
7,

DEEFLOE_ZX') >4 AWS Supply Chain

ROBIEEncrypt, HARXN—NZX— RF—THES{ENLET—RIZT V2 ADecryptd 5 1=
HIZ ICK>THTFHEND KMS AXRL =232 %#F X1 >4 AWS Supply Chain 2760
GenerateDataKey, . ® AWS CloudTrail 1 X2 N T,

Encrypt

{

"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": "scn.amazonaws.com"
.
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Encrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"encryptionAlgorithm": "SYMMETRIC_DEFAULT",
"keyId": "arn:aws:kms:us-

east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
},
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"responseElements": null,

"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666xx",
"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,

"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",

"eventCategory": "Management"
}
GenerateDataKey
{
"eventVersion": "1.08",

"userIdentity": {
"type": "AWSService",

"invokedBy": "scn.amazonaws.com"
b
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "GenerateDataKey",
"awsRegion": "us-east-1",

"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::test/rawEvent/bf6666cl-111-48aaca-b6b0-

dsadsadsa3432423/noFlowName/scn.data.inboundoxdexr/20240306_223934_536"

},

"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”,

"keySpec": "AES_222"

A" TRFA AWS Supply Chain Z £ 3 % /& AWS KMS
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}I

"responseElements": null,

"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",

"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,
"resources": [
{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample"
}
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "112233445566",
"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"

Decrypt

{
"eventVersion": "1.08",
"userIdentity": {
"type": "AWSService",
"invokedBy": '"scn.amazonaws.com"
},
"eventTime": "2024-03-06T22:39:32Z",
"eventSource": "kms.amazonaws.com",
"eventName": "Decrypt",
"awsRegion": "us-east-1",
"sourceIPAddress": "172.12.34.56"
"userAgent": "Example/Desktop/1.0 (V1; 0S)",
"requestParameters": {
"keyId": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample",
"encryptionAlgorithm": "SYMMETRIC_DEFAULT"
b
"responseElements": null,
"requestID": "12a345n4-78a4-8888-0000-a000-6q000yy666x1",

A" TRFA AWS Supply Chain Z £ 3 % /& AWS KMS
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"eventID": "12a345n4-78a4-8888-0000-a000-6q000yy666xrx",
"readOnly": true,
"resources": [

{
"accountId": account ID,
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-
east-1:123456789:key/1234abcd-11ab-22bc-33ef-123456sample”
}

1,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "112233445566",

"sharedEventID": "fdf9ee@f-e43f-4e43-beac-df69067edb8b",
"eventCategory": "Management"
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M DOVWTE., " AWS PrivateLink 74 R ® "Access AWS O —E A through AWS
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EE

com.amazonaws .region.scn
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D IHDNSE Z FH L T AWS Supply Chain NDAPIEREZTSZENTEET, Hix
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IVRRARNRI—EGFEUTOBEHREEREELE T,
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=L,
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LT, BAZLAIY RRAV RIS =0T, AR—TIA ATV RKRAZNITEY T

TNBE, CORUD—EF, IXTOVY—ATIXNTOTVZINIILIE, VAREATVS AWS

Supply Chain 72> 3> ATV EAEEZNFELET,

"Statement": [
{

"Principal": "*",
"Effect": "Allow",
"Action": [

"scn:action-1",

"scn:action-2",
"scn:action-3"

1,

"Resource":"*"
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SEBMBLTILKEEY, 2% TIAM %2 TEAT 2 HEOFMIC DV Tk AWS Supply Chain, "
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"flowExecutionId": "flowExecutionId",
"status": "IN_PROGRESS",
"startTime": "2024-03-30T12:26:13Z7",

"endTime": "",
Ilmessagell: IIII’
"sourceType": "S3",

"sourceInfo": {
"s3Source": {
"bucketName": "aws-supply-chain-data-instanceID",
"key": "flowname"
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