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3. [Organization agreements ((#822#) 2 7 2 BIRL £,
%8I L, [Terminate agreement] (W EKT) 2 BIRLE T,
BHOKRTIIEABRIRDCEERTITFIVIRY DRAZINTERLET,

[Terminate] (#87) ZiBIRL T, BEERDIXA Y E—IHNRRENLES, RT]ZEIRLT
<fEEEL,

2

TOFTZ4 >4 AWS Artifact

BEOFTSA VN SHDEE, A 754 THEEL 2 AWS Artifact 2R RLUET. &
EZE, 02V —)LIZ [Offline Business Associate Addendum (BAA) (F 7 Z 4 > BEIR#EIZH)]
[Active (B%)] EVWSAT—RATRRENET, BHMEVSAT—RAREWNFEFHEhIZEZ
RUET, 742N EKRTIBICEK, BHICEEFNDRTOHARSAVBLUFIEZSREL
TLEZL,

FHICOVWTR, "TOID E77EANDERE AWS Artifact; Z2ZRBL T EZ L,
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TOE X—)LBHORE AWS Artifact

® Note

ZDOR—T DARIE commercial AWS Regions ICO&EAEh, BERFEAEThELA
AWS GovCloud (US) Regions.

AWS Artifact AV —)LEFERAL T, OZWELR—FNOEFHICEATIE X—)LBHERETE

£ 9 AWS Artifact, Ik, ZFEAL TINS5 D E X—)LEX AWS Artifact ZI2E L £ AWS User
Notifications, E X—)L@%1%& Z{E9 % AWS Artifact 2k, F I User Notifications 1>V —I)L T
AWS User Notifications BHI/\7 ZBIR T2 LB H VW E T, KIZ, AWS Artifact AV —IL T, &
HOZEECZEIPBEANZEETIBAREZERTEET,

E AWS Artifact X—)LIBHIZERET D ICIE. AWS Artifact & ICHREBR T O CAFAHN RETT AWS
User Notifications., SF#HIC DWW TIE., TTO ID £ 70 ANOEE AWS Artifacty Z25BL T F&
(AN

AEN

- BIREKM: TEH/\T ZEIRT B User Notifications
« AWS Artifact BHIFXE DX E D ERK

« AWS Artifact BHIZRE DFREDMwmE

« AWS Artifact JBHIF%E D 5% E D Bl BR

IR TEH/\T 78R 9 B User Notifications

E AWS Artifact X—)LBHIZ ZE TS HIZ. £ User Notifications AV —I)L&ZHE. TF—4X AWS
I)—< 3> %#{R1F T B User Notifications DBHI/\T BRI D UENHVET., BH/NT0OERIE
AWS User Notifications, AWS Artifact A BHIZEXETHEHICFERATSD CHETT,

BAINT ZBIRTBICE

1. AWS User Notifications A Y =)L OBEH/NTR—Z%ZHEEXT,
2.  AWS User Notifications UY—A AWS U—>3> #®RET2 OBH/N\T2BRLET, T

7 #)L N TX, User Notifications 7*— X FRKEIRZ (N—ZF74E8B) V=232 ICREFE I E
T &, BRLEMOD —2 3 IZ@HNFT—X % User Notifications L 77U — KU E T, 54l
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ICDWTIE. AWS User Notifications 1—H—H4 ROBEH/\NTORFIX N ESBLTLKE
=L

3. [&RfFL TkefT] ZBRL KT,

AWS Artifact BEHIZRE DEREDIERK

(® Note

ZDR—2 OARR commercial AWS Regions ICO&ERAEh, RERFEAEhELEA
AWS GovCloud (US) Regions,

User Notifications JBI/\7 Z#IRL =5, AWS Artifact AV — )L TEBAREDREZERTEE
T, EERTBHRET. AWS Artifact BHIZZFEITEDRFEENDEX—ITRLAZEELET., &
f=. AWS Artifact ZIEOEFHX, IXTO (FEEFEH T Y D) AWS Artifact LAR— N DEFH 4
E, BEENMBHEZZTMAEHREEELET,

REZERTDICE

1. AWS Artifact A2V =)L DBEHZER—J EZREE T,

2. [REZMER] ZBRLET,

3. BREDERR—IT, ROBEZITVLET,
« ZHOBREZITERZICE. ZHWOTT., AWS ZHOEHERBRLIEEXRICLET,
« LAR—POBHRIZZEFEITDICE. LR—NTEHAWS ZERULEXRICLET,

a. IRXTOLAR—PMNOBEHNEZZETZICE. IXTOLAR—FZBIRLET,
b. BEOAFIAVERIDLA—RNIODVWTOABENE2ZETZICE. LA—rDOYT
Y RNEBRLET, RIZ, BLOOHZDAHATIVES)—XZERLET,

- BRERIC, REDREZADLET,

e« EX=)IOZEHEICIE. AWSArtifact BHIEX—)LZZETHEX—ITRLAOAVUI
XtV IARZEAADLET,

« (ATTIAV)BHREICEZITEEMTZICE. T EERAL. HILLWARITZEMZEZIRL,
F—ELEORTELTEYITZANLET, User Notifications UV —AD XI5 O LI
2WTIE. T AWS User Notifications 1—H—74 4 R, ®AWS User Notifications "'J Y —
ADZTFF) Z2S5BLTLSEETL,

REDEK 13



https://docs.aws.amazon.com/notifications/latest/userguide/notification-hubs.html
https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region
https://console.aws.amazon.com/artifact/notification
https://docs.aws.amazon.com/notifications/latest/userguide/tagging-resources.html
https://docs.aws.amazon.com/notifications/latest/userguide/tagging-resources.html

AWS Artifact d—H¥—HAR

[FREZEK] ZFIRLET,

User Notifications l&, IEELEZZEEZENDE X—IT7RLAICKRIEE X—I)LZXELE
To EX—I7RLAZRIAETSICIE, BRIEE X—)L T, ZEHIF E X—)LDOKBIE%EEIR
TRIUENHYVET, BRIDFADE X—ILT RL AD &N AWS Artifact B % Z (THLV) £
9,

AWS Artifact BHIFRE DR EDRE

(® Note

ZDR—2 OARR commercial AWS Regions ICO&EAE h, REFEAEhELEA
AWS GovCloud (US) Regions,

AWS Artifact BHIREDREZEH LIS, WOTEREZREL TBAREZEETEXT, Itk
A, BEEZEMELRHIBRIZICE,. REENZFIZIBHORATZEEL, 2T ZEMEL
FHIBRL £ T,

REZWMETDICIE

1. AWS Artifact AV —I)LOBHZRER—SZHEE T,

2. WWEIHIHREZBBIRLET,

3. [WmE] ZBIRLET,

4, FBREDBRET1—I)ILREFELET, TTLES, [BEZREF] ZBRLFET,
BHIZSEEZEELTHLVWE X—J)L7 RLAZEML FE. AWS User Notifications [ Zh 5
DEX—)ILTRLAZKRIAE X—I)IEIEELET, EX—ITRLAZRIETSICIE. BRELE

X=)T, BEEREX—IOKRIAZERIDLEN HVET, BRIEDEZEADE X—I)LT RLA
M & A" AWS Artifact BH Z Z (THUV) T,

e
it
S
£
T

=
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(® Note

ZDR—2 OARR commercial AWS Regions ICO&EAE h, REFEAEhELEA
AWS GovCloud (US) Regions,

AWS Artifact BHRIGRER ICERR L EREN TEICKZ 2 EHEE. AWS Artifact Y — )L TERE%E
HIpgpTEEXT,

REZHIBRT S ICE

AWS Artifact A2V —)LDBHIEFRER—DZ2HEE T,
HIBR I 2REZBIRL KT,

[HIRR] ZBIRLE T,
BREDHIBRAATOVRY VAT, HIBRERBIRLET,

A
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TOID ET7IOEADEE AWS Artifact

ATV TITBDEZEFEAWS, AWS 7HIUY MIBEERNITSNEEX—=IT7RLAENAD—
RZEELET. cNSEIL—FRIEEEHRTHY ., AWS DY —RAZELCIXNTOUY—AANDESE
BT O A%RH lziﬂ'AWSArtn‘acto EEL, BEOTIOERARIZEIL—NTHORNEERALEV
CEEBMSBEOHLET, Fh, HOI—HF—ETHI U NRIABHRERBELT, THO MDOE
E2RTIVEAZRBLEVCZEZEHOHLET,

IL—REERIRHZFEAL TAWS TADY NI A2 A2 LIy, eI —Y—EFRRIRHEHRE
Lz 32R0)IC, IWMI—Y—cWENZDEREI—Y—IDZBSTHERL. ORFIXD
RPZWIZT IV EATRIRVEN GDARMOHR I —F—OLOICERTIXLEN HV)ET AWS
Artifact, CDFETEE, F1—HW—ICEROY 124 U FHRERHL., FI1-—H-—HIFBEDORF2
X‘/ REFESIEOICBERT IV EAHTDOAEEADENTEERT, BHO IAM I—H—ICFH

TOEAHFHAZNETRICE. AMIN—TIZT7OAFAZAFELT, IAMIA—Y—2F0J
)L ZICEBMULERT,

HABTI—H—IDZEITTICEELTVRHERF AWS, IAMI—H—ZERTEIRKDLYICIAMID 7
ONAE—ZFERATEET, HFHICOVTE., IWMI—¥—HA R0 "D 7ONAMA—ETITF
L—>32, 25RLTLKEEL,

AE

« NDI—H—=T Ut ADFA AWS Artifact

- BH AWS J—2 3> AWS Artifact TO @ 1AM 7R > — 0 Bl

- AWS Artifact TD @ IAM 7R 1J > — D] AWS GovCloud (US) Regions
- O AWS EERU S —OFEH AWS Artifact

« OHY—ERICUVEhizO0—)L DA AWS Artifact

« AWS Artifact L7AR— NZ IAM &4 —%FERHT 3

ANDI—Y—T I ADFFA AWS Artifact

PERTOIHEALAR) AWS Artifact CcETVWT AOTFTIEAFTEZI1—H—I3E5T3ICE. XD
FIEZEITLET,

RARY
« ATYZ 1LIAMRU S —ZHERT S
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« ATYVT7 2IIAM N =T ZERL TRIS —ZTEYFIS
« ATY 7 3 IAM A—H—ZERLTIIL—7ICEMTS

ATY 7T 1AM R S —Z KT B

IAM BB &, AWS Artifact 72232 VYV —RALT IV EAHAZRHETEIRIS —2EKTE
£9,

IAM RS —ZERTBICIE

IAM 1—H—8B XTI IN—TICT7 O AF T2 HETRZEHICERATES IAMARD S —%2ERTS
&, ATOFEEERALET,

IAM 12V — )L (https://console.aws.amazon.com/iam/) ZBE £,

FTETF—23RAUT, RUD— ZBRLTEEZL,

[Create policy] (R > —%ER) ZBIRLE T,

JSON 27 %BIRLET,

RUD—RFIXNZAHDLET, MBORV>—ZEXTEH, BAHAWS U—23

AWS Artifact TO O IAM AR —0f| ORDS —ZFERTBDEETEET,

6. RUS—DOLE1—ZBRLET. BXIT—HNHDBER. RU—NUF—XFHFELF
9o

7. RU—OETEI|R—DT, RUZ—OBEWNZRT—EOBHZANLET, HPZEMTSC
EETEFRT,

8. [RUZ—ZEK] Z2BRLET,

o kb w0 Dd =

ATY T 2. IAM TN —T"ERL TRV —EBTEYFITS

IAM BERBEZEGFIIN—TZERL., ERLERUS—2TIN—TICTRYFTEET, WOTE IAM
A—H—%=JI)—TICEBIMTEET,

IAM JI—7"%2ERL TRV —ETRYFFTBICIE

1. FEZ#—>23>~RA 2T, [Groups]. [Create New Group] DJEIZIEIRL £,

2. [IN—TBICITIN—T DR ZEADL, [ROATY T EZBIRLET,

3. ERLERVS—DBFMZRRERNY VAILANLET, RUZ—OF IV IRY VAZRRIC
L. [RORATYT]ZERLET,

ATY T 1 IAM RS —ZERT S 17
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4. TIN—TRBERVD —ZRELET. ERATELS, [TIL—T0EK] 2BRLET,

ATY7 3NIAM A—H—ZEHKL TITIL—-TICEMT S

IAM EEEE@E, WOoTEI—H¥—2J)—-TCEMTEXT, I-—HY—Z2EMNMITDE, JI—-TIC
NEENLEERN I —ICREEhFTT,

IAM 1—H%—%4#ERK L TITIL—7ICEBMTZICEF

1. FTES—23URAL2T, [Users] (1—H—). [Add user] (1—H—%EMT D) DIEICEIRL F
9,

2. [A—¥—BIC1AFELEEROI—HF—DOBRZANLET,

3. AWSNZRIAVRIOAVY—NLNTIEAOEICHBDFIVIRY VRAZEBIRLET., BEIERK
ENENAD—RELEFHARLNAD—RZRELET, HEICKHUT, [F—RBFREIOH
AAVTHUWNAD—RZERTIDHLEN HYVET) ZBRL T, AIETA A4 VRICNA
T—ROUEY NRZERTEET,

[Next: Permissions] (RO AT Y 7 #Fd) 2 BIRL £ 7,
[A—Y—%=JIL—TICE8mMZo2VYOL, ERLETIL—T%BIRLET,

[Next: Tags] (RN\: 27) ZBRLET, BEICRHLUT, I—HY—IZEJZEBMTEEXT,

RN LE21—]Z2BRUEXT, BRATTLES, [I—Y—DEK] Z2BRLET,

N o o &

BHA AWS U—> 3> AWS Artifact TO @ IAM R < — @4l

IAM A—H—(CT7 O AHAZNETEIT I RAFAR) D —ZERTEET, AWS Artifact L
R—=RMANOT IV AEZI—H—CREL. BE—OT AWV MEEFEBICRAD > TENEZHS &L
CAIO—RTBDIENTEEXT,

ROYU TR —E, BEBTIEALRILCETVTIAM IS —ICEYH TR ENTE
TOEAFAZRLET,

Zh5 DR > —IF commercial AWS Regions ICEHAENE T, BAMEERD—ICO2VWTE
AWS GovCloud (US) Regions, " @ IAM AR > —0fl, 22 8R L T EE W AWS Artifact . AWS
GovCloud (US) Regions

c EOMP BTV EAHIAZR OAWS LIR—hZEEBITRIRI—0H
« Y—RN—FALKR-—bZEETEIRI>—DHI

ATY 7 3 IAM I—H—=ERLTTIL—TI2EBMT S 18


https://docs.aws.amazon.com/glossary/latest/reference/glos-chap.html?icmpid=docs_homepage_addtlrcs#region
https://docs.aws.amazon.com/artifact/latest/ug/example-govcloud-iam-policies.html
https://docs.aws.amazon.com/artifact/latest/ug/example-govcloud-iam-policies.html

AWS Artifact I—H%—Ha4 K
« BN EEETDZRIT—DH

. L#HRET DR —0H AWS Organizations

c EBTAVNORNEEETBIR) S —DF

- HBNEENEEETIARUS —0F

- BHZEETRZRIS—DH

ExampleZ A BT IV AFAZFEAL TAWS LR— KN EBEETHRIZ—0HI

® Tip
BMEORI—EEZRT DA YIC, AWSArtifactReportsReadOnlyAccess ¥ Z— KRR 1)
S—OBEAERFLTIEEL,

RORDD—, EHMABT IV LAFAZEALTINTO AWS LR—MEHXTO—-RTDT
TEAFAZNELET,

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata"”,
"artifact:GetReport",
"artifact:GetTexrmFoxReport",
"artifact:ListReportVersions"

]I

"Resource": "*"

}
]
}

RDRI)D—&, EDWABT IV EAFATZEAL TAWSSOC, PCl, LT ISOLKR—bDAh%ZE
AOO0—-RIBDTIOEAFATZHELET,

BMAAWS U—23 >0 IAMARUZ—0f 19


security-iam-awsmanpol.html
security-iam-awsmanpol.html

AWS Artifact

Q—H—H1 K

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata"”,
"artifact:GetReport",
"artifact:GetTermFoxReport",
"artifact:ListReportVersions"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"ISo"
1,
"artifact:ReportCategory": [
"Certifications and Attestations"

BMAAWS U—23 >0 IAMARUZ—0f
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Exampletf — RN—FT 1A LAR—KZEBEITSIRI—DHI

® Tip

MEBORVS—EEZT DDV IZ, AWSArtifactReportsReadOnlyAccess ¥ Zx—= RR1)

S—DERERFLTIEEL,

H—RN—FT 1 LR—KFIAM VY —AD report TRENET,

RDRI)Z =, IXNTOY—RN—FT 1 LR—PEEICHLTIEA

{
"Version":"2012-10-17",

"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata”,
"artifact:GetReport",
"artifact:GetTermForReport"

]I

"Resource": "*"

RORYD =&, Y—RN—=TFTALKR—KNEZIO—-RTBITIEA

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReport",
"artifact:GetTermForReport"

1,

AAZENELERT,

AFAZENELERT,

BMAAWS U—23 >0 IAMARUZ—0f
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"Resource": "*"

RORID =, Y—RN—FT A LR-—KZ-—ERRIBDTIVELAFATZRELET,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"

1,

"Resource": "*"

RORI)Y =G, IXTON=232 0 —RN—FT 1 —LKR—rOFMERTIZDTIEA
RELERT,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetReportMetadata"
1,
"Resourxce": [
"arn:aws:artifact:us-east-1::report/repoxt-jRVRFP8HXUN5zpPh:*"

A%

BMAAWS U—23 >0 IAMARUZ—0f
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RORI)D—F, REON—2320H—RN—FT 1 —LR—NOFMERRITDT I EAFAZH

BEL&EY.

{

"Version":"2012-10-17",
"Statement": [

{

}
1
}

® Tip

"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata"

1,

"Resource": [

"arn:aws:artifact:us-east-1::report/repoxrt-jRVRFP8HxUN5zpPh:1"

1

MEORUS—EEHRT DKV IC, AWSArtifactAgreementsReadOnlyAccess & 7= &
AWSArtifactAgreementsFullAccess EERV S —ZFATAHCEZRFTTIHEN HY &

EE

ExampleRZ#{ 2 EBITDRI>—0 5l

RORIY—F, IXTORNEFTIO-—RIBDTIVEAFAZHFELERT,

{

"Version":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

BMAAWS U—23 >0 IAMARUZ—0f
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RDR)

"Resource": [

Mg

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

—F., INTOEWZEZTANB T IO EAFAZRELET,

"Version":"2012-10-17",
"Statement": [

{

3
{

"Effect": "Allow",
"Action": [
"artifact:ListAgreements"

1,

"Resource": [

Mg

1

"Sid": "AWSAgreementActions",
"Effect": "Allow",

BMAAWS U—23 >0 IAMARUZ—0f
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"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

RORIS—F, INTORNERTIZDT I EAHFTENELET,

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

RORID =&, TADYRLRILTIT ) =X N ERRELVRTIDTIEA

EE

APAZENELE

BMAAWS U—23 >0 IAMARUZ—0f
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"Version":"2012-10-17",
"Statement": [
{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

Example & &9 %R 12— 0Ol AWS Organizations

RORIZ—IE, AWS Artifact 2 ERET R EOICERATZ IAMO—LZERTED TV AFTZ
5L £ 9 AWS Organizations, BN SRV EZRBITDICEK, HBOEBETHIMIhsDT
DL AFANFBETT,

BMAAWS U—23 >0 IAMARUZ—0f 26
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"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateServicelLinkedRoleForOrganizationsIntegration"”,
"Effect": "Allow",
"Action": [
"jiam:CreateServicelLinkedRole",
"iam:GetRole"
1,
"Resource": "arn:aws:iam::*:role/aws-sexrvice-role/artifact.amazonaws.com/
AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSServiceName": [
"artifact.amazonaws.com"

RDRIVD—E, ZHEATZITIOEAFAZNETR T I AFAZFE5 AWS Artifact UET
AWS Organizations, AN EZNZRHKRTDICE. HBOBEBETHV U MNIChSOT IV AKHA
FRBRETT,

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSSexrviceAccessForOxrganization"
1,
"Resource": "*"
},
{
"Sid": "EnableServiceTrustForArtifact",

BHAWS U—23a> o IAM RS —0 4] 27
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"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"

ExampleBEET7 NV NOZNZEETBRIS—0HI

RORIVD—&, EBTHINORNEEEIZT IV EAFAZAFELRT,

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

BMAAWS U—23 >0 IAMARUZ—0f
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"Resource": "arn:aws:artifact:::agreement/*"

3
{

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws:artifact::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOxganizationsIntegration",
"Effect": "Allow",
"Action": [

"iam:CreateServicelLinkedRole",

"iam:GetRole"
]I
"Resource": "arn:aws:iam::*:role/aws-service-role/artifact.amazonaws

AWSServiceRoleForArtifact"”,

"Condition": {

"StringEquals": {

"jam:AWSServiceName": [
"artifact.amazonaws.com"

}
3
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOxrganization"

1,

"Resource": "*"

},
{

"Sid": "EnableServiceTrustForArtifact",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess"

1,

"Resource": "*",

.com/
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"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"
]
}
}
}
]
}

Examplefl @A 2N EEEB TSR > —0Hl

RKDORID—F, HBNERZNEERIRT I EAHTZHELET., VELSERZF D HOI—

HW—AHEEBN RN ERETILEN BN XTI,

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",
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"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"
1,
"Resource": "arn:aws:artifact::*:customer-agreement/*"
},

{
"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"

RORIS—F, BBNERNERRIDTIEAFTENELET,

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws:artifact:::agreement/*"

},
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"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [
"artifact:GetCustomerAgreement"
]I
"Resource": "arn:aws:artifact::*:customer-agreement/*"
}I
{
"Effect": "Allow",
"Action": [
"organizations:DescribeOxrganization"
1,

"Resource": "*"

ExampleBHZEE TSR —0 4l

RORISD—&E, AWS Artifact BRIZER I B O DB T IV EAFIZ2NELET,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel"”,
"notifications:CreateEventRule"”,
"notifications:CreateNotificationConfiguration”,
"notifications:DeleteEventRule",
"notifications:DeleteNotificationConfiguration”,
"notifications:DisassociateChannel”,
"notifications:GetEventRule",
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListNotificationConfigurations"”,
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"notifications:ListNotificationHubs",
"notifications:ListTagsForResouxce",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",

"notifications:UpdateNotificationConfiguration”,

"notifications-contacts:CreateEmailContact",
"notifications-contacts:DeleteEmailContact",
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts",
"notifications-contacts:SendActivationCode"

1,

"Resource": [

g

RORIVD—F, IXNTOREZ—ERRIZDLEHOTIEA

"artifact:GetAccountSettings",

"notifications:ListEventRules",

AAZENELERT,

"notifications:ListNotificationConfigurations"”,

"notifications:ListNotificationHubs",
"notifications-contacts:GetEmailContact"

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"notifications:ListChannels",
1,
"Resource": [
mgn
]
}
]
}
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RORI)Y—F, REZERTBDT7IEAFAZRELET,

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [

"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications-contacts:CreateEmailContact",
"notifications-contacts:SendActivationCode",
"notifications:AssociateChannel"”,
"notifications:CreateEventRule"”,
"notifications:CreateNotificationConfiguration”,
"notifications:ListEventRules",
"notifications:ListNotificationHubs",
"notifications:TagResouxce",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

Mg

RORIVD—F, REZWETZDT7 IV EAFAZNELET,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"artifact:GetAccountSettings",
"artifact:PutAccountSettings",
"notifications:AssociateChannel”,
"notifications:DisassociateChannel”,
"notifications:GetNotificationConfiguration"
"notifications:ListChannels",
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"notifications:ListEventRules",
"notifications:ListTagsForResouxce",
"notifications:TagResource",
"notifications:UntagResource",
"notifications:UpdateEventRule",
"notifications:UpdateNotificationConfiguration”,
"notifications-contacts:GetEmailContact",
"notifications-contacts:ListEmailContacts"

1,

"Resource": [

myn

RORI)Y—F, REZHBRIZT7IEAFAZNELET,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"notifications:DeleteNotificationConfiguration”,
"notifications:ListEventRules"

1,

"Resource": [

g

RORID—, REDFHMERTIDTIELAFATZNELET,

"Version":"2012-10-17",
"Statement": [
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"Effect": "Allow",

"Action": [
"notifications:GetNotificationConfiguration",
"notifications:ListChannels",
"notifications:ListEventRules",
"notifications:ListTagsForResource",
"notifications-contacts:GetEmailContact"

1,

"Resource": [

myn

RORVD—F, BANT 2BBRETX-BBERBRIBZDT IV EAFTEZFELET,

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"notifications:DeregistexNotificationHub",
"notifications:RegisterNotificationHub"

]I

"Resource": [

g
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AWS Artifact TD @ IAM 7R1) > —®D 1l AWS GovCloud (US)
Regions

chsnRI>—B ICOAKBERAE NET AWS GovCloud (US) Regions, commercial AWS Regions
CEAENDR)—IC2VWTE., "MA AWS U—2 32 AWS Artifact TO ® IAM R 2 —D
B, Z#ZBRLTLEE L,

IAM 1—Y—ICT7 IVt AFTZNETRZTIELAHFARIS —ZERXTEEXRT, AWS Artifact L
R=KMANOT I AEZI—H—INEL, BE—OT AV MREFEBICAD > TENEZZHS &
OAIVO—RTBDENTEET,

ROHYTLRIS—, BEBETFIEALALLESVT IAM I—H—CHYETH N TE
BTV EAHFAZRLET,

s AWS LAR—RNZEEBTDRI—04H

« BREEEBIDRI—0H

« LHRET DR —DH AWS Organizations

« BEBTHVVNOZHNEEETDRUS—0HI

- EBNEEZNEEETZIRIS—0H

ExampleL R— K~ ZEEFT BRI —DHI

RORI)Y—F, IXTOLR—KEFIO-—RIBTIEAFATZAFELET,

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports",
"artifact:GetReportMetadata"”,
"artifact:GetReport",
"artifact:GetTermForReport"”,
"artifact:ListReportVersions"

1,

"Resource": "*"
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RDOR)>—IF, SOC, PCl, XV ISOLR—NDHZEXTVO—RTDT I EAFAZNEL

x9,

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
]I
"Resource": "*"
}I

{
"Effect": "Allow",

"Action": [
"artifact:GetReportMetadata”,
"artifact:GetReport",
"artifact:GetTermFoxReport",
"artifact:ListReportVersions"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportSeries": [
"soc",
"PCI",
"ISO0"
]I
"artifact:ReportCategory": [

"Certifications and Attestations"
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Example2{Z2EBT BRI > — D4l

RDORID—E, IXTOENESAVVO—RIBTIOEAFAZRELET, IAMI—HF—HFH
NeZHEIDIEF, COTIVEAFAELETT,

"Version'":"2012-10-17",
"Statement": [

{

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": [

nmgn

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

]I

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

:::agreement/*"

::*:customer-agreement/*"

RORIVD—F, IXTORNEZHIZDTIVEAFAZRNELEXT,
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"artifact:ListAgreements"

]I

"Resource": [
wan

]

}I
{

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

RORIVS—F, INTORNERTIZDT I EAFTENELET,

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

]I

"Resource": "*"

}I
{
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RDRID =&, TADURLRILTITIV—XV N ERTREBIORTIDT IV EAFAZNHELF

ED

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

]I

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",
"Effect": "Allow",
"Action": [

:::agreement/*"
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"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

}

Example & &9 %7K 1) 2 — 0Ol AWS Organizations

RDRIS—IE, AWS Artifact ' #REICFEA TS IAMO—IILZ2ERTZIT7 IV EAFAEFELET
AWS Organizations, #ABHEZHNZRBITSICEK, HBBOBET DV RNIINSOT IEAFHFH
NFURETT,

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateServicelinkedRoleForOxganizationsIntegration",
"Effect": "Allow",
"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetRole"
]I
"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleForArtifact",
"Condition": {
"StringEquals": {
"iam:AWSSexviceName": [
"artifact.amazonaws.com"
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RDRIVD—, ZEATRIT IO EAFAZNETZ T IV AFAZF5 AWS Artifact UET
AWS Organizations, AN EZNZRKRTSICE. HBOBEBETHV U MNIChSOT VAKHA
FRBETY,

{
"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"organizations:DescribeOrganization",
"organizations:ListAWSServiceAccessForOxrganization"

1,

"Resource": "*"

},
{

"Sid": "EnableServiceTrustForArtifact",

"Effect": "Allow",

"Action": [
"organizations:EnableAWSServiceAccess"

1,

"Resource": "*",

"Condition": {

"StringEquals": {
"organizations:ServicePrincipal”: [

"aws-artifact-account-sync.amazonaws.com"

]

}

}
}
]
}

ExampleBEET7 NV NOZNZEETEDRIS —0HI

RORIVS—&, EBTNHINOEZNEERIZT IV EAFATZNELET,

"Version":"2012-10-17",
"Statement": [
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"Sid": "ListAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:ListAgreements",
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"”

1,

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

:::agreement/*"

::*:customer-agreement/*"

"Sid": "CreateServicelinkedRoleForOxrganizationsIntegration",

"Effect": "Allow",

"Action": [
"iam:CreateServicelLinkedRole",
"iam:GetRole"

1,

"Resource": "arn:aws-us-gov:iam::*:role/aws-service-role/
artifact.amazonaws.com/AWSServiceRoleFoxrAxtifact",

"Condition": {
"StringEquals": {
"jam:AWSServiceName": [
"artifact.amazonaws.com"
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}
3,
{

"Sid": "EnableServiceTrust",

"Effect": "Allow",

"Action": [
"organizations:ListAWSServiceAccessForOxganization",
"organizations:DescribeOxrganization"

1,

"Resource": "*"
3},
{

"Sid": "EnableServiceTrustForArtifact",
"Effect": "Allow",
"Action": [
"organizations:EnableAWSServiceAccess"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"organizations:ServicePrincipal”: [
"aws-artifact-account-sync.amazonaws.com"

Examplefl @A 2N EEEB TSR > —0Hl

RKDORID—F, HBNERNEERIRTIVEAHTZNHELET, VELERZRF D HOI—
HW—AHEEBN SN ERETILEN BN XTI,

"Version":"2012-10-17",
"Statement": [
{
"Sid": "ListAgreementActions",
"Effect": "Allow",
"Action": [
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RORDD—F, BBHNERNERTIZDTIVEAFAZRNELERT,

"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement",
"artifact:AcceptAgreement"

1,

"Resource": "arn:aws-us-gov:artifact

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement",
"artifact:TerminateAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Effect": "Allow",
"Action": [

:::agreement/*"

"organizations:DescribeOrganization"

1,

"Resource": "*"

"Version":"2012-10-17",
"Statement": [

{

"Sid": "ListAgreementActions",
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"Effect": "Allow",

"Action": [
"artifact:ListAgreements"”,
"artifact:ListCustomerAgreements"

1,

"Resource": "*"

"Sid": "AWSAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetAgreement",
"artifact:AcceptNdaForAgreement",
"artifact:GetNdaForAgreement"

1,

"Resource": "arn:aws-us-gov:artifact:::agreement/*"

"Sid": "CustomerAgreementActions",

"Effect": "Allow",

"Action": [
"artifact:GetCustomerAgreement"

1,

"Resource": "arn:aws-us-gov:artifact::*:customer-agreement/*"

"Effect": "Allow",
"Action": [
"organizations:DescribeOrganization"

1,

"Resource": "*"
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"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"artifact:ListReports"

1,

"Resource": "*"

},
{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata”,
"artifact:GetTermForReport"

]I

"Resource": "*",

"Condition": {

"StringEquals": {
"artifact:ReportCategory": "Certifications

RDOR) S —TlE, SOCZ ) —AXADTXTOH AWS Artifact L R— K &

BETE&EET,

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [
"artifact:ListReports"
]I
"Resource": "*"
3 Aq

and Attestations"
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"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata",
"artifact:GetTermForReport"

1,

"Resource": [

g

1,
"Condition": {
"StringEquals": {
"artifact:ReportSeries": "SO0C",

"artifact:ReportCategory": "Certifications and Attestations"

IRORY) —TlE, Certifications and AttestationsAhFdV.
Artifact LIR— NEFRIMBD T VL AFAE2FETEEXT,

"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Action": [

"artifact:ListReports"

1,
"Resource": "*"

},

{

"Effect": "Allow",

"Action": [
"artifact:GetReport",
"artifact:GetReportMetadata"”,
"artifact:GetTermForReport"

]I

"Resource": "*",

"Condition": {
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"StringEquals": {
"artifact:ReportSeries": "SOC",
"artifact:ReportCategory": "Certifications and Attestations"

}

}
}
]
}
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* GetReportMetadata

+ GetReport
* GetTermForReport

» PutAccountSettings
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* AcceptNdaForAgreement

+ GetAgreement

* GetCustomerAgreement
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RDOPBIE, GetReportMetadata 7 V23> %R9 CloudTral O I KU T,

{
"Records": [
{

"eventVersion": "1.03",

"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4ES5F6G7EXAMPLE",
"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"

},

"eventTime": "2015-03-18T19:03:36Z",

"eventSource":

"artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",
"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"errorCode": "AccessDenied",

"errorMessage": "User: arn:aws:iam::999999999999:user/myUserName is not

authorized to perform: artifact:GetReportMetadata on resource: arn:aws:artifact:us-
east-1::report/report-f1DIWBmGa2Lhsadg",

"requestParameters": null,
"responseElements": null,
"requestID": "7aebcd@f-cdal-lle4-aaa2-e356da3lesff",

"eventID": "e92a3e85-8ecd-4d23-8074-843aabfe89bf",
"eventType": "AwsApiCall",

"recipientAccountId": '"999999999999"

"eventVersion": "1.03",
"userIdentity": {
"type": "IAMUser",
"principalId": "A1B2C3D4E5F6G7EXAMPLE",

"arn": "arn:aws:iam::999999999999:user/myUserName",
"accountId": "999999999999",

"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "myUserName"
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},

"eventTime": "2015-03-18T19:04:427",
"eventSource": "artifact.amazonaws.com",
"eventName": "GetReportMetadata",
"awsRegion": "us-east-1",

"sourceIPAddress": "127.0.0.1",
"userAgent": "Python-httplib2/0.8 (gzip)",
"requestParameters": {

"reportId": "report-flDIWBmGa2Lhsadg"
I
"responseElements": null,
"requestID": "a2198ecc-cdal-1lle4-aaa2-e356da3lesff",
"eventID": "20b84ce5-730f-482e-b2b2-e8fcc87ceb22",
"eventType": "AwsApiCall",
"recipientAccountId": '"999999999999"
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