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EEW,
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LTn+E93 3> Tk, Netskope THEH TS AppFabric HIAF—<, HAFER, HAOEIZDOWT
HALET.

AF—T EFR
Netskope l&. AT ® AppFabric H I AF—Y EFEREFR—RNLTVWET,

+ Raw - JSON
« AppFabricld, Y—AF77UTr—>3a o FEALTVETROAF—XOEIT—X%Z JSON
XNTHAILET,
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ZERKL, —2Z JISONFEXTHAILET,
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=V,
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NetWitness I&. Extended Detection and Response (XDR) V7 NI IT7 D AFHARKEETT,
EtF1VFTAEZFHOSVEALOTO-NIEETER. TR TRENEREZICHTHEHEIC
NetWitness XDR Z/FAL TWE T, FORIKEBZRA, FAE. MNITHLHONOERTHREELT
Hmach, RALETZY N7+ —A%{HA T NetWitness XDR (&, HHEF A DXRM % SOC Dif—
BEBREBOTVET,

BEICED1-IIEnET—FTIOF vICKY, NetWitnessXDRE VTV R, AV 7L IR, £
NANDT—H—RVE—RD—H—RE, RESMPHEFEZEDLDIERZKREL £, NetWitness
Platform XDR l&, BAEhEERBA VTV IV AL 1Y —TEsMEHELEDETELETR
MHZERMHL. EROKBRE., TIOT1ET 1 OBEIEVST. BE. ILOBEBLERABEICLET, C
7(153"\“1(,:%'5% EXFIVFATFIARNSR)ENE, KVAREMEHZE ST, EDZXA
CHEEREITBROAFEIT >D>EF1IVT A ERAZRITTEET,

AWS AppFabric E&EOJ OV AKX ICEET 2 EREEE

LTt 93 3> Tk, NetWitness THER T % AppFabric B AF—<, HAERX, HAH%XICOW
TRHRALET,

AF—TEER
NetWitness I&. AT ® AppFabric HHAAF—Y EERXZHR—FLTVET,
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« AppFabric &, Y—AF77VTr—23a FAEALTVEROAF—YOHIT—2% JSON
XTHILET,
« OCSF - JSON

AppFabriccatzr ToHAN—EF21VTAAF—XTL—LD—7 (OCSF) ZEALTTF—2Z
ZERLL, T—R% JSONFERATHAL KT,
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* Amazon Simple Storage Service (Amazon S3)
- EEOJZET Amazon S3/NTY RAST—RZZET DL SIC NetWitness ZFRET B I
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AppFabric EEOJ OWVIIAKICEET 2 ERSEIE

LTOto> 3> Tk, QuickSight TEHA T2 AppFabric HAOAF—<, HAERX, HAH%EICDOW
THBELET,

AF—T EER
QuickSightl&. AT ® AppFabric HHAF—Y EFXZHR—RNLTVET,
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« AppFabricld., Y—AT77U—>3a o FEALTVETOAF—YOEIT—X% JSON
RNTHALET,

+ OCSF - JSON
 AppFabric @A —7>HAN—tF1VFT1AF—XTL—LT—7 (OCSF) ZFEALTF—2X

ZEHRLL, F—2%Z JSONFEXTHAILET,
i 3BT
QuickSightl&. LA ® AppFabric HHBFFEHR—KNLTVWET,

« Amazon S3

« Amazon S3 7 7 A\ ZFERALTTF—2 1Y hZER TS & T, Amazon S3 A5 QuickSight
ICTF—RZEERYVIACENTEET, Z—TY N7 74)LEY MD QuickSight F—&
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V=RV —BZ2BARV EZ2BFETSHICE., QuickSight T—H—HA RO "F—FZY—R
DA—R, ZBRBLTLEEV,

« 774 )Y N Amazon S3 F—2& Y —A® QuickSight 7 # —2 & B Z %HE k. Amazon
Athena & AWS Glue T—7 L Z AL T Amazon S3 ICF—R EZBIAL ZEN TEE
9, QuickSight *—X2tY N T Athena ZFA T &, BMOARNKELET, AthenaflE D
FHMICOVTIE, Athenafl&RZSBIEE L,

Athena Z#H 9 % (Cl&:
1. Athena 1—H%'—H 4 K ® "TAWS Glue Z A L TAmazon S3 D F—2 Y —AI_#EHRT S

DERICHE>TEZ L,
2. QuickSight 1—H%—H 4 R® TAthena F—2ZFALLETF—2 Y bOERL OFIEICHL
9,
Rapid7

Rapid7, Inc. DE@mIE, KU FTILTHHALR® TV AN—tEF1UT 1 ZREHLTEZE2ETOR

IRZRETSDETT, Rapid7 BEREVZADT YV /O —, BREAEFOHRE, BLVHENE

FIAZETEF I TAEMARIGHOTEY IOY—T I AZEBTEDLSXELE T, Rapid7 ®

BENEEFIVTAVYUI—-23 2, HERD 10,000 H2BAZZEEHEN VTV RURVERL

BEREZHRELTTERYIOH—TJIRAZHS L., ERZAEN DERICHBRTED LS HR—KNL
TVWET,

AWS AppFabric BEEOJ OV IAKIZET 2 EREEIE

LTnto> 3> Tk, Rapid7 TEH TS AppFabric HHAF—<, HAHFERX, BXTHIEICD
WTHBALET,

AF—Y EER
Rapid7 l&. AR ® AppFabric H I AF—Y EFEREFR—KNLTVET,

+ Raw - JSON
« AppFabricld, Y—AT77UTr—> 3 FEALTVETOAF—XOEIT—X%Z JSON
XTHILET,
 OCSF - JSON
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Rapid7 I&. AT ® AppFabric HhBFiEHR—KNLTWVWET,

* Amazon Simple Storage Service (Amazon S3)
- BEEOJZET Amazon S3/NT Y MDA STF—RZ2ZETBKSIC Rapid7 ZERET B IC
l&. Rapid7 70701 7H#4 NOHEFE "How to Monitor Your Amazon S3 Activity with
InsightlDR1 O FIBICH > T EE W,

Amazon Security Lake

Amazon Security Lake &, AWS IR3E, Software as a Service (SaaS) 7’OANA A —, A7 L =
A, VTIORY—=ADEFIVFATF—2%, ICREENATVWSAEROF—ZL A VICHBNIC—
TALLET AWS 7HJ2 N, Security Lake ZFEAT 3 &, 2O EF1IV T F—22KY)
SEEICBETEEXRT, Security Lake I&, =TV —ADEFIVFTAARINAF—ITHS
F—=THAN—tF1 VT4 AF—XTL—LT—7 (OCSF) ZHAL TVWE T, OCSF HR—
NC&kV), COH—ERAFE OEF1VFTATF—REBEVWIRZA—T S/ XEF21 VT4 57F—23
V—AZEHRILAWS L, HHAEHHEET,

AppFabric EEOJ OV IAKICET 2 EREIE

Security Lake ICHAR LY —AZEMAWS THO N 95 2& T, ® Amazon Security Lake (2
SaaS EEOJZHBTEEXRT., UTOEIZ 3> Tk, Security Lake THEH T % AppFabric 1
AF—N, HHFERX, BRTHEIXICOVTEHBALET,

AF—TYEER
Security Lake (LT @ AppFabric H I AF—Y EFEREHR—KLTWVWET,

+ OCSF - JSON

. AppFabric FA =7 H A N—tF1VF 41 AF—I 7L —LT—% (OCSF) Z2EAL TF—2X
EEHIL. F—2% JSONHRTHILET,

SR

Security Lake (&, AppFabric Bt A& i 1135 & U T Amazon Data Firehose BIEA N — LA Z{EHA
L TAppFabric # H AR LY —ARELTHR—NMNLET, AWS Glue T—7 )L & Firehose EEA
) —LZFREL., Security Lake THAZLY —ARAZRETDICE, ROFIEZFEALET,
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AWS Glue T—7 I &K TS

1. Amazon Simple Storage Service (Amazon S3) ICBEIL, FE0ZFE2F T LENT Y NEERL
7,

2. AWSGlue A V—=I)LICBBLET,
3. [F—2AZ2OVI0BER. [T o223 IBHLT[T—7II0EMN £BIRLET,
4. ZOT—TILICEEOBEERITET,
5. ATY 71 TERLE Amazon S3 NI Y R ZBIRLET,
6. T—AREKXICIE [JSON] ZBIRL, (RN ] ZBIRLFET,
7. [AF—XOBRELEFEZ]|R—I T, [AF—Y%Z JSON &L THwmE]) ZBIRLE T,
8. ROAF—IZANL., AWSGlue T—7IIERZ7OERZETLET,
[
{
"Name": "message",
"Type": "string"
1,
{
"Name": "process",
IlTypell:
"struct<name:string,pid:int,user:struct<name:string,type:string,domain:string,uid:string,t
I
{
"Name": "status",
"Type": "string"
I
{
"Name": "time",
"Type": "bigint"
I
{
"Name": "device",
"Type":
"struct<name:string,owner:struct<name:string, type:string,uid:string,type_id:int,risk_level
1,
{
"Name": "metadata",
IlTypell:
"struct<version:string,product:struct<name:string,version:string,uid:string,data_classific
I
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{
"Name": "severity",
"Type": "string"

I

{
"Name": "duration",
"Type": "int"

I

{
"Name": "type_name",
"Type": "string"

I

{
"Name": "activity_id",
"Type": "int"

I

{
"Name": "type_uid",
"Type": "int"

I

{
"Name": "observables",
"Type": "array<struct<name:string, type:string, type_id:int,value:string>>"

I

{
"Name": "category_name",
"Type": "string"

I

{
"Name": "class_uid",
"Type": "int"

I

{
"Name": "category_uid",
"Type": "int"

I

{
"Name": "class_name",
"Type": "string"

I

{
"Name": "timezone_offset",
"Type": "int"

I
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{
"Name": "end_time",
"Type": "bigint"

I

{
"Name": "activity_name",
"Type": "string"

I

{
"Name": "cloud",
"Type":

"struct<account:struct<name:string, type:string,uid:string,type_id:int>,project_uid:string,

},

{
"Name": "query_info",
"Type": "struct<name:string,uid:string,query_string:string>"

},

{
"Name": "query_result",
"Type": "string"

},

{
"Name": "query_result_id",
"Type": "int"

},

{
"Name": "severity_id",
"Type": "int"

},

{
"Name": "status_code",
"Type": "string"

},

{
"Name": "status_detail",
"Type": "string"

},

{
"Name": "status_id",
"Type": "int"

},

{
"Name": "network_interfaces",
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"Type":
"array<struct<name:string,type:string,hostname:string,mac:string, type_id:int,ip:string>>"
},
{
"Name": "file",
"Type":
"struct<attributes:int,name:string,type:string,path:string,type_id:int,accessor:struct<nan
I
{
"Name": "actor",
"Type":
"struct<process:struct<pid:int,file:struct<name:string,size:bigint,type:string,version:str
},
{
"Name": "dst_endpoint",
"Type":
"struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:string, risk_
I
{
"Name": "src_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string,org:strtL
},
{
"Name": "user",
"Type":
"struct<name:string, type:string,groups:array<struct<name:string,uid:string>>, type_id:int>"
I
{
"Name": "resource",
"Type":
"struct<version:string,uid:string,agent_list:array<struct<name:string,type:string,uid:stri
},
{
"Name": "privileges",
"Type": "array<string>"
},
{
"Name": "action",
"Type": "string"
},
{
"Name": "action_id",
"Type": "int"
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},
{
"Name": "protocol_ver",
"Type": "string"
},
{
"Name": "proxy",
"Type":
"struct<name:string,port:int,type:string,ip:string,hostname:string,uid:string, type_id:int,
I
{
"Name": "client_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
},
{
"Name": "authorizations",
"Type": "array<string>"
},
{
"Name": "proxy_tls",
"Type":
"struct<version:string,certificate:struct<version:string,uid:string,subject:string,issuer:
I
{
"Name": "load_balancer",
"Type":
"struct<name:string,classification:string,dst_endpoint:struct<owner:struct<type:string,don
},
{
"Name": "disposition_id",
"Type": "int"
},
{
"Name": "disposition",
"Type": "string"
},
{
"Name": "proxy_traffic",
"Type": "struct<bytes:bigint,packets:int>"
},
{

"Name": "auth_type_id",
IITypell: Ilintll
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},
{
"Name": "proxy_http_response",
"Type": "struct<code:int,message:string,status:string,length:int>"
},
{
"Name": "server_hassh",
"Type":
"struct<algorithm:string,fingerprint:struct<value:string,algorithm:string,algorithm_id:int
I
{
"Name": "auth_type",
"Type": "string"
I
{
"Name": "firewall _rule",
"Type": "struct<version:string,uid:string>"
I
{
"Name": "proxy_connection_info",
"Type":
"struct<direction:string,direction_id:int,protocol_num:int, protocol_ver:string>"
},
{
"Name": "connection_info",
"Type": "struct<direction:string,direction_id:int>"
},
{
"Name": "api",
"Type":
"struct<request:struct<data:string,uid:string>, response:struct<error:string,code:int,messc
I
{
"Name": "attacks",
"Type":
"array<struct<version:string,tactics:array<struct<name:string,uid:string>>,technique:struc
},
{
"Name": "raw_data",
"Type": "string"
},
{

"Name": "email_uid",
"Type": "string"
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},
{
"Name": "malware",
"Type":
"array<struct<name:string,path:string,uid:string,classification_ids:array<int>,cves:arrays<
1,
{
"Name": "start_time_dt",
"Type": "string"
1,
{
"Name": "direction",
"Type": "string"
1,
{
"Name": "smtp_hello",
"Type": "string"
1,
{
"Name": "unmapped",
"Type": "string"
1,
{
"Name": "direction_id",
"Type": "int"
1,
{
"Name": "email_auth",
"Type":
"struct<spf:string,dkim:string,dkim_domain:string,dkim_signature:string,dmarc:string,dmazc
},
{
"Name": "email",
"Type":
"struct<uid:string, from:string,to:array<string>,data_classification:struct<category:string
1,
{
"Name": "impact_id",
"Type": "int"
1,
{
"Name": "resources",
"Type":

"array<struct<owner:struct<name:string,type:string,uid:string,type_id:int,full_name:strinc
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1,
{
"Name": "finding_info",
"Type":
"struct<title:string,uid:string,attacks:array<struct<version:string,tactics:array<structs<r
1,
{
"Name": "evidences",
"Type":
"array<struct<process:struct<name:string,pid:int,file:struct<name:string,type:string,versi
1,
{
"Name": "impact",
"Type": "string"
1,
{
"Name": "count",
"Type": "int"
1,
{
"Name": "confidence_id",
"Type": "int"
1,
{
"Name": "enrichments",
"Type":
"array<struct<data:string,name:string, type:string,value:string, provider:string>>"
1,
{
"Name": "rcode",
"Type": "string"
1,
{
"Name": "app_name",
"Type": "string"
1,
{
"Name": "rcode_id",
"Type": "int"
1,
{
"Name": "query",
"Type":

"struct<type:string,hostname:string,class:string,opcode_id:int, packet_uid:int>"
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},
{
"Name": "proxy_endpoint",
"Type":
"struct<name:string,owner:struct<name:string, type:string,domain:string,uid:string, groups:z
I
{
"Name": "response_time",
"Type": "bigint"
I
{
"Name": "delay",
"Type": "int"
I
{
"Name": "start_time",
"Type": "bigint"
I
{
"Name": "proxy_http_request",
"Type":
"struct<version:string,url:struct<port:int,scheme:string,path:string,hostname:string, query
},
{
"Name": "version",
"Type": "string"
},
{
"Name": "stratum",
"Type": "string"
},
{
"Name": "stratum_id",
"Type": "int"
},
{
"Name": "dispersion",
"Type": "int"
},
{
"Name": "traffic",
"Type":
"struct<bytes_out:int,chunks:bigint,bytes:int, packets:int,packets_in:bigint>"
I
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{
"Name": "precision",
"Type": "int"
I
{
"Name": "size",
"Type": "int"
I
{
"Name": "actual_permissions",
"Type": "int"
I
{
"Name": "base_address",
"Type": "string"
I
{
"Name": "requested_permissions",
"Type": "int"
I
{
"Name": "end_time_dt",
"Type": "string"
I
{
"Name": "compliance",
"Type":
"struct<control:string,status:string,standards:array<string>,status_id:int>"
},
{
"Name": "remediation",
"Type": "struct<desc:string>"
},
{
"Name": "kb_article_list",
"Type":
"array<struct<os:struct<name:string,type:string,type_id:int,cpe_name:string,edition:strinc
I
{
"Name": "peripheral_device",
"Type":
"struct<name:string,class:string,uid:string,model:string,serial_number:string, vendor_name:
},
{
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"Name": "time_dt",
"Type": "string"

},

{
"Name": "group",
"Type": "struct<name:string,type:string,uid:string>"

},

{
"Name": "users",
"Type":

"array<struct<name:string, type:string,uid:string, type_id:int,risk_level:string,risk_level_

I

{
"Name": "confidence_score",
"Type": "int"

I

{
"Name": "state",
"Type": "string"

I

{
"Name": "state_id",
"Type": "int"

I

{
"Name": "evidence",
"Type": "string"

I

{
"Name": "confidence",
"Type": "string"

I

{
"Name": "risk_level",
"Type": "string"

I

{
"Name": "risk_score",
"Type": "int"

I

{
"Name": "impact_score",
"Type": "int"

I
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{
"Name": "risk_level_id",
"Type": "int"
I
{
"Name": "finding",
"Type":
"struct<title:string,uid:string,modified_time:bigint,modified_time_dt:string,first_seen_ti
},
{
"Name": "user_result",
"Type":
"struct<name:string,type:string,uid:string,type_id:int, account:struct<name:string,uid:stri
I
{
"Name": "codes",
"Type": "array<int>"
I
{
"Name": "command",
"Type": "string"
I
{
"Name": "type",
"Type": "string"
I
{
"Name": "kernel",
"Type": "struct<name:string,type:string,type_id:int>"
I
{
"Name": "http_response",
"Type":
"struct<code:int,status:string, http_headers:array<struct<name:string,value:string>>>"
},
{
"Name": "http_request",
"Type":
"struct<url:struct<scheme:string,path:string,hostname:string, query_string:string, category_
I
{
"Name": "tls",
"Type":

"struct<version:string,certificate:struct<subject:string,issuer:string,fingerprints:arrays
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},
{
"Name": "web_resources",
"Type":
"array<struct<name:string,type:string,data_classification:struct<category:string,category_
I
{
"Name": "http_cookies",
"Type":
"array<struct<name:string,value:string,is_http_only:boolean,is_secure:boolean, samesite:stz
},
{
"Name": "type_id",
"Type": "int"
},
{
"Name": "databucket",
"Type":
"struct<name:string, type:string,file:struct<attributes:int,name:string,owner:struct<name:s
I
{
"Name": "table",
"Type": "struct<uid:string,created_time_dt:string>"
I
{
"Name": "session",
"Type":
"struct<count:int,uid:string,uuid:string,issuer:string,created_time:bigint,is_remote:boole
},
{
"Name": "certificate",
"Type":
"struct<version:string,uid:string,subject:string,issuer:string,fingerprints:array<struct<v
I
{
"Name": "is_mfa",
"Type": "boolean"
I
{
"Name": "logon_type_id",
"Type": "int"
I
{
"Name": "auth_protocol_id",
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"Type": "int"

I

{
"Name": "logon_type",
"Type": "string"

I

{
"Name": "is_remote",
"Type": "boolean"

I

{
"Name": "is_cleartext",
"Type": "boolean"

I

{
"Name": "auth_protocol",
"Type": "string"

I

{
"Name": "is_renewal",
"Type": "boolean"

I

{
"Name": "lease_dur",
"Type": "int"

I

{
"Name": "relay",
"Type":

"struct<name:string,type:string,ip:string,mac:string,namespace:string,type_id:int>"

},

{
"Name": "transaction_uid",
"Type": "string"

},

{
"Name": "file_result",
"Type":

"struct<name:string,size:int,type:string,path:string,desc:string, product:struct<name:strir

I

{
"Name": "file_diff",
"Type": "string"

I
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"array<struct<type:string,data_classification

{

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"create_mask",
"string"

"web_resources_result",

Ilappll’

:struct<category:string, category_id:int, confi

"struct<name:string,version:string,uid:string,data_classification:struct<category:string,c

"array<struct<title:string,uid:string,attacks

iy
{

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"src_url",
"string"

"priority_id",
Ilintll

"verdict",
"string"

Ildescll’
"string"

"verdict_id",
Ilintll

"priority",
"string"

"finding_info_list",

:array<struct<version:string,tactics:array<st
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"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"expiration_time_dt",
"string"

"expiration_time",
"bigint"

"comment",
"string"

"entity",

"struct<data:string,name:string,version:string,uid:string>"

"entity_result",

"struct<data:string,name:string, type:string,version:string,uid:string>"

"struct<type:string,file:struct<name

iy
{

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"module",

"exit_code",

Ilintll

"injection_type",
"string"

"injection_type_id",
Ilintll

"request",
"struct<uid:string>"

"response",
"struct<error:string,code:int,message

:string, type:string,path:string,desc:string, type_id:

:string,error_message:string>"
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},
{
"Name": "driver",
"Type":
"struct<file:struct<name:string,type:string,version:string,path:string,type_id:int,parent_
I
{
"Name": "prev_security_states",
"Type": "array<string>"
I
{
"Name": "security_states",
"Type": "array<string>"
I
{
"Name": "folder",
"Type":
"struct<name:string,type:string,path:string,desc:string,type_id:int,mime_type:string, parer
},
{
"Name": "url",
"Type":
"struct<port:int,scheme:string, path:string, hostname:string,query_string:string, resource_ty
I
{
"Name": "tunnel_type_id",
"Type": "int"
I
{
"Name": "tunnel_type",
"Type": "string"
I
{
"Name": "protocol_name",
"Type": "string"
I
{
"Name": "job",
"Type":
"struct<name:string,file:struct<name:string,type:string,path:string,signature:struct<certi
},
{
"Name": "num_trusted_items",
"Type": "int"
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}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"command_uid",
"string"

"num_registry_items",
Ilintll

"num_network_items",
Ilintll

"schedule_uid",
"string"

"num_resolutions",
Ilintll

"S(:an",
"struct<name:string,type:string,type_id

"num_detections",
Ilintll

"num_processes",
Ilintll

"num_files",
Ilintll

"total",
Ilintll

"num_folders",
Ilintll

cint>"
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}I
{

"struct<command:string,flags:array<string>, command_response

iy
{

"array<struct<references:array<string>, severity

}I
{

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"Name" :
IlTypell :

"dce_rpc",

"share",

"string"

"client_dialects",
"array<string>"

"open_type",
"string"

"tree_uid",
"string"

"share_type_id",
Ilintll

"share_type",
"string"

"dialect",
"string"

"cis_benchmark_result",
"struct<name:string>"

"vulnerabilities",

:string,opnum:int, rpc_interface

:string,affected_packages:array<struct<name
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"Name": "service",
"Type": "struct<name:string,uid:string>"
1,
{
"Name": "data_security",
"Type":
"struct<category:string,pattern_match:string, category_id:int,confidentiality:string, confic
I
{
"Name": "database",
"Type":
"struct<name:string,type:string,uid:string,type_id:int,data_classification:struct<category
}
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AppClient Z# L, TANI—H—% 1 ABRLET, COFZEGE, I—H—H, 77Us5—3
> & AppFabric BORRIES LV AT 15— 3 0RNZBBLTARNTZENTEDKSIC
TRHCEZBNELTVERT, 1 ADI—Y—TFTAKNLES, P7US—> 3> % AppFabric (CiE
FELTHRIEZITV., TOR, TORAZMOI—Y—ICIEFET ("TAT Y 7 5. AppFabric IZ77°1)
T—2ar okiE ) VIANT D, Z5R), P70 r—>3araRAvYN—&IVRI1I—Y—%
RELESOT—Z2ERETDLH, AppFabric Tk, P7UTr—2a > 0BEHRERIEL TH SEHEA
HHEZIKTEDELSICLTVET, T5TBET, EEHRDFETI—H—IZLBFHEELTS
HDOERFELET,

N =R/

- BIRREMH

« AT ¥ 7" 1. AppFabric for productivity @ AppClient Z/ERK 3 %

s ATV 2. F7U—>3 0 %FRALREATS

« AT Y7 3. AppFabric I—H%—R—ZJURLZF7UT—>3ICEEBMNTS

- AF Y7 4. AppFabric EEALTIORT U —Y 32 DAV YA RET IS IV EERTS
« AT Y7 5. AppFabric 77U —>3> 0KtV IVIANTD
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« AppFabric for productivity AppClients O & I

« AppFabric for productivity ® AppClients AppClients D8NS 7)1 —F 1424

BB SR A

HRBTHEC. ZERTIVLENHYVETAWS THOU N, FHIZOWVWTE, TIcHA2 79y
TB5AWS THIO b, ZZRBLUTLKEE Y, £, LT "appfabric:CreateAppClient"
IAM RV —ICT O EATED 1 —H—%Z 1 ARELERTIUENf HBVET, chllky), 1—
H— & T 7 )r— 3> % AppFabric ICBRT DN TEET, AppFabric for productivity 0 #
BENDT UV LAERZNETHHEOFMIC OWTIE, "AppFabric for productivity IAM 7R 1) & — @
fBly #2RBLT<EEY, BEI—HY—ZERLTHKERAN EERTTAH, MHRETEED
EREHEBTEH)ELA, FRICOVWTEK, "BEBT7IVRRAEZFE DI —Y—%2ERTS, 258U
TLEZL,

AppFabric for productivity ik, 7L E1—mFERERI (N—ZT7 ) OXTRATEERT, AT
NDATY 7T ZRAKITDEIC, CEEFOREMACOMIBTHDIEEERLET,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:CreateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

AT Y 7" 1. AppFabric for productivity @ AppClient Z K 9 %

AppFabric for productivity 1 B4 R&F7 75— 3V ATRRTEDRSICTBICIE, EIC
AppFabric @ AppClient Z4ER L TH K BEAN H V) EFT ., AppClient & &, AppFabric for productivity
DT—KRITATHY, P7I5—>3> & AppFabric BNEZ e 1I1 -5 —> 3 &0EICT
3, BF1T7HBOAUh T 7V —23>054F7 2 NeLTH#EBELE T, AppClient ZEK TS &
AppClient ID A"f¥E& &3, Thik, AppFabric . 77U —>3a>BLV0I1—H—0O AWS 7
NOVKREEELTVWAR L EZREBTEDELSICTRLEHD, FAXRB—EDEBFTY,
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AppFabric for Productivity l&. 777U —2 3> FROYN—IC, RETHRIOENZRETHE
FEXERANOT IV EA%ZRMELFET, AppFabric for productivity @ﬁﬁﬁ’&ﬁﬁ#“?%téﬁ =7
AppClient Z#E L., TARMI—HY—%& 1 ABRLET, COFER. 1—H—H 77Us5r—>3
> & AppFabric BORRIAES LI 17— /EI/ODmL*L’EIEﬁ?}bTZI\?% é:?b"(é%dlotu
TREZANELTVET, 1 ADI—HY—TTFTANLES, P7UT—> 32 % AppFabric IZi%
FELTHRIEZITV., TORE, 77'&7\’&@0)1—"5"—(,:}1\'(0“'?3'( F27 v 7 5. AppFabric IZF7 7'V
T—23 otz ) OIANT S, B#BR), PT7UTr—>30FRAYN—EI Y RI—Y—%
RELESOT—R2ERET S8, AppFabric Tk, Z7UT—>3a > 0EHREBKRIEL TH SEA
HHEZILKTEDELSIZCLTVWET, T5TBET, EEHZ D FETI—H—IZLBFEELETS
EHDOERFELET,

AppClient Z4ERX ¥ % IZl&. AWS AppFabric CreateAppClient APl AXRL —2 3> #FEHLE
T, AppClient ZETEH T2 HEN HBHHFEE. UpdateAppClient API ARL —2 3> & FERT
i redirectUrls 2ZE$2 1 (3 TEAET, appName XRFHBK EH LV D AppClient (2 BIEAT 1T
SNTVBRETDOMONTA—REEETILEN HBEEE. TD AppClient ZHIERL . FICHEK
TREIVENBHYET, FHMICOVWTIE, TCreateAppClient; 2B L T EE L,

APl ZfEH L T, Python, Node.js. Java, C#., Go, Rust BENEHO 7OV SIS
FECreateAppClientZFEAL T, AWS H—ERICT7UIT—23 0 ZBBFETEERT, FMICOV
T, "ITAMA—Y—HA R O TUOITAREBEEZDH ) ZSRBLTLKEEV, 20O API AXRL—
2AVERITIBICE, THIVRBEN-3 D 4 ORAFEBREFERATIXEN HYET, BF
/\—/3/40)#.1’&51(._’.)\,\'((1\ IAM 1—H%'—HA4 RO AWSAPI VI TANDEZRSRBLTLE
=L,

VOTARNT714—=)LR

 appName - AppFabric I—H'—R—Z I ORAEBER—S TI1—HY—ICRRENZDT7UT5r—23>0
BHITY, AER—D TR, I RI—Y—EF, P7UT—>3>2RHIC AppFabric 4/ >4/ MN%&
RRTBHAZROSNET, AER—DOFMHICO VTR, "ATYVT 2 A VHANERTRT
BLEm"TTVICHETTD, BSRBLTLKEESV,

« description-7 7V —>3a>OHATT,

e redirectUrls - ERBRICTIY RI—HY—HNFUA AL I KEND URI TT, redirectUrls (& 5 BFE
TEMTEET, HlRE. https://localhost:8080,

« starterUserEmails - 77U —2 3 HFRAIENDETO[., 1AM N 22 TR 2H0
TORCANFAEND1I—H—DODEX—)IT7RLATY, FATEDTRLAGFE1D20OAKTT,
f5l: anyuser@example.com
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-« customerManagedKeyIdentifier (F 7> 32)-F—XDOES{LICEAET D HAXI—X
ZF—T RE¥— (KMS HFERK) O ARN TT, EEELEVIES., AWS AppFabric Y x—2 RF—AH"F
HAEhFEzd, AWSFHIEOF— BLVPHDAZI—NZX—I RF—OFEMIZOVWTIE, TAWS Key
Management Service FEREHA R, O "THAZN—F—& AWS F—, ZZRL T LEEV,

LARZAT7 4 =)L R

 appClientArn - AppClient ID Z& ¥ Amazon )Y —A%—LA (ARN) T9, fflZlE. AppClient
ID (& alb2c3d4-5678-90ab-cdef-EXAMPLE11111 T4,
- verificationStatus - AppClient DRRIEAT—RX AT,

« pending_verification - AppClient ®#&ZEA", AppFabric TEXZEHEITHTY, AppClient O
RN OB ETIEE., <O AppClient ZFEATE D DIF (starterUserEmails THEEE i)
1TADI—HF—DOHhEBVYET, COI1—HY—F, AppFabric I—H—KR—K )L (A7 Y 7 3.
AppFabric 1—H#—KR—R) URL ZT7 7V 7—=>3VICEBMTSD TEMN) T, 77UT—>3
UFRIAEENTVWEBV 2RI EANZRAETEERT,

 verified - AppFabric ICX PRI 7OLANEREICTET L. AppClient [FBRIEZEH& T,

- rejected - AppClient DRREE 7' Ot AA" AppFabric IC&k 2 THEBENEL £, RIATOEARAN
BEENESCETIAETE. O I—Y—# AppClient EEATHERTEEE Ao

curl --request POST \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_ token>" \
--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/ \
--data '{

"appName": "Test App",

"description": "This is a test app",

"redirectUrls": ["https://localhost:8080"],
"starterUserEmails": ["anyuser@example.com"],
"customerManagedKeyIdentifier": "arn:aws:kms:<region>:<account>:key/<key>"

} 1

TO2AVHFBEMTDE, T—EAGFEHTITP200 LAR AZRLET,

"appClientConfigSummary": {
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"appClientArn": "arn:aws:appfabric:<region>:<account>:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",
"verificationStatus": "pending_verification"

}

:anlgy';f‘z_'77:7°L}{7'__.:/ Ei:>'%ElvunﬂEL/nu»_T-a-25

OAuth2.0 PFEA7O—%2MIL T, 77U — 3> N AppFabric DA 54 N E2Z£ILHKEET
BDRSICLET, FITRAUAI—RZERLET, COO—RATITVT—>3>0 D ZRIALE
T, FMICOVTE, "THEFE Z2RLTILKEEV, R, CORADA—RZETIEARN—=I2EXR
BLET, kY, F7UT5—>3a>2HD AppFabric 4 A4 RZBBLTERRTZDTIEA
RN T7Ur—2a it 5EhEd, FMICODVTRE, "Th—02 0 #28RBLTLIEEL,

F7VTr—>32 &R 32T 0L AERENEITZDHFEOFRICOVWTR, 77V r—>32%
BRI NT I EAZHAATE ) ZZRLTEE L,

1. BRAIJd—RZMERTSICIE. AWS AppFabric oauth2/authorize APl AR L —2 3> & #EH
LET,

VDOTARNT714—=)LR

« app_client_id(#Z8) - AT ¥ 7" 1. AppClient DIERR THERL 7= AWS THI K @
AppClient ID T9, AppClient Z#ER T 5, HlZIE. alb2c3d4-5678-90ab-cdef-
EXAMPLE11111,

e redirect_uri (MA)-ATY 71 THEALERATERICTIRI—Y—% ICUZA(LIKNT
% URIl, AppClient Z4EK T %, BlZIEF, https://localhost:8080,

e state (X AB)-VIVIANED=INY VBOREZMIZTIDLLOO—EDETT, Hlx
(&, a8904edc-890c-1005-1996-29a757272ak4,

GET https://productivity.appfabric.<region>.amazonaws.com/oauth2/authorize?
app_client_id=alb2c3d4-5678-90ab-cdef-EXAMPLE11111\
redirect_uri=https://localhost:8080&state=a8904edc-890c-1005-1996-29a757272a44

2. PRI, 1—Y—RBGEELLEURIICUAALI SN, BID—RAVIUNSTX—=KREL
TERENET, FIZIE. code=mMONyJI9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXFX-
sxTAdRF-gDAiEAXxX7BYK1D9krG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc TF,
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https://localhost:8080/?code=mMONyJ9.MEUCIHQQgV3ChXGs2LRwxLtpsgya3ybfPYXfX-
sxTAdRF-gDAiEAXxX7BYK1D9krG332Vtpr0jVXZOFSUX9whdekq]-
oampc&state=a8904edc-890c-1005-1996-29a757272a44

3. AppFabric oauth2/token API AR L —> 3> # AL T, COREAI—RETIEAN—7
ERBLUET,

COR=DVEAPIDOTARNCIERAE N, AppClient DIRFEAN' T T TBE T
starterUserEmails XL THEMT T, AppClient DRIEN T L AR, COM—T21F
EQI—HY—ICTEFERATEERT, COAPIFARL—2IVZERITIBICE. THORESR
N=232 4 ORABEREFERATILENHYVET, BER/N—23 2 4 OFHICOVWTIE. 1AM
I—Y—HAROAWSAPI VIV ITANDEZEZSRBL TS EEL,

VDOTARNT714—=)LR

« code (XA)-REBDATY 7 TRIALERICZFW 2 £RETI—R, flx
(&, mM@ONyJ9.MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAL1EAXxX7BYK1D9kxrG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc.

« app_client_id(#Z8) - A7 ¥ 7" 1. AppClient DIERR THERL 7= AWS 7HI K @
AppClient ID T, AppClient Z/EK T %, HlAIF. alb2c3d4-5678-90ab-cdef-
EXAMPLE11111,

« grant_type (#4) - {El& authorization_code THIThiEF V) EEA,

« redirect_uri (%EB)-ATY 1 TCHEALERARICI—Y—%2 CUAALIKNTD
URI, AppClient Z#ER T2, <55k, RAD—ROERICEALEEOERU VALY
NURITHZRXENHYFET, FIRIE, https://localhost:8080,

LARYAT7 14 =)L R

« expires_in- N—O 2V OBEMBRAYINDETORYEBTT, F74IILNOBEMHRE
12BETT,

« refresh_token- |R#D /token VIO ITARNTEZITEW>LEEHN—U2TY,

« token- RN /token VI TARTRZITWM>E£b—U>2TT,

- token_type - COfElE Bearer IZBVWET,

- appfabric_user_id - AppFabric 1—%'—ID T9, CcDfElk. UIJIARY
authorization_code 95V NEA7ZFERALTVRHZENDHIREIET,
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curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"code\": \"mM@NyJ9.MEUCIHQQQV3ChXGs2LRwxLtpsgya3ybfPYXfX-sxTAdRF-
gDAiEAXX7BYK1DOkrG3J2Vtpr0jVXZOFSUX9whdekqJ-oampc",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"authorization_code\",
\"redirect_uri\": \"https://localhost:8080\"
3n

ToavHRHTdE, Y—EAF HTTP 200 LARY AZRLET,

{
"expires_in": 43200,
"refresh_token": "apkaeibaerjr2example",
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "<userId>"

}

AT Y7 3. AppFabric 1—H—R—ZJLURL ZF7 7V r—3a > (ZBHN
R

IVRI—HY—EF, 1B ALANOERKICEDND, BaOT77)T5—>3a>rhrsB8sndr7F—23
ANDFT UtA%, AppFabric IZFFRAITAAENH 'Y £T, AppFabric ik, EAOI—H—R—ZF)
(RYZTy7EH) ZBRELTCECTCIV RIS —ICT7TVT—23 0 &RAELD LT, 7
ZVr=23rFROAYN—NZOT7OtAZES TERT R EME ZMEL £T ., AppFabric for
productivity ZBMIC T2 ERHABS L1 —H—RBF 01— —FKR—FI)ILFEEhFEFT, 1—H—
FET, 1A RNROVORT TV T—2320TF702a>0%ERICERENDZ TS )5r—23>
Z, BREULEYEBBLLEYTEERY, A1 9% &, 1——R@ 77U —=> 3> % AppFabric
for productivity ICERTEDRSICRY, BAOT7UT—>3 0 TAOHA NPT O IR
WTEEYT, 77U —=> 3> % AppFabric for productivity & E#E 23 (Z1E. $E D AppFabric
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URLZ7 77U —23a>ICBMTRUEN HYVET, chldk, I—H—AT77V5—>3hs
AppFabric 1= —R—RI)LIZEET IV ELATEDELDICTRLEHICAAEBEVATY T TT,

1. P7UT—2320RECER, VAALIMNURLZEMTIZEIS3IVZEZRLET,

2. ZYUTBIEIIAVHNROION2LES, LA AppFabric URL ZUX AL I KNURLELTT L
T—>3avIcEBMUET,

https://userportal.appfabric.<region>.amazonaws.com/eup_login

URL ZEBM¥ S &, 1—H—% AppFabric 1—H—R—FRIICEFEITBIXRSICT7IVr—>3>7T
REENET, 2T, I—H¥—FOJ 1> L. AppFabric for productivity ® 1 > %4 N DERICE
BEndT77)5—>23a 2R U TEBITRCENTEERT,

ATY 7 4. AppFabric AL TOOAT ) r—2a>n4o%4 e
To>aveaRrdd

A—H—=ATF7Vr—>alarERIde, 1—Y—0A YA NEFRTE, P70 5r—>3>

EOAVTFANEZY)BADFENf BT TEERZTHD ENTEERT,, AppFabric &, 1—H—
HFEIDTIOERERICEDIVWTA YA NEER L ET, AppFabric I&, AppFabric AWS 7 H >

NAFIETD ICI—H—FT—R2ERELE T, AppFabric LD F—ROERAFEICOVTOFMA
(&. TAppFabric TOTF—Z24E, 22RBL T<EEL,

A—Y—LRILDAHARNET O3V ZTTIT—3a2ATERLTRRIDEER, Al Z
SEALUIZLTO API Z2ZFRATEERT,

« ListActionableInsights —FFMICDVWTRE, T "ETHEE/ Y4y otI> 3>
ZSRLTLSEEL,

« ListMeetingInsights —EMICOVWTR, XA RTHRRTS T2F0ERH, otv 3%
BRLTEE W,

RITWEEE A >4 N (ListActionableInsights)

ListActionableInsights &, 77U —>3a> (EX—J, ALVZ—, Xv+t—>, ZBRY
BE)EBBITRITITAETALETVTIRTTRERA YA NERTTD, BLYOEREDE
F<EETIDICRIUDAPITY, RRENDAHYABNIE, A ANOERICERAET L

T—TAT7T7IORNOEDRAZ) 2 IEEENTVWRLES, I—HF—RBAVHANOERICFERAZ
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NETF—REFTRERKERTEET, ESICCDAPIR, 1P NIEIKHEREEIZ TS
VEBRTENTEDR LS, I—H—RGBIOTFT7IT—3 A8 0QAT 7V r—3> Ty
DAVERITIDCENTEXRT, EAMICIE,. ZD API [ Asana, Google Workspace, Microsoft
365, Smartsheet BENDTZY N7 #—LEE KL, I—F—NFX—I)LEF, ALVF—AXRVH
DR, FRAVDERBERITSCEZTHEICLET. KBRESEETTI (LLM) TR, #HRBE 1D
T30 (A=ILEXREAVERE) ICEBHNICHFHZEMTEERT, 1—HF—FhEETH
CHABIYAAXTED D, ERAEEZEBEILL, EEMZEHRDENTEEXRT, T RI1—H—
NP7V r—2a>z&RITHEEEREEKRIC, AppFabric Tk, 1—Y—RGELUERAR—XILZ6E
RUTOOART7VT—>3>2F023a2%RkR, WE. ETTEET, 7OV E2ETIT5
4. AppFabric l&. I1—%—% AppFabric 1—H—R—XJ)LICVRXALIVKNLT, U230
ERALTHDNSCNERTTEDLRSICTRHEEISVICERL TWE T, AppFabric TERE NS
To2a>vnINTUI, BAEOURLFHYET, <® URL & ListActionableInsights API L
ARVADL AR ATHERATEELT,

UTE, BR—RENTVBRIORT 7V T—>3>Fo>azve, EOFTIVT—23 2 THR—
RENTVRILZXREDLEEDTY,

« E X—)LMi#E{E (Google Workspace, Microsoft 365)
« ALOA—A4 R NDERK (Google Workspace, Microsoft 365)
« XRAYU DR (Asana, Smartsheet)

VDOTARNT714—=)LR

« nextToken (A7’ 32)-REODA>VHARNDOEY NEBBIZLHOR—IDF—>3I VK=
T,

« includeActionExecutionStatus - 7O 3V DRITAT—RZADIVARNEZTFAND T 1)
B—TT, cNBSOTIVAVREENLEAT—RABIZESIVTT7 IRV ITENET, FH
T& %1{E: NOT_EXECUTED | EXECUTED

JOTARNAY A —

« FFIAY A —|k Bearer Token ELEEICETHENHYET,

LARYAT7 14 =)L R

« insightIld-&gEnlzA A1 NO—EDID TY,
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 insightContent - A >H A NOBEELE, 1 VYA NOERICERAENET —T AT T7IRAD
BHIAKI DV ZBRLET, E: 2551, #HIAKUV Y (<a>&2 V) Z8C HIML O TYT
EE

- insightTitle-&EEhkA/ A NOHETT,
« createdAt - A A MNERESNIEBEBTT,

- actions-4ERENEA YA NTHEENZTOIV>OVARNTS, 7oA77
N:

« actionId-&EREchiET o> —Z0IDTY,

3a>n
« actionIconUrl-7O2 3> OERTHIHBETATVWEZ 7S UT5—>23>0OF7 (41 URL T
9,

« actionTitle-&ERE kT o> a>olETY,

« actionUrl - I RI—H¥—4A" AppFabric D 1—H—R—ZIITF7U>a>ERRLTEHT
ITRLEOD—ENDURL TS, )£ 7O EERTITDHE,. ISVOT I VI5—>3a>2@Flo
URL ZfEA L T1—%—% AppFabric 1—%—FR—ZJI Ry 77y 7EME) ICUAXALIBNL
9,

« actionExecutionStatus -7 I3 DAT—RAZRTHERTT, IBETESERF
EXECUTED | NOT_ EXECUTED T49,

- nextToken (F7°'>3a2)-REOA YA MDY NERMEBITHLHOOR—DFR—2a> =7
VTY, CBESREATI VDT A4—I)LRT, null FRENEFEEEF. O—RIBDAFA R %
nAEBWCEZERLET,

MOV TR, TActionablelnsightsy 22 8B L T &L\,

curl -v --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/actionableInsights" \
--header "Authorization: Bearer <token>"

To FRYWIDE, Y—EAEGE HTTP 200 LARY AZBRLET,

200 OK

"insights": [
{
"insightId": "7tff3412-33b4-479a-8812-30EXAMPLE1111",
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"insightContent": "You received an email from James
regarding providing feedback
for upcoming performance reviews.",
"insightTitle": "New feedback request",
"createdAt": 2022-10-08T00:46:31.3784937Z,
"actions": [
{
"actionId": "5b4f3412-33b4-479a-8812-3EXAMPLE2222",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Send feedback request email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_1"
"actionExecutionStatus": "NOT_EXECUTED"

"insightId": "2dff3412-33b4-479a-8812-30bEXAMPLE3333",
"insightContent":"Steve sent you an email asking for details on project.
Consider replying to the email.",
"insightTitle": "New team launch discussion",
"createdAt": 2022-10-08T00:46:31.378493Z,
"actions": [
{
"actionId": "74251e31-5962-49d2-9ca3-1EXAMPLE1111",
"actionIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/
eup/123.svg",
"actionTitle": "Reply to team launch email",
"actionUrl": "https://userportal.appfabric.us-east-1.amazonaws.com/
action/action_id_2"
"actionExecutionStatus": "NOT_EXECUTED"

1,

"nextToken": null

LB D E(H (ListMeetingInsights)

ListMeetingInsights &, @BORAREZENL LY, EX=I® XY E—2F0MOT 7)) T—
SAVEEKL TEEMOFVT—TA 77U RNERRTLEYNTBHIET, SEROLERICH T TER
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FTRDICKRIDAPITY, A—H—RBIKICLBICATLEFBITE, JOFTOVEROTZ 12D
CTF7VTr—23> BV EADZFERNETERT,

DOTART714—=)LR

"

« nextToken (A7 32)-REODAHARNDOEY NERBITRDHOOR—D
T,

Ui

DOTARNAY R —

o FEFBEAYHA—(t Bearer TokenBEEEEICETHREN B ET,

LARYAT7 4 =)L R

« insightId-£RE A1 RO—EDID T,

« insightContent -4 >H% A4 NOFHBAET, FHFHEXFIOEXTHRARTEINET, A, &
ECOAHA RNFEERBOD,, B E,

- insightTitle-&EEhlA/ A NOHETT,
« createdAt - A A MNERESNIEBERBTT,

« calendarEvent - I—H—NFEIXREEER AL VF—ARINFLEFELETT, ALVF—
ARYRNFTZITON:

e startTime- AR NORBBEZTY.,
« endTime - IR NOKRTEZTT,
« eventUrl-ISV7Z7US—>3a>0ALU R —AXRNOURL T,

« resources- A YA NOERICEETZMHNDIY—REELIJARNTT, UY—AATZIH
N:

- appName - VY —ANBITRDF77UI5—>3a > 0OZETY,
« resourceTitle- UY—ADHBETT,

« resourceType- UY—ADRATTT, IEETE BEIF EMAIL | EVENT | MESSAGE | TASK T
¥,

« resourcelUrl-77Us—>a>Rn!)Y—AURL TT,
« applconUrl- DY —ANEITRDT77VTr—3a > OEHKURL TY,
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EEHAR

« nextToken (F7'>32)-REODA>HANDOEY NERBIRZHOOR—IF—232 =0
VTY, CBESRAT2A2OT4—)LRT, nul AMRENIZFHEE, O—RIBDAHARHE

NUEBWC EZEBIRLET,

M OVTIE, TMeetinglnsights; 2B L T &V,

curl --location \
"https://productivity.appfabric.<region>.amazonaws.com"\
"/meetingContexts" \
--header "Authorization: Bearer <token>"

TOAUHEUWTdE, HTTP201 LARY AN BRENET,

200 OK

"insights": [
{
"insightId": "74251e31-5962-49d2-9ca3-15EXAMPLE444L4L"

"insightContent": "Project demo meeting coming up soon. Prepare

accordingly",
"insightTitle": "Demo meeting next week",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent": {
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
1,
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

},
"eventUrl": "http://someapp.com/events/1234",
}
"resources": [
{
"appName": "SOME_EMAIL_APP",
"resourceTitle": "Email for project demo",
"resourceType": "EMAIL",
"resourceUrl": "http://someapp.com/emails/1234",
"appIconUrl":"https://d3gdwnnn63ow7w.cloudfront.net/eup/123.
}

SVg"

AT Y7 4. AppFabric 2R LTYVART 7V T—2a> 04 YA NET U2 a2V ERERTD

170



AWS AppFabric EEHA R

iy

{
"insightId": "98751e31-5962-49d2-9ca3-15EXAMPLE5555"

"insightContent": "Important code complete task is now due. Consider
updating the status.",
"insightTitle": "Code complete task is due",
"createdAt": 2022-10-08T00:46:31.378493Z,
"calendarEvent":{
"startTime": {
"timeInUTC": 2023-10-08T10:00:00.000000Z,
"timeZone": "UTC"
},
"endTime": {
"timeInUTC": 2023-10-08T11:00:00.000000Z,
"timeZone": "UTC"

},
"eventUrl": "http://someapp.com/events/1234",
},
"resources": [
{
"appName": "SOME_TASK_APPLICATION",
"resourceTitle": "Code Complete task is due",
"resourceType": "TASK",
"resourceUrl": "http://someapp.com/task/1234",
"appIconUrl": "https://d3gdwnnn63ow7w.cloudfront.net/eup/123.svg"
}
]

1,

"nextToken": null

ABARRTOIVICHATR 71— RAYIZRELTSEEZL,

ERENEAHARNRTOIIAVICETEZ T4 —RNY U %EED EE K, AppFabric
PutFeedback API ARL —2 32 ZFEALET, cOMEZT 7V Tr—>a ICB8HRATE, BE
? Insightld £ 7= 1& Actionld ICH T2 7 4 — R/NY U5l (1~5, EAKRKEVEVEEFMAEWV) %
EETEET,

VDOTARNT714—=)LR
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¢« id-TA—RNY I DORENREBDF TSI I RNOBRIFTT. Insightld A Actionld DL h
DICEYERT,

- feedbackFor- 71— RNV VDEEBFERREBLD VY —ARALTTT, FATEZSE:
ACTIONABLE_INSIGHT | MEETING_INSIGHT | ACTION

- feedbackRating-1A25 5 X TOFATT, EANKEVRETFMMATVWCEZEKRLET,

LARVAT71—=)LR

« LARVATZ7 A —=)ILREHEEA,

SHMICDOWTIE., TPutFeedbacky ZZBL T &L,

curl --request POST \
--url "https://productivity.appfabric.<region>.amazonaws.com"\

"/feedback" \
--header "Authorization: Bearer <token>" \
--header "Content-Type: application/json" \
--data '{
"id": "1234-5678-9012",
"feedbackFor": "ACTIONABLE_INSIGHT"
"feedbackRating": 3

"
TOYaVARILESE., H—ERRZED HTTP A &RD HTTP 201 L AR A&RL £,
AT Y7 5. AppFabric (77U Tr—>3a>okitz ) VT ARNT S

CCIWEBBRETIC, P75 —>3>0 Ul &, AppFabric DV QAT 75 —2a>nA4>H%4 8
ET02AVEBOACESICEFHL. 1 AOI—HY—ICEIBA YA MNZEMBLELE, TABN
(@2 L. AppFabric ICk > THEEBICLET VARV I RAZMBO I - —ICEEFEVEEE,
T7)r—2a % AppFabric ICEfEL, LE1I—&REEZZHET, 77V 5—>3>FRAOY
N—EIVRIY—ZRBELESOTF—XZRETSH LS, AppFabric Tlk, 77U5r—>3>o
BHERIEL THSHAHEZILATESDLSICLTVET, T5FBHET, BEEHDFETIL—
H—ILLBRAAELTDE-O0EFBELET,

BRI Ot AN

appfabric-appverification@amazon.com IZX—J)LZZEFEL., F7UT—>3 > oiitZz) VI ARNL
T, REEZ7OERZBWBLET,
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EX—LORXIZGRRXDERESOERT,

EEHAR

« AWS7HTUKID

- REEZMKBEITDT77VT—23 2 0B
« B4 ® AppClient ID

- B OEEEER

iz, TETHIE. UTORREEDHD L, BREIENPHEZTMIZIBRICRIEET,

« TURAZAY DI -8 (#5h)
- UU—RH

® Note

AWS PHIUKNIZ—Dv—FEIEAWS N— N F—BRIZ—vy—AVWBEEEF. E
A=)LTOAE—LTLEETL, EMLTHELKE, BIIJOELAZAE—FT1ICEHD DN
TEXET,

R
RIE7OEREMAT S, ROEEEBLLTVBLEN B ET.

« AppFabric for productivity AWS 7HJ > N Z2FRAT2ICE., BWNE 2ERATIHLENf HVET

Tl LTOEENDSE 1 2ULZE/BELTVRIRENHYET,

. HBIE. DB EEAWS T Select) PEE AWS Partner Network 232 O AWS /N\—KNF—T
T, SFMAICOVWTIEE, TAWS H—EAN—KFT—FT 1471 ZS5BLTLEZL,

- FAE I 2485, B= 3 F/E T AppFabric —EAIZ 10,000 RILBLEZERLTVWSR Z &,

« 77 VT—23>H AWS MarketplacelcBEHEhTWVWD &, FMICOVTRE, TAWS
Marketplaces 28U TEE L,

RIALAT — R ADEFHOFH
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AWS AppFabric EEAAR
T7VTr—>3>0BENRTIRDE, X—ITREN B, AppClient D AT—X AN
pending_verification 7S verified ICEDYWET, 77U IT—>3a AN TEhEEEE.
RIEZOLAZRO TITORENHYET,

AppFabric for productivity AppClients M &I

AWS AppFabric for productivity #8E(& 7L E1—MRTHY), EEE D AN B ET,
AppFabric for productivity ® AppClients ZEE 9§25 & T, RIABRTRAOTOALADAL—XE
ARL—2 a2V EEBZRRATEXRT,
AppClient DFF#llZEE T S
AppClient A7 —2 AN & AppClient (CBI T 25 Z R RT D & E &, AppFabric
GetAppClient APl ARL —2 32 ZFEALET, FHMICDOWVWTE., "GetAppClients 228U T
<EZEL,
AppClient DFEMAZEBITRICIE, PBLSEEIAMARI D —OF AN BET

9, "appfabric:GetAppClient"FMHIC DV Tk, TAppClients DFHZESZ LHDT VA%
AR, ZSRLTLKEEY,

VDOTARNT714—=I)LR

« appClientId - AppClientID TT,

LARAT71—)LR
- appName - AppFabric 1—H#'—R—F ) OREBER—DTI—HY—ICRREhBDT7SVr5r—>3>0
BZEITY,

 customerManagedKeyIdentifier (7> 32)-F—XOBES{LICEAEThD HAXI—X
Z— RF— (KMS A" .EMK) O ARN TT, EELBZWEHEES, AWS AppFabric ¥ Zx— R¥—HfE
HEnExd,

« description-F77UT—>3 2 OHATT,

« redirectUrls - ARBRICTIY RI—H—HFVRX AL I RNEND URI TT, redirectUrls (& 5 BFE
TEIMTEET, HlXIE. https://localhost:8080,
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- starterUserEmails - 77U —2 3 U HFRIAIENBDETORE., 1AM N 2Z TR 2H0
TOEANHFAEhD I —DEX—ITRLATY, FATEDTRLAGF1D20&TT,
HlZ &, anyuser@example.com,

« verificationStatus - AppClient DRRIEAT—R AT,

« pending_verification - AppClient ®#&EEA", AppFabric TEIEHEITH TT ., AppClient D1k
ANEDBDETIE, 20 AppClient ZFEFATE D DL (starterUserEmails TEEE i) 1
ADI—H—DIh&EV)ET,

 verified - AppFabric ICX PRI TOLANEEICTET L. AppClient [FBRIEZEH& T,

« rejected - AppClient DRREE7' Ot AA" AppFabric IC&k 2 THEBENEL £, RIAETOEAN
BEThERBICETIRETRE, BO1—H—7H AppClient ZFERATR LR TEELE A,

curl --request GET \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

ToarvHRMsdE, Y—ERAF HTTP 200 LARY AZRLET,

200 OK

"appClient": {
"appName": "Test App",
"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",
"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",
"description": "This is a test app",
"redirectUrls": [
"https://localhost:8080"
1,
"starterUserEmails": [
"anyuser@example.com"
1,
"verificationDetails": {
"verificationStatus": "pending_verification
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}

AppClients ® —E &R

AppClients D) A N ZRRT D& Z (X, AppFabric ListAppClients APl ARL—> 3 #EAL
£ 9, AppFabric Tlx., 1 2® AppClient [C2ZE 1 DDAHNHFAETNET AWS THI N, ZOH
RIGFEREEENDUREMEN BV ET, FMIZOVTIE, TListAppClientsy 2B LT EE WV,

AppClient Z U ANMELT B ICIE, < &% "appfabric:ListAppClients" IAM 7R > —DFFHA
HFRETT, FHHICOVTIE, TAppClients #—ERRIDEONDT I AZHFATD, 2SRL
TLEEL,

VOTARNT714—=)LR

« BETA—ILREBYEE A,

LARYAT7 4 =)L R

« appClientARN - AppClient ID & Amazon J Y —A%—LA (ARN) T3, flZIE. AppClient
ID & alb2c3d4-5678-90ab-cdef-EXAMPLE11111 T9,

« verificationStatus - AppClient DRRIEAT—R AT,

- pending_verification - AppClient ®#&EEA". AppFabric TERIEHITH TI, AppClient Dk
ANEDBDETIE, 20 AppClient ZEFATE D DI (starterUserEmails TREE hi) 1
ADI—H—DHh&xV)ET,

 verified - AppFabric ICX PRI T7OLANEREICTET L. AppClient [FBRIEZEH& T,

« rejected - AppClient DRREE 7' Ot AA" AppFabric IC&k 2 THEBENEL £, RIAETOEARN
BREECIhERICETIDETE., EOI1—H—5" AppClient ZFERATAH LR TEERH A,

curl --request GET \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients
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ToO2aVHFRMIBE, H—ERRF HTTP 200 LAR AZRLET,

200 0K

{
"appClientList": [
{

"appClientArn": "arn:aws:appfabric:<region>:111122223333:appclient/
alb2c3d4-5678-90ab-cdef-EXAMPLE11111",

"verificationStatus": "pending_verification"

}

AppClient ZE# 9 %

AppClient (ZX3 T 1+ S 17z redirectUrls ZE#9 % & E &, AppFabric UpdateAppClient API

ARL—2a & EHALET, AppName, starterUserEmails’z &, TOMONTX—2%2LET

BDUENHBDFZEIE. AppClient ZHIBRL TH L LV AppClient Z4ER L £F, FHMICDOVWTIE,
"UpdateAppClienty; ZZBL T XL\,

AppClient ZE#H 95 Cld, &< &% "appfabric:UpdateAppClient" IAM RS —OFFAIH
PDETT, FMICOVTIEE, TAppClients ZEFH I BT IV AZFAITS 1 25BLTLKE
=L,

VOTARNT714—=)LR

« appClientId (#Z8) - redirectUrls Z E#1 3 % AppClient ID T9,

« redirectUrls (#78) - EFE 1z redirectUrls W) A NT 9, redirectUrls [& 5 X TEBMTE
£9,

LARZAT7 14 —=I)LR
« appName - AppFabric 1—H#'—R—Z ) OEBER—STI1—H—ICRRENBDT7UIr—>3a>n
BHEITTY,

+ customerManagedKeyIdentifier (A 7> 32)-F—XOBES{LICEAEThDHARXI—X
Z—U RF— (KMS A"4.EHK) O ARN TT, EEELBZWVWIEHES, AWS AppFabric X X—2 RE—HfE
HAEnhExd,

« description-77UT—>3a>OHATT,
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« redirectUrls - ZBRICTI RI—H—HNIVRXALIRNENSD URI T, HlAIE, https://
localhost:8080,

« starterUserEmails - 777U —2 3 A RIEENBDETOBE, 1AM N EZTEZLEHD
TOEANFHAEND I —H—DEX—I)ILT7RLATY, FATERTRLARK1D20OATT,
HlZ &, anyuser@example.com,

« verificationStatus - AppClient DHRIEAT—R AT,

« pending_verification - AppClient ®#&&EEA", AppFabric TEIEHITH TT, AppClient D&
ANEDBZETIE., 0O AppClient ZEHATE S NDIE (starterUserEmails TEES 1) 1
ADI—H—DHEBVYET,

« verified - AppFabric IC&KDRIETOECANEEICET L. AppClient FHREEEA T,

« rejected - AppClient DRREE 7' Ot AN AppFabric IC&k 2 THEBENFEL £, RIEAETOEARN
BRASAERICETIDETRK, I —H—A" AppClient ZFERITDERETEEH A,

curl --request PATCH \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111 \
--data '{
"redirectUrls": ["https://localhost:8081"]
3

ToO2avhEmddE, Y—EAREBFHTTP200 L AR AZIBRLET,

200 OK

{
"appClient": {

"appName": "Test App",

"arn": "arn:aws:appfabric:<region>:111122223333:appclient/alb2c3d4-5678-90ab-
cdef-EXAMPLE11111",

"customerManagedKeyArn": "arn:aws:kms:<region>:111122223333:key/<key>",

"description": "This is a test app",

"redirectUrls": [

"https://localhost:8081"

]I
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"starterUserEmails": [
"anyuser@example.com"

iF
"verificationDetails": {
"verificationStatus": "pending_verification"

}

AppClient Z HIBR 9 %

RE(ZH 2 1= AppClients ZHIBR 9 % & & (&, AppFabric DeleteAppClient APl AXRL—> 3%
FALET, HMICDOVWTIE., DeleteAppClient; 2B L T &V,

AppClient ZHIBRT B ICIE, D < &% "appfabric:DeleteAppClient”" IAM RS —DFEFAH
PETT, FHICOWTIE, TAppClients ZHIBR T2 10N T IV EAZHA T2, 25RBLTLKE
=V,

VDOTARNT714—=)LR

« appClientId - AppClientID T3,

LARZAT7 4 =)L R

« LARVAZ7 1 —=)ILREHEEA,

curl --request DELETE \

--header "Content-Type: application/json" \

--header "X-Amz-Content-Sha256: <sha256_payload>" \

--header "X-Amz-Security-Token: <security_token>" \

--header "X-Amz-Date: 20230922T172215Z" \

--header "Authorization: AWS4-HMAC-SHA256 ..." \

--url https://appfabric.<region>.amazonaws.com/appclients/alb2c3d4-5678-90ab-cdef-
EXAMPLE11111

TOIIaUNFRBUERE. Y—ERRZEO HTTP A3 %D HTTP 204 L AR AZIRLE T,
IVRI—Y—HN—=DZEHITS

AppClient " T RI—F—HICBBITBD =02, BWHRIFTINBDEEHRTEET, h
& R—72 > APl & grant_type refresh_token £ Z#HAEADLE THEATDI L TERITTEFE
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9, grant_type A" authorization_code TH3F Ak, FHITNE refresh_token l&, ~k—7
VAPIOLARVAD—FHELTRENET, F7FI)INOEMHBRIE 12FETT, EFAPI %
O TICE. "appfabric:Token" IAM RS —OFAANYBETY, FMCOVWTE, "h—7
21 BERY TAppClients ZE#H T2 LODT I AZFAT21 2ZRLUTSEZ L,

JOTARNT74—=)LR

- refresh_token (48) - &RAID /token VO T ARNTEITB 2 LEEHN—DU > TT,
« app_client_id (&%) - AWS 7Ho > NAICHERE 1 iz AppClient Y —AD ID TF,
« grant_type (44 ZH) - refresh_token THEFNEBZY EFH A,

LARYAT7 14 =)L R

« expires_in- h—=O 2 OBEMHRIYINDETORYEBRTY, 74 NOBMHRE 12 B
BTY,

« refresh_token- &¥ID /token VIO TARNTEZTR>EEHN—DTT,
+ token-&#D /token JOTANTEITER>EN—0>TT,
« token_type - CDOfElF Bearer IZ&VET,

« appfabric_user_id - AppFabric 1—#'—ID T9, CDfElk. UV ITARNY
authorization_code Y5 R RA7ZBEAL TVWBHEEDHIRENET,

curl --location \
"https://appfabric.<region>.amazonaws.com/oauth2/token" \
--header "Content-Type: application/json" \
--header "X-Amz-Content-Sha256: <sha256_payload>" \
--header "X-Amz-Security-Token: <security_token>" \
--header "X-Amz-Date: 20230922T172215Z" \
--header "Authorization: AWS4-HMAC-SHA256 ..." \
--data "{
\"refresh_token\": \"<refresh_token>",
\"app_client_id\": \"alb2c3d4-5678-90ab-cdef-EXAMPLE11111\",
\"grant_type\": \"refresh_token\"
3r

ToavHRWTdE, Y—EAFE HTTP 200 LARY AZRLET,

200 OK
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{
"expires_in": 43200,
"token": "apkaeibaerjr2example",
"token_type": "Bearer",
"appfabric_user_id" : "${UserID}"
}

AppFabric for productivity @ AppClients AppClients D N5 7 )L 1 —F 41
>

AWS AppFabric for productivity #g8ld 7’ L E1—fRTHY), BEEETNDAEMN BV F T,

ZMtY> 3> Tk, AppFabric for productivity DK< HBITT—ERNZTIN21—F 142 JICDW
THALET,

RKBRIEEOTTVT—>3>

AppFabric for productivity 2 F LTIV ARV I R&#@{LT2 77V r—>3a > 7ROV /N —
F. IVRI—HY—(C#eEE2  HAITRRICRITOCRAZRIMVBEN HYVET, 77UT5r—23 i
ITNXT, RREDREASAZ—HNL, RIETOCLANETULEBED G, RIDEKDIRREICKY E
9o, DFEV)., AppClient DERBFICHEA L = starterUserEmails ICE C DX Y E—I N RREN
£9,
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Application unverified by AWS AppFabric
RandoSoft

Allow AWS AppFabric to send data to an unverified app
RandoSoft it nequesting to access your data, RandoSoft has not been verified by
AWS AppFabric and might not be who they clalm they are.

You should not authorize this app unless you trust the developer of this app.
Allowing wrverified apps might put your data at risk

Continue Exit

CreateAppClient T5—

ServiceQuotaExceededException

AppClient DERBEFISXDBFIANFREL LBE. AWS THI Y M EIERTE S AppClient DEX
ZHEATVET, LRIE1TT, HTTP AT—XA0— R:402

ServiceQuotaExceededException / SERVICE_QUOTA_EXCEEDED

You have exceeded the number of AppClients that can be created per AWS Account. The
limit is 1.

HTTP Status Code: 402

GetAppClient TZ—
ResourceNotFoundException

AppClient DFFMHZEEB TR EZICUATOHIAN RRENDFEEF. EL LV AppClient EBIFA A D
ENTVBRCEZHERLET, cB550ITT—W., BELL AppClient YROASBh >kl ezE
BRLET,
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ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

DeleteAppClient T5—
ConflictException

AppClient ZBIBT 3 £ & CUTOBFIAFRRENBAE. BOMBUITANETRTT, T
55 RTTRETHBLTAS, BESRLLIEE W, HTTP AF—K AT— K: 409

ConflictException
Another delete request is in progress. Wait until it completes then try again.
HTTP Status Code: 409

ResourceNotFoundException

AppClient ZHIBR T2 EZ ICULTOHIAN RRE NhBDHEEE., EL W AppClient BBl FAADENT
WBZELEBRELET, CBE5NDIT—F, EELE AppClient F¥RONS8BHA 2 ECeEZEERLE
£

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404

UpdateAppClient To—
ResourceNotFoundException

AppClient ZEF T2 EZICUUTOHIAN RRENBDHEEE. EL W AppClient Bl FAADENT
WBELEBRBELET, CcES5NDIT—IF, BEELE AppClient ¥RONS5Eh 2 ezZEBHKRLE
¥,

ResourceNotFoundException / APP_CLIENT_NOT_FOUND

The specified AppClient is not found. Ensure you’ve entered the correct AppClient
identifier.

HTTP Status Code: 404
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Authorize IT o —

ValidationException

APINTA=ZOWVWTFIHLH, APl OABRTERENTVREIREEZEBE L TVEWVWES, UTO
BIADNRETDENHYET,

ValidationException
HTTP Status Code: 400

B 1: AppClient ID A"fEEE TV

DO TARNI/NT X—ZIZ app_client_id &V E B A, AppClient F KEERE N TV WG
BREKTEH. BEFD app_client_id ZFEAL TEEHLE T, AppClientID ZR D3I
(. ListAppClient APl AR L —>3a>#ERALET,

A 2: AppFabric Y HARN—XZX—I RF—(CTIEATELRY
Message: AppFabric couldn't access the customer managed key configured for AppClient.

BTSEL, BET IV EAERNIZTEE Ni=®, AppFabric FBE, HAZI—IYRXR—I RF—ILT
DEATRENTEFERA, BELEXF—HNFEITHDEZHEEL., AppFabric ICEYART 7t A
RN FEEhTVWR L E2BABLET,

BRI EBELEUAAL YN URL A EZD

Message: Redirect url invalid

DOTARODUAALIBNURLAELWC E 2L E T, AppClient ZHEREZFEFHL-EE
ICEELE., UAAMLIVBMURLOWVWTNAE—HRIBIMBENHYERT, FAZFHOUZALIN
URL Z—ERTRTBICIE. GetAppClient APl ARL —> 3 #ETLET,

Token T —

TokenException

W<DOHDDEHRDLS, UTOIZ—HFRETIE/FHNET,

TokenException
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HTTP Status Code: 400
EBEHR 1. BW s X—I)IFEBEEhhTVS
Message: Invalid Email used

FERALTVWBX—=)LT7 RL AN, AppClient Z4ER L fz& & IC starterUserEmails BHICU A
RENETRLAE—BHBLTVWAZELEEZBRLET, —BLAHEWEERK, —BIBDEX—ITRL
ACEELTHSBEHLET, FALTVAX—)IZXRTTBICIEF. GetAppClient APl ARL —
>avEERITLETD,

BH2: N—UUFBEERTVEWVEE., grant_type A refresh_token & L TIRE N 5B,

Message: refresh_token must be non-null for Refresh Token Grant-type

DOTARNTEELEEHFN—O D null £LEZETT, Token API A—J)LOL ARV AL, ZE
LET7OFT17% refresh_token 2 ELE T,

ThrottlingException

API A", FAIENhTVWBR VA —RZHBABL—~RTHUOHELAD L, UTOHANRET S AREMED
HWFERT,

ThrottlingException
HTTP Status Code: 429

ListActionableInsights, ListMeetingInsights. PutFeedback O LT 7 —

ValidationException

APINZXA=20OVThHLH, APl DERTERE N TVRERBEBEZBLZLTVWEWES, UTO
BIADNRETDENBYET,

ValidationException
HTTP Status Code: 400

ThrottlingException

AP A", FAIENhTVWBR VA —RZHBABL— N THUOHELAD &, UATOHIANRET D AREMED
HWET,
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ThrottlingException
HTTP Status Code: 429

T RI—4—m o AppFabric for productivity (7°L E 1 —) O
AzRAKBRT

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEMEN BV E T,

Ot 3> Tk, AWS AppFabric for productivity (7L E1—) ZEMICL TR ARV ERE D —
O70-%MFEEALELLVSaaS T7UT—>3 0L R1I—HY—22HRELTVWET, HUT
DFIBICR>TFT7VT—2 30 &EH L. AppFabric ZE&R I, JORT S VTr—>3a>4>
HARNERRL, FEOTTVT—23>2>0F 02320 (A—)EBEPRBOAT D 1—-I)LBRELKLE)
ERITITDCENTEXRT, BHRTESD TV —2321&, Asana, Atlassian Jira Suite, Google
Workspace, Microsoft 365, Miro, Slack, Smartsheet 7% & T, AppFabric (ICA TV ANDT D
TAEHFATBHE, AppFabric ASBFEVOT TV r—>2avic, JAARAT77VT5—23a>oq4 0%
ARRT O IAVZEERVIACCENTED LS, EEMNROMLEPD—I 70— OKFIRENIE
BICRIBEET,

AppFabric for productivity &, Amazon BedrockZ3ERA L ERK Al ZFEH L TWE T, AppFabric
&, I——HFARPICHFITLESEICOR, 1A NETOVAVEERLET, 1—
HY—l&k, F77VT5—>3avic, FATS TV EELICONO-ILT2ERZFELE
9, AppFabric A", /1A NDERICERAEIhD, BBELDIABRESEETILONL—Z20U0%
WEICL, BEEOTF—REFAITDI LD FERA, FMIZDOVWTIEE, "Amazon Bedrock &< &
BEM, EBBLTIEEL,

N =R

- HIREH

« AT Y 7 1. AppFabric IZH A4~

c ATYVT 2 AVHA N ERRIBDCEZTTVICHET TS

« ATV 3. F7Vy—2a 2B HELTAYANET VIV EERTD

« ATV 4 BOOT7VT—23a>TA YA N E2BERUIQAT 7V r—23> 70230 %
EIR )

c ITBELVOEFI1 T 1 EEEM O AppFabric for productivity (7L E1—) EADT VA% E
BID

IV RI-¥—mTOREKREE 186
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AppFabric for productivity D T R1—H—T5—OKZTINa1—FT129

Bl RR SR A

EXZRBIDEIC. LUTORUENFETZ>TVREZRELET,

« AppFabric ICH 12429 % -8 OFREEEER: AppFabric for productivity D fE A ZBEKR T 5 (C

l&. Asana, Google Workspace. Microsoft 365, Slack DW\WFnAO7ONAA—DT TFL —
AL A VRIER (A——RBENAT—R) NFRETT, AppFabric lcHA1> 1T %
& . AppFabric for productivity ZBMIC T2 ETENTEIhOT 7V r—>3> T, 11— —& U TR
ENET, Y1212 FdE, BEVOTTIT—2 3028 LTI YA NOERZRBRTE
X7,

c F7VT—23 eBETILOOFIAER: JORAT7VTr—>3>o04 2094 7023

&, I—H—ARAUAITB2TF7IT—2a3aVICBEIVTORERENET, 4214 OREER
& (A—H—BENRADT—R) &, BATBIT7VIT5r—>3>2 &, BEIZBRVET, YR—b
ENTVWBT7UT—> 3212k, Asana, Atlassian Jira Suite, Google Workspace., Microsoft
365, Miro, Slack, Smartsheet ZENFH V) ET,

AT Y 7 1. AppFabric IcH A4 >4 >

T 7\Jr—2 3% AppFabric IC#E#H L., SFEVOIA T YRS YA NEFHIOT 71—
JAVICEERYIAKET,

—

AppFabric &, EQTF 7TV —2 a0 TEESETEXBRFETHERATIENTE, FT7UT—
JAVOIVARVIVAZEHET, TDO =, LT O AppFabric for productivity @ 78— /A
R=DICTIVEARATRDEOODIRNIRA 2V NE, PFT7IVT—23a 0 ZEICBBYET, D
R—LR—T T, AppFabric ZBMICTH7OCAICETRZ I TFARNNFREETNTEY,
1——RBERACHAI M 2ROSNhET, 1—H—7H AppFabric ZBERICLEIS &L TV
BPIXRTCOT7TVT—23>T, COEAEAIRTENET,
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3.

[7]
g/
II

Supercharge your productivity with AWS
AppFabric
Sign in to get started

Connect your favorite applications in a few clicks and begin prioritizing your workday
faster using generative artificial intelligence (A1),

AWS AppFabric generates cross-app insights and next best actions based on your data.
You can see insights and execute cross-app actions from within your preferred appis).

Asana, Google Workspace, Microsoft 365, Slack D WV FhADOT7ONAFZ—HSBEDT DR
AEREF>THA A LET RARNETI VARV I A%ZBSICIE,. AppFabric ZH%b
CLESELTVWBR 77U T—2arveERU7ONAE—ZFERALTHA 212 LET, Bl
(&, App1 T Google Workspace DFREEEHRZFEAL IZ S, App2 TEH, FLEBET A4
VIRMBENHBDHZEICE. Google Workspace ZERTHENHRENET, Blo7’O/N1
A—BEDTHA AR HERE, P7UT—>23a 2RI 5 70t AZBEERTIILHLE
FHYET,

@) AWS AppFabric

Sign in with your corporate ID
SLACK
MICROSOFT
GOOGLE

ASANA

A4V ORMBEROADEROS NS AHLL, CO7O/NAZ—H S AppFabric ICH A
A TBRBEEZEARBLET,

AT Y 7 1. AppFabric IZH A A > 188
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3 slack

Signin to Slack

We'll get you back to the app in just a minute.

[ G Sign in with Google |

l & Sign in with Apple |

OR

‘ }\dl.’ll"::"n'-‘(}rk email.com |

¥ We'll email you a magic code for a password-free

sign in. Or you can sign in manually instead.

Sign in to AWS AppFabric with Slack

P =2

Select a Slack account or workspace

Andrew
email.address@acme.com
4 acmewidgetsglobal slack.com

Your account details will be used to:

Establish a verified connection between an existing AWS

& AppFabric account and Slack.

Help you create a new AWS AppFabric account, if you don't
already have cne.

Unlock AWS AppFabric features in Slack, like configurable

natifications, rich link previews, and quick actions.

.

Cancel Accept and Continue

ATYVT 2 AOYANERRTDERTTIICEHETTS

YA 429 % &, AppFabric for productivity ZBRIICL LS ELTWVWAT7UTr—>3>RAIC, 2
AAT7VT5—23> A5 ANEeT VAV ERRTTDEZ, AppFabric ICEFAI T2 A ES D
EERDIEEBER—INFRRENET, HIZIE. AppFabric I, Google Workspace ® X—JLXHL >

ATYVT 2 AV A NERTTD 2T TIICHATS 189
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H—DAR NEHV)AK Asana ICRRTADCEZHFATILESH, EV2EKDIZTT, <D
SAENDATY Ik, AppFabric ZBMICTBD 77U Tr—>3a> &Il 1BETITIE, TOREMXE
HYFEEA.

lr,.-—q_\ Learm more

Display insights in [App Name]?

Once you connect your applications, we need permission to display your insights, artifacts, and recommended
actions within [App Name).

By clicking “Allow™, you are instructing AWS AppFabric to transmit the insights and recommended actions generated by AWS AppFabric, as
well as relevant artifacts and content from the applications you have chosen to connect, to the application that you used to sign in. That
application will display the insights, recommended actions, and relevant artifacts and content. AWS AppFabric will continue to send the
insights, recommended actions, and relevant artifacts and content to that application, until you disable or disconnect AWS AppFabric for
productivity. Learn more about how AWS AppFabric handles your data

ATYT 3. TTIVTr—2a32 @8R LTAOYANET O3V E2ERT
%

BEOATYTZRTITRE, [FTIVT—>232ERIR—DICERAET, TR, JORTY
VTr—23a>0A YA RNPTIOIIVOERIERATRI/EAOTTIT—32 0, HEk. YIH,
BEGNTAET., BEAEDFE, HAVAVULTABRDATYTZRETLERRE, COR—T%
2T, \ELETTUT—23228ELET,

T7VTr—232aER95 0. ERAIZT7V -3 0 ICH3 i) 20y LK
EE

AFVT 3 TTIT—V AV EBRLA VA NET VYAV RERT B 190
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Connect applications Leam more

Please connect any applications that you use, Connected apps provide the source of Information AppFabeic uses 1o generate insights and actions that superchange your productivity,

Application - Status - Action

[ smartsheet S Not connected Connmect [
Sk slack & Not connected Connect [
o Google Warkspace 2 Hot connectid Connmect [/
oa Asana ©) Mot connected Conmect [4

£ Atlassian Jira suite &) Not connected

» Mo © Mot connected

Connect
BY Microsoft 365 S Not connected Connmect [

Wihen you click “Connect”, you are instructing AWS AppFabric to access your information (e.g. messages, files, calendar invites, colleagues, professional information, and other infermation) from that
application and ingest it Once AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign
i AWS AppFabiric will continue 1o pracess your INformation and crexte insights in this manmer, until you disconnect the application 3nd AWS AppFabric. Learn more abolt how AWS AppFabric handles

your data,

AOHARNEBERLT V23 ETETIDICK, PTVT—>3a>o84 204 REHRE AL
L. AppFabric ICTF—ZADT IV AERENFETIHEN BV ET,

ATV T TIIV =23V EBBELTAVTFARNET IS IVEERTS 191
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Tigned In
[ ] @ AWS AppFabric is requesting permistion 1o access the fabric-...
U || | |
4= slack O3 Acme widgets
. . Learn more
Connect applications
Please connect any applications that you use. Connected § nd actions that supercharge your productivity.
Application & Action
3 s . ” =D
. 2 = .
. ' Y
AWS AppFabric is requesting permission to
G sz
= el ? access the Acme Widgets Slack workspace =
- - =D
.o What will AWS AppFabric be able to view?
© Atlassian Jira suite =, Content and info about you ¥ m
W Mo Content and info about channels & conversations m
=. Microsoft 365 Content and info about your workspaoe * =
When you dlick "Connect”, you are instructing AWS AppFabric Cancel m + professional Information, and other information) from that
application and ingest it. Dnoe AWS AppFabric ingests that in! wrfaced to you within the application that you've used 1o sign
In. AW'S AppFabric will continue to process your information a WS AppFabric. Learn mare about how AWS AppFabric handles
yaur data

T7VTr—>a>FERECERIDE, TOTTVT—23 2 OARAT—RAN [REE] H S [#EEF
HRIICEDYET, REODERBATY TR, AVHFARRPTIIIVOERICERTDT 7T —
JAVZELLRTIRIHBENBYET,

T7OTr—>3a2 i@, 1 EEEThETOREBIKACHES DI TR EEA, EFNICEELE
THRENBYVET. BEBELEVWDSE, AV A RNEERTDEODT IV EAERN BIEHRENE
TNTVR L 2HEITDLEHTT,

F7UT5—2a3a> QAT —RACE, LTORENHV)ET,
o EHUEHR - AppFabric FERBEMRT, 77U Tr—23a>07F7—R&2FE>TAOHA REERLTW
F£¥9,

o RIEfHT - AppFabric &, 77V T—23 > 0F—REFE>TA A NZERLTVER A, B
ITRDEAHAINOERERBRTERT,

o BAERRICKBMULELE, BEHELTLKEESV, -FFUVIT5—23 > 0RBWICKKLU ETEENF B Y E
To cOIT—NRREhEEER, [EBRIZIVYILTBET VS —23avaEKELET,

AFVT 3 TTIT—V AV EBRLA VA NET VYAV RERT B 192
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sa Asana

& atlassian Jira suite

Connect applications

(= Authorization falled. Please reconnect.

{(2) Mot connected

Please connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application v Status - Action
smartsheet (@ Connected
% Slack (2 Connected Disconne

5 Google Workspace &) Connected Disconne

m Mo {2 Mot connected

=. Microsaft 365 5 Mot connectied

When you click "Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar Invites, colleagues, professional information, and other infarmation) from that
application and Ingest it. Once AWS AppFabric ingests that information, it will wse it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in.
AWS AppFabric will continue 1o Process your INformation and create insights in this manner, until you diSconnect the ApplicAtion and AWS AppFabAC. Learn more about how AWS AppFabric handles your

data.

EYRNTYTHFRETLIEDT, P7VT—23 2V ICRBCENTEERT, P7UT—>32RICAY
A RMARRENDET, BREHL DB ENDBYET,

BEBEROT7IVT—>2322ERTREER, BELRUTZOR—JIRWET, P7UT—
>avEYMTdE, AppFabricld, QT 7UTr—>3aorF—2EEALEY., HILLWF—2%

PRELTHLLWA A RNEZERLEY TR EZFLELET, YHLETTUT—232>07—2
E. 7 BRAIC, 2OBT77UTr—>azzBEERELETAE. BEINICHIBREhE T,

AFYT 4 BHOTTUT—S 32 TAUY A NERELIORT T
T—23a TV aAVERITITD

T7V)r—> 32 % AppFabric IZE#THE, BAMEOSEVWAHANITIERALEY, HhD
T7U—2a> s VQAT7 7V —23a>Fooarz2BERTLEY TR ENTEDRS
ICBRWET, F: COMERET T THRECERATESDDITTREL, FATEZLNESHIE. 7

74— 3> FAROY /N—AH AppFabric for productivity ® & D#EEZBRIICL TWB A ICKIFEL E
£

DAART7VTr—23a>4 %4~

AppFabric for productivity ([ZldXD 2 BEO A H A KNFHYET,

%7_“7 T4 BROTTIVT—230TAUHA NeRRALIVQAT V=307 023V EETT 193
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o RITHEERRA YA N AppFabric A, #HELET 77U —2a > Ea2EMLULTE X—=)L., ALY
H—ARVN, BRAY, XvE—JZF0EHRZEZHL, I—F—HFEBEINEEELRF—A2HA
REERLET, &8I0, HBEShDZ T30 (X—I)OREE, 2@BOATD1—-IIERE, XA
VDERBEYNEREThDEEHYNET, chsOT70>a>vlk, FEOTFTV5—>3a>%
AOWEEE, EPLVETIDENAETT, fIAE. WUITXNEHDAXI—ITAAHL—23
UNBYVET, HBEIhDZ T3 @G IES5TY, EV2EMVHA RN EZITRW2 T, BEED
E—FAVTRATD1-ILTBD, EVW2LEENMTAFET,

c RBROEMBIBIZDAI AN COBBEZRESE, SEORBIMTTERBIBDENTESE
T AppFabric "SHEDLBEINL., 2SBOENZEFRICEFLEHET, 5I1C, EHREThTWLWDS
T7Ur5—2arns, BETEDZT—TAT7INEX=I, Xvte—2, BAVBE)FRR
ENFET, PTUT—2a3arzWBATAVT OV ERTIFENfEH. 2B0OEFERNICHE
HBENTEET,

OOAFT 7V —2a>rposray

BEDA YA NTREESIC, AppFabric T, #HREhD T U232 (X—I)LOERFE. *BOART
DIA—IIERE, FRAUVDERBE) ZERTDCEETEXRT, FOIAVEERTHDEEIC, #Eix
BRT7VT5—2a3a>0 00TV EdVTHEFANMIETVTIREND 71 —I)LREBFHANTSC
ENTEET, BIAE, 1A RNIESVT, HBENDREXA—ILPEZAIVOEMREERTS
BETT, BT NZT702a>xzD)v0TBE, AppFabric YFrES 31— —A(A2X—T7 1A
ANRREN, BBALEEDDTOVR, POV ERITITREICCTRETDENT
BET, EHAIE, BEBEBDIRBESETTIL LLM) BN FZ—2a E2RBTCEN BB I
&, AppFabric &, I—H—ASBRIICERSLITANET > TVWEVT I IV EEFTLERA,

® Note

J—%—&, AppFabricLLM O N ZHRIALEETHEEZEVE T, AppFabric i& LLM O
HINDBEXPREZRIELEL A, FMICOVTIE, TAWS Responsible Al Policys Z38
LTLEEL,

E X—I)LDO#ERK (Google Workspace, Microsoft 365)

AppFabric Tl&, A—%—&, HFHOTTVT—2 3 ATX—INZHmELEFITDEN TEE
¥ EHA. FBE. CcBec, X—IOHHR, X—IAXZE, BEEOT7 1 —)LREYR—-—RELT
WEJ, AppFabric Tk, FRAVNETICEIZREZ2EMIZ LD, chsO7+—J)LRICOTT

%-?v T4 BAOTTIVT—23a>rTAUYA N EBRLIVOQAT U Tr—23a> 7023 a2E279 194
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SYEBANTBENBYET. EX—LOBENET LS, 5] BBRULTE X—LEZEL

£

X=NZEETRCR. ATOT7 1 —ILRNODADEHBETT,

c 1 DOUEDZFEEDNDE X—IT RLA (To, CC, BCC)e BEMBEX—ITRLATHZIZHLEND

WET,
s HREXXDT 1 =)L R,

AWS AppFabric Action

& Send Email

noemi@acme.co m
d commal) b
¥ CC, BCC
o
rose@acme.com,| bradi@acme.co m
add mail add
BCC
rut
|

Subject line

Fallow up on the pricing program

Message

Flease follow up on the pricing program offline and let me know if you have any

questions. 3

EX—IIAEFEEhDE, EETNECEZTRIHRBEEARTIENET, 510, BEShLT
TVT—23VTEX—NERTRIBDIEHOOVVINRTENET, COUIEIVYITS

ETTVT—=23VICFTRERPL<BRTE, X—IIFREBEhEILZBBTERT,

(7] AWS AppFabric Action

& Send Email

[ @ Email sent

POEMIE@aCTE.com

cc
rose@acme.com,brad@acme.com

BcC
ruth@acme.com

Subject line
Follow wp on the pricing program

Message

Gmail [3

r ™
(Do )

Please follow up on the pricing program offine and Let me know if you have any questions.

%\?‘V T4 BROTTIVT—230TAUHA NeRRALIVQAT V=307 023V EETT
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HLUA—A4 R NDERK (Google Workspace, Microsoft 365)

AppFabric Tlk, 1—H—Fk, HBH&OTFTFV5—>a>RNTHL A —EmELEYERL Y TE
F9, BERXOAL A —ARIRNTA=ILR(ARNDERA NI, BFF, BB T BE, BEEY
AR, AIRVNOABRBE) FHR—KRENTVWET, AppFabric Tld, FRAVDOETICET SEE
ZEMITRDEH, ChsODT7A—)LRICOAVTUVEANTRENHYET, ALOF—ARDV KN
DWENTTLES, EXK] ZBIRLUTAR M ZERLET,

ALVE—ARYRNZERTDEER, UATOT7 A —ILRANDADEHBATT,

- 24N, BRBK, BRTEE, /IXMORR,
- FHRBRRERTERIVBIICTDERFTEXREA,

c BE7 AL REEETIN, ANI2BCRBMNBEEAX-NT RLAZANTILEN HY X
9o

AWS AppFabric Action

& Create Calendar Event

Title

fem
§ AM ¥ \
09:00 z0z3fnfar \:L,
Ends
fem
2 AM ¥ \
10:00 z0z3fnfar \:L,
Invite - optional
Description
Hey friends,
wiew the pricing program with Alex.
TTTTTT
L Create

ALVH—ARVKNEEFITRE, ARVINERENECEZRIHRBEANIRRENET, €5
I, BESNLET TV T =230 TARVRNERRID OOV INRRENET, OV I %
UV IFBRETTIT—232VICTERKBEHTE, IRV MNEREN L ZRETERT,

27;7_"9 T4 BEOT IV T—230TAVHANEREBLIORT VT —23 0T 023V ERTY 196
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AWS AppFabric Action

& Create Calendar Event

e
| & Event created

Title
Review Pricing Program revisions

When
MNovember 27, 2023 09000 AM - 1

Irvite

with Alex

0000 AM (ArnericafLos_Angeles)

Deseription

Hay friends, Let's reviow the pricin

Lcom, .C0om

g program with Alex. Thanks,Ruth Sent frem my iPhone

2 AU DIER (Asana)

AppFabric Tlk, 1—H—l&, BH&OTFT TV —>3 WA S Asana DR AV ZiREL IV ERL

ETEET, BERXORRVTA—)ILR (RARVA, ZAVEBEE. . FATVOABRBE) 'Y

R—RENTVET, AppFabric Tk, ZRAVDERICETZRHEZERITDEH, chsD 71—
IRICAVTIUOVZANTBDCENDYVET, ZFRAVDRENTTLES, [EX] ZERLTERAY
ZERLET. AT, LLM OHERICHO T, ZHT S Asana VJ— TV AR—A, Z7OPITI N,

RATDOWVWTFNDICERENET,

Asana ZAVZEKTBEERF. UTOT7 A —)LRANDADREHETT,

® ’)"'f |\)l/t|j‘-.|?§“o
« BEENEE, HEBICEEBAMWREX—ILTRLAZADLBTIEZRYEHE A,

AWS AppFabric Action

«» Create Task

Title

Meet with Finanee abaut Aome pricing

Assignee - optional

Johi Dae

Due Date - optional
(m)

2023/11/27 (a)
Description

We need to meet with Finance to finalize Acme pricing which Is oritizal far launching
aur service.

RAINEREND E, Asana ICZAAINERENEC L Z RIBRBEERFAIRRENET, &5
2. Asana DR AV EBBTED VN IVERRENET, COV ORIV OTDE, T

%-?‘y T4 BAOTTIVT—23a>rTAUYA N EBRLIVOQAT U Tr—23a> 7023 a2E279 197
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T=2aIlTERLKBEHTE, ZRAINERENECEZBRBELEY ., 2RV TS Asana
D—OAR—RA, 7O IO, FEREFRIVICBEBES BN TR ENTEEXT,

AWS AppFabric Action
s Create Task

e
| &) Task created

Title

Meet with Fimance about Acme pricing

Assignee

John Doe

Due Date

2023-11- 27

Description

Wa need to maeet with Finance to finalize Acme pricing which & critical for launching cur
service.

1 [2

€l

2 AU DERK (Smartsheet)

AppFabric Tlk, 1—H—&, HFH&OFT 7V —>3 WA S Smartsheet DR AT &imEL -V £
BMLIEWTEET, BEROZRAIVT71—I)LR (RAVAR., ZAUFMEE. A, RATOABRRBE)
FHR—RNENTWVWET, AppFabric Tld, FAVDERICETIHEZEEIS O, Chsn
ZA4—=)LRICAVTOVERANTBDCENDYVET, ZFRVDRENTT LIS, [EK] ZFERL
TRATVEERLET, Smartsheet DX AT Tl&. AppFabric E# L W7'Z 4 X— KO Smartsheet
S—NEERL, EREBERDRXRVEINTAILET, Zhid., AppFabric YERKTBDTF o3>
Z, 1 DG THRRNIC—TILTEDRSICTREHIZITOIhET,

Smartsheet R AV ZEXTDEEF, UTFDT7 A —IL RANDASNREHBETY,

« RAKNILERR,
c ABENIZHE, BHECRBVWZEX—ILTRLAZAOLETAERY) EH A,

27;7_"9 T4 BEOT IV T—230TAVHANEREBLIORT VT —23 0T 023V ERTY 198
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AWS AppFabric Action

[Z] Create Task

Title

Meet with Finance about Acme pricing

Assignees - optianal

alex@acme.com

Due Date - optional
(@)
2023/11/27 @)

Description

We need to meet with Finance to finalize Acme pricing which is critical for launching
OUF service.

cancel  (ITCED
ancel | cr y

BAVNEREND E, Smartsheet ICRZAVHNERENEEZTRITBREEN RTRENET, &
5|2, Smartsheet DX RV ZHRATEDVVVERTENET, CcOU ORIV ITDRE, T
TVTF—23a ICTERL<SBEL T, ERE N Smartsheet > — N CH DR AV EBRATEEXT,
SHERE NS Smartsheet DR RV IE, IXNTZDI—NIADETIhET, —MNHIERE NS
&, AppFabric EFILVWS — R EERLET,

AWS AppFabric Action
[ Create Task

r
| & Task created

Title
Meet with Finance about Acme pricing

Assignees

alex{@acme.com

Due Date

2023-11-27

Description

We need to maeet with Finance to finalize Acme pricing which & critical for Launching gur
service,

rartsheet [

Close
R —

ITELRTEF21) T EEEME GO AppFabric for productivity (7°L E 1 —)
BWEANDT OV LEAZEETS

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE B AEEENS BV ET,

AppFabric for productivity ® 1—H—R—2 L&, AppFabric for productivity (7°L E 1 —hR) #EE &
EELTWS SaaS 77U —>3a>n, sXTOI1—HF—ICABEEhTVWET, 25 ULEERAI
BEADT IV LAZEBATERLLEVEZZITVR ITEBREOSIE, UTOHEERETES
£
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- ID7AONAZ— (IdP) AT A > & #IBRT2:ID 7ONA A —RBREOOTA T OARE27OY I
2ET, ERAIBEANDI—H—TF IO EAZFHTEET,

« BEOT7UT—2320 OAuth ZERMIZT : OAuth ZEMICTZET, XTIV ARNU—A
THIRERITTEET, COT7UavEEdE, 1—H—F, OAuthRAEHKBELTZT T
T—23 a0V AR—RAICERTELRLLKRYET,

AppFabric for productivity DT> R1I—H4—I5—O K71 —F14>
o

AWS AppFabric for productivity ##8Elx 7L E1—RTH ', BEEE D AEEENS BV ET,

Ot 3> Tlk, AppFabric for productivity D&< H2ITZ—ERNZTIN21—F142 712DV
THBELET,

REREAEOT 7V Tr—>3>

AppFabric for productivity Z#EFA L TIT VARV I A&t 2 77V r—2a2v@E, T RI1—
H—(CHEZ L HEITSRIICRIIZTOELAZRDIVENHY FT, AppFabriclcH114>L&SEL
LEEIC RREL ONF—HFRRENEETEES, TOTF7V5r—>32@FE, FRAYN—DIDETT
Jy—2ar0EFBEROERMEE 2B TS AppFabric DRIEZOEANFNETLTVWAEVCEE
BERLET, 77UT—>23 2 IXT, RRIORENASAZ—KNL, BRIZTOELAN T LES
EDHk, BRIEEHDREICEYET,

RAREEOT 7V T—2 32 2FATREERIBAYVETY, PI7UT—23 2 0RRENTHTH
BBER. AT BANRIALBHICED > THSHEAZHRHBITDLSICLET,

Application unverified by AWS AppFabric
[App Name]

£ Allow AWS AppFabric to send data to an unverified app
[App Mame] is requesting to access your data. [App Name] has not been verified by AWS AppFabric and might not be who
they claim they are.
You should not authorize this app unbess you trust the developer of this app. Allowing unverified apps might put your
data at risk.

out how AWS AppFabric handles your data
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BEARELELE. £5—ERTH. EEEICHELET

(InternalServerException),

COXYE—TF, AppFabric DIA——R—ZIATTVT7—>32 ) ANMELTERA D12V,
TRABIZ—, floh, BEGENFRRTT7UTr—>32 2L 2 LEBEICRRENET, &
TES—EHALLLEZ L,

[ (& Something went wrong. Please try It again or check with your Admin. ]

Connect applications

Flease connect any applications that you use. Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application v Status - Action

m Srartsheet (=) Connected
A% Slack @ Connected
5 Google Workspace @) Connected
o Asana 2 Not connected m
$  Atlasslan Jira suite 2 Not connected m
o S Hat connected m
=’ Microsaft 365 ) Mot connected

‘Whan you click “Connect”, you are Instructing AWS AppFabric to access your information (e.g., messages, files, calendar invites, colleagues, professional information, and other information) from that
appliation and Ingest it. Once AWS AppFabric Ingests that Information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign In.
AWS AppFabric will comtinue to process your information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn more about how AWS AppFabric handles your

data,

DOTIAMOAROY NUTICEKY, DOTARMEREhELLE, LESKSLTH
565 —ERLTLKEEV (ThrottlingException),

ZOXYtE—lE, AppFabric D 1—H—HK—RUATTIVT— 3B UANMLTERA 212,
Z20Y MUYV T OBMBEFBERTT 7V — 3> 8L EY LEBAICRRENE T, BTES—
ESRELEEL,
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{ (& The request was dended due to request throttling. Please try it again in some time. ]

Connect applications

Please connect any applications that you use, Connected apps provide the source of iInformation AppFabiric uses to generate insights and actions that supercharge your productivity.

Application - Status & Action

[ smartsheet @ Connected
S Slack Connected Disconnect

i

& Goagle Workspace {2 Connected
L "

os Asana {2 Mot connected connect [
& Atlassian Jira suite {5) Not connected
» Mo ) Not connected Connect [
BT Microsaft 365 {2 Hot connected Connect [4

When you click “"Connect”, you are instructing AWS AppFabric to acoess your Information (e.g., messages, files, calendar Invites, colleagues, professional Information, and other Infarmation) from that
application and Ingest it. nce AWS AppFabric ingests that information, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign In.
AW'S AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabeic. Learn mare about how AWS AppFabric handles your

data.

AppFabric ZfERA T 2ERN H V) T A, AppFabric CEBEOJA L TLKEEY
(AccessDeniedException),

cOXAYtE—2&, AppFabric D 1—HF—R—FNUATT7IVT5r—>3 20D AMETERD 2 f2V),
TORAESOHANFRRATT 7 Tr—>3 220U LEBEICRTENET, AppFabric (C
BEYA1142LET,
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[ (& You are not authorized to use AppFabric. Please check with your IT Admin, ]

Connect applications

Please connect any applications that you use, Connected apps provide the source of information AppFabric uses to generate insights and actions that supercharge your productivity.

Application = Status - Action

[Z] smartsheet 2 Connected

at c onnecte Isconne

5 Google Workspace &) Connected

on Asana ) Mot connected m

€ Atlassian dira suite (=) Not connected Connect [7
ro ot connect

o & Not ed Connect [

BT Microsoft 565 O Not connected Connect [

When you click “Connedt”, you ane Instructing AWS AppFabric to access your Information (e.g., messages, files, calendar Invites, colleagues, professional informatien, and other Information) from that
applicathon and Ingest it. Gnoe AWS AppFabric ingests that informatioen, it will use it to create insights and recommendations that will be surfaced to you within the application that you've used to sign in
AWS AppFabric will continue to process your Information and create insights in this manner, until you disconnect the application and AWS AppFabric. Learn mare about haw AWS AppFabric handles your

data.

AppFabric for productivity APIs7'L E1—)
AWS AppFabric for productivity #gEld 7L E1—RTH ', BEEE D AEEMEN BV ET,

OtV a> Tk, AWS AppFabric £E M@ E#EED APl AXRL—2 3>, F—2E, —KHN%E
I5—ICOWTEHRBALET,

@ Note

T O D AppFabric AP IZ DWW Tk, TAWS AppFabric APl Referencey ZZBL T< &
Lo

N =R
« AppFabric for productivity ® APl 72> 3> (Z7LE1—)

AppFabric for productivity APIs 203


https://docs.aws.amazon.com/appfabric/latest/api/
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» AppFabric for productivity ® APl F—&2& (7’LE1—)
« AppFabric for productivity ® —f&f 7% API TS5 — (ZLE1—)

AppFabric for productivity ® API 793> (FLE1—)
AWS AppFabric for productivity ##8Elx 7L E1—RTH ', BEEE D AEEENS BV ET,
AppFabric for productivity #8ETl&k, ATOT V> a > FHR—KENTVET,

AppFabric APl DF QMO T o> 3> IC2V\WTIEE, TAWS AppFabric APl Actionsy ZZBL T
I A

Ky o
=4\

» CreateAppClient

* DeleteAppClient

* GetAppClient
» ListActionablelnsights

» ListAppClients

» ListMeetinglnsights
» PutFeedback
N4
UpdateAppClient

G

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEMEN BV E T,

AppClient ZFRFEL £,

NEY D
« UOTAREX
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JOLIARNEX

VOTANEUT®D JSON EXDTF—R2Z T ANETT,

NTAX—& = B

app_client_id HF29 % AppClient ® ID TT,

redirect_uri ARBIIVRI—HY-—HFUAALIREND URITT,

state DOTARNED-LNY VBOREZ#IZTT D OO —EDIE
T,

CreateAppClient

AWS AppFabric for productivity #8677’ L E 1 —MRTHY), EEE D AEEN B ET,

AppClient Z#ER L £7,

NEY D
« UOTABMEX
° |/7\/:>7\g§

VOLIARNEX

JOTARNEUT® JSON EXDT—RZZ T ANKT,

N X—24 A
appName T7)5—23a>n&H,
AT XF5

REOFN: &ZPRE1TY, RARWE 255 TT,

PAE: (E W
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EEHAR

NTAX—=5

clientToken

S

VOTANOESHEDLOICENY HTE-—BORAEF (KXFL
PFEXR) ZEEELET, ChiZky, AUREEZR>T2
EETT2eBL<, VIVTIAN 2R2ICBRAITTERT, B
FEORF¥OFVTHL TRLUEZETSESRE. HOIXNTONT
X—ZIZERUVEZEIVBENHVET, UUID ZATDEZ

HERATRENHRENET,

COEZEELBEWVEE. BT HALBEAWS ZERBL K
ER

BL ClientToken Zf>T, BA2/N\NTX—Z2TEREZH
HITTB L., BEITEE IdempotentParameterMismatch
NDIZ—ICKV)KBMLET,

B2A 7 XZ

INZ—2: [a-f0-9]{8}-[a-f0-9]{4}-[a-f0-9]{4}-
[a-f0-9]{4}-[a-f0-9]{12}

BHAE WWNZ

Foav

206
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EEHAR

NTAX—=5

customerManagedKeyldentifie
i

[ Description] ( & 88)

iconUrl

S

&2 T HAEZN—EBF— £HEhiz ® ARN AWS Key
Management Service, c DF—FF—RXOBESLICERAL E
CB

F—HFEEENRTVWEVEESE AWS YZ—I RF— ([, HE
AEhET, VDY—RAIZBI)HTBREITID, F—EEODRTD
XY 7,

AWS FTEDF— B R HARY—NZR—2 RE—OFMIZO
WTIk, " AWS Key Management Service RO Y /N\—H 1 R
10 "THAZY—F—E AWS F—, BSBLTLIEEV,

A7 XZY
RTO#HWN: F)PRE1TT, RAEE 1,011 TT,

INZ—2:arn: .+$|*[a-f0-9]1{8}-[a-f0-9]{4}-[a-
f0-91{4}-[a-f0-9]{4}-[a-f0-9]{12}

WA WWZ

T70Tr—23a>0OHHATT,

RA7: XF5

WA FWV

AppClient D74 1> &= EOJ® URL TT,
RAT: XF5

BHAE WX

Foav
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NTX—5 Sk

redirectUrls ABBECIVRI—Y—DIVEALIRNEND URIT
9, redirectUrls I& 5 X TEMTE LT, HIAE. https://
localhost:8080 .

H: X753 0B

BIXN— &PBEE1HEETY, BEABKIFS5HETY,
REOFR . &P 1. FARE 2,048 T,

JXZ—>: (http|https):\/\/[-a-zA-20-9_:.\/]+
WA FEL

starterUserEmails AppClient M RIEEENhBDETA A N 2ZTWMB  EANFAE
nNTVWS, I—"—DEODOAZ—F—X—)LT7 RL A,

. XF5 0B
BIAXAN—1HBDEHTY,
REOHN: ZIPRIFOTT, RARIKE 320 TY,

INZ—2:[a-zA-Z0-9. | #$%&" *+/=?7_"{|}~-1+e[a-
zA-Z0-9-1+(?:\.[a-zA-Z0-9-]+)*

WA FEL

(2] DY—RICEIN)ETRRTD, F—EEORTOIY T,
RAT RIATZT U NDOES]
BIXN— &PBIE 0EBETY, HZRAHKIFS50HETY,

HAE: VWO Z

LARYAER

ToO2avhEWIsdE, HTTP201 LARY AN BRENET,
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H—EALSUTOTF—2A JSON EXTERENET,

NTA—5

appClientSummary

DeleteAppClient

%I:I

BA
AppClient DBIENFEENTVE T,

2 A 7:AppClientSummary 7 T U ~

AWS AppFabric for productivity #8E(E 7L E 1 —MRTHY), EEE D AN B ET,

T7Vr—23>024F7 > N ERIRLET,

New o
e VDOTARNEX
« LARVAEE

VOLTARAEX

JOTARNEUT® JSON EXDT—RZZITFTANKT,

NTFAX—=45

appClientldentifier

B8

DO TARNICERTS AppClient ® Amazon 'J Y —AxR— LA
(ARN) E 7z Universal Unique Identifier (UUID) T9 .

RTOHFR : &/PK 1. &ZFAKE 1,011 T,

INZ—2:arn: . +$ |~ [a-f0-9]1{8}-[a-f0-9]{4}-[a-
f0-91{4}-[a-f0-9]{4}-[a-f0-9]{12}

RAEEW

Foav
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LARYAER

TOIIaUNFRBUERE., Y—ERRZEDO HTTP A3 %D HTTP 204 L AR AZIRLE T,

GetAppClient

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE D AEEENS BV E T,

AppClient ICB8 T 215HERL T,

New o
« VDOTAREKX
« LARAERE

JOITARNEX

VOTANEUT®D JSON EXDTF—R2Z T ANETT,

NTX—& B

appClientldentifier )OO TARNIZEER TS AppClient ® Amazon 'J Y —RA xR —LA
(ARN) E = (& Universal Unique Identifier (UUID) T ¥,

REOHR : &Pk 1. ZFARE 1,011 TY,

INZ—2:arn: .+$|*[a-f0-9]1{8}-[a-f0-9]{s}-[a-
f0-9]1{4}-[a-f0-9]{4}-[a-f0-9]{12}

RAEEW

LARAER
TO2aAVHFBEMTRE, T—EAFEHTITP200 LAR AZRLET,

H—EALSUTOTF—2A JSON EXTERENET,
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NTX—& B
appClient AppClient ICB8 I 2 EHAEENE T,

R A 7" AppClient 771U ~

ListActionablelnsights

AWS AppFabric for productivity #8El& 7L E 1 —RTHY), EEENDAEHNI B ET,

RITARBE X=XV E—D ZBRY, TOMOEFOREEEZENZ —ERRLET,

=R
« VDOTAREKX
« LARAER

JOLTAREX

VOTARNEIUT® JSON EXDT—REZTFTANKT,

NTX—5 Sk

nextToken nextToken AREhFE, TOMIEETLLBRIBYE
9. nextToken DfEIE, FR—JICAEOR—DZ—23 >
N—D2TF, BRER—DZEBITBICE, BEhih—02
ZEALTCBENFUVHLET, tOSIHEITNTHBFLET,
BR=DF—=23VN—=00EMHEE 24 BETT, HR
DYINER—DF—23a 2 N—=0 % ERATSE, HTTP 400
InvalidToken T2 —A"1REhE T,

LARAER
TO2AVHFRMTBE, HTTP 201 LARY AN BRENET,

H—EANPSUTOT—2A JSON EXTRENE T,
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N X—24 e

ActionablelnsightsList HE, HB, To232, ERERDEZALARTRER
TAREBATA N ZE—ERTLET, FHEICOVTE, T
Actionablelnsightsy ZZ8BL T & L\,

nextToken nextToken AREINIZFE, TOMIIEETLEERI SV E

9. nextToken DER., ER—JICEAEOR—TZ—3 >
R—=02TY, BER—ZEBITDICEK., BREhlh—02
ZEEALTBERVHLE T, O BEINTHIFLET,

BR—=DZF—23a =0 0FMEEE 24 HETT, HiR

DYNR—DF—23 2 N—D % FERATHE, HTTP 400

InvalidToken T —A"1REhE T,

A7 XZ5

ListAppClients

AWS AppFabric for productivity #gEld 7L E 1 —RTH ', BEEE D AEEENS BV ET,

FNXTOD AppClients D AR ZRLE T,
N =

« VDOTAMEX

° LZ,:)ZE%

JOLIARNEX

VOTARNEIUT® JSON EXDT—RZEZ T ANKT,

NTX—5 5L

maxResults OdA—ILZEILRBRENDEROFEARETT, nextToken %EEHA
TRERRR—EESIIMEBETEET,

Torar 212



AWS AppFabric

EEHAR

NTAX—=5

nextToken

LARYAER

S

CESRHLKETELRTIT, 1EDO—-/LTEENDEED
RN, BEORABKI) DB BZIEFEHET,

BMEH: &/ME 1 &AMER 100 TI,

nextToken AREINIZFE, TOMIIEETLEERI SV E

9. nextToken DER., ER—JICEAEOR—TZ—3 >
N—02TY, BRER—DZ2EBITRICE., BREhih—0>
ZEALTBERUVHLE T, O BEINTHEFELET,

BR—=DZX—23AVRN=00BFMEBEE 24 BETY, HE
DYNER—DF—2aN—=0 &2 ERTHE, HTTP 400

InvalidToken T —A"1REhE T,

TO2aAVHEUNTDE, Y—EAGFEHTTP200 LAR AZRLET,

B—EALSHUTOTF—2A JSON EXTRENET,

NTX—&

appClientList

nextToken

SR
AppClient DFERD VAR EENTVET,

24 7°: AppClientSummary A7 19 N OBE 5,

nextToken AREhFE, TOMIEETLBRIBYE

9. nextToken DfEIE, FR—JILAEOR—DZ—23 >
N—02TY, BRER—DZ2EBITBICEK, BehEh—02
ZEALTCBENFUVHLET, tOEIHEITNTHEBFLET,

BER=DZF—23aN—=00OFEMPEIEE 24 HETT., HR
DYNIR—DF—>23a2 M= & ERATSDE, HTTP 400

InvalidToken T2 —A"1REhE T,

24T XF5

Foav
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ListMeetinglnsights

AWS AppFabric for productivity #gEld 7L E1—RTH ', EEE B AEMEN BV E T,

RITARBAL VA —ARVNOBREEEZENDZ —BERRLET,

New o
e VDOTARAEX
« LARAER

VOLIARNEX

JOTARNEUT®D JSON EXDT—RZEZITANKT,

NFX—& B

nextToken nextToken ARENFE, TOMIEELLBRIBYE
9. nextToken DfEIE, FR—JILAFEOR—IZ—3 >
N—=D2TT, BRER—DZ2EBBITBICEK, BEhih—02
ZFEALTHBEFVEHLET, O HEINTHEFLET,
BR=DF—=23VN—=0 00BN 24 BETT, HR
DYINER—DF—23a 2 N—=0 % ERATSE, HTTP 400
InvalidToken T2 —A"1REhE T,

LARYAER

TO2AVHFRMTBE, HTTP 201 LARY AN BRENET,

H—EANPSUTOT—2A JSON EXTRENE T,

NFX—=& B

MeetinglnsightList 2BICBEITRIRTIERA YA N Z—ERRLET, FMAL
DWTIE, Meetinglnsightsy Z8BL TS &V,
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NTX—5 Sk

nextToken nextToken AREINIZFE, TOMIIEETLEFERI SV E
9. nextToken DER., ER—JICEAEOR—IZ—3 >
N—02TY, BRER—DZ2EBITBICE, BEhih—02
ZEEALTBERVHLE T, O BEITNTHEFELET,
BFER=DZ—2IAV N0 OFMNHEIE 24 BETT, HR
DYNER—DF—2a2N—=D & ERTHE, HTTP 400
InvalidToken T2 —A"IREhE T,

B2A 7 XZ

PutFeedback

AWS AppFabric for productivity #g8ld 7’ L E1—fRTHY), EEETNDAEMN BV F T,

BEDAVHANELEET V23 VICBATD 7T — RNV O ZED 21— —ICHFITLET,

N =Ry
e UOTARAEX
c LARVAERE

JOLIARNEX

VOTARNEUT® JSON EXDT—RZEZ T ANKT,

NTX—5 Sk

id TA1—RNYIDREERREBDZATSIINDIDT
9, Insightld A" Actionld D VT A&V ET,

feedbackFor T1A—RNYIDEERREBRDA YA NODERALATTT,

T & %fE: ACTIONABLE_INSIGHT | MEETING_I
NSIGHT | ACTION
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NT A=A A

feedbackRating 12755 FXTOFHMETT, ENFrREVEETMATVNCELEEZER
KLET,

LARAER

FOYIVHFBRHLEEE, Y—EARED HTTP AXZH D HTTP 201 L AR AZRL £,
N—=D2

AWS AppFabric for productivity ##8Elx 7L E 1 —RTH Y, BEEE D AEEENS BV ET,

AppClients AR J—RZTF VAN =DV ERBTEDRRSICTRBHRIFEENE T,

NEY S
e VDOTAREX
® |/7\/:>7\g§~

VOLIARNEX

VOTARNEIUT® JSON EXDT—RZEZ T ANKT,

NTX—4 B
J—R ALY RRANDSZELERATI—RTT,
A7 XZY

RTO#HN: F)PRE1TT, RAEREE 2,048 T,
/Y- WIAY-4

grant_type N—=0>DFEDRAT, authorization_code Filk
refresh_token THB3ULENDHYET,

247 XF5
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NFZX—2& i EA
WA FWV
app_client_id AppClient ® ID T9,
2A 7 XF5

NZ—>:[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]{4}-
[a-f0-9]{4}-[a-f0-9]{12}

WAZE: 1L
redirect_uri ALY RRAVNIEENZUS AL TN URL
RAT: XF5
WA VW R
refresh_token BIOKR—O2VVOITARNTRZHR 2 EEHN—D>2TT,
247 XF5
REO#H: H/PRE 1 TT, ZRARE 4,096 TT,

WA VWO Z

LARAER
TO2aAVHFEUWTDE, Y—EAGE HTTP 200 LAR AZRLET,

H—EANPSUTOT—2A JSON EXTRENE T,

NTA—& B4

appfabric_user_id N—O HAOI—H%—0ID, COfEFE, VIITARY
authorization_code YU KREZATEZEALTVDES
NDHREBENET,
A7 XF5
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EEHAR

NTAX—=5

expires_in

refresh_token

token (k—%22)

token_type

UpdateAppClient

B

N—=02 OBEVHRIINDETOEY OB,
B RER
ROVIOIANCERATZDEHN—DU>TT,
2A T XF5

REOHN: {HPRE 1 TT, ZARIE 2,048 T,
FIOEBAN—=D2TT,

2A T XF5

REOHK: H/PRE 1 TT, ZRARE 2,048 TT,
N—=D02DRA4T7TY,

A7 XZ

AWS AppFabric for productivity #8E(E 7L E 1 —MRTHY), EEE D AN B ET,

AppClient ZEFH L £ T,

NEY D
« VDOTAREX
° LZ,:)XE%

JOLIARNEX

VOTARNEIUT® JSON EXDT—REZITFTANKT,

Foav

218



AWS AppFabric

EEHAR

NTA—5

appClientldentifier

redirectUrls

LARAER

%I:I

o

DO TANICEERTS AppClient ® Amazon )Y —AX—LA
(ARN) E 7z Universal Unique Identifier (UUID) T9 .

REOHR: ZF/PR1. BAREF 1,011 TY,

INZ—2:arn: .+$|*[a-f0-9]1{8}-[a-f0-9]{4}-[a-
f0-91{4}-[a-f0-9]{4}-[a-f0-9]{12}

PAZEIEW

ARBILIRI—Y—HFIAANLIBNEND URIT
9, redirectUrls & 5 BE TEMTEE T, HlAEF. https://
localhost:8080 .

B XFHOES
BHIXN— &PHE1EHETY, FABEES5EATY,
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® Note

AppFabric for security ICBRAE N2 TF—XREBOFMIC OV T, TAppFabric TOF—24Z
N #SRBLTSEEL,

REFOESIL

AWS AppFabric &, REFOES{LETR—NLTVWET, Chid. AppFabric 77 Uor—>3
DINVRIVICEETZINTODTF—RETAAVICRETHEEZICEBWICES{KL, F—RICTFY
TATREEILESTRT—N—AOBESILEETT., 7 7))L NT., AppFabric I& AWS FrE®
F — from AWS Key Management Service () ZFEA L TTF— X ZBES{LLETAWS KMS, B D H
ABRI—XZ—IRF—ZFEALTTF—REZRESILTRDEETEET AWSKMS,

I—H—%YBTRE, TOI—HF—DOXAF—2BITNT, RECHBENET,

BRER DS

T7UNYRILZBRETDEZERK., AWSFIEDF— FLEFHAZN—TXZR—I RF¥F—%EIRT
EEXT, EEOTORMYRAKAILT—RZREL TERILTBEE, AppFabric FF—XZHED
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LLET. CcOFBNTY NE, NTYRFATHAOINRIS—2FEAL T30 BRIZHIBREAE
CB

AppFabric l&, TLS12 ZFAL THEEFOITXNTOTF—XZREL. AWSERZ V4 ZFAHALT O
AWS O —ERAAPIVOTANIBRELET,

F—EE

AppFabric &, AWS FTENF— FLERBNDAZIN—NFZ—I RF—ICXKDTF—2OBES{LETR—K
LTVET, BEHMENETF—REZLICBERBTEDINT, NAZN—NZ—IRF—E2FEATEC
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F—RUI—F, HRAEAI—IZ—J RE—AOTIERAEZHBLET, IRNTOHRAI—TZ—
TRE—IZIF, F—RUI—HF12EFBETT, CORVI—CE. TOF—%EHATER1—

H—ETDEAAEERETIAT—RAYRMFEENRTVET, F—RUI—F, HARI—Y

Z—I RF—DERBICEETEET, F—RUT—OERICOVTHEMZ DV TIE, [AWS KMS

FROYN—H41 R O[F—DER] DRI — #SBLTIEEL,

AppFabric THAZN—NZ— R¥—ZFEATSBIC(F. AppFabric VY —RAZEKT S AWS
Identity and Access Management (IAM) 1—H'—FZE@EA—JLIZ, DAZI—NXZF—I RF—%FEH
ITRT VAT UIN YBETT, AppFabric TOIKFEATDF—ZERL. AppFabric T—H—%FD
F—DI1——ELTEMNTRELEEZHEOHLET, COFETER., TFT—EFANOT I AEEAHIR
TENET, I—H—HFDBEBEEITDEREIOESY T,

* kms:DescribeKey
* kms:CreateGrant
* kms:GenerateDataKey

* kms:Decrypt

AWSKMS OV =) Tk, BYBF—RIS—2FALTF—Z2KIZFIRZFHALET, F—
RUS—OFMICOVTEE, TAWSKMS #*ROY/N—HA Ky O "TAWSKMSOF—RUZ—, &
ZRLTEEL,

LT, ThefFA32F—RU>—0pHITT,

s F—OREBZAWS THOY MO —KNI—H— &,
e NARN—ANFZ—IRF—FERFHARIN—NZR—IRF—ZFEHAITZD_EZ2HBOLET,
« PTTUNRILOF—ARII—F, TEYRNTYTENET, us-east-1

"Id": "key-consolepolicy-3",

"Version": "2012-10-17",

"Statement": [

{

"Sid": "Allow access for key administrators",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": ["kms:*"],
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"Resource": "arn:aws:kms:us-east-1:111122223333:key/key_ID"

"Sid": "Allow read-only access to key metadata to the account",
"Effect": "Allow",
"Principal"”: {"AWS": "arn:aws:iam::111122223333:root"},
"Action": [

"kms:Describe*",

"kms:Get*",

"kms:List*",

"kms :RevokeGrant"

1,

"Resource": "*"

"Sid": "Allow access to principals authorized to use AWS AppFabric",
"Effect": "Allow",
"Principal": {"AWS": "IAM-role/user-creating-appfabric-resources"},
"Action": [
"kms:Decrypt",
"kms:GenerateDataKey",
"kms:DescribeKey",
"kms:CreateGrant",
"kms:ListAliases"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"kms:ViaService": "appfabric.us-east-1.amazonaws.com",
"kms:CallerAccount": "111122223333"

AppFabric A" TFFRIZEH 7 % FHE AWS KMS

AppFabric CHARN—NZ—I RF¥F—ZFATDICEFUIN/BETT, FMICOVTEK, TAWS
KMS #ROY/N—HA K, @ "FFo] AWSKMS, ZZBRL T<EE L,

App Bundle Z/ERX T % &, AppFabric [&CreateGrant VI AN ZREELTI—HY—IZRDL>TE
A ZER L FT AWS KMS, DFFA] AWS KMS (&, AppFabric ICEEET7 D> MO AWS KMS F—
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ANDTILAREHFTITZEHICFERAENET, AppFabriclk, DT Z2 KA, LWTFTORAFARL —
JAVTHAZIN—EBF—ZFATH_LZRODET,

¢« DABZRY—IXZ—DRF—IZLL > THEBENETF—EF—ZERTS AWSKMS VI TR
NGenerateDatakKey#& IZEELE T,

« [ZDecrypt VI AKNZXEE AWSKMS LTHESILEhETF—2F—ZESL, T*—2OEBES{L
EEEROT TV —23a> T ORAN=—DOESKKICERATEET,

c BEFOT TV =23 T OEAN =D ZBESIL AWSKMS 3 BEncrypt UV T ARNZE 2
EFLET,

T2 N0BIZATICRLET,

{
"KeyId": "arn:aws:kms:us-east-1:111122223333:key/ff000af-00eb-00ce-0e00-

ea000fb@fba@SAMPLE",
"GrantId": "Qab0ac@dOb000f00ea®dccPaleddfcd@bce@ddcO00fO000000cObcPa®d@daaafSAMPLE",
"Name": "ff000af-00eb-00ce-0e00-ea@00fb@fba®@SAMPLE",
"CreationDate": "2022-10-11T20:35:39+00:00",
"GranteePrincipal": "appfabric.us-east-1.amazonaws.com",
"RetiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"IssuingAccount": "arn:aws:iam::111122223333:root",
"Operations": [
"Decrypt",
"Encrypt",
"GenerateDataKey"
1,
"Constraints": {
"EncryptionContextSubset": {
"appBundleArn": "arn:aws:fabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea000fbOfba@SAMPLE"
}
}
3,

T7UONYRILZHIBRT S &, AppFabric W AR —BEF—ICHULTRITEIhET T NEEL
LET,
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https://docs.aws.amazon.com/kms/latest/APIReference/API_GenerateDataKey.html
https://docs.aws.amazon.com/kms/latest/APIReference/API_Decrypt.html
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AppFabricDEES{tF*F—OEZX) YT

AppFabric T AWS KMS T AZN—XXR— R¥—ZFEHTSH &, AWS CloudTrail ATV ZEAL T
AppFabric "IAETD VIV ITARNZEHFTE ET AWS KMS,

AR &, AppFabric CreateGrant A" W ARAN—NZ—I RF— (CHEALLEEEICRBFEND
CloudTrail 1 X> NDHITT,

"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAIGDTESTANDEXAMPLE",
"arn": "arn:aws:iam::111122223333:role/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-04-28T14:01:33Z7",
"mfaAuthenticated": "false"

}

}
},
"eventTime": "2023-04-28T14:05:487",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-east-1",
"sourceIPAddress": "appfabric.amazonaws.com",
"userAgent": "appfabric.amazonaws.com",

"requestParameters": {
"granteePrincipal": "appfabric.us-east-1.amazonaws.com"
"constraints": {
"encryptionContextSubset": {
"appBundleArn": "arn:aws:appfabric:us-east-1:111122223333:appbundle/
ff000af-00eb-00ce-0e00-ea@00fbOfba@SAMPLE"
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I
"keyId": "arn:aws:kms:us-east-1:111122223333:key/EXAMPLEID",
"retiringPrincipal": "appfabric.us-east-1.amazonaws.com",
"operations": [

"Encrypt",

"Decrypt",

"GenerateDataKey"

iy

"responseElements": {
"grantId": "ff000af-00eb-00ce-0e00-ea000fbOdfba@SAMPLE",
"keyId": "arn:aws:kms:us-east-1:111122223333:key/KEY_ID"

1,
"additionalEventData": {
"grantId":
"Qab0ac0dOb000f00eaddcc0adeddfcOdbce@ddc000f0000000cObcPa®d@daaafSAMPLE"
1,

"requestID": "ff000af-00eb-00ce-0e00-ea@00fb0fba®@SAMPLE",
"eventID": "ff000af-00eb-00ce-0e00-ea®00fb0fba@SAMPLE",
"readOnly": false,

"resources": [

{

"accountId": "AWS Internal",

"type": "AWS::KMS::Key",

"ARN": "arn:aws:kms:us-east-1:111122223333:key/key_ID"
}

1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "111122223333",
"sharedEventID": "ff000af-00eb-00ce-0e00-ea000fb0fba@SAMPLE",
"eventCategory": "Management",
"tlsDetails": {
"tlsVersion": "TLSv1.3",
"cipherSuite": "TLS_AES_256_GCM_SHA384",
"clientProvidedHostHeader": "kms.us-east-1.amazonaws.com"
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TI2EEERALET, L-RI1——ELTHA AT RILBENBZIRATOTLBZ VAN
2VWTE., TIAMA—Y—HA R, O ") I -FABHBAILVERZRIAT 1 25RLTLKE
=L,

7IFL—FAY RKFAFITAT4

RANTSOTFARELT, BBETVLAEBEETHI—HY—22CABOI—HY—IZ, D7
ONAE—EDTIFL—2a>&EAL T—BHNRRIER AWS O —ER 2FALTICTY
tRATBEEERLET.

7IFL—FT4YRIDE, IR—T 54 X1 —F14LIKN), D7 D7ONAH—,
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AppFabric 7A T2 T AT AR—ADRI > —DPlERRTBICE. TAWS AppFabric D7 1 7>
TATAR=—ADR) L —0fl, Z#ZSBLTLLEEV,

AppFabric® ACL
ACL DHR—Kk: &L

TOEAOAMO=ILJANACL) &, EDOTVINIL(TAHIY RXYN—, I—H—, £L&
O—J)FVY—ARLCT IV EATR1-O0FAZHIOHNZFHLET, ACLIEFVY—AXR—ADRY
=ICBPUTVERTA, JSONRUS—RFIXD MERGEALEE A

AppFabric @ ABAC
ABAC ((RU>—HDRT) DHYR—K: HY)

BHERX—ADOT UV AHMH (ABAC) &, BHICESVWTT VAT T Z2ERT 2R UHKETYT, T
AWS, ChSDEBRMRZTEHENETT, ZTE. IIMIVTAT4 (A—Y—KREEO-L) &K
OCZELDAWS VY —RAILTRYFTERT, IVTATAEVY—ADERITNFHE. ABAC DFEH]
DFIETT, TOHE, TUZINILORITFTIEZALLSELTVRUY—ADERT E—HL 25
BIEARL =232 ZFATAELS5ICABACRIU—&ZLET,

ABAC &, SRERIZPREPRIS —EENARICEZDIRATRIEET,

RIICEITVWTT IV EAZEERTSICIE. aws:ResourceTag/key-
name. aws:RequestTag/key-name, £l aws:TagKeys OFH{F—EFERAL T, RUZ—0
FHEZETRITERERHBLET,

H—EAFITXTOVY—RAZALTIZH LTI DOFHFF—IXTEYR—NTBIEE, TOH—
EADERHV) T, Y—EAN—HBOVY—-AXRATIEHLTDH I DOFRBEF—DINTZEY
R—KNT25HE, B "Hom. CEYET,

ABAC DEMICOWTIE, TIAMII—H%—HA R, O TABACRATT IV AHFI=2EETS, &
SRBLTLKEEVW, ABACZEY NTPY T I2FIEEBRAITSHZF1I—NITIIZDOVTIEE., TIAM
dA—Y—HA R O "TEBER—AOTOV+AT KO—)L (ABAC) 235, 25RLTLKEE
Wo

AppFabric T — K& FEREIT R O £ A

— RN ZERRIEHRDO Y R—~: &L
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—HD AWS O —ERA &, —RNERABHREFEALTHA A2 TRDEHBELERA. —KH
BERAHEHR AWS OH—ERX Z2FATREEREOFMIIODVTE, IAM 11— -4 KD TIAM
AWS DH—ER LE#HETS | ZZRLTSEEL,

d—H—RKE/NAT— RS D AWS Management Console 53T ICH A2 /4> T 2BE., —BH
BEIEHREFERALE T, LA, @O TIINFAF2 (SSO) VD AWS ZFEAL T IC
TOEATRE, TOTARAICE >T—RBHERAREHRNI BBNICERENETT, £, 1—H—
cLTaOVY=NICH1 1L THASO-ILZYYEAZASDEEE. —HNWARIEEHRN BENICE
HEhEd, O—JIOPYERICETHFHEMCOVWTE, "IAMI—Y—FHA R, 0 "1—H—7»
5IAMO=)LICHYEZD (OAV—=)L)s ZZRL T EE L\,

— B FRREERIE. AWSCLI £k AWSAPI Z2FAL TFHTERTEE T, TNOHE., Chs
O—FNEFREEREFAL T T IOEATEET AWS, RENB T IV EAF—2EATIADY)

2. —BENARIIEREBNICERAWS T2 L288HLET, FMIZOVTIRK., TIAM 0O —B
WEF1UT FREER) 2ZRBLTSEEL, )

AppFabric DV OAH—EA7 U2 /)NILEFH
XTI EAEY S 3 (FAS) DHA—R: &1)

IAM I—Y—F@O-)LZFALT TTIIAVERTIDE AWS, TUINILERBENE
T, —MOY—ERZFEATIRIC, 7U0232%2RTIBET, HOY—ERADIOT I3

DHFRNIUA—ENBENBYVET, FASIE, ZHVTHITIINILOT 7 AFHTE AWS O
B—ERA ZVVARNI—LY—EXAAWS OH—EZAANDUITARZ2)IIANTS LiHHE
DETHEALEXT, FASUJTI AN, Y—EAN D AWS O —ERA RlFIY—-AEDRV)

MYZETITRXENHBDVIIANEZZTE2I2BEICOKITONET, COBJBE. WADT D

SAVERTIDEOOT IV EAFANBETT, FASUTVIARNZTSBOR) S —OFMAICD

WTR., "TBE77tEAtv>3a>, 282RBLTSEZL,

AppFabric D —EXAO—)L
H—EZAO—-ILOHR—K: L

H—EZAO-)ER, Y—ERAFI—H—ICRD2TT I3V 2RTITHEHICEEZTS IAM
O—J)TY, IAMBEEZEF., IAIMAASH—EAO—-ILZER, BE, HIRTEEXRT, FHICOL
T, "IAMA—H¥—HA R, O TAWS O —ERICHAZZEEIZO0-INZEERTE1 Z2RL
TL<EEW,
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/A Warning

H—EAO—IIOFAZEET S &, AppFabric DEEEMENBRDODNB AREMEN H V) F
¥, AppFabric A"HER I BEUNE,. Y—EAO-IIZR/ELBEVTILEE L,

AppFabric D —EAXICU > VchizO—-)L
H—EAU70-ILOYR—K HY)

H—ERACD2EnizO0-)LE, KUY —EAO-LO—ETT AWS O —EA,
H—EAR, - —ICRD2TT7 U232 %#RTIBO-N2ZEEZTRENTEXRT, H—E
ACVZENEEO0-MLRE CRFENAWS TATU N | H—ERACL>THEENET, IAME
BEZE Y—EAVIO-INOTIVEAHAZRRITERIN, MEITD LB TEREA,

AppFabric T —EAU > IO0— ) DEXELEIEBROFMICOVTIEE. TAppFabric DY —E A1) >
J0—=)LOER), #2RBLTLSEETL,

AWS AppFabric DF7 A4 T2 T4 T A R—ADR > —0

F7AILRNTR, I—F—BKTFO—ILICE, AppFabric )V —AZERE LRI EETRD T I
AFAEFEHY)EREA, £, . AWS Command Line Interface ( AWS CLI ) AWS Management
Console, £7zld AWSAPI ZFEALTRAVZRITIBD LR TEELA, IAMEEHERG, VY —
ATCRERBRTVIAVEZRTIBOOERZ I —ICHFETB IAMARU S —ZERKTEET,
TN®, EBEFEO-NICIAMARD D —ZEML, 11— —RGO-)Z5|E#<ENTEXT,

ZNhsYUTILOISONKUS—RFIXY REFALT, IMFALFEUTAFAR—AQK
J—BERTBFECOVTR, TAM I—H—HA Ky © TIAM AV S —EERTSD (T2 Y —
L)) BBBLTLEE L,

ZBVY—=RARALT7 DO ARN DR E, AppFabric TEZRE WD T Va2 eV —ARA T O
C2WT, ™W—EARREAJT77L>AL OAWS AppFabric D 70> 3>, UY—RA, HLU%
H¥x—, #5BLTLKEZL, ARNs

EPAN
« RVI—ICHTBIRANTTITAA
« AppFabricd>V—)L O
« AppFabric for security @ IAM 7R 1) < — @) 45l
« P7VT—=3 NV RIADOTOEAZHTATS
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s AVTUVIENTR TV EARFIR
 MYIAKDBIBRELFFIEEFRTS

AppFabric for productivity IAM 7R 1) < — @ 4

« productivity DBEENDZHABRVERT IV AZHATS
« productivity DEBENDTL BT IV EAZFATD

+ AppClients Z/ER TR -HDT IV AEFA TS

« AppClients NFMZBZLODT IV EAZHFTTS

« AppClients Z—EBXRTIDLODT IV EAEZFHATS

« AppClients ZEH TR -HDT VL AEHFATD

« AppClients ZHIBRT B =HDT IV AZHA TS

s F7VT—23ERRIRDEHODT IV EAZHATS
ZOf IAM R 2 — 04l

- BPOHEROXRTEZI—H—ICFFATD

RUD—ICEITRIRANTZI9T14A

ID R—ADRD D —&, I—HF—OFTHI> NTHNHD D AppFabric) V—AZER. 7VEA, £
FGHIBRTEDESHZRELET ., cNSDTIIIAVERITITDE, AWSTAHIUYNCHREN
RETDAUAEMNI BVET, PTATFUOTATAR—ARID—ZERLZUREL 12V THRBRICIE.
UTOHARZAEHRERICH > TS EE L.

AWS BEERV S —ZHAL., BRMEOT IV LAFAICBIT-1—H¥—LD—o0—RILTIE
AHFAONEEFEHBTZICE. Z<O—BHUBI—AT—AICTVEAFTENE5TBHAWS EHE
RV —ZFEALET. chSlE TEATEXRTAWS THIU M, I—ART—AICEED AWS
NARIY—BEBRIS—BERTDET, PUVELAHTEESSICRHS T EEHEOHLET,
FHMICOWTIRE, TIAMI—Y—HA R, O TAWS YZ—I RARDS —, £k T3 Jiae
AWS YZ—T RARUS— ZBBLTLSEEL,

BNSHEEZEATS -IAMR) D —THAERETEIHEERF. FRAVORTICHAELFITOK%E
RELET, ChETSCR. REOXRAETTHREOVY—RICHULTRITTERTIIIAVERE
BELET, Chid, FNMHET IV EAFTELERENRTVET, IMMEZFEALTHITZERTS
FEOFHMECOVWTR, TIAM I—H—HA R, ® TIAMTORIS—ET O EAHT, 28R
LT<LEEL,

IAMRD) S —TRGEEZFERALTTIERAEZESICERTS - RUS—IC&H4E2BMLT, 733
ORI —=ANOT IV EARFBRTEERT, HlAEF,. RU—F#HxE2ZAELT, IXNTOVI T
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ANZ SSLZFEALTEEITHELDICEETEET, ZHFZFEAL T, Y—ERT7Oa N &
ENBED #BLUTHEAETNATVZEEICAWS OH—E R, Y—ERATI>a > AOT7ItA

ZHFATDEETEFET AWS CloudFormation, FFMIC DOV TR, TIAM 1—H—HA R, @

"IAMJSON R —EZR &4, Z22RBLTLEEL,

1AM Access Analyzer ZfEA L TIAM AR 2 —Z#RFIL . 2 THENBIERZERTS - IAM
Access Analyzer I&, FIRE RVBEFORID—ZRIEL T, RUSZ—H IAMR) > —SFE
(JSON) B LT IAM DRARTSIF 1 AICEMTHESICLET, IAMFTIERTFS A9 —i
100 ZBABDRV—FIVIOEERANSHREREZRML, K2 THRENBRYS —OEREY
R—KNLET, F#FMAICOVTRE., TIAMI—H¥—7 4 K1 ® TIAM Access Analyzer TR 2 —%&
BiAfT D1 Z2ZRLUTLSEZV,

- ZERFE (MFA) ZERYTD -TIAM1—Y—FLBRILI— RN I—F—ZREETE>FUAND
PBEFRAWS TAHIUN, MFAZAICLTEFIUT 1 Z2ELLET, API AXRL—>3 Y
FROCHENDEEIC MFA ZRXEICTRICEF, RUZ—IC MFAZRBHZEMLE T, FHEICDOL
T, "IAMI—Y—HA R, ® "MFAZHEALEZEB APIT 7 tAL Z25RLTSEEL,

IAM TORARTZIF 4 AOFHMICO2VTR, TIAM I—H—HA K, ® TIAM TOEF 1Y
TADRARTSOF 1A, 2BRLTLKEE W,

AppFabricd>Y — )LD fEA

AWSAppFabricReadOnlyAccess AWS YNEX—2 RRUS—Z IAMID IC7ERYFLT, D
AppFabric 1>V — L% &¢ AppFabric Y —EAANDZAI)ERT IV AR AEFEL T T AWS
Management Console, F£7=ld., AWSAppFabricFullAccess AWS BEERU>—% IAMID [T
XY F LT, AppFabric T —EANDEEBEBT VAR T Z2RFETEIEETEERT, FMICD
WTIk., TAWSAWS AppFabric ® X Z—2 RARD S —, ZZRL TS EE L,

AppFabric for security ® IAM 7R > — 0§l
L@ R) S —6lik, AppFabric for security D#eEICERAE NhET,
T7Vr5—2a> N RIAOT O EAZHFTTS

ROR) S =BT, AppFabric Y —EADT 7V Tr—23a2 N RIADT VEAZFALTVLR
9o

"Statement": [

{
"Effect": "Allow",

FAFEITFATAR=ADRYIYZ—DHI 256


https://docs.aws.amazon.com/IAM/latest/UserGuide/reference_policies_elements_condition.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-policy-validation.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_mfa_configure-api-require.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/best-practices.html

AWS AppFabric EEHA R

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

1,

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

1,
"Version": "2012-10-17"

ATV IENTEIT IV EAHIR

ROR) S —HITE, AppFabric U —ERDT 7V T—2 3> N RAAOT VA ZHRL TVE
9,

{
"Statement": [
{

"Action": ["appfabric:*"],

"Effect": "Allow",

"Resource": "*"

b
{

"Effect": "Deny",

"Action": [
"appfabric:StartUserAccessTasks",
"appfabric:BatchGetUserAccessTasks"

1)

"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]

}
1,
"Version": "2012-10-17"
}

BYiAKDHIBRELIFEFELZHIERETS
ROR) S —HFITlE, AppFabric H—EAQOEVIAKDHIBRELZFEEFELZFRELTVWET,

"Statement": [
{
"Action": ["appfabric:*"],
"Effect": "Allow",
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"Resource": "*"

"Effect": "Deny",
"Action": [
"appfabric:StopIngestion",
"appfabric:DeleteIngestion",
"appfabric:DeleteIngestionDestination"
1,
"Resource": ["arn:aws:appfabric:*:*:appbundle/*"]
}
1,
"Version": "2012-10-17"

AppFabric for productivity IAM 7R 1J < —® 4l

AWS AppFabric for productivity ##8Elx 7L E1—RTH ', BEEE D AEEENS BV ET,

LT DR S —6HliE, AppFabric for productivity D #eEICBRAE NE T,
productivity D¥EEEN DAY BERAT VL AZFATS

RDOR S —FITlE, AppFabric for productivity D#EEAN D, AU EBERT7 VA ZHFTLTVE
¥,

/A Important
cORI—%ZIAM A2V =IO JSON RV —TF 1 X—ICEBMT R E, BUWET D
2AVOIT—HNRRENDEENHYET, Chik, AppFabric for productivity DHEEE A"
BEATRI7LELI—HRTHIEHTT, cOIT—IFEERL, RU—OEKZEHRGFTV
EEVWTEBVEEA,

"Statement": [
{
"Effect": "Allow",
"Action": [
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:GetAppClient",
:ListActionableInsights",
:ListAppClients",
:ListMeetingInsights"

"appfabric
"appfabric
"appfabric
"appfabric
1,
"Resource": "*"

1,

"Version": "2012-10-17"

productivity D¥EENDTLB T VA ZFFA TS

RDOR) S —HI Tk, AppFabric for productivity D¥EEN D, 2B T IV EAZFALTVET,

/A Important

CORDVD—ZIAM IV =)D JSON RV —TF 1 X—(CEEBINT D &, ENET D
JAVOILIT—HNRRENDFEEN HVYET, <hild. AppFabric for productivity ® #eEH
BEATREILELI—MTHDEHTT, cOIT—IFERL, RU—OERZHEHFTWV

EEVTEBVWEEA.

"Statement": [
{

"Effect": "Allow",

"Action": [

"appfabric:
"appfabric:
"appfabric:
"appfabric:
"appfabric:
"appfabric:
"appfabric:
"appfabric:
"appfabric:

]I

CreateAppClient",
DeleteAppClient",
GetAppClient",
ListActionableInsights",
ListAppClients",
ListMeetingInsights",
PutFeedback",

Token"

UpdateAppClient"

"Resource": "*"

1,

"Version": "2012-10-17"
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}

AppClients Z#ER T2 OO T IV A%ZHFAT TS

RDRY) S —HITEE, AppClients ZHEK T B OO T UV EARAZFALTVWET, FMICOVTIE,
T AppFabric for productivity ® AppClient Z/EK 321 2B L T EE L,

/A Important
CORDVD—ZIAM IV =)D JSON RV —TF 1 X—(CEEBINT D &, EHET D
JAVOILIT—HNRRENDFEEN HVYET, <hild. AppFabric for productivity ® #eEH"
HEATRE7LELI—RTHIEHTT, cOIT—FERL, RU—0ERELHKEFTL
EEVTHEVEEA,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:CreateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

AppClients DEFMZ B2 EODT VLA ZHTTS

RDRD) S —HITIE, AppClients DEFMMZ B OO T IV LAZHFTLTVWET, FHFMICOWVWT
(&. TAppClient DEFFMZEE TS, ZZRLTEEL,

/A Important
cDRIVD—%ZIAM V=)D JISONRU—ITF1 X—IZEBMTDE, BT D
AVNDIT—HNRRENDEENHYET, nlk, AppFabric for productivity O BEEEH
BEATRILELI—HRTHDEHTT, cOIT—IFEKEL, RU—OERZEHEHFTWV
EEVTEVEREA,
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{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:GetAppClient",
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

AppClients Z—ERRITDEHDT IR EHFTTS

RDRD)S —HITIE, AppClients Z2—EBERRITBDEODT IV ELAZHFTLTVWET, FHMICOWVWT
l&. TAppClient DFF#ZEETS 1 ZZRL T EEL,

/A Important
CcORDVD—ZIAM Y —=I)LDJSON RV —TF 1 X—(CEEBINT D E, ENET D
JAVOILIT—NRRENDFEEN HYET, <hild. AppFabric for productivity O #eEH"
HEATRE7LELI—RTHIEHTT, cOIT—FERL, RU—OERELEFTL
EEVTEVEEA,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:ListAppClients"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}
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AppClients ZEH T2 0D T IV LA%ZHFA TS

RORYS —BITE. AppClients EEHTBEHOT I L AEFTLTWET. SOV TE.
TAppClient ZE# T3 Z5RBL T EE,

/A Important
CcORDV—ZIAM IV =)D JSON RV —TF 1 X—(CEEINT D &, ENBET D
JAVOIT—NRRENDFEEN HYET, <hid. AppFabric for productivity ® #eEH"
BEATREILELI—MRTHEEHTT, cOIT—IFERL, RU—OERZHEHFTWV
EEVWTBVLEEA,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:UpdateAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}

AppClients ZHIBRT 2D T IV AZHFTTS

RDRD) S —HITE, AppClients ZHIBRT 2SO T VA EFALTVWET, FMICOVTIE,
TAppClient ZE#H 921 28RBL T EEV,

/A Important
CcORID—ZIAM AV =IO ISON RV —TF 1 X—ICEMTRDE, BUWET Y
JAVOIT—NRRENDFEEN HYET, <hld. AppFabric for productivity O #eEH
HEATRE7LELI—RTHDEHTT, cOIT—FERL, RU—0ERELHEFTL
EEVTEVEEA,

{
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"Statement": [

{
"Effect": "Allow",
"Action": [
"appfabric:DeleteAppClient"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}

1,
"Version": "2012-10-17"

T7VT—>32%FRRTROOT IVEAZHATS

RDOR)Z—BITE, Token APl ZHEALTTF 7TV T—2 320 Z2ERIBEHOT I EAZFALT
WET, FHRICOVTR, 770732 0fFAe®aA,) 22BLTSEEZL,

/A Important
CORDVD—ZIAM IV =)D JSON RV —TF 1 X—(CEEBINT D &, EET D
JAVOIT—NRRENDFEEN HYET, <hld. AppFabric for productivity O #eEH
BRFEATE7LELI-—RTHDEHTT, cOIT—EFERL, RU—DERZELETTV
EEVTEVEEA,

{
"Statement": [
{
"Effect": "Allow",
"Action": [
"appfabric:Token"
1,
"Resource": ["arn:aws:appfabric:*:*:appclient/*"]
}
1,
"Version": "2012-10-17"
}
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Z O IAM R > —

B O#ERORRE1—

o

Y IHTT S

BT, A—Y—TATFoTATALTEYFENLATAVERONR—I RRUZ—DOF
REIAM A—HY—CHAITRIR)S—OERGEERLET, ORI —CRF, I2Y—-IT,
T AWSCLI £zl AWSAPI ZEALT7TOJZATIOT VAV EETTRT UV AFHA

FEENTVET,

"Version": "2012-

"Statement": [

10-17",

{
"Sid": "ViewOwnUserInfo",
"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",
"iam:ListGroupsForUser",
"iam:ListAttachedUserPolicies",
"iam:ListUserPolicies",
"iam:GetUser"
1)
"Resource": ["arn:aws:iam::*:user/${aws
1
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"ijam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

:usernamel}"]
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=L,
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NFEABITBDAUAEMN DY ET, KBMLEBERESF > THSBEZBRHAITLTIEZL,
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S —2EHMIRARMAREE<BVET, T—EARAWS IZX—J RRUS—HA ST I EAFH
AZHIRLBEVWES, RUS—DEMICI > TRFEOT I EAFANBEDINDZEBFH) EEA,

ESIC, &, BEOY—ERICTREN DI THBO XX—J RRUZ—AWS ZHR—KL TV
F£9, fflRE. ReadOnlyAccess AWS BRI —E, IXTOAWS OH—ERXABIT DY—R
ANDOGEHIBWVERAT IV EAZREBLET, Y—EANFHEZESH TR L., BHLLWARL— 3
EVY—ADHEIMYERT IV EAHFTAWS ZEMULET, DaTHEEDRIS—D—EB &LV
HEMICOVTRE, TIAMI—HY—HA R, O TAWS O 3 J#ENDTZ— RARD S — ) B#SHBL
TLEZL,

AWS EIER!) S —: AWSAppFabricReadOnlyAccess

AWSAppFabricReadOnlyAccess R —Z IAM T A TFUTATAILTRYFTEET, COR
)2 —Tlk, AppFabrich —ERICHT RGN ERT IV ERAEZAELET,

® Note
AWSAppFabricReadOnlyAccess 7R > —I&, AppFabric for productivity @ #EE\ 055t & BX
WERT7VEAZFALER A,
T 7 AFFH O FH

CORDVI—IZE, LTOT IV EAFANFr@8ENATVET,

« appfabric— ZZ7UNY RIOEBE, FTUNY RILO—ERR, PTTUERROWE, 77 )&
HOUAR, BVIAXOEE, BVIAKO—BRR, BJAKEOERE, BVIAKEDOEE, BV
AKZRFEDVARN, BRPVY—ARTO—ERTZTSERZNFSELET,

"Version": "2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"appfabric:GetAppAuthorization",
"appfabric:GetAppBundle",
"appfabric:GetIngestion",
"appfabric:GetIngestionDestination",
"appfabric:ListAppAuthorizations",
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"appfabric:ListAppBundles",
"appfabric:ListIngestionDestinations",
"appfabric:ListIngestions",
"appfabric:ListTagsForResource"

]I

"Resource": "*"

AWS EHER 1) S —: AWSAppFabricFullAccess

AWSAppFabricFullAccess RUS—Z IAM T A T TATAITRYFTEET, cORDI—
l&. AppFabrich—EAANNEBERZNEL XTI,

/A Important

AppFabric for productivity D#EEN RBERTE 7 LEI—RTH B =

. AWSAppFabricFullAccess RUS —RE COBEANDT IV EAZFALTVEE

A o AppFabric for productivity DH#EEEND T UV 2 AZFFAI T2 FEDFFMIC DV TR,
" AppFabric for productivity IAM AR > — 0 #l, ZZBL TS EE L,

T O AT A O
CORDS—IZE, LTOT IV EAFANFEENATVET,

 appfabric— AppFabric LB EBERZANSELET,
s kms— T AT AR%&E— TIBEHOT IV AFAZRELET,
« S3FNTD Amazon S3NTY hOERZREL T, NTY NMUBEZEBELET,

« firehose — Amazon Data Firehose BifEA RN —LZ—BXRTL., BEAN)—LZZERTSHT
JtAFAERELET,

 iam— AppFabric AWSServiceRoleForAppFabric ®H—ERICU >V V&eni-O—ILZERT S
HERERELET, FMICOVWTWE. TAppFabric DY —E AU OO0—)LOFER) #58BLTL
EEV,

"Version": "2012-10-17",
"Statement": [
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{

}

"Effect": "Allow",
"Action": ["appfabric:*"],
"Resource": "*"

"Sid": "KMSListAccess",
"Effect": "Allow",

"Action": ["kms:ListAliases"],
"Resource": "*"

"Sid": "S3ReadAccess",
"Effect": "Allow",
"Action": [
"s3:GetBucketLocation",
"s3:ListAl1MyBuckets"
1,

"Resource": "*"

"Sid": "FirehoseReadAccess",
"Effect": "Allow",
"Action": [

"firehose:DescribeDeliveryStream",

"firehose:ListDeliveryStreams"

]I

"Resource": "*"

"Sid": "AllowUseOfServicelLinkedRole",
"Effect": "Allow",

"Action": ["iam:CreateServicelLinkedRole"],

"Condition": {

"StringEquals": {"iam:AWSServiceName": "appfabric.amazonaws.com"}

iy

"Resource": "arn:aws:iam::*:role/aws-service-role/appfabric.amazonaws.com/
AWSServiceRoleForAppFabric"
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AWS Y &x—2 RR 1) 2 —: AWSAppFabricServiceRolePolicy

IAM T>>7 14 7 4 |Z AWSAppFabricServiceRolePolicy RV —&TRAYFITBD_EWEFTER
A, CORDVID—F, I—H—IZKH>T AppFabrichA 7V 3> 2RTITHEE2HTTS,
H—ERAIZVOEnEO-)LICTEYFENET, FMEICOWTE. TAppFabric DY —EAD >
JO0—)OERA Z5RLTLEEV,

T U AT O
CORID—IZE, ATOT IV EAFANEENRTVET,

 cloudwatch— AppFabric I Amazon CloudWatch AWS/AppFabric BEIZEICX KUY O A
TF—REANTDT IV EAERZ[FEL FF, Amazon CloudWatch I[ZR1EE 1 f=AppFabric X k
) O ADFMIZDOWTIE, "Amazon CloudWatch (Z &2 AWS AppFabric DE_Z) >4, #5
BLTLSEEV,

 s3-AppFabriclC, #EEL %= Amazon S3NT Y NMZCHRET— XD ANERZFELE T,

« firehose — AppFabric ", &% L %= Amazon Data Firehose BiIE A RN —AICHV)AEN =T —
SEMEITALOOT IV EAFAZRELET,

"Version": "2012-10-17",
"Statement": [

{
"Sid": "CloudWatchEmitMetric",
"Effect": "Allow",
"Action": ["cloudwatch:PutMetricData"],
"Resource": "*",
"Condition": {
"StringEquals": {"cloudwatch:namespace": "AWS/AppFabric"}
}
.
{
"Sid": "S3PutObject",
"Effect": "Allow",
"Action": ["s3:PutObject"],
"Resource": "arn:aws:s3:::*/AWSAppFabric/*",
"Condition": {
"StringEquals": {"s3:ResourceAccount": "${aws:PrincipalAccount}"}
}
},
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{
"Sid": "FirehosePutRecord",
"Effect": "Allow",
"Action": ["firehose:PutRecordBatch"],
"Resource": "arn:aws:firehose:*:*:deliverystream/*",
"Condition": {
"StringEqualsIgnoreCase": {"aws:ResourceTag/AWSAppFabricManaged":
"true"}
}
}
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L7,
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IRDIEERE. AppFabric & IAM OFERICH S THRET D AIEMEN H D — RN SZREODE P EEIC
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Zappfabric:GetWidget 7O AT EZF > TV EVBEICRETEZENDTT,

User: arn:aws:iam::123456789012:user/mateojackson is not authorized to perform:
appfabric:GetWidget on resource: my-example-widget
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AROAIGDTESTANDEXAMPLE:SampleUser",
"arn": "arn:aws:sts::111122223333:assumed-role/AssumedRole/SampleUser",
"accountId": "111122223333",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AROAXUFER33B4FVC2GCYR",
"arn": "arn:aws:iam::111122223333:role/AssumedRole",
"accountId": "111122223333",
"userName": "SampleUser"
.
"webIdFederationData": {3},
"attributes": {
"creationDate": "2023-05-31T21:11:15Z7",
"mfaAuthenticated": "false"
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}
I
"eventTime": "2023-05-31T21:22:16Z",
"eventSource": "appfabric.amazonaws.com",
"eventName": "CreateAppBundle",
"awsRegion": "us-east-1",

"sourceIPAddress": "3.90.81.91",
"userAgent": "Coral/Apache-HttpClient5",
"requestParameters": {
"clientToken": "64d9069f-e565-49a4-9374-6dc8631142e2"
},
"responseElements": {
"appBundle": {
"arn": "arn:aws:appfabric:us-
east-1:111122223333:appbundle/6aa92da®-5eeb-4ff4-aabf-4db7fd022adl",
"idpClientConfiguration": {
"samlAudience": "urn:amazon:cognito:sp:us-east-1_GEdGiavzr",
"samlRedirect": "https://6aa92da0-5eeb-4ff4-aabf-4db7fd022adl.auth.us-
east-1.amazoncognito.com/saml2/idpresponse",
"oidcRedirect": "https://6aa92da0-5eeb-4ff4-aabf-4db7fd@22adl.auth.us-
east-1.amazoncognito.com/oauth2/idpresponse"

}

iy
"requestID": "17el5a5d-8c66-46¢c7-ad5b-f521004fa9c2",

"eventID": "baldd847-86f6-4386-85be-0398e844a358",
"readOnly": false,

"eventType": "AwsApiCall",

"managementEvent": true,

"recipientAccountId": "111122223333",

"eventCategory": "Management",
"tlsDetails": {

"clientProvidedHostHeader": "frontend.fabric.us-east-1.amazonaws.com"
}
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