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clientToken
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POST /policy/check-access-not-granted HTTP/1.1
Content-type: application/json

{
"access": [
{
"actions": [ "string" 1],
"resources": [ "string" ]
}
1,
"policyDocument": "string",
"policyType": "string"
}
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BE. |IAM Access Analyzer I&, IBEEThEVY—ADDBELLEE 1 DICH/UTIEEE QLT D
2a2OPBLKEE12EERITIDTIELAZFIVILET,

#: Access 77TV MNDEFI

BIXN— | BHE0ERATY, ZEABF 1EHATT,

CheckAccessNotGranted APl /N\—> 32> 2019-11-01 9



IAM Access Analyzer APIUZ77L>2A

DA L

policyDocument

RVD—AFTVELTHERTS JSONRIS—RFIXT K,
RAT: XZF
DA L

policyType

RISZ—DBA47 . IDRIVZ—E, IAM T U NICT 7 AFAZ2NHE5LET, IDKRY
—=IZk, IAMO—=L, I—%—, FIL—TTOEBRIS—AVTAVRII—HNEELE
ER

JY—=ARVZ—RFAWS | VY —RAICHWIBTIELAHFAZANELERT, UY—ARUZ—IC
F. IAMO—J)LOEER)>—& Amazon S3NT Y NONTY KRV —HFEEFIRET,

B xF5|
B%h7x{E : IDENTITY_POLICY | RESOURCE_POLICY

Y= =4

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number
}
1,
"result": "string"
}

L AR ADEX APl /N—2 32 2019-11-01 10



IAM Access Analyzer APIUZ77L>2A
LARAER

ToarvHEHmTdE, Y—EAF HTTP 200 L AR AZRLET,

B—EAASHUTOTF—2A JSON EXTRENE T,
message
BEENLETIVEANFTFAENATVRIAESHERTIXY E—T,

AT XE5

reasons

EROHERDFA,

#: ReasonSummary 72T N OE

result

TOEANHAAENTVRIAESHZTFIVILERR. BRD DIJFEPASS, EEESNIZRY
=BT OERARFT IV NTREENET IV EAFAZHALELRA. BRY OBEFAIL.
BEEChERVS—RBTIOERAATZIONOT IO EAHAO—BE LRI INTEZHTIZEE
AHYWEY,

B =7

B/ {E : PASS | FAIL

17—
IRTOTIZAVICHBOIZ—C2VWTRK, "THBIZ—) 28RBLTSEEL,
AccessDeniedException

COTO2AVERITIBDTIBRT IV EAERI B REA,

HTTP A7 —XAJ—R:403

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —2AJ— R: 500

LARAER APl )N—2 32 2019-11-01 11



IAM Access Analyzer

APIUT77L2A

InvalidParameterException
BEENENTGX—ZHEYNTT,

HTTP A7 —XAJ— R:400
ThrottlingException

AOY MUV THIREBIZ—,

HTTP AF—& A0— K: 429

UnprocessableEntityException
BEENLEIVTATAZREBTEERLEATLL,

HTTP AT —XAJ— R:422

ValidationException
BELHIATZ—,

HTTP A7 —2AJ— R:400

LTOERESRLTSEET L,

s AWSIOXYRZAUVAVR—TIAA
* AWS SDK for .NET

* AWS SDK for C++

+ AWS SDK for Go v2

+ AWS SDK for Java V2

* AWS SDK for JavaScript V3

* AWS SDK for Kotlin

» AWS SDK for PHP V3

* AWS SDK for Python

* AWS SDK for Ruby V3

RTOBEHEZRLTEE L,

APl N—23 2 2019-11-01 12


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckAccessNotGranted
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckAccessNotGranted

IAM Access Analyzer APIUZ77L>2A

CheckNoNewAccess

BEORIV—EHBRLUT, BEMEALERID—CHLOLWTIORANFFAENATWVWRI A ES H R
LEY,

GitHub ® TIAM Access Analyzer custom policy checks samplesy YRS KU T, BRI —0fi
ZAFL, HILLWPIOEABOAARLRI D —FIVvO%BEYNTYTUTRITITBDHEEEET
EET, COURSRNUNDSBARY T —IE, existingPolicyDocument' J JTAKRNTAXA—ZIC
BENDEZBMELTVET,

VIOTARNDEX

POST /policy/check-no-new-access HTTP/1.1
Content-type: application/json

{
"existingPolicyDocument": "string",
"newPolicyDocument": "string",
"policyType": "string"

}

URIV O TARNNTZX—&

UOTIARTE URINSX—2EEALELA.

DO ITANRT A
UOTANELTO JSON BROF—2EZSHFANET,

existingPolicyDocument

BEORVS—OIAFTVELTHERATS JSON RIS —RFIXUN,
RAT: XE5|

DA L

newPolicyDocument

BHENLEARID—OOATVELTHERATS JSONRUS—RFIXT K,
247 XF5

CheckNoNewAccess APl /N—2 32> 2019-11-01 13


https://github.com/aws-samples/iam-access-analyzer-custom-policy-check-samples

IAM Access Analyzer

APIUZ77L>2A

DA L
policyType

KBS BRI —DRAT. DKUY —E, IAMTUSS/NLETF I AR TERSLET, ID
RUS—Clk, IAMO—)L, 1—H¥—, F—TOEBRIS—EAVFL RIS —FEER

£9,

)Y —ARD—FAWS, UY—RIZRFTB2TIOEAFAZ2AELET., UY—ARUZ—IZ
. IAMO—J)LOEBERIS—E Amazon S3ANT Y RONTY KRRV —AEENET, IDR
)= )Y —=ARV—RBEORNBAD., ThiE EERI S —X Amazon S3 /N7 Y KR

BEDBEDANEEETEET,
. 75
B%h7%{E : IDENTITY_POLICY | RESOURCE_POLICY

MAZE: (F L

L AR ADREX

HTTP/1.1 200
Content-type: application/json

{
"message": "string",
"reasons": [
{
"description": "string",
"statementId": "string",
"statementIndex": number

}
]I

"result": "string"

LARAER

ToavHRHmTdE, Y—ERAF HTTP 200 LARY AZRLET,

B—EALSUTOTF—2A JSON EXTRENET,

LARY ADHEX

APl /)N—2 32 2019-11-01 14



IAM Access Analyzer

APIUZ77L>2A

message

BHENLRI—AHLOWT O ER%E

RAT: XF5

reasons

BROHERD A,

#: ReasonSummary 72T 9 N DOE

result

FATRILESIHERTAY E—D,

FLOWTOEADTFIY VR, BRH OIFEPASS, BHEnLRUS—TRRHALLVT IR
FHFATEhEEA. BRH OBEFAIL, EFMENERUD—RBHLVTIOLRAZHATTEHE

AHVEY,
B: X753

B/ {E : PASS | FAIL

17—

IXTOTI72AVICHEBOIZ—ICO2VWTR,

AccessDeniedException

THEIZ—) 22RLTEET W,

COTI2IVERTIDTOBRT IV EAERI S EHA,

HTTP A7 —2 A0~ R: 403

InternalServerException
W%B-U-_/\‘_Ia_o

HTTP A7 —X2AJ— R:500

InvalidParameterException
BEENENTX—ZNFBENTT,

HTTP A7 —2AJ— R:400

APl /N—2 32 2019-11-01 15
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APIUT77L2A

ThrottlingException
AOY NUVTHIREBBIZ—,

HTTP 27— & A1— K: 429

UnprocessableEntityException
BEENEI T ATA4ZNEBTEEREATLLE,

HTTP AT —XAJ— R:422

ValidationException
BELHIATZ —,

HTTP AF—& 20— K: 400

LTOEREZRLTSEZL,

SEEAED AWSSDKs DWTNA TN APl ZFEA T2 HEDOFMICIOVTIE, UTE2SHBLTL

"

o
0k

o

AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

+ AWS SDK for Ruby V3

RTOBEHEZRLTEE L,

APl N—23 2 2019-11-01 16


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoNewAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoNewAccess

IAM Access Analyzer APIUZ77L>2A

CheckNoPublicAccess

DY —=ZARV—H, BEENEVY—ABRATANONT VY IOT IO EARHRTEZ LN ESH &
FIVvIOLEY,

VIOTARNDEX

POST /policy/check-no-public-access HTTP/1.1
Content-type: application/json

{
"policyDocument": "string",
"resourceType": "string"

}

URIUITARNNTGA—=R

UOTIANTE URINSA—2EEALEL A,

VO LTARNRTA

YUY IANEAT®O JSON BROF—RERFANET,

policyDocument

NTVYOFTOERAEFHMTS JSONRIT—RFIXURN,
AT XFEF
A L

resourceType

NTVYOTOEAZTFETEIVY—ADEAT, HlzxlE, Amazon S3NTY RADODNT VYD
TOELAZHEETDICE, UY—AZXALTAWS: :S3: :BucketlZ ZIBIRTEEXT,

BWBEELTHR—RENTVEVIY—ZARATDOHEE. IAM Access Analyzer lF T —%
BUET,

8 xF5

B8 : AWS: :DynamoDB: :Table | AWS::DynamoDB::Stream |
AWS: :EFS::FileSystem | AWS::0OpenSearchService: :Domain |

CheckNoPublicAccess APl /N—2 3> 2019-11-01 17



IAM Access Analyzer APIUZ77L>2A

AWS: :Kinesis::Stream | AWS::Kinesis::StreamConsumer | AWS::KMS::Key
| AWS::Lambda::Function | AWS::S3::Bucket | AWS::S3::AccessPoint

| AWS::S3Express::DirectoryBucket | AWS::S3::Glacier |

AWS: :S30utposts: :Bucket | AWS::S30utposts::AccessPoint |

AWS: :SecretsManager::Secret | AWS::SNS::Topic | AWS::SQS::Queue

| AWS::IAM::AssumeRolePolicyDocument | AWS::S3Tables::TableBucket

| AWS::ApiGateway::RestApi | AWS::CodeArtifact::Domain |

AWS: :Backup::BackupVault | AWS::CloudTrail::Dashboard |

AWS: :CloudTrail::EventDataStore | AWS::S3Tables::Table |

AWS: :S3Express: :AccessPoint

WAZE: (L

L AR ADREX

HTTP/1.1 200
Content-type: application/json

"message": "string",
"reasons": [

{
"description": "string",

"statementId": "string",
"statementIndex": number

}

]I

"result": "string"

LARAER
FOTAVHRBTBE, Y—E AR HTTP 200 L ARV ZAERLET,
$—ERAN SUTOF—RH JSON BRTEENET,

message
BEENERVS—HFVY—ZANONT VY IOT O AZHATEINESHERTAY -,

L AR ADEX APl /)N\—2 32 2019-11-01 18
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AT XFH

reasons

BEENEVY—ARVI—=HFVYIY—=ABZALATONT VY IOTOAZHATHIEHADOU AN,

#: ReasonSummary 77> 19 N DEL5|

result

BEENIEZVY—RRATANONT VY IOTIOERAEFITY VLERER. BRY DIFBEPASS,
RID—RBEEENLEVY—ARRATANONT VY IOTIOERAZHALERA. BRHN 05
BFAIL, RUS—REEENEVY—ARLATAONT VY OT VA EHATREENHYE
EE

B x=F5

B/ {E : PASS | FAIL

ITZ7—
IRTOTIZAVICHBOIZ—CO2VWTR, "THEBIZ—) 22RBLTSEEL,
AccessDeniedException

COTI2IVERTIDTOBRT IV EAERI S EEA,

HTTP A7 —XA—R:403

InternalServerException
W%B-U-_/\‘_Ia_o

HTTP A7 —X2AJ— R:500

InvalidParameterException
BEEENENFX—ZHNENTT,

HTTP A7 —XAJ— R:400
ThrottlingException

AOY NUZTHIREBIZ—,

HTTP A7 —2AJ— R:429

Io— APl /N—2 32 2019-11-01 19
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APIUT77L2A

UnprocessableEntityException
BEENEIDTATA4Z2NEBTEERATLLE,

HTTP A7 —&A0— K: 422

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— R:400

LTOEREZRLTSEZL,

SEEAED AWSSDKs DWThA TN APl ZFEA T2 HEDOFMICIOVTIE, UTE2SHBLTL

"

o
0k

o

AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3

RTOBEHEZRLTEE L,

APl /N—23 2 2019-11-01 20


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CheckNoPublicAccess
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CheckNoPublicAccess

IAM Access Analyzer APIUZ77L>2A

CreateAccessPreview

DY—AQOT O AFAZ7T7043%8C. JY—AD IAM Access Analyzer D HEFHERZ 7L
E1—T&370tA7TLEI—ZERLET,

VOTANDEX

PUT /access-preview HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"configurations": {
"string" : { ... }
}
}

URIVIZITARNNTZX—=Z

UOTANTE URINSA—2EBALEL A,

VO TARNKRT A

UIIANETO JSON KRDOF—REZHFANET,

analyzerArn

FORATLEI—OERICERAENDTHINT 54 —0 ARN, Account XA
EACtiVeRT—RAZE DT FSA Y —DOTF VAT LEI—DO&EEKTEEXT,

AT XE5
Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

DA L

clientToken
DTAT U NN—D2,
AT XF5

CreateAccessPreview APl /N—2 3> 2019-11-01 21


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APIUZ77L>2A

WA VWA

configurations

TORATLELI—OERICERAETNZ VY —AOT VA NO—ILE&E. TIO/EATL
Ei—-lE, BREALET7I7EAOYMNO—LRETY Y —ARICHAENEABT VL AOKRE
RRFIEENFET, RELER 1 DOEBEROANBENTVIMBEN BV ET,

&4 7" Configuration Z7 T U KNI Y TANOXFHTT,
WAZE: [

LARADEX

HTTP/1.1 200
Content-type: application/json

{

"id": "string"
}
LARAER

TO2AVHFEUMTDE, T—EARFEHTTP 200 LAR AZRLET,

H—EALSUTOTF—2A JSON EXTERENET,

id
TOEAT7LEI—DO—EOD ID,
RAT: XE5|
INZ—>: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{s}-[a-f0-9]1{4}-[a-f0-9]1{12}
I5-

IXRTOTI72AVICHBOIZ—IC2VWTR, "HEBIZ—) Z22RLTSEZL,

AccessDeniedException

TOIAVERTIBDTOBRTIVEAERIHUREA,

L AR ADEX APl /N—2 32 2019-11-01 22
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HTTP A7 —XAJ—R:403

ConflictException

BMEBIALZ—.

HTTP A7 —2AJ— R:409

InternalServerException
W%B-Ij-_/\‘_la_o

HTTP A7 —XAJ— R: 500

ResourceNotFoundException
BELEVDY—ANE2PYEREBATLL,

HTTP 27 —2 10— K: 404

ServiceQuotaExceededException
"j'—l:“7\§|ﬁﬁﬁo) _ﬁli_o

HTTP AT —XAJ— R:402
ThrottlingException

AOY MU THREBBIZ —,

HTTP A7 —XAJ—R: 429

ValidationException
BELHIATZ —,

HTTP A7 —2AJ— R:400

LTOEREZRLTSEZL,

SREBD AWS SDKs DVWFhA T D API ZFATAFEOFMICOVWTE., UTZ5RL T
T L

[
0k

« AWS NV RTGAVAVR—TIARA
« AWS SDK for .NET

UTOERESRBLTSEEL, APl /N\—< 3> 2019-11-01 23


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer

APIVT77L>RA

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3
+ AWS SDK for Python

+ AWS SDK for Ruby V3

RTOERESRL T EE W,

APl /N—23 2 2019-11-01 24


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateAccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateAccessPreview

IAM Access Analyzer

APIUT77L2A

CreateAnalyzer
THIVROTFS5 L —%ERLET,

VOTARNDEX

PUT /analyzer HTTP/1.1
Content-type: application/json

{
"analyzerName": "string",
"archiveRules": [
{
"filter": {
"string" : {

"contains": [ "string" 1],

eq":
"exists": boolean,
||mn: [ "String" ]

[ "string" 1],

}
},
"ruleName": "string"
}
1,
"clientToken": "string",
"configuration": { ... 1},
"tags": {
"string" : "string"

o
"type": "string"

URITVIJITARNZX—&

VDOTARTR URINGX—2ZFEALELE A,

JOTARNKRTA

JOTARNEUT®D JSON EXDT—RZZ T ANKT,

CreateAnalyzer

API /N—23 2 2019-11-01 25
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analyzerName

ERIBTFZAH—DHET,

247 XF5

REOFKN: &ZPIRIEF1TT, GEARE 255 TT,
INR—2: [A-Za-z][A-Za-z0-9_.-]*

DA L

archiveRules
TFoAY—RICEBMT2T7—HATIN=ILZEELET, 7T—HA47I—I)LE. L—IICEE
LEEEZ B E-IREGEREZBHNICT—HATLET,

2 4 7" InlineArchiveRule #7219 N DEL5|

HAE WWZ
clientToken

VAT NN=02,

247 XFF

HAE WWZ

configuration
| Y |

TFZ2A—OREEZEELET, TTFZA TN REAOT I AT FHZA4H—0FE, BE
TNERERAOT7 VEAEBEANRECEAESNETT, P7HFZ7AY—HDNABT IO CATFZ74H¥—
NEE. BESCHEABT I EAGHIL—ILARECERAENET,

#: AnalyzerConfiguration 77> T U

ECOFATSIONIHAGKTT, COATZIIRNDODXAYN—E 1 DETIEEELEEEBT
EEXT,
Y= WIRY-4

tags

TFoAY—I_BATRZF—EEORT OB, Unicode XF. BF. ZTH. _. . .. /=. +,
B OEY NEFEHRATEET -,

DOTARNRKT A APl /N—2 32 2019-11-01 26
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APIUZ77L>2A

2TF—TR., RENM1~128NFOEZIEETE, ZTLTAVIARELTHEATRERT

EFEtBAaws:.
RTEICE, 0~256 NFOREDEZIEETEET,
B XYZHHASXEFHADIY S

WA VW R
type

ERTDTFTFZAH—0ORAT, V=230 CTAIRIEERTED T4
12EFTY, V=232l HBICECBRARS 2OTF 74 —ZEKTEERT,

. xF5|

B%h7s{E : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS
| ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

Y= =4

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{

"arn": "string"
}
L AR AEE

ToOIaVHFRMITBE, H—ERARF HTTP200 L AR AZRLET,
H—EADLSUTOTF—24 JSON EXTRENET,
arn

VOTARNIK > THERENIETFZ 4 —0 ARN,

247 XFF

LARY ADEX APl /N—2 32 2019-11-01 27
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INZ—=" [~ *e[Ae]* [~ ]* [~ ]*: [~ ]*analyzer/. {1,255}

I5-—
IRXTOTI72AVICHBOIZ—IC2V0WTR, "HEBIZ—) Z22RLTSEZL,
AccessDeniedException

COTFI2AVERITIBDTIBRT IV EAERF S REA,

HTTP A7 —2AJ— R:403

ConflictException
BEBIALZ—,

HTTP A7 —XA— R: 409

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —X2AJ— R:500

ServiceQuotaExceededException
"j'—|1“7\§|ﬁﬁﬁ0) _ﬁli_o

HTTP A7 —XAJ—R:402
ThrottlingException

AOY MUV THBREBIZ—,

HTTP A7 —2 A0~ R: 429

ValidationException
BEEBIATLZ —,
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PUT /analyzer/analyzerName/archive-rule HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
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"ruleName": "string"
}

URITUIJITARNZX—&

DOTARTR, RO URINTZA—RZFEAL XTI,

analyzerName

ERENET FZA Y —DRHE,
RETOHIRE : F)PER 1. BAXRE 255 T,
INZ—>: [A-Za-z][A-Za-z0-9_.-]*

DA L

CreateArchiveRule

APl /N—23 > 2019-11-01 30


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-reference-filter-keys.html

IAM Access Analyzer APIUZ77L>2A
VO TARKT 4

JOTARNEUT® JSON EXDT—REZITANKT,

clientToken
DZATRN=02
247 XFF
WA VWWZ
filter
=L DEZE,
&4 7 Criterion 772 T ORI Y T7AOXFHTT,

WAZE: L

ruleName
ERTBIL—IL DA,
2AT: XF5
REOFK: ZIRIEF1TT, BARE 255 TT,
NZ—2:[A-Za-z][A-Za-z0-9_.-1*

MAZE: (F L)

L AR ADREX

HTTP/1.1 200

LARYAER

TOIAUNFRBUERES., Y—ERKRZEDO HTTP A3 %32 HTTP 200 L AR AZIRL E T,
Ir7—

IXTOTIZAVICHBOIZ—ICO2VWTR, THEBIZ—, 28RLTKEE,

DOTARNRKT A API /N—23 2 2019-11-01 31



IAM Access Analyzer APIUZ77L>2A

AccessDeniedException
COTVIAVERTITDTHRBT VAR B ELEA,

HTTP 27 —%Z0— K: 403

ConflictException
ﬁﬁé 'MsI 3 o

HTTP A7 —XAJ—R: 409

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —XAJ— R: 500

ResourceNotFoundException
BEELEVY—ANFRI2AVEREBATL I,

HTTP A7 —XAJ—R:404

ServiceQuotaExceededException
"j'—|f7\§|ﬁﬁﬁ0) _:Zékla_o

HTTP A7 —X A— R: 402
ThrottlingException

AOY RN THIRBBIZ —,

HTTP A7 —XAJ—R: 429

ValidationException
BELBIATZ —,

HTTP 27— & Z1— K: 400

LTOEREZRLTSEZL,

SREBD AWS SDKs DVTFhA T DO API ZFATAHFEOFMICOVWTE, UTZ5RLTL
W

i
0k

UTOERESRBLTSEEL, APl /N\—< 3> 2019-11-01 32



IAM Access Analyzer

APIVT77L>RA

s AWS NV RIAVAVR—TIAA

» AWS SDK for .NET

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3

RTOERESRL T EE W,

API /N—2r3 2 2019-11-01 33


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/CreateArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/CreateArchiveRule

IAM Access Analyzer APIUZ77L>2A

DeleteAnalyzer

BEENhLETF A4 —2HRLET, THo7A4/F—ZzHKRTR L, BEFLREBFEOI—23 20
THOY NELFBABICKL T IAM Access Analyzer FEMICBEVY ET, PFIAHF—IC&>TERK
TNhERBEREINTHIBRENET, COTIVVIAVRTICRTIENTEEE A,

VIOTARNDEX

DELETE /analyzer/analyzerName?clientToken=clientToken HTTP/1.1

URIUOITARNTA—A&
JOTARNTR, XOURINSAXA—2%ZFEALET,

analyzerName

HIBRT 27 FSA ¥ —D A,
RETOEIR : ZFIPER 1. RARE 255 T,
INR—2: [A-Za-z][A-Za-z0-9_.-]*

DA L

clientToken

DAT 2 MN=020

VO TARNEX

VDOTANCDOTARENABY) T A

L AR AN

HTTP/1.1 200

L AR AEE

TO2avhBUMLIESRE., T—EARZEDO HTTP XX Z#HF D HTTP 200 L AR AZRL £ T,

DeleteAnalyzer APl /N—2 32 2019-11-01 34



IAM Access Analyzer

APIUZ77L>2A

I5—

IRTOTIZAVICHBOIZ—COVWTR, "HEBIZ—) 28RLTSEEL,

AccessDeniedException
COTI2AVERTITDTHRBRT VEAERIH )RR A,

HTTP A7 —XA—R:403

InternalServerException
W%B-Ij-_/\‘_li_o

HTTP A7 —2AJ— R: 500

ResourceNotFoundException
BELEVY—ANFRI2AVEREBATL L,

HTTP AT —X A— R: 404
ThrottlingException

AQY NUZTHIRBBIZ—,

HTTP A7 —XAJ— R:429

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— R: 400

UTOEHREZRLTSLEE WL,

SREEBED AWSSDKs DWITNA TN API ZFEAIT R HEDEHEMICOVWTIE, UTZ2SBL TL

2EW,

r

«c AWS XV RIAUVAVEZ—TI[AA
« AWS SDK for .NET

« AWS SDK for C++

« AWS SDK for Go v2

API /N—23 2 2019-11-01 35


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteAnalyzer

IAM Access Analyzer

APIVT77L>RA

* AWS SDK for Java V2
« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3
+ AWS SDK for Python

» AWS SDK for Ruby V3

RTOERESRL T EE W,

API N—2r3 2 2019-11-01 36


https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteAnalyzer

IAM Access Analyzer APIUZ77L>2A

DeleteArchiveRule
EBEENET—AA4T =L E2HBKRLET,
JOTANDEX

DELETE /analyzer/analyzerName/archive-rule/ruleName?clientToken=clientToken HTTP/1.1

URIVOITARNTX—=&
UOTIANTE, RO URINSA—2EBALET,

analyzerName

HIBRT 2T —HA7IL—ILICBEERGF ST oS4 —DBH,
RETOFIR : {ZFPER 1. RREKWEE 255 T,
INR—2: [A-Za-z][A-Za-z0-9_.-]*

WA L

clientToken

94T NN=02,

ruleName
HIBRT B IL—ILDEHI,
REOFIR : JPhR1. BARWE 255 TT,
INZ—>: [A-Za-z][A-Za-z0-9_.-]*

WAZE: L

JOTARNKRTA
DOTARCDITAREIAHYEE A,
L AR ADEX

HTTP/1.1 200

DeleteArchiveRule APl /N—2 3> 2019-11-01 37



IAM Access Analyzer APIUZ77L>2A
LARAER

TOavFRMLEEES., H—ERKZEDO HTTP A %D HTTP 200 L AR AZBRULET,

I5—
IRTOTIZIAVICHBOIZ—ICO2WTR, THEBIZ—, 22RBLTEEL,
AccessDeniedException

COTI2AVERITIBDTIBRT IV EAERI S RE A,

HTTP A7 —2AJ— R:403

InternalServerException
W%Bﬂ_/\‘_la_o

HTTP A7 —2AJ— R: 500

ResourceNotFoundException
BELEVDY—ANE2PYEREBATLL,

HTTP AT —XAJ—R:404
ThrottlingException

AOY MUV THIBREBIZ—,

HTTP AF—& A0— K: 429

ValidationException
BEEBIATLZ —,

HTTP A7 —XAJ—R:400

LTOEHREZRLTSEE W,

SREBED AWS SDKs DVWIFhA T D API ZFEATAHFEOFMICOVWTE, UTZ5RLTL
ZEW,

« AWS NV RTIAVAVR—TIARA

LARAER APl /N—23 2 2019-11-01 38


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/DeleteArchiveRule

IAM Access Analyzer

APIVT77L>RA

» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3
+ AWS SDK for Python

* AWS SDK for Ruby V3

RTOERESRL T EE W,

API N—2r3 2 2019-11-01 39


https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/DeleteArchiveRule
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/DeleteArchiveRule

IAM Access Analyzer APIUZ77L>2A

GenerateFindingRecommendation
REAOT VL AFTORBERICETHHBEEEERLET,

VIOTARNDEX

POST /recommendation/id?analyzerArn=analyzerArn HTTP/1.1

URIVITIARNZA—=Z
UOTANTE, RO URINSA—2EBEALET,

analyzerArn
HBRLOADF—2a0ERICERENDT7 24 —0O ARN,

INZ—="  [A]*[A]* [~ )% [~ ][~ ]*ranalyzer/. {1,255}

WAZE: L

FBRLIOXF—2a3a>0—E0 1D,
REOFIR : &K 1. FARIF 2,048 T,

DA L

VO TARNKRT 4
UOTANCUOIANAIN BV ER A,

L AR ADEX

HTTP/1.1 200

LARAER

TO2avhHBUMLIESRE., T—EARZEDO HTTP XX Z#HF D HTTP 200 L AR AZRL £ T,

GenerateFindingRecommendation APl /N—2 32> 2019-11-01 40


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APIUZ77L>2A

17—

INTOTIAVICHBOIZ—ICO2VWTR, "HBIZ—, 22RBLTEEL,
AccessDeniedException
COTIVAVERTIDTHBRT IV RAERI HYEE A,

HTTP A7 —2AJ— R:403

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —X A1— R: 500
ThrottlingException

AOY MUV THIREBIZ—,

HTTP A7 —2AJ— R:429

ValidationException
BEEBIATL S —,

HTTP A7 —2AJ— R:400

LTOEHRESZRLTSEE W,

SREBD AWS SDKs DVWTFhA T D API 2FEATAHFEOFMICOVWTE, UTZ5RLTL
T L

i

AWS ARV RZAAVRZ—TI(AA
* AWS SDK for .NET

* AWS SDK for C++

+ AWS SDK for Go v2

+ AWS SDK for Java V2

* AWS SDK for JavaScript V3

* AWS SDK for Kotlin

* AWS SDK for PHP V3

Io— API N—23 2 2019-11-01 41


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation

IAM Access Analyzer APIV77L>2A

+ AWS SDK for Python
* AWS SDK for Ruby V3

AToEHESRLTEEL, APl /N\—2 32 2019-11-01 42


https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GenerateFindingRecommendation
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GenerateFindingRecommendation

IAM Access Analyzer APIUZ77L>2A

GetAccessPreview
EEENETFSAY—OF IR LE1I—ICHIT2BEHREMELET .

VIOTARNDEBX

GET /access-preview/accessPreviewId?analyzerArn=analyzerArn HTTP/1.1

URIVVITARNTX=Z
UOTIARNTR, RO URINSA—REEALET,

accessPreviewld

TOEA7LELI—DO—ED ID,
NZ—>:[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{12}

DAZE: L
analyzerArn
TOEA7LEI—OERICERAEND T T4 —0 ARN,

INE—=" [~ ][~ %[~ ]*:[~:]*:[~:]*:analyzer/. {1,255}

WAZE: L

JOTANRKRTA
DOTANCUSTIAREX A BV ER Ao

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{

"accessPreview": {
"analyzerArn": "string",
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"configurations": {
"string" : { ... }

},

"createdAt": "string",

"id": "string",

"status": "string",

"statusReason": {
"code": "string"

}
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{
"resource": {
"actions": [ "string" 1],
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"isPublic": boolean,
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sharedVia": [ "string" ],
"status": "string",
"updatedAt": "string"
}
}
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzedResource
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzedResource
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzedResource
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GetAnalyzer
BEENETFSAY—CETBHREMELET.

VOTARNDEX

GET /analyzer/analyzerName HTTP/1.1

URIUITARNTGA=Z
UOIARTR, ROURINSA—REEALET,

analyzerName

BEBLETFZAY—0RH,
RTOHIRE : PR 1. BXEE 255 T,
INZ—>: [A-Za-z][A-Za-z0-9_.-]*

DA L

O TARNKS A
DOTARNIVIOIAREIA BV ER A

L AR ADREX

HTTP/1.1 200
Content-type: application/json

{
"analyzer": {

"arn": "string",

"configuration": { ... 1},
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",

"name": "string",
"status": "string",

GetAnalyzer
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"statusReason": {
"code": "string"

3,
ntagsn: {

"string" : "string"
1,
Il.t::,Ee

": "string"

L AR AER

TOavNFEHmTdeE, H—EAEHTTP200 L AR AZIRLET,

H—EANSUTOF—2H JSON EXTRENET,

analyzer
THoAH—ICB I3 EHEEOAnalyzerSummaryF 7219 K,

#: AnalyzerSummary #7219 k

17—
IRTOTIZIAVICHBOIS—ICO2WTR, "THEBIZ—, 22RBLTEEL,
AccessDeniedException

COTI2AVERITIBDTIBRT IV EAERI B EEA,

HTTP A7 —XAJ—R:403
InternalServerException

REH—N—ITF—,

HTTP A7 —2AJ— R: 500

ResourceNotFoundException
EELEVY—ANFROAVEREBATLL,

HTTP A7 —2AJ— R: 404
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ThrottlingException
AOY NUVTHIREBBIZ—,

HTTP 27— & A1— K: 429

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— R:400

LTOEREZRLTSEZL,

SEEAED AWSSDKs DWThA TN APl ZFEA T2 HEDOFMICIOVTIE, UTE2SHBLTL
L A

o
0k

AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetAnalyzer
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetAnalyzer
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GetArchiveRule

T—AA47L—ILICETRERERBLET,

T—HAATIL=ILOERICERATEZ 74N EZ—F—ICO20TR, IAMI—H—HA RO "IAM
Access Analyzer 7 1 )L —F— 1 ZZRL T EEL,

VIOTARNDEBX

GET /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1

URIUITIARNNTZA=Z
UOIARTR, RO URINSX—REFALET,

analyzerName

L=INZWBITEDT T4 HF—DRH.,
RETOFIR : & PKR 1. RAEWE 255 T,
INR—2: [A-Za-z][A-Za-z0-9_.-]*

DA L

ruleName
MEIT2IL—ILDAEH,
REOFIR : &PR 1. BARE 255 TT,
NZ—>:[A-Za-z][A-Za-z0-9_.-1*

DAZE: L

O TANKT A
DOTARNCDIIAREXABY) KB A,

L AR AN

HTTP/1.1 200
Content-type: application/json
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"archiveRule": {
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
1,

"ruleName": "string",

"updatedAt": "string"

LARYAER

TO2AVHEUNTDE, Y—EAGFEHTTP200 LAR AZRLET,

B—EALSHUTOTF—2A JSON EXTRENET,

archiveRule

T=AATL—=ILICEITRIEBRIEENETT, 7—HATIL—LE, L—ILOERECERL =

BEEEZBLEIHLVEREZEBNCT—HITLET,

#: ArchiveRuleSummary 7 T 9 K

I5-—

IRXTOTIIAVICHBOIZ—ICOWTR,

AccessDeniedException

COTIIAVERTIBDTABRT IVEAERNI B TR A

HTTP A7 —2AJ— R:403

InternalServerException

W%B-U-_/\‘_Ii_o

BIZ—1 Z2RLTSEETW,

LARYAER
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HTTP A7 —XAJ— R: 500

ResourceNotFoundException
BELEVDY—ANE2PYEREBATLL,

HTTP AT —X A— R: 404
ThrottlingException

AOY MU THREBBIZ —,

HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP 27— 20— K: 400

LTOERESRLTSEZL,

SEEAED AWSSDKs DWTNA TN APl 2R T2 HEDOFMICOVTIE, UTE2SHBLTL

"

o
0k

o

AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetArchiveRule
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetArchiveRule
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GetFinding

BEEENREZERICEIZIBEREREBLET, GetFinding & GetFindingV2 lF&EE55 € IAM R
I—AT—KRX2V MO ActionEFaccess-analyzer:GetFindingT Zf#RA L& 9, access-
analyzer:GetFinding 79232 2RITI3ICE. TV RAFANFrSETYT,

(@ Note

GetFinding l&. ABT VAT FSAHF—TOHYR—RENTVWET, RET7IEATF
FSAY—ERERDT UV EART F+Z 4 Y —IZIk GetFindingV2 2R T2 HEN BV ET,

JVOTANDEX

GET /finding/id?analyzerArn=analyzerArn HTTP/1.1
URIUJITARNTZX—&
DOITARNTR., RO URINZX—2ZFEALET,

analyzerArn
BREZERZERLET T4 —0O ARN,

INZ—=2 [N *e[A]* [~ ]* [~ ]*: [~ ]*ranalyzer/. {1,255}

DAZE: L

WMEITIERD ID,
DA L

VO TARNKTA
UOIANCUITAREXA &Y EE A,
L AR ADEX

HTTP/1.1 200
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Content-type: application/json

{
"finding": {
"action": [ "string" 1],
"analyzedAt": "string",
"condition": {
"string" : "string"
1,
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
1,
"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"sources": [
{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

1,

"type": "string"

}
1,
"status": "string",
"updatedAt": "string"
}
}

LARYAER

TOAVHEUNTRDE, Y—EAGFEHTTP200 LAR AZRLET,

H—EANPSUTOT—2A JSON EXTRENE T,

finding
BREZEROFMEZESOFindingA 72T UK,

LARYAER
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B: Finding #7721 U K

17—

IXTOTIZIAVICHBOIZ—ICOVTR, "THEBEIZ—, 28RLTKEEL,

AccessDeniedException
COTI2AVERITIBDTIRBRT IV EAERI B EEA,

HTTP A7 —XAJ—R:403

InternalServerException
W%B-Ij-_/\‘_li_o

HTTP A7 —XAJ— R:500

ResourceNotFoundException
EE]LLEUY—ANROAVEREBATLL,

HTTP AT —X2A0— R: 404
ThrottlingException

AO0Y MUV THIREBIZ—,

HTTP AF—& A0— K:429

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— R: 400

UTOEHREZRLTSLEE WL,

SHEBD AWS SDKs DVIFIA T DO API Z2FEAITZFEOFMICOVWTE., UTZ5RL T

ZE W,

« AWS NV RIAVAVR—=TIAA
« AWS SDK for .NET
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+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3
+ AWS SDK for Python

+ AWS SDK for Ruby V3

RTOERESRL T EE W,
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFinding
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFinding
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APIUZ77L>2A

GetFindingRecommendation

BEENLETFZAY—OREBROLIXF—23 2V ICHRIZEHRERELET.

JOTANDEX

GET /recommendation/id?

analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken HTTP/1.1

URIVITARNTGA=Z
UUIARNTE, RO URINSA—2EEALET,

analyzerArn
HBRLOADF—2a > 0ERICERE NS T 24 —0O ARN,

INZ—=2 [~ * [~ ]* [~ ]*: [~ ]*: [~ ]*analyzer/. {1,255}

DA L

BRLIOAXDTF—>3>0—E0 ID,
REOHFIR : &PR 1. ZRAKE 2,048 TT,

WA EV

maxResults
LARATRENDEROEARI,

BahsgE: &/MEE 1 TF, mAMER 1000 TT,

nextToken

BENEHEROR—DREICFERAEhD =02,

VO TARNKX

VDOTANCVDIOTAREKNABY) EHE A

GetFindingRecommendation
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L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"completedAt": "string",
"error": {
"code": "string",
"message": "string"
}
"nextToken": "string",
"recommendationType": "string",
"recommendedSteps": [
{ ...}
1,
"resourceArn": "string",
"startedAt": "string",
"status": "string"
}

LARAER
ToavHFRHsdE, Y—ERAFE HTTP 200 LARY AZRLET,
H—EANPSUTOT—2A JSON EXTRENET,
completedAt
BRLIOADF—2a20BENFTT LKA,

BAT  BALARYT

error

BROLOAXDTF—23a > OBENRRL LEHICE T 2FAFR.

- RecommendationError 77 T 9 N

nextToken
BENEHREOR—DBEICERAEND N—0 2,

247 XFF
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recommendationType

BROLOAXADF—=232 0847,
. X735

B3’ {E : UnusedPermissionRecommendation

recommendedSteps

REBRIIHRBEIDZATYTOTIIL—T,

#: RecommendedStep A7 T MO E S

resourceArn

BREERD) Y —AD ARN,
RAT: XE5

INZ—2 arn:[A:]* [~ ]* [~ ][]
startedAt

BRLIOAXDTF—2 a2 0MBHYRBEE NI,

BAT BALARYT

status
HEBL OX O F—2a3a > oOmMEBORAT—2 A,
. xF5|

B%h7s{E : SUCCEEDED | FAILED | IN_PROGRESS

I5—
IRXNTOTIZAVICHBOIZ—CO2VW TR, "THBIZ—) 28RBLTSEEL,
AccessDeniedException

COTFI2AVERITIBDTIBRT IV EAERF B REA,

HTTP A7 —2AJ— R:403
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InternalServerException
W%B-U-_/\‘_Ia_o

HTTP AF—& 21— K: 500

ResourceNotFoundException
BELEVDY—ANRE2DPYEREATLE,

HTTP AT —XAJ—R:404
ThrottlingException

AOY MU THREBBIZ —,

HTTP AT —XAJ— R:429

ValidationException
BELHIATZ—,

HTTP A7 —2AJ— R:400

LTOERESRLTSEET L,

s AWSIOXYRZAUVAVR—TIAA
* AWS SDK for .NET

* AWS SDK for C++

+ AWS SDK for Go v2

+ AWS SDK for Java V2

* AWS SDK for JavaScript V3

* AWS SDK for Kotlin

» AWS SDK for PHP V3

* AWS SDK for Python

* AWS SDK for Ruby V3

RTOBEHEZRLTEE L,
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https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingRecommendation
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GetFindingsStatistics
AT O EAE LG RERDT I EAT TS/ ¥ —OEHERBHOUANERBLET,

VOTARNDEX

POST /analyzer/findings/statistics HTTP/1.1
Content-type: application/json

{

"analyzerArn": "string"
}

URIDJITARNNTZX—&

VDOTARNTR URINGX—RZFERALER A,

O TARRT A

DOTARNIUT®D IJSON EXDTF—RZ2ZFANETT,

analyzerArn
HAADERICERAENDT T4 —0O ARN,

AT SLFF
Pattern: [A:]*:[~:]*: [~ ]*:[~:]*:[~:]*:analyzer/.{1, 255}

DA L

L AR ADIEX

HTTP/1.1 200
Content-type: application/json

{
"findingsStatistics": [
{ ... 1%
A,
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"lastUpdatedAt": "string"

LARAER
TOAVHEUNTRDE, Y—EAGFEHTTP200 LARAZRLET,
H—EALSUTOTF—24 JSON EXTEREENET,

findingsStatistics

AT OECARIEERERADT V t ABREBRFA DT IL—T

#: FindingsStatistics 77 T2 N D&%
lastUpdatedAt

BREGBRETOMBIRRIIENENLEL, BEELET FZ7A4 Y —0OREERGEFTH URTICE
BENTLVEVWEE, COT71—I)LREATEThEE A,

BAT: BALARYT

I5—
IRXTOTI72AVICHBOIZ—IC2VWTR, "HEBIZ—) Z22RLTSEZL,
AccessDeniedException

COTIIIAVERTIDTOBRT IV EAERI S EE A,

HTTP A7 —2AJ— R:403

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —XAJ— R: 500

ResourceNotFoundException
BELEVDY—ANE2PYEREATLL,

HTTP 27 —2 20— K: 404
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ThrottlingException
AOY NUVTHIREBBIZ—,

HTTP 27— & A1— K: 429

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— R:400

LTOEREZRLTSEZL,

SEEAED AWSSDKs DWThA TN APl ZFEA T2 HEDOFMICIOVTIE, UTE2SHBLTL
L A

o
0k

AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingsStatistics
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingsStatistics
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GetFindingV2

BEEThEREFRICEITZEHRENMBLET, GetFinding & GetFindingV2 lFE55% IAM R
I—AT—KRX2V MO ActionEHaccess-analyzer:GetFindingT Z#ERA L ¥, access-
analyzer:GetFinding 7923 ZRTI3ICE. TV EAFANIBETT,

VOTANDEX

GET /findingv2/id?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URITUITARNTA=Z
UUIARNTE, RO URINSA—REEALET,

analyzerArn

BREBREZERLET 745 — 0 ARN,

INZ—="  [Ae]* e [A]* [~ )% [~ ][~ ]*ranalyzer/. {1,255}

DA L

HEI2HERD ID,

DA L

maxResults

LARATRENDEROFZARE,

nextToken

1

BENEHEROR-—DFEICEREND =T,

VO TARNEX

VDOTANCVDOTAREKNABY) T A
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L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingDetails": [

{ ...}

1,
"findingType": "string",
"id": "string",
"nextToken": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"

}

L AR AER
TO2avhAEMmddE, Y—ERRBFHTTP200 LAR AZIRLET,
H—EALSUTOTF—2A JSON ERXTRENET,
analyzedAt
REBRZERLEVY—AR—RAORI D —F LR IAM I T4 T4 e hizKZl,

BAT  BALARYT

createdAt
BREBERNMERE h -8Bz,

BAT: BALARYT

error

Ii_o
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RAT XFH
findingDetails

BREZERICOVTEHBAL, ZRICHOTEIAECOVTOHA I AZBHEIZIO0-HT 4 X&E
nNfEXvt—>,

#: FindingDetails #7< T2 KO &5

findingType
BRORAT . ABT O CATFZ5AH—0DBE. ZA47F T
JExternalAccess, RIEADT I AT T4 HF—DHE. FA47&

UnusedIAMRole, UnusedIAMUserAccessKey, UnusedIAMUserPassword, &7l T
FUnusedPermission. AT VAT F S A H—DFE. X147 & TJInternalAccess,

B =25

B/ {E : ExternalAccess | UnusedIAMRole | UnusedIAMUserAccessKey |
UnusedIAMUserPassword | UnusedPermission | InternalAccess

BEBITHHERD ID,
AT XFF
nextToken
BENLEHROR—DHEICFEAENDZI =D,
RAT: XF5|
resource

BREBRZERLEVY—A,
247 XFF

resourceOwnerAccount

)Y —AZFEBETS Tye AWS 7HJ> N IDo
AT XFF

resourceType

REZERTHERIIEND VY —ADRALT,
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. xF5

BRh75{E : AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda::Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

status

WERRODAT—2A,
. x5

B%7%5{E : ACTIVE | ARCHIVED | RESOLVED
updatedAt

RBRIEHES KR,

BAT: BALARYT

I5—
IXRTOTI7AVICHBOIZ—IC20WTR, "HEBIZ—) Z22RLTEZL,
AccessDeniedException

COTI2AVERITIBDTIBRT IV EAERI B REA,

HTTP A7 —2AJ— R:403

InternalServerException
W%B-Ij-_/\‘_lﬁ_o

HTTP A7 —2AJ— R:500

ResourceNotFoundException

EELEVY—AANROAVEREATL L,
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HTTP A7 —X A— R: 404
ThrottlingException

AOYRNUYTHROBBIZ—,

HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP 27— 20— K: 400

LTOERESRLTSEZL,

SEEAED AWSSDKs DWThA TN APl 2R T2 HEDOFMICOVTIE, UTE2SHBLTL
kL A

o
0k

AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

+ AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetFindingV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetFindingV2

IAM Access Analyzer APIUZ77L>2A

GetGeneratedPolicy

EHEALTERENER) S —ZEIE L £JStartPolicyGeneration,

VOTANDEX

GET /policy/generation/jobId?
includeResourcePlaceholders=includeResourcePlaceholders&includeServicelLevelTemplate=includeSery
HTTP/1.1

URIVOITARNTX—=&
UOTANTE, RO URINSA—2EEALET,

includeResourcePlaceholders

ERTIFMLANN, RUZ—TUY—ALRNILONEZHYR—NFTZTIa>0)V—A
ARNs D7 L —ARINA—ZEAL TRV —ZERTIANESHEEETEET,

FezE, RUS—0)Y—AE9> 32T, "Resource":"arn:aws:s3:::
${BucketName}" DRDYIC BEDTL—ARNA—EBHMB LA TEET "*",

includeServicelevelTemplate

EHTRFHMLANIN, T—EALRILORIS —ZEHTIHNESHZIBETERT,

IAM Access Analyzer |& Z{#H L Tiam:servicelastaccessed. cDHY—EALXRILOT
7L—hNE2HERTREHICHREERAENIZT—ERZRIILET,

jobld

StartPolicyGeneration ARL—>3 U IC& 2 TiRJobIdedhd , T Z#EAL TERE L
7R1) < —GetGeneratedPolicyZ B8 9 % A CancelPolicyGeneration, T ZfAL TR
D—4. R IVIARNZF ¥ )LIJobIdTEET,

WA (F L

VO LTARNKT 4

VDOTANCVDIOTAREKNABY) T A
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L AR ADEX

HTTP/1.1 200
Content-type: application/json

"generatedPolicyResult": {
"generatedPolicies": [

{

"policy": "string"

1,
"properties": {
"cloudTrailProperties": {
"endTime": "string",
"startTime": "string",
"trailProperties": [

{

"allRegions": boolean,
"cloudTrailArn": "string",

"regions": [ "string" ]

}I

"isComplete": boolean,
"principalArn": "string"

iy
"jobDetails": {
"completedOn": "string",

"jobError": {
"code": "string",

"message": "string"
},

"jobId": "string",
"startedOn": "string",

"status": "string"

LARYAER

TO2AVHFEUNTRDE, Y—EAGFEHTTP 200 LAR AZRLET,

LARY ADHEX
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H—EALSUTOTF—2A JSON EXTERENET,

generatedPolicyResult

ERENERIS—EBETBHMESTGeneratedPolicyResult A7 TV K,

#: GeneratedPolicyResult 77 19 K
jobDetails
ERENER S —OFM%Z ST GeneratedPolicyDetails A7 T U K,

#l: JobDetails #7719 ~

I5—
IRTOTIZAVICHBOIZ—C2VWTR, "THEBEIZ—) 28RLTSEEL,
AccessDeniedException

COFI2AVERITIBDTIBRT IV EAERI B KRB A,

HTTP A7 —XAJ—R:403

InternalServerException
W%B-U-_/\‘_Ia_o

HTTP A7 —X A— R: 500
ThrottlingException

AQY NUZTHIRBBIZ—,

HTTP 27 —2 20— K: 429

ValidationException
BREEBIALS —,

HTTP 27 —%Z1— K: 400

LTOERESRLTSEE W,

SEZEEEBED AWSSDKs DW\WTFNATZD API ZFEHA T2 HENEMIIODVWTIE, LUTZ2SBLTL
EEW,
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s AWS NV RIAVAVR—TIAA

» AWS SDK for .NET

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3

RTOERESRL T EE W,
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/GetGeneratedPolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/GetGeneratedPolicy

IAM Access Analyzer APIUZ77L>2A

ListAccessPreviewFindings

BEEIhETIVERATLEI LR >TERENET IO ERATLELI—ORKREZBROUANEZREL
£9,

VOTARNDEX

POST /access-preview/accessPreviewId HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1,
"exists": boolean,
"neq": [ "string" 1]
}
},

"maxResults": number,
"nextToken": "string"

URITVIJITARNZX—&

DOTARTR, RO URINZAXA—2ZFEAL XTI,

accessPreviewld

TOERATLELI—O—E®D ID,
NZ—>:[a-f0-9]1{8}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{12}

Y= 4

VO LTARNKT 4

JOTARNEIUT® JSON EXDT—RZEZ T ANKT,

ListAccessPreviewFindings API /N—2 32 2019-11-01 75



IAM Access Analyzer
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analyzerArn
TOELAOERICERAETND T 54 —0 ARN,

247 XFF

Pattern: [A:]*:[~:]*:[~:]*:[~:]1*:[~:]*:analyzer/.{1, 255}

BAE: FWV

filter
BEn-@ERE7AIINLEZVTTHEE,
XA 7" Criterion A7 T O NI Y TAOXEHTT,

HAE WWZ

maxResults
LARATRE NDEROZAE,
AT B
HAE WWNZ
nextToken
BENEHROR—DHEIFERAET D N0,
RAT XFH

MHAE WWZ

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{

findings": [
{

"action": [ "string" 1],

LARY ADHEX
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"changeType": "string",
"condition": {

"string" : "string"
I
"createdAt": "string",
"error": "string",
"existingFindingId": "string",
"existingFindingStatus": "string",
"id": "string",
"isPublic": boolean,
"principal": {

"string" : "string"

iy
"resource": "string",
"resourceControlPolicyRestriction": "string",

"resourceOwnerAccount": "string",

"resourceType": "string",

"sources": [

{

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

},

"type": "string"

}
1,
"status": "string"
}
1,
"nextToken": "string"

LARAER

To2arvhKFmmdadeE, Y—ERAIE HTTP 200 L AR AZIBRLE T,

H—EALSUTOF—2H JSON ERX TIREhFE T,

findings
BEENETAIINZ—RHFIC—BIZDZTIOEATLEI—OREBEHERDOUARN,

#: AccessPreviewFinding 772 T 9 NDES
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nextToken

BENEHEROR-—DFEICEREND =T,

AT XFF

Ir7—
IRXTOTIAVICHBEOIZ—ICDOVWTIR,

AccessDeniedException

COTI2IVERITIDTOBRT IV EAERI S EEA,

HTTP A7 —XAJ—R:403

ConflictException
ﬁéﬁ“ﬂ«l 3 o

HTTP A7 —XAJ— R: 409

InternalServerException
W%B-lj-_/\_la_o

HTTP A7 —X2AJ— R:500

ResourceNotFoundException
BEELEVY—ANFRI2ANEHEATLI,

HTTP AT —XAJ—R:404
ThrottlingException

AOY MUV THBREBIZ—,

HTTP A7 —2AJ— R:429

ValidationException
BEEBIATLZS —,

HTTP A7 —2AJ— R:400

THEIZ—, 22RLTEET W,
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AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviewFindings
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ListAccessPreviews
EEENETFSAY—OF I EAT7LEI—OUANERELET,

JVOTANDEX

GET /access-preview?analyzerArn=analyzerArn&maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URIVZITARNNZX—=&
UOIARTR, ROURINSA—2EEALET,

analyzerArn
TOEA7LEI—OERICEREND T 545 —0 ARN,

INZ—=2 [N *[A]* [~ ]* [~ 1% [~ ]*ranalyzer/. {1,255}

DA L

maxResults

LARATRENDERODFEAE

nextToken

BENLEHEROR-—DHEICFERAEIhD =D,

VO TARNKX

VDOTIANCVIOTARENA BV EE A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{

"accessPreviews": [

{
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APIUT77L2A

"analyzerArn": "string",

"createdAt": "string",
"id": "string",
"status": "string",
"statusReason": {
"code": "string"
}
}
1,
"nextToken": "string"
}
LARAER

ToO2avHFRMIRE, H—ERRF HTTP 200 LAR AZRLE T,
H—EAPSUTOT—2A JSON EXTRENE T,

accessPreviews

TFHFZ2A4—RACRBEhETIRATLEI-DUARK,

#: AccessPreviewSummary 7T 9 N DE S

nextToken
BENLEBEROR—DHEICFERAEND =T,

247 XF5

ITZ7—
IRXTOTI7AVICHBOIZ—IC2VWTR, "HEBEIZ—) Z22RLTSEZL,
AccessDeniedException

COTIIIAVERITIDTOBRT I EAERI S EE A,

HTTP A7 —X2AJ— R:403

InternalServerException

W%B-U-_/\‘_Ii_o
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HTTP A7 —XAJ— R: 500

ResourceNotFoundException
BELEVDY—ANE2PYEREBATLL,

HTTP AT —X A— R: 404
ThrottlingException

AOY MU THREBBIZ —,

HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP 27— 20— K: 400

LTOERESRLTSEZL,

SEEAED AWSSDKs DWTNA TN APl 2R T2 HEDOFMICOVTIE, UTE2SHBLTL

"

o
0k

o

AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3

RTOBEHEZRLTEE L,
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAccessPreviews
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListAccessPreviews
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ListAnalyzedResources
BEENETFSAY— Lo ToMENE, BEENEZATOUY—ADUANERBLET,
VOTANDIEX

POST /analyzed-resource HTTP/1.1
Content-type: application/json

{

"analyzerArn": "string",
"maxResults": number,

"nextToken": "string",

"resourceType": "string"
}

URIVOTARNNTX—&

DOTARNTR URINGA—2ZFERALER A,

O TARRT 4

DOTANEHT®O JSON EXOF—RZ2ZFTANET,

analyzerArn
PHENEVY—ADOUVARNZERBITD 774 —0 ARN,
A7 XEF

Pattern: [A:]*:[A:]*:[~:]*:[~:]*:[~:]*:analyzer/. {1,255}
WA EV
maxResults
LARYATRENDHEROFEARE.
AT BEY
HAE WWZ

nextToken

Ui

BENEHEROR—DHEICERENDI =T,
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247 XF5|

HAE WWZ

resourceType

IJ \J_7\0)9’f7°o

B: XF3

B/ {E : AWS::S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key

| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot

| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |
AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

WA VWWZE

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
"analyzedResources": [
{
"resourceArn": "string",
"resourceOwnerAccount": "string",
"resourceType": "string"
}
1,
"nextToken": "string"
}
L AR AER

TO2AVHFBEMTDE, T—EAGFEHTTP200 LAR AZRLET,

B—EALSUTOTF—2A JSON EXTRENET,

LARY ADHEX
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analyzedResources

FENLEIVY—-ADIAN,

#: AnalyzedResourceSummary 72 T 9 N DE 3

nextToken

Ui

BENEHEROR—DHEICEREND -T2,

247 XF5|

ITZ7—
IRXTOTI72AVICHBOIZ—IC2VWTR, "HEBIZ—) Z22RLTSEZL,
AccessDeniedException

COTI2AVERITIBDTIBRT IV ERAERI B EEA,

HTTP A7 —XAJ—R:403

InternalServerException
W%B-lj-_/\_la_o

HTTP A7 —X2AJ— R:500

ResourceNotFoundException
BELEVDY—ANE2PYEREBATLL,

HTTP AT —XAJ—R:404
ThrottlingException

AOY MUV THBREBIZ—,

HTTP A7 —2AJ— R:429

ValidationException
BEEBIATLZS —,

HTTP A7 —2AJ— R:400
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AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3
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ListAnalyzers

TFZAH—DJARNZREBLET,

JVOTANDEX

GET /analyzer?maxResults=maxResults&nextToken=nextToken&type=type HTTP/1.1

URIUITIARNZA—=Z
UOIARTR, RO URINSA—2EEALET,

maxResults

LARATRENDEROFZFKE,
nextToken

BEhERREOR—DHEICERAENDZ =02,
type

T4 —n2147,

B%h75{E : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS
| ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

VO TARNKX

VDOTARNCDIITAREXABY) KB A,

L AR ADREX

HTTP/1.1 200
Content-type: application/json

{

"analyzers": [
{

"arn": "string",
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"configuration": { ... },
"createdAt": "string",
"lastResourceAnalyzed": "string",
"lastResourceAnalyzedAt": "string",

"name": "string",

"status": "string",

"statusReason": {
"code": "string"

I
"tags": {

"string" : "string"
},
Ilt::Eell:

"string"
}
1,

"nextToken": "string"

LARAER
TOAvHABWTdE, Y—EARRBFHTTP200 L AR AZIRLET,
H—EAPSUTOT—2A JSON EXTRENE T,
analyzers
MELETFZA4HY—,

#: AnalyzerSummary #7219 N OE S

nextToken

BENLERBROR—DGEICFEARAEIhDI =D,

AT XF5

17—
INXNTCOTIAVICHBOIZ—ICD2VWTE, BT —, #22BLTLEETL,
AccessDeniedException
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HTTP A7 —XAJ— R:403

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —X A— R: 500
ThrottlingException

AOY MUY THROBBIZ—,

HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP 27— 20— K: 400

LTOERESRLTSEZL,

SEEAED AWSSDKs DWTNA TN APl 2R T2 HEDOFMICOVTIE, UTE2SHBLTL

"

o
0k

o

AWS NV RTAVAVRZR—TIAA

» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3
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APl /N—23 2 2019-11-01 89


https://docs.aws.amazon.com/goto/aws-cli/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/DotNetSDKV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListAnalyzers
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListAnalyzers
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListAnalyzers
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ListArchiveRules
EEENETFSAY—BIERENET—HATIL—ILOUARNERELET,

VOTANDEX

GET /analyzer/analyzerName/archive-rule?maxResults=maxResults&nextToken=nextToken
HTTP/1.1

URIVITARNTZA=Z
UOIARNTR, RO URINSA—REFEALET,

analyzerName

IL=ILEWMBITDT7F+FZAMF—DZH,
RETOHIRE : F)PER 1. BAXERE 255 T,
INZ—>: [A-Za-z][A-Za-z0-9_.-]*

M EV

maxResults

VDOTARTRENDERDEAREK,

nextToken

BENEBROR—DFGEICFERAEIhDI =D,

VIO TARMEKX

VDOTARNCDIIAREXABY) KB A,

L AR AN

HTTP/1.1 200
Content-type: application/json

{
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"archiveRules": [

{
"createdAt": "string",
"filter": {
"string" : {
"contains": [ "string" ],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" ]
}
1,
"ruleName": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
L AR AER

TOAvHABWTdE, Y—EARRBFHTTP200 L AR AZIRLET,

H—EAPSUTOT—2A JSON EXTRENE T,

archiveRules
BEENETFZAH—RICERENLET—HATIL—ILOUAN,

#: ArchiveRuleSummary 7 T NOE 5

nextToken
BENEHROR—DHEICERAEND N—0 2,

AT XF5

17—
INXNTCOTIAVICHBOIZ—ICD2VWTE, BT —, #22BLTLEETL,
AccessDeniedException

COTIVIAVERTIBDTABRT IVEAERNI G ELR A
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HTTP A7 —XAJ— R:403

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —X A— R: 500
ThrottlingException

AOY MU THREBBIZ —,

HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP 27— 20— K: 400

LTOERESRLTSEZL,

SEEAED AWSSDKs DWTNA TN APl 2R T2 HEDOFMICOVTIE, UTE2SHBLTL

"

o
0k

o

AWS NV RTAVAVRZR—TIAA

» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3
+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3
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APl N—23 2 2019-11-01 92
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https://docs.aws.amazon.com/goto/SdkForGoV2/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListArchiveRules
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListArchiveRules
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ListFindings

BEENETFSAH—ICEK>TERETNEREERDUARNEREBLET, ListFindings

& ListFindingsV2 i EE5E IAMAR) S —RAT—K X R® ActionEHaccess-
analyzer:ListFindingsT Z#AL &9, access-analyzer:ListFindings 79> 3> &%
T39Ik, TUVERAHFINF BETT,

BREBROVARNERBIDEOICFEATER 71X —F—ICOVWTE, IAM I—H—H1
R® "IAM Access Analyzer 7 1 )L Z—F— B#SBLTLIEEV,

(® Note

ListFindings &, ABT IV ELRAT7 FS5AF—TOH P R—RENTVWET, REBT7 I AT
FOAY—EREBOT VAT T4 —IZIF ListFindingsV2 #ER T2 HEN HY) F
£

JVOTANDEX

POST /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1,
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
},
"maxResults": number,
"nextToken": "string",
"attributeName": "string",
"orderBy": "string"
}
}
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URIUOTARNNTZX—2Z

JOTARTIR URI NSNS XA—2&#EALEE A,
JOTARNKRTA
DOTARNGETO JSON ERXOF—2 2SS HFANET,

analyzerArn
BHERZEEITD 774 —0 ARN,

24T XF
Pattern: [A:]*:[A:]*: [~ ]*: [~ ]1*:[~:]*:analyzer/. {1,255}

DA L

filter
BENBDERIC—HTH71I)I32—,
XA 7 Criterion 77 T O NI Y TAOXFEHTT,

WA VW R

maxResults
LARATRENDEROEARI,
AT B

%= WA

nextToken
BENEHREOR—DHEICERAEND =02,
RAT: XE5|

A VW R

sort

BENEHEROY —NE,
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#: SortCriteria A7 T ~

Y= WIRY-4

L AR ADEX

HTTP/1.1 200
Content-type: application/json

"findings": [
{
"action": [ "string" ],
"analyzedAt": "string",
"condition": {
"string" : "string"
.
"createdAt": "string",
"error": "string",
"id": "string",
"isPublic": boolean,
"principal": {
"string" : "string"
1,
"resource": "string",
"resourceControlPolicyRestriction": "string",
"resourceOwnerAccount": "string",

"resourceType":
"sources": [

{

"string",

"detail": {
"accessPointAccount": "string",
"accessPointArn": "string"

1,

"type": "string"

1,

"status": "string",
"updatedAt": "string"

1,

"nextToken": "string"
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}

L AR AEE
ToavFRmgde, Y—EAFE HTTP 200 L AR AZRLF T,
H—EALSUTOF—2H JSON X TIREhE T,
findings
TFoAF—DA8MEBLE, BEENET7AINE—FRHBIC—HTH2REERDODIVARN,

#: FindingSummary #7219 N OEF

nextToken

BENEBROR-DZGEICFERAEIhD -0,

AT XFF

I5—
IRTOTIZAVICHBOIZ—CO2VWTR, "THBIZ—) 22RBLTSEEL,
AccessDeniedException

COTIIAVERITIBDTIBRT IV EAERI S EREA,

HTTP 27 —2Z0— K: 403

InternalServerException
W%B-Ij-_/\‘_li_o

HTTP A7 —2AJ— R: 500

ResourceNotFoundException
BELEVY—ANFREI2AVERBATLI,

HTTP AT —X2A0— R: 404
ThrottlingException

AOY MUV THIREBIZ—,
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HTTP AT —XAJ— R:429

ValidationException

BRALPIALS —,

HTTP 27— 20— K: 400

LTOERESRLTSEZL,

SEEAED AWSSDKs DWTNA TN APl ZFEA T2 HEDOFMICIOVTIE, UTE2SHBLTL
L A

o
0k

AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

+ AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindings
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindings
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ListFindingsV2

BEENLETF A4 —ICE > TERENEFEROUANERELET, ListFindings

& ListFindingsV2 R EE5E IAMR) 2 —AT—K X2 MO ActionEHRaccess-
analyzer:ListFindingsT ZfAL &9, access-analyzer:ListFindings 7 V> 3> &%
9%, PTUORAFANrUETT,

BREZROVARNENMEBIZEHICHEATED 74I)LEX—F—I22VTR., IAMI—H%—Hq
K@ "IAM Access Analyzer 7 41 )LZ—F— ZZRL T EE L,

VOTARDEX

POST /findingv2 HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
.
"maxResults": number,
"nextToken": "string",
"sort": {
"attributeName": "string",
"orderBy": "string"
}
}

URIUOTITARNTXA—2A&
USTARTR URINSX—2EHERALER A,
JOTARNKRTA

JOTARNEIUT®O JSON EXDT—REZ T ANKT,
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analyzerArn
BREFERZEEIZDT7FF74—0 ARN,

247 XF5|

Pattern: [A:]*:[A:]*: [~ ]*: [~ ]*:[~:]*:analyzer/. {1,255}

MAZE: [F V)
filter
BENBDERIC—HTHDT71I)I2—,
XA 7 Criterion 77T ORI Y TADONEHTT,

Y= WARY-4

maxResults
LARATRE NDEROZAE,
AT BEY
WA VWWZ

nextToken
BENEBROR—DHECERAEhD =T,
RAT: XF5

Y- WIRY-4

sort
V—RNICERAT N EH.
#: SortCriteria #7 T 9 N

HA WWNZ

L AR AN

HTTP/1.1 200
Content-type: application/json

LARY ADHEX

APl /N—23 2 2019-11-01 99


https://docs.aws.amazon.com/IAM/latest/UserGuide/access-analyzer-getting-started.html#permission-resources

IAM Access Analyzer APIUZ77L>2A

{

"findings": [
{
"analyzedAt": "string",
"createdAt": "string",
"error": "string",
"findingType": "string",
"id": "string",
"resource": "string",
"resourceOwnerAccount": "string",
"resourceType": "string",
"status": "string",
"updatedAt": "string"
}
1,
"nextToken": "string"
}
LARAER

TOIAUFRHWITdE, H—E AWK HTTP200 L AR AZRLET,
H—EALSUTOF—2H JSON X TIREhE T,
findings

TFoAHF—D8MEBLE, BEENET7AIINE—%HIC—HTH2REERDODIVAN,

#: FindingSummaryV2 772 19 N DB

nextToken

1

BENLERBROR—DGEICFEARAEIhDI =D,

AT XF5

17—
INXNTCOTIAVICHBOIZ—ICD2VWTE, BT —, #22BLTLEETL,
AccessDeniedException

COTIVIAVERTIBDTABRT IVEAERNI G ELR A
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HTTP A7 —XAJ— R:403

InternalServerException
W%B-U-_/\‘_Ia_o

HTTP A7 —2AJ— R: 500

ResourceNotFoundException
BELEVDY—ANEO2DhYEREBATLL,

HTTP AT7—X A— R: 404
ThrottlingException

AOY RN THREBBIZ —,

HTTP A7 —&A1— K: 429

ValidationException
BEEBIATLZ —,

HTTP A7 —2AJ— R:400

LTOEREZRLTSEZL,

s AWSIOXYRZAUVAVR—TIAA
» AWS SDK for .NET

* AWS SDK for C++

« AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

* AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

* AWS SDK for Ruby V3

RTOBEHEZRLTEE L,
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForJavaScriptV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ListFindingsV2
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ListFindingsV2
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ListPolicyGenerations

BE7 BBICUITIANERETNTORY S —ERE—BXRRLET,
VIOITANDBX

GET /policy/generation?
maxResults=maxResults&nextToken=nextToken&principalArn=principalArn HTTP/1.1

URI UV IARNTX—2Z
DOTARNTR., RO URINGAXA—RZFEALET,
maxResults

LARATRENDERDEAE,

BN &/IME 1

nextToken

BENEHROR—DHEICERAEND =02,
principalArn

RS —BERTB IAMMIVF AT 4 (I—F—FkkO—)L) ® ARN, =
hlListGeneratedPoliciesZFERALTHEREZ 74N ZUIL, BEOTUINILOER
NDHhEEHET,

Pattern: arn:[A:]*:iam::[*:]*:(role]|user)/.{1,576}

VO TARNRKRT A

VDOTANCVDIOTAREKNABY) T A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{
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"nextToken": "string",
"policyGenerations": [
{

"completedOn": "string",
"jobId": "string",

"principalArn": "string",

"startedOn": "string",
"status": "string"
}
]
}
LARAER

TOAVHABWTdE, Y—ERRBRHTTP200 L AR RAZIRLET,
H—EAPSUTOT—2A JSON EXTRENET,
nextToken

BENEHROR—DHEIFERAET D N—T2,

247 XFF

policyGenerations

ERENERIS —0FM%ZEETPolicyGenerationA 721U K,

#: PolicyGeneration A7 I 9 NDOE S

I5—
IRXTOTIZAVICHBOIZ—C2VWTR, "THBEIZ—) 28RBLTSEEL,
AccessDeniedException

COTI2AVERITIBDTIBRT IV EAERI B REA,

HTTP A7 —2AJ— R:403

InternalServerException

W%B-U-_/\‘_Ii_o
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HTTP A7 —X A— R: 500
ThrottlingException

AOY RN THREBBIZ —,

HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP 27— 20— K: 400

LTOERESRLTSEZL,

SEEAED AWSSDKs DWThA TN APl 2R T2 HEDOFMICOVTIE, UTE2SHBLTL
kL A

o
0k

AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

+ AWS SDK for Ruby V3
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ListTagsForResource

BREENEUY—ACEAETNERYOUANERBLET,
VIOTANDIEX

GET /tags/resourceArn HTTP/1.1

URI UV IARNTX—2Z
DOTARNTRE, RO URINTXA—2ZEALET,
resourceArn

RTZWMETHIVY—AD ARN,

MAZE: L

JOTARNKRTA

VDOTIANCDIOTARENANBY) T A

L AR ADEX

HTTP/1.1 200
Content-type: application/json

{

"tags": {
"string" : "string"

}

LARAER

TO2AVHEUNTDE, Y—EAGFEHTTP 200 LAR AZRLET,

B—EALSUTOTF—2A JSON EXTRENET,
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tags
BEEhEVY—-RAICHEHAEhDZY,

B: XFHHASNEHIADIY S

17—
IRXNTOTIZAVICHBOIZ—C2VWTR, "THBIZ—) 28RBLTSEEL,
AccessDeniedException

COTIIAVERITIBDTIBRT IV EAERI B EREA,

HTTP A7 —2AJ— R:403

InternalServerException
W%B-Ij-_/\‘_lﬁ_o

HTTP A7 —XAJ— R:500

ResourceNotFoundException
EE]LEUY—ANFROAVEREBATLL,

HTTP AT —X2A0— R: 404
ThrottlingException
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HTTP A7 —2AJ— R:429

ValidationException
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HTTP A7 —2AJ— R:400
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StartPolicyGeneration
RIS—ERVITANEBRBLET,
JOTANDEX

PUT /policy/generation HTTP/1.1
Content-type: application/json

{

"clientToken": "string",
"cloudTrailDetails": {
"accessRole": "string",

"endTime": "string",
"startTime": "string",
"trails": [
{
"allRegions": boolean,

"cloudTrailArn": "string",

"regions": [ "string" 1]

}
]
+,

"policyGenerationDetails": {

"principalArn": "string"

}
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UOTIARTR URINSX—2EEALELA.
DOITANRKT A

DOTANIUTO ISON EXOF—22Z T ANET,

clientToken
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V24TV RMN=02ZEBELB WSS, SDKIZK 2T AWS BEIMICEREIET,

RAT: XE5
Y- WIRY-4

cloudTrailDetails

RS —%ERTHEDICOMTrail T OFMiZEECloudTrailDetailsF 7TV K,

- CloudTrailDetails #7> T2 ~

WA VW R

policyGenerationDetails

RIVD—ZERTDIAMIVT AT 4 (A——FEFO-I)) D ARN FEEIRET,

#: PolicyGenerationDetails 77 T

WA [F V)

L AR AN

HTTP/1.1 200
Content-type: application/json

{

"jobId": "string"
}
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ToOarvHFEBede, H—EARHTTP200 LAR AZRLET,
H—EAPSUTOT—2A JSON EXTRENET,
jobld

StartPolicyGeneration #ARL — 3 IC&k 2 TiRJobldEnd , T EZFEHL TERESNE

7R1) > —GetGeneratedPolicyZHS 9 % N CancelPolicyGeneration, T &AL TR
D —%RIIVITARNEF ¥ E)LIobIdTEET,
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INTOFTIIVICHBOIZ—IC2VWTR., "HBIZ—, 22RBLTEEL,
AccessDeniedException
COTOVIAVERTITDTHRBT VAR B EEA,

HTTP A7 —XA—R:403

ConflictException
BmEBIATZ—,

HTTP A7 —2AJ— R:409

InternalServerException
W%B-U-_/\‘_Ii_o

HTTP A7 —XAJ— R:500

ServiceQuotaExceededException
"j'—t“7\§|ﬁﬁﬁ0) _:BE&I?_O

HTTP AT —XAJ— R:402
ThrottlingException

AOY MUV THIREBIZ—,

HTTP AT —XA—R: 429

ValidationException
BEEBIATL S —,

HTTP 27 —2 20— K: 400

LTOEREZRLTSEZL,

SREBD AWS SDKs DVTFhA T D API ZFEATAHFEOFMICOVWTE, UTZ5RLTL
Z2EW,
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StartResourceScan

F. BEEIIEZVY—-ACBERAENZRI—OAF T 23<ICHABLET.

(® Note
COTo2aAVE, NBTIOEARATF A —TOHEYR-—FEhET,

VOTAMDEX

POST /resource/scan HTTP/1.1
Content-type: application/json

"analyzerArn": "string",
"resourceArn": "string",
"resourceOwnerAccount": "string"

URIUOTARNNTZX—Z

JOTARTR URINZGX—2ZFEALELE A,
VOTARNRKT A

VDOTANEUTO JSON ERXDTF—RZ2ZFTANET,

analyzerArn
BESAEVY—AILBERAES DRI —BZAXF Y OITBDEHICERATETFZ4H—0 ARN,

AT XF5
Pattern: [A:]*:[~:]*:[~:]*:[~:]1*:[~:]*:analyzer/.{1, 255}

DA L

resourceArn
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Pattern: arn:[A:]*:[A:]*: [~ ]*:[Ae]*: . *

WAZE: (F L

resourceOwnerAccount

)Y —2AEFETDAWS FHIUKNID, BEAED AWS UY—ATW., FRETHT RNEV
V—ANERENETHDONTT,

AT XFF

HAE WWZ

L AR ADEX

HTTP/1.1 200

LARAER
TOLYAVHRHLESE, HY—ERRZEO HTTP AX £ HTTP 200 L ARV AZEL %7,
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INTOTI2IAVICHBOIZ—IC2VW TR, "HEIZS—) 22BLTSEETWL,
AccessDeniedException

TO2AVERTIDTHIBT VARG EEA,

HTTP A7 —2AJ— R:403

InternalServerException
W%B-'j-_/\‘_li_o

HTTP A7 —2AJ— R: 500

ResourceNotFoundException
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HTTP A7 —X A— R: 404
ThrottlingException
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HTTP 27 —2A0— K: 429

ValidationException
BELHIATZ —,

HTTP 27— 20— K: 400
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TagResource
BEEhEUY—RICXTEBMLET,

VOTANDEX

POST /tags/resourceArn HTTP/1.1
Content-type: application/json

{
"tags": {
"string" : "string"
}
}

URI VO ITARNTX—2
VDOTARTR, ROURINZAXA—2ZFEALET,
resourceArn

S2JzZEMTS!)Y—AD ARN,

A W

U TANKS A

JOTARNEUT®D JSON EXDT—RZZITANKT,

tags
Y —RAICEMTDERT,
B XFHHASNEHIADIY T
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TagResource
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AccessDeniedException
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InternalServerException
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HTTP A7 —2AJ— R: 500

ResourceNotFoundException
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HTTP AT —XAJ—R:404
ThrottlingException
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HTTP AF—& A0— K: 429

ValidationException
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HTTP A7 —XAJ—R:400
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UntagResource
EEENEVY—ZANSRTEHIKRLET,

VOTARNDEX

DELETE /tags/resourceArn?tagKeys=tagKeys HTTP/1.1

URIUOTARNNTZX—2Z
DOTARTR, RO URINZAXA—2ZFEALET,
resourceArn

2T ZHIBRT S ') Y —AD ARN,

WA E W
tagKeys

EBMIZRTDF—,

MAZE: (F L)

DO TARNKT A
UOIANCUOTARNEXA &Y EE A,

L AR AN

HTTP/1.1 200

LARYAER

TOYavHARILIEBE, Y—EAREO HTTP AX &R D HTTP 200 L AR A EEBL £ T,
17—
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AccessDeniedException
COTOVAVERTTDTHRBRT VAR B EEA,

HTTP A7 —X2AJ— R:403

InternalServerException
W%B-'j-_/\‘_li_o

HTTP A7 —2AJ— R: 500

ResourceNotFoundException
BEELEVDY—ANRE2DhYEREBATLE,

HTTP AT —XAJ—R:404
ThrottlingException

AOY MU THREBBIZ —,

HTTP AT —XA—R: 429

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— R: 400
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UpdateAnalyzer

BEOT7F 24— OREZLEELERY,

(® Note

COTFO>3a2@E AT IOCATFZAHF—TRYR—BPELTLELEA,

VOTANDEX

PUT /analyzer/analyzerName HTTP/1.1
Content-type: application/json

{

"configuration": { ... }

}

URIUITARNTA=Z
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analyzerName
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RTOHIR : PR 1. RAXERE 255 T,
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configuration
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UpdateAnalyzer
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%= WIRY-4

L AR ADIEX

HTTP/1.1 200
Content-type: application/json

{

"configuration": { ... }
}
LARAER
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configuration
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AccessDeniedException
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ConflictException
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ResourceNotFoundException
BEELEVDY—ANRE2DhYEREBATLE,

HTTP AT —XAJ—R:404
ThrottlingException

AOY MU THROBEBIZ—.

HTTP AT —XA—R: 429

ValidationException
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HTTP A7 —XAJ— R: 400
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UpdateArchiveRule
BEENET—HA7L— I OBEEBETHLET,

JOTANDEX

PUT /analyzer/analyzerName/archive-rule/ruleName HTTP/1.1
Content-type: application/json

{
"clientToken": "string",
"filter": {
"string" : {
"contains": [ "string" 1],
"eq": [ "string" 1],
"exists": boolean,
"neq": [ "string" 1]
}
}
}
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T—HATIN=IINEEHITDTFZAHF—DREH.
RETOFHIR : & PKR 1. RAEWEE 255 T,
INR—2: [A-Za-z][A-Za-z0-9_.-]*

DAZE: L

ruleName
EFITRIL—ILDOEFE,
RETOFIR : ZFPKR 1. RAEKWE 255 T,

INZ—2: [A-Za-z][A-Za-2z0-9_.-1*
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APIUT77L2A

UpdateFindings
EEENEREERORT—ZAEEHLET,

VOTANDEX

PUT /finding HTTP/1.1
Content-type: application/json

{
"analyzerArn": "string",
"clientToken": "string",
"ids": [ "string" 1,
"resourceArn": "string",
"status": "string"

}

URIV I ARNTZX—%Z

UOTARTE URISSXA—REERLER A

VO TARNKT A
UOTARNEUTO JSON BRDTF—REZFANET .

analyzerArn

EHIA2REERELERL =T TS 4 5 —0 ARN,

RAT: XE5

Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

DA L

clientToken
DTAT I NN—=D2,
A7 XEF

BHAE WWNZ

UpdateFindings
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ids
EFMTHBREFERD IDs,
B XFH OB 5

MHA: WL Z

resourceArn
BEZRTHENENLDY—AD ARN,
2AT: XF
INBR—>arn:[As1* [As1* [~ [A]%: .

Y= WIRY-4

status

REF, REERDAT—RAEEHIALEHICETIBT7oa>aRLET, ARCHIVE Z#F
ALT, POT1 7 B3BREZERET—HA T EnN-REZBRICEELET, T—HaA7&En-%
HERET VT4 7 BRBREFERICEEACTIVET S IZX, #FRALET,

2. x=F5
B/ & : ACTIVE | ARCHIVED

WAZE: [
L AR ADEX
HTTP/1.1 200
LARAEER
TOIIaUNFRBUERE., Y—ERKZEO HTTP A3 %32 HTTP 200 L AR AZIRLE T,
Ir7—

IXTOTIZAVICHBOIZ—ICOVTR, THEBEIZ—) 28RLTKEEL,
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APIUT77L2A

AccessDeniedException
COTOVAVERTTDTHRBRT VAR B EEA,

HTTP A7 —X2AJ— R:403

InternalServerException
W%B-'j-_/\‘_li_o

HTTP A7 —2AJ— R: 500

ResourceNotFoundException
BEELEVDY—ANRE2DhYEREBATLE,

HTTP AT —XAJ—R:404
ThrottlingException

AOY MU THREBBIZ —,

HTTP AT —XA—R: 429

ValidationException
BELHIATZ —,

HTTP A7 —XAJ— R: 400

LTOERESRLTSEZL,

SEBED AWS SDKs DWThA T O API ZFATDHED
=W

(A
0k

AWS ONYV RTAUVAVRZR—TIAA
» AWS SDK for .NET

* AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

* AWS SDK for JavaScript V3

* AWS SDK for Kotlin

AMEICOVWTRE, UTZZRL T

RTOBEHEZRLTEE L,
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/UpdateFindings
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* AWS SDK for PHP V3
+ AWS SDK for Python
* AWS SDK for Ruby V3
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ValidatePolicy

RS —ORiIZ2)VITAN L, BREEROVARNZERLET, RHERE., BEZEEL., BE%E
MBRITDEOOEANBHREBEELZREMRL, EXF1 VT AORANT ST 1 A%HETHEERY
—BERTERDELDICTRDICE/IBEET,

VOTANDEX

POST /policy/validation?maxResults=maxResults&nextToken=nextToken HTTP/1.1
Content-type: application/json

{
"locale": "string",
"policyDocument": "string",
"policyType": "string",
"validatePolicyResourceType": "string"
}

URIUOITARNNTA—2A&
JOTARTR., RO URINTGXA—2=Z2EHALET,
maxResults

LARATRENDERODFEAE,

nextToken

BENEBROR—DFGEICFERAEIhDI -0,

O TANKT A
VOITANEUT®D JSON EXDTF—R2Z T ANETT,

locale

BREBEROO-—NZA XCEATZIOT—),
B: XF3

BXW7/fE:DE | EN | ES | FR | IT | JA | KO | PT_BR | ZH_CN | ZH_Tw
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WA VWOWZ

policyDocument

RV—OAFTOVELTERATSD JSONRUT—RFIXAU KN,
A7 XEF
DA L

policyType

RETHRUS—DRAT, DRUS—EF, IAMTUSSILET 7 AHTERELET, D
RUS—CE, IAMO—L, 1—%—. TL—TOBBRIY—EAYS1VRUS—HEEN
£7,

JDY—ARVD—E AWS ., DY —RAICRIBT IV LAFATZRAELET, VY—ARRII—IC
. IAMO—J)LOEFER) S —E Amazon S3/NNT Y RONT Y RRUS—HNEENET, IDR
=YY —ARII—BEDARAD, Ttk EERIJZ—X Amazon S3 /N7 Y KR
D—BEDBEDANZREETEET,

H—EAO2 MO—JKRY S — (SCPsid, . BBEM (OU), FEETATVNITERYF
Ehi- AWS HEBRU>—D—ETT,

. xF5

A% : IDENTITY_POLICY | RESOURCE_POLICY | SERVICE_CONTROL_POLICY |
RESOURCE_CONTROL_POLICY

QA (E W

validatePolicyResourceType

DY—=ARVS—IZTRIYFETIVI—ADEZERA T RII—RATH OHEIZD &K,
RUD—RBREEV Y —AZA 7T DEZIEEL EFITRESOURCE_POLICY, fflZIE. Amazon S3
NTYRNITEYFIBRVY—ARI—2RIAETDICE, RUS—BRIEVY—AZA
7°AWS: :S3: :BucketlZ ZBIRTEEXT,

BWBEELTHR—RENTVEVIY—ARATDHEE. IAM Access Analyzer [ X T D
DY —RARDD—ICHATNZ R —FIVvIZRITLET, EEAE, KMSF—IZT7XRYF
THRIVY—RARVS—ERIETDICE, RUD—RBRIEVY—AZATOEERBELBVWTLEE
W IAM Access Analyzer i&, IXTOUY—ARVI—ICBRAEND RV —FI Vv IVZRET
LET,
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APIUT77L2A

. xF5

BM%ME : AWS::S3::Bucket | AWS::S3::AccessPoint |

AWS::S3::MultiRegionAccessPoint | AWS::S30bjectLambda::AccessPoint |

AWS: : IAM: :AssumeRolePolicyDocument | AWS::DynamoDB: :Table

L AR ADREX

HTTP/1.1 200
Content-type: application/json

{
"findings": [
{
"findingDetails": "string",
"findingType": "string",
"issueCode": "string",
"learnMorelLink": "string",
"locations": [
{
"path: [
{ ...}
1,
"span": {
Ilmll: {
"column": number,
"line": number,
"offset": number
I
"start": {
"column": number,
"line": number,
"offset": number
}
}
}
]
}
1,
"nextToken": "string"

LARY ADHEX
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}

L AR AEE

ToOavFRmTdEe, Y—EAFE HTTP 200 L AR AZRLF T,
H—EALSUTOF—2H JSON ERXTIREhET,

findings

RIV—F IV IDAAL—RMIZEIVWTIAM Access Analyzer IC&k 2 TIREND RS —HADOK
HERODU AN,

#I: ValidatePolicyFinding 7' T 9 N D E S

nextToken
BENEHREOR—DHEICERAEND =02,

247 XFF

T27—
ITRXTOTIAVICHBOIZ -2V TR, "™HEIZ—1 Z2RLUTKEZL,
AccessDeniedException

COTI2AVERITIBDTOBRT IV EAERF B REA,

HTTP AF—2A0— K: 403

InternalServerException
W%B-Ij-_/\‘_la_o

HTTP AT —X2AJ— R: 500
ThrottlingException

AOY MU THBREBIZ—,

HTTP A7 —2A0— K: 429
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ValidationException
BELHIATZ —,

HTTP 27— & Z1— K: 400

LTOERESRLTSEZL,

SEEAED AWSSDKs DWTNA TN APl ZFEATHHEDOFMICOVTIE, UTE2SHBLTL
kL A

(A
0k

AWS XV RZAUAVRZR—TI(AA
» AWS SDK for .NET

+ AWS SDK for C++

* AWS SDK for Go v2

+ AWS SDK for Java V2

« AWS SDK for JavaScript V3

+ AWS SDK for Kotlin

+ AWS SDK for PHP V3

+ AWS SDK for Python

» AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForKotlin/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForPHPV3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/boto3/accessanalyzer-2019-11-01/ValidatePolicy
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/ValidatePolicy

IAM Access Analyzer APIV77L>2A

57— 57

IAM Access Analyzer API ICIE, EXRETEBRT IV AVNEATIEBOTF—FEANEEFIATVE
T, cOtEI>a> TR, EF—FBICODVTHLLLHALET,

(® Note
TREBEAORERDIEFERIEENERA. TTVT—2 3V RBEDIRFZREY
INETREDYN XA

LTOTF—28 (B4 7)) HFFR—REATVET,

« Access

* AccessPreview

» AccessPreviewFinding

* AccessPreviewStatusReason

* AccessPreviewSummary

* AclGrantee

 AnalysisRule
* AnalysisRuleCriteria

* AnalyzedResource

* AnalyzedResourceSummary

* AnalyzerConfiguration

* AnalyzerSummary

* ArchiveRuleSummary
* CloudTrailDetails

* CloudTrailProperties

 Configuration
* Criterion

* DynamodbStreamConfiguration

* DynamodbTableConfiguration

+ EbsSnapshotConfiguration
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APIUT77LYA

EcrRepositoryConfiguration

EfsFileSystemConfiguration

ExternalAccessDetails

ExternalAccessFindingsStatistics
Finding
FindingAggregationAccountDetails

FindingDetails

FindingSource

FindingSourceDetalil

FindingsStatistics

FindingSummary

FindingSummaryV?2

GeneratedPolicy

GeneratedPolicyProperties

GeneratedPolicyResult

lamRoleConfiguration

InlineArchiveRule

InternalAccessAnalysisRule

InternalAccessAnalysisRuleCriteria

InternalAccessConfiguration

InternalAccessDetails

InternalAccessFindingsStatistics

InternalAccessResourceTypeDetails

InternetConfiguration
JobDetails
JobError

KmsGrantConfiguration

KmsGrantConstraints

KmsKeyConfiguration

Location
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APIUT77LYA

NetworkOriginConfiguration

PathElement

PolicyGeneration

PolicyGenerationDetails

Position

RdsDbClusterSnapshotAttributeValue

RdsDbClusterSnapshotConfiguration
RdsDbSnapshotAttributeValue

RdsDbSnapshotConfiguration

ReasonSummary

RecommendationError

RecommendedStep

ResourceTypeDetails

S3AccessPointConfiguration

S3BucketAclGrantConfiguration

S3BucketConfiguration

S3ExpressDirectoryAccessPointConfiguration

S3ExpressDirectoryBucketConfiguration

S3PublicAccessBlockConfiguration

SecretsManagerSecretConfiguration

SnsTopicConfiguration

SortCriteria

Span
SqgsQueueConfiguration

StatusReason

Substring
Trail

TrailProperties

UnusedAccessConfiguration

UnusedAccessFindingsStatistics
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APIVT77L>RA

UnusedAccessTypeStatistics

UnusedAction

UnusedlamRoleDetails

UnusedlamUserAccessKeyDetails

UnusedlamUserPasswordDetails

UnusedPermissionDetails

UnusedPermissionsRecommendedStep

ValidatePolicyFinding

ValidationExceptionField

VpcConfiguration
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Access

RUS—CRUTFIVITRTIEARAEESE TR T I3V ENY—RACETHEEN %N
TVET,

ok

actions

TOEAHFAOTOIAVDOIARN, IAIMARUS—OFT 03> ELTHERATESXESIE,
FIVvOSTBTIOIAVOIUANTHERATEET,

2AT XFHOES
BAXN— &/PBIE 0EBETT, HZAIE 1007HETY,

HAE WWNZ

resources

FOERHFTNDYY—ADY AR, IAM KU —T Amazon )Y —RA%—L (ARN) & L THEHA
TEBZUFHI, FIVvITBUY—ADUARNTHEATEET, UY—RID £IEET S ARN
OHAPTOREIANILRI—RZFEATEET,

2AT XFH OB
BAXN— &PBIE 0EBETY, HZAEKIE 1005 HETY,
REOHR: &/PRIEF 0TI, ZFAKRE 2048 TT,

HAE WWZ

ULTOERESEL T EZE L,
SEEED AWS SDKs DU TNATI O APl 2EATHHEOHMIOV TR, UTFESBLTL
EE W,

« AWS SDK for C++
» AWS SDK for Java V2
 AWS SDK for Ruby V3
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AccessPreview
FOEATLEI—-ICBETBERIEENATVET,

mE
analyzerArn

TOERATLEI—DOERIZERENDTFZ4%—0 ARN,

247 XF5

Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}

Y= =4

configurations
RBRENILEDY—AFREARNs DYV 7,
& 4 7" Configuration 772 T U KNI Y TADOXFHTT,

DA L

createdAt
TOEATLEI—HNFEREhI-EL,
BRAT BALARZRT

DA L

TFOEAT7LEZI—DO—E® ID,
AT XE5
INZ—2: [a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]{12}

= =4 W

status

TORATLELI—-ODARAT—2 A,

AccessPreview APl /N—2 32 2019-11-01 144



IAM Access Analyzer APIUZ77L>2A

« Creating- 7V tA7LEI1—DERNFETHTT,

« Completed- 7V A7 LEI—HFETLELE, VY—ANOABT IVt AOKREZERZT
LEI—-TEXT,

* Failed-7OtEA7LE1I—DERICEEBLEL &,
RA T XFF
B7%{E: COMPLETED | CREATING | FAILED
M FE W
statusReason

TFOEATLEI-—DREOAT—RAICHIZFHHERMHLET,

PIZE, TORATLEI—DERFIKRBTZ L, FailedAT—RANBENET. CDKRY
&, ZHONEEBEXCFEMNE)Y —ARENRRTHE2AREL BN XTI,

A: AccessPreviewStatusReason A7 T K

A VW R

LTOERESRLTSEZL,

SEBED AWS SDKs DWThA T D API ZFATRDHEOFHRIC OV TR, UTZZHBL T
2TV,

r

« AWS SDK for C++
+ AWS SDK for Java V2
« AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreview
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreview
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AccessPreviewFinding
FOEATLEI- &> TERENETVEATLE I —DORE,
AES

changeType

TOEATLE1I—NFHERE IAM Access Analyzer THEBIE N EBIEOT7 VAL OLLEICET
PAVTHFANEZERHLET,

« New-BRHEBERE, HILKBAEThETIEAATT,
« Unchanged- 7LE1—REFZERE, EEChBEVBEEOREZERTT,
- Changed-7LE1—REFBRE. RAT—ZFANEEENEBTFOREERTT,

eEaE, 7LEI—AFT—XZ AResolvedE BEIFEND AT —R AChangedDFERIE, BRE I
TOEAFTOEEResolvedDFERE L THFENDActiveERICEDActivec EZERLET,

2 xF5
B%h7x{E : CHANGED | NEW | UNCHANGED

DA L

createdAt
TORATLEI—OBERNERE W=,
BAT  BALARRYT
DA L

TOEATLELI—RRODID, COIDE, PTVEATLELI—OBREZBROVANAD EX%Z
—E(CEBIL. Access Analyzer DHRHER ID L IXERBY) A,

AT XZF
DA L

resourceOwnerAccount

VY —RAZMBETD AWS THIKNID, BEAED AWS UY—ATR, AIBET7HINEY
U—ABERENIZTHIRTY,
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247 XF5|

WMAZE: (L

resourceType
BREBRTTIVEATERVY—-ADEAT,
2. 75

BRh75{E : AWS: :S3::Bucket | AWS::IAM::Role | AWS::SQS::Queue |

AWS: :Lambda::Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |

AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |

AWS: :DynamoDB: :Stream | AWS::IAM::User

DA L

status

BREZBEROTLEI—RAT—RR, ChiFk, PFO0CRAFAOF7O/BOREZEROAT—2A
T9, L&xlF, 7LEI—AT—RAResolvede EIEND AT —RX AChangedDFER I, BX
ENET I EAHFATNZEEResolvedDFERE L THEEDActiveERICKEDActivel EZERL
£,

B =5
B %h75{E& : ACTIVE | ARCHIVED | RESOLVED

DA L

action

ATV NIWARITIRDT IO RAFTLEH D, PMENLERVS—AT— XV NOT Y
>3az,

B XFI0E

Y= WIRY-4

condition

RBREBDIEDTBERRID—AT—M AT MOZRM,
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B XZHASXEFADIY S

%= WIRY-4

error
Ii_o
24T XF

BAE VWNZ
existingFindingld

IAM Access Analyzer DFERDBEED ID, EEORERICOIKIEBENET,
24T XF

%= WARY-4

existingFindingStatus
BEOREEZERIIFLTOAEHE LD, RELEROBREORT—X A,
2. 75l
B/ {E : ACTIVE | ARCHIVED | RESOLVED

A VWA

isPublic

REBREERLLERVS—HFVY—ANONT VY OT O AEZFATINESHZERLE
EE

B 7 —)L{E

Y= WIRY-4

principal
BREV—HOVY—ARIZTIECATERDABTI N,
B: XFIHSNFIANDOIYVT

HA WWNZ
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resource

ANBTVNIDTOEATED VY —R, ChETIVEATLEI-ICEENS TS
\J_Z-C“g-o

247 XF5|

A VW R

resourceControlPolicyRestriction

Organizations VY —A> NO—JLRJZ— (RCP) ZFERAL TV Y —AMEENRHERICE
BAI%%IROEAT,

. xF5
B {E : APPLICABLE | FAILED_TO_EVALUATE_RCP | NOT_APPLICABLE | APPLIED

WA VWWZ

sources

BEEZERDY—A, chik,. REERZERLETIEANEDRISIZNHEE NI LA EZRLE
T Amazon S3/NT Y ROBREBFZERICKRLTALETNET,

&4 7": FindingSource A7 T NDE S

WA VWWZ

LTOEHREZRLTSEE W,

SHEEED AWS SDKs DV\WFIA T D API ZEAITZ2HFEOFHMI OV TR, UTZEZRL T
2EW,

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AccessPreviewFinding
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreviewFinding
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewFinding
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AccessPreviewStatusReason

TFOEATLELI-—OREOAT—RAICHIZFHERHLET, fIAE. PIOEATLE1I—O
RN RBTDE, FailedAT—RAFBRENKT, COXRKRE. THORNBEER L IFER
V—ARENRENFRRATHD AN BV T,

AES

code
TOERLATLEI—OREODAT—XAOEHI]—R,
AT XFF|
B%h7%{E: INTERNAL_ERROR | INVALID_CONFIGURATION

MAZE: (F L)

LTOEREZRLTSEE W,

SREEBED AWSSDKs DWITNATCDO API ZFEAT R HEDFHEMICOVWTIE, UTZ2SBL TL
zEEW,

« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3
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https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AccessPreviewStatusReason
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AccessPreviewStatusReason
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AccessPreviewStatusReason
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AccessPreviewSummary
TOEATLEI-CHBIZBEROBENEENTVET,
AES
analyzerArn
TOERATLEI-—DOERIZERENDTFZ4%—0 ARN,
247 XF5
Pattern: [A:]*:[A:]*: [~ ]*:[~:]1*:[~:]*:analyzer/.{1, 255}

Y= =4

createdAt
TOEATLEI—NERENEBZ,
BRAT BRALARR TS

DA L

TOERATLELI—O—E®D ID,
RA 7" XF5
NZ—2:[a-f0-9]1{8}-[a-f0-9]{4}-[a-f0-9]1{4}-[a-f0-9]1{4}-[a-f0-9]{12}

Y= =4

status

TFOEVATLEI—ODAT—R A,

« Creating-77tA7LE1I—DERNFETHFTT,

- Completed-7 UV LAZ7LEI—HNFETL., VDY—ZANOABT7 IV EAOKEZERZTL
El_bgsj-o

* Failed- 77 tEA7LE1I—OERICKERLEL I,

247 XF5
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B75{E: COMPLETED | CREATING | FAILED

M FV

statusReason

FORATLELI-—OREVAT—RACEIZIFMHERHELET, PIAE. TOERTL
E1—-—0ERNIRETZDE, FailedAT—RANBENEKT, COXRBE. ZHORNHEESE
EEEME)Y - ARENRRNIREETHDAREENHY KT,

- AccessPreviewStatusReason A7 19 K

0% WA

LTOEREZRLTSEZL,
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AclGrantee

CNSDEATOVThAZEAL T, BRNEEZZATEEORTELTEELET, BYEE
DEAT 1 2EFEETEET, FMICOVTE., TPutBucketAcly ZZBL T EE W,

ES

/A Important
COF—RBIHBURTHIEY, FRELRECNDEEFROAY/N—D>E0 1D
TZEETEEXT,
id

EEENIER, OERI—F—IDTITAWS THIU K,
247 XFF

HAE WWNZ

uri
ERERESNEIIN—TICT O AT I Z2NNETEZIEHICERAENET,
AT XFF

HAE WWNZ

LTOERESRLTLSEZT L,

SREBD AWS SDKs DVWTFhA T D API ZFEATAHFEOFMICOVWTE, UTZ5RLTL
Z2EW,

« AWS SDK for C++
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AnalysisRule

TFHFoAF—0O2IL—ILICBETRIERNANEENRTVET, 2IIL—ILIE. L—ILOERREICEERL
FEHECESVT, BREERITZDIVTATAERELET,

ES

exclusions

DD SRATDREEZETFSAH—DIL—ILOURK, L—LEEEBETIOT AT 4
HREREREERLERA,

#: AnalysisRuleCriteria 7' T2 N D E 3

WA VWWZR

LTOERESRLTSEZ L,

SREBD AWS SDKs DVFhA T D API ZFEATAHFEOFMICOVWTE, UTZ5RLTL
Z2EW,
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AnalysisRuleCriteria
THIAH—OMIL—LOEE, BECL>T, BREERTIIVTATAAREVET,
NE

accountlds

DMIL—ILEZHICERTD AWS THIRNIDSsDUAK, PFADOY NI, BBT7FZ7 49—
DAIEETHIRNEEHRZERFRTELERBA, THIV N IDs F. BBLARILOTFS (44—
DN —ILBEECOKBERATEET., VAMIE 2,000 2BX2THI N IDszedHd L
FTEELEA,

2AT XFHOES

Y- WA 4

resourceTags

Y —ZAIC—HTBDF—EEORTOBES, Unicode XF. BFE. ZEH. . .. ./, +. BLY
=Dty NEFHATEET -,

RITF—IZF, 1~ 128 XZDEZREETEES, ZTLTAVIRARELTHERTRDERFTE
FtHB Aaws:,

BUMEICIE, 0~256 XFDEZEETERT, BEETNILRXTJEN 0 XFDHE, L—ILEiE
EENERTF—ZHEODIXNTOTIINILICEREIET,

BAT XNFHASXFIHIY TANDES

Y= WA 4

LTOEREZRLTSEE W,

SREEBED AWSSDKs DWTNA TN APl ZFERA T2 HZEOFMCOVTIE, UTESHBLTL
EEW,

« AWS SDK for C++
« AWS SDK for Java V2
 AWS SDK for Ruby V3

AnalysisRuleCriteria APl )N—2 32 2019-11-01 155


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AnalysisRuleCriteria
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AnalysisRuleCriteria
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AnalysisRuleCriteria

IAM Access Analyzer APIUZ77L>2A

AToEHESRLTEEL, API /X—23 > 2019-11-01 156



IAM Access Analyzer

APIUZ77L>2A

AnalyzedResource
AHENLUY—RACETDHAIEENET,
NE
analyzedAt
UY—AN & B,
BAT BA LAY T
- H=qW

createdAt
RBRAIERE -8B Z,
BAT  BALARYT
WA EV

isPublic

BREERULIERVD—HFVY—ANONTIY IOT O EAZHATINESHERLET,

B 7 —)LE
DA L

resourceArn
FENLZ)Y—AD ARN,
247 XF5|
Pattern: arn:[A:]*:[A:]*: [~ ]*: [~ ]%: . *

DA L

resourceOwnerAccount
Y —RAEFMBETS AWS THI > K ID,
24T XF
DA LV

AnalyzedResource
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resourceType
DHENEZVY—ADRAT,
24T XFF

BRh75{E: AWS::S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |
AWS: :Lambda::Function | AWS::Lambda::LayerVersion | AWS::KMS::Key
| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |
AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot
| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |
AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |
AWS: :DynamoDB: :Stream | AWS::IAM::User
A WV

updatedAt

BRIEHE KA,
BRAT BALRRV T
Y= =4

actions
BREERLERIVD—ICE2T, ATV INIIC 2FEATH T IO LAFINFEEhDT
>3,
AT XFFHDOBEF
0= WA 4

error
Ia—)( v t_yo
A7 XE5
A WO R

sharedVia

BREZBREERLET IV EAFTINFEDLS ICFEETE L ERLET, ik Amazon S3 /N
TYNOBRBERICKHLTANERET,
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247 XF5 OB

A VW R

status
DHENTZVY AL SERENEBROBEODAT—R A,
RA T XFF
BX75{E: ACTIVE | ARCHIVED | RESOLVED

BAE WWZ

LTOEHREZRLTSEE W,

SHEEED AWS SDKs DV\WFIA T D API ZEAITZ2HFEOFHMI OV TR, UTZESRL T
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« AWS SDK for C++
« AWS SDK for Java V2
« AWS SDK for Ruby V3

AToEHESRLTEEL, API /X—23 > 2019-11-01 159


https://docs.aws.amazon.com/goto/SdkForCpp/accessanalyzer-2019-11-01/AnalyzedResource
https://docs.aws.amazon.com/goto/SdkForJavaV2/accessanalyzer-2019-11-01/AnalyzedResource
https://docs.aws.amazon.com/goto/SdkForRubyV3/accessanalyzer-2019-11-01/AnalyzedResource

IAM Access Analyzer

APIUZ77L>2A

AnalyzedResourceSummary
DHENIZ)Y—AD ARN FEEILET,

2

resourceArn
pHENLEIY—AD ARN,

247 XF5

Pattern: arn: [A:1*: [~ ]*: [~ ]*: [~ )%

DA L

resourceOwnerAccount
Y —AZMBETS AWS 7HJ> KN ID,
AT XE5

PAZE: L

resourceType
DMENLZVY—ADRAT,

AT XE5

B/ fE: AWS: :S3: :Bucket | AWS::IAM::Role | AWS::SQS::Queue |

*

AWS: :Lambda: :Function | AWS::Lambda::LayerVersion | AWS::KMS::Key

| AWS::SecretsManager::Secret | AWS::EFS::FileSystem |

AWS::EC2::Snapshot | AWS::ECR::Repository | AWS::RDS::DBSnapshot

| AWS::RDS::DBClusterSnapshot | AWS::SNS::Topic |
AWS: :S3Express::DirectoryBucket | AWS::DynamoDB::Table |
AWS: :DynamoDB: :Stream | AWS::IAM::User

DA L

AnalyzedResourceSummary
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AnalyzerConfiguration
AWS BRIE =R T NIV ROTFSAY—ORECH T ERN EENET,

2

/A Important
COTF—RBEFIHAERTHD S, FHFEFLERFRENDEZRFROX/N—DS5END1DFE
TZEETEET,

internalAccess

AWS BRI T A NORBT IV EATF A —DOREZEELET, COREICK
W, TFZA—DPRENOT IV ELAZTFMIDHENRKIET AWS,

#: InternalAccessConfiguration 772 T 7 k

HAE WWNZ

unusedAccess
AWS HBBELRETHIO Y NOREROT VAT T4 —OREZEELE T,

#- UnusedAccessConfiguration A7 T 9 <

HAE WWNZ

LTOERESRLTLSEZT L,

SREBD AWS SDKs DVWTFhA T D API ZFEATAHFEOFMICOVWTE, UTZ5RLTL
Z2EW,

« AWS SDK for C++
« AWS SDK for Java V2
 AWS SDK for Ruby V3
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AnalyzerSummary
THSAH—CETBERFEENET,
AES

arn
TFZ4H%—0 ARN,
247 XF5
Pattern: [A:]*:[~:]*:[~:]*:[~:]*:[~:]*:analyzer/.{1, 255}
AV
createdAt
TFHoAF—BFERENBADRALAR T,
BAT  BALARYT
A W
name
TFZA4 Y —nEH,
2AT: XT3
REOFN: ZPIRE1TY, BARWE 255 TT,
INR—2: [A-Za-z][A-Za-z0-9_.-]*
A W
status

THFZ2AH—DOARAT—B A, Active TFHZAH—lFk, HR—REhTWBRUY—RZEEICTE
ZaU)IL, HiILLKREBRZERLET, THZ2A4H -, OFEE LT IOEA%Z AWS
Identity and Access Management Access Analyzer A SHIBRT 2B END I —H—TF o> a3tk
V) AWS Organizations, 7+ Z A4 =L VWRHEBEROEK ZF1LDisabled9T5EETT,
AT—R AW Creating, P24 —OERNFIETHTHY ., 7HIZAF—DERFKKL
JcFailed& & TY,
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. xF5

B%% 48 : ACTIVE | CREATING | DISABLED | FAILED

DA L
type
RAT W, PFIA Y —0EREY - FLEEARAI—7T2RLET,

8. =25

B%h75{E : ACCOUNT | ORGANIZATION | ACCOUNT_UNUSED_ACCESS
| ORGANIZATION_UNUSED_ACCESS | ACCOUNT_INTERNAL_ACCESS |
ORGANIZATION_INTERNAL_ACCESS

RAZE: (&L

configuration
THFZAH—HFABTIOEA, KREAOTIOEA, FLEEAFTIEARTFZA4HF—0OVTIT
H3NEEELET,

#I: AnalyzerConfiguration 772 T K~

ECDOFATDZIVRNIHABRTT, COFATITINOXAYN—GF 1 DEFEELRZIEET
EFXT,

HAE WWNZ

lastResourceAnalyzed
TFTF7AF— L& 2>TREBEILCGME NI Y—A,
AT XF5|

HAE WWNZ

lastResourceAnalyzedAt
REICOMENLEDY —AN DHE NI,
B RALARARYT

HAE WWNZ
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statusReason

statusReason &, 7+ 74 H—DREDAT—RAICEITZFMERMLET, &exlE, 7
FOAH—DERICEARTHE, FailedAF—RXANEENET, BBE A TETBTFTS
AH—0DFE. COBER., HBOXN—THI2NAWS CXELZY—ERAICYVIENE
A—)ILOEKICEITZIBEN RRTHDAEEN B ET,

- StatusReason 7 T U N

0% WARY-4
tags

Het

TFHFoAY—IBRENDF—CEORTOEY, F—EEOARTIE, Unicode XF, ¥F,
He v .o /=t BRE DY NTEREIhET -,

RITF—F 1~128 NFZORESDETHY), OTLTAVIRZ[RF TR ERFTEEREAaws: o
RTEK, 0~256 XFZDOREDIETT,
B XFIASNFIIADOIY S

0= WA 4

LTOEREZRLTSEEZ W,

SREBED AWS SDKs DVWFhA T D API ZFEATAHFEOFMICOVWTE, UTZ5RL T
ZEW,
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ArchiveRuleSummary

T—=AATL—=ILCBEITREBRIEENETT, 7—HATIL—LE, L—ILOERBFICERL EE

ERETHLVEREBBNICT—HITLET,

ok
createdAt
T—HATIN—IIHERE h =,
BAT  BALARYT

WA L

filter
TF—HATIN—IEEXTHDEHICEREND 712 —,
R A 7 Criterion 77T ORI Y TADONEHTT,

DA L

ruleName
T—HATIL—=IDOEH,
2AT: XF5
REOFN: ZIRIEF1TT, BARE 255 TT,
Pattern: [A-Za-z][A-Za-z0-9_.-]*

RE: W
updatedAt

T—NATN—IH&RICEFHE hRKZ,
BAT  BALARYT

DA L

ArchiveRuleSummary
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CloudTrailDetails

CloudTrail 77 AICEATRBEHAEENTVET,

A&

accessRole

IAM Access Analyzer A" CloudTrail SIS & H—EADGKRKR T U ARBEBERICT IV EATE o
ICEAT2H—ERO—)L® ARN,

AT XFF
Pattern: arn:[A:]*:iam::[*:]*:role/.{1,576}

DA L

startTime

IAM Access Analyzer & CloudTrail 1 X N ZHER T2 FEEEORHK. CORLIYITOX A
LABRVTEZEDIARVNE, RUD—DEREFREENFTEA,

BAT BALARYT

WA [F W

trails
AFDEREEEOLTrailA 7oK,
B: Trail 7729 hOESI

DA L

endTime

IAM Access Analyzer & CloudTrail 1 X N ZHER T D FEEEDK T, CORAHI)EBDORA
LDABRTHZEDIARYNE, RUS—DERERFRBENELFA, CNHNVIITANIEEN
TVWEWEE, F7FI)NMEREREOHZTT,

B:RALARERVT

HA WWNZ
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CloudTrailProperties
CloudTrall 77 2 AICEATBBEH/AEENTVET,

ES

endTime

IAM Access Analyzer & CloudTrail 1 X N Z RIS HEEEDK T, CORAIYEBDORA
LARDTHZ#EIDARRNE, RUD—DERERFRBENFELA, CAHNVIITANCEEN
TVWEWEE, F7AI)NMERBREOHRZTT,

BAT: BALARYT

DA L

startTime

IAM Access Analyzer & CloudTrail 1 X N Z BRI 3 HFEEHEORKB. CORZAIYBTOX A
LDABRVTEZHEDIARVNE, RUD—DEREFREENTLEA,

BAT  BALARYT

DA L

trailProperties
AP 7ONT 1 DREZEELTrailPropertiesA 72 I K,

#: TrailProperties 772 T 9 NDELF

Y= =4

LTOERESRLTSEZL,

SEZEEEBD AWSSDKs DW\WTFNATZD API ZFEA T2 HENOEMICIODVWTIEE, UTZ2SBL TL
zEW,

« AWS SDK for C++

 AWS SDK for Java V2
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Configuration

UY—AOF I LAY NO—LEESE, BEERATEBORTELTEELET, KETES
FOEAAY RO—LBREDORA T 1 2EFTT,

2E

/A Important

COF—AMFHAGTHDLD, FAELREENDEEFROAL/N—DS 5D 1 DF
HERETEET,

dynamodbStream
7Ot AQ>Y MO—)LEREW DynamoDB A N J—LRATY,

#: DynamodbStreamConfiguration 7 T 9 ~

HE VWV E
dynamodbTable

T7OtAI> MO—)LERE. DynamoDB F—7IINF LA FY I AATT,

#: DynamodbTableConfiguration 7' T 9 ~

A WO A
ebsSnapshot

ToOEAOA MNO—J)EEE., AmazonEBS R 1 —LAARFY 723y NATY,

#: EbsSnapshotConfiguration 77 T 9 ~

Y= WARY-4

ecrRepository
TOEA> MAO—ILERE Amazon ECR VRS NURATTY,

#: EcrRepositoryConfiguration 7S T U ~

HAE WWNZ
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efsFileSystem
7oA MO—ILEEWR., AmazonEFS 774\ ATLRATY,

H: EfsFileSystemConfiguration 772 T o k

HAE WWZ

iamRole
FOtA MNO—-IEEK IAMO—JILATT,

#: lamRoleConfiguration 7 TV ~

PE VWV R
kmsKey

TOEAOY MO—LRERF KMS £F—fHTT,

#: KmsKeyConfiguration # 7 T

WA WWA
rdsDbClusterSnapshot

FoOtEAd MNO—I)LEEE. AmazonRDSDB 95 AZ—AF Y723y NATT,

#: RdsDbClusterSnapshotConfiguration 7~ T U k

®AE VWNZ
rdsDbSnapshot

oA MO—JLEEEE. AmazonRDSDB AFv 7’3y NETT,

#1- RdsDbSnapshotConfiguration 7' T 9 ~

WA WO\ R
s3Bucket

oA MNO—ILEEEE Amazon S3 /N7 Y NETT,

#: S3BucketConfiguration #7149 ~

HAE WWNZ
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s3ExpressDirectoryBucket

oL AQ2 MO—JEERK., AmazonS3FALIKNUNTY NATT,
#- S3ExpressDirectoryBucketConfiguration 77 T 9
WA WWA

secretsManagerSecret

2t A0 MO—)LERE I Secrets Manager —2 L Y NATTY,

B: SecretsManagerSecretConfiguration 77 T 0 k
HAE: VWWZ

snsTopic

TOtEAAY MO—IJLEEEE Amazon SNS REY VBT

#I- SnsTopicConfiguration Z7< T 9 K

A VW R

sqsQueue

TOtEAdY MO—JLEREE Amazon SQS ¥ 1 —HT9,

#: SqgsQueueConfiguration 772 T ~

A VW R

LTOEREZRLTSEZL,

EEZEBEBD AWSSDKs DWITNATZD APl ZEH TS HZEDOFFMIC D
e L\,

« AWS SDK for C++

« AWS SDK for Java V2

* AWS SDK for Ruby V3

RTOBEHEZRLTEE L,

APIUT77L2A

2VWTR, UTFZ2Z2RL T
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Criterion

T—NHATIN—IINEERTDTAINEZ—THEAITIEE, FHATUREE7AIILEZ—F—0FMAIOVT
(&, TIAM Access Analyzer 7 4 )LZ—F— BSBL T EE L,

A&

contains

L=ILOERICERAEIhZ 7 IILE—IC—HTD T8C, BEF,
2AT XFH OB
BAXN— &PBIEE1EBETY, BAKIE 205 HETY,

MHAE WWNZ

€q
L—ILOERICERAEND 7 LEZ—IC—HTD "FLV, EEF,
BAT7: XF5 OB
BIXN— &P HEF1EHBETY, EAEF20HBTT,
WA VWO Z
exists
L= OERICERAZND 71 IILE—IC—-HTD 71 BEE T
B 7—I)E
WA VWO Z
neq

LW=ILOERICERAEND T AILEZ—IC—HTD 'EFLLW, EEF,
2AT XFH OB
BAXN— &PBIEE1EBETY, BAKIE 205 HETY,

HAE WWNZ
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