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» CreateAccountAlias

THORIA)TAZHIKRT S

RDFIEZRTIBICE., PBLSEELUTOIAM T 7 AFANSETT,

e iam:ListAccountAliases

« iam:DeleteAccountAlias

TAIOURIA VT AZBIKRT B ICIE

Console

1. AWS N XX NAY—=IL ICHAL>4> LT, IAM 2V —)L https://
console.aws.amazon.com/iam/ ZBEZ £ 9,

2. FES—2a R4 T, AV IR—REBERLTLSEZTL,
B [THIVRIAVTARAIDEIZHD [AWS FHO U N V23> T, [HIR] Z2BRLET,

AWS CL

AWS TAIVKNIDDIA VT AZHIBRTZICE, ATOOXY REZRITLET,

e aws iam delete-account-alias

THORIA VT ANEIRENIZCEZETEIBDICE. AWSTHIRNIDIA YT RAERR
L/T&‘C<7L'(’.“\/\o /A@:l?\/ HE%?T[/*?O

e aws iam list-account-aliases

API

AWS 7HIORIDODIAUTAZHIBRTSDIZIE. UTOARL—>3 2 &2#FOCHLET,

» DeleteAccountAlias

THORIA VT ABBIRENIZCE ZHEFEIBDICE. AWSTHINIDIA YT RAERR
l/T&T(fLé L\o IAOJHVEEH?OH:II l/ia-o
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e ListAccountAliases

(® Note

TAODVRIA VT AZHEKRIDE, FHAIZROY AV A2 URLEFATAINID IC

EJSVEEDOIEBYET, TAUTFAURLICELLEISELTERKRL, URALINE
nEXtA,

AWS PRIV RMANDT IV LEAZFTET S

AWS ZRETRHERE. BODAWS THIV KRB LTVY—ANDT IV EAZEDRSICFHAT
PHh%ZFELT, BYICHFAEThI-Z2B IDEEYY1—23228ALET,

IDY—A

IAMARARNTZ 0T 1A >T, ABOI—H—ED—00—REMOI—HF—0 AWS UV —

AT IOEARATRDEEIL, —RHNEBFREABEREZEATAHIEDOICLET, —HNAFEILERE. 1AM

A—)LZERALTVY—ARICTILARATBIDICRHEEIhET, IAMICT7IFL—>3rEhikz1—
H—E MW MT7AFoTAT4E2E2—RO1I—F— (IAMT7AFoT4T71422—F1LIKNJIC
7IFL—2 3 EEREHRENLEZI—Y—)0mAN, AMO—ILZEALTUY—-RIZTIER
LET,

AWS ZEWHBHBHIC, ROEES5NDHETIDZENDISICKRET DN ZFFBELET,

« AWS Organizations TIAM 7A Fo T4 T4 X2—28ML, IAMTATFoT4T141>
XA—AQO1—Y—%=BEB T LINJICERZEMLET,

IAMTZATTATA42R—EEB T LONJICEEI-Y—2Z2EMTDHEICOVTE,
TAdd users; ZZBRL TS EE V),

e EFEONALID 7ONA R —&ZIAMT7AFoTA4AT1 2 2—FEFIAMET7IFL—>3>L
x£9,

AZID 7ONAE—ZBIAMTATFoTFATAEDEZA—EBEBTALOVNIIZ7IFL—>320F3
FEICOVWTE, BYBAMRFI—NI)T7ILZSRLTLSEETV,

TOEAEE
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A—Y—ATOEATE AWS VY —REH—ERZRZFIL., I—Y—, JI—7, O-ILZT &
BERT OV ERAFAERID—2EFRLET,

s IAMPAFoTAT4E2E—2FEALEGEEE. IAMID Z7ONAX—CMATIAMO—)LET
TEAFAR)S —HFHEBRO AWS THOY NI EICBBNICERENET, chsoO—)LE
TORAFARK, BEOT7VT—23 2R AWS TADY MCA—H—XTIN—T &) EHTS
EECBELET VO EAFAE-—HLET,

ﬁmtouru F1—Y—TFOREE)YETZ, & "TFTVT—=3a o0\ A0F
TOLAZBRETD ) ZSRLTLEEL,
-ID7DA49—EAWSJﬂ?/hW@MMtEE7I?b—>3>?6%3@\J—W—#a
EZEF320-ILOEDL,, RUS—& 2 DERTIHBENHYET, #HAO—-ILE25EZ2HFDE
NTERIHNZEBEITHAEEARAV—E, O—-IZ5EZFR 1Y —NITIOLRAEHFAELFESD
ITH5AWS F7O2a e )V —REEBEITDTIEAFARIZ—TT,

FHHECOVTE, DZ7ONAMFE—EAWS ENTIFL—23Y 28RLTKEEL,

IAM 1—H—ICBT2I1—AT—XA

AWS 7AHI2 FRICHERL 2 IAM I—H—ICEk, BY TEREETE 3 RARMABFERNIRET LK
ER

AWS ATT7 VL AHEZEETIES. AMI—HY—E—RICKFEDBRFRTREHYERA., FEL
ABRIDI—AT—ATEIAM 1Y —Z2FALBEVCEZHEHOLET, TOETHREBRHRIIOESY)
T9,

£9., IAWMIA—Y—RGFEAOT AT MNETFICERFTFENTVWS D, BBORRICEDLETSEL
AT—=ILchFEBA. ZEOIAMI1I—Y—0OT7 0 AFTEEFIVT A Z2EEBITHIOEETZ TR
L, FLICABETLBLBDBETNANHYVET,

R, IAMIA—H—ICE, O AWSIDEEY V1 -3 BATVWR RS B—THICARILL
TEEIIREELHIEEBA, TOLD, OV VI-23 2 CENTEFIUTERFOTITT
TAT O ACHBITDON LB ET,

REIC, FYAT—Z7)L 3 IDEET77O0-FOEN, SERFIAL. NAT—KRRUZ—, O-)
DEMEVSLEFIVTARARNTZITAAOEAN R LICHETT,

IAM 1—H—IZKEFET DD TIEBE L, AWS Organizations T IAM Identity Center ZEH T2, 3P
TONAZ—HDS5IDZTIFL—23092EV2EBEHOFGVY I3 0EAZHEHY
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LET, COLEBRIRICKY), AWSTRIBEQILKRICEDLETHE, EF1VT 1, EROMRZES
HBENTERXRT,

EOLSH, 7IFL—23 VA -—THR-—KrZhTLVWEVWI—-AT—AICOH, IAM 1 —H—
ZEATRD_EZHEBMOLET,

LTOUARNE, AWS O IAM 1 —H— & O RMFERIFERIVEZRENI—AT—AZRLTVLE
T, IAMZFEALTESTO AWS THIROTIZChS® IAM 1—H—Z4ERL. TO1—H—
DT IV AFAZ IAM TEEBTEET,
c AWST7HIVVNIRITBIBEITIEA
- AMO—-J)lZ2EATEZAVWD—I0—R
- AWS CodeCommit 7 7t A
« Amazon Keyspaces (Apache Cassandra @) O 7 7t A
s Y—RN—=F1—DODAWS VT4 T>hk
« PH2 KT AWSIAM Identity Center ZF|FTZEF, #IC ID 7’O/NAM X —HFVEE

BT OVAAD IAM 1—Y—ZEKTS

IAM I—H—&F, 1 AOI—H—FLBGE 1 20T 7V T—>3a2VICRUTHEOHAZRD AWS 7
NIONADTATFTATATY,

IAM A—H—DERZHREIZIERD 1 2IC, BT I7EAAD IAMA—Y—2BRIBDEND
WET, chT, D7AONA A =BT I EATREICBI2IZFZIETEAWS PTHIVNITIERAT
XY,

(® Note

EFIVFALEORANTZO9TAAELT, IAMIA—H—ZERTHOTREEL, ID7 I
FL—>23>zBUTIVY—ANOT VLA ZREHBRITZI e z2H6#HHOLET, IAM 1—H—
FREBEEORRICOVTORERIE., TIAMI—HY— (O—ILORDYI) Z/ERT 515
a1 EBBBLTLKEZV,
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BRT77tAAD IAM A—Y—ZERTBICE

® =

WNT DA

RDFIEZRTIBICE., PBESEELUTOIAM T IV EAFANBETT,

access-analyzer:ValidatePolicy
iam:AddUserToGroup
iam:AttachGroupPolicy
iam:CreateGroup
iam:CreatelLoginProfile
iam:CreateUser
iam:GetAccountPasswordPolicy
iam:GetLoginProfile
iam:GetUser
iam:ListAttachedGroupPolicies
iam:ListAttachedUserPolicies
iam:ListGroupPolicies
iam:ListGroups
iam:ListGroupsForUser
iam:ListPolicies
iam:ListUserPolicies

iam:ListUsers

Console

1.

3

AWSH A A2 A—H—HA RO TAWS ANDHY AL FE OREY ITHBPAZTATL
BEOC, A—H—BATCHBLIEHY A VAV FIRICH > T EE L,

IAM OV =I)DOR—LIR=DOERMOFEST =232 RA2T, [RED IAM] TFA B
RYDACIVTIVZAALERT,

TET—=23URAT[A—Y—] [A—Y—OEK] DIEICERLET,
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10.
11.
12.

® Note

IAM Identity Center ZBRICL TWBBERE, AWS NI XNV 2

(&. IAM Identity Center T1—H'— DT VLA ZEBEITDIDNRZRETHD_EZRT
XY tE—IHFRRENET, COFIETHERL Z IAM 1—H—F, (21D 70O/
RA—PNRETELBL B2 EBEICOKFEALET,

[A—Y—0F#ZEE) R—20 [1—HY—0FE o [1—F—F] 2. HFLLI-—Y—0F
HZANLET, chlE, AWSOHA A2V ETT, COBHITIE. EmergencyAccess &
AALET,

(® Note

I—%—RlF., &K64 XFZOEKF., 7TAREE (+). FF5(=3). HUN (). EVF
R PYNI—D (@), PFE—ROAT7 (). \M 7> (-) ZHH&EDLEBTEEL
F9, BRI THIVRNAT—ETHIYVENfNHVET, AXFEPINFREREH
FtA, HIZIEF, TESTUSER £ VWS 1 —H—<& testuser EVWS I—H—%ZERKT S
CERTEFRRBA, I H—FBZRUZ—FLIF ARNO—HBELTHEATZES.
BIDAXFEPXEFNXBENET, A4 E, QY- —F
FRRENDBEE, AXFEPMNFREREhER A,

[AWS XZIXYRAVY =L AQI—F—TIOtRAZRHITSZ —FT723V]0BICHS
FIYIORY VAZERL, [AMA—Y—ZEHLET] Z2EBRLET,

[A2Y—=ILNADT—R] T, [HBERNADT—R] ZERLET,

[A—H—RRESA VA VBCHLWIRT— REERTIBENF G FT (HR) OB
HBFIYIRY IREAXVIZLES, COIAMI—Y—RBBERTFIEAATHBLH. &
BTEREEENNAD—REREFL, LEBBEICOAEHRLET,

FERDERE]| R—Z O MERAT> I3V 0, [A—H—2J)I—7ICEMN ZBRLET, X
. A—Y—TIL—=T1TIL—T 0k ZBRLET,

[A—Y—TIL—TOER] R—> 0 [1—H—T)L—7A] IZ. EmergencyAccessGroup &
ABULET, KRIZ, [BFA7RY) 2 —] T [AdministratorAccess] Zi#IRL £ 7,

[A—H—TN—7 2K 2BRL T [FAZRE|R—ZICRYVET,
[A—H—TIL—71 7T, HEICERK L = EmergencyAccessGroup D ERIZRIRL £,
DRA] ZBIRL T [BRBELTFER| R—DJICEXRET,
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13. [BREERIR—D T, HILLVI—Y—ICEMTZI—HF—TIN—TXN=29TDURAR
NZHRELET, RTIDERBHITELS, [I—F—DOEK] ZBIRLE T,

14. [NAT—ROWMBIR—DT, [csv 77AILOE T O—R] ZBRL, I—H—OFRELE
]EEHRURL, I—Y—8B. NAT—R)HFEENTVS csv 77 ML ZRELET,

15. COT77ANERELT. IAMMIZHA AV ITRBENHRE00, ID7ONAE—ICT Y
EATEBRVBEICEALET,

FHLUWIAM A=A —HY -] VANIRFENET, [A1-F-R| UV ZRBRID L,
A—Y—0FMEFrKRFENET,

AWS CLI

1. EmergencyAccess £ VS HHODI1I—F—ZHERLET,

* aws iam create-user

aws iam create-user \
--user-name EmergencyAccess

2. (A7) 1—Y—ICAWSIYZXIARIAVY=ILANOT I AEZFELET, Ch
CRENARAT—RABETT, IAM I—HF—ONAT—REERTDICE, --cli-input-
json NSX—RZFEAL T, NAD—RFEENTVWBISONT7 7ML ZELET, &
e THOROHB A ANR—=20 URL Z1—H—ICREITIHEN BV ET,

* aws iam create-login-profile

aws iam create-login-profile \
--generate-cli-skeleton > create-login-profile.json

« T¥ANIF 141 RT create-login-profile.json 77/ J)L&ZFHAE, /NAT—RR
D—ICERUIENATD—RZAHNLT, 774N Z2RTFLET, HIZE. ROKSICHKY)
£9,

{

"UserName": "EmergencyAccess",
"Password": "Ex@3dRA@djs",
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"PasswordResetRequired": false

}

- BE aws iam create-login-profile IN > RZfHAL T, JSON 77/ ZEL
fo --cli-input-json NSX—ZZELFT,

aws iam create-login-profile \
--cli-input-json file://create-login-profile.json

@ Note
JSON 77 A NICEBELVENAD—RATHIRONADT—RRIVI—IZIEERLT
W3i5& k. PassworPolicyViolation I —HR&ENFET, COBEAK., 7H

DVRNDODNAT—RARV—ZHRABL, BEHER/LEITLSICISON 77 1ILAD/N
XU_HEEﬁbi?O

3. EmergencyAccessGroup ZER L, AWS YZx— RR1JS — AdministratorAccess
BIN—=TIZTE2YFLT, JI—7IC EmergencyAccess 1—H—ZEBMLE T,

@ Note
AWS BEER) S —F, AWS HMERB RV EBEE TSI AA R7OVRIUS—TT,
BRIV —IZIE, ThEFNIRBED Amazon VY —AX—A (ARN) ((RUS—& % &
YN HYET, AW, arn:aws:iam: :aws:policy/IAMReadOnlyAccess
& AWS BRIV —TT, ARN OFMBICOVWTEE., IAMARNZZRL TS IEE
We AWS OH—E R IZWTD AWS NR—F RRUSZ—OUARNIDVTRE,
FAWS XR—D RARD S —, ZZRL TS EE L,

« aws iam create-group

aws iam create-group \
--group-name EmergencyAccessGroup

« aws iam attach-group-policy
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aws iam attach-group-policy \
--policy-arn arn:aws:iam::aws:policy/AdministratorAccess \
--group-name >EmergencyAccessGroup

« aws iam add-user-to-group

aws iam add-user-to-group \
--user-name EmergencyAccess \
--group-name EmergencyAccessGroup

* aws iam get-group N > RZEfTL T, EmergencyAccessGroup EZT DX /N—%& 1)
ARMLET,

aws iam get-group \
--group-name EmergencyAccessGroup

IAMO=)ZFEATEEVD)—20—RAO IAM 1—H—%EHKT S

/A Important

RARTZOTA4AELT, AWSICTVERTRHEEICE. ABOI—H—IC —KHER
AEHREFEATAIROERTDEEHEBLET,

FhE, EBI1-—HY—2E81—Y—ID Z AWS IAM Identity Center TEETD_EETE
F£9., IAM Identity Center ZFEAL T, CHZDT AT RANDTILAE, ThESDTH
JORNATOT VAT ZERITBDCLZHBOLET, AFHID 7ONAF—ZFEAHL

TW3FEE . IAM Identity Center T1—H— ID DT VL AFAZRETDEELTEE

9,

TA7ZALCLDT VAL RBFBABTHRIREEN L IAM A —2HLELETRI—AT—AD
e, BECRBUTT IV EAT—Z2EHMIDEONFIRERETAEZHEOLET, FHICOV
TR, "7OCAF—%ZEHIZ, 25RLTEEL,
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Q—H—H1 K

—MOTHAIVRBROY—EAEERAVZRTIRICE. L—hI1-—H—

AoRLEERZERA L T

OJA4>232BENFHVET, I— NI —ELTHA VAV TRIRENHDRZAVERBTBIC

., "L—hI—Y-FABBAVEZZAT ) 2ZZRLTLEZL,

IAMO—/LZEATEEVWI)—70—RAD IAM I—Y—Z2EXT B

© BINT Y EAKT
ROEEEERTTHICE. DB ELUTOIAM 7 I RALTHFBETT,

iam

iam:
iam:
iam:
iam:
iam:
iam:
iam:

iam:

iam

iam:
iam:
iam:
iam:
iam:
iam:
iam:
iam:
iam:
iam:

iam:

iam

:AddUserToGroup
AttachGroupPolicy
CreateAccessKey

CreateGroup

CreateUser
GetAccessKeylLastUsed
GetAccountPasswordPolicy
GetAccountSummary
:GetGroup

GetLoginProfile
GetPolicy

GetRole

GetUser

ListAccessKeys
ListAttachedGroupPolicies
ListAttachedUserPolicies
ListGroupPolicies
ListGroups
ListGroupsForUser

ListInstanceProfilesForRole

‘L istMFADevices

CreateServiceSpecificCredential

IAM 1—Y—CET5I1—AT—A
e iam:ListPolicies
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iam:ListRoles

iam:ListRoleTags
iam:ListSSHPublicKeys
iam:ListServiceSpecificCredentials
iam:ListSigningCertificates
iam:ListUserPolicies
iam:ListUserTags

iam:ListUsers
iam:UploadSSHPublicKey

iam:UploadSigningCertificate

Console

1.

AWSHA A2 DA—F—HARD TAWSANOHYA A2 FEI OREY JTHEAZT AT
BESC, A—H—BATCHBLIEHYA VAV FIRICHE > T EE L,

IAM OV =I)DOR—LIR=DOERMOFEST =232 RADT, [RED IAM] TFA B
RYDACIVITVZAALERT,

FTEF—23aRAT[A—H—], [1—Y—ZEK] OIEICERLET,
[A—Y—OFMERE|R—IT, UTOEEZTVLET,

a. [Username] I, WorkloadName &£ A71L %Y, WorkloadName &, 7HJU 2 NZEfE
AYT27—OJ0—ROBHICEEHMRAET,

b. [RAN] ZERLET,

(AT723)[TOEAFAZRE| R—IT, UTZRTLET,
a. [A—¥—=J)—7C&m 2&RLET,

b. [JI—7DHK] ZFRL TEEL,

c. [AI—Y—IN—T%ERFATATRYVAQ[A—HF—TIL—TFI\C. FIL—TK
NDO—O0—ROFEAZRTIBEZADLET, COHITIE. Automation &VVS EZHI
ZERALET,

d. [FOtEAHARIUS —] T, [PowerUserAccess] BIERUS—DF T Y IRY VREF
ICUETD,
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® Tip
[ZOEAFARIS—] DBRERY JAIZ Power EADTDE, BERDD—
BT BOHRDENTEXT,

e. [A—¥—TIN—T0OEK] ZERLET,

f. IAMTIL—TDOVARNHBIZR—JICRY, FILLWI—HF—TIN—TOFIVvIRY S
AZFAVICLET, HILLWI—H—TI—THPUVANIRRENEVESIE. [Refresh
()] ZBIRLET,

DRA] Z38IRL T,

6. (A72AN)[RIIR=DT, RTEF—EEBORTELTTRYFLT, XETF—Z2%
I—H%—ICEBMUET, FMICOWTIE, TAWS Identity and Access Management ') Y —
ADZT 1 #ZRLTLEE L,

7. LWI—HY—0I1—HY—TIN—TXN=2Y T %28BLET, BT IT2ERBHITEL
5., [Create user] (1—H—0D¥ERK) Zi&IRL £,

8. A—H—IDERIERENLECEZERTAT—RABHANRRENETT, [1—HF—ZRTF]
ZERLUTCI—Y—OFER—DICBELET,

9. [EF21VFARBEHR 27 EBRLET, RIC, J—I0— RIZHELFRIEBEREERL
-

Q@

s TOEBAF—-[TOEAF—ZFEHK] 2BRLT, I—F—DOT7 IV EAF—ZEBB LY
A7O—RLET,

/A Important
S—UOLYRNTPIOEAF—ZRTRELIAVO—RTERZDRFROEELETT
9. AWSAPI 2RI BEIIC, I—H—ICZOBRERBIDISEN HYET,
I——0HLVWF7IOEAF—IDE—TILY NTIVEAF—R., ZL2£BIFFRIC
BRELTLES VY, COARATYTZT2EEIL, >—JL YR F—ICBET77ERA
FRDEBFTEFRLEAS

« AWS CodeCommit ® SSH /N7 U Y % — - 1—%—4H" SSH &£H T CodeCommit \J 7R
SRNUEBETEDRSIC, [SSHNTUYOF—0TF Yy 7O—R] #ZIRLTSSH /NS
Dy ox—=TF7Y7O—RLET,
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« AWS CodeCommltd)HTTPS Git REEE IR - [FRREEHRZE K] ZBIRL T, Git URZ KU
THEATZ—EBE01I—Y—RAFEBROEY N2ERLET, [RiFEHREA V> O—R] %&
BRLULT, I——RBENADT—RZ csv 7 7AINICREFLET, COBEHREFNATES
DIEFCDEEDHKRTT, NAD—RZENLEYHBELEYLESER., VEY NTHIHE
FHYET,

« Amazon Keyspaces (Apache Cassandra [a () O FREEIEER - [FRELIE R & £ K] ’Ei%?ﬂb
T. AmazonKeyspaces CEATH T —EABEO 1 —H—FAIEHRZEHLET. [
AfEHREA O O— R ZBRLT, I—HY—RBENRAT—RZ csv 77AMI)IICREFELE
T, cOBEREFATEDIORCDEEDOAKATT, NAT—RzENLYHELEYLE
BEE., VY NITBDBENHYET,

/A Important

H—EABEBOREERIE. BED IAM I—F—ICEEFTShERBAOERE
H/T, RABBROERRFICHRELTVEY—ERICUAEATEEREA. IAM
A—)LEEE7IFL—TFTY RTATFTAT4IIHL, —RKNBZERERZ
FALTINTOAWS VDY —RIZT IV EATERT IV EAHAZFETSIC
l&. Amazon Keyspaces A M SigV4 REE7 5T 4> T AWS Rtz EAL £,
MOV TR, TAmazon Keyspaces (Apache Cassandra € (1) RO Y /N —
74 K1 @ TUsing temporary credentials to connect to Amazon Keyspaces (for
Apache Cassandra) using an IAM role and the SigV4 pluginy 2B L <&
Wo

- X509 BRAAE - X174 SOAP ORI IVITANEZTSHBENHY) . AWS
Certificate Manager THR—REhTVW VWD —2 3> (ICHBHE (. [Create X.509
Certificate] #3ZIRL £9, ACM [, H—N—fBHE®7O> 3>, 88, F7O04 79
BLOOHERY—ITT, ACMDEADEFMICOVWTIE, TAWS Certificate Manager
1—%—F4 Ry Z5RBLTLEET,

TOJSALICRDTORAERZZ DI —H—%/ER L. PowerUserAccess ¥ 3 7B TREL £
Lo COI—H—0OFT UV EAFTRIZ—IE, IAM & AWS Organizations ZFR< T XTOH—
EANDTIINT O AZHFALET,

D—O0—RAIAMO—-)LZ5|EZFshBzVES, BU7O0CAZFEAL T, BMODO—2
A—RIZAWS THIURN VDY—AANDOTATFZALILLDT OV EAZHFATEET, cOFIE
Tl&. [PowerUserAccess] EEBRU —Z2FEALTT7 VAT T ZEN ETET, HPMBEFEONX
ARTZO0F14AICRKSICEK, KYFIROELVARVS —Z2FERTEH, 7OTFALICHKHER)
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V—ADIZANDT IV LRAZHIRITDHDARLR) S —RIERT D e ZzmFLTLSEEY, 11—
H—TOEAFAZHEED AWS VDY —RICRETEIRU—OFEABFECOVWTEF, TAWS U
V—AD TIVEABE BRE "IAMTATUTATAR=ADR)—0fl, 25BLTLE
TV TI—T0ERRBRICEMNI—F—TI—T2EMTSHICE. "TAMTIL—T 01— —%
WET21 Z2ZRLTSEE,

AWS CLI

1. Automation VS ERNODI1—HY—ZERLFT,

* aws iam create-user

aws iam create-user \
--user-name Automation

2. 1AM 1—%—%')L—7"% AutomationGroup L VS BHITHERL., TOJIL—TIZ AWS T
Z—2 RAR1) 2 — PowerUserAccess 272 Y FL T, JI)L—7IC Automation 1—H'—
ZEBMLEY,

® Note

AWS EEBRU I —F, AWS HERBRTEEBITZIAZX RFOVRIS—TT,

BRIV —IZIE, ThEFNIRBD Amazon JY —AX—A (ARN) ((RUS—& % &

YN HYET, &AW, arn:aws:iam: :aws:policy/IAMReadOnlyAccess

& AWS BEERUZ—TF, ARN OFMICOVTIE, IAVMARNZSRL TS £
Wo AWS DH—E R ICXTB AWSYEZ—TJ RARUZ—DOUARNIDOVTIE,
FAWS XZ—T RARUZ—1 ZZRLTLKEEV,

« aws iam create-group

aws iam create-group \
--group-name AutomationGroup

« aws iam attach-group-policy
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aws iam attach-group-policy \
--policy-arn arn:aws:iam::aws:policy/PowerUserAccess \
--group-name AutomationGroup

« aws iam add-user-to-group

aws iam add-user-to-group \
--user-name Automation \
--group-name AutomationGroup

« aws iam get-group AN > RZSEITL T, AutomationGroup EZFDX/N—ZIJAKL
£7,

aws iam get-group \
--group-name AutomationGroup

3. D—U0—RICHEZEF1IVT (1 FRIABEBREERLET,

s [TANRILT Ot AF—%EM] - aws iam create-access-key

aws iam create-access-key \
--user-name Automation

COOXNVRZHADTDE, >—OLYRNTIEARF—ETIVEAF—IDHAERRENE
T, COBRETHRL T, Z2BBFICRELET, CHLERABHREHALEBEE
BETERZVLEYD, FELTI9EAF—2ERLETAERYEEA,

/A Important

cHOULEIAMA—Y—TItAXF—RRBFIERTHY ., THURMIEDT
FEF1UFAIVAITT, TARZERETLES, CHULETIEAF—ZHIRT
BzBBOLET, TI/EAF—ZREPEVSESE. 7—20— K IAM
I1—HY—TMFAZBRICTERIHAESHERAN,. IAKMT IV ELAF—%2FEHATHD
Tk <, aws sts get-session-token ZFEAL T Y 2 3 2 AIC — N RFRELIER
EEBLTLSEEL,
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 [AWS CodeCommit AIC SSH /N7 U vy U F—%&7F v 70— K] - aws iam upload-ssh-
public-key

LTROFITIE, SSHINT DY OF—h" sshkey.pub 77 A IIICREFEENTWVWD ZEZH
RBELTOVET,

aws upload-ssh-public-key \
--user-name Automation \
--ssh-public-key-body file://sshkey.pub

« [X.509 BREBAE R 7 ¥ 7’0— K] -aws iam upload-signing-certificate

SOAP Z’ORINICRBDREBV VT ANZTSMLENH V). AWS Certificate Manager
CE2THR—REATVEWI =23V ICABLTVWRBEIE., X500 IRERZT Y S
A—RLTLKEEW, ACM I, Y—N—FIHEZOEE 3>, B8, 770149351k
DHRY—I)ILTT, ACM OFEADOFEMIZDOVWTIE, TAWS Certificate Manager 11— —
HA KL EBBLTEZ W,

LTOFITIEE, X500 BRIAAEAN certificate.pem 77 M ILICRFEENRTVWD LR
BIRELTVWET,

aws iam upload-signing-certificate \
--user-name Automation \
--certificate-body file://certificate.pem

J—o0—RAIAMO—-)LZ5ZZITshBzVWEE, IU7O0AZFEALT, EMOD—2
O—RIZAWS PHIUKN DY—ZAAOTOATFALICLD TV AZHATEET, COFE
Tl&. [PowerUserAccess] BRI —Z2FEALTT IV EAFAZE V) HTET, HR/PMFEONR
ARNTZOFT1A AL ICEK, KYFHROBLWRUS—2FEATDH, 7O ALICKELR
V—ADIZANDT IV LRAEFIRITDHDARLR) S —RIERT D e ZmFLTLSEE Y, 11—
H—TOEAFAZHED AWS UY—RICRETEDRI—OFEARAFEICOVTEF, TAWS U
V—AD TIOEAEBE , XY "IAM TP AT T AT ANR—ADR) > —0Hl, 228U T
TV TI—T70ERRBRCENI—Y—TI—T2EMTSICE. "ITAMTI—T 01— —%
WETD1 ZSRLTLEZV,
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ZEZRFMZ IDICERATS

ID -2 BRI (MFA) 2EBTB L. IAMOARAN 759514 AND12TF, MFAlE, ID %
BRIATADEHICI—F—BENAT—REZBELVLELETESICHORIAERZEETHALS 1 —H—
ICRHD, EF21VT1BUDOLAVT—TF, I—F—ONAT—RAIREENILHEESTE, HEEH
NFRET7 OV EREABTDENZERINICEHLLSEY, EF1 VTN KRBICHEILENAET, MFA
&, FAZATHIVRRIOTIRY—EREVW2 EHEENEVIY —ANOT VA ZRE
FTEIBRORANTZIVTAAELTELKBAETATVET, AWS (&, IL—RI1—%— IAM 11—
H— AMTPAFoT4T1422—RNOI1—Y—, EJX—ID, 7TFL—23>1—%—7
MFA ZHR—RNLTVET, EF1VTAZRNTREHIC, I—HF—HVY—-RIZCTIEALE
WEBEDT V23 ERITLEYTDHEIIC MFADREEZERTSZI RV —ZERL, chsDKRY
—Z IAMO—I)LICTRY FTEEET, IAMIdentity Center l&, 7 FI N T MFAAN A ICHE2T
WBRKSICERICREETIATVET, T, IAM Identity Center DX TOH1—H—(F, 11—
H—BENAD—RIZMATMFATHAS AV TBDRENHBYIET,

(® Note

IRXTOAWS THIVRZRAT (REZRT7AOY, BB, XON=TFHI2N) TR, IL—
RI1I—H—IC MFA ZRBRETRIHLENHYET, MFANFELEBRICE>TVWAVWES, 1—
H—F AWSNZDX ROV =IWICTORARATEIRANOH A 42 ETHS 356 BELRIZ
MFA Z2RITHDLENf DY ET,

FEMICOVTIE, TIAM Identity Center © MFA Z5RET 21 & TIAM () AWS Z BRI, 28R
LTLEZL,

RNEFET O EAFACIBAS

BNBHEOTIVEAFITOERARK., IAMORARNTZOT 4 AOHREETY, H/MFETIER

FHOOAVETNE, RRVEZRTIRDICHLEVDBBEERD TV EAEROAZ 1Y —ICFET

BCETT, BRELES, BIVBETVEATFTZEDRSICHR—RNTBILZRETLTSEZV,
LN—RI1—H— EBI—HY— BLVCBITI/EAIAMI—H—IC, BEORAVICESESZ
BAOBT IOEAHFANFREENTVERT, AWSICDVWTED, cRKETHXFLEHY—ERAZTANLTV
@k, IAM Identity Center T, B3> F VA THERATES, JYDPBVWTIOEAFAZEFEO>DE

KEL1TADEBNMI—H—ZERTEICEZHEBOLET, MRV —ZFEAL T, BREORM

TTHEREODVY—RAICHULTRITTESRTIAVZEERL, LUDLBWSETHIRTERSD
DY —RAIZERTDENTEET,
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IAM Identity Center Z A L TW3 B Ak, IAM Identity Center DAY N Z2FER L THRHBTSC
EEBRFLTLSEETV, FMIZDOVWTIEE, IAM Identity Center 1—H—7 4 R T#EREY KD
o #BRBLTLKEEV,

IAM Identity Center Z AL AVHEERE., AMO—)LZFEALTCEEXIERIAMIOTATAICT
VEAHTEERELET., HHEICOVTRIAM O—)LOERESRBL T EEL,

IAM O—JL & IAM Identity Center ¥at Y NdES55%E, BRICES< AWS BEAKUS —%FERAT
EET, cnSORVI—ICK > THEENBHFAOFMICOVTIEF., TAWSD 3 J#EED EEAR
) —, ZZRLTLSEETLY,

/A Important

AWS BRI —F, IXTOAWS OI1—H—NEATEDLH, FENDI—AT—A
LU THRNBEOT VAT INMMfIETNBEVEEN BB EICBELTLKEETL, &Y
R7Y7AETLES, IAM Access Analyzer Z A L T, AWS CloudTrail ICE2&L TW%
TORBATOTAETAICETVT, & MFERV —ZERTHEZHHHLET, R
) —EROFMI-DOWVWTIEE, TIAM Access Analyzer RS — DA, Z2SBLTLKEE
Wo

EWROBEER, AWSNZR—D RRUS—ZEALTT7 IV EAFTZNETRDCLZHEBOLE
T PTUOTAETAOBRERENLY7IILHE (90 BESE) A@BLES, I—¥—&D—7
O—RATIOEALEY—ERAZHIETEERT., TOER, AWSNR—IRRUS—ZEBEMRBDT
TEAHAZRS LIEFHFLVWAAEY—EBRID —2ERTEERT. HILLWRUS—ICE, 327
LEBEFIET IV EAEhEY—EADHAEEHIVENHY)ET, AWS YXFR—D RRU D —ZHIR
LTHERLEFHLVARRN—EBRIS—ZTEYFIRDLRSIC, PORAHFAZEHLET,

AWS PHIY NDEBERT UV AKERHRZEE TS

IAM DY —EAZRT VEABHRERRITSICE, IAMO2Y—)L, AWSCLI, & AWS API Z
ERALET. T¥—2, BEBZTIOEAHA, ST 1—FT127, 8LVPHYR—KhEhTLSD
V=232V ICHIREERBRICOVTR, "SR T7IVEABHREZEALTAWS OF7 VAR A %
AETD ZZRLTSEE L,

IAM TlE, ROEBEZATOVY—ALEIZRHERTTERT. WThDFEE, BRHRICE., 1§
EEhEBEHEICHAES Y —EANEEFIET,
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c IAMA—H—-d—H—HAFAEThEZIY—EANODT IV LA ZREBICAK CKEZRRLE
ER

s IAMTN—=T - IAM TN =T X N=HHFAE IR —EANOT I AZREICHA K I-HE
ICETREHRERTLET, £, COLR—BMIRE, TOERZHKA XD N—OEHABERT
ETNhET,

« IAMO—) -FAETNEEY—EALTIVEAIZIRIC, - HFRICO-ILZ2FEAL LK
BaeRRLET,

c RUY—-A—H—FLRO-NAFAENERT—EANOT /LA ZHEICHK EKEICH
TRIBMERTLET., oo COLKR—NIRE, PORRZHKLEIVT AT 1 OEFBERT
ThET,

® Note
IAMDODY—RAICBETEITIOLABEHRERRITDEIC, BHROLA—NHBE, LARA—bFX
ROITAT4, THMERROR)S —2A T 2R LZEV, F#HICOVWTEF, Tthe
section called “B&R T 7 ABRICODVTOEEEIEF") 2BLTLEEL,

BTVt ARERHROFMEICOVTR, "&RT7IELARHREZEAL TAWS OT VL AFFA %5
32, 25RLTLEEL,

AWS POV NODBRT 7t AKEFEREZR RIS ICE

Console

1. AWSHA A2 1—H—HA RO TAWSANOH A A2 F%E1 OMNEY I THBAT ATV
2&5IC, I —BATICBLEYA VAV FIBICH>TLSEEV,

2. IAMO2VVY=ILOKR—LIR—DOEROFTES—>3ARLUT, [RED IAM] TFA L
RYDAIZOIVZANLET,

3. FEX—2arRAT, [A—H¥—=TI—=7] [1—¥—]. [O—IL]. FEE[RI>—]%
BIRLET,

4. FE0I1—Y¥—, 1—Y%—JI—7, O-=l, EFLEERV>—0ORZF5EIIYILT, *
NBMEI|R—DZRE, [BRERTIVER]ZTEZBRLET, BIRLEVY—RICETE, X
DERERTLET,
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s A—Y—IIN—7 -1 —TIN—TAXAN— (DAY ) 7 IELATEZH—EADY
ARERRLET, £, XAN—HFERBECT—ERACTIVEALEZAK, FALEI-
H—I)N—TRI>— VDOTARET 21— —TIN—TAXN—EXRRTEET,
RIZ—OBRZEBERLT, RUD—HFEBRIS—DA2 T4 DA—F—JI)—T KV
A EHFELET, I—HY—JIL—TXN—0FuZERLT, I—¥—-TIL—-TD
FRTOXAN—E, Y—EANOERT IV AEBZERLET,

c Y —-1—Y—-HATIOELATEDZIH-—EADVARZRRLET, Tk, KREIL
B—EACLT7 V7 EALEBREREI - —CHEERTSNATVWRIRIS—ERRTESR
T RUZ—OBEFMZRBRLT, TORVI—AEBRIS—, 412F42D1—H—K
=, A=Y= TIN=T0A2FAVRI—DODLVWThTHIH EBIELET,

« O=)-O-LATT7IVEATEDZHY—ERX, Y —EANOO-LORRT IV EAKE, &
FOEALERIS—DUARNERRLET, RUZ—OFFZBERLT, RUS—HE
BRIV —=DPAZ42O0-ILRID—HL2HELET,

c R — RS —THATIhETIIVEELY—FEAODJUANERRLET, £
Iz, Y—EBEACT I EARATREHICRERICRUD —NFEREWI-ARKE, RUS—Z&EH
LEIVTA4T4 (A—H—FEEO-L) EXRFTEERT, KRETIVEABICE., BlOR
)2 —ZBUTORIS—ADT IV EANFAETNEBFEEENET, ITOT 1T 4
DEMEZBRL T, CORVI—ATEYFERNTVWBIIVTATA4%, Y—EANDEK
KRTOEAKEZH#FELET,

5. T—7LDO[HU—ER]IT, PO VOERT IV EABREEC T —EADBEIOLTh
PZEEBERL, IAMIVTATAHNTIRALEDELEERTIIVODVARNERRLE
T, AWS =32 &, - H¥—HFHEBICTIVIVERTLIOELEARERT RS
LABRVTERRTEERT,

6. [BETIVEABIDIE, 703 NERT IV LABHREEC Y —EAEY—EANEE
TOZAVICRRENET, COINTEREENZDARMOHDXDEREHILET. <h 5
DHERIE, Y—EART I aVFHFAEATVRILESH, FOERAENENEDSH, &
FUOBET IV EARBEHRA AWS ICL 2 TEHFENTVIAESHICL>TERYET,

<BfE> B A

EFHERICH—ERAELERT I I UNERAEATHISEBLEAR. T—EADIEH
BRI, 8% 400 HETY. Amazon S3 772 3> BRI, 2020 F 4 A 12 HIZ
B L EL =, Amazon EC2 IAM $ &TUf Lambda 77> 3> OEBEHERE K, 2021 F£4 A
7HICHBLELE, TOMINTOH—EADEBIHHRIE 2023 F£5 A 23 BICHAKBE
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hELIZ, EAWS V=232 OEHFFEHBAOFMAICOVTIE., "TAWSHAERTIEA
BHRZEHFITZEHM) 2ZRLTEE L,

ERBPERICT 2EAN TV

BHFNROY—EARLERET I3y, BFHABFRICIVTATAICR2TERAENT
WEEA.

VDANCRRENBZVWT IS IVIINITRIT IV LAHAAZFE > TVB AN BN ET, <
hig, 77232 0BFMERABRE AWS CEHSNMTLWEBEWVWEEGICRETRI LN HYE
T, BIFEBIBVCELEFICEITVWTIT IV EAFAZRELBVTIEEL, KDVIC,
COEHREEAL T, ZPROERENEIZDEVS 24N BEBEEZELL, YR—KT3
CEEBBOHLET, RUZ—ZFIVILT, PFIORALRILIBYTHSD Z & 2T

x9,

AWS CLI

AWSCLI ZEF92&., AWS H—E A& Amazon S3, Amazon EC2, IAM, Lambda 72> =
OANDT OV EAZRBITIBDLEHICAWS TAHO D IAM VY —ANREZBICERAE N i-KZ (CE
THIBEHREMETEET, IAMUY—RAICRK, 1—Y%—, I—H¥—-TJIL—7, O—J., FELER
) —&BRTEET,

AWS PHIYRMAD IAM UY—ADLR—MZERLET, LAR—NTHRER IAM AV
JIANIEFEFNRTVWRRXENfHYVET, VYR A—¥—, I—¥—JI—7. O—
I, EEEARUS=)DOARNAVIITARNIEEFNATVBRMBEN HYET, LR—NTHE
RIBDHUELRILZEELT, WThAOT—ER, ELETY—ERETIZI20OEED
TOEAQOFHMZERRTEEXRT, VIITANILY job-id M BREIhET, chZzEAL
T. get-service-last-accessed-details $ KT get-service-last-accessed-
details-with-entities ARL =23 FEAL T, 3TN XET TS ET, job-
status ZEZZVITTEET,

* aws iam generate-service-last-accessed-details

a. BIDATYT D job-id NTX—2ZFEAL T, LR—NIREIZFHMAEIMELET,

* aws iam get-service-last-accessed-details
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CDANRL—2 32 TlE, generate-service-last-accessed-details AL —
2AVTUIIARNLEVDY—ADRATENELRIICEDE, ROBHBNRENE
Jo

s A—H¥—-BELEI—Y-HFTIOEATEDZIY—EAODVARNEZERLET, ¥—FE
ARZE, ARL—=232 @, I—¥¥—rERICATLEAREI—Y—0 ARN %
BLET,

s 1Y —IIN—7 —8BELEI—HY—TIN—"TOXN—HDTOEATEZDH—E
ADVARNZERLET, cOI—HY—TI—TICTFRYFEhERV—%FEAL
T, Y—ERAOVARNZERLET, Y—EAZEIL, ARL—23 2@, 1—9—
TIN—=TAN—NRECHTULHBZRLET, £k, TOI1—H—0 ARN
& B—EBEARACZT7IV9EALESELEI—HY—TIL—TAN—0OEFHERY &F
9, GetServicelLastAccessedDetailsWithEntities AR L —> 3> ZFEHAL T, IXT
DXN—DOVARNZEREBLET,

s O—)-BELEO-WLUFTIOELATESDH—EADJANZELET.,. Y—ER
e, ARL=23a2E, O-IAFRECHTUELBREO—IL®O ARN Z1RL %
EE

e RS —-—BEENERVS—DFTIOEAZHFITITIDH—ERAOVANZERLET,
BEH—EARAICOVT, ARL—>23 2@, IoTF474 (A—¥—F-kO—-)) &
BICRVD—ZFEALTHY—ERAICT7IV9EALLSELEBBZRLET, £k, T
DIVTATADARN ET IV EAZRRAEITAT 14 DEFEBERY)FT,

b. BENDHY—FEARACTIVLARTZREDHICI—H—TIN—TFEERI—OT IR
EEALEIVTATAICOVTHBALES, CcOARL—>3R@, EIVT1T74
M ARN, ID, BHl. NA, 247 (A—Y¥—F£EO-L), BRTREICH—EAIC
TOEALESELEIVTFATADOVARNERLET, COARL—2aVIE, 1—
H—eO—ILICHLTEFEATEEITN, TOIVTATAICETZEHROANIERY E
E

* aws iam get-service-last-accessed-details-with-entities

c. BEOH—ERICFTIVEARTIBRICFTATFoT14T74 (A—Y—, 1—¥—J)I—7,
FEFO-IWAERLETATFVTATAR=ADRID—IZDOVTHBALET, 7
ATFOTATAEY—ERAZBETDE, COARL—>32&, FAFUTAT14H
BEEChEY—EALCT IV EATREHICERATESDTIOERAFARIS—DUARNE
BULET, cOARL—>32EF, RUD—0OREOREZRL, EHEchiLAR—K
ICEBELERA, T, ORI —RA4T Hl: VY—AR—ADRIZ—, 7O+t
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API

A hO—=J)LY AR, AWS Organizations R —, IAM 77 AHFANOER, v
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{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "s3:ListAllMyBuckets",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": [
"s3:ListBucket",
"s3:GetBucketLocation"
1,
"Resource": "arn:aws:s3:::amzn-s3-demo-bucket-shared-container"
},
{
"Effect": "Allow",
"Action": [
"s3:GetObject",
"s3:PutObject",
"s3:DeleteObject"”
]I

"Resource": "arn:aws:s3:::amzn-s3-demo-bucket-shared-container/*"
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EIThE, David D7V EAEREFE, O—I)LICE 2> THAETNATVDEDICESICYYEDYET,

RIZ, David >V —I)L&ZFEAL T amzn-s3-demo-bucket-shared-container N7 Y KNZfE
ATEEIHN., 2—T YOOV Y—ARFE—t{IERATEELE A, David ' O—)LZERAFIC, V—
ATPZHIOROND—1—H—EZFERATZI_EETEREA, chiF, BRICBMICTESR T
TAFTOLEY NE 1 D2DHKTHZEHTT,

David /" IAM T [Switch Role] (A—IL O BEX) R—JILBBTHICE. 2 20O5ENHYET,

« David BRI ERENEO—LOYY BAREZE TV VZEBENSZTRYET, U2 UK
A= OER] 71— ROFER—, FEFEIVOXATADNO-L0 [A—-IILOBE] R—D
TEBEICRHEhETT, COVUVIZBRTDE, [O—ILOYYEBRIR—DICBEHLET,
DAR—TIZIE, [Account D (FAT M ID) BLT[A—=ILB] 71— RAFTTICADENRTL
£J, David &, [A—ILOYYER]RE2ZERIBDLEFTT,

s BEEEBEIX-INTUIZEBLERAN, KDV IZ [Account D (FHT>2 K D) HESHE KXY
[A—LB) DEZEELET, REZPVEXZICE,. TEY REFHTTOEEADTIHEN
HYVET, CNZXOFIBIZRLET,

O—-)z5EZF3ICE

1. David &, Y—ATAHIKRTEEOI—H—ZFEALTAWS YR X NIV Y—L YA
AV ULET,

2. BEENIY-CEX-INTBDIVIZBRLET, ChiCKV, David &, [A—ILoL]Y)
BRIR=DIIBHENET, CcOR=JICEF. THOUKID, TAUTA, $LVTO-LERE
BT TICANETNTVERT,
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David l&. 7EZ—>3a>N—01—H%—F (ID XZ1—) ZiBRL THA S, [Switch Roles.]
@A—=ILOY)ER) Z2BIRLET,

David A"Z M 532 T#1% T [Switch Role] (A Y FO—IL) R—JIZT VAT RHEEF. ¥1E
T2t AA® [Switch Role] (A4 Y FOA—IIL) R—IHFRTENET, cOR—I TR, O—J
ZYVEBATAWS THIUN 2KICDED VY —AZEEBTEDRSICTRHHEICOVTO
EMERAHBAENET, David X COFIEDOKY) ZTTTBICE. SDR—2 O [Switch Role]
(A=W ER)REZZBIRTDIHBENHYET,

3. R, A=NCTOEATBEHIC, David FX—7Y NT7HT2 N ID &HFS (999999999999)
BELUO—/LE (UpdateData) EANTHDHENHVET,

FhDavid &, BEIAM TP IT4750O0-)&, BEITZTFTIEAFAZE_XRIILE

WEZBATVET, COBERZEHITSB8HIC, [Display Name (RT-RB) TFARNRY I AIC

Destinationy EAHBL., FEBEOF TS 3 %EIRL T, [Switch Role (A4 Y FO—I))] %
BIRULET,

4. ZhT, David [ Amazon S3 OV —)LZ AL T, UpdateData O— /AT VA A ZH
DNTYRNBEDVY—AZRETEFT,

5. £T79%E, David ZTtD TV AERICED CENTEET, TOLEHICKEK, FES—3>
N—OO—LRRE [R—4 Y N ZBIRLTH S, [David @ 111111111111 ILRE3] £BRL
x£¥9,

6. David "RENCO—=ILICEYIVEZDEHIC, FESF—2a 2 NN—O [IDIX_1—%&&RT DL,
A=Y RNRIRNIUNBIEIASTOERICHE>TVET, TOI KNI EEBIRTDIETT, 77H
DD EO—NBEBANTECERL, IKICO-NLICYIYBERD ENTEET,

O—)Ln4Iv) & Z (AWS CLI)

David " AN RSA VTR Y NORBEEREITIVEN HB5H5E. AWSCLI Z2FRALTZO

TMVEBEZZTSENTEET, aws sts assume-role AN RZEETL, O—JL® ARN %ZE

LT, 00— O—BENAEF 1T (FRIABHREREBLET., XRIZ, REZHTETNS OFRILE
WEFREL., ThURBRO AWSCLION R, O—ILOTF7 Ot AFN2ERALTEHETEIRSICL
£, David FO—)LZFERARIC, V=ATHIROND—1—H—O%¥EZFRITZ_LETE
FtA., chlEF, —EILBMICTEDHFITOELY NI 1 DOKTHBDHTTI,
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INTOTIEAF—ERN—DVRHICTET, RRICEZTORISCHEATERVIEICERLTL
EEW, SA7TREOBEYSELCEEBRITILEZL,

O—-)z5E2F5ICE

1. David @ONYRTOVTRT42 RUZRE, AOINY RZRITLT, AWSCLI 9Z4 7
YRAEBELTVA CEZBELET,

aws help

® Note

David @77 # )L NIRETIE, David ANV RTHERLEF7 AL 070774
NS5, aws configure I—H—RIMEHREZFEALET., FMHAICOVLTEF., TAWS
Command Line Interface 1—%'—4 4 K, ® "TAWS Command Line Interface M &%
Eo 1 ZZRLTLSEZ,

2. David @XOOXYY RzEFLTO-LNOY)BEA7OLRAZRKBL, F—TYRNTFHIUKT
UpdateData O—J)LICYIWEAE T, O—ILZEKL -EEEN S, O—J)LO ARN ZEEL X
Lk, ONVRTR, EY2 a2 BEREIDIBEEDYET, Y23 BIREEOTFA
NZRBIRTEEXT,

aws sts assume-role --role-arn "arn:aws:iam::999999999999:role/UpdateData"” --role-
session-name "David-ProdUpdate"

HAOCERDELS ICRRENKT,

"Credentials": {

"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",

"SessionToken": "AQoDYXdzEGcaEXAMPLE2gsYULo
+Im5ZEXAMPLEeYjs1M2FUIgIJIx9tQqNMBEXAMPLE
CvSRyhQFW7jEXAMPLEW+VE/7s1HRpXviG7b+qYf4nDOOEXAMPLEmM] 4wxS0Q4L /
UZEXAMPLECihzFB51TYLto9dyBgSDy
EXAMPLES/
g7QRUhZp4bgbEXAMPLENWGPY0j59pFA41NKCIkVgkREXAMPLEj1zxQ7y52gekeVEXAMPLEDiB9ST3Uuysg
SKAEXAMPLE1TVastUlA@SKFEXAMPLEiywCC/Cs8EXAMPLEpZgOs+6hz4AP4KEXAMPLERDASP
+4eZScEXAMPLEsnf87e
NhyDHq6ikBQ=="",

"Expiration": "2014-12-11T23:08:07Z",
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"AccessKeyId": "AKIAIOSFODNN7EXAMPLE"

}
3. HHo BRHEBERI I avIclR, 3OOMERBRIRRENET,

* AccessKeyId
* SecretAccessKey

 SessionToken

LBOFUOHELTINSONTA—2ZFERTSHICIE, AWSCLIIREZRETHIHEN HVF
o RAIBRZERETDEETTELRFEZOFHMICOVWTIE, TAWS Command Line Interface
NDFEEL 2ZBLTIKEEV, Y232 =02 0BBZHYR—MLTVEVES, aws

configure ANV REFEATDICERTEEREA, EEL. RET7AINICFHTEREAD

TBHRENTEERT, ChSEEVWHRIEBHNEV —RNEFEEEHREOT, RENIT VR

FAEYIAVOREICENTZON REBETT,

4. David &, RRIC3DDEZEMTD S, BIOATY 7OHDZLIVEY, KOOI RICE
WEBET, B2 a2 =020 HIOBTOBBICRIE TS, T BTHEFARNITFTA
Z—THVIRY LR FTZITVET, CCTREDPAURI<KIZEHICHITLTRREATL
FIN N TORVNFIELTANTRILZENHY XTI,

LTOBITIE Tsety N"REZHREERTZD-ONOIN REZ DTS Windows IRIETIEES
NEORRERLTVET, Linux £ Mac AE1—2TlE, KD VYIC Texporty AN
ReFEALET. COBICETHHBOHLEFINT, IDORETHEMWTY,

Windows Powershell BY — )L ODERAEOFMAIC OV TE, IAMO—)LICEIE XS (Tools
for Windows PowerShell) 28R L T< & L\,

set AWS_ACCESS_KEY_ID=AKIAIOSFODNN7EXAMPLE

set AWS_SECRET_ACCESS_KEY=wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY
set AWS_SESSION_TOKEN=AQoDYXdzEGcaEXAMPLE2gsYULo
+Im5ZEXAMPLEeYjs1M2FUIgIJIx9tQqNMBEXAMPLECVS
Ryh@FW7jEXAMPLEW+VE/7s1HRpXviG7b+qYf4nDOQEXAMPLEmM]4wxSQ4L/
UZEXAMPLECihzFB51TYLt0o9dyBgSDyEXA

MPLEKEY9/
g7QRUhZp4bgbEXAMPLENWGPY0j59pFA41INKCIkVgkREXAMPLEj1zxQ7y52gekeVEXAMPLEDiB9ST3UusKd
EXAMPLE1TVastUlA@SKFEXAMPLEiywCC/Cs8EXAMPLEpZgOs+6hz4AP4KEXAMPLERDASP
+4eZScEXAMPLENhykxiHen

DHg6ikBQ==
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COBEBRT, XOOANYREFEVTHE, ChsORIEERICE > TERANEAEO-ILOT IR
¥R TERITENE T, David DFESIE. UpdateData O—ILTT,

/A Important

HRBICAAETNDBERBRES LVUFREEHRZ AWSCLI F#FITAI 7 7MILICRETS
CENTEET, FMIZDOWTIE, TAWS Command Line Interface 1—H%—7H 4 R
@ T"Using existing configuration and credentials files; SR L TS E&E L\,

5. ZB=7YRNTFTAIRDOIVIY—ALLTIVEATHIAR Y REZRITLET, <OFITIE. David (&
ROAX RZFEALTSINTY OOV TYDO—EEZRLET,

aws s3 1s s3://shared-container

Amazon S3 /N7 Y RBRHEBICIZ—0UTH2EH,. N\TYRNEFRETZTHINID ZEE
ITRIXEEHYEEA, TOMD AWS 'U'-t“ZODU‘J AT OEARATBICE, TDIY—A
ESRIDLEHICHELZRIV REBIXICODVWTRE SN TVEIHKRY—EAD AWS CLI O R
FAXKRESRBLTLSEZL,

AssumeRole (AWS API) O f§F

David &, J—RASE—TYRNTHIO N EEFHTHIHEN HBIHES. AssumeRole ZHUVH
L. UpdateData A—)LZEBLET, COFVEHLE, David XX—T Y NTHIOUNIHD
amzn-s3-demo-bucket-shared-container N7 Y NCT VLR THEHICERTESD —FHHE

RAMEHZERLET, cnSORRIEHRZFEAHL T, David & amzn-s3-demo-bucket-shared-
container NTY N EZEFHT D APIHVELEZTSCENTEET, EL, YV—ATHIUND
ND—1—H—FazEFE > TV\WTE, Z—TFYRNTHIO MO Y — 7\("_ THEATHLEHIC
APl J—)LZRTTHcEWFETEFEA,

O—)Lz5&ZF3IC

1. FAEY R, 77UT5—>3>0O—%EL T AssumeRole ZHTHLET, 1—H—
[&. UpdateData ARN: arn:aws:iam::999999999999:role/UpdateData LIEETHIHE
FHYVET,

AssumeRole FEU'H l/7§‘50)l/7\71'°“/7\(:(?." AccessKeyId & SecretAccessKey 280
—ENAFREIEBANEENTVET, £k, RABEROEMHARZRT Expiration KEEE
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FhTHY., HILLVFERRHRZV IV IANTZIHENHYWET, AWSSDK Z2fEAL TO—I)
FI—ZVI%BETRE, Z<OFABHR7ONA T -G, KACFRAIEHREZE BB ICEHR
LET,

2. —RNARIMEREZFEAL T, FM1EY RiE s3:PutObject B L Z4T\V), amzn-s3-
demo-bucket-shared-container N\7Y NZEHLE I, 1—H—I&, AuthParams /\
TFX—RELTAPIHFUPHUICRIMEREEL T, O—I)LO—RNEFRIFERIE amzn-s3-
demo-bucket-shared-container N7 Y N TOFZEABMY B RVEEZAKXEADOTIEAT
BB, Z—TYRNTHIRTOMOT O3V RBFIEBSEIhET,

— kOB (Python ZEH) ICD2WTR. TIAM O—)LEJEZ S (AWS), EBRBLTEE L,

TO/HDIY—A
ROVY—RE, ZOF1—RNUTLOREY JOFBEBRTZOICRIEET,

« IAM I—H—0FMIC2VTR., TIAMT7AToTA4T141 Z2RLUTSEZL,
« Amazon S3 /N7 Y M OFEMIZ DOV TIE. Amazon Simple Storage Service 1—H#'—H 4 Ko T\
TV RDERL ZZRLTLSEE L,

c FEHEY—Y (BRETEIEBELETHIO O MNACHZTHIO N OTV I NLICO—)LZE]
EZFRTIORAEN HBIHESIHICOVTIE, TIAM Access Analyzer £ld ) ZSRBLTLKKEE
W

B=

CNTOOAATHIURNAPITORAOFI—RNITILFERTLULELE, fOTFT AV NEFEEZ
BEIZ2O0-IINZERL., EEENEIVFATANERTTED T3V EERZLELE, RIS,

A—)ILRU>—ZZEL T, <‘:0)IAMJ. H—AO—WICTIOEATERI L ZFHBLELE, D
BR.V—ATAHIrOFROYN—R., —HHERIAFRZEALTE—TYRNTHO NS
% amzn-s3-demo-bucket-shared-container N7 Y NZEHITBD_ENTEET,

IAMF1I—RUTII: GUDTOAARI—BERIZ—DERE
T2YF

ZOF1I—RNUTLTE, AWS IZIXY ROV Y=L ZEALTHRAAY—EERY S —#ER
L. A WS T7HIRN OFTXRTOIAMIA—H—IZT7RYFLET, ERTHRUS—TE, IAM T
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ARI—H—I2, AWS YRZIAYRIAVY —)L CEEYA VAV I2E&BMIEAT I EAFT%
HELET,

COD—O070—C320EEXNBATY I HFHYET:

ATY 7 1RV —% KT S

F7A)ILRTRIAM I —F—ICRT7 IV AFAREHYELA, I—TF—REFAEhdE

T, AWSNEXIXROAVY=INWICTOEALEY, TOHROTF—RZEEBLEY TR LR
TEEHA. CORTYI TR, PRYFENEI—H—ICAVYV=IANOHA A %FAT
BPHARN—EBBRIS—ZERKLET,

ATY T 2. RUS—DTRYF

1I-H—LRUS—ETFRYFIBHE,. I-F—RRVS—CHENFShTVBTRTOT
JEAEREMELET. CORTYT TR, TARI—HY—LHLLWRUS—&TRYFLE
7,

ATY7 3 A=Y —TIOEADTAK

RID—=HFFRYFENDE, - LTHAIA42L, RUS—ZTARNTEET,

I %353

COFI—RNUTIDORTYTZRTTBICE. UTZEE>TVIXENHVYET:

- BERET IO EAHFTEZFE D IAMI—HF—ELTHA AV TEDAWS TAHIV KN,

s UTORSBHERELEFAXAN=—2YTHENETSATOVEVTAN IAM 1—%—,
1—H¥—% Group T Ot ARFH

PolicyUser <izL> <z L>

ATY T 1R —ERTS

COARATYTTHERTDHAEI—EEBRI—TR, TEYFENLI—HF—IZ, AWSIERIX
RAZIV=NLNEHAAVLTIAMTF—RIZT VAT 2B BERAT IV EAF AT 2NEL X
ER

BIRSRAF 106
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TARNI—H—ORID—ZERTBICE

1. BEEEERZIF ODI—Y—2AL T, hitps : //console.aws.amazon.com/iam/T IAM 1> —
WYL 242 LET,

2. TET—23RA2T, RUI— ZBRUTSEE L,

3. AVFTUIYRADT, [RUZ—DERK] ZBRL KT,

4, [UJSON] #7>a>ZERL, UTFOISONRUZ—RFIXVRNASTFANEZIE—-LF
T cOTFANZ[UJSON]RY JAICEERTET,

JSON

"Version":"2012-10-17",
"Statement": [ {
"Effect": "Allow",
"Action": [
"iam:GenerateCredentialReport",
"iam:Get*",
"iam:List*"
1,
"Resource": "*"
} 1
}

5. RUZ—OBAFICERENEEFIVTABE, I7—, FLE—BRESZINTHEALTY
5, [RN] Z2BRLZEY,

(@ Note
WD TH [Visual] & [JSON] IF A BA TS 3V A BRBENTEET, 18
L. [Visual editor] % 7 T [Review policy] ZZE £ IFBRL =HE. IAM ERU> —
ZEERLTED 27 ITFARICEDETREITDICEN B ET, FMICOVWT
. "TRU—0BER, 22RLTEEV,

6. [ERBITERR—TT, RUZ—HKEL T "UsersReadOnlyAccessToIAMConsole, &
ABLET, RUD—ICK>TEIWHE TS ET VAT EERL., [R)—0ERK] i8R
LTHE£ZREFELET,

FLLRUS —AEBRVD—O—BIRTENTEYFOEBI TEET,
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ATYT 2RI —DTRYF

RIZ, ERLERVSD—%2FANIAMIA—Y—ICT7RYFLET,
FTARI—Y—ICR)—&TRYFITBICIE

1. IAMOV=IOFES—=2a>rRAUH5, [RUD—]ZBRLET,

2. RUS—DVANDODLEBIEHBDRERY VAL, RUS—HNFRRENDET
"UsersReadOnlyAccesstoIAMConsole; EANLET, RIC, UAKD
[UsersReadOnlyAccessTolAMConsole] DHEIZH D ZZ AR 2AICLET,

3. [Actions] (77> 32)REZZBIRL T, [Attach] (7E Y F) ZBIRLET,

4, AIMIVTATATR, I—H—271)\NR2VVTI2FT7 a2z BRLET,

5. RERY VAT, TOA1—HY—HNFDVANMIKRENDET "PolicyUsers EAHNLET, X
I, VANAOZFQOI—HY—DHBICHBZFIVIRYIARAZFICLET,

6. [Attach policy] ((RUS—0OT7 2 Y F) ZZBRLET,

CATIAMTARNI—H—CRID—HFTRYFEhELE, ChiF, I—F—FHINVERT
JEAFAATIAM OV Y —I)LICT IV EATER L ZERLET,

ATY7 3 A—H—TIOLADTAK

SOFI—RUTLTE, FARI—H—ELTHA VAV LITIRRETARL, I—H—0f
BERRTESLOLTHCEESBHLET,

TANI—H—=CHA2ALTTIERAZTARNTSICE

1. PolicyUser TANI—H¥—ZEMHL T, https : //console.aws.amazon.com/iam/T IAM >/
V=L HA A4 LET,

2. AVV=I)ILOR—27zZRBL T, ILLWI—HY—FKLZEIIL—TZEKLET, PolicyUser
FTF—RERRTEETHN., IAIMTF—RZEXLEVBREOF—XZEZZEEL LY TEBXRLILZD
TVWERT,

BEEED)Y—XA

BERBHRICOVTE., UTOUY—-RAZSRL TS,

s BRI —EATAVRI D —
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c AWSXYRIXRIAVV=IAQOIAMIA—HY =T OtRAZHHTD

BE

T, NAZN—BEBRIV—ZERLTTRYFIRDLHOICHEBINTOATY THFETLE
Lo TOHER., TANTADRNTIAMOY Y =LA (42 LT, A—Y—DITARUI
VABFEDRSICRREND D ZHATEERT,

IAMF1—KUTI: ZRTICETVTAWS VY —=RICT7I9EART
EOOT O LAFATEZERT S

BUR—ZAOT UVt AHIM (ABAC) &, BRHICETVWITT VLA T ZERTHRAHKTYT, C
NS DEMRE, AWS TRV ERENTVET, 2T, IAIMI>T 474 (A—Y—KizkO-)l)
ZECIAM DY —RE, AWS VY —RIZTRYFTEEY, 2V&MHF—2FALT, 2JICE
TOWTTVVINLVCT O AFAZHETEIRIS —EERTEET, XTEFEALTAWS U
V—ANDT O tAZHBITDE, AWSKRUS—DEEZRMSLTF—LEVY—RAZHIKRTESE
¥ ABACRUZ—F, B2DVY—RAZVARTBIRERD AWS RUS —K ) ERBMN HY X
¥, ABAC OFMiE, RRDOARUD—IINIRFRUCDOVW T, "TABACEATEMICEIVTT Y
LA AZERT S ZBZRLTEE L,

@ Note

Y2 I RIIZELCI ODDEZETHLEN HV)ET, AWS Security Token Service i, #&
BEZzHE O >EYIVRTEHR—FLTVEEA,

(N =R

s Fi—hMUTILOBE

- BIREH

s ATV L TANI—Y—%ERTS

s ATY 7 2.ABACR) > —BIERT S

c ATV 7 3 O0—-)ZEKTS

« ATV T 4 =LY NODERETANT D
« ATV 5. —0OLYRNDERRETANTS
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« ATV 6 AT—JEUTAETANTD

c ATYVT 1. —OLY NOEHFEHRETANTD

BME

BEUY—XA

IAMF21—KUTFJ)L: ABAC TSAML v a I FERATS

F1I-MUTIOBE

COFI—KNUTILTR, Z7UINILETZEZFED IAMO=ILY, —HIT2RT2EODVY—A
CT7OEARTREZHATEIRI—EERBRETARNTDHFEERLET, 77U NILY
AWS ICUOTITARZEFTSE, TVVINILEVY—ARBRIN—BITRIHNESIHICETOVTTIEA
FANEENET, COBBICKY, BARBIODITICHEEAWS UV —ANDAERREL
FmMETEEXT,

SFUF

Example Corporation £ WS KEE¥D ) —F—FHRETHY . BREEZIAMERETHDELE
T, IAMI—H—, O—J), RUS—OEREBBICBELTVET, BRIV ZT7ERER
F—LDXN—=H, BEBDY—AILTIEATEDLRSICTRIHENHYYET, £, BEORK
RICEDETAT—IILTHHEBRESLETT,

AWS DY —ZAZTJEIAMO—=LTVI NIRRT ZFERAL T, AWS Secrets Manager TIRE S
H—EA%EHR—NT2 ABACHMERETH L RZBIRLET, 2VICEILKRBITEHR—KNT
DH—ERAICOVWTR., TIAM EEETDE AWS O —E R, 22BLTLKEETV, EF—ERADT
92aVBRTVY—REECRUS—THEATEZ RITFTERHEF—ICOVTR, TAWS OH—
EAQOTO>3av, VDIJ—A, BLUEHF—1 ZZRLTLKEEV, v ar&T% AWS I
ETED SAMLAR—AFLRFEVI7 ID7ONAMZ—%2RETEET, REBEBNAWSICTIFL—
RTBDE, TOBHN AWS THREOTVIONILICEAENET, TOE, ABACZFEALT,
NSOBMICESWT T VAT ZFIELFERTEET, SAML7IFL—FT1Y RIDTO
YA VRVOERECOFI—RNITILEDEVIZOVWTIE, TIAMFa1—K~UTFJL: ABAC T
SAML v >3 &7 zFAT21 22RBLTLEEL,

IVSZTFIIBLCRERIAEF—LD X )N—IE, [Pegasus] £ [Unicorn] DWTFhh DT
OIORMISMLTVET, KOS XFOTOP IV RBLVVF—LARTEZEIRLET,

- access-project =[Pegasus] 7O IV hDHF SR peg

« access-project =[Unicorn] 77O T Y MNGEE uni
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« access-team=TI VT UV IJF—LDEHEER eng
« access-team= MERIAF—LDIFEWR qgas

Fh, DARXLAAWS BFRLR—NEBRIZTBEHIZ, cost-center JANBDRITEZERTS
CEEBRLUET, FMICDOVTIEE, AWS Biling and Cost Management 1—H%'—# 4 K ® [OJA b
o2 DERA] Z2ZSBLIEEV,

FESHEOHE

- REBR, 1—Y-RIABEREEALTHASA 42 L, F—ALEZ7OP I VMO IAMO—)LZE|
EZTET, 2HICHHEO ID AT LN ®HBDBEEE. #EEN IAMI1—Y—nLTcAO—-)z5&
BB ENTEDLSICTIFL—VIVERETEXRT, FHICOVTRE., TIAMFIi—hH
IJ7)L: ABAC TSAML v >3 20 % FEAT51 ZSRLTLKEE L,

c IRTOO-NIKEBURIS—HFTRYFEhET, TO>a2E, FTCESVTHATXRERE
BENFXT,

- #EBRF, O—JIICHEAZhZREULERTZ2VY—-RAICTEYFIRHEICRY, ILLUY - %
ERTEERT, ChiCKkY, REBFERRBICVY-AZRTTERT, EEELE, HILLUY—
ADARN ZEAL TR —Z2BEFHIBXEN BB KL I

« REBRF, TODITVRNIBRELS, FLNAEITRZVY—RZHIMBD EN TEERT,

- REBR., BAOF—LETOP IV AEIZ VY —RAZEHMBITHIRTEXRT,

- IAMBEEER, HILLZ7OPIJNIHLLVO-ILZEMTEERT, HL LV IAM I—F—ZER
LTRIFEFL, BEUIBO-IADT I EAZHAATEERT, EEERF. HILLI7ODIIRELE
BF—LXN—ZHR—RNITRLEHICRI—ZHRETILEEH)ELEA,

COFI1—KNUTILTE, FVY—-RIZEITFEFL, 7O o2 O—-LICEIFFLT, &
ROEBEZFTITHIRV—ZO—I)ICEMLET, HRELTEShD ARV —EO-)
Create, Read, Update, & &UDelete ld. ABUZ7AZ IV RNRTEF—LRINFFHshiZD
Y=ANDT IV EAZHFALET, cORII—TR, BUF—ALATRIFHEAEZIY—-RICHT
2V0A7O2IYUNRead PO EREFTENET,

CORE, O-LA7O02T7 MATRERABVERT7 IV EALCHREATVS—1T, BHOT
OIORMNATRIUY—AZER, GiaBY ., BEf. BLVHIKRIZDEHOFTZF>2>07°0
SIUVRNERLTVET,

Bl RR SR A

COFI—RUTIDORTYTZ2RITITBICE. UTZF>TVWIRENFHYET:

AR o


https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
https://docs.aws.amazon.com/awsaccountbilling/latest/aboutv2/cost-alloc-tags.html
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- BEEETV VAT ZH >I—HF—ELTHA A TEDAWS THI VK,
c ATV 3TO—NZERTRDEHICERATS 12HOTHI N ID,

AWS Y ZRI X ROAVY—=ITAWS 7HI N ID BHEE5Z2#FIZICE., 7ET—>32N—0
BELECHB [YR—N ZERLTAS, [WR—bEVE—-]ZERLET, £EAlOFES—> 3>
RAVICTAIY h&ES (D) FRRENETT,

\".Y .

Support Center X

Account number: 123412341234

c AWSYZRIXYROAVY=II TOIAM I—H—, O—J, RUZ—OEREREDER, 1212
L. AMEBEEB7OLAORBICHR—MIBELFEE, COF1—NUTILTRE, ATYTN
AATYTDOFIEEZSRTED VIV ERMLET,

ATY7 1 TARNI—Y—ZHERTS

TANTR, LRI TO-N%25Z2Z2HBT I LAFTZE D4 AD IAM I—H—&ERLE
T, chiZky), F—ALI—H—2EMLXIL<ABYNET, I—HY—-ICxTE2RF TR, 1—H%—
BELWO—-ILZ5ZZ T3 LOOT IV AEZBENICREBLET., 1—F—H 1 2077A> T
IREF—LOIKTHEETSHEES, O—ILOEBERI—(CI1—HF—ZEMITHIHEBEFHYEEA,

1. ZTOEHIZ., RODAZI—EERIS —% access-assume-role EVWDZBHITER L £
To JSSONRUSD—DEROFMCOVWTIEE, TIAMARUS —0ER) Z5BLTLSEEL,

ABAC RS —: §XTH ABAC O—/)L%&5|EZ (12N, I—H—cO—-IL2IN—HBITZ5EE
D &

RDOAR) D —Tlk, I—Y—I&, access- BEIIL 7Y IOREFEIDTHIMNAOEED
O—I)%z5|EF 32 z2HFTLET, O—-JICEF, I—F—EEALZ7OIIKN, F—L4L, &
KU AANER—BRITTRIFHITIHLENHY)ET,

CORV—ZHEATRIIE, 12V IEROTL—AFRILE—TFARNEBBEEROTHI> K
BHREBEBRA T,
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "TutorialAssumeRole",
"Effect": "Allow",
"Action": "sts:AssumeRole",
"Resource": "arn:aws:iam::111122223333:role/access-*",
"Condition": {
"StringEquals": {

"iam:ResourceTag/access-project": "${aws:PrincipalTag/
access-project}"”,
"iam:ResourceTag/access-team": "${aws:PrincipalTag/
access-team}",
"iam:ResourceTag/cost-center": "${aws:PrincipalTag/cost-
center}"”
}
}
}
]
}

COFI—KNIUTILZZBOI—H—ICAT—=ILTBICEk, RUS—&2TI—=TICTRYFL,
E1—H—%2JI)—T7ICEBMLET, FHMICOVWTEE, TIAMIINL—T=2ERTE) LY
NAM JIN—T 01— —%wmETH 2RBLTLEETL,

2. BT OIAMI1—H—%#%RL, access-assume-role PV EAHA RIS —2TFTRYFLE
T [AWSNZXDXRIAVY=IIN ANOI—F—TIOEAZRH] FMBERENTVNS C & Z2HER
LTAS, ROXTZEMLTLSEEV,

d1—4%—% A—Y—27%— 1—Y%—%71E
access-Arnav-peg-eng access-project peg
access-team eng
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access-Mary-peg-qas

access-Saanvi-uni-eng

access-Carlos-uni-qas

A—Y—2TF—
cost-center
access-project
access-team
cost-center
access-project
access-team
cost-center
access-project
access-team

cost-center

ATY 7 22.ABAC R —ZEKT S

1-¥—2UfE
987654

Peg

qas

987654

uni

eng

123456

uni

gas

123456

access-same-project-team E VS ZFNDARDOR) > —ZERLET, CORVI—EF, BDOA

Fy7TO—J)LICEBMLET, JSSONRUS—OERDFMIC OWVWTIE.,

ZRLTSEEL,

NIAM RS —DERL &

COFI—KRIUTLNICERETERZOHORIZ—CD2VTRE, UTOR—JZEZSRLTKEE,

c IAM Z U NIADT 7 A0 FIH

« Amazon EC2: 7O LB XV AV =) TA—H—NRITFHFENEEC2A AR ADERH

REFELZFFATS

« EC2: —BIBRTUININETEDVI—ARBTCETVTIA VARV AZHBELRFFLETS

« EC2: BT ICE DK AV ARV ADREBE LB FLE

s IAM BEDQR TV 2H DO Z522T3

ATY T 22.ABAC RUZ—ZERT S
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ABAC R — U NINEVY—ARTHN —BT BIFEICDH Access Secrets Manager ')
V—ARIZTIO12ATS

RDRI)D =T, VY—ADOER, FtHEY ., wE. BIRETVONILICHFTLETH,
TSSOV Y—RIZTVINILERUF—EBORTHFZIR/FENTVEHEEICRYET,
TNV —RZERTREEIL, TUOINILORTIC—HTBE=ZFDaccess-
project, access-team, &KUY cost-center XTZEBMIBDLENHYVET, ORIV —T
&, 723> ® Name £k OwnedBy XV DEMEHFTENET,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllActionsSecretsManagexrSameProjectSameTeam",
"Effect": "Allow",
"Action": "secretsmanager:*",
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:ResourceTag/access-project": "${aws:PrincipalTag/access-
project}",
"aws:ResourceTag/access-team": "${aws:PrincipalTag/access-
team}",
"aws:ResourceTag/cost-center": "${aws:PrincipalTag/cost-center}"
}I
"ForAllValues:StringEquals": {
"aws:TagKeys": [
"access-project",
"access-team",
"cost-center",
"Name",
"OwnedBy"
]
},
"StringEqualsIfExists": {
"aws:RequestTag/access-project": "${aws:PrincipalTag/access-
project}",
"aws:RequestTag/access-team": "${aws:PrincipalTag/access-team}",
"aws:RequestTag/cost-centex": "${aws:PrincipalTag/cost-centex}"
}
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}

"Sid": "AllResourcesSecretsManagerNoTags",

"Effect": "Allow",

"Action": [
"secretsmanager:GetRandomPasswoxd",
"secretsmanager:ListSecrets"

1,
"Resource": "*"
"Sid": "ReadSecretsManagerSameTeam",

"Effect": "Allow",

"Action": [
"secretsmanager:Describe*",
"secretsmanager:Get*",
"secretsmanager:List*"

1,

"Resource": "*",

"Condition": {
"StringEquals": {

"aws:ResourceTag/access-team": "${aws

"Sid": "DenyUntagSecretsManagerReservedTags",
"Effect": "Deny",
"Action": "secretsmanager:UntagResource",
"Resource": "*",
"Condition": {
"ForAnyValue:StringLike": {
"aws:TagKeys": "access-*"

"Sid": "DenyPermissionsManagement",
"Effect": "Deny",

"Action": "secretsmanager:*Policy",
"Resource": "*"

:PrincipalTag/access-team}"

ATV 7 2. ABACRUS —%ZERT S
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}

CORYS—TITISE

« AllActionsSecretsManagerSameProjectSameTeam AT— KX Nk, UY—RAXIHNT
DN BRTE—RTEIEEDH, BETHIINTOVY—ATOH—EADIXNTOT Y
>avEFALET, "Action": "secretsmanager:*" ZRUI—ICIBMTBET, KR
2 —I& Secrets Manager " KE<KZBICDONTKELEVYET, Secrets Manager A#H L L\ API
ARL—=232ZEMTEEE. TOTIAVEAT—RARNIEBNTIHEFEHY FEA,
AT—=RXY RN, 320&HBT7OY IV ZEALTABAC ZEELET, UUVITANE, 3207
AY 23X TH true ZIRFTBEICOKIFTENET,

c WEENLEZTF—HFVY—RIZELEL, TOEHATIINLORTE—BRTRIER. 0O
AT—RMAVNORAOZHETOY Vi true ZBIRLET, cO7OY I, —BHLEWVWRYT,
FERBVY—ARIFHZEHYR—RNLTVEWVWT I3V ICHLT false 2 BLET, 207
AY 9THEAETAhTVEVWT I3 ICDOVWTE, TAWS Secrets Manager O 72232, 1)
V—A, BLRUEHKF—, Z5RBLTLKEEV, COR—=D K, [Secret] VY —ARA T TE
TENB TV 3N secretsmanager:ResourceTag/tag-key &HF—&EHR—KL T
WBZEZRLTWET, —F®D Secrets Manager 7 7 3 2 Tl&, GetRandomPassword ¥°
ListSecrets B&E, TEDOVY—RARATZHR—KNLEBA, ChESOT I IAVZEFITTS
ICE, BIMOAT—RXV RNZERTIUENf HYET,

- 2FBHORBHT7OY IR, VIIARTEENLEIRNTORITF—HFIEBEEChEUANIEEN
TVWBHBEIC true ZIRLUET, Chik, StringEquals RHEEFEL EEIZ ForAllValues
EEALTITODIAET, F—FLEF—0EY hOYTEY N EEhBVHE, £HE true
ZRLET, ChiZkVY, UVITARNTRIZETEZFHALAZWV Get* ARL—2 a2 AH
BEICEYWET, VDITIRRICVANIBVRIF—NFEENATVRIEES, &4 fase ZIRLF
T, JIOTIARTEENRDTIXNTORTIF R, COVARARNDAIN—E—HITRIHLENHYE
T, FMICOVTE, "EBRENIVTFANF—OEEFERETS) 2SRLTIEETL,

c 3BEHOZGETOY IR, VIOTARNTRIDSFELIYR—RERTVWBES, 3 2FXT
NDRINFETDEES. BROTVINILERITDOEIC—HTHHEEIC true ZRLET, <D
7Ov ok, VDOIARMRIOZFELEYR—NLTVWEWVWEEE true 2 RLET, Ch
k. REEEFD ... IfExists OBAFTT, 7OY IRk, ThEHR—KNTDZTFTo>ar
FIOEENLERTINFBVES, FEEXTOF—CEEN —BLBEWVES, false ZIRLFE T,

« AllResourcesSecretsManagerNoTags AT — R XV RTR, RIDAT—M X2 NTREFFA
TN TV GetRandomPassword $ KU ListSecrets 7O avaHALET,
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- ReadSecretsManagerSameTeam AT7— KXV K&, ZUINIAVY—-RERLUTIRA
F—LRITTRIFHENTVRIHEE, RABMUERAARL -3V ZFALET., chiEk, 70O
PIVMNELERAAM DV EZ—RTICBRBLSHFAENET,

« DenyUntagSecretsManagerReservedTags A7— KN X2 Ni&, Secrets Manager &' 5
Faccess-1 THEDF—EFHOXTZHIRTIBDVIVIANZERLET, chsORITBREIY—
ANOT IV AZHBTREHICEAETIND D, RTZHBRTBDET IV EAFANEIBRENS T
BEMANBYET,

- DenyPermissionsManagement A7 — K X2 N&. Secrets Manager IJ Y —AX—ADR!)
—% K., wE. FLEEHIBRTZDEZERALET, cnSORIVI—EF, >—OILY DT
AU ZEETHEHICHERATEERT,

/A Important
CORDD—TR, Y—ERAIIHITRZIIXNTOT I IV ZHFATIHENFEAEThET
N, POELAFAZEETRT7IAVEARNICEREIAEXT, 7U>3 0 2EETS
EL TN ZEOT O AVORTEHATBMORIS —KYEBEEIhET, C
niCkY, ERULBVERFIELCIAREI DY ET, RARNTZI9T1RELT, BTRHY
BEBE, TOTIAVEHFATIRANIEWVWEESCOXAEALET. ThUADEE.
B2nOF7o2>3a>O)ANEFHFAL, FEBT VAV T7AILNTEREAET,

ATY7 3 O-)ZEKTS

LT IAMO—-)LZERL, BIOATY 7THERL Iz access-same-project-team R > —%
TRYFLET, IAMO—I)LOEROFHFMCOVTE, TIAMI—Y—ICT7 IO ELAFAIZHF5TS
O—)z#EKTH1 2ZRBLTILKEEV, AMI—H—-—&cO—-)LoRKDYICTIFL—>3a>zE
A93%5480. "TAMF1—KUT7J)L: ABAC TSAML Y2320 %FERd%5, #SRBLTLKE
=L\,

aJBEH O—)L%& O—-)L&J O—)Lo3FtEH
7O I Uk access-peg- access-project = peg IOZTHT
Pegasus -2  engineering NTOI>>Z
—TFYH access-team = eng TSNy —
AZFEHEL)

cost-center = 987654
. Pegasus T~
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a7 B

7006

Pegasus mE &

i

7008
Unicorn T>>
—T7Uu>y

7006
Unicorn &R
=3

O—JL&

access-peg-
quality-assuranc
e

access-uni-
engineering

access-uni-
quality-assuranc
e

O—lLzJ

access-project = peg
access-team = qas

cost-center = 987654

access-project= uni
access-team = eng

cost-center = 123456

access-project = uni
access-team = qas

cost-center = 123456

O—)L oA

SZTVT
U —AEERS
LFVEETED
KIICLET,

QA F—ALHNT
NTO QA
V—AZz A E
W, IXTO
Pegasus QA ')
V—AZERS
LUVEETESD
LSICLET,

IVIZTHY
NTHI>>Z
TIT)Y—
AZFEHEL)

. Unicorn ® L
DOZTIUYT
)Y —A%ZE
BRERVERT
EBDLDICLE
Jo

QA F—ANT
NTOHO QAU
V—ARZzgAsE
V), IXTO
Unicorn QA )
V—AZERS
LVEETED
LSICLET,
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ATYT 4 2—ULY NOERETANTS

O—=)LICT7RYFENETOEAFARID—IC&KY), REEBRFI—IVLYRNEZERTEET,
hx, >—ILy " 7O2TOK8, F—A, BLCEFDAAMEVZ—TEIHHFENATVZHEEICO
AFAENET, I—H—&LTHA114>L, ELVO—)L %5 ZZ(+, Secrets Manager T7 ¥
TAETAZTARNTRZET, PTUVLRLAFANBEES Y ICHEL TVDEZBRBLET,

BEBRITNBIBEEBRVEEDI—TJL Y NOERETANTZICE

1. IAMOI1—%—, O—=), RUI—ZBRTEDILDIC, XA TZIHT12RIT, EE
BE1-HY—&eLTHA AV LEFFIZLET, TANIE, 759 0ERI 1 RIUELE
BOTSOHEFERLET, TIIZ, access-Arnav-peg-eng IAM 1—H—%&2 &L TH A >

1 > L. https://console.aws.amazon.com/secretsmanager/ T Secrets Manager 122V — /)L % B
XTI,

2. access-uni-engineering O—/ILADYI)BEXZHAET,

CcDANRL—232IF, access-Arnav-peg-eng 1—H—8H KV access-uni-
engineering O—JL T access-project 8 &Y cost-center ATEA —HLEVEHEHK
LET,

AWS XZRI AV RAVY—LTOO-LOPUEZOFBICOVTE, T1-H—45 IAM
O—J)LICYWEZS (A2 Y—)) 25RLTLSEEL,

3. access-peg-engineering O—JLICYIWYEZXET,

4. DLToOBEHRzFEALTHLV—JL YN ERELET, >—JLYRNZEREFEITDFHELCOVT
(&. TAWS Secrets Manager 1—H%—H4 Ry O "EXNE—TOL Y hOEHRI 28R T
<&V,

/A Important

Secrets Manager &, Secrets Manager £EE T 2EMD AWS H—E R ICXK T DR
FrLVEVWSTI—RERRLET, HlAEF., Amazon RDS F—EZXR—ANRIERZ
ER T BICIE, RDS 1 AZX A, RDS U5 AZ—. Amazon Redshift V7 5 A X —%
HRRITETIVEAFINMVETT, cOFI—KNUTILTRINSOEED AWS H—
EXAZFEALTVEVESD, chSsOT7S—NEEBRLTHAFEVEL A,
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1. [Select secrettype (—2O L Y NZA 7T DER)] £ 3> T, [Other type of secrets ({1 D
BEO—IVLYRNZEBRLET, 2 20TFARNKY JRAIC, Ttest-access-keyy &
Mtest-access-secrety EABDLET,

2. [Secretname (>>—2L Y hR)] 714 —JLRIC Ttest-access-peg-engs EABLET,
RDRANSEBRDRTDEAEDLEZEML., BEEThIHEZHFELET,

4. [Store (R7F)] ZBIRL T, >— VLY MNOERZEHAETT. ANL—JICEENINBEL 25
&l&. BID Secrets Manager A Y —=IR—=JICRY, UTOF—=TIASROERTEY K
ZFERALE T, REOZTEY NEFATEh, >—OJLYRNEEEICERLET,

XD, test-access-peg-eng O—J)LD ABAC T DA EDEZRLTVET,

access-
project

T8

(none)

uni

Peg

P€g

Peg

access-
team %
JE

(none)

eng

gas

eng

eng

cost-
center

T8

(none)

987654

987654

123456

987654

EBmMORT  FRENDEME

(none)

(none)

(none)

(none)

Owner =
Jane

access-project X DEN
peg DO—LDEE—HL W
», EFENEL L,

access-project XJ DEN
peg DO—J)LOEE —HK LBV
H., EEEhEL L,

access-team XJD{EN eng ©
O—)OEE—HLEVED, £
BENERL L,

cost-center XJ DEN
987654 OO—)LMOEE —L E L
o, IEREhEL L,

SONMARININTHFEL., ¥
NEAO-ILOEE—HLTH,
R —TEBMOAZY owner NEF
AEnEVWED, EEEEhET,

ATYT 4 2—OLY NOERETANTS
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Bmnxg

access- access- cost-
project team X center
2J1E JE 2JE
peg eng 987654

Jane

Name =

FREENDEE

3ODBERITNFINTHFEL.,

FOEAO-ILOEE—HL TV
DLEOFAEIhET, #7>3a>
D Name 2T Z2EHD&ETE

£

HAOFTORL, LTFOEO-IILERTEIZOWVWT, COFIEQORHAD 3 DDATY T &)
BLULET. COFIEO 4 FBEHOATY T TR, RELTWBRERY, A723>nRrJ, #Fa
nTVWEWRYT, BB RTEOEY NETANLET, RIC, BEBRTEZFERALT, ADAZ
JEBMEEOD—IL Y MNEERLET,

1-4—%

access-Mary-peg-qa
s

access-Saanvi-uni-
eng

access-Carlos-uni-
gas

A—JL&

access-peg-quality-
assurance

access-uni-enginee
ring

access-uni-quality-
assurance

>—OLvY B

test-access-peg-gas

test-access-uni-eng

test-access-uni-qas

=LY NET
access-project = peg
access-team = qas

cost-center =
987654

access-project = uni
access-team = eng

cost-center =
123456

access-project = uni
access-team = gas

cost-center =
123456

ATYT 4 2—OLY NOERETANTS
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ATYVT 5 =LY RNODRRZTARNT S

ZO-NIECTEYFULERUD—IZKY, R#EEBRF7OI IV MNIBRBL, F—ARBTRIFHE
hie>—2OL Y NERRTEET, Secrets Manager TO—I)LZTAKNL T, PFOVCAHFAHFEEL
BYICEELTVR EEBRBLET,

BEBRITNBIBEEBRVEEDI—TJLY NORRETANTDICE
1. ROVWTHLDOIAMA—F—&LTHI2A2LET,

e access-Arnav-peg-eng
* access-Mary-peg-qas
* access-Saanvi-uni-eng

« access-Carlos-uni-qgas

2. —H¥A30-)LICHYERRT,

* access-peg-engineering
* access-peg-quality-assurance
* access-uni-engineering

* access-uni-quality-assurance

AWS XZDX ROV =)L TOO-LOY)EZAOFRAICOVWTE, TI—%—55 1AM
O—=)LICEIVEAZS (AV =)L) BBRBLTLEEV,

3. EAOFESF—23aURAUT, XZ1—TAAZBRLTXZ1—%ZEML. [Secrets
(—OLvYNZBERLET,

4. BEOO—NLNICEAEELS, 7= 4202 —IL Y hIXRTHARRENET, Ch
[&. access-same-project-team EVSBERDRIZ—TINTOIY—RIZKHL T
secretsmanager:ListSecrets 772 3V FFAE B HTT,

5. WFhhrn>o—IL Y NOBBEBIRLET,

6. —VLYRNOEMAR—DT, O—=LORTICE2T, R=DOAVTUVYVERRTEDZINED
PHFREVET, O-ILOBEES—ILY NOBREIELRLET,. AUF—LBERETSH
&. access-team X TR —HLET, —BLBWVWEFEE, TI/LARERENET,

ROT—7IWE, FO0—ILDOABAC>—IL Y NORTEEZRLTVET,
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O—JL&

access-peg-enginee
ring

access-peg-quality-assuranc
e

access-uni-engineering

access-uni-quality-assurance

=LY KA

test-access-peg-eng

test-access-peg-gas
test-access-uni-eng
test-access-uni-qas
test-access-peg-eng
test-access-peg-gas
test-access-uni-eng
test-access-uni-qas
test-access-peg-eng
test-access-peg-qas
test-access-uni-eng
test-access-uni-qas
test-access-peg-eng
test-access-peg-gas
test-access-uni-eng

test-access-uni-qas

FRERENDEE
AAIEAhTVRY
BE

FAEhTVET

AAIENTVRTY
BE
AAIENTVRTY
AAIEhTVRTY
BE
FFAIENTVERTY
BE
BE
AFAIENTVRTY
BE

AAIEhTVRTY

7. R=DOLEBICHBDZNLKFUARDS, [Secrets (—IL Y N ZBRLT—ILY D
DANCRYET, BER2O0-ILZ2FEALT. COFIEOARTY TZEV)ERL, E>—JL Y K~
ARTCEBDNESHETAMNLET,

AFVT 5 Y—TLY NODERETANT D
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ATYVT 6: AT—ZEUTAZTANTD

O—LR—ZOF YA RO—JL (RBAC) & V) £ BMEA— RO T 2+ X0 RO—JL (ABAC) %
FERATHIEELEHGE. AT—FEUTATY, @EFHLVTOP IO, F—A, FELEAE
% AWS IZEBIMT25B4,. ABACTFENRI S —%Z2FHIDHLEREHY FtA. HlAE. Example
Company A" [Centaur] EVWSBEIOFL WO IV NCEESZRHLTWVWAHELE T, Saanvi
Sarkar EWS I ZTFH [Centaurl DV — RIS ZFERY, [AZO—2]1702 T MZEHY)
HBATVWET, £, Saanvilk Peg 7O TV NODEXEEIEB LU E T, £/, Nikhil Jayashankar
ZEU®, [Centaurl 7OP TV MOKICEWEECHUKEAEShEIOZT7EVET,

HFLOLW7OSITORN%ZE AWS ICEMTSICE

1. IAMEBEBEZEI—H—&LTHA1>14> L, IAM 2 Y =)L (https://console.aws.amazon.com/
iam/s

2. EROFES—23RA42T, [A—J)] Z&IRL., access-cen-engineering &VWSEH]
O IAMO—)LZEMLET, access-same-project-team 7V AFARI—%20O—)L
IC7Z2YyFL, ROO—ILETZEMLET,

* access-project =cen
* access-team=eng
¢ cost-center =101010

3. EAlOFET—>3RAVT, [A——]Z2BRLET,

4. access-Nikhil-cen-eng EVWSBBOHMLVWI—H—ZEML. access-assume-role &
WSEFORV—ZTRYFLT, RODI—HF—RTZEBMLET,
* access-project =cen
* access-team=eng
e cost-center =101010

5. "ATY7 42 —UJLYDRDERETANTIZ I KLV TATYT 5 —JLYRDRTET
AT, OFIEZEFERALET. BIOTZIH T 14> RIT, Nikhil & [Centaur] T ZF 1)
IO —OLYRNDODKEERTEDCE, BRUNKhIAITXTOIDZTFIT—ULY
NERRTEDEZTANLET,

6. BEEELTHAVAVLEXAVTZOH D42 ROT, 1—H— access-Saanvi-uni-
eng ZERL XY,

7. [Permissions (7 2 A1) 27 T. [access-assume-role] 7 V7 EAHFAIR) S —ZHIBRL £
9o
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8. access-assume-specific-roles EVWSBBDRDA > ZA 2RI —Z2EBMLET,
A—H—=ADA T4 VRV —OEBMOFMICOVTEE, "I—HY—FEO0—-IL0A>2FA
VR —ZBHIATICE (OV =) 2#ZBRBLTLEEV,

ABAC RV — HEOO—I) O HMHET S

DR —Tk, Saanvi #" Pegasus 8K Centaur 7O TV NOI T 0O—
LNEBIEZ TR EZFALET, IAMBIEBEXITZHR—FLTVEVESD, COHAR
LR —BERTIHBEN BV FET, Saanvi D 1—H—IC access-project = peg 8KV
access-project=cen DRI &E[FIBD LR TEFERA, 512, AWS RAIEFIAEA
DEIC—HTHDERFTEERA, FHICODVWTE., TIAMB LY AWS STS TORI T D
FHAL 2ZRLTLKEZV., KDYIZ, 5IZERHRENTED 2 OO0 EFHTEET
DRENHYVET,

CORVY—ZHERATRIIE, 12V TEROTL—ARLE—FTFANEBERDOT AT b
BHREBEERA T,

JSON

"Version":"2012-10-17",
"Statement": [

{

"Sid": "TutorialAssumeSpecificRoles",

"Effect": "Allow",

"Action": "sts:AssumeRole",

"Resource": [
"arn:aws:iam::111122223333:role/access-peg-engineering”,
"arn:aws:iam::111122223333:role/access-cen-engineering"

]

}

}

9. "ATVv7 4. 2—0OLYRNDERETANTD ) BRT TATYVT5:—OJLY NORTZET
AT, OFIEZFERALET. BIOTSIH T4 RIT, Saanvi FlEFOO—)L %5 &%
F2CENTERCLEZRRELET, O—JILOZRJICHLUT, AT I N, F—A, B8RV
ARNEIEZ—DHEDI—UL Y NEERTED L EZEELE T, £, ERLEEDL YD —
JLYRNZESH, IVSZTVIF—LNFRBETRZINTO—IL Y NMIBETFHMlERT
TED_LERAELET,

ATYT6: AT—ZEVTAZTANT S 126
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ATYTT:—JLY NOBEFHEHIBRZTANTS

O—=J)LIC7 R Y FEn access-same-project-team AU —IC &V, REBRF7OD I Y
N, F—A, AN EVEZ—TRIFHENLE—DVLY NEZEFHBRVHIBRTEE T, Secrets
Manager CA—)ILZTARNLT, PUOECAFANBEERSYICEHEL TVD EZBRLET,

BEBRTODBEIIONADST, —ILY NOEHEHIRZTANTSICE
1. ROVTHhADIAMI—H—&LTHA 212 LET,

e access-Arnav-peg-eng

* access-Mary-peg-qgas

* access-Saanvi-uni-eng

* access-Carlos-uni-qgas

* access-Nikhil-cen-eng
2. —HIAO0-NLCHYERET,

* access-peg-engineering
* access-peg-quality-assurance
* access-uni-engineering
* access-peg-quality-assurance

* access-cen-engineering

AWS XXX ROAVY—) TOO-IILOYYBEXZOFRAICODVWTE, TI1—H%—7»5 IAM
O—=)ICPWEZS (DY) Z8RBLTLEEV,

3. A&, 2—OJL Y NDOBRAZEHFL, ROZ—UL Y MZHIBRL THTLEE W, &
MIZOVWTIE, TAWS Secrets Manager 1—H—HA R, O '2—JLYRNDEE) &LV
'>—JLY hOHIBREET) ZSZBLTEEL,

ROT—T I, EO—-I)LO ABAC>—IL Y NOEFHEHIBREEZTRLTWVWET,

A—I)#& =LY KRB THRENDEE
access-peg-engineering test-access-peg-eng FAEhTVWET
test-access-uni-eng EE
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Q—H—H1 K

O—JL&

access-peg-quality-assuranc
e

access-uni-engineering

access-peg-quality-assuranc
e

B=

>—9LvY KB

test-access-uni-qas
test-access-peg-gas
test-access-uni-eng
test-access-uni-eng
test-access-uni-qas

test-access-uni-qas

FRENDEE
BE
AAIENTVRTY
BE
AAIEhTVRTY
BE

AAENATVRT

T, BER—ADTVEAANO—)L (ABAC) DRI #FEATILEHICHERITXNTOARATY
THAEECETLELE, FIFHEBBEERTDIHEEFVOELE, COEBBETV NI E
Y —AIZHEALEL Kz, Secrets Manager DEilZEA TR —ZEKL TEHALEL L, &
=, ABAC K, FILW 7 O IO RNRF—ALAXN—REMITZDEBRICAT—ILTEDLEED
Flk, TOHER, TANO—IZFEALTIAMO Y =)LICHAL4> 42 L, AWS T ABAC O3

TeHERT2HE2HBRTERT,

@ Note

BEOXRGETTOXRT I AV EFATHIRI—EBEMLEL £, KRVWEEBT VA
To>avgrISFGzEs
BLIBETTRAEVCENHYET, flZIE, AdninistratorAccess AWS EER

S—EEALTI—Y—LELBERT VL ARTERELTE, ChEORUS—TRZ
DT VEANFRENELA, BEHOR) S —HNBERIDEEOT IV EAFTDORESTED
FHHEICOWTR, TAWS IV 7A4A—RARXYRI—RODYIONFVIOTIARZFHMELTT S

AZFH I I—H—FEEO-NLICBORY S —ZERTS5EE.

tAZHAFELRFIERTRHE 2RLTSEEL,

BEVY—A

BIEBHRICOVTE., UTOVY—-RZSRL TSV,

BE
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« ABACRAICEMICEIVWIT IV LELAHTEZERT S

« AWS JO0—-NIEH{HITHFARF—

s AMI—Y -7V LAFAZNETRO-INZEKTS

« AWS Identity and Access Management ')V —A DX

s BUEBEALEAWS VDY —=ZAANDT 7 AN FIH

s A—H—AS5IAMO-)LICTWEZS (I>V-))

« IAIMF1—KUTJ:ABACTSAML v > 3> &8 J =AY

THOURNODRTZEZRVTFTDHFECODVTRK., "™H—N—LAD—2 70— KT Amazon
CloudWatch Events ZEFH L TAWS UY —RATRITDEEZERTD, 25BLTSEEL,

IAMF1—KUTFJ):ABAC TSAML v > 3> J&ERATS

BER—AOT I tAHMH (ABAC) &, BHICESWTT7 IV EAHFNEERT DR AHET

T, AWS TlE, ChESNBEHRRXTEFENET., 2T, AIMI>F 474 (A—H—FrR
O—J)) ZECIAMUY—RE, AWS UY—RICTRYFTEET, IVFATFAHN ANS AD
DIANEBTSEOICERAESNDE, IoT14T7147DNLICEY, Z7OINILICEERTH
EENET,

O—l%z5lgXF2cE, FERI-Y—27IFL—HhIBEEIC VI3V RT ZEILEE

TEET, TOHE, 2IFRHF—ZEALT, 2TCEITVTTIUINILET O AFT 25T
BPRV—ZERTEET, RVZEFALTAWS VY —ANDT IV EAZHBITHE, AWSRU

P—NEBERSLTF—LEVY—RZILEKETEET, ABACRUZ—F, BYDIUY—RAZURA
NRIBHUEKDAWS RS —&K V) EREMANHV ET, ABAC DFME., REKRDODRUS—ICHTDF
RIZDOVWTE, TABACRAITEMICESDVWTITI/EAHIZERT S 2SRLTKEEL,

2#TSAMLAR—A® ID 7ONA X — (IdP) ZFEAL ThEI—H— ID 2BET355E. SAML

BHEZFEAL T, AWS OEDMA BT IV EAFHMEZITSENTEET, BHICEK., JAMEY

2—ID, I—H—0OEX=)IT7RLA, M2, $LOCT7ADIIRNEVHTZEDDENT

EFET, ChoOEMZEEYSIVRTELTETE, Chs0EYy2 a2 EJICETVTAWSA
TOERZFHTEET,

SAML Bzt y>a> 7 U NILICELTABACTFI—KUTI ZETIBRICE, COREY
JICBENZEEEZFEALT "AMFI—RUTII: ZTICETVWTAWS UV —RICTI+EATS
EODT IO EAFAZEERETD ) DRAVERTLET,
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=448
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ABAC TSAML &Y 23> a0 2ERATIRATYTZRITIDICE. ROEOHFHBETT,

s BEODEMZE ODTANI—H—ZERTES SAMLR—AD AP NOT I A,

- EBET OV RAFTEE DI —&LTHA /10 TEDZE,

«c AWSNYZXI X RNOAVY—=I TOIAM 1—%—, O—J), RUZ—OEREREDRR, K
L. AMEEBE7OLAOREBICHR— M BERZZSEF. ABACFI—KNUTFILTE,. ATV
NAATYTDOFIEZSRTED ) VZRHBLET,

« IAM T SAML R—AD IdP ZREL BRI BV ET, FHASLTHMIAM R¥F21 X MADY
VOBRKRRTDICIE, TAssumeRoleWithSAML ZEAL Y2 a2 002 HELY Z88RL
TLEEL,

ATY 7 1. TANI—F—ZEKTS

ATV 1L TARNI—H—ZERTE OFBICREVEXT, DRIT7ONAMAX—TERE Bz, it
FEDOIAMIA—H—ZEMITILEEHYEEA,

ATY 7 22.ABAC RS —ZEKRT S

ATY 7 22.ABACRI>—ZERTSE OFIBICH>T, IAM THEELEEERYD —Z2ERLE
EE

ATY 7 3:SAML O—I)L Z#ERKL TEETS

SAML ® ABAC F1—RKUTF7IZERAT2EHEEE. BIMOARATY FZ2ETL, O—IIZERLE
T SAMLIAP ZEXEL. AWS N XX NIV =N T O A ZEBM_TEIHENf HVYET, 5
MICOVWTE, "TAFTYy 73 O0—-)%Z2ERKTS1 25BLTIEETL,

ATY 7 3A:SAML O— )L ZEHRT S

SAMLID Z7ONA A —&, AT Y7 1 TERL I test-session-tags I—H—%{558ETS 1D
OO—)Z#EKLET, ABACF1—KNUTITR, B30T z&>@0O0—-)LZFEH
LET, SAMLIAP 5ty > a2 JzEd e, YELZO-ILE12EFTT, SAMLR—AD
O—IIZEKTEDHECODVWTEE., "SAML20 7 IFL—>3AOO—)LZERTD (O —
L)) EBBELTLEEL,

A—JLIC access-session-tags EVWS BRI ZNITE T, access-same-project-team 7ot
AFAR)—ZO—IICTRYFLET, O—I)LOFEERV—ZHFEEL T, XORV>—=FEH
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LET. O—LOEEBERZERETDIHFZEOFHMICOVTRE., "O-IILEERAV—ZEHITH, &
ZRLTSEEL,

ROO—)LEFER)>—TlE, SAMLID 7O/NA A —& test-session-tags 1—%—A0O—)L
ZE|EZFBENTEET, O EB|EZHDLER, BELE3IDOEYSIa VAT EET
PBEANHVET, sts:TagSession 7o Ik, Y2 av BRI aEITCEEZHFATHLEHICH
BT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowSamlIdentityAssumeRole",
"Effect": "Allow",
"Action": [
"sts:AssumeRoleWithSAML",
"sts:TagSession"
1,
"Principal": {"Federated":"arn:aws:iam::123456789012:saml-
provider/ExampleCorpProvider"},
"Condition": {

"StringLike": {
"aws:RequestTag/cost-center": "*",
"aws:RequestTag/access-project": "*",
"aws:RequestTag/access-team": [

"eng",
"gas"
]
}I
"StringEquals": {"SAML:aud": "https://signin.aws.amazon.com/
saml"}
}
}
]
}

Z® AllowSamlIdentityAssumeRole AT — KXV NIZ&KVY, TV ZF VU ITF—LABRLVR
BRIAF—LDOX>)N—IE., Example Corporation IdP 'S AWS ICT7 I FL—>3> &I,
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COO—)%&B|EZ IR N TEET, ExampleCorpProvider SAML 7’O/N/ & —Ik IAM T
ERENTVET, EBER. BELXI 20V IaVRIJZETLSICSAML TP H—>3> %7
TICRELTVET, PH—23 2 RBFEBMORTZETCENTEXRITN,. ChS 3P FETS
DENFHVYET, IDDEMIE. cost-center XU & access-project ZTICRULTEEDEE
BOZENTEET, 2L, access-team BMER. DATIVSZTF U I F—LELZERE
REAEF—LICHBDEZTRT eng N qas IC—HITBUENFHYET,

AT Y7 3B:SAML IdP ZEXET

cost-center, access-project, access-team DEEHE LY IV RXTELTETLSIC
SAML IdP ZFREL F£ ¥, FHMICOWTIE., TAssumeRoleWithSAML ZFRA LYy 3a 20
FHEL, ZBRLTLEEL,

ChoNEMZEY>aVRTELTETICRE., SAMLT7H =23V ICUTOERZRSOERT,

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:cost-center">
<AttributeValue>987654</AttributeValue>

</Attribute>

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:access-project">
<AttributeValue>peg</AttributeValue>

</Attribute>

<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:access-team">
<AttributeValue>eng</AttributeValue>

</Attribute>

ATY73C:AVY—LTIOERAZEMCTS

JIFL—F4Y RSAMLI—H—0aYY— LTI tRAEEMCLET, HMICOLVTE,
"SAML2.0 7IFL—F4 Y RTUSINLEEMCLTAWS YZIXYRIVY—L LT 9 E
2, EBBLTLEEL,

ATV 4:—9LY NOERETARNTS

access-session-tags A—J)LZFEALTAWS XXX RAVY—=)L ICT7IFL—KLFET,

HHICOVWTIEE, TSAML20 7 IFL—TFT4Y RTUINILZBMICLUTAWS XXX K]

V=N TOEARL ZBRBLTLKEE VY, RIZ, ATVT 4 2—0JLYNDERETARNTS O
FIBICHST—ILY h2ERLET, BHEZIFOENSS SAMLID ZEAL T, ABACF1—hk

DF7ILTRENTVBRTE—HEHEET, FMHICOVTR., "TATV 74 2—0JLY NDERE

TAKNTD, 28RBLTKEEV,
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ATYVT 5 2—ULYMNORTRETANTS

ATYVT 5 =LY RNDERRETANTS OFIBICHE 2T, BIOATY T THERLES—IL Y
NEXRRLET, BHEZEFOEHBLS SAMLID AL T, ABACF1—KNUTZIITREATVNS R
JE—HETHEET,

ATYT 6 AT—JEUTAZTANTD

ATYVT 6. AT—ZEVTAZTARNTSD OBRICE>T, AT—JEUT1ZTANLET, C
NZETSICE. SAMLR—AD IP ICXDEMEZFOHLVID ZEMLET,

* cost-center = 101010
* access-project = cen

* access-team = eng

ATV T:—OLY NOEFEHBRZETARNTS

2TV 77 —OLYNOEHFHEHIBRZTANTS ) OFBEIZH2T, >—JL Y NEEFH K
CHIBRLET, BHEEFOEBRD SAMLID ZFEAL T, ABACF1—RKRUFITRENTWVWEDZRT
E—HEEET,

/A Important

FEENBVWKRSIC, ERLES—TL Y NETNXTHIBRL £, Secrets Manager O ¥l&
SREDEMICOWTIE, TAWS Secrets Manager €58 E 1 22RBL TS &\,

B=

T, TUVEAFADERICSAML £Y 232 RTEVY-ART2ERTRILOICHERIN
TORATYTHELKETULERL L,

® Note
BEOXRBTTORT VI aHATRdRI—2BMLELE, KYEEBET IR
AEEFEOI>I—HY—F-REO-NLCAOR)S—%2BRITZDEES. 7I7>3a> kI 0%4
BLIRETTREVCENHYET, HlZIE., AdninistratorAccess AWS EIER)
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—FZFERALTI—HY—ICELLBEBEEBT IV EAHFAZNAELTE, ChSORVS—TIEE
DT IEANFIRENELA, BRORVS—DFBERIZDEEOT IV EAFTORESLZEND
HHEICOVWTIEE, TAWS I V7 #—RAXRI—RODYIONFVIOTARNZFMLTT D
T AZFAERLFIERTDFE) 2SRLUTLSEETL,

IAMF1—KNU7I): I—Y—I_BS SEEEE &K T MFA 5% E
ZHFAITB

A=Y= [eF1VT1RABR R—TEDOZERRG (MFA) TN ALRAEREEET

BEZFATEERT, AWSNERIXNOVY =) Z2FEAL T, BIABHR (T I7E2AF—, A
D—R, FORIINEBZBHIABEE, SSHNT Vv OF—) ZRELEY, FTELZRMERZHIBRELG
FEF7OTa474LEY, I—H—0O MFAFNA RAZBMICLEY TEES, ChiF2B0OI1—H—
ICEDTRERNMTITY, I—F—0BNfEABDELEIIC, CORAVBERENMNNDHIBDESICHDAEE
BABHYNET, COFI—KRUTITRE, CORIBRANTSIVT1 AZEBEICEHEZEERTIC
RRIBIFEZHALET,

COFI—RUTLTE, ANS Y—ERADT I REI—H—CHAT L EETLET, L1
L. I—%—# MFA ZBRALTHA VAV LEBEICRYET, MFA F/NA ATHA 242 LT
WEWBE, 1—F—RBHEOT—ERLT 7 EATEE A,

COI—=070—-IC320EENBEFIENEENRET,

AFYT LMFAY A VAV EBRSITRRY S —BHERT S

W<OADIAMT U232 aERLS, IXNTOT VIV EBIETEIHAZIN—BEEBRIS —=4E
BRLUET, chsofliskicky), I—F— [EF 21 VT (RIABRIR— TEDORIAERE
ZELEY, MFAFNARZEBLEYTBDCENTEXRT, XFR—TIDANDT I AN
C2O2WTR, TIAMA—H%—HBEICED/NAD—ROEZEEFE(OAV—)) Z2Z5RBLTLEE
Wo

ATYV7 2. TARNIA—Y—TIN-TICRIV—%2TXYFIS

XN=DMFATHA AT DE, IXTO AmazonEC2 7023 IICT7INTIORATES
TN—TZ2ERLET, cOXDIBI—HY—TI—T%2ERTSI_IE. AmazonEC2FullAccess
EWVWS AWS BERUD —EBUIOFIETHERL EHDAZIY—EBRUS—OEEETRY FL
x99,
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ATV 3 A—HY—TIOLAZTAKTS

TARI—HY—ELTHSIA42L, I—H—H MFA 7)1 RA%Z4ERK T S KT Amazon EC2 A\
DTV EANFTOYIENRTWA L ZRALET, I—H—R. TOFNAIRAZFEALTHA
JAVTEXRT,

Bl RS AF
COFI—RNUTLORTY 7EEATHER. AFER > TVIBENBYET:

s BEBET OV LEAFAZEDDIAMI—H—ELTHASA A2 TEDAWS THIV N,
Tjjljyl\ ID ﬁ%o Zj__‘y7 1 ®7J‘|):/_L:Ajjb$3-o
THONIDESZBIEITDICEK, R—JEBOFES—>3 2 N—T [HR—K]. [¥R—(t

VR—|DIEICERLET, PTHIRNIDESEK, COR—D0O [HAR—RN XZ21—O T THERR
TEEXT,

« (R (YT RYIFR—RA)MFA F/SA R, FIDO F1UF1F—, £EEN—KITFR—X
MFA 7/V1 A,

¢ A—Y—IL—TOXYN—THBZTAN IAM I—F—EROEB T,

XN~
_ 1—%-—-7J L7Td— A—4¥—JN—TICEY
—H— ——AI(C DER
ATYTE ATYTRERTARET s w—zem sEz
3%

[O>VY=ILTOtA%
BB -F7>3]
MFAUser NDATSa>DOx%EER  EC2MFA MFAUser
L. NAD—R%ZZV)H
TET,

COI—H—TI—TA
DRI —DOT RV F
X, PTORAFAORE
FITHEVWTSEEW,

ATY7T1MFAY A2 A2 2RFTRIR)S —ZEKTS

£Y., IAM I —FBHORIABEHRE MFA TFNA AOERBICHELERZRVT, IXTOT7It
AEREEETD IAMAAREN—EBRIS—ZERLET,
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1. BEERIMEHZEFEAL TCA—H—ELTAWSNYEZD X ROV ICHA A4 LE
To IAMORARNTZOT 14 RAICEML, AWSTHINDOII—RNI1—H—BAMEHRTIEH A
A LBVTLSEEL,

/A Important

IAMARARNTZ 0T 4 ATk, RENWBRIABERZZF OIAMI—HYF—2FHAITH2OTRE
L, —EBNEREHREEALTAWS IC7IEATSEHIC, DZ7ONAMET—ED
7IFL—23a vzERATRCEEABI—HY—ICROBDEEHELET, IAM1—
H—Fk, 7IFL—23> 11— —THR—PFENTVEBEVEENDI—AT —AICDH
FATDCEZHEBOLET,

2. 1AM 12V —)L (https://console.aws.amazon.com/iam/) ZB & £ 7,

3. FEF—23URAVTRII—ZEBERLTHS R —DERZERLET,

4, [JSON] #7#ZBIRL, UTOISONRUZ—RFIXVNASTFANZIE—LE
9, AWS: MFA TRRREE iz IAM 1—H'—7" [-t;_:\:j_ )T 4 wun.[El‘E%E] RN—TT E O FREEE
ZEETEDLISICLET

5, CORVI—ICETBTFARNZ [USON]RY DALY FFET. RV —OREERICERE
hietF1)TA8E, I5—, FLEE—BNZBEZBRLTALS, [N Z2BRLEXT,

® Note

WO TE [Visual TF 4 2] £ [JSON] A7’ a> &MY BZXBZENTEXT, K
L. EEBORUZ—IZ1E NotAction BEAEENTVETH, ChiFEZ1T7IT
FARTRYR—RERTVELA, CORUS—IZDOVTE, [EZ21TIIF 1 A]
AT ICBRANRRENET, [JSON] ICRY., CORV—OBREEGEITLET,
CORIVD—HFITRE, AIHBTAWS IZXIZA ROV =L IZHA A4V TBEO/INA
D—ROUEY NEI—H—ICHALTVWERA, HLLWI-—H—HFH104>LTN
ATD—REUEY RTRDET, TOI—Y—ICT7IVEAFTE2NAELEVWCE2HEL
TVWET,

6. [EREITER|R—TT, RUZ—RELT "Force_MFA; EAHNLET, KU —DOFHHA
D[R] $BHIC This policy allows users to manage their own passwords and
MFA devices but nothing else unless they authenticate with MFA. E A1
BE, ATDAVTRIDF—EEORTENARII—EBRID—ICEBMNTEEXRT, RUD—
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L& 2 THWWYETSNLET VAT Z#IEL., [RUD—0EK] 2R TEXZREFLR
ER

FLLRUS —AEBR)—O—BILRRENTEY FOEFBI TEET,

ATV 2. TARNIDA—Y—=TIN—TICRIS—2TR2YFIT3

KIZ, MFA TREENETI7EAFT2AE5T2EHICERAEADTANIAM - =T IL—7

2, 220ORD—2FRYFLET,

1. FEF—2a3aroRA2T, [A—¥—TIL—T71%ZERLET,

2. BERY VAL TEC2MFAL EAHAL, UARDITIL—TR (FIVIRYIATEHBIEHEA)
ZEBRLET,

3. [FULEARHW 27 ZEBRL., [TV LAFADEM ZBIRLTHS, [RUS—0ORM] iR
LET,

4. [Attach permission policies to EC2MFA group] (fFAI7R1J > —% EC2MFA J)L—7°
ICT7EZYFIR)R—TJOBRERY JAIZ, EC2Full EABLET, RIZ, UAD

T. AmazonEC2FullAccess DHEICH D F IV IRY VR ZAICLET, TERFFERELE
WTLEEW,

5. BRERY VAIZ "Forces EAHNL., YUARND [Force MFA] D#EICHBDFIY VRY DRAZEF
JIZLET,

6. [RUZ—OFRYF]ZERLET,

ATY7 3 A—H—TIOEARZTANTS

FiI-NIUTPILOZOBH TR, TARI—F—&LTHIA42L, RUZ—HFEBERLEZESVIC
TR ZRIELET,

1. BHIOEI>3A>TEN)ETENAD—RZFEAL. MFAUser £ LTAWS 7
NIOKNICHAL2 42 LUET, URL: https://<alias or account ID
number>.signin.aws.amazon.com/console ZEAL £T,

2. [EC2] Z#EIRL T Amazon EC2 AV —JL&ZHE, 1—HY—ICE—YOREZITST VA
ANV ZBRLET,

3. ALOFEST—232/)N—T MFAUser 1—H—FZBRL . #:\L T [Security credentials] (&
F11)7 4 FAER) Z2ERLET,
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Account ID:; 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

4. ZZTMFAF/)NAARAZEBMLET, [Multi-Factor Authentication(MFA) (ZE&FRAE (MFA))] &
2232 7T, [Assign MFA device (MFA 7*/N4 AZZ|) H¥T3)] ZBRLET,

@ Note

iam:DeleteVirtualMFADevice ZR{TITBDCEZRATATVWAVEVWS IS —
FRERENDENHYET, Chid, ELPUBIICZOI—H—IZ{RE MFA 7
NAADEN) HETERAKBL, 7OREF YOI LESEICRETDAREEND
WET, H795ICk, 1—F—FLEEMOBEREN 1I—F—0BRFEOEIV HT
S5nTVWEWRE\ MFA N4 AZHIBRT D XEN BV ET, FHICOVWTE,
Fiam:DeleteVirtualMFADevice ZE{Td2 L ZRAETNTVEL A ZSRBLTLKE
=L,

5. ZOF1—KNUTITIE, EHFEFET Google Authenticator 77"V ENRE (V7 NI I T
R—A)MFAFNA AZFEALET, [RIAIT7T7VT—>32 ] zBRL, (RN ZOVY UL FE
CB

IAM A" QR J— RZZCRE MFA N4 ADRERHREZERL TRRLET, R, QRO—
RIEXBLTVWBEVWTFNSATOFRASNICFATESS —IL Y MREF—ERLTVET,

6. REMFATZ7VZREET, IREMFATNAAZKRANTRI-HICEATERZTT7UOUA
MEOWTR, "REMFATZZ7UT—232, Z2R)REMFAT7UNEBBOTHOV K
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(BHORE MFA FINAR) ZHR—KLTVWREBEEK, HTLLWTAHT N FHLVRE MFA 7
NAR) ZERTDF TS a>zBRULET,

7. MFAZ7UN QR O—RZHR—KRLTVBIAESHAZREIELTHLS, XOVWThHhEEITL
-

« DA —RAS, [Show QRcode (QR I—RMOFXR) ZBIRLET, QRIA—REZAF v~
IBT77VEALET. BlIREF. AXFFT A2 FkF [Scan code] (AF ¥ I—R) (ZH
EA72a aEBRL, FNAAOAXTZZFEALTI—REAF Y LET,

* [TNAADRE] VAP —RT[Z—ILY hF—ZRF] ZBRL, MFATT7UT—->3>
K2 —ULY RF—ZAALET,

CNTREBMFATINA AR ZALNAT—ROERZFRBLET,

8. [Set up device] (T/N1 AMEXTE) 7 1 '— R D [Enter the code from your authenticator app.] (§%
MTF7VTr—232AS50—RzEzAHN)RY VDAL, BERE MFA TFNAAICKRREATVS
DBALNATD)—READLET, [MFA DER] ZBIRLET,

/A Important

O—-REERLES, IBICUSTARNERELET, I—REERLEBCUIIR
NERETZETREAF AN TEBHBAE. MFA TN AR 1—¥— & EXICBEER
ShEF. L. MFAFSA AREBELELA. ChiF, R LAR—ARDY KA A
JSAT— K (TOTP) OEMBMA BV D ISR ET. TOEEE. /N1 RADEF
HATEET,

ChTRE MFA 7)1 A% AWS THERATE XTI,

9. OAVVY—=IhrsHA4>TORL, BEMFAUser ELTHA M2 LET, SEIE AWS IC&
V), EEEFEHNS MFAJ—RZHEHEBITZIELS5SRKROSNET, I—RZEBLES, ThZzRY
P AZAHAL, [Submit (£15)] ZiBIRLET,

10. [EC2] &:8IRL . BE AmazonEC2 AV Y —)L&BE%£d, SEHE. INTOBHRERTL
'C\ BEBEBTIVAVERTIDCENTEERT, cOI—H - L THOOVY-IILICBET
TORBAEBAY E—IHFRRENET, TOBAEK, COF1—KNITILORIS—T
L?.*AmazonECZ’\G) DEAQOANFAENDIZHTT,
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FHECOVTER, ATOREY 7ZZRBLTSEZL,

« IAM O AWS ZEERE
« MFARISOHY A 4>

IAM 21— KN 7)L: CloudFormation > 7 L—KZFAL T
SAML ID 7’ O/NA4 A — (IdP) Z4EK T %

AWS PHIKRDSAML 7IFL—23 2 &&ETSHICIE,. SAMLID Z’O/N4 A — (IdP) Z/ER T
PDUENFHYVET, cOF1—KJTI TR, CloudFormation 77 L—NEFEAL T, AWS &4
8 1dP BIDEFEZEMEIL TS SAML IdP Z/ERR T A EZHBALET,

TU7L—hE, 1P DX R F—RZ RFIXY NTREE NI SAMLIAP ZERLET, TDE,
7IFL—232IAMO-LUFZOIdP 22K L T, ASIdP A SBIAE 21 —F—4 AWS U
YU—AKLTIOEATESRRSICLET,

TF7OM4ENE)Y—AR, 1P DX R F—RZ RFIAXDNEAT AV OBESREICL > TRE
ETh/i- SAMLIdP TERENhET,

Bl RR SR AF
SOFI—NUTLTE. UTERTEHTHDEEFRELTVET,

e CODFI—KRUTFILTIP ® SAML XZAF—ZX XML 77ANZE7#—~XY NTBLHICFEATS
Python INX > RZETITSICE. O—HI X2 Python 3.6 A1 ARN—=ILENTLS 4%
ENfHVUET,

« SNEBIAP A5 D SAML X R F—Z RFIXVRZEXML77A)LELTRELTVAR L,

CloudFormation Zf£Ef L T SAML IdP Z{EX T %

SAML IdP Z/ERX T B 1= (Z. CloudFormation 7L —hZERL., TheFERALTIdP )Y —
ANEENDARY U %ERLET,

TU7L—hEERTD

£ 9. CloudFormation 7> 7L —hNZ#ERKLET,
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1. FY7L—hk 933> 7T, [JSON] £ [YAML] 27 Q0OE—F A4 5 Uy HLT. F
7L—hOAAEIE—LET,

2. TV7L—MORBZEHLLWIZ7AIICHEYYFNTERT,
3. 7740 EO0-NILECRELEXT,

AZY VEEBRLERT,

RIZ, BELET7L—R%E#EHAL T CloudFormation A& Y 2%#7O0Ea=>JL%ET,

1. hitps://console.aws.amazon.com/cloudformation © CloudFormation 1>V —)L ZBE & T,

2. [REYIIR=DTR., [AZYIVDER] A Z1—THLWUY—-RZ2EA (B¥) 2BRLF
9o

3. TUTL—hZEEELET,

a. [AIR&FH]T. BEEOTVTL—NZBR] Z2ERLET,
b. [TY7L—KDOEE]T. [TV7L—rNI7AILOTY7O—R] ZBRLET,
c. [Z774L=BRZBRL, TOTL—F774ILEBEHLTERLET,
d. [RN] ZEBRLZET,
4. ROAZY UVOFMEEELET,

a. 7\5“y7ﬁilj3l/$3'o

b. [ldentityProviderName] l&. ZOEFRICTDERARXY VRICESVWTEAZBEBERTESE
¥, XizlE, SAMLIP DAARAZLBZANTRIEETERT . HARLBICRE, EH
F.EVFR, PUA—AOAT. NMT7DHZEEDD_ENTEET,

c. [ldentityProviderSAMLMetadataDocument] Tl&, < ® 7 4 —)L RIZBYY) {17 B ETIC, SAML
XBAF—BAXML 7 PAINEA(FICTA—< Y NTBREHN BV ET, CloudFormation -
V=T AVY=IINFXA—ZEBTEEICXML AT OVYEA1TICTIF—XYNTD
PDENBHDED, COREBHNFVETT,

@D Python A REMALT. XML 7P A)LEB7A#—I Y hLET,

python3 -c "import sys, re; content=open(sys.argv[l]).read(); print(re.sub(r'>
\s+<', '><',6 content.replace('\n', '').replace('\r', '').strip()))" saml-
metadata.xml
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® Note

IdP @ SAML X2 F—Z RFIA XD NE, AV INFX=FAHABI 117IC
72— Y NIRIBENFHYVET, ZO Python AXY RiF, BYTERDTBZZER%ZE
HIBRL T, TV TV EBEZ INTHTL EDREBTHREZR 7 —X Y b ek
BLEXT,

Python X > RO H%ZIE—L. [IdentityProviderSAMLMetadataDocument] 7 4 — )L R
CBEYFRTET,

7#—XY hENTSAML XBF—Z RF 21X NOFI (HRH):

<?xml version="1.0" encoding="UTF-8"?><md:EntityDescriptor
xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="https://portal.sso.example.com/saml/assertion/
CompanyIdP"><md:IDPSSODescriptor WantAuthnRequestsSigned="false"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"><md:KeyDescriptor
use="signing"><ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/
xmldsig#"><ds:X509Data><ds:X509Certificate>MIIDXTCCAKWgAWIBAgIJAIJC1HiIAZAIiIMAOGCSQGSIb?
ds:X509Certificate></ds:X509Data></ds:KeyInfo></
md:KeyDescriptor><md:SinglelLogoutService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://portal.sso.example.com/saml/logout/
CompanyIdP"/><md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent</md:NameIDFormat><md:SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://
portal.sso.example.com/saml/assertion/CompanyIdP"/></md:IDPSSODescriptor></
md:EntityDescriptor>

d. TOMONTX—RIIOVWTEK, F7#)LMNMEZZTAND D, EHFICRHUTHEDEZ A
HALET,

- ldentityProviderAddPrivateKey - SAML 7 H—> 3 > 28532 Lb0OFT7>3a> 07>
AR—NF—

- ldentityProviderAssertionEncryptionMode - A E(ZLU T, SAML 7 H—2 3> OBES1L
T—REFRETS (Ffal. ¥EH, FREE)

e. [RN]ZEBRLZEY,
5, AZYOATIVERELET,
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a. [AZYIUBEATS 32| T, FLERENIZDY—RAZIXTHIR] Z2BRLET,

(® Note
COATIAVERBRIDE, A2Y VOERICKRLBETEHRHIKRRIS —T
RTEFIDLSICEEENTLVRIUY—RAICHLT, RESTDAEMEZHSIEN
TEET,

b. #EFINT, F7AI)IMNEZZTANET,

c. [HEE] TRk, FIVYIRYODAZFIZL T, CloudFormation IC&k 2 TF7HD 2 K IAM
)Y —ANERENDBEN BB EARELET,

d. [RN]ZBRLEY,
6. ARV UDFHMEMIEL T, EF] 2BRLKT,

CloudFormation IC& 2 TARY INERENET, AZXYIVDERANTTITHE, AZYvO1)Y—
AZERTIEBIBVET, AZYIOFMAR—DO[VY—R]| 2T 2FERALT, FHIU NI
IO azrdEnikE VY —RAERRTEET,

ARYDRRDEEHDILET, ER [HH] 2T TREBTEET,

* ProviderARN: fEp{ & 117z SAML IdP @ ARN (arn:aws:iam::123456789012:saml-
provider/CompanyIdP & &), CO7VANAF —ZEEITHO-IILZERTHIEEZIC, D
ARN A" EIZBYET,

» ProviderName: #EB{& h 7z SAML IdP O &R (D AR LB ZIEEL 2B &R CompanyIdP, 77 #
INOGmBEFEAL BEE my-saml-stack-saml-provider & &),

chSsDHAETVAR—REND 8, Fn::ImportValue B ZEFEH L TH®D CloudFormation
ABYDIZAVR—RTEFT,
SAML IdP Z &5l 9 %

SAML IdP AMEsE hi56, TORELZKRAL., 7IFL—>32VO-I)TEATS ARN 2EEH
HET,

1. 1AM 32V —)L (https://console.aws.amazon.com/iam/) ZB& £ T,
2. FEZ—23arR4A4VT, ID7ONAEZ—] ZBRLZET,
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MLU<SHERE N SAMLIP AU ANICRRENDETTT,
3. IdPBZERTDE, TOFMENIRTIENET,

IdP OFMNR—2 T, SAML XA TF—R RFIAIX NXFOMORENFMERBETEET,
4. FHHR—DICRRENZ [TONAA—ARN| ZEZEHFET,

COIP ZEEITB7IFL—>3aV IAMO—-I)LZEKTHDEEZIC., 2O ARN FRBE(CKY)
£

5, XBAF—BZRFIXINEERELT, AP ASEHLERNBTE—HITHEEERALE
9,

ChT, SAMLIdAPZ7ITFL—>3> IAMO-)\THERATIERITEELE, COIdP 258
THO0-)LZEKRLT. AL IdP A sERitchiEd1—HY—NEhsoO—)%Z5|ZZ (. AWS 1)
V—AICT IO EATEDELSICHATEET,

V=T v 7)Y —RA%ZHIRY S
BHEOATYTELT, ARYVETNILEEND VY —REHIKLET,

1. CloudFormation >V =) ZHZE X9,

2. [RBYIIR=DT, TUTL—bMDSERENEARARZY JZZBIRL, [HIRR] Z2BRLTH
5, [HIBR] THRELX T,

CloudFormation &, AR Y JEFNICEETNDIXRTOUY—ANHIKREBRBLET,

CloudFormation 7> 7'L— K7 7 4 )L ® 5%l
)Yy —-x

COF1—RKYTITHERTS CloudFormation T 7L —K Tk, LTFTOVY—ANTHIVKIC
ERENET,

AWS: :IAM: :SAMLProvider: AWS &ESER AP O DEE 2L 9% SAML IdP,

=S

axX ;B

TUTL—NIE, ATORETEBZNFA—ZABENRTVET,
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- ldentityProviderName — SAML I1dP O &8l (BEBERE N CBFICT B BEREZOETEICLET)

f]: CompanyIdP £/ (& EnterpriseSS0O

- ldentityProviderSAMLMetadataDocument — ZAZB IdP A 5 M) SAML XX F—Z RF I X N (117
N7 +—3Y RN

« ldentityProviderAddPrivateKey - SAML 7 H—> 3> B8535 LH0F 723> 0774 R—h~
:\:_

« ldentityProviderAssertionEncryptionMode - K EIZISU T, SAML 7H—2 3V OES{LE—R%Z
BRELET

CloudFormation &> 7'L— b

RO JSON £ YAML I—RZBIO77A4IELTREL, COF21—KNUTILD
CloudFormation 7> 7L —h&ELTHERALE T,

JSON

"AWSTemplateFormatVersion": "2010-09-09",
"Description": "[AWSDocs] IAM: tutorial_saml-idp",
"Parameters": {

"IdentityProviderName": {

"Type": "String",

"Description": "Name of the SAML Identity Provider (leave empty for auto-

generated name like '{StackName}-{UniquelId}')",

"Default": "",

"AllowedPattern": "A$|~[a-zA-Z0-9._-1+$",

"ConstraintDescription": "Must be empty or contain only alphanumeric
characters, periods, underscores, and hyphens"

1,
"IdentityProviderSAMLMetadataDocument": {
"Type": "String",
"Description": "SAML metadata document from identity provider"
1,
"IdentityProviderAddPrivateKey": {

"Type": "String",

"Description": "Optional private key for decrypting SAML assertions. The
private key must be a .pem file that uses AES-GCM or AES-CBC encryption algorithm
to decrypt SAML assertions.",

"Default": ""
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},
"IdentityProviderAssertionEncryptionMode": {
IlTypell: IlStringll’

"Description'": "Optional, sets encryption mode for SAML assertions",
"Default": "",
"AllowedValues": ["", "Allowed", "Required"]
}
.

"Conditions": {
"HasPrivateKey": {"Fn::Not": [{"Fn::Equals": [{"Ref":
"IdentityProviderAddPrivateKey"}, ""1}13},
"HasEncryptionMode": {"Fn::Not": [{"Fn::Equals": [{"Ref":
"IdentityProviderAssertionEncryptionMode"}, ""13}13},
"HasCustomName": {"Fn::Not": [{"Fn::Equals": [{"Ref": "IdentityProviderName"},
""131%}
.
"Resources": {
"SAMLProvider": {
"Type": "AWS::IAM::SAMLProvider",
"Properties": {
"Name": {"Fn::If": ["HasCustomName", {"Ref": "IdentityProviderName"},
{"Ref": "AWS::NoValue"}1},
"SamlMetadataDocument": {"Ref": "IdentityProviderSAMLMetadataDocument"},
"Tags": [
{
"Key": "Name",
"Value": {"Fn::If": ["HasCustomName", {"Ref": "IdentityProviderName"},
{"Fn::Sub": "${AWS::StackName}-saml-provider"}]}
}
1,
"AddPrivateKey": {"Fn::If": ["HasPrivateKey", {"Ref":
"IdentityProviderAddPrivateKey"}, {"Ref": "AWS::NoValue"}1},
"AssertionEncryptionMode": {"Fn::If": ["HasEncryptionMode", {"Ref":
"IdentityProviderAssertionEncryptionMode"}, {"Ref": "AWS::NoValue"}]1}
}
}
},
"Outputs": {
"ProviderARN": {
"Description": "ARN of the created SAML Identity Provider",
"Value": {"Ref": "SAMLProvider"},
"Export": {
"Name": {"Fn::Sub": "${AWS::StackName}-ProviderARN"}
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},
"ProviderName": {
"Description": "Name of the SAML Identity Provider",
"Value": {"Fn::If": ["HasCustomName", {"Ref": "IdentityProviderName"},
{"Fn::Sub": "${AWS::StackName}-saml-provider"}]},
"Export": {
"Name": {"Fn::Sub": "${AWS: :StackName}-ProviderName"}

YAML

AWSTemplateFormatVersion: '2010-09-09'
Description: '[AWSDocs] IAM: tutorial_saml-idp'

Parameters:
IdentityProviderName:

Type: String

Description: Name of the SAML Identity Provider (leave empty for auto-generated
name like '{StackName}-{UniqueId}')

Default: ""

AllowedPattern: '~$|~[a-zA-Z0-9._-]+$'

ConstraintDescription: 'Must be empty or contain only alphanumeric characters,
periods, underscores, and hyphens'

IdentityProviderSAMLMetadataDocument:
Type: String
Description: SAML metadata document from identity provider

IdentityProviderAddPrivateKey:
Type: String
Description: Optional private key for decrypting SAML assertions. The private
key must be a .pem file that uses AES-GCM or AES-CBC encryption algorithm to
decrypt SAML assertions.
Default: ""

IdentityProviderAssertionEncryptionMode:
Type: String
Description: Optional, sets encryption mode for SAML assertions
Default: ""
AllowedValues:
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- "Allowed"
- "Required"

Conditions:
HasPrivateKey: !Not [!Equals [!Ref IdentityProviderAddPrivateKey, ""]]
HasEncryptionMode: !Not [!Equals [!Ref IdentityProviderAssertionEncryptionMode,

Illl]]
HasCustomName: !Not [!Equals [!Ref IdentityProviderName, ""]]

Resources:
SAMLProvider:
Type: 'AWS::IAM::SAMLProvider'
Properties:
Name: !If
- HasCustomName

- IRef IdentityProviderName
- IRef AWS::NoValue
SamlMetadataDocument: !Ref IdentityProviderSAMLMetadataDocument
Tags:
- Key: Name
Value: !If
- HasCustomName
- IRef IdentityProviderName
- 1Sub '${AWS::StackName}-saml-provider'
AddPrivateKey: !If
- HasPrivateKey
- IRef IdentityProviderAddPrivateKey
- IRef AWS::NoValue
AssertionEncryptionMode: !If
- HasEncryptionMode
- IRef IdentityProviderAssertionEncryptionMode
- IRef AWS::NoValue

Outputs:
ProviderARN:
Description: 'ARN of the created SAML Identity Provider'
Value: !Ref SAMLProvider
Export:
Name: !Sub '${AWS::StackName}-ProviderARN'

ProviderName:
Description: 'Name of the SAML Identity Provider'
Value: !If
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- HasCustomName

- IRef IdentityProviderName

- 1Sub '${AWS::StackName}-saml-provider'
Export:

Name: !Sub '${AWS::StackName}-ProviderName'

IAM F 21— KU 7)L: CloudFormation 7> 7' L—RhNZ AL T
SAML 7IFL—23a> IAMO—-I)LZ#ERT S

AWS 7HY> NTERED SAML ID 7ONAH— (IdP) 2BRELTWBHEE. 0 IdP 2EET
27IFL—23aIAMO—IZEKTEET, COF1—HMJTFI T, CloudFormation 7>/
7L—hEFERALT, A IAP TRIASNEI—H—HNEIEZIDENTESDSAML 7T 7L —
>avIAMO—-I)ZERITBHEEZHBLET,

) ?*/7!/ Ni&., SAMLIAP A"O0— ) %5|ZF 1322 HFAITZEER)>—%2EDT7IF
L—>3a>IAMO—)IZERLET, AZPIIP ICK > T I —Y—F. CoO—)l%Z5|&
FIT,. O—NCT7RYFENLETIORAHFTICEIVWTAWS VY —RIZTOVEATEET,

TF7O/4ENnz )Y —ARk, UTTEBEENET,

« BE1FZ0 SAMLIdP Z2EE#d45 71 5FL—>3a> IAMO—),.
c BEOT OV LELAHFAZNETRLEOICO—IICTRY FTEDIRETEBIIZ—J RERY S —,
s A7 AT IORAHFAOEREEY S IAVEHBORE.

Bl HR SR

COFI-—RMITITR., ATZRTEXTHDICEZRMBELTVET,

« AWS 7HV Y NIRREE NEBEED SAML IdP, BZWVEE, IAMFa1—KU7)L:
CloudFormation 7 7'L—KZfHL TSAMLID 7O/NA4Z— (IdP) Z/ER TS F1—KUTI
ZEALTHERTEET,

« SAMLIdP ® ARN, AR Y VDERBEIC/NTX—RELTEETIHLENF HBVET,

c COFAI—KUTILTIIP O SAML XBAF—Z XML 774N Z27#—X Y NTBDLHICFERTS
Python N> REETTSDICE,. O—HI X2 IZ Python 3.6 AN A1 AKR—=ILEanhTWS 4
ENFHYVET,

CloudFormation ZA LT SAML 7T FL—>3a>O—-IIL%ZERKT S 149
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CloudFormation Z2H L TSAML 7 I FL—>3a>O—-I)IzEKRKT

SAML 7IFL—>3>O-)%ZEKTS=HIC. CloudFormation 77 L—KZ#EKL. Th%E
FALTO—INFEENZDAEZY OEERLET,

Fo7L—hNEERT S

£ 9. CloudFormation 7> 7L —hNZ#ERKLET,

1.

FTo7L—Kh €932 T, USON| E£k@F [YAML] 270 —TF741>&29UYOLT, T
>7L—hOARABRZEIE—LET,

TU7L—RORBEHLV I 7AILNICRIFTETS,
774N ZO0-ANICREFELET,

AZY JEERLET,

R, RELET7L—MZ@ERAL T CloudFormation AR Y 2%#7O0EE>a3a=>F0 L%,

1.
2.

https://console.aws.amazon.com/cloudformation T CloudFormation A2V —J)L ZHE&E ¥,

[ARY DIR—=DTR, [AZYTVOER]| AZ21—THFHLVWIUY—RZEA () 2BRL X

ERD

TU7L—hZEEELET,

a.
b.
C.

d.

[FIREZH] T, BAFEOT7L—HhEER] Z2BRLET,
[T>7L—KOEE]T. [TV7L—K77A4ILOTY70O—R] ZBRLET,
(774N EER] Z2BRL., TOTL—RT77AILICBBL TERLET,
DRA] Z38IRL T,

RDAZY VOFMEEELERT,

a.

b.

ARV JBEEZANLET,

[SAMLProviderARN] (C &, BEF® SAMLIdP @ ARN ZAHLE T, < hlE
arn:aws:iam::123456789012:saml-provider/YourProviderName XX TH 2 4 E
AHVETD,

fl:arn:aws:iam: :123456789012:saml-provider/CompanyIdP
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® Note

IAM 51— K1) 7 )L: CloudFormation 7> 7'L— k&R L T SAML ID 7’00/\ 1A
H— (IdP) ZER T2 F1—MNUTIILNZEALTSAMLIAP ZERKL ZBEE., T
@ CloudFormation A& Y I ® [HA] 27 IC7ONAM A — ARN A RRENET,

c. [RoleName] TlE, ZENEXRICTRDERRZY IVRICESV TR EZHBERTEET., £
. IMMO—)LOHWARLEZEZANTEET,
f5l: SAML-Developer-Access F & SAML-ReadOnly-Role

d. TOMONTX—RICOVWTEK, F7A)LMEZZTAND D, EHICRUTHEDEZ A
HALET,

* RoleSessionDuration - & Kt v 2 3 2 HiF () (3600 ~43200, 77 # )L b (& 7200)

Bl: 14400 (4 B5R9)
« RolePermissionsBoundary - 7 7 £ AFADOHERRI S —OF 7> 3> ARN

fil:arn:aws:iam: :123456789012:policy/DeveloperBoundary
« RolePath—IAM O—J)LO/NA (F7 I KN /)

f5l:/saml-roles/
+ ManagedPolicy1-5- 7Y FFTBIHEKRKE5 DONZR—TI RARUS—OFT7> 3> ARN

ManagedPolicy1 O fl: arn:aws:iam: :aws:policy/ReadOnlyAccess

ManagedPolicy2 MO fl: arn:aws:iam: :123456789012:policy/CustomPolicy
e. [RN]ZEBRULET,
5. RBYIOATIAVERELET,

a. [RRYIVBEAT>AV]T, HILERENIZUY—RZEIXTHIR] ZBRLE T,

(® Note
COATIVEERTDE, ARV IDERICKKRL LBETEHIBRRIS —T
REFIDLSICEEENTVAUY—RAICHLT, RESThDAEEZHSIEN
TEFXT,
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b. EFINT, F7FINMEZZTANET,

c. [HEEl T, FIYIRYIVAZEAFIZL T, CloudFormation IC&k 2 TFHI > MZ IAM
)Y —ANERENDGEN HDEEE2EARBLET,

d. [RN]ZEBRLZET,
6. ARV UDFHMEWIEL T, [EFE] ZERLKXT,

CloudFormation IC& 2 TARY INERENET, AZXYIDERNTTTHE, AZVvO1)Y—
AEFERTIEBNIBVET, AZYIOFMAR—DO VYR 2T &2FERALT, FHIUNIC
Zaeaz>dEsnktUY —AEBRRTEET,

AZYORBRRDEZHALET, BER [HN] 2T THRBTEET,

« RoleARN: fEE iz IAM O—JL® ARN (BB ERE W -BEZ2ERA T84
(&, arn:aws:iam::123456789012:role/SAML-Developer-Access & (&
arn:aws:iam::123456789012:role/stack-name-alb2c3d4 & &),

O—I)DOEIEZZTOEHICEDNE SAMLEMEZIEEITSHLDICIAP 2RETHHAE. CoO—)
ARN A" AETT,

SAML 7x5FL—>3>0O—-/IZzTAKNTS

SAML 7T FL—>3a>vO—INEREnizs, TOREZKRIAL, 7IFL—23aVREEZTARN
TEET,

1. 1AM 12V —)L (https://console.aws.amazon.com/iam/) ZB& £ 7,

2. FTES—23UARA2TRoles(O—JL) ZBRL T EEV,

3. MILLKEHEhE7IFL—23a20-)LZ2R 20 TERLET,

NAAZLO-NLNEBZEEL LSRR, TOBRMEZHRL LT, RoleName NTAX—RZZEDEEIC
THE, O—LCRAZY VRE—BOBIFICEIVTHBHERE N EBFAIFHFSNET,

4. [EEBERI 27 ZERLT, BERVI—ZREIELET,
SRS —ICIE. SAML #—F 4 I A (SAML:aud) A" https://

signin.aws.amazon.com/saml £E—HTB & Z2ZKHFEL T, SAMLIAP A nO—)L %3]
ERZTRDLSICBEECATVRIENTRENTVWRIRT T,

5. [PUORAHURTT, PTRYFENiRI)—ERERALET,
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ERBICO—ICTRY FENLENZR—D RRUD—ZHEBTEXT,
6. A—IILOBMER—JIZKTEND [A—J/ ARN] ZEEEBHET,

I—H—AFZOO-LEEESHBENTEDLSICHABIP ZRETZICE, O ARN A
BETT,

T, SAML 7IFL—>3>0O0—- ) 2ERAIHERNITELLEZ. SAMLT7H—>32IC2D
O—J)®OARN ZEHBRSICAT IdP ZEET S &, RiAEThLI1—HY—FoO—-)L&Z5EZ
TAWS VY —RAILTIVEATRIENTERT,

D)=2Tv 7 VI—AZHIKRT S
BHORATYZTELT, ARYVETNLEENDUY—REBBRLET,

1. CloudFormation AV =) ZHZE X9,

2. [RBYIIR=DT, TUTL—RDPSERENEARAEZY JZZBIRL, [HIRR] Z2IRLTH
5, [HIBR] THRELE T,

CloudFormation &, AZ YV EFRIZCEENDIXTOV Y —ANHIBREZRBLET,

CloudFormation 7> 7'L— K7 7 4 )L ® 54
)Y —A

COF1—RK)TITHERTS CloudFormation T 7L —K Tk, LTFTOVY—ANTHIKIC
ERENET,

« AWS::IAM::Role:SAMLIAP ZN L CREE NI - —NEEF TR ENTEZ 7 I FL—
arviAMO—J.

=L

AaxX fE
TUTL—KICE., ATORETEZ/NTX—EZNEFTFNATVET,

« RoleName - IAM O—J)LO B (BBEKENERBICTIBEERZNOERRICLET)
« SAMLProviderARN — SAML IdP ® ARN (4#478)
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« RoleSessionDuration - & Kt ¥ > 3 2 HiE (¥) (3600 ~43200. 77 # )L k& 7200)
- RolePermissionsBoundary - 7 7 EAFHDOHERRI > —DF 7> 3> ARN

« RolePath—IAM O—J)LO/NA (F7 # )L K& /)

« ManagedPolicy1-5- 7 R2YFTBHEAR5 DOIXZX—T RARUS—DOFT> 3> ARN

CloudFormation > 7'L— b

RO JSON £l YAML O—RZBIO77AILELTREL, COFI1—RNUTILD
CloudFormation 7> 7L —h&ELTHEALE T,

JSON
{
"AWSTemplateFormatVersion": "2010-09-09",
"Description": "[AWSDocs] IAM: tutorial_saml-federated-role",
"Parameters": {
"RoleName": {
"Type": "String",
"Description": "Name of the IAM Role (leave empty for auto-generated name like
'{StackName}-{UniqueId}')",
"Default": "",
"AllowedPattern": "A$|A[\\w+=,.@-1{1,64}$",
"ConstraintDescription": "Must be empty or 1-64 characters and can contain
alphanumeric characters and +=,.@-"

iy
"SAMLProviderARN": {

"Type": "String",
"Description": "ARN of the SAML Identity Provider",
"AllowedPattern": "“arn:aws:iam::\\d{12}:saml-provider/[a-zA-Z0-9._-1+$%",
"ConstraintDescription": "Must be a valid SAML provider ARN"
},
"RoleSessionDuration": {
"Type": "Number",
"Description": "The maximum session duration (in seconds) that you want to set
for the specified role (3600-43200)",
"MinValue": 3600,
"MaxValue": 43200,
"Default": 7200
},
"RolePermissionsBoundary": {
"Type": "String",
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"Description": "Optional ARN of the permissions boundary policy (leave empty
for none)",
"Default": ""
I
"RolePath": {
"Type": "String",
"Description": "Path for the IAM role (must start and end with /)",
"Default": "/",
"AllowedPattern": "~\/.*\/$|*"\/$",
"ConstraintDescription": "Role path must start and end with forward slash (/)"
},
"RoleManagedPolicyl": {
"Type": "String",
"Description": "Optional managed policy ARN 1",
"Default": ""
I
"RoleManagedPolicy2": {
"Type": "String",
"Description": "Optional managed policy ARN 2",
"Default": ""
},
"RoleManagedPolicy3": {
"Type": "String",
"Description": "Optional managed policy ARN 3",
"Default": ""
I
"RoleManagedPolicy4": {
"Type": "String",
"Description": "Optional managed policy ARN 4",
"Default": ""
},
"RoleManagedPolicy5": {
"Type": "String",
"Description": "Optional managed policy ARN 5",
"Default": ""
}
},
"Conditions": {
"HasCustomRoleName": {"Fn::Not": [{"Fn::Equals": [{"Ref": "RoleName"}, ""13}13},
"HasPermissionsBoundary": {"Fn::Not": [{"Fn::Equals": [{"Ref":
"RolePermissionsBoundary"}, ""13}13},
"HasPolicyl": {"Fn::Not": [{"Fn::Equals": [{"Ref": "RoleManagedPolicyl"},
""1313,
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"HasPolicy2": {"Fn::Not": [{"Fn::Equals": [{"Ref": "RoleManagedPolicy2"},

""1313,

"HasPolicy3": {"Fn::Not": [{"Fn::Equals": [{"Ref": "RoleManagedPolicy3"},
""1313,

"HasPolicy4": {"Fn::Not": [{"Fn::Equals": [{"Ref": "RoleManagedPolicy4"},
""1313,

"HasPolicy5": {"Fn::Not": [{"Fn::Equals": [{"Ref": "RoleManagedPolicy5"}, ""]1}1}
.
"Resources": {
"SAMLFederatedRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"RoleName": {"Fn::If": ["HasCustomRoleName", {"Ref": "RoleName"}, {"Ref":
"AWS: :NoValue"}1},
"Description": "IAM role with SAML provider trust",
"MaxSessionDuration": {"Ref": "RoleSessionDuration"},
"PermissionsBoundary": {"Fn::If": ["HasPermissionsBoundary", {"Ref":
"RolePermissionsBoundary"}, {"Ref": "AWS::NoValue"}]},
"Path": {"Ref": "RolePath"},
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Federated": {"Ref": "SAMLProviderARN"}
},
"Action": "sts:AssumeRoleWithSAML",
"Condition": {
"StringEquals": {
"SAML:aud": "https://signin.aws.amazon.com/saml"
}
}
}
]
1,

"ManagedPolicyArns": {
"Fn::Split": [

n n
’ ’

{
"Fn::Join": [

L

’
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{"Fn::If": ["HasPolicyl", {"Ref": "RoleManagedPolicyl"}, {"Ref":
"AWS: :NoValue"}1},

{"Fn::If": ["HasPolicy2", {"Ref": "RoleManagedPolicy2"}, {"Ref":
"AWS: :NoValue"}1},

{"Fn::If": ["HasPolicy3", {"Ref": "RoleManagedPolicy3"}, {"Ref":
"AWS: :NoValue"}1},

{"Fn::If": ["HasPolicy4", {"Ref": "RoleManagedPolicy4"}, {"Ref":
"AWS: :NoValue"}1},

{"Fn::If": ["HasPolicy5", {"Ref": "RoleManagedPolicy5"}, {"Ref":
"AWS: :NoValue"}1}

]
]
}
]
}
}
}
.
"Outputs": {
"RoleARN": {
"Description": "ARN of the created IAM Role",
"Value": {"Fn::GetAtt": ["SAMLFederatedRole", "Arn"]},
"Export": {
"Name": {"Fn::Sub": "${AWS::StackName}-RoleARN"}
}
}
}
}
YAML

AWSTemplateFormatVersion: '2010-09-09'
Description: '[AWSDocs] IAM: tutorial_saml-federated-role'

Parameters:
RoleName:
Type: String
Description: 'Name of the IAM Role (leave empty for auto-generated name like
''{StackName}-{UniqueId}'"')"
Default: ""
AllowedPattern: '~$|~[\w+=,.@-1{1,643}$"
ConstraintDescription: 'Must be empty or 1-64 characters and can contain
alphanumeric characters and +=,.@-'
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SAMLProviderARN:
Type: String
Description: 'ARN of the SAML Identity Provider'
AllowedPattern: '“arn:aws:iam::\d{12}:saml-provider/[a-zA-Z0-9._-1+$"'
ConstraintDescription: 'Must be a valid SAML provider ARN'

RoleSessionDuration:
Type: Number
Description: 'The maximum session duration (in seconds) that you want to set for
the specified role (3600-43200)'
MinValue: 3600
MaxValue: 43200
Default: 7200

RolePermissionsBoundary:

Type: String

Description: Optional ARN of the permissions boundary policy (leave empty for
none)

Default: ""

RolePath:
Type: String
Description: 'Path for the IAM role (must start and end with /)'
Default: "/"
AllowedPattern: 'A\/.*\/$|*\/$'
ConstraintDescription: 'Role path must start and end with forward slash (/)'

RoleManagedPolicyl:
Type: String
Description: Optional managed policy ARN 1
Default: ""

RoleManagedPolicy2:
Type: String
Description: Optional managed policy ARN 2
Default: ""

RoleManagedPolicy3:
Type: String
Description: Optional managed policy ARN 3
Default: ""

RoleManagedPolicy4:
Type: String
Description: Optional managed policy ARN 4
Default: ""
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RoleManagedPolicy5:
Type: String
Description: Optional managed policy ARN 5
Default: ""

Conditions:

HasCustomRoleName: !Not [!Equals [!Ref RoleName, ""]]

HasPermissionsBoundary: !Not [!Equals [!Ref RolePermissionsBoundary,

HasPolicyl: !Not [!Equals [!Ref RoleManagedPolicyl, ""]]
HasPolicy2: !Not [!Equals [!Ref RoleManagedPolicy2, ""]]
HasPolicy3: !Not [!Equals [!Ref RoleManagedPolicy3, ""]]
HasPolicy4: !Not [!Equals [!Ref RoleManagedPolicy4, ""1]
HasPolicy5: !Not [!Equals [!Ref RoleManagedPolicy5, ""]]
Resources:
SAMLFederatedRole:
Type: 'AWS::IAM::Role'
Properties:
RoleName: !If
- HasCustomRoleName
- !Ref RoleName
- IRef AWS::NoValue
Description: 'IAM role with SAML provider trust'
MaxSessionDuration: !Ref RoleSessionDuration
PermissionsBoundary: !If
- HasPermissionsBoundary
- IRef RolePermissionsBoundary
- IRef AWS::NoValue
Path: !Ref RolePath
AssumeRolePolicyDocument:
Version: '2012-10-17 !
Statement:
- Effect: Allow
Principal:
Federated: !Ref SAMLProviderARN
Action: 'sts:AssumeRoleWithSAML'
Condition:
StringEquals:
'SAML:aud': 'https://signin.aws.amazon.com/saml’
ManagedPolicyAzrns:
1Split
- 1Join

- 1 1
’
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- - IIf [HasPolicyl, !Ref RoleManagedPolicyl, !Ref 'AWS::NoValue']
- IIf [HasPolicy2, !Ref RoleManagedPolicy2, !Ref 'AWS::NoValue']
- IIf [HasPolicy3, !Ref RoleManagedPolicy3, !Ref 'AWS::NoValue']
- IIf [HasPolicy4, !Ref RoleManagedPolicy4, !Ref 'AWS::NoValue']
- IIf [HasPolicy5, !Ref RoleManagedPolicy5, !Ref 'AWS::NoValue']

Outputs:
RoleARN:
Description: 'ARN of the created IAM Role'
Value: !GetAtt SAMLFederatedRole.Arn
Export:
Name: !Sub '${AWS::StackName}-RoleARN'

IAM F 21— K U7 )L: CloudFormation 77 L—RNZ@EAHAL T
SAML ID 7’E1/84 & — (IdP) & SAML 7 TFL—3 3> IAM 00—
ILEERT S

SAML 7IFL—>3a> et r0#ic BB T2 -H(C. CloudFormation 77 L—h&EFEAL T

SAMLID 7ONA A — (IdP) £ BET B 7 IFL— 3> IAMO—LEZELET, cOF1—h
JFZILTE, MEOUY—RZ1D2OARAZYIICEEDTERTZHEZHALET,

TU7L—hE, AWS UY—=ZAADT7IFL—>3VTFOEAICEATES SAMLIdP &, SAML
Z7ONA S —%2EHID IAMO—LZEZERLET, AT P ICK > TRz —BF, CO
O—)Z5EXFTAWS UY—RILTIVEATEXRT,

TF7O4Enz )Y —ARk, UATTEBHEENET,

c ldP DX R F—R RFIX NTHRES Nz SAML IdP,

« SAML IdP 2{E# L., i1 —¥—H5ERH2 AN TER7IFL—>32 IAMO—
o

s BEDT IV EAHFAZNETRIEHICO—INICTREY FTEIREARBNR—I RRUD—,

Bl HR SR

COFI—RMITITR, ATZRTEXTHDICEZRMBELTVERT,

CloudFormation ZfHL T SAMLIAP £ 7 T FL—> 3> O—IIL%EKTS 160
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e COFI—KRUTILTIP O SAML XZAF—ZX XML 77A4)IN&E74A—~XYNTBDLHIZERATS
Python AN RZRTITBICE. O—HI) X 2I2 Python 3.6 AN A1 AR —ILEhTWB %
ENFHYET,

« SNEBIAP A5 D SAML X R F—Z RFIXRNZEXML77A)LELTRELTVAR L,

CloudFormation ZfEH L T SAML IdP £EO— )L &K T 3

SAMLIdP £ 7 T FL—23a>O—-)zZERKTS=HIZ. CloudFormation 77 L —KNZ/ERKL .
ThEeFERALTHEREOVY —ANEEFNDIAZY VEERLET,

FOTL—NEERTS

£ 9. CloudFormation 7> 7L —hNZ#ERKLET.

1. T7L—hk 923>, JSON| £k [YAML] 27 0dE—T7«(4>%#02)voLT, 7
v7L—hNOARABREIE—LEFT,

2. TU7L—PFORABEHLLVIZ7AIICEEYRITET,

3. 774N ZA—HAINICRELET,

AZY JEERLET,

R, RELET7L—MZ@ERAL T CloudFormation AR Y 2%#7O0E>a=>F L%,

1. hitps://console.aws.amazon.com/cloudformation © CloudFormation 22V — )l ZEE £ 9,

2. [RRYIIR=DTR., [AZYIVDER]|AZ1—THFHLVWIUY—-RZEA (FF) 2BRL X
ERD

3. TU7L—hZEEELEY,

a. [AIREZH]T. BIFOTV7L—hZBR] Z2BRLET,
b. [TY7L—KDEE]T. [TV7L—KrI7AILOTY7O—-R] ZBRLET,
c. [774NEBR]ZERL. TOTL—RT77A4ILICBBLTERLET,
d. [RN] ZEBRLZET.
4. RDAZY VDFHMEREL T T,

a. AZYVIBREADLET,
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b.

[IdentityProviderName] i, ZOEELTHERRY Y ELEIVTHANEEBERTE %
T, Tk, SAMLIAP DN ARLBZANTBDEETEET,

f5): CompanyIdP £ (& EnterpriseSSO

[IdentityProviderSAMLMetadataDocument] Tl&k, <O 7 4 —JL RICB Y FF D BIIC, SAML
XBF—=ZXML77ANZ11TIC7#—~XY NTBRENHV) ET, CloudFormation
V=T AVY=IINFXA—ZEBTEEICXML AT OVYEAITICTIF—XYNTD
BENHDED, CONEBHFYVETT,

RO Python X REFEALT, XML7 74N EB7+A—IXYKNLET,

python3 -c "import sys, re; content=open(sys.argv[l]).read(); print(re.sub(r'>
\s+<', '><',6 content.replace('\n', '').replace('\r', '').strip()))" saml-
metadata.xml

(® Note

IdP ® SAML X F—Z RFIAXUKNE, DAV =—INFX—=ZF2ABAIC117IC
73— YRNTBDHBEHFHVYET, 0O Python AV Rik, BITERDSBER%E
HIRL T, TV TV ERBEZITNTHIBZLERETHER 7 —I Y N2
BLET,

Python X > RO H%ZIE—L., [IdentityProviderSAMLMetadataDocument] 7 4 — )L R
CBEYFRTET,

7A=Y RENESAML XBF—2 RF 1 X2 NOF (REL):

<?xml version="1.0" encoding="UTF-8"?><md:EntityDescriptor
xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata"
entityID="https://portal.sso.example.com/saml/assertion/
CompanyIdP"><md:IDPSSODescriptor WantAuthnRequestsSigned="false"
protocolSupportEnumeration="urn:oasis:names:tc:SAML:2.0:protocol"><md:KeyDescriptor
use="signing"><ds:KeyInfo xmlns:ds="http://www.w3.01rg/2000/09/
xmldsig#"><ds:X509Data><ds:X509Certificate>MIIDXTCCAKWgAwWIBAgIJAJC1HiIAZAiIMAOGCSqGSIb3
ds:X509Certificate></ds:X509Data></ds:KeyInfo></
md:KeyDescriptor><md:SinglelLogoutService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST"
Location="https://portal.sso.example.com/saml/logout/

DY —AZERLET 162



AWS ldentity and Access Management I—%—HA KR

CompanyIdP"/><md:NameIDFormat>urn:oasis:names:tc:SAML:2.0:nameid-
format:persistent</md:NameIDFormat><md:SingleSignOnService
Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="https://
portal.sso.example.com/saml/assertion/CompanyIdP"/></md:IDPSSODescriptor></
md:EntityDescriptor>

d. [RoleName] Tlk, ENEXRICTRZERZY IVRICESV TR EZHBERTEE T, £k
. 7IFL—23 2 IAMO—)ILOHAZRLEZEANTEET,
f5l: SAML -Developer-Access &= l& SAML-ReadOnly-Role

e. TOMONTX—RIIOVWTRK, F7#)LMEZZTAND D, EHFICRUTHEDEZ A
ALET,

- IdentityProviderAddPrivateKey - SAML 7 H#H—> 3> 2 B85 32 b0 AT>a>n 7>
ANR—hF—

« ldentityProviderAssertionEncryptionMode - SAML 7% —> 3> OES{LE— R

fEDHl: Allowed, Required, FLEFESILELOBERFZEDERXICTS
« RoleSessionDuration - & Kt v 2 3 2 HiF () (3600 ~ 43200, 77 # )L M (& 7200)

Bl: 14400 (4 BFR)
* RolePermissionsBoundary - 7 7 £ AFFRIDIRAR IS —DF 7 3> ARN

ffl:arn:aws:iam: :123456789012:policy/DeveloperBoundary
« RolePath - IAM O—JLDO/NA (7 # )L K& )

f5l:/saml-roles/
- RoleManagedPolicy1-5- 7 XY FEBHAR5 DONFR—IJ RRUS—OFT7> 3> ARN

RoleManagedPolicy1 @ fl: arn:aws:iam: :aws:policy/ReadOnlyAccess

RoleManagedPolicy2 @ fl: arn:aws:iam::123456789012:policy/CustomPolicy
f. RN ZEBRLZET,
5. ARV OFTavaEFBELET,

a. [ARZYIUREATS 32T, FLERENIZDY—RAZIXTHIR] Z2BRLET,
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® Note
COATIAVEBIRTDE, ARXY VOERICKERL EZETEHIRRIS —T
RETDLSICEEETNTLVAUY—RICHL T, REEhdAREERS LN
TEEXT,

b. fEFINXNT, F7AIINEZZITANET,
c. [BBEI TRk, FIVIRYIVARAZEFIZL T, CloudFormation IC&2TT7HT > M IAM
Y —ANERENDZEN HDEZFERBLET,
d. [RAN]ZERLZET,
6. AZVIUDOFMERFEL T, JEE 2 ERLET,

CloudFormation IC& 2 TARY INERENET, AXYIVDERANTTTHE, AZYvO1)Y—
AZFERTIEBIBVET, AZYIOFMAR—DO VYR 2T &2FERALT, FHIU NI
IO azrdEnikt )Y —AEZRRTEET,

ARYVRRDEEHILET, ER [HD] 27 TREBTEET,

« RoleARN: fERE N IAMO—)L®D ARN (HBIEREh-Bei2FEATHE
(&, arn:aws:iam::123456789012:role/SAML-Developer-Access Kl
arn:aws:iam::123456789012:role/stack-name-alb2c3d4 & &),

« IdentityProviderARN: fEf{ & i 7= SAML IdP ® ARN (arn:aws:iam::123456789012:saml-
provider/CompanyIdP & &),

O—IO5ZZHF0EHICEYE SAMLEMEZEETAHLSICIAP 2RETHHEE. Chsmh
® ARN " RHRETT,

SAML 7IFL—>3%27AMNTS

SAMLIdP £7 T FL—>avO-I EREnkES, 7IFL—>aBEEZTANTEET,

1. 1AM 12V —JL (https://console.aws.amazon.com/iam/) ZB& £ 7,
2. FTESF—=23aRAT, ID7ANAZ—] ZBIRLE T,

MU<SHERENE SAMLIP AU ANICRRENDETTT,
3. IdPBZERTDE, TOFMENIRIENET,
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CloudFormation 77 L—h&ELTERALET,

JSON

{
"AWSTemplateFormatVersion": "2010-09-09",
"Description": "[AWSDocs] IAM: tutorial_saml-idp-and-federated-role",
"Parameters": {
"IdentityProviderName": {
"Type": "String",
"Description": "Name of the SAML Identity Provider (leave empty for auto-
generated name like '{StackName}-{UniqueId}')",

"Default": "",
"AllowedPattern": "A$|~[a-zA-Z0-9._-]+$",
"ConstraintDescription": "Must be empty or contain only alphanumeric

characters, periods, underscores, and hyphens"
.
"IdentityProviderSAMLMetadataDocument": {
"Type": "String",
"Description": "SAML metadata document from identity provider"
.
"IdentityProviderAddPrivateKey": {
"Type": "String",
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"Description": "Optional private key for decrypting SAML assertions. The
private key must be a .pem file that uses AES-GCM or AES-CBC encryption algorithm
to decrypt SAML assertions.",

"Default": ""

},
"IdentityProviderAssertionEncryptionMode": {

"Type": "String",

"Description'": "Optional, sets encryption mode for SAML assertions",

"Default": "",

"AllowedValues": ["", "Allowed", "Required"]

},
"RoleName": {

"Type": "String",

"Description": "Name of the IAM Role (leave empty for auto-generated name like
'{StackName}-{UniqueId}')",
"Default": "",
"AllowedPattern": "A$|~A[\\w+=,.@-1{1,643}%",
"ConstraintDescription": "Must be empty or 1-64 characters and can contain
alphanumeric characters and +=,.@-"
I
"RolePath": {
"Type": "String",
"Description": "Path for the IAM Role",
"AllowedPattern": "("M\\/$)|(M\\/.*\\/$)",
"Default": "/"
I

"RolePermissionsBoundary": {
"Type": "String",

"Description": "Optional ARN of the permissions boundary policy (leave empty
for none)",
"Default": ""
1,
"RoleSessionDuration": {
"Description": "The maximum session duration (in seconds) that you want to set

for the specified role (3600-43200)",

"Type": "Number",
"MinValue": 3600,
"MaxValue": 43200,
"Default": 7200

I

"RoleManagedPolicyl": {
"Type": "String",
"Description": "Optional managed policy ARN 1",
"Default": ""
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},
"RoleManagedPolicy2": {
"Type": "String",
"Description": "Optional managed policy ARN 2",
"Default": ""
.
"RoleManagedPolicy3": {
"Type": "String",
"Description": "Optional managed policy ARN 3",
"Default": ""
},
"RoleManagedPolicy4": {
"Type": "String",
"Description": "Optional managed policy ARN 4",
"Default": ""
.
"RoleManagedPolicy5": {
"Type": "String",
"Description": "Optional managed policy ARN 5",
"Default": ""
}
.
"Conditions": {
"HasCustomProviderName": {"Fn::Not": [{"Fn::Equals": [{"Ref":
"IdentityProviderName"}, ""]1}13},
"HasCustomRoleName": {"Fn::Not": [{"Fn::Equals": [{"Ref": "RoleName"}, ""13}13},
"HasPermissionsBoundary": {"Fn::Not": [{"Fn::Equals": [{"Ref":
"RolePermissionsBoundary"}, ""13}13},
"HasPolicyl": {"Fn::Not": [{"Fn::Equals": [{"Ref": "RoleManagedPolicyl"},
""1313,
"HasPolicy2": {"Fn::Not": [{"Fn::Equals": [{"Ref": "RoleManagedPolicy2"},
""1313,
"HasPolicy3": {"Fn::Not": [{"Fn::Equals": [{"Ref": "RoleManagedPolicy3"},
""1313,
"HasPolicy4": {"Fn::Not": [{"Fn::Equals": [{"Ref": "RoleManagedPolicy4"},
""1313,
"HasPolicy5": {"Fn::Not": [{"Fn::Equals": [{"Ref": "RoleManagedPolicy5"},
""1313,
"HasPrivateKey": {"Fn::Not": [{"Fn::Equals": [{"Ref":
"IdentityProviderAddPrivateKey"}, ""13}13},
"HasAssertionEncryptionMode": {"Fn::Not": [{"Fn::Equals": [{"Ref":
"IdentityProviderAssertionEncryptionMode"}, ""13}13}
},

"Resources": {

F>7L—h 168



AWS Identity and Access Management

Q—H—H1 K

"SAMLProvider": {
"Type": "AWS::IAM::SAMLProvider",
"Properties": {
"Name": {"Fn::If": ["HasCustomProviderName", {"Ref":
"IdentityProviderName"}, {"Ref": "AWS::NoValue"}]1},
"SamlMetadataDocument": {"Ref": "IdentityProviderSAMLMetadataDocument"},
"AddPrivateKey": {"Fn::If": ["HasPrivateKey", {"Ref":
"IdentityProviderAddPrivateKey"}, {"Ref": "AWS::NoValue"}1},

"AssertionEncryptionMode": {"Fn::If": ["HasAssertionEncryptionMode", {"Ref":

"IdentityProviderAssertionEncryptionMode"}, {"Ref": "AWS::NoValue"}]1}
}
.
"SAMLFederatedRole": {
"Type": "AWS::IAM::Role",
"Properties": {
"RoleName": {"Fn::If": ["HasCustomRoleName", {"Ref": "RoleName"}, {"Ref":
"AWS: :NoValue"1}]1},
"Path": {"Ref": "RolePath"},
"Description": "SAML federated IAM role for SSO access with specified
permissions",
"MaxSessionDuration": {"Ref": "RoleSessionDuration"},
"PermissionsBoundary": {"Fn::If": ["HasPermissionsBoundary", {"Ref":
"RolePermissionsBoundary"}, {"Ref": "AWS::NoValue"}]},
"AssumeRolePolicyDocument": {
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Federated": {"Ref": "SAMLProvider"}
},
"Action": [
"sts:AssumeRole",
"sts:SetSourceldentity",
"sts:TagSession"
1,
"Condition": {
"StringEquals": {
"SAML:aud": "https://signin.aws.amazon.com/saml"
}
}
}
]
.

169



AWS Identity and Access Management

d—H—H1 K

"ManagedPolicyArns":

"Fn::Split": [

{
"Fn::Join"
[

{"Fn:

"AWS: :NoValue"}1},
{"Fn:

"AWS: :NoValue"}1},
{"Fn:

"AWS: :NoValue"}1},
{"Fn:

"AWS: :NoValue"}1},
{"Fn:

"AWS: :NoValue"}]1}

iy
"Outputs": {
"RoleARN": {

"Description'": "ARN of the created IAM Role",
"Value": {"Fn::GetAtt":

"Export": {

Sl

IfT:

IfT:

IfT:

IfT:

IfT:

["HasPolicyl", {"Ref":

["HasPolicy2", {"Ref":

["HasPolicy3", {"Ref":

["HasPolicy4", {"Ref":

["HasPolicy5", {"Ref":

["SAMLFederatedRole",

"RoleManagedPolicyl"},

"RoleManagedPolicy2"},

"RoleManagedPolicy3"},

"RoleManagedPolicy4"},

"RoleManagedPolicy5"},

"Arn"]},

"Name": {"Fn::Sub": "${AWS::StackName}-RoleARN"}

}
}I

"IdentityProviderARN": {

"Description": "ARN of the created SAML Identity Provider",
"Value": {"Ref": "SAMLProvider"},

"Export": {

"Name": {"Fn::Sub": "${AWS::StackName}-IdentityProviderARN"}

{"Ref":

{"Ref":

{"Ref":

{"Ref":

{"Ref":
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YAML

AWSTemplateFormatVersion: '2010-09-09'
Description: '[AWSDocs] IAM: tutorial_saml-idp-and-federated-role'

Parameters:
IdentityProviderName:

Type: String

Description: Name of the SAML Identity Provider (leave empty for auto-generated
name like '{StackName}-{UniqueId}')

Default: ""

AllowedPattern: '~$|~[a-zA-Z0-9._-1+$'

ConstraintDescription: Must be empty or contain only alphanumeric characters,
periods, underscores, and hyphens

IdentityProviderSAMLMetadataDocument:
Type: String
Description: SAML metadata document from identity provider

IdentityProviderAddPrivateKey:
Type: String
Description: Optional private key for decrypting SAML assertions. The private
key must be a .pem file that uses AES-GCM or AES-CBC encryption algorithm to
decrypt SAML assertions.
Default: ""

IdentityProviderAssertionEncryptionMode:
Type: String
Description: Optional, sets encryption mode for SAML assertions
Default: ""
AllowedValues:
- "Allowed"
- "Required"

RoleName:

Type: String

Description: Name of the IAM Role (leave empty for auto-generated name like
'{StackName}-{UniqueId}"')

Default: ""

AllowedPattern: '~$|~[\w+=,.@-1{1,643}$"

ConstraintDescription: "Must be empty or 1-64 characters and can contain
alphanumeric characters and +=,.@-"

171



AWS ldentity and Access Management I—H—H4A KR

RolePath:
Type: String
Description: Path for the IAM Role

AllowedPattern: (*\/$)|(*"\/.*\/$)
Default: "/"

RolePermissionsBoundary:

Type: String

Description: Optional ARN of the permissions boundary policy (leave empty for
none)

Default: ""

RoleSessionDuration:
Description: The maximum session duration (in seconds) that you want to set for
the specified role (3600-43200)
Type: Number
MinValue: 3600
MaxValue: 43200
Default: 7200

RoleManagedPolicyl:
Type: String
Description: Optional managed policy ARN 1
Default: ""

RoleManagedPolicy2:
Type: String
Description: Optional managed policy ARN 2
Default: ""

RoleManagedPolicy3:
Type: String
Description: Optional managed policy ARN 3
Default: ""

RoleManagedPolicy4:
Type: String
Description: Optional managed policy ARN 4
Default: ""

RoleManagedPolicy5:
Type: String
Description: Optional managed policy ARN 5
Default: ""

Conditions:
HasCustomProviderName: !Not [!Equals [!Ref IdentityProviderName, ""]]
HasCustomRoleName: !Not [!Equals [!Ref RoleName, ""]]
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HasPermissionsBoundary: !Not [!Equals [!Ref RolePermissionsBoundary, ""1]]
HasPolicyl: !Not [!Equals [!Ref RoleManagedPolicyl, ""]]

HasPolicy2: INot [!Equals [!Ref RoleManagedPolicy2, ""]]

HasPolicy3: !Not [!Equals [!Ref RoleManagedPolicy3, ""]]

HasPolicy4: !Not [!Equals [!Ref RoleManagedPolicy4, ""]]

HasPolicy5: !Not [!Equals [!Ref RoleManagedPolicy5, ""]]

HasPrivateKey: !Not [!Equals [!Ref IdentityProviderAddPrivateKey, ""1]]
HasAssertionEncryptionMode: !Not [!Equals [!Ref
IdentityProviderAssertionEncryptionMode, ""]1]

Resources:
SAMLProvider:
Type: AWS::IAM::SAMLProvider
Properties:
Name: !If
- HasCustomProviderName
- IRef IdentityProviderName
- IRef AWS::NoValue
SamlMetadataDocument: !Ref IdentityProviderSAMLMetadataDocument
AddPrivateKey: !If
- HasPrivateKey
- IRef IdentityProviderAddPrivateKey
- IRef AWS::NoValue
AssertionEncryptionMode: !If
- HasAssertionEncryptionMode
- IRef IdentityProviderAssertionEncryptionMode
- IRef AWS::NoValue

SAMLFederatedRole:
Type: AWS::IAM::Role
Properties:
RoleName: !If
- HasCustomRoleName
- !Ref RoleName
- IRef AWS::NoValue
Path: !Ref RolePath
Description: "SAML federated IAM role for SSO access with specified
permissions"
MaxSessionDuration: !Ref RoleSessionDuration
PermissionsBoundary: !If
- HasPermissionsBoundary
- IRef RolePermissionsBoundary
- IRef AWS::NoValue
AssumeRolePolicyDocument:
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Version:
Statement:

'2012-10-17

- Effect: Allow
Principal:

Federated:

Action:

- 'sts:AssumeRole'
- 'sts:SetSourceldentity'
- 'sts:TagSession'

IRef SAMLProvider

"AWS:
"AWS:
"AWS:
"AWS:
"AWS:

Condition:
StringEquals:
'SAML:aud': 'https://signin.aws.amazon.com/saml’
ManagedPolicyArns: !Split
- 1Join

- - IIf [HasPolicyl, !Ref RoleManagedPolicyl, !Ref
- IIf [HasPolicy2, !Ref RoleManagedPolicy2, !Ref
- IIf [HasPolicy3, !Ref RoleManagedPolicy3, !Ref
- IIf [HasPolicy4, !Ref RoleManagedPolicy4, !Ref
- IIf [HasPolicy5, !Ref RoleManagedPolicy5, !Ref

Outputs:
RoleARN:

Description: ARN of the created IAM Role

Value: !GetAtt SAMLFederatedRole.Arn
Export:
Name: !Sub '${AWS::StackNamel}-RoleARN'
IdentityProviderARN:

Description: ARN of the created SAML Identity Provider

Value: !Ref SAMLProvider
Export:
Name: !Sub '${AWS::StackName}-IdentityProviderARN'

:NoValue"]
:NoValue"]
:NoValue"]
:NoValue"]
:NoValue"]
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THAVAV LEBRICNDHRITTERT,
CNSDEATDODVWTIDZRITIRDEHICXYN—=THI> MO — NI —H—FELER
ZERTILENHIHEER. BEZAVZEERTIZ OATYTILR>T, [[NAD—RE
BaFAZBRLET . XON=—THIVBMOIIL—RI—F—DEX—ILZENLAICTY
tATERI -G L bhI—HF—DNAT—RZVEY KL, XON=TFTHI2 KD
L=—hRI1—H—-CHA A TRFIEERITTEXRT,
L=—RI—H¥—CXNIFEITIVERZLELETDRAIANART LES, L—NI—Y—F8:LHE
WEZHIRTD L ZHEOLET,

AR SR AT
L=RTIRE—THTRHIC. ROBETT AV NERETIBENHYUET:
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reset-root-password.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/reset-root-password.html
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Q—H—H1 K

s IAMT7 O EAHFAZ2HE > TVWIZENHYXT,

* iam:GetAccessKeylLastUsed

iam:

iam

iam:

iam

iam:
iam:

sts:

GetAccountSummary

:GetLoginProfile

GetUser

:ListAccessKeys

ListMFADevices
ListSigningCertificates

AssumeRoot

(® Note

XN=THIRNDOIN—RN1—H—FAEHRAT X AZEETDICIE. AWS
Organizations X/ N\—F AWV NTHREZAVZETI2BRICHFTOEEZRDH S

7= %2 IAMAuditRootUserCredentials AWS X x—2 RARD S —%EATEH, T
iam:GetAccountSummary NO TV AEZF EEDOR) S —ZFERHTEET,
LN—=RI1—H—OFABEBL R—REERTDICE., HOR)—TRIUEIZERT

% iam:GetAccountSummary 7O 3 D& N YVETT, XROXSBEXDII—KNI1—
H—ORAFERE —EXRTELERBIZCLETETT,

L=—RI—H—DONATD—RFFEETIHESH

LN=RI—Y—DOTF IV EAF—HIEFEITIHNEDD, BLrTHRRICFEAEShI-BR
LN—=RI—Y-—HELRAAZTCEENTSATVRIHLEDS D
W—hI—Y—-ICEEFIT Sz MFA T/NA A

MENL— R I—HY—OFRAFERAT —XADIUAK

« AWS Organizations TAWS 7HJ > N ZEBITBIHENHVET,

- BT OKEZENICTZICE, ROFANFVETT:

« iam:EnableOrganizationsRootCredentialsManagement

* iam:EnableOrganizationsRootSessions

 iam:ListOrganizationsFeatures

* organizations:EnableAwsServiceAccess

» organizations:ListAccountsForParent

L—R7 o ERE—7T2
* organizations:RegisterDelegatedAdministrator

179


https://docs.aws.amazon.com//organizations/latest/userguide/orgs_introduction.html
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REZEIVY I BEZRRTDILOHIC, ROEMOTIVEARTZEMCITD L 2HEHHLE

* organizations:DescribeAccount

* organizations:DescribeOrganization
organizations:ListAWSServiceAccessForOrganization
* organizations:ListDelegatedAdministrators
organizations:ListOrganizationalUnitsForParent

* organizations:ListParents

* organizations:ListTagsForResource

—ritEniIL—T7OEAOEML (A2 V-IL)

AWS XRXI XY ROAVY =) OXVN=TAIRTCOBEZENICTZICE

1.

3

AWS XXX RNAVY=NL L4242 LT, IAM Y =)L https://
console.aws.amazon.com/iam/ ZBZ £ 9,

A= OFET—=230RA2T, IL—bT7OLAEE] 21 BRL ., [BMICTB] Z2:BRL
F9,

(® Note

LN—RTOEAEENFEMICEZ > TWVWBHESE. AWS Organizations T AWS Identity
and Access Management DS ICEBENET I EAZEMICLET, FHMlICOVT
l&. TAWS Organizations 1—H'—74 R, ® "TAWS IAM & AWS Organizations %
SRLTLSEEL,

(BT 2HEE O3> T, BMCTIHEZRIRLE T,

« BEBTAHAHIVRNE IAM OEFRENIZEBENXN=THV>Y SO — NI —H—FFEHER

DHIBRT D CEZFATBICE., JL— I RIEEBHROERE]) 2 BRLET, XON=THOU K
MII—BNI1—H— ﬁiFﬁ&M%b#&L%w DEMERED NN TEDELSICTBICE, X
OIN=THIOURNTHEENL-RNTOIAEEMNCTEIHRENHVYET,

« EBTAHIVRNEIAM OEFRENEEBEN )N — NI —FEARRELELTIREDN X

AVERTIDEZFTITBRICR, [ XN—TAHIRTOREIL—RNT O3] 2E R
LEXT,

W—=KT7OtRAZE—TILTS 180


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/organizations/latest/userguide/services-that-can-integrate-iam.html

AWS ldentity and Access Management I—H—H4A KR

4. (A723NN—RI1—HY—TIOLRAZEEBL, XON—THIKNTHET V>3 ZR1TY
PLHNHAEEHED [EEETNLEEEB|OTAINIDZAALEY, EFIVTAREREE
BRADOTAI N EZHEEBOLERT,

5. [BiL] 2BRLKXY,

—mitEhiEIL—RT7 O ADEME (AWS CLI)
AWS Command Line Interface (AWS CLI) 5 O — Tt —KNT O AZEBMICTBICE

1. AWS Organizations T AWS Identity and Access Management D =) IZEHE T VA% &
EEMILTVWEVWEESRE., XOONXY RZEFEAL £ aws organizations enable-aws-service-
accesso

2. BETHIVNERFEILEEBENMNADN—THIO2NOII—KNI—F—FRIAEHRZHIFR
TREZFATAHICEK, ROONXY RZFEMAL £9: aws iam enable-organizations-root-
credentials-management,

3. BETHIVNEEZEFEILEBEN )N 1Y -RABRELELETEIRENDRAVZE
T952EZFFATRICE, XROOX Y REFEAL FT: aws iam enable-organizations-root-

sessions,

4, (A72aV)EEETN-EEBEEEERIZICEK, XROOX RZEHEHL F9: aws organizations
register-delegated-administrator,

ROBITE. THIY KN 111111111111 &, IAMH—ERAOEFEh-EEEE L TEY YT
x£¥9,

aws organizations register-delegated-administrator
--service-principal iam.amazonaws.com
--account-id 111111111111

—TAENEL—RT I EADOEML (AWS API)
AWS API 5 D—THBIL—RNT I ERAZEHIC TSI

1. AWS Organizations T AWS Identity and Access Management D 7= IZEHE N T IV AZE
EEMIILTVAWESR, XROOYY REFEAL F£9: EnableAWSServiceAccess,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/organizations/enable-aws-service-access.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/organizations/enable-aws-service-access.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/enable-organizations-root-credentials-management.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/enable-organizations-root-credentials-management.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/enable-organizations-root-sessions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/enable-organizations-root-sessions.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/organizations/register-delegated-administrator.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/organizations/register-delegated-administrator.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_EnableAWSServiceAccess.html
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2. BETHAIVVNEERENLEERBEN XDN-THIMOI)—RI—
—RAEREHIRIAD L ZHFATSICE. ROON REFEALET:
EnableOrganizationsRootCredentialsManagement,
3. BETAVVNEERENLEEREN )N 1Y -RABFHRELELITDIREDRAVERIT
TREZFATAHICE, ROIONY RZEMAL £9: EnableOrganizationsRootSessions,
4. (A72IV)EFESh-EBEEZZRIDICE. ROOXREFEALET:
RegisterDelegatedAdministrator,

ROATY T

HBBRADXN=TAI> NORBEFRAFHRE —THICREBLLES, BEZAVZZRTIS 28R
LT XUN=TAHAIOVNTHET V>3 ZRITLET,

AWS Organizations X’ /N—F HO 2 NTHRIEZAVEZRITTS

AWS Organizations EBT7 HI 2 NELE IAM OEFENEEBET LIV NE, BHIL—KNT D

EAZFERALT, XON=—TFTHIORTC—HBOIL—RNL1—HF—BAVZERTTEET, cNSORA
@, FHOOROIL—RI1—HY—ELTHA AV LESEBILOAKARTTEET, BEHOESERY
23T, BEBROXN—THONTHRHIET VAV ERTIHDERERVIALENTES
— AR Rt hE T,

BigtwySa EAUBETFRE, BBoTEREENE Amazon S3/NNT Y RARDUS —DOHIBR, 55> TR
EE N Amazon SQS F1—RV—DHBIR. XON—ThHO MO —KNI1—%—Bi1EHRD HI
R XON—=TFHOMNOIN—RNI—Y—FRAIBEHROBEIMLETS CENTEEXT,

(® Note

—JibENEIL—RNTIOEAERERTDICE, EBT NIV NELEREEESNLEERBET D
I RNEFERALTHA AL, sts:AssumeRoot 7O A A ZHRNICHNHETEIHE
NFHYET,

Bl R SR AT
BHELYSAVEYSEFRHIC, ROBENBETT:

s HBHNT—TNBIL—KRTIOEAZEMCLECE, COMEEZEMICTZIATYTICOVWTIE.
"XOUN=THIORDII—KT7OtAZ—T{td5, 25BLTLEETL,
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableOrganizationsRootCredentialsManagement.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableOrganizationsRootSessions.html
https://docs.aws.amazon.com/organizations/latest/APIReference/API_RegisterDelegatedAdministrator.html
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s EBTHIVKNERREEENEEBETHI NI, XROBFUNH S &: sts:AssumeRoot

AXN=TAIOVKRTORETI>IVORT(AVY—-I)

AWS XRXZ XU ROV = ODAUN=T A NTHEHETV>3>0tv> 32 2us5LF3I(C

(&

1.

AWS YR X2 NOAVY—=N IZH L4242 L T, IAM 2V =)L hitps://
console.aws.amazon.com/iam/ ZBEZ £9,

A2Y=LOFETF—=>23URAT, L—bT7OEAEE] 2ERL XTI,
XN=TATROIVARNYSERZRIRL, BT V>3 2RT] 2BRLET,
XUN=THIOKRTRITTDRET Va2 BRLET,

[Amazon S3 /N7y RARUS —ZHIR] ZiBIRL T, IXTOT U /NILY Amazon S3 /N
TYRNCITOELARATREZIERTS, B2TRESCNTVBINT Y RARUD—ZHIBRLF
£

a. [S3ZSRZBIRLT, XON=THIKFFAEITZNTY NS BB ZIEIR
L. [BR] ZBIRLET,

b. [NTY RRUS—ZHIBR] Z2FBIRLET,

c. B O2TUREENERUI—ZHIBRL &I, Amazon S3 OV —J)LZEAL TN
TYRR)S—BREELET, FMICOVWTIE, "Amazon S3 1—H—7FH4A4 R, @
TAmazon S3 AV —=)LZFERALEZNT Y RARU—0EN, 28RBLTLEEV,

INXNTOTV I NIICKD Amazon SQS F1—ANDT7 V2 A%ZIEERT S Amazon Simple

Queue Service )Y —AXR—ANR) Z —ZHIBRT B (ZIE. [Amazon SQS R 2 —Z HiBR]

ZBIRLET,

a. [SQSFi1—FKJICF1—FZANL, [SQSAKRVZ—ZHIR] ZERLET,

b. BOTREETILRU—ZHIBRL Z&IC. AmazonSQS OV —IILZFEAL T
F1—RVI—ZEBELET, HMAICOVWTE., "Amazon SQS RO Y /N—HA
K, @ TConfiguring an access policy in Amazon SQS; ZZR L TS &,

XIN=TAIVRASIL—RNT O EAZHIKRTDICE. [JL— NEERLEHRZ HIER] 22K
LEF, I—NI1I—H-FEAEHRZHKRITDE, L—RI—HF—ONAT—R, 77tA
F—., ERIAHASBNHIRE N, ZEOXN=THO>2 NOZERFG (MFA) H'ET7 2

TATENRET,

o [L—hFRELEHZHIRR] Z8RLET,
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/add-bucket-policy.html
https://docs.aws.amazon.com/AWSSimpleQueueService/latest/SQSDeveloperGuide/sqs-configure-add-permissions.html
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I—¥—%( K

AXN=FAHO2 MOI—bI—H-FEREEHRZ VANV TR, [NADT—RDOUAN
) Z5F] Z2:BRLET.

COATZIVRE XN=THAIY ML= IR B VEEICOXEAT
EFXT,
a. [NAD—ROUANDZFA] 2BRLEXT,

b. CORETIAVERITIDE, AN=TAHIMOII—RI—HF—DE X—)
REMNALTIVELATER I Y-, I—bI—H—ONAT—RZJEY KL,
XON=TFAHAIVROIL—RI—HY—CHA A2 TEEXT,

AXADIN=TAHOU NTORET V> 32 DRIT (AWS CLI)

AWS Command Line Interface A S X N—F DO NTHRET V23>0t v>a>ziusEFs

&

1.

N—RI1—YHY—tv>a>rz5ZEZHF2ICIF, AOIX> REMFEHAL £ aws sts assume-

root.

(® Note
JO—NIIT> RIRA > MiE sts:AssumeRoot Tl R—RENTVEEA, OV
DIARNEF)—23 2L ARILO AWSSTS IV RIRAVNICEETHDHRENHYET,
HMCOVWTE., TAWS U—23> TAWSSTS #2925, 25BL TS EEL,

XN=THIRNOEDICHEIN—N I —tyv>a ais5LFBICE. Ev2a>o
EEN, EYAVRICRTENDIBET VA VICREEND XS, task-policy-arn &
EETIVENHYVET, XKOVThHAD AWS YIZ—D RARUI—FEALT, $ELYI 3
COTOIAVOEEERETEET,

* |AMAuditRootUserCredentials

* |AMCreateRootUserPassword

* |AMDeleteRootUserCredentials

» S3UnlockBucketPolicy

+ SQSUnlockQueuePolicy

SRV ERITTS
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https://docs.aws.amazon.com/IAM/latest/UserGuide/reset-root-password.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sts/assume-root.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sts/assume-root.html
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EEBTHI N ELEREEECNEERENFEILI— NIty 3 RICRITTERTY
>aveEHRTBICE,. AWS STS &+ — sts:TaskPolicyArn ZfERATE X T,

RDBITIE, EFEEhEEBENIN—RNES|IZEZTT, XON—=FHI2NID111122223333
DII—NI1——FRRHEHREHIBRL £,

aws sts assume-root \

--target-principal 111122223333 \

--task-policy-arn arn=arn:aws:iam::aws:policy/root-task/
IAMDeleteRootUserCredentials \

--duration-seconds 900

2. L ARVAD SessionToken, AccessKeyId, SecretAccessKey ZRAL. XN—=T%H
DONTHRIET V>3 Z2RTLET, VDIITAMNODI—H—FBENATD—REZEZEBLT, X
N=THAOVRNITFT7AINREBEETEERT,

e L—=RI1—Y-FARHROAT—RAZHIALET, XN=THIOMOI—NI1—H—
RAEBOD AT —RAZHEFETSICE., XOOX RZFEHALET,

* get-user

» get-login-profile

* list-access-keys

* list-signing-certificates

* list-mfa-devices

» get-access-key-last-used

e N—RI1—Y-FRABERZHRLET. L—NTIOEAZHIBKRIDICE. XOOX RZEFE
ALET, I—FI1—HY—0DONAD—R, PUOtA*—, ERIAAEZHIRL. ZEXRR
i (MFA) 23E7 074 74U T, —RI—H—ICHFTRZIXNTOTIEAEIIL—RI1—
HF—OIXTOUAN)ZHBRTEET,

» delete-login-profile

* delete-access-key

+ delete-signing-certificate

» deactivate-mfa-device
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/get-user.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/get-login-profile.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/list-access-keys.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/list-signing-certificates.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/list-mfa-devices.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/get-access-key-last-used.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/delete-login-profile.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/delete-access-key.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/delete-signing-certificate.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/deactivate-mfa-device.html
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Amazon S3 /N7 Y hARUZ —ZHIBRLE T, IXTDOT U /NILA Amazon S3 /N7 Y
NETOEARATRZEZERTS, BOTRETATVAINT Y MRUS—ZZHEL) ., &
L., HIBRTRICE., ROOXREFEALET,

 list-buckets

» get-bucket-policy

» put-bucket-policy

 delete-bucket-policy
Amazon SQS ARV —ZHIBRLET, IXTOT U NIILH Amazon SQS F1—IZT7 5

TATB L &IERT S, Amazon Simple Queue Service D) Y —AXR—ANRI T —%
RABLVHIBRTAICIE, ROOAN RZFEALET,

* list-queues
* get-queue-url

» get-queue-attributes

» set-queue-attributes

NAD—=ROUANVZFALEXT XON=THIOhOI-—HF—FZRRL, IL—K
JA—Y—FEERE VANV ITRICE, XOOAN REFERALET,

 get-login-profile

* create-login-profile

XIN=TF NI NTORIET V> 32 DRIT (AWS API)
AWS API A S XY N—=T AV N THIET Va2 0Ly 322U EFDICR

1. II—RMI1—H—tv>a> ag|EZ2 132, oY REFEAL £9: AssumeRoot,

(® Note
JO—NILI> RRA ME AssumeRoot TIREHYR—KREhTVWEBA, COUIIA
NED) =232 L ARILOAWSSTS I RIRAVNICEETHIHEN HYET, FHMIC
D2VWTE, TAWS U—>3> TAWSSTS #2BEH T2, 25BLTLSEETL,
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/list-buckets.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/get-bucket-policy.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/put-bucket-policy.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/s3api/delete-bucket-policy.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/list-queues.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/get-queue-url.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/get-queue-attributes.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/sqs/set-queue-attributes.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/get-login-profile.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/create-login-profile.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_AssumeRoot.html

AWS Identity and Access Management I—H%—Ha4 K
XIN=THIRNOEOICHEL—NI—HF—tyv>a aids5 LT BRICE. Ev2a>o
HEN, v IRIRTENBIBEBETIVIVICEREEND LS, TaskPolicyArn &FE
RITDMVENfBYVET, ROVThAD AWS YF—I RRUS—ZFEALT, HiERY I
DT> OEHEEERETEET,

IAMAuditRootUserCredentials

IAMCreateRootUserPassword

IAMDeleteRootUserCredentials

S3UnlockBucketPolicy

SQSUnlockQueuePolicy

EBTHIVNELEREFENLEEBRENFHEIL— N 1Y —tYy> 3 RIZRITTEDRTY
2aVEHRTBICE. AWS STS &#F — sts:TaskPolicyArn ZERATE XY,

ROBITIE, EFEhEEEBEGFE., XON—FHI>NID111122223333 @) Amazon S3 /\
TYRNICODVWTE>TEEENEDVY—AR—ADOR) > —%5AEY) ., wEL., HIBRTSIL—
NESIEZTET,

https://sts.us-east-2.amazonaws.com/
?Version=2011-06-15
&Action=AssumeRoot
&TargetPrincipal=111122223333
&PolicyArns.arn=arn:aws:iam::aws:policy/root-task/S3UnlockBucketPolicy
&DurationSeconds 900

2. LARVAD SessionToken, AccessKeyId, SecretAccessKey ZRAL. X/N—=T%H
DONTHRIET V>3 ZRTLET, VITAMNODI—HF—FBENATD—RZEBERBLT, X
N=THAIORNITFT7AIREBEETEERT,

« L—RI—Y-FRABRORAT—ZAZHRALET, XON=TFTHONOII—I1—%—
RAEBD AT —RAZHERETSICEE., XOOX RZFEHALET,
« GetUser

» GetLoginProfile

» ListAccessKeys

« ListSigningCertificates
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetLoginProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListAccessKeys.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListSigningCertificates.html
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» ListMFADevices

* GetAccessKeylLastUsed

o IL—PFI1—Y-FABERZHEIBRLET. L—KT7IOEAZEKRTHICE, ROOAX RzEME
ALET, I—RNI1—Y—ONAD—R, POEAF—, BIAHEZHIKRL, ZEEXER
i (MFA) 27 V97474 LT, =R I1I—H—CR/ITZIXNTOTIEAREIN—NI—
H—NIXTOUANYZHIBRTEET,

» DeletelLoginProfile

* DeleteAccessKey

* DeleteSigningCertificate

» DeactivateMfaDevice

« Amazon S3NT Y RRU—ZHIBRLET, IXTOT U2 /)NILA Amazon S3 NT Y
NCT7OERTBEZRIERTD, B2THRETENTVWAINTY RARUD —Z55AEHY) ., R
EL. HIBRTDICEK, ROON REFEALET,

» ListBuckets
» GetBucketPolicy

» PutBucketPolicy

» DeleteBucketPolicy

Amazon SQS RV —ZHBIBRLET. IXTOT U /NILH Amazon SQS F1—ICT7 ¥
TATB L &IERT S, Amazon Simple Queue Service D) Y —AXR—ANRI T —%
RTABRTHIBRTSICEK, XOOX RZEFEHALET,

e ListQueues
* GetQueueUrl
* GetQueueAttributes

* SetQueueAttributes

« NAD—=ROVANDZFHFALET, XON=FAHD NOI—HY—FZRRL, I—b
JA—Y—FEERE VANV ITRICE, XOOAN REFERALET,

» GetLoginProfile

* CreateLoginProfile
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListMFADevices.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteLoginProfile.html
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« AWS CLI: aws iam create-access-key
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$ aws iam create-access-key
{
"AccessKey": {
"UserName": "MyUserName",
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"Status": "Active",
"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYEXAMPLEKEY",
"CreateDate": "2021-04-08T19:30:16+00:00"

}
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 AWS CLI: aws iam delete-access-key

Example
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6. (F72ar)1—H—n ZEZEFGE (MFA) 28ELF T, MFA Tk, 1—H—HF AWS YXRI X
DRI =NICHA AV TBDECICT1ERYFEANDI—RZANTEIENROSNTET,

7. (723 NIAM1I—Y— LB OREREEETIEREEADCENTEET, (77

RRETK., BEOFLERZEEITIHERE., IAMI—F—C@EHY)ELBA., )FHICOVT
&, "AMI—Y—ICEZONAT—REEZHAITS, 2ZRLTSEE,

® Note

OV —)zERLTI—Y—ZEKL., [I—Y—RBREYA A VRICHLWNRAD—
REERTILEN SV ET (HR) 2BRLLEE. IV —ICREEZT IV LAFA
FREEIhET,
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A—H—DERICHERT VEAFATOFMICOVWTRE, THOIAM VY —RICTIEATEDIC
BEBT IV LAFH, 25RULTSEEL,

BENDI—AT—ADEOIC IAMI—HY—ZEKIZFIRICOVWTE, ROKEY 72ZRL TL
2EW,

s BRTVEARAO IAM A—Y—%EHKTS
c IAMO—-)ZFEATEZEVWI—J0—RAD IAM I—Y—ZEXKTS

IAM 1—H%'—%Z&RRTS

IAM 1—H—%2—8XRRTDICIE. AWSTHOUN FEEEED IAM T I —7T, I—H—HIE
ITR2IRNTCOI—H—IJI—T%2—ERRLET, I—HF—0—EXRRICHEZERDFM-DOVT
&, THD IAM VY —RICTOEATHDICHELRTOLEAHFT, 283RBLTLSEE L,

THIOORMAOIANTO IAMIA—H—%2—EBXRRITDICE
Console
1. AWSHA A2 1—Y—HARDO "TAWSADOH A A4 FE ORNEY OTHBEEZ ATV
&3, A —ZFAFICBLEYA A FIEICHE > TS EEL,

2. IAMO2VY=ILOKR—LIR—DOEROFTES—>3a2RALUT, [RED IAM] TFA L
RYDAIZOITVEANLET,

3. TES—23sRAIT[A—Y—]ZEBRLET,

OA2Y—=LICE, AWS TAHTZY N AD IAM I—H—HFRFENET,
AWS CLI

RODIX> RZERITLET,

e aws iam list-users

API
ROARL—2 3 #HROCHLET,

* ListUsers
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IAM T IIL—7"HWO IAM 11— —%Z—EBRRTHICE

Console
1. AWSHA A2 A——HARD "AWSANOHA 42 FE) ORNEY OTEHBEASATWV
&3, A —ZFAFICBLEYA A FEICH>TLSEEV,

2. IAMOVY—=ILOKR—LIR—ZOERMOFTES—3a2RA2T, [BRED IAM] TFAN
RYDAIZOIVZANLET,

3. FES—=23aoRADT, [A——TIL—7)&BRLET,
4, A—H¥—IJ)IN—T0OBu&BIRLET,

IIN—=TDOXN=TH IAM 11— = [1—H—] 2T IC—ERXRREhET,
AWS CLI

RODIX RZERITLET,

 aws iam get-group

API
ROARL—a v EaEFOELET,

* GetGroup

A—H—HFHELTVRIRTDIAM I L—TE—BRRT DI
Console
1. AWSHA A 11— —HARDO "AWS ANOHA A4 FZE, ORNEY OTHBEEZATL
&3, A —ZFAFICBELEYA A FIEICHE > TS EETL,

2. IAMOVY=LOKR—LIR=ZOEROFTES—32RLUT, [BRED IAM] TFAN
RYDAZOIVZANLET,

3. FEF—3arRAT[A—Y—]ZRBIRLET,
4. [Users] (1—H—)DVARNT, IAMI1—H—FZBIRLET,
5. [JIL=71272BRIT2E, BEOI—H—%2EDDTIL—TDIVARRRENET,
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AWS CLI
RDIANY RZERITLET,

 aws iam list-groups-for-user

API
RDARL =232 ZRTHELET,

 ListGroupsForUser

ROATY T

IAMA—H—OUARNZERELES, ROFIETIAMI—H—FZ2ZLE, HIR, -EFETITA
JILTEET,

e AM1—Y—FZZETD
e IAMA—Y—ZHIRE-FIIFETIVT171LTD

IAM 11— —BZ2ZETD

(® Note

RARTZO0T14RAELT, —HHNBFRIABROFEAICKY) AWS IZT IV EARATSICE,
ABOI—H—ICHLTID 7AONAMA—EDT7IFL—2a > NERZEMNEBEETD L
ZHBHLET. RANTZITARALLRAE, IAMA—H—T)—T2EEITS
EC@FBVERBA, EEITRIOTRAL, I—H¥—&JI)I—71F AWS OABTEEE

h, 717FL—>32IDELTAWS UY—-ARILTFTIEATEXRT, 717L—>3>
Dk, IVE—7SA4X1—H¥—F4LOUKN), D17 ID70O/N1&—. AWS Directory
Service, Identity Center 4 LY NUDI—H—, Fizld ID VYV —AH SREE n-FEE
HEEALTAWS O —ERICT IV E2RATHI—H—TF, 7IFL—>3> IDE. ID
Z7AONA A —HNERLETIN—T%#EALET, AWS IAM Identity Center ZFEAL T35
&l&. 1AM Identity Center TO1—H—&E T I —TOERICE TR HERIC OV T, AWS IAM
Identity Center 1—H'—7 4 K® "Manage identities in IAM Identity Centers (IAM Identity
Center TD ID NER) #SBL TEEL,
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Amazon Web Services (Zl&, AWS PHT N @ IAM 1—4%— EMIE?ZDF&W)*E%&@“/—)L#"
AEZEEhTVWET, 7 ﬁ?/#?f‘(iﬁE@’j)L 70 IAM 1—H%—%— R~LEY), 1—%—
FEBITZDIXNTOIAMIIN—T%2—EBERRLEYTEEXRS, £, MMJ H—OBMEEX/NNA
NDEEZLIY)TEERT, IAM1— ﬂ —TRELTZIFL—>32 IDOFERICBITLTVWSRES
&, AWST7HIVRAS IAM I—Y—%HIBRL Y, I—HY—%23FET7 0T 1 T{LLEYTEET,

IAM 1—H—0EBR)S—0EMN, TE, FLEHIBROFMHCOVTE, TIAMI1I—Y—07
D AHFNEEETE ) ZSBLTLKESV, AMIA—Y—0A T4 2RI —DOER DM
C2WTEE, TIAMID D77 EAFAOEBMBROHIER, . TIAMARIS —%HEETD, ., H&
T TIAMARD) S —%HIBRT S, BSRBLTLKEEV, RANTFIVTFT1RELT, 41205142 R
S—TREBEL<EEBARUS—ZFEALET, AWSEBRUI—TR, Z2KO—HBNWI—AT—ATT
VEAFAZRELET, AWSEBRUS—, IXTOAWS O1—H—HFFERATEDH. &
EQI1—AT—ALRUTRIMEOT IV ELAFANFEENBEVEENHBEICBELTLESE
Wo TS, I—AT—AILBUEADAZN—EER) —RERTDET, PUVRAEFTZE
SICHSTCEZEHOLET, HMHICOVTE., TAWSYZR—I RARVD— Z25RLTLKEE
Vo BEND I 7THERICKRITENE AWS EEARUS —OFMICOVWTIE, AWSD 3 7 #EE
BRI — ZSRBLTLSEETL,

IAM 7R S —ORBRIIOFEMICOVTIE., TIAM AU —0RE, #3BLTLKEEV,

® Tip
IAM Access Analyzer Tl&, IAM O—)IFERATRIH—ERET V> a>E5HiL. £AT
BERZEOHA BRIV —ZERTEXRT, ERENLEZRV—ZTANLES, KU —
EARBREBEICT7O/4MTEERET, chllky), D—O0—RIZBEBELHT IV EAFAO &N
ExhfEzd, RU—4E£ROFMIZOVTIE, TIAM Access Analyzer RUZ—DAERK, %
SRLTLSEETY,

IAM 1—H—/SAT7— ROBEICETHHM-OVTE. TAM I—H—0/NAT— KEEET
B, EBBLTLIEEL,

IAM A—H—NDZBHNDEE

I—H—OBBELEENAZZETSICIE. AWS CLI, Tools for Windows PowerShell & 7= I& AWS
APl ZFRTBIMENHYET, AV—INIC, - —0RBEEZEETHLEHOAT>avEdHy)
FBA, I H—ORFOEEICXEZT IV LAFTOFHMIOVTK, "D IAM UY—RICT
DEATEDIOICHEBRTIOELAF, 2B LTLSEETL,
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I—H—OBUELENAEEETDE, UTOZEAFRIVET,

e I—H—IZT7RYFENTVBRRII -, HILLBEFOI—H—ICTOERETEYFENTLE
C

s A—H—RJHBHFEDRIEGTT, FIETZ IAMIIL—TRBEDYEHA,

e I—H—D—Z2NDIDREEEThIEFLTA, —EO IDOFEMICOVWTIE, "T—Z0HENF, 258
LTLEEV,

s - —&ZTVINN(COI—HF—ICET IO EANFTENET) ELTSRBLTVWA DY —
AXO=)LDORII—F, FILLWBAFERLERF/NAEZFERAITEDRSICEBNICEFEIET, iz
&, Amazon S3 AN F 1 —R—ADRI>—, £l Amazon SQS AN Y —AXR—ADR)
=@, FLLBEHELRINAZERATRLSICHEBNICEHENET,

IAM &, I—H—ZD)Y—RELTSRLTVWARRU—%, BENICEHLELEA. HILLEHE
RERRNAZERIZICRE. FETEMIDLEN VXTI, HlREF. Richard EVWSI—H—I(C
BEORAEROEREZHAITIRI—HFTEYFEATVRELET, HHI%Z Richard 25

Rich CEET2HE, EBERFTORII—ZEHL T, ROUY—R%

arn:aws:iam::111122223333:user/division_abc/subdivision_xyz/Richard
ROESICEETDHENBYNET,
arn:aws:iam::111122223333:user/division_abc/subdivision_xyz/Rich

NAZEETDHEEEAKTT.,. BEEER. IV —0OHLWNRAZRRTDKLSICRIS—Z2EH
TRIBENHYET,

A—Y—0EAZZEETDICE

 AWS CLI: aws iam update-user
+ AWS API: UpdateUser

IAM 1—H5—%HIBRELEGIIFET7IOT1 7L 3

RANTZOT4AATIRE, AWSTHON DASKRERD IAM 1—H—ZHIBRT D EN#HERE
NTVET, IAM1—Y—0ORBEHREFREATHLEOICRETIHEEE. 7HU N SHIER
ITRIROYIZ, I— Y —OF IV ARFAZFRTIOT17ITEES, HMAICOVWTE, TIAM 11—
Y—0kT70T7 1474ty ZBRBLTLEEV,
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/A Warning
HIBRL ZIAM A —H— T O EAF—RBEREZEEIBHTEEE A,

BRZFEF —IAM 1 —H—TF O AZRRTS

A—Y—ZHIBRTDAIC, TOI—HY—HAFRET2EY—EALRILOTIT1ET 1« Z2#FEL T
EEW, chiZklY), ThEERALTWATUINIL A —FEET7VTr—232) 1587
TEAZBIBRIBZDEZHLETERT, BRICTIVEALLEBERERRIDHEOFHFMBICOVWTE,
"BRTIVELAEHEFEALTAWS OTF VAR AZRAETD 2ZRBLTSEEL,

IAM 1—%—%HIBR9 % (O V—))

AWS IZXRNOAVY =)L FEALTIAM 1—H—%28KRdT3E., EBEMTSNTVBUTORE

WA IAM IC&K > TEBEWICHIBRENET,

e IAM 1—H—EBIF

s IRTDIN=TXANDY T (DFY, IAMA—HY—F, XON—ELTHELTWETXTO
TJIN—THSHIRENET)

« IAM 1—H%—0/NAD—R

e IAM A=Y —ICHAIRAENTWVWEIXRNTOA > TFA VRIS — (A= —=TIN—T"0OF O AFHFT
ZFEALTIAM I —Y—ICBRAEhTVRIRI—EEEEZTELA)

® Note
IAM &, 1—9—ZHIKRTDE, IAMI—H—ICT7RYFENLEEBR)S —Z2FTXTH|
BRLUETHN, EERU—BHIBKRLEE A,

- B8ETS MFA F/N1 A
IAM 1—H—%ZHIBRdT2ICE (a>VY—I)

Console

1. AWSHA A IA——HARD TAWSADHA A2 FE1 OREY OTEHBEE ATV
&5, A—HF—RAFICBULEYA A FIBICHE > TLSEEW,
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2. IAMOVY=ILOER—LIR=DOERMOFTET—>32RA2T, [BRED IAM] TFA B
RYDACOVITVEZABLET,

3. TEY—>23URA2T, [A—¥Y¥—]ZBRL, HKIZ IAMI-——B0HEICHZIFIY
TDIRY DARAEAXICLET,

4. R—IOLET, [HIBR]) ZBIRLE I,

(® Note
WEFNADI—H— LT IT AT BTV EAF—HNH25EE. 1——ZHIKRY
BTV EARAF—ZHTITATHTRIBENFHYWET, FMICOVTE, TIAM
A—H—QLEHICTIEAF—2FTIT17LTRICF1 2BRBLTEZ,

5. BRBAATOVRY VAT, TFAMADIZ7 A=) REI—HF—FZALL, I—HF—0DH|
BREWIEBLRT. [HIBR] ZBRL KT,

A=), IAM A=Y —HFEIRENEEVSAT—RABHANFRRENET,

IAM 1 —%'— O HIE (AWS CLI)

AWSCLI ZFEAL TIAM 11— —ZHIBRT2HEE. AWSYIXIDARIAVY—-IOBEERER
V. IAMIA—H—ICT7R2YFENTVWREEZHIRIDSLENHYET, COFIETE. 7070
TAICDODVWTEHBALET,

AWS 7HDOU KN NS IAM I—H—%HIBRT S IZ1E (AWS CLI)
1. 1—Y—0ONAD—R (FEALTVWEEE ) ZHIBRLET,

aws iam delete-login-profile

2. A—Y—0OT7 V0 EAF—ZHEKRLET (EALTVEES).

aws iam list-access-keys (A—H—DT7 IV EAF—%2—EBERTITDICK) BT aws
iam delete-access-key

3. A—Y¥—NEBERAAZTZHRLE T, FABFHRZHKRID L. T2ICHIBREh, BExTERVC
ECFBELTLSEZL,

aws iam list-signing-certificates (1—H'—OEBRZUAPEZ—ERRITDICEF) B X
¢F aws iam delete-signing-certificate
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4.

10.

I—H—OSSHNT VY OFx—%HIRLET (FAL TLWEBE).

aws iam list-ssh-public-keys (A—H¥—0O SSHN7UYIOF—%2—BRRITDICK) B

& T aws iam delete-ssh-public-key
I1—H—0 Git FREAERZHIBRL E T,

aws iam list-service-specific-credentials (1—%— Git RiIFEHRE —EXRRT

BICE@F) BERY aws iam delete-service-specific-credential

dA—H—n ZERPRE (MFA) FNA AZEDIZLET (FALTVEEE).

aws iam list-mfa-devices (1—%'—® MFA FNA AZ—ERTITBICIE). aws iam

deactivate-mfa-device (/N1 AZEICTBICF). aws iam delete-virtual-mfa-

device (R4 MFA /N1 A& £ (CHIBRT 2 IZ &)

A—F—0A>Z4 2RI —ZHIBRLET,

aws iam list-user-policies (A—H—0DAVTA VRV —Z—BRRTDICE) BKIY

aws iam delete-user-policy (ARUZ—%Z&< LU &TBICR)

I-H—ETEYFENTVBINTOEBRY S —EFRYFLET,

aws iam list-attached-user-policies (A—H—ICT7ZYFEhTVWBRII—%2—%

RRTBICIEF) B&LY aws iam detach-user-policy (RUT—ZFXYFI3ICEF)
FTNXNTOIAM I N—=7H 51— —ZHIBRLET,

aws iam list-groups-for-user (1—H¥—ABITDIAMTI—TZ—EBEXRTTDICEF)

& U aws iam remove-user-from-group

l—ﬁ—&ﬁU%bi?o

aws iam delete-user

IAM 1—%—0kT7 07171

IAM 1—H—N—BHICatrsBhd e, TOI1—HY—%2FkT70T717LT2HENHZH
EFHYVET, IAM1I—H—RAERERROZTRIZLTHEE, AWSOT7IVEAZTOVYIT3BC
ENTEET,

1_

Y—%ET7I0T147UTBICE. AWSADI—H—T I AZEETTBIRIZ—ZERLTT

ZYFLET, - H—TIVELABRRTERTERY,
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A—H— 7 RYFULTTILAEEETEBRUS—% 2B AL ET,

ROR)Y—CRBRZEZRITVERA, I —OT IV ERAZERTRICE. RUZ—ZHIRTS
VEFHYNET,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Deny",
llActionll: ll*",
"Resource": "*"

}

ROBRY S —ICiE, 2024 F 12 B 24 BEF% 11 859 9 (UTC) ICRUS —%BIIE L. 2025 &£ 2 A
28 B # 11 K59 %9 (UTC) LRV — KR TITRHEVSRENBYET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"DateGreatexThan": {"aws:CurrentTime": "2024-12-24T23:59:59Z"},
"DateLessThan": {"aws:CurrentTime": "2025-02-28T23:59:59Z2"}
}
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AWS X ZDX ROV =)L ADIAM A—F =T O AzFET 2

AWS X RXI X ROV =) 2FEALTAWS THAIU N ICH A2V A2FBT I EAFAZED
IAM I—H—F, AWS DY —RICTIVEATEXT, ATO—ERF., AWSYZRIZX NIV —
LN ZBUTAWS TAHIYN VY—ANDOT I A#RZ IAMI—H—ICNEITBZFEZRLTV
F¥T, o, AWSTUITHARNEBLUT, AWS 7HU Y NOOMEEEIC IAM I—H—HFTFT IO +EA
ITRHFEERLTVET,

® Note
IAM OERFERTT

AWS XX N2V =)

AWS XZDXROAVY =N CT IV EATRIUENHDE IAM I—F—0O/NAD— RZHERKL
9. Y- IAMREDO AWS FTHIO N A2 AR=DHS5, OAVYV=IILIETO®
ALET, YA AR=DANOFA A2V ICDOVTOFMEE. "TAWSHA (> I—H—F
AR, D TAWS IEH A2 A2 F25%E1 Z5RUTKEE V. NAT—REKOFMICOVT
k. AWS QI —H4—/NAT—RZZRLTEZ L,

NAT—RZHBRTDCET, AWSYZXIXRNAVY—=ILADIAM 11— —T IOt A%ZE
MICTEET, ChiIlKY, YA A VRIERZFEALTAWS YR X NIV =)L I
HAATDENTERLSBYET, ERZZELLY, 51EZFAO-)ZzFEALTI
DV=NICTIOEATERBRVKSICLEY TR ZERBYERA, I—F—DTOT1TLBT
DHEAF—Z2EFE>TVBREHEE, ThoOF—F5|EHEMEEL. AWS CLI, Tools for Windows
PowerShell, AWS API, F7=I&AWS Console Mobile Application BDOY —)ILZNLET VA%
FALERT,

Amazon EC2 1 AR A, Amazon S3/NT Y RN ED AWS UY—A

IAM 1—H'—ANAD—RZHF>TVWBEHEEE, AWS UV —AILTIVERTBICET VAR
ANDETT, BEEN IAM 1—H—ZERLEE, F72INTREEFOI—H—ICT IR
AEdY)FBA, DERBZRTIVELAFTZ IAM 1—H—ICF5F2ICE, I—H—ICRI—%T
BYFLET, ZHOIAMI—H—HARLUVY—ATEAUZAVZRTIDEE. chsS5DIAM
A—H—&TIN—TICE)HTRENTEET, RIZ, TOTIN—TICT O EAFAZZV) H
THENTEET, IAMIA—Y—BRTITIL—TOEROFEMCOVWTE., TIAM T A7

TATA1 ZBRLTLKEET Y, RUS—Z2FRTB TV EAFAREOFHFMIZOVTIEF., AWS
)Y —A0 FOLAEEESRBLTLEEV,
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AWS FA4 AHWv>3a>rT74—F A

AWS FA ANV 232 T A —F ANOERF, EBRLTESRAVELEFFT, 1—F—1H

B IXRNEAWS FARAY IV T7F—FALAILREITZEEREK. B0I1—HY—X—A

EFERATZENTEET, I—HF—HNNOTAWS FARAAYI IV TA—FALILERBTD
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7R1) 2 — & Multi-Factor Authentication (MFA) ZH&EhEBD L ZHEOH L ET. MFA OFMIC D
WTE., TIAM O AWS ZEZRFRF, 2ZRLUTEEV,

NAT—RRIS—ZRETDIEOICBERT VA

AIMI>TFAT4 (A—F—F LGOI ATHIRONAD—RR)S —2RRELFIRET
BPLLEFATRIIE, TV EARAZRETIHENf HYVET, RUZ—ICRE, IAMARUZ—I(C
RONAT—RRVD—=FO2 30 2edhdleNTEET,

« iam:GetAccountPasswordPolicy- I T A TAHAREDTHIVNONAD—RKRI> —%
RRTDCEEHFILET

- iam:DeleteAccountPasswordPolicy - IT AT AN EBDT NI NODHAZRLINADT—
RARUS—ZHIBRL, F72)LNDONAD—RARVI—ICRTEZFALET

« iam:UpdateAccountPasswordPolicy - I T A TANFEBDTHI U NODHAZRLINAD—
RRVS —ZERELFEETDIEZFHFALET

RORI—IE, FHIORONARAD—RARVS —ZRRBLVOVRETDIEODDOTIINT IO A%FH
ALET, COBIDISONRIL—RFIXNEFALTIAMAR) D —ZER TR HEICOVWT
l&. Tthe section called “JSON T7 4 X—ZFEAL =R —0OER"T 2SBLTLSEETL,

JSON
{
"Version":"2012-10-17",
"Statement": [
{

"Sid": "FullAccessPasswordPolicy",

"Effect": "Allow",

"Action": [
"iam:GetAccountPasswordPolicy",
"iam:DeleteAccountPasswordPolicy",
"iam:UpdateAccountPasswordPolicy"

]I

"Resource": "*"

}
]
}
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IAM 1—H—AEBONAD—REZZEETDILHICHELZT IV LATFTOFMIC OV TR, TIAM
I—Y—ICBEZONAT—REEZFATSI1 2SR IEE L,

T7FZILRNODNADT—RRI S —

EBEENNAZLNADT—RARUD—ZRELBEWVES, IAMI—H¥—NAD—REF7#ILED
AWS NAT—RARVS —DEHZ/IEITBENHY KT,

T7FZILBRDONAD—RRIS—TR, ROFHENBEREIET,

« NAD—ROXFHHIR: 8~128 XF

* RXZF, M7, BF, REFIHANAOXF (et $ s r~&*x () _+-=[1{31"
N335, RIE3I DONFEATDEIAEDE

c AWST7HIOURNBFEERFEX—=IT7RLAEAUTHEVC E
- EMHROBZVW/NAT—R

AARLNADT—RRIVS—0FT> 3>

TAIDYRDARRLNAT—RRVS—ZRETDHE. ROZFHKHEEETEET,

s NAT—ROBNIXFH-6~128 XFDETEETEEXT,
« NAT—ROBE-ROVThHIPOFIYIRY VRAZFVIZLT, IAMI—H—/NAD—ROD
MEZERTERT,

« FTUTILTTFRY NORXF (A-Z) I’ 2BLEE 1 DBE

*c TTIUTILTFRY NONPXF (az) 2B EE 1 DBE

« DBLEEL 1 DOBRFENVE

c DBLEE1OORBFUADOXF e # $ 5 ~&* () _+-=[1{1}]| 'H&
=

« NAT—ROBMHAREAFICTS - IAM 1—HF—O/NAD—RABREE A TH S BN B %E
1~1,095 HOBTEIRLTEETEE T, HlAEF. 00 BEOBMHREEETD L, 3<ICT
XNTOI1—H—ICEEBLET, EFR, WHZEBADHEWNAD—ROI—Y—HFIV—-ILIC
OJ4>9%58. FILWANRAD—RERETIHEN HYET, 75 8L S5 89 BANRBL =
NAT—ROI—Y—&, NAT—ROBHERICOVWT AWS IZIXRAVY=I A5 E
F2ZTRYET, IAMI1I—5—., PO0€AFaronE, WOTENAD—RZZEETEE
T ILLWWNAD—RZRETDE, TONAD—ROBUWHEANIBEYET, IAM 1—H—F
—BIC1DETEWENAT—REZFOENTEET,
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s INAD—RORMIEBEBENO )Y N2HEETB]-NAT—RAKML LRI IAM 11— —4"
AWS YXZIOXRAVY—) ZFEALTEBONAT—RZEFHTERVRSIZTBICEK, <D
A723VBRUET, CcOATS A2 ZBIRTBDHEIC, AWSTHIV N TEBOI—F—
MIAMA—H—NAD—RZUEYNTBODOEBRT IV EAFAZF >TVWAH L ZHALE
9, BEEI—H—0 iam:UpdateLoginProfile #RIk IAM 1 —H'—/NAD—R&EV+EY K~
TZFET, IAMI1—H—0 iam:ChangePassword #RF¥F—&T7ITF 1 77UV AF—k, IAM
I—H¥—T02VY—=ILONAD—RET7OJSLATIEYNTEET, COFIVIRYIARAZETT
ICULEBE. WAD—RAFXRMLTVS IAM 1—H—F, AWSY XX RNOVY=ILIZTYD
EATBHICHLULVWNAD—RZRETIHXENF HVET,

s [A—Y—HFBREONAT—REZZETZCEZHT-BEROT AT MAOITNTO IAM 21—
H—HAEEONATV—REZZEEITDZCEEZFATEET, ChiZkY, TOI—F—EFICHT
% iam:ChangePassword 79> 32 & iam:GetAccountPasswordPolicy 792 3a>AD7T
DEAN IR EEIhET, COFT723a TR, EF1—HF—CT IO EAFITRD S —HT
XYFENERBA. HBDVE., IIMTRINTOI—HF—ICTHIY MLRILTT IEAFAN
BRAZAET, $250VE. —HBOI—H—0&N, BO2BEFONAT—RZEETEDLDICFHH
TEET, ChZETSICR. SOFIVIRYIREAFAIICLET, NAD—REZEETED 11—
H—ZREITDRI—OFEAFELCOVTRE., TIAMI—H—ICEZO/NAT—REEZFH
T21 #SRLTLEE,

« NAD—ROBHAZZEL -EELEBOUBO/NAT—RZ IAM1I—H—FBFIAT L Z
BIETEET, BAATERVUGONATD—ROZ 1~24 BOBTEETEET,

INAT—RARVD—ZFRETDICE (A Y-
AWS XZI X ROV =) Z2FEALT, DARLNADT—RRID —Z2ERK, ZE, SIVHIER

TEERT, NAT—RARVI—OEER, CORIZ—OZEERICERESEZFHFLV IAM I—H—
ICEAZh, BBFEO IAMA—H—CRRNAD—RZZEEITILEICEAETIAET,

Console
1. AWSHA A1 —H—HA RO TAWS ANDOH A A A%E1 ORNEY OTHBEZATY
&5, A—"HF—RAFTICBULEYA A FIBIZHE > TLSEEW,

2. IAMOVY—=ILDOKR—LIR—ZOERAOFESF— IR, T, [BRED IAM] TFAN
RYDRACOTIVEADLET,

3. FTEF—3URAVT[THIVIRE] ZERLET,
4. [NAD—RRUD—=1+t723>7T, #E]Z2BRLET,
5. NAZRLNAD—RARVI—2FERATIICE, [DARAL] ZBRLET,
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6. NAD—RRUS—ICEBATZA73a > zBRL, BEEORE 2&RLET,
7. [MAZLZRE]ZEBRLT, WAZRLNAT—RRVS—ZRETDEZERLET,

A2V —=)ICE, IAM - —ONAT— REFFER T ECEZBHITDAT —FAXY
E—IHNRRENKT,

NAD—RARVD—2ZEIZICE AV

AWS X ZRIA NIV =) 2FAL T, DARLNAD—RRUD —ZER. EE. BLTHIR
TEET, NAT—RARVZ—OEER, CORIZ—OZEBERICHERESEEFHFLL IAM I—F—
ICEAZ N, BBFO IAMA—H—CRRNAD—RZZEEITHILEICEAETIET,

Console
1. AWSHA A2 IA—H—HA4A RO "AWSAOH A A2 FFE ONEY OTHBES ATV
&5, A=Y —RATICBLEYA VA VFIBEICH > TLSEEL,

2. IAM VY —=LOKR—LIR—DOEMOFTES -3 VRIUT, [RED IAM] TFA K
RYDACIVITVZAALERT,

TETF—=232RADT[THOURRE] ZBRLET,
INAD—=RARDS—=1t0>3>7T, wE] 2ERLET,
NAT—RRVD—ICHEATZ AT a2 &2ERL., (EEORE 2ERLET,
[(NAZLZRE] ZBRLT, DARLNADT—RRIS—ZRETDCEZHWIELET,

I

OA2V=)LICE, IAM A=Y —ONAT—REANFEHMENLEZBRAIDIAT —RAXY
t—IHFRRENKT,
AAZLINAT—RRUSD—ZHIBKRISBICE (A V—))

AWS YZRIZA ROV =) 2FEAL T, DARLNAD—RRID —Z2ER. BE. BLTHIKR
TEXRT, NADT—RARVI—OEERF, CORIZ—OEERICERESEFHFLV IAM 1 —H—
ICEAZA, BBFO IAMA—H—CRNAD—RZZEETHIEEICEAETIET,

Console

1. AWSHA A2 IA—H—HARD "TAWS ANOH A4V 7FE) OREY ITHEAZTATL
LSO, A—H—BATCHBLIEHA VAV FIRICH > TS EE L,
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2. IAMOVY=ILOER—LIR=DOERMOFTET—>32RA2T, [BRED IAM] TFA B
RYDACOVITVEZABLET,

3. FESF—=23aURADT[THODERE] ZBIRLET,
4., [NAT—RARVD—1tv0>3a>7T, [FE] ZEBRLFET,
5. IAMDF 7 #I)RN] ZBIRLUTHAZLNAT—RIRUS —%HIBRL, [EEZ®RE] 28R

LET,
6. [F7ALRNERE BERLT, IAMFT7 AL RSRAT— KRS —ERET S & EH-E
LET,

AVY—=LICR, NAD—=RARVZ=HFIAMOF 7 A RNICEEENTVWR L ZBHTHR
T—RAXYE—DNFRRENET,
INAT— KBS —DBRE (AWS CLI)
AWS Command Line Interface ZEAL T, NAD—RARUS—ZBETEET,
AWSCLIASTAHIVRNDAARARLINAT—RRDS—ZEBTBICE
TR OANY REERITLET,

« NARLNAT—RARDD—ZERFTLERFEETSHICIE: aws iam update-account-
password-policy

e« NATD—RARVI—%ZRRTBDICIF: aws iam get-account-password-policy

« DAZLNAT—RARDS—%HIBRT DI aws iam delete-account-password-policy

ISAT— RRYS—OFRE (AWS API)

AWS APl AXRL—>a &AL T, NAT—RARUZ—ZRETEET,
AWSAPINSTHIVNDHARLNAD—RRIS—2EBITSICIE
LTFOARL—>3a>aBUOHELET,

« NAZRLNAT—RRUD—ZERELRFEETSICF: UpdateAccountPasswordPolicy
e NATD—RARVI—%KRRTBDICIF: GetAccountPasswordPolicy
« DAZLNADT—RR)S—%HIBRT SIZ(E: DeleteAccountPasswordPolicy
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IAM A—H—DO/NAT—RZ2EETS

AWS XZIXRNOVY—=) ZFEALTAWS VY —A%BETS IAMI—H—IC&, Y114
DEHBONAT—RHIMBRETT, AWSTHIRDIAM I—H—0D/NAD—RZER., ZTE, HIK
TE&FY,

A—Y—ICNAD—RZ2E) LT E, I—H—BF, UTORS&, PATDRNBOHA (12
URL ZEALTAWS YR X NIV =) CHA AV TEFRT,

https://12-digit-AWS-account-ID or alias.signin.aws.amazon.com/console

IAM 1—H'—0O AWS NZXZ X2 RAVYV = ANOFA A OFMICOVWTE., AWS HA 212
A—Y—HARD TAWS ICHA A2 T2 %) 2ZRLTLSEZWL,

I—H—id, NAT—RAEYETSNTVBEETE, AWS UY—RAADT I ERICEPEY T
OLAFTNBETT., F7ALRNTR, I—F—CRAGERFEXS5hTVEA, 1—F—
CHBRERESABICE, 1—F—FrB1—Y—FBELTUWBTIL—TICRUS—&E)HT
£F, I-F—BLEIIL—TOEROHEMIOVTR, IIMTAFUTATAEBBLTL S
Vo RUS—2FERATHT VLA TREOHBIC OV TR, IAMI—Y—OF VL ARTELE
THEBBLTIIEEL,

1-—H—CHSDNAT—REEEIHHERENSTEET. FHBCOVTE, TAM 1—H—(C
BODNAT— REEEHTTS, 88BLIKEEVN, I—F—FTFHAIVROFA DA oR—D
T ERTBEEDEHBICOVTE, AWS A2 I—F—HA RO TAWS AHA VA>T
BHE EBBLTLEE W,

=R
o IAM 1—HY—NAD—ROEK, EE, HIR AV —=))

IAM 1 —H%—/NAT— ROEK., £E. HIg (d>V—-))
AWS YR X ROAVY—) Z2FEALTIAM I—HF—ONAD—RZEBETEET,

A—H—0OTF7I0tvAZ—XiE, BEORBEEEICELTHAREEN BV ET, CLITIEAZEE
LTWEI—Y—AOAV—=ILIICTI9EATEDZELSIZLEY), BIAEHREECEX—IILEZEL
TC1—HY—ONAT—REZEETEDRSICLEY, HBZHALI—Y—PAWSIZT7IEATS
MBEABL B2 - —REIBRTEDRSICLEY TR ENBBEICBEIBEENI HYET,
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IAM A—H—O/)NAD—RZEXRTDICEF (A>VY—I)

COFIEZFEALT, I—F—RBICHERTSAENAD—RZERL, I—H—O2V—ILADT
TEAZHALET,

Console
1. AWSH A A2 D—H—HA RO TAWSAOH A A2 F%1 ORNEY OTHBEE ATV
&3, A—H—ZRATIZBLEYA A FIBICH 2> TLSEETL,

2. IAMOVY—=LOKR—AIR—ZOEMOFES—2IURSL VT, [BRED IAM] THEZ N
RYDALCOVIVZAALET,

3. FTETF—23URADT[A—Y-]1Z2BRLET,
4, NAD—REZERTZII-—F—OBFMZERLET,

5, [EF1VTF4FEEW X7 &2BRL, OA2V-IIHYA2A42]T[AVY-ILTIER%EE
MZITB]ZBRLET,

6. [AVVY—ITIOERAZENIIBZ]|ZATATRY VAT[NAT—ROUEY N ZiER
L. IAMICK2TNAD—RZERTDH. DARLNAD—RZEKTZHZBIRL K
ED

s IAMICE>TEEMWIC/NAT—REZERT BICIE, [Autogenerated password (B B4R/
AT—R)) ZBRLET,

« DAZLNAD—REZERTSIZIE, [Custom password (A AR L/NAT— R)] &£i&R
L. NAD—RZAHDLZFET,

(® Note
FEERTDINAT—RE, PFAIRONADT—RAR)S —DBERHZRETHEN D
WET,

7. YA AVEBCHFLONAD—REERTDESICI—HF—ICERTZHEEF. [1—H—&F
REIOHA A2V THUWNAD—RZERTIHLEN BV FT) ZBIRLE T,

8. A—H—ICHLWNANRD—REISIZEAITZDELSICERTDICE. [PoT47HAY—
LtEY2a> zERY)ET)IZBIRLET, kY, 120F42RDD—H 1AM 1—H—
CT7E2YFEn, TEO1—HF—ORMBEHRN RIS —THRESAELEHEARYEFTVESE
V—AND1—H—TFTIOEAZEBTLET,

9. NAT—ROUtY N ZEBIRLET,
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10. [AYVY—=IANAD—=RIFEA4F7O7 T, I—HF—0OHLWNAD—REZFMICLIECENE
HEehFEd, NAD—REZXRRLTA—H—EHRETRIER. [AVY—ILNAD—R] &4
TOURY DAT KRR ZBRLET, [csv 77AMILNDOA T O—R] ZFRLT, 11—
H—ORAEREEC 77N EX V> O0—RLET,

/A Important

EFI1VT A LOERT, COFIEZETIDENAT—RIZTIEATEELSILKY)
FIH, WOTEHRLOWNARAD—REZERTEET,

OA2V—=NLCE, A2 V=AT IO EAFBRMEB 21 ERBRTAT—RAXY E—I N RRE
nEd,

IAM A—H—ONAD—RZ2ZETHICEF (A>V-))
COFEZERALT, I—Y—RBICHENTSATVWRI/NAT—RZEHLET,

Console
1. AWSHA A2 IA—H—HA4ARD "AWSAOHA A2 FFE ONEY OTHBES ATV
&5, A=Y —RATICBLUEYA A VFIBICH>TLEEL,

2. IAMOYVY—=ILDOER—LIR=DOERMOFET—>32RA2T, [BRED IAM] TFA B
RYDAZOTVEZABLET,

3. FTEF—23URADT[A—Y-]12BRLET,
4, NAD—RZZEITRII—F—OBFZERLET,

5, [EF1VUTAFREEEW 27 2B RL, [OA2V—ILFA2 AV T[AVY=ILTIEADE
B ZBRLEY,

6. [AVY—ILTIERAZEE|ZATOATRY VAT, [NAT—ROULEY M ZZRL., 1AM

LR 2>TNAT—RZBEBNICERTDH, DARLNADT—REZEKTIHZBRLEK
ER

s IAMICE>TEBEMWIC/NAT—REERT BICIE, [Autogenerated password (B B4R/
ATD—R) ZBRLET,

« DAZLNAD—REZERTSIZIE, [Custom password (A AR L/NAT— R)] &i&R
L. NAD—RZAHDLZFET,
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® Note
ERTBDNAD—RE, FHAVDVRNONAD—RAV—OEH#ZBL-ITXLENH
WET,

7. YA AVEBICHFLOWNRAD—REZERTIELSICI—Y—ICERITZIHEAE., [1—H—K
REOHA A THLUWNAD—REZERTIHEN BV ET]) ZEIRLET,

8. I—H—ICHFLWNANRD—RETSIZEATZELSICERTDICE, [FoT47H5A0Y—
MEYy2ar zWMYET) ZBRLET, ChiZ&Y, 1 2FAVR)D—H IAM 1—H—
ICT7E2YFEn, TEO1—F—OFRMBERN RIS —THRESCAELEEAIYELHTVESE
V—AANDI1—HY—T IO EAZEBLET,

9. [NAT7—ROUtY N ZBRLET,

10. [AVY—=INATD—RIZ47O077T, - —0OFHLVWNAD—RZEMCLEZENE
HEhEd, NADT—RZRRLTI—H—EHEITRIZE, [OV—ILNAT—R]IZA
TOJRY DATI[ERR ZBIRLET, [csv 77AINDADIO—R] Z&BRLT, 11—
H—ORABERESO 774N EATO0—RLET,

/A Important

EFI1VT A LOERT, COFIEZXTTIDENAT—RIZTIEATELELILZY)
FIH, WVOTEHRLOWNAD—REZERTEXRT,

OA2V—=ICk, A2 V=AT IO AN EHRENIECEBZRTAT—RFAAY E—IJFRREHh
x9,

IAM 1—H—0/)NAT— RZHIBR (BML) $51C&F (AV—))

COFIEZFEALT, I—¥—BILEERTSATVAI/NAD—RZHIRKRL, I—Y—0d> V-
TOEAZWMY)ELERY,

/A Important
NAT—RZHIBRIDZET, AWSYIRIX ROV =)L AD IAM I—H—F IR
EEMITEET, ChIZKY, YA A VRAFRZEEAL TAWS YR X NOY
V=LA A2 FRENTERLKBYNRT, #ERZZEL LY, 512X0FEO0-)
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ZEALTOAY-NIECTIVEATERVRSICLEY TR LR EEA, 1—H—
BFTOTATBTIORAF—2H >TVBEE,. ThSOF—F5|EHREMEL. AWS
CLI, Tools for Windows PowerShell, AWS API, & 7zlkAWS Console Mobile Application A
DY—=NENLETOEAZFALET,

Console
1. AWSHA A2 IA—H—HA4ARD "AWSAOH A A FE ONEY OTHBES ATV
&3, A=Y —ZFAFICBLEYA A FIBICHE > TS EEZL,

2. [AMO2VY=ILOKR—LIR=ZOERMOFTESF—>A2RAVT, [RRD IAM] TF A
RYDACOIVZAALET,

3. FTEF—23sRADT[A—Y—-]1Z2BRLET,

4, NAD—RZHIBRITZI-—F—OBFZERLET,

5, [EF1VUT4FREEEW 27 2B RL, OV -INFA2AV]T[AVY=ILTIEADE
) ZBRLEXY,

6. 1—H—ICOAVV—-ILOFEAZISICLEDDEISICERTRICE. [FoT475800Y—
WtEy>a2zR)ET] ZBRULET. ik, 124 VRIS —H 1AM 1—H—
72y FEeh, TOIA—F—OFEABEHBFI RIS —TEEShERBLYEEWVEEEY
Y—ANOA—Y—T IO A%ZEEBLFT,

7. [77EADOEML] ZBRLET,

AV =)IC&Ek, AV =INT IO AN EMCB 2 ECEZRTAT—RAXY =N RRE
nEI,
IAM 1—H—/NAT— ROER, ZE. HIBR (AWS CLI)
AWS CLIAPI ZFEALTIAM 1—H—ONAD—REZEETEET,
INAD—REERT S (AWS CLI)

1. (FA723)1—HY—HFNAD—REZF>TVRILESH ZHERTSICIE, aws iam get-login-
profile AN RZEITLET,

2. NATD—REZERTSDICIE, aws iam create-login-profile AN RZEXR{TLET,
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I—H—DNAT—REZET S IZIE (AWS CLI)

1. (FA723aV)1—HY—DPNADT—RZE>TVBRIHIESHZHERTBICIE. aws iam get-login-
profile AN RZEITLET,

2. NAD—REZETSICIE., aws iam update-login-profile X > REEITLE T,

I—H¥—0/NAT— RZHIBR (ERL) 5 ICE (AWS CLI)
1. (FA723aV)1—HY—DPNAT—RZHE>TVBRIHIESHZHERTBICIE. aws iam get-login-
profile AN RZEITLET,

2. (A72AaV)NATD—RZGEFEAL B ZHETSICE. aws iam get-user TN > R&EE1T
LET,

3. NATD—RZHIBRT BICIE, aws iam delete-login-profile IX¥> RERITLE T,

/A Important
I—4H—0O/NAT—RZHIKRTDE, I—HF—RFAWSIYXIXIDX ROV =L ICH1>
AVTEBLKBYNET, AW —HDNTITATBTIEAF—2H>TLVWBEHEE. ThsD
F—(FEIZEHEZEBI T, AWS CLI, Tools for Windows PowerShell, £ 7= l& AWS API B3 %
CHUTHERATEET, AWS CLI, Tools for Windows PowerShell, &F 7=k AWS API % #
LTIA—HY—ZAWS THIU KN HSHIBRTZHEE, ETOARL—a>EEALTN
AD—REHIBRTDHVEN HVYET, FMAICO VTR, TIAM I—H—0HIE (AWS CLI),
BSRBLTLSEEL,

BELERBRYAICI—Y—0T7 07475020V =)Lty>a>zmWETICE (AWS CLI)

1. BEUVERKBLVYEIC IAMI—F—0OF7 074780Vt y>a>zR)ETSA>54
VRV —#BOIATICE., UATOA A2 RVD—Z2FALTROAN RZEITLET:
aws iam put-user-policy

CDAVTAVRID—RBIXNTOT I EAFAZIERL., aws:TokenIssueTime FHF—
BEXRET, AVTAVR)S—0 Condition BEETREENERELYEIIC, 1—H—07
D747 B8AV=)ItEy>arERY)ELET, aws:TokenIssueTime £HF—NDEE,
MEDEICEERATILEEL,
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https://docs.aws.amazon.com/cli/latest/reference/iam/get-login-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-login-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/update-login-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-login-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-login-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-user.html
https://docs.aws.amazon.com/cli/latest/reference/iam/delete-login-profile.html
https://docs.aws.amazon.com/cli/latest/reference/iam/put-user-policy.html
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JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"DateLessThan": {
"aws:TokenIssueTime": "2014-05-07T23:47:002"
}
}
}
}

2. (723 IAMIA—H—ICEBHIAENRTVD AU TA RIS —DBHEIVANTRICE, &
OIX > R&ZEZEITL ET: aws iam list-user-policies

3. (A7TAV)IAMI—H—IBHATFIhTVRZBHFEDA U TA RV —ERTTDICIE,
ROIAX > RZERITLUE T aws iam get-user-policy

IAM 1—H—/SAT— ROKER., ZE. Bk (AWS API)
AWS APl ZEHL T IAM 1—H—0O/NAD— REEBTEET,
ISAD— REERT B2 (AWS API)

1. (FA723aV)1—HY—DPNAT—RZHFE>TVBIHIESHERER T BICIE. GetlLoginProfile 7
RL—=23a>ZHUOPHLET,

2. NAD—REERKTSICIE, CreateLoginProfile ZRL — 3> ZRUOHL T,

I—H—ONAT—REZEETSIZIE (AWS API)

1. (FA723aV)1—HY—DPNATD—RZHF>TVBINESHERER T BICIE. GetlLoginProfile 7
RL—=23a>ZHUOPHLET,

2. NAD—REZETSICIE. UpdateLoginProfile #RL —2 3> #HUOHLET,
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https://docs.aws.amazon.com/cli/latest/reference/iam/list-user-policies.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-user-policy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetLoginProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateLoginProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetLoginProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateLoginProfile.html
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I—H¥—0/NAT— RZHIBR (BR1L) 351 (AWS API)

1. (723 1—H—HFNAT—REF >TVWEIHLESHZHERTBICIE. GetLoginProfile _
NRZEITLETD,

2. (A72AaV)NATV—RZHEFEALLZBNZRETSICE. GetUser AN REEITLET,

3. NAD—RZHIBRTSICIE, DeleteLoginProfile N> RZETLET,

/A Important
I—H—ONAD—RZHIRTDE, I—HF—RF AWSYIXIX RO Y=)I IZHA Y
AVTEBRLKBYES, I —HNTFIOTATBTIVEAF—EFE >TVBREHEE, ThSD
F—E5|EHZBMT,. AWS CLI, Tools for Windows PowerShell, £k AWS API B ¥ e
UCHUTERATEET, AWS CLI, Tools for Windows PowerShell, F 7k AWS API % £
LTA—H—Z AWS TAHIY KN P SHIRTRHBE, ETOFARL—aEEALTN
AD—REZYHBRTDIHBENHYE T, SFHICOVTIE, TIAM I—H—0HIBR (AWS CLI),
ZSRBRLTLSEETY,

BELERERYAIICI—Y—0F7 07475802V —)Lty>3a>zEBYETICE (AWS AP

1. BEUVEBBIVYEIICIAM A—Y—0F70T4 7832V —ILty>a>veBmYETA2 T4
VRV —ZBHIACICRE., UTOA2TA2R)S—2FRALTROON REETLET:
PutUserPolicy

CDAVTAVRID—RBIXNTOT VAT T ZEBL., aws:TokenIssueTime &4+ —
BEXRET, AVTAVR)S—0 Condition BEETREENERELYFIIC, 1—H—07
D747 B8AV=ItEy>arERY)ELET, aws:TokenIssueTime £HF—DEE,
MEOEICEEBRATSEZV,

JSON

{
"Version":"2012-10-17",

"Statement": {
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {

I—H—NAT—R 252


https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetLoginProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetUser.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteLoginProfile.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_PutUserPolicy.html
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"DateLessThan": {
"aws:TokenIssueTime": "2014-05-07T23:47:00Z"
}
}
}
}

2. (A723a)IAMI—HY—ICBOIAEFNTVRA T4 VRV —0OBEZE)ARNTBICE, K
DN R&EZETULET: ListUserPolicies

3. (A72aV)IAMA—H—ICEBHIAFEFNTVRBENFES T4 RIS—ERRTDICEK, X
DN REEITLET: GetUserPolicy

IAM A—Y—ICBZONADT—REEZFATS

(@ Note

7IFL—>3a>IDEE>I—Y—E. D7ONAE—HNESELE7O0LAZFERAL T/
AD—REZLZELET, RANTSU9F1RELT, ABOI—H—F—ENERHIER%E
FRALTAWS ICTIEARATAICKE. D7ONAE—EDOT7IFL—>a > 0EREMSEAE
LEY,

IAM A—H—IC, AWSXEXIZXV ROV —=INICHA A2V TREHODNAT—RZEETEIT Y
EAFAZFRNETEERT, CNICEUTO2 DOFENHBYET,

« FHIORDIXNTO IAM A—H—NBDONATV—REZETEDLSICLET,
« BRUL IAM A—HY—EGHFEPONRI—REZETERLSILET, COTFUATH,
FTARNTCODI—H—HNEEONAD—REZZESTSD A>3 28 WL, —FHOI—H—ICO&KT

DEAHFATERFETE IAMARIS—2FERALET, COFETER., I—F—EFF8D/NAT—R
E, BEIISUTEHOT VAT —BEQMORIEREZLEETEET,

/A Important
IAM 1—H =A@ O B/NAT—RZERTEIEERDDHDARLNAT—RRI—%&EE
ETRELZHEBHLET,
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListUserPolicies.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetUserPolicy.html
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IANTOIAMA—H—HFBETONAD—REZEETEDLDIZLET,

Console

1. AWSNXRIZXRNIAVY=IICHA242 LT, IAM 2 =)L https://
console.aws.amazon.com/iam/ ZH&E £ 7,
TETF—23RAVT[THAIRRE]| 27V I LET,
INAD—RARDD—1+E923>7T, wRE] ZERLET,
AABLNAT—RRIVS—ZFEATRICE. [NARL] ZERLET,

[A—Y—ICNAD—ROZEZFA) Z&RL, BEORTFIZIVYILET, chllLk
W, PAD2MOIXTOI—H—IC, TOI1—F—LEFICXT S iam:ChangePassword
793> & iam:GetAccountPasswordPolicy 792 a>oAOT VAN TEEhE
EP

6. NAD—RZZEIDLHOOROFIEZI—H—CRHELET: IAMI—HF-—HFEHZD/NA
J—ReZEIBH %

o A 0 DN

AWS CLI
RDIANY RZRITLET,

 aws iam update-account-password-policy

API

AWS YZIXROAY=IIL OHA AR —DDURLDIA VT ABRERTDICEK, UTO
ARL—2aaRUOHELET,

» UpdateAccountPasswordPolicy

BiREnE IAM1—H—HFB2ONAD—RZZEAEICTSICIE
Console

1. AWSNXZRIDXZRNIAY=ILIZHA4242 LT, IAM OV —)L https://
console.aws.amazon.com/iam/ ZBEZ £ 9,

2. FTET—23URAVT[TPAIRRE]| 27V I LET,
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https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
https://docs.aws.amazon.com/cli/latest/reference/iam/update-account-password-policy.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateAccountPasswordPolicy.html
https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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3.

[INAD—RARV—1+€0>23>T, [A—H—ICNAT—ROZEZHFT] MBRE TV
BWIEEBRELET, COFIVIRYIDANFAICE>TVWERHE, IXTHOI1—H—
FEIONAD—RZZEETEET, (AOFIEESE),
NAD—ROZEENFUAESNTVRIMEN BB I —HF—2ERXLET (FEEELTLAEL
BE). FHMICIOVTE, TAWST7HIUUKN TIAMII—H—%ERTS, 2SBLTLEE
Wo

(F72a ) Ba0NATD—ROZEEEFATHI—H—ICRLTIAM T I —7&ERKL .
TOIN—=TICHOATY 701 ——2EMLET, FHICOVWTE., TIAM 1—H%—J
=71 B#BSBLTLIEEL,

BLTORIVS—%2T)—TI1CEIVYUTET FHMICOVTE., TIAMARIS —%2EETD, %
SBLTLEEL,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:GetAccountPasswordPolicy",
"Resource": "*"
},
{
"Effect": "Allow",
"Action": "iam:ChangePasswoxd",
"Resource": "arn:aws:iam::*:usex/${aws:username}"
}
]
}

DR —Tk, 1——IZ ChangePassword (/N\ATD—ROEE) T O>3Ia>AOTF Y
EAZFFALT, OV —JL. AWS CLI, Tools for Windows PowerShell, £k API » 5
BADODNAD—ROAZEEETEDELSICLET, £/, GetAccountPasswordPolicy 7 ¥
SAVANDTIEAEERELET, Chickl), I—H—RFBEODNADT—RRU—%
RRTEET, COTVEAFAR, I—H—HNF [ NAT—ROZEBE|R—=STTHIVH
NAD—RRVS—ZRRTEDRDICTIEDICHMETT, TECALE/NAT—RARY
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_ChangePassword.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccountPasswordPolicy.html
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D—NEHEBREICHLLTVARRSICTRLEHIC, I—F—RBBREO/NAD—RKRD I —
DFHEAIBYFHFAETNhTVDIRBENF HYET,

7. NAD—RZZETDLEHOOROFIEZI—H—ICRHLEFT IAM I —H—HFBH0D/VA
J)—RZZEITDHZE

FAAEER
AL EWMOEEDFMICOVTEE, ROMEY VZZRLTSEE,

s IAMIA—Y—ICBZONAT—REEZFHATID

AWS 0 I1—H—/NAT—R

IAMIA—H—RBOT ATV RNADT—RR)—%ZRETS
IAM RS —=2EETS

IAM A—H¥—AB2ONATV—RZZEEITDIFHE

IAM 1—HY—ABH2DODNAT—REZETDHE

IAM 1—H—ICB2ONAD—REZZETZDT7IVEAFINFTEEATVWEEES., 1—%—F AWS
NEIOADROADY =) OFBANBR—2EFEALTINZTSCENTEEXET, AWSCLI E£2EE
AWSAPI Z RT3 EETEEXT,

(N =R

o« MER TVt AHH

s IAMOA—YHY—BEBILKD/NAD—ROZEEALRZE (DAY —))

« IAMI—YH—BEBIZ&D/NAT—ROEFESE (AWS CLI £=& AWS API)

BEBT I AHT

IAM A—H—O/NAT—REZZEEITBICE,. XKORIZ—HASOT IV EAHFANFBETT: AWS:
IAMIA—H—A [EF21 VT AFEABHRIR—STEHFOOAV Y —IINAT—REZZEETED LS IC
LEY,

IAM 1—H—BHICLBD/NAD—ROEERZE (VY -—I)

LTOFETE, IAIMI—H—AAWSIYZIXY NIV - Z2EALTHSONAD—RZZE
B¥2HECODVWTHALET,

I—H—NAT—R 256
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IAM 1—H—BEO/NAD—REZZETDICE (OAYV—I)

1. AWSTAIURNIDREBRTHAIRIAVTA, IAMA—H—&, BFLTFNAD—RZEH
LTIAM OV =LA A2 LET,

(® Note

FEEDLESD, AWS HA A R=D, 7T cookie ZFERAL T IAM 1—H—F
ETHIMNEBREREBLET, UEIICBIOI—H—&LTHA A LECEN DD
BERF. R=SOTHICHBBIOTHIRNIB A4 BIRL, X401
AIOR=DICRYET, TIHS, AWSTHIVRNIDEERTHIRNIAUT A%
ABLT, FHAIDRO IAM 1= —HB A A R=DIZVAALIVRNENDKRSICT
BDLENTEET,

AWS PHIOUNTAHDIYNIDOREBICOVTR, EBECHBAVELESEZL,

2. BLOFETF—>3aN—TE7OI—Y—FZEIRL. %L T [Security credentials] (¥ 1
)7 1 REEE ) 2 BIRLE T,

Account ID: 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

3. [AWS IAM BRFHEH] 2 7 T, [NAT—RZZF] 2 BRLE T,

4. [Current password (RED/NAT—R) ICRED/NAT—RZABDLET, [New password (¥
LWINRD—R)]RY JAE KU [Confirm new password (1L W/INAD—ROER) Ry VR
ICHLWNAD—RZABDLET, TOE, [NAT—RZEH 2 BRLE T,

I—H—NAT—R 257


https://console.aws.amazon.com/iam
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® Note
FLWOWANRDT—RE, FHIRONAT—RRIS—OE#ZF L TVWBIRBENH
WET, FMlEICOVWTE., "TIAMI—Y—AOT7HI MNNARADT—RRUS—ZFRET
%, EBBLTLEE,

IAM 1—H—BEIC&B/NAT— ROEZESE (AWS CLI £ AWS API)

LUTOFIETIE. IAM1—%—H AWSCLI £l AWSAPI 2FEHAL TEHEOD/NATD—RE2ZLET
BDHFECODVTEHHALET,

BEDOIAMNAD—RZZEEIZICE. UTZEALEXT,

* AWS CLI: aws iam change-password
« AWS APIl:.ChangePassword

IAM A—H—DOT7 7 tAFx—%2EEL XY,

/A Important
RARNTZO0T 1 AR, POERAF—OLS BRANZIIEREERNTEOTREEL, IAM
O—LBED—BNEEF 1T FAEREFEATAIETT., TIOEAF—ZEHRTS
B, RENBT IV EAF—ORBREEFIALTEZ W,

TOEAFxF—E&, IAMA—H—FLFEAWS T7HOMOII—bI1—HY— ORBANBEEREIIEHRT
T, PUEAF—#HEAL T, AWS CLI & AWS API (BE#EE - d AWS SDK ##/) o704
SLATVIOITANIBRITDCENTEEXRT, FHFHICOVWTE., "TAWS EF1 )T 1 FREHEHRZE
BLTZOYSLATT AT, #88RLTEEL,

TOtEAF—&, 7Ot AF—ID (fl: AKIAIOSFODNN7EXAMPLE) £ —OL Y RF O AF— (Hl:
wJalrXUtnFEMI/K7MDENG/bPxRFfiCYEXAMPLEKEY) ® 2 D THEREENTVWET, VIVIANER
ATRDLEHIC, TIVEAF—IDE—VJLYRNT IO EAF—OREZ2EATIXENHBYVET,

TOEAF—RTZERTIHER., TIEAF—IDEI—ILY NT IO EAF—ZLLBEMIC
RELXT, VLY RTIOEARF—B, F—EREBLOIMETERT., >—JLYRNTIEA

TOEAF—%2EETS 258


https://docs.aws.amazon.com/cli/latest/reference/iam/change-password.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ChangePassword.html
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F—EHARLIEBERE. TOTIEAF—ZHIRL, MLERTILEN SV ET. FHBEFIEC
DVWTR, "T7O0EAF—%ZE#HIT2, 25RLTLEE L,

TORBAF—RBRI——ZEICRBRR2ODEXTHOZENTEXT,

/A Important

TOERAF—Z2HEODIAMA—H =&, 7HAOROEFIVFTAVARVEBYET, 7Ot
AF—ZREICEELET, THIOV LB FZHEIDLOTH>TE, TI/EAF—%
RATNTVEVWHBECRHELEVWTSEZVY, BRETIE, BE=FEFTHIY MADK
BRNBT IO EAZRBIZHENHY)ET,

TOERAF—ZHATIHERE. ROKUIZFELTEEL,

s POERBAF—ZERTIRIC. THIY MO —RRAFEHREZFEALBZVWTEE L,
T70Tr—=2a32>7 74 NCT 0 EAF—PREARRERFELZVTIEEZL,

s TOPTIORNEEIET 7R F—XRABRESC T 7ML Z2OBVTSEE L,

s HEAWS FBABEHM7 7 A LICREENATVRT IV EAF—F - EFEREREE. 7L—>
THFARNTREEIET,

TRV TOHRER

TOEAF—ZERL E:

« AWS CloudTraill 2L TT7 V9 EAF—OFEARREE XV >JL, FEBTIVEAETER
HUET, FHMICOVWTIEE., TAWS CloudTrail IZ2& % IAM B LTV AWS STS @ API J—)LoO%

iR, Z2SBLTLSEE,

s TORLADERZEREICEHNT S CloudWatch 75 —A%ZREL, BEOHDTIT1ET1 %
BRHETZEDRSICLET, FHMICOVWTIE, "Amazon CloudWatch 1—H'—7H4 R, #288BL T
<EZL,

s BREIZRHUT, PVEAF—Z2EHMWIC . EE. HIBRLET,

UTOREYOTR, TOEARAF—ICEETHIEERXATICOVWTHLLSHBALET,
Ky D

s ATAVR)D—% IAMIA—Y—ICT7RYFULTTIVEAF—OERZFIHTS
s POELAF—%=EEHITHLOICHERTIVEAFEFA

TOEAF—%2EETS 259


https://docs.aws.amazon.com/general/latest/gr/acct-identifiers.html
https://docs.aws.amazon.com/AmazonCloudWatch/latest/monitoring/
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« IAMA—Y—HFMEOT I EAF—ZEEITIHE

o IAM EBEN IAMIA—Y—TIOtAFX—%2EEITDHE

s FOEAFX—ZEHID

« POEAX—ZRETD

A2ZA42RIS =2 IAMA—H—CTRYFLTIT7 IV ELAF—OERAZHETS

RANTZOT74RELT, D—270—RBFIAMO—)ZH 2 — RN EFRILEHREFEAL TAWS (IC
TOERATREZHBOLET, TIOEAF—ZH DI IAMI—H—ICE, FNMHET I EAZE
WET, ZEZRFGE (MFA) ZBMICIRZENBYET, IAMO-JLO5EZFICETREFMICD
WT., "TO-ILZ5|EZF2LH0RESLZE ZZRBLTKEZL,

EEL, Y—EAOBEHLXZOMOESHN AT —RT—AOEBESEITFANEERKL., TUOEAR
F—EZEODIAMI—Y—%2FALTO—V0—REEZTITZEAEF. RU—FH%2FHL T IAM
A—HY—REMEHRANDT IO A ZESICHIRERTRE2H#MOLET,

CORSBERATIE, BEL LRZIREICFAERZHRINICTDIHRAERI S —ZEXKTS
B, REBRYRND—IOHSD—UO0—-—RZRITLTVWRBERE, IPHRRVS—ZFEATESR
9o

CNSDIA—AT—AOWMAT, PTVERAF—ZHEOIDIAMA—HF—ICT7RYFENA2VTA2R
Vo —%ZHERATEEXT,

IAM 1—H—OHRFERIS —Z2RETBICIE

1. AWSI R X ROAVY—=ILN IEHA42 42 LT, IAM 02V —)L https://
console.aws.amazon.com/iam/ ZBEZ £ 9,

2. FETF—23URA2T, [A—Y -] ZERL, BRI -AT—-A0I—H¥—Z&ERL T,
A—H—ZFREERLTVWEVWERE, CCTI—H—DERANTEXRT,

I—H—0 [FH| R—HBESOT, [TIOEAHFA 2T 2BRLET,
[72EAZEFAORM, [154RIS—0ER] OIEICBRLET,
[RUS—TIF4 K] £233>T, [JSON] 2BIRLTJISON IF A 2EERLET,

JSONIF 12T, ROKRIS—%AHL., aws:CurrentTime R4 LARXR T DEZBHD
EVWHRINOBRFICEEHRIET,

o o ~ w
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JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Deny",
llActionll: ll*",
"Resource": "*",

"Condition": {
"DateGreaterThan": {
"aws:CurrentTime": "2025-03-01T00:12:00Z"
}
}
}
]
}

ORI —I&, Deny IRZFEAL T, BEETNLEAFRUBROIXNTOU Y —RICHTEHI TN
TOT7o>a z4PBRLET, DateGreaterThan £k, BEOBLIERELEZSMLAR
U7 ELEBLET,

DRAN] 2 BIRL T [EREER] R—JICEALART, RU—OFMT, [RUZ—FB]ICRDS—
DEMZANL, RV —DOEK] ZERLEXT,

RUD—pEREh2E, I—H—0 [TV EAFA RTLRTENETT, REORZANF RIS —
TEEENEBZIUECIZZE, - AWS UY—RIIT IV EATERLLBZYET, Ch50
TOEAF—ICERELEEWHRZD—IO0—-RERBLCHXTEHL TEETL,

IAM 1—%'—0 IP HIRKRI>—ZRETBICE

1.

AWS X ZXD X NAVY—=IL IZHA4 242 L T, IAM 32V =)l https://
console.aws.amazon.com/iam/ ZHEZ £ 9,

FTES—23aRAT, [A——]1ZBRL, Z2BXYNIT—IHS8D—V0O0—RZETYT
21— —%BRLET, I——&2FEERLTVEVEESR., CZTI—H—0OERNTE
9,

I—H—0 [FH R—HBESOT, [TIOEAHFA 2T 2BRLET,

TOEAF—%2EETS 261
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4. [POERAEFTDEM, [1>F42RIS—OER] DIEISERLET,

5. [RUS—IF4R]to>3>T, [JSON] 2#IRLTISONIF 1 2ERRLET,

6. XDIAMARUS—% JSONIF /4 RICIE—L, NTUY D IPv4 £k IPv6 P RLA, &
FEBEEXECSUTEELET, BEONTUY I IP T RLAERRET S, hitps://

checkip.amazonaws.com ZEATEEX T, ATV 1RkELZEALT, XD IP7RLAE
FEIPPRLANEBEZIEETEET, FMICODVWTIEE., Taws:Sourcelpy ZZRL T EE

Wo
® Note
IP7 KL AW VPN £ 7AFIH—/N—IC& > TEBLEATEEY EE A
JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Sid":"IpRestrictionIAMPolicyFoxrIAMUser",
"Effect": "Deny",

"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:SourceIp": [
"203.0.113.0/24",
"2001:DB8:1234:5678:: /64",
"203.0.114.1"
]
},
"BoolIfExists": {
"aws:ViaAWSService": "false"
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https://checkip.amazonaws.com/

AWS ldentity and Access Management I—%—HA KR

CORIVZ—OHITE, VIITARY (CDRZRRETEEENL) XY ND—D
F203.0.113.0/241 . 72001:DB8:1234:5678::/64.1 . F£I=Z@F4HFED IP 7 KL A 7203.0.114.1,
PEORELIEBEZRE, CORVI—NFERAENELIAMI—F—OT IV EAF—OFEAZIE
BLET,

7. [RN]ZBRLU T [BREERR—DICHEAZXTT, RU—OFHMET, [RUZ—R]ICKRD > —
DEBMZEADL, [RUD—DER] Z2BIRLET,

RUS—HNEREhDE, I—H—0O [TIOERAHFA 2T ICRRENET,

Z MR < —% AWS Organizations DEHDO AWS 7 HU Y RTH—ERO> NO—JLRV

S —(SCP) E LTHATBHLETELTH, CORUY—RATF—RXYRNEZD SCP O
WREBDAWS FTHUNAD IAM I—F—ICOHKBERAETNDRSICT D -HDOEMEZFH
aws:PrincipalArn 2R TR ELEEZBHOLET, KORIVI—IZFE, TOEFHNEEATVE
9,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IpRestrictionServiceControlPolicyForIAMUsers",
"Effect": "Deny",
"Action": "*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:SourceIp": [
"203.0.113.0/24",
"2001:DB8:1234:5678::/64",

"203.0.114.1"

]
}I
"BoolIfExists": {

"aws:ViaAWSService": "false"
},
"ArnLike": {

"aws:PrincipalAxn": "arn:aws:iam::*:user/*"
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TIOEAFXF—ZEBITROICHERT IV EAFA

(@ Note

iam:TagUser &, 7O LAFXF—OHBZEMERTHBETHLOOATIa>oF7 oA
FAITY, FHMAICOVTE., IAMI—H—ICZTFTT2ZSRBLTIEEL,

IAM I—H—DOT VEAF—ZERTBICE. RORV—OTF IV EAHFANBETT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "CreateOwnAccessKeys",
"Effect": "Allow",
"Action": [
"iam:CreateAccessKey",
"iam:GetUser",
"iam:ListAccessKeys",
"iam:TagUsex"
1,

"Resource": "arn:aws:iam::*:usexr/${aws:username}"

IAMA—H—OT VEAF—2EHITDICE. RORIZ—OT VL AFANFBETY,
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JSON

"Version":"2012-10-17",

"Statement": [
{

"Sid": "ManageOwnAccessKeys",

"Effect":
"Action":
"iam:

"iam:
:GetUserx",
"iam:

lam

"iam:

1,

ilam:

ilam:

"Allow",

[
CreateAccessKey",
DeleteAccessKey",
GetAccessKeylLastUsed",

ListAccessKeys",
UpdateAccessKey",
TagUser"

"Resource": "arn:aws:iam::*:usex/${aws:username}"”

IAM A—H—AMB0T7 0t AXF—%2EEBITDHE

IAM EEER., "TIOtEAF—

ZEBEIDEDICHERT VLA THATNTVWIRYSD —

EVRYFIHIET, PULAF—2BACERTBLHOT UV EAHTE IAM 1—F— 5T

EFXT,

CNSDT I EAFAICKY),

IAM A—H—GFXOFIREzEALT, - —BICHEEFTFSNI

TORAF—%ER. TOT 171, T OT 171, BIRTEET,

(N =Xy

s BTV EAF—Z#ERTSZ (A Y-))

s TOEAF—%HTIOT14714T3 (O V—))

c TORAF—%TOT14743% (A2 V-))

« TOEAF—%HIEIZ (O V—))

TOEAF—%2EETS
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BOOT7OEAF—ZEXTSZ (A2VY-I)

BYBET IV EAHFAFNNEEIATVRHERRE. AWSYRIXY NIV Y - EZFALTEZOT D
EAF—ZERTEEXT,

BODOT7IVEAF—ZEXTRICE (TY—)L)

1. AWSTAIURNIDREBRTHAIRIAVTA, IAMA—H—&, BLTFNAD—RZEH
LTIAM OV =IIEHA2 A2 LET,

® Note

FEHEDESDH, AWS A2 A R—=DF, 7T cookie ZFERL T IAM 1—H%—F
ETHIOVNERETELET, UHICBIOI—Y—&LTHA A/ LEZEN DD
BEE, R=DOTHICHBBIOTHIDNCHA A 1EEIRL, X420 H 1>

AR=DICRVET, TNHS, AWSTHIRNIDERERTHODNIAVT R %E
ABLT, FHAODVRMDO IAM A—H—HBA A R=DICVRALIRENDELSICT
BDCENTEERT,

AWS TAHIUNTAIUNID ORBIEOVWTR, BEEFICHBLVEDESEZL,

2. BLOFETS—>3aUN—TEZ7OI—H—FZBIRL, %\ T [Security credentials] (Z¥F 1
)7 1 FBEEEH) 2 BRLE T,

Account ID:; 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role
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3. [Access keys (F7tAF¥—) 93> T, [Create access key (7 7 EAF—%&ER)] Zi&IR
LET. BRIC2 D07V EAF—HDHD5E, CORZVEEMCEDLEH, ILLT7IVER
F—ZERTDHEIC, BIOT IV EAF—%ZHIBRITDVEN HYET,

4. [Access key best practices & alternatives] (7 7 ZAF—ORARNTZ 0T 1 AEREBHFE) R—
0T, WROI—AT—RAZERL, RENET IV EAF—0OEREETDDICKIDOTOM
0)7.|'7 DAVERRBELET, KARELTIA—AT—ARLLT IV EAF—HIRBELEEZASNDES

(&. [Other] (Z Mfb), [Next] (XN) DJEICEIRLET,

5. (A72aV)TIOEAFXF—OFRPBRITIEEZRELET. chlcky), RITOF—ELEORT
AAM I—H—ICRHUEMENhET, BT, 7IOEAF—ZBEIL., EMITIRICCOREL
BIABET, RTF—ICE@F, FOELAF—IDAREETIhET, 2TEICE,. AHLETIVER
F—OFANREENET, TT LS, [Create access key] (F 7 EAF—%ER) ZiBIRL F
¥,

6. [Retrieve access keys] (7 7 2 AF—NOEE) R—2 T, [Show] (k7)) ZERLTI—H¥—0
=LY RKNTOEAF—DEEZEXRRTSH, [Download .csvfile] (csv 77 /) &2F 0> 0O—
R) ZBIRLET, chiE— LY RTIELAF—ZREFITDE—OELTT, >—IL Y
TORAF—ZRELBBFICREL LS, [Done] (7)) ZEIRLET,

TORAF—%FTUOT1471TS (A2 VY-))

BYBET IV EAHFAFNNEEIATVRHERRE. AWSYZRIXY NIV Y - ZFALTEZOT D
EAF—ZITOT1TILTEET,

TOELAF—2EEMCTDICIE

1. AWSTAIURNIDREBRTAIRIAVTA, IAMIA—H—&, 8LTFNAD—RZEH
LTIAM O V=LA A2 LET,

® Note

FEHDESDH, AWS A2 A R—=DF, 7T cookie ZFERAL T IAM 1—H%—F
ETHIMNERZREBLET, UFTCRHOI—H—LTHA 1L e Hd
BEE, R=DOTHICHB[BIOTHIDNCHA A EIRL, X420H 1>

AR=DICRVET, THS, AWSTHIORNIDEREFTHODRIAVTAR%E
ABLT, PHOV RO IAM 11— b‘ A AR=DICURALIRENDRSICT
BDCENTEERT,
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AWS THOUKNTAHIKNIDOBBICOVWTR, BEEEICHSBALEDESLEZL,

2. BLOFETS—>3aUN—TEZ7OI—H—FZBEIRL, %L T [Security credentials] (z¥F 1
)7 1 FBEEEH) 2 BRLE T,

Account ID:; 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

3. [Accesskeys|7 VtEAFxF—t0U2 3> T, BUIITHE—ZRIRL. [Actions] (723
~). [Deactivate] (E%i{t) DIEICBIRL FF, MREERODI AV E—IHFRREhES,
[Deactivate (#&%h1t)] ZBIRLET. T IVT A THENET VERAF -, 22070 1ER
F—OFHRICHAT RENFET,

TORAF—2T70T714749% AV V—))

BYBT IV EAHFAFIMNEEATVEHEER. AWSYZXIOXY ROV - Z2FEALTEZOT D
CRAF—ETUVT17ILTEEXT,

TOERAF—Z2BMITRICE

1. AWSTAIDURNIDRERTHAIRIAITA, IAMA—H—&, 8FLTFNAD—RZEH
LTIAM OV —IIEHA2 A2 LET,
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® Note

FEHEDESDH, AWS A2 A R—=DF, 7T cookie ZFERAL T IAM 1—H%—F
ETHIVNERETELET, UHICBIOI—Y—&LTHA A/ LEZEN DD
BEE, R=DOTHICHB[BIOTHIDNCHA A EIRL, X401

AR=DICRVET, TNHS, AWSTHIRNIDERERTHODNIAVT R %E
ABLT, FAODRMDO IAM A—H—HBA A R=DICVRALIRENDELSICT
BDCENTEERT,

AWS PHIUNTAHVNIDOBEBIEOVWTR, BEBEECHSBAVELESEZL,

2. BLOFETS—>3aUN—TEZ7OI—H—FZBIRL, %L T [Security credentials] (Z¥F 1
)7 1 FBEEEH) 2 BRLE T,

Account ID: 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

3. [Accesskeys] (FOAF—)t0>3a>T, BMMITHF—ZEFIRL, [Actions] (7> 3
>). [Activate] (BX{t) OIEIZERL £T,

TOEAF—%ZHIKRIS (A>VY—))

BTV EAHFAFINEEATVRHEER. AWSYZXIXY ROV - ZFEALTEZOT D
EAX—ZHIRTEEXT,
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FEICB2ET VAT —ZHIBRITSICE

1. AWSTAIURNIDREBRTHAIRIAVTA, IAMA—H—&, BFLTFNAD—RZEH
LTIAM OV =LA A2 LET,

® Note

FEHDESDH, AWS A2 A R—=DF, 7T cookie ZFERAL T IAM 1—H%—F
ETHIUNERETELET, UHICBIOI—Y—&LTHA A/ LEZEN DD
BEE, R=DOTHICHBBIOTHIDNCHA A EEIRL, X420 H 1>

AR=DICRVET, TNHS, AWSTHIRNIDERERTHODNIAVT R %E
ABLT, FHAODVRMDO IAM A—H—HB A A R=DICVRALIRENDELSICT
BDCENTEZERT,

AWS TAHIUNTAIUNID ORBIEOVWTR, EEFICHBLVEDESEZL,

2. BLOFETS—>3aUN—TEZ7OI—H—FZBIRL, %L T [Security credentials] (z¥F 1
)7 1 FBEEEH) 2 BRLE T,

Account ID:; 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

3. [Accesskeys] (FOtAF¥—) 10> 3a>7T, HIRTDF—ZBRL. [Actions] (7 V>3
~). [Delete] (HIBR)DIEICEBIRLET, XA FTOTDIBRICH 2 T, £ [Deactivate] (FEx1L)
ZLTHS, HIRTZDCEEBRLET, PIVEAF—Z2XELICHIBRTSHIC, TOEAF—N
FAEATVWRVCEZRFEIDEEZHEOLET,
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IAM EEEAN IAM 11— —T7 IV AFXF—2EEI D HE

IAM BEEEF, B<0IAM1—Y—ICEAERTSNETIOEAF—%ER. 7OT171. kT2
FA471., BIRTEET, £h. FO0RAF—%2E27HTOMNOIAM I —H%—%—8XRRL, 4
EOT IV AF—%2FEO2AMI1—H—%2EDOH3EETEET,

NEY D

IAM 1—H—0OT7 7 tAF—ZERTRICE
IAM1—H—QLEHICTIERF—%2FTI0T17LTBICE
IAM 1—HY—0QLEDICT I ERF—2TIT17{LT2ICE

IAM 1—H—0LHICTIVEAF—%HIKRTDICE

IAM 1—%—0QT7 IV EAF—Z2—ERTIDICE
IAM1—H—0OF7 IV EAF—Z—BRTITDICE
TFHIORADQI—F—DIXTOTFTIELAF—IDZRRITDICE
TOEAF—IDZFEALTI—HY—2Z2KREIDICE
TOEAF¥— D ORFOFERARREHERT DI

IAMA—H—OT VEAF—2ERTDICE

Console

1.

AWS X ZD X NAVY—=NICHA2 42 LT, IAMO2 Y —)LZBEE KT hitps://
console.aws.amazon.com/iam/,

FTES =23 RAL2T [Users (1—H—)] ZBIRLFT,
I—H—FAR—D A< ICEK, I——8B%ZBRLET,
[EF2VFTARBIABR|ZTO[FTIOEAF—112I23>7T, [T7EAF—DOER] &&IR
LET,

COREUNBEDLENTVRHEEF. FILLF—ZERTIEIC. BFEOF—OLVTIAH
ZHIBRT A HENDYVET,

[Access key best practices & alternatives] (7 7V EAF—ORARNTZ V0T 1 AERER)
R=IT, RANT ST A1 AERBRZRRELET, 1—AT—AZERL T, RENE
TOEAF—OERZEBITDDICKII>MOAT I 2#HRBLET,

HMARELTIA—ART—AILT IV EAF—HDIRBELEEEZEZSNhDEEEF. [Other] (FD
), [Next] OXN\) OJEICEIRL ET,
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7. (AT723V)BARITORE|R—IT, PIERAF-ICHARTZEML T, 7I7EA
F—DEHFICRIUTEDCENTEXRT, [TIVEAF—ZEHK] ZBRLET,

8. [Retrieve access key] (7 7 EAF—NOEIE) XR— T, [Show] (R7R) Z&ERL, 1—H%—0
S—UOLYRNTFIVEAF—DEZRRLET,

9. FUVERBAF—IDEI—VLYRNTIUVEARAF—%, CHEAOIVEI—XORLEBEFIC
.csv 774 ELTRETSICIE. [Download .csvfile] (csv 77 A IR DO—R) %
BIRLET,

/A Important

HUKERLET IV EAF—2RFELRIIDVO-—RTEZIORIOEELETTH
W, BRIBCERTERREA,. TOEARF—ZZ2ICRFLTSEZ L,

A—H—RAOTI7EAF—ERE., F—RTFEFT7AINTENREICE>TVEZOT, RRD
1Y —@FI<ICF—RT7E2FEHATEZETT,

AWS CLI
RDIANY RZERITLERT,

 aws iam create-access-key

API
TOARL—a v EaEFOELET,

* CreateAccessKey

IAM 1—%—0rHICT IV EARAFXF—%FTIOT17HLTDIZE

Console

1. AWSNXZXIXVRNIOAY—=NICHA2 4L T, IAMO2YV—I)LZRE £ https://
console.aws.amazon.com/iam/.

2. FTES—23URA2T[Users (A1—H—)] ZRBIRLFT,
3. A1—H¥—FR—EREICEK, I—Y—FBEBIRLET,
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4. [EFIVTAZABR 270 [TORAF—|€I232T, (T3> ROAYTEIY
XZa1—%EBRU., ETIT 171 EBRLET,

5. BE7OTATUNFATOATRY VAT [T IT 171 Z8RLT, TOERARAF—%EKT
DT147TBEEE2BELET,

TOEAF—RFTFTIOT174TDE, API O THEATERLSAEYET, BDEICIHSUT, B
EF70F17{TEET,

AWS CL
RDIANY RZERITLET,

 aws iam update-access-key

API
RDARL =232 ERPHELET,

* UpdateAccessKey

IAM 1—H—0EOICTIEAF—%2T7 0T 147{LT3IC
Console

1. AWSNZXIXVRNIOAY—=NICHA242L T, IAMO2YV—I)LZRE T https://
console.aws.amazon.com/iam/.

2. FEH—23rRA2T[Users (1—H—) ZBRLET,
A—H—FR—2ZBEKICE, I—HY—8BZBRLET,

4. [EF2VFARABER 27O [7O0RARF—2OV>a>vT, [Fo>aRAYTIHAIY
XZ1—%BRL, [FTOT171] Z2BRLET,

TFOEAF—BTIOT147TDE, API - TEHERTEDLSICRYET, BEICKHLUT,
BEFXRT7IT17ILTEET,

AWS CLI
RDIANY RZERITLET,

 aws iam update-access-key
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API

ROARL—2a>vaEFUOHELET,

» UpdateAccessKey

IAM 1—H—0LEOHICT I AT —Z2HIBRTSICIE
TFOCAF—N,ETOT1T{LEE, FEICE>ESHIBLET,
Console
1. AWSNZXIXZRNAY=NIZHAL4242L T, IAMO2Y—=)LZFR& £ T hitps://
console.aws.amazon.com/iam/.
2. FTES—23URA2T[Users (A1—H—)] ZRBIRLFT,
3. 1—Y—§R—>2alE<KICE,. I—Y—B%28RLET,
4. [EFIVTFARBIABR 270 [FOEARF—11023a>T, PUOEARF—%2FkTIOT47
(B LEHD[T7o2aV] ROVFIEIOAZ1I—%FRL, [HIR] ZBIRLET,
5. [HIRIZATAOTRY VAT, TFANAITA=ILRICTIOEAF—IDZAHL, [HIBR]
BIBIRLT, 79 AFX—%2HIRID_EEBEELET,

TORAF—Z2HIBRTDE, BRTEREA,
AWS CLI

ROIX RZERITLET,

« aws iam delete-access-key

API
ROARL—23> #FHUOHLET,

 DeleteAccessKey

IAMA—H—DOT VEAF—2-ERTIDICE

IAM 1—H—(CBEENTOSNETIOEAF—IDDIJANERRTEEXT,
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Console

1. AWSXZRI XD RNIAVY—=NICHA2A42 LT, IAMO2Y—)LZ2BEEXT hitps://
console.aws.amazon.com/iam/,

2. FTES—23URA2T[Users (A1—H—)] ZBRLET,
3. A—H¥—FHMR—JERKICEK, 1—Y—BEBIRLET,

4. [EFIVTAZABR 270 [TORARF—€232IC, A —OT IV EAF—H—
BERTRENKT,

FEIAMIA—H =G, 2 200T7 IV EAF—ZEFOIENTELRT,
AWS CL
RDIANY RZERITLET,

 aws iam list-access-keys

API
RDARL =232 ZHRTHELET,

 ListAccessKeys

IAM 1—H—OT7 9t AF—%2—ERRIDICE
IAM 1—H—I(CBEEN TS NETI9EAF—IDOUARNERRTEET,
Console

1. AWSXZRIXZRNIAVY—=NIZHA2 (42 LT, IAMO2 Y —)LZBEE KT hitps://
console.aws.amazon.com/iam/,

2. FTET—3URA2T[Users (A1—H—)] ZERLET,
3. 1—H¥—FHR—2EBEKICE, I—HY—B%8RLET,

4. [EF1VTAZABR 27O [TV EAF—|€I23VIE, RRENDEF—DAT—X
A28, I ¥—0OT70EAF— DN —EBERXRTREILZFET,
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® Note

A—Y—OFIOtEAF—IDDHENFRRENET, >—ILYRNTIOEAF—E.
F—ERREICOMNETEET,

HEIAMIA—H -G, 22007V EAF—ZHFOENTEFRT,
AWS CL

RODIX RZERITLET,

« aws iam list-access-keys

API
RDARL =232 ZHRTHELET,

 ListAccessKeys

THAONAQI—Y—DIXTOTIEAF—ID Z2RTTBICE

AWS PHIOY NADI—H—DT7 IV AF—IDDJARERRTEFRT,

Console
1. AWSXRIXRNIAVVY=INIEHA2A42LT, IAMO2Y—=)LZ2FEE X7 https:/
console.aws.amazon.com/iam/,
2. FTET—3URA2T[Users (1—H—)] ZEBRLET,
3. A—H¥—FlR—JzeR<ICR, I——BZBRLZET,
4. BEIIIBSUT, UTOFEZTV., [FTOEAF— D FE1—Y—FT—7ILICEMLET,

a. AWOT—7ILOLT, [RE] 74>
(ﬂ
ZERLET,

b. [RE|HATOIHKY VAN [FRTHEBFIEER] T, [FY2A*— D] 2HMICLE
¥
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c. [ ZEBRLT, I—F—DUANIRYET, VARNE#HEHh, PTIOEAF—ID
NEENDLDICKYET,
5. [FOEAF¥—IDIFICE, S7ILAF—OREE, ZTOHIC ID FRRENET (Active
- AKIAIOSFODNN7EXAMPLE. Inactive - AKIAI44QHSDHBEXAMPLE % &),

COEBEBALT, 1 DULOT I ERAF—EHEODI—H—DF I EAT— D ERTH &
FAE—TEET, COFOTIERAF—OEVWI—H—IZ, [-] EERENET,

(® Note
S=ULYRNTIERAF—, F—FAKICOHIEETEEXT,

ZEIAMIA—H—E, 2207V EAF—ZHOIENTEFT,

TOEAF— D Z2FALTIA—Y—Z2RETDICE
TOEAF—IDZ2FEALT, AWSTAHINADI—Y—ZRETERY,

Console

1. AWSNZXI X RIAVY—=IL Y4242 LT, IAM 2V =)l https://
console.aws.amazon.com/iam/ ZBEZ £ 9,

2. FEF—IaURALUOBRERY U RIC. AKIAI44QHBDHBEXAMPLE B ED [T 7 £ AF —
ID] ZABLET,

3. 7UOEAF—ID A FEENSHFSATVS IAM 1—H—HFF+ES—2a>oRSAVICRRENE
¥, 1—HY—5FlR—T <, I—"Y—8B8%28RLEFT,
TOEAF—ID OBFOERRRAEERT S ICE

TORAF—O&FMOEARRZE., IAMI—HF—R=20I—HF—UA M, I—HY—OFHER—
D, RAEHRL R—NIRTEIET,

Console

1. AWSNZXZ X RNIAVY—=N YL 42U T, IAM 2V =)L hitps://
console.aws.amazon.com/iam/ ZBZ £ 7,

2. A—Y%—VART., [RBRICEALET IV EAF -] JZ#EBLET,
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COHNFRTENBWVFEER, BRE] 743>
(% )
ZERL., [RRTESIZER] T [RRICEALETIVEAF-] ZHBMICLT, JFKRTE
ENBDRISICLET,

3. (AT72AV)FEF—2I3IURADO [TV EALR—N] T FRIAMEHRL R— ] ZFRL
T THIMNAOINTO IAM I—H—ICOVWTHRERICEALET IV EAF—0FEHRES
CLR—MZADO—-RLET,

4. (A72a)1—HY—0FHERRITSD IAM1——2RBRLET, BB V>3
. P72AF—ID, TORAT—FA, BLRORERICEALEERFIrEENET,

AWS CLI
RDIANY RZRITLET,

* aws jiam get-access-key-last-used

API
RODARL =23 ZHFHLET,

* GetAccessKeylLastUsed

TORBAFXF—ZEHMIS

EFIVFAORARNTZI9TARELT, IAMA—HF—OF IV EAFx—F. #EEN BT E
ERE, BELRWUTEFRITDLZHHOLET. IAMI—Y -, BEZERIfTEZHTY
2BE. BOOT IV EAF—2EHTEEXT,

BEOT7 7 EAF—Z2EH IR LOICERENSI—H—ICIAMA—YF—T IO AHFTZRETS
FECOWTE., TAWS: IAM I —H—# [EF I VT AFEABHM R—THIONAT—R, 77
TAF—, BRPSSHNT VY OF—ZEETERLSICLET) ZZRLTKEE W, T 7
NI RNCNADT—RARUD—ZBEBALT, IXTO IAM I—HF—IC/NATD—ROEFHFEEKRL,
TOHEERODEETEFRT, FMIEOVWTRE, "TAMIA—HF—AHOT7HIY RNAT—RR
)2 —%BETS1 ZZRLTLEEW,
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® Note

NEY D

=LY RNTIEAF—ZHRLIZBER. TOT IV EAF—ZHIBRL, HILEKTS
BEFBNES, >— LY RTIEAF—RG, F—EAKRICOKABBTERT., COFIE
BEITLT, BMRULET OV EAF—%2FT7IOT1474L. HLLRIABRICEEMAZ L
FTEXRY,

c IAMIA—H—TFIOECAF—0OEH AV -I)

- THUHEAF—OEF (AWS CLI)

T 7L AFX—DEH (AWS API)

IAM A—H—TO€EAFX—0EH (O V-))

AWS XZRIXRNAVY=II AEST IV EAF—ZEHTEXRT,

IAM 1—H—OTF 7V 5—2a> a2 FICT I RAF—2FHITZICEE (OV—I)

1. BHAIOT I EAF—HFTIOT147B3EIC. 2BEBOT7 IV AF—ZERLFT,

a.

AWS XRDXZ ROV =IL L4242 LT, IAM 2V —)L (https:/
console.aws.amazon.com/iam/) ZB&E £ 9,

FTES—23RAL2T [Users (1—H—)] ZBIRLE T,
HMROI—HF—FEBRL, [EF21VTARABER] X7 Z2BRLET,

[Access keys (F V2 AF¥—)] 292 32T, [Create access key (7 7z AF¥—Z4EMK)] &
BIRL F£9, [Access key best practices & alternatives] (F 7V EZAF—DRANTZ V9T 1 A
ERBR) R—T T, [Other] (F D), [Next] (;ﬂf\) DIEICERLET,

(A723a)TFIOEAF—OFARTICEEFREL COIAM 1—H—IZ&2TF*—LfE
DORTZEMLET, BT, TOEAF— E%EUL E%ﬁ@“%@t::d)‘“*b‘&_LSi@“o
BITFX—IZE, PTUVEAF—IDABREENET, RTEIZE. ABLETIVEZAF—0OFH
BANREENET, ET LS, [Create access key] (F UV EAF—%ER) ZiBRLET,

[Retrieve access keys] (7 7 ZAF—0DEE) XR—T T, [Show] (R7R) ZFIRL TI1—H—
N—OLYRNTOEAF—DEZRTT SN, [Download .csv file] (csv 77 1 ILEH D
O—R)ZBRLET, CchiEZ—ILYRTIEAF—2RETIH—-—DELTT,
=LY RNTIOEARF—ZLREBIFHICARELLZS, [Donel (ET) ZEBIRLET,
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ED

1.

A—HY—HAOT7 0 AF—ERE. F—RTFRETF7AINTEVRREIZZ>TWVWDDT,
HNROI—HF—RBFI<ICF—RT7E2FATEET, CORBRT, I—H—IZE 225077
FTATBTIORAF—HIHBYNET,

IXNTOTTVT—232EV - 2EHLTHLLWTIOEAF—ZHALET,

REHVWT V2 AF—0 [Last used] (BTEIER) 2L T, RO T IV ELAF—NERHBHE
SHZEEBELET, RICETHIIC, ARG > THASHVWTFIEAF—HNFERAEATVWSEHLES
W EBRITDEVSHENHYWET,

[Last used] (BTEIEA) OEHRT, ZVWF—HFFEAThLEEFFrZVIEEZRLTVTE, &
NOT IO EAF—2I<ICREBRLBEVCEESEBOHLET, KD VYIZ, [Actions] (F V<3
~). [Deactivate] (Exh{k) DIEIZEIRL, RIOT I EAF—ZEMLLET,
FLOWPIOERRAF—0&ZEZFERALT, PF7UT—23a 0 FEELTVWRHLAESH ZRREBLTLE
TV CORRT, TOTIVEAF—ZFXREFALTVBRY =X T7UTr—>32(F AWS U
V—AANT IV EATERBLLBEDNDT, BENFLEENET, TOLSBETITVIT—23 Y —
NEeRB o0 1HER. RUOT IV EAX—ZBEEMWIITRENTEERT, RIC, Step 34
CRY, FILLWF—2FERAITZEDICCOTT7Ir—>23a>z28HLET,

—EHEZSBLT, IXTOTFVIT—23 2 EV—IIAEHFENTVR L ZRAEL LR, &
HOT O EAF—%2HIBRTEXT,

a. AWSXNZRIX ROV IEHA4242LT, IAM 2V —)L (https://
console.aws.amazon.com/iam/) ZB& £,

b. FEY—23a2ARA2T[Users (1—H—)] ZBIRLET,

c. WROI—HY—FZBIRL, [EF21UT(FRAREHR 272 RBIRLET,

d. HIBRT BT I EAF—0 [Access keys] (F IV AF—) 0> 3> T, [Actions] (7 ¥
23 Z&RL., RIC [Delete] (HIRR) ZBIRLET. FATATOERICH>T, £F
[Deactivate] (FEXNL) Z1T2TH S, HIBRT D & EZBRELET,

TOEAXF—ZEFHETLGHIRTDMENF HHHPZHHITHICE (Ad>V-I)
AWS YR X RNOAVY—=N IZHA4 242 LT, IAM 32V =)L (https:/
console.aws.amazon.com/iam/) ZB& £,

FTES =23 RAL2T [Users (1—H—)] ZBIRLE T,

PBEIZHUT, UTFTOFIEZZERITL T [Access key age (TP IV EAF—0FE) %z 1—H—
FT—7IICEMULET,
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kg
[l
\:]
N
L
\I

a. AWOT—7IDOLT,
('I:l'
ZERLET,
b. [Manage Columns (5| &)] T. [Access key age (P EAF—DHE)] ZiBIRLET,
c. [Close (FAU%)] ZZBRL T, I—H—DUVAKNIRYZET,

[Access key age (7 VEAF—0OHE)] FICE,. REFVWTITATTIOERAF—HNERENT
PSBEBLEABARTENET, COBHREFEAL T, EFFLRHBROXEN BT IOEA
S EBOI—H—ERATEET. TOEAF—ORLVI—H—&. D51 [None (%5 L)]

ERTENET,

T AF—OEH (AWS CLI)

AWS Command Line Interface A 57 VL AF—%Z2EHTEE T,

77

1.

=2 arvEdREFICT IO ERAF—EEH TSI (AWS CLI)

BUOTIOEAF—HNTOTA7RBEBIC, 2BBOT7 VAT —%2BLET, cOF—E. 7
T7HIVRNTTOTATICRBNET, ROOXY REEITLET,

* aws iam create-access-key

CORRT, I—HY— LR 2207 ITATBRTIVEAF—HFHIET,
IRNTOTTVT—232eV - 2EHLTHLOLW T OEAF—ZHERALET,
RDAXY ReFEALTERIOT IV EAF—ANREBATATVWRI L ESH ZHFEL T T,

« aws iam get-access-key-last-used

FICHEDBIIC, HEEF > TASHVW T IVEAF—HNEHATNATVILESHEERTHDELVLDS
FENFHYVET,

ATY 7 Step3 THLVF—AFERAENTVEREVWIENfDASTE, FRUIOTIEAF—RBF T
ICHIBRLBEWC EZ2HBHOHLET, KDPYIC, XOON REZFEALTRIDOT V7 EAF—0IR
BE% Inactive ICZEEL X,

 aws iam update-access-key

HLWTFIOEAF—0OHZFALT, P7VT—23VABELTVRIAESHERBL TE
TV CORRT, TOT IV EAF—ZXREFALTVRY—IIPTTUT—>32 @ AWS U
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Y—AAT IR ATERLBDNT, BENEBLEENET, COKSBTIUTr—2avErl
V—)lik, TOREE Active CRTICET, BUDT IV ERAF—2BEEMHCTHENT
EET, RICATY T Step2 CRY, HLLWF—2FEATHLSICCOFT U —2 3V %8
wLED,

6. —EHE/HMLT. IRNTOFTVT—2a eV —LABHFENECEERRBLES, RO
NORZ2FEALTHRAOT VAT —ZHIBRTEE T,

« aws iam delete-access-key

T O EAF—DOEHH (AWS API)
AWS APl ZFRALTT IV EAF—ZEHTEET,
T7Vr—>2a>zdieFICT IO EAF—2EHT5I21F (AWS API)

1. BUOTIEAF—HNTIOTA7BHEI,. 2BBOT IV EAF—2BLET, cOF—E. T
T7AIRNTTOTATIEBN)ET, ROFRL—2 3V 2HOPHLET,

* CreateAccessKey

CORRT, I—H— LR 2207 ITATBTIVEAF—HFHIET,
2. INTOTFTVT—232V—)LZEHLTHLLWIIELAF—Z2FEALET,

3. ROARL—232VEHVCHULTRYIOT IV EAF—HNREERENTVEIHEDS H ZHR
ED

* GetAccessKeylLastUsed

FICEDHIC, ARG > THASHVWT I EAF—NFERETATVWEIHLESHZERTHIELD
FENBYVET,

4. AT YT Step3 THLWF—HFEAETATVEVCEADA>TE, BHIOF I EAF—RT<
ICHIBRLBEWC EZBEOHLET, KDY IC, ROARL—23 0 2FCHEHLTRIADOT VLA
F—NIRE% Inactive ICEEBELET,

» UpdateAccessKey

5. FILLWFP7IOEAXF—0AZEFEALT, 77UT—23 0 BeEEL TVB A ESH ZREREL T E
TV, CORKRT, TOT7 I EAF—ZFREFALTVWBRY IR TTUTr—>32 i AWS U
V—=ANT VA TERBRLLBDNDT, BENEBLEEIhET, COKRSETTIVIT—>a> FkEE
YV=I)lI&k, TOREZ Active ICRTET, RUIDT IV EAFXF—ZBERMICTBENT
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EEXT, RICATY T Step2 LRV, HILLWF—ZBATDILSICCOT7TVT—232 %8
MLET,

6. —EHREFEL T, IXTOT7UT—>3 eV EHEenlEZ2BRBLES, ROF
RL=232VEHRTFHELTRNOT I EAF—ZHIRTEET,

» DeleteAccessKey

TOELAX—ZRETS

TORCAF—ZHE>TVWRI—HY—BSHTE, AWSDVDY—RAIIHLTEAULRILOT V7t AHEE
BE5FT, LEAN>T, AWSTOT IV EAF—DRBEIFEZICHHET, LLAEEERAFTETIEL
MA2TASBENHYVET,

TOEAF—Z2REITDOICRUDHAASF VAL DVWTR, UTOEI>3a>vZ2BLTSEZL,

(® Note

BRICESTE, EFIUTABEHERUS—FIOREY VERBRENTVBLDLRR
BATEMES BYET. CCTRTOR. —BNBHSRSIVELTORETT,

AWS PHIVRDIL—RI—Y— T I EAF—ZHIKRTD (RFEKLEL)

THIOURNEZREITIREDFZD 12, AWSTFHIUKNDOIIL—RI—HF—OF IV tERF—%
BBVl ETT, L—NI1—TF—OTF7 IV EAF—ZHE OXENHDEHEE (Fhil) ZBRV T, F—
ZERLBVCEZBBOLET, KDYIC, BEOEBEZAT DO ZHIZ AWS IAM Identity Center
TEEBEI—Y—%ERL TSEEL, IAM Identity Center TEEI1—H—ZERTIHZEICOVT
(&. 1AM Identity Center 1—%'—H 4 KD TEU®HIC, Z2SBLTLIEEV,

THORNOL—RI—HF—TIOEAF—HFRICHBHERF. TOF—ZREEAL VSR T
T3 (HB5E) DEMEROW., - NI —-TFIOEAF—Z IAMI—H¥—-T I tAF—
CEEMABDILEBBOLET, RVWT, L—NI—H¥—TIOEAF—ZEMICL THIBKRLET,
TORCAF—ZEMIBFEOFRMCOVWTR, "T7IOEAF—%2FHI51 2ZRLTEET,

RET I EAF—ORDY IC—BMEEF 1) T « FIER (AM O—)L) 2EATS

Z<DFE. HROBLVRHAOT7IV7EAF— (IAMA—H—OT7 IV EAF—BE) FBEHYEE
Ao TORADY, IAMO—/)LZERL, —BEHBEEFIUTAFABTREERTERT, —BHE
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EFIVFTABEARBRE. TIOEAF—IDES—IVLYRNTIEAF—TRBEETATVERTH, &
AFHRAVOENCBDIAZRTEFIVTARN—TVEBATVET,

IAM 21— —X)— N 1—F—ICHERTShTVREDHREORBN AT VEAF—&, %fnb
ZEFETHYHEIETEMTT, 2L, IAM O—JLX AWS Security Token Service Ot 0 #E&E
FALTEEBLE—HNEE®1) 7T« FEAERE. SEHBTHRIAINET, a’EnEliiﬁb‘-h?'CFaﬁ
RENEBEOVRIVICEAT, — BB EF 1V T RABREFERHTDIENTEET,

BLTO2F3rUFTE, IAMO—-)LE—RKRNEEFI1UT 4 FREFEREZEALET,

« AmazonEC2 A VARV ATRTENTWVWA T T UT—232FEE AWSCLI RV U TR FH S
Be. P7VTr—2 3> HATEET IV EAF—2Z2FRALBEVTEEY, TOEAF—ZT7)
T—=2avIlELEY, T 7°')'7'—>3‘/L:i2&55&/u7‘"") V—ANSTIVAF—&FHEAHIE -
WUBRWTLEEVL, RDWYIC, P7UT5—2a I ICBLET VAT ZE D IAMO—IILEE
#ZL. EC2 mO—)L % L T Amazon Elastic Compute Cloud (Amazon EC2) 4 > AR > A% &
Elbﬁﬂ'o cnlZ&Y), IAM O—J)LA Amazon EC2 1 VARV AICEHER TS hET, CDHE
Lk, PTVT—=232 @ AWSAOTOTSLENEFOHLUICERATREETES, — B
E’J’i.t'lz=\=1')7"f SEEEHRZEEB L E9. AWS SDK 8 &' AWS Command Line Interface (AWS
CLHE, ToO—IIAhSs—KHEEF1 )T RAEHRZEHNICBTEEXT,

« VORATAIVRNT I AHAENETIHBEN HZBE, IAIMO—-ILZERALTTHAVNE
DEFEWIUL, BETEDITAIVMERENETVEAFAZ 1 D2OTAIMOI—
H—IIRAELERT, FHICOVTE, TTAMTFI—KUT7II:AWS PHDO KEO IAM O—)L%
ERALETVEANDEE 25RLTLSEETL,

s ENAILTTVZEHE>TVWBEE, BSILANL—RTH2TE, FOEAF—2TTUIC
BOHIAFRBEVTLSEEW, KDV IZ, Amazon Cognito ZEAL T, 77UTI1—H%—ID 28
BLTLKEZV, COY—EATIIE. Login with Amazon, Facebook, Google. &7z (& OpenlD
Connect (OIDC) IZ®SL TWAEED ID 7AONA A ZFERAL TC1—H— %2R TEEXT, éb
(2. Amazon Cognito FRAEFEHR 7 ONA X Z2FEAL T, AWSICUVITARNEREETREHICT
D ERTARAEHEERTEXT,

« AWS I[CE#L&LSELTHY), A SAML2.0 ZHR—KNLTVWBEE, SAML2.0 #HR—
RT3 ID7ONAF—2EEBTHEETZHESRE., SAMLZFERTAELSIC7AONAM X —%FR
ELET, SAML Z2FEAL T, AWS EFRREHEHRZRL, —EO—RWNEE+ 1) 7 1 FRHER
ERYRICENTEET, FHMICOVTIEE, TSAML207IFL—>32, #5RBLTLKES
Wo

« AWS ICEEELISELTHY, HBIEAVTLIADTATFUTATAARNTIHBDER. 1—
H—FEBNTRALETESDHEE., AWSUY—RICTIEARATR OO —KHBEEFIUT A5
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AERERTTERTIVI—2a2%#BRIBDENTEET, FMCH>VTR., TAWS OV
V=)ANDOAAZALID JO—H—T OV EAZEMICTD, 25BLTLIEEL,

c IMMARUS—DO&GEFERL T, FREhDXYRNIT—IPSOTIELADKEHFATLET, /N
TUYOIPTRLARRETSZAR—=KNITIR(VPC) BE, FRENDZRY NT—UDHh%ER
ELTHITITREHE DEDIAM AN —%REFTDET, TUVRARFT—OFERABAETEEH
BRTEXET, chlckl), PUVRRF—RBEECIhEFBRURELERY ND—IONSOLFERATES
CENDHLYET,

(® Note

AWS DY —ZADTOT T ALICRD TV AZMBBEETD T —2 3> T Amazon
EC2AVAZVAZFEALTVWETA? TOHBAICIE, EC2O IAMO—)L Z#FERALET,

IAMA—H—OT7 VEAF*—2EBINICEETS

T7O7ZLICED AWSADTIVEARZRELEWESES, IAIMIA—HY—RICTIOEAF—ZERKL
T, YEBT IV EAHAADAZI—H—ICNELET,

IAM A—H—T O EAF—ZREIZLHIC, UTOXEEBEZTF>TLEEL,

C FORAF—EEEI—RICEHRAFEVTLEE L, AWSSDK & AWS IRV KF4 2 Y—)L
T, BAOEHC T VLA — 2B CENTEB LY, TNSET—RTRETIXENHY)
iﬁ/‘/o

ROVWTNDAOBRICT VAT —%ZBEET,

« AWS FBEHE|R 7 7 /)L AWS SDK & AWS CLI Tld. AWS FBREE®R 7 7 1 L ICRIF L 12R85E
BHRABBHNICEAEIET,

AWS SEEEH 7 7 A I DFEAICOWVWTIF., SDKORFIXI N ESBLTLKEEL, fleLT
£. AWS SDK for JavaFAROY /N\—HA4 RD TAWS 3 nl_l:fiiﬁc‘: )—23 0 ZBETD) BERT
AWS Command Line Interfface 1—%—HA4 R®D "B EEFEBHR 7 7M1 BENHYET,

AWS SDK for .NET & AWS Tools for Windows PowerShell ®sREIE#HRZREFET S ICIE. SDK A
R7OERZHESOH LET, EMIC OVWTIE. AWS SDK for NET RO Y /N—HA4 R® TSDK
Store DFEH I ZSBL TS EEL,
« REBZH, NIFTFTFUORATATR, PATLAREZERTCREESI—HY—REZTHEZIZERL
£9,
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REZHZFEAL EFRIEBHROREOFMAIC OV TIE, AWS Command Line Interface 1—H'—
HARD "REZEH, 2ZRLTLEZ,

« BB T7V5—23aICl, BBBTIVEAF—ZFERALET, <c5THET, TIVEAF—
FRBENIEBEIC, TORAFAZDBEL T, ﬂEI"ZG)) TVr—23 icRgedaT I EAF—
EEMWTEET, 77V T5—>23202 R OT UV EAF—%F D&, AWS CloudTrail A%
J77A4NICHEANOI NUNFEREINET, ZG)EQELZJ‘\U\ BEOT7VavaREGFTLETTY
T—2avaEBEICHBITEERT,

-MELBLT HEAF—EEHLTLKEE N, POEAF—HFBRICESENDTEMN 6515
TOEAX—BEHL, UEOF I AT —EHBRLTEELY, HEIOVTE, 72
tZ#—EEﬁ?6J€§%LT<EévO

s FALTVWARWTVEAF—ZHIBRLET, I—F—HFBELLES, TOI—HF—HNFIVY—-RICT
DEATERVELSICTR S, WETD IAM 1I—H—2HIRLET, TOVEAF—NFREICHE
AEni-ARZFANDICEF. GetAccessKeylLastUsed API (AWS CLI Y > KR: aws iam get-
access-key-last-used) ZEALE T,

- —RNBFRIAIERZEFEAL. REEBEHOEWVAPIBENTED RS, SERFAMZRELE
T, IAIMARUD—ZFEAL T, - P HOPHTENTED APIARL - IV EZEET
BET, BEILE>TR, I HFHIEEEOFEVT I I VERTIBD L ZHTT
I, 2OI1—%—IC AWSMFA TRREET B CLZRHBIDEMOEF IV TAHAVEBERBRD LS
HYET, LEAEF, I——I(CAmazon EC2 RunInstances, DescribeInstances, 8 &
StopInstances 7V 3 NRTEHFIITAIRIS—NITTICHEETRAEMEN BDYET, I
T'L/TermlnateInstances DESIBFEBTIIV&EFHRL, AWSMFA F/NA AICK2T

WAENBDBESICRY, I—H—NTOT I AV ERTTEDLSICERBIDCELEETEERT,
HHEICOVTRR, "MFAZBERALLEZEHBAPI TR 28BLTLKEE,

AWS 7O EAFx—%2FEALTENALTTIICT VAT

AWS%A4%)7UEﬁﬁbT BREENE AWS H—ERAEHMEEICT IV EATEET, ENAIL
TIE, ABETEA T UORIMNRISEYR—RNTBIDILKRIAUEET, FHERTTTUOA DY
I:I— RICOWTE, TAWSOVY—=ILENANT 7V T—>3> ) #5BLTLSEETL,

OAVY=LDONAT—RELEZTIEAF—Z2EAL T, ENALTTVECHA VAV TEERT, X
ANTZ0T4RELT, L—RI—¥—TIOEAF—RBHEALZVTSEZV, TORDYIZ, £
INANLTFNAARATNAT— RELZFEAKRLEOY V2FERATHEICMAT, ENAIILT TV ZFEH
LTAWS VY —RAZEETZL-ON IAMI—Y—2Z2ERTD 2B HEOLET, TN
TNARZMRLIZBER., TOIAM - —OF7 IV AEZHIKRLET,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-envvars.html
https://aws.amazon.com/cloudtrail/
https://docs.aws.amazon.com/IAM/latest/APIReference/API_GetAccessKeyLastUsed.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-access-key-last-used.html
https://docs.aws.amazon.com/cli/latest/reference/iam/get-access-key-last-used.html
https://aws.amazon.com/console/mobile/
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TORCAF—2BALTIHA AT (ENALTT)

1. ENANLTFNAATT TV ZREERT,

2. TINARAIZID Z¥HTEMT DHEEE. [Add an identity (ID Z3&0)]. [Access keys (F 7 A
F) DIEICERLET,

AOIDEEALUTREICHA A2 LTVWBREGER, XZ21—7A40%&1&RL ., [Switch
identity (ID Zt]V) & Zx %)) ZZFIRL E£T, JXIZ. [Signin as a different identity (Bl ID & L TH
A4>4 ). [Access keys (7 E2AF—) OIEICEIRL FT,

3. [Accesskeys (FIEAF—)R—I T, BHREADLET,

« Accesskey ID (PO E2AF—ID)-TFIVtEAF—IDEAILET,
« Secretaccesskey (Z—VLYRNTIOELAF—)->—DLYRNTIOLEAF—ZANLET,

« Identity name (ID B) - ENALT7TVICKRTREND IDDBRBZADLET, <hlEk, 1AM
I—H—RE—HBIBLEEHYEE A,

- Identity PIN (ID PIN) - % 0H 1 > A VEICEAT2EABIES PIN) 2ERLET,

(® Note

AWS :E/\’r)llj 7')ngﬁgwunﬁﬁﬁxb(m?7&t 'ﬂzﬁkbt_ PIN T‘i’;< ;Elﬂwun
FLEEBRRBEFEAL TRIATIRSICKROSNET, EAHFRIALICKHL 25BE
KHOWIZPINDAAZROSNBDZENHYET,

4. [Verify and add keys] (5L TF¥—ZiEM) ZFIRLET,

ENANT7IZEALT, —BOVY—-RAITIEATER LRSI EL I,

BEE 15 ¥

UTOREYOTRE, PTOEAX—Z2EATEHLHIC AWSSDK RV AWSCLI ZRETD1-HD
HAX D AZRLTVET,

- AWS SDK for Java RO Y /N—HA4 RDO TAWS FBEIEHRE V-3V OEES -
« AWS SDK for NET #ARAY /N—H 4 R® "SDK Store DFEMA .

« AWS SDK for PHP XA Y /N—H A R®D "SDK NDFRFHEHR DM, o

- Boto 3 (AWS SDK for Python) RF I XV KD "EES -

« AWS Tools for Windows PowerShell 1—H#'—# 4 R® TAWS FRAHEHOFEA L »
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https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/setup-credentials.html
https://docs.aws.amazon.com/sdk-for-net/v3/developer-guide/sdk-store.html
https://docs.aws.amazon.com/aws-sdk-php/v2/guide/credentials.html
https://boto3.amazonaws.com/v1/documentation/api/latest/guide/quickstart.html#configuration
https://docs.aws.amazon.com/powershell/latest/userguide/specifying-your-aws-credentials.html
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« AWS Command Line Interface 1—H—7H A4 R® "SREEFAMEHR 774
« AWS SDK for NET FAROY/N—HA4 RO "IAM O—)LZ2ERLET7 IV EAEOFE
« AWS SDK for Java 2.x T Amazon EC2 D IAM O— )L =58 ELE T

AV =NLNTOEATOT 7AF—E>—JL Y N —FRABEHROER

AWS CLI ZFTHL, AWS N XD X RAVY—IANOEET I EALCTIVEAF—E2—UL Y
NF—DRIEHREFHTEEXT, hlk AWS STS GetFederationToken API J—I)LZFEHL

TRETEET, IAM TV /NI, GetFederationToken (& 2> TREtE 2 — K EEREE

BHREN—DVZ2FALTOVY - URL ZBETZCETAVY—NICTIVEATEXT, FiHl
C2VWTR., TAWS OV —IANDOHARZLID JO—H—TFT IV LAZEMNC TS, 28RL T

ZEW,

MFA A BEENTVRDRET IAM FLEFIIL— NI —0RiEHREFERA LTIV —ILICEE
424209256, MFANRETY, L. (GetFederationToken T—ERHFRAIEHR %
FEHT%) LD HFEZFERATSEE. MFA (E»"M\EZB EBA

TOEAF—DER

O—RHAOAWS PO EAF—ZHAEL T, F—DIFAEITDTHIROEOTHINESH ZH
WTEEXET, P7UVEAF—ID &, aws sts get-access-key-info AWS CLI N> RELE
GetAccessKeyInfo AWS API AXRL —2 a3 AL TETENTEET,

AWS CLI 8L AWS API ARL =232k, AWSTHOUKNTOEAF—HNEIBDTHIRND
IDZIBLE T, AKIATHREDT7IVELAF—DE, IAMIA—HY—FKEEFEAWS THONDI—b
dA—Y— ORIV FRIIE#HRTT. ASIATHESDT7IVEAF—IDIE. AWSSTS ARL—r3 >
ZFERAL TERE NS —BFREREEHRTT. LARCAOTHI Y MY I—H—ICBELTWSIE
B L= RI1I—H¥—-ELTHA A2 LTUN—RI—F—OT7 AT —2BRBTEE T, KIC,
AFEHRL R—REERBLT, F—ZMELTVWS IAM 11— —2®RBTEET, ASIATIEA
F—O—HFRIEHREZ VI AMLEI—Y—2Z2HETSICIE. CloudTrail Y T AWS STS /1R
RERRLET,

34

tF¥1UF4 LOERAS., AWS CloudTrall OV Z#EE2L T, AWS TPV 3a>#ETLE
A—H—ZFAXNBDENTEET, O—ILEBRJZ —T sts:Sourceldentity F#+—%
FEATR E, I—F—HDO-IIZ5|EZHREEICIDZEEITDIRSICERTEERT, Hlx
@, IAM 11— =2ty a>RELTEPOLI—F—REZEBETHISICERTEET, C
NIC&Y, AWSOBENTIZIVERTLUEI-—HY—2BETEET, FHICOVTIE,
Fsts:Sourceldentityy ZZRL T EE L,
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https://docs.aws.amazon.com/cli/latest/userguide/cli-configure-files.html
https://docs.aws.amazon.com/sdk-for-net/latest/developer-guide/net-dg-hosm.html
https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/java-dg-roles.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetFederationToken.html
https://docs.aws.amazon.com/cli/latest/reference/sts/get-access-key-info.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetAccessKeyInfo.html
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COARL—=23VE, TOEAF—OREZERLERA, F—&. TOT17, k707147, &
EREIREROVTNATT, PTOTATBF—ICARL—2 AV ERTIDT IO EAFANF B VS
BABHYNET, HIRZER TV EAF—ZEEITD L, F—AHAFELBVEVWSIZ—HFRENB L
FHYNET,

IAM @ AWS ZEFEFTR

EF1VTF1z2zmtbtEcEBICE. SERFA (MFA) ZRELTAWS VY —RZERrEID & Z2H#
BLET. AZVRTAYTAIU KN, EBTAHIUN XUN=TFTAITVREEECITNTDO AWS
TAINOAWS PHINOI)—RI—H— &, IMMI—H—CHLTMFA ZBEMICTER

ER

MFAIE, L—RI1—H¥—OIXTOTHIRNEATIZERAETIhET, FHICODVTEF, TAWS
Organizations 7HJ 2 b —b 11— —0OFFEHRTT. 1 ZZRLTLKEEV,

L=KRI—Y—0O MFAZBEMLTRDE, -1 —OFRABHROANTEEZZTET, Th
TR IAM A —EFEBORILERZFHOMIL L ID THY, & ID ICEEBD MFA RED
HYET, I—RNI—H—ZREBEIZD OO MFAOFERAOFRAICOVWTE., TAWSTAHU KD
IW—hI—H— OZEFRFTE, 2ZRL TSV,

AWS THIYRDII—KRI—F— & IAMI—H—F, FEOZATD MFA TNNA AZHK8 B
BTEEXRT, BHEO MFATFNA RAZERIDE, REMZELLBDIZENTE, 1 '30)7'/\47\75‘
MAEEGBELLESECT VAN FMHID VAV ZBRETEDLSICKRNET, AWS VRIX
>RaAVY=LCOTA> LY, AWSCLI Z#ALTEY > 3> 2BUL LY TSI, MFAF
NAAN 1 BHENETSTTT,

® Note

ABOI—Y—AAWS LTV tARATHRE. —BHNEEIAEROEAZSLEETEI L
ZHENSHLET. AWS IAM Identity Center DEAZRETL 12 & D H B IFE |IAM Identity
Center Z TR L, BEOAWS THI N ANDOT VA Z—TWICERTEET, 1—
H—(ZE&, BlUETShEITXTOT AT MNMIXNT S MFA THREE fiz Single Sign-On
C&BT 7'|Z7\"a3 1 DDBAASEMITDEN TEET, IAM Identity Center Tldk, ¥

OHHBTI—H— ID DERBLVERZTVET., $2 V&, BIFD SAML2.0 BE# D
T7ANA A —ICEBBEICERIDENTEFRT, FHICOVTEE, TAWS IAM Identity
Center 1—H%'—74 K, ® "What is IAM Identity Center? ; (IAM Identity Center & (&?) 5
BLTLSEZL,
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https://docs.aws.amazon.com/singlesignon/latest/userguide/what-is.html
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MFA ., I—H—HAAWS OUVITHARKRY—ERILTIVERTREEIL, Y1421 FBAER
IZMA T, AWS THR—RENTWD MFAXAZXLNSO—EOFAEREERTDETE
FaA)T1%2BIHELET,

MFA 24 7

AWS &, XD MFA R4 7 & HHR—KLTWET,
Bx

e NAF—EtEF1UF1F—

c REFSITFIUT—3>

e N—RITTF7 TOTP bh—2 >

NAF—&tF1)T714F—

AWS Identity and Access Management & MFA O/NAF—&E2F 1) TF 1 F—ZHR—KNLE

¥, FIDOEBEIZESTVT, NAF—TRNT VY IOF—BSNFrEREh. NAD—RXVER
2MOFV, BATT7 1Y IMEOHIBANREENET. AWS . F/NAANA2 RNA
F—(EF1VT14F—) EAMNAF—O2BEO/NAF—ZHR—NLTVET,

s EF1UT4F—: ZhSlE YubiKey BEDYIET/NA AT, HAD2EFBBDERELTHEAET L
FI, 120EF1VT4F—7T, BEHOIN—RNI—HF—FTHIVNEIAMI—H—ZHFKR—h
TEEY,

- BEINAF— Zh 5k, Google, Apple, Microsoft AU N EQTONA X —DORRIEHRN
Z—T v —, BKY 1Password, Dashlane. Bitwarden % &ENDH—R/)N—F 1 —H—E X% 2 &
BEOEXEELTHERALET,

Apple MacBook ® Touch ID 7 & D KA K D EMEFREIMEEZFEAL T, RABHERINR—2 v —0
Oy O%#BRL, AWSICHA AV TEET, NAF—, B BE. FELEFT/N1APIN 246
LT, BRUAEZ7ONAA—THERENET, ENSMILTFNAARN=—RDIT7EF1)FT1F—L
W2 =FINA AN S VORT/INA AFREE (CDA) NAF—=FEAL T, SYT7RMYTREDROT/N
AACHA A TBDEETEET, FMIZOVTIE, "Cross-Device Authentication (CDA), %
SRLTLSEETY,

TNAABTNAF—ZRABPITZDET, AWSADHAUAUABRBICRY, FLWXPTEmENY
AMELET, NAF—EEF1UTAF—0FMLOFRICOVWTE, "L—FI-—H—0/NA
F—FLEBEFIVFTAF—ZFHCITZ (AVY—I) 1 ZBRLTLKEZL,

ZERFEL 290


https://passkeys.dev/docs/reference/terms/#cross-device-authentication-cda
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FIDO tEREE#MDH DT NXTD FIDO BEHMDJVARA, FIDOTZA T AL SREENT

{RIEFBEET 7°U'7'—"/EI‘/(.$ BREPTOMOTFT/NAATRITE N, YEFNARAZ2IIaL—b
LET. RERBET7VE. BALR—ARTYEZALNAT— R (TOTP) PIIAVAXLZEELT
Hy), B T/\%ZT*E?&GDI\ DY R—NLET, I—Y—R. FA4242HCT7OCT RN
RRENES, FNAADPSHEMBZI-—READIZDLEN HVERT, I —CEH)IATSsnEE
N—O2RB—BTHBIEHNBETT, I—H—&, HOI—Y—Drh—02H5T0-RZAHLT
WAL ZZITR LR TEXRE A,

N=ROITOBAFZREOFES, XE/N—RIVITORE2FOHIC, RE MFA TN A%
ERAITREZHBOLET, REMFATNARELTHEATEZYR—KREAhTWVWRTTUT—
2aVOUARNIOVWTR, "ZEZHFE (MFA)L 2ZRULTLEET W,

IAM 1 —H—0O1{R*E MFA F/NA AZREITHDFIBICOVWTIE., TAWSYZIXRNOY—)T
A MFA FNA A%ZEN)H TS, Z5RBLTLKEEL,

® Note

AWS TH D2 K TEIWH TSN TV WRE MFA F/NA Alk, AWS YRI X ROV
V=)L BHT, BT 42 7OABRICHL VRE MFA /N4 AZEMNT S & HIBR
TNERT, REITOREBMFAFNARER, BFERODTHINZHZTINAATT
B THAODROL—R I —FLGE IAMA—HF AL A O TOLATHERAETLEE
hoe CchSBHIBREND 12, FHILWMRIE MFAFNARZT AV NZENTEET, &
Iz, TNAARZBAHIZEELTELRY,

THI7NADOKRE) HBTOIRE MFA T/INA A%ZXRRTDICIE, list-virtual-mfa-devices
AWS CLIOX Y RELEF API - ZFERATEXT,

o {R* MFA FNA AT O T 1 71tFBIZIk, deactivate-mfa-device AWS CLI AT > R
FERFAPIO-I)LZFEATEE T, cOT/NAARKREVWETICEYET,

« REN) ZTORE MFA FNA A% AWS 7HI N =R I1—H—FLE IAM I1—H—
ICT72Y F9%ICIE. enable-mfa-device AWS CLI N> RELIE API O—)LEEEIC,
TINA AN ERL R — RAIBEERYET,
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https://fidoalliance.org/certification/fido-certified-products/
https://datatracker.ietf.org/doc/html/rfc6238
https://aws.amazon.com/iam/features/mfa/?audit=2019q1
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/list-virtual-mfa-devices.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListVirtualMFADevices.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/deactivate-mfa-device.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeactivateMFADevice.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/enable-mfa-device.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_EnableMFADevice.html
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N—R2ITF TOTP h—2 >

N=RIITFNARATRE, BALR—ARTYEZALINAT— R (TOTP) I DAV AXLICEITWVWT
BMOBEI—RAIERENET, YAV AVKIE, I—F—BTFNA AL SEELEEMNAO—R
Z2BADVITR=DIZANTRIHENHYET,

CNSOR—=UVIFEAWS THIVN TOKERAENET, AWS EEFI1TICHBEEhE—ED
N—O2 —REEFEODN—DVVOAZFERATEET, =IO —RE, MO OERBFFICERE
Nd>—9I9LYRNF—TTF, OV —ANLSEBALLEN =D, IAM TRE#ELEHA., BERM
EHRIDICE. OTP =D FEF OTP FAATLAA—ROWVWTFhADIIHAS/N—RII
T MFATFNA AZBATRILEN HYET,

C I—H—EEUE TSNS MFA F/N A AR —BTHDENVETT, 1—H—i. Blo1—
F—OFNA AN ST—READLTRIET B ERTEERA, YR—RERTVBN\— KT I
7 MFA 734 ZOBMICO VT, TESERBE (MFA), 2B3BLTEE L,

- YB MFA FNA A&2FERAT2HEE. N—ROIT7 TOTP FNA AOKDY ICEFI1UFT14F—
BERATHZEZ2BHMOLET, EF2UT4F—EF, NVTV—BHHIEL, 749220090
MEAHY) ., 1 DOFNAATEHROI—HY—&2HR—NLET,

NAF—FLEEFIVT M4 F—F, AWSCLI £7=lF AWSAPI A5 TEAEL, AWSYERI XK
A=) ASOEBMCTERT, EFIVTAF—ZBMCTIICE, TOTF/NAAILCYER
T IVEATEBDHRENHYET,

IAM I—H—O/N—RTITF7 TOTP h—U 2 ZREITZFIRICOVWTEE, TAWSXRI A KO
J=ITN=—RIIFTOTP h—0 2 %&VWZHTS, ZZRLTEZ,

® Note

AWS &, SMS TFHFARXY E—IR—ZAM MFA ICHWVWT, SMS ZEEFRIL (MFA) O H
R—RZRTLET, SMSTFARXYE—IR—AND MFA ZEHT2 IAM 1—H—%
BATLWABERER., BloWwThhrormE (NAF—FEEF21)70F—, RE (VTS
DITR=—AD)MFATFNA AR, FEEN=—"RIJITZMFATFNARA) ICHWERABDELED
$HOLET, ElUHTSNE SMSMFAFNA AZFEAL T, 7HO hOI1—F—Z#E 5
FTRLENTEET, ChETSICEK, IAMODY=ILICBELT, FES—2arRAY
O [1—H—]&ERL., 7—7)L O [MFA] 5D [SMS] ZFER L T1—H—&FELE T,
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https://datatracker.ietf.org/doc/html/rfc6238
https://www.amazon.com/SafeNet-IDProve-Time-based-6-Digit-Services/dp/B002CRN5X8
https://www.amazon.com/SafeNet-IDProve-Card-Amazon-Services/dp/B00J4NGUO4
https://aws.amazon.com/iam/features/mfa/?audit=2019q1
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MFA R E1E

AWSID ZRETSICIE, MFARRREICBITDLUTOHRBEEICH>TSEETL,

c AWST7HIYNHDAWS 7AHIY ROJI—RI—H— & IAMI—H—ICHHL TR, EHD
MFAFNARAZBHICTRDCELEZHEHOLET, chilkVY, AWSTAHIU N OEF1UTA
LRIILZS|EEF, AWSTHIY MO —RI1—Y—BEOEROGVI—H—ICHTEIT I

EEEZERILTERY,

« AWS PHIYROIL—RI1—H— BLTFIAM I—H—ICHL, TBESR—REnTLD MFA
AT DEBEORKEDET. BAS8 AD MFA F/NA AEBRTEET, MFA /51 R
BHBDHEETE, TOI—HYELTAWSYZI XA NI Y =)L IcOd4> L), AWS CLI
EEALTEYYIVEERLEYTBOLLEAOR,. 140 MFA T4 RAEEFTT, IAM
A—H—EBEFED MFA /N1 ATEREEL T, BMO MFAFNA AZEMNEFLIFEMCTIHE
HHYNET.

o MFA FINA ANk, B, FLERETIERAFTEICE>EHEEK., BY O MFAFNAAOWT
Y ZEFEALT, AWST7HIUN TOEREFIEZRTIDCEBLL AWS FTHINICTIER
TEFET, MFATNA A BERELERHEICE-> FEEF. BERTFSNhTVDIAMTUTN
IDSEFOTFNAAZ)BEL T EEL,

- BHOMFAZERATRE, HENCHALERCVIREEPUE-RNTERXELTVRHREE
k. N—=RTIF7R—ADO MFAERLTAWS IZ7I7EATEELET. N\—RIITFINA A% 1
BEMLEY, 1BEON—RIVITFNA RAZREEFTYENCRBLEYITDILEFHEYE
Ao

« IAM 77U NILICEND MFA N4 AZFEATDE, 1 2UEOMFAZBENICEATES
EREFIC. YB MFA FNA RAZR—I)L RBEEDRLBYBHNBIZRMICKRTFELEY ., NvOTVT
PRIRMEBRBRLEYTEXRT,

G XE
« FIDOEF¥21)FT14F+—0 MFA E#Hi%&Z AWS STSAPI AXRL —>3a > ICEL T—EMEEE
BEHEVIITIARNTDEFETEETEA,

« AWSCLIONX > RELEIFE AWSAPI #EZFEHALTFIDO EF 21T 1 F—2BMICTS
cCERFETEFEA,

c BBOL—KI1—Y—FKLE IAMMFA NS AICRIU BRI ZERATD LB TERE
Ao
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https://aws.amazon.com/iam/features/mfa/
https://aws.amazon.com/iam/features/mfa/
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E&mYy—-2A

MFA OFFMIC OV TR, ROUY—RAZZRBLTEEL,

+ MFAZFEALTAWS L7V ERT B HEOHMICOVTRE, "MFAKIBOH AV (>, 288
LTLEE W,

c IAMTZ7ATFoTAT1422—%FRALT, AWWST7OtEAR—ZI, IAMTPAF>oT14T714t>
R—FRET 7 IVT—>3>2, AWSCLINODZEBE MFATZ7 O EAZEBMICTHENTEET,
HMEICOWVWTE., TIAMT7ATF 7147412232 —TMFAZEMLT S, 2SBLTLSESTL,

AWS YZIAY ROVY =L THAF—REFIUF 4 F—2E LTS

NAF—E, AWS VY —RZ2REITDOHICHEATERZERFEL (MFA) N1 AD—ET
. AWS F, AIEINAF—&, EF1VTAF—EEHENDITFNAALCNA 2 RENEZNAF—
ZHYR—BNLET,

FHINAF—ZFERATD L, IAMI—H -, ZLOTFNAATFHLLWIFNAATH>T

£), FIDOHA VA URBIABRICT VEATEERT, IXTOTHIVRTIRNTOTFNARZE
BRIDMVEREHYELA. RB/NAF—IZF. Google. Apple. Microsoft HEDN 7 7 —AK/N—
T A RAERNY X — ¥ —&. 1Password . Dashlane, Bitwarden & & M — R/N—7F 1 —FR3E1E
BYR—TFY—N2FBBOERELTEENET, T/N1 ALOERFREE (TouchID, FacelD 7% &)
EEALT, BRUERIABHRIZ—>v—0OY V52 @BBLTINAF—2EHIZLEETESR
LR

Tk, FNARINA 2V RENRENAF—E, IE1—20O USBR—NIC#ELHTS FIDO &
FLAVFAF—IINAVRENET, 7OVT M RRENLESRYTILTHA A 7TO0RAER
2ICETULET, I TICHOY—EATFIDOEF2UFTF—2FEALTVT, AWS THHR—K
=N TVBEK (Yubico @ YubiKey 5 ) —XBE) FHBDBAE, TOF—E AWS THEATEE
T TNUADIEES. AWS T MFA AIC WebAuthn 2R 331k, FIDO EF1VF1F—%
ATEIRENHYVET, 5IC, FIDOEF1VT1F—lk, BUTF/NAATEHRDO IAM 1—H—F
EFRI—NI—Y—FZYR—NTEDZLSO, 7THOMEFIVTAOI—TFT1 )T 1 F&lLENE
T MADTINARZATOEREBABRICOVTR., "ZERFEL 25RLTSEEL,

AWS PHTY RDJL—RI—H— BT IAM I—H—ICH L, [BEHE—REhTLVS MFA &
AT DEEOEZEDE T, BA 8 AN MFA F/NA AEBRTEET, MFA 7/N1 AN EHH
BETE, TOI—HELTAWSIRI XY RIVY—) cOY 1> LEY, AWSCLI &AL
TEY2aVEERLENTHOLAERDE, 1 AD MFA F/NA RAEFTY . EHO MFA 7\
AAEBBIDEESBHLET, HIXE. HAIAKORIT 7V EBRRL. WENICRLBIBAR

LERFGE 294


https://docs.aws.amazon.com/singlesignon/latest/userguide/mfa-getting-started.html
https://aws.amazon.com/iam/details/mfa/
https://aws.amazon.com/iam/features/mfa/
https://aws.amazon.com/iam/features/mfa/
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ICRETREFIVTAF—ELBRIDENTEXT, HAIAKDFAT 7V ZEATEZVES
. BREAOEFIVTAF—ZHATERT, WAT7VIEOVTR, BAET7UANEEHEhI:
TINAREMRUIEVBRBLEY ULIEBEIC., TADYNIT IV EATEBRLS BRI ZR<SEED, £
NSOFTTIDTTZIRNY OTY TREGEAHBEZENICIZDEEHEHHLET,

(® Note

ABOI—H—HF AWS ICT IV EARATRHEEICK. —RNARIEROFERZHRBLE T,
d—H%—&, D7ONAEZ—2FEALTAWS IC7IFL—>3a> L, atoRiERE
MFARRETRIATEX T, AWSADT IV EAREEDRAT VT —232 28 T%5
&l&. 1AM Identity Center DERZHEIOH L E T, FHMIZ DOV TIEE. TIAM Identity Center
11— —F4 Ry Z5RBLTLEET,

Ny

- BEBT IV EAFHHA

« BEDOIAM A—HY—ONAF—FERBGEFIVTAF—2FNCITD (OAV-))
A IAM A——ONAFxF—FLEEF21 VT F—2FHMCTZD (OV—))

e NAF—F@FEF2 )71 Xx—%2EBEMRD

s NAF—¢EtEFI1VTAF—%ZFRAITREOOTR—MENBIERE

BT 7 AFH
EEZMFABEDT Va2 2RBELAEN S, HAD IAM I—%—AIC FIDO NAF—Z2EET S
ICE, RORVS—DTF '7‘|Z7\n‘F_I/J‘M\E'C@“°

@ Note

ARN BN BETHY) ., FAMEZERIDLHOICEOTONILN ERAE NI ZRTE
DTREHVEEA. U2F FELLE NI, FLVRRIFETNT WebAuthn ZEAL TLEX
EE

JSON

"Version":"2012-10-17",
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"Statement": [
{

"Sid": "AllowManageOwnUserMFA",

"Effect": "Allow",

"Action": [
"iam:DeactivateMFADevice",
"iam:EnableMFADevice",
"iam:GetUser",
"iam:ListMFADevices",
"iam:ResyncMFADevice"

1,

"Resource": "arn:aws:iam::*:usexr/${aws:username}"

"Sid": "DenyAllExceptListedIfNoMFA",

"Effect": "Deny",

"NotAction": [
"iam:EnableMFADevice",
"iam:GetUser",
"iam:ListMFADevices",
"iam:ResyncMFADevice"

1,

"Resource": "*",
"Condition": {
"BoolIfExists": {
"aws:MultiFactoxrAuthPresent": "false"

}

BEOIAM 11— —0ONAF—FL@EEF2 VT4 F—2EMTE (OAV—))

BE®DOIAM A—HY—ONAF—FLEFEF21UT1F—&. AWSCLIAPI X AWS API » 5 Tl
<, AWSNYEZXIXROAYV=I DPS5OIKEIMICTEEXT, EF21UT A F—2FRICTDICE.
TOTNAARAYEBHNICT O EATEDILENHVYET,

BE®DIAM 11— —0ONAF—FL@FEF21 0T F—2AMCITDICE AV -I)

1. AWSTAHIUKRNIDREBRTAIRIAVTA, IAMA—H—&, BLTFNAD—RZEH
LTIAM OV =I)LIZH A2 A2 LET,
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® Note

FEHEDESDH, AWS A2 A R—=DF, 7T cookie ZFERAL T IAM 1—H%—F
ETHIVNERETELET, UHICBIOI—Y—&LTHA A/ LEZEN DD
BEE, R=DOTHICHB[BIOTHIDNCHA A EIRL, X401

AR=DICRVET, TNHS, AWSTHIRNIDERERTHODNIAVT R %E
ABLT, FAODRMDO IAM A—H—HBA A R=DICVRALIRENDELSICT
BDCENTEERT,

AWS PHIUNTAHVNIDOBEBIEOVWTR, BEBEECHSBAVELESEZL,

2. BLOFETS—>3aUN—TEZ7OI—H—FZBIRL, %L T [Security credentials] (Z¥F 1
)7 1 FBEEEH) 2 BRLE T,

Account ID: 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

3. BRULEIAMI—H—OR—=T, [EFXF21 VT A4RABR) 272 BIRLET,

4. [Multi-factor authentication (MFA) (ZERF25E (MFA)) T. [Assign MFA device] (MFA /N1 A
NEIVHT) ZBRLET,

5. [MFAFNARBIR—=DT, [TFNA AR ZAHL, [NAF—FLEREREF21UT1F—] ZER
L. DRN\] ZB8IRLET,
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6. [TNAADKE] T, NAF—ZRELEXY, BEPENZEOEMATAT—2Z2EH. T/NAA
PINZfER, £LEIE1I—20OUSBAR—KNICFIDO EF1UT1F—2BALTEYTT
28T, NAF—ZHERLET,

7. TIUHOERCHES T, KT EERLET,

T, AWS TERATINAF—FLEREEFI )T A F—NHNEBERENELE, AWSTERIXU B
OV —=)ILTO MFARAOFEMICOWVWTE., "TMFASIEOY A 4> 28BLTLSEEL,

O IAMI—F—ONAF—F@GEF1 VT F—2FHCTS AV -I)

BIO 1AM 1—H—D/NAF—F iz £F 11T 1 F—F. AWS CLIAPI ¥ AWS API 75 TR
<VAWSNERIXVRIOAVY=IIL DPSOHABRMCTEDZENTERT,

Ao IAM I——ONAF—FE@FEF21 )T F—2FRCITRICE AV =I)

1. AWSN XX RNIAY—=NIZHAL4242 LT, IAM 2V —)LZBEE T T hitps:/
console.aws.amazon.com/iam/.

FTES =23 RA 2T [Users (A—H—)] Z&RLET,
[1—H%—]T. MFAZEMLT B 1—H—0BZFERIRLET,
BIRLE IAM I—H—OR—=2 T, [EF 21U T (BB HR 27 2BIRLE T,

[Multi-factor authentication (MFA) (ZE #5258 (MFA)) T, [Assign MFA device] (MFA 7/X1 A

NENV)EHT) ZBRLET,

6. [MFATFNAARBIR—DT, [FNA1AB]ZABL, INAF—FEEFI1VT1F—] 2ER
L. DR\ ZERRLE T,

7. [FNAADEE] T, NAF—ZHRELET, EXEMBEOESRIATFT—22FEAH,. N1 A

PINZfERA, £LEIEI—XOUSBR—KNICFIDO EF1VTFA1F—ZHFALTRYTT

2T, NAF—EERLET,

8. TTUHDERICREST, [K1T] EBRLET,

o ~ @b

T, BOIAMI—Y—H" AWS TEATINAF—FZBEEF1UT A F—HFBEREIhFIL
Joo AWS XRIAZROVY =)L TO MFAFIAOFMBICOVWTRR, "MFAREOHY A (2, %&
ZRLTEEL,

NAF—FRERGEFIVT A F—2EBEHAD

BEYR-—bEhTVSE MFAZAT7DEZDHEAEDET, —EICHEKX8 AN MFA T/NA1 A
Z. AWST7HIROILN—RI—HF—BLCPIAMI—H—([CEIV)ZTRENTEXRT, 1—
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H—H FIDO OFGIEBEBAL EIBEX, ASHDERTRBIZIMHEN HDHE. ATV
FIDO FRfIXBEZEMLTHIHLEN BV ET, TOER, TOI—H—HICHLWMFA FINA A%ZE
mTcEE9,

e IAM A=Y —ICEENFSNTWBRTFNAAZETITA7{TBICE. "MFA F/)N14 A= EN
IC3%, 28RBLTSEEV,

c IAMI—Y¥—RHIHLWVWFIDOEF21UF4F—ZEBMITSICIE. "TBEED IAM I—H—0/VA
F—FLFEFI1VTAF—E2EWCTSE (AVV—))) ZSRBLTLIEEL,

HUWNAF—REREFIVTAF—LCTIEATERVESE., L WRE MFA /N1 AR
FEN=RIIF7TOTP h=O2ZBMULLET, FIRICOLTE., ATFTOVThAZSRL TE
=L

* AWS XXXV MOV Y=L TREB MFA FINA A% &V HTD

*« AWSXZIXVKRIAVY=INTN=RIIT TOTP h—=D > %&VW TS

NAF—EtF1UTAX—%EATDEHOFR—NEDRE

BEHR—REhTVWRREZFEAL T, IAM TO ZSEERFRI (MFA) XYY R&L T, FIDO2 ®
TINAAINA 2V RENENAF— (EFIVTAF—EEFENET) ZFATEET, Chic
&, IAM THR—KRENTWS FIDO2 7/N1 A%, FIDO2 #HR—KNLTWBRTSIHBRENEE
NET, FIDO2 FNA AZBRIZHIC, BEVOTSIHFEFARL—FT 1T AFT A (0S) D
N=2aAUNBHTHDIEEEZBRELTLKEETV, BEEDBEMER., TS50, BRI AT A, B&K
COSUTTATUNIE>TEREBDIHENBVET, DT IV TTFNA ADERICKEL £5HE
. BIO7 SO TERRERADENTEXRT,

FIDO2 [ 7#—7" > 55R5HEE D FIDO U2F MILERTH Y, NHABESICEI<tEF1UFT 1 LEE
NELRILOEFI)FT1Z2RBHLET, FIDO2 (&, W3C Web FREEE (WebAuthn APy &, 77
Dor—23a>E70RIJ)LTHSB FIDO 7 Z 4 T > AD Client-to-Authenticator Protocol (CTAP) Ti&
RENTVET, CTAP &, 7SI RARL —FT A VI ATLBEDIZAT U RNELEETSY
N7 #—LENBRIARATLEDEDOBFEZAREICLET. AWS T FIDO REDRIAHEEE B R
CgdEe, EF21VTA4F—IC&KY, AWS TOKFEATRILEHOHLVWF—RTHIERENET,

F9., RABHRZEANDLET, 7OVT M RRENLES, AWSICKR > TRITENERIAF YL >
DI ETREFXFIVTAF—%ZZYTLET, FIDO2 BEDMFFMIC OV Tk, TFIDO2 7O T

R ZBBRBLTLKEEV,
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AWS THR—REhTL5 FIDO2 /N1 A

IAM Tl&, USB. Bluetooth, E/zld NFCBHATT/NA AILELKLTS FIDO2 EF 1T 1 FNAA
EHR—KNLTWVWET, IAM X, TouchlD X* FacelD BEN T T Y N7 # —ALSRGIMEEE Y R—KNL
TVWET, IAM & Windows Hello DO—ALNAF—BERZHR—KNLTVEEBA, NAF—%E

RUTEATSICIE, Windows 1—H—F, ENAILFNAARN—RIJIT7EF1)T714F—%

EOFNAADNAF—ZFERALTROTFNAAR(ZYTRNYTBEVICHA2A42FTBD00AFN

A AR ZFERATIHENHYET,

® Note
AWS IE, FIDO2 7/N 1 AZEBRIFTHHICIVEI—XOYEK USB R—KCF V1A
TRMBENHYVET, EF1UTF -, REYD>, UE—NER. SLE7ZVY0
=LY NE—RTRHEELEEA,

FIDO 7ZA 7> ATk, FIDO tBREEBMEDH B INTO FIDO2 H@D)ARZARLTVE
EE

FIDO2 ZHR—KTBTZIY
DITTSIOYTEITEND FIDO2 EF1UT A FNAADOAAKK, TSIOHEARL—F 1>

TOATLODEAEDBIZEL>TEBYET, BE, UTOTZVHTEFIUT A F—OFERANY
71_:_ I\éhtb\ﬁ?o

JI7737  macOS Windows 10 Linux I0S 14.5 54 Android 7 A
Vi 10.15+ 22 (22

Chrome (& L (&L (&L &) L

Safari (& L %L L &) L

Edge (&L &) L »H) L

Firefox (&L &) L &) L
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® Note

BIE, FIDO2 ZHHR—KLTWVS Firefox DEEAEDN—23 2T, T7 7)) MNREE
T, TOHR—RIFEMCHE 2 TVER A, Firefox TFIDO2 DHR—KNZERICTSFIE
IC2VWTR, TFIDOEFa2UTAF—%rFTNa1—FT12009%, BBRLTLKES
Lo

macOS M Firefox l&. NAF—OVOATFNA ARIMT—0V 70— &2FL2ICEFEYR—KMLT
WEWBEFHYET, JORTNAARBIEICEDRKDYIZ, EFI1VFAF—%2RYFT
BESICKHBDTOVT INFRRENDBEENHVYYET, macOS TNAF—ZFEAL TYH
4242 F3ICIk., Chrome ¥ Safari BEDFIDT S OHEFEHITEZE2HEBHLET,

YubiKey % &, FIDO2 BEF/NAANT SIHDOHR—KCOVWTIE, TFIDO2 & & T U2F O A
L—F AT ATLEDITTSIOHFOYR—K, BSBLTLIEEL,

720973042

AWS i&, FIDO2 Z2ZRA T A JICHR—KNTDT SO0 EHR—NLTVET, AWS (& FIDO2
TS5IOYDOYR—RNZ2EBMTRE00T7ST40FEREYR—NLTVWERA, —BOTSOHYS
S04k FIDO E BN BEL, FIDO2 EXF 21 )T A4 F—TFHULBVERNFELD N HY)
x99,

T209TSTA42 OB ETOMONS TN 1 —FT 12 TOENIOVWTI, TFIDO £
FLUTAF—ZENCTERZL ) ZZRLTLKEZL,

ARP S L

FIPS #&7EX° FIDO REFAEL ARG E, FNA ABEEDOHAEZRMEBLTHYETH0EF, =F21 1
TAF—OEREBLITTT, 7/V1 AREBEEF FIDO Alliance Metadata Service (MDS) A S B8 T&
T, EFIVFTAF—OIAERAT—RZAFTERFLARINEEENTE, FNAARAZTICEFHNIC
REndE@BHVERA. FNAADAAETFHREZEEFHITBICE. "TNARAZERLUELT, B
MEn-AASEREMEBLET,

AWS T, FIDOMDS A SEEL 27/ A AREBEOFHF—E& LT, FIPS-140-2, FIPS-140-3,
BRIV FIDOEABLARIDIAAERA THFABEETATVET, FEITIAAETRA/TELARILICE
TUVT IAMARUY —CREDRIAENEREZEETEERT, FMICOVTRE, ATORUS —%
ZRLTSEEL,
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https://support.yubico.com/hc/en-us/articles/360016615020-Operating-system-and-web-browser-support-for-FIDO2-and-U2F
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TINA AGEAE DR S — D Hl

UTFOI1—AT—Ak, FIPSEEHERE D MFA FNA AZBBTEDXSICTHH T IR
>—ZRLTVWET,

NV D

e I—AT—A1:FIPS-140-2 L2 FEHEZF DT NI AN KD EFREHT TS

« 1—AT—A2:FIPS-140-2 L2 8LV FIDO L1 SIAEEHF OTFNA ANBEBREHTTD

o« 1—AT—A3:FIPS-140-2 L2 F /(& FIPS-140-3 L2 fEAEEF DT NA RADEREHT TS

o 1—RART—A4:FIPS-140-2 L2 Rl Z 5., RERA AT LAR/N—RIDIFT TOTPBREDED
OEED MFA ZHR—KNT2F/NA ADER=ZHF TS

dA—AT—A1:FIPS-140-2 L2 GERAB Z K DT /NA AD KD BRFRZFFAI T3

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Create"

}

"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Activate",
"iam:FIDO-FIPS-140-2-cextification": "L2"
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}

JA—ART—RX2:FIPS-140-2 L2 X T FIDO L1 GERAE Z R 2T /NA ADEBERZFA TS

JSON

"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Create"

"Effect": "Allow",

"Action": "iam:EnableMFADevice",

"Resource": "*",

"Condition": {

"StringEquals": {

"iam:RegisterSecurityKey" : "Activate",
"iam:FIDO-FIPS-140-2-cextification": "L2",
"iam:FIDO-certification": "L1"

J—AT—RX 3:FIPS-140-2 L2 £7zl& FIPS-140-3 L2 SEAE Z = 2T /N1 ADOERZF T TS

JSON

"Version":"2012-10-17",
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"Statement": [{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Create"

"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Activate",
"iam:FIDO-FIPS-140-2-cextification": "L2"

"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey" : "Activate",
"iam:FIDO-FIPS-140-3-cextification": "L2"

A—AT—A4: FIPS-140-2 L2 FELZ 5. REFDASZ AT LR/N—RTITT7 TOTP B ED T Db
DEEDO MFA ZHR—RIB2FNAAOBREZFHFITTS

JSON
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"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey": "Create"
}
}
}I
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"StringEquals": {
"iam:RegisterSecurityKey": "Activate",
"iam:FIDO-FIPS-140-2-cextification": "L2"

}
},
{
"Effect": "Allow",
"Action": "iam:EnableMFADevice",
"Resource": "*",
"Condition": {
"Null": {
"iam:RegisterSecurityKey": "true"

AWS CLI $ & T AWS API

AWS F, NAF—EetF1UT1F—OFEAZ AWSYZXIXY ROV Y =) TOHYR—KILT
WET, MFAICRTAINAF—ctEF1UT1F—OFEAKE AWS CLI & AWS APl TREYR—KE

NTVWEBA, £, MFAREBAPI AXRL =23 ADT 7 EATEHR—RENTVEEA,
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0DV —A

« AWS TONAF—EttEF1UTAF—OFEAOFHMICOVTIE., TAWS IEZRI XNV Y —
IWTNAF—XEF1UFT14F—%Z)HTH, 2SBLTLSEETL,

« AWS TONAF—EEFIVFAF—DORNTTIN2—F42TIC20WTE, TFIDO 2+ 1)
TAF—HFRNTTIN21—FT14200F%, #SBLTLIEEV,

« FIDO2 B/ R—RNICBET 2 —fRMBRERBRICOVWTIE., TFIDO2 7O T~y #BLTLKE
= U\,

AWS YZI X2 N2V =)L TRE MFA /N4 A% &V EHTS

EF/PMHOTNA RAZRBLSERFGEL (MFA) TNAAELTHEATEET, ChZeT5ICk, FE
R—AD TOTP (FRAR—ADID U BALNAT—R)FIIVAXLTHS RFC 6238 ICEHNT B E
NANTTVEAAN=ILET, ChsOFT7TVIE, 6 ORI —RZERLET, chsik
EFIVFTAREEATOVBVENALTNAALTRITTED 8., REMFA A S, FIDO2 &

FANTFTAF=PNAF—DESBT 4V UTICBVAT IV ERLRILOEFI) T 1 HFiRE
ENBVEENFHYET,

MFA ® FIDO2 ¥ 1T 4 F—\OBITZRFLTVEIHEEE., N—RUVITBAOEARELE
N=ROTIT7OHBEZEFEO2E. REMFATFNA ADERZRETD ZB<HEOLET,

— R BIREB MFA 777U Tk, BRORETNA ADEBRHFYR—KhEhTWB S, EHO
AWS PHOUN ELEI1I—Y—ICRLTERLUT7 TV EFERATEER T, MFA 24 &2 EEICHEK
EHLBERERR8ED MFAFNAAZAWS PHDO MO —RN I —B KR IAM 1—H—E& #(C
BRTEET, AWSYEZIDANIVY=)icOd4> LY, AWSCLI Z2FEALTEY >3 %
WAL TR, MFA TFINA A1 EBEHNETDTT, BHO MFATFNA RAZBERIT DL
EBEOHLET, T, RIAETTVEBHOTFNA RAEBRERELFBELESEICTHINIT IR
ATERLKBDNEBELSESD., 95ORNYOTY TR HMELZEMCITZDEZ2BE8HLET,

AWS T, 6 #10D OTP ZEK TR REMFA T T UNBETT, FATEDREMFAT T VT —
SAVOUANIDOVWTR, "ZEZRR, ESBLTLEE L,

reEY D

« BEBZT UV EAFA

« IAM 1—H—01RE MFA FNA A0EML AV —)L)

« {R2 MFA /N1 AN
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RBEBT 7 AFA

IAM 1—%—01{R*E MFA FNA RZEFHITBDICE. RORV—OTF IV AFAN BETT: AWS:
MFA TS hiE IAM I—H—# [LF1UTF A RIBERRA—ITHY D MFAFNA REEET
EDLSICLET,

IAM 1 —%'—0O1R3E MFA /X4 AOEXL (A~ V=)L)

AWS X RI X ROV =) TIAMZFEAL T, 7HI2 b0 1—H—0O{RE MFA /N1 A%
BEWELERVBEETDENTEET, IAMUY—R (REMFATFNARZEL)ICRTETEYF
LT, BINOTIOLAZHEE. BE, HIHTRCENTEXRT, REMFAFNARICRTZST
BENTEDDWEF, AWSCLI £k AWSAPI ZFERAT2HEENDHTT, AWS CLI £k AWS
APl ZERAL T, MFATFNA AZBMWELBRLRVOEETSICIE. TAWS CLI £7421F AWS API T MFA
FNARZENE TS, 2BRLTLKEEV, IAMUY—RA0ORJFHOFHMIOVWTIE., TAWS
Identity and Access Management UV —ANXJ ; 2R TL<EEV

@ Note

MFA Z2RET DIk, I—H—0RE MFA FNA AZKRARNTD/\— RI I TICHEN
TV EATEBRENHYVET, HlAF, AN—NT7 732 TRITENBEE MFA F/NA
AFERTRII—HY—HIZC MFAZRETDELET, TOHEE, VA —REETITSIC
., TOAN—RNT7 20 ZRATERZIRENHYNET, cOLH, 1—F—HFEBr0RE
MFA FNNA AZBRELTBEBTEDLSICTHIEEHBEOLET, CNFEES. HEX IAM
TO2aA aRTIDERZI—HY—IRHEITIHLENfHYVET, COT 7t7\§‘F‘IEﬁ
533 IAMARIS—OFMASRTFICOVWTRE, TIAMFI—KUTFI: I—HF—ICED
FEMERO L MFAREEZHFATD ) HRFRD T —DH TAWS: MFA TEREEE h /= IAM
I—H—N[EFIVT A RAEBERIR—TEHIO MFATFNA REZBEBTEDLSICLE
T ESBLTLIEEL,

IAM 1—H'—01R*E MFA F)NA AZBMCTSICE (AVY—))

1. AWSNXZRZ XU RNIAVY=ILIZHA242L T, IAM 32 =)L (hitps:/
console.aws.amazon.com/iam/) ZB&E £ 9,

2. FTESF—232URA2T[Users (A—H—)] ZBRLET,
[Users] (A—H—)DUARNT, IABMI1—H—F&BRLET,

4. [Securlty Credentials] X 7 %3&R L £ 9, [Multi-factor authentication (MFA) (ZEZRFRE (MFA))
T. [Assign MFA device] (MFA 7*/N14 ADEIV) HT) ZBIRLET,

ZERWGL 307


https://console.aws.amazon.com/iam/
https://console.aws.amazon.com/iam/
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5.

DAF—RT[TFNAARB]ZADL., [RET 7 V] [RN] DIEICERLET,

IAM A" QR J— RZE TR MFA TN/ ADRERH/EZERL TRRLET, RIF. QRI—
RICXHBL TVWBEVWFNSAATOFRASDICFHATES "—JL Y MREF—1 ZRLTLR
ERD

REMFAT 7V ZRELT, REMFATNARAZFRANTRDEHICEATEDZ T T VT —
SaVOUARNIOVWTR, "TZEZHFE, 22RBLTEE L,

1R3 MFA 7 7 A" BB ORE MFA FNNA AE TR T AV R EHR—RNLTVBRHER, #
LWRAE MFA TFNA ARG THIOV NEERT D AT a2 2BRUET,

MFATZZ7UA QRO—RZHR—RLTVBIAESHZRIBLTHS, ROVThAZRTL
x9,

« 4% —RAS [Show QR code] (QR I— RO FXR) #iBIRL, 77U EFEALTQR I—R
BAFYLET, TOLOOBRREICE, FNAAONW XS Z2FEALTIA—REZAF YT
BPAOXTTADAURAF Y A—RBENDHYET,

« AU 1% —RT[Show secretkey] (>—VL Y hF—%FKR) ZBIRL %, MFAT7UIC
—OLYRF—ZAHBLET,

CNTREBMFATNARARD Y ZALNAT—ROERZFRKBLET,

(751 ADBRE] K—TT. [MFA Od— K 1] K Y 2 RI2. BIERE MFA /N1 RAICRRE hT
WBDURALINAT—RZADLET, FNAANFLVWI U RALALNAAT—RZEKT S
ECHSET (BE W), ERENES [MFAcode 2 (MFAI—KR 2)] KY ZRIC2 22BN
BRALNAAT—REZADLET, [Add MFA] (MFA ZEMN) Z1BIRL £,

/A Important

d—RzEZERLES, BIFICVIIANZEELET, I—REZERLERICUIIA
RZEFETRETHEAI DAV TESIZES. MFATFNA ARI—HY—EBFEFEICEER
TehErTH, TO MFATFNAAGRHEhFLEA, Cchik, FAMALR—ARDUZ

A LNAT—R (TOTP) DEMNPEAEVEDICEIYET, TOBAK., F/NA1AD

BREBATEET.

N TIRIE MFA 7/)NA A% AWS THERATE XY, AWSYRI A KNIV Y=L TOHO MFARA®D
FHCOVTR, "MFARBOYA A4 25RLTLKEEL,
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® Note

AWS 7H D2 K TEIWHTSNTVWEWRE MFA F/NA Ak, AWS YRI X ROV
V=)L BHT, FEEHTA A4 7OARICHL VRE MFA F/)N1 AZEMNT S & HIBR
TNERT, REITOREMFAFNARER, BFERODTHINIHZTINAATT
B THAOROL—R I —FLG IAMA—HF A4 T7OLATHERAETIEE
hoe CchSBHIBREND 12, FHILWMRIE MFAFNARZT AV NZENTEET, &
Iz, TNAABRZBAHIZEELTELRY,

THI7 NADOKRE) HBTOIRE MFA /N4 A%ZXRRTDICIE, list-virtual-mfa-devices
AWS CLIOX Y RELEF API - ZFERATEXT,

o {R*E MFA FNA AT OT 1 71tTBIZIk, deactivate-mfa-device AWS CLI AT > R
FERFAPIO-I)LZFEATEE T, cOT/NAARKREVWETICERYET,

« RE) ZTORE MFA FNA A% AWS 7HI N =K1Y —FLE IAM I1—H—
ICT72YF93BICE. enable-mfa-device AWS CLI N> RELIE API O—)LEEEIC,
TINA AN ERL A — RAIBEERYET,

{R28 MFA 7)Y 1 A0 R

AWS PHIY RDOII—RI—HY—& IAMI—H -, MFA R 7 ZEEICHAEDELLRKR8 A
O MFA FNA RA2BRTEERT, I —HFTFNARAZHBERLIEED, SHDEHTRBEITIHE

FH25HaR. SVWTFNARAZETITATHLET, TOHE, HLLFNARAZI—H—IEBMT
EFXT,

« BlOIAM I—H—ICBEERFS N TWBEITFNAREET VT 17T BICE. "MFA F/)NA A%
EMCTD ZSRBLTLKEEV,

« Bl IAM 1—H—OXRBAHDORE MFA F/)NA AZEBMITSICE, ERED TIAM 11— —0{RAE
MFA N4 20 (A V=)L) OFIEICHEVET,

c AWS 7HDOYRMOIN—RI—Y—A—F—OXBADIRE MFA TFNA AZEMT B, )L—
NI1—H—01FEE MFA TFNA AZBNCTSD (V=)L) OFBIZCRHVET,

AWS YZZ XY RAVY—=)ILTN—=RIIF7 TOTP h—0O 2 &V ZHTS

N—=RIIF TOTP h—02 ., BALR—ARDYBALLNAT—R(TOTP) PILIVXLICE
JUT, 6 MOBEI—-REZERLET, I—F—k. F42/2T7OAFICROSN =S5, TN
AANSEMBEI—REZADTIHBENHYEXRT, I—HF—CENHTS5hDE MFA FNA AR —

ZERFEL 309


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/list-virtual-mfa-devices.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListVirtualMFADevices.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/deactivate-mfa-device.html
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BETHY, o1 —H—0FNAA@MITOI—RTRBIAENELRA, MFATFNARAZTHIU K
BREFI-YV—RETHEIZLRETERE A,

N—=RIJIFTOTP h—O2EFIDO EF1UTAF—RF, WTFhESERNBATIYNET/NA
ATTo N—RITT7 MFATFNAARE, I—F—AAWS [CH A2 (22 EFREAAD TOTP J—
REERLET. NYTU—ICHEFELTVD -, REORBEEEICNYTU—OXHME AWS
ENBRBIVEICEDFZENHVET, NTUVY IF—BES{LEZFALELFIDOEF1I T«
F—F, NvTV—ZXEBEERT, D—LLABREATOLRAZRHELET, 71y 22 TMmME%E
BHRLEHICE, FIDOEFIVTAF—%2FEATRI L ZHEBOLET, FIDOEFIVT 1 F—
&, TOTP FNA ADKDY ICEATES, LVUEFIT7HFERTY, 512, FIDOEF2I VT A
F—F, ABUFNAATEEBO IAMI—H—FL@RIL—NI—HF—ZHR-—NTEDLO, THY
PhEFIVTFAQI—FTAVTAHNBUEENET, BADTNAARATOAKREBARRICOV
Tk, "ZEFRFTE 2ZRLUTEE L,

IAM 21— —0O/N\N—RTITT7 TOTP FNA AR, AWSNRZ XNV —=)L, ANV RZA4 2,
T IAMAPI ZEALTEMICTRDZENTEET, AWSTAHI MO —RI—H— O MFA
TINAAREZBAMCTZICE, "O)N—rI—H— OV -J) AIC/N—RTITF7 TOTP h—7
CEBMILET ) 2FRLTLSEE,

AWS PHORDOIL—FRI1—HY—BLCIAM I—H—ICHL., "TREHYR—KENTLSD MFA Z
A7 1 OREEDOHEAZEDET, ZFRK8EAED MFA FINAAZBRTEET. MFA F/)N\NA AN BB
PH/BETE, TOA—HELTAWSIYZRIAY NIV ICOTA4> LY, AWS CLI Z
LTEy2avahERLiEYT20C4EE0R. 1 A0 MFA FNARAEFTT,

/A Important

MFA FNA RZMRLIZY T O EATERLBZ212Y LEBEIC, - —NEIEHRETH
DURNCT O EATEDRSICTR O, BHO MFA TNA AZFAAEICLTHESZ L
ZHBOLET,

® Note

AR RZA DS MFA TFINA A Z2B3{LT2H5EICIE. aws iam enable-
mfa-device ZFALE T, IAMAPI T MFA F/\1 AZEBMLTBHEEIC
l&. EnableMFADevice ARL —>3a> & ERHALET,
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AWS Identity and Access Management dI—Y—HA R
REY D

s REBT UV EAFHH

« HEO IAM 1—HY—T/\—RIDITF7TOTP =0 ZEMICTS (A V—I)

s IO IAM 1—H—0O/\—RJIFT TOTP h—O 2 ZBMICTS (A V=)L)

. MEBHE MFA TNNA4 ADXH

MERT VAR

BEESXMFABEOT a3 ERELANS, IABMA—H—BIC/N—RIDIF7TOTP k=02 %E
BI3IZE. LTORIUS—ICRBDTIOECAHFAN NETT,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowManageOwnUserMFA",

"Effect": "Allow",

"Action": [
"iam:DeactivateMFADevice",
"iam:EnableMFADevice",
"iam:GetUser",
"iam:ListMFADevices",
"iam:ResyncMFADevice"

1,

"Resource": "arn:aws:iam::*:usexr/${aws:username}"

"Sid": "DenyAllExceptListedIfNoMFA",

"Effect": "Deny",

"NotAction": [
"iam:EnableMFADevice",
"iam:GetUser",
"iam:ListMFADevices",
"iam:ResyncMFADevice"

]I

"Resource": "arn:aws:iam::*:user/${aws:username}",

"Condition": {

"BoolIfExists": {

ZERWGL 311



AWS ldentity and Access Management I—%—HA KR

"aws:MultiFactorAuthPresent": "false"

BEODIAM1—Y—T/\—RIJITF7 TOTP h—=0ZEBMCTZ (A V—I)
BOO/N—RODIF7TOTP h—=0 2k, AWS Y XX ROV —=I ASEMELTEET,

(@ Note

N—=RTIT7 TOTP =02 ZBMCTBHIC, TOF/NAAICKHUNENBZT I AR
ERHOMLEBENBYNET,

BEDIAM1I—Y—0O/\—RIJTF7 TOTP h—=U 0 ZEBMCTZICE (A V-—I)

1. AWSTAHIURNIDREBRGTAIDRIAIVTA, IAMA—H—&, 8LTFNAD—RZEH
LTIAM OV =LA A2 LET,

(@ Note

NEEDED, AWS H A2 A R=J &, TZTJY cookie ZFEAL T IAM 1—H—%&
ETAIYMERZERBLET, UAICHOI Y- LTHA A LECENHD
BERE. R—POTHCHBIBEIOTHINIHA A UEERL, X420 F(4>
AR=DICRYET, TIAHAS, AWSTAHIOURNIDRERBTAINIA VT A%
ABLT, FADVROIAMA—Y—H A A IR=DICVRALIRNENDLSICT
BENTERXRTY,

AWS PHOUNTADINIDOBREBIEOVWTR, EBEECHBAVELESEZL,

2. BLEOFET—>3N—-THEZ7OI—Y—FZRBIRL, %L T [Security credentials] (Z¥ 1
)7 4 FRALEH) 2 BRLE T,
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Account ID: 123456789012
IAM user: User1

Account
Organization
Service Quotas

Billing Dashboard

Switch role

3. [AWS IAM RREEER] 27 0 [ZEXRRI (MFA)] 223> T, [MFAF/NA ADEIY) HT] =i
RLUET,

4. 74— RNT [Device name] (7/N1 AR) ICAHL =&, [Hardware TOTP token] (/\— R
M I T TOTP h—4 ). [Next] (RA) QIEIERL =T,

5. MRFNAAODVUTIINFN=—ZAHILET, UTIILFN—R&, BE, FNAAOEFMEIC
HY)ET,

6. MFAF/SA RALEREATLS 6 NiOKET% [MFAcode 1 (MFAJI—K )] CAALET, T
NAABHEHOREZHRLTHRFERRTDEENIHYVET,

| s

7. FNAANI-—RZEHMIDETIONEBEERS, EFMRICKRTE NI 6 MTOIMF % [MFA code
2MFAO—R2IICAALET FNAAREDOREZ ZBEHRLTHLVWRFEZRTIDE
BFBYET,

8. [Add MFA] (MFA ZE&m) ZEIRL £,

/A Important
AL 1— RZERLERISIC, UIVITANEZEFLET, O—RZERLZEICY
VDIARNZEEIDETHEAIDILYTEDFEE, MFATNA ARI—Y—ERERE
ICEEMGFSNETAH. O MFA FNA AREHENBE<ZNERT, chlk, X1A4A
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R—ARDUEALLINAT—R (TOTP) DBEMHEAEVEDICERIYET, TOHEE
&, FNAAOBREENF TEET,

TINA A% AWS TEARAITZERAIBVERL . AWSIYZRI X RO Y—ILTO MFA FADEF
MICOVWTE, "MFARSOY A (42 ZZRLTSEE L,

BOIAM I—H—0O/\N\—RTJIF TOTP h—=0 2 ZFB#MICTS (A2 V—I)

AWS X ZRI X ROV A5HIO IAM A—Y—O/N—RIITF7 TOTP h—0 2 ZBMICTE
£9,

MO IAM 1——0O/\N—RIJIF7 TOTP h—=02&ZBMICITSICE (> V—=I)

1. AWSXZRIXZRNIAVY—=NIZHA2 (42 LT, IAMO2 Y =)L ZBEEXT hitps://
console.aws.amazon.com/iam/,

2. FTET—23URA2T[Users (A1—H—)] ZEBRLET,

3. MFAZEMtT21—H—0REZBIRLET,

4. [Security Credentials] X 7 &i#iR L £, [Multi-factor authentication (MFA) (ZE&FRAE (MFA))
T. [Assign MFA device] (MFA 7*/N14 ADEIV) HT) ZBIRLET,

5. 4 H— RKNT [Device name] (7*/N1 AR) ICAB L 1z#&. [Hardware TOTP token] (/\— R
JITF TOTP b—72 ), [Next] GXN\) DJEICEIRLE T,

6. WNRFNAADZVTINFN=ZANLET, ZUTILFN—R, BE. FTNAAOETHEIC
HYET,

7. MFATFNAAICKRRENTVS 6 HIOHF%Z [MFAcode 1 MFAOd—R N ICAALET, 7
NAABEDORE > ZRL THFERTIDEENBYET,

\esEE s

8. FNAANI—REEFHIHETIOWEERSS, EFERICRTE Nz 6 HOKF%E [MFA code
2(MFAOJ—R2IICAHILET. FNAAHEAOREZ ZBEERLTHLVRZERTRT S5
ENFHYVET,

9. [Add MFA] (MFA %Zi&#n) Z58RL %7,
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/A Important
WEEd—REZERLERTISIC, VITAMNZEFBLET, O—RZERLLZEICD
VDIANZREFEITADETRBEIDOAVYITESRFE, MFATFNA ARG I —EREE
ICEERFSNETH. 20O MFA FNA ARRBPE BN ET, chlk, X1 A
R—=ARDYBZALLINAT— R (TOTP) DEMHMEAEVLEOICEZ Y ET, TOHE
. FNAAOBEERFTEERT,

TINA A% AWS THEATDERITBVERLIZ, AWSTYRIX ROV —)LTO MFA FIA DO
MIZOVWTR, "MFARIEOH A4, ZBRBLTLKEE L,

YIERE MFA 7N 1 A DXk

"RBEYR—REhTVD MFA 2471 OREEOHEAZEDET, —EIlC&KX 8 BN MFA T*/X4
A&, AWWSTAHIRMDOIL—RI—Y—BLTIAMI—Y—ICE)ETHIENTEET, 11—
Y—HATNAREHRLIED, ASHDEBEATIRIZILEN HEDHE. BNCHEWTNAAZET
ITATHTRRENFHVET, TOHR, FILLFNARAZI—HY—CEMTEET,

c BEI—Y—ICHERTSNTVRTNSARERT VT4 7LTDICE. "MFA TN/ AZEY
g2 ZZRLTSEE L,

« IAM1—H¥—ICHL, X|A/N—RITIT TOTP h—00ZBMNTSICE. COREY VDOFI¥
CHZFIE "0 IAM 1I—H—O/\N\—ROIF TOTP k=0 ZEBMICTE (AV—))1 OF
ATYTICRVET,

c AWSTHUYRDIIL—RI—HF—IZRL., RB\A/N—RITIFT TOTP h—0 2 ZEBMT S I
&, COREYIOLEEFIE "OI—rI1—HF—(A2V—=)L) AIC/N=—RJITF7 TOTP h—0 2
EEAMILET ) OFATYTIZRVET,

AWS CLI & 7zl& AWS API T MFA /N4 AZ &IV HT3

IAM 1 —H—0O1{R*E MFA F)NA AZ2BMICTSICIE. AWSCLI OX > RELIE AWS APl AXRL —
>a>vaEFEALET. AWSCLI, AWS API, Tools for Windows PowerShell, £z no <>
RSAY—=)ILZFEALTAWS 7HIO MO —KRI1—— O MFAFNA AZEMIITED L
TEEFEBA, EEL, AWSI XX ROAVY—=) ZFEALT, I—h1—H%—0O MFAFNA1 A
EBMLTDENTEEXT,
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AWS YR X RNV —=I H5 MFATFNA RAZ2BRMICTD E, DV —IIFBEERICKD
TEBROATY T ZERITLET., KV IZ AWS CLI, Tools for Windows PowerShell, &7 & AWS
APl ZER L TRETNA AZERT 258, ThSORTY 2 BYLIEFTED TRITITS
PDENBHYVES, EEAF, BB MFA FNA AZERTRICE. IAMATD TV EERL, XF
FEEF QR IA—RIZ T4V OELTOA—RZHETIHLEN HYVET, RIZ, F/IN1 A% 1AM
I——CRIBEETEENGFRISEN BV ET, FMICDVWTIEE. New-IAMVirtualMFADevice @
[Examples] () £02 3> &2SRBLTLKEETV, MEBFNSA ADHZERIERATY T2RIEL, 7
NAAZEHLTI—HY—ICBHEMRTAFIENEZEEATLEEL,

IAM VY —A (R MFA FNA RAZEL) ICRTZTRYFLT, RTINOT IV AEEE, BE,
Hf T B ENTEET, REMFAFNARIZRT RFTRENTEBDIEFE. AWSCLI £(F
AWS AP| ZEHT2BE850D&K T,

SDK £/ I& CLI ZFEA 9% IAM 1—%—I&, EnableMFADevice ZHO'H L TEMD MFA 7/
A AEBMICTSH, DeactivateMFADevice ZFTH L TBRED MFA )N/ AZE|EMICTEE
T CREEFICITDICIKE., £ GetSessionToken ZHUH L., BEED MFA 7/N1 AT MFA
OI—REREEIDHVENHYNEST, COFHPHELT, —BNEEF1) T RIABHREZRENET,
COFFIERZEMFEAL T, MFASRRIZXLELE TS API AXRL -3 ICBRETEET, VDUVIAR
ELARADOBIZOVTIE, TGetSessionToken—EHEINTVWEVREICHZD I —HF—@TFD
—BEEREEEHR. ZSRBLUTKEE L,

IAM TRIEFNAADI T 4 T 14 ZERL . RIEMFA FNA AZRTICE

CNSOIAXRVRE, ROORX ROZLLTIUTILFON—ORDYICERE D T/INAAD
ARN ZRMHL £,

e AWS CLI: aws iam create-virtual-mfa-device

* AWS APIl:CreateVirtualMFADevice

AWS ZEHTBD LD MFA FINA AZBRICTBICIE

ChSsOIOXRY RTR, FNAA%Z AWS ERFEET, Y —cBRENFTERT, 7T/V1 AMRA
TINAADZE, RETFNAADARN 22 UTINFN—ELTHEALET,

/A Important

AL I— RZERLERTIC, VITANEEFLET, J—RZERLERICUIIRA
NEZABTHETRENM DALY TEZHE, MFATFNA ARI—H—EREEICEERGTS
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeactivateMFADevice.html
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NEIHN, TOMFAFNAAGEBPEhB<<BEYET, chiF, FAMALR—ARDITUEA
LNAT— R (TOTP) OEMBBAEVEHICRIYET, COHEAK, ROIY REME
ALTFNA AZBRBATEET,

* AWS CLI: aws iam enable-mfa-device

« AWS API:EnableMFADevice

FINAAZEMCTBICE

LTFOARY RTR, FNAREI—H—0OEERTZHERL, TNA AZEMLELLET, TNAA
FREBTNAADFE, BREFNAADARN 2 UTIIFN—ELTHEALET, BlE, RET
NAADIVTATAEHIKRTIBENHYNET,

« AWS CLI: aws iam deactivate-mfa-device

« AWS APIl:DeactivateMFADevice

RIEMFATFNAARIVTAT A Z2—EBERTTDICE
BTN RTE, RERMFATFNAADIVTATAZ2—BERRLET,

« AWS CLI: aws iam list-virtual-mfa-devices

* AWS APIl:ListVirtualMFADevices

R*E MFA FNA A 2T =2 F3 I
IR*E MFA FINNA AR T &2 T3, ROON RZFEALET,

* AWS CLI: aws iam tag-mfa-device
« AWS APIl:TagMFADevice

RIEMFATFNAADERTE—ERRTDICE
BREMFATFNARCTEY FENLEZT2—BERRIBICE, ROONY RZFEALET,

« AWS CLI: aws iam list-mfa-device-tags
« AWS APIl:ListMFADeviceTags
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListVirtualMFADevices.html
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https://docs.aws.amazon.com/IAM/latest/APIReference/API_TagMFADevice.html
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R¥E MFA FNA ADRT % BBRTDICIE

RIEMFATNA AT RYFENLRTZHIBRTSICE, ROV REFEALET,

« AWS CLI: aws iam untag-mfa-device

« AWS APl:UntagMFADevice

MFA N4 A2 BRMT I

AWS HZ2IFANShBVWI—RZFNAANERL TVRHEERF. ATOONY RZHEALKRT,
TINA ANBRBFNAADFE., RETFNAADARN Z2VTFILFN—ELTHEALET,

« AWS CLI: aws iam resync-mfa-device

* AWS APl:ResyncMFADevice

IAM TI{R*E MFA FNAADI T 171 %2HIBKRT3ICIE
FNAADI—HF—ANOBEN TEERLER, TOTFNAAODI T AT 1 &HIRTEEXT,

e AWS CLI: aws iam delete-virtual-mfa-device

« AWS API:DeleteVirtualMFADevice

MAELZIBEFORE MFA FNA AZ2EIRBTSICE

RIBIEMFA T 7V ZRARNTDI—H—DOFTNA AN KR, R, RBBELBLBERZZEND
WET, COBEE, I-F—HNESITHRAIZ LR TEFRRA, I—H—B, FNAAEEMICT
PEHICEBRBCERIDLENBYERT, FMICOVWTRE, TIAMAT MFA TRES ML ID %

Brdsd, 2ZRLTSEZL,

MFART—RAZFIVITS

IAM 2V —=)T, AWS 7AHDVY hOI—RI1—H¥— & IAM I—H—THME MFA /N1 A
FEPLENRTVWRILESH ZEFELET,

L—RI—H—0O MFART—XAZHERTBICE

1. L—RI1—H—FRAEHREEALTAWS IZIXY ROV =)L IZHA4> 4L, IAM OV
Y — )L (https://console.aws.amazon.com/iam/) ZBEE £,
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2. BEOFET—23aN—-TEZOI—¥—FZBRL, HVT [EF1 )T« FRLER] 22
RUET,

3. [Multi-factor Authentication (MFA)] T. MFA A" G%iH ExhH = 7R
LEFT. MFANTIOT 147 nTOWBVESE., 75— iEH

(A
NFRRENET,

TAHOYRNIHUTMFA ZEMLTRHER. ATOVThAZSRLTSEZL,
c L=hI—HY—0REMFATNAARZENICTS AV V-J)

e WI=hI1—H—ONAF—FLEEFIVTAF—ZBMCITS (AV-I)

e DI—RI—HY—QAVV-IL)AEN—RIJIFTOTP h—=O 2V ZFMILET

IAM 1—H'—0O MFA AT —X A ZHBRIT I

1. 1AM 2V —)L (https://console.aws.amazon.com/iam/) ZBE £ J,

2. FTEF—2aoRADT[A—HY—-]1ZERLET,

3. BEICHLUT, ATOFIEZETL T, [MFA] 5% USERS T—7J)LIZEBML £ T,

a. AROT—7IOLT, BRETFAI
(@
ZERLET,
b. [Manage Columns (7D &) T. [MFA] ZRBIRLF T,
c. (A72al)1—H¥—F—TILICRRLBEWVWIRBHELOFIVIRYIREFTIZLET,
d. [Close (BAU %) ZZBIRL T, I—H—DUANIRYWET,

4. [MFAIFIZ, BMICHE2TVD MFA FNA AN RRENE T, TO1—H—ICTF7IT17%
MFA N4 AN B WEEIE, O Y —JLIZ [None] (B L) ERRENET, I—H—0 MFA
FINA AN BERCBE2>TVRHEEE. MFABIZ, TOTFNAADRA T % RTE ([Virtual] (1R
#8). [Security Key] (F 17 14 F—), [Hardware] (/\— R I 7), £il& SMS) i"RREh
9,

(® Note

AWS (&, &4 < SMS ZERFEE (MFA) DHR—KNZTLET, SMSTFAL
XY tE—IR—AMFAZFERATS IAMI—H—0HEEKEF. ATOROVThADSE
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EURB (Y ZRIIFR—AD)MFAF/NL R, FIDO EFI1UF 1 F—, £EE/\—
KYTTP MFA /N4 A) ISl BRBEEBEHLET. V) 4TSNk SMS MFA
FNAAZFEALT, PTHIONOIA—H—&EBRTHDENTEET, ChZzE1T5IC
&, IAMO>VY=)ICBELT, FES—2asoRA(O0 [1—F—] Z&RL., 7—7
L [MFA] 5l [SMS] AL TI1—H—%RL 7.

5. 1—Y—0O MFATFNAAICBEITIEMEREZRRIDICE. BB TD MFART—XANOI—
H—EZBRLUET. RIS, FBIEE®R 27 28RLET,

6. TOIA—HY—IZTIT 177 MFA FINA AFBWVEEE, 02V —)LIZ [MFA 7/N1 A% L]
ERRENET, [BEERT (MFA)] £ 32T [MFA /N A%V 4T T AWS BED
tFI1VFT4Z2BIELET], I—H—0 MFA FNNA AN BWLENTVSBEHES, [Multi-factor
authentication (MFA)] (ZEHREREE (MFA) 20> a2 ICl@. HROF/INA AICET B FHMN KRR
EhFET,

. FINAAB
s FNAADRAT
s FINAADID NEBFNAADUTINES, £lld AWS TOIREF /N1 AD ARN)

« FINA ADOER B
TFNAAZHBRELGBREBIDICE. TOFNAADEICHEZTOHARR D EF I
L. [Remove] (HIBR) & /=& [Resync] (BEIH) #BIRL £ T,
MFA OBZLOFMICOVWTIE, UTESBLTLKEEL,

« AWSXZI XV ROV Y —ITRE MFA F/)NA A%Z2&V) HTS
c AWSXZIXVRIOAVY—LTNAF—REFIVT A F—%2FVIHTS
c AWSNZRIXYRNOAVY—=)TN=—RIIFTTOTP h—O2%&IV)HTS

R MFA FNNA AEN—RTITT MFA FINA AZBRHT S

AWS OV —)LzEAL T, REH LV /\— R I 7 Multi-Factor Authentication (MFA) /N1 A
BERPHTEET, I—F—0OFNA ANFEALESELEEZICABEATVEVEES, 1—H—
DA A2VBFREL, IAMBEI—Y—CTFNA AOBRBZRELET,
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® Note

FIDOtF1VFT 4 F—RBFRAFLELSBDICEEFEHYEFEA, FIDOEFIUFT 1 F—Hnk
FEEBELLESEE., ThEFRTITATILTRENTEET, MFATFINAARAT %
FEMICFTBDHFEICOVTR, "THID IAM I—H—0 MFA /N4 A& &L D ICIE (O
V=) #BRLTLEEL,

AWS EEEF, IAM I—H—DREBELF/N—RITIT MFAFNA AN ATLERBEATY
BWEE., ThSOTFNAAZBRBTEET,

AWS PHO Y MO —KI1—H— MFA F/)NA ANBEL TV EVEEE. IAMOYV—ILEEH

LTFNA RZBRPIZDCENTEFT, TNA RZERICBRABTELEVEESE., /N1 ADE
ENTEBRL CTERERIITI2XEN HDEENFHYVET, HFEOFMICOVTE., "MFA FN

AAEEMCTD ) KR TIAM O AWS ZEEFI, #3BLTLSEE L,

NEY D

- BEBT U AFHH

c REBSLTN—RIIT
c RESKVT/N—RIIT
s RESXT/N—KRDIT

MFA /N4 AQ BRI (IAM IV =)L)
FA 7/)N4 A0 BREE (AWS CLI)
FA 7/)N\4 A0 EBEREE (AWS API)

<

BT 7 EAFH

MEO IAM A—Y—OREEZE/N—RIIT MFATFNA AZBRHITZICE. XORIZ—OTF
DEAFANBETT, CORVI—TRE, FNARZERTDERHETIT1THTRERT
EXEBA

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowListActions",
"Effect": "Allow",
"Action": [
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"iam:ListVirtualMFADevices"

1,

"Resource": "*"

"Sid": "AllowUsexrToViewAndManageTheirOwnUserMFA",
"Effect": "Allow",
"Action": [
"iam:ListMFADevices",
"iam:ResyncMFADevice"
1,

"Resource": "arn:aws:iam::*:usexr/${aws:username}"

"Sid": "BlockAllExceptListedIfNoMFA",

"Effect": "Deny",

"NotAction": [
"iam:ListMFADevices",
"iam:ListVirtualMFADevices",
"iam:ResyncMFADevice"

1,
"Resource": "*",
"Condition": {
"BoolIfExists": {
"aws:MultiFactorAuthPresent": "false"

}

REBRT/N—RIIT MFA /N4 AOBRH (IAM V=)L)
IAM OV —=I)LZEAL T, REBKLV/\—RIIT MFAFNA A2BREABTEET,
MBD IAM 1—Y—0RBELEFE/N—RIIT MFAFNA AZBEBPTSICE (A>V-=I)

1. AWSTAHIURNIDREBGTADRIAIVTA, IAMA—H—&, 8LTFNAD—RZEH
LTIAM OV =LA A2 LET,

LERFGE 322


https://console.aws.amazon.com/iam

AWS ldentity and Access Management I—H—H4A KR

® Note

FEHEDESDH, AWS A2 A R—=DF, 7T cookie ZFERAL T IAM 1—H%—F
ETHIVNERETELET, UHICBIOI—Y—&LTHA A/ LEZEN DD
BEE, R=DOTHICHB[BIOTHIDNCHA A EIRL, X401

AR=DICRVET, TNHS, AWSTHIRNIDERERTHODNIAVT R %E
ABLT, FAODRMDO IAM A—H—HBA A R=DICVRALIRENDELSICT
BDCENTEERT,

AWS PHIUNTAHVNIDOBEBIEOVWTR, BEBEECHSBAVELESEZL,

2. BLOFETS—>3aUN—TEZ7OI—H—FZBIRL, %L T [Security credentials] (Z¥F 1
)7 1 FBEEEH) 2 BRLE T,

Account ID: 123456789012
IAM user: User1

Account

Organization

Service Quotas

Billing Dashboard

Switch role

3. [AWS IAM EREEHE#R] 2 7 0 [ZEEREE (MFA)] 9232 T, MFATFNA ADEICHZD ST F
RERDZERL, [BEH] 2 &8RLET,

4. FNAATEHELUTERENEXD 2 ODOD—R%Z [MFAD—R 1] B&KT [MFAJI—R 2] ICA
ALET, RIZ, [Resync] (BEH) Z&RLET,
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/A Important
O—RzERLES, BIFICVITIANEEFELET, AD—REZEFKLERICVITIA
NEZAETRETRENI DAY TEDHFE, VIIAMEBRIRAETIN, FNAA
BREBENTVEREA. ChiF, FMALAR—ARDVEZALLINAT—R (TOTP) DB
HESEVWEDICEIYET,

AOIAM I—F—DREERLZFE/N—RTIT MFATFNA AZBERIZICE (A2 V—I)

1. AWSNX XX RNIAY=ILIZHAL4>4> LT, IAM Y =)L hitps://
console.aws.amazon.com/iam/ ZBEZ £9,

2. FTETF—23sRAT[A—H—]ZRBRLTHS, MFATFNA AZBRPIZILEN HS
I—Y%—nBe&EBBRLET,

3. [ Security credentials ]| # 7 Z#IRU £, [ZERFRF (MFA) 023> T, MFAFN1AD
BICHDTOFRRZBIRL, (BRI 2 BIRLEFT,

4. FNAATEBLTERENERD 2 2OO—KR%E [MFAI—R 1] 8&T[MFA I—KR 2] IC A
ALET, KRIZ, [Resync] (BEH) ZiBIRLET,

/A Important

O—RzERLES, IFCVIIARNZERFGLES, - REZERLERICVIIRA
REEFIRETRHEASDHAWITEZHE, VITAMEBRIRZRTY, FNAA
BRBENTVERA, chlF, BALR—ARTURZALLINAD—R (TOTP) DER
HEAREVEOICEZYXRT,

BAA2FBHICIN—NI—F—MFA ZBEHRITZICRE (A V-))

1. [Amazon Web Services Sign In With Authentication Device (FR&E 7 /N1 AIZ & % Amazon Web
Services \DH A A N R=DT, RIATFNAAICEENF HVEITH?] ZBIRLE T, [Click
here] (CZZO Y OLTLKEEW).
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® Note

BOFFZ N (B MFA EEALTHA A » BEFRAADRS TN 1—F 1>
S FERENDBANBYET, L, BREATVSBEZELTT,

2. [Re-Sync With Our Servers (M —/N—&EOBRM) 023> T, FNAATEHRL TERE
12R® 2 DO O— K% [MFA code 1 (MFA J1— K 1)] 8 & T¥ [MFA code 2 (MFA J1— R 2)] I A
AL EF, KRIZ. [Re-sync authentication device (FREET /N1 AN BREH)] Z#IRL £,

3. ZBEILWUT, NAD—RZES—EAANL., (P14 2BRLUET, RIC. MFA F/NA
AEERALTHA A2V ZZETLET,

A4 LERBCIIL—NI—Y—MFATFNA AZ2BEBIHICE (A>V-))

1. [Rootuser] JL—hI1—%—) ZBIRLTAWS THIUBN DEX—=)ITRLAZAAL, TH
DVRABEELTIAM O Y —ILIEH A4 LET, ROR—JDT/NADT—RZAHDLZE
ER

(@ Note
IL—KRI1—H—TF, "IAMI—HY—-&cLTHA A R—DIHL2142TFTBDC
ERTEELEA, [AMA—HY—OH A AV R=DHFRRENEHE. R—DTEHN
HETIN—RI1I—F—DEFXA—INZFEALTHAA420FB]) ZBIRLET, IL—K
A—Y—Z2EFEALTHA AT BDHFEICODVTR, AWSHA 42 I—H—HA R
D "N=KRI—H—ELTAWSNZXIXRIV=IAYAL 425D, BSRL
TLEEL,

2. FEF—arN—o0hRAT. £FATEZTHU MEZEIRL., XIZ [Security Credentials] (2
F 17 1 FRHER) ZBIRLET, XEIZHLU T, [Continue to Security credentials] (ZF 1 1J
T 1 ERAMERICHED) ZBIRLET,
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® & Globalv

Account ID:1234-5678-9012 I

Account

Organization

Service Quotas

Billing and Cost Management

Security credentials

3. R—2 O [Multi-Factor Authentication (MFA)] 22> 3> zZRBBEALF T,
4. TFNAADHEICHD T FREZEIRL T, [Resync] (BRH) ZFBRLET,

5. [Resync MFA device] (MFA 7N/ AZzBRM) XA T7ATRY VAT, FINA ATEHKEL TE
HENnizXD 2 D0OJ— K% [MFA code 1] (MFA J1— K 1) 8 KT [MFA code 2] (MFA J1—R
2) ICAALET, KRIZ, [Resync] (BEIH) ZiBIRLET,

/A Important

O—REERLES, BIBICUIIARNERELET, - REERLERICUIIAR
NEEETHETEBIDIVYTEDZEE, MFATFNA ARI—HY—EFEEICEESN
Fonxgh, O MFAFNAAREBHBLEREA, chiF, FAMALXR—ARDEA
LISAD— R (TOTP) OEMHEAEVED ICRIYET,

REBLOP/N—RIITT MFA FINA AOBREH (AWS CLI)
AWS CLI A SREBB RV /N—RIITT MFA TNNA AZBRHPTEEXT,
IAM 1—H—01RE MFA /N4 AELE/N—RTIT7 MFA N4 AZBREHTSICIE (AWS CLI)

X > RZ7O27 NT, aws iam resync-mfa-device AN RERITLE T,

o R MFA F/)NA4 A TFIN14 AD Amazon VY —AZX—AL (ARN) 22 UTIILEBEFTELTABNLE
9,
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aws iam resync-mfa-device --user-name Richard --serial-number
arn:aws:iam: :123456789012:mfa/RichardsMFA --authentication-codel 123456 --
authentication-code2 987654

e N—RIJITF7MFAFNA A N=—RIITFNAADIITINESZIUTIESELTEEL
£9, BFREIRVA—EETT, HlxlE. Amazon »*S gemalto N—V > ZBATEET, >
TIESFEE. 4 DOXZENRIC 4 DOBENHEET,

aws iam resync-mfa-device --user-name Richard --serial-number ABCD12345678 --
authentication-codel 123456 --authentication-code2 987654

/A Important

J—kzERLLES, BRICUIIANERELFT, D-REERLERICUIIANE
REETBETHEAN AN TERBEE. I— ROBWBBAEV O U I TANGERFE
nELA.

REBLTF/N—RIITT MFA /N4 ADEBEEH (AWS API)

IAM ICIERIEZEITTD API O—IFHYNET, COFE, REBKITF/N—RTIIT7 MFATFNA A
A—Y—ICZOAPI IR TRDT IV EAFTAZNETZEZ2HEBHLET, APIO-JLICE
TVWTY—ILEBEL T, I -HNBECBUTTFNSA RAZBRBATESLSICLET,

IAM 1—H—O{REBERE/\— RITF MFA /N A& BRT 3 (ZF (AWS API)

ResyncMFADevice UV TARNZEBFLE T,

MFA 7)1\ A A= EMICT S

IAM 1—H—& UTZBEERRE (MFA) FNA ALY A4 TERVWEERR, BEEIERKLTL
ZELV,

EEEELT, O IAM I—H—RICHEREEMCTDIENTEXRT, chicky), I—H—@&F
MFAZFERALBWVWTH A A TEET, MFATFNA AN BEBRASNDE, TLEF/INA AN —
BRICEATEAVERIC, —BRNARLEEELThETSBEAN YW ET, £EL, I—Y—0%H
LOWFNARAZABERRY) EPAICERIC TR Z2H#MOLET. MFATFNA RAZEMLTSDH
ECDOVTIE IAM O AWS ZEZRFRFE 28RBL T EEV,
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® Note

APl £zl& AWSCLI 2R LTAWS 7HVU U N 81— —%2BIRT2HEE. 1—
H—@O MFA F/)NA A ENLE L RFHIBRITZIHLENDYET, COLERF, 1—H—%H|
BRIZ27OLAO—RELTITVET, I—H—OHIBROFEMICOWTE, TIAM 1—4%—
ZHIBRELEET VT 17121 ZRBLTLSEEL,

N =R

« MFA FN4 A0 &ML AV —)l)
« MFA /N4 ADERpL (AWS CLI)

« MFA /N4 ADERNL (AWS API)

MFA /N4 AQEML (D> V—))

Bl IAM I —H—0O MFA 7/)NA AZE LTS ICE (> VY—I)

1.

AWS YR X2 RNAVY—=NL IZHA4 242 LT, IAM 32V =)L (https:/
console.aws.amazon.com/iam/) Z& £,

FTES—232RA2T [Users (A—H—)] Zi&RLF T,

I—4—OMFAFNAREFTIT17LTBICR, HIBRTS MFA ZE 21— —0EH %
BRLET,

[ Security credentials | 2 7 ZiBIRL £,

[ZEEFE (MFA)] T MFA FNA ADEICH DT ARE #BIRL, [HIR] £ #BRL, &5
(CE = [HIBR]) ZBIRLE T,

FINA A AWS A SBIRENET, COF/N1 Ak, BEEMLE LT AWS I—H—%
AWS PHYY ROL—RI1—H— CHERGTShDET, HA 2LV P U ST ANORIICE
ATEREET,

AWS 7HO MO —KRI—%— O MFA FNNA RAZECTDICE (A>V—))

1.

[Rootuser] JL— R I1—H—) ZBIRLULTAWS FTHIVKN DEX—=ILTFTRLAZAAZL, TH
DORABEELTIAM OV = I)LICH A A LET, ROR—IDTNAT—REZASDLE
CB
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(@ Note
IL—KRI1—H—TF, "IAMI—HY—-&LTHA A R—DIHA2142TFTBDC
ERTEELEA, [AMA—HY—OH A AV R=DHFRRENEHE. R—DTEHN
HETIN—KRI—H—DEFA—INZFEALTHAA42TFB]) ZBIRLET, IL—K
A—Y—Z2EFEALTHA AT BDHFEICODVTR, AWSHA 42 I—H—HAR
O "N—=RhI—HY—ELTAWSYEZIX RNV =AY ALA (209D, BSRL
TLEEL,

2. FEF—arN—o0hRAT. FATEITHU MEZEIRL., XIC [Security Credentials] (2
F1)7 1 FRHER) ZBIRLET, YEIZHLU T, [Continue to Security credentials] (ZF 1 1J
T 1 RAMERICHED) ZBIRLET,

® & Globalv

Account ID:1234-5678-9012 I

Account

Organization

Service Quotas

Billing and Cost Management

Security credentials

3. [Multi-factor authentication (MFA)] (ZERFEE (MFA) LIS 3> T, &ML TSD MFA F/N1 R
NEICHDTIARZZEZAIZL., [Remove] (HIBR) ZBIRLE T,

4. [HIBR]) ZBIRL X T,

AWS THI2 N @D MFA FNA ADENLATT LELE, AWS THDY M ICEEESN
FT5shTWVWD E X—)L% Amazon Web Services 1' 5 DHERX Y t—J THRELET, O E
X—)L Tk, Amazon Web Services ® Multi-Factor Authentication (MFA) &Mt hikl &%
BAILET, XY tE—2F @amazon.com £ lE @aws.amazon.com A SEFENE T,
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® Note

AWS 7H D2 K TEIWHTSNTVWEWRE MFA F/NA Ak, AWS YRI X ROV
V=)L BHT, FEEHTA A4 7OARICHL VRE MFA F/)N1 AZEMNT S & HIBR
TNERT, REITOREMFAFNARER, BFERODTHINIHZTINAATT
B THAOROL—R I —FLG IAMA—HF A4 T7OLATHERAETIEE
hoe CchSBHIBREND 12, FHILWMRIE MFAFNARZT AV NZENTEET, &
Iz, TNAABRZBAHIZEELTELRY,

MFA 7/Y 1 2D &1L (AWS CLI)

IAM 1—H'—0 MFA 7°/5 4 A% &EX1L T 3 121 (AWS CLI)

e ROOAN REEFTLET, aws iam deactivate-mfa-device

MFA 7/N 1 A DXL (AWS API)

IAM 1—%'—0 MFA /N4 A% &L T 3121 (AWS API)

s RO T ANRL —,3>:DeactivateMFADevice

IAM AT MFA TRES N IDZETTS

R2E MFA FNA AEREFE/N—RIJIT7 TOTP h—O U NFEEICHEEL TWDELS5TE, AWS U
V—ZAANDOT OV AICEATEBZVWESE., AWS EREBL TV AVTREMEN HY FT, REFLE
N—RIITT MFA FNNAADORBIZOVTIE, TRE MFATFNARAE/N=RDIT MFA F/N14 A
“HEERTS) Z25RBLTLKEZV, FDOEF21 T4 F—RFEABLAELZDERFRHYEFEA.

AWS THDODMDII—RI—HY—0O MFA 7/\14 ATk, BB, BEFTEE V2 EBENEET
E,. THIOOMMOT7OEAZBETEET, IAMI—Y—EF., FNAAZEMCTHDEHICEE
HEIEETHIHNENHVY)ET,

/A Important

BEO MFAFPNAAZTI9TA4TIHTRD L E2BHOLET, EHO MFA /N1 AZEE&%
TBE, 1 D2OFNA AN MEAELRFBELTE, #ENBT IO ELAERRETEDLSICA
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WET, AWSTPHIVRMDOIIL—RI—H— & IAMI—H—EF, FEOXA 7O MFA T/
AT AEHRRBAERTERY,

BIEEZYE — Bl MFAFNA AZFEHRT

ZEZRFE (MFA) TINAAZMREIZEFHIBL Y. MFA FNNA ANBELBA D12V 258
. BUL—RI—H—FLE IAMI—H—ICBRENLERO MFA NS AZERALTHA (4>
TZEET,

BDO MFATFNARAZERALTHA2 42 FBICRE

1. AWSTAHIUKNIDREBRTHAIVRDIA VT ABLT/NAT—RZFEAL TAWS YERI X
D D | 2 S e 70 (D4 V- -

2. [BMOKRIANBE|R—TJ KR [ZERFEL] R—T T, [BIO MFA 5259 2 BRL X
9o
. BRUEMFATFNAADRATTRIAELET,
4. RODATY 7R, REMFATFNAATEREICHA VAV LELESHICI>TERYET,
« ERBEHAA2TELS, REMFATFNAAREN—RIDIT MFATFNAAZBRST
2 ERTTEERT, chiZKkY, BEANMBERTDABMENHY T, MFA F/NA AN K
FRRWBLIZIEEE, T ITATHTEET, MFATFNAI AR TEZBWICTBFE
C2WT., "MFATNARAZEMNCTD, 22RLTSEEZL,
« MFATHAZA2TERWEEE, "L—hI—Y— MFATNAADEE, £izl& "IAM
I—H— MFAFNAADEE) ORATY7TZRITLT, MFA TREE N IDZHIBLE
9o

IL—KI1—H%— MFA /N4 ADEE

MFA ZERALTHA VAV TEBRWEERE., PFHATIRNIBRENTVWAX—IIT RLAEERE
BABREBESZHEAL TEAABREZTSCLET, ORAFEZEALTHA VAV TERT,

REFIAERZFEAL TN —NI——ELTHA A2 FTDHEIC, THOUNIEEREFSIT
WBREX—J)EEEERADEFEESICT IV LATED L ZHRELET, FEEREDEREES
EEHIIHLENHDEEE., I—NI1—F—TREL, EEETIVELAEZE D IAM 1—H—
ELTHA A4V LET, PTHOVMNERABROEHICEATAHTOMOFIBIZOVWTIE., AWS
Billing 1—Y%—74 R TEFLIFHOmEE) 2SR ULTLKEETV, EX—IILEFEEREDERH
FICTIOELATELBZVWEEIE., AWS HR—K ICEEITILEN HYET,
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/A Important
THOREERICEETSEHIC, I—RNI—H—ICV IO TVWBEX=IF7RLA
CERAEEEBESZRIONRREICRODCEZHEHOLET, FHMICOVWTIE., TAWSTH
DORNBEBYUTTFLUVAHARI O TAWS 7HI U ROEEEREODEFH L 25RBL TL
&L,

AL DRBERZ AWS THUY MO —RI1—H— & LTEALTAOTA2TBICE

1. L—hI1—¥%—-]12RRL, AWSTHIUKN ODX—=)FRLAZABLT, PHOY S NiEE
ELTAWSNZIXVRAVY =N IEHAA2LET, ROR—=JTNAT—RZAHDL
x9,

2. TEMORENBE, R—I7T, FBELICERTS MFA XY Y RZZERL, [RN] Z8RL X
ER

® Note

ROESBREBETFAMNMRRENBDEEN HYET, MFAZERALTHA 12,
AFNAADRNZ TN 1—F 42T, EFERMFAORNSTIN>2—F429TY
A, BEEFERLUTY, REFRAERZFEALTTHIRDEX=I)ITRLAELEE
ERENDEFEBEESZMRAETELRVBARK,. MFAFNARZFRTITATILTEDELSIC
AWS HR— K ICERTIRBEN HYET,

2

3. FALTWVWS MFAQEBHEICISUTRTRENZIR—DRERZYETH, MFAORNS TS 1—
TAVON AT I OBERRBLUTT, [BNNOBRIENBEIR—DFLERG T[ZERFBIE|R—
ST, MFAOKRS TN a—FT 14200 %8RLET,

4. BEIKUT, NAD—RZES—EAHL, (Y12 12] Z2BRLET,

5. BATFNAARAORZ TN 21—FT 42T IR=20 BIORAERZFERALTHA 421D
A T HIOERZFEAL TSI 4] 2BRLET,

6. "HIOFABERZFEALTHA2A2 1 R=IT, EX—)LTRLAODERZT>TTAHI> b
EERALLE T, B E X)L Z2IAFE 2BRLET,

7. AWST7HIVKNICEHERFFSNhTWS X—)LT, Amazon 7 I 7H#—E X (recover-mfa-no-
reply@verify.signin.aws) 5D XY =T ZfFELE T EX—ILOERICL A > TEAEL
X7,
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TAIDURNIZEX—INRRENBVIEESE, RBX—ILT7A)NA2HRETEH. 77IHIC
ER'). [Resend the email (E X—J)LDBIAEE)] Z:BRLET,

8. EX—)ITRLAZEIELLERE, THIVVNORAZHTAICEN TEET, TEERENDE
EESZEMIEITBICIE, [Calmenow] (TSICEHKEZTD) Zi8IRLET,

9. AWSASORUTHLILIEL, 7OV RIHFRRENTES, AWWSTITHA NOEFESD 6
HMOBESEADLET,

AWS A SOETHL ZZFEWVEER., (T4 42V Z2BRUTCAVY-IILICBEY 14
LU, ®YBLTLKEEVY, £&,. MLostor unusable Multi-Factor Authentication (MFA)
devices (ZERFRIL (MFA) OMAEXLZRFEATT) 22RB LT, TR—MNIHBHLEDLELE
=L\,

10. EFHFESEHEFEL &, [Signintothe console (A Y —ILIcHA A ) &BBIRLTTHI
NCHA A TBDENTEXT,

1. ROFIEEF, FALTVSE MFADRATICK2>TEARYWET,

« R MFA FNA ADBERE, TNAADSTHIV NEHIBRLET, RIC, AWS EF2 1)
TARAEEBR—IICTI7EAL, HWVRE MFATFNAADIV T4 T 1 ZHIBRLTA S,
HLOLWEF—ARTZERTZENTEEXT,

« FIDO EF¥21 VT 14 F—0NiHFAE. [AWS Security Credentials] R—Z IZBEL., FHL L FIDO
EFIVTAF—ZBHICITIEICHEVWFIDO EF 2V T4 F—%FT7IOT17ICLET,

« N—=RTITFTOTP h—O02DFERK. TNAADEBELERBIIOVWTH—R/N—
TA—=7ONAA—ICEBLEDELSEE VL, HLLWFNSA RAZZTIMBET, FAOREE
REERALTHA A2 ZGETDENTERT, ILWAN—RTITT7 MFA FNA AZAF
L5, AWS EF 1 U T A FRAEBEBR—JICBHL, 7V MFA F/NN1 AZHIBRLE T,

® Note

MARELZGERHEE N MFATFNA RAZRALURATOTNAATEERADHLELZHY)
FtA, HIZIF, FIDO EF21UFTAF—HEBEL, HLLWEDZIXLEERE. T
DOF LWV FIDO F—A"E<ET., REMFAXLEFE/N—RTIT7 TOTP h—0 2 ZEH
TEET,
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/A Important

MFA F)NA AN MARELRFEEFNIEBERE., KBO MFATFNAAICHA (42 L TR
LTAS, L—NI1—HF—NAD—RZZELET, REENFIAMT/NA AZEH, BED
INAD—RERFLTVHD AU HEIHNSTT, FMICODVWTIEE, TAWSTHT D
=K1 —H— ONAD—REZZETH, BSRBLTEEV,

IAM 11— — MFA /N1 AD[EE

MFA THA A TERBVIAM I —Y—IE, BS5 MFATFNA A%ZEIRTZEQETEELBA. B
BEIGEELT, FNAARAZETIOTATUHTBDESICMBIZIHEN HYET, TODE, HLLF
NAAZEBMTHDENTEET,

IAM 1—H—&LTO MFATNA RAICBETAIALTEREAFISICE

1. BEVOIAMIA—HF—OI1—H—BPNAT—ROREZT21Z AWS ZATLEBEH S
FRIOEHFIZZEBSLEEV, EBEF . YA AMUTERLSIC "MFATNAAZENICT
%1 OHRALLHE>T, MFAFNARZKTIOT A TILTRRENHYET,

2. ROFEREF., FALTWVWS MFADZRATICE>TERYET,

o R MFA ZNA ADBERF. FINAADPSTHIONZHIBRLET, RIC, TAWS YR
XNV =)L TRE MFA T/NA AZE|V) HT3, OBRMBICHK > TIREF/NA RAEER
ICLET,

« FDOEF21VFA4F—0DFE, FNAAOXBIZIODVTH—RN—FT4—7ONAME—ICH
BMUEDLELKEZV, HLLFIDO EF1VFAF—ZZITEW21E5., TAWSYZRI XA b
AV =)LTNAF—XtF1)T74F—%E)HE TS, THHTATWLWRESYICAMICL
S

« N—=RTITFTOTP h—02DFERK. TNAADEBRLERBIIOVWTHY—R/N—
TA—7ONAMFA—CHEBVEDESEEV, #FHLLVYE MFA FNA RAZAFLES,
FAWS XZEI XV ROV V=) T/N=—RIJIF TOTP h—O 2 &) HTS, OBHBICR
TTFNARZBMIILET,

® Note

MARELZGBRHEE N MFATFNA RAZRALURATOTNAATEERADHLELZH )
FEA. FEDOHEIEDED MFATFNA AZHEAT 8 AABETEEXT, HIAEE. FIDO
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EFIVTAF—HEEL. HFLLEOZZENLLFERE. TOHL W FIDO F—4'E
<EXT, REMFAXLERN—RDIDITTOTP h—0U 2 %2ERATEET,

3. MFATFNARZMAREI-GERBCHOLBERE. TEYH—DFTORAT/NA AN SBHED/N
AT—REZAFLTVDAEMENHD O, NADT—REZZELTLKEZT W, FHRAICOVTE,
"AM A—Y—0O/NAT—RZEEITD ) 2ZRLTSEE L,

MFA ZERALIZREB APITO1A

IAMARD > —ZFERALT, I—H—HFHFOPEHITENTED API ARL— IV ZEETEFT,
BICEERTOV A ORTEI-Y—ICHATHEIC, ZERIRI (MFA) TRAETAH &L SICKRS
2T, EFXF1VT1ZEILTEERT,

EEZXWE, I—%—I(ZAmazon EC2 RunInstances., DescribeInstances., & &V
StopInstances 7O 3 OR[TEFAIBD RV — NI TILFEITRUEMNI BYVET, £
L TerminateInstances LS BEERT UV 3a>&#HIBEL. AWS MFA /N1 A&k 2 TERE
ThBFEICRY), I—HY—HNFOT I3 BRI TEDLSICERBIDEETEET,
KNEY D

- BIE:

« F VA OOATHI NOEFED MFA {RE

« SFUFBEDTAIVRD API ARL =23 ADT IV EAICK TS MFA RE

« FVF DY —AR—ADRKR) S —%&FD')V—AD MFA RE

BIE:
APl ZARL—2 3 IC MFAREZEBNT 35S, XORAIVNBEELET

1. EEEE, MFARIIARHSND API UJTARNETSA—HY—& 2 AWS MFA /N1 A %Z&%
ELET, FHICOVWTE, TIAM O AWS ZZEHFRF, 23R L TKEE L,

2. BEBEQFI—HY—LCRL, I—H—H1 AWS MFA F/NA ATRIEAETNTVWEIHL ESH ZTERTS
Condition EEZ SR —&ERLET,

3. 1—H—F, MFANSX—2%HR—KT3 AWS STSAPI ARL —3 > TH S AssumeRole
F Izl GetSessionToken DWIFNAZHPHELET, COHTHLO—HBE LTI —H—(&F,
COI—H—ICBEERTSNBDTFNAADTNA ABRFEEDET, £, I—H—E&F. TN
A AN ERTDHEAR—ADD U ZALALNAT—R (TOTP) £EEHET, TNHOE, 1—H—&F
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— RV EEREEHREZE) RL ., TORHREEAL TAWS ICEMUVIARNEITSCENTER
ER

® Note

H—EAD API ARL—>32 0O MFA REBRE, Y—EAN —RKHNS&EF 1) T 1 5F5E
HREYR—NIDBEIOAERATEXRT, YR—KIB2H—ERAO-BEICODVTRE,
T—ENtEF 1) T A FAEBREEALTAWS IE79EATD, ZZRLTLKEZL,

AN KBL EHE, AWS FEOERE ATV EVWT IR EBH#IC "Access Denied” é:L\'BI

— XYV tE—U%BLET, MFARBAPI RV —HNEFETBHE. 1—H—HF B MFA 5
BUTAPI ARL =23 2FUOHITHEIC., AWS FARUS—TREE NS API AXRL—a A
DT IOEAZEBLET, £, APIARL—IAOVIOIARNDRALARZTH RIS —
TERESNDFIHEEANATHZIHEICE, TOARL—3R@IEFENET, I—F—F. MFA
OA—REFNAADVTILNFTF U N—ZFE>THL VNS EHRZV IV ITARNTDET, B
E. MFA O ZZ (T2 HBENHVY)FXT,

MFA &4 %#EELE IAM RS —
MFA 4 ZEELERUS —E, RICTERYFITRENTEET:
e IAMIA—Y—FEFEITIL—7

e Amazon S3 /AT Y k., Amazon SQS F¥1—, ¥k Amazon SNS REY VB EDU Y —RA
e —HY—NElEZHFZENTED IAMO—)LOEFER)S —

RIS —0O MFAZGZFERAL T, ROZONT 1 Z2HBEBIBENTEET,

s FE —I1—Y—NF MFAZFE>TRIAENECEEZRBICHER TSI, Bool 4T
aws:MultiFactorAuthPresent ¥—7#" True TH2 & ZHRLEF T, 1—H—NFEHHEER
AHEHRTREEL EBEICRY F—HNRTREINET, TOVEAF—0OLS B RENAFRIMERIC. C
NDF—EEENFELA,

- Hif - MFARRGEIR., BESNLEHBERAOXRT IV LAEZEADHE,. BEZXHRA(TEZERALT
aws:MultiFactorAuthAge ¥F—DEMEE ZE (3600 WA E) LB LET, MFAANERAE L
BH 254, aws:MultiFactorAuthAge ¥F—RXFEHEL EE A,
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LTk, MFARREEIOFEEZTARNT S MFAZRHNFE€ENSD, IAIMO-)ILOEER)S —&R
LET, CORUZ—ICKY), Principal E3 (ACCOUNT-B-ID ZBEME AWS PHJ N ID IC
BEWMAEY) TEEETAEAWS THON O1—HY—R&, CORVI—AFFTEYFEhizO—
ILEBIEZ TR ENTEET, EEL, COXRSHI—Y—EF, MFAZFERL R EI—
H—DHFEDOHK, O— I EZEIEZFTDENTEET,

JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {"AWS": "ACCOUNT-B-ID"},
"Action": "sts:AssumeRole",
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}
}
}

MFA OZERBRIOFMICDVWTR., TAWS JO—NIILEEIDTHFANEF—, . "HEZHEE
Fi., BERY "EEF—0EEETFIVIIRRMEE T 2SBLTLIEE,

GetSessionToken £ 7=|E AssumeRole Zi1EIRT 3

AWS STS IClFx, I—H—HNF MFABHRZEIBRICHEATES 2 DO API ARL—>23 2 THB
GetSessionToken & AssumeRole A"H V) ET, I—H—A—BHNERIEHRENE TS LHICH
OCHT API ARL =23, ATOEDSFIAN B TREZINCE>TERYET,

LD+ ATE, GetSessionToken ZEFAL £ T,

s VDOTARNZERTD IAMIA—HF—ERUAWS THIN OVY—=ARICT VAT S APl AR
L—>3> 00U, GetSessionToken ) VT ANIZKD —BEHEFREHRT IAM BKV
AWS STSAPI IZ7VEATED D, BABHBOUIIANI MFABBRZESOHLIBENDHTH
BDRIEELTLKEZV, GetSessionToken IC&k 2 TRE 12 —BEHY R EREIBERIC & MFA 18
BAYEENTVWEOT, FRIABRICEK > TEITETNEDEAPI ARL—>23 > T MFA ZHETESE
¥,

« DY—RICEIKRIYSD— (MFAZHZEBD) TREEIATLVBR VY —-ZAANDT I7ER,
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GetSessionToken ARL—>3a > OB, MFAZFEAL TCI1—Y— %5535 & T9, 0iL
FRL =230 %GB TR EHICAR) S —%2FERATDIEEFTEREA

LTF®O2+ ATk, AssumeRole ZERAL £,

s BUEREREBZBD AWS THINDIY—=RAICTOEATS API ARL—> 32 ORY
HUo. APl J—=J)LICIE., FED IAM E£LEFE AWSSTSAPI 2802 ENTEET, 77
LAZREITDICEK, 1I—H—HPO-ILZ5EZTERIT MFA ZEHTIHEN HVE
T, AssumeRole I[C& 2 TIRE NS —FWAFRIEHRO I TFANIE MFA EBRAAEENTU
BUVDOT, MFAIZCXTSERBIOD APl ARL —> 3 2R TEEFEA. DD, VY —AR—
ADR)S —TREENEVY—RAANOT IV RAEHIRTS=HIC, GetSessionToken & fEH
TRIRBENFHYVET,

(@ Note

IAM 1—H%—A"MFA THA (42325 EE, AWS CloudTrail DY Il MFA lBEA"EE 1

£9, IAMIA—H¥—NIAMO—)L%Z5|ZZ (1% &, CloudTraill k5|ZZFEO0—)LZFEH
LTETEhETOV> 320 sessionContext B € mfaAuthenticated: true &0

JICRELUET, L, CloudTrall OJE&E. 5IEZHLO—-)LOREERZEAL

TAPI =LA ThbhnieEIC IAM TRHEICBEDENDERERYET, FHMAILCOVTIE,
FCloudTrail userldentity % ZZRBL T<EE )\,

NSO FIADORITHECETZFHME, ZETERSSREESHFET,

MFARBE N API TV EALCOVWTEERR

APl A#RL—232 0O MFARBORDRAIZEEL TS EE L.

« MFARER., — BB EFIVTAFREARHBEEALLSEOHKFATEETT, COFELFR

[&. AssumeRole £/ IE GetSessionToken ZFEHAL THEBTH2HEN HVET,

«c AWSTAHIYRNDOI—RNI—H—FEFHT MFAREBEAPI 7O EAZERATAHERTEFE
Ao

c U2FEFIVTAF—TCMFAREBAPI 7 EAZEATRIERTEEREA,

« 7IFL—2321—HY—IC AWS H—EAFADLZHIC MFATNA AZEINHTBH LR TE
FEBADT, TOLSBI—H—F MFANEETD AWS UY—ANTIEATEFREA. (XD
RAVKREZRLTLSEZL, )
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. —FNARRIIEHRERT MO AWS STSAPI ARL —> a2k, MFAZHR—KNLTLVELE
Ao AssumeRoleWithWebIdentity & AssumeRoleWithSAML MiF4E, 1—H—kAZH7 O/
AA—ICE>TREIEENTEY, 7ONA X =N MFAZBRL A ESH ZE AWS H¥Il T
EFTEEH A, GetFederationToken IZDWVW Tk, MFARMAT LEREN I —H—ICBEER
TeshTLWEEA,

- EERIC. RENEZRIARTR (AM A——TI9EAF—& I—RNI1—HY-—TIOEAF—) FXRWL
BWIZ®, MFAREAPI 7O EATREATETE A,

. AssumeRole & GetSessionToken &, MFABHA B VRETERVOHIENTEET,
B, REBF—RNEREEREDNYRERLETH. TO—BNRIEEHROEY I IBERT
Lis A—%—HF MFA Z2FEHA LU TR hhEEN RENFEE A,

* APIFARL—=232ICNTD MFAREZBMU TR ICIE, RUZ—IC MFARHZEML &
I MFADERAZBEATSICIE, RJS—IZ aws:MultiFactorAuthPresent &4+ —HEF
NTLBRENBYET, JORTHIY NOBETE, O—LOEERUY—LE&BF—FES
NTLVBUENFHYET,

c BIOAWS PHIUNICBZOTAHIVRDIY—ANDT I LAZHATEHE, VY—AD
EFIVT AR, BEENETAIVN QORUBEROTAHI NTREWVBEDOT AT M) @
REICIPTRENET., chiFx, ZERFAZERIZBEICEITREYET, REMFA T
NARZERTDT IV EAFAN ®D, BEENDTHAVNAOTAToT4T4k, O—-J)
DEFERI—DEFTORDZHLITIEOICMFA VL —LZERTEERT, tHOTHIRDODX>
N—ICZERFAZHLELETDEHED AWS VY —ANDT IV EAZFATSHEIIC, FHENDT
NI RNORBEENFEFIVTAORARTZITARAZMI) ANTVR L ZBBIIHBEN D
WET, TERE, BEENDZTHIMNE, MFATNAAEE API ARL —2 3 B EOHBE
MOEWAPI ARL =23 VADT IV LAZEET D ERTERTATOTATAILHRT DL
BENFHUERT,

e IRUS—IC MFA DRENFEEFNTVBIEES, 1—H—H MFASRIEZATHVA ., ERNE MFA 5
NAABANFELFEMNE TOTP ZANLTDE, VDIVTANFIERETIhET,

FUF OOQATHI NOEFED MFA RE

COTFIATRE, I—F—5 AWS MFA T/NA RAZEAL TREEENEBEICDOHK, BIOTHD
PROIAMIA—Y LTIV ELAZEELET., VORTADNOEFEICETZFHFACOVTE,
"TO—J)LICEI R AEEHE) ZBRLTSEZ L,

THORNATIVEARKROVY—RAEFRBELTVREREITZDTHIVNFHY, COTFTHDIY
NCBEEEERZRED IAM 1—H— Anaya "VWB ERELET, Anaya &, 7 7]"7/ N B (%<&
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NETHON) OD1—HY—Richard IC7 7 AFAZ2{E5ETH2€E YW TTH. Richard A"O—)L%&
SlEZTBHIC, MFAICK 2 TRIAETSNTVWABR L ZBRITHIVEN HYET,

1. 5832 F7HD> M AT, Anaya ik CrossAccountRole £S5 IAM O—JL&EKL. O—IL

DEBBRUS—OTUSINLEFAIVRBOFHIVRNID CBRELES, COEBRYS —

(. AWS STS AssumeRole 79> a2 ICRT2 TV AFTEZRFELET, Anaya ik, XDHI
ICRT&LSIC, EERID—IZ MFA DEZHBHEEMULET,

JSON
{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Principal": {"AWS": "ACCOUNT-B-ID"},
"Action": "sts:AssumeRole",
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}
}
}

2. Anaya l&, O—J)LFRITTEDCLEZEBETDTIVEAFARIV—%, O—J)LICEMLE
T, MFAREBZFERATAO0-ILOTIVEAFARIS —, OO—ILT O EAFTR) > —
EBRALUTYT, XOFTE, Anaya X COO—I)LICEBMTRRIS—ZRLTVET, chilk»
T, 5lE2WHB1—Y—HTFHO2MADOT—7)L Books TEED Amazon DynamoDB 7 &
AVERTIBREEZHTILET, e, CORVD =K, AVY—=ILTT7O a2 RETT
BDEEICHKELERES dynamodb:ListTables 7923 EFILET,

(® Note

TOEAHFAR)S—IC MFA R EEFNETEA, I—F—HFO—-I%25|ESHB &
NTCEDHNESHERETDEDICOK MFARIAFEHAETATVWAZEITEELTLE
TV, I—Y¥—H O—-I)IL%E5IEZTEEFE. THU LD MFA OBEREITHONEEA,

JSON

"Version":"2012-10-17",
"Statement": [

{
SERWIL
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"Sid": "TableActions",

"Effect": "Allow",

"Action": "dynamodb:*",

"Resource": "arn:aws:dynamodb:*:111122223333:table/Books"

},
{
"Sid": "ListTables",
"Effect": "Allow",
"Action": "dynamodb:ListTables",
"Resource": "*"
}

}

J.EHEENLET AV B TEEER, IAM 1—%— Richard & AWS MFA 7/ A& EAL T
EEhTWaA L, KV Richard A" Z/NA AD ID ZH>TWA L ZHWRBLET, /\—RTUI
7 MFA 7ZINA ADBEICE, FINAAIDRBZUTILESTHY) ., RE MFA TF/INA ADFEIC
. F/INAAIDET/NAAD ARN TT,

4. THO>NB T, BEEWF. AssumeRole 7V a v Z2HUOHEICEEZFATRIROR) > —
Z, 1—%— Richard (FLRBEABITRDTIL—T)CTEYFLET, YY—AR., Anaya #"A
TYT1THERLEO=IL® ARN ILRREENET, CORUI—IC MFA BN EEFR BV L
ICEELTLSEEL,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"sts:AssumeRole"
]I
"Resource": [
"arn:aws:iam::111122223333:role/CrossAccountRole"
]
}
]
}

5. 7Hh2> KB T, Richard (£ & Richard E{THROF7 7 ) T7—<32) A AssumeRole &HV}
HUET, APILO—=J)LICEE, 512Z(750O—J)L® ARN (arn:aws:iam: :ACCOUNT-A-ID:role/
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CrossAccountRole), MFA 7/N4 A® ID, Richard A"F/N1 AN SEEBL ERED TOTP A'E
FhET,

Richard A" AssumeRole ZHU'H ¥ &, AWS (& Richard IZ BB REEER (MFA DEHZ L) A
HEINESHEHRLET, TOHE, Richard FEEICO—)LZ5Z2Z(+, O—)LO—EHKER
AMEwEFEAL T, 7HATU KA D Books EVWSEBEINDT—T LT DynamoDB 793> &R
ITEEY,

AssumeRole ZRUHIT 7O T LDHFICDVWTIE, "MFA FEEET® AssumeRole RO H
Ly #BBLTSEEL,

SFVFABEDTHIRND API ARL =23 AT IEAICK TS MFA RE

COFIVATRE, EATS AWS PHU N TI—H—H AWS MFA /N1 A= R L TFEEE
NIEBEDH, BEMOEWAPIARL =23V LTIV EATERLSICTRIRENHYVET,

THAIVRNANGBY, TIILLECCA VAR ADKEEEZVEBEELTVWIHERETIL—THNEETS
ERELET. BEOHERER., 1 VA ANEXEZRERITTEEXRTHN, ec2:StopInstances &
=l ec2:TerminateInstances 72 aADT VAT T2 FEENTVERA, COLDK

O "BELBENT I EVKDODIOEEENLEI—F—ICHEITILHIC, s DM
NDEW AmazonEC2 70> a3z dH5R IS —IC MFARBEZEMLET,

CcOFI)ATE, EEENEI—HY—01 AN 1—%— Sofia T, 1—H— Anaya l&. 7HY
MADEBRETT,

1. Anaya l&. Sofia A" AWS MFA /N4 ATREENTVD &, BKRT Sofia ' OF/N1 AD
IDZH>TVWRCEZBRLET, N\—RIIT7 MFAFNAADOBEICEFE. F/NAAIDEZV
TILESTHY ., KRB MFAFNAADFZEIZE, FNAAIDEF/NAAD ARN TT,

2. Anaya (& EC2-Admins € VWS BEDO T I —TZEHK L., 1—%— Sofia 2T IL—7ICEML T,

3. Anaya l&, ROKRUZ—%& EC2-Admins FN—TICTFRYFLET., cORVZI—F, 1—H—
A MFA Z2fEA L TERAIE N ZBEIC Dk, 11— —IC Amazon EC2 StopInstances 79> 3
>~ & TerminateInstances 77> 3 ZHOHI 7V EAFTZEAET,

JSON

{
"Version":"2012-10-17",
"Statement": [{

"Effect": "Allow",
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"Action": [
"ec2:StopInstances",
"ec2:TerminateInstances"

1,
"Resource": ["*"],
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}

3
}

(@ Note
CORIVD—ZBMCITREHIC, I—HP—RBERIFAITIM T, BEFAM42T
DUENBVET,

11— — Sofia " Amazon EC2 / VARV AZEILELRKR T ITIXEN HBHE. Sofia (F
=ik Sofia FERITLTWVWB TSV —>32) 1F GetSessionToken ZHUOHLET, <D API
FARL—>3a2lk, MFA F/N141A®D ID & Sofia " FNA AL SEHEBLERED TOTP ZEL &
CB

5. 1—%— Sofia (=& Sofia X EAL TVWB T 7 UT—32) &, GetSessionToken
HESRMHEND RN EFRIIERZMEHAL T Amazon EC2 @ StopInstances £ (&
TerminateInstances 79> 3> zZFUOHLET,

GetSessionToken ZRVHT 7O S LDOFICOVWTIFH, RETENSHETS "MFAFEILT
M GetSessionToken MFFUHL 4 Z2SBL TS EEL,

SFVFA VI —AR—ADOR)Z—2HFH D) Y —AD MFA {RFE

COIFIVATIE, S3NTY N, SQSF1—, IZESNS REY VDOFRBEETHBDELET, U
V—ALTOEAIZEEDAWS THIY N OFEEDCI—H—A AWS MFA 7/N 1 AIZ &K 2 TR
AENTVWR L ZREIILEN BN XTI,

CcOIFIFE, GAILI—Y—ICO—I)%&25EZFRZ2ERETIC, JORATAHIUN
MFARBZRMIZDHEEZHALET. COBE. I—T—RBRDI2OFHEH/BELTVEE
BILVY—RILTIVEATEET, chik, I——HDF MFAICK > TRIAET NI HLEN BB
&. GetSessionToken A5 —KMBEEF 1 VT A FIABERZMETED &, BRY, UY—RA
DRV —IZE>THEEENTVWBRTHIRIVBZETT,
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THONALEEL, SSNTYRNEERTRERELE T, SXETXBZAWS THIUU N ICHFE
FRI1—H—H MFAZE>THRAETNTVBRHFERICOK, CONTY MOTIEAZFALE
ER

COIFIATRE., =Y — Anaya @7 HIONADOEEETT, I—H— Nikhil &, 7Ho> b
COIAMI1—%—T7,

1. PHD> M AT, Anaya & Account-A-bucket EVWSBRIONT Y NEHERLET,

2. Anaya @BNNTY MCNTY MRV —ZEMLET. CORVZ—R&, THAOVNA T7H
J2KB, RIEGETAHADUNCOI—H—IZ. NTY BHA® Amazon S3 PutObject & & T
DeleteObject 7V a2 OER{TZFHFALET, RUZ—BE, MFARHZEXET,

JSON

{
"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Principal": {"AWS": [
"ACCOUNT-A-ID",
"ACCOUNT-B-ID",
"ACCOUNT-C-ID"
1},
"Action": [
"s3:PutObject",
"s3:DeleteObject"
1,
"Resource": ["arn:aws:s3:::ACCOUNT-A-BUCKET-NAME/*"],
"Condition": {"Bool": {"aws:MultiFactorAuthPresent": "true"}}
H
}

@ Note
Amazon S3 [C &k V) MFA BIBRKEBEDN L—RTHIORNTOEA (DH)ICERHBENTVE
To NTYRNON—=23 Z D JREZRET HBRIC. Amazon S3 MFA BlIBR#EEEZ B %I
TEFET, IAM 1—H—TIlF Amazon S3 MFA HIRr#ge 2> &> TE T, £z MFA
REAPI ERFEBIOT OV ELRABRBEB>TVET, N7 Y NOHIBRERZZED IAM 1—
H—T&H>TEH, Amazon S3 MFA HIBR#EEZFERAL TNT Y NOHIBRZITS &R T
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ZFFEHB A, Amazon S3 MFA HIBRKEBEDEFMHIC DWW T Ik, MFA Delete 25 L T K&
(AN

3.7HI> K~ CTEEBEIE., 1—Y— Nikhil & AWS MFA /N4 AZFERAL TEREThTWSC
E, BRY Nkhil AXFNAAOIDZH>TWB &R LET, N\—RIIT7 MFAFN1A1 A
DHZBEICE., FNAADRIVTILESTHY ., RIE MFAFNAAOFZEICE, F/NA1AID R
FINA4AD ARN TT,

4. THI> K C T, Nikhil (£ Nikhil XRITHROT 7V T—=32) A GetSessionToken & ™
CHLET, FUHLICEK. MFAF/NALAD ID £2lF ARN, & KT Nikhil & F/N14 AH SEE
THHRED TOTPAEEHhET,

5. Nikhil (¥ 7zl& Nikhil X ERFOFT 75— 32) &, GetSessionToken A SIRE h iz —BFHY
BERAHEHR%ZFEH L T Amazon S3 @ PutObject 793> #®HUHL, 774 )% Account-
A-bucket 7Y 7O—RLEY,

GetSessionToken ZHVHEI 7O SLDOFICOVTIE, KETEHLSHETS TMFAFEILT
M GetSessionToken MFFHL 5 Z2SBL TS EEL,

@ Note
—DIFE, AssumeRole NMRIT —RMFRRIIERIEMEEL T A, 1—H—FO—)L %5
EZHDEHIC MFABHRZRETEEITA . AssumeRole NIRRT —IFHIFREEIB R (C I&
MFA BHIEFEENETLE A, COBERHRIEE. CORDS—0O MFARBZR/ETEOHICHET
C

BO7INI— R SEXZFATORAEBEROUIIAL

LT 0OHITIE, GetSessionToken & AssumeRole AARL —> 3> ZHTHL, MFA RREE/NS
X—R%EETHEERLTVWET, GetSessionToken DHUHULICKE TV AEREISLEDH V) F
B AN, AssumeRole ZHUHTRI S —HNHBDENBETT, BRENBDRABERE, 7Ho
ROIXTOSINTY NE—ERTIBDLEHICFERAENET,

MFA E25E T M GetSessionToken QDR H L

LT OHlE, GetSessionToken ZHUTH L., MFARRRIEHRZE T HEZ RLTLVE
EIS GetSessmnTokenZl'/\I/ 2AVICEK D2 TIREND —BFWEERAIERIE. 7HOROIAN
TOSINTY hN&E— RIBDEHICERAShET,
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CHOA—REERFTITDI—H—(HD2VROI—HF—NEENBZTIN—T)ILTEYFEh3R
) —iF, BEni—BHEREERAO TV AEREZRHELET, COO—RBIORIS—T
l&. Amazon S3 ListBuckets ARL —2 3 &2 UV TIANTB T O EAFA 21— —I{FE5L
TVWET,

RDYB 7 ) D— Rk, GetSessionToken ZFATHAHEERHAL TLVET,
CLI
AWS CLI
IAMID O 7= IZEHBEEMNLRIAEFEHROLEZY NZ2BETDICE

XD get-session-token AN RiF, MOHLZETITS IAMID O ICEHEERE
WALEHROEY NZBBLET, BRELTESNAFRIABRIE. RUD—IZK>TZEXRR
i (MFA) FREBEENDVIVITANDEHICEATEET, RIABREEXEIATHS 1565
BIZKLET,

aws sts get-session-token \
--duration-seconds 900 \
--serial-numbexr "YourMFADeviceSerialNumber" \
--token-code 123456

H

"Credentials": {
"AccessKeyId": "ASIAIOSFODNN7EXAMPLE",
"SecretAccessKey": "wJalrXUtnFEMI/K7MDENG/bPxRfiCYzEXAMPLEKEY",
"SessionToken": "AQOEXAMPLEH4aoAHOgNCAPyJxz4B1CFFXWNE1OPTgk5TthT
+FvwgnKwRcOIfrRh3c/LTo6UDdyIwOOVEVPVLXCrrrUtdnniCEXAMPLE/
IvU1dYUg2RVAIBanLiHb4IgRmpRV3zrkuWJ0gQs8IZZaIv2BXIa2R401gkBN9bkUDNCIiBeb/
AX1zBBko7b15fjrBs2+cTQtpZ3CYWFXG8C5zgx37wnOE49mR]1/+0tkIKGO7fAE",
"Expiration": "2020-05-19T718:06:10+00:00"
}

I OVWTIEE, TAWSIAM 1—H%—HA Ry O "—FHEtEF1 )T (FREBHEOVIT
ARy BBRLTLEEL,

« APl OFAIC DV TR, TAWSCLION>RU7Z7L>AL O TGetSessionTokeny %%
BLTLSEEL,
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PowerShell

Tools for PowerShell V4

Bl 1. —EHEEWN S — N RERAIEHRZ ST Amazon.RuntimeAWSCredentials 1 > A&
VAZBRLET, —BHHERIAEREZVIVIANTZLEHICERAENBRAFERE. BED
SINOFTAINLSEREIhET, HOREBEREEET S ICIE, -ProfileName & 7z (&-
AccessKey/-Secretkey NTX—R2ZFEAL X,

Get-STSSessionToken

o

AccessKeyId Expiration
SecretAccessKey SessionToken
EXAMPLEACCESSKEYID 2/16/2015 9:12:28 PM
examplesecretaccesskey... SamPleTokeN.....

5l 2: 1 BREAAEWNE—BNERIIEHREZ ST Amazon.RuntimeAWSCredentials 1 > A X >
AZBLET, VITARNEZTOSEHIZERASWBFAERE. EEShE7O0774ILH05
BBEhEd,

Get-STSSessionToken -DurationInSeconds 3600 -ProfileName myprofile

o

AccessKeyId Expiration
SecretAccessKey SessionToken
EXAMPLEACCESSKEYID 2/16/2015 9:12:28 PM
examplesecretaccesskey... SamPleTokeN.....

51 3: 7707 7 4 )L "myprofilename TRIEBEHRNEBEETNTVWBRTHI Y MNMIEEFR TS H
= MFA FNA ADBRBESETNA AN SEFEhEEZEAL T, 1 BEEMNE—BNE
RiLE$R % =T Amazon.RuntimeAwWSCredentials 1 > AX > A&RLE T,
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Get-STSSessionToken -DurationInSeconds 3600 -ProfileName myprofile -SerialNumber
YourMFADeviceSerialNumber -TokenCode 123456

o

AccessKeyId Expiration
SecretAccessKey SessionToken
EXAMPLEACCESSKEYID 2/16/2015 9:12:28 PM
examplesecretaccesskey... SamPleTokeN.....

« APl OFFMIC DWW TIX, AWS Tools for PowerShell N> RLY NUTZ 7L A (V4) D
FGetSessionTokeny ZZBRL T<EE V),

Tools for PowerShell V5

Bl 1. —EHIE B R — B REREEEHRZ 2T Amazon.RuntimeAWSCredentials 1 > A&
VAERULET, —BHRERIABREVIIANTZEHICEAET B RAERE. BED
SINOFT7AIIRDSHRETINET, HORIBEHRZEET S (1. -ProfileName & 7= (&-
AccessKey/-Secretkey N XA —R2ZFEALE T,

Get-STSSessionToken

A

AccessKeyId Expiration
SecretAccessKey SessionToken
EXAMPLEACCESSKEYID 2/16/2015 9:12:28 PM
examplesecretaccesskey... SamPleTokeN.....

Bl 2: 1 BREAEWE—BNERIIEHR%EZ ST Amazon.RuntimeAWSCredentials 1 A X >

AZBLET, UIVIANETSLOICERATNARABERGE. BEENL7O7714ILA5
BEEIhET,

Get-STSSessionToken -DurationInSeconds 3600 -ProfileName myprofile

A
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AccessKeyId
SecretAccessKey

EXAMPLEACCESSKEYID

examplesecretaccesskey...

Expiration
SessionToken

2/16/2015 9:12:28 PM
SamPleTokeN.....

51 3: 7707 7 4 )L "myprofilename) TRILBHRIBEE N TVWBRTHIY NMIEER TS
= MFA *NA ADEBRBE S ETNA AN SREEhEELZFRALT, 1 REEME—RKHA
SRILE#R % & Amazon.RuntimeAWSCredentials 1  AZ > AXRL £ T,

Get-STSSessionToken -DurationInSeconds 3600 -ProfileName myprofile -SerialNumber
YourMFADeviceSerialNumber -TokenCode 123456

H

AccessKeyId
SecretAccessKey

EXAMPLEACCESSKEYID

examplesecretaccesskey...

« APl OFFHICDOWTIF,

Python

SDK for Python (Boto3)

(® Note

Expiration
SessionToken

2/16/2015 9:12:28 PM
SamPleTokeN.....

TAWS Tools for PowerShell Cmdlet J 7 7L > A (V5)1 ®
FGetSessionTokeny ZZHBL T EE L,

GitHub L:(i %(Dﬂﬂ(D DY—RAEHV)ET, AWS O—REIVKRIZ N TRLBHZ
BOUT, REERTOHFEZBEL TSLEEL,

MFA R—92ZBLTEYZ I N—=0 ZBEBL, ThzefERALTT7HT2 MO Amazon

SSNTY hEe—EBRRFLET,

ZERWGL
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def list_buckets_with_session_token_with_mfa(mfa_serial_number, mfa_totp,
sts_client):
Gets a session token with MFA credentials and uses the temporary session
credentials to list Amazon S3 buckets.

Requires an MFA device serial number and token.

:param mfa_serial_number: The serial number of the MFA device. For a virtual
MFA
device, this is an Amazon Resource Name (ARN).
:param mfa_totp: A time-based, one-time password issued by the MFA device.
:param sts_client: A Boto3 STS instance that has permission to assume the
role.
if mfa_serial_number is not None:
response = sts_client.get_session_token(
SerialNumber=mfa_serial_number, TokenCode=mfa_totp
)
else:
response = sts_client.get_session_token()
temp_credentials = response["Credentials"]

s3_resource = boto3.resource(
"s3",
aws_access_key_id=temp_credentials["AccessKeyId"],
aws_secret_access_key=temp_credentials["SecretAccessKey"],
aws_session_token=temp_credentials["SessionToken"],

print(f"Buckets for the account:")
for bucket in s3_resource.buckets.all():
print(bucket.name)

- APl OFFMIC DWW T, TAWS SDK for Python (Boto3) API U7 7L AL M
FGetSessionTokeny ZZBL TS EE L,
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MFA Z25E T ® AssumeRole D ED'H L

LT DHlE, AssumeRole ZHTTH L., MFA BREEEHZEE T HEZZ L TVWE T, AssumeRole (C
KO TCRENZD—BENEFI) T ARBEABHRE. 7HOMOITANTOHO AmazonS3INNT Y N2 —&
RRTBEHICEAETILET,

COFIFOFRIOVTR, "2F U JOATAHT SNOEED MFA RE, 258 L T
2EW,

ROY> 7). I—RIE, AssumeRole ZFAT A A EEZFHBALTVET,
NET

SDK for .NET

® Note

GitHub ICl&, ZTDMOIUY—REHYET, AWS I—REIJRI KN TREEBHZ
ROWRT, REERITOFEZ2HIEL T LEEL,

using System;

using System.Threading.Tasks;
using Amazon;

using Amazon.SecurityToken;

using Amazon.SecurityToken.Model;

namespace AssumeRoleExample
{
class AssumeRole
{
/// <summary>
/// This example shows how to use the AWS Security Token
/// Service (AWS STS) to assume an IAM role.
///
/// NOTE: It is important that the role that will be assumed has a
/// trust relationship with the account that will assume the role.
///
/// Before you run the example, you need to create the role you want to
/// assume and have it trust the IAM account that will assume that role.

/17
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/// See https://docs.aws.amazon.com/IAM/latest/UserGuide/
id_roles_create.html

/// for help in working with roles.

/// </summary>

// A region property may be used if the profile or credentials loaded do
not specify a region,

// or to use a specific region.

private static readonly RegionEndpoint REGION = RegionEndpoint.USWest2;

static async Task Main()
{
// Create the SecurityToken client and then display the identity of
the
// default user.
var roleArnToAssume = "arn:aws:iam::123456789012:role/
testAssumeRole";

var client = new
Amazon.SecurityToken.AmazonSecurityTokenServiceClient(REGION);

// Get and display the information about the identity of the default
user.

var callerIdRequest = new GetCallerIdentityRequest();

var caller = await client.GetCallerIdentityAsync(callerIdRequest);

Console.WriteLine($"Original Caller: {caller.Arn}");

// Create the request to use with the AssumeRoleAsync call.
var assumeRoleReq = new AssumeRoleRequest()

{
DurationSeconds = 1600,
RoleSessionName = "Sessionl",
RoleArn = roleArnToAssume

13

var assumeRoleRes = await client.AssumeRoleAsync(assumeRoleReq);

// Now create a new client based on the credentials of the caller
assuming the role.

var client2 = new AmazonSecurityTokenServiceClient(credentials:
assumeRoleRes.Credentials, REGION);

// Get and display information about the caller that has assumed the
defined role.
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var caller?2 = await client2.GetCallerIdentityAsync(callerIdRequest);
Console.WriteLine($"AssumedRole Caller: {caller2.Arn}");

o« API OEEHAIC DWW T, AWS SDK for NETAPI U7 7L >A® "AssumeRole; 2B L
TLEEEL,
Bash

Bash AV U7 N&EAL = AWS CLI

(@ Note

GitHub IC &, TOMD VY —REHYET, AWS I—RHEIVKRD N TREEBH|%
BOT, REEETOFEEBIBELTLEEL,

HHAHHBHHBHHBHHBRHBRHBHH B HHBHHBHHBHH G HHBHH B HH B HH B HH B HH B HH B HH B R B R HH B R BB HH SR B R HHSH
# function iecho
#
# This function enables the script to display the specified text only if
# the global variable $VERBOSE is set to true.
HHAHHAHH SRR HH SRR SRR SRR ARG HH SRR HH SRR SRR SRR HH SRR G HH SRR SRR HH R RS HH SRR HH SR SH
function iecho() {

if [[ $VERBOSE == true ]]; then

echo "$@"
fi

HHAHHBHHBHHBHHBRHBRHBHH B HHBHHBHH B HH B HH B HH B HH B HH B HH B HH B HH B HH B R B R HH G R B R HH SR B R HHSH
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HHAHHBHHBHHBHHBHHBRHBHHBHHBHHBHHBHH B RH B HH B HH B HH B HH B HH B HH B HH B R BB HH G R BB HH B HH R HHSH
function errecho() {

printf "%s\n" "$*" 1>8&2
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HHHH AR H AR H AR R R R R R R R R R R R SRR
# function sts_assume_role

#

# This function assumes a role in the AWS account and returns the temporary
# credentials.

#

# Parameters:

# -n role_session_name -- The name of the session.
# -r role_arn -- The ARN of the role to assume.

#

# Returns:

# [access_key_id, secret_access_key, session_token]
# And:

# @ - If successful.

# 1 - If an error occurred.

HHAHHAHH SRR SRR SRR SRR SRR HH SRR SRR HH SRR SRR SRR HH SRR S HH SRR SRR G HHEHH SR H SRR HH SR SH
function sts_assume_role() {

local role_session_name role_arn response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function sts_assume_role"
echo "Assumes a role in the AWS account and returns the temporary

credentials:"
echo " -n role_session_name -- The name of the session."
echo " -r role_arn -- The ARN of the role to assume."
echo ""

}

while getopts n:r:h option; do
case "${option}" in
n) role_session_name=${0PTARG} ;;
r) role_arn=${0OPTARG} ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac
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done

response=$(aws sts assume-role \
--role-session-name "$role_session_name" \
--role-arn "$role_arn" \
--output text \
--query "Credentials.[AccessKeyId, SecretAccessKey, SessionToken]")

local error_code=${?}

if [[ $error_code -ne @ ]1]; then
aws_cli_error_log $error_code
errecho "ERROR: AWS reports create-role operation failed.\n$response"
return 1

fi

echo "$response"

return 0

« APl OFEMIC OV T, TAWSCLIOXRUTZ77ZL>2AL ® TAssumeRoles 228BL T

<EEW,
C++
SDK for C++
(® Note

GitHub ICI&, T DOV Y —RAEHW XY, Afl—EZKRERL. AWS J— RAIVUR
JhUTOREERTOREZHBLTLEET W,

bool AwsDoc::STS::assumeRole(const Aws::String &roleArn,
const Aws::String &roleSessionName,
const Aws::String &externalld,
Aws: :Auth: :AWSCredentials &credentials,
const Aws::Client::ClientConfiguration
&clientConfig) {
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Aws: :STS::STSClient sts(clientConfig);
Aws: :STS: :Model: :AssumeRoleRequest sts_req;

sts_req.SetRoleArn(roleArn);
sts_req.SetRoleSessionName(roleSessionName);
sts_req.SetExternalId(externalld);

const Aws::STS::Model::AssumeRoleQutcome outcome = sts.AssumeRole(sts_req);

if (!outcome.IsSuccess()) {

std::cerr << "Error assuming IAM role. " <<
outcome.GetError().GetMessage() << std::endl;

}

else {
std::cout << "Credentials successfully retrieved." << std::endl;
const Aws::STS::Model::AssumeRoleResult result = outcome.GetResult();
const Aws::STS::Model::Credentials &temp_credentials =

result.GetCredentials();

// Store temporary credentials in return argument.

// Note: The credentials object returned by assumeRole differs
// from the AwWSCredentials object used in most situations.
credentials.SetAWSAccessKeyId(temp_credentials.GetAccessKeyId());

credentials.SetAwWSSecretKey(temp_credentials.GetSecretAccessKey());
credentials.SetSessionToken(temp_credentials.GetSessionToken());

return outcome.IsSuccess();

« APl OFFMIICDVWTIE, AWS SDK for C++ APl U7 7L 2 A® "TAssumeRoles 228 L T
<EEL,

CLI

AWS CLI
O—)Zz5&ZF2ICE

XD assume-role X Rk, IAM O—JL s3-access-example M7= (B EBAE &R
AEEHOtEY RZEBLET,
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aws sts assume-role \
--role-arn arn:aws:iam::123456789012:role/xaccounts3access \
--role-session-name s3-access-example

& A
{
"AssumedRoleUser": {
"AssumedRoleId": "AROA3XFRBF535PLBIFPI4:s3-access-example",
"Arn": "arn:aws:sts::123456789012:assumed-role/xaccounts3access/s3-
access-example"
3,

"Credentials": {

"SecretAccessKey": "9drTJvcXLB89EXAMPLELB8923FB892xMFI",

"SessionToken": "AQoXdzELDDY//////////
wWEaoAK1wvxJY12r2IrDFT2IvAzTCn3zHoZ7YNtpiQLFOMgZye/
qwjzP2iEXAMPLEbw/m3hsj8VBTkPORGVI9jM5sgP+w9IZWZnU+LWhmg
+a5fDi20TGUYcdg9uexQ4mtCHIHfi4citgqZTgco4@Yqr4lIlo4sV2b2Dyauk@eYFNebHtY1FVgAUj
+7Indz3LUQaTWk1IWKIjHmmMCIoTkyYp/k7kUG7moeEYKSitwQIi6Gjn+nyzM
+Pt0oA3685ixzvOR715rjQi0YEQL1floeie3bDiNHNcmzosRM6SFiPzSvp6h/32xQuZsjcypmwsPSDtTPYcs@+YN/8E
IcrxSpnWEXAMPLEXSDFTAQAM6D19zROtXoybnlrZIwML1Mi1Kcgo50ytwU="",

"Expiration": "2016-03-15T00:05:07Z2",

"AccessKeyId": "ASIAJEXAMPLEXEG2JICEA"

OXRZROBEAICE, AWS ICH T 2R ELICERATER 7V EAF—, —JLYRF— &
KLY IAVRN—OUHFEERNTVET,

AWSCLI Z#EA 3258k, O—J/IICEENTSNERRFNETAO7 7ML ERETESE
I, JO7 74 EFERTSDE. AWS CLI Ik assume-role ZHOHL, 1—H—0D7=&H IR
MESREEELET, SFMICOVWTIER., TAWSCLI I—HY—HA4 R, ® TAWS CLI T IAM
O—)zEATH 22RBLTEEL,

« APl OEMICDOVWTIE, TAWSCLIOXY>RUTZ7L>VAL ® "AssumeRole; Z#Z8BL T
<L,
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Java

SDK for Java 2.x

@® Note
GitHub IC &, TOMD VY —REHYET, AWS I—REIVARD N TREEH|%

BoWFT,

import
import
import
import
import
import
import
import
import
import
import

software.
software.
software.
software.
software.
software.
java.time
java.time
java.time
java.time
java.util

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

.Instant;
.Zoneld;

.format.DateTimeFormatter;
.format.FormatStyle;
.Locale;

REERITOFEEHIEL TS EE L,

regions.Region;

services.
services.
services.
services.
services.

sts

.StsClient;
sts.
sts.
sts.
sts.

model .AssumeRoleRequest;
model.StsException;
model .AssumeRoleResponse;
model.Credentials;

* To make this code example work, create a Role that you want to assume.
* Then define a Trust Relationship in the AWS Console. You can use this as an
* example:

*{

* "Version":"2012-10-17",
* "Statement":

*{

* "Effect": "Al
* "Principal": {
* "AWS": "<Specify the ARN of your IAM user you are using in this code example>"

* 1,

* "Action":

* 3
* 1]
* 3

L

low",

"sts:AssumeRole"

* For more information, see "Editing the Trust Relationship for an Existing
* Role" in the AWS Directory Service guide.
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* Also, set up your development environment, including your credentials.

* For information, see this documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-guide/get-
started.html

*/
public class AssumeRole {

public static void main(String[] args) {
final String usage = """

Usage:
<roleArn> <roleSessionName>\s

Where:
roleArn - The Amazon Resource Name (ARN) of the role to
assume (for example, arn:aws:iam::000008047983:role/s3role).\s
roleSessionName - An identifier for the assumed role session
(for example, mysession).\s

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
System.exit(1l);

String roleArn = args[0];
String roleSessionName = args[1l];
Region region = Region.US_EAST_1;
StsClient stsClient = StsClient.builder()
.region(region)
.build();

assumeGivenRole(stsClient, roleArn, roleSessionName);
stsClient.close();

public static void assumeGivenRole(StsClient stsClient, String roleArn,
String roleSessionName) {
try {
AssumeRoleRequest roleRequest = AssumeRoleRequest.builder()
.roleArn(roleArn)
.roleSessionName(roleSessionName)
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.build();

AssumeRoleResponse roleResponse = stsClient.assumeRole(roleRequest);
Credentials myCreds = roleResponse.credentials();

// Display the time when the temp creds expire.
Instant exTime = myCreds.expiration();
String tokenInfo = myCreds.sessionToken();

// Convert the Instant to readable date.
DateTimeFormatter formatter =
DateTimeFormatter.oflLocalizedDateTime(FormatStyle.SHORT)
.withLocale(Locale.US)
.withZone(Zoneld.systemDefault());

formatter.format(exTime);
System.out.println("The token " + tokenInfo + " expires on " +
exTime);

} catch (StsException e) {
System.err.println(e.getMessage());
System.exit(1l);

o APl OFFMIC DWW TIX. AWS SDK forJava2.xAPI ) 7 7L > A® TAssumeRoles #58R
LTLEETW,

JavaScript

SDK for JavaScript (v3)

(@ Note

GitHub ICI&, T DDV Y —RAEHWEXT, Afl—EZKRERL. AWS J— RHIVUR
JhUTOREERTOREZHABLTLEET W,

DZAT > N EHERLET,
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import { STSClient } from "eaws-sdk/client-sts";

// Set the AWS Region.

const REGION = "us-east-1";

// Create an AWS STS service client object.

export const client = new STSClient({ region: REGION });

IAMO—)LZ&VWHETET,

import { AssumeRoleCommand } from "@aws-sdk/client-sts";
import { client } from "../libs/client.js";

export const main = async () => {
try {
// Returns a set of temporary security credentials that you can use to
// access Amazon Web Services resources that you might not normally
// have access to.
const command = new AssumeRoleCommand({
// The Amazon Resource Name (ARN) of the role to assume.
RoleArn: "ROLE_ARN",
// An identifier for the assumed role session.
RoleSessionName: "sessionl",
// The duration, in seconds, of the role session. The value specified
// can range from 900 seconds (15 minutes) up to the maximum session
// duration set for the role.
DurationSeconds: 900,
});
const response = await client.send(command);
console.log(response);
} catch (err) {
console.error(err);

« APl OFFMRICOWTIE, TAWS SDK for JavaScript API U 7 7L > A1 @ "AssumeRole

ZZRBLTLKEZL,
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SDK for JavaScript (v2)

® Note

GitHub ICl&, ZTDMOUY —REHY ET, AHI—EZREL. AWS I—RHIDR
DSKNUTOREERITOREEEIELTLSEZL,

// Load the AWS SDK for Node.js

const AWS = require("aws-sdk");

// Set the region

AWS.config.update({ region: "REGION" });

var roleToAssume = {
RoleArn: "arn:aws:iam::123456789012:ro0le/RoleName",
RoleSessionName: "sessionl",
DurationSeconds: 900,

};

var roleCreds;

// Create the STS service object
var sts = new AWS.STS({ apiVersion: "2011-06-15" });

//Assume Role
sts.assumeRole(roleToAssume, function (err, data) {
if (err) console.log(err, err.stack);
else {
roleCreds = {
accessKeyId: data.Credentials.AccessKeyId,
secretAccessKey: data.Credentials.SecretAccessKey,
sessionToken: data.Credentials.SessionToken,
};
stsGetCallerIdentity(roleCreds);
}
)8

//Get Arn of current identity

function stsGetCallerIdentity(creds) {
var stsParams = { credentials: creds };
// Create STS service object
var sts = new AWS.STS(stsParams);
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sts.getCallerIdentity({}, function (err, data) {
if (err) {
console.log(err, err.stack);
} else {
console.log(data.Arn);
}
1);
}

« APl OFFMIC DWW TIX, AWS SDK for JavaScript API ) 7 7 L > A® "TAssumeRole; %5
BLTLSEEL,

PowerShell

Tools for PowerShell V4

Bl 1. — RN ERABTHR RN (T IV EAF—, >—JLYbF—, Y32 bh—=02)%ZRL
xY, CORABHRIE. VIVIANLEI-Y—HFBERTIVEATELVAWS VY —-AIC
1RET7 9 EATRLEOICEATER T, BENBFEAFHRICE. slE2HTVWAO0-/ILO7T
TEARVD—ERBENLRVS—THATNTVDIERI SV ET (R hizRYD—
ZEALT, 5IEZFTVARO-INOTIVEARIS —TERENTVIERZEXDH#RE
NETRELEETEXREA),

Use-STSRole -RoleSessionName "Bob" -RoleArn "arn:aws:iam::123456789012:role/demo"
-Policy "...JSON policy..." -DurationInSeconds 3600

Bl2:51ERITVBRO-LDTIEARIS—TERENTVEIOLRUERZRD. 18
BAEMO - ERAFREZELET,

Use-STSRole -RoleSessionName "Bob" -RoleArn "arn:aws:iam::123456789012:role/demo"
-DurationInSeconds 3600

Fl3: AR RLY NOEFTICEAET N2 1 ——RIEERICEENTOSNTVWS MFA XS
DTN BFTEERSNEN—V ZRETEZ—BNERIEBER —AZERLET,

Use-STSRole -RoleSessionName "Bob" -RoleArn "arn:aws:iam::123456789012:role/demo"
-DurationInSeconds 3600 -SerialNumber "GAHT12345678" -TokenCode "123456"
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Bl4 BETHI R TERENTVRO-IIN 25| EZ T —BNERIABER—NZ2RL £
T, FEENBEZFHENTEDO-INEIL. BETHIUNE, O—-)IL%E5|Z2Z(T5
20, -Externalld N X—XTREIMEBENHHAEBNFEFEAL O ZERKTIHREND
WET,

Use-STSRole -RoleSessionName "Bob" -RoleArn "arn:aws:iam::123456789012:role/demo"
-DurationInSeconds 3600 -Externalld "ABC123"

« APl OFFMIC DWW TIE, AWS Tools for PowerShell N> RLY NUTZ 7L A (V4) D
FAssumeRoles ZZBL T EE V),

Tools for PowerShell V5

Bl 1 —BNERIIER—X (TIOEAF—, 2—ILYRF—, Va2 h—=U2)ZRL
£9, COREBEHE, VIIANLEI—Y—NBERFTIVEATELZVAWS UY—AIC
1BFETIOEATREHDICERATEXRT, BRENDEREHAFEHRICEK., 5|122HTVDO-ILDO7T
VARV —ERBELERIS —THAETNATVBRHERI SV ET (BHEh LRI —
ZEALT, BIZZ2WHTVRO-IILOTIELARIS—TERENTVSHEREEZDIERE
HETBEETEELA).

Use-STSRole -RoleSessionName "Bob" -RoleArn "arn:aws:iam::123456789012:role/demo"
-Policy "...JSON policy..." -DurationInSeconds 3600

Pl2:5lZRHFTVAO-INDOTIEARIS—TERENATVWEIOELERUEREZRED, 16
BEMO - ERABTHREZELET,

Use-STSRole -RoleSessionName "Bob" -RoleArn "arn:aws:iam::123456789012:role/demo"
-DurationInSeconds 3600

Hl3: ANV RLY hORFTICEAET AR 1Y —FEARRICEENSTSNTWVWS MFA DL S
SUTLBBSEERENE NV ZRETE BN ERABTER - ZERLET,

Use-STSRole -RoleSessionName "Bob" -RoleArn "arn:aws:iam::123456789012:role/demo"
-DurationInSeconds 3600 -SerialNumber "GAHT12345678" -TokenCode "123456"

Bl4 BETHI R TERBENATVRO-I/IN 25 EZ T E—BHNERIABER—NZ2IRL £
T, FE=FENS|EZHBRENTERO-IINEIC,. BETHDINE, O—I)&2582Z(T5
O, -Externalld N X—2TREIMEN BB FE2FEALTO-I)LZERKTIHEN D
WET,
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Use-STSRole -RoleSessionName "Bob" -RoleArn "arn:aws:iam::123456789012:role/demo"
-DurationInSeconds 3600 -ExternalId "ABC123"

« APl OFMIC DV TIE. TAWS Tools for PowerShell Cmdlet U 7 7 L > A (V5)1 @
FAssumeRoles ZZBRL T K&V,
Python

SDK for Python (Boto3)

(® Note

GitHub ICI&, T DDV Y —RAEHWEXT, AWS I—REFIVARI KN TR2BH%Z
ROWRT, RELRITOREZHIEL T LEEL,

MFA R—0 > ZHBETDIAMO—-)LZ8EL, —BFHNEFIAEERZ2FEALTTHI MDD
Amazon S3NT Y hE—EXRRLET,

def list_buckets_from_assumed_role_with_mfa(
assume_role_arn, session_name, mfa_serial_number, mfa_totp, sts_client

Assumes a role from another account and uses the temporary credentials from
that role to list the Amazon S3 buckets that are owned by the other account.
Requires an MFA device serial number and token.

The assumed role must grant permission to list the buckets in the other
account.

:param assume_role_arn: The Amazon Resource Name (ARN) of the role that
grants access to list the other account's buckets.
:param session_name: The name of the STS session.
:param mfa_serial_number: The serial number of the MFA device. For a virtual
MFA
device, this is an ARN.
:param mfa_totp: A time-based, one-time password issued by the MFA device.
:param sts_client: A Boto3 STS instance that has permission to assume the
role.

response = sts_client.assume_role(
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RoleArn=assume_role_arn,
RoleSessionName=session_name,
SerialNumber=mfa_serial_number,
TokenCode=mfa_totp,

)
temp_credentials = response["Credentials"]
print(f"Assumed role {assume_role_arn} and got temporary credentials.")

s3_resource = boto3.resource(
"s3",
aws_access_key_id=temp_credentials["AccessKeyId"],
aws_secret_access_key=temp_credentials["SecretAccessKey"],
aws_session_token=temp_credentials["SessionToken"],

print(f"Listing buckets for the assumed role's account:")
for bucket in s3_resource.buckets.all():
print(bucket.name)

« APl OFFMIC DWW T, TAWS SDK for Python (Boto3) API U7 7L A1 M
FAssumeRoles ZZBL T<EEV,

Ruby

SDK for Ruby

(® Note
GitHub ICl&, TDMDIY—RAEHY KT, AWS JI—RHIVKRZ KU TEEBH%Z
BOoWT, RELRTORFEEBWABLTSEZ L,

# Creates an AWS Security Token Service (AWS STS) client with specified
credentials.

# This is separated into a factory function so that it can be mocked for unit
testing.

#

# @param key_id [String] The ID of the access key used by the STS client.
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# @param key_secret [String] The secret part of the access key used by the STS
client.
def create_sts_client(key_id, key_secret)

Aws: :STS::Client.new(access_key_id: key_id, secret_access_key: key_secret)
end

# Gets temporary credentials that can be used to assume a role.

#

# @param role_arn [String] The ARN of the role that is assumed when these
credentials

# are used.

# @param sts_client [AWS::STS::Client] An AWS STS client.
# @return [Aws::AssumeRoleCredentials] The credentials that can be used to
assume the role.
def assume_role(role_arn, sts_client)
credentials = Aws::AssumeRoleCredentials.new(

client: sts_client,

role_arn: role_arn,

role_session_name: 'create-use-assume-role-scenario’

)

@logger.info("Assumed role '#{role_arn}', got temporary credentials.")
credentials
end

« APl OFFMIC DV TIE. AWS SDK for Ruby API ) 7 7 L > AM TAssumeRoles ZZ B L
TLEZL,
Rust

SDK for Rust

(@ Note
GitHub ICIF, TOMD VY —REH YN ET, AWS I—RHEIVKRD N TREEBH|%
BOWT, RELETOHFEEZBIBELTLEETL,

async fn assume_role(config: &SdkConfig, role_name: String, session_name:
Option<String>) {
let provider = aws_config::sts::AssumeRoleProvider::builder(role_name)
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.session_name(session_name.unwrap_or("rust_sdk_example_session".into()))
.configure(config)

.build()

.await;

let local_config = aws_config::from_env()
.credentials_provider(provider)
.load()
.await;
let client = Client::new(&local_config);
let req = client.get_caller_identity();
let resp = req.send().await;
match resp {

Ok(e) => {
println!("UserID : {1,
e.user_id().unwrap_or_default());
println!("Account: {1,
e.account().unwrap_or_default());
println!("Azrn g {}", e.arn().unwrap_or_default());
}

Err(e) => println!("{:?}", e),

o APl OFFMIC DOV T, TAWS SDKforRustAPI U7 7L A1 ® TAssumeRoles &%

BLTLSEZL,
Swift
SDK for Swift
(@ Note

GitHub ICIF, TOMD VY —REH YN ET, AWS I—RHEIVKRD N TREEBH|%
BOT, RELEETOFEEBIBELTLEEL,

import AWSSTS

public func assumeRole(role: IAMClientTypes.Role, sessionName: String)
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async throws -> STSClientTypes.Credentials

let input = AssumeRoleInput(
roleArn: role.arn,
roleSessionName: sessionName

)
do {
let output = try await stsClient.assumeRole(input: input)

guard let credentials = output.credentials else {
throw ServiceHandlerError.authError

}

return credentials

} catch {
print("Error assuming role: ", dump(error))
throw error

o APl MOEEHAIC ODWTIE. TAWS SDK for Swift API 7 7L > A1 ® TAssumeRoles &%
BLTLSEETL,

IAM 1 —%'—0H—EXEH OFFRIEHR

H—EABEBOFAERIE. HEDAWS ¥ —EZARICHRFAENER/HEKEFTAXNZAALTT., Ch
5 OFELERIE . FEEDAWS FEIFFHRE LB L TRAAERILEATHY, H2DAWS H—ER
OFABHICELE TRAEBEINET, BEBOAWS Y—EATHATERZ T I EAF—EREERY),
H—EABBORLFRE., ERENIEY—EATOAMHERATILSIIRFAETATVET, CcOXR—

TYREROLT7O-FICKY), FRAFHROBAERZFHRIZCETEFIUT 1 ZRIKLE
ED

H—EAEEORIAEREIEE,. FEOH—ERAOEHILH>TTI+#—X Y hEehi1l—H— %c‘:/\
AD—RORTEREEFERE APl F—TEREIhFET, T—EABEOFIABEREZER TS L&,
7ZINRNTTIOTAT BB EHESICEATEET, YR—MNFROZTH—EATE, IAM :L—
- eI H—EABEORIABERERR2 Y RRETEXRT, cOFRICEKY, BDEICRHLUT
FLLVEY NMIO—FT—23 > ULBNS, 1 20FI9T14781Y NEa#IETEET, AWS KH
. ROY—EAOY—EABEORIMEHREZTR—KLTVWET,
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-Ij-_li‘xlzlﬁa)wunl—tFE*Ed)D : >

-|z=\=1')740)/\7\|\7777-47\é:b‘c H— I:ZIEI’E(D RRLEHRZ EMNICO—FT—>3 L E
T, P7VTr—23>zhiedICHRABRZEFTAICE

1. AUY—EREIAMI1I—H—ICRL T, Y—EABBORMERD 2 FEBEOEY NZEHEHTS
2. INTCOF7UT—232728HLT, HILLRIMEHRTCELKBETR L Z2HBRLET,

3. mMOBIBHROREEZ "FETITATLICEELET,

4. IRXTCOTTVT—23 N EBICHBEL TVWA ZEZRIELET,

5. 7 OT AT BY—ERABEORIAEHRE. FTETHDEEZHELLESHIBRLET,

H—EABEBORARTHROEZLZ) Y

AWS CloudTrail ZFAL T, AWS 7HVU 2 NAO Y —EABEORIIEROEAZEZZ) T
TEET, Y—EABEORMBEHROFEAICEHET S CloudTrall 1 R KR Z2RRTDICIE, FRALE
FEHEAENBF—EZNSDA R RO CloudTrall OV EREALET, FMICOLWTE. TAWS
CloudTrail IC&2 IAM &LV AWS STS ® APl JI—)LOOJEH ) Z2SBLTLSEEL,

‘|Z=\=IL D714 Z2@tTBICE. FETIEARETOMOEFIVT A LOBRSZTRITHEMEDODH D45

REABEROEANE— ZBATDKSIC CloudWatch 7o —AZRET D EEZRFLTLE
a“b\o FHMICOVTIE, TAWS CloudTrail I—H#'—7#4 K1 ® "Amazon CloudWatch Logs | &%
CloudTrall O 7 7AINDODE_Z )T, Z5BRLTLEEV,

LTOREY VTR, Y—EABBORABERICOVWTHAL XTI,

Nev o
« Amazon Bedrock @ API ¥ —
« Amazon Keyspaces T IAM Z{£H 9 % ( Apache Cassandra D355 )

Amazon Bedrock @ API F—

Amazon Bedrock l&, B Al ¥ & Amazon NEBEFIILZREITZI 7IIZR—J RY—EART
9, Amazon Bedrock ICld, AWS YR X ROV =)L ZBUTT IV EATESEH, AWS CLI
X AWSAPIZEZELTOTSALANSETIEATEET, Amazon Bedrock IC7’ AT Z LN S UD
TANTRHEER. —FNEEF 1T (4 REEFRE 2 IE Amazon Bedrock ® APl F—ZFEHAL T
FRRE TC&E £ 9, Amazon Bedrock &, XD 2 EED API F—ZHR—KMLTLVET,
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- BHAPI £*—-EHAPI *—@F, AWSEBZ/N—232 4 z2FRAITBHBENE URLTT, &
BIAPI ¥—&, API ¥—Z4HK 9% ID OFEHRERDLUT7 VAT TEEAMHBARZHLEBL.
BRX12KEAELEEIAYV-ILEY>a>0RYEEOEVWVSIORKEEETEMNTT, Amazon
Bedrock 1>2Y —)JL, Python /\Y 4 —< aws-bedrock-token-generator, &N 7O
J2IVIJFZERAONY T—2Z2FEALT, B API F—Z2EHTEERT, FHICOVTE,

" Amazon Bedrock 1—H%'—7H 4 K, @ "Generate Amazon Bedrock AP keys for easy access to
the Amazon Bedrock APl 2B L T EE V),

- REPAPI £— - RE APl ¥—&F IAM 11— —(CEEMN TSN, IAMH—E ABEEB OREHREFE
ALTERENET, Ch S DORIEHRIE Amazon Bedrock TORKFERT B LS IR NTH
V), RIAMBHROERERZHRIDceTEF1 T 2BILLTVET, REAPIF—0EX
HRZRETEE T, IAM E£7/ & Amazon Bedrock 1>V —JL., AWS CLI, AWS APl ZfERL
T, REAPIF—ZEHTEEXT,

IAM 1 —H'—(&. Amazon Bedrock HICcE& K2 DORHEAPI F—%2E D ENTE, ¥ —
AO—F7—23a>7 3071 AZRETHOICKIEET,

RHIAPI F—&Z4ER TS &, AWS EERJZ — AmazonBedrockLimitedAccess A IAM 1—H—I(C
BENICTRYFENET, CORUZ—E, 07 Amazon Bedrock APl ARL—> 32 ADT D
TREFTLET, EBIMO Amazon Bedrock 7 7 L AN BERZIFEEF. IAM 1—H—0OF V2 AF
AZZETEEXT, FAOZEEICDOVWTI, Ithe section called “ID 7 7 & AFF 0] MBI E /= (&
By #3RLU T< &, Amazon Bedrock ¥ —OEAAEOFMIZ DLW TIEE, "Amazon Bedrock
d—H%—H4 R, ® "Amazon Bedrock APl ¥—%FH 3%, Z#5RBLTSEEV,

(® Note
REIAPI F—F, BEHAPI F—CHBLTEFIVTAVRINGELBEYET, AJlgETHN
., B API F—FLRE—BHNEEX1) T FAEBREFAITZI L Z2HHHLET., K
HAPI *—ZFEAT3EER. EENEFXF—O—FT—>3207509T1AZ2REITR L%
HEBHLET,

EIE=es

IAM J1>%Y — )L T Amazon Bedrock 8 APl F—Z &K T HEIIC. XOHBERXRGEER/LISEND
WET,

- RHIAPI F—(CBEEMNGFS IAM 11— —, IAM 1—H—0OERFIEIC DOV TIEX. (the section
called “1—%—0ER"1 2SRBLTLSEEL,
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« IAM1—H—0OH—ERABREORIEHRZEETSICE. XD IAM RIS —OFT IV AFANH
BPLEBRLTIKEEY, CORDVI—fiTR, T—EABEOFRMEEREZEN. —ERR.
B, HIBR, BRTEVEYNTBT IV EAFATZNAELFT, Resource DEED username &

%Z. Amazon Bedrock APl ¥—Z4 K 3% IAM 1—H—DBEICEEHBAET,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "ManageBedrockSexrviceSpecificCredentials"”,

"Effect": "Allow",

"Action": [
"iam:CreateServiceSpecificCredential"”,
"iam:ListServiceSpecificCredentials",
"iam:UpdateServiceSpecificCredential"”,
"iam:DeleteServiceSpecificCredential"”,
"iam:ResetServiceSpecificCredential™

1,

"Resource": "arn:aws:iam::*:usexr/username"

Amazon Bedrock ®KHI APl F—04ERK (O YV —)L)

Amazon Bedrock £ APl F—Z4£KIBICE (A YV —I)

1. AWSXEZRIDXRIAY—=I L4242 LT, IAM >V —)L https://
console.aws.amazon.com/iam/ ZBZ £ 7,

IAM OV —=ILOFESF—23a > RAT[A—Y—]ZBRLET,

IAM 1—4%'—%3#3R L T. Amazon Bedrock DEH API ¥F—&2 4K L £ T,
[E¥1)T 1RAER) 2 7/ ZBRLUET,

[Amazon Bedrock ® APl ¥—] 9> 3> T, [API ¥—0O4% K] ZEBIRLET,
APl F—OBZHRICOVWT, LUTOVWThHAERITLET,

o o K~ w0 N

« API ¥F—OBMEREL T 1, 5, 30, 90. £k 365 BZFEIRLET,
« NAZLHEZZBERL T, DAZLAPIF—OEVHREEELET,
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. VBRI L) GEHEE) ZBRLET,
7. [API¥—OXERK] ZF#RLET,
8. APIF—%IE—FL@AIVO—KLET, APl F—EERRTEDORSELFTT,

/A Important

APl F—Z2Z2CREFELTLKEEV, FATOTRY VAZBAU &K, API¥—%8
EREITZCLRFTEREA. >—IJLYRNTIEAF—HIDASBVRLEREENLS
B, B3R TEREA, RDYIC, MILLTFTIEAF—ZERL, HVF—%
k70T 14TICLET,

Amazon Bedrock ® & APl £F—0D 4. (AWS CLI )

AWS CLI ZfEH L T Amazon Bedrock B8 APl F— &4 KT3Ik, "OFIEEEITLET,

1. create-user Y > R%ZEFEHAL T. Amazon Bedrock Z{FH 32 =-HICHERK IAM 1—H—% 4

BLET,

aws iam create-user \
--user-name BedrockAPIKey_1

2. attach-user-policy AN RZFEAL T, AWS EIE/R!)Z — AmazonBedrockLimitedAccess

% Amazon Bedrock IAM 1 —%—IC 7 XY FLET,

aws iam attach-user-policy --user-name BedrockAPIKey 1 \
--policy-arn arn:aws:iam::aws:policy/AmazonBedrockLimitedAccess

3. create-service-specific-credential AN~ RZfEMA L T, Amazon Bedrock O && APl ¥ —Z £
LET, RABEBROEMHBICIE. 1~36600 ANEEEETEE T, RABFROEMNHE=E

ELBZEWE, API F—RBRIINICEYEEA,

BRMERY 30 BORM APl F—Z 4K T3 IC:

aws iam create-service-specific-credential \
--user-name BedrockAPIKey_1 \
--service-name bedrock.amazonaws.com \
--credential-age-days 30
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L AR ATRE D ServiceApiKeyValue #*. Amazon Bedrock ® KH APl ¥—T
¥, ServiceApiKeyValue ERFETHETERVLSH, ZLICRELTEEL,

REIAPI ¥—%Z —&XRTRTS (AWSCLI)

BEDOI—H—O Amazon Bedrock RHi APl F— XX F—R % —ERRTSICIE. list-service-

specific-credentials ¥ > R& --user-name N X—X&ZFERALET,

aws iam list-service-specific-credentials \
--service-name bedrock.amazonaws.com \
--user-name BedrockAPIKey_1

TAHT2 MADFTNTOH Amazon Bedrock R APl F—X 27— —BERRTBICIE, list-
service-specific-credentials ¥ > R& --all-users/ NS X—X&ZFERALET,

aws iam list-service-specific-credentials \
--service-name bedrock.amazonaws.com \
--all-users

R API F—AT—RXAZE#H TS (AWSCLI)

Amazon Bedrock D RHI APl F—NDAT—X AZE#HT S IZ(F. update-service-specific-credential

AR REFERALET,

aws iam update-service-specific-credential \
--user-name "BedrockAPIKey_ 1" \
--service-specific-credential-id "ACCA1234EXAMPLE1234" \
--status Inactive[Active

Amazon Bedrock O R APl £ —0D 4. (AWS API)

RO APl ARL—>3a>&FEHAL T, Amazon Bedrock DEH APl F— 24RO LV EETE X

ERD

» CreateServiceSpecificCredential

ListServiceSpecificCredentials

UpdateServiceSpecificCredential

DeleteServiceSpecificCredential

ResetServiceSpecificCredential
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https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/list-service-specific-credentials.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/list-service-specific-credentials.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/list-service-specific-credentials.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/list-service-specific-credentials.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/iam/update-service-specific-credential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_CreateServiceSpecificCredential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ListServiceSpecificCredentials.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_UpdateServiceSpecificCredential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_DeleteServiceSpecificCredential.html
https://docs.aws.amazon.com/IAM/latest/APIReference/API_ResetServiceSpecificCredential.html
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Amazon Keyspaces T IAM Z £ 3 % ( Apache Cassandra D54 )

Amazon Keyspaces (Apache Cassandra ) &, A7 —Z7 )L THAMKOEV, Apache Cassandra
BEBONZR—T RF—BER—AY—EATT, AWSYZXIDXNOAVY—=)L #BLUTH7OTS
LIZ &KV, Amazon Keyspaces 7V EATEEXRT, Y—EABBORIEHRZEA L T Amazon
Keyspaces IC7’ A7 S ALATTVEATBICIEF. cqlsh £lelEF—7>Y—AD Cassandra RZ A
N—ZFEATEET, Y—EABBORIFERIE., Cassandra "RIEET IV ERABERBIZFERATS &
SBIA—HY—BENAT—RZEHXFET, YR—IMU/ROZH—EATE, I—H¥—-&ICH—ER
BEEORIABEHRZEZHFRR2 Y REBETEEXT,

AWS 7Ot AF—%FH L T Amazon Keyspaces IC7OYJ T ALATT AT SICIE. AWS SDK ¥
AWS Command Line Interface (AWS CLI) &7/zl&F—7"> Y —A®D Cassandra RZ 1 /\—& SigV4
TS0 BERTEET, FMICOVTIEE, "Amazon Keyspaces (Apache Cassandra [a 1) B3
EHHA R, ® TAmazon Keyspaces ® AWS DFREEERDIER EFREL ZSRBL TS EEL,

(® Note

2V —)L#EH T Amazon Keyspaces EXR WEY T2 FEN HDBE. Y —ERBEEFD
WALEHREERTHIHLEBEH Y EFHA. FHICOVWTIEE. TAmazon Keyspaces (Apache
Cassandra [a\f) BREH A Ry o "2V —)LZFEAL %= Amazon Keyspaces NDTF It
2 EBBELTEE W,

Amazon Keyspaces IZ7 VAT 2 LOICHEZEROFMICIOVWTIEE, TAmazon Keyspaces
(Apache Cassandra i ) A& A Ra @ "TAmazon ¥—A~R—XA (Apache Cassandra® % 4&) ID
R—=ADRIZ—0OfFl, 2Z2RBLTLEZV,

Amazon Keyspaces sRaEEHDER (> Y —IL)

AWS XXX RNV =) #FEAL T, IAM 1—%—H® Amazon Keyspaces (Apache
Cassandra A) FRELEWMEERTEE T,

Amazon Keyspaces ' —E ABBORIBHREERTDICIE (O V—))

1. AWSNXZRZ X RNIAVY=ILIZHA242L T, IAM 32 =)l (hitps:/
console.aws.amazon.com/iam/) ZB&E £ 9,

2. FTETF—23aURADT, [A—Y -] ZEBRL., FAEHRELELCTHI—HF—0BTIZERL
9,
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3. ['|2=\= 1) 7 1 REER] 2 7 I H B [Amazon Keyspaces (Apache Cassandra F) O R EEE K]
T, [RAEHRZENT D] ZBIRLET,

4. hT, Y—EABEORMEBEBRNFFATEICAYELE, NAD—RERRELFA I O—
RTEDODRCDEELETTY, BTREITDCEWGFTEEFLEA, EL. NAT—REFEVWDT
EVEYRTEERT, I—F—BELVONADV—REETHREICLZD O, Z2BBMICKRFLE
CB

Amazon Keyspaces F2AEEER D 4K ( AWS CLI)

AWS CLI ZEF L T, IAM 1 —%—F ® Amazon Keyspaces (Apache Cassandra f) s25EE#H % 4
RTEXT,

Amazon Keyspaces ' —E ABB OREEHRZELEKT S IZIE (AWS CLI)
UToOXR REFEALET,

* aws iam create-service-specific-credential

Amazon Keyspaces FRAEEER D 4K ( AWS API)

AWS APl #BA L T, IAM 1—%—FH ® Amazon Keyspaces (Apache Cassandra ) SRilIE 8 & &
KTEXT,

Amazon Keyspaces ' —E ABEB ORIEHREER T D (IZIE (AWS API)
LTOARL—23>&2ETLET,

» CreateServiceSpecificCredential

FEALTWLWEL AWS BAEHOBRER

AWS PHIOU KN OEF1UT 4285031, FEZ IAM I —FRL (NAT—REKXVT UL
AF—) ZHIBRLET, e, A—TF—HFEBERNDE, ﬁf‘(:t ?&AWS NDT I EAHNT
EBBEICR. FATATVWLRAFEREZRREL, Tho MBI >TVR L 2RI ILEN
HV)ET, DEOBLLBZOLFBERIERIDENBENTT, ThoRFXEICRHUT, £V
DTEBERTEERT, 28<EE, NAD—RZZETZH., PIORAF—ZEMICL T, HAEIO
A—F =BT IOEATEBRVKLSICTRILENHYNEXT,
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£E55A, FALTVEVOERBIEBZZARENIHYETH. BEREBEOHERNICEAET L E
Ao FRRLIEHZERE L X T,

FALTVWEVWNAD—ROBRER

AWS XYZRIZA ROV Y =) 2FEAL T, I —ONAD—REARRBEH/RERTTEET., &
BOI1—Y—HAVWaEaRk., A2VVY—IIZEALT, I—Y—-2c0d2V—INAD—ROFRKE
AERCEIZRHMESCRABHL AR—NEFTIO—-—RTERXRT, K. AWSCLI Rzl IAM

API A STERICT IV EATAHZEELAHETT,

REAONAD—RZHRETSICE AV VY—-L)

1. AWS N XX RNIAVY—=)ILIZH14242L7T, IAM 2V —)L (https://
console.aws.amazon.com/iam/) ZBZE £ 9,

2. FEX—232RA2T[Users (A1—H—) ZBRLET,

3. HE(ZIEU T, [Console last sign-in (A Y —ILADEIEY A > 1 2)] 5% USERS T—7)LIC
EBmMLERT,

a. BROT—7IOLT,
('l:l'
ZERLET,

b. [®ARITDIOER T, [AVV-LOBEKTAA4V] Z2BRLET,

c. [ER)ZEBRLT, I—HY—0OUANIREYET,

4. [Console last sign-in] (A YV —=IANOZEFA A4 HIC, I—F—A20V—)LZBUT
AWS ICRBICHA VAV LIEARINRRENET, COBREFEAL T, BEOHBEU LY A
AL TVWBVWI—H—EENAT—REZRETEXT, cOHICRE, —EEH1>14>LTV
BOWI—H—ENAT—RIZ, BL]ERTENET, [BZL]E, NAD—RFFRETATVE
WI—H—2Z2XkLET, REFAENATVEV/NAT—REHIBRO[REBZYET,

RET A

/A Important

H—EALOBEC LY. HEEALESNAT—RICETDTF—RICE, 2018 €5 A
3 H 22 B 50 % (KPEEERME) A5 2018 £ 5 8 23 B 14 B 08 % (KL XEEME) £
TONAT—ROERREENERA. Chid, IAM OV Y—LERTENBHEY
{4V LIRS & IAM BIHEHRL R— R T/NAT— REMEEALEZAFEL
T GetUser APl AR L —Y 3 VA SBE N AN HEBEEXET, HYTHHHT
C1—H—HHAo LY LSS, NAD— REFEFEALEBFE L TREhD B
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&, 2018 F5 A3 AKRWBICI—H—HNBRRBRICHA A LEBRICBEYET, 2018
F5HA23H 14K 085 (KEFERRE) KRVRBRICHA A LEI—Y—DFEE., NA
J—REZFGEMFEALEZBFELTRENDAFIEERETT,
BEFEALENAD—RICETZEHREFEAL TREADRIIFREFEL THIBRT S
(fl: 1B% 90 BRI AWS ICHA VA LA 21— —%HIBRTS) HEE, 2018 F
5HA23BLVEOHFRNZEDDRSICFHEV A RVZFABL TKEE V., TEE,
A—Y—ATOEAF—%2FRALTAWS ICTOTSATTIVEATRHEE, AIEE
RAULETIVEAF—0OBERESRTEET, ChRIIXNTORMNFICOVTERTHS I
HTI,

V=) TRREEHRL R— K Z2AIO—RLT, FHATATWEVWNAD—REBRETSICE

3a>v-=J)

1. AWSXZXIX2ROAVY=NIZHA4242L T, IAM 32V =) (hitps://
console.aws.amazon.com/iam/) ZB& £,

2. FETF—23URADT, [FIABHLAR—HN ZBRLET,

3. [LR—=—rZERXD>O—R]ZBIRL T, status_reports_<date>T<time>.csv EVSHEH]
DAVIXYVE(CSV) DT 7AINEZIO—RLET, 5FEBOHIZIEK., BRELEUT
DVWThH 1 D%ED password_last_used FINRRENET,

« ZEBL-BYETSATWANAD—RAF1 288V —H—,

« [no_information (1§%Rk7& L) - IAM /NAD— ROEMEBOEHZBIE L /= 2014 £ 10 A 20
BURBIZNAD—RzZzEAL VWAV I - —,

KEADNAT—RkERDFSIZIE (AWS CLI)

RAEAODNAT—RZRED2HZICE. ROOAX RZEFTLET,

e aws iam list-users i, I—H—OUVARNZERLET, EI1—H—IC
[&. PasswordLastUsed fENREETNTVET, ENfZVEEE. 1—F—HFNAD—R&EHF>
TVWEVLA, IAIMANAT—ROEMHAROEH ZBEIE L 7= 2014 £ 10 A 20 BEARRIC/N AT —
RAEAEhTVWEVWCEEZRLET,

READ/INAT—REZRDITFSICIE (AWS API)

READODNADT—RZRDOFBICE, ROARL -3 2HOPHLET,
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e ListUsers &, 1—H¥—0L V> 3>%RBRLET, FI1—H—ICI&k. <PasswordLastUsed>
EAREENTVET, ENfBVEESE. I—H—FNAD—REZF >TVWELA, IAMH/NA
D—ROGETOEBHZHEBEL = 2014 F£10 B 20 BURICNAD—RAEHAS ATV RV R
R~UET,

REBHLAR— N EAIVO—RTBEHOITY RICOVTE, TRIEBHELA— N OBES (AWS
CLI), #BRLTEE L,

FEALTVWEREVWT I EAF—DOBRE

AWS YZI X RNAVY—=) 2#2FEALT, I—F—0T7 0 EAF—0OFERARRICETIEREZRT
TEET, ZHOI—Y—HFVWBHEE, IV—I)Ia2EAL FRIABRLAR—~EFZU>O—R

L. I—¥—CE0T7 IV AT —OBRKFERHRBZERETEEXRT, £/, AWSCLI £& IAM API
POSBHRICTILATREETAEETT,

FERALTVWEWTVEAF—2RETHICE AV VY-I)

1. AWS TRIAXY RIAVY—IL EH A2 42 LT, 1AM O> Y=L (https:/
console.aws.amazon.com/iam/) ZB&E £ 9,

2. FEX—23rRA2T[Users (1—H—)] ZBIRLET,

3. HEIZIEU T, [Access key lastused (7 7 ZARAF—HIEFER)] 5z 1—H—F7—7I)LICEML
9,

ETA>Y

K3

a. AmOT—7TILDOLT,
(ﬂl'
ZERLET,

b. [®ARTDINDER T, [REBEICEALETIVEAF—]Z2EBRLET,

c. [ ZEIRLT, I——0DUJANCIRYET,

4. [Access key lastused (7 7 £ AF—HIEEA)] FICE, I—H—F7OTFLTHREIC AWS IC
TOEALTHASEBLULEBBARRENET, COBHMEFEAL T, EEOHBULERE
NTWBVWTIEAF—a2FE DI —%2RETEET, COVDTI/EAF—0OHEVI—H—
I, HERTENFET, REFAENTVEVT VAT —FHIBROR[RERY ET,

ALEBML AR— R ZADO—RLT, FALTVWEVWTZ I EAF—ZRERISICE (A V-))

1. AWSIZRIXROAZVY—=I EHA4242 LT, IAM 2 =)L (https:/
console.aws.amazon.com/iam/) ZB&E £ 9,
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2. TETS—>23URA2T, BABEBLAR—N ZERLET,

3. [LR—=—rEAD>O—R]ZIBIRL T, status_reports_<date>T<time>.csv &EWVDEH]
DAVIXYWE(CSV) DT 7ALNEA I O—RLET, 911 ~13ICETIVEAF—1%
RBEICEALEBNE,. POERAF—D)—232, BRUOY—EABHRIEENET, 516 ~
BILETIVEAF—2 ORZKOBEBNIEENET T, 1—F—DPTIOEAF—%F >TLAEL
A IAM AT O EAF—0OEMHROEFZREBL = 2015 F 4 B 22 BURICT VO E2AF—H
FHENATVERVES, ERIABL]FRTENET,

RKEAOT IV EAF—2Z2RDF3 I (AWS CLI)

LTOOXY RZ2EALT, KRMEAOT IV ELAF—ZROIBENTEFT,

« aws iam list-access-keys & AccessKeyID Z88, 1—HF—0OT7 IV AF—ICET 315K
ZRLET,

« aws iam get-access-key-last-used F7VtAF¥—ID Z2FEAL T, LastUsedDate, 7
VEAF—ZHEICHEAL 12 Region, RRIZERENH—ERAD ServiceName Z&8 T H B
ZBLUET, LastUsedDate A" RO2ASBVHEE, IAMAF T IV EAF—OEMHROEHZHHA
L2015 4 A2 BURBIZTVEAF—RBEAEhTVER A,

KEAOT I EAF—%2EBDF3ICE (AWS API)

KEADT IV ELAF—2Z2RO202IC@F. UTOARL—>32Z2ZHTHLET,

« ListAccessKeys REELEI—H—CEENFTSNLET I EAF—0 AccessKeyID ED U A
NERLET,

« GetAccessKeylastUsed @7 VtEAF¥—ID ZFERAL T, EOIL I3 ERLET,
[Cl&, LastUsedDate, 7V EAF—ZHRIZEAL 2 Region, RBIZERE I —EAD
ServiceName A" EENTVET, ENfRIASHKWVEE, 1I—H—HAT7IOEAF—%2EFE>TLEA
WA, IAIMATOEAF—DEETOERZREBLE2015F 4 A 22 BURICT OV AF—HEH
ThTVWEWIEZRLETD,

BIEBEL K— R ELAIVO—RIBEHOIIY RICOVTH, TRIEBHLA— N OBUE (AWS
CLl)s #BRLTLEE L,
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