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Amazon ECR L 77U —2arzEALTIO-NIICEBEAE DT 75— 3>F7aq

Amazon ECR L 7V —>a g FAL T, JoT7HbtEhktD I 7770 5—23> A
X=T7TSARVIRDNIIC—TLL, BEHO AWS V=23V IICE N2 BEDEZ T8
L, #HRAROELAT>—T—EBLEIJO-NILTF7O/2RBEL, ERLOBEERET
EET, FMHICOVTE, Amazon ECR TO T FANR—RAXA—DJLTVT—232258BLT
<&V,

HVWIASTFAX=D0BBIV—2T YT

Amazon ECR ZA4 7H A4 VIRV —ERTI L. BBEE, hJV KN RITBEDERS
EL=NICESIKHFVWIADTFAX=2088 727y 7HAAEICHEY, ANL—2OAN
OBEL, BEEAELIANOKE, £X1UF(EAVTSA T AORIL, BEILIE
PHRARV—IVT7O0—OEB{LERBETEET, FMICOVTE, AmazonECR TOZA4 7H A9
IR —%FERLEAX=200)—2TF Y 7OBEHEESRBLTLSEETL,

Amazon ECR M #aE
Amazon ECR ([C X DEEBEN B V) £ T,

s FATHAOIRI—ZFERATDE, URSPNIVADAX—=2DTA T AV ZEBTESR
o READAX=2%D)—=2T VT IRIN—IINEERZLET, L—IREVRDSNIIZEATS
BIICTANTEET, U<, "AmazonECR TODZA 7HA V)R —%FERHL oA X—
SNV )—="TYT7TOEEE) ESRLTLSEEV,

s AX=DAFY U, AVTFTAA—RHAOVTINIITOMRBUEZRETDIDOICKIEETT, &
DR RNVRE T YD ARBICAF YO TEELDICRETEE T, TOHES, VRDNIICT Y aE
NBFLVEANX—DHNBEBRICAF Y ENET, TOR, A X—DAF v OBEREZBBTER
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Amazon ECR d—H¥—HAR

To LI, "TAMazonECR TAX—TZAF ¥ LTV 7R VIT7HBHEA TVAFAXNDS
ZZRBRLTLSEETY,

« VORV=232 BLCVOARTHIVRNLTVT—2a2a2ERATRE, BDERBBFRICAX—D
EERICERTEET, ChlE, LZANUREELT, V=23l EllBRENET, FMIC
D2VWTE, "TAmazon ECR TOD T TANR—KLZARNUERE) 23RBLTLKEEL,

« TNAN—F+¥v2a2)—)iEk, 77T4RX—K AmazonECRLZARNUDOTYTARNU—AL
SANVAQURDS N NUOF Yy 1mE2RHLET, T7LAL—Fryv> 1) l—)LZFEAL
T. Amazon ECR FEHIMNICT Y TARNU—=LLZARNVICEAVEDHE T, Amazon ECR 7’5 4
R=KRLZARNVIEFAY Y AETNAX—INBHTHDEZHALET. FHICOVTE,
"PYTARNI—=LLTZARIJE Amazon ECR 75AR—KNLZARNJUDOER, 25BLTLKE
=L\,

c DRSRNVERTV7L—NZERATRE, T7INAN—Fvva, Ty 18ER, L
TV —2a>FoarHmil Amazon ECR A 1—H—ICRD > THERLEVURDS NUDRESR
ERTEET, RTDAZ1—2EUT 14, BSIEE. VRZKNURD—, SA4T7HA4 DR
) —, BRTCBEBHNICERENIEVRDNIUDODY —ARTRIBETERT, FMAICOVWTIE,
TZWNAN—Frva, ZT7YIAER, EFEBELZVT—>3>F7o2arvpilEREnizl
RORNDVZEFHTZT T L—bh) #BBRLTLSEEL,

« IR—IRBRER, A A—H AmazonECRICT Y2 1T B EREESLBERZZHBMNICERL.
OAVTFFAX—DNEREBEILLET, FHICOVTR, "YZ—J REF, 283RBLTILKEE
Wo

CHA2TYTIBAWS THI b

DERAZHRBIZICIEAWS, FBETTAWS THIY b, OEROFHFMBICOWVWTIE AWS THY
he AWSTHIOVKREB VT T7LYAAARD " ORKEEAWS THOV by 22RLTL
2EW,

Amazon ECR OB A *

Amazon Elastic Container Service (Amazon ECS) & 7z I& Amazon Elastic Kubernetes Service
(Amazon EKS) ZEA L TW3EE, Th50 2 2OH—EADKREIE Amazon ECR DFRE & 2L
TVWBCEIEFRELTLKEEY, Chid. Amazon ECR A lAADH —EADILREETH B =HT
Jo

Amazon ECR AWS Command Line Interface T Z R 35 F 8k, &H ? Amazon ECR #8 AWS
CLlZHR—KNTD ON—>a>z#EALET,. T Amazon ECR #EEDHR— MARTRENZ

CHAVTYTEDAWS THIV M APl /N—2 32 2015-09-21 6
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BEIE AWSCLI, OEHR/N—>3 7y 7TIL—RUET AWSCLI,, OFHFR/N—>3a> oA
AR=)LIZDWTIE AWS CLI, T AWS Command Line Interface 1—HY—HA4 R, ® " OF#H/\—
2AVDAVAN—I)ERLEEHR AWS CLIL 2SBLTLSEETL,

AWS CLI 8 & T Docker 2 AL TCOAVTFAX—>2%27T 54X —KN Amazon ECR VAR NUIZ
TYv19BAZEICOVTIEE. TAMazon ECRICHBTZDSA T7HA VI EBL A4 X—2 DT,
ESBLTLSESTV,

Amazon ECR OB &%

Amazon ECR Tk, VAR NVICRETEIT—RE, [ X—=207/v21eTIHhs0TF—Rix
B, AAXA=DOBRERLITVT—230BE, TN L EAA=DTFT o023 VICRUTREN R
H£UET, SFMICOVWTIE., Amazon ECR D€ #SBL T EE L,
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Amazon ECR IC® T3 TA 7 YA IONZBL A X—20
B1T

Amazon ECR 2#1® THEHA T 2H Sk, DockerCLI & TROFIEZEFEAL TH O TINAX—=D
AWS CLI Z#EHK L., 72 ROLPARNUTERIAL T, 7TAR—=—KNURS KNI ZERLET,
TNE., T7AR=RKNDVIRSRNJIZAX=22T7Y220, T7TA4AR=RKNVRIDRNIDLAEAAX=D
BTINLET, YOTINAX=DTOEENETLES, YOTINAX=2EURD NI ZHIBRLUE
E

AWS YR X ROV ORDYIZC ZFEATSICE AWSCLL, T4 Z2RLU T EE Whe
section called “4 X—J ZREFETDEHDIRD N DER,

EEXRETEXZ AWS SDKs, IDE Y —JLF Y Kk, Windows PowerShell AN R4V =)Lz &,
AWS VY —ZANERBICFEATEZ TOMOY —)LOFFMIZ DWW TIE, hitp://aws.amazon.com/tools/
BSBLTLSEETL,

AR SR

BH D AWS CLI & Docker 1 VAR—ILeanTH ST, FHATEDREICE>TVWEWVWESIE.
ROATY T ERALTChESOY—=)OmEEAAN—=ILET,

nA2AN—I)L AWS CLI

Amazon ECRAWSCLI T ##EHT3IClk. AWSCLI &H/N—>3a &4 AN =I)ILLET., FHif
(DWW Tk, AWS Command Line Interface 1—H¥—H 4 R® "AWS Command Line Interface® A
VAN=)) BBRLTLEET,

Docker 24 2 AN—IL T

Docker l&., Ubuntu ® XS BHT&H D Linux T4 ANJEI1—23 2 A5 macOS ¥ Windows £ T,
TETEBARL—FTAVIATALATHERATEE T, BEODARL—FT 12T AT AIZ Docker
BAVARN=INTDHEOFEM-DOWVWTIE, Docker 1 VAR—ILHA R Z5BLTLSEETV,

Docker 2R T2ICIE. O—DIIORARS ATLARISEH V) EFEA. AmazonEC2 ZF TICERAL
TW3HEIE., Amazon Linux 2023 1 Y AZ > A% 28 L. Docker 24 ARN—)LLUTHIBTEE
g,
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Docker 24 2 ARN—I)LBZXADFZEIE., COFIEZAFY LT "ATY 7 1: Docker 4 X—< %4k
T2 ICHEATLSEEZL,

Amazon Linux 2023 AMI ZEA L T Amazon EC2 41 > AR > AlZ Docker 24 2 AN—=ILTBICIF
1. H\&¥FT® Amazon Linux 2023 AMI ZFERA L TA 2 AZ > A BB LE T, FMICOVTE.,
FTAmazon EC2 1—H'—HA R, O T4 AR ADRE , 25BLTLEEL,

2. AVAZRVAILELELET, FMAICOVTIEE, "Amazon EC2 1—%—HA KR, @ "Linux 1>
ABZANDERS) 2SRBLTLSEETL,

3. AVARVATAVARN=NLENTVWANY T—2ENYT—2F vy 2 128HMLET,

sudo yum update -y

4. E#F® Docker Community Edition /N\Y 57— &4 AR—=ILLET,

sudo yum install docker

5. Docker H—EAZRBLET,

sudo service docker start

6. ec2-user % docker JI—7ICEBMT D&, sudo ZEAE T (C Docker N REERITTE
x£9,

sudo usermod -a -G docker ec2-user

7. OJ7oKNL, BUOOJA>LT, FHiLWdocker FIN—TTFOEAEREZMEBLET, Ch
. BEOSSHA—ZFINIJ14RIDEBALUT, ILWIOA RIDTA VAR AICBEGT
BCETERTEET, TLVWSSH Y a3V ICEEYS docker I —THEBRIF HVYET,

8. ec2-user A" sudo ZFEAY T (C Docker AN REETTED L AEALET,

docker info

(® Note

BEICKD T, Docker F—EICTIEATRHD ec2-user ICRITBTIEA
HERZREITZI LD, (AR AZBREBITISLEN HYET, ROLTT—IFERRE
NEBEEFE, A VAZAZBREHLTLSEETV,

Docker 24 > AR—IL3F 2 APl /N—2 32 2015-09-21 9
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Cannot connect to the Docker daemon. Is the docker daemon running on this
host?

AT Y 7 1: Docker f X— &ERT S

COATY T T, 7N BDITTTF7T I r—>3> 0 Docker 41 X—2 &KL, O—HILTA
TALEEE AmazonEC2 A1 2 AR ATTANLET,

SUTNBEIDITTTTIT—232 0 Docker f X—S #ERTBICIE

1. Dockerfile EVWSRBBIND 77 A I EERL ET, Dockerfile l&. Docker 1 X— IZEH T
DEXAAXA=—DE, TOAX—DICAVAN=)ILTETITRDENDEZTLRTSEIN_TIANT
9, Dockerfile ®FFMIC DV TIE, "Dockerfle V7 7L VA, #SBLTLSEEL,

touch Dockerfile

2. BIOFIETERL = Dockerfile ZH&EL . LTI TV EEMLET,

FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \

echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh
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— @ Dockerfile l&. Amazon ECR /N7 U Y O THRARNENTWVWS/NT )Y 2 Amazon Linux 2
AAX=T%FERALET, RUNOFIBICKY, NV T—2F YYD aANEHER, D17 H—
N=FROWKI2ADIYTRIITHFAAR=ILENTAS, "HelloWorld!y OIAFUYUN
JITH=—N—ORFIXRNIL—NIBEAKENET, EXPOSE DBV T FLEDR—
N80 &ZLBL, C(MD OHRREIVITH—N—ZEEBLET,

3. Dockerfile »* S Docker £ X— &#ERLET,

(® Note

Docker D —#DO/)N—2 3> Tk, FICRTHERI/NAOKDYIC, XOIN RT
Dockerfile NN /N AN VEICEDHEN HYET,

docker build -t hello-world .

4. AVTFAX—T2—-BRRFLET,

dockexr images --filter reference=hello-world

IR
REPOSITORY TAG IMAGE ID CREATED
SIZE
hello-world latest e9ffedc8c286 4 minutes ago
194MB

5. HILKBRERENEAAXA—DEEFTLETS, -p 80:80 A3k, AT FLEOLEEhE
R—KN80ZBRARATLEDKR—KNB80IZNYXYE>TLET, dockerrun DFFMIZDOWVWT
l&. TDockerrunreferences ZBL T EE V.,

docker run -t -i -p 80:80 hello-world
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® Note

Apache VI 7H—N—ASOHBEHEFER—ZIFIDV4 2 RITICRRENET, "Could
not reliably determine the fully qualified domain name" XY t—2F
BETEET,

6. 770Y—%HE, Docker 2ERTLTVS, OVTFTDORARNY—N—ZSRLET,

« EC2AVARVAZFEALTVWBEE, ChidH—/V— [Public DNS] fET&H V), SSH TA
VABVALERTAIEEIFEATITRLAERAUTT, 1 VAR AQOEXFI )T 4T
IL—TTR—RNB LDZERS T4V IEZFALTVRDEEEALET,

« Docker ZO0—NIICEITLTVWBREBEEEK, 75 I T hitp:/localhost/ 258 L E T,

« Windows £ l& Mac J>E 1 —42—T docker-machine ZA L TLW3HEEIE. docker-
machine ip X > RZfEA L T Docker ®7RA K VirtualBox VM @ IP 7 RL A& RO
(T. machine-name &, EH®F® Docker N> DERIICEBEWRZIET,

docker-machine ip machine-name

I 7 R—=2IC THello, World!y A"BRTEE T, XRRehET,
7. [Ctrl+C]*¥—%#L T, Docker I>TF+%ZFILLET,

ATV 7 2. URS N Z2EKT S

CNTAMazonECRICT' Y2 1B AX—HFHAETELDT, ThEREITDLARS NI ZE
RIBDBENHYET, COHITIE, hello-repository F X—T%%&TTYS19%, hello-
world:latest EIENB LA NI ZERLET, LA NV ZERTSICIE. XAOIN R%E
EITLET,

aws ecr create-repository \
--repository-name hello-repository \
--region region
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ATVY7 3 TF7HIRNLIZANVICH L THATS

Q—H—H1 K

BAVARM=IULTERELES AWSCLI, F7FIMDOLZARNUICZK L T Docker CLI ZF2FEL &
T, chlZ&kV), docker IN > Rik AmazonECR 2L TAX—2 %27 v 2 1B KO TSILTESE
¥, AWSCLI ik, BREI7OEAZEHEILT B =8 Dget-login-password 1Y > REREL £,

(® Note

IAM 77U NLIZE., LZARJIZHL TEREET Becr:GetAuthorizationToken7
DEABFANVETT, FMICDOVTIEE., TAWS Amazon Elastic Container Registry ® ¥
x—Y RRUD—, 282RBRLTLKEEV,

get-login-password Z £/ L T Amazon ECR L2 A MU IZXt L T Docker ZFREE T B ICI&. aws ecr
get-login-password X > RZEITLUE T, AL b—T 2 % docker login AN RICET EE, 11—
H—ZIC AWSEZFERL, FREEED AmazonECR L ARNU®D URI Z2FELE T, EHOL DA
RUICKUTRREETBBEER. LZARNUZEIZOAN Y REZRYVBRTHBENF HYET,

/A Important

IS—HNRELEBEE. AWSCLIOBH/N—>a> & A AN—=ILEEETY 7T
L—RUZET, F#IC DL TIE. AWS Command Line Interface 1—H¥—H 4 R® TAWS
Command Line Interfface® 4 > AR—)L, #SBLTSEETL,

+ get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

* Get-ECRLoginCommand (AWS Tools for Windows PowerShell)

(Get-ECRLoginCommand).Password | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com
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ATY T 4 A X—T% AmazonECR IC7'v S 193

CCT, HIEY>a 2 THERLE AmazonECR VRS NJICAX—2 7TV 1TEERT, XD
PRGN HENEIC, dockerCLI ZFEARALTAX—>&27T Y21 0%,

« docker DERNMNN—23AATHFAARN=ILENTWS,
« Amazon ECR 828 h—% >/ docker login ZA L TEREET N TV,
« Amazon ECR URZ NUANBTEL, URDKNVICT Y2 19D T IO RAEN 1—HF—ICH B,

CNSOEIREHN FElehizs, THIORNODFT7AILRNLDZARNI)THULERETAELARD S
DICAAXA—=DRTYIATEET,
AAXA—DICRTEFTT Amazon ECRIZT Y213 3ICIF

1. O—ANLERFLEAX=—DZUARNL, BTZR/RTFTT V1924 A—DZRBILET,

dockex images

o
REPOSITORY TAG IMAGE ID CREATED
VIRTUAL SIZE
hello-world latest e9ffedc8c286 4 minutes ago
241MB

2. URDZRNVIETYZ1FR2AX=DICRT2HTET,

dockexr tag hello-world:latest aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository

3. AX—T%TYZILET,
docker push aws_account_id.dkr.ecr.region.amazonaws.com/hello-repository:latest

o

The push refers to a repository [aws_account_id.dkr.ecr.region.amazonaws.com/hello-
repository] (len: 1)
€9ae3c220b23: Pushed
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a6785352b25c: Pushed

0998bf8fb9e9: Pushed

0a85502c06c9: Pushed

latest: digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE
size: 6774

ATY 7 5. AMazonECR A S A X—>%27 )95

A X—=2% AmazonECR URDZ RUIZT Y2 21L&, TOAX—DZMOBRAASTITEE
T ROBRFHEN FWizEn/=&IC. docker CLI ZFEALTAX—227IILLET,

« docker DERNN—23AATHAARN=ILENTWVS,
« Amazon ECR 888 h—% > /¥ docker login ZA L TEREET N TV,
« Amazon ECR URZ NUANBTEL, URDNUDSTINITBD TV EAFAN 1—H—ICH B,

ChSDERFHEANBLEENLES, AX—DETILTEET, AmazonECRASH U TIA X =2
Z7)NIBICEF. ROOAXY REEITLET,

dockexr pull aws_account_id.dkx.ecx.region.amazonaws.com/hello-repository:latest

&

latest: Pulling from hello-repository

0a85502c06c9: Pull complete

0998bf8fb9e9: Pull complete

a6785352b25c: Pull complete

€9ae3c220b23: Pull complete

Digest: sha256:215d7e4121b30157d8839e81c4e0912606fcal@5775bb0636EXAMPLE

Status: Downloaded newer image for aws_account_id.dkr.region.amazonaws.com/hello-
repository:latest

ATYT 6: A X—DZHIRT S

WIFNDADVRDNITAX=INFTBICB2BERE. TOAX—DZBIRTEERT, 1 X—
ZHIBRTDICEFE. TOAAXA—DHABMBEATVRURINIE, TOAX—2 0 imageTag =l
imageDigest MEZEEL £T, XDOHI Tk, hello-repository VRS NURATA X—=T 2T
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latest AV TVB A X—=DZHIBRLET . URINUDLSHIUTIAX—DZHIBRTDICE, K
DR RZERITLET,

aws ecr batch-delete-image \
--repository-name hello-repository \
--image-ids imageTag=latest \
--region region

ATYT TR N ZHIBRT

AX=DDVRID N)2EANFTEICB 2 EHBERE. URDP KNV ZBIRTERT, ROBITE, --
force 720 2ERAL T, AX—IHNBENDURDRNIVZHIBRLET, A X—J (BLTTOHIC
BENZIXNTOAX=2) ZBECVRI NI ZHIRTDICE, ROOIN REZRITLET,

aws ecr delete-repository \
--repository-name hello-repository \
--force \
--region region
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Amazon ECR O/N7 #—<X > A= RE{LT >

BRESRVUHEICEATAXOMEEEZFEAL T, AmazonECR 2R T2BON T #—X A%
BBt TEET,

LAY—0RE7Y7O0—RZ2RHATSDIZIE. Docker 1.10 AR EZFERT S

Docker 1 X—2 k., A X—OFBEILRAT—ITHBIL AV —THEKENET, Dockerfile
DETICEKY), LWL AVY—DERENET, Docker 1.10 LA % FH T 2H S . Docker &
F7 ) NTHERRYNZLS<DOLAV—% Amazon ECRAMER7ZY 7O—R&ELTT Y2
L. ThiC&Y 7y 7O—REBIESERICEYET,

NEBRR—AAX—DEEATD

Docker Hub ZBUTHIATED T 72 KA X=2DIZ@F, F7UT5—2a 0 FERLAVZL
NDIEKEEBRIEENTVRHEEN B ET, Docker A1 -5 4 TN I—H—IZ K > THERK,
BEEENhD, KRYPEVAX—DZFERTSDH, Docker DRPAITZYFAX—TJZFEALT
MEOR—AAMA—DZBREITDLEZBRFLET, FMICOVWTIE, Docker D RFIX KD
TR=AAX—DDOERL ZZRLTLEZ,

Dockerfile T, REZEDAL B WKEFEEEAZRIICEET S

Docker LA ¥—%F vy 1L, ThickV B REMEEELLET, BREOEIL KRB
LA v—CTALEEENTVAVES, Docker BL A V—2BEHBHETBRDYICF vy a1l
N—TavaE@EALET. L. SLAV—&, TABBEOLAv—IC/ELTVET, LA
T—AEEENEHA, Docker BEDL AV —EHTEL, TOLAT—DHBOLA T—LRAH
CEIVNCILLET,

Docker 77 A LOBHBEE, LAY—OBT7Y 70— RILEZKBZHMLIZ -, REE
BEZ{TH B \MEFREH%Z Dockerfile THIICREL T, BREICEEZTOIRERR (T7VT—
32OV —AO—RBE)FAZY VTRIZEEL XTI,

ANV REZFI—2REBULTFREZRT 7AIOREFZETS

LA ¥ —THERENEFET 7 L. ThUBOL A T—THBEhEBATE, TOLA
‘\—,_G)_%Bt b-(ﬁ%b) ij—o ;ﬂa){ﬁu&%ii?o

WORKDIR /tmp

RUN wget http://example.com/software.tar.gz
RUN wget tar -xvf software.tar.gz

RUN mv software/binary /opt/bin/myapp
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RUN rm software.tar.gz

COHITIE, BNE2FB DO RUN IX >V RIZK>THERE LA VY—ICIEk, TD targz 7 7
ANEBRENTVBEVWEOIXNTOATUOYNEENE T, L, targz 774 4 F
BORUN XYY RICK>THIBRENE T, ChSsDIINRE 120D RUN AT—KRX NI
FI—2RBLT, FEBT77AIUDNBRENS Docker 1 A= D —ZERFBSBWVWKRDICTE

x9,

WORKDIR /tmp
RUN wget http://example.com/software.tar.gz &&\
wget tar -xvf software.tar.gz &&\
mv software/binary /opt/bin/myapp &&\
rm software.tar.gz

REEVWI—232OIV RRANZ2ERATS

T7DT5—=2a 0 FRAEATVBREMICKREEV) -3 0TI RRANEFERTR L
IC&kV), AMazonECRAS DA X—=SDTIINDL AT —BRSTENTEXRT, 77U
T—2320 AmazonEC2 1 VARV ATRITENTVWARES, RO T)I—-—RZFEAL T,
AVABVADTRASGED)TFA—=V—2A8)—2a 0 2REBTEET,

REGION=$(curl -s http://169.254.169.254/1latest/meta-data/placement/availability-zone

I\
sed -n 's/\(\d*\)[a-zA-Z1*$/\1/p")

)= AWS CLINT XA —Z—%ZFERAL T --region IX > RIZET A, aws configure Y
REGALTZO77AINOFT7AIINI—23 2 ELTRETEES, £, AWSSDK &
FRALULTHPELZITSEEIL, V=23 aRETRDCEETEERT, FMICODVWTRE, IfF
BAOBEND7OJSIVIEEZENDSDKORFIXNESBLTLSEETL,
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Amazon ECRLZARNUICUOIARNZEITTS

Pva DHDTY RKAY NEREFITILARY 5 (1Pva & IPvE) T KKA > &AL

To Amazon ECR 7’2 A RXR—KLZAKNU®D OCl 4 X—2, Docker 1 X—=, OCl Bt 7 —F 4
77O0RETv2 a1, T, HIBR, KRR, BETEET, PURYRNI—IHPSOUIITARNIC
&, TATILNARY VDI RRANELEFIPVM I RKRA 2 NEFEHATEET, IPV6 XY ND—
ONhBSVITARNZTSICEK, TFATILARAEZYIDIV RRAU N EFEALET, IPv4 T RRA
VREFATILARY VIV RRAVNEFEAL T AmazonECR/NNT UYL ARNJIZUOIA
NZTSHEOFMIZDOVWTIE, TMaking requests to Amazon ECR Public registries; 228 L T
<EEW, IPv6 ZFEAL T Amazon ECR ICT7 VAT 254, BIIEEEMAAVEEA. MO
WTIlx. TAmazon Elastic Container Registry D&} #8BL TS EE L,

AmazonECR IV RIRA U NE, IPVA DEDITY RIRA NEEGETFATILARAZY VI RiRA Y
ROHR—KNUEDBHIZCE>TEEENET, ChoDBEHRICIKUTHAEENET,

c V=23V -BIVRRANEFV—=232VICEBETY,

« RAT -T2 RIKRANDERIEFE, AWS SDK & OCI BE#:0 Docker AN RSA 4R —
TIAANDESESZFEALTVWRINICEK>TERYET,

e EFIUF A4 - —ZD)—>3 > Tlk, Amazon ECR I& FIPS E#MD T RRA 2 N &2

LET., FIPS E#:® Amazon ECR I RRA > NOFEMIZ DV T, TFederal Information
Processing Standard (FIPS) 140-3; #ZHBL T &L\,

CLI & T SDK A5 ® Amazon ECRAPI =)L 2B 33 IPv4d, 21T ILAZY . Docker, &
KT OCIAWS 95 AT RNTHR—RENDH—EAIY RRANOFMICOVWTIK, "H—E
AT RRA N Z25BLTLSEETLV, AWS SDKs

IPv6 ZERALEVUIOTANODETORBEE

IPv6 ZHL T AmazonECR LA RNVIZUOIARNEEZTITBICE. FAT7ILAEZYIOOIVR
RAVKNEFERATHDHVEN HYET, IPv6 BHAT AmazonECR L ARNVUICTZOEATSHIIC, &
NDEHEERLTIEETL,
« DSATURNEZRYRNT—DFIPV6 ZHR—KNTHDHRENHVYET,
« Amazon ECR . IPv6 BHTRXDIV I TARNZA T %#HR—KNLET,

« OCI B&KT Docker 75A T RNUDOITAN:
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https://docs.aws.amazon.com/AmazonECR/latest/public/public-ecr-requests.html
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<registry-id>.dkr-ecr.<aws-region>.on.aws

« AWSAPIUOJUTAN:

ecr.<aws-region>.api.aws

IPv6 7 RL AEEZSHBICE, V—AIPFRLAZ7AINEZU>T%=ERT 3 AWS Identity and
Access Management (IAM) £ L2 ARNVRD D —ZEHITBIMLENF HYET, FMAICOVT
&, TIAMAR)>—TDIPv6 7 RLADER ) 22RBLTSEETL,

IPv6 ZFAT2E., Y—N—TFo2AOJIZ IPv6 XXM Remote IP 7 RLANRRENET,
CchsDIPVeERD IPT7RLAZBENTDICEK., BEOY—IL, ROUTN, YIRNDIIT%R
BHLET,

(® Note

O 774)TIPv6 PRLAICEETAEEZE DT EIBEES. AWS HR—K [CBEVE
bE<EEL,

T RLAEBEDT A K

Linux/Unix £7 & MacOS X ZAL TWSHE, ROBICRTERSIC curl ON REFEAL T
IPV6 TTFEATINAZYIDI RIRANCTIOERATERZHESISHATARNTEET,

Example

curl --verbose https://ecr.us-west-2.api.aws

IR

ROBPIDORSBZEMERMBETEET, IPv6 TEHEL TVWRIFE, EREIhTVWD IP 7 RLAR

|PV6 I\L/X_C?o

*

*

*

>

*

About to connect() to ecr.us-west-2.api.aws port 443 (#0)
Trying IPv6 address... connected

Connected to ecr.us-west-2.api.aws (IPv6 address) port 443 (#0)
Host: ecr.us-west-2.api.aws

Request completely sent off
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Microsoft Windows 7 & /=& Windows 10 ZA L TV HEE, XOFIZRIT KRS IC ping ANV R
ZEALTIPVA R IPV6 TTFATILAZY VDIV RRAVNITIOERATERHESHATA
NTEET,

ping ecr.us-west-2.api.aws

TATINAZY VDIV RKRANEFEALTIP6 EHTU VT
ANZERITYS

Amazon ECR API J—JLi, F1FLARY VT KRS NEEALT IPV6 BEATTS EHNT
EET, Amazon ECRAPI AL —> a2 OBEENT #—X 2 Ak, IPv4 &£ IPv6 DEES ZE
AT3BATL—ELTUET,

AWS Command Line Interface (AWS CLI) & AWS SDKs ZEfH 92 35%4. IPv6 ZEXICT B ICIE,

NTA—BFELERG 757 Z2FERALTTFITILIAZY OI RKRAVNIHWEADD., RET7A

LNTFATINARY DT RRAV N ZEEEELTTF7FI)L 8D Amazon ECR T RARA > b
EEEELEY, F7#4INTOT77A4) T use_dualstack_endpoint % true IZERET SN
U REGFALTREEZZEFEITDLEETEET, use_dualstack_endpoint OFFMIC DOWVWTIE,
MDual-stack and FIPS endpoints; ZZBL TS &V,

ExampleANY > RZ2EAL THREEZLEETD
aws configure set default.ecr.use_dualstack_endpoint true
ExampleZfERA L = IPv6 BB D) U TA K MEST AWS CLI

aws ecr describe-repositories --region us-west-2 --endpoint-url https://
ecr.us-west-2.api.aws

Docker CLI 5 AmazonECR I RIRA > NEZFEHT S

Amazon ECR URZ NIICHA A2 LTAX=DICRZT %S HBE, AmazonECR L AKNY
LU T OCI A X—> & Docker A X—2 T Y 1B LOTINTEERT, XOPlE. WADF 2
TFINAZYOTIY RRA 2 NEEAL = docker push N> R& docker pull AN RZERLTVE
CP

Example IPv4 T RARA > h&EHAL T Docker f X—2&27v219%

docker push <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
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ExampleT 1P ARY VT RRA 2 N ZFERL T Docker f X—>2 %727 v>19%

docker push <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag
Example IPv4 T RARA > K ZFERAL T Docker 1 X—2 727N $%

docker pull <registry-id>.dkr.ecr.us-west-1.amazonaws.com/my-repository:tag
ExampleT 1IN ARY VT RIRA NEFERAL T Docker 1 X—2 & TILT B

docker pull <registry-id>.dkr-ecr.us-west-1.on.aws/my-repository:tag

IAM RS —TO IPv6e 7 RLADOFER

IPv6 ZFEALTLZARNVIETIVEATIRHEIC, PP RLATZAIINEV T2 ERATS IAM 11—
H—& Amazon ECRL P ARNURD D —IZ IPv6 7 RLABEANFrEFENTVD L 2BEEL TL
EEV, IPv6 TRLAZMEBIDZBRSICIPFPRLADTZAINZD IR —HAEHFEATUVE
WEE, 94T RN IPv6 OERZRBRTBEE, JFATURNIRBDNTY MNOTIEAD
BEFRLFERNI B> TRETRZICENHYET, IAIMTOT IV EAFATEEOFMIC OV TR,
T Amazon Elastic Container Registry @ Identity and Access Management; Z2ZBL TS EE L\,

IP7RLRAZZANRIVTFTBIAMARIS—E, PT7RLAZHEEFEFEALET, XD
LOARNURDD—0BFIE, IPP7RLAZBEEEFZEAL T, FAEThiZIPVM T RLAD
54.240.143.* HZBRI T D HEERLET. CcOBEERADIXNTOIPTRLAKLIZARKNY
(exampleregistry) N\OT7 VEAZERENET, IXNTOIPV6 7 RLARGKHITEHENTH S I-
b, ORI —F IPv6 7 RL AD exampleregistry AOF7 YV ERAZ7AOYILET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Allow",

"Principal": "*",
"Action": "ecr:*",
"Resource": "arn:aws:ecxr:*:*:repository/exampleregistry/*",

"Condition": {
"IpAddress": {"aws:Sourcelp": "54.240.143.0/24"}
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IPv4 (54.240.143.0/24) & IPv6 (2001:DB8:1234:5678::/64) AN T RL A&H %03
BICE. ROBICRITEIDICLZARNIURIZ —® Condition BEEZZELETF., <® Condition
7O0v oKX EFEALT, IMM I —RIUI—ELPARNIRIS—OEAZEHTEET,

"Condition": {
"IpAddress": {
"aws:Sourcelp": [
"54.240.143.0/24",
"2001:DB8:1234:5678::/64"
]

/A Important
IPv6 ZERATRHEIC, PTRLADTZAINEV T ZERTHIINTOREE IAM 1—H—
ELZANURVS —ZEFHITIBENHYVET, LZARNIRIVZ—TIPTRLADT 1
N2V ERTRERERENEEA,

IAM 1—H—7R1) > —(&, https://console.aws.amazon.com/iam/ ® IAM 1>V —)L =R L THRER
TEET, IAMOFFMICOVWTE, IAM I—H—F4 RESBLTLSEEZL,
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Amazon ECR 772 A X—KLTJAKNY

Amazon ECR 7’24 RX—KLZAKNURE, TAMOSVAT—Z7IVBT7—F70F ¥ <TI>TF
AX—DZKRANLVLET, T7TAXR—RNLTZARN)ZFERAL T, Docker £ X—=, Open Container
Initiative (OCl) 1 X—2, P—T A 77 I RNRTBREND T TAR—RNAX=DYRS KNI ZEET
BET, SAWSTHIUKNIE., F7FILRNDTZAXRX—K AmazonECR L ARNU A EHE
F¥9, Amazon ECR/NN7UY UL AN OFEMIC DLW TIE. Amazon Elastic Container Registry
Public 1—%—# 4 R® "Public registries; ZZBL T &V,

7ZAR—RLZANYOEE

c FTIANRNDTSARKR—KLZARNID URL &
https://aws_account_id.dkr.ecr.region.amazonaws.com CT4d,

s F7AIRNTR., FHIOUNIRBTZFAR=RNURDRKNIRDDRS NUADORRHKEY) BKRT
EZAAFFANFHYVET, EEL, I—H—I(C&F., Amazon ECRAPINOEDHL E, 754
R=KNDRIRKNJIZHTRDAAXA=DOTY D AFKERTINETSEOOT IV ELAFAN HET
o Amazon ECR IZIE, S ERETEFLBLARILTI—H—TIOAZFHHBIZ-H0EHD EER)
S—HFABEThTVET, FMICDOVWTIE, TAmazon Elastic Container Registry O 7 4 72 7 4
TAR—AQORIZ—0fl, 2Z5RBL T EE L,

« T7S5AR—=RLZARNVIZHL T Docker 754 F > N&FFEL . docker push X > K& docker
pul AN REFEALTEOLDARNIAOGURS N EDBTAXA—227 Y2 1B8KRTTILT
EDELDICTBHBENHYERT, FHICOVWTE., "Amazon ECR TO7ZAX—KL AR
Wi, EBBLTEE,

s TTAR—KNVARD KNI, 1= —TIOLARIVI—EVURSRNIRID—ICL>THIBETE
F£9, URZKNURUD—OFMICOVTIEE, "TAmazonECR TOTZAXR—KIUJKRI NJRI
J—, BBBLTIEZ,

s T7TAR—=KLZANIVDURD NI, T7FA4ARXR—=KLZANIVDOLTIT—23 20 %Z8ETS
c&T, T7TAR=KLZANJADO AWS U= 3> BLTERIOTHO Y NIDiZ2TLY
DT—RTEFES, HHICOWVWTIE., "TAmazonECR TO T ZANR—KNA A= LT )r—23
i EBBLTEE W,

Amazon ECR TO 7 ZANRXR—KNLTIANUERE

AWS XXX ROV =)L, AWSCLI, £l AWSSDKs #FAHL T, 7TA4XR—KNUKRD K
DEERBLRVEEBTEET, T, CNSOEFEEFEALT, A X—20—EBEXRTPHIBREEDV
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KOIDPDTOIAVEAR—ITEITTEEXRT, CNSDITATNE, EED AWSSREEHE %
FEALET, Amazon ECRAPI ZFEAL TAX—2%27Y 218K TEETAH. Docker CLI
FLEIEEBEED Docker A7 SUDEREHESHLET,

Docker CLI &, X4 T 147 M IAM BEEHEEHR— I\L/'Cb\i’d'/u Amazon ECR A", Docker @
TYI1BRETNERETIS LR TEDLDICTRICE. EMOFIEEZETITHIHENHY)
£7,

LTt a>THATAILPANIRALEZFEATERT,

Amazon ECR BB HAII/N—ZFERH TS

Amazon ECR (Z (& Docker SBEEEBAIL/N—HFRAZE N TLVE DT, Amazon ECRIZRL TA X—
SETVIIBRUOTITBEZIC, Docker BREAIBEHE LV ERICREDBLOFERATEET, 1
AR—ILBRCEEFIEIZDOWTIE., TAmazon ECR Docker FREEBEMAIL/IN—) #SBLTLKEFE
(AN

® Note

Amazon ECR Docker FREEIEEAIL/N—I&, RE. SERFFE (MFA) ZH9R—MLTVWEE
Ao

WA N—DO> % EHATS

RAN =IO OFTADA—T&, RBEM—TOBMBICFERAEND IAM TV NILOFT
AA—TE—HBLET, BIAR—T 2@, IAMTUINIAST I AT 12 BEEM

% Amazon ECR L ARNVICT VAT R EHICERAEhET, BAMN—OEZBBITSIC

l&. GetAuthorizationToken API AR L —>a> & FRALT, I—H¥—FAWS EIT0—R&h
TENAT—REZZE base64 T A—RBAR—I 2 ZEBEBLET, OV RIF AWSCLI get-
login-password, WAL=V ZRWMELTFIA—RITBETInZzf@RILL, FEEET S docker
login X > RICNATTEET,

get-login Zf#EA L T Amazon ECR 75 A/ X—KL 2 ANUIZH L T Docker ZFRAET % I &

get-login-password Z A L T Amazon ECR L2 AN UJIZX L T Docker ZF2FET B IC . aws
ecr get-login-password ¥ >/ I\’Eiﬁbi?o FRRE N —72 > % docker login AN RICET &
&, I—HY—RICAWSEZFERAL, RBAED AmazonECRLZARMU D URI ZIEEL T,
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https://github.com/awslabs/amazon-ecr-credential-helper
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BHEOLZANJICHLTRATEIHEERE. LZARNVZEICONY RZRYBRITHBEN HY &
ER

/A Important
I5—NHNHRELEEEE. AWSCLIOBH/N—>23a> A AN—=ILEEETY S
JL—RLULET, HMIC DOV TIE. AWS Command Line Interface 1—H%—4 4 R®
TAWS Command Line Interface® 4 > A=), ZBL T EE L\,

 get-login-password (AWS CLI)

aws ecr get-login-password --region region | docker login --username AWS --
password-stdin aws_account_id.dkr.ecxr.region.amazonaws.com

» Get-ECRLoginCommand (AWS Tools for Windows PowerShell)

(Get-ECRLoginCommand).Password | docker login --username AWS --password-
stdin aws_account_id.dkr.ecr.region.amazonaws.com

HTTP API FBRLZ2 £ 9 %

Amazon ECR (& Docker Registry HTTP APl ZHR—KUL&ET, =L, Amazon ECR &7 54
R=KLZARITHDH, INTOHTTP UV ITANTRAMN =V ZRMIBZIMEN HYE
o O -HAT 23 ZEALTHTTP RBAAY X —%ZEcurlL, get-authorization-token AWS
CLIOANV RIZK > TREENBDFAN IV ZETENTEET,

Amazon ECRHTTP API Z{EH L TERAET 2 IC &

1. AWSCLI ZHEALTRAR—U2ZREL, TOM IV ERBEEHRICHRELRY,

TOKEN=$(aws ecr get-authorization-token --output text --query
'authorizationData[].authorizationToken')

2. APIICKIUTEREET AICIE. STOKENZEHZE curl ® -HA723a ICELET, EXE. R
DX RTIE, AmazonECR LRSS NUTAX— 20 % —8RRLET, SFHICOVT
&, Docker LZARKNIU HTTPAPI 7 7L ARFIAIXIRNEZSRBRLTLSESTL,
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curl -i -H "Authorization: Basic $TOKEN"
https://aws_account_id.dkr.ecx.region.amazonaws.com/v2/amazonlinux/tags/list

HAORRXDEH)TT,

HTTP/1.1 200 OK

Content-Type: text/plain; charset=utf-8

Date: Thu, 04 Jan 2018 16:06:59 GMT
Docker-Distribution-Api-Version: registry/2.0
Content-Length: 50

Connection: keep-alive

{"name":"amazonlinux", "tags":["2017.09","latest"]}

Amazon ECR TO 7 ZANXR—KNLZANURE

Amazon ECR @754 X—hLUARNUBREEBALTLIANULARL CHEEBRLET, 7
SAR—RLUANURER, U—T 32T CEABCBRENET. TTIR—NLIRANURE
EEALT. ROMEERETEET,

s [LZARNJVOTOEAFA] —LZARNIOTVEAFAR)D—E, L7V —23>F70+
AFTETNAN—F v 22T O AFAEZHBLET, FMI-DOWVWTIE, "Amazon ECR T
DT TZAR=KNLDZARN)IOT O AFA) #25BLTLSEEL,

c [TINANL—=F Y22 )=—N]—TINAIL—Fr*v>a1)l—)LEEAL T, Amazon ECR 751
R=KNLZARNJOTYTARNI—=LALZANIDASAAX—=2F v Y22 0FET, FMlICOVWT
. "7Y7ARI)—ALLZARNJE AmazonECR 75 AR—KL AN DOEH, #838BL T
<EEL,

c [L7TVT—23 BB —L7VTr—2a &ER., URDPNVOIOE—RZEZ (AWS D=3 >
ODEBERLFAWS TAHONORE) 2HHTHLEHICFERAEhETT, FHEICOVTE., "Amazon
ECRTDTZAR=—KNAA=DLT)T—232, Z2RLUTLSEEL,

s [URDNIVERT T L—R—URS NIUERT> 7L —KIE, Amazon ECR A"1—H—(ZH
DOTHLOWURD NIV ZERLUEEZILERAEShS2EEREZERTSLOICFERAETNET,
ez, FZINWAN—Fvv2aF7o>ary, 77Y2IABERK. L7VT—23a>vick> TERE
NEVRDRNUBETT, FHICOVWTR, "7INAIL—Fvva, TV a18ER, FiolEL
ZV)5—=23 07023 RICERENEVRD N 2T T7L—hy Z2ZRLTLKES
W

LY ANURRE APl /N—2 3> 2015-09-21 27
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c [AFRYURE]|—T7FILMTR, LZANUTR=DYIAF Y OHFEHTT, ARL—FT 4
VOVATAETOAVS IV IESENY T OMRBEOHRAEEZAF Y T2 EHRAT ¥
T—REZRBIBDLRAF Y ZBMCTEER T, FMHICOVTIE, "Amazon ECR TAX—2
EBAF Y OLTIYT RN DITHBEN7ZVARAND ) ZZRL TS EE L,

« TILEALEHOBRA-TILEZALEFORAZREL T, TLEhERBEDAX—DOKED
TIWEALDNEHRENBVRSICTEXRT, ., TIVKREFZAT7HA LRI —DREIC
FEBEeHR <V, TARMKREGZE CI/CD BNTEAT VDA X—JICRIAUEEXT, FMAICOV
TR, "7 EALEHOBRI Z2ZRLTEE L,

« BLOBNYJRNRE-BLOBY IV REEWE., LZANJHADVRSNINEELAV—2RET
2OTEBL, HBLAV—2Z2HETINESH EHBHITHAEHICERAENET, FHICOVWT
. TAmazon ECR TM Blob YU b, #SBLTLEEL,

Amazon ECR T® Blob ¥ > ~

Amazon ECR I&, BLOB YV M Fhd ez HR—K L, LZARNJAOURDS NUBTH
BOAX—DLAY—2HBELET, BMCTDE, 1 D2OLPANIJAOURDS NI, EELE
dE—%=2®R&kEZITH2RKHPYVIC, BCLLZANJHROMHOURDSN)VDL AV —2SBTEET,

L2AKNUBLOB NV MAFBERMICE2TVSIES, AmazonECR &, YV RN X—ZNEX
NTVWBEE, 7Y21ARL—=23VHICLPANIAOBREDLAV—2FIVILET, B
CLZANUAROBIOVRD NIICLA V=N T TICELETSEHS. AmazonECR FEEZT Y
O—RIB2KDYICEFOLAV—EYIRNLET,

(® Note

OCIl V9ZA4T7>KNi&E. BLOBABIOURDS NDICBEICEEITDAEMN HD L &2REHTS
ELNIDURNNIXA—Z2%ZBENICEDET, AmazonECR I, ChsD/NTX—2H 05
AT7>ROPOSTUOIARNCEETZHEICOANI N EEAET,

Blob XU NOELE

* BLOBNYTJ2 KN, BULZARNY (BALTADREU=232)ATOHBELET,
« URDKNVE, BUBBSHEATEF—2RFRAIIHBENFHVET,
* Blob XUV R, FTINAL—F v Y2 I1TERENIEAX=—DTRRYR—FrEThTLWEEA,
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* BLOBNY U2 h2EMICTDE, BLOBY VY MRESHEBRTFOAX—D B EHEMEEL .
LAVY—RENYDVYRENETRRLEZNEXT,

Blob ¥ NERTE

AWS X ZRI X ROV Y =) &1izld ZEALTAWSCLI, LZARNUDBLOB YV N%&H
EXY,

-C.‘

K3
i}

® Note
I—Y—IZ&, VRZKNIUASLAY—%ZNXIRNTBIEHD
ecr:GetDownloadUrlForLayer IABM 7V AHF AN BETT,

AWS XZRI X N2V —=)
ZEALTLZANJDBLOBN VY NBREZEFHTAICE, ROFIEICHVWET AWS YXD
X3V —=),
TZAR=—NLZANUDBLOBNY I hNEEZBMICTS
1. https://console.aws.amazon.com/ecr/private-registry/repositories ¢ Amazon ECR 2V —JL
ZHREXT,
2. FEF—arN—-NHsU—2a FBRLET,

3. FTESF—23URAUT, TZA4RX—KLZAN), BHEREZERL, BLOBN IV
NEERLET,

4. BlobXTY hR—=IT, BLZEBRLET,

BLOBXY VY NRENBMIIEMENLEZRINT—ARREIET,

AWS CLI

ROIAR REEALT, ZEALTILIANIDOBLOB Y I MREZEHLET AWS
CLI,

aws ecr put-account-setting --name BLOB_MOUNTING --value ENABLED
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Amazon ECR TO 7 ZAXR—KNLZARNUDOT V7 EAFH

Amazon ECRIELZARNURI—%FERAL T, 7SA4R—=KLZARNIJLARILDO AWS ')
NILICEHFAZHELET,
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EO-N)FIXNTOURSKNVZLTIVT—RNTBDEZHALET,

RDRIFEBELTLSEZ W,

« BEERUS—TAWSTAHIVRNIDZTUINILELTEETDE, - RNI—¥—EHFTE
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D IAMI1—Y— O—-I)IZEETDH. FHEAT—MXVNEERALTT7IVEAZESICHIRL
x9,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount"”,
"Effect":"Allow",
"Principal":{
"AWS":"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecxr:CreateRepository"”,
"ecr:ReplicateImage”
]I
"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"
]
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Bl BEOTHORASOIAMT U NIILEFFA TS

ROLZARNUTOEAFARIZ—IZE, 2DDAT—M XU RAFHNVET, EBAT—KXU KT
k. V=ATHIROIXTOIAM 72N (A—H—O—)) FIXTOURZ NI ZEL

TUT—KTEERT,

JSON

"Version":"2012-10-17",

"Sid":"ReplicationAccessCrossAccountl”,

"Effect":"Allow",

"Principal":{
"AWS":"arn:aws:iam::111122223333:root"

},

"Action":[
"ecr:CreateRepository"”,
"ecxr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:123456789012:repository/*"

"Sid":"ReplicationAccessCrossAccount2",
"Effect":"Allow",
"Principal":{

"AWS":"arn:aws:iam: :444455556666:root"

},

"Action":[
"ecr:CreateRepository"”,
"ecxr:ReplicateImage"

1,

"Resource": [
"arn:aws:ecr:us-west-2:123456789012:repository/*"

{
"Statement": [
{
},
{
}
]
}
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EO—J)) » prod- THEBDINTOURIS KNIV ZLT VT —RTBDEZFHFALET,

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid":"ReplicationAccessCrossAccount"”,
"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"
}I
"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"
]I
"Resourxce": [
"arn:aws:ecr:us-west-2:444455556666:repositoxry/prod-*"
]
}
]
}
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LZARNUKRDD—E, ecr:ReplicateImage API 7O a2V IO ERETIHEN HVET,
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ECRAPI ©9, ecr:CreateRepository DFHZNFETHELETEEFET, CDB\ESE. LR
SRIUFFEELEVES,. AmazonECRALZARNURICVRIS NUZERTEDLSICHYE

¥, ecr:CreateRepository OFANIBEETATVEVEES, V—AURZKNJERUBRIOU
RONVEFBHTLZANICHERTIRENFN HVNET, E558TNTVWEVES, L7TUT—
2AVRBEKBMLUET, XKML = CreateRepository 793> 7 l& ReplicateImage APl 7
223N CloudTrail ILERTRENET,

L7VTr—23a>ofFaAR)—28BRTRICE (AWS IXRI X NIV =)L)

1. Amazon ECR 12V —JL (https://console.aws.amazon.com/ecr/) ZF&E £,

2. FTEF=3aN—Hrs5, LZANIRIV—ZBRETHV—T3a>EBERLET,

3. FEF—=23arRA2T, [77FA4R—=NLZARNV], [Feature & Settings]. [7 7 ZAFE] D
JEICZEIRLUET,

4. [Registry permissions] (L. A N1 —8FA[) R—Z T [Generate statement] (AT— KX M &4
) ZERLET,
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TLET,
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NURUZ—0 Sid ELTEREhET,

c. [Accounts] (FHIURN)IC, FAZNETIETHINOTHINIDZAILET,
BBROTHONIDZEBETSEHEEE. HNTRYYET,

6. [RfF] ZBIRLET,

L7VTr—>32>0OFAR)>—28KRT 3 (AWS CLI)

1. registry_policy.json EVSBEID T 7 AIEERKL. LZARNVRIS —OEREAD
LET,

JSON

"Version'":"2012-10-17",
"Statement": [
{

"Sid":"ReplicationAccessCrossAccount"”,

DAARATHIRNLTVT—2 3V BOT I EAFIORE API /N\—= 3> 2015-09-21 34


https://console.aws.amazon.com/ecr/

Amazon ECR d—H¥—HAR

"Effect":"Allow",
"Principal":{
"AWS" :"arn:aws:iam::111122223333:root"

}I

"Action":[
"ecr:CreateRepository”,
"ecr:ReplicateImage"

]I

"Resource": [
"arn:aws:ecr:us-west-2:444455556666:repository/*"
]

}

2. RUS—=T7ANEEALTLIZANIR)S —ZERLET,

aws ecr put-registry-policy \
--policy-text file://registry_policy.json \
--region us-west-2

3. LPANUDRDZ—ZEEBLTHERELET,

aws ecr get-registry-policy \
--region us-west-2
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=
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1. Amazon ECR Y —JL (https://console.aws.amazon.com/ecr/) ZB&E £,
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LZIEELET,
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9,

e. [URZKNUB]IT, L=ILZEBRAITDIVRSKNIR—ABEZEELET, LE&X
&. Amazon ECR /N7 U Y 2T Amazon Linux VRS KU ZIBETBIBE., URSKNUH
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£9., £/. Amazon ECR & Docker CLI M#EBICE 2T, ARBREBEVRSNIOEBTAX—%
TV 1BROTINTBEETEET,

NeEY D
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BRAKRT VAN HYET, L, I—H—ICF. Amazon ECRAPINOETHL &, UR
DRNIICHTEDAX=DOT YD 1IFKERTIINETSHANBDETT, Amazon ECRIZIE, &F
TEBRIARILNTCI—HY—TOoRAE2HHIT2-HOEHD EBAR)—HNAESNTVET, 5
#MIZDWTIX, TAmazon Elastic Container Registry D7 4 T2 T4 T A R—ADR) Z—D 4l
ZSRBRLTLSEETL,

e URD KNV, I—H¥—TIOEARI—ERBYODURSNIRIS —ICK>THBETEET,
FHMICOVWTIE., TAmazonECR TO 7 TANR—KNDRIRNDRD) S —; ZBSBLTLIESL,

«c URDKNVBTR, IEVURD NV ZTIL—TLTDDOICFERATEZRAZEBMEYR—NTEE
T, EEARF, AULPANVEFERATIZF—LNERHZ5E. F—AL AN team-a BEIZE
BEERAL, F—ABN team-b B ZMEATEICENTETT, <cDFBHET, FEF—A4L
&, web-app EVSHBDAX—DEFOICENTEXRT, BEAX—JOEXBEICKEK., F—LDHA
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F9. F—LAADAX—DF team-a/web-app T, F—ALB DA X—2 & team-b/web-app
T9,

s AX=DR, MEBOLZANIABLETAIV NET)—23aBATHOURSNIUICLT Y
T—RTEET, ChZeT5ICRk, LZANURETLZVT—>3BREEELET, FMIC
D2VWTE., "TAmazon ECR T ZANR—KLZANURRE) Z23RBLTLKEEL,

« BLOBNYDUYRMNLZARNULARILTEMCE>TVERHEES, VRNV EHBOAX—DL A
‘\—,_&;i\ﬁ-tﬂéij-o

AAX—THERFTRDEDHDO AmazonECR 7S A XR—KNURI N
DYERK

/A Important

AWS KMS (DSSE-KMS) # AL ==BRY—/N\—BIOKES{tiE. AWS GovCloud (US)
)= 3> TCOHMEATEERT,

Amazon ECR 72 ARXR—RNURZS NUZERL, TOURS NI ZFERALTOAVTFAX—=D %K
FLET, AWSYZXIXRNIOAVY =N EFRALTTSAR—RNIYRS N ZERTSFIER. &
NDEBYTT,

DR RNVZERTRIZE (AWS XXX ROV Y =)L)

1. https://console.aws.amazon.com/ecr/repositories T Amazon ECR AV =)l ZBH&E &7,
2. FETF=3aN—»Hs5. URDNIVZERTRZ V-2 2BRULET,

3. [FTAR=KNDVRZRNU]ZBIRL, [VRD N DER] ZBIRLET,
4

[DARZKNURIIC, VDRSNUO—BEOBHZAILET, VRPNV BRREMTEETEET
( nginx-web-app B &), URD NURBICREZEEEMREFT, VRSNV ZATIUTTIIL—
TIITBDEETEET (project-a/nginx-web-app % &),

(® Note

VRS RNVBILREK 256 XFETEORENTEET, BRIERFTHEIHE
AHY), MNF, BF, BERONAT7Y, BROTUHA—-AOT. EVFR, BHORA
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ZYVIINHEBHRENTEFRT, ZEATYZIOREARYR—PFEhTLEE
Ao

5. [Image tag immutability] T, COURSKUDRITODZI1—RE)TAOREZBRLET,

c [21—BRTN-AA=—DTELEETRHEEE. COFT2 a2 ZBIRLET, Amazon
ECRAFYYIIENEAX—DREEFHTEDRSIC, TINAIN—Frv2aT7023azrm
FRATRVRDKNIICHBEIAE T, 812, WKO2ADZI1—RTINEITORITEHZEY
[Z9F B IZF. [Mutable tag exclusion]| T¥ARNRY VAICRTBEEZADLET, BHROBELL
ERTN—BITBDIVAINRA—R () Z2EATEET,

s AZA=BTN]-AX=DRINLEEETNDOEHE, BBEORITEECAA—D%T Y
21FBEEIL, URDPNUVAOIXNTORTERACERTSHE., COATav%E
BIRLUET, AmazonECR IF., BIFEO R T ZFEALTAX—2%27v210Lk5ETBE
ImageTagAlreadyExistsException ZIBRLE T, €512, WK2HADAZ1—RT )&
JORITEFHEAEMCTSICE. [Immutable tag exclusion] TFARRY JAICRTBZAS
LET. BROBULERIN—HITBDVAMNILRA—R M) Z2EATEET,

(® Note
B2 DRTOAEMREFYR—KFEhTLVEEA,

6. FESILERETIE. AES-256 £k OLVWThAZBIRL £ AWS KMS, FHMICOWTE., &
EFOES, 2ZRLTSEZL,

a. ZEBERULEBESAWSKMS &, 2T ILAV—BEEFITIILAIV—BELOES
SHZEBIRLET, AWSKMS FWEF1T7ILAV—BS{LOERICEEMREN DD
WET, FHEICOVTIEE., AmazonECR H—E AN L ZSBL T EET L,

b. F7Z)IKTRE, TAJVTFAZEL AWS VEX—2 RF¥—aws/ecrBIREhET, D
F—l&k, AWSKMS ES{tZBMICLEVRD NUZHMOTHERTDEZICTHIURNC
ERENET, [DAZY—XZX—I RF¥— (FE) 28RL T, MBEDO AWSKMS ¥—%
BRULET, AWSKMS F—RITAZ—ERAUD—2avIlHdBENHBYVET, AWS
KMS F—0#ERZZIRL T Y—JL AWSKMS ICEEIL, MBEOF—ZERLET,

7. MX=—2DOAFTURE]| TR, BEFEAF Y VICHLTURDNILARILTORAF ¥ U REZE
ETEERIHN, 7T7AR—BLIZARNILARILTAF Y U REZEETDIENRARNT S
TAATY 77AR—KRLZANVLARILTAFYUREEZRETDE, HLRAF ¥ F2E
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ERXAFYOVWTNAZBIRTERT, e, AF VYU IRURINVZEETD 71X —
EERIDEETERT,

8. [MEM] ZBIRLET,

YRS N ZERT S ICIE (AWS CLI)

1. AWS CLI aws ecr create-repository IX > RT ZFEALTURS N ZERTEET,

aws ecr create-repository \
--repository-name hello-repository \
--region region

2. URDPKNIVERTVTL—RMFERBENTVSRBEE., FEVENAE AmazonECR 7Y 21X
VREBHOVRSN)ZBEFERALTAX—227Y21F352ET, UDIRDPNUBRERTEE
¥, Amazon ECR &, URZ NUERT V7L —RNOEBFIERS N EREEZFEAL T, BEBN
WCURDRNVZERLET, URSKNVERT V7L —MFEEEZEhTOWERVES, FEL
BOWAX=DD)RORNIAOVIOITANIRBLUET,

docker push aws_account_id.dkr.ecr.region.amazonaws.com/prefix/my-new-
repository:tag

XD F B

AAX=DBDVRDNIICTYI1TBFIEZERRTDICE, VRDNUEERL, [Fvy>1IXY
RORRZBIRLET, VRZKNIADAX=DDT Y 2QFM-DOVWTIE, "TAmazon ECR 7
FGAR—=—KNDIRDRNI)ANDAAXA—=2DT Y21, BBBLTLSEETL,

Amazon ECR TO 7' ZSAR—KNVURSNUOO TV EEMED
rRR

TSAR—RURS NYEERLES. AWS YEIAYRIAVY—ILTUAS N ICET 2%
ETRTEET,

« URDPRNVEREEATVD A XD
« URDPRMVIEBINENATLVDBAX—DOFM (FAAX—TJDOHY A XESHAR AP TARNZRD)
« URDRNUOAVTUVILEEENLEAFT ¥ U HE
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« URZ N DOBESILER

s DRSKNVETIOTATRBTINAN—F ¥ Y22 )—IFBEERFTFSNATVWRAESH
E

@ Note

Docker /N\—= 32> 1.9 LAR&, Docker 754 7> Mk V2 Docker LY ARNVIZTYS 193
HICAX—DLAV—&EEMLUET, dockerimages AN RO K, EfachTLWEW
A A=A AXERTLET, LEAN 2T, Docker Ik, AWSIY XX ROV VY-=)

TRARENTVBRANAXA—DERVEREBAAXA—DZRIAEMNI D EICERBLTLLEE

DR NIIBHRERTITDICE AWS YR X ROV =)L)

A 0D

https://console.aws.amazon.com/ecr/repositories T Amazon ECR >V — )L ZBHE £,

FTEF—23arN—hs5, RRTBIVRDNIVZEC -2 ZBRLET,

FTES =232 RA4 2T, [Repositories] ZiBIRL £T,

[Repositories] (JRZ NJ) R—T T, [Private] (777 A R—K) XTZBIRL, RRTDLKRD
MU ZEBIRLET,

DR NUDOFHR—D TR, A2V —=I)IEF7#4I)LNT[Images] (A X—)E1—ZRKRTL
£9, TES—2a XTa1—zFEALT, URSRKNVICEHITZZDOMOEBERZRTLET,

[Summary] (BIE) 20Uy OL T, VRS NJDOFBEURSNIDOTILADIY MTF—&
ERRLET,

[Images] (A X—2) ZiBIRL T, VRS NUADA X—DRTICEITREHRERRLE
To AX—DOFHMHBERERRTDICKKE, A XA=—DRTZBRUET, FHHICOVTIE,
TAmazon ECR TOA X =T DFMOERTI ZZRBLTEEL,

HIBRT DA X—205E5RTFRVTVEVEDN HDHE. HIRTDURZSNIOERAD
Ry D AZEBERL ., [Delete] (HIBR) Z2BIRTEET, FHMICO2VWTIEE. "Amazon ECR T®O
AX—=20HIBR) ZZRLTLSEZ L,

[Permissions (7 7 AR )] Z&BRL, VRS NUICEAEThD VRS NIURIS—%FK
RULET, FHMAICOVTIEE., "TAmazon ECR TOTSANR—KURISRKNYRIS— #F
BLTLSEEZL,

[ZAT7HATNLRIS—] ZBRL, VRS NIJICEREND A T7H A IIILRI>—)L—
LWNEeRRLET, FATHATINARYNBRECZICRTFTENET, FALCOVTE,
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"Amazon ECR TS A 7 H A VIR —FERALEAX=200) 2T Y 7OBEE
by EBBLTLEE L,

« [B2T1%BRLT, VRSP KNVICHERAZATVWEIAXEZT—RRTZRRLET,

Amazon ECR TO 7' 54 R—KUKRD N OHEIBR

FERALEDO VRIS NIBHIBRTEE T, TURZNUZHIRTDE AWSNYRI XV NIV Y —
W URZKNVICEEFNZINTDANX—DEHIRENETT., ChERICRI LR TEREA,

/A Important
HIRENEURD RUNDAX—DEIXTHIRENE T, COFRL—IVRRICRT
CENTEREA,

DRI N)ZHIBRTBICE (AWS YR X ROV Y =)L)

1. https://console.aws.amazon.com/ecr/repositories ¢ Amazon ECR 1>V —J)LZRAZE &9,

FTEF=3aoN—n5. HIRTBDVRSNIZEL) -3 EBRLET,

FTES—2 3> R4 2T, [Repositories] ZiBIRL £ T,

[Repositories] (VR NJ) R—T T, [Private] (774 R—K) X7 ZiBIRL, HIBRTBLKRD

N1 %5&IR L T [Delete] (HIBR) 22T F T,

5. [repository_name DHIBR] 74> RUT, BRENLEURD N ZHIBRT S & 2R
[HIBR] ZBIRLE T,

> w0 b

Amazon ECR TO 7' SAR—KNUKRISKNURD S —

Amazon ECR Tk, VY —AXR—ADT IV EAERZFEALTURSNIAOT IV AZFHL &
T VI—AR—ADOT IV AFTZ2ERATRE, URDPKNIVICTIVEATED I—H—0O-),
BLRETNSOI—H—O—)AVRSRNIICHUTETTERTIVIVEEETEET, T
7AIRTR, VRPNV ZEBRLEAWS THO U ROAEDN VRS NIICTIOERATEERT, UR
DRVICRTBIEMT IV EREFATRIIVRSNIRI —2BATEERT,

N =X
e LRSKDURDI—EIAMAR) S —
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LRI KNIURIZ—E IAM R > —

Amazon ECR URZ NURUSD —i&, {EBID Amazon ECR VRS KRUADT IR Z#IflT2 &
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"Statement": [
{
"Sid": "ECRRepositoryPolicy",
"Effect": "Allow",
"Principal": {"AWS": "arn:aws:iam::111122223333:usex/username"},
"Action": [
"ecr:DescribelImages",
"ecr:DescribeRepositories"
1,
"Resource": "*"
}
]
}
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "AllowDescribeRepolImage",

"Effect": "Allow",

"Action": [
"ecr:DescribeImages",
"ecr:DescribeRepositories"

]I

"Resource": ["arn:aws:ecr:us-

east-1:111122223333:repository/repository-name"]
}
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"Version":"2012-10-17",
"Statement": [

{
"Sid": "AllowPushPull",
"Effect": "Allow",
"Principal": {

"AWS": [
"arn:aws:iam::111122223333:user/push-pull-user-1",
"arn:aws:iam::111122223333:usex/push-pull-user-2"

]

},
"Action": [

"ecr:BatchGetImage",

"ecr:BatchCheckLayerAvailability",

"ecxr:CompletelLayerUpload",

"ecr:GetDownloadUrlForLayer",

"ecr:InitiatelLayerUpload",

"ecr:PutImage"”,

"ecr:UploadLayexPart"

]I
"Resource': "*"
}
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JSON

"Version":"2012-10-17",
"Statement": [
{
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"Sid": "AllowCrossAccountPush",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::111122223333:root"

},

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecxr:CompletelLayerUpload",
"ecr:InitiatelLayerUpload",
"ecr:PutImage"”,
"ecr:UploadLayexPart"

]I

"Resource": "*"
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® Note

THREVR—PFENTVWBVR)EMBURINIRID—IZDOVWTE AWS YR X2~
>V =)L, set-repository-policy AWS CLI AN RZFEAL TR —Z2BHATEET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowPull",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::111122223333:user/pull-user-1",
"arn:aws:iam::111122223333:usex/pull-user-2"

Y,

"Action": [
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"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,
"Resource": "*"
},
{
"Sid": "AllowAll",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:usexr/admin-user"
},
"Action": [
"ecr:*"
]I
"Resource": "*"
}
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid": "DenyPull",
"Effect": "Deny",
"Principal": "*",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,

"Resource": "*"
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JSON

"Version":"2012-10-17",
"Id": "ECRPolicyIdi",
"Statement": [
{
"Sid": "IPAllow",
"Effect": "Deny",
"Principal": "*",
"Action": "ecr:*",
"Resource": "*",
"Condition": {
"NotIpAddress": {
"aws:Sourcelp": "54.240.143.0/24"
}
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JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"
}I
"Action":[
"ecxr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]I
"Resource": "*"
"Condition":{
"ArnLike":{
"aws:SourceArn'":"arn:aws:codebuild:us-
east-1:123456789012:pxoject/project-name"
}I
"StringEquals": {
"aws :SourceAccount":"123456789012"
}
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--tags Key=team,Value=devs
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aws ecr untag-resource \

--resource-arn arn:aws:ecr:region:account_id:xrepositoxry/repository_name \
--tag-keys tag_key
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LZARNVRETL7VT—23 BREREETSET, BFOLDZANIAOGD =232 BX,
BEBRBTHIVRNEATLTIT—RNTRIENTEET, FMICOVWTIF. "Amazon ECR TOD
FANR—KRLZARURERE) 22RLTSEZL,

(® Note
BET—HDATENTVRAAXA—2RTYVSD1TDE, TOAA—JFEBNICETET A,
T—HATHDSBIBRENET, AX—DOT—HAT7TEETOEMIODVWTIEE, T, 23R
LT<L & WAmazon ECR TOA X—0T7 —Hh4 7,

LZZAKNUBLOB YUY RAEMT, YTV MNTX—EHFEENRTVSHE, Amazon ECR &

TYVAFARL—YAVHILIARNIAOREOL A V—2HBNICFIYILET. AULD
ANUADBIOURZSKNIICLA VNI TICHFETSHES. Amazon ECR FEEZ7 Y 7O—K
THRRDYICEBFEOLAV—ZIVUNLET, FMOVWTE, "Amazon ECR T® Blob XV~
hi ZBBRBLTIEEL,

NEY D

« Amazon ECR Z’ZAXR—=—KURIZKNVICAX=D&T V219D EHD IAM T UV EAFHFT
« Amazon ECR 77 AXR—=KNUKRI KUAD Docker A X—=T D7 v 1

« Amazon ECR Z’ZAR—=—KNURZNIADNLFT7—FTIOFF¥AX—S07Tva

« Amazon ECR Z7ZAX—KURZ KNJUAD Helm Fry—rn7v> 1

Amazon ECR 772 AXR—RKNURDRNJICAX—=2&TYVS1TDEH0D
IAM 7 2 2 AFFH]
dA—H—IZE, Amazon ECR 7’ AR—=RKURIZRNIICAX=2% TV 192D IAMT O+

AFANBETT, BRMREONEICEITIRARNTZI9TIRALE> T, BEDURINIADT
TVEAZHATERT, Ty INTOVURINIANDT I EAZFATEIEELTERT,
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I—4H¥—i&, BAM—D2ZVIIANLT, A X=2727Y>19%5% AmazonECRL AN
DICX U CRRREZZ T HEBEAHVYET, Amazon ECRICIF, EFETXRELARIILTI—H—-T
LRZHETD OO AWS BEARY D —HAVKOAABENTVET, HFMAICOVTIRK. TAWS
Amazon Elastic Container Registry ® Y Z—2 RARUZ— ) ZSRLTLSEE L,

BMEDOIAM RIS —ZERTEDEETEXRT . ADIAM RIS —F, BEDURD KNJIZA X—
DETVIVITRDIEOIIMERT IV EAHAAZNELET, HEDOURDSKNIOT I EAFAZHIR
TR, VRZNUDELE Amazon VY —AZX—LA (ARN) ZEALE T,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"ecxr:CompletelLayerUpload",
"ecr:UploadLayexPart",
"ecr:InitiatelLayerUpload",
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage",
"ecr:BatchGetImage"

]I

"Resource": "arn:aws:ecr:us-

east-1:111122223333:repository/repository-name"

}I

{
"Effect": "Allow",
"Action": "ecr:GetAuthorizationToken",
"Resource": "*"

}

RDOIAM RIS =, IXNTOURDPRNICAXR—D TV 19D EOIBERT I EAHAZ
RELET,

"Version": "2012-10-17",
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"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CompletelLayerUpload",
"ecr:GetAuthorizationToken",
"ecr:UploadLayerPart",
"ecr:InitiatelayerUpload",
"ecr:BatchChecklLayerAvailability",
"ecr:PutImage",

ecr:BatchGetImage"

1,

"Resource'": "arn:aws:ecr:us-west-2:111122223333:repository/*"

Amazon ECR 7’2 A X—KUKRI NUAD Docker f X—>0O7 v 1

docker pushANX > REFEAL TIVTFA X—2% AmazonECR VRS NUIZTY S 1 TEE
¥,

Amazon ECR Tk, IINFT7—FTFTIO9F v A X—JICEAE NS Docker N Z7 I AN ANDE
RETYI1IEHR—RNENTVET, FMICDOVWTIE., "TAmazon ECR 7SAXR—KUKRTI K
ANDINFT—FFTIOFvAAXA—=20T7 Y21, #BBRBLTLSEETY,

Docker 1 X—=% Amazon ECR URZ KNDJIZTYS 19 3ICIF

AAXA—=D%TYZ1FBEIC Amazon ECR URD NUNFETSDH. VRS NIVERT>TL—H
NFEBENTVBRENHYERT, FHFHICOVWTR., "I X—TZFREFITSHLEHO Amazon ECR 7
FGAR—=RKNIRDRN)DER ) BRTG TN AIN—F+v+v a1, Y 18ER. £EELT )T —
SAVTOAVRIERENTEVARD N ZHHTED2T 7L —h) Z5RBLTLSEET,

1. A X=207Yv>1%E%% AmazonECR L ARNDVICXL T Docker 25477 > NZ585EL
T, REEN—U>F, FRAITALZANIUZEICHEBITAHEN HY., h—oF 12 EBHE
MTT, FHMMICOVWTIE., "TAmazon ECR TO 7 TANR—KNLIARNYEREE, Z28RBLTL K
=L,

Amazon ECR LY ANV ICX L T Docker Z535E 9 % (CI&. aws ecr get-login-password AN >/
REETLET, BIEEM—U > % dockerlogin AN RICETEE, 1—H—RD AWS [EZE
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AL, FEEED AmazonECRLZPARNUD URI ZHELE T, EHOL D ABMJICXL TR
T2HERF. LZARNIJZELEONY REZRYBIBEN BV ET,

/A Important
IZ5—HNRELEBEE. AWSCLIOEHIN—23aZA 2V AN—ILVEEGTYTY
L—RLUET, FHFMICOLVTIEE, TAWS Command Line Interface 1—H%—744 R, @
MInstalling the AWS Command Line Interface; 228 L T &L\,

aws ecr get-login-password --region <region> | docker login --username AWS --
password-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

2. AX=DURININRETYZIROLZANIIIFELTHEST, URDNIVERT>T
L—KHERENTVRHEERE., VRS NVERTYTL—ROTLT7 1Y VALBNDURD
N)BZERALTAX—2%2T7Yv21TEXRT, ECRE. URDPNUERT7L—MDOEH
EEESNEREZEALT, BBNCVRIS NUZERLET,

—BIBVRSKNIERT V7L —RFERENTVEVEER., VRS NUEZERTIHEN
HYVET, FHICOVTR., Z7INAIN—Frv>a, TV aBER, ELELITVT—3
ToO2avhliERENEVRD N ZFHTEZT VT L—REEFAX—DERETRDEHOD
Amazon ECR 77 ARXR—KNURI NUDERZZRL TS EEL,

3. 79219350 HNAA—=2%EBBILET, dockerimages AN RZEERITL, YATALED
AT FAA—272—EBRRLET,

dockex images

AX=T, BENODIY REAHT repository:tag DEELIEA X— IDIC&K 2> THBIT
EEXT,

4. AmazonECRLZ AR, DRZKNU, BERTF T3>0/ X—=2
RTBEBIREDELEZTRZAAXA—DIIRAELET, LZANUERE
aws_account_id.dkr.ecr.region.amazonaws.comTd, URZ NUBE, 41 X—HIC
ERULEVURDSRNDE—BITIUVENHVET, A X—DRTZEBLIEES. XT & latest
ERBENET,

ROBITRE, O—HILARX—=ZIZID e9ae3c220b23 & ELTRIHFIFLE
Faws_account_id.dkr.ecr.region.amazonaws.com/my-repository:tago
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docker tag e9ae3c220b23 aws_account_id.dkr.ecr.region.amazonaws.com/my -
repository:tag

5. dockerpush ANV RZFEALTAX—2ZTY221LET,

docker push aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:tag

6. (FA723AV)BMORTZEAX—DIZEAL, Step4 £Step 5 ZRVIRL T, ThsnixJ %=
Amazon ECRIZZ7'Y 2 1L %9,

Amazon ECR 7’2 AR—KNURDS NIADNINFT7—FTIOF ¥4 AX=
n7via

Docker NZ_7 T ARVARNZHERLTT Y 1FBET, NIUWFT7—FTI0FvAX—TD%
Amazon ECR URZ NVICT Y21 TEET, N_7ITANJARNE, 1 DUEQDAX—=DF %R
ELTHERENZDAX—DDVARNTT, BEAENDES, XZ7IARNJARNE, BUKEEERME
FTEINBBBIARL—FTA VIV ATATRER T —FTI0F+AITOAX=DhSERENET,
“—7IANJANIRETED)ERBA, FMIZOVTIE, "Docker Y _7 I AN, #SBLTL
ZEV,

NZ7IARNUABNE, 80O Amazon ECR 4 X—2 EEH#RIC. Amazon ECS A AV E&ZF =&
Amazon EKS ;RY REERTT I ELRESBTEE T,

EIE=es

« Docker CLI TEREEBRHEZAVICLE T, EBREEDOFHICDOWTIEE. Docker RFIX KD
MExperimental featuresy ZZBL T &V,

e AX=%TYVIAFTBHEIC, AmazonECR URS NN BFEELTVBIHUENHVY) ET, 5HMIC
D2WTlk, Tthesectioncalled “4 XA—2 % REFETHEOODURD NIDER") 23RBLTLEE
(AN

« Docker NZ7IANEBERTIHIC, AX—2BURSKNVICTYSITEIHENHYVET, 4
X—T%7Yv21FDHEICOVWTIER, "TAmazon ECR 7’2 A XR—KUJRZ N JAD Docker A
X—=TN7va, #25RBLTLSESL,
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NIWFT7—FFT9F ¥ Docker 1 X—=% AmazonECR VRS NUIZ7'Y>1F3I(ICE

1.

5.

AX=D0OT Y 1%ETED Amazon ECR LA KNUICK U T Docker 774 7> NEFIEEL
£F. BER—02 @, BATBLIANICECRBIZAENBY . h—0 @ 12 BHA
MTY, FMICOVWTEE, "TAmazon ECR TOTZAN—KL AR UGG 22U TLE
&L

Amazon ECR L AN IZX L T Docker Z535E 9 % ICI&. aws ecr get-login-password Y >/
RERITLET, BEEM—2 > % docker login AX > RICETEE, 1—H—B D AWS EZ
AU, BBEE%® AmazonECRLZPARUD URI ZEELET, EHOL D ARMVICK L THE
ITHHEEEF. LPAMNIZEILOR Y REZBYVIRIMBEN HYET,

/A Important
IZ5—HFRELEFZEE. AWSCLIOEHIN—23 A AN—ILEERTYTY
L—RULET, FHFHMICOWTIEE., TAWS Command Line Interface 1—H%'—74 R, @
FInstalling the AWS Command Line Interfaces; ZZRL T<E&E L\,

aws ecr get-login-password --region <region> | docker login --username AWS --
password-stdin <aws_account_id>.dkx.ecx.<region>.amazonaws.com

VRDKRIUADAX=JZVARL, AX=DRT#HIELET,

aws ecr describe-images --repository-name my-repository

Docker N =7 IARNJUARNZEERLET, manifest create AY > RiF. SRBE a4 X—
DHFVRSRNIICTTILBEETSDEZHERL, NZ_7TAMNEO—HAIILICERLET,

dockexr manifest create aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:image_one_tag aws_account_id.dkr.ecx.region.amazonaws.com/my-
repository:image_two

(7> 32)Docker N_7IARJARZBRELET, chlckY, NZT7ITARNJARNTS
BENBDBAA—INZTIANDODY A XERXADITANERRETEET,

docker manifest inspect aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

Docker N7 T AR ARN%ZE AmazonECR USRS NJIZFY 21 L%,

INFT—FTFTIFvAA=D0T Vv APl /N—2 3> 2015-09-21 62


https://docs.aws.amazon.com/cli/latest/userguide/install-cliv2.html

Amazon ECR d—H¥—HAR

docker manifest push aws_account_id.dkr.ecr.region.amazonaws.com/my-repository

Amazon ECR 772 AXR—KNURDS NUAD Heim Fy¥y—khO7 v 1

Open Container Initiative (OCl) 7—7 4 7 72 h%& Amazon ECR VRS NUICT' Y2 1TEEXT,
COBEDHIZHEITBICE. XOFIEZFEAL T Helm Fv¥— K% AmazonECRIC7'Y 21L&
T

Amazon ECR T/RARN&E NS Helm F¥— K% Amazon EKS TER T2 HZEICDOVWTIIE,
FTAmazon EKS V5 AZ—IC Hem Fyv—hZA4 2 AR—I)LT5, ZBL T EET,

Helm ¥ ¥ — K% Amazon ECR DR NJIZT7' Y2 19321

1. Hem 94T NOBRHN—23BAVARN=ILET, chsODATY T E, Helm /N—
23>23.18.6 ZFAL TERENEL £, Amazon EKS THR—KMNE N TS Kubernetes
N=23a> enEBRMZ#HIFTTAICIE. Helm /N—2 3> 39 LI EFERALET, FHMICOVT
l&. Tlnstalling Helmy 228 L T<EE W,

2. ROFEICH>T, TAMHem Fr¥—RrZERLET, FHICOV T, Helm RFI1 X2~
M "Getting Started; ZZBRL T EE V),

a. helm-test-chart EVWS&E® Helm Fv— K~ &Z/EK L. templates FALIKNUDK
BV UJUTLET,

helm create helm-test-chart
rm -xf ./helm-test-chart/templates/*

b. templates 7 #JLAIZ ConfigMap ZER L £,

cd helm-test-chart/templates
cat <<EOF > configmap.yaml
apiVersion: vl

kind: ConfigMap

metadata:

name: helm-test-chart-configmap
data:

myvalue: "Hello Woxld"
EOF

Helm F¥¥—h27v>19% APl /N—= 3> 2015-09-21 63


https://helm.sh/docs/intro/install/
https://helm.sh/docs/chart_template_guide/getting_started/

Amazon ECR d—H¥—HAR

8. FY¥—hENYT—LET, BHEE, HemFr—hZ27 v 192 LEICHEATS,
NV T—IHENLETFY—ROTFAIILENFBENRET,

cd ../..
helm package helm-test-chart

Output

Successfully packaged chart and saved it to: /Users/username/helm-test-
chart-0.1.0.tgz

4. HelmF+—KRZHMNITBZD VRSNV EERLET, VR NUDOREIE., ATY 7 2 T Helm
Fy—NEERTEIBEIFEAITZIRHE—HITIMBENHYET, FHFL<EK, T4 XA—2%FR
F957-8HD Amazon ECR 772 AXR—KNURI N DER,L Z25BLTLSEETL,

aws ecr create-repository \
--repository-name helm-test-chart \
--region us-west-2

5. HeimF¥—RhO7'Y>1%&7%% AmazonECR L ARNVICWL T Helm 9547 N&R
MLET, BER—IF., FATRZLZARNIZEICRBITZ2HEN B, =0 F 128
BAEMTY., FMHICODVWTE., "TAmazonECR TO 7 ZAXR—KNLIJANUSEEE, 288BLT
<EEV,

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

6. helmpush AN REFEALTHemF+—hE7Y>10LFT, HBICEE, Amazon ECR )
RIKNJURIESHARAD I AR BEENRTVWBETTY,

helm push helm-test-chart-0.1.0.tgz
oci://aws_account_id.dkr.ecxr.region.amazonaws.com/

7. HemFv—RZHBALET,

aws ecr describe-images \
--repository-name helm-test-chart \
--region us-west-2
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H O T, artifactMediaType NFX—ZNBYBT—FT 1 77O RNEZATZRLTVWB L
ZHFELET,

{
"imageDetails": [
{
"registryId": "aws_account_id",
"repositoryName": "helm-test-chart",
"imageDigest":

"sha256:dd8aebdda7df991a0ffe@b3d6c@cf315fd582cd26f9755a347a52adEXAMPLE",
"imageTags": [
"9.1.0"
1,
"imageSizeInBytes": 1620,
"imagePushedAt": "2021-09-23T11:39:30-05:00",
"imageManifestMediaType": "application/vnd.oci.image.manifest.vl+json",
"artifactMediaType": "application/vnd.cncf.helm.config.vl+json"

}

8. (A7>ar)BMOATYFIZDOWTIE, Helm ConfigMap &4 > A K—JL L T Amazon EKS
DEAEZRBLET, FHAICOVWTE., "TAmazonEKS 9T AZ—IZ Helm Fv—h%&Z A2 A
N—=IL9%, ZSRLTLIEET,

Amazon ECR 75 AXR—KNURDSNUDLASDBEH LT ETOMD
T—F14 779 KNDOYIK

ORAS VA7 hNEEAL T, AmazonECR 775 A XR—KNURSKNUDBESRTZFDMHD )
T7LYABRATOT—TAT77IOREVARNLEY, BIRLEYTEET, BEHBRTFZTOMOD
DI7FPLYAT—T4 770 NOHIRE., A1 X—2D0OHIBRAEELUTVWET ( "Amazon ECR TH A
X—=2DQHIBR, Z288) T—TA77OREJVANLTERZHIRTZDFZEFRODESY TT,

ORASCLI ZERLTAX—ST7—FT14 77 VN EEETDFIE
1. ORASVZA 7> R4 AR—IILTERELEXT,

ORAS VAT REAZARN=ILTRETDHZEICOVTIE, ORAS RFaA X MD
Mnstallationy ZZRL TS EE L,
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2. Amazon ECR A X— OERARER T —T 1 77O NE ) ANTBICE, oras discover %
FRAL, ThICHETTAX—2BEEBELE T,

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

HARRXDRSICHEYET,

111222333444 . dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46T58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature
### sha256:387c10c1598eel18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42
### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

3. ORASCLI ZffHLTERZHIRTBICE. AINHZSEICL T, ROONV RZRTLET,

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69¢c48108c42

HARRXDISIZEYET,

Are you sure you want to delete the manifest "111222333444.dkr.ecr.us-

east-1.amazonaws.com/

0ci@sha256:387c10c1598eel18aae81ldcfc86d0d06dl16e46461d1c3cda8927e69¢c48108c42" and
all tags associated with it? [y/N] y

4. yF—ZRLET, T—TAT77 VRN ZHIBRIILENHYNET,

T—T477 O NOHIKRENZ TN 1—FT12TT2FIE

FRERVIELSBBEOHIRN KB IZBE. ROLSBHANRRENET,

Error response from registry: failed to delete 111222333444.dkr.ecr.us-
east-1.amazonaws.com/
0ci@sha256:387c10c1598eel8aae81ldcfc86d0d06dll6e46461d1c3cda8927e69c48108c42:
unsupported: Requested image referenced by manifest list:
[sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775F9b74943b5b]
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d—H—H4 K
CHDXRBUE, OCI1.1 OFEARBRBAEIICT Y2 1EhEAX—2%HIBRUEBESICRET D AEHLND
WET, IT7—TRENTVDEDIC, A X—DRHEIRTDHEIIC, TOAMX—DESBLTVWDAYZ
TJTIANZHIRBRTADUENNHYVET, cZETHIICEF, ROFIEZERTLET,

1. HIRT2BRCEERTSATVWANZTIIARNZHIBRTRICEK., KDLSICADLET,

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl66d6775f9b74943b5b

HARRXDRSIZEYET,

Are you sure you want to delete the manifest

"sha256:005e2c97a6373e483799fa4ff29ac64a42dd10f08efccl166d6775f9b74943b5b" and all
tags associated with it? [y/N] vy

2. yF—ZHLET, NZT7ITANZHIRIZIBENHBYVET,

3. NIZ7IANNBLB2Iz5, BREZHIRTEET,

oras manifest delete 111222333444 .dkr.ecr.us-east-1.amazonaws.com/

oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42
HAOBRDESICAYET, yF—2BLET,

Are you sure you want to delete the manifest

"sha256:387c10c1598eel18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42" and all
tags associated with it? [y/N] vy

Deleted [registry] 111222333444 .dkr.ecr.us-east-1.amazonaws.com/
oci@sha256:387c10c1598ee18aae81dcfc86d0d06d116e46461d1c3cda8927e69c48108c42

4. BENHIBRENLECEZRETDICEF., ROXSICABLET,

oras discover 111222333444 .dkr.ecr.us-east-1.amazonaws.com/oci:helloworld

HARRXDRSIZHYET,

T—T47 779 K~DHIKR
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111222333444 .dkr.ecr.us-east-1.amazonaws.com/
0ci@sha256:88c0c54329bfdc1d94d6f58cd3fcb1226d46¥58670f44a8c689cb3c9b37b6925
### application/vnd.cncf.notary.signature

### sha256:6527bcec87adf1d55460666183b9d0968b3cd4estbc34602d485206a219851171

Amazon ECR T A X—2 OO KRR

AX=DRURDRNIIZT Y2 2ALER, TOAAXA—DICHTIEBRERTTEER T, FMICE. AR
TORHBIrEENET,

« 41 X— URI

s AX=DT73Y

« P—TATFPIORXTFATORAT

s AIX=IXZTIAMNDEAT

« AFTUAT—RA

« A A=Y A X (MB)

s AX=HFVDURDSRNIIZTYZ1Ehh

c L7V —23 Y ATF—R A

AX=DDOFMERTIBICE AWS IRIX ROV Y =)L)

1. https://console.aws.amazon.com/ecr/repositories T Amazon ECR 2V — )L ZFEE XTI,

FTETF—=23N—H5, A X=—2EZECVRZRNIFEEND V-3 ZERLET,
FTETF=23IORADT, [TZAR—=KLZAMIIOTT, [URD RV ZERLET,
TZ2AR=KNURZRNIR=TT, KRRTBDURDNVZERLET,

)R N : repository_name R—> T, FMllERTITDAX—DZBIRLET,

o & 0N
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Amazon ECR 77 A4 XR—KNURZ MU ASO—NIIRBEAD A
X=2DO7)N

Amazon ECR THF A g% Docker 1 X—2 ZR1T79 %3F/E. dockerpull AN RZEFHAL TO—
DILVREBICTILLET, chid, F7A2ILRNOLZARNIELEEBIO AWS 7HIY MCBEERITS
NIELZARNIUASEITTEET,

Amazon ECS R AV E&H T Amazon ECR A X—> #FERAT %54k, TAmazon ECS TM
Amazon ECR A X—2MERA) 2B LTS EETL,

/A Important
T—NATENEAX—DFTINTDERTEERA, T—HATENhEAX=D, 7
LIBEICERTEIMBENHNET, AX—DOT7—NATEBROFEMIOVTR., ",
#SBLTLKEEVWAMazon ECR TDA X— DT —HA T

/A Important

Amazon ECR Tld, 1—%—ALZARNUADOFRIEZIT>T. Amazon ECR 7R
SRNIVICRFTRDAX=D0T Y2 AFEETIINETSHIC, IMIMARVS—%ZALT
ecr:GetAuthorizationToken API AOEHVDH L Z{TS5FHF AN UETT, Amazon ECR (2
B, EXRTERBLARIILTA—H—TIORZHEITRHD AWS EERIZ —HFVW<2H
AEENTVET, Amazon ECR ® AWS Y XR—2 RARDZ—0FMICOVTR, T, 25
B L T< & VWAWS Amazon Elastic Container Registry ® Y x—2 RRD) S —,

Amazon ECR YR KU A S Docker f X— %793 IC1F

1. AX=2O7INTIZ%%D AmazonECR L ARNUJIZXL T Docker 7547 N ERRFEL &
T, RIAN—DUF, FHRAITBLDANIZEICHMEBIZDIHENHY), h—02F 12 EBEM
Td, HMICOVWTIEE., "TAMazonECR TO 7 ZANR—KNL AN, #5BLTLKEE
(AN

2. (A723V)VTLNITBRAX—TEHBIILET,

LZARNJADURD MUK, aws ecr describe-repositories N> REZFEHALTUARNT
EXY,
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aws ecr describe-repositories

FREOLZSANUOFIZIE, amazonlinux EVWS VRS KNUNBYET,

« DRZKNUADOA X—2 &, aws ecr describe-images N> RTRRRTD N TEE
T

aws ecr describe-images --repository-name amazonlinux

EFEROVRD NUBIZIEE, latest BKRT 2016.09 &V

SRINFFFSNIEAX=DH, AX—DRATITAR
sha256:f1d4ae3f7261a72e98c6ebefe9985cf10aleasbd762585a43e0700ed99863807
EEEIIDHYET,

3. dockerpull ANV REFEALTAX—2ETILLET, A X—TBR0FEREGE. 2T EFERALT
TN B3B8 registry/repository [:tagl. FAPIARNEZFEALTTITZIHEE
registry /repositoryl[@digest] EL&ET,

dockexr pull aws_account_id.dkx.ecx.us-west-2.amazonaws.com/amazonlinux:latest

/A Important

repository-url not found: does not exist or no pull access TZ—7#"
KINENEHEW. Amazon ECR T Docker 7547 NERIATEDHENHVYET,
FEMICOVTIE, TAmazonECR TOZ7FANR—KNL ANV, Z2RBLTILKEE
Lo

Amazon Linux A>T FA X—=07)

Amazon Linux A>T F 4 X—< &, Amazon Linux AMI IZEENTVWAOERUY 7 RNoT 7Y
R—ZFX ML SHBEENET, Amazon Linux AT FA4 X—> &, Docker 7—20— ROKR—A
AAXA—DELTHEEORETHEATEZE T, AmazonEC2 TFZ 74—, 3212 Amazon Linux AMI

BERATSHE. AmazonLinux T FHFA X—=2aERALTCTZ U5 —>23> 2057 FHETEE
9,

Amazon Linux A>T F A X=2 07 )L APl /N—= 3> 2015-09-21 70
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O—AJLBAREE T Amazon Linux A>T FA X—2%EHL. Amazon ECSAWS Z#FERALTT 7
Dr—23a> &8 7Y 1TEET, FHICOVWTIE., "TAmazon ECS T® Amazon ECR 4 X —
SOER, #SBLTLSEETL,

Amazon Linux d> 77+ 4 X—2 &, Amazon ECR Public & U Docker Hub TAFTE X
¥, Amazon Linux AT FA X—=OHR—KNZIDOVWTE., AWS FROY/N—=T =S ALICT D
AL TLEEL,

Amazon ECR Public * 5 Amazon Linux AT F A X—2 7L B2

1. Amazon Linux Public LZ AN T Docker 754 7> NERRAELET, Rl b—0 2 F 12 BE
BT, FHMAICOVTIE., "TAmazonECR TO 7 TANR—KNLZANUGEIE, 288 L TL
e L\,

® Note

ecr-public IN > Rk, /N\—>23>,1.18.1.187 LABR®D AWS CLI THERATEET, &
ZLU, AWSCLIOEH/N—> 3> z2FATAHEEZ2HEOLET, FHICOVTE,

TAWS Command Line Interface 1—%'—74 K, ® llinstalling the AWS Command
Line Interface; ZZRL T &V,

aws ecr-public get-login-password --region us-east-1 | docker login --username AWS
--password-stdin public.ecr.aws

HARRXDEH)TT,

Login succeeded

2. dockerpull AN > RZMEHAL T Amazon Linux > FF A X—2 %7 )L LE T, Amazon ECR
Public Gallery T Amazon Linux A>T FA X—T 2Rk RTSIZE. "Amazon ECR Public
Gallery - amazonlinuxy ZZ8BL TS E&E L\,

docker pull public.ecxr.aws/amazonlinux/amazonlinux:latest

3. (F7>aN)AVTFFZEO—HAILICERITLET,

docker run -it public.ecr.aws/amazonlinux/amazonlinux /bin/bash
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Docker Hub A*S Amazon Linux A>T FAX—=22 7))L 3ICE

1. dockerpull IX > RZFEAL T Amazon Linux AV 7TFA X—=2&TILLET,
dockex pull amazonlinux
2. (FA7>ar)ArFFzO0—BNIIICEITLET,

docker run -it amazonlinux:latest /bin/bash

Amazon ECR T®O 1 X—=< M Hl R

BERAFBRD I IEAX—JRBURS KRUASHIRTEERT, URSRUTOEENRTLES, URD
R)LEEZTOFDITRTOAX—DRBIBRTEET, FHAICOVTE., "Amazon ECR TO /S
ANR—KNDRIN) QHEIER, 28BLTLSEETL,

A X=CEFETHRIZRDYIZ, VRSNUDSATHA ORI —2ERTDE, DRI K
DRADAX=DTATHAOVNEBEZRYEMBICHEHTEES, SA 74 IINRIV—%2ERAT
&, COTOCANERLENET, FMICOVTIE., "TAmazon ECR TODZA 7H A )R
D—ZFERALEAX=200)—=2T v 7T OB 22RLUTLSEEL,

® Note
DR RNUATAX—JHFRELTVS (—FDO A X—2 & Amazon ECR & OCI v1.1 &
R—RTBENCTY1EhE)BE. —BOBRICEAX—DSAUFYIARETNEZET

NZ7IANDARNDNEENET, TOLEH, OCIVIA KVWEIOAX—2 RHEIRTZHE,
TF—TAT77ORZHIBRTDICIE, AX—D%2SBITBIYX_T7IANIANEFHTHIBRT
DRENHDIBENHYET,

AX—DZHBRTBICEF AWS YR X ROV Y—)L)

1. https://console.aws.amazon.com/ecr/repositories T Amazon ECR AV —J)LZHE X T,
FETF—232N=D5, HIRTBDAX—2288 )23 &2BRLET,

FTES =232 RA4 2T, [Repositories] ZiBIRL £,

IR RKNUR=DT, BIRTDAX—DZECURSNIZERLET,

> WD
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5.

6.

7RI N1 : repository_name XR—2 T, BHIRT DA X—DDERICHDRY U AZER
L. HIBRZBIRLET,

[Delete image(s)] 4 7OTRY VAT, BIRLEAX—D%HIBRT D& &2ERRL. [Delete]
ZBIRLET,

A X—2%HIRT I (AWS CLI)

1.

2.

3.

VIRZRUVADAX—D—EBERRLET, RTFHEhEAX-DICB, A X=X ADTRA
NELRVEETDEZTDVARNOAANEENET, ZT/FETNRTLRVAX=DCR, A
X=DHAPITARNDHEABENETT,

aws ecr list-images \
--repository-name my-repo

(A72aV)HIBRTRIAX—DICHEERTSNERZTZEEL T, 1 X—J0FERXT ZHIR
LET A X—CDBEORTZHIRIZDE, A X—IHNHIBRENKT,

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageTag=tagl imageTag=tag2

AX=IHATPITARZEELT, BN ENEAX—T, EREEITFHFERATLAEVAS
XA=DZHIBRLET, FAPIARNEZRLTAX—DZHIBRTZER, A X—J&2DIXNT
DR TEHIBRENET,

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE

BEOAXA—DEBBRT DR, UITARNTEROA XA—TRTELRA X—IL LTI AN
EEELET.

aws ecr batch-delete-image \
--repository-name my-repo \
--image-ids imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE
imageDigest=sha256:f5t0e245ssffc302b13e25962d8f7a0bd304EXAMPLE
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Amazon ECR TOAX—OT7 —hA7

ECR7—HA7ANL—20FAER

AmazonECR 7—HA 7 ARNL—29F AR, AVFFAA—2ORIANTEENSAANL—D
EERMBIZIHFLVANL—2U9F AT, AMazonECRICE 2 DOARNL—2 05 ANHYET,

« ECREBEARNL—IUVTARA-BHNILTIERENDTITATBAA=DDF 7L MDA R
L—>92 X,

« ECR7—HATANL—=20FA-TORARENTEHN, AVT AT VAT LRERESRO
EOICRETIVENHDAX—DOEIANARNL=—D9F R, P—HATARNL—29F R
&, REAX—DREOLEODEBEANL—DITALHEBELT, REDA X—JOJANEIRZ
FEHLET, BEOFEMCOVTIE., "Amazon ECR ORE&, 2B L T EE L,

AX=DET—NATIBIR, 2200FT23VHFHVET. £, UATICETVTA XDV %A
BNICT—NATIB2ESCTATHAVLIL—ILERETERT,

s AX=DHT YD IENTH S OKME

* AXA=THABRIETILENTASORH

« DR NUROA X—Z D%

BELEHET7 —HAA7TENEAX—2%2T2ICHIBRTARDICKRETHEETEET, FMICD
WT., TAmazonECR TOTA 7HA VIR —FERLIEAX—=200 ) =Ty 7 OBEE
b, BBLT< &,

Amazon ECR IV =) Ek@F Z2FEALTAX—2E2T—HA4T T2 ETEET AWSCLI, ##
MIOVWTR, TAX=20T7—Hh47 1 #28BLTEEV,

T—HNATENEAXR—C2BEFRIILEN HDHSE. ECRStandard ANL— 0 FAICE
JLTCEET, ECRIF 20 0URICAX—DZERTLET, ExchhaAX—2k, LTy a
TENEAX—DDKSICEBEL, ERNfZT I EITSICHEATEET, Exes A X—2 11,
AFy2, LTVT—=>3>y, DRSKNIUOZATHA4 ORI —FEBRENET, HFHICOVWT
. "I X=—20Ex, 22RBLTLEEL,

AX=DDOFT—hA7T APl /N\—< 3> 2015-09-21 74
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AX=D0OT—h47

Amazon ECR AV =) Z2FERALTFHTAIAXA—S%T—HA4T$T52E€ AWSCLI, 54744
IR —ERALTHEBWICT —HDAT7ITBEETEET, AX—ISHT7—HA4TEhTW?D

Za:

s AX—DRT—HNATANL—DIFABEBENET,

s T—NATENTAX—DRETINTEE A P—NATENLAX=D0T I VT AN 404
If—_@%ﬂﬂlbijo

c AX=TRTINTEEREAN, describe-images AN REFALTCERRITZDEE, list-
images AN REFALTUVARTRIZEETEERT, A X—CNDAT—RAR EXRENE
9 ARCHIVED,

« T=NATENEAX=—D0RNDANL—HBEIE 90 BETY, 7—HA 7290 BERBD A
X=DRYIBRTDTATHAIINRIS—2BRETDERTEEREA, WARBTT—HA7
ENEAX—DZHIRTDIHVEN HDHSE. batch-delete-image APl ZEA T2 HXEBENHYET
A, 90 AEOHZRPMANL—DHIBICHUL TREENET,

s XD, URZNIELI—OT7—HATBHRAX—DRTILRRENET (CORTF, DB
REB1DDAR=IHFURSRNIICT—NAATEhTVWRBELDODEARTENET ),

s AX=DE, BRIDAIA—D2FHTERIZD., A X—DZURDSNIVCETY>193CE
T, POTATBAX—JELTHERTEET,

c T—NA7ORBBEDEETAXA—DEHBRTDZSATHA VLRI —HFURIKNIICH D5
B, A X—JRHKRENET,

AWS X RI X N2 —=)
AR=DET—HNA4T I3

1. hitps://console.aws.amazon.com/ecr/repositories T Amazon ECR A2V —)LZHAE £,
2. FTEF—=23a N—=H5, T—HATIT2AA=—DRECIVRS NI EEL -3 %&E
RUET,

FTES—2 3> RA4 2T, [Repositories] ZiBIRL £,

IR NIR=DT, PF—HATIB2AA=—DECVRD N ERBIRLET,
T—NATFTB2AX—TEBRLET, A X—DOFHNFRTENET,
AX=DBT—NAT I3, T—HATREVEERL, OV NFRRENESHE
WEBRLET,

2
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7. ZANURSNINORIOT—HATA A= THIHER. HILLWT—DATAX=I%

TEHULKT—HATENIEAXR—DHFRRENET, T—HATEhAX=DHHEICE
HBHEE. COAX—TREORTICEMENET,

AWS CLI
AX=DET—NAT 33T

update-image-storage-class N> RZFEAL T, ARL—2 0T RAZ ICEFHLTAX—=2
7 —HA47 LUETFTARCHIVE,

aws ecr update-image-storage-class \
--repository-name my-repository \
--image-id
imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \
--target-storage-class ARCHIVE

FATHAONRIS—%2ERALTAX—22T—H4T7 33L&

FATHAONRIS—ZEALTIURSNIDOT—HATIIL—IZREL., 1 X—C=2BEBH
L7 —HATTEET, FATHA LRV —%2ERATRE, ROKRSBEECEITVTAS
X—2zBBNICT—HA1TTELT,

e AX=IHNTVIAIENTHSDOEHE
s AX=IHNBECTIENTHSORKHE
¢« FOTATICLTHELKAA—DOBEAER

BELLEHBICT—HA7ENEAX—2D2RLICHIBRTBDRDICSAT7H A IR —%
ETDEETEET, T—HATTF702a>&2FRLESA 74 VIR —OFMEH
C2O2WT, T Z#2BLTLKEETVWAMazonECR TOSA 7 A )R> —=ERAL A
X=200 =Ty 70BEB.

ks

(® Note

T—HATENEAX—DOFPMARNL—2HIEE 90 BEATT, 7—HA4 71290 BA&
FDAX—DHHEIBRIDSATHA VIR —BRETDERFTEELEA, 90 BX

AX=DDOFT—hA7T APl /N\—< 3> 2015-09-21 76
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BCT—NATENLEAX—DFBIRTBDHBEN HBBEEE. batch-delete-image API
ZERATARIMLENF HYETH., 90 BEAOFNPANL—JHEICHL TREETIET,

describe-images ANV REFRAL TAX—22BRTDE, FT—HATENEAXA—=20 &
image-statuslC/& V) £FFARCHIVED, T4 X—>image-statusz 7 1) RV TILT, 7—A
ATENEAXR=DORELETITATBAAX—DDHERRTEET,

A X=JDER

TF—HATENEAX—2%ERTBDE, ECRArchive ANL—2 95 AH S ECR Standard A B
L—20ZRACRYET, BExechbEAX—2R, EBEOANL—L—MNTREThET, B
OtA. FILLWAX—HFERENEEEICRETIREOT VI EEZTLET,

c ERANFTTITRE, AX—DETITERZLSILRBYET, BERICIBERK 209/ HPVET
B RTHFESBIBENBYNET,

c TYVVAROAF YN URDRNICHLULTEMCBZ2>TVWEHEE, BEREhEAX—DFAFY
VENET, ARX—TDHNT—NATENDH0 OUFORAF v U FERFIEATERVIEISER
LTLEZEL,

s DRSZKNVELTIT—2 a2 FRESATVREFE, ExRICL7UT—23a2>FFHICEST
WBE, BRENIEAX=IJHALTIT—RENET,

s ERENIEAX=DHITIOTATBAX=DVANCRRENET,

AX=—DDERICEEERK 20 9AAVETH . TTHAELBZIEENHYET. Ax7O0tA
F, AIX=—DRBT—NATENREBOEETHY), ARNFETIZETTILTEREA,

AWS XXX N2 —=)
T—NATENIAX—DZERTRICE

1. https://console.aws.amazon.com/ecr/repositories T Amazon ECR AV =)l ZH&E &7,

2. FTEF—=23VN-H5, ERITIT—NATAX=2ZECURI NV =zBEY—23a>
ZEBRLET,

3. FTES—232RA 2T, [Repositories] ZEIRL £T,
4, VRIS RNUR=DT, PT=HATENhEAX=—2BECVRS NI ZBRLETD,
5, T=NATENLEAX—DRTEBIRLET,

A A= DET APl N—= 3> 2015-09-21 77
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6. BRTBT—NATBEHRAX—DEERLET,
7. B EBBRL, ERT7OIVERELET,

8. BERNTETIDETHEET, ERNRTITRE, AX—DHATITATBAX=JUAN
ICRRENFET,
AWS CLI

T—NATENEAX—DEERTDICE

update-image-storage-class N> RZFEAL T, ARL—2 0T Rz ICEHLTT—HA
TENfoA X—2ZE T L E£FSTANDARD,

aws ecr update-image-storage-class \

--repository-name my-repository \
--image-id

imageDigest=sha256:4f70ef7a4d29e8c0c302b13e25962d8f7a0bd304EXAMPLE \
--target-storage-class STANDARD

describe-images AN REZFEAL TAX—D &R TR E, BExEThd A4 X—20 & image-

statuslZ’x V) EFFTACTIVATING, fHimage-statusTAX—T% 7 4 )R 1) ACTIVATINGL
T, BEERHFDAA—DZRTTEET,

T—NATENLAX—DEERTRDES120FERE, A X—22URDSKNVIZBTY>19%
CETT, BET—NATENTVBAX—22T7v21F%E, TOAX—DRISICERES .,
T—hAThSHIBRENET,

Amazon ECR TO A X—DBAR T

Docker Image Manifest V2 Schema 2 ® 4 X—2 Tl&, put-image AN > R® --image-tag #F7°
2>arvEFEALT, BEOAX—JICES5—ERTZ2FHBENTEET, Docker TAX—D %
TILNEEET7Y2210LBL<TE, £5—EBRTENTBRDENTEERT, KEBAX—DDFE

D7OEALCLY), A X=JICES—ERTZ2HIRIEHOCHERRY ND—UFHRBREKBI A&
WEIRHNE NI T,

AX=DIZES—ERTERTS APl /N\—= 3> 2015-09-21 78
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AX=DICE5—EX2T 2R/ F5ICEF (AWS CLI)

Q—H—H1 K

BEALTAX=2ICBRIFT95ICE AWS CLI

1. batch-get-image N> RZFEAL T, 1 X—2Z2BRIFHLTTI7AIILNICEZALLEHDA
XA=IXZT7ITANEREBLET, COHITE, VRN amazonlinux M latest XY
NFEAA—SDONZT T AN MANIFEST EVS BBIOREBEZHICEZEIAETNE T,

MANIFEST=$(aws ecr batch-get-image --repository-name amazonlinux --image-ids
imageTag=latest --output text --query 'images[].imageManifest')

2. put-image X R® --image-tag A7’ a>#ERAL T, HILWRITAX—IIX T
AR%Z Amazon ECRICEELET. cOfITRR, 41 X—I2 2017.03 EVSETNFFEE
E

(® Note

BEVON—23 2D T --image-tagA 7> a2 FERATE B VIEEE AWS CLI,
BHIN—232ICT7YT7TIL—RUET, FHMEICOVWTE., "TAWS Command Line
Interface 1—%'—7H 4 K1 @ Tinstalling the AWS Command Line Interface; ZZ8RL
TLEEL,

aws ecr put-image --repository-name amazonlinux --image-tag 2017.03 --image-
manifest "$MANIFEST"

3. HLWAX=—2RINAA=DICTEYFENTVWBREZERELET, XOEITIE, 41 X—
DI latest & 2017.03 DEITHFFSNhTVWET,

aws ecr describe-images --repository-name amazonlinux

HAORRROEHY)TT,

"imageDetails": [
{
"imageSizeInBytes": 98755613,
"imageDigest":
"sha256:8d00af8f076eb15a33019c2a3e7f1f655375681c4e5bel57a26EXAMPLE",
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"imageTags": [

"latest",

"2017.03"
1,
"registryId": "aws_account_id",
"repositoryName": "amazonlinux",

"imagePushedAt": 1499287667.0

A AXA=DICES—ERTZHF5(CIE (AWS Tools for Windows PowerShell)
EEALTAX—=JIZZT ZFTETIZIE AWS Tools for Windows PowerShell

1. Get-ECRImageBatch cmdletZ AL T, £€5— BRI &2FH2 A X—J0OBRBPEREL., R
BREBIZENZEZEAAETT., COBITR., DRI N amazonlinux \Z### RTHFFVIZA
X—=NFRELZH $Image ICEZRAENET,

(® Note

2 AT AT Get-ECRImageBatch cmdletAfEATE ZWHB &k, TAWS Tools for
PowerShell 1—%—7 4 K, ® Setting up the AWS Tools for Windows PowerShell |
ESRLTLSEEL,

$Image = Get-ECRImageBatch -Imageld @{ imageTag="latest"™ } -
RepositoryName amazonlinux

2. $Manifest REBZHICAX—DODRYZTIARNZEZIAAZET,

$Manifest = $Image.Images[0].ImageManifest

3. Write-ECRImage cmdlet® -ImageTag 77> 3> FEAL T, A X—IXZTITAMEHFHL
W2 T Amazon ECRICEELET. cOfITIE, 1 X—2I2F 2017.09 E VWS RTHNfFE
£,

Write-ECRImage -RepositoryName amazonlinux -ImageManifest $Manifest -
ImageTag 2017.09
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4, FILWAX=DBINAX=DICTEYFENRTVWBRCEZERELET, XOEDTIR, 41 X—
I latest & 2017.09 ODEITHFFSNhTVWET,

Get-ECRImage -RepositoryName amazonlinux

HAORRROEHY) T,

ImageDigest ImageTag

sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 latest
sha256:359b948ea8866817e94765822787cd482279eed@cl17bc674a7707f4256d5d497 2017.09

Amazon ECR TOA X—I 2T O LEEZ DL

RS KNUTRIDAZ1—BEUTAZFAINITEDIET, A X=DRTDLEEZHILETE
T, XTDAZ1—BEVT142FICLEER, URDNIVIBRIZCEELTVWARINFFVEA
X—2%7v>19%E ImageTagAlreadyExistsException IZ—ARENhET, ZTDA
T1-BREVTARIRNTORTICHELET, —BORITEA(Z1—27)ICL, TOORT %=
AZ1—RTNICLBVEVWSZERFRTEREA,

AWS XXXV RNV —=I XV AWSCLIY—=I)ILZFEAL T, HILWURD NUFLERKEEFED
DR RNIDAAX=DBTDODI1—BE)TAZFRETEET, AV —IILOFIEZFERALTURD
R)ZERTDICIE, TAAXA—2FREFTEDEHD Amazon ECR 7T ANR—KURD N OER
ZSBLTLSEETL,

AX=IBTDI1-REVTADRE AWS XRI X NV VU—=)l)
AX—TRIDII-REVT A ERETHFIE

1. https://console.aws.amazon.com/ecr/repositories ¢ Amazon ECR 1>V —J)LZRAZE &9,
2. FEF—3arvN—Nns. WETBIVRZKNVZEL) -3 ZBRLET,
3. FEF—23aURAVT, [TFAR—=BLZANIID[URDNI] ZBRLET,

URD NUNFRREhBVERR, 77ARXR—KLIPARNVZBRLTXZ21—ZEHBAL. UR
ShDEBRLEXT,

4. [TZAR=RURDRVIR=IT, A XA=IBTDI1—-BEUTAREEREITDIRIH
VEDBIICHBDTZIOFAREEBRLET,

AX=RITDLEEZDILE APl )N—2 3> 2015-09-21 81


https://console.aws.amazon.com/ecr/repositories

Amazon ECR I—%—H4 R
5. [7o>3a2]z&RL., REIO[VRZ KNI ZBRLET,
6. [Image tag immutability] T. COURSKNUDRITDZ1—REVTADEREZERLET,

c [E1—BTN-AX=DBT2LEETRHEERF. COFT2 a2 EERULET, Amazon
ECRAFY Y IENEAAXA—DEEHTEDLRSIC, TINAL—Fvyv2a1F7ov>arx
FRATRVRDNIICHBENAET, E8I2, WKO2ADI1—RTINEITORITEHZEY
2931, [Mutable tag exclusion] TF AR RY JAIZZTEZANLET, EHOFELL
ERIN—HBITBDIAIRIA—KR M ZERATEET,

c AZ22A=BTN-AX=DRINLEBEECNDDEHE, BEORTEECAA—%T Y
2192EEIC, URDPKNUAOIRTORTERACERTRBE, COFT7>ar%E
BIRLUET, AmazonECR IF, BIFEO R T ZFEALTAX—2%727v210Lk5ETBE
ImageTagAlreadyExistsException ZIBRLE T, €512, WK2HADAZ1—RT )&
TJORTEFHEEMICTSICIE, [Immutable tag exclusion] TFARRY VRAIZRTBRE AN
LET, BROBLULEZIN —BIDVAMILRID—R () ZFEATEET,

7. [Image scan settings] (f X—2 AF ¥ VEE) Tk, EEWBAF v IZRHULTEVRIS NUL
RILTOARAF Y UBREZEETCEXRTN, 7T7AXR—BNLZANIILARILTAF Y U EREZEE
FTRENRANTZIVTARERBYNET, TZAR—RNLZANITAF Y REZEET S
CET, MRAF Y VELERIR=DYIRAF Y OVThLAEEMCTDENTE, AF v
TRIUVRSKNVZEEITD /AN EZ—EERTEXRT, FMICOVTEE, "Amazon ECR TA
X=DZAF Y LTV IRV ITHBEABVAFAND ) Z2RLUTSEZL,

8. [Encryption settings] (B SLERE) BRRFA 71 —ILRTHY, VRS NUDERRIZURD
NUDESILREZZEETALRBFTEEREA,
9. MREIZBRLTVRDSNUREZEFHLET,

AAXA=DRITOI1—ZE)T 1 OFRE (AWS CLI)
RIHEERTICREENEURD N EERTBICE

ROWTIALADOIARY REFEAL T, ZTFEEFRACURTVENREHFLVAX=DURI N 24
BLET,

c AA=DRTDZI21—REDT 14 DHB create-repository (AWS CLI)

aws ecr create-repository --repository-name name --image-tag-mutability IMMUTABLE --
region us-east-2

s AX=DRIDI1—BZREVTABRAT 1 IR —DH %S create-repository (AWS CLI)
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aws ecr create-repository --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=filter-text --region us-east-2

s AX=RITDI1—REVTFT 1 DOHS New-ECRRepository (AWS Tools for Windows
PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE -Region us-
east-2 -Foxce

s AX=DRITQODI1—ZEVTABRAT 1 ILR—D&H % New-ECRRepository (AWS Tools for
Windows PowerShell)

New-ECRRepository -RepositoryName name -ImageTagMutability IMMUTABLE_WITH_EXCLUSION
-ImageTagMutabilityExclusionFilter @{FilterType=WILDCARD Filtexr=filter-text} -
Region us-east-2 -Foxce
VRSNV DARXR=DRTDI1—REVTAREZEHITSFIE
RXOWThADOIANY RZEFEALT, BIEOURDNUDAX—DRTOEEAREMEEZEHRLET,

« put-image-tag-mutability AWS CLI) EA/ X—2 2T DI 1—Z2ED T4

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE --region us-east-2

« put-image-tag-mutability AWS CLI) E A/ X =R T DI 1—REUTABAT 1)L X —

aws ecr put-image-tag-mutability --repository-name name --image-tag-
mutability IMMUTABLE_WITH_EXCLUSION --image-tag-mutability-exclusion-filters
filtexType=WILDCARD,filter=1latest --region us-east-2

s AX=TURTDI1—RET 1 %&fEA = Write-ECRImageTagMutability (AWS Tools for
Windows PowerShell)

Write-ECRImageTagMutability -RepositoryName name -ImageTagMutability IMMUTABLE -
Region us-east-2 -Forxce
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s AX=DRITODI1—ZEDVTABANT 1 )LX—&FEAL = Write-ECRImageTagMutability (AWS
Tools for Windows PowerShell)

Write-ECRImageTagMutability -RepositoryName name -
ImageTagMutability IMMUTABLE_WITH_EXCLUSION -ImageTagMutabilityExclusionFilter
@{FiltexType=WILDCARD Filtex=latest}

Amazon ECR TOOVTFAX—INRZT I ANEROHTR—B

Amazon ECR XD AVFTFAX—IIZTIANERZYR—KNLET,

« Docker Image Manifest V2 Schema 1 (Docker /N\—= 3> 1.9 ABITERA)
« Docker Image Manifest V2 Schema 2 (Docker /N\—2 3> 1.10 LA THEA)
« Open Container Initiative (OCI) £k (v1.0 8 & T v1.1)

Docker Image Manifest V2 Schema 2 D H7R— KN Tld, XOKEN BT NET,

s B—DAX=DICEBROR T 2 ERT D HEE,
« Windows AV TFFAX—C%2RETHDEHOHR—K,

Amazon ECR A X—INXNZT7 I AMNDOEH

Amazon ECRICH UL TAX =222 1F R TINTZEE. AT FIVD9T5A4T UM
(Docker B E) ELZARNVEBEL, 94T RELZARNITAX=DICRLTERATS L
NEBENTWAY_TJIARNERICOVWTEELEFT,

Docker /N\—> 32 1.9 BABIT Amazon ECR ICA X =2 & 7Y 192HFE, /1 X—IXZT7IRA
N i& Docker Image Manifest V2 Schema 1 R TRFE NE T, Docker /N\— 3> 1.10 LABET
Amazon ECRIZA X—=2 &7 Y2 19 %BE., 41 X—TI Y7 T A& Docker Image Manifest V2
Schema 2 ER THREENET,

Amazon ECR A5 Z T TAAXA—2TIN D E, AmazonECRIFURD NUICHEIMENhTVWS A
X=X ZTIANEXZRLET, TOEXNBREINDZOE., TOERNFVTA4TRIEL2T
BREINDIFEOHARTT, REENTVBRANAXA—INZTIANERN IVTFA T NIEL>THE
BENBZVESE, AmazonECR A X=X ZT7 I AN ZEBBENDIERICEBRLET, LEX
l&. Docker 1.9 254 7> ~# Docker Image Manifest V2 Schema 2 THREFEE N TVWHD A X—IF

AVFFAX—IIZTIANOER APl /N\—3 3> 2015-09-21 84


https://docs.aws.amazon.com/powershell/latest/reference/items/Write-ECRImageTagMutability.html

Amazon ECR d—H¥—HAR

“—T7IARNZUOVIARNTSE, Amazon ECR & Docker Image Manifest V2 Schema 1 ExXTYX
TJ7IARNERLET, XRORKEK, RIRICAX—=272T)LIEEZEIC, Amazon ECR THR—KE
NBRATREEERZRLET,

DZAT2NIR? V2, AF—T1ERX V2, AF—T 2K OCIFERTECRIC
TUIVIARNENE TECRIEZ'YZ1& TECRIEIZYZ1E 7v2idhnd

AF¥—X na ns

V2, AF¥—YX 1 THMILEHYRE V2, AF—N1ILE ZEHRERATERE
A ;mEnd A

V2, AF¥—X2 MATRE R I 7x THRIMBEH)KRE V2, AF¥F—Y 21L&
<. I924F7> I A Ehd

V2, AF—X1IC
e WA R

OCl THRERHATEFTE OCl ICZE#Eh D THRIBEHYEE
A A
/A Important

AADITARNBICAX=D7ZT I UL EBE, FATRESBRESYEEA, 951472 K
l&. Amazon ECR IZRBFEENTVBR A X—SISN_TIANOEREZERTILEN HYE
9, Docker 1.9 BLBI DU 5 A4 7> N T, Docker Image Manifest V2 Schema2 £ X— %4
APIARNEFERALTIUIIANTREHEE, A X—DO07TNRBRELET., FHICOVT
(k. Docker RF 1 X N® TRegistry compatibility; 2B L T &V,

COPITRE, ZBITEAULAX—2Z VOV TANLUEZSE, AmazonECR G V5472 RAE
BTEBHRRICAA—INZTIANZERLET, A X—DOTIHNFERBILET,

Amazon ECS T®» Amazon ECR 41 X—> M {E A

Amazon ECR 7’24 X—KNURZ NUZFERAL T, Amazon ECS X AU N7
LNIBDHAREOHZDATFAAX—DET—TATFIRNERANTEET,
CAABEET B =HICIE, Amazon ECS (¥ l& Fargate) A7+ I—>x
> NZ. ecr:BatchGetImage, ecr:GetDownloadUrlForLayer, &
ecr:GetAuthorizationToken APl ZER T2 F AN BETT,
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Amazon ECR
HEZ IAM FF A

ROKE, ZAIH AmazonECR 7’5 AR—=KNURSRNUDLSTINTBEHICHELFAZRHET
3, BERATEIFEATS IAMO—IILZRLTWET, Amazon ECS (Zld. BT UV AFH

Q—H—H1 K

AZE8CNZR—J RIAMARU S —AAEENTLRT,

BE2A47

Amazon EC2 1 2 AR AD
Amazon ECS

Fargate ® Amazon ECS

NEA > AR AD Amazon
ECS

IAM O—)L

Amazon ECS 7 5 A& —IC
BEFEnTWS Amazon EC2
A1VAZRVAICEENSFS
TWARATFA AR A
OIAMO—)ZzFEALET,
FMICOVWTIE, TAmazon
Elastic Container Service 7
NOAYN=HA Ry © "I
TFTAAZAD IAM O—
i1 ZZRBLTLKEEV,

Amazon ECS 2 AV E& TS
BIBDRATETIAMO—
LNEFERALET, FMICO
WTIE., TAmazon Elastic
Container Service /X0 Y
N—=HA R, O "TRATET
IAMO—)L, ZZ2BLTLE
=0,

Amazon ECS 7 5 AX—IC
BRENTWVWBFUTLE
A—N—F LR RET>

> (VM) ICBEER TS TV
BPAVTFTFAVARAD
IAMO—)LZFEALET,
FEICOVWTIE. "Amazon
Elastic Container Service 7/

AWS Y &X—Z R |IAM RV
s, —

AmazonEC2Container
ServiceforEC2Role

FHMICOWTIE, TAmazon
Elastic Container Service
FROYN—HA R, D

T AmazonEC2Container
ServiceforEC2Role; #Z B L

TLREED

AmazonECSTaskExecu
tionRolePolicy

FEICOVWTIEE. "Amazon
Elastic Container Service
FROYN—HA R, D

" AmazonECSTaskExecu
tionRolePolicys ZZ8L T<L

ZEW,

AmazonEC2Container
ServiceforEC2Role

FHMAICOVWTIE., "TAmazon
Elastic Container Service
FROYN—HA R O

T AmazonEC2Container

MERX |AM AT

APl /N—2 3~ 2015-09-21 86
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EERAT IAM O—)L AWS Y ZX—2 R IAM 7R 1)
:/_
OY/N—H4 Ry ® TAmazon ServiceforEC2Role; #Z B L
ECSOATFAARAD LT,

IAMO—)L, ZZRLTLE
=L

/A Important

AWS YZ—T RIAMARU S —ICIE, FRICAEZREBMOT 9 EAHFANEENATVET,
COZE. S5l Amazon ECR 7S AR—KNURDS NUDLSTINTBEHICREBHE
BT OEAFRATT,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

Amazon ECS R AV EZTMD Amazon ECR /1 X—> MiEE

Amazon ECS Z AV EREHERTD EEIZ, Amazon ECR 7ZAR—KURI KU TR
ARENTWVWRAVTFAA—DZEETEEXRT, FAVEZKTI. Amazon ECR 1 X—
THICES% registry/repository:tag DBBMEMFEATEHLSICLTLILEE VY, iz
&, aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,
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RDRADVEEBAZNRY MNE, Amazon ECS R AV EZED Amazon ECR C/RARE D AT+ A
A= ZRBEITDIEHICERATI BN ERLTVWET,

"family": "task-definition-name",

"containerDefinitions": [
{
"name": "container-name",
"image": "aws_account_id.dkr.ecr.region.amazonaws.com/my-
repository:latest",

}
:]I

Amazon EKS T® Amazon ECR 1 X—> O fEH

Amazon EKS T Amazon ECR A X— #FERATE XY,

Amazon ECR A5/ X—2 2RI 2HFEF. 41 X—2IC registry/
repository:tag DEXNDELBEBEZEATIMXEN BV ET A
&, aws_account_id.dkr.ecr.region.amazonaws.com/my-repository:latest,

MBI IAM 557

NEZ—DR/—=R, I T7IZ—=D R/ =R, £&F TRARENTLVWS Amazon EKS 7—2 00—
RA'®HBBEE AWS Fargate, AT ZRERBL TS EE L,

« BB/ —RELFECEE / —RTHRARMENDS Amazon EKS 7—2 00— RM{B4E: Amazon EKS
J—h—_/—RKRIAM O—JL (NodeInstanceRole) A HETY, Amazon EKS J—H—_/—R
IAM O—JLIC &k, Amazon ECR OX®D IAMARU S —FAINAEETENTVIHREN HY)ET,

JSON

"Version":"2012-10-17",
"Statement": [
{
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"Effect": "Allow",

"Action": [
"ecr:BatchCheckLayerAvailability",
"ecx:BatchGetImage",
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

1,

"Resource": "*"

(® Note
eksctl £/l "Amazon EKS OB 5% @ CloudFormation 77 L—KNZERAL T
DSAR—ED—hH—/—RIIN—T7#ERLEBE, ChSsOIAM T I7EAFTET
TAINRNTT)—H—/—ROIAMO=JLICERAZNET,

TRABME NS Amazon EKS 7 —%2[0— R AWS Fargate: Fargate /RY REFTO—I)LZFEHAL F
o ctZkY), T7TA4RXR—K AmazonECR VRS NUABSAX—=D& TN T BT O AFAN
RY RIZAEEhET, HMICOVWTIEE, TFargate RY RETO—ILOERL 25BLTLKEE
(AN

Amazon EKS 95 AZ—IC Hem Fy¥—hZA 2 ARM—=IT5

Amazon ECR T/ RARENTUVWD Helm F¥—K%Z AmazonEKS 95 ARX—ICA 2 AN—=)ITEE
9,

Bl SR

Hem 9547 NOBFN—23 2B AVAR=ILET, chs5OATY T E, Helm /N—
2323.9.0%FAL TERENEL £, FMIZOVWTIEE, Tinstalling Helmy £25BL T E
=L\,

DELEE, AWSCLION—2321.23.9FZE2.6.3 A TVE1—RICAVARN=)Eh
TVWET, SFHMICDOWTIE, Minstalling or updating the latest version of the AWS CLI, ZZ 8B L
TLEZL,

Helm ¥ ¥ — K% Amazon ECR VAR NUICT Y221 LET, FHFMICOWVWTIE., TAmazon ECR
T7FZANR—RDVRIRNIANO Hem Fr—hrD7 v 1, ZZRLTLEEL,
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« Amazon EKS TfEH T % kubectl ZFREL £, FFMIC DOV TIE, Amazon EKS 1—H'—H 1
R® TAmazon EKS @ kubeconfig RT3 Z2SBLTLKEETV, XOIANY RFIVT A
A—ICRUTERICETENESBEE., ELLKEREETNTVET,

kubectl get svc

Amazon EKS 75 AR —AD Helm F¥—KkDA > AN—)LF|E

1. Helm F¥—RARARENTVD AmazonECR L ARNUTHelm 9547 N aRAIL &
T, RIERN—IF., FATALZANIZEICHBITAHENHY)., =0k 12 5EEED
T9, FMICDOVTIE, "TAMazonECR T/ TAR—KLARNUFRIE, #25RBLTLSEE
(AN

aws ecr get-login-password \
--region us-west-2 | helm registry login \
--username AWS \
--password-stdin aws_account_id.dkr.ecr.region.amazonaws.com

2. 957 A4AANMN=IULET, helm-test-chartZ IR KNIIC, 0.1.0%Heim F¥—Kh®D
RITICBEEBRAET,

helm install ecr-chart-demo oci://aws_account_id.dkr.ecx.region.amazonaws.com/helm-
test-chart --version 0.1.0

HARRXDRSIZHYET,

NAME: ecr-chart-demo

LAST DEPLOYED: Tue May 31 17:38:56 2022
NAMESPACE: default

STATUS: deployed

REVISION: 1

TEST SUITE: None

3. FY—MDAVAM—IIZRIAELFT,

helm list -n default

i 7 1)
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NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
ecr-chart-demo default 1 2022-06-01 15:56:40.128669157 +0000
UTC deployed helm-test-chart-0.1.0 1.16.0

4., (A7) A42ARN=)IENnTLVS Helm F¥—Nh ConfigMap ZHEFRL E£7,

kubectl describe configmap helm-test-chart-configmap

5. BT7LES, V9AR—DS5F¥—RhOV)—RAZHIRTEET,

helm uninstall ecr-chart-demo
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Amazon ECR TAX—TICEBHK T3

Amazon ECR & &#t& AWS Signer g h, YXX—2 RER (BB, #R) EFHER (VF714T7 K
BYD2OOFETIAVTFTFAA—DILBRETEES, AT FAAXA—DEBROMAZT TAR—
RODURDRNVICRTFTRDRENTEERT,

BERERBIRT S
Amazon ECR &, AT FHFAAX=DILBRITDLEHD 2 DDHFEEHR—KNLTVET,

TE—T REH (#2E)

IEX—REBEWF, A X—UH AmazonECRIC7'Y S 1&dhae, BE{LELZEBNICER
LET, cOFZEICKY, EYNTYTHFEEAEIhETET, NX—J REBRE., BEAEDT—
H—CHBENDT77O—FTT, FMICOVWTIE, "YR—TIJREF, 25RBLTLEETL,

FHER

FHEA TIE. Notation CLI & AWS Signer 7’594V ZFEALTA X—=JICBBELTH

5, AmazonECRICZY2 1L ET, CcOFETR, BER7O0CAZLYFHICHEBTE, 7Y
21— 70—DOABTAX—DICBEITIVLEN HBBIEEX., BEARL—a22ZEHH
PEHTZIHVENHDBRICERNTT, FMICOVTRK., "FHER, 283RBLTLKEEL,

ZRER

Amazon ECR A X—YBEZZ2EAT2HER. RORZEREITILENBYET,

c DIRZKNVIZRETNATVWERERZEE., VRZSKNUBEYDBRAX—2BOG—ERO#—2h07
VRhEhET, FBEE., VRSN IF—BRZEICAAXA—DIZH/LT1I2OTF7—FT14 779K
ELTAHIDRENET, FHICOVWTIE, "TAmazonECR DH—E AU #—%, #3BL TL
e L\,

c DIRSRKNVICVTIFPLUVAT—TATF7IORNDNEETSDES. AmazonECR Z4 74 U J)LKRD
—Fk, YT ITORMMA=DQHIBRD S 24 BEAULAICENSOT—T14 77 NEHEBWIZD
J)—>"Tv7LET,

BRALZERT S APl /N—= 3> 2015-09-21 92
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EEDAN-+

Amazon ECR Y %—2 RBHEIF, 41 X—T N Amazon ECRICT Y2 1& hiz& &2 AWS Signer &
FRALTEStBREERNTSHCET, AT FTFAX—2ZzBEBNICBRELET, chicky, 75
ATRNAOY =)L VAR =) LTRETIHEN BB, LYANUREELTEBREZ—T
BETEET,

Bl FR SR

NEX—D RBEEZRETSICE. 1 DLLLED SignerBR270O07 74N %258 9% Amazon ECR &£
ALTEBEREERERL., 77230 T, A X=DICBRITDVRDNVZEFIRIDIURDN) T 4
IWE—ZERLET, RETDE, AmazonECR YZX—Y RBREF, A X—2%27v2195IT
TATADIDEFEALTTYS1ENBEEIC, AX—JICEHEBWICEBELET.

NEZ—IY RBEEZRETIHIC, UTHABETT,

- BREEBRE/O77A4I)L —PBLEE1DOBEREEZER 7O 7ML ZERLET, BES
O77A4)i&, Amazon ECR TEREARL —2 3V ZRTIBLEHICEATES —END AWS
Signer JY—ATY, BETO77A)NZEATSE, AV TF A X —% AWS Lambda
F7O4NY RILBEDTI—RT—FA4 77O NBELTRIITEE T, K| 7077
ALV, BEIREBEETZYNTA—L, 7Y RT7#—LID. BLTZOMHOTZY K
74#—LBEEORBEREELET., LA, BEZOT77AILARN FIROKLSICRY ET:
arn:partition:signer:region:account-id:/signing-profiles/profile-name.,

c IAMTZ O EAHFTN — A X=2%7TY21935 IAM 7V NLICIE, BBET S Signer 2870
T77ANBLVBEETD ECRURDNIIZT IV LATBLEHICHER IAM T IV EAFATNf HE
T IAMZUINILOTATUoTATAR—ADRIS—ZZEL T, ECRURINUFAAXR
L—>3  EBREBRARL—ACOMADT IV EAFAZEDBIHENHYET., RDOKR
—Hlik, BEBTIOEAFAZRLTVET,

"Version": "2012-10-17",
"Statement": [
{

"Sid":"UploadSignaturePermissions",

"Effect":"Allow",

"Action":[
"ecr:CompletelLayerUpload",
"ecr:UploadLayerPart",
"ecr:InitiatelLayerUpload",
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Amazon ECR
"ecr:BatchCheckLayerAvailability",
"ecr:PutImage"
1,
"Resource":"arn:aws:ecr:region:account-id:repository/repository-name"
3,
{
"Sid": "SignPermissions",
"Effect": "Allow",
"Action": [
"signer:SignPayload"
1,
"Resource": "arn:aws:signer:region:account-id:/signing-profiles/signing-profile-
name"
}
]
}

Amazon ECRYX—Y REZZFEATR L, BEOBRIL—ILN (LZANIBHLZYEKX 10 fE) =24k
BRLUT, KYBHBEFIVFTABREZERTEET, LEAE, BROEILRNATSA4 2R
T, ENATSAUNBRETED VRSNV EFRTEERS, FIL—JIAT, ] 70774
ZREL, URDPRNVBT7AIINEZ—ZEBELET, FIiLWAX=DHF T v 1&dhsd &, Amazon

ECREAX—JIZEETERD BRI —NEBRTO77AMNIC—HLET., BHO—FNH 35

4. Amazon ECR BEHOERZZERLET,

(® Note
EEZZFEHTHRILL TE, Notation CLI ZA4 2 ARN—ILTRDURENHVET,

@ Note
Amazon ECR X %—2 REBHE ., AWS Signer ZEAL LIV THAX—JBEFRATEE
BRENTOAWS U—T 3 THEATEET.

FRIR S &

NEX— REBZERETDICEK, XOFBEICHVET, BREEZ7O7 74 IIANDODSHE% Amazon
ECRICIBML, #7230 T, A XA—JIBRITDURDSNUEFHIRTZD 7/ EF—%ZEELE

9o
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AWS X R X N2 —=)

ZEALTINR—D REBEZREITDICE., ROFIEICHWVWET AWS YRI X NIV Y —
o

1. Amazon ECR OV —IZHEE T, EAOFES—>3aRA(UT, TTAR—=KLTRA
N, BEECRRE, YZX—D REBZEZERLET,

2. L=ILOBER—IT, L—IOEHZERLET,

3. BRE/OAJ7AIR=D0 "BEETOT7AIOBIRAWS ; T, "#iLLVAWS BEE

707740 0OER) Z2BRL, Z7O77AIILEBZANL, AT TEROEMDHBZ
ZELET, PAIN] ZEBRLET,

4. TT7ANR—IR=20 "TDRZRNVUDIEBIR, OTIC, VDIRZNVZBT714I)ILR2—EADLE
T, (AN ZBIRLF T,

5. MBREERR—TT, AAMLEAWS BEEZETOT77AINEVRSNIBT AN —%HER
LET, IXTELLVFER., RE ZBIRLET,

AWS CLI
RNEF—IJRBEZHREITSICE, XOAWSCLI OXY RZFEALET,
« BEL-IILZEKTS

EE®70O774) ARN Z2FEAL TEEBREZRBLET, RONBZEC ISONT 7SI %

ERLET,
{
"rules": [
{

"signingProfileArn": "arn:aws:signer:region:account-id:/signing-
profiles/profile-name",
"repositoryFilters": [
{
"filter": "test*",
"filterType": "WILDCARD_MATCH"
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R, WFOORY RZERITLET,

aws ecr --region region \
put-signing-configuration \
--signing-configuration file://signing-config.json

EZRTEEZEUAPILARY AN RRENET,
- BEREEZRTTD

EEREZHRELEY,

aws ecr --region region \
get-signing-configuration

EEAREZEC APILAR AN RTENET,
° 4x_/§%17 QZEﬁEWL,\

AX=D7VRDRNIVIZTYZALET, FIAE, ROKSICHEYET,

dockex pull ubuntu

IMAGE_NAME="account-id.dkr.ecr.region.amazonaws.com/repository-name"
IMAGE_TAG="${IMAGE_NAME}:test-1"

docker tag ubuntu $IMAGE_TAG
docker push $IMAGE_TAG

Tv2alLis, AX=DRT%ZFERLTBRAT—RAZERELET,

aws ecr --region region \
describe-image-signing-status \
--repository-name repository-name \
--image-id imageTag=test-1

VRNV ENFBERETERENLEVRINITAIINE—E—HTBEE. APILAKRVA
ICBBAT —RANRTRENETT, AT—RAFRHNTRIE, BEEN 'J7J'3"/I\U(,:7°‘y:/1'c’f
nEd,

- BEEREZHIKRTS
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EEREZHIRLET,

aws ecr --region region \
delete-signing-configuration

HIRENI=BEREZESE API LARY AN RTRENET,

ZREHE

NER—IREBRZLLR., AOFIREHENERAEINET,

« VJARAV—=2 3 EERYR—REATVERA —FE7O7 74 Amazon ECR LT A~
DEFULD =232V IlH2BENBYNET, $2V—2320FF7O07 74 ZEAL T, BlO
V=232V ICHBLIARNIADAA-—JIZBEITDEETEREA,

« VJAARAT AV REBENFYR—PFEAhTVET —BRF7O07 74, AmazonECRL AR
EWREBRBDTHIVKNIBHETEEF T, chlckY), BEBEB|R7O07 74/ 2—TEBL AN
5, MOTHI NORRENEATEDRSICEYET, FHMICOWTIE, T AWS Signer X
AOYN—HA4 K, O "BEEOVOATHIRNBRERETS1 2RLTEEL,

- BRERERTEFLA —BRABLBETALLRTER LA, BETEDORIV T A X—
SOZTT,

EBDORAL

AT FAX—=DICEBELES, BREERIEL T, A A=A BTAETNRTHEST, EETED Y —
ADSNENTHRDERERTEET, AmazonECR &, BEZRIITHEHOVK 2ANDEZE
BEHR—KNLTVWET,

Amazon EKS IC kB Y X—< R#EE

Amazon EKS l&, BEN0EBRIEDZODRA T 1 THREERMBMLET. Amazon EKS VT AZ—
TEERIZRETSE, AVTTOERTEHFAITSDEIC, Y—ERIZK > TAX—FENF B8N
ICREEEhET, BERIMOBREOFHMICOVTIE, "Amazon EKS 1—H—HA K, © "F7O

ARICAVTFIAAXA=—DVOERZRIAT S ZSRLTLEEL,
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Amazon ECS M Lambda 7 RXv>a> > N NO—F—

Amazon ECS (Cld, T —EADOF7OARICHAARAZLAOD Y VEERTTEDLSICTAHH—EA
FATHAOLT Y ONFABEENTVET, chsn7v o, F7O0/7O0CLAOBENERT
AWS Lambda B2 NV H—T&E 2L, Y—ERAOBHBRZFTIZEICAVTTFAA—TDESR
ERIETEET, FMICOVTE, " AWS Signer RO Y /N—HA Ry ® "Amazon ECS © 1>
THAX—TDEEO®KI) ZZRLUTSEZL,

Notation CLI |Z & 2 FE)#&Er

Notation CLI ZFEAL TERZFHTRILTEE T, COFETE. O—NWIND U REFKRIIERE
(Z Notation CLI Z4 2V ARN—J)LUTERETHDHLEN HV) ET, Notation CLI ZFERAL TA X—2 &k
AT HFMEFIECOWVWTIEE., TAWS Signer FROY/N—HA R, ® "BRFEZICO—HILTA X—
TEBIETH, 2ZRLTEEV,

Notation 754 7> NDOFRILZEERET S

Notation CLI ZFEAL TFBBR X R EREZFH TRILT HHFSF. Amazon ECR ICX L TFRE
TZ3&KSIZ Notation V54T N ERETHIHENHVY ET, Notaton V54T REAVA
R=ILULEDOERUKRANI Docker 1 2 AR—ILENTWBIESE, Notation Tld Docker 75 A
ToRTHEAENDOEFURIMAENBRAETNET, Docker AV Rlogin& logout AN
I\'C(.i Notation OY > Rsign& verify AN RAEURRGLIFERZ A TE . Notation Z &35!I

WAL TBDVLEEH V) EH A, Notation V54 7> NOFRREEREDEEMIZC DWW TIE, Notary Project R
F 1 X2 h® TAuthenticate with OCl-compliant registries ;1 ZZ8RL T<E& L\,

Docker X Docker RAIEHREZFEA T2 T0MOY —ILZFEAL TV EVESIE, RIEHRA I\ )

L T Amazon ECR Docker FRAIEBRANN—ZFEATED & Z2HEH L EF T, Amazon ECR 7
BEBANN—DOA VAR ERERZEOFMCOVWTE. "Amazon ECR Docker F2&E F*E/\)Iz
N—) EBRLTLEE L,

FEER

FHER TIE. Notation CLI & AWS Signer 7’574V ZFEAL TA X—=JICBBZLTH

5, AmazonECRICZ'Y 2 1L Ed, COFETR., BRE7OCRZLYFHHICHBTE, 7Y
21— T70—OABTAX=—DICBEIDIVLEN HBBIEEX. BEARL—TavzZEHir<
ST 2 HEN HDBEICERNTT,
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Notation CLI & ZFERALTAVTFA X—JICEBR T B FMAFIEIC DLV T AWS Signer, T
AWS Signer *AXO Y /N\—H 4 K3 ® "Sign container images in Signery 8Kk TBEERNEY U, &
SRBLTLEEV,

BB SR AF

FIRTDICE., ATORNRRGZBLELTHBBENFHYET,

s AWSCLIOBFI/N—23a N1 ARN=)Leh, RESNTVWS, FMHAICOVWTE., TAWS
Command Line Interface 1—%—7H4 Ry @ TAWS CLIOHEH/N\—>23a >4 AM—=I)LEkF
Ei, 2SRLTSEEL,

+ Notation CLI & Notation /i AWS Signer 7’574 &4 2 AR=)ILLET, FHHICOVTIE,
TAWS Signer RO Y /N\—H A K4 ® "Prerequisites for signing container images; 228 L T
<EEEL,
« BEIRAVTTFHFAAXA—T% AmazonECR 7 ARXR—KNURD NUICRELET, FMEICOVWT
&, TAmazon ECR Z7ZANXR—=RURIZRIANDAX—20T V21, ZBRLUTLKEZL,
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Amazon ECR TAX—2ZAF Y LTY 7 NI TS
HEAZVAFANDS

AmazonECR A X—RAF vy &2ERATRE, VT FAX—CHRAOY TN ITHRBUEZRET
EFET, RODAF YU RATHFRBEATVET,

/A Important

ERAF YD EERAF YO ZYYEAD L, UAIICEBIEhEAF Y O ERATELL
BYNVET, AFVTZHERETIHVENfBYVET, £EL, LEIOAF Y RALTICRT
t ﬁiéh’ux#ﬁ/b\ﬁﬁﬁ—]ﬁb t—’&”gsj-o

(® Note
—NATENEAARA—DRBARAFYOTEEEA, T—HATENEAX—DF, AF v
FTRHICETITIVENHYVET, AX—SOT7—HDATEETOFRICOVTRE., T, #&
BB TLEFEVWAmazon ECR TOAX—0T7 —Hh4 7,

« #E5R AF ¥ > — Amazon ECR (& Amazon Inspector £fEEaEh, YRS N O BEB#GEN R AT ¥
VERBLET, AT FAX=—2R, ARL—TFTA VIV ATALAETOAVSZVIEBNY T —
SOEFORB/BHEICOVWTAF Y EhET, FLVRBUENI RETDE, AF v U ERNFIEHE
f1. Amazon Inspector I& EventBridge ICA R M ZRITLTI—H—ICBHLE T, HLRAF ¥
VTR, UTHARMHEEhET,

c OSBLUOZ7OJZZIVIERONYT—TICET DM,
c 2DDAFYUHE: TYIARAF YO EHENAE Y,

« BEARRAF ¥> - Amazon ECR (&, Hi@BAEFEMEFEEIF (CVES) T—XX—AZEA = AWS XA T 4

7?7/D9—Eﬁmbfsﬂkb —FTAVIATLADREEEAF Y LET,

R=IYDAFYOTR, T7YPIBICAFYUTBRESICURS NI ERELET,. FHAFV
VEETITBDE AMazon ECRICEK 2 TAF Y UHRD) AN R hET, EXAF YT
&, ATHAREHEEhET,

« OSAF¥+>
c 2DDAFYUHE: FHAF Y ETYIIBAF Y,
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/A Important

# L W/X\—= 3> ® Amazon ECR Basic Scanning Tld, AF¥ v EREZEIT LD

|\C DescribeImages API L A7R>A®M imageScanFindingsSummary B &
imageScanStatus BMZEALEEA. KDV IC. DescribeImageScanFindings
APl ZEAL TS EETV, FMICDOWTIE, "DescribeImageScanFindings, 258
LTLEZL,

Amazon ECR TAF Y>3 URD NI ZRBIRTD 007 1)L
9_

T7ZAR=KLIDPANIEHTRAA—DAF YV EZRETIRICE, 71 E2—ZFEALTAF ¥
VEBRURISKN)ZBIRTERT,

BERXAF Y+ UNFERAENATVWREEE, Y2171 E—TAF Y2 EELT, iLLWAX=D
F7YVDAENLEBICAAXN—DAF YV ZERTITDELIICERECNDURDNUZEETEERT,
TYDABOERFINBEAF Y AF Y TAI)NEZ—IC—HBLABEVIURD NI, FBAF Y HEEIC
BMEENET, 2FVY, AF VY 2ERTITDICE, AFVYZ2FETRNIIT—FBIRENfHVET,

BILAF ¥ UAEAEChTVRHER. 7Y 1HOAF Y EERAT Y ALCHZO7 1 )L2—
ZEETEET, IRAF Y7 1I)LEX—IC—BULABWURDSNUTR, AF v FEMICHEYE
T, ILRAF Y ZFAL, BROT7ALEZ—DRAVCVRDNIIC—HRITRTYIIRAF Y &E
BAFXYICAZD 71N EZ—%2EETDE, AMazonECRIETFDVRSNUDAF Y AT Y
171N E—ICRUTEBAF Y 71N EZ—ZEBALET,

JZANZ—=DTAI)L RA—R

7ALNA—BRIEETBE, DALRD—REBEFBVTANE—|, TOTALZ—EBLTRTO
URDRUBE—BLET. TAILRA—R () EBET/LEZ—E, URISNUBOEOXFLE
OXFEDAINRD—RTBERIBDEBOURI NUBE—RLET,

ROKIZ, VRS NUBZEEIIRL, 71 2—0OFlZHREICIEETSHERLET,
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prod repo-prod prod-repo repo-prod- prodrepo
repo
prod (&0 (&0 (& O (&L (&L
*prod (&L »H) L L WOz
prod* (& W L ) L (& W
*prod* (& LY (& LY (& LY (& W (& W
prod*repo ARV~ ZL ) ZL (& W

AmazonECR TOS &7 O J05EZE0/N\NYT—> OEsEH
BRANDEODAAX—ZDODAF Y

Amazon ECRLERAF v ik, AV TFA X =D ORBUAF v > Z1R M TS Amazon Inspector &
NDHEETT, AVTFAX=2DR, ARL—FTA VI ATALAETOAVZIVIEBNYT—20OW
FORBEICOVWTAF Y EahET, AF ¥ 0FERIE. Amazon ECR & Amazon Inspector Ol
FTEERTTEET, Amazon Inspector MFFMHIC DL Tk, Amazon Inspector 1—H'—7H 4 R®

Scanning container images with Amazon Inspector ZZ8B L T & L\,

HERAF v TR, BBEGEAF Y BRICEBRIBDVARIRNVE, TYDIRBICAF Y TEILSIC
BEIBDVRINIVZERTERY, chiF, AF VYT MINE—ZRETDEILI2TITOIE
9o

HRAF Y DERSEIE

Amazon ECR#LRAF ¥ 2 BT BHEIIC, UTORICDOVWTEEBLTLSEZL,

« COMBEZEFRATSHIC Amazon ECR IZEMBZEADPYWERBAN, /A X—TZAFY2TB
7= |2 Amazon Inspector D EEN ANV ET, < O¥EEFE. Amazon Inspector ' HR—KEhT
WBFRTOU—VaVTHATEST., BEICOLTE, UTFESBL T &,

« Amazon Inspector D& — Amazon Inspector D F &,
« Amazon Inspector YA R—hEhTWBd)—23> - =23 ET 2 REKRAU R,

« Amazon ECR #i58R A ¥ ¥ > l&, Amazon EKS & Amazon ECS TA X—JHFEDKSICERAE h
BN ERLET, AXA—HREICEASNE-AEERIEL, FAXA—SEFEHTZIISAZ—0
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BEBETEET. cOBRE. 7IOT17ICEATATVR A XD ORBEHEEICELIENEZ
BETDDICKIEET, MiL<KRHEThIERBUEOZEEZZTHIAEMOHDIIVTAX—ZTE
<YM TEERT, chSDEHREVITIANLTLARIAZRTTDHEOFHEMIC OWVWTIEE,
MDescribeImageScanFindingsy Z#3BL TS EE L,

« Amazon Inspector CRBFEDARL —T A VIS ATLOAF YUY R—KNEhhET, BEE2X
) ANIDVWTIE, Amazon Inspector 1—H'—H A4 KD "HR—KrEhTVWBEAXRL—FT12T
AT A -Amazon ECR AF v ZZRL TS EE L,

« Amazon Inspector &, H—ERICU>V&cniz IAMO—/ILZEALET, coO—)Lik, UR
DRVICHRTRILRAF Y ETSOICMSBRT VEAFTZRMHLET, 754/ XRK—KLDA
RUTHRAF Y A AICBELTVWBEE, Y —ERIZU V& iz IAM O—J)LIEE Amazon
Inspector ICK > TEEWICERENET, FHMICOWTIEE. "Amazon Inspector 1—H'—H A
Ry @ "Amazon Inspector TOH—EAICD V0 iO—ILOERA Z5RBLTSEEL,

s T7TAR—KNLZAN)DHIRAF v 2R AICEMICT S E. Amazon Inspector &, 1 X—
TYDARALARTICESVT, BE14 BEIC AmazonECRICT'Y 2 1E N/ X—2D
AERBLET. TVEMBRIE SCAN_ELIGIBILITY_EXPIRED AF ¥ AT—RAIILKYET,
NS OEH%Z Amazon Inspector TAF ¥ LEWHERK, VRS NJUICBET Y 1932 H4E
FHYET,

« Amazon ECR 72 A RXR—=KLZANUTHRAF Y O HFAFICBE2TVBRIFEE, AFv>271)
A—IC—HITBDIVRDRNVE, ILRAF YDA EFEALTAF Y ENET, 71ILEZ—E—H
LBVWDRDNUDAF v U HHER Off THY., AFvEanEHA, HiRAF Y Z2FEAL L
FEAF Y REYR—RNEAhTOWERA, FHICOVWTEK, TAmazon ECR TAF v 9% R
DRV ZEBRTDEODTAI)NEZ—1 Z2ZSRLTLSEEV,

s BEOT7AINEZ—DELVRSRKNIIC—BRHTEZTYIIBAF Y EEBHEAF Y ICRCDT 1)L
B—ZEETDE, AMazonECRBEZEDQURD NUDAF YA 7Y 21714 )2 —ICHLT
ERAF Y7 E2—Z2ZEALET,

c WERAF YN AVIZBODTVRIFE, URDZKNUDAF v VHEENEEE NS E, Amazon
ECR (& EventBridge [C4 X M &ZIEEL EFF. Amazon Inspector i&, FIHIAF ¥ U HFETLEE
B BRPAMX—DAF v U BERNIMEK. BF, ELEALUSHhI-&EIC, EventBridge 24 X
NZERITLET,

Amazon Inspector TO A X— QHLRAF ¥ B OLEE

ERAF Y 2B/ LU R, AmazonECR I, BREShAEHE., il Ty aicshikA X—>
EEHELTAF Y LET, F77I) MTIE. Amazon Inspector (&4 X—J K BIBRE 2 H, LR
AF Y UNEMIBDZIETIURSNIZEZRIVILET, REOD_Z—XICEHHE T, Amazon

HRAF Y OHEZLETS APl /N—2 32 2015-09-21 103


https://docs.aws.amazon.com//AmazonECR/latest/APIReference/API_DescribeImageScanFindings.html
https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-os
https://docs.aws.amazon.com/inspector/latest/user/supported.html#supported-os
https://docs.aws.amazon.com/inspector/latest/user/using-service-linked-roles.html

Amazon ECR d—H¥—HAR

Inspector AV —=)LT7 Yy > 1 HOHE (HRAEMHBE) EBAF v HBEOWAZRETEEXT,
DR NVDOAF ¥ BB BBTRE, AF¥F v AT—R AL SCAN_ELIGIBILITY_EXPIRED
ERRENFET, Amazon Inspector T Amazon ECR DB AF v BB OREDFEMIC OV TR,

T Amazon Inspector 1—H%'—2H 4 K3 ® "Configuring the Amazon ECR re-scan durationy ZZ 8L
TLEEW,

Amazon ECR TOHLRAF ¥ ICHER IAM 7O AHFTA

Amazon ECR #L5RAF ¥ >/ IZI&. Amazon Inspector H—ERAICU > V& iz IAM O—I)LAME
TY, Flo, LRAF Y Z2BMUEBROCERATBIAM T NILICEK, AF v TRER
Amazon Inspector APl ZF O H T T IV AT TN BETT, T7TARXR—KNLZANUTIERAF ¥
ONF B2 TVWBIEE,. Amazon Inspector H—E AU > & iz IAM O—JLIE Amazon
Inspector IC&k 2 THEIMICERENET, FHMICDOVWTIE, Amazon Inspector 1—H—H A R®D
Amazon Inspector TOH—ERICU > JZhiO—-I)LOFERA Z22RLTEZ L,

RO IAMRD) S —F, IRAF Y OBMLEFRICAERT IV LAFIZNELET, il
l&. Amazon Inspector A —ERAICU Iz IAMO—I)LZERT D EHICHELRT IEAFH
A, BLRTEERAF Y ZFAEERFAFAT7ICLT, BRTAF v+ U EROEEICHER Amazon
Inspector APl DT VEAHFANEENET,

JSON

"Version":"2012-10-17",
"Statement": [
{

"Effect": "Allow",

"Action": [
"inspector2:Enable"”,
"inspector2:Disable",
"inspector2:ListFindings",
"inspector2:ListAccountPermissions”,
"inspector2:ListCoverage"

1,

"Resource": "*"

"Effect": "Allow",
"Action": "iam:CreateServicelLinkedRole",
"Resource": "*",
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"Condition": {
"StringEquals": {
"jam:AWSServiceName": [
"inspector2.amazonaws.com"

1

Amazon ECR TOA X— QR AF ¥ DERE

TSAR—RLYANUICRTBILBERAF v >R U—Ja 2 EICBRELET,

HRAF VY ZRETDLODOEYE IAM T IV EAFAZFE >TVD L ZHFBLET., FMICD

L\TL;\

CAmazon ECR TOIRAF ¥ ICHER IAM 7O AR, 28BLTLSEET,

AWS XXX N2V —=)L

TZAR=KNLIZANIIENTRILRAF Y EZFICTHFIE

1.

2
3.
4

https://console.aws.amazon.com/ecr/repositories T Amazon ECR A2V — )L ZBHE X T,
FTETF—=23N—H5, AF VY UREEREITDV—23ZERLET,
FTEF—23URADT, [TFAR—RLZARMI] ZEBRL, RIC[BRE] ZBRLET,

[Scanning configuration] (A¥F ¥ > E&TE) R—Z M [Scan type] (AF ¥ > 241 7))
T. [Enhanced scanning] (ILERAF ¥ >) Z&IRLE T,

T7#IIRNTR, BLRAF ¥ ] ZBRLIEBE, IXTOURI NUAFBENICAF v>
ENET,

BEDOURD M) ZBRL TRENICAF Y2 I3ICE, [TRXTOURD M) ZREICA
FYUIBRIRYIREZIVTLT, 74N E—ZERLET,

/A Important
DAIRA—REZEXBVTAINEZ—F, TOTAINEZ—ZSCINTOIRD b

VEE—HLET, JMILRA—R ) ZBE7 12—, VR KNJEOEOX
FUEDOXFNF DAL RA—RTEEBRASNDURSNIBE—BLET, 71
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X—OEBEDOHICOVWTIE., Tthesectioncalled “7 A IINEZ—DDAIINRH—R", %
SBLTLSEEL,

a. URZKNUBZRIZEIWTT714IIE—ZAHL., [74I)2—0EM ZBRLET,
b. AX=HFTV21EhEEEIARAFYUIRURDNIUZRELET,
c TYVARICIRNTOURDRNIVEZRAF Y FRICR, [TY2IRICINTOURD
NUZAF Y292 ZEBRLET,

c BEOURSNVEBRULTT Y IRBICAF Y TBICEK. VRS NUZICEDSW
T74NE—"ADL, [714IILE2—DEM #ZBIRLET,

6. [REF ZEBRLZET.
7. HRAF Y Z2FICTRI—Ta>lell, ChSDOFIRZRYIELET,

AWS CLI

RO AWS CLIONY REFEAL T, ZFALTTZAXR—RNLZANYDILERAF ¥ Z2F 3
ICUETAWSCLIe AF ¥+ 712 —F, rulesA7PTINEEALTEELET,

 put-registry-scanning-configuration (AWS CLI)

ROBITE, T7FAR—=RNLZANIDILRAF Y ZAIZLET, T7FIRT
&, rules A"IEEETNTVWAEVIES. AMazonECR EFTXRTOURSKNUDAF ¥ U BRESR
MEEAF Y ICERELET,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--region us-east-2

ROBITlE, T7TAR=RNLZANIDILRAF YA ICLT, AF Y714 ) 2—%EE
LET. CcOBOAF YT 1) E2—E, BEIC prod FEFEFNDITNTOURD N O#ELE
AXY>22FICLET,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \
--rules '[{"repositoryFilters" : [{"filter":"prod","filterType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"}]1' \
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--region us-east-2

ROBITRE, T7ZARXR=—RNLPAN)DILRAF Y ZFICLT, BRORFYT 1)L
Z—ZEBELET. COBIDAF YT 4I)LE—E, B prod " EENDINTDOURD

N)DBBRAF Y ZFIZLT, OITXTOURDSKNIVICRULTRT Y IHOKAF ¥
JRFVICLET,

aws ecr put-registry-scanning-configuration \
--scan-type ENHANCED \

--rules '[{"repositoryFiltexrs" : [{"filtexr":"prod","filtexrType" :
"WILDCARD"}],"scanFrequency" : "CONTINUOUS_SCAN"},{"repositoryFiltexrs" :

[{"filtex":"*","filtexType" : "WILDCARD"}],"scanFrequency" : "SCAN_ON_PUSH"}]1' \
--region us-west-2

Amazon ECR OHLRAF ¥ 2 ICDVWTIEEE b EventBridge 1 X2 b

HERAF Y O AICBEL2TVREE, VRSNV ODAF YV EENZEE NS E, Amazon ECR
(& EventBridge A X2 N&IEEFEL £9, Amazon Inspector I&, FIHIAF Y O HFETLEEE, &

KOPAX=DAF ¥ UBERNER,. EF. FLEBAUShIZEZEIC, EventBridge IC AR NZEIEE
LET,

VRSNV DAF Y VBEEOEEICETZAARY N

LZARNUTHRAF Y ONFFAICBES>TVEES, IWRAF YA FICHE2>TVWBUY—ATE
ETDE, AmazonECRASKDARY MEFENET, ChnlZlE. FILWURD N OER.

DIRSNVDAF Y UHENDEE, FLERIRAF YN A ICBE2>TVBIVRINITOAX—=D
DERELFHIBRNAEENE T, FMICOVWTIEE., "AmazonECR TAX—J&AF vy LTY 7
ROITHBEEANZVAFAND ) Z28BLTLSEEL,

"version": "Q",
"id": "@cl18352a-a4d4-6853-ef53-0abEXAMPLE",

"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",
"time": "2021-10-14T20:53:467",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
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"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
},
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
},
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
1,

"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

}
}

NHAXR—DAF Y DARY N HERAF ¥ 2)

LZARNUTHRAF YN T ICBE2DTVBEHE, A X—JAF vy A TETTHE, Amazon
Inspector ICKR D2 TUTDA R MFEFENET, finding-severity-counts /NT X —& &,
EEELARIINFETZEEICOK, TOEERLET, LEXE, 41 X—2 (2 CRITICAL LAX
IOERFEENTVEVEE, EEEOAVY NERENEL A, FHFHICOWVWTIEE. TAmazon
ECRTOS £7O9ZZVIJERBOINY T—CDMBERERARNDLEDDAX—D0RF Y, &S
BLTLSESL,

AR RNE—=2:

{
"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Scan"]
}
& 161
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"version": "Q",

"id": "739c0d3c-4f02-85c7-5a88-94a9EXAMPLE",

"detail-type": "Inspector2 Scan",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:03:16Z",

"region": "us-east-2",

"resources": [
"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample"

1,
"detail": {
"scan-status": "INITIAL_SCAN_COMPLETE",
"repository-name": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/

amazon-ecs-sample",
"finding-severity-counts": {
"CRITICAL": 7,

"HIGH": 61,
"MEDIUM": 62,
"TOTAL": 158

3,
"image-digest":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",
"image-tags": [
"latest"

AARA=—DAF Y O HROEFHOANR N HERAF ¥ )

LZARNDTHRAF YN T ICB2TVBREE, A X—DRAXF Y UBERNMER. EF. &2

FELU SN % &, Amazon Inspector ICK 2 THUTOARY RFEBEINET, FHHAICOVWTIE.

FAmazon ECR TOS 7O S JEBZBONY T—CORBUEEFARNDIEODDAX—TDA
v, BBBRLTLEEL,

ARV RNNE=2:

"source": ["aws.inspector2"],
"detail-type": ["Inspector2 Finding"]
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61

"version": "Q",

"id": "42dbea55-45ad-b2b4-87a8-afaEXAMPLE",

"detail-type": "Inspector2 Finding",

"source": "aws.inspector2",

"account": "123456789012",

"time": "2021-12-03T18:02:307",

"region": "us-east-2",

"resources": [

"arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-sample/

sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77eEXAMPLE"

1,

"detail": {

"awsAccountId": "123456789012",

"description": "In libssh2 v1.9.0 and earlier versions, the SSH_MSG_DISCONNECT
logic in packet.c has an integer overflow in a bounds check, enabling an attacker to
specify an arbitrary (out-of-bounds) offset for a subsequent memory read. A crafted
SSH server may be able to disclose sensitive information or cause a denial of service
condition on the client system when a user connects to the server.",

"findingArn": "arn:aws:inspector2:us-east-2:123456789012:finding/

be674aaddd@f75ac632055EXAMPLE",

"firstObservedAt": "Dec 3, 2021, 6:02:30 PM",

"inspectorScore": 6.5,

"inspectorScoreDetails": {

"adjustedCvss": {
"adjustments": [],
"cvssSource": "REDHAT_CVE",
"score": 6.5,
"scoreSource": "REDHAT_CVE",
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"version": "3.0"

I

"lastObservedAt": "Dec 3, 2021, 6:02:30 PM",

"packageVulnerabilityDetails": {

"cvss": [
{

"baseScore": 6.5,
"scoringVector": "CVSS:3.0/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:N",
"source": "REDHAT_CVE",
"version": "3.0"

}I
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{
"baseScore": 5.8,
"scoringVector": "AV:N/AC:M/Au:N/C:P/I:N/A:P",
"source": "NVD",
"version": "2.0"
.
{
"baseScore": 8.1,
"scoringVector": "CVSS:3.1/AV:N/AC:L/PR:N/UI:R/S:U/C:H/I:N/A:H",
"source": "NVD",
"version": "3.1"
}

1,
"referenceUrls": [
"https://access.redhat.com/errata/RHSA-2020:3915"
1,
"source": "REDHAT_CVE",
"sourceUrl": "https://access.redhat.com/security/cve/CVE-2019-17498",
"vendorCreatedAt": "Oct 16, 2019, 12:00:00 AM",
"vendorSeverity": "Moderate",
"vulnerabilityId": "CVE-2019-17498",
"vulnerablePackages": [
{
"arch": "X86_64",
"epoch": 0,
"name": "libssh2",
"packageManager": "0S",
"release": "12.amzn2.2",
"sourcelLayerHash":
"sha256:72d97abdfae3b3c933ff41e39779cc72853d7bd9dc1e4800c5294dEXAMPLE",
"version": "1.4.3"

I
"remediation": {
"recommendation": {
"text": "Update all packages in the vulnerable packages section to
their latest versions."
}
I
"resources": [
{
"details": {
"awsEcrContainerImage": {
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"architecture": "amd64",
"imageHash":
"sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77e5EXAMPLE",

"imageTags": [

"latest"
1,
"platform": "AMAZON_LINUX_2",
"pushedAt": "Dec 3, 2021, 6:02:13 PM",
"lastInUseAt": "Dec 3, 2021, 6:02:13 PM",
"inUseCount": 1,
"registry": "123456789012",
"repositoryName": "amazon/amazon-ecs-sample"

.

"id": "arn:aws:ecr:us-east-2:123456789012:repository/amazon/amazon-ecs-
sample/sha256:36c7b282abd0186e01419f2e58743e1bf635808231049bbc9d77EXAMPLE",

"partition": "N/A",

"region": "N/A",

"type": "AWS_ECR_CONTAINER_IMAGE"

1,

"severity": "MEDIUM",

"status": "ACTIVE",

"title": "CVE-2019-17498 - libssh2",
"type": "PACKAGE_VULNERABILITY",
"updatedAt": "Dec 3, 2021, 6:02:30 PM"

Amazon ECR TOHRAF ¥ OFEROES

BRRICETUEHRAA—DAF Y OORAFT Y URERZEEL. TOFEEZ Amazon Inspector T B
WTHBZRRETEET, REShEY 7 NI T7HRSEMEN, HBMREMERBF (CVE) TF—2X—
ACEIKEXREHRICUARNEIFTT,

AX—DEAF Y UI2BRO—MRNEEEORNZ TN 1—FT A TOFMICOVW TR, "Amazon
ECRTDAA=—DAF Y ORTTNII-FT42T, ZBRLTLEE L,

AWS XRI X N2 —=)

AWS YXRIXYROAVY =) ZHEALTAA—DAF YO ORBRZMBIZDFIREGF. XROEH
VT,
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AX—DAF Y OERZEE IS FIR

1. Amazon ECR 12V —JL (https://console.aws.amazon.com/ecr/) ZB & £ 7,

2. TETF—>3UN=n5, URDZNIUFHD V-3 ZERLET,

3. FEZ—232RA2T, [Repositories] ZEIRL £T,

4. VRZKNIR=IT, AF v+ VERZMBIZDAA—TZBCVRINIZBRLET,

5, [MX=DIR=DDAX=TRIIHT, AF YU RREZMBIDRVRDAXA—DRT %R

RULET,
6. Amazon Inspector IV — )L CEHMZERTITBHICE, [BE] FITHRBEOBINZERL E
¥,
AWS CLI

RO AWSCLI AN RZFAL T, ZFALTAX—CAF+ O OBREMBLET AWS
CLl, imageTag £/l imageDigest ZFEAL TAX—JZIEETEET, EE50M X—D
£ list-images CLI N> RZFEAL TEBTEET,

+ describe-image-scan-findings (AWS CLI)

ROBITRE, AX=—D2T2FERALTVET,

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageTag=tag_name \
--region us-east-2

ROBITRE, AXA—DHADITAREFEALTVET,

aws ecr describe-image-scan-findings \
--repository-name name \
--image-id imageDigest=sha256_hash \
--region us-east-2
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Amazon ECR TA X—2ZAF ¥ 2L T OS EsstEAN B WA AN
%

Amazon ECR BERXRAF ¥+ > Tk, AWSRA T4 770 /02—2FALTIVTFA A=A
FryoL, VINIJITOMBUEZANE T, RV IRAF vy Uk, " BOBARL—FT12T>
ATLDEBEVEY NTHESEMEZKREL, 50 ZBAST—32 71— RZFEL T, —BOKRSEM
EEH (CVEs) DBRHEFERZERLET, ChsDY—ARILK, ROA—OEF2UFTA T RNAY
), =27 14—R, BRAVTIDI VA7 41— R, BRBHEET—FX—A (NVD), MITRE %&
ENFHYIERT,

Amazon ECREEXZAF vk, "U—U 3 AWS BIOH—E A, IZEHEETVWDIXRTO —
oIAVTHR—RENTVET,

Amazon ECR Tld, 7Y7ARNU—ALADOF1ANIEI—232Y—AN S5O CVE DEEENFEH
TNET (FATELES). ThUNDFER. HBEMRFEETMES A7 4L (CVSS) DAATHFFERAE
NEJ, CVYSSAOA7IF. NVD ISt N EAETFMMAZRBIALOICHERATEE T, FHICOVT
. "NVDifESBEMnERE,, Z28BLTILEEV,

Amazon ECREARAF v > Tk, 7Y I1BICAF Y ITRVRSNIUEBETS 714IILE2—H1Y
R—=RENTVET, Z7V2IBOAF Y TAINRX—E—BULBVWURDKNIE, FEIRF Y E
BILREENET, 2FY., AF VYV EZFHTHRIBDMLENBVET, 1 X—JEF 24 BB &I
1EAFYUTEERT, 24 BEICE,. ROVOTYIIHAF Y (REETIATVRIEHEE) EITXTO
FHAF Y UONFEENET, EXAF YO TR, FEOL AN T 24 BEEH 7= V) &K 100,000 &
DAX—TZBAXYTEERT,

BBRICETULEAAXA—DAF YO ORRE, FEAAXA—DICHLTEHBTEET, I X—TJAF v
NET $3E. Amazon ECR Ik Amazon EventBridge ic A X R ZEELE T, FHMICOVTIEE,
FAmazon ECR 4/ X2 ~ & EventBridge; ZZ8BL T &L\,

BEXAX Y2 OARL—FT AT AT LDODHTR—K

EFIVTADORARNTZTOTARELT, EEMENBANLYDOLEHIZ, HR—KEhTW
BDN=232OARL—TFTA VI ATLEREVGRGITAD L ZEHOLET, ROFA—DKR) D —
IRV, YR—MFRTUEARL—TFTAVIDATLRNY FILLBDEFHFTHONELS Y, <
NZE, FLLEFIVFTATRNAHFVEVD) —RENBLBYET, c5I1C, FEZZTHANX
L—FT AT AT LN EBEYR—KNRTIRDE, BFEOEFIVUT AT RN ErEERE
71—RASHIBRTBIRIA—EHYET, TAARNIELI—2IVICR/ITEIR A —OHR—KN
B<7xBd &, Amazon ECR EMESBHENDAF ¥ ZHR—MLUB< BB UM BV ET, TR—K
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FRTUEARL—TFT AT AT ALIZKHL T Amazon ECR "R L EHFERICOV T, 1BHREM
DERTOXMALTLKEEV, YR—REATWVWEARL—TFT A VI ATLEN—2IVOTES
BUYABMIDOWTIE, Amazon Inspector I—H—HA R, O "HR—KREhTVBIARL—FT 1>
U2 AT L - Amazon Inspector AF ¥ ZZB LU T EE&E L\, Amazon Inspector

Amazon ECR TOAX—J DELERAF v DERTE

Amazon ECR Tk, F7 AR TIXRTODTTAR—=RNLZARNIICRTDERRAF Y DN F I
BO2TVWET, TOLESD, 7T7AR—=RNLZANJODAF Y UREZZELTVERITAE, EXXA
FYEAVICTRIHMEREHYYEB A

ROFEZFEAL T, 1 2ULEOT Y 1IBAF Y T M) E—ZERTEET,

T7ZAR—=KNLPZANUDEERAF Y ZAICTBFIE

1. https://console.aws.amazon.com/ecr/private-registry/repositories T Amazon ECR J2V — )L %
REXT,

2. FETF=3aN-1Hr5. AF VT UREERETDV—TJaEERLET,

3. FTESF—23URALAUT, TTAR=—RLIPARNY, AF+ 2 ZERLET,

4. [Scanning configuration] (A ¥ > F&E) R—Z D [Scan type] (AF ¥ > % A7) T [Basic
scanning] (R— Y D AF v2) ZBRULET,

5. F7ALKTRH, IXTOURY NUE [Manvall (FB) AF ¥V ICREEhET, ATV
T[TV IREAFY IR T AN ZHBELT, TV I1IBOAF Y ZRETER
Fo IXNTOURDNIREBBELOURISRNIICR/LT, T7YZIBOAF Y ZRETE
T9, FHEICOVTE, "AmazonECR TAF Y B URTSKNUZBIRTDLHNDT7 1)
B—1 ZZRLTLEZ L,

® Note
TYABOAF Y UONURDNVICRLTEMICZE>TVWERHEE, AF Y ET7—ND
ATBILEXENEAX—DICHULTERTENRET, EXENEAX—JA85FHVA
FyORANATERE A,
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Amazon ECR T OS SN B VWA FARDEH DA X—DFHAF v

DR RNINF TV ABAF YU ETSELSICKRESNTVEVREERRE, AX—2AF Y 2FET
BRI TEET, AIX—DRFE2UBECEICIEARAF Y TEET, 4 BHICEK, RO Y 18
AF T (REENTVREE) EIRNTOFHRAF Y U ABENET,

AX—DBAF Y OTEIERO—MBUEBBAEORNS TN 1—F 4T OFMIZDOVWTIE, "Amazon
ECRTDAA—ZJAFYORNTTINa—T4200, BBBLTLSEZL,

AWS X RI X NO2YU—=)

AWS Y RIXVRNAVY =) EERALTFHAA—JAF Y Z2RBTDICE, ROFIEZE
TLET,

1. https://console.aws.amazon.com/ecr/private-registry/repositories © Amazon ECR 1>V —)JL
ZHREXT,

2. FTEF=>3arN—»ns, URDZNIVZERTD)—2a & BIRLET,

3. FTES—232UARA2T, [Repositories] ZEIRL £,

4. DVIRZRNIR=IT, AFY 2 IFTBRAA—TRECVRS NI ERBIRLET,

5, AX=IR=IT, AF¥FT2AMAXA—TUEBIRL, [AF VY] ZBRLET,
AWS CLI

« start-image-scan (AWS CLI)

ROBITRE, AX=D2T2FEALTVET,

aws ecr start-image-scan --repository-name name --image-id imageTag=tag_name --
region us-east-2

ROBITRE, AX=—ISHADITAREFEALTVET,

aws ecr start-image-scan --repository-name name --image-id imageDigest=sha256_hash
--region us-east-2

AWS Tools for Windows PowerShell

+ Get-ECRImageScanFinding (AWS Tools for Windows PowerShell)
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ROBITRE, AX=D2T2FALTVET,

Start-ECRImageScan -RepositoryName name -ImageId_ImageTag tag_name -Region us-
east-2 -Foxce

ROBITRE, AX=—DHADTARNEZFERALTVET,

Start-ECRImageScan -RepositoryName name -ImageId_ImageDigest sha256_hash -
Region us-east-2 -Foxce

Amazon ECR TOEARRAF v OFEROEE

RBRICETULEEFAX—DAF Y OAF Y U RBREMBTERT, RHENLEY T NI ITHRS
A, HBREBHEREF (CVE) T—EXR—AILLEIKERERICVARENET,

AX=DEAF Y IB2HBO—BNBEEEONZ T 1-FT 4T OFMIIOVL TR, "Amazon
ECRTDAAX—ZJAFYORZTNA—FT42 7,1 ZBRULTLIEE L,

AWS XXX N2V —=)L

AWS TRI XY RV Y—LEEALTA X—TAF v ORREMBTZFIEE. KOED
)T,

AX—DAF YU OFERENBISFIE

1. https://console.aws.amazon.com/ecr/private-registry/repositories © Amazon ECR 1>V —JL
ZHREXT,

FTETF—>3aN=Pr5, VRPNV ZERTED V-3 2BRLET,

FES—2 32 RA 2T, [Repositories] ZiBIRL £,

VRS RKNIR=DT, AF Y UBEREPMBITDAX—JZECVRD NI ZBRLET,

[AX=DIR=DD[AAXA=IET|HT, AF VT VEREPEIDIRROAX—T 2T 2 &
RLZET,

o & w0 DN
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AWS CLI

RO AWSCLI AN RZFALT, ZFALTAXA—CAF+ O OBREMBLET AWS
CLl, imageTag £/l imageDigest ZFEAL TAX—JZIEETEET, EBE50M X—D
£ list-images CLI N> RZFEAL TEBTEET,

+ describe-image-scan-findings (AWS CLI)

ROBITRE, AX=—D2T2FERALTVET,

aws ecr describe-image-scan-findings --repository-name name --image-id
imageTag=tag_name --region us-east-2

ROBITRE, AXA=—DHADITAREFEALTVET,

aws ecr describe-image-scan-findings --repository-name name --image-id
imageDigest=sha256_hash --region us-east-2

AWS Tools for Windows PowerShell

» Get-ECRImageScanFinding (AWS Tools for Windows PowerShell)

ROBITRE, AX=—D2T2FERALTVEXRT,

Get-ECRImageScanFinding -RepositoryName name -ImageId_ImageTag tag_name -
Region us-east-2

ROBITRE, AX—DHADITARNEZFERALTVET,

Get-ECRImageScanFinding -RepositoryName name -Imageld_ImageDigest sha256_hash -
Region us-east-2

Amazon ECR TOAX—SAFY>ORNS TN a—F14204

LT, —MHEBEAA—DRAF Y ORKTT, COEDIBIT—IE, AmazonECR Y —I) T

A A= DFEHMERTRTDN,. API £/(d DescribeImageScanFindings API AWS CLI % f§H
LTRRTEET,
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UnsupportedlmageError

Amazon ECR TOR—I Y DA AX—DAF Y Z VI YR—REhTVEVFARL—FT 1>
TOATALAZFERALTBEEINEAA—DIZRU IRV IRAF YT ERITLELDOETS

& . UnsupportedImageError T2 —AHRETD &N H)ET, Amazon ECR . Amazon
Linux, Amazon Linux 2, Debian. Ubuntu, CentOS. Oracle Linux, Alpine, RHEL Linux 7/
ANJELI=2320OXDY—N—2320NY T—ORBUYERF Y Z2 T EZHR—KNLET,
TAANIELI =230 TRIA—DSOYR— M%< BDE. Amazon ECR FAEEEHED A
Fryo2zYR—BNLABLSBEDAEMENHY ETFT, Amazon ECRIE. Docker AV Z Y FA X—=h
SBEENEAX—DOAF Y EZFR—MLEEA,

/A Important

HERAF ¥ %#FERHT 55 E. Amazon Inspector TREBEDARL —FT 1 VT AT
LABRUOATFATRATOARF Y NP R—KRENET, TEBUANMIOVTE.
FAmazon Inspector 1—H—HA R O "HR—REhTVEIFIRL—FT12TE&X
TATEAT 1 ZSRLTLKEE L,

UNDEFINED JRZENRE
RZEA UNDEFINED DAF ¥ U EBRNFBRENDFEN HYET, COREDO—KRNEERE
UTOEBY T,
« COMRTBHIC., CVEYV—ARICK>TEEENE)HTSATVWEDL 2,
o COMEFEMIC., Amazon ECR A"RBEB LB VEEENE)HTsN TV,

fESSMDRZEEHAZHMTDICE, YV—ALSEECVE ZRRTEXT,

AF ¥ AT—RASCAN_ELIGIBILITY_EXPIRED ZEf#E9 %

TS5AR—=KNLZANUIZK L T Amazon Inspector ZFA L LR AF ¥ BB >TVSE
BILAXFYODMfEMZERT-TSHE, SCAN_ELIGIBILITY_EXPIRED DAF ¥ AT—RANRK
RENBDENHYET, COBBORE —MBRNBEEREREULTOESY) TT,

« T7SAR—KLDPARN)DIRAF ¥ Z2HRAICAICT D E, Amazon Inspector &, BB, Y
DANRALAZTIZETVWT, B% 30 HEAHIC Amazon ECRICZ Y2 1 hi-BBO & %
BELET, TVEMIE SCAN_ELIGIBILITY_EXPIRED AF ¥ U ATFT—RAILKYET, Ch
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Amazon ECR I—%—HA KR
5 QOEB%Z Amazon Inspector TAF ¥ LEWEEE. VRS NVICBET Y2 193 4ENH
WET,

« Amazon Inspector 1>V —J)LTECRBAF ¥ HEEZZLEL, TOBEIfBZBTDIE, 1 X—2
DAF ¥ AT—Z A expired DEHRI—RT inactive ICEEEHh, 1 X—JICETST
NTOB/ERFIO—XENBDLSICATZ1—-)lehET, TOHER. AmazonECRIA V)L
CAF Y AT—R AN SCAN_ELIGIBILITY_EXPIRED EULT—EBRRETNIhET,
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TYTARNI—=LLZARNJE Amazon ECR 7’2/ X— K
LANDOREER

TLWANL—Fvyv2a)—)eERTRE, TYTANI—LLZANIOIOY T2V % Amazon
ECR 724 R— hb/Zh'JtﬂﬂﬂTéi?o

Amazon ECR ER7E, ROTYTARNI—LLZANIDOTNAL—F+ v 1I)—IILOERZEY
7.R_ I\brb\i?o

« Amazon ECR/N7 U Y &, Kubernetes AT F A X—J L2 AR, Quay (FREEEFE)

» Docker Hub, Microsoft Azure Container Registry. GitHub Container Registry, GitLab Container
Registry, Chainguard Registry (>>—%2 L ¥ MZ &k % AWS Secrets Manager F2aEA %)

« Amazon ECR (IAM AWS O—)LIC &k 3 FRREA K E)

Gittab > 7TFL 2 AN MFE, Amazon ECR & GitLab @ Software as a Service (SaaS) 7 7
DT TORTINAINL—F YV 1&8HR—KNLET, GitLab ® SaaS F7 7 J > T OER DM
ICDWVWTIE, GitLab.comZZSEBL TS EE L,

>—2L Y N (Docker Hub B &) ICK BRI ZXBETEITYTANI—LLZAN) OFE, FR3L
15# &2 AWS Secrets Manager >— 2L Y NZRETIHBEN HVET, AmazonECROA V-

ZEALT, BAENET Y TANI—LLZ AN Z &I Secrets Manager —2 L v N ZERK

TZE T, Secrets Manager 1>V —)LZ AL T Secrets Manager >—2V L Y NEEKT B %

OFHICOVTE, "TPYZ7ARNI)—=ALDKRD N OFREEEHR%E AWS Secrets Manager ~—2 L v
NCRTFTR1 ZSRBLTLSEZV,

Amazon ECR ®FE., FYTARNI—LEZ TV AN —LD AmazonECR L ARNUNEBES
AWS 7 ﬁ?/hkfb?U%%A\MMD—%EW&?é%EﬁﬁUi?OMMD—AWWﬁw
HMICHOVWTIEE "TOJOARAT7HINECRAS ECRADTIINAIN—F ¥ v 21ICHER IAM KR
/_J ECSBLEEL,

TFYTARNI—=LLZANUOTINLANL—F v 2 )—)LZERK LS., Amazon ECR 7’54
R—KLZARNJ URI ZFERALT, TOFTYTARNI—LLDZARNIDNSAX=22TILLET,
RIZ Amazon ECR EURS KU ZERL, TOAX—DBTSAR—RNLZARNIICFYYS L
T, BEDRTOHBF YV 1E A AXA=—20&EDT NI ITANTIE, Amazon ECR &
TYTARNIJ=ALALZARNUERFIVILT, TORBEDRITZHE IAX=20HLWN—=2a3 0N
HBINESHEEAEL., T7TAR—RLZANIADAX—D0EFZ2LBL< EE 24 BEIIC 1 @
HET,

APl N—2 32 2015-09-21 121
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Amazon ECR I—%—HA KR
RS NUERT>7L—h

Amazon ECR TURD RUERT 7L —ROHR—KNFEMENEL £, ZhlZKV), Amazon

ECRAZTILNAIN—Fvyv2a)—)Lz2EFRALTI—H—ORDYICERTEIHLVWIRS N D)
HIRREZ., BETEDXRSICBYERT, ETV7TL—KNIRE. HFLWIURD NV EBEDT VT L —
RE—BEHEILEDICERATNZI VRS NVBRZEBT LT A Y IDANEENTVET, 7L —
KT, VY—AR—ADTIELARI—, BIDAZ1—2EUT 1, BEL, S47340)
RUS—E, IXTOVRSNIRENDREEZEBETEET, VRZNIERT 7L —MORE
FURSNUDERBICOKBEAE N, BFOURD NURMOEETERENEZVRD NDIZEE
EBLEBA, FHICHOVTRK., "IIAII—Fyvv>a, TYvI1lER. ELEFLT7US—3
ToOa HRIERENEVARD NV ZFHETET 7L —bh1 Z5RBLTLSEEL,

TLWAN—F v v a1 )— )| 2ERITZLHNEEEE

Amazon ECR D7)V AN—F v+ v 2 21— ZFEATIRICE. ATORKICDODVTEETIHLEN
HVET,
e XDV—=23a>Tl, TLANL—F ¥y 22 )—LOERETR—REATVER A,

- HE (4k=E) (cn-north-1)

- HE (BE) (cn-northwest-1)

« AWS GovCloud (’KE 3R #F) (us-gov-east-1)

« AWS GovCloud (>REIF#F) (us-gov-west-1)

« AWS Lambda l&, 7L AIN—F+rv > a)l—)lEERAL L AmazonECRASOTF A4 X —
SO7I)NEHR—NLTVWERA,

e TINAN—F vy 92 1%2FEALTAX—D2TINTDHEE, AX—DE2BAICTITDEZIC
Amazon ECRFIPS H—E ALY RARA > NEHR—KkEhFEFB A, L. Amazon ECR FIPS
H—ERAIVRKRSABNE, TORBOTITEFERATEET,

c RAEMBBETEDTYTANI—LURD NUDFE, 41 X—DH Amazon ECR 7T 4/ X— bk
LZANJ URIZHTTINTDD, FYYVII1ZEHIDE, A X=20TIIWNETILAIL—
FAYII)N—IITRESINERIEBRICEESRTShEI—F—ICK>THBEIAET, Thil
BOTILTEE, BEEOTSARKR—KNLZARNIOF Y Y IAHNSEEANA—DNFRENET,

s BAZEMBBELBEVWTYTARNI—LURSKNIDEFEE, 41 X—TH Amazon ECR 7’54/ R— K
LZANJURIZNLTTINEhDE, A X=2OTINIEAWSIP 7 RLAICEK > THEBENE
¥,
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« BEAN AmazonECR 7’7 A R—=KLZARNJ URI ZNLTFyvoaesniA X—22TIVTS
& . Amazon ECR (i % 24 BRELURNICA X =22 FT Y TARNI—=LLDARNJICKRL THREEL =
NESHZRBELET., 24 BEOT 12 RUODEMHRNI I TVSEHES, Amazon ECR (&1 ¥
TARETYTARN—=ALAIZEELTHFLWN—>32&2FIv L, FYYIINEETIES
FEFvyYv21Z2FHLET, V12 RUVOBMBEF TN TWEWIEFES, Amazon ECR &7 v 7
ANU—=AILEHEETICF YY1 A X—22BHUET,

« ListImageReferrers APl Z7 ) A —F+ v 2ERKVRZ NIICHDEHT E, OCI EHLOD
V77 5T —TATF7IRITIZAR—RNFrY VI I1CRENET,

« AmazonECR &, V775 —7—T14 77O NN BEBREBUAICEFRFRENLENES H EER
£9, 6 B0V RUOEMHRIYINTVSIFES., AmazonECRIGVIVIARNET YT A
R)—ALEELTHLWN=—23 2FIv oL, FYYDINBEEITREREFYYI12E
HLET,

« Amazon ECR A"A s ADEBHTT Y TARN)—ALALZARNIDASAX=2FEHTET, 41 X—
N TIENEBETE, BREICFYYS1ENEAX—HTILENET,

« PTYTANU—LDOLTZANURIEHREZE D Secrets Manager >—2V L Y NEEKTZEHES.
2—2UL Y MBI ecr-pullthroughcache/ 7L 714V VR EFERITBIHEN HYET,
=LY RN, TLNAL—Fr Y22 )—IINERENEOERUT AT NEY—232ICH
IHEBEEHVET,

TILNANL—F Y2 2)N—ILEFERLTIRLFT7—FTIO0FvAX—2TILTDE, XZT7IR
RJARERZTIANIVARNTSBENTWVWEDEA X—TH AmazonECR URD NJIZT )L &
NET. BEOT—FTI9FT0ORAZETITEDEEEF. NZ_7TANJANMCEENSTShERT
TREL, 7T—F T I9F Vv ICHERITSNEAX—DAADIARNKEFRZTZFERALTAX=2
ZETITEET,

« Amazon ECR &, HY—FEARICU V& hiIAMO—)LZ2EALET, cOO—)LIE. Amazon

ECRAIDI—H—ICRD>TFry+ Y1 A X=—DOVRD N RERL, RIADLEHIC
Secret Manager >— 7V L Y MEZEBL, FY V2 1ENEAX—D2T7 V2 1FBLEHICHE
BT7OAHAZREHELET, 7ILNAL—Fvv2 1)) 2ERTDE, H—ERIZUUE
Nl IAMO—LFBEENICERENET, FMEICOVTE, "FILAIL—F Y10 Amazon
ECRY—FERICUVOchizO—)L, 25BLTLKEEL,

FT7AILRNT, FYV21ENEAX=—DRTIVIDIAM T NILICE, IAM AR 2 —I(C
EKO2TCT IV EAHFANEENTWVWET, AmazonECR 7’5 A R—KLZANUT O EAHFAR
) —%=FRALT IAIMIVTATAOT I EAHFTOAD—TEZESICRETEE T, FMIC
2VWTE, "L2ANVUFAOFER, 22RBLTLSEETL,
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s TINAN—Fvv210—070—%FFL TERE Nz Amazon ECR VRS N IE, D
Amazon ECR URZ N EERICMEBENET, LTVT—230RA A—DRF Y0R8 E, T
NTHDVRD NJBEN Y R—REhhTVET,

« Amazon ECRA 7N AIL—F v v 17023 azEFALTI——IZRD2>THLWURD N
DEERTDE, —BIBDVRSKNIVERTVTL—RIFBVRY, XOF7 7 )L MNREHNUR
DNJUICBEREhET, URDNUERT7L—NE2ERAL T, Amazon ECR A" 1—H—I(C
KO THERLEVRSNIICHERAEhZREEZERTEER T, FMICOVWTE, "FILAIL—
Fyvia, TYIIRER, FERLIVT—23 Fo023a v plilERENLEURD N &H
WIBT T L—bit ZZRLTLKEZL,

c BIDAZ1-BEVTA -RTDAZ1—BEVT 1@, AX—DRTZLEETERNE
SHEBELET. T7FILRNTR, AX—IRTFI1—27) (LELTEE) TT, 2ID
BEZZEEITIICE, [21—2TINFBERENATVRFERE [Z1—2TIILRITRA TEAN
RYDATRIBGAT A ILEZ—ZREL, [1Z1—RTIINFMEREhATVRHER 21—
BINBRTBAN TEARNRY VRATETRAT AN EZ—2RELE T,

« BESIL-FT7F)LND AES256 BESILAERAENET,

« URDNUKHER - Erg, VRS NUIERRUS—FERAEhEEA,

s FATHAVINRIS —-BW. ZA7HA VLRI —BEAEhELA,
« VY—RET -EH, VIY—ARTEERAEhELEA,

C TAAL—F TS AN—LEEALTURI IO XA—T IO Z1—REUF ( BB
TBE, AmazonECR A RIL T Z2EAL TAX—C2EH TERLSBYET,

e TINAN—F Y22 )—ILE2FERALTHAOTAX—2-TIVNTRZEE, 410X —FY MAD
I—RHDFRBEICBDZIEENHVET. BEORRATRE A EX—FY MDD —MDRBEICKED 2
., BEZLOBITZIEOHDICI—NEERETHEZ2H#MOLET, LEN 2T, ZFERALTA >
R—TJILAVPCIVRIRANZFEHTDELSIC Amazon ECR #5REL TVW3HEIE AWS
PrivateLink . D TILICA 2V EZ—FY RADIL—MN BB E2HRITIVLENHYVET,
NEITSHEZED 12, ABUVPCIZAVE—RY NF—RIVIAEFEONT VY IOH TRV NE
ERL., 7AR=—BFMHTRYRASAVEZ—Y RADOIRNTOTINNI RN T4V 0%
NTVYIOHTZYRNIIL—FTA2TFTBETT, TINAIN—Frv2a)—)zERALLEE
BOAA=DTITR., ChEBEHYEBA. FMIC DOV TIEE. Amazon Virtual Private Cloud
A—Y—HARD ")—F4200F723>0h, 25RBLTLEEL,
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Amazon ECR I—%—HA KR
TYTANI—=LLZARNYE Amazon ECR 7’ A/ R—KL TR
N)ZEHEITRLEHICHER IAM 72 AFFA

TLWAN—F vy 21— Z2HROCERATRILEHICE., T77A4RXR—NLZANIADOFERLE A

X=207Yv221ETIICHEERED Amazon ECRAPI O TV AHFAICMA T, ROT VA
AEEICHEBERYETRT,

« ecr:CreatePullThroughCacheRule - 7 AN—F vV 2 1 )—I)IZEKTRDT I AFHFH
ERELET, COTIVEAFTR, TATFUTATAILEIKIAMARIZ—ZNLTHETS
RENFHV)ET,

« ecr:BatchImportUpstreamImage - AZA X—J&ZBBL, T7TAR—=KNLZARNJICA Y
R—KRITBTIOEAFAZNELET, cOTIEAFARG., 74 RX—KLZANUT O
AHFARIS—, DICEIK IAMARIUS—, FEFEVUY—-AICEIKVRSNUTOEAHA
RV —FERALTHETEXRT, LRDNUTOEAFAOFERICBETSEHMICOVTIE.,
TAmazon ECR TO 7 ZANR—KNURINURID — ZBRLUTLKEE L,

- ecr:CreateRepository - 7’SAXR—KNLZARNVIZURD N ZBERTRD T IV AFT 2
BELET, FyVII1ENEAX—DEBMNIDURDNINEEFELBEVESICEK., COFT
FRBEBYVET, COTIVERFAR, FTATFUTATAICEIKIAMARD D —F LG T T4
R=KNLZARNITOEAFATOVWITNAICK>THETEEXT,

LZANVUFADOER

Amazon ECR 72 AXR—KNLZARNVEHAR, Z7LAL—F+v>1Z2EATHEZOIAM I
TATAOT I LARAOAD-TRELEATERT. LYANUHARUI—ICL>THRHEEH
DTV EAHFARVESZLKOT IV EAFAN IAMAR) D —IC&>TIAMIVTATAICfF5END
BE,. IABMARDD—HFBEENET, fIZEF. I—H—IC ecr:* FUNFFEETNTVIHEEICIE,
LEARNVLARLTEICHTITIHERSH Y EH A

TZAR=KNLDPANVOFAR) S —ZERTRICE (AWS IXRI X ROV Y =)L)

1. Amazon ECR 12V —JL (https://console.aws.amazon.com/ecr/) ZF&E £9,
2. FTEF—23aN=-»H5, TTAR=—RNLZANIFATRT—IX NZBEETHD)—Ta%E
BRLULET,

3. FTES—232ARAUT, [Privateregistry] (774 RX—KLZAK), [Registry permissions]
(LZARNDU—FFT) OIREICERLET,
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4. [Registry permissions] (L~ A M) —FFA]) RK—< T [Generate statement] (AT — K X K24
) Z#IRLET,

5. ERTBTINAIL—F+YZAHFARII—AT—MXTRIEL, ROBEZTVLET,
a. [RUZ—BAT1T, [TILAIL—Fvv21RII—]ZERLET,
b. [ATZ—KXVKNID]T, ZILAL—F ¥ YZI1AT—RMAVRNRUI—OBRIZEELF

CB

c. [IAM entities] IAMIZ>T 47 4) T, RU>—ICEHRI1—HF—, JI—7, £kEO—-
ILEEELET,

d [URDSKNUBRZE] T, RUS—ZBEFTR7TILAL—Frv21)l—)ZBRLE
CB

e. [URZKUB]IT, L=ILZHEBARAITDIVRSKNIR—ABEZEELET, L&A
(&, Amazon ECR /N7 Y 2T Amazon Linux VRS KU RIEETZHBE. VRIS KNUR
& amazonlinux IC%& V) £,

TZAR—KNLPZANJUDOFARY > —2ERT B (AWS CLI)

EEALTTZAR—NLIZANIDOT IV LAFAZEETSICE, XD AWSCLI IR RZER
L &9 AWS CLl,

1. LP2ARNIVRDD—0OITUYNEEND ptc-registry-policy.json EVWSENOO—7H
W77ANEERLET, ROBITRE, VRS KNUZRERL., HUEICHERLETIILAIL—F v v
JAN—NICEERTSNETYTARN)—LY—ATHS Amazon ECR Public 54 X—2
%#7) 9% ecr-pull-through-cache-user FANfMTEE N TVET,

JSON

{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "PullThroughCacheFromReadOnlyRole",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:user/ecr-pull-through-cache-user"
}I
"Action": [
"ecr:CreateRepository",
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"ecxr:BatchImportUpstreamImage"
1,

"Resource": "arn:aws:ecr:us-east-1:111122223333:xepository/ecr-public/

/A Important
ecr-CreateRepository &k, FY V1T hEA X—JZKMTBDVURDNUD
FEFELBVESICOMMEBERY KT, AR, VRSP NUERT Va2 EA
X=D727NTBTo>arvhy, EBEPHRELEDRDIAMTUINLIZEST
KITENTVWBREHEERBETT,

2. LPARNVURVD —ZRETSICIE, put-registry-policy AN RZFEALE T,

aws ecr put-registry-policy \
--policy-text file://ptc-registry.policy.json

XD F

TWAN—F ¥V 22— 2ERIZEBNITELS, ROATYTREATOELY T,

s TWAN—F vy 2 2)—)LEERLET. FMICOWTE., "Amazon ECR TO 7L AL —
FrYv2aAl—IDERL Z5RLTEZ L,

« URSKNVERT7L—RhEERLET, VRS KNUERT>7TL—NE, Z7ILARIL—F v
21AF70>32T Amazon ECR A" 1—H— RO > THERLEFHFLVWURD NUICERTHERE
EERITDENTEET, FMAICOVTR., "FILAIL—FrvIa, TV IBER. FEE
L7V —=2a> 7023 plICERENERD N ZHHTAD T 7L—hy Z5BBLTLKE
=L\,
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Amazon ECR I—%—HA KR
PDOATHIVNECRNS ECRPTCANT UV AHA%ZRET
2

Amazon ECR #'5 Amazon ECR(ECR A5 ECR)AND T I AIL—F v v 1fge 2RI D L.
)—>3>, AWSTHIVN, FEREFORAFBETAA—2ZEBNICRABTEE T, ECRto
ECRPTC Z2EAd5&., 724X AmazonECRLZARNVICA X=2 Ty aL, IOV A
NJ—A AmazonECRLZARVICAX—=2&F vy Y2192 KSICTIINAL—F vy a2)—)
ERETEERD,

OJOATHIVRNECRAS ECRADTIINAIN—F v v a1(CHER IAM
RS —

BEED2AWS 7HIYNETAMazonECRLZARNUBTAXA—=22F YV 19310, TV
ANYU—=ALATHDNZIAMO—)LZERL., COEIZI>ORI—%ZEBELT, XROT O+
AFTZEFELET,

« Amazon ECRICIE, I—H%—ICRH2TT7YT7ARN)—A AmazonECRLZARNUA S A X—=D

Z7NIBRIHOT I EAFANVETT, chSOT IV EAHFAZNETRICE. IAMO—)L
ZHERL, ZILAN—F vy 22 )—I)TEELET,

« PYTARNU—LLIANUREERE, A X—VEVY—RKUS—LTLTBLOIRERTY
LAFAEF YYD ILIANUREECRHETHREN B ET,

RS —
C TARL—F ¥ YL IOT O LAHALEETS IAM O— L EERT S

© IAM O— L OEBRY S —EERT S

« PYTARU—L Amazon ECR LZARNUTUY AR —ZHERT S

TLNAN—F vV 210T IV LAFAZERETD IAMO-IZERTS

ROBlIE, I——ICRD>TTYTARNI)—L AmMazonECRLZARNUASAX—S%TIT S
TOEAFAZ IAMO—=)LICHETEZT7OELAFAIRIS—ZRLTVWET, Amazon ECR A"C D
O—)%zZ5|Z2ZF258. CORU—TEETSNETIVEAFAZZHEYET,
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JSON

"Version":"2012-10-17",
"Statement": [
{

"Sid": "VisualEditox@",

"Effect": "Allow",

"Action": [
"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken",
"ecr:BatchImportUpstreamImage",
"ecx:BatchGetImage",
"ecr:GetImageCopyStatus",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecx:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource": "*"

IAMO—=I)LOEFER)S—ZEKTS

ROFlIE, O—ILE5|EZFHENTED AWS H—ERT U2 /N)LEL T Amazon ECR 7L
AN—Fvv21%2@BTHEER)—ZRLTVET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Sexvice": "pullthroughcache.ecx.amazonaws.com"

3,

"Action": "sts:AssumeRole"
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TYTARN)—AL AmazonECR L ARNYTUY—RAR) S —%ERT S

TYTARN)—A AmazonECR L ANUFEEZEE., LZARNJRDD—FLEFEVRI NIKRY
—%EBMMLT, VAN J=LLZANURBEBILROT V3 2RTT2EHDICHERT D
T AFAENFETEISLEN HVYET,

(@ Note
ROVY—ARD)D—&, VJOATHINECRAS ECRADTIINAIL—F vV I1RE
ICOKMBETT, AUTAHIN, JORV=23 207 NAL—F vy 10FE, BIO
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(® Note

IZl&, ecr-pullthroughcache/ 7’L 7 1 v UV RZERATHAEBID Secrets
Manager >—2L Y N AWS XXXV ROV =) OANFRRENET, > —
LY R, ZINANL—F Y2 a1)—INERENEOERLTHINED) —
DAVICHIBEEHNEKT,

b. wILLW—ILYRNEERTBICE, [AWSZ—TL Y hZEHRT D] ZFIRL., ROBEE
ZIT2T. [RN] Z2BRRLFT,

i. [—2LvyhRBICE — LY RDOODAYRTVERIZIEBELET, >—IL Y K
ZlF 1~512 XFD Unlcode NFETERENET,

i. Chainguard Registry 1—%—%(Zl&. Chainguard Registry 1—H'—&&ZEEL £ 7,

ii. Chainguard Registry 7°JL N—%2 >/ ICl&, Chainguard Registry )L N—0 > ZEEL &
¥, Chainguard Registry 7' )L b —2 > OEROFMIC DWW T, Chainguard RF 1 X
RO TTIN—=D I LBFRA, BSHBLTLSEETL,
7. ATY T B EEBER—DDO AmazonECR VRS NUTLTA4YOART, YV=ALTZARNIAS
TINENEAA—DF YV 19BEEICFERATRIVRSNIBRZEMZEEL., RANZER
LET,

T7F#)LKTE, BAIZEARRESCNATOVERTN, DARLBAZFEEETEXT,
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8. [ATYT 4 MIBEEHINR—DT, TINANL—F vV 1)—-I)LOREZHEL. EX] 28
RLFET,

9. ERITBETINAIL—F¥yv22C8LT, BIOARATY TEEVIRLET, TILAIL—F vV
a)l—=)iEk, V=—>arZEICEBICERENE T,

TWANL—F v Y221 )—)LZERTSICIE (AWS CLI)

create-pull-through-cache-rule AWS CLI ANX > RZ#EAL T, AmazonECR 774/ X—KL A K
DOTNAN—F+ Y2 1)—ILZERLET, 2—IL Y NTORMNIBEBRT Y TAN)—LA
LZARNU T, REE#H%Z Secrets Manager >—2J L Y NICRETZDHEN HV) FTF, Secrets
Manager AV —J)LZFERAL T —IL Y NZEKTDICE. "T7TYTAR)—LURI K DFR
AElE#ERZ AWS Secrets Manager >— 2L Y NMICRET D1 ZSRLTLKEE L,

LTk, YR—RENTWVWBRETYTANI—=LLZARNJIZODVWTRHEEEATVET,
Amazon ECR Public ®3&4&

XOBITE, Amazon ECRINTUY OLZ ANV TN AL —F v+ v 2 21 )—ILZERLET,

RERNUTLT 1Y DA ecr-public ZIELET, COBR, TINAIL—Frv2a)—IL%EHE
AUTHERENEZVRD M) E@BAF—LA ecr-public/upstream-repository-name %%
5F7,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--upstream-registry-url public.ecr.aws \
--region us-east-2

Kubernetes A FFL AN DBHE

RDOBITE, Kubernetes N7V Y IOLZANUDTILAL—F vy 2)—I)LBERLET, UR
SRUTLT74Y DR kubernetes ZIELET, COBR. T7LNAL—F+rv>1)—IIZEH
LTHERENEZURD M) FHEBAF—A kubernetes/upstream-repository-name &35
£7,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix kubernetes \
--upstream-registry-url registry.k8s.io \
--region us-east-2
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Quay OFE

ROBITE, Quay NTVYILZARNIOTILANL—F vy 2)—ILEZERLET, VKRZ KN
TL74YvOAquay ZEELET, COBR. 7LAL—F+yv21)—)ZEAL TERENT
ZBVRI M) IE@BAF—LA quay/upstream-repository-name 23 E5£ 9,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix quay \
--upstream-registry-url quay.io \
--region us-east-2

Docker Hub M3%4&

RDOBITIE, DockerHub LZARNVUDOTINAN—F vy 21 )—)IZERLET, VDRI KD
7L 74Y YA docker-hub Z28ELET. COHER, 7ILAIL—Fvv22)—)LEFEALT
ERENLERIRD NJFTHEAF—LA docker-hub/upstream-repository-name 5%
9. Docker Hub OFRFIEBEHRAEENTWVWAES—UL Y RhOEL% Amazon IJ Y —AX— L (ARN)
ZEETDIHENHYET,

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix docker-hub \

--upstream-registry-url registry-1.docker.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

GitHub A>T F L2 ARNUDIES

ROBITIEE, GitHub AT FHLP2ARMNVAOT L ANL—F v v 22— ZERLET. VR
J7L74YORAgithub ZEEELET., cOBR, 7ILANL—Fvv2a1)l—-I)Lz2FERL TER
ENEZVRS N)E@BAF—LA github/upstream-repository-name 5 %E 9, GitHub
AT FLZARN) OREBEBRFIEENATVES—IL Y NOXEL%A Amazon )Y —AZ— LA
(ARN) ZIEETBAEN BV ET,

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix github \

--upstream-registry-url ghcr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2
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Microsoft Azure A>T FL AR DIFEE

ROBITIE, Microsoft Azure AT FLPZARNVRAOTIILAIL—F vy 2 1 )—IILEERKLET,
DIRSKNVTLT714Y VR azure ZEELET, CcOBER. 7ILAL—Fvv2a1)—)zfE
AULTHERENEZ RS NI RBHBAF—LA azure/upstream-repository-name 5%
¥, Microsoft Azure A>T FHL AN ORIABBAEENTVSES—IL Y NOEL Amazon
)Y —RAZ—LA (ARN) ZIEETIHENHYET,

aws ecr create-pull-through-cache-xrule \
--ecr-repository-prefix azure \
--upstream-registry-url myregistry.azurecr.io \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \
--region us-east-2

Gittab A>T FLZARNU OBE

ROPITIE, Gittab AV FFLPZANIVAOTLAN—F+ v 21 )—ILZERLET, URD
7L 74YORAgitlab ZEELET. cOBR, 7ILANL—Fvv2a1)l-I)z2FERAL TER
ENEBVRS NIFSHBRAF—LA gitlab/upstream-repository-name 5% 9, GitLab
OAVTFLPARN) ORBIEBRHIEENTVWES—IL Y NOTELK Amazon VY —AXR—A
(ARN) ZIEET D HEN BV ET,

aws ecr create-pull-through-cache-rule \

--ecr-repository-prefix gitlab \

--upstream-registry-url registry.gitlab.com \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

AWS 7HI> RNAD® Amazon ECR 7’SAR—KLZARNUDIEE

RO OFITE, BUAWS FHI NAOIOA)—23 20 Amazon ECR 7724/ RX—KL D

ANVDTINAN—F vy 221 )—IZERLET, VRZNUTLT7T14Y I Xecr ZEELZF
T COBR., 7INAN—Fvyv21)—)z2FALTERENLZZEVRD NG HEAF—LA
ecr/upstream-repository-name ZH5E Y,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \
--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \
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--region us-east-2

BOAWS 7HI> R® Amazon ECR 7S ARXR—KNLZAKNUDIEES

RO OFITE, BUAWS FHIORAOOIOA)—23 >0 Amazon ECR 7’54/ RX—KL D
AMVOTILNANL—F vy 221 )—)ILZERLET, VRZNUTL 71V I Xecr ZELE
T cOBR, 7ILVAN—Fvv21)l-)Z2FERALTEREAEZEVRS NG WHEAF—LA
ecr/upstream-repository-name ¥ 5&J, IAMO—I)LOZTL% Amazon J Y —AZR—L
(ARN) &, Amazon ECR TO 7N AL —F + V> 21 )L—I)LDER TERE N ET VAT T ZEE
FTRIRENHBYVET,

aws ecr create-pull-through-cache-rule \
--ecr-repository-prefix ecr \
--upstream-registry-url aws_account_id.dkr.ecr.region.amazonaws.com \
--custom-role-arn arn:aws:iam::aws_account_id:role/example-role \
--region us-east-2

Chainguard LA KU OBE

RDOBITIE, Chainguard Registry D 7 )LAIL—F v+ v 2 )L—IILZERLET, URZKNUTL
714 Y YA chainquard ZEEELET. cOFER, 7N AIL—F vy a1)l—)zEAL TE
RENLEZVRD M) IE@BAF—LA chainguard/upstream-repository-name 5%

¥, Chainguard Registry 3RiIfEHRZ ST — UL Y FOEL7% Amazon )Y —Ax— LA (ARN) %15
ETA2HENFHYVET,

aws ecr create-pull-through-cache-xrule \

--ecr-repository-prefix chainguard \

--upstream-registry-url cgr.dev \

--credential-arn arn:aws:secretsmanager:us-east-2:111122223333:secret:ecr-
pullthroughcache/examplel234 \

--region us-east-2

XD FIE
TLAL—F ¥y AN—LEERLES. RORT Y TRATOESYTT,

« UDRSRKNVERT7L—R2ERLET,. VRZNVERT>7L—RNE, Z7ILAIL—F vV
2179232 TAmazonECR A I—H—ICRH>THERLEFLWIRD NUICFERTIERE
BERITDENTEERT, SHMAICOVTEK., "7INRAII—Fvv>a, 77y aFER., £
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L7V —>2a> 7o ar dllEREnitURD N 2FIHT2T 7 L—hy #3BLTLKE
=L,

s TINAN—F Y2 I1)—IZRIELET, 7INAL—F vy 1)—)LZKRIATBE. Amazon
ECRETZYTARNI—=LLZARNIEDZRY ND—D#EKZEEIL, TYTARNI—=LLTA
N DOFRELE#R%Z & Secrets Manager ¥—2L Y NIZT '7'tz7\'C€%><_t &S RV FEEREA BT
LECEZBBLET, HMICOVTIE., "TAmazonECR TO I AIN—F v+ v a1)l—)LDi

qEBBLTSEEL,

s TUWAN—F vy 221)—-I)OFERAZRBLET., FMICOWVWTE., "TAmazon ECR TOZILA
W=F vV 2 AN EFALEAX—20T )1 Z5RLTLSEZL,

Amazon ECR TO ) AN—F v v > 1 )l—)L DAL

TILANL—F vy 2)—)LEERL LR, RIANIDBELZTYTARNI—LLZARNIICHLT, ¥
DIL—IIDBEICHEEL TVBHESHZRIAITEET, T7ILAL—Fvv21)—I)LZ2KRiTS

B, Amazon ECR 7Y 7ARNU—ALALZARNDEDZRY ND—DEREBIL, TYTARN)—
LLTZ AN OFRLE#H%Z S Secrets Manager —2L Y N7 '7'tz7\'C€%><_t B RS

ARIILIECEZHRELET,

TILNANL—Fvv21)—I)OERAEZREKBITDEIC. BYIZIAM 7 O2EAFagz2E>TWB L%
BRLTLSEEW, HEMlICHO>VWTE, TP7YTARI)—ALLZ AR E Amazon ECR 7’54 X— K
LOARN)ZRBE TR EHICHERIAM T O2AEFA, 28BLTLSEETL,

TLAN—F vy 21)—I)ZRETHICE (AWS YR X NIV =)L)

UTFDOATY 7, Amazon ECR A2V =) ZERALTTINAL—F ¥ Y21 )—)LZ#&FLT 2T
EERLTVERTY,

1. Amazon ECR 2V —)L (https://console.aws.amazon.com/ecr/) ZB & £,

2. FEF—23a N—Nn5. RIATBDTILAIL—F+ Y2 1)—IHFEEATVR -3 EE
RUET,

3. FEX—32RA2T, [Private registry] (774 X—K LA KV), [Pull through cache] (7°
LANL—F+v> 1) DIEICERLET,

4., [TLANL—F ¥V IFR/EIR—DT, RIATDTILANL—F v+ v 21— )LEZBRLET, R
. [722a>v] ROV FEIIOXZ1—%FERAL T [HlERT) 2BRLET,

5. TINANL—F v Y2 a1)—I)IOFMR—DT, [FO23VIROAVTEIOAZ1—%2FEALT
[FREE = 78] 2 #BIRL £ T, Amazon ECR #ERERI/NFT—ERRLET,
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6. BRATAIETINAL—F Y2 A)—)ILIERLT, ChESORATYTERELET,

TILANL—F v+ v 1)Ll—)LZHREET S ICE (AWS CLI)

validate-pull-through-cache-rule AWS CLI <X > KRi&, Amazon ECR 754/ X—KLZAKNU DT
NANL—F YYD I1)—IZRIETRDEHICEATINET, XOFITE ecr-public FEZEHET L
74V OAZFERALTVET, TOEZ, RIATDTILAIL—Fvv21)-IILOTLT71Y I RE
CEEM|AET,

aws ecr validate-pull-through-cache-rule \
--ecr-repository-prefix ecr-public \
--region us-east-2

LARVAT, isValid NFX—REBRIANFRIILEAESHERLET, true MIFE. Amazon
ECRETZYTARNIU—=ALALZARNVICTOEATE, BEEERIILEL =, false NIFE, BEEN
REL, BRIEAKBLEL =, failurte NTX—2EREREZRLET,

Amazon ECR TO 7L AN—F v v 1 )l—)LZERAL A X—
SO7N

LToHIE, ZIVAN—F vy 21 )l—)ZEALTAX—227I)TBEECHEATAHINUR
BXZRLTVWET, 7INAL—F vy 21 )—)LEZERALTTYTANI—LAX=D&TILT
PBRICIZ—HAFRELIZSERE. Amazon ECR TOZ I AL—F vV 1ICBITHEEORT 7L
21T 1427 ZZRLUTKEZV, BE—MRNBEIT—&, TS ZHRIBDHFENTCHENT
W&ET,

TILNANL—F ¥ Y21 )—)OEAZEBTHRIC., BYEIAM T OEAFTZZFE>TVWB L%
BREL TSV, HAICHOVWTE, TP7YTARI)—ALLZ AR E Amazon ECR 7724 X— K~
L2ARN)ZRETRHICHERIAM T 2R, 22BLTLSEETL,

® Note
ROBITE, FAWSIYEZIOX ROV =) EHATE T 7 # )L M® Amazon ECR URD
NUZBIZEREEZFEALET, REL = AmazonECR 754 ARXR—KUKRI KN URI #EH
LTWBCE#HERALET,
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Amazon ECR Public &4

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/ecr-public/repository_name/
image_name:tag

Kubernetes 7+ L AN

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/kubernetes/repository_name/
image_name:tag

Quay

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/quay/repository_name/
image_name:tag

Docker Hub
Docker Hub DA A X— DIFE:

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag

(@ Note

Docker Hub A4 X —2 MFE W, /library 7L 74V VA ZEHIHLENHVET,
ZDMTFNXTD Docker Hub VR MU T, /library 7L 74 Y VA ZEBTIHLEN
HV)ET,

F DT XTD Docker Hub £ X— M4

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/repository_name/
image_name:tag

GitHub 27 FL A KV

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/github/repository_name/
image_name:tag
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Microsoft Azure A>T FL AR

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/azure/repository_name/
image_name:tag

GitLab A>T FL A KN

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/gitlab/repository_name/
image_name:tag

Chainguard L A KV

docker pull aws_account_id.dkr.ecr.region.amazonaws.com/chainguard/repository_name/
image_name:tag

TYTANI)—=LDVRD N OFRFEIEFHRZ AWS Secrets Manager
y—?bWhEﬁﬁ?%

WAEZEMBETDITYTARNI—LIRSNIDOTIILAIL—F v 1)—IZERTREE. B:
153 Z Secrets Manager > — VL Y NCRETBDHEN HV) ET, Secrets Manager >—I L v ~
ZEATDETARNNDADZBEENHYYERT, FMICDOVWTIEE., AWS Secrets Manager &£ &k &35
BLTLSEZL,

DNTOFIETRK, HR—RENTWBRETYTARNI—LURD N D Secrets Manager > —2
Ly NE#ERTDHEERLET, Secrets Manager AV —I)LZFEAL TS —UL Y NEEKTS
KbWIZ, #7232 T AmazonECR AV =0T AIN—F+ v 2 )—)ILEKD—o 70—
EEALT—ILY NEERTEET, FMICOVWTIE., "Amazon ECR TO I A —F v v
2 A)—=I)LDEHRI BSRLTLSEEV,

Docker Hub

Docker Hub FREE1E#ER M Secrets Manager >— 27 L Y RZERTBICIEF (AWS NI X2 NV
v—=J)

1. https://console.aws.amazon.com/secretsmanager/ * 5 Secrets Manager 1Y — )L ZFH &
9,

2. [Store anewsecret] LW —IL Y NEREFETD) ZBIRLET.
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3. [Z—ULYPDRATEZER| R—TT, ROBEZTVLET,

a. [Secrettype] (>>—2YL Y N&A7T) T, [Othertype of secret] (ftDEEN—UL v M)
ZERLET,

b. [F—MHEONRT] Tk, Docker Hub FREEE&HAIIC 2 1TZERLET. >—IL Y MR
&K 65536 /N1 RETHRETEET,

i, BYIOF—EEORT T, username #F¥—& L THEEL. & L T Docker
HUb a)l_ﬂ‘_% E;E‘Ebij-o

i. 2EBBOF—ELEORT Tk, accessToken ZF—&E L THEEL., fBEELT
Docker Hub O F7 VAR —U 2 ZEELE T, Docker Hub 7O EAKN—0 >
DERICDOVWTEFL <&, Docker RF 1 X2 ~h® MCreate and manage access
tokens, EBBL T EE L,

c. [EBLF+F—]IZEEF7 2L b aws/secretsmanager AWS KMS key B %3&1R L 1= dR&E
T, [RN]ZEBRLET, cOF—ZFEALTETIAMEIRELE B A, FHICOVT
[&. AWS Secrets Manager 1—H'—7j 4 R® "Secrets Manager TO>—2JL v kDO
SlLEEF, Z2ZZRBRLUTEEL,

/A Important

=LY hEESILTRICEK, 72 BMO aws/secretsmanager BE&F1L
F—RFERATIHBEN DY ET, AmazonECR Tk, COLEODHAEI—X
Z—Y RF¥— (CMK) OEARAEREYR—RMENTVEE A,

4, [—ULYRNEREIR—DT, XROBEEZTVET,

a. HDAYRPTVI—ILYRNBEHPBEZADLET, >—UL Y RNBE 1~512 XFD
Unicode XF%# & &, ecr-pullthroughcache/ Z27°'L 74 Y VAL TRIHENHY)
9,

/A Important

Amazon ECR IZI&, ecr-pullthroughcache/ 7L 74 Y VA ZFEHTZH
BI M Secrets Manager —2 LY N AWS YR X ROV =) Q&N KRR
ThET,

b. (F7>3a2)[Tags](ZT)&o>3a><T, #z>—oLy MNZEBMLET, 2T
FEIC DOV T, AWS Secrets Manager 1—H—H 4 R® "Tag Secrets Manager > —
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5.

e.

LY b1 ZZRLTKEETV, BERBREES(LEATVAEVESD, 2TICRELE

Wtz L,

(7°%2 3 ~) [Resource permissions] (Y —AIZHT BT UV AFA) TUY—AR
==L Y MNIEMTSICE, [Edit permissions] (7 7 EAFATORE) 20 Y
JULET, FHMICOWVWTIE, AWS Secrets Manager 1—H'—HA RD "7 Ot AFFAR
|) 2, —% Secrets Manager >—2J LY NCT7RYTFT2, BSBLTLIEEL,

(723 N)o—=OLYRNOLTUT—RT, >—OL Y EROS—ULYNZILY
DTF—KTBICEAWS V=232 =LY RNOLTVT—RNEBRLET, 27—
JLYRNOLZVT—232EF, COBBTETIRIELE, BRILR>2>TETETITS
CEETEET, FHMICOVTIEE., AWS Secrets Manager 1—H—744 R T>—2
Ly hEMD) =23 L7 )T5—R3% Z22RBLTLSEEL,

DRA] Z38IRL T,

(F7°2 3 2) [Configure rotation] (A—7—> 32 ZRET D) R—IT, 2—JL Y MDHE
BO—7—23&FWCTEERT, O—T—232ZF7CLTHEVT, BTHVICT

BEETEET, FHMICOVTIE, AWS Secrets Manager 1—H'—7 4 R® "Secrets

Manager >—2L Y hOO—7—>32  BSBLTLKEETV, [RAN] Z&IRLET,

[Review] (LE1—)R—=2 T, =LY NOFM%ZEEIEL ., [Store] (IR1F) ZBIRL F T,

Secrets Manager > —2JL Y ROUARNIRYET, FILLW>—TJL Y RIFRREIhEV
Bak. ERREZBRLET,

GitHub Container Registry

GitHub > 7+ L2 AN OFRILEHA O Secrets Manager >—2 L Y NEEK TS ICIE (AWS
NEZRIX N2V —=))

1.

https://console.aws.amazon.com/secretsmanager/ #* S Secrets Manager 1>V —J)LZH &

X7,
[Store a new secret] (HilLW>—OL Y NE®REFETH) ZBIRLET.
[Z—OLYRNDRATEBRI|R—D T, XOBEETVLETD,

a.

[Secret type] (>>—2 L Y N& A7) T, [Other type of secret] (fEOBEN—IL v N)
ZERLET,

[F—MEDART] Tlk, GitHub REEEHRAIC 2 TZHERLET, —IL Y MZREEKX
65536 /N1 NETHRETEF T,
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i. BYIOF—EEORT T, username Z2F—&E L THEEL., &L T GitHub @
l_ﬁ_%ﬁigibi?o

i. 2FBOF—ELEORT Tk, accessToken Z¥F—& L THEL, HELT
GitHub D7 VAR =D ZEBELET, GitHub 77 AN —7> OEK D FFHH
IC2WVWT, GitHub RFAXND "TEAART7 VAN =D Z2EETD ) 258
LTLEEL,

c. [EBLF+F—]IZEEFT7 7LD aws/secretsmanager AWS KMS key B % 3&1R L 7= 4R &E
T, [RN]ZEBRLET, cOF—ZFEALTETIAMEIRELE A, FHICOVT
[&. AWS Secrets Manager 1—H'—7j 4 R® "Secrets Manager TO>—2JL v kO
SlLEEF, Z2ZZRBRLUTEEL,

/A Important

=LY hERESILTRICEK, 72 BMO aws/secretsmanager BES1L
F—RFERATIHBEN DY ET, AmazonECR Tk, COLEODHAEI—X
Z—Y RF¥— (CMK) OEARAERYR—RENTVEE A,

4. [Configure secret] (Z—2YL Y NZBRET D) R—I T, XOBEZITVLET,

a. HDAYRPTVI—ILYRNBEHBEZADLET, >—UL Y RNBE 1~512 XFD
Unicode XF%# & &, ecr-pullthroughcache/ Z27°'L 74 Y VAL TRIHENHY)
7,

/A Important

Amazon ECR IZl&, ecr-pullthroughcache/ 7L 74 Y VA ZFEHTZH
BI M Secrets Manager —2 LY N AWS YR X ROV V=) Q&N KRR
ThET,

b. (F723a)[Tags](&I) V> a>T, 2Tz —0L Y NIEMLET, 2T
FEIC DOV T, AWS Secrets Manager 1—H—H 4 R® "Tag Secrets Manager > —
LY b1 Z2BRLTIKEEZV, BEBBREBSLEhTVEVLES, ZTCRELE
WTLEEL,

c. (A7 3aZ)[Resource permissions] (JY—AICHT BT I LAFHFA) TUY—AKRD
—%I—OL Y NIEBMTSICIE, [Edit permissions] (P 7 AT TORE) 20 Y
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5.

JLET, FEMICDOVWTIE, AWS Secrets Manager 1—H%—H4 RD "7 Ot AFFAIR
|) 2, —% Secrets Manager >—2J LY NCT7RYFT2, BSBLTLIEEL,

d (F72aN>—ILYyRNOLTIVT—RT, 2—9LYRZRO—ULYRNILY
DTF—KTBICEAWS V=232 =LY NOLTVT—RNZEBIRLET, 27—
JLYRNOLZ7VT—23a2iEk, COBRBTERTITR LS, RICE2>TETERTITHS
CEETEERT, FMIZ DOV T, AWS Secrets Manager 1—H%'—H14 KD T2 —5
LY hZMO)—23 L7 UT—89% Z#Z5BLTLSEEL,

e. [RN]ZEBRLZET,

(F7°2 2 ~) [Configure rotation] (A—7—> 32 ZRET D) R—IT, 2—JL Y MDHE
BO—F7—>3 zFMITEET, O—FT—232ZF71CLTHVT, BETHAVICT

BEETEFET, FHMICOVTIE, AWS Secrets Manager 1—H'—7 4 R® "Secrets

Manager >—2 LY hOO—7—>32  BSBLTLKEETV, [RA] Z&RLET,

[Review] (LE1—)R—=2 T, =LY NOFM%ZEEEL ., [Store] (IR1F) ZBIRL F T,

Secrets Manager > —2JL Y ROUARNIRYET, FILLW>—TJL Y RIFRREIhEV
BEk. EFRREZBRLET,

Microsoft Azure Container Registry

Microsoft Azure A7+ L2 AR OFREERA O Secrets Manager > — 9V L Y N ZERT B IC
& (AWS XX RO V=)L)

1.

https://console.aws.amazon.com/secretsmanager/ #* S Secrets Manager 1>V —J)LZH &
9,

[Store a new secret] (LW —OL Y NE®REFETH) ZBIRLET.
[—OLYRNDRATEBERIR—DT, XOBEETVET,

a. [Secrettype] (>>—2YL Y N&X A7) T, [Othertype of secret] (ftDEEN>—UL v M)
ZERLET,

b. [F—MEDONRT] T, Microsoft Azure FRRERHAIC 2 1TZ2HERLET, —IL Y KNI
lFH{AK 65536 /N1 NETRETEET,

i. BYIOF—EEORT T, username Z2F—&E L THEEL. {E& L T Microsoft
Azure AT FLP2ARMNUOI—Y—3F%ZEELET,.

i. 2BBEOF—EEDORTTlE, accessToken ZF—& L THEL., EELT
Microsoft Azure AT FLZPZARNUDTOLARN =02 %ZEBEL T, Microsoft
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Azure 7O AN =02 ODERICDOVWTEFHL <&, Microsoft Azure RFIX2 D
"N—O2 %ERTS -R—Z)1 ZS5RL T EEL,

c. [ES{LF+F—]I2EEF7 2L b aws/secretsmanager AWS KMS key B %3&1R L 7= 4R &8
T, [N ZBRLET, COF—ZFEALTETANEIRELE A, FHICOWVWT
(&. AWS Secrets Manager 1—H'—7j4 R® "Secrets Manager TO>—2J L Y kDS
SbeESIL, Z5RLUTLSEZ L,

/A Important

=LY NS TBICE. 72D aws/secretsmanager BES1t
F—EZFEAITIHNENHYET, AmazonECR T, COEONDHAZI—X
X— RFE— (CMK) DEAEHE—REhTVER A,

4. [Configure secret] (— VL Y NZRET D) R—T T, ROBEZITVET,

a. HDAYRPTVI—ILYRNBEHPBZADLET, >—UL Y RNBE 1~512 XFD
Unicode XF%# & & . ecr-pullthroughcache/ 7L 74 YV AETRIHENHY)
7,

/A Important

Amazon ECR IZ(&., ecr-pullthroughcache/ 7’L 74 Y OV RA%ZERATZ R
Bl Secrets Manager —2 LY N AWS YR X ROV V=) Q&N KRR
ENET,

b. (FA7>3a)[Tags] (ZI) o> 3a>T, 29I —OL Y NIEBMULET, XTI
FEIZDWTIE. AWS Secrets Manager 1—H'—7i4 R® "Tag Secrets Manager = —
LY b, ZBRBRLTLKEETV, BBEBREBSLEATVEVLEYD, 2TICRELE
WTLEEEL,

c. (A7 3aZ)[Resource permissions] (JY—AICHT BT I LAFHFA) TUY—AKRD
—&I—UL Y MNIEMTSICE, [Edit permissions] (7 7 EAFATORE) 20 Y
JLET, FHMICDOLVTIE. AWS Secrets Manager 1—H'—HA4 R® T7 0t AFFAIR
|)2—% Secrets Manager >— VLY NICTRYFTS, Z#ZBBLTILEEV,

d (A7>a)o—OLYKOLTVT—KT, >—0OLYRZRHO>—ULYKNCILT
DT—KTBICEAWS V=232 =LY RNOLTVT—NZEZBRLET, 27—
JLYRNDODLZ7VT—23a2E, COBRRBTEIITA LS, RICE2>TETRITITS
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CEETEFET, FHMICOWTIE, AWS Secrets Manager 1—H—H4 RD "> —2
LY hZMO)—23 L7 UT—h9% Z#5BLTLSEEL,
e. RN ZBIRLET,

5. (#7223 Z)[Configure rotation] (A—7—> 32 ZRETD)R—TIT, 2—JLYNDAH
BO—F7—>3 zFMITEET, O—FT—232ZF71CLTHEVT, BTHAVICT
BEETEET, FHMICOVTIE, AWS Secrets Manager 1—H'—7 4 R® "Secrets
Manager >—2 LY hOO—7T—>32  Z2SBLTLKEETV, [RA] ZBIRLET,

6. [Review](LE1—)R—=T, —IL v NOFMEEIRL., [Store] (1RTF) ZBIRLET,

Secrets Manager > —2JL Y ROUARNIRYET, FILLW>—TJL Y RFRREIhEV
Balk. EHRZEZEBRLET,

GitLab Container Registry
GitLab A>T FL AN OFREEHA D Secrets Manager —7 L ¥ NZ/EKT 2 FIE (AWS
NEZRIX2RNOA2Y=))
1. https://console.aws.amazon.com/secretsmanager/ #* S Secrets Manager 1>V — )L ZRA&
x£9,
2. [Store anewsecret] (HILW—UL Y NZERFTS) ZERLET.
3. [—VLYRMNDODRATEBIRIR—I T, ROBEETVLETD,

a. [Secrettype] (>>—2YL Y N& A7) T, [Othertype of secret] (ftDEEN>—UL v M)
ZERLET,

b. [F—HEDART] T, GitLab FBEFEHRAD 2 DOTZEERLET. —IL Y MIREKX
65536 /N1 REXTHRETEFRT,

i. BYIOF—/MEONRT TR, ¥F—& L Tusername ZEEL ., & L T GitLtab I
FSFLIYRANUDI—H—BERELET.

i. 2HBEBOF—MEORT Tk, F—& L T accessToken ZIEEL. fEE L T GitLab
AVTFLPZARNVDOT VAN =D ZBELET, Gittab A TFL I A B
DOTOEARN—=0 > OERDEFMZ DOV T, GitLab RF 21 X2 ~N® MPersonal
access tokensy . " Group access tokensy . F & "Project access tokensy &%
BLTLSEZL,

c. [BEEILF—]ICET7 =)L aws/secretsmanager AWS KMS key & % 3&3R U 1= IR RE
T, [N ZEBRLET, cOF—ZFEALTEIAMNEIRELEF A, FHICOVT
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(&. AWS Secrets Manager 1—H'—7j4 R® "Secrets Manager TO>—2J L Y kDS
St ESL) ZZRLTLEZL,

/A Important

=LY NS TBICE. 72D aws/secretsmanager BES1L
F—EZFEAITIHLENHYET, AmazonECR T, COEODHAZI—X
X— RFE— (CMK) DEAEHE—REhTVER A,

4. [Configure secret] (— VL Y RZRET D) R—T T, ROBEZITVET,

a. HDAYRPTVI—ILYRNBEHPBZADLET, >—UL Y NBE 1~512 XFD
Unicode XF%# & & . ecr-pullthroughcache/ 7L 74 YV AETRIHENHY)
79,

/A Important

Amazon ECR IZ(&., ecr-pullthroughcache/ 7’L 74 Y OV RA%ZERHTZ R
Bl Secrets Manager —2 LY N AWS NI X ROV Y =) Q&N KRR
ENET,

b. (FA7°>3a)[Tags] (ZI) o> a>T, 29I —OL Y NIEBMULET, XTI
FEIZDWTIE. AWS Secrets Manager 1—H'—7i4 R® "Tag Secrets Manager = —
LY b, ZBRBRLTLKEETV, BBEBREBSILEATVEVLEYD, 2TCRELE
WTLEEEL,

c. (A7 3aZ)[Resource permissions] (JY—AICHT BT I LAFHFA) TUY—AKRD
—%I—OL Y NIEBMTSICIE, [Edit permissions] (P V7 EAFTDRE) 201 Y
JLET, FHMICDOLVTIE. AWS Secrets Manager 1—H'—HA4 R® T7 0t AFFAIR
|) 2 —% Secrets Manager >— VLY NICTRYFT2, ZBBLTILEEV,

d (A7>a)—OLYROLTVT—KT, =LY RZRHO>—OULYKNCILT
DTF—KTBICEAWS V=232 =LY RNOLTVT—NZEBRLET, 27—
JLYRNDODLZ7VT—23a2EF, COBRRBTEAIITA LS, RICE2>TETRITITS
CEETEFET, FHMICOWTIE. AWS Secrets Manager 1—H—H4 RD "> —2
Ly hEMD)—23 L7V T—h3%, Z22RBLTLSEEL,

e. [N ZRBIRLZFET,

5. (#7723 >)[Configure rotation] (A—FT—3> IB)R—=IT, =YL Y ~DE

BO—F7—>3a>zBMWCTEXRT, O—FT7—> F7ICLTHEVT, BTHUICT
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BEETEET, FHMICOVTIE, AWS Secrets Manager 1—H'—7 4 R® "Secrets
Manager >—2 LY hOO—7—>32 Z2SBLTLKEETV, [RAN] Z&RLET,

6. [Review](LE1—)R—=T, —IL v NOFMEEIRL., [Store] (1RTF) ZIBIRLE T,

Secrets Manager > —2JL Y ROUARNIRYET, FILLW>—JL Y RIFRREIAEV
BEE. EFRREZBRLET,

Chainguard Registry
Chainguard 25E1E#R M Secrets Manager > —2 L Y RZERTBICIFE (AWS YR X KNV
J—=IJ)
1. https://console.aws.amazon.com/secretsmanager/ #*S Secrets Manager 1>V — )L ZRA&
x£9,
2. [Store anewsecret] (HiLW—UL Y NZERFTS) ZERLET.
3. [—VLYRMNDODRATEBIRIR—D T, ROBEETVLETD,

a. [Secrettype] (>>—2YL Y N& A7) T, [Othertype of secret] (ftDEEN—UL v M)
ZERLET,

b. F—EL{EDOARFT T, Chainguard FRILFED 2 1TZ2HEKLET. >—IL Y NIRE&EK
65536 N1 RETRETEET,

i. JRUDF—ELEORT T, ¥—usernamet LT ZHEL., EEL T
Chainguard Registry 1—HY—&ZEEL £ 9,

i. 2BBEOF—LEORT TR, ¥—accessToken& LT ZIEEL., fEELT
Chainguard Registry 7 7 2A RN —0 > Z$§EL ¥ F ., Chainguard Registry 7°)L
N—O > DEROFMIZDOVWTIE, Chainguard RFIXIKND TFIL—0 210 &
BRI, BBBLTLEE L,

c. [BEEILF—]ICET7 =)L aws/secretsmanager AWS KMS key & % 3&3R L 1= IR RE
T, [RN]ZEBRLET, cOF—ZFEALTETIAMEIRELE B A, FHICOVT
l&. AWS Secrets Manager 1—%'—74 R® "Secrets Manager TO—2L Y kD
SlheBES, 2Z2RLTLEEV,
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/A Important

=LY NS TBICE. 72D aws/secretsmanager BES1t
F—EZFEAITIHLENHYET, AmazonECR T, COEONDHAZI—X
X— RFE— (CMK) DEAEHE—REhTVER A,

4. [Configure secret] (— VL Y RZRET D) R—T T, ROBEZITVET,

a. HDAYRPTVI—ILYRNBEHPBZADLET, >—UL Y RNBE 1~512 XFD
Unicode XF%# & &, ecr-pullthroughcache/ 7L 74 YV AETRIHENHY)
7,

/A Important

Amazon ECR IZ(&., ecr-pullthroughcache/ 7’L 74 Y OV RA%ZERHTZ R
Bl Secrets Manager — 2L Y N AWS YR X ROV =) Q&N KRR
ENET,

b. (A7’ 3a)[Tags] (ZI)o>3a>T, 29I —OL Y NIEBMLET, XTI
FEIZDWTIE. AWS Secrets Manager 1—H'—7i4 R® "Tag Secrets Manager = —
LY by ZBRLTLKEETV, BBEBREBSILEATVEVLEYD, 2TCRELE
WTLEEEL,

c. (A7 3aZ)[Resource permissions] (JY—AICKHT BT I LAFHFHA) TUY—AKRD
—&I—UL Y MNIEMTSICE, [Edit permissions] (7 7 EAFAORE) 20 Y
JLET, FHMICDOVWTIE. AWS Secrets Manager 1—H'—HA R® T 70t AFFAIR
|) 2 —% Secrets Manager > — YL Y NICTRYFTS, Z#ZBBLTILEEV,

d (A7>a)—OLYrOLTVT—KT, >—OLY RZRHO>—ULYKNCILT
DT—KTBICEAWS V=232 =LY RNOLTVT—NZBRLET, 27—
JLYRMOLZ7UT—>3 2, COBRBTRERITTR LS, BRICR2TETCETTS
CEETEERT, FMIZDOVTIE, AWS Secrets Manager 1—H%'—HA4 KD T2—2
LYzt )—23 L7 UT—h9%, Z2Z2BLTLSEEL,

e. [RN]ZEBIRLET,

5. (F72 3a>)[Configure rotation] (A—7—> 3V &RETD)R—TT, 2—JLYNDHE
BO—7T—>3 ZBMITEERT, O—FT—2322F7ICLTHEVT, BTHAVICT
BEETEEXRT, FMICOVTIK, AWS Secrets Manager 1—H%—74 4 R® TSecrets
Manager >—2L Y hOO—7T—>32, Z8RBLTLKEETV, [RN] ZEBRLE T,
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6. [Review] (LE1—)R—IT, ¥—oL Y NOFEMERETEL., [Store] (IR1F) EBIRLE T,

Secrets Manager > —2JL Y ROUARNIRYET, FILLW>—TJL Y RIFRREIhEV
BE. EFRXEBRLET,

ECRA”S ECRADTILNAIN—F¥Yv210)RISKNIUTL
TAVIDRARBHNHAZIIAARTD

TILANL—F vV 1)=&, ecr URSZKNVTLTAVDORETYTARNI—LIURSKNITL
74V DAOHBEZEHYR—KLET, ecr URDZKNUTL 74V TR, L—ILIZEEFFShTVL
% AmazonECRF v+ Y2 1L ZARNUDQURD NUBRZEBETLT7AYIATT, cOTL T4V
DAZFERATEIINTOVRD NG, L—ILTEEBENETYTARNI—LLZANIDOF vV
DARBIRD NI BT IILAL—LFET, HlZE, prod eWSTL 714 Y U Ak, prod/ THES
IRXTOURDKNVICHAThET, 7INAIL—F v 2 1)—IFBEEFTFSATOVEVWLD AR
DRDOIXTOURDNIIZTFL—MNZERATSICE. 77L714YOAELTROOT ZFEATE
x£¥9,

/A Important

TL7AYVOAOKRRBICEEIC /N ERAEThDEREENET, ecr-publicZ27L 71V
PDAELTEETSE, Amazon ECR EEh % ecr-public/ ELTHRWVET,

TYTARNI=—LVRSNIUTLTAYV IR, PYTARNI—LVRDRNIZBE—HLET, T
7#I)NTRE, ROOT ICEREE N, FPYTARNRU—LAVRS KNI EOREN ALK ET, TV
ARND)—=LURSNITL T4V ORIk, Amazon ECR URZ KU L 7 14 Y 2 AIZ ROOT LA D
ENHDBEICOIKRETEXT,

RORE, TILAN—F+F Y221 )—)OTLT 1Y VABREILEISKFrvZ1URINIRE
TYTARI—LURZKNIBEOIYYEYTZRLTVET,
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FrYviEmER TYTARNI—LERZERE RYEVTBR(Frv>al
RIRNY > TFTYTARNI—LA
JRD K )

ecr-public ROOT (77 # )L ) ecr-public/my-app/
imagel - my-app/im
agel

ecr-public/my-app/
image2 - my-app/im

age2

L—hk L—hk my-app/imagel - my-
app/imagel

team-a team-a team-a/myapp/imagel -

team-a/myapp/imagel

my-app upstream-app my-app/imagel -
upstream-app/imagel

Amazon ECR TO I AIIL—F+ v 1ICETBBEEEONSTI)L
Sa1—FT4>2Y

TLWANL—F vy 22— EZEALTTYTARNI—LARX=—2D2TNITIRIC, RELSRKRET
DARMDHZ MU BEIZ—RADERTY,

RS NUNFEELAL

DIRSRNINFFELBEVCEZRTIT—R. BEALEDHE, AmazonECR 754/ X—KL
TSARNDVIZVRS NUNFBELBEWVWD, FYTARNI—LAX=22TNFDIAM T U N
JLIC ecr:CreateRepository 77 EAHF AN FEEATVEVONRATT, cOIT—%
BRTBICE., F7ILOIXROURZ KNI URIAELWVWCE, BEERDS IAM T I EAFAHN
TYTARNI=LARX=2DBTIVNTDIAM T NILICFEERATVWSCE, FEETY TR
R—LDARX—DZETINTBEINC, T7YV2I1ENBDTYTARNI—LAA=DQURD NIN
Amazon ECR 77 ARXR—KRLZARNVJICERENTVBD L Z2HRBLET. BEELD IAMT

TLAL—F+y 21 CBIRZEAEORT TN 21 —F 12T API /X—2 3> 2015-09-21 159



Amazon ECR d—H¥—HAR

DEAHFAOFMCOVWTRE, "7YTARNI)—ALALZARND) E Amazon ECR 7754 X—KL
AN ZEEBTRZEHICKER IAM T O AHFA, 22BLTLSEEL,

CODIZ—DBZUATICRLET,

Error response from daemon: repository 111122223333.dkr.ecr.us-east-1.amazonaws.com/
ecr-public/amazonlinux/amazonlinux not found: name unknown: The repository with
name 'ecr-public/amazonlinux/amazonlinux' does not exist in the registry with id
'111122223333"

VDOTARENIEAX=DHFREOH S

AAXA=DHFRIASBVWCEEZRTIIS—F. BEAEDHE, TYTANI—=LLZ AN
VICAAX=DHFBFELBVWD, PYTARNI=—LAX=2FTIINTBDIAM T NILIC
ecr:BatchImportUpstreamImage 7V EAHF AN FEENTH ST, Amazon ECR 7'Z 4
R=KLZARMJRICLRZ NN T TILERENTVIONERTT,. COIT—%2fFRTS
WSk, PYTAR =LA X=—DEAAX=DRTENIELL, ThNFFEL, TYTARNI—A
AX=DTINTDIAM T NILICHER IAM T IV 2AFAIF 5 7(1'(\,\6 &z TR
THIRENHDYWET, BEEBDIAMT IO EAFTOFMBICOVWTE, "TPYTARNI—=LLD
AR E Amazon ECR 75 AXR—RNL ANV ZEHTRLOICHKERZ IAM T VAR, &
SRBLTIEEL,

CODIZ—DHZUATICRLUET,

Error response from daemon: manifest for 111122223333.dkr.ecr.us-
east-1.amazonaws.com/ecr-public/amazonlinux/amazonlinux:latest not found: manifest
unknown: Requested image not found

Docker Hub DR KU A S 7°)L 9 % & &I 403 Forbidden

Docker Official Image & L TR I FE 1 TL S Docker Hub URZ KUD S

TINIB5E., EATS URIIZC /library/ ZEH2HENFHYET, Hlx

&, aws_account_id.dkr.ecr.region.amazonaws.com/docker-hub/
library/image_name:tag. Docker Hub Official 1 X—>® /library/ Z&BL tHE. 7
NANL—F Y2 I1)—ILZFEALTAX—227I)ILKRS5ETBHE 403 Forbidden T5—
FRENET, FMICOVWTR, "TAmazon ECR TO I AN —F v+ v 1 )—)LZFERL A
X=207 ), 28RBLTLKEEV,

COIZ—DHZEUATICRARLET,
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Error response from daemon: failed to resolve reference "111122223333.dkr.ecr.us-
west-2.amazonaws.com/docker-hub/amazonlinux:2023": pulling from host
111122223333 .dkr.ecr.us-west-2.amazonaws.com failed with status code [manifests
2023]: 403 Forbidden
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Amazon ECR TO 7 ZANXR—RNAX=2L7U5—>23>

DR NIVOLTVT—23a> &2 R—NT2EHIC, AmazonECR 754 RX—KLZARNUZE
MTEET, AmazonECR &, VOARAU—23a> L) 5—2a>8XKEV9O0AFTHINLTY
F—2arvOmBEYR—KLTVWES, JOATAHIRNLTVT—23 0 2RTTBICE,. 2—
FYRNTFHIVRT, Y=ALZANUASOLTVT—>2a> w8035 LANIOT VAR
AR —ZRETIHLEN HYET, FMICOVWTEE, "TAmazonECR TO T TAR—KL T A
NUDTOLAFA, 28RBLTLEEV,

N

« VOARATAD LTV T—=232RV—OEH

« T7TAR=—BAX=DOLTVT—3VICBIRERETE

« Amazon ECR TO 7 ZANR—RAX=DL 7V T—>3 2 0fl

=) 1 A

e AMazonECR TO T TAR—KNAX=L T —2 3 NDERE

« Amazon ECR TO 7 TAR—KNAX—=L 75— 3> REOHIR

JOATAOURNLT7 V=232 RIS —0OEH

JOAFPHIUNECRLZUT—>3>ZELKHEEESERICE. <‘:"(D} HOVRTEDRID —
AREENTVWRIH ZERIDIVBENHYVET, cOEIZIAVTR, EERTHIVNEEEERT
ATV ROBEHEORI) S —EHICOVTHALET,

RS —EBRENDHME

PJOAT7HIORNECRLZVT—23>TlR, BEETHIRNDODEDRID—BRENVETT,

V—ATAHIO MR, BRlIBVRDSRNUR)S =L DARNI)RIS —EHEHVY)EBA,

« V—ATHIUKN LZARNUERETLZUT—>3a o )l— )Lz ELET, YV—AURDRNUIC
BINORIS —EHEHY)EBA,

c REETAIVNV—ATHIVRNCAX=OLT VT NZFATBILIZANITOERFH
AR —ZRELET,
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EEELZARNIRDS—DOES

BEEEXTHIORNE, ROT O IAVERETIBDTIVRLAFAZY—ATHIVNIAETELIA
NOTOEAFRARIS —ZRETIHENHYET,

- ecr:ReplicateImage - Y—ATFHIVRNFAX—DREGFHRLZARNIVIZLTIVT—KTBC
EZFILET,

- ecr:CreateRepository - URZ NUNFELEFELAZVES, ECRABELZARNUICURD
N)ZBBHNICERTDCEZFTLET,

/A Important

ecr:CreateRepository 7V EAFHZRELBEVESE. L7VIT—23 2 FRUT
B, LZUT—RETHIRTRAUBRIOURS N ZFETERTIHLEN HYE
9,

EEELZANURIS—0HI:

JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCrossAccountReplication"”,
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"
},
"Action": [
"ecr:ReplicateImage",
"ecr:CreateRepository"
1,
"Resource": "*"
}
]
}
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U—ATHI> NEH

V=ATAHADVRNCEUATOZEANBETT,

« LP>ARNVRETLZVT—=232 ) ERELT, LT7VIT—KETHOhE)—Da %
BEEJ D,

c L7VT—23 ERETDIAM T U NIVICHAERZR ECRT IV EAFAN $ 5 C & 2R
D,

V=AVRZKNIVICEMODRIS —RBBEH)EEA, V-AVURISKNIICRE, LTUT—232F
AZNETRURDNIRIS—RBHREHVEEA,

— XAy 5 ER AR

ECROOATAHIVRNLTVT—232RUD—ICHT2 MR BRBEUTICRLET,

C BB Y—RURINULE, BERTAIY M AX—IELTUT—RTED &S L THRY
S—HBETT,

BEV—AVRDKNJUICKEK, L7VT—23>0kb0%RERI—EXEHV)ER A

c RB.EBRTAVVRNEEBRTHINOMBICLIARNIRYS —HFRBETT,
RELIZANITIORAFARI D —FREBO, REETAITVNOAKATT,

« BRI VURINIRIS—ELDARNIRIVS—BGEALEDTT,
RBEVDRSRNIRVD—GFBELOVRSNIANOT VA ZHBL, LZANIRUS—ELTS
DT—23 BEQDLZANILARILOARL -3 2HBLET,

L7VTr—23a> kB8ORS 1—FT427

JARATADRNLTIVT—23 0 RBIZHER. ATZ2BBLTEEL,

c BWEXTHAIVRNILZANITORAFARI S —HFREENTVDEZBELET,

« LYARMUKRDZ—IZ ecr:ReplicateImage 79> 3> & ecr:CreateRepository 793
COEENEENTVACEZBREBLET,

s EKERTHAIVNIDAEBERLPARNIRIS —TELLKEETENTVWAR L Z2BFELEY,
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s MEXRVRDNUNBEETDEEMIRT D (ecr:CreateRepository MIEE N TV VG
)

* CloudTrail 0¥ Tk /= CreateRepository J—JLF %k ReplicateImage APl J1—/L %
EAC I

TS5AR—RKNAA=DOL TV —> 3 Il T2ERESEE
T5AR—RNAXA=2OL T3 % FERATIERICE. UTORZZETHIHEN HYET,

e L7VT—=23> nRERICVRDRNIICT YD 1EFEBEERENAEVRDNIIAT OV DAY
L7V —RrEhEdT, URSNVAOBRENI TV RVWTFhEEREWEBA, LTUT—
AUNAVICEBE D ERBICAX—FETREhDE, L7TUS—RENET, L7UT—>a Ny
FUIBDHICETENLEGE, L7UT—rEhELA,

s L7UT=23a M ThbhTE, URDKNIVZBRF) =232 ETHONETRAIUEERT
9o AmazonECREL 77U T —2a> @ URS NUBOZEEZHR—NLTLVEE A,

e LTV —=2a3a BICTTAR—RNLDARN) ZWPOHTERET S E. Amazon ECR &, BFHKIC
Kb>TH—ERICUOEhiz IAMO—-)ILZEKLET, Y—ERAICU V2 nzIAMO—=)L
. LYARNUTLARZNVDEREAX—DOLT VT — RN BT EOICHERTOEAHA
% Amazon ECR L 77U —>a > H—EAICRELET, FMICOWVW T, TAmazon ECR T®
H—EACUOEnEEO0-)ILOFER) 25BLTSEETV,

« VAARTAHIRNLT V=23 %2TF92I1CF. 75A4R—=—KLZARNJOLTIVT—RE
A V=ALPZARNVIZKDFDAAXA=DOLTVT—NEFATHIHEN HYVET. i,
TSAR=RLZANUDHFAR) D —2RETDCEILL>THEATEERT, FHHICODVWTIE,
FTAmazon ECR TO 7 ZANR—KNLIZARN)DOT O AHFT, #SBLTLKESL,

e T7TAR—=KNLZARNYDOHFARUS —DNHAZEY)ETRISICEESNEIBEESTE, UEIlCFFA
ENEETHROLTVT—23a R TIDENTEEXT,

s VORN—=23a>L7)5—23a> z T35k, To)—2a>RERGE)—2a>ic®wLTLY
Dr—23a>TFooarshfRESTDEIC, V—ATHIORNEZR—=FYRNTHONOEEHN ) —
DAVICATNAVENTVRRENHY) FT, FMICOWVWTIE, "Amazon Web Services =%
DUT7F7LVAI O TAWS =23 > 0EE ) #5RBLTLSEEZL,

c AWSN—FT142a>BEOVOA)—=23a> L7 r5—2a2 @FHR—MENTVERA, EEX
&, us-west-2 DURZKNJIE cn-north-1 L 7US—KTEFEEA, AWS/N\—FT 123
VOEMICOVWTE, AWS T2 7 7L AL O "TARN R, 2B LTLSEZTL,

s T7TAR—=KNLZANIDOLZ7VT—=2a 2 FREICE, IXTOIIL—I (E5FTHRA 10 @) £4&T
BR2BBEO—EZEDOLTIVT—RNAEEEDDENTEET, BIL—IILICIE, ZFX100EO7 1)L
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R—EBHBENTEET, ChiE, FIAEABREPTANACHEAES B X—IFEEN
BURTNICRLUTEBOL—LERET B2 AREICLET,

« LU= 3VERERK, VRSRKNUTLI7AVYIREZRBETDEILK2T, T7TA4R—KNLD
ARNRUAOLTUT—RENBVURSNUDTANRUTEYR—KNLET, HIICOVTIE.
FBl: VRSN 74 ) R—&FERLEOVOA) =232 L7 5—2a3a 0 ORE) #5RBLTL
EEW,

s LU =23 TFoiaid, X207V 1FEREAAXA—DOERTIEIC 1 EOKRFEE
LET, =EXIE., us-west-2 15 us-east-1 BKY us-east-1 A5 us-east-2 N7
ORA)—=23> L 7)5—23> %K ELEBE. us-west-2 L7y 214 X—2F us-
east-1COHLTUT—KR&EN, us-east-2 ICKBEL 7 Uk-hEhEtA,. COBEK. &
OAU—23>BRCVO0ATHINOLTUS—>a3a > 0lAICERENET,

« RBODAX—=DIFE 30 DLURICLTUT—REhETH, FhiICLTVT—2a3 2 BB LD
DENHYET,

e LYARNULZUS—23> T, HIBRT O3 T—HATTFoaVEEFTEhEBA, L
TVT—RENEAA=DEVRDNIIE, FRAENBLSBE2EEZICHIREEGT—HATTE
£,

s LTVT—KRIBAX=DHLTVT—RETT—HATENhTVWBRIEFEE, LTUT—NETER
ENERT,

c AX=TDHFYV—RAN=DIVIT—NATEhTVWEHE, LTVT—2 3 VBRETEEENEZL
TOT—RNEY=232V IR T—hA4TEnhFELA,

s IAMRUZ =S A THA VLRI —BEDOIRINIRV—RGFLTVIT—hEhT, ER
ENTVBRURDNUBACREHFELEE A

c URDPRNUBRERT7FILRTLTIT—REhEEA, YR NIERTTL—RZHEALT
DR RKNUBREZLTVT—RTEET, ChSOREICE, RIDI1—-2EVT 1, BS1L.
VRS RNIUDTIEAFA, FATHAVINRID—FEENET, VRS NIVERTTL—K
DFMICOVTR, "ZNAN—Fvv>a1, TYTIKER, FLELTVT—>3>T7o>3
YHRICERENEVRZ N ZFIHIDTTL— b Z5FRLTSEEL,

c URDKNUTRIDAZI1—RTIVHENBUT, BEOA XD ERURTEZRERATRAXA—D%
L7VT—KRTBHE, AX—DRLTVT—RENETH, EELEZTREEEhEEA, TOD
R AX—DORTRHINEREND AEEL BN ET,

s AX=DLTVT—RTBEEIL, BLOBYTVY MAREETNATVBRHEE, ECREYV—AUR
SNIOLAY—ALTIT—RELZANICBRICHERETR L EZRAELET. LT7VIT—RE
LZANVELAVY—HABRICHFETSESE, ECREETNSOLATVT—ZEYTIBRMLET,
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® Note

V—ALZARNUALTUT—RELZARNDEERDHE, ECRALTUT—hEhizL
AV—%2XTRTBICRE. BAEODLZARNJTBLOBY I N EZBMCTIXENHY R
EE

Amazon ECR TO 7' TANR—KNAX=L 7D —=23> 0f

LToflE, 7SAR=—KDAX=LT)T—23a>0—ROBEREFAERLTVET, Z2F
ALTL7VT—23a>a2RETHBEEE AWSCLI, JSON 774 EHERTIEOHERESELT
JSON OHlZEFERTEERET, AWS XXXV NIV =L EZFERALTLZV =23 %28ETS
Balk, ERLUTEGIR—DTLIVT—2av)—I) 2RI L, BED JSON FRREN
£,

Bl BE—DREFEXV -3 AOIOR) =232 LT V=232 0RKRE
RIC, B—OLYZARURTOIORY—D3IVLTUT—S 3V REDHERLET, ZOP

Tk, PATYNIDA 111122223333 THAI &, BFFOL TV T—2 a2V REAN us-
west-2 AN =T 3V TEEENTWVWA L ZRIRELET,

{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}

Bl: JIRSKNUT7 4 ) 2—=2FERALEOOR) =232 L7U5—23>0
S
aX JE
LT, ZL74YvORBOEE—HIZDIURDNIOOOR) =232 LT VT—23 0 %28%ET
PITF, COPBIE, FHORNIDA 111122223333 THAD &, us-west-1 LSO —> 3
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VTCCOLTITr—2arvREEEELTWAZE, BRUTTL 714 Y UAN prod DURIS NUH
HDEERIRELTVWET,

{
"rules": [{
"destinations": [{
"region": "us-west-1",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

1]

}]
}

Bl: EOEEXR)—>aoA0o0R)—=2a>L7U5—23> 0ORE

K, B—LP2ARNJRTOOOR) =23 > L7 5—23a> RE0HERLET, COHIT
&, Z7HAJ>BNIDA 111122223333TdH '), us-west-1F & us-west-2 SO —3>
TOLTVT—2a B ERBETDHCEEZABELTVET,

{
"rules": [
{
"destinations": [
{
"region": "us-west-1",
"registryId": "111122223333"
1,
{
"region": "us-west-2",
"registryId": "111122223333"
}
]
}
]
}
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Bl: JOATHINLTVT—2 32 OKRE

R, L2ARNVOOOAARATHIRNLTVT—2 3 REOHZERLET, COHIT
l&. 444455556666 PHI NE us-west-2 )—23a > ExmdaL7US—>3 0 &#RELE
9,

/A Important
VOARATAHADRNLTUT—23 2072793, F—TYRNTFHORNT, L7VT—
JAVEHATRILZANIOT IV EAFARI S —ZRETIHEN HYET, FHICD
WT, TAmazonECR TO 7 ZAR—KRLTZANUDT VAL Z2RLTKEE

(A
{
"rules": [
{
"destinations": [
{
"region": "us-west-2",
"registryId": "444455556666"
}
]
}
]
}

Bl: 1 DOFERNTOEBDIL—ILOEE

RFRE., LZARNVICEBOLTVT—>32 )= Z2BETHHITT, cOfiTld, 7L

T AV DAY DVIIRD N ) B HA#RHHRBHHRIHRE HRHHRBRHRBBRBRRRIHRRIH 1 BRBBHRHHY
##111122223333 FHIORMOL 7TV r—> 3> &2/ EL £Jtestus-east-2, produs-
west-2L 7T —2 3 VBEICEER 10EOLN—IILZEHBDENTE, FIL—IHFHRK25 EO
EEEEEELETD,

{
"rules": [{
"destinations": [{
"region": "us-west-2",

"registryId": "111122223333"
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1,

"repositoryFilters": [{
"filter": "prod",
"filterType": "PREFIX_MATCH"

Q—H—H1 K

1]
.
{
"destinations": [{
"region": "us-east-2",
"registryId": "111122223333"
1,

"repositoryFilters": [{
"filter": "test",
"filterType": "PREFIX_MATCH"

1]

}
]
}

Pl: TXTOLTIT—> a2V REZHIBRT S

LZARNIDSIRTOL TV T—2 a2V REZHKRIZHERIRLET, LTVIT—23VEE
ZHIBRTBRICIE., ZOL—IIEIZRETIHLENHY KT,

{

"rules": []
}
/A Important

L7V —2 a2 BEZEIBRLTE, REIICLTUT—RENEURDI NUR A X—DFHI

BREhFLBA. AMINTEICE 2 2HER. FETHRIZZENHYKT,

Amazon ECR TO 7 TAXR—RNAX=DL 77U —>23a>2 DERE

TZAR=RNLZARNIOU =232 Z2EQLTVT—232#RELET, JORAV—T3VFL
FOVOARTAHIDRNOLTVT—2 32 ZRETEET,

L7V —>3a>0—BNBERAFZEOHIIZDOVTIE, Amazon ECR TO T T AR—K~A XA—T L
T —>23a 0h #2BLTSESL,
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LP>ARNUDOLTVT—2 32 REEZBETZICE AWSIYRIAT NI Y =)L)

1.
2.

https://console.aws.amazon.com/ecr/repositories T Amazon ECR A2V —I)LZBHEE T,

FTETF—=23oN=p5. LPANVOLT VT3 REZERTZ V-3 ZBRLE
9o

FTETF =23 RA2T, [Private registry] (Z7F 4 RX—KLZAK) ZEIRLFT,
TIAR=RLIDPARNIR=DT, REZBRL, LTVT—>3VRETHREEZERLET,

[Replication] (L 7" —2 3 >) R—2 T [Add replication rule] (L 7V —2 3> )L—I)LzE&
mEIUYOLET,

[Destination types] GEfE XX A4 ) R—2D T, VARV —=2a>L7Usr—>a>&E0LL<B@E o0
AT7HADRLZUT=2a>oV0Vdnd, FLEThsEAZEMICLTHS, [Next] (RAN)
2OV IOLET,

YOARV=23>rL7Ur—23r#8MICL E8B4E. [Configure destination regions] (%15
£—23aRHRE) T, 12, FEEFER® [Destination regions] (AEx!)—> 3 >) &i&IR
L. [Next] (R\N) Z0 Y OLET,

VOARTHIURNLTUTG—=23r#8MICL =84EE. [Cross-account replication] (Z QA7
HWOVKNLFTVT—232)T, L2ANJVOVAARATHAINLT D T—2 3 BREZER
L &9, [Destination account] (EEET NV N ICEREBET WO NOTHINID A
AL, LTVT—R%EICT B 1D, FEEFEHD [Destination regions] (EfE%X)—>3a) &
BIRLET, LTVT—23>0EERELTEMOT AU NERET S, [Destination
account +] (AEETHIO M) ZOUYILET,

/A Important
PJOATHIORNL7VT—23>2 72T T3ICE. =Y NThHORNT, L7V
=23 &FAITBILSANIOT O ECAREFA RS —%2RETIHENf HVYET,
HMIZDOWTIE., "TAmazonECR TO 7 TAR—KNLZARNUDOT O AHA ) 23R
LTLEESW,

(A7 a>)[Add filters] (7 4 LR —FBM) XA—T T, L7UT—2 32 )L—)LICRHL T 1

O, FEREBO T AILZ—EEELTHS, [Add (B 2V HILET, LTV —3
DT O IAVICEERTR T AIINE—8I, CORTYT%#E)VRLET, 71 IILE2—FUR
SRNIVBOTLT7AYVIORELTHETIHENHYYET, 71ILEZ—E2EMLAEVES, X
TOURSNUDORBHAERENET, [Next] (RAN) BIUYITDE, TRTOTAIILE—H
BiEhET,
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10. [Review and submit] (ERL TEFB)R—DTL7UT—23VI)—-I)LOBREZHRBELTHS
[Submitrule] JL—ILZZEE) Z0VY I LET,

LZ>ANVOLT V=232 REEZEBRT S ICE (AWS CLI)

1. LZANVAILERTDILIVT—23a 2 I)—IFEENLEISON 774N ZEERLET,
L7V —2ar B EICEER10BOIL—ILEEDDENTE, FIL—IIFHRK25EBOD
EEXE100BOT7AIILE—2BELET, MEOTHINATYIOR) =232 LT
T—2aAVZBRETDICE. MEOTHINIDZEELET, TOMHOHIICOVTE.

FTAmazon ECR T/ TANR—KAX—=L7)5—23a> 0, #8BLTLSEEL,

{
"rules": [{
"destinations": [{
"region": "destination_region",
"registryId": "destination_accountId"
1,
"repositoryFilters": [{
"filter": "repository prefix_name",
"filterType": "PREFIX_MATCH"
1]
1]
}

2. LZANVOLTVT—23a BEEZERLET,

aws ecr put-replication-configuration \
--replication-configuration file://replication-settings.json \
--region us-west-2

3. LZAMNVREZHIELET,

aws ecr describe-registry \
--region us-west-2
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Amazon ECR TOT7 ZAR—KRA X—=D LT UT—2328EED
HIl R

TZAR—=KNLZANUOL 7= 3 RELHIBRELFEMELTSICEK. ZOLSUT—23
VEREERTETAISLENHYET, AWSCLICEADHIBRIOY REHYWEEA.

LP>ARNIULTVT—2 a2 REZHIBRISZICE AWSIZRIAXT RO Y—)L)

1. https://console.aws.amazon.com/ecr/repositories T Amazon ECR A2V — )L ZEE T,

2. TEF—>3UN=n5, LZPANIJOLTVT—2 3 BEZEBRTZD -3 EERLE
Jo

FTES =3 RA 2T, [Privateregistry] (777 A RX—KLZAR)) ZBRLET,
TZAR—KNLPARNIR=DT, BREZERL, L7VIT—2 3 RETHREZBRLET,
ZIL—ILOHIBRAT>a>EERLT, BEOL7VT—23 2 ) - Z2IXTHIBRRLET,
[R7F] Z2BRL T, ZOL TV T—2 3 VREZEHALET,

o o &~ w

LOARNVULTVT—2 3 REZHIBRT S ICIE (AWS CLI)

1. ZOIL—)LEHZRFED IJSON 77 A ZERL T, INTOLTVT—2 3 VREZHIBRLE
EE

{

"rules": []

}
2. ZOLZ7VT—2ar FxEERLDANJICEALETD,
aws ecr put-replication-configuration \

--replication-configuration file://empty-replication-settings.json \
--region us-west-2

3. L7UT—>a RENHBREATVWEDEZRELET,

aws ecr describe-registry \
--region us-west-2

HACE, L—=ILDKEWZED replicationConfiguration A"RRENET,
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/A Important
L7VTr—>32 BREZBIBRLTE, UEIICL7UT—RENIZURD NUXR A X—D FHI
BREhFErLBA. AMINFFTELLBSHFEE. FETHRIZDZBEN HVET,
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TINAN—Fvv>a1, T7YIRER, FEEFELTIIT—
AT AVHICERESNEVRD N 2EIEHT ST
7L—hk

Amazon ECR URZ NIUERT>7L—KEEAL T, Amazon ECR A" 1—H—ICRH > THEKT
BPURSNVAOEREZEEZELE T, VRDKNVERTV7L—MOREREVRD N OEREICO
BEAENH, BFOURD NURMOFETERENLZVRDNVICEEELEREA, BRE. VRS

NUERT>7L—hEERATRE, URD N OERBICUATOBREICHL TREZERATESR
ED

e Z7INAI—Frvva
e TYIIRICERT B
c L7V —=23>

RS NUERT 7L — b DOiEk

Amazon ECR ' 1 —H—IZRD 2 THLWITZAR—KNURD KNV ZHKTIBEN HDBENDH
WET. BIZE, ROKSICHEYET,

s TWANL—F ¥y 2)—IE2NOTHERALT, PYTANI—ALAURDNUOID TV ZEE
L. Amazon ECR 75 AXR—KLZARNVIZRETZHESE,

e AX=INEEFEELBEVWIRDSNIICTYSI1TDHE,

« Amazon ECRICURZ KU ZBIO) 23> F E@T7HIONILTVS—RNESEZ5HE,

TNANL—=F Y2 A)—INFEELTIT—RENEVURDNIIC—BITIVRDNIVERTV T
L—rABVWEE., Amazon ECRIEFHLVWURD NUDF 72 RNEBEEZFEALET, chsoF
T7AIREEICE. RTOFEMZAFTICTS, AES-256 BES{LEFERATD, VRS KNUXZ A7
A OLRID—%Z—tHEALEVEENFEENETET,

AX=7Y2210R—TYRNI)RSRNVIZ=BITBDIVRSNIVERT 7L — AR W\NE
4. AmazonECREF7 2 ) REEETURS NUBERLEFH A,

YRS NUERT > T L—NEEATBE, Amazon ECR A 7L AL—F v+ v 1, 7y 184k
B L7UT—23>792 a8 BUTHRRENEFLWUAS NUCERT2REEES TS
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T MLWURDNUDRITREM, BELRE, VRDNVER, Z4T794 0KV —, 1
V—ABTEERTERT,

RORE, VRS NUERT 7L —R2ERAT3EZ(C Amazon ECR AERT2D—o70—%
RARLTWVWET,

VAR
Repository created by Template applied :E
Amazon ECR te matching repository v—
Create on push, o IN Repository
Pull through cache, or w—
Replication v —

Repository creation template

LTFTR, URSKNVERTTL—ROZENTA—=ZRICOVTEHLLHBALET,
Prefix

L7414V TR &, TO7L—NCBEEFEFDI VRS NUBRAZEBOTL 714V IATT,
NTL714VIRZEFEAL TERENLEIXNTOURSNIICEK, COTVTL—RTEEE O
TWBRENBAHAENET, FIZREF, prod EVWSTLT7 1Y VR, prod/ THEDITNTOH
DR NVICBAENET, BHIC. prod/team&EWVWSFL 714 Y VA, prod/team/ TH
FRITXNTOVRDKNIJICEAENET, 220077 L—KZ2EELZARNITR, 1207
7L—=NICTLT74YORA Tprody VT EY ., £5120F707L—KNZTLT714v0R
Mproditeam AV TWBHBE, BEIH Tproditeam/s THEDIXNTOURD NI, 7L
74V 92 Tproditeami ATV TWB T 7L —MFBRAEhET,

ERT 7 L—MEERTSATVWEVWVLSARNIAOIXRTOVRSNIICTTL—NE
BATSICE, L7414y O9AELTROOT 2 FATEXT,

/A Important

TL7AYVIOAOKRRBICEEIC /N BERAEThDEREENET, ecr-public 27°L
T4V OARELTEETSE, Amazon ECR IEEh#%& ecr-public/ ELTHRWET,
TILANL—F vy 21)—-)2ERATEEE. L-IIERKICEETZVRSNITL
TAVORE, VRDKNVERT7L—MDTLT7A4YVIORELTEEETIHEND
VET,
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B

SHI:I

CO[T7TL—KNOFEB|EAT>a>T, URDPKNIVERT7L—MNOBEWEHBATI O
ICERENET,

BAXIR

[ERANR]&ERE., cOT7L—MEFEAL THERT S Amazon ECREERIURI KU ZREL
*¥9, BXE{EIF PULL_THROUGH_CACHE. CREATE_ON_PUSH, #& & 7' REPLICATION T4,
BlIZE, ZIWAN—Fvv22)—)Z2NSOTERLT, PYZT7ANI—=LVURDNUOOV T
oY EBBL, AmazonECR 77 AXR—KNLPZARNVICREFELET, 7L AIL—F vy a)l—
WZ—HTBDURSNIERT V7L —MHFBWEES, Amazon ECR IEFLWU RS NU DT
73 NREZFERALET,

R NUERO—I

(DR NUERA—=IL] &, VRSNV ERT>7TL—rZ2EALTURD M) ZHERE K TER
ETBHEIC, Amazon ECR A'5|Z2Z (5 IAMO—J)LARN T9, coO—=J)Fk. 7>7L—KT
RNV BRTRKMS 2FEATREEICEETIXEN HYET, BELBEVE, URD KD

DERFRELET,

AX=DRTDEEARE

FUTL—REERLTERES NEVARY MU ILEATE XY OEBTRMRETT. S0/
SX—R%EEWTHE, MUTABLE OF 7 4 )L NEEAEAET hET. F7 4L RRETE, o
A—TRIOLBENFAENET, ShiF, TLRAL—F ¥ Y2 ITIIaVI0&> THRR
NIRRT N CEAThETYTL—NCEATA LRI DRETT. ThiE&Y, &
SHAUBETE Amazon ECREF v Y2 1& htA X—VEEH TEE T,

IMMUTABLE 2 8E 3% &, URSZKNUADIXNTDA X—DRTBEAREERY), LEENEL
ENERT,

B S{LRE

/A Important

AWS KMS (DSSE-KMS) #EA L ==BRY—/N\—BIOKES{tiE. AWS GovCloud (US)
)= 3> TCOHMEATEERT,

TUTL—RNEERALTERENLEVRD N ICERATRIESLRETT.
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KMS BBS{t 24 72 ERAT25E. VRZNUOIAY TV, AWSKMSIZRFEEhTWS
AWS Key Management Service ¥—I(Z& V), H—N—fIOESLEFEAL TES{LEhET,
AWSKMS ZfFAL TF— R ZRES{tT2HSE,. AmazonECR DF 7 # )L h® AWS Y Z—T R
AWSKMS ¥—ZzFEAT2 A, BICHERLZMBO AWSKMS F—ZIEETEEXRT., T 5IC,
THEFRLF-BESILEFERATAIRSICERTEERT AWSKMS, FMICODVWTR., "TREF
NESt. 2ZRLTLEEL, MBH%%Q47EE%LTVT Thzo0OA)—>3arL
TVr—=>23a>THERATREEE. BNMOT VAR UIN VBB el HYET, FHMICO
WT Ik, [Creating a KMS key policy for replicationy ZZBR L T<E&E L\,

AES256 NEEEILZR A =R T 53HB4E. Amazon ECR & Amazon S3 TEEE h-BES{L¥—
L&) H—N—BOBEE{tF—%2FEAL T, AES-256 BELTIIdVXLZFERTDIRI N
ADAA—D&BESIELET, FMICOVTIE., "Amazon Simple Storage Service 1—4H'—7
14 Ry ® "Amazon S3XNZ—J RF—ICLDH—/N—fHIOESIL (SSE-S3)1 2R T &
(A

R N ER

To7L—hEERALUTERENEZVRDNVICERATDIVRSKNIURDS—TT, DRI K
DR =k, VDI—AR—ADT IV EAERZFEALTIURSNIADOT IV AZHBLE
To VDY—AR—ADT IV EAERICEY), EOIAMI—HY—H2VEO—IFURDNUIZ
TOVATE, EQOKSBTVAVERTTEDINEEETEEXT, 77FIILNTR, UR
SRV ZRERLEAWS FTHIOROEHF VRS NIVIZT IV EATEERERT, DRI NUADEDN
DT VAT ZNFEFLERFERTIRV—RFAXRNEZHATEET, FHICOVWTR.,
"TAmazon ECR TO 7 ZANR—KDRIRNDRD) D —; BSBLTLIESL,
VRS KNUSATHATILRYS—

TOTL—RNE2EALTERENLEVURSNIVIZERTZSA 74 9ILRIS—TT, 47
ALK —ERTRDE, T7TAR=—KNIRSNIADAX=SDOTATH A VIINER%E
KYFHICHBTEERT, FAT7HAM VLRI —RB 1 DFLEEHDOIL—ILT, EIL-ITRE
Amazon ECRANDT IV IAUNERBENTVET, BEPHIVMRICETVTAX—=D0FESR
HIRZRETADCEIL R 2 TOAVTFAX—22B8NICOV—2T YT TEERT, FMICOV
Tk, "TAmazonECR TOZA 7HA VIRV —FERLEAX—200V—="2TY70OBEE
by EBBLTEE W,

Y —ARY

JY—AZ2TE, VRDZNVICEAL, 7EEBBIZRIDXARTF—2TT, ERIGF—&F
72avOETEREh, E5SEHERMANIERLET. JORY—T32LTUTr—>3>
TURSNIVERTV7TL—hE2ERAT2ERRE. COTIEAFAEZRELDANIRID —
CERIRBENBYET,

fH4 & APl /N\—2 3> 2015-09-21 178


https://docs.aws.amazon.com/AmazonECR/latest/userguide/registry-permissions-create.html
https://docs.aws.amazon.com/AmazonS3/latest/dev/UsingServerSideEncryption.html

Amazon ECR d—H¥—HAR

Amazon ECR TOURS NUERT> 7L —NDER

DR NIERT V7 L—RZERLT, ZINAL—Fvv a1, 7Y 21BER, ELTD
T—232F 0232 Amazon ECR A" 1—H—ICRO > THERLEVRD NUICERTBERE
EERBCTEET. URDPNUVERTV7TL—MFEREhBD &, ERENEZTXNTOHRLWVWIRD N
DICZTORENBRAENET, CNREUAICERESNEVRD NIVICEKEELEE A,

FOTL—REFERALTURDS NI ZRETIEIC, KMSF—E VY —RETRIBETH A>3
ONFBYYET 1 DU EDOTFUTL—RTKMS F—, DY—REZYJ, FLEETOAELADOHBEAEDLE
BERAITZEER. LTEZISHBENHYET,

e UIRSKNVERTTL—MNODAOARLR) S —DOERK.

e URZNVERT>7L—MNE® IAM O—)L DERK.

RENFZTTLES, HAZLO-LELZANIAORKEDNTVTL—NITEYFTELT,

VRS NVERT 7T L—RNEERTB12HD IAM 7 7 AFFA

IAM 7D NILA VRS NIERT 7L —h2EBEITZICRE. LTOT IV EAFANFBET
T chSOTIEAHFAR, FTATFVTATACEIKIAMARI D —ZFEALTHRHETIHEN
HV)ERT,

« ecr:CreateRepositoryCreationTemplate — URZS NUERT T L—NEERTDT D
AT ZERELET,

« ecr:UpdateRepositoryCreationTemplate — URZ NUERT T L —KNEEFHITHLH
DT 7 AFAZzFELET,

« ecr:DescribeRepositoryCreationTemplates-LZARNURDURDS NUERT T L —
REVARNTRLEOOTIVEAFTZNELET,

« ecr:DeleteRepositoryCreationTemplate — URZ NUERT T L—KNZHIBRTDT D
EAFAZFELET,

« ecr:CreateRepository —Amazon ECR URZ NUZERTBLODOT VAT ZRELE
£

« ecr:PutLifecyclePolicy — A 7H A VIINRI>—ZERL., ThZVURDNJICERTS
TORAFTZNGFELET, COTIVEAFTR. VRDNIVERTTL—NIZA47H40)
RUS—PFEENTVRIHEEICOKMETT,
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« ecr:SetRepositoryPolicy — VRS KNUDT UV EAHARI S —%2ERTEDT UV AFT%
RELET, COTIVEAFAR, VRDZKNVERTVTL—RNIURDNIURUS—HFEENT
WBBEICOAMBETT,

« iam:PassRole-IT A TANY—ERELERT77Vr—>2a3a 2 CO- ) 2EIE2HAT
BPEOOTIOEAFAZRELET, COTIVEAFTR, I—H—CRD>2>TTF7 I3 #ERET
TH5O0-LZ5EZFRUENHBIHT—ERRTTIT—23VICHETT,

VRIS NVERT 7T L—RNDAARLRI) S —DER
EEALT, #TIAMO—LICEENFShaRUS—AWS IRIX Y RAVY—)L ZEHTE

9, TOER, COIAMO-NEFE, VRZNIERT>7L—RERETDEEICVURI NUER
D_)Lt brﬁ%?%ij—o

AWS X R X N2V —=)

JSON RV —TIF4 22FERALTIVRSNIERT VT L—RNOARZLR) S —ZEKT S
Lk, ROFIEZRITLET,

1. Y4242 AWSN R XY =)L U, https://console.aws.amazon.com/iam/ T
IAM OV —=I)LZEEEXT,

EROFET—>3a RAT, [RUD—] Z2BRLET,

[Create policy] (R —DER) ZBIRL E T,

RUS—IF4R] €92 32T, JSON]| A7 3V EBRUET,
[JSON] 7 4 —JL RIDROKUS—EAHDLET,

o &~ 0D

JSON

"Version":"2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"”,
"ecr:ReplicatelImage",
"ecr:TagResource"

1,

"Resource": "*"
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10.

},
{
"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"
]I
"Resource": "*"
}

}
RIS —OREEPICERETNEEFIVTABE, I5—. LR —WRESZINTHRL
THS, [RN] ZBRLET,
RIS —CT O EAERZEMUERES., [RN] ZEBRLET,
[BREER]R—D T, ETRIRI—0O [RUD—F] & [RB](AT>3V)ZAHNLE
T CcORIVI—TERENTVWRT IV LAFKH ZHEL T, RUZ—ICr2THEE I
TOEAHFAZHEELET,
RID—%#ERZVVYILT, ILLRUD—Z2REFLEXT,

T 7L—RNRICZORID —Z28)ETHO-LEEBLET, "TURD NUERT
Y7L—hA®IAM O—I DKL ZZBL T EE L,

VRS KNVERT>7L—MA® IAM O—)L OEK

BEALT, T7L—RNTURS KNIV RTEFLEFEKMS Z2FRALTVWB VRS NUERT T L —
RTURSRMNVERO—IZEETSDEEIC, Amazon ECR THERATESO—J)L AWS XRXI XY
RIAVY—=I) ZHERTEET,

AWS XRI X N2V —=)L

O—LZEKTZICE. ROFIEZRTLERT,

1.

2.
3.

CHA242 AWS YR X2 KOV —)L L., https://console.aws.amazon.com/iam/ T
IAM 2V =)l Z2REET,

OAYV=IOFES—23a>RA42T, [A—)]. [A—)ILOERK] OIEICERLET,
[DAZLEERV—]O-ILEATZERLET,
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4. [AARABLBERID—1E7232T, LTCVARNENTVRHARLGER) S —Z8
WREFERT,

JSON

{
"Version":"2012-10-17",
"Statement": [

{
"Effect": "Allow",
"Principal": {
"Sexvice": "ecr.amazonaws.com"
},
"Action": "sts:AssumeRole"
}
]

}

5. RN]ZZBRLZEY,

6. [FOLAFUDEMAR—T, PORAFARIS—OVARNDS, ZEFEEERLEDA
BRLARVS—DOBICHZIFIYVIRY VDARZRBIRL, [N &EERLET,

7. O=J)BIC, O-IOBEZANLET, O—IILBE N T—ZTHIHRENHVYET AWS
ThHOUK, O=ILBHFRIVS—ELT, £LEFEARNO—BELTHEARAET B EHES. O—
LNBREARXFENXFZEXBILET, YA M2 0By, OV —)LTO—-I)ILBAN1—
H—ICRTRENDEE, O—ILBRANFENYFEXBILEFREA, SESELHEI T4
TANO—INZ2SBIDAEENI HD D, ERBICO-INBERETSDEFETEEE
Ao

8. (A7 al)[FHEBICKKk, HLLWO—ILOHRBZAALET,

9. O—LEHZHEL., O—JILDER ZEBRLKXT,

RS NUERT> 7L — DR

TU7L—MIBEBHRIGZINTHLELES, URDNIUERT V7L —MOERICECZ &
FTEFET,
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AWS X R X N2 —=)

VRS NVERT>7TL—RNEEKTBICE (AWS YR X ROV Y =)L)

1.
2.

Amazon ECR 12V — )L (https://console.aws.amazon.com/ecr/) ZH& £ T,
FETF—>3aN=Nr5, URDPNIERTVTL—hEERTRD) -3 2 BRLE
E

FTETF=23RADT, [TFZAR=RLTZARNI], VR NUERT7L—K] 2&R
LET,

DRSS NIVERT T L—RNR=DT, [TV7L—hEER] ZERLET,
[ATYT1:TO7T7L—ROERIR—DO [T7L—MOFME T, FEDTLT71v
DA ZEBRUTTVTL—RZHREOVRDS NUBRZEBOTL 714 v VAICERATS

N [ECRLZANVODEEDOTL 74V ORI ZERLT, V—2a>A0OT7L—
Re—BLBVWIXTOURSNIICTVTL—NZERALET,

a. BEOTL714Yv IR ZEBRLEBER., [TL74YIORIICTV7TL—NZERT
BDURDRNVEBEIZBTL 74V IAZEELET, T7L71YIAORRBICEEIC
/N ERAEhDEREEIhET, A, prod EVWSTLT7 1Y IR, prod/ TH
FRIXNTCOURD NV ICEAENET, FAKIC, prod/team EVSTLT7 1Y IR
(k. prod/team/ THEZI ITXTOURS NIICERAETAET,

b. [ECRLZANVDFEEODTL 74V IA]ZBRTDE, [FLT7 4V DA ROOT IC
BREENIhET,

[BRAXNR] Tk, cOT>7L—h2EBATS AmazonECRD—2 70—%EELET, &

BAT&%A4 733 >E PULL_THROUGH_CACHE, CREATE_ON_PUSH. #& &7 REPLICATION

T,

[T>7L—hOBRBAIICE, 77 L—NOFHBEFTSIaTEEL., RN ZBIRLE

9,

[ATY 7 2. URS NIUERREDEM R—JT, 77 L—hE2FERAL TERENEZUR

DRVICBRATDVRSNREREZRRELET,

a. [AA=DRINDZ21—ZFEVTA]T, COVRSKNIUDRTOEETMREMHDRER IR
RUET, FHICOVWTE, "TAMazonECR TOAXA—T BT O LEEZ DL, #S R
LTLEESW,

c [E1—RTN]-AA=DRTELEETIHEERE., COATTIAVEBIRLE
Fo AMazon ECRAF Y Y2 1ENEAAXA—D2BHTEDELSIC, TILAIL—
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b.

FrYVIATVIAVEFERATRIIVRDNIVICHERENET, 512, W<2HD
T1-RTINRITORTEFHEEMICTSICIE, [Mutable tag exclusion] TF A RR Y
DACBTEZEZANLET, BHOE be"}'l’??b‘ BI2TAILRAO—R(*) &2
ATEXT,

s AZA=—BTN]-AX=—DRINLEEEINDOEHE, BBEORTEELA X—
DETVIIATREEIL, URDNIUADOINTORTERACERTSES. C
NDAT> a2 EBERLUET, Amazon ECR IF, BEFN R T ZFERAL TA X—D%
7v2a1UL&S5ETBDE ImageTagAlreadyExistsException 2 RLE T, &5
2. WD2PDAMI1—FT7IINETORTEHZEMICTSICE. [Immutable tag
exclusion]| TF¥ARRY JRAICEATBEZADLET, EROBELULERXITN—BHTS
DAILRA—R M) Z2EATEXT,

[FESLERE] Tk, EATAIESILREZERLET. FHICODVTE. "TREFORE
"?_‘fKJ é;&/ﬁﬁbr<t_é\/\o

[AES-256] A" iBIRE hTWB &, Amazon ECR &, Amazon Simple Storage Service A"
EBEITIRSHF—ICLDT—N—AES{LZEAL, REPOTF—INELRBEED

AES-256 BESLT I IV ALTHESILENE T, ChEFEMIANRL TREZAE

T

[AWS KMS] Zi#iR 9% &, Amazon ECR & AWS Key Management Service (AWS
KMS) ICRTFENEF—ICLBDY—N—RlOBES{tEFERALET. AWSKMS ZFAL
TTF—2ZE8LT2EE,. AmazonECRICK > TEBENBDTF7#I)L MDD AWS X
X—I RF—ZFEATEIN, NAZN—XR—I RF—EFEFNZIHBE DO AWS KMS
F—ZEETEET,

(® Note
—BEVRI NI ZEKTDE, VRSN DBESHEREFEETE XA,

VDR NUHERIICOVWTR, COTV7TL—rEFERALTERENIZVURD NUICHE
AI2VRSKNVERRVS—ZEBELET, #7232, ROAVFEAIEZFERAL
T, BE—MBRPUBI—AT—AADOISON Y FI)I% 1 DIBIRTEE T, FHMICOVT
. "TAmazon ECR TO 7 ZAR—KNURIRNJRDI—, ZZRLTLEEL,
[WDRSKNUZATHAOILNRID =Tk, COTTL—rE2FERALTERE ALY
RONVIZBRATRDIRDRNISATHA VIR —%2BELET, 732 7T,
ROYT7THOUZFEALT, KRE—MBNBI—AT—AAD JSON > 7 )L & 1 2R
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TEET, FHICO>VWTEK. "TAmazonECR TOZA 7H A IR —%FEHAL A
X=200 )=y 70BN, B5RBLTLSEETL,

e. URTSKY AWS RT Tk, F—EEORTOERTARTFT—REEELT, ZOT>
TL—RE2FRALTERENEURD NUICEEMNS T, RAEZEBIRLET, FHEMICHOWV
Tk, "TAMazonECR TOD 7 ZANR—RKURS NIRRT T 25RBL TS EEL,

i UATRUERO—L] TR, FYT7L—RTURT NURYTELE KVMS 2EHTS
BACURT NERTY 7L —NCEATHARRA IAM O—JL%E KO Y 74> X
C1-ASERULET BEHACOWTE TUAY RUERT Y7L — KB IAM O—
DR EBE), TO%. RN BERLET.

9. [AF YT 3 BBEER KA—IT, URIRNUERTYTL—NCEEL EBEEREL

T, [RE] ZBRLT. TEEMAET, BTLES., [HER] EBRLET,

AWS CLI

create-repository-creation-template AWS CLI AN > RiE, 7ZAXR—=KLZARNVDURD KD
T 7L —hE2ERT R -OICERENET,

RS NIUERT> 7L — M 2HERTSICIE (AWS CLI)

1. Z%ZfERAL T, create-repository-creation-template AN > ROATIL N> AWS CLI ZERK L T
T

aws ecr create-repository-creation-template \
--generate-cli-skeleton

OXRZROBEAICE, VRSP RNVERTYTL—MOZEBBNARTENET,

{
"appliedFor":[""], // string array, but valid are PULL_THROUGH_CACHE,

CREATE_ON_PUSH, and REPLICATION

"prefix": "string",
"description": "string",
"imageTagMutability":

"MUTABLE" |"IMMUTABLE" | "IMMUTABLE_WITH_EXCLUSION" |"MUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [
"filterType": "WILDCARD",
"filter": "string"

1,

"repositoryPolicy": "string",
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"lifecyclePolicy": "string"
"encryptionConfiguration": {
"encryptionType": "AES256"|"KMS",

"kmsKey": "string"

1,

"resourceTags": [
{

"Key": "string",
"Value": "string"

}

1,

"customRoleArn": "string", // must be a valid IAM Role ARN

2. BIOATY7OHIEEAL T, repository-creation-template.json EVWSZEID
T77ANEZERLET, COTUTL—KNE, FROVRSKNIADAX—D0OT v 1L
TINZEHFRATBIVRDNIRD S —ZFEAL T prod/* O TFICERENIZVARD NIICHT
DKMS BH{t*—ZREL. 2 BEAULZEBLEAX—DZ2HRYINICTEZIS A THA4D
IRV —ZEBEL, ECRAIKMS F—ICT77EALTUY—RARY examplekey &3k
DIVRZRNVICEI)HTBENTEDLSICTDIHARALAO-INEZRELET,

{
"prefix": "prod",

"description": "For repositories cached from my PTC rule and in my
replication configuration that start with 'prod/'",

"appliedFor": ["PULL_THROUGH_CACHE", "CREATE_ON_PUSH", "REPLICATION"],

"encryptionConfiguration": {
"encryptionType": "KMS",

"kmsKey": "arn:aws:kms:us-west-2:111122223333:key/alb2c3d4-5678-90ab-

cdef-examplel1111"

.
"resourceTags": [
{
"Key": "examplekey",
"Value": "examplevalue"
}
1,

"imageTagMutability": "IMMUTABLE_WITH_EXCLUSION",
"imageTagMutabilityExclusionFilters": [

{

"filterType": "WILDCARD",

"filter": "latest"

.
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{
"filterType": "WILDCARD",

"filter": "beta*"
}

]
"repositoryPolicy": "{\"Version\":\"2012-10-17\", \"Statement\":

[{\"Sid\":\"AllowPushPullIAMRole\",\"Effect\":\"Allow\",\"Principal\":{\"AWS\":
\"arn:aws:iam::111122223333:user\/IAMusername\"},\"Action\":[\"ecr:BatchGetImage
\",\"ecr:BatchCheckLayerAvailability\",\"ecr:CompletelLayerUpload\",
\"ecr:GetDownloadUrlForLayer\",\"ecr:InitiatelLayerUpload\",\"ecr:PutImage\",
\"ecr:UploadLayerPart\"1}1}",

"lifecyclePolicy": "{\"rules\":[{\"rulePriority\":1,\"description\":\"Expire

images older than 14 days\",\"selection\":{\"tagStatus\":\"any\",\"countType

\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},\"action\":
{\"type\":\"expire\"}}1}",

"customRoleArn": "arn:aws:iam::111122223333:role/myRole"

}

3. ROOAXVRZFEALT, VRSKNVERT Y 7L—MZEERLET, XROHIT
l&. repository-creation-template.json DbV IZ, BIOATY T TERL EERE
T77A4ILOBRZERETD LB LTLSLEEL,

aws ecr create-repository-creation-template \
--cli-input-json file://repository-creation-template.json

VRS NIERTVT7L—N2E#HTS
VRS NUERT Y7L — N, REELETBUEN HDBABBEETH LN TEET, UK
SNUERF Y TL— R ERETHE, HLLUBEABEOTY 7L — NOBERE NET,

/A Important
ChEUEICERENZURDNIICEEZELEE A,

AWS XXX N2V —=)
VRS NVERT>7L—NEmRETHFIEAWS YR X ROV Y =)L)

1. Amazon ECR 12V —JL (https://console.aws.amazon.com/ecr/) ZH& £ 7,
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2. FEF—>3arN—Nns5. WETHIVRZNVERTV7L—MFHB -3 &ERL
7,

3. FTEF—23aURAUT, [T7FAR—=NLPZANI]ZBIRL, RIC[AF T+ ZERLE
CB

4. FEF—>23a32N—n15, [VRZNIVERT>7TL—N ZERLET,
VRS NVERT > 7L—RR=2T, EITDIVRSNIERT> 7L —hE2BRLE
CB

6. [FV>3aVIRAYTEIXZ1—H5, [RE] ZBIRLET,

7. REZHFELTEHLETD,

8. [E#ZERLT, HFLWERT7L—rNOBREZEHALET,

AWS CLI
VRS NUERTY 7L — N EimET S FIE (AWS CLI)

update-repository-creation-template AY > RZFEAL T, BEOURD NUERT> T
L—KREZEHLET, To7TL—FD prefix EZBETIHEN HYVET, ROHIT
&, prod 7L 714V O REFEDVRDSNIERT VT L—KE2EHLET,

aws ecr update-repository-creation-template \
--prefix prod \
--image-tag-mutability="IMMUTABLE_WITH_EXCLUSION" \
--image-tag-mutability-exclusion-filters filterType=WILDCARD, filtex=latest

O ROEDICE, BEFfENLEVRD NUERT YT L—NOFHRFIRTENET,

Amazon ECR TOURD NUERT 7L —NDOHEIER

FEICB2LEVURDNIERT 7L —NZHIBRTEET, VRS NUERTTL—NEHIBRTS
ETILNAN—=—Fvv22FEELTVT—23 2007023 RICEERFFShETLT714vOR
DTICFHULKERENLZURD NI, —BI2OTTL—KFROASBVRY, F74IILK
BREZMALET, "URDNVIERT 7L —bOHEH ZZRBLTLEEL,

/A Important
ChREHBICERE VRS NUICREEBLEE A,
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AWS X R X N2 —=)

VRS NVERT> 7L —RNZRIRRT D ICE (AWS XXX ROV Y =)L)

1.

Amazon ECR 12V — )L (https://console.aws.amazon.com/ecr/) ZH& £ T,

2. FEF—>3arvNN—Nns5. BHIRTBIVRZSKNVERT > 7L—MFH2)—23 > &ERL
X7,

3. FTEF—2aURALUT, [T7FAR=NLZANI], [URDNIVERT>7L—K] Z&IR
LET,

4. [DRZNIERT7TL—RR=DT, BIRTDURSNUERT 7L —hE2BRLE
9,

5. [Po223av]IRAYTEIXZ1—H5 [HIRR] 28RLET,

AWS CLI

DR NVERT 7L —NZHIBRT 31 (AWS CLI)

delete-repository-creation-template.ntml A > RZFEAL T, BEOURD NUERT>
TL—RZHIBRLET, TU7L—KD prefix BEEIEETRIHENHYET, XDOHIT
&, prod 7L 714V O REFEDURD NIERT T L—KZHIBRLE T,

aws ecr delete-repository-creation-template \
--prefix prod

O ROEAICE, HIBRENEZVRD NUERTY 7L —NOFHFIRTENET,

VRIS NUERT> 7L — b OHEIER
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Amazon ECR TOZA 7Y A4 VIR —%=ERALEA
X=S0Oo)—=2"TYy7OBEELE

Amazon ECR ZA4 7H A VIR —&ERTDE, TTAR—KNIURSKNIADAX—= DT A
THAOINEBZLYFMAIICHBETEET, 474 0LRUD—IC@E 1 2BLLEDIL—IIHFER
N, FIL—JITAMazonECR DT IV AUNERENET, SAT7HA VLRI —OBMHRE
BIZETWT, F4T7HA4VNRIVD—TEEENLEECETVT 24 KBEAMRICAX—2&T —
NATEERGHRYNICTBZENTEELET. Amazon ECRASA T7H A IILRIS—ICETVWT
ToO2avaEEGUESE., COTI23VREARYMELTAWS CloudTraillc ¥ ¥ 7Fr&EhE
To FFMICOVWT, "T&#FEAL K Amazon ECR 72> 3> OO 58 AWS CloudTraily 238U
TLEEL,

ZAT7H ALK S — DO e

SATHA LRI —E, VRSKNURADEDA X—TICEMHBRYINIZTINERETS 1D
LEDIL—ITEHENTVET, SAT7HAM LRI —OERZRETEES. URI KU
WCBATRHEIC, FA4AT7HA1IILRI—0OTLEI—TSA 79 A VLRI —FERDERI N
ICBA2EAAX—DZRRITDCENEETT, FA7HAVILRI—=NFIRSNIICEAET O
D, AA—DHEVNHROBELEFBLLTHS 24 BEALAICHRBRYINICED ZENFRENE
o Amazon ECR A A 7H A VIRV —ICESTVWTT I3V E2RTITRE, ChiFARV B
ELTAWS CloudTrailllcF ¥ 7F vy h&x 3, FHICOVTE., "ZFAL % Amazon ECR 72
>3O & AWS CloudTraily 288 LTS EE L,

RORKEF, ZA47F4 IRV —0T—070—-%ZRLET,

All rules are
Create lifecycle . |Save and run test .| evaluated and » a TTii ;";’ZSS ;c;enn .| Review the . |[Apply the rules as
policy test rules 7| lifecycle policy 7| images are "l pprule priority | results of the test | | a lifecycle policy
marked

1. TARL—I%Z1 DB EERLET,
2. TANL—ILZREL, T7LE1I-ZRITLET,

8. ZATHAVIRIZ—TINIIT—F—, IXNTOIL—ILZFHEL., FBL-IIIEETD A
X=X —02FTET,
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4., R, FATHA LRI —INVIT—-2—RBIL—ILOBEECESVWTIL—IIZEAL.
URDRNURDEDA X—ZDBEMHRNITINBDAT—HATEhhdrERTLET, L—ILD
BEEOHEAMBEVEE, BEEFS<BZYXT, fIZE, BEE10L-IE BEE2D
L=L&)EBETNET,

5., TANDHEREHAEL., BRI LR T —HATEX—DENAX—DHFERLIEEBYT
HBDEEHRBLET,

6. TANL=ILZURINIODZATHATILRI—ELTHERLEY,

7. SAT7HAONRI—HFEREhDE, A1 X—=2OBMERIYIN3HD., BEHROEEEH
ELTAS 24 BEURICT—AHAHATEndETF T,

ZATHATINR) S —OFHEIL—I

FATHA LRI —IN)IIT—3—R&. 4714 OLRIV>—OTL—>2FTF AN JSON
ZEFLT, IXTOIIL—LZFHMEL., LI—ILOBRIBEMICESVWTURSNIRAOA X—TIZEA
LET. RIZ, FATHAONRI—=INI)IT—R—0OODY VICOVWTHEHLLHBLET, fl
IC2WTIE "TAmazon ECR TOZA 7H A VIR —0fl, Z22RLU TS EEW,

s URDRNVICSRT—TAT77 IR EETDES. AmazonECR Z4 7H A VLRI > —i&,
HNRARX—ZOBIRELET—HATHS 24 REALRICZENSOT—T 1770 N2 BEHICH
RUONELEET—HA4TLET,

- BEBNMICEARELS, IXNTOIL-LFEARFICFHEENET, IXTOIL—IILFFMEEShizR, &
FECESTVWTIL—INFEARAEHIET,

s AX=DOBMHRAINATVEA, 1 DFLFEOOL—NIZR>2>TT—HA4TERTVET,

c =L ORITFAIBEHC—HTRIAX—D%, BEEQRVWI—IITHRONICLEYT—Ha47
LiEWTBZEETEREA

c J=iF, BEEOEWIL—ITYN—0ENIAAX—JEI—DVTFTRELERTEREAY,. BUEH
BRANTVEBEVAT =AM TENTVWEBEVADORSICEBBITEET,

s BEDARNL—DUVZRAZBRIZINTOL=—INOEY MR, —BOTLT714YI7ADEY K
FEFEFNTVRIRENFHYET,

« BTRFENTVBRVAX—DZBERTEDZOR., BEDANL—DUTAZRERTSZ 120
L=IDIKTT,

s AX=IARZTIARNIVARNCLI2TZRENTVWRIBEE, NZ7ITAMJARNBRIICHIRE
ERT7—HATEhBVRY, BMHRIINEYT—HA4TEhiz)T3BERBTEFELA,
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- BRHARIEEIC pushed_at_timeE £k (L& > TIEF{F IS transitioned_at_time,
BVAX=DEFLVA XK EIICHRINICAYET, A X=DHFT—hA47&h, iB
EZNDEEOBATETXTENEEE, A X—20 last_activated_ath ORDYICERAEIE
9 pushed_at_time,

s SATHA ORI —)L—)L Tk, tagPatternList £/l tagPrefixList ®L\Th
NZEETEEXRITN, BAREBETEREA., EEL, 474 TILRID—ICREINEZ—
VOARNET LAY ORVANOHAAEZERTRIEBDOIL—IILFEENDBEENHYE
¥, tagPatternList £k (& tagPrefixList DEICEFTFND IXNTORIFAM X=20OVT
NADERTE—BULEBEL, AX—DF-HLECELBYERT,

- tagPatternList ¥/ l& tagPrefixList /NT X—A& &, tagStatus A" tagged DFEICD &
FRTEET,

- tagPatternList ZFATEBEE, VAL RA—RT AL EZ—IC—HBThEAMX—2
HFI—UEhET, FIZE, prod* D74\ 2—%BERAITBE, prod THEDBH
(prod. prodl, production-teaml % &) ZFEDURS NI E—BLET., BEIC. *prod*
N7 1IINE2—%ERTSE, RAEIC prod FEENS (repo-production, prod-team & &) L
RNV E—BULET,

/A Important

1 XFHBEVDIDAILRA—R (*) DLERE 4 2TT, iz
(. ["test*1*2*3*4*5%6"] FBMTTA ["*test*1*2*3", "test*1*2*3*"] &
E/UTY,

-« tagPrefixList Z# AL FEE, tagPrefixList EOITXTOITAILRA—RT 1)L EZ—H
AX=DOVThADORTE—RUEFZEIC, A X—DRB—FHLEZECBYET,

« countUnit NTZ X—& &, countTypeh sinceImagePushed, sinceImagePulled, F7i (&
NHBEICDKFEHAE hEFsinceImageTransitioned,

- TldcountType = imageCountMoreThan, 1 X—=2 R CETVTREHMLLVAX—=DHhSH
WA X=DIZY— K& hpushed_at_time, BETNLEREBADINTOAN X—JFHRTI I
FEET—HA4TEnET,

e TldcountType = sincelmagePushed, ICEJ<KIEEENZBEKIY £pushed_at_timed
WIXRTDA X—T countNumber M EIRRYINELGF T —HA TEhE T,

- TldcountType = sinceImagePulled, ICEDJD<KEEETIhLABINEHVIXNT
DA X—Zlast_recorded_pulltimeA'countNumber7—AHA 7&ENET, 41 X—
BFTNENLEENBVEEE., ORDYICA X—T O pushed_at_timeAEHEhE
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Jlast_recorded_pulltime, 1 X—I AT —HATEhTHSERTENEN, BEXEh
THASTIENED 2 IBE,. A X—2 M last_activated_atld OfRH Y ICHEAEThE
Jlast_recorded_pulltime,

« TldcountType = sincelmageTransitioned, ICEJKIBEEThI-AHKY)
£ last_archived_atH W7 —HA T FERA XA —JEITXTHIRIicountNumber (274 V) &
E

- BEMERIEEIC IZK 2> TIEFMN Tpushed_at_timedh, HVAX—=DRFLVWAX =D KV H
ICERHERA I NhET,

Amazon ECR TOZA 79 A4 OINARIS—0O7LE 1 —DER

ZAT7HA4ONRIVS—OTLELI—ZERALT, Z47F47INRV—ZBRITBEICAX—D
VRS NIUANDEEERIETEET, RANTZI9TA1RELT, URINIVIEZTATHATILKRY
S—ZBERTREIC., TLEI—ZERTIRELEEZHBOHLET,

(® Note

Amazon ECR L7V —> 3> z2ERALTRABRZ )23 EERTHINIEKEF D
RONVOIAE—ZRERTIEE. FA7HA4VILRU—EF, EREnLU—23200)
RONJVICRLTORT I AV EZRTARETHDCEIDFELTLSEEY, LEN T,
L7V —>3>&F Il LTVWREEE. VRSNV ZEBRIZ V-3 ETHIY
NCSAT7HAOLR)D—ZERL TS EE L,

FATHAOILRIS—OTLELI—-ZERTDICE (AWS IXRIX ROV =)L)

1. https://console.aws.amazon.com/ecr/repositories T Amazon ECR 2V —)LZHE &Y,

2. FTETF=232N=H5, FATHA VLRI —OTLEI—ZERTIBDVRINIZED
)—23> &z BRLET,

3. FEX—23aURAVT, [TTFAXR—=RLZARMNIIOTT, [URDKNJU]ZBRLET,

4. [TZAR=—RNURDRNVIR=JTURSNUZERL, [7O23V] ROYTIIZEAL
TIZA7HA4 MRS —] ZE8RLET,

5. URSZKNUDZATHATINKRIS—R=IT, [TANL—ILOMHwmE]. L—IOEK] DIEIC
BRULET,

6. ZAT7HA VLRI —DII—IICUATOFMEZEELET.
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a. N—IOBEENL T, I—/LOBEELZHEFTAOLET, L—IILOBERIBEMRZICK>
T FATHAONRID =)\ —IFBERENDIEFARENET, BEHNANEVEERE
JEAE<BEWERT, fl2F, BEE1OIL-ILE, BEE2DIL—IILVEBEEIRK
ER

b. UL—LOHB]I T, FA4T7H ALK —DIL—ILORBEZADLET,

c. [MAXA=2PDAT—RAITR. [RINE (DA RA—RIVTFUI), [2TFE (TL
TAYDIARIYFUI), [BTHWEL] LG [EE] ZBRLET,

/A Important

BRORTZEETRER. BEETNLEIXNTORINFFVTVR A X—20HH
BRENKXT,

d [ X=POARAT—RA|T[RIF/E (DAL RIA—=—RIVFUI 2BIRL ELHE, [T
LRA—RIVFUOIRORITZIEBE] Tk, FA4AT7HA VLRV —ICEIVWTT O3
VERTIDEDDIAINRA—R ) FEDAA—SEZITDVARNEZEETEET, Hlx
&, 41 X—212 prod, prodl, prod2 EWS&ESICXINFFVWTVREHEE, IXTOTY
2AVERITITS prod* ZIBELE T, BBORTZIEETHEE. BEEThLIXNTO
RIHFRFVTVBRAAXA=D0OHNBIRENEKT,

/A Important

1 XFHBLEVDIDAILRA—R (*) DLERE 4 2TT, iz
(. ["test*1*2*3*4*5%6"] FBMTIA ["*test*1*2*3",
"test*1*2*3*"] FEMTT,

e. [MXA=—DDAT—RAIT[RIFNE(TLTAYIAIVFUI) ZBRLIZBE. [94
LWRA=—RIVFUIRADETZEBE]| TR, FAT7HA VLRI —ICEITWTT O3
VEERTIBDIEODAXR—FRTDIVANEIEETEERT,

f. —BEETE., A A—JEHISOER RRICERESALTIILEBALASOBRHK, 1 X-2
T—HATHSOBRE, R4 X—IJHEERL, EZEELET,

9. L=ILT70>3a>T BRUNEEZGT—HATEZRBRLET,
h. [R7F] Z8RLET,

7. AFYT5~TERYETELEY, BIOOTA THAINRIS—DL—LEERL
T
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8. ZATHAVILKRII—DOTLEI—ZRTIBICE, [TANDRIFERT] ZBRLEKT,

9. [MAXA=DHFTARZATHAINLIL—IIE—HKLELE]IT, Z47H5140ILRUV—DTL
El_a)ﬁzgﬁﬁﬁ?wbﬁjo

10. 7LEI—0HRIZEEL 5, [Apply as lifecycle policy] ZiBIRU TEEL EIL—IL TS 4 7
HBAONRID—BERLET, FAT7THA VLRI —ZBEBALLER, FEZZTDAAX—D
OEMBRAINB A, 24 BEBKEF—NA T ENDETTT,

11. Z7LEI—HBRIBRTERVHZER., 1 2REOTARNZA7H A4 0)LIIL—ILZHIKRL, 12
REDIL—ILZERL TEEMR, TANZRVETZENTERT,

Amazon ECR TOURDS NUDZA T7HADOI)IR) > —DER

ZATHA0NRIS—2EALT, KREADVRINIAX—DZBROVNE LI T—H147 3%
—EDOIN—LVEEBRLET, FAT7HA VIRV —%2RTDE, FEBEZTDAXA—20FHE
RAYYNZAH, 24 BEURNICT—H17EhET,

@ Note

Amazon ECR L7V —> 3> Z#ALTERLD -2 ERTHIVNIEENSD Y
ROKNJVOOAE—ZERTBER. FA 7M1 7ILRIS—G&, EREhizU—-23> 0l
RIRNVICRHULTORT I AV EZRTARTHDI ZEIFEL TS EEZV, LEN ST,
L7V —232& 42 LTVWARERRE. VRS NUZERTZRY—-232ETHIY
NEZATHAILRID —ZERLTSEEZL,

Bl FR SR

RANTZO9TA R ZGATHAONRI—=TLEI—ZERLT, FA4T7HA4TIIKRI>—)L—
LRI THRYINELEE T —AATENEA XN BRLEEH) THD e =2BRBLET, F
JECDWTE, TAmazon ECR TOZA 7H A VIRV —07LEI—DER 25RBLTLKE

=V,

TATHAONLRID—ZERTDICE AWS YR XN Y—)L)

1. https://console.aws.amazon.com/ecr/repositories T Amazon ECR 2V —)LZHAE £ T,

2. FEF—23UN-H5, FATHAINRI—2EEKITDVRINIZEC -2 a2 %&
RLZET,
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3. FEF—23URAUT, [T7FAR=RLIARNI]IOTT, [URI KNIV ZBRLET,

4. [TZAR=—KRURDRNIVIR=JTURSNUZERL, [7O232] ROYTROZEAL
TIZA7HA4 MRS —] ZBRLET,

5. URDPKNUVDZAT7HATIRIZ—T, -2k 2RRLET,
6. ZATHA VLRI —OIL—ILICHATOFHMEADLET,

a.

L= OBEIEM] T, I-IOBEIEMLZHFTAILET. L—IILOBEIBEMLICK>
T FATHAONRID =)= FEBRENDIEFARENET, L—IILOBEEOHKIE
AMEVWEE, BEEANAE<ZYXRT, fIZEFE, BEE10IL-IILE, BEE2DIL—IL&
WEBEETIhET,

D=L OB T, ZA7HA4TILRIZ—DII—ILOBRBZAILET,

[AX=DDAT—RA] TR, [RINE (DAL RA—RIYTFUI), [2TFE (TL
TAYIARIYFUI), [BTHWEL]. G EE] ZBRLET,

/A Important

BRORTZEETRER, BEETNLEIXNTORINFFVTVR A X—20 &Y
BRENKXT,

[MAXA=PDAT—RA]T[RIR/E (DAL RA—=RIVFUI 2BRL EHE, [7A4
LRA=—RIVFUOIRORITZIEBE] Tk, FA4AT7HA VLRV —ICEITVWTT O3
VERTIDEDDIAILRA—R ) FEDAA—SEZITDVARNEZEETEET, Hlx
&, 41 X—212 prod, prodl, prod2 EWS &S ICXINFFVWTVREHEE, IXTOTY
2AVERITITS prod* ZIBELET. BBORTZIEETHEE. BEETIhLIXNTO
RIHFRFVTVBRAAXA=D0OHNBIRENEKT,

/A Important

1 XFHBLEVDIDAILRA—R (*) DLERE 42T, iz
(. ["test*1*2*3*4*5%6"] FBMTIA ["*test*1*2*3",
"test*1*2*3*"] FEITY,

[AAX=DDAT—RA| T[RIF/E(TLTAYIAIYFUI) Z2BRLIZBE. [94
LWRA—RIVFUIRDETZEE]| TR, FAT7HA VLRIV —ICETWTT O3
VEERTIBDIEDODAXR—FETDIANEIEETEERT,
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f. —BEETE., A AXA—JEHISOER RRICEFRESIALTIILEBALASOBRHK, 1 X-
T—HATHSOBRE, R4 X—IJHEERL, EZEELET,
9. L=ILT70>3a>T BRUNEXEZGT—HATZBRLET,
h. [R7TF] Z8RLET,

7. AFYT5~TE/YETELEY, BIOTATHAINRIS—DL—LEERL
T

FATHATILRI) D —%ERTSICIE (AWS CLI)
1. SATHAINKRIY—%ERTDVRSNUOBHERELE T,

aws ecr describe-repositories

2. FATHA VLRI —DOABEEBEL T, policy.json EVSO—AILT77AINBEERKL
F9, FAT7HA VLRI —OFIZOVTIEE, "TAmazon ECR TOZA 7HA VIR —
Dply ZZ2BLTSEEL,

3. URDPKNVBZEBELTZA7HA VLRI —%2ERL., ERLEZATHA VIR —
JSON 77/ )L 2ZHWLET,

aws ecr put-lifecycle-policy \
--repository-name repository-name \
--lifecycle-policy-text file://policy.json

Amazon ECR TOZA 7914 )R> —DHl
BT, SAT7HAILKEIS—OBIERL =HITT,

RUS—7ONTF 1 OEMIZOVWTIE. "TAmazon ECR TOSA 7H A4 0I)LAR)>—07 0N
T4 ZBRLTLKEEY, ZEALTTA7HA4 VLRI —2ERTBFIEICDOWVWTIEF AWS
CLl, "1 Z8RBULTLKEETVIATHA VIR —2ERTBIZIE (AWS CLI),
SATHA ORI —OT7TL—hk

SATHAINRIY—OAV TV, URD N CEERTSNBHICIHMES hET. UTER
LTWBDR., 47314 2ILRIS—0 JSONBXT>TL—KTY,

{
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"rules": [
{

"rulePriority": integer,

"description": "string",

"selection": {
"tagStatus": "tagged"|"untagged"|"any",
"tagPatternlList": list<string>,
"tagPrefixList": list<string>,

"storageClass": "standard"|"archive",
"countType":
"imageCountMoreThan"|"sinceImagePushed" |"sinceImagePulled" |"sinceImageTransitioned",
"countUnit": "string",
"countNumber": integer
},
"action": {
"type": "expire"|"transition",
"targetStorageClass": "archive"
}

AX—DORBRABICLD71IINEVYT

ROPBIE, prod* @ tagPatternList A"EKIC 14 BERWFHVEDZEFEATSD &ICKY), prod
THREDRTTAX—DZBVHRINICTEIRV —OF AT HA VLRI —BXZERLTVE
ED

"rules": [

"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {

"tagStatus": "tagged",

"tagPatternList": ["prod*"],

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14

1,

"action": {
"type": "expire"

}
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BRTIBZAOT 1 )ILR2IT

ROBlIE, A X—DZBBTTLENTVBEVWT—HAHATANL—2EBITTRIRI—0F A
THATNR)S—BXERLTVWET,

{
"rules": [
{
"rulePriority": 1,
"description": "Archive images not pulled in 90 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePulled",
"countUnit": "days",
"countNumber": 90
1,
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
}
]
}
/A Important

sinceImagePulled 1 h& A 7'k transition7 V> 3V THEATIHLEN BV E
T, expire 7OV 32 TREATETEEA. TIWT7I9TAETAICETVWTAX—D 2 H|
BRIDICE. T EERALTT—HATARNL—2ICBITLTAH SsincelmagePulled,
expire7 9> 3 sincelmageTransitionedT ZFAL TA X—J &HIBRLET. 1
X—=T ik, HIRFNCDB< EE 90 BEAT7—HAT7ARNL—JICRBETIHLEN HYVET,
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T—HhA7BTREBO7IILE2UT

ROBlIE, PF—HATARNL—DIZ365BUERIFENTVR T —HA T A X—2 OB MERA Y
NBRVS—DTATHA VLRI —BXERLTVERT,

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images archived for more than 365 days",
"selection": {
"tagStatus": "any",
"storageClass": "archive",
"countType": "sincelmageTransitioned",
"countUnit": "days",
"countNumber": 365
by
"action": {
"type": "expire"
}
}
]
}
/A Important

sinceImageTransitioned H V> N& A7k, expire7 Y>3 &archiveARL—
SOTZATHEATIVENHYVET, 1 X—JF, HIRFIICAOELSEE 0 BEAT—HA7
ANL—2ICREITDILENF HGYVET,

AX=DBICRDTAINEIT

ROBIT, RIFFERATVWEVA X% 1 DEFREFLU TRV EIXTHRINICTSRY
S=DZAT7HAINRI—OBXERLET,

"rules": [
{
"rulePriority": 1,
"description": "Keep only one untagged image, expire all others",
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"selection": {
"tagStatus": "untagged",
"countType": "imageCountMoreThan",
"countNumber": 1

1,

"action": {
"type": "expire"

}

}
]
}

BEOIN—NICKDT1IINRIT

LT, ZA47H5A40NRID—TEBOIN-LZERATZIHTT, Y2 TILOURIKNIEZAT

HAINRIS—HFRBEOBFBELEEICRENTVET,
Bl A
RS NUOIAVFIY

* Image A, Taglist: ["beta-1", "prod-1"], Pushed: 10 days ago
* Image B, Taglist: ['beta-2", "prod-2"], Pushed: 9 days ago
« Image C, Taglist: ["beta-3"], Pushed: 8 days ago

ZATHA LRI —DFTFAB

"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1

.

"action": {
"type": "expire"
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},
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}

COTZATHATILRIZ—0ODY FRRDESIZBYET,

c L=IL1i&k, prod EVWSTLT7 AV IARATRIMHENILAX—DERELET. REFV A
X=INSHEHT, —BIDA XTI 1 2P BEICBEZIETI—ILHBEITERT, A X—J AN
HRTIhELTY—UE KT,

* L= 2, betatWSTLT7A4YIATRINBFENIEAX—DZRELET, HREHVA
X=IRSHBHT, —BIBDA XTI 1 DA BFICBEZIETI—ILHBETRT, I X—TJ AL
AX=IUBOWAHFBRINELTN—DVENET, LEL, A X=JARIIL—IL1TITICHE
RENTVT, ELAX=U BHFHRUINTHAEF, L—IL1ICERLTILESOT, AFVT
ENERT,

c BRAX=J ARHBRINTT,

5 B

CHRREDOHERUIRDS NITIY, BREHAIZDLEDICL-IINOBRIBUNAEEEIATLER
EE

YRS NUOA T

* Image A, Taglist: ["beta-1", "prod-1"], Pushed: 10 days ago
* Image B, Taglist: ["beta-2", "prod-2"], Pushed: 9 days ago
« Image C, Taglist: ["beta-3"], Pushed: 8 days ago
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FZATHA LRI —DOTFAL

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
3,
"action": {
"type": "expire"
}
3,
{
"rulePriority": 2,
"description": "Rule 2",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
]
}

COSATHAINRIS—OODY FRADES T ET,

c =)L 1k, beta EVWSTLI7AYIATRIFHENILAX-—DEZRBELXT, HREFTVA
A= S8BHT, —HIDA XN M1 DA BBEILCBEBIETI—ILHKETET, 320FXTOH
AX=—DHHEREN, AX—JAEAM X BABPRINELTI—VENEKT,

c L=IL2&, prod EVWSTLT7 AV IARATRIFNHENILAX—DERELET. REFVA
X=DR8HBOT, —HIBA XN M1 2ABEILEZETYN—ILEKETET, SO, EA
ARBAX—DREINTIL—I) 1 TEFBEHDIZSH, BETEDAX—JHFHVEEA, TOIZ
O, BIITAX—D%I—UF2ER)lkHYELEA,

BHEOL-INIZLDTAINLEI T APl N—2 32 2015-09-21 203



Amazon ECR

Q—H—H1 K

s BRAX=JAEBRHRINTT,

BE-DI-INTEHRORT 27142V TIS

ROBIT, 1 D2OIL—ILTOEBBODEINE—2OFATHA LRI —OBNEEELET, ¥
PTLDOIRDRNVEGATHA VRIS —HNBEROBRBAEEECRENTVET,

% A

120N —ITERERORINE—FEEENLEER, A X—DRBIXNTOVARENEZTN

B—=VIC—BIIVENHBNET,
VRS NDOO T

* Image A, Taglist: ["alpha-1"], Pushed: 12 days ago

* Image B, Taglist: ["beta-1"], Pushed: 11 days ago

* Image C, Taglist: ["alpha-2", "beta-2"], Pushed: 10 days ago
« Image D, Taglist: ["alpha-3"], Pushed: 4 days ago

* Image E, Taglist: ["beta-3"], Pushed: 3 days ago

* Image F, Taglist: ["alpha-4", "beta-4"], Pushed: 2 days ago

"rules": [

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],

"countType": "sinceImagePushed",
"countNumber": 5,
"countUnit": "days"
1,
"action": {
"type": "expire"
}

B—OIL—ITEBORITE71INEITTS
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}

CDZAT7FAVNRI—0ODY JRXDESICEYET,

« L= 1&, alpha & beta EVWSTLTAYIRATRIFHENLEAX—DEHBELET, A«
X=Y CEFHERENETT, 5BLUEVWANX—TEI—TVFTDNDT, A X—=JCHN—DZ
nEXY,

c BRAX—=I CRERYINTT,

%l B

ROBITE, FTRHMHTREEVWCEZRALET,

DR NVOAV T

* Image A, Taglist: ["alpha-1", "beta-1", "gamma-1"], Pushed: 10 days ago

» Image B, Taglist: ["alpha-2", "beta-2"], Pushed: 9 days ago
* Image C, Taglist: ["alpha-3", "beta-3", "gamma-2"], Pushed: 8 days ago

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*", "beta*"],
"countType": "imageCountMoreThan",
"countNumber": 1
.
"action": {
"type": "expire"
}
}
]
}

CODZAT7FAVLNRIZ—0ODY VJRRDESICBYET,
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Q—H—H1 K

« =)L 1, alpha & beta EVWSTLTAYIRATRINFENEAXR—DZRHELET. T
NTDARXR=—DHFBFENET . REFVAX=—IHSHBHT, — BT X—TH 1 2O EIE
ICBBERTN—ILHEITRT. A X—JAELEBHFHRTINELTI—TENET,

c BRI AX=JAEBRHBRIINTT,

FTRXTDAX=2TOT7 1IN ERIT

RDZATHA VLRI —OFITRE, BEBRDTAIINETINTOAA—DEEELET., T27)L
DIURDRNIVEZATHA VIR —HNEROFALEEEICRENTVERT,

%l A

KIS, IXNTOIN—IINZBRAITZD—FH, AX—T% 1 DEFRELTEVEINTHRINICTS

RIZ—DZAT7HAINR)S—DBXZERLET,
DRSO T

« Image A, Taglist: ["alpha-1"], Pushed: 4 days ago
* Image B, Taglist: ["beta-1"], Pushed: 3 days ago
* Image C, Taglist: [], Pushed: 2 days ago

» Image D, Taglist: ["alpha-2"], Pushed: 1 day ago

{
"rules": [
{
"rulePriority": 1,
"description": "Rule 1",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
b
"action": {
"type": "expire"
}
}
]
}

INTDARA=DTOTANEIYT
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Q—H—H1 K

CDZAT7FATNRI—0ODY JRXDESICEYET,

c =1, IXNTOAMAXA—DZR/ELET. A X—J A B, C. DAERBEINET, KREHFL
VWEDBADIXRTOAX=—DHA BRI EEThET, 1 X—T A B, CHAHRIIhELTY—

VENET,
« BRAX=T A B, CREIRYINTT,

i B

LToOHIE, BE—0ORIZ—DIXTOL—INDOEATEZHIEDEDZATHA TR —%R

LTWVWERT,
YRS NUOO T

* Image A, Taglist: ["alpha-", "beta-1", "-1"], Pushed: 4 days ago
* Image B, Taglist: [], Pushed: 3 days ago

» Image C, Taglist: ["alpha-2"], Pushed: 2 days ago

» Image D, Taglist: ["git hash"], Pushed: 1 day ago

» Image E, Taglist: [], Pushed: 1 day ago

"rules": [
{

"rulePriority": 1,

"description": "Rule 1",

"selection": {
"tagStatus": "tagged",
"tagPatternList": ["alpha*"],
"countType": "imageCountMoreThan",
"countNumber": 1

1,

"action": {
"type": "expire"

}

"rulePriority": 2,
"description": "Rule 2",
"selection": {

INTDARA=DTOTANEIYT
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"tagStatus": "untagged",

"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 1
},
"action": {
"type": "expire"
}
},
{
"rulePriority": 3,
"description": "Rule 3",
"selection": {
"tagStatus": "any",
"countType": "imageCountMoreThan",
"countNumber": 1
},
"action": {
"type": "expire"
}
}

CODZAT7FA VLRI —0ODY JRXDESICEYET,

c L=IL1i&k. alpha EVSTL T AV IRTERINFENLEAX—DERKELET, 1 X
AECZRBRILET. REFLVWAX—JZREFL, BYBEHRIIhELTN—DVENET, 1
X= AR hELTY—UEhh&KT,

s L= 2@, BIFHENATVBRVAX—DEZRBELET, A X—IJBEEZREBLET. BN
HBRA 1 BRI EVIXNTOANA=INN—DVENETT, A A-I BHFHRIIhELTI—TZ
nEXY,

s =3, IXNTODAMAXA—DZRHELET, A X—J A, B. C, D, EZBRILET, |EH
LWAX=DZREFL, BYBHRIhELTY—0VEhET, L, BEENLYEVIL-I
ICRVEBRIENDIO, A X—JA B, C, FLREZN—VTBRELERTELEEA, 1 X—D
D AHIRYINhELTN—VETNET,

c BRAX=T A B, DRBIRYINTT,
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T—HA7T DH

ROBIE, A X—DEHBRTZRDYCT—ALTI2TATHA VLRI —ERLTVET,
BELEEBLEVWAX 20T —HA47

ROFlE, 30 AU ERIBL I TREDZTEF DA AXA—Dprode7—HAT 33547940
RI—ZRLTVERT,

{
"rules": [
{
"rulePriority": 1,
"description": "Archive production images older than 30 days",
"selection": {
"tagStatus": "tagged",
"tagPatternList": ["prod*"],
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 30
3,
"action": {
"type": "transition",
"targetStorageClass": "archive"
}
}
]
}

BEEThLEBBALCTILENBVAX—20F—HA47

ROBIE, 90 BRRICTILEAhTWEBEVWAX—D T —NAT T34 74 IILRI>—%&2RL
TVERT,

"rules": [
{
"rulePriority": 1,
"description": "Archive images not pulled in 90 days",
"selection": {
"tagStatus": "any",
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"countType": "sinceImagePulled",
"countUnit": "days",
"countNumber": 90

1,

"action": {
"type": "transition",
"targetStorageClass": "archive"

T—HA7 L= EBHBERIL—IIOEHEDE

ROBIE, 30 B EBBLEAX—DET—HA4T L, 365 BUALET—hA4TEchicA X—2 %R
2ICHRYINICTRZATHATIILRID—2RLTVET,

(@ Note

T—NATENAX—ZOHFNDANL—DHBE 90 BETT, 7—h4 71290 BRED
A X=—DBBBRTDTATH A VLRI —ERETDERTEEFELA, T—HAT7HE
HF0BRBOAAXA—DEHIBRTDIHLENHDHEE. batch-delete-image APl ZEH T 3
DRENFHYETH, 00 BEAOFNMAML—JHEICHL TREETIET,

"rules": [
{

"rulePriority": 1,

"description": "Archive images older than 3@ days",

"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 30

.

"action": {
"type": "transition",
"targetStorageClass": "archive"

}I
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{
"rulePriority": 2,
"description": "Expire images archived for more than 365 days",
"selection": {
"tagStatus": "any",
"storageClass": "archive",
"countType": "sinceImageTransitioned",
"countUnit": "days",
"countNumber": 365
1,
"action": {
"type": "expire"
}
}

Amazon ECR TOZA 7Y 4 )R> —070O/NFT 14
SATHAINRII—ICRROTANTAHFH Y ET,

SATHA IR —OHFIZODVWTIE, TAmazonECR TOZA 7HA IR —0hl, &5
BLTLKEEW, 2RALTSAT7HA4 IR —%2EKTHDFIEICOVTIE AWSCLI, ") #
SBLULTLKETEVSA T A UKD —%ERKT S IZ1E (AWS CLI),

IL—IL D& TR

rulePriority
AT B
A WV

=L Z2EBRATIIEFZEVEDNSEVENDIEICKRELET, BEIENN 1 DT THA
IRV —=)=I)FRDICERAEh, RICEBEIEMN 2 OIL—I)LFEAEHh, TOREEKIC
BMEERT, ZA7FA40NLRID—CII—I)LZ2EMIBDEERE. TRENIC rulePriority @
—ENEZNTIHENHBVET, RUS—ANOIIL—IILETENEHRZL TVBIRERFHYEL
Ao any @ tagStatus Z#FDJ)L—JLIE. rulePriority OHZEAEEZEFS, RERICFMHEE D
RENFHYVET,
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B8

description

B: X753

Y= WIRY-4

(A72a2)TFAT7HA4 LRI —ADOIL—IILOBEHNICOVTHALET,

RTAT—RA

tagStatus

. xF5
MAZE: (F L)

EBMITBDSATHAOILRID—DI—IDFAX—DORTZBETINESHERELET,
FERATED A>3k, tagged, untagged, E£izlk any TY, any ZEETHHEEE. 7
RNTOAX=DIZHULTI—IIFFTEEhET, ZIEETDEFSEtagged, tagPrefixlList
BFEE tagPatternListBEBETIHEN HVET. ZEBET 35S Kuntagged,
tagPrefixList& OMEEEMITIHLENHV) £ tagPatternList,

2TNZ—=21D) AN

tagPatternList

XA 7" list[string]

HA:NF WV, tagPrefixList ARITFEICREET N TVT, tagStatus AEEEE N TLVEVE

A
=]

BIREAAX=DDZATHA VIR —ZERT D EEF, tagPatternList ZFEAL T
BTDBEMBPREIBETDDONIRARNTZIVTAATY FAT7HAOVINRIS—TTF o3>y
ERITITDEEDANIRA—R (*) ZETCAREMEOBHD A X—SRITNEZ—20OHREXEY D
ANZEETIHLENHYET, HlZIE., 41 X—2IC prod, prodl, prod2 EVWSKSICEY
FRVWTVBRIEE, IXTZEETILEOICXITINEX—2D AN prod* ZFEALET. BFHO
RTEEBETDEHE. BEENLEITXNTOZINIMTFVTVWEIRAAX—2D0H N BIRENET,

BT
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/A Important
1 XFHBHIZVDITAILRA—R (*) DERIF 4 DTT, flx
(. ["test*1*2*3*4*5+6"] FHAMTITA ["*test*1*2*3", "test*1*2*3*"] (&
BMTI,

RITLT714YORAXI)AR
tagPrefixList
XA 7 list[string]

HA:NF WV, tagPatternList AT FEICEEES N TV T, tagStatus AMEEEE N TLAL

)

"tagStatus": "tagged" Z¥EEL. tagPatternList ZEEL TV EVHEIZOHK
FRHENET, FAT7H1 VLRI —TTFOIAVERTIRDLEHD, IR D
AX=DBITLTAYVIADIANEEETIBENBYNET, LEAF, 1 X1
prod, prodl, prod2 EVSKSIZEITFFVWTVWREBE, IXNTZEETILEHIZZTTL
74V 9 Aprod ZFEALET. BRORTZIEETHES. BESILEIXNTORINFFVT
WBDAX=—DDOHKNBRENET,

ANL—20F A
storageClass
2AT XFH
A EV, countType A" MBE sinceImageTransitioned

L=, COARNL=20TADAXR=2DHEBIRLE

9, imageCountMoreThan, . sinceImagePushed®zl& countType® ZFEA T35
&sinceImagePulled, Y R—RhEhTVBER O&TTstandarde DAV NEATZE
A¥ %5 EsincelmageTransitioned, chFHSATHY) ., HYR—KRENTVZEEFE O&KT
Farchive, ChzEHIDE, DfEstandardFERAETIET,
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NIOVRNEAT

countType
B X735
WA FV
AX=JICERATRDHNIRNEATEZEELET,

- =N

countType #" imageCountMoreThan ICEREL TH BB EE. countNumber
EELT, VRZRNVICFEEITDAMAX—DHOBRZHRET DN —INZERLE

-=n

9, countType #" sinceImagePushed. . sinceImagePulled& ik ICEREENhTVSIE
&sinceImageTransitioned, URIZ NUICFEET DM X—2 OEEHIPRcountNumber Z 1§
ETDICIE, countUnite £EEELET,

NI NEAY
countUnit
AT XFF

1 —]

WA 1FL, countTyped' sinceImagePushed, . sinceImagePulled& izl [CEREESNT
WBiHE Dk sincelmageTransitioned

H#%Z%X 9 countNumber ([CMA T, AT MNEMNO days EEFEEMELTIEELET,

Zhlk, countType?' sinceImagePushed. sinceImagePulled., £k DFEICDKIEE
TEIMENHV) EIsinceImageTransitioned, countType N tEDETHZDHEE., HITV K~
BNEREETDEIS—NRELET,

ARPZY -

countNumber
247 BE
A W

NIV BEEELET. FRERENOERTT (0 FFHFBETEH)EEA),
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I—H—H1 Kk
#FAL TW3 countType & imageCountMoreThan TH2BE. COEIKVRD N ICHEE
FTRDAA—TDDOBRRETYT, AL TWS countType # sinceImagePushed TH3HE4E.
COEFEAX—OBRARIRTY, countType AT NS A NiFSsinceImagePulled,
BRAX—DHIREBEICTILENATHPSORRAKTT, countType FAHE NS & 05
&sinceImageTransitioned, Bl A X—HFT—hA4T7EhTHhSORRKERTT,

Action
type
H: xF5
RAZE: (&L

TOaAVRATEEELET, HR—MENTVBER., expire (41 X—D ZHIBR) &
transition (A X—2Z7—HWATANL—2ICBEHTS) TY,
targetStorageClass

24T XF
WA EV, type A MFE transition

ZATHAONRID—TAX—DEBITITDANL—D U T A, archiveldHR—hEhTV
%I]E_G){E-t“j-o

Action
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7 W2 A LEFH DRI

Amazon ECR (&, AWS Inspector IC& DTN ZBRS TXTOT )L DLastRecordedPullTime X
ALARBR T EZEHLUET. TULRALEFHFOBRAIKY), —RN—FT 1 —ODAF v+ —
(Crowdstrike, Snyk, Trivy BE) ICKBDTINBE, AX—DZ2TINTREELAX—DOT I KEZ
FHLAEWIAMO—)L ARNs ZIEETEE T, chik, FTIEBENFSAT7HA VIR —0ORE
_HEBEEABVRDICTRITARNELE CI/ICD BRI THERAENADAX—JIC®RIABET,

BRAVARNDOO—IAAAXA=2ZTIILTE, TIRBREEENERA, OO T ILERE
(BREOEE) ZEHLETET, THORZEILHEKR 100 BORNERETEERT,

TIWE2ALEFHOBKRADER

TIVEALEHOBRAZERTZICE. RO IAMT IV EAHFAATHNIBETT,

- ecr:CreatePullTimeUpdateExclusion-BRAVAKNIZA—I)L ARN ZEMT BT U AFHH
ZHELET,

« ecr:DeletePullTimeUpdateExclusion-BRAUV AN SO—J)L ARN ZHIBRT DT Uz AFF
AZRELET,

« ecr:ListPullTimeUpdateExclusions —BRAVARNKOITXNTOHOO—)L ARNs Z—ERRT
BT OEAFAZFELET,

@ Note

T2t Aiam:PassRolefFAIEHEH V) EE A, AmazonECRIET7 V23> #ET9%
O—)I%z5|Z2FHEBA. BAREARNSs DAEFRAL T, A X—CO07I)IEEEZEHIT
BENHDDLESH ZHLET,

Amazon ECR OV =)L EkE AWSCLI ZFERAL T, I RAM LAEHFORNEEETEET,
AWS NI X>RNOAY—=)
TINEALEFORNEEERITSICIE AWS XXX ROV Y =)L)

1.  https://console.aws.amazon.com/ecr/private-registry/repositories © Amazon ECR 1>V —)JL
ZHREXT,
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2. FETF—>3asN—»Hs)—23a zBRLET,
3. FEX—=23asRAUT, T75AR—=RNLDAR), #BeELREZRBIRL, T E2A1LEH

DN ZEZBIRLET,
4. BRAZEMTDICE. "ERAOEM, ZBIRL, O—J)LARNZAHLL T, TEM, %8R
LET,

5. BRAZHIBRTZICE., VARASO—J)L ARN Z:ERL, HIRRZRBIRLET,

6. INTOBRAZRTTIDICE, VAMCHREENEINTOO—IL ARNs FRRENET,
AWS CLI

TILEA LB OBRINEERT DI

create-pull-time-update-exclusion AN > RZFEAL T, BRAVANIO—)L ARN ZEML
x£¥9,

aws ecr create-pull-time-update-exclusion \
--role-arn arn:aws:iam::123456789012:role/scanner-role

OX > RiE, O—JL ARN BB A LARRTZBLET,

"roleArn": "arn:aws:iam::123456789012:role/scanner-role",
"createdAt": 1745531331.0

TILEA LEHOBRAZHEIRT S IC1&

delete-pull-time-update-exclusion AN > RZFEAL T, BRAV A KA SO—)L ARN ZHIER
LET,

aws ecr delete-pull-time-update-exclusion \
--role-arn arn:aws:iam::123456789012:role/scanner-role

ON> RiE, HIBgREnzO—J)L ARN ZIRLE T,

{

"roleArn": "arn:aws:iam::123456789012:role/scanner-role"
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}

TINEALEHOBRAZ-—BERRIDICE

1.

2.

list-pull-time-update-exclusions AX > RZFEAL T, BAVARAOTXTOO—)L ARNs

Z—EBRTFLET,

aws ecr list-pull-time-update-exclusions

BRANBRESNATVEVES, ANV REZOUARNEZRLET,

"pullTimeUpdateExclusions": []

BRANFREET A TVSRIHESE, O REO—JI ARNs DURARNZERLET,

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:ro0le/security-role"

}

BRER—HEFTBICEF., --max-results HRY --next-token/N\TX—2ZFEAHL

x9,

aws ecr list-pull-time-update-exclusions \
--max-results 4

ORI, BEEThEROBERETRL., nextTokenE SICERNI HZHEE 2IRLE

9o

"pullTimeUpdateExclusions": [
"arn:aws:iam::123456789012:role/security-rolel",
"arn:aws:iam::123456789012:ro0le/security-role2",
"arn:aws:iam::123456789012:role/security-role3",
"arn:aws:iam::123456789012:ro0le/security-role4"

1,
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"nextToken": "ukD72mdD/mC8b5xV3susmJzzaTgp3hKwR9nRUW1lyZZ79..."

BROXOR—EEBTBICE. GIOL AR AnextToken® ZFEALE T,

aws ecr list-pull-time-update-exclusions \
--max-results 4 \

--next-token ukD72mdD/mC8b5xV3susmIzzaTgp3hKwRO9nRUW1yZZ79. ..

TIWEZALEHOKRACETZERSE

TILEALEHOBRAZERATREERE. ROREEEBL TEEL,

c BAE—ERRIDEDOTFTAILNOR—DH A XE 100 T R—T0E|E,
maxResults®B K nextToken/N\TX—XTHERATEET,

« ELWARNs ERXDOEX&X IAMO—J)L ARN D&AZHFANSIhET,

s BICEETDBRAZERL LD ETDE, ExclusionAlreadyExistsException TS —A R4
LET, FELBEVKRAZHIBRL LS TS &, ExclusionNotFoundException TS5 —A &4
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EFIUTAE, AWS EHEROBOERERETI.,. EEREETILTRE, ChZEel TV R0t
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« UTIDROEFIVFTA-UTITRTAWSAWS H—ERAERTTEA >V TTARNTIF v %
RETD AWSEENBYVET, AWS F/h, TR, Z2ICFEATEDI T —ERAEREHFLTVE
I, "AWS | AT FATAT7ATZLO—RELT, Y—RN—FT1—0EENfEHHICE
FLVTADBENIHZETANSROPBKRIEL TWE T, Amazon ECR ICERE N2 A TZ/4T7 >
A7OFALICOVWTE, "OAVT7 AT ATOAT T ALICEDAWS IREFAAODH—E A, %
ZRLTLSEEY,

c V7RO EFIVT A -BERKOEFR. FATD AWSH—ERAICK>TRENET, £z,

A—Y—i, TF—2OKENE, 2HOEH, BRTNZEEPHRHFTLE, TOMOERICODVWTE
BEEZzEVET,

CORFIXDNE, Amazon ECR EAKICE T2 EXERETFTIOEREZZERITHNOICRKILS
F9, UTORNEYIT, EF2VFTABKRCAVTSATAOEBNZEFEZTESIC. Amazon
ECR ZRETDHEICODVWTHBALET, £/, AmazonECR UV —RADEZXR VTP REICE
MOftED AWS B—EADERFEICOVTEHRALET,

NeEY

« Amazon Elastic Container Registry @ Identity and Access Management

« Amazon ECR TOHOF—XRE

« Amazon Elastic Container Registry @ 1> 754 7 > AWEE

« Amazon Elastic Container Registry DA > 7 ZANZ O FvytF¥1 )74
s Y —EABTOARZ Bl REREDLE
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« Amazon Elastic Container Registry Q7 A T T AT ARXR—ADKR) Z—DHl
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» AWS Amazon Elastic Container Registry ® Y x—2 RR1) S —

« Amazon ECR TOH—ERICV>VZhizO—-ILOEA

« Amazon Elastic Container Registry ® PA T TATAET IV RAONZ TN a—F42Y

F—F14ITURA
AWS Identity and Access Management (IAM) OfERAGER, O—I)LICLK > TEBYET,

e U—ERI—Y—-BELTIVEATERVEERE, EBELCT IV EAHFATZIVIIANLET
( "Amazon Elastic Container Registry ® Z7A T T ATAET OV EAONZ TN a1 —FT 1>
ZJ E%&/B\ﬁ)o

s Y—EREBE-I—F—TIOAZREL. PUVERAHFAVITIANEEEFELET ( "Amazon
Elastic Container Registry & IAM A" B8 325 L < & S R)

s IAMBEBE -TOLAZEBITRLHDORI—&EERKL ETT ( "TAmazon Elastic Container
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TFATFTA4T14%FERL -2REE

SOEEE. ID RFIEHRAWS ZFEAL T YA A4 FTBDHETT, . IAMIA—HY—AWS THDI
ROIN—KRI—Y—, EFEFEIAMO—-I)IZ25|ZZ (T2 ETRIATNDILEN HYET,

AWS IAM 7 A4 77 1 7 14 2 Z— (IAM Identity Center), > T I Y4 > F > FR8E. Google/
Facebook FRREEHBE ED ID V—AA S OFREEHRZ2EAL T, 7IFL—TFT4YRIDELTHA
JAVTEET, YA A2 OFMIOVTR, TAWSHA 242 I—H—HA R, O TAWS 7
NOVBRICHA A TDFEL ZSRLUTLKEZ L,

TOYSALICEBDTIOELANES. [ SDK & CLIAWS ZEHE LTV IIARNEZREBS{LLTERL
£9, FHFMAICOVTE, TIAMI—Y—HAR, O TAPI VOV T ARNCHTBHAWS BF/N—23 >
4, BBRLTSEEL,

AWS 7AHIZ N I—RI1—H—

EERTIEEFIAWS THIUN, IXRTOAWS DH—ERABELTF VY —ANOEEBET I+
AEZEDAWS 7HI Y Mroot I—H—EHEND 1 DO A AT ATOTATADLSHED
£9. BENBRAIIZEK, - 1—Y—ZFALBVEZEB<BEHOLET, I—bI1—TF—
AR EMBEBETDEIRAIICOVTE., "TITAMIA—Y—HA KR, ® ")L— I —H—FEHEHRN
DERZIAT 1 #ZRBLTLEEL,

IAM 1—H—&5)L—7°

IAM 1—H—&, BEQEART 7V T—23 2 ICRIIZBENDT I AT EFE ODTAT T4
TATY, REFIAEHRZHF D IAM 1——0Rb Y IC—RBHNEFAEREFEATDI L ZHED
LET, FHICOVTE, IIMIA—H—HA RO "D 7ONA A —EDT7TFL—arz=@FRAL
TILTOEATEHENHD AWS, #SBLTLSEEL,

IAM J )L =7, IAMI—H—DEEZEEL. KEQOI—HF—CHIZTI/ELAHATNEREZR
ZICLET, FEICOVWTE, "TTAMI—Y—HA R, O "IAM I —H—ICEIRI—-AT—A,
ZZRLTLKEZL,

IAM O—JL

IAM O—)Li&E. BEDT VELAFAEHEOITAToT1THY, —KRHSFAIBHRERHLET,

A—¥—AS5 IAMO=J) A2V =I) ICHWEZDD, FEFAPIARL -3V ZHUOHT
ET, O-)Z5|2R2HRENTEXRT, AWSCLIAWS FHFHICOVWTE., TIAM I—%—7i4
Ko "TO—)LZ52ZH2LHOREHE ZZRBLTLKEZL,
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RID—ERALET O EANERE
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RID—@F, DEERVY-ACEENTSMLEEIT IV EAFTZERLET, . 77UV
NUBFVIIARNEITSEEILCNSORIS—AWS ZFHAL T, BEAEDRD S —F JSON
RFIXNAWS ELTIERTFENE T, JSONRUZ—RFIXY NOFMIOVWTE, TIAM
A—Y—HA Ry ® "JSON RIS —HE, 25RLTEEL,

EBEG, RUP—ZFALT, EOTVINLFEDI)Y—AICHLT, EORSBRHIETT D
SAVERITTERDNEZERTIDCLET, HIMAICT IV EATEZ N ZEELERT,

F7FZILRTRE, I —PO-LCTIEAFARHY) TEA. IAMEEER IAMKR) S —Z24E
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ARL—=2320ORTHEEBDT. TOERAFAZERLET,

TATUTATAR—ADR) S —

TATFUTATAR=ADRI =&, FAFUTA4T4 (A—Y—, JI—7", £EO-J)) I
TRYFTEDISONTIOEAFARI—RFIXNTT, chSORVI =&, TA4AT
TATANED)Y—RAIZRWUTEDRSBEBTTEDRSIBRT VAV ERTTERD N ZHIHL
F9, PATUTATAR—ARI—OERFZELCOVWTR, IAMI—HF—HA RO HAZI—
BRI —THAZLIAM TV LAFAZEETD 2SRBLTLIEEL,

TATFUTATAR=—AORI) S =, AVF42VKRID— (B—0 D ICEHBOIAD) FLEEE
RIS— (BEBODICTEYFENLZAZ RPOVARIS ) ICTRENTEXRT, EERY
=AM VTAVRID—OVThL ZBRIZFECODVTRK, IAMIA—Y—FHSA R, 0 TE
BRIV —EAVTAVRIZ—OVWThD ZERTD, Z2ZRBLTEEL,

JY—=AR—=ADR) > —

J)Y—AR—=ADORD =&, UY—ARICHKFTB ISONRIZ—RFIXIRNTT, fl&eLT
. IAMO—JLEEFERY>—% Amazon S3 NI Y RRUS—BENFBYNVET, VY—AR—ADRK
) —ZHR—KNTBDH—EATEK, T—ERABEBERFRV—Z2FEALTEEO)Y—ANDT Y
TARFETERT, VY—AR—ADRII =Tk, Z7V NI ZIEETEIHEN HVYET,
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s PUORAHUDER -TATFUVTATAR—AORI—TIAMIVTATAIIRETEED
TERAT IV EAHTOBOLRERELET, FHICOVTR., TIAM IA—¥—FH4 KRy © TIAM
IoTATADTIEAFAER, #5BLTLEEV,

« H—ERIO> MO—)L7R S — (SCP) - AWS Organizations A DB E = FEBBEVLOBERKOT Y
TAHNERELET, FMICOVWTIEE., TAWS Organizations I—H—HA K, ® "TH—ERZ]
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e Y2 a R —-O-NLFELERE7IFL—2a3a21—F—0—RBtya azERNTHIE
NTXA—RELTEENDZEEBRRI—TT, FHFHICOVTE., "IAM I1I—%—HA K1 O
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12OV IANCERBOZATORI—FERAEhDE, BRELTEREND T IO EAHAZ
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ZZRLTLKEZL,
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Amazon ECR D7 A T T AT AXR—ADR) > —

IAMT7ATTATAR—ADR) Y —TCRREFATERLRIERTDTI>a EUI—R,  ETD
2AVEFIERLRIES IR ZEBETEET, AmazonECR I, HEOT7 Va2, VY—
A, BRUOKZKH/EF—ZHR—BNLTVWET, JSONKRU—THEATEHIIXNTOERICOVTIE,
NIAM 12— —HA Ry @ TIAMJSON R —DEZD) 77 LA #3RBLTLKEEL,
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EEEIE JSONAWS ARUS —&FERAL T, #HFMICTIOELATEDIHNEEETEXT, DFY), &
DTIVINUDEDVY —AICKRLTENDEDIBEZFHBTTTIAVERTTEZHEVNS LT
9,

JSONRUZ—® Action BERICEARV S —AOT IV AZHAELFIERITZEHDICERATES
ToarvhHwdenhExd, cOT7IAVEBERFSNEARL—2IDE2RTITBRLEOOTD
LA ENETBZRIS—THERAENET,

Amazon ECR RS> =T o> avk, PO23a>ORICTL714Y O X ecr: Z2FALET, I
& ZIE. Amazon ECR CreateRepository APl ARL —> 3> &AL T Amazon ECR URT ~
)ERERT DT IO LAFAZFETSICIE, RIS —IC ecr:CreateRepository 7V 3 %&
HEF, RUS—AT—RMXUNICIEE, Action £/ & NotAction TIL XV RN EEHDIHENH V)
F£¥9, AmazonECR I, COHY—EATRHRITTES XAV ZRRITHMBEOTIV>a>0LY &
E&ELFET,

B—OAT—MXVNIEBBOT O 3aVEEETAICEROISICINTRYY ET,
"Action": [

"ecr:actionl",
"ecr:action2"

TAILRA—R M) Z2FEALTERT V3 2IEBETEET, HlAEF, Describe E VWS BEETH
FRINXNTOT VAV EREETDICERAIAOT V3> a2EHET,

"Action": "ecr:Describe*"
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"Resource": "*"
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"Resource": "arn:aws:ecr:us-east-1:123456789012:repository/my-repo"
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—HERBIIENTERT, IXNTOAWS JO-NILFHF—ZHEIZICRE. "IAMI—H—7
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Amazon ECR TRXIMBENZEF—HNEBETNATHY ., £E—HOIJO0-NILEEF—OFEAY
HBR—REINTVET, IXTOAWS JO—NIILEH/F—2HERTHICE. IAM I——HA
ROAWS "TJO0—NILEHEDTFARF—) ZSBLTLSEZL,

FEAED Amazon ECR 79> 3%, aws:ResourceTag & ecr:ResourceTag D&HF+—%
HR—KLET, FHAILCOVTRE., "ZIXR—AOTIVEAO MO Z2EATH1 283RBLTL
ZELV,

Amazon ECR &4F—0UJAKMIZDO2VWTIE., IAM I—%—4 4 R® "TAmazon Elastic Container
Registry D&HF—1 2ZRBLTIKEETV, KUF—2FATEDTO32EDVY—-RAIZEDVT
l&. TAmazon Elastic Container Registry TEZEE N3 7 U3 2ZRLTLEE L,

Bl

Amazon ECR TOT AT T AT AR—ADKRI>—0HIE. TAmazon Elastic Container Registry
DTATTATAR—AOR) > —0fl, 22RLTEEV,

Amazon ECR ® )Y —AXR—ANKR) S —

)Y —AR—ADRI>—&E, AmazonECR VY —RALTEETZD TV NILELTOED
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&, AmazonECR URZ KRUD VY —AR—ADT IV AFIR) S —HYR—KNLET, VY —
AR—=ANDKRIS =Tk, VY—AZEIMHMO FTHO NCERAFAERETDCENTEXT,
)Y —AR—ADRIS—=ZFEHAL T, AmazonECR URS KNUADT IV A% AWS H—E RI(C
HOUITBDCEETEFRT,
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NTVEBEVWEINOXFEAR—AZYR—KNLET,

Bl
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CENTEFES, FUICETVTTIVEAEZEE T SICIE, ecr:ResourceTag/key-

name. aws:RequestTag/key-name., £zl aws:TagKeys OFHF—&FEHAL T, KR
S—DEUBEETEITBEREZRMLET, AmazonECR VY —AD X TR ITOFHMCDWTIE,
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FREOPEENDEEZICMFA ZRXEICTDICE, RU—IC MFAZGZEMLET, FHAICOV
T, IAMIA—5—HA R OMFAZERLEZEBAPI 7O A ZSRL TS EZL,

IAM TORARNT ST 14 ADFMIZOVWTR, AMI—F—HAROIAMTOEFIUTAOX
ARNTZ0T 1A ZZRBLTSEZL,
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To CRESDTIEAFTICKY, AWS 7HU MOD Amazon ECR VY —ADFHlZ —BRTH
RPRRTEET, RPRYEBHFARY EFHRABEL VT ATUTATAR—ADOR) > —ZERK
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EBVYICHELEEA,
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Tk, TIAMI—YHY—HA R O "TI—HF—AOT7 VUV AFADEN Z2Z5BLTIEEL,

CORV—OT IV AFAZHRITDICE, "TAWSYR—IJ RRUZ—DTF7LVAL O
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AWS CLI £7zl& AWS APl O A ZRUOHII—H—ICk, |FPROOAY-IT IV EAFAIZNE
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VORNDT IV EANFAENET,
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"Version": "2012-10-17",
"Statement": [
{

"Sid": "ViewOwnUserInfo",
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"Effect": "Allow",
"Action": [
"iam:GetUserPolicy",

iam:ListGroupsForUser",

jam:ListAttachedUserPolicies",

iam:ListUserPolicies",

iam:GetUser"

1,
"Resource": ["arn:aws:iam::*:user/${aws:usernamel}"]
.
{
"Sid": "NavigateInConsole",
"Effect": "Allow",
"Action": [
"iam:GetGroupPolicy",
"iam:GetPolicyVersion",
"iam:GetPolicy",
"iam:ListAttachedGroupPolicies",
"iam:ListGroupPolicies",
"iam:ListPolicyVersions",
"iam:ListPolicies",
"iam:ListUsers"
1,
"Resource": "*"
}

120 AmazonECR DR NVIZT O ATS

COHITIE, AWST7HIMOI1—H%—IZ AmazonECR VRS KNUMD 1 DTHD \DT UV AE
ZERELEImy-repo. £, I—H—HNAX—=2Tv2 a1, T, VANKRRTESDKSICL
F£¥9,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"GetAuthorizationToken",
"Effect":"Allow",
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"Action":[
"ecr:GetAuthorizationToken"
1,
"Resource":"*"
},
{

"Sid":"ManageRepositoryContents",

"Effect":"Allow",

"Action":[
"ecr:BatchCheckLayerAvailability",
"ecr:GetDownloadUrlForLayer",
"ecr:GetRepositoryPolicy",
"ecr:DescribeRepositories"”,
"ecr:ListImages",
"ecr:DescribelImages",
"ecxr:BatchGetImage",
"ecr:InitiatelLayerUpload",
"ecr:UploadLayexPart",
"ecxr:CompletelLayerUpload",
"ecr:PutImage"

1,

"Resource":"arn:aws:ecr:us-east-1:123456789012:xepositoxy/my-repo"

}

RIR—=AOTO7LAA MO-I)ZFERTS

Amazon ECR CreateRepository API 792 3> Tk, URD NJERRKICXR T ZIBETSD L
HFTEERT, FMICOVWTIEE., "TAmazon ECR TOT7ZANR—KNURZNUDORITFT, 288U
TLEZL,

ERBFICI—Y—NVRSRNIICERTFTTRICE, TOVY—AZERTZD T I>%2FERT
2EOOT IV EAHFINF BETT (fl: ecr:CreateRepository)e ZINVY—RERT V3>
THEEENTVWSEHE, Amazon ik ecr:CreateRepository 7V 3 TEMOBITZRETL T
A—H—DNRITZERTEIT IV EAFAZHE >TVRHLESHERELET,

BIR—=AOT LA O=E, IAIMARVZ—ZHLTHEATEERT, ATRHITT,

ROR)D—IC& 2T, I—H—Ik, key=environment,value=dev ELTURD N BRERFE
FREIFHITBDEDHREFAENET,
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JSON
{
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowCreateTaggedRepository",
"Effect": "Allow",
"Action": [
"ecr:CreateRepository"
]I
"Resource": "*",
"Condition": {
"StringEquals": {
"aws :RequestTag/environment": "dev"
}
}
},
{
"Sid": "AllowTagRepository",
"Effect": "Allow",
"Action": [
"ecr:TagResource"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"aws:RequestTag/environment": "dev"
}
}
}
]
}

RDR S —TIE, key=environment,value=prod ELTRIFHENTVRHEEERE, 1—
H—RFEIXTOVRISRNIDASAX—=D%TI)TEET,

JSON
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"Version":"2012-10-17",
"Statement": [{
"Effect": "Allow",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

1,
"Resource": "*"
},
{
"Effect": "Deny",
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
1,
"Resource": "*",
"Condition": {
"StringEquals": {
"ecr:ResourceTag/environment": "prod"
}
}
}
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* AmazonEC2ContainerRegistryFullAccess

AmazonEC2ContainerRegistryPowerUser
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* AmazonEC2ContainerRegistryReadOnly

« AWSECRPulIThroughCache_ServiceRolePolicy

+ ECRReplicationServiceRolePolicy

« ECRTemplateServiceRolePolicy
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AmazonEC2ContainerRegistryFullAccess

AmazonEC2ContainerRegistryFullAccess R —Z IAM T ATV TATAICTRY FTE
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T. Amazon ECR DI XTO#EEEFERLET, cORVZ—ZFERHTDIE, AWSTERI XN
V=) THRATEES Amazon ECR DI XNTOBEEICT IV EATEET,

ORIV —OFAZERTBICE. TAWSYR—I RRUS—UTJT7LUVAL D
" AmazonEC2ContainerRegistryFullAccess; 2B L T EE L,

AmazonEC2ContainerRegistryPowerUser

AmazonEC2ContainerRegistryPowerUser RUS—Z IAM T A T TATAILT Y FTEE
T CORUT—R, IAMIA—HF—HFVRIZRNVICHTEHAY) EEZTIAXZITOEEIERZ
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{

"Sid": "ECR",

"Effect": "Allow",

"Action": [
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"ecr:UploadLayexPart",
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"Sid": "SecretsManager",

"Effect": "Allow",

"Action": [
"secretsmanager:GetSecretValue"

1,

"Resource": "arn:aws:secretsmanager:*:*:secret:ecr-pullthroughcache/

*n
"Condition": {
"StringEquals": {
"aws :ResourceAccount": "${aws:PrincipalAccount}"

}
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%¥F—% ecr.<region>.amazonaws.com ETHEATE LT,

RDF—FRIZ—OBITIE, KMSF—ZMBEITS AWS THI N (JL—hI—H—) IZ KMS

F—ADTINT I ELAZHALET, CcOF—RU—OFOFMCDOWVWTIE,

T AWS Key

Management Service RXOY/N—HA R, O AWS "7HIORANOT IO AZHFT ) XU
"AM AR —ZBMCTD, ZSRLTLEEZV,

JSON

"Version":"2012-10-17",

"Id": "ecr-key-policy",

"Statement": [

{
"Sid": "EnableIAMUserPermissions",
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::111122223333:root"

},
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"Action": "kms:*",
"Resource": "*"

DR NV REXTS IAM I—H—, IABMO—=J), £FEEAWS THIU KNI
[Fkms:CreateGrant, &4EX Amazon ECR 72t Akms:DescribeKeyFF Al lZ il Z
T. . kms:RetireGrant, BXEF PO ELAHFANMBETT,

® Note

DR N ZERTHI—HY—FLEO-)LD IAM 7R —IZ kms:RetireGrant 7 ¥
A ZEMTAHBENHVY ET, kms:CreateGrant & kms:DescribekKey D7Vt
AFFAE, KMS F—0OF—RV>—, FEBURD NI ZERT D 1I—F—F£EO-)
DIAMARYS—IZBINTEET, PO AAWSKMS FaOEKOFMCODVWTE, T
AWS Key Management Service XA Y /N\—7H 4 Ry OAWS KMS "API 7 = AFFA: 7
2232V =A0)TT7 LA BBRLUTLSEETLY,

XD IAM RS —fleA > 4R —eLTA—Y—CEMT D E, BESABHEIRD
NUDKER. BRTEENRTUEEECURI NUDHIBRZITS OICKAERZRH/NROT 7 2AFFH
FA1—H—IFEEhET, VURZNIOBESLICERATS AWSKMS key i, VY —ANTX—
S2EFEALTEETERY,

JSON

"Version":"2012-10-17",
"Id": "ecr-kms-permissions",
"Statement": [
{
"Ssid":
"AllowAccessToCreateAndRetireTheGrantsAssociatedWithTheKeyAsWellAsDescribeTheKey",
"Effect": "Allow",
"Action": [
"kms :CreateGrant",
"kms :RetireGrant",
"kms :DescribeKey"
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1,
"Resource": "arn:aws:kms:us-
west-2:111122223333:key/b8d9ae76-080c-4043-92EXAMPLE"

}
1

DR NIOERKICOY—IIZKMS F—Z —EBERRTEDLSICTS

Amazon ECR AV —=)ZFERALTURD NI ZERKTDIE, VRS NVOESLEEMCTS L
B, I—H—PV—23 0 THARI—NZR—TRKMS F—2—EXRRIBDT7IVEAFTEFE
TEET, RO IAM ARV —0flF, AV ZFEATIEEICKMS F—ETITAMUTA%Z—&
RRTBDEDICHEBEBRT IV ELAFAZRLTVET,

JSON

{
"Version":"2012-10-17",
"Statement": {
"Effect": "Allow",
"Action": [
"kms:ListKeys",
"kms:ListAliases",
"kms :DescribeKey"

1,

"Resource": "*"

}
}

ED AmazonECR A &2 Z50>3a>OEZAXY > AWS KMS

ZEHAL T AWS CloudTrail , Amazon ECR " AWSKMS 1—H—I[CRH>T ICREETHIUIIA
NRZ2EBITEET, CloudTral OJ OO I MNUICIK, KYEREICEATESD LS ICESHOVT
FANF—NEENRTVET,

Amazon ECR BS{tJ>TF A

EEATFAN B, BB —IL YN T—RZBCF—LEORTOELYNTT, T—2%
EETRDVIIANIESHIVTHFANEZEDRE, BESHKITFANEESLEIE
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T—RIC AWSKMS BESHENA 2 RLEXT, T—22EBSISICRE. AUBSHICTFANIE
THBEANBYNET,

Amazon ECR I AWS KMS, A® GenerateDataKey & & U Decrypt UV TAKRT, FEHTBUR
DU E Amazon SSNT Y R ZEBREITS 2 DOBRHEBORT 2HF 2 BESIATFANEFEAL
F9, UTOHITRNZRLTVET, BREIREDYEEAN, e hEBS{ITEFA
RO, ECEICERYET,

"encryptionContext": {

"aws:s3:arn": "arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-
fedc-ba987BUCKET1/

sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df",
"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

}

S TFARNZFEAL T, AWS CloudTrail ¥ Amazon CloudWatch Logs % EDEEEL J1— R
OJTT, RUD—PHAORAORHKEL T, ChSOBESHKEARL—23 2 Z2HAITEXT,

Amazon ECREEE{LTHFARNE, 2 DB EEORT TEBEENET,

« aws:s3:arn-/N7T Y RZBRTH2RIDBIHEBORT , ¥F—I&, aws:s3:arn TT, B
l&. Amazon S3 /X7 Y K@ Amazon ')V —AX—L (ARN)TT,

"aws:s3:arn": "ARN of an Amazon S3 bucket"

eEzFE, NTY MO ARN A" arn:aws:s3:::us-west-2-starport-
manifest-bucket/EXAMPLE1-90ab-cdef-fedc-ba987BUCKET1/
sha256:a7766145a775d39e53a713¢c75b6fd6d318740e70327aaa3ed5d09e@ef33fc3df @
BE, BRIV THFANIFRORTHAEENE T,

"arn:aws:s3:::us-west-2-starport-manifest-bucket/EXAMPLE1-90ab-cdef-fedc-
ba987BUCKET1/sha256:a7766145a775d39e53a713c75b6fd6d318740e70327aaa3ed5d09e0ef33fc3df"

- aws:ecr:arnn — JRZ N1 ®O Amazon VY —AZ—LA (ARN) ZE B T2 2 BB OBRBEEORT,
F—(F. aws:ecr:arn TY, fElE. URZKUD ARNTT,

"aws:ecr:arn": "ARN of an Amazon ECR repository"
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eExE, YR MU®D ARN A arn:aws:ecr:us-
west-2:111122223333:repository/repository-name MH{E, BELXIVTFANIRKX
DRTHFEENET,

"aws:ecr:arn": "arn:aws:ecr:us-west-2:111122223333:repository/repository-name"

NZTNDa1—F120

2V =)L T Amazon ECR URZ KU ZHIBRT B EEIZ, VRSP NUNEEICHIBRENT
£, Amazon ECRAURZ NU DO KMS F—IZ BME N EFa2ERAFELETERVEES, A0
S—HNRRENET,

The repository [{repository-name}] has been deleted successfully but the grants created
by the kmsKey [{kms_key}] failed to be retired

COHEE, URZRUD AWSKMS FRIZES TRIETEET,
DRI NJD AWSKMS FFAIZ FBTRILET S ICIF

1. URINJUICERAEND AWSKMS F—DFAIZ—BRRLEXT, key-id fERF, >V -
CRRENDIT—ICEENTVET, list-keys ANV REFEAL T, THIY NAOHE
D=3 AWS YZR—I RF— ENARN—NR—IJRKMS F—OlIFZ2 —ERTRTD
CEETEERT,

aws kms list-grants \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc
--region us-west-2

HAZE, DRI NJO Amazon )Y —AZ—L (ARN) 288 EncryptionContextSubset
FEENET, ChZEFEALT, FAFLICTIONF—ICEBMENLEENDHFTN ZR/ETEE
¥, GrantId fElE. KOATY 7 CHAUZERAEFELTREEICEALET,

2. URTZKNUICEMENE AWSKMS F—OEHAZEIELET, UBIOATY TOHDDHFA
M ID T GrantId DEZBERZET,

aws kms retire-grant \
--key-id b8d9ae76-080c-4043-9237-c815bfc21dfc \
--grant-id GrantId \
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--region us-west-2

Amazon Elastic Container Registry ® 1275 4 7 > AWEE

AWS OH—ERAFRFEDNAVTFAT U ATOAVZLAOEERNICH DA ESHZRRETSICE. O
VTSATUAAWS OH—E A 7O SALAICLDREHEERNOA TSATAD #5RBL, B
DOBBDAVT AT ATATSLEBRLET, —BOBBEHRICOVTEK, AWS T2 754
TOAT7OTZ L, B3BLTLKEEY,

BFEALT, Y—RN—FT 1 —DEELR—FEA T2 O—RTEET AWS Artifact, FMICOWVT
([&. "Downloading Reports in AWS Artifacty 2B L T E&E L\,

ZERAITIZEOBETROAVTZAT U ABFEAWS O —ER ., BEROT—XO#EME, &

HOOADTZATABH., BRAEChDERBSLTRHEICI>TREVET., 2FATHIEOITT
FATABREOFMICOVTIF AWS OH—ER, AWS " F1UFT 1A RFIXT b, Z3RL
TLEE L,

Amazon Elastic Container Registry D1 > 7S ANZ O F v+ 1
)T 4

NEZx—2 RY—E A THS Amazon Elastic Container Registry &, AWS JO—NILZxY kD=0 ¢
F1VTATHRBEENATVET, AWSEFI1UTAH—ERENMVTZARNTIF ¥ AWS %#
RETDHZECODVWTE, AWS " T DU REFIVT 1, ZBRLTILKEEV, 1 2T7TARNS
DF v EF1IVTAORANTZIOT 1 RAZFEAL TREZ AWS BREtT5I(CIE.  "Security Pillar
AWS Well-Architected Framework ® 'Infrastructure Protectiony ZZBR L TS & LY,

AWS 2NBE = API J—)L&2ERAL T, XY ND—UHT AmazonECRICT7JEALET, ¥
SATNIREYR—NTIRENF HV) KT,

« Transport Layer Security (TLS)o TLS 1.2 A %BT, TLS1.3 ZHEHLFT,

« DHE (AT 4 7 41—+ AN NV#EHE) X ECDHE (FBH#ET 1 71— AN VEHE) B E
DELRIHHEM (PFS) ICKDBEFTASM—RN, ChSNDE—RiE Java7 ARG E, BEAEDER
HOATALATHR—RMNENTVET,

CNSDOAPI FARL =23 VEFEEORY NT)—DODOEMASHUOHITENTEETAH,. Amazon
ECRTREUY—AR—ADT VAR —HFHR—REhTWVWDEH, V—RAIPF7RLAILLED
KKIRZEHDDENTEET, £/, AmazonECRRU>—ZFEAHL T, BED Amazon Virtual
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Private Cloud (Amazon VPC) T RIRA 2V NELRFBED VPC HSDT IV EAZEEBITH L
TEXT, ChiZkV, REWNIC, RYRNT—TVADOKEEND VPC A5 D&, HFED Amazon ECR
JDY—=ZAAND AWS XY RD—DO T VAN pBEnE T, FHICOVWTE. "TAmazon ECR 1~
2—7 T A AVPC I RKRA KN (AWS PrivateLink), ZZBL T &V,

Amazon ECR 1 &2 —7 T4 AVPC I RiRA >~ (AWS PrivateLink)

AB—TIAAVPCIVRRANEERATDELSIZ Amazon ECR 25RETH & T, VPC D
X1V TFT 1 kHZBETEET, VPCIORRAIVKNEAWS, T4 XR—KIP 7 RL A (IPv4
& IPv6 @A) 251 LT Amazon ECRAPI ICTZAR—=RNIZTORATESD TV /O0>—TH»
PrivateLink ZFE L TWE T, APIs IPv4 IPv6 AWS PrivateLink I&. VPC & Amazon ECR B®O ¢
XTORYRNID—IOKRST14Y D% Amazon XY RD—JICHIBRLET, 10 F—FY KNS —b
JIA. NATFNA A, FERRBTZFAR—KS—RNIVIARBRRBEHYEFHA,

AWS PrivateLink & VPC T RARA4 > NOFEMIC OV TIE., TAmazon VPC 1—H%—HA R, @
"VPC IV RERAU N, ZBSBLTLKESL,

Amazon ECRVPC I RIRA 2 NICEETHEESIE
AmazonECR D VPC TV RRA UV NZRETDHIIC, ATOZEEEHEICFELTLKEETL,

« Amazon EC2 1 VARV ATHRARNE NS Amazon ECS # A% T Amazon ECR #5754 R—
RAX—=TZTITEDLSICTSICIE, AmazonECS DA X—T7 I A AVPC I RKRA >
NEERLET, FMIC DWW T, Amazon Elastic Container Service RO Y /N—H 4 kD T4
VB2 —7ITAAVPC I RARA> KN (AWS PrivateLink)s 2B L TS EE L,

« Amazon ECR A8V FF+ A4 X—2 %7 )L 9 B Fargate TIRARNE 5D Amazon ECS AU T
. ZRUBF—ZZAIORAVERTIAMO—-ILICEBMNTAZEILEK 2T, FRINERATIHE
DVPCADTIEAR, BRUEY—ERNEATSDVPCIY RRAIMDOT I ERAEFHRTS
CENTEET, FMIZDOVTEE., Amazon Elastic Container Service RO Y /N—H A4 RD T4
VBR—TIAAT RIKRA2 K& LT Amazon ECR & 7°)L 9% Fargate R AV O&iES IAM 7
DEAFA L ZZBLTLEEL,

*c VPCIVRRAVNITEYFENtEFIVTATIL—TTRE, VPCOTFAR—"NFT Y
RAS, R—bN 443 TEEERZFITITILEN HYET,

« Amazon ECRVPC TV RRA VM, TFATILAZY U (IPv4 RV IPve) BEHRZTR—KLT
WET, FATIAZRY I VPC IV RRAVNEERTDE, IPvA TSAR—KNIPFTRLAL
IPv6 772 AXR—KNIP7RLAOEATRT 74V UV ZMEBTEEXT,

« VPCIY RRA Y NE, KERD (N—J ZF4LE) ® AWS APISDK I RRA Y REALT
Amazon ECR Public URZ N ZHR—KNLET,
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« VPC I RARA > NE, Amazon Route 53 #iBLU T AWS 2t 2 DNS OhZEHR—KNL
£9, MEODNS ZFEAL LWEERF. FUE DNSEEZFEATEE T, FMICOVT
l&. Amazon VPC I1—%—7H 4 R @ DHCP Options Sets S8 L T & L\,

« 2T FIZ Amazon S3 \DERIEOEHRA HDHEE, AmazonS3 T —hIIA IV RKRA N%
BT 3 EERN —BNICFHEN2BErHYET. COPIZEERTSIZE. Amazon S3
J—RIDIAIVRRANEFERATEZHLW VPC ZERL TH S, Amazon ECS V5 AR —&
FTOATFHFEFLWVWVPCIZBITLET,

c MOTTILNAN—F vy 22— )IZ2EALTAX—272TIINTSHEE, AWS Privatelink %
FO2TC, A1 F—TIAAVPCI Y RRA 2 NEFERATSDKSIC Amazon ECR ZFREL 1235
. NATTY—RDUITA4Z2FEALT,. AU VPCRIZNTUY OHTZY NEERL. TILH#EE
FTBEDI, T7TAR—RMYTRXYRASNAT S —KRITIAANDITXTOTINNIVRRS
TAVDEAVER—XYNIL—FTAVITTRIHBENHIET, TORDAX—JT TR, Ch
FSEHV) TR A, FHHICDVWTIE, Amazon Virtual Private Cloud 1—%—H4 R® "> 51 7
TTAR=—NYTRYRDPSAVE—FTYNITIOEATR, 28RBLTLKEEV,

« FIPS 140-3 RIEEABEBILED 1 -2 MSEBELTEHT—I0O—RNDBE. Amazon ECR & VPC
TIVRRAVMDOFIPST RRANZYR—MLET,

Windows 1 X—2 ICE T3 EEBEE

Windows ZRL =T A VI AT AICE DK AX=DIZE, S4BV ALK > TERAENFIRE AT
WBT7—TAT7F7IORNEENETT, 74 KNTIRE, Windows £ X—= % Amazon ECR VR K
JICTY219dE, ChsDT7—TA4 77 IR EBCLAV—RBATHLAVY—EREBEEhD -,
TviaiEnE A, T—T 1779 KN Microsoft IC& 2 TREETNTWVWBREE, AL AT —
(& Microsoft Azure € 7 ARSIV FYASEBENET, cOL®H, AVTFHFHFThSOAZL
AV —% Azure S TINTEBDELDIZTDIZE, VPCIV RARA NEERTBIUMNIZ, BIIDOA
TYTHBRETT,

Docker *—TE>® --allow-nondistributable-artifacts 757 %Z &AL T, WindowsA
X—T% Amazon ECR I’V 2192 EEIL, COBEZA—N—FARITZDENTEET, A
MCTDE, COTZTRFRFTAEAENEL AV —% AmazonECRIZZ'Y2 1L &ET, chlck
V., Azure NQOEMT7 IV LAZMRBEETDEBL, cNSOA X—T% VPC I RRA 2 MNEH
T AMazonECRAS I TBDENTEEXRT,

/A Important

Z®M --allow-nondistributable-artifacts 75 #FAL TE., Windows T
FR=AAA=D A ADKBICHDI BN HBREhBDDHFTEHYEFBA, LN
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T. NTVYIOFEFEY—RN—FT 1 —IZLDBEHADEHIZ Windows A>TV &2 &THE
THEWRTEFEA, BDEEEEOERENTOFERAFHFITEATVWET,

Docker 1 Y AR—=ITDT7 ST 2ERATEDLSIZTBICIE, Docker F—EVRET7AINEE
BEI2MHENHYNET, BEW Docker 1 > ARN—=JLICIEU T, [Docker T2 03> OFRE
FLERREZREXZ1I—TRET SN, B C:\ProgramData\docker\config\daemon. json
774N ZwmETEXRT,

LTERLTVWROR, BEBREDHTT, A X—J%7Y21932URIKNJ URIICEZEE
BMAET,

"allow-nondistributable-artifacts": [
"111122223333.dkr.ecr.us-west-2.amazonaws.com"
]

Docker F—EVRET7ANEZEELES, A X—2&T7 Y2 19 3HIIC Docker F—E> 2B
BITIVENBYET, R—ALAV—DVRSRNIICTYS1Edhizc&ZBRELT, 7y
RILECE%#BELET,

(@ Note

Windows 41 X—2 DR —AL AV —RGRELBYWET, LAY—HAXIC&KY, TV
JI1IKENFRL<SEZY, AMazonECR TO NS DA X—NDARNL—JARDER
LET. ChSOEBENS., COFT7>arEk, BERBEMRENEZANL—2OR
NZHBTACENBBICERENDBEICOXMATI_LEZHEBOLET, Hlx

(&, mcr.microsoft.com/windows/servercore 4 X—<>% Amazon ECR THE#T
E. W17GB O A XICKEY)ET,

AmazonECR ® VPC I RIRA > N ZERT S

Amazon ECR ¥ —EA®M VPC T RRA > N &K T BIZE. Amazon VPC 1—H—FH A RO A
VE—TIAATIV RRAV MEEOFIRZEALET,

Amazon ECRVPC TV RRA 2 ME, TFATILAZY U (IPv4 RV IPve) BERZ T R—KL TV
F9, TATILAZRY I VPC IV RRA UV NEERTDE, IPVATTAR—KNIP T RLAL IPv6
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T7ZAR=KNIPTRLAOEATRZ 74 Y IFBBNICRAEBEENET, IVRKRAKE 75
AT7VRORYNT—UREELIV RRANOBBEICESVT, BYRIPN—232ZFALT
NZT74Y0%I\N—TFT12TLET,

BLF D IPv4-only VPC T RARAZ RA&BY) . FATILAZY VIV RRANIBITTREE
. BEOIVRRANEZEELTTATIARY VEBEYR—NTBL. HLLFITILA
BYOTVRRAVNEERTEET, IV RRA U NEEREZREETDEERF, VPC &HT
XY RMERATRDIPN—232ZHR—MLTVBZEZBAELTKEEY, FATILAREYIT
YRRANEEKTDE, IVRKRAVNEIPv4 & IPv6 DlIFZHR—KNLET,

Amazon EC2 4 ~ ARV ATHRARNE NS Amazon ECS R AU M3BE. Amazon ECR I RR A
v hE Amazon S3 T —RNIJIAIV RRA NOMANBETT,

TIZYRNTA—LIN—=232 1.4.0 AR ZFERT S Fargate TRARNE B Amazon ECS # A Y
ND/E. AmazonECRVPC I RARA > ME Amazon S3 S —KRTJI AT RIRA > NOFEAH %4
ETT,

TISYRNTA—=LN—2321.3.0 LLEIZERA T % Fargate T/RANE D Amazon ECS R A Y
NHEE. HEBEOIE com.amazonaws.region.ecr.dkr Amazon ECR VPC I RiR4 > k& Amazon
S3T—KRIVIAIRRANDODHKTT,

(® Note
IYVRERARHFERENBIEFRFEETREHEEA,

com.amazonaws.region.ecr.dkr

T

all1)) KR4 > Ni&k, Docker Registry APl ICERENE T, push X pull & E D Docker &
AT

s
RIOAXVRTR, SOOIV RRA N ERAEHET,
CDIVRRARNZERTDEIC, 754 RXR—KNDNSKRANBEBMICTIHBEN HY)F
To cNZITDICE. VPCIV RRAVNZEERTBHEZIZ, Amazon VPC OV =T [TZ
AX—KNDNS BEBMICTR]| A7 NfBIREATVEI L EERELET,

FIPS 140-3 R OEHDIZSE. FIPS T KRR A > MH com.amazonaws.region.ecr-fips.dkr
ZEALET,
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com.amazonaws.region.ecr.api

® Note

BEE hicansnnld, RERI (F/N\AF) V=327 E, Amazon ECR THR—K&
hTW? AWS U—> 3 us-east-20)— 3V EBIFE2RLE T,

FIPS 140-3 28 O EFEHE DB/ EE. FIPS T RAKRA > ~hF & L T com.amazonaws.region.ecr-
fips.dkr & com.amazonaws.region.ecr-fips.api ZFEAL £7,

COIY RKRANE. Amazon ECRAPINOEDHUICEAENhET, DescribeImages X°
CreateRepository BED API 7o avidk, COIVRRAVNIBELET,

CHOIVRRAVRNEZERTDE, 7T7AR—KNDNSKARNBEEMCTE AT a > FEH
AREICRVWET, VPC IV RRA NOERBICVPC OV —=ILT[TSAXR—NDNS &% H
MCTB)ZBIRLT, COREBZBEEMCLET, VPCIV RRANDTZ A4 RK—K DNS
RANBEBMCTZEEF. SDKELIF 2HH/N—23>2 AWSCLIHICEHL T, SDK £
& AWSCLI ZFRATREZEICTIVRARAMNURL ZEEET D HERFHYEL A,

FIPS 140-3 O EHEDFSE. FIPS I KRR A > M com.amazonaws.region.ecr-fips.api
ZEERALET,

TZ5AR—KNDNSKRARNBEEMICL, 2019 F 1 A 24 BKRYRFICDU—ARE iz SDK £
E AWSCLIN—=23>ZEALTVWRIFEERE. --endpoint-urlNZX—&ZFERALTA >
R—TIAALIVRRAVNEZEETIHXEN HYVET, ROBIE, IT> RAKRA4>2 N URL OF
RZRLTVWET,

aws ecr create-repository --repository-name name --endpoint-url https://
api.ecx.region.amazonaws.com

VPCIVRRLAVNTTZAR—KNDNSKRARNEBZEMCLBEVEER, /18— T7I(4 AT
YRIRANTVPCIYRRANID ZIEET S --endpoint-url NS X—R&EFERT B2
ENfHYVET, XOBlIE. TV RRANURLOERERLTVET,

aws ecr create-repository --repository-name name --endpoint-url
https://VPC_endpoint_ID.api.ecx.region.vpce.amazonaws.com

FIPS 140-3 #0NiEENBEF. FIPST RKRA> N URL ZFERALE T,
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aws ecr create-repository --repository-name name --endpoint-url https://api.ecx-
fips.region.amazonaws.com

Amazon S3 S —KRDJDIAITV RERA NEERT S

Amazon ECS 2 AU T Amazon ECR A S5 7SAR—RN A X=2 %7 )L $5IZI1&E. Amazon S3 O

T—RNIIATIVRRA D NEERTDHENHVY) ET. Amazon ECR & Amazon S3 ZFEAL T
AA=DLANY—BRETEIED, Y—NIIALTRERA NNV ETT, AmazonECR A5 A
X=2ADO—RTBDIAVTFHIE. AmazonECRICT VAL TA X=X ZT7 I ANERE
LTHS Amazon S ICT7 VAL TEBOAX—D LA Y—2FA DV O—RITBIHBENHYVET,

% Docker 1 X—=2 DL A4 Y —%EE Amazon S3 /N7 Y R® Amazon )Y —AZ— LA (ARN) 2L
ICRUET,

arn:aws:s3:::prod-region-starport-layer-bucket/*

(® Note

Amazon ECR DF1F7IAZY I VPC IV RKRA N EERTZDBEEIFE. TFLTILAZY

2 @ Amazon S3 Gateway Rzl F AV Z—T7 I A ALY RIRAV NEERTRIVENHYE
T FHMICOVWTIE, SSRFIXVKRESRLTLSEZ L,

Amazon ECR ICEAT® Amazon S3 " — KNI A I RIRA 2 N EERTSICIE. Amazon VPC

A—HY—HARDT—KRITAT RRA D NODERFIEZEFALET, IV RRSANEEKTS
L&, T VPCOIL—KRTF—TIEBIRLTLSEZV,

com.amazonaws.region.s3

Amazon S3 ' —RIJIA LIV RRA 2V NEIAMARUS —RFIXNEZFRALTH—EAAND
TOEAZHRLET, cORVI—IZE, ZAIO IAMO—=I)EFEEFEZF0MD IAM 1—H—
RUD—ICREESNEFIRNSIZEHZEBEL TERAENDOT, JIATIEARIS—%2EFEAT
ZFF T, Amazon S3/NNT Y RF Ut A% AmazonECR 2R T2 O DHK/NROT I AHA

(C#IBRTB/EIE. "Amazon ECR O/ Amazon S3 /N Y K7 O AT, #5RBLTL
=L,
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Amazon ECR O &/ Amazon S3 /N7 Y N7 O AR

Amazon S3 ' —KRIJIA LIV RERA 2V NEIAMARIS —RFIXNEZFRALTH—EAANDT
Dt AZHIRLET. Amazon ECR ICRIKRD Amazon S3NNT Y K7V AHF TN K EHFAT
BICE, IVRARAVRMDIAM RIS —RFIXD NZEKT D EZEIC Amazon ECR A ERT S
Amazon S3/NTY MADT IO ERAEHIRLET,

RNDEIE., Amazon ECR ICHEXR Amazon S3NT Y RARUS—TF O AFAZRLTVET,

T O AFA B0

arn:aws:s3:::prod- region-starport & Docker 1 X— ML A4 V¥ —%&E Amazon

-layer-bucket/* SANTYRMOTIOEAZRELET, KE
REB(FA/NAF)1J—23 20 us-east-2 O
&SI, Amazon ECR THR—KkEhTV3
AWS D—=23>nl)—23 2 EalFekLE
EP

Bl

LT ofFlE. Amazon ECR ARL —2 3 ICHAERZ Amazon S3/NNT Y RADT IV A%ZRHTS
HEERLTVET,

{
"Statement": [
{
"Sid": "Access-to-specific-bucket-only",
"Principal": "*",
"Action": [
"s3:GetObject"
1,
"Effect": "Allow",
"Resource": ["arn:aws:s3:::prod-region-starport-layer-bucket/*"]
}
]
}
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CloudWatch Logs T RRA > N&ERT S

Fargate 8821 72 AL, 1V X—FXY NS —KDIA(BLTVPC 2ERTSD—F

T, awslogs AY RZAN—ZFEAL TOJ1E#HZ CloudWatch IZ3:/5 9 % Amazon ECS A

N #%H4E. CloudWatch Logs M com.amazonaws.region.logs 1 > 2—7 T4 AVVPC T RRA >
NEERTIHENFHYET, FMIC DL TIEE. Amazon CloudWatch Logs I—H'—HA R0 "1
VR —TIAAVPC I RAKRA>2KNTO CloudWatch Logs DER, 2B L T &L,

AmazonECRVPC I RIRAVKNDIV RIRAV RNRUS —"EKT S

VPCIVRARAKRRIDD =, TVRKRANOERBELFZEERICIY RRSANIMAS
EREBENERS (AM) DUV —RAR)S—TF, TV RRANOERBFICRIS —2TRY
FLEWEES, BY—ERANOTILTIOCAZFATEITT7FILRNORIS—%FT AWS ZY FL
F9, IVRRAVNRUD =, I—H—RII—PH—ERBAEORI —% LEE, £z
FEZEMAFTFEA, ChiE, FMAEEELSEEENLEY—EANOT VLA ZFHHIZDLEHDOFO
RV —TF, FHMEEBEDOR) > —&, JSONERTREBTHIHEN BV ET, FMEICOVTE.
TAmazon VPC1—H'—H4 R, @ "VPCFHAEEBICLDH—EADT IV AHIfH, 28R L T<
ZEV,

120 IAM DY —ARDS—ZERL., MAD Amazon ECRVPC T RRA U NIZTRYFT3
CEEBEHLET,

Amazon ECRAPI DI RIRA NAKRUD—DFEIRICALET, CcORU—IFE, FED IAM
O—J)LA Amazon ECR A S8 AX—2 )N TEBDELSICLET,

{
"Statement": [{

"Sid": "AllowPull",
"Principal": {
"AWS": "arn:aws:iam::1234567890:ro0le/role_name"
1,
"Action": [
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForlLayer",
"ecr:GetAuthorizationToken"
1,
"Effect": "Allow",
"Resource": "*"
1]
}
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KDLV RRAZVRRID—DBITRE, BEEALEVRI NUAHIBRENABZVRSICLTVET,

{
"Statement": [{
"Sid": "AllowAll",
"Principal": "*",
"Action": "*",
"Effect": "Allow",
"Resource": "*"
},
{
"Sid": "PreventDelete",
"Principal": "*",
"Action": "ecr:DeleteRepository",
"Effect": "Deny",
"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
}
]
}

KDLV RRAV KRR —OFITE, AIRD 2 2OFIZE 1 DORVD—ICXREDTVET,

{
"Statement": [{
"Sid": "AllowAll",
"Effect": "Allow",

"Principal": "*",

"Action": "*",

"Resource": "*"
.

{

"Sid": "PreventDelete",

"Effect": "Deny",

"Principal": "*",

"Action": "ecr:DeleteRepository",

"Resource": "arn:aws:ecr:region:1234567890:repository/repository_name"
},
{

"Sid": "AllowPull",

"Effect": "Allow",

"Principal": {

"AWS": "arn:aws:iam::1234567890:role/role_name"
o
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"Action": [

"ecr:BatchGetImage",

"ecr:GetDownloadUrlForLayer",
"ecr:GetAuthorizationToken"

]I

"Resource": "*"

}
]
}

AmazonECR O VPC T RARA U RNRDD—2ZETBICIE

1. Amazon VPC 12V — )L ® https://console.aws.amazon.com/vpc/ ZFWVW T EE L,
2. FTES—23URA2T, [Endpoints] (L RARA KN ZBIRLET,

3. AmazonECR® VPC IV RARA >V N EFEEERL TV EWESIK., "TAmazon ECR @ VPC T
VRIRAVNEERTS, 2SBLTLEETV,

4. R —%EITS Amazon ECRVPC I RARA 2V NZ&RL, BEO THBICH S [RJ—]
27T EBIRLET,

5. [RUD—DmEE] 2BRL TR —ZZEELRT,
6. [RE]ZBRL TRV —ZREFLET,

#HEH XY N

HBoEHBENTVWRHTRYRNTVPC IV RIRA NEER., 5HH. TE, £LEEHIKRTZZE
FTEERA. L, VPCIVRRAVNEFERATHIERTEET,

B—EABTOLT R RELEOPLE

BEALUVEREBEER, 70232 2RTI2LEOOT IV EAFAZEFLBZVWITAT4H, &UH
BOHZTITATALTIIVORTEBRFTETLRSIBRICELS, EF21UT 1 LOE
BTY, TERAWS, Y—ERABOBYFTELIZKY, BALEREBBENRETDAEMENIHYE
¥, Y—EABTORYITELE, 1 2O —ERX (HTHL Y —ER) A, BlOY—ER (FOH
LY —ER) ZHROCHIEEICRETDIARMNBYRT, FUHL AT —EAR, KRKE57
TEATRENHFAEChBINETRBEVLFETZOHRAZEAL T, HOBEHOV Y —ALCLKHT
PLBERTIDISICBRECIZIBEENBYET, ChZeh<iz®d, AWS TR, 7HAT> kDU
V—ANOT VL AENFREENLEY—ERT VI NILT, IXNTOY—ERADTF—XZRETS
EOICRIDY—IILEZRHELTVET,

H—EABTOTD RS RELEO L APl /N\—2 3> 2015-09-21 273


https://console.aws.amazon.com/vpc/

Amazon ECR d—H¥—HAR

)Y —ARJS—ATIE aws:SourceArn £ IE aws :SourceAccount O O—/NILEHEI T
FARNEF—ZFEAL T, Amazon ECR A BIO Y —ERICHETSD, VY—ANOT I EAFA%
FRITBDCLZzHBOHLET, VJORY—EATIVEAICVY—RZ 1 D2ETEENSFLZWVES
(&, aws:SourceArn ZFEALET. TOTHINAOD Y —RAZVOAY—EADOEAICEE
T3 EE2HTNTHHAE. aws:SourceAccount ZFEAL F£ T,

BELUVEREBENSKREBEITDLOOREMRENBFTERZE., VY—ANDTELAZ ARN ZFEEL
T, aws:SourceArn JO—NIZHIAVTFANF—ZFERATDETT, VDY—ADEELE
ARN A FREBZBER, BHROVY—RZEETHHECE. JO-NLIVTFANEZREF—
aws:SourceArn T, ARN ORHF P ZRTEDICTAILRA—RXE (*) 2FALET, Hlx

&, arn:aws:servicename:region:123456789012:*,

aws :SourceArn O{EIZ Amazon S3/NTY N ARN BEDTHI NI D AEENTVEVIES
&, MAOITO—NILEZHEODDTHFANF—ZFEALT, PTOELAHFUZFHRIDMLEN BV ET,

aws :SourceArn M{ElF ResourceDescription THABEN H V) E T,

RDOBIE., Amazon ECR UART KRR S —T aws:SourceArnd & U aws:SourceAccount &
O—NIL&EBHEIDDTHFARNFEF—ZFHAL T, TOH—EREDKEEICHAER Amazon ECRAPI 72
23> AWS CodeBuild N7 IVt A%ZFTL, BEL L EREBREAEZH<SHFEZEZERLTVET,

JSON

"Version":"2012-10-17",
"Statement": [
{
"Sid":"CodeBuildAccess",
"Effect":"Allow",
"Principal":{
"Service":"codebuild.amazonaws.com"
}I
"Action":[
"ecx:BatchGetImage",
"ecr:GetDownloadUrlForLayer"
]I
"Resource": "*",
"Condition":{
"ArnLike":{
"aws:SourceArn'":"arn:aws:codebuild:us-
east-1:123456789012:project/project-name"
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3},
"StringEquals": {
"aws :SourceAccount":"123456789012"
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Amazon ECR €X' > 45

Amazon CloudWatch Z £ L T Amazon ECRAPI OfEARREE X > F3 & T, Amazon
ECRAS raw F—ZR2ZWNEL, UTPILRZALICEVGEAEVY) TEEBZX RNV VAICMITR &N
TEFET, CNSOFETERIEE 2 BERHRE NI, BEBERICTIEALTAPIOERARRE
BIETEET, AmazonECR DX KNU IV AF—ZF 1 2 ERETEEMIC CloudWatch ICEFENE
9, CloudWatch O FEMHIC DLW Tk, Amazon CloudWatch 1—H—7 4 RZSBL TS EE L,

Amazon ECR IZl, BBA], A1 X—27 921, SRCAX=2FTINT o3>0 AP OFERRRIC
HIVEXNVOANFBAEENTVET,

ETEZARDJE, AmazonECR E AWS VU 1—>3a > OEEY,. ATAM. N7+ —X 2 A&#EF
ITRLETEERHDTT., VILFRANBENr RELEBRE., TOBEZKVYBEEICTFNYIT
EDLSIC, AWSYDI—>3 EBRTDI)Y—ANSEZRI)IF—322NETH I Lz2H
BMHLET, =L, AmazonECROEZR VI Z2RAKTSHEIIC, U TOERICHTZEZEE KR
MULETEZZUIHBZERTIHEN HYET,

« EZRUIJOEMEMATTA?

c EQVY—AREZEZRIVILETH?

c EDLKSVOEETINSD)Y—ABEZRIUILETHL?

« EQOFZRIIY—=I)IZFBLETH?

c HENEZRVIRADEETLETH?

s BENMNRELEEZCHNI BAZZTRYYETH?

RDATY T TR, SRETEBRSAIVIEEREFBTNTA—NARARRAETDEICKY), BF
BROBREBTEE®D Amazon ECR ODNT7 #—X 2 ADR—ATA > %#BELE£J., Amazon ECR OFE
—R)TTE, BEOEZZVIF—2EZREL, FILOWNT X AF—RELBTD L
T. NT7F7—XAQDBENZ—ERENZ—22HBEL, BECHVNTEIHEEERTEEXT,
NeY

s Y—ERVA—BZDOURIET T—LDRE

« Amazon ECR EHRRAXKNU O A

« Amazon ECR fEARRL AR— K~

« Amazon ECR USRS KR XKNUO A
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« Amazon ECR 4 X2 ~ & EventBridge
« ZfEAL %= Amazon ECR 79> 3> 00758 AWS CloudTrail

Y- AT A —ROTARILET S—LDRE

CloudWatch 2V —J)LZEAL T, Y—ERAV#—RZAKRHLL, Y—ERIVF—REBS L TR
EOFEARREBETEET, VA —RICETVLEEECBHENDLSIITS—LZRETS L
ETEERT,

B—ERAVA—RZAKRLL, T3V TTI—LERETDICE

1. CloudWatch 12V —JL® https://console.aws.amazon.com/cloudwatch/ ZREW T < IZ& L,
2. FTES—=23URAL2T[Metrics ( XRJDTRA)] ZBRLTLEE W,
3. [FRTDOXARNVIRIZRTTMERARR] ZiBIRL., [AWS VY —A] &EBIRLET,

HB—ERIF—RFERARRAXRNITADI)ARNNFRRENET,
4. WINHPOXRNUIOAOBICHZDFIVIRYIARZAICLET,

TZ71C, TOAWS VY —ANBREOEARRAFRRENET,
5. Y—ERIVF—RZTZ7ICEMTBICRE. ROFIEZRITLET,

a. [JZ7HLEXNVOR]RT#BRLET,

b. [Math expression (#(=)]. [Start with an empty expression (ZZND =X THA)] DIEIZIRIRL £
To RIZ, FL WITO [Details (5¥4f)] = "SERVICE_QUOTA(m1) EAHNLET,

TZ7CHLVTHENEN, XRVIATREND VY —ADY—ERT #—XNFRRE
nEd,

6. REOFEARRZIA—RDBEGELTERRTDICEK,. ILLXNZEMTS A, RED
[SERVICE_QUOTA| XZZELFd, L LVKICIE, m1/60/SERVICE_QUOTA(m1)*100 % {F
ALET,

7. (A723V)Y—ERAIA—RICEITVEBEICBRATEITI—LEZRETSICE. XOFIE
ZRITLETD,

a. ml/60/SERVICE_QUOTA(m1)*100 1T® [Actions (¥ 223 T, Po—LTFT A1 &iE
RUET, ThEIRILODEDSICRAFET,

T—LERR—IANRRENKT,
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b. [Conditions (k4)] T. [Threshold type (L & LME DO RESE)] A" [Static (5##Y)] T. [Whenever
Expression1 is (=X 1)] & [Greater (KRE W] ICBREENTWVWA & Z/EBL T, [than
(BAE) 12 T80, EANLET, Chicky), ERBA YA —20 80% EBRI-E=(C
ALARM REEICBD T S — LN ERENET,

c. DRN]1ZERLZET,

d ROR—IT, AmazonSNS REY VZERTBDH. HILLWRAREY VZERLET, <D
NEY DR, PT5—LNF ALARMREIZEZ 2 LEZEICEBHENET, XVT, [AN] &R
LET,

e. ROR—IT, PO—LDBRBEHRBAZADL, [Next] (RN) ZBIRLET,

f. [T2—LDOEK Z2BRLET,

Amazon ECR EARAX N DA

CloudWatch fEFRRAX N VA ZFEHL T, 7FHIONOUY —AOERARREZIREBETEE T,
NSOXRNJOA%ZFERAL T, CloudWatch 57 A Y 1 R—RTHREDY—EADOFERRTE
ARILTEE T,

Amazon ECR fEARRAAXA RN VA, AWS H—ERX IV #—ZRICHEHELTWVWET, FHENf Y —E
AOA—=BRICIEDVEEEILBE TR TS —LERETDHEETEEXT, Amazon ECR O —FE
AN #—ZOFHMIZOVWTIE, TAmazonECR O —E AT #—2 ) #5BLTLEEL,

Amazon ECR (&, AWS/Usage BRIZEICUATOX NIV REZLBALET,

XNDORA B

CallCount THODURDISOAPI 7O 3a>ORUTHLERH,. VY —AFE
ARNDORAICEEBEFITONETFAX a3 ICE>TEERES N
£7,

COXNI) D ADZEFERBEFEFTE SUMTH Y, ERL IZHE
FOIXNTOERENSOEOETFZRLET,

ResourceCount THIRNDEEENLEVUY—AOH, VY—ARXKNIIORA
CBEEMFsNETAXaVICE 2> TERSNET,

COXRNVOATHREEALBKEIE T, < NIEMAXIMUM, 5
PECEAEIhDI VY —AOEABZERLET,
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Q—H—H1 K

RDTF AR 32k, Amazon ECR ICK 2 TRRE NS API ERARRXNU VA ZRVATIZ®

CERENET,

N|
Y
P
\I
\
L
\I

Service

Type

Resource

Class

S

)Y —2A%E8 AWS H—E AN HEHl. Amazon ECR RN,
XRNDVOADBE, COF14 X3 OfER ECR TT,

BEENBDIT1T143247, BT, Amazon ECRAPI £/
MRRXNI O AOBRMBEERE OHTITAPIL,

EITHROVY—AEZAT, BIE., Amazon ECR IELLT® API 7
23>0 APl OFERRRICBEBTIERZRLEFT,

* GetAuthorizationToken

* BatchCheckLayerAvailability
 InitiatelLayerUpload

* UploadLayerPart

* CompletelLayerUpload

* PutImage

* BatchGetImage

* GetDownloadUrlForlLayer

BHFENhTWBIUY—ANDI TR, BE, AmazonECR 05
ATFAX2a>arERALTVER A,

RDT A X3, Amazon ECRICK 2 TRARAENB U Y —AEARRAX MU T AZKYIAD

EOICEREIhET,

NJ
A
Pl
\I
\
Il
\I

Service

Type

Sk

Y —RA%EL AWS H—E AMEHI, Amazon ECR IR
ANYOIAOBE., COF14X>3a>0OElE ECR T,

BEENDITATA3247, BE, AmazonECR Y —2A
FERRAXND I ZAOEMEEIE Ok TIFTRESOURCE,

ERAEXKNUTRA
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FA4ATAAY Bk

Resource ITHROVY—ARZAT, BIE, Amazon ECR &, XD X KN
DADO)Y —AFERARAICETIEHREERLET,

* RepositoryCount

* ImagesPerRepositoryCount

ResourceId FHRENMNRELLZVY—ADO#EF. ]RHE. Resourceld &
I A BIEImagesPerRepositoryCount L. ZTO{EWE
repository/your_repository name £ELT7 #—YY hah TV
£9, X, Trepository/my-repoy &, RS KNURADA
X—= 0% "my-repos EVWSBEHTRLET,

Amazon ECR AR L R— K~

AWS (Zl&. Amazon ECR DY —ANIA KN EFERARNRZ 2 TE S Cost Explorer & FE(FE 1 % &1}
DLR—KNY—=IFRAEETNATVET,

Cost Explorer ZfFEAL T, FARREIARNDI ST ZRRLET, BE1BHIPALST—RZER
RCE, FEROINABICENDLKSVERATIAEMENf HBIHLZFTRHLERT, BEOBRBIZHS
AWS VY —ANFEHENZ—2ZBRBL T, SSICBANfYESSHZEBAL. JANDIBERICE
MOMERZEERT B ICIE. CostExplorer 2L E T, F—XOKEEREZEEL LY., BETF—
REBHBEEFAZEICRRLUEYETEERT,

JANBRTERARRLAR—BNOFHEFT—RIZIE, §XTOH Amazon ECR URD N O ERRRA
RENET, FMAICOVTE., THERAOVY—-RAIZZT%F 021 25BLTLSESL,

AWS AR EFEARRLA— N OEROEMIZOVTIE. T AWS Billing 1—H—H 4 K1 OAWS
FTAANEFEARRILA—Ky ZSRBLTSEEL,

Amazon ECR URZ NUXKNUO A

Amazon ECRIEURS NUDTIL AT M X N2 A% Amazon CloudWatch (ZiA{5L F

9o AmazonECR DX MUV ATF—Z & 1 D ERTHEHIC CloudWatch ICIEEEnE

9, CloudWatch ®FFMIC DWW Tk, TAmazon CloudWatch 1—%—7#4 R, Z2BLTLF&
(AN
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« CloudWatch X kU 2 A0 E 1L

s FATEBDXRNVIDREFAX3Y

» CloudWatch IV —J)LZ AL TAmazon ECR XN UV RZRTTDICE

CloudWatch X KU 2 ZAO B

Amazon ECR &, IXTOURZSNUDURSNIUXRNDOAZBEHNICEELET, FHOFIE
BETTHIDLEEHY)ERA,

ERATEBRXANDVDARETFAX23Y

LT0+E923> Tk, Amazon ECR A" Amazon CloudWatchlZIAfET A X KU T RET 14 XY
>avE—EBERFLTLVET,

Amazon ECR X KNU O A

Amazon ECR IZIE, VRS KNUZEZ RV ITRILODOARNIIANFABENTVWET, TILA
DRNERETEEXT,

AWS/ECR BRTZREICE, RDOX KNV ITAHNFEENET,
RepositoryPullCount
VIR RNIADCAX—=2 DT )L DB,
BT 4 X232 : RepositoryName,
B MET: B8, &N &K, &5 YT HREBARALMKEFE Sum T,

iﬁt gﬁ&o

Amazon ECR X KU ADTFA4X>>a>

Amazon ECR X R Z Al AWS/ECR BHIZREZFEAL. LTOTFA X 23a>oXARN) AR
HLTVWET,
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RepositoryName

COFAAYAVE, BELEURSNUOTRTOOAYFFAX—JERLTUIIANL
EF—RET1ALE—LET,

CloudWatch >V —J)LZ#EHAL T AmazonECR XN O A ZRRT DI
(&
CloudWatch 1>V —J)L T Amazon ECR LR KU XKD O A% KRRTEET, CloudWatch J>/

V=)Lk, VRS RN)OFMTHARINAAAEBRRREZREBELET, FMICODVTE., "Amazon
CloudWatch 1—H¥—H4 K, Z#5BL TS EEV,

Amazon ECR 4 X2/ K & EventBridge

Amazon EventBridge 235 &, AWS H—ERXZBELL. 77U T5r—>3a> oM ORMRE
VY —ADBEBEDVATLAR NMCBFWICHDTEET,. AWSODH—EALNSODAIRY
M. EIEVUTIZA ALIZ EventBridge ICiRtEnE T, BEBZIIL—ILZERL. L—ITHRET
BDARVNEEEL, AIRVYIMIL=ILIC—HLESESICEBNICETIZR TV E280d L
NFTEET, BENICNRDH—TERZIARL—232ICEk, UTHFEEFIRET,

« CloudWatch Logs AT T I)L—T "D A4 K> NDIEM

« AWS Lambda BABO T H L

« Amazon EC2 Run Command O RO H L

« Amazon Kinesis Data Streams N\ 4 X2 N O i

« AWS Step Functions A7— KX > OFT U5 1471t

« Amazon SNS hEY U &E zld Amazon SQS ¥ 1 —NEA

FHIZDOWTIE, Amazon EventBridge 1—%'—7#4 R® "Amazon EventBridge DBt F %1 25
BLTEEL

Amazon ECR OH > ILA4A RV N

BATRIZ, Amazon ECR AR ROBIZRLET. ARV KNE, RAMNIT7F#—KMR—ATHIE
nxX9,
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BAAX=DT YD ANRTITDE, LTOARRIDEEENET, SFMICOVTIE., "Amazon
ECR 7ZANR—KNURIRNIUAD Docker A X—2 D7 w1, #8BLTLEEY,

"version": "Q",
"id": "13cde686-328b-6117-af20-0e5566167482",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T0Q1:54:34Z",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb41f46592dfd3410c4a79dac4189e4782432e0378abcd1234",
"action-type": "PUSH",
"image-tag": "latest"

TWAN—=F¥v21T02320DARKY N

TINAN—=F¥v2aF02aFETEIRDE, ROARMNBEEEIAET, FHAICOVTE.,
7Y 7ARN)—LLPARN)E Amazon ECR 7’5 AXR—KNLP2ARNYOER,, 25BLTLEE
(AN

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Pull Through Cache Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2023-02-29T02:36:48Z",

"region": "us-west-2",

"resources": [
"arn:aws:ecr:us-west-2:123456789012:repository/docker-hub/alpine"

1,

"detail": {
"rule-version": "1",
"sync-status": "SUCCESS",
"ecr-repository-prefix": "docker-hub",
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"repository-name": "docker-hub/alpine",
"upstream-registry-url": "public.ecr.aws",
"image-tag": "3.17.2",
"image-digest":
"sha256:4aa08ef415aecc80814cb42fa41b658480779d80c77abl15EXAMPLE",
}

TTULEAX=DAFAYDARIN(R=DYTAF YY)

LZARUTR—=2 YV IRAF YU ZBWMICTRE, BAIX—TDAFYUNTTLUERR, UTOANX
Y RHREEETHET, finding-severity-counts NTX =Rk, EEELARIFIFETIEHEE
LDk, TOEZERLET, EAWE@F., 41 X—=2I2 CRITICAL LRIILDODFERNEENTVEVE
G, EEENHVNEBENFEHA, FHICOWVWTIE, "TAmazon ECR TAX—J % AF v L
T OSSN EWATAND , Z#SBL TS,

(@ Note

HERAF ¥ A" E%7%x & & (Z Amazon Inspector ICK 2 TRITEND AR NOFEMAIC DOV
Tl&k. Amazon ECR QIEFRAF ¥ /ICDVWTIEEE D EventBridge 1 X N Z8HBL T
<z,

"version": "Q",

"id": "85fc3613-e913-7fc4-a80c-a3753e4aa%ae",

"detail-type": "ECR Image Scan",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-10-29T02:36:487",

"region": "us-east-1",

"resources": [
"arn:aws:ecr:us-east-1:123456789012:repository/my-repository-name"

1,

"detail": {
"scan-status": "COMPLETE",
"repository-name": "my-repository-name",
"finding-severity-counts": {
"CRITICAL": 10,
"MEDIUM": 9

1,
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"image-digest":
"sha256:7f5b2640fe61b4146592dfd3410c4a79dac4189e4782432e0378abcd1234",
"image-tags": []

LRAF Y ABHBEIY—ALLDVTOEEBHOD AR N (HERAF ¥2)

LZ>ARNUTHRAF Y OHFBEMIBE>TVREE, HLHRAF YO BB >TVB Y —ATE
ENH 2B, AmazonECR A SKXDARY M EEENET, chnllilk, FFILWURD MU DOE
B, DRZNUDAF Y U HEOEE, FLBRILRAF Y OHFBHICE>TVWBURDN)TOA

X—=DDERFLGHIBRNAEENET, HU<IE., "AmazonECR TAX—J&AF v LTY 7

NOITHREENEVARAND, Z2ZRL T LEE L,

"version": "Q",

"id": "@cl1l8352a-a4d4-6853-ef53-0ab8638973bf",
"detail-type": "ECR Scan Resource Change",
"source": "aws.ecr",

"account": "123456789012",

"time": "2021-10-14T20:53:46Z",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "SCAN_FREQUENCY_CHANGE",
"repositories": [{

"repository-name": "repository-1",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-1",
"scan-frequency": "SCAN_ON_PUSH",
"previous-scan-frequency": "MANUAL"
1,
{
"repository-name": "repository-2",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-2",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
1,
{
"repository-name": "repository-3",
"repository-arn": "arn:aws:ecr:us-east-1:123456789012:repository/repository-3",
"scan-frequency": "CONTINUOUS_SCAN",
"previous-scan-frequency": "SCAN_ON_PUSH"
}
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1,
"resource-type": "REPOSITORY",
"scan-type": "ENHANCED"

}

}

A X—=DHIBRO AR K

AX=HHEIRENDE, LTOAR MFEEFEENET, FHICOVTE., "Amazon ECR T®

AAX=—JDHIR) 2ZRLTSEEL,

{
"version": "Q",
"id": "dd3b46cb-2c74-f49e-393b-28286b67279d",
"detail-type": "ECR Image Action",
"source": "aws.ecr",
"account": "123456789012",
"time": "2019-11-16T02:01:0572",
"region": "us-west-2",
"resources": [],
"detail": {
"result": "SUCCESS",
"repository-name": "my-repository-name",
"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4189e4782432e0378abcd1234",
"action-type": "DELETE",
"image-tag": "latest"
}
}

AR=DF—=NATTFIO23a>nA4R> K

AX=DHFT—HATENDE, RODARY MFEEENETET, target-storage-class 7 1 —
L RE ICEREENETARCHIVE, 1RV KNI, P—HAT7EhhBAT2VDEA T 2HEBENTS

EODRYZTIANXFATRATET—TATFINXTFATRATHEENET,

"version": "Q",

"id": "4f5ec4d5-4de4-7aad-a046-EXAMPLE",
"detail-type": "ECR Image Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T00:58:09Z",
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"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "ARCHIVE",

"image-digest":
"sha256:1f98d67af8e53a536502bfc600de3266556b06ed635a32d60aa’a5fe6d7e609d7",

"repository-name": "ubuntu",

"result": "SUCCESS",

"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",
"artifact-media-type": "application/vnd.oci.image.config.vl+json"

AX=DERTOIVDARY B

T—HATENEAX=DHNERENDE, ROIRY MNFEFEENET, target-storage-
class 74 =)L RIE ICEREETNETSTANDARD, A RV NI, A X—IHNREBEICETETNI-BE
Z/dlast-activated-at7 1 —I)LRAEENET,

"version": "Q",

"id": "7b8fc5e6-5ef5-8bbe-b157-EXAMPLE",
"detail-type": "ECR Image Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T@1:15:227",

"region": "us-east-1",
"resources": [],
"detail": {

"action-type": "UPDATE_STORAGE_CLASS",

"target-storage-class": "STANDARD",

"image-digest":
"sha256:198d67af8e53a536502bfc600de3266556b06ed635a32d60aa7abfe6d7e609d7",

"repository-name": "ubuntu",

"result": "SUCCESS",

"manifest-media-type": "application/vnd.oci.image.manifest.vl+json",
"artifact-media-type": "application/vnd.oci.image.config.vl+json",

"last-activated-at": "2025-10-10T19:13:02.742"

V775 —8BRT7I723a>DARY K
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F—HAAT&ENniz) 7775 (SBOM, BR, REABEDSRT—TA 77N HFEREIS
E.RDARY MNP REFENET, detail-type &, BEDAAX—ITF U232 EXBIECR
Referrer Action272NDENDTY, 714 —)J)L Rmanifest-media-type& artifact-
media-type7 1 —I)LRIE, BEXTBDVI7SORENDRATZRBILET, COFITIE, SBOM
T—TA77 ORI ERENTVET,

{

"version": "Q",

"id": "8c9gd6f7-6fg6-9ccf-c268-EXAMPLE",

"detail-type": "ECR Referrer Action",

"source": "aws.ecr",

"account": "123456789012",

"time": "2019-08-06T0Q1:20:45Z",

"region": "us-east-1",

"resources": [],

"detail": {
"action-type": "UPDATE_STORAGE_CLASS",
"target-storage-class": "STANDARD",
"image-digest":

"sha256:f98d67af8e53a536502bfc600de3266556b06ed635a32d60aa7a5fe6d7e609d7",

"repository-name": "sbom",
"result": "SUCCESS",
"manifest-media-type": "application/vnd.cncf.oras.artifact.manifest.vl+json",
"artifact-media-type": "text/sbom+json",
"last-activated-at": "2025-10-10T19:13:02.74Z"

}

}

RILIEAX=DLTIT—232 I CBTRIRV B

BAX=DLTVT=23 0P ETITRDE, RODARRIDREEESHET, FMICOVWTIE,
FTAmazon ECR TO 7' ZANR—R A X—= LT )5 —>3>2 ) #Z8BLTLSESL,

"version": "Q",

"id": "c8b1l33b1-6029-ee73-e2al-4f466b8ba999",
"detail-type": "ECR Replication Action",
"source": "aws.ecr",

"account": "123456789012",

"time": "2024-05-08T20:44:54Z",

"region": "us-east-1",

"resources": [
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"arn:aws:ecr:us-east-1:123456789012:repository/docker-hub/alpine"

15
"detail": {
"result": "SUCCESS",
"repository-name": "docker-hub/alpine",

"image-digest":
"sha256:7f5b2640fe6fb4146592dfd3410c4a79dac4f89e4782432e0378abcd1234",

"source-account": "123456789012",

"action-type": "REPLICATE",

"source-region": "us-west-2",

"image-tag": "3.17.2"

ZEHAL = Amazon ECR 727 3> 0O 58 AWS CloudTrail
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RITENETO2Ia>sEBH’IDAWS H—EATHD £HEENTWVWET, CloudTrail l&, XD
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T,
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DRGENBEEZEMCTDIENTEXRT, AL ZERELBEVHEETE, CloudTrail A2V —I)L®
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EMICOWTIE., TAWS CloudTrail 1—H'—H4 Ry Z2Z8BLTLEE L,

CloudTrail ® Amazon ECR &%}

CloudTrail l&, AWS 7HT > MNOERBFICT AT N TEMICAEY ET, AmazonECR TV VT 4
ETFANRETDE, TOT U T 1ET 11F [Event history (4 R NBFE)] DftD AWS OH—E R
NARYNEEEIC CloudTrail IR NMIRBBFEENET, AWSTHI VR TRIEDARY M EXR
R, BRR, AOO—RTEFET, FHEMICOVTE., CloudTraill AIX NBETODAXRNDERTRE
SHBRLTLSEETL,

Amazon ECR DA AR N E, AWSTHIURDARY NOBBEHERFRICOVTIK, FHFEE
MLUET, SEFFICKY), CloudTrail EOT 774 )L%Z Amazon S3 /N7 Y NCEETEE T, 1
V=T ZERTSDHES, dIFEE—Q -3 FhEINTOU—23a VI ICHATEED,
B E AWS N—FT 12 a>RAOARY NZ2OJICEREL., BEL K Amazon S3 /Ny MNMCOY
T7AINEBRELET., 512, TOMO AWS H—ERAZEREL T, CloudTrail O TUIREL 1=
TF—REDHL, ThICEIKHRBETOIENTEET, FHICOVWTIKR, UTESBLTLES
Wo

« AWS 7Hh>2 NDIEFFDERK
« AWS CloudTrail O &M H—E AHKE

CCloudTrail ® Amazon SNS BHI D& E |

e CloudTral O 774N EEHD) -3 A SZ TS, BHOTHT> NH S CloudTrail O
77422 TES

FNXTOHAmazon ECRAPI 723>k, CloudTrail A58 L. Amazon Elastic Container Registry
API )77 LATHBEATVET, BB RAVEERITITDE, TORAVICEEND K
API7o23>ote0>3>h CloudTral AT 77 A IICERENET, LexlE, DRI KN
ZYER T B &, GetAuthorizationToken, CreateRepository. SetRepositoryPolicy
DDLU IVH CloudTral AT 77 A IIIZERENET, 1 X—TJZ DRI~

1), . . InitiatelLayerUploadUploadLayerPartCompleteLayerUpload, PutImagel_7’V
219%&, BLOBY VY M EMCHE 2 TVSBES, MountLayerzo> avHFrERENE T,

A AXA=2%T)$5 &, GetDownloadUrlForLayer & BatchGetImage DU a v FERE
NET, T—HA7FELBGERTTSDE, 41 X—DUpdateImageStorageClasstE o2 a v A ER
ThET, OCI1AEEKZEHYR—KNTB OCl VF5 4T > N, Referrers APl ZFERALTAX—20
D775 —FLEGUI7PLAT—T477I7MDI)ANZRNETSHE, ListImageReferrers
CloudTrail 1 R RAFHITENET, ChSO—MBHUBERXATOFIZDOWVWTE, TCloudTrail O T
YhUDBl ZBBLTLSEEL,
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BARYNEEROTIVRNIICR, #PVIIARNEZERLEAEVWSBBIBENE T, 74T
TATARERIE. AT ZHETEOICRILERT,

« DOTARNY, —bh& I—Y-FABRODESSZHAL TEBFENLED

s DOTIANOREBICFEASAE—BNEEFI VT AFFRERRIC, O—ILE7TFL—FTY RI—
H—DEE5 A ERENLED
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ARONTGA—BZBEICEITIBHRNASENET, CloudTrail AT 7 74L&, 26 API J—IJLD)E
FRESNERAZY I RL—ATREVLEYD, BEDIEFTERRENELEA,
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W< DA O —&HI%E Amazon ECR R AT ® CloudTrail O T MU OHlERIZALET,

cnsnfllF, FHARTKTIEHICEXREENTVET, CloudTrail OF 77 A I TlE., IXT
DIVKRJVEARYMNBE—DITIERESNTVET, =512, ZOHIIE 1 DD Amazon ECR T
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f5l: Amazon ECR RS N OEREF D AWS KMS CreateGrant API 723>
s Bl AX=DTYv Ao Iy
e Bl: AX=DTNWT O3

s Pl AX=DFATHA ORI =T o3>
s Bl AX=DF—=HATT70>a>

s Bl AX=DERTOIY

s Bl AX=DVTTS=T03ay

Bl: VRS NUDERT 023>

LT 0flld. CreateRepository 79> 32 %KY CloudTrail OJ I KU TY,

"eventVersion": "1.04",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2018-07-11T21:54:072"
.
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",

"userName": "Admin"
}
}
},
"eventTime": "2018-07-11T22:17:437",
"eventSource": "ecr.amazonaws.com",
"eventName": "CreateRepository",

"awsRegion": "us-east-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",
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"requestParameters": {
"repositoryName": "testrepo"

},

"responseElements": {
"repository": {

"repositoryArn": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo”,
"repositoryName": "testrepo",
"repositoryUri": "123456789012.dkr.ecr.us-east-2.amazonaws.com/testrepo",

"createdAt": "Jul 11, 2018 10:17:44 PM",
"registryId": "123456789012"

.
"requestID": "cbh8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"resources": [
{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

f5l: Amazon ECR URZ K OIERK D AWS KMS CreateGrant API 79> 3>

ROBIE., KMS EES{tZBIICL T Amazon ECR URS N Z#4ER TS & & O AWS KMS
CreateGrant7 9> 3> %39 CloudTral O I MU ERLTVWET, KMS BEE{LEBFRIC
LTHERENEVURSNYZTEIZ, 2 D20 CreateGrant OFJ I MU A CloudTrail ICRRENE
9,

"eventVersion": "1.05",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDAIEP6W46J43IG7LXAQ",
"arn": "arn:aws:iam::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"sessionIssuer": {
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I
"webIdFederationData": {

iy
"attributes": {

"mfaAuthenticated": "false",
"creationDate": "2020-06-10T19:22:10Z"

}

},

"invokedBy": "AWS Internal"
},
"eventTime": "2020-06-10T19:22:10Z2",
"eventSource": "kms.amazonaws.com",
"eventName": "CreateGrant",
"awsRegion": "us-west-2",
"sourceIPAddress": "203.0.113.12",
"userAgent": "console.amazonaws.com",

"requestParameters": {

"keyId": "4b55e5bf-39c8-41ad-b589-18464af7758a",
"granteePrincipal": "ecr.us-west-2.amazonaws.com"
"operations": [

"GenerateDataKey",

"Decrypt"
1,
"retiringPrincipal": "ecr.us-west-2.amazonaws.com",
"constraints": {

"encryptionContextSubset": {

"aws:ecr:arn": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo"

1,
"responseElements": {
"grantId": "3636af9adfeelacch67b83941087dcd45e7fadc4e74ff0103bb338422b50553"
1,
"requestID": "@47b7dea-b56b-4013-87e9-a089f0f6602b",
"eventID": "af4c9573-c56a-4886-baca-a77526544469",
"readOnly": false,
"resources": [
{
"accountId": "123456789012",
"type": "AWS::KMS::Key",
"ARN": "arn:aws:kms:us-west-2:123456789012:key/4b55e5bf-39¢c8-41ad-
b589-18464af7758a"
}
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1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

Bl: A X=TYvaF70 3y

LTROHIE, PutImage 7O 3V ZEFEATEIAX—20O7 Y210 CloudTraill OJ I N &R
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AAX=2%T7v319%E, InitiateLayerUpload, UploadlLayerPart, & KT
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"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:147Z"
}
}
},
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "PutImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageTag": "latest",
"registryId": "123456789012",

Amazon ECROJ 77 AT N QDERE APl N—2 32 2015-09-21 295



Amazon ECR d—H¥—HAR

"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/

vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e33282dda08f2a9cd698ca7e3dbbc44eb6abe7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \'"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n },
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlade
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest
\": \'"sha256:b7bcfbc2e2888afebede4ddlcd5eebf@29bb6315feeat@b56e425el1l1a50ates42\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9ab73926f0bas6cdae91629\"\n \n
I\n}"
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},
"responseElements": {
"image": {
"repositoryName": "testrepo",
"imageManifest": "{\n \"schemaVersion\": 2,\n \"mediaType\": \"application/
vnd.docker.distribution.manifest.v2+json\",\n \"config\": {\n \"mediaType\":
\"application/vnd.docker.container.image.vl+json\",\n \"size\": 5543,\n
\"digest\": \"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a
\"\n },\n \"layers\": [\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 43252507,\n
\"digest\": \"sha256:3b37166ec61459e76e€33282dda08f2a9cd698ca7e3dbbc44eb6ab6e7580cdeff8e
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 846,\n \"digest
\": \"sha256:504facff238fde83f1ca8f9f54520b4219c5b8f80be9616ddc52d31448a044bd
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 615,\n \"digest
\": \"sha256:ebbcacd28e101968415b0c812b2d2dc60f969e36b@b0@8c@73bf796e12blbb449\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 850,\n \"digest
\": \"sha256:c7fb3351ecad291a88b92b600037e2435c84a347683d540042086Fe72c902b8a
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 168,\n \"digest\":
\"sha256:2e3debadcbf7e542e2aefbcelb64a358b1931fb403b3e4aeca27cb4d809d56c2\"\n },
\n {\n \"mediaType\": \"application/vnd.docker.image.rootfs.diff.tar.gzip
\",\n \"size\": 37720774,\n \"digest\":
\"sha256:f8c9f51ad524d8ae9bf4db69cd3e720ba92373ec265f5c390ffb21bb0c277941\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 30432107,\n
\"digest\": \"sha256:813a50b13f61cf1f8d25f19fa96ad3aa5b552896c83e86ce413b48b091d7f01b
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 197,\n \"digest
\": \"sha256:7ab043301a6187ea3293d80b30bad6c7bfladc3cd4c43d10353b31bc@cecfe7d
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 154,\n \"digest
\": \"sha256:67012cca8f31dc3b8ee2305e7762fee20c250513effdedb38alc37784a5a2e71\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 176,\n \"digest
\": \"sha256:3bc892145603fffc9b1c97c94e2985b4ch19ca508750b15845a5d97becbhdlade
\"\n },\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 183,\n \"digest
\": \"sha256:6f1c79518f18251d35977e7e46bfabc6b9cf50df2a79d4194941d95c54258d18\"\n
},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest

\": \"sha256:b7bcfbc2e2888afebede4ddlcd5eebf029bb6315feeaf@b56e425ell1a50ate42\"\n
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},\n {\n \"mediaType\": \"application/
vnd.docker.image.rootfs.diff.tar.gzip\",\n \"size\": 212,\n \"digest\":
\"sha256:2b220f8b0f32b7c2ed8eaatelc802633bbd94849b9%ab73926f0bas6cdae91629\"\n \n
I\n}",
"registryId": "123456789012",
"imageId": {
"imageDigest":

"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fcb6d3e”,
"imageTag": "latest"

}

}

.

"requestID": "cf@44b7d-5f9d-11e9-9b2a-95983139cc57",

"eventID": "2bfd4ee2-2178-4a82-a27d-b12939923f0f",

"resources": [{

"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"

1,

"eventType": "AwsApiCall",

"recipientAccountId": "123456789012"

Bl: AX=DTWNT O3>

AT oAk, BatchGetImage 7OV 32 EFERHTZ A X—2J0O7I)LO CloudTral A T M) %
RUTVWET,

@ Note

AX=D7TINTBDE, TTICAX=HAO—-HIILICHEVE
4. GetDownloadUrlForLayer WS CCloudTrail OJICKRTENET,

"eventVersion": "1.04",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
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"sessionContext":
"attributes": {

{

"mfaAuthenticated": "false",

"creationDate": "2019-04-15T16:42:147Z"

}

}
},
"eventTime": "2019-04-15T17:23:20Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "BatchGetImage",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com'",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"imageIds": [{
"imageTag": "latest"

11,

"acceptedMediaTypes": [
"application/json",

"application/vnd.

"application/vnd.

"application/vnd.

"application/vnd.

"application/vnd.
1,

"repositoryName":

oci.image.manifest.vl+json",
oci.image.index.v1l+json",
docker.distribution.manifest.v2+json",
docker.distribution.manifest.list.v2+json",
docker.distribution.manifest.vl+prettyjws"

"testrepo",

"registryId": "123456789012"
I
"responseElements": null,
"requestID": "2alb97ee-5fa3-11e9-a8cd-cd2391aeda93",
"eventID": "c84f5880-c2f9-4585-9757-28fa5c1065df",
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo"
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"recipientAccountId": "123456789012"

Amazon ECROJ 77 A4 I N OEE

APl N—2 32 2015-09-21 299



Amazon ECR d—H¥—HAR

Pl: AX=DZATHATNRIS =T o3>

ROBIE, FATHA ORI —IL—ILIZE 2 TAX=2 ORI EZRT
CloudTral O I MUBERRLTVET, COARYRNEA T, ARRNBET1—=ILRD
PolicyExecutionEvent Z7 A )V ZV 2T TR EICL>TRETERT,

FATHA VLRI —OTLEI—%2TAMNTSDE, Amazon ECR

(&. PolicyExecutionEvent €& 2 /=<EUHET. DryRunEvent DA X BT 4 — )L RH
CloudTral O I MU ZEKRLET, /X NE%Z DryRunEvent ICEETH LT, fbYICR
SASUARYRNETAIINRI I TEET,

/A Important

8% @ CloudTrail {1 X hOH A XFIRICKY), 100 BUEDA X—DHFHBRINICED S A
THA ORI —TF o3> 084, Amazon ECR FEEH® A4 X > N % CloudTrail (23%:45
LET, £/, AmazonECR IClE, 1 X—2ZEICHEBR 100 DRI EENET,

"eventVersion": "1.05",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

},

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "PolicyExecutionEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",

"userAgent": "AWS Internal",

"requestParameters": null,

"responseElements": null,

"eventID": "9354dd7f-9aac-4e9d-956d-12561a4923aa",
"readOnly": true,

"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",
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"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"lifecycleEventPolicy": {
"lifecycleEventRules": [
{
"rulePriority": 1,
"description": "remove all images > 2",
"lifecycleEventSelection": {
"tagStatus": "Any",
"tagPrefixList": [],
"countType": "Image count more than",
"countNumber": 2

iy

"action": "expire"

1,
"lastEvaluatedAt": 0,

"policyVersion": 1,
"policyId": "ceb86829-58e7-9498-920c-aa042e33037b"
1,
"lifecycleEventImageActions": [
{
"lifecycleEventImage": {
"digest":
"sha256:ddba4d27a7ffc3f86dd6c2f92041af252a1f23a8e742c90e6e1297bfalbc@c45",
"tagStatus": "Tagged",

"tagList": [
"alpine"
1,
"pushedAt": 1584042813000
1,
"rulePriority": 1
1,
{

"lifecycleEventImage": {
"digest":
"sha256:6ab380c5a5acf71c1b6660d645d2cd79cc8ce91b38e0352chf9561e050427bat",
"tagStatus": "Tagged",
"tagList": [
"centos"
1,
"pushedAt": 1584042842000
3,
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"rulePriority": 1
}
1,
"lifecycleEventFailureDetails": [
{

"lifecycleEventImage": {
"digest":
"sha256:9117e1bc28cd20751e584b4ccd19b1178d14cf@2d134b@4cebbe@cc51bff762a",
"tagStatus": "Untagged",
"taglList": [],
"pushedAt": 1584042844000
1,
"rulePriority": 1,
"failureCode": "ImageReferencedByManifestList",
"failureReason": "Requested image referenced by manifest list:
[sha256:4b27c83d44a18c31543039d9e8b2786043ec6c8d00804d5800c5148d6b6fF65bc]"

}

Bl: AAX—=ZF—HATTF0a>
RDOFIE. % targetStorageClasslCE®EL T UpdateImageStorageClass7 V> 3> &EH
LTT7—HA7&ENhTWBD A X—T%RT CloudTrail DY I M ZRL TWEFARCHIVE,

{
"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:142Z"
}
}
.

"eventTime": "2019-04-15T16:45:00Z2",
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"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {

"repositoryName": "testrepo",

"imageId": {

"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916€95e6307102786973ab93a41e8b86d1fc6d3e"
1,

"targetStorageClass": "ARCHIVE",
"registryId": "123456789012"

.
"responseElements": {
"image": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
.
"imageStatus": "ARCHIVED"
}
},

"requestID": "cf@44b7d-EXAMPLE",
"eventID": "2bfd4ee2-EXAMPLE",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

Bl: A X=D@RT O3>
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"eventVersion": "1.11",
"userIdentity": {
"type": "IAMUser",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary_Major",
"sessionContext": {
"attributes": {
"mfaAuthenticated": "false",
"creationDate": "2019-04-15T16:42:14Z"
}
}
.
"eventTime": "2019-04-15T16:45:00Z2",
"eventSource": "ecr.amazonaws.com",
"eventName": "UpdateImageStorageClass",
"awsRegion": "us-east-2",
"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": {
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
.
"targetStorageClass": "STANDARD",
"registryId": "123456789012"
},
"responseElements": {
"image": {
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"registryId": "123456789012",
"repositoryName": "testrepo",
"imageId": {
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fc6d3e™
I
"imageStatus": "ACTIVATING"
}
},
"requestID": "cf@44b7d-EXAMPLE",
"eventID": "2bfd4ee2-EXAMPLE",
"readOnly": false,
"resources": [{
"ARN": "arn:aws:ecr:us-east-2:123456789012:repository/testrepo",
"accountId": "123456789012"
1,
"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

B—ERAARY N (ETDOET)

ROFlIE, FERBPERARL—2AVORTHICERENDY—EAAMRNERLTVWET, 20
ARYRNBEALATE, ARYRNBET 4 —)L RO ImageActivationEvent 27 1) RZUVTFB L

IC& > THRETEET, serviceEventDetails 2V avillFk, EXBREBRHNBAX—TR
T—RANEENET,

"eventVersion": "1.11",
"userIdentity": {
"accountId": "123456789012",
"invokedBy": "AWS Internal"

},

"eventTime": "2020-03-12T20:22:127",
"eventSource": "ecr.amazonaws.com",
"eventName": "ImageActivationEvent",
"awsRegion": "us-west-2",

"sourceIPAddress": "AWS Internal",
"userAgent": "AWS Internal",
"requestParameters": null,
"responseElements": null,
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"eventID": "9354dd7f-EXAMPLE",
"readOnly": true,
"resources": [

{
"ARN": "arn:aws:ecr:us-west-2:123456789012:repository/testrepo",
"accountId": "123456789012",
"type": "AWS::ECR::Repository"
}
1,
"eventType": "AwsServiceEvent",

"managementEvent": true,
"recipientAccountId": "123456789012",
"serviceEventDetails": {
"repositoryName": "testrepo",
"imageDigest":
"sha256:98c8b060c21d9adbb6b8c41b916e95e6307102786973ab93a41e8b86d1fcb6d3e",
"targetStorageClass": "STANDARD",
"result": "SUCCESS",
"imageStatus": "ACTIVE"
I

"eventCategory": "Management"

Bl: AX=DV)T7Z5=To>3a>
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"eventVersion": "1.08",
"userIdentity": {
"type": "AssumedRole",
"principalId": "AIDACKCEVSQ6C2EXAMPLE:account_name",
"arn": "arn:aws:sts::123456789012:user/Mary_Major",
"accountId": "123456789012",
"accessKeyId": "AKIAIOSFODNN7EXAMPLE",
"sessionContext": {
"sessionIssuer": {
"type": "Role",
"principalId": "AIDACKCEVSQ6C2EXAMPLE",
"arn": "arn:aws:iam::123456789012:role/Admin",
"accountId": "123456789012",
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"userName": "Admin"
iy
"webIdFederationData": {3},
"attributes": {

"creationDate": "2024-10-08T16:38:397",

"mfaAuthenticated": "false"

},
"ec2RoleDelivery": "2.0"
},
"invokedBy": "ecr.amazonaws.com"
},
"eventTime": "2024-10-08T17:22:51Z",
"eventSource": "ecr.amazonaws.com",
"eventName": "ListImageReferrers",
"awsRegion": "us-east-2",
"sourceIPAddress": "ecr.amazonaws.com'",
"userAgent": "ecr.amazonaws.com",

"requestParameters": {
"registryId": "123456789012",
"repositoryName": "testrepo",
"subjectId": {

"imageDigest":

"sha256:000b9b805af1cdb60628898c9f411996301alcl3afd3dbefld8al6ac6dbf503a"

I

"nextToken": "urD72mdD/mC8b5-EXAMPLE"
I
"responseElements": null,
"requestID": "cbhb8cl67e-EXAMPLE",
"eventID": "e3c6f4ce-EXAMPLE",
"readOnly": true,
"resources": [

{

"accountId": "123456789012",

"ARN": "arn:aws:ecr:us-east-2:123456789012

1,

"eventType": "AwsApiCall",
"managementEvent": true,
"recipientAccountId": "123456789012",
"eventCategory": "Management"

:repository/testrepo"
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AWS SDK T® Amazon ECR O

AWS Software Development Kit (SDKsld, Z< O—BMNET7OJ S ISR THEATEET,

& SDK (Zik, #*AROY/N—HHFHD

TT7V—>23 BB ICEBETEDRDICED API,

O—RHl, BFRTFRFIXYMAREBEIATOERT,

SDK RF a1 XUk

AWS SDK for C++

AWS CLI

AWS SDK for Go

AWS SDK for Java

AWS SDK for JavaScript

AWS SDK for Kotlin

AWS SDK for .NET

AWS SDK for PHP

AWS Tools for PowerShell

AWS SDK for Python (Boto3)

AWS SDK for Ruby

AWS SDK for Rust

AWS SDK for SAP ABAP

AWS SDK for Swift

O— R4l

AWS SDK for C++ J— R4l

AWS CLI J— R4l

AWS SDK for Go J1— R4l

AWS SDK for Java 11— R4l

AWS SDK for JavaScript 1— R4l

AWS SDK for Kotlin J— K4l

AWS SDK for .NET J1— R4l

AWS SDK for PHP 11— R4l

AWS Tools for PowerShell -1— R4

AWS SDK for Python (Boto3) J1— R4l

AWS SDK for Ruby J— R4

AWS SDK for Rust 1— R4l

AWS SDK for SAP ABAP J— R4

AWS SDK for Swift 31— R4l
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https://docs.aws.amazon.com/sdk-for-javascript
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/javascriptv3
https://docs.aws.amazon.com/sdk-for-kotlin
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin
https://docs.aws.amazon.com/sdk-for-net
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3
https://docs.aws.amazon.com/sdk-for-php
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php
https://docs.aws.amazon.com/powershell
https://docs.aws.amazon.com/code-library/latest/ug/powershell_5_code_examples.html
https://docs.aws.amazon.com/pythonsdk
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/python
https://docs.aws.amazon.com/sdk-for-ruby
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/ruby
https://docs.aws.amazon.com/sdk-for-rust
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/rustv1
https://docs.aws.amazon.com/sdk-for-sapabap
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap
https://docs.aws.amazon.com/sdk-for-swift
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift
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AWS SDKs— R4l

RO I—RHIE, AWS Software Development Kit (SDK) T Amazon ECR 232 5% "L T
WET,

EX G, BEEGARL—23VEY—EANTRITIZFEZRITI—RHTT,

To2avRLWRERTOTZLNSOO—ROERTHY), AVTHFANATRITIZIHLENH
WEY, 7OV EYOY—EARBZFOHRIFEZRLTVRIS, ITFANADT Y
>avik, BETEZSFTUATHIETERY,

SFIAR, 12O —ERARA S, £LEFMO AWS O —EREBAEDE TEROBEHZFV
HU, RENDRAVZXRTI2HEZRII—REITY,

AWS SDK R EHA RED—RFAOELBIARNIDOVWTIE., T, Z283BL T EFE VWAWS SDK
T® Amazon ECR OfER., CcOREY OICIE. ERABHBAECE TS EHRE. LEo SDK /N—
TAVOEHMBEEENTVET,

O—RoAI
+ AWS SDKsE #7451
* Hello Amazon ECR
« AWS SDK Z & L /= Amazon ECR OERICODVWTHHAL X T,
« AWSSDKsF7 o> 3~
« AWS SDK & /zl& CLI CreateRepository T ZFH T %
+ AWS SDK & /= I& CLI DeleteRepository T Z AT %
« AWS SDK F /= l& CLI DescribelmagesT ZEH 9 3
« AWS SDK F /=& CLI DescribeRepositoriesT Z B9 %
« AWS SDK F /=& CLI GetAuthorizationTokenT ZFH 3 %
+ AWS SDK & /= l& CLI GetRepositoryPolicy T Z R 9 %
+ AWS SDK &E/zld CLI ListimagesT &R 9 %
+ AWS SDK PushlmageCmd<T = EH 3 3
+ AWS SDK & = I& CLI PutLifeCyclePolicy T Z R 3 %
+ AWS SDK F /=& CLI SetRepositoryPolicy T Z 9 %

. . . . - EHa =
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« AWS SDKs> 7+ 1) =7
« Amazon ECR M {E AR

AWS SDKsE ZS#Y 73 45l

ROD— RFlE, AWS SDK T® Amazon Elastic Container Registry DEARMAER S EE RL T
WE7,
B
* Hello Amazon ECR
« AWS SDK ZfFf L /= Amazon ECR OEXRICOVTHALET,
« AWSSDKsF7 o> 3~
+ AWS SDK F /=& CLI CreateRepositoryT ZfEH T2
AWS SDK & 7= I& CLI DeleteRepository T ZfEH 3 3
+ AWS SDK F /= l& CLI DescribelmagesT Z#EH 9 3
+ AWS SDK & /=& CLI DescribeRepositoriesT Z{EH 3
+ AWS SDK F /= l& CLI GetAuthorizationTokenT Z ¥ %
+ AWS SDK F /=& CLI GetRepositoryPolicy T Z R 9 %
+ AWS SDK & /=& CLI ListimagesT Z R T %
+ AWS SDK PushlmageCmd<T = #EH 3 3
+ AWS SDK & 7z I& CLI PutLifeCyclePolicy T Z R 3 %
« AWS SDK & /=& CLI SetRepositoryPolicy T %Z# R ¥ %
« AWS SDK & /=& CLI StartLifecyclePolicyPreviewT Z{# R 9 %

Hello Amazon ECR
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Java

SDK for Java 2.x

® Note

GitHub ICl&, ZTDMOUY —REHY ET, AHI—EZREL. AWS I—RHIDR
DSKNUTOREERITOREEEIELTLSEZL,

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ecr.EcrClient;

import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.ListImagesRequest;
import software.amazon.awssdk.services.ecr.paginators.ListImagesIterable;

public class HelloECR {

public static void main(String[] args) {
final String usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

mwon .,
4

if (args.length != 1) {
System.out.println(usage);
System.exit(1l);

String repoName = args[0];

EcrClient ecrClient = EcrClient.builder()
.region(Region.US_EAST_1)
.build();

listImageTags(ecrClient, repoName);
}
public static void listImageTags(EcrClient ecrClient, String repoName){
ListImagesRequest listImagesPaginator = ListImagesRequest.builder()
.repositoryName(repoName)
.build();
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ListImagesIterable imagesIterable =
ecrClient.listImagesPaginator(listImagesPaginator);
imagesIterable.stream()
.flatMap(r -> r.imagelds().stream())
.forEach(image -> System.out.println("The docker image tag is: "
+image.imageTag()));

}

o« APl OEHAIC ODWTIE., TAWS SDKforJava2xAPIVJ77LVA D rIistlmageSJ 'S
BLTSEEL,
Kotlin

SDK for Kotlin

(@ Note

GitHub IC &, TRMD VY —REHYET, AH—E=ZHREL., AWS J— RHIUR
TSKNUTOREERITOREEEIELTLIEZL,

import aws.sdk.kotlin.services.ecr.EcrClient
import aws.sdk.kotlin.services.ecr.model.ListImagesRequest
import kotlin.system.exitProcess

suspend fun main(args: Array<String>) {
val usage = """
Usage: <repositoryName>

Where:
repositoryName - The name of the Amazon ECR repository.

"t otrimIndent()
if (args.size != 1) {

println(usage)
exitProcess(1)
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https://docs.aws.amazon.com/goto/SdkForJavaV2/ecr-2015-09-21/listImages
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val repoName = args[0]
listImageTags(repoName)

suspend fun listImageTags(repoName: String?) {
val listImages =
ListImagesRequest {
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val imageResponse = ecrClient.listImages(listImages)
imageResponse.imagelds?.forEach { imageIld ->

println("Image tag: ${imageld.imageTagl}")

- APl OFEMICDOWTIF., TAWS SDK for Kotlin API U7 7 L > A, @ Tlistimages, 28R
LTLEEL,
Python

SDK for Python (Boto3)

(@ Note

GitHub IC &, TOMD VY —REHYET, AH—E=ZHREL., AWS JI— RHIUR
TSKNUTOREERITOFEEEIELTLSEZL,

import boto3
import argparse
from boto3 import client

def hello_ecr(ecr_client: client, repository_name: str) -> None:

Hello Amazon ECR APl /N—2 3> 2015-09-21 314


https://sdk.amazonaws.com/kotlin/api/latest/index.html
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Use the AWS SDK for Python (Boto3) to create an Amazon Elastic Container
Registry (Amazon ECR)

client and list the images in a repository.

This example uses the default settings specified in your shared credentials

and config files.

:param ecr_client: A Boto3 Amazon ECR Client object. This object wraps
the low-level Amazon ECR service API.

:param repository_name: The name of an Amazon ECR repository in your account.
print(

f"Hello, Amazon ECR! Let's list some images in the repository

'{repository_name}':\n"

)
paginator = ecr_client.get_paginator("list_images")
page_iterator = paginator.paginate(

repositoryName=repository_name, PaginationConfig={"MaxItems": 10}

image_names: [str] = []
for page in page_iterator:
for schedule in page["imageIds"]:
image_names.append(schedule["imageTag"])

print(f"{len(image_names)} image(s) retrieved.")
for schedule_name in image_names:
print(f"\t{schedule_name}")

if __name__ == "__main__":
parser = argparse.ArgumentParser(description="Run hello Amazon ECR.")
parser.add_argument(
"--repository-name",
type=str,
help="the name of an Amazon ECR repository in your account.",
required=True,
)

args = parser.parse_args()

hello_ecr(boto3.client("ecr"), args.repository_name)
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« APl OFFHIZ DWW TIE. AWS SDK for Python (Boto3) API U 7 7 L 2> A®M Tlistimages, &
ZRLTLEZV,

AWS SDK BREHA RED—RFAOELBVANIDODVWTIE., T, Z283BL T EFE VWAWS SDK
T®O Amazon ECR R, cOREY OICIE., FERABHBAECE TS EHRE. LEI0 SDK /N—
TAVOFMEEENTVET,

AWS SDK Z A L = Amazon ECR OEKIZDWTEHEAL X,

ROIA—RBIFE, LT ZRTIBDHEEZRLTVERT,

« Amazon ECR URZ NUZERL £,

« DRZRNVRD—ZRELET,

e URZNJ URIZERBLET,

« Amazon ECRBAR—U 2 ZEELET,

« AmazonECR URZ NUDZAT7H A ONRI>—ZBELET,

Docker € X—2%& Amazon ECR URD NUIZT Y221 LFET,

« Amazon ECR URZ RUIZA X—HFFEELTVBHAREIELET,
THO2 RO AmazonECR URI NUZJARNL, ZOFMEZEBLET.
« Amazon ECR URZ N ZHIBRL £,

Java

SDK for Java 2.x

(@ Note

GitHub ICI&, T DDV Y —RAEHW KT, Afl—EZKRERL. AWS J— RAIVUR
JhUTOREERTOREZHBLTLEET W,

Amazon ECR #EEZ RTA VR TIT AT BT UAZRITLET,

import software.amazon.awssdk.services.ecr.model.EcrException;
import
software.amazon.awssdk.services.ecr.model.RepositoryPolicyNotFoundException;
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import java.util.Scanner;

/**
* Before running this Java V2 code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-gqguide/get-
started.html

*

* This Java code example requires an IAM Role that has permissions to interact
with the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This Java scenario example requires a local docker image named echo-text.
Without a local image,

* this Java program will not successfully run. For more information including
how to create the local

* image, see:

*

* /scenarios/basics/ecr/README
*
*/
public class ECRScenario {
public static final String DASHES = new String(new char[80]).replace("\0",
Il_ll);
public static void main(String[] args) {
final String usage = """
Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions
to access and manage the Amazon ECR repository.
accountId - Your AWS account number.

[TRTRIEN
’

if (args.length != 2) {
System.out.println(usage);
retuzrn;

BEARz2R
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ECRActions ecrActions = new ECRActions();
String iamRole = args[0];

String accountId = args[1l];

String localImageName;

Scanner scanner = new Scanner(System.in);
System.out.println("""
The Amazon Elastic Container Registry (ECR) is a fully-managed
Docker container registry
service provided by AWS. It allows developers and organizations to
securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images
throughout their lifecycle,
from building and testing to production deployment.\s

The “EcrAsyncClient’ interface in the AWS SDK for Java 2.x provides
a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images
as part of their application

deployment pipelines. With ECR, teams can focus on building and
deploying their

applications without having to worry about the underlying
infrastructure required to

host and manage a container registry.

This scenario walks you through how to perform key operations for
this service.
Let's get started...

You have two choices:

1 - Run the entire program.

2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of

this program that did not complete).

")

while (true) {
String input = scanner.nextlLine();
if (input.trim().equalsIgnoreCase("1")) {
System.out.println("Continuing with the program...");
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text.

easy

System.out.println("");

break;

} else if (input.trim().equalsIgnoreCase("2")) {
String repoName = "echo-text";
ecrActions.deleteECRRepository(repoName);
return;

} else {

// Handle invalid input.
System.out.println("Invalid input. Please try again.");

waitForInputToContinue(scanner);
System.out.println(DASHES);

System.out.println("""
1. Create an ECR repository.

The first task is to ensure we have a local Docker image named echo-
If this image exists, then an Amazon ECR repository is created.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it

to store, manage, and deploy Docker container images.\s

")

// Ensure that a local docker image named echo-text exists.
boolean doesExist = ecrActions.isEchoTextImagePresent();
String repoName;
if (!doesExist)({
System.out.println("The local image named echo-text does not exist");

return;

} else {
localImageName = "echo-text";
repoName = "echo-text";

}

try {

String repoArn = ecrActions.createECRRepository(repoName);
System.out.println("The ARN of the ECR repository is " + repoArn);

} catch (IllegalArgumentException e) {

BEARz2R
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System.err.println("Invalid repository name: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
e.printStackTrace();
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
2. Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to

define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

")

waitForInputToContinue(scanner);

try {
ecrActions.setRepoPolicy(repoName, iamRole);

} catch (RepositoryPolicyNotFoundException e) {

System.err.println("Invalid repository name: " + e.getMessage());
retuzrn;

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;

} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

}

waitForInputToContinue(scanner);
System.out.println(DASHES);
System.out.println("""

3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

BEARz2R
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mut);

waitForInputToContinue(scanner);

try {
String policyText = ecrActions.getRepoPolicy(repoName);
System.out.println("Policy Text:");
System.out.println(policyText);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;
} catch (RuntimeException e) {
System.err.println("An error occurred while creating the ECR
repository: " + e.getMessage());
return;

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient” is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

Illlll);

waitForInputToContinue(scanner);

try {
ecrActions.getAuthToken();

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;

} catch (RuntimeException e) {
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System.err.println("An error occurred while retrieving the
authorization token: " + e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to
deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

correct container image from the ECR repository.

Illlll);

waitForInputToContinue(scanner);

try {
ecrActions.getRepositoryURI(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
retuzrn;

} catch (RuntimeException e) {
System.err.println("An error occurred while retrieving the URI: " +
e.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker
images stored in your ECR repositories.

These policies allow you to automatically remove old or unused Docker
images from your repositories,
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freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the
container registry
by automatically removing older and potentially unused images,
ensuring that the
storage is optimized and the registry remains up-to-date.
")
waitForInputToContinue(scanner);
try {
ecrActions.setLifeCyclePolicy(repoName);

} catch (RuntimeException e) {
System.err.println("An error occurred while setting the lifecycle
policy: " + e.getMessage());
e.printStackTrace();
retuzrn;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("""
7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig® object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

")

waitForInputToContinue(scanner);

try {
ecrActions.pushDockerImage(repoName, localImageName);

HAESA API /N\—< 3> 2015-09-21 323



Amazon ECR d—H¥—HAR

} catch (RuntimeException e) {
System.err.println("An error occurred while pushing a local Docker

image to Amazon ECR: " + e.getMessage());
e.printStackTrace();
return;
}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("8. Verify if the image is in the ECR Repository.");
waitForInputToContinue(scanner);
try {
ecrActions.verifyImage(repoName, localImageName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " + e.getMessage());
return;

} catch (RuntimeException e) {
System.err.println("An error occurred " + e.getMessage());
e.printStackTrace();
return;

}

waitForInputToContinue(scanner);

System.out.println(DASHES);
System.out.println("9. As an optional step, you can interact with the
image in Amazon ECR by using the CLI.");
System.out.println("Would you like to view instructions on how to use the
CLI to run the image? (y/n)");
String ans = scanner.nextLine().trim();
if (ans.equalsIgnoreCase("y")) {
String instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon
ECR, you need to authenticate with the registry. You can do this using the AWS
CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin %s.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name %s --image-ids imageTag=

o\
n
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3. Run the Docker container and view the output using this command:

docker run --rm %s.dkr.ecr.us-east-1.amazonaws.com/%s:%s

[TRTRIEN
’

instructions = String.format(instructions, accountId, repoName,
localImageName, accountId, repoName, localImageName);
System.out.println(instructions);

}

waitForInputToContinue(scanner);

System.out.println(DASHES);

System.out.println("10. Delete the ECR Repository.");

System.out.println(

If the repository isn't empty, you must either delete the contents of the
repository

or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.

")

System.out.println("Would you like to delete the Amazon ECR Repository?
(y/m)");

String delAns = scanner.nextlLine().trim();

if (delAns.equalsIgnoreCase("y")) {

System.out.println("You selected to delete the AWS ECR resources.");

try {
ecrActions.deleteECRRepository(repoName);

} catch (EcrException e) {
System.err.println("An ECR exception occurred: " +
e.getMessage());
retuzrn;
} catch (RuntimeException e) {
System.err.println("An error occurred while deleting the Docker

image: " + e.getMessage());
e.printStackTrace();
retuzrn;
}
}

System.out.println(DASHES);
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System.out.println("This concludes the Amazon ECR SDK scenario");
System.out.println(DASHES);

private static void waitForInputToContinue(Scanner scanner) {
while (true) {
System.out.println("");
System.out.println("Enter 'c' followed by <ENTER> to continue:");
= scanner.nextLine();

Amazon

import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import
import

String input

if (input.trim().equalsIgnoreCase("c")) {

} else {

// Handle invalid input.
System.out.println("Invalid input. Please try again.");

ECRSDK XYY ROZYN—=UF A,

com.github.dockerjava.
com.github.dockerjava.
com.github.dockerjava.
com.github.dockerjava.
com.github.dockerjava.
org.slf4j.Logger;

org.slf4j.LoggerFactory;

software.
software.
software.
software.
software.
software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.

System.out.println("Continuing with the program...");
System.out.println("");
break;

api.DockerClient;

api.exception.

DockerClientException;

api.model.AuthConfig;
api.model.Image;
core.DockerClientBuilder;

services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.
services.ecr.

core.client.config.ClientOverrideConfiguration;
http.async.SdkAsyncHttpClient;
http.nio.netty.NettyNioAsyncHttpClient;
regions.Region;

EcrAsyncClient;
model.AuthorizationData;
model.CreateRepositoryRequest;
model.CreateRepositoryResponse;
model .DeleteRepositoryRequest;
model.DeleteRepositoryResponse;
model .DescribeImagesRequest;
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import software.amazon.awssdk.services.ecr.model.DescribeImagesResponse;

import software.amazon.awssdk.services.ecr.model.DescribeRepositoriesRequest;
import software.amazon.awssdk.services.ecr.model.DescribeRepositoriesResponse;
import software.amazon.awssdk.services.ecr.model.EcrException;

import software.amazon.awssdk.services.ecr.model.GetAuthorizationTokenResponse;
import software.amazon.awssdk.services.ecr.model.GetRepositoryPolicyRequest;
import software.amazon.awssdk.services.ecr.model.GetRepositoryPolicyResponse;
import software.amazon.awssdk.services.ecr.model.Imageldentifier;

import software.amazon.awssdk.services.ecr.model.Repository;

import

software.amazon.awssdk.services.ecr.model.RepositoryPolicyNotFoundException;

import software.amazon.awssdk.services.ecr.model.SetRepositoryPolicyRequest;
import software.amazon.awssdk.services.ecr.model.SetRepositoryPolicyResponse;
import

software.amazon.awssdk.services.ecr.model.StartLifecyclePolicyPreviewRequest;

import

software.amazon.awssdk.services.ecr.model.StartLifecyclePolicyPreviewResponse;

import com.github.dockerjava.api.command.DockerCmdExecFactory;
import com.github.dockerjava.netty.NettyDockerCmdExecFactory;
import java.time.Duration;

import java.util.Baseb4;

import java.util.list;

import java.util.concurrent.CompletableFuture;

import java.util.concurrent.CompletionException;

public class ECRActions {

private static EcrAsyncClient ecrClient;

private static DockerClient dockerClient;

private static Logger logger = LoggerFactory.getLogger(ECRActions.class);

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
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throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result !'= null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {
Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();

return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);
}
}
}
/**
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* Deletes an ECR (Elastic Container Registry) repository.

* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
1)

// Wait for the CompletableFuture to complete
response.join();

private static DockerClient getDockerClient() {
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String osName = System.getProperty("os.name");
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
String dockerHost = "tcp://localhost:2375"; // Use the Docker Desktop
default port.
DockerCmdExecFactory dockerCmdExecFactory = new
NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout(20000);
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build();
}

return dockerClient;

/**
* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
*
* @return the configured ECR asynchronous client.
*/
private static EcrAsyncClient getAsyncClient() {

/*

The “NettyNioAsyncHttpClient  class is part of the AWS SDK for Java,
version 2,

and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.

It uses the Netty framework to handle the underlying network
communication and the Java NIO API to

provide a non-blocking, event-driven approach to HTTP requests and
responses.

*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.builder()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60)) // Set the connection

timeout.
.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.buildex()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API call
timeout.
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.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the individual
call attempt timeout.
.build();

if (ecrClient == null) {
ecrClient = EcrAsyncClient.builder()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ecrClient;

/**
* Sets the lifecycle policy for the specified repository.
*

* @param repoName the name of the repository for which to set the lifecycle

policy.
*/
public void setLifeCyclePolicy(String repoName) {
/*
This policy helps to maintain the size and efficiency of the container
registry
by automatically removing older and potentially unused images,
ensuring that the storage is optimized and the registry remains up-to-
date.
*/
String polText = """
{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
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]
}

[TRTRIEN
’

StartLifecyclePolicyPreviewRequest lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest.builder()
.lifecyclePolicyText(polText)
.repositoryName(repoName)
.build();

CompletableFuture<StartLifecyclePolicyPreviewResponse> response =
getAsyncClient().startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest);
response.whenComplete((lifecyclePolicyPreviewResponse, ex) -> {
if (lifecyclePolicyPreviewResponse != null) {
System.out.println("Lifecycle policy preview started
successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

1);
// Wait for the CompletableFuture to complete.
response.join();

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
.repositoryName(repositoryName)
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.imageIds(ImageIdentifier.buildexr().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

/**
* Retrieves the repository URI for the specified repository name.
*

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.

* @throws EcrException if there is an error retrieving the repository
information.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
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.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(@).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);

} else {
System.out.println("No repositories found for the given
name.");
}
} else {

System.err.println("No response received from
describeRepositories.");

}
}

1)

response.join();
}
/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
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* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.
* If the operation is successful, the method prints the token to the
console.
* If an exception occurs, the method handles the exception and prints the
error message.
*
* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

* Gets the repository policy for the specified repository.

* @param repoName the name of the repository.

* @throws EcrException if an AWS error occurs while getting the repository
policy.

*/
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public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);

}
}
1)
GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;
}
/**

* Sets the repository policy for the specified ECR repository.

*

* @param repoName the name of the ECR repository.

* @param iamRole the IAM role to be granted access to the repository.

* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*
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This example policy document grants the specified AWS principal the
permission to perform the

‘ecr:BatchGetImage®™ action. This policy is designed to allow the
specified principal
to retrieve Docker images from the ECR repository.
*/
String policyDocumentTemplate = """

{

"Version":"2012-10-17",

"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {

"AWS" @ "S%s"

1,
"Action" : "ecr:BatchGetImage"

]

}

[TRTRIEN
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String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
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1)

response.join();

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {
System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(Q@).authorizationToken();
String decodedToken = new
String(Base64.getDecoder().decode(token));
String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[0@];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
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getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}
return CompletableFuture.completedFuture(authConfig);

1)

authResponseFuture.join();

// Make sure local image echo-text exists.
public boolean isEchoTextImagePresent() {
try {
List<Image> images = getDockerClient().listImagesCmd().exec();
boolean helloWorldFound = false;
for (Image image : images) {
String[] repoTags = image.getRepoTags();
if (repoTags != null) {
for (String tag : repoTags) {
if (tag.startsWith("echo-text")) {
System.out.println(tag);
helloWorldFound = true;

}

if (helloWorldFound) {
System.out.println("The local image named echo-text exists.");
return true;

} else {
System.out.println("The local image named echo-text does not

exist.");

return false;

}

} catch (DockerClientException ex) {
logger.error("ERROR: " + ex.getMessage());
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return false;

o APl OFMAIC DOV TIE., TAWS SDKforJava2xAPI U7 7L>A] OUTORNEY O %
SBLTLSEETV,

» CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

* GetRepositoryPolicy

» SetRepositoryPolicy

+ StartLifecyclePolicyPreview

Kotlin

SDK for Kotlin

(® Note

GitHub IZI&, T DOV Y —RAEHW KT, Afl—EZKRERL. AWS J— RHIJR
JhUTOREERTOREZHBLTSLEET W,

Amazon ECR EEE RS AV AT IVT A TR F VA ERRITLET,
import java.util.Scanner

/**
* Before running this Kotlin code example, set up your development environment,

including your credentials.
*

* For more information, see the following documentation topic:
*

* https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-guide/setup.html
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*

* This code example requires an IAM Role that has permissions to interact with
the Amazon ECR service.

*

* To create an IAM role, see:
*

* https://docs.aws.amazon.com/IAM/latest/UserGuide/id_roles_create.html

*

* This code example requires a local docker image named echo-text. Without a
local image,

* this program will not successfully run. For more information including how to
create the local

* image, see:

*

* /scenarios/basics/ecr/README

*

*/
val DASHES = String(CharArray(80)).replace("\u0@@00", "-")

suspend fun main(args: Array<String>) {
val usage =

Usage: <iamRoleARN> <accountId>

Where:
iamRoleARN - The IAM role ARN that has the necessary permissions to
access and manage the Amazon ECR repository.
accountId - Your AWS account number.

"t trimIndent()

if (args.size != 2) {
println(usage)
return

var iamRole = args[0]

var localImageName: String

var accountId = args[1]

val ecrActions = ECRActions()

val scanner = Scanner(System. in’)

println(
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The Amazon Elastic Container Registry (ECR) is a fully-managed Docker
container registry

service provided by AWS. It allows developers and organizations to
securely

store, manage, and deploy Docker container images.

ECR provides a simple and scalable way to manage container images
throughout their lifecycle,

from building and testing to production deployment.

The “EcrClient’ service client that is part of the AWS SDK for Kotlin
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows
developers to

automate the storage, retrieval, and management of container images as
part of their application

deployment pipelines. With ECR, teams can focus on building and deploying
their

applications without having to worry about the underlying infrastructure
required to

host and manage a container registry.

This scenario walks you through how to perform key operations for this
service.
Let's get started...

You have two choices:
1 - Run the entire program.
2 - Delete an existing Amazon ECR repository named echo-text (created
from a previous execution of
this program that did not complete).

"t trimIndent(),

while (true) {
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("1", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else if (input.trim { it <= ' ' }.equals("2", ignoreCase = true)) {
val repoName = "echo-text"

ecrActions.deleteECRRepository(repoName)
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return
} else {
// Handle invalid input.
println("Invalid input. Please try again.")

waitForInputToContinue(scanner)
println(DASHES)
println(

1. Create an ECR repository.

The first task is to ensure we have a local Docker image named echo-
text.
If this image exists, then an Amazon ECR repository is created.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

nnn.trimIndent()r

// Ensure that a local docker image named echo-text exists.
val doesExist = ecrActions.listlLocalImages()
val repoName: String
if (!doesExist) {
println("The local image named echo-text does not exist")

return

} else {
localImageName = "echo-text"
repoName = "echo-text"

val repoArn = ecrActions.createECRRepository(repoName).toString()
println("The ARN of the ECR repository is $repoArn")
waitForInputToContinue(scanner)

println(DASHES)
println(

2. Set an ECR repository policy.
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Setting an ECR repository policy using the “setRepositoryPolicy’ function
is crucial for maintaining

the security and integrity of your container images. The repository
policy allows you to

define specific rules and restrictions for accessing and managing the
images stored within your ECR

repository.

"t trimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.setRepoPolicy(repoName, iamRole)
waitForInputToContinue(scanner)

println(DASHES)
println(

3. Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.
"t trimIndent(),

)

waitForInputToContinue(scanner)

val policyText = ecrActions.getRepoPolicy(repoName)

println("Policy Text:")

println(policyText)

waitForInputToContinue(scanner)

println(DASHES)
println(

4. Retrieve an ECR authorization token.

You need an authorization token to securely access and interact with the
Amazon ECR registry.

The ‘getAuthorizationToken™ method of the “EcrAsyncClient’ is responsible
for securely accessing

and interacting with an Amazon ECR repository. This operation is
responsible for obtaining a

valid authorization token, which is required to authenticate your
requests to the ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
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ECR repository, such as pushing, pulling, or managing your Docker images.

""" otrimIndent(),
)
waitForInputToContinue(scanner)
ecrActions.getAuthToken()
waitForInputToContinue(scanner)

println(DASHES)
println(

5. Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to

deploy a container image to
a container orchestration platform like Amazon Elastic Kubernetes Service

(EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full
image URI,

which includes the ECR repository URI. This allows the container runtime
to pull the

correct container image from the ECR repository.

"t trimIndent(),

)

waitForInputToContinue(scanner)

val repositoryURI: String? = ecrActions.getRepositoryURI(repoName)
println("The repository URI is $repositoryURI")
waitForInputToContinue(scanner)

println(DASHES)
println(

6. Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images
stored in your ECR repositories.
These policies allow you to automatically remove old or unused Docker

images from your repositories,
freeing up storage space and reducing costs.

"t trimIndent(),
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waitForInputToContinue(scanner)

val pol = ecrActions.setLifeCyclePolicy(repoName)
println(pol)

waitForInputToContinue(scanner)

println(DASHES)
println(

7. Push a docker image to the Amazon ECR Repository.

The “pushImageCmd() ™ method pushes a local Docker image to an Amazon ECR
repository.

It sets up the Docker client by connecting to the local Docker host using
the default port.

It then retrieves the authorization token for the ECR repository by
making a call to the AWS SDK.

The method uses the authorization token to create an ‘AuthConfig® object,
which is used to authenticate

the Docker client when pushing the image. Finally, the method tags the
Docker image with the specified

repository name and image tag, and then pushes the image to the ECR
repository using the Docker client.

If the push operation is successful, the method prints a message
indicating that the image was pushed to ECR.

"t trimIndent(),

waitForInputToContinue(scanner)
ecrActions.pushDockerImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)

println("8. Verify if the image is in the ECR Repository.")
waitForInputToContinue(scanner)
ecrActions.verifyImage(repoName, localImageName)
waitForInputToContinue(scanner)

println(DASHES)

println("9. As an optional step, you can interact with the image in Amazon
ECR by using the CLI.")

println("Would you like to view instructions on how to use the CLI to run the
image? (y/n)")
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val ans = scanner.nextLine().trim()
if (ans.equals("y", true)) {
val instructions = """
1. Authenticate with ECR - Before you can pull the image from Amazon ECR,
you need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --
username AWS --password-stdin $accountId.dkr.ecr.us-east-1.amazonaws.com

2. Describe the image using this command:

aws ecr describe-images --repository-name $repoName --image-ids
imageTag=$localImageName

3. Run the Docker container and view the output using this command:

docker run --rm $accountId.dkr.ecr.us-east-1.amazonaws.com/$repoName:
$localImageName

println(instructions)

}

waitForInputToContinue(scanner)

println(DASHES)
println("1@. Delete the ECR Repository.")
println(

If the repository isn't empty, you must either delete the contents of the
repository

or use the force option (used in this scenario) to delete the repository
and have Amazon ECR delete all of its contents

on your behalf.

""" otrimIndent(),
)
println("Would you like to delete the Amazon ECR Repository? (y/n)")
val delAns = scanner.nextLine().trim { it <= ' ' }

if (delAns.equals("y", ignoreCase = true)) {
println("You selected to delete the AWS ECR resources.")
waitForInputToContinue(scanner)
ecrActions.deleteECRRepository(repoName)

println(DASHES)
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println("This concludes the Amazon ECR SDK scenario")
println(DASHES)

private fun waitForInputToContinue(scanner: Scanner) {
while (true) {
println("")
println("Enter 'c' followed by <ENTER> to continue:")
val input = scanner.nextLine()

if (input.trim { it <= ' ' }.equals("c", ignoreCase = true)) {
println("Continuing with the program...")
println("")
break

} else {

// Handle invalid input.
println("Invalid input. Please try again.")

Amazon ECRSDK XV Y ROZYN—DUF A,

import aws.sdk.kotlin.services.ecr.EcrClient

import aws.sdk.kotlin.services.ecr.model.CreateRepositoryRequest

import aws.sdk.kotlin.services.ecr.model.DeleteRepositoryRequest

import aws.sdk.kotlin.services.ecr.model.DescribeImagesRequest

import aws.sdk.kotlin.services.ecr.model.DescribeRepositoriesRequest
import aws.sdk.kotlin.services.ecr.model.EcrException

import aws.sdk.kotlin.services.ecr.model.GetRepositoryPolicyRequest
import aws.sdk.kotlin.services.ecr.model.ImageIdentifier

import aws.sdk.kotlin.services.ecr.model.RepositoryAlreadyExistsException
import aws.sdk.kotlin.services.ecr.model.SetRepositoryPolicyRequest
import aws.sdk.kotlin.services.ecr.model.StartLifecyclePolicyPreviewRequest
import com.github.dockerjava.api.DockerClient

import com.github.dockerjava.api.command.DockerCmdExecFactory

import com.github.dockerjava.api.model.AuthConfig

import com.github.dockerjava.core.DockerClientBuilder

import com.github.dockerjava.netty.NettyDockerCmdExecFactory

import java.io.IOException

import java.util.Base64

class ECRActions {
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private var dockerClient: DockerClient? = null

private fun getDockerClient(): DockerClient? {
val osName = System.getProperty("os.name")
if (osName.startsWith("Windows")) {
// Make sure Docker Desktop is running.
val dockerHost = "tcp://localhost:2375" // Use the Docker Desktop
default port.
val dockerCmdExecFactory: DockerCmdExecFactory =

NettyDockerCmdExecFactory().withReadTimeout(20000).withConnectTimeout(20000)
dockerClient =
DockerClientBuilder.getInstance(dockerHost).withDockerCmdExecFactory(dockerCmdExecFactoz
} else {
dockerClient = DockerClientBuilder.getInstance().build()
}

return dockerClient

/**
* Sets the lifecycle policy for the specified repository.
*
* @param repoName the name of the repository for which to set the lifecycle
policy.
*/
suspend fun setLifeCyclePolicy(repoName: String): String? {
val polText =

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
I
"action": {
"type": "expire"
}
}
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"t trimIndent()
val lifecyclePolicyPreviewRequest =
StartLifecyclePolicyPreviewRequest {
lifecyclePolicyText = polText
repositoryName = repoName

// Execute the request asynchronously.
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.startLifecyclePolicyPreview(lifecyclePolicyPreviewRequest)
return response.lifecyclePolicyText

/**
* Retrieves the repository URI for the specified repository name.
*
* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {
return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")
return ""
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}
/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
}
}
}
/**

* Gets the repository policy for the specified repository.
*

* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText
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* Sets the repository policy for the specified ECR repository.

* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,

) {
val policyDocumentTemplate =
{
"Version":"2012-10-17",
"Statement" : [ {
"Sid" : "new statement",
"Effect" : "Allow",
"Principal” : {
"AWS" : "$iamRole"
I
"Action" : "ecr:BatchGetImage"
1]
}
"t trimIndent()

val setRepositoryPolicyRequest =
SetRepositoryPolicyRequest {
repositoryName = repoName
policyText = policyDocumentTemplate

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
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* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws RepositoryAlreadyExistsException if the repository exists.

* @throws EcrException if an error occurs while creating the
repository.

*/

suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null

suspend fun getRepoARN(repoName: String): String? {

// Fetch the existing repository's ARN.

val describeRequest =
DescribeRepositoriesRequest {

repositoryNames = listOf(repoName)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeResponse =

ecrClient.describeRepositories(describeRequest)

return describeResponse.repositories?.get(0)?.repositoryArn

fun listlLocalImages(): Boolean = try {
val images = getDockerClient()?.listImagesCmd()?.exec()
images?.any { image ->
image.repoTags?.any { tag -> tag.startsWith("echo-text") } ?: false
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} ?: false

} catch (ex: Exception) {
println("ERROR: ${ex.messagel}")
false

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,

) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)
}
val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }

?: throw RuntimeException("Repository not found: $repoName")

val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUril}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)
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try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}
println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")

HAESA API /\—< 3> 2015-09-21 355



Amazon ECR d—H¥—HAR

} else {
println("Image is not present in the repository.")

/**
* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
throw IllegalArgumentException("Repository name cannot be null or
empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

// Return an AuthConfig.
private suspend fun getAuthConfig(repoName: String): AuthConfig {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(0)
val token = authorizationData?.authorizationToken
val decodedToken = String(Baseb4.getDecoder().decode(token))
val password = decodedToken.substring(4)

val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)
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val descrRepoResponse = ecrClient.describeRepositories(request)
val repoData = descrRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }
val registryURL: String =
repoData?.repositoryUri?.split("/")?.get(@) 2: ""

return AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL)
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class ECRGettingStarted:

A scenario that demonstrates how to use Boto3 to perform basic operations
using

Amazon ECR.

def __init_ (
self,
ecr_wrapper: ECRWrapper,
docker_client: docker.DockerClient,

self.ecr_wrapper = ecr_wrapper
self.docker_client = docker_client
self.tag = "echo-text"
self.repository_name = "ecr-basics"
self.docker_image = None
self.full_tag_name = None
self.repository = None

def run(self, role_arn: str) -> None:

Runs the scenario.

print(
The Amazon Elastic Container Registry (ECR) is a fully-managed Docker container
registry
service provided by AWS. It allows developers and organizations to securely
store, manage, and deploy Docker container images.
ECR provides a simple and scalable way to manage container images throughout
their lifecycle,
from building and testing to production deployment.

The "ECRWrapper' class is a wrapper for the Boto3 'ecr' client. The 'ecr' client
provides a set of methods to

programmatically interact with the Amazon ECR service. This allows developers to
automate the storage, retrieval, and management of container images as part of
their application

deployment pipelines. With ECR, teams can focus on building and deploying their
applications without having to worry about the underlying infrastructure required
to

host and manage a container registry.
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This scenario walks you through how to perform key operations for this service.
Let's get started...

)

press_enter_to_continue()
print_dashes()
print(
Fromn
* Create an ECR repository.

An ECR repository is a private Docker container repository provided
by Amazon Web Services (AWS). It is a managed service that makes it easy
to store, manage, and deploy Docker container images.

)

print(f"Creating a repository named {self.repository_name}")

self.repository =
self.ecr_wrapper.create_repository(self.repository_name)

print(f"The ARN of the ECR repository is
{self.repository['repositoryArn']}")

repository_uri = self.repository["repositoryUri"]

press_enter_to_continue()

print_dashes()

print(
..FIIIIII
* Build a Docker image.

Create a local Docker image if it does not already exist.
A Python Docker client is used to execute Docker commands.
You must have Docker installed and running.

)

print(f"Building a docker image from 'docker_files/Dockerfile'")

self.full_tag_name = f"{repository_uri}:{self.tag}"

self.docker_image = self.docker_client.images.build(
path="docker_files", tag=self.full_tag_name

)[o]

print(f"Docker image {self.full_tag_name} successfully built.")

press_enter_to_continue()

print_dashes()

if role_arn is None:
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print(
* Because an IAM role ARN was not provided, a role policy will not be set for
this repository.

)
else:
print(

* Set an ECR repository policy.

Setting an ECR repository policy using the “setRepositoryPolicy’ function is
crucial for maintaining

the security and integrity of your container images. The repository policy allows
you to

define specific rules and restrictions for accessing and managing the images
stored within your ECR

repository.

self.grant_role_download_access(role_arn)

print(f"Download access granted to the IAM role ARN {role_arn}")
press_enter_to_continue()

print_dashes()

print(

* Display ECR repository policy.

Now we will retrieve the ECR policy to ensure it was successfully set.

)

policy_text =
self.ecr_wrapper.get_repository_policy(self.repository_name)

print("Policy Text:")

print(f"{policy_text}")

press_enter_to_continue()

print_dashes()

print(

* Retrieve an ECR authorization token.
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You need an authorization token to securely access and interact with the Amazon
ECR registry.

The “get_authorization_token™ method of the “ecr’ client is responsible for
securely accessing

and interacting with an Amazon ECR repository. This operation is responsible for
obtaining a

valid authorization token, which is required to authenticate your requests to the
ECR service.

Without a valid authorization token, you would not be able to perform any
operations on the
ECR repository, such as pushing, pulling, or managing your Docker images.

)

authorization_token = self.ecr_wrapper.get_authorization_token()
print("Authorization token retrieved.")
press_enter_to_continue()

print_dashes()

print(

* Get the ECR Repository URI.

The URI of an Amazon ECR repository is important. When you want to deploy a
container image to

a container orchestration platform like Amazon Elastic Kubernetes Service (EKS)

or Amazon Elastic Container Service (ECS), you need to specify the full image
URI,

which includes the ECR repository URI. This allows the container runtime to pull
the

correct container image from the ECR repository.

)

repository_descriptions = self.ecr_wrapper.describe_repositories(
[self.repository_name]

)

repository_uri = repository_descriptions[@]["repositoryUri"]

print(f"Repository URI found: {repository_uri}")

press_enter_to_continue()

print_dashes()

print(
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* Set an ECR Lifecycle Policy.

An ECR Lifecycle Policy is used to manage the lifecycle of Docker images stored
in your ECR repositories.

These policies allow you to automatically remove old or unused Docker images from
your repositories,

freeing up storage space and reducing costs.

This example policy helps to maintain the size and efficiency of the container
registry

by automatically removing older and potentially unused images, ensuring that the
storage is optimized and the registry remains up-to-date.

)

press_enter_to_continue()

self.put_expiration_policy()

print(f"An expiration policy was added to the repository.")
print_dashes()

print(

* Push a docker image to the Amazon ECR Repository.

The Docker client uses the authorization token is used to authenticate the when
pushing the image to the
ECR repository.

)

decoded_authorization =
base64.b64decode(authorization_token).decode("utf-8")
username, password = decoded_authorization.split(":")

resp = self.docker_client.api.push(
repository=repository_uri,
auth_config={"username": username, "password": password},
tag=self.tag,
stream=True,
decode=True,

)

for line in resp:
print(1line)

print_dashes()
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print("* Verify if the image is in the ECR Repository.")
image_descriptions = self.ecr_wrapper.describe_images(
self.repository_name, [self.tag]
)
if len(image_descriptions) > 0:
print("Image found in ECR Repository.")
else:
print("Image not found in ECR Repository.")
press_enter_to_continue()
print_dashes()

print(
"* As an optional step, you can interact with the image in Amazon ECR
by using the CLI."
)
if q.ask(
"Would you like to view instructions on how to use the CLI to run the
image? (y/n)",
g.is_yesno,

print(
.FIIIIII
1. Authenticate with ECR - Before you can pull the image from Amazon ECR, you
need to authenticate with the registry. You can do this using the AWS CLI:

aws ecr get-login-password --region us-east-1 | docker login --username AWS
--password-stdin {repository_uri.split("/")[0]}

2. Describe the image using this command:

aws ecr describe-images --repository-name {self.repository_name} --image-ids
imageTag={self.tag}

3. Run the Docker container and view the output using this command:
docker run --rm {self.full_tag_name}
self.cleanup(Tzrue)
def cleanup(self, ask: bool):

Deletes the resources created in this scenario.

HAESA API /\—< 3> 2015-09-21 363



Amazon ECR d—H¥—HAR

:param ask: If True, prompts the user to confirm before deleting the
resources.
if self.repository is not None and (
not ask
or q.ask(
f"Would you like to delete the ECR repository
'{self.repository_name}? (y/n) "
)

print(f"Deleting the ECR repository '{self.repository_name}'.")
self.ecr_wrapper.delete_repository(self.repository_name)

if self.full_tag_name is not None and (
not ask
or q.ask(
f"Would you like to delete the local Docker image
'{self.full_tag_name}? (y/n) "
)

print(f"Deleting the docker image '{self.full_tag_name}'.")
self.docker_client.images.remove(self.full_tag_name)

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {

"Version":"2012-10-17",

"Statement": [

{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
}

1,

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)
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def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",

"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 14,

I

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

if __name__ == "__main__":
parser = argparse.ArgumentParser(
description="Run Amazon ECR getting started scenario."
)
parser.add_argument(
"--iam-role-arn",
type=str,
default=None,
help="an optional IAM role ARN that will be granted access to download
images from a repository.",
required=False,
)
parser.add_argument(
"--no-art",
action="store_true",
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help="accessibility setting that suppresses art in the console output.",
)
args = parser.parse_args()
no_art = args.no_art
iam_role_arn = args.iam_role_azrn
demo = None
a_docker_client = None
try:

a_docker_client = docker.from_env()

if not a_docker_client.ping():

raise docker.errors.DockerException("Docker is not running.")

except docker.errors.DockerException as err:

logging.error(

The Python Docker client could not be created.

Do you have Docker installed and running?

Here is the error message:

%S

mimn
’

err,
)
sys.exit("Error with Docker.")
try:
an_ecr_wrapper = ECRWrapper.from_client()
demo = ECRGettingStarted(an_ecr_wrapper, a_docker_client)
demo.run(iam_role_arn)

except Exception as exception:
logging.exception("Something went wrong with the demo!")
if demo is not None:
demo.cleanup(False)

Amazon ECR 79> 3> %3 v 7 9% ECRWrapper 73 Ao

class ECRWrapper:
def __init__ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":
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Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.

try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.errox(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.

try:
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self.ecr_client.delete_repository(
repositoryName=repository_name, force=True

)

print(f"Deleted repository {repository_name}.")

except ClientError as err:

logger.errox(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

def set_repository_policy(self, repository_name: str, policy_text: str):

Sets the policy for an ECR repository.

:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.

try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.'", repository_name)
raise
else:
logger.errox(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.
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:param repository_name: The name of the repository to get the policy for.
:return: The policy text.
try:
response = self.ecr_client.get_repository_policy(
repositoryName=repository_name
)
return response["policyText"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise
else:
logger.error(
"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.
try:
response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]
except ClientError as err:
logger.error(
"Couldn't get authorization token. Here's why %s",
err.response["Error"]["Message"],
)

raise

def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.
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:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],
)

raise

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:

str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.

:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
lifecyclePolicyText=1lifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:
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Describes ECR images.

:param repository_name: The name of the repository to describe images

for.

:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.

try:

params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")

image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

« APl OFFHRIC DWW T,

logger.error(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

FAWS SDK for Python (Boto3) API U7 7L > Ag OULTO K

EY0Z22RBLTEEV,

* CreateRepository

* DeleteRepository

» Describelmages

» DescribeRepositories

* GetAuthorizationToken

» GetRepositoryPolicy

+ SetRepositoryPolicy

» StartLifecyclePolicyPreview

BEXzzs
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
T®M Amazon ECR OfFER, COREY OICIE. FRABHBAEICEITZEHRE. E0 SDK /N—
TAVOFMEEENTVET,

AWS SDKsF o> 3>

ROD— RHIFE, AWS SDKs ZFEAL THE4SZ O AmazonECR 793> &#RT$2HE2ERLT
WET, TRZTNOHICIE., GitHUb ANDD 2 ONFHY), TR I—ROBREEERTICETSHHA
AN TVET,

NS DRMIE Amazon ECRAPI ZFHUOHL, OV THFAMNKNTERITITIHEN HDABEELETO
TSLDS5OT—RIEBRTT, 7203 FE AWSSDKs> DA OO THFANKNTHERETESE
ER

LTofICE, RE—RBNICERAEAZTI3a0FEENTVET, T2BUANMNIDOVTE.,
" Amazon Elastic Container Registry APl Reference; 2B L T &L,

il

+ AWS SDK F /=& CLI CreateRepositoryT ZfEH T3

+ AWS SDK F /=& CLI DeleteRepository T Z#EH 9 2

+ AWS SDK F /=& CLI DescribelmagesT ZEfH 9 3

« AWS SDK & /=& CLI DescribeRepositoriesT Z £ H 9 %
« AWS SDK F /=& CLI GetAuthorizationTokenT Z#EH 9 %
+ AWS SDK & /= l& CLI GetRepositoryPolicy T Z £ 9 %

+ AWS SDK &E/zl& CLI ListimagesT &R 9 %

» AWS SDK PushlmageCmd<T = H 9 3

« AWS SDK % 1= |& CLI PutLifeCyclePolicy T % T %

+ AWS SDK & /= ld CLI SetRepositoryPolicy © % £ 9 %

+ AWS SDK & /= l& CLI StartLifecyclePolicyPreviewT Z R 3 %

AWS SDK F fzl& CLI CreateRepositoxryT ZfEH T3
RO 7). 1— Rk, CreateRepository ZFEAT2HEEHBALTVET,

To2a vk, KYRERTOTZLNSOOA—ROE‘RTHY), IVTHFANATRITITILE
AHYVET, RODA—RHIT, COTI>3VOIVTHFANEERETERT,
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« Amazon ECR QO B th

CLI

AWS CLI
Bl1: URD N ZERTBICIE

RO create-repository OFITRE, FHOUROF7AIKRLZANIADEEENLA
BMZREICURD NUZERLET,

aws ecr create-repository \
--repository-name project-a/sample-repo

A

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo"
}
}

FHMICOVWTIEE., "TAmazon ECR 1—%—HA R, O "TURD N DER ) 22RBLTLE
=L\,

Bl2: AX=DRITDAZ1—REVTANRETNLEVRS NI ZERTBEE

RD create-repository OFITRE, FHOUROFIAILRLZANIAIELRTDA
Z1—RBEUTANREEALEVRD N RERKLET,

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-tag-mutability IMMUTABLE

e
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"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageTagMutability": "IMMUTABLE"

HMICOVWTIE., "TAmazonECRI—H—HA R, O T4 X—2URTOEETREM ) 258K
LTLEESW,

Bl 3: AF ¥ URENFREENLVRD NI ZERTZ5E

XD create-repository OHITEE., PFHOUROFT7AINKRLZARNIATA X=2T Y
JACHUTHRBEEAF Y ZETITEIEDICEKRETNEVRDS NI ZERLET,

aws ecr create-repository \
--repository-name project-a/sample-repo \
--image-scanning-configuration scanOnPush=true

A

"repository": {
"registryId": "123456789012",
"repositoryName": "project-a/sample-repo",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/project-
a/sample-repo",
"imageScanningConfiguration": {
"scanOnPush": true

FHMICOWTIE, "TAmazonECRI1I—H—HA R, O T4 X—2AF v, Z25RBLUTLKE

=W,
« APl OFFMICOVW T, TAWSCLION>Y RUTZ 7L A, @ MCreateRepository; &%
BLTEE L,
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Java

SDK for Java 2.x

® Note

GitHub ICl&, ZTDMOUY —REHY ET, AHI—EZREL. AWS I—RHIDR
DSKNUTOREERITOREEEIELTLSEZL,

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
* @param repoName the name of the repository to create.
* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws IllegalArgumentException If repository name is invalid.

* @throws RuntimeException if an error occurs while creating the
repository.

*/

public String createECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException('"Repository name cannot be null or
empty");
}

CreateRepositoryRequest request = CreateRepositoryRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<CreateRepositoryResponse> response =
getAsyncClient().createRepository(request);
try {
CreateRepositoryResponse result = response.join();
if (result != null) {
System.out.println("The " + repoName + " repository was created
successfully.");
return result.repository().repositoryArn();
} else {
throw new RuntimeException("Unexpected response type");
}
} catch (CompletionException e) {

~
N\
w
X
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Throwable cause = e.getCause();
if (cause instanceof EcrException ex) {
if
("RepositoryAlreadyExistsException".equals(ex.awsErrorDetails().errorCode())) {
System.out.println("The Amazon ECR repository already exists,
moving on...");
DescribeRepositoriesRequest describeRequest =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();
DescribeRepositoriesResponse describeResponse =
getAsyncClient().describeRepositories(describeRequest).join();
return
describeResponse.repositories().get(@).repositoryArn();
} else {
throw new RuntimeException(ex);
}
} else {
throw new RuntimeException(e);

« APl OFFMICOWVW TR, TAWS SDKforJava2xAPIU77L>AL @
MCreateRepository; ZZRL T & LY,

Kotlin

SDK for Kotlin

(® Note

GitHub ICI&, T DOV Y —RAEHW XY, Afl—EZKRERL. AWS J— RAIUR
JhUTOREERTOREZHBLTEET W,

/**
* Creates an Amazon Elastic Container Registry (Amazon ECR) repository.
*
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* @param repoName the name of the repository to create.

* @return the Amazon Resource Name (ARN) of the created repository, or an
empty string if the operation failed.

* @throws RepositoryAlreadyExistsException if the repository exists.

* @throws EcrException if an error occurs while creating the
repository.

*/

suspend fun createECRRepository(repoName: String?): String? {
val request =
CreateRepositoryRequest {
repositoryName = repoName

return try {

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response = ecrClient.createRepository(request)
response.repository?.repositoryArn

}

} catch (e: RepositoryAlreadyExistsException) {
println("Repository already exists: $repoName")
repoName?.let { getRepoARN(it) }

} catch (e: EcrException) {
println("An error occurred: ${e.messagel}")
null

- APl OFFMICDWTIX, TAWS SDK for Kotlin API J 7 7 L > A4 ® TCreateRepository
BSRLTLSEEZL,

Python

SDK for Python (Boto3)

(® Note

GitHub IC &, TOMD VY —REHYET, AH—EZBREL., AWS JI— RHIUR
TSKNUTOREERITOFEEEIELTLSEZL,

~
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class ECRWrapper:
def __init__(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def create_repository(self, repository_name: str) -> dict[str, any]:

Creates an ECR repository.

:param repository_name: The name of the repository to create.
:return: A dictionary of the created repository.
try:
response =
self.ecr_client.create_repository(repositoryName=repository_name)
return response["repository"]
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryAlreadyExistsException":
print(f"Repository {repository_name} already exists.")
response = self.ecr_client.describe_repositories(
repositoryNames=[repository_name]
)
return self.describe_repositories([repository_name])[0]
else:
logger.errox(
"Error creating repository %s. Here's why %s",
repository_name,
err.response["Error"]J["Message"],

)

raise

~
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« APl OEFMIC DWW TIX, AWS SDK for Python (Boto3) API U 7 7 L A®D
MCreateRepository; ZZRL T &L\,

SAP ABAP

SDK for SAP ABAP

(® Note

GitHub IC &, TOMD VY —REHYET, AH—E=ZHREL., AWS JI— RHIUR
TSKNUTOREERITOFEEEIELTLSEZL,

TRY.
" iv_repository_name = 'my-repository'
oo_result = lo_ecr->createrepository(
iv_repositoryname = iv_repository_name ).
DATA(lv_repository_uri) = oo_result->get_repository( )-
>get_repositoryuri( ).
MESSAGE |Repository created with URI: { lv_repository_uri }| TYPE 'I'.
CATCH /awsl/cx_ecrrepositoryalrexex.
" If repository already exists, retrieve it
DATA 1t_repo_names TYPE /awsl/
cl_ecrrepositorynamels@@=>tt_repositorynamelist.
APPEND NEW /awsl/cl_ecrrepositorynamels@@( iv_value =
iv_repository_name ) TO 1lt_repo_names.
DATA(lo_describe_result) = lo_ecr-
>describerepositories( it_repositorynames = lt_repo_names ).
DATA(1lt_repos) = lo_describe_result->get_repositories( ).
IF lines( lt_repos ) > 0.
READ TABLE 1t_repos INDEX 1 INTO DATA(lo_repo).
oo_result = NEW /awsl/cl_ecrcrerepositoryrsp( io_repository =
lo_repo ).
MESSAGE |Repository { iv_repository_name } already exists.| TYPE 'I'.
ENDIF.
ENDTRY.
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« APl OFFMAIC DWW TIX, AWS SDK for SAP ABAPAPI U7 7L AD
"CreateRepositorys ZZRBL T E&E L,

AWS SDK BREHA RED—RFAOELBVANIDODVWTIE., T, Z283BL T EFE VWAWS SDK
T®O Amazon ECR R, cOREY OICIE., FERABHBAECE TS EHRE. LEI0 SDK /N—
TAVOFMEEENTVET,

AWS SDK & /(& CLI DeleteRepository T Z RT3
ROY 7). 1—RiE, DeleteRepository ZFEA T2 HEEHRBPEL TVWET,

To>arvhlk, KYREBTOJZLASOO—ROBBRTHY), AVTFANATRITITILE
AFHYVET, RODA—RHIT, COTI>3IVOIVTHFANEERETEXT,

« EARBEZAS
« Amazon ECR O fE B4

CLI
AWS CLI
DRI NUZHIBRT D ICE

ROIAN RT7#—RA delete-repository OHITE, FHIVROFTFILNLTARNY
ADEEEThLZURDNIZBIBRLET, URSZKNVICAX=—DHFEENRTVBREEE. --
force 720N RETT,

aws ecr delete-repository \
--repository-name ubuntu \
--force

A
{
"repository": {
"registryId": "123456789012",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:123456789012:repository/ubuntu"
}
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}

FHMICOWTIE., "TAmazon ECR 1—H—HA R, O TURID N) QHIBR, Z285RBLTLKE

=L\,
« APl OFFMICDW TR, TAWSCLION> RUZ7 7L A1 @ "DeleteRepository; 28R
LTLEEL,

Java

SDK for Java 2.x

(@ Note

GitHub IC &, TRMD VY —REHYET, AH—E=ZBREL., AWS J— RHIUR
TSKNUTOREERTOREEEIELTLSEZL,

/**

*

Deletes an ECR (Elastic Container Registry) repository.

* @param repoName the name of the repository to delete.
* @throws IllegalArgumentException if the repository name is null or empty.
* @throws EcrException if there is an error deleting the repository.
* @throws RuntimeException if an unexpected error occurs during the deletion
process.
*/
public void deleteECRRepository(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

DeleteRepositoryRequest repositoryRequest =
DeleteRepositoryRequest.builder()
.force(true)
.repositoryName(repoName)
.build();

CompletableFuture<DeleteRepositoryResponse> response =
getAsyncClient().deleteRepository(repositoryRequest);
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response.whenComplete((deleteRepositoryResponse, ex) -> {
if (deleteRepositoryResponse != null) {
System.out.println("You have successfully deleted the " +
repoName + " repository");
} else {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);

}
1)

// Wait for the CompletableFuture to complete
response.join();

« APl OFFHBICDOWTIX, TAWS SDKforJava2xAPI U7 7L>2A1 @
MDeleteRepositorys ZZRBL T E&E L,

Kotlin

SDK for Kotlin

(® Note

GitHub ICI&, T DOV Y —RAEHWEXT, Afl—EZKRERL. AWS J— RAIVUR
JhUTOREERTOREZHBLTLEET W,

/**
* Deletes an ECR (Elastic Container Registry) repository.
*
* @param repoName the name of the repository to delete.
*/
suspend fun deleteECRRepository(repoName: String) {
if (repoName.isNullOrEmpty()) {
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throw IllegalArgumentException("Repository name cannot be null or
empty")
}

val repositoryRequest =
DeleteRepositoryRequest {
force = true
repositoryName = repoName

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
ecrClient.deleteRepository(repositoryRequest)
println("You have successfully deleted the $repoName repository")

« APl OFMIC DV Tk, TAWS SDK for Kotlin API U 7 7 L > A5 ® "DeleteRepository
ZSRLTLEEZL,

Python

SDK for Python (Boto3)

(@ Note

GitHub IC &, TRMD VY —REHYET, AH—E=ZBREL., AWS J— RHIUR
TSKNUTOREERITOREEEIELTLIEZL,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.
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ecr_client = boto3.client("ecr")
return cls(ecr_client)

def delete_repository(self, repository_name: str):

Deletes an ECR repository.

:param repository_name: The name of the repository to delete.
try:
self.ecr_client.delete_repository(
repositoryName=repository_name, force=True
)
print(f"Deleted repository {repository_name}.")
except ClientError as err:
logger.errox(
"Couldn't delete repository %s.. Here's why %s",
repository_name,
err.response["Error"]["Message"],

)

raise

- APl OFFMIC DWW TIE, AWS SDK for Python (Boto3) API U 7 7 L A®D
MDeleteRepositorys ZZRBL T E&E L,

SAP ABAP

SDK for SAP ABAP

(® Note

GitHub ICI&, T DDV Y —RAEHW KT, Afl—EZKRERL. AWS J— RAIVUR
JhUTOREERTOREZHBLTEET W,

TRY.
" iv_repository_name = 'my-repository'

APl /N—2 32 2015-09-21 384

~
N\
w
X


https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/DeleteRepository
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/ecr#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/ecr#code-examples

Amazon ECR d—H¥—HAR

lo_ecr->deleterepository(
iv_repositoryname = iv_repository_name
iv_force = abap_true ).
MESSAGE |Repository { iv_repository_name } deleted.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
ENDTRY.

« API OFFMIC DOV TIE, AWS SDK for SAP ABAP API IJ 7 7 L > A®MDeleteRepository |
ZSRBRLTLEETY,

AWS SDK AREHA REI—RHIOTLBDANCIOVTRE., T, 288U T EEVAWS SDK

TO Amazon ECR OfEf, CORNEY JIZI&, FEABBREEICETDEHRE. a0 SDK /N—
TAVOFMEEENTVET,

AWS SDK F /=l CLI DescxribeImagesT ZfH T3
ROY 7). 1—RIE, DescribeImages A T2 HEZHHALTVET,

To2a vk, KYRERTOJZLNSOO—ROE#RTHY), IVTFANATRITITILE
ABYVET, ROODA—RHEIT, COF7IIVOOAVTFANERETERT,

. BAERF

CLI
AWS CLI
VRIS NVADA X—JZERT25EE

XD describe-images MHITIE, cluster-autoscaler YRS NUATRY v1.13.6
FRVWTVBRAX—DICBETHFlZEZRRLET,

aws ecr describe-images \

--repository-name cluster-autoscaler \
--image-ids imageTag=v1.13.6

H
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"imageDetails": [

{
"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"imageDigest":

"sha256:4alc6567c38904384ebcb4e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTags": [
"vl.13.6"

1,
"imageSizeInBytes": 48318255,
"imagePushedAt": 1565128275.0

« API OFFMICOVWTIEE, TAWSCLION> RUTZ7L>ALs @ "Describelmages:y ZZ 8
LT<EEL,

Java

SDK for Java 2.x

(@ Note

GitHub IC &, TRMD VY —REHYET, AH—E=ZBREL., AWS J— RHIUR
TSKNUTOREERITOREEEIELTLIEZL,

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry

(Amazon ECR) repository asynchronously.
*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.

* @throws CompletionException if the asynchronous operation completes
exceptionally.

*/

public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()
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.repositoryName(repositoryName)
.imagelds(Imageldentifier.builder().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

« APl OFFHRIC DWW TIE, AWS SDK for Java 2.x APl 1J 7 7 L 2> A® "Describelmages %
SRLTLSEEL,
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Kotlin

SDK for Kotlin

® Note

GitHub ICl&, ZTDMOUY —REHY ET, AHI—EZREL. AWS I—RHIDR
DSKNUTOREERITOREEEIELTLSEZL,

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
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} else {
println("Image is not present in the repository.")

« APl OFFMIC DWW TIX, TAWS SDK for Kotlin API 1J 7 7 L > A4 ® "Describelmages |
ZSRBRLTLSEETL,

Python

SDK for Python (Boto3)

(@ Note

GitHub IC &, TRMD VY —REHYET, AHl—E=ZBREL., AWS JI— RHIUR
TSKNUTOREERITOREEEIELTLIEZL,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def describe_images(
self, repository_name: str, image_ids: list[str] = None
) -> list[dict]:

Describes ECR images.
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:param repository_name: The name of the repository to describe images
for.
:param image_ids: The optional IDs of images to describe.
:return: The list of image descriptions.
try:
params = {
"repositoryName": repository_name,
}
if image_ids is not None:
params["imageIds"] = [{"imageTag": tag} for tag in image_ids]

paginator = self.ecr_client.get_paginator("describe_images")

image_descriptions = []

for page in paginator.paginate(**params):
image_descriptions.extend(page["imageDetails"])

return image_descriptions

except ClientError as err:

logger.errox(
"Couldn't describe images. Here's why %s",
err.response["Error"]["Message"],

)

raise

« AP| OS#EIC DL Tk, TAWS SDK for Python (Boto3) APl U7 7L AL @
MDescribelmagesy 2B L T EE L,

SAP ABAP

SDK for SAP ABAP

(@ Note

GitHub IC &, TRMD VY —REHYET, AHl—E=ZHREL., AWS JI— RHIUR
SKNUTOREERITOFEEEIELTLIEZL,

TRY.
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iv_repository_name = 'my-repository'
it_image_ids = VALUE #( ( NEW /awsl/cl_ecrimageidentifier( iv_imagetag
= 'latest' ) ) )

IF it_image_ids IS NOT INITIAL.
oo_result = lo_ecr->describeimages(

iv_repositoryname = iv_repository_name

it_imageids = it_image_ids ).
ELSE.

oo_result = lo_ecr->describeimages(

iv_repositoryname = iv_repository_name ).
ENDIF.
DATA(1t_image_details) = oo_result->get_imagedetails( ).
MESSAGE |Found { lines( 1lt_image_details ) } images in repository.| TYPE

CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
CATCH /awsl/cx_ecrimagenotfoundex.
MESSAGE 'Image not found.' TYPE 'I'.
CATCH /awsl/cx_ecrinvalidparameterex.
MESSAGE 'Invalid parameter provided.' TYPE 'I'.
ENDTRY.

« APl OFFMIC DWW TIE, AWS SDK for SAP ABAP API 1J 7 7 L > A®M Describelmages |
ZSRLTLSEEZL,

AWS SDK AR EHA RED—RHIOTEBZDANCOVWTRE., T, 288U T<EEVAWS SDK

T®O Amazon ECR DA, CcOREY I, FABKRAEICETD1EHRE. a0 SDK /N—
TAVOEHMEEENTVET,

AWS SDK & /=l CLI DescribeRepositoriesT ZEH T3
RDOY > 7 )L 1—RiE, DescribeRepositories ZFERA T2 HEEHRBAL TVWET,

To2avhlk, KYRERTOJZLNSOO—ROE#RTHY), IVTHFANATRITIIHLE
ABYVET, ROODA—RHFIT, COF7IIVOAVTFANERETERT,

. BRERS
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CLI
AWS CLI
LZARNUADYURS NUZRZBRTBICE
OBk, PHOROF7AILRNLZARNIAOIRI N ZRRLET,
aN > R:
aws ecr describe-repositories
IR
{
"repositories": [
{
"registryId": "012345678910",
"repositoryName": "ubuntu",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/
ubuntu"
.
{
"registryId": "©12345678910",
"repositoryName": "test",
"repositoryArn": "arn:aws:ecr:us-west-2:012345678910:repository/test"
}
]
}
« APl OFFMRIC DOV Tk, AWSCLI AN > RU 7 7L > A®D MDescribeRepositories; SR
LT<EEL,
Java

SDK for Java 2.x

(® Note
GitHub ICl&, TDMOIVY—-RAEHYET, Afl—EZRREL, AWS J— RAIVR
Ph)TOREERITOREZEIEL T EEL,
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* Retrieves the repository URI for the specified repository name.

* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
* @throws EcrException if there is an error retrieving the repository
information.
* @throws CompletionException if the asynchronous operation completes
exceptionally.
*/
public void getRepositoryURI(String repoName) {
DescribeRepositoriesRequest request =
DescribeRepositoriesRequest.builder()
.repositoryNames(repoName)
.build();

CompletableFuture<DescribeRepositoriesResponse> response =
getAsyncClient().describeRepositories(request);
response.whenComplete((describeRepositoriesResponse, ex) -> {
if (ex !'= null) {
Throwable cause = ex.getCause();
if (cause instanceof InterruptedException) {
Thread.currentThread().interrupt();
String errorMessage = "Thread interrupted while waiting for
asynchronous operation: " + cause.getMessage();
throw new RuntimeException(errorMessage, cause);
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();
throw new RuntimeException(errorMessage, cause);
}
} else {
if (describeRepositoriesResponse != null) {
if (!describeRepositoriesResponse.repositories().isEmpty()) {
String repositoryUri =
describeRepositoriesResponse.repositories().get(@).repositoryUri();
System.out.println("Repository URI found: " +
repositoryUri);
} else {
System.out.println("No repositories found for the given
name.");
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}
} else {
System.err.println("No response received from

describeRepositories.");

}

1)

response.join();

« APl OFEMIC DWW T, TAWS SDKforJava2xAPI U7 7L>AL @
MDescribeRepositoriesy 2L T &V,

Kotlin

SDK for Kotlin

(@ Note

GitHub ICI&, T DDV Y —RAEHWEXT, Afl—EZKRERL. AWS J— RAIJR
JhUTOREERTOREZHRBLTLEET L,

/**
* Retrieves the repository URI for the specified repository name.
*
* @param repoName the name of the repository to retrieve the URI for.
* @return the repository URI for the specified repository name.
*/
suspend fun getRepositoryURI(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
val request =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
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val describeRepositoriesResponse =
ecrClient.describeRepositories(request)
if (!describeRepositoriesResponse.repositories?.isEmpty()!!) {
return
describeRepositoriesResponse?.repositories?.get(0)?.repositoryUri
} else {
println("No repositories found for the given name.")

return

« APl OFFMIC DWW T, TAWS SDKforKotin API U 7 7L A, @
MDescribeRepositories1 #ZBL TS &V,

Python

SDK for Python (Boto3)

(@ Note

GitHub IC &, TRMD VY —REHYET, AHl—E=ZHREL., AWS J— RHIUR
TSKNUTOREERITOREEEIELTLIEZL,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)
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def describe_repositories(self, repository_names: list[str]) -> list[dict]:

Describes ECR repositories.

:param repository_names: The names of the repositories to describe.
:return: The list of repository descriptions.
try:
response = self.ecr_client.describe_repositories(
repositoryNames=repository_names
)
return response["repositories"]
except ClientError as err:
logger.error(
"Couldn't describe repositories. Here's why %s",
err.response["Error"]["Message"],

)

raise

« APl OFFMIC DWW T, TAWS SDK for Python (Boto3) API U7 7L A1 M
MDescribeRepositories1 Z2ZBL T &V,

Rust

SDK for Rust

(® Note

GitHub ICI&, T DOV Y —RAEHW XY, Afl—EZKRERL. AWS J— RAIVUR
JhUTOREERTOREZHBLTLEET W,

async fn show_repos(client: &aws_sdk_ecr::Client) -> Result<(),
aws_sdk_ecr: :Error> {
let rsp = client.describe_repositories().send().await?;

let repos = rsp.repositories();
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println!("Found {3} repositories:", repos.len());

for repo in repos {
println!(" ARN: {3}", repo.repository_arn().unwrap());
println!(" Name: {}", repo.repository_name().unwrap());

}

0k(())

« APl OFFMIC DWW TIE, AWS SDK for Rust APl 1J 7 7 L > A® "DescribeRepositories | %
SRLTLSEETY,

SAP ABAP

SDK for SAP ABAP

(@ Note

GitHub ICI&, T DDV Y —RAEHWEXT, Afl—EZKRERL. AWS J— RAIJR
JhUTOREERTOREZHRBLTLEET L,

TRY.
" it_repository_names = VALUE #( ( NEW /awsl/
cl_ecrrepositorynamels@@( iv_value = 'my-repository' ) ) )
oo_result = lo_ecr->describerepositories(
it_repositorynames = it_repository_names ).
DATA(lt_repositories) = oo_result->get_repositories( ).
MESSAGE |Found { lines( lt_repositories ) } repositories.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
ENDTRY.

o APl OFEMIC DWW TIE. AWS SDK for SAP ABAPAPI U7 7L AD
MDescribeRepositoriesy 2B L T &V,
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
T®O Amazon ECR R, CcOREY OICIE., FERABHBAECE TS EHRE. LEI0 SDK /N\—
TAVOFMEEENTVET,

AWS SDK F =% CLI GetAuthorizationTokenT Z{EH T3
ROY 7 )L d— RiE. GetAuthorizationToken ZFEA T2 A EZHALTVWET,

Toa ik, RYREZT7OTZLYPSOO—ROERTHY), AVTFANATETITIHE
AHYVET, XROIA—RHIT, COFTOIVOATHFANEHERTEET,

. BRERES

CLI

AWS CLI
T7FZLNLPARNVRADORARN—U 2 ZHET2EHE

ROANY > R get-authorization-token MHITE, F7AILKNLZANUAORT ~—
VBB LET,

aws ecr get-authorization-token

e

"authorizationData": [
{
"authorizationToken": "QVdTOkN...",
"expiresAt": 1448875853.241,
"proxyEndpoint": "https://123456789012.dkr.ecr.us-
west-2.amazonaws.com"
}
]

« APl OFEMAIC DWW TIEX., TAWSCLIOXR > RUTZ7L>AL ® "GetAuthorizationToken J
ESBLTLSEZTV,
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Java

SDK for Java 2.x

® Note

GitHub ICl&, ZTDMOUY —REHY ET, AHI—EZREL. AWS I—RHIDR
DSKNUTOREERITOREEEIELTLSEZL,

/**

* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).

* This method makes an asynchronous call to the ECR client to retrieve the
authorization token.

* If the operation is successful, the method prints the token to the
console.

* If an exception occurs, the method handles the exception and prints the

€Iror message.
*

* @throws EcrException if there is an error retrieving the authorization
token from ECR.
* @throws RuntimeException if there is an unexpected error during the
operation.
*/
public void getAuthToken() {
CompletableFuture<GetAuthorizationTokenResponse> response =
getAsyncClient().getAuthorizationToken();
response.whenComplete((authorizationTokenResponse, ex) -> {
if (authorizationTokenResponse != null) {
AuthorizationData authorizationData =
authorizationTokenResponse.authorizationData().get(0);
String token = authorizationData.authorizationToken();
if (!token.isEmpty()) {
System.out.println("The token was successfully retrieved.");
}
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
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throw new RuntimeException(errorMessage, ex); // Rethrow the
exception

1)

response.join();

o« APl MM DWW Tk, TAWS SDKforJava2xAPI U7 7LAL @D
FGetAuthorizationTokeny ZZBL T EE L,

Kotlin

SDK for Kotlin

(@ Note

GitHub ICI&, T DDV Y —RAEHW XY, Afl—EZKRERL. AWS J— RAIVUR
JhUTOREERTOREZHRBLTLEET L,

/**
* Retrieves the authorization token for Amazon Elastic Container Registry
(ECR).
*
*/
suspend fun getAuthToken() {
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
// Retrieve the authorization token for ECR.
val response = ecrClient.getAuthorizationToken()
val authorizationData = response.authorizationData?.get(Q)
val token = authorizationData?.authorizationToken
if (token != null) {
println("The token was successfully retrieved.")
}
}
}
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e APl MEEMIZC DWW T, TAWS SDKforKotin API U 7 7L A, @
FGetAuthorizationTokeny ZZBL TS E&E L,

Python

SDK for Python (Boto3)

® Note

GitHub ICl&, TDHOUY —REHY ET, AHI—EZBREL. AWS I—RHIDR

JhUTOREERTOLEZHERALTSEET L,

class ECRWrapper:

def __init___(self, ecr_client: client):

self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon

ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def get_authorization_token(self) -> str:

Gets an authorization token for an ECR repository.

:return: The authorization token.

try:

response = self.ecr_client.get_authorization_token()
return response["authorizationData"][@]["authorizationToken"]

except ClientError as err:
logger.errox(

"Couldn't get authorization token. Here's why %s",
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err.response["Error"]["Message"],

)

raise

« APl OEFMIC DWW TIX, AWS SDK for Python (Boto3) API U 7 7 L A®D
FGetAuthorizationTokeny 2B L T E&E L\,

SAP ABAP

SDK for SAP ABAP

(@ Note

GitHub IC &, TOMD VY —REHYET, AH—E=ZHREL., AWS JI— RHIUR

SRUTOREERTOFEEBAL T EZ L,

TRY.

oo_result = lo_ecr->getauthorizationtoken( ).
DATA(1lt_auth_data) = oo_result->get_authorizationdata( ).
IF lines( lt_auth_data ) > 0.
READ TABLE 1t_auth_data INDEX 1 INTO DATA(lo_auth_data).
DATA(lv_token) = lo_auth_data->get_authorizationtoken( ).

MESSAGE 'Authorization token retrieved.' TYPE 'I'.
ENDIF.

CATCH /awsl/cx_ecrserverexception.

MESSAGE 'Server exception occurred.' TYPE 'I'.
ENDTRY.

« APl MEFMMIZ DWW T, AWS SDK for SAP ABAPAPI U7 7L >
A M GetAuthorizationToken, Z#ZBL T &L,

AWS SDK BAREHA RED—RHADTEEZ VAR DOVTIR,

F, #8BL T EEVWAWS SDK

T®O Amazon ECR DA, CORNEY JIZI&, FABBRAEEICETDEHRE. BT SDK /N—

JAaVOFEEEENTVET,

Foav

APl N—2 32 2015-09-21 402


https://docs.aws.amazon.com/goto/boto3/ecr-2015-09-21/GetAuthorizationToken
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/ecr#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/sap-abap/services/ecr#code-examples
https://docs.aws.amazon.com/sdk-for-sap-abap/v1/api/latest/index.html

Amazon ECR d—H¥—HAR

AWS SDK F /(& CLI GetRepositoryPolicyT Z M9 %

RDOY 7 )L 1—RiEk, GetRepositoryPolicy A T2 HEZHHALTVET,

Toa ik, RYREZT7OTZLLPSOO—ROERTHY), AVTFANATETITIHE
AHYET, XROIA—RHIT, COFTIIVOATHFANEHERTEET,

. BRERES

CLI

AWS CLI
DRI RNVDOURD NIRUS—ZHET2HEE

XD get-repository-policy Ol TlE, cluster-autoscaler JARZKUDUKRD K
DR —DFHERTLUET,

aws ecr get-repository-policy \
--repository-name cluster-autoscaler

H

"registryId": "012345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}

« API OFFMICDW TR, TAWSCLI AN RUTZ7 7L A1 @O TGetRepositoryPolicy 1 %
SRLTLSEEL,

To>arv APl /N—2 32 2015-09-21 403
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Java

SDK for Java 2.x

® Note

GitHub ICl&, ZTDMOUY —REHY ET, AHI—EZREL. AWS I—RHIDR
DSKNUTOREERITOREEEIELTLSEZL,

* Gets the repository policy for the specified repository.

* @param repoName the name of the repository.
* @throws EcrException if an AWS error occurs while getting the repository
policy.
*/
public String getRepoPolicy(String repoName) {
if (repoName == null || repoName.isEmpty()) {
throw new IllegalArgumentException("Repository name cannot be null or
empty");
}

GetRepositoryPolicyRequest getRepositoryPolicyRequest =
GetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.build();

CompletableFuture<GetRepositoryPolicyResponse> response =
getAsyncClient().getRepositoryPolicy(getRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy retrieved successfully.");
} else {
if (ex.getCause() instanceof EcrException) {
throw (EcrException) ex.getCause();
} else {
String errorMessage = "Unexpected error occurred: " +
ex.getMessage();
throw new RuntimeException(errorMessage, ex);
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1)

GetRepositoryPolicyResponse result = response.join();
return result != null ? result.policyText() : null;

« APl OFFMIC DWW T, TAWS SDKforJava2xAPIJU77L>AL @
FGetRepositoryPolicy 1 ZZRBL TS EE L\,

Kotlin

SDK for Kotlin

(@ Note

GitHub IC &, TRMD VY —REHYET, AHl—E=ZBREL., AWS JI— RHIUR
TSKNUTOREERITOREEEIELTLIEZL,

/**
* Gets the repository policy for the specified repository.

*

* @param repoName the name of the repository.
*/
suspend fun getRepoPolicy(repoName: String?): String? {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }

// Create the request
val getRepositoryPolicyRequest =
GetRepositoryPolicyRequest {
repositoryName = repoName
}
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.getRepositoryPolicy(getRepositoryPolicyRequest)
val responseText = response.policyText
return responseText
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« APl OFEMIC DWW T, TAWS SDKforKotin API ) 7 7L A, @
FGetRepositoryPolicy 1 ZZRBL TS EE L\,

Python

SDK for Python (Boto3)

(@ Note

GitHub IC &, TRMD VY —REHYET, AH—E=ZBREL., AWS JI— RHIUR
SKNUTOREERITOREEEIELTLSEZL,

class ECRWrapper:
def __init_ (self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def get_repository_policy(self, repository_name: str) -> str:

Gets the policy for an ECR repository.

:param repository_name: The name of the repository to get the policy for.
:return: The policy text.

try:
response = self.ecr_client.get_repository_policy(
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repositoryName=repository_name

)

return response["policyText"]

except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":

logger.error("Repository does not exist. %s.
raise

, repository_name)

else:
logger.errox(
"Couldn't get repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

« APl OE4HIC DL Tik. AWS SDK for Python (Boto3) APl U7 7 LY A®
FGetRepositoryPolicy 1 ZZRBL TS EE L\,

SAP ABAP

SDK for SAP ABAP

(@ Note

GitHub IC &, TOMD VY —REHYET, AHl—E=ZHREL., AWS JI— RHIUR
TSKNUTOREERITOREEEIELTLIEZL,

TRY.
" iv_repository_name = 'my-repository'
oo_result = lo_ecr->getrepositorypolicy(
iv_repositoryname = iv_repository_name ).
DATA(lv_policy_text) = oo_result->get_policytext( ).
MESSAGE 'Repository policy retrieved.' TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.

CATCH /awsl/cx_ecrrepositoryplynot@0.
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MESSAGE 'Repository policy not found.' TYPE 'I'.
ENDTRY.

« APl OFEMIC DWW TIX. AWS SDK for SAP ABAPAPI U7 7L >
ADGetRepositoryPolicys 2B L T &,

AWS SDK REHA RED—RHIOTLBVANIOVTE., T, 28R L TS EEVAWS SDK

TO Amazon ECR DA, CcORNEY I, FABKBRAEEICETDEHRE. BT SDK /N—
TAVOEHMBEEENTVET,

AWS SDK F7=1& CLI ListImagesT Z{#EH 3%
ROY 7). 1—RIE, ListImages ZFERAIT B HEERBALTVWET,
CLI
AWS CLI
DRZRIADAX—TZ2—ERTTDICE

XD list-images Mk, cluster-autoscaler URZKRURDAX—T DI ARNER
~LERT,

aws ecr list-images \
--repository-name cluster-autoscaler

e

"imageIds": [
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.8"
},
{
"imageDigest":
"sha256:99c6fb4377e9a420aleb3b410a951c9f464eff3b7dbc76c65e434e39b94b6570",
"imageTag": "v1.13.7"
I
{
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"imageDigest":
"sha256:4a1c6567c38904384ebcb4e35b7eeddd8451110c299e3368d2210066487d97e5",
"imageTag": "v1.13.6"

« API OFFHIIC DV T, AWSCLION> RUTZ7L>VAD MListimagesy #Z8L T2
=L
Rust

SDK for Rust

(@ Note

GitHub IC &, TRMD VY —REHYET, AHl—E=ZBREL., AWS JI— RHIUR
TSKNUTOREERITOREEEIELTLIEZL,

async fn show_images(
client: &aws_sdk_ecr::Client,
repository: &str,
) -> Result<(), aws_sdk_ecr::Error> {
let rsp = client
.list_images()
.repository_name(repository)
.send()
.await?;

let images = rsp.image_ids();
println!("found {} images", images.len());

for image in images {
println!(
"image: {}:{1}",
image.image_tag().unwrap(),
image.image_digest().unwrap()

);
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ok(())
}
« AP| OFMICDOWTIF. AWS SDK for Rust API 7 7 L2 A® MListimagesy 8L T
<EEV,

AWS SDK AREHA RED—RHIOTLBVANIOVTRE., T, 2838BL TS EEVAWS SDK

T®O Amazon ECR DA, CORNEY JIZI&, FABBRAEICETDEHRE. BT SDK /N—
TAVOFMEEENTVET,

AWS SDK PushImageCmdT %ZFH 9%

RO 7). 1— Rk, PushImageCmd ZFEHA T2 HEEHBALTVET,

Java
SDK for Java 2.x
(® Note
GitHub (Zl&, ZDMOVY—RAEHYET, ABl—EBEZHKREL, AWS O—RFIUR
ShUTOREERTOREEZEIEL TLEE L,
/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
public void pushDockerImage(String repoName, String imageName) {
System.out.println("Pushing " + imageName + " to Amazon ECR will take a
few seconds.");
CompletableFuture<AuthConfig> authResponseFuture =
getAsyncClient().getAuthorizationToken()
.thenApply(response -> {
String token =
response.authorizationData().get(Q@).authorizationToken();
Toray
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String decodedToken = new
String(Baseb4.getDecoder().decode(token));
String password = decodedToken.substring(4);

DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();

Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);

assert repoData != null;

String registryURL = repoData.repositoryUri().split("/")[Q];

AuthConfig authConfig = new AuthConfig()
.withUsername("AWS")
.withPassword(password)
.withRegistryAddress(registryURL);
return authConfig;
)
.thenCompose(authConfig -> {
DescribeRepositoriesResponse descrRepoResponse =
getAsyncClient().describeRepositories(b -> b.repositoryNames(repoName)).join();
Repository repoData =
descrRepoResponse.repositories().stream().filter(r ->
r.repositoryName().equals(repoName)).findFirst().orElse(null);
getDockerClient().tagImageCmd(imageName + ":latest",
repoData.repositoryUri() + ":latest", imageName).exec();
try {

getDockerClient().pushImageCmd(repoData.repositoryUri()).withTag("echo-
text").withAuthConfig(authConfig).start().awaitCompletion();

System.out.println("The " + imageName + " was pushed to
ECR");

} catch (InterruptedException e) {
throw (RuntimeException) e.getCause();

}
return CompletableFuture.completedFuture(authConfig);

1)

authResponseFuture.join();
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« APl OFFAICOWTIX., TAWS SDKforJava2xAPI 7 7L>2A, @
MPushimageCmdy 2B L T &V,

Kotlin

SDK for Kotlin

® Note

GitHub ICl&, TDHOUY —REHY ET, AHI—EZBREL. AWS I—RHIDR
TSKNUTOREERITOREEEIELTLIEZL,

/**
* Pushes a Docker image to an Amazon Elastic Container Registry (ECR)
repository.
*
* @param repoName the name of the ECR repository to push the image to.
* @param imageName the name of the Docker image.
*/
suspend fun pushDockerImage(
repoName: String,
imageName: String,

) {
println("Pushing $imageName to $repoName will take a few seconds")
val authConfig = getAuthConfig(repoName)
EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val desRequest =
DescribeRepositoriesRequest {
repositoryNames = listOf(repoName)
}
val describeRepoResponse = ecrClient.describeRepositories(desRequest)
val repoData =
describeRepoResponse.repositories?.firstOrNull
{ it.repositoryName == repoName }

?: throw RuntimeException("Repository not found: $repoName")
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val tagImageCmd = getDockerClient()?.tagImageCmd("$imageName",
"${repoData.repositoryUri}", imageName)
if (tagImageCmd != null) {
tagImageCmd.exec()
}
val pushImageCmd =
repoData.repositoryUri?.let {
dockerClient?.pushImageCmd(it)
// ?.withTag("latest")
?.withAuthConfig(authConfig)
}

try {
if (pushImageCmd != null) {
pushImageCmd.start().awaitCompletion()
}

println("The $imageName was pushed to Amazon ECR")
} catch (e: IOException) {
throw RuntimeException(e)

}

« APl OFFMICDOWTIX, TAWS SDK for Kotlin API J 7 7 L > A4 ® "PushimageCmd
BSRLTLSEEZL,

AWS SDK AR EHA REOD—RHFAOELBVANIDOVWTIE., T, Z283BL TLEFE VWAWS SDK
T® Amazon ECR Offf., cOREY ZICIE., FRBAKBFECETS1EHE. LLaim SDK /N—
TAVOFMEEENTVET,

AWS SDK & /zld CLI PutLifeCyclePolicyT Z RT3

ROY 7). 1—RiE, PutLifeCyclePolicy A T2 HEZHALTVET,
CLI

AWS CLI

ZATHATNRIS —2EKTBICE
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XD put-lifecycle-policy fITlE, PHOKROF7AIRNLZARNIICIEEES Y
RENUDTATHA LK) —ZERLET,

aws ecr put-lifecycle-policy \
--repository-name '"project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json DAA:

{
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",
"countType": "sinceImagePushed",
"countUnit": "days",
"countNumber": 14
1,
"action": {
"type": "expire"
}
}
]
}
ik
{
"registryId": '"<aws_account_id>",
"repositoryName": "project-a/amazon-ecs-sample",

"lifecyclePolicyText": "{\"rules\":[{\"rulePriority\":1,\"description\":
\"Expire images older than 14 days\",\"selection\":{\"tagStatus\":\"untagged\",
\"countType\":\"sinceImagePushed\",\"countUnit\":\"days\",\"countNumber\":14},
\"action\":{\"type\":\"expire\"}}]1}"

}

HMICOVWTIEE., "TAmazonECR A—Y—HA R, O "SAT7HA40)IKR)>—, B#SEL
TLEEL,
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« APl OFFMICDOW T, AWSCLION> RUZ 7L A®D "PutLifeCyclePolicy s 228 L
TL<EEW,

Python

SDK for Python (Boto3)

® Note

GitHub ICl&, TDHOUY —REHY ET, AHI—EZBREL. AWS I—RHIDR
TSKNUTOREERITOREEEIELTLIEZL,

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")

return cls(ecr_client)

def put_lifecycle_policy(self, repository_name: str, lifecycle_policy_text:
str):

Puts a lifecycle policy for an ECR repository.

:param repository_name: The name of the repository to put the lifecycle
policy for.
:param lifecycle_policy_text: The lifecycle policy text to put.
try:
self.ecr_client.put_lifecycle_policy(
repositoryName=repository_name,
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lifecyclePolicyText=1lifecycle_policy_text,
)
print(f"Put lifecycle policy for repository {repository_name}.")
except ClientError as err:
logger.error(
"Couldn't put lifecycle policy for repository %s. Here's why %s",
repository_name,
err.response["Error"]["Message"],
)

raise

BHHBRAR) > —ZRET D6,

def put_expiration_policy(self):

Puts an expiration policy on the ECR repository.
policy_json = {
"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "any",

"countType": "sincelImagePushed",
"countUnit": "days",
"countNumber": 14,

.

"action": {"type": "expire"},

self.ecr_wrapper.put_lifecycle_policy(
self.repository_name, json.dumps(policy_json)

« APl OFF#IC DWW TIX, AWS SDK for Python (Boto3) API U 7 7L > A®D
MPutLifeCyclePolicy; ZZ8RL T<E&E Y,
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SAP ABAP

SDK for SAP ABAP

@ Note

GitHub ICIE, TDMDOVY —RAEHW XY, Afl—EZKRRL. AWS J— RAIVUR
Ph)TOREERITOREZHIEL T LEE,

TRY.
" iv_repository_name = 'my-repository'
" iv_lifecycle_policy_text = '{"rules":
[{"rulePriority":1,"description":"Expire images older than 14 days",...}]1}'

lo_ecr->putlifecyclepolicy(
iv_repositoryname = iv_repository_name
iv_lifecyclepolicytext = iv_lifecycle_policy_text ).
MESSAGE |Lifecycle policy set for repository { iv_repository_name }. |
TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
CATCH /awsl/cx_ecrvalidationex.
MESSAGE 'Invalid lifecycle policy format.' TYPE 'I'.
ENDTRY.

« APl OFFMICDWVWTIE, AWS SDK for SAP ABAP API ) 7 7 L > AMPutLifeCyclePolicy 1
ZZRLUTSEZL,

AWS SDK AR EHA REOD—RFAORELBVANIDOVWTIE., T, Z283BL TLEFE VWAWS SDK

T®O Amazon ECR DA, COREY I, FEABBRSEICETDEHRE. LLEIO SDK /N—
TAVOFMEEENTVET,

AWS SDK F /(& CLI SetRepositoryPolicyT Z M9 %
ROY 7). 1— Rk, SetRepositoryPolicy ZFAT2HEEHBALTVET,

To2avhlk, KYRERTOTZLNSOOA—ROEXRTHY), IVTHFANATRITITILE
AHYVET, RODA—RHIT, COTI>3VOIVTHFANEERETERT,

. BAEES
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CLI
AWS CLI
DRSRNUDURD NIRIVD —ZRETDHE

RD set-repository-policy OHIT, 77AINICEEND VRS KNIURD D —%
cluster-autoscaler USRS KNVIZTRYFLET,

aws ecr set-repository-policy \
--repository-name cluster-autoscaler \
--policy-text file://my-policy.json

my-policy.json ODHA:

{
"Version":"2012-10-17",
"Statement" : [
{

"Sid" : "allow public pull",

"Effect" : "Allow",

"Principal" : "*",

"Action" : [
"ecr:BatchCheckLayerAvailability",
"ecr:BatchGetImage",
"ecr:GetDownloadUrlForLayer"

]

}
]
}
7
{

"registryId": "©12345678910",
"repositoryName": "cluster-autoscaler",
"policyText": "{\n \"Version\" : \"2008-10-17\",\n \"Statement\" :
[ {\n \"Sid\" : \"allow public pull\",\n \"Effect\" : \"Allow\",\n
\"Principal\" : \"*\",\n \"Action\" : [ \"ecr:BatchCheckLayerAvailability\",
\"ecr:BatchGetImage\", \"ecr:GetDownloadUrlForLayer\" J\n } J\n}"
}
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« API QOFFMIC DOV TR, TAWSCLION> RUZ7L>A1 ® "SetRepositoryPolicy; &
ZRLTLSEEY,

Java

SDK for Java 2.x

® Note

GitHub ICl&, TDHOUY —REHY ET, AHI—EZBREL. AWS I—RHIDR
TSKNUTOREERITOREEEIELTLIEZL,

/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
* @throws RepositoryPolicyNotFoundException if the repository policy does

not exist.
* @throws EcrException if there is an unexpected error
setting the repository policy.
*/
public void setRepoPolicy(String repoName, String iamRole) {
/*

This example policy document grants the specified AWS principal the
permission to perform the
‘ecr:BatchGetImage™ action. This policy is designed to allow the
specified principal
to retrieve Docker images from the ECR repository.
*/
String policyDocumentTemplate = """
{
"Version":"2012-10-17",
"Statement" : [ {

"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {

IIAWSII : Ilo/osll
.
"Action" : "ecr:BatchGetImage"
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3]
}

min o,
’

String policyDocument = String.format(policyDocumentTemplate, iamRole);
SetRepositoryPolicyRequest setRepositoryPolicyRequest =
SetRepositoryPolicyRequest.builder()
.repositoryName(repoName)
.policyText(policyDocument)
.build();

CompletableFuture<SetRepositoryPolicyResponse> response =
getAsyncClient().setRepositoryPolicy(setRepositoryPolicyRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
System.out.println("Repository policy set successfully.");
} else {
Throwable cause = ex.getCause();
if (cause instanceof RepositoryPolicyNotFoundException) {
throw (RepositoryPolicyNotFoundException) cause;
} else if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
String errorMessage = "Unexpected error: " +
cause.getMessage();

throw new RuntimeException(errorMessage, cause);

1)

response.join();

« APl OFEMIC DWW T, TAWS SDKforJava2xAPI U7 7L AL @
'SetRepositoryPolicy s ZZBL TS E&E L,
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Kotlin

SDK for Kotlin

® Note

GitHub ICl&, ZTDMOUY —REHY ET, AHI—EZREL. AWS I—RHIDR
DSKNUTOREERITOREEEIELTLSEZL,

/**
* Sets the repository policy for the specified ECR repository.
*
* @param repoName the name of the ECR repository.
* @param iamRole the IAM role to be granted access to the repository.
*/
suspend fun setRepoPolicy(
repoName: String?,
iamRole: String?,
) {

val policyDocumentTemplate =

{
"Version":"2012-10-17",
"Statement" : [ {

"Sid" : "new statement",
"Effect" : "Allow",
"Principal" : {
"AWS" : "$iamRole"
.
"Action" : "ecr:BatchGetImage"
11
}
"t otrimIndent()

val setRepositoryPolicyRequest =

SetRepositoryPolicyRequest {

repositoryName = repoName
policyText = policyDocumentTemplate

~
N\
w
X

APl /N—2 32 2015-09-21 421


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ecr#code-examples
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ecr#code-examples

Amazon ECR d—H¥—HAR

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val response =
ecrClient.setRepositoryPolicy(setRepositoryPolicyRequest)
if (response != null) {
println("Repository policy set successfully.")

« APl OFEMAIC DWW TIX., TAWS SDK for Kotlin API U7 7L 2 A1 @
"'SetRepositoryPolicys ZZ8BL T E&E L,

Python

SDK for Python (Boto3)

(® Note

GitHub ICI&, T DOV Y —RAEHW XY, Afl—EZKRERL. AWS J— RAIVUR
JhUTOREERTOREZHBLTEET W,

class ECRWrapper:
def __init___(self, ecr_client: client):
self.ecr_client = ecr_client

@classmethod
def from_client(cls) -> "ECRWrapper":

Creates a ECRWrapper instance with a default Amazon ECR client.

:return: An instance of ECRWrapper initialized with the default Amazon
ECR client.

ecr_client = boto3.client("ecr")
return cls(ecr_client)

def set_repository_policy(self, repository_name: str, policy_text: str):
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Sets the policy for an ECR repository.

:param repository_name: The name of the repository to set the policy for.
:param policy_text: The policy text to set.
try:
self.ecr_client.set_repository_policy(
repositoryName=repository_name, policyText=policy_text
)
print(f"Set repository policy for repository {repository_name}.")
except ClientError as err:
if err.response["Error"]["Code"] ==
"RepositoryPolicyNotFoundException":
logger.error("Repository does not exist. %s.

, repository_name)
raise
else:
logger.error(
"Couldn't set repository policy for repository %s. Here's why

repository_name,
err.response["Error"]["Message"],

)

raise

IAMO—=)LICET>YO—-RT7 I AEZNET 6,

def grant_role_download_access(self, role_arn: str):
Grants the specified role access to download images from the ECR
repository.

:param role_arn: The ARN of the role to grant access to.
policy_json = {
"Version":"2012-10-17",
"Statement": [
{
"Sid": "AllowDownload",
"Effect": "Allow",
"Principal": {"AWS": role_arn},
"Action": ["ecr:BatchGetImage"],
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1,
}

self.ecr_wrapper.set_repository_policy(
self.repository_name, json.dumps(policy_json)

)

« APl OEFMIC DWW TIX, AWS SDK for Python (Boto3) API U 7 7 L A®D
F'SetRepositoryPolicys 228 L T &L\,

SAP ABAP

SDK for SAP ABAP

(@ Note

GitHub IC &, TOMD VY —REHYET, AHl—E=ZHREL., AWS JI— RHIUR
TSKNUTOREERITOFEEEIELTLSEZL,

TRY.

iv_repository_name = 'my-repository'
" iv_policy_text = '{"Version":"2012-10-17", "Statement":[...]}'
lo_ecr->setrepositorypolicy(
iv_repositoryname = iv_repository_name
iv_policytext = iv_policy_text ).
MESSAGE |Policy set for repository { iv_repository_name }.| TYPE 'I'.
CATCH /awsl/cx_ecrrepositorynotfndex.
MESSAGE 'Repository not found.' TYPE 'I'.
ENDTRY.

« APl OFFMAIC DWW TIX, AWS SDK for SAP ABAPAPI U7 7L AD
"'SetRepositoryPolicys ZZ8BL T E&E L\,
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AWS SDK BREHA REOD—RFAOELBVANIDOVWTIE., T, Z283BLTLEFE VWAWS SDK
T®O Amazon ECR R, CcOREY OICIE., FERABHBAECE TS EHRE. LEI0 SDK /N\—
TAVOFMEEENTVET,

AWS SDK & /zld CLI StartLifecyclePolicyPreviewT Z M3 %
RO 7 ) 1—RiE, StartLifecyclePolicyPreview 2R T2 HEZHRBELTLVET,

To2avhlk, KYRERTOTZLNSOO—ROBE#RTHY), IVTFANATRITIILE
AHYERT, ROD—RHIT, COTI>3IVOITHFANEHEETEXRT,

. BAERE

CLI
AWS CLI
FATHAONRIZ—OTLEI-ZERTDEE

X @M start-lifecycle-policy-preview OfITE, IEESNEZURD NJICHLT
JSON 77 AN TERENLETFATHA VIRV —OTLEI—ZERLET,

aws ecr start-lifecycle-policy-preview \
--repository-name 'project-a/amazon-ecs-sample" \
--lifecycle-policy-text "file://policy.json"

policy.json DAE:

"rules": [
{
"rulePriority": 1,
"description": "Expire images older than 14 days",
"selection": {
"tagStatus": "untagged",

"countType": "sincelmagePushed",
"countUnit": "days",
"countNumber": 14

},

"action": {

"type": "expire"
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}
}
]
}
i A
{
"registryId": "012345678910",
"repositoryName": "project-a/amazon-ecs-sample",
"lifecyclePolicyText": "{\n \"rules\": [\n {\n
\"rulePriority\": 1,\n \"description\": \"Expire images older than 14
days\",\n \"selection\": {\n \"tagStatus\": \"untagged
\",\n \"countType\": \"sinceImagePushed\",\n
\"countUnit\": \"days\",\n \"countNumber\": 14\n },\n
\"action\": {\n \"type\": \"expire\"\n N\n
1\n I\n}\n",
"status": "IN_PROGRESS"
}

« APl OFFRICOWVWTIE, TAWSCLIOX>RUZZLVAL D
MStartLifecyclePolicyPreview; B L T &L,

Java

SDK for Java 2.x

® Note

GitHub IZI&, ZDMOVY—REHVET, Afl—EZKRERL. AWS J— RFIJR
Jh)TOREERITOREZHIEL T LEE,

/**

* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.

*

* @param repositoryName The name of the Amazon ECR repository.

* @param imageTag The tag of the image to verify.

* @throws EcrException if there is an error retrieving the image
information from Amazon ECR.
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* @throws CompletionException if the asynchronous operation completes
exceptionally.
*/
public void verifyImage(String repositoryName, String imageTag) {
DescribeImagesRequest request = DescribeImagesRequest.builder()

.repositoryName(repositoryName)
.imageIds(ImageIdentifier.buildexr().imageTag(imageTag).build())
.build();

CompletableFuture<DescribeImagesResponse> response =
getAsyncClient().describeImages(request);
response.whenComplete((describeImagesResponse, ex) -> {
if (ex !'= null) {
if (ex instanceof CompletionException) {
Throwable cause = ex.getCause();
if (cause instanceof EcrException) {
throw (EcrException) cause;
} else {
throw new RuntimeException("Unexpected error: " +
cause.getMessage(), cause);
}
} else {
throw new RuntimeException("Unexpected error: " +
ex.getCause());
}
} else if (describeImagesResponse != null && !
describeImagesResponse.imageDetails().isEmpty()) {
System.out.println("Image is present in the repository.");
} else {
System.out.println("Image is not present in the repository.");

1)

// Wait for the CompletableFuture to complete.
response.join();

« APl OFFMRICDOWTIX, TAWS SDKforJava2xAPI U7 7L>2A1 @
MStartLifecyclePolicyPreview s B L T &V,
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Kotlin

SDK for Kotlin

® Note

GitHub ICl&, ZTDMOUY —REHY ET, AHI—EZREL. AWS I—RHIDR
DSKNUTOREERITOREEEIELTLSEZL,

/**
* Verifies the existence of an image in an Amazon Elastic Container Registry
(Amazon ECR) repository asynchronously.
*
* @param repositoryName The name of the Amazon ECR repository.
* @param imageTag The tag of the image to verify.
*/
suspend fun verifyImage(
repoName: String?,
imageTagVal: String?,
) {
require(!(repoName == null || repoName.isEmpty())) { "Repository name
cannot be null or empty" }
require(!(imageTagVal == null || imageTagVal.isEmpty())) { "Image tag
cannot be null or empty" }

val imageld =
Imageldentifier {
imageTag = imageTagVal
}
val request =
DescribeImagesRequest {
repositoryName = repoName
imagelds = 1listOf(imageld)

}

EcrClient.fromEnvironment { region = "us-east-1" }.use { ecrClient ->
val describeImagesResponse = ecrClient.describeImages(request)
if (describeImagesResponse != null && !

describeImagesResponse.imageDetails?.isEmpty()!!) {
println("Image is present in the repository.")
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} else {
println("Image is not present in the repository.")

}

« APl OFEMIC OV T, TAWS SDKforKotin API U 7 7L A, @
MStartLifecyclePolicyPreview; ZZ8BL T &L\,

AWS SDK AR EHA RED—RHIOTEBDANCOVWTRE., T, 288U T<EEVAWS SDK
T®» Amazon ECR Offf, COREY ZICIE., FRABKBAZEICET21EHE. LLaim SDK /N—
TAVOEHMEEENTVET,

AWS SDKs> 7 1) &

RO I—RAlE, AWS SDKs ZFH L T Amazon ECR T—HIBF U A RRETEI HEERL
TVWET, chsOIFUATIE, Amazon ECR ATEROBEHEFUOETH, tOBEBEEAXE
DETRERENDRARAIVZRITIDALEZRLET AWS O —ER, E2FVFICE, F2BY—A
d—RAQUVINEENTHY, TIHASIA—ROBREFZLERTHECEIZDFIEZHERETESE
¥,

SFIFAG, Y—EARATOI232Z 0 THFANTERETDIDOICRIUDFHBLARILOZERERNREL
TVET,

4l
« Amazon ECR D& A1

Amazon ECR O {E AR

ROOD—REIE, ATOBRESZZRLTVET,
« Docker 4 X—= M4ERK

« Amazon ECR VR N O4ERK

o )Y —ZADHIR
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Bash

AWS CLIBash A2 U7 N2 RT3

® Note

GitHub (2. ZOHOUY—REHET, FAOYN—F1—RUTLOHYYT
LLAEI NUTABI-BEREL. BEEEFOSEERBLTIEEL,

#!/bin/bash

# Amazon ECR Getting Started Script
# This script demonstrates the lifecycle of a Docker image in Amazon ECR

# Set up logging
LOG_FILE="ecr-tutorial.log"
exec > >(tee -a "$LOG_FILE") 2>&1

echo '"==================================================="
echo "Amazon ECR Getting Started Tutorial"

echo '"==================================================="
echo "This script will:"

echo "1. Create a Docker image"

echo "2. Create an Amazon ECR repository"

echo "3. Authenticate to Amazon ECR"

echo "4. Push the image to Amazon ECR"

echo "5. Pull the image from Amazon ECR"

echo "6. Clean up resources (optional)"

echo '"==================================================="

# Check prerequisites
echo "Checking prerequisites..."

# Check if AWS CLI is installed
if ! command -v aws &> /dev/null; then
echo "ERROR: AWS CLI is not installed. Please install it before running this
script.”
echo "Visit https://docs.aws.amazon.com/cli/latest/userguide/install-
cliv2.html for installation instructions."
exit 1
fi
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# Check if AWS CLI is configured
if ! aws sts get-caller-identity &> /dev/null; then
echo "ERROR: AWS CLI is not configured properly. Please run 'aws configure'
to set up your credentials."
exit 1
fi

# Check if Docker is installed
if ! command -v docker &> /dev/null; then
echo "ERROR: Docker is not installed. Please install Docker before running
this script."”
echo "Visit https://docs.docker.com/get-docker/ for installation
instructions."”
exit 1
fi

# Check if Docker daemon is running
if ! docker info &> /dev/null; then
echo "ERROR: Docker daemon is not running. Please start Docker and try
again."
exit 1
fi

echo "All prerequisites met."

# Initialize variables
REPO_URI=""
TIMEOUT_CMD="timeout 300" # 5-minute timeout for long-running commands

# Function to handle errors
handle_error() {
echo "ERROR: $1"
echo "Check the log file for details: $LOG_FILE"

echo ":::::::::::::::::::::::::::::::::::::::::::::::::::"
echo "Resources created:"
echo "- Docker image: hello-world (local)"

if [ -n "$REPO_URI" ]; then
echo "- ECR Repository: hello-repository"
echo "- ECR Image: $REPO_URI:latest"
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echo "Attempting to clean up resources..."
cleanup
exit 1

# Function to clean up resources

cleanup() {
echo ":::::::::::::::::::::::::::::::::::::::::::::::::::
echo "Cleaning up resources..."

# Delete the image from ECR if it exists
if [ -n "$REPO_URI" ]; then
echo "Deleting image from ECR repository..."
aws ecr batch-delete-image --repository-name hello-repository --image-ids

imageTag=latest || echo "Failed to delete image, it may not exist or may have
already been deleted."
fi

# Delete the ECR repository if it exists
if [ -n "$REPO_URI" ]; then
echo "Deleting ECR repository..."
aws ecr delete-repository --repository-name hello-repository --force ||
echo "Failed to delete repository, it may not exist or may have already been
deleted."
fi

# Remove local Docker image

echo "Removing local Docker image..."

docker rmi hello-world:latest 2>/dev/null || echo "Failed to remove local
image, it may not exist or may have already been deleted."

if [ -n "$REPO_URI" ]; then

docker rmi "$REPO_URI:latest" 2>/dev/null || echo "Failed to remove

tagged image, it may not exist or may have already been deleted."

fi

echo "Cleanup completed."
echo ''===================================================
# Step 1: Create a Docker image

echo "Step 1: Creating a Docker image"

# Create Dockerfile
echo "Creating Dockerfile..."
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cat > Dockerfile << 'EOF'
FROM public.ecr.aws/amazonlinux/amazonlinux:latest

# Install dependencies
RUN yum update -y && \
yum install -y httpd

# Install apache and write hello world message
RUN echo 'Hello World!' > /var/www/html/index.html

# Configure apache

RUN echo 'mkdir -p /var/run/httpd' >> /root/run_apache.sh && \
echo 'mkdir -p /var/lock/httpd' >> /root/run_apache.sh && \
echo '/usr/sbin/httpd -D FOREGROUND' >> /root/run_apache.sh && \
chmod 755 /root/run_apache.sh

EXPOSE 80

CMD /root/run_apache.sh
EOF

# Build Docker image

echo "Building Docker image..."

$TIMEOUT_CMD docker build -t hello-world . || handle_error "Failed to build
Docker image or operation timed out after 5 minutes"

# Verify image was created

echo "Verifying Docker image..."

docker images --filter reference=hello-world || handle_error "Failed to list
Docker images"

echo "Docker image created successfully."

# Step 2: Create an Amazon ECR repository
echo "Step 2: Creating an Amazon ECR repository"

# Get AWS account ID

echo "Getting AWS account ID..."

AWS_ACCOUNT_ID=$(aws sts get-caller-identity --query Account --output text)

if [[ -z "$AWS_ACCOUNT_ID" || "$AWS_ACCOUNT_ID" == *"error"* ]]; then

handle_error "Failed to get AWS account ID. Make sure your AWS credentials

are configured correctly."

fi

echo "AWS Account ID: $AWS_ACCOUNT_ID"
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# Get current region

AWS_REGION=$(aws configure get region)

if [[ -z "$AWS_REGION" ]]; then
AWS_REGION="us-east-1" # Default to us-east-1 if no region is configured
echo "No AWS region configured, defaulting to $AWS_REGION"

else
echo "Using AWS region: $AWS_REGION"

fi

# Create ECR repository
echo "Creating ECR repository..."
REPO_RESULT=%$(aws ecr create-repository --repository-name hello-repository --
tags key=project,value=doc-smith key=tutorial,value=amazon-elastic-container-
registry-gs)
if [[ -z "$REPO_RESULT" || "$REPO_RESULT" == *"error"* ]]; then
handle_error "Failed to create ECR repository"
fi

# Extract repository URI
REPO_URI="$AWS_ACCOUNT_ID.dkr.ecr.$AWS_REGION.amazonaws.com/hello-repository"
echo "Repository URI: $REPO_URI"

# Step 3: Authenticate to Amazon ECR
echo "Step 3: Authenticating to Amazon ECR"

echo "Getting ECR login password..."

aws ecr get-login-password --region "$AWS_REGION" | docker login --username
AWS --password-stdin "$AWS_ACCOUNT_ID.dkr.ecr.$AWS_REGION.amazonaws.com" ||
handle_error "Failed to authenticate to ECR"

echo "Successfully authenticated to ECR."

# Step 4: Push the image to Amazon ECR
echo "Step 4: Pushing the image to Amazon ECR"

# Tag the image

echo "Tagging Docker image..."

docker tag hello-world:latest "$REPO_URI:latest" || handle_error "Failed to tag
Docker image"

# Push the image with timeout
echo "Pushing image to ECR..."
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$TIMEOUT_CMD docker push "$REPO_URI:latest" || handle_error "Failed to push image
to ECR or operation timed out after 5 minutes"

echo "Successfully pushed image to ECR."

# Step 5: Pull the image from Amazon ECR
echo "Step 5: Pulling the image from Amazon ECR"

# Remove local image to ensure we're pulling from ECR

echo "Removing local tagged image..."

docker rmi "$REPO_URI:latest" || echo "Warning: Failed to remove local tagged
image"

# Pull the image with timeout

echo "Pulling image from ECR..."

$TIMEOUT_CMD docker pull "$REPO_URI:latest" || handle_error "Failed to pull image
from ECR or operation timed out after 5 minutes"

echo "Successfully pulled image from ECR."

# List resources created

echo '"==================================================="
echo "Resources created:"

echo "- Docker image: hello-world (local)"

echo "- ECR Repository: hello-repository"

echo "- ECR Image: $REPO_URI:latest"
echo ":::::::::::::::::::::::::::::::::::::::::::::::::::"

# Ask user if they want to clean up resources

echo ""

echo "==========================================="

echo "CLEANUP CONFIRMATION"

echo "==========================================="

echo "Do you want to clean up all created resources? (y/n): "
read -r CLEANUP_CHOICE

if [[ "$CLEANUP_CHOICE" =~ ~[Yyl$ 11; then
# Step 6: Delete the image from ECR
echo "Step 6: Deleting the image from ECR"

DELETE_IMAGE_RESULT=$(aws ecr batch-delete-image --repository-name hello-
repository --image-ids imageTag=latest)

if [[ -z "$DELETE_IMAGE_RESULT" || "$DELETE_IMAGE_RESULT" == *"error"* 1]];
then
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echo "Warning: Failed to delete image from ECR"
else

echo "Successfully deleted image from ECR."
fi

# Step 7: Delete the ECR repository
echo "Step 7: Deleting the ECR repository"

DELETE_REPO_RESULT=$(aws ecr delete-repository --repository-name hello-
repository --force)
if [[ -z "$DELETE_REPO_RESULT" || "$DELETE_REPO_RESULT" == *"error"* ]]; then
echo "Warning: Failed to delete ECR repository"
else
echo "Successfully deleted ECR repository."
fi

# Remove local Docker images

echo "Removing local Docker images..."

docker rmi hello-world:latest 2>/dev/null || echo "Warning: Failed to remove
local image"

echo "All resources have been cleaned up."
else
echo "Resources were not cleaned up. You can manually clean up later with:"
echo "aws ecr batch-delete-image --repository-name hello-repository --image-
ids imageTag=latest"
echo "aws ecr delete-repository --repository-name hello-repository --force"
echo "docker rmi hello-world:latest"
echo "docker rmi $REPO_URI:latest"
fi

echo ":::::::::::::::::::::::::::::::::::::::::::::::::::"
echo "Tutorial completed!"
echo "Log file: $LOG_FILE"
echo "==================================================="

« APl OFFMICOW T, AWSCLION RUTZFZLYADURTOREY VZZRLTLSE
=V,

» BatchDeletelmage

» CreateRepository

» DeleteRepository

Amazon ECR O AR APl N—2 32 2015-09-21 436


https://docs.aws.amazon.com/goto/aws-cli/ecr-2015-09-21/BatchDeleteImage
https://docs.aws.amazon.com/goto/aws-cli/ecr-2015-09-21/CreateRepository
https://docs.aws.amazon.com/goto/aws-cli/ecr-2015-09-21/DeleteRepository

Amazon ECR d—H¥—HAR

+ GetCallerldentity

» GetLoginPassword

AWS SDK BREHA RED—RFAOELBVANIDOVWTIE., T, Z283BL T EFE VWAWS SDK

T®O Amazon ECR O, cORMEY JIZE, FERABKRAEICET2HE®RE. LLeid SDK /N—
TAVOFMEEENTVET,

Amazon ECR O AR APl N—2 32 2015-09-21 437


https://docs.aws.amazon.com/goto/aws-cli/sts-2011-06-15/GetCallerIdentity
https://docs.aws.amazon.com/goto/aws-cli/ecr-2015-09-21/GetLoginPassword

Amazon ECR

Q—H—H1 K

Amazon ECR O —E AU #—24&

XD FIZ, Amazon Elastic Container Registry (Amazon ECR) D F 7 # )L KDY —ERA TV #—2 % R

LET,

ABEH IV DEFAX—JAF v

L7UT—2ar BE0IL—-ILlED
712 —8

VRSN BIEY) DA X—=D8

LAY —N—hk

T7#) b

HR—KhEhTy
5%)—>3a:
100,000

HR—KEThTV
2%)—>3a:
100

HR—KREThTV
2%)—>a:
100,000

HR—KkEchTW
5%)—>a:
4,200

Nl < <

|< |8t

pl < <

S

BEOTHIRE)—
>arT, BXAFx v
ZERAL T 24 BEUA
ICAF YT TERDAX—
TOBRRE. COFHEIRIC
. 7Y I1BAFT
EFEBRAFTYOOEAEN
eEFEhET,

L7V —2a > RED
IN=ILZEDT1I)IZ—
DB XK.

DR NUBHTIZY) DA
)(—:/“ODEEij(MO

LA4V—/N—bMDO&EKRE
— &, Amazon ECR

API 7O 3> zE#EE
ALT, 41 X=27"Y

1FARL—3ONX
ILFN—RT7y77O0—R
ZBEBRLTVBREEICD
HBERAENET,

APl /N—2 32 2015-09-21 438


https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-03A36CE1
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-03A36CE1

Amazon ECR

Q—H—H1 K

=L

ZAT7H4 IR —DRE

LAVY—N—hOHERTFAX

LAY—D{EKRF AKX

LAVY—N—hOHNFAX

T7#) b

HR—KEhTW
5%)—>3a:
30,720

HR—KhEhTy
2%)—>3a:
10

HR—KEThTV
2%)—>a:
52,000

HR—KREThTV
2%)—>ar
5

B8

ZATHATNR) S —
DEAXFH

LAY —N—hD&EK

H 4 X (MiB)o =hld

. Amazon ECR API 7 &
arveEEEEAL T,
AX=DT Y2 I1HNR

L—23a>oXIILFIN—
N7y 70— RZERKL
TVWBBEICOKBERE
nE7I,

LAY —DH/RAYAX
(MiB)o

LA4VY—N"N—bO&KN

#4 X (MiB)e =hid

. Amazon ECRAPI 7
aveEEEFEAL T,
ARX=DTYI1HAR

L—>3>oXI)LF/IN—
N7y 70— RZRKBL
TWABEICOKERE
nEI,

APl /N—2 32 2015-09-21 439



Amazon ECR

Q—H—H1 K

=L

LZANV=ZEDTILNAIL—F Y
>a)—=I)L

BatchCheckLayerAvailability ') 27 T A
DL—k

T7#) b

HR—KEhTW
5%)—>3a:
50

HR—KhEhTy
2%)—>3a:
1,000/

S

TLAL—F ¥y
L=l O BAB

BEND)—>3>T1
BHiVICETTES
BatchCheckLayerAva
ilability V2 TAKNDHRK
Bo A X—=UN VDRI K
DIZ7v>iEshde,
AX=2LA4V—2¢&lC
REICc7Yy 70— R&h
EhESHHIEREENE
I, PY7O—R&ENT
WBIEE., TDAX—=
LAY —FAFYTEN
7.

APl /N—2 32 2015-09-21 440


https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-B9173138
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-B9173138

Amazon ECR

Q—H—H1 K

=L

BatchGetimage J VT A KDL —b

CompleteLayerUpload V V7 TAN®
L—k

T7#) b

HR—KEhTW
5%)—>3a:
2,000/

HR—KhEhTy
5%)—>a:
100/%

|< |8t

B8

RENOD—>3>TA1
BHiWICRTTED
BatchGetimage 'J 2 T
ARNDBRRE, 41 X—
K7 &hsd &, Batch
Getlmage API A" 1 B
cHHEh, 1 X—2X
Z7IARMEEENE
T, COAPI DU #—
AOE|ELEFEVOT
ARTBHE, GetDow
nloadUrlForLayer O fif
ARREERL TS
A

RENOD—>3>TA1
BHiVICETTES
CompleteLayerUpload )
DIANDRRE, 1
X=HFT7v1End
E.FHLOWAX=DL A
T —Z &2 Completel
ayerUpload APl A" 1 [El [’
diEhT, 7y 70—
RAZTT LR ENHER
EhFET,

APl /N—2 32 2015-09-21 441


https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-16E70933
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-16E70933
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-44194860
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-44194860

Amazon ECR

Q—H—H1 K

=L

GetAuthorizationToken U2 T AKN®D

L—bk

GetDownloadUrlForLayer 'V 2 TA K ®
L—k

T7#) b

HR—KEhTW
5%)—>3a:
500/

HR—KhEhTy
2%)—>3a:
3,000/%

|< |8t

B8

REN)—232T1
BHirVICEITTES
GetAuthorizationToken 1)
DITANDRRE,

RENOD)—>3>TA1
BHiYICEITTES
GetDownloadUrlForLayer
DOTANDRKRE,
AX=DHTIN&Ens
E, FEFvYyvIaE
NTVWEVWAX—DL A
Y —Z & (C GetDownlo
adUrlForLayer APl " 1
ERCEHEAET, C
D APl DU A—Z2D5|E
FFZVOITANT S5
4. BatchGetlmage M
ARAEERL TS EE
A

APl N—2 32 2015-09-21 442


https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-55A41110
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-55A41110
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-A60A366D
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-A60A366D

Amazon ECR

Q—H—H1 K

A8 F7AIK

InitiateLayerUpload W 2 TARDL—K HR—KFZhTV
%)—>3;.
100/%>

Putimage JO9TARNDL—K HR—RMEhTV
%)—23a:
10/%

|< |8t

B8

RENOD—>3>TA1
WHIWICETTES
InitiateLayerUpload 'J &
TANDERRE, 41 X—
IHATvIa1EhBdE,
FETYZ7O—RENT
WEWAX—=L AV —
< &2 InitiateLayerUploa
dAPI A" 1 B HE h
T, A X—2LAV—
A7y 7O—REhih
&S A&, BatchCheckLa
yerAvailability APl 7 2
JAVICKITRES 1
F9,

RENOD—>3>TA1

MHEVICRTTES

Putimage V7T ARN®
BARE. AX=DHT Y
aizh, INTOH

LOWAX—=DL A —

ATy 7O—REnsd

& . Putlimage API ¥ 1
ERTEHEh, /1 X—D
NZ7IABM, BLOA
X—=JICHERTS I
BTN ERELLEEHE
nEI,

APl /N—2 32 2015-09-21 443


https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-95B28F8D
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-95B28F8D
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-AD52DFB2
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-AD52DFB2

Amazon ECR

Q—H—H1 K

=L

UploadLayerPart V2 TARNDL —k

AX=2AFY2OL—bB

BEERVIKRI N

ZAT7HATNRIS =BV DIL—

I

L7VTr—>ar&EZEDIL—I

T7#) b

HR—KEhTW
5%)—>3a:
500/

$R—REATL
5%1)—>3a:1

HR—KEThTV
2%)—>a:
100,000

HR—KEThTV
5%)—>3a:
50

HR—bhEhTV
2%U—>3a:
10

[L
L)

|< |8t

(A
(A

A
A

B8

RENOD—>3>TA1
WHIWICETTES
UploadLayerPart J o T
ARNDERRE, 41 X—
IHATvIa1EhBdE,
FLLBAX—=DL A
Y=V 2o T
TT7y7O—R&h,
UploadLayerPart APl #*
FLWAX—=DL AV —
N—RZ &1 EFVOH
TENET,

24 BB YDA X—=D
AF V¥ ORKE,

CDTAIYNTHED
=232 ICERTES
DRI M) OBRRE

FATHAONR)S —
DIL—I DFRKE

L7VTr—23a>8&ED
L= OHEKXE

APl N—2 32 2015-09-21 444


https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-A1670B10
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-A1670B10
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-CFEB8E8D
https://console.aws.amazon.com/servicequotas/home/services/ecr/quotas/L-CFEB8E8D

Amazon ECR

Q—H—H1 K

A8 F7#A)LK

AX=DHEVDORYT HR—RhEhTy
2%U—>3;
1,000

L7V —2a2 BEDITNTOIL— HR—KhEhTy

LeEIcBEFd2—Z0L T IVT5— % 2%)—>3a:
25

B

AX=DHEVVDRITD
RAH.

L7VTr—23a2&ED
ITXTOIL—ILEEICH
F3—E0L7UT—h
FDBEKRE

T®O Amazon ECR H—E RV #—2NDEE AWS VRI X R

VU=l

Amazon ECR & Service Quotas EiE&E N TWE T, Service Quotas I, 74+ —2%Z—TTHICERTR
BRUEETES AWS H—EATT, ¥k, Service Quotas 1—H'—7H 4 R® MService Quotas

ElF, Z2RLTLSEZL,

Service Quotas T3 &, TNTH AmazonECR H—ERIV#— 2 DEABEICHRETEE

EE

Amazon ECR DY —ERA IV #—RZRARTDICE (AWS XXX NV Y—))

1. hitps://console.aws.amazon.com/servicequotas/ T Service Quotas AV — )L ZHAE £,

2. FTETF—=23URA2T, [AWS H—ER] ZEBRL KT,

3. [AWS OH—EX]JA KA S [Amazon Elastic Container Registry (Amazon ECR)] Z&#RL £

ED

H—EAIA—RUARNTR, H—ERI+—2F, BREhE (ERATAZES ). AWS
T7ZNRNDIA—2, BIRTT#—RENRBARHI ESH ERETERT,

4.

REA7 &, Service Quotas ICBI TR EMBHRERTTDICEK, 77 —FBEBIRLET,

TO Amazon ECR y—ERIV#—ZNDEEB AWS XXX ROV V=)

APl /N—2 32 2015-09-21 445


https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/intro.html
https://console.aws.amazon.com/servicequotas/

Amazon ECR d—H¥—HAR

DA—ZDE|ELHFER)VITANTSICIE., TService Quotas 1—H'—FHA R, O "o +—4%5|=
FFUOTAN #8BLTLSEETL,

APl EREX NV DAZEZRI2TF 326D CloudWatch 75— LD
ER

Amazon ECR &, LARNVURRRE, A X—27 Y21, AX=DFTNTFTO0OIaVICBEETDE
APIs AWS OH—E XY # —ZRIZH ST S CloudWatch RARAEX R I AZRMHL ET, Service
Quotas A V=)L Tlk, EAMRZETZ 7 THR{LL, FRENfY—ERIF—RIZIEI LB
TRTT—LEZRETEET, FMICOVTR, "TAmazon ECR EARRA RV IR Z22RL T
<&V,

LTOFIEZFERAL T, Amazon ECRAPI EFREXRNU I AOWTF A IZETWT CloudWatch 7
S—LZERLET,

Amazon ECR EHEV # —ZRICESVWITTS—AZERTRIZIE (AWS IZXD XNV Y—)L)

1. https://console.aws.amazon.com/servicequotas/ T Service Quotas >V —J)LZRHE X T,

2. FTETF—23URALAUT, [AWS H—ER] ZEIRLET,

3. [AWS O —ERX] U A KA S [Amazon Elastic Container Registry (Amazon ECR)] Zi#IRL &
E

4. [Service quotas (W—EART A —R)UARNT, P77 —L%Z%EKTS Amazon ECR ERAEY # —
2ZBRLET,

5.  Amazon CloudWatch Events 7 5 —AM+ 93 3> T [Create] ({ERK) Zi&IRL £7,

6. [7Z2—LDLEWME] T, BRAENLEIA—RENSTI7—LELELTRETIENEEZER
LET,

7. [75—ALB|ICTS—LORGZEADL, [Create ERK)] ZiBIRL £,

API FHEX RNV IREEZR) T T2 /%D CloudWatch 7 — A DERK APl /N\—2 3> 2015-09-21 446


https://docs.aws.amazon.com/servicequotas/latest/userguide/request-increase.html
https://docs.aws.amazon.com/servicequotas/latest/userguide/request-increase.html
https://console.aws.amazon.com/servicequotas/

Amazon ECR d—H¥—HAR

AmazonECRO NS> a—F1429
CNDETIE., Amazon ECR OZHIEHRZ R DT DICKIDIEHE., — BN EBEBEX IS —X VY
T—IIRITBRNTTIN1I—F1T0FIEERHLET,

KNEY D
« Amazon ECR O ERKE® Docker AN RERCBREORNTZ I a—F14209
e AmazonECRIZ— XY t—SORNT NS a1—F420

Amazon ECR OERKE® Docker ANV RBLVBEORNT I
1—FTa4T

BEIZKD2TIE, Amazon ECR ICXL T Docker AN RZE[TT3E, IT7— AV E—JHFRR
ENBENHYNET, " MNBRIST— XV E—2EEBZShDBREZUTICHBALET,
NEY D

 Docker A ICFHEND IS — XV E—IHNEFTAhTLEY

« AmMazonECR LR NUDLBSAX—=2"TINTTBREEDTIT—"J7AIN AT LADKRIIZ KK
LEULE"FEEFE"404: A X—=DHBDO2HhYEEBA"

* AMazonECRASAX—C % TN TBDBOIS— "7 7ANATLALAY—ORIEICKBLE
L

s LRSKNUADT Y IOBOHTTP403 TS5 —, £hid "ERNARIIERNI S ELA" T
Z—

Docker A ICFEENBD IS — XV E—IHFEFEhhTVEY

Docker EENEEDT/NY JZ2BBTBICIE, RIICKARNA VAR ATEITL TWS Docker
F—FE> T Docker FNY T HAZEFAICLET, Amazon ECS T F A4 2 AX > AT Amazon
ECRASTINENIAX—2ZFEALTVSEEIE. "Amazon Elastic Container Service R0 Y
IN—HA Ry ® "Docker F—EHASOFMEHINEE 2SRBLTLKEEV,

Docker D NZ TN 1—F 429 API /X—2 32 2015-09-21 447


https://docs.aws.amazon.com/AmazonECS/latest/developerguide/docker-debug-mode.html

Amazon ECR d—H¥—HAR

Amazon ECRLARZNUDABSAX—=2BTINTDEEODTIS—:"774)
SATLADBREEICEKBMUELE"FH2E 404 A X—DH RODVYEEBA"

docker pull AX > RZfEHA TS &, Docker 1.9 AT Amazon ECR LR KNUASAX—D &S
IFBEEICTIS— Filesystem verification failed A"&RRENE T, Docker 1.9 & HID
N—=23a a2 FERTREEEFTIS— 404: Image not found "RRENDFEN B ET,

ZZASNBDEREZOHRBPZUATICRLET,
O—ALTFARAIFV2EVTHD

docker pull ZTLTVWBAO—AILF 1 RAINFV2EVTHZHEE, O—HILT7 7/ THE
TNz SHA-1/\Y > 1lE, Amazon ECR THHEENIEEDERFELZD AN HYET. O—
HDILFARATIZ, T7ILTWVWS Docker f XA—C ZRFTDDICT O BEEREN HD L%
BIELET, FLLWAX—D0BREEZBRIZDEDHIC, FVWAX—DZBIKRTBDEETESE
9, dockerimages AN RZEFEAL T, O—AIIICZT2O—RULEZEFTNXTD Docker 4 X—
DIVANEFOH A XZERRLET,

XYRND—=OIZ—C&Y, AT RFIVE—RNURS NI ICEETERLD

Amazon ECR LR RUADORUHL TR, 12— Y MADOBEEL TOREHENVETT,
XY RD—ORELZEREL, QY —IRTTVTr—>3asFf4o2—xvy NEDVY—AIC
TORLATED L EZBBLET, 75A4R—KYTZXY RO AmazonEC2 1 VARV AT
docker pull ZRTLTVWBEBEE, TOHTRYRNIAVE—FXY MDI—IHD L =TE
HBLET, KYNT—IOF RLAZB (NAT) U —N—FLRENZ— RNATT—RNJI A ZF
BALET,

HES T, AmazonECR VRS NUAOHETHEL TR, @207 74474 —)LH S Amazon
Simple Storage Service (Amazon S3) NOXY NI =IO T IV EAEHLETT, AT, Y—ER
TIVRRAVNEFATDITIT7ATIF=INYTRIVITEEEFNAT FNAAZEALTVS
BE, BEND)—2320 Amazon S3 H—E ALY RRA 2V MAFAEhTWS & 2L
£9,

HTTP ZOF> OB A T Docker ZFERAL TVW2EEEF., B 7OFHREZMEAL T Docker
BRETEEXT, FHMIZDOVWTIE, Docker RFAIX RO THTTP 7O+, #3BLTLKEE
Wo

Amazon ECR LRSS NUANABSAA=DETINTBEENDTIT— "7 7 AN ATLOBIEICKBLEL APl /N\—2 3> 2015-09-21 448
"R 404 A X=DHNRONVEBA"


https://docs.docker.com/engine/admin/systemd/#/http-proxy

Amazon ECR d—H¥—HAR

Amazon ECR A8 A X—C & T)INTBDEOIS— "7 7AINATALLA
Y—OBREEICKBLEL "

dockerpull AN REFEALTAX—227)$B5EEIC, T5— image image-name not
found A RRENDBEN HVET, Docker DOTEZFTARD E, ROELSBIT—HNREOHNBDHE
FHYVET,

filesystem layer verification failed for digest sha256:2b96f...

COIT—F, AX=DD1 2UEOLAY—HFEIO-RICKBMLEZEZRLET, EXS
hBEREZTOHAZUTICRLET,

HWN—23 >0 Docker fEHL TW3

CNDIZ—IE, Docker1.10 KV BION—23a 2 #FERALTVRHEIC. FhiCRETDIEN
HVYET, Docker 95AT > NZ 110 BEICTYTIL—RLET,

VAT RTRYRND—VIZ—FERGTAARAVIZ—ARELLE

Filesystem verification failed XY E£—J I DVWTHIICHBLEKRSIC, TF1 RO
WolEVWTHDH, RYRT—VORBREICKY), 1 DUEOLAV—ZFA D O—RTELZVT
BEMAN BV ET, LEOHEREBICHKOT, 774N ATLNFV2EVTHREVZE, BXRT

XY RID—UHHAS Amazon SSANDT IV EAZEBMIC LI EZRBELET .

LIRS KNUADT YL 2IOBO HTTP 403 TS5 —., Tl "EXRMWN RIS
WABHYELBA"IS—

aws ecr get-login-password ¥ > RZ L T Docker I LU TIEEICFRIAIENTE, HTTP 403
(Forbidden) T —A"4% L izV), docker push N> RE /=& dockerpull AN RASOIZ—
XY +t—< no basic auth credentials ARRENLYTRIFEN HYVET. COBEDOEA
NEEZWVWS DARICRLET,
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aws ecr get-login-password --region <region> | podman login --username AWS --password-
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"public.ecr.aws": "ecr-login",

Amazon ECR TOFREEICX % Podman O fE A APl N—2 3> 2015-09-21 453


https://github.com/awslabs/amazon-ecr-credential-helper

Amazon ECR d—H¥—HAR

"<aws_account_id>.dkr.ecr.<region>.amazonaws.com": "ecr-login"
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podman
tag local_image:tag aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag
podman push aws_account_id.dkr.ecr.region.amazonaws.com/repository_name:tag
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