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Akses terprogram ke Amazon EC2

Anda dapat membuat dan mengelola EC2 sumber daya Amazon Anda menggunakan Konsol
Manajemen AWS atau antarmuka terprogram. Untuk informasi tentang menggunakan EC2 konsol
Amazon, lihat Panduan EC2 Pengguna Amazon.

Cara kerjanya

Titik EC2 akhir Amazon

Konsistensi akhirnya

|ldempotensi

Minta pelambatan

Paginasi

Antarmuka terprogram

« AWS Command Line Interface (AWS CLI)

* AWS CloudFormation

+ AWS SDKs
* API tingkat rendah

Memulai

* Contoh kode

* Konsol-ke-Kode

Pemantauan

* AWS CloudTrail

* Memantau permintaan



https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/monitor-with-cloudtrail.html

Amazon Elastic Compute Cloud Panduan Developerr

Titik akhir EC2 layanan Amazon

Endpoint adalah URL yang berfungsi sebagai titik masuk untuk layanan AWS web. Amazon EC2
mendukung jenis titik akhir berikut:

 IPv4 titik akhir
« Titik akhir tumpukan ganda (mendukung keduanya dan) IPv4 |IPv6
« Titik akhir FIPS

Saat Anda membuat permintaan, Anda dapat menentukan titik akhir yang akan digunakan. Jika
Anda tidak menentukan titik akhir, IPv4 titik akhir digunakan secara default. Untuk menggunakan
tipe titik akhir yang berbeda, Anda harus menentukannya dalam permintaan Anda. Untuk contoh
cara melakukannya, lihat Menentukan titik akhir. Untuk tabel titik akhir yang tersedia, lihatTitik akhir
layanan menurut Wilayah.

IPv4 titik akhir

IPv4 endpoint hanya mendukung IPv4 lalu lintas. IPv4 titik akhir tersedia untuk semua Wilayah.

Jika Anda menentukan titik akhir umum, ec2.amazonaws . com, kami menggunakan titik akhir untuk
us-east-1. Untuk menggunakan Wilayah yang berbeda, tentukan titik akhir yang terkait. Misalnya,
jika Anda menentukan ec2.us-east-2.amazonaws . com sebagai titik akhir, kami mengarahkan
permintaan Anda ke titik us-east-2 akhir.

IPv4 nama endpoint menggunakan konvensi penamaan berikut:

* Service.region.amazonaws.com

Misalnya, nama IPv4 endpoint untuk eu-west-1 Region adalahec2.eu-west-1.amazonaws.com.

Titik akhir tumpukan ganda (IPv4 dan IPv6)

Titik akhir dual-stack mendukung keduanya IPv4 dan lalu lintas. IPv6 Saat Anda membuat
permintaan ke titik akhir dual-stack, URL endpoint akan diselesaikan ke alamat IPv6 atau IPv4
alamat, tergantung pada protokol yang digunakan oleh jaringan dan klien Anda.

Amazon hanya EC2 mendukung titik akhir dual-stack regional, yang berarti Anda harus menentukan
Wilayah sebagai bagian dari nama titik akhir. Nama titik akhir tumpukan ganda menggunakan
konvensi penamaan berikut:

Titik akhir layanan 2
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* ec2.region.api.aws

Misalnya, nama titik akhir tumpukan ganda untuk Wilayah eu-west-1 adalah ec2.eu-
west-1.api.aws.

Titik akhir layanan menurut Wilayah

Berikut ini adalah titik akhir layanan untuk Amazon EC2. Untuk informasi selengkapnya tentang
Wilayah, lihat Wilayah dan Zona Ketersediaan di Panduan EC2 Pengguna Amazon.

Nama Wilayah Titik Akhir Protokol
Wilayah
AS Timur us-east-2 ec2.us-east-2.amazonaws.com HTTP
(Ohio) _ dan
ec2-fips.us-east-2.amazonaws.com HTTPS
ec2.us-east-2.api.aws HTTPS
HTTPS
AS Timur us-east-1 ec2.us-east-1.amazonaws.com HTTP
(Virginia dan
Utara) ec2-fips.us-east-1.amazonaws.com HTTPS
ec2.us-east-1.api.aws HTTPS
HTTPS
AS Barat  us-west-1 ec2.us-west-1.amazonaws.com HTTP
(Californ _ dan
ia Utara) ec2-fips.us-west-1.amazonaws.com HTTPS
ec2.us-west-1.api.aws HTTPS
HTTPS
AS Barat  us-west-2 ec2.us-west-2.amazonaws.com HTTP
(Oregon) _ dan
ec2-fips.us-west-2.amazonaws.com HTTPS

Titik akhir layanan menurut Wilayah 3
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Nama
Wilayah

Africa
(Cape
Town)

Asia
Pasifik
(Hong
Kong)

Asia
Pasifik
(Hyderaba
d)

Asia
Pasifik
(Jakarta)

Asia
Pasifik
(Malaysia
)

Asia
Pasifik
(Melbourn
e)

Wilayah

af-south-
1

ap-east-1

ap-south-
2

ap-
southe
ast-3

ap-
southe
ast-5

southe
ast-4

Titik Akhir

ec2.us-west-2.api.aws

ec2.af-south-1.amazonaws.com

ec2.af-south-1.api.aws

ec2.ap-east-1.amazonaws.com

ec2.ap-east-1.api.aws

ec2.ap-south-2.amazonaws.com

ec2.ap-southeast-3.amazonaws.com

ec2.ap-southeast-5.amazonaws.com

ec2.ap-southeast-4.amazonaws.com

Protokol

HTTPS

HTTPS

HTTP

dan
HTTPS

HTTPS

HTTP
dan
HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Titik akhir layanan menurut Wilayah
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Nama
Wilayah

Asia
Pasifik
(Mumbai)

Asia
Pasifik
(Selandia
Baru)

Asia
Pasifik
(Osaka)

Asia
Pasifik
(Seoul)

Asia
Pasifik
(Singapur
a)

Asia
Pasifik
(Sydney)

Asia
Pasifik
(Taipei)

Wilayah

ap-south-
1

ap-
tenggara
6

ap-northe
ast-3

ap-northe
ast-2

ap-
southe
ast-1

ap-
southe
ast-2

ap-timur-
2

Titik Akhir

ec2.ap-south-1.amazonaws.com

ec2.ap-south-1.api.aws

ec2.ap-southeast-6.amazonaws.com

ec2.ap-northeast-3.amazonaws.com

ec2.ap-northeast-2.amazonaws.com

ec2.ap-northeast-2.api.aws

ec2.ap-southeast-1.amazonaws.com

ec2.ap-southeast-1.api.aws

ec2.ap-southeast-2.amazonaws.com

ec2.ap-southeast-2.api.aws

ec2.ap-east-2.amazonaws.com

Protokol

HTTP
dan
HTTPS

HTTPS

HTTPS

HTTP
dan
HTTPS

HTTP
dan
HTTPS

HTTPS

HTTP
dan
HTTPS

HTTPS

HTTP
dan
HTTPS

HTTPS

HTTPS

Titik akhir layanan menurut Wilayah
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Nama
Wilayah

Asia
Pasifik
(Thailand
)

Asia
Pacific
(Tokyo)

Kanada
(Pusat)

Kanada
Barat

(Calgary)

Eropa
(Frankfur

t)

Eropa
(Irlandia)

Wilayah

ap-
tenggara
7

ap-northe
ast-1

ca-centra
I-1

ca-west-1

eu-centra
[-1

eu-
west-1

Titik Akhir

ec2.ap-southeast-7.amazonaws.com

ec2.ap-northeast-1.amazonaws.com

ec2.ap-northeast-1.api.aws

ec2.ca-central-1.amazonaws.com
ec2-fips.ca-central-1.amazonaws.com

ec2.ca-central-1.api.aws

ec2.ca-west-1.amazonaws.com

ec2-fips.ca-west-1.amazonaws.com

ec2.eu-central-1.amazonaws.com

ec2.eu-central-1.api.aws

ec2.eu-west-1.amazonaws.com

ec2.eu-west-1.api.aws

Protokol

HTTPS

HTTP
dan
HTTPS

HTTPS

HTTP
dan
HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTP
dan
HTTPS

HTTPS

HTTP
dan
HTTPS

HTTPS

Titik akhir layanan menurut Wilayah
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Nama
Wilayah

Eropa
(London)

Eropa
(Milan)

Eropa
(Paris)

Eropa
(Spanyol)

Eropa
(Stockhol
m)

Eropa
(Zarich)

Israel
(Tel Aviv)

Meksiko
(Tengah)

Wilayah

eu-
west-2

eu-south-
1

eu-
west-3

eu-south-
2

eu-north-

eu-centra
[-2

il-centra
[-1

mXx-
pusat-1

Titik Akhir

ec2.eu-west-2.amazonaws.com

ec2.eu-west-2.api.aws

ec2.eu-south-1.amazonaws.com

ec2.eu-south-1.api.aws

ec2.eu-west-3.amazonaws.com

ec2.eu-west-3.api.aws

ec2.eu-south-2.amazonaws.com

ec2.eu-north-1.amazonaws.com

ec2.eu-north-1.api.aws

ec2.eu-central-2.amazonaws.com

ec2.il-central-1.amazonaws.com

ec2.mx-central-1.amazonaws.com

Protokol

HTTP
dan
HTTPS

HTTPS

HTTP
dan
HTTPS

HTTPS

HTTP
dan
HTTPS

HTTPS

HTTPS

HTTP
dan
HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Titik akhir layanan menurut Wilayah
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Nama
Wilayah

Timur
Tengah
(Bahrain)

Timur
Tengah
(UAE)

Amerika
Selatan
(Sao
Paulo)

AWS

GovCloud

(AS-
Timur)

AWS

GovCloud

(AS-
Barat)

Wilayah

me-

south-1

me-

central-1

sa-east-1

us-gov-
east-1

us-gov-
west-1

Titik Akhir

ec2.me-south-1.amazonaws.com

ec2.me-south-1.api.aws

ec2.me-central-1.amazonaws.com

ec2.sa-east-1.amazonaws.com

ec2.sa-east-1.api.aws

ec2.us-gov-east-1.amazonaws.com

ec2.us-gov-east-1.api.aws

ec2.us-gov-west-1.amazonaws.com

ec2.us-gov-west-1.api.aws

Menentukan titik akhir

Protokol

HTTP
dan
HTTPS

HTTPS

HTTPS

HTTP
dan
HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

HTTPS

Bagian ini memberikan beberapa contoh cara menentukan titik akhir saat membuat permintaan.

AWS CLI

Contoh berikut menunjukkan cara menentukan titik akhir untuk us-east-2 Wilayah

menggunakan. AWS CLI

* Tumpukan ganda

Menentukan titik akhir
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aws ec2 describe-regions --region us-east-2 --endpoint-url https://ec2.us-
east-2.api.aws

- IPv4

aws ec2 describe-regions --region us-east-2 --endpoint-url https://ec2.us-
east-2.amazonaws.com

AWS SDK for Java 2.x

Contoh berikut menunjukkan cara menentukan titik akhir untuk us-east-2 Wilayah
menggunakan. AWS SDK for Java 2.x

« Tumpukan ganda

Ec2Client client = Ec2Client.builder()
.region(Region.US_EAST_2)
.endpointOverride(URI.create("https://ec2.us-east-2.api.aws"))
.build();

- IPv4

Ec2Client client = Ec2Client.builder()
.region(Region.US_EAST_2)
.endpointOverride(URI.create("https://ec2.us-east-2.amazonaws.com"))
.build();

AWS SDK untuk Java 1.x

Contoh berikut menunjukkan cara menentukan titik akhir untuk eu-west-1 Wilayah
menggunakan AWS SDK untuk Java 1.x.

* Tumpukan ganda

AmazonEC2 s3 = AmazonEC2ClientBuilder.standard()
.withEndpointConfiguration(new EndpointConfiguration(
"https://ec2.eu-west-1.api.aws",
"eu-west-1"))

Menentukan titik akhir 9
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.build();

. IPv4

AmazonEC2 s3 = AmazonEC2ClientBuilder.standard()
.withEndpointConfiguration(new EndpointConfiguration(
"https://ec2.eu-west-1.amazonaws.com",
"eu-west-1"))
.build();

AWS SDK for Go

Contoh berikut menunjukkan cara menentukan titik akhir untuk us-east-1 Wilayah
menggunakan. AWS SDK untuk Go

* Tumpukan ganda

sess := session.Must(session.NewSession())

svc := ec2.New(sess, &aws.Config{
Region: aws.String(endpoints.UsEastlRegionID),
Endpoint: aws.String("https://ec2.us-east-1.api.aws")

1)

. IPv4

sess := session.Must(session.NewSession())
svc := ec2.New(sess, &aws.Config{
Region: aws.String(endpoints.UsEastlRegionID),
Endpoint: aws.String("https://ec2.us-east-1.amazonaws.com")

1)

Konsistensi akhirnya di Amazon APl EC2

Amazon EC2 API mengikuti model konsistensi akhirnya, karena sifat terdistribusi dari sistem yang
mendukung API. Ini berarti bahwa hasil dari perintah APl yang Anda jalankan yang memengaruhi
EC2 sumber daya Amazon Anda mungkin tidak langsung terlihat oleh semua perintah berikutnya
yang Anda jalankan. Anda harus mengingat hal ini saat menjalankan perintah API yang segera
mengikuti perintah API sebelumnya.

Konsistensi akhirnya 10
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Konsistensi akhirnya dapat memengaruhi cara Anda mengelola sumber daya Anda. Misalnya, jika
Anda menjalankan perintah untuk membuat sumber daya, pada akhirnya akan terlihat oleh perintah
lain. Ini berarti bahwa jika Anda menjalankan perintah untuk memodifikasi atau mendeskripsikan
sumber daya yang baru saja Anda buat, ID-nya mungkin tidak disebarkan ke seluruh sistem, dan
Anda akan mendapatkan kesalahan yang merespons bahwa sumber daya tidak ada.

Untuk mengelola konsistensi akhirnya, Anda dapat melakukan hal berikut:

» Konfirmasikan status sumber daya sebelum Anda menjalankan perintah untuk memodifikasinya.
Jalankan Describe perintah yang sesuai menggunakan algoritma backoff eksponensial untuk
memastikan bahwa Anda memberikan cukup waktu untuk perintah sebelumnya untuk menyebar
melalui sistem. Untuk melakukan ini, jalankan Describe perintah berulang kali, dimulai dengan
beberapa detik waktu tunggu, dan tingkatkan secara bertahap hingga beberapa menit waktu
tunggu.

« Tambahkan waktu tunggu antara perintah berikutnya, bahkan jika Describe perintah
mengembalikan respons yang akurat. Terapkan algoritma backoff eksponensial dimulai dengan
beberapa detik waktu tunggu, dan tingkatkan secara bertahap hingga beberapa menit waktu
tunggu.

Contoh kesalahan konsistensi akhirnya

Berikut ini adalah contoh kode kesalahan yang mungkin Anda temui sebagai akibat dari konsistensi
akhirnya.

e InvalidInstanceID.NotFound

Jika Anda berhasil menjalankan RunInstances perintah, dan kemudian segera menjalankan
perintah lain menggunakan ID instance yang disediakan dalam responsRunInstances, itu
mungkin mengembalikan InvalidInstanceID.NotFound kesalahan. Ini tidak berarti instance
tidak ada.

Beberapa perintah spesifik yang mungkin terpengaruh adalah:

» Describelnstances: Untuk mengonfirmasi keadaan sebenarnya dari instance, jalankan
perintah ini menggunakan algoritma backoff eksponensial.

« TerminateInstances: Untuk mengonfirmasi status instance, pertama jalankan
DescribelInstances perintah menggunakan algoritma backoff eksponensial.

Konsistensi akhirnya 1
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/A Important

Jika Anda mendapatkan InvalidInstanceID.NotFound kesalahan setelah
menjalankanTerminateInstances, ini tidak berarti bahwa instance tersebut
akan atau akan dihentikan. Instance Anda masih bisa berjalan. Inilah sebabnya
mengapa penting untuk terlebih dahulu mengkonfirmasi status instance
menggunakanDescribeInstances.

* InvalidGroup.NotFound

Jika Anda berhasil menjalankan CreateSecurityGroup perintah, dan kemudian segera
menjalankan perintah lain menggunakan ID grup keamanan yang disediakan dalam
responsCreateSecurityGroup, itu mungkin mengembalikan InvalidGroup.NotFound
kesalahan. Untuk mengonfirmasi status grup keamanan, jalankan DescribeSecurityGroups
perintah menggunakan algoritma backoff eksponensial.

e InstanceLimitExceeded

Anda telah meminta lebih banyak instance daripada yang diizinkan batas instans saat ini untuk
jenis instans yang ditentukan. Anda dapat mencapai batas ini secara tidak terduga jika Anda
meluncurkan dan menghentikan instance dengan cepat, karena instance yang dihentikan dihitung
terhadap batas instans Anda untuk sementara waktu setelah dihentikan.

Memastikan idempotensi dalam permintaan APl Amazon EC2

Saat Anda membuat permintaan API yang bermutasi, permintaan biasanya menampilkan hasil
sebelum alur kerja asinkron operasi selesai. Operasi mungkin juga habis atau mengalami masalah
server lain sebelum selesai, meskipun permintaan telah mengembalikan hasilnya. Hal ini dapat
membuat sulit untuk menentukan apakah permintaan berhasil atau tidak, dan dapat menyebabkan
beberapa percobaan ulang untuk memastikan bahwa operasi selesai dengan sukses. Namun, jika
permintaan asli dan percobaan ulang berikutnya berhasil, operasi selesai beberapa kali. Ini berarti
Anda dapat membuat lebih banyak sumber daya daripada yang Anda inginkan.

Idempotency memastikan bahwa permintaan API selesai tidak lebih dari satu kali. Dengan
permintaan idempoten, jika permintaan asli berhasil diselesaikan, percobaan ulang berikutnya
berhasil diselesaikan tanpa melakukan tindakan lebih lanjut. Namun, hasilnya mungkin berisi
informasi yang diperbarui, seperti status pembuatan saat ini.

Idempotensi 12
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Daftar Isi

» ldempotensi di Amazon EC2

* Runlnstances idempotensi

» Contoh

» Coba lagi rekomendasi untuk permintaan idempoten

Idempotensi di Amazon EC2

Tindakan API berikut adalah idempoten secara default, dan tidak memerlukan konfigurasi tambahan.
AWS CLI Perintah yang sesuai juga mendukung idempotensi secara default.

Idempoten secara default

» AssociateAddress

CreateVpnConnection
» DisassociateAddress

* ReplaceNetworkAclAssociation

Terminatelnstances

Tindakan API berikut secara opsional mendukung idempotensi menggunakan token klien. AWS CLI
Perintah yang sesuai juga mendukung idempotensi menggunakan token klien. Token klien adalah
string unik dan peka huruf besar/kecil hingga 64 karakter ASCII. Untuk membuat permintaan API
idempoten menggunakan salah satu tindakan ini, tentukan token klien dalam permintaan. Anda
tidak boleh menggunakan kembali token klien yang sama untuk permintaan API lainnya. Jika Anda
mencoba lagi permintaan yang berhasil diselesaikan menggunakan token klien yang sama dan
parameter yang sama, percobaan ulang berhasil tanpa melakukan tindakan lebih lanjut. Jika Anda
mencoba kembali permintaan yang berhasil menggunakan token klien yang sama, tetapi satu atau
beberapa parameter berbeda, selain Wilayah atau Zona Ketersediaan, percobaan ulang gagal
dengan kesalahanIdempotentParameterMismatch.

ldempoten menggunakan token klien

+ AllocateHosts
+ AllocatelpamPoolCidr

+ AssociateClientVpnTargetNetwork

Idempotensi di Amazon EC2 13
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AssociatelpamResourceDiscovery
AttachVerifiedAccessTrustProvider
AuthorizeClientVpningress
CopyFpgalmage

Copylmage
CreateCapacityReservation
CreateCapacityReservationFleet
CreateClientVpnEndpoint
CreateClientVpnRoute
CreateEgressOnlyinternetGateway
CreateFleet

CreateFlowLogs
CreateFpgalmage
CreatelnstanceConnectEndpoint
Createlpam

CreatelpamPool
CreatelpamResourceDiscovery
CreatelpamScope
CreateLaunchTemplate
CreateLaunchTemplateVersion
CreateManagedPrefixList
CreateNatGateway
CreateNetworkAcl
CreateNetworkInsightsAccessScope
CreateNetworklInsightsPath
CreateNetworkInterface
CreateReplaceRootVolumeTask
CreateReservedInstancesListing

CreateRouteTable

Idempotensi di Amazon EC2
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CreateTrafficMirrorFilter
CreateTrafficMirrorFilterRule
CreateTrafficMirrorSession
CreateTrafficMirrorTarget
CreateVerifiedAccessEndpoint
CreateVerifiedAccessGroup
CreateVerifiedAccesslnstance
CreateVerifiedAccessTrustProvider
CreateVolume

CreateVpcEndpoint
CreateVpcEndpointConnectionNotification
CreateVpcEndpointServiceConfiguration
DeleteVerifiedAccessEndpoint
DeleteVerifiedAccessGroup
DeleteVerifiedAccessInstance
DeleteVerifiedAccessTrustProvider
DetachVerifiedAccessTrustProvider
Exportlmage

Importimage

ImportSnapshot
ModifylnstanceCreditSpecification
ModifyLaunchTemplate
ModifyReservedInstances
ModifyVerifiedAccessEndpoint
ModifyVerifiedAccessEndpointPolicy
ModifyVerifiedAccessGroup
ModifyVerifiedAccessGroupPolicy

ModifyVerifiedAccesslnstance

ModifyVerifiedAccesslnstanceLoggingConfiguration

ModifyVerifiedAccessTrustProvider

Idempotensi di Amazon EC2
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* ProvisionlpamPoolCidr

* PurchaseHostReservation

* RequestSpotFleet

* RequestSpotinstances

* Runlnstances
 StartNetworkInsightsAccessScopeAnalysis

» StartNetworkInsightsAnalysis

Jenis idempotensi

» Regional — Permintaan bersifat idempoten di setiap Wilayah. Namun, Anda dapat menggunakan
permintaan yang sama, termasuk token klien yang sama, di Wilayah yang berbeda.

« Zonal — Permintaan bersifat idempoten di setiap Availability Zone di suatu Wilayah. Misalnya,
jika Anda menentukan token klien yang sama dalam dua panggilan ke AllocateHosts Wilayah
yang sama, panggilan berhasil jika mereka menentukan nilai yang berbeda untuk AvailabilityZone
parameter.

Runinstances idempotensi

Tindakan RuninstancesAPl menggunakan idempotensi Regional dan zona.

Jenis idempotensi yang digunakan bergantung pada cara Anda menentukan Availability Zone dalam
permintaan Runinstances APl Anda. Permintaan menggunakan idempotensi zonal dalam kasus
berikut:

+ Jika Anda secara eksplisit menentukan Availability Zone menggunakan AvailabilityZoneparameter
dalam tipe data Penempatan

+ Jika Anda secara implisit menentukan Availability Zone menggunakan parameter Subnetld
Jika Anda tidak secara eksplisit atau implisit menentukan Availability Zone, permintaan tersebut
menggunakan idempotensi Regional.

Idempotensi zona

Idempotensi zona memastikan bahwa permintaan Runinstances API idempoten di setiap Availability
Zone di Region. Ini memastikan bahwa permintaan dengan token klien yang sama hanya dapat

Runinstances idempotensi 16
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diselesaikan sekali dalam setiap Availability Zone di Region. Namun, token klien yang sama dapat
digunakan untuk meluncurkan instance di Availability Zone lainnya di Region.

Misalnya, jika Anda mengirim permintaan idempoten untuk meluncurkan instance di us-east-1a
Availability Zone, dan kemudian menggunakan token klien yang sama dalam permintaan di us-
east-1b Availability Zone, kami meluncurkan instance di masing-masing Availability Zone tersebut.
Jika satu atau beberapa parameter berbeda, percobaan ulang berikutnya dengan token klien yang
sama di Availability Zones tersebut berhasil kembali tanpa melakukan tindakan lebih lanjut atau gagal
dengan IdempotentParameterMismatch kesalahan.

Idempotensi regional

Idempotensi regional memastikan bahwa permintaan Runlnstances API idempoten di Wilayah. Ini
memastikan bahwa permintaan dengan token klien yang sama hanya dapat diselesaikan sekali
dalam Wilayah. Namun, permintaan yang sama persis, dengan token klien yang sama, dapat
digunakan untuk meluncurkan instance di Wilayah yang berbeda.

Misalnya, jika Anda mengirim permintaan idempoten untuk meluncurkan instance di us-
east-1 Wilayah, dan kemudian menggunakan token klien yang sama dalam permintaan di eu-
west-1 Wilayah, kami meluncurkan instance di masing-masing Wilayah tersebut. Jika satu
atau lebih parameter berbeda, percobaan ulang berikutnya dengan token klien yang sama di
Wilayah tersebut berhasil kembali tanpa melakukan tindakan lebih lanjut atau gagal dengan
IdempotentParameterMismatch kesalahan.

® Tip
Jika salah satu Availability Zone di Region yang diminta tidak tersedia, Runinstances
permintaan yang menggunakan idempotensi regional bisa gagal. Untuk memanfaatkan fitur
Availability Zone yang ditawarkan oleh AWS infrastruktur, sebaiknya gunakan idempotensi
zona saat meluncurkan instance. Runinstances permintaan yang menggunakan idempotensi
zona dan menargetkan Availability Zone yang tersedia berhasil meskipun Availability Zone
lain di Wilayah yang diminta tidak tersedia.

Contoh

AWS CLI contoh perintah

Untuk membuat AWS CLI perintah idempoten, tambahkan opsi. --client-token

Contoh 17
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Contoh 1: Idempotensi

Perintah allocate-hosts berikut menggunakan idempotency karena menyertakan token klien.

aws ec2 allocate-hosts --instance-type m5.large --availability-zone eu-west-la --
auto-placement on --quantity 1 --client-token 550e8400-e29b-41d4-a716-446655440000

Contoh 2: run-instance idempotensi regional

Perintah run-instance berikut menggunakan idempotensi regional karena menyertakan token klien
tetapi tidak secara eksplisit atau implisit menentukan Availability Zone.

aws ec2 run-instances --image-id ami-b232d@db --count 1 --key-name my-key-pair --
client-token 550e8400-e29b-41d4-a716-446655440000

Contoh 3: run-instance idempotensi zona

Perintah run-instance berikut menggunakan idempotensi zonal karena menyertakan token klien dan
Availability Zone yang ditentukan secara eksplisit.

aws ec2 run-instances --placement "AvailabilityZone=us-east-1a" --image-id ami-
b232dodb --count 1 --key-name my-key-pair --client-token 550e8400-e29b-41d4-
a716-446655440000

Contoh permintaan API
Untuk membuat permintaan API idempoten, tambahkan parameter. ClientToken
Contoh 1: Idempotensi

Permintaan AllocateHostsAPI berikut menggunakan idempotensi karena menyertakan token klien.

https://ec2.amazonaws.com/?Action=AllocateHosts
&AvailabilityZone=us-east-1b
&InstanceType=m5. large

&Quantity=1

&AutoPlacement=off
&ClientToken=550e8400-e29b-41d4-a716-446655440000
&AUTHPARAMS
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Contoh 2: Runinstances idempotensi regional

Permintaan RuninstancesAPI berikut menggunakan idempotensi regional karena menyertakan token
klien tetapi tidak secara eksplisit atau implisit menentukan Availability Zone.

https://ec2.amazonaws.com/?Action=RunInstances
&ImageId=ami-3ac33653

&MaxCount=1

&MinCount=1

&KeyName=my-key-pair
&ClientToken=550e8400-e29b-41d4-a716-446655440000
&AUTHPARAMS

Contoh 3: Runinstances idempotensi zonal

Permintaan RuninstancesAPI berikut menggunakan idempotensi zona karena menyertakan token
klien dan Availability Zone yang ditentukan secara eksplisit.

https://ec2.amazonaws.com/?Action=RunInstances
&Placement.AvailabilityZone=us-east-1d
&Imageld=ami-3ac33653

&MaxCount=1

&MinCount=1

&KeyName=my-key-pair
&ClientToken=550e8400-e29b-41d4-a716-446655440000
&AUTHPARAMS

Coba lagi rekomendasi untuk permintaan idempoten

Tabel berikut menunjukkan beberapa tanggapan umum yang mungkin Anda dapatkan untuk
permintaan APl idempoten, dan memberikan rekomendasi coba ulang.

Respons Rekomendasi Komentar

200 (OK) Jangan coba lagi Permintaan asli berhasil diselesaikan. Setiap
percobaan ulang berikutnya berhasil kembali.

Jangan coba lagi
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Respons Rekomendasi

Kode respons 400
seri (kesalahan klien)

Kode respons 500 Coba lagi
seri (kesalahan
server)

Komentar

Ada masalah dengan permintaan, dari antara
yang berikut:

Ini termasuk parameter atau kombinasi
parameter yang tidak valid.

Ini menggunakan tindakan atau sumber daya
yang Anda tidak memiliki izin.

Ini menggunakan sumber daya yang sedang
dalam proses mengubah keadaan.

Jika permintaan melibatkan sumber daya
yang sedang dalam proses mengubah status,
mencoba kembali permintaan mungkin
berhasil.

Kesalahan ini disebabkan oleh masalah AWS
sisi server dan umumnya bersifat sementara
. Ulangi permintaan dengan strategi backoff
yang sesuai.

Minta pembatasan untuk Amazon APl EC2

Amazon EC2 membatasi permintaan EC2 API untuk setiap AWS akun per wilayah. Kami melakukan
ini untuk membantu kinerja layanan, dan untuk memastikan penggunaan yang adil untuk semua EC2

pelanggan Amazon. Throttling memastikan bahwa permintaan ke Amazon EC2 API tidak melebihi
batas permintaan APl maksimum yang diizinkan. Permintaan API tunduk pada batas permintaan

apakah permintaan tersebut berasal dari:

 Aplikasi pihak ketiga
 Alat baris perintah

+ EC2 Konsol Amazon

Throttling permintaan API
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Jika Anda melebihi batas pembatasan API, Anda mendapatkan kode RequestLimitExceeded
kesalahan.

Daftar Isi

« Bagaimana throttling diterapkan

» Minta ukuran bucket token dan tarif isi ulang

« Ukuran bucket token sumber daya dan tarif isi ulang

» Pantau pelambatan API

* Mencoba lagi dan backoff eksponensial

* Minta kenaikan batas

Bagaimana throttling diterapkan

Amazon EC2 menggunakan algoritma token bucket untuk mengimplementasikan pelambatan API.

Dengan algoritme ini, akun Anda memiliki bucket yang memegang sejumlah tertentu token. Jumlah
token dalam bucket mewakili batas throttling Anda pada detik tertentu.

Amazon EC2 mengimplementasikan dua jenis pelambatan API:

Jenis pelambatan API

« Pembatasan laju permintaan

» Pembatasan tingkat sumber daya

Pembatasan laju permintaan

Dengan pembatasan tingkat permintaan, setiap API dievaluasi secara individual, dan Anda dibatasi
pada jumlah permintaan yang Anda buat berdasarkan per-API. Setiap permintaan yang Anda buat
menghapus satu token dari bucket API. Misalnya, ukuran bucket token untukDescribeHosts, aksi
APl yang tidak bermutasi, adalah 100 token. Anda dapat membuat hingga 100 DescribeHosts
permintaan dalam satu detik. Jika Anda melebihi 100 permintaan dalam satu detik, Anda akan
dibatasi pada API tersebut dan permintaan yang tersisa dalam detik tersebut gagal, namun
permintaan untuk API lain tidak terpengaruh.

Bucket secara otomatis diisi ulang pada tingkat yang ditetapkan. Jika bucket berada di bawah
kapasitas maksimumnya, sejumlah token ditambahkan kembali setiap detik hingga mencapai
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kapasitas maksimumnya. Jika ember penuh saat token isi ulang tiba, mereka dibuang. Bucket

tidak dapat menampung lebih dari jumlah token maksimumnya. Misalnya, ukuran bucket
untukDescribeHosts, aksi APl non-mutasi, adalah 100 token dan tingkat isi ulang adalah 20 token
per detik. Jika Anda membuat 100 DescribeHosts permintaan dalam satu detik, bucket dikurangi
menjadi nol (0) token. Bucket kemudian diisi ulang dengan 20 token setiap detik, hingga mencapai
kapasitas maksimum 100 token. Ini berarti bahwa ember kosong mencapai kapasitas maksimumnya
setelah 5 detik jika tidak ada permintaan yang dibuat selama waktu itu.

Anda tidak perlu menunggu bucket benar-benar penuh sebelum Anda dapat membuat permintaan
API. Anda dapat menggunakan token isi ulang saat ditambahkan ke ember. Jika Anda segera
menggunakan token isi ulang, ember tidak mencapai kapasitas maksimumnya. Misalnya, ukuran
bucket untukDescribeHosts, aksi APl non-mutasi, adalah 100 token dan tingkat isi ulang adalah 20
token per detik. Jika Anda menghabiskan bucket dengan membuat 100 permintaan API dalam satu
detik, Anda dapat terus membuat 20 permintaan API per detik dengan menggunakan token isi ulang
saat ditambahkan ke bucket. Bucket dapat diisi ulang hingga kapasitas maksimum hanya jika Anda
membuat kurang dari 20 permintaan API per detik.

Untuk informasi selengkapnya, lihat Minta ukuran bucket token dan tarif isi ulang.

Pembatasan tingkat sumber daya

Beberapa tindakan API, seperti RunInstances danTerminateInstances, seperti yang dijelaskan
dalam tabel berikut, menggunakan pembatasan laju sumber daya selain pembatasan tingkat
permintaan. Tindakan API ini memiliki bucket token sumber daya terpisah yang habis berdasarkan
jumlah sumber daya yang dipengaruhi oleh permintaan. Seperti bucket token permintaan, bucket
token sumber daya memiliki bucket maksimum yang memungkinkan Anda melakukan burst, dan
tingkat isi ulang yang memungkinkan Anda mempertahankan tingkat permintaan yang stabil selama
diperlukan. Jika Anda melebihi batas bucket tertentu untuk API, termasuk saat bucket belum diisi
ulang untuk mendukung permintaan API berikutnya, tindakan APl akan terbatas meskipun Anda
belum mencapai batas throttle API total.

Misalnya, ukuran bucket token sumber daya untuk RunInstances adalah 1000 token, dan tingkat
isi ulang adalah dua token per detik. Oleh karena itu, Anda dapat segera meluncurkan 1000 instans,
menggunakan sejumlah permintaan API, seperti satu permintaan untuk 1000 instans atau empat
permintaan untuk 250 instans. Setelah bucket token sumber daya kosong, Anda dapat meluncurkan
hingga dua instance setiap detik, menggunakan salah satu permintaan untuk dua instance atau dua
permintaan untuk satu instance.

Untuk informasi selengkapnya, lihat Ukuran bucket token sumber daya dan tarif isi ulang.
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Minta ukuran bucket token dan tarif isi ulang

Untuk tujuan pembatasan tingkat permintaan, tindakan API dikelompokkan ke dalam kategori berikut:

» Tindakan non-mutasi — Tindakan APl yang mengambil data tentang sumber daya. Kategori
ini umumnya mencakup semuaDescribe*,List*,Search¥*, dan tindakan Get* API,
sepertiDescribeRouteTables,SearchTransitGatewayRoutes, danGetIpamPoolCidrs.
Tindakan API ini biasanya memiliki batas pembatasan API tertinggi.

» Tindakan non-mutasi tanpa filter dan tanpa paginasi — Subset spesifik dari tindakan API non-

mutasi yang, ketika diminta tanpa menentukan pagination atau filter, menggunakan token dari

bucket token yang lebih kecil. Disarankan agar Anda menggunakan pagination dan filtering
sehingga token dikurangkan dari bucket token standar (lebih besar).

» Tindakan mutasi — Tindakan APl yang membuat, memodifikasi, atau menghapus sumber daya.
Kategori ini umumnya mencakup semua tindakan APl yang tidak dikategorikan sebagai tindakan
non-mutasi, sepertiAllocateHosts,, dan. ModifyHosts CreateCapacityReservation
Tindakan ini memiliki batas pelambatan yang lebih rendah daripada tindakan API yang tidak
bermutasi.

» Tindakan intensif sumber daya — Mutasi tindakan APl yang memakan waktu paling banyak dan
menghabiskan sebagian besar sumber daya untuk diselesaikan. Tindakan ini memiliki batas
pelambatan yang lebih rendah daripada tindakan mutasi. Mereka dibatasi secara terpisah dari
tindakan mutasi lainnya.

» Tindakan non-mutasi konsol — Tindakan API non-mutasi yang diminta dari konsol Amazon. EC2
Tindakan API ini dibatasi secara terpisah dari tindakan APl non-mutasi lainnya.

« Tindakan yang tidak dikategorikan — Ini adalah tindakan APl yang menerima ukuran bucket token
dan tarif isi ulang mereka sendiri, meskipun menurut definisi mereka cocok dalam salah satu
kategori lainnya.

Kategori aksi API Tindakan Kapasitas maksimum  Tingkat isi ulang
bucket ember
Tindakan yang tidak 100 20
bermutasi TindakanDescribe*
, List*Search*,,

dan Get* API yang
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Kategori aksi API Tindakan Kapasitas maksimum  Tingkat isi ulang
bucket ember

tidak termasuk dalam
kategori lain.

Tindakan non-mutasi 50 10
tanpa filter dan tanpa
paginasi

DescribelI
nstances

Describel
nstanceSt
atus

DescribeN
etworkInt
erfaces

DescribeS
ecurityGr
oups

DescribeS
napshots

DescribeS
potInstan
ceRequests

DescribeV
olumes
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Kategori aksi API

Tindakan bermutasi

Tindakan Kapasitas maksimum
bucket

Semua tindakan API 50
yang bermutasi yang

bukan merupakan

tindakan intensif

sumber daya atau

tindakan Uncategor

ized.

Tingkat isi ulang
ember

5

Minta batas token
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Kategori aksi API

Tindakan intensif
sumber daya

Tindakan

Kapasitas maksimum
bucket

50

AcceptVpc
PeeringCo
nnection

Authorize
SecurityG
roupIngress

CancelSpo
tInstance
Requests

CreateKeyPair

CreateVpc
PeeringCo
nnection

DeleteVpc
PeeringCo
nnection

RejectVpc
PeeringCo
nnection

RevokeSec
urityGrou
pIngress

RequestSp
otInstances

Tingkat isi ulang
ember

5

Minta batas token
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Kategori aksi API Tindakan Kapasitas maksimum  Tingkat isi ulang
bucket ember
Tindakan konsol yang . _ 100 10
T TindakanDescribe*
,List*Search*,,

dan Get* API, yang
dipanggil oleh EC2
konsol Amazon, tetapi
tidak termasuk dalam
kategori lain.

Tindakan yang tidak dikategorikan

AcceptVpcEndpointConnections
AdvertiseByoipCidr
AssignIpv6Addresses
AssignPrivateIpAddresses

AssignPrivateNatGatewayAddress

AssociateCapacityReservationBillingO

wner
AssociateEnclaveCertificateIamRole
AssociateIlamInstanceProfile
AssociateNatGatewayAddress
AttachVerifiedAccessTrustProvider

AuthorizeClientVpnIngress

Kapasitas
maksimum
bucket

10

100
100

10

10
100
10

10

Tingkat isi ulang
ember

0,1

0,5

Minta batas token
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Tindakan yang tidak dikategorikan

CancelDeclarativePoliciesReport

CopyImage
CreateClientVpnRoute
CreateCoipCidr
CreateCoipPool
CreateDefaultSubnet
CreateDefaultVpc
CreateLaunchTemplateVersion
CreateNatGateway
CreateNetworkInterface
CreateRestoreImageTask
CreateSnapshot
CreateSnapshots
CreateSpotDatafeedSubscription
CreateStoreImageTask
CreateSubnetCidrReservation
CreateTags
CreateVerifiedAccessEndpoint

CreateVerifiedAccessGroup

Kapasitas
maksimum
bucket

100

100
10
100
50
100
100
50

50

100
20

10

Tingkat isi ulang
ember

0,1

10

Minta batas token
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Tindakan yang tidak dikategorikan Kapasitas Tingkat isi ulang
maksimum ember
bucket

CreateVerifiedAccessInstance 10 2

CreateVerifiedAccessTrustProvider 10 2

CreateVolume 100 5

CreateVpcEndpoint 4 0,3

CreateVpcEndpointServiceConfiguration 10 1

DeleteClientVpnRoute 5 2

DeleteCoipCidr 5 1

DeleteCoipPool 5 1

DeleteCoipPoolPermission 5 1

DeleteNatGateway 10 1

DeleteNetworkInterface 100 S5

DeleteSnapshot 100 5

DeleteSpotDatafeedSubscription 50 3

DeleteSubnetCidrReservation 5 1

DeleteQueuedReservedInstances 5 5

DeleteTags 100 10

DeleteVerifiedAccessEndpoint 20 4

DeleteVerifiedAccessGroup 10 2

DeleteVerifiedAccessInstance 10 2
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Tindakan yang tidak dikategorikan Kapasitas Tingkat isi ulang
maksimum ember
bucket

DeleteVerifiedAccessTrustProvider 10 2

DeleteVolume 100 5

DeleteVpcEndpoints 4 0,3

DeleteVpcEndpointServiceConfigurations 10 1

DeprovisionByoipCidr 1 0,1

DeregisterImage 100 5

DescribeAggregateldFormat 10 10

DescribeByoipCidrs 1 0,5

DescribeCapacityBlockExtensionOfferi 10 0,15

ngs

DescribeCapacityBlockOfferings 10 0,15

DescribeDeclarativePoliciesReports 5 5

DescribeHostReservations 5 2

DescribeHostReservationOfferings 5 2

DescribeIdentityIdFormat 10 10

DescribeIdFormat 10 10

DescribeInstanceTopology 1 1

DescribeMovingAddresses 1 1

DescribePrincipalIdFormat 10 10

Minta batas token 30



Amazon Elastic Compute Cloud

Panduan Developerr

Tindakan yang tidak dikategorikan

DescribeReservedInstancesOfferings
DescribeSecurityGroupReferences
DescribeSpotDatafeedSubscription
DescribeSpotFleetInstances
DescribeSpotFleetRequestHistory
DescribeSpotFleetRequests
DescribeStaleSecurityGroups
DescribeStoreImageTasks

DescribeVerifiedAccessInstancelLoggin
gConfigurations

DetachVerifiedAccessTrustProvider
DisableFastLaunch
DisableImageBlockPublicAccess
DisableSnapshotBlockPublicAccess

DisassociateCapacityReservationBilli
ngOwner

DisassociateEnclaveCertificateIamRole

DisassociateIamInstanceProfile
DisassociateNatGatewayAddress

EnableFastLaunch

Kapasitas
maksimum
bucket

10
20
100
100
100
50
20
50

10

10

10
100

10

Tingkat isi ulang
ember

10

13

0,5

0,1
0,1

0,5

Minta batas token
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Tindakan yang tidak dikategorikan Kapasitas Tingkat isi ulang
maksimum ember
bucket

EnableImageBlockPublicAccess 1 0,1

EnableSnapshotBlockPublicAccess 1 0,1

GetAssociatedEnclaveCertificateIamRo 10 1

les

GetDeclarativePoliciesReportSummary 5 5

GetHostReservationPurchasePreview 5 2

ModifyImageAttribute 100 5

ModifyInstanceMetadataDefaults 2 2

ModifyInstanceMetadataOptions 100 5

ModifyLaunchTemplate 100 5

ModifyNetworkInterfaceAttribute 100 5

ModifySnapshotAttribute 100 5

ModifyVerifiedAccessEndpoint 20 4

ModifyVerifiedAccessEndpointPolicy 20 4

ModifyVerifiedAccessGroup 10 2

ModifyVerifiedAccessGroupPolicy 20 4

ModifyVerifiedAccessInstance 10 2

ModifyVerifiedAccessInstancelLoggingC 10 2

onfiguration

ModifyVerifiedAccessTrustProvider 10 2
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Tindakan yang tidak dikategorikan

ModifyVpcEndpoint

ModifyVpcEndpointServiceConfiguration

MoveAddressToVpc
ProvisionByoipCidr
PurchaseCapacityBlock
PurchaseCapacityBlockExtension
PurchaseHostReservation
PurchaseReservedInstancesOffering
RejectVpcEndpointConnections
RestoreAddressToClassic
RevokeClientVpnIngress
RunInstances
StartDeclarativePoliciesReport
StartInstances
TerminateInstances
UnassignPrivateIpAddresses
UnassignPrivateNatGatewayAddress

WithdrawByoipCidr

Kapasitas
maksimum
bucket

4

10

10

10

100
100

10

Tingkat isi ulang
ember

0,3

1

0,1

0,15

0,15

0,1
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Ukuran bucket token sumber daya dan tarif isi ulang

Tabel berikut mencantumkan ukuran bucket token resource dan laju isi ulang untuk tindakan API
yang menggunakan pembatasan laju sumber daya.

Tindakan API Kapasitas maksimum bucket Tingkat isi ulang ember
RunInstances 1000 2
TerminateInstances 1000 20
StartInstances 1000 2
StopInstances 1000 20

Pantau pelambatan API

Anda dapat menggunakan Amazon CloudWatch untuk memantau permintaan EC2 APl Amazon
Anda dan untuk mengumpulkan dan melacak metrik seputar pembatasan API. Anda juga dapat
membuat alarm untuk memperingatkan Anda ketika Anda hampir mencapai batas pelambatan API.
Untuk informasi selengkapnya, lihat Pantau permintaan EC2 APl Amazon menggunakan Amazon
CloudWatch.

Mencoba lagi dan backoff eksponensial

Aplikasi Anda mungkin perlu mencoba kembali permintaan API. Contoh:

« Untuk memeriksa pembaruan dalam status sumber daya
» Untuk menghitung sejumlah besar sumber daya (misalnya, semua volume Anda)

» Untuk mencoba lagi permintaan setelah gagal dengan kesalahan server (5xx) atau kesalahan
pelambatan

Namun, untuk kesalahan klien (4xx), Anda harus merevisi permintaan untuk memperbaiki masalah
sebelum mencoba permintaan lagi.

Perubahan status sumber daya

Batas token sumber daya 34



Amazon Elastic Compute Cloud Panduan Developerr

Sebelum Anda memulai polling untuk memeriksa pembaruan status, berikan waktu permintaan untuk
berpotensi selesai. Misalnya, tunggu beberapa menit sebelum memeriksa apakah instans Anda aktif.
Saat Anda memulai polling, gunakan interval tidur yang sesuai di antara permintaan berturut-turut
untuk menurunkan tingkat permintaan API. Untuk hasil terbaik, gunakan interval tidur yang meningkat
atau variabel.

Atau, Anda dapat menggunakan Amazon EventBridge untuk memberi tahu Anda tentang status
beberapa sumber daya. Misalnya, Anda dapat menggunakan acara Pemberitahuan Perubahan
Status EC2 Instans untuk memberi tahu Anda tentang perubahan status untuk sebuah instance.
Untuk informasi selengkapnya, lihat Mengotomatiskan Amazon EC2 menggunakan EventBridge.

Percobaan ulang

Saat Anda perlu melakukan polling atau mencoba ulang permintaan API, sebaiknya gunakan
algoritme backoff eksponensial untuk menghitung interval tidur antara permintaan API. Ide di balik
backoff eksponensial adalah menggunakan waktu tunggu yang semakin lama antara percobaan
ulang untuk respons kesalahan yang berurutan. Anda harus menerapkan interval penundaan
maksimum, serta jumlah percobaan ulang maksimum. Anda juga dapat menggunakan jitter
(penundaan acak) untuk mencegah tabrakan berturut-turut. Untuk informasi selengkapnya, lihat
Timeout, percobaan ulang, dan backoff dengan jitter.

Setiap AWS SDK mengimplementasikan logika coba ulang otomatis. Untuk informasi selengkapnya,
lihat Coba lagi perilaku di Panduan Referensi Alat AWS SDKs dan Alat.

Minta kenaikan batas

Anda dapat meminta peningkatan batas pembatasan API untuk Anda. Akun AWS

Rekomendasi

» Minta paling banyak tiga kali batas Anda yang ada dalam satu permintaan.
* Prioritaskan peningkatan tarif isi ulang bucket sebelum meningkatkan kapasitas maksimum bucket.

 Jika laju isi ulang bucket yang diminta akan melebihi kapasitas maksimum bucket, tingkatkan
kapasitas maksimum bucket secara bersamaan.

* Menyediakan semua tindakan APl yang memerlukan peningkatan. Batas diterapkan pada tindakan
API individual, bukan kategori tindakan API.

« Ada batas tingkat permintaan dan tingkat sumber daya untuk tindakan API
berikut:RunInstances,StartInstances,StopInstances, danTerminateInstances.
Pastikan untuk menunjukkan batas mana yang harus ditingkatkan
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Untuk meminta akses ke fitur ini

1.  AWS Dukungan Pusat Terbuka.

Pilih Buat kasus.

Pilih Akun dan penagihan.

Untuk Layanan, pilih Info Umum dan Memulai.
Untuk Kategori, pilih Menggunakan AWS & Layanan.

Pilih Langkah selanjutnya: Informasi tambahan.

N o o bk~ w b

Untuk Subjek, masukkanRequest an increase in my Amazon EC2 API throttling
limits.

8. Untuk Deskripsi, salin templat berikut dan berikan informasi yang diperlukan.

Please increase the API throttling limits for my account.
Related page: https://docs.aws.amazon.com/ec2/latest/devguide/ec2-api-
throttling.html
Description: Brief notes about your use case. If available, include the IDs

of a few Amazon EC2 requests that were throttled.
Time window: One-hour window when peak throttling or usage occurred.
region_1 request rate increases:

action: new_bucket_maximum_capacity

action: new_bucket_refill_rate

action: new_bucket_maximum_capacity|new_bucket_refill_rate
region_1 resource rate increases:

action: new_bucket_maximum_capacity

action: new_bucket_refill_rate

action: new_bucket_maximum_capacity|new_bucket_refill_rate
region_2 request rate increases:

action: new_bucket_maximum_capacity

action: new_bucket_refill_rate

action: new_bucket_maximum_capacity|new_bucket_refill_rate
region_2 resource rate increases:

action: new_bucket_maximum_capacity

action: new_bucket_refill_rate

action: new_bucket_maximum_capacity|new_bucket_refill_rate

9. Pilih Langkah selanjutnya: Selesaikan sekarang atau hubungi kami.
10. Pada tab Hubungi kami, pilih bahasa kontak pilihan Anda dan metode kontak.
11. Pilih Kirim.
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Pagination di Amazon API EC2

Kami menyarankan Anda menggunakan pagination saat memanggil tindakan describe yang
berpotensi mengembalikan sejumlah besar hasil, sepertiDescribeInstances. Menggunakan
pagination membatasi jumlah item yang dikembalikan oleh panggilan deskripsikan dan waktu yang
dibutuhkan untuk panggilan kembali. Jika Anda memiliki sejumlah besar sumber daya, panggilan
tanpa paginasi mungkin dibatasi dan dapat habis waktu. Oleh karena itu, latensi keseluruhan lebih
baik dengan panggilan paginasi daripada dengan panggilan tanpa paginasi karena panggilan
berhalaman berhasil secara konsisten.

Untuk informasi selengkapnya, lihat Pagination di Referensi Amazon EC2 API.
Praktik terbaik

Jika memungkinkan, tentukan daftar sumber daya IDs dalam panggilan deskripsikan Anda. Ini adalah
cara tercepat untuk menggambarkan sejumlah besar sumber daya. Perhatikan bahwa Anda tidak
boleh menentukan lebih dari 1.000 IDs dalam satu panggilan. Berikut adalah contohnya.

private List<Reservation> describeMyInstances(List<String> ids){
if (ids == null || ids.isEmpty()) {
return ImmutablelList.of();

final DescribelInstancesRequest request = new DescribeInstancesRequest()
.withInstanceIds(ids);

return ec2.describeInstances(request).getReservations();

Jika Anda tidak dapat menentukan sumber daya IDs dalam panggilan deskripsikan, kami sangat
menyarankan untuk menggunakan pagination. Berikut adalah contohnya.

private List<Reservation> describeMyInstances(final Collection<Filter> filters){
final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withFilters(filters)
.withMaxResults(1000);

List<Reservation> reservations = new ArraylList<>();
String nextToken = null;
do {
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request.setNextToken(nextToken);
final DescribeInstancesResult response = ec2.describeInstances(request);
reservations.addAll(response.getReservations());
nextToken = response.getNextToken();
} while (nextToken != null);

return reservations;

Jika Anda perlu mencoba lagi panggilan paginasi, gunakan back-off eksponensial dengan jitter.
Masalah umum

Berikut ini adalah contoh kode yang secara tidak sengaja membuat panggilan tanpa paginasi.
Example Contoh masalah: Melewati daftar sumber daya yang kosong IDs

Kode berikut menggunakan daftar IDs. Namun, jika daftar kosong, hasilnya adalah panggilan tanpa
paginasi.

private List<Reservation> describeMyInstances(List<String> ids){
final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withInstancelds(ids);

return ec2.describelnstances(request).getReservations();

Untuk memperbaiki masalah ini, pastikan daftar tidak kosong sebelum melakukan panggilan
deskripsikan.

private List<Reservation> describeMyInstances(List<String> ids){
if (ids == null || ids.isEmpty()) {
return Immutablelist.of();

// OR

return Lists.newArraylList();

// OR

return new ArraylList<>();

final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withInstancelds(ids);
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return ec2.describeInstances(request).getReservations();

Example Contoh masalah: Tidak menyetel MaxResults

Kode berikut memeriksa dan menggunakannextToken, tetapi tidak diaturMaxResults.

private List<Reservation> describeMyInstances(final Collection<Filter> filters){
final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withFilters(filters);

List<Reservation> reservations = new ArraylList<>();
String nextToken = null;
do {
request.setNextToken(nextToken);
final DescribeInstancesResult response = ec2.describeInstances(request);
reservations.addAll(response.getReservations());
nextToken = response.getNextToken();
} while (nextToken != null);

return reservations;

Untuk memperbaiki masalah ini, tambahkan withMaxResults sebagai berikut.

private List<Reservation> describeMyInstances(final Collection<Filter> filters){
final DescribeInstancesRequest request = new DescribeInstancesRequest()
.withFilters(filters)
.withMaxResults(1000);

List<Reservation> reservations = new ArraylList<>();
String nextToken = null;
do {
request.setNextToken(nextToken);
final DescribeInstancesResult response = ec2.describeInstances(request);
reservations.addAll(response.getReservations());
nextToken = response.getNextToken();
} while (nextToken != null);

return reservations;
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Buat EC2 sumber daya Amazon menggunakan AWS CLI

Anda dapat membuat dan mengelola EC2 sumber daya Amazon menggunakan AWS Command Line
Interface (AWS CLI) di shell baris perintah. AWS CLI Ini menyediakan akses langsung ke APIs for
Layanan AWS, seperti Amazon EC2.

Untuk sintaks dan contoh perintah untuk Amazon EC2, lihat ec2 di AWS CLI Command Reference.
Anda juga dapat menemukan contoh-contoh ini di aws- cli/awscli/examples/ec 2 di github.

Pelajari lebih lanjut tentang AWS CLI

Untuk mempelajari selengkapnya AWS CLI, lihat sumber daya berikut:

* AWS Command Line Interface

* AWS Command Line Interface Panduan Pengguna untuk Versi 2

* AWS Command Line Interface Panduan Pengguna untuk Versi 1
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Buat EC2 sumber daya Amazon menggunakan AWS
CloudFormation

Amazon EC2 terintegrasi dengan AWS CloudFormation, layanan yang membantu Anda memodelkan
dan mengatur AWS sumber daya Anda sehingga Anda dapat menghabiskan lebih sedikit waktu
untuk membuat dan mengelola sumber daya dan infrastruktur Anda. Anda membuat templat

yang menjelaskan AWS sumber daya yang Anda butuhkan (seperti instance dan subnet), serta
menyediakan serta CloudFormation mengonfigurasi sumber daya tersebut untuk Anda.

Bila Anda menggunakan CloudFormation, Anda dapat menggunakan kembali template Anda untuk
mengatur EC2 sumber daya Amazon Anda secara konsisten dan berulang kali. Jelaskan sumber
daya Anda sekali, lalu sediakan sumber daya yang sama berulang-ulang di beberapa Akun AWS dan
Wilayah.

Amazon EC2 dan CloudFormation template

Untuk menyediakan dan mengonfigurasi sumber daya untuk Amazon EC2 dan layanan terkait,
Anda harus memahami CloudFormation templat. Templat adalah file teks dengan format JSON
atau YAML. Template ini menjelaskan sumber daya yang akan Anda sediakan di CloudFormation
tumpukan Anda. Jika Anda tidak terbiasa dengan JSON atau YAMAL, Anda dapat menggunakan
CloudFormation Designer untuk membantu Anda memulai dengan template. CloudFormation Untuk
informasi lebih lanjut, lihat Apa itu CloudFormation Desainer? dalam AWS CloudFormation User
Guide.

Sumber daya untuk Amazon EC2

Sumber daya komputasi

« AWS::EC2::CapacityReservation

« AWS::EC2::CapacityReservationArmada
« AWS:::EC2: EC2 Armada

« AWS:::EC2: EC2 Armada
 AWS::EC2::Host

« AWS::EC2:Instance

« AWS::EC2::InstanceConnecitTitik akhir
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« AWS::EC2::LaunchTemplate

« AWS:.EC2::PlacementGroup

« AWS:.EC2::SpotFleet

Sumber daya jaringan

« AWS::

EC2::

CarrierGateway

« AWS::

EC2:

ClientVpnAuthorizationRule

« AWS::

EC2:

ClientVpnTitik akhir

« AWS::

EC2::

ClientVpnRute

« AWS::

EC2:

:ClientVpnTargetNetworkAssociation

« AWS::

EC2:

CustomerGateway

« AWS::

EC2:

DHCPOptions

« AWS::

EC2::

EgressOnlyInternetGateway

« AWS::

EC2:

EIP

« AWS::

EC2:

EIPAssociation

« AWS::

EC2:

FlowLog

« AWS::

EC2:

:GatewayRouteTableAssociation

« AWS::

EC2:

InternetGateway

« AWS::

EC2:

:IPAM

« AWS::

EC2::

IPAMAIllocation

« AWS::

EC2::

IPAMPool

« AWS::

EC2:

IPAMPool Cidr

« AWS::

EC2:

IPAMResource Penemuan

« AWS::

EC2::

IPAMResource DiscoveryAssociation

« AWS::

EC2::

IPAMScope

« AWS::

EC2:

LocalGatewayRute

« AWS::

EC2:

LocalGatewayRouteTable

« AWS::

EC2::

LocalGatewayRouteTableVirtuallnterface GroupAssociation

« AWS::

EC2:

:LocalGatewayRouteTableVPCAssociation

« AWS::

EC2:

NatGateway

Sumber daya untuk Amazon EC2
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-clientvpnauthorizationrule.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-clientvpnendpoint.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-clientvpnroute.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-clientvpntargetnetworkassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-customergateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-dhcpoptions.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-egressonlyinternetgateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-eip.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-eipassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-flowlog.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-gatewayroutetableassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-internetgateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipam.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipamallocation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipampool.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipampoolcidr.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipamresourcediscovery.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipamresourcediscoveryassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-ipamscope.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-localgatewayroute.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-localgatewayroutetable.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-localgatewayroutetablevirtualinterfacegroupassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-localgatewayroutetablevpcassociation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-natgateway.html
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AWS::

EC2::

NetworkInterface

AWS::

EC2::

NetworkInsightsAccessScope

AWS::

EC2::

NetworkInsightsAccessScopeAnalysis

AWS::

EC2::

NetworklInsightsAnalisis

AWS::

EC2::

NetworklInsightsJalan

AWS::

EC2::

NetworkInterfaceLampiran

AWS::

EC2::

NetworkInterfacelzin

AWS::

EC2::

NetworkPerformanceMetricSubscription

AWS::

EC2::

PrefixList

AWS::

EC2::

Route

AWS::

EC2::

RouteTable

AWS::

EC2::

Subnet

AWS::

EC2::

SubnetCidrBlok

AWS::

EC2::

SubnetNetworkAclAssociation

AWS::

EC2:

SubnetRouteTableAssociation

AWS::

EC2:

‘TrafficMirrorFilter

AWS::

EC2:

‘TrafficMirrorFilterRule

AWS::

EC2:

‘TrafficMirrorSesi

AWS::

EC2:

:TrafficMirrorTarget

AWS::

EC2:

:TransitGateway

AWS::

EC2:

:TransitGatewayLampiran

AWS::

EC2:

:TransitGatewayConnect

AWS::

EC2:

:TransitGatewayMulticastDomain

AWS::

EC2:

:TransitGatewayMulticastDomainAssociation

AWS::

EC2:

:TransitGatewayMulticastGroupMember

AWS::

EC2:

:TransitGatewayMulticastGroupSource

AWS::

EC2:

:TransitGatewayPeeringAttachment

AWS::

EC2:

:TransitGatewayRute

AWS::

EC2:

:TransitGatewayRouteTable

AWS::

EC2:

:TransitGatewayRouteTableAssociation
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkperformancemetricsubscription.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-prefixlist.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-route.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-routetable.html
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« AWS::

EC2:: TransitGatewayRouteTablePropagation

« AWS::

EC2:: TransitGatewayVpcAttachment

« AWS::

EC2: :VPC

« AWS::

EC2:: VPCCidr Blok

« AWS::

EC2:: VPCDHCPOptions Asosiasi

« AWS::

EC2:: VPCEndpoint

« AWS::

EC2:: VPCEndpoint ConnectionNotification

« AWS::

EC2:: VPCEndpoint Layanan

« AWS::

EC2:: VPCEndpoint ServicePermissions

« AWS::

EC2: VPCGateway Lampiran

« AWS::

EC2:: VPCPeering Koneksi

« AWS::

EC2:: VPNConnection

« AWS::

EC2:: VPNConnection Rute

« AWS::

EC2:: VPNGateway

« AWS::

EC2:: VPNGateway RoutePropagation

Sumber daya keamanan

« AWS::

EC2::KeyPair

« AWS::

EC2::NetworkAcl

« AWS::

EC2::NetworkAclEntri

« AWS::

EC2::SecurityGroup

« AWS::

EC2::SecurityGroupJalan keluar

« AWS::

EC2::SecurityGroupMasuknya

« AWS::

EC2::VerifiedAccessTitik akhir

« AWS::

EC2::VerifiedAccessKelompok

« AWS::

EC2::VerifiedAccessContoh

« AWS::

EC2::VerifiedAccessTrustProvider

Sumber daya penyimpanan

+ AWS:

:EC2::SnapshotBlockPublicAccess

Sumber daya untuk Amazon EC2
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpnconnection.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpnconnectionroute.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpngateway.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-vpngatewayroutepropagation.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-keypair.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkacl.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-networkaclentry.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-securitygroup.html
https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-securitygroupegress.html
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-ec2-snapshotblockpublicaccess.html
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* AWS::EC2::Volume
« AWS::EC2::VolumeAttachment

Pelajari lebih lanjut tentang CloudFormation

Untuk mempelajari selengkapnya CloudFormation, lihat sumber daya berikut:

* AWS CloudFormation
* AWS CloudFormation Panduan Pengguna

Pelajari lebih lanjut tentang CloudFormation
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Membuat EC2 sumber daya Amazon menggunakan AWS
SDK

AWS menyediakan kit pengembangan perangkat lunak (SDK) untuk banyak bahasa pemrograman
populer. SDK membuat pengembangan lebih efisien dengan menyediakan hal-hal berikut:

« Komponen dan pustaka pra-bangun yang dapat Anda masukkan ke dalam aplikasi Anda

Alat khusus bahasa, seperti kompiler dan debugger

Penandatanganan kriptografi permintaan layanan
* Minta percobaan ulang

* Penanganan respons kesalahan

Contoh kode untuk Amazon EC2 API

Contoh kode yang diberikan AWS menunjukkan kepada Anda cara menggunakan API dan
menyelesaikan tugas tertentu. Untuk contoh EC2 APl Amazon, lihat Contoh kode untuk Amazon
EC2. Untuk contoh tambahan, lihat Temukan contoh kode untuk AWS SDKs atau aws-doc-sdk-
exampleshttps://github.com/awsdocs/aws-doc-sdk-examples/ di github.

Pelajari lebih lanjut tentang AWS SDKs

Untuk mempelajari selengkapnya AWS SDKs, lihat sumber daya berikut:

+ AWS SDKs dan Panduan Referensi Alat
 Alat untuk Dibangun AWS
» Apa itu SDK?

Contoh kode untuk Amazon EC2 API 46
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API tingkat rendah untuk Amazon EC2

API tingkat rendah untuk Amazon EC2 adalah antarmuka tingkat protokol untuk Amazon. EC2

Saat menggunakan API tingkat rendah, Anda harus memformat setiap permintaan HTTPS dengan
benar dan menambahkan tanda tangan digital yang valid ke setiap permintaan. Untuk informasi
selengkapnya, lihat Membuat permintaan ke Amazon EC2 API di Referensi Amazon EC2 API. Atau,
Anda dapat menggunakan AWS SDK, yang membuat dan menandatangani permintaan atas nama
Anda. Untuk informasi selengkapnya, lihat Menggunakan AWS SDK.

Amazon EC2 API terdiri dari tindakan dan tipe data untuk beberapa layanan. Untuk melihat tindakan
untuk setiap layanan, lihat halaman berikut di Referensi Amazon EC2 API.

+ AWS Client VPN tindakan

+ Tindakan Amazon EBS

+ EC2 Tindakan Amazon

* AWS Network Manager tindakan
« AWS Tindakan Nitro Enclave

* AWS Outposts tindakan

* AWS PrivateLink tindakan

« Tindakan Recycle Bin

+ AWS Site-to-Site VPN tindakan

* AWS Transit Gateway tindakan

» Akses Terverifikasi AWS tindakan

» Tindakan Impor/Ekspor VM

+ Tindakan Amazon VPC

+ Tindakan Amazon VPC IPAM
+ AWS Wavelength tindakan
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https://docs.aws.amazon.com/AWSEC2/latest/APIReference/OperationList-query-vpc.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-ipam.html
https://docs.aws.amazon.com/AWSEC2/latest/APIReference/operation-list-wavelength.html
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Gunakan Console-to-Code untuk menghasilkan kode untuk
tindakan EC2 konsol Anda

Konsol tersebut menyediakan jalur dengan panduan untuk membuat sumber daya dan menguiji
prototipe. Jika Anda ingin membuat sumber daya yang sama dalam skala besar, Anda memerlukan
kode otomatisasi. Console-to-Codeadalah fitur Amazon Q Developer yang dapat membantu Anda
memulai dengan kode otomatisasi Anda. Console-to-Codemerekam tindakan konsol Anda, termasuk
pengaturan default dan parameter yang kompatibel. Kemudian menggunakan Al generatif untuk
menyarankan kode dalam format pilihan Anda infrastructure-as-code (IAc) untuk tindakan yang
Anda inginkan. Karena alur kerja konsol memastikan nilai parameter yang Anda tentukan valid
bersama-sama, kode yang Anda hasilkan dengan menggunakan Console-to-Code memiliki nilai
parameter yang kompatibel. Anda dapat menggunakan kode sebagai titik awal, dan kemudian
menyesuaikannya untuk membuatnya siap produksi untuk kasus penggunaan spesifik Anda.

Misalnya, dengan Console-to-Code, Anda dapat merekam peluncuran EC2 instance Amazon dan
memilih untuk menghasilkan kode dalam format CloudFormation JSON. Kemudian, Anda dapat
menyalin kode itu dan menyesuaikannya untuk digunakan dalam CloudFormation template Anda.

Console-to-Code saat ini dapat menghasilkan infrastructure-as-code (IAc) dalam bahasa dan format
berikut:

+ CDK Java

CDK Python

CDK TypeScript
CloudFormation JSON
CloudFormation YAMB

Untuk informasi dan petunjuk selengkapnya tentang cara menggunakan Console-to-Code, lihat
Mengotomatisasi AWS layanan dengan Pengembang Amazon Q Console-to-Code di Panduan

Pengguna Pengembang Amazon Q.
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Contoh kode untuk Amazon EC2 menggunakan AWS SDKs

Contoh kode berikut menunjukkan cara menggunakan Amazon EC2 dengan kit pengembangan AWS
perangkat lunak (SDK).

Dasar-dasar adalah contoh kode yang menunjukkan kepada Anda bagaimana melakukan operasi
penting dalam suatu layanan.

Tindakan merupakan kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Sementara tindakan menunjukkan cara memanggil fungsi layanan individual, Anda dapat
melihat tindakan dalam konteks dalam skenario terkait.

Skenario adalah contoh kode yang menunjukkan kepada Anda bagaimana menyelesaikan tugas
tertentu dengan memanggil beberapa fungsi dalam layanan atau dikombinasikan dengan yang lain
Layanan AWS.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Contoh kode

* Contoh dasar untuk Amazon EC2 menggunakan AWS SDKs
* Halo Amazon EC2
» Pelajari dasar-dasar Amazon EC2 dengan AWS SDK
+ Tindakan untuk Amazon EC2 menggunakan AWS SDKs

» Gunakan AcceptVpcPeeringConnection dengan CLI
* Gunakan AllocateAddress dengan AWS SDK atau CLI

* Gunakan AllocateHosts dengan CLI

* Gunakan AssignPrivatelpAddresses dengan CLI
* Gunakan AssociateAddress dengan AWS SDK atau CLI

* Gunakan AssociateDhcpOptions dengan CLI

* Gunakan AssociateRouteTable dengan CLI

* Gunakan AttachinternetGateway dengan CLI

* Gunakan AttachNetworkInterface dengan CLI

* Gunakan AttachVolume dengan CLI

49



Amazon Elastic Compute Cloud

Panduan Developerr

Gunakan AttachVpnGateway dengan CLI

Gunakan AuthorizeSecurityGroupEgress dengan CLI

Gunakan AuthorizeSecurityGrouplngress dengan AWS SDK atau CLI

Gunakan CancelCapacityReservation dengan CLI

Gunakan CancellmportTask dengan CLI

Gunakan CancelSpotFleetRequests dengan CLI

Gunakan CancelSpotinstanceRequests dengan CLI

Gunakan ConfirmProductinstance dengan CLI

Gunakan Copylmage dengan CLI

Gunakan CopySnapshot dengan CLI

Gunakan CreateCapacityReservation dengan CLI

Gunakan CreateCustomerGateway dengan CLI

Gunakan CreateDhcpOptions dengan CLI

Gunakan CreateFlowLogs dengan CLI

Gunakan Createlmage dengan CLI

Gunakan CreatelnstanceExportTask dengan CLI

Gunakan CreatelnternetGateway dengan CLI

Gunakan CreateKeyPair dengan AWS SDK atau CLI

Gunakan CreateLaunchTemplate dengan AWS SDK atau CLI

Gunakan CreateNetworkAcl dengan CLI

Gunakan CreateNetworkAclEntry dengan CLI

Gunakan CreateNetworkInterface dengan CLI

Gunakan CreatePlacementGroup dengan CLI

Gunakan CreateRoute dengan CLI

Gunakan CreateRouteTable dengan AWS SDK atau CLI

Gunakan CreateSecurityGroup dengan AWS SDK atau CLI

Gunakan CreateSnapshot dengan CLI

Gunakan CreateSpotDatafeedSubscription dengan CLI

Gunakan CreateSubnet dengan AWS SDK atau Cl |

Gunakan CreateTags dengan AWS SDK atau CLI
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Gunakan CreateVolume dengan CLI

Gunakan CreateVpc dengan AWS SDK atau CLI

Gunakan CreateVpcEndpoint dengan AWS SDK atau CLI

Gunakan CreateVpnConnection dengan CLI

Gunakan CreateVpnConnectionRoute dengan CLI

Gunakan CreateVpnGateway dengan CLI

Gunakan DeleteCustomerGateway dengan CLI

Gunakan DeleteDhcpOptions dengan CLI

Gunakan DeleteFlowlLogs dengan CLI

Gunakan DeletelnternetGateway dengan CLI

Gunakan DeleteKeyPair dengan AWS SDK atau CLI

Gunakan DeleteLaunchTemplate dengan AWS SDK atau CLI

Gunakan DeleteNetworkAcl dengan CLI

Gunakan DeleteNetworkAclEntry dengan CLI

Gunakan DeleteNetworkInterface dengan CLI

Gunakan DeletePlacementGroup dengan CLI

Gunakan DeleteRoute dengan CLI

Gunakan DeleteRouteTable dengan CLI

Gunakan DeleteSecurityGroup dengan AWS SDK atau CLI

Gunakan DeleteSnapshot dengan AWS SDK atau CLI

Gunakan DeleteSpotDatafeedSubscription dengan CLI

Gunakan DeleteSubnet dengan CLI

Gunakan DeleteTags dengan CLI

Gunakan DeleteVolume dengan CLI

Gunakan DeleteVpc dengan AWS SDK atau CLI

Gunakan DeleteVpcEndpoints dengan AWS SDK atau CLI

Gunakan DeleteVpnConnection dengan CLI

Gunakan DeleteVpnConnectionRoute dengan CLI

Gunakan DeleteVpnGateway dengan Cl |

Gunakan Deregisterlmage dengan CLI
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Gunakan DescribeAccountAttributes dengan CLI

Gunakan DescribeAddresses dengan AWS SDK atau CLI

Gunakan DescribeAvailabilityZones dengan AWS SDK atau CLI

Gunakan DescribeBundleTasks dengan CLI

Gunakan DescribeCapacityReservations dengan CLI

Gunakan DescribeCustomerGateways dengan CLI

Gunakan DescribeDhcpOptions dengan CLI

Gunakan DescribeFlowLogs dengan CLI

Gunakan DescribeHostReservationOfferings dengan CLI

Gunakan DescribeHosts dengan CLI

Gunakan DescribelamlnstanceProfileAssociations dengan AWS SDK atau CLI

Gunakan DescribeldFormat dengan CLI

Gunakan DescribeldentityldFormat dengan CLI

Gunakan DescribelmageAttribute dengan CLI

Gunakan Describelmages dengan AWS SDK atau CLI

Gunakan DescribelmportimageTasks dengan CLI

Gunakan DescribelmportSnapshotTasks dengan CLI

Gunakan DescribelnstanceAttribute dengan CLI

Gunakan DescribelnstanceStatus dengan AWS SDK atau CLI

Gunakan DescribelnstanceTypes dengan AWS SDK atau CLI

Gunakan Describelnstances dengan AWS SDK atau CLI

Gunakan DescribelnternetGateways dengan CLI

Gunakan DescribeKeyPairs dengan AWS SDK atau CLI

Gunakan DescribeNetworkAcls dengan CLI

Gunakan DescribeNetworkInterfaceAttribute dengan CLI

Gunakan DescribeNetworkInterfaces dengan CLI

Gunakan DescribePlacementGroups dengan CLI

Gunakan DescribePrefixLists dengan CLI

. Gunakan DescriheReqions d AWS SDK oL
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Gunakan DescribeScheduledIinstanceAvailability dengan CLI

Gunakan DescribeScheduledinstances dengan CLI

Gunakan DescribeSecurityGroups dengan AWS SDK atau CLI

Gunakan DescribeSnapshotAttribute dengan CLI

Gunakan DescribeSnapshots dengan AWS SDK atau CLI

Gunakan DescribeSpotDatafeedSubscription dengan CLI

Gunakan DescribeSpotFleetinstances dengan CLI

Gunakan DescribeSpotFleetRequestHistory dengan CLI

Gunakan DescribeSpotFleetRequests dengan CLI

Gunakan DescribeSpotinstanceRequests dengan CLI

Gunakan DescribeSpotPriceHistory dengan CLI

Gunakan DescribeSubnets dengan AWS SDK atau CLI

Gunakan DescribeTags dengan CLI

Gunakan DescribeVolumeAttribute dengan CLI

Gunakan DescribeVolumeStatus dengan CLI

Gunakan DescribeVolumes dengan CLI

Gunakan DescribeVpcAttribute dengan CLI

Gunakan DescribeVpcClassicLink dengan CLI

Gunakan DescribeVpcClassicLinkDnsSupport dengan CLI

Gunakan DescribeVpcEndpointServices dengan CLI

Gunakan DescribeVpcEndpoints dengan CLI

Gunakan DescribeVpcs dengan AWS SDK atau CLI

Gunakan DescribeVpnConnections dengan CLI

Gunakan DescribeVpnGateways dengan CLI

Gunakan DetachinternetGateway dengan CLI

Gunakan DetachNetworkInterface dengan CLI

Gunakan DetachVolume dengan CLI

Gunakan DetachVpnGateway dengan CLI

Gunakan DisableVgwRoutePropagation dengan Cl |

Gunakan DisableVpcClassicLink dengan CLI
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Gunakan DisableVpcClassicLinkDnsSupport dengan CLI

Gunakan DisassociateAddress dengan AWS SDK atau CLI

Gunakan DisassociateRouteTable dengan CLI

Gunakan EnableVgwRoutePropagation dengan CLI

Gunakan EnableVolumelo dengan CLI

Gunakan EnableVpcClassicLink dengan CLI

Gunakan EnableVpcClassicLinkDnsSupport dengan CLI

Gunakan GetConsoleOutput dengan CLI

Gunakan GetHostReservationPurchasePreview dengan CLI

Gunakan GetPasswordData dengan AWS SDK atau CLI

Gunakan Importlmage dengan CLI

Gunakan ImportKeyPair dengan CLI

Gunakan ImportSnapshot dengan CLI

Gunakan ModifyCapacityReservation dengan CLI

Gunakan ModifyHosts dengan CLI

Gunakan ModifyldFormat dengan CLI

Gunakan ModifylmageAttribute dengan CLI

Gunakan ModifylnstanceAttribute dengan CLI

Gunakan ModifylnstanceCreditSpecification dengan CLI

Gunakan ModifyNetworkInterfaceAttribute dengan CLI

Gunakan ModifyReservedInstances dengan CLI

Gunakan ModifySnapshotAttribute dengan CLI

Gunakan ModifySpotFleetRequest dengan CLI

Gunakan ModifySubnetAttribute dengan CLI

Gunakan ModifyVolumeAttribute dengan CLI

Gunakan ModifyVpcAttribute dengan CLI

Gunakan Monitorinstances dengan AWS SDK atau CLI

Gunakan MoveAddressToVpc dengan CLI

Gunakan PurchaseHostReservation dengan Cl |

Gunakan PurchaseScheduledIinstances dengan CLI
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Gunakan Rebootlnstances dengan AWS SDK atau CLI

Gunakan Registerimage dengan CLI

Gunakan RejectVpcPeeringConnection dengan CLI

Gunakan ReleaseAddress dengan AWS SDK atau CLI

Gunakan ReleaseHosts dengan CLI

Gunakan ReplacelaminstanceProfileAssociation dengan AWS SDK atau CLI

Gunakan ReplaceNetworkAclAssociation dengan CLI

Gunakan ReplaceNetworkAclEntry dengan CLI

Gunakan ReplaceRoute dengan CLI

Gunakan ReplaceRouteTableAssociation dengan CLI

Gunakan ReportlnstanceStatus dengan CLI

Gunakan RequestSpotFleet dengan CLI

Gunakan RequestSpotinstances dengan CLI

Gunakan ResetimageAttribute dengan CLI

Gunakan ResetlnstanceAttribute dengan CLI

Gunakan ResetNetworkInterfaceAttribute dengan CLI

Gunakan ResetSnapshotAttribute dengan CLI

Gunakan RevokeSecurityGroupEgress dengan CLI

Gunakan RevokeSecurityGrouplngress dengan CLI

Gunakan Runlnstances dengan AWS SDK atau CLI

Gunakan RunScheduledinstances dengan CLI

Gunakan Startinstances dengan AWS SDK atau CLI

Gunakan Stoplnstances dengan AWS SDK atau CLI

Gunakan Terminatelnstances dengan AWS SDK atau CLI

Gunakan UnassignPrivatelpAddresses dengan CLI

Gunakan Unmonitorinstances dengan AWS SDK atau CLI

Gunakan UpdateSecurityGroupRuleDescriptionsingress dengan CLI

» Skenario untuk Amazon EC2 menggunakan AWS SDKs

» Buat VPC dengan subnet pribadi dan gateway NAT menggunakan CLI
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Mulai menggunakan Amazon VPC menggunakan CLI

Memulai Transit Gateway menggunakan CLI

Mulai menggunakan Amazon VPC IPAM menggunakan CLI

Contoh dasar untuk Amazon EC2 menggunakan AWS SDKs

Contoh kode berikut menunjukkan cara menggunakan dasar-dasar Amazon Elastic Compute Cloud
dengan AWS SDKs.

Contoh

* Halo Amazon EC2

» Pelajari dasar-dasar Amazon EC2 dengan AWS SDK

* Tindakan untuk Amazon EC2 menggunakan AWS SDKs

Gunakan AcceptVpcPeeringConnection dengan CLI

Gunakan AllocateAddress dengan AWS SDK atau CLI

Gunakan AllocateHosts dengan CLI

Gunakan AssignPrivatelpAddresses dengan CLI

Gunakan AssociateAddress dengan AWS SDK atau CLI

Gunakan AssociateDhcpOptions dengan CLI

Gunakan AssociateRouteTable dengan CLI

Gunakan AttachinternetGateway dengan CLI

Gunakan AttachNetworkInterface dengan CLI

Gunakan AttachVolume dengan CLI

Gunakan AttachVpnGateway dengan CLI

Gunakan AuthorizeSecurityGroupEgress dengan CLI

Gunakan AuthorizeSecurityGrouplngress dengan AWS SDK atau CLI

Gunakan CancelCapacityReservation dengan CLI

Gunakan CancellmportTask dengan CLI

Gunakan CancelSpotFleetRequests dengan CLI

Gunakan CancelSpotinstanceRequests dengan CLI

Halha@griakan ConfirmProductinstance dengan CLI
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Gunakan Copylmage dengan CLI

Gunakan CopySnapshot dengan CLI

Gunakan CreateCapacityReservation dengan CLI

Gunakan CreateCustomerGateway dengan CLI

Gunakan CreateDhcpOptions dengan CLI

Gunakan CreateFlowLogs dengan CLI

Gunakan Createlmage dengan CLI

Gunakan CreatelnstanceExportTask dengan CLI

Gunakan CreatelnternetGateway dengan CLI

Gunakan CreateKeyPair dengan AWS SDK atau CLI

Gunakan CreateLaunchTemplate dengan AWS SDK atau CLI

Gunakan CreateNetworkAcl dengan CLI

Gunakan CreateNetworkAclEntry dengan CLI

Gunakan CreateNetworkInterface dengan CLI

Gunakan CreatePlacementGroup dengan CLI

Gunakan CreateRoute dengan CLI

Gunakan CreateRouteTable dengan AWS SDK atau CLI

Gunakan CreateSecurityGroup dengan AWS SDK atau CLI

Gunakan CreateSnapshot dengan CLI

Gunakan CreateSpotDatafeedSubscription dengan CLI

Gunakan CreateSubnet dengan AWS SDK atau CLI

Gunakan CreateTags dengan AWS SDK atau CLI

Gunakan CreateVolume dengan CLI

Gunakan CreateVpc dengan AWS SDK atau CLI

Gunakan CreateVpcEndpoint dengan AWS SDK atau CLI

Gunakan CreateVpnConnection dengan CLI

Gunakan CreateVpnConnectionRoute dengan CLI

Gunakan CreateVpnGateway dengan CLI

Gunakan DeleteCustomerGateway dengan Cl |

Hal-hal'mendasar

Gunakan DeleteDhcpOptions dengan CLI
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Gunakan DeleteFlowlLogs dengan CLI

Gunakan DeletelnternetGateway dengan CLI

Gunakan DeleteKeyPair dengan AWS SDK atau CLI

Gunakan DeleteLaunchTemplate dengan AWS SDK atau CLI

Gunakan DeleteNetworkAcl dengan CLI

Gunakan DeleteNetworkAclEntry dengan CLI

Gunakan DeleteNetworkInterface dengan CLI

Gunakan DeletePlacementGroup dengan CLI

Gunakan DeleteRoute dengan CLI

Gunakan DeleteRouteTable dengan CLI

Gunakan DeleteSecurityGroup dengan AWS SDK atau CLI

Gunakan DeleteSnapshot dengan AWS SDK atau CLI

Gunakan DeleteSpotDatafeedSubscription dengan CLI

Gunakan DeleteSubnet dengan CLI

Gunakan DeleteTags dengan CLI

Gunakan DeleteVolume dengan CLI

Gunakan DeleteVpc dengan AWS SDK atau CLI

Gunakan DeleteVpcEndpoints dengan AWS SDK atau CLI

Gunakan DeleteVpnConnection dengan CLI

Gunakan DeleteVpnConnectionRoute dengan CLI

Gunakan DeleteVpnGateway dengan CLI

Gunakan Deregisterlmage dengan CLI

Gunakan DescribeAccountAttributes dengan CLI

Gunakan DescribeAddresses dengan AWS SDK atau CLI

Gunakan DescribeAvailabilityZones dengan AWS SDK atau CLI

Gunakan DescribeBundleTasks dengan CLI

Gunakan DescribeCapacityReservations dengan CLI

Gunakan DescribeCustomerGateways dengan CLI

Gunakan DescribeDhcpOptions dengan CL |

Hal-hal'mendasar

Gunakan DescribeFlowLogs dengan CLI
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Gunakan DescribeHostReservationOfferings dengan CLI

Gunakan DescribeHosts dengan CLI

Gunakan DescribelamlnstanceProfileAssociations dengan AWS SDK atau CLI

Gunakan DescribeldFormat dengan CLI

Gunakan DescribeldentityldFormat dengan CLI

Gunakan DescribelmageAttribute dengan CLI

Gunakan Describelmages dengan AWS SDK atau CLI

Gunakan DescribelmportimageTasks dengan CLI

Gunakan DescribelmportSnapshotTasks dengan CLI

Gunakan DescribelnstanceAttribute dengan CLI

Gunakan DescribelnstanceStatus dengan AWS SDK atau CLI

Gunakan DescribelnstanceTypes dengan AWS SDK atau CLI

Gunakan Describelnstances dengan AWS SDK atau CLI

Gunakan DescribelnternetGateways dengan CLI

Gunakan DescribeKeyPairs dengan AWS SDK atau CLI

Gunakan DescribeNetworkAcls dengan CLI

Gunakan DescribeNetworkInterfaceAttribute dengan CLI

Gunakan DescribeNetworkInterfaces dengan CLI

Gunakan DescribePlacementGroups dengan CLI

Gunakan DescribePrefixLists dengan CLI

Gunakan DescribeRegions dengan AWS SDK atau CLI

Gunakan DescribeRouteTables dengan AWS SDK atau CLI

Gunakan DescribeScheduledIinstanceAvailability dengan CLI

Gunakan DescribeScheduledinstances dengan CLI

Gunakan DescribeSecurityGroups dengan AWS SDK atau CLI

Gunakan DescribeSnapshotAttribute dengan CLI

Gunakan DescribeSnapshots dengan AWS SDK atau CLI

Gunakan DescribeSpotDatafeedSubscription dengan CLI

Gunakan DescribeSpotFleetlnstances dengan CL |

Hal-hal'mendasar

Gunakan DescribeSpotFleetRequestHistory dengan CLI
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Gunakan DescribeSpotFleetRequests dengan CLI

Gunakan DescribeSpotinstanceRequests dengan CLI

Gunakan DescribeSpotPriceHistory dengan CLI

Gunakan DescribeSubnets dengan AWS SDK atau CLI

Gunakan DescribeTags dengan CLI

Gunakan DescribeVolumeAttribute dengan CLI

Gunakan DescribeVolumeStatus dengan CLI

Gunakan DescribeVolumes dengan CLI

Gunakan DescribeVpcAttribute dengan CLI

Gunakan DescribeVpcClassicLink dengan CLI

Gunakan DescribeVpcClassicLinkDnsSupport dengan CLI

Gunakan DescribeVpcEndpointServices dengan CLI

Gunakan DescribeVpcEndpoints dengan CLI

Gunakan DescribeVpcs dengan AWS SDK atau CLI

Gunakan DescribeVpnConnections dengan CLI

Gunakan DescribeVpnGateways dengan CLI

Gunakan DetachinternetGateway dengan CLI

Gunakan DetachNetworkInterface dengan CLI

Gunakan DetachVolume dengan CLI

Gunakan DetachVpnGateway dengan CLI

Gunakan DisableVgwRoutePropagation dengan CLI

Gunakan DisableVpcClassicLink dengan CLI

Gunakan DisableVpcClassicLinkDnsSupport dengan CLI

Gunakan DisassociateAddress dengan AWS SDK atau CLI

Gunakan DisassociateRouteTable dengan CLI

Gunakan EnableVgwRoutePropagation dengan CLI

Gunakan EnableVolumelo dengan CLI

Gunakan EnableVpcClassicLink dengan CLI

Gunakan EnableVpcClassicl inkDnsSupport dengan ClL |

Hal-hal'mendasar

Gunakan GetConsoleOutput dengan CLI
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Gunakan GetHostReservationPurchasePreview dengan CLI

Gunakan GetPasswordData dengan AWS SDK atau CLI

Gunakan Importlmage dengan CLI

Gunakan ImportKeyPair dengan CLI

Gunakan ImportSnapshot dengan CLI

Gunakan ModifyCapacityReservation dengan CLI

Gunakan ModifyHosts dengan CLI

Gunakan ModifyldFormat dengan CLI

Gunakan ModifylmageAttribute dengan CLI

Gunakan ModifylnstanceAttribute dengan CLI

Gunakan ModifylnstanceCreditSpecification dengan CLI

Gunakan ModifyNetworkInterfaceAttribute dengan CLI

Gunakan ModifyReservedlnstances dengan CLI

Gunakan ModifySnapshotAttribute dengan CLI

Gunakan ModifySpotFleetRequest dengan CLI

Gunakan ModifySubnetAttribute dengan CLI

Gunakan ModifyVolumeAttribute dengan CLI

Gunakan ModifyVpcAttribute dengan CLI

Gunakan Monitorinstances dengan AWS SDK atau CLI

Gunakan MoveAddressToVpc dengan CLI

Gunakan PurchaseHostReservation dengan CLI

Gunakan PurchaseScheduledInstances dengan CLI

Gunakan Rebootlnstances dengan AWS SDK atau CLI

Gunakan Registerimage dengan CLI

Gunakan RejectVpcPeeringConnection dengan CLI

Gunakan ReleaseAddress dengan AWS SDK atau CLI

Gunakan ReleaseHosts dengan CLI

Gunakan ReplacelaminstanceProfileAssociation dengan AWS SDK atau CLI

Gunakan ReplaceNetworkAclAssaciation dengan Cl |

Hal-hal'mendasar

Gunakan ReplaceNetworkAclEntry dengan CLI
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Gunakan ReplaceRoute dengan CLI

Gunakan ReplaceRouteTableAssociation dengan CLI

Gunakan ReportlnstanceStatus dengan CLI

Gunakan RequestSpotFleet dengan CLI

Gunakan RequestSpotinstances dengan CLI

Gunakan ResetimageAttribute dengan CLI

Gunakan ResetlnstanceAttribute dengan CLI

Gunakan ResetNetworkInterfaceAttribute dengan CLI

Gunakan ResetSnapshotAttribute dengan CLI

Gunakan RevokeSecurityGroupEgress dengan CLI

Gunakan RevokeSecurityGrouplngress dengan CLI

Gunakan Runlnstances dengan AWS SDK atau CLI

Gunakan RunScheduledinstances dengan CLI

Gunakan Startinstances dengan AWS SDK atau CLI

Gunakan Stoplnstances dengan AWS SDK atau CLI

Gunakan Terminatelnstances dengan AWS SDK atau CLI

Gunakan UnassignPrivatelpAddresses dengan CLI

Gunakan Unmonitorinstances dengan AWS SDK atau CLI

Gunakan UpdateSecurityGroupRuleDescriptionsingress dengan CLI

Halo Amazon EC2

Contoh kode berikut menunjukkan cara memulai menggunakan Amazon EC2.

NET

SDK untuk .NET (v4)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

Halo Amazon EC2
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namespace EC2Actions;

public class HelloEc2

{

/// <summary>

/// HelloEc2 lists the existing security groups for the default users.
/// </summary>

/// <param name="args">Command line arguments</param>

/// <returns>Async task.</returns>

static async Task Main(string[] args)

{

// Set up dependency injection for Amazon Elastic Compute Cloud (Amazon

EC2).

using var host =
Microsoft.Extensions.Hosting.Host.CreateDefaultBuilder(args)

.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonEC2>()
.AddTransient<EC2Wrapper>()

)
.Build();

// Now the client is available for injection.

var

try
{

ec2Client = host.Services.GetRequiredService<IAmazonEC2>();

// Retrieve information for up to 1@ Amazon EC2 security groups.
var request = new DescribeSecurityGroupsRequest { MaxResults = 10 };
var securityGroups = new List<SecurityGroup>();

var paginatorForSecurityGroups =
ec2Client.Paginators.DescribeSecurityGroups(request);

await foreach (var securityGroup in

paginatorForSecurityGroups.SecurityGroups)

{

securityGroups.Add(securityGroup);

// Now print the security groups returned by the call to
// DescribeSecurityGroupsAsync.
Console.WriteLine("Welcome to the EC2 Hello Service example. " +

Halo Amazon EC2
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"\nLet's list your Security Groups:");
securityGroups.ForEach(group =>

{
Console.WritelLine(
$"Security group: {group.GroupName} ID: {group.GroupId}");
18
}
catch (AmazonEC2Exception ex)
{

Console.WriteLine($"An Amazon EC2 service error occurred while
listing security groups. {ex.Messagel}");
}
catch (Exception ex)

{

Console.WriteLine($"An error occurred while listing security groups.
{ex.Messagel}");

}

» Untuk detail API, lihat DescribeSecurityGroupsdi Referensi AWS SDK untuk .NET API.

C++

SDK untuk C++

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

Kode untuk CMake file CMake Lists.txt.

# Set the minimum required version of CMake for this project.
cmake_minimum_required(VERSION 3.13)

# Set the AWS service components used by this project.
set (SERVICE_COMPONENTS ec2)

# Set this project's name.
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project("hello_ec2")

# Set the C++ standard to use to build this target.
# At least C++ 11 is required for the AWS SDK for C++.
set (CMAKE_CXX_STANDARD 11)

# Use the MSVC variable to determine if this is a Windows build.
set (WINDOWS_BUILD ${MSVC})

if (WINDOWS_BUILD) # Set the location where CMake can find the installed
libraries for the AWS SDK.
string(REPLACE ";" "/aws-cpp-sdk-all;" SYSTEM_MODULE_PATH
"${CMAKE_SYSTEM_PREFIX_PATH}/aws-cpp-sdk-all")
list (APPEND CMAKE_PREFIX_PATH ${SYSTEM_MODULE_PATH})
endif ()

# Find the AWS SDK for C++ package.
find_package (AWSSDK REQUIRED COMPONENTS ${SERVICE_COMPONENTS})

if (WINDOWS_BUILD AND AWSSDK_INSTALL_AS_SHARED_LIBS)
# Copy relevant AWS SDK for C++ libraries into the current binary directory
for running and debugging.

# set(BIN_SUB_DIR "/Debug") # If you are building from the command line, you
may need to uncomment this
# and set the proper subdirectory to the
executables' location.

AWSSDK_CPY_DYN_LIBS(SERVICE_COMPONENTS ""
${CMAKE_CURRENT_BINARY_DIR}${BIN_SUB_DIR})
endif ()

add_executable(${PROJECT_NAME}
hello_ec2.cpp)

target_link_libraries(${PROJECT_NAME}
${AWSSDK_LINK_LIBRARIES})

Kode untuk file sumber hello_ec2.cpp.

#include <aws/core/Aws.h>
#include <aws/ec2/EC2Client.h>
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#include <aws/ec2/model/DescribeInstancesRequest.h>
#include <iomanip>
#include <iostream>

/*
* A "Hello EC2" starter application which initializes an Amazon Elastic Compute
Cloud (Amazon EC2) client and describes
* the Amazon EC2 instances.

*

* main function
*

* Usage: 'hello_ec2'

*

*/

int main(int argc, char **argv) {
(void)argc;
(void)argv;

Aws: :SDKOptions options;
// Optionally change the log level for debugging.
// options.loggingOptions.loglLevel = Utils::Logging::LoglLevel: :Debug;
Aws::InitAPI(options); // Should only be called once.
int result = 0;
{
Aws::Client::ClientConfiguration clientConfig;
// Optional: Set to the AWS Region (overrides config file).
// clientConfig.region = "us-east-1";

Aws::EC2::EC2Client ec2Client(clientConfig);
Aws: :EC2::Model: :DescribelnstancesRequest request;
bool header = false;
bool done = false;
while (!done) {
Aws: :EC2::Model: :DescribeInstancesOutcome outcome =
ec2Client.DescribelInstances(request);
if (outcome.IsSuccess()) {
if ('header) {
std::cout << std::left <<
std::setw(48) << "Name" <<
std::setw(20) << "ID" <<
std::setw(25) << "Ami" <<
std::setw(1l5) << "Type" <<
std::setw(15) << "State" <<
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Aws: :EC2
Aws: :EC2
Aws: :EC2
instance
Aws: :EC2
"Name";

std::setw(1l5) << "Monitoring" << std::endl;
header = true;

const std::vector<Aws::EC2::Model::Reservation> &reservations

outcome.GetResult().GetReservations();

for (const auto &reservation: reservations) {

::Model::InstanceStateNameMapper: :GetNameForInstanceStateName(
instance.GetState().GetName());
Aws::String typeString =
::Model: :InstanceTypeMapper: :GetNameForInstanceType(
instance.GetInstanceType());
Aws::String monitorString =
::Model: :MonitoringStateMapper: :GetNameForMonitoringState(
instance.GetMonitoring().GetState());
Aws::String name = "Unknown";
const std::vector<Aws::EC2::Model::Tag> &tags =
.GetTags();
auto namelter = std::find_if(tags.cbegin(), tags.cend(),
[J(const
::Model::Tag &tag) {
return tag.GetKey() ==

const std::vector<Aws::EC2::Model::Instance> &instances =
reservation.GetInstances();
for (const auto &instance: instances) {
Aws::String instanceStateString =

1);
if (namelter != tags.cend()) {
name = namelter->GetValue();
}
std::cout <<
std::setw(48) << name <<
std::setw(20) << instance.GetInstanceId() <<
std::setw(25) << instance.GetImageId() <<
std::setw(1l5) << typeString <<
std::setw(1l5) << instanceStateString <<
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std::setw(15) << monitorString << std::endl;

if (loutcome.GetResult().GetNextToken().empty()) {
request.SetNextToken(outcome.GetResult().GetNextToken());

} else {
done = true;

}

} else {
std::cerr << "Failed to describe EC2 instances:" <<
outcome.GetError().GetMessage() << std::endl;
result = 1;
break;

Aws : :ShutdownAPI(options); // Should only be called once.
return result;

» Untuk detail API, lihat DescribeSecurityGroupsdi Referensi AWS SDK untuk C++ API.

Java

SDK untuk Java 2.x

(@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/**
* Asynchronously describes the security groups for the specified group ID.
*

* @param groupName the name of the security group to describe
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* @return a {e@link CompletableFuture} that represents the asynchronous

operation
ks of describing the security groups. The future will complete with a
& {@link DescribeSecurityGroupsResponse} object that contains the
ks security group information.
*/

public CompletableFuture<String> describeSecurityGroupArnByNameAsync(String
groupName) {
DescribeSecurityGroupsRequest request =
DescribeSecurityGroupsRequest.buildexr()
.groupNames(groupName)
.build();

DescribeSecurityGroupsPublisher paginator =
getAsyncClient().describeSecurityGroupsPaginator(request);
AtomicReference<String> groupIdRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.securityGroups().stream()
.filter(securityGroup ->
securityGroup.groupName().equals(groupName))
.findFirst()
.ifPresent(securityGroup ->
groupIdRef.set(securityGroup.groupId()));
}) .thenApply(v -> {
String groupId = groupIdRef.get();
if (groupIld == null) {
throw new RuntimeException("No security group found with the
name: " + groupName);
}
return groupld;
}).exceptionally(ex -> {
logger.info("Failed to describe security group: " + ex.getMessage());
throw new RuntimeException("Failed to describe security group", ex);

1)

* Untuk detail API, lihat DescribeSecurityGroupsdi Referensi AWS SDK for Java 2.x API.
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JavaScript

SDK untuk JavaScript (v3)

@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

import { DescribeSecurityGroupsCommand, EC2Client } from "@aws-sdk/client-ec2";

// Call DescribeSecurityGroups and display the result.
export const main = async () => {
const client = new EC2Client();
try {
const { SecurityGroups } = await client.send(
new DescribeSecurityGroupsCommand({}),

);

const securityGrouplList = SecurityGroups.slice(@, 9)
.map((sg) => " « ${sg.GroupId}: ${sg.GroupName} ")
.join("\n");

console.log(
"Hello, Amazon EC2! Let's list up to 10 of your security groups:",

);
console.log(securityGrouplList);

} catch (err) {
console.error(err);

}

};

// Call function if run directly.

import { fileURLToPath } from "node:url";

if (process.argv[l] === fileURLToPath(import.meta.url)) {
main();

» Untuk detail API, lihat DescribeSecurityGroupsdi Referensi AWS SDK untuk JavaScript API.
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Kotlin

SDK untuk Kotlin

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

suspend fun describeEC2SecurityGroups(groupId: String) {
val request =
DescribeSecurityGroupsRequest {
groupIds = 1listOf(groupId)

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeSecurityGroups(request)
response.securityGroups?.forEach { group ->
println("Found Security Group with id ${group.groupId}, vpc id
${group.vpcId} and description ${group.description}")

}

» Untuk detail API, lihat DescribeSecurityGroupsdi AWS SDK untuk referensi API Kotlin.

Python

SDK untuk Python (Boto3)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

def hello_ec2(ec2_client):
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Use the AWS SDK for Python (Boto3) to list the security groups in your
account.

This example uses the default settings specified in your shared credentials

and config files.

:param ec2_client: A Boto3 EC2 client. This client provides low-level
access to AWS EC2 services.
print("Hello, Amazon EC2! Let's list up to 10 of your security groups:")
try:
paginator = ec2_client.get_paginator("describe_security_groups")
response_iterator = paginator.paginate(PaginationConfig={'MaxItems': 10})
# List only 10 security groups.
logging.basicConfig(level=1ogging.INFO) # Enable logging.
for page in response_iterator:
for sg in page["SecurityGroups"]:
logger.info(f"\t{sg['GroupId']}: {sg['GroupName']}")
except ClientError as err:
logger.error("Failed to list security groups.")
if err.response["Error"]["Code"] == "AccessDeniedException":
logger.error("You do not have permission to list security groups.")
raise

if __name__ == "__main__":
hello_ec2(boto3.client("ec2"))

» Untuk detail API, lihat DescribeSecurityGroupsdi AWS SDK for Python (Boto3) Referensi
API.

Ruby

SDK untuk Ruby

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.
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require 'aws-sdk-ec2'
require 'logger'

# EC2Manager is a class responsible for managing EC2 operations
# such as listing all EC2 instances in the current AWS account.
class EC2Manager
def initialize(client)
@client = client
@logger = Logger.new($stdout)
end

# Lists and prints all EC2 instances in the current AWS account.

def list_instances
@logger.info('Listing instances')

instances = fetch_instances

if instances.empty?
@logger.info('You have no instances')
else
print_instances(instances)
end
end

private

# Fetches all EC2 instances using pagination.
#

# @return [Array<Aws::EC2::Types::Instance>] List of EC2 instances.

def fetch_instances
@client.describe_instances

L]

paginator
instances

paginator.each_page do |page]|
page.reservations.each do |reservation]
reservation.instances.each do |instance|
instances << instance
end
end
end

instances
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end

# Prints details of the given EC2 instances.
#
# @param instances [Array<Aws::EC2::Types::Instance>] List of EC2 instances to
print.
def print_instances(instances)
instances.each do |instance]
@logger.info("Instance ID: #{instance.instance_id}")
@logger.info("Instance Type: #{instance.instance_typel}")
@logger.info("Public IP: #{instance.public_ip_address}")
@logger.info("Public DNS Name: #{instance.public_dns_name}")
@logger.info('"\n")
end
end
end

if $PROGRAM_NAME == _ FILE__
ec2_client = Aws::EC2::Client.new(region: 'us-west-2')
manager = EC2Manager.new(ec2_client)
manager.list_instances

end

» Untuk detail API, lihat DescribeSecurityGroupsdi Referensi AWS SDK untuk Ruby API.

Rust

SDK for Rust

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

async fn show_security_groups(client: &aws_sdk_ec2::Client, group_ids:
Vec<String>) {
let response = client
.describe_security_groups()
.set_group_ids(Some(group_ids))
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.send()
.await;

match response {
Ok(output) => {
for group in output.security_groups() {
println!(

"Found Security Group {} ({}), vpc id {} and description {}",

group.group_name().unwrap_or("unknown"),
group.group_id().unwrap_or("id-unknown"),
group.vpc_id().unwrap_oxr("vpcid-unknown"),
group.description().unwrap_oxr("(none)")

);

}
Err(err) => {
let err = err.into_service_error();
let meta = err.meta();
let message = meta.message().unwrap_or("unknown");
let code = meta.code().unwrap_or("unknown");
eprintln!("Error listing EC2 Security Groups: ({code}) {message}");

» Untuk detail API, lihat DescribeSecurityGroupsreferensi AWS SDK for Rust API.

Swift

SDK para Swift

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

Package.swiftFile.

// swift-tools-version: 5.9

//
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// The swift-tools-version declares the minimum version of Swift required to
// build this package.

import PackageDescription

let package = Package(
name: "hello-ec2",
// Let Xcode know the minimum Apple platforms supported.
platforms: [
.mac0S(.v13),
.10S(.v15)
1,
dependencies: [
// Dependencies declare other packages that this package depends on.
.package(
url: "https://github.com/awslabs/aws-sdk-swift",
from: "1.0.0"),
.package(
url: "https://github.com/apple/swift-argument-parser.git",
branch: "main"

1,
targets: [
// Targets are the basic building blocks of a package, defining a module
or a test suite.
// Targets can depend on other targets in this package and products
// from dependencies.
.executableTarget(
name: "hello-ec2",
dependencies: [
.product(name: "AWSEC2", package: "aws-sdk-swift"),
.product(name: "ArgumentParser", package: "swift-argument-
parser")
1,

path: "Sources")

entry.swiftFile.

// An example that shows how to use the AWS SDK for Swift to perform a simple
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// operation using Amazon Elastic Compute Cloud (EC2).
//

import ArgumentParser
import Foundation

import AWSEC2

struct ExampleCommand: ParsableCommand {
@Option(help: "The AWS Region to run AWS API calls in.")
var awsRegion = "us-east-1"

@Option(
help: ArgumentHelp("The level of logging for the Swift SDK to perform."),
completion: .list([
"critical",
"debug",
"error",
"info",
"notice",
"trace",
"warning"
D
)

var logLevel: String = "error"

static var configuration = CommandConfiguration(
commandName: "hello-ec2",
abstract: """
Demonstrates a simple operation using Amazon EC2.

mmn
’

discussion: """

An example showing how to make a call to Amazon EC2 using the AWS SDK for
Swift.

/// Return an array of strings giving the names of every security group
/// the user is a member of.

///

/// - Parameter ec2Client: The "EC2Client’ to use when calling

/// “describeSecurityGroupsPaginated() .

///

/// - Returns: An array of strings giving the names of every security
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/// group the user is a member of.
func getSecurityGroupNames(ec2Client: EC2Client) async -> [String] {
let pages = ec2Client.describeSecurityGroupsPaginated(
input: DescribeSecurityGroupsInput()

var groupNames: [String] = []

do {
for try await page in pages {
guard let groups = page.securityGroups else {
print("*** Error: No groups returned.")
continue

for group in groups {
groupNames.append(group.groupName ?? "<unknown>'")

}
} catch {
print("*** Error: \(error.localizedDescription)")

return groupNames

/// Called by “~"main()" " to run the bulk of the example.
func runAsync() async throws {
let ec2Config = try await EC2Client.EC2ClientConfiguration(region:
awsRegion)
let ec2Client

EC2Client(config: ec2Config)
let groupNames = await getSecurityGroupNames(ec2Client: ec2Client)
print("Found \(groupNames.count) security group(s):")

for group in groupNames {
print(" \(group)")

/// The program's asynchronous entry point.
@main
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struct Main {
static func main() async {
let args = Array(CommandLine.arguments.dropFirst())

do {
let command = try ExampleCommand.parse(args)
try await command.runAsync()

} catch {
ExampleCommand.exit(withError: error)

}

» Untuk detail API, lihat referensi DescribeSecurityGroups AWSSDK untuk Swift API.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Pelajari dasar-dasar Amazon EC2 dengan AWS SDK

Contoh-contoh kode berikut ini menunjukkan cara untuk melakukan:

* Membuat pasangan kunci dan grup keamanan.

* Memilih Amazon Machine Image (AMI) dan tipe instans yang kompatibel, lalu membuat instans.
* Menghentikan dan memulai ulang instans.

« Kaitkan alamat IP Elastis dengan instans Anda.

* Menghubungkan instans Anda dengan SSH, lalu membersihkan sumber daya.

NET

SDK untuk .NET

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.
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Menjalankan skenario di prompt perintah.

/// <summary>
/// Show Amazon Elastic Compute Cloud (Amazon EC2) Basics actions.
/// </summary>
public class EC2Basics
{
public static ILogger<EC2Basics> _logger = null!;
public static EC2Wrapper _ec2Wrapper = null!;
public static SsmWrapper _ssmWrapper = null!;
public static UiMethods _uiMethods = null!;

public static string associationId = null!;
public static string allocationId = null!;
public static string instanceld = null!;
public static string keyPairName = null!;
public static string groupName = null!;
public static string tempFileName = null!;
public static string secGroupId = null!;
public static bool isInteractive = true;

/// <summary>
/// Perform the actions defined for the Amazon EC2 Basics scenario.

/// </summary>
/// <param name="args">Command line arguments.</param>
/// <returns>A Task object.</returns>
public static async Task Main(string[] args)
{
// Set up dependency injection for Amazon EC2 and Amazon Simple Systems
// Management (Amazon SSM) Service.
using var host =
Microsoft.Extensions.Hosting.Host.CreateDefaultBuilder(args)
.ConfigureServices((_, services) =>
services.AddAWSService<IAmazonEC2>()
.AddAWSService<IAmazonSimpleSystemsManagement>()
.AddTransient<EC2Wrapper>()
.AddTransient<SsmWrapper>()
)
.Build();

SetUpServices(host);

var uniqueName = Guid.NewGuid().ToString();
keyPairName = "mvp-example-key-pair" + uniqueName;
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groupName = "ec2-scenario-group" + uniqueName;
var groupDescription = "A security group created for the EC2 Basics
scenario.";

try

{
// Start the scenario.
_uiMethods.DisplayOverview();
_uiMethods.PressEnter(isInteractive);

// Create the key pair.

_uiMethods.DisplayTitle("Create RSA key pair");

Console.Write("Let's create an RSA key pair that you can be use to
"),

Console.WriteLine("securely connect to your EC2 instance.");

var keyPair = await _ec2Wrapper.CreateKeyPair(keyPairName);

// Save key pair information to a temporary file.
tempFileName = _ec2Wrapper.SaveKeyPair(keyPair);

Console.WriteLine(
$"Created the key pair: {keyPair.KeyName} and saved it to:
{tempFileNamel}");
string? answer = "";
if (isInteractive)
{
do
{
Console.Write("Would you like to list your existing key
pairs? ");
answer = Console.ReadlLine();

} while (answer!.ToLower() != "y" && answer.TolLower() != "n");
}
if (!isInteractive || answer == "y")
{

// List existing key pairs.
_uiMethods.DisplayTitle("Existing key pairs");

// Passing an empty string to the DescribeKeyPairs method will
return

// a list of all existing key pairs.

var keyPairs = await _ec2Wrapper.DescribeKeyPairs("");

keyPairs.ForEach(kp =>
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Console.WritelLine(
$"{kp.KeyName} created at: {kp.CreateTime} Fingerprint:
{kp.KeyFingerprint}");
});

_uiMethods.PressEnter(isInteractive);

// Create the security group.
Console.WriteLine(
"Let's create a security group to manage access to your
instance.");
secGroupId = await _ec2Wrapper.CreateSecurityGroup(groupName,
groupDescription);
Console.WritelLine(
"Let's add rules to allow all HTTP and HTTPS inbound traffic and
to allow SSH only from your current IP address.");

_uiMethods.DisplayTitle("Security group information");
var secGroups = await _ec2Wrapper.DescribeSecurityGroups(secGroupId);

Console.WriteLine($"Created security group {groupName} in your
default VPC.");
secGroups.ForEach(group =>
{
_ec2Wrapper.DisplaySecurityGroupInfoAsync(group);
18
_uiMethods.PressEnter(isInteractive);
Console.WriteLine(
"Now we'll authorize the security group we just created so that
it can");
Console.WritelLine("access the EC2 instances you create.");
await _ec2Wrapper.AuthorizeSecurityGroupIngress(groupName);

secGroups = await _ec2Wrapper.DescribeSecurityGroups(secGroupld);
Console.WriteLine($"Now let's look at the permissions again.");
secGroups.ForEach(group =>
{

_ec2Wrapper.DisplaySecurityGroupInfoAsync(group);
18

_uiMethods.PressEnter(isInteractive);
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// Get list of available Amazon Linux 2 Amazon Machine Images (AMIs).
var parameters =
await _ssmWrapper.GetParametersByPath(
"/aws/service/ami-amazon-linux-latest");

List<string> imagelds = parameters.Select(param =>
param.Value).TolList();

var images = await _ec2Wrapper.DescribeImages(imagelds);

var i = 1;
images.ForEach(image =>
{
Console.WriteLine($"\t{i++}\t{image.Description}");
1);

int choice = 1;
bool validNumber = false;
if (isInteractive)

{
do
{
Console.Write("Please select an image: ");
var selImage = Console.ReadlLine();
validNumber = int.TryParse(sellImage, out choice);
} while (!validNumber);
}

var selectedImage = images[choice - 1];

// Display available instance types.
_uiMethods.DisplayTitle("Instance Types");
var instanceTypes =
await
_ec2Wrapper.DescribeInstanceTypes(selectedImage.Architecture);

i=1;
instanceTypes.ForEach(instanceType =>
{
Console.WriteLine($"\t{i++}\t{instanceType.InstanceTypel}");
1);
if (isInteractive)
{
do
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Console.Write("Please select an instance type: ");

var selImage = Console.ReadlLine();

validNumber = int.TryParse(selImage, out choice);
} while (!validNumber);

var selectedInstanceType = instanceTypes[choice - 1].InstanceType;

// Create an EC2 instance.

_uiMethods.DisplayTitle("Creating an EC2 Instance");

instanceld = await _ec2Wrapper.RunInstances(selectedImage.Imageld,
selectedInstanceType, keyPairName, secGroupld);

_uiMethods.PressEnter(isInteractive);

var instance = await _ec2Wrapper.DescribeInstance(instanceld);
_uiMethods.DisplayTitle("New Instance Information");
_ec2Wrapper.DisplayInstanceInformation(instance);

Console.WriteLine(

"\nYou can use SSH to connect to your instance. For example:");
Console.WriteLine(

$"\tssh -i {tempFileName} ec2-user@{instance.PublicIpAddress}");

_uiMethods.PressEnter(isInteractive);

Console.WritelLine(
"Now we'll stop the instance and then start it again to see
what's changed.");

await _ec2Wrapper.StopInstances(instanceld);

Console.WriteLine("Now let's start it up again.");
await _ec2Wrapper.StartInstances(instanceld);

Console.WriteLine("\nLet's see what changed.");

instance = await _ec2Wrapper.DescribeInstance(instanceld);
_uiMethods.DisplayTitle("New Instance Information");
_ec2Wrapper.DisplayInstanceInformation(instance);
Console.WriteLine("\nNotice the change in the SSH information:");
Console.WritelLine(
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$"\tssh -i {tempFileName} ec2-user@{instance.PublicIpAddress}");
_uiMethods.PressEnter(isInteractive);

Console.WriteLine(
"Now we will stop the instance again. Then we will create and
associate an");
Console.WriteLine("Elastic IP address to use with our instance.");

await _ec2Wrapper.StopInstances(instanceld);
_uiMethods.PressEnter(isInteractive);

_uiMethods.DisplayTitle("Allocate Elastic IP address");
Console.WritelLine(

"You can allocate an Elastic IP address and associate it
with your instance\nto keep a consistent IP address even when your instance
restarts.");

var allocationResponse = await _ec2Wrapper.AllocateAddress();
allocationId = allocationResponse.AllocationId;
Console.WritelLine(

"Now we will associate the Elastic IP address with our

instance.");

associationId = await _ec2Wrapper.AssociateAddress(allocationld,
instanceld);

// Start the instance again.
Console.WriteLine("Now let's start the instance again.");
await _ec2Wrapper.StartInstances(instanceld);

Console.WriteLine("\nLet's see what changed.");

instance = await _ec2Wrapper.DescribeInstance(instanceld);
_uiMethods.DisplayTitle("Instance information");
_ec2Wrapper.DisplayInstanceInformation(instance);

Console.WriteLine("\nHere is the SSH information:");
Console.WriteLine(

$"\tssh -i {tempFileName} ec2-user@{instance.PublicIpAddress}");

Console.WritelLine("Let's stop and start the instance again.");
uiMethods.PressEnter(isInteractive);

await _ec2Wrapper.StopInstances(instanceld);

Pelajari dasar-dasarnya 85



Amazon Elastic Compute Cloud Panduan Developerr

Console.WritelLine("\nThe instance has stopped.");

Console.WriteLine("Now let's start it up again.");
await _ec2Wrapper.StartInstances(instanceld);

instance = await _ec2Wrapper.DescribeInstance(instanceld);
_uiMethods.DisplayTitle("New Instance Information");
_ec2Wrapper.DisplayInstanceInformation(instance);
Console.WriteLine("Note that the IP address did not change this

time.");
_uiMethods.PressEnter(isInteractive);
await Cleanup();
}
catch (Exception ex)
{

_logger.LogError(ex, "There was a problem with the scenario, starting
cleanup.");
await Cleanup();

_uiMethods.DisplayTitle("EC2 Basics Scenario completed.");
_uiMethods.PressEnter(isInteractive);

/// <summary>
/// Set up the services and logging.
/// </summary>
/// <param name="host'"></param>
public static void SetUpServices(IHost host)
{
var loggerFactory = LoggerFactory.Create(builder =>
{
builder.AddConsole();

1}
_logger = new Logger<EC2Basics>(loggerFactory);

// Now the client is available for injection.

_ec2Wrapper = host.Services.GetRequiredService<EC2Wrapper>();
_ssmWrapper = host.Services.GetRequiredService<SsmWrapper>();
_uiMethods = new UiMethods();

/// <summary>
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/// Clean up any resources from the scenario.

/// </summary>

/// <returns></returns>

public static async Task Cleanup()

{
_uiMethods.DisplayTitle("Clean up resources");
Console.WriteLine("Now let's clean up the resources we created.");

Console.WritelLine("Disassociate the Elastic IP address and release it.");
// Disassociate the Elastic IP address.
await _ec2Wrapper.DisassociateIp(associationId);

// Delete the Elastic IP address.
await _ec2Wrapper.ReleaseAddress(allocationId);

// Terminate the instance.
Console.WriteLine("Terminating the instance we created.");
await _ec2Wrapper.TerminateInstances(instanceld);

// Delete the security group.
Console.WriteLine($"Deleting the Security Group: {groupName}.");
await _ec2Wrapper.DeleteSecurityGroup(secGroupId);

// Delete the RSA key pair.

Console.WriteLine($"Deleting the key pair: {keyPairName}");

await _ec2Wrapper.DeleteKeyPair(keyPairName);

Console.WriteLine("Deleting the temporary file with the key
information.");

_ec2Wrapper.DeleteTempFile(tempFileName);

_uiMethods.PressEnter(isInteractive);

Tentukan kelas yang membungkus EC2 tindakan.

/// <summary>
/// Methods of this class perform Amazon Elastic Compute Cloud (Amazon EC2).
/// </summary>
public class EC2Wrapper
{
private readonly IAmazonEC2 _amazonEC2;
private readonly IlLogger<EC2Wrapper> _logger;
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/// <summary>
/// Constructor for the EC2Wrapper class.
/// </summary>
/// <param name="amazonScheduler">The injected EC2 client.</param>
/// <param name="logger">The injected logger.</param>
public EC2Wrapper(IAmazonEC2 amazonService, ILogger<EC2Wrapper> logger)
{
_amazonEC2 = amazonService;
_logger = logger;

/// <summary>

/// Allocates an Elastic IP address that can be associated with an Amazon EC2

// instance. By using an Elastic IP address, you can keep the public IP
address

// constant even when you restart the associated instance.

/// </summary>

/// <returns>The response object for the allocated address.</returns>

public async Task<AllocateAddressResponse> AllocateAddress()

{

var request = new AllocateAddressRequest();

try
{
var response = await _amazonEC2.AllocateAddressAsync(request);
Console.WritelLine($"Allocated IP: {response.PublicIp} with allocation
ID {response.AllocationId}.");
return response;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "AddressLimitExceeded")
{

// For more information on Elastic IP address quotas, see:

// https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-
ip-addresses-eip.html#using-instance-addressing-limit

_logger.LogError($"Unable to allocate Elastic IP, address limit
exceeded. {ec2Exception.Messagel}");

}

throw;

}

catch (Exception ex)
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{

_logger.LogError($"An error occurred while allocating Elastic IP.:
{ex.Messagel}");
throw;

/// <summary>

/// Associates an Elastic IP address with an instance. When this association
is

/// created, the Elastic IP's public IP address is immediately used as the
public

/// IP address of the associated instance.

/// </summary>

/// <param name="allocationId">The allocation Id of an Elastic IP address.</
param>

/// <param name="instanceld">The instance Id of the EC2 instance to

/// associate the address with.</param>

/// <returns>The association Id that represents

/// the association of the Elastic IP address with an instance.</returns>

public async Task<string> AssociateAddress(string allocationlId, string

instanceld)
{
try
{
var request = new AssociateAddressRequest
{
AllocationId = allocationlId,
Instanceld = instanceld
I

var response = await _amazonEC2.AssociateAddressAsync(request);
return response.AssociationId;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to associate address.
{ec2Exception.Message}");

}

throw;

Pelajari dasar-dasarnya 89



Amazon Elastic Compute Cloud Panduan Developerr

}

catch (Exception ex)

{

_logger.LogErrox(
$"An error occurred while associating the Elastic IP.:
{ex.Messagel}");
throw;

/// <summary>
/// Authorize the local computer ingress to EC2 instances associated

/// with the virtual private cloud (VPC) security group.
/// </summary>
/// <param name="groupName">The name of the security group.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> AuthorizeSecurityGroupIngress(string groupName)
{
try
{
// Get the IP address for the local computer.
var ipAddress = await GetIpAddress();
Console.WritelLine($"Your IP address is: {ipAddress}");
var ipRanges =
new List<IpRange> { new IpRange { CidrIp = $"{ipAddress}/32" } };
var permission = new IpPermission

{
Ipv4Ranges = ipRanges,
IpProtocol = "tcp",
FromPort = 22,
ToPort = 22

};

var permissions = new List<IpPermission> { permission };
var response = await _amazonEC2.AuthorizeSecurityGroupIngressAsync(
new AuthorizeSecurityGroupIngressRequest(groupName,
permissions));
return response.HttpStatusCode == HttpStatusCode.OK;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidPermission.Duplicate")
{

_logger.LogErrox(
$"The ingress rule already exists. {ec2Exception.Messagel}");
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}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while authorizing ingress.: {ex.Messagel}");
throw;
}

/// <summary>
/// Authorize the local computer for ingress to
/// the Amazon EC2 SecurityGroup.
/// </summary>
/// <returns>The IPv4 address of the computer running the scenario.</returns>
private static async Task<string> GetIpAddress()
{
var httpClient = new HttpClient();
var ipString = await httpClient.GetStringAsync("https://
checkip.amazonaws.com");

// The IP address is returned with a new line

// character on the end. Trim off the whitespace and
// return the value to the caller.

return ipString.Trim();

/// <summary>
/// Create an Amazon EC2 key pair with a specified name.
/// </summary>
/// <param name="keyPairName">The name for the new key pair.</param>
/// <returns>The Amazon EC2 key pair created.</returns>
public async Task<KeyPair?> CreateKeyPair(string keyPairName)
{
try
{

var request = new CreateKeyPairRequest { KeyName = keyPairName, };

var response = await _amazonEC2.CreateKeyPairAsync(request);

var kp = response.KeyPair;
// Return the key pair so it can be saved if needed.
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// Wait until the key pair exists.
int retries = 5;
while (retries-- > 0)
{
Console.WriteLine($"Checking for new KeyPair {keyPairName}...");
var keyPairs = await DescribeKeyPairs(keyPairName);
if (keyPairs.Any())
{

return kp;

Thread.Sleep(5000);
retries--;
}
_logger.LogError($"Unable to find newly created KeyPair
{keyPairName}.");
throw new DoesNotExistException("KeyPair not found");

}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidKeyPair.Duplicate")
{
_logger.LogErrox(
$"A key pair called {keyPairName} already exists.");
}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while creating the key pair.: {ex.Messagel}");
throw;
}

/// <summary>

/// Save KeyPair information to a temporary file.

/// </summary>

/// <param name="keyPair">The name of the key pair.</param>
/// <returns>The full path to the temporary file.</returns>
public string SaveKeyPair(KeyPair keyPair)

{
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var tempPath = Path.GetTempPath();
var tempFileName = $"{tempPath}\\{Path.GetRandomFileName()}";
var pemFileName = Path.ChangeExtension(tempFileName, "pem");

// Save the key pair to a file in a temporary folder.

using var stream = new FileStream(pemFileName, FileMode.Create);
using var writer = new StreamWriter(stream);
writer.WritelLine(keyPair.KeyMaterial);

return pemFileName;

/// <summary>

/// Create an Amazon EC2 security group with a specified name and
description.

/// </summary>

/// <param name="groupName">The name for the new security group.</param>

/// <param name="groupDescription">A description of the new security group.</
param>

/// <returns>The group Id of the new security group.</returns>

public async Task<string> CreateSecurityGroup(string groupName, string

groupDescription)
{
try
{

var response = await _amazonEC2.CreateSecurityGroupAsync(
new CreateSecurityGroupRequest(groupName, groupDescription));

// Wait until the security group exists.

int retries = 5;

while (retries-- > 0)

{
var groups = await DescribeSecurityGroups(response.GroupId);
if (groups.Any())
{

return response.Groupld;

Thread.Sleep(5000);

retries--;
}
_logger.LogError($"Unable to find newly created group {groupName}.");
throw new DoesNotExistException("security group not found");
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catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "ResourceAlreadyExists")
{
_logger.LogErrox(
$"A security group with the name {groupName} already exists.
{ec2Exception.Message}");

}

throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while creating the security group.:
{ex.Messagel}");
throw;

/// <summary>

/// Create a new Amazon EC2 VPC.

/// </summary>

/// <param name="cidrBlock">The CIDR block for the new security group.</
param>

/// <returns>The VPC Id of the new VPC.</returns>

public async Task<string?> CreateVPC(string cidrBlock)

{

try

{
var response = await _amazonEC2.CreateVpcAsync(new CreateVpcRequest
{

CidrBlock = cidrBlock,

1}
Vpc vpc = response.Vpc;
Console.WriteLine($"Created VPC with ID: {vpc.VpcId}.");
return vpc.Vpcld;

}

catch (AmazonEC2Exception ex)

{

Console.WriteLine($"Couldn't create VPC because: {ex.Messagel}");
return null;
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}

/// <summary>
/// Delete an Amazon EC2 key pair.
/// </summary>
/// <param name="keyPairName">The name of the key pair to delete.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DeleteKeyPair(string keyPairName)
{
try
{
await _amazonEC2.DeleteKeyPairAsync(new
DeleteKeyPairRequest(keyPairName)).ConfigureAwait(false);
return true;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidKeyPair.NotFound")
{

_logger.LogError($"KeyPair {keyPairName} does not exist and
cannot be deleted. Please verify the key pair name and try again.");

}

return false;
}
catch (Exception ex)
{

Console.WriteLine($"Couldn't delete the key pair because:
{ex.Messagel}");
return false;

/// <summary>
/// Delete the temporary file where the key pair information was saved.

/// </summary>
/// <param name="tempFileName">The path to the temporary file.</param>
public void DeleteTempFile(string tempFileName)

{
if (File.Exists(tempFileName))
{
File.Delete(tempFileName);
}
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}

/// <summary>
/// Delete an Amazon EC2 security group.

/// </summary>

/// <param name="groupName">The name of the group to delete.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DeleteSecurityGroup(string groupId)

{
try
{
var response =
await _amazonEC2.DeleteSecurityGroupAsync(
new DeleteSecurityGroupRequest { GroupId = groupId });
return response.HttpStatusCode == HttpStatusCode.OK;
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidGroup.NotFound")
{

_logger.LogErrox(
$"Security Group {groupId} does not exist and cannot be
deleted. Please verify the ID and try again.");

}

return false;
}
catch (Exception ex)
{

Console.WriteLine($"Couldn't delete the security group because:
{ex.Messagel}");
return false;

/// <summary>
/// Delete an Amazon EC2 VPC.

/// </summary>
/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> DeleteVpc(string vpcId)
{
var request = new DeleteVpcRequest

{
VpcId = vpcld,
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i

var response = await _amazonEC2.DeleteVpcAsync(request);

return response.HttpStatusCode == System.Net.HttpStatusCode.OK;

/// <summary>

/// Get information about existing Amazon EC2 images.

/// </summary>

/// <returns>A list of image information.</returns>

public async Task<List<Image>> DescribeImages(List<string>? imagelds)

{
var request = new DescribeImagesRequest();
if (imagelds is not null)
{
// If the imagelds list is not null, add the list
// to the request object.
request.Imagelds = imagelds;
}
var response = await _amazonEC2.DescribeImagesAsync(request);
return response.Images;
}

/// <summary>

/// Display the information returned by DescribeImages.

/// </summary>

/// <param name="images">The list of image information to display.</param>
public void DisplayImageInfo(List<Image> images)

{
images.ForEach(image =>
{
Console.WriteLine($"{image.Name} Created on: {image.CreationDate}");
1)
}

/// <summary>

/// Get information about an Amazon EC2 instance.

/// </summary>

/// <param name="instanceId">The instance Id of the EC2 instance.</param>
/// <returns>An EC2 instance.</returns>

public async Task<Instance> DescribelInstance(string instanceld)
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{

var

response = await _amazonEC2.DescribeInstancesAsync(
new DescribeInstancesRequest { Instancelds = new List<string>

{ instanceld } });
return response.Reservations[@].Instances[0];

/// <summary>

/// Display EC2 instance information.

/// </summary>

/// <param name="instance">The instance Id of the EC2 instance.</param>
public void DisplayInstanceInformation(Instance instance)

{

Console.WriteLine($"ID: {instance.InstanceId}");
Console.WriteLine($"Image ID: {instance.ImageId}");
Console.WriteLine($"{instance.InstanceTypel}");
Console.WriteLine($"Key Name: {instance.KeyName}");
Console.WriteLine($"VPC ID: {instance.VpcId}");
Console.WritelLine($"Public IP: {instance.PublicIpAddress}");
Console.WriteLine($"State: {instance.State.Namel}");

/// <summary>

/// Get

information about EC2 instances with a particular state.

/// </summary>
/// <param name="tagName">The name of the tag to filter on.</param>

/// <param name="tagValue">The value of the tag to look for.</param>
/// <returns>True if successful.</returns>
public async Task<bool> GetInstancesWithState(string state)

{
try

{

// Filters the results of the instance list.
var filters = new List<Filter>

{
new Filter
{
Name = $"instance-state-name",
Values = new List<string> { state, },
.
};

var request = new DescribeInstancesRequest { Filters = filters,

Console.WriteLine($"\nShowing instances with state {state}");

};

Pelajari dasar-dasarnya

98



Amazon Elastic Compute Cloud Panduan Developerr

var paginator = _amazonEC2.Paginators.Describelnstances(request);

await foreach (var response in paginator.Responses)

{

foreach (var reservation in response.Reservations)

{

foreach (var instance in reservation.Instances)

{

Console.Write($"Instance ID: {instance.Instanceld} ");
Console.WritelLine($"\tCurrent State:
{instance.State.Name}");

}
}
}
return true;
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidParameterValue")
{
_logger.LogErrox(
$"Invalid parameter value for filtering instances.");
}
return false;
}
catch (Exception ex)
{
Console.WriteLine($"Couldn't list instances because: {ex.Messagel}");
return false;
}

/// <summary>
/// Describe the instance types available.

/// </summary>
/// <returns>A list of instance type information.</returns>
public async Task<List<InstanceTypeInfo>>
DescribeInstanceTypes(ArchitectureValues architecture)
{
try
{

var request = new DescribelInstanceTypesRequest();
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var filters = new List<Filter>
{
new Filter("processor-info.supported-architecture",
new List<string> { architecture.ToString() })
I
filters.Add(new Filter("instance-type", new() { "*.micro",
"* small" }));

request.Filters = filters;
var instanceTypes = new List<InstanceTypelInfo>();

var paginator = _amazonEC2.Paginators.DescribeInstanceTypes(request);
await foreach (var instanceType in paginator.InstanceTypes)

{
instanceTypes.Add(instanceType);

return instanceTypes;
}
catch (AmazonEC2Exception ec2Exception)
{

if (ec2Exception.ErrorCode == "InvalidParameterValue")

{

_logger.LogErrox(
$"Parameters are invalid. Ensure architecture and size
strings conform to DescribeInstanceTypes API reference.");

}

throw;
}
catch (Exception ex)
{

Console.WriteLine($"Couldn't delete the security group because:
{ex.Messagel}");
throw;

/// <summary>

/// Get information about an Amazon EC2 key pair.

/// </summary>

/// <param name="keyPairName">The name of the key pair.</param>
/// <returns>A list of key pair information.</returns>
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public async Task<List<KeyPairInfo>> DescribeKeyPairs(string keyPairName)

{
try
{
var request = new DescribeKeyPairsRequest();
if (!string.IsNullOrEmpty(keyPairName))
{
request = new DescribeKeyPairsRequest
{
KeyNames = new List<string> { keyPairName }
i
}
var response = await _amazonEC2.DescribeKeyPairsAsync(request);
return response.KeyPairs.TolList();
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidKeyPair.NotFound")
{
_logger.LogErrox(
$"A key pair called {keyPairName} does not exist.");
}
throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while describing the key pair.:
{ex.Messagel}");
throw;

/// <summary>

/// Retrieve information for one or all Amazon EC2 security group.

/// </summary>

/// <param name="groupId">The optional Id of a specific Amazon EC2 security
group.</param>

/// <returns>A list of security group information.</returns>

public async Task<List<SecurityGroup>> DescribeSecurityGroups(string groupId)

{
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try

{
var securityGroups = new List<SecurityGroup>();
var request = new DescribeSecurityGroupsRequest();

if (!string.IsNullOrEmpty(groupId))
{

var groupIlds = new List<string> { groupld };
request.GroupIds = grouplds;

var paginatorForSecurityGroups =
_amazonEC2.Paginators.DescribeSecurityGroups(request);

await foreach (var securityGroup in
paginatorForSecurityGroups.SecurityGroups)

{

securityGroups.Add(securityGroup);

return securityGroups;

}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidGroup.NotFound")
{
_logger.LogErrox(
$"A security group {groupId} does not exist.");
}
throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while listing security groups.
{ex.Messagel}");
throw;

/// <summary>
/// Display the information returned by the call to
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/// DescribeSecurityGroupsAsync.
/// </summary>
/// <param name="securityGroup">A list of security group information.</param>
public void DisplaySecurityGroupInfoAsync(SecurityGroup securityGroup)
{
Console.WriteLine($"{securityGroup.GroupName}");
Console.WriteLine("Ingress permissions:");
securityGroup.IpPermissions.ForEach(permission =>
{
Console.WriteLine($"\tFromPort: {permission.FromPort}");
Console.WritelLine($"\tIpProtocol: {permission.IpProtocol}");

Console.Write($"\tIpv4Ranges: ");
permission.Ipv4Ranges.ForEach(range =>
{ Console.wWrite($"{range.CidrIp} "); 1});

Console.WriteLine($"\n\tIpv6Ranges:");
permission.Ipv6Ranges.ForEach(range =>
{ Console.Write($"{range.CidrIpv6e} "); 1});

Console.Write($"\n\tPrefixListIds: ");
permission.PrefixListIds.ForEach(id => Console.Write($"{id.Id} "));

Console.WriteLine($"\n\tTo Port: {permission.ToPort}");
1)

Console.WritelLine("Egress permissions:");
securityGroup.IpPermissionsEgress.ForEach(permission =>

{
Console.WritelLine($"\tFromPort: {permission.FromPort}");
Console.WriteLine($"\tIpProtocol: {permission.IpProtocol}");

Console.Write($"\tIpv4Ranges: ");
permission.Ipv4Ranges.ForEach(range =>
{ Console.Write($"{range.CidrIp} "); 1});

Console.WriteLine($"\n\tIpv6Ranges:");
permission.Ipv6Ranges.ForEach(range =>
{ Console.Write($"{range.CidrIpv6} "); });

Console.Write($"\n\tPrefixListIds: ");
permission.PrefixListIds.ForEach(id => Console.Write($"{id.Id} "));

Console.WriteLine($"\n\tTo Port: {permission.ToPort}");
1);
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}

/// <summary>
/// Disassociate an Elastic IP address from an EC2 instance.
/// </summary>
/// <param name="associationId">The association Id.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DisassociatelIp(string associationId)
{
try
{
var response = await _amazonEC2.DisassociateAddressAsync(
new DisassociateAddressRequest { Associationld =
associationId });
return response.HttpStatusCode == HttpStatusCode.OK;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidAssociationID.NotFound")
{

_logger.LogErrox(
$"AssociationId is invalid, unable to disassociate address.
{ec2Exception.Messagel}");

}

return false;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while disassociating the Elastic IP.:
{ex.Messagel}");
return false;

/// <summary>

/// Reboot a specific EC2 instance.

/// </summary>

/// <param name="ec2Instanceld">The instance Id of the instance that will be
rebooted.</param>

/// <returns>Async Task.</returns>

public async Task<bool> RebootInstances(string ec2Instanceld)
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{

try

{
var request = new RebootInstancesRequest
{

Instancelds = new List<string> { ec2Instanceld },

};
await _amazonEC2.RebootInstancesAsync(request);
// Wait for the instance to be running.
Console.Write("Waiting for the instance to start.");
await WaitForInstanceState(ec2Instanceld, InstanceStateName.Running);
return true;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld {ec2Instanceld} is invalid, unable to reboot.
{ec2Exception.Message}");
}

return false;

}

catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while rebooting the instance
{ec2Instanceld}.: {ex.Messagel}");
return false;

/// <summary>

/// Release an Elastic IP address. After the Elastic IP address is released,

/// it can no longer be used.

/// </summary>

/// <param name="allocationId">The allocation Id of the Elastic IP address.</
param>

/// <returns>True if successful.</returns>

public async Task<bool> ReleaseAddress(string allocationId)

{
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try
{
var request = new ReleaseAddressRequest { Allocationld =
allocationId };

var response = await _amazonEC2.ReleaseAddressAsync(request);
return response.HttpStatusCode == HttpStatusCode.OK;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidAllocationID.NotFound")
{

_logger.LogErrox(
$"AllocationId {allocationId} was not found.
{ec2Exception.Messagel}");

}

return false;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while releasing the AllocationId
{allocationId}.: {ex.Messagel}");
return false;

/// <summary>
/// Create and run an EC2 instance.

/// </summary>

/// <param name="Imageld">The image Id of the image used as a basis for the

/// EC2 instance.</param>

/// <param name="instanceType">The instance type of the EC2 instance to
create.</param>

/// <param name="keyName">The name of the key pair to associate with the

/// instance.</param>

/// <param name="groupIld">The Id of the Amazon EC2 security group that will
be

/// allowed to interact with the new EC2 instance.</param>

/// <returns>The instance Id of the new EC2 instance.</returns>

public async Task<string> RunlInstances(string imageld, string instanceType,
string keyName, string groupId)

{
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try
{
var request = new RunInstancesRequest
{
Imageld = imageld,
InstanceType = instanceType,
KeyName = keyName,
MinCount = 1,
MaxCount = 1,
SecurityGroupIds = new List<string> { groupId }
};
var response = await _amazonEC2.RunInstancesAsync(request);
var instanceld = response.Reservation.Instances[@].Instanceld;
Console.Write("Waiting for the instance to start.");
await WaitForInstanceState(instanceld, InstanceStateName.Running);
return instanceld;
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidGroupId.NotFound")
{
_logger.LogErrox(
$"GroupId {groupId} was not found. {ec2Exception.Messagel}");
}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while running the instance.: {ex.Messagel}");
throw;
}

/// <summary>
/// Start an EC2 instance.

/// </summary>

/// <param name="ec2Instanceld">The instance Id of the Amazon EC2 instance
/// to start.</param>

/// <returns>Async task.</returns>
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public async Task StartInstances(string ec2Instanceld)

{
try
{
var request = new StartInstancesRequest
{
Instancelds = new List<string> { ec2Instanceld },
};
await _amazonEC2.StartInstancesAsync(request);
Console.Write("Waiting for instance to start. ");
await WaitForInstanceState(ec2Instanceld, InstanceStateName.Running);
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to start.
{ec2Exception.Message}");

}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while starting the instance.: {ex.Messagel}");
throw;
}

/// <summary>
/// Stop an EC2 instance.
/// </summary>
/// <param name="ec2Instanceld">The instance Id of the EC2 instance to
/// stop.</param>
/// <returns>Async task.</returns>
public async Task StopInstances(string ec2Instanceld)
{
try
{

var request = new StopInstancesRequest
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Instancelds = new List<string> { ec2Instanceld },
i
await _amazonEC2.StopInstancesAsync(request);
Console.Write("Waiting for the instance to stop.");

await WaitForInstanceState(ec2Instanceld, InstanceStateName.Stopped);

Console.WritelLine("\nThe instance has stopped.");

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to stop.
{ec2Exception.Messagel}");

}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while stopping the instance.: {ex.Messagel}");
throw;
}

/// <summary>

/// Terminate an EC2 instance.

/// </summary>

/// <param name="ec2Instanceld">The instance Id of the EC2 instance
/// to terminate.</param>

/// <returns>Async task.</returns>

public async Task<List<InstanceStateChange>> TerminateInstances(string

ec2Instanceld)
{

try

{
var request = new TerminateInstancesRequest
{

Instancelds = new List<string> { ec2Instanceld }

I
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var response = await _amazonEC2.TerminateInstancesAsync(request);

Console.Write("Waiting for the instance to terminate.");

await WaitForInstanceState(ec2Instanceld,
InstanceStateName.Terminated);

Console.WriteLine($"\nThe instance {ec2InstancelId} has been

terminated.");
return response.TerminatingInstances;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to terminate.

{ec2Exception.Messagel}");

}

throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while terminating the instance.:
{ex.Messagel}");
throw;

/// <summary>

/// Wait until an EC2 instance is in a specified state.

/// </summary>

/// <param name="instanceId">The instance Id.</param>

/// <param name="stateName">The state to wait for.</param>

/// <returns>A Boolean value indicating the success of the action.</returns>

public async Task<bool> WaitForInstanceState(string instanceld,
InstanceStateName stateName)

{
var request = new DescribeInstancesRequest
{
Instancelds = new List<string> { instanceld }
};
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// Wait until the instance is in the specified state.
var hasState = false;
do
{
// Wait 5 seconds.
Thread.Sleep(5000);

// Check for the desired state.
var response = await _amazonEC2.DescribelnstancesAsync(request);
var instance = response.Reservations[@].Instances[Q@];
hasState = instance.State.Name == stateName;
Console.Write(". ");
} while (!'hasState);

return hasState;

» Untuk detail API, lihat topik berikut di Referensi APl AWS SDK untuk .NET .

* AllocateAddress

* AssociateAddress

» AuthorizeSecurityGrouplngress

+ CreateKeyPair

» CreateSecurityGroup

+ DeleteKeyPair

» DeleteSecurityGroup

» Describelmages

* DescribelnstanceTypes

* Describelnstances

* DescribeKeyPairs

» DescribeSecurityGroups

» DisassociateAddress

* ReleaseAddress

* Runlnstances

» Startlnstances

Pelajari dasar-dasarnya 111


https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/AllocateAddress
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/AssociateAddress
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/AuthorizeSecurityGroupIngress
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/CreateKeyPair
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/CreateSecurityGroup
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/DeleteKeyPair
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/DeleteSecurityGroup
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/DescribeImages
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/DescribeInstanceTypes
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/DescribeInstances
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/DescribeKeyPairs
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/DescribeSecurityGroups
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/DisassociateAddress
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/ReleaseAddress
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/RunInstances
https://docs.aws.amazon.com/goto/DotNetSDKV3/ec2-2016-11-15/StartInstances

Amazon Elastic Compute Cloud Panduan Developerr

» Stoplnstances

* Terminatelnstances

* Unmonitorinstances

Bash

AWS CLI dengan skrip Bash

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkap dan pelajari cara
menyiapkan dan menjalankan di Repositori Contoh Kode AWS.

Jalankan skenario interaktif di penggugah/prompt perintah.

HHAHHBHHBHHBHHBHHBRHBHHBHHBHHBHH B HHBHH B HH B HH B HH B HH B HH SR H B HH B HH R HH B HH R HH SR B HHSH
# function get_started_with_ec2_instances

#

# Runs an interactive scenario that shows how to get started using EC2 instances.
#

# "EC2 access" permissions are needed to run this code.

#

# Returns:

# @ - If successful.

# 1 - If an error occurred.

HHAHHBHHBHHBHHBHHBRHBHHBHHBHHBHH B HHBHH B HH B HH B HH B HH B HH SR H B HH B HH R HH B HH R HH SR B HHSH
function get_started_with_ec2_instances() {

# Requires version 4 for mapfile.

local required_version=4.0

# Get the current Bash version

# Check if BASH_VERSION is set

local current_version

if [[ -n "$BASH_VERSION" ]]; then
# Convert BASH_VERSION to a number for comparison
current_version=$BASH_VERSION

else
# Get the current Bash version using the bash command
current_version=$(bash --version | head -n 1 | awk '{ print $4 }')

fi
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# Convert version strings to numbers for comparison
local required_version_num current_version_num

required_version_num=$(echo "$required_version" | awk -F. '{ print ($1 * 10000)
+ ($2 * 100) + $3 }')
current_version_num=$(echo "$current_version" | awk -F. '{ print ($1 * 10000) +

($2 * 100) + $3 }')

# Compare versions

if ((current_version_num < required_version_num)); then
echo "Error: This script requires Bash version $required_version or higher."
echo "Your current Bash version is number is $current_version."

exit 1
fi
{
if [ "$EC2_OPERATIONS_SOURCED" != "True" ]; then
source ./ec2_operations.sh
fi
}

echo_repeat "*" 88

echo "Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started with
instances demo."

echo_repeat "*" 88

echo

echo "Let's create an RSA key pair that you can be use to securely connect to "
echo "your EC2 instance."

echo -n "Enter a unique name for your key: "
get_input

local key_name

key_name=$get_input_result

local temp_dir
temp_dir=$(mktemp -d)
local key_file_name="$temp_dir/${key_name}.pem"

if ec2_create_keypair -n "${key_name}" -f "${key_file_namel}"; then
echo "Created a key pair $key_name and saved the private key to
$key_file_name"
echo
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else
errecho "The key pair failed to create. This demo will exit."
return 1

fi

chmod 400 "${key_file_name}"

if yes_no_input "Do you want to list some of your key pairs? (y/n) "; then
local keys_and_fingerprints
keys_and_fingerprints="$(ec2_describe_key_pairs)" && {
local image_name_and_id
while IFS=$'\n' read -r image_name_and_id; do
local entries
IFS=$'\t' read -ra entries <<<"$image_name_and_id"
echo "Found rsa key ${entries[0]} with fingerprint:"
echo " ${entries[1]}"
done <<<"$keys_and_fingerprints"

3
fi

echo_repeat "*" 88
echo_repeat "*" 88

echo "Let's create a security group to manage access to your instance."
echo -n "Enter a unique name for your security group:
get_input
local security_group_name
security_group_name=$get_input_result
local security_group_id
security_group_id=$(ec2_create_security_group -n "$security_group_name" \

-d "Security group for EC2 instance") || {

errecho "The security failed to create. This demo will exit."

clean_up "$key_name" "$key_file_name"

return 1

echo "Security group created with ID $security_group_id"
echo

local public_ip
public_ip=$(curl -s http://checkip.amazonaws.com)

echo "Let's add a rule to allow SSH only from your current IP address."
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echo "Your public IP address is $public_ip"
echo -n "press return to add this rule to your security group."
get_input

if ! ec2_authorize_security_group_ingress -g "$security_group_id" -i
"$public_ip" -p tcp -f 22 -t 22; then
errecho "The security group rules failed to update. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1
fi

echo "Security group rules updated"

local security_group_description
security_group_description="$(ec2_describe_security_groups -g
"${security_group_id}")" || {

errecho "Failed to describe security groups. This demo will exit."

clean_up "$key_name" "$key_file_name" "$security_group_id"

return 1

mapfile -t parameters <<<"$security_group_description"
IFS=$'\t' read -ra entries <<<"${parameters[0]}"

echo "Security group: ${entries[@]}"

echo " ID: ${entries[1]}"

echo " VPC: ${entries[2]}"

echo "Inbound permissions:"

IFS=$'\t' read -ra entries <<<"${parameters[1]}"

echo " IpProtocol: ${entries[0]}"
echo " FromPort: ${entries[1]}"
echo " ToPort: ${entries[2]}"
echo " CidrIp: ${parameters[2]}"

local parameters
parameters="$(ssm_get_parameters_by_path -p "/aws/service/ami-amazon-linux-
latest")" || {
errecho "Failed to get parameters. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

local image_ids=""
mapfile -t parameters <<<"$parameters"
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for image_name_and_id in "${parameters[e@]}"; do
IFS=$'\t' read -ra values <<<"$image_name_and_id"

if [[ "${values[@]}" == *"amzn2"* ]]; then
image_ids+="${values[1]} "
fi
done

local images

images="%$(ec2_describe_images -i "$image_ids")" || {
errecho "Failed to describe images. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

new_line_and_tab_to_list "$images"
local images=("${list_result[e@]}")

# Get the size of the array
local images_count=${#images[@]}

if ((images_count == 0)); then
errecho "No images found. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

fi

echo_repeat "*" 88
echo_repeat "*" 88

echo "Let's create an instance from an Amazon Linux 2 AMI. Here are some
options:"
for ((i = 0; i < images_count; i += 3)); do

echo "$(((i / 3) + 1)) - ${images[$i]}"

done

integer_input "Please enter the number of the AMI you want to use: " 1
"$((images_count / 3))"

local choice=$get_input_result

choice=$(((choice - 1) * 3))

echo "Great choice."
echo
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local architecture=${images[$((choice + 1))]1}
local image_id=${images[$((choice + 2))]1}
echo "Here are some instance types that support the ${architecture}

architecture of the image:"

response="$(ec2_describe_instance_types -a "${architecture}" -t

"* micro,*.small")" || {
errecho "Failed to describe instance types. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

local instance_types
mapfile -t instance_types <<<"$response"

# Get the size of the array
local instance_types_count=${#instance_types[e@]}

echo "Here are some options:"

for ((i = @0; i < instance_types_count; i++)); do
echo "$((i + 1)) - ${instance_types[$i]}"

done

integer_input "Which one do you want to use? " 1 "${#instance_types[@]}

choice=$get_input_result

local instance_type=${instance_types[$((choice - 1))]1}
echo "Another great choice."

echo

echo "Creating your instance and waiting for it to start..."
local instance_id
instance_id=$(ec2_run_instances -i "$image_id" -t "$instance_type" -k
"$key_name" -s "$security_group_id") || {
errecho "Failed to run instance. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id"
return 1

ec2_wait_for_instance_running -i "$instance_id"
echo "Your instance is ready:"
echo

local instance_details
instance_details="$(ec2_describe_instances -i "${instance_id}")"
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echo
print_instance_details "${instance_details}"

local public_ip

public_ip=$(echo "${instance_details}" | awk '{print $63}')

echo

echo "You can use SSH to connect to your instance"

echo "If the connection attempt times out, you might have to manually update
the SSH ingress rule"

echo "for your IP address in the AWS Management Console."
connect_to_instance "$key_file_name" "$public_ip"

echo -n "Press Enter when you're ready to continue the demo: "
get_input

echo_repeat "*" 88
echo_repeat "*" 88

echo "Let's stop and start your instance to see what changes."
echo "Stopping your instance and waiting until it's stopped...
ec2_stop_instances -i "$instance_id"
ec2_wait_for_instance_stopped -i "$instance_id"

echo "Your instance is stopped. Restarting..."

ec2_start_instances -i "$instance_id"
ec2_wait_for_instance_running -i "$instance_id"

echo "Your instance is running again."

local instance_details
instance_details="$(ec2_describe_instances -i "${instance_id}")"
print_instance_details "${instance_details}"

public_ip=$(echo "${instance_details}" | awk '{print $63}')

echo "Every time your instance is restarted, its public IP address changes"
connect_to_instance "$key_file_name" "$public_ip"

echo -n "Press Enter when you're ready to continue the demo:
get_input

echo_repeat "*" 88
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echo_repeat "*" 88

echo "You can allocate an Elastic IP address and associate it with your
instance"
echo "to keep a consistent IP address even when your instance restarts."

local result

result=$(ec2_allocate_address -d vpc) || {
errecho "Failed to allocate an address. This demo will exit."
clean_up "$key_name" "$key_file_name" "$security_group_id" "$instance_id"
return 1

local elastic_ip allocation_id
elastic_ip=$(echo "$result" | awk '{print $1}')
allocation_id=$(echo "$result" | awk '{print $2}')

echo "Allocated static Elastic IP address: $elastic_ip"

local association_id
association_id=$(ec2_associate_address -i "$instance_id" -a "$allocation_id")
Il {

errecho "Failed to associate an address. This demo will exit."

clean_up "$key_name" "$key_file_name" "$security_group_id" "$instance_id"
"$allocation_id"

return 1

echo "Associated your Elastic IP with your instance."

echo "You can now use SSH to connect to your instance by using the Elastic IP."
connect_to_instance "$key_file_name" "$elastic_ip"

echo -n "Press Enter when you're ready to continue the demo: "
get_input

echo_repeat "*" 88

echo_repeat "*" 88

echo "Let's stop and start your instance to see what changes."
echo "Stopping your instance and waiting until it's stopped..."
ec2_stop_instances -i "$instance_id"
ec2_wait_for_instance_stopped -i "$instance_id"

echo "Your instance is stopped. Restarting..."
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ec2_start_instances -i "$instance_id"
ec2_wait_for_instance_running -i "$instance_id"

echo "Your instance is running again."

local instance_details

instance_details="$(ec2_describe_instances -i "${instance_id}")"
print_instance_details "${instance_details}"

echo "Because you have associated an Elastic IP with your instance, you can"
echo "connect by using a consistent IP address after the instance restarts."

connect_to_instance "$key_file_name" "$elastic_ip"

echo -n "Press Enter when you're ready to continue the demo: "
get_input

echo_repeat "*" 88
echo_repeat "*" 88

if yes_no_input "Do you want to delete the resources created in this demo: (y/

n) "; then

clean_up "$key_name" "$key_file_name $security_group_id" "$instance_id" \
"$allocation_id" "$association_id"
else
echo "The following resources were not deleted."
echo "Key pair: $key_name"
echo "Key file: $key_file_name"
echo "Security group: $security_group_id"
echo "Instance: $instance_id"
echo "Elastic IP address: $elastic_ip"
fi
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#
#

#
#
#
#
#
#
#

function clean_up

This function cleans up the created resources.
$1 - The name of the ec2 key pair to delete.
$2 - The name of the key file to delete.
$3 - The ID of the security group to delete.
$4 - The ID of the instance to terminate.
$5 - The ID of the elastic IP address to release.
$6 - The ID of the elastic IP address to disassociate.
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#

# Returns:

# @ - If successful.

# 1 - If an error occurred.
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function clean_up() {

local result=0

local key_pair_name=$1

local key_file_name=$2

local security_group_id=$3

local instance_id=%$4

local allocation_id=$5

local association_id=$6

if [ -n "$association_id" ]; then
# bashsupport disable=BP2002
if (ec2_disassociate_address -a "$association_id"); then
echo "Disassociated elastic IP address with ID $association_id"
else
errecho "The elastic IP address disassociation failed."
result=1
fi
fi

if [ -n "$allocation_id" ]; then
# bashsupport disable=BP2002
if (ec2_release_address -a "$allocation_id"); then
echo "Released elastic IP address with ID $allocation_id"
else
errecho "The elastic IP address release failed."
result=1
fi
fi

if [ -n "$instance_id" ]; then
# bashsupport disable=BP2002
if (ec2_terminate_instances -i "$instance_id"); then
echo "Started terminating instance with ID $instance_id"

ec2_wait_for_instance_terminated -i "$instance_id"
else

errecho "The instance terminate failed."

result=1
fi
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fi

if [ -n "$security_group_id" ]; then
# bashsupport disable=BP2002
if (ec2_delete_security_group -i "$security_group_id"); then
echo "Deleted security group with ID $security_group_id"
else
errecho "The security group delete failed."
result=1
fi
fi

if [ -n "$key_pair_name" ]; then
# bashsupport disable=BP2002
if (ec2_delete_keypair -n "$key_pair_name"); then
echo "Deleted key pair named $key_pair_name"
else
errecho "The key pair delete failed."
result=1
fi
fi

if [ -n "$key_file_name" ]; then
rm -f "$key_file_name"
fi

return $result
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# function ssm_get_parameters_by_path

#

# This function retrieves one or more parameters from the AWS Systems Manager
Parameter Store

# by specifying a parameter path.

#

# Parameters:

# -p parameter_path - The path of the parameter(s) to retrieve.

#

# And:

# @ - If successful.

# 1 - If it fails.
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function ssm_get_parameters_by_path() {
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local parameter_path response
local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ssm_get_parameters_by_path"

echo "Retrieves one or more parameters from the AWS Systems Manager Parameter
Store by specifying a parameter path."

echo " -p parameter_path - The path of the parameter(s) to retrieve."

echo

# Retrieve the calling parameters.
while getopts "p:h" option; do
case "${option}" in
p) parameter_path="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$parameter_path" ]]; then
errecho "ERROR: You must provide a parameter path with the -p parameter."
usage
return 1

fi

response=$(aws ssm get-parameters-by-path \
--path "$parameter_path" \
--query "Parameters[*].[Name, Value]l" \
--output text) || {
aws_cli_error_log $?
errecho "ERROR: AWS reports get-parameters-by-path operation failed.
$response"
return 1
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echo "$response"

return 0
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# function print_instance_details

#

# This function prints the details of an Amazon Elastic Compute Cloud (Amazon
EC2) instance.

#

# Parameters:

# instance_details - The instance details in the format "InstanceId Imageld
InstanceType KeyName VpcId PublicIpAddress State.Name".

#

# Returns:

# 0 - If successful.

# 1 - If it fails.
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function print_instance_details() {
local instance_details="$1"

if [[ -z "${instance_details}" ]1]; then
echo "Error: Missing required instance details argument."

return 1
fi

local instance_id image_id instance_type key_name vpc_id public_ip state
instance_id=$(echo "${instance_details}" | awk '{print $1}')
image_id=$(echo "${instance_details}" | awk '{print $23}')
instance_type=$(echo "${instance_details}" | awk '{print $3}')
key_name=$(echo "${instance_details}" | awk '{print $43}')

vpc_id=$(echo "${instance_details}" | awk '{print $5}')

public_ip=$(echo "${instance_details}" | awk '{print $63}')

state=$(echo "${instance_details}" | awk '{print $7}')

echo " ID: ${instance_id}"

echo " Image ID: ${image_id}"

echo " Instance type: ${instance_typel}"
echo " Key name: ${key_name}"

echo " VPC ID: ${vpc_id}"

echo " Public IP: ${public_ip}"

echo " State: ${state}"

Pelajari dasar-dasarnya 124



Amazon Elastic Compute Cloud Panduan Developerr

return 0
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#
#
#
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function connect_to_instance

This function displays the public IP address of an Amazon Elastic Compute Cloud

(Amazon EC2) instance and prompts the user to connect to the instance via SSH.

Parameters:
$1 - The name of the key file used to connect to the instance.
$2 - The public IP address of the instance.

Returns:
None
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function connect_to_instance() {

local key_file_name="$1"
local public_ip="$2"

# Validate the input parameters

if [[ -z "$key_file_name" ]]; then
echo "ERROR: You must provide a key file name as the first argument." >&2
return 1

fi

if [[ -z "$public_ip" 11; then
echo "ERROR: You must provide a public IP address as the second argument."

>&2

return 1
fi

# Display the public IP address and connection command
echo "To connect, run the following command:"
echo " ssh -i ${key_file_name} ec2-user@${public_ip}"

# Prompt the user to connect to the instance
if yes_no_input "Do you want to connect now? (y/n) "; then
echo "After you have connected, you can return to this example by typing
'exit'"
ssh -i "${key_file_namel}" ec2-user@"${public_ipl}"
fi
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# function get_input

#

# This function gets user input from the command line.
#

# Outputs:

# User input to stdout.

#

# Returns:

# 0
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function get_input() {

if [ -z "${mock_input+x}" 1; then
read -r get_input_result
else

if [ "$mock_input_array_index" -1t ${#mock_input_array[e@]} ]1; then
get_input_result="${mock_input_array[$mock_input_array_index]}"
# bashsupport disable=BP2001
# shellcheck disable=SC2206
((mock_input_array_index++))
echo -n "$get_input_result"

else
echo "MOCK_INPUT_ARRAY has no more elements" 1>&2
return 1
fi
fi
return 0
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# function yes_no_input

#

This function requests a yes/no answer from the user, following to a prompt.

Parameters:
$1 - The prompt.

Returns:
0 - If yes.
1 - If no.
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function yes_no_input() {
if [ -z "$1" ]; then
echo "Internal error yes_no_input"
return 1
fi

local index=0
local response="N"
while [[ $index -1t 10 ]]; do
index=$((index + 1))
echo -n "$1"
if ! get_input; then
return 1
fi
response=$(echo "$get_input_result" | tr '[:upper:]' '[:lower:]')
if [ "$response" = "y" 1 || [ "$response" = "n" ]; then
break
else
echo -e "\nPlease enter or 'y' or 'n'."
fi
done

echo

if [ "$response" = "y" ]1; then
return 0

else
return 1

fi
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function integer_input

This function prompts the user to enter an integer within a specified range
and validates the input.

#

#

#

#

#

# Parameters:
# $1 - The prompt message to display to the user.
# $2 - The minimum value of the accepted range.

# $3 - The maximum value of the accepted range.

#

#

Returns:
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# The valid integer input from the user.
# If the input is invalid or out of range, the function will continue
# prompting the user until a valid input is provided.

HHHHHHHHH SRR RS SRR RS R RS SR H RS R RS H RS R RS RS SRR SRR SRS TSR3
function integer_input() {

local prompt="$1"

local min_value="$2"

local max_value="$3"

local input=""

while true; do
# Display the prompt message and wait for user input
echo -n "$prompt"

if ! get_input; then
return 1
fi

input="%$get_input_result"

# Check if the input is a valid integer
if [[ "$input" =~ ~-?[0-9]1+$ 11; then
# Check if the input is within the specified range
if ((input >= min_value && input <= max_value)); then

return 0
else
echo "Error: Input, $input, must be between $min_value and $max_value."
fi
else
echo "Error: Invalid input- $input. Please enter an integer."
fi
done

}
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# function new_line_and_tab_to_list

#

# This function takes a string input containing newlines and tabs, and
# converts it into a list (array) of elements.

#

# Parameters:

# $1 - The input string containing newlines and tabs.

#

# Returns:

# The resulting list (array) is stored in the global variable
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# 'list_result'.
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function new_line_and_tab_to_list() {

local input=$%1

export list_result

list_result=()

mapfile -t lines <<<"$input"

local 1line

for line in "${lines[@]}"; do
IFS=$'\t' read -ra parameters <<<"$line"
list_result+=("${parameters[@]}")

done
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# function echo_repeat

#

# This function prints a string 'n' times to stdout.
#

# Parameters:

# $1 - The string.

# $2 - Number of times to print the string.
#

# Outputs:

# String 'n' times to stdout.

#

# Returns:

# 0
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function echo_repeat() {
local end=$2
for ((i = 0; 1 < end; i++)); do
echo -n "$1"
done
echo

Fungsi DynamoDB yang digunakan dalam skenario ini.

HHBHS S R S
# function ec2_create_keypair
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#

# This function creates an Amazon Elastic Compute Cloud (Amazon EC2) ED25519 or
2048-bit RSA key pair
# and writes it to a file.

And:
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Parameters:

-n key_pair_name - A key pair name.
-f file_path - File to store the key pair.

@ - If successful.
1 - If it fails.
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function ec2_create_keypair() {

local key_pair_name file_path response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function ec2_create_keypair"
echo "Creates an Amazon Elastic Compute Cloud (Amazon EC2) ED25519 or 2048-
bit RSA key pair"

echo
echo
echo
echo

and writes it to a file."

-n key_pair_name - A key pair name."
-f file_path - File to store the key pair."

# Retrieve the calling parameters.
while getopts "n:f:h" option; do
case "${option}" in
n) key_pair_name="${OPTARG}" ;;
f) file_path="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
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export OPTIND=1

if [[ -z "$key_pair_name" ]]; then
errecho "ERROR: You must provide a key name with the -n parameter."
usage
return 1

fi

if [[ -z "$file_path" 1]; then
errecho "ERROR: You must provide a file path with the -f parameter."
usage
return 1

fi

response=$(aws ec2 create-key-pair \
--key-name "$key_pair_name" \
--query 'KeyMaterial' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports create-access-key operation failed.$response"
return 1

if [[ -n "$file_path" ]1; then
echo "$response" >"$file_path"
fi

return 0
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# function ec2_describe_key_pairs

#

# This function describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
key pairs.

#

# Parameters:

# -h - Display help.

#

# And:

# @ - If successful.

# 1 - If it fails.
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function ec2_describe_key_pairs() {
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local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ec2_describe_key_pairs"

echo "Describes one or more Amazon Elastic Compute Cloud (Amazon EC2) key
pairs."

echo " -h - Display help."

echo

# Retrieve the calling parameters.
while getopts "h" option; do
case "${option}" in

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac
done

export OPTIND=1
local response

response=$(aws ec2 describe-key-pairs \
--query 'KeyPairs[*].[KeyName, KeyFingerprint]' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports describe-key-pairs operation failed.$response"
return 1

echo "$response"

return 0
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# function ec2_create_security_group
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#
# This function creates an Amazon Elastic Compute Cloud (Amazon EC2) security
group.

#

# Parameters:

# -n security_group_name - The name of the security group.

# -d security_group_description - The description of the security group.

#

# Returns:

# The ID of the created security group, or an error message if the
operation fails.

# And:

# @ - If successful.

# 1 - If it fails.

#
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function ec2_create_security_group() {
local security_group_name security_group_description response

# Function to display usage information

function usage() {
echo "function ec2_create_security_group"
echo "Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group."
echo " -n security_group_name - The name of the security group."

-d security_group_description - The description of the security

echo
group."
echo

# Parse the command-line arguments
while getopts "n:d:h" option; do
case "${option}" in
n) security_group_name="${OPTARG}" ;;
d) security_group_description="${0OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac
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done
export OPTIND=1

# Validate the input parameters
if [[ -z "$security_group_name" ]]; then
errecho "ERROR: You must provide a security group name with the -n
parameter."
return 1
fi

if [[ -z "$security_group_description" ]]; then

errecho "ERROR: You must provide a security group description with the -d
parameter."

return 1
fi

# Create the security group
response=$(aws ec2 create-security-group \
--group-name "$security_group_name" \
--description "$security_group_description" \
--query "GroupId" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports create-security-group operation failed."
errecho "$response"
return 1

echo "$response"
return 0

HHAHH AR HBHHBHHBHHBRH B HHBHH B HHBHH B HH B HH B HH B HH B HH B HH B HH B HH B HH B R B R HH B R BB HH SR B R HHSH

# function ec2_describe_security_groups

#

# This function describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
security groups.

#

# Parameters:

# -g security_group_id - The ID of the security group to describe
(optional).

#

# And:

# @ - If successful.
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# 1 - If it fails.
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function ec2_describe_security_groups() {

local security_group_id response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ec2_describe_security_groups"

echo "Describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
security groups."

echo " -g security_group_id - The ID of the security group to describe
(optional)."

echo ""

# Retrieve the calling parameters.
while getopts "g:h" option; do
case "${option}" in
g) security_group_id="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

local query="SecurityGroups[*].[GroupName, GroupId, VpcId, IpPermissions[*].
[IpProtocol, FromPort, ToPort, IpRanges[*].CidrIp]]"

if [[ -n "$security_group_id" ]]1; then

response=$(aws ec2 describe-security-groups --group-ids "$security_group_id"
--query "${queryl}" --output text)
else

response=$(aws ec2 describe-security-groups --query "${query}" --output text)
fi

local error_code=${?}
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if [[ $error_code -ne © ]]; then
aws_cli_error_log $error_code
errecho "ERROR: AWS reports describe-security-groups operation failed.
$response"
return 1
fi

echo "$response"

return 0

HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH BB HH

# function ec2_authorize_security_group_ingress

#

# This function authorizes an ingress rule for an Amazon Elastic Compute Cloud
(Amazon EC2) security group.

Parameters:
-g security_group_id - The ID of the security group.
-i ip_address - The IP address or CIDR block to authorize.
-p protocol - The protocol to authorize (e.g., tcp, udp, icmp).
-f from_port - The start of the port range to authorize.
-t to_port - The end of the port range to authorize.

And:
0 - If successful.
1 - If it fails.
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function ec2_authorize_security_group_ingress() {
local security_group_id ip_address protocol from_port to_port response
local option OPTARG # Required to use getopts command in a function.

HOoH HF O OB O O OH OB OB H

# bashsupport disable=BP5008
function usage() {

echo "function ec2_authorize_security_group_ingress"

echo "Authorizes an ingress rule for an Amazon Elastic Compute Cloud (Amazon
EC2) security group."

echo " -g security_group_id - The ID of the security group."

echo " -i ip_address - The IP address or CIDR block to authorize."

echo " -p protocol - The protocol to authorize (e.g., tcp, udp, icmp)."
echo " -f from_port - The start of the port range to authorize."

echo " -t to_port - The end of the port range to authorize."
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echo

# Retrieve the calling parameters.
while getopts "g:i:p:f:t:h" option; do
case "${option}" in
g) security_group_id="${OPTARG}" ;;
i) ip_address="${OPTARG}" ;;
p) protocol="${OPTARG}" ;;
f) from_port="${OPTARG}" ;;
t) to_port="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$security_group_id" ]]1; then
errecho "ERROR: You must provide a security group ID with the -g parameter."
usage
return 1

fi

if [[ -z "$ip_address" 1]; then

errecho "ERROR: You must provide an IP address or CIDR block with the -i
parameter."

usage

return 1
fi

if [[ -z "$protocol" ]]1; then
errecho "ERROR: You must provide a protocol with the -p parameter."
usage
return 1

fi

if [[ -z "$from_port" ]1; then
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errecho "ERROR: You must provide a start port with the -f parameter."
usage
return 1

fi

if [[ -z "$to_port" ]]; then
errecho "ERROR: You must provide an end port with the -t parameter."
usage
return 1

fi

response=$(aws ec2 authorize-security-group-ingress \

--group-id "$security_group_id" \

--cidr "${ip_address}/32" \

--protocol "$protocol" \

--port "$from_port-$to_port" \

--output text) || {

aws_cli_error_log ${?}

errecho "ERROR: AWS reports authorize-security-group-ingress operation
failed.$response"

return 1

return 0
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# function ec2_describe_images

#

# This function describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
images.

Parameters:
-i image_ids - A space-separated list of image IDs (optional).
-h - Display help.

And:
0 - If successful.
1 - If it fails.
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function ec2_describe_images() {
local image_ids response
local option OPTARG # Required to use getopts command in a function.

H OH O OHF OB O H H
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# bashsupport disable=BP5008
function usage() {
echo "function ec2_describe_images"
echo "Describes one or more Amazon Elastic Compute Cloud (Amazon EC2)

images."
echo " -i image_ids - A space-separated list of image IDs (optional)."
echo " -h - Display help."
echo ""
}

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) image_ids="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

local aws_cli_args=()

if [[ -n "$image_ids" ]]1; then
# shellcheck disable=SC2206
aws_cli_args+=("--image-ids" $image_ids)
fi

response=$(aws ec2 describe-images \
"${aws_cli_args[e@l}" \
--query 'Images[*].[Description,Architecture,ImageId]' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports describe-images operation failed.$response"
return 1

echo "$response"
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return 0
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# ec2_describe_instance_types

#

# This function describes EC2 instance types filtered by processor architecture

# and optionally by instance type. It takes the following arguments:

#

# -a, --architecture ARCHITECTURE Specify the processor architecture (e.g.,
x86_64)

# -t, --type INSTANCE_TYPE Comma-separated list of instance types (e.g.,
t2.micro)

# -h, --help Show the usage help

#

# The function prints the instance type and supported architecture for each
# matching instance type.
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function ec2_describe_instance_types() {

local architecture=""

local instance_types=""

# bashsupport disable=BP5008
function usage() {
echo "Usage: ec2_describe_instance_types [-a|--architecture ARCHITECTURE] [-
t|--type INSTANCE_TYPE] [-h]|--help]"

echo " -a, --architecture ARCHITECTURE Specify the processor architecture
(e.g., x86_64)"

echo " -t, --type INSTANCE_TYPE Comma-separated list of instance
types (e.g., t2.micro)"

echo " -h, --help Show this help message"

while [[ $# -gt @ 1]; do
case "$1" in
-a | --architecture)
architecture="$2"
shift 2
-t | --type)
instance_types="$2"
shift 2

a4
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-h | --help)
usage
return 0

*)
echo "Unknown argument: $1"
return 1

esac
done

if [[ -z "$architecture" ]1]; then
errecho "Error: Architecture not specified."
usage
return 1

fi

if [[ -z "$instance_types" ]]; then
errecho "Error: Instance type not specified."
usage
return 1

fi

local tmp_json_file="temp_ec2.json"
echo -n '[

{

"Name": "processor-info.supported-architecture",

"Values": [' >"$tmp_json_file"

local items

IFS=',' read -ra items <<<"$architecture"
local array_size

array_size=${#items[@]}

for i in $(seq @ $((array_size - 1))); do

echo -n ""'"${items[$i]}"'""' >>"$tmp_json_file"

if [[ $1i -1t $((array_size - 1)) ]1]1; then

echo -n ',' >>"$tmp_json_file"

fi
done
echo -n ']},
{
"Name": "instance-type",

"Values": [' >>"$tmp_json_file"
IFS=',' read -ra items <<<"$instance_types"
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local array_size
array_size=${#items[@]}
for i in $(seq @ $((array_size - 1))); do
echo -n ""'"${items[$i]}"'"" >>"$tmp_json_file"
if [[ $1i -1t $((array_size - 1)) 1]1; then
echo -n ',"' >>"$tmp_json_file"
fi
done

echo -n ']}]1" >>"$tmp_json_file"

local response
response=$(aws ec2 describe-instance-types --filters file://"$tmp_json_file" \
--query 'InstanceTypes[*].[InstanceType]' --output text)

local error_code=$?
rm "$tmp_json_file"

if [[ $error_code -ne @ ]]; then
aws_cli_error_log $error_code
echo "ERROR: AWS reports describe-instance-types operation failed."
return 1

fi

echo "$response"
return 0
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# function ec2_run_instances

#

# This function launches one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances.

#

# Parameters:

# -i image_id - The ID of the Amazon Machine Image (AMI) to use.

# -t instance_type - The instance type to use (e.g., t2.micro).

# -k key_pair_name - The name of the key pair to use.

# -s security_group_id - The ID of the security group to use.

# -c count - The number of instances to launch (default: 1).

# -h - Display help.

#

# Returns:
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# @ - If successful.
# 1 - If it fails.
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function ec2_run_instances() {
local image_id instance_type key_pair_name security_group_id count response
local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function ec2_run_instances"
echo "Launches one or more Amazon Elastic Compute Cloud (Amazon EC2)

instances."
echo " -i image_id - The ID of the Amazon Machine Image (AMI) to use."
echo " -t instance_type - The instance type to use (e.g., t2.micro)."
echo " -k key_pair_name - The name of the key pair to use."
echo " -s security_group_id - The ID of the security group to use."
echo " -c count - The number of instances to launch (default: 1)."
echo " -h - Display help."
echo ""

}

# Retrieve the calling parameters.
while getopts "i:t:k:s:c:h" option; do
case "${option}" in
i) image_id="${OPTARG}" ;;
t) instance_type="${OPTARG}" ;;
k) key_pair_name="${OPTARG}" ;;
s) security_group_id="${OPTARG}" ;;
c) count="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$image_id" ]1]1; then
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errecho "ERROR: You must provide an Amazon Machine Image (AMI) ID with the -i
parameter."

usage

return 1
fi

if [[ -z "$instance_type" ]1]; then
errecho "ERROR: You must provide an instance type with the -t parameter."
usage
return 1

fi

if [[ -z "$key_pair_name" ]]; then
errecho "ERROR: You must provide a key pair name with the -k parameter."
usage
return 1

fi

if [[ -z "$security_group_id" ]1]1; then
errecho "ERROR: You must provide a security group ID with the -s parameter."
usage
return 1

fi

if [[ -z "$count" ]]; then
count=1
fi

response=$(aws ec2 run-instances \
--image-id "$image_id" \
--instance-type "$instance_type" \
--key-name "$key_pair_name" \
--security-group-ids "$security_group_id" \
--count "$count" \
--query 'Instances[*].[InstanceId]' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports run-instances operation failed.$response"
return 1

echo "$response"

return 0
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}

HHHHH RS H AR H AR R R R R R R R R R R SRR
# function ec2_describe_instances

#

# This function describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances.

#

# Parameters:

# -i instance_id - The ID of the instance to describe (optional).

# -q query - The query to filter the response (optional).

# -h - Display help.

#

# Returns:

# @ - If successful.

# 1 - If it fails.

HHARH AR HBHHBHHBHHBRHBHHBHHBHH B HH B HHBHH B HH B HH B HH B HH B HH B HH R HH G R BB HH B HH B HH SR H SRS SH
function ec2_describe_instances() {

local instance_id query response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {

echo "function ec2_describe_instances"

echo "Describes one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances."

echo -i instance_id - The ID of the instance to describe (optional)."
echo " -q query - The query to filter the response (optional)."
echo " -h - Display help."

echo ""

# Retrieve the calling parameters.
while getopts "i:q:h" option; do
case "${option}" in
i) instance_id="${OPTARG}" ;;
q) query="${OPTARG}" ;;

h)
usage
return 0
\?)
echo "Invalid parameter"”
usage
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return 1
esac
done
export OPTIND=1

local aws_cli_args=()

if [[ -n "$instance_id" 1]; then
# shellcheck disable=SC2206
aws_cli_args+=("--instance-ids" $instance_id)
fi

local query_arg=""
if [[ -n "$query" ]11; then
query_arg="--query '$query

else
query_arg="--query Reservations[*].Instances[*].
[Instanceld, Imageld, InstanceType,KeyName,VpcId,PublicIpAddress,State.Name]"
fi

# shellcheck disable=SC2086
response=$(aws ec2 describe-instances \
"${aws_cli_args[e@l}" \
$query_arg \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports describe-instances operation failed.$response"
return 1

echo "$response"

return 0

HHHH SRR A S S S
# function ec2_stop_instances

#

# This function stops one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances.

#

# Parameters:

# -i instance_id - The ID(s) of the instance(s) to stop (comma-separated).
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# -h - Display help.
#

# Returns:

# @ - If successful.
# 1 - If it fails.

HHAHHAHH SRR SRR SRR SRR SRR HH SRR SRR HH SRR SRR SRR HH SRR S HH SRR SRR G HHEHH SR H SRR HH SR SH
function ec2_stop_instances() {

local instance_ids

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function ec2_stop_instances"
echo "Stops one or more Amazon Elastic Compute Cloud (Amazon EC2) instances."

echo " -i instance_id - The ID(s) of the instance(s) to stop (comma-
separated)."

echo " -h - Display help."

echo ""

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) instance_ids="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$instance_ids" ]]; then

errecho "ERROR: You must provide one or more instance IDs with the -i
parameter."

usage

return 1
fi
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response=$(aws ec2 stop-instances \
--instance-ids "${instance_ids}") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports stop-instances operation failed with $response."
return 1

return 0
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# function ec2_start_instances

#

# This function starts one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances.

Parameters:
-i instance_id - The ID(s) of the instance(s) to start (comma-separated).
-h - Display help.

Returns:
@ - If successful.
1 - If it fails.
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function ec2_start_instances() {
local instance_ids
local option OPTARG # Required to use getopts command in a function.

H OH O O OB O O H

# bashsupport disable=BP5008
function usage() {
echo "function ec2_start_instances"
echo "Starts one or more Amazon Elastic Compute Cloud (Amazon EC2)

instances."
echo " -i instance_id - The ID(s) of the instance(s) to start (comma-
separated)."
echo " -h - Display help."
echo ""
}

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) instance_ids="${OPTARG}" ;;
h)
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usage
return 0
\?)
echo "Invalid parameter"
usage
return 1
esac

done
export OPTIND=1

if [[ -z "$instance_ids" ]]; then

errecho "ERROR: You must provide one or more instance IDs with the -i
parameter."

usage

return 1
fi

response=$(aws ec2 start-instances \
--instance-ids "${instance_ids}") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports start-instances operation failed with $response."
return 1

return 0

HAS A S S S S S S S S S S S S S S S A

# function ec2_allocate_address

#

# This function allocates an Elastic IP address for use with Amazon Elastic
Compute Cloud (Amazon EC2) instances in a specific AWS Region.

#

# Parameters:

# -d domain - The domain for the Elastic IP address (either 'vpc' or
'standard').

#

# Returns:

# The allocated Elastic IP address, or an error message if the operation
fails.

# And:

# @ - If successful.
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# 1 - If it fails.
#
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function ec2_allocate_address() {

local domain response

# Function to display usage information
function usage() {

echo "function ec2_allocate_address"

echo "Allocates an Elastic IP address for use with Amazon Elastic Compute
Cloud (Amazon EC2) instances in a specific AWS Region."

echo " -d domain - The domain for the Elastic IP address (either 'vpc' or
'standard')."

echo ""

# Parse the command-line arguments
while getopts "d:h" option; do
case "${option}" in
d) domain="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

# Validate the input parameters
if [[ -z "$domain" ]]; then

errecho "ERROR: You must provide a domain with the -d parameter (either 'vpc'
or 'standard')."

return 1

fi

if [[ "$domain" != "vpc" && "$domain" != "standard" 1]; then
errecho "ERROR: Invalid domain value. Must be either 'vpc' or 'standard'."
return 1

fi
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# Allocate the Elastic IP address
response=$(aws ec2 allocate-address \
--domain "$domain" \
--query "[PublicIp,AllocationId]" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports allocate-address operation failed."
errecho "$response"
return 1

echo "$response"
return 0
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# function ec2_associate_address

#

# This function associates an Elastic IP address with an Amazon Elastic Compute
Cloud (Amazon EC2) instance.

#

# Parameters:

# -a allocation_id - The allocation ID of the Elastic IP address to
associate.

# -i instance_id - The ID of the EC2 instance to associate the Elastic IP
address with.

#

# Returns:

# @ - If successful.

# 1 - If it fails.

#

bedodooudofididididiiiigiigigigigigigiggggnggigigigopopipopippppn g bbb iR i R i S g g g g
function ec2_associate_address() {
local allocation_id instance_id response

# Function to display usage information
function usage() {

echo "function ec2_associate_address"

echo "Associates an Elastic IP address with an Amazon Elastic Compute Cloud
(Amazon EC2) instance."

echo " -a allocation_id - The allocation ID of the Elastic IP address to
associate."
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echo " -i instance_id - The ID of the EC2 instance to associate the Elastic
IP address with."
echo mnmn

# Parse the command-line arguments
while getopts "a:i:h" option; do
case "${option}" in
a) allocation_id="${OPTARG}" ;;
i) instance_id="${OPTARG}" ;;

h)
usage
return 0
NE)
echo "Invalid parameter"
usage
return 1

esac
done
export OPTIND=1

# Validate the input parameters

if [[ -z "$allocation_id" ]]; then
errecho "ERROR: You must provide an allocation ID with the -a parameter."
return 1

fi

if [[ -z "$instance_id" 1]1; then
errecho "ERROR: You must provide an instance ID with the -i parameter."

return 1
fi

# Associate the Elastic IP address
response=$(aws ec2 associate-address \
--allocation-id "$allocation_id" \
--instance-id "$instance_id" \
--query "AssociationId" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports associate-address operation failed."
errecho "$response"
return 1
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}

echo "$response"
return 0

Eedigigigide oo gogidodigigifoda oo gogiF oo g gode i gogiFedi g gifei o fogsFedigiggifeiF g gogsFedipigogifeiF g gogiFedipig g F oo g gidi i3

# function ec2_disassociate_address

#

# This function disassociates an Elastic IP address from an Amazon Elastic
Compute Cloud (Amazon EC2) instance.

#

# Parameters:

# -a association_id - The association ID that represents the association of
the Elastic IP address with an instance.

#

# And:

# @ - If successful.

# 1 - If it fails.

#

bedodooudodididididiidiigiigigigigigigiggggngggigigopipopopnpip g b b iR i iR i S g g g g g
function ec2_disassociate_address() {
local association_id response

# Function to display usage information
function usage() {

echo "function ec2_disassociate_address"

echo "Disassociates an Elastic IP address from an Amazon Elastic Compute
Cloud (Amazon EC2) instance."

echo " -a association_id - The association ID that represents the
association of the Elastic IP address with an instance."
echo mnmn

# Parse the command-line arguments
while getopts "a:h" option; do
case "${option}" in
a) association_id="${OPTARG}" ;;
h)
usage
return 0
\?)

echo "Invalid parameter"
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usage
return 1
esac
done
export OPTIND=1

# Validate the input parameters

if [[ -z "$association_id" ]]; then
errecho "ERROR: You must provide an association ID with the -a parameter."
return 1

fi

response=$(aws ec2 disassociate-address \
--association-id "$association_id") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports disassociate-address operation failed."
errecho "$response"
return 1

return 0

HHAHH AR HBHHBHHBHHBRHBHHBHHBHH B HH B HH B HH B HH B HH B HH B HH B HH B HH B HH B HH R HH B R BB HH SR B R HHSH

# function ec2_release_address

#

# This function releases an Elastic IP address from an Amazon Elastic Compute
Cloud (Amazon EC2) instance.

#

# Parameters:

# -a allocation_id - The allocation ID of the Elastic IP address to
release.

#

# Returns:

# @ - If successful.

# 1 - If it fails.

#

BH AR HHHH R H R R H B HH RS H S SHSH44
function ec2_release_address() {
local allocation_id response

# Function to display usage information
function usage() {
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echo "function ec2_release_address"

echo "Releases an Elastic IP address from an Amazon Elastic Compute Cloud
(Amazon EC2) instance."

echo " -a allocation_id - The allocation ID of the Elastic IP address to

release.
echo ""

# Parse the command-line arguments
while getopts "a:h" option; do
case "${option}" in
a) allocation_id="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

# Validate the input parameters

if [[ -z "$allocation_id" ]]; then
errecho "ERROR: You must provide an allocation ID with the -a parameter."
return 1

fi

response=$(aws ec2 release-address \
--allocation-id "$allocation_id") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports release-address operation failed."
errecho "$response"
return 1

return 0

HH S S S S S S S S S S S S S S S S S S S S S S S S S S S S S S
# function ec2_terminate_instances
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This function terminates one or more Amazon Elastic Compute Cloud (Amazon EC2)
instances using the AWS CLI.

Parameters:
-i instance_ids - A space-separated list of instance IDs.
-h - Display help.

Returns:
0 - If successful.
1 - If it fails.
HHAHHAHH SRR SRR SRR SRR SRR HH SRR SRR HH SRR SRR SRR HH SRR S HH SRR SRR G HHEHH SR H SRR HH SR SH
function ec2_terminate_instances() {
local instance_ids response
local option OPTARG # Required to use getopts command in a function.

HOH OHF O OB O O OH OB OB H

# bashsupport disable=BP5008
function usage() {
echo "function ec2_terminate_instances"
echo "Terminates one or more Amazon Elastic Compute Cloud (Amazon EC2)

instances."
echo " -i instance_ids - A space-separated list of instance IDs."
echo " -h - Display help."
echo ""

}

# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) instance_ids="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac
done

export OPTIND=1

# Check if instance ID is provided
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if [[ -z "${instance_ids}" ]]1; then
echo "Error: Missing required instance IDs parameter."
usage
return 1

fi

# shellcheck disable=SC2086
response=$(aws ec2 terminate-instances \
"__instance-ids" $instance_ids \
--query 'TerminatingInstances[*].[Instanceld,CurrentState.Name]' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports terminate-instances operation failed.$response"
return 1

return 0

HAS A S S S S S S S S S S S S S S S
# function ec2_delete_security_group
#
# This function deletes an Amazon Elastic Compute Cloud (Amazon EC2) security
group.
#
# Parameters:
# -i security_group_id - The ID of the security group to delete.
#
# And:
# @ - If successful.
# 1 - If it fails.
HAS A S S S S S S S S S S S S S S S A
function ec2_delete_security_group() {
local security_group_id response
local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008

function usage() {
echo "function ec2_delete_security_group"
echo "Deletes an Amazon Elastic Compute Cloud (Amazon EC2) security group."
echo " -i security_group_id - The ID of the security group to delete."
echo ""
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# Retrieve the calling parameters.
while getopts "i:h" option; do
case "${option}" in
i) security_group_id="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$security_group_id" ]1]; then
errecho "ERROR: You must provide a security group ID with the -i parameter."
usage
return 1

fi

response=$(aws ec2 delete-security-group --group-id "$security_group_id" --
output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports delete-security-group operation failed.$response

return 1

return 0

HUH U H U H S H SRR H SRS F B H SRR H A S S F S H SRR H SR SR B H SRR H RS S SR B H SR RS H S S SR RS S
# function ec2_delete_keypair

#

# This function deletes an Amazon EC2 ED25519 or 2048-bit RSA key pair.
#

# Parameters:

# -n key_pair_name - A key pair name.

#

# And:

# @ - If successful.

# 1 - If it fails.
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HAHBHHRHBHBHBHAHAHAHBHBHBHBRHRHBHBHBEHAHAHAHBHBHBRHRHRHBHBHAHAHA RS RS RS RS HHRHRH B H
function ec2_delete_keypair() {

local key_pair_name response

local option OPTARG # Required to use getopts command in a function.

# bashsupport disable=BP5008
function usage() {
echo "function ec2_delete_keypair"

echo "Deletes an Amazon EC2 ED25519 or 2048-bit RSA key pair."

echo " -n key_pair_name - A key pair name."

echo

# Retrieve the calling parameters.
while getopts "n:h" option; do
case "${option}" in
n) key_pair_name="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac
done

export OPTIND=1

if [[ -z "$key_pair_name" ]]; then
errecho "ERROR: You must provide a key pair name with the
usage
return 1

fi

response=$(aws ec2 delete-key-pair \
--key-name "$key_pair_name") || {
aws_cli_error_log ${?}

-n parameter."

errecho "ERROR: AWS reports delete-key-pair operation failed.$response"

return 1

return 0
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}

Fungsi utilitas yang digunakan dalam skenario ini.

HHHH RS R H R H AR AR R RS RS RS RS R HRH R H R AR RS RS RS RS R R R H R H R H ARG RS RS RS RS RS RS R H RS RH
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HAHH RS R H R H AR ARG R H AR SRS RS R HRH R HEH AR R RS RS RS R R R H R B HEH ARG RS RS RS RS RS RS R H R RS
function errecho() {

printf "%s\n" "$*" 1>8&2

HUHHHHHHRHBHBEHEHAHAHBHBHBHBH SR B R HRH B HBHEHAHAH SRS RS RS H B R B R H R H B HEHAH AR RS RS RS RS H
# function aws_cli_error_log()

#

This function is used to log the error messages from the AWS CLI.

The function expects the following argument:
$1 - The error code returned by the AWS CLI.

#
#
#
#
#
# Returns:
# @: - Success.
#
biidigpipubibigigipibibibigigpib i igpb b g i g p bbb g g b b g gk i g b gk g b b g kb gy b g
function aws_cli_error_log() {

local err_code=$1

errecho "Error code : $err_code"

if [ "$err_code" == 1 ]; then

errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."
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* Untuk detail API, lihat topik berikut di Referensi Perintah AWS CLI .

fi

return 0

AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlinstances

Startinstances

Stoplnstances

Terminatelnstances

Unmonitorinstances
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https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/DisassociateAddress
https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/ReleaseAddress
https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/RunInstances
https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/StartInstances
https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/StopInstances
https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/TerminateInstances
https://docs.aws.amazon.com/goto/aws-cli/ec2-2016-11-15/UnmonitorInstances

Amazon Elastic Compute Cloud Panduan Developerr

Java

SDK untuk Java 2.x

@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

Menjalankan skenario di prompt perintah.

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import software.amazon.awssdk.services.ec2.model.CreateKeyPairResponse;
import software.amazon.awssdk.services.ec2.model.DeleteKeyPairResponse;
import software.amazon.awssdk.services.ec2.model.DescribeKeyPairsResponse;
import software.amazon.awssdk.services.ec2.model.DisassociateAddressResponse;
import software.amazon.awssdk.services.ec2.model.Ec2Exception;

import software.amazon.awssdk.services.ec2.model.ReleaseAddressResponse;
import software.amazon.awssdk.services.ssm.model.GetParametersByPathResponse;
import software.amazon.awssdk.services.ssm.model.Parameter;

import java.net.InetAddress;

import java.net.UnknownHostException;

import java.util.list;

import java.util.Scanner;

import java.util.concurrent.CompletableFuture;
import java.util.concurrent.CompletionException;

/**
* Before running this Java (v2) code example, set up your development
* environment, including your credentials.

*

* For more information, see the following documentation topic:

*

* https://docs.aws.amazon.com/sdk-for-java/latest/developer-qguide/get-
started.html

*

* This Java example performs the following tasks:
*

* 1. Creates an RSA key pair and saves the private key data as a .pem file.
* 2. Lists key pairs.
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Creates a security group for the default VPC.

Displays security group information.

Gets a list of Amazon Linux 2 AMIs and selects one.

Gets additional information about the image.

Gets a list of instance types that are compatible with the selected AMI’s
* architecture.

*
N O o &AW

* 8. Creates an instance with the key pair, security group, AMI, and an
* instance type.

* 9. Displays information about the instance.

* 1@0. Stops the instance and waits for it to stop.

* 11. Starts the instance and waits for it to start.

* 12. Allocates an Elastic IP address and associates it with the instance.
* 13. Displays SSH connection info for the instance.

* 14, Disassociates and deletes the Elastic IP address.

* 15. Terminates the instance and waits for it to terminate.

* 16. Deletes the security group.

* 17. Deletes the key pair.

*/

public class EC2Scenario {

public static final String DASHES = new String(new char[80]).replace("\0",
"-");

private static final Logger logger =
LoggerFactory.getLogger(EC2Scenario.class);

public static void main(String[] args) throws InterruptedException,
UnknownHostException {

logger.info("""
Usage:
<keyName> <fileName> <groupName> <groupDesc>

Where:
keyName - A key pair name (for example, TestKeyPair).\s
fileName - A file name where the key information is written to.\s

groupName - The name of the security group.\s
groupDesc - The description of the security group.\s

")

Scanner scanner = new Scanner(System.in);
EC2Actions ec2Actions = new EC2Actions();

String keyName = "TestKeyPair7" ;
String fileName = "ec2Key.pem";
String groupName = "TestSecGroup7" ;
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String groupDesc = "Test Group" ;

String vpcIld = ec2Actions.describeFirstEC2VpcAsync().join().vpcId();
InetAddress localAddress = InetAddress.getlLocalHost();

String myIpAddress = localAddress.getHostAddress();

logger.info("""
Amazon Elastic Compute Cloud (EC2) is a web service that provides
secure, resizable compute
capacity in the cloud. It allows developers and organizations to
easily launch and manage
virtual server instances, known as EC2 instances, to run their
applications.

EC2 provides a wide range of instance types, each with different
compute, memory,

and storage capabilities, to meet the diverse needs of various
workloads. Developers

can choose the appropriate instance type based on their application's
requirements,

such as high-performance computing, memory-intensive tasks, or GPU-
accelerated workloads.

The “Ec2AsyncClient’ interface in the AWS SDK for Java 2.x provides a
set of methods to

programmatically interact with the Amazon EC2 service. This allows
developers to

automate the provisioning, management, and monitoring of EC2
instances as part of their

application deployment pipelines. With EC2, teams can focus on
building and deploying

their applications without having to worry about the underlying
infrastructure

required to host and manage physical servers.

This scenario walks you through how to perform key operations for
this service.

Let's get started...

IIIIII);

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
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logger.info("1l. Create an RSA key pair and save the private key material
as a .pem file.");
logger.info("""
An RSA key pair for Amazon EC2 is a security mechanism used to
authenticate and secure
access to your EC2 instances. It consists of a public key and a
private key,
which are generated as a pair.
")
waitForInputToContinue(scanner);
try {
CompletableFuture<CreateKeyPairResponse> future =
ec2Actions.createKeyPairAsync(keyName, fileName);
CreateKeyPairResponse response = future.join();
logger.info("Key Pair successfully created. Key Fingerprint: " +
response.keyFingerprint());

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
if (ec2Ex.getMessage().contains("already exists")) {
// Key pair already exists.
logger.info("The key pair '" + keyName + "' already exists.
Moving on...");
} else {
logger.info("EC2 error occurred: Error message: {3}, Error
code {}", ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
}
} else {
logger.info("An unexpected error occurred: " +
(rt.getMessage()));
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("2. List key pairs.");
waitForInputToContinue(scanner);
try {
CompletableFuture<DescribeKeyPairsResponse> future =
ec2Actions.describeKeysAsync();
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DescribeKeyPairsResponse keyPairsResponse = future.join();
keyPairsResponse.keyPairs().forEach(keyPair -> logger.info(
"Found key pair with name {} and fingerprint {}",
keyPair.keyName(),
keyPair.keyFingerprint()));

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Error message: {3}, Error code
{}", ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}", (cause != null ?
cause.getMessage() : rt.getMessage()));
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);

logger.info("3. Create a security group.");

logger.info("""
An AWS EC2 Security Group is a virtual firewall that controls the
inbound and outbound traffic to an EC2 instance. It acts as a first

line
of defense for your EC2 instances, allowing you to specify the rules
that
govern the network traffic entering and leaving your instances.
mut);
waitForInputToContinue(scanner);
String groupId = "";

try {
CompletableFuture<String> future =

ec2Actions.createSecurityGroupAsync(groupName, groupDesc, vpcId, myIpAddress);
future.join();
logger.info("Created security group") ;

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
if (ec2Ex.awsErrorDetails().errorMessage().contains("already
exists")) {
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logger.info("The Security Group already exists. Moving
on...");
} else {
logger.error("An unexpected error occurred: {}",
ec2Ex.awsErrorDetails().errorMessage());
return;
}
} else {
logger.error("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("4. Display security group information for the new security
group.");
waitForInputToContinue(scanner);
try {
CompletableFuture<String> future =
ec2Actions.describeSecurityGroupArnByNameAsync(groupName);
groupId = future.join();
logger.info("The security group Id is "+groupId);

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
String errorCode = ec2Ex.awsErrorDetails().errorCode();
if ("InvalidGroup.NotFound".equals(errorCode)) {
logger.info("Security group '{}' does not exist. Error Code:
{}", groupName, errorCode);
} else {
logger.info("EC2 error occurred: Message {}, Error Code: {}",
ec2Ex.getMessage(), errorCode);
}
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
}
}

waitForInputToContinue(scanner);
logger.info(DASHES);
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logger.info(DASHES);
logger.info("5. Get a list of Amazon Linux 2 AMIs and select one with
amzn2 in the name.");
logger.info("""
An Amazon EC2 AMI (Amazon Machine Image) is a pre-configured virtual
machine image that
serves as a template for launching EC2 instances. It contains all the
necessary software and
configurations required to run an application or operating system on
an EC2 instance.
)
waitForInputToContinue(scanner);
String instanceAMI="";
try {
CompletableFuture<GetParametersByPathResponse> future =
ec2Actions.getParaValuesAsync();
GetParametersByPathResponse pathResponse = future.join();
List<Parameter> parameterList = pathResponse.parameters();
for (Parameter para : parameterList) {
if (filterName(para.name())) {
instanceAMI = para.value();
break;

}
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}
logger.info("The AMI value with amzn2 is: {3}", instanceAMI);

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("6. Get the (Amazon Machine Image) AMI value from the amzn2
image.");
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logger.info("""

An AMI value represents a specific version of a virtual machine (VM)
or server image.

It uniquely identifies a particular version of an EC2 instance,
including its operating system,

pre-installed software, and any custom configurations. This allows you
to consistently deploy the same

VM image across your infrastructure.

Illlll);

waitForInputToContinue(scanner);
String amiValue;
try {
CompletableFuture<String> future =
ec2Actions.describeImageAsync(instanceAMI);
amiValue = future.join();

} catch (CompletionException ce) {
Throwable cause = ce.getCause();
if (cause instanceof Ec2Exception) {
Ec2Exception ec2Ex = (Ec2Exception) cause;
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("7. Retrieves an instance type available in the current AWS
region.");
waitForInputToContinue(scanner);
String instanceType;
try {
CompletableFuture<String> future =
ec2Actions.getInstanceTypesAsync();
instanceType = future.join();
if (!instanceType.isEmpty()) {
logger.info("Found instance type: " + instanceType);
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} else {
logger.info("Desired instance type not found.");
}
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("8. Create an Amazon EC2 instance using the key pair, the
instance type, the security group, and the EC2 AMI value.");
logger.info("Once the EC2 instance is created, it is placed into a
running state.");
waitForInputToContinue(scanner);
String newInstanceld;
try {
CompletableFuture<String> future =
ec2Actions.runInstanceAsync(instanceType, keyName, groupName, amiValue);
newInstanceld = future.join();
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception) {
Ec2Exception ec2Ex = (Ec2Exception) cause;
switch (ec2Ex.awsErrorDetails().errorCode()) {
case "InvalidParameterValue":
logger.info("EC2 error occurred: Message {}, Error Code:
{}", ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
break;
case "InsufficientInstanceCapacity":
// Handle insufficient instance capacity.
logger.info("Insufficient instance capacity: {3}, {1}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
break;
case "InvalidGroup.NotFound":
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// Handle security group not found.
logger.info("Security group not found: {3}, {}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
break;
default:
logger.info("EC2 error occurred: {} (Code: {}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());

break;
}
return;
} else {
logger.info("An unexpected error occurred: {}", (cause != null ?

cause.getMessage() : rt.getMessage()));
retuzrn;

}

logger.info("The instance Id is " + newInstanceld);
waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("9. Display information about the running instance. ");

waitForInputToContinue(scanner);
String publicIp;
try {
CompletableFuture<String> future =
ec2Actions.describeEC2InstancesAsync(newInstanceld);
publicIp = future.join();
logger.info("EC2 instance public IP {}", publicIp);
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
return;

}

logger.info("You can SSH to the instance using this command:");
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logger.info("ssh -i " + fileName + " ec2-user@" + publicIp);
waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("1@. Stop the instance using a waiter (this may take a few
mins).");
// Remove the 2nd one
waitForInputToContinue(scanner);
try {
CompletableFuture<Void> future =
ec2Actions.stopInstanceAsync(newInstanceld);
future.join();

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("11l. Start the instance using a waiter (this may take a few
mins).");
try {
CompletableFuture<Void> future =
ec2Actions.startInstanceAsync(newInstanceld);
future.join();

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
// Handle EC2 exceptions.
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
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} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
return;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("12. Allocate an Elastic IP address and associate it with the
instance.");
logger.info("""
An Elastic IP address is a static public IP address that you can
associate with your EC2 instance.
This allows you to have a fixed, predictable IP address that remains
the same even if your instance
is stopped, terminated, or replaced.
This is particularly useful for applications or services that need to
be accessed consistently from a
known IP address.

An EC2 Allocation ID (also known as a Reserved Instance Allocation
ID) is a unique identifier associated with a Reserved Instance (RI) that you
have purchased in AWS.

When you purchase a Reserved Instance, AWS assigns a unique
Allocation ID to it.

This Allocation ID is used to track and identify the specific RI you
have purchased,

and it is important for managing and monitoring your Reserved
Instances.

Illlll);

waitForInputToContinue(scanner);

String allocationId;

try {
CompletableFuture<String> future = ec2Actions.allocateAddressAsync();
allocationId = future.join();
logger.info("Successfully allocated address with ID:

+allocationId);

} catch (RuntimeException rt) {

Throwable cause = rt.getCause();
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if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
return;

}

logger.info("The allocation Id value is " + allocationId);
waitForInputToContinue(scanner);
String associationlId;
try {
CompletableFuture<String> future =
ec2Actions.associateAddressAsync(newInstanceld, allocationId);
associationId = future.join();
logger.info("Successfully associated address with ID: "
+associationId);
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {

logger.info("EC2 error occurred: Message {}, Error Code:{}",

ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);

logger.info("13. Describe the instance again. Note that the public IP

address has changed");
waitForInputToContinue(scanner);
try {
CompletableFuture<String> future =
ec2Actions.describeEC2InstancesAsync(newInstanceld);
publicIp = future.join();
logger.info("EC2 instance public IP: " + publicIp);
logger.info("You can SSH to the instance using this command:");
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logger.info("ssh -i " + fileName + " ec2-user@" + publicIp);

} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {

logger.info("EC2 error occurred: Message {}, Error Code:{}",

ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;

} else {
logger.info("An unexpected error occurred: {}",

cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);

logger.info("14. Disassociate and release the Elastic IP address.");

waitForInputToContinue(scanner);
try {
CompletableFuture<DisassociateAddressResponse> future
ec2Actions.disassociateAddressAsync(associationId);
future.join();
logger.info("Address successfully disassociated.");
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
// Handle EC2 exceptions.

logger.info("EC2 error occurred: Message {}, Error Code:{}",

ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;

} else {
logger.info("An unexpected error occurred: {}",

cause.getMessage());

retuzrn;
}
}
waitForInputToContinue(scanner);
try {

CompletableFuture<ReleaseAddressResponse> future =
ec2Actions.releaseEC2AddressAsync(allocationId);
future.join(); // Wait for the operation to complete
logger.info("Elastic IP address successfully released
} catch (RuntimeException rte) {

28
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logger.info("An unexpected error occurred: {}", rte.getMessage());
return;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);

logger.info("15. Terminate the instance and use a waiter (this may take a

few mins).");
waitForInputToContinue(scanner);
try {
CompletableFuture<Object> future =
ec2Actions.terminateEC2Async(newInstanceld);
future.join();
logger.info("EC2 instance successfully terminated.");
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
// Handle EC2 exceptions.
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}
logger.info(DASHES);

logger.info(DASHES);
logger.info("16. Delete the security group.");
waitForInputToContinue(scanner);
try {
CompletableFuture<Void> future =
ec2Actions.deleteEC2SecGroupAsync(groupId);
future.join();
logger.info("Security group successfully deleted.");
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {3}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
return;
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} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
return;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("17. Delete the key.");
waitForInputToContinue(scanner);
try {
CompletableFuture<DeleteKeyPairResponse> future =
ec2Actions.deleteKeysAsync(keyName);
future.join();
logger.info("Successfully deleted key pair named " + keyName);
} catch (RuntimeException rt) {
Throwable cause = rt.getCause();
if (cause instanceof Ec2Exception ec2Ex) {
logger.info("EC2 error occurred: Message {}, Error Code:{}",
ec2Ex.getMessage(), ec2Ex.awsErrorDetails().errorCode());
retuzrn;
} else {
logger.info("An unexpected error occurred: {}",
cause.getMessage());
retuzrn;

}

waitForInputToContinue(scanner);
logger.info(DASHES);

logger.info(DASHES);
logger.info("You successfully completed the Amazon EC2 scenario.");
logger.info(DASHES);
}
public static boolean filterName(String name) {
String[] parts = name.split("/");
String myValue = parts[4];
return myValue.contains("amzn2");

private static void waitForInputToContinue(Scanner scanner) {
while (true) {

Pelajari dasar-dasarnya

177



Amazon Elastic Compute Cloud Panduan Developerr

logger.info("");
logger.info("Enter 'c' followed by <ENTER> to continue:");
String input = scanner.nextLine();

if (input.trim().equalsIgnoreCase("c")) {

logger.info("Continuing with the program...");
logger.info("");
break;

} else {

// Handle invalid input.
logger.info("Invalid input. Please try again.");

Tentukan kelas yang membungkus EC2 tindakan.

import org.slf4j.Logger;

import org.slf4j.LoggerFactory;

import software.amazon.awssdk.core.client.config.ClientOverrideConfiguration;

import software.amazon.awssdk.http.async.SdkAsyncHttpClient;

import software.amazon.awssdk.http.nio.netty.NettyNioAsyncHttpClient;

import software.amazon.awssdk.regions.Region;

import software.amazon.awssdk.services.ec2.Ec2AsyncClient;

import software.amazon.awssdk.services.ec2.model.AllocateAddressRequest;

import software.amazon.awssdk.services.ec2.model.AllocateAddressResponse;

import software.amazon.awssdk.services.ec2.model.AssociateAddressRequest;

import software.amazon.awssdk.services.ec2.model.AssociateAddressResponse;

import
software.amazon.awssdk.services.ec2.model.AuthorizeSecurityGroupIngressRequest;

import software.amazon.awssdk.services.ec2.model.CreateKeyPairRequest;

import software.amazon.awssdk.services.ec2.model.CreateKeyPairResponse;

import software.amazon.awssdk.services.ec2.model.CreateSecurityGroupRequest;

import software.amazon.awssdk.services.ec2.model.DeleteKeyPairRequest;

import software.amazon.awssdk.services.ec2.model.DeleteKeyPairResponse;

import software.amazon.awssdk.services.ec2.model.DeleteSecurityGroupRequest;

import software.amazon.awssdk.services.ec2.model.DeleteSecurityGroupResponse;

import software.amazon.awssdk.services.ec2.model.DescribeImagesRequest;

import software.amazon.awssdk.services.ec2.model.DescribeInstanceTypesRequest;

import software.amazon.awssdk.services.ec2.model.DescribeInstanceTypesResponse;

import software.amazon.awssdk.services.ec2.model.DescribeInstancesRequest;
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model.

DescribeKeyPairsResponse;
DescribeSecurityGroupsRequest;
DescribeSecurityGroupsResponse;
DescribeVpcsRequest;
DisassociateAddressRequest;
DisassociateAddressResponse;
DomainType;

Ec2Exception;

Filter;

InstanceTypelnfo;
IpPermission;

IpRange;
ReleaseAddressRequest;
ReleaseAddressResponse;
RunInstancesRequest;
RunInstancesResponse;
StopInstancesRequest;
StartInstancesRequest;
TerminateInstancesRequest;
Vpc;

paginators.DescribeImagesPublisher;
paginators.DescribelInstancesPublisher;

software.amazon.awssdk.services.ec2.paginators.DescribeSecurityGroupsPublisher;
paginators.DescribeVpcsPublisher;
waiters.Ec2AsyncWaiter;
SsmAsyncClient;

import
import
import
import
import
import
import
import
import
import
import
import
import
import

public

LoggerFactory.getLogger(EC2Actions.class);

software.
software.
software.
software.
software.
software.

amazon.
amazon.
amazon.
amazon.
amazon.
amazon.

awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
awssdk.
java.io.BufferedWriter;

java.io.FileWriter;
java.io.IOException;

java.time.
java.util.
java.util.
java.util.
java.util.

List;

concurrent
concurrent
concurrent

Duration;

class EC2Actions {
private static final Logger logger

services.
services.
services.
services.
services.
services.

ec2.
ec2.
ssm.

ssm

.model.GetParametersByPathRequest;
ssm.
ec2.

model.GetParametersByPathResponse;
model.TerminateInstancesResponse;

.CompletableFuture;
.CompletionException;
.atomic.AtomicReference;

private static Ec2AsyncClient ec2AsyncClient;
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/**
* Retrieves an asynchronous Amazon Elastic Container Registry (ECR) client.
*

* @return the configured ECR asynchronous client.
*/
private static Ec2AsyncClient getAsyncClient() {
if (ec2AsyncClient == null) {
/*
The “NettyNioAsyncHttpClient® class is part of the AWS SDK for Java,
version 2,
and it is designed to provide a high-performance, asynchronous HTTP
client for interacting with AWS services.
It uses the Netty framework to handle the underlying network
communication and the Java NIO API to
provide a non-blocking, event-driven approach to HTTP requests and

responses.
*/

SdkAsyncHttpClient httpClient = NettyNioAsyncHttpClient.buildex()
.maxConcurrency(50) // Adjust as needed.
.connectionTimeout(Duration.ofSeconds(60)) // Set the connection

timeout.

.readTimeout(Duration.ofSeconds(6@)) // Set the read timeout.
.writeTimeout(Duration.ofSeconds(60)) // Set the write timeout.
.build();

ClientOverrideConfiguration overrideConfig =
ClientOverrideConfiguration.builder()
.apiCallTimeout(Duration.ofMinutes(2)) // Set the overall API
call timeout.
.apiCallAttemptTimeout(Duration.ofSeconds(90)) // Set the
individual call attempt timeout.
.build();

ec2AsyncClient = Ec2AsyncClient.buildex()
.region(Region.US_EAST_1)
.httpClient(httpClient)
.overrideConfiguration(overrideConfig)
.build();
}

return ec2AsyncClient;

/**

* Deletes a key pair asynchronously.
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*

* @param keyPair the name of the key pair to delete
* @return a {@link CompletableFuture} that represents the result of the
asynchronous operation.
& The {@link CompletableFuture} will complete with a {e@link
DeleteKeyPairResponsel} object
& that provides the result of the key pair deletion operation.
*/
public CompletableFuture<DeleteKeyPairResponse> deleteKeysAsync(String
keyPair) {
DeleteKeyPairRequest request = DeleteKeyPairRequest.builder()
.keyName (keyPair)
.build();

// Initiate the asynchronous request to delete the key pair.
CompletableFuture<DeleteKeyPairResponse> response =
getAsyncClient().deleteKeyPair(request);
return response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to delete key pair: " +
keyPair, ex);
} else if (resp == null) {
throw new RuntimeException("No response received for deleting key

pair: " + keyPair);
}
18
}
/**

* Deletes an EC2 security group asynchronously.

*

* @param groupIld the ID of the security group to delete

* @return a CompletableFuture that completes when the security group is

deleted
*/
public CompletableFuture<Void> deleteEC2SecGroupAsync(String groupId) {
DeleteSecurityGroupRequest request = DeleteSecurityGroupRequest.builder()

.groupId(groupld)
.build();

CompletableFuture<DeleteSecurityGroupResponse> response =
getAsyncClient().deleteSecurityGroup(request);
return response.whenComplete((resp, ex) -> {
if (ex !'= null) {
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throw new RuntimeException("Failed to delete security group with
Id " + groupId, ex);
} else if (resp == null) {
throw new RuntimeException('"No response received for deleting
security group with Id " + groupld);

}
}).thenApply(resp -> null);

/**
* Terminates an EC2 instance asynchronously and waits for it to reach the
terminated state.
*
* @param instanceld the ID of the EC2 instance to terminate
* @return a {@link CompletableFuture} that completes when the instance has
been terminated
* @throws RuntimeException if there is no response from the AWS SDK or if
there is a failure during the termination process
*/
public CompletableFuture<Object> terminateEC2Async(String instanceld) {
TerminateInstancesRequest terminateRequest =
TerminateInstancesRequest.builder()
.instancelds(instanceId)
.build();

CompletableFuture<TerminateInstancesResponse> responseFuture =
getAsyncClient().terminateInstances(terminateRequest);
return responseFuture.thenCompose(terminateResponse -> {
if (terminateResponse == null) {
throw new RuntimeException('"No response received for terminating
instance " + instanceld);
}
System.out.println("Going to terminate an EC2 instance and use a
waiter to wait for it to be in terminated state");
return getAsyncClient().waiter()
.waitUntilInstanceTerminated(r -> r.instancelIds(instanceld))
.thenApply(waiterResponse -> null);
}).exceptionally(throwable -> {
// Handle any exceptions that occurred during the async call
throw new RuntimeException("Failed to terminate EC2 instance: " +
throwable.getMessage(), throwable);

1)
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/**
* Releases an Elastic IP address asynchronously.
*

* @param allocId the allocation ID of the Elastic IP address to be released
* @return a {e@link CompletableFuture} representing the asynchronous
operation of releasing the Elastic IP address
*/
public CompletableFuture<ReleaseAddressResponse>
releaseEC2AddressAsync(String allocId) {
ReleaseAddressRequest request = ReleaseAddressRequest.builder()
.allocationId(allocId)
.build();

CompletableFuture<ReleaseAddressResponse> response =
getAsyncClient().releaseAddress(request);
response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to release Elastic IP
address", ex);
}
1);

return response;

/**
* Disassociates an Elastic IP address from an instance asynchronously.
*
* @param associationId The ID of the association you want to disassociate.
* @return a {e@link CompletableFuture} representing the asynchronous
operation of disassociating the address. The

& {@link CompletableFuture} will complete with a {e@link
DisassociateAddressResponse} when the operation is

& finished.

* @throws RuntimeException if the disassociation of the address fails.

*/

public CompletableFuture<DisassociateAddressResponse>
disassociateAddressAsync(String associationId) {
Ec2AsyncClient ec2 = getAsyncClient();
DisassociateAddressRequest addressRequest =
DisassociateAddressRequest.builder()
.associationId(associationId)
.build();
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// Disassociate the address asynchronously.
CompletableFuture<DisassociateAddressResponse> response =
ec2.disassociateAddress(addressRequest);
response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to disassociate address", ex);

1)

return response;

/**
* Associates an Elastic IP address with an EC2 instance asynchronously.
*
* @param instanceld the ID of the EC2 instance to associate the Elastic
IP address with
* @param allocationId the allocation ID of the Elastic IP address to
associate
* @return a {e@link CompletableFuture} that completes with the association ID
when the operation is successful,
ik or throws a {@link RuntimeException} if the operation fails
*/
public CompletableFuture<String> associateAddressAsync(String instanceld,
String allocationId) {
AssociateAddressRequest associateRequest =
AssociateAddressRequest.builder()
.instanceld(instanceld)
.allocationId(allocationId)
.build();

CompletableFuture<AssociateAddressResponse> responseFuture =
getAsyncClient().associateAddress(associateRequest);
return responseFuture.thenApply(response -> {

if (response.associationId() != null) {
return response.associationId();
} else {

throw new RuntimeException("Association ID is null after
associating address.");
}
}) .whenComplete((result, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to associate address", ex);
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1)

/**
* Allocates an Elastic IP address asynchronously in the VPC domain.
*
* @return a {e@link CompletableFuture} containing the allocation ID of the
allocated Elastic IP address
*/
public CompletableFuture<String> allocateAddressAsync() {
AllocateAddressRequest allocateRequest = AllocateAddressRequest.builder()
.domain(DomainType.VPC)
.build();

CompletableFuture<AllocateAddressResponse> responseFuture =
getAsyncClient().allocateAddress(allocateRequest);

return
responseFuture.thenApply(AllocateAddressResponse::allocationId).whenComplete((result,
ex) -> {

if (ex !'= null) {
throw new RuntimeException("Failed to allocate address", ex);

1)

/**
* Asynchronously describes the state of an EC2 instance.
* The paginator helps you iterate over multiple pages of results.
*
* @param newInstanceld the ID of the EC2 instance to describe
* @return a {@link CompletableFuture} that, when completed, contains a
string describing the state of the EC2 instance
*/
public CompletableFuture<String> describeEC2InstancesAsync(String
newInstanceId) {
DescribeInstancesRequest request = DescribelInstancesRequest.builder()
.instancelds(newInstanceld)
.build();

DescribeInstancesPublisher paginator =
getAsyncClient().describeInstancesPaginator(request);
AtomicReference<String> publicIpAddressRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.reservations().stream()
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.flatMap(reservation -> reservation.instances().stream())
.filter(instance -> instance.instancelId().equals(newInstanceld))
.findFirst()
.ifPresent(instance ->
publicIpAddressRef.set(instance.publicIpAddress()));
}) .thenApply(v -> {
String publicIpAddress = publicIpAddressRef.get();
if (publicIpAddress == null) {
throw new RuntimeException("Instance with ID " + newInstanceld +
" not found.");
}
return publicIpAddress;
}) .exceptionally(ex -> {
logger.info("Failed to describe instances: " + ex.getMessage());
throw new RuntimeException("Failed to describe instances", ex);

1)

/**
* Runs an EC2 instance asynchronously.
*
* @param instanceType The instance type to use for the EC2 instance.
* @param keyName The name of the key pair to associate with the EC2
instance.
* @param groupName The name of the security group to associate with the EC2
instance.
* @param amild The ID of the Amazon Machine Image (AMI) to use for the EC2
instance.
* @return A {@link CompletableFuture} that completes with the ID of the
started EC2 instance.
* @throws RuntimeException If there is an error running the EC2 instance.
*/
public CompletableFuture<String> runInstanceAsync(String instanceType, String
keyName, String groupName, String amilId) {
RunInstancesRequest runRequest = RunInstancesRequest.builder()
.instanceType(instanceType)
.keyName (keyName)
.securityGroups(groupName)
.maxCount(1)
.minCount(1)
.imageId(amild)
.build();
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CompletableFuture<RunInstancesResponse> responseFuture =
getAsyncClient().runInstances(runRequest);
return responseFuture.thenCompose(response -> {
String instancelIdVal = response.instances().get(0).instanceId();
System.out.println("Going to start an EC2 instance and use a waiter
to wait for it to be in running state");
return getAsyncClient().waiter()
.waitUntilInstanceExists(r -> r.instancelds(instanceIdVal))
.thenCompose(waitResponse -> getAsyncClient().waiter()
.waitUntilInstanceRunning(r -> r.instancelds(instanceldVal))
.thenApply(runningResponse -> instanceIdVal));
}).exceptionally(throwable -> {
// Handle any exceptions that occurred during the async call

throw new RuntimeException("Failed to run EC2 instance: " +
throwable.getMessage(), throwable);
18
}
/**
* Asynchronously retrieves the instance types available in the current AWS
region.
* <p>

* This method uses the AWS SDK's asynchronous API to fetch the available
instance types

* and then processes the response. It logs the memory information, network
information,

* and instance type for each instance type returned. Additionally, it
returns a

* {@link CompletableFuture} that resolves to the instance type string for
the "t2.2xlarge"

* instance type, if it is found in the response. If the "t2.2xlarge"
instance type is not

* found, an empty string is returned.

* </p>

*

* @return a {elink CompletableFuture} that resolves to the instance type
string for the

* "t2.2xlarge" instance type, or an empty string if the instance type is not
found

*/

public CompletableFuture<String> getInstanceTypesAsync() {
DescribeInstanceTypesRequest typesRequest =
DescribeInstanceTypesRequest.builder()
.maxResults(10)
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.build();

CompletableFuture<DescribeInstanceTypesResponse> response =
getAsyncClient().describeInstanceTypes(typesRequest);
response.whenComplete((resp, ex) -> {
if (resp != null) {
List<InstanceTypeInfo> instanceTypes = resp.instanceTypes();
for (InstanceTypelnfo type : instanceTypes) {
logger.info("The memory information of this type is " +
type.memoryInfo().sizeInMiB());
logger.info("Network information is " +
type.networkInfo().toString());
logger.info("Instance type is " +
type.instanceType().toString());
}
} else {
throw (RuntimeException) ex;

1)

return response.thenApply(resp -> {
for (InstanceTypelnfo type : resp.instanceTypes()) {
String instanceType = type.instanceType().toString();
if (instanceType.equals("t2.2xlarge")) {
return instanceType;

}

return ;

1)

/**
* Asynchronously describes an AWS EC2 image with the specified image ID.
*
* @param imageIld the ID of the image to be described
* @return a {e@link CompletableFuture} that, when completed, contains the ID
of the described image
* @throws RuntimeException if no images are found with the provided image
ID, or if an error occurs during the AWS API call
*/
public CompletableFuture<String> describeImageAsync(String imageId) {
DescribeImagesRequest imagesRequest = DescribeImagesRequest.builder()
.imageIds(imageld)
.build();
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AtomicReference<String> imageIdRef = new AtomicReference<>();
DescribeImagesPublisher paginator =
getAsyncClient().describeImagesPaginator(imagesRequest);
return paginator.subscribe(response -> {
response.images().stream()
.filter(image -> image.imageld().equals(imageld))
.findFirst()
.ifPresent(image -> {
logger.info("The description of the image is " +
image.description());
logger.info("The name of the image is " + image.name());
imageIdRef.set(image.imageld());
18
}) .thenApply(v -> {
String id = imageIdRef.get();
if (id == null) {
throw new RuntimeException('"No images found with the provided
image ID.");
}
return id;
}) .exceptionally(ex -> {
logger.info("Failed to describe image: " + ex.getMessage());
throw new RuntimeException("Failed to describe image", ex);

1)

/**
* Retrieves the parameter values asynchronously using the AWS Systems
Manager (SSM) API.

*

* @return a {e@link CompletableFuture} that holds the response from the SSM
API call to get parameters by path
*/
public CompletableFuture<GetParametersByPathResponse> getParaValuesAsync() {
SsmAsyncClient ssmClient = SsmAsyncClient.builder()
.region(Region.US_EAST_1)
.build();

GetParametersByPathRequest parameterRequest =
GetParametersByPathRequest.builder()
.path("/aws/service/ami-amazon-linux-latest")
.build();
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// Create a CompletableFuture to hold the final result.
CompletableFuture<GetParametersByPathResponse> responseFuture = new
CompletableFuture<>();
ssmClient.getParametersByPath(parameterRequest)
.whenComplete((response, exception) -> {
if (exception != null) {
responseFuture.completeExceptionally(new
RuntimeException("Failed to get parameters by path", exception));
} else {
responseFuture.complete(response);

1)

return responseFuture;

/**
* Asynchronously describes the security groups for the specified group ID.
*

* @param groupName the name of the security group to describe
* @return a {e@link CompletableFuture} that represents the asynchronous

operation
& of describing the security groups. The future will complete with a
& {@link DescribeSecurityGroupsResponse} object that contains the
& security group information.
*/

public CompletableFuture<String> describeSecurityGroupArnByNameAsync(String
groupName) {
DescribeSecurityGroupsRequest request =
DescribeSecurityGroupsRequest.builder()
.groupNames(groupName)
.build();

DescribeSecurityGroupsPublisher paginator =
getAsyncClient().describeSecurityGroupsPaginator(request);
AtomicReference<String> groupIdRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.securityGroups().stream()
.filter(securityGroup ->
securityGroup.groupName().equals(groupName))
.findFirst()
.ifPresent(securityGroup ->
groupIdRef.set(securityGroup.groupId()));
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}) .thenApply(v -> {
String groupId = groupIdRef.get();
if (groupIld == null) {
throw new RuntimeException('"No security group found with the
name: " + groupName);
}
return groupld;
}).exceptionally(ex -> {
logger.info("Failed to describe security group: " + ex.getMessage());
throw new RuntimeException("Failed to describe security group", ex);

1)

/**
* Creates a new security group asynchronously with the specified group name,
description, and VPC ID. It also
* authorizes inbound traffic on ports 80 and 22 from the specified IP

address.

*

* @param groupName the name of the security group to create

* @param groupDesc the description of the security group

* @param vpcld the ID of the VPC in which to create the security
group

* @param myIpAddress the IP address from which to allow inbound traffic
(e.g., "192.168.1.1/0" to allow traffic from
E any IP address in the 192.168.1.0/24 subnet)
* @return a CompletableFuture that, when completed, returns the ID of the
created security group
* @throws RuntimeException if there was a failure creating the security
group or authorizing the inbound traffic
*/
public CompletableFuture<String> createSecurityGroupAsync(String groupName,
String groupDesc, String vpcId, String myIpAddress) {
CreateSecurityGroupRequest createRequest =
CreateSecurityGroupRequest.builder()
.groupName(groupName)
.description(groupDesc)
.vpcId(vpcId)
.build();

return getAsyncClient().createSecurityGroup(createRequest)
.thenCompose(createResponse -> {
String groupId = createResponse.groupId();
IpRange ipRange = IpRange.builder()
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.cidrIp(myIpAddress + "/32")
.build();

IpPermission ipPerm = IpPermission.builder()
.ipProtocol("tcp")
.toPort(80)
.fromPort(80)
.ipRanges(ipRange)
.build();

IpPermission ipPerm2 = IpPermission.builder()
.ipProtocol("tcp")
.toPort(22)
.fromPort(22)
.ipRanges(ipRange)
.build();

AuthorizeSecurityGroupIngressRequest authRequest =
AuthorizeSecurityGroupIngressRequest.builder()
.groupName(groupName)
.ipPermissions(ipPerm, ipPerm2)
.build();

return
getAsyncClient().authorizeSecurityGroupIngress(authRequest)
.thenApply(authResponse -> groupld);
)
.whenComplete((result, exception) -> {
if (exception != null) {
if (exception instanceof CompletionException &&
exception.getCause() instanceof Ec2Exception) {
throw (Ec2Exception) exception.getCause();

} else {
throw new RuntimeException("Failed to create security
group: " + exception.getMessage(), exception);
}
}
1)
}
/**
* Asynchronously describes the key pairs associated with the current AWS
account.

*
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* @return a {e@link CompletableFuture} containing the {@link
DescribeKeyPairsResponse} object, which provides
* information about the key pairs.
*/
public CompletableFuture<DescribeKeyPairsResponse> describeKeysAsync() {
CompletableFuture<DescribeKeyPairsResponse> responseFuture =
getAsyncClient().describeKeyPairs();
responseFuture.whenComplete((response, exception) -> {
if (exception != null) {
throw new RuntimeException("Failed to describe key pairs: " +
exception.getMessage(), exception);
}
1);

return responseFuture;

* Creates a new key pair asynchronously.

* @param keyName the name of the key pair to create
* @param fileName the name of the file to write the key material to
* @return a {e@link CompletableFuture} that represents the asynchronous
operation
ks of creating the key pair and writing the key material to a file
*/
public CompletableFuture<CreateKeyPairResponse> createKeyPairAsync(String
keyName, String fileName) {
CreateKeyPairRequest request = CreateKeyPairRequest.builder()
.keyName (keyName)
.build();

CompletableFuture<CreateKeyPairResponse> responseFuture =
getAsyncClient().createKeyPair(request);
responseFuture.whenComplete((response, exception) -> {
if (response != null) {
try {
BufferedWriter writer = new BufferedWriter(new
FileWriter(fileName));
writer.write(response.keyMaterial());
writer.close();
} catch (IOException e) {
throw new RuntimeException("Failed to write key material to
file: " + e.getMessage(), e);
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}
} else {
throw new RuntimeException("Failed to create key pair: " +
exception.getMessage(), exception);

}

1)

return responseFuture;

/**
* Describes the first default VPC asynchronously and using a paginator.
*
* @return a {@link CompletableFuture} that, when completed, contains the
first default VPC found.\
*/
public CompletableFuture<Vpc> describeFirstEC2VpcAsync() {
Filter myFilter = Filter.builder()
.name("is-default")
.values("true")
.build();

DescribeVpcsRequest request = DescribeVpcsRequest.builder()
.filters(myFilter)
.build();

DescribeVpcsPublisher paginator =
getAsyncClient().describeVpcsPaginator(request);
AtomicReference<Vpc> vpcRef = new AtomicReference<>();
return paginator.subscribe(response -> {
response.vpcs().stream()
.findFirst()
.ifPresent(vpcRef::set);
}) .thenApply(v -> {
Vpc vpc = vpcRef.get();
if (vpc == null) {
throw new RuntimeException("Default VPC not found");
}
return vpc;
}) .exceptionally(ex -> {
logger.info("Failed to describe VPCs: " + ex.getMessage());
throw new RuntimeException("Failed to describe VPCs", ex);

1)
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/**
* Stops the EC2 instance with the specified ID asynchronously and waits for
the instance to stop.
*
* @param instanceld the ID of the EC2 instance to stop
* @return a {@link CompletableFuture} that completes when the instance has
been stopped, or exceptionally if an error occurs
*/
public CompletableFuture<Void> stopInstanceAsync(String instanceId) {
StopInstancesRequest stopRequest = StopInstancesRequest.builder()
.instanceIds(instanceld)
.build();

DescribeInstancesRequest describeRequest =
DescribeInstancesRequest.buildexr()
.instancelds(instanceId)
.build();

Ec2AsyncWaiter ec2Waiter = Ec2AsyncWaiter.builder()
.client(getAsyncClient())
.build();

CompletableFuture<Void> resultFuture = new CompletableFuture<>();
logger.info("Stopping instance " + instanceld + " and waiting for it to
stop.");
getAsyncClient().stopInstances(stopRequest)
.thenCompose(response -> {
if (response.stoppingInstances().isEmpty()) {
return CompletableFuture.failedFuture(new
RuntimeException("No instances were stopped. Please check the instance ID: " +
instanceld));
}
return ec2Waiter.waitUntilInstanceStopped(describeRequest);
)
.thenAccept(waiterResponse -> {
logger.info("Successfully stopped instance " + instanceld);
resultFuture.complete(null);
)
.exceptionally(throwable -> {
logger.error("Failed to stop instance " + instanceld + ": " +
throwable.getMessage(), throwable);
resultFuture.completeExceptionally(new RuntimeException("Failed
to stop instance: " + throwable.getMessage(), throwable));

Pelajari dasar-dasarnya 195



Amazon Elastic Compute Cloud Panduan Developerr

return null;

1)

return resultFuture;

/**
* Starts an Amazon EC2 instance asynchronously and waits until it is in the
"running" state.
*
* @param instanceld the ID of the instance to start
* @return a {e@link CompletableFuture} that completes when the instance has
been started and is in the "running" state, or exceptionally if an error occurs
*/
public CompletableFuture<Void> startInstanceAsync(String instanceId) {
StartInstancesRequest startRequest = StartInstancesRequest.builder()
.instancelds(instanceId)
.build();

Ec2AsyncWaiter ec2Waiter = Ec2AsyncWaiter.builder()
.client(getAsyncClient())
.build();

DescribeInstancesRequest describeRequest =
DescribeInstancesRequest.builder()
.instancelds(instanceld)
.build();

logger.info("Starting instance " + instanceld + " and waiting for it to
run.");
CompletableFuture<Void> resultFuture = new CompletableFuture<>();
return getAsyncClient().startInstances(startRequest)
.thenCompose(response ->
ec2Waiter.waitUntilInstanceRunning(describeRequest)
)
.thenAccept(waiterResponse -> {
logger.info("Successfully started instance " + instanceld);
resultFuture.complete(null);
)
.exceptionally(throwable -> {
resultFuture.completeExceptionally(new RuntimeException("Failed
to start instance: " + throwable.getMessage(), throwable));
return null;

1)
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* Untuk detail API, lihat topik berikut di Referensi APl AWS SDK for Java 2.x .

}

AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlinstances

Startlnstances

Stoplnstances

Terminatelnstances

Unmonitorinstances
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https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/AllocateAddress
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/AssociateAddress
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/AuthorizeSecurityGroupIngress
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/CreateKeyPair
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/CreateSecurityGroup
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/DeleteKeyPair
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/DeleteSecurityGroup
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/DescribeImages
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/DescribeInstanceTypes
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/DescribeInstances
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/DescribeKeyPairs
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/DescribeSecurityGroups
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/DisassociateAddress
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/ReleaseAddress
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/RunInstances
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/StartInstances
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/StopInstances
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/TerminateInstances
https://docs.aws.amazon.com/goto/SdkForJavaV2/ec2-2016-11-15/UnmonitorInstances
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JavaScript

SDK untuk JavaScript (v3)

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

File ini berisi daftar tindakan umum yang digunakan EC2. Langkah-langkah dibangun dengan
kerangka Skenario yang menyederhanakan menjalankan contoh interaktif. Untuk konteks
lengkap, kunjungi GitHub repositori.

import { tmpdir } from "node:os";
import { writeFile, mkdtemp, rm } from "node:fs/promises";
import { join } from "node:path";
import { get } from "node:http";

import {
AllocateAddressCommand,
AssociateAddressCommand,
AuthorizeSecurityGroupIngressCommand,
CreateKeyPairCommand,
CreateSecurityGroupCommand,
DeleteKeyPairCommand,
DeleteSecurityGroupCommand,
DisassociateAddressCommand,
paginateDescribelImages,
paginateDescribelInstances,
paginateDescribelInstanceTypes,
ReleaseAddressCommand,
RunInstancesCommand,
StartInstancesCommand,
StopInstancesCommand,
TerminateInstancesCommand,
waitUntilInstanceStatusOk,
waitUntilInstanceStopped,
waitUntilInstanceTerminated,

} from "eaws-sdk/client-ec2";

import {
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ScenarioAction,
Scenariolnput,
ScenarioOutput,
} from "eaws-doc-sdk-examples/lib/scenario/index.js";

import { paginateGetParametersByPath, SSMClient } from "Eaws-sdk/client-ssm";

/**
* @typedef {{
& ec2Client: import('@aws-sdk/client-ec2').EC2Client,
& errors: Error[],
* keyPairId?: string,
ks tmpDirectory?: string,
* securityGroupId?: string,
& ipAddress?: string,
& images?: import('eaws-sdk/client-ec2').Imagel],
& image?: import('@aws-sdk/client-ec2').Image,
& instanceTypes?: import('e@aws-sdk/client-ec2').InstanceTypeInfol[],
& instanceld?: string,
& instancelpAddress?: string,
& allocationId?: string,
ik allocatedIpAddress?: string,
& associationId?: string,
* }} State
*/

/**
* A skip function provided to the “skipWhen® of a Step when you want
* to ignore that step if any errors have occurred.
* @param {State} state
*/

const skipWhenErrors = (state) => state.errors.length > 0;
const MAX_WAITER_TIME_IN_SECONDS = 60 * 8;

export const confirm = new ScenarioInput("confirmContinue", "Continue?", {
type: "confirm",
skipWhen: skipWhenErrors,

1)

export const exitOnNoConfirm = new ScenarioAction(
"exitOnConfirmContinueFalse",
(/** @type { { earlyExit: boolean } & Record<string, any>} */ state) => {
if (!state[confirm.name]) {
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state.earlyExit = true;
}
},
{
skipWhen: skipWhenErrors,
I
);

export const greeting = new ScenarioOutput(
"greeting",

Welcome to the Amazon EC2 basic usage scenario.

Before you launch an instances, you'll need to provide a few things:

- A key pair - This is for SSH access to your EC2 instance. You only need to
provide the name.

- A security group - This is used for configuring access to your instance.
Again, only the name is needed.

- An IP address - Your public IP address will be fetched.

- An Amazon Machine Image (AMI)

- A compatible instance type’,

{ header: true, preformatted: true, skipWhen: skipWhenErrors },

);

export const provideKeyPairName = new ScenarioInput(
"keyPairName",
"Provide a name for a new key pair.",
{ type: "input", default: "ec2-example-key-pair", skipWhen: skipWhenErrors 3},

);

export const createKeyPair = new ScenarioAction(
"createKeyPair",
async (/** @type {State} */ state)
try {
// Create a key pair in Amazon EC2.
const { KeyMaterial, KeyPairId } = await state.ec2Client.send(
// A unique name for the key pair. Up to 255 ASCII characters.
new CreateKeyPairCommand({ KeyName: state[provideKeyPairName.name] }),

);

> {

state.keyPairId = KeyPairld;

// Save the private key in a temporary location.
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state.tmpDirectory = await mkdtemp(join(tmpdir(), "ec2-scenario-tmp"));
await writeFile(
“${state.tmpDirectory}/${state[provideKeyPairName.name]}.pem",

KeyMaterial,
{
mode: 00400,
},
);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidKeyPair.Duplicate"
) {
caught.message = "${caught.message}. Try another key name.';
}
state.errors.push(caught);
}
},
{ skipWhen: skipWhenErrors },

);

export const logKeyPair = new ScenarioOutput(
"logKeyPair",
(/** @type {State} */ state) =>
‘Created the key pair ${state[provideKeyPairName.name]}.",
{ skipWhen: skipWhenErrors },
);

export const confirmDeleteKeyPair = new ScenarioInput(
"confirmDeleteKeyPair",
"Do you want to delete the key pair?",
{
type: "confirm",
// Don't do anything when a key pair was never created.
skipWhen: (/** @type {State} */ state) => !state.keyPairld,
1,
);

export const maybeDeleteKeyPair = new ScenarioAction(
"deleteKeyPair",
async (/** @type {State} */ state) => {
try {
// Delete a key pair by name from EC2
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await state.ec2Client.send(
new DeleteKeyPairCommand({ KeyName: state[provideKeyPairName.name] }),
);
} catch (caught) {
if (
caught instanceof Error &&
// Occurs when a required parameter (e.g. KeyName) is undefined.

caught.name === "MissingParameter"
) {
caught.message = '${caught.message}. Did you provide the required value?
}
state.errors.push(caught);
}
},

{

// Don't do anything when there's no key pair to delete or the user chooses
// to keep it.
skipWhen: (/** @type {State} */ state) =>
Istate.keyPairId || !state[confirmDeleteKeyPair.name],
1,
);

export const provideSecurityGroupName = new ScenarioInput(
"securityGroupName",
"Provide a name for a new security group.",
{ type: "input", default: "ec2-scenario-sg", skipWhen: skipWhenErrors },

);

export const createSecurityGroup = new ScenarioAction(
"createSecurityGroup",
async (/** @type {State} */ state) => {
try {
// Create a new security group that will be used to configure ingress/
egress for
// an EC2 instance.
const { GroupId } = await state.ec2Client.send(
new CreateSecurityGroupCommand({
GroupName: state[provideSecurityGroupName.name],
Description: "A security group for the Amazon EC2 example.",
1,
);
state.securityGroupId = Groupld;
} catch (caught) {
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if (caught instanceof Error && caught.name === "InvalidGroup.Duplicate") {
caught.message = "${caught.message}. Please provide a different name for

your security group. ;

}
state.errors.push(caught);
}
iy
{ skipWhen: skipWhenErrors },
);

export const logSecurityGroup = new ScenarioOutput(

"logSecurityGroup",
(/** @type {State} */ state) =>
‘Created the security group ${state.securityGroupId}.",

{ skipWhen: skipWhenErrors },
);

export const confirmDeleteSecurityGroup = new ScenarioInput(

"confirmDeleteSecurityGroup",

"Do you want to delete the security group?",

{
type: "confirm",
// Don't do anything when a security group was never created.
skipWhen: (/** @type {State} */ state) => !state.securityGroupld,

},
);
export const maybeDeleteSecurityGroup = new ScenarioAction(
"deleteSecurityGroup",
async (/** @type {State} */ state) => {
try {

// Delete the security group if the 'skipWhen' condition below is not met.

await state.ec2Client.send(
new DeleteSecurityGroupCommand({
GroupId: state.securityGroupld,

1},
);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidGroupId.Malformed"
) {

caught.message = '${caught.message}. Please provide a valid GroupId. ;

203
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}

state.errors.push(caught);

}
iy
{

// Don't do anything when there's no security group to delete
// or the user chooses to keep it.
skipWhen: (/** @type {State} */ state) =>
Istate.securityGroupId || !state[confirmDeleteSecurityGroup.name],
I
);

export const authorizeSecurityGroupIngress = new ScenarioAction(
"authorizeSecurity",
async (/** @type {State} */ state) => {
try {
// Get the public IP address of the machine running this example.
const ipAddress = await new Promise((res, rej) => {
get("http://checkip.amazonaws.com", (response) => {
let data = "";
response.on("data", (chunk) => {
data += chunk;
1);
response.on("end", () => res(data.trim()));
}).on("erroxr", (err) => {
rej(err);
1);
18
state.ipAddress = ipAddress;
// Allow ingress from the IP address above to the security group.
// This will allow you to SSH into the EC2 instance.
const command = new AuthorizeSecurityGroupIngressCommand({
GroupId: state.securityGroupld,
IpPermissions: [
{
IpProtocol: "tcp",
FromPort: 22,
ToPort: 22,
IpRanges: [{ CidrIp: '${ipAddress}/32" 1],
I
1,
18

await state.ec2Client.send(command);
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} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidGroupId.Malformed"

) {

caught.message = '${caught.message}. Please provide a valid GroupId. ;

state.errors.push(caught);

}
},
{ skipWhen: skipWhenErrors },

);

export const logSecurityGroupIngress = new ScenarioOutput(
"logSecurityGroupIngress",
(/** @type {State} */ state) =>
‘Allowed SSH access from your public IP: ${state.ipAddress}.",
{ skipWhen: skipWhenErrors },
);

export const getImages = new ScenarioAction(
"images",
async (/** @type {State} */ state) => {
const AMIs = [];
// Some AWS services publish information about common artifacts as AWS
Systems Manager (SSM)
// public parameters. For example, the Amazon Elastic Compute Cloud (Amazon
EC2)
// service publishes information about Amazon Machine Images (AMIs) as public
parameters.

// Create the paginator for getting images. Actions that return multiple
pages of
// results have paginators to simplify those calls.
const getParametersByPathPaginator = paginateGetParametersByPath(
{
// Not storing this client in state since it's only used once.
client: new SSMClient({}),
1,

{
// The path to the public list of the latest amazon-linux instances.

Path: "/aws/service/ami-amazon-linux-latest",

iy
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);

try {
for await (const page of getParametersByPathPaginator) {
for (const param of page.Parameters) {
// Filter by Amazon Linux 2
if (param.Name.includes("amzn2")) {
AMIs.push(param.Value);

}

}
} catch (caught) {
if (caught instanceof Error && caught.name === "InvalidFilterValue") {
caught.message = '${caught.message} Please provide a valid filter value
for paginateGetParametersByPath. " ;
}
state.errors.push(caught);
return;

const imageDetails = [];

const describeImagesPaginator = paginateDescribeImages(
{ client: state.ec2Client 1},
// The images found from the call to SSM.
{ Imagelds: AMIs },

);

try {
// Get more details for the images found above.
for await (const page of describeImagesPaginator) {
imageDetails.push(...(page.Images || []1));

}

// Store the image details for later use.
state.images = imageDetails;
} catch (caught) {

if (caught instanceof Error && caught.name === "InvalidAMIID.NotFound") {
caught.message = "${caught.message}. Please provide a valid image id.";
}
state.errors.push(caught);
}
},

{ skipWhen: skipWhenErrors },
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);

export const provideImage = new ScenarioInput(
"image",
"Select one of the following images.",
{
type: "select",
choices: (/** e@type { State } */ state) =>
state.images.map((image) => ({
name: ‘${image.Description}’,
value: image,
1),
default: (/** @type { State } */ state) => state.images[0],
skipWhen: skipWhenErrors,
},
);

export const getCompatibleInstanceTypes = new ScenarioAction(
"getCompatibleInstanceTypes",
async (/** @type {State} */ state) => {
// Get more details about instance types that match the architecture of
// the provided image.
const paginator = paginateDescribelInstanceTypes(
{ client: state.ec2Client, pageSize: 25 },
{
Filters: [
{
Name: "processor-info.supported-architecture",
// The value selected from provideImage()
Values: [state.image.Architecture],
},
// Filter for smaller, less expensive, types.
{ Name: "instance-type", Values: ["*.micro", "*.small"] },
1,
},
);

const instanceTypes = [];

try {
for await (const page of paginator) {
if (page.InstanceTypes.length) {
instanceTypes.push(...(page.InstanceTypes || []1));

}
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}

if (!instanceTypes.length) {

state.errors.push(
"No instance types matched the instance type filters.",

);

}

} catch (caught) {

if (caught instanceof Error && caught.name === "InvalidParameterValue") {

caught.message = '${caught.message}. Please check the provided values and
try again.’;

}

state.errors.push(caught);

state.instanceTypes = instanceTypes;
},
{ skipWhen: skipWhenErrors },
);

export const provideInstanceType = new ScenarioInput(
"instanceType",
"Select an instance type.",
{
choices: (/** @type {State} */ state) =>
state.instanceTypes.map((instanceType) => ({
name: ‘${instanceType.InstanceType} - Memory:
${instanceType.MemoryInfo.SizeInMiB} ",
value: instanceType.InstanceType,
1),
type: "select",
default: (/** e@type {State} */ state) =>
state.instanceTypes[@].InstanceType,
skipWhen: skipWhenErrors,
I
);

export const runInstance = new ScenarioAction(
"runInstance",
async (/** @type { State } */ state) => {
const { Instances } = await state.ec2Client.send(
new RunInstancesCommand({
KeyName: state[provideKeyPairName.name],
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SecurityGroupIds: [state.securityGroupId],

Imageld: state.image.Imageld,

InstanceType: state[provideInstanceType.name],

// Availability Zones have capacity limitations that may impact your
ability to launch instances.

// The “RunlInstances’ operation will only succeed if it can allocate at
least the "MinCount® of instances.

// However, EC2 will attempt to launch up to the “MaxCount® of instances,
even if the full request cannot be satisfied.

// If you need a specific number of instances, use "MinCount’ and
"MaxCount® set to the same value.

// If you want to launch up to a certain number of instances, use
"MaxCount™ and let EC2 provision as many as possible.

// If you require a minimum number of instances, but do not want to
exceed a maximum, use both “MinCount® and “MaxCount'.

MinCount: 1,

MaxCount: 1,

1,
);

state.instanceld = Instances[@].Instanceld;

try {
// Poll ‘"DescribelnstanceStatus’™ until status is "ok".
await waitUntilInstanceStatusOk(
{
client: state.ec2Client,
maxWaitTime: MAX_WAITER_TIME_IN_SECONDS,
},
{ Instancelds: [Instances[@].Instanceld] 3},
);
} catch (caught) {
if (caught instanceof Error && caught.name === "TimeoutError") {
caught.message = "${caught.message}. Try increasing the maxWaitTime in
the waiter. ;

}
state.errors.push(caught);
}
iy
{ skipWhen: skipWhenErrors },
);

export const logRunInstance = new ScenarioOutput(
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"logRunInstance",

"The next step is to run your EC2 instance for the first time. This can take a
few minutes.",

{ header: true, skipWhen: skipWhenErrors 3},

);

export const describelnstance = new ScenarioAction(
"describelInstance",
async (/** @type { State } */ state) => {
/** @type { import("@aws-sdk/client-ec2").Instance[] } */
const instances = [];

try {
const paginator = paginateDescribeInstances(
{
client: state.ec2Client,
1,
{

// Only get our created instance.
Instancelds: [state.instanceld],

},
);

for await (const page of paginator) {
for (const reservation of page.Reservations) {
instances.push(...reservation.Instances);

}
}
if (instances.length !== 1) {

throw new Error( ' Instance ${state.instanceId} not found.');
}

// The only info we need is the IP address for SSH purposes.
state.instancelpAddress = instances[@].PublicIpAddress;
} catch (caught) {
if (caught instanceof Error && caught.name === "InvalidParameterValue") {
caught.message = "${caught.message}. Please check provided values and try
again. ;

}

state.errors.push(caught);

}

},
{ skipWhen: skipWhenErrors },
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);

export const logSSHConnectionInfo = new ScenarioOutput(
"logSSHConnectionInfo",
(/** @type { State } */ state) =>
"You can now SSH into your instance using the following command:
ssh -i ${state.tmpDirectory}/${state[provideKeyPairName.name]}.pem ec2-user@
${state.instanceIpAddress}’,
{ preformatted: true, skipWhen: skipWhenErrors },
);

export const logStopInstance = new ScenarioOutput(
"logStopInstance",
"Stopping your EC2 instance.",
{ skipWhen: skipWhenErrors },

);

export const stopInstance = new ScenarioAction(
"stopInstance",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new StopInstancesCommand({
Instancelds: [state.instanceld],
1,
I

await waitUntilInstanceStopped(
{
client: state.ec2Client,
maxWaitTime: MAX_WAITER_TIME_IN_SECONDS,
1,
{ Instancelds: [state.instanceId] 1},
);
} catch (caught) {
if (caught instanceof Error && caught.name === "TimeoutError") {
caught.message = "${caught.message}. Try increasing the maxWaitTime in
the waiter. " ;

}

state.errors.push(caught);

}
}I

// Don't try to stop an instance that doesn't exist.
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{ skipWhen: (/** @type { State } */ state) => Istate.instanceld },
);

export const logIpAddressBehavior = new ScenarioOutput(
"logIpAddressBehavior",
[

"When you run an instance, by default it's assigned an IP address.",
"That IP address is not static. It will change every time the instance is
restarted.",
"The next step is to stop and restart your instance to demonstrate this
behavior.",
1.join(" "),
{ header: true, skipWhen: skipWhenErrors 3},

);

export const logStartInstance = new ScenarioOutput(
"logStartInstance",
(/** @type { State } */ state) => ‘Starting instance ${state.instancelId}’,
{ skipWhen: skipWhenErrors },

);

export const startInstance = new ScenarioAction(
"startInstance",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new StartInstancesCommand({
Instancelds: [state.instanceld],
1,
I

await waitUntilInstanceStatusOk(
{
client: state.ec2Client,
maxWaitTime: MAX_WAITER_TIME_IN_SECONDS,
I
{ Instancelds: [state.instanceld] 1},
);
} catch (caught) {
if (caught instanceof Error && caught.name === "TimeoutError") {
caught.message = "${caught.message}. Try increasing the maxWaitTime in
the waiter. " ;

}
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state.errors.push(caught);

}
},
{ skipWhen: skipWhenErrors },

);

export const logIpAllocation = new ScenarioOutput(
"logIpAllocation",
[

"It is possible to have a static IP address.",
"To demonstrate this, an IP will be allocated and associated to your EC2
instance.",
1.join(" "),
{ header: true, skipWhen: skipWhenErrors 3},

);

export const allocateIp = new ScenarioAction(
"allocatelp",
async (/** @type { State } */ state) => {
try {
// An Elastic IP address is allocated to your AWS account, and is yours
until you release it.
const { AllocationId, PublicIp } = await state.ec2Client.send(
new AllocateAddressCommand({}),
);
state.allocationId = AllocationId;
state.allocatedIpAddress = PublicIp;
} catch (caught) {

if (caught instanceof Error && caught.name === "MissingParameter") {
caught.message = "${caught.message}. Did you provide these values?';
}
state.errors.push(caught);
}
I
{ skipWhen: skipWhenErrors },
I

export const associateIp = new ScenarioAction(
"associatelp",
async (/** @type { State } */ state) => {
try {
// Associate an allocated IP address to an EC2 instance. An IP address can

be allocated
// with the AllocateAddress action.
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const { AssociationId } = await state.ec2Client.send(
new AssociateAddressCommand({
AllocationId: state.allocationId,
Instanceld: state.instanceld,
b,
I
state.associationId = AssociationId;
// Update the IP address that is being tracked to match
// the one just associated.
state.instancelpAddress = state.allocatedIpAddress;
} catch (caught) {

if (

caught instanceof Error &&

caught.name === "InvalidAllocationID.NotFound"
) {

caught.message = "${caught.message}. Did you provide the ID of a valid
Elastic IP address AllocationId?’;

}
state.errors.push(caught);
}
iy
{ skipWhen: skipWhenErrors },
I

export const logStaticIpProof = new ScenarioOutput(

"logStaticIpProof",

"The IP address should remain the same even after stopping and starting the
instance.",

{ header: true, skipWhen: skipWhenErrors },

);

export const logCleanUp = new ScenarioOutput(
"logCleanUp",
"That's it! You can choose to clean up the resources now, or clean them up on

your own later.",
{ header: true, skipWhen: skipWhenErrors 3},

);

export const confirmDisassociateAddress = new ScenarioInput(
"confirmDisassociateAddress",
"Do you want to disassociate and release the static IP address created

earlier?",

{

type: "confirm",
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skipWhen: (/** @type { State } */ state) => !state.associationlId,

3},
);

export const maybeDisassociateAddress = new ScenarioAction(
"maybeDisassociateAddress",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new DisassociateAddressCommand({
AssociationId: state.associationId,

b,
);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidAssociationID.NotFound"
) {
caught.message = "${caught.message}. Please provide a valid association
ID.";
}
state.errors.push(caught);
}
1,
{
skipWhen: (/** @type { State } */ state) =>
Istate[confirmDisassociateAddress.name] || !state.associationId,
1,
);

export const maybeReleaseAddress = new ScenarioAction(
"maybeReleaseAddress",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new ReleaseAddressCommand({
AllocationId: state.allocationId,

b,
);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidAllocationID.NotFound"
) {
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caught.message = "${caught.message}. Please provide a valid
AllocationID. *;
}
state.errors.push(caught);
}
I
{
skipWhen: (/** @type { State } */ state) =>
Istate[confirmDisassociateAddress.name] || !state.allocationlId,
I
);

export const confirmTerminateInstance = new ScenarioInput(
"confirmTerminateInstance",
"Do you want to terminate the instance?",
// Don't do anything when an instance was never run.
{
skipWhen: (/** @type { State } */ state) => !Istate.instanceld,
type: "confirm",
I
);

export const maybeTerminateInstance = new ScenarioAction(
"terminateInstance",
async (/** @type { State } */ state) => {
try {
await state.ec2Client.send(
new TerminateInstancesCommand({
Instancelds: [state.instanceld],

1),
I
await waitUntilInstanceTerminated(
{ client: state.ec2Client 1},
{ Instancelds: [state.instanceld] 3},
I
} catch (caught) {

if (caught instanceof Error && caught.name === "TimeoutError") {
caught.message = "${caught.message}. Try increasing the maxWaitTime in

the waiter. ;

}

state.errors.push(caught);
}
iy
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{

// Don't do anything when there's no instance to terminate or the
// use chooses not to terminate.
skipWhen: (/** @type { State } */ state) =>

Istate.instanceld || !state[confirmTerminateInstance.name],

3},
);

export const deleteTemporaryDirectory = new ScenarioAction(
"deleteTemporaryDirectory",
async (/** @type { State } */ state) => {
try {
await rm(state.tmpDirectory, { recursive: true });
} catch (caught) {
state.errors.push(caught);
}
},
);

export const logErrors = new ScenarioOutput(
"logErrors",
(/** @type {Statel}*/ state) => {
const errorlList = state.errors
.map((err) => ' - ${err.name}: ${err.messagel}’)
.join("\n");
return ‘Scenario errors found:\n${errorList}";
},
{

preformatted: true,
header: true,
// Don't log errors when there aren't any!
skipWhen: (/** @type {State} */ state) => state.errors.length === 0@,
},
I

» Untuk detail API, lihat topik berikut di Referensi API AWS SDK untuk JavaScript .

AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair
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https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/AuthorizeSecurityGroupIngressCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/CreateKeyPairCommand
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Kotlin

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlinstances

Startinstances

Stoplnstances

Terminatelnstances

Unmonitorinstances

SDK untuk Kotlin

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkap dan pelajari cara

menyiapkan dan menjalankan di Repositori Contoh Kode AWS.

/**

Before running this Kotlin code example, set up your development environment,

including your credentials.

For more information, see the following documentation topic:

https://docs.aws.amazon.com/sdk-for-kotlin/latest/developer-qguide/setup.html
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https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/CreateSecurityGroupCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/DeleteKeyPairCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/DeleteSecurityGroupCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/DescribeImagesCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/DescribeInstanceTypesCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/DescribeInstancesCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/DescribeKeyPairsCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/DescribeSecurityGroupsCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/DisassociateAddressCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/ReleaseAddressCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/RunInstancesCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/StartInstancesCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/StopInstancesCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/TerminateInstancesCommand
https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/UnmonitorInstancesCommand
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ec2#code-examples
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N o o AN R

Creates an RSA key pair and saves the private key data as a .pem file.
Lists key pairs.

Creates a security group for the default VPC.

Displays security group information.

Gets a list of Amazon Linux 2 AMIs and selects one.

Gets more information about the image.

. Gets a list of instance types that are compatible with the selected AMI’s

architecture.

8.

Creates an instance with the key pair, security group, AMI, and an instance

type.

OF

10.
11.
12.
13.
14.
15.
16.
17.

*/

val

Displays information about the instance.

Stops the instance and waits for it to stop.

Starts the instance and waits for it to start.

Allocates an Elastic IP address and associates it with the instance.
Displays SSH connection info for the instance.

Disassociates and deletes the Elastic IP address.

Terminates the instance.

Deletes the security group.

Deletes the key pair.

DASHES = String(CharArray(80)).replace("\u@00Q", "-")

suspend fun main(args: Array<String>) {

val usage = """
Usage:
<keyName> <fileName> <groupName> <groupDesc> <vpcId> <myIpAddress>

Where:
keyName - A key pair name (for example, TestKeyPair).
fileName - A file name where the key information is written to.
groupName - The name of the security group.
groupDesc - The description of the security group.
vpcId - A VPC ID. You can get this value from the AWS Management

Console.

myIpAddress - The IP address of your development machine.

if (args.size !=6) {
println(usage)
exitProcess(0)
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val keyName = args[0]

val fileName = args[1]

val groupName = args[2]

val groupDesc = args[3]

val vpcId = args[4]

val myIpAddress = args[5]

var newInstanceId: String? = ""

println(DASHES)
println("Welcome to the Amazon EC2 example scenario.")
println(DASHES)

println(DASHES)

println("1l. Create an RSA key pair and save the private key material as
a .pem file.")

createKeyPairSc(keyName, fileName)

println(DASHES)

println(DASHES)

println("2. List key pairs.")
describeEC2KeysSc()
println(DASHES)

println(DASHES)

println("3. Create a security group.")

val groupIld = createEC2SecurityGroupSc(groupName, groupDesc, vpcld,
myIpAddress)

println(DASHES)

println(DASHES)

println("4. Display security group info for the newly created security
group.")

describeSecurityGroupsSc(groupId.toString())

println(DASHES)

println(DASHES)

println("5. Get a list of Amazon Linux 2 AMIs and select one with amzn2 in
the name.")

val instanceld = getParaValuesSc()

if (il’lStanceId == |l||) {
println("The instance Id value isn't valid.")
exitProcess(0)

}
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println("The instance Id is $instanceId.")

println(DASHES)

println(DASHES)

println("6. Get more information about an amzn2 image and return the AMI

value.")

val amiValue = instanceld?.let { describeImageSc(it) }

if (instanceId == "") {
println("The instance Id value is invalid.")
exitProcess(0)

}

println("The AMI value is $amiValue.")

println(DASHES)

println(DASHES)

println("7. Get a list of instance types.")
val instanceType = getInstanceTypesSc()
println(DASHES)

println(DASHES)

println("8. Create an instance.")

if (amiValue != null) {
newInstanceld = runInstanceSc(instanceType, keyName, groupName, amiValue)
println("The instance Id is $newInstanceId")

}
println(DASHES)

println(DASHES)

println("9. Display information about the running instance. ")
var ipAddress = describeEC2InstancesSc(newInstanceld)
println("You can SSH to the instance using this command:")
println("ssh -i " + fileName + "ec2-user@" + ipAddress)
println(DASHES)

println(DASHES)

println("1@. Stop the instance.")

if (newInstancelId != null) {
stopInstanceSc(newInstanceld)

}
println(DASHES)

println(DASHES)
println("11. Start the instance.")
if (newInstanceId != null) {
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startInstanceSc(newInstanceld)
}
ipAddress = describeEC2InstancesSc(newInstanceld)
println("You can SSH to the instance using this command:")
println("ssh -i " + fileName + "ec2-user@" + ipAddress)
println(DASHES)

println(DASHES)

println("12. Allocate an Elastic IP address and associate it with the
instance.")

val allocationId = allocateAddressSc()

println("The allocation Id value is $allocationId")

val associationId = associateAddressSc(newInstanceIld, allocationId)

println("The associate Id value is $associationId")

println(DASHES)

println(DASHES)

println("13. Describe the instance again.")

ipAddress = describeEC2InstancesSc(newInstanceld)
println("You can SSH to the instance using this command:")
println("ssh -i " + fileName + "ec2-user@" + ipAddress)
println(DASHES)

println(DASHES)

println("14. Disassociate and release the Elastic IP address.")
disassociateAddressSc(associationId)
releaseEC2AddressSc(allocationId)

println(DASHES)

println(DASHES)

println("15. Terminate the instance and use a waiter.")

if (newInstancelId != null) {
terminateEC2Sc(newInstanceId)

}
println(DASHES)

println(DASHES)

println("16. Delete the security group.")

if (groupId != null) {
deleteEC2SecGroupSc(groupId)

}
println(DASHES)

println(DASHES)
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println("17. Delete the key pair.")
deleteKeysSc(keyName)
println(DASHES)

println(DASHES)
println("You successfully completed the Amazon EC2 scenario.")
println(DASHES)

suspend fun deleteKeysSc(keyPair: String) {

val request =

DeleteKeyPairRequest {
keyName = keyPair

}

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.deleteKeyPair(request)
println("Successfully deleted key pair named $keyPair")

suspend fun deleteEC2SecGroupSc(groupIdVal: String) {

val request =

DeleteSecurityGroupRequest {
groupId = groupIdVal

}

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.deleteSecurityGroup(request)
println("Successfully deleted security group with Id $groupIdval")

suspend fun terminateEC2Sc(instanceldVal: String) {
val ti =
TerminateInstancesRequest {
instancelds = listOf(instanceIdVal)

}
println("Wait for the instance to terminate. This will take a few minutes.")
Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->

ec2.terminateInstances(ti)
ec2.waitUntilInstanceTerminated {

// suspend call

instancelds = listOf(instanceldVal)
}

println("$instanceIdVal is terminated!")
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}

suspend fun releaseEC2AddressSc(allocId: String?) {
val request =
ReleaseAddressRequest {
allocationId = allocId

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.releaseAddress(request)
println("Successfully released Elastic IP address $allocId")

suspend fun disassociateAddressSc(associationIdVal: String?) {

val addressRequest =

DisassociateAddressRequest {
associationId = associationIdVal

}

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.disassociateAddress(addressRequest)
println("You successfully disassociated the address!")

suspend fun associateAddressSc(
instanceldVal: String?,
allocationIdVal: String?,
): String? {
val associateRequest =
AssociateAddressRequest {
instanceld = instanceldVal
allocationId = allocationIdVal

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val associateResponse = ec2.associateAddress(associateRequest)
return associateResponse.associationId

suspend fun allocateAddressSc(): String? {
val allocateRequest =
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AllocateAddressRequest {
domain = DomainType.Vpc
}
Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val allocateResponse = ec2.allocateAddress(allocateRequest)
return allocateResponse.allocationId

suspend fun startInstanceSc(instanceld: String) {
val request =
StartInstancesRequest {
instancelds = listOf(instanceld)

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.startInstances(request)
println("Waiting until instance $instanceld starts. This will take a few
minutes.")
ec2.waitUntilInstanceRunning {
// suspend call
instancelds = listOf(instanceld)
}

println("Successfully started instance $instanceId")

suspend fun stopInstanceSc(instanceld: String) {
val request =
StopInstancesRequest {
instancelds = listOf(instanceld)

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.stopInstances(request)
println("Waiting until instance $instanceld stops. This will take a few
minutes.")
ec2.waitUntilInstanceStopped {
// suspend call
instancelds = listOf(instanceld)
}

println("Successfully stopped instance $instanceId")
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suspend fun describeEC2InstancesSc(newInstanceld: String?): String {
var pubAddress = ""
var isRunning = false
val request =
DescribeInstancesRequest {
instancelds = listOf(newInstanceld.toString())

}
while (!isRunning) {
Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeInstances(request)
val state =

response.reservations
?.get(0)

.instances

.get(0)

.state

.name

R I B Y

. value
if (state != null) {
if (state.compareTo("running") == @) {
println("Image id is
${response.reservations!!.get(@).instances?.get(0)?.imageId}")
println("Instance type is
${response.reservations!!.get(@).instances?.get(@)?.instanceTypel}")
println("Instance state is
${response.reservations!!.get(@).instances?.get(0)?.state}")
pubAddress =
response.reservations!!
.get(0)
.instances
?.get(0)
?.publicIpAddress
.toString()
println("Instance address is $pubAddress")
isRunning = true

}

return pubAddress
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suspend fun runInstanceSc(
instanceTypeVal: String,
keyNameVal: String,
groupNameVal: String,
amiIdVal: String,
): String {
val runRequest =
RunInstancesRequest {
instanceType = InstanceType.fromValue(instanceTypeVal)
keyName = keyNameVal
securityGroups = listOf(groupNameVal)
maxCount = 1
minCount = 1
imageId = amiIdVal

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.runInstances(runRequest)
val instanceld = response.instances?.get(0)?.instanceld
println("Successfully started EC2 Instance $instanceld based on AMI
$amiIdval")
return instanceld.toString()

// Get a list of instance types.
suspend fun getInstanceTypesSc(): String {
var instanceType = ""
val filterObs = ArraylList<Filter>()
val filter =
Filter {
name = "processor-info.supported-architecture"
values = 1listOf("arm64")

filterObs.add(filter)
val typesRequest =
DescribeInstanceTypesRequest {
filters = filterObs
maxResults = 10
}
Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeInstanceTypes(typesRequest)
response.instanceTypes?.forEach { type ->
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println("The memory information of this type is
${type.memoryInfo?.sizeInMib}")

println("Maximum number of network cards is
${type.networkInfo?.maximumNetworkCards}")

instanceType = type.instanceType.toString()
}

return instanceType

// Display the Description field that corresponds to the instance Id value.
suspend fun describeImageSc(instanceld: String): String? {
val imagesRequest =
DescribeImagesRequest {
imagelds = 1listOf(instanceld)

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeImages(imagesRequest)
println("The description of the first image is

${response.images?.get(0)?.description}")
println("The name of the first image is
${response.images?.get(@)?.namel}")

// Return the image Id value.
return response.images?.get(0)?.imageld

// Get the Id value of an instance with amzn2 in the name.
suspend fun getParaValuesSc(): String? {
val parameterRequest =
GetParametersByPathRequest {
path = "/aws/service/ami-amazon-linux-latest"

SsmClient.fromEnvironment { region = "us-west-2" }.use { ssmClient ->
val response = ssmClient.getParametersByPath(parameterRequest)
response.parameters?.forkEach { para ->

println("The name of the para is: ${para.namel}")

println("The type of the para is: ${para.typel}")

println("")

if (para.name?.let { filterName(it) } == true) {
return para.value
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}

return

fun filterName(name: String): Boolean {
val parts = name.split("/").toTypedArray()
val myValue = parts[4]
return myValue.contains("amzn2")

suspend fun describeSecurityGroupsSc(groupId: String) {
val request =
DescribeSecurityGroupsRequest {
groupIds = 1listOf(groupId)

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.describeSecurityGroups(request)
for (group in response.securityGroups!!) {

println("Found Security Group with id " + group.groupId.toString() +

and group VPC " + group.vpcld)
}

suspend fun createEC2SecurityGroupSc(
groupNameVal: String?,
groupDescVal: String?,
vpcIdVal: String?,
myIpAddress: String?,
): String? {
val request =
CreateSecurityGroupRequest {
groupName = groupNameVal
description = groupDescVal
vpcId = vpcIdvVal

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val resp = ec2.createSecurityGroup(request)
val ipRange =
IpRange {
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cidrIp = "$myIpAddress/0"

val ipPerm =
IpPermission {
ipProtocol = "tcp"
toPort = 80
fromPort 80
ipRanges = 1listOf(ipRange)

val ipPerm2 =
IpPermission {
ipProtocol = "tcp"

toPort = 22
fromPort = 22
ipRanges = 1listOf(ipRange)

val authRequest =
AuthorizeSecurityGroupIngressRequest {
groupName = groupNameVal
ipPermissions = 1listOf(ipPerm, ipPerm2)
}
ec2.authorizeSecurityGroupIngress(authRequest)
println("Successfully added ingress policy to Security Group
$groupNameVal")
return resp.groupld

suspend fun describeEC2KeysSc() {
Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->

val response = ec2.describeKeyPairs(DescribeKeyPairsRequest {3})

response.keyPairs?.forEach { keyPair ->

println("Found key pair with name ${keyPair.keyName} and fingerprint

${ keyPair.keyFingerprint}")
}

suspend fun createKeyPairSc(
keyNameVal: String,
fileNameVal: String,
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) {
val request =
CreateKeyPairRequest {
keyName = keyNameVal
}
Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.createKeyPair(request)
val content = response.keyMaterial
if (content != null) {
File(fileNameVal).writeText(content)
}
println("Successfully created key pair named $keyNameVal")
}
}

+ Lihat detail API di topik-topik berikut dalam Referensi APl AWS SDK For Kotlin.

* AllocateAddress

* AssociateAddress

» AuthorizeSecurityGrouplngress

+ CreateKeyPair

» CreateSecurityGroup

* DeleteKeyPair

» DeleteSecurityGroup

» Describelmages

* DescribelnstanceTypes

* Describelnstances

* DescribeKeyPairs

» DescribeSecurityGroups

* DisassociateAddress

* ReleaseAddress

* Runlnstances

» Startlnstances

» Stoplnstances

* Terminatelnstances
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* Unmonitorinstances

Python

SDK untuk Python (Boto3)

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkap dan pelajari cara
menyiapkan dan menjalankan di Repositori Contoh Kode AWS.

Jalankan skenario interaktif di prompt perintah.

class EC2InstanceScenario:

A scenario

that demonstrates how to use Boto3 to manage Amazon EC2 resources.

Covers creating a key pair, security group, launching an instance,

associating
an Elastic

IP, and cleaning up resources.

def __init_ (

self,

inst_wrapper: EC2InstanceWrapper,
key_wrapper: KeyPairWrapper,
sg_wrapper: SecurityGroupWrapper,
eip_wrapper: ElasticIpWrapper,
ssm_client: boto3.client,

remote_

exec: bool = False,

Initializes the EC2InstanceScenario with the necessary AWS service

wrappers.

:param
:param
:param
:param
:param
:param

inst_wrapper: Wrapper for EC2 instance operations.
key_wrapper: Wrapper for key pair operations.

sg_wrapper: Wrapper for security group operations.
eip_wrapper: Wrapper for Elastic IP operations.

ssm_client: Boto3 client for accessing SSM to retrieve AMIs.
remote_exec: Flag to indicate if the scenario is running in a

remote execution
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environment. Defaults to False. If True, the script

won't prompt

for user interaction.

self.inst_wrapper = inst_wrapper
self.key_wrapper = key_wrapper
self.sg_wrapper = sg_wrapper
self.eip_wrapper = eip_wrapper
self.ssm_client = ssm_client
self.remote_exec = remote_exec

def create_and_list_key_pairs(self) -> None:

Creates an RSA key pair for SSH access to the EC2 instance and lists

available key pairs.

console.print("**Step 1: Create a Secure Key Pair**", style="bold cyan")

console.print(

"Let's create a secure RSA key pair for connecting to your EC2

instance."

)

key_name = f"MyUniqueKeyPair-{uuid.uuid4().hex[:8]}"
console.print(f"- **Key Pair Name**: {key_name}")

# Create the key pair and simulate the process with a progress bar.

with alive_bar(1l, title="Creating Key Pair") as bar:

self.key_wrapper.create(key_name)

time.sleep(@.4) # Simulate the delay in key creation

bar()

console.print(f"- **Private Key Saved to**:

{self.key_wrapper.key_file_path}\n")

# List key pairs (simulated) and show a progress bar.

list_keys = True
if list_keys:

console.print("- Listing your key pairs...")

start_time = time.time()

with alive_bar(100, title="Listing Key Pairs") as bar:
while time.time() - start_time < 2:

time.sleep(0.2)

bar(10)
self.key_wrapper.list(5)
if time.time() - start_time > 2:
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console.print(
"Taking longer than expected! Please wait...",
style="bold yellow",

)
def create_security_group(self) -> None:
Creates a security group that controls access to the EC2 instance and
adds a rule
to allow SSH access from the user's current public IP address.
console.print("**Step 2: Create a Security Group**", style="bold cyan")
console.print(
"Security groups manage access to your instance. Let's create one."
)
sg_name = f"MySecurityGroup-{uuid.uuid4().hex[:8]}"
console.print(f"- **Security Group Name**: {sg_name}")
# Create the security group and simulate the process with a progress bar.
with alive_bar(1l, title="Creating Security Group") as bar:
self.sg_wrapper.create(
sg_name, "Security group for example: get started with
instances."
)
time.sleep(0.5)
bar()

console.print(f"- **Security Group ID**:

{self.sg_wrapper.security_group}\n")

bar.

# Get the current public IP to set up SSH access.
ip_response = urllib.request.urlopen("http://checkip.amazonaws.com")
current_ip_address = ip_response.read().decode("utf-8").strip()
console.print(

"Let's add a rule to allow SSH only from your current IP address."
)
console.print(f"- **Your Public IP Address**: {current_ip_address}")
console.print("- Automatically adding SSH rule...")

# Update security group rules to allow SSH and simulate with a progress
with alive_bar(1l, title="Updating Security Group Rules") as bar:

response = self.sg_wrapper.authorize_ingress(current_ip_address)
time.sleep(0.4)
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if response and response.get("Return"):
console.print("- **Security Group Rules Updated**.")
else:
console.print(
"- **Error**: Couldn't update security group rules.",
style="bold red",
)
bar()

self.sg_wrapper.describe(self.sg_wrapper.security_group)
def create_instance(self) -> None:

Launches an EC2 instance using an Amazon Linux 2 AMI and the created key

pair
and security group. Displays instance details and SSH connection
information.
# Retrieve Amazon Linux 2 AMIs from SSM.
ami_paginator = self.ssm_client.get_paginator('"get_parameters_by_path")
ami_options = []
for page in ami_paginator.paginate(Path="/aws/service/ami-amazon-linux-
latest"):
ami_options += page["Parameters"]
amzn2_images = self.inst_wrapper.get_images(
[opt["Value"] for opt in ami_options if "amzn2" in opt["Name"]]
)
console.print("\n**Step 3: Launch Your Instance**", style="bold cyan")
console.print(
"Let's create an instance from an Amazon Linux 2 AMI. Here are some
options:"

)

image_choice = 0

console.print(f"- Selected AMI: {amzn2_images[image_choice]
['ImageId']}\n")

# Display instance types compatible with the selected AMI
inst_types = self.inst_wrapper.get_instance_types(
amzn2_images[image_choice]["Architecture"]
)
inst_type_choice = 0
console.print(
f"- Selected instance type: {inst_types[inst_type_choice]
['InstanceType']}\n"
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)

console.print("Creating your instance and waiting for it to start...")
with alive_bar(1l, title="Creating Instance") as bar:
self.inst_wrapper.create(
amzn2_images[image_choice]["Imageld"],
inst_types[inst_type_choice]["InstanceType"],
self.key_wrapper.key_pair["KeyName"],
[self.sg_wrapper.security_group],

)
time.sleep(21)
bar()

console.print(f"**Success! Your instance is ready:**\n", style="bold
green')

self.inst_wrapper.display()

console.print(
"You can use SSH to connect to your instance. "
"If the connection attempt times out, you might have to manually
update "

"the SSH ingress rule for your IP address in the AWS Management
Console."

)
self._display_ssh_info()

def _display_ssh_info(self) -> None:

Displays SSH connection information for the user to connect to the EC2
instance.

Handles the case where the instance does or does not have an associated
public IP address.

if (
not self.eip_wrapper.elastic_ips
or not self.eip_wrapper.elastic_ips[0].allocation_id

if self.inst_wrapper.instances:
instance = self.inst_wrapper.instances[0]
instance_id = instance["InstanceId"]

waiter =
self.inst_wrapper.ec2_client.get_waiter("instance_running")
console.print(
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"Waiting for the instance to be in a running state with a
public IP...",
style="bold cyan",

with alive_bar(1l, title="Waiting for Instance to Start") as bar:
waiter.wait(Instancelds=[instance_id])
time.sleep(20)
bar()

instance = self.inst_wrapper.ec2_client.describe_instances(
Instancelds=[instance_id]
Y["Reservations"][@]["Instances"][0]

public_ip = instance.get("PublicIpAddress")
if public_ip:
console.print(
"\nTo connect via SSH, open another command prompt and
run the following command:",
style="bold cyan",
)
console.print(
f"\tssh -i {self.key_wrapper.key_file_path} ec2-
user@{public_ip}"
)
else:
console.print(
"Instance does not have a public IP address assigned.",
style="bold red",

else:
console.print(
"No instance available to retrieve public IP address.",
style="bold red",

else:
elastic_ip = self.eip_wrapper.elastic_ips[0]
elastic_ip_address = elastic_ip.public_ip
console.print(
f"\tssh -i {self.key_wrapper.key_file_path} ec2-
user@{elastic_ip_address}"

)

if not self.remote_exec:
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console.print("\nOpen a new terminal tab to try the above SSH
command.")
input("Press Enter to continue...")

def associate_elastic_ip(self) -> None:
Allocates an Elastic IP address and associates it with the EC2 instance.
Displays the Elastic IP address and SSH connection information.
console.print("\n**Step 4: Allocate an Elastic IP Address**", style="bold
cyan")
console.print(
"You can allocate an Elastic IP address and associate it with your
instance\n"
"to keep a consistent IP address even when your instance restarts."

with alive_bar(1l, title="Allocating Elastic IP") as bar:
elastic_ip = self.eip_wrapper.allocate()
time.sleep(0.5)
bar()

console.print(
f"- **Allocated Static Elastic IP Address**: {elastic_ip.public_ip3}."

with alive_bar(1, title="Associating Elastic IP") as bar:
self.eip_wrapper.associate(
elastic_ip.allocation_id, self.inst_wrapper.instances[0]
["InstanceId"]
)
time.sleep(2)
bar()

console.print(f"- **Associated Elastic IP with Your Instance**.")
console.print(
"You can now use SSH to connect to your instance by using the Elastic
Ip."

)
self._display_ssh_info()

def stop_and_start_instance(self) -> None:

Stops and restarts the EC2 instance. Displays instance state and explains
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changes that occur when the instance is restarted, such as the potential
change

in the public IP address unless an Elastic IP is associated.

console.print("\n**Step 5: Stop and Start Your Instance**", style="bold
cyan")

console.print("Let's stop and start your instance to see what changes.")

console.print("- **Stopping your instance and waiting until it's
stopped...**")

with alive_bar(1, title="Stopping Instance") as bar:
self.inst_wrapper.stop()
time.sleep(360)
bar()

console.print("- **Your instance is stopped. Restarting...**")

with alive_bar(1l, title="Starting Instance") as bar:
self.inst_wrapper.start()
time.sleep(20)
bar()

console.print("**Your instance is running.**", style="bold green")
self.inst_wrapper.display()

elastic_ip = (
self.eip_wrapper.elastic_ips[@] if self.eip_wrapper.elastic_ips else
None

if elastic_ip is None or elastic_ip.allocation_id is None:
console.print(
"- **Note**: Every time your instance is restarted, its public IP
address changes."
)
else:
console.print(
f"Because you have associated an Elastic IP with your instance,
you can \n"
f"connect by using a consistent IP address after the instance
restarts: {elastic_ip.public_ip}"

)

self._display_ssh_info()
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def cleanup(self) -> None:
Cleans up all the resources created during the scenario, including
disassociating
and releasing the Elastic IP, terminating the instance, deleting the
security
group, and deleting the key pair.
console.print("\n**Step 6: Clean Up Resources**", style="bold cyan")
console.print("Cleaning up resources:")

for elastic_ip in self.eip_wrapper.elastic_ips:
console.print(f"- **Elastic IP**: {elastic_ip.public_ip}")

with alive_bar(1l, title="Disassociating Elastic IP") as bar:
self.eip_wrapper.disassociate(elastic_ip.allocation_id)
time.sleep(2)
bar()

console.print("\t- **Disassociated Elastic IP from the Instance**")

with alive_bar(1, title="Releasing Elastic IP") as bar:
self.eip_wrapper.release(elastic_ip.allocation_id)
time.sleep(1l)
bar()

console.print("\t- **Released Elastic IP**")

console.print(f"- **Instance**: {self.inst_wrapper.instances[0]
['InstanceId']}")

with alive_bar(1, title="Terminating Instance") as bar:
self.inst_wrapper.terminate()
time.sleep(380)
bar()

console.print("\t- **Terminated Instance**")
console.print(f"- **Security Group**: {self.sg_wrapper.security_groupl}")
with alive_bar(1l, title="Deleting Security Group") as bar:

self.sg_wrapper.delete(self.sg_wrapper.security_group)
time.sleep(1l)
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bar()

console.print("\t- **Deleted Security Group**")

console.print(f"- **Key Pair**: {self.key_wrapper.key_pair['KeyName']}")

with alive_bar(1, title="Deleting Key Pair") as bar:
self.key_wrapper.delete(self.key_wrapper.key_pair["KeyName"])
time.sleep(0.4)

bar()

console.print("\t- **Deleted Key Pair**")

def run_scenario(self) -> None:
i
Executes the entire EC2 instance scenario: creates key pairs, security
groups,
launches an instance, associates an Elastic IP, and cleans up all
resources.

logging.basicConfig(level=1logging.INFO, format="%(levelname)s:

%(message)s")

console.print("-" * 88)
console.print(
"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started

with instances demo.",

if __name__ == "__main__":

style="bold magenta",
)

console.print("-" * 88)

self.create_and_list_key_pairs()
self.create_security_group()
self.create_instance()
self.stop_and_start_instance()
self.associate_elastic_ip()
self.stop_and_start_instance()
self.cleanup()

console.print("\nThanks for watching!", style="bold green")
console.print("-" * 88)
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try:
scenario = EC2InstanceScenario(
EC2InstanceWrapper.from_client(),
KeyPairWrapper.from_client(),
SecurityGroupWrapper.from_client(),
ElasticIpWrapper.from_client(),
boto3.client("ssm"),
)
scenario.run_scenario()
except Exception:
logging.exception("Something went wrong with the demo.")

Tentukan kelas yang membungkus aksi pasangan kunci.

class KeyPairWrapper:
Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) key pair actions.
This class provides methods to create, list, and delete EC2 key pairs.

def __init_ (
self,
ec2_client: boto3.client,
key_file_dir: Union[tempfile.TemporaryDirectory, str],
key_pair: Optional[dict] = None,

Initializes the KeyPairWrapper with the specified EC2 client, key file
directory,
and an optional key pair.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.
:param key_file_dir: The folder where the private key information is
stored.
This should be a secure folder.
:param key_pair: A dictionary representing the Boto3 KeyPair object.
This is a high-level object that wraps key pair actions.

Optional.

self.ec2_client = ec2_client
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self.key_pair = key_pair
self.key_file_path: Optional[str] = None
self.key_file_dir = key_file_dir

@classmethod
def from_client(cls) -> "KeyPairWrapper":

Class method to create an instance of KeyPairWrapper using a new EC2

client
and

a temporary directory for storing key files.

:return: An instance of KeyPairWrapper.

ec2_

client = boto3.client("ec2")

return cls(ec2_client, tempfile.TemporaryDirectory())

def create(self, key_name: str) -> dict:

Creates a key pair that can be used to securely connect to an EC2

instance.

The returned key pair contains private key information that cannot be

retrieved

again. The private key data is stored as a .pem file.

:param key_name: The name of the key pair to create.
:return: A dictionary representing the Boto3 KeyPair object that

represents

:raises ClientError: If there is an error in creating the key pair, for

the newly created key pair.

example, if a key pair with the same name already exists.

try:

response = self.ec2_client.create_key_pair(KeyName=key_name)
self.key_pair = response
self.key_file_path = os.path.join(
self.key_file_dir.name, f"{self.key_pair['KeyName']}.pem"
)
with open(self.key_file_path, "w") as key_file:
key_file.write(self.key_pair["KeyMaterial"])

except ClientError as err:

if err.response["Error"]["Code"] == "InvalidKeyPair.Duplicate":
logger.errox(

f"A key pair called {key_name} already exists.

"Please choose a different name for your key pair "
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"or delete the existing key pair before creating."
)
raise
else:
return self.key_pair

def list(self, limit: Optional[int] = None) -> None:

Displays a 1list of key pairs for the current account.
WARNING: Results are not paginated.

:param limit: The maximum number of key pairs to list. If not specified,
all key pairs will be listed.
:raises ClientError: If there is an error in listing the key pairs.
try:
response = self.ec2_client.describe_key_pairs()
key_pairs = response.get("KeyPairs", [])

if limit:
key_pairs = key_pairs[:1limit]

for key_pair in key_pairs:
logger.info(
f"Found {key_pair['KeyType']} key '{key_pair['KeyName']}"
with fingerprint:"
)
logger.info(f"\t{key_pair['KeyFingerprint']}")
except ClientError as err:
logger.error(f"Failed to list key pairs: {str(err)}")
raise

def delete(self, key_name: str) -> bool:

Deletes a key pair by its name.

:param key_name: The name of the key pair to delete.
:return: A boolean indicating whether the deletion was successful.
:raises ClientError: If there is an error in deleting the key pair, for
example,
if the key pair does not exist.
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try:
self.ec2_client.delete_key_pair(KeyName=key_name)
logger.info(f"Successfully deleted key pair: {key_namel}")
self.key_pair = None
return True
except self.ec2_client.exceptions.ClientError as err:
logger.error(f"Deletion failed for key pair: {key_namel}")
error_code = err.response["Error"]["Code"]
if error_code == "InvalidKeyPair.NotFound":
logger.error(
f"The key pair '{key_name}' does not exist and cannot be
deleted. "
"Please verify the key pair name and try again."

raise

Menentukan kelas yang menggabungkan tindakan grup keamanan.

class SecurityGroupWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) security group

actions.

def __init_ (self, ec2_client: boto3.client, security_group: Optional[str] =
None):
Initializes the SecurityGroupWrapper with an EC2 client and an optional
security group ID.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level
access to AWS EC2 services.
:param security_group: The ID of a security group to manage. This is a
high-level identifier
that represents the security group.

self.ec2_client = ec2_client

self.security_group = security_group
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@classmethod
def from_client(cls) -> "SecurityGroupWrapper":

Creates a SecurityGroupWrapper instance with a default EC2 client.

:return: An instance of SecurityGroupWrapper initialized with the default
EC2 client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)

def create(self, group_name: str, group_description: str) -> str:
Creates a security group in the default virtual private cloud (VPC) of
the current account.

:param group_name: The name of the security group to create.
:param group_description: The description of the security group to
create.
:return: The ID of the newly created security group.
:raise Handles AWS SDK service-level ClientError, with special handling
for ResourceAlreadyExists
try:
response = self.ec2_client.create_security_group(
GroupName=group_name, Description=group_description
)
self.security_group = response["GroupId"]
except ClientError as err:
if err.response["Error"]["Code"] == "ResourceAlreadyExists":
logger.errox(
f"Security group '{group_name}' already exists. Please choose
a different name."
)
raise
else:
return self.security_group

def authorize_ingress(self, ssh_ingress_ip: str) -> Optional[Dict[str, Any]l]:

Adds a rule to the security group to allow access to SSH.
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:param ssh_ingress_ip: The IP address that is granted inbound access to

connect
to port 22 over TCP, used for SSH.

:return: The response to the authorization request. The 'Return' field of

the
response indicates whether the request succeeded or failed, or

None if no security group is set.

:raise Handles AWS SDK service-level ClientError, with special handling
for ResourceAlreadyExists

if self.security_group is None:

logger.info("No security group to update.")
return None

try:
ip_permissions = [
{
# SSH ingress open to only the specified IP address.
"IpProtocol": "tcp",
"FromPort": 22,
"ToPort": 22,
"IpRanges": [{"CidrIp": f"{ssh_ingress_ip}/32"}1],
}
]
response = self.ec2_client.authorize_security_group_ingress(
GroupId=self.security_group, IpPermissions=ip_permissions
)
except ClientError as err:
if err.response["Error"]["Code"] == "InvalidPermission.Duplicate":
logger.errox(
f"The SSH ingress rule for IP {ssh_ingress_ip} already
exists"
f"in security group '{self.security_group}'."
)
raise
else:

return response

def describe(self, security_group_id: Optional[str] = None) -> bool:

Displays information about the specified security group or all security
groups if no ID is provided.
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:param security_group_id: The ID of the security group to describe.
If None, an open search is performed to

describe all security groups.

:returns: True if the description is successful.

:raises ClientError: If there is an error describing the security
group(s), such as an invalid security group ID.

try:

paginator = self.ec2_client.get_paginator("describe_security_groups")

if security_group_id is None:
# If no ID is provided, return all security groups.
page_iterator = paginator.paginate()

else:
page_iterator = paginator.paginate(GroupIds=[security_group_id])

for page in page_iterator:
for security_group in page["SecurityGroups"]:
print(f"Security group: {security_group['GroupName']}")
print(f"\tID: {security_group['GroupId']}")
print(f"\tVPC: {security_group['VpcId']}")
if security_group["IpPermissions"]:
print("Inbound permissions:")
pp(security_group["IpPermissions"])

return True
except ClientError as err:
logger.error("Failed to describe security group(s).")
if err.response["Error"]["Code"] == "InvalidGroup.NotFound":
logger.errox(
f"Security group {security_group_id} does not exist "
f"because the specified security group ID was not found."

raise

def delete(self, security_group_id: str) -> bool:

Deletes the specified security group.

:param security_group_id: The ID of the security group to delete.
Required.

:returns: True if the deletion is successful.
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:raises ClientError: If the security group cannot be deleted due to an
AWS service error.
try:
self.ec2_client.delete_security_group(GroupId=security_group_id)
logger.info(f"Successfully deleted security group
'{security_group_id}'")
return True
except ClientError as err:
logger.error(f"Deletion failed for security group
'{security_group_id}'")
error_code = err.response["Error"]["Code"]

if error_code == "InvalidGroup.NotFound":
logger.error(
f"Security group '{security_group_id}' cannot be deleted
because it does not exist."
)
elif error_code == "DependencyViolation":
logger.error(
f"Security group '{security_group_id}' cannot be deleted
because it is still in use."
" Verify that it is:"
"\n\t- Detached from resources"
"\n\t- Removed from references in other groups"
"\n\t- Removed from VPC's as a default group"

raise

Menentukan kelas yang menggabungkan tindakan instans.

class EC2InstanceWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) instance actions

using the client interface.

def __init_ (
self, ec2_client: Any, instances: Optional[List[Dict[str, Any]]] = None
) -> None:
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Initializes the EC2InstanceWrapper with an EC2 client and optional
instances.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.

:param instances: A list of dictionaries representing Boto3 Instance

objects. These are high-level objects that
wrap instance actions.
self.ec2_client = ec2_client
self.instances = instances or []

@classmethod
def from_client(cls) -> "EC2InstanceWrapper":

Creates an EC2InstanceWrapper instance with a default EC2 client.

:return: An instance of EC2InstanceWrapper initialized with the default
EC2 client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)

def create(

self,

image_id: str,

instance_type: str,

key_pair_name: str,

security_group_ids: Optional[List[str]] = None,
) -> List[Dict[str, Any]]:

Creates a new EC2 instance in the default VPC of the current account.
The instance starts immediately after it is created.

:param image_id: The ID of the Amazon Machine Image (AMI) to use for the
instance.

:param instance_type: The type of instance to create, such as 't2.micro'.

:param key_pair_name: The name of the key pair to use for SSH access.

:param security_group_ids: A list of security group IDs to associate with
the instance.
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If not specified, the default security group
of the VPC is used.
:return: A list of dictionaries representing Boto3 Instance objects
representing the newly created instances.
try:
instance_params = {
"ImageId": image_id,
"InstanceType": instance_type,
"KeyName": key_pair_name,
}
if security_group_ids is not None:
instance_params["SecurityGroupIds"] = security_group_ids

response = self.ec2_client.run_instances(
**jinstance_params, MinCount=1, MaxCount=1
)
instance = response["Instances"][0]
self.instances.append(instance)
waiter = self.ec2_client.get_waiter("instance_running")
waiter.wait(Instancelds=[instance["InstanceId"]])
except ClientError as err:
params_str = "\n\t".join(
f"{key}: {value}" for key, value in instance_params.items()
)
logger.errox(
f"Failed to complete instance creation request.\nRequest details:
{params_str}"

)
error_code = err.response["Error"]["Code"]
if error_code == "InstanceLimitExceeded":
logger.errox(
(
f"Insufficient capacity for instance type
'{instance_type}'. "
"Terminate unused instances or contact AWS Support for a
limit increase."
)
)
if error_code == "InsufficientInstanceCapacity":
logger.error(
(

f"Insufficient capacity for instance type
'{instance_type}'. "
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"Select a different instance type or launch in a
different availability zone."
)
)

raise
return self.instances

def display(self, state_filter: Optional[str] = "running") -> None:

Displays information about instances, filtering by the specified state.

:param state_filter: The instance state to include in the output. Only
instances in this state
will be displayed. Default is 'running'. Example
states: 'running', 'stopped'.
if not self.instances:
logger.info("No instances to display.")
return

instance_ids = [instance["Instanceld"] for instance in self.instances]
paginator = self.ec2_client.get_paginator("describe_instances")
page_iterator = paginator.paginate(Instancelds=instance_ids)

try:
for page in page_iterator:
for reservation in page["Reservations"]:
for instance in reservation["Instances"]:
instance_state = instance["State"]["Name"]
# Apply the state filter (default is 'running')
if state_filter and instance_state != state_filter:
continue # Skip this instance if it doesn't match
the filter

# Create a formatted string with instance details
instance_info = (
f"e ID: {instance['InstanceId']}\n"
f"e Image ID: {instance['ImageId']}\n"
f"e Instance type: {instance['InstanceType']}\n"
f"e Key name: {instance['KeyName']}\n"
f"e VPC ID: {instance['VpcId']}\n"
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f"e Public IP: {instance.get('PublicIpAddress', 'N/
Al )}\nll
f"e State: {instance_statel}"

)

print(instance_info)

except ClientError as err:
logger.errox(
f"Failed to display instance(s). : {' '.join(map(str,
instance_ids))}"

)
error_code = err.response["Error"]["Code"]
if error_code == "InvalidInstanceID.NotFound":

logger.errox(
"One or more instance IDs do not exist.
"Please verify the instance IDs and try again."

)

raise

def terminate(self) -> None:

Terminates instances and waits for them to reach the terminated state.
if not self.instances:

logger.info("No instances to terminate.")

return

instance_ids = [instance["InstanceId"] for instance in self.instances]
try:

self.ec2_client.terminate_instances(Instancelds=instance_ids)

waiter = self.ec2_client.get_waiter("instance_terminated")

waiter.wait(Instancelds=instance_ids)

self.instances.clear()

for instance_id in instance_ids:

print(f"e Instance ID: {instance_id}\n" f"« Action: Terminated")

except ClientError as err:
logger.error(
f"Failed instance termination details:\n\t{str(self.instances)}"

)
error_code = err.response["Error"]["Code"]
if error_code == "InvalidInstanceID.NotFound":

logger.errox(
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"One or more instance IDs do not exist.
"Please verify the instance IDs and try again."

raise

def start(self) -> Optional[Dict[str, Any]l]:

Starts instances and waits for them to be in a running state.

:return: The response to the start request.
if not self.instances:
logger.info("No instances to start.")
return None

instance_ids = [instance["InstanceId"] for instance in self.instances]
try:
start_response =
self.ec2_client.start_instances(Instancelds=instance_ids)
waiter = self.ec2_client.get_waiter("instance_running")
waiter.wait(Instancelds=instance_ids)
return start_response
except ClientError as err:
logger.error(
f"Failed to start instance(s): {','.join(map(str,
instance_ids))}"

)
error_code = err.response["Error"]["Code"]
if error_code == "IncorrectInstanceState":
logger.error(
"Couldn't start instance(s) because they are in an incorrect
state. "
"Ensure the instances are in a stopped state before starting
them."
)
raise

def stop(self) -> Optional[Dict[str, Any]]:

Stops instances and waits for them to be in a stopped state.

Pelajari dasar-dasarnya 254



Amazon Elastic Compute Cloud Panduan Developerr

:return: The response to the stop request, or None if there are no
instances to stop.
if not self.instances:
logger.info("No instances to stop.")
return None

instance_ids = [instance["InstanceIld"] for instance in self.instances]
try:

# Attempt to stop the instances

stop_response =

self.ec2_client.stop_instances(Instancelds=instance_ids)

waiter = self.ec2_client.get_waiter("instance_stopped")

waiter.wait(Instancelds=instance_ids)
except ClientError as err:

logger.errox(

f"Failed to stop instance(s): {','.join(map(str, instance_ids))}"

)
error_code = err.response["Error"]["Code"]
if error_code == "IncorrectInstanceState":
logger.error(
"Couldn't stop instance(s) because they are in an incorrect
state. "
"Ensure the instances are in a running state before stopping
them."
)
raise

return stop_response

def get_images(self, image_ids: List[str]) -> List[Dict[str, Any]l]:
Gets information about Amazon Machine Images (AMIs) from a list of AMI
IDs.

:param image_ids: The list of AMI IDs to look up.
:return: A list of dictionaries representing the requested AMIs.
try:
response = self.ec2_client.describe_images(ImageIds=image_ids)
images = response["Images"]
except ClientError as err:
logger.error(f"Failed to stop AMI(s): {','.join(map(str,
image_ids))}")
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error_code = err.response["Error"]["Code"]

if error_code == "InvalidAMIID.NotFound":
logger.error("One or more of the AMI IDs does not exist.")
raise

return images

def get_instance_types(

self, architecture: str = "x86_64", sizes: List[str] = ["*.micro",
"* . small"]

) -> List[Dict[str, Any]l]:
Gets instance types that support the specified architecture and size.
See https://docs.aws.amazon.com/AWSEC2/latest/APIReference/

API_DescribeInstanceTypes.html

for a list of allowable parameters.

:param architecture: The architecture supported by instance types.
Default: 'x86_64"'.
:param sizes: The size of instance types. Default: '*.micro', '*.small',
:return: A list of dictionaries representing instance types that support
the specified architecture and size.
try:
inst_types = []
paginator = self.ec2_client.get_paginator("describe_instance_types")
for page in paginator.paginate(

Filters=[
{
"Name": "processor-info.supported-architecture",
"Values": [architecture],
I
{"Name": "instance-type", "Values": sizes},

inst_types += page["InstanceTypes"]
except ClientError as err:
logger.errox(
f"Failed to get instance types: {architecture},
{',"'.join(map(str, sizes))}"

)
error_code = err.response["Error"]["Code"]
if error_code == "InvalidParameterValue":

logger.errox(
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"Parameters are invalid.
"Ensure architecture and size strings conform to
DescribeInstanceTypes API reference."
)
raise
else:
return inst_types

Menentukan kelas yang menggabungkan tindakan IP Elastis.

class ElasticIpWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Elastic IP address

actions using the client interface."""

class ElasticIp:
"""Represents an Elastic IP and its associated instance."""
def __init_ (
self, allocation_id: str, public_ip: str, instance_id: Optional[str]
= None
) -> None:

Initializes the ElasticIp object.

:param allocation_id: The allocation ID of the Elastic IP.

:param public_ip: The public IP address of the Elastic IP.

:param instance_id: The ID of the associated EC2 instance, if any.
self.allocation_id = allocation_id

self.public_ip = public_ip

self.instance_id = instance_id

def __init_ (self, ec2_client: Any) -> None:

Initializes the ElasticIpWrapper with an EC2 client.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.
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self.ec2_client = ec2_client
self.elastic_ips: List[ElasticIpWrapper.ElasticIp] = []

@classmethod
def from_client(cls) -> "ElasticIpWrapper":

Creates an ElasticIpWrapper instance with a default EC2 client.

:return: An instance of ElasticIpWrapper initialized with the default EC2
client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)

def allocate(self) -> "ElasticIpWrapper.ElasticIp":
Allocates an Elastic IP address that can be associated with an Amazon EC2
instance. By using an Elastic IP address, you can keep the public IP
address
constant even when you restart the associated instance.

:return: The ElasticIp object for the newly created Elastic IP address.
:raises ClientError: If the allocation fails, such as reaching the
maximum limit of Elastic IPs.
try:
response = self.ec2_client.allocate_address(Domain="vpc")
elastic_ip = self.ElasticIp(
allocation_id=response["AllocationId"],
public_ip=response["PublicIp"]
)
self.elastic_ips.append(elastic_ip)
except ClientError as err:
if err.response["Error"]["Code"] == "AddressLimitExceeded":
logger.error(
"Max IP's reached. Release unused addresses or contact AWS
Support for an increase."
)
raise err
return elastic_ip
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def associate(
self, allocation_id: str, instance_id: str
) -> Union[Dict[str, Any], None]:
Associates an Elastic IP address with an instance. When this association
is
created, the Elastic IP's public IP address is immediately used as the
public
IP address of the associated instance.

:param allocation_id: The allocation ID of the Elastic IP.
:param instance_id: The ID of the Amazon EC2 instance.
:return: A response that contains the ID of the association, or None if
no Elastic IP is found.
:raises ClientError: If the association fails, such as when the instance
ID is not found.
elastic_ip = self.get_elastic_ip_by_allocation(self.elastic_ips,
allocation_id)
if elastic_ip is None:
logger.info(f"No Elastic IP found with allocation ID
{allocation_id}.")
return None

try:
response = self.ec2_client.associate_address(
AllocationId=allocation_id, Instanceld=instance_id
)
elastic_ip.instance_id = (
instance_id # Track the instance associated with this Elastic
IP.
)
except ClientError as err:
if err.response["Error"]["Code"] == "InvalidInstanceID.NotFound":
logger.error(
f"Failed to associate Elastic IP {allocation_id} with
{instance_id} "
"because the specified instance ID does not exist or has not
propagated fully. "
"Verify the instance ID and try again, or wait a few moments
before attempting to "
"associate the Elastic IP address."

raise
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return response

def disassociate(self, allocation_id: str) -> None:
Removes an association between an Elastic IP address and an instance.
When the

association is removed, the instance is assigned a new public IP address.

:param allocation_id: The allocation ID of the Elastic IP to
disassociate.
:raises ClientError: If the disassociation fails, such as when the
association ID is not found.
elastic_ip = self.get_elastic_ip_by_allocation(self.elastic_ips,
allocation_id)
if elastic_ip is None or elastic_ip.instance_id is None:
logger.info(
f"No association found for Elastic IP with allocation ID
{allocation_id}."
)

return

try:
# Retrieve the association ID before disassociating
response =
self.ec2_client.describe_addresses(AllocationIds=[allocation_id])
association_id = response["Addresses"][0@].get("AssociationId")

if association_id:

self.ec2_client.disassociate_address(AssociationId=association_id)
elastic_ip.instance_id = None # Remove the instance association
else:
logger.info(
f"No Association ID found for Elastic IP with allocation ID
{allocation_id}."

)

except ClientError as err:
if err.response["Error"]["Code"] == "InvalidAssociationID.NotFound":
logger.errox(
f"Failed to disassociate Elastic IP {allocation_id} "
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"because the specified association ID for the Elastic IP
address was not found. "
"Verify the association ID and ensure the Elastic IP is

currently associated with a
"resource before attempting to disassociate it."

raise

def release(self, allocation_id: str) -> None:
Releases an Elastic IP address. After the Elastic IP address is released,
it can no longer be used.

:param allocation_id: The allocation ID of the Elastic IP to release.
:raises ClientError: If the release fails, such as when the Elastic IP
address is not found.
elastic_ip = self.get_elastic_ip_by_allocation(self.elastic_ips,
allocation_id)
if elastic_ip is None:
logger.info(f"No Elastic IP found with allocation ID
{allocation_id}.")
return

try:
self.ec2_client.release_address(AllocationId=allocation_id)
self.elastic_ips.remove(elastic_ip) # Remove the Elastic IP from the

list
except ClientError as err:
if err.response["Error"]["Code"] == "InvalidAddress.NotFound":
logger.errox(
f"Failed to release Elastic IP address {allocation_id} "
"because it could not be found. Verify the Elastic IP address
"and ensure it is allocated to your account in the correct
region "
"before attempting to release it."
)
raise
@staticmethod

def get_elastic_ip_by_allocation(
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elastic_ips: List["ElasticIpWrapper.ElasticIp"], allocation_id: str

) -> Optional["ElasticIpWrapper.ElasticIp"]:

Retrieves an Elastic IP object by its allocation ID from a given list of
Elastic IPs.

:param elastic_ips: A list of ElasticIp objects.

:param allocation_id: The allocation ID of the Elastic IP to retrieve.
:return: The ElasticIp object associated with the allocation ID, or None
if not found.

return next(

(ip for ip in elastic_ips if ip.allocation_id

== allocation_id), None

* Untuk detail API, lihat topik berikut di Referensi API AWS SDK for Python (Boto3).

AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlinstances

Startinstances

Pelajari dasar.dagtwmstances

262


https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/AllocateAddress
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/AssociateAddress
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/AuthorizeSecurityGroupIngress
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/CreateKeyPair
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/CreateSecurityGroup
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/DeleteKeyPair
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/DeleteSecurityGroup
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/DescribeImages
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https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/DescribeKeyPairs
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/DescribeSecurityGroups
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/DisassociateAddress
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/ReleaseAddress
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/RunInstances
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/StartInstances
https://docs.aws.amazon.com/goto/boto3/ec2-2016-11-15/StopInstances
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* Terminatelnstances

* Unmonitorinstances

Rust

SDK for Rust

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

EC2InstanceScenario Implementasinya berisi logika untuk menjalankan contoh secara
keseluruhan.

//! Scenario that uses the AWS SDK for Rust (the SDK) with Amazon Elastic Compute

Cloud
//' (Amazon EC2) to do the following:
/7

//! * Create a key pair that is used to secure SSH communication between your
computer and

//! an EC2 instance.

//! * Create a security group that acts as a virtual firewall for your EC2
instances to

//! control incoming and outgoing traffic.

//!' * Find an Amazon Machine Image (AMI) and a compatible instance type.

//! * Create an instance that is created from the instance type and AMI you
select, and

//! is configured to use the security group and key pair created in this
example.

//! * Stop and restart the instance.

//' * Create an Elastic IP address and associate it as a consistent IP address
for your instance.

//!' * Connect to your instance with SSH, using both its public IP address and
your Elastic IP

//! address.

//! * Clean up all of the resources created by this example.

use std::net::Ipv4Addr;
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use crate::{
ec2::{EC2Error, EC2},
getting_started::{key_pair::KeyPairManager, util::Util},
ssm: :SSM,

use aws_sdk_ssm: :types: :Parameter;

use super::{
elastic_ip::ElasticIpManager, instance::InstanceManager,
security_group: :SecurityGroupManager,
util::ScenarioImage,

i

pub struct Ec2InstanceScenario {
ec2: EC2,
ssm: SSM,
util: Util,

key_pair_manager: KeyPairManager,
security_group_manager: SecurityGroupManager,
instance_manager: InstanceManager,
elastic_ip_manager: ElasticIpManager,

impl Ec2InstanceScenario {
pub fn new(ec2: EC2, ssm: SSM, util: Util) -> Self {
Ec2InstanceScenario {
ec2,
ssm,
util,
key_pair_manager: Default::default(),
security_group_manager: Default::default(),
instance_manager: Default::default(),
elastic_ip_manager: Default::default(),

pub async fn run(&mut self) -> Result<(), EC2Error> {
self.create_and_list_key_pairs().await?;
self.create_security_group().await?;
self.create_instance().await?;
self.stop_and_start_instance().await?;
self.associate_elastic_ip().await?;
self.stop_and_start_instance().await?;
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0k(())
}
/// 1. Creates an RSA key pair and saves its private key data as a .pem file
in secure
/// temporary storage. The private key data is deleted after the example
completes.

/// 2. Optionally, lists the first five key pairs for the current account.
pub async fn create_and_list_key_pairs(&mut self) -> Result<(), EC2Error> {
println!( "Let's create an RSA key pair that you can be use to securely
connect to your EC2 instance.");

let key_name = self.util.prompt_key_name()?;

self.key_pair_manager
.create(&self.ec2, &self.util, key_name)
.await?;

println!(

"Created a key pair {} and saved the private key to {:?}.",
self.key_pair_manager

.key_paiz()

.key_name()

.ok_or_else(|| EC2Error::new('"No key name after creating key"))?,
self.key_pair_manager

.key_file_path()

.ok_or_else(|| EC2Error::new("No key file after creating key"))?

);

if self.util.should_list_key_pairs()? {
for pair in self.key_pair_manager.list(&self.ec2).await? {

println!(
"Found {:?} key {} with fingerprint:\t{:?}",
pair.key_type(),
pair.key_name().unwrap_or("Unknown"),
pair.key_fingerprint()

);

ok(())

/// 1. Creates a security group for the default VPC.
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/// 2. Adds an inbound rule to allow SSH. The SSH rule allows only

/// inbound traffic from the current computer’s public IPv4 address.

/// 3. Displays information about the security group.

///

/// This function uses <http://checkip.amazonaws.com> to get the current
public IP

/// address of the computer that is running the example. This method works in
most

/// cases. However, depending on how your computer connects to the internet,
you

/// might have to manually add your public IP address to the security group
by using

/// the AWS Management Console.
pub async fn create_security_group(&mut self) -> Result<(), EC2Error> {
println!("Let's create a security group to manage access to your
instance.");
let group_name = self.util.prompt_security_group_name()?;

self.security_group_manager
.create(
&self.ec2,
&group_name,
"Security group for example: get started with instances.",

)

.await?;

println!(
"Created security group {} in your default VPC {}.",
self.security_group_manager.group_name(),
self.security_group_manager
.vpc_id()
.unwrap_oxr (" (unknown vpc)")

);

let check_ip = self.util.do_get("https://checkip.amazonaws.com").await?;
let current_ip_address: Ipv4Addr = check_ip.trim().parse().map_err(|e| {
EC2Error: :new(format!(
"Failed to convert response {} to IP Address: {e:?}",
check_ip
))
1)7?;

println!("Your public IP address seems to be {current_ip_address}");
if self.util.should_add_to_security_group() {
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match self
.security_group_manager
.authorize_ingress(&self.ec2, current_ip_address)

.await
{
Ok(_) => println!("Security group rules updated"),
Err(err) => eprintln!("Couldn't update security group rules:
{err:?}"),
}
}

println!("{}", self.security_group_manager);

ok(())

/// 1. Gets a list of Amazon Linux 2 AMIs from AWS Systems Manager.
Specifying the

/// '/aws/service/ami-amazon-linux-latest' path returns only the latest
AMIs.

/// 2. Gets and displays information about the available AMIs and lets you
select one.

/// 3. Gets a list of instance types that are compatible with the selected
AMI and

/// lets you select one.

/// 4. Creates an instance with the previously created key pair and security
group,

/// and the selected AMI and instance type.

/// 5. Waits for the instance to be running and then displays its
information.

pub async fn create_instance(&mut self) -> Result<(), EC2Error> {

let ami = self.find_image().await?;

let instance_types = self
.ec?2
.list_instance_types(&ami.Q)
.await
.map_err(|e| e.add_message("Could not find instance types"))?;
println!(
"There are several instance types that support the {} architecture of
the image.",
ami.o
.architecture
.as_ref()
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.ok_or_else(|| EC2Error::new(format!("Missing architecture in
{:?3}", ami.0)))?
I

let instance_type = self.util.select_instance_type(instance_types)?;

println!("Creating your instance and waiting for it to start...");
self.instance_manager
.create(
&self.ec2,
ami.o
.image_id()
.ok_or_else(|| EC2Error::new("Could not find image ID"))?,
instance_type,
self.key_pair_manager.key_pair(),
self.security_group_manager
.security_group()
.map(|sg| vec![sgl])
.ok_or_else(|| EC2Error::new("Could not find security
group"))?,
)
.await
.map_err(|e| e.add_message('"Scenario failed to create instance"))?;

while let Err(err) = self
.ec2
.wait_for_instance_ready(self.instance_manager.instance_id(), None)

.await
{
println!("{err}");
if Iself.util.should_continue_waiting() {
return Err(err);
}
}

println!("Your instance is ready:\n{}", self.instance_manager);
self.display_ssh_info();
0k(())

async fn find_image(&mut self) -> Result<ScenarioImage, EC2Error> {

let params: Vec<Parameter> = self
.ssm
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.list_path("/aws/service/ami-amazon-linux-latest")

.await

.map_err(|e| e.add_message("Could not find parameters for available
images"))?

.into_iter()

.filter(|param| param.name().is_some_and(|name]|
name.contains("amzn2")))

.collect();
let amzn2_images: Vec<ScenarioImage> = self
.ec2
.list_images(params)
.await

.map_err(|e| e.add_message("Could not find images"))?

.into_iter()

.map(ScenarioImage: :from)

.collect();
println!("We will now create an instance from an Amazon Linux 2 AMI");
let ami = self.util.select_scenario_image(amzn2_images)?;
Ok(ami)

// 1. Stops the instance and waits for it to stop.

// 2. Starts the instance and waits for it to start.

// 3. Displays information about the instance.

// 4. Displays an SSH connection string. When an Elastic IP address is

associated
// with the instance, the IP address stays consistent when the instance
stops

// and starts.
pub async fn stop_and_start_instance(&self) -> Result<(), EC2Error> {
println!("Let's stop and start your instance to see what changes.");

println!("Stopping your instance and waiting until it's stopped...");
self.instance_manager.stop(&self.ec2).await?;
println!("Your instance is stopped. Restarting...");

self.instance_manager.start(&self.ec2).await?;
println!("Your instance is running.");
println!("{}", self.instance_manager);
if self.elastic_ip_manager.public_ip() == "0.0.0.0" {
println!("Every time your instance is restarted, its public IP
address changes.");
} else {
println!(
"Because you have associated an Elastic IP with your instance,
you can connect by using a consistent IP address after the instance restarts."
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);
}
self.display_ssh_info();

0k(())

/// 1. Allocates an Elastic IP address and associates it with the instance.
/// 2. Displays an SSH connection string that uses the Elastic IP address.
async fn associate_elastic_ip(&mut self) -> Result<(), EC2Error> {
self.elastic_ip_manager.allocate(&self.ec2).await?;
println!(
"Allocated static Elastic IP address: {}",
self.elastic_ip_manager.public_ip()

);

self.elastic_ip_manager
.associate(&self.ec2, self.instance_manager.instance_id())
.await?;
println!("Associated your Elastic IP with your instance.");
println!("You can now use SSH to connect to your instance by using the
Elastic IP.");
self.display_ssh_info();
0k(())

/// Displays an SSH connection string that can be used to connect to a
running
/// instance.
fn display_ssh_info(&self) {
let ip_addr = if self.elastic_ip_manager.has_allocation() {
self.elastic_ip_manager.public_ip()
} else {
self.instance_manager.instance_ip()
I
let key_file_path = self.key_pair_manager.key_file_path().unwrap();
println!("To connect, open another command prompt and run the following
command:");
println!("\nssh -i {} ec2-usere{ip_addr}\n", key_file_path.display());
let _ = self.util.enter_to_continue();

/// 1. Disassociate and delete the previously created Elastic IP.
/// 2. Terminate the previously created instance.
/// 3. Delete the previously created security group.
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/// 4. Delete the previously created key pair.
pub async fn clean_up(self) {
println!("Let's clean everything up. This example created these
resources:");
println!(
"\tKey pair: {}",
self.key_pair_manager

.key_paiz()
.key_name()
.unwrap_or (" (unknown key pair)")
);
println!(
"\tSecurity group: {}",
self.security_group_manager.group_name()
);
println!(
"\tInstance: {}",
self.instance_manager.instance_display_name()
);

if self.util.should_clean_resources() {
if let Err(err) = self.elastic_ip_manager.remove(&self.ec2).await {
eprintln! ("{err}")
}
if let Err(err) = self.instance_manager.delete(&self.ec2).await {
eprintln! ("{erx}")
}

if let Err(err) = self.security_group_manager.delete(&self.ec2).await

eprintln! ("{err}");
}
if let Err(err) = self.key_pair_manager.delete(&self.ec2,
&self.util).await {
eprintln! ("{err}");

}
} else {
println!("0k, not cleaning up any resources!");
}
}
}
pub async fn run(mut scenario: Ec2InstanceScenario) {
println!
T ");
println!(
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"Welcome to the Amazon Elastic Compute Cloud (Amazon EC2) get started

with instances demo."

);
println!
_______________________________________________________________________________ ");
if let Err(err) = scenario.run().await {

eprintln!("There was an error running the scenario: {err}")
}
println!
_______________________________________________________________________________ ");
scenario.clean_up().await;
println!("Thanks for running!");
println!
_______________________________________________________________________________ ");

Struct EC2 Impl berfungsi sebagai titik automock untuk pengujian, dan fungsinya membungkus
panggilan SDK. EC2

use std::{net::Ipv4Addr, time::Duration};

use aws_sdk_ec2::{

client::Waiters,

error: :ProvideErrorMetadata,

operation::{
allocate_address::AllocateAddressOutput,

associate_address: :AssociateAddressOutput,

3,
types::{
DomainType, Filter, Image, Instance, InstanceType, IpPermission, IpRange,

KeyPairInfo,

1Y

SecurityGroup, Tag,

1,
Client as EC2Client,

use aws_sdk_ssm::types: :Parameter;
use aws_smithy_runtime_api::client::waiters::error::WaiterError;
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#[cfg(test)]
use mockall: :automock;

#[cfg(not(test))]
pub use EC2Impl as EC2;

#[cfg(test)]
pub use MockEC2Impl as EC2;

#[derive(Clone)]
pub struct EC2Impl {
pub client: EC2Client,

#[cfg_attr(test, automock)]
impl EC2Impl {
pub fn new(client: EC2Client) -> Self {
EC2Impl { client }

pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {namel}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key
material"))?;
Ok((info, material))

pub async fn list_key_ pair(&self) -> Result<Vec<KeyPairInfo>, EC2Error> {
let output = self.client.describe_key_pairs().send().await?;
Ok(output.key_pairs.unwrap_or_default())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
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tracing::info!("Deleting key pair {key_name}");
self.client

.delete_key_pair()

.key_name(key_name)

.send()

.await?;

ok(())

pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {name}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
DS

tracing::info!("Created security group {name} as {group_id}");

Ok(group)

/// Find a single security group, by ID. Returns Err if multiple groups are
found.
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pub async fn describe_security_group(
&self,
group_id: &str,

) -> Result<Option<SecurityGroup>, EC2Error> {
let group_id: String = group_id.into();
let describe_output = self

.client
.describe_security_groups()
.group_ids(&group_id)
.send()

.await?;

let mut groups = describe_output.security_groups.unwrap_or_default();

match groups.len() {
® => 0k(None),
1 => Ok(Some(groups.remove(Q))),
_ => Err(EC2Error: :new(format!(

"Expected single group for {group_id}"
))),

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info!("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange::builder().cidr_ip(format!
("{ip}/32")).build())
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.build()
)
.collect(),
))
.send()
.await?;
0k(())

pub async fn delete_security_group(&self, group_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting security group {group_id}");

self.client
.delete_security_group()
.group_id(group_id)
.send()
.await?;

0k(())

pub async fn list_images(&self, ids: Vec<Parameter>) -> Result<Vec<Image>,
EC2Error> {

let image_ids = ids.into_iter().filter_map(|p| p.value).collect();

let output = self
.client
.describe_images()
.set_image_ids(Some(image_ids))
.send()
.await?;

let images = output.images.unwrap_or_default();
if images.is_empty() {

Err(EC2Error::new("No images for selected AMIs"))
} else {

Ok (images)

/// List instance types that match an image's architecture and are free tier
eligible.
pub async fn list_instance_types(&self, image: &Image) ->
Result<Vec<InstanceType>, EC2Error> {
let architecture = format!(

"{3",
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image.architecture().ok_or_else(|| EC2Error::new(format!(
"Image {:?} does not have a listed architecture",
image.image_id()

)))?

);

let free_tier_eligible_filter = Filter::buildex()
.name("free-tier-eligible")
.values("false")
.build();

let supported_architecture_filter = Filter::buildex()
.name("processor-info.supported-architecture")
.values(architecture)
.build();

let response = self
.client
.describe_instance_types()
.filters(free_tier_eligible_filter)
.filters(supported_architecture_filter)
.send()
.await?;

Ok(response
.instance_types
.unwrap_or_default()
.into_iter()
filter_map(|iti| iti.instance_type)
.collect())

pub async fn create_instance<'a>(

&self,

image_id: &'a str,

instance_type: InstanceType,

key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,

) -> Result<String, EC2Error> {

let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
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.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())
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/// Wait for an instance to be ready and status ok (default wait 60 seconds)
pub async fn wait_for_instance_ready(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_status_ok()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to start.",
exceeded.max_wait().as_secs()
)),
_ => EC2Error::from(err),
1)?;
0k(())

pub async fn describe_instance(&self, instance_id: &str) -> Result<Instance,
EC2Error> {
let response = self

.client

.describe_instances()

.instance_ids(instance_id)

.send()

.await?;

let instance = response

.reservations()

first()

.ok_or_else(|| EC2Error::new(format!("No instance reservations for
{instance_id}")))?

.instances()

first()

.ok_or_else(]|| {

EC2Error::new(format!("No instances in reservation for

{instance_id}"))

17;

Ok(instance.clone())
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}

pub

pub

pub

async fn start_instance(&self, instance_id: &str) -> Result<(), EC2Error>
tracing::info!("Starting instance {instance_id}");
self.client

.start_instances()

.instance_ids(instance_id)

.send()

.await?;

tracing::info!("Started instance.");

ok(())

async fn stop_instance(&self, instance_id: &str) -> Result<(), EC2Error>
tracing::info!("Stopping instance {instance_id}");
self.client
.stop_instances()
.instance_ids(instance_id)
.send()
.await?;
self.wait_for_instance_stopped(instance_id, None).await?;

tracing::info!("Stopped instance.");

0k(())

async fn reboot_instance(&self, instance_id: &str) -> Result<(),

EC2Error> {

tracing::info!("Rebooting instance {instance_id}");

self.client
.reboot_instances()
.instance_ids(instance_id)
.send()
.await?;
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ok(())

pub async fn wait_for_instance_stopped(
&self,
instance_id: &str,
duration: Option<Duration>,
) -> Result<(), EC2Error> {
self.client
.wait_until_instance_stopped()
.instance_ids(instance_id)
.wait(duration.unwrap_or(Duration::from_secs(60)))
.await
.map_err(|err| match err {
WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to stop.",
exceeded.max_wait().as_secs(),
)),
_ => EC2Error::from(err),
DS
0k(())

pub async fn delete_instance(&self, instance_id: &str) -> Result<(),
EC2Error> {

tracing::info!("Deleting instance with id {instance_id}");
self.stop_instance(instance_id).await?;
self.client

.terminate_instances()

.instance_ids(instance_id)

.send()

.await?;
self.wait_for_instance_terminated(instance_id).await?;
tracing::info!("Terminated instance with id {instance_id}");

ok(())

async fn wait_for_instance_terminated(&self, instance_id: &str) -> Result<(),
EC2Error> {
self.client
.wait_until_instance_terminated()
.instance_ids(instance_id)
.wait(Duration::from_secs(60))
.await
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.map_err(|err| match err {

WaiterError: :ExceededMaxWait(exceeded) => EC2Error(format!(
"Exceeded max time ({}s) waiting for instance to terminate.",
exceeded.max_wait().as_secs(),

)),

_ => EC2Error::from(err),

1)7?;
0k(())

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {

self.client
.allocate_address()
.domain(DomainType: :Vpc)
.send()
.await
.map_err(EC2Error::from)

pub async fn deallocate_ip_address(&self, allocation_id: &str) -> Result<(),
EC2Error> {
self.client
.release_address()
.allocation_id(allocation_id)
.send()
.await?;

0k(())

pub async fn associate_ip_address(
&self,
allocation_id: &str,
instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {
let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;
Ok(response)
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pub async fn disassociate_ip_address(&self, association_id: &str) ->
Result<(), EC2Error> {
self.client
.disassociate_address()
.association_id(association_id)

.send()
.await?;
0k(())
}
}
#[derive(Debug)]

pub struct EC2Error(String);
impl EC2Error {
pub fn new(value: impl Into<String>) -> Self {
EC2Error(value.into())

pub fn add_message(self, message: impl Into<String>) -> Self {
EC2Error(format!("{}: {}", message.into(), self.0Q))

impl<T: ProvideErrorMetadata> From<T> for EC2Error {
fn from(value: T) -> Self {
EC2Error(format!(

"3 {37,

value
.code()
.map(String::from)
.unwrap_or("unknown code".into()),

value
.message()
.map(String::from)
.unwrap_or("missing reason".into()),

)

impl std::error::Error for EC2Error {3}

impl std::fmt::Display for EC2Error {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
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write!(f, "{}", self.0)

Struct SSM berfungsi sebagai titik automock untuk pengujian, dan fungsinya membungkus
panggilan SSM SDK.

use aws_sdk_ssm::{types::Parameter, Client};
use aws_smithy_async::future::pagination_stream::TryFlatMap;

use crate::ec2::EC2Error;

#[cfg(test)]
use mockall: :automock;

#[cfg(not(test))]
pub use SSMImpl as SSM;

#[cfg(test)]
pub use MockSSMImpl as SSM;

pub struct SSMImpl {
inner: Client,

#[cfg_attr(test, automock)]
impl SSMImpl {
pub fn new(inner: Client) -> Self {
SSMImpl { inner }

pub async fn list_path(&self, path: &str) -> Result<Vec<Parameter>, EC2Error>

let maybe_params: Vec<Result<Parameter, _>> = TryFlatMap: :new(
self.inner
.get_parameters_by_path()
.path(path)
.into_paginator()
.send(),
)

.flat_map(|item| item.parameters.unwrap_or_default())
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.collect()
.await;
// Fail on the first error
let params = maybe_params
.into_iter()
.collect::<Result<Vec<Parameter>, _>>()7?;
Ok(params)

Skenario ini menggunakan beberapa struct gaya “Manajer” untuk menangani akses ke sumber
daya yang dibuat dan dihapus di seluruh skenario.

use aws_sdk_ec2::operation::{
allocate_address::AllocateAddressOutput,
associate_address::AssociateAddressOutput,

};
use crate::ec2::{EC2Error, EC2};

/// ElasticIpManager tracks the lifecycle of a public IP address, including its
/// allocation from the global pool and association with a specific instance.
#[derive(Debug, Default)]
pub struct ElasticIpManager {

elastic_ip: Option<AllocateAddressOutput>,

association: Option<AssociateAddressOutput>,

impl ElasticIpManager {
pub fn has_allocation(&self) -> bool {
self.elastic_ip.is_some()

pub fn public_ip(&self) -> &str {
if let Some(allocation) = &self.elastic_ip {
if let Some(addr) = allocation.public_ip() {
return addr;

}
"0.0.0.0"
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pub async fn allocate(&mut self, ec2: &EC2) -> Result<(), EC2Error> {
let allocation = ec2.allocate_ip_address().await?;
self.elastic_ip = Some(allocation);

ok(())

pub async fn associate(&mut self, ec2: &EC2, instance_id: &str) -> Result<(),
EC2Error> {
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {

let association = ec2.associate_ip_address(allocation_id,
instance_id).await?;

self.association = Some(association);

return 0k(());

}

Err(EC2Error::new("No ip address allocation to associate"))

pub async fn remove(mut self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(association) = &self.association {
if let Some(association_id) = association.association_id() {
ec2.disassociate_ip_address(association_id).await?;

}

self.association = None;
if let Some(allocation) = &self.elastic_ip {
if let Some(allocation_id) = allocation.allocation_id() {
ec2.deallocate_ip_address(allocation_id).await?;

}

self.elastic_ip = None;

0k(())

use std::fmt::Display;
use aws_sdk_ec2::types::{Instance, InstanceType, KeyPairInfo, SecurityGroup};

use crate::ec2::{EC2Error, EC2};
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/// InstanceManager wraps the lifecycle of an EC2 Instance.
#[derive(Debug, Default)]
pub struct InstanceManager {

instance: Option<Instance>,

impl InstanceManager {
pub fn instance_id(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(id) = instance.instance_id() {
return id;

}

"Unknown"

pub fn instance_name(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(tag) = instance.tags().iter().find(|e| e.key() ==
Some("Name")) {
if let Some(value) = tag.value() {
return value;

}

"Unknown"

pub fn instance_ip(&self) -> &str {
if let Some(instance) = &self.instance {
if let Some(public_ip_address) = instance.public_ip_address() {
return public_ip_address;

3
"0.0.0.0"

pub fn instance_display_name(&self) -> String {
format! ("{} ({})", self.instance_name(), self.instance_id())

/// Create an EC2 instance with the given ID on a given type, using a
/// generated KeyPair and applying a list of security groups.
pub async fn create(
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&mut self,

ec2: &EC2,

image_id: &str,

instance_type: InstanceType,

key_pair: &KeyPairInfo,

security_groups: Vec<&SecurityGroup>,

) -> Result<(), EC2Error> {

let instance_id = ec2
.create_instance(image_id, instance_type, key_pair, security_groups)
.await?;

let instance = ec2.describe_instance(&instance_id).await?;

self.instance = Some(instance);

ok(())

/// Start the managed EC2 instance, if present.
pub async fn start(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.start_instance(self.instance_id()).await?;
}
0k(())

/// Stop the managed EC2 instance, if present.
pub async fn stop(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.stop_instance(self.instance_id()).await?;
}
0k(())

pub async fn reboot(&self, ec2: &EC2) -> Result<(), EC2Error> {
if self.instance.is_some() {
ec2.reboot_instance(self.instance_id()).await?;
ec2.wait_for_instance_stopped(self.instance_id(), None)
.await?;
ec2.wait_for_instance_ready(self.instance_id(), None)
.await?;
}
0k(())

/// Terminate and delete the managed EC2 instance, if present.
pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
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if self.instance.is_some() {
ec2.delete_instance(self.instance_id()).await?;

}

0k(())

impl Display for InstanceManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
if let Some(instance) = &self.instance {
writeln!(f, "\tID: {3}",
instance.instance_id().unwrap_oxr("(Unknown)"))?;
writeln!(
T,
"\tImage ID: {}",
instance.image_id().unwrap_or("(Unknown)")

)?;
writeln!(
f,
"\tInstance type: {}",
instance
.instance_type()
.map(|it]| format!("{it}"))
.unwrap_or("(Unknown)".to_string())
)?;
writeln!(
f,

"\tKey name: {}",
instance.key_name().unwrap_or("(Unknown)")

VE?

writeln!(f, "\tVPC ID: {}",

instance.vpc_id().unwrap_oxr (" (Unknown)"))?;

writeln!(
T,
"\tPublic IP: {}",
instance.public_ip_address().unwrap_or("(Unknown)")

P
let instance_state = instance
.state
.as_ref()
-map(|is| {
is.name()

.map(|isn| format!("{isn}"))
.unwrap_or("(Unknown)".to_string())
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)
.unwrap_or("(Unknown)".to_string());
writeln!(f, "\tState: {instance_state}")?;
} else {
writeln!(f, "\tNo loaded instance")?;

}
ok(())

use std::{env, path::PathBuf};

use aws_sdk_ec2::types::KeyPairInfo;
use crate::ec2::{EC2Error, EC2};

use super::util::Util;

/// KeyPairManager tracks a KeyPairInfo and the path the private key has been
/// written to, if it's been created.
#[derive(Debug)]
pub struct KeyPairManager {
key_pair: KeyPairInfo,
key_file_path: Option<PathBuf>,
key_file_dir: PathBuf,

impl KeyPairManager {
pub fn new() -> Self {
Self::default()

pub fn key_pair(&self) -> &KeyPairInfo {
&self.key_pair

pub fn key_file_path(&self) -> Option<&PathBuf> {
self.key_file_path.as_ref()

pub fn key_file_dir(&self) -> &PathBuf {
&self.key_file_dir
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/// Creates a key pair that can be used to securely connect to an EC2

instance.

/// The returned key pair contains private key information that cannot be
retrieved

/// again. The private key data is stored as a .pem file.

///

/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_name}"))

DS
let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.

self.key_file_path = Some(path.clone());

self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok (key_pair)

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?3})");

}
ok(())
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pub async fn list(&self, ec2: &EC2) -> Result<Vec<KeyPairInfo>, EC2Error> {
ec2.list_key_pair().await

impl Default for KeyPairManager {
fn default() -> Self {
KeyPairManager {
key_pair: KeyPairInfo::builder().build(),
key_file_path: Default::default(),
key_file_dir: env::temp_dir(),

use std::net::Ipv4Addr;
use aws_sdk_ec2::types::SecurityGroup;
use crate::ec2::{EC2Error, EC2};

/// SecurityGroupManager tracks the lifecycle of a SecurityGroup for an instance,
/// including adding a rule to allow SSH from a public IP address.
#[derive(Debug, Default)]
pub struct SecurityGroupManager {

group_name: String,

group_description: String,

security_group: Option<SecurityGroup>,

impl SecurityGroupManager {

pub async fn create(
&mut self,
ec2: &EC2,
group_name: &str,
group_description: &str,

) -> Result<(), EC2Error> {
self.group_name = group_name.into();
self.group_description = group_description.into();

self.security_group = Some(
ec2.create_security_group(group_name, group_description)
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.await
.map_err(|e| e.add_message("Couldn't create security group"))?,

);

ok(())

pub async fn authorize_ingress(&self, ec2: &EC2, ip_address: Ipv4Addr) ->
Result<(), EC2Error> {
if let Some(sg) = &self.security_group {

ec2.authorize_security_group_ssh_ingress(

sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

vec![ip_address],

)

.await?;

i

ok(())

pub async fn delete(self, ec2: &EC2) -> Result<(), EC2Error> {
if let Some(sg) = &self.security_group {
ec2.delete_security_group(
sg.group_id()
.ok_or_else(|| EC2Error::new("Missing security group ID"))?,

)
.await?;

i

ok(())

pub fn group_name(&self) -> &str {
&self.group_name

pub fn vpc_id(&self) -> Option<&str> {
self.security_group.as_ref().and_then(]|sg| sg.vpc_id())

pub fn security_group(&self) -> Option<&SecurityGroup> {
self.security_group.as_ref()
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}

impl std::fmt::Display for SecurityGroupManager {
fn fmt(&self, f: &mut std::fmt::Formatter<'_>) -> std::fmt::Result {
match &self.security_group {
Some(sg) => {
writeln!(
T,
"Security group: {}",
sg.group_name().unwrap_or (" (unknown group)")
)?;
writeln!(f, "\tID: {3}", sg.group_id().unwrap_or("(unknown group
id)"))?;
writeln!(f, "\tVPC: {3}", sg.vpc_id().unwrap_or("(unknown group
vpc)"))?;
if !sg.ip_permissions().is_empty() {
writeln!(f, "\tInbound Permissions:")?;
for permission in sg.ip_permissions() {
writeln!(f, "\t\t{permission:?}")?;

}
0k(())
}

None => writeln!(f, "No security group loaded."),

Titik masuk utama untuk skenario.

use ec2_code_examples::{
ec2::EC2,
getting_started::{
scenario::{run, Ec2InstanceScenario},
util::UtilImpl,
},
ssm: :SSM,
};

#[tokio::main]
async fn main() {
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» Untuk detail API, lihat topik berikut di Referensi API AWS SDK for Rust.

tracing_subscriber::fmt::init();

let
let

sdk_config = aws_config::load_from_env().await;
ec2 = EC2::new(aws_sdk_ec2::Client: :new(&sdk_config));

let ssm = SSM::new(aws_sdk_ssm::Client: :new(&sdk_config));
let util = UtilImpl {3};
let scenario = Ec2InstanceScenario::new(ec2, ssm, util);

run(scenario).await;

AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlinstances

Startinstances

Stoplnstances

Terminatelnstances

Unmonitorinstances
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Swift

SDK para Swift

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

Package.swiftFile.

// swift-tools-version: 5.9

//

// The swift-tools-version declares the minimum version of Swift required to
// build this package.

import PackageDescription

let package = Package(
name: "ec2-scenario",
// Let Xcode know the minimum Apple platforms supported.
platforms: [
.mac0S(.v13),
.10S(.v15)
1,
dependencies: [
// Dependencies declare other packages that this package depends on.
.package(
url: "https://github.com/awslabs/aws-sdk-swift",
from: "1.4.0"),
.package(
url: "https://github.com/apple/swift-argument-parser.git",
branch: "main"

1,
targets: [
// Targets are the basic building blocks of a package, defining a module
or a test suite.
// Targets can depend on other targets in this package and products
// from dependencies.
.executableTarget(
name: "ec2-scenario",
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dependencies: [
.product(name: "AWSEC2", package: "aws-sdk-swift"),
.product(name: "AWSSSM", package: "aws-sdk-swift"),
.product(name: "ArgumentParser", package: "swift-argument-
parser")

1,

path: "Sources")

entry.swiftFile.

// An example that shows how to use the AWS SDK for Swift to perform a variety
// of operations using Amazon Elastic Compute Cloud (EC2).
//

import ArgumentParser
import Foundation
import AWSEC2

// Allow waiters to be used.

import class SmithyWaitersAPI.Waiter
import struct SmithyWaitersAPI.WaiterOptions

import AWSSSM

struct ExampleCommand: ParsableCommand {
@Option(help: "The AWS Region to run AWS API calls in.")
var awsRegion = "us-east-1"

@Option(
help: ArgumentHelp("The level of logging for the Swift SDK to perform."),
completion: .list([
"critical",
"debug",
"error",
"info",
"notice",
"trace",
"warning"
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1D

)

var logLevel: String = "error"

static var configuration = CommandConfiguration(
commandName: "ec2-scenario",

abstract:

Performs various operations to demonstrate the use of Amazon EC2 using
the

AWS SDK for Swift.

mmn
’

discussion:

/// Called by " "main() " to run the bulk of the example.
func runAsync() async throws {
let ssmConfig = try await SSMClient.SSMClientConfiguration(region:
awsRegion)
let ssmClient

SSMClient(config: ssmConfig)

let ec2Config
awsRegion)
let ec2Client

try await EC2Client.EC2ClientConfiguration(region:

EC2Client(config: ec2Config)

let example = Example(ec2Client: ec2Client, ssmClient: ssmClient)

await example.zrun()

class Example {
let ec2Client: EC2Client
let ssmClient: SSMClient

// Storage for AWS EC2 properties.

var keyName: String? = nil

var securityGroupId: String? = nil
var instanceld: String? = nil

var allocationId: String? = nil
var associationId: String? = nil

init(ec2Client: EC2Client, ssmClient: SSMClient) {

Pelajari dasar-dasarnya 298



Amazon Elastic Compute Cloud Panduan Developerr

self.ec2Client ec2Client
self.ssmClient = ssmClient

/// The example's main body.
func run() async {

// 1. Create an RSA key pair, saving the private key as a ".pem’ file.
// Create a “defer’ block that will delete the private key when the
// program exits.

print("Creating an RSA key pair...")

keyName = self.tempName(prefix: "ExampleKeyName")
let keyUrl = await self.createKeyPair(name: keyName!)

guard let keyUrl else {
print("*** Failed to create the key pair!")
return

print("Created the private key at: \(keyUrl.absoluteString)")

// Schedule deleting the private key file to occur automatically when
// the program exits, no matter how it exits.

defer {
do {
try FileManager.default.removeItem(at: keyUrl)
} catch {
print("*** Failed to delete the private key at

\(keyUrl.absoluteString)")

}
}
//::===================================================================
// 2. List the key pairs by calling ‘DescribeKeyPairs"
//::===================================================================
print("Describing available key pairs...")

await self.describeKeyPairs()
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Swift"

// 3. Create a security group for the default VPC, and add an inbound
// rule to allow SSH from the current computer's public IPv4
// address.

print("Creating the security group...")

let secGroupName = self.tempName(prefix: "ExampleSecurityGroup")
let ipAddress = self.getMyIPAddress()

guard let ipAddress else {
print("*** Unable to get the device's IP address.")
return

print("IP address is: \(ipAddress)")

securityGroupId = await self.createSecurityGroup(

name: secGroupName,
description: "An example security group created using the AWS SDK for

if securityGroupId == nil {
await cleanUp()
return

print("Created security group: \(securityGroupId ?? "<unknown>")")

if !(await self.authorizeSecurityGroupIngress(groupId: securityGroupId!,

ipAddress: ipAddress)) {

await cleanUp()

return
}
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
// 4. Display security group information for the new security group
// using DescribeSecurityGroups.
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

if !(await self.describeSecurityGroups(groupId: securityGroupId!)) {
await cleanUp()
return
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// 5. Get a list of Amazon Linux 2023 AMIs and pick one (SSM is the
// best practice), using path and then filter the list after the
// fact to include "al2023" in the Name field

// (ssm.GetParametersByPath). Paginate to get all images.

print("Searching available images for Amazon Linux 2023 images...")

let options = await self.findAMIsMatchingFilter("al2023")

// 6. The information in the AMI options isn't great, so make a list
// of the image IDs (the "Value" field in the AMI options) and get

// more information about them from EC2. Display the Description

// field and select one of them (Describelmages with Imagelds

// filter).
//====================sssssssssssssssssssssssssssssssssssssssssssssssss

print("Images matching Amazon Linux 2023:")

var imagelds: [String] = []
for option in options {
guard let id = option.value else {
continue

}
imagelds.append(id)

let images = await self.describeImages(imagelds)

// This is where you would normally let the user choose which AMI to
// use. However, for this example, we're just going to use the first
// one, whatever it is.

let chosenImage = images[0]

// 7. Get a list of instance types that are compatible with the

// selected AMI's architecture (such as "x86_64") and are either
// small or micro. Select one (DescribelnstanceTypes).
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print("Getting the instance types compatible with the selected image...")

guard let arch = chosenImage.architecture else {
print("*** The selected image doesn't have a valid architecture.")
await cleanUp()
return

let imageTypes = await self.getMatchingInstanceTypes(architecture: arch)

for type in imageTypes {
guard let instanceType = type.instanceType else {
continue

}
print(" \(instanceType.rawValue)")

// This example selects the first returned instance type. A real-world
// application would probably ask the user to select one here.

let chosenInstanceType = imageTypes[0]

//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
// 8. Create an instance with the key pair, security group, AMI, and
// instance type (RunInstances).
//:::==================================================================
print("Creating an instance...")

guard let imageld = chosenImage.imageld else {
print("*** Cannot start image without a valid image ID.")
await cleanUp()
return

}

guard let instanceType = chosenInstanceType.instanceType else {
print("*** Unable to start image without a valid image type.")
await cleanUp()
return

let instance = await self.runInstance(
imageId: imageld,
instanceType: instanceType,
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keyPairName: keyName!,
securityGroups: [securityGroupId!]

guard let instance else {
await cleanUp()
return

instanceld = instance.instanceld

if instanceld == nil {
print("*** Instance is missing an ID. Canceling.")
await cleanUp()

return
}
//::===================================================================
// 9. Wait for the instance to be ready and then display its
// information (DescribeInstances).
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
print("Waiting a few seconds to let the instance come up...")
do {

try await Task.sleep(for: .seconds(20))
} catch {

print("*** Error pausing the task.")
}
print("Success! Your new instance is ready:")
//::===================================================================
// 1@. Display SSH connection info for the instance.
//::===================================================================

var runningInstance = await self.describelInstance(instanceld:
instanceld!)

if (runningInstance != nil) && (runningInstance!.publicIpAddress != nil)

print("\nYou can SSH to this instance using the following command:")
print("ssh -i \(keyUrl.path) ec2-user@
\(runningInstance!.publicIpAddress!)")
}
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print("Stopping the instance...")

if !(await self.stopInstance(instanceld: instanceld!, waitUntilStopped:

true)) {
await cleanUp()
return
}
/=== ==mmmm e e e e e e e e e e
// 12. Start the instance and wait for it to start (StartInstances).
/=== ==mmmm e e e e e e e e e e
print("Starting the instance again...")
if !'(await self.startInstance(instanceld: instanceld!, waitUntilStarted:
true)) {
await cleanUp()
return
}
/=== ==mmmm e e e e e e e e e e
// 13. Display SSH connection info for the instance. Note that it's
// changed.
//====================sssssssssssssssssssssssssssssssssssssssssssssssss
runningInstance = await self.describeInstance(instanceId: instanceId!)
if (runningInstance != nil) && (runningInstance!.publicIpAddress != nil)
{
print("\nYou can SSH to this instance using the following command.")
print("This is probably different from when the instance was running
before.™")

print("ssh -i \(keyUrl.path) ec2-user@

\(runningInstance!.publicIpAddress!)")

}
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
// 14. Allocate an elastic IP and associate it with the instance

// (AllocateAddress and AssociateAddress).
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::
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allocationId = await self.allocateAddress()

if allocationId == nil {
await cleanUp()
return

associationId = await self.associateAddress(instanceld: instanceld!,
allocationId: allocationId)

if associationId == nil {
await cleanUp()
return
}
e e e e e e e e e e e s
// 15. Display SSH connection info for the connection. Note that the
// public IP is now the Elastic IP, which stays constant.
/=== ==mmmm e e e e e e e e e e

runningInstance = await self.describeInstance(instanceId: instanceld!)
if (runningInstance != nil) && (runningInstance!.publicIpAddress != nil)

print("\nYou can SSH to this instance using the following command.")

print("This has changed again, and is now the Elastic IP.")

print("ssh -i \(keyUrl.path) ec2-user@
\(runningInstance!.publicIpAddress!)")

await cleanUp()

/// Clean up by discarding and closing down all allocated EC2 items:
///

/// * Elastic IP allocation and association

/// * Terminate the instance

/// * Delete the security group

/// * Delete the key pair

func cleanUp() async {
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// 16. Disassociate and delete the Elastic IP (DisassociateAddress and
// ReleaseAddress).

if associationId != nil {
await self.disassociateAddress(associationId: associationId!)

if allocationId != nil {
await self.releaseAddress(allocationId: allocationId!)

}
//:====================================================================
// 17. Terminate the instance and wait for it to terminate

// (TerminateInstances).
//:::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::::

if instanceld != nil {
print("Terminating the instance...")
_ = await self.terminateInstance(instanceld: instancelId!,

waitUntilTerminated: true)

if securityGroupId != nil {
print("Deleting the security group...")
_ = await self.deleteSecurityGroup(groupId: securityGroupId!)

if keyName != nil {
print("Deleting the key pair...")
_ = await self.deleteKeyPair(keyPair: keyName!)

/// Create a new RSA key pair and save the private key to a randomly-named
/// file in the temporary directory.
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/// - Parameter name: The name of the key pair to create.
///
/// - Returns: The URL of the newly created ".pem’ file or 'nil" if unable
/// to create the key pair.
func createKeyPair(name: String) async -> URL? {
do {
let output = try await ec2Client.createKeyPair(
input: CreateKeyPairInput(
keyName: name

guard let keyMaterial = output.keyMaterial else {
return nil

// Build the URL of the temporary private key file.

let fileURL = URL.temporaryDirectory
.appendingPathComponent(name)
.appendingPathExtension("pem")

do {
try keyMaterial.write(to: fileURL, atomically: true, encoding:
String.Encoding.utf8)
return fileURL
} catch {
print("*** Failed to write the private key.")
return nil
}
} catch {
print("*** Unable to create the key pair.")
return nil

/// Describe the key pairs associated with the user by outputting each key
/// pair's name and fingerprint.
func describeKeyPairs() async {
do {
let output = try await ec2Client.describeKeyPairs(
input: DescribeKeyPairsInput()
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guard let keyPairs = output.keyPairs else {
print("*** No key pairs list available.")

return
}
for keyPair in keyPairs {
print(keyPair.keyName ?7? "<unknown>", ":",
keyPair.keyFingerprint ?? "<unknown>")
}
} catch {
print("*** Error: Unable to obtain a key pair list.")
}
}
/// Delete an EC2 key pair.
///
/// - Parameter keyPair: The name of the key pair to delete.
///

/// - Returns: “true’ if the key pair is deleted successfully; otherwise
/// “false'.
func deleteKeyPair(keyPair: String) async -> Bool {
do {
= try await ec2Client.deleteKeyPair(
input: DeleteKeyPairInput(
keyName: keyPair

return true
} catch {
print("*** Error deleting the key pair:
\(error.localizedDescription)")
return false

/// Return a list of AMI names that contain the specified string.
///

/// - Parameter filter: A string that must be contained in all returned
///  AMI names.
///

/// - Returns: An array of the parameters matching the specified substring.
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func findAMIsMatchingFilter(_ filter: String) async ->
[SSMClientTypes.Parameter] {
var parameterlList: [SSMClientTypes.Parameter] = []
var matchingAMIs: [SSMClientTypes.Parameter] = []

do {
let pages = ssmClient.getParametersByPathPaginated(
input: GetParametersByPathInput(
path: "/aws/service/ami-amazon-linux-latest"

for try await page in pages {
guard let parameters = page.parameters else {
return matchingAMIs

for parameter in parameters {
parameterList.append(parameter)

print("Found \(parameterList.count) images total:")
for parameter in parameterlList {
guard let name = parameter.name else {
continue
}
print(" \(name)")

if name.contains(filter) {
matchingAMIs.append(parameter)

}
} catch {
return matchingAMIs

return matchingAMIs

/// Return a list of instance types matching the specified architecture
/// and instance sizes.

///
/// - Parameters:
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/// - architecture: The architecture of the instance types to return, as
/// a member of “EC2ClientTypes.ArchitectureValues'.

/// - sizes: An array of one or more strings identifying sizes of

/// instance type to accept.

///

/// - Returns: An array of "EC2ClientTypes.InstanceTypeInfo' records
/// describing the instance types matching the given requirements.
func getMatchingInstanceTypes(architecture: EC2ClientTypes.ArchitectureValues
= EC2ClientTypes.ArchitectureValues.x8664,
sizes: [String] = ["*.micro", "*.small"]) async
-> [EC2ClientTypes.InstanceTypelnfo] {
var instanceTypes: [EC2ClientTypes.InstanceTypelnfo] = []

let archFilter = EC2ClientTypes.Filter(
name: "processor-info.supported-architecture",
values: [architecture.rawValue]

let sizeFilter = EC2ClientTypes.Filter(
name: "instance-type",
values: sizes

)
do {
let pages = ec2Client.describelInstanceTypesPaginated(
input: DescribelInstanceTypesInput(
filters: [archFilter, sizeFilter]
)
)
for try await page in pages {
guard let types = page.instanceTypes else {
return []
}
instanceTypes += types
}
} catch {
print("*** Error getting image types: \(error.localizedDescription)")
return []
}

return instanceTypes
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/// Get the latest information about the specified instance and output it
/// to the screen, returning the instance details to the caller.

///

/// - Parameters:

/// - instanceld: The ID of the instance to provide details about.
/// - stateFilter: The state to require the instance to be in.
///

/// - Returns: The instance's details as an "EC2ClientTypes.Instance  object.
func describeInstance(instanceId: String,

stateFilter: EC2ClientTypes.InstanceStateName? =

EC2ClientTypes.InstanceStateName.running) async
-> EC2ClientTypes.Instance? {
do {
let pages = ec2Client.describeInstancesPaginated(
input: DescribelInstancesInput(
instancelds: [instanceId]

for try await page in pages {
guard let reservations = page.reservations else {
continue

for reservation in reservations {
guard let instances = reservation.instances else {
continue

for instance in instances {
guard let state = instance.state else {
print("*** Instance is missing its state...")
continue

}

let instanceState = state.name

if stateFilter != nil && (instanceState != stateFilter) {

continue

}

let instanceTypeName: String

if instance.instanceType == nil {
instanceTypeName = "<N/A>"

} else {
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instanceTypeName = instance.instanceType?.rawValue 7?7

"eN/AS"

}

let instanceStateName: String

if instanceState == nil {

instanceStateName = "<N/A>"
} else {
instanceStateName = instanceState?.rawValue ?? "<N/
A>"

}

print("""

Instance: \(instance.instanceId ?? "<N/A>")
o Image ID: \(instance.imageId ?? "<N/A>")
o Instance type: \(instanceTypeName)
o Key name: \(instance.keyName ?? "<N/A>")
e VPC ID: \(instance.vpcId ?? "<N/A>")
e Public IP: \(instance.publicIpAddress ?? "N/A")
o State: \(instanceStateName)

")

return instance

}
}
}
} catch {

print("*** Error retrieving instance information to display:
\(error.localizedDescription)")
return nil

}
return nil
}
/// Stop the specified instance.
///
/// - Parameters:
/// - instanceld: The ID of the instance to stop.
/// - waitUntilStopped: If “true’, execution waits until the instance
/// has stopped. Otherwise, execution continues and the instance stops
/// asynchronously.
///

/// - Returns: “true’ if the image is successfully stopped (or is left to
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/// stop asynchronously). “false® if the instance doesn't stop.
func stopInstance(instanceld: String, waitUntilStopped: Bool = false) async -
> Bool {
let instancelist = [instanceld]

do {
_ = try await ec2Client.stopInstances(
input: StopInstancesInput(
instancelds: instancelist

if waitUntilStopped {
print("Waiting for the instance to stop. Please be patient!")

let waitOptions = WaiterOptions(maxWaitTime: 600)
let output = try await ec2Client.waitUntilInstanceStopped(
options: waitOptions,
input: DescribelInstancesInput(
instancelds: instancelist

switch output.result {
case .success:
return true
case .failure:
return false
}
} else {
return true
}
} catch {
print("*** Unable to stop the instance:
\(error.localizedDescription)")
return false

}
}
/// Start the specified instance.
///
/// - Parameters:
/// - instanceld: The ID of the instance to start.
/// - waitUntilStarted: If “true’, execution waits until the instance
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/// has started. Otherwise, execution continues and the instance starts
/// asynchronously.
///

/// - Returns: “true’ if the image is successfully started (or is left to
/// start asynchronously). “false® if the instance doesn't start.
func startInstance(instanceld: String, waitUntilStarted: Bool = false) async
-> Bool {
let instancelist = [instanceld]

do {
= try await ec2Client.startInstances(
input: StartInstancesInput(
instancelds: instancelist

if waitUntilStarted {
print("Waiting for the instance to start...")

let waitOptions = WaiterOptions(maxWaitTime: 60.0)
let output = try await ec2Client.waitUntilInstanceRunning(
options: waitOptions,
input: DescribelInstancesInput(
instancelds: instancelist

)
switch output.result {
case .success:
return true
case .failure:
return false
}
} else {
return true
}
} catch {
print("*** Unable to start the instance:
\(error.localizedDescription)")
return false

/// Terminate the specified instance.

/17

Pelajari dasar-dasarnya 314



Amazon Elastic Compute Cloud Panduan Developerr

/// - Parameters:

/// - instanceld: The instance to terminate.

/// - waitUntilTerminated: Whether or not to wait until the instance is
/// terminated before returning.

///

/// - Returns: “true’ if terminated successfully. "false® if not or if an
/// eIrror OCcurs.
func terminateInstance(instanceld: String, waitUntilTerminated: Bool = false)
async -> Bool {
let instancelist = [instanceld]

do {
_ = try await ec2Client.terminateInstances(
input: TerminateInstancesInput(
instancelds: instancelist

if waitUntilTerminated {
print("Waiting for the instance to terminate...")

let waitOptions = WaiterOptions(maxWaitTime: 600.0)
let output = try await ec2Client.waitUntilInstanceTerminated(
options: waitOptions,
input: DescribelInstancesInput(
instancelds: instancelist

switch output.result {
case .success:
return true
case .failure:
return false
}
} else {
return true
}
} catch {
print("*** Unable to terminate the instance:
\(error.localizedDescription)")
return false
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/// Return an array of ‘EC2ClientTypes.Image’ objects describing all of
/// the images in the specified array.
///
/// - Parameter idList: A list of image ID strings indicating the images
///  to return details about.
///
/// - Returns: An array of the images.
func describeImages(_ idList: [String]) async -> [EC2ClientTypes.Image] {
do {
let output = try await ec2Client.describelImages(
input: DescribelImagesInput(
imageIds: idList

guard let images = output.images else {
print("*** No images found.")
return []

for image in images {
guard let id = image.imageld else {
continue

}

print(" \(id): \(image.description ?? "<no description>")")

return images
} catch {
print("*** Error getting image descriptions:
\(error.localizedDescription)")

return []
}

}
/// Create and return a new EC2 instance.
///
/// - Parameters:
/// - imageld: The image ID of the AMI to use when creating the instance.
/// - instanceType: The type of instance to create.
/// - keyPairName: The RSA key pair's name to use to secure the instance.
/// - securityGroups: The security group or groups to add the instance
/// to.
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///
/// - Returns: The EC2 instance as an "EC2ClientTypes.Instance’ object.

func runInstance(imageld: String, instanceType: EC2ClientTypes.InstanceType,
keyPairName: String, securityGroups: [String]?) async ->
EC2ClientTypes.Instance? {
do {
let output = try await ec2Client.runInstances(
input: RunInstancesInput(
imageId: imageld,
instanceType: instanceType,
keyName: keyPairName,

maxCount: 1,
minCount: 1,
securityGroupIds: securityGroups

guard let instances = output.instances else {
print("*** Unable to create the instance.")
return nil

return instances[0]

} catch {
print("*** Error creating the instance:

\(error.localizedDescription)")
return nil

/// Return the device's external IP address.
///
/// - Returns: A string containing the device's IP address.
func getMyIPAddress() -> String? {
guard let url = URL(string: "http://checkip.amazonaws.com") else {
print("Couldn't create the URL")
return nil

do {
print("Getting the IP address...")
return try String(contentsOf: url, encoding:
String.Encoding.utf8).trim()
} catch {
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print("*** Unable to get your public IP address.")
return nil

}
}
/// Create a new security group.
///
/// - Parameters:
/// - groupName: The name of the group to create.
/// - groupDescription: A description of the new security group.
///

/// - Returns: The ID string of the new security group.
func createSecurityGroup(name groupName: String, description
groupDescription: String) async -> String? {
do {
let output = try await ec2Client.createSecurityGroup(
input: CreateSecurityGroupInput(

description: groupDescription,
groupName: groupName

return output.groupld
} catch {
print("*** Error creating the security group:
\(error.localizedDescription)")
return nil

}
}
/// Authorize ingress of connections for the security group.
///
/// - Parameters:
/// - groupld: The group ID of the security group to authorize access for.
/// - ipAddress: The IP address of the device to grant access to.
///

/// - Returns: “true’ if access is successfully granted; otherwise “false’.
func authorizeSecurityGroupIngress(groupId: String, ipAddress: String) async
-> Bool {
let ipRange = EC2ClientTypes.IpRange(cidrIp: "\(ipAddress)/0")
let httpPermission = EC2ClientTypes.IpPermission(
fromPort: 80,
ipProtocol: "tcp",
ipRanges: [ipRange],
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toPort: 80

let sshPermission = EC2ClientTypes.IpPermission(
fromPort: 22,
ipProtocol: "tcp",
ipRanges: [ipRange],

toPort: 22
)
do {
_ = try await ec2Client.authorizeSecurityGroupIngress(
input: AuthorizeSecurityGroupIngressInput(
groupId: groupId,
ipPermissions: [httpPermission, sshPermission]
)
)
return true
} catch {

print("*** Error authorizing ingress for the security group:

\(error.localizedDescription)")
return false

func describeSecurityGroups(groupId: String) async -> Bool {

do {
let output = try await ec2Client.describeSecurityGroups(

input: DescribeSecurityGroupsInput(
groupIds: [groupId]

guard let securityGroups = output.securityGroups else {
print("No security groups found.")
return true

for group in securityGroups {

print("Group \(group.groupId ?? "<unknown>") found with VPC

\(group.vpcId ?? "<unknown>")")
}

return true
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} catch {
print("*** Error getting security group details:

\(error.localizedDescription)")
return false

}
}
/// Delete a security group.
///
/// - Parameter groupId: The ID of the security group to delete.
///

/// - Returns: “true’ on successful deletion; “false’ on error.
func deleteSecurityGroup(groupId: String) async -> Bool {
do {
_ = try await ec2Client.deleteSecurityGroup(
input: DeleteSecurityGroupInput(
groupId: groupId

return true
} catch {
print("*** Error deleting the security group:
\(error.localizedDescription)")
return false

/// Allocate an Elastic IP address.

///
/// - Returns: A string containing the ID of the Elastic IP.

func allocateAddress() async -> String? {

do {
let output = try await ec2Client.allocateAddress(

input: AllocateAddressInput(
domain: EC2ClientTypes.DomainType.vpc

guard let allocationId = output.allocationId else {
return nil

return allocationId
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} catch {
print("*** Unable to allocate the IP address:
\(error.localizedDescription)")
return nil

}
}
/// Associate the specified allocated Elastic IP to a given instance.
///
/// - Parameters:
/// - instanceId: The instance to associate the Elastic IP with.
/// - allocationId: The ID of the allocated Elastic IP to associate with
/// the instance.
///

/// - Returns: The association ID of the association.
func associateAddress(instanceld: String?, allocationId: String?) async ->
String? {
do {
let output = try await ec2Client.associateAddress(
input: AssociateAddressInput(
allocationId: allocationId,
instanceld: instanceld

return output.associationId
} catch {
print("*** Unable to associate the IP address:
\(error.localizedDescription)")
return nil

/// Disassociate an Elastic IP.

/17

/// - Parameter associationId: The ID of the association to end.
func disassociateAddress(associationId: String?) async {

do {
_ = try await ec2Client.disassociateAddress(
input: DisassociateAddressInput(
associationlId: associationId
)
)
} catch {
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print("*** Unable to disassociate the IP address:
\(error.localizedDescription)")

}

/// Release an allocated Elastic IP.

///

/// - Parameter allocationId: The allocation ID of the Elastic IP to
/// release.

func releaseAddress(allocationId: String?) async {

do {
_ = try await ec2Client.releaseAddress(
input: ReleaseAddressInput(
allocationId: allocationId
)
)
} catch {

print("*** Unable to release the IP address:
\(error.localizedDescription)")

}
}
/// Generate and return a unique file name that begins with the specified
/// string.
///
/// - Parameters:
/// - prefix: Text to use at the beginning of the returned name.
///

/// - Returns: A string containing a unique filename that begins with the
/// specified “prefix'.
///
/// The returned name uses a random number between 1 million and 1 billion to
/// provide reasonable certainty of uniqueness for the purposes of this
/// example.
func tempName(prefix: String) -> String {
return "\(prefix)-\(Int.random(in: 1000000..<1000000000))"

/// The program's asynchronous entry point.
@main
struct Main {
static func main() async {
let args = Array(CommandLine.arguments.dropFirst())
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* Untuk detail API, lihat topik berikut di Referensi APl AWS SDK untuk Swift.

do {

let command = try ExampleCommand.parse(args)
try await command.runAsync()

} catch {

ExampleCommand.exit(withError: error)

AllocateAddress

AssociateAddress

AuthorizeSecurityGrouplngress

CreateKeyPair

CreateSecurityGroup

DeleteKeyPair

DeleteSecurityGroup

Describelmages

DescribelnstanceTypes

Describelnstances

DescribeKeyPairs

DescribeSecurityGroups

DisassociateAddress

ReleaseAddress

Runlinstances

Startlnstances

Stoplnstances

Terminatelnstances

Unmonitorinstances
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Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Tindakan untuk Amazon EC2 menggunakan AWS SDKs

Contoh kode berikut menunjukkan cara melakukan EC2 tindakan Amazon individual dengan AWS
SDKs. Setiap contoh menyertakan tautan ke GitHub, di mana Anda dapat menemukan instruksi untuk
mengatur dan menjalankan kode.

Kutipan ini memanggil Amazon EC2 API dan merupakan kutipan kode dari program yang lebih besar
yang harus dijalankan dalam konteks. Anda dapat melihat tindakan dalam konteks diSkenario untuk
Amazon EC2 menggunakan AWS SDKs.

Contoh berikut hanya mencakup tindakan yang paling umum digunakan. Untuk daftar lengkapnya,
lihat Referensi Amazon Elastic Compute Cloud API.

Contoh
* Gunakan AcceptVpcPeeringConnection dengan CLI

* Gunakan AllocateAddress dengan AWS SDK atau CLI

* Gunakan AllocateHosts dengan CLI

* Gunakan AssignPrivatelpAddresses dengan CLI

* Gunakan AssociateAddress dengan AWS SDK atau CLI

* Gunakan AssociateDhcpOptions dengan CLI

* Gunakan AssociateRouteTable dengan CLI

* Gunakan AttachinternetGateway dengan CLI

* Gunakan AttachNetworkInterface dengan CLI

* Gunakan AttachVolume dengan CLI

* Gunakan AttachVpnGateway dengan CLI

* Gunakan AuthorizeSecurityGroupEgress dengan CLI

* Gunakan AuthorizeSecurityGrouplngress dengan AWS SDK atau CLI

* Gunakan CancelCapacityReservation dengan CLI

* Gunakan CancellmportTask dengan CLI

* Gunakan CancelSpotFleetRequests dengan CLI
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* Gunakan CancelSpotinstanceRequests dengan CLI

* Gunakan ConfirmProductinstance dengan CLI

* Gunakan Copylmage dengan CLI

* Gunakan CopySnapshot dengan CLI

* Gunakan CreateCapacityReservation dengan CLI

* Gunakan CreateCustomerGateway dengan CLI

* Gunakan CreateDhcpOptions dengan CLI

* Gunakan CreateFlowLogs dengan CLI

* Gunakan Createlmage dengan CLI

* Gunakan CreatelnstanceExportTask dengan CLI

* Gunakan CreatelnternetGateway dengan CLI
* Gunakan CreateKeyPair dengan AWS SDK atau CLI
* Gunakan CreateLaunchTemplate dengan AWS SDK atau CLI

* Gunakan CreateNetworkAcl dengan CLI

* Gunakan CreateNetworkAclEntry dengan CLI

* Gunakan CreateNetworkInterface dengan CLI

* Gunakan CreatePlacementGroup dengan CLI

* Gunakan CreateRoute dengan CLI
* Gunakan CreateRouteTable dengan AWS SDK atau CLI
» Gunakan CreateSecurityGroup dengan AWS SDK atau CLI

* Gunakan CreateSnapshot dengan CLI

* Gunakan CreateSpotDatafeedSubscription dengan CLI
» Gunakan CreateSubnet dengan AWS SDK atau CLI
* Gunakan CreateTags dengan AWS SDK atau CLI

* Gunakan CreateVolume dengan CLI
» Gunakan CreateVpc dengan AWS SDK atau CLI
» Gunakan CreateVpcEndpoint dengan AWS SDK atau CLI

* Gunakan CreateVpnConnection dengan CLI

* Gunakan CreateVpnConnectionRoute dengan CLI

* Gunakan CreateVpnGateway dengan CLI
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* Gunakan DeleteCustomerGateway dengan CLI

* Gunakan DeleteDhcpOptions dengan CLI

» Gunakan DeleteFlowLogs dengan CLI

* Gunakan DeletelnternetGateway dengan CLI
* Gunakan DeleteKeyPair dengan AWS SDK atau CLI
* Gunakan DeleteLaunchTemplate dengan AWS SDK atau CLI

* Gunakan DeleteNetworkAcl dengan CLI

* Gunakan DeleteNetworkAclEntry dengan CLI

* Gunakan DeleteNetworkInterface dengan CLI

* Gunakan DeletePlacementGroup dengan CLI

* Gunakan DeleteRoute dengan CLI

* Gunakan DeleteRouteTable dengan CLI
* Gunakan DeleteSecurityGroup dengan AWS SDK atau CLI
* Gunakan DeleteSnapshot dengan AWS SDK atau CLI

* Gunakan DeleteSpotDatafeedSubscription dengan CLI

* Gunakan DeleteSubnet dengan CLI

* Gunakan DeleteTags dengan CLI

* Gunakan DeleteVolume dengan CLI
* Gunakan DeleteVpc dengan AWS SDK atau CLI
* Gunakan DeleteVpcEndpoints dengan AWS SDK atau CLI

* Gunakan DeleteVpnConnection dengan CLI

* Gunakan DeleteVpnConnectionRoute dengan CLI

* Gunakan DeleteVpnGateway dengan CLI

» Gunakan Deregisterimage dengan CLI

* Gunakan DescribeAccountAttributes dengan CLI
» Gunakan DescribeAddresses dengan AWS SDK atau CLI
* Gunakan DescribeAvailabilityZones dengan AWS SDK atau CLI

* Gunakan DescribeBundleTasks dengan CLI

» Gunakan DescribeCapacityReservations dengan CLI

* Gunakan DescribeCustomerGateways dengan CLI
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* Gunakan DescribeDhcpOptions dengan CLI

* Gunakan DescribeFlowLogs dengan CLI

* Gunakan DescribeHostReservationOfferings dengan CLI

» Gunakan DescribeHosts dengan CLI

* Gunakan DescribelaminstanceProfileAssociations dengan AWS SDK atau CLI

* Gunakan DescribeldFormat dengan CLI

* Gunakan DescribeldentityldFormat dengan CLI

* Gunakan DescribelmageAttribute dengan CLI

* Gunakan Describelmages dengan AWS SDK atau CLI

* Gunakan DescribelmportimageTasks dengan CLI

* Gunakan DescribelmportSnapshotTasks dengan CLI

* Gunakan DescribelnstanceAttribute dengan CLI

* Gunakan DescribelnstanceStatus dengan AWS SDK atau CLI

* Gunakan DescribelnstanceTypes dengan AWS SDK atau CLI

* Gunakan Describelnstances dengan AWS SDK atau CLI

* Gunakan DescribelnternetGateways dengan CLI
* Gunakan DescribeKeyPairs dengan AWS SDK atau CLI

* Gunakan DescribeNetworkAcls dengan CLI

* Gunakan DescribeNetworkInterfaceAttribute dengan CLI

* Gunakan DescribeNetworkInterfaces dengan CLI

* Gunakan DescribePlacementGroups dengan CLI

* Gunakan DescribePrefixLists dengan CLI
* Gunakan DescribeRegions dengan AWS SDK atau CLI
* Gunakan DescribeRouteTables dengan AWS SDK atau CLI

* Gunakan DescribeScheduledInstanceAvailability dengan CLI

* Gunakan DescribeScheduledInstances dengan CLI

» Gunakan DescribeSecurityGroups dengan AWS SDK atau CLI

* Gunakan DescribeSnapshotAttribute dengan CLI
» Gunakan DescribeSnapshots dengan AWS SDK atau CLI

» Gunakan DescribeSpotDatafeedSubscription dengan CLI
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* Gunakan DescribeSpotFleetinstances dengan CLI

* Gunakan DescribeSpotFleetRequestHistory dengan CLI

* Gunakan DescribeSpotFleetRequests dengan CLI

* Gunakan DescribeSpotinstanceRequests dengan CLI

* Gunakan DescribeSpotPriceHistory dengan CLI
* Gunakan DescribeSubnets dengan AWS SDK atau CLI

* Gunakan DescribeTags dengan CLI

* Gunakan DescribeVolumeAttribute dengan CLI

* Gunakan DescribeVolumeStatus dengan CLI

* Gunakan DescribeVolumes dengan CLI

* Gunakan DescribeVpcAttribute dengan CLI

* Gunakan DescribeVpcClassicLink dengan CLI

* Gunakan DescribeVpcClassicLinkDnsSupport dengan CLI

* Gunakan DescribeVpcEndpointServices dengan CLI

* Gunakan DescribeVpcEndpoints dengan CLI
» Gunakan DescribeVpcs dengan AWS SDK atau CLI

* Gunakan DescribeVpnConnections dengan CLI

* Gunakan DescribeVpnGateways dengan CLI

* Gunakan DetachinternetGateway dengan CLI

* Gunakan DetachNetworkInterface dengan CLI

* Gunakan DetachVolume dengan CLI

* Gunakan DetachVpnGateway dengan CLI

* Gunakan DisableVgwRoutePropagation dengan CLI

* Gunakan DisableVpcClassicLink dengan CLI

* Gunakan DisableVpcClassicLinkDnsSupport dengan CLI
* Gunakan DisassociateAddress dengan AWS SDK atau CLI

* Gunakan DisassociateRouteTable dengan CLI

* Gunakan EnableVgwRoutePropagation dengan CLI

* Gunakan EnableVolumelo dengan CLI

* Gunakan EnableVpcClassicLink dengan CLI
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* Gunakan EnableVpcClassicLinkDnsSupport dengan CLI

* Gunakan GetConsoleOutput dengan CLI

* Gunakan GetHostReservationPurchasePreview dengan CLI

* Gunakan GetPasswordData dengan AWS SDK atau CLI

* Gunakan Importimage dengan CLI

* Gunakan ImportKeyPair dengan CLI

* Gunakan ImportSnapshot dengan CLI

* Gunakan ModifyCapacityReservation dengan CLI

* Gunakan ModifyHosts dengan CLI

* Gunakan ModifyldFormat dengan CLI

* Gunakan ModifylmageAttribute dengan CLI

* Gunakan ModifylnstanceAttribute dengan CLI

* Gunakan ModifylnstanceCreditSpecification dengan CLI

* Gunakan ModifyNetworkInterfaceAttribute dengan CLI

* Gunakan ModifyReservedInstances dengan CLI
* Gunakan ModifySnapshotAttribute dengan CLI

* Gunakan ModifySpotFleetRequest dengan CLI
* Gunakan ModifySubnetAttribute dengan CLI

* Gunakan ModifyVolumeAttribute dengan CLI
* Gunakan ModifyVpcAttribute dengan CLI

* Gunakan Monitorinstances dengan AWS SDK atau CLI

* Gunakan MoveAddressToVpc dengan CLI

* Gunakan PurchaseHostReservation dengan CLI

* Gunakan PurchaseScheduledInstances dengan CLI

» Gunakan RebootInstances dengan AWS SDK atau CLI

* Gunakan RegisterImage dengan CLI

* Gunakan RejectVpcPeeringConnection dengan CLI

* Gunakan ReleaseAddress dengan AWS SDK atau CLI

* Gunakan ReleaseHosts dengan CLI

* Gunakan ReplacelaminstanceProfileAssociation dengan AWS SDK atau CLI
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* Gunakan ReplaceNetworkAclAssociation dengan CLI

* Gunakan ReplaceNetworkAclEntry dengan CLI

* Gunakan ReplaceRoute dengan CLI

* Gunakan ReplaceRouteTableAssociation dengan CLI

* Gunakan ReportinstanceStatus dengan CLI

* Gunakan RequestSpotFleet dengan CLI

* Gunakan RequestSpotinstances dengan CLI

* Gunakan ResetimageAttribute dengan CLI

* Gunakan ResetlnstanceAttribute dengan CLI

* Gunakan ResetNetworkInterfaceAttribute dengan CLI

* Gunakan ResetSnapshotAttribute dengan CLI

* Gunakan RevokeSecurityGroupEgress dengan CLI

* Gunakan RevokeSecurityGrouplngress dengan CLI

* Gunakan RunlInstances dengan AWS SDK atau CLI

* Gunakan RunScheduledinstances dengan CLI
* Gunakan Startinstances dengan AWS SDK atau CLI
* Gunakan Stoplnstances dengan AWS SDK atau CLI

* Gunakan Terminatelnstances dengan AWS SDK atau CLI

* Gunakan UnassignPrivatelpAddresses dengan CLI

* Gunakan Unmonitorinstances dengan AWS SDK atau CLI

* Gunakan UpdateSecurityGroupRuleDescriptionsingress dengan CLI

Gunakan AcceptVpcPeeringConnection dengan CLI
Contoh kode berikut menunjukkan cara menggunakanAcceptVpcPeeringConnection.
CLI
AWS CLI
Untuk menerima koneksi peering VPC

Contoh ini menerima permintaan koneksi peering VPC yang ditentukan.
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Perintah:

aws ec2 accept-vpc-peering-connection --vpc-peering-connection-id pcx-1a2b3c4d

Output:
{
"VpcPeeringConnection": {
"Status": {
"Message": "Provisioning",
"Code": "provisioning"
3,
"Tags": [1,

"AccepterVpcInfo": {
"OwnerId": "444455556666",
"VpcId": "vpc-44455566",
"CidrBlock": "10.0.1.0/28"
},
"VpcPeeringConnectionId": "pcx-1la2b3c4d",
"RequesterVpcInfo": {
"OwnerId": "444455556666",
"VpcId": "vpc-1lllabc45",
"CidrBlock": "10.0.0.0/28"

» Untuk detail API, lihat AcceptVpcPeeringConnectiondi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini menyetujui pcx-1dfad234b56ff78be yang diminta
VpcPeeringConnectionld

Approve-EC2VpcPeeringConnection -VpcPeeringConnectionId pcx-1dfad234b56ff78be
Output:

AccepterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
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ExpirationTime : 1/1/0001 12:00:00 AM

RequesterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
Status : Amazon.EC2.Model.VpcPeeringConnectionStateReason
Tags .

VpcPeeringConnectionId : pcx-1ldfad234b56ff78be

» Untuk detail API, lihat AcceptVpcPeeringConnectiondi Referensi Alat AWS untuk
PowerShell Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini menyetujui pcx-1dfad234b56ff78be yang diminta
VpcPeeringConnectionld

Approve-EC2VpcPeeringConnection -VpcPeeringConnectionId pcx-1dfad234b56ff78be

Output:
AccepterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
ExpirationTime : 1/1/0001 12:00:00 AM
RequesterVpcInfo : Amazon.EC2.Model.VpcPeeringConnectionVpcInfo
Status : Amazon.EC2.Model.VpcPeeringConnectionStateReason
Tags : {3

VpcPeeringConnectionId : pcx-1ldfad234b56ff78be

» Untuk detail API, lihat AcceptVpcPeeringConnectiondi Referensi Alat AWS untuk
PowerShell Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan AllocateAddress dengan AWS SDK atau CLI

Contoh kode berikut menunjukkan cara menggunakanAllocateAddress.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

» Pelajari dasar-dasarnya

» Buat VPC dengan subnet pribadi dan gateway NAT
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* Memulai dengan Amazon VPC

NET

SDK untuk .NET

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/// <summary>

/// Allocates an Elastic IP address that can be associated with an Amazon EC2

// instance. By using an Elastic IP address, you can keep the public IP
address

// constant even when you restart the associated instance.

/// </summary>

/// <returns>The response object for the allocated address.</returns>

public async Task<AllocateAddressResponse> AllocateAddress()

{

var request = new AllocateAddressRequest();

try
{

var response = await _amazonEC2.AllocateAddressAsync(request);

Console.WriteLine($"Allocated IP: {response.PublicIp} with allocation
ID {response.AllocationId}.");

return response;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "AddressLimitExceeded")
{

// For more information on Elastic IP address quotas, see:

// https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/elastic-
ip-addresses-eip.html#using-instance-addressing-limit

_logger.LogError($"Unable to allocate Elastic IP, address limit
exceeded. {ec2Exception.Messagel}");

}

throw;

Tindakan 333


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/dotnetv3/EC2#code-examples

Amazon Elastic Compute Cloud Panduan Developerr

}

catch (Exception ex)

{

_logger.LogError($"An error occurred while allocating Elastic IP.:
{ex.Messagel}");
throw;

« Untuk detail API, lihat AllocateAddressdi Referensi AWS SDK untuk .NET API.

Bash

AWS CLI dengan skrip Bash

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

HAS A S S S S S S S S S S S S S S S S

# function ec2_allocate_address

#

# This function allocates an Elastic IP address for use with Amazon Elastic
Compute Cloud (Amazon EC2) instances in a specific AWS Region.

#

# Parameters:

# -d domain - The domain for the Elastic IP address (either 'vpc' or
'standard').

#

# Returns:

# The allocated Elastic IP address, or an error message if the operation
fails.

# And:

# @ - If successful.

# 1 - If it fails.

#

HHARH AR HBHHBHHBHHBRHBHHBHHBHHBHH B HH B HH G R H B HH B HH B R H B HH B HH R HH B R BB HH G R BB HH SR B R HHSH
function ec2_allocate_address() {
local domain response
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# Function to display usage information
function usage() {

echo "function ec2_allocate_address"

echo "Allocates an Elastic IP address for use with Amazon Elastic Compute
Cloud (Amazon EC2) instances in a specific AWS Region."

echo " -d domain - The domain for the Elastic IP address (either 'vpc' or
'standard')."

echo

# Parse the command-line arguments
while getopts "d:h" option; do
case "${option}" in
d) domain="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

# Validate the input parameters
if [[ -z "$domain" ]]; then

errecho "ERROR: You must provide a domain with the -d parameter (either 'vpc'
or 'standard')."

return 1

fi

if [[ "$domain" != "vpc" && "$domain" != "standard" ]]; then
errecho "ERROR: Invalid domain value. Must be either 'vpc' or 'standard'."
return 1

fi

# Allocate the Elastic IP address
response=$(aws ec2 allocate-address \
--domain "$domain" \
--query "[PublicIp,AllocationId]" \
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--output text) || {

aws_cli_error_log ${?}

errecho "ERROR: AWS reports allocate-address operation failed."
errecho "$response"

return 1

echo "$response"
return 0

Fungsi utilitas yang digunakan dalam contoh ini.

HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
function errecho() {

printf "%s\n" "$*" 1>&2

HAHHH SR HRH R BH AR AR RS RS RS RS RS R HRHRH R B H AR AR RS RS RS RS R HRHRH B H R R AR RS RS RS RS RS H
# function aws_cli_error_log()
#

This function is used to log the error messages from the AWS CLI.

#
#
# The function expects the following argument:

# $1 - The error code returned by the AWS CLI.
#

#

#

#

Returns:
@: - Success.

HUHHHBHHH SRR HH B R R HHGH R RS SR HH SRR R B R B HR SRR R B SRR H RS R HHH SRR HH S SRR R SRR RS
function aws_cli_error_log() {

local err_code=$1

errecho "Error code : $err_code"

if [ "$err_code" == 1 ]1; then
errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]1; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]; then
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errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."
fi
return 0

» Untuk detail API, lihat AllocateAddressdi Referensi AWS CLI Perintah.

C++

SDK untuk C++

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

//' Allocate an Elastic IP address and associate it with an Amazon Elastic
Compute Cloud
//! (Amazon EC2) instance.
Ad
\param instanceID: An EC2 instance ID.
\param[out] publicIPAddress: String to return the public IP address.
\param[out] allocationID: String to return the allocation ID.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::EC2::allocateAndAssociateAddress(const Aws::String &instanceld,
Aws: :String &publicIPAddress,
Aws::String &allocationlID,
const
Aws::Client::ClientConfiguration &clientConfiguration) {
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Aws::EC2::EC2Client ec2Client(clientConfiguration);

Aws::EC2::Model::AllocateAddressRequest request;
request.SetDomain(Aws: :EC2::Model: :DomainType: :vpc);

const Aws::EC2::Model::AllocateAddressOutcome outcome =
ec2Client.AllocateAddress(request);
if (!outcome.IsSuccess()) {
std::cerr << "Failed to allocate Elastic IP address:" <<
outcome.GetError().GetMessage() << std::endl;
return false;
}
const Aws::EC2::Model::AllocateAddressResponse &response =
outcome.GetResult();
allocationID = response.GetAllocationId();
publicIPAddress = response.GetPublicIp();

return true;

« Untuk detail API, lihat AllocateAddressdi Referensi AWS SDK untuk C++ API.

CLI
AWS CLI
Contoh 1: Untuk mengalokasikan alamat IP Elastis dari kolam alamat Amazon

Contoh allocate-address berikut mengalokasikan alamat IP Elastis. Amazon EC2 memilih
alamat dari kumpulan alamat Amazon.

aws ec2 allocate-address

Output:

"PublicIp": "70.224.234.241",

"AllocationId": "eipalloc-01435ba59eEXAMPLE",
"PublicIpv4Pool": "amazon",
"NetworkBorderGroup": "us-west-2",
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"Domain": "vpc

Untuk informasi selengkapnya, lihat Alamat IP Elastis di Panduan EC2 Pengguna Amazon.

Contoh 2: Untuk mengalokasikan alamat IP Elastis dan mengaitkannya dengan grup batas
jaringan

Contoh allocate-address berikut mengalokasikan alamat IP Elastis dan mengaitkannya
dengan grup batas jaringan tertentu.

aws ec2 allocate-address \
--network-border-group us-west-2-lax-1

Output:

"PublicIp": "70.224.234.241",
"AllocationId": "eipalloc-e@3dd489ceEXAMPLE",

"PublicIpv4Pool": "amazon",
"NetworkBorderGroup": "us-west-2-lax-1",
"Domain": "vpc"

Untuk informasi selengkapnya, lihat Alamat IP Elastis di Panduan EC2 Pengguna Amazon.

Contoh 3: Untuk mengalokasikan alamat IP Elastis dari kolam alamat milik Anda

Contoh allocate-address berikut mengalokasikan alamat IP Elastis dari kolam alamat
yang Anda bawa ke akun Amazon Web Services. Amazon EC2 memilih alamat dari kumpulan
alamat.

aws ec2 allocate-address \
--public-ipv4-pool ipv4pool-ec2-1234567890abcdef0d

Output:

"AllocationId": "eipalloc-02463d08ceEXAMPLE",
"NetworkBorderGroup": "us-west-2",
"CustomerOwnedIp": "18.218.95.81",
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"CustomerOwnedIpv4Pool": "ipv4pool-ec2-1234567890abcdef@",

"Domain": "vpc
"NetworkBorderGroup": "us-west-2",

Untuk informasi selengkapnya, lihat Alamat IP Elastis di Panduan EC2 Pengguna Amazon.

Contoh 4: Untuk mengalokasikan alamat IP Elastis dari kolam IPAM

allocate-addressContoh berikut mengalokasikan alamat IP Elastis /32 tertentu dari
kumpulan Amazon VPC IP Address Manager (IPAM).

aws ec2 allocate-address \
--region us-east-1 \
--ipam-pool-id ipam-pool-1234567890abcdef@ \
--address 192.0.2.0

Output:

"PublicIp": "192.0.2.0",

"AllocationId": "eipalloc-abcdef01234567890",
"PublicIpv4Pool": "ipam-pool-123456789@abcdef0",
"NetworkBorderGroup": "us-east-1",

"Domain": "vpc"

Untuk informasi selengkapnya, lihat Mengalokasikan alamat IP Elastis berurutan dari
kumpulan IPAM di Panduan Pengguna Amazon VPC IPAM.

* Untuk detail API, lihat AllocateAddressdi Referensi AWS CLI Perintah.

Java

SDK untuk Java 2.x

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.
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/**
* Allocates an Elastic IP address asynchronously in the VPC domain.
*
* @return a {e@link CompletableFuture} containing the allocation ID of the
allocated Elastic IP address
*/
public CompletableFuture<String> allocateAddressAsync() {
AllocateAddressRequest allocateRequest = AllocateAddressRequest.builder()
.domain(DomainType.VPC)
.build();

CompletableFuture<AllocateAddressResponse> responseFuture =
getAsyncClient().allocateAddress(allocateRequest);

return
responseFuture.thenApply(AllocateAddressResponse::allocationId).whenComplete((result,
ex) -> {

if (ex !'= null) {
throw new RuntimeException("Failed to allocate address", ex);

1)

« Untuk detail API, lihat AllocateAddressdi Referensi AWS SDK for Java 2.x API.

JavaScript

SDK untuk JavaScript (v3)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

import { AllocateAddressCommand, EC2Client } from "@aws-sdk/client-ec2";

/**
* Allocates an Elastic IP address to your AWS account.

*/
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export const main = async () => {
const client = new EC2Client({});
const command = new AllocateAddressCommand({});

try {
const { AllocationId, PublicIp } = await client.send(command);
console.log("A new IP address has been allocated to your account:");
console.log( "ID: ${AllocationId} Public IP: ${PublicIp}’);
console.log(
"You can view your IP addresses in the AWS Management Console for Amazon
EC2. Look under Network & Security > Elastic IPs",

I
} catch (caught) {
if (caught instanceof Error && caught.name === "MissingParameter") {
console.warn( " ${caught.message}. Did you provide these values?');
} else {
throw caught;
}

}

I

import { fileURLToPath } from "node:url";

// Call function if run directly.

if (process.argv[l] === fileURLToPath(import.meta.url)) {
main();

» Untuk detail API, lihat AllocateAddressdi Referensi AWS SDK untuk JavaScript API.

Kotlin

SDK untuk Kotlin

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

suspend fun getAllocateAddress(instanceIdVal: String?): String? {
val allocateRequest =
AllocateAddressRequest {
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domain = DomainType.Vpc

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val allocateResponse = ec2.allocateAddress(allocateRequest)
val allocationIdVal = allocateResponse.allocationId

val request =
AssociateAddressRequest {
instanceld = instanceIdVal
allocationId = allocationIdVal

val associateResponse = ec2.associateAddress(request)
return associateResponse.associationId

» Untuk detail API, lihat AllocateAddressdi AWS SDK untuk referensi API Kotlin.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini mengalokasikan alamat IP Elastis untuk digunakan dengan instance di
VPC.

New-EC2Address -Domain Vpc

Output:
AllocationId Domain PublicIp
eipalloc-12345678 vpc 198.51.100.2

Contoh 2: Contoh ini mengalokasikan alamat IP Elastis untuk digunakan dengan instance di
EC2 -Classic.

New-EC2Address
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Output:

AllocationId Domain PublicIp

standard 203.0.113.17

+ Untuk detail API, lihat AllocateAddressdi Referensi Alat AWS untuk PowerShell Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini mengalokasikan alamat IP Elastis untuk digunakan dengan instance di
VPC.

New-EC2Address -Domain Vpc

Output:
AllocationId Domain PublicIp
eipalloc-12345678 vpc 198.51.100.2

Contoh 2: Contoh ini mengalokasikan alamat IP Elastis untuk digunakan dengan instance di
EC2 -Classic.

New-EC2Address

Output:

AllocationId Domain PublicIp

standard 203.0.113.17

+ Untuk detail API, lihat AllocateAddressdi Referensi Alat AWS untuk PowerShell Cmdlet (V5).
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Python

SDK untuk Python (Boto3)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

class ElasticIpWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Elastic IP address

actions using the client interface."""

class ElasticIp:
"""Represents an Elastic IP and its associated instance."""
def __init_ (
self, allocation_id: str, public_ip: str, instance_id: Optional[str]
= None
) -> None:

Initializes the ElasticIp object.

:param allocation_id: The allocation ID of the Elastic IP.

:param public_ip: The public IP address of the Elastic IP.

:param instance_id: The ID of the associated EC2 instance, if any.
self.allocation_id = allocation_id

self.public_ip = public_ip

self.instance_id = instance_id

def __init_ (self, ec2_client: Any) -> None:

Initializes the ElasticIpWrapper with an EC2 client.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level
access to AWS EC2 services.
self.ec2_client = ec2_client
self.elastic_ips: List[ElasticIpWrapper.ElasticIp] = []
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@classmethod

def

client.

def

address

from_client(cls) -> "ElasticIpWrapper":

Creates an ElasticIpWrapper instance with a default EC2 client.

:return: An instance of ElasticIpWrapper initialized with the default EC2

ec2_client = boto3.client("ec2")
return cls(ec2_client)

allocate(self) -> "ElasticIpWrapper.ElasticIp":

Allocates an Elastic IP address that can be associated with an Amazon EC2
instance. By using an Elastic IP address, you can keep the public IP

constant even when you restart the associated instance.

:return: The ElasticIp object for the newly created Elastic IP address.
:raises ClientError: If the allocation fails, such as reaching the

maximum limit of Elastic IPs.

try:
response = self.ec2_client.allocate_address(Domain="vpc")
elastic_ip = self.ElasticIp(
allocation_id=response["AllocationId"],

public_ip=response["PublicIp"]

)

self.elastic_ips.append(elastic_ip)
except ClientError as err:
if err.response["Error"]["Code"] == "AddressLimitExceeded":
logger.error(
"Max IP's reached. Release unused addresses or contact AWS

Support for an increase."

)

raise err
return elastic_ip

» Untuk detail API, lihat AllocateAddressdi AWS SDK for Python (Boto3) Referensi API.
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Ruby

SDK untuk Ruby

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

Creates an Elastic IP address in Amazon Virtual Private Cloud (Amazon VPC).

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@return [String] The allocation ID corresponding to the Elastic IP address.
@example
puts allocate_elastic_ip_address(Aws::EC2::Client.new(region: 'us-west-2'))
def allocate_elastic_ip_address(ec2_client)
response = ec2_client.allocate_address(domain: 'vpc')
response.allocation_id
rescue StandardError => e
puts "Error allocating Elastic IP address: #{e.message}"
'Exrror'
end

#
#
#
#
#
#

+ Untuk detail API, lihat AllocateAddressdi Referensi AWS SDK untuk Ruby API.

Rust

SDK for Rust

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

pub async fn allocate_ip_address(&self) -> Result<AllocateAddressOutput,
EC2Error> {
self.client
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.allocate_address()
.domain(DomainType: :Vpc)
.send()

.await
.map_err(EC2Error: :from)

» Untuk detail API, lihat AllocateAddressreferensi AWS SDK for Rust API.

SAP ABAP

SDK for SAP ABAP

(@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

TRY.
oo_result = lo_ec2->allocateaddress( iv_domain = 'vpc' ). " oo_result
is returned for testing purposes. "
MESSAGE 'Allocated an Elastic IP address.' TYPE 'I'.
CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
DATA(1lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'E'.
ENDTRY.

* Untuk detail API, lihat AllocateAddressdi AWS SDK untuk referensi SAP ABAP API.
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Swift

SDK para Swift

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

import AWSEC2

/// Allocate an Elastic IP address.

///
/// - Returns: A string containing the ID of the Elastic IP.

func allocateAddress() async -> String? {
do {
let output = try await ec2Client.allocateAddress(
input: AllocateAddressInput(
domain: EC2ClientTypes.DomainType.vpc

guard let allocationId = output.allocationId else {
return nil

return allocationId
} catch {
print("*** Unable to allocate the IP address:

\(error.localizedDescription)")
return nil

* Untuk detail API, lihat referensi AllocateAddress AWSSDK untuk Swift API.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Tindakan 349


https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/swift/example_code/ec2#code-examples
https://sdk.amazonaws.com/swift/api/awsec2/latest/documentation/awsec2/ec2client/allocateaddress(input:)

Amazon Elastic Compute Cloud Panduan Developerr

Gunakan AllocateHosts dengan CLI
Contoh kode berikut menunjukkan cara menggunakanAllocateHosts.
CLI
AWS CLI
Contoh 1: Untuk mengalokasikan Host Khusus

allocate-hostsContoh berikut mengalokasikan satu Host Khusus di eu-west-1a
Availability Zone, tempat Anda dapat meluncurkan m5. large instance. Secara default, Host
Khusus hanya menerima peluncuran instans target, dan tidak mendukung pemulihan host.

aws ec2 allocate-hosts \
--instance-type m5.large \
--availability-zone eu-west-1a \

--quantity 1
Output:
{
"HostIds": [
"h-07879acf49EXAMPLE"
]
}

Contoh 2: Untuk mengalokasikan Host Khusus dengan penempatan otomatis dan pemulihan
host diaktifkan

allocate-hostsContoh berikut mengalokasikan satu Host Khusus di eu-west-1a
Availability Zone dengan penempatan otomatis dan pemulihan host diaktifkan.

aws ec2 allocate-hosts \
--instance-type m5.1large \
--availability-zone eu-west-1a \
--auto-placement on \
--host-recovery on \
--quantity 1

Output:
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"HostIds": [
"h-07879acf49EXAMPLE"

Contoh 3: Untuk mengalokasikan Host Khusus dengan tag

allocate-hostsContoh berikut mengalokasikan satu Host Khusus dan menerapkan tag
dengan kunci bernama purpose dan nilai. production

aws ec2 allocate-hosts \
--instance-type m5.large \
--availability-zone eu-west-1a \
--quantity 1 \
--tag-specifications 'ResourceType=dedicated-
host, Tags={Key=purpose,Value=production}'

Output:
{
"HostIds": [
"h-07879acf49EXAMPLE"
]
}

Untuk informasi selengkapnya, lihat Mengalokasikan Host Khusus di Panduan EC2 Pengguna
Amazon.

* Untuk detail API, lihat AllocateHostsdi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini mengalokasikan Host Khusus ke akun Anda untuk jenis instans dan zona
ketersediaan yang diberikan

New-EC2Host -AutoPlacement on -AvailabilityZone eu-west-1b -InstanceType
m4.xlarge -Quantity 1
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Output:
h-01e23f4cd567890f3

» Untuk detail API, lihat AllocateHostsdi Referensi Alat AWS untuk PowerShell Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini mengalokasikan Host Khusus ke akun Anda untuk jenis instans dan zona
ketersediaan yang diberikan

New-EC2Host -AutoPlacement on -AvailabilityZone eu-west-1b -InstanceType
m4.xlarge -Quantity 1

Output:

h-01e23f4cd567890f3

+ Untuk detail API, lihat AllocateHostsdi Referensi Alat AWS untuk PowerShell Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan AssignPrivateIpAddresses dengan CLI
Contoh kode berikut menunjukkan cara menggunakanAssignPrivateIpAddresses.
CLI

AWS CLI
Untuk menetapkan alamat IP pribadi sekunder tertentu antarmuka jaringan

Contoh ini memberikan alamat IP pribadi sekunder yang ditentukan ke antarmuka jaringan
yang ditentukan. Jika perintah berhasil, tidak ada output yang akan ditampilkan.

Perintah:

aws ec2 assign-private-ip-addresses --network-interface-id eni-e5aa89a3 --
private-ip-addresses 10.0.0.82
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Untuk menetapkan alamat IP pribadi sekunder yang EC2 dipilih Amazon ke antarmuka
jaringan

Contoh ini memberikan dua alamat IP pribadi sekunder ke antarmuka jaringan yang
ditentukan. Amazon EC2 secara otomatis menetapkan alamat IP ini dari alamat IP yang
tersedia dalam rentang blok CIDR dari subnet yang dikaitkan dengan antarmuka jaringan. Jika
perintah berhasil, tidak ada output yang akan ditampilkan.

Perintah:

aws ec2 assign-private-ip-addresses --network-interface-id eni-e5aa89a3 --
secondary-private-ip-address-count 2

» Untuk detail API, lihat AssignPrivatelpAddressesdi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini memberikan alamat IP pribadi sekunder yang ditentukan ke antarmuka
jaringan yang ditentukan.

Register-EC2PrivateIpAddress -NetworkInterfaceld eni-la2b3c4d -PrivateIpAddress
10.0.0.82

Contoh 2: Contoh ini membuat dua alamat IP pribadi sekunder dan menetapkannya ke
antarmuka jaringan yang ditentukan.

Register-EC2PrivateIpAddress -NetworkInterfaceIld eni-la2b3c4d -
SecondaryPrivateIpAddressCount 2

» Untuk detail API, lihat AssignPrivatelpAddressesdi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini memberikan alamat IP pribadi sekunder yang ditentukan ke antarmuka
jaringan yang ditentukan.

Register-EC2PrivateIpAddress -NetworkInterfaceld eni-la2b3c4d -PrivateIpAddress
10.0.0.82
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Contoh 2: Contoh ini membuat dua alamat IP pribadi sekunder dan menetapkannya ke
antarmuka jaringan yang ditentukan.

Register-EC2PrivateIpAddress -NetworkInterfaceld eni-1la2b3c4d -
SecondaryPrivateIpAddressCount 2

» Untuk detail API, lihat AssignPrivatelpAddressesdi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan AssociateAddress dengan AWS SDK atau CLI

Contoh kode berikut menunjukkan cara menggunakanAssociateAddress.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

« Pelajari dasar-dasarnya

NET

SDK untuk .NET

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/// <summary>

/// Associates an Elastic IP address with an instance. When this association
is

/// created, the Elastic IP's public IP address is immediately used as the
public

/// IP address of the associated instance.

/// </summary>
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/// <param name="allocationId">The allocation Id of an Elastic IP address.</
param>

/// <param name="instanceld">The instance Id of the EC2 instance to

/// associate the address with.</param>

/// <returns>The association Id that represents

/// the association of the Elastic IP address with an instance.</returns>

public async Task<string> AssociateAddress(string allocationlId, string

instanceld)
{
try
{
var request = new AssociateAddressRequest
{
AllocationId = allocationlId,
Instanceld = instanceld
I

var response = await _amazonEC2.AssociateAddressAsync(request);
return response.AssociationId;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidInstanceId")
{

_logger.LogErrox(
$"Instanceld is invalid, unable to associate address.
{ec2Exception.Message}");

}

throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while associating the Elastic IP.:
{ex.Messagel}");
throw;

* Untuk detail API, lihat AssociateAddressdi Referensi AWS SDK untuk .NET API.
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Bash

AWS CLI dengan skrip Bash

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

HHHHH SR H HH S S SR S S S S S S

# function ec2_associate_address

#

# This function associates an Elastic IP address with an Amazon Elastic Compute
Cloud (Amazon EC2) instance.

#

# Parameters:

# -a allocation_id - The allocation ID of the Elastic IP address to
associate.

# -i instance_id - The ID of the EC2 instance to associate the Elastic IP
address with.

#

# Returns:

# @ - If successful.

# 1 - If it fails.

#

HHHHHHHHH SRR R SRR H R SRR H RS R R R R SRR R SRR R R SRR R SRR H B S G H RS R HH R SRR R RS SRR RS R HH
function ec2_associate_address() {
local allocation_id instance_id response

# Function to display usage information
function usage() {

echo "function ec2_associate_address"”

echo "Associates an Elastic IP address with an Amazon Elastic Compute Cloud
(Amazon EC2) instance."

echo " -a allocation_id - The allocation ID of the Elastic IP address to
associate."

echo " -i instance_id - The ID of the EC2 instance to associate the Elastic
IP address with."

echo ""
}
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# Parse the command-line arguments
while getopts "a:i:h" option; do
case "${option}" in
a) allocation_id="${OPTARG}" ;;
i) instance_id="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

# Validate the input parameters

if [[ -z "$allocation_id" ]1]; then
errecho "ERROR: You must provide an allocation ID with the -a parameter.
return 1

fi

if [[ -z "$instance_id" 1]; then
errecho "ERROR: You must provide an instance ID with the -i parameter."
return 1

fi

# Associate the Elastic IP address
response=$(aws ec2 associate-address \
--allocation-id "$allocation_id" \
--instance-id "$instance_id" \
--query "AssociationId" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports associate-address operation failed."
errecho "$response"
return 1

echo "$response"
return 0
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Fungsi utilitas yang digunakan dalam contoh ini.

HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
function errecho() {

printf "%s\n" "$*" 1>&2

HAHHH SR HRH R H AR AR R RS RS RS R HRHRHRH R H AR RS RS RS RS RS R HRHRH R H B HEH AR RS RS RS RS RS H
# function aws_cli_error_log()

#

This function is used to log the error messages from the AWS CLI.

The function expects the following argument:
$1 - The error code returned by the AWS CLI.

#
#
#
#
#
# Returns:
# 0: - Success.
#
HUHHHBHHH SRR HH B R R HHGH R RS SR HH SRR R B R B HR SRR R B SRR H RS R HHH SRR HH S SRR R SRR RS
function aws_cli_error_log() {

local err_code=$1

errecho "Error code : $err_code"

if [ "$err_code" == 1 ]1; then

errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]1; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]1; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."

fi
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return 0

* Untuk detail API, lihat AssociateAddressdi Referensi AWS CLI Perintah.

C++

SDK untuk C++

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

Aws::EC2::EC2Client ec2Client(clientConfiguration);

//' Associate an Elastic IP address with an EC2 instance.
Ad
\param instanceld: An EC2 instance ID.
\param allocationId: An Elastic IP allocation ID.
\param[out] associationID: String to receive the association ID.
\param clientConfiguration: AWS client configuration.

\return bool: True if the address was associated with the instance; otherwise,
false.

*/
bool AwsDoc::EC2::associateAddress(const Aws::String &instanceld, const
Aws::String &allocationlId,
Aws: :String &associationlID,

const Aws::Client::ClientConfiguration
&clientConfiguration) {

Aws::EC2::EC2Client ec2Client(clientConfiguration);

Aws: :EC2::Model: :AssociateAddressRequest request;
request.SetInstanceld(instanceld);
request.SetAllocationId(allocationId);

Aws: :EC2: :Model: :AssociateAddressOutcome outcome =
ec2Client.AssociateAddress(request);
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if (!outcome.IsSuccess()) {
std::cerr << "Failed to associate address " << allocationId <<
" with instance " << instanceld << ": " <<
outcome.GetError().GetMessage() << std::endl;
} else {
std::cout << "Successfully associated address " << allocationId <<
" with instance " << instanceld << std::endl;
associationID = outcome.GetResult().GetAssociationId();

return outcome.IsSuccess();

* Untuk detail API, lihat AssociateAddressdi Referensi AWS SDK untuk C++ API.

CLlI
AWS CLI
Contoh 1: Untuk mengaitkan alamat IP Elastis dengan sebuah instance

associate-addressContoh berikut mengaitkan alamat IP Elastis dengan EC2 contoh yang
ditentukan.

aws ec2 associate-address \
--instance-id i-0b263919b6498b123 \
--allocation-id eipalloc-64d5890a

Output:

"AssociationId": "eipassoc-2bebb745"

Contoh 2: Untuk mengaitkan alamat IP Elastis dengan antarmuka jaringan

associate-addressContoh berikut mengaitkan alamat IP Elastis yang ditentukan dengan
antarmuka jaringan yang ditentukan.

aws ec2 associate-address
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Java

--allocation-id eipalloc-64d5890a \
--network-intexface-id eni-1a2b3c4d

Output:

"AssociationId": "eipassoc-2bebb745"

Contoh 3: Untuk mengaitkan alamat IP Elastis dengan alamat IP pribadi

associate-addressContoh berikut mengaitkan alamat IP Elastis yang ditentukan dengan
alamat IP pribadi yang ditentukan dalam antarmuka jaringan yang ditentukan.

aws ec2 associate-address \
--allocation-id eipalloc-64d5890a \
--network-intexface-id eni-1a2b3c4d \
--private-ip-address 10.0.0.85

Output:

"AssociationId": "eipassoc-2bebb745"

Untuk informasi selengkapnya, lihat Alamat IP Elastis di Panduan EC2 Pengguna Amazon.

* Untuk detail API, lihat AssociateAddressdi Referensi AWS CLI Perintah.

SDK untuk Java 2.x

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/**
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* Associates an Elastic IP address with an EC2 instance asynchronously.
*
* @param instanceld the ID of the EC2 instance to associate the Elastic
IP address with
* @param allocationId the allocation ID of the Elastic IP address to
associate
* @return a {@link CompletableFuture} that completes with the association ID
when the operation is successful,
& or throws a {e@link RuntimeException} if the operation fails
*/
public CompletableFuture<String> associateAddressAsync(String instanceld,
String allocationId) {
AssociateAddressRequest associateRequest =
AssociateAddressRequest.buildexr()
.instanceld(instanceld)
.allocationId(allocationId)
.build();

CompletableFuture<AssociateAddressResponse> responseFuture =
getAsyncClient().associateAddress(associateRequest);
return responseFuture.thenApply(response -> {

if (response.associationId() != null) {
return response.associationId();
} else {

throw new RuntimeException("Association ID is null after
associating address.");

}
}).whenComplete((result, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to associate address", ex);

1)

* Untuk detail API, lihat AssociateAddressdi Referensi AWS SDK for Java 2.x API.
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JavaScript

SDK untuk JavaScript (v3)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

import { AssociateAddressCommand, EC2Client } from "@aws-sdk/client-ec2";

/**
* Associates an Elastic IP address, or carrier IP address (for instances that
are in subnets in Wavelength Zones)
* with an instance or a network interface.
* @param {{ instanceld: string, allocationId: string }} options
*/
export const main = async ({ instanceld, allocationId }) => {
const client = new EC2Client({});
const command = new AssociateAddressCommand({
// You need to allocate an Elastic IP address before associating it with an
instance.
// You can do that with the AllocateAddressCommand.
AllocationId: allocationId,
// You need to create an EC2 instance before an IP address can be associated
with it.
// You can do that with the RunInstancesCommand.
Instanceld: instanceld,

1)

try {
const { AssociationId } = await client.send(command);
console.log(
‘Address with allocation ID ${allocationId} is now associated with instance
${instanceld}. ",
‘The association ID is ${AssociationId}.’,

);
} catch (caught) {
if (
caught instanceof Error &&
caught.name === "InvalidAllocationID.NotFound"
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) {

console.warn(
“${caught.message}. Did you provide the ID of a valid Elastic IP address
AllocationId?’,
);
} else {
throw caught;
}

};

» Untuk detail API, lihat AssociateAddressdi Referensi AWS SDK untuk JavaScript API.

Kotlin

SDK untuk Kotlin

(@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

suspend fun associateAddressSc(
instanceldVal: String?,
allocationIdVal: String?,
): String? {
val associateRequest =
AssociateAddressRequest {
instanceld = instanceldVal
allocationId = allocationIdVal

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val associateResponse = ec2.associateAddress(associateRequest)
return associateResponse.associationId

Tindakan 364


https://docs.aws.amazon.com/AWSJavaScriptSDK/v3/latest/client/ec2/command/AssociateAddressCommand
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/kotlin/services/ec2#code-examples

Amazon Elastic Compute Cloud Panduan Developerr

» Untuk detail API, lihat AssociateAddressdi AWS SDK untuk referensi API Kotlin.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini mengaitkan alamat IP Elastis yang ditentukan dengan instance yang
ditentukan dalam VPC.

C:\> Register-EC2Address -Instanceld i-12345678 -AllocationId eipalloc-12345678

Output:

eipassoc-12345678

Contoh 2: Contoh ini mengaitkan alamat IP Elastis yang ditentukan dengan instance yang
ditentukan di EC2 -Classic.

C:\> Register-EC2Address -Instanceld i-12345678 -PublicIp 203.0.113.17

* Untuk detail API, lihat AssociateAddressdi Referensi Alat AWS untuk PowerShell Cmdlet
(V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini mengaitkan alamat IP Elastis yang ditentukan dengan instance yang
ditentukan dalam VPC.

C:\> Register-EC2Address -Instanceld i-12345678 -AllocationId eipalloc-12345678

Output:

eipassoc-12345678

Contoh 2: Contoh ini mengaitkan alamat IP Elastis yang ditentukan dengan instance yang
ditentukan di EC2 -Classic.

C:\> Register-EC2Address -Instanceld i-12345678 -PublicIp 203.0.113.17
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» Untuk detail API, lihat AssociateAddressdi Referensi Alat AWS untuk PowerShell Cmdlet
(V5).

Python

SDK untuk Python (Boto3)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

class ElasticIpWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Elastic IP address

actions using the client interface."""

class ElasticIp:
"""Represents an Elastic IP and its associated instance.

def __init_ (
self, allocation_id: str, public_ip: str, instance_id: Optional[str]
= None
) -> None:

Initializes the ElasticIp object.

:param allocation_id: The allocation ID of the Elastic IP.

:param public_ip: The public IP address of the Elastic IP.

:param instance_id: The ID of the associated EC2 instance, if any.
self.allocation_id = allocation_id

self.public_ip = public_ip

self.instance_id = instance_id

def __init_ (self, ec2_client: Any) -> None:

Initializes the ElasticIpWrapper with an EC2 client.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
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access to AWS EC2 services.
self.ec2_client = ec2_client
self.elastic_ips: List[ElasticIpWrapper.ElasticIp] = []

@classmethod
def from_client(cls) -> "ElasticIpWrapper":

Creates an ElasticIpWrapper instance with a default EC2 client.

:return: An instance of ElasticIpWrapper initialized with the default EC2
client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)

def associate(
self, allocation_id: str, instance_id: str
) -> Union[Dict[str, Any], None]:
Associates an Elastic IP address with an instance. When this association
is
created, the Elastic IP's public IP address is immediately used as the
public
IP address of the associated instance.

:param allocation_id: The allocation ID of the Elastic IP.
:param instance_id: The ID of the Amazon EC2 instance.
:return: A response that contains the ID of the association, or None if
no Elastic IP is found.
:raises ClientError: If the association fails, such as when the instance
ID is not found.
elastic_ip = self.get_elastic_ip_by_allocation(self.elastic_ips,
allocation_id)
if elastic_ip is None:
logger.info(f"No Elastic IP found with allocation ID
{allocation_id}.")
return None

try:
response = self.ec2_client.associate_address(
AllocationId=allocation_id, Instanceld=instance_id
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)
elastic_ip.instance_id = (
instance_id # Track the instance associated with this Elastic

IP.
)
except ClientError as err:
if err.response["Error"]["Code"] == "InvalidInstanceID.NotFound":

logger.errox(
f"Failed to associate Elastic IP {allocation_id} with
{instance_id} "
"because the specified instance ID does not exist or has not
propagated fully. "
"Verify the instance ID and try again, or wait a few moments
before attempting to "
"associate the Elastic IP address."
)
raise
return response

+ Untuk detail API, lihat AssociateAddressdi AWS SDK for Python (Boto3) Referensi API.

Ruby

SDK untuk Ruby

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

Associates an Elastic IP address with an Amazon Elastic Compute Cloud
(Amazon EC2) instance.

Prerequisites:

- The allocation ID corresponding to the Elastic IP address.
- The Amazon EC2 instance.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
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@param allocation_id [String] The ID of the allocation corresponding to
the Elastic IP address.
@param instance_id [String] The ID of the instance.
@return [String] The assocation ID corresponding to the association of the
Elastic IP address to the instance.
@example
puts allocate_elastic_ip_address(
Aws::EC2::Client.new(region: 'us-west-2'),
'eipalloc-04452e528a66279EX",
'i-033c48ef067af3dEX")
def associate_elastic_ip_address_with_instance(

#
#
#
#
#
#
#
#
#
#

ec2_client,
allocation_id,
instance_id

response = ec2_client.associate_address(
allocation_id: allocation_id,
instance_id: instance_id
)
response.association_id
rescue StandardError => e
puts "Error associating Elastic IP address with instance: #{e.message}"
'Exrror’
end

+ Untuk detail API, lihat AssociateAddressdi Referensi AWS SDK untuk Ruby API.

Rust

SDK for Rust

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

pub async fn associate_ip_address(
&self,
allocation_id: &str,
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instance_id: &str,
) -> Result<AssociateAddressOutput, EC2Error> {

let response = self
.client
.associate_address()
.allocation_id(allocation_id)
.instance_id(instance_id)
.send()
.await?;

Ok(response)

* Untuk detail API, lihat AssociateAddressreferensi AWS SDK for Rust API.

SAP ABAP

SDK for SAP ABAP

(@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

TRY.
oo_result = lo_ec2->associateaddress( " oo_result
is returned for testing purposes. "
iv_allocationid = iv_allocation_id
iv_instanceid = iv_instance_id ).
MESSAGE 'Associated an Elastic IP address with an EC2 instance.' TYPE

CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
DATA(1lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'E'.
ENDTRY.

* Untuk detail API, lihat AssociateAddressdi AWS SDK untuk referensi SAP ABAP API.
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Swift

SDK para Swift

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

import AWSEC2

/// Associate the specified allocated Elastic IP to a given instance.

///

/// - Parameters:

/// - instanceId: The instance to associate the Elastic IP with.

/// - allocationId: The ID of the allocated Elastic IP to associate with
/// the instance.

///

/// - Returns: The association ID of the association.
func associateAddress(instanceId: String?, allocationId: String?) async ->
String? {
do {
let output = try await ec2Client.associateAddress(
input: AssociateAddressInput(
allocationId: allocationId,
instanceld: instanceld

return output.associationId
} catch {
print("*** Unable to associate the IP address:
\(error.localizedDescription)")
return nil

* Untuk detail API, lihat referensi AssociateAddress AWSSDK untuk Swift API.
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Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan AssociateDhcpOptions dengan CLI

Contoh kode berikut menunjukkan cara menggunakanAssociateDhcpOptions.
CLI

AWS CLI
Untuk mengaitkan opsi DHCP yang disetel dengan VPC Anda

Contoh ini mengaitkan opsi DHCP tertentu yang ditetapkan dengan VPC yang ditentukan. Jika
perintah berhasil, tidak ada output yang akan ditampilkan.

Perintah:

aws ec2 associate-dhcp-options --dhcp-options-id dopt-d9070ebb --vpc-id vpc-
a01106¢c2

Untuk mengaitkan opsi DHCP default yang disetel dengan VPC Anda

Contoh ini mengaitkan opsi DHCP default yang ditetapkan dengan VPC yang ditentukan. Jika
perintah berhasil, tidak ada output yang akan ditampilkan.

Perintah:
aws ec2 associate-dhcp-options --dhcp-options-id default --vpc-id vpc-a01106c2

» Untuk detail API, lihat AssociateDhcpOptionsdi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini mengaitkan opsi DHCP tertentu yang ditetapkan dengan VPC yang
ditentukan.
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Register-EC2DhcpOption -DhcpOptionsId dopt-la2b3c4d -VpcId vpc-12345678

Contoh 2: Contoh ini mengaitkan opsi DHCP default yang ditetapkan dengan VPC yang
ditentukan.

Register-EC2DhcpOption -DhcpOptionsId default -VpcId vpc-12345678

» Untuk detail API, lihat AssociateDhcpOptionsdi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini mengaitkan opsi DHCP tertentu yang ditetapkan dengan VPC yang
ditentukan.

Register-EC2DhcpOption -DhcpOptionsId dopt-la2b3c4d -VpcId vpc-12345678

Contoh 2: Contoh ini mengaitkan opsi DHCP default yang ditetapkan dengan VPC yang
ditentukan.

Register-EC2DhcpOption -DhcpOptionsId default -VpcId vpc-12345678

» Untuk detail API, lihat AssociateDhcpOptionsdi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan AssociateRouteTable dengan CLI
Contoh kode berikut menunjukkan cara menggunakanAssociateRouteTable.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

« Buat VPC dengan subnet pribadi dan gateway NAT

* Memulai dengan Amazon VPC
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CLI
AWS CLI
Untuk mengaitkan tabel rute dengan subnet
Contoh ini mengaitkan tabel rute yang ditentukan dengan subnet yang ditentukan.
Perintah:
aws ec2 associate-route-table --route-table-id rtb-22574640 --subnet-
id subnet-9d4a7b6¢c
Output:
{
"AssociationId": "rtbassoc-781dodla"
}
» Untuk detail API, lihat AssociateRouteTabledi Referensi AWS CLI Perintah.
PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini mengaitkan tabel rute yang ditentukan dengan subnet yang ditentukan.

Register-EC2RouteTable -RouteTableId rtb-1la2b3c4d -SubnetId subnet-1la2b3c4d

Output:
rtbassoc-12345678

* Untuk detail API, lihat AssociateRouteTabledi Referensi Alat AWS untuk PowerShell Cmdlet
(V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini mengaitkan tabel rute yang ditentukan dengan subnet yang ditentukan.

Register-EC2RouteTable -RouteTableId rtb-1la2b3c4d -SubnetId subnet-1la2b3c4d
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Output:

rtbassoc-12345678

« Untuk detail API, lihat AssociateRouteTabledi Referensi Alat AWS untuk PowerShell Cmdlet
(V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan AttachInternetGateway dengan CLI
Contoh kode berikut menunjukkan cara menggunakanAttachInternetGateway.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

» Buat VPC dengan subnet pribadi dan gateway NAT

* Memulai dengan Amazon VPC

CLI

AWS CLI
Untuk melampirkan gateway internet ke VPC Anda

attach-internet-gatewayContoh berikut melampirkan gateway internet yang ditentukan
ke VPC tertentu.

aws ec2 attach-internet-gateway \
--internet-gateway-id igw-0dofb496b3EXAMPLE \
--vpc-id vpc-0a60eb65b4EXAMPLE

Perintah ini tidak menghasilkan output.

Untuk informasi lebih lanjut, lihat Gateway internet di Panduan Pengguna Amazon VPC.

» Untuk detail API, lihat AttachinternetGatewaydi Referensi AWS CLI Perintah.
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PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini melampirkan gateway Internet yang ditentukan ke VPC yang ditentukan.

Add-EC2InternetGateway -InternetGatewayId igw-1a2b3c4d -VpcId vpc-12345678

Contoh 2: Contoh ini membuat VPC dan gateway Internet, dan kemudian melampirkan
gateway Internet ke VPC.

$vpc = New-EC2Vpc -CidrBlock 10.0.0.0/16
New-EC2InternetGateway | Add-EC2InternetGateway -VpcId $vpc.VpcId

» Untuk detail API, lihat AttachinternetGatewaydi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini melampirkan gateway Internet yang ditentukan ke VPC yang ditentukan.

Add-EC2InternetGateway -InternetGatewayId igw-1a2b3c4d -VpcId vpc-12345678

Contoh 2: Contoh ini membuat VPC dan gateway Internet, dan kemudian melampirkan
gateway Internet ke VPC.

$vpc = New-EC2Vpc -CidrBlock 10.0.0.0/16
New-EC2InternetGateway | Add-EC2InternetGateway -VpcId $vpc.VpcId

« Untuk detail API, lihat AttachinternetGatewaydi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan AttachNetworkIntexface dengan CLI

Contoh kode berikut menunjukkan cara menggunakanAttachNetworkInterface.

Tindakan 376


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v5/reference

Amazon Elastic Compute Cloud

CLI

Panduan Developerr

AWS CLI
Contoh 1: Untuk melampirkan antarmuka jaringan ke sebuah instance

attach-network-interfaceContoh berikut melampirkan antarmuka jaringan yang
ditentukan untuk contoh yang ditentukan.

aws ec2 attach-network-interface \
--network-interface-id eni-0dc56a8d4640adi0a \
--instance-id i-1234567890abcdefo \
--device-index 1

Output:

"AttachmentId": "eni-attach-01a8fc87363f07cf9"

Untuk informasi selengkapnya, lihat Antarmuka jaringan elastis di Panduan EC2 Pengguna
Amazon.

Contoh 2: Untuk melampirkan antarmuka jaringan ke instance dengan beberapa kartu jaringan

attach-network-interfaceContoh berikut melampirkan antarmuka jaringan yang
ditentukan untuk contoh yang ditentukan dan kartu jaringan.

aws ec2 attach-network-intexface \
--network-intexface-id eni-07483b1897541ad83 \
--instance-id i-01234567890abcdef \
--network-card-index 1 \
--device-index 1

Output:

"AttachmentId": "eni-attach-0fbd7ee87a88cd06c"
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Untuk informasi selengkapnya, lihat Antarmuka jaringan elastis di Panduan EC2 Pengguna

Amazon.
« Untuk detail API, lihat AttachNetworkInterfacedi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini melampirkan antarmuka jaringan yang ditentukan ke instance yang

ditentukan.

Add-EC2NetworkInterface -NetworkInterfaceld eni-12345678 -Instanceld i-1a2b3c4d -

DeviceIndex 1

Output:
eni-attach-la2b3c4d

» Untuk detail API, lihat AttachNetworkInterfacedi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini melampirkan antarmuka jaringan yang ditentukan ke instance yang
ditentukan.

Add-EC2NetworkInterface -NetworkInterfaceld eni-12345678 -Instanceld i-la2b3c4d -

DeviceIndex 1

Output:
eni-attach-1la2b3c4d

» Untuk detail API, lihat AttachNetworkInterfacedi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.
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Gunakan AttachVolume dengan CLI

Contoh kode berikut menunjukkan cara menggunakanAttachVolume.
CLI

AWS CLI
Untuk melampirkan volume ke sebuah instance

Perintah contoh ini melampirkan volume (vol-1234567890abcdef@) ke instance
(1-01474ef662b89480) sebagai/dev/sdf.

Perintah:

aws ec2 attach-volume --volume-id vol-1234567890abcdef® --instance-
id i-01474ef662b89480 --device /dev/sdf

Output:

"AttachTime": "YYYY-MM-DDTHH:MM:SS.000Z",
"Instanceld": "i-01474ef662b89480",
"VolumeId": "vol-1234567890abcdef0",
"State": "attaching",

"Device": "/dev/sdf"

« Untuk detail API, lihat AttachVolumedi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini melampirkan volume yang ditentukan ke instance yang ditentukan dan
memaparkannya dengan nama perangkat yang ditentukan.

Add-EC2Volume -VolumeId vol-12345678 -InstanceId i-1a2b3c4d -Device /dev/sdh
Output:

AttachTime . 12/22/2015 1:53:58 AM
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DeleteOnTermination : False

Device : /dev/sdh
Instanceld : i-1la2b3c4d
State : attaching
Volumeld : vol-12345678

+ Untuk detail API, lihat AttachVolumedi Referensi Alat AWS untuk PowerShell Cmdlet (V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini melampirkan volume yang ditentukan ke instance yang ditentukan dan
memaparkannya dengan nama perangkat yang ditentukan.

Add-EC2Volume -VolumeId vol-12345678 -Instanceld i-la2b3c4d -Device /dev/sdh

Output:
AttachTime : 12/22/2015 1:53:58 AM
DeleteOnTermination : False
Device : /dev/sdh
Instanceld : i-la2b3c4d
State : attaching
Volumeld : vol-12345678

+ Untuk detail API, lihat AttachVolumedi Referensi Alat AWS untuk PowerShell Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan AttachVpnGateway dengan CLI
Contoh kode berikut menunjukkan cara menggunakanAttachVpnGateway.
CLI

AWS CLI
Untuk melampirkan gateway pribadi virtual ke VPC Anda

attach-vpn-gatewayContoh berikut melampirkan gateway pribadi virtual yang ditentukan
ke VPC yang ditentukan.
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aws ec2 attach-vpn-gateway \
--vpn-gateway-id vgw-9a4cacf3 \
--vpc-id vpc-a01106¢c2

Output:

"VpcAttachment": {
"State": "attaching",
"VpcId": "vpc-a01l1l@6c2"

» Untuk detail API, lihat AttachVpnGatewaydi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini melampirkan gateway pribadi virtual yang ditentukan ke VPC yang
ditentukan.

Add-EC2VpnGateway -VpnGatewayId vgw-1la2b3c4d -VpcId vpc-12345678

Output:

attaching vpc-12345678

» Untuk detail API, lihat AttachVpnGatewaydi Referensi Alat AWS untuk PowerShell Cmdlet
(V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini melampirkan gateway pribadi virtual yang ditentukan ke VPC yang
ditentukan.

Add-EC2VpnGateway -VpnGatewayId vgw-1la2b3c4d -VpcId vpc-12345678

Output:
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attaching vpc-12345678

» Untuk detail API, lihat AttachVpnGatewaydi Referensi Alat AWS untuk PowerShell Cmdlet
(V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.

Gunakan AuthorizeSecurityGroupEgress dengan CLI

Contoh kode berikut menunjukkan cara menggunakanAuthorizeSecurityGroupEgress.
CLI

AWS CLI

Contoh 1: Untuk menambahkan aturan yang memungkinkan lalu lintas keluar ke rentang
alamat tertentu

authorize-security-group-egressContoh berikut menambahkan aturan yang
memberikan akses ke rentang alamat yang ditentukan pada port TCP 80.

aws ec2 authorize-security-group-egress \
--group-id sg-1234567890abcdefo \
--ip-permissions
'IpProtocol=tcp, FromPoxt=80, ToPort=80, IpRanges=[{CidrIp=10.0.0.0/16}]"

Output:

"Return": true,
"SecurityGroupRules": [
{

"SecurityGroupRuleId": "sgr-0bl15794cdbl7bf29c",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
"IsEgress": true,
"IpProtocol": "tcp",
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"FromPort": 80,
"ToPort": 80,
"CidrIpvs4": "10.0.0.0/16"

Contoh 2: Untuk menambahkan aturan yang memungkinkan lalu lintas keluar ke grup
keamanan tertentu

authorize-security-group-egressContoh berikut menambahkan aturan yang
memberikan akses ke grup keamanan yang ditentukan pada port TCP 80.

aws ec2 authorize-security-group-egress \
--group-id sg-1234567890abcdefo \
--ip-permissions
'IpProtocol=tcp, FromPoxt=80, ToPort=80,UserIdGroupPairs=[{GroupId=sg-0aadlc26bbeec5c22}]'

Output:

"Return": true,
"SecurityGroupRules": [

{
"SecurityGroupRuleId": "sgr-0b5dd815afcea9cc3",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
"IsEgress": true,
"IpProtocol": "tcp",
"FromPort": 80,
"ToPort": 80,
"ReferencedGroupInfo": {
"GroupId": "sg-@aadlc26bbeec5c22",
"UserId": "123456789012"
}
}

Untuk informasi selengkapnya, lihat Grup keamanan di Panduan Pengguna Amazon VPC.

» Untuk detail API, lihat AuthorizeSecurityGroupEgressdi Referensi AWS CLI Perintah.
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PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini mendefinisikan aturan jalan keluar untuk grup keamanan tertentu untuk -
VPC. EC2 Aturan memberikan akses ke rentang alamat IP yang ditentukan pada port TCP 80.
Sintaks yang digunakan oleh contoh ini membutuhkan PowerShell versi 3 atau lebih tinggi.

$ip = @{ IpProtocol="tcp"; FromPort="80"; ToPort="80";
IpRanges="203.0.113.0/24" }
Grant-EC2SecurityGroupEgress -Groupld sg-12345678 -IpPermission $ip

Contoh 2: Dengan PowerShell versi 2, Anda harus menggunakan New-Object untuk membuat
objek. IpPermission

$ip = New-Object Amazon.EC2.Model.IpPermission
$ip.IpProtocol = "tcp"

$ip.FromPort = 80

$ip.ToPort = 80
$ip.IpRanges.Add("203.0.113.0/24")

Grant-EC2SecurityGroupEgress -Groupld sg-12345678 -IpPermission $ip

Contoh 3: Contoh ini memberikan akses ke grup keamanan sumber yang ditentukan pada port
TCP 80.

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
$ug.GroupId = "sg-la2b3c4d"
$ug.UserId = "123456789012"

Grant-EC2SecurityGroupEgress -GroupIld sg-12345678 -IpPermission
@( @{ IpProtocol="tcp"; FromPort="80"; ToPort="80"; UserIdGroupPairs=$ug } )

» Untuk detail API, lihat AuthorizeSecurityGroupEgressdi Referensi Alat AWS untuk
PowerShell Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini mendefinisikan aturan jalan keluar untuk grup keamanan tertentu untuk -
VPC. EC2 Aturan memberikan akses ke rentang alamat IP yang ditentukan pada port TCP 80.
Sintaks yang digunakan oleh contoh ini membutuhkan PowerShell versi 3 atau lebih tinggi.
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$ip = @{ IpProtocol="tcp"; FromPort="80"; ToPort="80";
IpRanges="203.0.113.0/24" }
Grant-EC2SecurityGroupEgress -Groupld sg-12345678 -IpPermission $ip

Contoh 2: Dengan PowerShell versi 2, Anda harus menggunakan New-Object untuk membuat
objek. IpPermission

$ip = New-Object Amazon.EC2.Model.IpPermission
$ip.IpProtocol = "tcp"

$ip.FromPort = 80

$ip.ToPort = 80
$ip.IpRanges.Add("203.0.113.0/24")

Grant-EC2SecurityGroupEgress -Groupld sg-12345678 -IpPermission $ip

Contoh 3: Contoh ini memberikan akses ke grup keamanan sumber yang ditentukan pada port
TCP 80.

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
$ug.GroupId = "sg-la2b3c4d"
$ug.UserId = "123456789012"

Grant-EC2SecurityGroupEgress -GroupId sg-12345678 -IpPermission
@( @{ IpProtocol="tcp"; FromPort="80"; ToPort="80"; UserIdGroupPairs=$ug } )

» Untuk detail API, lihat AuthorizeSecurityGroupEgressdi Referensi Alat AWS untuk
PowerShell Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan AuthorizeSecurityGroupIngress dengan AWS SDK atau CLI
Contoh kode berikut menunjukkan cara menggunakanAuthorizeSecurityGroupIngress.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

» Pelajari dasar-dasarnya

Tindakan 385


https://docs.aws.amazon.com/powershell/v5/reference

Amazon Elastic Compute Cloud Panduan Developerr

» Buat VPC dengan subnet pribadi dan gateway NAT

* Memulai dengan Amazon VPC

NET

SDK untuk .NET

@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/// <summary>
/// Authorize the local computer ingress to EC2 instances associated
/// with the virtual private cloud (VPC) security group.
/// </summary>
/// <param name="groupName">The name of the security group.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> AuthorizeSecurityGroupIngress(string groupName)
{
try
{
// Get the IP address for the local computer.
var ipAddress = await GetIpAddress();
Console.WriteLine($"Your IP address is: {ipAddress}");
var ipRanges =
new List<IpRange> { new IpRange { CidrIp = $"{ipAddress}/32" } };
var permission = new IpPermission

{
Ipv4Ranges = ipRanges,
IpProtocol = "tcp",
FromPort = 22,
ToPort = 22

};

var permissions = new List<IpPermission> { permission };
var response = await _amazonEC2.AuthorizeSecurityGroupIngressAsync(
new AuthorizeSecurityGroupIngressRequest(groupName,
permissions));
return response.HttpStatusCode == HttpStatusCode.OK;
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/17
/17
/17
/17
/17

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidPermission.Duplicate")
{
_logger.LogErrox(
$"The ingress rule already exists. {ec2Exception.Messagel}");
}
throw;
}
catch (Exception ex)
{
_logger.LogErrox(
$"An error occurred while authorizing ingress.: {ex.Messagel}");
throw;
}
<summary>

Authorize the local computer for ingress to

the Amazon EC2 SecurityGroup.

</summary>

<returns>The IPv4 address of the computer running the scenario.</returns>

private static async Task<string> GetIpAddress()

{

checkip.

var httpClient = new HttpClient();
var ipString = await httpClient.GetStringAsync("https://
amazonaws.com");

// The IP address is returned with a new line

// character on the end. Trim off the whitespace and
// return the value to the caller.

return ipString.Trim();

» Untuk detail API, lihat AuthorizeSecurityGrouplngressdi Referensi AWS SDK untuk .NET

API.
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Bash

AWS CLI dengan skrip Bash

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

EE R EFEEEFEEFFEEEEFEFEFFEEEFEFEEEFEEFFEEEEEEFEEE G

# function ec2_authorize_security_group_ingress

#

# This function authorizes an ingress rule for an Amazon Elastic Compute Cloud
(Amazon EC2) security group.

Parameters:
-g security_group_id - The ID of the security group.
-i ip_address - The IP address or CIDR block to authorize.
-p protocol - The protocol to authorize (e.g., tcp, udp, icmp).
-f from_port - The start of the port range to authorize.
-t to_port - The end of the port range to authorize.

And:
@ - If successful.
1 - If it fails.
HHAHHAHH SRR SHH SRR SRR SRR G HH SRR SRR SRR SRR SRR G R HEHHEHHGHH G R H SRR G R B SR B SR B R HH SR H SRS SH
function ec2_authorize_security_group_ingress() {
local security_group_id ip_address protocol from_port to_port response
local option OPTARG # Required to use getopts command in a function.

H OH OHF OHF OH O O OH K OB H

# bashsupport disable=BP5008
function usage() {

echo "function ec2_authorize_security_group_ingress"

echo "Authorizes an ingress rule for an Amazon Elastic Compute Cloud (Amazon
EC2) security group."

echo " -g security_group_id - The ID of the security group."

echo " -i ip_address - The IP address or CIDR block to authorize."

echo " -p protocol - The protocol to authorize (e.g., tcp, udp, icmp)."
echo " -f from_port - The start of the port range to authorize."

echo " -t to_port - The end of the port range to authorize."

echo ""
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}

# Retrieve the calling parameters.
while getopts "g:i:p:f:t:h" option; do
case "${option}" in
g) security_group_id="${OPTARG}" ;;
i) ip_address="${OPTARG}" ;;
p) protocol="${OPTARG}" ;;
f) from_port="${0OPTARG}" ;;
t) to_port="${OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac
done

export OPTIND=1

if [[ -z "$security_group_id" 1]; then
errecho "ERROR: You must provide a security group ID with the -g parameter.
usage
return 1

fi

if [[ -z "$ip_address" ]]; then

errecho "ERROR: You must provide an IP address or CIDR block with the -i
parameter."

usage

return 1
fi

if [[ -z "$protocol" 1]; then
errecho "ERROR: You must provide a protocol with the -p parameter."
usage
return 1

fi

if [[ -z "$from_port" 1]; then
errecho "ERROR: You must provide a start port with the -f parameter."

Tindakan 389



Amazon Elastic Compute Cloud

Panduan Developerr

usage
return 1
fi

if [[ -z "$to_port" 1]; then
errecho "ERROR: You must provide an end port with the -t parameter."
usage
return 1

fi

response=$(aws ec2 authorize-security-group-ingress \

--group-id "$security_group_id" \

--cidr "${ip_address}/32" \

--protocol "$protocol" \

--port "$from_port-$to_port" \

--output text) || {

aws_cli_error_log ${?}

errecho "ERROR: AWS reports authorize-security-group-ingress operation
failed.$response"

return 1

return 0

Fungsi utilitas yang digunakan dalam contoh ini.

HHHH AR H AR H AR R A R R R R T TSRS
# function errecho
#

# This function outputs everything sent to it to STDERR (standard error output).

buuububububiiiiiiiigiiipi g g g gggggg g g bbb b iR b R PSS S S S S G G g b
function errecho() {
printf "%s\n" "$*" 1>&2

HAHHH SR HRH R H AR ARG RS RS RS RS RS R HRHRH R H AR AR RS RS RS RS R HRHRH R H B HEH RS RS RS RS RS RS H
# function aws_cli_error_log()

#

# This function is used to log the error messages from the AWS CLI.

#

# The function expects the following argument:
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$1 - The error code returned by the AWS CLI.

Returns:
@: - Success.

H OH O O R

HAHHHHHH A SRR R RS TR SRR HH SRR SRR R SRR RS R H RS R H RS ST RS RS ST H S RT3
function aws_cli_error_log() {

local err_code=$1

errecho "Error code : $err_code"

if [ "$err_code" == 1 ]; then

errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]1; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."

elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."

fi

return 0

» Untuk detail API, lihat AuthorizeSecurityGrouplngressdi Referensi AWS CLI Perintah.

C++

SDK untuk C++

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

//' Authorize ingress to an Amazon Elastic Compute Cloud (Amazon EC2) group.
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/2
\param groupID: The EC2 group ID.
\param clientConfiguration: The ClientConfiguration object.
\return bool: True if the operation was successful, false otherwise.
*/
bool
AwsDoc: :EC2: :authorizeSecurityGroupIngress(const Aws::String &groupID,
const Aws::Client::ClientConfiguration

&clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);
Aws::EC2::Model: :AuthorizeSecurityGroupIngressRequest
authorizeSecurityGroupIngressRequest;
authorizeSecurityGroupIngressRequest.SetGroupId(groupID);
buildSampleIngressRule(authorizeSecurityGroupIngressRequest);

Aws::EC2::Model: :AuthorizeSecurityGroupIngressOutcome
authorizeSecurityGroupIngressQOutcome =

ec2Client.AuthorizeSecurityGroupIngress(authorizeSecurityGroupIngressRequest);

if (authorizeSecurityGroupIngressOutcome.IsSuccess()) {
std::cout << "Successfully authorized security group ingress." <<
std::endl;
} else {
std::cerr << "Error authorizing security group ingress:
<< authorizeSecurityGroupIngressOutcome.GetError().GetMessage()

<< std::endl;
}

return authorizeSecurityGroupIngressOutcome.IsSuccess();

Fungsi utilitas untuk membangun aturan masuk.

//! Build a sample ingress rule.
/=
\param authorize_request: An 'AuthorizeSecurityGroupIngressRequest' instance.
\return void:
*/
void buildSampleIngressRule(
Aws: :EC2::Model: :AuthorizeSecurityGroupIngressRequest &authorize_request)
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Aws::String ingressIPRange = "203.0.113.0/24"; // Configure this for your
allowed IP range.

Aws::EC2::Model::IpRange ip_range;

ip_range.SetCidrIp(ingressIPRange);

Aws::EC2::Model: :IpPermission permissionl;
permissionl.SetIpProtocol("tcp");
permissionl.SetToPort(80);
permissionl.SetFromPort(80);
permissionl.AddIpRanges(ip_range);

authorize_request.AddIpPermissions(permissionl);
Aws::EC2::Model: :IpPermission permission2;
permission2.SetIpProtocol("tcp");
permission2.SetToPort(22);
permission2.SetFromPort(22);

permission2.AddIpRanges(ip_range);

authorize_request.AddIpPermissions(permission2);

» Untuk detail API, lihat AuthorizeSecurityGrouplngressdi Referensi AWS SDK untuk C++ API.

CLI

AWS CLI
Contoh 1: Untuk menambahkan aturan yang mengizinkan lalu lintas SSH masuk

Contoh authorize-security-group-ingress berikut menambahkan aturan yang
mengizinkan lalu lintas masuk pada TCP port 22 (SSH).

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdefo \
--protocol tcp \
--port 22 \
--cidr 203.0.113.0/24

Output:
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"Return": true,
"SecurityGroupRules": [
{

"SecurityGroupRuleId": "sgr-0@lafa97ef3elbedfc",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "tcp",
"FromPort": 22,
"ToPort": 22,
"CidrIpvs4": "203.0.113.0/24"

Contoh 2: Untuk menambahkan aturan yang mengizinkan lalu lintas HTTP masuk dari grup
keamanan lain

Contoh authorize-security-group-ingress berikut menambahkan aturan yang
mengizinkan akses masuk pada TCP port 80 dari grup keamanan sumber sg-1a2b3c4d.
Grup sumber harus berada di VPC atau VPC peer yang sama (memerlukan koneksi peering
VPC). Lalu lintas masuk diizinkan berdasarkan alamat IP privat dari instans yang dikaitkan
dengan grup keamanan sumber (bukan alamat IP publik atau alamat IP Elastis).

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdefo \
--protocol tcp \
--port 80 \
--souxce-group sg-la2b3c4d

Output:

"Return": true,
"SecurityGroupRules": [
{

"SecurityGroupRuleId": "sgr-01f4be99110f638a7",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "tcp",
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Contoh 3: Untuk menambahkan banyak aturan dalam panggilan yang sama

"FromPort": 80,

"ToPort": 80,

"ReferencedGroupInfo": {
"GroupId": "sg-la2b3cs4d",
"UserId": "123456789012"

Contoh authorize-security-group-ingress berikut menggunakan parameter ip-
permissions untuk menambahkan dua aturan masuk, satu yang mengizinkan akses masuk
pada TCP port 3389 (RDP) dan satu yang mengizinkan ping/ICMP.

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdefo \
--ip-permissions
'IpProtocol=tcp, FromPort=3389, ToPoxrt=3389, IpRanges=[{CidrIp=172.31.0.0/16}]"
'IpProtocol=icmp, FromPort=-1, ToPort=-1, IpRanges=[{CidrIp=172.31.0.0/16}]"

Output:
{
"Return": true,
"SecurityGroupRules": [

{
"SecurityGroupRuleId": "sgr-00e@6e5d3690f29f3",
"GroupId": "sg-1234567890abcdef@",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "tcp",
"FromPort": 3389,
"ToPort": 3389,
"CidrIpva": "172.31.0.0/16"

1,

{
"SecurityGroupRuleId": "sgr-0al33dd4493944b87",
"GroupId": "sg-1234567890abcdef@",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "tcp",
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"FromPort": -1,
"ToPort": -1,
"CidrIpvsa": "172.31.0.0/16"

Contoh 4: Guna menambahkan aturan untuk lalu lintas ICMP

Contoh authorize-security-group-ingress berikut menggunakan parameter
ip-permissions untuk menambahkan aturan masuk yang mengizinkan pesan ICMP
Destination Unreachable: Fragmentation Needed and Don't Fragment was
Set (Tipe 3, Kode 4) dari mana saja.

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdefo \
--ip-permissions
'IpProtocol=icmp, FromPort=3, ToPort=4, IpRanges=[{Cidrip=0.0.0.0/0}]'

Output:
{
"Return": true,
"SecurityGroupRules": [
{
"SecurityGroupRuleId": "sgr-0de3811019069b787",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "icmp",
"FromPort": 3,
"ToPort": 4,
"CidrIpvs": "0.0.0.0/0"
}
]
}

Contoh 5: Untuk menambahkan aturan untuk IPv6 lalu lintas

authorize-security-group-ingressContoh berikut menggunakan ip-permissions
parameter untuk menambahkan aturan masuk yang memungkinkan akses SSH (port 22) dari
rentang. IPv6 2001:db8:1234:1a00: : /64
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aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdefo \
--ip-permissions
'IpProtocol=tcp, FromPort=22, ToPort=22, Ipv6Ranges=[{CidrIpv6=2001:db8:1234:1a00::/64}]"

Output:

"Return": true,
"SecurityGroupRules": [
{

"SecurityGroupRuleId": "sgr-0455bc68b60805563",
"GroupId": "sg-1234567890abcdef@",
"GroupOwnerId": "123456789012",
"IskEgress": false,
"IpProtocol": "tcp",
"FromPort": 22,
"ToPort": 22,
"CidrIpv6": "2001:db8:1234:1a00::/64"

Contoh 6: Untuk menambahkan aturan untuk ICMPV6 lalu lintas

authorize-security-group-ingressContoh berikut menggunakan ip-permissions
parameter untuk menambahkan aturan masuk yang memungkinkan ICMPV6 lalu lintas dari
mana saja.

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdefo \
--ip-permissions 'IpProtocol=icmpv6,Ipv6Ranges=[{CidrIpv6=::/0}]'

Output:

"Return": true,
"SecurityGroupRules": [
{
"SecurityGroupRuleId": "sgr-04b612d9363ab6327",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
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"IsEgress": false,
"IpProtocol": "icmpve",
"FromPort": -1,
"ToPort": -1,
"CidrIpve": "::/0@"

Contoh 7: Tambahkan aturan dengan deskripsi

authorize-security-group-ingressContoh berikut menggunakan ip-permissions

parameter untuk menambahkan aturan masuk yang memungkinkan lalu lintas RDP dari

rentang alamat yang ditentukan IPv4 . Aturan mencakup deskripsi untuk membantu Anda

mengidentifikasinya nanti.

aws ec2 authorize-security-group-ingress \
--group-id sg-1234567890abcdefo \
--ip-permissions
'IpProtocol=tcp, FromPort=3389, ToPoxt=3389, IpRanges=[{CidrIp=203.0.113.0/24,Description="

office'}]"

Output:

"Return":

true,

"SecurityGroupRules": [

{

"SecurityGroupRuleId": "sgr-0397bbcc@1e974db3",
"GroupId": "sg-1234567890@abcdef@",
"GroupOwnerId": "123456789012",

"IsEgress": false,

"IpProtocol": "tcp",

"FromPort": 3389,

"ToPort": 3389,

"CidrIpva": "203.0.113.0/24",

"Description": "RDP access from NY office"

Contoh 8: Untuk menambahkan aturan masuk yang menggunakan daftar prefiks
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Contoh authorize-security-group-ingress berikut menggunakan parameter ip-
permissions untuk menambahkan aturan masuk yang mengizinkan semua lalu lintas untuk
rentang CIDR dalam daftar prefiks tertentu.

aws ec2 authorize-security-group-ingress \
--group-id sg-04a351bfed432d4e71 \
--ip-permissions
'IpProtocol=all,PrefixListIds=[{PrefixListId=pl-002dc3ec097del1514}]"

Output:

"Return": true,
"SecurityGroupRules": [

{
"SecurityGroupRuleId": "sgr-09c74b32f677c6c7c",
"GroupId": "sg-1234567890abcdef0",
"GroupOwnerId": "123456789012",
"IsEgress": false,
"IpProtocol": "-1",
"FromPort": -1,
"ToPort": -1,
"PrefixListId": "pl-0721453c7ac4ec@@9"
}

Untuk informasi selengkapnya, lihat Grup keamanan di Panduan Pengguna Amazon VPC.

» Untuk detail API, lihat AuthorizeSecurityGrouplngressdi Referensi AWS CLI Perintah.

Java

SDK untuk Java 2.x

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.
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/**
* Creates a new security group asynchronously with the specified group name,
description, and VPC ID. It also
* authorizes inbound traffic on ports 80 and 22 from the specified IP

address.

*

* @param groupName the name of the security group to create

* @param groupDesc the description of the security group

* @param vpcld the ID of the VPC in which to create the security
group

* @param myIpAddress the IP address from which to allow inbound traffic
(e.g., "192.168.1.1/0" to allow traffic from
& any IP address in the 192.168.1.0/24 subnet)
* @return a CompletableFuture that, when completed, returns the ID of the
created security group
* @throws RuntimeException if there was a failure creating the security
group or authorizing the inbound traffic
*/
public CompletableFuture<String> createSecurityGroupAsync(String groupName,
String groupDesc, String vpcId, String myIpAddress) {
CreateSecurityGroupRequest createRequest =
CreateSecurityGroupRequest.builder()
.groupName(groupName)
.description(groupDesc)
.vpcId(vpcId)
.build();

return getAsyncClient().createSecurityGroup(createRequest)
.thenCompose(createResponse -> {
String groupId = createResponse.groupId();
IpRange ipRange = IpRange.builder()
.cidrIp(myIpAddress + "/32")
.build();

IpPermission ipPerm = IpPermission.builder()
.ipProtocol("tcp")
.toPort(80)
.fromPort(80)
.ipRanges(ipRange)
.build();

IpPermission ipPerm2 = IpPermission.builder()
.ipProtocol("tcp")
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.toPort(22)
.fromPort(22)
.ipRanges(ipRange)
.build();

AuthorizeSecurityGroupIngressRequest authRequest =
AuthorizeSecurityGroupIngressRequest.builder()
.groupName(groupName)
.ipPermissions(ipPerm, ipPerm2)
.build();

return
getAsyncClient().authorizeSecurityGroupIngress(authRequest)
.thenApply(authResponse -> groupld);
)
.whenComplete((result, exception) -> {
if (exception != null) {
if (exception instanceof CompletionException &&
exception.getCause() instanceof Ec2Exception) {
throw (Ec2Exception) exception.getCause();
} else {
throw new RuntimeException("Failed to create security
group: " + exception.getMessage(), exception);

}

1)

» Untuk detail API, lihat AuthorizeSecurityGrouplngressdi Referensi AWS SDK for Java 2.x
API.

JavaScript

SDK untuk JavaScript (v3)

(@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.
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import {
AuthorizeSecurityGroupIngressCommand,
EC2Client,

} from "eaws-sdk/client-ec2";

/**
* Adds the specified inbound (ingress) rules to a security group.
* @param {{ groupId: string, ipAddress: string }} options
*/
export const main = async ({ groupld, ipAddress })
const client = new EC2Client({});
const command = new AuthorizeSecurityGroupIngressCommand({
// Use a group ID from the AWS console or
// the DescribeSecurityGroupsCommand.
GroupId: groupld,
IpPermissions: [

{

> {

IpProtocol: "tcp",
FromPort: 22,
ToPort: 22,
// The IP address to authorize.
// For more information on this notation, see
// https://en.wikipedia.org/wiki/Classless_Inter-
Domain_Routing#CIDR_notation
IpRanges: [{ CidrIp: ‘${ipAddress}/32" 1}],
1,
1,
});

try {
const { SecurityGroupRules } = await client.send(command);
console.log(JSON.stringify(SecurityGroupRules, null, 2));
} catch (caught) {

if (caught instanceof Error && caught.name === "InvalidGroupId.Malformed") {
console.warn( "${caught.message}. Please provide a valid GroupId.');

} else {
throw caught;

}

I
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» Untuk detail API, lihat AuthorizeSecurityGrouplngressdi Referensi AWS SDK untuk
JavaScript API.

Kotlin

SDK untuk Kotlin

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

suspend fun createEC2SecurityGroupSc(
groupNameVal: String?,
groupDescVal: String?,
vpcIdVal: String?,
myIpAddress: String?,
): String? {
val request =
CreateSecurityGroupRequest {
groupName = groupNameVal
description = groupDescVal
vpcId = vpcIdvVal

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val resp = ec2.createSecurityGroup(request)
val ipRange =
IpRange {
cidrIp = "$myIpAddress/0"

val ipPerm =
IpPermission {
ipProtocol = "tcp"
toPort = 80
fromPort = 80
ipRanges = 1listOf(ipRange)
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val ipPerm2 =
IpPermission {
ipProtocol = "tcp"
toPort = 22
fromPort 22
ipRanges = 1listOf(ipRange)

val authRequest =
AuthorizeSecurityGroupIngressRequest {
groupName = groupNameVal
ipPermissions = listOf(ipPerm, ipPerm2)
}
ec2.authorizeSecurityGroupIngress(authRequest)
println("Successfully added ingress policy to Security Group
$groupNameVal')
return resp.groupld

* Untuk detail API, lihat AuthorizeSecurityGrouplngressdi AWS SDK untuk referensi API
Kotlin.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini mendefinisikan aturan ingress untuk grup keamanan untuk -VPC.

EC2 Aturan ini memberikan akses ke alamat IP tertentu untuk SSH (port 22) dan RDC (port
3389). Perhatikan bahwa Anda harus mengidentifikasi grup keamanan untuk EC2 -VPC
menggunakan ID grup keamanan bukan nama grup keamanan. Sintaks yang digunakan oleh
contoh ini membutuhkan PowerShell versi 3 atau lebih tinggi.

$ipl = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22";
IpRanges="203.0.113.25/32" }

$ip2 = @{ IpProtocol="tcp"; FromPort="3389"; ToPort="3389";
IpRanges="203.0.113.25/32" }

Grant-EC2SecurityGroupIngress -GroupIld sg-12345678 -IpPermission @( $ipl, $ip2 )
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Contoh 2: Dengan PowerShell versi 2, Anda harus menggunakan New-Object untuk membuat
objek. IpPermission

$ipl = New-Object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPort = 22
$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPort = 3389

$ip2.ToPort = 3389
$ip2.IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission @( $ipl, $ip2 )

Contoh 3: Contoh ini mendefinisikan aturan ingress untuk grup keamanan untuk -Classic. EC2
Aturan ini memberikan akses ke alamat IP tertentu untuk SSH (port 22) dan RDC (port 3389).
Sintaks yang digunakan oleh contoh ini membutuhkan PowerShell versi 3 atau lebih tinggi.

$ipl = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22";
IpRanges="203.0.113.25/32" }

$ip2 = @{ IpProtocol="tcp"; FromPort="3389"; ToPort="3389";
IpRanges="203.0.113.25/32" }

Grant-EC2SecurityGroupIngress -GroupName '"my-security-group" -IpPermission
e( $ipl, $ip2 )

Contoh 4: Dengan PowerShell versi 2, Anda harus menggunakan New-Object untuk membuat
objek. IpPermission

$ipl = New-Object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPort = 22
$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPort = 3389

$ip2.ToPort = 3389
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$ip2.IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -GroupName '"my-security-group" -IpPermission
e( $ipl, $ip2 )

Contoh 5: Contoh ini memberikan akses port TCP 8081 dari grup keamanan sumber tertentu
(sg-1a2b3c4d) ke grup keamanan yang ditentukan (sg-12345678).

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
$ug.GroupId = "sg-la2b3c4d"
$ug.UserId = "123456789012"

Grant-EC2SecurityGroupIngress -Groupld sg-12345678 -IpPermission
@( @{ IpProtocol="tcp"; FromPort="8081"; ToPort="8@81"; UserIdGroupPairs=$ug } )

Contoh 6: Contoh ini menambahkan CIDR 5.5.5.5/32 ke aturan Ingress dari Grup keamanan
sg-1234abcd untuk lalu lintas port TCP 22 dengan deskripsi.

$IpRange = New-Object -TypeName Amazon.EC2.Model.IpRange

$IpRange.CidrIp = "5.5.5.5/32"

$IpRange.Description = "SSH from Office"

$IpPermission = New-Object Amazon.EC2.Model.IpPermission
$IpPermission.IpProtocol = "tcp"

$IpPermission.ToPort = 22

$IpPermission.FromPort = 22

$IpPermission.Ipv4Ranges = $IpRange

Grant-EC2SecurityGroupIngress -GroupId sg-1234abcd -IpPermission $IpPermission

» Untuk detail API, lihat AuthorizeSecurityGrouplngressdi Referensi Alat AWS untuk
PowerShell Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini mendefinisikan aturan ingress untuk grup keamanan untuk -VPC.

EC2 Aturan ini memberikan akses ke alamat IP tertentu untuk SSH (port 22) dan RDC (port
3389). Perhatikan bahwa Anda harus mengidentifikasi grup keamanan untuk EC2 -VPC
menggunakan ID grup keamanan bukan nama grup keamanan. Sintaks yang digunakan oleh
contoh ini membutuhkan PowerShell versi 3 atau lebih tinggi.

$ipl1 = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22";
IpRanges="203.0.113.25/32" }
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$ip2 = @{ IpProtocol="tcp"; FromPort="3389"; ToPort="3389";
IpRanges="203.0.113.25/32" }

Grant-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission @( $ipl, $ip2 )

Contoh 2: Dengan PowerShell versi 2, Anda harus menggunakan New-Object untuk membuat
objek. IpPermission

$ipl = New-Object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPort = 22
$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPort = 3389

$ip2.ToPort = 3389
$ip2.IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission @( $ipl, $ip2 )

Contoh 3: Contoh ini mendefinisikan aturan ingress untuk grup keamanan untuk -Classic. EC2
Aturan ini memberikan akses ke alamat IP tertentu untuk SSH (port 22) dan RDC (port 3389).
Sintaks yang digunakan oleh contoh ini membutuhkan PowerShell versi 3 atau lebih tinggi.

$ipl = @{ IpProtocol="tcp"; FromPort="22"; ToPort="22";
IpRanges="203.0.113.25/32" }

$ip2 = @{ IpProtocol="tcp"; FromPort="3389"; ToPort="3389";
IpRanges="203.0.113.25/32" }

Grant-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission
e( $ipl, $ip2 )

Contoh 4: Dengan PowerShell versi 2, Anda harus menggunakan New-Object untuk membuat
objek. IpPermission

$ipl = New-Object Amazon.EC2.Model.IpPermission
$ipl.IpProtocol = "tcp"

$ipl.FromPort = 22

$ipl.ToPort = 22
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$ipl.IpRanges.Add("203.0.113.25/32")

$ip2 = new-object Amazon.EC2.Model.IpPermission
$ip2.IpProtocol = "tcp"

$ip2.FromPort = 3389

$ip2.ToPort = 3389
$ip2.IpRanges.Add("203.0.113.25/32")

Grant-EC2SecurityGroupIngress -GroupName "my-security-group" -IpPermission
e( $ipl, $ip2 )

Contoh 5: Contoh ini memberikan akses port TCP 8081 dari grup keamanan sumber tertentu
(sg-1a2b3c4d) ke grup keamanan yang ditentukan (sg-12345678).

$ug = New-Object Amazon.EC2.Model.UserIdGroupPair
$ug.GroupId = "sg-la2b3csad"
$ug.UserId = "123456789012"

Grant-EC2SecurityGroupIngress -GroupId sg-12345678 -IpPermission
@( @{ IpProtocol="tcp"; FromPort="8081"; ToPort="8081"; UserIdGroupPairs=%ug } )

Contoh 6: Contoh ini menambahkan CIDR 5.5.5.5/32 ke aturan Ingress dari Grup keamanan
sg-1234abcd untuk lalu lintas port TCP 22 dengan deskripsi.

$IpRange = New-Object -TypeName Amazon.EC2.Model.IpRange

$IpRange.CidrIp = "5.5.5.5/32"

$IpRange.Description = "SSH from Office"

$IpPermission = New-Object Amazon.EC2.Model.IpPermission
$IpPermission.IpProtocol = "tcp"

$IpPermission.ToPort = 22

$IpPermission.FromPort = 22

$IpPermission.Ipv4Ranges = $IpRange

Grant-EC2SecurityGroupIngress -GroupId sg-1234abcd -IpPermission $IpPermission

* Untuk detail API, lihat AuthorizeSecurityGrouplngressdi Referensi Alat AWS untuk
PowerShell Cmdlet (V5).
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Python

SDK untuk Python (Boto3)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

class SecurityGroupWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) security group
actions."""

def __init_ (self, ec2_client: boto3.client, security_group: Optional[str] =
None):
Initializes the SecurityGroupWrapper with an EC2 client and an optional
security group ID.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level
access to AWS EC2 services.
:param security_group: The ID of a security group to manage. This is a
high-level identifier
that represents the security group.

self.ec2_client = ec2_client

self.security_group = security_group

@classmethod
def from_client(cls) -> "SecurityGroupWrapper":

Creates a SecurityGroupWrapper instance with a default EC2 client.

:return: An instance of SecurityGroupWrapper initialized with the default
EC2 client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)
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def authorize_ingress(self, ssh_ingress_ip: str) -> Optional[Dict[str, Any]l]:

Adds a rule to the security group to allow access to SSH.

:param ssh_ingress_ip: The IP address that is granted inbound access to
connect
to port 22 over TCP, used for SSH.
:return: The response to the authorization request. The 'Return' field of
the

response indicates whether the request succeeded or failed, or
None if no security group is set.

:raise Handles AWS SDK service-level ClientError, with special handling
for ResourceAlreadyExists

if self.security_group is None:

logger.info("No security group to update.")
return None

try:
ip_permissions = [

{
# SSH ingress open to only the specified IP address.
"IpProtocol": "tcp",
"FromPort": 22,
"ToPort": 22,
"IpRanges": [{"CidrIp": f"{ssh_ingress_ip}/32"}],

}

]
response = self.ec2_client.authorize_security_group_ingress(
GroupId=self.security_group, IpPermissions=ip_permissions
)
except ClientError as err:

if err.response["Error"]["Code"] == "InvalidPermission.Duplicate":
logger.errox(

f"The SSH ingress rule for IP {ssh_ingress_ip} already
exists"

f"in security group '{self.security_group}'."
)
raise
else:

return response
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» Untuk detail API, lihat AuthorizeSecurityGrouplngressdi AWS SDK for Python (Boto3)
Referensi API.

Rust

SDK for Rust

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/// Add an ingress rule to a security group explicitly allowing IPv4 address
/// as {ip}/32 over TCP port 22.
pub async fn authorize_security_group_ssh_ingress(
&self,
group_id: &str,
ingress_ips: Vec<Ipv4Addr>,
) -> Result<(), EC2Error> {
tracing::info! ("Authorizing ingress for security group {group_id}");
self.client
.authorize_security_group_ingress()
.group_id(group_id)
.set_ip_permissions(Some(
ingress_ips
.into_iter()
-map(|ip| {
IpPermission: :buildex()
.ip_protocol("tcp")
.from_port(22)
.to_port(22)
.ip_ranges(IpRange: :builder().cidr_ip(format!
("{ip}/32")).build())

.build()
1)
.collect(),
))
.send()
.await?;
0k(())
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}

» Untuk detail API, lihat AuthorizeSecurityGrouplngressreferensi AWS SDK for Rust API.

SAP ABAP

SDK for SAP ABAP

(@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

" Create IP permissions for SSH access (port 22)
" iv_cidr_ip = '192.0.2.0/24'
DATA 1t_ip_permissions TYPE /awsl/cl_ec2ippermission=>tt_ippermissionlist.
DATA(lo_ip_permission) = NEW /awsl/cl_ec2ippermission(

iv_ipprotocol = 'tcp'

iv_fromport = 22

iv_toport = 22

it_ipranges = VALUE /awsl/cl_ec2iprange=>tt_iprangelist(

( NEW /awsl/cl_ec2iprange( iv_cidrip = iv_cidr_ip ) )

) e

APPEND lo_ip_permission TO 1lt_ip_permissions.

TRY.
oo_result = lo_ec2->authsecuritygroupingress( " oo_result is
returned for testing purposes. "
iv_groupid = iv_group_id
it_ippermissions = 1lt_ip_permissions ).
MESSAGE 'Authorized ingress rule for security group.' TYPE 'I'.
CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
DATA(1lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'E'.
ENDTRY.
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» Untuk detail API, lihat AuthorizeSecurityGrouplngressdi AWS SDK untuk referensi SAP
ABAP API.

Swift

SDK para Swift

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

import AWSEC2

/// Authorize ingress of connections for the security group.

///

/// - Parameters:

/// - groupld: The group ID of the security group to authorize access for.
/// - ipAddress: The IP address of the device to grant access to.

///

/// - Returns: “true’ if access is successfully granted; otherwise “false'.
func authorizeSecurityGroupIngress(groupId: String, ipAddress: String) async
-> Bool {
let ipRange = EC2ClientTypes.IpRange(cidrIp: "\(ipAddress)/0")
let httpPermission = EC2ClientTypes.IpPermission(
fromPort: 80,
ipProtocol: "tcp",
ipRanges: [ipRange],
toPort: 80

let sshPermission = EC2ClientTypes.IpPermission(
fromPort: 22,
ipProtocol: "tcp",
ipRanges: [ipRange],
toPort: 22

do {
= try await ec2Client.authorizeSecurityGroupIngress(
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input: AuthorizeSecurityGroupIngressInput(
groupId: groupld,
ipPermissions: [httpPermission, sshPermission]

return true
} catch {
print("*** Error authorizing ingress for the security group:

\(error.localizedDescription)")
return false

» Untuk detail API, lihat referensi AuthorizeSecurityGrouplngress AWSSDK untuk Swift API.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CancelCapacityResexvation dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCancelCapacityReservation.
CLI
AWS CLI
Untuk membatalkan reservasi kapasitas

cancel-capacity-reservationContoh berikut membatalkan reservasi kapasitas yang
ditentukan.

aws ec2 cancel-capacity-reservation \
--capacity-reservation-id cr-1234abcd56EXAMPLE

Output:

"Return": true
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Untuk informasi selengkapnya, lihat Membatalkan Reservasi Kapasitas di Panduan EC2
Pengguna Amazon.

* Untuk detail API, lihat CancelCapacityReservationdi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini membatalkan reservasi kapasitas cr-0c1f2345db6f7cdba
Remove-EC2CapacityReservation -CapacityReservationId cr-0clf2345db6f7cdba
Output:

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2CapacityReservation
(CancelCapacityReservation)" on target "cr-@clf2345db6f7cdba".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'): y

True

» Untuk detail API, lihat CancelCapacityReservationdi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membatalkan reservasi kapasitas cr-0c1f2345db6f7cdba
Remove-EC2CapacityReservation -CapacityReservationId cr-@clf2345db6f7cdba
Output:

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2CapacityReservation
(CancelCapacityReservation)" on target "cr-0clf2345db6f7cdba".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):y
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True

« Untuk detail API, lihat CancelCapacityReservationdi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.

Gunakan CancelImportTask dengan CLI

Contoh kode berikut menunjukkan cara menggunakanCancelImportTask.
CLI

AWS CLI
Untuk membatalkan tugas impor

cancel-import-taskContoh berikut membatalkan tugas gambar impor yang ditentukan.

aws ec2 cancel-import-task \
--import-task-id import-ami-1234567890abcdef@

Output:

"ImportTaskId": "import-ami-1234567890abcdef0",
"PreviousState": "active",
"State": "deleting"

» Untuk detail API, lihat CancellmportTaskdi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini membatalkan tugas impor yang ditentukan (baik snapshot atau impor
gambar). Jika diperlukan, alasan dapat menyediakan menggunakan -CancelReason
parameter.
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Stop-EC2ImportTask -ImportTaskId import-ami-abcdefgh

» Untuk detail API, lihat CancellmportTaskdi Referensi Alat AWS untuk PowerShell Cmdlet
(V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini membatalkan tugas impor yang ditentukan (baik snapshot atau impor
gambar). Jika diperlukan, alasan dapat menyediakan menggunakan -CancelReason
parameter.

Stop-EC2ImportTask -ImportTaskId import-ami-abcdefgh

» Untuk detail API, lihat CancellmportTaskdi Referensi Alat AWS untuk PowerShell Cmdlet
(V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CancelSpotFleetRequests dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCancelSpotFleetRequests.
CLI

AWS CLI
Contoh 1: Untuk membatalkan permintaan armada Spot dan menghentikan instans terkait

cancel-spot-fleet-requestsContoh berikut membatalkan permintaan Armada Spot dan
mengakhiri Instans Sesuai Permintaan dan Instans Spot terkait.

aws ec2 cancel-spot-fleet-requests \
--spot-fleet-request-ids sfr-73fbd2ce-aa30-494c-8788-1ceedEXAMPLE \
--terminate-instances

Output:

"SuccessfulFleetRequests": [
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{
"SpotFleetRequestId": "sfr-73fbd2ce-aa30-494c-8788-1cee4EXAMPLE",
"CurrentSpotFleetRequestState": "cancelled_terminating",
"PreviousSpotFleetRequestState": "active"

}

1,

"UnsuccessfulFleetRequests": []

Contoh 2: Untuk membatalkan permintaan armada Spot tanpa menghentikan instans terkait

cancel-spot-fleet-requestsContoh berikut membatalkan permintaan Armada Spot
tanpa menghentikan Instans Sesuai Permintaan dan Instans Spot terkait.

aws ec2 cancel-spot-fleet-requests \
--spot-fleet-request-ids sfr-73fbd2ce-aa30-494c-8788-1cee4EXAMPLE \
--no-terminate-instances

Output:
{
"SuccessfulFleetRequests": [

{
"SpotFleetRequestId": "sfr-73fbd2ce-aa30-494c-8788-1cee4EXAMPLE",
"CurrentSpotFleetRequestState": "cancelled_running",
"PreviousSpotFleetRequestState": "active"

}

1,

"UnsuccessfulFleetRequests": []

Untuk informasi selengkapnya, lihat Membatalkan permintaan Armada Spot di Panduan EC2
Pengguna Amazon.

« Untuk detail API, lihat CancelSpotFleetRequestsdi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini membatalkan permintaan armada Spot yang ditentukan dan mengakhiri
instance Spot terkait.
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Stop-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
2a30-494c-8788-1cee4EXAMPLE -TerminateInstance $true

Contoh 2: Contoh ini membatalkan permintaan armada Spot yang ditentukan tanpa
menghentikan instans Spot terkait.

Stop-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
aa30-494c-8788-1cee4EXAMPLE -TerminateInstance $false

» Untuk detail API, lihat CancelSpotFleetRequestsdi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membatalkan permintaan armada Spot yang ditentukan dan mengakhiri
instance Spot terkait.

Stop-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
aa30-494c-8788-1cee4EXAMPLE -TerminateInstance $true

Contoh 2: Contoh ini membatalkan permintaan armada Spot yang ditentukan tanpa
menghentikan instans Spot terkait.

Stop-EC2SpotFleetRequest -SpotFleetRequestId sfr-73fbd2ce-
2a30-494c-8788-1cee4EXAMPLE -TerminateInstance $false

» Untuk detail API, lihat CancelSpotFleetRequestsdi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CancelSpotInstanceRequests dengan CLI

Contoh kode berikut menunjukkan cara menggunakanCancelSpotInstanceRequests.
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CLI
AWS CLI
Untuk membatalkan permintaan Instans Spot
Perintah contoh ini membatalkan permintaan Instans Spot.
Perintah:
aws ec2 cancel-spot-instance-requests --spot-instance-request-ids sir-08b93456
Output:
{
"CancelledSpotInstanceRequests": [
{
"State": "cancelled",
"SpotInstanceRequestId": "sir-08b93456"
}
]
}
» Untuk detail API, lihat CancelSpotinstanceRequestsdi Referensi AWS CLI Perintah.
PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini membatalkan permintaan instance Spot yang ditentukan.

Stop-EC2SpotInstanceRequest -SpotInstanceRequestId sir-12345678

Output:

SpotInstanceRequestlId State

sir-12345678 cancelled

» Untuk detail API, lihat CancelSpotinstanceRequestsdi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).
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Alat untuk PowerShell V5

Contoh 1: Contoh ini membatalkan permintaan instance Spot yang ditentukan.

Stop-EC2SpotInstanceRequest -SpotInstanceRequestId sir-12345678

Output:

SpotInstanceRequestId State

sir-12345678 cancelled

» Untuk detail API, lihat CancelSpotinstanceRequestsdi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan ConfirmProductInstance dengan CLI
Contoh kode berikut menunjukkan cara menggunakanConfirmProductInstance.
CLlI
AWS CLI
Untuk mengkonfirmasi contoh produk

Contoh ini menentukan apakah kode produk yang ditentukan dikaitkan dengan contoh yang
ditentukan.

Perintah:

aws ec2 confirm-product-instance --product-code 774F4FF8 --instance-
id i-1234567890abcdef0

Output:
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"OwnerId": "123456789012"

* Untuk detail API, lihat ConfirmProductinstancedi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini menentukan apakah kode produk yang ditentukan dikaitkan dengan
instance yang ditentukan.

Confirm-EC2ProductInstance -ProductCode 774F4FF8 -InstancelId i-12345678

* Untuk detail API, lihat ConfirmProductinstancedi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini menentukan apakah kode produk yang ditentukan dikaitkan dengan
instance yang ditentukan.

Confirm-EC2ProductInstance -ProductCode 774F4FF8 -Instanceld i-12345678

» Untuk detail API, lihat ConfirmProductinstancedi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CopyImage dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCopyImage.
CLI

AWS CLI

Contoh 1: Untuk menyalin AMI ke Wilayah lain
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copy-imageContoh perintah berikut menyalin AMI yang ditentukan dari us-west-2 Region
ke us-east-1 Region dan menambahkan deskripsi singkat.

aws ec2 copy-image \
--region us-east-1 \
--name ami-name \
--source-region us-west-2 \
--source-image-id ami-066877671789bd71b \
--description "This is my copied image."

Output:

"ImageId": "ami-0123456789abcdefg"

Untuk informasi selengkapnya, lihat Menyalin AMI di Panduan EC2 Pengguna Amazon.

Contoh 2: Untuk menyalin AMI ke Wilayah lain dan mengenkripsi snapshot dukungan

copy -imagePerintah berikut menyalin AMI yang ditentukan dari us-west -2 Wilayah ke

Wilayah saat ini dan mengenkripsi snapshot dukungan menggunakan kunci KMS yang
ditentukan.

aws ec2 copy-image \
--source-region us-west-2 \
--name ami-name \
--source-image-id ami-066877671789bd71b \
--encrypted \
--kms-key-id alias/my-kms-key

Output:

"ImageId": "ami-0123456789abcdefg"

Untuk informasi selengkapnya, lihat Menyalin AMI di Panduan EC2 Pengguna Amazon.

Contoh 3: Untuk menyertakan tag AMI yang ditentukan pengguna saat menyalin AMI
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copy-imagePerintah berikut menggunakan --copy-image-tags parameter untuk menyalin
tag AMI yang ditentukan pengguna saat menyalin AMI.

aws ec2 copy-image \
--region us-east-1 \
--name ami-name \
--source-region us-west-2 \
--source-image-id ami-066877671789bd71b \
--description "This is my copied image."
--copy-image-tags

Output:

"Imageld": "ami-0123456789abcdefg"

Untuk informasi selengkapnya, lihat Menyalin AMI di Panduan EC2 Pengguna Amazon.

* Untuk detail API, lihat Copylmagedi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini menyalin AMI yang ditentukan di wilayah 'UE (Irlandia) 'ke wilayah 'AS

Barat (Oregon)'. Jika -Region tidak ditentukan, wilayah default saat ini digunakan sebagai
wilayah tujuan.

Copy-EC2Image -SourceRegion eu-west-1 -SourceImageld ami-12345678 -Region us-
west-2 -Name "Copy of ami-12345678"

Output:
ami-87654321

* Untuk detail API, lihat Copylmagedi Referensi Alat AWS untuk PowerShell Cmdlet (V4).
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Alat untuk PowerShell V5

Contoh 1: Contoh ini menyalin AMI yang ditentukan di wilayah 'UE (Irlandia) 'ke wilayah 'AS
Barat (Oregon)'. Jika -Region tidak ditentukan, wilayah default saat ini digunakan sebagai
wilayah tujuan.

Copy-EC2Image -SourceRegion eu-west-1 -SourceImageld ami-12345678 -Region us-
west-2 -Name "Copy of ami-12345678"

Output:

ami-87654321

+ Untuk detail API, lihat Copylmagedi Referensi Alat AWS untuk PowerShell Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CopySnapshot dengan CLI

Contoh kode berikut menunjukkan cara menggunakanCopySnapshot.
CLlI

AWS CLI
Contoh 1: Untuk menyalin snapshot ke Wilayah lain

copy-snapshotContoh perintah berikut menyalin snapshot yang ditentukan dari us-west-2
Region ke us-east-1 Region dan menambahkan deskripsi singkat.

aws ec2 copy-snapshot \
--region us-east-1 \
--source-region us-west-2 \
--source-snapshot-id snap-066877671789bd71b \
--description 'This is my copied snapshot.'

Output:
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"SnapshotId": "snap-066877671789bd71b"

Contoh 2: Untuk menyalin snapshot yang tidak terenkripsi dan mengenkripsi snapshot baru

copy-snapshotPerintah berikut menyalin snapshot tak terenkripsi yang ditentukan dari us -
west-2 Wilayah ke Wilayah saat ini dan mengenkripsi snapshot baru menggunakan kunci
KMS yang ditentukan.

aws ec2 copy-snapshot \
--source-region us-west-2 \
--souxce-snapshot-id snap-066877671789bd71b \
--encrypted \
--kms-key-id alias/my-kms-key

Output:

"SnapshotId": "snap-066877671789bd71b"

Untuk informasi selengkapnya, lihat Menyalin snapshot Amazon EBS di Panduan Pengguna
Amazon EBS.

» Untuk detail API, lihat CopySnapshotdi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini menyalin snapshot yang ditentukan dari wilayah UE (Irlandia) ke wilayah
AS Barat (Oregon).

Copy-EC2Snapshot -SourceRegion eu-west-1 -SourceSnapshotId snap-12345678 -Region
us-west-2

Contoh 2: Jika Anda menetapkan wilayah default dan menghilangkan parameter Region,
wilayah tujuan default adalah wilayah default.
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Set-DefaultAWSRegion us-west-2
Copy-EC2Snapshot -SourceRegion eu-west-1 -SourceSnapshotId snap-12345678

» Untuk detail API, lihat CopySnapshotdi Referensi Alat AWS untuk PowerShell Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini menyalin snapshot yang ditentukan dari wilayah UE (Irlandia) ke wilayah
AS Barat (Oregon).

Copy-EC2Snapshot -SourceRegion eu-west-1 -SourceSnapshotId snap-12345678 -Region
us-west-2

Contoh 2: Jika Anda menetapkan wilayah default dan menghilangkan parameter Region,
wilayah tujuan default adalah wilayah default.

Set-DefaultAWSRegion us-west-2
Copy-EC2Snapshot -SourceRegion eu-west-1 -SourceSnapshotId snap-12345678

» Untuk detail API, lihat CopySnapshotdi Referensi Alat AWS untuk PowerShell Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.

Gunakan CreateCapacityResexvation dengan CLI

Contoh kode berikut menunjukkan cara menggunakanCreateCapacityReservation.

CLI

AWS CLI

Contoh 1: Untuk membuat Reservasi Kapasitas

create-capacity-reservationContoh berikut membuat reservasi kapasitas di eu-
west-1a Availability Zone, di mana Anda dapat meluncurkan tiga t2.medium instance yang
menjalankan sistem Linux/Unix operasi. Secara default, reservasi kapasitas dibuat dengan
kriteria pencocokan instans terbuka dan tidak ada dukungan untuk penyimpanan sementara,
dan tetap aktif hingga Anda membatalkannya secara manual.
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aws ec2 create-capacity-reservation \
--availability-zone eu-west-1a \
--instance-type t2.medium \
--instance-platform Linux/UNIX \
--instance-count 3

Output:

"CapacityReservation": {
"CapacityReservationId": "cr-1234abcd56EXAMPLE ",
"EndDateType": "unlimited",
"AvailabilityZone": "eu-west-1la",
"InstanceMatchCriteria": "open",
"EphemeralStorage": false,

"CreateDate": "2019-08-16T09:27:35.000Z",
"AvailableInstanceCount": 3,
"InstancePlatform": "Linux/UNIX",
"TotalInstanceCount": 3,

"State": "active",

"Tenancy": "default",

"EbsOptimized": false,

"InstanceType": "t2.medium"

Contoh 2: Untuk membuat Reservasi Kapasitas yang secara otomatis berakhir pada tanggal/
waktu tertentu

create-capacity-reservationContoh berikut membuat reservasi kapasitas di eu-
west-1a Availability Zone, di mana Anda dapat meluncurkan tiga m5. large instance yang
menjalankan sistem Linux/Unix operasi. Reservasi kapasitas ini secara otomatis berakhir pada
31/08/2019 pukul 23:59:59.

aws ec2 create-capacity-reservation \
--availability-zone eu-west-1a \
--instance-type m5.large \
--instance-platform Linux/UNIX \
--instance-count 3 \
--end-date-type limited \
--end-date 2019-08-31T23:59:59Z
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Output:

"CapacityReservation": {
"CapacityReservationId": "cr-1234abcd56EXAMPLE ",
"EndDateType": "limited",
"AvailabilityZone": "eu-west-1la",
"EndDate": "2019-08-31T23:59:59.000Z",
"InstanceMatchCriteria": "open",
"EphemeralStorage": false,

"CreateDate": "2019-08-16T10:15:53.000Z2",
"AvailableInstanceCount": 3,
"InstancePlatform": "Linux/UNIX",
"TotalInstanceCount": 3,

"State": "active",

"Tenancy": "default",

"EbsOptimized": false,

"InstanceType": "m5.large"

Contoh 3: Untuk membuat Reservasi Kapasitas yang hanya menerima peluncuran instans
yang ditargetkan

create-capacity-reservationContoh berikut membuat reservasi kapasitas yang hanya
menerima peluncuran instans yang ditargetkan.

aws ec2 create-capacity-reservation \
--availability-zone eu-west-1a \
--instance-type m5.1large \
--instance-platform Linux/UNIX \
--instance-count 3 \
--instance-match-criteria targeted

Output:

"CapacityReservation": {
"CapacityReservationId": "cr-1234abcd56EXAMPLE ",
"EndDateType": "unlimited",
"AvailabilityZone": "eu-west-1la",
"InstanceMatchCriteria": "targeted",
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"EphemeralStorage": false,

"CreateDate": "2019-08-16T10:21:57.000Z",
"AvailableInstanceCount": 3,
"InstancePlatform": "Linux/UNIX",
"TotalInstanceCount": 3,

"State": "active",

"Tenancy": "default",

"EbsOptimized": false,

"InstanceType": "m5.large"

Untuk informasi selengkapnya, lihat Membuat Reservasi Kapasitas di Panduan EC2 Pengguna
Amazon.

» Untuk detail API, lihat CreateCapacityReservationdi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat Reservasi Kapasitas baru dengan atribut yang ditentukan

Add-EC2CapacityReservation -InstanceType m4.xlarge -InstanceCount 2 -
AvailabilityZone eu-west-1b -EbsOptimized True -InstancePlatform Windows

Output:

AvailabilityZone : eu-west-1b
AvailableInstanceCount : 2
CapacityReservationId : cr-0clf2345db6f7cdba

CreateDate : 3/28/2019 9:29:41 AM
EbsOptimized : True

EndDate : 1/1/0001 12:00:00 AM
EndDateType : unlimited
EphemeralStorage : False
InstanceMatchCriteria : open
InstancePlatform : Windows

InstanceType : m4.xlarge

State : active

Tags : {3

Tenancy : default
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TotalInstanceCount )

» Untuk detail API, lihat CreateCapacityReservationdi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat Reservasi Kapasitas baru dengan atribut yang ditentukan

Add-EC2CapacityReservation -InstanceType m4.xlarge -InstanceCount 2 -
AvailabilityZone eu-west-1b -EbsOptimized True -InstancePlatform Windows

Output:

AvailabilityZone : eu-west-1b
AvailableInstanceCount : 2
CapacityReservationId : cr-0clf2345db6f7cdba

CreateDate 1 3/28/2019 9:29:41 AM
EbsOptimized : True

EndDate : 1/1/0001 12:00:00 AM
EndDateType : unlimited
EphemeralStorage : False
InstanceMatchCriteria : open
InstancePlatform : Windows

InstanceType : m4.xlarge

State : active

Tags : {3

Tenancy : default
TotalInstanceCount : 2

» Untuk detail API, lihat CreateCapacityReservationdi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber

daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.
Gunakan CreateCustomexrGateway dengan CLI

Contoh kode berikut menunjukkan cara menggunakanCreateCustomerGateway.
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CLI

AWS CLI
Untuk membuat gateway pelanggan

Contoh ini membuat gateway pelanggan dengan alamat IP yang ditentukan untuk antarmuka
luarnya.

Perintah:

aws ec2 create-customer-gateway --type ipsec.1 --public-ip 12.1.2.3 --bgp-
asn 65534

Output:

"CustomerGateway": {
"CustomerGatewayId": "cgw-0ellfl67",
"IpAddress": "12.1.2.3",

"State": "available",
"Type": "ipsec.1l",
"BgpAsn": "65534"

» Untuk detail API, lihat CreateCustomerGatewaydi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat gateway pelanggan yang ditentukan.

New-EC2CustomerGateway -Type ipsec.l -PublicIp 203.0.113.12 -BgpAsn 65534

Output:
BgpAsn : 65534
CustomerGatewayId : cgw-1la2b3c4d
IpAddress 1 203.0.113.12
State : available
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Tags : {1
Type : ipsec.1

» Untuk detail API, lihat CreateCustomerGatewaydi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat gateway pelanggan yang ditentukan.

New-EC2CustomerGateway -Type ipsec.l -PublicIp 203.0.113.12 -BgpAsn 65534

Output:
BgpAsn : 65534
CustomerGatewayId : cgw-1la2b3c4d
IpAddress 1 203.0.113.12
State : available
Tags : {3
Type : ipsec.1

» Untuk detail API, lihat CreateCustomerGatewaydi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.
Gunakan CreateDhcpOptions dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCreateDhcpOptions.
CLI
AWS CLI

Untuk membuat satu set opsi DHCP

create-dhcp-optionsContoh berikut membuat satu set opsi DHCP yang menentukan
nama domain, server nama domain, dan jenis node NetBIOS.

aws ec2 create-dhcp-options \
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--dhcp-configuration \
"Key=domain-name-servers,Values=10.2.5.1,10.2.5.2" \
"Key=domain-name,Values=example.com" \
"Key=netbios-node-type,Values=2"

Output:
{
"DhcpOptions": {
"DhcpConfigurations": [
{
"Key": "domain-name",
"Values": [
{
"Value": "example.com"
}
]
},
{
"Key": "domain-name-servers",
"Values": [
{
"Value": "10.2.5.1"
},
{
"Value": "10.2.5.2"
}
]
I
{
"Key": "netbios-node-type",
"Values": [
{
"Value": "2"
}
]
}
1,
"DhcpOptionsId": "dopt-06d52773eff4c55f3"
}
}

» Untuk detail API, lihat CreateDhcpOptionsdi Referensi AWS CLI Perintah.
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PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini menciptakan kumpulan opsi DHCP yang ditentukan. Sintaks yang
digunakan oleh contoh ini memerlukan PowerShell versi 3 atau yang lebih baru.

$options = @( @{Key="domain-name";Values=@("abc.local")}, e{Key="domain-name-
servers";Values=@("10.0.0.101","10.0.0.102")3})
New-EC2DhcpOption -DhcpConfiguration $options

Output:
DhcpConfigurations DhcpOptionsId Tags
{domain-name, domain-name-servers} dopt-1la2b3cad {3}

Contoh 2: Dengan PowerShell versi 2, Anda harus menggunakan New-Object untuk membuat
setiap opsi DHCP.

$optionl = New-Object Amazon.EC2.Model.DhcpConfiguration
$optionl.Key = "domain-name"
$optionl.Values = "abc.local"

$option2 = New-Object Amazon.EC2.Model.DhcpConfiguration
$option2.Key = "domain-name-servers"

$option2.Values = @("10.0.0.101","10.0.0.102")

New-EC2DhcpOption -DhcpConfiguration @($optionl, $option2)

Output:
DhcpConfigurations DhcpOptionsId Tags
{domain-name, domain-name-servers} dopt-2a3b4chd {1}

» Untuk detail API, lihat CreateDhcpOptionsdi Referensi Alat AWS untuk PowerShell Cmdlet
(V4).
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Alat untuk PowerShell V5

Contoh 1: Contoh ini menciptakan kumpulan opsi DHCP yang ditentukan. Sintaks yang
digunakan oleh contoh ini memerlukan PowerShell versi 3 atau yang lebih baru.

$options = @( e@{Key="domain-name";Values=@("abc.local")}, e{Key="domain-name-
servers";Values=@("10.0.0.101","10.0.0.102")3})
New-EC2DhcpOption -DhcpConfiguration $options

Output:
DhcpConfigurations DhcpOptionsId Tags
{domain-name, domain-name-servers} dopt-1a2b3c4d {3}

Contoh 2: Dengan PowerShell versi 2, Anda harus menggunakan New-Object untuk membuat
setiap opsi DHCP.

$optionl = New-Object Amazon.EC2.Model.DhcpConfiguration
$optionl.Key = "domain-name"
$optionl.Values = "abc.local"

$option2 = New-Object Amazon.EC2.Model.DhcpConfiguration
$option2.Key = "domain-name-servers"

$option2.values = @("10.0.0.101","10.0.0.102")

New-EC2DhcpOption -DhcpConfiguration @($optionl, $option2)

Output:
DhcpConfigurations DhcpOptionsId Tags
{domain-name, domain-name-servers} dopt-2a3bs4csd {3}

» Untuk detail API, lihat CreateDhcpOptionsdi Referensi Alat AWS untuk PowerShell Cmdlet
(V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.
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Gunakan CreateFlowLogs dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCreateFlowlLogs.
CLI
AWS CLI
Contoh 1: Untuk membuat log aliran

create-flow-1logsContoh berikut membuat log aliran yang menangkap semua lalu lintas
ditolak untuk antarmuka jaringan yang ditentukan. Log aliran dikirim ke grup log di CloudWatch
Log menggunakan izin dalam peran IAM yang ditentukan.

aws ec2 create-flow-logs \
--resource-type NetworkInterface \
--resource-ids eni-11223344556677889 \
--traffic-type REJECT \
--log-group-name my-flow-logs \
--deliver-logs-pexrmission-arn arn:aws:iam::123456789101:role/publishFlowLogs

Output:

"ClientToken": "so@eNA2uSHUN1HI@S2cJ305GuIX1CezaRdGtexample",
"FlowLogIds": [

"f1-12345678901234567"
1)

"Unsuccessful": []

Untuk informasi selengkapnya, lihat Log Alur VPC di Panduan Pengguna Amazon VPC.

Contoh 2: Untuk membuat log alur dengan format kustom

create-flow-logsContoh berikut membuat log alur yang menangkap semua lalu lintas
untuk VPC yang ditentukan dan mengirimkan log aliran ke bucket Amazon S3. Parameter - -
log-format menentukan format kustom untuk catatan log alur. Untuk menjalankan perintah
ini di Windows, ubah tanda kutip tunggal (') menjadi tanda kutip ganda ().

aws ec2 create-flow-logs \
--resource-type VPC \
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--resource-ids vpc-00112233344556677 \
--traffic-type ALL \
--log-destination-type s3 \

--log-destination arn:aws:s3:::flow-log-bucket/my-custom-flow-logs/ \
--log-format '${version} ${vpc-id} ${subnet-id} ${instance-id} ${srcaddr}
${dstaddr} ${srcport} ${dstport} ${protocol} ${tcp-flags} ${type} ${pkt-srcaddr}

${pkt-dstaddr}'

Untuk informasi selengkapnya, lihat Log Alur VPC di Panduan Pengguna Amazon VPC.

Contoh 3: Untuk membuat log aliran dengan interval agregasi maksimum satu menit

create-flow-logsContoh berikut membuat log alur yang menangkap semua lalu lintas
untuk VPC yang ditentukan dan mengirimkan log aliran ke bucket Amazon S3. --max-
aggregation-intervalParameter menentukan interval agregasi maksimum 60 detik (1
menit).

aws ec2 create-flow-logs \
--resource-type VPC \
--resource-ids vpc-00112233344556677 \
--traffic-type ALL \
--log-destination-type s3 \
--log-destination arn:aws:s3:::flow-log-bucket/my-custom-flow-logs/ \
--max-aggregation-interval 60

Untuk informasi selengkapnya, lihat Log Alur VPC di Panduan Pengguna Amazon VPC.
* Untuk detail API, lihat CreateFlowLogsdi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat EC2 flowlog untuk subnet subnet-1d234567 ke 'subnet1-log'
cloud-watch-log bernama untuk semua lalu lintas 'REJECT' menggunakan batas peran 'Admin'

New-EC2FlowLog -Resourceld "subnet-1d234567" -LogDestinationType cloud-watch-
logs -LogGroupName subnetl-log -TrafficType "REJECT" -ResourceType Subnet -
DeliverLogsPermissionArn "arn:aws:iam::98765432109:role/Admin"

Output:
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ClientToken FlowLogIds Unsuccessful

m1VN2cxP3iB4qo//VUK15EU6cF7gQLOxcgNefvjeTGw= {f1l-012fc34eed5678c9d} {3}

» Untuk detail API, lihat CreateFlowlLogsdi Referensi Alat AWS untuk PowerShell Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat EC2 flowlog untuk subnet subnet-1d234567 ke 'subnet1-log’
cloud-watch-log bernama untuk semua lalu lintas 'REJECT' menggunakan batas peran 'Admin’

New-EC2FlowLog -Resourceld "subnet-1d234567" -LogDestinationType cloud-watch-
logs -LogGroupName subnetl-log -TrafficType "REJECT" -ResourceType Subnet -
DeliverLogsPermissionArn "arn:aws:iam::98765432109:r0le/Admin"

Output:

ClientToken FlowLogIds Unsuccessful

m1VN2cxP3iB4qo//VUK15EU6cF7gQLOxcgNefvjeTGw= {fl-012fc34eed5678c9d} {3}

+ Untuk detail API, lihat CreateFlowlLogsdi Referensi Alat AWS untuk PowerShell Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.
Gunakan CreateImage dengan CLI

Contoh kode berikut menunjukkan cara menggunakanCreateImage.
CLI
AWS CLI
Contoh 1: Untuk membuat AMI dari instans yang didukung Amazon EBS

create-imageContoh berikut membuat AMI dari instance yang ditentukan.

aws ec2 create-image \
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--instance-id i-1234567890abcdefo \
--name "My server" \
--description "An AMI for my server"

Output:

"Imageld": "ami-abcdef@1234567890"

Untuk informasi selengkapnya tentang menentukan pemetaan perangkat blokir untuk AMI
Anda, lihat Menentukan pemetaan perangkat blokir untuk AMI di Panduan Pengguna Amazon.
EC2

Contoh 2: Untuk membuat AMI dari instans yang didukung Amazon EBS tanpa reboot

create-imageContoh berikut membuat AMI dan menetapkan parameter --no-reboot,
sehingga instance tidak di-reboot sebelum gambar dibuat.

aws ec2 create-image \
--instance-id i-1234567890abcdefo \
--name "My server" \
--no-reboot

Output:

"Imageld": "ami-abcdef@1234567890"

Untuk informasi selengkapnya tentang menentukan pemetaan perangkat blokir untuk AMI
Anda, lihat Menentukan pemetaan perangkat blokir untuk AMI di Panduan Pengguna Amazon.
EC2

Contoh 3: Untuk menandai AMI dan snapshot pada pembuatan

create-imageContoh berikut membuat AMI, dan menandai AMI dan snapshot dengan tag
yang sama cost-center=ccl23

aws ec2 create-image \
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--instance-id i-1234567890abcdefo \

--name "My server" \

--tag-specifications "ResourceType=image, Tags=[{Key=cost-
center,Value=cc123}]" "ResourceType=snapshot,Tags=[{Key=cost-
center,Value=cc123}]"

Output:

"ImageId": "ami-abcdef@1234567890"

Untuk informasi selengkapnya tentang menandai sumber daya Anda saat pembuatan, lihat
Menambahkan tag pada pembuatan sumber daya di Panduan EC2 Pengguna Amazon.

+ Untuk detail API, lihat Createlmagedi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat AMI dengan nama dan deskripsi yang ditentukan, dari instance
yang ditentukan. Amazon EC2 mencoba mematikan instance dengan bersih sebelum
membuat gambar, dan memulai ulang instance setelah selesai.

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description "My web
server AMI"

Contoh 2: Contoh ini membuat AMI dengan nama dan deskripsi yang ditentukan, dari instance
yang ditentukan. Amazon EC2 membuat gambar tanpa mematikan dan memulai ulang
instance; oleh karena itu, integritas sistem file pada gambar yang dibuat tidak dapat dijamin.

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description "My web
server AMI" -NoReboot $true

Contoh 3: Contoh ini membuat AMI dengan tiga volume. Volume pertama didasarkan pada
snapshot Amazon EBS. Volume kedua adalah volume 100 GiB Amazon EBS kosong.
Volume ketiga adalah volume penyimpanan instance. Sintaks yang digunakan oleh contoh ini
membutuhkan PowerShell versi 3 atau lebih tinggi.
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$ebsBlockl
$ebsBlock?2

@{SnapshotId="snap-1la2b3c4d"}
@{VolumeSize=100}

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description
"My web server AMI" -BlockDeviceMapping @( @{DeviceName="/dev/sdf";Ebs=
$ebsBlockl}, @{DeviceName="/dev/sdg";Ebs=$ebsBlock2}, e@{DeviceName="/dev/

sdc";VirtualName="ephemeral@"})

 Untuk detail API, lihat Createlmagedi Referensi Alat AWS untuk PowerShell Cmdlet (V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat AMI dengan nama dan deskripsi yang ditentukan, dari instance
yang ditentukan. Amazon EC2 mencoba mematikan instance dengan bersih sebelum
membuat gambar, dan memulai ulang instance setelah selesai.

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description "My web
server AMI"

Contoh 2: Contoh ini membuat AMI dengan nama dan deskripsi yang ditentukan, dari instance
yang ditentukan. Amazon EC2 membuat gambar tanpa mematikan dan memulai ulang
instance; oleh karena itu, integritas sistem file pada gambar yang dibuat tidak dapat dijamin.

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description "My web
server AMI" -NoReboot $true

Contoh 3: Contoh ini membuat AMI dengan tiga volume. Volume pertama didasarkan pada
snapshot Amazon EBS. Volume kedua adalah volume 100 GiB Amazon EBS kosong.
Volume ketiga adalah volume penyimpanan instance. Sintaks yang digunakan oleh contoh ini
membutuhkan PowerShell versi 3 atau lebih tinggi.

$ebsBlockl
$ebsBlock?2

@{SnapshotId="snap-1la2b3c4d"}
@{VolumeSize=100}

New-EC2Image -Instanceld i-12345678 -Name "my-web-server" -Description
"My web server AMI" -BlockDeviceMapping @( @{DeviceName="/dev/sdf";Ebs=
$ebsBlockl}, @{DeviceName="/dev/sdg";Ebs=$ebsBlock2}, e@{DeviceName="/dev/

sdc";VirtualName="ephemeral@"})

+ Untuk detail API, lihat Createlmagedi Referensi Alat AWS untuk PowerShell Cmdlet (V5).
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Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateInstanceExportTask dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCreateInstanceExportTask.
CLI
AWS CLI
Untuk mengekspor sebuah instance

Perintah contoh ini membuat tugas untuk mengekspor instance i-1234567890abcdef0 ke
bucket Amazon S3 myexportbucket.

Perintah:

aws ec2 create-instance-export-task --description "RHEL5 instance" --
instance-id i-1234567890abcdef® --target-environment vmware --export-to-s3-
task DiskImageFormat=vmdk,ContainerFormat=ova, S3Bucket=myexportbucket, S3Prefix=RHEL5

Output:

"ExportTask": {
"State": "active",
"InstanceExportDetails": {
"Instanceld": "i-1234567890Qabcdef0",
"TargetEnvironment": "vmware"
b
"ExportToS3Task": {
"S3Bucket": "myexportbucket",
"S3Key": "RHEL5export-i-fh8sjjsq.ova",

"DiskImageFormat": "vmdk",
"ContainerFormat": "ova"

.

"Description": "RHEL5 instance",

"ExportTaskId": "export-i-fh8sjjsq"
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» Untuk detail API, lihat CreatelnstanceExportTaskdi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini mengekspor instance yang dihentikan,i-0800b00a@@EXAMPLE,
sebagai hard disk virtual (VHD) ke bucket S3. testbucket-export-instances-2019
Lingkungan target adalahMicrosoft, dan parameter wilayah ditambahkan karena instance
ada di us-east-1 wilayah, sedangkan AWS Wilayah default pengguna bukan us-east-1.
Untuk mendapatkan status tugas ekspor, salin ExpoxrtTaskId nilai dari hasil perintah ini, lalu
jalankan Get-EC2ExpoxrtTask -ExportTaskId export_task_ID_from_results.

New-EC2InstanceExportTask -Instanceld i-0800b00a@@EXAMPLE -
ExportToS3Task_DiskImageFormat VHD -ExportToS3Task_S3Bucket "amzn-s3-demo-bucket"
-TargetEnvironment Microsoft -Region us-east-1

Output:
Description :
ExportTaskId : export-i-077c73108aEXAMPLE
ExportToS3Task : Amazon.EC2.Model.ExportToS3Task
InstanceExportDetails : Amazon.EC2.Model.InstanceExportDetails
State : active
StatusMessage

» Untuk detail API, lihat CreatelnstanceExportTaskdi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini mengekspor instance yang dihentikan,i-0800b00a@@EXAMPLE,
sebagai hard disk virtual (VHD) ke bucket S3. testbucket-export-instances-2019
Lingkungan target adalahMicrosoft, dan parameter wilayah ditambahkan karena instance
ada di us-east-1 wilayah, sedangkan AWS Wilayah default pengguna bukan us-east-1.
Untuk mendapatkan status tugas ekspor, salin ExpoxrtTaskId nilai dari hasil perintah ini, lalu
jalankan Get-EC2ExpoxrtTask -ExportTaskId export_task_ID_from_results.
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New-EC2InstanceExportTask -Instanceld i-0800b00a@@EXAMPLE -
ExportToS3Task_DiskImageFormat VHD -ExportToS3Task_S3Bucket "amzn-s3-demo-bucket"
-TargetEnvironment Microsoft -Region us-east-1

Output:
Description :
ExportTaskId : export-i-077c73108aEXAMPLE
ExportToS3Task : Amazon.EC2.Model.ExportToS3Task
InstanceExportDetails : Amazon.EC2.Model.InstanceExportDetails
State : active
StatusMessage

» Untuk detail API, lihat CreatelnstanceExportTaskdi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreatelInternetGateway dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCreateInternetGateway.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

» Buat VPC dengan subnet pribadi dan gateway NAT

* Memulai dengan Amazon VPC

CLI

AWS CLI
Untuk membuat gateway internet

create-internet-gatewayContoh berikut membuat gateway internet dengan
tagName=my-igw.

aws ec2 create-internet-gateway \
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--tag-specifications ResourceType=internet-gateway, Tags=[{Key=Name,Value=my-
igw}]

Output:

"InternetGateway": {
"Attachments": [],
"InternetGatewayId": "igw-0d@fb496b3994d755",
"OwnerId": "123456789012",

"Tags": [
{
"Key": "Name",
"Value": "my-igw"
}
]

Untuk informasi lebih lanjut, lihat Gateway internet di Panduan Pengguna Amazon VPC.
» Untuk detail API, lihat CreatelnternetGatewaydi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat gateway Internet.

New-EC2InternetGateway

Output:

Attachments InternetGatewayId Tags

{3} igw-1a2b3cad {3}

» Untuk detail API, lihat CreatelnternetGatewaydi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat gateway Internet.
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New-EC2InternetGateway

Output:

Attachments InternetGatewayId Tags

{3 igw-1a2b3csd {3

» Untuk detail API, lihat CreatelnternetGatewaydi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateKeyPair dengan AWS SDK atau CLI

Contoh kode berikut menunjukkan cara menggunakanCreateKeyPair.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

» Pelajari dasar-dasarnya

* Memulai dengan Amazon VPC

NET

SDK untuk .NET

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/// <summary>

/// Create an Amazon EC2 key pair with a specified name.

/// </summary>

/// <param name="keyPairName">The name for the new key pair.</param>
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/// <returns>The Amazon EC2 key pair created.</returns>
public async Task<KeyPair?> CreateKeyPair(string keyPairName)
{

try

{

var request = new CreateKeyPairRequest { KeyName = keyPairName, };
var response = await _amazonEC2.CreateKeyPairAsync(request);

var kp = response.KeyPair;
// Return the key pair so it can be saved if needed.

// Wait until the key pair exists.
int retries = 5;
while (retries-- > 0)
{
Console.WriteLine($"Checking for new KeyPair {keyPairName}...");
var keyPairs = await DescribeKeyPairs(keyPairName);
if (keyPairs.Any())
{

return kp;

Thread.Sleep(5000);
retries--;
}
_logger.LogError($"Unable to find newly created KeyPair
{keyPairName}.");
throw new DoesNotExistException("KeyPair not found");

}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode == "InvalidKeyPair.Duplicate")
{
_logger.LogErrox(
$"A key pair called {keyPairName} already exists.");
}
throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while creating the key pair.: {ex.Messagel}");
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Bash

throw;

/// <summary>

/// Save KeyPair information to a temporary file.

/// </summary>

/// <param name="keyPair">The name of the key pair.</param>
/// <returns>The full path to the temporary file.</returns>
public string SaveKeyPair(KeyPair keyPair)

{
var tempPath = Path.GetTempPath();
var tempFileName = $"{tempPath}\\{Path.GetRandomFileName()}";
var pemFileName = Path.ChangeExtension(tempFileName, "pem");
// Save the key pair to a file in a temporary folder.
using var stream = new FileStream(pemFileName, FileMode.Create);
using var writer = new StreamWriter(stream);
writer.WritelLine(keyPair.KeyMaterial);
return pemFileName;

}

» Untuk detail API, lihat CreateKeyPairdi Referensi AWS SDK untuk .NET API.

AWS CLI dengan skrip Bash

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

HHHHHHHHH SRR RS SRR RS RS H RS RS H SRR RS SRR RS RS T R HH

# function ec2_create_keypair

#

# This function creates an Amazon Elastic Compute Cloud (Amazon EC2) ED25519 or
2048-bit RSA key pair

# and writes it to a file.
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Parame

And:

HOoH HF O OH OB O

HEHBHHBHHAHBRHBH R HBEHHAHBRRBH BB HBHHAH B R HBH BB HBHHRHRRHBHHRH R R H R R HBHHRH R R HRH RS H

function
local

ters:
-n key_pair_name - A key pair name.
-f file_path - File to store the key pair.

Q@ - If successful.
1 - If it fails.

ec2_create_keypair() {
key_pair_name file_path response

local option OPTARG # Required to use getopts command in a function.

# bash
functi

echo "function ec2_create_keypair"

echo "Creates an Amazon Elastic Compute Cloud (Amazon EC2) ED25519 or 2048-
bit RSA key pair"

echo " and writes it to a file."

echo " -n key_pair_name - A key pair name."

echo " -f file_path - File to store the key pair."

echo ""

}

# Retr
while
case
n)

)

h)

\?

esac
done
export

if [[
erre

support disable=BP5008
on usage() {

ieve the calling parameters.
getopts "n:f:h" option; do

"${option}" in
key_pair_name="${OPTARG}" ;;
file_path="${OPTARG}" ;;
usage
return 0

)
echo "Invalid parameter"
usage
return 1

OPTIND=1

-z "$key_pair_name" ]]; then
cho "ERROR: You must provide a key name with the -n

parameter."

Tindakan

450



Amazon Elastic Compute Cloud Panduan Developerr

usage
return 1
fi

if [[ -z "$file_path" 1]; then
errecho "ERROR: You must provide a file path with the -f parameter."
usage
return 1

fi

response=$(aws ec2 create-key-pair \
--key-name "$key_pair_name" \
--query 'KeyMaterial' \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports create-access-key operation failed.$response"
return 1

if [[ -n "$file_path" ]]1; then
echo "$response" >"$file_path"
fi

return 0

Fungsi utilitas yang digunakan dalam contoh ini.

HEH SRS R H R H R HEH AR R RS RS RS RS R HRH R R HEH AR RS RS RS RS R HRH R H R H ARG RS RS RS RS RS RS R H RS RH
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HHHH RS R H R H R AR AR H AR AR SRS RS R HRH R H AR H SRS H SRS RS RS R H R H R B R AR RS RS RS RS RS RS R H R RS
function errecho() {

printf "%s\n" "$*" 1>8&2

HUHHHHHHRHBHBEHEHAHAHBHBHBHBH SR B R HRH B HBHEHAHAH SRS RS RS H B R B R H R H B HEHAH AR RS RS RS RS H
# function aws_cli_error_log()

#

# This function is used to log the error messages from the AWS CLI.

#
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# The function expects the following argument:

# $1 - The error code returned by the AWS CLI.

#

# Returns:

# 0: - Success.

#
HAHHHHHHBHBHBHBHAHAHAHABHBHBHBHHRHRHBHBHAHAHAHA RS RS RS R B RHRHBHBHBHAHAHA RS RS H SRS H
function aws_cli_error_log() {

local err_code=$1
errecho "Error code : $err_code"

if [ "$err_code" == 1 ]; then

errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."
fi
return 0

» Untuk detail API, lihat CreateKeyPairdi Referensi AWS CLI Perintah.

C++

SDK untuk C++

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.
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//! Create an Amazon Elastic Compute Cloud (Amazon EC2) instance key pair.
Al

\param keyPairName: A name for a key pair.

\param keyFilePath: File path where the credentials are stored. Ignored if it
is an empty string;

\param clientConfiguration: AWS client configuration.

\return bool: Function succeeded.

*/
bool AwsDoc::EC2::createKeyPair(const Aws::String &keyPairName, const Aws::String
&keyFilePath,

const Aws::Client::ClientConfiguration
&clientConfiguration) {

Aws::EC2::EC2Client ec2Client(clientConfiguration);
Aws::EC2::Model: :CreateKeyPairRequest request;
request.SetKeyName(keyPairName);

Aws::EC2::Model::CreateKeyPairOutcome outcome =
ec2Client.CreateKeyPair(request);
if (loutcome.IsSuccess()) {
std::cerr << "Failed to create key pair - " << keyPairName << ", " <<
outcome.GetError().GetMessage() << std::endl;
} else {
std::cout << "Successfully created key pair named " <<
keyPairName << std::endl;
if ('keyFilePath.empty()) {
std::ofstream keyFile(keyFilePath.c_str());
keyFile << outcome.GetResult().GetKeyMaterial();
keyFile.close();
std::cout << "Keys written to the file " <<
keyFilePath << std::endl;

return outcome.IsSuccess();

» Untuk detail API, lihat CreateKeyPairdi Referensi AWS SDK untuk C++ API.
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CLI
AWS CLI
Untuk membuat pasangan kunci
Contoh ini membuat pasangan kunci bernama MyKeyPair.
Perintah:
aws ec2 create-key-pair --key-name MyKeyPair

Output-nya adalah versi ASCII dari kunci privat dan sidik jari kunci. Anda perlu menyimpan
kunci ke file.
Untuk informasi selengkapnya, lihat Menggunakan Pasangan Kunci di Panduan Pengguna
Antarmuka Baris Perintah AWS .
» Untuk detail API, lihat CreateKeyPairdi Referensi AWS CLI Perintah.

Java

SDK untuk Java 2.x

@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/**

* Creates a new key pair asynchronously.

* @param keyName the name of the key pair to create

* @param fileName the name of the file to write the key material to

* @return a {e@link CompletableFuture} that represents the asynchronous
operation

& of creating the key pair and writing the key material to a file

*/

public CompletableFuture<CreateKeyPairResponse> createKeyPairAsync(String

keyName, String fileName) {
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CreateKeyPairRequest request = CreateKeyPairRequest.builder()
.keyName (keyName)
.build();

CompletableFuture<CreateKeyPairResponse> responseFuture =
getAsyncClient().createKeyPair(request);
responseFuture.whenComplete((response, exception) -> {
if (response != null) {
try {
BufferedWriter writer = new BufferedWriter(new
FileWriter(fileName));
writer.write(response.keyMaterial());
writer.close();
} catch (IOException e) {
throw new RuntimeException("Failed to write key material to
file: " + e.getMessage(), e);

}
} else {
throw new RuntimeException("Failed to create key pair: " +
exception.getMessage(), exception);

}
1)

return responseFuture;

» Untuk detail API, lihat CreateKeyPairdi Referensi AWS SDK for Java 2.x API.

JavaScript

SDK untuk JavaScript (v3)

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

import { CreateKeyPairCommand, EC2Client } from "@aws-sdk/client-ec2";

/**
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* Creates an ED25519 or 2048-bit RSA key pair with the specified name and in the
specified PEM or PPK format.

* Amazon EC2 stores the public key and displays the private key for you to save
to a file.

* @param {{ keyName: string }} options

*/
export const main = async ({ keyName }) => {

const client = new EC2Client({});

const command = new CreateKeyPairCommand({

KeyName: keyName,

1)

try {
const { KeyMaterial, KeyName } = await client.send(command);
console.log(KeyName);
console.log(KeyMaterial);

} catch (caught) {

if (caught instanceof Error && caught.name === "InvalidKeyPair.Duplicate") {
console.warn( "${caught.message}. Try another key name.");

} else {
throw caught;

}

};

» Untuk detail API, lihat CreateKeyPairdi Referensi AWS SDK untuk JavaScript API.

Kotlin

SDK untuk Kotlin

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

suspend fun createEC2KeyPair(keyNameVal: String) {
val request =
CreateKeyPairRequest {
keyName = keyNameVal
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}

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val response = ec2.createKeyPair(request)
println("The key ID is ${response.keyPairId}")

+ Untuk detail API, lihat CreateKeyPairdi AWS SDK untuk referensi API Kotlin.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat key pair dan menangkap kunci pribadi RSA yang dikodekan
PEM dalam file dengan nama yang ditentukan. Saat Anda menggunakan PowerShell,
pengkodean harus diatur ke ascii untuk menghasilkan kunci yang valid. Untuk informasi
selengkapnya, lihat Membuat, Menampilkan, dan Menghapus Pasangan EC2 Kunci Amazon
(https://docs.aws.amazon.com/cli/latest/userguide/cli-services-ec2-keypairs.html) di Panduan
Pengguna Antarmuka Baris AWS Perintah.

(New-EC2KeyPair -KeyName "my-key-pair").KeyMaterial | Out-File -Encoding ascii -
FilePath C:\path\my-key-pair.pem

* Untuk detail API, lihat CreateKeyPairdi Referensi Alat AWS untuk PowerShell Cmdlet (V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat key pair dan menangkap kunci pribadi RSA yang dikodekan
PEM dalam file dengan nama yang ditentukan. Saat Anda menggunakan PowerShell,
pengkodean harus diatur ke ascii untuk menghasilkan kunci yang valid. Untuk informasi
selengkapnya, lihat Membuat, Menampilkan, dan Menghapus Pasangan EC2 Kunci Amazon
(https://docs.aws.amazon.com/cli/latest/userguide/cli-services-ec2-keypairs.html) di Panduan
Pengguna Antarmuka Baris AWS Perintah.

(New-EC2KeyPair -KeyName "my-key-pair").KeyMaterial | Out-File -Encoding ascii -
FilePath C:\path\my-key-pair.pem

* Untuk detail API, lihat CreateKeyPairdi Referensi Alat AWS untuk PowerShell Cmdlet (V5).
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Python

SDK untuk Python (Boto3)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

class KeyPairWrapper:
Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) key pair actions.
This class provides methods to create, list, and delete EC2 key pairs.

def __init_ (
self,
ec2_client: boto3.client,
key_file_dir: Union[tempfile.TemporaryDirectory, str],
key_pair: Optional[dict] = None,

)8

Initializes the KeyPairWrapper with the specified EC2 client, key file
directory,

and an optional key pair.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level

access to AWS EC2 services.

:param key_file_dir: The folder where the private key information is

stored.
This should be a secure folder.
:param key_pair: A dictionary representing the Boto3 KeyPair object.
This is a high-level object that wraps key pair actions.

Optional.

self.ec2_client = ec2_client
self.key_pair = key_pair
self.key_file_path: Optional[str] = None
self.key_file_dir = key_file_dir
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@classmethod
def from_client(cls) -> "KeyPairWrapper":

Class method to create an instance of KeyPairWrapper using a new EC2

client

and a temporary directory for storing key files.

:return: An instance of KeyPairWrapper.

ec2_

client = boto3.client("ec2")

return cls(ec2_client, tempfile.TemporaryDirectory())

def create(self, key_name: str) -> dict:

Creates a key pair that can be used to securely connect to an EC2

instance.

The returned key pair contains private key information that cannot be

retrieved

again. The private key data is stored as a .pem file.

:param key_name: The name of the key pair to create.
:return: A dictionary representing the Boto3 KeyPair object that

represents

:raises ClientError: If there is an error in creating the key pair, for

the newly created key pair.

example, if a key pair with the same name already exists.

try:

response = self.ec2_client.create_key_pair(KeyName=key_name)
self.key_pair = response
self.key_file_path = os.path.join(
self.key_file_dir.name, f"{self.key_pair['KeyName']}.pem"
)
with open(self.key_file_path, "w") as key_file:
key_file.write(self.key_pair["KeyMaterial"])

except ClientError as err:

if err.response["Error"]["Code"] == "InvalidKeyPair.Duplicate":

logger.errox(
f"A key pair called {key_name} already exists.
"Please choose a different name for your key pair "
"or delete the existing key pair before creating."

raise

else:
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return self.key_pair

» Untuk detail API, lihat CreateKeyPairdi AWS SDK for Python (Boto3) Referensi API.

Ruby

SDK untuk Ruby

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

# This code example does the following:

# 1. Creates a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
# 2. Displays information about available key pairs.

# 3. Deletes the key pair.

require 'aws-sdk-ec2'

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.

# @param key_pair_name [String] The name for the key pair and private

# key file.

# @return [Boolean] true if the key pair and private key file were

# created; otherwise, false.

# @example

# exit 1 unless key_pair_created?(

# Aws::EC2::Client.new(region: 'us-west-2'),

# 'my-key-pair'

# 0)

def key_pair_created?(ec2_client, key_pair_name)
key_pair = ec2_client.create_key_pair(key_name: key_pair_name)
puts "Created key pair '#{key_pair.key_name}' with fingerprint " \

"'"#{key_pair.key_fingerprint}' and ID '#{key_pair.key_pair_id}"'.

filename = File.join(Dir.home, "#{key_pair_name}.pem")
File.open(filename, 'w') { |file| file.write(key_pair.key_material) }
puts "Private key file saved locally as '#{filename}'."
true
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rescue Aws::EC2::Errors::InvalidKeyPairDuplicate

puts "Error creating key pair: a key pair named '#{key_pair_name}' " \
'already exists.'
false

rescue StandardError => e
puts "Error creating key pair or saving private key file: #{e.message}"
false

end

# Displays information about available key pairs in

# Amazon Elastic Compute Cloud (Amazon EC2).

#

# @param ec2_client [Aws::EC2::Client] An initialized EC2 client.
# @example

# describe_key_pairs(Aws::EC2::Client.new(region: 'us-west-2'))

def describe_key_pairs(ec2_client)
result = ec2_client.describe_key_pairs
if result.key_pairs.count.zero?
puts 'No key pairs found.'
else
puts 'Key pair names:'
result.key_pairs.each do |key_pair|
puts key_pair.key_name
end
end
rescue StandardError => e
puts "Error getting information about key pairs: #{e.message}"
end

Deletes a key pair in Amazon Elastic Compute Cloud (Amazon EC2).
Prerequisites:
- The key pair to delete.

@param ec2_client [Aws::EC2::Client] An initialized EC2 client.
@param key_pair_name [String] The name of the key pair to delete.
@return [Boolean] true if the key pair was deleted; otherwise, false.
@example
exit 1 unless key_pair_deleted?(
Aws::EC2::Client.new(region: 'us-west-2'),
'my-key-pair'

HOoH OHF OHF OH OHF OHF OH OH O OH OB OH O

)

def key_pair_deleted?(ec2_client, key_pair_name)
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ec2_client.delete_key_pair(key_name: key_pair_name)
true
rescue StandardError => e
puts "Error deleting key pair: #{e.messagel}"
false
end

# Example usage:
def run_me
key_pair_name =

region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-key-pairs.rb KEY_PAIR_NAME REGION'
puts 'Example: ruby ec2-ruby-example-key-pairs.rb my-key-pair us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
elsif ARGV.count.zero?
key_pair_name = 'my-key-pair'
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else
key_pair_name = ARGV[O]
region = ARGV[1]
end

ec2_client = Aws::EC2::Client.new(region: region)

puts 'Displaying existing key pair names before creating this key pair...'
describe_key_pairs(ec2_client)

puts '-' * 10

puts 'Creating key pair...'

unless key_pair_created?(ec2_client, key_pair_name)
puts 'Stopping program.'
exit 1

end

puts '-' * 10
puts 'Displaying existing key pair names after creating this key pair...'

describe_key_pairs(ec2_client)

puts '-' * 10
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puts 'Deleting key pair...'

unless key_pair_deleted?(ec2_client, key_pair_name)
puts 'Stopping program. You must delete the key pair yourself.'
exit 1

end

puts 'Key pair deleted.'

puts '-' * 10
puts 'Now that the key pair is deleted, ' \
'also deleting the related private key pair file...'
filename = File.join(Dir.home, "#{key_pair_name}.pem")
File.delete(filename)
if File.exist?(filename)
puts "Could not delete file at '#{filename}'. You must delete it yourself."

else

puts 'File deleted.'
end
puts '-' * 10

puts 'Displaying existing key pair names after deleting this key pair...'
describe_key_pairs(ec2_client)
end

run_me if $PROGRAM_NAME == _ FILE__

» Untuk detail API, lihat CreateKeyPairdi Referensi AWS SDK untuk Ruby API.

Rust

SDK for Rust

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

Implementasi Rust yang memanggil create_key_pair EC2 Klien dan mengekstrak materi yang
dikembalikan.
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pub async fn create_key_pair(&self, name: String) -> Result<(KeyPairInfo,
String), EC2Error> {
tracing::info!("Creating key pair {namel}");
let output = self.client.create_key_pair().key_name(name).send().await?;
let info = KeyPairInfo::buildex()
.set_key_name(output.key_name)
.set_key_fingerprint(output.key_fingerprint)
.set_key_pair_id(output.key_pair_id)
.build();
let material = output
.key_material
.ok_or_else(|| EC2Error::new("Create Key Pair has no key
material"))?;
Ok((info, material))

Fungsi yang memanggil create_key impl dan menyimpan kunci pribadi PEM dengan aman.

/// Creates a key pair that can be used to securely connect to an EC2
instance.
/// The returned key pair contains private key information that cannot be
retrieved
/// again. The private key data is stored as a .pem file.
///
/// :param key_name: The name of the key pair to create.
pub async fn create(
&mut self,
ec2: &EC2,
util: &Util,
key_name: String,
) -> Result<KeyPairInfo, EC2Error> {
let (key_pair, material) =
ec2.create_key_pair(key_name.clone()).await.map_err(|e| {
self.key_pair =
KeyPairInfo::builder().key_name(key_name.clone()).build();
e.add_message(format!("Couldn't create key {key_name}"))

DS
let path = self.key_file_dir.join(format!("{key_name}.pem"));

// Save the key_pair information immediately, so it can get cleaned up if
write_secure fails.
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self.key_file_path = Some(path.clone());
self.key_pair = key_pair.clone();

util.write_secure(&key_name, &path, material)?;

Ok(key_pair)

» Untuk detail API, lihat CreateKeyPairreferensi AWS SDK for Rust API.

SAP ABAP

SDK for SAP ABAP

(@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

TRY.

oo_result = lo_ec2->createkeypair( iv_keyname = iv_key_name ).
" oo_result is returned for testing purposes. "
MESSAGE 'Amazon EC2 key pair created.' TYPE 'I'.
CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
DATA(lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'E'.
ENDTRY.

» Untuk detail API, lihat CreateKeyPairdi AWS SDK untuk referensi SAP ABAP API.
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Swift

SDK para Swift

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

import AWSEC2

/// Create a new RSA key pair and save the private key to a randomly-named
/// file in the temporary directory.
///
/// - Parameter name: The name of the key pair to create.
///
/// - Returns: The URL of the newly created ".pem’ file or 'nil" if unable
///  to create the key pair.
func createKeyPair(name: String) async -> URL? {
do {
let output = try await ec2Client.createKeyPair(
input: CreateKeyPairInput(
keyName: name

guard let keyMaterial = output.keyMaterial else {
return nil

// Build the URL of the temporary private key file.

let fileURL = URL.temporaryDirectory
.appendingPathComponent(name)
.appendingPathExtension("pem")

do {
try keyMaterial.write(to: fileURL, atomically: true, encoding:
String.Encoding.utf8)
return fileURL
} catch {
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print("*** Failed to write the private key.")
return nil
}
} catch {
print("*** Unable to create the key pair.")
return nil

» Untuk detail API, lihat referensi CreateKeyPair AWSSDK untuk Swift API.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.
Gunakan CreateLaunchTemplate dengan AWS SDK atau CLI

Contoh kode berikut menunjukkan cara menggunakanCreateLaunchTemplate.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

 Membangun dan mengelola layanan yang tangguh

» Buat VPC dengan subnet pribadi dan gateway NAT

NET

SDK untuk .NET

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/// <summary>
/// Creates an Amazon EC2 launch template to use with Amazon EC2 Auto
Scaling.
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/// The launch template specifies a Bash script in its user data field that
runs after

/// the instance is started. This script installs the Python packages and
starts a Python

/// web server on the instance.

/// </summary>

/// <param name="startupScriptPath">The path to a Bash script file that is
run.</param>

/// <param name="instancePolicyPath">The path to a permissions policy to
create and attach to the profile.</param>

/// <returns>The template object.</returns>

public async Task<Amazon.EC2.Model.LaunchTemplate> CreateTemplate(string
startupScriptPath, string instancePolicyPath)

{
try
{
await CreateKeyPair(_keyPairName);
await CreateInstanceProfileWithName(_instancePolicyName,
_instanceRoleName,

_instanceProfileName, instancePolicyPath);

var startServerText = await File.ReadAllTextAsync(startupScriptPath);
var plainTextBytes =
System.Text.Encoding.UTF8.GetBytes(startServerText);

var amilLatest = await _amazonSsm.GetParameterAsync(
new GetParameterRequest() { Name = _amiParam });
var amild = amilLatest.Parameter.Value;
var launchTemplateResponse = await
_amazonEc2.CreateLaunchTemplateAsync(
new CreatelLaunchTemplateRequest()

{

LaunchTemplateName = _launchTemplateName,
LaunchTemplateData = new RequestLaunchTemplateData()
{

InstanceType = _instanceType,

Imageld = amild,

IamInstanceProfile =

new

LaunchTemplateIamInstanceProfileSpecificationRequest()

{

Name = _instanceProfileName

iy
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KeyName = _keyPairName,
UserData = System.Convert.ToBase64String(plainTextBytes)
}
1)
return launchTemplateResponse.LaunchTemplate;
}
catch (AmazonEC2Exception ec2Exception)
{

if (ec2Exception.ErrorCode ==
"InvalidLaunchTemplateName.AlreadyExistsException")
{
_logger.LogError($"Could not create the template, the name
{_launchTemplateName} already exists. " +
$"Please try again with a unique name.");

}

throw;
}
catch (Exception ex)
{

_logger.LogError($"An error occurred while creating the template.:
{ex.Messagel}");
throw;

» Untuk detail API, lihat CreateLaunchTemplatedi Referensi AWS SDK untuk .NET API.

CLI

AWS CLI
Contoh 1: Untuk membuat templat peluncuran

create-launch-templateContoh berikut membuat template peluncuran yang menentukan
subnet untuk meluncurkan instance, menetapkan alamat IP publik dan IPv6 alamat ke
instance, dan membuat tag untuk instance tersebut.

aws ec2 create-launch-template \
--launch-template-name TemplateForWebServer \
--version-description WebVersionl \
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--launch-template-data '{"NetworkInterfaces':
[{"AssociatePublicIpAddress':true, "DeviceIndex":0, "Ipv6AddressCount':1,"SubnetId": "subnet
[{"ResourceType'":"instance", "Tags":[{"Key":"purpose", "Value":"webserver"}]}]1}"'

Output:
{
"LaunchTemplate": {
"LatestVersionNumber": 1,
"LaunchTemplateId": "1t-01238c0@59e3466abc",
"LaunchTemplateName": "TemplateForWebServer",
"DefaultVersionNumber": 1,
"CreatedBy": "arn:aws:iam::123456789012:user/Bob",
"CreateTime": "2019-01-27T09:13:24.000Z"
}
}

Untuk informasi selengkapnya, lihat Meluncurkan Instans dari Templat Peluncuran di Panduan
Pengguna Amazon Elastic Compute Cloud. Untuk informasi tentang mengutip parameter
berformat JSON, lihat Mengutip String di Panduan Pengguna Antarmuka Baris Perintah AWS .

Contoh 2: Untuk membuat template peluncuran untuk Amazon EC2 Auto Scaling

Contoh create-launch-template berikut membuat templat peluncuran dengan banyak
tanda dan pemetaan perangkat blok untuk menentukan volume EBS tambahan saat instans
diluncurkan. Tentukan nilai untuk Groups yang sesuai dengan grup keamanan untuk VPC
yang akan menjadi tujuan peluncuran instans oleh grup Auto Scaling Anda. Tentukan VPC dan
subnet sebagai properti grup Auto Scaling.

aws ec2 create-launch-template \

--launch-template-name TemplateForAutoScaling \

--version-description AutoScalingVersionl \

--launch-template-data '{"NetworkInterfaces':
[{"DeviceIndex'":0,"AssociatePublicIpAddress":true, "Groups":
[""sg-7c227019,sg-903004f8"], "DeleteOnTermination":true}], "ImageId": "ami -
b42209de", "InstanceType':"m4.large", "TagSpecifications":
[{"ResourceType":"instance", "Tags":[{"Key":"environment", "Value":"production"},
{"Key":"purpose", "Value":"webserver"}]}, {"ResourceType":"volume", "Tags":
[{"Key":"environment", "Value":"production"}, {"Key'":"cost-
center","Value":"cc123"}]}]1, "BlockDeviceMappings":[{"DeviceName":"/dev/
sdal","Ebs":{"VolumeSize'":100}}]}' --region us-east-1
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Output:

"LaunchTemplate": {
"LatestVersionNumber": 1,
"LaunchTemplateId": "1t-0123c79c33a54e@abc",
"LaunchTemplateName": "TemplateForAutoScaling",
"DefaultVersionNumber": 1,
"CreatedBy": "arn:aws:iam::123456789012:user/Bob",
"CreateTime": "2019-04-30T18:16:06.000Z"

Untuk informasi selengkapnya, lihat Membuat Template Peluncuran untuk Grup Auto
Scaling di Panduan Pengguna Amazon Auto EC2 Scaling. Untuk informasi tentang mengutip
parameter berformat JSON, lihat Mengutip String di Panduan Pengguna Antarmuka Baris
Perintah AWS .

Contoh 3: Untuk membuat templat peluncuran yang menentukan enkripsi volume EBS

Contoh create-launch-template berikut membuat templat peluncuran yang menyertakan
volume EBS terenkripsi yang dibuat dari snapshot yang tidak terenkripsi. Contoh tersebut

juga menandai volume selama pembuatan. Jika enkripsi secara default dinonaktifkan, Anda
harus menentukan opsi "Encrypted" seperti yang ditunjukkan pada contoh berikut. Jika
menggunakan opsi "KmsKeyId" untuk menentukan CMK yang dikelola pelanggan, Anda juga
harus menentukan opsi "Encrypted" bahkan jika enkripsi secara default diaktifkan.

aws ec2 create-launch-template \
--launch-template-name TemplateForEncryption \
--launch-template-data file://config.json

Isi dari config.json:

"BlockDeviceMappings": [
{
"DeviceName":"/dev/sdal",
"Ebs": {
"VolumeType":'"gp2",
"DeleteOnTermination":true,
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"SnapshotId":"snap-066877671789bd71b",
"Encrypted":true,
"KmsKeyId":"arn:aws:kms:us-east-1:012345678910
al23-456a-al2b-al23b4cd56ef"
}

1,
"ImageId":"ami-00068cd7555f543d5",
"InstanceType":"c5.large",
"TagSpecifications":[
{
"ResourceType":"volume",
"Tags":[
{
"Key":"encrypted",
"Value":"yes"

Output:

"LaunchTemplate": {
"LatestVersionNumber": 1,
"LaunchTemplateId": "1lt-0d5bd51bcf8530abc",
"LaunchTemplateName": "TemplateForEncryption",
"DefaultVersionNumber": 1,
"CreatedBy": "arn:aws:iam::123456789012:user/Bob",
"CreateTime": "2020-01-07T19:08:36.000Z"

:key/abcd1234-

Untuk informasi selengkapnya, lihat Memulihkan Volume Amazon EBS dari Snapshot dan
Enkripsi secara Default di Panduan Pengguna Amazon Elastic Compute Cloud.

» Untuk detail API, lihat CreateLaunchTemplatedi Referensi AWS CLI Perintah.
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JavaScript

SDK untuk JavaScript (v3)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

const ssmClient = new SSMClient({});
const { Parameter } = await ssmClient.send(
new GetParameterCommand({
Name: "/aws/service/ami-amazon-linux-latest/amzn2-ami-hvm-x86_64-gp2",
1),
);
const ec2Client = new EC2Client({});
await ec2Client.send(
new CreatelLaunchTemplateCommand({
LaunchTemplateName: NAMES.launchTemplateName,
LaunchTemplateData: {
InstanceType: "t3.micro",
ImageId: Parameter.Value,
IamInstanceProfile: { Name: NAMES.instanceProfileName },
UserData: readFileSync(
join(RESOURCES_PATH, "server_startup_script.sh"),
).toString("baseb4"),
KeyName: NAMES.keyPairName,
.
b,

* Untuk detail API, lihat CreateLaunchTemplatedi Referensi AWS SDK untuk JavaScript API.
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Python

SDK untuk Python (Boto3)

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

Contoh ini membuat templat peluncuran yang menyertakan profil instans yang memberikan
izin khusus ke instans, dan skrip Bash data pengguna yang berjalan pada instans tersebut
setelah dimulai.

class AutoScalingWrapper:

Encapsulates Amazon EC2 Auto Scaling and EC2 management actions.

def __init_ (
self,
resource_prefix: str,
inst_type: str,
ami_param: str,
autoscaling_client: boto3.client,
ec2_client: boto3.client,
ssm_client: boto3.client,
iam_client: boto3.client,

Initializes the AutoScaler class with the necessary parameters.

:param resource_prefix: The prefix for naming AWS resources that are
created by this class.

:param inst_type: The type of EC2 instance to create, such as t3.micro.

:param ami_param: The Systems Manager parameter used to look up the AMI
that is created.

:param autoscaling_client: A Boto3 EC2 Auto Scaling client.

:param ec2_client: A Boto3 EC2 client.

:param ssm_client: A Boto3 Systems Manager client.

:param iam_client: A Boto3 IAM client.
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self.inst_type = inst_type

self.ami_param = ami_param

self.autoscaling_client = autoscaling_client

self.ec2_client = ec2_client

self.ssm_client ssm_client

self.iam_client = iam_client

sts_client = boto3.client("sts")

self.account_id = sts_client.get_caller_identity()["Account"]

self.key_pair_name = f"{resource_prefix}-key-pair"
self.launch_template_name = f"{resource_prefix}-template-"
self.group_name = f"{resource_prefix}-group"

# Happy path

self.instance_policy_name = f"{resource_prefix}-pol"
self.instance_role_name = f"{resource_prefix}-role"
self.instance_profile_name = f"{resource_prefix}-prof"

# Failure mode

self.bad_creds_policy name = f"{resource_prefix}-bc-pol"
self.bad_creds_role_name = f"{resource_prefix}-bc-role"
self.bad_creds_profile_name = f"{resource_prefix}-bc-prof"

def create_template(
self, server_startup_script_file: str, instance_policy_file: str
) -> Dict[str, Any]:
Creates an Amazon EC2 launch template to use with Amazon EC2 Auto
Scaling. The
launch template specifies a Bash script in its user data field that runs

after

the instance is started. This script installs Python packages and starts
a

Python web server on the instance.

:param server_startup_script_file: The path to a Bash script file that is
run

when an instance starts.
:param instance_policy_file: The path to a file that defines a
permissions policy
to create and attach to the instance
profile.
:return: Information about the newly created template.
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template = {3}
try:
# Create key pair and instance profile
self.create_key_pair(self.key_pair_name)
self.create_instance_profile(
instance_policy_file,
self.instance_policy_name,
self.instance_role_name,
self.instance_profile_name,

# Read the startup script
with open(server_startup_script_file) as file:
start_server_script = file.read()

# Get the latest AMI ID
ami_latest = self.ssm_client.get_parameter(Name=self.ami_param)
ami_id = ami_latest["Parameter"]["Value"]

# Create the launch template
1t_response = self.ec2_client.create_launch_template(
LaunchTemplateName=self.launch_template_name,
LaunchTemplateData={
"InstanceType": self.inst_type,
"ImageId": ami_id,
"IamInstanceProfile": {"Name": self.instance_profile_name},
"UserData": baseb4.b64encode(
start_server_script.encode(encoding="utf-8")
) .decode(encoding="utf-8"),
"KeyName": self.key_pair_name,
I
)
template = 1lt_response["LaunchTemplate"]
log.info(
f"Created launch template {self.launch_template_name} for AMI
{ami_id} on {self.inst_type}."
)
except ClientError as err:
log.error(f"Failed to create launch template
{self.launch_template_name}.")
error_code = err.response["Error"]["Code"]
if error_code == "InvalidLaunchTemplateName.AlreadyExistsException":
log.info(
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f"Launch template {self.launch_template_name} already exists,
nothing to do."

)
log.error(f"Full error:\n\t{err}")

return template

+ Untuk detail API, lihat CreateLaunchTemplatedi AWS SDK for Python (Boto3) Referensi
API.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.
Gunakan CreateNetworkAcl dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCreateNetworkAcl.
CLlI
AWS CLI
Untuk membuat jaringan ACL
Contoh ini membuat ACL jaringan untuk VPC yang ditentukan.

Perintah:

aws ec2 create-network-acl --vpc-id vpc-a01106c2

Output:

"NetworkAcl": {
"Associations": [],
"NetworkAclId": "acl-5fb85d36",
"VpcId": "vpc-a011l@6c2",
"Tags": [1,
"Entries": [
{
"CidrBlock": "0.0.0.0/0",
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"RuleNumber": 32767,
"Protocol": "-1",
"Egress": true,
"RuleAction": "deny"

1,

{
"CidrBlock": "0.0.0.0/0",
"RuleNumber": 32767,
"Protocol": "-1",
"Egress": false,
"RuleAction": "deny"

}

1,
"IsDefault": false

* Untuk detail API, lihat CreateNetworkAcldi Referensi AWS CLI| Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat ACL jaringan untuk VPC yang ditentukan.

New-EC2NetworkAcl -VpcId vpc-12345678

Output:

Associations : {}

Entries : {Amazon.EC2.Model.NetworkAclEntry,
Amazon.EC2.Model.NetworkAclEntry}

IsDefault : False

NetworkAclId : acl-12345678

Tags : {3

Vpcld : vpc-12345678

* Untuk detail API, lihat CreateNetworkAcldi Referensi Alat AWS untuk PowerShell Cmdlet
(V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat ACL jaringan untuk VPC yang ditentukan.

Tindakan 478


https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-network-acl.html
https://docs.aws.amazon.com/powershell/v4/reference

Amazon Elastic Compute Cloud Panduan Developerr

New-EC2NetworkAcl -VpcId vpc-12345678

Output:

Associations : {}

Entries : {Amazon.EC2.Model.NetworkAclEntry,
Amazon.EC2.Model.NetworkAclEntry}

IsDefault : False

NetworkAclId : acl-12345678

Tags : {3

Vpcld : vpc-12345678

» Untuk detail API, lihat CreateNetworkAcldi Referensi Alat AWS untuk PowerShell Cmdlet
(V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.

Gunakan CreateNetworkAclEntry dengan CLI

Contoh kode berikut menunjukkan cara menggunakanCreateNetworkAclEntry.

CLI

AWS CLI

Untuk membuat entri ACL jaringan

Contoh ini membuat entri untuk ACL jaringan tertentu. Aturan ini memungkinkan masuknya
lalu lintas dari IPv4 alamat apa pun (0.0.0.0/0) pada port UDP 53 (DNS) ke subnet terkait. Jika
perintah berhasil, tidak ada output yang akan ditampilkan.

Perintah:

aws ec2 create-network-acl-entry --network-acl-id acl-5fb85d36 --ingress --rule-
numbex 100 --protocol udp --poxrt-range From=53,To=53 --cidr-block 0.0.0.0/0 --
rule-action allow

Contoh ini membuat aturan untuk ACL jaringan tertentu yang memungkinkan lalu lintas masuk
dari IPv6 alamat apa pun (:: /0) pada port TCP 80 (HTTP).
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Perintah:
aws ec2 create-network-acl-entry --network-acl-id acl-5fb85d36 --ingress --rule-

number 120 --protocol tcp --port-range From=80,To=80 --ipv6-cidr-block ::/0 --
rule-action allow

« Untuk detail API, lihat CreateNetworkAclEntrydi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat entri untuk ACL jaringan tertentu. Aturan ini memungkinkan lalu
lintas masuk dari mana saja (0.0.0.0/0) pada port UDP 53 (DNS) ke subnet terkait.

New-EC2NetworkAclEntry -NetworkAclId acl-12345678 -Egress $false -RuleNumber
100 -Protocol 17 -PortRange_From 53 -PortRange_To 53 -CidrBlock 0.0.0.0/0 -
RuleAction allow

» Untuk detail API, lihat CreateNetworkAclEntrydi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat entri untuk ACL jaringan tertentu. Aturan ini memungkinkan lalu
lintas masuk dari mana saja (0.0.0.0/0) pada port UDP 53 (DNS) ke subnet terkait.

New-EC2NetworkAclEntry -NetworkAclId acl-12345678 -Egress $false -RuleNumber
100 -Protocol 17 -PortRange_From 53 -PortRange_To 53 -CidrBlock 0.0.0.0/0 -
RuleAction allow

* Untuk detail API, lihat CreateNetworkAclEntrydi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateNetworkIntexface dengan CLI

Contoh kode berikut menunjukkan cara menggunakanCreateNetworkInterface.
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CLI

AWS CLI
Contoh 1: Untuk menentukan IPv4 alamat untuk antarmuka jaringan

create-network-interfaceContoh berikut membuat antarmuka jaringan untuk subnet
tertentu dengan IPv4 alamat utama yang ditentukan.

aws ec2 create-network-interface \
--subnet-id subnet-00a24d0d67acf6333 \
--description "my network interface" \
--groups sg-09dfba7ed20cda78b \
--private-ip-address 10.0.8.17

Output:
{
"NetworkInterface": {
"AvailabilityZone": "us-west-2a",
"Description": "my network interface",
"Groups": [
{
"GroupName": "my-security-group",
"GroupId": "sg-09dfba7ed20cda78b"
}
1,
"InterfaceType": "interface",

"Ipv6Addresses": [],

"MacAddress": "06:6a:0f:9a:49:37",

"NetworkInterfaceId": "eni-0492b355f@cf3b3f8",

"OwnerId": "123456789012",

"PrivateDnsName": "ip-10-0-8-18.us-west-2.compute.internal"”,
"PrivateIpAddress": "10.0.8.17",

"PrivateIpAddresses": [

{
"Primary": true,
"PrivateDnsName": "ip-10-0-8-17.us-west-2.compute.internal",
"PrivateIpAddress": "10.0.8.17"

}

1,
"RequesterId": "AIDA4Z3Y7GSXTMEXAMPLE",

"RequesterManaged": false,
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"SourceDestCheck": true,

"Status": "pending",

"SubnetId": "subnet-00a24d@d67acf6333",
"TagSet": [1,

"VpcId": "vpc-02723a0feeeb9d57b"

Contoh 2: Untuk membuat antarmuka jaringan dengan IPv4 alamat dan IPv6 alamat

create-network-interfaceContoh berikut membuat antarmuka jaringan untuk subnet
yang ditentukan dengan IPv4 alamat dan IPv6 alamat yang dipilih oleh Amazon EC2.

aws ec2 create-network-interface \
--subnet-id subnet-00a24d0d67acf6333 \
--description "my dual stack network interface" \
--ipv6-address-count 1 \
--groups sg-09dfba7ed20cda78b

Output:
{
"NetworkInterface": {
"AvailabilityZone": "us-west-2a",
"Description": "my dual stack network interface",
"Groups": [
{
"GroupName": "my-security-group",
"GroupId": "sg-09dfba7ed20cda78b"
}
1,
"InterfaceType": "interface",
"Ipv6Addresses": [
{
"Ipv6Address": "2600:1f13:cfe:3650:aldc:237c:393a:4ba7",
"IsPrimaryIpv6": false
}
1,

"MacAddress": "06:b8:68:d2:b2:2d",

"NetworkInterfaceId": "eni-05da417453f9a84bf",

"OwnerId": "123456789012",

"PrivateDnsName": "ip-10-0-8-18.us-west-2.compute.internal",
"PrivateIpAddress": "10.0.8.18",
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"PrivateIpAddresses": [

{

"Primary": true,

"PrivateDnsName": "ip-10-0-8-18.us-west-2.compute.internal",

"PrivateIpAddress": "10.0.8.18"

1,
"RequesterId": "AIDA4Z3Y7GSXTMEXAMPLE",

"RequesterManaged": false,
"SourceDestCheck": true,

"Status": "pending",

"SubnetId": "subnet-00a24d0d67acf6333",
"TagSet": [],

"VpcId": "vpc-02723a0feeeb9d57b",

"Ipv6Address": "2600:1f13:cfe:3650:aldc:237c:393a:4ba7"

Contoh 3: Untuk membuat antarmuka jaringan dengan opsi konfigurasi pelacakan koneksi

create-network-interfaceContoh berikut membuat antarmuka jaringan dan

mengkonfigurasi batas waktu pelacakan koneksi idle.

aws ec2 create-network-interface \
--subnet-id subnet-00a24dod67acf6333 \
--groups sg-02e57dbcfe0331clb \

--connection-tracking-specification TcpEstablishedTimeout=86400,UdpTimeout=60

Output:

"NetworkInterface": {
"AvailabilityZone": "us-west-2a",
"ConnectionTrackingConfiguration": {

"TcpEstablishedTimeout": 86400,
"UdpTimeout": 60

},
"Description": "",
"Groups": [
{
"GroupName": "my-security-group",
"GroupId": "sg-02e57dbcfe@331clb"
}
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]I

"InterfaceType": "interface",

"Ipv6Addresses": [],

"MacAddress": "06:4c:53:de:6d:91",

"NetworkInterfaceId": "eni-0c133586e08903d0b",

"OwnerId": "123456789012",

"PrivateDnsName": "ip-10-0-8-94.us-west-2.compute.internal",
"PrivateIpAddress": "10.0.8.94",

"PrivateIpAddresses": [

{
"Primary": true,
"PrivateDnsName": "ip-10-0-8-94.us-west-2.compute.internal",
"PrivateIpAddress": "10.0.8.94"

}

1,
"RequesterId": "AIDA4Z3Y7GSXTMEXAMPLE",

"RequesterManaged": false,
"SourceDestCheck": true,

"Status": "pending",

"SubnetId": "subnet-00a24d0d67acf6333",
"TagSet": [],

"VpcId": "vpc-02723a0feeeb9d57b"

Contoh 4: Untuk membuat Adaptor Kain Elastis

create-network-interfaceContoh berikut menciptakan EFA.

aws ec2 create-network-interface \
--interface-type efa \
--subnet-id subnet-00a24d0d67acf6333 \
--description "my efa" \
--groups sg-02e57dbcfe0331clb

Output:
{

"NetworkInterface": {
"AvailabilityZone": "us-west-2a",
"Description": "my efa",
"Groups": [

{
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"GroupName": "my-efa-sg",
"GroupId": "sg-02e57dbcfe0331clb"
}
1,
"InterfaceType": "efa",

"IpvbAddresses": [],

"MacAddress": "06:d7:a4:f7:4d:57",

"NetworkInterfaceId": "eni-034acc2885e862b65",

"OwnerId": "123456789012",

"PrivateDnsName": "ip-10-0-8-180.us-west-2.compute.internal”,
"PrivateIpAddress": "10.0.8.180",

"PrivateIpAddresses": [

{
"Primary": true,
"PrivateDnsName": "ip-10-0-8-180.us-west-2.compute.internal",
"PrivateIpAddress": "10.0.8.180"

}

1,

"RequesterId": "AIDA4Z3Y7GSXTMEXAMPLE",
"RequesterManaged": false,
"SourceDestCheck": true,

"Status": "pending",

"SubnetId": "subnet-00a24d@d67acf6333",
"TagSet": [1,

"VpcId": "vpc-02723a0feeeb9d57b"

Untuk informasi selengkapnya, lihat Antarmuka jaringan elastis di Panduan EC2 Pengguna

Amazon.

* Untuk detail API, lihat CreateNetworkInterfacedi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini menciptakan antarmuka jaringan yang ditentukan.

New-EC2NetworkInterface -SubnetId subnet-la2b3c4d -Description "my network
interface" -Group sg-12345678 -PrivateIpAddress 10.0.0.17

Output:
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Association

Attachment

AvailabilityZone us-west-2c
Description : my network interface
Groups : {my-security-group}
MacAddress : Qa:72:bc:la:cd:7f
NetworkInterfaceld : eni-12345678

OwnerId 123456789012
PrivateDnsName : ip-10-0-0-17.us-west-2.compute.internal
PrivateIpAddress 10.0.0.17
PrivateIpAddresses : {}

RequesterId

RequesterManaged False
SourceDestCheck : True

Status pending

SubnetId subnet-1la2b3c4d
TagSet : {3

Vpcld : vpc-12345678

* Untuk detail API, lihat CreateNetworkInterfacedi Referensi Alat AWS untuk PowerShell

Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini menciptakan antarmuka jaringan yang ditentukan.

New-EC2NetworkInterface -SubnetId subnet-1la2b3c4d -Description "my network
interface" -Group sg-12345678 -PrivateIpAddress 10.0.0.17

Output:
Association
Attachment
AvailabilityZone us-west-2c
Description : my network interface
Groups : {my-security-group}
MacAddress : Qa:72:bc:la:cd:7f
NetworkInterfaceld : eni-12345678
OwnerId 123456789012
PrivateDnsName : ip-10-0-0-17.us-west-2.compute.internal
PrivateIpAddress 10.0.0.17
PrivateIpAddresses : {}
RequesterId
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RequesterManaged : False
SourceDestCheck : True

Status : pending
SubnetId : subnet-1a2b3c4d
TagSet : {3

VpcId ¢ vpc-12345678

* Untuk detail API, lihat CreateNetworkInterfacedi Referensi Alat AWS untuk PowerShell

Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.

Gunakan CreatePlacementGroup dengan CLI

Contoh kode berikut menunjukkan cara menggunakanCreatePlacementGroup.

CLI

AWS CLI

Untuk membuat grup penempatan
Perintah contoh ini membuat grup penempatan dengan nama yang ditentukan.

Perintah:

aws ec2 create-placement-group --group-name my-cluster --strategy cluster

Untuk membuat grup penempatan partisi

Perintah contoh ini membuat grup penempatan partisi bernama HDFS-Group-A dengan lima
partisi.

Perintah:

aws ec2 create-placement-group --group-name HDFS-Group-A --strategy partition --
partition-count 5

» Untuk detail API, lihat CreatePlacementGroupdi Referensi AWS CLI Perintah.
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PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat grup penempatan dengan nama yang ditentukan.
New-EC2PlacementGroup -GroupName my-placement-group -Strategy cluster

» Untuk detail API, lihat CreatePlacementGroupdi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat grup penempatan dengan nama yang ditentukan.
New-EC2PlacementGroup -GroupName my-placement-group -Strategy cluster

» Untuk detail API, lihat CreatePlacementGroupdi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateRoute dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCreateRoute.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

« Buat VPC dengan subnet pribadi dan gateway NAT

* Memulai dengan Amazon VPC

» Memulai Transit Gateway

CLI

AWS CLI

Untuk membuat rute
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Contoh ini membuat rute untuk tabel rute yang ditentukan. Rute cocok dengan semua IPv4 lalu
lintas (0.0.0.0/0) dan merutekkannya ke gateway Internet yang ditentukan. Jika perintah
berhasil, tidak ada output yang akan ditampilkan.

Perintah:

aws ec2 create-route --route-table-id rtb-22574640 --destination-cidr-
block 0.0.0.0/0 --gateway-id igw-c@a643a9

Perintah contoh ini membuat rute dalam tabel rute rtb-g8ff4ea2. Rute ini cocok dengan
lalu lintas untuk blok IPv4 CIDR 10.0.0.0/16 dan merutekkannya ke koneksi peering VPC,
pcx-111aaa22. Rute ini memungkinkan lalu lintas diarahkan ke VPC rekan dalam koneksi
peering VPC. Jika perintah berhasil, tidak ada output yang akan ditampilkan.

Perintah:

aws ec2 create-route --route-table-id rtb-g8ff4ea2 --destination-cidr-
block 10.0.0.0/16 --vpc-peering-connection-id pcx-1a2b3c4d

Contoh ini membuat rute dalam tabel rute yang ditentukan yang cocok dengan semua IPv6
traffic (: : /@) dan merutekkannya ke gateway Internet khusus egres yang ditentukan.

Perintah:

aws ec2 create-route --route-table-id rtb-dce620b8 --destination-ipv6-cidr-
block ::/0 --egress-only-internet-gateway-id eigw-0leadbd45ecd7943f

» Untuk detail API, lihat CreateRoutedi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini menciptakan rute yang ditentukan untuk tabel rute yang ditentukan. Rute
cocok dengan semua lalu lintas dan mengirimkannya ke gateway Internet yang ditentukan.

New-EC2Route -RouteTableId rtb-1a2b3c4d -DestinationCidrBlock 0.0.0.0/0 -
GatewayId igw-la2b3c4d

Output:
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True

» Untuk detail API, lihat CreateRoutedi Referensi Alat AWS untuk PowerShell Cmdlet (V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini menciptakan rute yang ditentukan untuk tabel rute yang ditentukan. Rute
cocok dengan semua lalu lintas dan mengirimkannya ke gateway Internet yang ditentukan.

New-EC2Route -RouteTableId rtb-1a2b3c4d -DestinationCidrBlock 0.0.0.0/0 -
GatewayId igw-la2b3c4d

Output:

True

» Untuk detail API, lihat CreateRoutedi Referensi Alat AWS untuk PowerShell Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateRouteTable dengan AWS SDK atau CLI

Contoh kode berikut menunjukkan cara menggunakanCreateRouteTable.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

» Buat VPC dengan subnet pribadi dan gateway NAT

» Memulai dengan Amazon VPC

CLI

AWS CLI

Untuk membuat tabel rute

Contoh ini membuat tabel rute untuk VPC tertentu.
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Perintah:

aws ec2 create-route-table --vpc-id vpc-a01106c2

Output:
{
"RouteTable": {
"Associations": [],
"RouteTableId": "rtb-22574640",
"VpcId": "vpc-a01106c2",
"PropagatingVgws": [],
"Tags": [1,
"Routes": [
{
"GatewayId": "local",
"DestinationCidrBlock": "10.0.0.0/16",
"State": "active"
}
]
}
}

* Untuk detail API, lihat CreateRouteTabledi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat tabel rute untuk VPC yang ditentukan.

New-EC2RouteTable -VpcId vpc-12345678

Output:
Associations : {3
PropagatingVgws : {}
Routes : {3
RouteTableId : rtb-1a2b3c4d
Tags : {}
VpcId : vpc-12345678
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» Untuk detail API, lihat CreateRouteTabledi Referensi Alat AWS untuk PowerShell Cmdlet
(V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat tabel rute untuk VPC yang ditentukan.

New-EC2RouteTable -VpcId vpc-12345678

Output:
Associations : {3
PropagatingVgws : {3}
Routes : {2
RouteTableId : rtb-1la2b3c4d
Tags : {1
VpcId ¢ vpc-12345678

* Untuk detail API, lihat CreateRouteTabledi Referensi Alat AWS untuk PowerShell Cmdlet
(V5).

Ruby

SDK untuk Ruby

@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

require 'aws-sdk-ec2'

# Prerequisites:

#

# - A VPC in Amazon VPC.

# - A subnet in that VPC.

# - A gateway attached to that subnet.

#

# @param ec2_resource [Aws::EC2::Resource] An initialized

# Amazon Elastic Compute Cloud (Amazon EC2) resource object.
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# @param vpc_id [String] The ID of the VPC for the route table.

# @param subnet_id [String] The ID of the subnet for the route table.

# @param gateway_id [String] The ID of the gateway for the route.

# @param destination_cidr_block [String] The destination CIDR block

# for the route.

# @param tag_key [String] The key portion of the tag for the route table.
# @param tag_value [String] The value portion of the tag for the route table.
# @return [Boolean] true if the route table was created and associated;

# otherwise, false.

# @example

# exit 1 unless route_table_created_and_associated?(

# Aws::EC2::Resource.new(region: 'us-west-2'),

# 'vpc-0b6f769731EXAMPLE ',

# 'subnet-03d9303b57EXAMPLE ',

# 'igw-06caS0c@11EXAMPLE",

# '0.0.0.0/0",

# 'my-key',

# 'my-value'

#

)

def route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,
tag_key,
tag_value

route_table = ec2_resource.create_route_table(vpc_id: vpc_id)
puts "Created route table with ID '#{route_table.id}'."
route_table.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}

)
puts 'Added tags to route table.'
route_table.create_route(
destination_cidr_block: destination_cidr_block,
gateway_id: gateway_id
)
puts 'Created route with destination CIDR block ' \
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"'"#{destination_cidr_block}' and associated with gateway " \
"with ID '#{gateway_id}'."
route_table.associate_with_subnet(subnet_id: subnet_id)
puts "Associated route table with subnet with ID '#{subnet_id}'."
true
rescue StandardError => e
puts "Error creating or associating route table: #{e.message}"
puts 'If the route table was created but not associated, you should ' \
'clean up by deleting the route table.'
false
end

# Example usage:
def run_me
vpc_id =
subnet_id = "'

gateway_id =
destination_cidr_block = "'
tag_key = '
tag_value
region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-route-table.rb ' \
'VPC_ID SUBNET_ID GATEWAY_ID DESTINATION_CIDR_BLOCK ' \
'TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-route-table.rb ' \
'vpc-0b6f769731EXAMPLE subnet-03d9303b57EXAMPLE igw-06ca9@c@11EXAMPLE ' \
"'90.0.0.0/0' my-key my-value us-west-2"
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
vpc_id = 'vpc-0b6f769731EXAMPLE'
subnet_id = 'subnet-03d9303b57EXAMPLE"
gateway_id = 'igw-06ca90c@11EXAMPLE'
destination_cidr_block = '0.0.0.0/0'
tag_key = 'my-key'
tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.

else
vpc_id = ARGV[Q]
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subnet_id = ARGV[1]
gateway_id = ARGV[2]
destination_cidr_block = ARGV[3]
tag_key = ARGV[4]
tag_value = ARGV[5]
region = ARGV[6]

end

ec2_resource = Aws::EC2::Resource.new(region: region)

if route_table_created_and_associated?(
ec2_resource,
vpc_id,
subnet_id,
gateway_id,
destination_cidr_block,
tag_key,
tag_value

puts 'Route table created and associated.'
else
puts 'Route table not created or not associated.'
end
end

run_me if $PROGRAM_NAME == _ FILE__

* Untuk detail API, lihat CreateRouteTabledi Referensi AWS SDK untuk Ruby API.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateSecurityGroup dengan AWS SDK atau CLI
Contoh kode berikut menunjukkan cara menggunakanCreateSecurityGroup.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:
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» Pelajari dasar-dasarnya

» Buat VPC dengan subnet pribadi dan gateway NAT

* Memulai dengan Amazon VPC

NET

SDK untuk .NET

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/// <summary>
/// Create an Amazon EC2 security group with a specified name and
description.

/// </summary>

/// <param name="groupName">The name for the new security group.</param>

/// <param name="groupDescription">A description of the new security group.</
param>

/// <returns>The group Id of the new security group.</returns>

public async Task<string> CreateSecurityGroup(string groupName, string

groupDescription)
{
try
{

var response = await _amazonEC2.CreateSecurityGroupAsync(
new CreateSecurityGroupRequest(groupName, groupDescription));

// Wait until the security group exists.

int retries = 5;

while (retries-- > 0)

{
var groups = await DescribeSecurityGroups(response.GroupId);
if (groups.Any())
{

return response.Groupld;

Thread.Sleep(5000);
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retries--;

}
_logger.LogError($"Unable to find newly created group {groupName}.");
throw new DoesNotExistException("security group not found");

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "ResourceAlreadyExists")
{

_logger.LogErrox(
$"A security group with the name {groupName} already exists.
{ec2Exception.Messagel}");

}

throw;
}
catch (Exception ex)
{

_logger.LogErrox(
$"An error occurred while creating the security group.:
{ex.Messagel}");
throw;

» Untuk detail API, lihat CreateSecurityGroupdi Referensi AWS SDK untuk .NET API.

Bash

AWS CLI dengan skrip Bash

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

S A A S S A S S A S A S A S S S S A S S A A
# function ec2_create_security_group
#
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# This function creates an Amazon Elastic Compute Cloud (Amazon EC2) security
group.

Parameters:
-n security_group_name - The name of the security group.
-d security_group_description - The description of the security group.

Returns:
The ID of the created security group, or an error message if the
operation fails.

HOH O O B O

# And:

# @ - If successful.
# 1 - If it fails.

#

bedidooudoidididididiiigiigigigigigigiggggngggigigipipopopip g bbb iR iR R i S g g g g
function ec2_create_security_group() {
local security_group_name security_group_description response

# Function to display usage information
function usage() {
echo "function ec2_create_security_group"
echo "Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group."

echo " -n security_group_name - The name of the security group."

echo " -d security_group_description - The description of the security
group."

echo ""

# Parse the command-line arguments
while getopts "n:d:h" option; do
case "${option}" in
n) security_group_name="${OPTARG}" ;;
d) security_group_description="${0OPTARG}" ;;

h)
usage
return 0

\?)
echo "Invalid parameter"
usage
return 1

esac

done
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export OPTIND=1

# Validate the input parameters
if [[ -z "$security_group_name" ]]; then
errecho "ERROR: You must provide a security group name with the -n
parameter."
return 1
fi

if [[ -z "$security_group_description" ]]; then

errecho "ERROR: You must provide a security group description with the -d
parameter."

return 1
fi

# Create the security group
response=$(aws ec2 create-security-group \
--group-name "$security_group_name" \
--description "$security_group_description" \
--query "GroupId" \
--output text) || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports create-security-group operation failed."
errecho "$response"
return 1

echo "$response"
return 0

Fungsi utilitas yang digunakan dalam contoh ini.

HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HUHHHHHH R HBEHBEHEHAHAHBH SRS H B R B R HBHBEHEHAH ARG RS HBH SR B R BB H B HBHEHAHA RS RS RS RS R H R H R H B H
function errecho() {

printf "%s\n" "$*" 1>&2

Tindakan 499



Amazon Elastic Compute Cloud Panduan Developerr

HHAHHBHHBHHBHHBHHBHHBHHBHHBHH B HH B HH G HH B HH B HH B HH B HH B HH B HH R R H B R B R HH SR H R HH R SRS
# function aws_cli_error_log()

#

This function is used to log the error messages from the AWS CLI.

The function expects the following argument:
$1 - The error code returned by the AWS CLI.

#
#
#
#
#
# Returns:
# @: - Success.
#
HAHHHHHH A SRR HHH SR TR SRR R SRR RS G HH B SRR RS R H RS AR A S SRR RS R RS ST RS R TS
function aws_cli_error_log() {

local err_code=$1

errecho "Error code : $err_code"

if [ "$err_code" == 1 ]; then

errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 1; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."
fi
return 0

» Untuk detail API, lihat CreateSecurityGroupdi Referensi AWS CLI Perintah.
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C++

SDK untuk C++

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

//! Create a security group.
/5
\param groupName: A security group name.
\param description: A description.
\param vpcID: A virtual private cloud (VPC) ID.
\param[out] groupIDResult: A string to receive the group ID.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::EC2::createSecurityGroup(const Aws::String &groupName,
const Aws::String &description,
const Aws::String &vpclID,
Aws: :String &groupIDResult,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);

Aws::EC2::Model: :CreateSecurityGroupRequest request;

request.SetGroupName(groupName);
request.SetDescription(description);
request.SetVpcId(vpcID);

const Aws::EC2::Model::CreateSecurityGroupOutcome outcome =
ec2Client.CreateSecurityGroup(request);

if (loutcome.IsSuccess()) {
std::cerr << "Failed to create security group:" <<
outcome.GetError().GetMessage() << std::endl;
return false;
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std::cout << "Successfully created security group named " << groupName <<
std::endl;

groupIDResult = outcome.GetResult().GetGroupId();

return true;

» Untuk detail API, lihat CreateSecurityGroupdi Referensi AWS SDK untuk C++ API.

CLI
AWS CLI
Untuk membuat grup keamanan untuk EC2 -Classic
Contoh ini membuat grup keamanan bernama MySecurityGroup.

Perintah:

aws ec2 create-security-group --group-name MySecurityGroup --description "My
security group"

Output:

"GroupId": "sg-903004f8"

Untuk membuat grup keamanan untuk EC2 -VPC
Contoh ini membuat grup keamanan bernama MySecurityGroup untuk VPC tertentu.

Perintah:

aws ec2 create-security-group --group-name MySecurityGroup --description "My
security group" --vpc-id vpc-1a2b3c4d

Output:
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"GroupId": "sg-903004f8"

Untuk informasi selengkapnya, lihat Menggunakan Grup Keamanan di Panduan Pengguna
Antarmuka Baris Perintah AWS .

» Untuk detail API, lihat CreateSecurityGroupdi Referensi AWS CLI Perintah.

Java

SDK untuk Java 2.x

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/**
* Creates a new security group asynchronously with the specified group name,
description, and VPC ID. It also
* authorizes inbound traffic on ports 80 and 22 from the specified IP

address.

*

* @param groupName the name of the security group to create

* @param groupDesc the description of the security group

* @param vpcld the ID of the VPC in which to create the security
group

* @param myIpAddress the IP address from which to allow inbound traffic
(e.g., "192.168.1.1/0" to allow traffic from

E any IP address in the 192.168.1.0/24 subnet)

* @return a CompletableFuture that, when completed, returns the ID of the
created security group

* @throws RuntimeException if there was a failure creating the security
group or authorizing the inbound traffic

*/

public CompletableFuture<String> createSecurityGroupAsync(String groupName,
String groupDesc, String vpcId, String myIpAddress) {
CreateSecurityGroupRequest createRequest =

CreateSecurityGroupRequest.builder()
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.groupName(groupName)
.description(groupDesc)
.vpcId(vpcId)

.build();

return getAsyncClient().createSecurityGroup(createRequest)
.thenCompose(createResponse -> {
String groupId = createResponse.groupId();
IpRange ipRange = IpRange.builder()
.cidrIp(myIpAddress + "/32")
.build();

IpPermission ipPerm = IpPermission.builder()
.ipProtocol("tcp")
.toPort(80)
.fromPort(80)
.ipRanges(ipRange)
.build();

IpPermission ipPerm2 = IpPermission.builder()
.ipProtocol("tcp")
.toPort(22)
.fromPort(22)
.ipRanges(ipRange)
.build();

AuthorizeSecurityGroupIngressRequest authRequest =
AuthorizeSecurityGroupIngressRequest.builder()
.groupName(groupName)
.ipPermissions(ipPerm, ipPerm2)
.build();

return
getAsyncClient().authorizeSecurityGroupIngress(authRequest)
.thenApply(authResponse -> groupId);
b
.whenComplete((result, exception) -> {
if (exception != null) {
if (exception instanceof CompletionException &&
exception.getCause() instanceof Ec2Exception) {
throw (Ec2Exception) exception.getCause();
} else {
throw new RuntimeException("Failed to create security
group: " + exception.getMessage(), exception);
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1)

» Untuk detail API, lihat CreateSecurityGroupdi Referensi AWS SDK for Java 2.x API.

JavaScript

SDK untuk JavaScript (v3)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

import { CreateSecurityGroupCommand, EC2Client } from "Eaws-sdk/client-ec2";

/**
* Creates a security group.
* @param {{ groupName: string, description: string }} options
*/
export const main = async ({ groupName, description }) => {
const client = new EC2Client({});
const command = new CreateSecurityGroupCommand({
// Up to 255 characters in length. Cannot start with sg-.
GroupName: groupName,
// Up to 255 characters in length.
Description: description,

1)

try {
const { GroupId } = await client.send(command);
console.log(GroupId);

} catch (caught) {

if (caught instanceof Error && caught.name === "InvalidParameterValue") {
console.warn( " ${caught.message}. " );

} else {
throw caught;

}
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}

};

» Untuk detail API, lihat CreateSecurityGroupdi Referensi AWS SDK untuk JavaScript API.

Kotlin

SDK untuk Kotlin

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

suspend fun createEC2SecurityGroup(
groupNameVal: String?,
groupDescVal: String?,
vpcIdVal: String?,
): String? {
val request =
CreateSecurityGroupRequest {
groupName = groupNameVal
description = groupDescVal
vpcId = vpcIdVal

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
val resp = ec2.createSecurityGroup(request)
val ipRange =
IpRange {
cidrIp = "0.0.0.0/0"

val ipPerm =
IpPermission {
ipProtocol = "tcp"
toPort = 80
fromPort = 80
ipRanges = 1listOf(ipRange)
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val ipPerm2 =
IpPermission {
ipProtocol = "tcp"
toPort = 22
fromPort 22
ipRanges = 1listOf(ipRange)

val authRequest =
AuthorizeSecurityGroupIngressRequest {
groupName = groupNameVal
ipPermissions = 1listOf(ipPerm, ipPerm2)
}
ec2.authorizeSecurityGroupIngress(authRequest)
println("Successfully added ingress policy to Security Group
$groupNameVal")
return resp.groupld

» Untuk detail API, lihat CreateSecurityGroupdi AWS SDK untuk referensi API Kotlin.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat grup keamanan untuk VPC yang ditentukan.

New-EC2SecurityGroup -GroupName my-security-group -Description "my security
group" -VpcId vpc-12345678

Output:

sg-12345678

Contoh 2: Contoh ini membuat grup keamanan untuk EC2 -Classic.

New-EC2SecurityGroup -GroupName my-security-group -Description "my security
group"
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Output:

sg-45678901

» Untuk detail API, lihat CreateSecurityGroupdi Referensi Alat AWS untuk PowerShell Cmdlet
(V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat grup keamanan untuk VPC yang ditentukan.

New-EC2SecurityGroup -GroupName my-security-group -Description "my security
group" -VpcId vpc-12345678

Output:

sg-12345678

Contoh 2: Contoh ini membuat grup keamanan untuk EC2 -Classic.

New-EC2SecurityGroup -GroupName my-security-group -Description "my security
group"

Output:

sg-45678901

» Untuk detail API, lihat CreateSecurityGroupdi Referensi Alat AWS untuk PowerShell Cmdlet
(V5).

Python

SDK untuk Python (Boto3)

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.
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class SecurityGroupWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) security group
actions."""

def __init_ (self, ec2_client: boto3.client, security_group: Optional[str] =
None):
Initializes the SecurityGroupWrapper with an EC2 client and an optional
security group ID.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level
access to AWS EC2 services.
:param security_group: The ID of a security group to manage. This is a
high-level identifier
that represents the security group.

self.ec2_client = ec2_client

self.security_group = security_group

@classmethod
def from_client(cls) -> "SecurityGroupWrapper":

Creates a SecurityGroupWrapper instance with a default EC2 client.

:return: An instance of SecurityGroupWrapper initialized with the default
EC2 client.

ec2_client = boto3.client("ec2")

return cls(ec2_client)

def create(self, group_name: str, group_description: str) -> str:
Creates a security group in the default virtual private cloud (VPC) of
the current account.

:param group_name: The name of the security group to create.

:param group_description: The description of the security group to
Create.

:return: The ID of the newly created security group.

:raise Handles AWS SDK service-level ClientError, with special handling
for ResourceAlreadyExists
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try:
response = self.ec2_client.create_security_group(
GroupName=group_name, Description=group_description
)
self.security_group = response["GroupId"]
except ClientError as err:
if err.response["Error"]["Code"] == "ResourceAlreadyExists":
logger.error(
f"Security group '{group_name}' already exists. Please choose
a different name."
)
raise
else:
return self.security_group

» Untuk detail API, lihat CreateSecurityGroupdi AWS SDK for Python (Boto3) Referensi API.

Ruby

SDK untuk Ruby

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

# This code example does the following:

# 1. Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.
# 2. Adds inbound rules to the security group.

# 3. Displays information about available security groups.

# 4. Deletes the security group.

require 'aws-sdk-ec2'
# Creates an Amazon Elastic Compute Cloud (Amazon EC2) security group.

#
# Prerequisites:
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- A VPC in Amazon Virtual Private Cloud (Amazon VPC).

@param ec2_client [Aws::EC2::Client] An initialized
Amazon EC2 client.
@param group_name [String] A name for the security group.
@param description [String] A description for the security group.
@param vpc_id [String] The ID of the VPC for the security group.
@return [String] The ID of security group that was created.
@example
puts create_security_group(
Aws::EC2::Client.new(region: 'us-west-2'),
'my-security-group',
'This is my security group.',
'vpc-6713dfEX"

HOoH HF O OH OH O B OH O O OH OH K R

)
def create_security_group(ec2_client, group_name, description, vpc_id)
security_group = ec2_client.create_security_group(
group_name: group_name,
description: description,
vpc_id: vpc_id
)
puts "Created security group '#{group_name}' with ID " \
"'#{security_group.group_id}' in VPC with ID '#{vpc_id}'."
security_group.group_id
rescue StandardError => e
puts "Error creating security group: #{e.messagel}"

'Exrror’
end
# Adds an inbound rule to an Amazon Elastic Compute Cloud (Amazon EC2)
# security group.
#
# Prerequisites:
#
# - The security group.
#
# @param ec2_client [Aws::EC2::Client] An initialized Amazon EC2 client.
# @param security_group_id [String] The ID of the security group.
# @param ip_protocol [String] The network protocol for the inbound rule.
# @param from_port [String] The originating port for the inbound rule.
# @param to_port [String] The destination port for the inbound rule.
# @param cidr_ip_range [String] The CIDR IP range for the inbound rule.
# @return
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# @example
# exit 1 unless security_group_ingress_authorized?(
# Aws::EC2::Client.new(region: 'us-west-2'),
# 'sg-030a858e078f1b9EX",
# "tep!',
# '80',
# '80',
# '0.0.0.0/0'
# )
def security_group_ingress_authorized?(
ec2_client, security_group_id, ip_protocol, from_port, to_port, cidr_ip_range

ec2_client.authorize_security_group_ingress(
group_id: security_group_id,
ip_permissions: [
{

ip_protocol: ip_protocol,

from_port: from_port,

to_port: to_port,

ip_ranges: [

{
cidr_ip: cidr_ip_range
}
]
}
]
)
puts "Added inbound rule to security group '#{security_group_id}' for protocol
"\
"'"#{ip_protocol}' from port '#{from_port}' to port '#{to_port}' " \
"with CIDR IP range '#{cidr_ip_range}'."
true

rescue StandardError => e
puts "Error adding inbound rule to security group: #{e.messagel}"
false

end

# Refactored method to simplify complexity for describing security group

permissions
def format_port_information(perm)
from_port_str = perm.from_port == '-1' || perm.from_port == -1 ? 'All'’

perm.from_port.to_s
to_port_str = perm.to_port == '-1' || perm.to_port == -1 ? 'All’
perm.to_port.to_s
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{ from_port: from_port_str, to_port: to_port_str }
end

# Displays information about a security group's IP permissions set in
# Amazon Elastic Compute Cloud (Amazon EC2).
def describe_security_group_permissions(perm)

ports = format_port_information(perm)

print " Protocol: #{perm.ip_protocol == '-1' ? 'All' : perm.ip_protocol}"
print ", From: #{ports[:from_portl]}, To: #{ports[:to_port]}"

print ", CIDR IPv6: #{perm.ipv_6_ranges[0@].cidr_ipv_63}" if perm.key?
(:ipv_6_ranges) && perm.ipv_6_ranges.count.positive?

print ", CIDR IPv4: #{perm.ip_ranges[@].cidr_ip}" if perm.key?(:ip_ranges) &&
perm.ip_ranges.count.positive?
print "\n"

end

# Displays information about available security groups in
# Amazon Elastic Compute Cloud (Amazon EC2).
def describe_security_groups(ec2_client)

response = ec2_client.describe_security_groups

if response.security_groups.count.positive?
response.security_groups.each do |[sg]|
display_group_details(sg)
end
else
puts 'No security groups found.'
end
rescue StandardError => e
puts "Error getting information about security groups: #{e.messagel}"
end

# Helper method to display the details of security groups
def display_group_details(sg)

puts '-' * (sg.group_name.length + 13)
puts "Name: #{sg.group_name}"
puts "Description: #{sg.description}"
puts "Group ID: #{sg.group_id}"
puts "Owner ID: #{sg.owner_id}"
puts "VPC ID: #{sg.vpc_id}"
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display_group_tags(sg.tags) if sg.tags.count.positive?
display_group_permissions(sg)
end

def display_group_tags(tags)
puts 'Tags:'
tags.each do |tag]
puts " Key: #{tag.keyl}, Value: #{tag.value}"
end
end

def display_group_permissions(sg)
if sg.ip_permissions.count.positive?
puts 'Inbound rules:'
sg.ip_permissions.each do |p]|
describe_security_group_permissions(p)
end
end

return if sg.ip_permissions_egress.empty?

puts 'Outbound rules:'
sg.ip_permissions_egress.each do |p]|
describe_security_group_permissions(p)
end
end

# Deletes an Amazon Elastic Compute Cloud (Amazon EC2)

# security group.

def security_group_deleted?(ec2_client, security_group_id)
ec2_client.delete_security_group(group_id: security_group_id)
puts "Deleted security group '#{security_group_id}'."
true

rescue StandardError => e
puts "Error deleting security group: #{e.messagel}"
false

end

# Example usage with refactored run_me to reduce complexity
def run_me
group_name, description, vpc_id, ip_protocol_http, from_port_http,
to_port_http, \
cidr_ip_range_http, ip_protocol_ssh, from_port_ssh, to_port_ssh, \
cidr_ip_range_ssh, region = process_arguments
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ec2_client = Aws::EC2::Client.new(region: region)

security_group_id = attempt_create_security_group(ec2_client, group_name,
description, vpc_id)
security_group_exists = security_group_id != 'Error'

if security_group_exists
add_inbound_rules(ec2_client, security_group_id, ip_protocol_http,
from_port_http, to_port_http, cidr_ip_range_http)
add_inbound_rules(ec2_client, security_group_id, ip_protocol_ssh,
from_port_ssh, to_port_ssh, cidr_ip_range_ssh)
end

describe_security_groups(ec2_client)
attempt_delete_security_group(ec2_client, security_group_id) if
security_group_exists
end

def process_arguments
if ARGV[@] == '--help' || ARGV[@] == '-h'
display_help
exit 1
elsif ARGV.count.zero?
default_values
else
ARGV
end
end

def attempt_create_security_group(ec2_client, group_name, description, vpc_id)
puts 'Attempting to create security group...'
security_group_id = create_security_group(ec2_client, group_name, description,

vpc_id)
puts 'Could not create security group. Skipping this step.' if
security_group_id == 'Error'
security_group_id

end

def add_inbound_rules(ec2_client, security_group_id, ip_protocol, from_port,
to_port, cidr_ip_range)
puts 'Attempting to add inbound rules to security group...'
return if security_group_ingress_authorized?(ec2_client, security_group_id,
ip_protocol, from_port, to_port,
cidr_ip_range)
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puts 'Could not add inbound rule to security group. Skipping this step.'
end

def attempt_delete_security_group(ec2_client, security_group_id)
puts "\nAttempting to delete security group..."
return if security_group_deleted?(ec2_client, security_group_id)

puts 'Could not delete security group. You must delete it yourself.'
end

def display_help
puts 'Usage: ruby ec2-ruby-example-security-group.rb ' \
'GROUP_NAME DESCRIPTION VPC_ID IP_PROTOCOL_1 FROM_PORT_1 TO_PORT_1 ' \
'"CIDR_IP_RANGE_1 IP_PROTOCOL_2 FROM_PORT_2 TO_PORT_2 ' \
'CIDR_IP_RANGE_2 REGION'
puts 'Example: ruby ec2-ruby-example-security-group.rb ' \
"my-security-group 'This is my security group.' vpc-6713dfEX " \
"tcp 80 80 '0.0.0.0/0' tcp 22 22 '0.0.0.0/0' us-west-2"
end

def default_values
[
'my-security-group', 'This is my security group.', 'vpc-6713dfEX', 'tcp',
'80', '80',
'0.0.0.0/0', 'tcp', '22', '22', '0.0.0.0/0', 'us-west-2'
]

end

run_me if $PROGRAM_NAME == _ FILE__

» Untuk detail API, lihat CreateSecurityGroupdi Referensi AWS SDK untuk Ruby API.

Rust

SDK for Rust

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.
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pub async fn create_security_group(
&self,
name: &str,
description: &str,

) -> Result<SecurityGroup, EC2Error> {
tracing::info!("Creating security group {name}");
let create_output = self

.client
.create_security_group()
.group_name(name)
.description(description)
.send()

.await
.map_err(EC2Error::from)?;

let group_id = create_output
.group_id
.ok_or_else(|| EC2Error::new("Missing security group id after
creation"))?;

let group = self
.describe_security_group(&group_id)
.await?
.ok_or_else(]|| {
EC2Error: :new(format!("Could not find security group with id
{group_id}"))
)%y

tracing::info!("Created security group {name} as {group_id}");

Ok(group)

* Untuk detail API, lihat CreateSecurityGroupreferensi AWS SDK for Rust API.
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SAP ABAP

SDK for SAP ABAP

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

TRY.
oo_result = lo_ec2->createsecuritygroup(

oo_result is
returned for testing purposes.
iv_description = 'Security group example'
iv_groupname = iv_security_group_name
iv_vpcid = iv_vpc_id ).
MESSAGE 'Security group created.' TYPE 'I'.
CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
DATA(1lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'E'.
ENDTRY.

» Untuk detail API, lihat CreateSecurityGroupdi AWS SDK untuk referensi SAP ABAP API.

Swift

SDK para Swift

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

import AWSEC2

/// Create a new security group.

/17
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/// - Parameters:

/// - groupName: The name of the group to create.
/// - groupDescription: A description of the new security group.
///

/// - Returns: The ID string of the new security group.
func createSecurityGroup(name groupName: String, description
groupDescription: String) async -> String? {
do {
let output = try await ec2Client.createSecurityGroup(
input: CreateSecurityGroupInput(
description: groupDescription,
groupName: groupName

return output.groupId
} catch {
print("*** Error creating the security group:
\(error.localizedDescription)")
return nil

» Untuk detail API, lihat referensi CreateSecurityGroup AWSSDK untuk Swift API.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateSnapshot dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCreateSnapshot.
CLlI
AWS CLI
Untuk membuat snapshot

Perintah contoh ini membuat snapshot volume dengan ID volume vol-1234567890abcdef
dan deskripsi singkat untuk mengidentifikasi snapshot.
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Perintah:

aws ec2 create-snapshot --volume-id vol-1234567890abcdef® --description "This is
my root volume snapshot"

Output:

{
"Description": "This is my root volume snapshot",
"Tags": [1,
"Encrypted": false,
"VolumeId": "vol-1234567890abcdef@",
"State": "pending",
"VolumeSize": 8,
"StartTime": "2018-02-28T21:06:01.000Z",
"Progress": "",
"OwnerId": "012345678910",
"SnapshotId": "snap-066877671789bd71b"

}

Untuk membuat snapshot dengan tag

Perintah contoh ini membuat snapshot dan menerapkan dua tag: purpose=prod dan
costcenter=123.

Perintah:

aws ec2 create-snapshot --volume-id vol-1234567890abcdef@
--description 'Prod backup' --tag-specifications
'ResourceType=snapshot, Tags=[ {Key=purpose,Value=prod},
{Key=costcenter,Value=123}]"

Output:
{
"Description": "Prod backup",
"Tags": [
{
"Value": "prod",
"Key": "purpose"
I
{
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"Value": "123",
"Key": "costcenter"

1,

"Encrypted": false,

"VolumeId": "vol-1234567890Qabcdef0",
"State": "pending",

"VolumeSize": 8,

"StartTime": "2018-02-28T21:06:06.000Z",
"Progress": "",

"OwnerId": "012345678910",

"SnapshotId": "snap-09ed24a7@bcl9bbe4"

» Untuk detail API, lihat CreateSnapshotdi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat snapshot dari volume yang ditentukan.

New-EC2Snapshot -VolumeId vol-12345678 -Description "This is a test"

Output:
DataEncryptionKeyId :
Description : This is a test
Encrypted : False
KmsKeyId
OwnerAlias :
OwnerId : 123456789012
Progress 8
SnapshotId : snap-12345678
StartTime : 12/22/2015 1:28:42 AM
State : pending
StateMessage
Tags : {3
VolumeId : vol-12345678
VolumeSize : 20

+ Untuk detail API, lihat CreateSnapshotdi Referensi Alat AWS untuk PowerShell Cmdlet (V4).
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Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat snapshot dari volume yang ditentukan.

New-EC2Snapshot -VolumeId vol-12345678 -Description "This is a test"

Output:
DataEncryptionKeyId :
Description : This is a test
Encrypted : False
KmsKeyId
OwnerAlias :
OwnerId : 123456789012
Progress 2
SnapshotId : snap-12345678
StartTime : 12/22/2015 1:28:42 AM
State : pending
StateMessage
Tags : {3
VolumelId : vol-12345678
VolumeSize 1 20

+ Untuk detail API, lihat CreateSnapshotdi Referensi Alat AWS untuk PowerShell Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateSpotDatafeedSubscription dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCreateSpotDatafeedSubscription.
CLI
AWS CLI
Untuk membuat umpan data Instance Spot

create-spot-datafeed-subscriptionContoh berikut membuat umpan data Spot
Instance.
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aws ec2 create-spot-datafeed-subscription \
--bucket amzn-s3-demo-bucket \
--prefix spot-data-feed

Output:

"SpotDatafeedSubscription": {
"Bucket": "amzn-s3-demo-bucket",
"OwnerId": "123456789012",
"Prefix": "spot-data-feed",
"State": "Active"

Umpan data disimpan di bucket Amazon S3 yang Anda tentukan. Nama file untuk umpan data
ini memiliki format berikut.

amzn-s3-demo-bucket.s3.amazonaws.com/spot-data-feed/123456789012.YYYY-MM-DD-
HH.n.abcd1234.gz

Untuk informasi selengkapnya, lihat umpan data Instans Spot di Panduan EC2 Pengguna
Amazon.

» Untuk detail API, lihat CreateSpotDatafeedSubscriptiondi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat umpan data instance Spot.

New-EC2SpotDatafeedSubscription -Bucket amzn-s3-demo-bucket -Prefix spotdata

Output:

Bucket : amzn-s3-demo-bucket
Fault

OwnerId : 123456789012

Prefix : spotdata
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State : Active

» Untuk detail API, lihat CreateSpotDatafeedSubscriptiondi Referensi Alat AWS untuk
PowerShell Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat umpan data instance Spot.

New-EC2SpotDatafeedSubscription -Bucket amzn-s3-demo-bucket -Prefix spotdata

Output:

Bucket : amzn-s3-demo-bucket
Fault

OwnerId : 123456789012

Prefix : spotdata

State : Active

* Untuk detail API, lihat CreateSpotDatafeedSubscriptiondi Referensi Alat AWS untuk
PowerShell Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateSubnet dengan AWS SDK atau CLI

Contoh kode berikut menunjukkan cara menggunakanCreateSubnet.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

» Buat VPC dengan subnet pribadi dan gateway NAT

* Memulai dengan Amazon VPC

* Memulai Transit Gateway
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CLI
AWS CLI
Contoh 1: Untuk membuat subnet dengan blok IPv4 CIDR saja
create-subnetContoh berikut membuat subnet di VPC tertentu dengan blok CIDR yang
IPv4 ditentukan.
aws ec2 create-subnet \
--vpc-id vpc-081ec835f3EXAMPLE \
--cidr-block 10.0.0.0/24 \
--tag-specifications ResourceType=subnet, Tags=[{Key=Name,Value=my-ipv4-only-
subnet}]
Output:
{
"Subnet": {
"AvailabilityZone": "us-west-2a",
"AvailabilityZoneId": "usw2-az2",
"AvailableIpAddressCount": 251,
"CidrBlock": "10.0.0.0/24",
"DefaultForAz": false,
"MapPublicIpOnLaunch": false,
"State": "available",
"SubnetId": "subnet-0e99b93155EXAMPLE",
"VpcId": "vpc-08lec835f3EXAMPLE",
"OwnerId": "123456789012",
"AssignIpv6AddressOnCreation": false,
"IpveCidrBlockAssociationSet": [],
"Tags": [
{
IIKeyII : IINamell ,
"Value": "my-ipv4-only-subnet"
}
1,
"SubnetArn": "arn:aws:ec2:us-west-2:123456789012:subnet/
subnet-0e99b93155EXAMPLE"
}
}
Contoh 2: Untuk membuat subnet dengan keduanya IPv4 dan blok IPv6 CIDR
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create-subnetContoh berikut membuat subnet di VPC tertentu dengan blok yang IPv4
ditentukan IPv6 dan CIDR.

aws ec2 create-subnet \
--vpc-id vpc-081ec835f3EXAMPLE \
--cidr-block 10.0.0.0/24 \
--ipv6-cidr-block 2600:1f16:cfe:3660::/64 \
--tag-specifications ResourceType=subnet, Tags=[{Key=Name,Value=my-ipv4-ipv6-

subnet}]
Output:
{
"Subnet": {
"AvailabilityZone": "us-west-2a",

"AvailabilityZoneId": "usw2-az2",
"AvailableIpAddressCount": 251,
"CidrBlock": "10.0.0.0/24",
"DefaultForAz": false,
"MapPublicIpOnLaunch": false,
"State": "available",

"SubnetId": "subnet-0736441d38EXAMPLE",
"VpcId": "vpc-08lec835f3EXAMPLE",
"OwnerId": "123456789012",
"AssignIpv6AddressOnCreation": false,
"Ipv6CidrBlockAssociationSet": [

{
"AssociationId": "subnet-cidr-assoc-06c5f904499fcc623",
"Ipv6CidrBlock": "2600:1f13:cfe:3660::/64",
"Ipv6CidrBlockState": {
"State": "associating"
}
}
1,
"Tags": [
{
"Key": "Name",
"Value": "my-ipv4-ipv6-subnet"
}
1,

"SubnetArn": "arn:aws:ec2:us-west-2:123456789012:subnet/
subnet-0736441d38EXAMPLE"

}
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}

Contoh 3: Untuk membuat subnet dengan blok IPv6 CIDR saja

create-subnetContoh berikut membuat subnet di VPC tertentu dengan blok CIDR yang
IPv6 ditentukan.

aws ec2 create-subnet \
--vpc-id vpc-081ec835f3EXAMPLE \
--ipv6-native \
--ipv6-cidr-block 2600:1f16:115:200::/64 \
--tag-specifications ResourceType=subnet, Tags=[{Key=Name,Value=my-ipv6-only-

subnet}]
Output:
{
"Subnet": {
"AvailabilityZone": "us-west-2a",

"AvailabilityZoneId": "usw2-az2",
"AvailableIpAddressCount": 0,
"DefaultForAz": false,
"MapPublicIpOnLaunch": false,

"State": "available",

"SubnetId": "subnet-03f720e7deEXAMPLE",
"VpcId": "vpc-08lec835f3EXAMPLE",
"OwnerId": "123456789012",
"AssignIpv6AddressOnCreation": true,
"IpveCidrBlockAssociationSet": [

{
"AssociationId": "subnet-cidr-assoc-0lef639edde556709",
"Ipv6CidrBlock": "2600:1f13:cfe:3660::/64",
"Ipv6CidrBlockState": {
"State": "associating"
}
}
1,
"Tags": [
{
"Key": "Name",
"Value": "my-ipv6-only-subnet"
}
1,
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"SubnetArn": "arn:aws:ec2:us-west-2:123456789012:subnet/
subnet-03f720e7deEXAMPLE"

}

Untuk informasi lebih lanjut, lihat VPCs dan subnet di Panduan Pengguna Amazon VPC.

* Untuk detail API, lihat CreateSubnetdi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat subnet dengan CIDR yang ditentukan.

New-EC2Subnet -VpcId vpc-12345678 -CidrBlock 10.0.0.0/24

Output:
AvailabilityZone ¢ us-west-2c
AvailableIpAddressCount : 251
CidrBlock : 10.0.0.0/24
DefaultForAz : False
MapPublicIpOnLaunch : False
State : pending
SubnetId : subnet-1la2b3c4d
Tag : {3
VpcId ¢ vpc-12345678

» Untuk detail API, lihat CreateSubnetdi Referensi Alat AWS untuk PowerShell Cmdlet (V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat subnet dengan CIDR yang ditentukan.

New-EC2Subnet -VpcId vpc-12345678 -CidrBlock 10.0.0.0/24

Output:
AvailabilityZone ¢ us-west-2c
AvailableIpAddressCount : 251
CidrBlock : 10.0.0.0/24
DefaultForAz : False
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Ruby

MapPublicIpOnLaunch : False

State : pending
SubnetId : subnet-1la2b3c4d
Tag .

Vpcld : vpc-12345678

» Untuk detail API, lihat CreateSubnetdi Referensi Alat AWS untuk PowerShell Cmdlet (V5).

SDK untuk Ruby

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

require 'aws-sdk-ec2'

HOH OHF OHF OH OHF OHF OHF OH O O OH OH O OH R OH O H R R

Creates a subnet within a virtual private cloud (VPC) in
Amazon Virtual Private Cloud (Amazon VPC) and then tags
the subnet.

Prerequisites:

- A VPC in Amazon VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param vpc_id [String] The ID of the VPC for the subnet.
@param cidr_block [String] The IPv4 CIDR block for the subnet.
@param availability_zone [String] The ID of the Availability Zone
for the subnet.
@param tag_key [String] The key portion of the tag for the subnet.
@param tag_vlue [String] The value portion of the tag for the subnet.
@return [Boolean] true if the subnet was created and tagged;
otherwise, false.
@example
exit 1 unless subnet_created_and_tagged?(
Aws: :EC2::Resource.new(region: 'us-west-2'),
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'vpc-6713dfEX",
'10.0.0.0/24",
'us-west-2a',
'my-key',
'my-value'

HOH F O B O

)

def subnet_created_and_tagged?(
ec2_resource,

vpc_id,

cidr_block,
availability_zone,

tag_key,

tag_value

subnet = ec2_resource.create_subnet(
vpc_id: vpc_id,
cidr_block: cidr_block,
availability_zone: availability_zone
)
subnet.create_tags(
tags: [
{
key: tag_key,
value: tag_value

}

)
puts "Subnet created with ID '#{subnet.id}' in VPC with ID '#{vpc_id}' " \
"and CIDR block '#{cidr_block}' in availability zone " \
"'#{availability_zone}' and tagged with key '#{tag_key}' and " \
"value '#{tag_value}'."
true
rescue StandardError => e
puts "Error creating or tagging subnet: #{e.message}"
false
end

# Example usage:

def run_me
vpc_id = "'
cidr_block = "'
availability_zone = "'
tag_key = "'
tag_value = "'
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region =
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'

puts 'Usage: ruby ec2-ruby-example-create-subnet.rb ' \
'VPC_ID CIDR_BLOCK AVAILABILITY_ZONE TAG_KEY TAG_VALUE REGION'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

puts 'Example: ruby ec2-ruby-example-create-subnet.rb ' \
'vpc-6713dfEX 10.0.0.0/24 us-west-2a my-key my-value us-west-2'

exit 1

# If no values are specified at the command prompt, use these default values.

elsif ARGV.count.zero?
vpc_id = 'vpc-6713dfEX’
cidr_block = '10.0.0.0/24'

availability_zone = 'us-west-2a'
tag_key = 'my-key'
tag_value = 'my-value'

# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

region = 'us-west-2'

# Otherwise, use the values as specified at the command prompt.

else
vpc_id = ARGV[0Q]
cidr_block = ARGV[1]
availability_zone = ARGV[2]
tag_key = ARGV[3]
tag_value = ARGV[4]
region = ARGV[5]

end

ec2_resource = Aws::EC2::Resource.new(region: region)

if subnet_created_and_tagged?(
ec2_resource,
vpc_id,
cidr_block,
availability_zone,

tag_key,
tag_value
)
puts 'Subnet created and tagged.'
else
puts 'Subnet not created or not tagged.'
end
end
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run_me if $PROGRAM_NAME == __ FILE__

» Untuk detail API, lihat CreateSubnetdi Referensi AWS SDK untuk Ruby API.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateTags dengan AWS SDK atau CLI
Contoh kode berikut menunjukkan cara menggunakanCreateTags.
C++

SDK untuk C++

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

//! Add or overwrite only the specified tags for the specified Amazon Elastic
Compute Cloud (Amazon EC2) resource or resources.
e
\param resources: The resources for the tags.
\param tags: Vector of tags.
\param clientConfiguration: AWS client configuration.
\return bool: Function succeeded.
*/
bool AwsDoc::EC2::createTags(const Aws::Vector<Aws::String> &resources,
const Aws::Vector<Aws::EC2::Model::Tag> &tags,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);

Aws::EC2::Model::CreateTagsRequest createTagsRequest;
createTagsRequest.SetResources(resources);
createTagsRequest.SetTags(tags);
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Aws: :EC2::Model: :CreateTagsOutcome outcome =
ec2Client.CreateTags(createTagsRequest);

if (outcome.IsSuccess()) {
std::cout << "Successfully created tags for resources" << std::endl;

} else {
std::cerr << "Failed to create tags for resources, " <<
outcome.GetError().GetMessage() << std::endl;
}

return outcome.IsSuccess();

* Untuk detail API, lihat CreateTagsdi Referensi AWS SDK untuk C++ API.

CLlI
AWS CLI
Contoh 1: Untuk menambahkan tag ke sumber daya

Contoh create-tags berikut menambahkan tanda Stack=production ke gambar tertentu,
atau menimpa tanda yang sudah ada untuk AMI di mana kunci tandanya adalah Stack.

aws ec2 create-tags \
--resources ami-1234567890abcdef0 \
--tags Key=Stack,Value=production

Perintah ini tidak menghasilkan output
Contoh 2: Untuk menambahkan tag ke beberapa sumber daya

Contoh create-tags berikut menambahkan (atau menimpa) dua tanda untuk AMI dan
instans. Salah satu tanda memiliki kunci (webserver) tetapi tidak memiliki nilai (nilai diatur ke
string kosong). Tanda lainnya memiliki kunci (stack) dan nilai (Production).

aws ec2 create-tags \
--resources ami-la2b3c4d i-1234567890abcdefo \
--tags Key=webserver,Value= Key=stack,Value=Production
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Perintah ini tidak menghasilkan output
Contoh 3: Untuk menambahkan tag yang berisi karakter khusus

create-tagsContoh berikut menambahkan tag [Group]=test untuk sebuah contoh.
Tanda kurung siku ([ dan ]) adalah karakter khusus dan harus di-escape. Contoh berikut juga
menggunakan karakter lanjutan baris yang sesuai untuk setiap lingkungan.

Jika Anda menggunakan Windows, mengelilingi elemen yang memiliki karakter khusus
dengan tanda kutip ganda (“), dan kemudian mendahului setiap karakter kutipan ganda
dengan garis miring terbalik (\) sebagai berikut.

aws ec2 create-tags 2
--resources i-1234567890abcdefo +
--tags Key=\"[Group]\",Value=test

Jika Anda menggunakan Windows PowerShell, kelilingi elemen nilai yang memiliki karakter
khusus dengan tanda kutip ganda (“), mendahului setiap karakter kutipan ganda dengan garis
miring terbalik (\), dan kemudian kelilingi seluruh kunci dan struktur nilai dengan tanda kutip
tunggal (') sebagai berikut.

aws ec2 create-tags °
--resources 1i-1234567890abcdef0 °
--tags 'Key=\"[Group]\",Value=test'

Jika Anda menggunakan Linux atau OS X, kelilingi elemen yang memiliki karakter khusus
dengan tanda kutip ganda (“), lalu kelilingi seluruh kunci dan struktur nilai dengan tanda kutip
tunggal (') sebagai berikut.

aws ec2 create-tags \
--resources i-1234567890abcdefo \
--tags 'Key="[Group]'",Value=test'

Untuk informasi selengkapnya, lihat Menandai EC2 sumber daya Amazon Anda di Panduan

EC2 Pengguna Amazon.
 Untuk detail API, lihat CreateTagsdi Referensi AWS CLI Perintah.
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PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini menambahkan satu tag ke sumber daya yang ditentukan. Kunci tag
adalah 'MyTag' dan nilai tag adalah 'myTagValue'. Sintaks yang digunakan oleh contoh ini
membutuhkan PowerShell versi 3 atau lebih tinggi.

New-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag"; Value="myTagValue" }

Contoh 2: Contoh ini memperbarui atau menambahkan tag yang ditentukan ke sumber daya
yang ditentukan. Sintaks yang digunakan oleh contoh ini membutuhkan PowerShell versi 3
atau lebih tinggi.

New-EC2Tag -Resource i-12345678 -Tag @( @{ Key="myTag"; Value="newTagValue" },
@{ Key="test"; Value="anotherTagValue" } )

Contoh 3: Dengan PowerShell versi 2, Anda harus menggunakan New-Object untuk membuat
tag untuk parameter Tag.

$tag = New-Object Amazon.EC2.Model.Tag
$tag.Key = "myTag"
$tag.value = "myTagValue"

New-EC2Tag -Resource i-12345678 -Tag $tag

 Untuk detail API, lihat CreateTagsdi Referensi Alat AWS untuk PowerShell Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini menambahkan satu tag ke sumber daya yang ditentukan. Kunci tag
adalah 'MyTag' dan nilai tag adalah 'myTagValue'. Sintaks yang digunakan oleh contoh ini
membutuhkan PowerShell versi 3 atau lebih tinggi.

New-EC2Tag -Resource i-12345678 -Tag @{ Key="myTag"; Value="myTagValue" }

Contoh 2: Contoh ini memperbarui atau menambahkan tag yang ditentukan ke sumber daya
yang ditentukan. Sintaks yang digunakan oleh contoh ini membutuhkan PowerShell versi 3
atau lebih tinggi.
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New-EC2Tag -Resource i-12345678 -Tag @( @{ Key="myTag"; Value="newTagValue" },
@{ Key="test"; Value="anotherTagValue" } )

Contoh 3: Dengan PowerShell versi 2, Anda harus menggunakan New-Object untuk membuat
tag untuk parameter Tag.

$tag = New-Object Amazon.EC2.Model.Tag
$tag.Key = "myTag"
$tag.value = "myTagValue"

New-EC2Tag -Resource i-12345678 -Tag $tag

 Untuk detail API, lihat CreateTagsdi Referensi Alat AWS untuk PowerShell Cmdlet (V5).

Rust

SDK for Rust

(@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

Contoh ini menerapkan tag Nama Setelah membuat instance.

pub async fn create_instance<'a>(
&self,
image_id: &'a str,
instance_type: InstanceType,
key_pair: &'a KeyPairInfo,
security_groups: Vec<&'a SecurityGroup>,
) -> Result<String, EC2Error> {
let run_instances = self
.client
.run_instances()
.image_id(image_id)
.instance_type(instance_type)
.key_name(
key_pair
.key_name()
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.ok_or_else(|| EC2Error::new("Missing key name when launching
instance"))?,
)
.set_security_group_ids(Some(
security_groups
.iter()
.filter_map(|sg| sg.group_id.clone())
.collect(),
))
.min_count(1)
.max_count(1l)
.send()
.await?;

if run_instances.instances().is_empty() {
return Err(EC2Error::new("Failed to create instance"));

let instance_id = run_instances.instances()[@].instance_id().unwrap();
let response = self

.client

.create_tags()

.resources(instance_id)

.tags(
Tag::builder()

.key("Name")
.value("From SDK Examples")
.build(),

)

.send()

.await;

match response {
Ok(_) => tracing::info!("Created {instance_id} and applied tags."),
Err(err) => {
tracing::info!("Error applying tags to {instance_id}: {err:?}");
return Err(err.into());

tracing::info!("Instance is created.");

Ok(instance_id.to_string())
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+ Untuk detail API, lihat CreateTagsreferensi AWS SDK for Rust API.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.
Gunakan CreateVolume dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCreateVolume.
CLI
AWS CLI
Untuk membuat volume General Purpose SSD (gp2) kosong

create-volumeContoh berikut membuat volume 80 GiB General Purpose SSD (gp2) di
Availability Zone yang ditentukan. Perhatikan bahwa Wilayah saat ini harusus-east-1, atau
Anda dapat menambahkan - -region parameter untuk menentukan Wilayah untuk perintah.

aws ec2 create-volume \
--volume-type gp2 \
--size 80 \
--availability-zone us-east-1a

Output:

"AvailabilityZone": "us-east-1la",
"Tags": [1,

"Encrypted": false,

"VolumeType": '"gp2",

"VolumeId": "vol-1234567890abcdef@",

"State": '"creating",

"Iops": 240,

"SnapshotId": "",

"CreateTime": "YYYY-MM-DDTHH:MM:SS.000Z",
"Size": 80
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Jika Anda tidak menentukan jenis volume, tipe volume default adalahgp?2.

aws ec2 create-volume \
--size 80 \
--availability-zone us-east-1a

Contoh 2: Untuk membuat volume IOPS SSD (io1) yang Disediakan dari snapshot

create-volumeContoh berikut membuat volume Provisioned IOPS SSD (io1) dengan 1000
IOPS yang disediakan di Availability Zone yang ditentukan menggunakan snapshot yang
ditentukan.

aws ec2 create-volume \
--volume-type iol \
--iops 1000 \
--snapshot-id snap-066877671789bd71b \
--availability-zone us-east-1a

Output:

"AvailabilityZone": "us-east-1la",

"Tags": [1,

"Encrypted": false,

"VolumeType": "iol",

"VolumeId": "vol-1234567890abcdef0",
"State": "creating",

"Iops": 1000,

"SnapshotId": "snap-066877671789bd71b",
"CreateTime": "YYYY-MM-DDTHH:MM:SS.000Z",
"Size": 500

Contoh 3: Untuk membuat volume terenkripsi

create-volumeContoh berikut membuat volume terenkripsi menggunakan CMK default
untuk enkripsi EBS. Jika enkripsi secara default dinonaktifkan, Anda harus menentukan - -
encrypted parameter sebagai berikut.

aws ec2 create-volume \
--size 80 \
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--encrypted \
--availability-zone us-east-1a

Output:

"AvailabilityZone": "us-east-1la",
"Tags": [],

"Encrypted": true,

"VolumeType": '"gp2",

"VolumeId": "vol-1234567890abcdef0",

"State": "creating",

"Iops": 240,

"SnapshotId": "",

"CreateTime": "YYYY-MM-DDTHH:MM:SS.000Z",
"Size": 80

Jika enkripsi secara default diaktifkan, perintah contoh berikut membuat volume terenkripsi,
bahkan tanpa parameter. - -encrypted

aws ec2 create-volume \
--size 80 \
--availability-zone us-east-1a

Jika Anda menggunakan --kms-key-id parameter untuk menentukan CMK yang dikelola
pelanggan, Anda harus menentukan --encrypted parameter bahkan jika enkripsi secara
default diaktifkan.

aws ec2 create-volume \
--volume-type gp2 \
--size 80 \
--encrypted \
--kms-key-id Oea3fef3-80a7-4778-9d8c-1cOc6EXAMPLE \
--availability-zone us-east-1a

Contoh 4: Untuk membuat volume dengan tag

create-volumeContoh berikut menciptakan volume dan menambahkan dua tag.

aws ec2 create-volume \
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--availability-zone us-east-1a \
--volume-type gp2 \
--size 80 \
--tag-specifications
'ResourceType=volume, Tags=[{Key=purpose,Value=production}, {Key=cost-
center,Value=cc123}]'

* Untuk detail API, lihat CreateVolumedi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini menciptakan volume yang ditentukan.

New-EC2Volume -Size 50 -AvailabilityZone us-west-2a -VolumeType gp2

Output:
Attachments : {3
AvailabilityZone : us-west-2a
CreateTime : 12/22/2015 1:42:07 AM
Encrypted : False
Tops : 150
KmsKeyId
Size : 50
SnapshotId
State : creating
Tags : {1
VolumelId : vol-12345678
VolumeType : gp2

Contoh 2: Permintaan contoh ini membuat volume dan menerapkan tag dengan kunci
tumpukan dan nilai produksi.

$tag = @{ Key="stack"; Value="production" }

$tagspec = new-object Amazon.EC2.Model.TagSpecification
$tagspec.ResourceType = "volume"
$tagspec.Tags.Add($tag)
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New-EC2Volume -Size 80 -AvailabilityZone "us-west-2a" -TagSpecification $tagspec

» Untuk detail API, lihat CreateVolumedi Referensi Alat AWS untuk PowerShell Cmdlet (V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini menciptakan volume yang ditentukan.

New-EC2Volume -Size 50 -AvailabilityZone us-west-2a -VolumeType gp2

Output:
Attachments : {3
AvailabilityZone : us-west-2a
CreateTime 2 12/22/2015 1:42:07 AM
Encrypted : False
Iops : 150
KmsKeyId
Size : 50
SnapshotId
State : creating
Tags {3
VolumelId : vol-12345678
VolumeType . gp2

Contoh 2: Permintaan contoh ini membuat volume dan menerapkan tag dengan kunci
tumpukan dan nilai produksi.

$tag = @{ Key="stack"; Value="production" }
$tagspec = new-object Amazon.EC2.Model.TagSpecification
$tagspec.ResourceType = "volume"

$tagspec.Tags.Add($tag)

New-EC2Volume -Size 80 -AvailabilityZone "us-west-2a" -TagSpecification $tagspec

+ Untuk detail API, lihat CreateVolumedi Referensi Alat AWS untuk PowerShell Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.
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Gunakan CreateVpc dengan AWS SDK atau CLI

Contoh kode berikut menunjukkan cara menggunakanCreateVpc.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

Buat VPC dengan subnet pribadi dan gateway NAT

* Memulai dengan Amazon VPC

« Memulai Transit Gateway
* Memulai dengan VPC IPAM

CLI
AWS CLI
Contoh 1: Untuk membuat VPC

create-vpcContoh berikut membuat VPC dengan blok IPv4 CIDR yang ditentukan dan tag
Nama.

aws ec2 create-vpc \
--cidr-block 10.0.0.0/16 \
--tag-specifications ResourceType=vpc, Tags=[{Key=Name,Value=MyVpc}]

Output:

"Vpc": {
"CidrBlock": "10.0.0.0/16",
"DhcpOptionsId": "dopt-5EXAMPLE",
"State": "pending",
"VpcId": "vpc-0a60eb65b4EXAMPLE",
"OwnerId": "123456789012",
"InstanceTenancy": "default",
"IpveCidrBlockAssociationSet": [],
"CidrBlockAssociationSet": [
{
"AssociationId": "vpc-cidr-assoc-07501b79ecEXAMPLE",
"CidrBlock": "10.0.0.0/16",
"CidrBlockState": {
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"State": "associated"
}
}
1,
"IsDefault": false,
"Tags": [
{
"Key": "Name",
"Value": MyVpc"
}
]

Contoh 2: Untuk membuat VPC dengan penghunian khusus

create-vpcContoh berikut membuat VPC dengan blok IPv4 CIDR yang ditentukan dan
penyewaan khusus.

aws ec2 create-vpc \
--cidr-block 10.0.0.0/16 \
--instance-tenancy dedicated

Output:

"Vpc": {
"CidrBlock": "10.0.0.0/16",
"DhcpOptionsId": "dopt-19edf471",
"State": "pending",
"VpcId": "vpc-0a53287fa4EXAMPLE",
"OwnerId": "111122223333",
"InstanceTenancy": "dedicated",
"IpveCidrBlockAssociationSet": [],
"CidrBlockAssociationSet": [

{
"AssociationId": "vpc-cidr-assoc-00b24cclc2EXAMPLE",
"CidrBlock": "10.0.0.0/16",
"CidrBlockState": {
"State": "associated"
}
}

]I
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"IsDefault": false

Contoh 3: Untuk membuat VPC dengan blok CIDR IPv6

create-vpcContoh berikut membuat VPC dengan blok CIDR yang disediakan Amazon IPv6 .

aws ec2 create-vpc \
--cidr-block 10.0.0.0/16 \
--amazon-provided-ipv6-cidx-block

Output:

"Vpc": {
"CidrBlock": "10.0.0.0/16",
"DhcpOptionsId": "dopt-dEXAMPLE",
"State": "pending",
"VpcId": "vpc-0fc5e3406bEXAMPLE",
"OwnerId": "123456789012",

"InstanceTenancy": "default",
"Ipv6eCidrBlockAssociationSet": [
{
"AssociationId": "vpc-cidr-assoc-068432c6@bEXAMPLE",
"Ipv6CidrBlock": "",
"Ipv6CidrBlockState": {
"State": "associating"
},
"Ipv6Pool": "Amazon",
"NetworkBorderGroup": "us-west-2"
}
1,
"CidrBlockAssociationSet": [
{
"AssociationId": "vpc-cidr-assoc-0669f8f9f5EXAMPLE",
"CidrBlock": "10.0.0.0/16",
"CidrBlockState": {
"State": "associated"
}
}
1,

"IsDefault": false
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}

Contoh 4: Untuk membuat VPC dengan CIDR dari kolam IPAM

Contoh create-vpc berikut membuat VPC dengan CIDR dari kolam Manajer Alamat IP
(IPAM) Amazon VPC.

Linux dan macOS:

aws ec2 create-vpc \
--ipv4-ipam-pool-id ipam-pool-0533048da7d823723 \
--tag-specifications
ResourceType=vpc,Tags="'[{Key=Environment,Value="Preprod"},
{Key=0Owner,Value="Build Team"}]'

Windows:

aws ec2 create-vpc A

--ipv4-ipam-pool-id ipam-pool-0533048da7d823723 A

--tag-specifications
ResourceType=vpc, Tags=[{Key=Environment,Value="Preprod"}, {Key=Owner,Value="Build
Team"}]

Output:

"Vpc": {
"CidrBlock": "10.0.1.0/24",
"DhcpOptionsId": "dopt-2afccf50",
"State": "pending",
"VpcId": "vpc-010e1791024eb0af9",
"OwnerId": "123456789012",
"InstanceTenancy": "default",
"Ipv6CidrBlockAssociationSet": [],
"CidrBlockAssociationSet": [

{
"AssociationId": "vpc-cidr-assoc-0a77deld803226d4b",
"CidrBlock": "10.0.1.0/24",
"CidrBlockState": {
"State": "associated"
}
}
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1,
"IsDefault": false,
"Tags": [
{
"Key": "Environment",
"Value": "Preprod"
},
{
"Key": "Owner",
"Value": "Build Team"
}
]

Untuk informasi selengkapnya, lihat Membuat VPC yang menggunakan CIDR kolam IPAM di
Panduan Pengguna IPAM Amazon VPC.

» Untuk detail API, lihat CreateVpcdi Referensi AWS CLI Perintah.

PHP

SDK untuk PHP

(@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/**
* @param string $cidr
* @return array
*/
public function createVpc(string $cidr): array
{
try {
$result = $this->ec2Client->createVpc([
"CidrBlock" => $cidr,
1);
return $result['Vpc'];

Tindakan 547


https://docs.aws.amazon.com/vpc/latest/ipam/create-vpc-ipam.html
https://awscli.amazonaws.com/v2/documentation/api/latest/reference/ec2/create-vpc.html
https://github.com/awsdocs/aws-doc-sdk-examples/tree/main/php/example_code/ec2#code-examples

Amazon Elastic Compute Cloud Panduan Developerr

}catch(Ec2Exception $caught){
echo "There was a problem creating the VPC: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;
}

+ Untuk detail API, lihat CreateVpcdi Referensi AWS SDK untuk PHP API.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat VPC dengan CIDR yang ditentukan. Amazon VPC juga
membuat yang berikut untuk VPC: set opsi DHCP default, tabel rute utama, dan ACL jaringan
default.

New-EC2VPC -CidrBlock 10.0.0.0/16

Output:
CidrBlock : 10.0.0.0/16
DhcpOptionsId : dopt-1a2b3c4d
InstanceTenancy : default
IsDefault : False
State : pending
Tags : {J
VpcId ¢ vpc-12345678

+ Untuk detail API, lihat CreateVpcdi Referensi Alat AWS untuk PowerShell Cmdlet (V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat VPC dengan CIDR yang ditentukan. Amazon VPC juga
membuat yang berikut untuk VPC: set opsi DHCP default, tabel rute utama, dan ACL jaringan
default.

New-EC2VPC -CidrBlock 10.0.0.0/16

Output:
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CidrBlock : 10.0.0.0/16
DhcpOptionsId : dopt-1a2b3c4d
InstanceTenancy : default
IsDefault : False

State : pending

Tags : {1

VpcId ¢ vpc-12345678

« Untuk detail API, lihat CreateVpcdi Referensi Alat AWS untuk PowerShell Cmdlet (V5).

Python

SDK untuk Python (Boto3)

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

class VpcWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Amazon Virtual
Private Cloud actions."""

def __init___(self, ec2_client: boto3.client):

Initializes the VpcWrapper with an EC2 client.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level
access to AWS EC2 services.

self.ec2_client = ec2_client

@classmethod
def from_client(cls) -> "VpcWrapper":

Creates a VpcWrapper instance with a default EC2 client.

:return: An instance of VpcWrapper initialized with the default EC2
client.
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ec2_client = boto3.client("ec2")
return cls(ec2_client)

def create(self, cidr_block: str) -> str:

Creates a new Amazon VPC with the specified CIDR block.

:param cidr_block: The CIDR block for the new VPC, such as '10.0.0.0/16"'.
:return: The ID of the new VPC.
try:

response = self.ec2_client.create_vpc(CidrBlock=cidr_block)

vpc_id = response["Vpc"]["VpcId"]

waiter self.ec2_client.get_waiter("vpc_available")
waiter.wait(VpcIds=[vpc_id])
return vpc_id
except ClientError as client_error:
logging.error(
"Couldn't create the vpc. Here's why: %s",
client_error.response["Error"]["Message"],

)

raise

* Untuk detail API, lihat CreateVpcdi AWS SDK for Python (Boto3) Referensi API.

Ruby

SDK untuk Ruby

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

require 'aws-sdk-ec2'
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Creates a virtual private cloud (VPC) in
Amazon Virtual Private Cloud (Amazon VPC) and then tags
the VPC.

@param ec2_resource [Aws::EC2::Resource] An initialized
Amazon Elastic Compute Cloud (Amazon EC2) resource object.
@param cidr_block [String] The IPv4 CIDR block for the subnet.
@param tag_key [String] The key portion of the tag for the VPC.
@param tag_value [String] The value portion of the tag for the VPC.
@return [Boolean] true if the VPC was created and tagged;
otherwise, false.
@example
exit 1 unless vpc_created_and_tagged?(
Aws: :EC2::Resource.new(region: 'us-west-2'),
'10.0.0.0/24",
'my-key',
'my-value'

)

def vpc_created_and_tagged?(

ec2_resource,
cidr_block,
tag_key,
tag_value

vpc = ec2_resource.create_vpc(cidr_block: cidr_block)

# Create a public DNS by enabling DNS support and DNS hostnames.
vpc.modify_attribute(enable_dns_support: { value: true })
vpc.modify_attribute(enable_dns_hostnames: { value: true })
vpc.create_tags(tags: [{ key: tag_key, value: tag_value }])

puts "Created VPC with ID '#{vpc.id}' and tagged with key " \

"'#{tag_key}' and value '#{tag_value}'."
true

rescue StandardError => e

puts e.message
false

end

#

Example usage:

def run_me

cidr_block = "'
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tag_key = '
tag_value = "'
region = "'
# Print usage information and then stop.
if ARGV[@] == '--help' || ARGV[OQ] == '-h'
puts 'Usage: ruby ec2-ruby-example-create-vpc.rb ' \

'CIDR_BLOCK TAG_KEY TAG_VALUE REGION'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.
puts 'Example: ruby ec2-ruby-example-create-vpc.rb ' \
'10.0.0.0/24 my-key my-value us-west-2'
exit 1
# If no values are specified at the command prompt, use these default values.
elsif ARGV.count.zero?
cidr_block = '10.0.0.0/24"
tag_key = 'my-key'
tag_value = 'my-value'
# Replace us-west-2 with the AWS Region you're using for Amazon EC2.

region = 'us-west-2'
# Otherwise, use the values as specified at the command prompt.
else

cidr_block = ARGV[0]
tag_key = ARGV[1]
tag_value = ARGV[2]
region = ARGV[3]

end

ec2_resource = Aws::EC2::Resource.new(region: region)
if vpc_created_and_tagged?(

ec2_resource,
cidr_block,

tag_key,
tag_value
)
puts 'VPC created and tagged.'
else
puts 'VPC not created or not tagged.'
end
end
run_me if $PROGRAM_NAME == __ FILE__

+ Untuk detail API, lihat CreateVpcdi Referensi AWS SDK untuk Ruby API.
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SAP ABAP

SDK for SAP ABAP

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

" iv_cidr_block = '10.0.0.0/16'
TRY.
oo_result = lo_ec2->createvpc( iv_cidrblock = iv_cidr_block ).
oo_result is returned for testing purposes. "
DATA(1lv_vpc_id) = oo_result->get_vpc( )->get_vpcid( ).
MESSAGE 'Created VPC.' TYPE 'I'.
CATCH /awsl/cx_rt_service_generic INTO DATA(lo_exception).
DATA(1lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.
MESSAGE lv_error TYPE 'E'.
ENDTRY.

» Untuk detail API, lihat CreateVpcdi AWS SDK untuk referensi SAP ABAP API.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateVpcEndpoint dengan AWS SDK atau CLI

Contoh kode berikut menunjukkan cara menggunakanCreateVpcEndpoint.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

» Buat VPC dengan subnet pribadi dan gateway NAT
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CLI

AWS CLI

Contoh 1: Untuk membuat titik akhir gateway

create-vpc-endpointContoh berikut membuat titik akhir VPC gateway antara VPC dan
vpc-1a2b3c4d Amazon S3 di wilayah tersebut, dan mengaitkan tabel rute us-east-1
dengan titik akhir. rtb-11aa22bb

aws ec2 create-vpc-endpoint \
--vpc-id vpc-1a2b3c4d \
--service-name com.amazonaws.us-east-1.s3 \
--route-table-ids rtb-11aa22bb

Output:

"VpcEndpoint": {

"PolicyDocument": "{\"Version\":\"2008-10-17\",\"Statement\":[{\"Sid\":
\"\",\"Effect\":\"Allow\",\"Principal\" :\"\*\",\"Action\":\"\*\",\"Resource\":
\"\*\"}1}",

"VpcId": "vpc-la2b3cad",

"State": "available",

"ServiceName": '"com.amazonaws.us-east-1.s3",

"RouteTableIds": [

"rtb-11aa22bb"

1)

"VpcEndpointId": "vpc-la2b3cad",

"CreationTimestamp": "2015-05-15T09:40:50Z"

Untuk informasi selengkapnya, lihat Membuat titik akhir gateway di Panduan AWS PrivateLink
Pengguna.

Contoh 2: Untuk membuat titik akhir antarmuka

create-vpc-endpointContoh berikut membuat antarmuka VPC endpoint antara VPC dan
vpc-1a2b3c4d Amazon S3 di wilayah tersebut. us-east-1 Perintah membuat titik akhir

di subnetsubnet-1a2b3c4d, mengaitkannya dengan grup keamanansg-1a2b3c4d, dan
menambahkan tag dengan kunci “Layanan” dan Nilai “S3".
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aws ec2 create-vpc-endpoint \
--vpc-id vpc-1a2b3c4d \
--vpc-endpoint-type Interface \
--service-name com.amazonaws.us-east-1.s3 \
--subnet-ids subnet-7bl6de0c \
--security-group-id sg-1a2b3c4d \

--tag-specifications ResourceType=vpc-endpoint, Tags=[{Key=service,Value=S3}]

Output:

"VpcEndpoint": {
"VpcEndpointId": "vpce-la2b3c4d5e6fla2b3",
"VpcEndpointType": "Interface",
"VpcId": "vpc-la2b3cad",
"ServiceName": '"com.amazonaws.us-east-1.s3",
"State": "pending",
"RouteTablelIds": [1,
"SubnetIds": [
"subnet-1la2b3c4d"

1,
"Groups": [
{
"GroupId": "sg-la2b3c4d",
"GroupName": "default"
}
1,

"PrivateDnsEnabled": false,

"RequesterManaged": false,

"NetworkInterfaceIds": [
"eni-Q0b16f0581c8ac6877"

1,

"DnsEntries": [

{

"DnsName": "*.vpce-la2b3c4d5e6fla2b3-9hnenorg.s3.

east-1.vpce.amazonaws.com",
"HostedZoneId": "Z7HUB22UULQXV"
1,
{

us-

"DnsName": "*.vpce-la2b3c4d5e6fla2b3-9hnenorg-us-east-1c.s3.us-

east-1.vpce.amazonaws.com",
"HostedZoneId": "Z7HUB22UULQXV"
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iF
"CreationTimestamp": "2021-03-05T14:46:16.030000+00:00",
"Tags": [
{
"Key": "service",
"Value": "S3"
}
15

"OwnerId": "123456789012"

Untuk informasi selengkapnya, lihat Membuat titik akhir VPC antarmuka di Panduan
Pengguna.AWS PrivatelLink

Contoh 3: Untuk membuat titik akhir Load Balancer Gateway

create-vpc-endpointContoh berikut membuat titik akhir Load Balancer Gateway antara
VPC vpc-111122223333aabbc dan dan layanan yang dikonfigurasi menggunakan Load
Balancer Gateway.

aws ec2 create-vpc-endpoint \
--service-name com.amazonaws.vpce.us-east-1.vpce-svc-123123alc43abc123 \
--vpc-endpoint-type GatewaylLoadBalancer \
--vpc-id vpc-111122223333aabbc \
--subnet-ids subnet-0011aabbcc2233445

Output:

"VpcEndpoint": {
"VpcEndpointId": "vpce-aabbaabbaabbaabba",
"VpcEndpointType": "GatewaylLoadBalancer",
"VpcId": "vpc-111122223333aabbc",
"ServiceName": "com.amazonaws.vpce.us-east-1.vpce-svc-123123alc43abcl23",
"State": "pending",
"SubnetIds": [
"subnet-0011aabbcc2233445"
1,
"RequesterManaged": false,
"NetworkInterfaceIds": [
"eni-01010120203030405"
1,
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"CreationTimestamp": "2020-11-11T08:06:03.522Z",
"OwnerId": "123456789012"

Untuk informasi selengkapnya, lihat titik akhir Load Balancer Gateway di Panduan
Pengguna.AWS PrivatelLink

Contoh 4: Untuk membuat titik akhir sumber daya

create-vpc-endpointContoh berikut menciptakan titik akhir sumber daya.

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type Resource \
--vpc-id vpc-111122223333aabbc \
--subnet-ids subnet-0011aabbcc2233445 \
--resource-configuration-arn arn:aws:vpc-lattice-us-
east-1:123456789012:resourceconfiguration/rcfg-0123abcde98765432

Output:

"VpcEndpoint": {
"VpcEndpointId": "vpce-00939a7ed9EXAMPLE",
"VpcEndpointType": "Resource",
"VpcId": "vpc-111122223333aabbc",
"State": "Pending",
"SubnetIds": [
"subnet-001laabbcc2233445"

1,
"Groups": [
{
"GroupId": "sg-03e2fl15fbfc09b000",
"GroupName": "default"
}
1,

"IpAddressType": "IPV4",

"PrivateDnsEnabled": false,

"CreationTimestamp": "2025-02-06T23:38:49.525000+00:00",

"Tags": [],

"OwnerId": "123456789012",

"ResourceConfigurationArn": "arn:aws:vpc-lattice:us-
east-1:123456789012:resourceconfiguration/rcfg-0123abcde98765432"
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}

Untuk informasi selengkapnya, lihat Titik akhir sumber daya di Panduan AWS PrivateLink
Pengguna.

Contoh 5: Untuk membuat endpoint jaringan layanan

create-vpc-endpointContoh berikut membuat endpoint jaringan layanan.

aws ec2 create-vpc-endpoint \
--vpc-endpoint-type ServiceNetwork \
--vpc-id vpc-111122223333aabbc \
--subnet-ids subnet-0011aabbcc2233445 \
--service-network-axn arn:aws:vpc-lattice:us-
east-1:123456789012:servicenetwork/sn-0101abcd5432abcdo \
--security-group-ids sg-0123456789012abcd

Output:

"VpcEndpoint": {
"VpcEndpointId": "vpce-0f00567fa8EXAMPLE",
"VpcEndpointType": "ServiceNetwork",
"VpcId": "vpc-111122223333aabbc",
"State": "Pending",
"SubnetIds": [
"subnet-001laabbcc2233445"

1,
"Groups": [
{
"GroupId": "sg-0123456789012abcd",
"GroupName": "my-security-group"
}
1,

"IpAddressType": "IPV4",
"PrivateDnsEnabled": false,
"CreationTimestamp": "2025-02-06T23:44:20.449000+00:00",
"Tags": [],
"OwnerId": "123456789012",
"ServiceNetworkArn": "arn:aws:vpc-lattice:us-
east-1:123456789012:servicenetwork/sn-0101abcd5432abcd0"
}
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}

Untuk informasi selengkapnya, lihat Titik akhir jaringan layanan di Panduan AWS PrivateLink
Pengguna.

» Untuk detail API, lihat CreateVpcEndpointdi Referensi AWS CLI Perintah.

PHP

SDK untuk PHP

(@ Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

* @param string $serviceName
* @param string $vpcld
* @param array $routeTablelds
* @return array
*/
public function createVpcEndpoint(string $serviceName, string $vpcId, array
$routeTablelds): array
{
try {
$result = $this->ec2Client->createVpcEndpoint([
'ServiceName' => $serviceName,
'VpcId' => $vpcld,
'RouteTablelIds' => $routeTablelds,
D;

return $result["VpcEndpoint"];
} catch(Ec2Exception $caught){
echo "There was a problem creating the VPC Endpoint: {$caught-
>getAwsErrorMessage()}\n";
throw $caught;
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» Untuk detail API, lihat CreateVpcEndpointdi Referensi AWS SDK untuk PHP API.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat Endpoint VPC baru untuk layanan com.amazonaws.eu-
west-1.s3 di VPC vpc-0fc1ff23f45b678eb

New-EC2VpcEndpoint -ServiceName com.amazonaws.eu-west-1.s3 -VpcId
vpc-0fclff23f45b678eb

Output:

ClientToken VpcEndpoint

Amazon.EC2.Model.VpcEndpoint

» Untuk detail API, lihat CreateVpcEndpointdi Referensi Alat AWS untuk PowerShell Cmdlet
(V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat Endpoint VPC baru untuk layanan com.amazonaws.eu-
west-1.s3 di VPC vpc-0fc1ff23f45b678eb

New-EC2VpcEndpoint -ServiceName com.amazonaws.eu-west-1.s3 -VpcId
vpc-0fclff23f45b678eb

Output:

ClientToken VpcEndpoint

Amazon.EC2.Model.VpcEndpoint

» Untuk detail API, lihat CreateVpcEndpointdi Referensi Alat AWS untuk PowerShell Cmdlet
(V5).
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Python

SDK untuk Python (Boto3)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

class VpcWrapper:
"""Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) Amazon Virtual
Private Cloud actions."""

def __init_ (self, ec2_client: boto3.client):

Initializes the VpcWrapper with an EC2 client.

:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-

level
access to AWS EC2 services.

self.ec2_client = ec2_client

@classmethod
def from_client(cls) -> "VpcWrapper":

Creates a VpcWrapper instance with a default EC2 client.

:return: An instance of VpcWrapper initialized with the default EC2
client.

ec2_client = boto3.client("ec2")
return cls(ec2_client)

def create_vpc_endpoint(
self, vpc_id: str, service_name: str, route_table_ids: list[str]
) -> Dict[str, Any]:
Creates a new VPC endpoint for the specified service and associates it
with the specified route tables.
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:param vpc_id: The ID of the VPC to create the endpoint in.

:param service_name: The name of the service to create the endpoint for.
:param route_table_ids: A list of IDs of the route tables to associate
with the endpoint.

:return: A dictionary representing the newly created VPC endpoint.

try:
response = self.ec2_client.create_vpc_endpoint(
VpcId=vpc_id,
ServiceName=service_name,
RouteTableIds=route_table_ids,
)
return response["VpcEndpoint"]
except ClientError as err:
logger.error(

"Couldn't create VPC endpoint for service %s. Here's why:

o\°
w0

service_name,

err.response["Error"]["Code"],
err.response["Error"]["Message"],

)

raise

» Untuk detail API, lihat CreateVVpcEndpointdi AWS SDK for Python (Boto3) Referensi API.

SAP ABAP

SDK for SAP ABAP

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

" iv_vpc_id = 'vpc-abcl23'
" iv_service_name =

'com.amazonaws.region.service'
TRY.
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oo_result = lo_ec2->createvpcendpoint( " oo_result is
returned for testing purposes. "
iv_vpcid = iv_vpc_id
iv_servicename = iv_service_name
it_routetableids = it_route_table_ids ).
DATA(1lv_vpc_endpoint_id) = oo_result->get_vpcendpoint( )-
>get_vpcendpointid( ).
MESSAGE 'Created VPC endpoint.' TYPE 'I'.
CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
DATA(lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.
MESSAGE 1lv_error TYPE 'E'.
ENDTRY.

* Untuk detail API, lihat CreateVpcEndpointdi AWS SDK untuk referensi SAP ABAP API.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateVpnConnection dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCreateVpnConnection.
CLI

AWS CLI
Contoh 1: Untuk membuat koneksi VPN dengan perutean dinamis

create-vpn-connectionContoh berikut membuat koneksi VPN antara gateway pribadi
virtual yang ditentukan dan gateway pelanggan yang ditentukan, dan menerapkan tag ke
koneksi VPN. Outputnya mencakup informasi konfigurasi untuk perangkat gateway pelanggan
Anda, dalam format XHTML.

aws ec2 create-vpn-connection \

--type ipsec.1 \

--customer-gateway-id cgw-001122334455aabbc \

--vpn-gateway-id vgw-lalalalalala2b2b2 \

--tag-specification 'ResourceType=vpn-connection,Tags=[{Key=Name,Value=BGP-
VPN}]!
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Output:

"VpnConnection": {
"CustomerGatewayConfiguration": "...configuration information...",
"CustomerGatewayId": "cgw-001122334455aabbc",
"Category": "VPN",

"State": "pending",
"VpnConnectionId": "vpn-123123123123abcab",
"VpnGatewayId": "vgw-lalalalalala2b2b2",
"Options": {
"EnableAcceleration": false,
"StaticRoutesOnly": false,
"LocalIpv4NetworkCidr": "0.0.0.0/0",
"RemotelIpv4NetworkCidr": "0.0.0.0/0",
"TunnelInsideIpVersion": "ipv4",
"TunnelOptions": [
{},
{}

1,
"Routes": [],
"Tags": [
{
"Key": "Name",
"Value": "BGP-VPN"

Untuk informasi selengkapnya, lihat Cara kerja AWS Site-to-Site AWS Site-to-Site VPN di
Panduan Pengguna VPN.

Contoh 2: Untuk membuat koneksi VPN dengan perutean statis

create-vpn-connectionContoh berikut membuat koneksi VPN antara gateway pribadi
virtual yang ditentukan dan gateway pelanggan yang ditentukan. Opsi menentukan perutean
statis. Outputnya mencakup informasi konfigurasi untuk perangkat gateway pelanggan Anda,
dalam format XHTML.

aws ec2 create-vpn-connection \
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--type ipsec.1 \

--customex-gateway-id cgw-001122334455aabbc \
--vpn-gateway-id vgw-lalalalalala2b2b2 \
--options "{\"StaticRoutesOnly\":truel}"

Output:

"VpnConnection": {
"CustomerGatewayConfiguration": "..configuration information...",
"CustomerGatewayId": "cgw-001122334455aabbc",
"Category": "VPN",

"State": "pending",
"VpnConnectionId": "vpn-123123123123abcab",
"VpnGatewayId": "vgw-lalalalalala2b2b2",
"Options": {
"EnableAcceleration": false,
"StaticRoutesOnly": true,
"LocalIpv4NetworkCidr": "0.0.0.0/0",
"RemotelIpv4NetworkCidr": "0.0.0.0/0",
"TunnelInsideIpVersion": "ipv4",
"TunnelOptions": [
{1,
{3

iy
"Routes": [],

"TagS": []

Untuk informasi selengkapnya, lihat Cara kerja AWS Site-to-Site AWS Site-to-Site VPN di
Panduan Pengguna VPN.

Contoh 3: Untuk membuat koneksi VPN dan menentukan sendiri di dalam CIDR dan kunci
yang telah dibagikan sebelumnya

create-vpn-connectionContoh berikut membuat koneksi VPN dan menentukan blok
CIDR alamat IP bagian dalam dan kunci pra-bersama khusus untuk setiap terowongan. Nilai
yang ditentukan dikembalikan dalam CustomerGatewayConfiguration informasi.

aws ec2 create-vpn-connection \
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--type ipsec.1 \

--customex-gateway-id cgw-001122334455aabbc \

--vpn-gateway-id vgw-lalalalalala2b2b2 \

--options
TunnelOptions='[{TunnelInsideCidr=169.254.12.0/30,PreSharedKey=ExamplePreSharedKeyl},
{TunnelInsideCidr=169.254.13.0/30,PreSharedKey=ExamplePreSharedKey2}]'

Output:
{
"VpnConnection": {
"CustomerGatewayConfiguration": "..configuration information...",
"CustomerGatewayId": "cgw-001122334455aabbc",
"Category": "VPN",
"State": "pending",
"VpnConnectionId": "vpn-123123123123abcab",
"VpnGatewayId": "vgw-lalalalalala2b2b2",
"Options": {
"EnableAcceleration": false,
"StaticRoutesOnly": false,
"LocalIpv4NetworkCidr": "0.0.0.0/0",
"RemotelIpv4NetworkCidr": "0.0.0.0/0",
"TunnelInsideIpVersion": "ipv4",
"TunnelOptions": [
{
"OQutsideIpAddress": "203.0.113.3",
"TunnelInsideCidr": "169.254.12.0/30",
"PreSharedKey": "ExamplePreSharedKeyl"
1,
{
"OutsideIpAddress": "203.0.113.5",
"TunnelInsideCidr": "169.254.13.0/30",
"PreSharedKey": "ExamplePreSharedKey2"
}
]
1,
"Routes": [],
"Tags": []
}
}

Untuk informasi selengkapnya, lihat Cara kerja AWS Site-to-Site AWS Site-to-Site VPN di
Panduan Pengguna VPN.
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Contoh 4: Untuk membuat koneksi VPN yang mendukung IPv6 lalu lintas

create-vpn-connectionContoh berikut membuat koneksi VPN yang mendukung IPv6 lalu
lintas antara gateway transit yang ditentukan dan gateway pelanggan yang ditentukan. Opsi
terowongan untuk kedua terowongan menentukan yang AWS harus memulai negosiasi IKE.

aws ec2 create-vpn-connection \

--type ipsec.1 \

--transit-gateway-id tgw-12312312312312312 \

--customer-gateway-id cgw-001122334455aabbc \

--options TunnelInsidelIpVersion=ipv6, TunnelOptions=[{StartupAction=start},
{StartupAction=start}]

Output:

"VpnConnection": {
"CustomerGatewayConfiguration": "..configuration information...",
"CustomerGatewayId": "cgw-001122334455aabbc",
"Category": "VPN",
"State": "pending",
"VpnConnectionId": "vpn-11111111122222222",
"TransitGatewayId": "tgw-12312312312312312",
"Options": {
"EnableAcceleration": false,
"StaticRoutesOnly": false,

"LocalIpv6NetworkCidr": "::/0@",
"RemoteIpv6NetworkCidr": "::/0",
"TunnelInsideIpVersion": "ipv6",
"TunnelOptions": [

{

"OutsideIpAddress": "203.0.113.3",
"StartupAction": "start"

I
{
"QutsideIpAddress": "203.0.113.5",
"StartupAction": "start"
}
]
I
"Routes": [],
"Tags": []
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}

Untuk informasi selengkapnya, lihat Cara kerja AWS Site-to-Site AWS Site-to-Site VPN di
Panduan Pengguna VPN.

» Untuk detail API, lihat CreateVpnConnectiondi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat koneksi VPN antara gateway pribadi virtual yang ditentukan
dan gateway pelanggan yang ditentukan. Outputnya mencakup informasi konfigurasi yang
dibutuhkan administrator jaringan Anda, dalam format XHTML.

New-EC2VpnConnection -Type ipsec.l -CustomerGatewayId cgw-la2b3c4d -VpnGatewayId
vgw-1la2b3c4d

Output:

CustomerGatewayConfiguration : [XML document]

CustomerGatewayId : cgw-1la2b3c4d
Options :

Routes : {3

State : pending

Tags : {1

Type 3

VgwTelemetry : {3
VpnConnectionId : vpn-12345678
VpnGatewayId : vgw-1la2b3c4d

Contoh 2: Contoh ini membuat koneksi VPN dan menangkap konfigurasi dalam file dengan
nama yang ditentukan.

(New-EC2VpnConnection -CustomerGatewayId cgw-la2b3c4d -VpnGatewayId
vgw-1a2b3c4d) .CustomerGatewayConfiguration | Out-File C:\path\vpn-
configuration.xml

Contoh 3: Contoh ini membuat koneksi VPN, dengan perutean statis, antara gateway pribadi
virtual yang ditentukan dan gateway pelanggan yang ditentukan.
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New-EC2VpnConnection -Type ipsec.l -CustomerGatewayId cgw-la2b3c4d -VpnGatewayId
vgw-1a2b3c4d -Options_StaticRoutesOnly $true

» Untuk detail API, lihat CreateVpnConnectiondi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat koneksi VPN antara gateway pribadi virtual yang ditentukan
dan gateway pelanggan yang ditentukan. Outputnya mencakup informasi konfigurasi yang
dibutuhkan administrator jaringan Anda, dalam format XHTML.

New-EC2VpnConnection -Type ipsec.l -CustomerGatewayId cgw-1la2b3c4d -VpnGatewayId
vgw-1a2b3c4d

Output:

CustomerGatewayConfiguration : [XML document]

CustomerGatewayId : cgw-1la2b3c4d
Options

Routes : {1

State : pending

Tags : {3

Type 8

VgwTelemetry : {1
VpnConnectionId : vpn-12345678
VpnGatewayId ¢ vgw-la2b3c4d

Contoh 2: Contoh ini membuat koneksi VPN dan menangkap konfigurasi dalam file dengan
nama yang ditentukan.

(New-EC2VpnConnection -CustomerGatewayId cgw-1la2b3c4d -VpnGatewayId
vgw-1a2b3c4d).CustomerGatewayConfiguration | Out-File C:\path\vpn-
configuration.xml

Contoh 3: Contoh ini membuat koneksi VPN, dengan perutean statis, antara gateway pribadi
virtual yang ditentukan dan gateway pelanggan yang ditentukan.

New-EC2VpnConnection -Type ipsec.l -CustomerGatewayId cgw-1la2b3c4d -VpnGatewayId
vgw-1a2b3c4d -Options_StaticRoutesOnly $true
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» Untuk detail API, lihat CreateVpnConnectiondi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateVpnConnectionRoute dengan CLI
Contoh kode berikut menunjukkan cara menggunakanCreateVpnConnectionRoute.
CLI

AWS CLI
Untuk membuat rute statis untuk koneksi VPN

Contoh ini membuat rute statis untuk koneksi VPN yang ditentukan. Jika perintah berhasil,
tidak ada output yang akan ditampilkan.

Perintah:

aws ec2 create-vpn-connection-route --vpn-connection-id vpn-40f41529 --
destination-cidr-block 11.12.0.0/16

» Untuk detail API, lihat CreateVpnConnectionRoutedi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat rute statis yang ditentukan untuk koneksi VPN yang ditentukan.

New-EC2VpnConnectionRoute -VpnConnectionId vpn-12345678 -DestinationCidrBlock
11.12.0.0/16

» Untuk detail API, lihat CreateVpnConnectionRoutedi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat rute statis yang ditentukan untuk koneksi VPN yang ditentukan.
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New-EC2VpnConnectionRoute -VpnConnectionId vpn-12345678 -DestinationCidrBlock
11.12.0.0/16

» Untuk detail API, lihat CreateVpnConnectionRoutedi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan CreateVpnGateway dengan CLI

Contoh kode berikut menunjukkan cara menggunakanCreateVpnGateway.
CLI

AWS CLI
Untuk membuat gateway pribadi virtual
Contoh ini membuat gateway pribadi virtual.

Perintah:

aws ec2 create-vpn-gateway --type ipsec.1

Output:

"VpnGateway": {
"AmazonSideAsn": 64512,
"State": "available",
"Type": "ipsec.1",
"VpnGatewayId": "vgw-9a4cacf3",
"VpcAttachments": []

Untuk membuat gateway pribadi virtual dengan ASN sisi Amazon tertentu
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Contoh ini membuat gateway pribadi virtual dan menentukan Autonomous System Number
(ASN) untuk sisi Amazon dari sesi BGP.

Perintah:

aws ec2 create-vpn-gateway --type ipsec.l --amazon-side-asn 65001

Output:

"VpnGateway": {
"AmazonSideAsn": 65001,
"State": "available",
"Type": "ipsec.1l",
"VpnGatewayId": "vgw-9a4cacf3",
"VpcAttachments": []

» Untuk detail API, lihat CreateVpnGatewaydi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini membuat gateway pribadi virtual yang ditentukan.

New-EC2VpnGateway -Type ipsec.1l

Output:
AvailabilityZone :
State : available
Tags : {3
Type : ipsec.1
VpcAttachments : {3
VpnGatewayId : vgw-1la2b3c4d

» Untuk detail API, lihat CreateVpnGatewaydi Referensi Alat AWS untuk PowerShell Cmdlet
(V4).
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Alat untuk PowerShell V5

Contoh 1: Contoh ini membuat gateway pribadi virtual yang ditentukan.

New-EC2VpnGateway -Type ipsec.1l

Output:
AvailabilityZone :
State : available
Tags : {3
Type : ipsec.1
VpcAttachments : {3
VpnGatewayId . vgw-la2b3c4d

» Untuk detail API, lihat CreateVpnGatewaydi Referensi Alat AWS untuk PowerShell Cmdlet
(V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan DeleteCustomexrGateway dengan CLI
Contoh kode berikut menunjukkan cara menggunakanDeleteCustomerGateway.
CLI
AWS CLI
Untuk menghapus gateway pelanggan

Contoh ini menghapus gateway pelanggan yang ditentukan. Jika perintah berhasil, tidak ada
output yang akan ditampilkan.

Perintah:
aws ec2 delete-customer-gateway --customer-gateway-id cgw-0el11f167

» Untuk detail API, lihat DeleteCustomerGatewaydi Referensi AWS CLI Perintah.
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PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini menghapus gateway pelanggan yang ditentukan. Anda diminta untuk
konfirmasi sebelum operasi berlangsung, kecuali Anda juga menentukan parameter Force.

Remove-EC2CustomerGateway -CustomerGatewayId cgw-la2b3c4d
Output:

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2CustomerGateway (DeleteCustomerGateway)" on
Target "cgw-la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

» Untuk detail API, lihat DeleteCustomerGatewaydi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini menghapus gateway pelanggan yang ditentukan. Anda diminta untuk
konfirmasi sebelum operasi berlangsung, kecuali Anda juga menentukan parameter Force.

Remove-EC2CustomerGateway -CustomerGatewayId cgw-la2b3c4d
Output:

Confirm
Are you sure you want to perform this action?

Performing operation "Remove-EC2CustomerGateway (DeleteCustomerGateway)" on
Target "cgw-la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

» Untuk detail API, lihat DeleteCustomerGatewaydi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Tindakan 574


https://docs.aws.amazon.com/powershell/v4/reference
https://docs.aws.amazon.com/powershell/v5/reference

Amazon Elastic Compute Cloud Panduan Developerr

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.

Gunakan DeleteDhcpOptions dengan CLI

Contoh kode berikut menunjukkan cara menggunakanDeleteDhcpOptions.

CLI

AWS CLI

Untuk menghapus set opsi DHCP

Contoh ini menghapus set opsi DHCP yang ditentukan. Jika perintah berhasil, tidak ada output
yang akan ditampilkan.

Perintah:
aws ec2 delete-dhcp-options --dhcp-options-id dopt-d9070ebb

* Untuk detail API, lihat DeleteDhcpOptionsdi Referensi AWS CLI Perintah.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini menghapus set opsi DHCP yang ditentukan. Anda diminta untuk
konfirmasi sebelum operasi berlangsung, kecuali Anda juga menentukan parameter Force.

Remove-EC2DhcpOption -DhcpOptionsId dopt-1la2b3c4d

Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2DhcpOption (DeleteDhcpOptions)" on Target
"dopt-1la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y'"):
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» Untuk detail API, lihat DeleteDhcpOptionsdi Referensi Alat AWS untuk PowerShell Cmdlet
(V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini menghapus set opsi DHCP yang ditentukan. Anda diminta untuk
konfirmasi sebelum operasi berlangsung, kecuali Anda juga menentukan parameter Force.

Remove-EC2DhcpOption -DhcpOptionsId dopt-1la2b3c4d

Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2DhcpOption (DeleteDhcpOptions)" on Target
"dopt-1la2b3c4d”.

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Yy"):

» Untuk detail API, lihat DeleteDhcpOptionsdi Referensi Alat AWS untuk PowerShell Cmdlet
(V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan DeleteFlowLogs dengan CLI
Contoh kode berikut menunjukkan cara menggunakanDeleteFlowLogs.
CLI
AWS CLI
Untuk menghapus log aliran

delete-flow-1logsContoh berikut menghapus log aliran yang ditentukan.

aws ec2 delete-flow-logs --flow-log-id f1-11223344556677889

Output:
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"Unsuccessful": []

* Untuk detail API, lihat DeleteFlowlLogsdi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4
Contoh 1: Contoh ini menghapus FlowLogld fl-01a2b3456a789c01 yang diberikan
Remove-EC2FlowLog -FlowLogId f1-01a2b3456a789c01

Output:

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-EC2FlowLog (DeleteFlowlLogs)" on target
"f1-01a2b3456a789c01".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) . Y

» Untuk detail API, lihat DeleteFlowlLogsdi Referensi Alat AWS untuk PowerShell Cmdlet (V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini menghapus FlowLogld fl-01a2b3456a789c01 yang diberikan

Remove-EC2FlowLog -FlowLogId f1-01a2b3456a789c01
Output:

Confirm
Are you sure you want to perform this action?

Performing the operation "Remove-EC2FlowLog (DeleteFlowlLogs)" on target
"f1-01a2b3456a789c01".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII): Y

+ Untuk detail API, lihat DeleteFlowLogsdi Referensi Alat AWS untuk PowerShell Cmdlet (V5).
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Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan DeleteInternetGateway dengan CLI
Contoh kode berikut menunjukkan cara menggunakanDeleteInternetGateway.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

« Buat VPC dengan subnet pribadi dan gateway NAT

* Memulai dengan Amazon VPC

CLI
AWS CLI
Untuk menghapus gateway internet

delete-internet-gatewayContoh berikut menghapus gateway internet yang ditentukan.

aws ec2 delete-internet-gateway \
--internet-gateway-id igw-0dofb496b3EXAMPLE

Perintah ini tidak menghasilkan output.

Untuk informasi lebih lanjut, lihat Gateway internet di Panduan Pengguna Amazon VPC.
* Untuk detail API, lihat DeletelnternetGatewaydi Referensi AWS CLI Perintah.

PowerShell
Alat untuk PowerShell V4

Contoh 1: Contoh ini menghapus gateway Internet yang ditentukan. Anda diminta untuk
konfirmasi sebelum operasi berlangsung, kecuali jika Anda juga menentukan parameter Force.

Remove-EC2InternetGateway -InternetGatewayId igw-1la2b3c4d

Output:
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Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2InternetGateway (DeleteInternetGateway)" on
Target "igw-1la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Yy"):

» Untuk detail API, lihat DeletelnternetGatewaydi Referensi Alat AWS untuk PowerShell
Cmdlet (V4).

Alat untuk PowerShell V5

Contoh 1: Contoh ini menghapus gateway Internet yang ditentukan. Anda diminta untuk
konfirmasi sebelum operasi berlangsung, kecuali jika Anda juga menentukan parameter Force.

Remove-EC2InternetGateway -InternetGatewayId igw-1la2b3c4d

Output:

Confirm

Are you sure you want to perform this action?

Performing operation "Remove-EC2InternetGateway (DeleteInternetGateway)" on
Target "igw-la2b3c4d".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
"Y"):

» Untuk detail API, lihat DeletelnternetGatewaydi Referensi Alat AWS untuk PowerShell
Cmdlet (V5).

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan
detail tentang versi SDK sebelumnya.

Gunakan DeleteKeyPair dengan AWS SDK atau CLI

Contoh kode berikut menunjukkan cara menggunakanDeleteKeyPair.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

» Pelajari dasar-dasarnya
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* Memulai dengan Amazon VPC

NET

SDK untuk .NET

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/// <summary>
/// Delete an Amazon EC2 key pair.
/// </summary>
/// <param name="keyPairName">The name of the key pair to delete.</param>
/// <returns>A Boolean value indicating the success of the action.</returns>
public async Task<bool> DeleteKeyPair(string keyPairName)
{
try
{
await _amazonEC2.DeleteKeyPairAsync(new
DeleteKeyPairRequest(keyPairName)).ConfigureAwait(false);
return true;

}

catch (AmazonEC2Exception ec2Exception)

{
if (ec2Exception.ErrorCode == "InvalidKeyPair.NotFound")
{

_logger.LogError($"KeyPair {keyPairName} does not exist and
cannot be deleted. Please verify the key pair name and try again.");

}

return false;
}
catch (Exception ex)
{

Console.WriteLine($"Couldn't delete the key pair because:
{ex.Messagel}");

return false;
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/// <summary>

/// Delete the temporary file where the key pair information was saved.
/// </summary>

/// <param name="tempFileName">The path to the temporary file.</param>
public void DeleteTempFile(string tempFileName)

{
if (File.Exists(tempFileName))
{
File.Delete(tempFileName);
}
}

» Untuk detail API, lihat DeleteKeyPairdi Referensi AWS SDK untuk .NET API.

Bash

AWS CLI dengan skrip Bash

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

HHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHHH BB R H A H
# function ec2_delete_keypair

#

This function deletes an Amazon EC2 ED25519 or 2048-bit RSA key pair.

Parameters:
-n key_pair_name - A key pair name.

And:
@ - If successful.
1 - If it fails.
Eedigigigidedidigigogidodigigigoda i gogiFediiggodei i gogiF oo g gifei o fogi FediiggifeiF g gogiFediigogifei g fogiFedigigogiFei g gigi i
function ec2_delete_keypair() {
local key_pair_name response

#
#
#
#
#
#
#
#

local option OPTARG # Required to use getopts command in a function.
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# bashsupport disable=BP5008
function usage() {
echo "function ec2_delete_keypair"
echo "Deletes an Amazon EC2 ED25519 or 2048-bit RSA key pair."
echo " -n key_pair_name - A key pair name."
echo ""

# Retrieve the calling parameters.
while getopts "n:h" option; do
case "${option}" in
n) key_pair_name="${OPTARG}" ;;

h)
usage
return 0

NE)
echo "Invalid parameter"
usage
return 1

esac

done
export OPTIND=1

if [[ -z "$key_pair_name" ]]; then
errecho "ERROR: You must provide a key pair name with the -n parameter."
usage
return 1

fi

response=$(aws ec2 delete-key-pair \
--key-name "$key_pair_name") || {
aws_cli_error_log ${?}
errecho "ERROR: AWS reports delete-key-pair operation failed.$response"
return 1

return 0

Fungsi utilitas yang digunakan dalam contoh ini.

Tindakan 582



Amazon Elastic Compute Cloud Panduan Developerr

HHHHHHHHH SRR R SRR H R SRR H RS R R R R SRR R SRR R R SRR R SRR H B S G H RS R HH R SRR R RS SRR RS R HH
# function errecho
#
# This function outputs everything sent to it to STDERR (standard error output).
HHHHHHHHH SRR R SRR H R SRR H RS R R R R SRR R SRR R R SRR R SRR H B S G H RS R HH R SRR R RS SRR RS R HH
function errecho() {

printf "%s\n" "$*" 1>&2

EE R
# function aws_cli_error_log()

#

This function is used to log the error messages from the AWS CLI.

The function expects the following argument:
$1 - The error code returned by the AWS CLI.

#
#
#
#
#
# Returns:
# @: - Success.
#
HUHHH B HHH SRR AR SRR B RS R HH B SRR RS R R R B S B H RS R R H RS G H RS SRR RS R R RS SRR R SRR RS
function aws_cli_error_log() {

local err_code=$1

errecho "Error code : $err_code"

if [ "$err_code" == 1 ]; then

errecho " One or more S3 transfers failed."
elif [ "$err_code" == 2 ]; then

errecho " Command line failed to parse."
elif [ "$err_code" == 130 ]; then

errecho " Process received SIGINT."
elif [ "$err_code" == 252 ]; then

errecho " Command syntax invalid."
elif [ "$err_code" == 253 ]; then

errecho " The system environment or configuration was invalid."
elif [ "$err_code" == 254 ]; then

errecho " The service returned an error."
elif [ "$err_code" == 255 ]; then

errecho " 255 is a catch-all error."
fi
return 0

Tindakan 583



Amazon Elastic Compute Cloud Panduan Developerr

» Untuk detail API, lihat DeleteKeyPairdi Referensi AWS CLI Perintah.

C++

SDK untuk C++

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

//! Delete an Amazon Elastic Compute Cloud (Amazon EC2) instance key pair.
/e

\param keyPairName: A name for a key pair.

\param clientConfiguration: AWS client configuration.

\return bool: Function succeeded.

*/

bool AwsDoc::EC2::deleteKeyPair(const Aws::String &keyPairName,
const Aws::Client::ClientConfiguration
&clientConfiguration) {
Aws::EC2::EC2Client ec2Client(clientConfiguration);
Aws::EC2::Model: :DeleteKeyPairRequest request;

request.SetKeyName(keyPairName);
const Aws::EC2::Model::DeleteKeyPairOutcome outcome =
ec2Client.DeleteKeyPair(
request);

if (!outcome.IsSuccess()) {
std::cerr << "Failed to delete key pair " << keyPairName <<
":" << outcome.GetError().GetMessage() << std::endl;
} else {
std::cout << "Successfully deleted key pair named " << keyPairName <<
std::endl;

return outcome.IsSuccess();
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» Untuk detail API, lihat DeleteKeyPairdi Referensi AWS SDK untuk C++ API.

CLI

AWS CLI
Untuk menghapus pasangan kunci

delete-key-pairContoh berikut menghapus key pair yang ditentukan.

aws ec2 delete-key-pair \
--key-name my-key-pair

Output:

"Return": true,
"KeyPairId": "key-03c8d3aceb53b507"

Untuk informasi selengkapnya, lihat Membuat dan menghapus pasangan kunci di Panduan
Pengguna Antarmuka Baris AWS Perintah.

» Untuk detail API, lihat DeleteKeyPairdi Referensi AWS CLI Perintah.

Java

SDK untuk Java 2.x

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/**
* Deletes a key pair asynchronously.
*

* @param keyPair the name of the key pair to delete
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* @return a {@link CompletableFuture} that represents the result of the
asynchronous operation.
& The {@link CompletableFuture} will complete with a {e@link
DeleteKeyPairResponsel} object
& that provides the result of the key pair deletion operation.
*/
public CompletableFuture<DeleteKeyPairResponse> deleteKeysAsync(String
keyPair) {
DeleteKeyPairRequest request = DeleteKeyPairRequest.builder()
.keyName (keyPair)
.build();

// Initiate the asynchronous request to delete the key pair.
CompletableFuture<DeleteKeyPairResponse> response =
getAsyncClient().deleteKeyPair(request);
return response.whenComplete((resp, ex) -> {
if (ex !'= null) {
throw new RuntimeException("Failed to delete key pair: " +
keyPair, ex);
} else if (resp == null) {
throw new RuntimeException("No response received for deleting key
pair: " + keyPair);
}
18

» Untuk detail API, lihat DeleteKeyPairdi Referensi AWS SDK for Java 2.x API.

JavaScript

SDK untuk JavaScript (v3)

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

import { DeleteKeyPairCommand, EC2Client } from "@aws-sdk/client-ec2";

/**
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* Deletes the specified key pair, by removing the public key from Amazon EC2.
* @param {{ keyName: string }} options
*/
export const main = async ({ keyName }) => {
const client = new EC2Client({});
const command = new DeleteKeyPairCommand({
KeyName: keyName,

1)

try {
await client.send(command);
console.log("Successfully deleted key pair.");
} catch (caught) {

if (caught instanceof Error && caught.name === "MissingParameter") {
console.warn( "${caught.message}. Did you provide the required value?');
} else {
throw caught;
}
}
I

* Untuk detail API, lihat DeleteKeyPairdi Referensi AWS SDK untuk JavaScript API.

Kotlin

SDK untuk Kotlin

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

suspend fun deleteKeys(keyPair: String?) {
val request =
DeleteKeyPairRequest {
keyName = keyPair

Ec2Client.fromEnvironment { region = "us-west-2" }.use { ec2 ->
ec2.deleteKeyPair(request)
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println("Successfully deleted key pair named $keyPair")

» Untuk detail API, lihat DeleteKeyPairdi AWS SDK untuk referensi API Kotlin.

PowerShell

Alat untuk PowerShell V4

Contoh 1: Contoh ini menghapus key pair yang ditentukan. Anda diminta untuk konfirmasi
sebelum operasi berlangsung, kecuali jikka Anda juga menentukan parameter Force.

Remove-EC2KeyPair -KeyName my-key-pair
Output:

Confirm
Are you sure you want to perform this action?
Performing operation "Remove-EC2KeyPair (DeleteKeyPair)" on Target "my-key-pair".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :

» Untuk detail API, lihat DeleteKeyPairdi Referensi Alat AWS untuk PowerShell Cmdlet (V4).
Alat untuk PowerShell V5

Contoh 1: Contoh ini menghapus key pair yang ditentukan. Anda diminta untuk konfirmasi
sebelum operasi berlangsung, kecuali jikka Anda juga menentukan parameter Force.

Remove-EC2KeyPair -KeyName my-key-pair
Output:

Confirm
Are you sure you want to perform this action?
Performing operation "Remove-EC2KeyPair (DeleteKeyPair)" on Target "my-key-pair".

[Y] Yes [A] Yes to A1l [N] No [L] No to All [S] Suspend [?] Help (default is
IIYII ) :
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» Untuk detail API, lihat DeleteKeyPairdi Referensi Alat AWS untuk PowerShell Cmdlet (V5).

Python

SDK untuk Python (Boto3)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

class KeyPairWrapper:
Encapsulates Amazon Elastic Compute Cloud (Amazon EC2) key pair actions.
This class provides methods to create, list, and delete EC2 key pairs.

def __init_ (
self,
ec2_client: boto3.client,
key_file_dir: Union[tempfile.TemporaryDirectory, str],
key_pair: Optional[dict] = None,

):
Initializes the KeyPairWrapper with the specified EC2 client, key file
directory,
and an optional key pair.
:param ec2_client: A Boto3 Amazon EC2 client. This client provides low-
level
access to AWS EC2 services.
:param key_file_dir: The folder where the private key information is
stored.
This should be a secure folder.
:param key_pair: A dictionary representing the Boto3 KeyPair object.
This is a high-level object that wraps key pair actions.
Optional.

self.ec2_client = ec2_client
self.key_pair = key_pair
self.key_file_path: Optional[str] = None
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self.key_file_dir = key_file_dir

@classmethod
def from_client(cls) -> "KeyPairWrapper":
Class method to create an instance of KeyPairWrapper using a new EC2
client
and a temporary directory for storing key files.

:return: An instance of KeyPairWrapper.
ec2_client = boto3.client("ec2")
return cls(ec2_client, tempfile.TemporaryDirectory())

def delete(self, key_name: str) -> bool:

Deletes a key pair by its name.

:param key_name: The name of the key pair to delete.
:return: A boolean indicating whether the deletion was successful.
:raises ClientError: If there is an error in deleting the key pair, for
example,
if the key pair does not exist.
try:
self.ec2_client.delete_key_pair(KeyName=key_name)
logger.info(f"Successfully deleted key pair: {key_namel}")
self.key_pair = None
return True
except self.ec2_client.exceptions.ClientError as err:
logger.error(f"Deletion failed for key pair: {key_namel}")
error_code = err.response["Error"]["Code"]
if error_code == "InvalidKeyPair.NotFound":
logger.error(
f"The key pair '{key_name}' does not exist and cannot be
deleted. "
"Please verify the key pair name and try again."

raise

* Untuk detail API, lihat DeleteKeyPairdi AWS SDK for Python (Boto3) Referensi API.
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Rust

SDK for Rust

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

Pembungkus di sekitar delete_key yang juga menghapus kunci PEM pribadi pendukung.

pub async fn delete(self, ec2: &EC2, util: &Util) -> Result<(), EC2Error> {
if let Some(key_name) = self.key_pair.key_name() {
ec2.delete_key_pair(key_name).await?;
if let Some(key_path) = self.key_file_path() {
if let Err(err) = util.remove(key_path) {
eprintln!("Failed to remove {key_path:?} ({err:?})");

}
ok(())

pub async fn delete_key_pair(&self, key_name: &str) -> Result<(), EC2Error> {
let key_name: String = key_name.into();
tracing::info!("Deleting key pair {key_name}");
self.client
.delete_key_pair()
.key_name(key_name)
.send()
.await?;

ok(())

* Untuk detail API, lihat DeleteKeyPairreferensi AWS SDK for Rust API.
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SAP ABAP

SDK for SAP ABAP

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

TRY.
lo_ec2->deletekeypair( iv_keyname = iv_key_name ).
MESSAGE 'Amazon EC2 key pair deleted.' TYPE 'I'.

CATCH /awsl/cx_xrt_service_generic INTO DATA(lo_exception).
DATA(1lv_error) = |"{ lo_exception->av_err_code }" - { lo_exception-
>av_err_msg }]|.

MESSAGE 1lv_error TYPE 'E'.

ENDTRY.

» Untuk detail API, lihat DeleteKeyPairdi AWS SDK untuk referensi SAP ABAP API.

Swift

SDK para Swift

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

import AWSEC2

/// Delete an EC2 key pair.

///

/// - Parameter keyPair: The name of the key pair to delete.

///

/// - Returns: “true’ if the key pair is deleted successfully; otherwise
/// “false'.
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func deleteKeyPair(keyPair: String) async -> Bool {
do {
_ = try await ec2Client.deleteKeyPair(
input: DeleteKeyPairInput(
keyName: keyPair
)

return true
} catch {
print("*** Error deleting the key pair:
\(error.localizedDescription)")
return false

}

* Untuk detail API, lihat referensi DeleteKeyPair AWSSDK untuk Swift API.

Untuk daftar lengkap panduan pengembang AWS SDK dan contoh kode, lihatMembuat EC2 sumber
daya Amazon menggunakan AWS SDK. Topik ini juga mencakup informasi tentang memulai dan

detail tentang versi SDK sebelumnya.
Gunakan DeleteLaunchTemplate dengan AWS SDK atau CLI

Contoh kode berikut menunjukkan cara menggunakanDeletelLaunchTemplate.

Contoh tindakan adalah kutipan kode dari program yang lebih besar dan harus dijalankan dalam
konteks. Anda dapat melihat tindakan ini dalam konteks dalam contoh kode berikut:

* Membangun dan mengelola layanan yang tangguh

» Buat VPC dengan subnet pribadi dan gateway NAT
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SDK untuk .NET

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

/// <summary>
/// Delete a launch template by name.
/// </summary>
/// <param name="templateName'">The name of the template to delete.</param>
/// <returns>Async task.</returns>
public async Task DeleteTemplateByName(string templateName)
{
try
{
await _amazonEc2.DeletelLaunchTemplateAsync(
new DeletelLaunchTemplateRequest()
{
LaunchTemplateName = templateName
});
}
catch (AmazonEC2Exception ec2Exception)
{
if (ec2Exception.ErrorCode ==
"InvalidLaunchTemplateName.NotFoundException")
{
_logger.LogErrox(
$"Could not delete the template, the name
{_launchTemplateName} was not found.");

}

throw;
}
catch (Exception ex)
{

_logger.LogError($"An error occurred while deleting the template.:
{ex.Messagel}");

throw;
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}

» Untuk detail API, lihat DeleteLaunchTemplatedi Referensi AWS SDK untuk .NET API.

CLI

AWS CLI
Untuk menghapus templat peluncuran
Contoh ini menghapus templat peluncuran yang ditentukan.

Perintah:

aws ec2 delete-launch-template --launch-template-id 1t-0abcd290751193123

Output:

"LaunchTemplate": {
"LatestVersionNumber": 2,
"LaunchTemplateId": "1t-0abcd290751193123",
"LaunchTemplateName": "TestTemplate",
"DefaultVersionNumber": 2,
"CreatedBy": "arn:aws:iam::123456789012:root",
"CreateTime": "2017-11-23T16:46:25.000Z"

» Untuk detail API, lihat DeleteLaunchTemplatedi Referensi AWS CLI Perintah.
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JavaScript

SDK untuk JavaScript (v3)

® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

await client.send(
new DeletelLaunchTemplateCommand({
LaunchTemplateName: NAMES.launchTemplateName,
b,
)

» Untuk detail API, lihat DeleteLaunchTemplatedi Referensi AWS SDK untuk JavaScript API.

Python

SDK untuk Python (Boto3)

(® Note

Ada lebih banyak tentang GitHub. Temukan contoh lengkapnya dan pelajari cara
mengatur dan menjalankannya di Repositori Contoh Kode AWS.

class AutoScalingWrapper:

Encapsulates Amazon EC2 Auto Scaling and EC2 management actions.

def __init_ (
self,
resource_prefix: str,
inst_type: str,
ami_param: str,
autoscaling_client: boto3.client,
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created

that is

def

ec2_client: boto3.client,
ssm_client: boto3.client,
iam_client: boto3.client,

Initializes the AutoScaler class with the necessary parameters.

:param resource_prefix: The prefix for naming AWS resources that are

by this class.

:param inst_type: The type of EC2 instance to create, such as t3.micro.
:param ami_param: The Systems Manager parameter used to look up the AMI
created.

:param autoscaling_client: A Boto3 EC2 Auto Scaling client.

:param ec2_client: A Boto3 EC2 client.

:param ssm_client: A Boto3 Systems Manager client.

:param iam_client: A Boto3 IAM client.

self.inst_type = inst_type

self.ami_param = ami_param

self.autoscaling_client = autoscaling_client

self.ec2_client = ec2_client

self.ssm_client ssm_client

self.iam_client iam_client

sts_client = boto3.client("sts")

self.account_id = sts_client.get_caller_identity()["Account"]

self.key_pair_name = f"{resource_prefix}-key-pair"
self.launch_template_name = f"{r