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About this guide

This guide describes how to upgrade or downgrade Conductor Live and worker nodes in an 
Conductor Live cluster. It covers versions 3.25.x and lower. These versions run on RHEL 7 (or 
CentOS 7). It also covers version 3.26.0 and higher. These versions run on RHEL 9.

It applies to the following upgrade scenarios:

• You are currently running version 3.25.x or lower, and you want to upgrade to a version that is 
below 3.26.0.

• You are currently running version 3.26.0 or higher, and you want to upgrade to a version that is 
higher than your current version.

It applies to the following downgrade scenarios:

• You are currently running version 3.25.x or lower, and you want to downgrade to a version that is 
lower than your current version.

• You are currently running version 3.26.0 or higher, and you want to downgrade to a different 
3.26.x version.

If you want to upgrade or downgrade across the 3.25 / 3.26 divide, see the AWS Elemental 
Conductor Live Migration Guide.

Prerequisite knowledge

We assume that you know how to:

• Connect to the Conductor Live web interface using your web browser.

• Log in to a remote terminal (Linux) session in order to work via the command line interface.

Note

For assistance with your AWS Elemental appliances and software products, see the AWS 
Elemental Support Center.

Sending Commands
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• Unless otherwise stated, enter all Linux shell commands from the home directory (/home/
elemental).

• To ensure that the commands are executed regardless of your user permissions, use sudo to run 
the command as superuser.
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Rules for software versions

There are rules about working with different software versions on the nodes in a AWS Elemental 
Conductor Live cluster.

Compatible versions

Worker nodes

All the worker nodes (Elemental Live and Elemental Statmux) in the cluster should have the same 
major version installed. It's only permissible for there to be a mix of versions when you are in the 
middle of upgrading the worker nodes.

If you have both Elemental Live and Elemental Statmux nodes in the cluster, consult the release 
notes to decide whether to upgrade the minor versions. Often, there are no fixed issues or new 
features in a minor version of Elemental Statmux. Therefore, it's acceptable to run, to perform a 
minor version upgrade of Elemental Live and to not upgrade Elemental Statmux.

Conductor Live nodes

If you have a redundant cluster, both the Conductor Live nodes must have the same version 
number, down to the minor version. For example, both must run version 3.25.5.

Worker nodes compared to Conductor Live nodes

The Conductor Live nodes can be running different versions from the worker nodes. These rules 
apply:

• The Conductor Live nodes must be running the lower version.

• The worker nodes can be a maximum of two major versions of the Conductor Live nodes. For 
example, 2.25 and 3.25.

• The Conductor Live node can control worker nodes that are running a higher version, but you 
won't be able to use features that are new in the higher version. This rule exists because the 
Conductor Live node has no code that can control the new feature.

Typically, you introduce worker nodes with a higher software version if you obtain a new worker 
node, and the node is installed with a newer software version. You want to recruit the new worker 

Compatible versions 3
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node, but you are not yet prepare to upgrade the Conductor Live nodes. AWS Elemental supports 
this configuration because we recognize that upgrading the Conductor Live nodes is a major 
undertaking.

However, we strongly recommend that you align all the software versions, down to the patch level, 
as soon as possible.

Note that if you experience a problem with interaction in two nodes running different software 
versions, AWS Elemental Support will probably request that you set up all the nodes on the same 
patch version.

Compatible versions 4
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Cluster Upgrades in Conductor Live

There are two types of upgrade that you can perform on an AWS Elemental Conductor Live cluster:

• Standard upgrade: Use this for any type of cluster and redundancy configuration. Do this type 
of upgrade in a maintenance window since all nodes are offline for the duration of the upgrade 
process.

• Reduced downtime upgrade: Use this for clusters that have worker redundancy. This type of 
upgrade leverages worker node redundancy. Therefore the downtime is typically less than 30 
seconds.

This document describes both upgrade processes.

Topics

• Standard Conductor Live upgrade

• Reduced downtime Conductor Live upgrade

• Sample Upgrade

Standard Conductor Live upgrade

The process outlined in this section is for a standard upgrade of the AWS Elemental Conductor Live 
software, where all nodes are taken offline and upgraded within a maintenance window. If your 
worker nodes are in a redundancy group and you want to limit downtime outside of a maintenance 
window, see Reduced downtime Conductor Live upgrade.

This process applies when the following are true:

• You're upgrading to Conductor Live to a specific version, and you're upgrading all the worker 
nodes to the matching version. For example 3.25.5 (for Conductor Live) and 2.25.5 (for worker 
nodes).

• The cluster is in a working state. If any nodes are in a degraded state (not responding or not 
accepting jobs), any upgrades you might make to that node won't work.

This comprehensive upgrade process is valid regardless of the type of redundancy you're using and 
whether or not you're upgrading worker nodes.

Standard Conductor Live upgrade 5
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Note

In this procedure, we show how to upgrade from version 3.23.5 to version 3.25.5. Modify 
the commands to specify the version that you are upgrading to.

Topics

• Step A: Get ready

• Step B: Copy the AWS Elemental installers

• Step C: Disable high availability

• Step D: Remove the secondary Conductor Live node

• Step E: Stop the running channels

• Step F: Remove worker nodes

• Step G: Upgrade worker nodes

• Step I: Add worker nodes

• Step J: Add the secondary Conductor Live node

• Step K: Start channels

• Step L: Re-enable high availability

Step A: Get ready

The following steps prepare you to perform a standard upgrade of an Conductor Live node. 
Performing this procedure helps ensure you don't lose data due to a malfunctioning node.

Check essential notes

Refer to the essential notes in the  current Release Notes to identify changes in behavior with the 
upgrade.

Verify the worker node type

The software installer that you use for the nodes varies depending on if you have GPU-accelerated 
software type, or CPU-only. To determine the type of software, look at any web interface screen of 
the worker node. The top shows icons as follows:

Step A: Get ready 6
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• CPU and GPU icons: the software is GPU-accelerated.

• CPU icon only: the software is CPU-only.

Save the latest database backup

Perform these steps on the primary Conductor node and all worker nodes in the cluster.

When you install the upgraded operating system, your previous database backups are deleted. 
Locate and save the most recent backup off the system. You can use this backup later if you need 
to downgrade from the version that you are now installing.

To save the latest backup

1. From a Linux prompt, log in to the appliance with the elemental user credentials.

2. Navigate to the directory where Conductor Live saves its backups.

[elemental@host ~]$ cd /home/elemental/database_backups

3. Locate the most recent backup and save it to a location off of the AWS Elemental system. The 
backup name includes the date and time that the backup was taken, in a format similar to this:
elemental-db-backup_live_3.23.5_2018-02-08_21-01-36.tar

Create bootable kickstart

You must install the host operating system from an .iso file onto each physical machine that will 
be running AWS Elemental software. Doing so is referred to as “kickstarting the system”.

Make sure that you install the right version of the operating system with each piece of software. 
The correct .iso file is available at AWS Elemental Support Center Activations.

Create a Boot USB Drive

Do this from your workstation.

Step A: Get ready 7
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Use a third-party utility (such as PowerISO or ISO2USB) to create a bootable USB drive from your
.iso file. For help, see the knowledge base article Creating Bootable Recovery (kickstart) Media.

Move custom files

If the primary Conductor Live or any worker nodes have custom AWS Elemental assets, such as 
scripts, saved to /opt/elemental_se/scripts, then move them to a safe location so they're 
not deleted during the upgrade.

Step B: Copy the AWS Elemental installers

Locate and copy the AWS Elemental installers for worker and Conductor Live nodes.

1. From your regular workstation, open a web browser, go to AWS Elemental Support Center 
Activations, and download the software for the version that you're going to.

2. Make a note of where downloads are stored on your workstation. For example:

h:/corporate/downloads/.

3. Make a note of the name of the download file. For example:
elemental_production_conductor_live247_3.25.5.12345.run

4. Copy the download file from your workstation to /home/elemental/ on one of the nodes. For 
example:

• Use SFTP protocol and an FTP client application on your workstation computer. Connect to 
the IP address for Elemental Live with the elemental user credentials and transfer the file.

• Use SCP protocol and an SCP client application on your workstation computer. Copy the file 
with the elemental user credentials and transfer the file.

5. Repeat the download to any other nodes that are changing versions. If you're changing versions 
on several nodes, copy the download file to every hardware unit at once. Doing so reduces 
downtime on each node as you start installing the new software.

For detailed downloading steps, see Downloading Software.

Step C: Disable high availability

If you don't have high availability enabled, skip this step and go to the section called “Step E: Stop 
the running channels”.

Step B: Copy the AWS Elemental installers 8
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To disable high availability

1. If you're using a virtual machine (VM), take a snapshot before disabling high availability. See 
the VMware VSphere help text for more information.

2. On the web interface for the primary Conductor Livenode, go to the Cluster page and choose
Redundancy.

3. In the High Availability field, choose Disable.

4. Verify that high availability is disabled. From Linux prompts, access the primary and secondary 
Conductor Live nodes with the elemental user credentials. For password assistance, contact 
your system administrator.

5. In the remote terminal session for each Conductor Live, enter the following command to verify 
that Conductor Live high availability is disabled:

[elemental@hostname log]$ tail -F /opt/elemental_se/web/log/
conductor_live247.output

The conductor_live247.output log starts to scroll on the screen and shows messages as they 
are occurring. Watch for the following INFO lines on the primary Conductor Live node:

WARN -- : Disabling HA, elemental_se restarting…
.
.
.
I, [2015-11-13T04:37:54.491204 #4978] INFO -- : HA environment not enabled
.
.
.
I, [2015-11-13T04:38:03.905069 #4978] INFO -- : Elemental Conductor is ready

Ensure the secondary Conductor Live is also ready.

6. Press Ctrl+C to exit the tail command.

7. Enter the following commands:

[elemental@hostname ~]$ sudo -s
[elemental@hostname ~]$ cd /data/pgsql/logs
[elemental@hostname ~]$ tail -F postgresql-<day>.log

Step C: Disable high availability 9
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where <day> is today (the day you are upgrading), typed with an initial capital letter: Mon, Tue, 
Wed, Thu, Fri, Sat, Sun

8. Confirm that you see database system is ready to accept connections on the 
secondary Conductor Live.

9. Press Ctrl+C to exit the tail command.

10. Type the following command to exit the session as the sudo user:

[elemental@hostname ~]$ exit

Step D: Remove the secondary Conductor Live node

If you have only one Conductor Live, skip this step and go to the section called “Step E: Stop the 
running channels”.

Prior to upgrading, you must remove the secondary Conductor Live node first from the redundancy 
group, and then from the cluster. You can't remove the node from the cluster if it's still in the 
redundancy group.

To remove the secondary node from the redundancy group

1. On the web interface for the primary Conductor Live node, access Cluster > Redundancy and 
ensure that you have the Conductor Live redundancy group selected.

2. Locate the secondary Conductor Live and click Delete (trash icon) to delete it from the 
redundancy group.

When the secondary Conductor Live node is removed from the redundancy group, remove it from 
the cluster.

To remove the secondary node from the cluster

1. On the web interface for the primary Conductor Live node, access Cluster > Nodes.

2. Locate the secondary Conductor Live node and display the options by choosing the down-
facing arrow.

3. Select Remove Node.

Step D: Remove the secondary Conductor Live node 10
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When the node is removed from the redundancy group and the cluster, you can move forward with 
the upgrade process.

Step E: Stop the running channels

You must stop all running channels before you upgrade.

To stop channels

1. On the web interface for the primary Conductor Live node, access the Channels screen.

2. Toward the top of the page, select Tasks and Stop Channels.

When all channels are stopped, move on to the next step.

Step F: Remove worker nodes

Remove the worker nodes from the redundancy group, and then from the cluster. Perform these 
steps on for all worker nodes in the cluster.

Topics

• Step A: Remove channel assignments

• Step B: Remove workers from redundancy groups

• Step C: Remove workers from the cluster

Step A: Remove channel assignments

Before you can remove a worker node, first make sure that no channels are assigned to the node.

To remove channels from the node

1. On the primary Conductor Live node's web interface, go to the Channels page.

2. Ensure that all channels are stopped.

3. Choose Edit(pencil icon) on a channel.

4. On the Edit Channel page, in Node, choose None.

5. Save the channel. Repeat this procedure to edit the remaining channels to have no node 
assignment.

6. When all of the channels have no node assignments, go to the next step.

Step E: Stop the running channels 11
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Step B: Remove workers from redundancy groups

Remove all nodes from the worker redundancy groups.

To remove workers from redundancy groups

1. On the primary Conductor Live node's web interface, go to the Cluster page.

2. On the Cluster page, choose Redundancy.

3. In the navigation bar, choose the Elemental Live redundancy group.

4. On the Backup Nodes tab, choose Delete (trash icon) for each node.

5. When you've removed all backup nodes, choose the Active Nodes tab and choose Delete
(trash icon) for each node.

6. If you have multiple Elemental Live redundancy groups, repeat this procedure on each group, 
then go to the next step.

Step C: Remove workers from the cluster

Remove the nodes from the cluster so that you can perform the upgrade process.

To remove workers from the cluster

1. On the Cluster page, choose Nodes.

2. On each worker node, choose the downward triangle and select Remove Node.

3. Remove all nodes from the cluster, then move on to the upgrade process.

Step G: Upgrade worker nodes

Perform these steps on the AWS Elemental Live nodes.

There are two procedures for upgrading the worker nodes. Choose the procedure that applies to 
your deployment. There is just one procedure for upgrading the Conductor Live nodes.

To upgrade worker nodes without changing the deployment

Follow this procedure if you don't need to change anything about the deployment.

1. From the Linux command line, log in to the worker node. Use the elemental user credentials.

Step G: Upgrade worker nodes 12
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2. Run the installer. Make sure to include the -c option to clear the database. Use the 
appropriate command:

• For GPU and CPU versions of the software:

[elemental@hostname ~]$ sudo sh ./elemental_production_live_2.25.5.12345.run -c 
 --skip-all --start -xeula

• For CPU-only versions of the software:

[elemental@hostname ~]$ sudo sh ./elemental_production_live_cpu_2.25.5.12345.run 
 -c --skip-all --start -xeula

3. If you copied a script to a safe location (as described in Move custom files), copy it back to its 
location in /opt/elemental_se/scripts.

4. When the upgrade is complete, restart the node with the following command:

[elemental@hostname ~] sudo reboot

5. Repeat the upgrade steps on each worker node before moving on to the next step in the 
upgrade process.

To upgrade backup worker nodes and change the deployment

Follow this procedure if you want to change something in the deployment. Specifically, follow this 
procedure if you want to enable OCR conversion for the first time. This feature is available in AWS 
Elemental Live version 2.22.0 and later. (For information about this feature, see Support for OCR 
Conversion in the AWS Elemental Live User Guide.)

1. Follow the appropriate procedure in the AWS Elemental Live Installation Guide:

• Install the AWS Elemental Live software: to install on hardware

• Install the AWS Elemental Live software: to install on a VM

2. If you copied a script to a safe location (as described in Move custom files), copy it back to its 
location in /opt/elemental_se/scripts.

3. When the upgrade is complete, restart the node with the following command:

[elemental@hostname ~] sudo reboot

Step G: Upgrade worker nodes 13
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4. Repeat the upgrade steps on each worker node before moving on to the next step in the 
upgrade process.

To upgrade the Conductor Live nodes

Perform these steps on the secondary Conductor Live (if applicable), then on the primary 
Conductor Live.

1. From the Linux command line, log in to the Conductor node. Use the elemental user 
credentials.

2. Run the installer:

• For the secondary Conductor Live, make sure to include the -c option to clear the database. 
Use this command:

[elemental@hostname ~]$ sudo sh ./
elemental_production_conductor_live247_3.25.5.12345.run -c --skip-all --start -
xeula

• For the primary (or only) Conductor Live, do not include the -c option to clear the 
database. Use this command:

[elemental@hostname ~]$ sudo sh ./
elemental_production_conductor_live247_3.25.5.12345.run --skip-all --start -xeula

The installer automatically stops the software. You will not be prompted to do the following:

• Change the network setup (eth0 and eth1) or the Ethernet partitioning (setup of eth0 as a 
management interface).

• Choose the timezone.

• Enable or disable user authentication.

3. Make sure that the elemental_se service restarts. Look for this prompt on the primary 
Conductor Live command line:

Starting elemental_se:            [OK]

4. If you copied a script to a safe location (as described in Move custom files), copy it back to its 
location in /opt/elemental_se/scripts

Step G: Upgrade worker nodes 14
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Step I: Add worker nodes

Add the worker nodes back to the cluster and their redundancy groups. Perform these steps for all 
worker nodes that are supposed to be in the cluster.

Topics

• Step A: Add worker nodes to the cluster

• Step B: Add worker nodes to redundancy groups

• Step C: Add channel assignments

Step A: Add worker nodes to the cluster

Add the worker nodes back to the cluster.

To add nodes to the cluster

1. On the primary Conductor Live node's web interface, go to the Cluster page and choose
Nodes.

2. On the Nodes page, choose Add Node.

3. In the Add Nodes to Cluster dialog, do one of the following:

• In Node IP Address/s, enter the IP address or range of IP addresses for multiple nodes and 
choose Add.

• If your network has a DNS server, search for the node by its hostname:

1. In Lookup Node IP Address, enter the hostname of the node that you're adding. You set 
the hostname during installation of the node.

2. Choose the search icon.

3. When Conductor Live displays the IP address that corresponds to the hostname, choose 
the plus sign beside the address to add it to the Node IP address list.

4. Choose Add.

4. Still in the Add Nodes to Cluster dialog, add each node that will be a part of the cluster.

5. Verify that the nodes are added to the list on the Nodes screen and the correct information is 
shown:

• The Status is Online.

Step I: Add worker nodes 15
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• The Elemental Product is the correct type of node, either Conductor Live or AWS Elemental 
Live.

6. If any nodes contain SDI cards, import the devices so that the Conductor Live node knows 
about them. Do the following:

1. On a node that as SDI cards, choose the downward triangle and select Import Devices.

Conductor Live detects the device and adds its configuration to the Conductor Live 
database.

2. Import the devices for all nodes that use SDI cards.

If you don't import the devices, they won't appear in the Conductor Live web interface. You 
won't be able to specify these devices as video sources in a channel.

Step B: Add worker nodes to redundancy groups

Add the workers to their redundancy groups.

For more information about adding workers to redundancy groups, see Add Worker Node 
Redundancy in the AWS Elemental Conductor Live Configuration Guide.

To add workers to redundancy groups

1. On the primary Conductor Live node's web interface, go to the Cluster page.

2. On the Cluster page, choose Redundancy.

3. In the navigation bar, choose the Elemental Live redundancy group.

4. On the Active Nodes tab, choose Add to Active.

5. In the Nodes field, select the nodes to add to the group.

6. Choose Add.

7. On the Backup Nodes tab, choose Add to Backup Nodes.

8. In the Nodes field, select the nodes to add to the group. Make sure that you add nodes in 
order, starting with the reserve node with the highest priority.

9. Choose Add.

10. If you have multiple Elemental Live redundancy groups, repeat this procedure on each group, 
and then go to the next step.

Step I: Add worker nodes 16
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Step C: Add channel assignments

Assign channels back to the nodes.

To assign channels to the workers

1. On the primary Conductor Live node's web interface, go to the Channels page.

2. Choose Edit(pencil icon) on a channel.

3. On the Edit Channel page, in Node, choose the node that this channel will use.

4. Save the channel. Repeat this procedure to edit the remaining channels to have the correct 
node assignment.

5. When all of the channels have node assignments, go to the next step.

Step J: Add the secondary Conductor Live node

If you have only one Conductor Live, skip this step and go to Step K: Start channels.

Add the secondary node back to the cluster, and then to the redundancy group.

To avoid errors when you're adding the secondary Conductor Live back to the cluster, wait 
approximately three minutes after the upgrade before performing these steps. This wait ensures 
that the elemental_se service has restarted and is running.

To add the secondary node to the cluster

1. On the web interface for the primary Conductor Live node, access Cluster > Nodes and choose
Add Node.

2. In the Add Nodes to Cluster pop-up, complete the node information for the secondary 
Conductor Live and choose Add.

When the secondary node is added back to the cluster, add it to the Conductor Live redundancy 
group.

To add the secondary node to the redundancy group

1. On the web interface for the primary Conductor Live node, access Cluster > Redundancy and 
select the Conductor Live redundancy group.

Step J: Add the secondary Conductor Live node 17
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2. Choose Add HA Nodes.

3. In the Add pop-up, use the Node drop-down to select the secondary Conductor Live. Choose
Add.

When the secondary node is added back to the cluster and redundancy group, you can start the 
channels, as described in the following section.

Step K: Start channels

When all nodes have been upgrade, you can start the channels that were previously running.

To start channels

1. On the web interface for the primary Conductor Live node, access the Channels screen.

2. Toward the top of the page, select Tasks and Start Channels.

Alternatively, if you want to start channels individually, select the play button on each channel 
that you're starting.

If you have only one Conductor Live, the upgrade process is complete when you start the channels. 
Otherwise, continue to the following section to enable high availability.

Step L: Re-enable high availability

You re-enable high availability when you have more than one Conductor Live node. If you have 
only one Conductor node you don't need to do re-enable high availability and the upgrade process 
is complete when you start the channels.

Important

Enabling high availability must be the last step that you take when changing versions on 
your cluster.

To enable HA

1. If you're using a virtual machine (VM), take a snapshot before you enable HA. See the VMware 
VSphere help text for more information.
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2. On the web interface for the primary Conductor Live node, go to the Cluster page and choose
Redundancy. In the High Availability field, choose Enable.

To verify that HA is correctly enabled, follow these steps on each Conductor Live node.

1. At your workstation, start a remote terminal session to the Conductor Live node.

2. Enter the following command to verify that Conductor Live HA is enabled:

[elemental@hostname log]$ tail -F /opt/elemental_se/web/log/
conductor_live247.output

The conductor_live247.output log starts to scroll on the screen and shows messages as they 
are occurring. Watch for the following INFO lines on the primary Conductor Live node:

CONDUCTOR: Initializing environment
I, [2015-11-13T04:37:54.491204 #4978]  INFO -- : Configuring the HA environment
I, [2015-11-13T04:37:54.660644 #4978]  INFO -- : configuring keepalived
.
.
.
I, [2015-11-13T04:38:03.905069 #4978]  INFO -- : Elemental Conductor is ready

3. Press Ctrl - C to exit the tail command.

4. Enter the following commands:

[elemental@hostname ~]$ sudo -s
[elemental@hostname ~]$ cd /data/pgsql/logs
[elemental@hostname ~]$ tail -F postgresql-<day>.log

where <day> is today (the day you are upgrading), typed with an initial capital letter: Mon, Tue, 
Wed, Thu, Fri, Sat, Sun

5. Confirm that you see database system is ready to accept connections on the 
primary Conductor Live, and database system is ready to accept read only 
connections on the secondary Conductor Live.

6. Press Ctrl - C to exit the tail command.

7. Type the following command to exit the session as the sudo user:
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[elemental@hostname ~]$ exit

Reduced downtime Conductor Live upgrade

The process outlined in this section uses worker redundancy to limit the upgrade downtime. This 
process applies when the following are true:

• The worker nodes are in a redundancy group.

• You are upgrading the worker nodes and the AWS Elemental Conductor Live node or nodes to 
the same major version. For example, 2.25.5 and 3.25.5.

• The cluster is in a working state. If any node is in a degraded state (not responding or not 
accepting jobs), the upgrade on that node won't work.

If these conditions don't apply, see Standard Conductor Live upgrade.

Note

In this procedure, we show how to upgrade from version 3.23.5 to version 3.25.5 (for 
Conductor Live ) and from version 2.23.5 to version 2.25.5(for worker nodes). Modify your 
commands to specify the version that you are upgrading to.

To check the type of redundancy of your deployment

1. On the web interface for the primary Conductor Live node, access Conductor Live >
Redundancy.

2. Look in the Redundancy Group task bar:

• If you find any groups labeled as Live, your cluster is using worker redundancy and you can 
perform the reduced downtime upgrade.

• If you find any groups labeled as Conductor Live, your cluster is using Conductor Live 
redundancy (high availability).

Reduced downtime Conductor Live upgrade 20
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The following procedure shows the comprehensive reduced downtime upgrade process. This 
process is valid whether or not you have Conductor Live redundancy. It will guide you to your next 
step based on your circumstances through the steps provided.

Topics

• Step A: Get ready

• Step B: Copy the AWS Elemental installers

• Step C: Remove the backup worker nodes

• Step D: Upgrade the backup worker nodes

• Step E: Add back the backup worker nodes

• Step F: Fail over an active node

• Step G: Remove the failed worker node

• Step H: Upgrade the failed active node

• Step I: Add failed worker node

• Step J: Fail back the running channels

• Step K: Re-designate the backup worker node

• Step L: Disable high availability

• Step M: Remove the secondary Conductor Live node

• Step N: Upgrade the secondary Conductor Live node

• Step O: Upgrade the primary Conductor node

• Step P: Add the secondary Conductor Live node

• Step Q: Re-enable high availability

Step A: Get ready

The following steps prepare you for upgrading. Perform these steps to ensure that you don't lose 
any data.

Enabling HTTPS

Do not follow the reduced downtime upgrade process if you're enabling HTTPS at the same time 
that you're upgrading the cluster. HTTPS must be enabled on all nodes at the same time, so you 
have to use the standard upgrade process.
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Check essential notes

Refer to the essential notes in the  current Release Notes to identify changes in behavior with the 
upgrade.

Verify the worker node type

The software installer that you use for the nodes varies depending on if you have GPU-accelerated 
software type, or CPU-only. To determine the type of software, look at any web interface screen of 
the worker node. The top shows icons as follows:

• CPU and GPU icons: the software is GPU-accelerated.

• CPU icon only: the software is CPU-only.

Save the latest database backup

Perform these steps on the primary Conductor Live node and all worker nodes in the cluster.

When you install the upgraded operating system, your previous database backups are deleted. 
Locate and save the most recent backup off the system. You can use this backup later if you need 
to downgrade.

To save the latest backup

1. From a Linux prompt, log in to the appliance with the elemental user credentials.

2. Navigate to the directory where Conductor Live saves its backups.

[elemental@host ~]$ cd /home/elemental/database_backups

3. Locate the most recent backup and save it to a location off the AWS Elemental system. The 
backup name includes the date and time that the backup was taken, in a format similar to this:
elemental-db-backup_live_2.23.5_2018-02-08_21-01-36.tar
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Move custom files

If the primary Conductor Live or any worker nodes have custom AWS Elemental assets, such as 
scripts, saved to /opt/elemental_se/scripts, then move them to a safe location so they're 
not deleted during the upgrade.

Create bootable kickstart

You must install the host operating system from an .iso file onto each physical machine that will 
be running AWS Elemental software. Doing so is referred to as “kickstarting the system”.

Make sure that you install the right version of the operating system with each piece of software. 
The correct .iso file is available at AWS Elemental Support Center Activations.

Create a Boot USB Drive

Do this from your workstation.

Use a third-party utility (such as PowerISO or ISO2USB) to create a bootable USB drive from your
.iso file. For help, see the knowledge base article Creating Bootable Recovery (kickstart) Media.

Step B: Copy the AWS Elemental installers

Locate and copy the AWS Elemental installers for worker and Conductor Live nodes.

1. From your regular workstation, open a web browser, go to AWS Elemental Support Center 
Activations and download the software for the version that you're upgrading to.

2. Make a note of where downloads are stored on your workstation. For example:

h:/corporate/downloads/.

3. Make a note of the name of the download file. For example:
elemental_production_conductor_live247_3.25.5.12345.run

4. Copy the download file from your workstation to /home/elemental/ on one of the nodes. For 
example:

• Use SFTP protocol and an FTP client application on your workstation computer. Connect to 
the IP address for Conductor Live on port 22 with the elemental user credentials and transfer 
the file.
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• Use SCP protocol and an SCP client application on your workstation computer. Copy the file 
with the elemental user credentials and transfer the file.

5. Repeat the download to any other nodes that are changing versions. If you're changing versions 
on several nodes, copy the download file to every appliance at once. Doing so reduces downtime 
on each node as you start installing the new software.

For detailed downloading steps, see Downloading Software.

Step C: Remove the backup worker nodes

Remove the backup worker nodes from the redundancy group before removing them from the 
cluster. You can then upgrade them while the active workers continue to encode.

Topics

• Step A: Remove backup workers from redundancy groups

• Step B: Remove backup workers from the cluster

Step A: Remove backup workers from redundancy groups

Remove all backup workers from the worker redundancy groups.

To remove workers from redundancy groups

1. On the web interface for the primary Conductor Live node, go to the Cluster page.

2. On the Cluster page, choose Redundancy.

3. In the navigation bar, choose the Elemental Live redundancy group.

4. On the Backup Nodes tab, choose Delete (trash icon) for each node.

5. If you have multiple Elemental Live redundancy groups, repeat this procedure on each group, 
then go to the next step.

Step B: Remove backup workers from the cluster

Remove the backup workers from the cluster so that you can perform the upgrade process.

To remove workers from the cluster

1. On the Cluster page, choose Nodes.
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2. On each backup worker, choose the downward triangle and select Remove Node.

3. Remove all backup workers from the cluster, then move on to the upgrade process.

Step D: Upgrade the backup worker nodes

The role of backup nodes is not to run channels but to take over from an active node that fails. 
If you have any nodes that are strictly backup nodes, then upgrade these nodes first before 
performing the upgrade.

Perform these same steps on each node. To limit your downtime, upgrade all of the backup nodes 
before upgrading the active nodes.

There are two procedures for upgrading. Choose the procedure that applies to your deployment.

To upgrade backup worker nodes without changing the deployment

Follow this procedure if you don't need to change anything about the deployment.

1. From the Linux command line, log in to the worker node. Use the elemental user credentials.

2. Run the installer. Make sure to include the -c option to clear the database. Use the 
appropriate command:

• For GPU and CPU versions of the software:

[elemental@hostname ~]$ sudo sh ./elemental_production_live_2.25.5.12345.run -c 
 --skip-all --start -xeula

• For CPU-only versions of the software:

[elemental@hostname ~]$ sudo sh ./elemental_production_live_cpu_2.25.5.12345.run 
 -c --skip-all --start -xeula

3. If you copied a script to a safe location (as described in the section called “Move custom files”), 
copy it back to its location in /opt/elemental_se/scripts.

4. When the upgrade is complete, restart the node with the following command:

[elemental@hostname ~] sudo reboot

5. Repeat the upgrade steps on each backup worker node before moving on to the next step in 
the upgrade process.
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To upgrade backup worker nodes and change the deployment

Follow this procedure if you want to change something in the deployment. Specifically, follow this 
procedure if you want to enable OCR conversion for the first time. This feature is available in AWS 
Elemental Live version 2.22.0 and later. (For information about this feature, see Support for OCR 
Conversion in the AWS Elemental Live User Guide.)

1. Follow the appropriate procedure in the AWS Elemental Live Installation Guide:

• Install the AWS Elemental Live software: to install on hardware

• Install the AWS Elemental Live software: to install on a VM

2. If you copied a script to a safe location (as described in the section called “Move custom files”), 
copy it back to its location in /opt/elemental_se/scripts.

3. When the upgrade is complete, restart the node with the following command:

[elemental@hostname ~] sudo reboot

4. Repeat the upgrade steps on each backup worker node before moving on to the next step in 
the upgrade process.

Step E: Add back the backup worker nodes

Add the backup workers back to the cluster and redundancy groups so that they can encode while 
the remaining workers are upgraded.

Step A: Add back the backup worker nodes to the cluster

Add the backup worker nodes back to the cluster.

To add nodes to the cluster

1. On the web interface for the primary Conductor Live node, go to the Cluster page and choose
Nodes.

2. On the Nodes page, choose Add Node.

3. In the Add Nodes to Cluster dialog, do one of the following:

• In Node IP Address/s, enter the IP address or range of IP addresses for multiple nodes and 
choose Add.
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• If your network has a DNS server, search for the node by its hostname:

1. In Lookup Node IP Address, enter the hostname of the node that you're adding. You set 
the hostname during installation of the node.

2. Choose the search icon.

3. When Conductor Live displays the IP address that corresponds to the hostname, choose 
the plus sign beside the address to add it to the Node IP address list.

4. Choose Add.

4. Still in the Add Nodes to Cluster dialog, add each node that will be a part of the cluster.

5. Verify that the nodes are added to the list on the Nodes screen and the correct information is 
shown:

• The Status is Online.

• The Elemental Product is the correct type of node, either Conductor Live or AWS Elemental 
Live.

6. If any nodes contain SDI cards, import the devices so that the Conductor Live node knows 
about them. Do the following:

1. On a node that as SDI cards, choose the downward triangle and select Import Devices.

Conductor Live detects the device and adds its configuration to the Conductor Live 
database.

2. Import the devices for all nodes that use SDI cards.

If you don't import the devices, they won't appear in the Conductor Live web interface. You 
won't be able to specify these devices as video sources in a channel.

Step B: Add back the backup workers to redundancy groups

Add the backup workers to their redundancy groups.

For more information about adding workers to redundancy groups, see Add Worker Node 
Redundancy in the AWS Elemental Conductor Live Configuration Guide.

To add workers to redundancy groups

1. On the web interface for the primary Conductor Live node, go to the Cluster page.
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2. On the Cluster page, choose Redundancy.

3. In the navigation bar, choose the Elemental Live redundancy group.

4. On the Backup Nodes tab, choose Add to Backup Nodes.

5. In the Nodes field, select the nodes to add to the group. Make sure that you add nodes in 
order, starting with the reserve node with the highest priority.

6. Choose Add.

7. If you have multiple Elemental Live redundancy groups, repeat this procedure on each group, 
and then go to the next step.

Step F: Fail over an active node

Fail over the running channels from the first active worker node that you're upgrading to a backup 
node. To reduce impact on your worker nodes, perform this step through Step K: Re-designate the 
backup worker node all for the same active worker node before moving on to the next node.

To fail-over a node

1. On the web interface for the primary Conductor Live node, access Cluster > Redundancy.

2. Select the worker node redundancy group which contains the node that you're failing over.

3. On the Active Nodes tab, locate the node that you're upgrading and choose the Initiate 
Failover button (double arrows).

The backup node is moved to the Active Nodes tab and the running channels are moved from 
the failed worker.

4. When all channels are failed to a backup worker node, upgrade the failed active node as 
described in the next step.

Warning

Your worker redundancy group will persist in an N+0 redundancy type until you've 
upgraded all worker nodes. In a production scenario, this is not a valid configuration. An 
alert will persist until you are back to an N+1, 1+1, or N+M redundancy type.
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Step G: Remove the failed worker node

Remove the failed worker node from the redundancy group and then from the cluster. It can then 
be upgraded while the backup worker continues to encode.

Topics

• Step A: Remove failed worker from redundancy groups

• Step B: Remove failed worker from the cluster

Step A: Remove failed worker from redundancy groups

Remove the active worker that you just failed over from the worker redundancy group.

To remove the failed worker from a redundancy group

1. On the web interface for the primary Conductor Live node, go to the Cluster page.

2. On the Cluster page, choose Redundancy.

3. In the navigation bar, choose the Elemental Live redundancy group.

4. On the Backup Nodes tab, choose Delete (trash icon) for the failed worker.

Step B: Remove failed worker from the cluster

Remove the failed worker from the cluster so that you can perform the upgrade process.

To remove the failed worker from the cluster

1. On the Cluster page, choose Nodes.

2. On each the failed worker, choose the downward triangle and select Remove Node.

3. Move on to the upgrade process for this worker.

Step H: Upgrade the failed active node

Now upgrade the active worker node that you just failed over. Use the same upgrade process that 
you used to upgrade the backup worker nodes. Perform these steps from the now-failed node.

To reduce impact on your worker nodes, upgrade one active node at a time and complete the steps 
through Step K: Re-designate the backup worker node before moving on to the next node.
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Perform these steps on each node. To limit your downtime, upgrade all of the backup nodes before 
upgrading the active nodes.

There are two procedures for upgrading. Choose the procedure that applies to your deployment.

To upgrade the failed worker node without changing the deployment

Follow this procedure if you don't need to change anything about the deployment.

1. From the Linux command line, log in to the worker node. Use the elemental user credentials.

2. Run the installer. Make sure to include the -c option to clear the database. Use the 
appropriate command:

• For GPU and CPU versions of the software:

[elemental@hostname ~]$ sudo sh ./elemental_production_live_2.25.5.12345.run -c 
 --skip-all --start -xeula

• For CPU-only versions of the software:

[elemental@hostname ~]$ sudo sh ./elemental_production_live_cpu_2.25.5.12345.run 
 -c --skip-all --start -xeula

3. If you copied a script to a safe location (as described in the section called “Move custom files”), 
copy it back to its location in /opt/elemental_se/scripts.

4. When the upgrade is complete, restart the node with the following command:

[elemental@hostname ~] sudo reboot

5. When the upgrade on this node is complete, fail-back the channels that were on this node, as 
described in the next step.

To upgrade the failed worker node and change its deployment

Follow this procedure if you want to change something in the deployment. Specifically, follow this 
procedure if you want to enable OCR conversion for the first time. This feature is available in AWS 
Elemental Live version 2.22.0 and later. (For information about this feature, see Support for OCR 
Conversion in the AWS Elemental Live User Guide.)

1. Follow the appropriate procedure in the AWS Elemental Live Installation Guide:
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• Install the AWS Elemental Live software: to install on hardware

• Install the AWS Elemental Live software: to install on a VM

2. If you copied a script to a safe location (as described in the section called “Move custom files”), 
copy it back to its location in /opt/elemental_se/scripts.

3. When the upgrade is complete, restart the node with the following command:

[elemental@hostname ~] sudo reboot

4. When the upgrade on this node is complete, fail-back the channels that were on this node, as 
described in the next step.

Step I: Add failed worker node

Add the failed worker back to the cluster and redundancy groups so that it can encode while the 
remaining workers are upgraded.

Step A: Add failed worker to the cluster

Add the failed worker node back to the cluster.

To add nodes to the cluster

1. On the web interface for the primary Conductor Live node, go to the Cluster page and choose
Nodes.

2. On the Nodes page, choose Add Node.

3. In the Add Nodes to Cluster dialog, do one of the following:

• In Node IP Address/s, enter the IP address or range of IP addresses for multiple nodes and 
choose Add.

• If your network has a DNS server, search for the node by its hostname:

1. In Lookup Node IP Address, enter the hostname of the node that you're adding. You set 
the hostname during installation of the node.

2. Choose the search icon.

3. When Conductor Live displays the IP address that corresponds to the hostname, choose 
the plus sign beside the address to add it to the Node IP address list.

4. Choose Add.
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4. Still in the Add Nodes to Cluster dialog, add each node that will be a part of the cluster.

5. Verify that the nodes are added to the list on the Nodes screen and the correct information is 
shown:

• The Status is Online.

• The Elemental Product is the correct type of node, either Conductor Live or AWS Elemental 
Live.

6. If any nodes contain SDI cards, import the devices so that the Conductor Live node knows 
about them. Do the following:

1. On a node that as SDI cards, choose the downward triangle and select Import Devices.

Conductor Live detects the device and adds its configuration to the Conductor Live 
database.

2. Import the devices for all nodes that use SDI cards.

If you don't import the devices, they won't appear in the Conductor Live web interface. You 
won't be able to specify these devices as video sources in a channel.

Step B: Add failed worker to a redundancy groups

Add the failed workers to their redundancy groups.

For more information about adding workers to redundancy groups, see Add Worker Node 
Redundancy in the AWS Elemental Conductor Live Configuration Guide.

To add the failed worker to a redundancy group

1. On the web interface for the primary Conductor Live node, go to the Cluster page.

2. On the Cluster page, choose Redundancy.

3. In the navigation bar, choose the Elemental Live redundancy group that this node belongs to.

4. On the Backup Nodes tab, choose Add to Backup Nodes.

5. In the Nodes field, select the failed worker node to add to the group.

6. Choose Add.
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Step J: Fail back the running channels

Move the running channels back to the upgraded active node by failing over the backup node that 
they're currently on.

To fail-back channels

1. On the web interface for the primary Conductor Live node, access Cluster > Redundancy.

2. Select the worker node redundancy group.

3. On the Active Nodes tab, locate the node that the channels failed over to and choose the
Initiate Fail over button (double arrows).

The upgraded node is moved to the Active Nodes tab and the running channels are moved 
from the backup worker.

4. When all channels are moved back to the active worker node, re-designate the backup worker 
node as a backup, as described in the next step.

Step K: Re-designate the backup worker node

Re-designate the backup worker as a backup so that it only runs active channels that have failed 
over from an active worker node.

To designate a backup worker node

1. On the web interface for the primary Conductor Live node, access Cluster > Redundancy.

2. Select the worker node redundancy group.

3. On the Active Nodes tab, locate the backup node that the channels failed over to and choose 
the Move button (circle).

The node is moved back to the Backup Nodes tab.

4. When the backup node is moved back to the backup tab, choose a different active worker 
node and perform the steps Step F: Fail over an active node through this step for the same 
node. Repeat this entire process for each active worker node in the cluster until all have been 
processed.
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Step L: Disable high availability

To disable high availability

1. If you're using a virtual machine (VM), take a snapshot before disabling high availability. See 
the VMware VSphere help text for more information.

2. On the web interface for the primary Conductor Livenode, go to the Cluster page and choose
Redundancy.

3. In the High Availability field, choose Disable.

4. Verify that high availability is disabled. From Linux prompts, access the primary and secondary 
Conductor Live nodes with the elemental user credentials. For password assistance, contact 
your system administrator.

5. In the remote terminal session for each Conductor Live, enter the following command to verify 
that Conductor Live high availability is disabled:

[elemental@hostname log]$ tail -F /opt/elemental_se/web/log/
conductor_live247.output

The conductor_live247.output log starts to scroll on the screen and shows messages as they 
are occurring. Watch for the following INFO lines on the primary Conductor Live node:

WARN -- : Disabling HA, elemental_se restarting…
.
.
.
I, [2015-11-13T04:37:54.491204 #4978] INFO -- : HA environment not enabled
.
.
.
I, [2015-11-13T04:38:03.905069 #4978] INFO -- : Elemental Conductor is ready

Ensure the secondary Conductor Live is also ready.

6. Press Ctrl+C to exit the tail command.

7. Enter the following commands:

[elemental@hostname ~]$ sudo -s
[elemental@hostname ~]$ cd /data/pgsql/logs
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[elemental@hostname ~]$ tail -F postgresql-<day>.log

where <day> is today (the day you are upgrading), typed with an initial capital letter: Mon, Tue, 
Wed, Thu, Fri, Sat, Sun

8. Confirm that you see database system is ready to accept connections on the 
secondary Conductor Live.

9. Press Ctrl+C to exit the tail command.

10. Type the following command to exit the session as the sudo user:

[elemental@hostname ~]$ exit

Step M: Remove the secondary Conductor Live node

If you have only one Conductor Live, skip this step and go to the section called “Step O: Upgrade 
the primary Conductor node”.

Prior to upgrading, you must remove the secondary Conductor Live node first from the redundancy 
group, and then from the cluster. You can't remove the node from the cluster if it's still in the 
redundancy group.

To remove the secondary node from the redundancy group

1. On the web interface for the primary Conductor Live node, access Cluster > Redundancy and 
ensure that you have the Conductor Live redundancy group selected.

2. Locate the secondary Conductor Live and click Delete (trash icon) to delete it from the 
redundancy group.

When the secondary Conductor Live node is removed from the redundancy group, remove it from 
the cluster.

To remove the secondary node from the cluster

1. On the web interface for the primary Conductor Live node, access Cluster > Nodes.

2. Locate the secondary Conductor Live node and display the options by choosing the down-
facing arrow.

3. Select Remove Node.
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Step N: Upgrade the secondary Conductor Live node

If you have only one Conductor Live, skip this step and go to the section called “Step O: Upgrade 
the primary Conductor node”.

Perform these steps on the secondary Conductor Live node.

To upgrade the Conductor Live nodes

Perform these steps on the secondary Conductor Live (if applicable), then on the primary 
Conductor Live.

1. From the Linux command line, log in to the worker node. Use the elemental user credentials.

2. Run the installer. Make sure to include the -c option to clear the database. Use this command:

[elemental@hostname ~]$ sudo sh ./
elemental_production_conductor_live247_3.25.5.12345.run -c --skip-all --start -
xeula

The installer automatically stops the software. You will not be prompted to do the following:

• Change the network setup (eth0 and eth1) or the Ethernet partitioning (setup of eth0 as a 
management interface).

• Choose the timezone.

• Enable or disable user authentication.

3. Make sure that the elemental_se service restarts. Look for this prompt on the primary 
Conductor Live command line:

Starting elemental_se:            [OK]

4. If you copied a script to a safe location (as described in the section called “Move custom files”), 
copy it back to its location in /opt/elemental_se/scripts.

Step O: Upgrade the primary Conductor node

Warning

Do not clear the database of the primary Conductor Live node when you run the installer!
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Perform these steps on the primary Conductor Live node.

To upgrade the primary node

1. From the Linux command line, log in to the worker node. Use the elemental user credentials.

2. Run the installer. Do not  include the -c option to clear the database. Use this command:

[elemental@hostname ~]$ sudo sh ./
elemental_production_conductor_live247_3.25.5.12345 --skip-all --start -xeula

The installer automatically stops the software. You will not be prompted to do the following:

• Change the network setup (eth0 and eth1) or the Ethernet partitioning (setup of eth0 as a 
management interface).

• Choose the timezone.

• Enable or disable user authentication.

3. Make sure that the elemental_se service restarts. Look for this prompt on the primary 
Conductor Live command line:

Starting elemental_se:            [OK]

4. If you copied a script to a safe location (as described in the section called “Move custom files”), 
copy it back to its location in /opt/elemental_se/scripts.

Step P: Add the secondary Conductor Live node

If you have only one Conductor Live, you don't need to do this step. The downgrade process is 
complete when you upgrade the single Conductor Live.

Add the secondary node back to the cluster, and then to the redundancy group.

Wait approximately three minutes after the upgrade before you perform these steps. This wait 
ensures that the elemental_se service has restarted and is running.

To add the secondary node to the cluster

1. On the web interface for the primary Conductor Live node, access Cluster > Nodes and choose
Add Node.
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2. In the Add Nodes to Cluster pop-up, complete the node information for the secondary 
Conductor Live and choose Add.

When the secondary node is added back to the cluster, add it to the Conductor Live redundancy 
group.

To add the secondary node to the redundancy group

1. On the web interface for the primary Conductor Live node, access Cluster > Redundancy and 
select the Conductor Live redundancy group.

2. Choose Add HA Nodes.

3. In the Add pop-up, use the Node drop-down to select the secondary Conductor Live. Choose
Add.

When the secondary node is added back to the cluster and redundancy group, you can start the 
channels, as described in the following section.

Step Q: Re-enable high availability

1. If you're using a virtual machine (VM), take a snapshot before you enable HA. See the VMware 
VSphere help text for more information.

2. On the web interface for the primary Conductor Live node, go to the Cluster page and choose
Redundancy. In the High Availability field, choose Enable.

To verify that HA is correctly enabled, follow these steps on each Conductor Live node.

1. At your workstation, start a remote terminal session to the Conductor Live node.

2. Enter the following command to verify that Conductor Live HA is enabled:

[elemental@hostname log]$ tail -F /opt/elemental_se/web/log/
conductor_live247.output

The conductor_live247.output log starts to scroll on the screen and shows messages as they 
are occurring. Watch for the following INFO lines on the primary Conductor Live node:

CONDUCTOR: Initializing environment
I, [2015-11-13T04:37:54.491204 #4978]  INFO -- : Configuring the HA environment
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I, [2015-11-13T04:37:54.660644 #4978]  INFO -- : configuring keepalived
.
.
.
I, [2015-11-13T04:38:03.905069 #4978]  INFO -- : Elemental Conductor is ready

3. Press Ctrl - C to exit the tail command.

4. Enter the following commands:

[elemental@hostname ~]$ sudo -s
[elemental@hostname ~]$ cd /data/pgsql/logs
[elemental@hostname ~]$ tail -F postgresql-<day>.log

where <day> is today (the day you are upgrading), typed with an initial capital letter: Mon, Tue, 
Wed, Thu, Fri, Sat, Sun

5. Confirm that you see database system is ready to accept connections on the 
primary Conductor Live, and database system is ready to accept read only 
connections on the secondary Conductor Live.

6. Press Ctrl - C to exit the tail command.

7. Type the following command to exit the session as the sudo user:

[elemental@hostname ~]$ exit

Sample Upgrade

Following is a screen printout of a typical upgrade, showing the prompts and possible responses.

[elemental@hostname ~]$ sudo sh ./
elemental_production_conductor_live247_3.25.4.12345.run --skip-all
Verifying archive integrity... All good.
Uncompressing Elemental Installer............
Network device eth0 already initialized...
Stopping Apache..
Checking Elemental System Update
Starting system update
New system update version: 25101
Skipping System Update, version 25101 has already been applied
Installing Conductor Live 3.25.1.12345
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Network device eth0 already initialized... 
  
Welcome to the product installation utility!
Version information: 
        Conductor Live (CPU) 3.25.4.12345 
        ------------------------- 
        ruby 1.9.3p484 (2013-11-22 revision 43786) [x86_64-linux] 
        Rails 3.2.17 
        mysql  Ver 14.14 Distrib 5.1.73, for redhat-linux-gnu (x86_64) using readline 
 5.1 
        Elemental Git revision 543f5b87 
  
Checking license files.
IMPORTANT INFORMATION
.
.
.
Continue? [Y] y 
  
2. LICENSE AND RESTRICTIONS.
.
.
.
Continue? [Y] y 
  
TERM AND TERMINATION.  This Agreement is effective until terminated.  This  
.
.
. 
  
Continue? [Y] y
.
.
.
Do you agree to these terms? [N] y

The Conductor Live services and the database are stopped.

Stopping services...
Starting mysqld:                                           [  OK  ] 
  
Stopping mysqld:                                           [  OK  ]
Starting mysqld:                                           [  OK  ]
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The software is updated.

Creating/Updating database...
Running migrations - this could take a while.
Database updated!
Database creation complete!
Loading Rails environment...
Adding node to database...
Saving settings...
Adding cluster stat monitors...
Adding node stat monitors...
Adding cluster scheduled tasks...
Adding node scheduled tasks...
Adding licensing scheduled tasks...

Files are verified.

Checking hardware and license files...
[2014-08-29 22:24:31 +0000 SERVICE]: 8 CPU cores available, max CPU load: 21.12 
  
Hardware and license check complete
Creating default directory structures and data
Setting server defaults...
Checking user presets...
Checking user profiles...
Changing permissions and ownership...
Cleaning elemental_ipc...
Removing tmp...
Removing cached files
Configuring Apache...
Adding Elemental service...
Configuring log rotation...
Configuring SNMP...
Configuring dynamic libraries...
Configuring NTP...
Setting sysctl configuration and adding to /etc/rc.local...
Configuring Avahi...

Services are started.

Shutting down SMB services:                                [  OK  ]
Starting SMB services:                                     [  OK  ] 
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Setting CPU scaling governorStarting services...
Starting system logger:                                    [  OK  ]
Starting httpd:                                            [  OK  ]
Starting ntpd:                                             [  OK  ]
Shutting down Avahi daemon:                                [  OK  ]
Starting Avahi daemon...                                   [  OK  ]
Starting snmpd:                                            [  OK  ]

The user is prompted to start elemental_se.

Would you like to start the Elemental service now? [Y] y
Starting elemental_se:                                     [  OK  ]
Starting elemental-issue:                                  [  OK  ] 
  
Installation and configuration complete!
Please open a web browser and point it to http://10.4.136.91 to get to the web
interface.
Enjoy!
[elemental@hostname ~]$ 
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Downloading Conductor Live Software

These are the detailed steps for downloading software files from the AWS Elemental Support 
Center.

1. Log in to the AWS Elemental Support Center with the email address that you used to receive 
your activation email and your password.

2. From the home page, click Software and Licenses on the right.

3. From the Download Central Home, choose Your Entitlements from the Software & 
Entitlements menu.

4. On Your Entitlements, your orders are listed from newest to oldest. In the Activation Key
column, choose the link for the product that you're downloading.

5. On Order Detail, choose the plus sign for the package listed in the Product Description column 
to expand the order details. Then choose the product and version that you wish to download.

6. In the list of available files, choose the file you want to download.

7. On Product Download, select the check box next to the file you want to download. Then click
Download Selected Files.

8. If you are prompted to install the NetSession Interface download manager, click download the 
installer and run the executable.

9. Select a location and save the files. Note the file location for later.
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Cluster downgrades in Conductor Live

In a AWS Elemental Conductor Live cluster, downgrade the Conductor Live nodes first, and then 
downgrade each of the Elemental Live worker nodes.

Downgrade rules

The following rules apply when you're downgrading Conductor Live software.

• Your system must be in a working state prior to the downgrade. If it's in a degraded state (for 
example, it is failing to successfully create events or channels, or it isn't responding through the 
web interface), the downgrade does not work.

• You can downgrade to a version that's a maximum of two major versions below your current 
version. For example, for Conductor Live, you can downgrade from 3.25.5 to 3.23.5. (The number 
of minor versions between the two versions is irrelevant.)

• We recommend that you always downgrade to the highest minor version in the series you're 
downgrading to. For example, downgrade to 3.23.5.

• To downgrade over a bigger span than two major versions, you must perform the downgrade in 
several steps. For example, downgrade from 3.25.5 to 3.23.5, then to 3.22.5.

Important

Plan to downgrade during a maintenance window. All activity on the nodes stops during 
downgrade.

In this procedure, we show how to downgrade from version 3.25.5 to version 3.23.5(for Conductor 
Live ) and from version 2.25.5 to 2.23.5 (for worker nodes). Modify your commands to specify the 
version that you are downgrading to.

Topics

• Step A: Get ready

• Step B: Copy the AWS Elemental installers

• Step C: Stop the running channels

• Step D: Disable high availability on the Conductor nodes

• Step E: Remove the secondary Conductor node
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• Step F: Downgrade the nodes

• Step G: Add the secondary Conductor Live node

• Step H: Start channels

• Step I: Re-enable high availability

Step A: Get ready

The following steps prepare you for downgrading. Perform these steps to ensure that you don't 
lose any data.

Save the database backup

Locate the database backup for the version that you're downgrading to. Copy the backup to a 
location off of the system. Performing a downgrade removes your entire file structure.

Every time that you downgrade, a backup of the database is automatically made and saved in the 
following location. For example:

/home/elemental/database_backups/elemental-db-backup_conductor-
live-3_3.23.5_2021-10-12_15-03-29.tar

When you perform a downgrade, you must specify a database to restore. You should restore the 
backup that corresponds to the version you are downgrading to. For example, when downgrading 
to 3.23.5, restore the 3.23.5 database.

Create bootable kickstart

You must install the host operating system from an .iso file onto each physical machine that will 
be running AWS Elemental software. Doing so is referred to as “kickstarting the system”.

Make sure that you install the right version of the operating system with each piece of software. 
The correct .iso file is available at AWS Elemental Support Center Activations.

Create a Boot USB Drive

Do this from your workstation.

Use a third-party utility (such as PowerISO or ISO2USB) to create a bootable USB drive from your
.iso file. For help, see the knowledge base article Creating Bootable Recovery (kickstart) Media.
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Step B: Copy the AWS Elemental installers

Locate and copy the AWS Elemental installers for worker and Conductor nodes.

1. Find the version of the software that you're downgrading to.

Follow these steps:

a. From a Linux prompt, log in to the hardware until with the elemental user credentials.

b. Look for the desired installer as shown here.

[elemental@hostname ~] ls

Look for the file named similar to this
...elemental_production_conductor_live247_3.23.5.12345.run...

2. If you find the software, skip to Step C: Stop the running channels

If the software isn't on the appliance, go to the next step.

3. From your regular workstation, open a web browser, go to AWS Elemental Support Center 
Activations and download the and download the software for the version that you're going to.

4. Make a note of where downloads are stored on your workstation. For example:

h:/corporate/downloads/.

5. Make a note of the name of the download file. For example:
elemental_production_conductor_live247_3.23.5.12345.run

6. Copy the download file from your workstation to /home/elemental/ on one of the nodes. For 
example:

• Use SFTP protocol and an FTP client application on your workstation computer. Connect to 
the IP address for the product , using the elemental user credentials, and transfer the file.

• Use SCP protocol and an SCP client application on your workstation computer. Copy the file 
with the elemental user credentials and transfer the file.

7. Repeat the download to any other nodes that are changing versions. If you're changing versions 
on several nodes, copy the download file to every appliance at once. Doing so reduces downtime 
on each node as you start installing the new software.
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Step C: Stop the running channels

You must stop all running channels before you downgrade.

To stop channels

1. On the web interface for the primary Conductor Live node, access the Channels screen.

2. Toward the top of the page, select Tasks and Stop Channels.

When all channels are stopped, move on to the next step.

Step D: Disable high availability on the Conductor nodes

If you don't have high availability enabled, skip this step and go to Step F: Downgrade the nodes.

To disable high availability

1. If you're using a virtual machine (VM), take a snapshot before disabling high availability. See 
the VMware VSphere help text for more information.

2. On the web interface for the primary Conductor Livenode, go to the Cluster page and choose
Redundancy.

3. Note the values in Virtual IP Address and Virtual Route Identifier. You will use these when 
you re-enable high availability.

4. In the High Availability field, choose Disable.

5. Verify that high availability is disabled. From Linux prompts, access the primary and secondary 
Conductor Live nodes with the elemental user credentials. For password assistance, contact 
your system administrator.

6. In the remote terminal session for each Conductor Live, enter the following command to verify 
that Conductor Live high availability is disabled:

[elemental@hostname log]$ tail -F /opt/elemental_se/web/log/
conductor_live247.output

The conductor_live247.output log starts to scroll on the screen and shows messages as they 
are occurring. Watch for the following INFO lines on the primary Conductor Live node:

WARN -- : Disabling HA, elemental_se restarting…
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.

.

.
I, [2015-11-13T04:37:54.491204 #4978] INFO -- : HA environment not enabled
.
.
.
I, [2015-11-13T04:38:03.905069 #4978] INFO -- : Elemental Conductor is ready

Ensure the secondary Conductor Live is also ready.

7. Press Ctrl+C to exit the tail command.

8. Enter the following commands:

[elemental@hostname ~]$ sudo -s
[elemental@hostname ~]$ cd /data/pgsql/logs
[elemental@hostname ~]$ tail -F postgresql-<day>.log

where <day> is today (the day you are upgrading), typed with an initial capital letter: Mon, Tue, 
Wed, Thu, Fri, Sat, Sun

9. Confirm that you see database system is ready to accept connections on the 
secondary Conductor Live.

10. Press Ctrl+C to exit the tail command.

11. Type the following command to exit the session as the sudo user:

[elemental@hostname ~]$ exit

Step E: Remove the secondary Conductor node

If you have only one Conductor Live, skip this step and go to Step F: Downgrade the nodes.

Prior to upgrading, you must remove the secondary Conductor Live node first from the redundancy 
group, and then from the cluster. You can't remove the node from the cluster if it's still in the 
redundancy group.
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To remove the secondary node from the redundancy group

1. On the web interface for the primary Conductor Live node, access Cluster > Redundancy and 
ensure that you have the Conductor Live redundancy group selected.

2. Locate the secondary Conductor Live and click Delete (trash icon) to delete it from the 
redundancy group.

When the secondary Conductor Live node is removed from the redundancy group, remove it from 
the cluster.

To remove the secondary node from the cluster

1. On the web interface for the primary Conductor Live node, access Cluster > Nodes.

2. Locate the secondary Conductor Live node and display the options by choosing the down-
facing arrow.

3. Select Remove Node.

When the node is removed from the redundancy group and the cluster, you can move forward with 
the downgrade process.

Step F: Downgrade the nodes

When you downgrade, run the installer with the --downgrade option for each node. Downgrade 
in the following order:

1. Primary Conductor Live

2. Secondary Conductor Live (if applicable)

3. Back-up worker nodes (if applicable)

4. Active worker nodes

To downgrade the primary Conductor Live

1. From the Linux prompt, log in with the elemental user credentials. Once you are logged in, the 
initial directory is /home/elemental.

2. Enter the following command. For example:
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[elemental@hostname ~]$ chmod 755 
 elemental_production_conductor_live247_3.23.5.12345.run

3. Run the installer as follows. For example:

[elemental@hostname ~]$ sudo ./
elemental_production_conductor_live247_3.23.5.12345.run -skip-all -xeula --start --
downgrade --restore-db-backup <path>

Options are as follows:

• -xeula: Skips the prompts to read through the EULA. You are prompted once to accept it.

• --start: Specifies to start the services without being prompted.

• --downgrade: Tells the installer that an earlier version is being installed.

• --restore-db-backup <path>: Installs the version old version of the database back-up 
file. Provides the path and file name in the following format:

/home/elemental/elemental-db-backup_<date>_<version>.tar

4. Reboot the node with the following command:

[elemental@hostname ~]$ sudo reboot

5. Make sure that elemental_se restarts on this node; otherwise, you will not be able to 
downgrade the secondary Conductor Live node. Look for this prompt on the primary 
Conductor Live command line:

Starting elemental_se:     [  OK  ]

6. Refresh your web browser in order to load the updated web interface.

To downgrade the secondary Conductor Live node

Downgrade the secondary Conductor Live node using the same steps that you used above to 
downgrade the primary Conductor Live node. Include the clean database option (--cleandb) in the 
downgrade command instead of the restore database path. For example:

Step F: Downgrade the nodes 50



AWS Elemental Conductor Live Upgrade Guide

[elemental@hostname ~]$ sudo ./elemental_production_conductor_live247_3.23.5.12345.run 
 -skip-all -xeula --start --downgrade --cleandb

To downgrade the worker nodes

If you're not downgrading worker nodes, skip this step and go to Step G: Add the secondary 
Conductor Live node.

If you have worker node redundancy, downgrade the back-up nodes first and then the active 
nodes.

1. Enter the following command. For example:

[elemental@hostname ~]$ chmod 755 elemental_production_live_2.23.5.12345run

2. Downgrade the active worker nodes following these steps. See AWS Elemental Live Upgrade 
Guide for more details.

Run the installer with the skip-all option. Use the following commands with the actual file 
name of the .run file, rather than the example below:

• For GPU and CPU versions of the software:

[elemental@hostname ~]$ sudo sh ./elemental_production_live_2.23.5.12345.run -c 
 --skip-all --start -xeula --downgrade

• For CPU-only versions of the software:

[elemental@hostname ~]$ sudo sh ./elemental_production_live_cpu_2.23.5.12345.run 
 -c --skip-all --start -xeula --downgrade

3. When the installer completes, do not reboot or restart! Run these two commands first:

[elemental@hostname ~]$ sudo yum versionlock delete device-mapper*

[elemental@hostname ~]$ sudo yum install lvm2

If you don't run these commands before rebooting, the node will boot into emergency mode 
and you might lose data.
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4. Restart the node with the following command:

[elemental@hostname ~] sudo reboot

On the Conductor Live web interface, a message appears to indicate that the node is 
deactivated (offline).

5. When the node has rebooted, the Conductor Live web interface displays a message to indicate 
that the node is back online. Refresh your web browser on the Elemental Live node to load the 
updated web interface.

6. Repeat the downgrade steps on each worker node before moving on to the next step in the 
downgrade process.

Step G: Add the secondary Conductor Live node

If you have only one Conductor Live, skip this step and go to Step H: Start channels.

Add the secondary node back to the cluster, and then to the redundancy group.

To avoid errors when you're adding the secondary Conductor Live back to the cluster, wait 
approximately three minutes after the downgrade before performing these steps. This wait ensures 
that the elemental_se service has restarted and is running.

To add the secondary node to the cluster

1. On the web interface for the primary Conductor Live node, access Cluster > Nodes and choose
Add Node.

2. In the Add Nodes to Cluster pop-up, complete the node information for the secondary 
Conductor Live and choose Add.

When the secondary node is added back to the cluster, add it to the Conductor Live redundancy 
group.

To add the secondary node to the redundancy group

1. On the web interface for the primary Conductor Live node, access Cluster > Redundancy and 
select the Conductor Live redundancy group.

2. Choose Add HA Nodes.
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3. In the Add pop-up, use the Node drop-down to select the secondary Conductor Live. Choose
Add.

When the secondary node is added back to the cluster and redundancy group, you can start the 
channels, as described in the following section.

Step H: Start channels

When all nodes have been downgraded, you can start the channels that were previously running.

To start channels

1. On the web interface for the primary Conductor Live node, access the Channels screen.

2. Toward the top of the page, select Tasks and Start Channels.

Alternatively, if you want to start channels individually, select the play button on each channel 
that you're starting.

If you have only one Conductor Live, the downgrade process is complete when you start the 
channels. Otherwise, continue to the following section to enable high availability.

Step I: Re-enable high availability

1. If you're using a virtual machine (VM), take a snapshot before you enable HA. See the VMware 
VSphere help text for more information.

2. On the web interface for the primary Conductor Live node, go to the Cluster page and choose
Redundancy. In the High Availability field, choose Enable.

To verify that HA is correctly enabled, follow these steps on each Conductor Live node.

1. At your workstation, start a remote terminal session to the Conductor Live node.

2. Enter the following command to verify that Conductor Live HA is enabled:

[elemental@hostname log]$ tail -F /opt/elemental_se/web/log/
conductor_live247.output
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The conductor_live247.output log starts to scroll on the screen and shows messages as they 
are occurring. Watch for the following INFO lines on the primary Conductor Live node:

CONDUCTOR: Initializing environment
I, [2015-11-13T04:37:54.491204 #4978]  INFO -- : Configuring the HA environment
I, [2015-11-13T04:37:54.660644 #4978]  INFO -- : configuring keepalived
.
.
.
I, [2015-11-13T04:38:03.905069 #4978]  INFO -- : Elemental Conductor is ready

3. Press Ctrl - C to exit the tail command.

4. Enter the following commands:

[elemental@hostname ~]$ sudo -s
[elemental@hostname ~]$ cd /data/pgsql/logs
[elemental@hostname ~]$ tail -F postgresql-<day>.log

where <day> is today (the day you are downgrading), typed with an initial capital letter: Mon, 
Tue, Wed, Thu, Fri, Sat, Sun

5. Confirm that you see database system is ready to accept connections on the 
primary Conductor Live, and database system is ready to accept read only 
connections on the secondary Conductor Live.

6. Press Ctrl - C to exit the tail command.

7. Type the following command to exit the session as the sudo user:

[elemental@hostname ~]$ exit
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Document History for Upgrade Guide

The following table describes the documentation for this release of AWS Elemental Conductor Live.

• API version: 3.22.0 and later

• Release notes:  current Release Notes

The following table describes the documentation for this release of Conductor Live. For notification 
about updates to this documentation, you can subscribe to an RSS feed.

Change Description Date

Removed mention of 
prepare_for_downgrade script

We have removed two 
mentions of this script. The 
script is no longer required for 
any of the supported versions 
of Conductor Live. Don't run 
the script, even if you have it 
available, because it will cause 
the node to be unusable.

March 14, 2025

Clarification about scope of 
the guide

This guide has been modified 
to clarify that it applies to 
AWS Elemental Conductor 
Live versions 3.25 and 3.26.

July 17, 2024

Rules for software versions This guide now contains 
information about the rules 
for combining different 
 software versions on the 
nodes in a AWS Elemental 
Conductor Live cluster.

February 19, 2024

Cross-version release of the 
guide

This guide has been modified 
so that it isn't for a specific 
version of AWS Elemental 
Conductor Live. The upgrade 

November 11, 2021

55

https://docs.aws.amazon.com/elemental-live/


AWS Elemental Conductor Live Upgrade Guide

and downgrade procedures 
don't change from version to 
version.

Version 3.22 release First release of the 3.22 
software version.

February 6, 2021
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