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What is AWS Certificate Manager?

AWS Certificate Manager (ACM) handles the complexity of creating, storing, and renewing public
and private SSL/TLS X.509 certificates and keys that protect your AWS websites and applications.
You can provide certificates for your integrated AWS services either by issuing them directly with
ACM or by importing third-party certificates into the ACM management system. ACM certificates
can secure singular domain names, multiple specific domain names, wildcard domains, or
combinations of these. ACM wildcard certificates can protect an unlimited number of subdomains.
You can also export ACM certificates signed by AWS Private CA for use anywhere in your internal
PKI.

® Note

ACM is not intended for use with a stand-alone web server. If you want to set up a stand-
alone secure server on an Amazon EC2 instance, the following tutorial has instructions:
Configure SSL/TLS on Amazon Linux 2023.

Topics

Supported Regions

Pricing for AWS Certificate Manager

AWS Certificate Manager concepts

What is the right AWS certificate service for my needs?

Supported Regions

ACM supports IPv4 and IPv6 on public endpoints. Visit AWS Regions and Endpoints in the AWS
General Reference or the AWS Region Table to see the regional availability for ACM.

Certificates in ACM are regional resources. To use a certificate with Elastic Load Balancing for the
same fully qualified domain name (FQDN) or set of FQDNs in more than one AWS region, you must
request or import a certificate for each region. For certificates provided by ACM, this means you
must revalidate each domain name in the certificate for each region. You cannot copy a certificate
between regions.

Supported Regions Version 1.0 1
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To use an ACM certificate with Amazon CloudFront, you must request or import the certificate
in the US East (N. Virginia) region. ACM certificates in this region that are associated with a
CloudFront distribution are distributed to all the geographic locations configured for that
distribution.

Pricing for AWS Certificate Manager

You are not subject to an additional charge for SSL/TLS certificates that you manage with AWS
Certificate Manager. You pay only for the AWS resources that you create to run your website or
application. For the latest ACM pricing information, see the AWS Certificate Manager Service

Pricing page on the AWS website.

AWS Certificate Manager concepts

This section provides definitions of concepts used by AWS Certificate Manager.

Topics
o ACM Certificate
e ACM Root CAs

« Apex Domain
o Asymmetric Key Cryptography

o Certificate Authority

« Certificate Transparency Logging

o Domain Name System

« Domain Names

« Encryption and Decryption
o Fully Qualified Domain Name (FQDN)
» Hypertext Transfer Protocol (HTTP)

o Public Key Infrastructure (PKI)

+ Root Certificate

» Secure Sockets Layer (SSL)
e Secure HTTPS
e SSL Server Certificates

o Symmetric Key Cryptography
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« Transport Layer Security (TLS)

e Trust

ACM Certificate

ACM generates X.509 version 3 certificates. Each is valid for 198 days and contains the following
extensions.

» Basic Constraints- specifies whether the subject of the certificate is a certification authority (CA)

» Authority Key Identifier- enables identification of the public key corresponding to the private
key used to sign the certificate.

» Subject Key Identifier- enables identification of certificates that contain a particular public key.
« Key Usage- defines the purpose of the public key embedded in the certificate.

» Extended Key Usage- specifies one or more purposes for which the public key may be used in
addition to the purposes specified by the Key Usage extension.

/A Important

Effective June 11, 2025 AWS Certificate Manager no longer issues certificates with the
"TLS Web Client Authentication" (clientAuth) extended key usage (EKU) to align with new
browser requirements for website certificates.

» CRL Distribution Points- specifies where CRL information can be obtained.

The plaintext of an ACM-issued certificate resembles the following example:

Certificate:
Data:
Version: 3 (0x2)
Serial Number:
f2:16:ad:85:d8:42:d1:8a:3f:33:fa:cc:c8:50:a8:9¢
Signature Algorithm: sha256WithRSAEncryption
Issuer: O=Example CA
Validity
Not Before: Jan 30 18:46:53 2018 GMT
Not After : Jan 31 19:46:53 2018 GMT
Subject: C=US, ST=VA, L=Herndon, 0=Amazon, OU=AWS, CN=example.com
Subject Public Key Info:
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Signature Algorithm:
03:
60:
f0o:
3c:
6d:
b0:

69:
69:
8d:
76:
cb:
di:

Public Key Algorithm: rsaEncryption
Public-Key: (2048 bit)
Modulus:

00:
69:
e3:
az2:
43
08:
03:
b5:
ak:
05:
bc:
68:
02:
5a:
59:
40:
e2:
08:

ba:
4e:
94
ca
20:
26:
96:
b6:
77:
Ch:
32:
09:
3.
15
25:
6d:
bf:
73

Exponent:
X509v3 extensions:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Authority Key Identifier:
keyid:84:8C:AC:03:A2:38:D9:B6:81:7C:DF:F1:95:C3:28:31:D5:F7:88:42
X509v3 Subject Key Identifier:

97:06:15:F1:EA:EC:07:83:4C:19:A9:2F:AF:BA:BB:FC:B2:3B:55:D8

a6:
e9:
of:

:0a:

ef:
73:
6d:
36:
96:
56:
7.
75:
3e:

:68:

ed:
3a
c9:

655

8a:
ea
a6:
b2:
2c:
f8:
d5:
86:
3f:
az2:
50:
19:
01:
75
37:

:55:

b7:

37

aa

85:
dd:
07:
ab6:
3f:
7c:
cO:
44
6a
4b:
83:

142

8e:
36:
fe:

:91:
:26:

04:
41:
7f:
5a
d7:
ff:
36:
96:
72:

:e9:

ac:
8d:
3e
af:
8e:
22:

0b:
d5:
6b:
co:

ieh:

22:
18:
65:
e2:
6f:
42:
c6:
16:

:f0:
:6d:

6a
60:
Se:

(0x10001)

X509v3 Key Usage: critical
Digital Signature, Key Encipherment
X509v3 Extended Key Usage:
TLS Web Server Authentication
X509v3 CRL Distribution Points:
Full Name:
URI:http://example.com/crl

15:
a7:
8f:
9d:
cd:
7e:

Oc:
33:
b5:
da:
do:

ba

4a

fb:

df:
35:
e2:
:80:

a9:
fh4:
78:
a2:
2f:
99:

S9a

39:
74
al:
e2:
16:

a3:
88:
5b:
1f:
26:
:5f:

30:
c6:
02:
29:
19:
dd:

63:
b6:
18:
11:
cd:
92:

b2:
b6:
72:
67:
f7:
b0:

63:
31:
8e:
57:
1f:
c2:
a6:
6f:
02:
8a
f5:
33:
f6:
od:

5b:
2a

d4:
b8:
65:
80:
26:
bb:

e8:08:
54:f5:
a3:cl:
53:0b:
dl:25:
4f : 4F:
0b:36:
2e:82:
94:64:

:8a:al:

f4:lc:
90:97:
40:39:
54:16:
99:0a
d6:0d:

:f6:f3:

sha256WithRSAEncryption

fb:cc:
ab:32:
bb:53:
29:b9:
c5:dc:
0c:32:

de:
ec:
c8:
of :
24
86:
c5:
73:
f0:
f3:
9a
8c:
21:
ed:

:8d:

b4:
42

:7a

8f:
c2:
af:
fe:
81:
dd:

ca
cb:
cO:
bs4:
4a
72:
4f:
1f:
3a
ee:

od:
be:
9a
7d:
06:
bb:

48:
ao:
2f:
c9:
40:
68:

:e7:

be:
3f:
70:

:81:

Qe:
78:
c7/:

:df:

34

74

dl:
1la

78:

as:
94

3a

as:
98:

42
3b:
69:

59:
af:
1lc:
78:
ab:
11:
bc:
95:
e0:
47:
1d:
eb:

172
:8f:

94:
of:
ac:
3e:

ak:
27:
ac:
d5:
d5:
95:
51:
85:
76:
14:
e5:
8a:
d8:
ec:
ea:
ab:
b7:

46:
c6:

143

52:
e3:
08:
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e9:
17:
94

8a

03:
44
a3:
8e:
12:

3c:
da:
27:
:6e:
e5:
8a:
04
3.
b9:

41:
80:
62:

6a
3a

cl:
al:
a7:
35:

ACM Root CAs

2f:
41:
84:
:9d:
:90:
fb:
dl:
as:

d5

15:
15:
ds:
ad:
8c:
9c:
1lc:
77:

a7’:
75:
98:
b8:
bc:
33:
46:
26:

53:
ed:
6f:
76:
76:
75:
57:
71:

78:
c3:
90:
7b:
c9:
fe:
41:
74

4d:
d4:
le:

9a

96:
a6:
08:
c2:

33:
b5:
9c:
:5f:
f0o:
08:
40:

Qa

45:
e3:
e0:
di:

4a

d3:
bl:
:5b:

17:
48:
0b:
a5:
:31:
89:
38:
9e:

3e:
8d:

fa

4f:
65:
81:
f9:

Ccc

f2:
b5:
:94:
do:
60:
b0:
57:
:d5:

f1:
od:
cc:
b7:
ds:
6f:
62:
2c:

45:
86:
9c:
07:
10:
c3:
97:
c5:

6b:
da:
ee:
f8:
fc:
04 :
10:
27:

e7:
7d:
3a:
1lc:
36:
ob:
42:
c3:

The public end-entity certificates issued by ACM derive their trust from the following Amazon root

CAs:

Distinguished name

CN=Amazon Root CA 1,0=Amazon,C=US

CN=Amazon Root CA 2,0=Amazon,C=US

CN=Amazon Root CA 3,0=Amazon,C=US

CN=Amazon Root CA 4,0=Amazon,C=US

Encryption algorithm
2048-bit RSA (RSA_2048)
4096-bit RSA (RSA_4096)

Elliptic Prime Curve 256 bit (EC_prime2

56v1 )

Elliptic Prime Curve 384 bit (EC_secp384rl )

The default root of trust for ACM-issued certificates is CN=Amazon Root CA 1,0=Amazon,C=US,
which offers 2048-bit RSA security. The other roots are reserved for future use. All of the roots are

cross-signed by the Starfield Services Root Certificate Authority certificate.

For more information, see Amazon Trust Services.

Apex Domain

See Domain Names.

ACM Root CAs
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Asymmetric Key Cryptography

Unlike Symmetric Key Cryptography, asymmetric cryptography uses different but mathematically
related keys to encrypt and decrypt content. One of the keys is public and is typically made
available in an X.509 v3 certificate. The other key is private and is stored securely. The X.509
certificate binds the identity of a user, computer, or other resource (the certificate subject) to the
public key.

ACM certificates are X.509 SSL/TLS certificates that bind the identity of your website and the
details of your organization to the public key that is contained in the certificate. ACM uses your
AWS KMS key to encrypt the private key. For more information, see Security for certificate private

keys.

Certificate Authority

A certificate authority (CA) is an entity that issues digital certificates. Commercially, the most
common type of digital certificate is based on the ISO X.509 standard. The CA issues signed digital
certificates that affirm the identity of the certificate subject and bind that identity to the public key
contained in the certificate. A CA also typically manages certificate revocation.

Certificate Transparency Logging

To guard against SSL/TLS certificates that are issued by mistake or by a compromised CA, some
browsers require that public certificates issued for your domain be recorded in a certificate
transparency log. The domain name is recorded. The private key is not. Certificates that are not
logged typically generate an error in the browser.

You can monitor the logs to make sure that only certificates you have authorized have been issued
for your domain. You can use a service such as Certificate Search to check the logs.

Before the Amazon CA issues a publicly trusted SSL/TLS certificate for your domain, it submits the
certificate to at least three certificate transparency log servers. These servers add the certificate to
their public databases and return a signed certificate timestamp (SCT) to the Amazon CA. The CA
then embeds the SCT in the certificate, signs the certificate, and issues it to you. The timestamps
are included with other X.509 extensions.

X509v3 extensions:

CT Precertificate SCTs:

Asymmetric Key Cryptography Version 1.0 6
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Signed Certificate Timestamp:
Version 1 v1(0)
Log ID : BB:D9:DF:...8E:1E:D1:85
Timestamp : Apr 24 23:43:15.598 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...18:CB:79:2F
Signed Certificate Timestamp:
Version : v1(0)
Log ID : 87:75:BF:...A0:83:0F
Timestamp : Apr 24 23:43:15.565 2018 GMT
Extensions: none
Signature : ecdsa-with-SHA256
30:45:02:...29:8F:6C

Certificate transparency logging is automatic when you request or renew a certificate unless you
choose to opt out. For more information about opt out, see Opting out of certificate transparency

loggina.

Domain Name System

The Domain Name System (DNS) is a hierarchical distributed naming system for computers and
other resources connected to the internet or a private network. DNS is primarily used to translate
textual domain names, such as aws.amazon.com, into numerical IP (Internet Protocol) addresses
of the form 111.122.133.144. The DNS database for your domain, however, contains a number
of records that can be used for other purposes. For example, with ACM you can use a CNAME record
to validate that you own or control a domain when you request a certificate. For more information,
see AWS Certificate Manager DNS validation.

Domain Names

A domain name is a text string such as www.example. com that can be translated by the Domain
Name System (DNS) into an IP address. Computer networks, including the internet, use IP
addresses rather than text names. A domain name consists of distinct labels separated by periods:

TLD

The rightmost label is called the top-level domain (TLD). Common examples include . com, . net,
and . edu. Also, the TLD for entities registered in some countries is an abbreviation of the country
name and is called a country code. Examples include . uk for the United Kingdom, . ru for Russia,
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and . fr for France. When country codes are used, a second-level hierarchy for the TLD is often
introduced to identify the type of the registered entity. For example, the . co.uk TLD identifies
commercial enterprises in the United Kingdom.

Apex domain

The apex domain name includes and expands on the top-level domain. For domain names

that include a country code, the apex domain includes the code and the labels, if any, that
identify the type of the registered entity. The apex domain does not include subdomains (see the
following paragraph). In www.example. com, the name of the apex domain is example.com. In
www .example.co.uk, the name of the apex domain is example. co.uk. Other names that are
often used instead of apex include base, bare, root, root apex, or zone apex.

Subdomain

Subdomain names precede the apex domain name and are separated from it and from each other
by a period. The most common subdomain name is www, but any name is possible. Subdomain
names can also have multiple levels. For example, in jake.dog.animals.example. com, the
subdomains are jake, dog, and animals in that order.

Superdomain
The domain to which a subdomain belongs.
FQDN

A fully qualified domain name (FQDN) is the complete DNS name for a computer, website, or other
resource connected to a network or to the internet. For example aws.amazon. com is the FQDN
for Amazon Web Services. An FQDN includes all domains up to the top-level domain. For example,
[subdomaini].[subdomain,]...[subdomain,].[apex domain].[top-level domain]
represents the general format of an FQDN.

PQDN

A domain name that is not fully qualified is called a partially qualified domain name (PQDN) and
is ambiguous. A name such as [subdomain;.subdomain,.] is a PQDN because the root domain
cannot be determined.

Encryption and Decryption

Encryption is the process of providing data confidentiality. Decryption reverses the process and
recovers the original data. Unencrypted data is typically called plaintext whether it is text or not.
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Encrypted data is typically called ciphertext. HTTPS encryption of messages between clients and
servers uses algorithms and keys. Algorithms define the step-by-step procedure by which plaintext
data is converted into ciphertext (encryption) and ciphertext is converted back into the original
plaintext (decryption). Keys are used by algorithms during the encryption or decryption process.
Keys can be either private or public.

Fully Qualified Domain Name (FQDN)

See Domain Names.

Hypertext Transfer Protocol (HTTP)

The Hypertext Transfer Protocol (HTTP) is the foundation of data communication on the World
Wide Web. It's an application-layer protocol that enables the exchange of various content types.
HTTP operates on a client-server model, where web browsers typically act as clients requesting
resources from web servers. As a stateless protocol, HTTP treats each request independently,
without retaining information from previous requests.

In the context of ACM, HTTP can be used for domain validation when issuing SSL/TLS certificates.
This process involves ACM sending specific HTTP requests to verify domain ownership. The server's
ability to respond correctly to these requests demonstrates control over the domain.

Unlike email or DNS-validated certificates, ACM customers can't issue HTTP-validated certificates
directly from ACM. Instead, these certificates are automatically issued and managed as part of
the CloudFront provisioning process. Customers can use ACM to view, monitor, and manage these
certificates, but the initial issuance is handled by the integration between ACM and CloudFront.

While HTTP is widely used, it's important to note that it transmits data in plain text. For secure
communication, HTTPS (HTTP Secure) is used, which encrypts the data using SSL/TLS protocols.
For more information on secure communications, see Secure HTTPS.

Public Key Infrastructure (PKI)

Public Key Infrastructure (PKI) is a system of processes, technologies, and policies that enables
secure communication over public networks. In the context of ACM, PKI plays a crucial role in the
issuance, management, and validation of digital certificates. PKI uses a pair of cryptographic keys: a
public key that is freely distributed, and a private key that is kept secret by the owner. This system
allows for secure data transmission, digital signatures, and authentication of digital entities.
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ACM implements several key components of PKI. It acts as a Certificate Authority (CA), a trusted
third party that issues digital certificates, binding public keys to entities such as domains or
organizations. ACM issues X.509 certificates, which contain information about the entity, its public
key, and the certificate's validity period. It also handles the complete lifecycle of certificates,
including issuance, renewal, and revocation. To ensure the legitimacy of certificate requests,

ACM supports various methods to validate domain ownership, such as DNS validation and HTTP
validation.

By leveraging PKI, ACM enables secure HTTPS connections, digital signatures, and encrypted
communication for AWS resources and applications. This infrastructure is essential for maintaining
the confidentiality, integrity, and authenticity of data transmitted over the internet. For more
information on how ACM implements PKI, see Getting started with AWS Certificate Manager

certificates.

Root Certificate

A certificate authority (CA) typically exists within a hierarchical structure that contains multiple
other CAs with clearly defined parent-child relationships between them. Child or subordinate CAs
are certified by their parent CAs, creating a certificate chain. The CA at the top of the hierarchy is
referred to as the root CA, and its certificate is called the root certificate. This certificate is typically
self-signed.

Secure Sockets Layer (SSL)

Secure Sockets Layer (SSL) and Transport Layer Security (TLS) are cryptographic protocols that
provide communication security over a computer network. TLS is the successor of SSL. They
both use X.509 certificates to authenticate the server. Both protocols negotiate a symmetric key
between the client and the server that is used to encrypt data flowing between the two entities.

Secure HTTPS

HTTPS stands for HTTP over SSL/TLS, a secure form of HTTP that is supported by all major
browsers and servers. All HTTP requests and responses are encrypted before being sent across a
network. HTTPS combines the HTTP protocol with symmetric, asymmetric, and X.509 certificate-
based cryptographic techniques. HTTPS works by inserting a cryptographic security layer below
the HTTP application layer and above the TCP transport layer in the Open Systems Interconnection
(OSI) model. The security layer uses the Secure Sockets Layer (SSL) protocol or the Transport Layer
Security (TLS) protocol.
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SSL Server Certificates

HTTPS transactions require server certificates to authenticate a server. A server certificate is an
X.509 v3 data structure that binds the public key in the certificate to the subject of the certificate.
An SSL/TLS certificate is signed by a certificate authority (CA) and contains the name of the server,
the validity period, the public key, the signature algorithm, and more.

Symmetric Key Cryptography

Symmetric key cryptography uses the same key to both encrypt and decrypt digital data. See also
Asymmetric Key Cryptography.

Transport Layer Security (TLS)

See Secure Sockets Layer (SSL).

Trust

In order for a web browser to trust the identity of a website, the browser must be able to verify the
website's certificate. Browsers, however, trust only a small number of certificates known as CA root
certificates. A trusted third party, known as a certificate authority (CA), validates the identity of the
website and issues a signed digital certificate to the website's operator. The browser can then check
the digital signature to validate the identity of the website. If validation is successful, the browser
displays a lock icon in the address bar.

What is the right AWS certificate service for my needs?

AWS offers two options to customers deploying managed X.509 certificates. Choose the best one
for your needs.

1. AWS Certificate Manager (ACM)—This service is for enterprise customers who need a secure
web presence using TLS. ACM certificates are deployed through Elastic Load Balancing, Amazon
CloudFront, Amazon APl Gateway, and other integrated AWS services. The most common

application of this kind is a secure public website with significant traffic requirements. ACM also
simplifies security management by automating the renewal of expiring certificates. You are in
the right place for this service.

2. AWS Private CA—This service is for enterprise customers building a public key infrastructure
(PKI) inside the AWS cloud and intended for private use within an organization. With AWS
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Private CA, you can create your own certificate authority (CA) hierarchy and issue certificates
with it for authenticating users, computers, applications, services, servers, and other devices.
Certificates issued by a private CA cannot be used on the internet. For more information, see the

AWS Private CA User Guide.
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Getting started with AWS Certificate Manager certificates

ACM manages public, private, and imported certificates. Certificates are used to establish secure
communications across the internet or within an internal network. You can request a publicly
trusted certificate directly from ACM (an "ACM certificate"), import a publicly trusted certificate
issued by a third party. Self-signed certificates are also supported. To provision your organization's
internal PKI, you can issue ACM certificates signed by a private certificate authority (CA) created
and managed by AWS Private CA. The CA may either reside in your account or be shared with you
by a different account.

® Note

Public ACM certificates can be installed on Amazon EC2 instances that are connected to a
Nitro Enclave. You can also export a public certificate to use on any Amazon EC2 instance.

For information about setting up a standalone web server on an Amazon EC2 instance not
connected to a Nitro Enclave, see Tutorial: Install a LAMP web server on Amazon Linux 2 or
Tutorial: Install a LAMP web server with the Amazon Linux AMI.

(® Note

Because certificates signed by a private CA are not trusted by default, administrators must
install them in client trust stores.

To begin issuing certificates, sign into the AWS Management Console and open the ACM console
at https://console.aws.amazon.com/acm/home. If the introductory page appears, choose Get
Started. Otherwise, choose Certificate Manager or Private CAs in the left navigation pane.

Topics

« Set up to use AWS Certificate Manager

Set up to use AWS Certificate Manager

With AWS Certificate Manager (ACM) you can provision and manage SSL/TLS certificates for
your AWS based websites and applications. You use ACM to create or import and then manage
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a certificate. You must use other AWS services to deploy the certificate to your website or
application. For more information about the services integrated with ACM, see Services integrated

with ACM. The following sections discuss the steps you need to perform before using ACM.

Topics

Sign up for an AWS account

Create a user with administrative access

Register a domain name for ACM

(Optional) Configure a CAA record

Sign up for an AWS account

If you do not have an AWS account, complete the following steps to create one.
To sign up for an AWS account

1. Open https://portal.aws.amazon.com/billing/signup.

2. Follow the online instructions.

Part of the sign-up procedure involves receiving a phone call or text message and entering a
verification code on the phone keypad.

When you sign up for an AWS account, an AWS account root user is created. The root user
has access to all AWS services and resources in the account. As a security best practice, assign
administrative access to a user, and use only the root user to perform tasks that require root

user access.

AWS sends you a confirmation email after the sign-up process is complete. At any time, you can
view your current account activity and manage your account by going to https://aws.amazon.com/
and choosing My Account.

Create a user with administrative access

After you sign up for an AWS account, secure your AWS account root user, enable AWS IAM Identity
Center, and create an administrative user so that you don't use the root user for everyday tasks.
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Secure your AWS account root user

1. Signin to the AWS Management Console as the account owner by choosing Root user and
entering your AWS account email address. On the next page, enter your password.

For help signing in by using root user, see Signing in as the root user in the AWS Sign-In User
Guide.

2. Turn on multi-factor authentication (MFA) for your root user.

For instructions, see Enable a virtual MFA device for your AWS account root user (console) in
the IAM User Guide.

Create a user with administrative access

1. Enable IAM Identity Center.

For instructions, see Enabling AWS IAM Identity Center in the AWS IAM Identity Center User
Guide.

2. InIAM lIdentity Center, grant administrative access to a user.

For a tutorial about using the IAM Identity Center directory as your identity source, see
Configure user access with the default IAM Identity Center directory in the AWS IAM Identity
Center User Guide.

Sign in as the user with administrative access

« Tosign in with your IAM Identity Center user, use the sign-in URL that was sent to your email
address when you created the IAM Identity Center user.

For help signing in using an IAM Identity Center user, see Signing in to the AWS access portal in
the AWS Sign-In User Guide.

Assign access to additional users

1. In 1AM Identity Center, create a permission set that follows the best practice of applying least-
privilege permissions.

For instructions, see Create a permission set in the AWS IAM Identity Center User Guide.
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2. Assign users to a group, and then assign single sign-on access to the group.

For instructions, see Add groups in the AWS IAM Identity Center User Guide.

Register a domain name for ACM

A fully qualified domain name (FQDN) is the unique name of an organization or individual on the
Internet followed by a top-level domain extension such as .com or .ozrg. If you do not already
have a registered domain name, you can register one through Amazon Route 53 or dozens of other
commercial registrars. Typically you go to the registrar's website and request a domain name.
Domain name registration usually lasts for a set period of time such as one or two years before it
must be renewed.

For more information about registering domain names with Amazon Route 53, see Registering
Domain Names Using Amazon Route 53 in the Amazon Route 53 Developer Guide.

(Optional) Configure a CAA record

A CAA record specifies which certificate authorities (CAs) are allowed to issue certificates for

a domain or subdomain. Creating a CAA record for use with ACM helps to prevent the wrong
CAs from issuing certificates for your domains. A CAA record isn't a substitute for the security
requirements that are specified by your certificate authority, such as the requirement to validate
that you're the owner of a domain.

After ACM validates your domain during the certificate request process, it checks for the presence
of a CAA record to make sure it can issue a certificate for you. Configuring a CAA record is optional.

Use the following values when you configure your CAA record:
flags

Specifies whether the value of the tag field is supported by ACM. Set this value to 0.
tag

The tag field can be one of the following values. Note that the iodef field is currently ignored.

issue

Indicates that the ACM CA that you specify in the value field is authorized to issue a
certificate for your domain or subdomain.
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issuewild

value

Indicates that the ACM CA that you specified in the value field is authorized to issue

a wildcard certificate for your domain or subdomain. A wildcard certificate applies to
the domain or subdomain and all of its subdomains. Note that if you plan to use HTTP
validation, this setting won't apply because HTTP validation doesn't support wildcard
certificates. Use DNS or email validation instead for wildcard certificates.

The value of this field depends on the value of the tag field. You must enclose this value in

quotation marks ("").

When tag is issue

The value field contains the CA domain name. This field can contain the name of a CA other
than an Amazon CA. However, if you do not have a CAA record that specifies one of the
following four Amazon CAs, ACM cannot issue a certificate to your domain or subdomain:

¢ amazon.com
¢ amazontrust.com
e awstrust.com

e dimazonaws.com

The value field can also contain a semicolon (;) to indicate that no CA should be permitted to
issue a certificate for your domain or subdomain. Use this field if you decide at some point
that you no longer want a certificate issued for a particular domain.

When tag is issuewild

The value field is the same as that for when tag is issue except that the value applies to
wildcard certificates.

When there is an issuewild CAA record present that does not include an ACM CA value, then
no wild cards can be issued by ACM. If there is no issuewild present, but there is an issue
CAA record for ACM, then wild cards may be issued by ACM.

Example CAA Record Examples

In the following examples, your domain name comes first followed by the record type (CAA). The
flags field is always 0. The tags field can be issue or issuewild. If the field is issue and you type the
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domain name of a CA server in the value field, the CAA record indicates that your specified server
is permitted to issue your requested certificate. If you type a semicolon ";" in the value field, the
CAA record indicates that no CA is permitted to issue a certificate. The configuration of CAA records
varies by DNS provider.

/A Important

If you plan to use HTTP validation with CloudFront, you don't need to configure issuewild
records because HTTP validation doesn't support wildcard certificates. For wildcard
certificates, use DNS or email validation instead.

Domain Record type Flags Tag Value

example.com. CAA 0 issue "SomeCA.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "amazon.com"
Domain Recoxrd type Flags Tag Value

example.com. CAA ] issue "amazontrust.com"
Domain Record type Flags Tag Value

example.com. CAA 0 issue "awstrust.com"
Domain Record type Flags Tag Value

example.com. CAA ] issue "amazonaws.com"
Domain Record type Flags Tag Value

example.com CAA 0 issue ",

For more information about how to add or modify DNS records, check with your DNS provider.
Route 53 supports CAA records. If Route 53 is your DNS provider, see CAA Format for more
information about creating a record.
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AWS Certificate Manager public certificates

After you request a public certificate you must validate domain ownership, as described in Validate
domain ownership for AWS Certificate Manager public certificates.

Public ACM certificates follow the X.509 standard and are subject to the following restrictions:

« Names: You must use DNS-compliant subject names. For more information, see Domain Names.

« Algorithm: For encryption, the certificate private key algorithm must be either 2048-bit RSA,
256-bit ECDSA, or 384-bit ECDSA.

« Expiration: Each certificate is valid for 198 days.

» Renewal: ACM attempts to renew a public certificate automatically 45 days before expiration.

(® Note

Public ACM certificates can be installed on Amazon EC2 instances that are connected to a
Nitro Enclave. You can also export a public certificate to use on any Amazon EC2 instance.

For information about setting up a standalone web server on an Amazon EC2 instance not
connected to a Nitro Enclave, see Tutorial: Install a LAMP web server on Amazon Linux 2 or

Tutorial; Install a LAMP web server with the Amazon Linux AMI.

Administrators can use ACM Conditional Key Policies to control how end users issue new
certificates. These Conditional keys allow restrictions to be placed on domains, validation methods,
and other attributes related to a certificate request. If you encounter problems when requesting a
certificate, see Troubleshoot certificate requests.

To request a certificate for a private PKI using AWS Private CA, see Request a private certificate in
AWS Certificate Manager.

Topics

AWS Certificate Manager public certificate characteristics and limitations

Request a public certificate in AWS Certificate Manager

AWS Certificate Manager exportable public certificates

Validate domain ownership for AWS Certificate Manager public certificates
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AWS Certificate Manager public certificate characteristics and
limitations

Public certificates provided by ACM have the following characteristics and limitations. These apply
only to certificates provided by ACM. They might not apply to imported certificates.

Browser and application trust

ACM certificates are trusted by all major browsers including Google Chrome, Microsoft Edge,
Mozilla Firefox, and Apple Safari. Browsers display a lock icon when connected by TLS to sites
using ACM certificates. Java also trusts ACM certificates.

Certificate authority and hierarchy

Public certificates requested through ACM come from Amazon Trust Services, an Amazon-

managed public certificate authority (CA). Amazon Root CAs 1 to 4 are cross-signed by Starfield
G2 Root Certificate Authority — G2. Starfield root is trusted on Android (later Gingerbread
versions) and iOS (version 4.1+). Amazon roots are trusted by iOS 11+. Browsers, applications,
or OSes including Amazon or Starfield roots will trust ACM public certificates.

ACM issues leaf or end-entity certificates to customers through intermediate CAs, randomly
assigned based on the certificate type (RSA or ECDSA). ACM doesn't provide intermediate CA
information due to this random selection.

Domain Validation (DV)

ACM certificates are domain validated, identifying only a domain name. When requesting an
ACM certificate, you must prove ownership or control of all specified domains. You can validate
ownership using email or DNS. For more information, see AWS Certificate Manager email
validation and AWS Certificate Manager DNS validation.

HTTP validation

ACM supports HTTP validation for domain ownership verification when issuing public TLS
certificates for use with CloudFront. This method uses HTTP redirects to prove domain
ownership and offers automatic renewal similar to DNS validation. HTTP validation is currently
only available through the CloudFront Distribution Tenants feature.

HTTP redirect

For HTTP validation, ACM provides a RedirectFrom URL and a RedirectTo URL. You must
set up a redirect from RedirectFromto RedirectTo to demonstrate domain control. The
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RedirectFrom URL includes the validated domain, while RedirectTo points to an ACM-
controlled location in the CloudFront infrastructure containing a unique validation token.

Managed by

Certificates in ACM managed by another service show that service's identity in the ManagedBy
field. For certificates using HTTP validation with CloudFront, this field displays "CLOUDFRONT".
These certificates can only be used through CloudFront. The ManagedBYy field appears in the
DescribeCertificate and ListCertificates APIs, and on the certificates inventory and details
pages in the ACM console.

The ManagedBy field is mutually exclusive with the "Can be used with" attribute. For
CloudFront-managed certificates, you can't add new usages through other AWS services. You
can only use these certificates with more resources through the CloudFront API.

Intermediate and root CA rotation

Amazon may discontinue an intermediate CA without notice to maintain a resilient certificate
infrastructure. These changes don't impact customers. For more information, see "Amazon
introduces dynamic intermediate certificate authorities".

If Amazon discontinues a root CA, the change will occur as quickly as needed. Amazon will use
all available methods to notify AWS customers, including the Health Dashboard, email, and
outreach to technical account managers.

Firewall access for revocation

Revoked end-entity certificates use OCSP and CRLs to verify and publish revocation
information. Some customer firewalls may need additional rules to allow these mechanisms.

Use these URL wildcard patterns to identify revocation traffic:

« OCSP

http://ocsp.*.amazontrust.com

« CRL

http://crl.*.amazontrust.com/*.crl
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An asterisk (*) represents one or more alphanumeric characters, a question mark (?) represents a
single alphanumeric character, and a hash mark (#) represents a numeral.

Key algorithms

Certificates must specify an algorithm and key size. ACM supports these RSA and ECDSA public
key algorithms:

» RSA 1024 bit (RSA_1024)
RSA 2048 bit (RSA_2048)*

« RSA 3072 bit (RSA_3072)

« RSA 4096 bit (RSA_4096)

» ECDSA 256 bit (EC_prime256v1)*
« ECDSA 384 bit (EC_secp38411)*
o ECDSA 521 bit (EC_secp521r1)

ACM can request new certificates using algorithms marked with an asterisk (*). Other algorithms
are for imported certificates only.

(® Note

For private PKI certificates signed by a AWS Private CA CA, the signing algorithm family
(RSA or ECDSA) must match the CA's secret key algorithm family.

ECDSA keys are smaller and more computationally efficient than RSA keys of comparable
security, but not all network clients support ECDSA. This table, adapted from NIST, compares
RSA and ECDSA key sizes (in bits) for equivalent security strengths:

Comparing security for algorithms and keys

Security strength RSA key size ECDSA key size
128 3072 256
192 7680 384
256 15360 521
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Security strength, as a power of 2, relates to the number of guesses needed to break the
encryption. For example, both a 3072-bit RSA key and a 256-bit ECDSA key can be retrieved
with no more than 2'%% guesses.

For help choosing an algorithm, see the AWS blog post How to evaluate and use ECDSA
certificates in AWS Certificate Manager.

/A Important

Integrated services allow only supported algorithms and key sizes for their resources.
Support varies based on whether the certificate is imported into IAM or ACM. For
details, see each service's documentation:

» For Elastic Load Balancing, see HTTPS Listeners for Your Application Load Balancer.

» For CloudFront, see Supported SSL/TLS Protocols and Ciphers.

Managed Renewal and Deployment

ACM manages the renewal and provisioning of ACM certificates. Automatic renewal helps
prevent downtime from misconfigured, revoked, or expired certificates. For more information,
see Managed certificate renewal in AWS Certificate Manager.

Multiple Domain Names

Each ACM certificate must include at least one fully qualified domain name (FQDN) and can
include additional names. For example, a certificate for www.example. com can also include
www .example.net. This applies to bare domains (zone apex or naked domains) too. You can
request a certificate for www.example.com and include example.com. For more information, see
AWS Certificate Manager public certificates.

Punycode

The following Punycode requirements for Internationalized Domain Names must be met:
1. Domain names beginning with the pattern "<character><character>--" must match "xn--"

2. Domain names beginning with "xn--" must also be valid Internationalized Domain Names.
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Punycode examples

Domain
Name

example.com

a--exampl
e.com

abc--exam
ple.com

XN--Xyz.com

XN--examp
le.com

ab--examp
le.com

Validity Period

Fulfills Fulfills

#1

n/a

n/a

n/a

Yes

Yes

No

#2

n/a

n/a

Yes

No

No

Allow¢ Note

v Does not start with "<charact
er><character>--"

v Does not start with "<charact
er><character>--"

v Does not start with "<charact
er><character>--"

v Valid Internationalized Domain Name

(resolves to f&.com)

X Not a valid Internationalized Domain
Name
X Must start with "xn--"

ACM certificates are valid for 198 days.

Wildcard Names

ACM allows an asterisk (*) in the domain name to create a wildcard certificate protecting

multiple sites in the same domain. For example, * .example.com protects www.example.com

and images.example.com.

In a wildcard certificate, the asterisk (*) must be leftmost in the domain name and protects

only one subdomain level. For instance, *.example.com protects login.example.com and

test.example.com, but not test.login.example.com. Also, *.example.com protects

only subdomains, not the bare or apex domain (example. com). You can request a certificate

for both a bare domain and its subdomains by specifying multiple domain names, such as

example.comand *.example.com.
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/A Important

If you use CloudFront, note that HTTP validation does not support wildcard certificates.
For wildcard certificates, you must use either DNS validation or email validation. We
recommend DNS validation because it supports automatic certificate renewal.

Request a public certificate in AWS Certificate Manager

You can request AWS Certificate Manager public certificates from the ACM console, AWS CLI, or
API. You can use these certificates with integrated AWS services or export them for use outside of
AWS Cloud.

The following list describes the differences between public certificates and exportable public
certificates.

Public certificates

Use ACM public certificates with integrated AWS services like Elastic Load Balancing, Amazon
CloudFront, and Amazon API Gateway. For more information, see Services integrated with ACM.

® Note
ACM public certificates created prior to June 17, 2025 cannot be exported.

Exportable public certificates

Exportable public certificates work with integrated AWS services and can also be used outside
AWS Cloud. For more information, see AWS Certificate Manager exportable public certificates
and Services integrated with ACM. You must create a new ACM public certificate and enable
exportable to be able to export the public certificate.

The following sections discuss how to request, export, and revoke a public ACM certificate.

Topics

» Request a public certificate using the console

« Request a public certificate using the CLI
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Request a public certificate using the console

To request an ACM public certificate (console)

1. Sign in to the AWS Management Console and open the ACM console at https://
console.aws.amazon.com/acm/home.

Choose Request a certificate.

2. In the Domain names section, type your domain name.

You can use a fully qualified domain name (FQDN), such as www.example. com, or a bare
or apex domain name such as example.com. You can also use an asterisk (*) as a wild card
in the leftmost position to protect several site names in the same domain. For example,

* ,example.com protects coxp.example.com, and images.example.com. The wildcard
name will appear in the Subject field and in the Subject Alternative Name extension of the
ACM certificate.

When you request a wildcard certificate, the asterisk (*) must be in the leftmost position of
the domain name and can protect only one subdomain level. For example, *.example.com
can protect login.example.com, and test.example.com, but it cannot protect
test.login.example.com. Also note that *.example.com protects only the subdomains
of example. com, it does not protect the bare or apex domain (example. com). To protect
both, see the next step.

(® Note

In compliance with RFC 5280, the length of the domain name (technically, the
Common Name) that you enter in this step cannot exceed 64 octets (characters),
including periods. Each subsequent Subject Alternative Name (SAN) that you provide,
as in the next step, can be up to 253 octets in length.

o To add another name, choose Add another name to this certificate and type the
name in the text box. This is useful for protecting both a bare or apex domain (such as
example.com) and its subdomains such as *.example.com).

3. If you want to create an ACM exportable public certificates, select the Enable export option.
You'll be able to access the certificate's private keys and use it outside AWS Cloud. For more
information, see AWS Certificate Manager exportable public certificates.
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4. In the Validation method section, choose either DNS validation - recommended or Email
validation, depending on your needs.

® Note

If you are able to edit your DNS configuration, we recommend that you use DNS
domain validation rather than email validation. DNS validation has multiple benefits
over email validation. See AWS Certificate Manager DNS validation.

Before ACM issues a certificate, it validates that you own or control the domain names in your
certificate request. You can use either email validation or DNS validation.

a. If you choose email validation, ACM sends validation email to the domain that you specify
in the domain name field. If you specify a validation domain, ACM sends the email to
that validation domain instead. For more information about email validation, see AWS
Certificate Manager email validation.

b. If you use DNS validation, you simply add a CNAME record provided by ACM to your DNS
configuration. For more information about DNS validation, see AWS Certificate Manager
DNS validation.

5. In the Key algorithm section, choose an algorithm.

6. Inthe Tags page, you can optionally tag your certificate. Tags are key-value pairs that serve
as metadata for identifying and organizing AWS resources. For a list of ACM tag parameters
and for instructions on how to add tags to certificates after creation, see Tag AWS Certificate

Manager resources.

When you finish adding tags, choose Request.

7. After the request is processed, the console returns you to your certificate list, where
information about the new certificate is displayed.

A certificate enters status Pending validation upon being requested, unless it fails for any of
the reasons given in the troubleshooting topic Certificate request fails. ACM makes repeated
attempts to validate a certificate for 72 hours and then times out. If a certificate shows status
Failed or Validation timed out, delete the request, correct the issue with DNS validation or
Email validation, and try again. If validation succeeds, the certificate enters status Issued.
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® Note

Depending on how you have ordered the list, a certificate you are looking for might
not be immediately visible. You can click the black triangle at right to change the
ordering. You can also navigate through multiple pages of certificates using the page
numbers at upper-right.

Request a public certificate using the CLI

Use the request-certificate command to request a new public ACM certificate on the command
line. Optional values for the validation method are DNS and EMAIL. Optional values for the key
algorithm are RSA_2048 (the default if the parameter is not explicitly provided), EC_prime256v1,
and EC_secp384r1.

aws acm request-certificate \

--domain-name www.example.com \

--key-algorithm EC_Prime256v1 \

--validation-method DNS \

--idempotency-token 1234 \

--options CertificateTransparencylLoggingPreference=DISABLED, Export=ENABLED

This command outputs the Amazon Resource Name (ARN) of your new public certificate.

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

AWS Certificate Manager exportable public certificates

AWS Certificate Manager exportable public certificates lets you provision, manage, and deploy
SSL/TLS certificates anywhere - including Amazon EC2 instances, containers, and on-premises
hosts. This feature extends ACM issued public certificates beyond integrated AWS services, giving
you centralized control over certificates across your entire infrastructure.

Benefits

The following outlines benefits of ACM exportable public certificates:
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« Simplified Certificate Management: Centrally manage certificates for all your resources with ACM.
« Faster Certificate Issuance: Access and use certificates in less time.

« Automated Renewals: ACM automatically handles certificate renewals and notifies you when new
certificates are ready for deployment. For more information, see Amazon EventBridge support
for ACM.

 Cost Effective: Pay only for the exportable public certificates you create.

 Flexible Deployment: Use certificates with any server or application that supports standard SSL/
TLS certificates.

How ACM exportable public certificates works

The following outlines how ACM exportable public certificates work:

1. Request an exportable certificate through ACM for your domain.
2. Validate domain ownership using DNS or email validation.

3. Export the certificate, private key, and certificate chain.

4. Deploy the certificate to your server or application.

5. ACM manages renewals and sends notifications when new certificates are available.

Security considerations

The following are security considerations when using ACM exportable public certificates. For more
information, see Data protection in AWS Certificate Manager.

» Protect exported private keys using secure storage and access controls.
« Use ACM's revocation feature if you suspect key compromise.

« Implement proper key rotation procedures when deploying renewed certificates.

Limitations

The following are some ACM certificate limitations:

« Certificates have a 198 days validity period.

« ACM renews certificates set to expire 45 days before their expiration date.
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« You must manage the deployment process for exported certificates.

Pricing

You are subject to an additional charge for exportable public SSL/TLS certificates that you create
with AWS Certificate Manager. For the latest ACM pricing information, see the AWS Certificate
Manager Service Pricing page on the AWS website.

Best practices
The following are some best practices when using ACM certificates:

« Once a certificate is renewed, you should begin using it immediately.
» Test and implement automated deployment processes for renewed certificates.

« Monitor certificate deployments using Amazon EventBridge metrics and alarms.

Export an AWS Certificate Manager public certificate

The following procedures walks you through how you can export an ACM public certificate in the
ACM console. Alternatively, you can use the export-certificate AWS CLI or ExportCertificate
API action.

® Note
ACM public certificates created prior to June 17, 2025 cannot be exported.

Export a public certificate (console)

1. Sign in to the AWS Management Console and open the ACM console at https://
console.aws.amazon.com/acm/.

2. Choose List certificates and select the checkbox of the certificate you want to export.

« Alternatively, you can select the certificate. In the certificate detail page, select Export.
Choose More actions and then choose Export.
4. Enter and confirm a passphrase for the private key.

You can download or copy the certificate files.
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® Note
In the ACM console, you're able to export .pem certificate files. You can convert
the .pem file to another file format, like .ppk. For more information, see this re:Post
article.

Export a public certificate (AWS CLI)

Use the export-certificate AWS CLI command or ExportCertificate APl action to export a
public certificate and private key. You must assign a passphrase when you run the command. For
added security, use a file editor to store your passphrase in a file, and then supply the passphrase
by supplying the file. This prevents your passphrase from being stored in the command history and
prevents others from seeing the passphrase as you type it in.

(@ Note

The file containing the passphrase must not end in a line terminator. You can check your
password file like this:

$ file -k passphrase.txt
passphrase.txt: ASCII text, with no line terminators

The following examples pipe the command output to jq to apply PEM formatting.

[Windows/Linux]$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| jg -t '"\(.Certificate)\(.CertificateChain)\(.PrivateKey)"'

This outputs a base64-encoded, PEM-format certificate, also containing the certificate chain and
encrypted private key, as in the following abbreviated example.

MIIDTDCCAjSgAwIBAgIRANWUFpqAl16g3IwStE3vVpTwwDQYIKoZIhvcNAQELBQAwW
EzERMA8GA1UECgwIdHIvbGIsb2wwHhcNMTkwNzESMTYXNTU1WhcNMjAwODESMT cx
NTU1WjAXMRUwWEwYDVQQDDAXx3d3cuc3B1ZHMuaW8wggEiMAOGCSqGSIb3DQEBAQUA
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8UNFQvNool1V+tICL4cwWOdLOkxpwkkKWtcEKkQUHE1v5Vn6HpbfFmxkdPEasoDhthH
FFWIf4/+V01lbDLgjU4HgtmV4IIDtgM9rG0Z42eFYmmc3eQ00GmigBBwwXp3j6hoi
74YM+igvtILnbYkPYhY9qz8h71HUmannS8j6YxmtpPY=

MIIC8zCCAdugAwIBAgIRAM/jQ/6h2/MI1NYWX3dDaZswDQYIKoZIhvcNAQELBQAw
EzZERMASGALUECgwIdHIvbGOsb2wwHhcNMTkwNjESMTKkONTE2WhcNMjkwNjESMjAQ
NTE2WjATMREwDwYDVQQKDAh®cm9sb2xvbDCCASIwDQYJIKoZIhvcNAQEBBQADggEP

j2PAOviqIXjwr@8Zo/rTy/8m6LAsmm3LVVYKLyPd1+KB6M/+H93Z71/Bs8ERqqga/
61fM6iw2JHtkW+q4WexvQSoqRXFhCZWbWPZTUpBS@d4/Y5q92S3iJLRa/1Q0d4Ul
tWZyqJ2rj2RL+h7CE71XIAM//0oHGcDDPaQBFD2DTisB/+ppGeDuB

MIIFKzBVBgkghkiG9w@BBQOwSDANBgkqhkiG9w@BBQwwGgQUMrZb7kZ18nTZg7aB
1zmaQh4vwloCAggAMBOGCWCGSAF1AwQBKgQQDViroIHStQgNOjR6NTUNUuwSCBNAN
IM4SG202YPUiddWeWmX/RKGg31IdE+AOWLTPskNCdCAHqdhOSqBwt65qUTZe3gBt

ZGipF/DobHDMkpwiaRR5sz6nG4wcki@ryYjAQrdGsR6EVVUUXADkrnrrxuHTWjF1
wEuqyd8X/ApkQsYFX/nhepOEIGWf8Xu@nrjQo77/evhGOsHXborGzgCIwKuimPVy
Fs5kw5mvEoe5DAe3rSKsSUJ1tM4Rag]j2WH+BCO4SZWNHB8kx fOC1E/GSLBCixv3v
+Lwq38CEJRQILdpta8NcLKnFBwmmVs90V/VXzNuHYg==

To output everything to a file, append the > redirect to the previous example, yielding the
following command:

$ aws acm export-certificate \
--certificate-arn arn:aws:acm:us-east-1:111122223333:certificate/certificate_ID \
--passphrase fileb://path-to-passphrase-file \
| 3g -t '""\(.Certificate)\(.CertificateChain)\(.PrivateKey)""' \
> /tmp/export.txt

Secure Kubernetes Workloads with ACM Certificates

You can use AWS Certificate Manager exportable public certificates with AWS Controllers for
Kubernetes (ACK) to issue and export public TLS certificates from ACM to your Kubernetes
workloads. This integration enables you to secure Amazon Elastic Kubernetes Service (Amazon
EKS) pods and terminate TLS at your Kubernetes Ingress. To get started, see the ACM Controller for
Kubernetes on GitHub.
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AWS Controllers for Kubernetes (ACK) extends the Kubernetes APl to manage AWS resources using
native Kubernetes manifests. The ACK service controller for ACM provides automated certificate
lifecycle management within your Kubernetes workflow. When you create an ACM Certificate
resource in Kubernetes, the ACK controller performs the following actions:

1. Requests a certificate from ACM, which generates the certificate signing request (CSR).

2. Waits for domain validation to complete and for ACM to issue the certificate.

3. If the exportTo field is specified, exports the issued certificate and private key and stores them
in your specified Kubernetes Secret.

4. If the exportTo field is specified and the certificate is eligible for renewal, updates the
Kubernetes Secret with renewed certificates before expiration.

Publicly issued certificates require domain validation before ACM can issue them. You can use the
ACK service controller for Amazon Route 53 to automatically create the required DNS validation
CNAME records in your hosted zone.

Certificate usage options

You can use ACM certificates with Kubernetes in a few ways:
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1. Load balancer termination (without export): Issue certificates through ACK and use them to
terminate TLS at an AWS load balancer. The certificate remains in ACM and is automatically
discovered by the AWS Load Balancer Controller. This approach does not require exporting the

certificate.

2. Ingress termination (with export): Export certificates from ACM and store them in Kubernetes
Secrets for TLS termination at the Ingress level. This enables you to use certificates directly

within your Kubernetes workloads.
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® Note

For use cases that require private certificates, see AWS Private CA Connector for

Kubernetes, a cert-manager plugin.

Prerequisites

Before you install the ACK service controller for ACM, ensure you have the following:

+ A Kubernetes cluster.

+ Helm installed.

« kubectl configured to communicate with your cluster.

« eksctl installed for configuring pod identity associations on EKS.

Install the ACK service controller for ACM

Use Helm to install the ACK service controller for ACM in your Amazon EKS cluster.

1.

4.

Create a namespace for the ACK controller.

$ kubectl create namespace ack-system --dry-run=client -o yaml | kubectl apply -f -

Create a pod identity association for the ACK controller. Replace CLUSTER_NAME with your
cluster name and REGION with your AWS Region.

$ eksctl create podidentityassociation --cluster CLUSTER_NAME --region REGION \
--namespace ack-system \
--create-service-account \
--service-account-name ack-acm-controller \
--permission-policy-arns arn:aws:iam::aws:policy/
AWSCertificateManagerFullAccess

Log in to the Amazon ECR Public registry.

$ aws ecr-public get-login-password --region us-east-1 | helm registry login --
username AWS --password-stdin public.ecr.aws

Install the ACK service controller for ACM. Replace REGION with your AWS Region.
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$ helm install -n ack-system ack-acm-controller oci://public.ecr.aws/
aws-controllers-k8s/acm-chart --set serviceAccount.create=false --set
serviceAccount.name=ack-acm-controller --set aws.region=REGION

5. Verify the controller is running.

$ kubectl get pods -n ack-system

For more information about pod identity associations, see EKS Pod Identity in the Amazon EKS User
Guide.

Example: Terminate TLS at the Ingress

The following example demonstrates how to export an ACM certificate and use it to terminate
TLS at the Kubernetes Ingress level. This configuration creates an ACM certificate, exports it to a
Kubernetes Secret, and configures an Ingress resource to use the certificate for TLS termination.

In this example:

» Secret is created to store the exported certificate (exported-cert-secret)

» The ACK Certificate resource requests a certificate from ACM for your domain and exports it to
the exported-cert-secret Secret.

« The Ingress resource references the exported-cert-secret to terminate TLS for incoming
traffic.

Replace ${HOSTNAME} with your domain name.

apiVersion: vl
kind: Secret
type: kubernetes.io/tls
metadata:
name: exported-cert-secret
namespace: demo-app
data:
tls.crt: ""
tls.key: ""

apiVersion: acm.services.k8s.aws/vlalphal

Secure Kubernetes Workloads Version 1.0 36


https://docs.aws.amazon.com//eks/latest/userguide/pod-identities.html

AWS Certificate Manager User Guide

kind: Certificate
metadata:
name: exportable-public-cert
namespace: demo-app
spec:
domainName: ${HOSTNAME}
options:
certificateTransparencylLoggingPreference: ENABLED
exportTo:
namespace: demo-app
name: exported-cert-secret
key: tls.crt
apiVersion: networking.k8s.io/v1
kind: Ingress
metadata:
name: ingress-traefik
namespace: demo-app
spec:
tls:
- hosts:
- ${HOSTNAME}
secretName: exported-cert-secret
ingressClassName: traefik

rules:
- host: ${HOSTNAME}
http:
paths:
- path: /
pathType: Prefix
backend:

service:
name: whoami

port:
number: 80

Once deployed, the ACK service controller for ACM automatically manages the certificate lifecycle,
including renewals. When ACM renews the certificate, the controller updates the exported-cert-
secret Secret with the new certificate, ensuring your Ingress continues to use valid certificates
without manual intervention.
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Revoke an AWS Certificate Manager public certificate

You can revoke an AWS Certificate Manager exportable public certificates using the ACM console,
AWS CLI, or API action.

/A Warning

After a certificate is revoked, you cannot reuse the certificate. Revoking a certificate is
permanent.

You may need to revoke a certificate to comply with your organization’s policies or mitigate key
compromise. A reason is required when revoking a certificate. The following reasons can be used:

Unspecified

Affiliation changed

Superseded

Cessation of operation

To learn more see, Amazon Trust Services Certificate Subscriber Agreement and Amazon Trust

Service.

AWS provides two services to check certificate revocations: Online Certificate Status Protocol
(OCSP) and certificate revocation list. With OCSP, the client queries an authoritative revocation
database that returns a status in real-time. OCSP depends on validation information embedded in
certificates.

Considerations

The following are considerations before revoking a certificate:

» You can only revoke certificates that were previously exported.

» You cannot revoke non-exportable public certificates. If you no longer need these certificate, you
should delete them instead.

« If you no longer need the certificate, you should delete certificates instead of revoking
certificates.
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» The certificate revocation process is global. All valid certificates you choose to revoke will be
revoked along with their associated ARNs.

« Certificate revocation is permanent. You can't retrieve revoked certificates to reuse.

o It can take up to 24 hours for certificate revocation to take effect.

Revoke a certificate (console)

The following procedure walks you through how you can revoke an ACM public or private
certificate.

1. Sign in to the AWS Management Console and open the ACM console at https://
console.aws.amazon.com/acm/.

2. Choose List certificates and select the checkbox of the certificate you want to revoke.

« Alternatively, you can select the certificate. In the certificate detail page, select Revoke.
Choose More actions and then choose Revoke.

4. Adialog box appears where you must provide a revoke reason, enter revoke, and then choose
Revoke.

Revoke a certificate (AWS CLI)

Use the revoke-certificate AWS CLI command or RevokeCertificate API action to revoke
an ACM public or private certificate. You can retrieve the certificate's ARN by calling the 1ist-
certificates command.

$ aws acm revoke-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234 \
--revocation-reason "UNSPECIFIED"

/A Warning

After a certificate is revoked, you cannot reuse the certificate. Revoking a certificate is
permanent.

The following would be the output for the revoke-certificate command.
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arn:aws:acm:us-east-1:111122223333:certificate/12345678-1234-1234-1234

Configure automatic renewal events

With AWS Certificate Manager exportable public certificates and Amazon EventBridge, you can
configure automatic certificate renewals events.

1. Set up an Amazon EventBridge event to monitor certificate renewals. For more information,
see Amazon EventBridge support for ACM.

2. Create automation to handle certificate deployment when renewals occur. For more
information, see Initiating actions with Amazon EventBridge in ACM.

3. Configure EventBridge events to alert you of any renewal or deployment failures.

Force certificate renewal

You can renew your ACM public and private certificates with the ACM console, renew-certificate

AWS CLI, or RenewCertificate APl action. You can only renew certificates that have been

previously exported.

/A Important

When you renew an ACM exportable public certificates, you're charged an additional fee.
For the latest ACM pricing information, see the AWS Certificate Manager Service Pricing
page on the AWS website.

Renew a certificate (console)

The following procedure walks you through how you can force the renewal of an ACM public or
private certificate.

1. Sign in to the AWS Management Console and open the ACM console at https://
console.aws.amazon.com/acm/.

2. Choose List certificates and select the checkbox of the certificate you want to renew.

« Alternatively, you can select the certificate. In the certificate detail page, select Renew.

3. Choose More actions and then choose Renew.
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4. A dialog box appears where you must enter renewand then choose Renew.

Renew a certificate (AWS CLI)

Use the renew-certificate AWS CLI command or RenewCertificate API action to renew

an ACM public or private certificate. You can retrieve the certificate's ARN by calling the 1ist-
certificates command. The renew-certificate command does not return a response.

$ aws acm renew-certificate \
--certificate-arn arn:aws:acm:us-
east-1:111122223333:certificate/12345678-1234-1234-1234-123456789012

Validate domain ownership for AWS Certificate Manager public
certificates

Before the Amazon certificate authority (CA) can issue a certificate for your site, AWS Certificate
Manager (ACM) must prove that you own or control all of the domain names that you specify in
your request. You can choose to prove your ownership with Domain Name System (DNS) validation,
email validation, or HTTP validation when you request a certificate.

(@ Note

Validation applies only to publicly trusted certificates issued by ACM. ACM does not validate
domain ownership for imported certificates or for certificates signed by a private CA. ACM

cannot validate resources in an Amazon VPC private hosted zone or any other private

domain. For more information, see Troubleshoot certificate validation.

We recommend using DNS validation over email validation for the following reasons:

« If you use Amazon Route 53 to manage your public DNS records, you can update your records
through ACM directly.

« ACM automatically renews DNS-validated certificates for as long as a certificate remains in use
and the DNS record is in place.

« Email-validated certificates require an action by the domain owner to be renewed. ACM begins
sending renewal notices 45 days before expiration. These notices go to one or more of the
domain's five common administrator addresses. The notifications contain a link that the domain
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owner can click for easy renewal. Once all listed domains are validated, ACM issues a renewed
certificate with the same ARN.

If you can't edit your domain's DNS database, you must use email validation instead.

HTTP validation is available for certificates used with CloudFront. This method uses HTTP redirects
to prove domain ownership and offers automatic renewal similar to DNS validation.

® Note

After you create a certificate with email validation, you cannot switch to validating it with
DNS. To use DNS validation, delete the certificate and then create a new one that uses DNS
validation.

Topics
« AWS Certificate Manager DNS validation

« AWS Certificate Manager email validation
o AWS Certificate Manager HTTP validation

AWS Certificate Manager DNS validation

The Domain Name System (DNS) is a directory service for resources that are connected to a
network. Your DNS provider maintains a database containing records that define your domain.
When you choose DNS validation, ACM provides you with one or more CNAME records that must be
added to this database. These records contain a unique key-value pair that serves as proof that you
control the domain.

(® Note

After you create a certificate with email validation, you cannot switch to validating it with
DNS. To use DNS validation, delete the certificate and then create a new one that uses DNS
validation.

For example, if you request a certificate for the example.com domain with www.example.com as
an additional name, ACM creates two CNAME records for you. Each record, created specifically for
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your domain and your account, contains a name and a value. The value is an alias that points to an
AWS domain that ACM uses to automatically renew your certificate. The CNAME records must be
added to your DNS database only once. ACM automatically renews your certificate as long as the
certificate is in use and your CNAME record remains in place.

/A Important

If you do not use Amazon Route 53 to manage your public DNS records, contact your DNS
provider to find out how to add records. If you lack authority to edit your domain's DNS
database, you must use email validation instead.

Without the need to repeat validation, you can request additional ACM certificates for your fully
qualified domain name (FQDN) for as long as the CNAME record remains in place. That is, you
can create replacement certificates that have the same domain name, or certificates that cover
different subdomains. Since the CNAME validation token works for any AWS Region, you can re-
create the same certificate in multiple Regions. You can also replace a deleted certificate.

You can stop automatic renewal either by removing the certificate from the AWS service with
which it is associated or by deleting the CNAME record. If Route 53 is not your DNS provider,
contact your provider to find out how to delete a record. If Route 53 is your provider, see Deleting
Resource Record Sets in the Route 53 Developer Guide. For more information about managed

certificate renewal, see Managed certificate renewal in AWS Certificate Manager.

(@ Note

CNAME resolution will fail if more than five CNAMEs are chained together in your DNS
configuration. If you require a longer chaining, we recommend using email validation.

How CNAME records for ACM work

(@ Note

This section is for customers who do not use Route 53 as their DNS provider.

If you are not using Route 53 as your DNS provider, you need to manually enter CNAME records
provided by ACM into your provider's database, usually through a website. CNAME records are
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used for a number of purposes, including as redirect mechanisms and as containers for vendor-
specific metadata. For ACM, these records allow initial domain ownership validation and ongoing

automated certificate renewal.

The following table shows example CNAME records for six domain names. Each record's Record

Name-Record Value pair serves to authenticate domain name ownership.

In the table, note that the first two Record Name-Record Value pairs are the same. This illustrates
that for a wildcard domain, such as *.example. com, the strings created by ACM are the same as
those created for its base domain, example. com. Otherwise, the paired Record Name and Record

Value differ for each domain name.

Example CNAME records

Domain name Record Name
*.example.com _x1.example.com.
example.com _x1.example.com.
www.example.com _X3.www.exam
ple.com.
host.example.com _x5.host.exa
mple.com.
subdomain.example. _x7.subdomai
com n.example.com.
host.subdomain.exa _x9.host.sub
mple.com domain.example.com.

Record Value

_x2.acm-validations.a
WS.

_x2.acm-validations.a
Ws.

_x4.acm-validations.a
WS.

_x6.acm-validations.a
WS.

_x8.acm-validations.a
WSs.

_x10.acm-vali
dations.aws.

Comment

Identical

Unique

Unique

Unique

Unique

The xN values following the underscore ( _) are long strings generated by ACM. For example,

_3639ac514e785e898d2646601fa951d5.example.com.

is representative of a resulting generated Record Name. The associated Record Value might be
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_98d2646601fa951d53639ac514e785e8.acm-validation.aws.

for the same DNS record.

(® Note

If your DNS provider does not support CNAME values with a leading underscore, see
Troubleshoot DNS Validation Problems.

When you request a certificate and specify DNS validation, ACM provides CNAME information in
the following format:

Domain Record Name Record Record Value
Name Type

example. _a79865eb4cd1a6ab990a45779b CNAME  _424c¢7224e9b0146f9a8808af95
om 4e0b96.example.com. 5727d0.acm-validations.aws.

Domain Name is the FQDN associated with the certificate. Record Name identifies the record
uniquely, serving as the key of the key-value pair. Record Value serves as the value of the key-value
pair.

All three of these values (Domain Name, Record Name, and Record Value) must be entered into
the appropriates fields of your DNS provider's web interface for adding DNS records. Providers
are inconsistent in their handling of the record name (or just "name") field. In some cases, you are
expected to provide the entire string as shown above. Other providers automatically append the
domain name to whatever string you enter, meaning (in this example) that you should only enter

_a79865eb4cd1a6ab990a45779b4e0@b96

into the name field. If you guess wrong about this, and enter a record name that contains a domain
name (such as .example. com), you might end up with the following:

_a79865eb4cd1abab990a45779b4e@b96.example. com.example.com.
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Validation will fail in this case. Consequently, you should try to determine in advance which type of
input your provider expects.

Setting up DNS validation

This section describes how to configure a public certificate to use DNS validation.

To set up DNS validation in the console

(® Note

This procedure assumes that you have already created at least one certificate and that you
are working in the AWS Region where you created it. If you try to open the console and
see the first-use screen instead, or you succeed in opening the console and don't see your
certificate in the list, confirm that you have specified the correct Region.

1. Open the ACM console at https://console.aws.amazon.com/acm/.

2. In the list of certificates, choose the Certificate ID of a certificate with status Pending
validation that you want to configure. This opens a details page for the certificate.

3. In the Domains section, complete one of the following two procedures:

a. (Optional) Validate with Route 53.

An active Create records in Route 53 button appears if the following conditions are true:

» You use Route 53 as your DNS provider.
« You have permission to write to the zone hosted by Route 53.

» Your FQDN has not already been validated.

(® Note

If you are in fact using Route 53 but the Create records in Route 53 is missing or
disabled, see ACM Console does not display "Create records in Route 53" button.
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Choose the Create records in Route 53, then choose Create records. The Certificate
status page should open with a status banner reporting Successfully created DNS
records.

Your new certificate might continue to display a status of Pending validation for up to 30
minutes.

@ Tip
You cannot programmatically request that ACM automatically create your record
in Route 53. You can, however, make an AWS CLI or API call to Route 53 to create
the record in the Route 53 DNS database. For more information about Route 53
record sets, see Working with Resource Record Sets.

b. (Optional) If you are not using Route 53 as your DNS provider, you must retrieve the
CNAME information and add it your DNS database. On the details page for the new
certificate, you can do this in either of two ways:

» Copy the CNAME components displayed in the Domains section. This information needs
to be added manually to your DNS database.

 Alternatively, choose Export to CSV. The information in the resulting file needs to be
added manually to your DNS database.

/A Important

To avoid validation problems, review How CNAME records for ACM work before
you add information to your DNS provider's database. If you do encounter
problems, see Troubleshoot DNS validation problems.

If ACM is not able to validate the domain name within 72 hours from the time it generates a
CNAME value for you, ACM changes the certificate status to Validation timed out. The most likely
reason for this result is that you did not successfully update your DNS configuration with the value
that ACM generated. To remedy this issue, you must request a new certificate after reviewing the
CNAME instructions.
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AWS Certificate Manager email validation

Before the Amazon certificate authority (CA) can issue a certificate for your site, AWS Certificate
Manager (ACM) must verify that you own or control all of the domains that you specified in
your request. You can perform verification using either email or DNS. This topic discusses email
validation.

If you encounter problems using email validation, see Troubleshoot email validation problems.

How email validation works

ACM sends validation email messages to the following five common system emails for each
domain. Alternatively, you can specify a superdomain as a validation domain if you wish to
receive these emails at that domain instead. Any subdomain up to the minimal website address is
valid, and is used as the domain for the email address as the suffix after @. For example, you can
receive an email to admin@example.com if you specify example.com as the validation domain for
subdomain.example.com.

« administrator@your_domain_name
« hostmaster@your_domain_name
» postmaster@your_domain_name

« webmaster@your_domain_name

o admin@your_domain_name

To prove that you own the domain, you must select the validation link included in these emails.
ACM also sends validation emails to these same addresses to renew the certificate when the
certificate is 45 days from expiry.

Email validation for multi-domain certificate requests using the ACM API or CLI results in an email
message being sent by each requested domain, even if the request includes subdomains of other
domains in the request. The domain owner needs to validate an email message for each of these
domains before ACM can issue the certificate.

Exception to this process

If you request an ACM certificate for a domain name that begins with www or a wildcard asterisk
(*), ACM removes the leading www or asterisk and sends email to the administrative addresses.
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These addresses are formed by pre-pending admin@, administrator@, hostmaster@, postmaster@,
and webmaster@ to the remaining portion of the domain name. For example, if you request

an ACM certificate for www.example.com, email is sent to admin@example.com rather than to
admin@www.example.com. Likewise, if you request an ACM certificate for *.test.example.com,
email is sent to admin@test.example.com. The remaining common administrative addresses are
similarly formed.

/A Important

ACM no longer supports WHOIS email validation for new certificates or renewals. Common
system addresses remain supported. For details, see blog post.

Considerations

Observe the following considerations about email validation.

» You need a working email address registered in your domain in order to use email validation.
Procedures for setting up an email address are outside the scope of this guide.

» Validation applies only to publicly trusted certificates issued by ACM. ACM does not validate
domain ownership for imported certificates or for certificates signed by a private CA. ACM
cannot validate resources in an Amazon VPC private hosted zone or any other private domain.

For more information, see Troubleshoot certificate validation.

» After you create a certificate with email validation, you cannot switch to validating it with DNS.
To use DNS validation, delete the certificate and then create a new one that uses DNS validation.

Certificate expiration and renewal

ACM certificates are valid for 198 days. Renewing a certificate requires action by the domain owner.
ACM begins sending renewal notices to the email addresses associated with the domain 45 days
before expiration. The notifications contain a link that the domain owner can click for renewal.
Once all listed domains are validated, ACM issues a renewed certificate with the same ARN.

(Optional) Resend validation email

Each validation email contains a token that you can use to approve a certificate request. However,
because the validation email required for the approval process can be blocked by spam filters or
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lost in transit, the token automatically expires after 72 hours. If you do not receive the original
email or the token has expired, you can request that the email be resent. For information about
how to resend a validation email, see Resend validation email

For persistent problems with email validation, see the Troubleshoot email validation problems

section in Troubleshoot issues with AWS Certificate Manager.

Automate AWS Certificate Manager email validation

Email-validated ACM certificates normally require manual action by the domain owner.
Organizations dealing with large numbers of email-validated certificates may prefer to create a
parser that can automate the required responses. To assist customers using email validation, the
information in this section describes the templates used for domain validation email messages and
the workflow involved in completing the validation process.

Validation email templates

Validation email messages have one of the two following formats, depending on whether a
new certificate is being requested or an existing certificate is being renewed. The content of the
highlighted strings should be replaced with values that are specific to the domain being validated.

Validating a new certificate

Email template text:

Greetings from Amazon Web Services,
We received a request to issue an SSL/TLS certificate for requested _domain.

Verify that the following domain, AWS account ID, and certificate identifier
correspond
to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals
(https://region_name.acm-certificates.amazon.com/approvals?
code=validation_code&context=validation_context)

and follow the instructions on the page.
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This email is intended solely for authorized individuals for fgdn. To express any
concerns

about this email or if this email has reached you in error, forward it along with a
brief

explanation of your concern to validation-questions@amazon.com.

Sincerely,
Amazon Web Services

Validating a certificate for renewal

Email template text:

Greetings from Amazon Web Services,

We received a request to issue an SSL/TLS certificate for requested_domain.
This email is a request to validate ownership of the domain in order to renew
the existing, currently in use, certificate. Certificates have defined
validity periods and email validated certificates, like this one, require you
to re-validate for the certificate to renew.

Verify that the following domain, AWS account ID, and certificate identifier
correspond to a request from you or someone in your organization.

Domain: fgdn

AWS account ID: account_id

AWS Region name: region_name

Certificate Identifier: certificate_identifier

To approve this request, go to Amazon Certificate Approvals at
https://region_name.acm-certificates.amazon.com/approvals?code=
$validation_code&context=$validation_context

and follow the instructions on the page.

This email is intended solely for authorized individuals for fgdn. You can see
more about how AWS Certificate Manager validation works here -
https://docs.aws.amazon.com/acm/latest/userguide/email-validation.html.

To express any concerns about this email or if this email has reached you in
error, forward it along with a brief explanation of your concern to
validation-questions@amazon.com.

Sincerely,
Amazon Web Services
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Amazon Web Services, Inc. is a subsidiary of Amazon.com, Inc. Amazon.com is a
registered trademark of Amazon.com, Inc.

This message produced and distributed by Amazon Web Services, Inc.,
410 Terry Ave. North, Seattle, WA 98109-5210.

(c)2015-2022, Amazon Web Services, Inc. or its affiliates. All rights reserved.
Our privacy policy is posted at https://aws.amazon.com/privacy

Once you receive a new validation message from AWS, we recommend that you use it as the most
up-to-date and authoritative template for your parser. Customers with message parsers designed
before November, 2020, should note the following changes that may have been made to the
template:

« The email subject line now reads "Certificate request for domain name" instead of
"Certificate approval for domain name".

« The AWS account ID is now presented without dashes or hyphens.

e« The Certificate Identifier now presents the entire certificate
ARN instead of a shortened form, for example, arn:aws:acm:us-
east-1:000000000000:certificate/3b4d78e1-0882-4f51-954a-298ee44ff369 rather
than 3b4d78e1-0882-4f51-954a-298ee44ff369.

» The certificate approval URL now contains acm-certificates.amazon.cominstead of
certificates.amazon.com.

« The approval form opened by clicking the certificate approval URL now contains the
approval button. The name of the approval button div is now approve-button instead of
approval_button.

 Validation messages for both newly requested certificates and renewing certificates have the
same email format.

Validation workflow

This section provides information about the renewal workflow for email-validated certificates.

» When the ACM console processes a multi-domain certificate request, it sends validation email
messages to the domain name or the validation domain that you specify when you request
a public certificate. The domain owner needs to validate an email message for each domain
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before ACM can issue the certificate. For more information, see Using Email to Validate Domain

Ownership.

« Email validation for multi-domain certificate requests using the ACM API or CLI results in an
email message being sent by each requested domain, even if the request includes subdomains of
other domains in the request. The domain owner needs to validate an email message for each of
these domains before ACM can issue the certificate.

If you resend emails for an existing certificate through the ACM console, emails will be sent to
the validation domain specified in the original certificate request, or the exact domain if no
validation domain was specified. To receive validation emails at a different domain, you can
request a new certificate, specifying the validation domain that you want to use for validation.
Alternatively, you can call ResendValidationEmail with the ValidationDomain parameter using
the API, SDK, or CLI. However, the validation domain specified in the ResendValidationEmail
request is only used for that call and is not saved to the certificate Amazon Resource Name (ARN)
for future validation emails. You must call ResendValidationEmail each time you wish to
receive a validation email at a domain name that was not specified in the original certificate

request.

(@ Note

Prior to November, 2020, customers needed to validate only the apex domain and ACM
would issue a certificate that also covered any subdomains. Customers with message
parsers designed before that time should note the change to the email validation
workflow.

« With the ACM API or CLI, you can force all validation email messages for a multi-
domain certificate request to be sent to the apex domain. In the API, use the
DomainValidationOptions parameter of the RequestCertificate action to specify a value for
ValidationDomain, which is a member of the DomainValidationOption type. In the CLI, use
the --domain-validation-options parameter of the request-certificate command to specify a

value for ValidationDomain.

AWS Certificate Manager HTTP validation

Hypertext Transfer Protocol (HTTP) is a foundational protocol for data communication on the
World Wide Web. When you choose HTTP validation for certificates used with CloudFront,
ACM leverages this protocol to verify your domain ownership. ACM works in conjunction with
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CloudFront to provide you with a specific URL and a unique token that must be made accessible
at that URL on your domain. This token serves as proof that you control the domain. By setting up
a redirect from your domain to an ACM-controlled location within the CloudFront infrastructure,
you demonstrate your ability to modify content on the domain, thus validating your ownership.
This seamless integration between ACM and CloudFront simplifies the certificate issuance process,
especially for CloudFront distributions.

/A Important

HTTP validation does not support wildcard domain certificates (such as *.example.com). For
wildcard certificates, you must use either DNS validation or email validation instead.

For example, if you request a certificate for the example.com domain with www.example.com as
an additional name using CloudFront, ACM provides you with two sets of URLs for HTTP validation.
Each set contains a redirectFrom URL and a redirectTo URL, created specifically for your
domain and your AWS account. The redirectFrom URL is a path on your domain (for example,
http://example.com/.well-known/pki-validation/example.txt) that you need to
configure. The redirectTo URL points to an ACM-controlled location within the CloudFront
infrastructure where a unique validation token is stored. You need to set up these redirects only
once. When a certificate authority attempts to validate your domain ownership, it will request the
file from the redirectFrom URL, which CloudFront redirects to the redirectTo URL, allowing
access to the validation token. ACM automatically renews your certificate as long as the certificate
is in use with CloudFront and your redirect remains in place.

Once you've set up HTTP validation for a fully qualified domain name (FQDN) with CloudFront, you
can request additional ACM certificates for that FQDN without repeating the validation process,

as long as the HTTP redirect remains in place. This means you can create replacement certificates
with the same domain name. You can also replace a deleted certificate without going through the
validation process again, provided the redirect is still active.

To stop automatic renewal of your HTTP-validated certificate, you have two options. You can
either remove the certificate from the CloudFront distribution with which it is associated, or you
can delete the HTTP redirect you set up for validation. If you're using a content delivery network
(CDN) or web server other than CloudFront to manage your redirects, consult their documentation
to learn how to remove a redirect. If you're using CloudFront to manage your redirects, you can
remove the redirect by updating your distribution's configuration. For more information about
managed certificate renewal, see Managed certificate renewal in AWS Certificate Manager.
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Remember that stopping automatic renewal may lead to certificate expiration, which could
interrupt your HTTPS traffic.

How HTTP redirects for ACM work

® Note

This section is for customers who are using CloudFront for content delivery and ACM for
SSL/TLS certificate management.

When using HTTP validation with ACM and CloudFront, you need to set up HTTP redirects. These
redirects allow ACM to verify your domain ownership for initial certificate issuance and ongoing
automated renewal. The redirect mechanism works by pointing a specific URL on your domain to
an ACM-controlled location within the CloudFront infrastructure where a unique validation token is

stored.

The following table shows example redirect configurations for domain names. Note that HTTP

validation does not support wildcard domains (such as *.example.com). Each configuration's

Redirect From-Redirect To pair serves to authenticate domain name ownership.

Example HTTP redirect configurations

Domain
name

example.com

www.examp
le.com

Redirect From

http://example.com
/.well-known/pki-v
alidation/ x2.txt

http://www.example
.com/.well-known/p

ki-validation/ x3.txt

Redirect To

https://validation
. region.acm-
validations.a

ws/ y2/.well-kn
own/pki-validation
/ x2.txt

https://validation
. region.acm-
validations.a

ws/ y3/.well-kn
own/pki-validation
/ x3.txt

Comment

Unique

Unique

HTTP validation
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Domain
name

host.exam
ple.com

subdomain
.example.
com

host.subd
omain.exa
mple.com

Redirect From

http://host.exampl
e.com/.well-
known/pki-valid
ation/ x4.txt

http://subdomain.e
xample.com/.well-k
nown/pki-validatio
n/ x5.txt

http://host.subdom
ain.example.com/.w
ell-known/pki-vali
dation/ x6.txt

Redirect To

https://validation
. region.acm-
validations.a

ws/ y4/.well-kn
own/pki-validation
/ x4.txt

https://validation
. region.acm-
validations.a

ws/ y5/.well-kn
own/pki-validation
/ x5.txt

https://validation
. region.acm-
validations.a

ws/ y6/.well-kn
own/pki-validation
/ x6.txt

Comment

Unique

Unique

Unique

The xN values in the file names and the yN values in the ACM-controlled domains are unique

identifiers generated by ACM. For example,

http://example.com/.well-known/pki-validation/3639ac514e785e898d2646601fa951d5.txt

is representative of a resulting generated Redirect From URL. The associated Redirect To URL

might be

https://validation.region.acm-validations.aws/98d2646601fa/.well-known/pki-

validation/3639ac514e785e898d2646601fa951d5.txt

for the same validation record.

HTTP validation
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® Note

If your web server or content delivery network does not support setting up redirects at the
specified path, see Troubleshoot HTTP Validation Problems.

When you request a certificate and specify HTTP validation, ACM provides redirect information in
the following format:

Domain Name Redirect To

example.com https://validation.region.acm-validations.a
ws/a424c7224e9b [.well-known/pki-
validation/a79865eb4cd1a6ab99
0a45779b4e0b96 .txt

Domain Name is the FQDN associated with the certificate. Redirect From is the URL on your domain
where ACM will look for the validation file. Redirect To is the ACM-controlled URL where the actual
validation file is hosted.

You need to configure your web server or CloudFront distribution to redirect requests from the
Redirect From URL to the Redirect To URL. The exact method for setting up this redirect depends on
your web server software or CloudFront configuration. Ensure that the redirect is set up correctly to
allow ACM to validate your domain ownership and issue or renew your certificate.
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Setting up HTTP validation

ACM uses HTTP validation to verify your domain ownership when issuing public SSL/TLS
certificates for use with CloudFront. This section describes how to configure a public certificate to
use HTTP validation.

To set up HTTP validation in the console

(® Note

This procedure assumes that you have already requested a certificate through CloudFront
and that you're working in the AWS Region where you created it. HTTP validation is
available only through the CloudFront Distribution Tenants feature.

1. Open the ACM console at https://console.aws.amazon.com/acm/.

2. In the list of certificates, choose the Certificate ID of a certificate with status Pending
validation that you want to configure. This opens a details page for the certificate.

3. Inthe Domains section, you can see the Redirect From and Redirect To values for each
domain in your certificate request.

4. For each domain, set up an HTTP redirect from the Redirect From URL to the Redirect To URL.
You can do this through your CloudFront distribution configuration.

5. Configure your CloudFront distribution to redirect requests from the Redirect From URL to
the Redirect To URL. The method for setting up this redirect depends on your CloudFront
configuration.

6. After you set up the redirects, ACM automatically attempts to validate your domain ownership.
This process can take up to 30 minutes.

If ACM can't validate the domain name within 72 hours from the time it generates the redirect
values for you, ACM changes the certificate status to Validation timed out. The most likely reason
for this result is that you didn't successfully set up the HTTP redirects. To fix this issue, you must
request a new certificate after reviewing the redirect instructions.
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/A Important

To avoid validation problems, make sure that the content at the Redirect From location
matches the content at the Redirect To location. If you encounter problems, see
Troubleshooting HTTP validation problems.

® Note

Unlike DNS validation, you can't programmatically request that ACM automatically
create your HTTP redirects. You must configure these redirects through your CloudFront
distribution settings.

For more information about how HTTP validation works, see How HTTP redirects for ACM work.
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Private certificates in AWS Certificate Manager

If you have access to an existing private CA created by AWS Private CA, AWS Certificate Manager
(ACM) can request a certificate suited for use in your private key infrastructure (PKI). The CA may
either reside in your account or be shared with you by a different account. For information about
creating a private CA, see Create a Private Certificate Authority.

Certificates signed by a private CA are not trusted by default, and ACM does not support any form
of validation for them. Consequently, an administrator must take action to install them in your
organization's client trust stores.

Private ACM certificates follow the X.509 standard and are subject to the following restrictions:

« Names: You must use DNS-compliant subject names. For more information, see Domain Names.

« Algorithm: For encryption, the certificate private key algorithm must be either 2048-bit RSA,
256-bit ECDSA, or 384-bit ECDSA.

(® Note

The specified signing algorithm family (RSA or ECDSA) must match the algorithm family
of the CA's secret key.

« Expiration: Each private certificate is valid for 13 months (395 days). The end date of the signing
CA certificate must exceed the end date of the requested certificate, or else the certificate
request will fail.

(® Note

Private certificates have a longer validity period than public certificates. Public ACM
certificates are valid for 198 days. For more information about public certificates, see
Request a public certificate in AWS Certificate Manager.

« Renewal: ACM attempts to renew a private certificate automatically after 11 months.

The private CA used to sign the end-entity certificates is subject to its own restrictions:

« The CA must have a status of Active.
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® Note

Unlike publicly trusted certificates, certificates signed by a private CA do not require
validation.

Topics

« Conditions for using AWS Private CA to sign ACM private certificates

» Request a private certificate in AWS Certificate Manager

» Export an AWS Certificate Manager private certificate

Conditions for using AWS Private CA to sign ACM private
certificates

You can use AWS Private CA to sign your ACM certificates in either of two cases:

» Single account: The signing CA and the AWS Certificate Manager (ACM) certificate that is issued
reside in the same AWS account.

For single-account issuance and renewals to be enabled, the AWS Private CA administrator must
grant permission to the ACM service principal to create, retrieve, and list certificates. This is
done using the AWS Private CA API action CreatePermission or the AWS CLI command create-
permission. The account owner assigns these permissions to an IAM user, group, or role that is
responsible for issuing certificates.

» Cross-account: The signing CA and the ACM certificate that is issued reside in different AWS
accounts, and access to the CA has been granted to the account where the certificate resides.

To enable cross-account issuance and renewals, the AWS Private CA administrator must attach
a resource-based policy to the CA using the AWS Private CA API action PutPolicy or the AWS CLI
command put-policy. The policy specifies principals in other accounts that are allowed limited
access to the CA. For more information, see Using a Resource Based Policy with ACM Private CA.

The cross-account scenario also requires ACM to set up a service-linked role (SLR) to interact
as a principal with the PCA policy. ACM creates the SLR automatically while issuing the first
certificate.
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ACM might alert you that it cannot determine whether an SLR exists on your account. If the
required iam: GetRole permission has already been granted to the ACM SLR for your account,
then the alert will not recur after the SLR is created. If it does recur, then you or your account
administrator might need to grant the iam: GetRole permission to ACM, or associate your
account with the ACM-managed policy AWSCertificateManagerFullAccess.

For more information, see Using a Service Linked Role with ACM.

/A Important

Your ACM certificate must be actively associated with a supported AWS service before it
can be automatically renewed. For information about the resources that ACM supports, see
Services integrated with ACM.

Request a private certificate in AWS Certificate Manager

Request a private certificate (console)

1. Sign into the AWS Management Console and open the ACM console at https://
console.aws.amazon.com/acm/home.

Choose Request a certificate.
2. On the Request certificate page, choose Request a private certificate and Next to continue.

3. Inthe Certificate authority details section, select the Certificate authority menu and choose
one of the available private CAs. If the CA is shared from another account, the ARN is prefaced
by ownership information.

Details about the CA are displayed to help you verify that you have chosen the correct one:

« Owner

- Type

« Common name (CN)

Organization (O)

Organization unit (OU)
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o Country name (C)
« State or province
o Locality name

4. In the Domain names section, type your domain name. You can use a fully qualified
domain name (FQDN), such as www.example.com, or a bare or apex domain name such
as example.com. You can also use an asterisk (*) as a wild card in the leftmost position
to protect several site names in the same domain. For example, * .example.com protects
corp.example.com, and images.example.com. The wildcard name will appear in the
Subject field and in the Subject Alternative Name extension of the ACM certificate.

(@ Note

When you request a wildcard certificate, the asterisk (*) must be in the leftmost
position of the domain name and can protect only one subdomain level. For example,
* ,example.com can protect login.example.com, and test.example.com, but it
cannot protect test.login.example.com. Also note that *.example.com protects
only the subdomains of example. com, it does not protect the bare or apex domain
(example.com). To protect both, see the next step

Optionally, choose Add another name to this certificate and type the name in the text box.
This is useful for authenticating both a bare or apex domain (such as example.com) and its
subdomains such as *.example.com).

5. In the Key algorithm section, choose an algorithm.

For information to help you choose an algorithm, see the AWS blog post How to evaluate and
use ECDSA certificates in AWS Certificate Manager.

6. Inthe Tags section, you can optionally tag your certificate. Tags are key-value pairs that serve
as metadata for identifying and organizing AWS resources. For a list of ACM tag parameters
and for instructions on how to add tags to certificates after creation, see Tag AWS Certificate
Manager resources.

7. In the Certificate renewal permissions section, acknowledge the notice about certificate
renewal permissions. These permissions allow automatic renewal of private PKI certificates
that you sign with the selected CA. For more information, see Using a Service Linked Role with
ACM.
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8. After providing all of the required information, choose Request. The console returns you to the
certificate list, where you can view your new certificate.

® Note

Depending on how you have ordered the list, a certificate you are looking for might
not be immediately visible. You can click the black triangle at right to change the
ordering. You can also navigate through multiple pages of certificates using the page
numbers at upper-right.

Request a private certificate (CLI)

Use the request-certificate command to request a private certificate in ACM.

® Note

When you request a private PKI certificate signed by a CA from AWS Private CA, the
specified signing algorithm family (RSA or ECDSA) must match the algorithm family of the
CA's secret key.

aws acm request-certificate \

--domain-name www.example.com \

--idempotency-token 12563 \

--certificate-authority-arn arn:aws:acm-pca:Region:444455556666:\
certificate-authority/CA_ID

This command outputs the Amazon Resource Name (ARN) of your new private certificate.

"CertificateArn": "arn:aws:acm:Region:444455556666:certificate/certificate_ID"

In most cases, ACM automatically attaches a service-linked role (SLR) to your account the first time
that you use a shared CA. The SLR enables automatic renewal of end-entity certificates that you
issue. To check whether the SLR is present, you can query IAM with the following command:
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aws iam get-role --role-name AWSServiceRoleForCertificateManager

If the SLR is present, the command output should resemble the following:

"Role":{
"Path":"/aws-service-role/acm.amazonaws.com/",
"RoleName":"AWSServiceRoleForCertificateManager",
"RoleId":"AAAAAAAQQ0Q0Q0BBBBBBB",
"Arn":"arn:aws:iam::{account_no}:role/aws-service-role/acm.amazonaws.com/
AwWSServiceRoleForCertificateManager",

"CreateDate":"2020-08-01T23:10:412",
"AssumeRolePolicyDocument": {

"Version":"2012-10-17",

"Statement": [

{
"Effect":"Allow",
"Principal”:{
"Service":"acm.amazonaws.com"
.
"Action":"sts:AssumeRole"
}

.
"Description":"SLR for ACM Service for accessing cross-account Private CA",
"MaxSessionDuration":3600,
"RoleLastUsed":{
"LastUsedDate":"2020-08-01T23:11:04Z",

"Region":"ap-southeast-1"

If the SLR is missing, see Using a Service Linked Role with ACM.

Export an AWS Certificate Manager private certificate

You can export a certificate issued by AWS Private CA for use anywhere in your private PKI
environment. The exported file contains the certificate, the certificate chain, and the encrypted
private key. This file must be stored securely. For more information about AWS Private CA, see AWS
Private Certificate Authority User Guide.
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® Note

If you want to export public certificates issued through ACM, see ACM exportable public
certificates.

Topics

» Export a private certificate (console)

» Export a private certificate (CLI)

Export a private certificate (console)

1.

i ok W

Sign into the AWS Management Console and open the ACM console at https://
console.aws.amazon.com/acm/home.

Choose Certificate Manager
Choose the link of the certificate that you want to